& RedHat

Red Hat OpenStack Platform 13

undercloud #1 Control Plane & 1211k &

EEHANA LI RR PP FIRE undercloud # overcloud control plane B9 5%

Last Updated: 2023-04-20






Red Hat OpenStack Platform 13 undercloud #1 Control Plane &2 #1%& &

EEHFMAIT 2B A2 FIPRE undercloud # overcloud control plane B4 %%



RSN
Copyright © 2023 Red Hat, Inc.

The text of and illustrations in this document are licensed by Red Hat under a Creative Commons
Attribution-Share Alike 3.0 Unported license ("CC-BY-SA"). An explanation of CC-BY-SA is
available at

http://creativecommons.org/licenses/by-sa/3.0/

. In'accordance with CC-BY-SA, if you distribute this document or an adaptation of it, you must
provide the URL for the original version.

Red Hat, as the licensor of this document, waives the right to enforce, and agrees not to assert,
Section 4d of CC-BY-SA to the fullest extent permitted by applicable law.

Red Hat, Red Hat Enterprise Linux, the Shadowman logo, the Red Hat logo, JBoss, OpenShift,
Fedora, the Infinity logo, and RHCE are trademarks of Red Hat, Inc., registered in the United States
and other countries.

Linux @ is the registered trademark of Linus Torvalds in the United States and other countries.
Java @ is a registered trademark of Oracle and/or its affiliates.

XFS @ is a trademark of Silicon Graphics International Corp. or its subsidiaries in the United States
and/or other countries.

MySQL @ is a registered trademark of MySQL AB in the United States, the European Union and
other countries.

Node.js ® is an official trademark of Joyent. Red Hat is not formally related to or endorsed by the
official Joyent Node.js open source or commercial project.

The OpenStack ® Word Mark and OpenStack logo are either registered trademarks/service marks
or trademarks/service marks of the OpenStack Foundation, in the United States and other
countries and are used with the OpenStack Foundation's permission. We are not affiliated with,
endorsed or sponsored by the OpenStack Foundation, or the OpenStack community.

All other trademarks are the property of their respective owners.

BE

A$5E14BA T 20fAI7E undercloud 1 overcloud control plane 17 s _E & E FIEZE Relax-and-Recover
(ReaR) ; ANMAIFE EHFNF I HI412 undercloud #1 Control Plane "7 a2 ; AR, 04aI7E 58 #7 sk FH 2T ik
£ undercloud # Control Plane 77 &,



B3k

%5 13 UNDERCLOUD #1 CONTROL PLANE B 8 IR E ...t

1L ERER

1.2, F D BRI

R e
2.0 HE& NFS RS 28
22. BIEFSHE DB

35 LEMBE RELAX HI RECOVER (REAR) oottt ettt ettt et e e e e e e
3.1. &% REAR
3.2. 0|3 REAR BR& XX {4

B A B TR T I o it
4. FE 19 UNDERCLOUD RiIHUT SR FEMHESS
4.2. %13 UNDERCLOUD
4.3. %15 CONTROL PLANE

B S U T R T I o it
5.1. k& UNDERCLOUD
5.2. k& CONTROL PLANE
5.3. GALERA SRt fE HErR
5.4 {FAFFE CEPH 112231k & UNDERCLOUD #1 CONTROL PLANE 752

B3%



Red Hat OpenStack Platform 13 undercloud #l Control Plane &3 1tk &




%5 13 UNDERCLOUD #1 CONTROL PLANE fAift & HtkES

£5 123 UNDERCLOUD #1 CONTROL PLANE HNM &2k E
Undercloud #1 Control Plane Back Up #1 Restore 1T #2324t 7 %12 Red Hat OpenStack Platform 13

undercloud #1 overcloud Controller 77 s (FEEFFMFAKEIFM A Control Plane T m) HIEF K, MNREE

MR RIS, EERRTEE undercloud #1 overcloud Control Plane 7 &1k & Bl LABTHI IR
5

/tho

1. B2ER

Undercloud # Control Plane Back Up #01 Restore 14 #2{# FA FF iR Relax #1 Recover (ReaR) R Mk & R
HZE, LLBash 45, ReaR il undercloud 8% Control Plane 7 RBISRFTIR SR AT 51 555 %
ReaR AR ik RGBT 51 A F #2893,
ReaR ZHFAESI NN, S :

e |SO

e USB

® cSATA

e PXE
AR ERGIE R 1SO 31 S8 TR,
ReaR AIfEASZMIULHISI S5k, 2¥E -

o HTTP/HTTPS

e SSH/SCP

o FTP/SFTP

e NFS

e CIFS (SMB)

T EPFIRE Red Hat OpenStack Platform 13 undercloud #[1 overcloud Control Plane i m, &34
BB R E A NFS T,

1.2. 10 ER LI
ReaR T LL{g F PO ERAN 4 5B 4 1D &R 6171,

REBEHER
RER D IE T ELE

e tar
® rsync

AR m i EE
AEEHERENEBBEFRMLTERRAR, FRMRAREE

® bacula
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® Bareos
LTEBAARILE
® EMC NetWorker (Legato)
® HP DataProtector
® |BM Tivoli Storage Manager (TSM)

® Symantec NetBackup



B2EHEEFHTR

B2EHEEEM TR

TE%& 17 undercloud 2% control plane 7 = a0, HEFFD T RUIESER RS,

2.1. £ NFS RSS2
ReaR B AEA S MEHI %, LIIBXRHER NFS 1E ReaR L& HFIRE.,
1. TEADT R E%E NFS RS,

I [root@backup ~J# yum install -y nfs-utils
2. FERAXIEHARINNFS BRSS, LAARIRE 111 # 2049 2477, fi0 :

[root@backup ~]# firewall-cmd --add-service=nfs
[root@backup ~J# firewall-cmd --add-service=nfs --permanent

3. A NFS RS &BHENE.

[root@backup ~]# systemctl enable nfs-server
[root@backup ~]# systemctl restart nfs-server

2.2. BIEFHSHEMEF
EIRE15 1SO & M undercloud 2% Control Plane 7T R E4IBIEH T &, oA EHD BT,
RS Y

o EREHTHNFSIRSER. MERZER, HSIHES NFS RS,

it =
1 SIREmEX

I [root@backup ~]# mkdir /ctl_plane_backups

2. S B3, 19 <IP_ADDRESS/24 > &y 4%RY IP it #1F PSS -

[root@backup ~]# cat >> /etc/exports << EOF
/ctl_plane_backups <IP_ADDRESS/24>(rw,sync,no_root_squash,no_subtree_check)
EOF

letc/exports XHFRBISE B AL F U FREIIFIZRA, 1R undercloud # overcloud Control
Plane 1 RIEARRMMLHFW, EHNETMEXFRES SR, WTFHIRE :

cat >> /etc/exports << EOF

/ctl_plane_backups 192.168.24.0/24(rw,sync,no_root_squash,no_subtree_check) /
ctl_plane_backups 10.0.0.0/24(rw,sync,no_root_squash,no_subtree_check) /
ctl_plane_backups 172.16.0.0/24(rw,sync,no_root_squash,no_subtree_check)
EOF

3. EJ/5 NFS RSS2 -


https://access.redhat.com/documentation/zh-cn/red_hat_openstack_platform/13/html-single/undercloud_and_control_plane_back_up_and_restore/index#prepare-the-nfs-server-osp-ctlplane-br
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I [root@backup ~]# systemctl restart nfs-server

4. FFEE NFS RSP IEMBECE T 58 -

I [root@backup ~]# showmount -e “hostname’



55 33 REMAE RELAX fl RECOVER (REAR)

% 3 ZE L& MBLE RELAX #1 RECOVER (REAR)

ZE %12 undercloud # overcloud control plane, fEATESEEE control plane 7 R L 2B E
ReaR,

3.1. 2% REAR

TE%&1% undercloud 0 control plane &, &A1& 4E Relax #1 Recover (ReaR) S GE, LUEE
undercloud 7 s EFEA control plane 17 s L& AR 1SO H &,
it 3

1. &% ReaR B EMEHE, LUETE undercloud T7 A EA control plane i m L4 1ISO %2
% :

I [root@controller-x ~]# yum install rear genisoimage nfs-utils -y

2. NTERLEARAE, HHBERITLIE ReaR cron {£5 :

I [root@controller-x ~]# rm -f /etc/cron.d/rear

3. 7£ undercloud #1EA control plane 7 S _EOIB & B -

I [root@controller-x ~]# mkdir -p /ctl_plane_backups

4. ¥ ctl_plane_backups NFS B &#E#7E undercloud F1E1™ control plane 7 | _EiZ4T NFS B9 &
MR

[root@controller-x ~]# mount -t nfs <BACKUP_NODE_IP_ADDRESS>:/ctl_plane_backups
/ctl_plane_backups

¥ <BACKUP_NODE_IP_ADDRESS > &t 17217 NFS fR$5 3B 12 7 =HY IP ik,

3.2. f]# REAR & 3 {4

£ undercloud 7 |FNE control plane 7 s _E %% Relax #] Recovery (ReaR)/g, LA root FA /" &4 &
Bo & S

pi% =
1. 0% ReaR BREH :

[root@controller-x ~]# mkdir -p /etc/rear

[root@controller-x ~)# tee -a "/etc/rear/local.conf" > /dev/null <<'EOF'
OUTPUT=ISO
OUTPUT_URL=nfs://<BACKUP_NODE_IP_ADDRESS>/ctl_plane_backups
ISO_PREFIX=<NODE_HOSTNAME>

BACKUP=NETFS

BACKUP_PROG_COMPRESS_OPTIONS=( --gzip )
BACKUP_PROG_COMPRESS_SUFFIX=".gz"
BACKUP_PROG_EXCLUDE=( "/tmp/*' '/data/*")
BACKUP_URL=nfs://<BACKUP_NODE_IP_ADDRESS>/ctl_plane_backups



Red Hat OpenStack Platform 13 undercloud #1 Control Plane &3 #1tk &

BACKUP_PROG_EXCLUDE=("${BACKUP_PROG_EXCLUDE[®@]}" '/media’ '/var/tmp'
'lvar/crash’)

BACKUP_PROG_OPTIONS+=( --anchored --xattrs-include="".*" --xattrs )

EOF

e 3 <NODE_HOSTNAME > & /T mBIEN B, FlN, MR =ENEZ controller-0, 1%
1% < NODE_HOSTNAME> %1ty controller-0,

e ¥ <BACKUP_NODE_IP_ADDRESS > &1 71217 NFS BRS523MI &0 17 B9 IP Hutk, X2
BIEESEED T RNEREWN P thit, BLERIESI FE2E £&5451 1~
BE

#NR undercloud 2k control plane 17 s F| T4 UEFI, R4
USING_UEFI_BOOTLOADER=1 75/IN%| L& X4,

2. IR OVS M TFML%EO, 1EF L TEERNE /etc/rear/local.conf X, FikE T
Rl MEORED -

NETWORKING_PREPARATION_COMMANDS=('<command_1>''<command_2>'...
'<command_n>'")

¥ <command_1> L& &% < command_n > WFiE RSB N IEEEREBEMSEEBNG S, Fl
m :

o ERLE control plane M &, 70 ip link add br-ctlplane X2 bridge %,
o EWEEOMNSAF, AN ip link set eth0 up &4,

3. fi|# rescue.conf XX {4 :

[root@controller-x ~)# tee -a "/etc/rear/rescue.conf" > /dev/null <<'EOF'
BACKUP_PROG_OPTIONS+=( --anchored --xattrs-include="".*" --xattrs )
EOF



B AT PITEHIE

B 4T PITEMISE

EHUTHREF AT, &9 undercloud # overcloud control plane 7 s, LAMETEH 5T E R S B LURTHY
Ko

TE# 19 undercloud # overcloud Z &I, EMRREFREM undercloud ¥ overcloud H{TE
ATk,

4.1. 719 UNDERCLOUD BT R M1ESS
TEERE undercloud B 8% H1A undercloud #HITEES, 04T undercloud &15.

JiBh I E IR ARG, TERUR AR RIAIRSMESS, FH mariadb 2 AAHIFFAE OpenStack BRSSTE & 12
undercloud ¥ mETE(Z Lk,

P =
1. MR FR A KRI, F <STACKNAME > & NN, SEREMERNE N HERER o
AN .

S
I (undercloud) [stack@undercloud-0 ~]$ openstack stack failures list <STACKNAME>
2. 383F undercloud %A RLELHES -
I (undercloud) [stack@undercloud-0 ~]$ openstack stack list --nested | grep -v"_COMPLETE"
MRGBEBROGER, NEERFENES.
3. {21t undercloud HFBIFTA OpenStack AR5 :
# systemctl stop openstack-*
# systemctl stop neutron-*
# systemctl stop ironic*

# systemctl stop haproxy
# systemctl stop httpd

4. 35UF mariadb @S EEIRTT :

I # sudo systemctl status mariadb

4.2. %12 UNDERCLOUD

EE1D undercloud T, AL root AP B9 &5 undercloud T s, YENBIIRSEM, BAT&DE
1B LA IR IR BT LUK S BB,

AR
o HEURHSHTEMBER. MFESZER, FSHUEHSHENE T,
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it

E&1D undercloud B, BHITT BERES. MEBREZEER, BSMH £ undercloud BIHITTN
%{Eﬂo

RBIEEA control plane TTm EREMEZE T ReaR, MEFZER, 1S LEMNEE Relax
#0 Recover (ReaR),

. EHRBURERD

[root@undercloud stack]# PASSWORD=$(sudo /bin/hiera -c /etc/puppet/hiera.yaml
mysql::server::root_password)

. ERBURRE

[root@undercloud stack]# mysql -uroot -p$PASSWORD -s -N -e "select distinct
table_schema from information_schema.tables where engine='innodb' and table_schema !=
'mysql';" | xargs mysgldump -uroot -p$PASSWORD --single-transaction --databases >
openstack-backup-mysql.sql

[root@undercloud stack]# mysq|l -uroot -p$PASSWORD -s -N -e "SELECT
CONCAT(\"SHOW GRANTS FOR ",user,"@",host,";\"") FROM mysql.user where
(length(user) > 0 and user NOT LIKE 'root")" | xargs -n1 mysq| -uroot -p$PASSWORD -s -N -
e | sed 's/$/;/' > openstack-backup-mysql-grants.sql

. {21k mariadb #IEERS :

I [root@undercloud stack]# systemctl stop mariadb

. BIEES -

I [root@undercloud stack]# rear -d -v mkbackup

& 7] LATE /ctl_plane_backups B3k T BRI 1217 s _EFE A ReaR SIEM &R 1ISO X4,

. EJ2 undercloud :

a. Y stack BB/ B2 & 3% undercloud,

b. EJ3 undercloud :

I [stack@undercloud]$ sudo reboot

4.3. %1% CONTROL PLANE

Z %17 control plane, fELATEFEIFLE pacemaker &8, LK control plane T R EiZ1THIFTE R SR, &
ZREHELARRE N, TREDERRE, B3 pacemaker £EE A %5

ENHEHRRMY, BRI MEIEZE, UBREES pacemaker ERFM ARG T LURE BUREE,

B 4549 control plane 77 /.

AR

10
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o HEURHSHTEMBER. MFESZER, FSHUEHSHENE T,

o RBIEE control plane TR EREMEE T ReaR, MBELER, HSH LEMEE Relax
#0 Recover (ReaR),

1 ERBEER

[heat-admin@overcloud-controller-x ~J# PASSWORD=$(sudo /bin/hiera -c
/etc/puppet/hiera.yaml mysql::server::root_password)

2. FIREIREE

[heat-admin@overcloud-controller-x ~J# mysq|l -uroot -p$PASSWORD -s -N -e "select distinct
table_schema from information_schema.tables where engine='innodb' and table_schema !=
'mysql';" | xargs mysqldump -uroot -p$PASSWORD --single-transaction --databases >
openstack-backup-mysql.sql

[heat-admin@overcloud-controller-x ~J# mysql -uroot -p$PASSWORD -s -N -e "SELECT
CONCAT(\"SHOW GRANTS FOR ",user,"@",host,";\"") FROM mysql.user where
(length(user) > 0 and user NOT LIKE 'root")" | xargs -n1 mysq| -uroot -p$PASSWORD -s -N -
e | sed 's/$/;/' > openstack-backup-mysql-grants.sql

EOBIRER — IR ER, WSRAMRINR Galera KERABDIIKE, NA

LUFEikE Galera &8, BXE Galera REMNESER, 1HSM X Galera &
BRI TR HERR,

3. EHAF— control plane TR £, {F1E pacemaker &E¥ :

BF

TEBREHR, YT LE pacemaker EFFARERNT, X AT BUF control plane AR
FImiT R BTE] Compute TR, M8 %E#EE. Ceph # NFS data plane fRS5tE &
T, IEAREQIERSLAI, STERSLAI. WUEE R G RERNZTRE, EE
pacemaker EEHMARRRB I RENEE — ¥ ROMRS.

I [heat-admin@overcloud-controller-x ~]# sudo pcs cluster stop --all

4. 7EE control plane TTm £, FIERS :

a. FIERSR:
I [heat-admin@overcloud-controller-x ~]# sudo docker stop $(sudo docker ps -a -q)
b. {%1k ceph-mon@controller.service 25 :
I [heat-admin@overcloud-controller-x ~J# sudo systemctl stop ceph-mon@$(hostname -s)

c. {21k ceph-mgr@controller.service 23 :

1


https://access.redhat.com/documentation/zh-cn/red_hat_openstack_platform/13/html-single/undercloud_and_control_plane_back_up_and_restore/execute-the-back-up-procedure-osp-ctlplane-br#troubleshooting-the-galera-cluster_osp-ctlplane-br
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I [heat-admin@overcloud-controller-x ~]# sudo systemctl stop ceph-mgr@$(hostname -s)
5. A% : IRIEFEF ganesha-nfs, E7E—MEHIZ P2 HIRSS S ¢
I [heat-admin@overcloud-controller-x ~]# sudo pcs resource disable ceph-nfs
6. A%k : AIRIEEH ceph IRSS ceph-mds #1 ceph-rgw, iE{Z X LERSS -
[heat-admin@overcloud-controller-x ~J# sudo systemctl stop ceph-mds@$(hostname -s)
[heat-admin@overcloud-controller-x ~]# sudo systemctl stop ceph-rgw@$(hostname -s)
7. B control plane, IETEE control plane i ) EJZ4T control plane & 15 :
I [heat-admin@overcloud-controller-x ~]# sudo rear -d -v mkbackup
& 7] LATE /ctl_plane_backups B3k T EIEIE &2 17 s _EFEF ReaR SIEM &R 1ISO X4,

HATHDHSE, EHELERNAR tar TR AR tar HSNEETHE LS
/%\7 géﬂﬂ?l«i?%%

WARNING: tar ended with return code 1 and below output:
---snip---
tar: /var/spool/postfix/public/gmgr: socket ignored

This message indicates that files have been modified during the archiving
process and the backup might be inconsistent. Relax-and-Recover continues
to operate, however, it is important that you verify the backup to ensure that
you can use this backup to recover your system.

8. HUEMDITIRNEA control plane AR ISO B, ZJ5 pacemaker £, EHHF—N
control plane s £, HALLTF®HS :

I [heat-admin@overcloud-controller-x ~J# sudo pcs cluster start --all

9. 7EE control plane TTm t, FhEASS :

a. JARER
I [heat-admin@overcloud-controller-x ~]# sudo systemctl restart docker

b. A% ceph-mon@controller.service 23 :

I [heat-admin@overcloud-controller-x ~]# sudo systemctl start ceph-mon@$(hostname -s)

c. JA%) ceph-mgr@controller.service 25 :

I [heat-admin@overcloud-controller-x ~]# sudo systemctl start ceph-mgr@$(hostname -s)

12
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10. ®3% : INRIE(EA ceph-mds #1 ceph-rgw, 1555 LEARS -

[heat-admin@overcloud-controller-x ~J# sudo systemctl start ceph-rgw@$(hostname -s)
[heat-admin@overcloud-controller-x ~]# sudo systemctl start ceph-mds@$(hostname -s)

1. A% : INREER ganesha-nfs, E7E—MEHI25 55 XX 4IRSS %S -

I [heat-admin@overcloud-controller-x ~]# sudo pcs resource enable ceph-nfs

13
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%5 & T E L=

MRBEBHKFA IR R EH IR, EALUKE undercloud =X overcloud control plane 17 s i, LA
FElMBEZANRS, MR Galera RESEEIMEFENRE TN —E82, BOMFNIRE LR,

R A LAERFHE ceph monitor k& undercloud 3% overcloud control plane i s,

= -
l MISO X&B| 56, 1EMR NFS RSS2 7 B undercloud #1 overcloud 7],

FERUTEMNS IR :
1. B35 1SO B&%IEE DVD, @it ILO iz At Ein#,
2. BISHREMRENTHIREBI T R,
3. % Recover cHOSTNAME>, f <HOSTNAME > & h Bk E 87 B9 R,
4. Ll root AP B8 &K,
5. E &5,

5.1. k& UNDERCLOUD
WNRAERFBEHAIGIFRP K LR, EAILMEREER 5 4.2 77 %19 undercloud” 1S 2013/ 1SO BHRIRT

undercloud 7 RIRE B Z AIRFHVAS. &#MIRSEERE B 2217 "EHSHENE X" $HEPLRE
B9 RfE ISO B FHEE &M T R L.

it =

1. %M undercloud 7 s, TEARLIRVERT, EBER undercloud TTRESTE2 XM,

2. FRAEMEREPAENISO HK5IFE, LUKRE undercloud 11, 1SO HRARAL T #1217 AU
/ctl_plane_backups B% T,

3. ¥ Relax-and-Recover B| 53 H ], %#F Recover <UNDERCLOUD_NODE>, Hrh
<UNDERCLOUD_NODE> & undercloud 7 I & FR,

4. L root B B1IDEX,
XEFERUTER :

Welcome to Relax-and-Recover. Run "rear recover" to restore your system!
RESCUE <UNDERCLOUD_NODE>:~ # rear recover

Bk S RRRENT, TlE, BREGSMUTEREREE

Finished recovering your system
Exiting rear recover
Running exit tasks

5. UHSTREARN, BHELBIKRE, %7 S,

I RESCUE <UNDERCLOUD_NODE>:~ # poweroff

14
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BIFH, TRESWE RS

5.2. &2 CONTROL PLANE

MNRERFEH TSI L EE S, ETLUFERFER 5 4.3 77 "&19 control plane” 1T 2 AR ISO HRIR
control plane 7 Rk 8 B Z AR FHIRE. EMRE control plane, Wf$FTA control plane 7 sk E El
DRI, LURRRES— .

Y=

LTIE AR L SDN £14% Red Hat OpenStack Platform, #0 Open vSwitch (OVS)#12k
IABJ Open Virtual Network (OVN), BX%E=7 SDNHER, 1ESHE=74 SDN X4,

1. XHEA control plane iR, #R control plane T mIEH{TRISTE <M,

2. FEREEEMDTEHCIERR ISO Hil&k5|5 control plane T8, ISO HARAML F &9 =

/ctl_plane_backups BT,

. ¥l Relax-and-Recover boot 3}, 1%# Recover <CONTROL_PLANE_NODE>, ¥

<CONTROL_PLANE_NODE> &} control plane 7 s % R,
XA ERUTER !

Welcome to Relax-and-Recover. Run "rear recover" to restore your system!
RESCUE <CONTROL_PLANE_NODE>:~ # rear recover

BRmREIRRRRENT. METHKE, EHERETUTER

Finished recovering your system
Exiting rear recover
Running exit tasks

LA FITRENAN, BERIWKE. XHTR.
I RESCUE <CONTROL_PLANE_NODE>:~ # poweroff

FBISFFIRENERESIFHF, BISH, TREWEZATEIRE

. ﬁﬁ%ﬁﬂﬁ%lﬁﬁﬁﬁ, B E pacemaker BIR . L root B F B & kiEHI2R, BT T @

-r_: :

I # pcs status

. BEHE overcloud IR, T Tempest, HX Tempest WEZER, 1ESH OpenStack

Integration Test Suite 1§75 MIEE 4 =,

5.3. GALERA &£ &N [=HER
IR Galera EEERBENIMEL TN —EOWE, EBUIFLHRE Galera,

15
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EX—FRRH, EUTIE— Controller T EHIT—L45 1R, BEREETEREHEBN
Controller i m _ EHUITIXLES T,

iz
1. 7 Controller-0 £, 138 Galera &E&8£EL IP :
I $ sudo hiera -c /etc/puppet/hiera.yaml mysqgl_vip
2. BIIFTA Controller 7 s EBIEYL IP ZAEIEEEE -
I $ sudo iptables -I INPUT -p tcp --destination-port 3306 -d $MYSQL_VIP -j DROP
3. 1 Controller-0 £, 3 MySQL root ZHY :
I $ sudo hiera -c /etc/puppet/hiera.yaml mysql::server::root_password
4. 1E Controller-0 L, ¥ Galera ¥R B 7 FESRE ER :
I $ sudo pcs resource unmanage galera-bundle
5. {£1EFRA Controller 17 s B MySQL &2s :

$ sudo docker container stop $(sudo docker container Is --all --format “{{.Names}}” --
filter=name=galera-bundle)

6. TEFA Controller 7T LR oY aiBE % :

I $ sudo mv /var/lib/mysql /var/lib/mysql-save

7. TEFRA Controller 17 s L AIEEHT B 5% /var/lib/mysq :

$ sudo mkdir /var/lib/mysql

$ sudo chown 42434:42434 /var/lib/mysq|

$ sudo chcon -t container_file_t /var/lib/mysql
$ sudo chmod 0755 /var/lib/mysq|

$ sudo chcon -r object_r /var/lib/mysq|

$ sudo chcon -u system_u /var/lib/mysq|

8. BBNARA Controller 7152 LB MySQL &2 :

$ sudo docker container start $(sudo docker container Is --all --format "{{ .Names }}" --
filter=name=galera-bundle)

9. 7EFAE Controller 7 s LA MySQL #IEZE :

$ sudo docker exec -i $(sudo docker container Is --all --format "{{ .Names }}" \
--filter=name=galera-bundle) bash -c¢ "mysql_install_db --datadir=/var/lib/mysq| --
user=mysql"

16
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10. [EEIATAE Controller T s EHIEUEE -

$ sudo docker exec $(sudo docker container Is --all --format "{{ .Names }}" \
--filter=name=galera-bundle) bash -c "mysqld_safe --skip-networking --wsrep-on=OFF" &

1. 7EfA Controller 17 R L5 .my.cnf Galera B2 & 34 :

$ sudo docker exec $(sudo docker container Is --all --format "{{ .Names }}" \
--filter=name=galera-bundle) bash -c "mv /root/.my.cnf /root/.my.cnf.bck"
12. EEFIA Controller 17 R L Galera root B :

$ sudo docker exec $(sudo docker container Is --all --format "{{ .Names }}" \
--filter=name=galera-bundle) bash -c "mysql -uroot -e'use mysql;update user set
password=PASSWORD(\"$ROOTPASSWORD\")where User=\"root\";flush privileges;"

1

w

. IREFFA Controller 17 s LH Galera B2 H .my.cnf Galera ECi& X4 :

$ sudo docker exec $(sudo docker container Is --all --format "{{ .Names }}" \
--filter=name=galera-bundle) bash -c "mv /root/.my.cnf.bck /root/.my.cnf"

14. 7E Controller-0 k, & MURE XS 1F /var/lib/MySQL :

$ sudo cp $BACKUP_FILE /var/lib/mysq|
$ sudo cp $BACKUP_GRANT_FILE /var/lib/mysq|l

AE
Y IXLEESTHBIERE N /home/heat-admin/,

15. 7£ Controller-0 £, &E MySQL IEE :
$ sudo docker exec $(docker container Is --all --format "{{ .Names }}" \
--filter=name=galera-bundle) bash -c¢ "mysql -u root -p$ROOT_PASSWORD <
\"var/lib/mysql/$BACKUP_FILE \" "
$ sudo docker exec $(sudo docker container Is --all --format "{{ .Names }}" \

--filter=name=galera-bundle) bash -¢ "mysql -u root -p$ROOT_PASSWORD <
\"var/lib/mysql/$BACKUP_GRANT_FILE \" "

16. *HIFFE Controller T s _EWIHEUIEE :

$ sudo docker exec $(sudo docker container Is --all --format "{{ .Names }}" \
--filter=name=galera-bundle) bash -c "mysgladmin shutdown"

17. 1E Controller-O0 £, &3/ bootstrap T/ /& :

$ sudo docker exec $(sudo docker container Is --all --format "{{ .Names }}" --
filter=name=galera-bundle) \
/usr/bin/mysqld_safe --pid-file=/var/run/mysqgl/mysqld.pid --
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socket=/var/lib/mysql/mysql.sock --datadir=/var/lib/mysql \
--log-error=/var/log/mysql_cluster.log --user=mysql --open-files-limit=16384 \
--wsrep-cluster-address=gcomm:// &

18. &HF : £ Controller-0 £, fEEERIRS :

$ sudo docker exec $(sudo docker container Is --all --format "{{ .Names }}" \
--filter=name=galera-bundle) bash -c "clustercheck"

BRERUTER : "Galera &H T RES", SMELMEFHRORIZT R
19. 1£ Controller-0 £, MECER:ZRERF ML :
$ sudo docker exec $(sudo docker container Is --all --format "{{ .Names }}" \
--filter=name=galera-bundle) bash -c "grep wsrep_cluster_address /etc/my.cnf.d/galera.cnf" |
awk '{print $3}'
20. EBANFIRB Controller W £, JEBhEIEEFHILIFERE
a. [AEhEERE
$ sudo docker exec $(sudo docker container Is --all --format "{{ .Names }}" \
--filter=name=galera-bundle) /usr/bin/mysqld_safe --pid-
file=/var/run/mysql/mysqld.pid --socket=/var/lib/mysqgl/mysql.sock \
--datadir=/var/lib/mysql --log-error=/var/log/mysql_cluster.log --user=mysql --open-

files-limit=16384 \
--wsrep-cluster-address=$CLUSTER_ADDRESS &

b. &7 MYSQL SEEAPIR :

$ sudo docker exec $(sudo docker container Is --all --format "{{ .Names }}" \
--filter=name=galera-bundle) bash -c "clustercheck"

BRETUTER : "Galera &£ RES", BUELERUEZLT Ko
21. {=1EFRAE Controller 7152 LB MySQL &2 :

$ sudo docker exec $(sudo docker container Is --all --format "{{ .Names }}" --
filter=name=galera-bundle) \
/usr/bin/mysqladmin -u root shutdown

22. TEFRA Controller TR £, MIBREATRIAEGAN], LASSVF@id U 1P sk T80 e %

I $ sudo iptables -D INPUT -p tcp --destination-port 3306 -d $MYSQL_VIP -j DROP

23. 1ERA Controller 11 L& JH MySQL &2 :

$ sudo docker container restart $(sudo docker container Is --all --format "{{ .Names }}" --
filter=name=galera-bundle)

24. EJFFA Controller 7 s _LH clustercheck &2s :

18
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$ sudo docker container restart $(sudo docker container Is --all --format "{{ .Names }}" --
filter=name=clustercheck)

25. 7£ Controller-0 £, ¥ Galera KRIXE N & &R :

I $ sudo pcs resource manage galera-bundle

5.4. {FFH & CEPH 51351k E UNDERCLOUD #1 CONTROL PLANE 77 &8

MREFFHAIGIRRP L AR, A LUER ReaR &124% undercloud 3% overcloud control plane 7
R EIRE B 2 AR,

AR A
o REFREReaR, MEESER, HBH REAMEE ReaR,
o EEEGTR MBESEL, WS £H TR,
o MEFEGIR. MEESEL, WHH HTEHITRE,

e

1L EEMTT AL, FHNFS BRUIEE Ceph %12, ¥ <IP_ADDRESS/24 > & FI445HY IP ik
FFRE -

[root@backup ~]# cat >> /etc/exports << EOF
/ceph_backups <IP_ADDRESS/24>(rw,sync,no_root_squash,no_subtree_check)
EOF

2. 7f undercloud T E, 2t undercloud EIFFIZITLUATHIA -

I # source stackrc

#! /bin/bash
for i in “openstack server list -c Name -c Networks -f value | grep controller | awk -F'=" {print
$2}' | awk -F' ' {print $1}"; do ssh -g heat-admin@$i 'sudo systemctl stop ceph-
mon@$(hostname -s) ceph-mgr@$(hostname -s)'; done

ZI1E ceph-mgr@controller.service e 2B EF1E, EHAUTHS :

I [heat-admin@overcloud-controller-x ~J# sudo docker ps | grep ceph

3. £ undercloud T _E, 2t undercloud EIFFIZITLUATHIA -

I # source stackrc

#! /bin/bash
for i in “openstack server list -c Name -c Networks -f value | grep controller | awk -F'=" {print
$2}' | awk -F' ' {print $1}"; do ssh -g heat-admin@$i 'sudo mkdir /ceph_backups'; done

#! /bin/bash
for i in "openstack server list -c Name -c Networks -f value | grep controller | awk -F'=" {print
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$2}' | awk -F' " {print $1}"; do ssh -q heat-admin@#$i 'sudo mount -t nfs
<BACKUP_NODE_IP_ADDRESS>:/ceph_backups /ceph_backups'; done

#! /bin/bash
for i in "openstack server list -c Name -c Networks -f value | grep controller | awk -F'=" {print

$2}' | awk -F' ' {print $1}"; do ssh -q heat-admin@#$i 'sudo mkdir /ceph_backups/$(hostname
-s)'; done

#! /bin/bash

for i in “openstack server list -c Name -c Networks -f value | grep controller | awk -F'=" {print
$2}' | awk -F' " {print $1}"; do ssh -q heat-admin@$i 'sudo tar -zcv --xattrs-include=*.* --xattrs

--xattrs-include=security.capability --xattrs-include=security.selinux --acls -f
/ceph_backups/$(hostname -s)/$(hostname -s).tar.gz /var/lib/ceph'; done

4. EEEMENT R EFTRUTES :
a. TEMREARFRIRAIZT o

b. FEREEESMDIIEROEM ReaR F0 XHRE T R LA F &R T =M
/ceph_backups B %,

c. 1 Relax-and-Recover boot 3 #. /1, % Recover <CONTROL_PLANE_NODE&gt;, H
1 < CONTROL_PLANE_NODE > £ control plane 7 £ #9% .

d. ERFFALCHALL TGS
I RESCUE <CONTROL_PLANE_NODE> :~ # rear recover
BgREIEEXRE, BEHERERUTER
Finished recovering your system

Exiting rear recover
Running exit tasks

5. WFEEMREMTT R, ¥ /ceph_backups BXAHH Ceph #3EHE /var/lib/ceph B X :
a. MERGIHEHSR :
RESCUE <CONTROL_PLANE_NODE>:~# df -h

Filesystem  Size Used Avail Use% Mounted on
devtmpfs 16G 0 16G 0% /dev

tmpfs 16G 0 16G 0% /dev/shm
tmpfs 16G 8.4M 16G 1% /run
tmpfs 16G 0 16G 0% /sys/fs/cgroup

/dev/vda2 30G 13G 18G 41% /mnt/local
/dev/vda2 XRG4k EE] /mnt/local L,
b. AIRIEN B3
RESCUE <CONTROL_PLANE_NODE>:~ # mkdir /tmp/restore

RESCUE <CONTROL_PLANE_NODE>:~ # mount -v -t nfs -0 rw,noatime
<BACKUP_NODE_IP_ADDRESS>:/ceph_backups /tmp/restore/

c. fE control plane TRk, MIERIIA /var/lib/ceph B :
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I RESCUE <CONTROL_PLANE_NODE>:~ # rm -rf /mnt/local/var/lib/ceph/*

d. WRERITER Ceph BR&T, % <CONTROL_PLANE_NODE > &#ft ) control plane 7 f#4
R

RESCUE <CONTROL_PLANE_NODE>:~ # tar -xvC /mnt/local/ -f
/tmp/restore/<CONTROL_PLANE_NODE>/<CONTROL_PLANE_NODE>.tar.gz --xattrs -
-xattrs-include="".*" var/lib/ceph

e. MIEXHEREREME :

RESCUE <CONTROL_PLANE_NODE>:~ #s -I
total 0

drwxr-xr-x 2 root 107 26 Jun 18 18:52 bootstrap-mds
drwxr-xr-x 2 root 107 26 Jun 18 18:52 bootstrap-osd
drwxr-xr-x 2 root 107 26 Jun 18 18:52 bootstrap-rbd
drwxr-xr-x 2 root 107 26 Jun 18 18:52 bootstrap-rgw
drwxr-xr-x 3 root 107 31 Jun 18 18:52 mds
drwxr-xr-x 3 root 107 31 Jun 18 18:52 mgr
drwxr-xr-x 3 root 107 31 Jun 18 18:52 mon
drwxr-xr-x 2 root 107 6 Jun 18 18:52 osd

drwxr-xr-x 3 root 107 35 Jun 18 18:52 radosgw
drwxr-xr-x 2 root 107 6 Jun 18 18:52 tmp

6. KPITA

I RESCUE <CONTROL_PLANE_NODE> :~ # poweroff

7. fIFT R, T RIRE ZBTEPRS,
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