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slave, BEHEMELYE, BFHIAI/E+2RE, XEFRFEEFHENNLANLZITHRAPERS LiE,
fEi5&E & CTO Chris Wright IS &,


https://www.redhat.com/en/blog/making-open-source-more-inclusive-eradicating-problematic-language
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X ZTINE SRR & o
B TR TR ER R E R, 519 ZEEHIRIIFE IR,
1£ JIRA rhi2 i 3e 4 I It

f# 8 Create Issue FREX MR HR 5. JIRA [FEF1E Red Hat OpenStack Platform Jira i B # | &,
f&m U H R IRERIE I R 5 R,

. BIREEERE JIRA, MNREEE JIRATKS, 15EGIE—NIK IR K .
2. B LU TEEREFTFF Create Issue T1E : Create Issue

3. 58EX Summary #[ Description %, 7f Description ZE&#, @& URL, ETHETSLL
R AR AR, AEERTREPIEMEMTER,

4. = Create,


https://issues.redhat.com/secure/CreateIssueDetails!init.jspa?pid=12336920&summary=Documentation feedback: %3CAdd summary here%3E&issuetype=1&description=<Include+the+documentation+URL,+the chapter+or+section+number,+and+a+detailed+description+of+the+issue.>&components=12391143&priority=10300
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% 1= RED HAT OPENSTACK PLATFORM BB {Hti2F
BRI LAERB WA B2 —, MR BRHTEMRRIE, URBRRERFE(dP)HITERRIE

o EALUMER LDAP (EZBRFAMY) £ Red Hat OpenStack Platform (RHOSP) B {43 RS
(keystone)E#&E! IdP

o EMELMERAEIR, HA IdP ASMIRS XM S ERT A B TR,
24X LDAP BEEMEEMBFMIIEN P RIFN, BRI ATHEAREFBRAR,

A <{# M Active Directory (AD)=% Red Hat Identity Manager (IdM)f§ RHOSP AR%5:%# % LDAP B3R
FHENE, HSELTHIR !

e I OpenStack Identity (keystone)& Active Directory &K
e [ OpenStack & {7 (keystone)54LIE B D EIEER (IAM)ERK

A X NEFRERRTFRE A Red Hat Single Sign-On 5 RHOSP 7E#3] |dM £, ESEUTHRIR
e {#f Red Hat OpenStack Platform #1 Red Hat Single Sign-On #{TE(FR

e f{#F Red Hat OpenStack Platform #1 Active Directory Federation Services #{THcFB


https://access.redhat.com/documentation/zh-cn/red_hat_openstack_platform/17.1/html/integrating_openstack_identity_with_external_user_management_services/assembly-integrating-identity-with-active-directory_identity-providers
https://access.redhat.com/documentation/zh-cn/red_hat_openstack_platform/17.1/html/integrating_openstack_identity_with_external_user_management_services/assembly-integrating-identity-with-idm_identity-providers
https://access.redhat.com/documentation/zh-cn/red_hat_openstack_platform/17.1/html/integrating_openstack_identity_with_external_user_management_services/assembly_federation-using-RHOSP-and-keycloak
https://access.redhat.com/documentation/zh-cn/red_hat_openstack_platform/17.1/html/integrating_openstack_identity_with_external_user_management_services/assembly_federation-using-RHOSP-and-ADFS
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28 2 = {1/ RED HAT OPENSTACK PLATFORM #1 RED HAT
SINGLE SIGN-ON 3##4TEEFR

4108 {8 A Red Hat Single Sign-On £y Red Hat OpenStack Platform (RHOSP)EI B Dt N, LUE
IRAI LATE BB T 52 B b {5 FE 4B R RO X FR AR VR 75 297547 RHOSP HRRYH s &5k,
2.1 [ERZ 58 S &S EFZE RED HAT OPENSTACK PLATFORM

A enable-federation-openidc.yaml I35 X {43 &8Z Red Hat OpenStack Platform (RHOSP), LAfE
© B LA A B IR RO X R SR SRR OR 5 SRR,

FRFM

o B &% Red Hat OpenStack Platform director,

o REELEEAEA Red Hat Single Sign-On (RH-SSO)EXFR B D5 IIE,

it =

1. 13RI Identity lRS5 R, keystone i s =& custom-domain.yaml heat #& 4k 4 Ec
CloudName S8 FQDN {H, HAIEMEHMIHOS, keystone imm B LU THIE :

I https://<FQDN>:13000

INRFAEE TLS, B Identity IRSS APl i s http;//<FQDN>5000, ZLIg%
WIEA RHOSP &N IR ERE TLS,

2. 7SSO EEGIRMLITEEM URI :

https://<FQDN>:13000/v3/auth/OS-
FEDERATION/identity _providers/kcipalDP/protocols/openid/websso
https://<FQDN>:13000/v3/auth/OS-FEDERATION/websso/openid

BRI, 1&BY SSO B 51 NEIRMH T ClientlD #0 ClientSecret,

3. f¥ enable-federation-openidc.yaml heat 1k £ HI BIHEEL E B 5 -

$ cp /usr/share/openstack-tripleo-heat-templates/environments/enable-federation-
openidc.yaml\
/home/stack/

4. Y7%E enable-federation-openidc.yaml SfE XX HHIEIA, UTREERA :

parameter_defaults:
KeystoneAuthMethods: password,token,oauth1,mapped,application_credential,openid ﬂ
KeystoneOpenldcClientld: <ClientiD> @)
KeystoneOpenldcClientSecret: <ClientSecret> 6
KeystoneOpenldcCryptoPassphrase: openstack ﬂ
KeystoneOpenldcldpName: kcipalDP 9


http://:5000
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KeystoneOpenldcIntrospectionEndpoint: https://rh-
sso.local.com/realms/master/protocol/openid-connect/token/introspect G

KeystoneOpenldcProviderMetadataUrl: https://rh-sso.local.com/realms/master/.well-
known/openid-configuration ﬂ

KeystoneOpenldcRemoteldAttribute: HTTP_OIDC_ISS 6

KeystoneOpenldcResponseType: id_token Q

KeystoneTrustedDashboards: https://overcloud.redhat.local/dashboard/auth/websso/ @

WebSSOChoices: [[OIDC', 'OpenID Connect']] m

WebSSOIDPMapping: {'OIDC': ['kcipalDP', ‘openid]} @

WebSSOlnitialChoice: OIDC

KeystoneFederationEnable: True

KeystoneOpenldcEnable: True

KeystoneOpenldcEnableOAuth: True

WebSSOEnable: True

LU SN RMA T B MR RIEM AT EZ N A RTIR,
FAF OpenlD Connect N EIEFME iR ID, EAHIM SSO S FFKENL IhAE

FAF OpenlD Connect N B FHIE /i secret, TEIRMEEERM URL iF, EHFIM SSO
EEGREUL SR,

1%EFETE N OpenlD Connect IBF INF BN AN ELE T,

1E Identity BR55 (keystone)H 5 IdP KEXHIEFR, X F RH-SSO, WHHEBERA )
kcipalDP,

Identity lRS &R © https://{FQDN}/realms/<realm>/protocol/openid-
connect/token/introspect

51A OpenlID Connect #£5 T EIER URL

FMINE RIS D IR BEFEFRYSEAR ID B,

A%k B OpenlD Connect 1 BRI R Y,

AT RERMER URL, el LR LES SRR,

EEELRERN SSO HMEILEFIIR, SNUEHER SSO HEFEIRARFM LR HERBTIR,

D00 009 @ 96 609

BEM SSO R EIELER H R RERRFFAIMES, SR IRERFEMIATRBIS
keystone H7E X HI TR L AL,

5. f# enable-federation-openidc.yaml RINEI#ER A, LUK HEMIMEXHFHEBE overcloud :

(undercloud)$ openstack overcloud deploy --templates \
-e [your environment files] \
-e /home/stack/templates/enable-federation-openidc.yaml.yaml

2.2. /% RED HAT OPENSTACK PLATFORM 5415 B s & S & X

A Red Hat Single Sign-On (RH-SSO)#B& Red Hat OpenStack Platform (RHOSP)f&, &7 RH-
SSO 5 RHOSP &K,


https:/realms/<realm>/protocol/openid-connect/token/introspect
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it
1 BIR—PEFRE

I $ openstack domain create <federated_domain_name>

Bl
+ + +
| Field | Value |
+ + +
| description | |
| enabled | True |
|id | b493634c9dbf4546a2d1988af181d7c9 |
| name | my_domain |
| options | {} |
|tags  [I] |
+ + +

2. WEKIBEMIRUER

$ openstack identity provider create --remote-id https://<rh-sso_fgdn>:9443/realms/<realm> -
-domain <domain_name> kcipalDP

1% <rh-sso_fqdn > &5 RH-SSO MT£REF A, ¥ < realm& gt; F#i )y RH-SSO 15, FiL
12 master, ¥ <federated_domain_name > B £ 5 1 5 QIR A ELFRIH A B FR,

Bl
+ + +
| Field | Value |
+ + +

| authorization_ttl | None |
| description | None |
| domain_id | b493634c9dbf4546a2d1988af181d7c9 |

| enabled | True |

| id | keipalDP |

| remote_ids | https://rh-sso.fqdn.local:9443/realms/master |
+ + +

3. QIE—TREXHE, EXNTHEMNERZME—H,

Example:

cat > mapping.json << EOF

[
{
"local": [
{
"user": {
"name": "{0}"

}

"group™: {
"domain": {
"name": "<federated_domain_name>"
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b

"name": "<federated_group_name>" g

}
}
],

"remote": [

{
"type": "OIDC-preferred_username” 6

ﬂ <federated_domain_name> 275 x & A EHII,
Q °/y federated_group_name i%E#FE— &5, SSERESEP ORI INEE
9 &, 7f$ F OIDC-preferred_username {£% RH-SSO #7ER ID

1. {8 FEBRET ST RHOSP A BB FRBRETHIN], FERMHBITRBFIH, M mapping.json ST
HIBR ST HLNI6r %8 IPAmap :

I openstack mapping create --rules <file> <name>

4N -

I $ openstack mapping create --rules mapping.json IPAmap
2. BE—EGHRA -

$ openstack group create --domain <federation_domain_name>
<federation_group_name>

3. & Identity B %5 (keystone) i B :
I $ openstack project create --domain <federation_domain> <federation_project_name>
4. f% Identity IRSEAFRARMBNIBES :

$ openstack role add --group <federation_group_name> --group-domain
<federation_domain> --project <federation_project_name> --project-domain
<federation_domain> member

5. f|& OpenlD BRI :

I $ openstack federation protocol create openid --mapping IPAmap --identity-provider
kcipalDP

2.3. Hth B

&% Red Hat Singe Sign-On IE%ER, ESH Al 15


https://access.redhat.com/documentation/zh-cn/red_hat_single_sign-on/7.6/html/getting_started_guide/index
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2 3 = {3 RED HAT OPENSTACK PLATFORM #1 ACTIVE
DIRECTORY FEDERATION SERVICES #1THcF8
¢THE 7 53 A Microsoft Active Directory Federation Services (AD FS){E/ Red Hat OpenStack

Platform (RHOSP)R & p N/, LMEMEE LAE RHOSP H {5 FA A8 R RYEXFR AR 75 4T RHOSP Ay
%‘EE\\E%O

3.1. £/ ACTIVE DIRECTORY FEDERATION SERVICES #8Z& RED HAT
OPENSTACK PLATFORM

A enable-federation-openidc.yaml I35 X {43 #8Z Red Hat OpenStack Platform (RHOSP), LAfE
© A LA A B IR RO X R SR SRR R 5 SR,

FRFM

o B &% Red Hat OpenStack Platform director,

e 1A Active Directory (c) B FIEEBIMEHECERIELFR,

i

1. IE3RIEB keystone I, keystone Ui s 2 & 1E custom-domain.yaml heat #& 4k 9> Ec
CloudName S8 FQDN {H, HAIE&MEHMIHOS, keystone imm AU THIE :

I https://<FQDN>:13000

4 pa -

INRZFEBE TLS, N keystone Uiy http://<FQDN>:5000, ZLi§E 1 {EF
RHOSP MM IMEERE TLS,

2. 7SSO EEGIRMLITEEM URI :
BEEM URI :

https://<FQDN>:13000/v3/auth/OS-
FEDERATION/identity_providers/adfsIDP/protocols/openid/websso
https://<FQDN>:13000/v3/auth/OS-FEDERATION/websso/openid

3. ERmRL, fRE SSO B A HRIRHL T ClientlD #1 ClientSecret,
4. 1% enable-federation-openidc.yaml yam| 3C{ 8 I B HE E B -

cp /usr/share/openstack-tripleo-heat-templates/environments/enable-federation-
openidc.yaml\
/home/stack/

5. 4w’ enable-federation-openidc.yaml I E X HHEIA, UTREERA
parameter_defaults:

KeystoneAuthMethods: password,token,oauth1,mapped,application_credential,openid ﬂ
KeystoneOpenldcClientld: <ClientiD> @)

10
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KeystoneOpenldcClientSecret: <ClientSecret> 6

KeystoneOpenldcCryptoPassphrase: openstack ﬂ

KeystoneOpenldcldpName: adfsldP 9

KeystoneOpenldcintrospectionEndpoint: https://adfs.local.com/adfs/openid-
connect/token/introspect

KeystoneOpenldcProviderMetadataUrl: https://adfs.local.com/adfs/.well-known/openid-
configuration

KeystoneOpenldcRemoteldAttribute: HTTP_OIDC_ISS 6

KeystoneOpenldcResponseType: code Q

KeystoneTrustedDashboards: https://overcloud.redhat.local/dashboard/auth/websso/ @

WebSSOChoices: [['OIDC', 'OpenID Connect']] m

WebSSOIDPMapping: {'OIDC': ['adfsIdP', 'openid']} @

WebSSOlnitialChoice: OIDC

KeystoneFederationEnable: True

KeystoneOpenldcEnable: True

KeystoneOpenldcEnableOAuth: True

WebSSOEnable: True

LU SN RMA T B MR RIEM AT EZ A RTIR,
FAF OpenlD Connect N EIEFHE Fif ID, EAHIM SSO S F FKENL IhAE

FAF OpenlD Connect N B FHIE Fifi secret, EIRMEEM URL 5, EIM SSO
B FREN LS R,

1EFETE N OpenlD Connect IBF INFE BN AN ELE T,

1E Identity B 55 (keystone)d & IdP XEXHIE R, L SEBIEIEZZ Active Directory
Federation Services #J adfsIDP,

Identity lRS &R  https://{FQDN}/realms/<realm>/protocol/openid-
connect/token/introspect

$&5[A OpenlD Connect #tR FETEIER URL
ZMIMEHIREN S IR HFZFISCE ID Bk,

TiH#ASE H OpenlD Connect {1 ERYNTR 2R EY,

AT ¥ R ERM(UERR URL, tBAI LR LUES D ERTIR.

EEEREN SSO FMIILIEFIIR, BPMHBEHRZ SSO EFIRARFHERHEBIIR.

D00 009 @ 96 609

1BEM SSO HAIIEEFRI F P RUEFFN I HMSE ., SHREEFEMDNZTLIS
keystone ARE X BIHT IR ITED,

6. 9 enable-federation-openidc.yaml /RN, UKREMIMNESXHFHERE overcloud :

(undercloud)$ openstack overcloud deploy --templates \
-e [your environment files] \
-e /home/stack/templates/enable-federation-openidc.yaml.yaml

1


https:/realms/<realm>/protocol/openid-connect/token/introspect
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3.2. /% RED HAT OPENSTACK PLATFORM 5 ACTIVE DIRECTORY
FEDERATION ARSSE R

£ Active Directory Federation Services (ADFS)ZBZ& Red Hat OpenStack Platform (RHOSP)/E, &

MFERA T SR FMRERRF (1dP) 5 IR S5 HEN B (RHOSP) S Yo

it =
1 BIR—EFR

I openstack domain create <federated_domain_name>

Bl
+ + +
| Field | Value |
+ + +
| description | |
| enabled | True |
|id | b493634c9dbf4546a2d1988af181d7c9 |
| name | my_domain |
| options | {} |
|tags  [I] |
+ + +

2. WEBHBEHMIRMHER,

openstack identity provider create --remote-id https://<adfs_fqdn>:9443/adfs --domain
<domain_name> adfsldP

¥ <adfs_fqdn > &4 Active Directory Federation Services MISs2REE R, ¥ <
federated_domain_name > Bt W 1E 5 1 % QI A ELFBIH A & FR,

i RB

+ + +
| Field | Value |
+ + +

| authorization_ttl | None |

| description | None |

| domain_id | b493634c9dbf4546a2d1988af181d7¢c9
| enabled | True |

|id | adfsldP |

| remote_ids | https:/adfs.fqdn.local/adfs/

+ + +

3. QIEBREY M BRES ST B T B B REM .

Example:

cat > mapping.json << EOF

[
{

"local": [

{

12
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"user": {
"name": "{0}"
2
"group™: {
"domain": {
"name": "<federated_domain>"
2
"name": "<federated_group_name>" g
}
}
],
"remote": [

{
"type": "OIDC-upn” e

federated_domain 21&7f t—4% Fh{|@miE,

9 j federated_group_name i%iFE— &5, SHERESEPOURLIZE,

IR i#E A 'OIDC-upn' 7y ADFS BYFER ID,

1. {EFBRH ST OpenStack AIBEX S BRG], 1ERMHTBIA, M mapping.json ST
BIEERIBR S HLNFE ) ADmap :

I openstack mapping create --rules <file> <name>

a0 -

I $ openstack mapping create --rules mapping.json ADmap
1 AE—NEFRA -
I openstack group create --domain <federation_domain> <federation_group_name>
2. B Identity B %5 (keystone) i B :
I openstack project create --domain <federation_domain> <federation_project_name>
3. FF Identity BRSSEAFRAERINEI A .

openstack role add --group <federation_group_name> --group-domain <federation_domain> --
project <federation_project_name> --project-domain <federation_domain> member

1. BE OpenlID BXFRIHML

I openstack federation protocol create openid --mapping ADmap --identity-provider adfsldP

13
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25 4 Z ¥ OPENSTACK IDENTITY (KEYSTONE)S ACTIVE
DIRECTORY £

& BT LU OpenStack Identity (keystone)5 Microsoft Active Directory 15AR45(AD DS)&ERK. Identity
Service % EFELE Active Directory 38R 55(AD DS)F 7, {BFE Identity Service HIEZE R RBIZNOZEM
KRS MK . Ek, SRR YT AD DS BB A MK SRR RILVRIIER, FHALER B S
253 BRI R
BT ERIRSSS AD DS &£/, &8I LLf1F AD DS A /| Red Hat OpenStack Platform (RHOSP)i#41T
BFIE LAV R TR, RHOSP BRESMK T (40 Identity Service #1 Image ARS5) FNIRINEERREETE Identity
Service BEZER, £ Identity Service BT 2R A &2 B4 AD DS 1K,
¥ OpenStack &35 Active Directory SEM T FREIELLTINER -

1. E2& Active Directory FUEFH 5 H LDAPS IEH

2. 7& OpenStack R &EMECE LDAPS iE+H

3. ¥ director BEE HEA—1"2% 1> LDAP [Sim

4. Ei& Controller 17 s L[] Active Directory i

5. BESESNE KR s4H%T OpenStack Wi E BV [AIFNER

6. FiIEHMAFIIREEEEMAIE

7. W% IEEE AR ORI,

4.1. idi& ACTIVE DIRECTORY ik
EECE Active Directory 1HBRS5(AD DS), A5 OpenStack B3 EM, NEHPIRSXE LDAP K/, K

Red Hat OpenStack AP I —1 R4, #5HETE Red Hat OpenStack Platform ERE # {E Y
LDAPS IEH A,

SeRFMH
® Active Directory 15 fR %5 BECE B T2 /E.
® Red Hat OpenStack Platform BE.ECE B AT 1F,
e DNS &FEIBERE, A ENEHTEH TIM.
e AD DS B35 uER=EME R LDAPS #4Ti%, #FAIRO 636,
o B : FRASYAMRNETEARTELM AD DS, LUB G H k&,

AR
1E Active Directory AR5 83 EHUTIX LS IR,
1. Q& LDAP EHMK ', bk P 4t Identity Service BF & i AD DS LDAP AR :
PS C:\> New-ADUser -SamAccountName svc-ldap -Name "svc-ldap" -GivenName LDAP -

Surname Lookups -UserPrincipalName svc-ldap@lab.local -Enabled $false -
PasswordNeverExpires $true -Path 'OU=labUsers,DC=lab,DC=local'

14
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2. NEMKAREEY, RAEEAE. ROFRTEEERS AD HE RMEE RN :
I PS C:\> Set-ADAccountPassword svc-ldap -PassThru | Enable-ADAccount

3. N RHOSP A 6IE—/ 4, %4 grp-openstack., RAEILZHBIAK 51 F BEFE OpenStack &3 H 4
FE AR

PS C:\> NEW-ADGroup -name "grp-openstack” -groupscope Global -path
"OU=labUsers,DC=lab,DC=local"

4. QIBUIEA :

PS C:\> NEW-ADGroup -name "grp-openstack-demo" -groupscope Global -path
"OU=labUsers,DC=lab,DC=local"
PS C:\> NEW-ADGroup -name "grp-openstack-admin" -groupscope Global -path
"OU=labUsers,DC=lab,DC=local"

5. ¥4 svc-ldap A/ 7NE!I grp-openstack A :
I PS C:\> ADD-ADGroupMember "grp-openstack” -members "svc-ldap”

6. M AD 1124185, ERIEP MMC i LDAPS IEFBHIAEH (FEFF]) SH 5 DER 4wi%Hy x509
cer X, [FX A ZEE RHOSP B G,

7. ¥:3& AD DS 158 NetBIOS &7,

PS C:\> Get-ADDomain | select NetBIOSName
NetBIOSName

U (E & E ] RHOSP B A,

4.2. %% ACTIVE DIRECTORY LDAPS ifFF

OpenStack Identity (keystone)f# 8 LDAPS ZEifjsRISIUER k-, BEMBELIRE, keystone
keystone.conf & Y HIIEH 30, EELE LDAPS IET, 15[ M Active Directory FEIRHIN AR .ort
B, FHIEPEFE keystone REIF B A ERAIE,

L% NIHT LDAP SR EIER, ErRIgeEI&FEE 1R, 20 Unable to retrieve
authorized project, =& Peer BEHELERBE#H IR, MR keystone M EAFFHEA
T REMBIES, AR EILIMIER. ENIEIERRAR, ESFAA LDAPS A&
FHENEA ccrt I, FHIHEFTHE keystone HEZE A X,

FoRFM
e EETENBFREIL

e LDAPS EFi2M Active Directory S5 H.

it =
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1. ¥ LDAPS A% E #IZiZ4T OpenStack Identity B9 s, 345 .cer ¥#th .crt, ABIFEREZN
addc.lab.local.cer BJFIE ST -

# openssl x509 -inform der -in addc.lab.local.cer -out addc.lab.local.crt
# cp addc.lab.local.crt /etc/pki/ca-trust/source/anchors

2.  MRIBEEZTI2HE6 4, 10 ldapsearch, ELFEEFIEFRINE RHEL iEBEMEH -
a. f¥ .cer #H#iy .pem, FHIEM%E N addce.lab.local.cer BIRIES X4 :

I # openssl x509 -inform der -in addc.lab.local.cer -out addc.lab.local.pem

b. 1£ Controller 17 s L %% .pem, I, 7 Red Hat Enterprise Linux A :

# cp addc.lab.local.pem /etc/pki/ca-trust/source/anchors/
# update-ca-trust

4.3. 1% DIRECTOR E2i& {8 g5 ERI LDAP Fim

¥ director BB NEA—1=5% 4 LDAP [5ifi, 157E heat ik ¥ KeystoneLDAPDomainEnable
REIZE N true, FHEREA LDAP FiRE B XBIMEX ., ARG, director & HEA keystone 15 fE
FA HLRAY LDAP g,

BECE S BRIA B SRI% B /etc/keystone/domains/, &R LUFE
keystone::domain_config_directory hiera X BEFf BN REREBERE, HENEXHH
Fedinh ExtraConfig 531,

it =

1. EERER heat AR, I KeystoneLDAPDomainEnable #5515 4 true, X7 identity B2 &
“Heh i keystone FH) domain_specific_drivers_enabled %7771,

2. ELE tripleo-heat-templates 1% & KeystoneLDAPBackendConfigs #3750 LDAP g
InBC BRI, SAEEAI LR ERTEEHI LDAP £,

3. fll# keystone_domain_specific_ldap_backend.yaml I & X HI B A -

$ cp /usr/share/openstack-tripleo-heat-
templates/environments/services/keystone_domain_specific_ldap_backend.yaml
/home/stack/templates/

4. %% /home/stack/templates/keystone_domain_specific_Idap_backend.yaml 3153044, 3
MEXENESEENERE, fit, WS &) testdomain B keystone 150/ LDAP E2E :

parameter_defaults:
KeystoneLDAPDomainEnable: true
KeystoneLDAPBackendConfigs:
testdomain:
url: Idaps://192.0.2.250
user: cn=openstack,ou=Users,dc=director,dc=example,dc=com
password: RedactedComplexPassword
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suffix: dc=director,dc=example,dc=com

user_tree_dn: ou=Users,dc=director,dc=example,dc=com

user_filter: "(memberOf=cn=0Suser,ou=Groups,dc=director,dc=example,dc=com)"
user_objectclass: person

user_id_attribute: cn

keystone_domain_specific_ldap_backend.yaml S/ E XA ELUTEFHANE
ASH .

e user_allow_create
e user_allow_update
e user_allow_delete

XESHBENERE R BT, ALUREMMER,

5. F%E : EIMEXHHIRIME S, Fl -

KeystoneLDAPBackendConfigs:
domaint:
url: Idaps://domaini.example.com
user: cn=openstack,ou=Users,dc=director,dc=example,dc=com
password: RedactedComplexPassword

domain2:
url: Idaps://domain2.example.com
user: cn=openstack,ou=Users,dc=director,dc=example,dc=com
password: RedactedComplexPassword

XEREMM %N domain1 71 domain2 #i ; BN EEE— 1 ARM LDAP i5, Efl#Ea2
MEE,
4.4. %5 ADMIN F /% OPENSTACK 131717 AR
Z A1 admin F 117 OpenStack Identity (keystone)isi FHEF EUi£, FKEUHF admin A8
ID, A admin AELSEAEHHIAE,
pa )1

X AR%F OpenStack admin 5 A ERAR S5 BTN PR, 7EXFHIER T, Aif domain
§M OpenStack X keystone 1ZHIF .

AR
LERFEEE A LAB 18, EREEER BN LI AME g4,
1. XX LAB 15/ ID :

$ openstack domain show LAB
+ + +
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| Field | Value |

+ + +

| enabled | True |

|id | 680000496429431ab1c4efbb3fe810d4 |
| name | LAB |

+ + +

2. M BRiALE FKEX admin BB 1D :

$ openstack user list --domain default | grep admin
| 3d75388d351846c6a880e53b2508172a | admin |
3. FKEX admin A& D :
I $ openstack role list

i BUR F IR SR A A ERAR 55 -

e Active Directory & 5(AD DS) :

+ + +
| ID | Name |
+ + +

| 01d92614cd224a589bdf3b171afc5488 | admin |

| 034€4620ed3d45969dfe8992af001514 | member |

| 02a377a807df4149b0a8c69b9560b106 | ResellerAdmin |
| 9369f2bf754443f199c6d6b96479b1fa | heat_stack_user |

| cfea5760d9c948e7b362abc1d06e557f | reader |

| d5cb454559e44b47aaa8821df4e11af1 | swiftoperator |

| ef3d3f510a474d6c860b4098ad658a29 | service |

+ + +

® Red Hat Identity Manager (IdM):

+ + +
| ID | Name |
+ + +

| 544d48aaffde48f1b3c31a52¢35f01f9 | SwiftOperator |

| 6d005d783bf0436e882c55¢62457d33d | ResellerAdmin |
| 785¢c70b150ee4c778fe4de088070b4cf | admin |

| 9fe2ff9ee4384b1894a90878d3e92bab | _member_ |
+ + +

4. {#F domain # admin ID &4, 1 admin B RINE keystone LAB 15#) admin A&
==

# openstack role add --domain 6800b0496429431ab1c4efbb3fe810d4 --user
3d75388d351846c6a880e53b2508172a 785¢70b150ee4c778fe4de088070b4cf

4.5. P4 ER4H % RED HAT OPENSTACK PLATFORM i B B4 15 [A] #{FR
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BB T LT BHEIER A 4 Red Hat OpenStack Platform (RHOSP) ¥EREGVT [AIFURR, A LURAY
e AERA B ERARSS IS E LH k% F RHOSP T B M5 RIF R, MAMER OpenStack B A F o
BAMNAFAOBATVIBhMAE, RAlt, XLHMFRE G ER R LA AT ENTE,

SeRF M
o FARNEIRSEETHRUTHH
o fllE& "} grp-openstack-admin B94,
o fllE& "} grp-openstack-demo HJ4H,
o IRIEFEN RHOSP A RMEIEF—NHAR,
o &M ARINE grp-openstack 4H,
o {lE OpenStack 1215, LLHRFE(EM LAB 15,

o AEESkLEE RHOSP IH, X FER—1 %7 demo HITIH, iXWiHEH openstack project
create --domain default --description "Demo Project” demo &5 | &,

i =
1. M OpenStack Identity /3R P HTIK :
I # openstack group list --domain LAB

WRHEHIURTFES SRR EERS -

e Active Directory & %5(AD DS) :

+ + +

|ID | Name I

+ + +

| 185277be62ae17e498a69f98a59b66934fb1d6b7{745f14f5{68953a66508851 | grp-
openstack |

| a8d17f19f464c4548c18b97e4aa331820f9d3be526542a8094e698a9182cbb88 | grp-
openstack-admin |

| d971bb3bd5e64a454cbd0cc7af4c0773e78d61b5f81321809f8323216938cae8 | grp-
openstack-demo |

+ + +

® Red Hat Identity Manager (IdM):

+ + +

| 1D | Name |

+ + +

| 185277be62ae17e498a69f98a59b66934fb1d6b7{745f14f5{68953a66508851 | grp-
openstack |

| a8d17f19f464c4548c18b97e4aa331820f9d3be526542a8094e698a9182cbb88 | grp-
openstack-admin |

| d971bb3bd5e64a454cbd0cc7af4c0773e78d61b5f81321809f8323216938cae8 | grp-
openstack-demo |

+ + +
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2. ERABIIK :
I # openstack role list

WRHEHIURTFES SRR EERS -

e Active Directory g %5(AD DS) :

+ + +
| ID | Name |
+ + +

| 01d92614cd224a589bdf3b171afc5488 | admin |

| 034e4620ed3d45969dfe8992af001514 | member |

| 02a377a807df4149b0a8c69b9560b106 | ResellerAdmin |
| 9369f2bf754443f199c6d6b96479b1fa | heat_stack_user |

| cfea5760d9c948e7b362abc1d06e557f | reader |

| d5cb454559e44b47aaa8821df4e11af1 | swiftoperator |

| ef3d3f510a474d6c860b4098ad658a29 | service |

+ + +

® Red Hat Identity Manager (IdM):

+ + +
| ID | Name |
+ + +

| 0969957bce5e4f678cabeef00e1abf8a | ResellerAdmin |
| 1fcb3c9b50aad46ee8196aaaecc2b76b7 | admin |

| 9fe2ff9ee4384b1894a90878d3e92bab | _member_ |

| d3570730eb4b4780a7fed97ebal197e1b | SwiftOperator |
+ + +

3. BITEAAERME RSN XA, BTSN RHOSP 1B MR, 510, R
&% grp-openstack-demo HF B2 demo WIEMEHA -, EIUHZARNINE
member 5 _member_ A&/, EEXFURTFEEEMBINIBARS :

e Active Directory & %5(AD DS) :

# openstack role add --project demo --group
d971bb3bd5e64a454cbd0cc7af4c0773e78d61b5f81321809f8323216938cae8 member
® Red Hat Identity Manager (IdM):

$ openstack role add --project demo --group

d971bb3bd5e64a454cbd0cc7af4c0773e78d61b5f81321809f8323216938cae8
_member_

R

grp-openstack-demo FIf% 5 Al @ il A B P & B EFH/E Domain FEXHHIA 6443 EREIUFRK :
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55 4 Z I OPENSTACK IDENTITY (KEYSTONE)S ACTIVE DIRECTORY 5%

LAB

Lser Mame

;{ P
: , NS FA F Y2 E Error: Unable to retrieve container list, 3 H&LEREHEIRALR, NI
p . Feflams SwiftOperator A,

Hth BHR

o 46T "TBFHAEAF X Red Hat OpenStack Platform il B B[R] BR”

4.6. 1ZFHNEA % RED HAT OPENSTACK PLATFORM 7 B By 7] AY FR
£ M grp-openstack “Hi%F % OpenStack FRMIFE LT FMEIERMA T, ERLURFXERA B

[7] Red Hat OpenStack Platform (RHOSP)UiH, EEZEFENHAF RN RMA IR FAHIG RIIBRE
BERT, HERLLTRE,

SeRF M
o MBRAMRFSEBEEATRIUTSIE
o % RHOSP F 7 INZEl grp-openstack %H,
o i OpenStack & {15 thRF2{FE A LAB i,

o SNt RHOSP B, iXREFEHA— 1%~ demo I H, XWiEH openstack project
create --domain default --description "Demo Project” demo @45 A2,

i =
1. M OpenStack Identity I F i3 HIEK :

# openstack user list --domain LAB

+ e et +

| ID | Name |

+- -+~ +

| 1f24ec1f11aeb90520079¢c29f70afa060d22e2ce92b2eba7784c841ac418091e | useri |
| 12c062faddc5f8b065434d9ff6fce03eb9259537¢c93b411224588686e9a38bf1 | user2 |
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| afaf48031eb54c3e44e4cb0353f5b612084033ff70f63c22873d181fdae2e73c | user3 |
| e47fc21dcf0d9716d2663766023e2d8dc15a6d9b01453854a898cabb2396826¢e | user4
|

+ + +

2. MRABIIK :
I # openstack role list

WRHEHIURTES SRR EERS -

e Active Directory g %5(AD DS) :

+ + +
| ID | Name |
+ + +

| 01d92614cd224a589bdf3b171afc5488 | admin |

| 034e4620ed3d45969dfe8992af001514 | member |

| 02a377a807df4149b0a8c69b9560b106 | ResellerAdmin |
| 9369f2bf754443f199c6d6096479b1fa | heat_stack_user |

| cfea5760d9c948e7b362abc1d06e557f | reader |

| d5cb454559e44b47aaa8821df4e11af1 | swiftoperator |

| ef3d3f510a474d6c860b4098ad658a29 | service |

+ + +

® Red Hat Identity Manager (IdM):

+ + +
| ID | Name |
+ + +

| 0969957bce5e4f678cabeef00e1abf8a | ResellerAdmin |
| 1fcb3c9b50aad46ee8196aaaecc2b76b7 | admin |

| 9fe2ff9ee4384b1894a90878d3e92bab | _member_ |

| d3570730eb4b4780a7fed97ebal197e1b | SwiftOperator |
+ + +

3. BITFAARNE - XEARE, BFRAPN RHOSP BB AR, F, RES
2 user1 @ demo Ui BH—N—#AF, EaILUFEilARIIZEImember 5 _member_ A&/
(EFBUAFIREMRIAEBRS) »

® Active Directory & %5(AD DS) :

# openstack role add --project demo --user
1f24ec1f11aeb90520079c29f70afa060d22e2ce92b2eba7784c841ac418091e member

® Red Hat Identity Manager (IdM):

# openstack role add --project demo --user
1f24ec1f11aeb90520079¢c29f70afa060d22e2ce92b2eba7784c841ac418091e _member

4. MNREFHE userl X demo TEMEIRSI A, HNZEFNHRINE admin A :

# openstack role add --project demo --user
1f24ec1f11aeb90520079c29f70afa060d22e2ce92b2eba7784c841ac418091e admin
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user1 B LUB T My A EAER A P £ S FHIE Domain ZEE A LAB B R EIEHIER :

LAB

Lser Mame

A RR A=

: , gNR A UK E Error: Unable to retrieve container list, 3B &LV EERSS, MM
. Feflims SwiftOperator A,

Hi g

o A5 "I HERHENT Red Hat OpenStack Platform i B B9 R4 R "

4.7. 55 %E OPENSTACK E 2818 F 53R

{#F openstack domain list (8 57 AT RIS E, 7E Identity Service FEEE % MARTE(URIRE K T
E =5 %89 Domain F., AP NEIASHERERTRNE,

BF

STRENGE, BREEREZSE Default 300 keystone HHAZHIIE, HHA
ZRENITERUKRMAEERAIKF, R, A Default 55y AR RE R
kA0 admin TE, FHEAEA P RETE FIREEAF,

EARGIR, AEIKFREEE LAB 1%, WEM keystone ik~ (41 admin) 2 /i#5%E Default fFhE

i =
1. BRIAIER -
# openstack domain list
+- -+~ + -+
_______________ +
| ID | Name | Enabled | Description
+- -+~ + -+

23



Red Hat OpenStack Platform 17.1§# OpenStack &35 28 F E AR SRR

| 680000496429431ab1c4efbb3fe810d4 | LAB | True |
|

| default | Default | True | Owns users and projects available on Identity API
y

v2. |

+- -+ + +

2. BTREEEHPIAFTIR, S RAIIEE --domain LAB, F:R[EIEF grp-openstack ZH% 5
BRAF

I # openstack user list --domain LAB
1%A 5 LAKE AN --domain Default 3£ 7R A& keystone K/ :

I # openstack user list --domain Default

4.8. HFEEIE G A OB ERE X4
3 OpenStack Identity BEE R #igfE, ErRIEEENFFEEGH OB —NMER .

it
o NIEEHAFAUE-NEIE(RC)XMH, ABIE XMHHEA usert A,

$ cat overcloudrc-v3-user1

# Clear any old environment that may conflict.

for key in $( set | awk '{FS="="} /AOS_/ {print $1}' ); do unset $key ; done
export OS_USERNAME=user1

export NOVA_VERSION=1.1

export OS_PROJECT_NAME=demo

export OS_PASSWORD=RedactedComplexPassword

export OS_NO_CACHE=True

export COMPUTE_API_VERSION=1.1

export no_proxy=,10.0.0.5,192.168.2.11

export OS_CLOUDNAME=overcloud

export OS_AUTH_URL=https://10.0.0.5:5000/v3

export OS_AUTH_TYPE=password

export PYTHONWARNINGS="ignore:Certificate has no, ignore:A true
SSLContext object is not available"

export OS_IDENTITY_API_VERSION=3

export OS_PROJECT_DOMAIN_NAME=Default

export OS_USER_DOMAIN_NAME=LAB

4.9. izt OPENSTACK B2 54 5 A EB RS RIS K

Z i OpenStack Identity (keystone) @& B IN 5 5E 5 B kIR S5 (AD DS)&ERK, it P XU FRMRID
BERIIA A,

FoRFM

o SHAIMAMEEIRSEM, 40 Active Directory (AD)sX Red Hat Identity Manager (IdM)
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¥ =
1. EASA P EERS PO NMLAS, FZE P RNE grp-openstack 4.

2. 7£ Red Hat OpenStack Platform A, f$F 7R INEI demo WiEH _member_ A,

w

5/ AD i A 7 B9 4R & SRR AR,

»

B MNETF, DL ElEsExR, BEXHEIRHER,

o

50 P 422l TR AR ) 22 T X S B

INREERX LS R, EEA admin tkAEFEFER, FLUZAFABHHITREE

SR, MRMIAKTN, XEERE OpenStack (AR LLEE TE, FH OpenStack Identity
#0 Active Directory »Z BB R IX B AR FTE R,

Hith TR

® 5 410 17 "Active Directory £ B X FEHERR"

4.10. ACTIVE DIRECTORY £ iR HERR

INRIBTEFE A Active Directory 5 OpenStack Identity SN BRI R, EATAEZEMK LDAP £
HIEBERERE, BAREFERERE T UYIF LDAPS M,

RIFBEIRRBAAGE, RPGTIORBHIE RS IK,

it =

1. {# /8 Idapsearch &%) Active Directory 182 25 i2 TR Z 1R M LDAP £, It
AR RIS EIEIE R T, AD DS BRZS M up. TEABIA, XTARS52% addc.lab.local
FEimE 636 LHATINAE W

# ldapsearch -Z -x -H Idaps://addc.lab.local:636 -D "svc-ldap@Ilab.local" -W -b
"OU=labUsers,DC=lab,DC=local" -s sub "(cn=*)" cn

e |dapsearch & openldap-clients ¥4+ 32— &84, ERILUEF # dnf install
openldap-clients&Z% ¢

o W NHEBRAINRERIPHRIVENIES,

2. MREEN Idapsearch ta G E FTiEiH Peer's Certificate issuer $51%, EIAER
TLS_CACERTDIR BRZREHKIEMIXE, i :

I TLS_CACERTDIR /etc/openldap/certs

3 ENIE R AR, EEEERIEBRIE,
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BF
NMEKARELIXE,

1f /etc/openldap/idap.conf f1, %i& TLS_REQCERT S# LLfoiF
I TLS REQCERT allow

IR XBIXNMESG Idapsearch TIHHALUEE T/E, BAREEMREENIEBEERTERE
%o

4. {F8 nc HIE LDAPS ix0 636 & o LML FE 1R, TEAAIH, XRS5 2s addce.lab.local
HATIRM, 1% ctrl-c BRI R

# nc -v addc.lab.local 636
Ncat: Version 6.40 ( http://nmap.org/ncat )

Ncat: Connected to 192.168.200.10:636.
rC

1 ATRE R R B KRR E [,
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25 5 Z ¥ OPENSTACK B{2(KEYSTONE)S 4 ig &) EIE2s

LRI OpenStack Identity (keystone)5 Red Hat Identity Manager (IdM)&E A, OpenStack Identity
FUF R LT IR B BEIR(IdM)F 7, {B7E Identity Service #E/E PR BIRIUZ B R HERSSIK . R,

55 5% 5§ OPENSTACK B3 (KEYSTONE)54LIg B} E 23 (IDM)ERK

(IDM)EE K

SRS 1IdM BEX B PIKF SR EIER R BV RIAER, RBRE 2 B4 2T SR 50 ER A P BIAR

NEHE,

&2 0] LAE A novajoin 5317 sGEME 1AM,

LR BIERE S Puppet B3, AL, ERMEM B E LEBEERE FRIZIT
openstack overcloud deploy i #&E R, BRI LAEA director BRi& LDAP H 2%

ik, MARFgEREX M,

TR HEE IdM ERETER U T REATE

e Authentication - FRBEKIEAFN 2EFHANE D,

o B - Wk HARIER A P X E D B R SR B ERBIEER,

o I3 - iES N Identity Service FECEMFIN Fif. B0, B Identity Service EZE& 5 MAER IdM

INBIIER B0, £RNAFEATLUEN ) £,

¥ OpenStack H135 |dM RIS IR S IELU TN ER -

1.

2.

f#F novajoin ¥ undercloud #0 overcloud JEME!] IdM A
f#F Ansible 7£ undercloud # overcloud £5£HE TLS-e
BoE IdM RSS2 S IEFH 5 LDAPS IE$

1 OpenStack & HEE LDAPS Ik

¥ director EBE WfER—1THZ N LDAP [Fif

EZi& Controller 17 R EAVT[A] 1AM [E ¥

BC& |dM F 7 S 41%T OpenStack T B #9157 (A AR
FAEEMA A RES S EMRLE

R 3EEIE B R ORI

5.1. 1% RED HAT IDENTITY MANAGER (IDM)£ X

WIRTTX OpenStack B35 Red Hat Identity Manager (IdMYSEERFT, EBRECE F 2T X MRS, F

EEERAFEEMP KL ERIR,

FoRFM

® Red Hat Identity Management B.EZ & B AT #1F,
® Red Hat OpenStack Platform BE.ECE B AT 1F,

e DNS &N ETIREEE, A EN&BIETESEM.
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PERMAE

LEE RV 1dM B P4 OpenStack i [0 SR 1T & 955 1E, OpenStack BRZ5MF (40 keystone #
glance) MURIBINEE (KIRMAE) FHRETE Identity Service #iBE, # M Identity Service B
T ERRMAEDELS IdM KT,

= o F T
LEER B = O B 1dM BR 5585 BT R MBI : 402 Identity Service Foi&M 1AM BRSS 223 1T & 1258
ik, MTME RSS2 RN, B keystone BRE N EIHARL IdM RS %8, MRATH, =HE
fRe LR #3988, 728 IdM &5 SSSD BB RN, AEFEA AR EAtREEEEE
i £ SEIN R SRR
FRETE sk
o EEE[T |dentity Service FEERIN 1AM [Fi.,

o TEIdM FAEIKF Rz A, RISEEDFERR. BHERAMSHEE, HREEEEXDE A
et 1dM ik,

B KiEECiE
IdM #0 OpenStack Z [RIFB(E 21E :
o WIERAF
o |dM B/ MIZHIBF IO FRUE TN FIZR(CRL)

o THARSXIHTUE B certmonger 153K

% o
INRADIBTEREKIM, EH certmonger {ES5 IR EE RETIEF,

Y0SRFH XKIETE |dM #1 OpenStack Z AT JERE, NMFEEAFELU FRAVIA

bl E it RE S0l
OpenStack Controller 77 Red Hat Identity LDAPS TCP 636
= Management

5.2. OPENSTACK M &2 EE (IDM)RR S5 2a 21
IEIRME T UTER, UEBNEERK IdM fRZ525%] OpenStack IA1E,
AXH 1AM RE % Red Hat Enterprise Linux BI1E1E, 155%E RESHEIE,

iZ1T ipa-server-install 8 4R ZEMEE |dM, ERILIERAGSSHBT RAERRT. EHRUTEILL,
DUMESRR 1dM ARS5 25 7T LS Red Hat OpenStack Platform AR :

R 5.1L.SHEIL
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--admin-password HERBIRMM(E, 7EEE Red Hat OpenStack

Platform LU IdM 5}, RIS 231,

--ip-address HEREIREMIE, undercloud # overcloud "7 &
EMLEIF L 1P Hbitk,

--setup-dns X AMETIE |dM AR 5528 L REE R DNS AR S5
undercloud #1 overcloud 17 &2 & 8 |dM AR5 28 7F 1718
2RI,

--auto-forwarders XN LTINS /etc/resolv.conf FrAgithi FA{F
DNS #% %4 23,

--auto-reverse fERX AL IdM ARSS % IP it R EIC KA X

1, MRITEFENRACEHXE, dM KEBRRA
Xigh, XE{LT IdM EBE,

--ntp-server, --ntp-pool 12RT LA X P A 10T 2 E AR A R — N TSR ER
NTP &, |dM BR%5%3%0 OpenStack I E /T E A IEH
BIFN R 5 A]

IRTFT I 1AM FREE BB K 3EiR0A, LUS S Red Hat OpenStack Platform i mB@E., MERES(E
B, HEMITIF IdM FrEMIRO .

Lth BEIR
o EEMEBEZMEE

\

® Red Hat Identity Management 3%

5.3. {1/ ANSIBLE =ZHE TLS-E

&0 LUE FFTH tripleo-ipa 755A7E overcloud Wfist /A A SSL/TLS, #54 TLS BEAL(TLS-e), TS
BIIEF%E, Red Hat OpenStack Platform 5 Red Hat Identity Management (IdM)& &, Z1&EEA
tripleo-ipa BRi& TLS-e I, |dM 2iEHIA L4,

SeRFH

o AR5 undercloud IFFEECE S IR, NGIEE stack B, MBETMELIFMER, ESFER
director ZZMEE Red Hat OpenStack Platform,

e DNS RS20 IP H#hiit 27F undercloud LEZE N IdM BRSS 2589 IP Hifit, LUTFSE <z — AhiTE
undercloud.conf X4 HEE :

o DEFAULT/undercloud_nameservers

o %SUBNET_SECTION%/dns_nameservers
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iz

FERL TSN Red Hat OpenStack Platform RESIEEFH TLS-e BB A ERE LS8 TLS-
e, MBETNBE T R EEEHA TLS-e B Red Hat OpenStack Platform, Il /5i{E Rt /3%,

MREENMABIMELSE TLS-¢, NIFEZEIZ1T openstack undercloud install. #1
openstack overcloud deploy %5, XLEREBEFEN, (HEINANEELRE LR
BB FTHIRE AR FED & ST,

ol

1. B2& /etc/resolv.conf T4 :
1£ /etc/resolv.conf Fi% & undercloud LR)E YR ELFRIRSS 25, B0, MNREBEEN
example.com, FH FreelPA fR%52389152 bigcorp.com, NPFLLTITRINE /etc/resolv.conf
==

search example.com bigcorp.com
nameserver $IDM_SERVER_IP_ADDR

2. REFTEHEH
I sudo dnf install -y python3-ipalib python3-ipaclient krb5-devel

3. ERARNETENNRNESHIMNEEE

export IPA_DOMAIN=bigcorp.com

export IPA_REALM=BIGCORP.COM

export IPA_ADMIN_USER=$IPA_USER ﬂ

export IPA_ADMIN_PASSWORD=$IPA_PASSWORD g
export IPA_SERVER_HOSTNAME=ipa.bigcorp.com

export UNDERCLOUD_FQDN=undercloud.example.com e
export USER=stack

export CLOUD_DOMAIN=example.com

QO AFEIER—EERA, CARIE ENAMRS.
g UNDERCLOUD_FQDN £##{55 /etc/hosts FHYE— N EN R T IP it B s PTAZ,

4. 7£ undercloud £jZ4T undercloud-ipa-install.yaml ansible playbook :
ansible-playbook \

--ssh-extra-args "-o StrictHostKeyChecking=no -0 UserKnownHostsFile=/dev/null" \
/usr/share/ansible/tripleo-playbooks/undercloud-ipa-install.yaml

5. 7 undercloud.conf FHRINLL TS

undercloud_nameservers = $IDM_SERVER_IP_ADDR
overcloud_domain_name = example.com

6. [AIE] INREH IPA 5 EH IPA BRILED, 15XE certmonger_krb_realm S#H1E :

a. £ /home/stack/hiera_override.yaml 1% & certmonger_krb_realm HI{E :
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parameter_defaults:
certmonger_krb_realm = EXAMPLE.COMPANY.COM

b. 4% undercloud.conf #1#J custom_env_files S MEHXE N
/home/stack/hiera_override.yaml :

I custom_env_files = /home/stack/hiera_override.yaml
7. &% undercloud :

I openstack undercloud install

ik
Wit LT EISF undercloud 2B 2 EMEAM -

1 FIHE 1dM FRBEER

$ kinit admin
$ ipa host-find

2. Bk undercloud 777 /etc/novajoin/krb5.keytab.

I Is /etc/novajoin/krb5.keytab

novajoin B X &M A FE5iM e & B8,

f£ overcloud Efdi& TLS-e

WIRRELERE WA TLS (TLS-e)B overcloud i, Undercloud #1 Overcloud ##4 IP #hiit {5 B 5h5E M 2
[dM,

1. 7EER%E overcloud 1, EOIE—1 YAML X4 tis-parameters.yaml, EREFLELUFLUTA
A BEENEREE FERMINME

parameter_defaults:
DnsSearchDomains: ["example.com"]
CloudDomain: example.com
CloudName: overcloud.example.com
CloudNamelnternal: overcloud.internalapi.example.com
CloudNameStorage: overcloud.storage.example.com
CloudNameStorageManagement: overcloud.storagemgmt.example.com
CloudNameCitlplane: overcloud.ctlplane.example.com
IdMServer: freeipa-0.redhat.local
IdMDomain: redhat.local
IdMInstallClientPackages: False

resource_registry:

OS::TripleO::Services::IpaClient: /usr/share/openstack-tripleo-heat-
templates/deployment/ipa/ipaservices-baremetal-ansible.yaml
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e 0S::TripleO::Services::IpaClient Z# i =B {ER7EE enable-internal-tls.yaml 3 {4 H#Y
HINEE, Biis{R tis-parameters.yaml X #43E7E openstack overcloud deploy %
1 # enable-internal-tls.yaml,

o BXATEIMTLS-e WBSHMESER, 1ES tripleo-ipa IS

2. [FIE] SNREH IPA B 58 IPA HALE, L% %14E tis-parameters.yaml X{4HEE
CertmongerKerberosRealm S #(#(H :

I CertmongerKerberosRealm: EXAMPLE.COMPANY.COM

3. B8%F overcloud, BHREEEIEMHPES tls-parameters.yaml :

DEFAULT_TEMPLATES=/usr/share/openstack-tripleo-heat-templates/
CUSTOM_TEMPLATES=/home/stack/templates

openstack overcloud deploy \

-e ${DEFAULT_TEMPLATES}/environments/ssl/tls-everywhere-endpoints-dns.yaml \

-e ${DEFAULT_TEMPLATES}/environments/services/haproxy-public-tls-certmonger.yaml \
-e ${DEFAULT_TEMPLATES}/environments/ssl/enable-internal-tls.yaml \

-e ${CUSTOM_TEMPLATES}/tls-parameters.yaml \

4. B & keystone RENH R IR FEMINENmmIEEFER HTTPS :

I openstack endpoint list

5.4. 7€ TLS 1012 MEMCACHED R =(TLS-E)
WAE, AT LMER TLS-e 1% memcached &, LIIEERTAF novajoin # tripleo-ipa :

1. 83 4%&°5 memcached.yaml OIS, ERAMT, LARINK memcached B TLS 2 §F :

parameter_defaults:
MemcachedTLS: true
MemcachedPort: 11212

2. 7£ overcloud &I 2 &S memcached.yaml IAE 04

openstack overcloud deploy --templates \

-e /usr/share/openstack-tripleo-heat-templates/environments/ssl/enable-internal-tls.yaml \
-e /usr/share/openstack-tripleo-heat-templates/environments/ssl/tls-everywhere-endpoints-
dns.yaml\

-e /usr/share/openstack-tripleo-heat-templates/environments/services/haproxy-public-tls-
certmonger.yaml \

-e /home/stack/memcached.yaml

HEHR
o BX{HH tripleo-ipa #3E TLSe B ZER, 1ES [ Ansible S/ TLS-e,
5.5. it i& RED HAT IDENTITY MANAGER (IDM)AR %5 28 & ik
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ZE ¥ Red Hat Identity Manager (IdM)E2 & 5 OpenStack Identity £/, NERIRSSXE LDAP Ik,
7 Red Hat OpenStack AP AIE—1MAFAH, FHAEHIKIXERG,

FRFH

® Red Hat Identity Manager (IdM)E.E2 & B eI #1E,

® Red Hat OpenStack Platform (RHOSP) B &C & B Al &1k,

e DNS ZMEEMTIseLE, B ENEIITESTM,

o |dM SR RIEREEMA LDAPS %, EAImO 636,

o B : RS AMSRAETERRRTRLR IdM, LB H [k,

AR
£ |dM BRS5 288 LHAT LS IR,
1. BJ#1E OpenStack Identity Service F{EFH LDAP & ik~ 3R & 1) IdM LDAP R :
# Kinit admin
# ipa user-add
First name: OpenStack

Last name: LDAP
User [radministrator]: svc-ldap

% o
R, EELWIKSANBEETIETE,

2. N RHOSP A6l —/ 4, %4 grp-openstack., RAEILZHBIAK 51 F BEFE OpenStack &4 F 4
FE AR

I # ipa group-add --desc="OpenStack Users" grp-openstack
3. XE& sve-ldap kB, FIFHERME grp-openstack 4 :

# ipa passwd svc-ldap
# ipa group-add-member --users=svc-ldap grp-openstack

4. Ll sve-ldap AP 8 EE, HERRNERBED :

I # Kinit svc-ldap

5.6. 2% RED HAT IDENTITY MANAGER (IDM) LDAPS it
OpenStack Identity (keystone)f#F LDAPS ZEifjsRISUER k-, BEMBHELIRE, keystone {#H

keystone.conf E Y BYIEH X, BREE LDAPS iEF, 1H[FIESH M Red Hat Identity Manager (IdM)AR %%
222 HE keystone BESBI A EHIGIE, FIETM crt H#h pem =X,
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LEA % NIHT LDAP SREIER, ErRlgEREI &R, 20 Unable to retrieve
authorized project, =& Peer BEPELERBEH IR, WIR keystone M EAIFHEA
T REMBIES, AR EILIMIER. ENIERERRAR, ENFAA LDAPS NG
FERIEA cort L EF, FEFAAE keystone BEZE N AL XX 4,

FeRFMH
e |dM RS HFILERE.

ik
1. 12 1dM IMEH, #HEI LDAPS iE+H, 34T LA{EF /etc/openldap/Idap.conf:

I TLS_CACERT /etc/ipa/ca.crt

2. S E I BT keystone ARZ5HI Controller 17 & E, I, scp ®44F ca.crt XU EHITIT
= node.lab.local:

I # scp /etc/ipa/ca.crt root@node.lab.local:/root/
3. ¥ ca.crt XHEHIEIET BERA, X=Z keystone BRZS ARV RHEBHAE :
I # cp ca.crt /etc/pki/ca-trust/source/anchors
4. Tk NRIBEEZITI2HMS, 0 ldapsearch, EAFEERIEFHRME RHEL IEREMES :
a. 3.1 Controller Tim L, ¥ .crt ¥ .pem B :

I # openssl x509 -in ca.crt -out ca.pem -outform PEM

b. 1£ Controller 17 st %% .pem, I, 7 Red Hat Enterprise Linux A :

# cp ca.pem /etc/pki/ca-trust/source/anchors/
# update-ca-trust

5.7. % DIRECTOR B2 & W F FEFER LDAP [5im
F43 director B2EB JfER— PS4 LDAP [Gif, H1E heat 4R 43 KeystoneLDAPDomainEnable

EIZE N true, FHEREA LDAP FiRE R XBIMEX ., ARG, director & HEA keystone 15 fE
FA HLRAY LDAP g,

p= =1
HEE X EIA B RKiXE H /etc/keystone/domains/, & T LUE

keystone::domain_config_directory hiera X BEFf BN EREREBERE, HENEXHH
e ExtraConfig 531,

it =

1. EERER heat AR, ¥ KeystoneLDAPDomainEnable #5515 4 true, X7 identity EZi&
“Heh i keystone H1H) domain_specific_drivers_enabled %7771,
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2. B 7E tripleo-heat-templates F1i% & KeystoneLDAPBackendConfigs 233710 LDAP &
ImE BRI, REERIUIEERM TR LDAP 1211,

3. fl|# keystone_domain_specific_ldap_backend.yaml I 5 X R B A -

$ cp /usr/share/openstack-tripleo-heat-
templates/environments/services/keystone_domain_specific_ldap_backend.yaml
/home/stack/templates/

4. Yu%E /home/stack/templates/keystone_domain_specific_Idap_backend.yaml IfE 304,
REXBENEGENEE, fltl, thSH A testdomain B keystone 150/ LDAP E2E :

parameter_defaults:
KeystoneLDAPDomainEnable: true
KeystoneLDAPBackendConfigs:
testdomain:

url: Idaps://192.0.2.250
user: cn=openstack,ou=Users,dc=director,dc=example,dc=com
password: RedactedComplexPassword
suffix: dc=director,dc=example,dc=com
user_tree_dn: ou=Users,dc=director,dc=example,dc=com
user_filter: "(memberOf=cn=0Suser,ou=Groups,dc=director,dc=example,dc=com)"
user_objectclass: person
user_id_attribute: cn

keystone_domain_specific_ldap_backend.yaml S EXH S ELUTEFHANE
ASH .

e user_allow_create
e user_allow_update

e user_allow_delete

XESHBERNERE R B, ALUREMMER,

5. F%E : FEIMEXHHIRIME S, Fl -

KeystoneLDAPBackendConfigs:
domaini:
url: Idaps://domaini.example.com
user: cn=openstack,ou=Users,dc=director,dc=example,dc=com
password: RedactedComplexPassword

domain2:
url: Idaps://domain2.example.com
user: cn=openstack,ou=Users,dc=director,dc=example,dc=com
password: RedactedComplexPassword

XEERM M%7 domaini #1 domain2 B9 ; 10N 8E8E — 1 FAE/ LDAP i, Bl l#EE3
MEE,
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5.8. %% ADMIN A F%f OPENSTACK 2188915 (A FE

Z R 1F admin f 117 OpenStack Identity (keystone)isi FHEF EUi£, FKEUHA admin A8
ID, AEIF admin ABSEAIFHIIES,

X AR$%F OpenStack admin 5 AERAR S5 BTN PR, 7EXFHIER T, AKiF domain
$5H92 OpenStack %] keystone HHIE A,

iz
LRA2 A LAB 5, 1 REEE BRI E g S,

1. 7REX LAB 189 ID :

$ openstack domain show LAB

+ + +

| Field | Value |

+ + +

| enabled | True |

|id | 6800b0496429431ab1c4efbb3fe810d4 |
| name | LAB |

+ + +

2. M BRiALE FKEX admin BB 1D :

$ openstack user list --domain default | grep admin
| 3d75388d351846c6a880e53b2508172a | admin |

3. XE admin A& D :

I $ openstack role list

i BUR F IR SR A A ERAR 55 -

® Active Directory & %5(AD DS) :

+ + +
| ID | Name |
+ + +

| 01d92614cd224a589bdf3b171afc5488 | admin |

| 034e4620ed3d45969dfe8992af001514 | member |

| 0aa377a807df4149b0a8c69b9560b106 | ResellerAdmin |
| 9369f2bf754443f199c6d6096479b1fa | heat_stack_user |

| cfea5760d9c948e7b362abc1d06e557f | reader |

| d5cb454559e44b47aaa8821df4e11af1 | swiftoperator |

| ef3d3f510a474d6c860b4098ad658a29 | service |

+ + +

® Red Hat Identity Manager (IdM):

+ + +
| ID | Name
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+- -+ +

| 544d48aaffde48f1b3c31a52c35f01f9 | SwiftOperator |

| 6d005d783bf0436e882c55c62457d33d | ResellerAdmin |
| 785¢70b150ee4c778fe4de088070b4cf | admin |

| 9fe2ff9ee4384b1894a90878d3e92bab | _member_ |
+- -+ +

4. {#F domain # admin ID EiiEM4, 1§ admin B RINE keystone LAB 15#) admin A&
==

# openstack role add --domain 680000496429431ab1c4efbb3fe810d4 --user
3d75388d351846c6a880e53b2508172a 785¢70b150ee4c778fe4de088070b4cf

5.9. 2 F A ER4H % RED HAT OPENSTACK PLATFORM i B BYi/ 0] A BR
BB T LT BH KR A 4 Red Hat OpenStack Platform (RHOSP) ¥EIREGUT AIFURR, A LURAY

kB AR A A EEIRSS BV E AKX T RHOSP T BB [FIAER, MR E K OpenStack EIR 51 F 1%
BRSO REVIBERNAR, Eit, XEHMARRE KR ER LA R ERTE,

SeRF M
o FARABIRSEETHRUTH
o fllE%& "} grp-openstack-admin B94,
o Q& } grp-openstack-demo HJ4H,
o MRIEFEN RHOSP A RMEIEF—NHAR,
o JHEMIFAFARINE grp-openstack 4H,
o {lE OpenStack 1215, LLHRFEEM LAB 15,

o QIEESkLEE RHOSP IH, X ER—1 %7 demo HIUIH, iXWiHH openstack project
create --domain default --description "Demo Project” demo &5 Il &,

i =
1. M OpenStack Identity /3R HE T HIIK :
I # openstack group list --domain LAB

WHHEHIURTES SRR EERS -

e Active Directory & %5(AD DS) :

+- -+ +

| | Name |

+- -+ +

| 185277be62ae17e498a69f98a59b66934fb1d6b7{745f14f5{68953a665b8851 | grp-
openstack |

| a8d17f19f464c4548c18b97e4aa331820f9d3be52654aa8094e698a9182cbb88 | grp-
openstack-admin |

37



Red Hat OpenStack Platform 17.1§# OpenStack &35 28 F E AR SRR

| d971bb3bd5e64a454cbd0cc7af4c0773e78d61b5f81321809f8323216938cae8 | grp-
openstack-demo |

+ + +

® Red Hat Identity Manager (IdM):

+ + +

|ID | Name I

+ + +

| 185277be62ae17e498a69f98a59b66934fb1d6b7{745f14f5{68953a66508851 | grp-
openstack |

| a8d17f19f464c4548c18b97e4aa331820f9d3be526542a8094e698a9182cbb88 | grp-
openstack-admin |

| d971bb3bd5e64a454cbd0cc7af4c0773e78d61b5f81321809f8323216938cae8 | grp-
openstack-demo |

+ + +

2. MERABIIK :
I # openstack role list

WRHEHIURTFES SRR EERS -

® Active Directory g %5(AD DS) :

+ + +
|ID | Name |
+ + +

| 01d92614cd224a589bdf3b171afc5488 | admin |

| 034€4620ed3d45969dfe8992af001514 | member |

| 0aa377a807df4149b0a8c69b9560b106 | ResellerAdmin |
| 9369f2bf754443f199c6d6b96479b1fa | heat_stack_user |

| cfea5760d9c948e7b362abc1d06e557f | reader |

| d5cb454559e44b47aaa8821df4e11af1 | swiftoperator |

| ef3d3f510a474d6c860b4098ad658a29 | service |

+ + +

® Red Hat Identity Manager (IdM):

+ + +
|ID | Name |
+ + +

| 0969957bce5e4f678cabecef00e1abf8a | ResellerAdmin |
| 1fcb3c9b50aad46ee8196aaaecc2b76b7 | admin |

| 9fe2ff9ee4384b1894a90878d3e92bab | _member_ |

| d3570730eb4b4780a7fed97ebal197e1b | SwiftOperator |
+ + +

3. BITEAAERME—NRE N XERE, BTSN RHOSP 1B MR, B0, R
& #2E grp-openstack-demo HF B 2 demo WIEMEH A, EAIUHZARNINE
member = _member_ A&/, EEXFURTFEEEMBINIBARS :

e Active Directory & %5(AD DS) :
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# openstack role add --project demo --group
d971bb3bd5e64a454cbd0cc7af4c0773e78d61b5f81321809f8323216938cae8 member

® Red Hat Identity Manager (IdM):

$ openstack role add --project demo --group
d971bb3bd5e64a454cbd0cc7af4c0773e78d61b5f81321809f8323216938cae8
_member_

grp-openstack-demo FIAK 7 7T @5 ¥ A B A - R 1S F £ Domain FE& i A 6443 &k E (KK

LAB

Lser Mame

NS A P U%ZI Error: Unable to retrieve container list, 3B & SEse SRR, M
Heflams SwiftOperator A,

Lth B

o 510 T "R FAERA X Red Hat OpenStack Platform i B 8915 [R] A R "

2

5.10. =% 4 2R %t RED HAT OPENSTACK PLATFORM T B 891/ ] AU IR
£ M grp-openstack “Hi%F %} OpenStack FRMFE LT FMEIEMA T, ERLURFXLER B

[n] Red Hat OpenStack Platform (RHOSP)HiH, FEMEEF &N Ui RIABRT A 21T H U5 R BRAY
BRT, BEALTTE,

SeRFH
o MRAMMIRFSEERATHIUTEIE :
o % RHOSP F 7~ INZEl grp-openstack %H,

o fl|& OpenStack H121E. thR 2 LAB =,
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o AEESkLEE RHOSP IH, X ER—1 %7 demo HITIH, iXWiHEH openstack project
create --domain default --description "Demo Project” demo &5 | &,

i =

1. M OpenStack Identity #HF#ZEA A
# openstack user list --domain LAB
+ + +
| ID | Name |
+ + +
| 1f24ec1f11aeb90520079c29f70afa060d22e2ce92b2eba7784c841ac418091e | useri
| 12c062faddc5f8b065434d9ff6fce03eb9259537¢c93b411224588686e9a38bf1 | user2
| afaf48031eb54c3e44e4cb0353f5b612084033ff70f63c22873d181fdae2e73c | user3 |
| e47fc21dcf0d9716d2663766023e2d8dc15a6d9b01453854a898cabb2396826¢ | user4
|
+ + +

2. ERABIIK :

I # openstack role list

WRHEHIURTES SRR EERS -

e Active Directory & %5(AD DS) :

+ + +
| ID | Name |
+ + +

| 01d92614cd224a589bdf3b171afc5488 | admin |

| 034e4620ed3d45969dfe8992af001514 | member |

| 02a377a807df4149b0a8c69b9560b106 | ResellerAdmin |
| 9369f2bf754443f199c6d6b96479b1fa | heat_stack_user |

| cfea5760d9c948e7b362abc1d06e557f | reader |

| d5cb454559e44b47aaa8821df4e11af1 | swiftoperator |

| ef3d3f510a474d6c860b4098ad658a29 | service |

+ + +

® Red Hat Identity Manager (IdM):

+ + +
| ID | Name |
+ + +

| 0969957bce5e4f678cabeef00e1abf8a | ResellerAdmin |
| 1fcb3c9b50aad46ee8196aaaecc2b76b7 | admin |

| 9fe2ff9ee4384b1894a90878d3e92bab | _member_ |

| d3570730eb4b4780a7fed97ebal197e1b | SwiftOperator |
+ + +

3. ELJ—?FHF”J\\DDEU—A‘Ey | Lﬁb%’é #BF H A5 RHOSP Wi B B9 [FIFN PR, Bla0, NRER
2 user1 & demo Wi EM—N— A, EALUFE(7ARINEImember 5t _member_ A&/
(E%H&&?ﬂi%ﬁiﬂ’]%ﬁfﬂﬂﬁ%) o

e Active Directory & %5(AD DS) :
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# openstack role add --project demo --user
1f24ec1f11a2eb90520079c29f70afa060d22e2ce92b2eba7784c841ac418091e member

® Red Hat Identity Manager (IdM):

# openstack role add --project demo --user
1f24ec1f11aeb90520079c29f70afa060d22e2ce92b2eba7784c841ac418091e _member_

4, NRIEFEL user1 B demo WIHWEESI A, B ZE/RINE admin B :

# openstack role add --project demo --user
1f24ec1f11aeb90520079c29f70afa060d22e2ce92b2eba7784c841ac418091e admin

user1 /e LB My A EAER A P 2 S FHIE Domain ZEEHHIA LAB B R EIEHIER :

LAB

Lser Mame

ol EE

{ w

X X2 SNSRFA P UXE Error: Unable to retrieve container list. #HE&ZREWEERSR, Nl
WO e 17 NE SwiftOperator A&,

HAth BT

o 597 "RFHNERLHENT Red Hat OpenStack Platform il B B9 [ AX R "

5.11. & OPENSTACK &35 F 1~ 5K

{#F openstack domain list (8 57 E AT FABISEE, 7E Identity Service FEEE % MARE(URIRE K I
E A= A#T8Y Domain FE., AP NEIASHE RERTRNE,
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BF

STRENGE, BREEREZSE Default T 0IEH keystone B AZHIIE, HéA
ZRENITERUKRMAEERAIKF, R, £ Default {5 AR RE R
KA admin TE, FHEAEFE PR ETE FIREE A,

EARGIR, HAEIKFREEE LAB 1%, WEM keystone ik~ (41 admin) /5 %E Default fF 1 E

i =
1. BRI -

# openstack domain list
+- -+ + +
............... +
| ID | Name | Enabled | Description
+- -+ + +
............... +

| 680000496429431ab1c4efbb3fe810d4 | LAB | True |
|

| default | Default | True | Owns users and projects available on Identity API
v2. |

+- -+ + +

2. BTREFEEHRIAFTIR, S RAIIEE --domain LAB, :R[EEF grp-openstack ZH% 5
BAF

I # openstack user list --domain LAB
1538 B LAKE AN --domain Default 3 2 RA&E keystone K/ :

I # openstack user list --domain Default

5.12. 3FEE A OB ERE X
) OpenStack Identity B3B8/ AISUS, EPTAEME HIREHR i /- QB — RIS,

it
o NIEBEOAFAUE-NEIE(RC)XMH, ABITE XHHEA usert A,

$ cat overcloudrc-v3-useri

# Clear any old environment that may conflict.

for key in $( set | awk '{FS="="} /AOS_/ {print $1}' ); do unset $key ; done
export OS_USERNAME=user1

export NOVA_VERSION=1.1

export OS_PROJECT_NAME=demo

export OS_PASSWORD=RedactedComplexPassword

export OS_NO_CACHE=True

export COMPUTE_API_VERSION=1.1

export no_proxy=,10.0.0.5,192.168.2.11
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export OS_CLOUDNAME=overcloud

export OS_AUTH_URL=https://10.0.0.5:5000/v3

export OS_AUTH_TYPE=password

export PYTHONWARNINGS="ignore:Certificate has no, ignore:A true
SSLContext object is not available"

export OS_IDENTITY_API_VERSION=3

export OS_PROJECT_DOMAIN_NAME=Default

export OS_USER_DOMAIN_NAME=LAB

5.13. /i, OPENSTACK B 5 A& A F EEIRSHIEK

E(ﬂ' it OpenStack Identity (keystone)@ & BRI 5E D) B &I AR S5 (AD DS)E&ERK, Mzt XY FRIRTh
BERT ],

FRFH

o SHAIMATMEEIRSEM, 40 Active Directory (AD)SX Red Hat Identity Manager (IdM)

¥ =
1. EASAFEERSPOE—NNLAES, FZE P RINE grp-openstack 4.

2. 7£ Red Hat OpenStack Platform A, f$F 7R INE] demo WiEH _member_ A,

w

5/ AD i A 7 B4R & SRR AR,

»

B MNETF, DL ElEsER, BEXHEIRHER,

o

50 P 422l TR AR ) 22 T X S 4B
RS RX LS R, EEA admin kA EFEFER, FLOZAFABHHITREE

HIR, RN, XEKE OpenStack AR LLEE TE, F+H OpenStack Identity
#0 Active Directory »Z BB R IXZ B AR FTE R,

Hith TR

® 5 410 17 "Active Directory £ B I FEHERR"
5.14. %} RED HAT IDENTITY MANAGER (IDM)£ 5 idt 1T FE BEfR

INRIZIESF Red Hat Identity Manager (IdM)5& OpenStack Identity SR EBE A&, K eI seEE M
LDAP JEEHNIEBEEEE. BARIFTERERS LA LDAPS ik,

% -
, RIFBEIRRBFAGE, RPATIOREHIE RS IK,

it =
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1. ¥ Idapsearch @3 %] 1dM AR5 R AR EA T & 1Sk it LDAP 8, LA RThRIZE SRR
TRZERIEB T, 1dM RS EREDN. EARMIH, XfARS5 2 idm.lab.local 7Ei% M 636 LHi4T
ML) -

# ldapsearch -D "cn=directory manager" -H Idaps://idm.lab.local:636 -b "dc=lab,dc=Iocal" -s
sub "(objectclass=")" -w RedactedComplexPassword

Idapsearch 2 openldap-clients 48— 9. ERILMEA # dnf install
openldap-clients 24,

-

2. A nc S IE LDAPS it 636 24 ol ALV IR, FEARAFIG, £1%ARSS52: idm.lab.local
HYTIEM, 1% ctrl-c B HIR TR,

# nc -v idm.lab.local 636

Ncat: Version 6.40 ( http://nmap.org/ncat )
Ncat: Connected to 192.168.200.10:636.
e

REEEEILE N AT RE R IR R KRR E ),
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