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BIREELFIORIRPRETABNY REFI(RBAC)HER2HBEEN AEILM, B
RBAC £ZZREHMNAEISEH), Boigki/@Bin0, BHEL£ANARZmO, RE
fZim A2 EAEA, HEH Rin0 ANRE4.
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https://access.redhat.com/documentation/zh-cn/red_hat_openstack_platform/17.1/html/creating_and_managing_instances/index#adding-a-security-group-to-a-port_instances
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EFREZESZ

RN FEHRBN A, ST Web BHFRFERBMIES., BITMXENRIEFFLE : master,
slave, BEHEMELYE, BFHIAI/E+2RE, XEFRFEEFHENNLANLZITHRAPERS LiE,
fEi5&E & CTO Chris Wright IS &,


https://www.redhat.com/en/blog/making-open-source-more-inclusive-eradicating-problematic-language

LIS R SR 15

X ZTINE SRR & o
B TR TR ER R E R, 519 ZEEHIRIIFE IR,
1£ JIRA rhi2 i Se 4 I It

f# 8 Create Issue FREX MR HR 5. JIRA [FEF1E Red Hat OpenStack Platform Jira i B # | &,
f&a U H A IRERIE B R 5

. BIREESERE JRA, MNREEE JIRATKS, 1EGIE—IK IR K .
2. B LU TEEREFTFF Create Issue T1E : Create Issue

3. 58EX Summary #[ Description %, 7f Description ZE&#, @& URL, ETHETSLL
R AR AR, FEERTREPEMEMTER,

4. = Create,


https://issues.redhat.com/secure/CreateIssueDetails!init.jspa?pid=12336920&summary=Documentation feedback: %3CAdd summary here%3E&issuetype=1&description=<Include+the+documentation+URL,+the chapter+or+section+number,+and+a+detailed+description+of+the+issue.>&components=12391143&priority=10300
https://issues.redhat.com/secure/CreateIssueDetails!init.jspa?pid=12336920&summary=Documentation feedback: %3CAdd summary here%3E&issuetype=1&description=<Include+the+documentation+URL,+the chapter+or+section+number,+and+a+detailed+description+of+the+issue.>&components=12391143&priority=10300
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# 12 IDENTITY SERVICE (KEYSTONE)f Y.
EH=EEA, BOIUEETE,. AriAat,

THERERHREANAS B, ELRAAPEIVETINAR. ABE XA ALNSEDE FH
FRMITHERE, IUESNTER VA SEAE.

B Red Hat OpenStack (RHOSP)SEWIZEA B E— 1M DELATEFABMAS, FATEERA, &
IR

o NN, EHFMMEFTESAF.
o FAFAPEI-—IHEIMAR, HERIMTILSE.
o MHEMIEETBEMAS,

1840 LAE F B 12 IR 55 (keystone) BB B FE P B DS UE, LRSI AR SS AR A5 1], Identity BRESIREE
FSEMEDIIE, FH A5 LDAP # Active Directory £, UEEATLUMAEEIER A MEHD, FIGH
FRIESEHERSES.

1. FRERESUE
%% Red Hat OpenStack Platform director B, &Bzh4E K FIREIE(RC)XH :

# Clear any old environment that may conflict.
for key in $( set | awk -F="/AOS_/ {print $1}" ); do unset "${key}" ; done
export OS_CLOUD=undercloud
# Add OS_CLOUDNAME to PS1
if [ -z "${CLOUDPROMPT_ENABLED:-}" ]; then
export PS1=${PS1:-""}
export PS1=\${OS_CLOUD:+"(\$OS_CLOUD)"}\ $PS1
export CLOUDPROMPT_ENABLED=1
fi
export PYTHONWARNINGS="ignore:Certificate has no, ignore:A true SSLContext object is not
available"

12144t stackre X, HEHIIEIFIE S HE shell MER, XAMLEEE AR Red Hat OpenStack
Platform director AP 12178 %,

TELRZ overcloud HAIA| &£ BRI RC XM ZFR B E BHEMEF, FH ¢’ B, MR&E NIEHNHE
BB E LEFR, NHERERIC N overcloud, B4 overcloudre B RC XX :

# Clear any old environment that may conflict.

for key in $( set | awk {FS="="} /AOS_/ {print $1}' ); do unset $key ; done
export OS_USERNAME=admin

export OS_PROJECT_NAME=admin

export OS_USER_DOMAIN_NAME=Default

export OS_PROJECT_DOMAIN_NAME=Default

export OS_NO_CACHE=True

export OS_CLOUDNAME=overcloud

export no_proxy=10.0.0.145,192.168.24.27

export PYTHONWARNINGS='ignore:Certificate has no, ignore:A true SSLContext object is not
available'

export OS_AUTH_TYPE=password

export OS_PASSWORD=mpW1t4y0Qhc90TdACisp4wgo7F
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export OS_AUTH_URL=http://10.0.0.145:5000
export OS_IDENTITY_API_VERSION=3

export OS_COMPUTE_API_VERSION=2.latest
export OS_IMAGE_API_VERSION=2

export OS_VOLUME_API_VERSION=3

export OS_REGION_NAME=regionOne

# Add OS_CLOUDNAME to PS1

if [ -z "${CLOUDPROMPT_ENABLED:-}" ]; then
export PS1=${PS1:-""}
export PS1=\${OS_CLOUDNAME:+"(\$OS_CLOUDNAME)"}\ $PS1
export CLOUDPROMPT_ENABLED=1

fi

overcloud RC XH1E X454 F5 ) overcloudre, FTiCHERMISEPREF 2t 2. 121 overcloudre X
%, [FHHEIEFAE RS HE shell IR, XALEEFR overcloud &£&#HY control plane API j21T6R

4. BIERKB overcloudrc SXHRTE admin Ui H R EKIE admin B, HPEIEHSEERES
(g R ML IE) FMME.

1.2. OPENSTACK [X 15
X2 OpenStack BEM— k0. BPMXIGEE B SHEER OpenStack 588, 2IEE 2K APl ik
=, WEMTTERR. TRNXHEZ—HF3RSS (keystone)F Dashboard AR 55 (horizon)BR5, LAiR#E

iR 3EHIF0 Web 5T, Red Hat OpenStack Platform i #— K i {TEE, BIABERT, HH
overcloud X #n 4 regionOne, f&RILLE N Red Hat OpenStack Platform ArEYBAIA X 15,4 R,

Y=

e 7t parameter_defaults T, & KeystoneRegion Z# :

parameter_defaults:
KeystoneRegion: '<sample_region>'

o 5 <sample_region > &t} &L F X 15,

% o
TEERE overcloud [7, EITHEEBRX &L,
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B2EEERAN

EAREEG, ERLEMERRFRM, ERMMRAF, BPAUR—PMHENNENK . ERILUE
BRI EBEGBMA S,

2.1 SRR IR AE S

BRSO EEETBEMAR, A OpenStack Dashboard (horizon) BB 1 BRiAH Identity AR
FHAF, SaLliRd BEES ST ldentity IRS5HI LDAP #ERFERE K Active Directory FAF

pi% =
1. LLadmin BB P B9 &R EIIZEHImR.

2. #%F% Identity > Users,

3. R Create User.

4. WMARPHNBFA, BFHENDRED.

5. M Primary Project ZIRAEFE—PIIE,

6. M Role JIRAEFERAAHNAR, RILABE B,

7. m Create User.

2.2, fERAMNERR GRS
BRI, SEETA,

AR
1. LLadmin P B9 &R IEHIE R,

2. #%F% Identity > Users,
3. 7£ Actions 5Ilfh, Hiifi Edit,
4. 7 Update User 8O, EALLEHT User Name, Email, and Primary Project,

5. Hif; Update User,

2.3. EAMERRERZEARS
SRR BMER (RIRE A, SHBRMAN TR, WREFTE,
R -
o EAE—RERIFMEIAL,
o ETHNSASIIETIEREY active,
ERREEA T WA T
o ELIBHIEIR.



B2EEEAN

e ijj[n] RHOSP BR%5.

o TR EHImEMR A HITEM user-project ¥ 1E,

it =3
1. E(UERIRFEHN admin AAF, L5 Identity > Users,

2. Tt Actions 5/, EHiE5k, $RE1%EE Enable User =% Disable User, 1t Enabled %lth, {EREG
E# 5 True =X False,

2.4, fi R (L FRAR M bR A
EpAR— N BETRAGIMAN, THMBEMA. HRIETRME.

it =3
1. EUERIRHEHN admin AAF, L5 Identity > Users,

2. R EMBRMA .
3. i Delete Users, IAT4 7R Confirm Delete Users &,

4. Hifi Delete Users LIfIAIRE,



Red Hat OpenStack Platform 17.1 ¥ OpenStack Identity ¥R

BIEEHEAR

Red Hat OpenStack Platform (RHOSP) s FA & F A& &8y [n[#E 5l (RBAC) ML HI SR B IEX R FTRM N, A
BE LA AT UHITHIEE, RIAVERT, BFANTE X HAE :

o [fANEITE I member A,
o HHFEENMAIArEENENEEAR,

-

Identity iR 55 (keystone)tBiRIN T reader A, ZABFMEREABIIRY, REEHA
TR%E RBACHf, F{#F reader A,

T UGB E TN B E LA R,

3.1. T2 RED HAT OPENSTACK PLATFORM ADMIN &

LI NA DR admin &E, LLAFEEER. Bl OIS EREATEEM FRIPR, LA
PRI LAGR A ETIR B AR, f0AFFRTER glance BI&SIRMEEMLE, A, BEH admin AEH
A L OISR P HEEAR,

HIE N admin A& 21T openstack (s SHIEBKIATIE, #l30, INR— admin A/ 1E

—/%&7 development I B iz TLA TS, HRELS development HiH FOE—NEH
internal-network B9M%%,

I openstack network create internal-network
admin A 7 AT LAfE A --project S E A1 B F 012 internal-network :

I openstack network create internal-network --project testing

3.2.[FHCLI BEEA®
ENEIEG, BAUEENEABNIFES.

iz
1. FIHATRMTIE LA :
$ openstack role list
+- -+ +
|l | Name |
+- -+ +

| 01d92614cd224a589bdf3b171afc5488 | admin |

| 034e4620ed3d45969dfe8992af001514 | member |

| 02a377a807df4149b0a8c69b9560b106 | ResellerAdmin |
| 9369f2bf754443f199c6d6b96479b1fa | heat_stack_user |

| cfea5760d9c948e7b362abc1d06e557f | reader |

| d5cb454559e44b47aaa8821df4e11af1 | swiftoperator |

| ef3d3f510a474d6c860b4098ad658a29 | service |

+- -+ +

10



BIFEEHAR

2. AEEEABIES

I $ openstack role show admin

Nl
$ openstack role show admin
+ + +
| Field | Value |
+ + +

| domain_id | None |
|id | 01d92614cd224a589bdf3b171afc5488 |
| name | admin |

+ + +

_ ERBS5SENABXENNRMIFMER, BUIHE&ENEN AP HBMIIF, MNESR
A ZER, HBMN §it AP,
33. FHCLIUEHSEEAE

ERNEIEG, EAILUMERFBRS (keystone)& F @it L F—AHpDROUBIMEEASR : &4 Red Hat
OpenStack Platform BRBH AN BIEED—NUIH., —MAAN—1MABEEE—E,

EALFEAP RIS NIE, ERAISREISNTE, HUE-—1TAG, FRZAGIESRASUIA
%o

X

pi% &2
1. GE— new-role A& :

i
cak

¢

SR LMERAM ID REEER . ARIIE,

I $ openstack role create <role_name>

2. ZBHUWBESERRAF, HERUTHSERAS. ARMIBEMK D :
e OpenStack A&
e OpenStack ABFIFxK
e OpenStack T B%IFE
3. HAaesisRAIBEN,
I $ openstack role add <role_name> --user <user_name> --project <project_name>

LUFRHE admin B E&2E 4 demo B F1#) admin - :

I $ openstack role add admin --user admin --project demo

1


https://access.redhat.com/documentation/zh-cn/red_hat_openstack_platform/17.1/html/hardening_red_hat_openstack_platform/assembly_policies_security_and_hardening#auditing-api-access_policies
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4. BEAF admin A BHE -
I $ openstack role assignment list --user <user_name> --project <project_name> --names
AT RBI55IE admin & 25 E4S admin A 284 demo T E,

$ openstack role assignment list --user admin --project demo --names

+ + + + + + + +
| Role | User | Group | Project | Domain | System | Inherited |
+ + + + + + + +
| admin | admin@Default | | demo@Default | | | False |
+ + + + + + + +

3.4. fZR{IENAE

Identity AR 55 (keystone)sa il HAT A A1, #AINA - B2 EARFENAR, Identity BRF5EA implied A&
B, MRERHIAFASEAR, BLAABAUEXSELAHMAR, B LIE Red Hat
OpenStack Platform R EFHRINE LKA :

$ openstack implied role list

+ + + + +

| Prior Role ID | Prior Role Name | Implied Role ID | Implied Role Name |

+ + + + +

| 54454217f38247e5a2131¢c8a47138d32 | admin | b59703369e194123b5c77dad60d11a25 |
member |

| b59703369e194123b5c77dad60d11a25 | member | 382761de4a9c4414b61895018580897¢ |
reader |

+ + + + +

Identity iR 55 (keystone)tBiRIN T reader A&, ZABFMEREABIIRY, REEHA
TZRE RBACHf, F{#F reader A,

BEEUENRNABERRESABXEKNIRK Y. ELEANRIAKRAERSD, admin RREH, KK
xixE, BifEtARE, ArNAELEIRITLE, UERFREATHAR.

MRGEREELAR, ERLUOIREERE,

LingEmA e, eRMARES member AEERNVIFEKE, BEXNVBELABIIE
ME—REEBOIENE, HSE AR IT U,

it =
o FRUTHMTHEERRS—TAGHAR:

$ openstack implied role create manager --implied-role poweruser

+ + +
| Field | Value |
+ + +

12


https://access.redhat.com/documentation/zh-cn/red_hat_openstack_platform/17.1/html/hardening_red_hat_openstack_platform/assembly_policies_security_and_hardening#using-policy-files-for-access-control_policies

BIFEEHAR

| implies | abOb966e0e5e411f8d8b0cc6ec26fefd |
| prior_role | 880761f64bff4e4a8923efda73923b7a |
+ + +

o JIHFIARIEHAG

$ openstack implied role list

+ + + + +

| Prior Role ID | Prior Role Name | Implied Role ID | Implied Role Name
|

+ + + + +

| 54454217f38247e522131¢8a47138d32 | admin |
b59703369e194123b5c77dad60d11a25 | member |
| 880761f64bff4e4a8923efda73923b7a | manager |
ab0b966e0e5e411f8d8b0cc6c26fefd1 | poweruser |

| b59703369e194123b5c77dad60d11a25 | member |
382761de4a9c4414b6f8950f8580897¢ | reader |

+ + + + +

SORMEMERIRHEE, B LB IR R

I openstack implied role delete manager --implied-role poweruser

13
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P P y

B4EEEA
& BT LUE R Identity Service (keystone)4H h% 4N Fik 7 40 it — BRI AR,
4.1. M CLI B2 A

BIRAF NHDEIIR, A4k E D EeZa HBIERTUR

1. fE4H grp-Auditors :

$ openstack group create grp-Auditors

+ + +

| Field | Value |

+ + +

| description | |

| domain_id | default |

| id | 2a4856fc242142a4aa7c02d28edfdfff |
| name | grp-Auditors |

+ + +

2. BE keystone HFIFK :

$ openstack group list --long

+ + + + +

| ID | Name | Domain ID | Description |
+ + + + +

| 2a4856fc242142a4aa7c02d28edfdfff | grp-Auditors | default |
+ + + + +

3. %% grp-Auditors LR ¥E 17 demo WiH, RFI{EH member A :
I $ openstack role add member --group grp-Auditors --project demo
4. FIMABAF usert &10E grp-Auditors A :
I $ openstack group add user grp-Auditors user1
user1 added to group grp-Auditors

5. il user1 2 grp-Auditors BIEK 1 :

$ openstack group contains user grp-Auditors user1
useri1 in group grp-Auditors

6. BEEHEY userl BIBEMAR :

$ openstack role assignment list --effective --user user1

| Domain |

+ + + +
-+ + +

| Role | User | Group | Project
Inherited |

+ + + +

+ + +

| 9fe2ff9ee4384b1894a90878d3e92bab | 3fefe5b4f6c948e6959d1feaef482212 |

14



0ce36252e2fb4ea8983bed2a568fa832 | | False |
+ + + +
-+ + +

4.2. EAMNRRECEH

BT L PR EIE keystone AR S5, BR, EUIERASTHANEAEIR, NBES
B8, SR CLIREBA.

4.2 Q24
1. EEEERNHAF 55 & R EHER,
2. %#% Identity > Groups,
3. ¥k +Create Group,
4. HNHB B IR,

5. ¥ Create Group.

4.2.2. EIRHA R G HE

&0 LUE TSI E IR B2 keystone 4K 7 &19.
1. UEREBRHNHAF S5 & F2HER,
2. %#% Identity > Groups,
3. RIEEEEMHA Manage Members,

4. {F8 Add users BAHRIMA -, IMEREMRAF, EAhEHEEEFH S Remove users,

15
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3B 5% e

ENEEEA, BALLUNTBERENEERG. BN NBEBIWORFR, TEAFHIEFERXLERIR
MWWWEQLTE%¢WEﬁﬁ$¢E, MAREEFTIARMER, EABFUIEN, KTLRE—
PETRECH, RAMSETORATEN VCPU . 6. RAM FIE5) 1P #, EHiA UETBFMTE R~
W) LB AT, &R LME R EAR I FRAIAE T Bix BB Compute # Block Storage B,
MRELZELR, HSHERETE,

5.1. BFRA T BEAT
ST TS5 R P Hehx BB AE,

N

pe
7]

I $ nova quota-show --user [USER-ID] --tenant [TENANT-ID]
=Pl

$ nova quota-show --user 3b9763e4753843529db15085874b1e84 --tenant
a4eelcbb97e749dcabde584c0b1568a6

+ + +

| Quota | Limit |

+ + +

| instances |10 |

| cores |20 |

| ram | 51200 |

| floating_ips |5 |

| fixed_ips -1 |

| metadata_items | 128 |
| injected_files |5 |

| injected_file_content_bytes | 10240 |
| injected_file_path_bytes | 255 |

| key_pairs | 100 |

| security_groups |10 |

| security_group_rules |20 |

| server_groups |10 |

| server_group_members |10 |
+ + +

5.2. BFTA P BITEBLAT
ZITU TS UEFREFENBAIE

$ nova quota-update --user [USER-ID] --[QUOTA_NAME] [QUOTA_VALUE] [TENANT-ID]
$ nova quota-show --user [USER-ID] --tenant [TENANT-ID]

Nl

$ nova quota-update --user 3b9763e4753843529db15085874b1e84 --floating-ips 10
a4eelcbb97e749dcabde584c0b1568a6

$ nova quota-show --user 3b9763e4753843529db15085874b1e84 --tenant
a4eelcbb97e749dcabde584c0b1568a6

16



+ + +
| Quota | Limit |
+ + +
| instances |10 |

| cores |20 |

| ram | 51200 |

| floating_ips |10 |

| ... I

+ + +

FHE quota-update SR FHNEIIFIR, TFIiBIT
I $ nova help quota-update

5.3. AP IXEXN RIFMHEEC AT
o R REEAT AT 4 F AR5 -

o RAEH - FRFEIFENBHRPAFMEAEKN (UFTHAL) I REE,
o IKECHN - BRE A P EN RIFMERS R ARG KN (FTORA)

B BASREASK MBS, Object Storage (RIEIRS 2L E

[pipeline:main]
pipeline = catch_errors [...] tempauth container-quotas \
account-quotas slo dlo proxy-logging proxy-server

[filter:account_quotas]
use = egg:swift#account_quotas

[filter:container_quotas]
use = egg:swift#container_quotas

BS54 container_quotas =
account_quotas (X&) HI1EI proxy-server.conf {48 [pipeline:main] Z§4% :

FERUTRSEEMERNREFWES, TERIENERF AT UEEFT B P RENE S, EEHI

E B Object Storage Be&ll, il E R EH ResellerAdmin A,

k=1 Ol

# swift stat

Account: AUTH_b36ed2d326034beba0a9dd1fb19b70f9
Containers: 0

Objects: 0

Bytes: 0

Meta Quota-Bytes: 214748364800

X-Timestamp: 1351050521.29419

Content-Type: text/plain; charset=utf-8

Accept-Ranges: bytes

SR HTECAT |

17
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I # swift post -m quota-bytes:<BYTES>
BN, %5 GB BLAUMAE — ik~ A -

I # swift post -m quota-bytes:5368709120

18



%6 = EHIIR

%6 & EEIIH

ERTEEA, ERLBENEEUE. UEERZEMUFIER, EaILUhHE S B OpenStack FAF#I
H, EAUESNIBEHEERAZENFRIMED. B LUER Red Hat OpenStack Platform 8% 4
e, XLEWERRMEETFINRMER. AR5 S0 UE XK. 80NAFS850 RS BRERE
HEZE—1T A,
6.1. g/E—"1TIE
BIB—NTE, |WERMAL, FHUELETIRRE,

1. LEEEERNAAF 55 &R IEHER,

2. %#% Identity > Projects,

3. mili Create Project,

4. 7 Project Information jEWi £, HiATIER AR, Enabled EiLERHEEINLA,

5. TEWHEBKGETE L, M All Users FIR A E RN o

6. 7£ Quotas &I~ £, HIBIEEFHIRRIE.

7. =|ifi Create Project,

6.2. I H
R LUmET B RE R E SR, SRAIERE, HEHMIE PR,
1. LEEEERNHAF 55 & FEHER,
2. %#% Identity > Projects,
3. 7£YiE Actions FId, Hiifik, BHd Edit Project,
4. 7% Edit Project O 9, EAILIEH—NUIEUERELHRIHE, HEANFERTIE,
5. 7 WBEGAEE* £, mIWBERMKA, EREBEFEMREN.
6. mili Save,
A=

Enabled 8 ZES#HEINEAH, HEIGNZBYIE, A5k Enabled E1%E, BESRZR
IE, i&i%A Enabled §i%4E,

6.3. fitl BRI B
1 UEEEERENMA S G108 TR ER.
2. %#% Identity > Projects,
3. GG EMIREITIE,

4. Hif; Delete Projects, L& E 7" Confirm Delete Projects &,

19
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5. H:f Delete Projects LAFIAIRIE,

25 E S ARMIRR, IR N ISR AR ARRR K E,

6.4. BT B ECAN

AR EENENI B XERERE, UAERER, ERLOXERHILIR LT FIREX B BANE
RTHER. BRI RS E 5 E B P 505 5 6l 5C e B .

1. LEEEERHNHAF 55 & FEHmR,

2. %#% Identity > Projects,

3. &9 8 Actions 7, HiETL, BHET Modify Quotas,
4. 7£ Quota Wi+, RIFFZIELIE BH,

5. mi Save,

% .
BRI AR HEAA, Rit, S/t aimi8 3+ 08 fRE R,

6.5. EUUREARYITE
FUIE&ERESNNE, UWMERAUFERZEFERSIIEFNRRE, ENNEXENENIE, E
METEMKRA, BPITEERNSNTENRA, LUMESH Set £ Active Project 11, FRIEWEH
AR, ENEEENERMNITIRIZE N active,

1. LEEEESNAF 515 & F L6 iR,

2. %#% Identity > Projects,

3. 7£Wi 8 Actions 7, HHETL, BH Set as Active Project,

4. 3, {ENEEERAAN, TUIE Actions Fllfh, Hif Set as Active Project, BISR A5IHFH

BRUIRAE,

6.6. 11 B 2 RE5 1Y
&R LR A B PR 55 (keystone) YL FUTE 8 EWH. L AT FIEMRXIB4E A GBS B

6.6.1. QI ZWBEMFIE
BRI LAE R keystone HANIE L2 RE5H S (HMT), ER0IETE, REEZEHORTAR, &

&, ERURFIERMEIZNE, i AP RMEZFIEN admin A€, FAFRAN
FUHIEMNEEA,

' keystone &AM HMT 451 B BT BIE LR R T,

it =
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1. A&7 corp BIFT keystone 15 :

$ openstack domain create corp

+ + +

| Field | Value |

+ + +

| description | |

| enabled | True |

|id | 69436408fdcb44ab9e111691f8e9216d |
| name | corp |

+ + +

2. 7E corp i AIE RN B (private-cloud) :

$ openstack project create private-cloud --domain corp

+ + +
| Field | Value |
+ + +
| description | |

| domain_id | 69436408fdcb44ab9e111691f8e9216d |
| enabled | True |

| id | c50d5cf4fe2e4929b98af5abdec3fd64 |

| is_domain | False |

| name | private-cloud |

| parent_id | 69436408fdcb44ab9e111691f8e9216d |
+ + +

3. 7 private-cloud R B 0|3 FUiH (dev), FIFE%E corp i :

$ openstack project create dev --parent private-cloud --domain corp

+ + +
| Field | Value |
+ + +
| description | |

| domain_id | 69436408fdcb44ab9e111691f8e9216d |
| enabled | True |

| id | 11fccd8369824baa9fc87c¢f01023fd87 |

| is_domain | False |

| name | dev |

| parent_id | c50d5cf4fe2e4929b98af5abdec3fd64 |

+ + +

4. BIEHZN qa A —1FUig :

$ openstack project create qa --parent private-cloud --domain corp

+ + +
| Field | Value |
+ + +
| description | |

| domain_id | 69436408fdcb44ab9e111691f8e9216d |
| enabled | True |

|id | b4f1d6f59ddf413fa040f062a0234871 |

| is_domain | False |
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P P y

| name | qa |
| parent_id | c50d5cf4fe2e4929b98af5abdec3fd64 |
+ + +

v =

ERLAER Identity AP EFTIE ZREH, MEESER, HSH

https://developer.openstack.org/api-ref/identity/v3/index.html?expanded=show-

project-details-detail

6.6.2. FEBEXf 93 211 B B Ui [H]

BRAERT, MUBNTERAESENAR, IR 2EAGIIRE, ERUESE --inherited 177,
LIHERFIE MR B & 2 BCRINER, i, BAENRIMEN admin ABKAFAREEN FIHEHN

admin 7 [7] AR,

BF AP UiiREER
1. BEESEATENABIR

I $ openstack role assignment list --project private-cloud
2. ERENAEAG

$ openstack role list

+ + +
| ID | Name |
+ + +

| 01d92614cd224a589bdf3b171afc5488 | admin |

| 034e4620ed3d45969dfe8992af001514 | member |

| 0aa377a807df4149b0a8c69b9560b106 | ResellerAdmin |
| 9369f2bf754443f199c6d6b96479b1fa | heat_stack_user |

| cfea5760d9c948e7b362abc1d06e5571 | reader |

| d5cb454559e44b47aaa8821df4e11af1 | swiftoperator |

| ef3d3f510a474d6c860b4098ad658a29 | service |

+ + +

3. BFHKS usert X private-cloud i B #9157 AR :

I $ openstack role add --user user1 --user-domain corp --project private-cloud member

& --inherited A EEFZITIH MG, FEib, usert iAA LU private-cloud FUiH, ©4k&

TARBIE :

$ openstack role add --user user1 --user-domain corp --project private-cloud member --

I inherited

4. BETIREHLR

$ openstack role assignment list --effective --user user1 --user-domain corp

+ + + +

+ + +

| Role | User | Group | Project
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%6 = EHIIR

Inherited |

+ + + +

-+ + +

| 034e4620ed3d45969dfe8992af001514 | 10b5b34df21d485ca044433818d134be | |
c50d5cf4fe2e4929b98af5abdec3fd64 | | False |

| 034e4620ed3d45969dfe8992af001514 | 10b5b34df21d485ca044433818d134be | |
11fccd8369824baa9fc87cf01023fd87 | | True |

| 034e4620ed3d45969dfe8992af001514 | 10b5b34df21d485ca044433818d134be | |
b4f1d6f59ddf413fa040f062a0234871 | | True |

+ + + +

-+ + +

user1 A4k T X qa 1 dev B RIABR. b4, HBTF --inherited iTENARIRTE, userl 1%
WOt 38 5 QI B B9 7T F 101 B B9 15 A1 AR

MF P el BR U5 R]
W/ B SR A PR 2 AN AR K BT IR

1. MERXSEABHHBRAF

I $ openstack role remove --user user1 --project private-cloud member

2. AERHMLAR, HER, HERNTERIDAERE :

$ openstack role assignment list --effective --user user1 --user-domain corp

+ + + +
-+ + +

| Role | User | Group | Project | Domain |
Inherited |

+ + + +

-+ + +

| 034e4620ed3d45969dfe8992af001514 | 10b5b34df21d485ca044433818d134be | |
11fccd8369824baa9fc87cf01023fd87 | | True |

| 034e4620ed3d45969dfe8992af001514 | 10b5b34df21d485ca044433818d134be | |
b4f1d6f59ddf413fa040f062a0234871 | | True |

+ + + +

-+ + +

3. MIBRARABIFLER -
I $ openstack role remove --user user1 --project private-cloud member --inherited
4, BEBRHRNER, KRR SR, SREBINENZE :

I $ openstack role assignment list --effective --user user1 --user-domain corp

6.6.3. L2 EH I B B

M Reseller BN, BIngfBEEZEREN ; XESEARITEERLHTES T, HFERKRTLEERA
THFIE, XPNTHEDNILIMER, k10T

SR 1
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2m (TR B2RERZHEF(HMTBY B, S0 e @ G1ED 20 EMFUH, ELARTRIARA
fh, keystone HImANKiT WEREMAMIIBNASE, HEAMIEREEZGIHRPHNR, Fit, SINE
TEEHIEECHERD, HEAHRTBERT :
o WUIERUIEMAR, =@ is_domain FriEX 49,
o IHARRIEZEREHAMTILTE : BRUIB ZREHHH roots
o APIEEH, LUEAUIH FRECEMKIRS :
o BN is_domain Fr&i1% T true BT B SO 2 #is

o FlH domain: get projects, S#E is_domain & iHS%,

6.7. IBLZEER

ZE2HAZ IP HENMNNES, TUDESTIE LG, URESCEFIRNMLSTR, REHREETIE
B89 ; TE AR G R g = £ HBIROARN,  F BRI A&,

FBETEME-—TRINREYE, NAIREREME LNEEHANEMEM, PRIFERTROAE, SR
SHELALARE, FENRIFRBENEFE HRE,

BRI LELFIOR AR B R AN AR, SN ARELZTHES MmO,

ﬁ

FE

LEHBEENMARKE, B

8% %E;&WJ@ULL&EFHE%F%@E’Jlﬁlﬂ:‘*""%ﬂ(RBA H=E
EREHANABRZRO, RE

RB #\Eﬁéfﬂfﬁﬁﬂ*% EpELLRRO, HH
Hﬁiﬁ“ﬁlilﬁj\ﬁﬂéﬁi{ﬁuo ES 1 M0 RINREH,

AEEFLBAVFAHR L ONHANER THEREIAREH, Hla, REEHIER DHCP FTiiE,
RS PIRE R SEMN SR DHCP RSS2SR THIEREM L O,

6.7.1. CIR R £H
BIRRSE, UEETURBRSMN. fm, EATUEA ICMP RE, HERMHTTPEXR,

Pt

1. TEIRHIENR D, 1% Project > Compute > Access & Security
2. 7E Security Groups Wi £, = Create Security Group,

3. BANHBI AT, BT Create Security Group,

6.7.2 /,J\\ﬂﬂﬁééﬁfimu
INERT, FANMNCERBE B IR, ESIURINETALN F B &S84 [0,

Y=

1. TEIRHIENR D, 1% Project > Compute > Access & Security

2. 1 Security Groups Wi £, RIEBIRENRESHWERHN,

24


https://access.redhat.com/documentation/zh-cn/red_hat_openstack_platform/17.1/html/creating_and_managing_instances/index#adding-a-security-group-to-a-port_instances

3. $$ Add Rule L/L/:J\JJI]%FF%)LU]U

EEMIE, AER A,
BUR N F B R A T8N
p |
MR, MREEE T HNER (30'SSH) , NMEBIEEREFE :

o TCP: BERARERT~HXHEHE URATREAMBE,
o UDP : IERGIEIZHEIE, R 2ENBREREIH,
o ICMP : HIM% & (MNERHER) FRAEAEFASIGIEER,

A
Ingress (inbound)s% Egress (outbound),
T RO
XfF TCP =% UDP #/ll, #TFF Port 5 Port Range (¥NifOskimOSERH)

o WF—FFEHMO, 7£ From Port 1 To Port SRE& A&y Al OMH,

o WFFEANUGO, 7 Port SFEE AR Alm O1HE,

KR

ICMP FLBYREY ; IESE R -1:255' R,
K5

ICMP FLNBARCHY 5 A TESE R -1:255' R,
p -

LR B REIR -

%6 = EHIIR

e CIDR (Classless Inter-Domain Routing) : IP bk, FR&INERA 1P 8918, 7E Source

FE A CIDR,

o R : RVFHABIEI LR R EAthH L HIBY Source 4H,

6.7.3. kR Z 24 AN
IR ET B RERSEMI,

Y=

1. TEIRHIENR D, 1% Project > Compute > Access & Security
2. 7E Security Groups iEUi £/, REREHENEIEHNI,
L IRFEREEMN, RS SMHBRELL,

4. BRHih Delete Rule,

A B REREH I BRIR F
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6.7.4. xR 24
HRETBRENR M,

iz
1. TEIRHIENR D, 1% Project > Compute > Access & Security
2. 1 Security Groups iR/, 14, SAEH 7 Delete Security Groups,
3. Hif Delete Security Groups.
pa -3
TR BERREH N PRI A

-
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57 E B
Identity Service (keystone)izk @& A LATE keystone FROIIERE hdpZ 22 [H], HF keystone XA, A

MUB#HITO K, 40 LAEE XL FMpE kS UEAR R LDAP 5% Active Directory SMEFRMIE -, 0%
BLER, ESH £/ Identity Service ¥/,

Identity Service @& —14% 7 Default WA B, BIERNRSIKSREXNHE, FHH
FA P = Ol R B AR 3

7). BEESIER

& eI LUfE A openstack domain list in S & &SI :

$ openstack domain list

+ + + + +
| ID | Name | Enabled | Description |
+ + + + +
| 3abefa6f32c14db9a9703bf5ce6863e1 | TestDomain | True | |
| 69436408fdcb44ab9e111691f8e9216d | corp | True | |
| a4f61a8feb8d4253b260054c6aa41adb | federated _domain | True | |
| default | Default | True | The default domain |
+ + + + +
7.2. I

& LU# F openstack domain create %5 02 i :

$ openstack domain create TestDomain

+ + +
| Field | Value |
+ + +
| description | |
| enabled | True |
| id | 3abefa6f32c14db9a9703bf5ce6863e1 |
| name | TestDomain |
+ + +
7.3. ERERIFIE

& LU{# F openstack domain show & & HIHHIFE :

$ openstack domain show TestDomain

+ + +

| Field | Value |

+ + +

| description | |

| enabled | True |

| id | 3abefa6f32c14db9a9703bf5ce6863e1 |
| name | TestDomain |

+ + +
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7.4. ZHiE
B LR IRERZERH /S B,

Pt =

1. {5/ --disable EIZE A, :
I $ openstack domain set TestDomain --disable
2. WASERER :

$ openstack domain show TestDomain

+ + +

| Field | Value |

+ + +

| description | |

| enabled | False |

| id | 3abefa6f32c14db9a9703bf5ce6863e1 |
| name | TestDomain |

+ + +

3. MREE, {FHH --enable EINEREASE :

I $ openstack domain set TestDomain --enable
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B8 ENARFRIL

B8ENARFREIL
B/ WARLRE FREFA IR ERRAZREX G+, Bk, AP Application
Credential, B#EWERN ENTEBVIFNR, HFEEBSHARNNE, AT UREIREFTR
HONZIME R ENAR, X, ERLURASNENBRN, Hez2d FMRiEsmr REERE— 1
BURFEEETLFNAR, MAZMAETENAR,

IRA] LR XM A SROERE AP, MAZ A ERE, NARTUEREERANA A EENERTHE
Keystone #4T &34k,

f&A LUE N AR EIE N AR ER S EFECE keystone_authtoken &, LA TER DR T ixX L
1§|JO

EE
Application Credential ST AIRRE B 2K, B b 240K = MR s 5= 4 a6
BTG RIA RS, B,

8.1. FERAN AR EIFENSTHE

N RRFERENERPIENBBIRSTERMAR A EA, AEERT AP NEORNBERE, REHE
AEEKThHE.

1. At B FH A Pk e
a. flI84 5 AppCreds BT R :

I $ openstack project create AppCreds
b. f/#%& % AppCredsUser B9F /- :

I $ openstack user create --project AppCreds --password-prompt AppCredsUser

c. 71 AppCreds i H ¥ member & AppCredsUser iJj[F]#{ R :

I $ openstack role add --user AppCredsUser --project AppCreds member

2. Ll AppCredsUser 517 & (KRR FH I BREFEIE
1k — Identity - Application Credentials — +Create Application Credential,

WIRIE T clouds.yaml X A%, ENTEXHT Your Application Credential
BB OE, BXEBERE,.

3. &M CLI f|#% % /home/stack/.config/openstack/clouds.yaml B934, F#hlL clouds.yaml
XHEHREA,

# This is a clouds.yaml file, which can be used by OpenStack tools as a source
# of configuration on how to connect to a cloud. If this is your only cloud,

# just put this file in ~/.config/openstack/clouds.yaml and tools like

# python-openstackclient will just work with no further config. (You will need

# to add your password to the auth section)
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# If you have more than one cloud account, add the cloud entry to the clouds
# section of your existing file and you can refer to them by name with
# OS_CLOUD=openstack or --os-cloud=openstack
clouds:
openstack:
auth:
auth_url: http://10.0.0.10:5000/v3
application_credential_id: "6d141f23732b498e99db8186136¢611b"
application_credential_secret: "<example secret value>"
region_name: "regionOne"
interface: "public”
identity_api_version: 3
auth_type: "v3applicationcredential”

% (PR X e (G TR AR L

4. £ Application Credential EER S, FRAUTHSE, REENEMASERFRE, Bo0
5 clouds.yaml XA FR—MBEXEAH,

[stack@undercloud-0 openstack]$ openstack --os-cloud=openstack token issue

+ +

| Field | Value
|

+ +

| expires | 2018-08-29T05:37:29+0000

|

| id | gAAAAABDhIMJ4TxxFITMdsYJpfStsGotPrns0InpvJqg9ILtdi-
NKqisWBeNiJIUXwmnoGQDh2CMyK90eTsuEXnJNmFfKjxiHWmcQVYzAhMKo6_QMUtu_Qm
6mtpzYYHBrUGboa_Ay0LBuFDtsjtgtvJ-r8G3TsdJMowbKF-yo--
O_XLhERU_QQVI3hi8zmMRdmLh_P9Cbhuolt |

| project_id | 1a74eabbf05c41baadd716179bb9e1da

|
| user_id | ef679eeddfd14f8b86becfd7e1dc84f2

+ +

MREWEIS init () REM9EER, NFKEX unexpected XEBFSH

‘application_credential_secret', NIEFTEE{I R source BIRIEMEIL, X FE2FHHIIL
&, 151217 sudo su - L,

8.2. N HRRFEILEN BREFERK

N AR A AT A keystone JUEN TR, HUEANBRFEEILN, keystone_authtoken i% & &
v3applicationcredential /£ 355 1ERE, HOSEEFTILQIETRAEREIE, MALTE :

e application_credential_secret: I Af2FZ ik secret,
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e application_credential_id : N FfEFEEIE ID,

e (®ikt) application_credential_name : MIREFEAGEHNAREEIEMARE ID, ErRILE
ALLS,

a0 -

[keystone_authtoken]

auth_url = http://10.0.0.10:5000/v3

auth_type = v3applicationcredential

application_credential_id = "6cb5fa6ai3184e6fab65ba2108adf50c"
application_credential_secret = "<example password>"

8.3. BN HEINL
Re] LIS ST OB AM RN B &L,

create Far N ET HEDRMIK - /B — M AERE. fli0, HLL admin A G REN CIRFIERGE
RAERTMARFREIL :

$ openstack application credential create --description "App Creds - All roles" AppCredsUser

+ + +
| Field | Value |
+ + +

| description | App Creds - All roles |
| expires_at | None |

|id | fc17651c2c114fd6813f86fdbb430053 |

| name | AppCredsUser |

| project_id | 507663d0cfe244f8bc0694e6ed54d886 |
| roles | member reader admin |

| secret | fVnga6l_XeRDDkmQnB5Ix361W1jHtOtw3ci_mf_tOID-09MrPAzkU7mv-
by8ykEhEa1QLPFJLNV4cS2R009I10g |

| unrestricted | False |

+ + +

Digk

H=
A
£ --unrestricted S8 A 1L ARFEEIEQEANMREMN ARFEEIEMEE, X

=RENRT, RARERN, EFgSHMUIFMNILEEER --unrestricted
S

RMIANERT, £ERHAEKAFKEEL RS RERENKSNAEA R, Ea LB AP RERS
FETE A B RIRGI A Bk 5 B

$ openstack application credential create --description "App Creds - Member" --role member

AppCredsUser

+ + +
| Field | Value

+ + +
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| description | App Creds - Member |

| expires_at | None |

| id | e21e7f4b578240f79814085a169c9a44 |

| name | AppCredsUser |

| project_id | 507663d0cfe244f8bc0694e6ed54d886 |
| roles | member |

| secret |
XCLVUTYIreFhpMgLVB5XXovs_z9JdoZWpdwrkaG1qi5GQcmBMUFG7cN2htzMIFe5T5mdPsnf5JMNb
uOlh-4aCgq |

| unrestricted | False |

+- + +

I bR N PR AR PR FELE

I $ openstack application credential delete AppCredsUser

8.4. BN AR IE

NMASERAERCZETAIRS, FERPIKSBMBRE TR, ERF ZRN IR A GRH
R, Eitt, EROZAEEREREE TN ARFRIL.

BHicE X 4B N ARFRIE
B OERSNARFHNNAREEILE (ERREXH)

1. BB —HIFRIN A ER,

2. FHEREAMINAREX SR, BERNANER, IFRSER, FSHNNARFEEIESN
AR R K.

3. ERNARFRSUNAEN.
4. HRIBNARFEILE MREMR) . BXGR/TEITNESER, HSHEENARFEIL

it clouds.yaml h9IiE N ARRFEIE

it clouds.yaml RN ARRFEIER, E%70# A OpenStack A EIEAIBEEMREIE, BINER
T, BEEFERANARFEIERAE D —HNREFEIE. openstack application credential create ¢
SET LIRS O — N AREEIE

1. LA OpenStack A/ &MU THMINIE, FERICZREFIHHNSMOEIEER, fli, WRES
AN ARFEIL £RSHEEESTR, NBJiER AppCredsUser H17E K,

2. fllg£5 AppCred2 HIN FAEHE, XA LUET OpenStack Dashboard 5k openstack CLI 5 5t
X :

openstack application credential create --description "App Creds 2 - Member" --role member
AppCred2

3. EHlE—aSHEBH id # secret B3, secret ZEUE T EB RIS,

4. ¥ ${HOME}/.config/openstack/clouds.yaml {4+ & application_credential_id #1
application_credential_secret S {H & #i H K& H8 secret 1 id (B,
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1. M clouds.yaml £ SR, DN EIHRTIE TE, RUTHSN, REENMEMASEERS
’ift, BT5 clouds.yaml XEAFRI—1MEFH :

I [stack@undercloud-0 openstack]$ openstack --os-cloud=openstack token issue

Al
+ +
| Field | Value
|
+ +

| expires | 2018-08-29T05:37:29+0000

|

| id | gAAAAABDhIMJ4TxxFITMdsYJpfStsGotPrns0InpvJqg9ILtdi-
NKqisWBeNiJIUXwmnoGQDh2CMyK90eTsuEXnJNmFfKjxiHWmcQVYzAhMKo6_QMUtu_Qm
6mtpzYYHBrUGboa_Ay0OLBuFDtsjtgtvJ-r8G3TsdJMowbKF-yo--
O_XLhERU_QQVI3hI8zmMRdmLh_P9Cbhuolt |

| project_id | 1a74eabbf05c41baadd716179bb9e1da

|
| user_id | ef679eeddfd14f8b86becfd7e1dc84f2

+ +
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