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BRI TR ER, SHN1HZERRIRL,

1£ JIRA rhi2 i 3e 4 I It

f# 8 Create Issue FREX MR HR 5. JIRA [FEF1E Red Hat OpenStack Platform Jira i B # | &,
f&m U H R IRERIE I R 5 R,

. BIREEERE JIRA, MNREEE JIRATKS, 15EGIE—NIK IR K .
2. B LU TEEREFTFF Create Issue T1E : Create Issue

3. 58EX Summary #[ Description %, 7f Description ZE&#, @& URL, ETHETSLL
R AR AR, AEERTREPIEMEMTER,

4. = Create,
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55 1% EREMEE OPENSTACK KEY MANAGER (BARBICAN)
OpenStack Key Manager (barbican)i& Red Hat OpenStack Platform B secret EE2%, EaLUEM
barbican API flép 1T RE R EHE OpenStack IRFSHEAIIES, BHMEN., BIAERT, RedHat
OpenStack Platform 75 A barbican, & LATEIIA R OpenStack EFE#HEBZE barbican,
barbican BRIZFFLATRA, NAIEmMEATR

o XIFRINEEH - T Block Storage (cinder)BINE. ImAfk# INZF0 Object Storage (swift) il
%Q

o JEXFRBEAMUETD - BT glance BRZE LTI,

OpenStack Key Manager 5 Block Storage (cinder). Bi%%(neutron)#1iT & (nova)H &5 K.

1.1. OPENSTACK KEY MANAGER T {Eji

THEERT OpenStack Key Manager FISREBIMER secret I TETR,



Red Hat OpenStack Platform 17.1 ff B HE R R IR S EHE secret

Admin/ Tenant Nova (QEMU) Cinder Barbican Barbican Hardware Ceph
Deployer Database Security Cluster
Module
Create Cinder volume encryption type LUKS .
L
Create MKEK through CLI Store MKEK in HSM
> B
Generate a key
K1as needed
Give me a volume V of for encryption Get
encryption type LUKS type LUKS MKEK(pKEK)
1 | >
No MKEK(pKEK)
Generate MKEK(pKEK) Generate pKEK
P wrap with MKEK
Store
MKEK(pKEK)
Generate K1 Generate K1,
> decrypt
MKEK(pKEK),
wrap K1 with
pKEK
Return pKEK(K1), MKEK(pKEK)
4
Store pKEK(KT1),
MKEK(pKEK)
as metadata
—p
Return
refernce to
secret K1 (Kref) Return Kref
4 4
- -
Store Kref
in volume
metadata
Attach Get volume
volume to VM metadata
b »
» >
Read Kref from
metadata
Get secret
Get secret Kref o database entry
»
Entry contains
pKEK(K1),
MKEK(pKEK)
Get K1 Unwrap
P pKek from
MKEK(pKEK),
unwrap K1
from pKEK(KT)
Return K1
4
-
K1supplied to
QEMU attached
volume etc.
Data is encrypted (QEMU <—> LUKS process) on
the compute node with K1 before entering the Ceph cluster %
Lal
Hardware
Admin/ Barbican Security Ceph
Deployer Tenant Nova (QEMU) Cinder Barbican Database Module Cluster

1.2. OPENSTACK KEY MANAGER fn# 358
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HEF. APl BB SN BT LAFETE barbican BHBEFRIMEH blob , NEBEERGEHERLEMHR
Giep, IRET LU AR T SR BN B FR A S PKCS#11 crypto IR RS INER secret,

BEYY secret fEN—NINEEH blob ZHE1E barbican H3EEMR, ATLUFEA LI TR :

o RIFEMERM - FOUS AR RINEEYG, FERENNREFINBRE secret BRI E, LEH
LAEE S AT 7 (% 7E barbican.conf SXfH, LR IEREFRANEI VT X I EEE,

e PKCS#11 crypto plugin &4 - PKCSBACKEND hn %148 4 & T 171 B M 5 10 B %8 51 (pKEK)
IN% secret, 1% secret fFHETE barbican #IEZE A, $FETF I EK pKEK B 32 HINE (MKEK)IN
B, UBAGEHEBRHL2ERHSM)F, FEMBMNBRTIRIERRIE HSM FiffT, MARTE
HIRAEFER, PKCS#I iEHE@1S PKCS#N APl 5 HSM @15, HTINZERERESEEF5EKR,
FEENUBFERARM pKEK, FrLUX LTI E RMMBEREER L,

I FFH A LT HSM REgER — 4 PKCS#11 Il

RAIThRASZ ¥ = At (HA) R
ATOS Trustway Proteccio 16.0+ 16.1+
NetHSM
Entrust nShield Connect HSM 16.0+ 3 Hr
Thales Luna Network HSM 16,1+ (BT 16.1+ (BT
A=

KF = AME(HA)ILED @ barbican BRZ57E Apache HiZ1T, FH director BEZE N
3 HAProxy SRS AT M, FiR/ZR HA ZTSEUA FRrERM iR, 5
g, X FEERME, AA barbican SEAIERE XM HEBHERKMEE, MM
SRR HA R E,

1.2.1. EBEZ NN EHLH!

&R LUK Barbican I— N EBIBCE N ER S NaER. TRE, BoilEREEH 2RI Bk, &1
ALEEFS NI BN, WRIE RFERS, NIZIBR secret FF# HERERIRINGEH,

Blan, & LU Barbican BCE 0 A T S ANBRFN PKCS#1 4. SR Simple crypto & h 2B ERIA
H, MrETEERERZER. ARG, Ea LB PKCS#11 1ZE Ni%Ul B M E %L /5 ik K18 E WP LI
B {#F PKCS#1 5.

IMREREFIBEFER, &0 LS R EIREN 2 BEIMESE I RE TU B N EIRN R RIE T
F. ALk, |B# secret AILLES IBEIRGRRIRIA, M secret NFHEEHNE2RBEINGHT,

1.3. BB R HEIESR

ZEE OpenStack Key Manager, B4 barbican IRFSAIB—NAESXH, FHERTINRIME X ER

ERE overcloud, A, EALUSEFRINE creator B, LIOIEFYHEE barbican secret, ZHEGI|&
1E barbican F{R7F secret IINBHIE,
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LESRFR R barbican BZiE 7 {# FH simple_crypto Fif, 124 7T Hth/SiH, 20 PKCS#I1 FTE
AENEE, UARARM heat BERXHE, EFBURTFHER HSM, FXH KMIP,
Hashicorp Vault #1 DogTag & Hh 5.

-

AR

e overcloud BEREMIZIT

pi% &2
1. £ undercloud Tk, 7 barbican fJE—/MNAE ST,

$ cat /home/stack/templates/configure-barbican.yaml
parameter_defaults:
BarbicanSimpleCryptoGlobalDefault: true

BarbicanSimpleCryptoGlobalDefault 3t i 4% & h £ BEIAIEH.
1A BT LATE P ST R AR N LA T 326 301
e BarbicanPassword - */y barbican iR &5k LB BT,

e BarbicanWorkers - i%{& barbican::wsgi::apache 8 worker #{&, BIAFEA "%
{::processorcount}’,

e BarbicanDebug - /& i,

e BarbicanPolicies - & Y. Z 7} barbican BEeEMISKIE, {FAKA(E, 40 : { barbican-
context_is_admin: { key: context_is_admin, value: 'role:admin’ } }.JA/5, LtbZB RN
%l /etc/barbican/policy.json i, FEN T HRFEA N AR

e BarbicanSimpleCryptoKek - #0R:& 515 E B HINE B H(KEK), NIHA director & EEHM
BEEH(KEK),

2. 7£ openstack overcloud deploy %45 R T X, TAMBIASHRZ RN AE, &
RIS -

® /usr/share/openstack-tripleo-heat-templates/environments/services/barbican.yaml

® /usr/share/openstack-tripleo-heat-templates/environments/barbican-backend-simple-
crypto.yaml

® /home/stack/templates/configure-barbican.yaml

3. EFTZITEREMA, MERNAIERERE

$ openstack overcloud deploy \
--timeout 100\
--templates /usr/share/openstack-tripleo-heat-templates \
--stack overcloud \
--libvirt-type kvm \
--ntp-server clock.redhat.com \
-e /home/stack/containers-prepare-parameter.yaml \
-e /home/stack/templates/config_Ilvm.yaml \
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-e /usr/share/openstack-tripleo-heat-templates/environments/network-isolation.yaml \

-e /home/stack/templates/network/network-environment.yaml \

-e /home/stack/templates/hostnames.yml \

-e /home/stack/templates/nodes_data.yaml\

-e /home/stack/templates/extra_templates.yaml \

-e /home/stack/container-parameters-with-barbican.yaml \

-e /usr/share/openstack-tripleo-heat-templates/environments/services/barbican.yaml \

-e /usr/share/openstack-tripleo-heat-templates/environments/barbican-backend-simple-
crypto.yaml\

-e /home/stack/templates/configure-barbican.yaml \

--log-file overcloud_deployment_38.log

4. ¥% creator BEM id :

openstack role show creator

+ + +

| Field | Value |

+ + +

| domain_id | None |

|id | 4€9¢c560c6f104608948450fbf316f9d7 |
| name | creator |

+ + +

BRIEZREE T OpenStack Key Manager (barbican), BIEFASEE fIEHE AE,

5 MAFSERER GIEE ABFIEEMEXUIBE, EAHIH, project_a UiE /&N usert YA
Fl creator B :

I openstack role add --user user1 --project project_a 4e9c560c6f104608948450fbf316f9d7
1. Q% test secret, 5140 :

$ openstack secret store --name testSecret --payload 'TestPayload'

+ + +

| Field | Value |

+ + +

| Secret href | https://192.168.123.163/key-manager/v1/secrets/4cc5ffe0-eea2-449d-9e64-
b664d574be53 |

| Name | testSecret |

| Created | None |

| Status | None |

| Content types | None |

| Algorithm | aes |

| Bit length | 256 |

| Secret type | opaque |

| Mode | cbc |

| Expiration | None |

+ + +
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2. FORIEN|F QM secret B M E; :

openstack secret get https://192.168.123.163/key-manager/v1/secrets/4cc5ffe0-eea2-449d-
9e64-b664d574be53 --payload

+ + +
| Field | Value |
+ + +
| Payload | TestPayload |
+ + +

1.4. EERIAEIEZ RIS
barbican {5 FA SRB& A E SO UFWRLE B P 5T secret HUTIRME, MOARINSKHIBREREH, oUHEIXLeiREl, 2@l

BIEH BIEEHE 2 keystone T H A BMETE barbican WERIR, Hitb, SEAXLETEABKETSIK
BN R A barbican F R,

MARBRERBHAEL, BEFTTEEMER, MREBEHTENER, EIUERMMEHRNINERSEE
BRKEE, MRNEBIAKBHAITTER, HFEEKFEEFRIME, HESLERPMARIHIE
openstack-barbican-api &23.

AR

® OpenStack Key Manager B 28 21T

ik
1. ERENLIEREIEEKE podman :

podman login
username. *kkkkkkk
password « kkkkkkkk

2. HIHY openstack-barbican-api &%5 :

podman pull \
registry.redhat.io/rhosp-rhel8/openstack-barbican-api:17.1

3. EHRTTFB TP LRSS -

podman run -it \
registry.redhat.io/rhosp-rhel8/openstack-barbican-api:17.1 \
oslopolicy-policy-generator \

--namespace barbican > barbican-policy.yaml

gk
#i & barbican-policy.yaml XX, LU barbican ERAMEKRE. ZREHENTRANAGBLE, i€
Y A5 secret #l secret TTHIBH TR E., A B DA RFE S BREBERGXLENR
admin
admin BRI LIEFMAUIE AIELE. A1, ZREEFMIER secret,
==y
creator AEAILULER, OIR, JwiEAIMBRAL T 02 SEHRIIE R secret,

10
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Observer
observer & R BE1EY secret,
audit
audit A RESLEGTEIE,. audit ABIIEAILE secret,

BN, THZRBHHET ZENTIER admin, M2 2350 GIEHE Keystone A 1 1HEER, 1HER, Bl
4 HEE T role:admin. role:observer F1 role:creator YR :

#
#"admin": "role:admin"

#
#"observer": "role:observer"

#
#"creator": "role:creator"

XA B ] LUET barbican DHE—#2, 40, #57E admin_or_creator BIFLN| AT A El rule:admin
=X rule:creator B i,

EXHHITE, & secret:put #1 secret:delete &1/F, EEAN, FERILABEEFHITIXLERERNI
PR, ELLT B4, secret:delete xR HE admin F1 creator & &K 7t F EEMIFR secret £H. 4, %

HUN4E 1% 51 B B9 admin =X creator & & AR F B LU BRZ 50 B REHL %, W8 EECH
secret_project_match FNIE X, ZHNHESIERBEHE L,

I secret:delete": "rule:admin_or_creator and rule:secret_project._match"

1
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25 2 = {#F OPENSTACK KEY MANAGER (BARBICAN) &2
SECRET 1% 41,

& B LA#E A OpenStack Key Manager fllE. BEETFNMER secret MINB B, LA LS AR E N %
EA#] barbican #EE. BIUEER 5 INEEEAF barbican #IEE,

2.1. && SECRET

EHE secret IR, 151E1T openstack secret list 555, FIRFPTIE URI. &5, RBEMEMEX
secret BIf§ &,

pii% &2
o HE secret IR :

$ openstack secret list

+ +--mm-- et
+ + + + + +
Fommmmmmmees +
| Secret href | Name | Created | Status
| Content types | Algorithm | Bit length | Secret type | Mode | Expiration |
+ +--mm-- et
+ + + + + +
Fommmmmmmees +

| https://192.168.123.169:9311/v1/secrets/24845e6d-64a5-4071-ba99-0fdd1046172e | None |
2018-01-22T02:23:15+00:00 | ACTIVE | {u'default’: u'application/octet-stream'} | aes |
256 | symmetric | None | None |

+ +----- Fommmmmm e
+ + + + + +
Fommmmmmee- +
2.2. 0|# SECRET

Z 02 secret, 1HIZ1T openstack secret store @4, FHIEE secret WEZFRLLK secret B payload (7]
%) .

it =

12

o & secret, 40 :

$ openstack secret store --name testSecret --payload 'TestPayload'

+ + +

| Field | Value |

+ + +

| Secret href | https://192.168.123.163:9311/v1/secrets/ecc7b2a4-f0b0-47ba-b451-
0f7d42bc1746 |

| Name | testSecret |

| Created | None |

| Status | None |

| Content types | None |
| Algorithm | aes |
| Bit length | 256 |
| Secret type | opaque |
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| Mode | cbc |
| Expiration | None |
+ + +

2.3. 7 SECRET HiRinB s %

BT LB S secret BT E (FRIIER secret 4) , (BRNREELREREARNENERTUET
secret, NIF8EETLUE F openstack secret update #3455 @ ERINA R 713,

it =

e 1f secret PIRINBER M :
$ openstack secret update https://192.168.123.163:9311/v1/secrets/ca34a264-fd09-44a1-

8856-c6e7116¢c3b16 'TestPayload-updated'
$

2.4. kR SECRET

EffkR secret, 11217 openstack secret delete 5 F 5 7E secret URI,

it =

o FEMIEEH URI IR secret :
$ openstack secret delete https://192.168.123.163:9311/v1/secrets/ecc7b2a4-f0b0-47ba-

b451-0f7d42bc1746
$

2.5. £ RN FREEEA

BRI, 156 order create iy, AR EIATEETE barbican 1, AfE, AR LU FRERH
FFHELE(ES, W nova BEELINEEF swift KT RINEE,

AR

® OpenStack Key Manager B &% 3i217

Pt =
1. {EF IRFERIE 39 HIRTEE barbican B, 4 EX 256 (12557, 40 :

$ openstack secret order create --name swift_key --algorithm aes --mode ctr --bit-length 256
--payload-content-type=application/octet-stream key

+ + +

| Field | Value |

+ + +

| Order href | https://192.168.123.173:9311/v1/orders/043383fe-d504-42cf-a9b1-
bc328d0b4832 |

| Type | Key |

| Container href | N/A |
| Secret href | None |
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| Created | None |

| Status | None |

| Error code | None |

| Error message | None |

+ + +

ZA AT LAME A —-mode 1T £ I B IR E HERFERN, M ctr = cbe, MEFEELESR,
THS[H NIST SP 800-38A,

2. AFFHIFTERBYMERNINFFE, 40 Secret href (HAf7= :

$ openstack secret order get https://192.168.123.173:9311/v1/orders/043383fe-d504-42cf-
a9b1-bc328d0b4832

+ + +

| Field | Value |

+ + +

| Order href | https://192.168.123.173:9311/v1/orders/043383fe-d504-42cf-a9b1-
bc328d0b4832 |

| Type | Key |

| Container href | N/A |
| Secret href | https://192.168.123.173:9311/v1/secrets/efcfec49-b9a3-4425-a9b6-

5ba69cb18719 |
| Created | 2018-01-24T04:24:33+00:00 |
| Status | ACTIVE |

| Error code | None |
| Error message | None |
+ + +

3. 3 secret BITENE :

$ openstack secret get https://192.168.123.173:9311/v1/secrets/efcfec49-b9a3-4425-a9b6-

5ba69cb18719

+ + +

| Field | Value |

+ + +

| Secret href | https://192.168.123.173:9311/v1/secrets/efcfec49-b9a3-4425-a9b6-
5ba69cb18719 |

| Name | swift_key |

| Created | 2018-01-24T04:24:33+00:00 |
| Status | ACTIVE |

| Content types | {u'default’: u'application/octet-stream'’} |
| Algorithm | aes |

| Bit length | 256 |

| Secret type | symmetric |

| Mode | ctr |

| Expiration | None |

+ + +

2.6. &40 T AN 23 hN 2R B 4

BEOEEMMBRINBRRY, 984 3E KEK Y barbican.conf X4 &R RIRL LB, REEH
barbican #3E%,

14
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BF

ORI BB ERINN secret MBEHN ST, MREBELN secret £ T —NEEA, 1HEBGT
MR B EH S R FHF B IR E B EA,

AR
® OpenStack Key Manager B &% 3217

o BHE-IMREMLMLAERT KEK &2

pi% &2
1. £ overcloud £, “REFH 256 (I BB HHIFIFEHZMETE barbican & :

(overcloud) [stack@undercloud-0 ~]$ openstack secret order create --name swift_key --
algorithm aes --mode ctr --bit-length 256 --payload-content-type=application/octet-stream key

+ + +

| Field | Value |

+ + +

| Order href | http://10.0.0.104:9311/v1/orders/2a11584d-851c-4bc2-83b7-35d04d3bae86 |
| Type | Key |

| Container href | N/A |

| Secret href | None |

| Created | None |

| Status | None |

| Error code | None |

| Error message | None |

+ + +

2. BN secret :

(overcloud) [stack@undercloud-0 ~]$ openstack secret store --name testSecret --payload

"TestPayload'

+ + +

| Field | Value |

+ + +

| Secret href | http://10.0.0.104:9311/v1/secrets/93f62cfd-e008-401f-be74-bf057¢c88b04a |
| Name | testSecret |

| Created | None |

| Status | None |

| Content types | None |

| Algorithm | aes |

| Bit length | 256 |

| Secret type | opaque |

| Mode | cbc |

| Expiration | None |

+ + +

3. HHIAGIE T testsecret :

(overcloud) [stack@undercloud-0 ~]$ openstack secret list

-+ + + + + + +

15
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| Secret href | Name | Created | Status |
Content types | Algorithm | Bit length | Secret type | Mode | Expiration |
+ + +

-+ + + + + + +

| http://10.0.0.104:9311/v1/secrets/93f62cfd-e008-401f-be74-bf057c88b04a | testSecret |
2018-06-19T18:25:25+00:00 | ACTIVE | {u'default’: u'text/plain'} | aes | 256 |
opaque | cbc | None |

| http://10.0.0.104:9311/v1/secrets/f664b5cf-5221-47e5-9887-608972a5fefb | swift_key |
2018-06-19T18:24:40+00:00 | ACTIVE | {u'default’: u'application/octet-stream'} | aes |
256 | symmetric | ctr | None |

+ + +

4. 885 3F KEK By barbican.conf X424 RL £t IAI B

5. %% controller-0 7 s F 23R barbican FE &S :

[tripleo-admin@controller-0 ~]$ sudo grep -r "barbican::db::mysql::password"
/etc/puppet/hieradata

/etc/puppet/hieradata/service_configs.json: "barbican::db::mysql::password":
"seDJRsMNRrBdFryCmNUEFPPev",

G

RAEHRF barbican B} 7] barbican #3EZE, EIk, FEE barbican A Bigk &
2R E IR,

6. %17 barbican ¥IE%E :

[tripleo-admin@controller-0 ~]$ mysqgldump -u barbican -
p"seDJRsMNRrBdFryCmNUEFPPev" barbican > barbican_db_backup.sql

7. IEHIEE D RS FETE /home/tripleo-admin & :

[tripleo-admin@controller-0 ~]$ Il
total 36
-rw-rw-r--. 1 tripleo-admin tripleo-admin 36715 Jun 19 18:31 barbican_db_backup.sql

8. 7f overcloud £, MR~ BIGIEM secret, HRILEEIIEREAFABEAE :

(overcloud) [stack@undercloud-0 ~]$ openstack secret delete
http://10.0.0.104:9311/v1/secrets/93f62cfd-e008-401f-be74-bf057c88b04a
(overcloud) [stack@undercloud-0 ~]$ openstack secret delete
http://10.0.0.104:9311/v1/secrets/f664b5cf-5221-47e5-9887-608972a5fefb
(overcloud) [stack@undercloud-0 ~]$ openstack secret list

(overcloud) [stack@undercloud-0 ~]$

2.7. M50 B ik & AT BB 0N 28 0 B B 4
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%5 2% {81/l OPENSTACK KEY MANAGER (BARBICAN)ZEH SECRET f1#%,

EMNEHDHIRE barbican #3EZE, iEF A barbican f{PRZEFH Controller T, k& barbican #iE
E, BEMNEFRHRIRE KEK, EER&D 4% S barbican.conf 34,

AR

it

OpenStack Key Manager B &% #i217

#% 7 barbican.conf SX{EF] barbican 2B ZEMINA %15

5% controller-0 17 &=, feEHHIZS E2F A barbican #iE%E, HIZF X barbican A )
[RIFYRR, LAk S $3EE -

[tripleo-admin@controller-0 ~]$ mysq|l -u barbican -p"seDJRsMNRrBdFryCmNUEFPPev"
Welcome to the MariaDB monitor. Commands end with ; or \g.

Your MariaDB connection id is 3799

Server version: 10.1.20-MariaDB MariaDB Server

Copyright (c) 2000, 2016, Oracle, MariaDB Corporation Ab and others.
Type 'help;' or "\h' for help. Type "\c' to clear the current input statement.

MariaDB [(none)]> SHOW DATABASES;

e +
| Database |
e +
| barbican |
| information_schema |
e +

2 rows in set (0.00 sec)

MariaDB [(none)]> exit
Bye
[tripleo-admin@controller-0 ~]$

2. [EDP R E E barbican 3B E -

[tripleo-admin@controller-0 ~]$ sudo mysql -u barbican -
p"seDJRsMNRrBdFryCmNUEFPPev" barbican < barbican_db_backup.sql
[tripleo-admin@controller-0 ~]$

3. FREZEISPHIXEZEE barbican.conf XX 14,

e 7f overcloud £, IEN secret EEEMRINIKE :

(overcloud) [stack@undercloud-0 ~]$ openstack secret list

+ + +

-+ + + + + + +

------ +

| Secret href | Name | Created | Status |
Content types | Algorithm | Bit length | Secret type | Mode | Expiration |

+ + +

17
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-+ + + + + + +

------ +
| http://10.0.0.104:9311/v1/secrets/93f62cfd-e008-401f-be74-bf057c88b04a | testSecret |
2018-06-19T18:25:25+00:00 | ACTIVE | {u'default’: u'text/plain'} | aes | 256 |

opaque | cbc | None |

| http://10.0.0.104:9311/v1/secrets/f664b5cf-5221-47e5-9887-608972a5fefb | swift_key |
2018-06-19T18:24:40+00:00 | ACTIVE | {u'default’: u'application/octet-stream'} | aes |
256 | symmetric | ctr | None |

(overcloud) [stack@undercloud-0 ~]$



%5 3 % ¥ OPENSTACK KEY MANAGER (BARBICAN) S % 28 H (HSM)i & £k

28 3 = Y OPENSTACK KEY MANAGER (BARBICAN) 54 & £
EHL(HSM) X & 5 iR

fH1&8H Red Hat OpenStack Platform 8B S EHRLBER(HSM)IZEERK, LAMFEAETFEGINZELE

ERBEREINN, HEITRI OpenStack Key Manager 5 HSM & &S, B FEFE—1N 209

BRBFHSM & &, HEBEINSD, HEFTREMIBZENETMEAmE KR,

3.1. 5 OPENSTACK KEY MANAGER (BARBICAN)S ATOS HSM =%

E T PKCS# FiR5 &M Trustway Proteccio Net HSM & &K, 1HFERASHOUIBE— N EREXXH, LUFE
FA HSM %3 barbican, fERILLET1E atos_hsms SE T HFH N HZ A HSM EE A HA,

y

BIAERT, HSM &REAILUE 32 M AERE, MREETXNEF, BEEE PKCS#N & iRH
MRFER, BT EEERE, WTAx:

o FMEHIZRERE — 1 barbican-api #1— barbican-worker 72,
e &/ Barbican API #7281 N Apache worker #1147 - (Hd N il CPU I E) .
o F worker #E —MEI HSM B,

&1 barbican-worker F12&3HE — NS EIBERERE., KA LUFER BarbicanWorkers heat S#(E L&
A API #F2H) Apache worker 12, EKINTERT, Apache worker 3 E5 CPU #ELEL,

B, MREH=/NLREIZE, SNERISEE 32 MK, NIE N EE2S EB Barbican APIfEHH 32
Apache worker, Eth, —PREIBRAMFERTA 32 HSM %, Jdtaitb&m, EREVENT REE/N
Barbican Apache worker B9#t=., 1EAfI4, ¥ BarbicanWorkers i%iE ) 10, LAERTA =/12HI23E08E
5 A HSM #1710 N & EE,
ARG

o}y Atos HSM 12 EH IS ISR IFE HTTPS AR%S 25

3 3.1. HTTPS BR55 2R L9 44

File Example HiRft

Proteccio & F IR 1ISO i X Protecciol.09.05.iso HSM Vendor

%

SSL ARZ5 88 UEH proteccio.CRT HSM & 7}

SSL &P ik $ client.CRT HSM B2 7}

SSL & imE clientKEY HSM B2 7}
ik

1. i Barbican fl|# configure-barbican.yaml A5 X4 FH R INA TS -

I parameter_defaults

19
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BarbicanSimpleCryptoGlobalDefault: false
BarbicanPkcs11CryptoGlobalDefault: true
BarbicanPkcs11CryptoLogin: ********
BarbicanPkcs11CryptoSlotld: 1
ATOSVars:
atos_client_iso_name: Proteccio1.09.05.iso
atos_client_iso_location: https://user@PASSWORD:example.com/Proteccio1.09.05.iso
atos_client_cert_location: https://user@PASSWORD:example.com/client. CRT
atos_client_key_location: https://user@PASSWORD:example.com/client. KEY
atos_hsms:
- name: myHsm1
server_cert_location: https://user@PASSWORD:example.com/myHsm1.CRT
ip: 192.168.1.101
- name: myHsm2
server_cert_location: https://user@PASSWORD:example.com/myHsm2.CRT
ip:ip: 192.168.1.102

atos_hsms Z#EXX T os_hsm_ip_address # atos_server_cert_location £
S, XS EUITTE LT BIRR A B 4R

&K 3.2. Heat &

2 &

BarbicanSimpleCryptoGlobalDefault XE—MNMa/RE, ATFHAE simplecrypto 24
HEBERIME

BarbicanPkcs11GlobalDefault XE—NMERE, BTFHE PKCS#11 252
ISLIVINIER

BarbicanPkcs11CryptoSlotld Barbican f# FABIREL HSM HYIEHE 1D,

ATOSVars

atos_client_iso_name Atos B IREE 1ISO I, X MEWFS
atos_client_iso_location 2% URL IR
B I Eg,

atos_client_iso_location URL, GERF LB, BATIEE Proteccio

Z IS 1ISO BRI HTTPS BRSS 2R ALE.

atos_client_cert_location ¥§7E SSL B imiEFHY HTTPS fRSS 23 B
URL, SR EMEE,

atos_client_key_location IE7E SSL B IR BAR HTTPS RS BAIEM
URL, SERFEMBE, Xiig ERE i
I BT B 24,

20



55 3 ZF & OPENSTACK KEY MANAGER (BARBICAN) 51 #& £ EH (HSM)i% &£

SH H
atos_hsms 18 HSM B9 FR, IEBALER IP #hik By —4 sk

%N HSM FIR, HEERNRPEE LD HSM
i, Barbican WA #E& S A HItEE HSM,

2. EEHEMESHEEEE L configure-barbican.yaml, barbican.yaml #1%1 %} ATOS B barbican-
backend-pkcs11-atos.yaml IMEICH, LUK S ERERRBEMREMEME S :

$ openstack overcloud deploy \

--timeout 100 \

--templates /usr/share/openstack-tripleo-heat-templates \

--stack overcloud \

--libvirt-type kvm \

--ntp-server clock.redhat.com \

-e /home/stack/containers-prepare-parameter.yaml \

-e /home/stack/templates/config_lvm.yaml \

-e /usr/share/openstack-tripleo-heat-templates/environments/network-isolation.yaml \

-e /home/stack/templates/network/network-environment.yaml \

-e /home/stack/templates/hostnames.yml \

-e /home/stack/templates/nodes_data.yaml\

-e /home/stack/templates/extra_templates.yaml \

-e /usr/share/openstack-tripleo-heat-templates/environments/services/barbican.yaml \

-e /usr/share/openstack-tripleo-heat-templates/environments/barbican-backend-pkcs11-
atos.yaml \

-e /home/stack/templates/configure-barbican.yaml \

--log-file overcloud_deployment_with_atos.log

1. BIEENN secret :

$ openstack secret store --name testSecret --payload 'TestPayload'

+ + +

| Field | Value |

+ + +

| Secret href | https://192.168.123.163/key-manager/v1/secrets/4cc5ffe0-eea2-449d-9e64-
b664d574be53 |

| Name | testSecret |

| Created | None |

| Status | None |

| Content types | None |

| Algorithm | aes |

| Bit length | 256 |

| Secret type | opaque |

| Mode | cbc |

| Expiration | None |

+ + +

2. KeFRIENIF B secret 9B M E; :

I openstack secret get https://192.168.123.163/key-manager/v1/secrets/4cc5ffe0-eea2-449d-
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9e64-b664d574be53 --payload

+ + +
| Field | Value |
+ + +
| Payload | TestPayload |
+ + +

3.2. i OPENSTACK KEY MANAGER (BARBICAN)S THALES LUNA
NETWORK HSM &5

E I PKCS#11 [Gi%5 Thales Luna Network HSM i% & £ A T E FEERMB IR, 15E A Ansible £
BIEIEHI2R £ T EFHREE Thales Luna B IR, FHOIE— Key Manager BB E X EHE I ETE LK
HSM IP #4E1E,

ARG
® /j Thales Luna Network HSM R4t/ B4 B2 BRI HTTPS BRS5 23

o HINVFEIELYEH zip IR HIRM T Luna Network HSM & F R4

it =

1. 7f director EZ % ansible-role-lunasa-hsm A& :

I sudo dnf install ansible-role-lunasa-hsm

2. N Key Manager (barbican)fllZ— configure-barbican.yaml IfE x4, FHiR%EETEIL
BB

parameter_defaults:
BarbicanPkcs11CryptoMKEKLabel: "barbican_mkek_0"
BarbicanPkcs11CryptoHMACLabel: "barbican_hmac_0"
BarbicanPkcs11CryptoLogin: "$PKCS_11_USER_PIN"
BarbicanPkcs11CryptoGlobalDefault: true
LunasaVars:
lunasa_client_tarball_name: 610-012382-014_SW_Client_ HSM_6.2_RevA.tar.zip
lunasa_client_tarball_location: https://user:$PASSWORD@http-
server.example.com/luna_software/610-012382-014_SW_Client HSM_6.2_RevA.tar.zip
lunasa_client_installer_path: 610-012382-
014 _SW _Client. HSM_6.2_RevA/linux/64/install.sh
lunasa_hsms:
- hostname: luna-hsm.example.com
admin_password: "$HSM_ADMIN_PASSWORD"
partition: myPartition1
partition_serial: 123456789

&K 3.3.Heat ¥

SH fE
BarbicanSimpleCryptoGlobalDefault XE—MNa/RE, AFHRE simplecrypto @& N
2RBIME.
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55 3 ZF & OPENSTACK KEY MANAGER (BARBICAN) 51 #& £ EH (HSM)i% &£

¥

BarbicanPkcs11GlobalDefault

BarbicanPkcs11CryptoTokenLabel

BarbicanPkcs11CryptoLogin

lunasa_client_tarball_name

lunasa_client_tarball_location

lunasa_client_installer_path

lunasa_client_rotate_cert

lunasa_client_working_dir

lunasa_hsms

11

XE—NMERME, ATFHRE PKCS#I 2B NERE
LU NINER

MEBE—NHSM, NISHWERDRIRE, 0
RIFEHANHZE N X2 EER HA, NXZ2EE
R HA AR,

AFEFI HSM By PKCS#11 B3fY, B HSM &8

AR,

LunasaVar

Luna ¥4 tarball B9E& 5,

$87E Luna ¥ tarball B9 HTTPS ARSI B
URL,

| zipped tarball 1 #4 install.sh BIARIEEE,

(AT3%) 3% true B, JFEMRITE S IHIE
B AMIEIES, BA : false

(RI%t) Controller TP R TYEE 5, Default:
/tmp/lunasa_client_install

87 name, hostname, admin_password,
partition, # partition FFISH— % P HSM
k., HEXMNIKHPEELZN HSMES, B
Barbican Bgi& HSM LUSLHl i o] A,

3. EHESSHEEBTE L configure-barbican.yaml #[1 Thales 45 E#) barbican-backend-
pkcs1i-llunasa.yaml IMEXX M, AR SERZENERBMERIE MR

$ openstack overcloud deploy --templates \

-e /usr/share/openstack-tripleo-heat-templates/environments/services/barbican.yaml \
-e /usr/share/openstack-tripleo-heat-templates/environments/barbican-backend-pkcs11-

lunasa.yaml\

-e /home/stack/templates/configure-barbican.yaml \
--log-file overcloud_deployment_with_luna.log

3.3. §§ OPENSTACK KEY MANAGER (BARBICAN)5S ENTRUST NSHIELD

CONNECT XC HSM &5

BT PKCS#1 TR 5 RB Entrust nShield Connect XC HSM £, 1% #F Ansible B &7E Controller £
T FZRE Entrust B iREE, FOIE— Barbican EgE X4 EH B ESTiE XA HSM IP F1EiE,
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AR

it

24

® }j Entrust nShield Connect XC 124t/ A4 BB TLR T HTTPS RS 25,

. i Barbican fl|# configure-barbican.yaml I 5304, FHRMFETFEHIMENSE, EALUT

Fr TR pB)

parameter_defaults:
VerifyGlanceSignatures: true
SwiftEncryptionEnabled: true
BarbicanPkcs11CryptoLogin: 'sample string'
BarbicanPkcs11CryptoSlotld: '492971158"
BarbicanPkcs11CryptoGlobalDefault: true
BarbicanPkcs11CryptoLibraryPath: /opt/nfast/toolkits/pkcs11/libcknfast.so’
BarbicanPkcs11CryptoEncryptionMechanism: 'CKM_AES_CBC'
BarbicanPkcs11CryptoHMACKeyType: 'CKK_SHA256_HMAC'
BarbicanPkcs11CryptoHMACKeygenMechanism:
'CKM_NC_SHA256_ HMAC_KEY_GEN'

BarbicanPkcs11CryptoMKEKLabel: 'barbican_mkek_10'
BarbicanPkcs11CryptoMKEKLength: '32'
BarbicanPkcs11CryptoHMACLabel: 'barbican_hmac_10'
BarbicanPkcs11CryptoThalesEnabled: true
BarbicanPkcs11CryptoEnabled: true
ThalesVars:

thales_client_working_dir: /tmp/thales_client_install

thales_client_tarball_location: https://your server/CipherTools-linux64-dev-12.40.2.t1gz

thales_client_tarball_name: CipherTools-linux64-dev-12.40.2.tgz

thales_client_path: linux/libc6_11/amd64/nfast

thales_client_uid: 42481

thales_client_gid: 42481

thales_km_data_location: https://your server/kmdata_post_card_creation.tar.gz

thales_km_data_tarball_name: kmdata_post_card_creation.tar.gz

thales_rfs_server_ip_address: 192.168.10.12

thales_hsm_config_location: hsm-C90E-02E0-D947

nShield _hsms:

- name: hsm-name.example.com
ip: 192.168.10.10
thales_rfs_user: root
thales_rfs_key: |

resource_registry:
OS::TripleO::Services::BarbicanBackendPkcs11Crypto: /home/stack/tripleo-heat-
templates/puppet/services/barbican-backend-pkcs11-crypto.yaml

&K 3.4.Heat 3

B {E
BarbicanSimpleCryptoGlobalDefault XE—N/R{E, FATFHE simplecrypto @4
Pk L VINIER



55 3 ZF & OPENSTACK KEY MANAGER (BARBICAN) 51 #& £ EH (HSM)i% &£

¥

BarbicanPkcs11GlobalDefault

BarbicanPkcs11CryptoSlotid

BarbicanPkcs11CryptoMKEKLabel

BarbicanPkcs11CryptoHMACLabel

thales_client_working_dir

thales_client_tarball_location

thales_km_data_tarball_name

thales_rfs_key

i1

XB—NM/RME, BTFHEPKCSHI1 25 e
ISEINIER

Barbican {# A EL HSM BI1EHE 1D,

e SEE Y HSM FR A BRI mKEK B9 R,
director XN ZFRIE HSM H 01|22 L %557,

L SEE L HSM AR Y HMAC 2RI FR.
director XN EFRIE HSM H 0122 Lt #55A,

ThalesVars

F3 78 SRl TE B 3.

FEFE Entrust BRI HTTPS BRSS 25 GBI URL,

Entrust F4 tarball BO&FR,

BT IHRENS RFS BRS5 230 SSH iEEFRE, B
BRI RFS ARSS 22BN ZEH,

2. & BT X configure-barbican.yaml IAE324F, LL&% barbican.yaml # Thales 45 &€/
barbican-backend-pkcs11-thales.yaml IA5E 3 F, LLX%iz1T openstack overcloud deploy #p

S EERR M EMRR

$ openstack overcloud deploy \

--timeout 100 \

--templates /usr/share/openstack-tripleo-heat-templates \

--stack overcloud \
--libvirt-type kvm \

--ntp-server clock.redhat.com \

-e /home/stack/containers-prepare-parameter.yaml \

-e /home/stack/templates/config_Ilvm.yaml \

-e /usr/share/openstack-tripleo-heat-templates/environments/network-isolation.yaml \

-e /home/stack/templates/network/network-environment.yaml \

-e /home/stack/templates/hostnames.yml \

-e /home/stack/templates/nodes_data.yaml\

-e /home/stack/templates/extra_templates.yaml \

-e /usr/share/openstack-tripleo-heat-templates/environments/services/barbican.yaml \
-e /usr/share/openstack-tripleo-heat-templates/environments/barbican-backend-pkcs11-

thales.yaml \

-e /home/stack/templates/configure-barbican.yaml \
--log-file overcloud_deployment_with_atos.log

1. BUEENN secret :
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$ openstack secret store --name testSecret --payload 'TestPayload'

+ + +

| Field | Value |

+ + +

| Secret href | https://192.168.123.163/key-manager/v1/secrets/4cc5ffe0-eea2-449d-9e64-
b664d574be53 |

| Name | testSecret |

| Created | None |

| Status | None |

| Content types | None |

| Algorithm | aes |

| Bit length | 256 |

| Secret type | opaque |

| Mode | cbc |

| Expiration | None |

+ + +

2. FORIEN|F AR secret OB M :

openstack secret get https://192.168.123.163/key-manager/v1/secrets/4cc5ffe0-eea2-449d-
9e64-b664d574be53 --payload

+ + +
| Field | Value |
+ + +
| Payload | TestPayload |
+ + +

3.3.1. {8 Entrust nShield Connect B9 #3974

HTE, EBALUETIEEAM HSM BEZHTE Entrust nShield Connect HSMs L2 i =, HHHZN
HSM i, &SEBAEHEE,

XDINEEFE LR ATIRARE N ERATUTRME, REARABTEXRF. BRNATFIK, FNBBEES
HiE,

BABRARTAENESER, HSHESCHEITHER.
i =
e LRy Entrust nShield Connect HSM EZi& name # ip 280, BESMNIERAAERE -
parameter_defaults:
ThalesVars:
nshield_hsms:
- name: hsm-name1.example.com
ip: 192.168.10.10

- name: hsm-namz2.example.com
ip: 192.168.10.11

3.4. 2 MKEK #1 HMAC 23%H
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55 3 ZF & OPENSTACK KEY MANAGER (BARBICAN) 51 #& £ EH (HSM)i% &£

&R LAME A director BHTRIDFE MKEK #1 HMAC B$H,

% .
B F Barbican BRI, MKEK #1 HMAC E B #HREIMZEHZEE,

pi
. EREBNEXHERRMU TS :
I BarbicanPkcs11CryptoRewrapKeys: true
2. B MKEK #l HMAC 8 ERIFRZE, a0, BNRMEEIPRZEES AT RM -

BarbicanPkcs11CryptoMKEKLabel: 'barbican_mkek_10'
BarbicanPkcs11CryptoHMACLabel: 'barbican_hmac_10'

& LGB A (E SR B SR

BarbicanPkcs11CryptoHMACLabel: 'barbican_hmac_11'

ﬁ -
Y REEB HMAC FEAKE,

3. {#H director EFTERELLES, director 1027 MKEK #1 HMAC iMCMEH R B FE, AROIE
e, 4, R BarbicanPkcs11CryptoRewrapKeys S#i%& ) True, director 21
barbican-manage hsm pkek_rewrap EE# T2 E A pKEK,

I BarbicanPkcs11CryptoMKEKLabel: 'barbican_mkek_11'
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5 4 = N5 IE OPENSTACK RS

& A LUE A barbican EMNFEFLIEZ D Red Hat OpenStack Platform AR5, #0 Block Storage (cinder)
MBRBE, REFHEEHEMR. Object Storage (swift)Xf &R H Image Service (glance) ik,

BF

Nova EEREAMEILINBENSE (RKRME) . RE, EREFILEFRES
Compute 77 5,

AafbiRSiEm

o FAEBRFEOIEEMET mMENBRIERS EHREIEMEESHE, FI0
/etc/cinder/cinder.conf. B231bLIRSS BI04,

o NEFMARFLITNEEXH. EREHRRE, BERHERERK,
R, NRLIERERILIRS, 1EEH /var/lib/config-data/puppet-generated/ IR & 3T
%, BTERHEER.
flan :
o keystone: /var/lib/config-data/puppet-generated/keystone/etc/keystone/keystone.conf
o cinder: /var/lib/config-data/puppet-generated/cinder/etc/cinder/cinder.conf

o nova: /var/lib/config-data/puppet-generated/nova_libvirt/etc/nova/nova.conf

ERASREENARN.

4.1. in% OBJECT STORAGE (SWIFT) AT-REST %/ &

EINER T, L£fZEl Object Storage (swift) BN REFHEERIMBH, Eih, ATLAMHERGHBE BT
R, NMREMEWEFTICRA EHWBREE, XA RELNE., HHA barbican &, W RFMHERS

(swift) AT LUBERh IN B AN AR BR 121 (at-rest) W R, at-rest MNFE S in-transit MBEARE, CEFME#RE L
5| A AN 2 BINT &R

Swift BUSBIMI A RHUTIXEMBRESS, WRELEE swift lSBIINE, ABEEREL B BohfE
B, INBAERRERBERN(symmetric) BT, ZBRHIFEMETE barbican F,

HER T IMBEFFEERNE swift &8 G, BXEZRAME, EHEEIEUMBRER
fif. FLt, MRFEMTMNE, BIEFITEREN, EEERBRNENERERINEY
JJ:Q

AR

® OpenStack Key Manager B %25 /5 H

it

1. ERAEAE SR 85 SwiftEncryptionEnabled: True 58, AEER
/home/stack/overcloud_deploy.sh E#T;=21T openstack overcloud deploy.
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2. AL swift BESE N{FEE at-rest IN% :

$ crudini --get /var/lib/config-data/puppet-generated/swift/etc/swift/proxy-server.conf pipeline-
main pipeline

pipeline = catch_errors healthcheck proxy-logging cache ratelimit bulk tempurl formpost
authtoken keystone staticweb copy container_quotas account_quotas slo dlo
versioned_writes kms_keymaster encryption proxy-logging proxy-server

HARNSERATMENERE.

4.2. INBIRFFME(CINDER) S

IR AT LAE A barbican EEHEME (cindenN B E 4, HECEFHA LUKS XEEE R R SL 5 BB AL 1T 0
®, S5 S, BHEENAARIESERN ; DIEERA luks (EAINERBOEFTEN, cinder &
HEERRNFREE secret FHEFHETE barbican 1, B FSEHIRS (SKMIMNINFERSE) , nova M barbican
KRB, FIF secret FETEA M Compute 17 52 _EBY Libvirt secret,

it

1. £i217 cinder-volume #1 nova-compute RS589 s £, #IA nova # cinder HEE 1 EMA
barbican H{TEHER :

$ crudini --get /var/lib/config-data/puppet-generated/cinder/etc/cinder/cinder.conf
key_manager backend
castellan.key_manager.barbican_key_manager.BarbicanKeyManager

$ crudini --get /var/lib/config-data/puppet-generated/nova_libvirt/etc/nova/nova.conf
key_manager backend
castellan.key_manager.barbican_key_manager.BarbicanKeyManager

2. QEERAMBNERNR. HECERFEN, TUEXEE X RKEFER :
$ openstack volume type create --encryption-provider

nova.volume.encryptors.luks.LuksEncryptor --encryption-cipher aes-xts-plain64 --encryption-
key-size 256 --encryption-control-location front-end LuksEncryptor-Template-256

+- -+
+
| Field | Value
|
+- -+
+

| description | None

|

| encryption | cipher='aes-xts-plain64', control_location="front-end', encryption_id="9df604d0-
8584-4ce8-b450-e13e6316c4d3', key_size='256',
provider='nova.volume.encryptors.luks.LuksEncryptor' |

|id | 78898a82-8f4c-44b2-a460-40a5da9e4d59

|

| is_public | True

|
| name | LuksEncryptor-Template-256
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3. BE—1#%, HIEEEMEA LuksEncryptor-Template-256 % & :

$ openstack volume create --size 1 --type LuksEncryptor-Template-256 'Encrypted-Test-

Volume'

+ + +

| Field | Value |

+ + +

| attachments [ ] |

| availability_zone | nova |

| bootable | false |

| consistencygroup_id | None |

| created_at | 2018-01-22T00:19:06.000000 |
| description | None |

| encrypted | True |

|id | a361fd0b-882a-46cc-a669-c633630b5¢93 |
| migration_status | None |

| multiattach | False |

| name | Encrypted-Test-Volume |

| properties | |

| replication_status | None |

| size | 1 |

| snapshot_id | None |

| source_volid | None |

| status | creating |

| type | LuksEncryptor-Template-256 |

| updated_at | None |

| user_id | 0e73cb3111614365a144e7f8f1a972af |
+ + +

4 Y secret £ B35 E£ R barbican [Fif,

MRIZAIENZASMEF 25T BEM creator barbican A, MEEZELE, HS
BT RS A aryinaeR .

4. FKEX barbican secret UUID, iX“MEZ7R4E encryption_key_id FE&H,

$ cinder --os-volume-api-version 3.64 volume show Encrypted-Test-Volume

+ + +
|Property |Value |

+ + +
|attached_servers I] |
|attachment_ids I] |
|availability_zone [nova |
|bootable [false |
|cluster_name [INone |
|consistencygroup_id [None |
|created_at |2022-07-28T17:35:26.000000 |
|description [INone |
|encrypted |True |
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|encryption_key_id |0944b8a8-de09-4413-b2ed-38f6c4591dd4 |
|group_id |None |

lid |a0b51b97-0392-460a-abfa-093022a12013 |
|metadata | |

|migration_status [INone |

|multiattach |False |

[name |vol |

|os-vol-host-attr:host |[hostgroup@tripleo_iscsi#tripleo_iscsil

|os-vol-mig-status-attr:migstat|None |
|os-vol-mig-status-attr:name_id|None |
|os-vol-tenant-attr:tenant_id |a2071ece39b3440aa82395ff7707996f |

|provider_id [None |
[replication_status [INone |
|service_uuid |471f0805-072e-4256-b447-c7dd10ceb807 |
|shared_targets |False |
|size |1 |
|snapshot_id |[None |
|source_volid [INone |
|status |available |
lupdated_at |2022-07-28T17:35:26.000000 |
luser_id |ba311b5¢c2b8e438c951d1137333669d4 |
[volume_type |[LUKS |
[volume_type_id |cc188ace-f73d-4af5-bf5a-d70ccc5a401c |
+ + +

v =

IR /IE R --os-volume-api-version 3.64 S Cinder CLI 3£ Z R
encryption_key_id {E, &BXINH) OpenStack CLI 85,

5. {8/ barbican IAFEEMEINBERH, EAXGH, BAEZS LUKS S0 6 TE :

$ openstack secret list

+ +--mm-- et
+ + + + + +

Fommmmmmmees +

| Secret href | Name | Created | Status

| Content types | Algorithm | Bit length | Secret type | Mode | Expiration |

+ +--mm-- et
+ + + + + +

Fommmmmmmees +

| https://192.168.123.169:9311/v1/secrets/0944b8a8-de09-4413-b2ed-38f6¢c4591dd4 | None |
2018-01-22T02:23:15+00:00 | ACTIVE | {u'default’: u'application/octet-stream'} | aes |
256 | symmetric | None | None |

+ +--mm-- et

+ + + + + +

6. SFHBHIMBIINELH, Fa -
I $ openstack server add volume testinstance Encrypted-Test-Volume

RiE, BRIVNERFHRERSP, HAUERRNEIREH,
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4.2.1. [ E %S E) OpenStack Key Manager
INRIE 2 IFEH ConfKeyManager EIEf A MBEH, EA LR HHHEBUEEHH encryption_key id

Bk 1346 5E#E OpenStack Key Manager, BN B &#SIKEN—/1#189 barbican #% ID, FHHRBIME
B ConfKeyManager secret,

o TELIRTMIARAT, A LUEA ConfKeyManager NiNBMEBEHOEAEN, XT
FHZEAH barbican BEEME, XATTHE,

® HUE barbican ARIIFIEH keymgr B,

-

ARE 4
1£:X%Rm0, 1H5&EE Barbican-managed M A H{# A ConfKeyManager #9462 [RIFILL T X 7

o MIEEFLIMBEBMAEN, ®NBRITEIEH barbican secret BIFF AT,

® barbican X B F L EXAMI R secret B/ HEBIFREI, X ATRERFINT—LE Cinder Bi21E, 0, B
FIEMIN. D ESMEREMEFHE,

i =
1. ERE barbican iR%5.
2. f¥ creator AEBRMNE cinder ARS5. BN :
I #openstack role create creator
#openstack role add --user cinder creator --project service
3. EJA cinder-volume #1 cinder-backup fk%5. cinder-volume #1 cinder-backup k%5 = B
HERIR, BUUKREEEXHUEEIBHIREESR
e cinder-volume - I E1E cinder B9 Volumes #l Snapshots &R EA,
e cinder-backup - 3% Backups &RHHIEH,
4. BPEERIBRERICERNBR, FRESBEESSIELER ConfKeyManager all-zeros N
= 1D,
5. M cinder.conf # nova.conf il fixed_key i%£1, R ERL T REE T HiXE.
6. M cinder IR lER BIEEE A&,

o HEhiHiRfE, BEXMGHTREREF—IRKE, XRAIBESEERELD, HirRT EREN
(] R

o AiE¥m#E#EY, B ConfKeyManager HFEEA.
o AE¥m#E#EEH, BN ConfKeyManager i fixed_key HA#i{EH,
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o FAEIBMEREH, BAFRLIFHIBE XXX key_manager Bl - XM HEARKAREHIN ;
TEiBE barbican AR 7 — N EABIESRERN, XML ESVERENLZLNE, X
ERAMRERZF—NEBTR : M ConfkeyManager #/barbican,

o RAIBMEEH, RIREEHENRKENE, - % cinder-volume EZ N EH LiZ1T, ™

REINZESZXRENBHNSHINZMER, IRRNENEINBFTZNTLEESH
%O

o FHA5E® ConfKeyManager i,

o 14 <UUID> InEBEHIHE Barbican - T HE, {REMEINNSE ; MRBNEER
ConfKeyManager 9% 51 ID (E R &%= (00000000-0000-0000-0000-000000000000), |
KHILXE R,

m X F cinder-backup, HEEMERAMEARENKE : IBE[..]1 =X IB&FH [..]
NENKREEMESRE, ENE2EF—MHEERSHEE

"No volumes are using the ConfKeyManager's encryption_key_id."
"No backups are known to be using the ConfKeyManager's encryption_key_id."

o MILAILIBRILATERE :
o f#f ConfKeyManager E£ZMMEFH ID (A %d &,

o {#f ConfKeyManager IEZSIMBEEE ID 148 %d 513,
XA H B ER T REH TITE cinder-volume #1 cinder-backup BE&®., SMRSVGEEBRS
ZBMTR, BZERSMEEMARS. HLL, cinder-volume X13& cinder-backup 2% 1D
REBTBHEID, cinder-backup X1i& cinder-volume RS BT B EITHMS,

ERFNENIBECHE, BERERREETERIME, UAEEAEEEMATETR, WA
BHEBE TN,

cleanup
JFREEEA ID T3 barbican l&, BEEHRFEBEREXHF, XATRERIERMN ELER MR L
&, Eh fixed_key (E&BTE .conf XA,

BRI, EE LM nova Ml cinder BBEH F ik fixed_key . B2, EIHTHI, BTN
HFFEERSXHRHIH, BT X MEroka TRV,

BF

encryption_key_id &3f 75 NZI Backup k7, 5 Queens ZIThRAM—ER, ALk,
BEENNBENEDATRESTFE, all-zeros encryption_key_id FHEE &P AH £, (B
EASHIE Backup HiEEH R, AL, IBIRITETBELMBBNEHNESDART
£, MK FFIAES ConfKeyMgr % %A 1D,

1. BEEIA fixed_key H. XM IRSSEIEERRATITEL,

crudini --get /var/lib/config-data/puppet-generated/cinder/etc/cinder/cinder.conf keymgr
fixed_key

crudini --get /var/lib/config-data/puppet-generated/nova_libvirt/etc/nova/nova.conf keymgr
fixed_key

33



Red Hat OpenStack Platform 17.1 ff B HE R R IR S EHE secret

BF

ERIMABM fixed_key [E. MREIMAE, HEFEREERIBNBBHANEAD,
XA ERE ZIE.

2. & fixed_key {H :

crudini --del /var/lib/config-data/puppet-generated/cinder/etc/cinder/cinder.conf keymgr
fixed_key

crudini --del /var/lib/config-data/puppet-generated/nova_libvirt/etc/nova/nova.conf keymgr
fixed_key

SRR

REFIEREZEEAR creator BN, FHEAIE barbican secret, XEKE cinder REABEENEE A
, BNSEMELINTHEEREY

1. FF#A5E# ConfKeyManager %,
2. ¥§% <UUID> & & ¥ E Barbican
3. SEBMEBHN B - 21k Secret SIBZR - FHEBEMA /B AER
4. fM ConfKeyManager M2£ZMMEFEH ID (A %d &,

key HEEHE=1 : Secret fBZEIRK, BFERIANME, BFH cinder ik~ HIFR :
1. 1217 openstack role add --project service --user cinder creator
2. EJ3 cinder-volume #1 cinder-backup f&%5.

Rk, IR T—REHXPIZRES.

4.3. 51 BLOCK STORAGE (CINDER) &%
Block Storage Service (cinder) REMER ARSI P EFRILERME FTEMBERE S, ZRAEHKREA

BT, EREMRE, EALUER Block Storage Image-Volume ZIFF 5 IE IR LG BT
%Q

SO p= =1
) Red Hat Ceph Storage 5% RBD ARz #f Cinder HR%E R KIIE,

e
1. &% Controller 19 m,
2. EFELI TR Rz —

o BHE B HEPM cinder BELIEET) /var/llog/containers/cinder/cinder-volume.log.
BN, EETLATESCABIS | S TIERLL TR SR E -

2018-05-24 12:48:35.256 1 INFO cinder.image.image_ utils [req-7¢c271904-4975-4771-
9d26-cbeabcO0ade31 b464b2fd2a2140e9a88bbdacf67bdd8c
a3db2f2beaee454182c95b646fa7331f - default default] Image signature verification
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I succeeded for image d3396fa0-2ea2-4832-8a77-d36fa3f2ab27

e {# openstack volume list 1 cinder volume show &< :

a. f#/ openstack volume list S5 EI% D,

b. 1EiT & & _EiZ4T cinder volume show 4% :
I cinder volume show <VOLUME_ID>
3. #Zl volume_image_metadata Zi5>, EFEE KIET : True BTEA,

$ cinder show d0db26bb-449d-4111-a59a-6fbb080bb483

+ + +

| Property | Value |

+ + +

| attached_servers [ ] |

| attachment_ids [] |

| availability_zone | nova |

| bootable | true |

| consistencygroup_id | None |

| created_at | 2018-10-12T719:04:41.000000 |

| description | None |

| encrypted | True |

|id | d0db26bb-449d-4111-a59a-6fbb080bb483 |
| metadata | |

| migration_status | None |

| multiattach | False |

| name | None |

| os-vol-host-attr:host | centstack.localdomain@nfs#nfs |

| os-vol-mig-status-attr:migstat | None |
| os-vol-mig-status-attr:name_id | None |
| os-vol-tenant-attr:tenant_id | 1a081dd2505547f5a8bb1a230f2295f4

| replication_status | None |

| size | 1 |

| snapshot_id | None |

| source_volid | None |

| status | available |

| updated_at | 2018-10-12T19:05:13.000000 |

| user_id | ad9fe430b3a6416f908c79e4de3bfa98 |

| volume_image_metadata | checksum : f8ab98ff5e73ebab884d80c9dc9c7290 |

| | container_format : bare |

| | disk_format : gcow2 |

| | image_id : 154d4d4b-12bf-41dc-b7c4-35e5a6a3482a |
| | image_name : cirros-0.3.5-x86_64-disk |

| | min_disk : 0 |

| | min_ram : 0 |

| | signature_verified : False |

| | size : 13267968 |

| volume_type | nfs |

+ + +

35



Red Hat OpenStack Platform 17.1 ff B HE R R IR S EHE secret

REBIRF NEIRIRS (glance) itk TR Compute BRZS (nova)ER B Wi E B X ZHE
&, NI gIance%iJJ-FﬂZ’fR% NEBEER, AREHMLERES. TRRBREHEA
LRBEEROVBIER, TEMMNEZEGROIZINESI S, #HEmit,

B LA EZ AR RIRSS (glance)Fifk. MREHRBER51 T8, NEHRERE B FEREERS

(cinder)R OB A5 54, MREFREFEHERSEENCES T AMGRE, NBIIM glance
RFEITERG, TERGREEATHAMAELUNRERELENE, RAETRERRER. &
ZIERIESIY 5B 4.5 T "IIERE",

o

L fih BT IR
o FLBEIRFHEARSS (cinder)

4.3.1. BMERES SRR INE B

FHJD@%J:T??'J’ﬁﬂ%ﬂﬁ%(glance)ﬁ RFMERR S5 (cinden) IE B HHE AR 55 (barbican) R A B — NN
B, XREMBBHMEEREKRZEOEZ—D11X%,

ME MR R L B AEERS TIREMEFETR, REME BHEENGGRRS BEENBESNE
B, SIEMRE,

REMERS 2B RN BERNSHGS
e cinder_encryption_key_id - BHEIRRS N EREFHEMINB B ANRAR,

e cinder_encryption_key_deletion_policy - & fH R AR S5 2 S MRS LR IR BRI B IR
m%o

H "
XEEUNERWAIDE. NEBEANBIREEX, HAEHBIEME.

LIROIBRBEIRN, HEEIRS ST cinder_encryption_key deletion_policy BHi%E W
on_image_deletion, Zf&fIBREE&NT, #0R cinder_encryption_key_deletion_policy & F
on_image_deletion _policy, NIEE{&ARSS M BR* A IN2E 25 5H,

8%

LTI HEFFF5N1RF cinder_encryption_key _id =
cinder_encryption_key_deletion_policy B4, MNREFERH
cinder_encryption_key_id {EVRABIMNEZE AR FEMEMRBER, TIXEEEHEZE X,

4.4. Z 2 HRAR 55 (GLANCE) B R

YIREEHRIRS (glance) LUSIE E R MR R T EWMEWN, B NEERESR, RETRERXL
BiRE 5N, 1 openss| fp 3 fEMAFIETE barbican FIEIANHESE R, REFERMTHELER
TR ELE glance, FEt, ARRERAMKIIIEHRENES, MRELTEE, KEMWRERTEREN,

AR

36


https://access.redhat.com/documentation/zh-cn/red_hat_openstack_platform/17.1/html/configuring_persistent_storage/assembly_configuring-the-block-storage-service_osp-storage-guide

& 4 = NBMEIE OPENSTACK IRSS

e OpenStack Key Manager B& %3 /2 H

. EIMESEA, R VerifyGlanceSignatures: True XEB/S B &KL, EUNIEHIZIT
openstack overcloud deploy #p%, FREELLIZE £ K.

2. BEIE glance SRREIEREBEEH, 1E1E overcloud Compute TR EZITLA T4 -

$ sudo crudini --get /var/lib/config-data/puppet-generated/nova_libvirt/etc/nova/nova.conf
glance verify_glance_signatures

INRIEMERA Ceph FENEMEMITERSER, NROE—D Cow =iE, R,
FTEPATHRIRE R RIE,

3. #IA glance BECE M {FEF barbican :

$ sudo crudini --get /var/lib/config-data/puppet-generated/glance_api/etc/glance/glance-
api.conf key_manager backend
castellan.key_manager.barbican_key_manager.BarbicanKeyManager

4, ERUETP :
openssl genrsa -out private_key.pem 1024
openssl rsa -pubout -in private_key.pem -out public_key.pem
openssl req -new -key private_key.pem -out cert_request.csr

openssl x509 -req -days 14 -in cert_request.csr -signkey private_key.pem -out
x509_signing_cert.crt

5. fHEHRIE barbican secret FfifiH :

$ source ~/overcloudrc

$ openstack secret store --name signing-cert --algorithm RSA --secret-type certificate --
payload-content-type "application/octet-stream" --payload-content-encoding base64 --
payload "$(base64 x509_signing_cert.crt)" -c 'Secret href' -f value
https://192.168.123.170:9311/v1/secrets/5df14c2b-f221-4a02-948e-48a61edd3f5b

IESREMEI UUID MR ERIS BRER. EAGIH, 1EFHE UUID 2 5df14c2b-
f221-4a02-948e-48a61edd3f5b.

6. fEF private_key.pem H {554 FH 4K signature X, A0 :

$ openssl dgst -sha256 -sign private_key.pem -sigopt rsa_padding_mode:pss -out cirros-
0.4.0.signature cirros-0.4.0-x86_64-disk.img

7. FEMKB signature ST base64 1 :

I $ base64 -w 0 cirros-0.4.0.signature > cirros-0.4.0.signature.b64
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8. 8 base64 HMBEEESD, UBERSHAPERE -

I $ cirros_signature_b64=$(cat cirros-0.4.0.signature.b64)

9. MEZLZMNEKEEE glance, X F img_signature_certificate_uuid, E /i35 E~ BT EEE
barbican B9% & B EABY UUID :

openstack image create \

--container-format bare --disk-format gcow2 \

--property img_signature="$cirros_signature_b64" \

--property img_signature_certificate_uuid="5df14c2b-f221-4a02-948e-48a61edd3f5b"\
--property img_signature_hash_method="SHA-256" \

--property img_signature_key_type="RSA-PSS" cirros_0_4 0_signed \

--file cirros-0.4.0-x86_64-disk.img

+ +

-+

| Property | Value |

+ +

-+

| checksum | None |

| container_format | bare |

| created_at | 2018-01-23T05:37:31Z |

| disk_format | gcow?2 |

|id | d3396fa0-2ea2-4832-8a77-d36fa3f2ab27 |

| img_signature |
Icl7nGgoKxnCyOcsJ4abbEZEpzXByFPIgiPeiT+0tjz0yvWOOKNN3fIOAAGtN9EXrp7fo2xBDE4Ua
O3v |

| |
IFquV/s3mU4LcCiGdBAI3pGsMImZZIQFVNcUPOaayS1kQYKY7kxYmU9ig/AZYyPw37KQI52s
mC/zo054 |

| | zZ+JpnfwisM= |

| img_signature_certificate_uuid | ba3641c2-6a3d-445a-8543-851a68110eab

|
| img_signature_hash_method | SHA-256 |

| img_signature_key_type | RSA-PSS |
| min_disk |0 |

| min_ram |0 |

| name | cirros_0_4 0_signed |
| owner | 9f812310df904e6eal1ei1bacb84c9f1a

|

| protected | False |

| size | None |

| status | queued |

| tags I |

| updated_at | 2018-01-23T05:37:31Z

| virtual_size | None |

| visibility | shared |

+ +

-+

10. f&ALATE Compute BEHREE glance BIRIRILIEES) : /var/log/containers/nova/nova-
compute.log, a0, AT LATESEBISI S TIHALI RSB -

2018-05-24 12:48:35.256 1 INFO nova.image.glance [req-7¢271904-4975-4771-9d26-
cbeabc0ade3d1 b464b2fd2a2140e9a88bbdaci67bdd8c a3db2f2beaee454182c950646fa7331f
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- default default] Image signature verification succeeded for image d3396fa0-2ea2-4832-
8a77-d36fa3f2ab27

4.5, ISFREg

HREBIRIF N ERIRSS (glance) B iR, MIRESF Compute BRSS5(nova)EEB NI E B E R M, NIHREB®
MENESR, MEEIIRBMNTEZERERISHI0E,

it 3
1. M glance T#/IRIR

I openstack image save --file <local-file-name> <image-name>

2. EREBLUEIERIR, X2EMEGUBIHESEERE I ERNARE, IEEZER, BESHK
IE &R 55 (glance) iR

3. EHEIREMN -

openstack image set \
--property img_signature="$cirros_signature_b64" \
--property img_signature_certificate_uuid="5df14c2b-f221-4a02-948e-48a61edd3f5b" \
--property img_signature_hash_method="SHA-256" \
--property img_signature_key_type="RSA-PSS"\
<image_id_of_the_snapshot>

4. AL« MSTHERGTH MR T E89 glance 5% :

I rm <local-file-name>
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