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KT ZLNE AR A bt
BRI TR ER, SHN1HZERRIRL,

1£ JIRA rhi2 i 3e 4 I It

f# 8 Create Issue FREX MR HR 5. JIRA [FEF1E Red Hat OpenStack Platform Jira i B # | &,
f&m U H R IRERIE I R 5 R,

. BIREEERE JIRA, MNREEE JIRATKS, 15EGIE—NIK IR K .
2. B LU TEEREFTFF Create Issue T1E : Create Issue

3. 58EX Summary #[ Description %, 7f Description ZE&#, @& URL, ETHETSLL
R AR AR, AEERTREPIEMEMTER,

4. = Create,
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Service Telemetry Framework (STF)M Red Hat OpenStack Platform (RHOSP)sk 58 = 75 7 s I 5 1 124K
B EALUER STF HUTLLTES

o TFREER IR L FREE LURER ) 15 R
o TEFEHIEIRFLUET AR EE IR,
o FRLEHERMABRIES.

I PREHR AT LUZ metric 3 event :

=L

R ARRF RGBT IE,
=4

RO RERENBERMELE.

STF MH AR AH RS LT8R G, BRMEMERENEMEICAHIEH B EREBEE Red Hat
OpenShift Container Platform .

STF 5 Red Hat OpenShift Container Platform Extended Update Support (EUS)iRZs 4.12
414 A,

HAth B

Red Hat OpenShift Container Platform /= & 3044

Service Telemetry Framework M 8EF17 B

OpenShift Container Platform 4.14 344

Red Hat OpenShift Container Platform 4 3 EHIEER

1.1. & SERVICE TELEMETRY FRAMEWORK

YIIE R0 Operator I TVEf %, &3 AMQ Interconnect, Cluster Observability Operator
(Prometheus. Alertmanager). Service Telemetry Operator #1 Smart Gateway Operator, ZLIE Rz ¥F
# X Operator s{ T{E i #i2HF, ¥E Elasticsearch., Grafana &H Operator,

IRE] TE Se 2 M 45 IR 5 5k Red Hat OpenShift Container Platform B FFEEIAE RERE Service
Telemetry Framework (STF), f&TEEEMERIBIMNEHERE STF,

BXSTF EEHMEZHERENELZEER, HSH Service Telemetry Framework IR A F15R,

1.2. SERVICE TELEMETRY FRAMEWORK Z&#4

Service Telemetry Framework (STF)ERE Fin-AR 55885214, HA B Red Hat OpenStack Platform
(RHOSP)2% /i, Red Hat OpenShift Container Platform 2AR%52%.

BMINBERT, STF RK. KEAEEEINER.


https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.14/
https://access.redhat.com/articles/4907241
https://docs.openshift.com/container-platform/4.14/welcome/index.html#cluster-installer-activities
https://access.redhat.com/support/policy/updates/openshift
https://access.redhat.com/node/6225361
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AT LA SE RHOSP E4#E, MAHR AL HE, FREKRLIIERMXHNAEFREMN
Elasticsearch, {BiX/METBEF.
STF LA FHMZHRK -
o HiEWE
o collectd : £ RHOSP ISR BRI IE IR FIE 4+,
o Ceilometer : £ RHOSP Ui RHOSP 18R &4,
o fXhg

o AMQ Interconnect : —N AMQP Ix EACHBE B HE4, iR ETSENEUEL, [Fi8
FRAM RHOSP %32 % STF LUHTEMEIE L,

o FEEEMX : Golang KFAM AMQP 1.x &2 REIEIRFI =4, LURMAE4 Prometheus 34 5B
Elasticsearch,

o HUEMENE
o Prometheus : 7 MEBEW KIFIRHY STF $8HrB9S [A] R S EHEF0E
o Alertmanager : [ Prometheus RN EBERMERTE,
o MARMHAEN
o Grafana : FAFEIN, W CHIRBHEHM LN BRER,
o Elasticsearch : i FHE BEM KWL & RHOSP MM EHEBIRERFE,
TRIER T E P imARS S AMRNRER
R 1.1. STF ME P imHiRSSH[AH

HiF B Server
AMQP 1.x & H R IE 8 5% = =
HreMx S =
Prometheus S =
Elasticsearch S =
Grafana ES =
collectd = 5
ilo = 5

BE
MR EETE R LR E T PRREN, BEREEEEENR—EARNY =& STF,
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1.1. Service Telemetry Framework 228k

OpenStack Platform OpenShift Container Platform
Container Image Container Image Cluster Observability Operator
collectd plugins Ceilometer
Agents Prometheus Datastore E——
collectd
plugin 1
collectd T
plugin 2 Service Telemetry Framework
|
collectd
plugin 3 Smart Gateway Operator
collectd
plugin N Smart Gateway
metrics metrics metrics
Container Image AMQ Interconnect Operator
AMQ Interconnect (AMQP 1.x) AMQ Interconnect (AMQP 1.x)
User provisioned Dashboards <
components o~

SFEFAHMIETR, collectd 3R4L% AU HEIBHIEMERIIIEFR, Ceilometer IRIETIE XA TIE I E1R
f#t RHOSP L& #iE. Ceilometer # collectd 3@id 8 A AMQ Interconnect (i EIRIR 45
Prometheus, FiBidHEREKIREEIE, ERS23IH, &5 Smart Gateway 4 Golang I F M /S 23K EX
BIER, FIREAFFH Prometheus B IR BN £,

YIRREMFEEHERS, collectd # Ceilometer 1 AMQ Interconnect (£ i EARSS 230k & X4 2R,
A —NE e R F IR & BB P 1R MY Elasticsearch #UIEE .

AR S5 851 STF R EA 2RI B LT ZAHK -
® Service Telemetry Framework 1.5
® Red Hat OpenShift Container Platform Extended Update Support (EUS)RRZA 4.12 1 4.14
o HliZRITH

#NFE A % Red Hat OpenShift Container Platform EUS IR ABIEZER, &S Red Hat OpenShift
Container Platform 4 A HIER,


https://access.redhat.com/support/policy/updates/openshift
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1.2. RSS2 STF i Ealaety

OpenShift Container Platform (Virtual) Q

Data Collection
Agent

Service Telemetry Framework
(Containers)

Apps
Internal External
Network Network
Master Node
Compute Node -
Load
balancer

Infrastructure Node

Infrastructure / Platform (Virtual)

Bare Metal (Physical)

1.2.1. STF 22447254t

1£15.3 Z 189 STF hRA&r, Service Telemetry Operator M Kubernetes (ECK) Operator LiE3K
Elasticsearch S5, STF II7EEAF AEE, HAEH MERER X SEFI5E 4 B F 12489 Elasticsearch
S,

' AE
Wit Service Telemetry Operator &I Elasticsearch SLHIEF M.

1E#789 ServiceTelemetry Z3E 1, observabilityStrategy #8915 7 use_redhat, ©FRM ECK K
Elasticsearch £, A STF iRA 1.5.2 SHERIRAH ServiceTelemetry B9E8E, HEHE153, [F
observabilityStrategy Z#{i% &/ use_community, ©-5RIEMZLHTE,

IR ZHfE A STF 285 Elasticsearch 2245, Service Telemetry Operator & #7 ServiceTelemetry
BE XLHIRENER, f$ observabilityStrategy Z#X&E /) use_community, K5 ZRIBIARA AN
BE, AXRUIRMERMESER, 1ESH % 2177 "Service Telemetry Framework FREJ RN 22145
B&"o

#1Y STF A 3% %l use_redhat observability Zl&, HXI#ZE use_redhat observability SREGHIE %
ER, ESIHABMINEXE 1§ Service Telemetry Framework 3T EI52 £ £ operator,

1.3. RED HAT OPENSHIFT CONTAINER PLATFORM HYZ& & K/


https://access.redhat.com/articles/7011708
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Red Hat OpenShift Container Platform Z&RMX/NEURFLUL TR :

o TRIFEHIERIZRI,

o TINEMT REE,

o EIEMIEITME,

o IETRRVARAT,

o EFMHEBUIBHIN R,
Service Telemetry Framework (STF)MZ& &4l F A H Red Hat OpenShift Container Platform 11,
Bx EEYl £ Z % Red Hat OpenShift Container Platform #f & 1E R EK BB Z 158, 155/ 1EEN]

L L REHEAPHIRE TIREK, BREAURENEMRAHMMATEENEERR, HHHTLE
B LA BOAE B Z 5 S,


https://docs.openshift.com/container-platform/4.14/installing/installing_bare_metal/installing-bare-metal.html#minimum-resource-requirements_installing-bare-metal
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28 2 & 7 SERVICE TELEMETRY FRAMEWORK /£% RED HAT
OPENSHIFT CONTAINER PLATFORM ¥fi&

E ) Service Telemetry Framework (STF)#£% Red Hat OpenShift Container Platform 2748, &7
XFAMGFE, SHNHER. SHFEMMSERSEI :

e 7f{R Red Hat OpenShift Container Platform &R N EFFIMEN B ERBIF AR TFHE. ELE
RIESH B 22T "FAMES (PV) 7,

o MBRARWHTIREIZIT Operator MINARRFEER. BLHERIESH 5 23 1 "HROE,

2.1. SERVICE TELEMETRY FRAMEWORK H 897 Wl 22 5518

Service Telemetry Framework (STR) A 2ESHEFMERIRH(UERIR TR, STF Al LMER#TXEERS
Grafana S|EZHIBRREE, IRENERED,

BR T ik Service Telemetry Operator G|l BE X FHRIERA, EOILUEREE SN BREFHENEMFE
BN RRRF, FIREUET HEMxUL ZEEEH M Prometheus RERGUUFATENE ., R
observabilityStrategy % & none, NI FKEBEFMFIR, HIt STF REEZRAMEFM.

A STF X &R A observabilityStrategy Bt IgE B Z00 A MR A A KB,
AIFABEMT -

value =X

use_redhat ISR 4E4 B STF 153K, X &#E Cluster
Observability Operator ABJ Prometheus #I
Alertmanager, {Bi%&X%I Kubernetes (ECK)
Operator L# Elastic Cloud BJiEK, AREMH, &
M Grafana Operator (#tX#H4) &K R,

use_hybrid PR T ZIIE XA MS, 1A RIEK Elasticsearch #l
Grafana %R (J0R7E ServiceTelemetry X 15
7€)

use_community {# A Prometheus Operator B4t KhRA, A2
Cluster Observability Operator, £1E3K

Elasticsearch #1 Grafana ¥R (ANt
ServiceTelemetry X RFIEE)

none RAMEFHNERAY

HERBRY STF IA4E )y 1.5.3 Bil )l use_redhat, 7E 1.5.3 R\ BIQIERINA STF SRE L
f$1/_community,

EMIA STF EE T E use_redhat, ES[HLLIERIRE X ERMIRSS Telemetry Framework iT#%El58
LR RMIRESR.

10


https://access.redhat.com/articles/7011708
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22. FAMESE (PV)

Service Telemetry Framework (STF){#F Red Hat OpenShift Container Platform FrE9$ A M7 ff 15K
BEAMS, LUE Prometheus AT LATRfEIE IR EIE.

LIR@E1T Service Telemetry Operator f5 ARFAMEMENS, STF BEBHIEKRNFAMESEFRHPVCO)RFE
ViR RWO (ReadWriteOnce), IIREHIMEESTIE FHRAMS, 1EHIR Red Hat OpenShift
Container Platform ZXI\BC B storageClass Hizft T RWO &,

Hith BT

e A% Red Hat OpenShift Container Platform ERBHAMUEFHMEZER, HSH THEFEAM
o

® 73X7E Red Hat OpenShift Container Platform it ZM BB ARMESER, 1HSH #
FH AT B B fF R R,

® HXIESTF 1y Prometheus BBERFAMFMHINELZER, HSMH "N Prometheus FRERFFAME
FhE"—,
2.3. RO

Z 5 F1E Red Hat OpenShift Container Platform EiZRIGHIHE pod, EEZZITHAENEIR. R
TEBEPERVYHTIR, pod 2—BXTF Pending K&, RANENTEHE,

IZ1T Service Telemetry Framework (STF)Fr&RE 5 REE BUR FEBEMELU R E T REBE,

Heth BT
o BXEBIMEARNMNEI, ESHLIERNINZEXE Service Telemetry Framework HEEFIT &,

2.4. SERVICE TELEMETRY FRAMEWORK B/ %% ¥ = E 0
IRE] TE e 2 M 45 EAE sk Red Hat OpenShift Container Platform ¥ FFEEEIAE ARERE Service
Telemetry Framework (STF), f&FEEEMERIRIMNEHERE STF,

2.5. 7 RED HAT OPENSHIFT CONTAINER PLATFORM B FF IR E R ER
ZE STF

B Service Telemetry Framework (STF)RRA 1.5.4 FFiA, &R LAFE Red Hat OpenShift Container
Platform B FHEEIMERERE STF,

FRFH

o TEZPRMLEHERZER Red Hat OpenShift Container Platform Extended Update Support (EUS)AR
A 412 414,

o —NEER registry, LUE Red Hat OpenShift Container Platform SE&¥ 0] LAV M FRE MR, W1E
BRE G registry WEZER, 152 Red Hat OpenShift Container Platform Z2 15 R By
TN R R R,

® Red Hat OpenShift Container Platform ZEZE#7 1% registry A T AT A STF kAT,

TEGE & registry HUFRHISTF i

1


https://docs.openshift.com/container-platform/4.14/storage/understanding-persistent-storage.html
https://docs.openshift.com/container-platform/4.14/scalability_and_performance/optimizing-storage.html#recommended-configurable-storage-technology_persistent-storage
https://access.redhat.com/articles/4907241
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.14/html/installing/disconnected-installation-mirroring
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BT LU oc-mirror I FEER STF I, HAFEZSME Red Hat OpenShift Container Platform ¢
R registry H, BHXRZHE oc-mirror IG1HHIE %15 /8, 152/ Red Hat OpenShift Container Platform &
REIERHHIEFH oc-mirror A BT FFE R L5 b 15 Fi 1%

TFE
. XM T IEE R 0% imagesetconfig.yaml X 1# :

imagesetconfig.yaml

apiVersion: mirror.openshift.io/vialpha2
kind: ImageSetConfiguration
storageConfig:
local:
path: ./
mirror:
operators:
- catalog: registry.redhat.io/redhat/redhat-operator-index:v4.14
packages:
- name: service-telemetry-operator
channels:
- name: stable-1.5
- name: openshift-cert-manager-operator
channels:
- name: stable-v1
- name: amq7-interconnect-operator
channels:
-name: 1.10.x
- name: smart-gateway-operator
channels:
- name: stable-1.5
- name: cluster-observability-operator
channels:
- name: development

2. (") #REER registry B &0, HATLURZZHE oc-mirror FEEREYE A HIGER, HIFEY
HB (25 B E51% registry #] Red Hat OpenShift Container Platform %2, Z N, #a/LLE1T oc-
mirror #18[E#Z % registry.

T B LURAE 1R A B2 B9 T [E1% /5 oc-mirror 714, B4 :

o ERZ HBIEE B (mirror).

o M mirror B 7IH 1T B (mirror),

o MR R E R,
B FK 2 oc-mirror G RHIE £/, 155 /H Red Hat OpenShift Container Platform Z##5
BIHE T2 BT F R B R i R 2R,

3. MEEB registry HiH# STF operator REMHITT, # 7 Red Hat OpenShift Container Platform
R EREH,

I $ oc-mirror --config imagesetconfig.yaml <mirror_registry _location>

e JF<mirror_registry_location> B K& EE R registry BIX B,

12


https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.14/html-single/installing/index#installing-mirroring-disconnected
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.14/html/installing/disconnected-installation-mirroring#mirroring-image-set-full
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4. HPIEKBGEL, HIFENHEFE S Red Hat OpenShift Container Platform %2, WEEZ(5
B, 1EZ /4 Red Hat OpenShift Container Platform Z##5 5 A /5 EEEACIE 77 1€ /H oc-mirror £
BB T Ro

&5 oc-mirror £ /A5 F & HTEES| E/HEKE R, 4 redhat-operator-
index 172 redhat-operators /5F CatalogSource, 1R STF 1] [/ {#&fHIF#
BIFRE| &7, WEEFZELE, 5S04 5 3.1 77 "7£ Red Hat OpenShift Container
Platform /1551552 Service Telemetry Framework”, &A1& oc mirror BEX
Operator BIEZ15/8, 15 B VIZLIEATRFRERTTSE AT oc mirror & EE X
Operator HE R & #hfllr 25 FR IR EF7 18R registry.

I EBENE T BRE, e LiR[E]5]/H STF operator R EMEHHIHIETERFZE -
I $ oc get catalogsources

o [RETEMTHIFE#EHI Red Hat OpenShift Container Platform ZEEZ¥HEFE T STF, [FULTE #1704 E8
Mégﬂ

13


https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.14/html/installing/disconnected-installation-mirroring#oc-mirror-updating-cluster-manifests_installing-mirroring-disconnected
https://access.redhat.com/solutions/7016714
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E 3 B ZHSERVICE TELEMETRY FRAMEWORK B9#%/102H 4

BT LU@ H Operator J1%; Service Telemetry Framework (STF)ZH#4/IX/ 5., Operator EH L TN STF
BDAME :

o UBEHE
® AMQ Interconnect
o EREMEK
® Prometheus FAlertmanager
Service Telemetry Framework (STF) (& /F & i 32 #5649 Operator fE /1 E8ERI—E %, STF BT EsIfERA

ZHCRIT, (BEFEZRE—LE Operator, # Cluster Observability Operator, E## Prometheus 7
Alertmanager #, LUK cert-manager for Red Hat OpenShift, E#eB&E il 7,

TERFA

® —7Red Hat OpenShift Container Platform #E KB #7355 #(EUS) X 1THRZK 4.12 35 4.14 IEFE:5
7

o RE/E7 T Red Hat OpenShift Container Platform Ef1E, HEEIRB R EZIERI 7 /EHI IR A 7£
Red Hat OpenShift Container Platform 2 58_£i517 STF 2f#, BXSTF HEERIE 2158, 5
[T IEATREX Z Service Telemetry Framework M4BT .

o BT LIF S Red Hat OpenShift Container Platform BYI& % FE8E T STF, ZEMECEELIE
HEEAEFTSTF,

-3
STF 4 Red Hat OpenShift Container Platform J&Zk 4.12 #] 4.14 F# 7,

2 1th

5
%

\

o YIFFEE X Operator HIEZ15/8, 155/4 T Operator 18,
o YIFEE X Operator HRHJEZ 158, 15504 ZIIEE1#F Operator H%.

® F& X Red Hat # cert-manager Operator BIE £15/8, 1554 cert-manager Operator for Red
Hat OpenShift overview,

o IFE A Cluster Observability Operator BIE %158, 155 /H Cluster Observability Operator #f
1,

® Y7 X OpenShift £ i F AR FIAE K EFH L (EUS)HIE %158, 155/ Red Hat OpenShift
Container Platform % & /B HIE5E,

3.1. ZZRED HAT OPENSHIFT CONTAINER PLATFORM /15 hE5E
SERVICE TELEMETRY FRAMEWORK

BBZE Service Telemetry Framework (STF) LUK ZE /1771 Red Hat OpenStack Platform (RHOSP) &/,

3.1.1. Z52Z Cluster Observability Operator

14


https://access.redhat.com/articles/4907241
https://docs.openshift.com/container-platform/4.14/operators/understanding/olm-what-operators-are.html
https://docs.openshift.com/container-platform/4.14/operators/understanding/olm-rh-catalogs.html
https://docs.openshift.com/container-platform/4.14/security/cert_manager_operator/index.html
https://docs.openshift.com/container-platform/4.14/monitoring/cluster_observability_operator/cluster-observability-operator-overview.html
https://access.redhat.com/support/policy/updates/openshift
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41 observabilityStrategy 1%i&E 7 use_redhat, H7 ServiceTelemetry X/ 5% #1/% backend.
metrics.prometheus.enabled &7 true, £ 7i7E0)E Service Telemetry Framework (STF) 3L 4FT
Z# Cluster Observability Operator (COO), #IFEH* COO BIE %5/, 155 /H OpenShift Container
Platform X #4589 Cluster Observability Operator #: ,

SRFE
. BREFEE STF B9 Red Hat OpenShift Container Platform 1%,

2. Z7f Prometheus H#71415175, 151&/H redhat-operators CatalogSource /= Cluster
Observability Operator :

$ oc create -f - <<EOF
apiVersion: operators.coreos.com/vialphat
kind: Subscription
metadata:
name: cluster-observability-operator
namespace: openshift-operators
spec:
channel: development
installPlanApproval: Automatic
name: cluster-observability-operator
source: redhat-operators
sourceNamespace: openshift-marketplace
EOF

3. Z2F Cluster Observability Operator #9 ClusterServiceVersion 89t 522 7 Succeeded :

$ oc wait --for jsonpath="{.status.phase}"=Succeeded csv --namespace=openshift-operators
-l operators.coreos.com/cluster-observability-operator.openshift-operators

clusterserviceversion.operators.coreos.com/observability-operator.v0.0.26 condition met

3.1.2. 7 Red Hat OpenShift Z5& cert-manager

1£0/# Service Telemetry Framework (STF) SE41Z B, #7156 &% Red Hat OpenShift (cert-manager)
Operator 9 cert-manager, &> cert-manager BIE %158, 15E /4 cert-manager for Red Hat
OpenShift #t,

TELLFTHI STF WRAH, HE— BT FHRY cert-manager #i8 &K HE, EZRed Hat OpenShift Container
Platform v4.12 771F, £ Red Hat OpenShift Container Platform v4.14 & BEH#Tik & _F %% cert-manager %4

AIM stable-vl FEZEE, X/ F STF BIFT &%, XM stable-v1 HiE L% cert-manager,

# 1 Red Hat OpenShift Container Platform ZEFfH FEZ#—1* cert-manager A5&.

PAS
/
£ Z PN IE # 1] i cert-manager &-FHE8EHA HZE,

3

==
=]

i

TR
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. BREFEE STF B9 Red Hat OpenShift Container Platform 1%,

2. 4%1F Red Hat OpenShift Container Platform ZEE£ /K 224 cert-manager. AIRR[EIE1T55
£, FPEZLEF —1 cert-manager LA :

$ oc get sub --all-namespaces -o json | jq items[] | select(.metadata.name | match("cert-
manager")) | .metadata.name’

3. Jcert-manager Operator B#& % Z2/H] :

$ oc create -f - <<EOF
apiVersion: project.openshift.io/v1
kind: Project
metadata:

name: cert-manager-operator
spec:

finalizers:

- kubernetes
EOF

4. % cert-manager Operator £/ OperatorGroup :

$ oc create -f - <<EOF
apiVersion: operators.coreos.com/v1
kind: OperatorGroup
metadata:
name: cert-manager-operator
namespace: cert-manager-operator
spec:
targetNamespaces:
- cert-manager-operator
upgradeStrategy: Default
EOF

5. {@&fH redhat-operators CatalogSource 17/ cert-manager Operator :

$ oc create -f - <<EOF
apiVersion: operators.coreos.com/vialphat
kind: Subscription
metadata:
name: openshift-cert-manager-operator
namespace: cert-manager-operator
labels:
operators.coreos.com/openshift-cert-manager-operator.cert-manager-operator: "
spec:
channel: stable-v1
installPlanApproval: Automatic
name: openshift-cert-manager-operator
source: redhat-operators
sourceNamespace: openshift-marketplace
EOF

6. #7uE/E9 ClusterServiceVersion, #1R cert-manager Operator JZ7+ Succeeded HIFER :
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oc wait --for jsonpath="{.status.phase}"=Succeeded csv --namespace=cert-manager-
operator --selector=operators.coreos.com/openshift-cert-manager-operator.cert-manager-

operator

clusterserviceversion.operators.coreos.com/cert-manager-operator.v1.12.1 condition met

3.1.3. Z5& Service Telemetry Operator

7£ Red Hat OpenShift Container Platform £ &8 Service Telemetry Operator, #1/# Service Telemetry
Framework (STF) SLAItE# S #, LU # Red Hat OpenStack Platform (RHOSP) =¥ 4.,
SERF

e %% Cluster Observability Operator LA 1F 7515 r. WFEEZIER, 1550 £ 3.11 7 "HE
Cluster Observability Operator”,

TR

BB Z % T Red Hat OpenShift B9 cert-manager UL IFIFHEEE, WEEFZIEE, ESNH
£ 312 77" % Red Hat OpenShift Z85& cert-manager” .

. BIB— 1\ B2/ EE STF 44, 4 service-telemetry :

I $ oc new-project service-telemetry

. TE B 25 E)#E OperatorGroup, LU T LUEE Operator pod :

$ oc create -f - <<EOF
apiVersion: operators.coreos.com/v1
kind: OperatorGroup
metadata:
name: service-telemetry-operator-group
namespace: service-telemetry
spec:
targetNamespaces:
- service-telemetry
EOF

WEFZER, 155/ OperatorGroup,

3. fJ# Service Telemetry Operator 1] i HEEESTF 4 :

$ oc create -f - <<EOF
apiVersion: operators.coreos.com/vialphat
kind: Subscription
metadata:
name: service-telemetry-operator
namespace: service-telemetry
spec:
channel: stable-1.5
installPlanApproval: Automatic
name: service-telemetry-operator

17
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source: redhat-operators
sourceNamespace: openshift-marketplace
EOF

4. F39F Service Telemetry Operator FI#&#i Operator BI5ER 7 Succeeded :

$ oc wait --for jsonpath="{.status.phase}"=Succeeded csv --namespace=service-telemetry -I
operators.coreos.com/service-telemetry-operator.service-telemetry ; oc get csv --namespace
service-telemetry

clusterserviceversion.operators.coreos.com/service-telemetry-operator.v1.5.1700688542
condition met

NAME DISPLAY VERSION REPLACES
PHASE

amaq7-interconnect-operator.v1.10.17 Red Hat Integration - AMQ Interconnect 1.10.17
amaq7-interconnect-operator.v1.10.4 Succeeded

observability-operator.v0.0.26 Cluster Observability Operator 0.1.0
Succeeded

service-telemetry-operator.v1.5.1700688542 Service Telemetry Operator

1.5.1700688542 Succeeded
smart-gateway-operator.v5.0.1700688539 Smart Gateway Operator

5.0.1700688539 Succeeded

3.2. 7£f RED HAT OPENSHIFT CONTAINER PLATFORM Hi0/#
SERVICETELEMETRY X/

7£ Red Hat OpenShift Container Platform #15/# ServiceTelemetry ¥/5¢, L& Service Telemetry
Operator 7 Service Telemetry Framework (STF) BBE LIS 1411, BZIEEIES E 321 77
“ServiceTelemetry X/ REGEBESH,

TERRE

o ZIEZBE T STF HIZFFH operator, WHEEZISE, 5S04 5 3.1 77" 7F Red Hat OpenShift
Container Platform f#Z#155& Service Telemetry Framework”,

e FZ#% Cluster Observability Operator LU 1F #1515 r. W EZIER, 1550 £ 3.11 7 "HE
Cluster Observability Operator”,

o KEZ# T Red Hat OpenShift B9 cert-manager LU IFIEFEEE, WEBBZELR, 554
£ 312 77" % Red Hat OpenShift Z82& cert-manager” .

TR
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1. BREFEE STF B9 Red Hat OpenShift Container Platform 1%,
2. BEWESTF REFHEHLEIEIXATHIZDAE, 150/ —1 ServiceTelemetry 715 :

$ oc apply -f - <<EOF
apiVersion: infra.watch/vibetat
kind: Service Telemetry
metadata:

name: default

namespace: service-telemetry
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spec:
alerting:
alertmanager:
storage:
persistent:
pvcStorageRequest: 20G
strategy: persistent
enabled: true
backends:
metrics:
prometheus:
enabled: true
scrapelnterval: 30s
storage:
persistent:
pvcStorageRequest: 20G
retention: 24h
strategy: persistent
clouds:
- metrics:
collectors:
- bridge:
ringBufferCount: 15000
ringBufferSize: 16384
verbose: false
collectorType: collectd
debugEnabled: false
subscriptionAddress: collectd/cloud1-telemetry
- bridge:
ringBufferCount: 15000
ringBufferSize: 16384
verbose: false
collectorType: ceilometer
debugEnabled: false
subscriptionAddress: anycast/ceilometer/cloud1-metering.sample
- bridge:
ringBufferCount: 15000
ringBufferSize: 65535
verbose: false
collectorType: sensubility
debugEnabled: false
subscriptionAddress: sensubility/cloud1-telemetry
name: cloud1
observabilityStrategy: use_redhat
transports:
qdr:
auth: basic
certificates:
caCertDuration: 70080h
endpointCertDuration: 70080h
enabled: true
web:
enabled: false
EOF

EEHEXLRINE, FHEERNE spec Z# 7,
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3. 7£ Service Telemetry Operator & & STF HEHE :

$ oc logs --selector name=service-telemetry-operator

Ansible Task Status Event StdOut -----------------

PLA Y RECAP Foh kA A AR A A A A A AR dd kA dddddddddddddddkdddbddddddddddddkddbbtthhdtthtstst

localhost :0k=90 changed=0 unreachable=0 failed=0 skipped=26
rescued=0 ignored=0

2773

o EHENELIENEELEIEREZTT, 15EEpod FIET pod HIKE,

$ oc get pods

NAME READY STATUS RESTARTS AGE
alertmanager-default-0 3/3 Running 0 123m
default-cloud1-ceil-meter-smartgateway-7dfb95fcb6-bs6jl  3/3  Running 0 122m
default-cloud1-coll-meter-smartgateway-674d88d8fc-858jk  3/3 Running 0 122m
default-cloud1-sens-meter-smartgateway-9b869695d-xcssf  3/3  Running 0 122m
default-interconnect-6¢cbf65d797-hk716 1/1 Running 0 123m
interconnect-operator-7bb99c5ff4-16xc2 1/1  Running 0 138m
prometheus-default-0 3/3 Running 0 122m
service-telemetry-operator-7966cf57f-g4tx4 1/1  Running 0 138m
smart-gateway-operator-7d557cb7b7-9ppls 1/1  Running 0 138m

3.2.1. ServiceTelemetry X/ RHIE ES#
B E LU & ServiceTelemetry X/ RAEJLL T £ B ESHKAIE STF 55E -

. =

® HighAvailability

o f[Zhy
backend &#
W& backend B2HBIE, NIEFFIFEHD AL S, #/5//F clouds S#E X BIEZREM%, WEEFEZE
B, 1EE "clouds E#— 7,

BT L& Prometheus fEN#EF 77 1%/5 1, Elasticsearch fE X E 1L/, Service Telemetry
Operator AL /# Prometheus Operator #i FlIH 8 E X RN R 0% Prometheus T 1EN] #, &5
N EBEEZE Flasticsearch 7 EE M,

1% Prometheus /& Fi 415 hB9 7 1 e i
Z/F Prometheus /5 15977 17 e, EEATACE ServiceTelemetry X/,

20
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JFE

1. %##4 ServiceTelemetry X/ % :

I $ oc edit stf default

2. J%backends.metrics.prometheus.enabled Z# A9/ 1%iE 7 true :

apiVersion: infra.watch/vibetat
kind: Service Telemetry
metadata:

name: default

namespace: service-telemetry
spec:

[..]

backends:

metrics:
prometheus:
enabled: true

7 Prometheus BCEFFA 715
7£ backend. metrics.prometheus.storage.persistent #1:5 Eff1Z#, LIECE Prometheus BIFFA 177
REETT, WG R FE K,

& fH storageClass S E X j5lniFEr, WRREIREMSH, Service Telemetry Operator &/
Red Hat OpenShift Container Platform SEZEHTB A 21525,

&5 pvcStorageRequest Z#E X 77 1# 15 KATZE I NBEX ). FIlIER T, Service Telemetry
Operator 153K A/ 7 20G (20 Gigabytes).

i
1. ZYH AT HBIEEREE -

$ oc get storageclasses
NAME PROVISIONER RECLAIMPOLICY VOLUMEBINDINGMODE
ALLOWVOLUMEEXPANSION AGE
csi-manila-ceph  manila.csi.openstack.org Delete Immediate false
20h
standard (default) kubernetes.io/cinder Delete WaitForFirstConsumer true
20h
standard-csi cinder.csi.openstack.org Delete WaitForFirstConsumer true
20h

2. %47%#1 ServiceTelemetry ¥/ :

I $ oc edit stf default

3. /¥ backends.metrics.prometheus.enabled Z#(9/8E % true, ¥
backends.metrics.prometheus.storage.strategy £9/4 1% & persistent :

apiVersion: infra.watch/vibetat
kind: Service Telemetry
metadata:

name: default
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namespace: service-telemetry
spec:
[..]
backends:
metrics:
prometheus:
enabled: true
storage:
strategy: persistent
persistent:
storageClass: standard-csi
pvcStorageRequest: 50G

wFE S Elasticsearch fEX I

STF 92 Bk A7 Kubernetes Operator (ECK) £ 35 #5#1 X % #%69 Elastic Cloud, 7£STF
1.5.3 FZFfH T Elasticsearch EHEZhEE, AL RTLIFZ 4L FIEH ECK AR EFE BRI A
Elasticsearch SE#l, (BT % EFE Elasticsearch X/ REIOIEE, LIEHKSTF B5ERN], HHE
B9 Elasticsearch X/ RAFBERIRE, BT HHSTF B,

B XTESTF H{&/H Elasticsearch HIE 2158, 15Z /4 7F Elasticsearch #1{&/H Service
Telemetry Framework 9 2L IERIIR/EX E,

FJ5 F#e X4 F Elasticsearch X715 /Ein B9 E M, E A& ServiceTelemetry 115,

TR

1. %7#4 ServiceTelemetry X/ % :

I $ oc edit stf default

2. 1% backends.events.elasticsearch.enabled £ #(H9/5 i%& 7 true, FH{&HFFH Elasticsearch
SLRIEE hostUrl :

apiVersion: infra.watch/vibetat
kind: Service Telemetry
metadata:
name: default
namespace: service-telemetry
spec:
[..]
backends:
events:
elasticsearch:
enabled: true
forwarding:
hostUrl: https://external-elastic-http.domain:9200
tisServerName: ""
tIsSecretName: elasticsearch-es-cert
userSecretName: elasticsearch-es-elastic-user
useBasicAuth: true
useTls: true

22
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3. 7£ userSecretName S 0EE F Hsecret, LIiFhE BEXGHEUF il

$ oc create secret generic elasticsearch-es-elastic-user --from-
literal=elastic='<PASSWORD>'

4. J%CA i BE#IF|£ % EXTERNAL-ES-CA.pem BIX 14, $A/S7E tisSecretName £#(+(0//#E
£ Bysecret, (FRET#STF (&H

$ cat EXTERNAL-ES-CA.pem

$ oc create secret generic elasticsearch-es-cert --from-file=ca.crt=EXTERNAL-ES-CA.pem

clouds Z#

ZOE clouds £#, LUE X LB REMINT REBEH ISR IFERIIZHIEEL, LUFEEEISTF L4, WRE
e E, RIS EEIEIIEHEEEMR. BilIEX T, Service Telemetry Operator 7
cloud1 B/ZE /KX,

AT LUBE— P RXTRIZFIEF /1 E X I OB TN E R K. B 1 I 8L N EE K.
ELILE 1885 86 B, BHNIELEE— MNIEZESIZ. HESLIT MU — NS, LU -
i, BTHBIIEFISEESE collectd, ceilometer 7] sensubility, &/ FF /o IKE752 collectd 7]
ceilometer, MR MKEZRLT ] MU FEN T, HIEREFINEZRH S EEHE—H,

il cloud1 ZoEH LT ServiceTelemetry ¥/ RZin, EWIFET LHIHEMH# collectd, Ceilometer 1
Sensubility FHEIEZEHIIE I HIBHIE 71 -

apiVersion: infra.watch/vibetat
kind: Service Telemetry
metadata:
name: default
namespace: service-telemetry
spec:
clouds:
- name: cloud1
metrics:
collectors:
- collectorType: collectd
subscriptionAddress: collectd/cloud1-telemetry
- collectorType: ceilometer
subscriptionAddress: anycast/ceilometer/cloud1-metering.sample
- collectorType: sensubility
subscriptionAddress: sensubility/cloud1-telemetry
debugEnabled: false
events:
collectors:
- collectorType: collectd
subscriptionAddress: collectd/cloud1-notify
- collectorType: ceilometer
subscriptionAddress: anycast/ceilometer/cloud1-event.sample

clouds Z2#EB9F NIERZ—NELH), ZLOAIEBE=NIRSH : L/ 5k HI1FEH. metrics 7]
events ZH KL HHER T 1E890 57, collectors Z#75E - TNAFEZS#( collectorType 71
subscriptionAddress ) L BIX R Iz, ENTAAZEBEMXHILA], collectorType S##5E collectd,
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Ceilometer 2 Sensubility I H7##E, subscriptionAddress Z#eHEEEMZ 1] HBIAMQ

Interconnect H#i4if,

BT L& FF collectors S#HH9— 1Nl #7564 debugEnabled 7£:277H9 Smart Gateway pod #/=
é’ﬁﬂﬂifﬁéﬂﬁ T BE,

AR
o BXMGE AN B KETFNE, 15EZ F 433 7 WHEHIAEEME
o EXINTIES " mHIFIE, F5E F43 TV HEZ 5,
EWRSH

KE Efﬁ' SH, LIOEE Alertmanager ZLBIHIFZ 14/, ZlIER TEF B, EBZE B 554
£ 6.3 77 "Service Telemetry Framework FHEIEIR"

graphing £
KiE graphing # ¥ ()% Grafana LAY, #ilIEX FTE2E [, FZE8FS/ #6.1 7/ "Service
Telemetry Framework HETIN ZHR",

highAvailability

3

==
=]

i

STF & e £ (HA )fé*fta#ﬁ? L ERT#Z ¥, Red Hat OpenShift
Container Platform 22— 1NE a1 FEEL, WERFGHE T HA B, EELIZESTF &
S I E F4 i

£ & highAvailability £#, LISLBIE STF 22 TG, LU D I EE # B HT 6 92 1 E 1T 1],
EINIER FZH highAvailability, F%E81550H #£6.6 775 H4,

transports Z#
IXI& transports £#(, 77 STF B8E /5 EE B4, BFiE—Z/ 9552 AMQ Interconnect, BLIAIER
TG qdr 55,

3.3. ii/B/STF ZH 1R HE 7 R iE

1£ Red Hat OpenShift Container Platform H1, [/ 5 /FB L BB INFFI5 0 BERZS, BRBEIIEZE
B, ESPIEANOEE TS,

7£ Service Telemetry Framework (STF)#, WEBHETF Web BIREBIFTMRZ 2 FF HTTPS EBH, #HH
Red Hat OpenShift Container Platform £ F £ & A9 /7#E#I(RBAC) TR,

EFBELUT R U717/ 892 U -

] "o m.n

{"namespace":"service-telemetry", "resource":"grafana", "group":"grafana.integreatly.org”,
"Ver ", ngtli}
{"namespace":"service-telemetry", "resource":"prometheus”, "group":"monitoring.rhobs", "verb":"get"}

m.on

alertmanager”, "group”:

{"namespace":"service-telemetry", "resource": 'monitoring.rhobs”,

"Vef ", ngtrt}
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BX RBAC HIEZ158, 15Z/41%H RBAC & X HIN AR,

TR

1. ZRZF/Red Hat OpenShift Container Platform,

2. #A service-telemetry 7% 52/ :
I $ oc project service-telemetry

3. FIHi service-telemetry 7 5 #1497 FH Web Ul B5H :

$ oc get routes | grep web

default-alertmanager-proxy default-alertmanager-proxy-service-telemetry.apps.infra.watch
default-alertmanager-proxy web  reencrypt/Redirect None

default-prometheus-proxy  default-prometheus-proxy-service-telemetry.apps.infra.watch
default-prometheus-proxy  web  reencrypt/Redirect None

4. TERTNEESR, FEAE https.//<route_address& gt: LLii/A/RE/ AR5 HI Web SRE,

3.4. BDiE & FH AT W5 I 2R G

Zplit g, i EFIZRElRIEE, 17 /F observabilityStrategy: none 75 7Z/ Service Telemetry
spec 1, TEXMEZUH, HE(XEFE AMQ Interconnect FEHIEZSFIEBEMI R, BB IEIES Prometheus F#
BHIN R, LIM STF EBEMFKFIH EB Elasticsearch IKEFE TR, LUIFEIKFE 4 BIZFEE

TR

1. 7£ spec 2, (&/H/E ! observabilityStrategy: none 1/Z#—1* ServiceTelemetry ¥/ 5, &
BN FHSTF BB EE, ZEEZEMEBATEIEI N EZE R T B = PEN,

$ oc apply -f - <<EOF
apiVersion: infra.watch/vibetat
kind: Service Telemetry
metadata:

name: default

namespace: service-telemetry
spec:

observabilityStrategy: none
EOF

2. Ml Bt X AR 1E 25 EEEHIFI RN KR

$ for o in alertmanagers.monitoring.rhobs/default prometheuses.monitoring.rhobs/default
elasticsearch/elasticsearch grafana/default-grafana; do oc delete $o; done

3. BRI B LIEN #EEBEIERZTT, 158Epod fI&EZ1 pod BIKE :

$ oc get pods

NAME READY STATUS RESTARTS AGE
default-cloud1-ceil-event-smartgateway-618547df6c-p2db5 3/3 Running 0 132m
default-cloud1-ceil-meter-smartgateway-59¢845d65b-gzhcs  3/3  Running 0 132m
default-cloud1-coll-event-smartgateway-bf859f8d77-tzb66 3/3 Running 0 132m
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default-cloud1-coll-meter-smartgateway-75bbd948b9-d5phm 3/3  Running 0 132m
default-cloud1-sens-meter-smartgateway-7fdbb57b6d-dh2g9 3/3 Running 0 132m
default-interconnect-668d5bbcd6-57b21 1/1 Running 0 132m
interconnect-operator-b8f5bb64 7-tlp5t /1 Running 0 47h
service-telemetry-operator-566b9dd695-wkvjq 1/1 Running 0 156m
smart-gateway-operator-58d77dcf7-6xsq7 1/1 Running 0 47h

Rty 7w

o BEXEEMNEHEXNZIFHINEFELHIESIER, 155/ F4.32 T EIEEFEHX

o E/FHE STF BET#E use_redhat, 15Z i1 IERTIFEX EFFARZS Telemetry Framework iF
FBET £ TR IEZS.
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# 4 = % SERVICE TELEMETRY FRAMEWORK ZZ7i& RED HAT
OPENSTACK PLATFORM DIRECTOR

BEE, FEHEHE, HIFENTLZEE Service Telemetry Framework (STF) 771518, S ATHE Red
Hat OpenStack Platform (RHOSP) overcloud LU/ FEEHE M EFT % 5.

STF AU AN X HFEZHZ N =. K HE T ZFEKERHOSP FISTF #HIE U B E,

o EX{EHFEIUAIELIHE T RHOSP overcloud B8&, 1H5E 1 5 4.1 77" &@/H director 77 Service
Telemetry Framework &52& Red Hat OpenStack Platform overcloud”,

o FENZPNIHLER RHOSP LEMAIIESTF, 15E80H £4.3 77 "HEZ NS,
o {EJ7RHOSP overcloud ESEAI—EE4%, HFAJGEE B IERAIEFIHNBITNEE :

o EXRHNIEKNEZRS, 1HSH F 4.2 177" 2 FHF Service Telemetry Framework A9 Red
Hat OpenStack Platform AR5,

4.1. /&5 DIRECTOR 77 SERVICE TELEMETRY FRAMEWORK %52 RED
HAT OPENSTACK PLATFORM OVERCLOUD

fEF71&/H director B9 Red Hat OpenStack Platform (RHOSP) overcloud E8EHI—E84), I IEHHE
W ZE 25 FIHHE 1% 57 B Service Telemetry Framework (STF),

TR

1. 5411 7 "M Service Telemetry Framework 7XEXHF overcloud HJEHI CA uF+"
2. £ AMQ Interconnect &4

3. £ AMQ Interconnect B #4F

4. W STF CI@EXAE

5. H#overcloud FPiE STF 1£#%

o

82 overcloud

Bl & i Es

N

At

5
b

o FEX(EH director 58F OpenStack ZHIE Z 158, 155/ & director ZZFIE# Red Hat
OpenStack Platform,

o  ZEF/ AMQ Interconnect IKEHIE, 15 EE amqpl 7.

4.11. M Service Telemetry Framework 8¢/ F overcloud ZZiEH] CA iFF

ZJF Red Hat OpenStack Platform (RHOSP) overcloud i£#%£) Service Telemetry Framework (STF), #%
FIESTF #iZ1THIAMQ Interconnect #9 CA ul75, #7E RHOSP BZi& H (& i1,

TR
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. ZEESTF FBIET il 57
I $ oc get secrets
2. kF#Hi R default-interconnect-selfsigned Secret A& :

I $ oc get secret/default-interconnect-selfsigned -o jsonpath="{.data.ca\.crt}' | base64 -d

4.1.2. }$3 AMQ Interconnect &4

2417 Service Telemetry Framework (STF)ZZi& Red Hat OpenStack Platform (RHOSP) overcloud #f,
TERAITE STF X PLE# AMQ Interconnect &5,

BT LU T #F Service Telemetry spec H9 transports.qdr.auth {89/ 1% i& 7 none, 7£AMQ
Interconnect 1 FERRZZHE KRG 7571F, 1£STF H915.3 ZFiHIRA % transports.qdr.auth £, &
YR IT /I B R E KRB 757 1F, 1£STF 1.5.3 BE S/RALIFT ZHH, transports.qdr.auth #92i/ (H 2
basic, 1HHIREHKEISTF 15.3, [ transports.qdr.auth 691/ & none.,

TR

. BREFEE STF B9 Red Hat OpenShift Container Platform 1%,

2. A service-telemetry i H :
I $ oc project service-telemetry
3. % AMQ Interconnect &5 :

I $ oc get secret default-interconnect-users -o json | jq -r .data.guest | base64 -d

4.1.3. 3 AMQ Interconnect E§/ 11

2417 Service Telemetry Framework (STF) ZZi& Red Hat OpenStack Platform (RHOSP) overcloud #,
TEAITE STF (FHEX EHEE#E AMQ Interconnect BEHIHELE,

TR

1. BREFEE STF B9 Red Hat OpenShift Container Platform 1%,

2. A service-telemetry i H :
I $ oc project service-telemetry
3. $F AMQ Interconnect BEH LI :

$ oc get routes -ogo-template="{{ range .items }}{{printf "%s\n" .spec.host }}{{ end }}' | grep "\-
5671"

default-interconnect-5671-service-telemelry.apps.infra.watch

4.1.4. ¥ STF /BEAXAE
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BFIEALSH, LUE Service Telemetry Framework (STF) 18 B AU EFI % 5, ER LI —T
TE N BN BN E (H RIS

1. LU stack /5 17EF undercloud E#,

2. 7f /home/stack 5RH0/E— 1% 7 enable-stf.yaml H9F0E X 1+,

EZ

#¥ PipelinePublishers <& % 35I| 7 =-F B R G IE 17 #HE 171575 RHOSP Z N2
f#, #0Gnocchi 8% Panko, HI-REZEE/FHIE L EFRAMEE, Ceilometer ¥ 14
A&7 30 #, J&7E ExtraConfig F1EE, RIEES AN RHOSP A, il
TS5 B8 YA AGIE, #1300, XL STF HIZE AR,

enable-stf.yaml/

parameter_defaults:
# only send to STF, not other publishers
PipelinePublishers: []

# manage the polling and pipeline configuration files for Ceilometer agents
ManagePolling: true

ManagePipeline: true

ManageEventPipeline: false

# enable Ceilometer metrics
CeilometerQdrPublishMetrics: true

# enable collection of API status
CollectdEnableSensubility: true
CollectdSensubilityTransport: amqp1

# enable collection of containerized service metrics
CollectdEnableLibpodstats: true

# set collectd overrides for higher telemetry resolution and extra plugins
# to load

CollectdConnectionType: amqp1

CollectdAmaqplnterval: 30

CollectdDefaultPollinglInterval: 30

# to collect information about the virtual memory subsystem of the kernel
# CollectdExtraPlugins:

# - vmem

# set standard prefixes for where metrics are published to QDR
MetricsQdrAddresses:
- prefix: 'collectd’
distribution: multicast
- prefix: 'anycast/ceilometer’
distribution: multicast

ExtraConfig:
ceilometer::agent::polling::polling_interval: 30
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ceilometer::agent:.polling::polling_meters:
- cpu
- memory.usage

# to avoid filling the memory buffers if disconnected from the message bus
# note: this may need an adjustment if there are many metrics to be sent.

collectd::plugin::amqgp1::send_queue_limit: 5000

# to receive extra information about virtual memory, you must enable vmem plugin in

CollectdExtraPlugins

# collectd::plugin::.vmem::verbose: true

# provide name and uuid in addition to hostname for better correlation
# to ceilometer data
collectd::plugin::virt::hostname_format: "name uuid hostname"

# to capture all extra_stats metrics, comment out below config
collectd::plugin:.virt::extra_stats: cpu_util vcpu disk

# provide the human-friendly name of the virtual instance
collectd::plugin::virt::plugin_instance_format: metadata

# set memcached collectd plugin to report its metrics by hostname
# rather than host IP, ensuring metrics in the dashboard remain uniform
collectd::plugin::memcached::instances:

local:
host: "%{hiera('fqdn_canonical’)}"
port: 11211

# report root filesystem storage metrics
collectd::plugin::df::ignoreselected: false

4.1.5. 7 overcloud ZJ/& STF £#

FEFJE Service Telemetry Framework (STF)1%#, B 0@ — P X 14, ,H 182 overcloud FSTF EFE
B9AMQ Interconnect B EHEATE, F’ﬁ?f’ STF R#EF I HERIIE R E S, HEFE overcloud, #INIEE
FBFEEE I EE ST THIENT LR, HXZNEEBENILE, zgf?/ﬁ] F43 T 'HEZNS,

TERRE

TR

30

o MHASTF BSEZEHIAMQ Interconnect 145 CA uFF, EZEE15E/4 5 4.1.1 77 "M Service

Telemetry Framework 7Bt fHF overcloud BEHT CA uE7",

13 AMQ Interconnect &5, HWEBEZEL, 1S4 FE4.12 17 "13FAMQ Interconnect &
",

F£23 AMQ Interconnect BRI HILE, B ZISEIFS ) 5 4.1.3 77 "3 AMQ Interconnect £5 /1
4,

. LU stack /5 5 17EF undercloud E#.,

. £ /home/stack HRH1/E—1 %% stf-connectors.yaml HIFE7E X 1,
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3. {£ stf-connectors.yaml X4+, & MetricsQdrConnectors #itif, L{JF overcloud LAY
AMQ Interconnect 1£#ZEESTF B8&, & LIFEUE X HHEIE Sensubility, Ceilometer #] collectd
BYE e hE, LIPTED STF R8N (H, BXEE X FEHHEIERFIE, 5% 43 7 HE
215,

stf-connectors.yaml

resource_regqistry:
OS::TripleO::Services::Collectd: /usr/share/openstack-tripleo-heat-
templates/deployment/metrics/collectd-container-puppet.yam/

parameter_defaults:
ExtraConfig:
qdr::router_id: "%{::hostname}.cloud1"

MetricsQdrConnectors:
- host: default-interconnect-5671-service-telemetry.apps.infra.watch
port: 443
role: edge
verifyHostname: false
sslProfile: sslProfile
saslUsername: guest@default-interconnect
saslPassword: <password_from_stf>

MetricsQdrSSLProfiles:
- name: sslProfile
caCertFileContent: |

CeilometerQdrMetricsConfig:
driver: amgp
topic: cloud1-metering

CollectdAmqplnstances:
cloud1-telemetry:
format: JSON
presettle: false

CollectdSensubilityResultsChannel: sensubility/cloud1-telemetry

e qdr::router_id fiEEE&E &= EHENHITEREDLE(FQDN) HIRLIN (B, TERLIENR
T, FODN HEER FEEEHIE ID KEXF 61 NFHF, XRFH QDR FEXIN, X FilrGHK
AZB9FQDN (EHIEEE, X T EUERE.

® resource_registry & EENI# collectd RS, HWERE /HZ T =EEES collectd-
write-qdr.yaml Zf 15X 14,

o /¥ MetricsQdrConnectors BIEH FSHEH: V/ETE 5 4.1.3 77 "33 AMQ Interconnect £
HtthF" B RAGE.,

e /7 MetricsQdrConnector s £ saslPassword FZ##89 <password_from_stf > 255 &
HENIETE B 4.12 77 "3 AMQ Interconnect Z 14" dks FEHI(E,
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e /¥ caCertFileContent Z2#(&E i 5 4.11 77 "M Service Telemetry Framework 7 E¢fHF
overcloud FZIEH] CA 1F1B" HEFRBIAZ,

o /& CeilometerQdrMetricsConfig.topic #9 topic (2, L{E X Ceilometer #8789, 1%
[E 2 = BIHE— 17 iR 7F, 4 cloud1-metering.,

e Xi& CollectdAmgpinstances F£#, LUE X collectd 1EFrHIEH, B4 & Fhie = HIMHE—
FiffF, 40 cloudi-telemetry.

e ¢i& CollectdSensubilityResultsChannel, L{E X collectd-sensubility FEHHIEH, %15
B HIHE— F 1R A7F, 40 sensubility/cloud1-telemetry.

1&g collectd I Ceilometer & X F&HT, HHEHHGE fFF1HE N & BEM F Z F i/ F 1T
JH B BT,

Ceilometer F/(E #5#% 1y &4 anycast/ceilometer/<TOPIC>.sample, collectd &
R FEH ) U collectd/<TOPICs, sensubility B9(E2 7 EIHEE, HREME
EFHE Ty T

&5 ServiceTelemetry X/ R IR AIE A, 5S4 “clouds S — 1,

4.1.6. Z8Z overcloud

&R E I X (BB E B AT overcloud, LUEIKZEHIEH (£5iF) Service Telemetry Framework
(STF),

A
1. LU stack /5 17EF undercloud E#.,

2. &#t stackrc undercloud FEiuF X 14 :

I $ source ~/stackrc

3. [@HEEMIEXAEIFHIEIEF AMQ Interconnect P XTSI 1L, HEFZ overcloud :

(undercloud)$ openstack overcloud deploy --templates \
-e [your environment files] |

-e /usr/share/openstack-tripleo-heat-templates/environments/metrics/ceilometer-write-
qdr.yaml |

-e /usr/share/openstack-tripleo-heat-templates/environments/metrics/qdr-edge-only.yaml |
-e /home/stack/enable-stf.yaml |

-e /home/stack/stf-connectors.yaml

e A Z ceilometer-write-qdr.yaml 3X1#, LIFERFF Ceilometer @M 4 X Z STF,
e HZ qdr-edge-only.yaml X 1#, UHFREREZE /S FHEREESTF 8 LA,

e % enable-stf.yaml Zf1EX 1, LIUFRIEFBIIE 7 A 1H,

e &= stf-connectors.yaml I EZE X LUE X 5 STF BF#,
4.1.7. Wik & Fin &%
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E5 I F E Service Telemetry Framework (STF) ZZ 15 BIHIEINE, 15 B 1 ERLUTIRE(T#IE, BX
1F Red Hat OpenStack Platform (RHOSP) Z8Z G H N 11 r7, 15 1&/H SSH 1 F1EEI#E#IE .

e

HETE RHOSP B )ZEL TIEN £, —LZNHHES 7,

TR

1. &R overcloud 77, #lcontroller-0,

2. 1R metrics_qdr H1E S U B Z1E TR L2517 :

$ sudo podman container inspect --format '{{.State.Status}}' metrics_qdr collectd
ceilometer_agent notification ceilometer_agent central

running

running

running

running

ETE TR LEFL RS -

' $ sudo podman container inspect --format '{{.State.Status}}' metrics_qadr
collectd ceilometer_agent _compute

3. &[E:1T7 AMQ Interconnect HIPAIEBZEH4E, G40 172.17.1.44 117077 ] 5666 :
$ sudo podman exec -it metrics _qdr cat /etc/qpid-dispatch/qdrouterd.conf
listener {

host: 172.17.1.44
port: 5666

authenticatePeer: no
sasiMechanisms: ANONYMOUS

4. &[EIFZEKH AMQ Interconnect B E#ESZ -

$ sudo podman exec -it metrics _qdr qdstat --bus=172.17.1.44:5666 --connections

Connections
id host container
role dir security authentication tenant

1 default-interconnect-5671-service-telemetry.apps.infra.watch:443  default-
interconnect-7458fd4d69-bgzfb edge out
TLSv1.2(DHE-RSA-AES256-GCM-SHA384) anonymous-user
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12 172.17.1.44:60290

openstack.org/om/container/controller-O/ceilometer-agent-
notification/25/5c02cee550f143ec9ea030db5cccbal4 normal in  no-security
no-auth

16 172.17.1.44:36408 metrics

normal in no-security anonymous-user

899 172.17.1.44:39500 10a2e99d-1b8a-4329-b48c-
4335e5f75c84 normal in no-security
no-auth

BIGPNERE -

o FISTF BYH b F#%

® ¥ H ceilometer BIA Ui E#E

o ¥ H collectd BIA Ihi1E#E

o XA qdstat &/ inBIA I
Hith STF 1Z# 124125 MetricsQdrConnectors E82#, ZSTF FiE1aa95/-, BEtEL
EIEFEFX T AMQ Interconnect BYZE i EFERGIAI S8 PL5

5. BHERICHEER, JHit#E HEE deliv I HETF 5580 _edge il :

$ sudo podman exec -it metrics _qdr qdstat --bus=172.17.1.44:5666 --links

Router Links

type  dir connid id peer class addr phs cap pri undel unsett deliv
presett psdrop acc rej rel mod delay rate

endpoint out 1 5 local _edge 250 0 0 0 2979926 0 0
0 0 29799260 0 ©

endpoint in 1 6 2500 0 0 O 0 0 0 0
o 0 0 o0

endpoint in 1 7 2500 0 0 O 0 0 0 0
o 0 0 o0

endpoint out 1 8 2500 0 0 0O 0 0 0 0
o 0 0 o0

endpoint in 1 9 2500 0 0 O 0 0 0 0
o 0 0 o0

endpoint out 1 10 200 0 o0 911 911 0 0
0o 0 0 911 0

endpoint in 1 11 2500 0 0 0 9117 0 0

o 0o 0 0 o0
endpoint out 12 32 local temp.ISY6Mcicol4J2Kp 250 0 0 O 0 0
O 0 0 0 0 0 o0

endpoint in 16 41 250 0 0 0 2979924 0 0
0 0 29799240 0 ©0
endpoint in 912 1834 mobile $management 0 2500 0 O 1 0

0 1 0 0 0 0 O
endpoint out 912 1835 local temp.90K2resI9tmt+CT 250 0 0 O 0
0 o 0 0 0 0 0 O
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6. ZEZH RHOSP IR E|STF Bytitt, ## % Red Hat OpenShift Container Platform L33 AMQ
Interconnect pod S H I F#, FIH BT FHHIAMQ Interconnect pod:

$ oc get pods -l application=default-interconnect

NAME READY STATUS RESTARTS AGE
default-interconnect-7458fd4d69-bgzfb  1/1  Running 0 6d21h

7. ##E pod #FH EXIBER, FABIF, FFRERHOSP TRHG=T D5 £, RF#id 7y
22,23, #124,

$ oc exec -it deploy/default-interconnect -- qdstat --connections

2020-04-21 18:25:47.243852 UTC
default-interconnect-7458fd4d69-bgzfb

Connections
id host container role dir security
authentication tenant lastdlv  uptime

5 10.129.0.110:48498 bridge-3f5 edge in no-security
anonymous-user 000:00:00:02 000:17:36:29
6 10.129.0.111:43254 rcv[default-cloud1-ceil-meter-smartgateway-58f885c76d-xmxwn]

edge in no-security anonymous-user 000:00:00:02 000:17:36:20
7 10.130.0.109:50518 rcv[default-cloud1-coll-event-smartgateway-58fbbd4485-rI9bd]
normal in no-security anonymous-user - 000:17:36:11

8 10.130.0.110:33802 rcv[default-cloud1-ceil-event-smartgateway-6¢fb65478c-g5q82]
normal in no-security anonymous-user 000:01:26:18 000:17:36:05
22 10.128.0.1:51948 Router.ceph-0.redhat.local edge in
TLSv1/SSLv3(DHE-RSA-AES256-GCM-SHA384) anonymous-user 000:00:00:03
000:22:08:43

23 10.128.0.1:51950 Router.compute-0.redhat.local edge in
TLSv1/SSLv3(DHE-RSA-AES256-GCM-SHA384) anonymous-user 000:00:00:03
000:22:08:43

24 10.128.0.1:52082 Router.controller-0.redhat.local edge in
TLSv1/SSLv3(DHE-RSA-AES256-GCM-SHA384) anonymous-user 000:00:00:00
000:22:08:34

27 127.0.0.1:42202 c2f541c1-4c97-4b37-a189-a396c08fb079 normal in
no-security no-auth 000:00:00:00 000:00:00:00

8. BEEMSLEZEEHE, FRBF NS oc exec 775 :
$ oc exec -it deploy/default-interconnect -- qdstat --address

2020-04-21 18:20:10.293258 UTC
default-interconnect-7458fd4d69-bgzfb

Router Addresses
class adadr phs distrib  pri local remote in out thru
fallback
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mobile anycast/ceilometer/event.sample 0 balanced - 1 0 970 970

0 0

mobile anycast/ceilometer/metering.sample 0 balanced - 1 0 2,344,833
2,344,833 0 0

mobile collectd/notify 0 multicast - 1 0 70 70 0 0
mobile collectd/telemetry 0 multicast - 1 0 216,128,890 216,128,890
0 0

4.2. Z/H/HF SERVICE TELEMETRY FRAMEWORK £ RED HAT
OPENSTACK PLATFORM AR5

22 H25E Red Hat OpenStack Platform (RHOSP) A/ @ [BHIAR S, HIFEE#EE) Service Telemetry
Framework (STF). RBEMNEFHESEERIIICEX 1, EVREZHEH—ED,
Sk

1. LU stack /7 814 &R undercloud F#l,

2. &#t stackrc undercloud FEiuF X4 :

I $ source ~/stackrc

3. 0Y# disable-stf.yaml IfZ X 1# :

$ cat > ~/disable-stf.yaml <<EOF

resource_regqistry:
OS::TripleO::Services::CeilometerAgentCentral: OS::Heat::None
OS::TripleO::Services::CeilometerAgentNotification: OS::Heat::None
OS::TripleO::Services::CeilometerAgentlpmi: OS::Heat::None
OS::TripleO::Services::ComputeCeilometerAgent: OS::Heat::None
OS::TripleO::Services::Redis: OS::Heat::None
OS::TripleO::Services::Collectd: OS::Heat::None
OS::TripleO::Services::MetricsQdr: OS::Heat::None

EOF

4. M RHOSP director EBZEHMIBRLL T -

® ceilometer-write-qdr.yaml
® qdr-edge-only.yaml|

® enable-stf.yaml|

e stf-connectors.yaml|

5. E#H RHOSP overcloud., HAREIEX 57 EH1#/F disable-stf.yaml X ¥, i1 7E5Z%FEH
J50 disable-stf.yaml, RtiIfiE X ojpE=EZ ZHIZRFSHIEE :

(undercloud)$ openstack overcloud deploy --templates \
-e /home/stack/disable-stf.yaml |
-e [your environment files]

36



88 4% 7y SERVICE TELEMETRY FRAMEWORK A¢i& RED HAT OPENSTACK PLATFORM DIRECTOR

4.3. fEZ "=

BT LA E % 1 Red Hat OpenStack Platform (RHOSP) = L{ 41— Service Telemetry Framework (STF) &
B Btr. HEHEZ NN, BINEEUTERECH—EE % ET LA EIEHIE M, T£STF 58
Eh, BBREMX LB XL L, LUFIERRFEEHHEFIEH, TEHIE I8 B EREM X 75T
BT F 1 EBEPI X 0 HI T 8 1T I

2= H
=

AA PEIRIE(E I — B S i A B A EF N, AR NN B E B E 21568, S
/] B 4.3.4 77" EW—HI =1,
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K 4.1. B4 RHOSP m=iF#FSTF

OpenStack Cloud 1

OpenStack Nodes

collectd container

metrics/events

v

AMQ Interconnect container

.5

OpenStack Cloud 2

OpenStack Nodes

collectd container

metrics/events

v

AMQ Interconnect container

Service Telemetry Framework
AMQ Interconnect
collectd /cloudi-telemetry

Cloud 1 Metrics Smart Gateway

scrape endpoints

collectd /cloud2-telemetry

Cloud 2 Metrics Smart Gateway

scrape endpoints

Prometheus Datastore

!

User provisioned N Dashboards

components

EhZB PR EAE RHOSP overcloud, 1E U FHES :

. HEEE N F NS @EFEIAMQP Mt e, B 581550 5 4.3.1 77 "4 AMQP it EiZe",

2. WETLESEEFHRHEZERNR, UM ETS, EEIE8EE % 432 1
"B EEREPIX,

3. BAM—HIEEER N s, BZERIFSH F 434 7 KEK—HI=HE,

4. Ky STF CIBERMIE, EBZEEIFEN #4.14 17"/ STF B)EREXAE",

5. BRI L, FRIEHIFEMLEEIEHHU LFISTF, BZERIFS F 435 7" HZ =0/

# Red Hat OpenStack Platform FAEX 4",

4.3.1 H L AMQP i1t 5i4%
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BilIEX T, Red Hat OpenStack Platform (RHOSP) 17 R0 B TN IR 7510 FFHHE ; collectd #T
Ceilometer, collectd-sensubility =5 ZEHE—HIHILE, X Lo P FFRE N30 HE 218 51 4 2% BN B AMQP
Hitt, % collectd/telemetry, STF EREMIK IINTXLEMH FHAEHIAMQP Hitif, B 152 PN=HIRFIET
BERITEHHE, IFE BT DAL L — A4, FF 2 b iR RIS I E i B9 B — B85 I
FolZE s T —Letti it FfriR il -

e collectd/cloudi-telemetry

e collectd/cloud1-notify

® sensubility/cloud1-telemetry

® anycast/ceilometer/cloud1-metering.sample

® anycast/ceilometer/cloud1-event.sample

e collectd/cloud2-telemetry

e collectd/cloud2-notify

® sensubility/cloud2-telemetry

® anycast/ceilometer/cloud2-metering.sample

® anycast/ceilometer/cloud2-event.sample

® collectd/us-east-1-telemetry

® collectd/us-west-3-telemetry

4.3.2. BEEREM X

TR P B NI E L BB EE RS FK ; — N F collectd #8Fr, — TNEF collectd #8F5, —
PN F Ceilometer #§F5, — TN F Ceilometer 4, 77— 1NHF collectd-sensubility 18Fr. 1551 EFE
PIFECIE K 0T = E X BIAMQP #itit, ZE X EREMI*%, 151E ServiceTelemetry ;&4 0 E
clouds £#(,

LB RESESTF B, [OEEREMFEE, LUE X HPNSHIRTIEEEER, L& %2 Nr s e
PAFRET, el LUK L EEFE PR HTAE TN I B F A BIE B NI I E B TIER % N RE K, #IE E B K TE
cloud1 E X, BFFZLUT T4t -

collector type ST [ He kit

collectd metrics collectd/telemetry

collectd Events collectd/notify

collectd-sensubility metrics sensubility/telemetry

ilo metrics anycast/ceilometer/metering.sam
ple

ilo Events anycast/ceilometer/event.sample
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Bt
o BEHBET ntpE 5. BXRBEDREGFNFIGIFESE F4.31 17 A AMQP 1 FIZ

o ZBRET clouds ¥ &RFZEK, FX clouds SHEIBANBTHIEZIER, ESH clouds Z#H —

e

TR

1. &RZF/Red Hat OpenShift Container Platform,

2. #A service-telemetry 7% 52/ :
I $ oc project service-telemetry

3. JH# 8L ServiceTelemetry X/, FH&HFEHIECE 7] clouds S# :

3

==
=]

i

BRI B R AT BA pod £FF63 INEH, IR
ServiceTelemetry % 7 default 7] clouds.name B9H & R FEE17 19 NF
. BEMTEEEEFIHHFZER, -, 1F=E RN FREF(a-z, O-
9)o

FAMH R E FFRA, BTLL5 clouds.name 157/,

I $ oc edit stf default

apiVersion: infra.watch/vibetat
kind: Service Telemetry
metadata:

spec:

clouds:
- name: cloud1
events:
collectors:
- collectorType: collectd
subscriptionAddress: collectd/cloud1-notify
- collectorType: ceilometer
subscriptionAddress: anycast/ceilometer/cloud1-event.sample
metrics:
collectors:
- collectorType: collectd
subscriptionAddress: collectd/cloud1-telemetry
- collectorType: sensubility
subscriptionAddress: sensubility/cloud1-telemetry
- collectorType: ceilometer
subscriptionAddress: anycast/ceilometer/cloud1-metering.sample
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- name: cloud2
events:

4. {877 ServiceTelemetry X1,

5. Bl FNEHENXEEIETE ST, X ABEFE/D ), BERREFEREMXIIHE :

$ oc get po -1 app=smart-gateway

NAME READY STATUS RESTARTS AGE
default-cloud1-ceil-event-smartgateway-6¢fb65478c-g5q82 2/2  Running 0 13h
default-cloud1-ceil-meter-smartgateway-58f885c76d-xmxwn 2/2  Running 0 13h
default-cloud1-coll-event-smartgateway-58fbbd4485-rl9bd 2/2  Running 0 13h
default-cloud1-coll-meter-smartgateway-7c6fc495c4-jn728 2/2 Running 0 13h
default-cloud1-sens-meter-smartgateway-8h4tc445a2-mm683 2/2  Running 0 13h

4.3.3. A EREM X

K Z PN SHE Service Telemetry Framework (STF) /&, #IRTHEEF ], EaTLUIRE i BIEEEM X,
Service Telemetry Operator ETLUIHR L) HT SmartGateway X/ 5, (BT F7E ServiceTelemetry = X
F2FH, B FWRRE clouds Z#E X B9 SmartGateway X5, @ Ji1E ServiceTelemetry ;&4 o
#% cloudsRemoveOnMissing £#(1 & 7 true.

/70

WIRET IR EETE X, 151&H clouds: [| S E X E R,

3

==
=]

i

cloudsRemoveOnMissing S i\ 122, WREHT

TR

cloudsRemoveOnMissing £#(, #a]LITE 2 Bin 5 22 /5] IR AT B F 51 B2 HT
SmartGateway ¥/, L% *E,

. EHEEEEE Service Telemetry Operator BI= N RIZE L H clouds £#, B ZER81550
“clouds Z#"— 1,

. %##4 ServiceTelemetry X157 7] cloudsRemoveOnMissing £#( :

apiVersion: infra.watch/vibetat
kind: Service Telemetry
metadata:

spec:

cloudsRemoveOnMissing: true
clouds:

41



Red Hat OpenStack Platform 17.1 Service Telemetry Framework 1.5

3. REFEHK,

4. %3iF Operator 2 ZMBF 7 Smart Gateways. Operator 175 & KT Al GEFEZ /L 5 #1TH] :

I $ oc get smartgateways

4.3.4. KiEM—HI 1

HMFERM T A Red Hat OpenStack Platform (RHOSP) = £/ Service Telemetry Framework (STF) B9:& Nl 7]
LUH—FriH B 7458, 158 & CloudDomain £#,

BRET S BEEFENEN I E, REHHIEEEZFENAELE,

A
. BIEBFTHIIFE M, T hostname .yaml,
2. HEHEXEFIRIE CloudDomain £2#, 1 FAIFT :

hostnames.yaml

parameter_defaults:
CloudDomain: newyork-west-04
CephStorageHostnameFormat: 'ceph-%index%'
ObjectStorageHostnameFormat: 'swift-%index %'
ComputeHostnameFormat: '‘compute-%index%'

3. FFETBI B XA BT AR E

¥

Rttt

o F435 7" HZP L Red Hat OpenStack Platform 2f1E X 14"

3

® Overcloud Z#(#5# #HJ #/1 Overcloud £#(

4.3.5. 1% PNL0/# Red Hat OpenStack Platform Ef15 X4

EREFIER NS, EOAEHFFETFTHILBE M OERIE, 0/#—7 stf-connectors.yaml 3X
#, 1% CeilometerQdrMetricsConfig 7] CollectdAmqplnstances £9/8, LIITHI AMQP 4 BT
T,

IR S T BERIEEF AP KA 112, 1@ &L CollectdSensubilityResultsChannel
2H, FEZSEIES/H 5 6.9 77 "Red Hat OpenStack Platform APl XS 1B &5 1E R 55 1
A

Fa
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TERRE

o ZTEMSTF BEERIAMQ Interconnect #1236 CA iF 1, BEZ(EEI1FS/H 5 4.11 77 "M Service
Telemetry Framework 7Bt fHF overcloud BZEHT CA uE7",

o ZBRIET clouds ¥ RIZEK, FXclouds EHEIBABHIEZIER, 155/ clouds lES
#’o

o ZFEKFE T AMQ Interconnect FERHINE, B Z(SEIFSH 5 413 77 "3 AMQ Interconnect £
=,

o &ENSTF BB T EMIE, EZIEKFE/ F4.14 7" W STF BIEZFEIE,

o ZEOETH—RIEENEX M, BZIER S/ F4.34 T KEK—HI=E,

A
1. LU stack /5 17EF undercloud E#.,

2. 7 /home/stack HRH0/&E— 1% % stf-connectors.yaml HIE7 & X 1,

3. £ stf-connectors.yaml X £/, Fi& MetricsQdrConnectors #itf, LUF#E overcloud BFE
_FBIAMQ Interconnect, ZZiE CeilometerQdrMetricsConfig, CollectdAmqplinstances 7/
CollectdSensubilityResultsChannel Z&i1e, LPLEZETEEH{TIE =EEERI AMQP Hitif,

stf-connectors.yaml

resource_regqistry:
OS::TripleO::Services::Collectd: /usr/share/openstack-tripleo-heat-
templates/deployment/metrics/collectd-container-puppet.yam/

parameter_defaults:
ExtraConfig:
qdr::router_id: %f{::hostname}.cloud1

MetricsQdrConnectors:
- host: default-interconnect-5671-service-telemetry.apps.infra.watch
port: 443
role: edge
verifyHostname: false
sslProfile: sslProfile

MetricsQdrSSLProfiles:
- name: sslProfile
caCertFileContent: |

CeilometerQdrMetricsConfig:
driver: amgp
topic: cloud1-metering

CollectdAmqplnstances:

cloud1-telemetry:
format: JSON
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44

presettle: false

CollectdSensubilityResultsChannel: sensubility/cloud1-telemetry

qdr::router_id B EZ = &LV BT EREZE(FQDN) BIEL I (H, TERLIER
F, FQDN HEERZZERZE ID KEATF 61 NEF, X2ZH QDR ZFHEFEI, W FHERK
F2BTFQDN (HBIESE, XTI BRI,

resource_registry & E#ENE collectd AR5, BIHERE ZmaiEEZ collectd-
write-qdr.yaml If 15X 14,

1% host S EH A ETE F 4.1.3 77 "3 AMQ Interconnect FEHIHHE" F13 FEBTIH

1% caCertFileContent Z# &7y 5 4.11 77 "M Service Telemetry Framework 758 /EHF
overcloud BZIEHI CA uEB" Rk FHIAE,

1% MetricsQdrConnectors BJEH FSHEHNETE 5 4.1.3 7713 AMQ Interconnect
HtthhF" B RHGE,

¢ & CeilometerQdrMetricsConfig.topic £9 topic 12, LLE X Ceilometer 15FHIE, 1%
[E 2= BIHE— 17 iR 7F, 4 cloud1-metering.,

% & CollectdAmgplnstances 7£#(, LIE X collectd #§¥rHIE, BEHE M2 HIME—
FiiffF, 40 cloudi-telemetry.

%X & CollectdSensubilityResultsChannel, LUE X collectd-sensubility F#H9E, %15
B HIHE— F 17 A7F, 40 sensubility/cloud1-telemetry.

21y collectd I Ceilometer & X F&HT, EHEHEBIE FFFZH A EREM K E
i 0T B B9 e 2,

Ceilometer F & [H #5714 7 F & HF

anycast/ceilometer/<TOPIC>.sample, collectd Z&(H#% % Hi W3 &ttt
collectd/<TOPIC>. sensubility B9/E@ B EHEE, HRBEMEDEFHY
ZEimr,

&5 ServiceTelemetry X/ & I = ALIE A, 5S4 “clouds S — 1,

. 1R stf-connectors.yaml X {##59a 5 2YE S Smart Gateway BCiE#H spec.bridge.amqpUrl

FE—H, 4%, 17 CeilometerQdrMetricsConfig.topic FERHiE 7 cloud1-metering £9/H,

. LU stack /5 5 17EF undercloud E#.,

. B#t stackrc undercloud FEuFX 1 :

I $ source stackrc

. {£ openstack overcloud deployment 5= 1 & & stf-connectors.yaml X 4 L{ & I — 15 21 15

X 1# hostname.yaml, LI&RE 5 EIEHEXBIZIEZXE -
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3

==
=]

IR EEF A EE X CollectdAmgplnstances £#(#9 collectd-write-
qdr.yaml X1#, HIESLHEEE X FMINEH, EZNHESR, stf-
connectors.yaml X £+ 59 resource_registry = #IA0E =% collectd
AR,

i

(undercloud)$ openstack overcloud deploy --templates \

-e [your environment files] |

-e /usr/share/openstack-tripleo-heat-templates/environments/metrics/ceilometer-write-
qadr.yaml |

-e /usr/share/openstack-tripleo-heat-templates/environments/metrics/qdr-edge-only.yaml |
-e /home/stack/hostnames.yaml |

-e /home/stack/enable-stf.yaml |

-e /home/stack/stf-connectors.yaml

8. EfZ Red Hat OpenStack Platform overcloud,

¥

Afth

3

3\
L ey S1r

o EXANFIIEESERTIFIG, 1FEE F 417 T RUEREE,

4.3.6. MZB PN EINEIHIE

Prometheus 7 IZETEIEIRIEM FIEMBIEREM K BE RS Frs. BRI LUEREULIFEMIFE R 2 1HH
o

ZELIHFERHINIE 5EHS service FristHXHIPLEIRT Prometheus promgql 274, B4 :
collectd_uptime{service="default-cloud1-coll-meter"},
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# 5 Z JJSERVICE TELEMETRY FRAMEWORK Z7i& RED HAT
OPENSTACK PLATFORM DIRECTOR OPERATOR

BYEE, FEHEHE, HIFENTLZEE Service Telemetry Framework (STF) 771518, S JiHE Red
Hat OpenStack Platform (RHOSP) overcloud LU/ FEEHE M EFT % 5.

STF FLEN ZHFEZHZ N, FHENTZEELERHOSP FISTF HHIE I E,

o EXEAHEEMINIER] director Operator #94 — RHOSP overcloud BB&, 158/ 5.1 77" (&
JH director Operator 77 Service Telemetry Framework &52 Red Hat OpenStack Platform
overcloud”,

5.1. /&/5 DIRECTOR OPERATOR 77 SERVICE TELEMETRY FRAMEWORK
Z35Z RED HAT OPENSTACK PLATFORM OVERCLOUD

& f director Operator 5 Red Hat OpenStack Platform (RHOSP) overcloud Z8&#1, i BB
WEEZZ LR Service Telemetry Framework (STF) B98(#& 15 5,

LR

o ZE(FH RHOSP director Operator Z8EHIEHE RHOSP,

TR

. 5411 7 "M Service Telemetry Framework FXEXfHF overcloud HJEHI CA uF+"
2. 1’23 AMQ Interconnect B4

3. ¥ STF Y# director Operator BIEFKHAIIE

»

7 overcloud Z0E STF 1£#

o

77 director operator 252 overcloud

At

5
%

o FEX{EH director Operator B5& OpenStack ZHIEZ 158, 15/
https;//access.redhat.com/documentation/zh-
cn/red_hat_openstack_platform/17.1/html/deploying_an_overcloud_in_a_red_hat_openshift_contain:

o  ZEF/ AMQ Interconnect INEHIE, 15 EE amqpl 7.

5.1.1. M Service Telemetry Framework 7¢8%/HF overcloud i EHJ CA iFF

ZJF Red Hat OpenStack Platform (RHOSP) overcloud i£#%£) Service Telemetry Framework (STF), #%
FHESTF #iZ1THIAMQ Interconnect #9 CA ul75, #7E RHOSP BZi& H (& i1,

TR
. Z& STF FBIaT i BIYZ

I $ oc get secrets
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2. keF&#Hi R default-interconnect-selfsigned Secret A& :

I $ oc get secret/default-interconnect-selfsigned -o jsonpath="{.data.ca\.crt}' | base64 -d

5.1.2. }##& AMQ Interconnect E§/7 1 1if

2417 Service Telemetry Framework (STF)ZZi& Red Hat OpenStack Platform (RHOSP) overcloud #f,
TEAITE STF (FHEX HEEE#E AMQ Interconnect BEHIHELE,

TR

. BSRFLE STF A9 Red Hat OpenShift Container Platform 2415,

2. A service-telemetry i H :

I $ oc project service-telemetry

3. & AMQ Interconnect EER AL -

$ oc get routes -ogo-template="{{ range .items }}{{printf "%s\n" .spec.host }}{{ end }}' | grep "\
5671"
default-interconnect-5671-service-telemelry.apps.infra.watch

5.1.3. #7STF £/# director Operator AIE K&

7% heat-env-config-deploy ConfigMap, {¥Z 7 Service Telemetry Framework (STF) ZZi&E 711
overcloud TR,

A

1. ERFEE 7 RHOSP director Operator A9 Red Hat OpenShift Container Platform 18, #H &K
FIFEE RHOSP B8ZRITIH -

I $ oc project openstack
2. #T# heat-env-config-deploy ConfigMap CR /774744 :
I $ oc edit heat-env-config-deploy

3. /¥ enable-stf.yaml & 75 /17 heat-env-config-deploy ConfigMap 1, {R7Z/EHIHiHEH FK 1%
Xt :

enable-stf.yaml|

apiVersion: vi1
data:
[..]
enable-stf.yaml: |
parameter_defaults:
# only send to STF, not other publishers
PipelinePublishers: []
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# manage the polling and pipeline configuration files for Ceilometer agents
ManagePolling: true

ManagePipeline: true

ManageEventPipeline: false

# enable Ceilometer metrics and events
CeilometerQdrPublishMetrics: true

# enable collection of API status
CollectdEnableSensubility: true
CollectdSensubility Transport: amgp1

# enable collection of containerized service metrics
CollectdEnableLibpodstats: true

# set collectd overrides for higher telemetry resolution and extra plugins
# to load

CollectdConnectionType: amqp1

CollectdAmaqplnterval: 30

CollectdDefaultPollinginterval: 30

# to collect information about the virtual memory subsystem of the kernel
# CollectdExtraPlugins:

# - vmem

# set standard prefixes for where metrics are published to QDR
MetricsQdrAddresses:
- prefix: ‘collectd’
distribution: multicast
- prefix: ‘anycast/ceilometer’
distribution: multicast

ExtraConfig:
ceilometer::agent:polling::polling_interval: 30
ceilometer::agent:polling::polling_meters:

- cpu
- memory.usage

# to avoid filling the memory buffers if disconnected from the message bus
# note: this may need an adjustment if there are many metrics to be sent.

collectd::plugin::amqp1::send_queue_limit: 5000

# to receive extra information about virtual memory, you must enable vmem plugin in

CollectdExtraPlugins

# collectd::plugin::vmem::verbose: true
# provide name and uuid in addition to hostname for better correlation
# to ceilometer data

collectd::plugin::virt::hostname_format: "name uuid hostname"

# to capture all extra_stats metrics, comment out below config
collectd::plugin::virt::extra_stats: cpu_util vepu disk

# provide the human-friendly name of the virtual instance
collectd::plugin:ConfigMap :virt:;plugin_instance_format: metadata

# set memcached collectd plugin to report its metrics by hostname
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# rather than host IP, ensuring metrics in the dashboard remain uniform
collectd::plugin::memcached::instances:

local:
host: "%{hiera('fqdn_canonical’)}"
port: 11211

# report root filesystem storage metrics
collectd::plugin::df::iignoreselected: false

¥

Rt 5

o EXFJE enable-stf.yaml IfEX HEIE Z 158, 155 F 4.1.4 77" STF QIEEFRAIE"

3

® A XfFRed Hat OpenStack Platform director Operator Z8Z 55 heat BIRHTEZ (55, 155
[ 1&/F director Operator /] heat KERFIZFEEL 4

5.1.4. 7 overcloud % director Operator ZJi& STF 1%/

%% heat-env-config-deploy ConfigMap, L{G/# MM Red Hat OpenStack Platform (RHOSP) £/ Service
Telemetry Framework H7:%7%,

TR

1. BRFEE 7 RHOSP director Operator A9 Red Hat OpenShift Container Platform 218, #H &K
FIFEE RHOSP BEZRIIIH -

I $ oc project openstack
2. #T# heat-env-config-deploy ConfigMap #1T4i#4 :
I $ oc edit configmap heat-env-config-deploy

3. #¥ stf-connectors.yaml /& 7 /1% heat-env-config-deploy ConfigMap &, &/ FIEEHIH1E,
IR BRI XN -

stf-connectors.yaml

apiVersion: vi1
data:
[..]
stf-connectors.yami: |
resource_reqistry:
OS::TripleO::Services::Collectd: /usr/share/openstack-tripleo-heat-
templates/deployment/metrics/collectd-container-puppet.yam|

parameter_defaults:
MetricsQdrConnectors:
- host: default-interconnect-5671-service-telemetry.apps.ostest.test. metalkube.org

port: 443
role: edge
verifyHostname: false
sslProfile: sslProfile
saslUsername: guest@default-interconnect
saslPassword: <password_from_stf>
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MetricsQdrSSLProfiles:
- name: sslProfile

CeilometerQdrMetricsConfig:
driver: amqp
topic: cloudi-metering

CollectdAmaqplnstances:
cloud1-telemetry:
format: JSON
presettle: false

CollectdSensubilityResultsChannel: sensubility/cloud1-telemetry

® resource_registry & EZNI# collectd iR, FWERE /Z T =EEES collectd-
write-qdr.yaml Zf 15X 14,

o /¥ MetricsQdrConnectors BIEH FSHEH: V/ETE 5 4.1.3 77 "33 AMQ Interconnect £
HtthF" B RAGE,

e /7 MetricsQdrConnector s 9 saslPassword FZ##89 <password_from_stf > 255 &
HENIETE B 4.1.2 77 "3 AMQ Interconnect Z 14" Hks FEHI(E,

e /¥ caCertFileContent Z2#(&E i 5 4.11 77 "M Service Telemetry Framework 7 E¢fHF
overcloud FZIEH] CA 1F1B" HEFRHIA 2,

o /& CeilometerQdrMetricsConfig.topic #9 topic (2, L{E X Ceilometer #8589, 1%
[E 2= BIHE— 17 iR 7F, 4 cloud1-metering.

e Xi& CollectdAmgpinstances F£#, LUE X collectd 1EFHIEH, B4 & Fhie = HIMHE—
FiiffF, 40 cloudi-telemetry.

e ¢i& CollectdSensubilityResultsChannel, L{E X collectd-sensubility FEH#HIEH, 1Z1H
ETHIE—FRiNTF, 40 sensubility/cloud1-telemetry.,

¥

Rt

3

® F& X stf-connectors.yaml A IEX (HHIE S 158, 155/ % 4.15 77" F overcloud Fli&E STF 1#
7,

® FEX7E RHOSP director Operator B8Z #7511 heat BIRHIE 2158, 15S/F@&H director
Operator 5/ heat Bk FIZFE X 1

5.1.5. J director Operator &5 overcloud

&R E I X (BB E B AT overcloud, LUEIKZEHIEFH (£5iF Service Telemetry Framework
(STF),

TR

1. BRFEE 7 RHOSP director Operator A9 Red Hat OpenShift Container Platform 18, #H &K
FIFEE RHOSP B8ZAIIIH -

I $ oc project openstack
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2. #T7F OpenStackConfigGenerator £ & X A {THi% :

I $ oc edit OpenStackConfigGenerator

3. 511 metrics/ceilometer-write-qdr.yaml 7] metrics/qdr-edge-only.yaml {1531, 1E7
heatEnvs Z#89/H, RF4i#57# %171 OpenStackConfigGenerator 5 & X 7 :

IR B #2# fF director Operator &8 Red Hat OpenStack Platform 2118,
i E OpenStackConfigGenerator # 0/ 7# B TBEERIZTTR, FEEE
F#74£ 5% OpenStackConfigVersion,

OpenStackConfigGenerator

apiVersion: osp-director.openstack.org/vibetai
kind: OpenStackConfigGenerator
metadata:
name: default
namespace: openstack
spec:
heatEnvConfigMap: heat-env-config-deploy
heatEnvs:
- <existing_environment _file_references>
- metrics/ceilometer-write-qdr.yaml!
- metrics/qdr-edge-only.yaml!

4. YRGB ZZ(E M director Operator Z5& Red Hat OpenStack Platform 241, FH4EMKFTHT
OpenStackConfigVersion, 174%7#555Z47 OpenStackDeploy 515, # /¥ spec.configVersion
BI1E 1% 1E 7 7 H OpenStackConfigVersion LI E &7 overcloud Z5Z,

¥

Rt irR

3

o EXIFINEETHT OpenStackConfigVersion BIE £ 158, 1EE1 JKIEFTHT
OpenStackConfigVersion

o FEX(&H director Operator i/ H overcloud BCEEHIEZ 158, 152 4#H director Operator /7 /H
overcloud ZZi&
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# 6 = @/ SERVICE TELEMETRY FRAMEWORK BiZ/ELHEE
T BT LU L TR FEZDEE ) Service Telemetry Framework (STF) 7@ RIS BIZHEE :

o HENZKHK

BOEIE IR EGHTIH R

o HEZR

o & SNMP G54

o EEAHE

o B A SRR

o i1 OpenStack AR89 7R (&

o B EREH AP R

6.1. SERVICE TELEMETRY FRAMEWORK #1589/ %k
(& fF28 = 75 [ fERESE Grafana FAI L BIEINE S H & N rm I EE LG,

BEXIBEHIENESHEZIEE, 1ES/ 5 4.1 7 "(&@HH director 77 Service Telemetry Framework E5Z&
Red Hat OpenStack Platform overcloud”,

BT LUE N R K L -

B ZtRk
EFE N KR EE LN T mEG15 . MIEFIEBREGZ L FE— 1T =,
Cloud view Xtk

FEHES N KR EEER, LULIZERS ZIREHERL. APl i1 fImE 4, TS AP EE I 12
TR, LU UL (N AR, £ STF EBEFE IS HAP| BEILIE, BEE8155)H
E 414 77" K STF BIEELXIIE",

o EXAPI BELIFHIEZEE, 5S4 5 6.9 77 "Red Hat OpenStack Platform APl A FI1 2

LR KT,
® FEXRHOSP RFEIHERIEZ(ERE, 15S1H 5 6.8 17 "Red Hat OpenStack Platform fRFHI %
/“IE /fﬁ ”O
Vi 0 S NES T

EAEEUNAEREREEER, LUSTEENEHRINE R G R, MEZFEREZ L FE = FIT
B, WREFMNFKRLIGFELFRE, TeTEBEEFE, TEEZER, 556 £3.2 7"
Red Hat OpenShift Container Platform #1//# ServiceTelemetry /5",

Memcached view (X Z#&k
@/ memcached YN Xtk EEER, LUGIEFERE. BEME. RAEMZFEILE, MZHERE]
Z FAEFER,

6.1.1. ZJ& Grafana LIFEE Nk

52
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Grafana T8 Z #1189 Service Telemetry Framework (STF)Z8& 1, RUEIZ LM community-
operators CatalogSource &5 Grafana Operator, #IR{&H Service Telemetry Operator B5& Grafana,
ER%M Grafana L4, HEEAH STF S8E I IR,

TR

. BREFEE STF B9 Red Hat OpenShift Container Platform 1%,

2. 1#&/ community-operators CatalogSource 17 /i Grafana Operator :

3

==
=]

i

#1 X Operator 28/ K #EZ1IE # 2 3647 1 #9 Operator, £1/X Operator S/ 1£/&
@&, KA RFEEMRA, LIIETFS5## X Operator,

THEEZS B XIIEHIE =T U X IFHFE

$ oc apply -f - <<EOF
apiVersion: operators.coreos.com/vialphat
kind: Subscription
metadata:
labels:
operators.coreos.com/grafana-operator.openshift-operators: ""
name: grafana-operator
namespace: openshift-operators
spec:
channel: v5
installPlanApproval: Automatic
name: grafana-operator
source: community-operators
sourceNamespace: openshift-marketplace
EOF

3. #2iF Operator & EKZHE5), EmSHHH, #E PHASE I69(E2Z Succeeded, Operator
V2=t

$ oc wait --for jsonpath="{.status.phase}"=Succeeded csv --namespace openshift-operators -
| operators.coreos.com/grafana-operator.openshift-operators

clusterserviceversion.operators.coreos.com/grafana-operator.v5.6.0 condition met

4. E5) Grafana LHY, 5L/ EHK ServiceTelemetry X715, /¥ graphing.enabled 77
graphing.grafana.ingressEnabled &7 true, 5%, 11 A[}¥ graphing.grafana.baselmage
BI1E 118 ) B EBERI Gratana L 1E7 # B &5 715 -

$ oc edit stf default

apiVersion: infra.watch/vibetat
kind: Service Telemetry
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spec:
graphing:

enabled: true
grafana:

ingressEnabled: true
baselmage: 'registry.redhat.io/rhel8/grafana:9’

5. #74F Grafana *LAIEE BEE :

$ oc wait --for jsonpath="{.status.phase}"=Running pod -I app=default-grafana --
timeout=600s

pod/default-grafana-deployment-669968df64-wz5s2 condition met
6. 47iF Grafana HIEREE L EIEHZERE :

$ oc get grafanadatasources.grafana.integreatly.org

NAME NO MATCHING INSTANCES LAST RESYNC AGE
default-ds-stf-prometheus 2m35s 2mb56s

7. 42uF Grafana BSHI 2L F1E :

$ oc get route default-grafana-route

NAME HOST/PORT PATH SERVICES
PORT TERMINATION WILDCARD

default-grafana-route default-grafana-route-service-telemetry.apps.infra.watch
default-grafana-service web reencrypt None

6.12. |G Fk

Grafana Operator 5] {17 1//# GrafanaDashboard 7/ % F A FIZEEE (X Z#k, Service Telemetry
Operator BT/ H—HEIA (X Fhk, OIESFINZFKRIEE Grafana S 4IH £ GrafanaDashboard /5%,

#¥ graphing.grafana.dashboards.enabled #9/& <& 7 true, FFLLTFXZKRIEE] Grafana H :
o EiliZH Nk
e Cloud view X Z#k
o EHWHAENZFK
® Memcached view X Z#k

T BT LU# F GrafanaDashboard X RFOIEE H Z A KA B9 2tk 2 Grafana 1, HX{EH Grafana
Operator EHENZIRAGE 2158, 155/ Gratana Operator JiH X 4789 Dashboards,

SERFM
e &7t ServiceTelemetry ¥/ 5k /= /5 T K. BXKHEEIG1EEZE £ 6.1 77 "HiE Grafana L
FEENFHR S
EFo
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. BEAZENFRK, 1F0/EEH ServiceTelemetry ¥R, ¥

graphing.grafana.dashboards.enabled % &7 true :

$ oc edit stf default

apiVersion: infra.watch/vibetat
kind: Service Telemetry

spec:

graphing:
enabled: true
grafana:
dashboards:
enabled: true

2. 47iF Grafana (X ZREEL B0, LI ZFMKET Service Telemetry Operator #9:7 F2 Al BEZE —

L] 1],

$ oc get grafanadashboards.grafana.integreatly.org

NAME NO MATCHING INSTANCES LAST RESYNC AGE
memcached-dashboard-1 38s 38s
rhos-cloud-dashboarad-1 39s 39s
rhos-dashboard-1 39s 39s
virtual-machine-dashboard-1 37s 37s

. 183 Grafana B8R HIHL :

$ oc get route default-grafana-route -ojsonpath="{.spec.host}’

default-grafana-route-service-telemetry.apps.infra.watch

. 1£ Web g 88, HAF https,//<grafana_route_address>, {&HETEL—# hIK72H91E &%

<grafana_route_address>,

. &/ OpenShift FIEE R, BRERENFIBIFESZE F3.3 7" 1nnSTF 2HHH9H F5RE

. EBZENFR, 15 Dashboards 7] Browse, =& NZFZMIF service-telemetry X 14K H,

6.1.3. FEN BB FMRARLT

LB E =AM ETE, LLGEEESTF Prometheus LUHITIEF G E, 17/ OAuth SiE1E4), #
HE G 7T EBATEIREI ServiceAccount, BILUTULIK £ BE— TN OAuth SHE, HNEERG#E

ﬁo

EBEHEBIUF5HE, SAFE= T T ERIE ViEH# HTTP Bearer Token Authorization Fr2k, 4
RFC6750 A, BRI EU L9158, ESIHE= TEIXFS, B, 7F Gratana XIEHHIH
& Prometheus - HEX HTTP Fpt,

TR

ZSR P Red Hat OpenShift Container Platform,
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2. #A service-telemetry 7% 52/ :
I $ oc project service-telemetry

3. W stf-prometheus-reader AR5 1K BIERTHHE secret

$ oc create -f - <<EOF
apiVersion: vi1
kind: Secret
metadata:

name: my-prometheus-reader-token

namespace: service-telemetry

annotations:

kubernetes.io/service-account.name: stf-prometheus-reader

type: kubernetes.io/service-account-token
EOF

4. Msecret [FESHE

$ TOKEN=$(oc get secret my-prometheus-reader-token -o template="{{.data.token}}' |
base64 -d)

5. k3 Prometheus £#1%&
I $ PROM_HOST=$(oc get route default-prometheus-proxy -ogo-template="{{ .spec.host }}')
6. M 1y/e FHE

$ curl -k -H "Authorization: Bearer ${ TOKEN}" https.//${PROM_HOST}/api/v1/query?
query=up

{"status":"success"}[...]

7. [@FHLI_EPROM_HOST #ITOKEN (BEEEFE=HTE

$ echo $PROM_HOST
$ echo $TOKEN

8. HZEsecret I77E, SHERLASRIFTEIL, BT LUB I WIIR secret i/,

$ oc delete secret my-prometheus-reader-token
secret "my-prometheus-reader-token" deleted

KmEL
UIE B RIRFIK 5 secret BIE %158, 15214 OpenShift Container Platform X#4ABIBYEE iR 51K

SHE secret,

6.2. SERVICE TELEMETRY FRAMEWORK 15915} 1R 201 /5] B2

£ Service Telemetry Framework (STF) 77 EHIIEITBIBLIA R EZNT1A] 77 24 /1, B HEZEIRBRIEHR T E
BRI,
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W FRATENE, T EAS N KB IR R M1 H9R5%, B4 Thanos,

ARt 7R

o ZEBINBIIEFIREENT H/ VB STF, 1554 5 6.2.1 77 "7E Service Telemetry Framework H1%7#4
EFRIREZIT IE R,

o EX Prometheus HIEFHERGEFIZFZEFIHTE X, 155/
https.//prometheus.io/docs/prometheus/latest/storage/#operational-aspects

o A X Thanos HIEZIEE, 15Z /4 https.//thanos.io/

6.2.1. 7£ Service Telemetry Framework 4555+ F 1R EZHT IHIER

R BT L2 Service Telemetry Framework (STF) LIZEHETN BIFE b1 1R BZ AT 1H],

TR

1. &RZF/Red Hat OpenShift Container Platform,

2. A service-telemetry @& ZE/H] :
I $ oc project service-telemetry
3. #i#4 ServiceTelemetry X/ 5 :
I $ oc edit stf default

4. J7 retention: 7d 7%/ backends.metrics.prometheus.storage #jstorage 54, FFREZ/FHIIE

F7x:
A=
5?177%_\ WiE TR KBIREFR, MAEEZHI Prometheus R 1 FHIEATHERF
2 1H % 18R [O]45 R,

apiVersion: infra.watch/vibetat
kind: Service Telemetry
metadata:

name: default

namespace: service-telemetry
spec:

backends:
metrics:
prometheus:
enabled: true
storage:
strategy: persistent
retention: 7d

5. REFLEHIE LH KT R
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6. Z7Fprometheus [EHFTIXEE/T,

I $ oc get po - app.kubernetes.io/name=prometheus -w
7. B E pod &I T1TEH KL UFTEIRE KB,

$ oc describe po prometheus-default-0 | grep retention.time
--storage.tsdb.retention.time=24h

Afth

5
b

. ﬁffﬁﬁfﬁ%%ﬁwbﬁﬁféﬁa i#B4] 6.2 1 "Service Telemetry Framework #8975 1 (2 E5A T
HIEE
6.3. SERVICE TELEMETRY FRAMEWORK HHTZR
LU Alertmanager 79 Prometheus FITEHR5 819 DI EZHRAN, Prometheus SRS 28509 &SR
JFEESR 4 2 B EIEEIREG Alertmanager, Alertmanager ETLIEHE. FEIESLIBEAEMN, HIEHH FHIHE,
VB RL F B % B4,
BORER, HM TS :
1. 7 Prometheus HIEIZRHIN, EHIERIFBIY 631 7 "7 Prometheus HOIZZIAI',
2. 7% Alertmanager HIOIEIRESM, HALUEL M HAKOEEIRBE :
o £ Alertmanager FOJREITEEIREBH,
o £ Alertmanager #0JRH B IREIRIGEIRESE
Rt iR

B XIEHH Prometheus #l Alertmanager BJZ R EHIBIE 2158, FE4
https.//prometheus.io/docs/alerting/overview/

E B E 55 Service Telemetry Framework (STF) BB & FHEIZ IR HIE S, EE1
https.//github.com/infrawatch/service-telemetry-operator/tree/master/deploy/alerts

6.3.1. 7 Prometheus #10/Z2Z /RN

Prometheus FFIZZERANLU % BH], HTRANR MR OIZELERE, TR false. B, 1ZAN
true, BEEMLER,

TR

1. &RZ/Red Hat OpenShift Container Platform,

2. #A service-telemetry &£ 52/ :
I $ oc project service-telemetry

3. LIEBESERHNIEI PrometheusRule X5, Prometheus Operator #F2M 1%/ Prometheus
& -
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$ oc apply -f - <<EOF
apiVersion: monitoring.rhobs/v1
kind: PrometheusRule
metadata:
creationTimestamp: null
labels:
prometheus: default
role: alert-rules
name: prometheus-alarm-rules
namespace: service-telemetry
spec:
groups:
- name: ./openstack.rules
rules:
- alert: Collectd metrics receive rate is zero
expr: rate(sg_total _collectd_msg_received _count[1m]) == 0
EOF

BEFAAHN, 1FHE expr S#H9HE.,

4. ZEF3F Operator 22 SN I0%E Prometheus &, 1F & HE XG55 IFF15 default-
prometheus-proxy EEHI:51T curl (9% :

$ curl -k -H "Authorization: Bearer $(oc create token stf-prometheus-reader)" https://$(oc get
route default-prometheus-proxy -ogo-template='{{ .spec.host }}')/api/v1/rules

{"status":"success","data":{"groups":

[{"name":"./openstack.rules", "file":"/etc/prometheus/rules/prometheus-default-rulefiles-
0/service-telemetry-prometheus-alarm-rules.yaml”,"rules":
[{"state":"inactive","name":"Collectd metrics receive count is

zero","query":"rate(sg_total collectd_msg_received_count[1m]) == 0","duration":0,"labels":
{},"annotations":{},"alerts":

[],"health":"ok","evaluationTime":0.00034627, "lastEvaluation":"2021-12-
07T17:23:22.1604480282", "type":"alerting"}], "interval":30, "evaluation Time":0.000353787, "last

Evaluation":"2021-12-07T17:23:22.1604440172"}]}}

¥

Rt iriR

5

o EXZIRIESZIEE, 15E/4 https,//qgithub.com/coreos/prometheus-
operator/blob/master/Documentation/user-quides/alerting.md

6.3.2. BB HE X ER

ERTLURF B E X ETRISINENETE 45 6.3.1 77 "7 Prometheus HB/EZZ 7RI 41 6/#HT PrometheusRule
X,

TR

. /&/FH oc edit 75 :

I $ oc edit prometheusrules.monitoring.rhobs prometheus-alarm-rules

2. %% PrometheusRules ;& .
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3. REFHKAEE,

¥

Bt

o EXUMTEEERNIBIEZIER, HELH
https.//prometheus.io/docs/prometheus/latest/configuration/alerting_rules/,

3

® & X PrometheusRules X/ REGE %158, 15504 https.//github.com/coreos/prometheus-
operator/blob/master/Documentation/user-guides/alerting.md

6.3.3. 7£ Alertmanager L/ & ZIREH

& Alertmanager [N BBRZALZXZEIR, WHE FHHF, IRC BERMEAIHE, Prometheus Operator 47
Alertmanager FZiE1E % Red Hat OpenShift Container Platform secret #{TE#, Eillg X F, Service
Telemetry Framework (STF)B8& 7 — 1" EAXHAE, EREENE :

alertmanager.yami: |-

global:
resolve_timeout: 5m

route:
group_by: [job']
group_wait: 30s
group_interval: 5m
repeat_interval: 12h
receiver: 'null’

receivers:

- name: 'null’

E@#HSTF B5ZHE X Alertmanager F8H, &4 715 alertmanagerConfigManifest Z#075 J1Z) % 5L B
Prometheus Operator Z#EHY Service Telemetry Operator #,

IR B9 alertmanagerConfigManifest 22 5 X &k, BIAIIGEEL ZZERBIIr I
&, Wi JifEfH base64 47509 H01E 25& alertmanagerConfigManifest B9 %, ZIE&E
Z58, 1S 5 6.3.4 77 "7 Alertmanager LT BERERIIZIRERH" .

TR

1. &RZF/Red Hat OpenShift Container Platform,

2. #A service-telemetry 7% 52/ :
I $ oc project service-telemetry

3. 4#2STF EBZH) ServiceTelemetry ¥/ 5 :
I $ oc edit stf default

4. F5nn#ErS# alertmanagerConfigManifest 7] Secret ¥/ A2, LUE X Alertmanager £
alertmanager.yaml fZ /& :
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W ZEI#; Service Telemetry Operator S92 i\ Bk, BEIuFEBHXEE SIEMH
&7, Bi{(E, &/[O] alertmanager-default secret, #4iuFET1E2E & SHEEA
75, B30, 155 # global.resolve_timeout B9/E/ 5m {7 10m,

apiVersion: infra.watch/vibetat
kind: Service Telemetry
metadata:
name: default
namespace: service-telemetry
spec:
backends:
metrics:
prometheus:
enabled: true
alertmanagerConfigManifest: |
apiVersion: vi1
kind: Secret
metadata:
name: 'alertmanager-default’
namespace: 'service-telemetry’
type: Opaque
stringData:
alertmanager.yami: |-
global:
resolve_timeout: 10m
route:
group_by: [job]
group_wait: 30s
group_interval: 5m
repeat_interval: 12h
receiver: ‘null’
receivers:
- name: ‘null’

5. BuFAiERE B HE secret :

$ oc get secret alertmanager-default -o go-template="{{index .data "alertmanager.yaml” |
base64decode }}'

global:
resolve_timeout: 10m

route:
group_by: [job']
group_wait: 30s
group_interval: 5m
repeat_interval: 12h
receiver: 'null’

receivers:

- name: ‘null’

6. f£1¥7 alertmanager-proxy fR%5:z 7T prometheus pod #1H9 wget 5, LIfFXKSH
configYAML A2, F#H4:iul tERBIICIER &5 Alertmanager HHECIE LT -
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$ oc exec -it prometheus-default-0 -c prometheus -- sh -¢ "wget --header \"Authorization:
Bearer \$(cat /var/run/secrets/kubernetes.io/serviceaccount/token)\" https.//default-
alertmanager-proxy:9095/api/vi/status -q -O -"

{"status":"success","data":{"configYAML":"...",...}}

7. 43uF configYAML F2E & 8 E TR E L,

¥

Rt irlR

3

o 1A X Red Hat OpenShift Container Platform secret #] Prometheus operator HIE %155, 17
B E R ZIRHI Prometheus /7 #5

6.3.4. 7£ Alertmanager B/ B IR RIEIRBIE IR BB

& Alertmanager [N BBRALZXEZEIR, WHE FHHF, IRC BERMEAIAE, Prometheus Operator 47
Alertmanager FZiEE % Red Hat OpenShift Container Platform secret H#{TE#, EilIg X F, Service
Telemetry Framework (STF)B8& 7 — 1" BEAXHE, EREENLE :

alertmanager.yami: |-

global:
resolve_timeout: 5m

route:
group_by: [job']
group_wait: 30s
group_interval: 5m
repeat _interval: 12h
receiver: 'null’

receivers:

- name: 'null’

414R alertmanagerConfigManifest Z# & 5 £ X &#k, BIWIEL EERIIIAFIX A, T Ti#EH
base64 475090 1E &5 & alertmanagerConfigManifest #9749 2,

TR

1. &RZF/Red Hat OpenShift Container Platform,

2. #A service-telemetry 7% 52/ :
I $ oc project service-telemetry

3. 7E#& 77 alertmanager.yaml BIX {4 1 B)ZERT Y alertmanager B0E, B4 :

$ cat > alertmanager.yaml <<EOF
global:
resolve_timeout: 10m
slack_api_url: <slack_api_url>
receivers:
- name: slack
slack_configs:
- channel: #stf-alerts
title: |-
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text: >-

route:
group_by: [job']
group_wait: 30s
group_interval: 5m
repeat_interval: 12h
receiver: 'slack’
EOF

4. £REEFYE, HIFARMEISTF B5ZH ServiceTelemetry 1154 :

$ CONFIG_MANIFEST=$(oc create secret --dry-run=client generic alertmanager-default --
from-file=alertmanager.yaml! -o json)

$ oc patch stf default --type=merge -p '{"spec":
{"alertmanagerConfigManifest":""$CONFIG_MANIFEST"}}'

5. BuFAiERE B HE secret :

HIRIE A EHF TR, BB —TEEBIELS

$ oc get secret alertmanager-default -o go-template="{{index .data "alertmanager.yaml” |
base64decode }}'

global:
resolve _timeout: 10m
slack_api_url: <slack_api_url>
receivers:
- name: slack
slack_configs:
- channel: #stf-alerts
title: |-

text: >-

route:
group_by: [job']
group_wait: 30s
group_interval: 5m
repeat_interval: 12h
receiver: 'slack’

6. f£1¥f alertmanager-proxy fR55:z 7T prometheus pod #1H9 wget @5, LIfFHK S
configYAML A2, FH4:ul teRBIECIER &5 Alertmanager HHECIE LT -

$ oc exec -it prometheus-default-0 -c prometheus -- /bin/sh -¢ "wget --header \"Authorization:
Bearer \$(cat /var/run/secrets/kubernetes.io/serviceaccount/token)\" https.//default-
alertmanager-proxy:9095/api/vi/status -q -O -"

{"status":"success","data":{ "configYAML":"...",...}}

7. 43uF configYAML FE2E & &8 E TR E L,
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Afth 7

® 17X Red Hat OpenShift Container Platform secret ] Prometheus operator BB %154, 17
B H R ZIREI Prometheus B 55

6.4. fFEIRIEF SNMP G4 %
Z5H SNMP BB, 151524 ServiceTelemetry X1 S #H B0 & snmpTraps £#(, SNMP FESHEB R 2c

6.4.1. snmpTraps HIHE S
snmpTraps SHEE LT FEHFLEZEIRENES -

enabled
JFUEFZHBI(E 1% 77 true LUS FH SNMP FEHEIRZINES, ZCil[H 7 false,
target
X 1% SNMP GBI B Frtttit, value @— T FfFHE. il 192.168.24.254,
s
%1% SNMP [EREG B Frim O, value 28— TNE#, #ilF 162,
community
1% SNMP [GHE 4 X BIBI B PRt X, value & — P FFE, MK B,
retries
SNMP FEA Eif (T R%Y, value B—NE#H, Zil(H7 5,
timeout
SNMP PERERSATEEN] (AR F1 L) o value & —TE#, i1,
alertOidLabel
ERBHIpr 5 A, FAFENOID [HUL 3% SNMP 6, value & — 1N F1F%E, Bl oid,
trapOidPrefix
SNMP [EAZEEFTEH OID Fi%s, value & —1TFfFH, il 1.3.6.1.4.1.50495.15,
trapDefaultOid

IR RF B ETRIEEZTR OID Fr3s, NSNMP BEBFOID, value B—PF1F&E, BMikH
1.3.6.1.4.1.50495.15.1.2.1,

trapDefaultSeverity
WIRRE KX EEIR"EMN], SNM G E I, value B —1NF1FE, MIUANEFRHFE,

1% snmpTraps £#(F0E 7 ServiceTelemetry X/ 5k #1(9 alert.alertmanager.receivers & X #9—&84 :

apiVersion: infra.watch/vibetat
kind: Service Telemetry
metadata:
name: default
namespace: service-telemetry
spec:
alerting:
alertmanager:
receivers:
snmpTraps:
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alertOidLabel: oid

community: public

enabled: true

port: 162

retries: 5

target: 192.168.25.254

timeout: 1

trapDefaultOid: 1.3.6.1.4.1.50495.15.1.2.1
trapDefaultSeverity: "

trapOidPrefix: 1.3.6.1.4.1.50495.15

6.4.2. MIB & X

SNMP B2 &N SR F7iH#HOID) 18 1.3.6.1.4.1.50495.15.1.2.1, EH 5 EEM(MIB) (T F
https.//github.com/infrawatch/prometheus-webhook-snmp/blob/master/PROMETHEUS-ALERT-
CEPH-MIB.txt,

OID #ERH LU FHMFIEAAL : * 16 1.3.6.1.4.1 E WA B LM E XAIE/EG OID, * F—1 7 iHfF 50495 &
Ceph FIFIHT IANA BRI % BRI 5, * Bt EX EHHIF OID,
15
Prometheus /5%
15.1
Prometheus Z7;
15.1.2
Prometheus Z7R G
15.1.2.1
Prometheus Z/REHEEIA

prometheus alert trap A2 — T H /L NEMFXIREIOID 1.3.6.1.4.1.50495.15 AIX/ 5, EH alert.
alertmanager.receivers.snmpTraps.trapOidPrefix Z#E X :

<trapOidPrefix>.1.1.1
ZIRE
<trapOidPrefix>.112
status
<trapOidPrefix>.1.1.3
JEEE
<trapOidPrefix>.1.1.4
2By
<trapOidPrefix>.1.15
job
<trapOidPrefix>.11.6
description
<trapOidPrefix>.1.1.7
labels
<trapOidPrefix>.1.1.8
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timestamp
<trapOidPrefix>.1.1.9

rawdata
LUTFZ5H — 1N HE B SNMP FEHEIR 25 8951 H B, 121K 55 1L B BIEE iy B 5 -

SNMPv2-MIB::snmpTrapOID.0 = OID: SNMPv2-SMI::enterprises.50495.15.1.2.1

SNMPv2-SMI::enterprises.50495.15.1.1.1 = STRING: "TEST ALERT FROM PROMETHEUS
PLEASE ACKNOWLEDGE"

SNMPv2-SMI::enterprises.50495.15.1.1.2 = STRING: "firing"

SNMPv2-SMiI::enterprises.50495.15.1.1.3 = STRING: "warning"

SNMPv2-SMI::enterprises.50495.15.1.1.4 = ™"

SNMPv2-SMI::enterprises.50495.15.1.1.5 ="

SNMPv2-SMI::enterprises.50495.15.1.1.6 = STRING: "TEST ALERT FROM "

SNMPv2-SMI::enterprises.50495.15.1.1.7 = STRING: "{\"cluster\": \"TEST\", \"container\": \"sg-

core\", \"endpoint\": \"prom-https\", \"prometheus\": \"service-telemetry/default\", \"service\": \"default-

cloud1-coll-meter\", \"source\": \"SG\"}"
SNMPv2-SMiI::enterprises.50495.15.1.1.8 = Timeticks: (1676476389) 194 days, 0:52:43.89

SNMPv2-SMI::enterprises.50495.15.1.1.9 = STRING: "{\"status\": \"firing\", \"labels\": {\"cluster\":

\"TEST\", \"container\": \"sg-core\", \"endpoint\": \"prom-https\", \"prometheus\": \"service-
telemetry/default\", \"service\": \"default-cloud1-coll-meter\", \"source\": \"SG\"}, \"annotations\":

{\"action\": \"TESTING PLEASE ACKNOWLEDGE, NO FURTHER ACTION REQUIRED ONLY A

TEST\"}, \"startsAt\": 1"2023-02-15T15:53:09.1092\", \"endsAt\": \"0001-01-01T00:00:002\",
\"generatorURL\": \"http.//prometheus-default-0:9090/graph?

90.expr=sg_total _collectd_msg received count+%3E+1&g0.tab=1\", \"fingerprint\":
\"feefeb77¢c577a02f\"}"

6.4.3. & SNMP BT

TERFA
o HIRIEHIE B IFEIR A EFHI SNMP FEHHEKERRT IP itk s E W5,

TR

1. ZRZF/Red Hat OpenShift Container Platform,

2. #A service-telemetry 7% 22/ :
I $ oc project service-telemetry
3. ZEHHSNMP G, (£ ServiceTelemetry /5% :
I $ oc edit stf default
4. %iZ alerting.alertmanager.receivers.snmpTraps £#( :

apiVersion: infra.watch/vibetat
kind: Service Telemetry

spec:

alerting:
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alertmanager:
receivers:
snmpTraps:
enabled: frue
target: 10.10.10.10

5. HARIF target BI(H 1% E 7 SNMP FEBHREIL #7609 IP HotiF 26 EH] 5.

ReEEFH
Bx snmpTraps 5/ HEHEFIE, 155% % 6.4.1 7 "'snmpTraps BIELESH ,

6.4.4. 77 SNMP G516 ZHR

JR] LUE 75 M1 prometheus-webhook-snmp #0/E] 4 AERTHIFRs 5K O B SNMP B B0 ERTER, LU
FE X [GIHE B RIZA(TX RIFIAFHOID), REIEREEENIFELRE BB (ER], FEZ 5% oid B¢
severity F5%5

LI oid PR, IR SNMP BEHFEOID &, 1Hsub-OID 1B+ /5 trapOidPrefix 12
FEX, MLEFOID 18.1.1.1 3 .1.1.9, BEFXMIB EXBGiFg, E#EZE £642 77 "'MB E

TR

1. &RZF/Red Hat OpenShift Container Platform,
2. #A service-telemetry 7% 52/ :
I $ oc project service-telemetry
3. DIBEZZRMIFESZ SNMP trap OID ZEZ= (EH9 oid 1775H9 PrometheusRule /5 :

$ oc apply -f - <<EOF
apiVersion: monitoring.rhobs/v1
kind: PrometheusRule
metadata:
creationTimestamp: null
labels:
prometheus: default
role: alert-rules
name: prometheus-alarm-rules-snmp
namespace: service-telemetry
spec:
groups:
- name: ./openstack.rules
rules:

- alert: Collectd metrics receive rate is zero
expr: rate(sg_total _collectd_msg_received_count[1m]) == 0
labels:

0id: 1.3.6.1.4.1.50495.15.1.2.1
severity: critical
EOF
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HimnES
EXIBEZLIRMEZIEE, 15S5/4 5 6.3 7/ "Service Telemetry Framework #H5Z7]" ,

6.5. X TLS uF-FEEFFLER 5]

FE 7 Service Telemetry Framework (STF) EZIE HF AMQ Interconnect 1 £#EH9 TLS UFBHJFFLENS H], 17
&34 ServiceTelemetry X/ R A& certificate 44,

6.5.1. TLS iF B ESH
FEoT L@ certificate S BILI T FEHACE il 15 BIFFLE0TH -

endpointCertDuration

iy 52 L1515 K B ZE0 ] BC 2 io T A, iR D BESZBIFFEENS ]y 1 I, (HB AR Go
time.ParseDuration htips://golang.org/pkg/time/#ParseDuration #EZ89H i, Billdy
70080h,

caCertDuration

CA iF BiF KB LT At £ R, R ESZAGIFLEN A 1 I, (HRAERAE Go
time.ParseDuration htips://golang.org/pkg/time/#ParseDuration #EZ89H i, Billdy
70080h,

A

UFBHIBAFFLEN B K, BIATEUF 2T, #5%1E Red Hat OpenStack
Platform 2B E1 S 282 iF ., X QDR CA iF BLiJ 1B ESEE, S E7=
Z£1] AMQ Interconnect iFF,

L QDR K& certificate £#, £72 ServiceTelemetry X/ RH18 transports.qdr £ X B9—E8
S

apiVersion: infra.watch/vibeta1
kind: ServiceTelemetry
metadata:

name: default

namespace: service-telemetry
spec:

transports:
qdr:

enabled: true
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certificates:
endpointCertDuration: 70080h
caCertDuration: 70080h

6.5.2. B0i& TLS uF F4Em 1

FEHES Service Telemetry Framework (STF)—& AT TLS i FHGFFLERT ], XK
ServiceTelemetry X/ A& certificate £,

SERF
[ ]
i A E8Z Service Telemetry Operator 34,
2E
£ ServiceTelemetry X/, AR STF Q/&ArZRIuF PR K secret, HXA

T EEHUF F A secret BIEZ 158, 1HE4 : F 7 Z 4617 AMQ Interconnect uF 15, T
HEEXTETHY STF BBEAH,

R

B4 TLS uF-BRGFEEEN 1H], #alLii%iE QDR caCertDuration, #4141 87600h #9 10 4E :

$ oc apply -f - <<EOF
apiVersion: infra.watch/vibetat
kind: ServiceTelemetry
metadata:
name: default
namespace: service-telemetry
spec:
transport:
qdr:
enabled: true
certificates:
caCertDuration: 87600h
EOF

il uF BEIEIH AR E & IEH -
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$ oc get secret default-interconnect-selfsigned -o jsonpath='{.data.tls\.crt}' | base64 -d

| openssl x509 -in - -text | grep "Not After"”
Not After : Mar 9 21:00:16 2033 GMT

6.6. SATHM%

g

=
STF 5T AM(HA)EXBFH, L/ HIEHRTH#ZH. Red Hat OpenShift
Container Platform E—1\& Al TS, WREHT HA £, #afLifE STF 41

BT E Vi

HBIE oA, Service Telemetry Framework (STF) Sl MAI RS B eE Rk 2, ERURTT
HETHFIET G #, Red Hat OpenShift Container Platform &R ZE/5— % pod, HX 1 hE
I ERAREEE—DLLE, ERBEATIERZX, EaAMEESE STF RIS 1EIZ, X
T E N 452 EIAZ] 2 %, ZB5i Red Hat OpenShift Container Platform T 850, E#H=1"3t

B Z 77 5F STF Z8ZF) Red Hat OpenShift Container Platform %£&H,

J5 S A B LT s -

LUFAMEE{TA T pod, 422 6 pod :
[o]
AMQ Interconnect
[o]
Alertmanager
[o]
Prometheus
[o]
FHEREX

[e]
B EREMX
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B R IR S Z 589 pod BIN AR FIXL] 2 B,

6.6.1. L& Tt

ZER/E Service Telemetry Framework (STF)LISZHi= ol /i, 15#F highAvailability.enabled: true
ZM1E Red Hat OpenShift Container Platform #15j ServiceTelemetry X/ R, o] LUfEZFEN K E

WEH, HEWMRECZABET STF, EFTHMUFEE -

TR

&ZRF Red Hat OpenShift Container Platform,

A service-telemetry o522/ :
I $ oc project service-telemetry
&/H oc w5%i#i ServiceTelemetry X/ :
I $ oc edit stf default
f% highAvailability.enabled: true F1%) spec 284 :

apiVersion: infra.watch/vibetat
kind: ServiceTelemetry
spec:

highAvailability:

enabled: true

REFETHIE R KN R,

6.7. SERVICE TELEMETRY FRAMEWORK Hrg a] Y Z2 14 el

Service Telemetry Framework (STF)F B#5F - FiZEinsb (N T L, STF aTLUEfG# XEEfEZ Ty

Grafana /B HFEEEE, LIEHNZAMRZO,
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B Til Service Telemetry Operator B/ E X FiRig KN, ZalLlfEHEEE SN HfEFasE b’
BN AR, HIERIEE EEERX LU X BEE OB Prometheus F#EZERALUH T ENE L, HWIFE
f¥ observabilityStrategy iXi&# none, T REBELIZIGIm, B STF 7FZHAMF

& fH STF X/ RH189 observabilityStrategy /& 1 F#5E BB EHT ol WM EH,

B HBEMTT -

value

use_redhat

use_hybrid

use_community

none

X

A

=

TN HMIZHME A STF 153K, 1XE3E Cluster
Observability Operator H1#J Prometheus #
Alertmanager, {Bi&&X%I Kubernetes (ECK)
Operator £H Elastic Cloud B3R, IREA, B
M Grafana Operator (#tX#H4) &K R,

PR T ZINEZFFOAE M, 1B R1EK Elasticsearch
Grafana iR (F0R7E ServiceTelemetry X &R Atg
E)

{8/ Prometheus Operator BI$t XhRA, MAZE
Cluster Observability Operator, i£1E3K
Elasticsearch # Grafana %R (W1R71E
ServiceTelemetry MR HIEE)

REMEFENERAH

ETEBER STF 2154 1.5.3 B6il 7 use_redhat, £ 1.5.3 BCil ZFitIEZH9EIA STF &8

& LUEFE_community,

B A STF ZBET#F use_redhat, FZ[HLTIESHIRFEXEfFRS Telemetry Framework iT#Z 2/

STE S IFHIERF oz

6.7.1. BCiE 7 FH Al Vi B2 MRy

ERkiI g, A EFIZR EREISEE, 151% observabilityStrategy: none FHIZY
ServiceTelemetry spec #, TEXTMEXH, #XEFE AMQ Interconnect H5HIZZHIE MK, s HiBd
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% 6 2 {#f SERVICE TELEMETRY FRAMEWORK ByiZ2{EThiE

E%5 Prometheus FEZFBINEBRLE, LM STF EEEMKHINEB Elasticsearch IETEFr, LUIEKZLH
$#0

P74
1.
1 spec ZH 1, (EfHEM observabilityStrategy: none £/ —1* ServiceTelemetry X/
R, BHEFEFH STF BIKUBEE, %EBEEEMEEATHIEIMIESSEEH) AN = HE
M,
$ oc apply -f - <<EOF
apiVersion: infra.watch/vibetat
kind: ServiceTelemetry
metadata:
name: default
namespace: service-telemetry
spec:
observabilityStrategy: none
EOF
2.
WER 1 #t X ERF 25 EFERTRIRNT R
$ for o in alertmanagers.monitoring.rhobs/default
prometheuses.monitoring.rhobs/default elasticsearch/elasticsearch grafana/defauli-
grafana; do oc delete $o; done
3.
FERUATA TEN #E B 2PIE 51T, HEE pod M1 pod BIKA -
$ oc get pods
NAME READY STATUS RESTARTS AGE
default-cloud1-ceil-event-smartgateway-6f8547df6c-p2db5 3/3 Running 0
132m
default-cloud1-ceil-meter-smartgateway-59c¢845d65b-gzhcs 3/3 Running 0
132m
default-cloud1-coll-event-smartgateway-bf859f8d77-tzb66 3/3 Running 0
132m
default-cloud1-coll-meter-smartgateway-75bbd948b9-d5phm 3/3 Running 0
132m
default-cloud1-sens-meter-smartgateway-7fdbb57b6d-dh2g9 3/3 Running 0
132m
default-interconnect-668d5bbcd6-57b2] 1/1  Running 0 132m
interconnect-operator-b8f5bb647-tip5t 1/1  Running 0 47h
service-telemetry-operator-566b9dd695-wkvjq 1/1  Running 0 156m
smart-gateway-operator-58d77dcf7-6xsq7 1/1  Running 0 47h
Rty 7R
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BXEEMNE R E XL TR EGZECTHIFZELE, FEP F 4.3.2 T “BBEEFEHX"

EfFHA STF SBETHE use_redhat, 1FZ[FLTIEMIREX EFFRS Telemetry
Framework iFB 55 £ 5 FHTEE FE SR

6.8. RED HAT OPENSTACK PLATFORM [R5 895751/

o LU F o RE 1 BEEERIR S ¥ i 72 Red Hat OpenStack Platform (RHOSP)iE%ﬁfEﬁ}ﬁ
f* J2, A1 APl FIR B GIEHHEE, LGRS overcloud FAGEHT, Bil 5 H 7RG S22

BRI EE LR, 556 & 6.8.1 77 “2fH Red Hat OpenStack Platform ARS5HY
g L AT

6.8.1. 2/H Red Hat OpenStack Platform JR55 89 7 (& fH e 1 5 12

ZZ2/H RHOSP H#LIRS i AIg RBIL#E, #s4ifF CollectdEnableLibpodstats Z#iZi&E
false,

FitER1F
[ ]

BEOET stf-connectors.yaml Xt¥, WEFZEE, 1FS6H F 4.1 77 “(&/H director 77
Service Telemetry Framework #8& Red Hat OpenStack Platform overcloud”,

(&R #Thk#H Red Hat OpenStack Platform (RHOSP) 17.1,

A
1.
#TFF stf-connectors.yaml X#¥, £ CollectdEnableLibpodstats 3 ¥ &z enable-
stf.yaml #149i%i&, £ enable-stf.yaml /5, #{RM openstack overcloud deploy 77 Vi
stf-connectors.yaml :
I CollectdEnableLibpodstats: false
2.

B4 overcloud B8E IR, FEZ5E 1550 5 4.1.6 77 “Z6& overcloud”,
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% 6 2 {#f SERVICE TELEMETRY FRAMEWORK ByiZ2{EThiE

6.9. RED HAT OPENSTACK PLATFORM API K A HIZ LR 5 125X 12

BT LU FERE TR EA, (#/ OCl (FHB#ZTIH) thEFiF 4 &1 Red Hat OpenStack
Platform (RHOSP)R% BB 25 BB S, A %3 RHOSP fRS LIRS 2, FHTic RIEiF& 6] —
#IKZE. XF RHOSP API, (K ERE 1RGSR, HIRIENINI [HHE K.

5 X RHOSP &z /I APl 56891 L,

N

RHfth 7R

}3*«

F 2/ RHOSP B #EH] APl KA L, 5506 % 6.9.1 TV "B a2 APl KA1
#,

6.9.1. ZH XA APl (X112

EZ2/H RHOSP Z#HLIRF 125 APl KA EE, #ws4i#F CollectdEnableSensubility 2% &7y
false,

FitERF

BB £ templates H-RHBIE T stf-connectors.yaml Xtt, HFEEBZEE, EE567
% 4.1 77 “(&/F director 77 Service Telemetry Framework 25& Red Hat OpenStack Platform
overcloud’,

(&R #Thk#H Red Hat OpenStack Platform (RHOSP) 17.1,

TR

#T7F stf-connectors.yaml, #7511 CollectdEnableSensubility Z#¥#& 2 enable-
stf.yaml #1#9i%i&, £ enable-stf.yaml /5, #{&M openstack overcloud deploy 7% i /H
stf-connectors.yaml :

I CollectdEnableSensubility: false

N

B4 overcloud B8E IR, FEZE5E 1550 5 4.1.6 77 “Z8& overcloud”,

)

&
S
5
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BXZ U BHFIEESE F 4.3 T "HEZTE,
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& 7%= 2£1] AMQ INTERCONNECT iE$
ZE 75 %] AMQ INTERCONNECT uF#

2L uFit R, HSAISELT R Red Hat OpenStack Platform (RHOSP)# Service Telemetry
Framework (STF)Z[F/#9 AMQ Interconnect :##:£9 CA uF 75, %:iJHi Red Hat OpenShift Container
Platform H189 cert-manager 2155428, (HESATF 5015 BHHIUFHLE#E RHOSP 775,

7.1. K&EBHH9 AMQ INTERCONNECT CA iF 15

24 CA uF- 50 #5if, AMQ Interconnect F#ER{RES, BHIREN]HE, NELEF F#, &iE, ¥E5
Red Hat OpenStack Platform (RHOSP)Z B &5 B # 89— L st A A i F HE BB I,  1E P2 i e, LUK
CA iF #4189 expiry 2t Not After £,

TR

&R F Red Hat OpenShift Container Platform,

HA service-telemetry g5 %2/ :

I $ oc project service-telemetry

Ul BB 5 AT B 5 A i a it FE 2 B AP

I $ oc exec -it deploy/default-interconnect -- qdstat --connections | grep Router | wc
0o 0 o0

£22Z Red Hat OpenShift Container Platform-hosted AMQ Interconnect HZ&HH BIHGX
TR

$ oc logs -I application=default-interconnect | tail

[-]

2022-11-10 20:51:22.863466 +0000 SERVER (info) [C261] Connection from
10.10.10.10:34570 (to 0.0.0.0:5671) failed: amqp:connection:framing-error SSL Failure:
error:140940E5:SSL routines:ssI3_read_bytes:ssl handshake failure

BRFEEH RHOSP undercloud,

KB H B ENERER T 5509 RHOSP #£& AMQ Interconnect H&EH B TMEIR -
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$ ssh controller-0.ctlplane -- sudo tail /var/log/containers/metrics_qdr/metrics_qdr.log
[.-]

2022-11-10 20:50:44.311646 +0000 SERVER (info) [C137] Connection to default-
interconnect-5671-service-telemetry.apps.mycluster.com:443 failed:
amaqp:connection:framing-error SSL Failure: error:0A000086:SSL routines::certificate
verify failed

B2 RHOSP T EBIX A CA iEBELH -

$ ssh controller-0.ctlplane -- cat /var/lib/config-data/puppet-
generated/metrics_qdr/etc/pki/tis/certs/CA_sslProfile.pem | openssl x509 -text | grep
"Not After"”

Not After : Nov 10 20:31:16 2022 GMT

$ date
Mon Nov 14 11:10:40 EST 2022

7.2. EH AMQ INTERCONNECT CA iF#5

ZE&E#H AMQ Interconnect iF 15, #i4iM Red Hat OpenShift Container Platform SH e, HiFHE
£ #7 Red Hat OpenStack Platform (RHOSP) 77 5=,

A
1.
&R ¥ Red Hat OpenShift Container Platform,
2.
HA service-telemetry g5 %L/ :
I $ oc project service-telemetry
3.
1% CA uF-#52H % STFCA.pem :
$ oc get secret/default-interconnect-selfsigned -o jsonpath='{.data.ca\.crt}’ | base64 -d
> STFCA.pem
4,
f¥ STFCA.pem E#/E/##9 RHOSP undercloud,
5.
EBRPEH RHOSP undercloud,
6.
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& 7%= 2£1] AMQ INTERCONNECT iE$

%4#4 stf-connectors.yaml X1¥, #HREZ#HI caCertFileContent, MIFEFZE/E, HSH
% 4.1.5 77 “Jy overcloud ECi& STF i##£7,

f% STFCA.pem X+ E#|E/#& 1 RHOSP overcloud 775 :

[stack@undercloud-0 ~]$ ansible -i overcloud-deploy/overcloud/tripleo-ansible-
inventory.yaml allovercloud -b -m copy -a "src=STFCA.pem dest=/var/lib/config-
data/puppet-generated/metrics_qdr/etc/pki/tls/certs/CA_sslIProfile.pem"

&7 1 RHOSP overcloud T si_LH) metrics_qdr &2 :

[stack@undercloud-0 ~]$ ansible -i overcloud-deploy/overcloud/tripleo-ansible-
inventory.yaml allovercloud -m shell -a "sudo podman restart metrics_qdr"

b33

TE 2 #I STFCA.pem X##H E/5 metrics_qdr B&5/E, B ESEHE
overcloud, #ZEaLl%i#i stf-connectors.yaml X, LUEFFHBIEBEF A E=HT
B9 CA iF#,
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% 8 & M RED HAT OPENSHIFT CONTAINER PLATFORM £z jf/k SERVICE TELEMETRY

FRAMEWORK

HREFEEE STF IBE, M Red Hat OpenShift Container Platform Ef1Z i Service
Telemetry Framework (STF),

Z /[ Red Hat OpenShift Container Platform Zf 5t STF, ZRAHTHITL TS -

MR & 2],
2.

ME# cert-manager Operator,
3.

Wk Cluster Observability Operator.

8.1. Wkkap & 2E/H

Z /A Red Hat OpenShift Container Platform it STF BIRFE 7R, AR5 22/H,
iz
1517 oc delete % :
I $ oc delete project service-telemetry

o UF Bl e & M e & 22 ] kR -

$ oc get all
No resources found.
8.2. 7 RED HAT OPENSHIFT #j CERT-MANAGER OPERATOR

HIEAEREFF cert-manager Operator for Red Hat OpenShift JH FFIR v iR, &R

7

Subscription, ClusterServiceVersion f] CustomResourceDefinitions,
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25 8 = M RED HAT OPENSHIFT CONTAINER PLATFORM & flliff SERVICE TELEMETRY FRAMEWORK

A *77 Red Hat OpenShift Operator #lJ cert-manager BIE 2155, &£ /4 OpenShift Container
Platform X #5189 77 Red Hat OpenShift #fjli cert-manager Operator,

N

ARt 7R

S

MEFE AR Operator,

8.3. f* CLUSTER OBSERVABILITY OPERATOR

AR LHR A FF Cluster Observability Operator i FEITA i/ [/, 15 Subscription,
ClusterServiceVersion fll CustomResourceDefinitions,

A XM Cluster Observability Operator HJEZ(5 /&, 15Z 4 OpenShift Container Platform 32 £f
HIEGEFH Web #2#E& #1%; Cluster Observability Operator.

¥

Rty 7wz

5

MEFE AR Operator,
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