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T

Red Hat Quay Operator 24t 7 7£ OpenShift £&f FEBEMEIE Red Hat Quay FITH H./55%,
% Red Hat Quay 3.4.0 94 %5, Red Hat Quay Operator #EHWE, LUIREEHAELR, FHE2
KIBERMESZZH, PTE, Red Hat Quay Operator B B, 5 Red Hat Quay 3.4.0 ZBIBIAR A
FEXG|EE :

e QuayEcosystem B7E X FRE# QuayRegistry B E L FIRERE R,

o RINZEETE M TEXIFM Red Hat Quay IR, EFESMAREWIIL, MBEUEZE, %
7. MNREFHEE, EEETIMEPER.

% e
' BEAHTRREE AL,

® Red Hat Quay EoBFIFTIGIEE,

o NFRIEFHEIMIE T LUEA ObjectBucketClaim Kubernetes API i Red Hat Quay Operator & E

—

Red Hat OpenShift Data Foundation ] F§-F{£ OpenShift Container Platform £
R API SZHFBOSCEL,
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% 1%= RED HAT QUAY OPERATOR f& 1t
FRAZEFHRNIHITLLTIZE -

e f{#F Red Hat Quay Operator £ OpenShift Container Platform £ %% Red Hat Quay

EREHIFZENRIFM

MEFZEHMN, MEBUEZE. Reds, IBH. TLSH

£ Red Hat Quay Operator £ OpenShift Container Platform _£&8& Red Hat Quay registry

A Red Hat Quay XS X IhEE

£ Red Hat Quay Operator #% Red Hat Quay registry

1.1. RED HAT QUAY OPERATOR A%

Red Hat Quay BIRZ KNI, XK IERIEZE. NREFMH. Red Hat Redis %, Red Hat Quay
Operator BEE—MEIUERE Red Hat Quay &R E Kubernetes B % o, X LARTAITMAN T 274, Fi@
i+ QuayRegistry API BRi&,

1£ QuayRegistry B X ¥R+, spec.components ZERFRBEH G, ENMHEEEHNFER © kind
(Bt MER (BTFMRAHEMEAIESH Red Hat Quay Operator 2038) BIFR /R H,

RAERT, MAHGENHEHRIEENBNES, LTHEY I

QuayRegistry FFRRHI

apiVersion: quay.redhat.com/v1
kind: QuayRegistry
metadata:
name: example-registry
namespace: quay-enterprise
spec:
configBundleSecret: config-bundle-secret
components:
- kind: quay
managed: true
- kind: postgres
managed: true
- kind: clair
managed: true
- kind: redis
managed: true
- kind: horizontalpodautoscaler
managed: true
- kind: objectstorage
managed: true
- kind: route
managed: true
- kind: mirror
managed: true
- kind: monitoring
managed: true
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- kind: tls
managed: true

- kind: clairpostgres
managed: true

1.2. FRAXEHH
i&3E QuayRegistry B E X ¥R A AEIEE, BN Red Hat Quay Operator HERINMERTFTUTZEHY :

® Quay : fRTE1E OpenShift Container Platform L85 Red Hat Quay &S, NEMEZAEFE]
A, LAHRE Red Hat Quay 3.7 B934, TBEIXE unmanaged.

® postgres : HEFf registry JTTEHE, M Red Hat Quay 3.9 /84, fERAKE Software
Collections J PostgreSQL 13 kR A&,

pa -3
% M Red Hat Quay 3.8 - 3.9 AZff, Operator 2 BEMEF PostgreSQL 10 F

B PostgreSQL 13, XM AL NFEM, PostgreSQL10 7£2022F 1A 10 H
BERARITRA, TBHEXZR,

e Clair : RI#HRIGR ARG,
® Redis : 7Ff#SCHT 23 BB Red Hat Quay 18/, A S3E 5K BIURFr BB BT ENLH,
e HorizontalPodAutoscaler : RIEARF/cpu SEFEVIZE Quay pod HEE,

® ObjectStorage : N T FHEE&)Z Blob, 1E#F B H Noobaa 5% Red Hat OpenShift Data
Foundation $24t# ObjectBucketClaim Kubernetes AP,

® Route : M OpenShift Container Platform Z 4’ Red Hat Quay registry 32 #4-E8 A O s,
o mirror : ECETFEZERIK worker LU 1 A E 17 B E B 5

o IR : INEETIE Grafana (UFiMR. VRIENEIUKREZEEEE Quay pod FIEH],

e tls : A& Red Hat Quay i£7& OpenShift Container Platform Z0# SSL/TLS,

e clairpostgres : EBEBSE Clair $iE4E., XEMIINEIEZE, 5HTFEZE Red Hat Quay By
PostgreSQL #iEEARE,

Red Hat Quay Operator 432 Red Hat Quay R AR EHG AT FHERIEEMZRETLIF, R Red Hat
Quay Operator fli4TH opinionated BB FEEEHIIFE, EALURH Red Hat Quay Operator 78 332
E¥R B3EM Red Hat Quay Operator, f1LA &R A,

1.3, WA 5 IR E

INRIZEE Red Hat Quay —2FERBIIEHA, 40 PostgreSQL. Redis S &R7FHE, NIE%T1E Red Hat
Quay BLESE B 5K config.yaml XHAFECEE( ], ARG, @7 QuayRegistry A5 AEN1ERN
Kubernetes Secret, REIT1EEMLHBHRIFZERN,


https://www.softwarecollections.org/en/

Red Hat Quay 3.11 £ OpenShift Container Platform L83 Red Hat Quay Operator

==
INRIEFEAIEZE PostgreSQL HiEZE, HIRAN PostgreSQL 10, M5 ZE IR FH I E

PostgreSQL 13, PostgreSQL 10 1£ 2022 £ 11 B 10 BEE KA LTRA, FBHEXZFF.
MBELER, BB PostgreSQL kA 5KHE,

BXREEFZEHNY, HSHUTES :
o FHAIIAM PostgreSQL B
o {FMIEZE Horizontal Pod Autoscaler
o (FERAIZEFH
o FA—1IZE NooBaa LAl
o (HAIHZE Redis BUIEE
o FARMMAH
o FAINIEAH

o ZRERAN

1.4. BB B4 E SECRET

spec.configBundleSecret FE% 25 QuayRegistry 75R1EREM & 2 E R H Secret #
metadata.name FJ3| ., It Secret /78S config.yaml /g%,

config.yaml X2 —** Red Hat Quay config.yaml 3X{f, LFEXZRER, ARFKIRME, H Red Hat
Quay Operator BB, MEIRM, TIMENEMEESE, XEFRESAMSEAANENTRE
¥, UER&AHiE Secret, A1 EI Red Hat Quay N 2R pod A,

1.5. OPENSHIFT CONTAINER PLATFORM _t RED HAT QUAY BY4t R &4

1Ef#H M Red Hat Quay Operator £ OpenShift Container Platform £ E8% Red Hat Quay B, iHZELUT
AR &,

1.5.1. OpenShift Container Platform 52§

EE8Z Red Hat Quay Operator, &/ —1 OpenShift Container Platform 4.5 s B & iR AR B,
FHRILV P BRI, FIEIKS BB ERESE R N AE e &2 A,

1.5.2. BEREK

B Red Hat Quay N 2R pod #BEB LU T HIREXK :
e 3GiAKE
® 2000 millicores CPU

Red Hat Quay Operator & NENEEEM Red Hat Quay ERE QB — M FATER pod. R OpenShift
Container Platform &8H B WHITTE FIR R BIXLE K,


https://www.postgresql.org/support/versioning/
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1.5.3. X R1E(E

ZIAER T, RedHat Quay Operator {& f§ ObjectBucketClaim Kubernetes AP| £ & & X4 R 176, FH
Ltk API ¥ Red Hat Quay Operator SRR E F AN ERILINS B, Red Hat OpenShift Data
Foundation i@13 & NooBaa ARtk API, ZAHHREREHBRA,

Red Hat Quay AILAFHhECE A E AU TMEMZ RN S FHELI

® AmazonS3 (iEZ S3 IAM Bucket 58%, LT #i#8% 7 Red Hat Quay E2& S3 TFiBHESRIRHY
HEHER)

® Microsoft Azure Blob Storage
® Google Cloud Storage

e Ceph A&RMX(RADOS)

® OpenStack Swift

® CloudFront + S3

1.5.4. StorageClass

L {#F Red Hat Quay Operator 28 Quay # Clair PostgreSQL #iBZER, REERFEE—NEIA
StorageClass.

Red Hat Quay Operator {#f B2k StorageClass &% Quay # Clair 2B ErENFAMEFH,
XL PVC AFKAGFMEEIE, BFRERN Red Hat Quay registry #1 Clair SR REFMATH, FHEE
JE B AR MBS 447 ERS

ERSRER, HRITEEDEE T 2\ StorageClass, LR Quay # Clair H4 T B & 1FE,


https://access.redhat.com/solutions/3680151
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5 2 & M OPERATORHUB %% RED HAT QUAY OPERATOR

A LTS %M OpenShift Container Platform OperatorHub %2%& Red Hat Quay Operator,

it =

1. {8/ OpenShift Container Platform #£%l#&, tf¥ Operators - OperatorHub,

2. [EEFEER, #A Red Hat Quay FHiEF4IIEIRHMIE A Red Hat Quay Operator, XRFEE
MZ Installation TIE, ©#kTIHEE. LRFHENEBEER.

3. 1 Install, XRFHEEMBE Operator £ T1H.

4. UTFEFATRATEE L& :
a. BHHIE : NHRIARAEFEEIFIGE, 0 stable-3.11,
b. REFEX :

i. MRIEAZL Red Hat Quay Operator TEEANEESEHN A, 15264 All namespaces
on the cluster, BIUREERSEH L% Red Hat Quay Operator, SNSRIEFEHE ANy 22
[B], UIBRIN TSI {60 A M 4R 2E 44

i. MREFEREL—pHZERPEE, 1514 A specific namespace on the cluster,

o HEMESRE : EEHLERTIRFOIEH. BIBNERRE.

5. %E#% Install,
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% 3 = T EERIECE RED HAT QUAY

1£ OpenShift Container Platform LERZER, Red Hat Quay Operator Al LB IEFFA Red Hat Quay 2H
., B2, IRMNEE, JEBEMEBEHITELSZEN, ERAUEASBREE—IREINHHE.

FERUTEREEIEZE Red Hat Quay H,

ik 3
1. ERELMEEDE config.yaml BELE X4, W&R/NECEBFERLUTEIA :

I $ touch config.yaml

AUTHENTICATION_TYPE: Database
BUILDLOGS_REDIS:

host: <quay-server.example.com>

password: <strongpassword>

port: 6379

ssl: false
DATABASE_SECRET_KEY: <0ce4f796-c295-415b-bf9d-b315114704b8>
DB_URI: <postgresql:/quayuser:quaypass@quay-server.example.com:5432/quay>
DEFAULT_TAG_EXPIRATION: 2w
DISTRIBUTED_STORAGE_CONFIG:

default:

- LocalStorage
- storage_path: /datastorage/registry

DISTRIBUTED_STORAGE_DEFAULT_LOCATIONS: []
DISTRIBUTED_STORAGE_PREFERENCE:

- default
PREFERRED_URL_SCHEME: http
SECRET_KEY: <e8f9fe68-1f84-48a8-a05f-02d72e6eccba>
SERVER_HOSTNAME: <quay-server.example.com>
SETUP_COMPLETE: true
TAG_EXPIRATION_OPTIONS:

- Os

-1d

- 1w

- 2w

- 4w
USER_EVENTS_REDIS:

host: <quay-server.example.com>

port: 6379

ssl: false

2. WIAUT6S, FEREEXHOIZE Secret :
I $ oc create secret generic --from-file config.yaml=./config.yaml config-bundle-secret
3. fIE—/ quayregistry.yaml 32, tiRIEZEHAEFHEI AR Secret, HI10 :
QuayRegistry YAML X #4=61

apiVersion: quay.redhat.com/v1
kind: QuayRegistry
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metadata:
name: example-registry
namespace: quay-enterprise
spec:
configBundleSecret: <config_bundle_secret>
components:
- kind: objectstorage
managed: false
#...

4. EIAL T4 E A quayregistry.yaml SLH-ERE registry :

I $ oc create -n quay-enterprise -f quayregistry.yami

3.1. TiifZi& RED HAT QUAY BF B3

Red Hat Quay X#H % #/E A BM{EMERE LT, A JUEREMREX LR, RS 5R-FER
BEHFEK,

3.1.1. RUF API BB E—1NA

BHIRE—IAS, B EESS FEATURE_USER_INITIALIZE S8048 ) true, R
/api/vi/user/initialize APl, 5ZEBIAHIIH OAuth B FALERH OAuth 45 K BIFRE EL At registry API
FAARE, APliHERARESHEIE,

1EEBE Red Hat Quay /&, R A LAER API G840 quayadmin B, RELRGUIEEMA,, WF
BEER, BESHER AP GEE—IHA,

3.1.2. BREH API T5[7]

FA P 5% BROWSER_API_CALLS XHR_ONLY & &N E N false, LASLIFN Red Hat Quay
registry API BOE #LUT[7],

313 //J\\ﬂuﬁéﬁﬁﬁ F

#8%¥ Red Hat Quay f[5, AP AILIGIEZAF, #ARFE-—NEATENRNAAEEARIN, BFARLUE
Fi SUPER_USER & &% RIZAIEC B TR, F140

#...
SERVER_HOSTNAME: quay-server.example.com
SETUP_COMPLETE: true
SUPER_USERS:
- quayadmin
#...

3.1.4. BRI A a3

BEERBANA G, A LL@E ¥ FEATURE_USER_CREATION X&) false SRR E# A - EE N A
FHRE A, fIEn -

#...
FEATURE_USER_INITIALIZE: true
BROWSER_API_CALLS_XHR_ONLY: false

10
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SUPER_USERS:

- quayadmin
FEATURE_USER_CREATION: false
#...

3.1.5. £ Red Hat Quay 3.11 12 B #iThaE
EFHFH Red Hat Quay 3.11 ThEE, HE AU T —LsfrBaINEE :

#...
FEATURE_UI_V2: true

FEATURE_UI_V2 REPO_SETTINGS: true
FEATURE_AUTO_PRUNE: true
ROBOTS_DISALLOW: false

#...

3.1.6. i Bsh{bECE
BT BMEEALLT config.yaml 3 :

#...

FEATURE_USER_INITIALIZE: true
BROWSER_API_CALLS_XHR_ONLY: false
SUPER_USERS:

- quayadmin
FEATURE_USER_CREATION: false

#...

3.2. EBEXN REFMH

IREEELL Red Hat Quay RIECE N REE, TILERE L1F Red Hat Quay Operator EEEEE A2 H
TEH,

INRIEHE Red Hat Quay Operator ST BIRENME, 1HSHSEFMED, T HEAX RENRE
NooBaa #1 Red Hat OpenShift Data Foundations Operator B8 &,

IR A AMMEEARR AR, HTEEE Operator I §F objectstorage 1% &7 unmanaged. 155 1L
TED. FZTEFWE UTHREXEEINAFHIFHAER.
321 ERFEZEFHE

U NERBT HREFMEERS. BXRMMARENREFHEHITENE, 1ES0 Red Hat Quay BCE
=R,

3.2.1.1. AWS S3 =&
£ 18R Red Hat Quay EREBEZE AWS S3 2iER, iH@RALL TR,

DISTRIBUTED_STORAGE_CONFIG:
s3Storage:
- S8Storage
- host: s3.us-east-2.amazonaws.com

1
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s3_access_key: ABCDEFGHIJKLMN

s3_secret_key: OL3ABCDEFGHIJKLMN

s3_bucket: quay_bucket

s3_region: <region>

storage_path: /datastorage/registry
DISTRIBUTED_STORAGE_DEFAULT_LOCATIONS: []
DISTRIBUTED_STORAGE_PREFERENCE:

- s3Storage

3.2.1.2. Google Cloud ##fi4

£ WM Red Hat Quay 3R EECE Google Cloud iR, 15U T RA.,

DISTRIBUTED_STORAGE_CONFIG:
googleCloudStorage:
- GoogleCloudStorage
- access_key: GOOGQIMFB3ABCDEFGHIJKLMN
bucket_name: quay-bucket
secret_key: FnDAYe2HeuAKfvZCAGyOioNaaRABCDEFGHIJKLMN
storage_path: /datastorage/registry
boto_timeout: 120
DISTRIBUTED_STORAGE_DEFAULT_LOCATIONS: []
DISTRIBUTED_STORAGE_PREFERENCE:
- googleCloudStorage

ﬂ A%, MIERER B R EBRA (MR o BOAEDY 60 %), A%, LB (LI
AL , BEEIZRIHTIEEN BN RE. BIAED 607,

3.2.1.3. Microsoft Azure 1714

£ V18R Red Hat Quay ERZEEZE Microsoft Azure 26T, H AU TRA,

DISTRIBUTED_STORAGE_CONFIG:
azureStorage:
- AzureStorage
- azure_account_name: azure_account_name_here
azure_container: azure_container_here
storage_path: /datastorage/registry
azure_account_key: azure_account_key here
sas_token: some/path/
endpoint_url: https://[account-name].blob.core.usgovcloudapi.net ﬂ
DISTRIBUTED_STORAGE_DEFAULT_LOCATIONS: []
DISTRIBUTED_STORAGE_PREFERENCE:
- azureStorage

ﬂ Microsoft Azure &8 endpoint_url S Z %8, & T Microsoft Azure Government (MAG)
imm. SIREZZ, N endpoint_url $E#EEIE &R Microsoft Azure Kig,

M Red Hat Quay 3.7 748, @ /fE A MAG Blob RS EIm=. EA MAG Blob ARZ5HY

Secondary It s S B LU TES % © AuthenticationErrorDetail:Cannot find the claimed account
when trying to GetProperties for the account whusc8-secondary.

12
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3.2.1.4. Ceph/RadosGW Storage
1E NIEM Red Hat Quay EBEBC& Ceph/RadosGW 1ZfiHd LU T =,

DISTRIBUTED_STORAGE_CONFIG:
radosGWStorage: #storage config name
- RadosGWStorage #actual driver
- access_key: access_key_here #parameters
secret_key: secret_key_here
bucket_name: bucket_name_here
hostname: hostname_here
is_secure: 'true'
port: '443'
storage_path: /datastorage/registry
DISTRIBUTED_STORAGE_DEFAULT_LOCATIONS: []
DISTRIBUTED_STORAGE_PREFERENCE: #must contain name of the storage config
- radosGWStorage

3.2.1.5. Swift fFfi
TENIEH Red Hat Quay EREBELE Swift FZMEES, 15 BT RA,

DISTRIBUTED_STORAGE_CONFIG:
swiftStorage:
- SwiftStorage
- swift_user: swift_user_here
swift_password: swift_password_here
swift_container: swift_container_here
auth_url: https://example.org/swift/vi/quay
auth_version: 1
ca_cert_path: /conf/stack/swift.cert"
storage_path: /datastorage/registry
DISTRIBUTED_STORAGE_DEFAULT_LOCATIONS: ]
DISTRIBUTED_STORAGE_PREFERENCE:
- swiftStorage

3.2.1.6. NooBaa Ik EFiE
FEHALU TS BT NooBaa ERE NIEMIES EZMHECE,

it

1. #£ A Storage —» Object Bucket Claims, £ Red Hat Quay 1Z& F 6/ — NooBaa Object
Bucket Claim,

2. 138 Object Bucket Claim Data details, 21& Access Key, Bucket Name, Endpoint (hostname)#]

Secret Key,

3. 6% config.yaml B2 &4, %30 HEF Object Bucket Claim BIE R :

DISTRIBUTED_STORAGE_CONFIG:
default:
- RHOCSStorage
- access_key: WmrXtSGk8B3nABCDEFGH

13
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bucket_name: my-noobaa-bucket-claim-8b844191-dc6c-444e-9ead-87ecelabedef
hostname: s3.openshift-storage.svc.cluster.local
is_secure: true
port: "443"
secret_key: X9P5SDGJItMSUHFCMSLMbdNCMfUABCDEFGH+C5QD
storage_path: /datastorage/registry
DISTRIBUTED_STORAGE_DEFAULT_LOCATIONS: []
DISTRIBUTED_STORAGE_PREFERENCE:
- default

BREEXN SR Bucket FEANEZER, 1ESH Object Bucket Claim.,

3.2.2. FE—1IEZE NooBaa L4l

FEARAUTHBENER Red Hat Quay EREFFHIEZE NooBaa £,

i

1. 712§ & # Storage - Object Bucket Claims il —“ NooBaa Object Bucket Claim,

2. KeZRAT &R Bucket FEREIE IS S, S3E Access Key,Bucket Name Endpoint (hostname), #1
Secret Key,

3. {8 Object Bucket Claim {5 2 | config.yaml B2 &4, #40 :

DISTRIBUTED_STORAGE_CONFIG:
default:
- RHOCSStorage
- access_key: WmrXtSGk8B3nABCDEFGH
bucket_name: my-noobaa-bucket-claim-8b844191-dc6c-444e-9ead-87ecelabedef
hostname: s3.openshift-storage.svc.cluster.local
is_secure: true
port: "443"
secret_key: X9P5SDGJItMSUHFCMSLMbdNCMfUABCDEFGH+C5QD
storage_path: /datastorage/registry
DISTRIBUTED_STORAGE_DEFAULT_LOCATIONS: []
DISTRIBUTED_STORAGE_PREFERENCE:
- default

3.2.3. REF#
INRIEFEL Red Hat Quay Operator B2 Red Hat Quay BIXT R1Z6E, BIEREERENET
ObjectBucketClaim AP {2t 77 f%, {#F Red Hat OpenShift Data Foundation Operator, BN
RrB9iL o
e A Kubernetes PersistentVolume fZfi# X ##J Multi-Cloud Object Gateway BY¥EIT 543l

o AAH

o RedHat Quay i Has&

o FEEHMII Red Hat OpenShift Data Foundation

o WHMEEYT BXRIRSH Ceph #J Red Hat OpenShift Data Foundation B4 = EMEEE

14
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o HEAM
o/ Red Hat OpenShift Data Foundation 2 HIRAY1T [

(e PR ST SC BRI, TEARLEIL TR AA, B X Red Hat OpenShift Data Foundation B4 =58 E, &
S B 5.

2 3

#4 50 GiB B Red Hat Quay Operator & BE DB REFEME#MEEZ ], XMIFRRT
REZEH/NE Red Hat Quay RERFTAEME, BREFEHATEMAL., ZHE L Red
Hat OpenShift Data Foundation BHK/NEHIF2H Red Hat Quay Operator 2038, N5
THRELZFMAER, SN TENEXAEZERFM KNI,

cak

3.2.3.1. ¥ Red Hat Quay {# [ Red Hat OpenShift Data Foundation Operator H1fJ Multicloud
X R PR ZH 4

YE% Red Hat Quay T HHI—ER 4>, A BMER Red Hat OpenShift Data Foundation Operator By
Multicloud Object Gateway H# (LARI#F 7 OpenShift Container Storage Operator) o ItbRIXKH Ao iF
185 S3 RAN REMBORMLHET Kubernetes PersistentVolume- B9 7743 359 Red Hat
Quay. FHEMFRTFH Operator B2 Red Hat Quay Z8&, L& multicloud Object Gateway LI
eI, 0T ATI,

HTF Red Hat Quay ARG RGFME, FELIRAF TG EFEARMXS Kubernetes
PersistentVolume 7=fi#, LR ZHMEE., PersistentVolume EFHEFHFIMKELH L, EHXTR
EFEME&EFNE, I TMAETHH StorageClass,

i1 PersistentVolume B, XTZ2#EET B, SETHAMNBRALR, TR Red Hat
OpenShift Data Foundation F# AT BIMFE RS, RE—TRMXEHIELZIT,. NRENEHRHE.
BHT T XIAMENIZITRIRE pod RATH, X 5HUEEMN Red Hat Quay K451 HIG I P&,

FERALUTEHE, %E Local Storage Operator, Red Hat OpenShift Data Foundation, FAIEMII% =X
KM%, LUETE OpenShift Container Platform LEB8E Red Hat Quay.

A=
: IR X#5EH Red Hat OpenShift Data Foundation 3244 #Zi@MAM%.

3.2.3.1.1. f£ OpenShift Container Platform L% % Local Storage Operator

EARMF 1% & £ O Red Hat OpenShift Data Foundation 2881, & @R T4 M OperatorHub
%24 Local Storage Operator,

1. &% OpenShift Web {2#I &,
2. = Operators - OperatorHub,

3. EEFRIERHA Kb, M Operator FIFRAIER: Local Storage Operator, s Local
Storage,

4. = Install,
5. £ Install Operator TUE A% E M FET

e XfF Update channel, 3% stable,
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® XfF Installation #3, %L#E A specific namespace on the cluster,

® XIF Installed Namespace, &% Operator recommended namespace openshift-local-
storage,

e XIF Update approval, 151%# Automatic,

6. = Install,

3.2.3.1.2. /£ OpenShift Container Platform £%& 3 Red Hat OpenShift Data Foundation

FER LTS ITE OpenShift Container Platform %% Red Hat OpenShift Data Foundation,

FRFH

e fHAEH cluster-admin 1 Operator REEUPRAINK 177 7] OpenShift Container Platform %&
B,

® OpenShift Container Platform &/ /i E DB =1 worker 7 R,

o BXHMBEREX, ESHANNENEEER,

it =

1. &% OpenShift Web {2#I &,
2. = Operators - OperatorHub,
3. EEFRIEHH A OpenShift Data Foundation, ¥ OpenShift Data Foundation,
4. = Install,
5. £ Install Operator TLE A% E M FET
e ¥IF Update channel, #EFERHFTHTEERA,
® XIF Installation 23X, %L#F A specific namespace on the cluster,

® XIF Installed Namespace, i%#¥ Operator recommended Namespace: openshift-
storage,

® XIF Update approval, 15i%# Automatic 3¢ Manual,
INRIEFEE Automatic E#Hr, Operator Lifecycle Manager(OLM)¥ B 5h#+4% Operator B2 1T
S, M EMTF .

IR Foh B, N OLM KO- NEIHMEKR, FANEHREER, BUFiltExE
&R, FEERN Operator BHE BHAIIRA,

e XIF Console #fHff, 1%# Enable,
6. = Install,
L% Operator f&, AP REHESHI—NMTEHEEMNHEHED, Web 2HE&EEH st EIER
FRER, SXHHEE OB Refresh web console 3 B HI & B E K,

7. PREELUTER D QBRI L T RMK", LAFIA Red Hat Quay 9% AT R KA1,
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3.2.3.1.3. A OpenShift Container Platform Ul fIIE T % =4 &R MX
FERAUTEZRABMIIS TN RMX,

FRFH

it =

o B&% |ocal Storage Operator,

o B &% Red Hat OpenShift Data Foundation Operator,

1. 1£ OpenShift Web $#Hll&H, s Operators - Installed Operators EEFTA B &&H
Operator,

iR €& 22 [E 5 openshift-storage.
2. Hif Create StorageSystem,
3. 7£ Backing storage T{E ™, 1EFELUTARA :
a. ) Deployment K&%H% Multicloud Object Gateway,
b. 1%$¥ Create a new StorageClass using the local storage devicesi%i,

c. = Next,

p= Y=
MRILERBERE, RUERIRTELRE Local Storage Operator, M Install,

288 "Installing the Local Storage Operator on OpenShift Container
Platform" AT IREY S SR TR 1E,

4. 1 Createlocal volume set TIE A, REUTER :

a. #J LocalVolumeSet #1 StorageClass il A—1~%&#F, BIANERT, FiEEXLMBINAH
BELM, EATLIESRA.

b. EEELTER—I :

o AT R LRI
HERESFAE T R ERmEITIERR AR AT Rt

o AT R bR
(XAERMIE T R £ A 5 A d I8 25 PR BC A9 =T Ffdk et

c. M Disk Type 55k, £ SSD/NVMe,

d. BFF Advanced ZB9 Fi%ELLTIED ¢

BEX XHERGRWIINEFE, WA BB
Filesystem,
R MTHRIZIRAPIEFE—DHES MILERE,

17
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RELL RN FikERER) 100GB X/, UREEGESH
R ERAKA R KN,
ik L PR 1l PR XRTFT R EALOERN PV #2 LR, Rt
FERRRZE, NIHEET s EBIFRAE o] FAREEL O
PV,
e. = Next

it & B R— 1R FHIANIE LocalVolumeSet BITHHHEE O,
f. B Yes LA4KEE,
5. 1f Capacity fll nodes TEA, EELLTHEA :

a. TANBRBARERRIESEHEXRKNMERNEEIERETE(H, XHEE LN AT
I, Selected nodes FIRARIBEFEIR BRI .

b. B Next 4£%E,

6. A%, %EFE Connect to an external key management service E %1E, X E2EEEHEIMZENT
prir i

a. M Key Management Service Provider FHI%% A, ¥ Vault 2% Thales CipherTrust
Manager (using KMIP), #08R%FE T Vault, iE#AT—%, MRMEEFET Thales
CipherTrust Manager (using KMIP) , &34 3 i,

b. EFERARIUET .
EEER TIPS

o MIAME—BLERERAFR, Vault RS ENHEE (https;//<hostname B ip>) , WOS
*D%ﬁo

e B Advanced Settings, LARIEEH Vault BELEH A % ERIUETFIE -

o 7 IRimE&E i AN OpenShift Data Foundation % Fl EME—BY Key Value secret %

%,
o (k) A TLS BR553 AT Vault Enterprise s 22,
o _EEXTRE PEM ZRIGIEF ST, LURME CA MRS, B mIEHMEimihHA,

o = Save FHLTHIE iv.
A Kubernetes 35 1E A&

o i AME—BY Vault Connection Name, Vault IRS5 2589 E et (https://<hostname =X
ip>) . WmOSHABA,

e & Advanced Settings LARIBERI Vault BE & i AZIABYIZ B FNUEH 1S -

o £ BRI EHH AN Red Hat OpenShift Data Foundation % i HLfE— Key Value
secret B{1%,

o H[I%E : B A TLS Server Name #1 Authentication Path (WI&5&MA) .

o LEERNE PEM GIGIEF XM, LURAt CAUEH. B WIEHME  imEhE,

18
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o = Save FHHLTHIE iv.

c. Ef#f Thales CipherTrust Manager (using KMIP) {E 2y KMS 7, H IR TS E
17

i TETE A A B E IR AR 55 B — A R,

ii. 7 Address #1 Port #843#, #iA Thales CipherTrust Manager B9 IP A RIEH P ERAT
KMIP #O8im O, B0 :

o it 1233432
e %O : 5696
il. £ff BPmES, CAUERH B imfhiA,
iv. SNRFFA T StorageClass N, 1% i AR FINEMARZBIHE— IR,

v. TLS Server FERZ AR, FHIERHE KMIP iz =B DNS KB EMH, 5
g0, kmip_all_<port>.ciphertrustmanager.local.

d. %5 M,
e. = Next,
7. 7E Review and create LAY, MEREIFIE, &EBBREMEEIXE, 59T Back,

8. H.; Create StorageSystem,

3.2.3.1.4. [ CLI S| MIIZ =X RMX

FERL TS HELE Red Hat OpenShift Data Foundation  (BABI#RA OpenShift Container
Storage) Operator FE2E # M L45 Multi-Cloud Gateway AR %5

. p= Y=
PUFEC B T A TE R % Red Hat OpenShift Data Foundation B8 171217,

Y=

1. 7£ OpenShift Web #HI&, #5145 Operators - OperatorHub,
2. 13 Red Hat OpenShift Data Foundation, #A/Fi%E# Install,
3. BZAARILT, ABERE Install,

4. @i EE Status FIHBIAERE Operator, ©NFRCHN Succeeded,
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Digk

H
[=]

%% Red Hat OpenShift Data Foundation Operator [&, RARIRTIEC]E

FRG. TEEBEINMES. R, REUTHRAE NooBaa X RTF
o

5. ML, FERAUTERUE—14%7 noobaa.yaml B3I :

apiVersion: noobaa.io/vialphai
kind: NooBaa
metadata:
name: noobaa
namespace: openshift-storage
spec:
dbResources:
requests:
cpu:'0.1'
memory: 1Gi
dbType: postgres
coreResources:
requests:
cpu:'0.1'
memory: 1Gi

X0 ZRXRMA B E—SLIERE,
6. ERAUTGNNAERE :
I $ oc create -n openshift-storage -f noobaa.yami
=1
I noobaa.noobaa.io/noobaa created
7. LA, Multi-cloud X/ RME NZTER RS, T LU ALL T e B R iG EERTE -

I $ oc get -n openshift-storage noobaas noobaa -w

i Bl
NAME MGMT-ENDPOINTS S3-ENDPOINTS IMAGE
PHASE AGE
noobaa [https://10.0.32.3:30318] [https://10.0.32.3:31958] registry.redhat.io/ocs4/mcg-
core-

rhel8@sha256:56624aa7dd4cal78c1887343c7445a9425a841600b1309f6deacel37ce6b8678d
Ready 3d18h

8. BT BIELLTF YAML X4, %7 noobaa-pv-backing-store.yaml, NMXEBE&FHE

20
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apiVersion: noobaa.io/vialphai
kind: BackingStore
metadata:
finalizers:
- noobaa.io/finalizer
labels:
app: noobaa
name: noobaa-pv-backing-store
namespace: openshift-storage
spec:
pvPool:
numVolumes: 1
resources:
requests:
storage: 50Gi ﬂ
storageClass: STORAGE-CLASS-NAME @)

type: pv-pool
ﬂ N REMRSNEERE, REFZHTHE,
Q FAFiE KB PersistentVolume B StorageClass, il BRIt /E 14 LAfE A LB ZR A,

9. KIALUTaGNARE :

I $ oc create -f noobaa-pv-backing-store.yaml
=1
I backingstore.noobaa.io/noobaa-pv-backing-store created

XENMELBEFEMEEE, Red Hat Quay FEIFRE SRR B MR EMEE R LB & O
PersistentVolume FHY% &,

10. 1Z21TLL 64, fF PersistentVolume /i Red Hat Quay Operator & faHIFRA
ObjectBucketClaims FIZRiL :

$ oc patch bucketclass noobaa-default-bucket-class --patch '{"spec":{"placementPolicy":
{"tiers":[{"backingStores":["noobaa-pv-backing-store"|}]}}}' --type merge -n openshift-storage
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s~ a2 == =1
FA4EREREAO

4.1. B & SSL/TLS &

WIS FHIZELH A tls 120 7 X OpenShift Container Platform 445 1F R I FE, XS BRH Hit
5 SSL/TLS 97, FHATFRAFAHREEE].

EXTERNAL_TLS_TERMINATION: true 2 &1 HIXE&.

—

p= Y=
® Managed tls R RfERARIABNEESER R IES,
® unmanaged tls R IR EERIEAFUE X FE AR B,

ssl.cert 1 ssl.key INTEMEFBE — N L IMAYIF A secret A1, XFEABERERD AN SR EEHFERBEHM
WEHXf, BEAFIE B IAERE AL 7 DR H, FiEEE Quay B HHIE—B XA,

FEECE SSL/TLS MEREMAT, AT TE DR, EXNAUTHN

o IR SSL/TLS & EEM, NIEMIEEBLIRK S8,

o HIRSSL/TLS ZIFE &, NHEEEMNHEPERERMIES,
TR T ARELI

3 4.1. TLS MR HNAE A E LT

1 Route REBGUESH ZER

BB MEY 2E 2E S A BIABERIIE BN %
BRI TLS iz2J:)

Red Hat Quay 4t =& Unmanaged = HAEHIE pod RBYIET
BTLS B9 passthrough E&H

Red Hat Quay #4&  Unmanaged Unmanaged = IEf 27 quay pod W%
ETLS &, [BoFshil el

4.1.1. {8 SSL/TLS UEHFBEIAX QI BE BT S secret
FRAUTSENRESEECH SSL/TLS iF BB MER B4 S secret,

Pk =2
o MIALTHERINBESEETH SSL/TLS IFBMBHANME BN E secret :

$ oc create secret generic --from-file config.yaml=./config.yaml --from-file ssl.cert=./ssl.cert --
from-file ssl.key=./ssl.key config-bundle-secret

22
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25 5 Z £ OPENSHIFT CONTAINER PLATFORM _t 2 & HHEL
B FR
BT LU NIZ 1T pod BILL T A F5NVHZE OpenShift Container Platform _EBJ Red Hat Quay EBIHHR :
e Quay
e Clair
o Hilk
e clairpostgres
® postgres

tEThee o vF B s T B/ SR, B IEKREB L HIRATH, LURRERD R Quay pod, BREIFNE
KRATARIE Kubernetes ¥R T X B,

UTHGERNNFEREEKR, XARKSHHRBHIAMGE, HEXLEBERTEEH pod BE KL
e Quay : 5&/N6 GB, 2vCPU
e Clair : #7 2 GB W7®, 21 vCPU
e clairpostgres : &/ 200 MB

& 7] LATE OpenShift Container Platform Ul LESE BRIEXK, i@ E# QuayRegistry YAML SRE#ED
B HRIRIEK,
HE

FIXEHHZENRMIMEREEFNE, RERRIFRK T SHEXTEE TR TR AEE
W, HEMBE TR

5.1. {F OPENSHIFT CONTAINER PLATFORM Ul g & %R 3k

FEA LTS BFE A OpenShift Container Platform Ul B2 & %R,

it =

1. £ OpenShift Container Platform FF 4 A A HI&H, R Operators - Installed Operators -
Red Hat Quay.

2. = QuayRegistry.

3. M registry I&FR, fBII0 example-registry,

4. = YAML,

5. 1f spec.components FE&H, EFILLAIT ) .overrides.resources.limits
overrides.resources.requests FE X B EXEE quay. clair. mirror clairpostgres #ll
postgres FHRAI IR, 5190 :

spec:

components:

23
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- kind: clair
managed: true
overrides:
resources:
limits:
cpu:"5"  # Limiting to 5 CPU (equivalent to 5000m or 5000 millicou)
memory: "18Gi" # Limiting to 18 Gibibytes of memory
requests:
cpu: "4"  # Requesting 4 CPU
memory: "4Gi" # Requesting 4 Gibibytes of memory
- kind: postgres
managed: true
overrides:
resources:
limits: {} 0
requests:
cpu: "700m" # Requesting 700 millicou or 0.7 CPU
memory: "4Gi" # Requesting 4 Gibibytes of memory
- kind: mirror
managed: true
overrides:
resources:
limits: g
requests:
cpu: "800m" # Requesting 800 millicou or 0.8 CPU
memory: "1Gi" # Requesting 1 Gibibyte of memory
- kind: quay
managed: true
overrides:
resources:
limits:
cpu: "4" # Limiting to 4 CPU
memory: "10Gi" # Limiting to 10 Gibibytes of memory
requests:
cpu: "4" # Requesting 4 CPU
memory: "10Gi" # Requesting 10 Gibi of memory
- kind: clairpostgres
managed: true
overrides:
resources:
limits:
cpu: "800m" # Limiting to 800 millicou or 0.8 CPU
memory: "3Gi" # Limiting to 3 Gibibytes of memory
requests: {}

Q 1% limits =X requests FERIXE J {} 5 R X L FRBBOAE,

9 % limits =X requests =F & B 22 R HX L FRIE B R E,

6. Ak, BEMRIMERE, EHUEA null (M {} F7) EEOSRAHGBIRINE, F -

#...
- kind: clairpostgres
managed: true
overrides:

24
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resources:
limits: {}
requests: {}

5.2. 1871 %% QUAYREGISTRY YAML foi& 515 3K
X

IR LATEERE registry JEE#ELE Red Hat Quay REZE FIRIF K, X eI LB B#%44 QuayRegistry

YAML X4, SREEHFERE registry R5EM.

iz
1. ®%E - WREE A QuayRegistry YAML SUEERIAMMEIAR, 15HI AL TS EREULE
I $ oc get quayregistry <registry_name> -n <namespace> -0 yaml > quayregistry.yaml
2. FTFFIERAES 1 R EIEH quayregistry.yaml, FiH{TRREER, HI0 :
- kind: quay
managed: true
overrides:
resources:
limits: {}
requests:

cpu: "0.7" # Requesting 0.7 CPU (equivalent to 500m or 500 millicou)
memory: "512Mi"  # Requesting 512 Mebibytes of memory

3. REEN.

4. ZTLL TS, FAEHNEERN A Red Hat Quay registry :

I $ oc replace -f quayregistry.yaml
=1

I quayregistry.quay.redhat.com/example-registry replaced
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36 & EHEAE

6.1. FRAIAR POSTGRESQL #iE%#
11526 P S ER S ER Y PostgreSQL BUEME, NI AE NS pg_trgm 7B F BERIHERE,
FERUTSHEEBINAR PostgreSQL #IREE,

p% =
1. ERAMRIEIEZEF RO config.yaml 304, #40 :

config.yaml X {76 :

DB_URI: postgresql://test-quay-database:postgres@test-quay-database:5432/test-quay-
database

2. [FEAEESXHOIEE Secret

I $ kubectl create secret generic --from-file config.yaml=./config.yaml config-bundle-secret

3. I — QuayRegistry.yaml 3X{§, %345 postgres LHiEiric h FERE, FH5IHUIEN
Secret, 540 :

quayregistry.yaml 34461

apiVersion: quay.redhat.com/v1
kind: QuayRegistry
metadata:
name: example-registry
namespace: quay-enterprise
spec:
configBundleSecret: config-bundle-secret
components:
- kind: postgres
managed: false

B R
o URGILUTER D KERE registry,

6.1.1. BiEFRE
#1167 Red Hat Quay #3E 7 AMIEIRERE T .

6.1.1.1. BUEE URI
{5 Red Hat Quay i, EFFFER DB_URI FEXEL B 5 HUIRER%E,

TR T DB_URI ECEFER :

3 6.1. BUEFE URI
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PEX PR Hah
DB_URI FREB BAFihREIRERN URl, SiEEM
(AEE) EE,

DB_URI FE&RHI :
postgresql://quayuser:quaypas

s@quay-
server.example.com:5432/quay

6.1.1.2. BURFEFES

AERERESEE DB_CONNECTION_ARGS Z#{E &, DB_CONNECTION_ARGS T & X BIER 3 # (K
SRR, 75— EREE T RIEE,

TR T HEEEESH
x 6.2 BUR S ESH

PEX FR Hah

DB_CONNECTION_ARGS xR BURFERI R EEESE, 0EBRTAD
SSL/TLS,

.autorollback T /RME REERSRERITER,
NZIRZN true

.threadlocals T /RME —AFERABINRYERE,
NIZIRZN true

6.1.1.2.1. PostgreSQL SSL/TLS £ S H

£ SSL/TLS K, BLEBURATFEEIMEMEIEE, LT RAIERT PostgreSQL SSL/TLS BLi& :

DB_CONNECTION_ARGS:
sslmode: verify-ca
sslrootcert: /path/to/cacert

ssimode EUUREREHERB M LIL5ER, BE SSL/TLS TCP/IP EEfG SRS S hiE. /A MR :

% 6.3. SSL/TLS 3%

ke s

disable RHMEEE R ZFE SSL/TLS i%#,

allow BRI E B S HIRIE SSL/TLS JE8E. SRINH, it
SSL/TLS i#$#,
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‘it IRMEC BB S SSL/TLS &8, KM, 243k
(BRN) SSL/TLS i##,
require IRMBCE R0 SSL/TLS %8, MNRTFTE root CAX

%, BRLUESIEE verify-ca BRI A RIGUEIES,

verify-ca IRMECE R SSL/TLS %8, HEIFRSRIETH 2
BHAMEIEB AL AL (CA) & i,

verify-full R SSL/TLS %8, HRIERSHRIEPEEHATE
CA %#a, FHHRFEKRMWIRSSFRENZBRBESIUET AT
fic,

B X PostgreSQL WEMSHHEZE R, 1554 Database Connection Control Functions,

6.1.1.2.2. MySQL SSL/TLS S H

LUFRABIERT MySQL SSL/TLS BRE R :

DB_CONNECTION_ARGS:
ssl:
ca: /path/to/cacert

AR MySQL MAREESHIES, 157 ERARCIURIBIFRF SRS -EXEERIRS 5.

6.1.2. FFEIEM PostgreSQL #iE/%

{8/ Red Hat Quay 3.9, MNRMEHIEIEZH Red Hat Quay Operator B2, M Red Hat Quay 3.8 » 3.9
BH B PostgreSQL 10 A4 E| PostgreSQL 13,

o TEEEZEBUEENEIMI0 - 13 AHH PostgreSQL #IEZE,

o NRIZH Red Hat Quay #1 Clair ##E/%H Operator B2, NIENAHGHEUEZEH
RN A 3.9.00 MARFEM—DNEBUBEANKM, NEA Red Hat Quay hR
AARRKY, XETEARIT .,

INRIEARFHE Red Hat Quay Operator M PostgreSQL 10 = 13 #+2 PostgreSQL E8E, NIATITE
quayregistry.yaml X/ PostgreSQL Z#i% &/ managed: false, B XHEIEEXE HIFZEN
BLER, HSHERIAMN Postgres BIEZE,

BF

o HFIEIIEFAYEI PostgreSQL 13, PostgreSQL 10 £ 2022 F£ 11 B 10 HEHEK
BRITIRAE, TBEZRE, IEELER, HSMH PostgreSQL M A KL,
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https://www.postgresql.org/support/versioning/

INRIBFEE PostgreSQL ##E/ES Red Hat Enterprise Linux (RHEL) RZHHRIBIARAICE, &S T
E| RHEL 8 #J RHEL 8 hRAH PostgreSQL, =k:F#EI RHEL O B RHEL 9 kit A& ,

0FA X Red Hat Quay 3.8 » 3.9 MIEMES(ER, 15174 Red Hat Quay Operator it .

6.1.2.1. PostgreSQL BB FE N
Red Hat Quay HIPAB L FABRKEE PostgreSQL iR ZE,

o BURERIPIIZER PostgreSQL G IREMN T ENE B 2 & D EMEII ERINIT. Red
Hat Quay Operator BRI XIR PostgreSQL #IBZEE 14

o W{EF PostgreSQL TEMRIEM SN HIRE PostgreSQL #iEE, HER, EHEBEMRE T
2, &8 Quay Pod R iZ1T,

o HURERIAZ A BT A 50 GiB B Red Hat Quay Operator B2 EE, X MNHFENRERT XS HH
/NBY Red Hat Quay ZE A AEEE, B ERERTEMAAB, Red Hat Quay Operator Bl
R EBEIRESHI KRN,

6.2. BBEEAEB REDIS
FRERTHHRNTXENE Redis ZE,

6.2.1. [FAIEZE Redis BIREE
FRLUTHEILXBENER Redis $IEZE,

¥ =
1. {EFALLT Redis FE A config.yaml ST{4 :

#...

BUILDLOGS REDIS:
host: <quay-server.example.com>
port: 6379
ssl: false

#...

USER_EVENTS_REDIS:
host: <quay-server.example.com>
port: 6379
ssl: false

#...

2. FIALA T ep 4 FECE SO secret
I $ oc create secret generic --from-file config.yaml=./config.yaml config-bundle-secret
3. BIE—1 quayregistry.yaml ¥, ¥ Redis A% E N FERE FH5|FHATCIERN secret :
apiVersion: quay.redhat.com/v1
kind: QuayRegistry
metadata:

name: example-registry
namespace: quay-enterprise
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spec:
configBundleSecret: config-bundle-secret
components:
- kind: redis
managed: false
#...

4. ERZE Red Hat Quay registry.

Hth BHR

Redis BEL B F %

6.2.2. AIEZE Horizontal Pod Autoscaler
IAE, Clair. Quay #1 Mirror pod @& T Pod &R B3 R(HPA), LUMEEM BRSSP EIT &,

BT HPA BRIAECE i E 2, [t Clair. Quay # Mirror pod U EWR KB N 2, XBEBTFE@ET
Operator B EFHAEEGH A BHHNEHFECE Red Hat Quay FH{EH1,

6.2.2.1. 2 Horizontal Pod Autoscaler

EEABE Y Bs02E S M HorizontalPodAutoscaler, i%71E QuayRegistry LIS HEHEE N
unmanaged. 540 :

apiVersion: quay.redhat.com/v1
kind: QuayRegistry
metadata:

name: example-registry

namespace: quay-enterprise
spec:

components:

- kind: horizontalpodautoscaler
managed: false

#...

6.2.3. 22/ Route H4
FERALUTH M IE Red Hat Quay Operator B/ H,

ik
1. 1£ quayregistry.yaml X {4340 #4% &5 managed: false :

apiVersion: quay.redhat.com/v1
kind: QuayRegistry
metadata:
name: example-registry
namespace: quay-enterprise
spec:
components:
- kind: route
managed: false
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https://access.redhat.com/documentation/zh-cn/red_hat_quay/3/html-single/configure_red_hat_quay/index#config-fields-redis

2. Y config.yaml 3X{4, LUEZE Red Hat Quay 428 SSL/TLS, 40

#...

EXTERNAL_TLS_TERMINATION: false

#...

SERVER_HOSTNAME: example-registry-quay-quay-enterprise.apps.useri.example.com
#...

PREFERRED_URL_SCHEME: https

#...

MREZEEMIEHRERH, NROTHIX

"kind":"QuayReqistry",
"namespace”:"quay-enterprise",

"name":"example-registry",

"uid":"d5879ba5-cc92-406c-bab62-8b19cf56d4aa”,

"apiVersion":"quay.redhat.com/v1",

"resourceVersion":"2418527"
b
"reason":"Configlnvalid”,

"message":"required component ‘route” marked as unmanaged, but "configBundleSecret’ is

missing necessary fields"

}

RRARIARS BERE R 71 57 BIEERRA. MRS5S Ingress LA [H] Red Hat Quay =4,
L4, 1 FEER DNS # A 5 Red Hat Quay EEi& B SERVER_HOSTNAME [T
Ec,

6.2.4. ZR L EAHHE

SNSRI — €y & 22 A A %%k Red Hat Quay Operator, NI #R4H 44 B 0% & » managed: false, {4
LUF5IARERER L,

FZEEE

apiVersion: quay.redhat.com/v1
kind: QuayRegistry
metadata:
name: example-registry
namespace: quay-enterprise
spec:
components:
- kind: monitoring
managed: false

EEXIMERTERGIE, FSHE L —mB2EH %L Red Hat Quay Operator I JE A E

6.2.5. RRAHEERAMN
SR, HEALT YAML BE :
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FSZEHER YAML Bd& =5

apiVersion: quay.redhat.com/v1
kind: QuayRegistry
metadata:

name: example-registry

namespace: quay-enterprise
spec:

components:

- kind: mirroring
managed: false
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5 7 = {1 OPERATOR (2 RED HAT QUAY

Red Hat Quay on OpenShift Container Platform A L& By 4517 52 @3k OpenShift Container Platform
PHBHTEHE, XLESHRERAZEEN,

7.1. \Ee 5 1TERE RED HAT QUAY

FRAUTSBEFERSSITRE(CL)M ZBE Red Hat Quay,

FRFM

e BEf#H CLI &3 OpenShift Container Platform,

¥ =
1 BMIAUTHSUE—NRZEHE, 10 quay-enterprise :

I $ oc new-project quay-enterprise

2. Fik, WRETIECE Red Hat Quay BREBRVEMSE, ENEEMASROE—1 Secret :

$ oc create secret generic quay-enterprise-config-bundle --from-file=config-
bundle.tar.gz=/path/to/config-bundle.tar.gz

3. £4 77 quayregistry.yaml# 34 # {2 QuayRegistry B E L FIR
a. NF&NEE, FAMBERINE :

quayregistry.yaml:

apiVersion: quay.redhat.com/v1
kind: QuayRegistry
metadata:
name: example-registry
namespace: quay-enterprise

b. A%, MREH—LREENAEM, 157 spec TERFHRMLER, R/NEEBATRERLULUTR
Bl -

WAIEZEHMEM quayregistry.yaml < fl

apiVersion: quay.redhat.com/v1
kind: QuayRegistry
metadata:
name: example-registry
namespace: quay-enterprise
spec:
components:
- kind: clair
managed: false
- kind: horizontalpodautoscaler
managed: false
- kind: mirror

33



Red Hat Quay 3.11 £ OpenShift Container Platform L83 Red Hat Quay Operator

managed: false
- kind: monitoring
managed: false

c. A%, MRESCIETEBIMSIE, 10 init-config-bundle-secret, IE7E quayregistry.yaml
XHEFEIRE :

WARERFEM quayregistry.yaml :fl

apiVersion: quay.redhat.com/v1
kind: QuayRegistry
metadata:
name: example-registry
namespace: quay-enterprise
spec:
configBundleSecret: init-config-bundle-secret

a
a

%5, MNREEETRIE, EelLIER Red Hat Quay. Clair #1 mirror BERMNE R :

Boi& T HCEEM quayregistry.yaml =6l

kind: QuayRegistry
metadata:
name: quay37
spec:
configBundleSecret: config-bundle-secret
components:
- kind: objectstorage
managed: false
- kind: route
managed: true
- kind: mirror
managed: true
overrides:
env:
- name: DEBUGLOG
value: "true"
- name: HTTP_PROXY
value: quayproxy.ge.devcluster.openshift.com:3128
- name: HTTPS_PROXY
value: quayproxy.ge.devcluster.openshift.com:3128
- name: NO_PROXY
value:
svc.cluster.local,localhost,quay370.apps.quayperf370.perfscale.devcluster.openshift.com
- kind: tls
managed: false
- kind: clair
managed: true
overrides:
env:
- name: HTTP_PROXY
value: quayproxy.ge.devcluster.openshift.com:3128
- name: HTTPS_PROXY
value: quayproxy.ge.devcluster.openshift.com:3128
- name: NO_PROXY
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value:
svc.cluster.local,localhost,quay370.apps.quayperf370.perfscale.devcluster.openshift.com
- kind: quay
managed: true
overrides:
env:
- name: DEBUGLOG
value: "true"
- name: NO_PROXY
value:

svc.cluster.local,localhost,quay370.apps.quayperf370.perfscale.devcluster.openshift.com

- name: HTTP_PROXY

value: quayproxy.ge.devcluster.openshift.com:3128
- name: HTTPS_PROXY

value: quayproxy.ge.devcluster.openshift.com:3128

4. BIALLT eIt E fr & ZE [ P 432 QuayRegistry :
I $ oc create -n quay-enterprise -f quayregistry.yami
5. BIALLT S REFMIIET status.registryEndpoint :

$ oc get quayregistry -n quay-enterprise example-registry -o jsonpath="
{.status.registryEndpoint}" -w

HinBR
o HXINMAIRER Red Hat Quay BBZBRIMHENESER, HSH HEMIAIHEE L&,

7.1.1. A API |2 E—1 A
FAU TSI Red Hat Quay ZHR BB E—IAM,

FRFH
o [di&E%L1 FEATURE_USER_INITIALIZE % /iIXE N true,

o BIEZEHPTREEHFEEMAS,

' ik =
, LEimAR@id 5 7E "access_token': true 15K OAuth S H&,

1. TFF Red Hat Quay BREXHHBEFHLUTEREFEL :

FEATURE_USER_INITIALIZE: true
SUPER_USERS:
- quayadmin

2. BiALL T ${21E Red Hat Quay ARSS :

I $ sudo podman stop quay
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3. HIALL T 6425 Red Hat Quay RS :

$ sudo podman run -d -p 80:8080 -p 443:8443 --name=quay -v $QUAY/config:/conf/stack:Z
-v $QUAY/storage:/datastorage:Z {productrepo}/{quayimage}:{productminv}

4. JZ1TLUF CURL s AMERA A& B, AFHbEMDT ] SREERFRS

$ curl -X POST -k http:/quay-server.example.com/api/vi/user/initialize --header 'Content-
Type: application/json' --data '{ "username": "quayadmin"”, "password":"quaypass12345",
"email": "quayadmin@example.com", "access_token": true}'

WRMTH, SR RETFERS G, EFHEFMBELINR, F0 :

{"access_token":"6B4QTRSTSD1HMIG915VPX7BMEZBVB9GPNY2FC2ED",
"email":"quayadmin@example.com","encrypted_password":"1nZMLH57RIE5UGdL/yYpDOHL
qiNCgimbBW9kfF8M|Z1xrfDpRyRsONUnUuNuUAIitW","username":"quayadmin"} #
gitleaks:allow

NRAFAEEREES, NEREIFER
I {"message":"Cannot initialize user in a non-empty database"}

MREHBHEDPABNNFRASEZEME, NHREIFHIX

{"message":"Failed to initialize user: Invalid password, password must be at least 8
characters and contain no whitespace."}

5. BiALL T &R EIEH Red Hat Quay BRE :

$ sudo podman login -u quayadmin -p quaypass12345 http://quay-server.example.com --tls-
verify=false

it Bl

I Login Succeeded!

712 GBS TEFUENHGE
FRAUTSHEEEIEN Red Hat Quay ZH1,

FRFH

o fRE1E OpenShift Container Platform £E8E T Red Hat Quay.
ik
1L MAUTHSEERENAH

I $ oc get pods -n quay-enterprise

i th o Bl
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NAME READY STATUS RESTARTS AGE
example-registry-clair-app-5ffc9f77d6-jwr9s 1/1 Running 0 3m42s
example-reqistry-clair-app-5ffc9f77d6-wgp7d 1/1 Running 0 3m41is
example-registry-clair-postgres-54956d6d9c-rgs8l 1/1 Running 0 3mb5s
example-registry-quay-app-79c6b86c¢c7b-8qnr2 1/1 Running 4 3m42s
example-registry-quay-app-79c6b86c7b-xk85f 1/1  Running 4 3m4is
example-registry-quay-app-upgrade-5ki5r 0/1  Completed 4 3m50s
example-registry-quay-database-b466fc4d7-tfrnx 1/1 Running 2 3m42s
example-registry-quay-mirror-6d9bd78756-6lj6p 1/1 Running 0 2m58s
example-registry-quay-mirror-6d9bd78756-bv6gq 1/1 Running 0 2m58s
example-registry-quay-postgres-init-dzbmx 0/1  Completed 0 3m43s
example-registry-quay-redis-8bd67b647-skggx 1/1 Running 0 3m42s

7.1.3. Pod R B T &

BIANERE B RLUFIETEIZ1THY pod :
e AT Red Hat Quay N ATEFA S pod (example-registry-quay-apprI LL')
o —/ Red Hat Quay H&IL XM Redis pod (example-registry-quay-redis = L)

o —MNIE/E pod for PostgreSQL, ##t Red Hat Quay F Tt #E77 1% (example-registry-quay-
database114)

e 7 Quay #f& pod (example-registry-quay-mirror114)
e Clair NAREMH A pod (example-registry-clair-app114)
o FTF Clair B9 PostgreSQL pod (example-registry-clair-postgres suppress)
K PPod BEIY BREVAERE N 28, Quay B pod #E, Clair IFHZERREEN 2, XBEIFER

1F Red Hat Quay Operator B s EFHEHE EHHAH BEHHHNEHBE Red Hat Quay B4, &= LUK
LUTHRSEEE HPA NRIESR :

I $ oc get hpa -n quay-enterprise
i Bl

NAME REFERENCE TARGETS MINPODS MAXPODS
REPLICAS AGE

example-registry-clair-app  Deployment/example-registry-clair-app  16%/90%, 0%/90% 2

10 2 13d

example-registry-quay-app  Deployment/example-registry-quay-app  31%/90%, 1%/90% 2
20 2 13d

example-registry-quay-mirror Deployment/example-registry-quay-mirror 27%/90%, 0%/90% 2
20 2 13d

Hth BHR

INFAXTIBCE Red Hat Quay SBBMEZE R, 1HSH N ENEEE Red Hat Quay B89

7.1.4. R ERE T TR
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AP I A ATE BRI B BEFR )7, QuayRegistry X R AR BOIR A A B BN TE B2 B 1) i PR 4H A RO AR R AR
W, LAFRBRIZ I AT BB & IR AT (m)

it =
1 WAL SR EREIRE

I $ oc get quayregistry -n quay-enterprise -0 yaml

ol
BERE, Quay Registry X/ RIF ZRERRE :

apiVersion: vi
items:
- apiVersion: quay.redhat.com/v1
kind: QuayRegistry
metadata:
creationTimestamp: "2021-09-14T10:51:22Z2"
generation: 3
name: example-registry
namespace: quay-enterprise
resourceVersion: "50147"
selfLink: /apis/quay.redhat.com/vi/namespaces/quay-enterprise/quayregistries/example-
registry
uid: e3fc82ba-e716-4646-bb0f-63c26d05e00e
spec:
components:
- kind: postgres
managed: true
- kind: clair
managed: true
- kind: redis
managed: true
- kind: horizontalpodautoscaler
managed: true
- kind: objectstorage
managed: true
- kind: route
managed: true
- kind: mirror
managed: true
- kind: monitoring
managed: true
- kind: tls
managed: true
- kind: clairpostgres
managed: true
configBundleSecret: example-registry-config-bundle-kt55s
kind: List
metadata:
resourceVersion: "
selfLink: "

2. {#F oc get pods fp T AEEIBBAMHHILFIRS ¢

38



% 7 %= {1l OPERATOR 82 RED HAT QUAY

I $ oc get pods -n quay-enterprise

=1
NAME READY STATUS RESTARTS AGE
example-registry-clair-app-86554c6b49-ds7bl 0/1  ContainerCreating 0 2s
example-registry-clair-app-86554c6b49-hxp5s 0/1  Running 1 17s
example-registry-clair-postgres-68d8857899-lbcbn 0/1  ContainerCreating 0 17s
example-registry-quay-app-upgrade-h2v7h 0/1  ContainerCreating 0 9s
example-registry-quay-database-66f495c9bc-wqsjf 0/1  ContainerCreating 0 17s
example-registry-quay-mirror-854c88457b-d845¢g 0/1  Init:0M1 0 2s
example-registry-quay-mirror-854c88457b-fghxv 0/1  Init:0/1 0 17s
example-registry-quay-postgres-init-bktdt 0/1  Terminating 0 17s
example-registry-quay-redis-f9b9d44bf-4htpz 0/1  ContainerCreating 0 17s

3. FEEREB TS, Quay Registry MRHFERHYFPRT, EXNEHIP, BEEIRIWAE, H
R F IR IE

status:
conditions:
- lastTransitionTime: "2021-09-14T10:52:04Z"
lastUpdateTime: "2021-09-14T10:52:04Z"
message: all objects created/updated successfully
reason: ComponentsCreationSuccess
status: "False"
type: RolloutBlocked
- lastTransitionTime: "2021-09-14T10:52:05Z"
lastUpdateTime: "2021-09-14T10:52:05Z2"
message: running database migrations
reason: MigrationsinProgress
status: "False"
type: Available
lastUpdated: 2021-09-14 10:52:05.371425635 +0000 UTC
unhealthyComponents:
clair:
- lastTransitionTime: "2021-09-14T10:51:32Z2"
lastUpdateTime: "2021-09-14T10:51:32Z"
message: 'Deployment example-registry-clair-postgres: Deployment does not have
minimum availability.'
reason: MinimumReplicasUnavailable
status: "False"
type: Available
- lastTransitionTime: "2021-09-14T10:51:32Z2"
lastUpdateTime: "2021-09-14T10:51:32Z"
message: 'Deployment example-registry-clair-app: Deployment does not have minimum
availability.'
reason: MinimumReplicasUnavailable
status: "False"
type: Available
mirror:
- lastTransitionTime: "2021-09-14T10:51:32Z"
lastUpdateTime: "2021-09-14T10:51:32Z"
message: 'Deployment example-registry-quay-mirror: Deployment does not have
minimum availability.'
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reason: MinimumReplicasUnavailable
status: "False"
type: Available

4. BEELEKINTEMALT, QuayRegistry K RAKPIREF 2 B R ERAAMH

status:
conditions:
- lastTransitionTime: "2021-09-14T10:52:362"
lastUpdateTime: "2021-09-14T10:52:362"
message: all registry component healthchecks passing
reason: HealthChecksPassing
status: "True"
type: Available
- lastTransitionTime: "2021-09-14T10:52:462"
lastUpdateTime: "2021-09-14T10:52:46Z2"
message: all objects created/updated successfully
reason: ComponentsCreationSuccess
status: "False"
type: RolloutBlocked
currentVersion: {producty}
lastUpdated: 2021-09-14 10:52:46.104181633 +0000 UTC
registryEndpoint: https:/example-registry-quay-quay-
enterprise.apps.docs.quayteam.org
unhealthyComponents: {}

7.2. M OPENSHIFT CONTAINER PLATFORM ##5%8% RED HAT QUAY

1.
f— R ZeA, i quay-enterprise.

2.
1%:$¢ Operators - Installed Operators, A5 Quay Operator LLS:fin%l Operator i¥
B,
3.
1£ 'Provided APIs' T 'quay Registry' L s 'Create Instance',
4,
(|I%£) X QuayRegistry B 'Name', X0 registry MENL B, A HMFBREEE
BRI MEL
5.
= 'Create’ 323 QuayRegistry Uit Quay Operator Z83E.
6.

ENZHEE T QuayRegistry FIFRME, =ENIF AIEH QuayRegistry LEFTFE
0
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£ 'Registry Endpoint' FffJg, ®ILAE Ul fhskvia Y Quay registry, IIAE, #RwaTLLk
F£"Create Account "I H T FHE%,

7.2.1. {8/ Red Hat Quay Ul BB E—1

FERAUTSE, @it Red Hat Quay Ul B E—A A,

k

N
p
;

il

It 37F2Ri% FEATURE_USER_CREATION Ed@AT R A XE N false, MNRE
false, Il Ul L Create Account ShEEfI 5, EaAZifER API kAIBE— A,

AR
1.
£ OpenShift Container Platform ##l5H, A& L& 2 / T H F#E Operators
- Installed Operators,
2.
MM QuayRegistry X REFHIFEE. i :
Project: quay-enterprise  ~
[GR] exarﬁple—registry
Details  YAML Resources Events
Quay Registry overview
Name Current Version
example-registry 360
Config Editor Credentials Secret
© example-registry-quay-config dentials-SmkBedidde
Labels Edit & Rag\s(rysm?pmm )
- mi Config Editer Endpoint
; m:;[:_“:f example-registry-quay-config-editor-quay-enterprise.apps.docs.quayteam.org
S
Owner
3.
£ Registry Endpoint BffifG, S#uEIHN%aEHHX4 URL,
4.

£ Red Hat Quay registry Ul /1, %+ Create Account SRAIEM ., i :
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Username or E-mail Address

Password

Sign in to Quay

Create Account

WARFA. BiS, BT iEHER, AEHE Create Account, #i0 :
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Create new account

Username:

quayuseri

E-mail address:

quayuser1@example.com

Password:

LR R L L L L

Create Account

fIBE—1 A E, 2831%%% Red Hat Quay registry, #l0 :

example-registry-quay-quay-enterprise.apps.docs.quayteam.org

{0 Quay EXPLORE  REPOSITORIES ~ TUTORIAL search +- 8 [€] cwause
Repositories + Create New Repository
Users and Organizations
0-00f0 Filter Repositories...

. : " m quayuser!
This namespace doesn't have any viewable repositories.

Either no repositories exist yet or you may not have permission to view any. If you have permission, try creating a new repository. Create New Organization
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%5 8 = &E QUAYREGISTRY X &pkA

%57 Red Hat Quay #E M 4 B AR RSN N QuayRegistry X7 & # status 4 ik,
Red Hat Quay Operator IS EH AT, XNiZEE—ME, ATFHEIK Red Hat Quay SiH SZE KT
T Bl [ R SRR S L,

8.1. &% REGISTRY i

% Red Hat Quay # & E ARG, status.registryEndpoint ZEXFHET registry ATl AEH A,

8.2. AFIE1E AR RED HAT QUAY hR&

i2{TH Red Hat Quay B2k A& fF 57 status.currentVersion,

8.3. & RED HAT QUAY EBEHFRH

Frb X AR E status.conditions i,
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BER, EalLhiid%i# Red Hat Quay EciEfi8E secret spec.configBundleSecret 3B X Red
Hat Quay M AER. EAATUBERAHFNSZERSE, 3#7 QuayRegistry FiRH spec.components %}

&5 9% f£ OPENSHIFT CONTAINER PLATFORM LB ¥ RED HAT QUAY

55 9 F 7t OPENSHIFT CONTAINER PLATFORM L B3 . RED HAT QUAY

Rep R HHRCE BURIE K.

9.1. 7£ OPENSHIFT CONTAINER PLATFORM #2l & #h%i%H CONFIG BUNDLE SECRET

SR TS ES%% OpenShift Container Platform 1#§I4 B EHSEE secret,

it

1f Red Hat Quay Registry #5:F#% L, ¥i; Config Bundle Secret BI5E,

Project: quay-enterprise ¥

Installed Operators > quay-operatorv37.0-re.3 > QuayRegistry details

@D example-registry

Details  YAML Resources  Events

Quay Registry overview

Name

example-registry

Namespace

@ cuay-enterprise

Labels

No labels

Annotations

0 annotations &

Created at
@ 28 Apr2022,18:47

Owner

No owner

Config Bundle Secret
© init-config-bundle-secret

Edit #

B4R secret, iFmil; Actions — Edit Secret,

Current Version

370-rc3
Config Editor Credentials Secret
e le-registry-quay ls-fa2adgtm24

Registry Endpoint

'gistry-quay-quay

Config Editor Endpoint

quaydev.org

'gistry-quay

Components

Kind
quay

prise.apps docs.gcp quaydeviorg
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Project: quay-enterprise v

Secrets > Secret details

© init-config-bundle-secret

Details  YAML

Secret details

Name

init-config-bundle-secret

Namespace

@D quay-enterprise

Labels

No labels

Annotations

0 annotations &

Created at

@ 28 Apr2022,18:46

Owner

No owner

EAREHREEN,

Project: quay-enterprise

Edit key/value secret

Secret name *

init-config-bundle-secret
Unique name of the new secret.
Key *

configyaml

Edit &

Type
Opaque

Add Secret to workload Actions ¥

Edit labels
Edit annotations
Edit Secret

Delete Secret

Value

Drag and drop file with your value here or browse to upload it.

FEATURE_USER_INITIALIZE: true
BROWSER_API_CALLS_XHR_ONLY: false
SUPER_USERS:

PITETE V. PEE

Browse...

© Add key/value

Save Cancel

B LBRATISENK, FHREFHRDEN.

9.2. 155 QUAYREGISTRY #ms#1 SECRET
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FERALU TS EAEHK QuayRegistry din sl secret,

it

SR LGB A LT S & Laiiim = f secret, A oc describe quayregistry =k oc
get quayregistry -o yaml ¥:# QuayRegistry Hi :

I $ oc get quayregistry example-registry -n quay-enterprise -o yaml

i el

apiVersion: quay.redhat.com/v1
kind: QuayRegistry
metadata:

name: example-registry
namespace: quay-enterprise

spec:
components:

- kind: quay
managed: true

- kind: clairpostgres
managed: true

configBundleSecret: init-config-bundle-secret ﬂ
status:

currentVersion: 3.7.0

lastUpdated: 2022-05-11 13:28:38.199476938 +0000 UTC

registryEndpoint: https://example-registry-quay-quay-
enterprise.apps.docs.gcp.quaydev.org

config bundle secret, HF@3E config.yaml X4 FHI4EM SSL/TLS ik,

2]

registry B URL, FTF X% 25ViM registry Ul, LUK registry API s,

9.3. TEIARE
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LUR RN T a5 A RIA9REE T8Il A R E,

9.3.1. {#f config bundle secret THIBAE

ETT LI config bundle secret THIIARE.

it =

48

BMALL T 65 FIKHN secret B4R :

I $ oc get secret -n quay-enterprise init-config-bundle-secret -0 jsonpath="{.data}’

i

{
"config.yaml": "RKVBVFVSRV9VUO ... MDAWMAo="

}

BALLUT fo SRS BUE

I $ echo 'RkVBVFVSRV9VUO ... MDAwMAo=' | base64 --decode

ik

FEATURE_USER_INITIALIZE: true
BROWSER_API_CALLS_XHR_ONLY: false
SUPER_USERS:

- quayadmin

FEATURE_USER_CREATION: false
FEATURE_QUOTA_MANAGEMENT: true
FEATURE_PROXY_CACHE: true
FEATURE_BUILD_SUPPORT: true
DEFAULT_SYSTEM_REJECT_QUOTA_BYTES: 102400000



&5 9% f£ OPENSHIFT CONTAINER PLATFORM LB ¥ RED HAT QUAY

9.4. FHARENHAIRERE XL SSL/TLS ik

R UEMEERERIACE B € X SSL/TLS i3, =X#E7TE OpenShift Container Platform L& Red
Hat Quay BGECE, Xa] Lt fE=kEHEcEMHS 2 secret K5EMK.

MREFEBRMBIAAEBED, NHHEFEERAD secret P ZUMAM config.yaml 324, ED

fEin%

BETEMAIES,

SERLTHEREINE E X SSL/TLS k.

it

1£ QuayRegistry YAML X, ¥ kind: tls iXi&’~ managed:false, #I#0 :

- kind: tls
managed: false

SHinE Events TH, XX ERESHAL, BREXEELMEE L, FI :

- lastTransitionTime: '2022-03-28T12:56:497'
lastUpdateTime: '2022-03-28T12:56:49Z'
message: >-
required component ‘tls’ marked as unmanaged, but ‘configBundleSecret’
is missing necessary fields
reason: Configlnvalid
status: 'True'

ER AR BIRH AR secret.

BEESRE SR AT Secret K& YAML 32 rh, #i0 -

custom-ssl-config-bundle.yaml

I apiVersion: v1
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kind: Secret
metadata:
name: custom-ssl-config-bundle-secret
namespace: quay-enterprise
data:
config.yaml: |
FEATURE_USER_INITIALIZE: true
BROWSER_API_CALLS_XHR_ONLY: false
SUPER_USERS:
- quayadmin
FEATURE_USER_CREATION: false
FEATURE_QUOTA_MANAGEMENT: true
FEATURE_PROXY_CACHE: true
FEATURE_BUILD_SUPPORT: true
DEFAULT_SYSTEM_REJECT_QUOTA_BYTES: 102400000
extra_ca_cert_my-custom-ssl.cri: |

MIIDsDCCApigAwIBAgIUCqIzkHjF5i5TXLFy+sepFrzZr/UswDQYJKoZIhveNAQEL

BQAwbzELMAKGA1UEBhMCSUUxDzANBgNVBAgMBkdBTFdABWTEPMAOGA1UEB

wwGROFM
----- END CERTIFICATE-----
b.
M YAML X#01E secret :
I $ oc create -f custom-ssl-config-bundle.yami
4.
S, BRI SMRERNXH, REMXLEXHOIE secret,
a.
WAL TS0 —13 & config.yaml X4 custom-ssl.crt XHHIEH Secret Xt
% :
$ oc create secret generic custom-ssl-config-bundle-secret \
--from-file=config.yaml \
--from-file=extra_ca_cert_my-custom-ssl.crt=my-custom-ssl.crt
b.

B =K E#H QuayRegistry YAML X#, 3IFBIEM Secret, i :

QuayRegistry YAML 3244761

50



% 9 3 £ OPENSHIFT CONTAINER PLATFORM _EH3E X RED HAT QUAY

apiVersion: quay.redhat.com/v1
kind: QuayRegistry
metadata:
name: example-registry
namespace: quay-enterprise
spec:
configBundleSecret: custom-ssl-config-bundle-secret

WAL T4 YAML XHEEES T registry :

I $ oc apply -f quayregistry.yaml

Red Hat Quay Zh&E
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