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EIES

#8%E Red Hat Quay registry 5, AILLEN SMAXEEMNERIZEE, XBWENTUIE
e =4 Red Hat Quay AiZE

o HEBMLUREEEHH Red Hat Quay ZITHRA
o {#F SSL/TLS iE-PiRi

o [FIR{FHEFHEME Elasticsearch

o {HM Clair EBHRGRLTIH

e {#FH Container Security Operator 33 pod Hif&
e % Red Hat Quay 5 Quay Bridge Operator £
o [FRAFMHERRTFIRES

e {#F BitTorrent lR55H# = Red Hat Quay %%k

o {#/H LDAP KHER

® iy Prometheus #1 Grafana #6#7/8 F Quay

o XEBEMIBSH

® Red Hat Quay BIEEHERR

0T Red Hat Quay BLBFEXHI5EEFIZR, 1554 Configure Red Hat Quay T1MH,

[l

=


https://access.redhat.com/documentation/zh-cn/red_hat_quay/3.8/html-single/configure_red_hat_quay/index

Red Hat Quay 3.11 & Red Hat Quay

% 1= 57 RED HAT QUAY &
B LMERUTAE —EREERECE Red Hat Quay :

o %% config.yaml 3X#, config.yaml X & & Red Hat Quay EEMKIBHEERE . BiEHE
config.yaml X425 AN S AR ERENEE AL,

e {#ifl Red Hat Quay APl —%t Red Hat Quay ZhEE AT LLETT API BRi&,

ATHRFILR T OAER LR E M EOURNAER SIS ERERE.

1.1. {8 API {824 RED HAT QUAY

B XA Red Hat Quay API FIfE R, 1E5 % Red Hat Quay API 1§78 o

1.2. %% CONFIG.YAML X4 LA{Eek RED HAT QUAY

A LUEY BT config.yaml XX RSEINE i ThEE. Red Hat Quay ThEEFIX BERIFT B ELE FEXER 1R
1£ Red Hat Quay ECEfER .

LIFRBIZTE config.yaml X EZEERHIXE. EHH config.yaml XA FHAThae i ERf, 15
152 F3 b 7= 1

1.2.1. M EFRFI A B INE Red Hat Quay &

Bt ¥ FEATURE_USER_METADATA FEXIXEB N true, B EERERMIZTE P WAELF RN
g3, X— LR, BRI N Red Hat Quay A P 1R AT BIEUE.

ERUTH PR LA BRINE Red Hat Quay EX TH

it =
1. 1E config.yaml XA IN=k % & FEATURE_USER_METADATA B2 EFExH true, 40 :
#...
FEATURE_USER_METADATA: true
#...

1. EFERE Red Hat Quay.
2. WfE, YRGURTERM, HRKAFWMALTER :

Tell us a bit more about yourself

This information will be displayed in your user profile.

Location


https://access.redhat.com/documentation/zh-cn/red_hat_quay/3/html-single/red_hat_quay_api_guide/index
https://access.redhat.com/documentation/zh-cn/red_hat_quay/3/html-single/configure_red_hat_quay/index

55 2 = FHECE API

5 2 & EHAEE API

METIENT 4 Nkm, ATATFHE. Fik MHASMEBELRE, config-tool APIILRIE
https://github.com/quay/config-tool/blob/master/pkg/lib/editor/APl.md A, fEAXRTIH, &G 7 a0
B API SRR FRHERIRE, MARIMAIEIEERT B EM BN,

2.1 KRB E
MEEE—RETREBETIE, HAEUERE, ETUKRREIARE. L config BREMES :

$ sudo podman run --rm -it --name quay_config \
-p 8080:8080 \
registry.redhat.io/quay/quay-rhel8:v3.11.1 config secret

5 B API BIEC & i s SRAREXBAIA(E
I $ curl -X GET -u quayconfig:secret http://quay-server:8080/api/v1/config | jq

IREOIAEE JSON HBXHERINELE :

{

"config.yaml": {
"AUTHENTICATION_TYPE": "Database",
"AVATAR_KIND": "local",
"DB_CONNECTION_ARGS": {

"autorollback": true,

"threadlocals": true

|3

"DEFAULT_TAG_EXPIRATION": "2w",
"EXTERNAL_TLS TERMINATION": false,
"FEATURE_ACTION_LOG_ROTATION": false,
"FEATURE_ANONYMOUS_ACCESS": true,
"FEATURE_APP_SPECIFIC_TOKENS": true,

2.2. R Y RIECE
NREELBEEFEBE Quay registry, HELEBRHRAUREEXNESE, HIAEREHANS :

$ sudo podman run --rm -it --name quay_config \
-p 8080:8080 \
-v $QUAY/config:/conf/stack:Z \
registry.redhat.io/quay/quay-rhel8:v3.11.1 config secret

fHM APl I B im s SRR IV R E -
I $ curl -X GET -u quayconfig:secret http://quay-server:8080/api/v1/config | jq

IRERE R JSON MR LFIECE, SIEHIEZE Redis BLEEUE :


https://github.com/quay/config-tool/blob/master/pkg/lib/editor/API.md

Red Hat Quay 3.1 ¥ Red Hat Quay

{

"config.yaml": {

"BROWSER_API_CALLS XHR_ONLY": false,
"BUILDLOGS_REDIS": {

"host": "quay-server",

"password": "strongpassword"”,

"port": 6379
b
"DATABASE_SECRET_KEY": "4b1c5663-88c6-47ac-b4a8-bb594660f08b",
"DB_CONNECTION_ARGS": {

"autorollback": true,

"threadlocals": true

}

DB_URI": "postgresql://quayuser:quaypass@quay-server:5432/quay”,
"DEFAULT_TAG_EXPIRATION": "2w",

2.3. A API W iFf &

fEa LR S E %4 %42 config/validate i s K50 IEER B :

curl -u quayconfig:secret --header 'Content-Type: application/json' --request POST --data '

{

"config.yaml": {

"BROWSER_API_CALLS_XHR_ONLY": false,
"BUILDLOGS_REDIS": {

"host": "quay-server",

"password": "strongpassword",

"port": 6379
b
"DATABASE_SECRET_KEY": "4b1c5663-88c6-47ac-b4a8-bb594660f08b",
"DB_CONNECTION_ARGS": {

"autorollback": true,

"threadlocals": true
b
"DB_URI": "postgresql://quayuser:quaypass@quay-server:5432/quay",
"DEFAULT_TAG_EXPIRATION": "2w",

}

} http://quay-server:8080/api/v1/config/validate | jq

REOMEZCEEEPHINERKAE, NMREEER, NHREZEHA (1.

2.4. HEMEFER



IR LUB I S 22 Be B 4519 4 # 2l config/validate i s SR E M EFER -

55 2 = FHECE API

curl -u quayconfig:secret --header 'Content-Type: application/json' --request POST --data '

{

}

"config.yaml": {

}

http://quay-server:8080/api/v1/config/validate | jq

REINERNRTFERLFRIEA

[

]

{

"FieldGroup": "Database”,
"Tags": [
"DB_URI"
],
"Message": "DB_URI is required."
|3

{
"FieldGroup": "DistributedStorage”,

"Tags": [
"DISTRIBUTED_STORAGE_CONFIG"
]

b

{
"FieldGroup": "HostSettings",

"Tags": [
"SERVER_HOSTNAME"

],
"Message": "SERVER_HOSTNAME is required"
2

{
"FieldGroup": "HostSettings",

"Tags": [
"SERVER_HOSTNAME"
1,
"Message": "SERVER_HOSTNAME must be of type Hostname"
2

{
"FieldGroup": "Redis",

"Tags": [
"BUILDLOGS_REDIS"

],
"Message": "BUILDLOGS_REDIS is required"
}

"Message": "DISTRIBUTED_STORAGE_CONFIG must contain at least one storage location."
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% 3 = JREX RED HAT QUAY % 1T840
ERBFRHTM Red Hat Quay K ITHRAFIEM S Red Hat Quay HHXBIEDR, EHLL ELLEE ]/ Mk
EFEMUEHFER, EMBEAE, SRKENER, THRIEEEHHM Red Hat Quay kAR, B X HEHAi
Red Hat Quay #7/H,

. ERENAEE IR EIEER ZEE 11,

2. EEEMAFE (5L) EEE Red Hat Account #1 Customer Portal 1% :

e '@' @ & https://access.redhat.com ase ﬁﬂ Cs Search ‘ \

SUBSCRIPTIONS DOWNLOADS CONTAINERS SUPPORT CASES p @

Christopher Jones
Christopher Jones For your security, if you're on a public computer and have
Red Hat Account Number: 5405401 finished using your Red Hat services, please be sure to log
out.
Red Hat Account Customer Portal
Account Details My Profile
User Management Notifications
Account Maintenance Help
Account Team
oL ene
GET STARTED

B, LRI B IR N BREE S TTE,
4% Notifications &M,
5. #%$% Manage Notifications,
. %5 Follow, #AEM TFHIZE H AR Products,

7. M Products B I3 B, 85 F %L Red Hat Quay :

My Activity Motifications (active tab) Scheduled Locked documents

Overview Manage Notifications

Pages/Threads

Users Add Notification:

Manage Notifications

(active tab) Follow Products* -« Add another option
Current Natifications | auay Q

Red Hat Quay

8. 1 SAVE NOTIFICATION 2%, T—%, %I RedHat Quay /@ (MN#FThRA) BEKE, &
SHIREIE AN,

10


https://access.redhat.com
https://access.redhat.com

5 4 %= f#1H SSL {29731 RED HAT QUAY %R

8 4 = {F /A SSL {£17ZE) RED HAT QUAY HyEE

4.1. £ SSL/TLS

ZHFABXRZIEPEE Red Hat Quay, A1 — MIERIA NI (CA)FI£ N ssl.cert # ssl.key #Y
EEAM

pa -
LT RARZEE A DNS i ar ZALHIECE T ARS5 28 1% quay-

server.example.com, #07E /etc/hosts XHHRIMNFZR, MEELZER, ESH"H Red
Hat Quay Bt & im O PRET",

4.2. QI UEF L MLk
A LTS BRI UE P A M (CA).
Az

1. FIALLT S 4R root CA B :

I $ openssl genrsa -out rootCA.key 2048
2. MIALLR e SR root CAIET :

I $ openssl req -x509 -new -nodes -key rootCA.key -sha256 -days 1024 -out rootCA.pem
3. WAL ERPIENER, SERSSFENS, Him :

Country Name (2 letter code) [XX]:IE

State or Province Name (full name) [[:GALWAY

Locality Name (eg, city) [Default City].GALWAY

Organization Name (eg, company) [Default Company Ltd]:QUAY

Organizational Unit Name (eg, section) [:DOCS

Common Name (eg, your name or your server's hostname) []:quay-server.example.com

4.2.1. FZUEP
FERAUTSBRIERE R,

it =
1 HIALLT e B RARSS SRE -

I $ openssl genrsa -out ssl.key 2048
2. BIALLTaSERZTRIEK :
I $ openssl req -new -key ssl.key -out ssl.csr

3 MIAZBIERERPEENER, SERSHINEG, Fim:

1
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Country Name (2 letter code) [XX]:IE

State or Province Name (full name) [[:GALWAY

Locality Name (eg, city) [Default City].GALWAY

Organization Name (eg, company) [Default Company Ltd]:QUAY

Organizational Unit Name (eg, section) [:DOCS

Common Name (eg, your name or your server's hostname) []:quay-server.example.com

4. BIEREES 4 openssl.cnf, EEIRSB[ENS, H0 :

openssl.cnf

[req]

reg_extensions = v3_req

distinguished_name = req_distinguished_name
[req_distinguished_name]

[v3_req]

basicConstraints = CA:FALSE

keyUsage = nonRepudiation, digitalSignature, keyEncipherment
subjectAltName = @alt_names

[alt_names]

DNS.1 = quay-server.example.com
IP.1=192.168.1.112

5. ERBEXHERIETS ssl.cert :

$ openssl x509 -req -in ssl.csr -CA rootCA.pem -CAkey rootCA .key -CAcreateserial -out
ssl.cert -days 356 -extensions v3_req -extfile openssl.cnf

4.3. FAMTITHREEE SSL/TLS

FRLUTSEMER CLI & SSL/TLS,

FoRFH
o BELIR TIERMANEFHEZBILS,

it =
L FHEPXHMERAXGEFZIENRER P, BREN274%E ) ssl.cert 71 sslkey :

I cp ~/ssl.cert ~/ssl.key $QUAY/config
2. WAL T4 A $QUAY/config B 5% :
I $ cd $QUAY/config

3. %@ config.yaml X4 FH 15 EEHE Red Hat Quay 2MEE TLS/SSL :

config.yaml
SERVER_HOSTNAME: quay-server.example.com

12
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PREFERRED_URL_SCHEME: https

4. 7% : FIALL TS rootCA.pem SXHBIR AR A E ssl.cert XHFHIERRE :
I $ cat rootCA.pem >> ssl.cert
5. BIALT@SEL Quay B2F :
I $ sudo podman stop quay
6. MIALL RS E registry :
$ sudo podman run -d --rm -p 80:8080 -p 443:8443 \
--name=quay \
-v $QUAY/config:/conf/stack:Z \

-v $QUAY/storage:/datastorage:Z \
registry.redhat.io/quay/quay-rhel8:v3.11.1

4.4. £ RED HAT QUAY Ul EZi& SSL/TLS
FEALL TS B#E A Red Hat Quay Ul E2& SSL/TLS,

ZEAMDITREEE SSL/TLS, HSH"EAMSITREEE SSL/TLS",

FRFH
o HELIR TIERMANIEFHEZBILS,

¥ =
1. UEEEER S5 Quay &8s :

$ sudo podman run --rm -it --name quay_config -p 80:8080 -p 443:8443
registry.redhat.io/quay/quay-rhel8:v3.11.1 config secret

2. 1f Server Configuration #343#, 1 Red Hat Quay £ SSL/TLSHI TLS, L&z aIfIEn
WEPR SRR, IR Server Hostname 541 EF B i B AY(E ITAR,

3. BiEH TEEHWEE,
4. WAL T aSEL Quay B2k, RBE/S registry :
$ sudo podman rm -f quay
$ sudo podman run -d --rm -p 80:8080 -p 443:8443 \
--name=quay \
-v $QUAY/config:/conf/stack:Z \

-v $QUAY/storage:/datastorage:Z \
registry.redhat.io/quay/quay-rhel8:v3.11.1

4.5 CLI i SSL/TLS Bd &

13
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FERUTESEFERA CLIMik SSL/TLS L&,
iz
o MIALTaESEHXERBEAT SSL/TLS 8 Red Hat Quay registry :
I $ sudo podman login quay-server.example.com
fey HH 4B

Error: error authenticating creds for "quay-server.example.com": error pinging docker registry
quay-server.example.com: Get "https://quay-server.example.com/v2/": x509: certificate
signed by unknown authority

1. B Podman AMEEBZERIET, FRLARIIER --tis-verify=false 77 :
I $ sudo podman login --tls-verify=false quay-server.example.com
it B
I Login Succeeded!

EEENESH, BE Podman BE& NEE root IEH M A NI,

4.6. AN 2R SSL/TLS BLiE
ERALLUT BRI asEt SSL/TLS B,

it =

1. SMEEH Red Hat Quay registry tims, 50 https:/quay-server.example.com, #IRIEFARS
&, WiiREEBEMNG

€& > C A Notsecure | quay-server.example.com

A

Your connection is not private

Attackers might be trying to steal your information from quay-server.example.com (for
example, passwords, messages or credit cards). Learn more

NET::ERR_CERT_AUTHORITY_INVALID

Q To get Chrome’s highest level of security, turn on enhanced protection

Advanced Back to safety

2. EERFER. NEmENEEErLE, fl:

14


https://quay-server.example.com

% 4 %= [ SSL 4£17F] RED HAT QUAY H%#

€& > C (A Notsecure quay-server.example.com

Your connection to this site is not
@RED | L

secure

You should not enter any sensitive
information on this site (for example,

passwords or credit cards) because it could @ R E D H ATr Q U AY
be stolen by attackers. Learn more

You have chosen to disable security

warnings for this site. Re-enable warnings

& Certificate (Invalid)
& Cookies (4 in use)

£ Site settings

Sign in to Project Quay

EUTES S, EEF Podman ECE NE(E root IEPMMA #H,

4.7. B2 PODMAN LUEEIEF A ¥

Podman {8 AP N ER R SR E UL R IA ML (CA) ST : /etc/containers/certs.d/ 1
letc/docker/certs.d/, fFEALLTHEE Podman BE& NEE CA,

it =

1. ¥ root CA X5 %% /etc/containers/certs.d/ =X /etc/docker/certs.d/ z—., {FRAARSEE
MEBENBIRE, FRHStEHE N ca.crt :

I $ sudo cp rootCA.pem /etc/containers/certs.d/quay-server.example.com/ca.crt

2. &3k E Red Hat Quay registry i, &R BHFEHERA -tls-verify=false 1L

I $ sudo podman login quay-server.example.com
I

I Login Succeeded!

4.8. FFRGECE NS EUE R
AU TS B RGE B EEIEB A AN,

T
1. BIALLT 5 rootCA.pem XS HIEIBR S RESERIGEFMHS -

I $ sudo cp rootCA.pem /etc/pki/ca-trust/source/anchors/

2. AT BRI RICCHNEEFMRE

15
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I $ sudo update-ca-trust extract

3. Ak, ERTLAEA trust list M SHBREEE T Quay fRS53 ¢

$ trust list | grep quay
label: quay-server.example.com
IAE, HIEWY https:/quay-server.example.com B registry i, B{EEIARETEERERSE
Fy

& > C (& quay-serverexamplecom

Connection is secure

ORED | L
Your information (for example, passwords
or credit card numbers) is private when it is

sent to this site. Learn more

@ RED HAT QUAY

& Certificate (Valid)
@& Cookies (4 in use)

& Site settings

Password
Sign in to Project Quay

4. ENRGSEEBEED MR rootCA.pem X, iEMRZ XM FEHERE :

I $ sudo rm /etc/pki/ca-trust/source/anchors/rootCA.pem
I $ sudo update-ca-trust extract

I $ trust list | grep quay

MBEELER, HEM EAEERGIEH Z77Hr RHEL 9 X1,
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%5 53 & TLS iF-B7Ain% RED HAT QUAY CONTAIN

25 5 & % TLS uEHRINEI RED HAT QUAY CONTAINER
ZFAE X TLS uEFRMNE Red Hat Quay, 157E Red Hat Quay config B3k FRIE—1&H
extra_ca_certs/ BT B K, FHEMMMERRE Fib =M TLS iIE B E 6 XN HTE K,

5.1. & TLS it 7% 0%] RED HAT QUAY
1. AEERNNBBHEFIED
$ cat storage.crt

MIIDTTCCAjWgAwIBAgIJAMVr9ngjJhzbMAOGCSqGSIb3DQEBCWUAMDOXCzAJBGNV
[..]

2. B8 certs BRFHEHNES

$ mkdir -p quay/config/extra_ca_certs

$ cp storage.crt quay/config/extra_ca_certs/
$ tree quay/config/

—— config.yaml

—— extra_ca_certs

| |— storage.crt

3. {8/ podman ps FXEX Quay &23#J CONTAINER ID :

$ sudo podman ps

CONTAINER ID IMAGE COMMAND CREATED
STATUS PORTS
5a3e82c4a75f <registry>/<repo>/quay:v3.11.1 "/sbin/my_init" 24 hours ago Up

18 hours 0.0.0.0:80->80/tcp, 0.0.0.0:443->443/tcp, 443/tcp grave_keller

4. HRAZID EFAER
I $ sudo podman restart 5a3e82c4a75f
5. MESHIFIASE6EZE R PBES
$ sudo podman exec -it 5a3e82c4a75f cat /etc/ssl/certs/storage.pem

MIIDTTCCAjWgAwIBAglJAMVr9ngjJhzbMAOGCSqGSIb3DQEBCWUAMDOXCzAJBGNV

5.2. %47 KUBERNETES ££8Z RED HAT QUAY HI3INEB E X SSL/TLS iF
+

1 Kubernetes EEBENT, Red Hat Quay fHF NEHEEE secret MUFEHE BT, BAI, XIS
7% A P EAR B _E R U ThRE,

ENIEET R AR, 7EERE Red Hat Quay /5, base64 4widik ol LURINE] secret /A,

£ Kubernetes %82 Red Hat Quay i, HEERAUTHSERMBAE X SSL/TLS iE+,

ER
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FeRFRMTF

® Red Hat Quay EE8E.

o MEBE—1TBEEN ca.crt X4,

it

1. BIALUF &S SSL/TLS ik H RN AT Base64 Ziiid :

I $ cat ca.crt | base64 -w 0

A

...c1psWGpaeGIPQMNEWkJPMjJ5d0pDemVnR2QNCnRsbW9JdEF4YnFSdVA3PTOKLSOtLS1
FTkQgQOVSVEIGSUNBVEULSOtLQo=

2. HFIALLTF kubectl €545 34448 quay-enterprise-config-secret S :
I $ kubectl --namespace quay-enterprise edit secret/quay-enterprise-config-secret
3. WIERRM—NEE, FHETEN basebd il FRrFRer HMGEIZEZE T, F40

custom-cert.crt:
c1psWGpaeGIPQMNEWKJPM]J5d0pDemVnR2QNCnRsbW9JdEF4YnFSAVA3PTOKLSOILS1F
TkQgQOVSVEIGSUNBVEULLSOtLQo=

4. f# kubectl delete v S ilFRFTH Red Hat Quay pod. 40 :
$ kubectl delete pod quay-operator.v3.7.1-6f9d859bd-p5ftc quayregistry-clair-postgres-
7487f5bd86-xnxpr quayregistry-quay-app-upgrade-xq2v6 quayregistry-quay-database-
859d5445ff-cqthr quayregistry-quay-redis-84f888776f-hhgms

&, RedHat Quay EBBR BN pod B NFTIETEIE.

18



58 6 = Jy ELASTICSEARCH #1 SPLUNK B¢ & #4F H &1

28 6 Z /y ELASTICSEARCH #1 SPLUNK E2i&#/EH & FE

KINBERT, FHABEEREE Red Hat Quay BUERZER, FiEid Web Ul EVMEMER I AT, BEF
HEFXEZFEELYNEERFN, N TFEXKERAERENIE, K0 LURNER B EEEIE Elasticsearch
Splunk A, TAZ Red Hat Quay BUEE F i,

6.1. 7 ELASTICSEARCH e B EB & F0E

E ) Elasticsearch EC B /FEHEEFME, B /IRHH 2 Elasticsearch 1L ; EXAES1E
Red Hat Quay FR{E AR B & LA HE,

i B H config.yaml 34, BILATE Red Hat Quay EREB=ERE [5 )= i Elasticsearch H&IEL ., BLE/E,
mRiE Web Ul NI FEFINL A IR B & Ui IR,

ERALL TSN Elasticsearch BB 2 /EB & ZE -

pri% =
1. #KHY Elasticsearch ko

2. B#T Red Hat Quay config.yaml 34, EHSESLUTER :

#...
LOGS_MODEL: elasticsearch @)
LOGS_MODEL_CONFIG:
producer: elasticsearch 9
elasticsearch_config:
host: http://<host.elasticsearch.example>:<port> 6
port: 9200 @)
access_key: <access_key> 6
secret_key: <secret_key>
use_ssl: True
index_prefix: <logentry> 6
aws_region: <us-east-1>

AE B EBENTIE.

1% Elasticsearch 3 Kinesis ¥ BEEBE AWS LB Kinesis . EEEBXBEHCOHNE
&, fFHEM Kinesis & 3%%| Elasticsearch, 40 Logstash,

1214 Elasticsearch fRSHIR G I EN &K IP Hitlk,

TEENIN 5 AR ENL LR Elasticsearch lRSHIIHO S, 1EEE, mOAI A MIZ1T Red
Hat Quay registry BIFRE R, BRIAH TCP ik 9200,

MRFEE, FEE)0 Elasticsearch BRES FTEBIT 7] 28457,
INREE, IKEY Elasticsearch ARS5 15 AT BRFAEEM secret B84H,

SO0 00 @G

25YF SSL/TLS AT Elasticsearch, BRIAME N True,
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© EEEHmEBEER BN

@ SNRIBIE AWS Li21T7, HRE AWS Rig (B, FHEEZ) .

3. o WRME Kinesis fE N BERIEE, NAJIE config.yaml XHHEELUTFEL :

kinesis_stream_config:
stream_name: <kinesis_stream_name> ﬂ
access_key: <aws_access_key> g
secret_key: <aws_secret_key>
aws_region: <aws_region> ﬂ

Kinesis 5B FR.,
MREFBE, FEIIN Kinesis FATER AWS 10 B AR,
ZE A Kinesis RATEM AWS secret BAZT (MIRFEE) ,

AWS X1,

0009

4. {&7F config.yaml X4 #E/5 Red Hat Quay #BE.

6.2. ) SPLUNK EC B {F B & F M
Splunk /& Elasticsearch BB L, BT Red Hat Quay #iEIR B &2 4.

FABETIE, "LUE Red Hat Quay ERESKEBE RS A Splunk BERILE, E£RMIECEFHE
config.yaml 3x{d, BLEJE, &iT Splunk Web Ul N 6# I 3R 4LE B B &5 AR,

FERUTSENES Red Hat Quay #BE /= A Splunk,

6.2.1. 4 Splunk Z&FHOUIER &
FERAUTSEREFHOE Splunk EilE,

Pt =
1. ¥ A Splunk FHIAFTEREZIER LI Splunk 1K,

2. SinZE Splunk Enterprise Free Trial T1HE, EFEENTEEMRZEY G, AEHT Download
Now,

3. TEfRHINEs L %4k Splunk B, HINRSES, AIE—NAF 4, 2 mvapich _admin F1Z,

4. QIR EMBRBE, 5 Splunk EBRERMH— localhost URL, 130
http://<sample_url>.remote.csb:8000/, Ef&?é MR 2 28 AR #T FF URL,

5. HRAZREHFOENAFZHNBMES, BRWERE Splunk Ul,

6.2.2. £ X Splunk %5 h&
FERALTE N Splunk B3 bearer HE,
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6.2.2.1. 1A Splunk Ul B¢ Splunk 1%
FERAUTSE, @ Splunk Ul Splunk 2 bearer $5h&,

SeRFZ M
o %% Splunk HFAIBE— A4,

it =

1. 7£ Splunk Ul A, i A%l Settings - Tokens,
2. H.i Enable Token Authentication,

3. = Token Settings 31%#¥ Token Authentication (MNRFE) , HBIREHET Token
Authentication,

4. "Nk - RIBSRERRETEIR A, BUAME Y 30 K.
5. Rili Save,

6. Hii New Token,

7. %A User #1 Audience M{E 2.

8. % : %iE Expiration ] Not Before 5 2,

9. = Create, EMHITHESHINTE Token HEF, ILENEHlISHE,

EE
IRAES SIS RERTFAEENA, TR AICIREF S48, 72X New Token HOfE,
NIRRT,

6.2.2.2. {8 CLI £ Splunk &1
FERLUTHEMER CLI N Splunk 1| bearer 5,

SeRFZ M
o %% Splunk HFAIBE— A4,

it

1. £ CLI A, HALLT CURL sa s LAE AR FMEIE, £1BE8 Splunk A 2B -

$ curl -k -u <username>:<password> -X POST <scheme>://<host>:
<port>/services/admin/token-auth/tokens_auth -d disabled=false

2. HiALLF CURL 45, %38 Splunk A B AIE RO SR,

$ curl -k -u <username>:<password> -X POST <scheme>://<host>:
<port>/services/authorization/tokens?output_mode=json --data name=<username> --data
audience=Users --data-urlencode expires_on=+30d
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3. RIFLEKB bearer ThE,

6.2.3. I Red Hat Quay EZi& 71 Splunk

FERL TS S Red Hat Quay BCi& A {# A Splunk.

FERFH
o %% Splunk HFAIBE— A4,

o MBEAR T —1 Splunk bearer &,

ik =
1. 77 Red Hat Quay config.yaml X4 F RN TEREE R :

#...
LOGS_MODEL: splunk
LOGS_MODEL_CONFIG:
producer: splunk
splunk_config:
host: http://<user_name>.remote.csb ﬂ
port: 8089 @)
bearer_token: <bearer_token> 6
url_scheme: <http/https> ﬂ
verify_ssl: False
index_prefix: <splunk_log_index_name> G
ssl_ca_path: <location_to_ssl-ca-cert.pem> ﬂ

FR&.Splunk £ im =,

EH Splunk BEEEIHERIK O, 5 Splunk GUI FEEIHOARR, ®LLTE Splunk Ul B
Settings — Server Settings —» General Settings T Zl,

FFFER. N Splunk BRI bearer 4 HE,

FRFER.Vi1A] Splunk BRF5EY URL R, M0R Splunk BEBE&E J1fEMA TLS/SSL, Mz
https.

HRERBEATLS/SSL, BIAE S true,
FRE Splunk FREIFT. FTLAZHH. FERAMFES]. TLAM Splunk Ul &,
FRE T EATF TLS/SSL B uERIIEF A L (CA)BIEA pem SCERIEN AR,

OS99 006 ©9O

2. MREFE ssl_ca_path, ENIEE SSL/TLS iE+H, LUE Red Hat Quay fHEEE.

a. MREMEA Red Hat Quay FISRITERE, BT LB IFIE+H X4 KT extra_ca_certs B kIS
)7 ssl_ca_path $§7E K12 SSL/TLS k4,

b. #NR{EM Red Hat Quay Operator, HAIE— N EEHSE secret, B3F Splunk AR5 EFHIIE
BAKMAI(CA). 80 :
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$ oc create secret generic --from-file config.yaml=./config_390.yaml --from-file
extra_ca_cert_splunkserver.crt=./splunkserver.crt config-bundle-secret

1£ config.yaml F15%E conf/stack/extra_ca_certs/mvapichserver.crt 325, 540 :

#...
LOGS_MODEL: splunk
LOGS_MODEL_CONFIG:
producer: splunk
splunk_config:
host: ec2-12-345-67-891.us-east-2.compute.amazonaws.com
port: 8089
bearer_token: eyJra
url_scheme: https
verify_ssl: true
index_prefix: quay123456
ssl_ca_path: conf/stack/splunkserver.crt

6.2.4. I ERIFAR
R LT 5 IR O A HE/F B R A 2 Splunk IR IR

BF

IR TE A Splunk Ul & Red Hat Quay #1FHE. BH#I, 7f Red Hat Quay Usage
Logs MEAIFAE Splunk BIEAEARZXH, FHRELITER : Method not
implemented, Splunk A FFHAEEH.

FRFH

it

BZR% Splunk FEIE—1MAF &,
RE4EM T — Splunk bearer 5 H4,

REEE T Red Hat Quay config.yaml XX {432 F Splunk,

R EEB Red Hat Quay B E,
jﬁ/u\gﬁﬁ*ﬁ Splunk ﬁ[JLj: 1’FEIL.\E’]QE.//\%H
TS MBI, = Robot Accounts - Create Robot Account,

HINIRRES, BANLZR A B9EFR, #0 spunkrobotaccount, #AJEH#.ifi Create robot

account,
B 28, FTFF Splunk UL,
¥ Search and Reporting.

EEREPH AFRKSILHF, F40 <mvapich _log_index_name > 7% Enter,
£ Splunk Ul EIEFH#REER, BEL JSON BREL, MM ATEEREI0T
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{
"log_data": {

"kind": "authentication", 0
"account": "quayuser123",
"performer": "John Doe", 6
"repository": "projectQuay", ﬂ
"ip": "192.168.1.100",

"metadata_json": {...}, G
"datetime": "2024-02-06T12:30:45Z" )

EEHSEMHRE, ERFHP, BHRIE RTAERESFHRIESEHEXR,
= KB FK

PATIZIR D Ao

B M REKNFEE,

PUTIRER IP i,

AR B 5= HHE R Eth TR,

E4 R BN A B,

99900609

6.3. THERBE

BHINERT, HABEEREE Red Hat Quay BUiRZEH, ©i@ Web Ul LIS FIFMEZEZH LA K
Superuser Admin Panel £ 7,

B E B EHIK Red Hat Quay IR FEEM, MESUK TR, B RENENEE. BEXESFEE
gNiEVE(kind_id). HUITERVERIR S (account_id 5 performer_id). 5 [H%&;(BHAR E]) LA R 512 EFE <89
H {th 8% #1#E (metadata_json),

6.3.1 AEHIEERS
LT RIZER 7 AE & & EME1E PostgreSQL iR ZERBEMEER K.

FoRFM
o HEERIL,
e E&RK psqlCLITE,
% =3
1 HIALL T ip4 B R EIEH Red Hat Quay PostgreSQL #iE/% :

I $ psql -h <quay-server.example.com> -p 5432 -U <user_name> -d <database_name>

A
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psql (16.1, server 13.7)
Type "help" for help.

2. Ak, HMIALLT®S ER PostgreSQL #EFEHRTIEK -

I quay=> \dt
I
List of relations
Schema | Name | Type | Owner
+ + +
public | logentry | table | quayuser
public | logentry2 | table | quayuser
public | logentry3 | table | quayuser

public | logentrykind | table | quayuser

3. BRI LU AL T ep o SR BLR ER B H & E RATER repository_ids 513k :
I quay=> SELECT id, name FROM repository;
T

id | name

3 | new_repository_name
6 | api-repo
7 | busybox

4. BIALL T4 E A logentry3 relationship B RAXEHR— NG CEMBEEER ¢
I SELECT * FROM logentry3 WHERE repository_id = <repository_id>;
Bl

id | kind_id | account_id | performer_id | repository_id | datetime | ip | metadata_json

5914 |2|1]6]|2024-05-13 15:51:01.897189 | 192.168.1.130 | {"repo": "api-repo",
"namespace": "test-org"}

ELEFIH, RELITMER :

{
"log_data": {

"id": 59 @)
"kind_id": "14", @)
"account_id": "2", 6

"performer_id": "1",
"repository_id": "6",
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"ip": "192.168.1.100", G
"metadata_json": {"repo": "api-repo”, "namespace": "test-org"} ﬂ
"datetime": "2024-05-13 15:51:01.897189" @)

}
}

H &5 B BIME—IRiARE,

PHATHVRME, EARBIF, BZ 14, UTERDHE key X RERIL kind_id 5027 (# /%8
xo

PATERIFRIIR

BRIFRHITE,

BAFFENEMEE, EXRBIF, 6 N51ES 3 S LI api-repo KEX,
PATERAFY 1P Hhilt,

THEER, SREFMENBRTREHRZER,

PATIZIRAFEORT (],

Q99900 ®©9O

6.3.2. H& % B kind_ids
THRAK TS5 Red Hat Quay EEXEXH kind_ids,

26

kind_id  #4F ik

1 account_change_cc EEEEHRE,

2 account_change_password E SRR

3 account_change_plan B R,

4 account_convert P 5 4

5 add_repo_accesstoken R SRR I EEE,
6 add_repo_notification Bk A IPE:RSIN

7 add_repo_permission 77 22 AR A R

8 add_repo_webhook £ webhook FRINEIZEfEE,
9 build_dockerfile ¥ Dockerfile.

10 change_repo_permission B AE A ERIR,

n change_repo_visibility BRI R AT L1
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kind_id  #&{F b

12 create_application AN AR,

13 create_prototype_permission R B O AR,

14 create_repo BIRFME.

15 create_robot BIENZA (RS 75K bot) ©
16 create_tag BIEEFRE.

17 delete_application TR AR

18 delete_prototype_permission THIBRIE B 51 SRAIA PR,
19 delete_repo THIBR A7 0

20 delete_repo_accesstoken MIE G 2 I B 7 7] 45 hE
21 delete_repo_notification MIE G 4 I BR@ A o

22 delete_repo_permission MIZGE ZE BRI BR

23 delete_repo_trigger TR 15 0 2 b 2 2%

24 delete_repo_webhook MIZ i MR webhook,
25 delete_robot BRI AR A

26 delete_tag FHIBRFRZS

27 manifest_label_add A58 AN INPR S

28 manifest_label_delete ME B AR IR E

29 modify_prototype_permission  {EREIBIFIIR,

30 move_tag B,

31 org_add_team_member P55 BR TR NN HAIRA.

32 org_create_team TEHF O HIRA,

33 org_delete_team TH BRANFE A B9 — N TEA
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kind_id ¥4 ik

34 org_delete_team_member_inv il BRI BA B 515801,
ite

35 org_invite_team_member P RR DUBIE A WL B B — N BA

36 org_remove_team_member MR A I BR B 5 o

37 org_set_team_description Az |IN: TP

38 org_set_team_role KEHPARA R,

39 org_team_member_invite_acc 8= FIPARK G18IH,
epted

40 org_team_member_invite_dec B[ PA R 515380F,
lined

41 pull_repo MIFHEZERLER,

42 push_repo HeERNTFOA

43 regenerate_robot_token BHERNBZADHE.

44 repo_verb BREEMEERE (AIEEMBALERE L) .

45 reset_application_client_secre ~ EE&EN FAME FIRHLE,
t

46 revert_tag RE R

47 service_key_approve HEAERR S5 B A,

48 service_key_create BIEEAR 55 BT,

49 service_key_delete JHIBRAR 55 25 £H.

50 service_key_extend T RIRSEH,

51 service_key_modify 1T AR 55 2 A,

52 service_key_rotate PERRSS B,

53 setup_repo_trigger BB ER A 2R,

54 set_repo_description BRI,
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kind_id ¥4 ik
55 take_ownership IREBERMIFT AL
56 update_application BN AER,
57 change_repo_trust BREFEEREELI,
58 reset_repo_notification EEFMEBL.
59 change_tag_expiration BRI B B HA
60 create_app_specific_token A% ETNANSHE,
61 revoke_app_specific_token BUEHRE TN ARFNSHE.
62 toggle_repo_trigger EIHLAT FF kK F A 28
63 repo_mirror_enabled 2 REE R,
64 repo_mirror_disabled B REMEERR,
65 repo_mirror_config_changed BUEEERRNEE,
66 repo_mirror_sync_started [BEhFEFEHE RS,
67 repo_mirror_sync_failed FEERE RS RI
68 repo_mirror_sync_success FhEEGIR RS K,
69 repo_mirror_sync_now_reques 1A RKBIBIN FiEEG &R S,
ted
70 repo_mirror_sync_tag_success  fEiEZEGEINERSL KD,
71 repo_mirror_sync_tag_failed CERIGIRER ST R,
72 repo_mirror_sync_test_succes  fEfiEFEBIRRE LML,
s
73 repo_mirror_sync_test_failed FEEESGRE S R,
74 repo_mirror_sync_test_started  GFEEERSNKEF5,
75 change_repo_state BT ERRE,
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30

kind_id

76

77

78

79

80

81

82

83

84

85

86

87

88

89

90

91

92

93

94

95

96

97

98

B

create_proxy_cache_config

delete_proxy_cache_config

start_build_trigger

cancel_build

org_create

org_delete

org_change_email

org_change_invoicing

org_change_tag_expiration

org_change_name

user_create

user_delete

user_disable

user_enable

user_change_email

user_change_password

user_change_name

user_change_invoicing

user_change_tag_expiration

user_change_metadata

user_generate_client_key

login_success

logout_success

sk

IERERFERE.

HBRCIR R P BCE,

RN AR A 2R

BUHIE.

DI,

THIBRALI

RO L TR

HHABR.

B bR

BB,

IR,

fHBRA P

ZRAM.

JERAF.

H.

BRI

BH A .

BRI A,

B invoicing.

B AR

H,

B A TR,

NP EREF

BINE .

BRI SE .

Ll

Uity 42}

o
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kind_id  $BfE Hhxh

99 permanently_delete_tag TK A BRAT

100 autoprune_tag_delete B METIIR MR,

101 create_namespace_autoprune & ZH B SBI KR,
_policy

102 update_namespace_autoprun  BE¥ran R Z (A BB REE,
e_policy

103 delete_namespace_autoprune  fliERan 44 22 6] B B TS 5RBL,
_policy

104 login_failure BRI RN,
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8 7 Z CLAIR X211 EF

7.1. CLAIR mREUREZE
Clair 8 F LU TR $0E 2 R S 5k Fh 89 m]
e Ubuntu Oval ##EE
® Debian L RiFeR
e Red Hat Enterprise Linux (RHEL) Oval #(#&/%
e SUSE Oval #ifE/#
® Oracle Oval #{B/%
® alpine SecDB #iE%E
e VMware Photon OS ##& %
e Amazon Web Services (AWS) Updatelnfo
o FHERAOSV)EIEE
A X Clair il X R RBEEHITREMHNNER, 1HSH Claircore Severity BRET,

7.1.1. Clair WFFEIRIE(OSV)EIBZER(E B
FRRA(OSV)R— iR RMBEMEERS, NETRENEETREI4HNESRAE,

oSV R{FRTEFENEERENEE. SHHBIEE, b/EiTF,EZE’JﬁﬁEMfF SHEE, HERF
P EZPERNEMANG., EXEEESRENTEINR, HSH & LHESRS,

Clair /13853 FHRIFRE(OSV) $B E i & golang. java 7l ruby £ SR ZMRAMZREER,

@it oSV, FAAGHMALAUEEENFEARERNFRAGTINRERE, IANTRER
ERAMEEEZ BT BRI,

BHX OSVHEZER, 1HSM OSV Mik,
7.2. £ RED HAT QUAY ZRE % & CLAIR

X FMIIH Red Hat Quay B8, &aJLLFE)LE Clair,

it 3
1. 1£ Red Hat Quay ®& B3k, # Clair iREHIRVIE—MTE X -

I $ mkdir /home/<user-name>/quay-poc/postgres-clairv4

2. BiALLUF 4% postgres-clairv4 X414 & & 4 HIFR :

I $ setfacl -m u:26:-wx /home/<user-name>/quay-poc/postgres-clairv4
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% 73 CLAR 2 1Hi1ER

. BIALL T SERE Clair PostgreSQL $UE % :

$ sudo podman run -d --name postgresql-clairv4 \
-e POSTGRESQL_USER-=clairuser \
-e POSTGRESQL_PASSWORD-=clairpass \
-e POSTGRESQL_DATABASE-=clair \
-e POSTGRESQL_ADMIN_PASSWORD=adminpass \
-p 5433:5432 \
-v /home/<user-name>/quay-poc/postgres-clairv4:/var/lio/pgsql/data:Z \
registry.redhat.io/rhel8/postgresql-13:1-109

. NIEH Clair EBE L% PostgreSQL uuid-ossp &t :

$ podman exec -it postgresql-clairv4 /bin/bash -c 'echo "CREATE EXTENSION IF NOT
EXISTS \"uuid-ossp\"" | psql -d clair -U postgres'

A

I CREATE EXTENSION

p= Y=

Clair X% uuid-ossp § BHRIMEIH PostgreSQL #iEFEH, X FEBGELRFMN
BAF, AT BINA Clair BERM. MRAFSEERNSN, DIEHD)
Clair BIARINY B.

MR BATEIE, 7E Clair 2B & R TFEE : ERROR: A "uuid-
ossp" . (SQLSTATE 42501),

. 1R Quay FHRIEHEIZTT, HERERRXPEDE, MNEAREHANS

$ sudo podman run --rm -it --name quay_config \
-p 80:8080 -p 443:8443 \
-v $QUAY/config:/conf/stack:Z \
{productrepo}/{quayimage}:{productminv} config secret

. BREEEIER, BA UM Security Scanner £ B Enable Security Scanning,
. f#/ quay-server R4 LERFEAMERO, 5 Clair iX& HTTP ims, #li0 8081,
. {#H Generate PSK & 3|8 — /Ml = % 4 (PSK),

Z2hmgs Ul

¥& Security Scanner

If enabled, all images pushed to Quay will be scanned via the external security scanning service, with vulnerability information available in the Ul and AP, as well as async notification support.

Enable Security Scanning

o A scanner compliant with the Quay Security Scanning AP1 must be running to use this feature. Documentation on running Clair can be found at Running Clair Security Scanner.

Security Scanner Endpoint: | htip://quay-server:8081

Security Scanner PSK: MTUSYzA4Y2ZkNzJoMQ== Generate PSK
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9. HGUEF T #k Red Hat Quay B config.yaml 34, AEEILIZTEEREZRMN Quay Bz,

10. JSHERE L2 IRENE Red Hat Quay ZEB S, I :

I $ tar xvf quay-config.tar.gz -d /home/<user-name>/quay-poc/

1. A& Clair BEEXX O -4k, Hian :

I $ mkdir /etc/opt/clairv4/config/

12. # A Clair BB & 3045 -

I $ cd /etc/opt/clairv4/config/

13. % Clair EBEX 4, 0 :

http_listen_addr: :8081
introspection_addr: :8088
log_level: debug
indexer:

connstring: host=quay-server.example.com port=5433 dbname=clair user=clairuser
password=clairpass sslmode=disable

scanlock_retry: 10

layer_scan_concurrency: 5

migrations: true
matcher:

connstring: host=quay-server.example.com port=5433 dbname=clair user=clairuser
password=clairpass sslmode=disable

max_conn_pool: 100

migrations: true

indexer_addr: clair-indexer
notifier:

connstring: host=quay-server.example.com port=5433 dbname=clair user=clairuser
password=clairpass sslmode=disable

delivery_interval: 1m

poll_interval: 5m

migrations: true

auth:
psk:
key: "MTU5YzA4Y2ZkNzJoMQ=="
iss: ["quay"]
# tracing and metrics
trace:
name: "jaeger"
probability: 1
jaeger:
agent:

endpoint: "localhost:6831"
service_name: "clair"
metrics:
name: "prometheus”

BX Chir REMINESER, H5M Clair RESE,

14. ARSBHEEED) Clair, MEAEMXXEHESSIRES :
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% 73 CLAR 2 1Hi1ER

$ sudo podman run -d --name clairv4 \
-p 8081:8081 -p 8088:8088 \
-e CLAIR_CONF=/clair/config.yaml \
-e CLAIR_MODE=combo \
-v /etc/opt/clairv4/config:/clair:Z \
registry.redhat.io/quay/clair-rhel8:v3.11.1
WA LLZIT S Clair B8, BN THEA—BHZABEY R, wIGEER
Kubernetes 5 OpenShift Container Platform S & 234w AC 25
7.3. OPENSHIFT CONTAINER PLATFORM _ERYJ CLAIR
ZE1E OpenShift Container Platform £ Red Hat Quay #8& L1%i& Clair v4 (Clair), EI{FEF Red Hat

Quay Operator, ZRIAEMR T, Red Hat Quay Operator &k Red Hat Quay ERE —i#E %k 72} Clair B
E, #HBEE Clair,

7.4. izt CLAIR

AL TSR Red Hat Quay ERE S E TF OpenShift Container Platform Operator 9% & Fill it
Clair,

FRFM
o MEERET Clair B,

it =
1 HIALLT e SRR B

I $ podman pull ubuntu:20.04

2. WAL T SRERTILE registry :

$ sudo podman tag docker.io/library/ubuntu:20.04 <quay-server.example.com>/<user-
name>/ubuntu:20.04

3. BIALLT e D& #X E] Red Hat Quay registry :
I $ sudo podman push --tls-verify=false quay-server.example.com/quayadmin/ubuntu:20.04
4, @1T Ul BRIEH Red Hat Quay EE.
5 HEFEMERM, 0 quayadmin/ubuntu,
6. EFMMEKRP, Hii Tags.
E{a=y 3U
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& Repositories B8 clairv4-org /ubuntu ¥

0 Repository Tag S Compact [SSeEhlel]

h 1-20f2 Filter Tags.

®»

LAST MODIFIED
1

-‘J , 18.04 9 days ago ™ 6 High . 82 fixable 255 MB SHA256 bSB746cBaBly &

19.04 10 days ago Q) Passed 26.4 MB SHAZSG B1Bddcebldds

7. |=EGIRE (W0 4597 ) EERBEHFMMRE -
&S
« B clinv-orglubuntu I bss746c8a899

= ' Quay Security Scanner has detected 146 vulnerabilities.

Patches are available for 82 vulnerabilities.

A 6 High-level vulnerabilities.
45 Medium-level vulnerabilities.

ﬁ 57 Low-level vulnerabilities.
39% A 38 Negligible-level vulnerabilities.
Vulnerabilities Filter Vulnerabilities [_] only show fixable
SEVERITY |

CVE-2019-3462 % A High apt 1612 1.7.0ubuntuo file:c3e6bb316dfabbBldd44782aa310d7532883..

CVE-2013-3462 % A High libapt-pkg50 1612 © 1.7.0ubuntuo. file:c3e6bb316dfabbBldd4478aaa3100532883.-

CVE-2018-16864 % A High libudlevl 237-3ubuntuln39 © 239-7ubuntul0G file:c3e6bb316dfachBlddad782aa31007532883..
Iy =
pay 3

' ERELBIRT, Car 2ERBHRESRE, 40 ubi8/nodejs-12 =X ubi8/nodejs-
16, XER N ZERNTRERTARARNRGES, XMTHNIZTE Clair Rk
&, BERRENERERER,
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5 8 E FEIEH &
6 8 E FFEGR
8.1. FhE FE IR

Red Hat Quay fF i E SR A 1L RS A EBE 2] registry 305 — P& registry BUER&R mirror | Red Hat
Quay &8, FRAGTHERR, EILURIEGFHEZERMRIISHREKRES 2l Red Hat Quay,

/5 T EHEER &M Red Hat Quay SEF A, IR LUIHIAT LT RE -
o MAEB registry FRIESFE— NG ZE (mirror)
o RNINATF IR AER registry FIEIE
o HIERS N ER R TIRFNEERMFIIRE
o KBRS EEERER
o MERLSHHATRE
ZEATGRINEE, TRENITUTERE
® 7E Red Hat Quay ECEB X {5 AT
o ZITHFHEETR worker
o DIRBERNIFHEE
FEFERREER T LEAEE TR Ul % Red Hat Quay API #4T,

8.2. 5 GEO-REPLICATION 18It ROfE L S 1%

Red Hat Quay geo-replication fifR7E 2 MNHNE L R R 70 Fin A W ENGRFHE EIREE, mBUEER
HEZB— Red Hat Quay registry, ©A M NTAEH blob Ffififm, HMESHNFEFERGITIE :

o JytthIRNFRBNLE MRS =] blob B[]
o BEREBRABEXEZFER

ARG ESEEENTFES 5 — registry @5, registry BFFARE, B registry #38
FAIR OB A R R IR IE 6

BGRHETERMISE -
o TRZHEAROXRE AR registry FE, HhBIRNANELFRNIZERIE SO XA

H=

o MAER registry BEIEFZ SHEE (RIFHIKR) LiEFEMEZERIARM Red Hat Quay 38&

T R AR AN S 3t 2 1 AT LA R

5 8.1. Red Hat Quay B &M= & Hl LB
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ThegE/REh geo-replication FEFES&

WITHIThRER AT 4 7 H=E, £ registry TR registry

MRSFKFHRLERBTR, 2%  FERIZEREIAR(slower) RIZMETER

EHL?

EETLHMANRIGEFENARE & (A Red Hat Quay 17 ) no (distinct storage)

EhiEE ?

ﬂiF‘% SR LU HEEMM MR 2 S
EEIR—FEE ?

A registry ARHERERSEH = S

FrRERE (HX=E&EE) ?

AAREALUAERGE&RIRIG & =
2[RI A ?

AR g N A IR S M & =

-

BIRERE AL/ FARANA & =

B REFIEE

8.3. [FFFMEERR
LUFFIRETRT Red Hat Quay Fh# B IRAITHREFNBRF :

38

HRFEERS, EURRENFEEIBLEFERATLESRERS . SRETUETFLLES S
PREIIRZEFIZR, —RITZESHE MBS Unix shell FERBERFFHAGIGENS X, NEELER
HS BECHRT B3,

LREFEEFELE NG, BREFIIREMBEGRRNMENZFEES,

BT ERGNEEENTREETERENFEENLE, ERERFAFMENIRENRTHA
B B, MREFER TG, EHEEEPHN—LHEETBEE, NXLEERFRMER.

REFEENNZAT LU REHZZ S HREKNEMEE, BElE DXENTAET AN
FEHIRL IR,

B eI BB N R R, & U &EHNIZIT.

EREHRENFEEN, SFLRNRIAF AT LMEFEEZEFAIERER, BT GRIEXEEF
fet 2

TESHRIEREE LA E, T LTE Red Hat Quay B RE R ERE BN EHEEEEN
Repositories — Mirrors jEI£ 1T,

BB ORERREY, BHATLURERYT,


https://tldp.org/LDP/GNU-Linux-Tools-Summary/html/x11655.htm

B 8 E &R

8.4. FRIRECE VI

1. UEREB#ER S5 Quay B2, FHi%™ Enable Repository Mirroring E1%4E, MREFEEF RIS
RAPEE HTTPS BEHWIEIEY, HIEE HTTPS FIIEFIIE S EE,

& Repository Mirroring

If enabled, scheduled mirroring of repositories from remote registries will be available.

[+ Enable Repository Mirroring
A repository mirror service must be running to use this feature. Documentation on setting up and running this service can be found at Running Repository Mirroring Service.

= Require HTTPS and verify certificates of Quay registry during mirror.

2. WIEFH T E EXH, REFEHAEHFHEESXHEFTE registry BNHEE Quay.

8.5. BifRECIEFER
* 8.2. GilRACIE
FB X feid
FEATURE_REPO_MIRROR /RE 5 AR R iR
EAE - false
REPO_MIRROR_INTERVAL Number 1B FEERGRIRLEE Z B T
EUAME - 30
REPO_MIRROR_SERVER_HOSTNAME FREB ¥ SERVER_HOSTNAME # #
NEEBB TR,

Default: None

Example:
openshift-quay-service

REPO_MIRROR_TLS_VERIFY fR/RME ERGIEPRE HTTPS HEGIE
Quay registry BJUET,
2\ - false
REPO_MIRROR_ROLLBACK fR/RME LiEE N true B, FHEERER
&R EENR,
2\ : false
8.6. %1% WORKER

ERALUTZ A ZERR worker,
210
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LT

o NRELEEFER /root/cacrt IEPHEE TLS @15, HHMALUTHS/EENHAE repomirror £
#J Quay pod :

$ sudo podman run -d --name mirroring-worker \
-v $QUAY/config:/conf/stack:Z \
registry.redhat.io/quay/quay-rhel8:v3.11.1 repomirror

o MNREX(FEA /root/ca.crt IFPEET TLS@EIE, EWM AT S ENEEERR worker :

$ sudo podman run -d --name mirroring-worker \
-v $QUAY/config:/conf/stack:Z \
-v /root/ca.crt:/etc/pki/ca-trust/source/anchors/ca.crt:Z \
registry.redhat.io/quay/quay-rhel8:v3.11.1 repomirror

8.7. QI B BRI E

BMAERE SR registry BIKFMEN, WIOIEFNIEFEE. 8%, SEINMEEERRNER, Hla
quay-rhel8,

@ RED HAT QUAY  EXPLORE  REPOSITORIES  TUTORIAL +- 4 quayad

€ Repositories Create New Repository

8.7.\. B EHR BN E
AL TS B ER I ER LB,

AR &M
o (RBETE Red Hat Quay ECEE XX/ B T EHERK.

o REERE T %k worker,

it

1. 7E Settings Wi £ A, ¥ Repository State % i&H Mirror :
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B 8 E &R

@RED HAT QUAY  EXPLORE  REFOSITORIES  TUTORIAL +- 4 quayad
« Repositories &, quayadmin /quay-rhel8 ¢

0 Repository Settings

@ User and Robot Permissions
»
9 [ A - o

e

& Events and Notifications

No notifications have been setup for this repository.

& Repository Visibility

This Repository is currently private. Only users on

& Make Public

& Repository State

This Repository state is currently Mirror. The images and tags are maintained by Quay and Users can not push or modify them.

2. TE Mirror iETE e, A JEREEINER registry BOIFEE, LURIRE., HEMIGAER :
€ Repositries &, testorg/ busybox Yr

o Repository Mirroring

This feature will canvert testorg/busybox into a mirror. Changes to the external repositary will be duplicated here. While enabled, users will be unable to push images ta this repository.

9 Reqistry Lacation

External Repository

Tags
nl Comma-separated listof tag
il pattems to synchvenize,
StartDate May 16, 2022 11:30 AM
~
L*

Syne Intarval

Rabot User ear -

Credentials

Required i the extemal repasitary is private.

Username

Password

Advanced Settings

Verity TLS

Fequire HTTPS and verity
certiticates when talking la the
external registry.

Accept Unsigned Images
0w unsiqned images to be

HTTP Proxy
HTTPs Proxy

Ho Praxy

3. U TFEHHAIFE :
® registry Location: KN ERFHEE, 40 registry.redhat.io/quay/quay-rhel8

e tags: WFERELFEMN., EAUBMALMIEINERLKESHMRIIR. FIER, &
B Tag Patterns 43, )

e StartDate : HifgFFEIBHA. FIEA HETE BN E

e Syncinterval : BIANE 24 NFREF—IR, ERTLRE/NHRE R,
o HLBARF : GIEITBINE AN, SHEFIA BN RN RITER.
e AP : BTUNaSEEGGRFMEZERNER registry WA %,
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® Password : 5 Username XEHEL, HER, BRI STER LFRF(\)NER,

8.7.2. BN E

£ Advanced Settings E3 A, &R LUER LT ETEE SSL/TLS FRE -

FHE TLS : NREFZE HTTPS HHES BINLE registry BIERFIEIET, IHEFEXNET,
¥ Unsigned Images : &R R TFHHR R S R RIHR,

HTTP Proxy : MIREFEE HTTPS, HE S5 BEIMERR registry BEREIEIET, HXEX %
T,

HTTPS PROXY : iRA5RLEFRih S PREEM HTTPS R IEARS 8 (MREBENRIERS )

no Proxy : AHREREMMETIR,

8.7.3. I7ER ¥
T BE e R IR,

it =

42

BPUTEIN B IBAF, W EFMERGETF PRI BR S, BiEE Usage Logs TR H

BifgemE, RN ERERELETFF

€ Repostories &, quayuser / quay-rhel8 v¥

UTRETRNEMEEREFEHRO



B 8 E &R

&, quayadmin/quay-rhel8 v

nnnnn

nnnnnnnnnnnnnn

8.8. iR E @K
EhEERE = MBS

o LEEGEH

o GREHGRY

e {3# Mirror Unsuccessful

EHFLEBNFHEER Settings AT RANEEE, FEHZFFHEFIME. Slack. Quay Ul #l Webhook %
FrENABAN A,

8.9. HfRINZERA
WAEPHA—DRE, TR ARG,

8.9.1. FHETEE
pattern Epu
* PCECRR B R
? USR] AR
[seq] ICBE seq PRI F7F
['seq] IEBei% B 1T seq FHIERIFRF

8.9.2. IRz~
Pattern {5l Matches =45l

v3* v32,v3.1,v3.2, v3.2-4beta, v3.3
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v3.* v3.1,v3.2, v3.2-4beta

v3.? v3.1,v3.2,v3.3
v3.[12] v3.1,v3.2
v3.[12]* v3.1,v3.2,v3.2-4beta

v3.[1]* v3.2,v3.2-4beta, v3.3

8.10. FRRMBRIECE

DIREHRGNERER, LB SFMAXRERZEMEE, M Repositories T FIEFR KRBT 0E
JE, FHITLUTRME

o SH/RREMHEE  EEANTIFEGRIZH, AELDH Enabled EIRAER NN H ANERFH
[,

o REBKAS : NMRREHEEMEEERLE, EAURERGKRR, Nit, FELNSFEE
Usage Logs %5, 40 :

e & johnjones/ubi7repo v

o

Usage Logs From B8/9719 to B/16/19 |‘_|| & Export Logs

‘5 @®Grouped OStacked @ Changed Repasitory Minar Repasitory Minar sync success @ Create Repository
Staned Repository Minar

o
o
03109 08110 08111 08112 0813 03114 08115 08116
Showing 6 matchinglogs | Filt
TEATIA

Mirror finished successfully for ' registry.access. redhat. com/ubi?/ubi-minimal' with tag pattern 'latest' Fii, Aug 16, 2015 10:45 AM (znonymaus) (No data)

Mirror started for ' registry. access. redhat. com/ubi7/ubi-mininal' with tag pattern 'latest' Fii, Aug 16, 2015 10:45 AM (anonymous) (No data)
@ Immediate mirror scheduled Fri, Aug 16, 2019 10:48 AM quay (No data)

Mirror finished successfully for ' registry.access. redhat. com/ubi7 /ubi-minimal' with tag pattern 'latest' Fri, Aug 16, 201 10:18 AM (anonymous) (No data)

Mirror started for ' registry. access. redhat. com/ubi7/ubi-mininal' with tag pattern 'latest' Fri, Aug 16, 2015 10: 18 AM (anonymous) (No data)

@ CreateRepository quay /B ubi7mininal

i, Aug 16, 2019 10:01 AM quay (Mo data)

Load More Logs

o IE AL EMR : BEUASFHEEFNER, FEFEIRS R,

o FHHEIF  EEXA/ LI, 15M Credentials 1T1%1% DELETE, #A/E, 1%E+% None 750
TEIRTRHTE R EINER registry FREEIA P L FELE,
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% 8 & FilFHIR

o HUHER : EELEHE(mirror), XFRFHAIREATH, BELFTNHRERY, 1HLE
CANCEL %41,

o BN APPBR : Red Hat Quay Hl23 NIk 63 token, EPSERTF RN EEFEENE
ik, BT N ADBEERE, ZVSRATRTFEEIAE—HE registry BIZNERIROE,
IRAILLOBIT Bk %8, REIEFEASIHRE Robot Accounts AR, (SFINA RN AN ERATF
fiBEE, S FHEAMKF, %% REPOSITORIES 5 Ty, fEHHEOR, WALl :

o TG ER DB IZHLER A

o MK HFTRE) PERMISSION FE& NIZHL 2R A D ER LAY, B ASKEER IR :

Set permissions for ga johnjones+mirrorrobo

Select repositoriesin 2 johnjones:

o HHHB/AZEIE : Robots ATLMRFENE, M Kubernetes secret. Docker & 5%15 B Mesos i
Ha, BEREAESAEIE, &7 Robot Accounts B O H &AL 28 AK 717 EBY Options gear,
SRIG %5 View Credentials, NHL23 AT E 15[ BIANERTE i 4 AN IN3E & RO 1R,

Credentials for johnjones+mirrorrobo

ﬁ Robot Token Username & Robot Token:

© Kubernetes Secret johnjones+mirrarrobo

~ ANRIHERYXUNLIOS0OWETEHMDREMES MPZUA0S3YFD2 1KO1MIDCDX02 3EQKTNS QXEK
@ rkt Configuration

& Docker Login Regenerate Token:

Click the link below to regenerate the token for this robot. Note that all existing logins of this robot account will become invalid
4+ Docker Configuration

Regenerate Token

o REHFHBANEMINE : MEHEHRCETTEM A B IERE Settings 1R (gear FFR). FEEKRMITIE
i, EAILENSEHRRCEXRBKMIZE. 2, BRI LLEN User #1 Robot Permissions, LA
15 E RLE B ADANL 28 A BT LAM AR RS E SIS B A BT 65,

8.11. T EHRE N

BRI RES R EE

o FREESR pod TUAEAEMT R 21T, XBKREEALIEDIZTT Red Hat Quay 971 R £321T
BifkThee,

o GHFERGEFBEFAE, HHEZT. AL, FHZE worker RIEB/NFHEERIREE X
H, HESET—REASHILE, BLE & worker BRE A LIENBERE S EME, HlM, &17
10 Hif& worker EBRE F 7 aJ LAFFATIZIT 10 DNit%k Operator, MARAFRE 2 MHEFAE 10 NMEE
BEE R worker, IR BEFAT 2 4~ operator,
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o i pod WREBEEUVRTFLUTRG :
o EIRRMIEME L
o FEMERBREMITEHEL KRB RBMER
o FiTHtAbIE
Ban, MR FEGRE 100 FRERFEMEE, NEGSBR— worker Bk, AP MWEEEH
THEBRZ VAN OE, FETF worker WEIE,

A—FEERNES MIRETEFTE R,
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% 9= IPV6 ML ERE

B9 FE IPV6 FIWLERE

IRBYMIT Red Hat Quay ERBINE AT ATE R 27 IPv6 MIGLEIRML, 40 Telco #1 Edge IR, X FFAULRH
%%, LUE Red Hat Quay EBZE =] LARI ilfT IPv4 0 IPv6,

AXEBHMRHFFRNER, ESH IPv6 Rl
9.1. E A IPV6 thHil &7
AU TS BHEEMIT Red Hat Quay SREH/E A IPV6 i,

FRFH

o REF Red Hat Quay B#=E 3.8,

=

o EEMEHNMABBRYMIA (Docker. Podman) it E N2 # IPv6,

it =

1. EEEN config.yaml XA, 70 FEATURE_LISTEN IP_VERSION SHHAMEHZEN
IPv6, 40 :

FEATURE_GOOGLE_LOGIN: false

FEATURE_INVITE_ONLY_USER_CREATION: false
FEATURE_LISTEN_IP_VERSION: IPv6
FEATURE_MAILING: false

FEATURE_NONSUPERUSER_TEAM_SYNCING_SETUP: false

2. BEIHEREH Red Hat Quay EE,

3. MIAUT S SREZEEZS 0T IPVG :

$ curl <quay_endpoint>/health/instance
{"data":{"services":

{"auth™:true,"database":true,"disk_space":true,"registry_gunicorn":true,"service_key":true,"web_
gunicorn":true}},"status_code":200}

TEERE M config.yaml /2 H IPv6 [, A Red Hat Quay SHEEER AT LAIE & E R, REENIMEREE
JEA IPv6, BAS# ipv6-limitations[current limitations] 2.

Digk

==
[=]

INRIBHIINMEEESE N IPv4, {E FEATURE_LISTEN_IP_VERSION B2 & F R X IE
7 IPv6, NIl Red Hat Quay ;&5 E,

9.2. J5 AU RS
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FERAUTHIRIEMIL Red Hat Quay EE L5 AL (Pv4 1 IPv6) X #,

FRFH

IREYF Red Hat Quay B3 = 3.8,

=

o EEMEHNMABBRYMITA (Docker. Podman) b JiEcE N # IPv6,

Y=

1. EEEN config.yaml X4, 70 FEATURE_LISTEN IP_VERSION SHEHAMEHZE N N
¥,

FEATURE_GOOGLE_LOGIN: false
FEATURE_INVITE_ONLY_USER_CREATION: false
FEATURE_LISTEN_IP_VERSION: dual-stack
FEATURE_MAILING: false
FEATURE_NONSUPERUSER_TEAM_SYNCING_SETUP: false

2. BEhHEREH Red Hat Quay EE,
3. WAUTHSRELRNIBERSENITXMNIE :

a. XF IPv4, BEIALLTHS :

$ curl --ipv4 <quay_endpoint>

{"data":{"services":
{"auth":true,"database":true,"disk_space":true,"registry_gunicorn":true,"service_key":true,"
web_gunicorn™:true}},"status_code":200}

b. XIF IPv6, AL TS :

$ curl --ipv6 <quay_endpoint>

{"data":{"services":
{"auth™:true,"database":true,"disk_space":true,"registry_gunicorn":true,"service_key":true,
web_gunicorn™:true}},"status_code":200}

TEERER config.yaml 1 E %S, A Red Hat Quay SHEEERATAIE B FE R, REMMMIAER N
Bio & M,

9.3.1PV6 #1 DUA-STACK BRfl
o Hal, FifEA@A Azure Blob Z#4HCE Red Hat Quay ZRE TTATE IPv6 HHEEMEH TIF,
[® 7 Azure Blob Storage Bl AL FF IPv6, FTLUX AN AIELL & B ImA AR A 2R,
MFEELER, HSM PROJQUAY-4433,
e Bal, Zilf#H Amazon S3 CloudFront BZi& Red Hat Quay EBEBTETE IPv6 MR IMEHR T

£, B Amazon S3 CloudFront Ul m A2 IPv6, FRLLXAN AL 5% A Im A 7R 5 X,
MBELER, ESH PROJQUAY-4470,
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% 10 3 RED HAT QUAY B LDAP &35 Fi% &

25 10 = RED HAT QUAY B LDAP &35 iFiXiE

BRENE R R (LDAP)R— N B, T AT i BRRFY, AT BB ILIP)
ML A4 2R B REBRS. Red Hat Quay X#H# A LDAP BN B 1R TR,

10.1. 5 3 LDAP FHEEETN
1£ 5 Red Hat Quay SR Z /2 LDAP 2 #ll, BNIZEEUTHRE :

1B H Red Hat Quay Z8E

LI HBERE T A MIA Red Hat Quay E8 B /S LDAP I, A& Z A e HIUHZE, fFlin, £
JEFH LDAP Z &, 1f RedHatQuay ARFshllE T —F /" alice, #13R LDAP B3xHtE7FIE username
alice, % alice 58— R{EHMA LDAP &%}, Red Hat Quay 2 Bsh0IEB—1NEHBIE S alice-1, Red Hat
Quay FEE 2B 5N LDAP SR E| alice Tk 7, HF—HMEMRR, &M Red Hat Quay BRERIBER
HINEE R, BIUEIES A LDAP ZBIM Red Hat Quay FR it B E{al AT BE rh Ze g A stk = & 75,

F 508 A - # LDAP {35k

-5 LDAP EZi& Red Hat Quay i, #NREE %7 FEATURE_USER_CREATION % & true, NI7ES
— RE K RTE Red Hat Quay BUEUIRZE+ BEh 03 LDAP JSUERIR . AR IETIZ A false,
LDAP B EIIEIBAN KW, FEFRRFZAAESR, EXMERT, BRI SEEL0IEBFREN
AP, ¥R, N5 FEATURE_USER_CREATION X&) true, XthEbkE B MR T LIM Red
Hat Quay EkEREOIE—KS, BIfE LDAP REFEENERF,

10.2. °5y RED HAT QUAY fti& LDAP

IRe LLB T B E#T config.yaml X4 FH &S EBE KN Red Hat Quay Egi& LDAP, £/ Red Hat Quay
BCiE LDAP I, HEAUTHSRIENSE,

. E#E# config.yaml X4, EHEIELUTHEXER :

#...
AUTHENTICATION_TYPE: LDAP ﬂ
#...
LDAP_ADMIN_DN: uid=<name>,ou=Users,o=<organization_id>,dc=
<example_domain_component>,dc=com
LDAP_ADMIN_ PASSWD: ABC123 6
LDAP_ALLOW_INSECURE_FALLBACK: false ﬂ
LDAP_BASE_DN: @

- 0O=<organization_id>

- dc=<example_domain_component>

- dc=com
LDAP_EMAIL_ATTR: mail G
LDAP_UID_ATTR: uid ﬂ
LDAP_URI: Idap://<example_url>.com 6
3AP_USER_FILTER: (memberof=cn=developers,ou=Users,dc=<domain_name>,dc=com)
LDAP_USER_RDN: ()

- ou=<example_organization_unit>

- 0=<organization_id>

- dc=<example_domain_component>

- dc=com
#...
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o

9090990200009

WX B LDAP,

FAF LDAP J5iEHIEZE DN,

LDAP F {255 1ER admin ZH5,

EERVF SSL/TLS AL £ LDAP BB KIEEE,
LDAP S35 1ERIE A DN,

LDAP BR%iiE iy fL F IR B

LDAP 255 1ER UID B,

LDAP URI,

LDAP &35 1ER A F it 25,

FIF LDAP E{2%1EB A RDN,

2. WINFRBEFTRER LDAP FEfE, REFENHEE Red Hat Quay #BE,

10.3. /5 LDAP_RESTRICTED_USER_FILTER BL & %

LDAP_RESTRICTED_USER_FILTER i2E=F% 2 LDAP_USER_FILTER iiBF M F&. BE/G, It
LI YF Red Hat Quay B G11E Red Hat Quay {# F LDAP {E N E G IEREFEFN, § LDAP AP

RENZRAF.

EA LT 4 7E Red Hat Quay EREF/E A LDAP ZIRRE .,

FRFM

e X8 Red Hat Quay ERZEE M LDAP {F W H BB IHREREF,

e {RE7E config.yaml X4+ EE T LDAP_USER_FILTER FE.

it =

1. EEEN config.yaml X4, 7i0 LDAP_RESTRICTED USER_FILTER SR I EZRE
2H, 540 : members :

#

AUTHENTICATION_TYPE: LDAP

#

LDAP_ADMIN_DN: uid=<name>,ou=Users,o=<organization_id>,dc=
<example_domain_component>,dc=com
LDAP_ADMIN_ PASSWD: ABC123
LDAP_ALLOW_INSECURE_FALLBACK: false
LDAP_BASE DN:

- 0O=<organization_id>

- dc=<example_domain_component>

- dc=com
LDAP_EMAIL_ATTR: mail
LDAP_UID_ATTR: uid
LDAP_URI: Idap://<example_url>.com
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LDAP_USER_FILTER: (memberof=cn=developers,ou=Users,0=
<example_organization_unit>,dc=<example_domain_component>,dc=com)
LDAP_RESTRICTED_USER_FILTER: (<filterField>=<value>) ﬂ
LDAP_USER_RDN:

- ou=<example_organization_unit>

- 0=<organization_id>

- dc=<example_domain_component>

- dc=com
#...

Q@ FiEEArHERAS,

2. BEhHEREH Red Hat Quay EE,

5 LDAP_RESTRICTED USER_FILTER Zh2/S, f&H LDAP Red Hat Quay FA P R4 RR %I H R AL 1% ER
MEARBFHAENM,

10.4. 5 A LDAP_SUPERUSER_FILTER BC &= %

A& LDAP_SUPERUSER FILTER Ff /5, 1% Red Hat Quay {8 LDAP /5 E B335 IFIR 472
F, Red Hat Quay B2 51 ol LU 2 B & 1517 M (LDAP) B F B & BB .

FEALUT$BIE Red Hat Quay ERE /5 A LDAP 88 R F,

FRFH
o X8 Red Hat Quay ERZEE M LDAP {F W H B35 IHRERREF,

e {RE7E config.yaml X4+ ECE T LDAP_USER_FILTER FE.

it

1. EEREH) config.yaml X5, i1 LDAP_SUPERUSER_FILTER %, 3 RINEEEE 1B
TEFBAH, B0 root :

#...
AUTHENTICATION_TYPE: LDAP
#...
LDAP_ADMIN_DN: uid=<name>,ou=Users,o=<organization_id>,dc=
<example_domain_component>,dc=com
LDAP_ADMIN_PASSWD: ABC123
LDAP_ALLOW_INSECURE_FALLBACK: false
LDAP_BASE_DN:

- 0O=<organization_id>

- dc=<example_domain_component>

- dc=com
LDAP_EMAIL_ATTR: mail
LDAP_UID_ATTR: uid
LDAP_URI: Idap://<example_url>.com
LDAP_USER_FILTER: (memberof=cn=developers,ou=Users,0=
<example_organization_unit>,dc=<example_domain_component>,dc=com)
LDAP_SUPERUSER_FILTER: (<filterField>=<value>) ﬂ
LDAP_USER_RDN:

- ou=<example_organization_unit>
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- 0=<organization_id>
- dc=<example_domain_component>
- dc=com

#...

@ FhEEmRrRENEIAES.

2. BEhHEREH Red Hat Quay EE,

= F3 LDAP_SUPERUSER_FILTER Ih#E/E, #&89 LDAP Red Hat Quay F B HERB A A HI, LLTi%
Tl B A ER -

o EEAHM
o EIBHLH
o EERFSEHY
o HEENARE
o HIHAERE

o (IEEFANMAIHEE

10.5. & I, LDAP Bigi& 7]
U A A RS IRE T HE &,

o EIEIE, MREWBLIANEEIR, NEES DN HEHE G DN B EREM, BERTRERN
EH G DN MEHE,

o *ISIFEBA A %USERNAMEY% kI, REHEEMERMNT :
o XREFBE/M%,
o AFELREMNEIEREHRTEFE,
o LDAP ZWEREARIEM,

o THEHBIYMaIERMA, N Red Hat Quay ECi& LDAP i, FIRESHINEA EH 5 DN £
REMAF B RINEIL LDAP FEMNE R, B2, MRILEER UID Attribute 5 Mail
Attribute FEXTEIEER B/ Relative DN BRI EI YaiE kWA, NBEEHINEENR
:

o MEIERMA %A B Relative DN 1%,
o EI5 DN R AEFRNILEIEEM LDAP BBERFR,
BEERXANEE, ERERERNASSE7E B Relative DN BB&E A, =& EH 5 DN K
PR IERREIRBR,
10.6. LDAP i & FE%

A% LDAP BREFERHISEEFIR, HSH LDAP BEEF X
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% 113y RED HAT QUAY Edi& OIDC

% 11 %= 5y RED HAT QUAY fti& OIDC

1 Red Hat Quay Egi& OpenlD Connect (OIDC) AT LA NEREBREILNMER, a0, OIDC RV A%
B OIDC NI AZIE (40 Red Hat Single Sign-On. Google. Github, Microsoft %) M Red Hat
Quay #HTHHEIE, OIDC WEMMKRSBFEEPRAAFEE., nREMH A RERK(SSO), LMFmm

&, OIDC EgE R LARML A -~ R RIEREE, @mEk LM, 37 Red Hat Quay A P IRBETTEERI A 14

%o

LUFRIEER 7 20fA1E Red Hat Quay BUMITEREHESE Microsoft Entra ID, LA ANfEITEE F Operator
B9 Red Hat Quay Z8%& L AZ& Red Hat Single Sign-On, X LERE AT RIBENERE R BT,

BREBUTSE, TLELREEAGLSRRER, EEALUIE Red Hat Quay HIRINE
fi] OIDC HLL7E,

11.1. £ RED HAT QUAY HHITERE A EZE MICROSOFT ENTRA ID OIDC

1L Microsoft Entra ID {255 1E 5 Red Hat Quay &%, EBYZHZAT LAFI A Microsoft Entra ID 124t
EhXAFBENLLIRE, FERESIFERIE Microsoft Entra ID A BFMAPREIE A X Red Hat Quay
T ERI TR ARR, AR S B Microsoft Entra ID 1R4tH% RR MW IE M E b2 £ ThEERIThAE,

Red Hat Quay #J Azure Active Directory (Microsoft Entra ID) &35k o1 B 7 8 F Microsoft Entra ID
EUESUERA 7] Red Hat Quay,

FERAUT S E@ET EREEH Red Hat Quay config.yaml XX {4 3EEE & Microsoft Entra ID,

i

o FAUTSHE, BALIE Red Hat Quay HRINFEMR ODIC #tR/E, MAEEIEL
ININERLE B IR ETE R,

o MREMRGITATINE, HEERTHE, NSIHFENEA Oauth N
RERAA Azure APl IR RIIABZH, BN, 2RELITHEIR @ x509:
certificate signed by unknown authority,

1. ERLLTSIAFESH config.yaml 324, FEREFER OIDC HNEEIEEFEH config.yaml
XA -

#.
AZURE_LOGIN_CONFIG: @)
CLIENT_ID: <client_id> @)
CLIENT_SECRET: <client_secret> €)
OIDC_SERVER: <oidc_server_address_> )
SERVICE_NAME: Microsoft Entra ID @)
VERIFIED_EMAIL_CLAIM_NAME: <verified_email> )

ﬂ 8% OIDC EEBXEMR M, TEABIF, FTANREYZE AZURE_LOGIN_CONFIG, {BE=F
78 AZURE AT URBEHNRERKEMEREETRSE, 1 ABC123, HZE, LUTFRH
F##ES : GOOGLEGITHUB, XLEFRFENENNMEFHTEHRE, BREXTEEAHN
EEBHHFITRER config.yaml 58,
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5 BB RIHEF—EIMBIN AREFIE iR ID.
5 B RHUERF—EIMBN ANE P IRILE,

AT SMEIER OIDC BRSS8ttbit, EABIAF, Ee7ifE R sts.windows.net /0% 4 Er
IR, fF https:/login.microsoftonline.com 25 XL T51% : Could not create
provider for AzureAD, error: oidc: issuer SN EHREINZE K HEFRICE, FHAM
"https://login.microsoftonline.com/73f2e714-xxxx-xxxx-xxxx-dffe1df8a5d5" got
"https://sts.windows.net/73f2e714-xxxx-xxxx-xxxx-dffe1df8a5d5/",

© CEERIERRS AT,
© ATRIEAS Tt AR,

- o

2. IEAECE Microsoft Entra ID 5 REAUTHRAHIT=AEEM :
e https:/QUAY_HOSTNAME/oauth2/<name_of_service>/callback
e https:/QUAY_HOSTNAME/oauth2/<name_of_service>/callback/attach
e https:/QUAY_HOSTNAME/oauth2/<name_of_service>/callback/cli

3. E/3 Red Hat Quay ZpE.

11.2. 5 RED HAT QUAY Fci& RED HAT SINGLE SIGN-ON

R#E Keycloak 7H, Red Hat Single Sign-On (RH-SSO) & —MIIEREMN TR E DG R EE(AM) AR
RAR, RH-SSO RIFHAEHERGMN ARFEZEEERAF F%. RN AR SIS HE DT 1265
B&. TLRE T —NE—HERRIEMBIAESR, RTFRAF —REFHIREX % AR A BRI R
fR, MEFEMEIUE, WFEELER, FSMH Red Hat Single Sign-On.,

i 7E Red Hat Quay EFZi& Red Hat Single Sign-On, &8 LLTE Red Hat Quay #1E Atk OpenShift
Container Platform 5 A& Z [B A T4 S 19 5 IER K.
11.2.1. B2i& Red Hat Single Sign-On Operator, LLFF Red Hat Quay Operator

FERLLTH N OpenShift Container Platform £ Red Hat Quay Operator Bti& Red Hat Single Sign-
On.

SeRFH
e BB XI& Red Hat Single Sign-On Operator, MIEEZER, EZH Red Hat Single Sign-On
Operator,

e fRE7E OpenShift Container Platform A8Z#J Red Hat Single Sign-On 5 Red Hat Quay E2i&
T SSL/TLS.

o MBAEMT —MERIMANII(CA), FHFHFHE EIZEI Red Hat Single Sign-On Operator #7Red Hat
Quay EEE,

ik S
1. 5% Red Hat Single Sign-On Admin Console,

a. 7E£ OpenShift Container Platform Web #2Hl& & S/t ZE Network - Route,
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% 113y RED HAT QUAY Edi& OIDC

b. MTFHIFIFRH %S Red Hat Single Sign-OnTii B,
c. £ Routes R Red Hat Single Sign-On Admin $#§l &,
2. EFMERREE Red Hat Quay BJ Realm,

3. B SMmEIRE Configure 84 T8 Clients, AEH T Create #2517 Red Hat Quay ZRINFTHY
OIDC,

4. MIALTER.

e ZE/iE ID : quay-enterprise

o EFimHMY : openid-connect

e i URL : https://<quay_endpoint>/
5. Rili Save, XRFHEEMEI Clients XE E R
6. SMEl Access Type Fi%F Confidential,

7. 5% Valid Redirect URL fEAIIRE=NEEM URl, Z{EN %2 Red Hat Quay registry ]
ST2REE A, MIINT /oauth2/redhatsso/callback. 130 :

e https:/<quay_endpoint>/oauth2/redhatsso/callback
e https:/<quay_endpoint>/oauth2/redhatsso/callback/attach
e https://<quay_endpoint>/oauth2/redhatsso/callback/cli

8. = Save HiH AFH Credentials K&,

9. &1l Secret BY{HE,

11.2.1.1. ¥¥ Red Hat Quay Operator Bei& 1{# | Red Hat Single Sign-On

FERL TS EHE A Red Hat Quay Operator BZi& Red Hat Single Sign-On,

FRFM

e BB XI& Red Hat Single Sign-On Operator, MIEEZER, EZH Red Hat Single Sign-On
Operator,

o {RBEJE OpenShift Container Platform Z8Z#7Red Hat Single Sign-On _£75 Red Hat Quay B2i&
7 SSL/TLS.

o MBEMRT —MEBIMAMNM(CA), FHFE LZE Red Hat Single Sign-On Operator #7Red Hat
Quay &,

Y=

1. #£ A Operators - Installed Operators - Red Hat Quay —» Quay Registry - Config Bundle
Secret %7 Red Hat Quay config.yaml X, #Af5, =i Actions — Edit Secret, 74, &
Al LATE A E#T config.yaml X4,

2. 7 OpenShift Container Platform config.yaml XX {4 ##) Red Hat Quay R TER -
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0900 00600

#...
RHSSO_LOGIN_CONFIG: @)

CLIENT_ID: <client_id> @)
CLIENT_SECRET: <client_secret> 6
OIDC_SERVER: <oidc_server_url>
SERVICE_NAME: <service_name>
SERVICE_ICON: <service_icon> G
VERIFIED_EMAIL_CLAIM_NAME: <example_email_address> ﬂ
PREFERRED_USERNAME_CLAIM_NAME: <preferred_username> 6
LOGIN_SCOPES: @

- 'openid’

#...

5% OIDC BRBL B, EAFIH, AANARHEYIE AZURE_LOGIN_CONFIG, BF
& AZURE AT LUMRIBENRER RKERAERERFRE, W ABC123, HZE, UTFRH
TS : GOOGLEGITHUB, XLEFRFENENNMFDTERE, BEREXTEEAHN
EEBHHFITHER config.yaml 58,

FREMDRERREMN BAREFNEF K ID, i1 quay-enterprise,

quay-enterprise OIDC & i i% &R Credentials £ £ Client Secret,

Red Hat Single Sign-On =L BIM5E £ RRE K& (FQDN), BN /auth/realms/ #1 Realm %
ro WIERESIFEERAFT, 40 https://sso-
redhat.example.com//auth/realms/<keycloak_realm_name>/,

£ Red Hat Quay Bk IME A E &R, 5120 Red Hat Single Sign On,
BRERFERLHER, B0 : /static/img/RedHat.svg.

FAF45E A P R F R itk B S BR 4 7R

FAF 45 E A P FL F R btk B S BR 4 7R

PUTESRRET &% E) OIDC N AERISERE, B40 openid,

3. /53 7 Red Hat Single Sign-On B9 OpenShift Container Platform &M & /5 Red Hat

Quay,

11.3. RED HAT QUAY OIDC ZZmHIAE S

EIE 5 A AR A S A PA R £ B9 OpenlD Connect (OIDC) B R TR, S EE AR FE Red
Hat Quay FEA—HA 7, XAVFEEE BB E Red Hat Quay #1 OIDC HIAIFEh I MRS HE L.

11.3.1. 7y Red Hat Quay OIDC ¥ &5 AR
4 Red Hat Quay ZE#FH OIDC B RIFRFER, EFERAUTSEERANRS.
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iz
1. EALITE R E#H config.yaml 304 :

AUTHENTICATION_TYPE: OIDC
#...
OIDC_LOGIN_CONFIG:
CLIENT_ID: @)
CLIENT_SECRET: @
OIDC_SERVER: @
SERVICE_NAME: )
PREFERRED_GROUP_CLAIM_NAME: @
LOGIN_SCOPES: [ 'openid', '<xexample_scope>'] G
OIDC_DISABLE_USER_ENDPOINT: false @)
#...
FEATURE_TEAM_SYNCING: true @)
FEATURE_NONSUPERUSER_TEAM_SYNCING_SETUP: true €)

FEATURE_UI_V2: true
#...

WE, Itk Red Hat Quay SEAIEAMET OIDC & im 1D,

AR, Itk Red Hat Quay SEAIEAMEI OIDC % ' if secret,

09

WE, BFSHRRILH OIDC BB558=ihit, X4 URL Fi%&, ¥ < OIDC_SERVER>/.well-

known/openid-configuration B9 GET 153 KR BN BB ERE 2. LB EE S F K
7 (RP)5 OpenID Connect i NELREXREFEEE, HRRFHEIENBEICRENLEFE
'I‘HEEO

Wi, EFERIERIARSHIE TR,

nFE. OIDC THEAMNEHNEALH, HPEEFXAIHKAKIRHER. LLFER
FEHBEIERGIM OIDC ThEHIRIVAK A FIRER, LMEER AT Red Hat Quays,

. ¥NIN Red Hat Quay FkS OIDC # @SR EMSEH . ¥/ 81 'openid’, Hith
S AT,

EE AT luserinfo Bif s, INR{EHE Azure Entra ID, 5B LRI E N true. ERIA
&) false,

/

1

B REAVFHIIRR I MEBRIES E IR & E RS,
ik, MREM, FHBRASTLEBANAS,

90 & 9 o906

2. EJ3 Red Hat Quay registry.

11.3.2. HEIFAA#% 1% & Red Hat Quay A&
1. 3@id OIDC R EE KEIEM Red Hat Quay registry,
2. 1 Red Hat Quay v2 Ul {¥{F#k /1, Hi Create Organization,

3. i A # Organization &#5, #l test-org.
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4. RHIEETR,
5 ESMBEEH, = Teams ] membership,
6. R Create new team FHi A&7, f40 testteam,
7. 1 Create team L HE O :
a. A, FFEHIPRINEI A,
b. IR MK &R, WRIBAKSG, 10 usert,
c. JEHLE NI FRINBILEHIPA, e TTE R4 T BIR2AL 28 A~ 8918771,
8. mili Next,
9. 7f Review and Finish TTEAH, AFTRMHNESR, # =i Review and Finish,

10. &5 Red Hat Quay OIDC #BE/5 AHIPARIY, 1R Teams #l membership T1HE LA Enable
Directory Sync,

1. fIRIEH OIDC KIiE2F 2 Azure Entra ID, EBATREBHELNE, NRIRTEH ALK ID.
HEERHHBEOPAER -

DIk

H
=
HER, AEREINRYE, BLBTHIABAF G SR EEH. OIDC

ARBENBER, XBR— DA AHIRE. Quay HFHEIABIR - B 5 5815
R,

12. . Enable Sync,

13. f&4HREE] Teams #l membership T, HEER, XMENWAFE#MNR, HEEHEXRE
BIRM. EXANHEE, RENEZAKSDAREA—ERD,
T E SR EEmEIA A B RS -

I This team is synchronized with a group in OIDC and its user membership is therefore read-
only.

B Directory Synchronization Configscala, REREHERES ZE$H OIDC 4,
14. M Red Hat Quay registry 3¥5, BAHSIESTE,
ETAlls
FERAUTRAULTRERBR usert T FIFARK A,
1. EFEREH Red Hat Quay registrys

2. & Organizations - test-org — test-team Teams ] memberships, user1 FIFE/E X MHIFA
B9 EA B, 51 (2 7
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SRl
FRAUTSE@ET OIDC #tR/ EMA IR usert, REIFEM Red Hat Quay LB PA H it B&,

1 #HAEB OIDC #EN B R IEHIE,

2. 3t A OIDC # L HY Users T, ATBHEMERTBENENR,

3. Hii5 Red Hat Quay XEXHIA 4, 0 usert,

4. MECEMFDIRHEZF FB9HPMERZAE -,

5. MFF IHBRERERE 2 BL U7 [RIARR.

6. EREIEM Red Hat Quay registry,

7. = Organizations - test-org — test-team Teams #l memberships, user1 2 MiXNFIEA A
BRo
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2512 & 7/ RED HAT QUAY EZi& AWS STS
% Amazon Web Services (AWS)Z 25 hEARSS (STS)MIZF:EH TMILM Red Hat Quay 2BE, 7£
OpenShift Container Platform £ #f Red Hat Quay, AWS STS 2— web fR%5, FHTFiIERK AWS
Identity and Access Management (IAM)R F8InRT, EEARIPRMIEILE, LARBFEEUESK ZAHF
BIFE 7, HEIHREXT T+ Amazon S3 FYEX REFHEMERERE A, Ff1F Red Hat Quay [ STS thils
Amazon S3 T HMEIE, XATLUREEFNEGREMN, HEMAFREBIIEFIEIOTBURSIENL
Ao

BB AWS STS 2— N2 H 1, ZEAIE AWS IAM B/, Ak S3 B HEE Red Hat Quay
config.yaml X4 {E H S & ERII TR,

FAUTHE N Red Hat Quay B2 AWS STS,

12.1. 0/ 1AM FH -
FRUTESEHAUE IAM B,

it

1. &5E| Amazon Web Services (AWS)1E#IE, i AZ| Identity and Access Management (IAM)
®HIE,

2. ESMME®KS, £ Access management TR Users,
3. & Create User HEIALLTER :
a. WMIABMBEF 4, 0 quay-user,
b. % F HUERZE, 1% H i Add user to group,
4. 1f review and create TIE £, Hi; Create user, R #EEEME Users TlH.
5 HiAF 4, f quay-user,
6. EFIAH ARN, i1 arn:aws:iam::123492922789:user/quay-user.
7. EA—T@EL, Hi Security credentials £,
8. SfinEl Access keys,
9. = Create access key,

10. 7£ Access key SxfESEEA] alternatives TIEH, s Command Line Interface (CLI), Gk
HWINE, REET"T—H"

1. ®i%, 7£ Setdescription tag - Al U@, A,
12. =X Create access key,

13. E4I37F6% access key # secret access key.

BF

XREENK TE secret ViR BHANME— A, ETEEREWE, B2, B
N A2 U7 (R B .
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14. = Done,

122. 02 S3 AE
ERAUTEHE N AWS STS 6l S3 AR,

SR M
o MBEOIET IAMRAF, HEMUTINEHR secret V5IH .

i =
1. MNRIAEA, = Dashboard i A IAM (X FRHR,

2. ESME®KH, Hifi Access management T#J Roles,

3. il Createrole,

e X Custom Trust Policy, BEEZRT —AI%HER JSON Kbg, BINERT, BETRUTE

JON -

{
"Version": "2012-10-17",

"Statement™: |

{
"Sid": "Statement1”,
"Effect": "Allow",
"Principal": {},
"Action": "sts:AssumeRole"
}

]

}

4. 7z Principal configuration FE&H, RI1AWS ARNER. I :

{
"Version": "2012-10-17",

"Statement": |

{
"Sid": "Statement1",

"Effect": "Allow",

"Principal": {

"AWS": "arn:aws:iam::123492922789:user/quay-user"
b

"Action": "sts:AssumeRole"

}
]
}

5. mii Next,

6. 1E Add permissions TIE 1, TEHEZRIEFHIA AmazonS3FullAccess, EH1ZE1%E, [F%4%K
B&ARINEI S3 A fs, AAFH T Nexto

7. 7£ Name, review, and create TIEH, HWALUTELR :
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a. MIAfBEF, W example-role,
b. _.I- Lo //J\\DD}'H-LQ

8. m’ Create role %5, &Fi# A\ Roles T, 7t Role name T, #I#8 S3 N EIA,

12.3. /% RED HAT QUAY & & J7{&E B AWS STS

FERALUT S B % Red Hat Quay config.yaml X4 LU#EF AWS STS,

ik
1. B# Red Hat Quay B config.yaml XX{, FHEEUTER :

#...
DISTRIBUTED STORAGE_CONFIG:
default:
- STSS3Storage
- sts_role_arn: <role_arn> ﬂ
s3_bucket: <s3_bucket _name> g
storage_path: <storage_path> 6
sts_user_access_key: <s3_user_access_key> ﬂ
sts_user_secret_key: <s3_user_secret_key>
#...

BCiE AWS STS I R ZIME— Amazon FREM(ARN)
s3 BRI A TR,

HIRMNFAER R, 1B%E /datastorage,

FR& AWS STS IR AWS S3 B P iR B 8,

1]
2]
©
o

Bdi& AWS STS B4R HY AWS S3 B/ secret 285A,

®

2. EJF Red Hat Quay ZRE,
1. FRiCRBIEER, 0 busybox, TIFHEXEIFREE, F40 :

$ podman tag docker.io/library/busybox <quay-
server.example.com>/<organization_namex>/busybox:test

2. IBITUT e B RHEERHIEA

I $ podman push <quay-server.example.com>/<organization_name>/busybox:test

3. SMEETE Red Hat Quay registry —» Tags YK HEE IR Organization, LUSIEHXZ R

o

4. # AE| Amazon Web Services (AWS)IZ#l &, HEER s3 EFiEi.
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5. /R s3 FEREIRTR,

6. 1f Objects Tl £, #.ifi datastorage/,

7. 1E datastorage/ TIEIA, MIZBEILLTHIR
® sha256/

o Lff/
XL FHRRAHEEND, FEH AWS STS ERIEFRERE.
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28 13 = RED HAT QUAY TH PROMETHEUS #1 GRAFANA 15#1

Red Hat Quay & NENLHI S H Prometheus- #] Grafana A=, LUMERRIRIRIER,
13.1. A7 PROMETHEUS i /=t

13.1.1. J13Z Red Hat Quay

& podman run J53) Quay F2si, AFEFRHD 9091 :

$ sudo podman run -d --rm -p 80:8080 -p 443:8443 -p 9091:9091\
--name=quay \
-v $QUAY/config:/conf/stack:Z \
-v $QUAY/storage:/datastorage:Z \
registry.redhat.io/quay/quay-rhel8:v3.11.1

MAE, EIVRAA :
I $ curl quay.example.com:9091/metrics

BXBLE Prometheus # Grafana LA Quay FMEZEITBBNIFEHER, 1HSHER Prometheus
Grafana 512 Quay #1 Grafana,

13.1.2. Red Hat Quay Operator
7 quay-metrics fRSSHUEEEE IP :

$ oc get services -n quay-enterprise

NAME TYPE CLUSTER-IP EXTERNAL-IP PORT(S)

AGE

example-registry-clair-app ClusterlP 172.30.61.161 <none> 80/TCP,8089/TCP
18h

example-registry-clair-postgres ClusterlP 172.30.122.136 <none> 5432/TCP

18h

example-registry-quay-app ClusterlP 172.30.72.79  <none>

443/TCP,80/TCP,8081/TCP,55443/TCP 18h

example-registry-quay-config-editor ClusterlP 172.30.185.61 <none> 80/TCP
;§2mple-registry-quay-database ClusterlP 172.30.114.192 <none> 5432/TCP
;§2mple-registry-quay-metrics ClusterlP 172.30.37.76  <none> 9091/TCP
;§2mple-registry-quay-redis ClusterlP 172.30.157.248 <none> 6379/TCP
18h

ERER, FEM quay-metrics IRSSHIEEE IP F0ik O V5 3815

sh-4.4# curl 172.30.37.76:9091/metrics

# HELP go_gc_duration_seconds A summary of the pause duration of garbage collection cycles.

pED
$ oc debug node/master-0
# TYPE go_gc_duration_seconds summary
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%5 13 = RED HAT QUAY T# PROMETHEUS #Hl GRAFANA k7

go_gc_duration_seconds{quantile="0"} 4.0447e-05
go_gc_duration_seconds{quantile="0.25"} 6.2203e-05

13.1.3. 5 Prometheus % & 7 EFEEIR

Prometheus B E—# A K17 ERPZ1THAFA Red Hat Quay L6, 7ESBIREES, @BFHE—D
#n 4 DNS B H 5 HFTE Red Hat Quay LISk, AEIRML Prometheus,

13.1.4. Kubernetes T~HJ DNS EZ&

A RF A B Kubernetes BRFSECE N A Prometheus 124 DNS &8,

13.1.5. 5158+ DNS Ec &
SkyDNS 2R fE Kubernetes IRk DNS 1EKBIE B ARIR A K, SkyDNS AJLUE etcd B Li21T,

FILATE etcd FFHEARRINFMPREERE PRI B Red Hat Quay LRI B, SkyDNS EHIMABEELENE
1, FHENHEERT DNS 0k A EY Quay SEHIFIR,

13.2. #8HRTE N

Red Hat Quay 12t T A F 15 registry BI1EFr, SIEATE registry BEMIENR. £F. THEL Bk
ENEIIETATIN

13.2.1. & registry 4iit

EH registry SiiT Al 87 registry B K £,

=R fed

quay_user_rows HIEEHRA P
quay_robot_rows BRI B2 AIK P 8 E
quay_org_rows HiEEFPHHSEE
quay_repository_rows BRI TR iR

quay_security_scanning_unscanned_images_remainin IR EHBIEF RN EIGRE
g_total

 i=faRt N |

# HELP quay_user_rows number of users in the database

# TYPE quay_user_rows gauge
quay_user_rows{host="example-registry-quay-app-6df87f7b66-
9tfn6",instance="",job="quay",pid="65",process_name="globalpromstats.py"} 3

# HELP quay_robot_rows number of robot accounts in the database
# TYPE quay_robot_rows gauge
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quay_robot_rows{host="example-registry-quay-app-6df87f7b66-
9tfn6",instance="",job="quay",pid="65",process_name="globalpromstats.py"} 2

# HELP quay_org_rows number of organizations in the database

# TYPE quay_org_rows gauge
quay_org_rows{host="example-registry-quay-app-6df87{7b66-
9tfn6",instance="",job="quay",pid="65",process_name="globalpromstats.py"} 2

# HELP quay_repository_rows number of repositories in the database

# TYPE quay_repository_rows gauge
quay_repository_rows{host="example-registry-quay-app-6df87{7b66-
9tfn6",instance="",job="quay",pid="65",process_name="globalpromstats.py"} 4

# HELP quay_security_scanning_unscanned_images_remaining number of images that are not
scanned by the latest security scanner

# TYPE quay_security_scanning_unscanned_images_remaining gauge
quay_security_scanning_unscanned_images_remaining{host="example-registry-quay-app-
6df87f7b66-9tfn6" instance="",job="quay",pid="208",process_name="secscan:application"} 5

13.2.2. FAAUIAE
queue items I8FRIRIAE % Quay AT EETEMNZ AN ATINE .

B aHR ik
quay_queue_items_available FEEPA TR B £
quay_queue_items_locked ETEZTRT B #8
quay_queue_items_available_unlocked EFFLENTIBE

E LAY e

® queue_name : PASIBYRFR, Hpz—:

o exportactionlogs : FHKHINEISHIRERRE, AE, XLEHERWEEHBAEMESR,
RIE, BT R FHRS B R A X B K E

o namespacegc: HFRAIEATH7 I (B IR By 6 4 22 (]

o Al : EREMNTFEEBE RIS

o repositorygc : HEPAELK BB TF EE

o secscanv4: fFE T Clair V4 BYE ALY

o dockerfilebuild: Quay docker build #J Queue

o Imagestoragereplication : HAETE L MF#EAI S HIHY Blob

o chunk_cleanup : FEMIPRA Blob &, X{XHtFELEFFHEEMEA, HI0 Swift,

g0, FAFUFRIC repositoryge B & B ME LI EUL worker FRICHIBRMIFEREE, X FHAE

repositorygc BJ queue_name FRZHIFEHT
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® quay_queue_items_locked 2 AT IEEMIFRIITEEEEE,
® quay_queue_items_available_unlocked 22 worker {0 TE(EEEE,

 i=faRt N |

# HELP quay_queue_items_available number of queue items that have not expired

# TYPE quay_queue_items_available gauge
quay_queue_items_available{host="example-registry-quay-app-6df87{7b66-
9tfn6",instance="",job="quay",pid="63",process_name="exportactionlogsworker.py",queue_name="expo
rtactionlogs"} 0

# HELP quay_queue_items_available_unlocked number of queue items that have not expired and are
not locked

# TYPE quay_queue_items_available_unlocked gauge
quay_queue_items_available_unlocked{host="example-registry-quay-app-6df87{7b66-
9tfn6",instance="",job="quay",pid="63",process_name="exportactionlogsworker.py",queue_name="expo
rtactionlogs"} 0

# HELP quay_queue_items_locked number of queue items that have been acquired

# TYPE quay_queue_items_locked gauge
quay_queue_items_locked{host="example-registry-quay-app-6df87f7b66-
9tfn6",instance="",job="quay",pid="63",process_name="exportactionlogsworker.py",queue_name="expo
rtactionlogs"} 0

13.2.3. bR E R IETR

45 R LR B MBI () RINIA T 3 DR, BITRR gc worker ZTRIRE, 3RS S H 4
Z2[A], FFfEZEF] blob,

et EHR Uiy
quay_gc_iterations_total GCWorker FIER SR
quay_gc_namespaces_purged_total NamespaceGCWorker ;EBREI R & 22 (A3 =
quay_gc_repos_purged_total RepositoryGCWorker 8 NamespaceGCWorker ;5[
B R
quay_gc_storage_blobs_deleted_total 2 MHPRBYFFE Blob 2
fa br =Bl

# TYPE quay_gc_iterations_created gauge
quay_gc_iterations_created{host="example-registry-quay-app-6df87f7b66-
9tfn6",instance="",job="quay",pid="208",process_name="secscan:application"}
1.6317823190189714e+09

# HELP quay_gc_iterations_total number of iterations by the GCWorker
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# TYPE quay_gc_iterations_total counter
quay_gc_iterations_total{host="example-reqistry-quay-app-6df87f7b66-
9tfn6",instance="",job="quay",pid="208",process_name="secscan:application"} 0

# TYPE quay_gc_namespaces_purged_created gauge
quay_gc_namespaces_purged_created{host="example-registry-quay-app-6df87f7b66-
9tfn6",instance="",job="quay",pid="208",process_name="secscan:application"}
1.6317823190189433e+09

# HELP quay_gc_namespaces_purged_total number of namespaces purged by the
NamespaceGCWorker

# TYPE quay_gc_namespaces_purged_total counter
quay_gc_namespaces_purged_total{host="example-registry-quay-app-6df87f7b66-
9tfn6",instance="",job="quay",pid="208",process_name="secscan:application"} 0

# TYPE quay_gc_repos_purged_created gauge
quay_gc_repos_purged_created{host="example-registry-quay-app-6df87f7b66-
9tfn6",instance="",job="quay",pid="208",process_name="secscan:application"}
1.631782319018925e+09

# HELP quay_gc_repos_purged_total number of repositories purged by the RepositoryGCWorker or
NamespaceGCWorker

# TYPE quay_gc_repos_purged_total counter
quay_gc_repos_purged_total{host="example-registry-quay-app-6df87f7b66-
9tfn6",instance="",job="quay",pid="208",process_name="secscan:application"} 0

# TYPE quay_gc_storage blobs_deleted_created gauge

quay_gc_storage blobs_deleted_created{host="example-registry-quay-app-6df87f7b66-
9tfn6" instance="",job="quay",pid="208",process_name="secscan:application"}
1.6317823190189059¢e+09

# HELP quay_gc_storage_blobs_deleted_total number of storage blobs deleted

# TYPE quay_gc_storage_blobs_deleted_total counter

quay_gc_storage _blobs_deleted_total{host="example-registry-quay-app-6df87{7b66-
9tfn6",instance="",job="quay",pid="208",process_name="secscan:application"} 0

13.2.3.1. %8 L ZFE5

%R EEEIR TR blob EZBIfF#MEE(S3. Rados. GoogleCloudStorage. RHOCS), ¥ Quay &
SEIEFAYE Blob L& EIFFHERT, XABBIFIRA AL,

B HR ik
quay_multipart_uploads_started_total JAEhH £ L E) Quay Z &R multipart 28
quay_multipart_uploads_completed_total SR _E1Z B Quay FiERY multipart 21
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 i=gaRt N |

# TYPE quay_multipart_uploads_completed_created gauge
quay_multipart_uploads_completed_created{host="example-registry-quay-app-6df87{7b66-
9tfn6",instance="",job="quay",pid="208",process_name="secscan:application"}
1.6317823308284895e+09

# HELP quay_multipart_uploads_completed_total number of multipart uploads to Quay storage that
completed

# TYPE quay_multipart_uploads_completed_total counter
quay_multipart_uploads_completed_total{host="example-registry-quay-app-6df87{7b66-
9tfn6",instance="",job="quay",pid="208",process_name="secscan:application"} 0

# TYPE quay_multipart_uploads_started_created gauge
quay_multipart_uploads_started_created{host="example-registry-quay-app-6df87{7b66-
9tfn6",instance="",job="quay",pid="208",process_name="secscan:application"}
1.6317823308284352e+09

# HELP quay_multipart_uploads_started_total number of multipart uploads to Quay storage that
started

# TYPE quay_multipart_uploads_started_total counter
quay_multipart_uploads_started_total{host="example-registry-quay-app-6df87f7b66-
9tfn6",instance="",job="quay",pid="208",process_name="secscan:application"} 0

13.2.4. B HEE/ RIAUE 1T
SHEE RN B R AE X B AT R PR AR B R

13.2.4.1. SRR PIHL S 3

B aHR ik
quay_registry_image_pulls_total M registry TEBIRIREE,
fEPRbRE

o {HiX : ARARY registry il (MIAZK N v2)
o ref:ref A FHIEX - tag, manifest

e status: IFKH http IREFS
13.2.4.2. FIHXBIER IR T

(7Y i) 50

quay_registry_image_pulled_estimated_bytes_total M registry TEIF 11

69



Red Hat Quay 3.1 ¥ Red Hat Quay

=) 7Y A%

o MY : FRAM registry il (RIER%H v2)

13.2.4.3. S hrEY 5 3

B aHR ik
quay_registry_image_pushes_total M registry EZHIRIREE,
FabRbRE

o {HiX : ARARY registry il (MIAZK N v2)
e pstatus : 1EKH http :JREIFE

e pmedia_type : LEfEBEHIE

13.2.4.4. XM TR TTH

R HR ik
quay_registry_image_pushed_bytes_total EEB registry B9 T 8K
fetri Al

# HELP quay_registry_image_pushed_bytes_total number of bytes pushed to the registry
# TYPE quay_reqistry_image_pushed_bytes_total counter
quay_registry_image_pushed_bytes_total{host="example-registry-quay-app-6df87{7b66-
9tfn6",instance="",job="quay",pid="221",process_name="registry:application"} 0

13.2.5. B IEHETR

SMEIEEIMRM T BFMIIEEROBE, RE\EXRBTINE, UREREMRI. HlM, WERATRATE
EERBIE AR B3 FIETE K,

B HR ek
quay_authentication_attempts_total registry 1 API B B2 35 11F 22150k
FEPRbRE
e auth_kind : FRAMIGIERE, 23F :
o HEAKXHW
o oauth
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o credentials
® success: true =% false

 i=faRt N |

# TYPE quay_authentication_attempts_created gauge
quay_authentication_attempts_created{auth_kind="basic",host="example-registry-quay-app-
6df87f7b66-
9tfn6",instance="",job="quay",pid="221",process_name="registry:application",success="True"}
1.6317843039374158e+09

# HELP quay_authentication_attempts_total number of authentication attempts across the registry
and API

# TYPE quay_authentication_attempts_total counter
quay_authentication_attempts_total{auth_kind="basic",host="example-registry-quay-app-6df87{7b66-
9tfn6",instance="",job="quay",pid="221",process_name="registry:application",success="True"} 2
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25 14 = RED HAT QUAY 245 & 18 F0 5 & 485

{5/ Red Hat Quay, A aILLEN I A B FHEEAIRHI RIS FHEFEH TS registry 18K, AEB
Red Hat Quay A EIfEH B A TN BB HIMEM B ERE -

o EoHURG : BiTUbThEE, BHUAS ALURIREMEAESNEMER. WH, BIrCTRERER
D ECHFNEFEHEFE.

o MGIEH : BT UtThee, BHAFATLE X Red Hat Quay B BYEFIRE MRS &, B E &S50
F*M@E’\Jﬁﬁﬁiﬁﬁan | ELAC B H R (B EV*TBEJJ:FHF’Eﬁﬁ%/éﬁﬁ@]ﬁﬂ%mBE%'JEﬂ’EL_
E| registry,

IXLEThEE— L fo1F Red Hat Quay registry BIARSFRIEE E AR S A M F L FHEREN TURIE,

14.1. BEZE R &

AIEEA B TFHRAET HIFEME, EHEEREN—IREZ T E#X LR TIRER, SBUTER XN
REREN—ED, MRXREIMER, ERBETERFES.

RAEEEBRIK/NBURFRTESIEE :
%x 14.1. worker HE8IETE

e Description

Postgres 8388608 TB
MySQL 8388608 TB
SQL Server 16777216 TB

14.2. RED HAT QUAY 3.9 & & 8
INREHAHYE| Red Hat Quay 3.9, B EHECERMEIEINEE, XZF NTE Red Hat Quay 3.9 A1, if

BHARXAFRE., AL, RedHatQuay 3.9 ZBIHEHABEM, 1 Red Hat Quay 3.9 AL EBAIEEB M
Ak, BEEUTEY FEHNH,

==
o XZEEFAYEI Red Hat Quay 3.9 fF Il SR By — NI [EHE,

o IE, BEIAMREHZEBEA SR, RATLUNA MM SEER, BIE
ToixE A Red Hat Quay Ul EEcE A/ A4, BISW/ER AP,

14.2.1. %5 A : @72 QUOTA_TOTAL_DELAY Zh&ehric, -5 Red Hat Quay 3.9 B2
BRAEE

@ % QUOTA_TOTAL_DELAY ZheElric, AT HIREHITE Red Hat Quay 3.9 BELAIEIE,
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B EFTE R, SEE RN 0.00KB, EEN QUOTA_TOTAL_DELAY 18EH D ER
BB Lk,

FRFM

o HMEFANEI Red Hat Quay 3.9,

o LUBWAF 515 E&5%El Red Hat Quay 3.9,

Pk
1. ERALLTF config.yaml 1ZE38E Red Hat Quay 3.9 :

FEATURE_QUOTA_MANAGEMENT: true
FEATURE_GARBAGE_COLLECTION: true
PERMANENTLY_DELETE_TAGS: true
QUOTA_TOTAL_DELAY_SECONDS: 1800 0
RESET_CHILD_MANIFEST_EXPIRATION: true

Q QUOTA_TOTAL_DELAY_SECONDS #r&2k1A0 1800 #8K 30 4%, iXf1F Red Hat
Quay 3.9 EECAIEEINAEFF 1A 1T EHEE R E Blob MFHEEFERIRIIERE, FIrTEILE
R BFEARES S BUTEEIR ; WU HEIZE N —1N KT Red Hat Quay ERE = 5
[, 1800 2HEFMILE, BESFINEIATF 30 98BS E o] fE B B8 K i [aI#8T
1800,
2. B2 Red Hat Quay Ul, B s8I ZTR,
3. i NSRBI N 0.00 KB, b4k, thiY7E{E Backfill Queued IR FF.

4. ESBECHINTE (B0 30 581 &5, BT Red Hat Quay #83E HEFHEEBERIN, JITE,

ViZ e 7R Total Quota Consumed,
14.2.2. %57 B : @34 QUOTA_TOTAL_DELAY_SECONDS i%i&5 0 3} Red Hat
Quay 3.9 B BECAIEIR
FRAUTSE, #idi QUOTA_TOTAL _DELAY_SECONDS i%i& 7 0 EEHi#E Red Hat Quay 3.9 fid
BEE,
ERIET Al Bh 1L FEATE AT, BRBEZSHHFEER, Y4 Red Hat Quay E3EF

FEATURE_QUOTA_MANAGEMENT S5(M false &4 true I, #ERUTSHE, X%
H AP EBEEE xref:

FERFH
o EEFHALF Red Hat Quay 3.9,

o LB AP 5178 5%% Red Hat Quay 3.9,

it
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1. {EALLTF config.yaml XE#BE Red Hat Quay 3.9 :

FEATURE_GARBAGE_COLLECTION: true
FEATURE_QUOTA_MANAGEMENT: true
QUOTA_BACKFILL: false
QUOTA_TOTAL_DELAY_SECONDS: 0
PERMANENTLY_DELETE_TAGS: true
RESET_CHILD_MANIFEST_EXPIRATION: true

2. 2% Red Hat Quay Ul, B s8I ZTR,
3. A B EECEIENH 0.00 KB,

4. BEFERE Red Hat Quay, 345 QUOTA_BACKFILL #7:&i%H true, B0 :

I QUOTA_BACKEFILL: true

MBEEFREITESRERASEE, Red Hat Quay X e SBURiC N
stale, MIREFEERXEHSARSERIIEE, NEPE worker REHFELIX Ledpy
222 R MEERE,

14.3. izt RED HAT QUAY 3.9 Bfid 4l & 18
77 Red Hat Quay 3.9 e BEcHIER G, SHEHNERITEECELSEP—X,
FERAUTES BN duplicative & Rit BRIEHZE ST —X.

SERFEH
o {RB N Red Hat Quay 3.9 Bidi& T AcAiEH,

pri% =
1. WAL TSR BURAIEG, Wiwl:18.04 :

I $ podman pull ubuntu:18.04

2. WAL T RIRCE—BE&RPR -

$ podman tag docker.io/library/ubuntu:18.04 quay-server.example.com/quota-
test/ubuntu:tag1

$ podman tag docker.io/library/ubuntu:18.04 quay-server.example.com/quota-
test/ubuntu:tag2

3. BALT e SR OISR RHEX BB

I $ podman push --tls-verify=false quay-server.example.com/quota-test/ubuntu:tag1

I $ podman push --tls-verify=false quay-server.example.com/quota-test/ubuntu:tag2
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4. £ Red Hat Quay Ul £, 5%l Organization, B¥.i; Repository Name, #I#l quota-
test/ubuntu, ARG, Bdi tiE. MUAANANFEHEERS tagl Htag2, KEEGHERKER, HI

m :
@RED HAT QUAY  EXPLORE  REPOSITORIES  TUTORIAL  curen tur (P Newul +- B8 | qaa d
€ Repositories § Organization &, quota-test / ubuntu v¥
0 Repository Tags Expanded | Show Signatures
® .
2 v :
uuuuuuuuuuu
Al
o

{82, @it ¥ Organization §# 1%, TLIEFI Total Quota Consumedy27.94 MB, XEME
Ubuntu BRI #E—REE -

@ RED HAT QUAY  EXPLORE  REPOSITORIES ~ TUTORIAL currentui () Newul +- 4 quayad...

Q quota-test + Create New Repository

8 Repositories

Total Quota Consumed: 27.94 MB

o E & &

8

MNREMERE B —4 Ubuntu #7355, NI BE% Consumed REFFAZL,

==
MRESF Red Hat Quay I HEHLERACE AT 0, R XEebRZ @ I A By
FREERE, MREMRAKAMER, 1556 Red Hat Quay 3.9 Hk AMIBREE &
.

14.4. W E BRI\ BLAN

ERENATFSMENAPRNRGSCERRIAFHEERS, EalLlsEH
DEFAULT _SYSTEM_REJECT _QUOTA_BYTES Edi&#frar.

MEE AR AFEERENES, ABEHBRZERD, NRESEHEAMEIARTREIZERSN A,
R, MEEEZENENMEHAFERE T RHENRS, RABESRICCHNEGARS, NEHNRESE
HEA X BN ES AR ENIXE,

3% DEFAULT _SYSTEM_REJECT QUOTA BYTES HitMEZ{E A,

HS M -

14.5. 1£ RED HAT QUAY Ul A EE TR 45
LURSARR R T QAT S A b FE B ST A BB,
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FRFH

® Red Hat Quay registry.
o BEMFKF.
o R EREERFRHMNE K,

AT
1. I SEREIAN, 54, SBAERERS, 1 Organization Settings IEWIFHER -

8 Organization Settings

Namespace: testorg
Se%
[ )
Avatar:
1
Delete
[ Begin deletion
? organization:

Time Machine: 14 days o

E

Save Expiration Time

Quota
Management:

0

Proxy Cache: Remote Registry:

8

Remote Registry Username:

Remote Registry Password:

2. LBE AP F &% registry, B5#iEl Super User Admin Panel_EfJ Manage Organizations
whiE, RIEEHHABEHEERSBRFIFE Options IR

Red Hat Quay Management

Organizations

NAME | QUOTA CONSUMED

testorg ]

;h 1-10f1 Filter Organizations

< Rename Organization

% Delete Organization

h\ % Take Ownership

%+ Configure Quota

3. Hiif Configure Quota, B AfIAAECKL, FliN10 MB, ARG N XM -
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Manage Organization Quota for testorg

Set storage quota: 10

Note: No quota policy defined. Users will be ab xceed the storage quota set above.

Apply Close

4. RBEBFA P EHiRPH Manage Organizations #7571 _E R4 0 of 10 MBRIEZA :

Ses
— Organizations

;:1 1-10f1 Filter Organizations...
NAME | QUOTA CONSUMED
Q testorg 0 of 10 MB o)
A\
9 = . H =] -
SHEEMIECKI(S S BRI LLFE Organization TmE s E 24t -
o' 74
M4aSEFERIRC AT
T testorg + Create New Repository
8 Repositories
Total Quota Consumed: (0%) 0 of 10 MB
:&: 0-00f0 Filter Repositories...
This namespace doesn't have any viewable repositories.
é Either no repositories exist yet or you may not have permission to view any. If you have permission, try creating a new repository.
S
)

5. HE{IEHUEINEI 100MB, w SR EIEZ A P miR R Manage Organizations &5k, Hii
Options ¥R, B%EFE Configure Quota, IFECHIIXE S 100 MB, = Apply, REXHA :

Manage Organization Quota for testorg

MB v

O

Set storage quota: 100

Action Quota Threshold

Reject v 100 =+ Add Limit
Note: No quota policy defined. Users will be able to exceed the storage quota set above.

6. BALLT e S hIAURAEI S

Quota Policy:
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I $ podman pull ubuntu:18.04
7. BALLTF R BIRC RO -
$ podman tag docker.io/library/ubuntu:18.04 example-registry-quay-quay-
enterprise.apps.docs.gcp.quaydev.org/testorg/ubuntu:18.04

8. KA T SRR PIBEHEXRINF -

$ podman push --tls-verify=false example-registry-quay-quay-
enterprise.apps.docs.gcp.quaydev.org/testorg/ubuntu:18.04

9. BRI EIRY, REFEFMHHFERIRCHT :

. Organizations
;:_i 1-10f1 Filter Organizations
NAME | QUOTA CONSUMED
G\k testorg 27 MB (26.66%) of 100 MB o
N
10. Organization T{H E 7~ 5 {5 3 FA A9BSR S LL B -
— AN\ FRE e 3l L
BN EERHFERRC A
T testorg + Create New Repository
8 Repositories
Total Quota Consumed: 27 MB (27%) of 100 MB
a0
'&' 1-10f1 Filter Repositories...
REFOSITORY NAME LAST MODIFIED STATE QUOTA CONSUMED ACTIVITY | STAR
1
g testorg / Ubuntu Today at 2:12 PM Normal 27 MB (27%)
S
[ V]

1. FALLT e S HIEE RIS -

I $ podman pull nginx

12. ALLTRSIMCEZN G -

$ podman tag docker.io/library/nginx example-registry-quay-quay-
enterprise.apps.docs.gcp.quaydev.org/testorg/nginx

13. BALLTF SR B A BRI TN -

$ podman push --tls-verify=false example-registry-quay-quay-
enterprise.apps.docs.gcp.quaydev.org/testorg/nginx
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14. Organization TUE R /R ZHE R8T B 5 A MBS BAY S LB -

AN i1
BN O HFER SR A
T testorg + Create New Repository
5 Repositories
Total Quota Consumed: 83 MB (83%) of 100 MB
a®
* 1-20f2 Filter Repositories...
REPOSITORY NAME LAST MODIFIED STATE QUOTA CONSUMED ACTIVITY | STAR
1
g testorg / ubuntu Today at 2:12 PM Normal 27 MB (27%) I“I
P testorg / NGiNX Today at 2:31 PM Normal 56 MB (56%) I|II
«a

el

15. & reject #l warning BR#I :
MBEAFAERS, S#i%F Manage Organizations i+, i HLKJM Options ElbR, Bikfk
Configure Quota, £ Quota Policy#4H, 5 Action KEXE ) Reject, ¥ Quota
Threshold i%i&E 7 80, AEHili Add Limit :

Manage Organization Quota for testorg

Set storage quota: 100 MB w

Action Quota Threshold

Reject ~ a0| = =+ Add Limit
Mote: No quota policy defined. Users will be able to exceed the storage quota set above.

16. EfIEE ZA4RE, EEFE Warning #8249 Action 228, $F Quota Threshold i%i& 7 70, AiFH
i Add Limit :

Quota Policy:

Manage Organization Quota for testorg

Set storage quota: 100 MB .

Action Quota Threshold

Quota Policy:
70 = =+ Add Limit

<

Warning

Remove Close
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80

7. ERFHHEEOD S Close, BRHITI{E Organization TIEM Settings AW EhEE, HFR A%
L%i g

T testorg + Create New Repository

£ Organization Settings

Namespace: testorg

Avatar:

'|B*

Delete

R Begin deletion
organization:

(B

Time Machine: 14 days

=

Save Expiration Time

Quota
Management: Set storage quota: 100 MB

P

Action Quota Threshold

8

Quota Policy:
Reject v 80

Warning  ~ 70

18. HEREHRIT reject BRHIMEE -
BT reject BRHI(80%)BiXBE NET HaIfEEEKR/IN(~83%), AL T—MHEENFEEREBIHIE
gﬁo
BiRHEE I
$ podman pull ubuntu:20.04

$ podman tag docker.io/library/ubuntu:20.04 example-registry-quay-quay-
enterprise.apps.docs.gcp.quaydev.org/testorg/ubuntu:20.04

$ podman push --tls-verify=false example-registry-quay-quay-
enterprise.apps.docs.gcp.quaydev.org/testorg/ubuntu:20.04

L BRI B9

Getting image source signatures

Copying blob d4dfaa212623 [ ]18.0b / 3.5KiB
Copying blob cba97cc5811c [ ]18.0b / 15.0KiB
Copying blob 0c78fac124da [ 18.0b/71.8MiB

WARNI[0002] failed, retrying in 1s ... (1/3). Error: Error writing blob: Error initiating
layer upload to /v2/testorg/ubuntu/blobs/uploads/ in example-registry-quay-quay-
enterprise.apps.docs.gcp.quaydev.org: denied: Quota has been exceeded on

hamespace

Getting image source signatures

Copying blob d4dfaa212623 [ ]18.0b / 3.5KiB
Copying blob cba97cc5811c [ ]18.0b / 15.0KiB
Copying blob 0c78fac124da [ 18.0b/71.8MiB

WARNI[0005] failed, retrying in 1s ... (2/3). Error: Error writing blob: Error initiating
layer upload to /v2/testorg/ubuntu/blobs/uploads/ in example-registry-quay-quay-
enterprise.apps.docs.gcp.quaydev.org: denied: Quota has been exceeded on
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nhamespace
Getting image source signatures

Copying blob d4dfaa212623 [ ] 8.0b / 3.5KiB
Copying blob cba97cc5811c [ ]18.0b / 15.0KiB
Copying blob 0c78fac124da [ 18.0b / 71.8MiB

WARNI[0009] failed, retrying in 1s ... (3/3). Error: Error writing blob: Error initiating
layer upload to /v2/testorg/ubuntu/blobs/uploads/ in example-registry-quay-quay-
enterprise.apps.docs.gcp.quaydev.org: denied: Quota has been exceeded on

nhamespace
Getting image source signatures

Copying blob d4dfaa212623 [ ] 8.0b / 3.5KiB
Copying blob cba97cc5811c [ ]18.0b / 15.0KiB
Copying blob 0c78fac124da [ 18.0b / 71.8MiB

Error: Error writing blob: Error initiating layer upload to
/v2/testorg/ubuntu/blobs/uploads/ in example-registry-quay-quay-
enterprise.apps.docs.gcp-quaydev.org: denied: Quota has been exceeded on
namespace

19. BERBGE, Ul & EREA :
B @ A

Notifications 3 x

testorg quota has been exceeded
Dismiss Notification

May 5, 2022 4:01:12 PM

testorg quota has been exceeded
Dismiss Notification

May 5, 2022 4:01:12 PM

testorg quota has been exceeded
Dismiss Notification

May 5, 2022 4:01:12 PM

14.6. {#F RED HAT QUAY API E11 Ed il
BEORBIBNAE, BFRSNARS, M /api/vl/organization/{organization}/quota isx :
~plee 5

$ curl -k -X GET -H "Authorization: Bearer <token>" -H 'Content-Type: application/json’
https://example-registry-quay-quay-
enterprise.apps.docs.gcp.quaydev.org/api/vi/organization/testorg/quota | jq
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it Nl

| o

14.6.1. K iEECAI

ERIFERSEL, ERIEIE POST Bl /api/vl/organization/{orgname}/quota s : .Sample

$ curl -k -X POST -H "Authorization: Bearer <token>" -H 'Content-Type: application/json’ -d
"{"limit_bytes": 10485760}' https:/example-registry-quay-quay-
enterprise.apps.docs.quayteam.org/api/vi/organization/testorg/quota | jq

A

I "Created"

14.6.2. HEBAN
BHEENFANEK, 5¥EB /api/vl/organization/{orgname}/quota iz s GET £ :

~BleeH

$ curl -k -X GET -H "Authorization: Bearer <token>" -H 'Content-Type: application/json’
https://example-registry-quay-quay-
enterprise.apps.docs.gcp.quaydev.org/api/vi/organization/testorg/quota | jq

A

[
{
"id": 1,
"limit_bytes": 10485760,
"default_config": false,
"limits": [],
"default_config_exists": false

14.6.3. 18R ECAT

BESANRH (FEXAEHIPRM 10 MBEH 100 MB) , EAE
/api/vl/organization/{orgname}/quota/{quota_id} s A9 PUT BUE :

~Bleem

$ curl -k -X PUT -H "Authorization: Bearer <token>" -H 'Content-Type: application/json’ -d
"{"limit_bytes": 104857600} https://example-registry-quay-quay-
enterprise.apps.docs.gcp.quaydev.org/api/vi/organization/testorg/quota/1 | jq

oA
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{

"id": 1,

"limit_bytes": 104857600,
"default_config": false,
"limits": [],
"default_config_exists": false

}

14.6.4. #1X R

EHEBNEENEE, HRSHERHEXIINM,

14.6.4.1. #£3X iwl:18.04
MESTHE ubuntu:18.04 HEETINLK -

~Bleem

$ podman pull ubuntu:18.04

5 14 = RED HAT QUAY BeZi & TR A5 S48k

$ podman tag docker.io/library/ubuntu:18.04 example-registry-quay-quay-
enterprise.apps.docs.gcp.quaydev.org/testorg/ubuntu:18.04

$ podman push --tls-verify=false example-registry-quay-quay-
enterprise.apps.docs.gcp.quaydev.org/testorg/ubuntu:18.04

14.6.4.2. M API EEEFEHAE
EHEHFENTELE, F%F /api/vl/repository Hii s i GET #U= :
~plep 5

$ curl -k -X GET -H "Authorization: Bearer <token>" -H 'Content-Type: application/json’
'https://example-registry-quay-quay-enterprise.apps.docs.gcp-quaydev.org/api/vi/repository?
last_modified=true&namespace=testorg&popularity=true&public=true' | jq

oA

{

"repositories": [

{

"namespace'": "testorg",

"name": "ubuntu”,

"description: null,

"is_public": false,

"kind": "image",

"state": "NORMAL",

"quota_report™: {
"quota_bytes'": 27959066,
"configured_quota": 104857600

b

"last_modified": 1651225630,

"popularity”: 0,
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"is_starred": false
}
]
}

14.6.4.3. #E2£ 7 — P&
1. BIER. PREMIHEXE 5%, M nginx :
~plep S

$ podman pull nginx

$ podman tag docker.io/library/nginx example-registry-quay-quay-
enterprise.apps.docs.gcp.quaydev.org/testorg/nginx

$ podman push --tls-verify=false example-registry-quay-quay-
enterprise.apps.docs.gcp.quaydev.org/testorg/nginx

2. ERENHDEGEENESHRES, EEH /api/vl/repository s :
AN e

$ curl -k -X GET -H "Authorization: Bearer <token>" -H 'Content-Type: application/json’
'https://example-registry-quay-quay-
enterprise.apps.docs.gcp-quaydev.org/api/vi/repository?
last_modified=true&namespace=testorg&popularity=true&public=true'

it la Nl

{
"repositories": [

{
"namespace': "testorg",
"name": "ubuntu”,
"description: null,
"is_public": false,
"kind": "image",
"state": "NORMAL",
"quota_report™: {

"quota_bytes'": 27959066,
"configured_quota": 104857600

b
"last_modified": 1651225630,
"popularity”: 0,
"is_starred": false

13

{
"namespace'": "testorg",
"name": "nginx",
"description: null,
"is_public": false,
"kind": "image",
"state": "NORMAL",
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"quota_report™: {
"quota_bytes'": 59231659,
"configured_quota": 104857600

b

"last_modified": 1651229507,

"popularity”: 0,

"is_starred": false

}
1
}

3. EAEIMIEEPNESSE, &M /api/vl/organization/{orgname} iR :
~plep 5

$ curl -k -X GET -H "Authorization: Bearer <token>" -H 'Content-Type: application/json
'https://example-registry-quay-quay-
enterprise.apps.docs.gcp.quaydev.org/api/vi/organization/testorg’ | jq

it

{

"name'": "testorg",

"quotas": [
{
"id™: 1,
"limit_bytes": 104857600,
"limits": []
}
I
"quota_report™: {
"quota_bytes'": 87190725,
"configured_quota": 104857600

}
}

14.6.5. {5 FAECHI PRSI HE 260 4 3%

IR EHGHE LB T Y ABCHIRRE, TS B SERE
o XWTFHHE, HEL R RKIEL,
o WTFERE S/, HERIFHAILL,

14.6.5.1. iXi& reject M warning FRl

Bi% B reject Ml warning BRHl, POST EiER
/api/vl/organization/{orgname}/quota/{quota_id}/limit ¥ s :

reject limit fip 5~
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$ curl -k -X POST -H "Authorization: Bearer <token>" -H 'Content-Type: application/json’ -d
'{"type":"Reject","threshold_percent":80}' https://example-registry-quay-quay-
enterprise.apps.docs.gcp.quaydev.org/api/vi/organization/testorg/quota/1/limit

E5REmSRA

$ curl -k -X POST -H "Authorization: Bearer <token>" -H 'Content-Type: application/json’ -d
{"type":"Warning","threshold_percent":50}' https://example-registry-quay-quay-
enterprise.apps.docs.gcp.quaydev.org/api/vi/organization/testorg/quota/1/limit

14.6.5.2. EHIREMEELSRH

EHE reject Mlwarning BR#I, &M /api/vl/organization/{orgname}/quota s :

H AR

$ curl -k -X GET -H "Authorization: Bearer <token>" -H 'Content-Type: application/json’
https://example-registry-quay-quay-
enterprise.apps.docs.gcp.quaydev.org/api/vi/organization/testorg/quota | jq

B A BR 1l B9 4 HH =

"id": 1,
"limit_bytes": 104857600,
"default_config": false,
"limits": [
{
"id™: 2,
"type": "Warning",
"limit_percent": 50
b
{
"id": 1,
"type": "Reject",
"limit_percent": 80
}
I
"default_config_exists": false
}
]

14.6.5.3. #8117 reject BRI HEL G35k

HEXRBID, reject BRHI(80%)EREIETF HEIFHEKRN(~83%), HILT—HEXER AR,
M GITRRAEGHEE TN

B HEE B

I $ podman pull ubuntu:20.04
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$ podman tag docker.io/library/ubuntu:20.04 example-registry-quay-quay-
enterprise.apps.docs.gcp.quaydev.org/testorg/ubuntu:20.04

$ podman push --tls-verify=false example-registry-quay-quay-
enterprise.apps.docs.gcp.quaydev.org/testorg/ubuntu:20.04

L BRI B9

Getting image source signatures

Copying blob d4dfaa212623 [ ]18.0b / 3.5KiB
Copying blob cba97cc5811c [ ]18.0b / 15.0KiB
Copying blob 0c78fac124da [ 18.0b/71.8MiB

WARNI[0002] failed, retrying in 1s ... (1/3). Error: Error writing blob: Error initiating layer
upload to /v2/testorg/ubuntu/blobs/uploads/ in example-registry-quay-quay-
enterprise.apps.docs.gcp.quaydev.org: denied: Quota has been exceeded on hamespace
Getting image source signatures

Copying blob d4dfaa212623 [ ] 8.0b / 3.5KiB
Copying blob cba97cc5811c¢ [ ]18.0b / 15.0KiB
Copying blob 0c78fac124da [ 18.0b/71.8MiB

WARNI[0005] failed, retrying in 1s ... (2/3). Error: Error writing blob: Error initiating layer
upload to /v2/testorg/ubuntu/blobs/uploads/ in example-registry-quay-quay-
enterprise.apps.docs.gcp.quaydev.org: denied: Quota has been exceeded on hamespace
Getting image source signatures

Copying blob d4dfaa212623 [ ]18.0b / 3.5KiB
Copying blob cba97cc5811c [ ]18.0b / 15.0KiB
Copying blob 0c78fac124da [ 18.0b/71.8MiB

WARNI[0009] failed, retrying in 1s ... (3/3). Error: Error writing blob: Error initiating layer
upload to /v2/testorg/ubuntu/blobs/uploads/ in example-registry-quay-quay-
enterprise.apps.docs.gcp.quaydev.org: denied: Quota has been exceeded on hamespace
Getting image source signatures

Copying blob d4dfaa212623 [ ] 8.0b / 3.5KiB
Copying blob cba97cc5811c¢ [ ]18.0b / 15.0KiB
Copying blob 0c78fac124da [ 18.0b/71.8MiB

Error: Error writing blob: Error initiating layer upload to /v2/testorg/ubuntu/blobs/uploads/ in
example-registry-quay-quay-enterprise.apps.docs.gcp.quaydev.org: denied: Quota has been
exceeded on namespace

14.6.5.4. 8 BRHIFEA
B pREIN, SHILEM -
(BTN
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Notifications 3 x

testorg quota has been exceeded
Dismiss Notification

May 5, 2022 4:01:12 PM

testorg quota has been exceeded

Dismiss Notification

May 5, 2022 4:01:12 PM

testorg quota has been exceeded
Dismiss Notification

May 5, 2022 4:01:12 PM

14.7. 1T RED HAT QUAY 3.9 /1 REGISTRY B /& K/
FERAUTSEN registry BT E T,

L RATHBERRESRN, 1 registry Ml REURAERER, HiEEER,

SeRFH
o EEFHALF Red Hat Quay 3.9,

e Ll Red Hat Quay BH A &3 &%,

i =
1. f£ Red Hat Quay Ul 1, sxii#&H username - Super User Admin Panel,

2. EESMEEHh, ¥ Manage Organizations,

3. M Calculate, Hif; Total Registry Size: 0.00 KB, Updated: Never, Calculation required &
&, BEEE,

4. No8E, B8 registry WK/, RIFDIIME. MFE, NitH Total Registry Size, Bl :
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@RED HAT QUAY  EXPLORE  REPOSITORIES  TUTORIAL  curen tur () Newul +- 8 | qaa d

Red Hat Quay Management

Organizations Total Registry Size: 30.59 MB, Updated: 6/1/2023 3:01:07 PM
7
.....
Q( t &
N
Lol

14.8. K AMBREFITZE
EREERT, A AREEHRN TSN NERITE. ERUTSEFIMBREEITE,

BE
LUF RN RITERCE, HiEEER,

14.8.1. {81/ Red Hat Quay v2 Ul 7k A PR R IR
FERAUTHE@EIT Red Hat Quay v2 Ul XK AR B RIFE.

FERFH
o R 1x config.yaml 3X#kH i FEATURE_UI_V2 i%i& true,

it

1. 7E config.yaml 3X#h, H{#$S PERMANENTLY_DELETE_TAGS #I
RESET_CHILD_MANIFEST EXPIRATION S3i% & true, HIf :

PERMANENTLY_DELETE_TAGS: true
RESET_CHILD_MANIFEST_EXPIRATION: true

2. ESMERH, Hifi Repositories,
3. i EFEEEMNATR, HlM quayadmin/busybox,
4. EPERBRABEEIREHE, HI test,

5. = Actions - Permanently Delete,

BE
WERERKAN, FTEBH.

14.8.2. {1/ Red Hat Quay %4t Ul K AMBREG AR IR
FERLL TS E5@I Red Hat Quay legacy Ul K ATHBREH&R IR,

it
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1. 1 config.yam| 3X#+h, Hafr PERMANENTLY_DELETE_TAGS #l
RESET_CHILD_MANIFEST_EXPIRATION S#UXi&H true. #ii0 :

PERMANENTLY_DELETE_TAGS: true
RESET_CHILD_MANIFEST_EXPIRATION: true

2. £ Red Hat Quay Ul £, £ Repositories LR 8 S EMIBRNGEEINENEHEZE AT, M0
quayadmin/busybox,

3. ESMERD, Hdi Tags.

4. G IEEMERAITREBIRIE, HI test,

5. s Actions Fhi¥H, Hi%kfE Delete Tags—Delete Tag.

6. ESMERKP, il Tag History,

7. ENIMBREPRZRIR E, Bl test, ¥ Permanently Delete 25| T Delete test, 4N :

K A M BR B AR PR 2
@ RED HAT QUAY  EXPLORE  REPOSITORIE TUTORIAL +- 4
G RS & Hese &, quayadmin /busybox Yt

o Tag History

[ show Future

test wa Mon, May 22,2023 444 PM  Restoreto  SHA2s cf18919c13ls Delete test sHAzs cr18919c13150

! o
WERERKAN, FEBEH,
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% 15 3 RED HAT QUAY AUTO-PRUNING ##h

£ 15 Z RED HAT QUAY AUTO-PRUNING ##ft

Red Hat Quay B 51 T LU s B 2[RI I 4 0E B oa TR, WWIhRERTIRIBIE B M-t R ZE (A
th B EhHBR R IREHAF#%, XAk Red Hat Quay HLiSTA & @it BB EREFEFHRCHT.

B, N7 HARESE -

o BIRERETE &, X TIRE, SXFhIEREBIMBHIEREN, RIBNFERHLIER
HAMHER, ERABIFTRNIREBE L,

o ROIEAMEIE&EINE, X TIRE, EAEAETSENFSEHENAEBHNIRE (1010
X) EBIFHEMIER,

ERZHATETRE, B A Red Hat Quay K RIS 1H], FEARSHBMERGE, FrRZal ALK
BT ], BB B M BUR TR B, MEEZER, 1ES6 Red Hat Quay L [0
1&0

AP REENTN DR ZANEMHERE R ; X LLUET Red Hat Quay v2 Ul SER, thalLLEid iy
SITFRE(CLH{ER AP i s 3% & R,

15.1. B3z {TRISE R SR FOBR il

LUF S REHHBR$IE AT auto-pruning ThEE :

e {#f Red Hat Quay f44; Ul N LA AL ThRE, EBa4iEA v2 Ul IR, BEHERBhETHR
Mo

e R FOR UPDATE SKIP LOCKED SQL e S MEIBEF X ahE1T

15.2. {8 RED HAT QUAY Ul B Bz TEE

auto-pruning $KB&fEA Red Hat Quay v2 Ul i, iXeILAfEACE Red Hat Quay config.yaml #4558
B, LS RBmETEeH v2 Ul

o P {1/ Red Hat Quay {%4: UI I o3& F L ThiEE.

15.2.1. B2 & Red Hat Quay auto-pruning I &g

ol

FEALL TS EACE Red Hat Quay config.yaml 324433 F auto-pruning Zhik,

FERFH
o &7t config.yaml 3X#kthi§ FEATURE_UI_V2 i%i& 77 true.

e
e 1E Red Hat Quay config.yaml 3X#th, Zhn#1i%& FEATURE_AUTO_PRUNE If545 8
True, #l0 :
#...
FEATURE_AUTO_PRUNE: true
#...

o1


https://access.redhat.com/documentation/zh-cn/red_hat_quay/3/html-single/manage_red_hat_quay/index#garbage-collection
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15.2.2. fFA Red Hat Quay v2 Ul £ 22 7] 013 B sh18 BI SR BE
FRAUTSE, #/ Red Hat Quay v2 Ul x4 22 A B & B shiE B0 SRR,

FoRFMH
e &EJ/3M 7T FEATURE_AUTO_PRUNE Ih&E,

AR

1 RPN RBIEESR, W busybox, BIFHEXEFIFEAT auto-pruning %R, Bl :

$ podman tag docker.io/library/busybox <quay-
server.example.coms/<quayadmin>/busybox:test

$ podman tag docker.io/library/busybox <quay-
server.example.coms>/<quayadmin>/busybox:test2

$ podman tag docker.io/library/busybox <quay-
server.example.coms>/<quayadmin>/busybox:test3

$ podman tag docker.io/library/busybox <quay-
server.example.coms>/<quayadmin>/busybox:test4

2. MALTHSUANRAIBSR (M busybox) HERIEMAT auto-pruning BITEAEE :

I $ podman push <quay-server.example.coms/quayadmin/busybox:test
I $ podman push <quay-server.example.coms>/<quayadmin>/busybox:test2
I $ podman push <quay-server.example.coms/<quayadmin>/busybox:test3

I $ podman push <quay-server.example.coms/<quayadmin>/busybox:test4

w

. REZENEEEDZEEEMRE,

4. £ Red Hat Quay v2 Ul k£, ##;SHEH& ) Organizations,

ul

. RIEETE auto-pruning ThEER FBIBHFS &R, 40 test_organization,

6. Hif Settings,

N

. B Auto-Prune Policies, #i#0 :
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test_organization

Repositories Teams and membership Robot accounts Default permissions Settings

Auto Pruning Policies
General Settings

Auto-pruning policies automatically delete tags across all repositories within this organization by a given method.
Auto-Prune Policies Prune Policy - select a method to prune tags *

None -

The method used to prune tags.

8. Bl THIRMFEFFARAREE, B, BIrEE.

9. MFERBMBHNIIERHE, MABERT, XE20 MrEdhikE. £FFlh, ERENRIHRE
WEN 3.

10. =i Save, I SMIATHESIHRIEHER,

o SBRHLEMEN Tags . ARG, IREMCHIMRERIBRMIEBEAFBNER. 19
/g, auto-pruner worker RMBRRBEMBINFERSENING, EXGIR, SR
busybox:test ¥7%:, FF{RE busybox:test2. busybox:test3 1 busybox:test4 I7%,
ENRZEHBESERE, ©fili#A Red Hat Quay EHL2S, SREIENRZ HM BRI R PR BT
H, EBARPRER HIN RIBUR FERNNGEIRE. MRESER, HSH Red Hat Quay Lk [0l
1,

15.2.3. {8 Red Hat Quay API Jyép & 22 (A 0| 2 B S/ 1E BT 5k %
AT LA A Red Hat Quay AP i SRE B 6p 4 22 (8] 19 B SHE BY 3R BE,

FRFH
e #EEE config.yaml X#hi%i& BROWSER_API_CALLS_XHR_ONLY: false,

o REMIET OAuth iRl GhE,

o B & %T Red Hat Quay,

it =
1. HALLTF POST 5 A8 — M #HREE, XRISRBINA R ARTFRIIRER -

$ curl -X POST -H "Authorization: Bearer <access_token>" -H "Content-Type:

application/json" -d '{"method": "number_of tags", "value": 10}' http://<quay-
server.example.com>/api/vi/organization/<organization_names/autoprunepolicy/

HA4, BRI RIR B E RS SE VR ER AT A -

$ curl -X POST -H "Authorization: Bearer <access_token>" -H "Content-Type:
application/json" -d '{
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"method": "creation_date", "value": "7d"}' http://<quay-
server.example.com>/api/vi/organization/<organization_names/autoprunepolicy/

A
I {"uuid": "73d64f05-d587-42d9-af6d-e726a4a80d6e"}
FXBIBE SN R SRO LT EIX -

{"detail": "Policy for this namespace already exists, delete existing to create new

policy", "error_message": "Policy for this namespace already exists, delete existing to

create new policy”, "error_type': "invalid_request", "title": "invalid_request", "type":
"http://<quay-server.example.coms/api/v1i/error/invalid_request"”, "status": 400}

2. BIAL TSR EENE BB

$ curl -X GET -H "Authorization: Bearer <access_token>" http://<quay-
server.example.com>/api/vi/organization/<organization_names/autoprunepolicy/

it

{"policies": [{"uuid": "73d64f05-d587-42d9-af6d-e726a4a80d6e", "method":
"creation_date", "value": "7d"}]}
3. EA LR A LU F e S HBR B oERE R, HEE, MEREKIERE UUID,

$ curl -X DELETE -H "Authorization: Bearer <access_token>" http://<quay-
server.example.coms/api/vi/organization/<organization_names/autoprunepolicy/73d64
f05-d587-42d9-af6d-e726a4a80d6e

15.2.4. {78 API Jy 2431 Pl £ 0 44 22 Fl 0132 B 55 33 508
& eI LUEE A Red Hat Quay API i s R E TR 7 9 B ShE BS 5k

ﬁ o
Y HEU TSR /user/ KR LATE FF Red Hat Quay A F,

FeRE M
e #EBE config.yaml X#hi%i& BROWSER_API_CALLS_XHR_ONLY: false,

o REAMIET OAuth iRl GhE,

o RE & XTI Red Hat Quay,

1. ALUT POST se G I — N HRES, ZRISERSI S50 a9 H -
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$ curl -X POST -H "Authorization: Bearer <access_token>" -H "Content-Type:
application/json" -d '{"method": "number_of tags", "value": 10} http://<quay-
server.example.coms/api/vi/<users/autoprunepolicy/

it
I {"uuid": "8c03f995-ca6f-4928-b98d-d75ed8c14859"}

2. AL TS REENE BB ERE

$ curl -X GET -H "Authorization: Bearer <access_token>" http://<quay-
server.example.com>/api/vi/<users>/autoprunepolicy/8c03f995-ca6f-4928-b98d-
d75ed8c14859

FE, ETLIESE UUID:

$ curl -X GET -H "Authorization: Bearer <access_token>" http://<quay-
server.example.coms/api/vi/<users/autoprunepolicy/

it la Nl

{"policies": [{"uuid": "8c03f995-ca6{-4928-b98d-d75ed8¢c14859", "method":
"number_of_tags", "value": 10}]}

3. AL A LT e BHIERE ShEBIRRE, HER, MERREEEE UUID,

$ curl -X DELETE -H "Authorization: Bearer <access_token>" http://<quay-
server.example.com>/api/vi/<users>/autoprunepolicy/8c03f995-ca6f-4928-b98d-
d75ed8c14859

A

I {"uuid": "8c03f995-ca6f-4928-b98d-d75ed8c14859"}

15.2.5. {8 Red Hat Quay v2 Ul i 7#fi# % G 2 B 515 B SR B
AL TS, A Red Hat Quay v2 Ul i fi5FE 0IE B ShiEBI5Eng,

FeRFH

e &EJ/3M 7T FEATURE_AUTO_PRUNE Ih&E,

1. PMCASRBIER, M busybox, BIFHEXERIFA T auto-pruning BMIEfEFE, BN -

$ podman tag docker.io/library/busybox <quay-
server.example.coms/<organization_names/<repository_name>:test

$ podman tag docker.io/library/busybox <quay-
server.example.com>/<organization_names/<repository_name>:test2
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$ podman tag docker.io/library/busybox <quay-
server.example.com>/<organization_names/<repository_name>:test3

$ podman tag docker.io/library/busybox <quay-
server.example.coms/<organization_names/<repository_name>:test4

. WAL TSR RAIES (30 busybox ) HEXZFIFM T auto-pruning BIFEREFE :

$ podman push <quay-
server.example.com>/<organization_names/<repository_name>:test

$ podman push <quay-
server.example.com>/<organization_names/<repository_name>:test2

$ podman push <quay-
server.example.com>/<organization_names/<repository_name>:test3

$ podman push <quay-
server.example.coms/<organization_names/<repository_name>:test4

REENEHEPRSAENMIE,

. £ Red Hat Quay v2 Ul £, B SHEKAM Repository.

PR ER auto-pruning ThEEN AARIMAEZFR, Hl0 <

organization_name>/<repository_name>,

Hi; Settings.

¥ Repository Auto-Prune Policies,

B TR R FAR TR AR, M, EREE.

EFERBEMSNIRERHE, BAERT, XE 20 MrEdikE. B4, ERENTREHRE
WEN 3.

. mii Save, I HIIEEBIRIEEEA],

SBIRHARFEEMN Tags . EARHID, FRERCHMRERIBAAIE BT ERER. L5
/g, auto-pruner worker R FEBEMBIIMIMER SSRGS, EXFITh, e2likR
busybox:test }5%, F{%E busybox:test2. busybox:test3 #l busybox:test4 I7%,
EREHBAERGE, Bl A Red Hat Quay I RIHLES, SRETEARZ B BRATHNBR bR AR

A, Bifgbrs gt Bl I BUR F RN R E, MEBBESER, 1H5H Red Hat Quay Hiik[El

¥,

15.2.6. {1 Red Hat Quay API J 771 01/ B 5h1E 53 5B
#ERI LA A Red Hat Quay API i s SR E B2 i 80 B S B BE SRR,

FoRFMH
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o R 1x config.yaml 3X#kHi%i& BROWSER_API_CALLS_ XHR_ONLY: false,
o EEMET OAuth ViRl 5,

o EE & XTI Red Hat Quay,

1. HALUT POST se B I — RS, ZRESRBIH P RIFHIREE

$ curl -X POST -H "Authorization: Bearer <access_token>" -H "Content-Type:
application/json" -d '{"'method": "number_of tags","value": 2} http://<quay-
server.example.coms/api/vi/repository/<organization_names/<repository _names/auto
prunepolicy/

A4, SR IR B H R R il R B T 1

$ curl -X POST -H "Authorization: Bearer <access_token>" -H "Content-Type:
application/json" -d '{"'method": "creation_date", "value": "7d"}' http://<quay-
server.example.com>/api/v1/repository/<organization_names/<repository_names/auto
prunepolicy/

iyl
I {"uuid": "ce2bdcc0-ced2-4a1a-ac36-78a9c1bed8c7"}
ZiI RS R RR O LU TR

{"detail": "Policy for this namespace already exists, delete existing to create new
policy", "error_message": "Policy for this namespace already exists, delete existing to
create new policy”, "error_type': "invalid_request", "title": "invalid_request", "type":
"http://quay-server.example.com/api/v1i/errot/invalid_request", "status": 400}

2. AT LRERNBHESHRE -

$ curl -X GET -H "Authorization: Bearer <access_token>" http://<quay-
server.example.com>/api/v1/repository/<organization_names/<repository_names/auto
prunepolicy/

&, EaLIE& UUID :

$ curl -X GET -H "Authorization: Bearer <access_token>" http://<quay-
server.example.com>/api/v1/repository/<organization_names/<repository_names/auto
prunepolicy/ce2bdcc0-ced2-4ala-ac36-78a9c1bed8c7

it

{"policies": [{"uuid": "ce2bdcc0-ced2-4al1a-ac36-78a9c1bed8c7", "method":
"number_of_tags", "value": 10}]}

3. BRI A LU T en S IHBR B ShE SRR, HER, MBRSREEFEE UUID,
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$ curl -X DELETE -H "Authorization: Bearer <access_token>" http://<quay-
server.example.com>/api/v1/repository/<organization_names/<repository_names/auto
prunepolicy/ce2bdcc0-ced2-4aia-ac36-78a9c1bed8c7

it

I {"uuid": "ce2bdcc0-ced2-4a1a-ac36-78a9c1bed8c7"}

15.2.7. [ API I P 1IEF 1% L 02 B o85S 5REE

=l LLfEF Red Hat Quay APl ims AIERA A K EBEME LN B IHERRIE, REEMER
£ admin 1%

FRFM

e {EBE config.yaml 4% BROWSER_API_CALLS_XHR_ONLY: false.
o IRBAIET OAuth il SR,
o B & XTI Red Hat Quay,

o HEEIHHAIERIMNEEZE_LEA admin HBR,
i =
1. BIALLT POST a5 BB — N HekBg, XSRBRERS! %A1 AR -
$ curl -X POST -H "Authorization: Bearer <access_token>" -H "Content-Type:
application/json" -d '{"method": "number_of _tags","value": 2} http://<quay-

server.example.coms/api/vi/repository/<user_accounts/<user_repository>/autoprunep
olicy/

it la Nl
I {"uuid": "7726f79c-cbc7-490e-98dd-becdcé6fefce7"}

2. WAL TR EEN B 5)EBI5HRNS -

$ curl -X GET -H "Authorization: Bearer <access_token>" http://<quay-
server.example.coms/api/vi/repository/<user_accounts/<user_repository>/autoprunep
olicy/

HE, EIJLLIES UUID :

$ curl -X GET -H "Authorization: Bearer <access_token>" http://<quay-
server.example.coms/api/vi/repository/<user_account>/<user_repository>/autoprunep
olicy/7726f79c-cbc7-490e-98dd-becdc6fefce7

it Nl

{"policies": [{"uuid": "7726f79c-cbc7-490e-98dd-becdc6fefce7"”, "method":
"number_of_tags", "value: 2}]}
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3. AL A LT e S HIERE ShEBIRNE, HER, MERREEEE UUID,

$ curl -X DELETE -H "Authorization: Bearer <access_token>" http://<quay-
server.example.coms/api/vi/user/autoprunepolicy/7726f79c-cbc7-490e-98dd-
becdc6fefce7

A

I {"uuid": "7726f79c-cbc7-490e-98dd-becdc6fefce7"}
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25 16 = GEO-REPLICATION

[ S
% T=
e .
(™ w

QX

Bail, I1BM Power £3%¥F geo-replication ZhagE,

WS HARVFS N HE S HH Red Hat Quay BBEME Pz A BIABSEE I A registry THF, ©
BERBTEZBES 7 Red Hat Quay IEPRHEX N IME. BERBEREARSEN, HiEE
IR R, FABFREEM,

TEIRITH] Operator FBE P FFEREH geo-replication B Red Hat Quay,

16.1. iz & HIThEE

BLi& geo-replication J, BIRHEHEEIFE AX Red Hat Quay LA EEEFEBIE, X@ER
X 35 P i B B A2 1 P i

R E, GERBERTERSEHBIHMEMHEDIZE.
SHENRATLURE, EIfTUEFRNEFEE R,

BB (pull) FHA 2 6 A SR B9 o] (8 1 ZE Sk iR K AL R AR RE.
MREFLZBTER, WIHE R S .

16.2. #high & & F 5k F1 PR )

100

S FI%ES, Red Hat Quay B3R XEEB ol LUSIRAI B A A Hth KBS REFRH, X
R AT AR A HoAth X 8517,

MRS Bl SN REFHERGIKY, %8R8 Red Hat Quay BBERJI#HXH, LMER
Fin£RBNEEEHRECRATEAREFHRENBRIER, BN, FrimfhaRlhEHEx
%MO

Red Hat Quay Z B REBBAERIN KEHRENEERSHTAYL., AP UskEE—1T£R/N
g3 (LB), UEESHARENERIR, HREFFHFRKSEERHIF RN R,

ERE geo-replication BPEHRE, B4 /health/endtoend checkpoint, ZEESRATF
2EERELE, B4 JER health/endtoend i FHIECEEER, /health/instance i s (UK
BRI HIEERRR,

MR—DISRES REHERSATA, MEHRIERFREE B EERRIRRNEFHERSIHR

5o

WP (geo-replication) BRF M, MR—PNMRKAEK, NEFMA LA R REFHE
RO, BEXUEHSRA S HBRRGROBERE X,

PAREEE (HIAATBIEMN Red Hat Quay BdiE) ERTAREZAIHE,
WESHAREREBYEE. NREISH, SR T HESHTHEERN Red Hat Quay AT 5
— AN BUEEE,

BA Redis ZFHEEA Red Hat Quay KB R HE, [EALAHEMA Red Hat Quay pod i,



% 16 3= GEO-REPLICATION

o SELHERNRRERN ZEMAKIEEFER, BEFHERERA, ZEEthaLIER
QUAY_DISTRIBUTED_STORAGE_PREFERENCE I 2 E.

o HESHIBESIMEKEPIXNREME. SFEATEMBEHE.

o BANXEMEEE Y FEN KPS FHESIE, ITE—TRSRE.

o ZHH, WLEAFHMAERED,

o BAEifEE (MFTA blob) MAIWEH, #HR, FHEEEETLRVEFHENES,

® FiA Red Hat Quay LB MAZMERANAOR, BEEL N EHIGEHS.

® FiA Red Hat Quay EfIE RS AHERNBRAI RS, BhelfEEmiEHPiE L

o HIPS HERMEM Clair BAB%iE N unmanaged., FEZE Clair BiE/F 1 Red Hat Quay
Operator fEMIIR S FIEAEEh T 4F, HFHZ 4 Red Hat Quay Operator S2flis % 5 R —HUIR EE
5. MEBEZER, HSHEH Clair BiE&.

® geo-Replication FE SSL/TLS ik FM#EH. MEEZEL, HSHEEH SSL/TLS £77%l Red
Hat Quay B9:%#E,

MBITTEMR ERER, ENZFEARDTFRB Red Hat Quay 388, HAIAEMES&RIEE.

16.2.1. 1T Red Hat Quay /& B FEE
FEALL TS B Red Hat Quay LS REHESHI.

AR
1. B config.yaml 3, FHASEEHBIRNEFHESIZE. ELF5HMAEEGRANEFMHESIE :

#...
FEATURE_STORAGE_REPLICATION: true
#...
DISTRIBUTED_STORAGE_CONFIG:
usstorage:
- RHOCSStorage
- access_key: <access_key>
bucket_name: <example_bucket>
hostname: my.noobaa.hostname
is_secure: false
port: "443"
secret_key: <secret_key>
storage_path: /datastorage/registry
eustorage:
- S3Storage
- host: s3.amazon.com
port: "443"
s3_access_key: <access_key>
s3_bucket: <example bucket>
s3_secret_key: <secret_key>
storage_path: /datastorage/registry
DISTRIBUTED_STORAGE_DEFAULT_LOCATIONS:[]
DISTRIBUTED_STORAGE_PREFERENCE:
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- usstorage
- eustorage
#...

2. "%, MRRENMARGENEIMAEEIMESIZE, EabhldFihkE
DISTRIBUTED STORAGE_DEFAULT LOCATIONS %5 S HIRIFH#EBIZE, XaifE
EREREHEZEMESIZE. fm :

#...
DISTRIBUTED_STORAGE_DEFAULT_LOCATIONS:
- usstorage

- eustorage
#..

% -
- BEAS T REREH, HECRINE Quay i,

3. RIS H BN iEHS A Replicate BIFMBIE &, ELJEMARFHRARSIAGEER
B, EMEX—=, ERIUETUTARAERSEPIIT -

I $ podman exec -it <container_id>
4. BEFIFEHERSAST, HHALTSHS

I # scl enable python27 bash

I # python -m util.backfillreplication

% -
' X ER S REN—RIEEE.

16.2.2. E M EIETZ4T Red Hat Quay
1. ¥ config.yaml E#IFLZ4T Red Hat Quay BB LR

2. FEMEEPNEFIEG, FRANSZTHRIENEEEHSIZERN
QUAY_DISTRIBUTED_STORAGE_PREFERENCE MR &£,

i, *FERMZTHHE, EHEHE $QUAY/config MECE B X :

$ sudo podman run -d --rm -p 80:8080 -p 443:8443 \
--name=quay \
-v $QUAY/config:/conf/stack:Z \
-e QUAY_DISTRIBUTED_STORAGE_PREFERENCE=europestorage \
registry.redhat.io/quay/quay-rhel8:v3.11.1

%% o
EEMIMELEHMIS config EilkAE XM Location ID A FRILHED,
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3. E/Gfif Red Hat Quay &23

16.2.3. M¥HIIBY Red Hat Quay ZRZE A fitifRith 2 & Hl ik =

nL

W IRIRLLTRE, Red Hat Quay B 51 ol LA BRith R &2 & Hh 34 =

SERFEH
o f&BE N Red Hat Quay geo-replication BBEE V' Hi b, i usstorage Fleustorage.

o BNMREBAHCNAY. FHENBERINE.

AR
1 BT TS, EMAEEXHISRFRY Blob :

7y
I $ python -m util.backfillreplication

Digk

==
[=]

£ M Red Hat Quay config.yam| XX ¥ hiltiBRE &SI i, EXAHHER FRE
Blob #EFTAE XMt RIAIRY, FAKSHRMFaI, HERRILS IR,

2. 1t usstorage M Red Hat Quayconfig.yaml 3x#keh, JlHER eustorage it s
DISTRIBUTED_STORAGE_CONFIG %&H.

3. KA TS RIUEEZTRERIIK -

I $ podman ps

I
CONTAINER ID IMAGE COMMAND
CREATED STATUS PORTS NAMES
92¢5321cde38 registry.redhat.io/rhel8/redis-5:1 run-redis 11
daysago Up11daysago 0.0.0.0:6379->6379/tcp redis
4e6d1ecd3811 registry.redhat.io/rhel8/postgresql-13:1-109 run-

postgresql 33 seconds ago Up 34 seconds ago 0.0.0.0:5432->5432/tcp
postgresql-quay

d2eadac74fda registry-proxy.engineering.redhat.com/rh-osbs/quay-quay-rhel8:v3.9.0-

131 registry 4 seconds ago Up 4 seconds ago 0.0.0.0:80->8080/tcp, 0.0.0.0:443-
>8443/tcp quay

4. I ALL TS TE PostgreSQL B2RAHIT shell :
I $ podman exec -it postgresql-quay -- /bin/bash

5. BT8GR A psql :
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I bash-4.4$ psql

6. B ALL RS TE geo-replicated EREH B RIh =TI :

I quay=# select * from imagestoragelocation;
I

id | name

-

1 | usstorage
2 | eustorage

7. MIALLT 43R postgres CLI LAEHHii A bash-4.4 :

E

8. B ALL T AAMER eustorage 4% :

- o
TR TR, TREEA,

I bash-4.4$ python -m util.removelocation eustorage
I

WARNING: This is a destructive operation. Are you sure you want to remove
eustorage from your storage locations? [y/n] y

Deleted placement 30

Deleted placement 31

Deleted placement 32

Deleted placement 33

Deleted location eustorage

16.2.4. £ OpenShift Container Platform Fi% & #hIE &
{FERALLT S BAE OpenShift Container Platform L% BER S #l,

ff

L=

S

1. 4 Red Hat Quay &B3& postgres L4,

2. BIALLT e R ERBIBIRRE -

I psql -U <username> -h <hostname> -p <port> -d <database_name>

3. 4 Red Hat Quay 8% quay BMEIERE. Bl -

I CREATE DATABASE quay;
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4. EBEEPRSA pg_trm B

\c quay;
CREATE EXTENSION IF NOT EXISTS pg_trgm;
5. ¥BE Redis LH :

o MREMHNFEABCHIRS, WERE Redis LHIMERLFH.

o HRR{EMA Builders, NFEEZIRE Redis LEH,

a. 1 Redis SREEHHL

o

BUF AT LAMIZ1T Red Hat Quay BB RS

. AT O 6379/TCP

(@]

o

. EEBIRLZETT Redis

sudo dnf install -y podman
podman run -d --name redis -p 6379:6379 redis

6. BIBMAN REERR, STEH . BEEBRT, —MHREMBFEBEE—THE. &
B, i— T REERTAIRERE.

7. ERAMREEESRRERAHRRERATNER, UEHENREHERSE LIE R,
8. EEMBIERLOVERRME—AOR,

16.2.4.1. £ OpenShift Container Platform £/ Red Hat Quay B2i& geo-replication

R TS %N OpenShift Container Platform £ Red Hat Quay BZi& geo-replication,

it =

1. BIBTEERE R EM config.yaml 3. It config.yaml SXHEEEE W PostgreSQL. Redis 1
FhiE R -

geo-replication config.yaml 344

SERVER_HOSTNAME: <georep.quayteam.org or any other name> ﬂ
DB_CONNECTION_ARGS:

autorollback: true

threadlocals: true
DB_URI: postgresql://postgres:password@10.19.0.1:5432/quay 9
BUILDLOGS_REDIS:

host: 10.19.0.2

port: 6379
USER_EVENTS_REDIS:

host: 10.19.0.2

port: 6379
DATABASE_SECRET_KEY: 0ce4f796-c295-415b-bf9d-b315114704b8
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DISTRIBUTED_STORAGE_CONFIG:
usstorage:
- GoogleCloudStorage
- access_key: GOOGQGPGVMASAAMQABCDEFG
bucket_name: georep-test-bucket-0
secret_key: AYWfEaxX/u84XRA2vUX5C987654321
storage_path: /quaygcp
eustorage:
- GoogleCloudStorage
- access_key: GOOGQGPGVMASAAMQWERTYUIOP
bucket_name: georep-test-bucket-1
secret_key: AYWfEaxX/u84XRA2vUX5Cuj12345678
storage_path: /quaygcp
DISTRIBUTED_STORAGE_DEFAULT_LOCATIONS:
- usstorage
- eustorage
DISTRIBUTED_STORAGE_PREFERENCE:
- usstorage
- eustorage
FEATURE_STORAGE_REPLICATION: true

Q WA IERSR SERVER_HOSTNAME AF i, #AMGIS LB AESEHSRNENGT
(W8

e EFRfEA OpenShift Container Platform Operator Z3EH# Clair LHINEEXH, FS
54 K:5& Clair BeiB.

2. IB{TLA T a5 3k fIE configBundleSecret :

I $ oc create secret generic --from-file config.yaml=./config.yaml georep-config-bundle

3. EE1TSEED, XE configBundleSecret, F{EH
QUAY_DISTRIBUTED_STORAGE_PREFERENCE 52 & % &= KA B iZ R B BN 105, Bl
m -

PN ERZ Z A8 config.yam| SXH-ERABIPCRG, MR —NEREAITEY, &
EA— T EHPENE,

=

EE%E QuayRegistry <l

apiVersion: quay.redhat.com/v1
kind: QuayRegistry
metadata:
name: example-registry
namespace: quay-enterprise
spec:
configBundleSecret: georep-config-bundle
components:
- kind: objectstorage
managed: false
- kind: route
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managed: true
- kind: tls
managed: false
- kind: postgres
managed: false
- kind: clairpostgres
managed: false
- kind: redis
managed: false
- kind: quay
managed: true
overrides:
env:
- name: QUAY_DISTRIBUTED_STORAGE_PREFERENCE
value: usstorage
- kind: mirror
managed: true
overrides:
env:
- name: QUAY_DISTRIBUTED_STORAGE_PREFERENCE
value: usstorage

pa -

HHE$, MBESER, HSHECE TLS MEKH,

BRMESEEE

apiVersion: quay.redhat.com/v1
kind: QuayRegistry
metadata:
name: example-registry
namespace: quay-enterprise
spec:
configBundleSecret: georep-config-bundle
components:
- kind: objectstorage
managed: false
- kind: route
managed: true
- kind: tls
managed: false
- kind: postgres
managed: false
- kind: clairpostgres
managed: false
- kind: redis
managed: false
- kind: quay
managed: true
overrides:
env:
- name: QUAY_DISTRIBUTED_STORAGE_PREFERENCE
value: eustorage

% 16 3= GEO-REPLICATION

B9 SSL/TLS RHREMN, FHHBHKEE, AUELIERERAAIhERER
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Red Hat Quay 3.11 £ Red Hat Quay

- kind: mirror
managed: true
overrides:
env:
- name: QUAY_DISTRIBUTED_STORAGE_PREFERENCE

value: eustorage

i

Rh SSL/TLS RIZEM, FHFHABMBHEEE, mliEysiaiEiRgadhEiEiR
#HEH, MERZER, HSHEE TLS MkH,

]

16.2.5. M OpenShift Container Platform #ZE 8] Red Hat Quay Al BRI1IE S il ik 5=
W IRBLLTRTE, Red Hat Quay B 51 o] LUIBR bR & 1% & Hh A93h =,

SeRFH
o B &I OpenShift Container Platform,

o fRE N Red Hat Quay geo-replication EBEEE B s, 0 usstorage # eustorage,
o FBNSMAEBCHAL. FHENMREIRS.

T
1. BT T4, TEFAE XML (A Blob :

I $ python -m util.backfillreplication

gk

&
1EM Red Hat Quay config.yaml X#+iBrEF &SI a1, EX5HAR FiE
Blob T & X Bk s EI R,

BTl d s, SAIESH worker RIS HIEL., MEFESESHN
Blob, A %:REIESHIK Blob B UUID, MREEZ XizfTilk®4%, FHHE
BHAMRE AZE, XHFEHRESFHTECEN ; XEKREXEHEHIH
THEBA, TEAREEIRVERI, BFMIZEERELM judgement, R4 BRI ]
SHBUATFRNEIR Blob H 2,

FHH, EaLUE A Microsoft Azure EE=A=T BB ERLS RS,

HERSHRIFRT, WIITERUILES IR,

2. {3t usstorage M Red Hat Quayconfig.yaml 3x#keh, JlHER eustorage it s
DISTRIBUTED_STORAGE_CONFIG %H.

3. WAL T aaiRA#ERN Quay M AR pod :
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% 16 3= GEO-REPLICATION

I $ oc get pod -n <quay_namespace>
R

quay390usstorage-quay-app-5779ddc886-2drh2
quay390eustorage-quay-app-66969cd859-n2ssm

4. BiALL T4 1E usstorage pod FITFHIRZH shell &1F :
I $ oc rsh quay390usstorage-quay-app-5779ddc886-2drh2
5. WIALLTF e Hk AMIBR eustorage 5% :

BE
TR TR, FEEEA,

I sh-4.4$ python -m util.removelocation eustorage
it N |

WARNING: This is a destructive operation. Are you sure you want to remove
eustorage from your storage locations? [y/n] y

Deleted placement 30

Deleted placement 31

Deleted placement 32

Deleted placement 33

Deleted location eustorage

16.3. I E HIFNE S 71
Red Hat Quay geo-replication XFHEARRMZ NSRBI, S, ELAHIRHEH AWS S3 FEHE
KRB Ceph i, X582 F XA Red Hat Quay Pod HISEEETT sx h AT A 720 IR iR A9 17 [a] A5 BR A9 % 52t
Tk, Ak, BUUEFEHALTAHRS :

e VPN LIBhIE SR AT tE, st

e f¥Fiilv] Red Hat Quay i B E 5 HE R 5 hext

X5 Red Hat Quay AR RLHIRT LAY RINEREHE, ERSSHBNE. KRR ACL, M
REZE2EK,

MPETELIX R 2ElE, NRFBBEHINAEN Red Hat Quay registry, FFEREMESRIEN
R S I ERER.
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B17 EERIIHEBEBFEHDMIRE RED HAT QUAY
FRAXTHRHNRBERTIPEPEDHKRE Red Hat Quay,

17.1. &3% : 4 RED HAT QUAY j& B Ri&E
#3114 Red Hat Quay ERE/S A REHER, EalLIEE registry B9#{E. Red Hat Quay E¥E 5 eI LS A
RIS KR BN registry WB AR, XAEBTHERIETEY, BEATFEORRKXEE, FHiREx

registry BIEMENMEN, T AIEBIEH{R Red Hat Quay registry {RIFIELAIRE, FEorftm R 6tE
{%o

SeRFMH
o MMRMEMEA Red Hat Enterprise Linux (RHEL) 7.x :

o fRBJ3R T Red Hat Software Collections List (RHSCL),
o B%% Python 3.6,
o fRBTFHET virtualenv {2,
o B&REgitCLI,
o MNRFE{FEMH Red Hat Enterprise Linux (RHEL) 8 :
o RBIENER L%RE Python 3,
o B T#H T python3-virtualenv #X#4-a,
o B&REgitCLI,

o RESERR T https:/github.com/quay/quay.git FH B,

17.1.1. y¥R3I Red Hat Quay | 2RSS 23%H

Red Hat Quay RSB S EMAMRE, IERFIATEZECRHNIER, MiFREAES&K. &
K. FEVIHE,

it
1. MREK Red Hat Quay registry Bl f, #&BILAE Quay registry BasP R IR S #H.
a. MIALLT@RSTE Quay ZERERBTHALT :

I $ podman exec quay python3 tools/generatekeypair.py quay-readonly

2. MREM Red Hat Quay ReJ, BT AR 4 B RIIR 55 2 5.
a. ¥t¥| Red Hat Quay SBEBMB X%, HEZBFRMIE—TEMNNE :

I $ cd <$QUAY>/quay && virtualenv -v venv
b. HALLTF e misUE EIAE -

I $ source venv/bin/activate
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c. Ak, MREALRFZpipCLITE :
I $ venv/bin/pip install --upgrade pip

d. £ Red Hat Quay B3k, flIBE—/13&LLTFTREM requirements-generatekeys.txt X :
$ cat << EOF > requirements-generatekeys.txt
cryptography==3.4.7
pycparser==2.19
pycryptodome==3.9.4
pycryptodomex==3.9.4
pyjwkest==1.4.2
PyJWT==1.7.1

Authlib==1.0.0a2
EOF

e. IALL TS RE requirements-generatekeys.txt X#-HE X8 Python #Kisi

I $ venv/bin/pip install -r requirements-generatekeys.txt

f. BALUT a5k QBB INIRS B -

$ PYTHONPATH-=. venv/bin/python
/<path_to_cloned_repo>/tools/generatekeypair.py quay-readonly

i

Writing public key to quay-readonly.jwk
Writing key ID to quay-readonly.kid
Writing private key to quay-readonly.pem

g. BALT e SEUHBUEEMIAE

I $ deactivate
17.1.2. S BHRIE PostgreSQL HiEE
FRUTHENRSEHRME PostgreSQL BUEEH,

FRFH
o EEBIRTIRFSEY,

1. BIALLT a5 A Red Hat Quay BUEEIAES -
I $ podman exec -it postgresql-quay psql -U postgres -d quay

2. Wi ALL T @4 B servicekeyapproval B9HE X R X &5 -

m
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I quay=# select * from servicekeyapproval;
Rt B

id | approver_id | approval_type | approved_date | notes

1| | ServiceKeyApprovalType.AUTOMATIC | 2024-05-07 03:47:48.181347 |
2] | ServiceKeyApprovalType.AUTOMATIC | 2024-05-07 03:47:55.808087 |
3] | ServiceKeyApprovalType.AUTOMATIC | 2024-05-07 03:49:04.27095 |
4| | ServiceKeyApprovalType.AUTOMATIC | 2024-05-07 03:49:05.46235 |
5] 1 | ServiceKeyApprovalType.SUPERUSER | 2024-05-07 04:05:10.296796 |

3. BALTEN, HRSBEHRMBIER Red Hat Quay BEFE S :

quay=# INSERT INTO servicekey
(name, service, metadata, kid, jwk, created_date, expiration_date)
VALUES ('quay-readonly’,
'quay’,
Y,
'{<contents_of .kid_file>}',
'{<contents_of_.jwk_file>}',
'{<created_date_of_read-only>}',
'{<expiration_date_of_read-only>}');

i =Bl
I INSERT 0 1

4. BTk, BRAUTEWRIMEFILA

quay=# INSERT INTO servicekeyapproval (‘approval_type’, 'approved_date’, 'notes’)
VALUES ("ServiceKeyApprovalType.SUPERUSER", "CURRENT_DATE",
{include_notes_here_on_why this_is_being_added});
LTl N
I INSERT 0 1

5. IR E{THE approval_id FEE N BIBMARSS BHIHL AR id B, ERILUER
LUF SELECT i& AR IREUHE/ ID :

UPDATE servicekey

SET approval_id = (SELECT id FROM servicekeyapproval WHERE approval_type =
'ServiceKeyApprovalType.SUPERUSER’)

WHERE name = 'quay-readonly’;

I UPDATE 1

17.1.3. HH3IT Red Hat Quay Ft & R 1EE
EOE T IRSHBHAIRME PostgreSQL BUiEE R, EBHIAEMIIEE LEE Quay BER.
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SEREH
o MBAIETIRSEH, HFMEiARmE PostgreSQL BIBZEH,

it
1. KRB EMHL LA Red Hat Quay SEfl, 4N :

I $ podman stop <quay_container_name_on_virtual_machine_a>

I $ podman stop <quay_container_name_on_virtual_machine_b>

2. WALLF 54 quay-readonly.kid XA H] quay-readonly.pem X#EHIZIE & Red Hat
Quay BeEfF AR E K :

I $ cp quay-readonly.kid quay-readonly.pem $Quay/config

3. BA LT e SR E IR 304K R BOPR A ST i iE ST R -

I $ setfacl -m user:1001:rw $Quay/config/*

4. & Red Hat Quay config.yaml X#FHHRMUTER -

# ...
REGISTRY_STATE: readonly

INSTANCE_SERVICE_KEY_KID_LOCATION: 'conf/stack/quay-readonly.kid'
INSTANCE_SERVICE_KEY_LOCATION: 'conf/stack/quay-readonly.pem’

# ...

5. fFHEERI D %X BIFFE Red Hat Quay SEfl,

6. BIALLTa4/55) Red Hat Quay :

$ podman run -d --rm -p 80:8080 -p 443:8443 \
--name=quay-main-app \
-v $QUAY/config:/conf/stack:Z \
-v $QUAY/storage:/datastorage:Z \
{productrepo}/{quayimage}:{productminv}

7. Ja5 Red Hat Quay g, #ZEBEHIhRNEERR SAIAS Red Hat Quay LRIHERIZTT, HEX
NARYE, FHBERGCT 405 Hik, EALLETUA T aaENIKE -

I $ podman push <quay-server.example.coms>/quayadmin/busybox:test
LTl e

613be09ab3c0: Preparing
denied: System is currently read-only. Pulls will succeed but all write operations are
currently suspended.

EREEX THEMA Red Hat Quay #8338, ErlLIRLME registry BIREHHITIC IRV, W0
#HIAHRE .,
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8. Ak, SERRIEEKXE, HALLET M config.yaml X4 TE SRR BIEERE, &
Ja, EJ3 Red Hat Quay #E :

# ...
REGISTRY_STATE: readonly

INSTANCE_SERVICE_KEY_KID_LOCATION: 'conf/stack/quay-readonly.kid’
INSTANCE_SERVICE_KEY_LOCATION: 'conf/stack/quay-readonly.pem’

# ...

I $ podman restart <container_id>

17.1.4. 37 Rz 2R [A]

Red Hat Quay read-only #2431 I8, HEZBEIEANER, EFASHG, sTLUESIEE
REHES AR R, EREHEHEH, SR E©RR L% Red Hat Quay production B, H 4 H
LUF##) -

I quay=# UPDATE servicekey SET expiration_date = 'new-date' WHERE id = servicekey_id;
A LLGE T LA B SRIKENR S5 B HH 1D 5k -

I SELECT id, name, expiration_date FROM servicekey;

17.2. IEMITERE F 519 RED HAT QUAY
i T e EMI SR E B O] Red Hat Quay #142,

it 3
1. BIE—ME %43 B3, M quay-backup :
I $ mkdir /tmp/quay-backup
2. LFRHIes RS Red Hat Quay [BEIRIAE X, #I0 /opt/quay-install :

$ podman run --name quay-app \
-v /opt/quay-install/config:/conf/stack:Z \
-v /opt/quay-install/storage:/datastorage:Z \
registry.redhat.io/quay/quay-rhel8:v3.11.1

ZAUTRS, HASEESTIAIRAMN conf/stack WE%, Ml/opt/quay-install :
I $ cd /opt/quay-install
3. B ALL TS Red Hat Quay SPBMINAE4EF quay-backup B HEFRH -
I $ tar cvf /timp/quay-backup/quay-backup.tar.gz *
R -

I config.yaml
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config.yaml.bak
extra_ca_certs/
extra_ca_certs/ca.crt
ssl.cert

ssl.key

4. SALL TS & Quay BaRRSS :
$ podman inspect quay-app | jq -r '.[0].Config.CreateCommand | .[]' | paste -s -d ' ' -

/usr/bin/podman run --name quay-app \

-v /opt/quay-install/config:/conf/stack:Z \

-v /opt/quay-install/storage:/datastorage:Z \
registry.redhat.io/quay/quay-rhel8:v3.11.1

5. WA LLF 4 ¥F conf/stack/config.yaml XN A E E MENINN quay-config.yaml 3 -

$ podman exec -it quay cat /conf/stack/config.yaml > /tmp/quay-backup/quay-
config.yaml

6. Fi ALLTF a5 KA F A quay-config.yaml 989 DB_URI :
I $ grep DB_URI /tmp/quay-backup/quay-config.yaml
R -

I $ postgresql://<username>:test123@172.24.10.50/quay

7. BIALLTF 5T PostgreSQL RIAIRINEIFD .sql X MmN &2 B & -

$ pg_dump -h 172.24.10.50 -p 5432 -d quay -U <username> -W -O > /tmp/quay-
backup/quay-backup.sq|l

8. WAL A4t DISTRIBUTED STORAGE_CONFIG MR :

DISTRIBUTED_STORAGE_CONFIG:

default:

- S3Storage

- s3_bucket: <bucket_name>
storage_path: /registry
s3_access_key: <s3_access_key>
s3_secret_key: <s3_secret_key>
host: <host_name>

9. {HAIEE 7 $hIKEN access_key Eif 51 AWS_ACCESS_KEY_ID :

I $ export AWS_ACCESS_KEY_ID=<access_key>

10. {HFESE 7 $hIKERE secret_key 5:H! AWS_SECRET_ACCESS_KEY :

I $ export AWS_SECRET_ACCESS_KEY=<secret_key>
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1. quay FhgHRES kB &K DISTRIBUTED _STORAGE_CONFIG K hostname )
/tmp/quay-backup/blob-backup/ B3 :

I $ aws s3 sync s3://<bucket_name> /tmp/quay-backup/blob-backup/ --source-region
us-east-2

LT N

download:
s3://<user_name>/registry/sha256/9¢/9¢3181779a868e09698b567a3c42f3744584ddb1398efe?2
c4ba569a99b823f7a to
registry/sha256/9¢/9¢3181779a868e09698b567a3c42f3744584ddb1398efe2c4ba569a99b823f
7a

download:
s3://<user_name>/registry/sha256/e9/e9¢c5463f15f0fd62df3898b36ace8d15386a6813ffb470f33
2698ecb34af5b0d to
registry/sha256/e9/e9c5463f15f0fd62df3898b36ace8d15386a6813ffb470f332698echb34af5b0d

BUURERY quay EFiEREBMER quay-config.yaml 3X#, B hEaSHEER. quay-config.yaml 3
HAraELK, BANBIHE quay-backup.tar.gz SRR,

17.3. EHIIEREEF Pk E RED HAT QUAY
ISR RGR T I A7EMST R E bk E Red Hat Quay,

FREZFH
o EE%2 T Red Hat Quay I E,

ik 3
. SIB—1 A%, e EHEHEZ Red Hat Quay B23IM /conf/stack :

I $ mkdir /opt/new-quay-install

2. F99E BT ERE L& 17 Red Hat Quay R AIEMIGH & 47 B XA B S TS 14 P oZM new-
quay-install1 B3k :

I $ cp /tmp/quay-backup/quay-backup.tar.gz /opt/new-quay-install/
3. BIALL T4 A new-quay-install B3 :

I $ cd /opt/new-quay-install/
4. 2 Red Hat Quay B RXHAZE :

I $ tar xvf /timp/quay-backup/quay-backup.tar.gz *

el -

config.yaml
config.yaml.bak
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extra_ca_certs/
extra_ca_certs/ca.crt
ssl.cert

ssl.key

HIALLT 65 M2 config.yaml 3t #krh &M DB_URI :
I $ grep DB_URI config.yaml

B -

I postgresql://<username>:test123@172.24.10.50/quay
BT TSI A PostgreSQL BUEERS 28 -

I $ sudo postgres

A psql 3£ 172.24.10.50 hOIB—MHBIRE, LUKE quay BdER:, Himn
example_restore_registry_quay_database, iHH AL TS :

$ psql "host=172.24.10.50 port=5432 dbname=postgres user=<username>
password=test123"
postgres=> CREATE DATABASE example_restore_registry_quay_database;

el -

I CREATE DATABASE

BT T e SR BRI BUEE -

I postgres=# \c "example-restore-registry-quay-database";
e -

You are now connected to database "example-restore-registry-quay-database” as user
"postgres".

TR 4S, NIER Quay BURFEGIER— pg_trmg I & -

B
I example_restore_registry_quay_database=> CREATE EXTENSION IF NOT EXISTS
pg_trgm;

I CREATE EXTENSION

. BIALL TR postgres CLI :

| o

BT S, HEEEES S ARERHBIEES
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$ psql "host=172.24.10.50 port=5432
dbname=example_restore_registry_quay_database user=<username>
password=test123" -W < /tmp/quay-backup/quay-backup.sql

i Rpl -

SET
SET
SET
SET
SET

1E£E /5 Red Hat Quay #8&HiI, ¥ config.yaml f1f DB_URI #9{&
Mpostgresql:/<usernames:test123@172.24.10.50/quay SBEHrEl
postgresql://<username>:test123@172.24.10.50/example-restore-registry-quay-
database.

DB_URI #3\/ DB_ URI postgresql:/<login_user_names>:
<login_user_password>@<postgresql_host>/<quay_database>, HIRIEZEM
— PostgreSQL BR%52338 FI5 —1" PostgreSQL fR$535, 1HRINEH <
login_user_name>. <login_user_password> fl <postgresql_host > BI{H,

12. £ /opt/new-quay-install B, THIDISTRIBUTED_STORAGE_CONFIG i alAZ :
I $ cat config.yaml | grep DISTRIBUTED_STORAGE_CONFIG -A10
R -

DISTRIBUTED_STORAGE_CONFIG:
default:
DISTRIBUTED_STORAGE_CONFIG:
default:
- S3Storage
- s3_bucket: <bucket_name>
storage_path: /registry
s3_access_key: <s3_access_key>
s3_secret_key: <s3_secret_key>
host: <host_name>

£E/3 Red Hat Quay #83& i, W JEH /opt/new-quay-install iy
DISTRIBUTED _STORAGE_CONFIG,

13. fEFTESE 13 £ iU access_key K5 H AWS_ACCESS KEY_ID :
I $ export AWS_ACCESS_KEY_ID=<access_key>
14, {FRATEEE 13 P HIKIM secret_key S5:Hf AWS_SECRET_ACCESS_KEY :

I $ export AWS_SECRET_ACCESS_KEY=<secret_key>
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WA LU 6p 5 O EHT <3 7% -

I $ aws s3 mb s3://<new_bucket_name> --region us-east-2
e -

I $ make_bucket: quay

WMALL TR Blob LZBIFRAY s3 FiEH :

$ aws s3 sync --no-verify-ssl \
--endpoint-url <example_endpoint_url> ﬂ
/tmp/quay-backup/blob-backup/. s3://quay/

ﬂ E&PH%ERI, Red Hat Quay registry ¥ims s ZitER,

LN

upload: ../../tmp/quay-backup/blob-
backup/datastorage/registry/sha256/50/505edb46ea5d32b5cbe275eb766d960842a52ee7
7ac225e4dc8abb12f409a30d to
s3://quay/datastorage/registry/sha256/50/505edb46ea5d32b5cbe275eb766d960842a52¢e
e77ac225e4dc8abb12f409a30d

upload: ../../tmp/quay-backup/blob-
backup/datastorage/registry/sha256/27/27930dc06c2ee27ac6f543ba0e93640dd21eead5
8eac47355e8e5989dea087d0 to
s3://quay/datastorage/registry/sha256/27/27930dc06c2ee27ac6f543ba0e93640dd21eead
58eac47355e8e5989dea087d0

upload: ../../tmp/quay-backup/blob-
backup/datastorage/registry/sha256/8c/8c7daf5e20eee45ffe4b36761c4bb6729fb3ee60d
4f588f712989939323110ec to
s3://quay/datastorage/registry/sha256/8c/8c7daf5e20eeed5ffe4b36761c4bb6729fb3ee60
d4f5881712989939323110ec

7. #£&J3 Red Hat Quay EBE#i, FH config.yaml RETEEIXIE :

DISTRIBUTED_STORAGE_CONFIG:
default:
DISTRIBUTED_STORAGE_CONFIG:
default:
- S3Storage
- s3_bucket: <new_bucket_name>
storage_path: /registry
s3_access_key: <s3_access_key>
s3_secret_key: <s3_secret_key>
host: <host_name>
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2518 = J$JH17 RED HAT QUAY ZREiF# %] RED HAT QUAY
OPERATOR ZE

LT REBATEEDINI Red Hat Quay 888, FHIFHTHE OpenShift Container Platform _£#J Red
Hat Quay Operator,

18.1. 19 RED HAT QUAY HYHIITERE

it 3
1. #2337 Red Hat Quay EBE M config.yaml :

$ mkdir /tmp/quay-backup
$ cp /path/to/Quay/config/directory/config.yaml /tmp/quay-backup

2. M Red Hat Quay EREB IEFEFEANBURESD -

$ pg_dump -h DB_HOST -p 5432 -d QUAY_DATABASE_NAME -U
QUAY_DATABASE_USER -W -0 > /tmp/quay-backup/quay-database-backup.sq|l

3. MBAERARE AWS CLI, HHTRE,
4. i ~/.aws/ B3 :

I $ mkdir ~/.aws/

5. MIITERE M config.yaml 3kHX access_key #lsecret_key :
I $ grep -i DISTRIBUTED_STORAGE_CONFIG -A10 /tmp/quay-backup/config.yami
iR -

DISTRIBUTED_STORAGE_CONFIG:
minio-1:

- RadosGWStorage

- access_Kkey: #########H
bucket_name: quay
hostname: 172.24.10.50
is_secure: false
port: "9000"
secret_key: #########H
storage_path: /datastorage/registry

6. ¥F config.yaml 3 {+hif access_key #lsecret_key ZfiE7E ~/.aws H3xh :
I $ touch ~/.aws/credentials
7. ®li% : KA access_key #l secret_key BE 71 -

$ cat > ~/.aws/credentials << EOF
[default]
aws_access_key_id = ACCESS_KEY_FROM_QUAY_CONFIG
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55 18 = FH¥h3T RED HAT QUAY E8ET# % RED HAT QUAY OPERATOR &8

aws_secret_access _key = SECRET_KEY_FROM_QUAY_CONFIG
EOF
i Rp

aws_access_key_id = ACCESS_KEY_FROM_QUAY_CONFIG
aws_secret_access _key = SECRET_KEY_FROM_QUAY_CONFIG

ME aws cli &AM '~/.aws/credentials X4 B34 access_key 1
secret_key, #EaILLETZ1T aws BEEFH F A ZIEEEE ©fl.

8. 7t quay-backup B3k, fllE—4 bucket_backup B :

I $ mkdir /tmp/quay-backup/bucket-backup

9. M S3 &Ffi&# 127 Blob :

$ aws s3 sync --no-verify-ssl --endpoint-url https://PUBLIC_S3_ENDPOINT:PORT
s3://QUAY_BUCKET/ /tmp/quay-backup/bucket-backup/

PUBLIC_S3_ENDPOINT @I LAM{iiF DISTRIBUTED_STORAGE_CONFIG 9
#l# T Red Hat Quayconfig.yaml X ##itEl, MRHERARSE, HThR
URL Hi{f http 0 A2 https.

BB, RRGZA A EFERIAA Red Hat Quay B8, blob, #WEFEH config.yaml X HHISEE 5. 1E
LUFE o, EERIMTTEE AP TR E OpenShift Container Platform L Red Hat Quay,

18.2. [F A& P BIIRII N B T2 ZE] OPENSHIFT CONTAINER PLATFORM,

SeRFH
o {RMIIHIT Red Hat Quay BE. blob. HIEEH config.yaml B# &3,
e {3 Red Hat Quay Operator £ OpenShift Container Platform L& Red Hat Quay,

o FFAMAHHK QuayRegistry &N managed,

% o
{ P AT B AL T4/ ZEE : quay-enterprise,
1. 4§ Red Hat Quay Operator :

I $ oc scale --replicas=0 deployment quay-operator.v3.6.2 -n openshift-operators

2. N AR HISHEERE -
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$ oc scale --replicas=0 deployment QUAY_MAIN_APP_DEPLOYMENT
QUAY_MIRROR_DEPLOYMENT

3. FBURFE sQL &3 EH12] Quay PostgreSQL BUR L Firh :

$ oc cp /tmp/user/quay-backup/quay-database-backup.sql quay-
enterprise/quayregistry-quay-database-54956cdd54-p7b2w:/var/lib/pgsql/data/userdata

4. M Operator Bl config.yam| SCEHRENEUER R -

$ oc get deployment quay-quay-app -0 json | jq
'.spec.template.spec.volumes[].projected.sources' | grep -i config-secret
Lk AN IR

I "name’": "QUAY_CONFIG_SECRET_NAME"

$ oc get secret quay-quay-config-secret-9t77hb84tb -o json | jq ".data."config.yaml™ |
cut-d "" -f2 | base64 -d -w0 > /tmp/quay-backup/operator-quay-config-yaml-
backup.yaml

I cat /tmp/quay-backup/operator-quay-config-yaml-backup.yaml | grep -i DB_URI
Lk N IR

I postgresql://QUAY_DATABASE_OWNER:PASSWORD@DATABASE_HOST/QUAY_DATAB
ASE_NAME

5. FEBUEFE pod Hl4T shell :
I # oc exec -it quay-postgresql-database-pod -- /bin/bash
6. HiA psql :
I bash-4.4$ psql
7. ZFBEERE -
I postgres=# DROP DATABASE "example-restore-registry-quay-database";
R -
I DROP DATABASE
8. fEMBURE I AAE XENHERINEH -

postgres=# CREATE DATABASE "example-restore-registry-quay-database” OWNER
"example-restore-registry-quay-database";

e -
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1.

12.

13.

14.

15.

55 18 = FH¥h3T RED HAT QUAY E8ET# % RED HAT QUAY OPERATOR &8

CREATE DATABASE

PEEBIBURSE -

postgres=# \c "example-restore-registry-quay-database";

LN

You are now connected to database "example-restore-registry-quay-database” as user

"postgres".

. NIER Quay BURESIE— 1 pg_trmg ¥ & :

example-restore-registry-quay-database=# create extension pg_trgm ;

Al

CREATE EXTENSION

B H postgres CLI LAZEHHi A bash-4.4 :

\q

FNIRM PostgreSQL HE X B :

bash-4.4$ psql -h localhost -d "QUAY_DATABASE_NAME" -U
QUAY_DATABASE_OWNER -W < /var/lib/pgsql/data/userdata/quay-database-
backup.sql

LT

SET
SET
SET
SET
SET

BH bash &= :

bash-4.4% exit

7 Red Hat Quay Operator il EEFH A BEIRG2,

1L config-bundle.yaml fh, @& registry FTRMMARE S, W LDAPRE. FHMHEMmIA

$ touch config-bundle.yaml

registry fiEMEN. ZTLL TS, ¥ secret_key %%l config-bundle.yaml / :

$ cat /tmp/quay-backup/config.yaml | grep SECRET_KEY > /tmp/quay-backup/config-
bundle.yaml
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B FhE A LDAP. OIDC M1EMESR, FHFHEFAME /tmp/quay-
backup/conflg bundle.yaml 32,

16. £ OpenShift £RAR BB D secret :

$ oc create secret generic nhew-custom-config-bundle --from-
file=config.yaml=/tmp/quay-backup/config-bundle.yaml

17. ¥ & Quay pod:

$ oc scale --replicas=1 deployment quayregistry-quay-app
deployment.apps/quayregistry-quay-app scaled

18. ¥ EEi& pod :

$ oc scale --replicas=1 deployment quayregistry-quay-mirror
deployment.apps/quayregistry-quay-mirror scaled

19. %I QuayRegistry CRD #47# T, SHASHHHOEE XEEERFIHSEIA -

$ oc patch quayregistry QUAY_REGISTRY_NAME --type=merge -p {"spec":
{"configBundleSecret":"new-custom-config-bundle"}}'

MR Red Hat Quay 3&[0] 500 RERAR S 2RI, EalREREN
DISTRIBUTED_STORAGE_CONFIG {8 S BRiAfH,

20. f£ l.aws/ BXHHIE— 1N HH AWScredentials.yaml, F#8& Operator f/E# config.yaml 32
4R access_key fl secret_key :

I $ touch credentials.yaml

$ grep -i DISTRIBUTED_STORAGE_CONFIG -A10 /tmp/quay-backup/operator-quay-
config-yaml-backup.yaml

$ cat > ~/.aws/credentials << EOF

[default]

aws_access_key_id = ACCESS_KEY_FROM_QUAY_CONFIG
aws_secret_access _key = SECRET_KEY_FROM_QUAY_CONFIG
EOF

: ==
ME aws cli %A M '~/.aws/credentials X4 B4 access_key 1
secret_key, EAILLETZTT aws BB HF M AZIERERE S,

21. iE3K NooBaa BT Al v -
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55 18 = FH¥h3T RED HAT QUAY E8ET# % RED HAT QUAY OPERATOR &8

I $ oc get route s3 -n openshift-storage -o yaml -o jsonpath="{.spec.host}{"\n'}"

22. FEMPBUERY Bl NooBaa 5wz :

$ aws s3 sync --no-verify-ssl --endpoint-url https://NOOBAA_PUBLIC_S3_ROUTE
/tmp/quay-backup/bucket-backup/* s3://QUAY_DATASTORE_BUCKET_NAME

23. ¥F Operator "BZE 14 pod :

I $ oc scale -replicas=1 deployment quay-operator.v3.6.4 -n openshift-operators

Operator EAMIRMA B E X ESERHD, FHIMAMAE secret MITBFE, OpenShift Container Platform
L% Red Hat Quay SBERN T EIHBEEEMNMEER. ENEBHRIMAHK.
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Jaxd = N2
£19 E FEITHRE
£5 Red Hat Quay B 51, #EalLLBk
FEATURE_GENERAL_OCI_SUPPORT. ALLOWED OCI_ARTIFACT_TYPES #1
IGNORE_UNKNOWN_MEDIATYPES B2 & E3kAL & Open Container Initiative (OC)T# %%,
LELF Open Container Initiative (OCHT#RBEIARIEE Red Hat Quay H, Fhdit
FEATURE_GENERAL_OCI_SUPPORT Ed&=E/5 M :

T BiRE ZRHRERE

Helm

application/v
nd.cncf.helm
.config.vl+js
on

application/tar+gzip,
application/vnd.cncf.helm.c
hart.content.v1.tar+gzip

Cosign application/v  application/vnd.dev.cosign.s
nd.oci.image implesigning.v1+json,applic
.config.vi+js  ation/vnd.dsse.envelope.vi+
on json

SPDX application/v  text/spdx, text/spdx+xml,
nd.oci.image  text/spdx+json
.config.vl+js
on

Syft application/v  application/vnd.syft+json
nd.oci.image
.config.vl+js
on

CycloneDX application/v  application/vnd.cyclonedxa
nd.oci.image pplication/vnd.cyclonedx+x
.config.vi+js  mlapplication/vnd.cycloned
on X+json

in-toto application/v  application/vnd.in-toto+json
nd.oci.image
.config.vl+js
on

Unknown application/v  application/vnd.cncf.openpo

nd.cncf.open

licyagent.policy.layer.vi+reg

policyagent. o,application/vnd.cncf.open
policy.layer.v  policyagent.data.layer.vi+js
1+rego on

719, Red Hat Quay {#fl ZStandard =% zstd K45/ NAREEM /NS HMBBRTH, zstd BBITFILIEE

flF ot A A AR B R FR L

R LT S ERACE X BUARSERY OCI N RBHIHRF,
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BOERETHRE

19.1. it & OCI T {428y
FAUTS BB IA#RATE Red Hat Quay BT #4358,

FoRFEMH

e 1£4 Red Hat Quay EHE 51 i,

it

e 1E Red Hat Quay config.yaml 3X#h, ifif$% FEATURE_GENERAL_OCI_SUPPORT FE&i%
BN true EEAXTEM OCI TR H, il :

I FEATURE_GENERAL_OCI_SUPPORT: true

5 FEATURE_GENERAL_OCI_SUPPORT #%&J true i, Red Hat Quay FA P BIZE AT LU 2RIA
THRBIMHEEMBEFEIHE Red Hat Quay EEh,

19.2. BELERIA B T 42K EY
FEAUTESENERN Red Hat Quay SR ER BRI R E T KB,

{#f ALLOWED_OCI_ARTIFACT _TYPES E¢BFE, #EuILIBR%I Red Hat Quay registry
B THRR, MEEEE Red Hat Quay SPEEZMA THER, HSH "EERM
TERR",

FeREH
e 1£4 Red Hat Quay EHE 51 i,

it =
e 7501 ALLOWED_OCI_ARTIFACT_TYPESECE=FE:, LAKBECEHZRE :

FEATURE_GENERAL_OCI_SUPPORT: true
ALLOWED_OCI_ARTIFACT_TYPES:

<oci config type 1>:

- <oci layer type 1>

- <oci layer type 2>

<oci config type 2>:
- <oci layer type 3>
- <oci layer type 4>

i, fERILLEE FE config.yaml SRR TR A SRR A BHEIE (SIF) Xk -

ALLOWED_OCI_ARTIFACT_TYPES:
application/vnd.oci.image.config.v1+json:
- application/vnd.dev.cosign.simplesigning.vi+json
application/vnd.cncf.helm.config.v1+json:
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- application/tar+gzip
application/vnd.sylabs.sif.config.v1+json:
- application/vnd.sylabs.sif.layer.v1+tar

’ pa -3

LARMABAEEMN OCI THRABA], RedHat Quay B GIAFZEFshmmmst
Cosign #l Helm B37 5,

BifE, AP ALl HE Red Hat Quay registry Fric SIF ik

19.3. BRE R AN iR B
FRUL TS ENERN Red Hat Quay SR8 /5 FIFTA TR,

BRLFERE, M Red Hat Quay SPEEZA THRH,

SeREH
e 1£A Red Hat Quay EHE 51 1L,

AR
1. ¥ IGNORE_UNKNOWN_MEDIATYPES Eci& FEx 7% Red Hat Quayconfig.yaml 32 :

I IGNORE_UNKNOWN_MEDIATYPES: true

BRLFEE, 8 Red Hat Quay ZE R AR A8 T4,
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5 20 3 RED HAT QUAY 5z B

28 20 = RED HAT QUAY 5/ %[O ik
Red Hat Quay S¥f B e MFFEE &b R EM, Bk EIMoEE RS A ASMEZRBNR (NEEHEK
PMCHER. FHEEM blob) kAR FEAT RSN R, 2EEHBEE, Red Hat Quay HTHILI K
=] 80T 5k D> HUREA SR dr B HLE [E],
20.1. 2By RED HAT QUAY 573k [E Uk

Bai, FrabikbISaEN L E, ZERSEFIETHHEK, Red Hat Quay 124t T IREARLL
BB worker YRAEBFETR.

X F oy A 2 R MFEELIR DI, SREXNASIKK/NRERIE, AR RMEHEENFBRITFEEE
2E8iE, Bk, ATHENERRA, —XREEZ1T—1 worker,

=1
Red Hat Quay 7E @b R 22 B FIfEEE 2 [A] 2= blob, LATTARAIZEME, N, MER—5
REHEX 10 2R, MIUFFEEZGEN— N EIA,

PRI LS 27 Red Hat Quay PMEMIBEHNAREERZHE, EXTMER
T, Blob fHRBEEMHD, ENMERILE Blob REHMEFERTA,

blob i HAN BRI FIF AIHLER. WMREFIRZEHEXEI Red Hat Quay, FFEIEIHLER#1%
BH0#, REMESIEMMBRAE, biRDOBaliRE ZrZHAXNRERREIRSE, AR
£MER blob #fi%, BEELARI blob s HARH A1k,

Bk EIBFRCN BRI TEAR S AL H0E LML REIRAR, S FiriciEEg, dikERTES
FembiERT AR ERS T RS NEEETT AR, BiREIR worker BIEAN L HIER & IR AN ik 2 B
E, X2NBNEMEER— worker,

e 1f Red Hat Quay #1, FEXKHBTHIMINEREBRENER, BARE—1
ZEHMmRe i, FREHEE XA EGH EEBIE MR ENBURENE
B, LB RZEF Bl R Time Machine FREY A ECHT B, Red Hat Quay hikE]
W T B BEEE registry I EAE HE Blob, WMIRKFEM blob ZEEEIEH,
N&EEEPREE, FRMNBRESEMBRTE LT,

o IHIMBEGRED BB FEHK, BRI Red Hat Quay H1, BifRikeE
TR s MR BN [RI BUR FALEIEY Time Machine iXi&. 37 BIHEIERIARTH ) 14
X, BRIFEAAEE, EILEZa, ARG SRR B,

~

S FEMEREALKEI, RedHat Quay AEANHIKEIUR worker JHBREANRBITHIR#HEIR. TEE
7~ T Red Hat Quay iA1= B FEREIRA9E K BIBURE -
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83 Quay /GC % <

13

\
geworker iterations repos purged namespaces purged

Rows deleted per second [15m] Storage blobs deleted

48.5
geworker repositorygcworker namespacegcworker p 0

Namespace GC queue Repository GC queue

ImageStorage ImageStoragePlacement

20.1.1. | EFfEEIIL

Red Hat Quay AR FBIBERMZR E, B, XNREERSEBETEERANTEIRDEHER
%14 Blob,

: " xE

)

o AV Red Hat Quay #&15H# UploadedBlob XRiRERS i 2 XEXH & h Blob, _Ef% Blob I,
c ] ©AS# PUSH_TEMP_TAG_EXPIRATION_SEC &5 &M a2z Al E L H B, X

KEL RATRATUCMIRER AL — 251 Blob, BI, IR MK B H R

LS AV 17, FERZEEARE—/NE span h#MiER, M#EXH Blob ATAER I ENEE, KR,
: > {Bi%e1 PUSH_TEMP_TAG_EXPIRATION_SEC S Err i 2iit, MIAHXAY Blob
250 SHHR—EHE LS — N HIRE A,

20.2. hi i BN B E R ER
RSB AT B E URBENAE, R & B E R -

NETHT b =L
FEATURE_GARBAGE_COLLECTION B NG BIT /RME
%13 bk [m]
W, BRIAES
true,

FEATURE_NAMESPACE_GARBAGE_COLLECTION RE&N&Zz mI/RE
6] f= FA B3 [
5, BRAE R
true.
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NETE gk =

FEATURE_REPOSITORY_GARBAGE_COLLECTIO EENRHEC mIRME

N JE f3 B i3k ]

W, BRIAESR

true,
GARBAGE_COLLECTION_FREQUENCY pavesidE g FREB

worker JZ1THI
EORIY
BAL) . XNE
M7 3% (B 48 T
Ef2FE. B
B4 30 #,

PUSH_TEMP_TAG_EXPIRATION_SEC FEEARARIK FREB
£ blob B9F
#, LtIhEER
¥ LE 437 3% B4
BEMARSIA
B Blob, 1B1f
R FAVEREEE
HEIXHY—EB
o

TAG_EXPIRATION_OPTIONS BIRE T FREB
EVEN

DEFAULT_TAG_EXPIRATION IS (B B3 B9 R FREB
2 BARST 1A,

CLEAN_BLOB_UPLOAD_FOLDER MS3 &AL FRME
e B ohEE
1T 8 Blobs + BRIk - true
KINERT,
B/NEIEE
1 2 K#J Blob
X,

20.3. Z A%k UL
BRI, 22 E M ME B B ThBEF A 1E config.yaml 3X#FHh, XLETHEEERIA N true.
ENFERT, EaseBE2ALREN, FlmiEsiThikoaantiE, &erbhis s

GARBAGE_COLLECTION ZhgEi% & false kALK LK, Z2AE, FAalBEEsikinic k.
EiEPE. RN, EMBEH, Xal a8 nAEr Sy,
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ol

ﬁ BEASEFaTAROY. Bk, SNFEA, RRERSRALKDOETHE,

20.4. bk e E AT E IR

Red Hat Quay 7£ 3.7 5| A 7T BB, M BRFERE, Ao bulit B3R E R iEBCSupR SISk Kk &
FHEHFEH TS registry 18K,

M Red Hat Quay 3.7 18, HikOIBaEERRE S S FER. FiEEH Blob MATE. HIFHIKEIK

The MR BRI, REIMERHEZ R P EHENATSRHEERF N ERREZAFEEER, Sl
AR TTE,

20.5. LB R BRI EIHR
FAULTHSERE Red Hat Quay B, LAARLIREIBIE R TE.
i =
1. BIALLUT 5 SRR L% EUIE 5 T4F -
I $ sudo podman logs <container_id>
i B -
gcworker stdout | 2022-11-14 18:46:52,458 [63] [INFO] [apscheduler.executors.default]

Job "GarbageCollectionWorker._garbage_collection_repos (trigger: interval[0:00:30],
next run at: 2022-11-14 18:47:22 UTC)" executed successfully

2. MBREE&RIRE.

3. KIALLT e SRR iR S8 MER
I $ podman logs quay-app
RithwHl -

gunicorn-web stdout | 2022-11-14 19:23:44,574 [233] [INFO] [gunicorn.access]
192.168.0.38 - - [14/Nov/2022:19:23:44 +0000] "DELETE
/api/vi/repository/quayadmin/busybox/tag/test HTTP/1.0" 204 0 "http:/quay-
server.example.com/repository/quayadmin/busybox?tab=tags" "Mozilla/5.0 (X11;
Linux x86_64; rv:102.0) Gecko/20100101 Firefox/102.0"

20.6. RED HAT QUAY 5 3% [O I35 1

LU BT B RBERBIBHMBR T 2 DA R, X R REIR B worker iIZfTHIRE, LUK MBRen£ 22
[Hl. Fi%EEH Blob MEE.

{2y ) sk

quay_gc_iterations_total GCWorker FIIEHEL
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et EHR Uiy
quay_gc_namespaces_purged_total NamespaceGCWorker ;EBREI#R & 22 (A3 =
quay_gc_repos_purged_total RepositoryGCWorker 8 NamespaceGCWorker ;5[
B R
quay_gc_storage_blobs_deleted_total 2 MHPRBYFF i Blob # 2
fe bR =Bl

# TYPE quay_gc_iterations_created gauge
quay_gc_iterations_created{host="example-registry-quay-app-6df87f7b66-
9tfn6",instance="",job="quay",pid="208",process_name="secscan:application"}
1.6317823190189714e+09

# HELP quay_gc_iterations_total number of iterations by the GCWorker

# TYPE quay_gc_iterations_total counter

quay_gc _iterations_total{host="example-registry-quay-app-6df87{7b66-
9tfn6"instance="",job="quay",pid="208",process_name="secscan:application"} 0

# TYPE quay_gc_namespaces_purged_created gauge
quay_gc_namespaces_purged_created{host="example-registry-quay-app-6df87f7b66-
9tfn6",instance="",job="quay",pid="208",process_name="secscan:application"}
1.6317823190189433e+09

# HELP quay_gc_namespaces_purged_total number of namespaces purged by the
NamespaceGCWorker

# TYPE quay_gc_namespaces_purged_total counter
quay_gc_namespaces_purged_total{host="example-registry-quay-app-6df87f7b66-
9tfn6"instance="",job="quay",pid="208",process_name="secscan:application"} 0

# TYPE quay_gc_repos_purged_created gauge
quay_gc_repos_purged_created{host="example-registry-quay-app-6df87{7b66-
9tfn6",instance="",job="quay",pid="208",process_name="secscan:application"}
1.631782319018925e+09

# HELP quay_gc_repos_purged_total number of repositories purged by the
RepositoryGCWorker or NamespaceGCWorker

# TYPE quay_gc_repos_purged_total counter
quay_gc_repos_purged_total{host="example-registry-quay-app-6df87f7b66-
9tfn6"instance="",job="quay",pid="208",process_name="secscan:application"} 0

# TYPE quay_gc_storage_blobs_deleted_created gauge

quay_gc_storage blobs_deleted_created{host="example-registry-quay-app-6df87f7b66-
9tfn6",instance="",job="quay",pid="208",process_name="secscan:application"}
1.6317823190189059¢e+09
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# HELP quay_gc_storage blobs_deleted_total number of storage blobs deleted

# TYPE quay_gc_storage_blobs_deleted_total counter

quay_gc_storage blobs_deleted_total{host="example-registry-quay-app-6df87f7b66-
9tfn6"instance="",job="quay",pid="208",process_name="secscan:application"} 0
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B 21E FH V2 UI

21.. V2 B R EBE

B

o XA UIBEIZT betafirkk, mlEEafZ{b. AHARHRED, A REQR. &
EMMBRNIS, FEEMBERIRE.

o fHEMAIA VIK, BN RIENERAFAEREEOPEMARL, RN U,
AAEREERENR, FEEMAERASENBEBEIL, X2—1EAE, Hig
ELUGHER Ul AR,

o TEfESE Ul I Ul Z AR S EEEF R KM, B—ANER, EESG VIS, B
BB R LR F T O BRALIIRE. v2 Ul SRR LR F T (MB)RIR S BERE K

N,

it
1. BRENERE,

2. EBMEMNSMERTD, EoILUEFELE Current UL Hl New Ul Z [E180He, S tiHistig Hi%E
7 Ul, RJ§= Use Beta Environment, #iil :

@ RED HAT QUAY  EXPLORE  REPOSITORIES  TUTORIAL amem » Df” +- 4 quayad..

21.1.1. {8 v2 Ul S 5
JoREH

o fREFFERELIHEER v2 Ul,
FERUTSBEA v2 Ul BN,

i =
1. B#; SR8 Organization,
2. Hiif Create Organization,
3. WA HZLHER, HItestorg,
4. = Create,

e, ERRHILHZIRTE Organizations Tl M FEFE,

21.1.2. {E 8 v2 Ul fHB&HLI
ERALL TS EEA v2 Ul BRHI,

bk =
1. £ Organizations LA L, EFEERERAOHFINLFR, #0testorg.
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2. B More Actions Fhi3H,

3. = Delete,

£ Delete TEY, A— MR BAE, A7IHE, APATERFENASA, LU
WMRERERZEHER. F1n, MRAAEERER 10 MUK, HEEMHENH
BR T —ANREBIHLE, fRiTRI LR #5R B AER AN bRC R,

4. MITTEREPRHIA confirm HRIAEE XK AMBRAL,

5. = Delete,
MR E, EfHEEE Organizations TH,

XK pa -3
{ %
¢ IEA DL S MW, SRS 2= More Actions — Delete —XHIBR % ML,

21.1.3. {1 v2 Ul f| 8@ iz hig =
FRLL TS BEA v2 Ul BB EEE.

Pk
1. ¥3; SEEH EM Repositories,
2. Hiih Create Repository,

3. EFE—AwmAZENE, #lquayadmin, #AISHIA Repository name, #testrepo,

HE
AREEENCEAFPERLLITIEE : * build *trigger *tag

LXEEER T EEEAHN, BPEEVREEE, BIREKAMBRERE, =
BRI LK 4 2 FE 2SR BILL T353R © Failed to delete repository
<repository_name>, HTTP404 - Not Found.

4. = Create,
DIfE, R RPBITEEFERFE Repositories T FIETE,

21.1.4. {F A v2 Ul flifR 1268 %

FoRFEMH
o ZEBIRT N,

¥ =
1. 7£ v2 Ul B9 Repositories TIAH, HHEERRMEERIEHFR, M quay/admin/busybox,

2. £ More Actions THI3EH,
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3. = Delete,

¢ -
MPEE, KLl d; Make Public 2% Make Private,

4. IEHESEA confirm, ZAFH T Delete,
5. MERE, #&f$RO1E] Repositories T,

21.1.5. FHE & HEEE] v2 UI
AU TS BRI HRGHEET v2 UL,

i =
1. MR registry hiEURBIG: (& :
I $ podman pull busybox
2. bricEitk -

I $ podman tag docker.io/library/busybox quay-
server.example.com/quayadmin/busybox:test
3. FEEHEED registry :

I $ podman push quay-server.example.com/quayadmin/busybox:test
4. SfnFl v2 Ul £B Repositories T, HARENFRSHIEFRHEE.,
5. BRI LU RSN R ER LIS, ARESM B Security Report TIH.

21.1.6. {EF v2 Ul filiBREE &
AN TS ESET v2 Ul R &,

SR M
o EEOFHMEHEET registry,

¥ =
1. 7£ v2 Ul B Repositories TIAH, HHEERRMEERIEHFR, M quay/admin/busybox,
2. B More Actions ThI3H,

3. = Delete,

' ==
L _ MEFE, EaLl=id; Make Public 8 Make Private,
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4. IEHESEA confirm, ZAFH T Delete,
5. HkRE, Ef:EEE| Repositories T,

21.1.7. £ /8 Red Hat Quay v2 Ul {0/ # HZIFA
FERAUTH B A Red Hat Quay v2 Ul BIE#FH HIBA.

FoRFEMH
o ZEBIRT N HAFMENAS,

1. #£ Red Hat Quay v2 Ul £, s=#LEBEFR.

2. EEMHETIEA, = Teams fl membership.

3. M Create new team Si%iE,

4. ¥ Create team #HEOH, HEAFRHIIRE— B,

5. "Ik, JIRBGHTHIPALR Sk,

6. Hiifi Proceed, N SHIM—HAHMBED,

7. "k, HUHBARIMBIEFGEEE, FOBRIXEHN Read. Write. Admin =% None Z—,

8. |k, FINHIPABKASHLE MK, . ZARMEIBARS, EHiAH Red Hat Quay 1K B9 TR,

9. RAEFHEEBER, A= Review and Finish, FHIA X HIFE Teams Hl membership TIHE T,
EXE, fEulLli kebab FHFFEFLUTETIZ — :

o EMMHIEARGIFEMTImE L, W IESMARG. FPAKG. Hl2F A sSS2uEAr.
R R L@ i Add new member SEZR NG FBABK 5o

o HEFMENR, EAXTP, EoalLUFEFEHEENPRIZXE N Read. Write, Admin =% None Z

o

o JHER, LB ORVFEET #idi Delete SEMBRHIEA,
10. ®Ik, EWAILlREi LIRSz —k ERmEXHEEA. RAMIMFENESER !
o HBAMRKEL LB B AR ERR. RAKE. FiEEREURETIMHINNAR,

o RHIHRAEL L BREIAR AR B R &, MUIRMTIFEIIHIEA, LUKk B9 %2
BEO

e collaborators View.l3Z ¥ G R EFE I YESS. collaborator B AR E T dE4EI ARA K A
P, B BT AR — N H SN EEEE G EELTR.

21.1.8. {EF v2 Ul GBI #1885 Ak
FRUTSHE, 8 v2 Ul BIENSAKS,

AR
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£ v2 Ul E, #i; Organizations,
BHEERNHAENSEAK A NHSELHR, Mtest-org.
=R Robot accounts 1%k - Create robot account,
1£ Provide a name for your robot accoun#Erh, A &FR, Mrobotl,
Ak, MRFBE, AILMERALUTR :

a. FHBFAZIBIHIBA,

b. FHLEE ARMBIFFERE,

c. JAEHLEE ABITR,

. £ Review and finish i, BEEEIRHNIESR, G = Review and finish, HESHBILLLTF

1R : Successfully created robot account with robot name: <organization_name> +
<robot_name>.

FE, MREAEURES A — ISR ERNHEAKS, EUEIRBILITHERER -

Error create robot account,
Ak, ALl E; Expand 2% Collapse LLE RA XL AIK T BOfREEE B,

%k, ALl kebab ¥ - Set repository FUBREB ML AIK P HIABR, ERUTHEA :
Successfully updated repository t{B&,

ik, EMBREMNBZAMNKST, HEPHBAKSNEEE, K55S OKEER. RSHI
HHEN, EXHIEDREA confirm, REH T Delete, &, ErlLls kebab FH -

Delete, TRLLTFHE : Successfully deleted robot account.

21.1.8.1. {5 Red Hat Quay v2 Ul #t EE L3 AIK P 72 4 17 AR
FERALUTSE, 1/ Red Hat Quay v2 Ul fE#iEE. HL28s AMK - EiEE D,

FeRFM

Pt =

ZE RTINS ANIKS,
ZEeEE NP SN ERG B,

. £ Red Hat Quay v2 Ul &3k 0iEH, HifiSMmEHEHPH Organizations,

. 1£ Organizations Tl L, EFEEESNEFHENASZNER. BNE TREMEREAE

Repo Count 5l F#E,
EEMAHATED, ¥ Robot K,

- N FRRMBIZAEEENNZEANKS, = kebab ElbR - Set repository 1R,

1E Set repository permissions TUHEE, EHPHLEZAKF ZRMBIMNEHEENRE, HIm :
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Set repository permissions x

Provide a name for your robot account: *

test_organization+test_robot ...

Description

Add to repository (optional)

2selected All | Selected
1-30f3 ~ ! of 1
Repository Permissions Last Updated
test_repository Read = Mever
O test_repository_2 None w MNever
test_repository_3 Read = Never
1-30f3 ~ of 1

6. EEHLE AN MIBR, # None. Read. Write. Admin,

7. Bi#ifR1E. ER Success alert: Successfully updated repository f{PRIIEHR S HINLE Set
repository permissions TUHEH, HIAEN,

8. iR[MIE Organizations = Robot accounts T, PA{E, EEHLESAKH Repositories %Il 7~
HB A ERMEINEEERE,

21.1.9. {# A Red Hat Quay v2 Ul G| 2RI\ R

AR E LA QB T B B shiR TR, BRT FiEENEARIRE 2. RIOIBEFMEZENRF
2 BeBR,

FEALL TS EEMA Red Hat Quay v2 Ul B EIARER,

Pk
1. KA AT,
2. %k Default permissions,
3. Hif GIBRALGR, A SBIEIEE drawer,
4. 1% Anyone 3% Specific A, TERIBREMEZEN SIEEIATBR,
a. WIRZEE Anyone, NIBFRHLLTER :
o NAEI, #R. BUSAEMAS/MNE/ERA
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o PR JFIUBRIZEH Read, Write, 3t Admin Z—,
b. MREFREMRF, NHIRHLITER :

o FFiEFEOIEE IREA LS.

o NAE, REAI A, SRS HHEIA B,

o BB JIUBRIZE H Read, Write, 5 Admin Z—,

5. m Create default permissions, I SHBIHEIAE, BB TER : Successfully created
default permissions for creator,

21.1.10. v2 Ul B92H AR 1% E
FRAUTSEGA v2 Ul ESUERHLSE,

Pk
1. £ v2 Ul Lk, H; Organizations,

2. R EEHNHGIENSFAKFRAESE, M test-org.
3. = Settings Ik,
4. Wik, HASHUR KEKEHL FHE A i,
5. "%, ¥ Time Machine Zhag 3B Al E N T — -
e 14
e 11™H
o 14
® Never

6. mih Save,

2L B v2 Ul BEEEBINSER
FRALTSEET v2 Ul EEBEESER,

iy =

1. f£v2 Ul Lk, 3 Repositories,
2. REMHENSTR, H1I0 quayadmin/busybox,
3. BEHRENARR, Fltest, BRI AFREM Details TH, ZIHZERATER :

® Name

o HHtE
o WE
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o RERHA
o filE
® modified
® Size
* RE

o INIRAXBI &R IRZE

. A%, = Security Report BRI, EAILY BASHILITH CVE BiE.

. A%, m Packages BEEWSIHKLE.

. MR {EREEMNATR, 0 busybox, LURMEIF Tags TH,

. Wik, FEREEE Pull Eir L, DUETIRBBRERN X,

. EPTRERESZARE, i Actions THIZEH, REH T Delete UMHBRIZIRZE. EHIMIESHH

ifi Delete E#iAMIBR,

21.1.12. {8 v2 Ul B E R E
FRANTSEER v2 Ul R NS fiE,

AR
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. fEv2 Ul Lk, Hif Repositories,
. REHERNSTR, 80 quayadmin/busybox,
. M Settings ETIE,

. ®li%, Hifi User and robot permissions, #&aI L@ #di AR TH TR AR R M Pk

BN PR E, EalLUF 1% EESCN Read. Write 2k Admin,

. "%k, i Events # notification, #ERILLEB #if; Create Notification EOIEBEH4FEA, o

RREM4ETINT -
o MERXBUEFHERE
o XUMEHARR
o BHRIMEKRIL
o HHRIECHHA
o HHRMECED
o GHRIEERTH

o HiEIBEEUH
RiE, KB, "TRREHRNT :

o HLFHRHEA
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e Flowdock FABA@EH
e HipChat Room i@l
e Slack @Hl

o Webhook POST

EFEEETANRA A LR, 83— Room ID # a Room Notification Token, ZRIE=
Submit,

6. Ak, Hifi Repository visibility, #ERILLE #ifi Make Public i N RAE AT EFHEE,

7. ®lik, Hi Delete repository, #&a]LLlit Hiif; Delete Repository SEMHBR TG,

21.2. & RED HAT QUAY %7 S0 5%
FRAUTSEES Red Hat Quay v2 Ul ERRZED Rid%,

¥ =
1. 7£ Red Hat Quay v2 Ul {{Zktikh, H1#i SMEEHH Repositories,

2. B BABRINEEHEENETR.
3. Hiili Tag History, FEXANGUES, ERILITLUTEREF -
o IRIBIREBIER
o GFFHHISEH
o HEWEEN
o HEEWZENHYRHEENHIN

21.3. 7 RED HAT QUAY V2 Ul BN S IEin

Red Hat Quay B 5 sl LR R U F AR N E RN E B ERE,

iz
1. 7£ Red Hat Quay v2 Ul {{Zktikrh, Hdi SMEIEHE Repositories,

2. B BEERESNEMEERATR,
3. MR kebab 32, Bi%EFE Edit labels,
4. £ Edit labels B8O, =2 Add new label,

5. 8/ key=value BRH ABRERITZHFRZ, #com.example.release-date=2023-11-14,

pa -3
LA EM key=value #&ANHREILLITEE R - Invalid label format, #4T0H =
va) i

143



Red Hat Quay 3.11 & Red Hat Quay

6. HHERZARRRINRE,
7. W, FHIMBEZARE.
8. = Save labels fHIREREFRIEEIRE. RELUT@A : Created labels successfully,
9. Ak, MR EMIRE—ERITEIN kebab — Edit labels - X fFEHIER ; SiE, KRS
A, = Save labels, T EHMMBRISEHE.
21.4. 7 RED HAT QUAY V2 Ul Fi% B Hr% T 1

Red Hat Quay B Sl Al LU R EMR S IE T I B . XABT B ohERIBRsRERRR
%, ABTEDEFMHZER,

¥ =
1. 7£ Red Hat Quay v2 Ul {{Zktikh, Hii SMEIEHE Repositories,

2. B BAGGRINENEEERN AT,
3. HEBHRE kebab 325, RSk Change expiration,

4. vk, =&, EoLh@n saEE M EERERMT B, RE%EEE Actions » Set

expiration,

5. f£ Change Tags Expiration O, w&E—TIHBE, {EE28)1. BB, BEHNENBEH,
fin, 2023 £ 11 A 15 HEM=. HFE, Shablas BhkdFFohiFEa.

6. ENfE, HI402:30 PM,

7. = Change Expiration #iA BHIFIN [H], sREILATF@A - BIh{F FrEmhad HAm % &y 2023
¥11 H15H, 2:26 PM,

8. #£ Red Hat Quay v2 Ul Tags T E*h, ,L.\_JIJ\ﬁﬂﬁ‘K*ﬁlﬁ%ﬁlimﬂgﬂﬂﬁl fign -

@ Please use this form to provide feedback on you

repository 3 test » robotest

robotest

Tags Tag History

o - Name ¥  Search by Name. 1-4o0fd ~ of 1

Tag Security Size Last Modified Expires Manifest Pull

O test3 Unable to get security details 227MB Nov 3, 2023, 2:03 PM A9ho sha25672d85b66ec75 3

O test2 Unable to get security details 227MB Nov 3, 2023, 2:01 PM A9ho sha25672d85b66ec75 3

O testt Unable to get security details 227MB Nov 3, 2023, 152 PM A9ho sha25672d85b66ec75 3

O test Unable to get security details 227 MB Nov 13, 2023, .44 PM A sha256:72d85b66ec7s &

1-40f4 ~ 1 of1

21.5. 7 RED HAT QUAY V2 Ul &350 6 B L1

A v2 UL, AP ALME light # dark XA EDH, HhIhEE A AIEBsERER:, ©IRIBA BN
SIERTILE light 2% dark #2332 [A] #4758,

FERAUTHEREESDN. light 7l dark XA HH#E,
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po
1. BRBEM Red Hat Quay 4,
2. ESARENES, RENASE, B quayadmin,
3. #£ Appearance T, #%#¥ Light theme, Dark /8 #l Device-based theme, ETFEHMLES
RIEN K BN S LB,
21.6. & RED HAT QUAY V2 Ul FFER B E

Red Hat Quay BEATLURHEH X Red Hat Quay registry FRMARMEMNEME R, TLLEE v2 Ul £
B, FiEESREEREERE.

AR

1. EXFBEM Red Hat Quay registry,
2. SRBEVEHETSIM Organization. repository 8 namespace,

3. mLogs.

1.0

0.8

06 B Create Robot Account
Add team member

0.4 B Create organization

0.2

Mar 03 Mar 10 Mar 17 Mar 24

4. w3k, BT AEBANE From Ml To #ERXERATAERHEFBNBEH.
5. B, m ExportEFHAR, A FHE st L http:// =X https:/ FF LA D
URL, REFEZ VI EE, WIBETEFEE—/H,
21.7. FEIEB UI

. ESMBERD, EaLUERELE Current UL HI New Ul &z [ EDHe, sailitDiuieil, FHe&H
Current Ul,

@ RED HAT QUAY  EXPLORE  REPOSITORIES  TUTORIAL Current g Uf"” +- 4 quayad..

ul
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25 22 Z 7£ RED HAT QUAY ZRZE FHITRER T

EERLENH EEIHE RS, RESAGERENTIGE. BREERBTFHRE—YIEETIE, HIHATE
SBEINERR B R AR BEE R, @i R iERGRERRE, Red Hat Quay BHE G ol LAEHXH
ESHIEE. Operator BBE. MII Red Hat Quay HE. N REFMAIEEHTBREERBIENWEE,
TR EKE A B TREB RN EDR 7 =B mTaEH.

BT RHEEXRGUIRBNESRER, BREENFTUEZHAEAmYEAE, Bl EREESS
RETHANECEN K=K TiE LR EFHTHE, s E SRS deviations 2% anomalies,
22.1. RED HAT QUAY R & ik =

BF

a8 SN EAABMIGEEEE IOV A A iRt IERAHHEENRE, FHFx
HPAENTH. SN BMILAEAFEREFFSRELIBIAR I ZMG S, ™ miR
%o BRSIIENRESER (k) ABMEEIREDSBRERBIRHT AR ABE
fA5iE,

Red Hat Quay AL MR &R, TRERTRERE, . fm<fnflHt,

* 22,1 R AR

it

endtoend

warning
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SEH i SR BV E Red Hat Quay S£41
MRS, REH A LT EE B

5 S

auth database disk_spaceregistr
y_gunicorn,service_key, #l

web_gunicorn, &[E#ER 200 894
BRI AN BT, XRNEGIL TR
BIRE, =& 503, XRTENIHES

(2531

i Bl s X Red Hat Quay SEBIBYAR
BRRFSHITRE, FERATHREN IR
@78 : auth, BUEE. redis. &
i, REET 200 BRI 20N IR
F, XRTFEFGFRERS, &
503, XFRTIEMEBER FHL,

EL MR BEHTRE. NUATRE
RO —NE B HAER R
disk_space_warning, EE¥5=
200 MR EMNOETF, X&RR
EHFRERE, =& 503, X3k
RNERESER B,

https://{quay-ip-
endpoint}/health/ins
tance =t
https://{quay-ip-
endpoint}/health

https://{quay-ip-
endpoint}/health/en
dtoend

https://{quay-ip-
endpoint}/health/war
ning

{"data":{"services":

{"auth":true,"databa
se":true,"disk_spac

e'":true,"registry_gu

nicorn":true,"servic

e _key":true,"web_g

unicorn":true}},"stat
us_code":200}

{"data":{"services":
{"auth":true,"databa
se'":true,"redis":true
, 'storage":true}},"st
atus_code":200}

{"data":{"services":
{"disk_space_warni
ng":true}},"status_c
ode":503}


https:/health/instance
https:/health
https:/health/endtoend
https:/health/warning

&5 22 3 £ RED HAT QUAY %ZE HTEERE

22.2. 51 %l RED HAT QUAY BB &I M
FERAUTHSESHE S M. ST mElkk MES mm, XNMIRAUES,
¥ =

1. #£ Web W %3230, SR%l https:/{quay-ip-endpoint}/health/instance.

2. EERBECAITE, SRREXLUINTHES :
{"data":{"services":

{"auth":true,"database":true,"disk_space':true,"registry_gunicorn:true,"service_key"
:true,"web_gunicorn":true}}," "status_code:200}

%I F Red Hat Quay, "status_code": 200 RLHI2EREMN, Hk, MREKE
"status_code": 503, NERE A HE,
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28 23 = 7£|H Ul L k2 RED HAT QUAY ZRE

BT LB K registry bR, 8bR.  DUBHIBE & LA BT F - % [ Bl ik A T2 1A iR h B Bt S i b Red
Hat Quay &BEHI Ul,

i =
1. EHEM Red Hat Quay config.yaml 32, LURIMLL TS :

BRANDING:

logo: ﬂ

footer_img:
footer_url: 6

REGISTRY_TITLE: @)
REGISTRY_TITLE_SHORT: @

R1E Red Hat Quay ABETHEBAIE (&M URL,
£ Red Hat Quay FEMEIE I EE & URL,
= footer B{&I, AN EREBIFMILE URL,

registry BKHIFREL, X7 Red Hat Quay BBEMEIRD o, S, EENHEZES TTE
¢0

0009

registry BIRIJEINEL, ZPE B REENYANER IS, fil, FHENFME Tutorial
TE £ R EE2 BbRE,

®

2. B3 Red Hat Quay #BE, HSE, M Red Hat Quay IBEX B RAIHAIEPR. TUBIE &I 71D
Bi{& URL B 5,
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55 24 & SCHEMA FOR RED HAT QUAY EZ&

K% ¥ Red Hat Quay ECE S B #BIEHETE config.yaml X##, Red Hat Quay EdE 5 thithidk T A Rd
EiiIﬁo
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