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Red Hat Quay @ — MBI E registry, AFHE. FRIPFRERSRER AT RBISTEIFANE 7 a0
E8E Red Hat Quay #1T #ER 4 0F, SHIEETBM. ANXENEEEHSE -

o MM ANEARIEEIMEERE Red Hat Quays

e {E)) Red Hat Quay MARHFRERE, SIBUMIHE, HEX. TREFALFR.

o IREWAMMATT RE.

o WAI{EM SSL/TLS Ik FEZE = Red Hat Quay BE RIS IEERE,
BRT ANHEMEZERA, BRI E S AT Red Hat Quay IR R FHINEE, WIERILBHAF.
WEFMHERARG. f5H Splunk BFREBEEME, BA Car ##HTRARES. EXiEmE, 155
[H" T —& "8R4 LL T iR —LE 7] FHBITHhEE.
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B8 FTRF N
® Red Hat Enterprise Linux (RHEL) 9

o ERBEHIRAM Red Hat Enterprise Linux (RHEL) 9, ## [ T %4 Red Hat Enterprise
Linux,

o BXRLEVIA, 155 Red Hat Enterprise Linux 9 /= @ X ,

o —PNEWMBZLIEIH

o FANHEZAREI CPU

e 4GB=EZ% RAM

o R GAR KL 30 GB W22 A, BRILMRAE, TR :
o Red Hat Enterprise Linux (RHEL)/ERZ KAFE 10 GB Wik 224,
o Docker FEALIFE 10 GB M A RIZT=1 B 5.

o Red Hat Quay A" FHERLIFEE 10 GB REALZ2 A,

CEPH s Efth At EMERIBE R E R Z NTE,

BRRNNKRNIELER, HBH Quay 3x K ERS
® RedHat Quay X#H LU TFHZR :
o amd64/x86_64
o s390x

o ppcb4le

1.1. &% PODMAN
ASCRY{E Podman AR E RS,

B X% Podman MIfEXHEARBWELIER, HSHTE Red Hat Enterprise Linux 9 EFJE, jZ1T7FEE Linux

BF

MRRG ERBRE Podman, NERESEAZERM Docker in %, BREVGIFEH,
Docker iR f#H Red Hat Quay 3.11 ik, FFELUEHILITHRAFMER. *FF Red Hat
Quay 3.NTHIEAET A, £ HEHE, BiIUFEA podman,

FERUT S HEELE Podman,

it =

o M ALITH %L Podman :


https://access.redhat.com/downloads/content/479/ver=/rhel---9/9.0/x86_64/product-software
https://access.redhat.com/documentation/zh-cn/red_hat_enterprise_linux/9/
https://access.redhat.com/articles/5177961
https://access.redhat.com/documentation/zh-cn/red_hat_enterprise_linux/9/html-single/building_running_and_managing_containers/index

B1ERREH

I $ sudo yum install -y podman
o 74, RAEILIZE container-tools &1k, ZRHIIIEITENT RN GAEEH -

I $ sudo yum module install -y container-tools
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£ 2% 7y RED HAT QUAY B2 IFERZE 4 & RED HAT
ENTERPRISE LINUX

FERUTEHHN Red Hat Quay BEREIEERZEEE Red Hat Enterprise Linux (RHEL),

1. REFFM RHEL RSS2

FEALLT PN Red Hat Quay BERESIEERZBECE Red Hat Enterprise Linux (RHEL)BR55%8.

L

1. RESHM RHEL O RS 85. WMRFBELZME, BRI UHITER/NM. shell (XAT1R]% Server il E
GUl,

2. SEMFFITHEE RHEL ARS535 2%, 40 40{aI{# A Red Hat Subscription-Manager 4118 /[ ]
R AR SEMAFDT ] RHEL R4¢

3. BIALT S EMENREFHIEHTE 1, EEFE— D T HEK RHEL RSS2, MINEIED
ID, FAREIEFRA :

# subscription-manager register --username=<user_name> --password=<password>
# subscription-manager refresh

# subscription-manager list --available

# subscription-manager attach --pool=<pool_id>

# yum update -y

2.2. REGISTRY S {34 E
FERAUTH TN Red Hat Quay BEREIEIRUEIEM registrys

it =

1. 288 Red Hat Container Registry B35IERE, FHHBEIUEXEN registry.redhat.io, @it 1%
BEMIIE, ERLHIE Quay B2S.

ﬁ E,a
" LEMKILETE Quay.io £, X5 RHIRRA Red Hat Quay R,
2. WAL T 5K E registry :

I $ sudo podman login registry.redhat.io

BEWSRTHAGHAP ANEG,

2.3. A NIEECE

NIRRT EIZ4T T RIS, ERTRERERISA VI Red Hat Quay BIFIN, ERALTHZTRNBRIE
UEEREECIE R M e

it =


https://access.redhat.com/solutions/253273
https://access.redhat.com/RegistryAuthentication

88 23 y RED HAT QUAY #E2%IFERE # % RED HAT ENTERPRISE LINUX

o FIFEMBTEURTMARS LMRERO, H40

# firewall-cmd --permanent --add-port=80/tcp \

&& firewall-cmd --permanent --add-port=443/tcp \
&& firewall-cmd --permanent --add-port=5432/tcp \
&& firewall-cmd --permanent --add-port=5433/tcp \
&& firewall-cmd --permanent --add-port=6379/tcp \
&& firewall-cmd --reload

2.4.IP St 4 RS
1E Red Hat Quay R BAMRERNAEE LM, SIITLUEERIE, Fim :

o FAMAIRS. MREFEMEATRELRHFE (BERIFRIP TR , BALULERE
AR%5. BN, FTLMER dnsname $&fF B FRITE SRR G B ERR.

o fHAFHIML, ErILUEA podman run sp5F0 --net=host 71, AGIEESE A 15 E kil
AENLMARHD. YN ERFEEAERNKEAON, WETNASZEHOPENZMN, T
BRI,

o FoEmOIBRE, En A im AR EAFEN LWIRO, RAEHFXLEROSEN P ik EN
BEAER,

A AmORS, FHERENRIURILERS IP Hhil.
& 2.1 Bt O BRSB9 R R B

HHF Yiin 1 BR 5 Houk
Quy -p 80:8080 -p http://quay-
443:8443 server.example.com

Quay B postgres -p 5432:5432 quay-
server.example.com:543
2

Redis -p 6379:6379 quay-
server.example.com:637
9

Clair V4 By postgres -p 5433:5432 quay-
server.example.com:543
3

Clair V4 -p 8081:8080 http://quay-

server.example.com:808
1


https://github.com/containers/dnsname
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6 35 HEFEBHNRGIEEE RED HAT QUAY

S’T?:*E%Ahifl: Red Hat Quay ZRE, EAITEERE registry BIEBIHOMRES, #IBZEM Redis, FERAMUT
RHER R FEEE Red Hat Quay,

3.1. Y RED HAT QUAY &2 & i [ he &
4T‘JLMEFHiﬁ“ﬁ|:|Hﬂ%%H%’AJ—TiHLJ:E’gﬁﬁ“ﬁD, SREHX R OS5 EH, IP it = EHZESFERAESME

TR
1. BIAM TSR EN RS HIEES IP it :

I $ipa

i th o Bl

link/ether 6¢:6a:77:eb:09:f1 brd ff:ff.ff.ffff:ff
inet 192.168.1.132/24 brd 192.168.1.255 scope global dynamic noprefixroute wip82s0

2. 9 1P it AR ENL (U0 quay-server.example.com ) FANZEIA T 17 Red Hat Quay s
) /etc/hosts LR, AT LU AL R apBHAIA IP Hilt A1 EHL & E7RIE /etc/hosts ST -

I $ cat /etc/hosts
LN

I 192.168.1.138 quay-server.example.com

3.2. Il EBUEE

Red Hat Quay BE—/MNUIRZEREFMEITEIE. PostgreSQL FEAR X FFEA, X FULIEE, FHAH
ARG LB SR RFARE BB EHIE,

FERAUTH BB PostgreSQL HiEE,

SR
1 EREXHKF, HSQUAY TERR, WAL THRS HEEESRBIE—TEX
I $ mkdir -p $QUAY/postgres-quay
2. WAL T e HIXEE EP R -

I $ setfacl -m u:26:-wx $QUAY/postgres-quay

3. J55)) Postgres B3, ERAMEEHENSE EERF 4. BEMBUEZELTMRD



5B 3 E HRENRGIEEE RED HAT QUAY

$ sudo podman run -d --rm --name postgresqgl-quay \
-e POSTGRESQL_USER=quayuser \
-e POSTGRESQL_PASSWORD=quaypass \
-e POSTGRESQL_DATABASE=quay \
-e POSTGRESQL_ADMIN_PASSWORD=adminpass \
-p 5432:5432 \
-v $QUAY/postgres-quay:/var/lib/pgsql/data:Z \
registry.redhat.io/rhel8/postgresql-13:1-109

4. T4, BIRERE Postgres pg_trgm LR

e
$ sudo podman exec -it postgresql-quay /bin/bash -¢ 'echo "CREATE EXTENSION IF NOT
EXISTS pg_trgm" | psql -d quay -U postgres'

Quay B35 ZE pg_trgm ik,

3.3. Fidi& REDIS
Redis @ —MEEFRE, #t Red Hat Quay AT LB 225 A K.

FERAUTHEN Red Hat Quay BER4GIEERE Redis A %s.

AR
o HALTeH/E5) Redis 28, EEmOMBEN :

$ sudo podman run -d --rm --name redis \
-p 6379:6379 \
-e REDIS_PASSWORD=strongpassword \
registry.redhat.io/rhel8/redis-6:1-110
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5 4 Z IZE RED HAT QUAY

BCi& Red Hat Quay 2RE G, EALURIBLU TS EHITEHE,

FRFM

® Red Hat Quay #BEEEIZ1T,

® Redis R 2R IEEIZIT,

4.1. 9% YAML B & ST i
FALU TP EEAIERE Red Hat Quay,

SR
1. WAL T 5 E0EATEHE Red Hat Quay B2/ config.yaml X :

I $ touch config.yaml
2. LT YAML B2 & & H H MR config.yaml XX -

BUILDLOGS_REDIS:

host: quay-server.example.com

password: strongpassword

port: 6379
CREATE_NAMESPACE_ON_PUSH: true
DATABASE_SECRET_KEY: a8c2744b-7004-4af2-bcee-e417e7bdd235
DB_URI: postgresql://quayuser:quaypass@quay-server.example.com:5432/quay
DISTRIBUTED_STORAGE_CONFIG:

default:

- LocalStorage
- storage_path: /datastorage/registry

DISTRIBUTED_STORAGE_DEFAULT_LOCATIONS: []
DISTRIBUTED_STORAGE_PREFERENCE:

- default
FEATURE_MAILING: false
SECRET_KEY: e9bd34f4-900c-436a-979e-7530e5d74ac8
SERVER_HOSTNAME: quay-server.example.com
SETUP_COMPLETE: true
USER_EVENTS_REDIS:

host: quay-server.example.com

password: strongpassword

port: 6379

3. BIEBE—/1EF, J9 Red Hat Quay BB A E HIF
I $ mkdir $QUAY/config
4. ¥ Red Hat Quay EeEXXHEHIZIE X -

I $ cp -v config.yaml $QUAY/config

10
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4.2, NG REERAE S A E
LR SR B A RIRAZ registry Hilg

AR
1 BIALTHSER— B FEE registry HIGHIABE T :
I $ mkdir SQUAY/storage
2. HEBRTEE registry BIEHIB T -

I $ setfacl -m u:1001:-wx $QUAY/storage

4.3. %32 RED HAT QUAY REGISTRY

REBLLUTHIERE Quay registry B2f.

S
1 EIAL TR 5/E5) Quay registry 883, NECERIEEEELNSE, NHEEBIEREERMEME

$ sudo podman run -d --rm -p 80:8080 -p 443:8443 \
--name=quay \
-v $QUAY/config:/conf/stack:Z \
-v $QUAY/storage:/datastorage:Z \
registry.redhat.io/quay/quay-rhel8:v3.11.1

1
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2 5% {ffH RED HAT QUAY

TS RER T W E AR EFCIEIFINERERZE, URERMNECINEFEMEE, UTHE3, &9
DIERSESITRES registry KB, FHEOEFMAIEE R,

1. EREEIN 52515 AL F http://quay-server.example.com B Red Hat Quay registry BJFE /7 5%
|, Bi%EE quay-server.example.com EZi& ) /etc/hosts SX{4F1 config.yaml XA E
M4

2. Hii; Create Account /RN, i quayadmin, #7375 password,

3. TESITHRERE registry :

I $ sudo podman login --tls-verify=false quay-server.example.com
i th 7 Bl

Username: quayadmin
Password: password
Login Succeeded!

5.1. 7£ RED HAT QUAY _E#EEF0H ER s 15

FERAUT S PS5 & HZEE] Red Hat Quay registrys

L
1. EMECM Red Hat Quay registry FR#EERAIERN R, B HMAER registry FIEURBIEFRR :

I $ sudo podman pull busybox
i Bl

Trying to pull docker.io/library/busybox...

Getting image source signatures

Copying blob 4c892f00285e done

Copying config 226675368 done

Writing manifest to image destination

Storing signatures
22667f5368222920948d19¢7133ab1c9c3f745805¢14125859d20cede07f11f9

2. MIAUT B EERGRBAMEIZ

I $ sudo podman images

it B
REPOSITORY TAG IMAGE ID CREATED SIZE
docker.io/library/busybox latest 22667f53682a 14 hoursago 1.45MB

3. BIALLTRSITRC SR, SREFEELUTHEHMEEE registry :

12
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$ sudo podman tag docker.io/library/busybox quay-
server.example.com/quayadmin/busybox:test

4. FHEHEEE registry, PUTIEH IR, ERILUERNESREFEEFHEFIRCHE K.

I $ sudo podman push --tls-verify=false quay-server.example.com/quayadmin/busybox:test
i Bl

Getting image source signatures
Copying blob 6b245f040973 done
Copying config 226675368 done
Writing manifest to image destination
Storing signatures

5. EMaHTIA RGNV, EEMBREGHEBEIA

$ sudo podman rmi quay-server.example.com/quayadmin/busybox:test
Untagged: quay-server.example.com/quayadmin/busybox:test

6. BRNIEVRR, :X—R¥ B Red Hat Quay registry :

I $ sudo podman pull --tls-verify=false quay-server.example.com/quayadmin/busybox:test
i Bl

Trying to pull quay-server.example.com/quayadmin/busybox:test...

Getting image source signatures

Copying blob 6ef22a7134ba | 10.0b/0.0b
Copying config 226675368 done

Writing manifest to image destination

Storing signatures
22667f5368222920948d19¢c7133ab1c9c3f745805¢14125859d20cede07f11f9

13
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28 6 = {FMA SSL/TLS ik P TS ERBIIE

FRUTEOEET A SSL/TLS ik M Red Hat Quay EREMESIERR,

6.1. £ SSL/TLS

EFERABFRAIUEPEE Red Hat Quay, A8 — MIEFIAHLIE(CA)FI % ssl.cert # ssl.key #Y
E B

LT RARZIEE A DNS i Ehar ZALHIECE T RSS2 14 quay-

server.example.com, #07E /etc/hosts XHHRIMNFZB, MEELZER, ESH"H Red
Hat Quay Bt & im O PRET",

6.1.1. B IEF A HLF
FERUT S BOIBIEBIALHII(CA),

SR
1 BIALUR SR root CA BEA
I $ openssl genrsa -out rootCA.key 2048
2. BMIALLR e SR root CAIET :
I $ openssl req -x509 -new -nodes -key rootCA.key -sha256 -days 1024 -out rootCA.pem
3. WABHIERERPIENER, SIERSSFENS, Him :

Country Name (2 letter code) [XX]:IE

State or Province Name (full name) [[:GALWAY

Locality Name (eg, city) [Default City].GALWAY

Organization Name (eg, company) [Default Company Ltd]:QUAY

Organizational Unit Name (eg, section) [:DOCS

Common Name (eg, your name or your server's hostname) []:quay-server.example.com

6.1.1.1. ZRiuk$H
FERUTHSBENEREL,

e
1 HIALLT e B RARSSBRE -

I $ openssl genrsa -out ssl.key 2048
2. BIALLTaSERZTRIEK :

I $ openssl req -new -key ssl.key -out ssl.csr

14
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3 MAZBIERERPEENER, SERSHINSG, Fim:

Country Name (2 letter code) [XX]:IE

State or Province Name (full name) [[:GALWAY

Locality Name (eg, city) [Default City].GALWAY

Organization Name (eg, company) [Default Company Ltd]:QUAY

Organizational Unit Name (eg, section) [:DOCS

Common Name (eg, your name or your server's hostname) []:quay-server.example.com

4. BIEEES 4 openssl.cnf, EERSB[ENS, HI0 :

openssl.cnf

[req]

reg_extensions = v3_req

distinguished_name = req_distinguished_name
[req_distinguished_name]

[v3_req]

basicConstraints = CA:FALSE

keyUsage = nonRepudiation, digitalSignature, keyEncipherment
subjectAltName = @alt_names

[alt_names]

DNS.1 = quay-server.example.com
IP.1=192.168.1.112

5. ERBEXHERIETS ssl.cert :

$ openssl x509 -req -in ssl.csr -CA rootCA.pem -CAkey rootCA .key -CAcreateserial -out
ssl.cert -days 356 -extensions v3_req -extfile openssl.cnf

6.2. id® SSL/TLS

AT LAE A4 TR E (CLI)SX Red Hat Quay registry Ul BBi& SSL/TLS, ERAUTHEC —EBEE
SSL/TLS.

6.2.1. £ Red Hat Quay Ul E¢i& SSL/TLS

FEALL T4 B#E A Red Hat Quay Ul E2& SSL/TLS,

ZEAMTITREEE SSL/TLS, HESH"GBAMSITREEE SSL/TLS

FEREMH

o REOIE TIEPI AN FHZEZBIE.
S

1. UEEEER S50 Quay B8 :

$ sudo podman run --rm -it --name quay_config -p 80:8080 -p 443:8443
registry.redhat.io/quay/quay-rhel8:v3.11.1 config secret

15
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2. 1E Server Configuration #34>/, %% Red Hat Quay £0¥ SSL/TLSHI TLS, Ef% At
IEPTEFFA ST, 1R Server Hostname 50 2IE i {3 A A9 {H IT R,

3. WiEH T EEHFNRE,
4. MALLTaSEL Quay B2%, RBE/S registry :

$ sudo podman rm -f quay

$ sudo podman run -d --rm -p 80:8080 -p 443:8443 \
--name=quay \

-v $QUAY/config:/conf/stack:Z \

-v $QUAY/storage:/datastorage:Z \
registry.redhat.io/quay/quay-rhel8:v3.11.1

6.2.2. FAGMHITREAE SSL/TLS
FERLUTSEMER CLI & SSL/TLS,

FRFH
o BELIR TIERMANIEFHEZBILS,

it
1 FHEPXHMERAXGEFEIENRER RP, BREN276%E ) ssl.cert 1 sslkey :

I cp ~/ssl.cert ~/ssl.key $QUAY/config
2. WAL T4 A $QUAY/config B 5% :
I $ cd $QUAY/config

3. Ymi config.yaml XX {4 FH 15 EEHE Red Hat Quay ZME TLS/SSL :

config.yaml

SERVER_HOSTNAME: quay-server.example.com

PREFERRED_URL_SCHEME: https

4. wE  HIALL TSR rootCA pem STEFRIREN A E] ssl.cert XEFMIKR :
I $ cat rootCA.pem >> ssl.cert

5. WIAUTeSEL Quay B2 :
I $ sudo podman stop quay

6. HIALL TR E registry :

I $ sudo podman run -d --rm -p 80:8080 -p 443:8443 \

16
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--name=quay \

-v $QUAY/config:/conf/stack:Z \

-v $QUAY/storage:/datastorage:Z \
registry.redhat.io/quay/quay-rhel8:v3.11.1

6.3. i SSL/TLS ECi&

AT LUE 1T R E (CLD K Red Hat Quay registry Ul I3 SSL/TLS Boi&. #RAUT Sz —i
SSL/TLS BRi&,

6.3.1. {3 CLI Uit SSL/TLS B2 &
FERUTESEFER CLIMk SSL/TLS EEE,

SR
o HIALTIMESZREREFAT SSL/TLS B Red Hat Quay registry :
I $ sudo podman login quay-server.example.com
iy 4B

Error: error authenticating creds for "quay-server.example.com": error pinging docker registry
quay-server.example.com: Get "https://quay-server.example.com/v2/": x509: certificate
signed by unknown authority

1. B Podman AMEEBZERIET, FRLARIIER --tis-verify=false /77 :
I $ sudo podman login --tls-verify=false quay-server.example.com
i tH o Bl
I Login Succeeded!
EEENEDF, EER Podman BB NSE root MEHIA HLIL,
6.3.2. fE A MR SSL/TLS R &
{5 LA & B fs R TN B st SSL/TLS BB

L

1. SMEEH Red Hat Quay registry tims, 50 https:/quay-server.example.com, IR IEFARS
&, WiEREEBEMNG

17
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€« > C A Notsecure | quay-server.example.com

A

Your connection is not private

Attackers might be trying to steal your information from quay-server.example.com (for
example, passwords, messages or credit cards). Learn more

NET::ERR_CERT_AUTHORITY_INVALID

Q To get Chrome’s highest level of security, turn on enhanced protection

Advanced Back to safety

2. EERFER. NEmENEEERLE, f0:

& > C (A Notsecure quay-server.example.com

Your connection to this site is not
@RED |
secure

You should not enter any sensitive
information on this site (for example,

passwords or credit cards) because it could @ ® Q
be stolen by attackers. Learn more R E D H AT U AY
You have chosen to disable security

warnings for this site. Re-enable warnings

& Certificate (Invalid)
& Cookies (4 in use)

£ Site settings

Sign in to Project Quay

ELUTES S, MER Podman BBE& NEE root IFP I & ¥4,

6.4. it & PODMAN LUEEIEF A ML

Podman {8 AP N ER R SR E UL R IA MU (CA) S : /etc/containers/certs.d/ 1
letc/docker/certs.d/, fFEALL TG Podman BEE NEE CA,

EZ

1. ¥ root CA X5 %% /etc/containers/certs.d/ =X /etc/docker/certs.d/ z—., {FRAARSEE
MEBENRIRE, FRNSXEHE N ca.crt :

I $ sudo cp rootCA.pem /etc/containers/certs.d/quay-server.example.com/ca.crt
2. fE&3XE Red Hat Quay registry i, JSIFEFBHEZEMEA --tls-verify=false L1 :

I $ sudo podman login quay-server.example.com

18
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it Bl

I Login Succeeded!

6.5. FH R ECE NS UL ALY
P LU 4 BN SRR B A BT A A,

e
1. HIALLT 5% rootCA.pem XHEHIFESRISEHEEEMES !

I $ sudo cp rootCA.pem /etc/pki/ca-trust/source/anchors/
2. MAUTHSEHRRICEHENEEFHES :
I $ sudo update-ca-trust extract

3. Ak, ERTLAEA trust list S HBREEE T Quay fRS53 ¢

$ trust list | grep quay
label: quay-server.example.com
TIFE, YIEWY hitps://quay-server.example.com B registry i, BiEEIRAEREERRS
By :

& > C (& quay-serverexamplecom

Connection is secure

ORED | L
Your information (for example, passwords
or credit card numbers) is private when it is

sent to this site. Learn more

@ RED HAT QUAY

& Certificate (Valid)
@& Cookies (4 in use)

$ Site settings

Passwor
Sign in to Project Quay

4. ENRGSEEBEED MR rootCA.pem X, iEMRZ XM FEHERE :

I $ sudo rm /etc/pki/ca-trust/source/anchors/rootCA.pem
I $ sudo update-ca-trust extract
I $ trust list | grep quay

MFERZER, HSM EREZRGEPH ETHH RHEL 9 XH,
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https://quay-server.example.com
https://access.redhat.com/documentation/zh-cn/red_hat_enterprise_linux/9/html-single/securing_networks/index#using-shared-system-certificates_securing-networks

Red Hat Quay 3.11 #2551k - 3BF Red Hat Quay

B7ERFELSE

1EEBE Red Hat Quay BLREIERR AR, UTNNTHEERER, ERFZRERTRTHILIEERE, 1=
4 Red Hat Quay ZhEERY AR,

o f{#F] Red Hat Quay AIERMATMEE T LU THER -
//J\\HDFHF'*D@\#@TM

o

o (HABRIRG
o fHAE worker FJE Dockerfile
o XEMERK R
o NEEERMRIBH
o B%
o ‘EI% Red Hat Quay AIERIMANBRRE T LU THEE -
o f#F SSL/TLS
o FBIRIFEEREM
o & Clair @& IHREF
o TFiEER&
o IPv6 MIMILERE
o “;j Red Hat Quay E2i& OIDC
o geo-replication

°o B%
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https://access.redhat.com/documentation/zh-cn/red_hat_quay/3/html/use_red_hat_quay/index
https://access.redhat.com/documentation/zh-cn/red_hat_quay/3/html/manage_red_hat_quay/index
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