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EIE

Red Hat Quay B2 1& registry Al LR R S FIREEEPRAE, F7 Red Hat Quay registry BIEH1
B, LRI EMF AR TR, FEFEERING RIS F 0 ZE R IZE (pul) A1 B A (push) 7[R AL
R, EEEESNMA T UHETEI ZHESS, FIa0RmE - MisEs R LE,

AERBEE D EBE Red Hat Quay, FESIFFIRXEHFERE,



1% AP

B 1ZE BN

O # 7 LTE Red Hat Quay R B 2R RHKR AT, BNIZEEMNELEXLEEEE, £A Red Hat
Quay, BNEFHEEEE—NSHR A7 B, XFRRE LT F0EERRT A FGR,

1.1. FHEAERY

Shared organization LDAP

Directory
L Define p‘ Member of
- - — -
Organization 1or more —» 8& 1or more
oIDC
Teams User Provider
Access to Owns

1or more -

l —

v

Contain Image Access to Robot Home Intermal

{or more — P repositories Tormore — account organization database

o Wi RET —FMEFBETENAINERGRERTHEFMENTE BR, XEFEERT
HEREFNSIAEF, WRE,

o HIBA NAHALRME T —MAXRBRIR. TUELBEHH (H1a0, BAREEEE) SEFHEZE
WEMNR, AR ENEEHAMHKE.

o AP ALLET Web Ul S Podman =X Docker £ iR EFEME, FHSENERSS,
5140 $ podman login. EMAFEERE—TAAw&ZEE, F40 < quay-
server.example.coms>/<user>/<username&gt; = quay.io/<usernames,

o B @ITRSREPH Super User Admin Panel 3855 T 5 [AIFUBRFN4EAN, #BLLFE ~ API i
AT, XX @A AR s,

o HLEAWKF NIEARF (WEBIR) RHXEFEMZENBNIN, HlasAIKS S OpenShift

Container Platform BRZ5MK ™ KL, @B RINR IR E AR P sk FIABIZIK -, oI LU EEZE R
BF A28 Ak B RR

1.2. B ik
Red Hat Quay B9 ik P AR AN EA B ThBEFIThRERI IS 1L 15 R BR, @i ik 7, e LLEIEMNE
BEMEZE, BRI SREER, DUREERIXLE R RABR, Ltk 2EIEFEE Red Hat Quay A
MR R IRE BRI,

FRAUTSE T Red Hat Quay S ENIRHT A,

FRFH

o RE7E config.yaml X#HHEETHBHUAF, MHEELER , HESHEE Red Hat Quay B2 A
F‘O

Pt =
1. LB A P B9 & X BEM Red Hat Quay Fii# /%,


https://access.redhat.com/documentation/zh-cn/red_hat_quay/3/html-single/deploy_red_hat_quay_for_proof-of-concept_non-production_purposes/index#red_hat_quay_superuser
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2. EEMERH, EEEBIKS R, AFEH D Super User Admin Panel,
3. B FIFEY Users ET.

4. R QAP %,

5. KIAFTR PRS2 FE it REET SRR R,

6. MR EEME Users 1@, HAIMEILE 7 — Red Hat Quay A,

% .
R BEEERIFT Users TUE K B EME -,

7. T_EUsers TEH, #ii 55 ASXER Options cogwheel, LR &HII—NTFHIES, MR

=
LS
E4 Change E-mail Address
&, Change Password
%X Delete User
O Disable User
¥ Take Ownership

8. Hi Change Password,
9. RMFFE, AJFH T Change User Password,
R EER LUERZR P B @ET Web Ul SiHENEMBIRE 0 (40 Docker 3
Podman) &3k,
1.3. M& 4 1THHBR RED HAT QUAY f /
£ Red Hat Quay Ul B Superuser Admin EHR 1 1jj[7] Users IR, ERIRERIBEIEHIIHA IS
Mo R, RER—FHBEE, X~ RedHat Quay #EE NERAIBEMEIE, B REEIZRYT O
EQ
XMERBUTHNRERZ— :
o MNEAFH, Web Ul R, &EXFERN, AP EENEIITEMERE.

o 7L LDAP B3UIER, HEI userlD i, BXIXHIFE FHIMEARE. BRI, RedHat Quay AARF
S BE A IR FHR it F A .,

ERILXARER, FERUTHZEM Red Hat Quay AR .

it =
o HIALLT curl o5 MEn BT HIBRAE /-



1% AP

$ curl -X DELETE -H "Authorization: Bearer <insert token here>"
https://<quay_hostname>/api/vi/superuser/users/<name_of_user>

' MERAF R, LRAEES BRSSP EENEAFMEZEERT TR,

1.4. QNS

(AR A0 B DA SR AT B BRI, ORI, HHTTRIE
1 SUERA S SRETN, METAEAEFNS(+), RBERF New Organization,
2. RANENET., EHBARTERET. FENS, MRk 25 255 NPHIANKE

3. 1% Create Organization, XIFERFAL, ATEEFHEMETIRBERRINEEZE. FPA
B AR MEMINEE, TEIER T S E LR AE A T E R,

(0 QuAY EXPLORE  REPOSITORIES  TUTORIAL searct +- 4 adminis...
C clairv4-0rg + Create New Repository
8 Organization Settings
Namespace: clairv4-org
0%
[ )
Avatar:
1
=
Delete' . Begin deletion
e orgamzatlon:
v
Time 14 clays :I
Machine:
il
tion Tirr
ﬁ'ﬂ'
&
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2% OIREM O

i ERERTEE—HAXTREEROPRUE, XL R T U RS 2N AR REK
HI

CEZRBBRERAH, BIRREATUESIRMGCE, flm, BARE— M TATBENSRERER, —
TRTFABMGRZER, EERRENABREERAE — 1B 2,

Red Hat Quay ) A PR EIZ (B ERI U5 R4 6, B RAILIAFEMZE, XRREEMATA LT
B, ERFAAMAPRES T EEE, HER S AL EHTRAE, FBREIXT AR~ A8,

1 Red Hat Quay FAIBFHENAEE N : FHHEX docker 2k podman o HEEF R, HEER
Red Hat Quay Ul,

2.1 FF VI 8|5 R EMEE
FEA LT B#E A Red Hat Quay Ul B2 EF 6%,

Pt =
1. @i Web Ul BSRIEHIFA K,

2. 7£ Red Hat Quay &% T £, i Create New Repository, &, EA LIS + EFR - New

Repository, a0 :
+- 8 |

New Organization
N & New Repository
3. 1f Create New Repository TTEH :
a. ¥ Repository Name M N E) &8I - &K G EFE R,

HE
FETENCERZMPMEALLTIAE : * build * trigger * tag

X ], ﬁi:.lzﬁﬁ%f“%ﬂ\ﬁ AP TEV i EiEE, BITEKAMBREE
o FHMIRX LM G FESREBILLTHEIR - Failed to delete repository
<repository_name>, HTTP404 - Not Found.

b. A%, Hifi Click to set repository description LURINTEA# IR,
c. IRIFEHFE, = Public = Private,
d. ®ik, IEFERTRMTFIEERIRE,

4. Hil: Create Private Repository UL # 2R 17 6E %,

2.2. fFH CLI Bl LR EFME



B 2% QRN

FEREMMEIE, EALUER Red Hat Quay SE5IFR s AN1FTER) Docker 3k Podman JF #1552 15 1t
[, HEFIRIENRERRFERMAI R LIME EEEIRER registry (40 Quay.io) BITR, 5
&HEEE Quay.io fa, SEIB—INEEE,

I HE R B AR SR B B AR AT

SeRFH
o RE THFH R podman CLI,
o RBEZEXE Quay.io,

o MBHIENT —NEi&, #0 busybox,

ik
1. MRl registry FRHIEURGITTE, B140 -

I $ sudo podman pull busybox
it Bl

Trying to pull docker.io/library/busybox...

Getting image source signatures

Copying blob 4c892f00285e done

Copying config 226675368 done

Writing manifest to image destination

Storing signatures
22667f5368222920948d19¢c7133ab1c9c3f745805¢14125859d20cede07f11f9

2. ERHEFHEERNGEBTINCARS LK. 0 :

$ sudo podman tag docker.io/library/busybox quay-
server.example.com/quayadmin/busybox:test

3. FFERHEEE registry, HUTLLS TR, BRI LUMERNESRERMEEREEMICHIBR.

I $ sudo podman push --tls-verify=false quay-server.example.com/quayadmin/busybox:test
it Bl

Getting image source signatures
Copying blob 6b245f040973 done
Copying config 226675368 done
Writing manifest to image destination
Storing signatures
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5 3 E EENYGCENIF

579 Red Hat Quay A/, EAILIGIR B CHFMEE, FHEHATLURETELANEMA iR, =
&, AL ERNAS, LARTFREE LHFIPATT R F6E %,

£ User #1 Organization #Zfi#Er, EATLLEAN B/ 5 Robot ik 1 REXAIEUE K AR5 X L F B, #l
BN FEESEFHEEZ R (80 Docker & Podman) BARZ 1 IFEMEEZE, MEEEFIHEAR Red

Hat Quay F FiiK 7,

3.1 RFHIR AR PG E
ERF AR A BFEMEZER, &a LUSSHZ G ER U5 RIAR AN EI B ik P 8488 Robot

Accounts 7M.

301 RFBR VIR R EEE
ERL TS BRI S B ik P R,

i

. FEREE K& %E Red Hat Quay,

2. FRAPRRZERTEFE—MRES DA R HENFEE.

3. BB LR Settings,

4. BABERTEFEEDFTRNAS %, SEEAR, RHFNS, -

€ Repositories &, johnjones / prodrepo ¥
o Repository Settings
w @, User and Robot Permissions
O johnjones |Admin - )
T
admin - |Read -
|II|I administrator

5. ENRIER, EFEUTZ—:
o [Hit, VAP MEHEZEEBMAL,

o BA. RVAPFEERMIE MEFHEER GRS SR X R TR 6E %,

o EHER NAFRHEEMENFEEEIRE, UKRMA ENE TR,

6. 1% Add Permission %28, B IIEE R 2 EHITR,

7. \lk, f&AILLERE Options R, SAE1%EHF Delete Permission JEfifksk 5 el 1% i % BIP R

3.1.2. BVFENLES A5 IR B P 1R 6

10
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HL28 Ak 7 B F B X Red Hat Quay registry BRiEEER B SN, B 15 OpenShift Container
Platform AR 51K 7 SR 4EL,

XE Robot Tk 45 RIT -
e 45 Robot ik 7 FELHIELE,
o TA[HJI Robot i F7 BT LLM AR #E 3 FI R BV ERAR BO T2 68 2 AN B AR

o TILIEHIFFNEERBERE, UBTFAANEEE " IH, W Docker. Podman, Kubernetes,
Msos &, LAFIREANE L HTEEE,

B Robot Ik~ EB R T A ap B Z A, BI40, Robot Bk ALY A R4 jsmith BIFR B 77
fEPERI DT IR, B2, TRERMENNIER i EIRBIFEZER DI,

ERUT LSRR ERTFUIFEBIEFEZER Robot BKF,

it 23
1. 7£ Repositories ExTE L, #ifi A&,

2. TS MER L, #id Robot Accounts,
3. B Create Robot Account,

4. FI&H Robot ik F 1R &R,

5. @ik, FIEH Robot ik iRk HE®,

6. i Create Robot Account, Robot [ BIZ TR N IEHIE P &2 LU RN 28 A EFRE S, 40
jsmith+robot

7. EAFEE S Robot ik REXBITF I,
8. ¥ Robot Ik FHITNBRFEE N A Tz — :
® None, Robot K% & 7 i#EBINR,
o %, Robot ik Al LLMIF#EE B FIHIEL.
e B A. RobotBKF A LAMBFEELER (3E) HE A (push) B,
o TG MEFMHEER BV X R F i ERNTEY PR, URHITSEFEERBKNEERES,
9. = Add permissions &1 AL E.
10. 7E Robot Accounts TIE L, %% Robot Account AEFIZ ARERRE R

1. 7E£ Robot Account iETI T, M. Copy to Clipboard, NHl#AEHIERNEE. BERFNS
&, {&ALLsR Regenerate Token,

% o
" EHTER TR RELNES ARER LIRS EE.

1
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ﬁ Robot Token
Kubernetes Secret
%) rkt Configuration
& Docker Login

& Docker Configuration

£y Mesos Credentials

12. ERUTAERENERBEIE :

Credentials for johnjones+prodrobot

Username & Robot Token:

johnjones+prodrobot

R22HOJPTGDEJCRAKTBJQIZNCNH4BBWMWeKBFWWeHE24T60A9XNUB

Regenerate Token:

Click the link below to regenerate the token for this robot. Note that all existing
logins of this robot account will become invalid.

Regenerate Token

e Kubernetes Secret: iEF LI Kubernetes pull secret yaml X#H#IF R FEZIE,

e rkt Configuration : JEFELEEIILL (json LRI R Tk rkt B2 T BIEIE,

e docker Login : EF LT E HI 2 & EIEHTE docker login 51T,

® docker Configuration

ABERFimRT L,

® Mesos Credentials: I T — A tarball, Bi2MLE[1E Mesos A& SC44H) UR| FEE AR

HFIE,

3.2 I B

QIgNIE, SR —HEEEEREREEIZNME, IRNEEESERFEETR, A4A5RRT—

;IR ITU T % B 4F Docker config.json SRS, LUHEIEK

HRAPXBHREGFMZE, 7£ Red Hat Quay 7, FIFHAIUR A/, LAl 2EEHENERMAIES,

s TAH,
BXRNENEMERERSE

o EARBRIMERAR S — MR, EME—IH, EaTLUERER.

o HMMTEEEIEA. BYRHEXRNM—NHEIN, RENEFEPEERM—IHZ A

AR LURMBIN R EFEE . B, XLH T2 Repository
Settings TUEIF{EMAFIPA IR 51, Teams #l Memberships Gl _EMICollaborat
ors View T RENEZEV R RREEFMENAF, MERKIZHSAB—ER

ﬁj\o

o AR LAENIHIE, BEERFEHEERBXGEBIRA—H, XEFNEERHARIRNERE

FREEHANEER,

3.2.1. B
HERU TS AR,

12
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iy =

1. 7£ Repositories B>k {E-L, #ii Create New Organization,
2. 1f Organization Name T, BiAZED 2 MFRKBNTF 225 NFRER,
3. £ AEHEFHE T, A Sk B 7l B B FRRE,

4. =2 Create Organization LLSE A OIIEE,

3.2.1.1. {8/ API SI1B S —1 il
ReILUE R API BI B— M, ALk, B ZER Ul B T E— M, SR aa 4/ OAuth 1717

ThE,
FERUTSHFEA Red Hat Quay API i s 1|8 55 — ML,

TR
o MEDBMEA UIAET -,

=

o MELEMT OAuth i[5k, MMFBELER, ESH"GIR OAuth i F R,
i =
1 BIALUTeSOE—147 data.json B934 :
I $ touch data.json
2. EXHRRMUTAE, XHEFHFILET
I {"name":"testorg1"}

3. MIALLT e E A AP| im R OV, (53 EH OAuth Access Token #1 Red Hat Quay
registry Ifim :

$ curl -X POST -k -d @data.json -H "Authorization: Bearer <access_token>" -H "Content-
Type: application/json" http://<quay-server.example.com>/api/vi/organization/

i B

I "Created"

3.2.2. FHIFA A INEI 44

IR IR AR, AT LU R AR, RRb i e T AR, FREX BRI RN RR
Pl

EEEN> 2 SRR EN: N A RelE= S

FRFM
o BELIBRT M,

13
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it

1. 7£ Repositories Bk AL, EFEEMERMAIARAL,

2. ESMMERD, % Teams #l Membership, BVIANER T, FiEE FNEE, BEEOIEBIZHAS
B9 R B9 Admin 550

3. Hifi Create New Team,

4. BIAFHA &R, EER, HIBILUNET L, BXRAUERNEFRNEF, FRAFARE
FRFFIRF T

5. = Create team,

6. RESEMIHIATTES HIBA &5, EXE, ERLUSIMEIB9HEE, FHRMEIARA, miEm
B, NESRASEFIMGIt, MF/ELER, HSHE"FAPRMEIFEL"

7. H.; Norepositories XA, LUAHTA AFEMEERNFIR, EEEEREANGRITRM BN FME
FEHI S HE,

8. EFRFLELABBHE HIRR -

® None, KA G1&BEN 0 ERITR.,

o [IBE, MIPAAK 51 Al AMIF S ZE R B FHIE.

o BA. HIABARTUMABFMHERLER (GuE) HEA (X)) HEEE

o EI G MIFHE R ENAIHEOX B F M ER TR RITR, LARMIT S F M E XM ERES,
9. m Add permissions {R 72 F P\ B TZ i FEAL R,

3.23. KEHAIANAE
TONEAG, e LIFENI i B IZ A B,

FoRFM

o ZELIETHIA,

it =

14

1. 7£ Repository X THE- L, RIERIHLIGEFR,
2. ESMEKD, #E Teams #l Membership,

3. 1% TEAM ROLE THI3¥HE, INTEMR :



B 3 B BN ERH G AN

. alldeve|oper5 + Create New Repository
5 Teams and MemberShip & Members View | € Collaborators View
a® Filter Teams...
cos + Create New Team 1
[ ]
TEAM NAME MEMBERS REPOSITORIES TEAM ROLE @
1 :
(o o] @ OWners 1 member | Admin - £
0 testers 0 members Member - &
e
J Member
® Creator
il )
@® Admin

4. XPFRTEERN, HEFUTABZ—
o BB AR NI ERIRT B TR,
o BIEHE FARNTR, URGIEHEFMHEZENEN.,
o THEH MMM TEEEFIIR, SIECIRHEIN, Rk FIZENRAEEN.,

3.2.4. AP ARIEIHFRA

ERAANEERSN, EALUEA NS ANKFRINEIE P, HERMAAE, Red Hat Quay &fA
ZRAPZER T, BAR—BEATRHLERT, BRI,

5 LU S 900 A - Sl 8s Ak s an 2 A AR

iz
1. 7E Repository Bk THE- L, RIERIHLIGEFR,
2. ESMBE®KH, Hi Teams #l Membership,
3. JEEEE A PRI EIR A SAL 28 AR
4. 1f Team MembersiEF, NUTZ—HAER :
o EH registry LIKFBRAF &,
o registry £ FA K PR L TR A4 M
o HBAKFBIBH. AMUIFEA <organization_name>+<robot_name> B R,

Has AR P SILELRINBIF R, SFRFKS, MMARSBIERLELRS., 1
FA P 325805 RT, B ABSRATF INVITED TO JOINYR S, FA P 1252 i A
HEIEMAFINE, fiT&M INVITED TO JOINFRZEHIEH MEMBERS
5”%0

15
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Hb iR
A3 OAuth 1510 £k

3.3. ZEN2E A
Red Hat Quay B8 51 o] LB T 22 1k A 7 O B # O L 28 Ak - SR B I8 A K P

BF

MBS AKX F SRR RN EM, 15 ROBOTS_DISALLOW EZEFR%E N true &
R R AR B, PR 0 E AR RITE E config.yaml SX#4Ri% ROBOTS_DISALLOW %
EN true, X2—EHMAH, FHFHEELUEH Red Hat Quay RAHRARIR,

AT SRR AN AR G,

FRFM
o HELIBRTZMLEAIK

ik
1. E#7 config.yaml FE& LU0 ROBOTS_DISALLOW %=, 40 :

I ROBOTS_DISALLOW: true

2. EJ3 Red Hat Quay ZE.

FOE - AEEHRIALER AN
1. SEIEA Red Hat Quay T AEE,
2. RPFHEERETR,
3. ESMEHR, Hi Robot Accounts,
4. B Create Robot Account,
5. HiANE ANIK B9 FR, 5140 < organization-name/usernames+<robot-name >,

6. i Create robot account UL, ZRLULTEE : Cannot create robot account.#l2s A
kP #EER., R RENEEN,

Bk - FRBINE A
1 ESRTRECLYH, WAL THaZIXUNE AR FHER
$ podman login -u="<organization-name/username>+<robot-name>" -
p="KETJ6VNOWT8YLLNXUJJ4454Z16 TZJ98NV410OEQ02PC2IQXVXRFQ1EJ36V12345678"

<quay-server.example.com>

16


https://access.redhat.com/documentation/zh-cn/red_hat_quay/3.10/html-single/red_hat_quay_api_guide/index#creating_oauth_access_token

B 3 B BN ERH G AN

I Error: logging into "<quay-server.example.com>": invalid username/password

2. 1A LAfE % log-level=debug iT7&, LARRIANLER AN BE#EUHBUE :

$ podman login -u="<organization-name/username>+<robot-name>" -
p="KETJ6VNOWT8YLLNXUJJ4454Z16TZJ98NV410OE02PC2IQXVXRFQ1EJ36V12345678" -
-log-level=debug <quay-server.example.com>

DEBU[0000] error logging into "quay-server.example.com": unable to retrieve auth token:
invalid username/password: unauthorized: Robot accounts have been disabled. Please
contact your administrator.

17
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B4 E ERRE

G EN RN RA R ERAIBRFERLZAENIRESINAFF. BRGGBEHAREETRAMONS
MEAER, BEIRERTEOBEEKNTERAESIRAE XFEERIMINER.

BRI EREAUTHR
o RFMAS  BILHGKIE, EUURTNARFHINGNTRRASRA. Flm, EIEE—
MREH v.0 BIER, URREFIRAIELTRAM vil, XA T GRRABEMIC
Ko

o ENEANA : MBEBEFEGARANIIL, B LLEHEEE R B LRI, X
AR AT A B 7

o FRINE : AERTEIMENEHRINERAER, BALUER dev IREHTFHAMRA, qga BT
SRIENN, LAREFIMEM prod, BMREEE B SHThEEFEE.

o FFERR/RSERE(CI/CD) : ClI/CD EEBEMBEJRITERBINEREB LR, MHOREER
AR ERRERE LRI, MMEMTEER,

o MENX : HENFLARLERENIEIRFEHRESR, ]y EROZRREE&
W, XBEBTFREMMIKE N IhEE,

o HEXN : BHLUMEAGGNEREEEETRAERE. WML, RNRIRENE
1%,

o RENMT : KURERAL, EAILMERERINEQIRERIITRE, UHARENRAER
RATINR ERAE

e Dockerfile BEX : WIREEA Dockerfile Sii T T8, EALUFEBBEIFEEX DM ZaIf I EHH
Dockerfile PR HIEE 15,

RS, HEEPERET —MEENAREENHHAREESR, LSRN L. BEMLET TF

2}
o
4.1 EEMEWIRE

B Red Hat Quay ESHEIRE, WSMEF RS Tags T+, HI0 ;

HENESRFEEPRIRE

Repository Tags Expanded
-~ £ Actions + 1-250f287 > Filter Tags...
TAG LAST MODIFIED | SECURITY SCAN SIZE IMAGE
v latest 16 hours ago ) 10 fixable 711.0 MB SHA256 9a347939468¢ A o )
master 16 hours ago ) 10 fixable 711.0 MB SHA256 014514e8efdb I EA o)
dbb57f7 18 hours ago ) 10 fixable 696.1 MB SHA256 2592cT71fe8f5 EA o)
3e28797 aday ago ) 15 fixable 693.5 MB SHA256 0d37d281173e EA ¢ )
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4.1 BRGNP BRI E
IRETLLE Red Hat Quay BV G RINETI1 %

ik 3
1. HERZEEINR Settings 3% gear, B H.ii Add New Tag.

2. WA RS, AFHTE Create Tag,
IR ITESTE Repository Tags T L.

4.1.2. BN EIRITE
MREE, K] LUSRERBEITRBE S,

it =

o LIRSS Settings =X gear BlFR, BH i Add New Tag HHIAIBITEZF. Red Hat
Quay ERINCE =) ﬁ\/c*fﬂj] ﬁﬁTIE/ﬁjJD*T\_Lo

4.1.3. MR IARITZ
IR B AR IRZ AT BRI registry B HIBREREVEE ERR A,

EMERERIRE, HERAUTESE,

pi% =
. SMEBEMEZER Tags TUH,
2. Bk Delete Tag, iIXfSMIFRIAE: & HME—BEHE &R,

RED B A/ [E ¥l &5 HRED BCBORTF], "I IAWMRE MIBREE&RINE, MBELSER,
HEH " REIREER,

4131 BEWE RIK
Red Hat Quay REH G R EXT N RGN SN LE) Rid K,

ik 3
o SE|FMEFR Tag History TIH, MEEHRGIZED HIC%R,

413.2. kEREERN

Red Hat Quay 1Rt T — MW A947//7¥l 47 ThEe, EAFIRNGEBRIVEEFHEEHRRE, LUEATLIREYS
WERTHBIED, tIhRef R IRE R EE&( AP PR

iR
1. S-MEITE6EEEM Tag History TS,
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2. TESRBRIRE AR B ek BRI Al R AP E iR, $ET3E, i Revert THUED, MIFEIREEIH
5%, =& H T Permanently Delete THIEI S K A M BREZARITZE

4.1.4. B IR SR IR AR AR
Red Hat Quay 12t % #{# F Docker # Podman & - imH BRI 5 3%,

iz
1. SMEEMEZER Tags TUH,
2. EEHR T, HBif Fetch Tag Klfr.
3. HHHAEHIIN, AP RFBILTRI
e Podman Pull (BT H7%)
e Docker Pull (BT Hr%)
® PodmanPull (%)

e Docker Pull (3REE)
PR MO ANET AR EIFE N B iR 4, AR T RIE (pul) B

4. = Copy Command E#ltp%, e H A A FeawiTRE(CL), 4 :

I $ podman pull quay-server.example.com/quayadmin/busybox:test2

4.2. bR 8

RILMER B ZIHIINEE, 15 ia15i 1B N FE ATt FHIFINT EIFT M Red Hat Quay 77 1Z/% 174, HLIhREEIELL
THHE :

o HEHRINITHEIN, ©RMEFEHEZERMIR. MRXZFEGGHRE MR, NESEHERTE
TR R

o THAIRREBEBMIEXE, WTFENOE REREE.

o IRZFZILHISMPRE, ©ARRILEIM registry FfllER, IXEBURTFIERS [A] HLE5L0EE 1% 1T H9 5 EOHY
/], ZINEERE AR K AMIBRIFZE L ISR, BINERT, XMEREN 14 X, BEEAAU
FRELE [RIAEE N S Mgz —. TR EIRET, ATAREIREER,

Red Hat Quay B A P& B 5 MR P i P iR B B R AR R BVR IR L R 7 R B Fh RALEHISR
WEREBHEFERIEHEE, SMFHENEEZEE T RNMREREKAEE,

ALLGBE TR R —IERE T

o TEGIEERRES, BiTTE Dockerfile iXE quay.expires-after= LABEL, IX&/F—PNEFEHZE N
TR BRI T HA,

o @ T %FE Red Hat Quay Ul ERYIFTHARHEA, 5130
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& Repositories &, johnjones / prodrepo Y¢
0 Repository Tags Expanded
‘> - 1-10f1 Filter Tags
TAG LAST MODIFIED | SIZE MANIFEST

g latest 21 hours ago 0 Passed 345MB @ _in 4 months SHAZ56 920993247671 EANE - )
+ Add New Tag
W Edit Labels

I *® Delete Tag
|£ @ change Expiration

4.2.1. M Dockerfile X B 1%t HA

{5 /3 docker label 355 0FRZ:, #I40 quay.expires-after=20h & S BT Z 15 RBOE H 5 B 5T #A,
AIES NG, RKEARILLTE -

e 1h
e 2d
e 3w

1 HARS [B] MERIRHEE B registry BYRS ] FF 48,

4.2.2. Nt R BN

PR T HA AT LATE Red Hat Quay Ul i%i&,

¥ =
1. SMEIFMEE, BRESFMERTH Tags,
2. SUIRIRITZER Settings =Xk gear ElT, $AE1%FF Change Expiration,
3. EFRRET B B EARNETE], SRAIFi%EHEE Change Expiration, ik BT HARS[EEY, FRZEEE N MIE
ek 2 NI B
4.3. 5E CLAIR BZ211#

FINER T, RedHat Quay FFH Clair Z2Hi#f2F. E/5H Clair, 1550% Red Hat Quay £
Clair,

i =
1. SMEIFMEE, BRTGTSMERTHN Tags, HITHEDTIELHENER,
2. ERTREXRZEMRBNESELR, 154 See Child Manifests E&EY B K hHEHRIIR,
3. m See Child Manifests THIAEX5E4E, 80, 1Unknown #E EMZI Security Scanner T,

4. Security Scanner TIEIRE TIFEMER, RERS2ZHL CVE, LAREREER AN BUEDL,
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A=

BRI Clair 2R A ARRE, BT RERM T WLigER B PRl
B, Red Hat Quay &8 A AMEF & IBRHE,
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BEEEAEMSFHAS
5 Red Hat Quay FEIFTA 72 FE Rl 42 22 LIRS S5 5 1 5

#%& Red Hat Quay B, AT HREHNLZLBERNRMHE R BT, FREETERETUTE
=3

o FTEMX : FABEAERIGRIE. HEFEM registry BENRERE LIRHEUE,

o APED) : AEHUEMERIRANED), SRWERSERVINHS registry RRBRRZE, X
ME TRBAPITHIMEEDINEGEEA R,

o FAZER  BUMREAERRN, BAHLURAT BIPLEGEE N, ERAMEREK, URED
V7R R, X LS B AT B B B AR MBI TR AT LS BE T

o REHIT : FABATTILERREERD FERUKRE [, XX REHE T, SWELRHEEM
ABENHATRENEREE,

e Image Lifecycle Management Logs RTLUE RUPLEFRAR AR HIER. HEXFNMIFR, LhE BN FEIE
BRRESRREXEE, SEFABREHHERFERENNGR,

o SHM MAEER : H TV EBEMNEREMH BRI FIPRNESMMER, £F/HAA
A HR B R E ST I R

o HHIRETH : A BSHREIFEEXNTUEREENRERANLEED, HEILEHE
AEBEE AR AN R 2 E 4,

o HEHNWT : BEENHHHER, ERBAETLUREEEIFEANT BIED registry WERAR. XH
By FIEs BOR OB, 15 1A 3R RN ER 4R B TR SRR A HH B B R 3K

VilF B & AEE ST
o &t WebUI HEERE.
o SHHABLUERUEABREEN].
o A API M BAESRE,

ZVBEE, SQTEBRTEEEES R 2R EENR,

B APl X Z1RM 100 MAETLER. BERERZER, B ERAZEH iR BAETH
e,

.

S51L{ERAUIEERE
FRUTESHER Web Ul EBEFIEESPRZERIVEESRE,

it =
1. SREEEHNEEAN G ENMZEN,

2. TS MEEH, % Usage Logs,
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C C|airV4-org + Create New Repository
5 Usage LOgS From 4/26/20 to 5/3/20 m & Export Logs
..ag , @Grouped O Stacked @Push to repository Delete Tag
2
1
ik 2
1
]
=a 1
1
il 1
1
0
0
£

04/26 0427 04128 04729 04130 05/01 0502 05/03

Showing 4 matching logs

@ Pushof % 18.04 ubuntu Fri, May 1, 2020 4:27 PM administrator 1012927

@ Pushof % 19.04 ubuntu Thu, Apr 30, 2020 2:55 P administrator ~ 10.131.0.6

3. A%, 7E usage HETIEH :

a. ﬁﬁﬂ%ﬁﬂﬂmﬂﬂﬂ From %D to *E%lﬁﬁﬁﬁﬁcﬁgﬁuxﬁmaﬂﬁﬂ. Eklj\'l /R-F1 Ul %J.L
THEXENSHE,

b. 1E Filter Logs*['*'?ﬁu)\%ﬁ% DETREEXRRFHEESRE, Fla, EaLUEA delete

c. 1f Description T, [HHEFRBMFTLIMNEERLSHENNXA, SHEATFRENEX
X,

5.2. —rﬂjﬁﬁ%fﬁ 11_,\

R LA#E A Export Logs HREIRERKE HEX M, FHH B {RFTE Red Hat Quay BUBEZ H. XM IHEE
BLTE R FIRRS

o IREILUNIRE MTFHE RIS B A B H#RSE [,

o IEILLEIT L FHAEMIINSE R BIEH URL 1% K B & A X,

o BERHARN, BUNRHFRENMEERNEEN,

e WAFERFRE 30 XHWAE,

o SHASMNKECRIEMMNBEHE. BRREH B SILREE,

o WINIER] Red Hat Quay SEBIBC B L ThREM A ERTF (8. AMEFEMTEFHBR.

o YHATMREHMEMERN, MRBEBRFZEE, NIZINERIXLEHE. MABRT, 8iE
E—/J\ETJ: L H.

HEAUTHRSHASE,

it =
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BEEHFNFHAR

. IREEREE GRIMEEE,
. ESMEIEH, %5 Usage Logs,
i, MREEERFENBH, 1ETE From # to EFHIASEHL

. = Export Logs ¥&il, LA HIN Export Usage Logs #HH&E O, W TR

Export Usage Logs

Enter an e-mail address or callback URL {must start with http:// or https:// ) at which to receive the
exported logs once they have been fully processed:

johnjones@example.com

= The | ort | rocess can take up to an hour to process if there are many logs. As well, only a single export process can
run at a time for eac I||| ||rs:s-|::'|::s:..i::lz:li:i::-l'uruls:>;|:::-r: requests will be queusd.

Start Logs Export Cancel

BN FlREE e sk E ] URL U S HEIE R, XS FEVE URL, EelMER—NMEEEH
URL, f5I#0 <webhook.site>,

. 155 Start Logs ExportL}LﬁﬁL‘L&%ﬂﬂl%FﬁiﬁE/u?&E REZWENBEICKEIEE, XA
BEREEMILA PRI IL 5 F BE5E

BEFHTkE, SHAUTHIEGZ—
o URBI—HAEFHMY, REMERNSHESRETA.

® M Webhook URL iR[E B &S HIERHIRINRE. H4, LRBH—DESHABENEE
*% 1/\lb\ﬂﬂ'[J|Z%'LJ\-Fj& E I8N0

URL &7 Red Hat Quay AEEFEHPIAE, FHRENE—/NNTRTHE, NRERER
&, TERRED N AR S HBAE.
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2 6 = B3{E A E WORKER & DOCKERFILE

Red Hat Quay X ##{# f OpenShift Container Platform 5% Kubernetes £ B)—%H worker 7 s S22
Dockerfile, g% 2% (40 GitHub Webhook) ®ILAERE HEIR RN B S BHTARABIF 18,

AXHYER T 0 A Red Hat Quay RE/HAME, FHIXEZ D OpenShift Container Platform 3%
Kubernetes (£3¥L1#% % Red Hat Quay FIFJEE,

6.1. {1/ OPENSHIFT CONTAINER PLATFORM i%i& RED HAT QUAY
BUILDER

£ OpenShift Container Platform R{E AT, ZA715EECE Red Hat Quay Builders,

6.1.1. Bt i OpenShift Container Platform TLS 2H{4

tls ZHESEVFIREH TLS iRE.

v ==
, Y TLS A4 Red Hat Quay Operator B2, Red Hat Quay A #F Builder,

SNSRI tls BN unmanaged, NIRELE O8I ssl.cert #1 ssl.key X4, FEARLFIFR, MNRFLEERHT
¥ Builder, 1@/ Quay B&EF0 Builder BRE & FRARINEIE T AR EY SAN FIR A ; the] LAE R @BEC AT,

ZN builder B8H, EFEAMULTEN :
I [quayregistry-cr-name]-quay-builder-[ocp-namespace].[ocp-domain-name]

6.1.2. y Red Hat Quay Builder J£# OpenShift Container Platform

FERLUTH N OpenShift Container Platform % Red Hat Quay Builders,

FRFM

o RBEHECE T OpenShift Container Platform TLS 44,

P =
1. BIALL T4 081247 Builds B H, #0 builder :

I $ oc new-project builder

2. BIALLT i R7E fEESR R i — 1N FTH ServiceAccount :

I $ oc create sa -n builder quay-builder

3. KIALLT 8B 7E builder sp 2 E [ HIRT A edit A :

I $ oc policy add-role-to-user -n builder edit system:serviceaccount:builder:quay-builder
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4. MIALL T4 %EZRS builder 432227t quay-builder BREK 7 < B ShE, LSBT HH
KIEF 5 OpenShift Container Platform 258 API IRS5 2332 H.

I $ oc sa get-token -n builder quay-builder

5. iH%] OpenShift Container Platform S£&£89 API BR$58589 URL, XA LATE OpenShift Container
Platform Web #Z& H#kEl,

6. RAIVAE ML ZE AR worker 11 smbns, E NI pod BEERENL worker 17 s EIE1T,
FrLUEE A1 AR E MRS PR,
FREREEAITIOE, LUBERNFERILET min%g,

7. ®ik, MMREBRFEABEZRIUET, NMATIRE Kube API AR S5 25 BIIE T 1 & HLAE (CA) LR AN E!
Red Hat Quay FOZRAIET,

a. WIALLTHRESIRENEE CA B secret IR :

$ oc get sa openshift-apiserver-sa --namespace=openshift-apiserver -o json | jq
".secrets|] | select(.name | contains("openshift-apiserver-sa-token"))'.name

b. M OpenShift Container Platform Web 28 R # secret KEX ca.crt #{H, ZEMU "-----
BEGIN CERTIFICATE----- "k,

c. # CA FAE| Red Hat Quay., FARIELXHIEFRS K8S_API_TLS_CA PtiC,

8. iy ServiceAccount B2 LLT SecurityContextConstraints ¥R :

apiVersion: security.openshift.io/v1
kind: SecurityContextConstraints
metadata:

name: quay-builder
priority: null
readOnlyRootFilesystem: false
requiredDropCapabilities: null
runAsUser:

type: RunAsAny
seLinuxContext:

type: RunAsAny
seccompProfiles:
supplementalGroups:

type: RunAsAny
volumes:
allowHostDirVolumePlugin: true
allowHostIPC: true
allowHostNetwork: true
allowHostPID: true
allowHostPorts: true
allowPrivilegeEscalation: true
allowPrivilegedContainer: true
allowedCapabilities:

(£

allowedUnsafeSysctls:

(£

defaultAddCapabilities: null
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fsGroup:
type: RunAsAny
apiVersion: rbac.authorization.k8s.io/v1
kind: Role
metadata:
name: quay-builder-scc
namespace: builder
rules:
- apiGroups:
- security.openshift.io
resourceNames:
- quay-builder
resources:
- securitycontextconstraints
verbs:
- use
apiVersion: rbac.authorization.k8s.io/v1
kind: RoleBinding
metadata:
name: quay-builder-scc
namespace: builder
subjects:
- kind: ServiceAccount
name: quay-builder
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: Role
name: quay-builder-scc

6.1.3. B & Red Hat Quay Builders

FEALL TS %5 B Red Hat Quay Builders,

ik
1. #ARER Red Hat Quay config.yaml 3X{4/5 T Builds, 540 :

I FEATURE_BUILD_SUPPORT: True

2. 7£ Red Hat Quay config.yaml XHHRMUTER, BENMEBERNSENFEREBRNIE

JON -

BUILD_MANAGER:
- ephemeral
- ALLOWED_WORKER_COUNT: 1
ORCHESTRATOR_PREFIX: buildman/production/
ORCHESTRATOR:
REDIS_HOST: quay-redis-host
REDIS_PASSWORD: quay-redis-password
REDIS_SSL.: true
REDIS_SKIP_KEYSPACE_EVENT_SETUP: false
EXECUTORS:
- EXECUTOR: kubernetes
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BUILDER_NAMESPACE: builder

K8S_API_SERVER: api.openshift.somehost.org:6443
K8S_API_TLS CA: /conf/stack/extra_ca_certs/build_cluster.crt
VOLUME_SIZE: 8G

KUBERNETES_DISTRIBUTION: openshift
CONTAINER_MEMORY_LIMITS: 5120Mi
CONTAINER_CPU_LIMITS: 1000m
CONTAINER_MEMORY_REQUEST: 3968Mi
CONTAINER_CPU_REQUEST: 500m
NODE_SELECTOR_LABEL_KEY: beta.kubernetes.io/instance-type
NODE_SELECTOR_LABEL_VALUE: n1-standard-4
CONTAINER_RUNTIME: podman
SERVICE_ACCOUNT_NAME: *****
SERVICE_ACCOUNT_TOKEN;: *****

QUAY_USERNAME: quay-username

QUAY_PASSWORD: quay-password

WORKER_IMAGE: <registry>/quay-quay-builder
WORKER_TAG: some_tag
BUILDER_VM_CONTAINER_IMAGE: <registry>/quay-quay-builder-qemu-rhcos:v3.4.0
SETUP_TIME: 180

MINIMUM_RETRY_THRESHOLD: 0
SSH_AUTHORIZED_KEYS:

- ssh-rsa 12345 someuser@email.com

- ssh-rsa 67890 someuser2@email.com

BRBIEREFRNESER, HEMH

6.2. OPENSHIFT CONTAINER PLATFORM 2547 BRll

U IKF Red Hat Quay Operator on OpenShift Container Platform 5% & & HAEERFERE, 28U

TR :

B, OpenShift Container Platform &M REEN N mORMRE, % E Red Hat Quay 1E
FEHNRT I,

IBIRIEH kubectl 2% oc CLI TE#ECE /15 &4 Red Hat Quay Operator WERBF—& T, B
&89 QuayRegistry 71T ; QuayRegistry NI FIZ1T Builders BIE—EHLEEEH,

BEBLUT ST, R OpenShift £&8 L5 T HTTP/2 ingress.

Red Hat Quay Operator fll#2—> Route %R, ¥ gRPC REEMEITA Quay pod = pod
iZ4THI Build manager %528, MIREEFA B E L EHL4&EK < builder-registry.example.com >
L7, IEMARER DNS #AN A8 — CNAME iE3%, 1EMAAIE Route HRM
status.ingress[0].host, 40 :

$ kubectl get -n <namespace> route <quayregistry-name>-quay-builder -o jsonpath=
{.status.ingress[0].host}

& A OpenShift Container Platform Ul 2% CLI, {8 Build ££8f CA IE-T B #7 QuayRegistry #J
spec.configBundle Secret 5|l Secret, & iHan %7 extra_ca_cert_build_cluster.cert,
{EFAECE Red Hat Quay Builders i |8 Builder B2 & #5| AR IERA{EFE T config.yaml ST 5
B, #7750 BUILDMAN_HOSTNAME CONFIGURATION FIELD :

BUILDMAN_HOSTNAME: <build-manager-hostname> )
BUILD_MANAGER:
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- ephemeral
- ALLOWED WORKER_COUNT: 1
ORCHESTRATOR_PREFIX: buildman/production/
JOB_REGISTRATION_TIMEOUT: 600
ORCHESTRATOR:
REDIS_HOST: <quay_redis_host
REDIS_PASSWORD: <quay_redis_password>
REDIS_SSL.: true
REDIS_SKIP_KEYSPACE_EVENT_ SETUP: false
EXECUTORS:
- EXECUTOR: kubernetes
BUILDER_NAMESPACE: builder

Q ¥ |l Ak E] Build B 2004 8RB IR S5 88 £ &, BAIL 5 SERVER_HOSTNAME
#E, *fF OpenShift Route, WMRHEABEE L EMN%, NI status.ingress[0].host =k
CNAME % H, BUILDMAN_HOSTNAME /i@ =imHA5S, #1420, OpenShift Container
Platform Route #J somehost:443, A WA TF5HWEEEZEREM gRPC B ImIR A8,
M = HEBT AR O,

6.3. f it PEHERR

3 Build manager [A51# Builder L5 2IImFTBY, iXEBKZE, Red Hat Quay RTEBF R XM, =&
control plane (EC2/K8s) &yt Kk Ei, EREVWERRE, EIIEMEIZITR XM,

6.3.1. DEBUG config Tri&

DEBUG TS AT AR E N true, LARGLE Builder SEBITEFER S RIUE#HIEIE, fiIN -

EXECUTORS:
- EXECUTOR: ec2
DEBUG: true

- EXECUTOR: kubernetes
DEBUG: true

Wi EJ true B, debug ZhEEAFALE Build 7 sR7E quay-builder [R5 5EREH LM E XM, ©ATRIE
Build manager &34 1k EC2 SERISkMIBR Kubernetes #E)ML SEERSER, X ARFVEI Builder 17 sl i,

AN EEFIMERRE A, EMRABIRSMAEE ; Ao, SSHEKRS 2 M EBARE, ZEXHE
JEE, EC2 SEfINS#ELLE, Kubernetes )M B 52K,

& B th 2207 ALLOWED_WORKER_COUNT, &3 1t s IAIVE L it A EAEZ1TH) worker
%, Fih, tNSi5% ALLOWED WORKER_COUNT, I/ 514 E Builder worker, g
FEFTRME,

8 DEBUG th& 241l ALLOWED WORKER_COUNT, [E ke e PBETT AEIEEFN

worker H#, XEMZE, f%RiAF ALLOWED WORKER _COUNT, NIEZEFHIfIFRINA I EIERE,
FREVIE RO R,

6.3.2. OpenShift Container Platform #1 Kubernetes ¥ & #EHER&

FERLUTHEN OpenShift Container Platform Kubernetes #4817 FEHERR
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Y=

1. BIALTRSERMZZFER OpenShift Container Platform 52£5% Kubernetes £EHZ1THY
pod 2 [H] B — MmO 4 BEE :

I $ oc port-forward <builder_pod> 9999:2222
2. FAEERN SSH BHMGm O &I B2 EMA SSH %1, Hia :

I $ ssh -i /path/to/ssh/key/set/in/ssh_authorized_keys -p 9999 core@Ilocalhost
3. B ALL T a4 3RIKEX quay-builder BRS5HE -

I $ systemctl status quay-builder
I $ journalctl -f -u quay-builder
6.4. % & GITHUB £

ANRARBYH LT X5@5T #E%E B Github X Github Enterprise SEHUITIIEE, 157F GitHub #4F4EL)E OAuth
N BFESF,
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B 7 EMERSRHER

HERRERERNBRCNARFOURER, HERENTEMALFEEFOEMER, ENAR
EHECENAER.

Red Hat Quay X #F1% Docker #1 Podman BERHRIKRHITHEE, LIhEEX FRII R R MNASRIMECHIFF X A
HAFALMEFHEE 1.

7098 ETFX

{8 M Docker 5% Podman f85R, fHEE—NEREN HE L T, NFFIEEMRRL SR, X
2, FENH Red Hat Quay IJE# Build S1E A28 _£i21T docker build % podman build &
ﬁo

Red Hat Quay Build E FXIRAEMBIXE #9FER FIEE, MRKRIEBEE®, NEHRE Build JEHIR
E%o

fil % F532ES, Red Hat Quay Build worker &% Git 726#ZE & E| worker 128, ABEHITHIEERTHI AL
2ETX,

STFET tar TR, 198 worker RIREVFRSFHHIAME LT3, Hi40 :
R EFR

example

.git
Dockerfile
file

subdir

L— Dockerfile

RIZI® Extracted Build 7274 & B F45F3KENE N example B Github 5, 1R Build ik 25i% &
FREREFER, SBEFIEWERN, WENESRABRHIZET,

S0RTE Build B X 25X EHIEE FBR, #subdir, NRIBEHHBH Dockerfile TR FHE, XBHEKELT
&fE M Dockerfile 189 ADD 65 3RARINH, ENEM TR ETXZH4,

5 Docker Hub [, Dockerfile 2 Red Hat Quay ERfE E TFTXM—E45. Rit, ©ARsEHBIE
.dockerignore X,

7.2. FIREM A FRHOTRE A

HE X% T Red Hat Quay,

—METRASFIEMHENGEER S ENEAFHEFH. HE, ETUEARMAL RN
Configure Tagging #4 HEALTIHRESR, LERSFMERPHEBIMCER -
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B7EHEASREE

Setup Build Trigger: 8586045 X

1 Enter Repository Configure Tagging

Tagg Options
o 299ing ption Confirm basic tagging options

Select Dockerfile
Tag manifest with the branch or tag name
4 Select Context Tags the built manifest the name of the branch or tag for the git commit
Robot Accounts Add latest tag if on default branch

- . Tags the built manifest with latest if the build occurred on the default branch for the repository.
Review and Finish
Add custom tagging templates

MNo tag templates defined.

Enter a tag template:

Add template

[ J
${commit}: X HHIIRZH5TEL SHA
[ J
${parsed_ref.branch}: Branch 58 (#1aTHA)
[ J
${parsed_ref.tag}: Tag 52 (FNRaTH)
[ J
${parsed_ref.remote}: ;LF2 &
[ J
${commit_info.date}: {23z i B #
[ J
${commit_info.author.username}: Username of the author of the commit
[ J
${commit_info.short_sha}: 123z SHA BE—1 7 &
[ J

${committer.properties.username}: committer # Username

WHRKTK, B B2 T ATFIRCBNNREREET, £a i i P R e BRI S EIRE
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A, https:/github.com/quay/quay/blob/abfde5b9d2cf7d7145e68a00c9274011b4fe0661/buildtrigger
/basehandler.py#L96-L195

MEBRZER, 1ESH N Red Hat Quay #1 Quay.io B4 23 i%E B E RSBk

7.3. BRI A B9FIEE

F15°E Red Hat Quay B RGN ZB&IR3E, HEIRHBNEMAIEZRMI A [skip build] 5 [build
skip].

7.4. EENERGE

FEFEREE I LIZE Red Hat Quay Ul EEEMEHE,

ik
1.
{#/ Ul S Red Hat Quay Fi#E.
2.
ESMmEED, %8 Builds,
7.5. Mg g

Red Hat Quay AT LAfIETHIEE, REH config.yaml 3X#+3% FEATURE_BUILD_SUPPORT i%
B true,

FeREZ M
[ ]
2 S BEMERM Builds T,
[ ]
f£ config.yaml 3X#$h, FEATURE_BUILD_SUPPORT #i%& true,
A

1£ Builds Tifm L, i Start New Build,
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https://github.com/quay/quay/blob/abfde5b9d2cf7d7145e68a00c9274011b4fe0661/buildtrigger/basehandler.py#L96-L195
https://access.redhat.com/solutions/7033393

B7EHEASREE

HIRRES, #iid Upload Dockerfile LLEf% Dockerfile & S48 H % ## Dockerfile #9457

*ﬁo

#; Start Build,

=
[ ]

Bai, EFshiashiaeent, AP XiEsE Docker f9E £ T3,
[ ]

H#ail, Red Hat Quay v2 Ul 73 BitBucket,

R EERT Build, AILISENEER., F& Dockerfile fIR ST FFHER,

wlik, &ALl Download Logs T#:H®, =X Copy Logs kEHIHZ.

= back &R O] ¥ Repository Builds Tii, #&rILIfEHEE Build History,

Build History Start New Build

ssssss Triggered by Date started Tags

deOfbedb L waiting & quayadmin Mar 13,2024, 3:34 PM ¥ latest

7.6. tIEEMAZ 2R

FIRRf A SR RTET R A4 BOSRAE A RFIRE, ARIERHIHERL, O webhook 1M F5F,

7.6.1. AR MM 4L 25

FERAUTSREFABEN Git FiEAEIR AL 28,
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https://access.redhat.com/documentation/zh-cn/red_hat_quay/3.11/html-single/use_red_hat_quay/#webhook

Red Hat Quay 3.11 {1 Red Hat Quay

SeRFH
[ ]
e S MBNGFH#ZER Builds T,
it =3
1.
£ Builds TimE+, = Create Build Trigger.
2.

EFEMEMTS, i Github. BitBucket. Gitlab S{FEHBEE X Git FikE. E£AHIH, FK
fifEA%k A Github BHEE X Git FEE.

3.
WABREX Git FiEFERM, M git@github.com:<usernames/<repos.git. AfE, Hifi
Next,
4,
Ry, @it E T — A SR E LR A B AR IC L
[ ]
FERAYZTHITELRT FRCER, SRS, WEMFERRIRC git RN ZHR
G
[ ]
MRERIADZ £, 0 latest b, TEEFETIN, NREERL EEFEERER
DX E, MHEEHA latest FF R REIRIL,
o, EEILARMA E X ARCER, ST A S MRS SR, SIEFHRRHHN
%2 SHA ID. WHE. FEEH. RXEMOZEBHAERE. IFEZER, HSH"HE
fih % SRAIFRE R,
EEtriclE, #id T—%,
5.

HIIRRE, ERIEVH ML 2N EHEM Dockerfile A&, MR Dockerfile i F git %7
i FERIAR B 738 & Dockerfile, i&HiA /Dockerfile ¥£25 Dockerfile B8®. #AkE, il Next,

36



B7EHEASREE

HIHRRE], % Docker BRI LT3, MR Dockerfile fiiF Git FHEEMRB X, &k
A ENEBETXAR, AE, $i Next,

A%, ERAERIHLERANKS . XANEEEA R R A E Rl R, MRENERE
FRBAEMES, EAUBhTX—%,

i Next. REMEMEIUEES, MAVE, HAEHL Finish fHEEME,

TIRE T M4 SR EBTHEUENER, HES, ERAX I MABRTEUTERE

BAAUL T AR T git FiE AR RIBR,

BRI E ) POST BILLF URL, LA R,

{47 SSH A%, #RJIG = return to <organization_names/<repository_names, #&$f

HEER N FFHEZER Builds TTH,

# Builds T{E™, #EIEHR— Build itk 35, i :

Build Triggers.

Trigger Name Dockerfile Locati.. ContextLoca.. Branches/Tags Pull Robot Tagging Options

push to repository https:/github.com/bcatong5/testrepo /Dockerfile / Al (None) + Braneh/tag name
. st if defaul

7.6.2. FEhf L FER

ALURRU T REF M A IR,

it =

# Builds T{E™, E5#tIEe,
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2.
HIR R, 2% Invoke Build Trigger.

= Run Trigger Now F3hj3 5 R,

WEEsE, EaLlET Repository Builds TIE_LM Build ID,

7.7. EBAEN GIT 4 25

HEX Git % & =M Git IRS5335E LR L REBRAA R, BRIKBIT SSH B Webhook
. HAitbArA#RER 8 4L P Lk,

7.7.1. QIERML 2%

BIAEX Git AR5 0BREMEMALIIRE, BELUITRSA

Red Hat Quay J&ik B ahf M 2 S %k 228 B E FAMIER Robot ik, X {E AT f2d
FHI5EHK.

Bl SRR E B AT R, XESRELTHRIFANE.

7.7.2. AE XA SR OIRIE

HABREE X Git ik &N, FEHNOLIE

R AR LB A 4 230 4 BB SSH AFARIE DT RIAR,

BB — 1 POST Zl Red Hat Quay #iis2f webhook fili & H%E,

"I LLET M Settings 2% gear El#ri%: View Credentials A #EH# URL,

HENESRAMEAERRRE
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B Setup Build Trigger: d9da10c7

Trigger has been successfully activated

Please note: If the trigger continuously fails to build, it will be automatically disabled. It can be re-enabled from the build
trigger list.

In order to use this trigger, the following first requires action:

« You must give the following public key read access to the git repository.
« You must set your repository to POST to the following URL to trigger a build.

For more information, refer to the Custom Git Triggers documentation.

SSH Public Key:

ssh-rsa AAAAB3NzaC1yc2EAAAADAQABAAABAQDKGE2PY9c3hR+WmLDhCvjMSTeHtGG/5ppuKEqz8zw31XQ1PFeYtyFd
Webhook Endpoint URL:

https://$token:QWBBG5ZMAOEAF65SX07L6U6TMU3GY 1B93ZYIHF2D2W2W7LSIRLOTFG7DNZYVWS0X@quay.io/web!

Return to ibazulic1/quay

7.7.2.1. SSH 25514

RIE Git RS5&RECE, TLLAT AR %E Red Hat Quay WA E X Git fill & 23R SSH 2,

i, Git SesHd 7T —ANNEUIRSS R RE, TEHPFHEARIMME $SHOME/ .ssh/authorize_keys 2
#t5F Builders B HIABR, LASeBEfFfERE. X FEMKRIERZEGN git FEESERY, BEE—ITHA
BHAMALE, @FEHIRIC) Deploy Keys,

7.7.2.2. Webhook

EQf AR, — P RIERALLTERRN json M iE POST El Webhook URL :

XLl FFHARNA ARSI, BERBURATIRSSXE, BXZEERT, aILUEA post-
receive Git Hook ¥S5em.

k

N
p o
;

il

iEKRFTE—1EE application/json B Content-Type Frk FEEA M.

ol

Webhook =
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https://git-scm.herokuapp.com/book/en/v2/Git-on-the-Server-Getting-Git-on-a-Server
https://git-scm.herokuapp.com/book/en/v2/Customizing-Git-Git-Hooks#idp26374144
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{
"commit": "1c002dd", Il required
"ref": "refs/heads/master", /l required
"default_branch™: "master”, // required
"commit_info": { // optional
"url": "gitsoftware.com/repository/commits/1234567", // required
"message": "initial commit”, // required
"date": "timestamp”, /Il required
"author": { /I optional
"username": "user", // required
"avatar_url": "gravatar.com/user.png”, /l required
"url": "gitsoftware.com/users/user" // required
1
"committer": { /I optional
"username": "user", // required
"avatar_url": "gravatar.com/user.png”, /l required
"url": "gitsoftware.com/users/user" /l required
}
}
}
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55 8 &F 7£ GITHUB i OAUTH M ARRRF

%5 8 & 7£ GITHUB wfil2 OAUTH N RERF

R LGRS Red Hat Quay OAuth M AR GitHub 1K B EF (A SRBRHUER Red Hat
Quay registry ijjla] GitHub Ik R HEEE,

8.1. fll% GITHUB R AR

FEALTH R Github Ffil2 OAuth M ARER.

¥ =
1.
&% Github Enterprise,
2.
ESHBEEh, EFEMEM username ~ Your organizations,
3.
ESMmEEEh, %58 Applications,
4,

= Register New Application, Iti&E R Register a new OAuth application
configuration £, &0 :

41


https://github.com/settings/applications/new

Red Hat Quay 3.1 i/ Red Hat Quay

Applications / Register a new OAuth application

Application name

CoreOS Enterprise Registry Login

Something users will recognize and trust
Homepage URL
https://my.registry.url

The full URL to your application homepage
Application description

Application description is optional

This is displayed to all potential users of your application

Authorization callback URL

hitps://my.registry.url/oauth2/github/callback

Your application's callback URL. Read our QAuth documentation for more information

Register application

>

Drag & drop

or choose an image

5.
£ Application name XAEH AR ARFHA TR,
6.
1£ Homepage URL X &, HiAEH Red Hat Quay URL,
FE
INRESERAAH GitHub, NI%IAB Homepage URL @751 o LA & 89 F 7 5
ml. BIHATELZRE URL,
7.
1£ Authorization B URL &, HiA
https://<RED_HAT_QUAY_URL>/oauth2/github/callback.
8.
= Register application R EFEM%E,
9.

4 BTN ARFESLRE, 105%F i 1D MUy A ERE%E P im Secret,
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https:/oauth2/github/callback
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B9 E SFEEN

Red Hat Quay R #EP N EFHENE s ERH X ENSHE4RINER.

9.1. BIBEEA]

(LU T 2 BB Al,

TCRFA

EBO8 T — 1 FiE%.

BEN LRI E TR

TR

Z#i7 Red Hat Quay _LEBY#HE/E,

fE-FREREH, Hid; Settings.

7£ Events 7] Notifications 2%, £k Create Notification 77 %/ EFHFIMEFEL, £FF
#E E [ FY Create repository #EA] U1 H.,

{£ Create repository notification TIH_L, #HF FHFEHALUE REAIZR, EaTLILUTFE
TR E A :

HEXBI )%

Dockerfile #4525 5l

Dockerfile #HE B /550
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Dockerfile 5% Successfully Completed

Docker HIZRH

L) 7

EFEFHEEE, AFEERGE, SXIFLFh% :

Quay #A4]

HFHsH

Webhook POST

Flowdock HiA &A1

HipChat Room B4

Slack Room 4]

WRIEEAFFI %, SAESRMES, I, WREEFT E-mail, NFELSHEF
S 1 2if ] BT 388 AT F

HEFEFEAAEMA GG, #i Create Notification,

9.2. B/FEFH

LUFNTTHEAIN T E 5

9.2.1. BJ% Push
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"name": "repository",
"repository”: "dgangaia/test”,
"namespace": "dgangaia”,
"docker_url": "quay.io/dgangaia/test”,
"homepage": "https.//quay.io/repository/dgangaia/repository”,
"updated_tags": [
"latest”
]
}

9.2.2. Dockerfile 14/, 51

LUFRAIZ Dockerfile f5&9mi57, Z4ESHE Y Build 7%,

A

Hipy BT BE = BT A BT 8 B9 7 IR iTn A AT~ 1,

"build_id": "296ec063-5f86-4706-a469-f0a400bfodf2",
"trigger_kind": "github", //Optional
"name": "test",
"repository”: "dgangaia/test”,
"namespace": "dgangaia”,
"docker_url": "quay.io/dgangaia/test”,
"trigger_id": "38b6e180-9521-4ff7-9844-acf371340b9e", //Optional
"docker_tags": [
"master”,
"latest”
i
"repo": "test”,
"trigger_metadata": {
"default_branch": "master”,
"commit": "b7f7d2b948aacbe844ee465122a85a9368b2b735",
"ref": "refs/heads/master”,
"git_url": "git@github.com:dgangaia/test.git",
"commit_info": { //Optional

"url": "hittps://github.com/dgangaia/test/commit/b7f7d2b948aacbe844ee465122a85a9368b2b735",

"date": "2019-03-06T12:48:24+11:00",
"message”: "adding 5",

"author”: { //Optional

"username”: "dgangaia”,

"url": "https.//github.com/dgangaia”, //Optional

"avatar_url": "https.://avatarsi.githubusercontent.com/u/43594254?v=4"  //Optional
4
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"committer”: {
"username": "web-flow",
"url": "https.//github.com/web-flow",
"avatar_url": "https.//avatars3.githubusercontent.com/u/19864447 ?v=4"

/
}
)

"is_manual”: false,

"manual _user": null,

"homepage": "https.//quay.io/repository/dgangaia/test/build/296ec063-5(86-4706-a469-
f0a400bfodf2"

/

9.2.3. Dockerfile #1225 5)

LUFRAIZ Dockerfile f5&9mT57, 4 SHE Y Build %%,

X

Wiy B §E 2 1 A BT vt /8 HE B9 7~ 1] i B AT T~ I,

"build_id": "a8cc247a-a662-4fee-8dcb-7d7e822b71ba",
"trigger_kind": "github", //Optional
"name": "test",

"repository”: "dgangaia/test”,

"namespace": "dgangaia”,

"docker_url": "quay.io/dgangaia/test”,

"trigger_id": "38b6e180-9521-4ff7-9844-acf371340b9%e", //Optional

"docker_tags": [

"master”,

"latest”

]

"build_name": "50bc599",

"trigger_metadata": { //Optional
"commit": "50bc59960d4587fd4b2d8edc4af652d4cec293c42",
"ref": "refs/heads/master”,

"default_branch": "master”,

"git_url": "git@github.com:dgangaia/test.qit",

"commit_info": { //Optional
"url": "hittps://github.com/dgangaia/test/commit/50bc59960d4587fd4b2d8edc4af652d4cec293c42",
"date": "2019-03-06T14:10:14+11:00",

"message”: "test build",

"committer”: { //Optional

"username": "web-flow",

"url": "https.//github.com/web-flow", //Optional

"avatar_url": "https./7avatars3.githubusercontent.com/u/19864447?v=4" //Optional
}
"author": { //Optional

"username”: "dgangaia”,
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"url": "https.//github.com/dgangaia”, //Optional
"avatar_url": "https.//avatarsi.githubusercontent.com/u/43594254?v=4" //Optional

/
}

}
"homepage": "https.//quay.io/repository/dgangaia/test/build/a8cc247a-a662-4fee-8dcb-

7d7e822b71ba"
/

9.2.4. Dockerfile FZE k52 8k

LUFRAEF B H Build F45 2052889 Dockerfile FI&HIA,

%{;

WEH SR GRS 5509 Repository Push FE#EEH % £,

"build_id": "296ec063-5f86-4706-a469-f0a400bfodf2",
"trigger_kind": "github", //Optional
"name": "test",

"repository”: "dgangaia/test”,

"namespace": "dgangaia”,

"docker_url": "quay.io/dgangaia/test”,

"trigger_id": "38b6e180-9521-4ff7-9844-acf371340b9e", //Optional
"docker_tags": [

"master”,

"latest”
]

"build_name": "b7f7d2b",
"image_id": "sha256:0339f178f26ae24930e9ad32751d6839015109eabdf1c25b3b0f2abf8934f6ch”,
"trigger_metadata": {
"commit": "b7f7d2b948aacbe844ee465122a85a9368b2b735",
"ref": "refs/heads/master”,
"default_branch": "master”,
"git_url": "git@github.com:dgangaia/test.git",
"commit_info": { //Optional
"url": "hittps://github.com/dgangaia/test/commit/b7f7d2b948aacbe844ee465122a85a9368b2b735",
"date": "2019-03-06T12:48:24+11:00",
"message”: "adding 5",

"committer”: { //Optional
"username": "web-flow",
“url": "https.//github.com/web-flow", //Optional
"avatar_url": "https://avatars3.githubusercontent.com/u/19864447 ?v=4"

//Optional

4

"author": { //Optional
"username”: "dgangaia”,
"url": "https.//github.com/dgangaia”, //Optional

"avatar_url": "https.//avatarsi.githubusercontent.com/u/43594254?v=4"  //Optional
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/
}
)

"homepage": "https.//quay.io/repository/dgangaia/test/build/296ec063-5(86-4706-a469-
f0a400bfadf2",

"manifest_digests”: [

"quay.io/dgangaia/test@sha256:2a7af5265344cc3704d5d47c4604b1efcbd227a7a6a6ff73d6e4e08a27f
d7dog’,

"quay.io/dgangaia/test@sha256:569e7db1a867069835e8e97d50c96eccafde65f08ea3e0d5debaf16e25
45d9d1"

]

9.2.5. Dockerfile #4225

48

LUF =02 Dockerfile 14#E 5B,

"build_id": "5346a21d-3434-4764-85be-5be 1296f293c",
"trigger_kind": "github", //Optional
"name": "test",
"repository”: "dgangaia/test”,
"docker_url": "quay.io/dgangaia/test”,
"error_message": "Could not find or parse Dockerfile: unknown instruction: GIT",
"namespace": "dgangaia”,
"trigger_id": "38b6e180-9521-4ff7-9844-acf371340b9e", //Optional
"docker_tags": [
"master”,
"latest”
I
"build_name": "6ae9a86",
"trigger_metadata": { //Optional
"commit”: "6ae9a86930fc73dd07b02e4c5bf63ee60be180ad”,
"ref": "refs/heads/master"”,
"default_branch": "master”,
"git_url": "git@github.com:dgangaia/test.qit",
"commit_info": { //Optional

"url": "hittps://github.com/dgangaia/test/commit/6ae9a86930fc73dd07b02e4c5bf63ee60be 180ad",

"date": "2019-03-06T14:18:16+11:00",
"message”: "failed build test”,

"committer”: { //Optional

"username": "web-flow",

“url": "https.//github.com/web-flow", //Optional

"avatar_url": "https.//avatars3.githubusercontent.com/u/19864447?v=4"  //Optional
4
"author": { //Optional

"username”: "dgangaia”,

"url": "https.//github.com/dgangaia”, //Optional

"avatar_url": "https.://avatarsi.githubusercontent.com/u/43594254?v=4"  //Optional

/
}
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}
"homepage": "https.//quay.io/repository/dgangaia/test/build/5346a21d-3434-4764-85be-
5be1296f293c"

/

9.2.6. Dockerfile 2B HYH

LUFROIZB 589 Dockerfile F/ZHIML,

"build_id": "cbd534c5-f1c0-4816-b4e3-55446b851e70",
"trigger_kind": "github",
"name": "test",
"repository”: "dgangaia/test”,
"namespace": "dgangaia”,
"docker_url": "quay.io/dgangaia/test”,
"trigger_id": "38b6e180-9521-4ff7-9844-acf371340b9%e",
"docker_tags": [
"master”,
"latest”
I
"build_name": "cbce83c”,
"trigger_metadata": {
"commit": "cbce83c04bfb59734fc42a83aab738704ba7ec4 1",
"ref": "refs/heads/master”,
"default_branch": "master”,
"git_url": "git@github.com:dgangaia/test.git",
"commit_info": {
"url": "hittps://github.com/dgangaia/test/commit/cbce83c04bfb59734fc42a83aab738704ba7ec4 1",
"date": "2019-03-06T14:27:53+11:00",
"message": "testing cancel build",
"committer”: {
"username": "web-flow",
“url": "https.//github.com/web-flow",
"avatar_url": "https.//avatars3.githubusercontent.com/u/19864447 ?v=4"
}
"author": {
"username”: "dgangaia”,
"url": "https.//github.com/dgangaia”,
"avatar_url": "https.//avatarsi.githubusercontent.com/u/43594254 ?v=4"
}
}
4
"homepage": "https.//quay.io/repository/dgangaia/test/build/cbd534c5-f1c0-4816-b4e3-
55446b851e70"

/

9.2.7. BRIEEEE

LUF8I2 Dockerfile BB, BB ERKER,
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J

"repository”: "dgangaia/repository”,
"namespace": "dgangaia”,

"name": "repository",

"docker_url": "quay.io/dgangaia/repository”,

"homepage": "https.//quay.io/repository/dgangaia/repository”,

"tags": ["latest", "othertag"],

"vulnerability": {
"id": "CVE-1234-5678",
"description": "This is a bad vulnerability”,
"link": "http://url/to/vuln/info",
"priority": "Critical",
"has _fix": true

9.3. BHIESF

9.3.1. 5 T &40

BHLFME Repository Settings Ui BIFEHAIEM 2809, ENTBFME £ EOH, a@EH

if7 Red Hat Quay ‘F#i&#5 89 bell Ftr#EE),

Red Hat Quay AT LIRE Wy fF 7 — PN EEH L X5 B, HIA st4147,

9.3.2. B FHSHEA

B FESH PR X i 15 TE F A BIIEE AL, FHBH A T B TF A% dHTH T,

9.3.3. Webhook POST &A1

HAFEHBIEREIEER URL X H HTTP POST ifi, AXFHBBENELZELE, EE0H FHiEFH

",

2 URL 77 HTTPS I, 7§ Red Hat Quay i%i& 7 SSL &/ il 15, MUFFHE9% U ul By T ViR
H Red Hat Quay, ## 2xx SEEPIBGRASCEBIMRB IE, XERIR AR FCET B fy #7795

W, #EHERL Webhook A,

9.3.4. Flowdock &4
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FPH 8 X4 %7 Flowdock,

9.3.5. HipChat 841

F53% /8 % 7.8 HipChat,

9.3.6. Slack A1

FEHE B X4 £ Slack,
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# 10 & FFRBETE

75 registry RV 11 755 F Docker FRIE hBB#SHE1R, 1 T 12 ER Docker SABIR = 1THYT,
WO T KB ZZTIE(OCI), LUBHRS 8o T HIFE S 1E X DG, K BB FMEEBEHF
OCI trtft, EAEETF Docker #5&# V2. Schema 2 #=,

BRT B EERN, HHEMIY, EIIFCEHFEBENERER, 1 #1 Kubernetes FE&fEH—1
BT, XESEH ST L2 AL &89 Open Policy Agent (OPA)Z#SZ Helm chart 1
Operator, LUZEBIN fHFE/FEEE,

Red Hat Quay 2 — 1\ # B &% registry, ETFNFIEEHGER, TXIFEPNTELELRT, LIEHE
HE 775, Red Hat Quay 3515 OCI 1.0 && M9 % s FE, HZHE& Helm chart E5E AN KL

(REETHZX T35H OCl B Helm J&Z) , LUIRB G RITE A Z A PBIE FEENITEE, 2%
registry EH/EN, XILE novel /KB 5 LIGIH) Red Hat Quay #fCF/E, BI7 Red Hat
Quay BItE T LU G B ZHIN R —EBTE, BI152TERSSIFSEEBEARNGTRE, LTS
HEGHEBHZERIEE 2, MHEENBHEEHRIEX, BEHTIHTEHLOINEE,

B 72X novel MEHEIRGY BS54, Red Hat Quay iF alifitRS Docker H{REGFHEEME, E#%
V2 2 f1v2_ 1., & Docker V2_2 ] V2_1 HREGFZIEE 7 T Red Hat Quay H9#&iZ 77 Docker /i
FIIEHTLEKT, L, Red Hat Quay #4£7 X Docker V1 HRBGS#5, FHiH/E AT BEADIMERTIX TR
Hikk &89 Docker #EREIH /7,

X OCl THEIZ HF A AN . fELIFIRfRZH, 7 FEATURE_GENERAL_OCI_SUPPORT K&
FRTFIEAT OCl MGHZ,

%{;

B0y B B A FEAFE OCI IR, ATLLT A ZE
FEATURE_GENERAL_OCI SUPPORT. ALLOWED_OCI ARTIFACT_TYPES #1
IGNORE_UNKNOWN_MEDIATYPES.,

7%, FEATURE_HELM_OCI| _SUPPORT BCEFERE# 7., IWEHEFRIFFHS
7, FEfFEELUSHI Red Hat Quay ik,

10.1. HELM #J OCI BG5E 24

Helm 1L T M BEFBIFT BHIZEE 7. Helm &% Charts BT 815, R BS XN BEF
HJ Kubernetes 5%, Red Hat Quay 3%#§ Helm chart, JZEE /& OCI ZHFHIKRZK,
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AL T2 BB A HI% ZE LU Helm FIR A OCI /TR 2,
10.1.1. ZZ Helm
EALL T L5 L5 Helm & F ki,
e

M Helm X fThk K T[] F#cR#ThkAKAT Helm,

AL T wEE Helm —HHIXHE -

I $ tar -zxvf helm-v3.8.2-linux-amdé4.tar.gz

¥ Helm —H X HBEIFTFMNE -

I $ mv linux-amd64/helm /usr/local/bin/helm

BXZE Helm E 258, 55/ %% Helm X4,

10.1.2. #%¢%F Helm 3.8

10 = FFRERTEH

X1 OCl registry chart B #Z K Helm EAXEIES 3.8, WRECETEH T Helm, HEFEZEHRE

Helm 3.8, i#& 4 Helm H X1,

10.1.3. j5 FHEHI% 515 fF Red Hat Quay {&/589 SSL/TLS iF#

# HTTPS (€ Helm % /i #] Red Hat Quay 2 [Hid1s. M Helm 3.5 715, z#5(GEH FET
HTTPS S a/{5uF G158 registry, 5, IRIEFRZISHHEIE registry RFFBIUEF, ZERATIHFREHTEE
ER 7 ERCIE 1S Red Hat Quay (&L, ERALUT 2 BAEZR% 5= FH E X k.,

TR

AL T ep 7 4F rootCA.pem X HE#F) /etc/pki/ca-trust/source/anchors/ X £ :
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I $ sudo cp rootCA.pem /etc/pki/ca-trust/source/anchors/
AL Fep 5 EH CA S1EF1F -
I $ sudo update-ca-trust extract

10.2. f&/H HELM CHART

LU AIM Red Hat Community of practice (CoP)#zf%/% F#iH#% etherpad K&,

TERFA

#Z#BE&RF Red Hat Quay.

TR

FIA LU T & 54500 chart Z#65/% :

I $ helm repo add redhat-cop https://redhat-cop.github.io/helm-charts

2.
WAL Fip=1E Chart B XM EL AT chart BIE8 -
I $ helm repo update
3.
A LUF g 5 Mz 1% A7 ER chart :
I $ helm pull redhat-cop/etherpad --version=0.0.4 --untar
4,

FALLFp#4F chart 1T&ZF chart /75 -
I $ helm package ./etherpad
it H)

I Successfully packaged chart and saved it to: /home/user/linux-amd64/etherpad-
0.0.4.tgz

54



10 = FFRERTEH

&/ helm registry &% Red Hat Quay :

I $ helm registry login quay370.apps.quayperf370.perfscale.devcluster.openshift.com

& helm push @5 FF chart #EX BRI F1EE -

$ helm push etherpad-0.0.4.tgz
oci://quay370.apps.quayperf370.perfscale.devcluster.openshift.com

BT -

Pushed: quay370.apps.quayperf370.perfscale.devcluster.openshift.com/etherpad:0.0.4
Digest:
sha256:a6667ff2a0e2bd7aa4813db9ac854b5124ff1c458d170b70c2d2375325f2451b

L R K I EY KRR IEZIEFETAE, A ITMEFr5/F#IR chart :

$ rm -rf etherpad-0.0.4.tgz

$ helm pull
oci://quay370.apps.quayperf370.perfscale.devcluster.openshift.com/etherpad --version
0.0.4

B -

Pulled: quay370.apps.quayperf370.perfscale.devcluster.openshift.com/etherpad:0.0.4
Digest:
sha256:4f627399685880daf30cf77b6026dc129034d68c7676c7e07020b70cf7130902

10.3. COSIGN OCI 3¢ #F

Cosign 2— T FEERMBIFFEEFNTE, B ECDSA-P256 %482/ Red Hat f#%
BB BAE XK OIBIFIFTE PKIX XHPBIL T, FhETtrt5 4 IME ) PEM X,

Cosign HEIXS LU FTAE -

EH KMS 354
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bring-your-own PKI

OIDC PKI

PRIE — 2 BRI [T AR 55

LT L BRE#EZZE Cosign,

TERFA

BZ% Go /k7 1.16 XE SR,

H#B1E config.yaml X {##f¥ FEATURE_GENERAL_OCI_SUPPORT K& true,

i
1.
FALUF go o7 EZEZH Cosign :
I $ go install github.com/sigstore/cosign/cmd/cosign@v1.0.0
i
go: downloading github.com/sigstore/cosign v1.0.0
go: downloading github.com/peterbourgon/ff/v3 v3.1.0
2.

BIA LU a5 4 Cosign £ (EXT :

I $ cosign generate-key-pair

il
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Enter password for private key:
Enter again:

Private key written to cosign.key
Public key written to cosign.pub

FIALUF e 5 B IEXFE -

I $ cosign sign -key cosign.key quay-server.example.com/user1/busybox:test

fia ol

Enter password for private key:
Pushing signature to: quay-server.example.com/useri/busybox:sha256-
ff13b8f6f289b92ec2913fa57c5dd0a874c3a7f8f149aabee50e3d01546473e3.sig

HWIREEF #i% - signing quay-server.example.com/useri/busybox:test: getting
remote image: GET hitps://quay-server.example.com/v2/user1/busybox/manifests/test:
UNAUTHORIZED: access to the requested resource is not authorized; map[] error, B
Cosign #&#iF ~./docker/config.json T, EaEZSENTLUFRT :

I $ podman login --authfile ~/.docker/config.json quay-server.example.com

fia ol

Username:
Password:
Login Succeeded!
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4.
BALUF e 5 2B EFTHIRNEE -

$ cat ~/.docker/config.json

{

"auths": {

"quay-server.example.com": {

"auth": "cXVheWFkbWIuOnBhc3N3b3Jk"

}
}

10.4. Z#H#H COSIGN

LT RE#EZZE Cosign,

TCRFA
°
BZ% Go k7 1.16 SLES kA,
°
H#B1E config.yaml X {##f¥ FEATURE_GENERAL_OCI_SUPPORT £i&% true,
TR

FALUF go o7 EZZH Cosign :

I $ go install github.com/sigstore/cosign/cmd/cosign@v1.0.0

fia ol

go: downloading github.com/sigstore/cosign v1.0.0
go: downloading github.com/peterbourgon/ff/v3 v3.1.0

BIA LU T8 % 4 Cosign £ (EXT :

I $ cosign generate-key-pair
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fia ol

Enter password for private key:
Enter again:

Private key written to cosign.key
Public key written to cosign.pub

FALL T 5 B EXNZS -

I $ cosign sign -key cosign.key quay-server.example.com/user1/busybox:test

fia ol

Enter password for private key:
Pushing signature to: quay-server.example.com/useri1/busybox:sha256-
ff13b8f6f289b92ec2913fa57c5dd0a874c3a7f8f149aabee50e3d01546473e3.sig

HWIREEF #i% : signing quay-server.example.com/useri/busybox:test: getting
remote image: GET hitps://quay-server.example.com/v2/user1/busybox/manifests/test:
UNAUTHORIZED: access to the requested resource is not authorized; map[] error, B
Cosign #&#iF ~./docker/config.json T, EaEZSENTLU FRF :

I $ podman login --authfile ~/.docker/config.json quay-server.example.com

fia ol

Username:
Password:
Login Succeeded!
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BALUF e 5 2B EHTHIRINEE -

$ cat ~/.docker/config.json

{

"auths": {
"quay-server.example.com": {
"auth": "cXVheWFkbWIluOnBhc3N3b3Jk"

}
}

10.5. EHRM T HER

BUBHT, EARMIAHEZ Y Red Hat Quay &/F.,

LU T £ ZERMBIN BT OCl 7K E,

TCRFA

°
H#B1E config.yaml X {##f¥ FEATURE_GENERAL_OCI_SUPPORT K& true,

TR

7= config.yaml 3c#eh, F5H1 ALLOWED_OCI_ARTIFACT _TYPES EEEFE., M4

FEATURE_GENERAL_OCI|_SUPPORT: true
ALLOWED_OCI_ARTIFACT_TYPES:

<oci config type 1>:

- <oci layer type 1>

- <oci layer type 2>

<oci config type 2>:
- <oci layer type 3>
- <oci layer type 4>

B FFLUFAZFIE config.yaml XA, FHIX Ara L HEZRHGE 1, A1 Singularity
Image Format (SIF) :

ALLOWED_OCI_ARTIFACT_TYPES:
application/vnd.oci.image.config.v1+json:
- application/vnd.dev.cosign.simplesigning.v1+json
application/vnd.cncf.helm.config.v1+json:
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- application/tar+gzip
application/vnd.sylabs.sif.config.v1+json:
- application/vnd.sylabs.sif.layer.v1+tar

ZZ

2L TINE ISR FAEER T HEZN], Red Hat Quay E8 A1 EEF )R
X1 Cosign #1 Helm 932 £,

BifE, HF a7’ Red Hat Quay registry #5iC SIF £,

10.6. 7£ RED HAT QUAY #1Z/ OCI T+

LU F £ R OCl THEIXH,

TR

°
I 7E config.yaml X #H ¥ FEATURE_GENERAL_OCI_SUPPORT K& false E22/H
OCI TH31¥, B4 :

I FEATURE_GENERAL_OCI_SUPPORT = false
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% 11 3 RED HAT QUAY B3 & FE ] #l#uh

{#/H Red Hat Quay, /" el LU &AL B iZBC AR #IF IR & id BFEH B S registry 18K, K
&8 Red Hat Quay /' B #H B Ll F e F EE R IERZFERE :

ECRIR & : B UEThEE, BRI T LRERR AT B AR EEFE. MH, A el LURER
A BEAR B 7 55 FE

BOAETE - EititThaE, BRAEaLUE X Red Hat Quay /B HIEEMH R &, HREE
HIFE P LBt FEE A B R BCE A (., #8122 Al By L P TE fr i HFEA B E BRI
HEEF registry.,

XEEThEE—BATF Red Hat Quay registry BIAR S AT & E X AR5 R A EHiX F 35 F i R i 7 IR &

11.1. BBHI&EEEZRH

JEFBCRTEEEThEEE, B9 blob XN 1#)% Rlee £ ZEIIG S/, BIA, HIRR—F 8% RE9p
T HrE5IERI— blob, 3% Blob BIX M8y CEL T —K. T, FHEIZRLS BT BT EESS
ifs

ZZ

B8 P2 S Bt i By B/, ATLUMLLETR) Red Hat Quay [kRZ A0 EFERT
S BHI R BERTE Red Hat Quay 3.9 AR & E, TERLIGR T, #FoHMoJpERE 7
1EFERG 2 ik ERIBR#%, Red Hat Quay &7 o] 5% BRI /AT £ BoHIBC ST, LIZ
B EEY,

BHIEPEIHBENI T fEIRFEZ, (E/H[O1E worker i BH B 7 1%/FE I & ZEEBIK N, ZiGM 5 7mm
BUE, XLEEHRBHEE L IR ETFMER, FH, EREFTHEN, MEBEEBRZE,

X

B9 A 2 T E AR BB 89,5 8, AT NI BEB— TR, BFCEBKRE
BRI T 1E, BXLREVREIEZ15/E, 15Z 44 Red Hat Quay 1/ 4% /61,

LUF#IEFEZR A EH4% Red Hat Quay 6 /ERIBEIfFEFEA D, Bo#ioe £ 22/ X /HIBCET registry
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https://access.redhat.com/documentation/zh-cn/red_hat_quay/3/html-single/manage_red_hat_quay/index#red_hat_quay_garbage_collection
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A (UFT /L) -

QuotaRepositorySize

QuotaNameSpaceSize

QuotaRegistrySize

HAHKX NAEIE worker iT 5, LUARTAER, WIGILHERHEEN, KLU B FIERREE
= BB ERIHIRE, HIRGHRHEZE T E X BIIHIRE, AL

XFERE, BrRKEEA,

X TR A, WXL,

IR HZEFEE B EBIEC AR, AP HEE AT

G E PR BB AT FE, B AKX o AUE H 2 R bR, A, LR
W E, A7 QuotaRepositorySize. QuotaNameSpaceSize #] QuotaRegistrySize ZxHE#7i Bl
B EEX D,

11.2. BOHIEEERR 7Y

IR ETE B B FHLR Y R, BOAIE TR — 1 REE 1T EHX LR AR, FHTEHIHEE
YK BEEEN—EBS s WRREIFES, EAEHEATES R,

RALFIEECHIA DR R TF AT B -

7 11.1. worker HEHETE

fein

Description

Postgres 8388608 TB
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K5t
fein

MySQL

SQL Server

11.3. BHE B EFER

£ 11.2. AIEEBERE

FB

FEATURE_QUOTA_MANAGEMENT

DEFAULT_SYSTEM_REJECT_QUOTA_BYTES

QUOTA_BACKFILL

QUOTA_TOTAL_DELAY_SECONDS

PERMANENTLY_DELETE_TAGS

RESET_CHILD_MANIFEST_EXPIRATION

11.3.1. BB E B E R

64

LUF YAML 25 BT EEE IR0 IS,

Description

8388608 TB

16777216 TB

el

#/R{E

FRE#

#/R{E

FRE#

#/R{E

#/R{E

50

HECEIEIRRE O RECE. &FH
HiE,

I **Default:** “False®
HFRBENIE B RS BIABL AR
FT AU

MABERT, FRILERS,

[= FRBCHIEIE T Fiz e R iT B %k
F1EH) Blob BY K/,

2il:True

JE B EC AR OB AR [AIEEIR, REIER
EURSFBLMERNER, k¥
B ALEE ) i IR ER B T
AR AR B [A],

2K\ : 1800

JFi PS5 M (7] 8 P i BR AR 5B R B0

ThEe.

2Kk : False

BEEUFEFEL N B IrIEER PR R
WHE, FHXANIHEEIXE N True
Ff, FiEHAIENRES B,

2Kk : False
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BOBERE YAML BCi&E

FEATURE_QUOTA_MANAGEMENT: true
FEATURE_GARBAGE_COLLECTION: true
PERMANENTLY _DELETE_TAGS: true
QUOTA_TOTAL_DELAY _SECONDS: 1800
RESET_CHILD_MANIFEST_EXPIRATION: true

11.4. £/ RED HAT QUAY API Z1/i4i

B R BIBHFN, SR, & /api/vl/organization/{organization}/quota i :
TS

$ curl -k -X GET -H "Authorization: Bearer <token>" -H 'Content-Type: application/json’

https://example-registry-quay-quay-
enterprise.apps.docs.gcp.quaydev.org/api/vi/organization/testorg/quota | jq

fia ol

| o

11.4.1. X BAH

EAR B, & fF##E POST # /api/v1/organization/{orgname}/quota #isx : .Sample

$ curl -k -X POST -H "Authorization: Bearer <token>" -H 'Content-Type: application/json’ -d
'{"limit_bytes": 10485760}' htips://example-registry-quay-quay-
enterprise.apps.docs.quayteam.org/api/vi/organization/testorg/quota | jq
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fia ol

I "Created"

11.4.2. ZEAHT

EEENERACH, E¥E /api/vi/organization/{orgname}/quota i B9 GET #45 :

T T

$ curl -k -X GET -H "Authorization: Bearer <token>" -H 'Content-Type: application/json’
https://example-registry-quay-quay-
enterprise.apps.docs.gcp.quaydev.org/api/vi/organization/testorg/quota | jq

fia ol

[
{
"id": 1,
"limit_bytes": 10485760,
"default_config": false,
"limits": [],
"default_config_exists": false
}
1

11.4.3. EXECH

EERH BRI (TEX1EHHM 10 MB X7 100 MB) , £/
/api/v1/organization/{orgname}/quota/{quota_id} ¥ =89 PUT 15 :
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T T

$ curl -k -X PUT -H "Authorization: Bearer <tokens>" -H 'Content-Type: application/json’ -d
'{"limit_bytes": 104857600}’ htips://example-registry-quay-quay-
enterprise.apps.docs.gcp.quaydev.org/api/vi/organization/testorg/quota/1 | jq

ftia ol

{
"id": 1,
"limit_bytes": 104857600,
"default_config": false,
"limits": [],
"default_config_exists": false

}

11.4.4. HEEXER

EEEHROIGFHE, EHEAGERIEXEI,

11.4.4.1. #X iwl:18.04

Mep 5 1THF ubuntu:18.04 HZXFHLYY :

T T

$ podman pull ubuntu:18.04

$ podman tag docker.io/library/ubuntu:18.04 example-registry-quay-quay-
enterprise.apps.docs.gcp.quaydev.org/testorg/ubuntu:18.04

$ podman push --tis-verify=false example-registry-quay-quay-
enterprise.apps.docs.gcp.quaydev.org/testorg/ubuntu:18.04
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11.4.4.2. (& AP| ZERSiEHE

BEHEEHFENIIERE, £1X7 /api/vi/repository i fdifH GET 35 :

T T

$ curl -k -X GET -H "Authorization: Bearer <token>" -H 'Content-Type: application/json’
'https://example-registry-quay-quay-enterprise.apps.docs.gcp.quaydev.org/api/vi/repository?
last_modified=true&namespace=testorg&popularity=true&public=true' | jq

il

{

"repositories'": [

{

"namespace": "testorg”,

"name'’: "ubuntu”,

"description": null,

"is_public": false,

"kind"': "image",

"state": "NORMAL"",

"quota_report": {
"quota_bytes": 27959066,
"configured_quota': 104857600

b

"last_modified': 1651225630,

"popularity”: 0,

"is_starred": false

}
)
}

11.4.4.3. X7 — R
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HR, PR fIEEE R, 4 nginx :

T T

$ podman pull nginx

$ podman tag docker.io/library/nginx example-registry-quay-quay-
enterprise.apps.docs.gcp.quaydev.org/testorg/nginx

$ podman push --tis-verify=false example-registry-quay-quay-
enterprise.apps.docs.gcp.quaydev.org/testorg/nginx

EEE YR IEFERIHIRE, 5 /api/v/repository Gis :

T T

$ curl -k -X GET -H "Authorization: Bearer <token>" -H 'Content-Type: application/json’
'https://example-registry-quay-quay-
enterprise.apps.docs.gcp.quaydev.org/api/vi/repository?
last_modified=true&namespace=testorg&popularity=true&public=true’

fia ol

{
"repositories': [
{

"namespace": "testorg",

"name'’: "ubuntu”,

"description": null,

"is_public": false,

"kind": "image",

"state": "NORMAL",

"quota_report": {
"quota_bytes": 27959066,
"configured_quota": 104857600
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}h
"last_modified": 1651225630,

"popularity”: 0,
"is_starred’: false
}!
{

"namespace": "testorg”,
"name’’: "nginx",
"description": null,
"is_public": false,
"kind"': "image",
"state": "NORMAL",
"quota_report": {
"quota_bytes": 59231659,
"configured_quota": 104857600
4
"last_modified': 1651229507,
"popularity”: 0,
"is_starred": false

EEENAF SRS S, 15&FH /api/vl/organization/{orgname} i :

T T

$ curl -k -X GET -H "Authorization: Bearer <token>" -H 'Content-Type: application/json’
'https://example-registry-quay-quay-
enterprise.apps.docs.gcp.quaydev.org/api/vi/organization/testorg’ | jq

fia ol

{

"name": "testorg"”,

"quotas": [
{
"id": 1,
"limit_bytes": 104857600,
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"limits": []
}
I
"quota_report": {
"quota_bytes": 87190725,
"configured_quota": 104857600

}
}

11.4.5. (& HBCATBR#ITE 26 HEE

IR GERHE XS TE X BIICHIR A, WA IR

HFYHE, HEE, S RBEELL

X FHER 2 SEIE%E, HEXFFRAUL,

11.4.5.1. i%i& reject #] warning fR#

EZi&E reject #] warning BR#, POST HiEZ/
/api/v1/organization/{orgname}/quota/{quota_id}/limit 5 :

reject limit &0 5 2~B)

$ curl -k -X POST -H "Authorization: Bearer <token>" -H 'Content-Type: application/json’ -d
'{"type":"Reject", "threshold_percent":80}' htips:/example-registry-quay-quay-
enterprise.apps.docs.gcp.quaydev.org/api/vi/organization/testorg/quota/1/limit

EERHw T

$ curl -k -X POST -H "Authorization: Bearer <token>" -H 'Content-Type: application/json’ -d
'{"type":"Warning","threshold_percent":50}' https://example-registry-quay-quay-
enterprise.apps.docs.gcp.quaydev.org/api/vi/organization/testorg/quota/1/limit
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11.4.5.2. ZEIELATEL RS

E&E reject #] warning BR#, 151&/H /api/v1/organization/{forgname}/quota i :

EHECHIRE

$ curl -k -X GET -H "Authorization: Bearer <token>" -H 'Content-Type: application/json’
https://example-registry-quay-quay-
enterprise.apps.docs.gcp.quaydev.org/api/vi/organization/testorg/quota | jq

ECHIR B9 50 B

[
{
"id": 1,
"limit_bytes": 104857600,
"default_config": false,
"limits": [
{
"id": 2,
"type": "Warning",
"limit_percent": 50
}
{
"id": 1,
"type": "Reject”,
"limit_percent": 80
}
I
"default_config_exists": false
}
1

11.4.5.3. #it reject RFIT HEX 515

72



%5 113 RED HAT QUAY BEe&i S TR M5 S48k

TEXBIHF, reject R#(80%) B i E 7R T HFIf7 #5/EAXIN~83%), UL T—TNHEXN E5I#AEL,

M BIT I BIGRIEX VG -

BHRIEE T

$ podman pull ubuntu:20.04

$ podman tag docker.io/library/ubuntu:20.04 example-registry-quay-quay-
enterprise.apps.docs.gcp.quaydev.org/testorg/ubuntu:20.04

$ podman push --tIs-verify=false example-registry-quay-quay-
enterprise.apps.docs.gcp.quaydev.org/testorg/ubuntu:20.04

2 BB B9 B

Getting image source signatures

Copying blob d4dfaa212623 [- -] 8.0b / 3.5KiB
Copying blob cba97cc5811c [ -] 8.0b / 15.0KiB
Copying blob 0c78fac124da [ -] 8.0b / 71.8MiB

WARNJ[0002] failed, retrying in 1s ... (1/3). Error: Error writing blob: Error initiating layer
upload to /v2/testorg/ubuntu/blobs/uploads/ in example-registry-quay-quay-
enterprise.apps.docs.gcp.quaydev.org: denied: Quota has been exceeded on namespace
Getting image source signatures

Copying blob d4dfaa212623 [- -] 8.0b / 3.5KiB
Copying blob cba97cc5811c [ -] 8.0b / 15.0KiB
Copying blob 0c78fac124da [ -] 8.0b / 71.8MiB

WARNJ[0005] failed, retrying in 1s ... (2/3). Error: Error writing blob: Error initiating layer
upload to /v2/testorg/ubuntu/blobs/uploads/ in example-registry-quay-quay-
enterprise.apps.docs.gcp.quaydev.org: denied: Quota has been exceeded on nhamespace
Getting image source signatures

Copying blob d4dfaa212623 [- -] 8.0b / 3.5KiB
Copying blob cba97cc5811c [ -] 8.0b / 15.0KiB
Copying blob 0c78fac124da [ -] 8.0b / 71.8MiB

WARNJ[0009] failed, retrying in 1s ... (3/3). Error: Error writing blob: Error initiating layer
upload to /v2/testorg/ubuntu/blobs/uploads/ in example-registry-quay-quay-
enterprise.apps.docs.gcp.quaydev.org: denied: Quota has been exceeded on namespace
Getting image source signatures

Copying blob d4dfaa212623 [- -] 8.0b / 3.5KiB
Copying blob cba97cc5811c [ -] 8.0b / 15.0KiB
Copying blob 0c78fac124da [ -] 8.0b / 71.8MiB
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Error: Error writing blob: Error initiating layer upload to /v2/testorg/ubuntu/blobs/uploads/ in
example-registry-quay-quay-enterprise.apps.docs.gcp.quaydev.org: denied: Quota has been

exceeded on namespace

11.4.5.4. &1 BR#IBGE AT

BRI, ZHTEA -

ECREA]

Notifications 3 x

testorg quota has been exceeded
Dismiss Notification

May 5, 2022 4:01:12 PM

testorg quota has been exceeded

Dismiss Notification

May 5, 2022 4:01:12 PM

testorg quota has been exceeded
Dismiss Notification

May 5, 2022 4:01:12 PM
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55 12 Z RED HAT QUAY fE/_LJ¥f REGISTRY BIfCEEZE 7

BEEBHEFL BT, B aiiF LY registry (%1 Docker 2t Google Cloud Platform) #1£9
BRI IR I”E registry X/ el MiX2E registry dHEREG R A EFR#IF T 5%

B IETIEE, Red Hat Quay F#F 7 fCEEZE fr ¥ 5ed _Li)f registry H89 pull-rate BR#, FIZE 26
SR ITERIEGE, Byt EME 7T L iR, RETE LYo R B 5 e 5 R
[El], FZERIERF REH, M DEFRREAEERT T 7%,

1£ Red Hat Quay Z = CEEH, 1EHLUTFINEE :

FFERIPLIL BT LUE X Fy_E¥% registry BIZE 7.,

TEHIFE_LJF registry BIZ7HI Quay 24, Ui iZFE T LU#ER Quay Ul X, FHigth
Ll TEI_

BB 715 B8 I FE R FIBI_LJf registry FEif,

LR 85 LUt BT B A B KA

B EEN X/ X £ G E,

LY registry S RZ AN ap£2E/H, G141, ArfA docker.io 3R &%
docker io/library.

ILRATE R AR,

Clair B9Z i R 11141

12.1. fCEEZ 7 3PH]

TEJLZ‘ 7 ftﬂ%#fﬂ Wﬁ@lﬁllf/mﬁggﬁo
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Overview

user pulls
postgres:14

is the image is the cache retrieve stream
es. S—- ostgres:14 hack
cached? v up-to-date? e image from P glo user

cache

pull from upstream
registry

pull new version
from upstream
registry

Stream new
layers to user

i

stream
postgres:14 back
fo user

save layers to
cache

stream new
layers to user

save layers to
cache

stream
postgres:14 back
fo user

/M Red Hat Quay LY fr iR EZ R (BVA postgres:14 ) If, GEERR B ED
1, WIRGBRIFLE, WE5I— 09 (pull), HRE, BHRESRERFHTHFHZ RS
a5, FH9R 7 X g R8s -

user pulls

postgres.14

save layers to
cache

authenticate with
upstream registry
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pull whole image
from upstream
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user gets newer
postgres:14

stream new
layers to user
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WREZ LR, /AT LUEH Quay BIZ 7R S5 LIFRRIFRITRE, LUEE IR 7 T
BIGEMR, 2 LiJF registry ARG BRI N R BIX PGSR, TR T 25 LR ERAIZ R AR
AR X ERE R

user pulls
postgres:14

save new layers
to cache

pull changed
[ layers from
upstream registry

authenticate with
upstream registry

user gets newer
postgres:14

stream new
layers to user

IR L ERAZFEIREAR, WTFEHRE, HFR PO TG,

GRERGRT, B/ SFE LY registry BHUE SR, HIRIEECERIS I B9EFTRIRL L XFER, T
BT R P PEIGER, WREI BRI BRI E, WEREE R, TR T T
BCE L B9 1] Ja AT HL R B9 -
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user pulls
postgres:14

l

authenticate with pull from upstream
upstream registry registry fails

IS
within
staleness

eriod?
No P

retrieve
image from

user error
cache

stream
postgres:14 back
fo user

Quay E2E 53 o] LIFY FEHE B aT B EX NRFFRFNZFZ A, LU Tt fr iR R 1 el KA. X

2] LU 1R A P B2 ARBITE M Z 7 P EFF AR, T Bt 7 X g R BIZR o at -

12.2. fCEEZ 17 BR %

78
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BRI CER P IK DNRABHA F o F FEEZ LRI, O, WRERICEER PR R
AAKXhTy 500 MB, F#HFF %2R 700 MB, R IF#HER, HIFTRLETEN
mﬁo

PG ROIIRES Quay 7 15/% PRI ZIEIRIBIE .

12.3. f#/H RED HAT QUAY fUEEc#E REGISTRY

LUF 5/ 7 41 (&fH Red Hat Quay fCEEvCRE registry, UL EEERE #CEE quay.io, FoiFfE &
HH podman M quay.io LB Z ip & ZEIHHr BR A o] L FEEE R

FitERF

[}
config.yaml #1689 FEATURE_PROXY_CACHE X&) true,

A Member HIA fata, BXAIAGHEZEE, 1525044 Red Hat Quay HH9/EH - #Il

7£ Ul _EB9 Quay #LF7H1, B4 cache-quayio, # 7 Z & #5589 Organization Settings.,

Al : s Add Storage Quota R IHE ERCAETE, AAEHEENEZIEE, HE
ECAERE,

b33

ERLEMEAT, LEHRBHEATIRHIRAN, @/ Podman fREHR TR
KRLILUTF#5iR - Error parsing image configuration: Error fetch blob:
invalid status code from registry 403 (Forbidden), #45i% 403 isaccurate %
4, B%% Podman 1£654 225 _LES#E T EMHY APl 8512 : BoBiBEE e ip4 22 1H,
W BT EFELUE B Podman BHTHAER,

7£ Remote Registry &, 5iA EZZf7HIiRE registry B9E %, #quay.io, #/E# 7 Save,

79


https://access.redhat.com/documentation/zh-cn/red_hat_quay/3.11/html/use_red_hat_quay/user-org-intro
https://access.redhat.com//documentation/en-us/red_hat_quay/3.7/html-single/use_red_hat_quay#red-hat-quay-quota-management-and-enforcement

Red Hat Quay 3.1 i/ Red Hat Quay

' i i ep £ 22 5 7 I FY o2 Registry /1, #1 quay.io/<namespace >, L
Frr B9 REEM o 4 ZE I fCEE,

Bk : F51 72#E Registry Username #] Remote Registry &5,

2=
AR A1 E Remote Registry Username #] Remote Registry
Password, I EATENERCEEZ 7 HIGIEERT registry BIIGRE FFRM—1

&tk : £ Expiration FERH1ZE— T,

BB 2 e B9 52 R BB I #7525 Expiration R IE 77 86400 &,
TECEBHLIGH, BRI ERST, trasil HiEBmIFTES Ul B9 Expiration FER
I ERIE, WIHEES Quay BIEIA 1R B ThEETIE, TEFCEERLIY
i, ofLEZEHE MRS TEE, XEXTHERN, RIECEEHFIE Expiration
FRREEE T hris B9 B 1H,

T HIBGEER IFTE D BRI ] JEoE %, (BB FFIETE Quay B, R
PR IR B R FHLEZIE9 Time Machine i%i&, 1/ G4 HG20 A i 1]
K14 X, BRI FHIEE,

1£ CLI £, M registry iR\ 2E554R, 40 quay.io, 75 CEEZFF -

I $ podman pull <registry _url>/<organization_name>/<quayio_namespace>/<image _name>
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%5 12 3 RED HAT QUAY £y Lilf REGISTRY IR 15

gz

BRI B Fy MTEE registry FRBYH P ep5 22 [E/#HR, 25 4i1F URL
Hh&BE TR registry a0 5 22 1H, B4, podman pull
<registry_url>/<organization_name>/<image_names>,

12.3.1. ZECEEHL 5 A7 B #7 15 B B BR Y

7£ Red Hat Quay 3.8 #1, fUEERIFIIBECHAS, BB — 1T EH3IE{TinCHIG R, REAER

ZEIACE T AR, F2EBERIEBIESETT. HEl, WRERANATFHLBIIH, WML
1Erf Bk GER, EEEEE A B ERIZE Ik, T, HHEXFRES DRI, H5E{T8EE
PRICERATI TGRS, BUL, SFHEATEI5EMREZE, TR ERBIE R r2E BbriC R

gz

fE77 auto-pruning ZIEERI—EES, FRil AMHERBGER S AR B R IKE#5 (gc)
worker HAFEMFELIRIEIK, B, TEMHATIETR5TE w5 LB HA R,

BEil, 522X NI EFREEFETFHIXN. XE— B,
FHIFELUEHY Red Hat Quay [k Z&HfEA,

12.3.1.1. Wi CEEYLF P BGE 1EBC AR B DD BE

LU £ B/ A T A Rl 1 BCBiBR BIB9 B B 5135 120 BE.

SERRY
[}
BRI BACE 7y 75 S OB, LU FAIFE quay.io BIfCEE,
[}
#£ config.yaml 351, FEATURE_PROXY_CACHE #i%i& % true,
[}
#£ config.yaml X ft#1, FEATURE_QUOTA_MANAGEMENT i%i& % true,
[}
ERIASIEE T ACHIBRAY, 4140 150 MB,
T
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MAEMTH IR EZREVE 5%, G -

I $ podman pull quay-server.example.com/proxytest/projectquay/quay:3.7.9

RIEFHEIEPBIZEN, B Rem EMACEEYAGAIRE 56, B4 -

I $ podman pull quay-server.example.com/proxytest/projectquay/quay:3.6.2

7£ Red Hat Quay registry Ul 1, B#z15/FEH9E 7,
HEHBEEBRRE, HHE quay:3.7.9 F] quay:3.6.2 BFric,

HIR-F BB 1558 P ECAC BRI e R, OV -

I $ podman pull quay-server.example.com/proxytest/projectquay/quay:3.5.1

BI#T Red Hat Quay registry 89 Tags i, ZHEHIE— Tk (G140 quay:3.7.9 ) W%
EHz)EES, Tags JEBEN 2527 quay:3.6.2 #] quay:3.5.1,
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% 13 & RED HAT QUAY iz

Red Hat Quay 14# sl LITEE W FE LizfT. XE1T2 ity EN G R T,

13.1. RED HAT QUAY &7 89148421

FHZa 71855 DhRERI TR i i1 e RIARH -

Quay Namespace Builder Namespace
Quay Deployment Job Object
Pod Object (unprivileged)

Build Manager »
Podman Service
GRPC Server |« quay-builder
binary

TEXPERE, HEEEZEAROBENNR, Kia, fEWXISR @ quay-builder-image 0&
pod, quay-builder-image &5 quay-builder —H#X ¥ #] Podman R, C/&HI pod fEFFFFX
=11, #/E, quay-builder —H#HXH RUEEBEKEHIM Build Manager 1 FE S S G R,

13.2. RED HAT QUAY HIZR#

HEFH L FXH7E Red Hat Quay Fiz {78 e R 7 — L1 LU Biag B3 T T {Fi9e 5 K,
R BRI TR -7 B B HH P M BE 1 TR =T SE T,

BB ST SR A ENIIIEE R BHEREE, BB 5E th g R F LU ET T FE9
B,

83



Red Hat Quay 3.11 {1 Red Hat Quay
13.3. &/ OPENSHIFT CONTAINER PLATFORM /& RED HAT QUAY FJ&z5 15

KT pgH ERERF T Aa &/ OpenShift Container Platform £/& Red Hat Quay &7 15,

13.3.1. OpenShift Container Platform TLS ¥

tls M7 E#H TLS ACIE,

%{;

2 TLS #1#£H Operator E2/if, Red Hat Quay 3.11 T2/,

ATEFF tls 1ZiE ¥ unmanaged, J2HEE CH ssl.cert f] ssl.key 3Xtt, TEZXSLHId, WEHLEE
SRS, HAAIF Quay IV Z5 5 B B INEE - B9 SAN SiiZed, st AL

550 builder &1, FREALUTFH -

I [quayregistry-cr-name]-quay-builder-[ocp-namespace].[ocp-domain-name]:443
13.3.2. &/ OpenShift Container Platform for Red Hat Quay builders

HEEZEFEZ SSL/TLS ulH. H% SSL/TLS uF-BHIEZ5L, 550 71 Red Hat Quay &#5400 TLS

HIEEH Amazon Web Service (AWS) S3 714, b HifEs (THEEZSRIED AWS 1255 9%
1. WFEATESH, BESHEHLUTE5 " AWS S3 #1565,

13.3.2.1. EHIHEEZ 47 OpenShift Container Platform

EHLL 425 Red Hat Quay & s/ #5 OpenShift Container Platform,
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%5 13 3 RED HAT QUAY &g

X

W BRI B B i £ #5217 Quay Operator,

Ut EEE21E OpenShift Container Platform _E i B w4 22 /H,

(E LR SR T & RE Red Hat Quay %2,

BT Fap5, CIB—TNafrEnEn &z (4 virtual-builders ) BI#TIH :

I $ oc new-project virtual-builders

FAL Fap R LT 0Z —1 ServiceAccount, E{FHFo{THIEE :

I $ oc create sa -n virtual-builders quay-builder

I CIBBBIIR I IR IR, LUE S aTLUS{THIEE -

$ oc adm policy -n virtual-builders add-role-to-user edit
system:serviceaccount:virtual-builders:quay-builder

AL T 5#%F Quay builder anyuid scc FUR :

I $ oc adm policy -n virtual-builders add-scc-to-user anyuid -z quay-builder
*E

HBRFFEEHEE AN, SESEN, HhHEEZeAILL Podman fE/7
B1517, FRERHF I TERIIEZEIERETHIF,

FCER Quay builder IR B9 HE,
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AIE{EH OpenShift Container Platform 4.10 st EBRHYRE, EHAL Fap+ -
I oc sa get-token -n virtual-builders quay-builder

AIE(EH OpenShift Container Platform 4.11 SE&ESik A, EHALU T+ -

I $ oc create token quay-builder -n virtual-builders

"

%{;

LS HR, BFEGKIT T, G, BT LUENEE XS,
o14l, 75 --duration 20160m LURE 5K /E,

fia ol

eyJhbGciOiJSUzI1NilsimtpZCIl6lldfQUJkaDVmb3ItTHZ0dGZMYjhIWnYxZTQzN2dJV
EJxcDdJscldSdEUtYWsifQ...

WAL T o 5l EFBEFHH

I $ oc get route -n quay-enterprise

Hitti 6
NAME HOST/PORT PATH
SERVICES PORT TERMINATION WILDCARD
example-registry-quay-builder example-registry-quay-builder-quay-
enterprise.apps.docs.quayteam.org example-registry-quay-app grpc

edge/Redirect None
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AL Fep A .crt I REKE % SSL/TIS il -

I $ oc extract cm/kube-root-ca.crt -n openshift-apiserver

fia ol

I ca.crt

AL F 515 ca.crt X#£Ewp £ extra_ca_cert_build_cluster.crt :

I $ mv ca.crt extra_ca_cert_build_cluster.crt

S P B E HBER secret, ZEEFF Actions — Edit Secret FE7NE 24 B9
EFEE :

FEATURE_USER_INITIALIZE: true
BROWSER_API_CALLS XHR_ONLY: false
SUPER_USERS:
- <superusernames
FEATURE_USER_CREATION: false
FEATURE_QUOTA_MANAGEMENT: true
FEATURE_BUILD SUPPORT: True
BUILDMAN_HOSTNAME: <sample_build_route> G
BUILD _MANAGER:
- ephemeral
-ALLOWED WORKER_COUNT: 1
ORCHESTRATOR_PREFIX: buildman/production/
JOB_REGISTRATION_TIMEOUT: 3600 9
ORCHESTRATOR:
REDIS_HOST: <sample_redis_hostname> §)
REDIS_PASSWORD: """
REDIS_SSL: false
REDIS_SKIP_KEYSPACE_EVENT_SETUP: false
EXECUTORS:
- EXECUTOR: kubernetesPodman
NAME: openshift
BUILDER NAMESPACE: <sample_builder_namespace> @
SETUP_TIME: 180
MINIMUM_RETRY_THRESHOLD: 0
BUILDER CONTAINER_IMAGE: <sample_builder_container_image> 9
# Kubernetes resource options
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88

K8S_API_SERVER: <sample_k8s_api_server> G
K8S_API_TLS CA: <sample_crt_file> a

VOLUME_SIZE: 8G

KUBERNETES_DISTRIBUTION: openshift
CONTAINER_MEMORY_LIMITS: 300m @
CONTAINER_CPU_LIMITS: 1G Q
CONTAINER_MEMORY_REQUEST: 300m @
CONTAINER_CPU_REQUEST: 1G m
NODE_SELECTOR LABEL KEY:'""

NODE_SELECTOR _LABEL VALUE:'""
SERVICE_ACCOUNT_NAME: <sample_service_account_name>
SERVICE_ACCOUNT _TOKEN: <sample_account_token> @

HIEEH 175 1T oc get route -n & OpenShift Operator B9ep % 22 [H]H & 5
W, BHKECSAIEB— w0, ENEFALUTER : [quayregistry-cr-name]-quay-
builder-[ocp-namespace].[ocp-domain-name]:443,

HWIEKiET JOB_REGISTRATION_TIMEOUT %, #algERIMEILITES R - failed
to register job to build manager: rpc error: code = Unauthenticated desc = Invalid
build token: Signature has expired.Z2iX fFlt S E 7 E 4 240,

©

HIRZR) Redis TH A EZ 53t SSL/TLS iF+H, LS AikEmN I EH,

o

wiE, LUPCRE R4 22 Hp9E#, # virtual-builders,

©

X FEH1H, BUILDER_CONTAINER_IMAGE HEi#Z quay.io/projectquay/quay-
builder:3.7.0-rc.2, F3E, XABERERHVAEOREN, WRHIIHER, NRE
E&F,

©

K8S_API_SERVER #7157 oc cluster-info 7R,

©

BRI F B HZBNEEX CA uF¥, #I#1 K8S_API TLS CA:
/conf/stack/extra_ca_certs/build_cluster.crt,
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HWIRAIEE, WEKIA Yy 5120Mi,

X FEBIIEE, HERTHRERHPEEBHITR, WRAEE, WEILS 1000m,

HIRAKIEE, TEILTy 3968Mi,

HWIRAIEE, WEK A% 500m,

fE51T oc create sa 1312,

EET B

FEATURE_USER_INITIALIZE: true
BROWSER_API_CALLS XHR_ONLY: false
SUPER_USERS:
- quayadmin
FEATURE_USER_CREATION: false
FEATURE_QUOTA_MANAGEMENT: true
FEATURE_BUILD SUPPORT: True
BUILDMAN_HOSTNAME: example-registry-quay-builder-quay-
enterprise.apps.docs.quayteam.org:443
BUILD _MANAGER:
- ephemeral
-ALLOWED WORKER_COUNT: 1
ORCHESTRATOR_PREFIX: buildman/production/
JOB_REGISTRATION_TIMEOUT: 3600
ORCHESTRATOR:
REDIS HOST: example-registry-quay-redis
REDIS_PASSWORD: """
REDIS_SSL: false
REDIS_SKIP_KEYSPACE_EVENT_SETUP: false
EXECUTORS:
- EXECUTOR: kubernetesPodman
NAME: openshift
BUILDER _NAMESPACE: virtual-builders
SETUP_TIME: 180
MINIMUM_RETRY_THRESHOLD: 0
BUILDER CONTAINER_IMAGE: quay.io/projectquay/quay-builder:3.7.0-rc.2
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# Kubernetes resource options

K8S_API_SERVER: api.docs.quayteam.org:6443

K8S_API TLS CA: /conf/stack/extra_ca_certs/build_cluster.crt

VOLUME_SIZE: 8G

KUBERNETES_DISTRIBUTION: openshift

CONTAINER_MEMORY_LIMITS: 1G

CONTAINER_CPU_LIMITS: 1080m

CONTAINER_MEMORY_REQUEST: 1G

CONTAINER_CPU_REQUEST: 580m

NODE_SELECTOR LABEL_KEY:""

NODE_SELECTOR LABEL_VALUE: "

SERVICE_ACCOUNT_NAME: quay-builder

SERVICE_ACCOUNT _TOKEN:
"eyJhbGciOiJSUzI1NilsImtpZCl6lIdfQUJkaDVmb3ItTHZ0dGZMYjhIWnYxZTQzN2dJVEJ
xcDdJscldSdEUtYWsifQ"

13.3.2.2. F5)F5M SSL/TLS it+

HBFEETRHBHTE, HEHAFs)HFEEX SSL/TLS iE HaMEIEMfE T, AU TLEF5
MEZEX SSL/TLS iE7,

B XO/EE SSLITLS iF BB S(SH, 1HBHITE Red Hat Quay ZX£8455 1 TLS iFF,

13.3.2.2.1. QIBFIZE U

FHLUF L RO/ H5F SSL/TLS uE .

TR

CIBUE PR U H ZEU . WEEBER, 150U PN HGHEZUE T,

openssl.cnf

[req]

req_extensions = v3_req

distinguished_name = req_distinguished_name
[req_distinguished _name]

[v3_ req]

basicConstraints = CA:FALSE

keyUsage = nonRepudiation, digitalSignature, keyEncipherment
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subjectAltName = @alt_names

[alt_names]

DNS.1 = example-registry-quay-quay-enterprise.apps.docs.quayteam.org a

DNS.2 = example-registry-quay-builder-quay-enterprise.apps.docs.quayteam.org 9

2 HEZE Red Hat Quay registry URL B9 alt_name,

©

BUILDMAN_HOSTNAMEH9 alt_name

T T

$ openssl genrsa -out rootCA.key 2048

$ openssl req -x509 -new -nodes -key rootCA.key -sha256 -days 1024 -out rootCA.pem
$ openssl genrsa -out ssl.key 2048

$ openssl req -new -key ssl.key -out ssl.csr

$ openssl x509 -req -in ssl.csr -CA rootCA.pem -CAkey rootCA.key -CAcreateserial -
out ssl.cert -days 356 -extensions v3_req -extfile openssl.cnf

13.3.2.2.2. fF TLS KB WHZE

LT A2 king:tls i£i&E % unmanaged,

A
1.
7£ Red Hat Quay Registry YAML #1, #¥ kind: tls iZi& 7 managed: false :
- kind: tis
managed: false
2.

1£ Events F{[EH, BEHSHAELT, BEIEKE 7iE2569 config.yaml X1, A4 :

o1
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- lastTransitionTime: '2022-03-28T12:56:492'
lastUpdateTime: '2022-03-28T12:56:49Z'
message: >-
required component ‘tIs’ marked as unmanaged, but ‘configBundleSecret’
is missing necessary fields
reason: Configlnvalid
status: 'True’

13.3.2.2.3. AT secret

AL T2 CA uF B RIZIGR secret,

A
1.
i & 2/ & CA uE-1789 secret :
$ oc create secret generic -n quay-enterprise temp-crt --from-file
extra_ca_cert _build _cluster.crt
2.

7 default &% Z2[5H1 77 ssl.key #l ssl.cert XL —1 secret :

I $ oc create secret generic -n quay-enterprise quay-config-ssl --from-file ssl.cert --from-file
ssl.key

13.3.2.2.4. f¥ secret HIEL HFIAE YAML #

LT L 545 secret H#EL #IF) config.yaml X1,

TR

H12HE Ul d1#6F Workloads — Secrets HI#T secret,

X FEF1T secret, #F YAML 7K :

kind: Secret

apiVersion: v1

metadata:
name: temp-crt
namespace: quay-enterprise
uid: a4818adb-8e21-443a-a8db-f334ace9f6d0
resourceVersion: '9087855"
creationTimestamp: '2022-03-28T13:05:30Z'
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data:
extra_ca_cert_build_cluster.crt: >-

LSO0tLS1CRUdJTIBDRVJUSUZJQOFURSOtLSO0tCk1JSURNakNDQWhxZ0F3SUJBZOL....
type: Opaque

kind: Secret
apiVersion: v1
name: quay-config-ssl

metadata:
namespace: quay-enterprise
uid: 4f5ae352-17d8-4e2d-89a2-143a3280783¢c
resourceVersion: '9090567'
creationTimestamp: '2022-03-28T13:10:34Z'

data:
ssl.cert: >-

LSO0tLS1CRUdJTIBDRVJUSUZJQOFURSOtLSO0tCk1JSUVaakNDQTA2Z0F3SUJBZOIVT...
ssl.key: >-

LSO0tLS1CRUdJTIBSUOEgQUFJJVKFURSBLRVktLSOtLQpNSUIFcFFJQkFBSONBUUVBe...
type: Opaque

1£ Ul A Z#¢ Red Hat Quay registry BCiEHF5 09 secret, B4 21T o5 ¥ (& /0

A=
1T

$ oc get quayregistries.quay.redhat.com -o jsonpath="
{.items[0].spec.configBundleSecret}{'\n'}"" -n quay-enterprise

1£ OpenShift Container Platform ##I& 1, ZEHFERCEMRISE secret B YAML ETiF,
FHMECIEBIH T secret FFIBIE -

kind: Secret

apiVersion: v1

metadata:
name: init-config-bundle-secret
namespace: quay-enterprise
uid: 4724aca5-bff0-406a-9162-ccb1972a27c¢1
resourceVersion: '4383160'
creationTimestamp: '2022-03-22T12:35:59Z'

data:
config.yaml: >-
RkVBVFVSRV9VUOVSX0I0SVRJQUxJWKkUG6IHRydWUKQIJ...
extra_ca_cert_build_cluster.crt: >-

LSO0tLS1CRUAJTIBDRVJUSUZJQOFURSOtLSO0tCk1JSURNakNDQWhxZ0F3SUJBZ0Ildw..

ssl.cert: >-
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LSO0tLS1CRUdJTIBDRVJUSUZJQOFURSOtLSO0tCk1JSUVaakNDQTA2Z0F3SUJBZOIVT...
ssl.key: >-

LSO0tLS1CRUAJTIBSUOEgUFJJVKFURSBLRVktLSOtLQpNSUIFcFFJQkFBSONBUUVBe...
type: Opaque

5.
it Save,
6.
WAL F o5 EEZH pod E5E/T -
I $ oc get pods -n quay-enterprise
FittiH)

NAME READY STATUS RESTARTS AGE
example-registry-quay-app-6786987b99-vgg2v 0/1 ContainerCreating 0
2s
example-registry-quay-app-7975d4889f-q7tvi 1/1  Running 0
5d21h
example-registry-quay-app-7975d4889f-zn8bb 1/1  Running 0
5d21h
example-registry-quay-app-upgrade-Iswsn 0/1 Completed 0 6dih
example-registry-quay-config-editor-77847fc4f5-nsbbv 0/1  ContainerCreating 0
2s
example-registry-quay-config-editor-c6¢c4d9ccd-2mwg2 1/1  Running 0
5d21h
example-registry-quay-database-66969cd859-n2ssm 1/1  Running 0
6d1h
example-registry-quay-mirror-764d7b68d9-jmlkk 1/1  Terminating 0
5d21h
example-registry-quay-mirror-764d7b68d9-jqzwg 1/1  Terminating 0
5d21h
example-registry-quay-redis-7cc5f6¢977-95698 1/1  Running 0
5d21h

7.

E#AE Red Hat Quay registry &, WAL F5##& Red Hat Quay N HEEF pod 2
ZIETEETT -

I $ oc get pods -n quay-enterprise
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it aH)

example-registry-quay-app-6786987b99-sz6kb 1/1  Running 0

7m45s

example-registry-quay-app-6786987b99-vgg2v 1/1  Running 0

9m1is

example-registry-quay-app-upgrade-Iswsn 0/1 Completed 0 6dih
example-registry-quay-config-editor-77847fc4f5-nsbbv 1/1  Running 0
9m1is

example-registry-quay-database-66969cd859-n2ssm 1/1  Running 0
6d1h

example-registry-quay-mirror-758fc68ff7-5wxip 1/1  Running 0

8m29s

example-registry-quay-mirror-758fc68ff7-1bl82 1/1  Running 0 8m29s
example-registry-quay-redis-7cc5f6¢977-95698 1/1  Running 0

5d21h

TERBID i a5 Hh,  Dr/H] registry s FF5 uF il B2 & Bis 2 &4, P :

Common Name (CN) example-registry-quay-quay-enterprise.apps.docs.quayteam.org
Organisation (O) DOCS
Organisational Unit (OU) QUAY

13.3.2.3. &/ Ul BIZ I ZM X &%

LT LR EE Ul G218 MA 45,

T
1.
B RFZH) Red Hat Quay #715/%,
2.
#if; Create New Repository, F0IE—1#F registry, #ltestrepo,
3.

7£ Repositories T EL, #id-ZHEE LA Builds #HTiF, 367, EE@EHNVE
URL :

https.//example-registry-quay-quay-
enterprise.apps.docs.quayteam.org/repository/quayadmin/testrepo ?tab=builds
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5Z

TERLIEHT, B AGERETBITEN GG, XS EES A
Xfg&_EB dnsPolicy iXi&% default #iX, Egi, X1A&FARE NG BERTE,
EFFELUE R Red Hat Quay JRZ&K xR,

42 Create Build Trigger — Custom Git Repository Push,

WA Tl Git F714/F89 HTTPS 3¢ SSH £z URL, /5% Continue, #41 :

I https://github.com/gabriel-rh/actions_test.git

6.
D S5k 5k & Tag &, AEH T Continue,
7.
ZEVT B4 25T A 2 R Dockerfile B9(i7i&, #1/Dockerfile, /¥ 1 Continue,
8.
#IA Docker (&R E FXH9iiiE, #1/, %D Continue,
9.
HIELRUF, 560/ —1 Robot ', Z W, 5 Continue,
10.
57 Continue % uFE#,
1.
7£ Builds i, & Trigger Name HJ Options Ktr, #/5 s Run Trigger Now,
12.
M Git GHEEFHAIE3E SHA, 247 Start Build,
13.

BT LU i Build History Tl ETHHILERC 3635 1T oc get pods -n virtual-builders £
BHERIRE, O :

I $ oc get pods -n virtual-builders

by
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NAME READY STATUS RESTARTS AGE
f192feda-c802-4275-bcce-d2031e635126-912b5-25lg2 1/1  Running 0 7s

I $ oc get pods -n virtual-builders

FittiH)
NAME READY STATUS RESTARTS AGE
f192fe4a-c802-4275-bcce-d2031e635126-9/12b5-25lg2 1/1  Terminating 0 9s

I $ oc get pods -n virtual-builders

fia ol

I No resources found in virtual-builders namespace.

14.
HITHE, BRI EFHEE L Tags TAIFREKE.

b33

B BRI, HEiEER T 28 H RN 2 5T 2T .

13.3.2.4. 524 AWS S3 =1#HF

HWIREFT AWS S3 771, TS {THZE A HiTE AWS #5515 i B X 7 1 HEo
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e
1.
#F s3.console.aws.com L& RF AWS #2415,
2.
EEFE A, 8% 53, AlEHT S3,
3.
AR S, 4 myawsbucket,
4.
BT BRI+
5.

{£ Cross-origin ZEHZ(CORS) F, B5LUTEH -

[
{

"AllowedHeaders'": [
"Authorization"

1

"AllowedMethods": [
r ’GET' r

1

"AllowedOrigins": [

1

"ExposeHeaders': [],

"MaxAgeSeconds": 3000

b
{

"AllowedHeaders'": [
"Content-Type",
"x-amz-acl”,
"origin”

1

"AllowedMethods': [
r ’PUT"

1

"AllowedOrigins": [

1

"ExposeHeaders': [],

"MaxAgeSeconds": 3000

}
)

13.3.2.5. ££2¢ Google Cloud Platform X Rz £#F
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%{;

HEi, IBM Power f1 IBM Z 732 ###£2% Google Cloud Platform Xf R #z i##%.

LT £ 509 1 B 2 D E S IR G IR FEZ (CORS),

Sﬂ;

HER#E CORS BiE, L1514 Dockerfile 2%,

TR

FHLUF5IFXCE JSON Xtt, LUKEZRIRFE CORS FK, Il :

I $ cat gep_cors.json

fia ol

[
{
"origin": [""*"],
"method": ["GET"],
"responseHeader": ["'Authorization'],
"maxAgeSeconds": 3600
}!
{
"origin": [""*"],
"method": ["PUT"],
"responseHeader": [
"Content-Type",
"x-goog-acl”,
"origin"T],
"maxAgeSeconds’’: 3600
}
1

BIALLF 05 E#T GCP 71743 -
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I $ gcloud storage buckets update gs://<bucket_name> --cors-file=./gcp_cors.json

by

Updating
Completed 1

BT LUE T T ap 5K E7 GCP #ZH5#589E#T CORS K& -

I $ gcloud storage buckets describe gs://<bucket_names --format="default(cors)"

by

cors:
- maxAgeSeconds: 3600
method:

- GET

origin:
responseHeader:

- Authorization
maxAgeSeconds: 3600
method:

- PUT

origin:

(£

responseHeader:
- Content-Type

- x-goog-acl

- origin
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#F 145 FEHV2UI

EHLL T4 BRCE & Red Hat Quay v2 U,

14.1. V2 R E

JEF FEATURE_UI_V2 5, Za]LIFER F SR EIRIS Bikk KA - SR ETR9ETIR 2K [E] t

gz

X1 Ul BEiZt F beta TR, ETEEARBZ. HRZGFIRES, B ReEL
2. BEFNRIY. FifFERER S,

FEAEIH Ul Itf, @215 FF 2K P B O PRI #, #EEHE Ul
wf, R {FREIEIETE, HEEWARBEMEETIE, XE—1BHTE,
HIFELUGHIFT Ul lRZ AR,

TELEGE Ul JIHT Ul Z AR &G fRE EA N, B—1ER, #55% Ul
i, GEEHALUKF T EMIRE, v2 Ul EfEEEE L EF T (MB) KR E&GEE
X,

T

TEEBZEHY config.yaml X8, F5 FEATURE_UI_V2 ¥ HIFHEZE W true, A1 :

FEATURE_TEAM_SYNCING: false
FEATURE_UI_V2: true
FEATURE_USER_CREATION: true

BRI Red Hat Quay P&,

AP ER ZRE R, FEaLUEEELE Current Ul #l1 New Ul Z[itT#%, i tTHFGEHFE %
BN Ul, /5= Use Beta Environment, #4] :
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@ RED HAT QUAY EXPLORE  REPOSITORIES  TUTORIAL

14.1.1. E/F v2 Ul QI FHY

TERRIF

BEfFEBEIH Iy v2 Ul,

ELUF L&A v2 Ul BIZHLH,

TR

B g % 89 Organization,

2.

{7 Create Organization,
3.

A HHAEH, B testorg.
4,

£ Create,

HTE, BBGTOIZZIE Organizations TTE FE7,

14.1.2. (& v2 Ul R HLI

ERLUF L&A v2 Ul IR B,

T

{£ Organizations JIH_L, ZFEEZWREIHIEIE T, A testorg,

£ More Actions FHI3H,

102

Current New
ul O ul

.
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3.
s Delete,
2=
f£ Delete ifgH, H—1 2% WA, B TIE, B/ aLiEFEEERH
H, LUBRENTHIEFHZHNER, G140, HWRAEFIEEWER 10 ™MLY, HHZE
HRIER 7 — TNFERIHLF, ol Tel LU 1#3F A RER LB ER L R,
4.
BT LEREDETA confirm il EE Xk AR,
5.

2 Delete,

WEriE, #fF&[cF Organizations TiiH.

zE
BT LB S MY, 2K More Actions — Delete — X% 14l
4,

14.1.3. &/ v2 Ul Q1B 155

LT L EH v2 Ul CIBF15/%,

T

B F LB % L B9 Repositories,

{7 Create Repository.

EE— & 2EE, # quayadmin, #Z/SHA Repository name, #l testrepo,
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gz

FEHLERCFEE P E AL g : * build * trigger * tag

X LT T IEE SR, PG, LR
. FNBRX L B ERRIBIL T 65 : Failed to delete repository
<repository_names>, HTTP404 - Not Found,

£2 Create,

BT, B9 OIEEREIFE N TE Repositories I TEZ,

14.1.4. @& v2 Ul R 5%

SEREM
[
BB T — Mg,
A
1.
1£ v2 Ul B9 Repositories TEH, Hili EEWkEIEEI9E R, A quay/admin/busybox,
2.
4 More Actions T ¥,
3.
2 Delete,
X
{ w
AR WRBFEE, LA 7 Make Public 2t Make Private,
e &
4,
TEAEHEA confirm, #/5H T Delete,
5.

WRE, #f7&[0]Z Repositories Ui,
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14.1.5. fFEERHEZE v2 Ul

LT L IR X F) v2 UL,

TR

MAEB registry BB GG :

I $ podman pull busybox

PRI ER

$ podman tag docker.io/library/busybox quay-
server.example.com/quayadmin/busybox:test

FFERRIEZ T registry :

I $ podman push quay-server.example.com/quayadmin/busybox:test
SF#iF v2 Ul LB Repositories JE, FHHtRERIGERCHIEFHHE,
BT LU B br s Kl B £ 1F e, e F#iF Security Report Ui @,

14.1.6. &/ v2 Ul k515

LT B8 v2 Ul IR 5ER.

SERF
[
BB R HEET registry,
A

1£ v2 Ul B9 Repositories TEH, Hili EEWkFEIEGRI9E R, A quay/admin/busybox,
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2.

£ More Actions FHI3H,
3.

£ Delete,

p>3-1
WREFE, Follshidi Make Public st Make Private,

4,

HREBEA confirm, ZEHid Delete,
5.

WG, #fF&EIZE Repositories Ui,

14.1.7. {&/H Red Hat Quay v2 Ul B2 # H1/

EHLLT#24&H Red Hat Quay v2 Ul 82 #E1/.

SEARRME
[ ]
BB T — N B FIEERIAA,
e
1.
7f Red Hat Quay v2 Ul _E, HHIHIB9E .,
2.
HELBIHLI TTET, 5= Teams ] membership,
3.
£5 Create new team Ei£4E,
4.
{£ Create team #HE 17, FZEHIHT I LEL4E— 1 E o
5.

A, F9ERIFTHIA S i,
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6.
HiF Proceed, WLHT&HTI—NFTBg#EH BO,
7.
Bk, FHLEIBRMEBIZEE, HIFHBRZE Y Read, Write. Admin 5t None 2 —,
8.
Bit, FIEIA A G AN, EFMAIA K E, EFHAR Red Hat Quay 15894
'ﬁl-o
9.

REHEZEE, 25 Review and Finish, FHIA 24 BI{E Teams #] membership 77
B Fo TEXE, #oLiA kebab FHHEFLI FHETE — :

EBELIA B A M T B, e LIEBATE KA. FIA KA. Bl AN s #20Er9
F, BT LU #id; Add new member JFEFMETHIA BT,

WIEFIEEBR, TEXIH, &FeJLlfFriE/FE X RiZE Read, Write. Admin st
None Z—,

MR, ML B O 72 v #2587 7 Delete MR »

Ak, BALURdi LU FHETZ — R BB XA BAREEESZEL -

HIA I HE BRI &/ AR E. FiEERELRFTEIABAE,

B A M T I B R BT R 5, AR IATEAIEIA, LR BIE )%
R,

collaborators View. It H Btz t5/E HMEZ5, collaborator 27 /& FHLH BT H]
BABSHE S, (BREGTIX B FZHABI—1 5t % Nt B A EER.,

14.1.8. {&/H v2 Ul B A

AL TALE, & v2 Ul BIZLEEAIKF,
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SFE
1.
1£ v2 Ul £, #if; Organizations,
2.
AT R OB AN BIZLE #, 4 test-org,
3.
£% Robot accounts £%i-F - Create robot account,
4.
{£ Provide a name for your robot account #£41, #A£#, #Irobotl,
5.
Ak, WRFE, ALUEFLL T :
a.
FFHLEENFINEET
b.
FFHLEEN T INEBN 2
c.
VA A BIF R,
6.
1£ Review and finish i@, BEEEEHHIESLE, /5 Review and finish, U= HBY
LUFEHR : Successfully created robot account with robot name: <organization_name> +
<robot_name>.
s, WREAEOES S — 1 SEAM RPN, E AW EFIL T oE
/& : Error create robot account,
7.
Ak, HFaTLl#d; Expand B¢ Collapse LUZ B XA B9 1S S,
8.
Bk, LT kebab FH# — Set repository tBRFK BRSNS BIR, Bl TH
& : Successfully updated repository /R,
9.

ok, EWBREBINESANS, EEB AN BIESEIE, 2KiaHd B A, IR
B, TEXEESEA confirm, ZAEHT Delete, 3t&, # o/l kebab FH#H —
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Delete, ‘ZavLL T ;HE : Successfully deleted robot account.

14.1.8.1. {&/H Red Hat Quay v2 Ul # & E B 25 A #2t5/E U5 17 IR

FEALUTFAEE, &/ Red Hat Quay v2 Ul ZE#t 8. WA FiZE D IR,

SEREM
[
BEEOE T UM,
[
BETEHEI AR S N B/
A
1.
1£ Red Hat Quay v2 Ul &R i@, Hifi-FRiEEH69 Organizations,
2.
{£ Organizations WE-L, #HFELEBZNMEFERALBRIE . HT P TFHFIZFEHE
7F£ Repo Count 35I| F#£Z,
3.
EZRIHLTTE P, #idi Robot I,
4.
X FREEIEZ 5/ ERIHL AN, 52 kebab Kltr — Set repository #R,
5.

£ Set repository permissions JE_L, PPN BFMBIBGEIZFEBIE, BV :
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Set repository permissions x

Provide a name for your robot account: *

test_organization+test_robot ...

Description

Add to repository (optional)

2selected All | Selected
1-30f3 ~ ! of 1
Repository Permissions Last Updated
test_repository Read = Mever
O test_repository_2 None w MNever
test_repository_3 Read = Never
1-30f3 ~ of 1

BB AM B9BR, 41 None. Read. Write. Admin,

st R#7, s Success alert: Successfully updated repository R BIZR A HIBITE
Set repository permissions T EH, #il&EX,

&[G F) Organizations — Robot accounts Ui, Pi1E, ZBIHLZANS B Repositories
S BT BRIMEIBI 125

14.1.9. &/ Red Hat Quay v2 Ul GBI, R

BCUIRE X FE QIR 1E/FIT N B 51 FEIR, IR T I5/F B9 QB EZ N RIE IR IE/FHT
PR HIR,

LT 245 1@&H Red Hat Quay v2 Ul /22 FUR,

T
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ROLFIEGE o

7 Default permissions,

T OIEEECIUA R, WL & HHILIH drawer,

2E#HE Anyone Bt Specific fif7, TERIBEIFIZFEI CIZES AR,

WIREFE Anyone, Tt ELI TS S -

WAEE, #F. 2ugstammmar/Hla/E.

R FF R %E 7 Read,Write, 26 Admin & —,

HIFRAFFIER S, TS AREALUTFER -

15/ DI Je L - B ES A,

WEE, FEHEAE. HEANF SHIA %,

R FR % E 7 Read,Write, 28 Admin & —,

&7 Create default permissions, ULFf 2PN, REILUFEMR : Successfully
created default permissions for creator,

14.1.10. v2 Ul B9HL % iE

LT L5 EA v2 Ul EXERIHIT R E,

T

m
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1£ v2 Ul £, #if; Organizations,

2.
T BN R OB NN B9 &, A test-org.,
3.
4 Settings AT,
4.
Bk, FA GG E FREAE,
5.
Bk, fF Time Machine ZHEERI D BT IH & /T LU T2 — :
[ ]
145
[ ]
17™A
[ ]
14
[ ]
Never
6.
it Save,

14.1.11. & v2 Ul BEEHE BRI S5 8

AL T BE v2 Ul BEF GG 5155,

T

1£ v2 Ul £, #if; Repositories,

HIFEERE#, B4 quayadmin/busybox,
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Bl b5, BV test, HERHAFREH) Details FiiE, Z A EETHUTES -

Name

HBHCE

wHE

A

2=

modified

Size

Iz

HHT KR 1R Eh 2

B[, 2 Security Report ZEtrasHIiasia, #alLly BLEFILIITHF CVE ¥,

g%, % Packages B &L SBIHHE,

T IFREERE#, 1 busybox, LUR[EIE Tags Ui,

Bit, FFEARLE Pull FinkE, LUZTRICEREZHIT %,

13



Red Hat Quay 3.11 {1 Red Hat Quay

PR ERESE Z s, Hid7 Actions THIFEH, #/GHid Delete LINERZEr%, TEHHIE
7 Delete il .

14.1.12. {&/H v2 Ul 15 1E IR IE

LT v2 Ul 1 5 & ik,

%4
1.
1£ v2 Ul £, #if; Repositories,
2.
HIFEERE#, B4 quayadmin/busybox,
3.
2 Settings T+,
4,
Bk, #id7 User and robot permissions, #FafLUuETHif7 PR TBY TH R H AT HEZ
el NN B E, e LlfFiKiEFE K Read. Write 3t Admin,
5.

Bit, *#if; Events £ notification, #elLiEd # 7 Create Notification FLIEEFEHHIE
Hl, ATHBELHLETHT :

WX B %

YL aob 7

BRI

BRI EHA

BRI/
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BRI LT

BRI EIE

HlE, XHEM, THIETHT

HFHEAEA]

Flowdock HIB B 41

HipChat Room &A1

Slack #E#41

Webhook POST

EEEAETREN G ZE, 87— Room ID # a Room Notification Token, /5
57 Submit,

Ak, ‘Hifi Repository visibility, #alL{#E i Make Public & 1#/F Ak N H 7
P/

B¢, it Delete repository, #a/LUET #d; Delete Repository F MR /%,

14.2. &7 RED HAT QUAY %87 il -7

LT 4% & & Red Hat Quay v2 Ul _EBIF-E7 il R,

TR

1£ Red Hat Quay v2 Ul (X Ztk s, H i F8iEHE4 89 Repositories,
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H il BB G AR P25 BITF 51 B9 5 7o

Hiifi Tag History, X TNAEH, ZaTLIAITLUFEESF -

R EERIRE

EHEARER

BESEN

BB X F R R A EXBIN 1]

14.3. 7£ RED HAT QUAY V2 Ul A AIEEr

Red Hat Quay E2E7 el LUZIELL F it A b s s AT E B 55 Fhoso

T
1.
1£ Red Hat Quay v2 Ul (XZtk s, Hiti F8iE1E4 89 Repositories,
2.
i B GRS B 5B .
3.
BT EHRE kebab E 5, BiLfF Edit labels,
4,
7£ Edit labels B[]/, = Add new label,
5.

& key=value XX HA HE 55096555, % com.example.release-date=2023-11-14,

16



514 = FH v2UI

b33

24 F (& key=value #=HREIL F45i% : Invalid label format, #4T%

E = ﬁ Eﬂgﬁ Ea

6

B 7 REBG 2R R TR 55
7

ik, FMBE=1 5.
8

i1 Save labels Ftrss R 7 E G5k bros. RIBILL T84 : Created labels successfully,
0.

ok, S FRE—E RIS F Y kebab — Edit labels — X ¥ BB ; stZ, £aTLldq
Hx &, 5 Save labels, 5P B#H MG,

14.4. 7£ RED HAT QUAY V2 Ul faiZE 501

Red Hat Quay &2 7 sl LIy #7 1#5/F B9t Etr s &L AR, X B B) T EH51EEE IHBI A BTN
Z, BEFHPEHHZEN,

A
1.
1£ Red Hat Quay v2 Ul (XZtk s, H i F8iE1E4 89 Repositories,
2.
At B E G R b a5 B 6259 5 o
3.
ATtk kebab F 4, #/GUEEE Change expiration,
4.
Ak, B4, BEALUAN Rt Z MR ER A ERTMTHAE, 247 Actions — Set
expiration,
5.

1£ Change Tags Expiration B 0%, ®Ki&E— LA, 1EEEH/L. Afs. ARHIENH
B, f1, 2023 F 11 B 15 HEH=, &, FaLi#d; HEHHFIAFEAA.
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wiENE, #I#12:30 PM,

&1 Change Expiration i HAFAIN 1, REILUTFEH : BeZIFF Frss B9 B 5] i &
2023 £ 11 A 15 H, 2:26 PM,

{£ Red Hat Quay v2 Ul Tags JEH, #aJLIE Bt #KiE o B9, I :

@ Please use this form to provide feedback on your experience

repository 3 test » robotest

robotest
Tags Tag History

o - Name ~  Search by Name. 1-40fd ~ of 1
Tag Security Size Last Modified Expires Manifest Pull
O test3 Unable to get security details 227 MB Nov 13, 2023, 2:03 PM A9 ho sha256:72d85b66ec75 E3
O test2 Unable to get security details 227 MB Nov 13, 2023, 2:01 PM A9 ho sha256:72d85b66ec75 E3
O test1 Unable to get security details 227 MB Nov 13, 2023, 1:52 PM A9 ho sha256:72d85b66ec75 E3
O test Unable to get security details 227MB Nov 13,2023, 1:44 PM A, sha256:72d85b66ecTS F3
1-40fq4 -~ 1 of1

14.5. 7 RED HAT QUAY V2 Ul L &#E5i e B ki

£/ v2 Ul i, FF el LUEE light #] dark B0/, HDIEED BI% B51EX IR, SHRIEH B9
A ETEIITE light 36 dark 202 (A T,

FALUTLEER ) light #] dark B=/tTH,

T

BRFLFH Red Hat Quay #715/%,

E-FHEREH, mEBIEE, BV quayadmin,

7£ Appearance T, i%#¥ Light theme. Dark & ] Device-based theme, EF &%
Ay AR D 15 85 BT €3 B ik i AR =
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14.6. &#& RED HAT QUAY V2 Ul Fa9{E i HZ%

Red Hat Quay HZE aTLIIH#A % Red Hat Quay registry &FBIE X B9ENEIIE S, TLET v2
Ul BRI, sk & 2k & & H i,

TR
1.
EBREZHY Red Hat Quay registry.,
2.
S S 789 Organization. repository 58 namespace,
3.
& Logs.
1.0
0.8
06 B Create Robot Account
Add team member
0.4 B Create organization
0.2
Mar 03 Mar 10 Mar 17 Mar 24
4.
Ak, WA FFEHAEME From fl To #EXk%EH FEEHEREBEAER,
5.

Bk, R Export XFHHZE, BTN B FHSA#LFsEL http:// 3¢ https:// FFLEGELO]
W URL, WRIEFIEZ DV IEHZE, WiIBOTEEFE— I,

14.7. j5 A8 Ul
1.

EEMBEE, M LUEELE Current Ul & New Ul Z[itT#, SditIHigt, FIFeZn
Current Ul,
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. Current New
@ RED HAT QUAY  EXPLORE  REPOSITORIES  TUTORIAL ul‘”e” » | +- 4 @ quayad..
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% 15 3 {1/l RED HAT QUAY API
2 15 = @/ RED HAT QUAY API

Red Hat Quay #2# 7 522#9 OAuth 2. RESTful API :
B[ URL https://<yourquayhosts/api/v15i#1 Red Hat Quay S BIBi% = te £t

B D i a5 B e, #/5 f Swagger Ul ZER. Wkk. % ##1KE Red Hat
Quay Ki&

LA H API 1 EHIEE R OAuth ShEEIN FHFESF Ui 1A
Ll JSON BIEH A 2 AIHEREHE

LUFX &gk 7 4157515 Red Hat Quay AP, #1{&/H k& F&HEX Red Hat Quay £H ik iE,
F—T R4 #1424 T API dig s,

15.1. M QUAY.IO i7j/5l QUAY API

WA R E51TEHCHI Red Hat Quay £, el LIMBI TP 525505 Quay.io 12££89 Red Hat
Quay API :

I https.//docs.quay.io/api/swagger/

HiFEEg API Explorer 27~ Quay.io APl disz, ##fEF Quay.io _LA/5fHH Red Hat Quay ZHEERTE
R APl st (HEHEEGZ) -

1£ API Explorer 4, ZalLIZKRH B EHIEE -
KA, TBIAT £

FIEEIH BRI ML &5
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HUOE BRI RHEE

FIEFEGR. JEH. R B FEREREE

#HAE

B, B OAuth W AERF

F P IR A

EEZ7 -4

T HF— sk, LU BB Si9EF 158469 Model Schema, #THinsk, WAEMATESH (Wt
BIELRER) , ZREEFF Try it out! ¥ &1 EHS Quay.io i m X BH%E,

15.2. & OAUTH /5|5 4%

OAuth iia] S 2 LB L0 5 2 177 o B AR B R BIEIF, &/ Red Hat Quay, ZAisE0)
2 OAuth a5 H8E, AIEFEEVTHIHLIAEG AP s,

LT £ 2R 0/E OAuth i/ B,

SEREM
[
BB LIEFE [ 517& R F Red Hat Quay.
A
1.
EEV_E, #E#HFE—1 Organization,
2.

EFHE G, 2 Applications,
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&% Create New Application FiERFTI HEEF £, G Enter,

7£ OAuth Applications I EH, ZEFEN FEEFEIE .

E—Jiko ﬁlu TEE -

W ERE

Z7 URL

avatar E-mail

FEFE/Callback URL FiZ¥

EF B, ¥ Generate Token,

L FATHE

EEEH

EEUHCE

el 27 ez

BEATE A LB
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XHET BT [ BIE A G B 56/ 5

BRI F vrla]
g.
=T
h.
A8
8.
57 Generate Access Token, ZfF#¢ & & a]F—1NFT i El.
9.
BEEARHINR, = Authorize Application, 5 Authorize Application il #5849
RE,
10.

5B EF Access Token Ui, BEHIHREZIHFHE,

gZ

XERHHRFL BRI —HR, EEFL TG AREE,

15.3. M WEB M #1517 QUAY API

/5 i Swagger, #EoILUEr Web i #5104 H CHJ Red Hat Quay S48 API, it URL @1
Swagger Ul #I:X1 URL 27 Red Hat Quay API explorer :

I https.//<yourquayhost>/api/vi/discovery.

X1 APl 8975 2T B#51E Red Hat Quay Z#HiEHBTEHR A i m, LU 24811511 swagger-
Ui BRI X %5 51789 Red Hat Quay API #0897 :

# export SERVER_HOSTNAME=<yourhostname>
# sudo podman run -p 8888:8080 -e API_URL=https.//$SERVER_HOSTNAME:8443/api/v1/discovery

docker.io/swaggerapi/swagger-ui
1&1T swagger-ui &z /5, FTHF Web Jii#53% localhost &[] 8888, LT swagger-ui Bz 5&
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APl iz,

Ty TEsE HEHBIEF R, 21 "API i 24817 X-Requested-With #53L i (AR M N 5251
) , EHEEHPEIFTE TR LN T EEH A ATE T LB config.yaml, #ZJ5 Red Hat
Quay :

I BROWSER_API_CALLS XHR_ONLY: false

15.4. Map51715/7] RED HAT QUAY API

BT LU#E curl ip5 48 Red Hat Quay %289 APl 11T GET. PUT. POST 2t DELETE K&, ¥
&lt;tokens EH Dy BitEHT OAuth il 5hE, LUBHELL FrAIH Rt ENiKiE,

15.4.1. ZKEEBRFE 158

$ curl -X GET -H "Authorization: Bearer <token _here>" |
"https.//<yourquayhost>/api/vi/superuser/users/"

14 :

$ curl -X GET -H "Authorization: Bearer mFCdgS7SAloMcnTsHCGx23veNsTgziAa4CmmHisg”
http://quay-server:8080/api/v1/superuser/users/ | jq

{

"users”: [
{
"kind'': "user",
"name": "quayadmin",
"username’: "quayadmin”,
"email”: "quayadmin@example.com”,
"verified': true,
"avatar": {
"name"’: "quayadmin",
"hash": "357a20e8¢c56e69d6f9734d23ef9517e8",
"color": "#5254a3",
"kind": "user"”
}
"super_user": true,
"enabled": true

15.4.2. (& API GBI H
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BB &#, # Deploy Quay Faft :

R E g Har Ul 26

B4 config.yaml XX¥, (&f ATHEHEE APl ZuF (FIT#;) BB ERS
a8

R E IR

KL LA BRI 5, HA&EA curl BIZREF :

$ curl -H "Content-Type: application/json" -H "Authorization: Bearer
FavazkV9C92p1eXnMawBZx9vTqVnksvwNmOckFKZ" -X POST --data '{
"username": "quaysuper”,
"email": "quaysuper@example.com”
}' http://quay-server:8080/api/vi/superuser/users/ | jq

REIBG 2 AT HT I BB -

{

"username": "quaysuper",

"email": "quaysuper@example.com”,

"password"”: "EH67NB3Y6PTBEDSHOHC6UVHGGGA3ODSE",

"encrypted_password":
"fn37AZAUQHOPTsU+vIO9I1S0QxPW9A/boXL4ovZjIFtIUPrBz9i4j9UDOqMjuxQ/OHTf
y389g0KEpG8zYXVeQh3IOFzuOjSvKic2Vq7xditQsU=""

}
HfE, HEFKAE YN, LB X 8123 quaysuper :

$ curl -X GET -H "Authorization: Bearer mFCdgS7SAloMcnTsHCGx23veNsTgziAa4CmmHisg”
http://quay-server:8080/api/v1/superuser/users/ | jq

{

"users": [
{
"kind"': "user",
"name"’: "quayadmin",
"username": "quayadmin”,
"email": "quayadmin@example.com”,
"verified': true,
"avatar": {
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"name"’: "quayadmin",
"hash": "357a20e8¢c56e69d6f9734d23ef9517e8",
"color": "#5254a3",
"kind": "user"
b
"super_user": true,
"enabled": true

b
{

"kind": "user",
"name": "quaysuper",
"username": "quaysuper",
"email": "quaysuper@example.com”,
"verified': true,
"avatar": {
"name": "quaysuper",
"hash": "c0e0f155afcef68e58a42243b153df08",
"color": "#969696",
"kind": "user"
}
"super_user": true,
"enabled": true

15.4.3. I HEH®E

B LUf#/F intrnal API /api/vi/superuser/logs Sl 24 ai R ZHIEBIE R HE. 5RED T, BILAEL
TGI8 T 20 PN E/E, LU AT %1 i 2N G RE,

15.4.3.1. U706

— RV

$ curl -X GET -k -H "Authorization: Bearer
qz9NZ2Np1f55CSZ3RVOvxjeUdkzYuCpOpKggABCD" https://example-registry-quay-quay-
enterprise.apps.example.com/api/vi/superuser/logs | jq

G R

{
I "start_time': "Sun, 12 Dec 2021 11:41:55 -0000",
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"end_time": "Tue, 14 Dec 2021 11:41:55 -0000",
"logs": [
{
"kind": "create_repo”,
"metadata”: {
"repo’: "t21",
"namespace’: "namespace1”
b
"ip": '"10.131.0.13",
"datetime": "Mon, 13 Dec 2021 11:41:16 -0000",
"performer”: {
"kind"': "user",
"name": "user1”,
"is_robot": false,
"avatar': {
"name": "user1”,
"hash": "5d40b245471708144de9760f2f18113d75aa2488ec82e12435b9de34a6565f73",
"color": "#ad494a",
"kind"': "user”
}
b

"namespace': {

"kind": "org",

"name"”: "namespace1’,

"avatar": {
"name"”: "namespace1’,
"hash": "6¢cf18b5¢c19217bfc6df0e7d788746ff7e8201a68cba333fca0437e42379b984f",
"color": "#e377c2",
"kind": "org"

}
b
{
"kind": "create_repo"”,
"metadata"”: {
"repo’: "t20",
"namespace’: "namespace1”
2
"ip": "10.131.0.13",
"datetime": "Mon, 13 Dec 2021 11:41:05 -0000",
"performer”: {
"kind"': "user",
"name': "useri”,
"is_robot": false,
"avatar": {
"name': "useri”,
"hash": "5d40b245471708144de9760f2f18113d75aa2488ec82e12435b9de34a6565f73",
"color": "#ad494a",
"kind": "user"
}
b

"namespace'’: {
"kind": "org",
"name"”: "namespace1’,
"avatar": {
"name"”: "namespace1’,
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"hash": "6¢cf18b5¢19217bfc6df0e7d788746ff7e8201a68cba333fca0437e42379b984f",
"color": "#e377c2",
"kind": "org ”
}
}
b

{
"kind": "create_repo"”,
"metadata”: {
"repo’: "t2",
"namespace’: "namespace1”
b
"ip": "10.131.0.13",
"datetime': "Mon, 13 Dec 2021 11:25:17 -0000",
"performer”: {
"kind"': "user",
"name": "user1”,
"is_robot": false,
"avatar": {
"name": "user1”,
"hash': "5d40b245471708144de9760f2f18113d75aa2488ec82e12435b9de34a6565f73",
"color": "#ad494a",
"kind"': "user”
}
b

"namespace': {
"kind"': "org",
"name"”: "namespace1’,
"avatar': {
"name"”: "namespace1’,
"hash": "6¢cf18b5¢c19217bfc6df0e7d788746ff7e8201a68cba333fca0437e42379b984f",
"color": "#e377c2",
"kind": "org"
}
}
}
I
"next_page"':
"gAAAAABhtzGDsH38x7pjWhD8MJq1_2FAgqUw2X9S2LoCLNPH65QJqB4XAU2qAXxYb6Qqtic
Wj9el6 DUIMN_q3e310agCvB2VPQ8rY75WeaiUzM3rQIMc4i6EIR78t80UxVINp1RMPIRQYYZyXP9h
6E8LZZhqTMs0S-SedaQJ3kVFtkxZqJwHVjgt23Ts2DonVoYwtKgl3bCC5"

}

&/ next_page 11— KiifH

$ curl -X GET -k -H "Authorization: Bearer
qz9NZ2Np1f55CSZ3RVOvxjeUdkzYuCpOpKggABCD" https://example-registry-quay-quay-
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enterprise.apps.example.com/api/vi/superuser/logs?
next_page=gAAAAABhtzGDsH38x7pjWhD8MJq1_2FAgqUw2X9S2LoCLNPH65QJqB4XAU2qA
xYb6QqticWj9el6DUIMN_q3e310agCvB2VPQ8rY75WeailUzM3rQIMc4i6EIR78t80UxVfNp1RMPIR
QYYZyXP9h6ESLZZhqTMs0S-SedaQJ3kVFtkxZqJwHVjgt23Ts2DonVoYwtKgI3bCC5 | jq

BRI RH

{
"start_time": "Sun, 12 Dec 2021 11:42:46 -0000",

"end_time": "Tue, 14 Dec 2021 11:42:46 -0000",

"logs": [
{
"kind": "create_repo”,
"metadata”: {
"repo’: "t1",
"namespace’: "namespace1”
4

"ip": '"10.131.0.13",
"datetime": "Mon, 13 Dec 2021 11:25:07 -0000",
"performer”: {

"kind'': "user",

"name": "user1”,

"is_robot": false,

"avatar": {

",

"name": "user1”,
"hash": "5d40b245471708144de9760f2f18113d75aa2488ec82e12435b9de34a6565f73",
"color": "#ad494a",
"kind"': "user”
}
b

"namespace': {

"kind": "org",

"name"”: "namespace1’,

"avatar": {
"name"”: "namespace1’,
"hash": "6¢cf18b5¢c19217bfc6df0e7d788746ff7e8201a68cba333fca0437e42379b984f",
"color": "#e377c2",
"kind": "org"

b
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15.4.4. HR[EA%

E A testadminorg #7741 newteam /5 E-RIE#, He LDAP sixfE94H & FiiE
Idapgroup :

$ curl -X POST -H "Authorization: Bearer 9rJYBR3v3pXcj5XqlA2XX6 Thkwk4gld4TCYLLWDF" |
-H "Content-type: application/json" \
-d '{"group_dn": "cn=Idapgroup,ou=Users"}"
http://quay1-server:8080/api/v1/organization/testadminorg/team/newteam/syncing

2257 — [ BT -

$ curl -X DELETE -H "Authorization: Bearer 9rJYBR3v3pXcj5XqlA2XX6 Thkwk4gld4TCYLLWDF" |
http://quay1-server:8080/api/v1/organization/testadminorg/team/newteam/syncing

15.4.5. #d API BB hE/E 18

BMIEEBIHAGBEIZIE, FHEHEE X brastriciyEE, 7 a L& requestRepoBuild iz,
ERALUTFHE -

{

"docker_tags": [
"string"

I

"pull_robot": "string",

"subdirectory": "string",

"archive_url": "string"”

/

archive_url 2 /#5R1E 5 Dockerfile HIE AT X EH] tar 8¢ zip 744, file_id SHEE N TIHA
HIBFRZH—E5, EELFEME, HE Dockerfile i FFHFH, WEZEREHIEEE,

VIR % BT AR FF i, OAuth N EMNEA "Administer Organization" 55/, 7R BVHEE
BB PLEEA BB HE. W, it RSP NR (EFHES) , HEMREFR
KRR, ML ABR, WIRHIE R, 1Fr BRI json B, FHIEIRIERHEE R
B, WRHNEAFRMSH, Hir A MIBIEALAN TEAZE", UREAFEUTHBEZEL,

15.4.6. CIZHFHLZFA

$ curl -X PUT https.//quay.io/api/v1/organization/{forgnamej/robots/{robot shortname} |
-H 'Authorization: Bearer <token>"
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15.4.7. 4L 1HHE

$ curl -X POST https.//quay.io/api/v1/repository/YOURORGNAME/YOURREPONAME/build/ |
-H 'Authorization: Bearer <token>'

#HH 15 KH Python

import requests

= requests.post('https.//quay.io/api/v1/repository/example/example/image’, headers={'content-type':
‘application/json’, 'Authorization': '‘Bearer <redacted>'}, data={[<request-body-contents>})
print(r.text)

15.4.8. BIBREHHL/FE

$ curl -X POST https.//quay.io/api/v1/repository |
-H 'Authorization: Bearer {token}'
-H 'Content-Type: application/json’ |
-d '{"namespace":"yournamespace", "repository”:"yourreponame”,
"description":"descriptionofyourrepo”, "visibility": "private"}' | jq

15.4.9. BB B HERIGEIEE

=MCE

curl -X POST

-H "Authorization: Bearer ${bearer_token}"

-H "Content-Type: application/json”

--data '{"'external_reference": "quay.io/minio/mc"”, "external_registry_username": """,
"sync_interval": 600, "sync_start_date": "2021-08-06T11:11:39Z", "root_rule": {"rule_kind'':

"tag_glob_csv", "rule_value": [ "latest"” ]}, "robot_username': "orga+robot"}’
https://${quay_registry}/api/vi/repository/${orga}/${repo}/mirror | jq

7 REE

$ curl -X POST

-H "Authorization: Bearer ${bearer_token}"

-H "Content-Type: application/json”

--data '{"is_enabled": true, "external_reference': "quay.io/minio/mc",
"external_registry_username": "username"”, "external_registry_password": "password",
"external_registry_config": {"unsigned_images":true, "verify_tls": false, "proxy"’:
{"http_proxy": "htip://proxy.tid"”, "https_proxy': "https:/proxy.tld", "no_proxy": "domain"}},
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"sync_interval": 600, "sync_start_date": "2021-08-06T11:11:39Z", "root_rule": {"rule_kind'':

"tag_glob_csv", "rule_value": [ "*" ]}, "robot_username": "orga+robot"}’
https://${quay_registry}/api/vi/repository/${orga}/${repo}/mirror | jq
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