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B1EBREAN]

Red Hat Quay AT LAME NI ERE, H{EMA Operator BREFI AR OpenShift &£ L, EARLIE. &
. BEFILIUE Red Hat Quay BEEM A EBERRE, EFRIURTEERANISBERE, B2, ZROKEEL
WX FrIARBMEBEMERER, B LURMEXLERI

o EiTYREE config.yaml XXM E YR config.yaml X4, 1HS M R E X BIERSD .

o LURIEANFEREE APl, ESHER BLE AP B2,

o Ml L, HABEBEIRUV, HSHEREELIER WIS,
& e LUE Operator 7£ OpenShift L 2% Quay, M HIRMEAMREE, KN Operator BT FAE
EHBONERERE registry, B2, NFMIIHE, BHIRESR/NMEREENT, ARETEEED registry, &
INERTLUER BB APl R E, FidRE BoH
FRBREESE Quay 5, BNIZMETZITHREPRRFHRTEENERE, ENCATEaSHH
8. £XE, EEFEIHARRGE, EREREEERINE.
1.1. QUAY 3.6 WECE B #

11 FiEF &

e FEATURE_EXTENDED _REPOSITORY_NAMES : X#HHEFZHENT BOELH, BRI
YHEFE L OpenShift Container Platform ABIFTRMNEMERT /, IFELER, HSHERE
BREYTH G E

e FEATURE_USER_INITIALIZE : #0RIZE N true, ®TLLEIT API /api/vi/user/initialize fIIZE 55
—ANEAKS, MEBEZER, BB FEE Quay LB EhE

o ALLOWED_OCI_ARTIFACT_TYPES : Helm. cosign #l ztsd [£4E AR T B IAIETE Red Hat
Quay 3.6 A, W FEIARZFREMEM OCI N FERE, ETLUFeiTRINE Quay
config.yaml #1%) ALLOWED_OCI_ARTIFACT TYPESEE&EH, MEFLELR, ESMH FHM
OCI N L BLRINE QuayH

e CREATE_PRIVATE_REPO_ON_PUSH : Registry i " IIFE1EH config.yam| %
CREATE_PRIVATE_REPO_ON_PUSH i% &/ True = False,

e CREATE_NAMESPACE_ON_PUSH : II{Ealt&Ee & ) B 5h &%,

11.2. FRANEEF

® FEATURE_HELM_OCI_SUPPORT: X/ MEUIEFA, FHIFELUER Red Hat Quay hik A< A
FR. £ Red Hat Quay 3.6 #, BAIAZHF Helm T, HEEE
FEATURE_GENERAL_OCI_SUPPORT Elt®., AP TABEEFRHH configyam! XHEE/5H
T H,

1.2. JrfE AL & S
TEIER TEE registry RER/NEE - 155 £15 7 "&/OMEE" EBD.
1£ registry BEIRTEIFER B XX, 7EHIH PSR H TR E AR

AILERABE API ZEIEEE, BiXFEEL config EX/FE) Quay BE:



BIEREA]
EFBEREN, FEE/F registry,

1.3. FEIRIIERE R ECE X HIILLE

SFMITERE, WUIE/SD) Quay registry IT1EE config.yaml 324, XXM FEES S, ELEEULT
s, BEESHAITF $QUAY/config/config.yaml :

$ sudo podman run -d --rm -p 80:8080 -p 443:8443 \
--name=quay \
-v $QUAY/config:/conf/stack:Z \
-v $QUAY/storage:/datastorage:Z \
registry.redhat.io/quay/quay-rhel8:v3.6.8

1.4. A4 1T APl 7£ OPENSHIFT L£E2 & QUAY

HERE, EALLRITSHE Quay BRBII4IE secret spec.configBundleSecret F2 & Quay N FERE, &
A LUE K QuayRegistry FiRH spec.components X R A BH B HZE RS,

Operator A= 1l spec.configBundleSecret FIREE AR, EILEIIHH Secret FRAITEEE
B, 3} H spec.configBundleSecret FEXEFE#1, LURMEN, MNRSHECEFIEAG, IE HiE
spec.configBundleSecret HI{E % S El IHH Secret,
BURRENTHS K

1. HE LATAIR s F0 secret

2. W1RB7E OpenShift LEBE T Red Hat Quay, & FE AR B S

3. fIB=EH config.yaml B &4

4. 5B Quay FRBHVEM SSL IEHHARFATFRRI B E L SSL IEH

5. FAREXHFEMIESUEFEEMH D secret

6. QIBESHKEH registry, BIRAFMERBINSE secret, FigEFMBESERERAMY

7. WERELBRKTTR I BERERRER

AN, B LMEREEESS Ul KEBCE Quay N, 0 5F 4 = #FHHE T L7 OpenShift HEHIE
Quay BB A
1.4.1. #3%E QuayRegistry ifi ;2 # secret

&ATLAE A oc describe quayregistry 55 oc get quayregistry -o yaml 5% QuayRegistry %R, LA
HAE a8 R F0 secret :

$ oc get quayregistry example-registry -n quay-enterprise -o yaml
apiVersion: quay.redhat.com/v1
kind: QuayRegistry

metadata:

name: example-registry
namespace: quay-enterprise
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spec:
components:
configBundleSecret: example-registry-quay-config-bundle-fjpnm
status:
configEditorCredentialsSecret: example-registry-quay-config-editor-credentials-kk55dc7299
configEditorEndpoint: hitps://example-registry-quay-config-editor-quay-
enterprise.apps.docs.quayteam.org
currentVersion: 3.6.0
lastUpdated: 2021-09-21 11:18:13.285192787 +0000 UTC

registryEndpoint: https://example-registry-quay-quay-enterprise.apps.docs.quayteam.org
unhealthyComponents: {}

MRFE :
e registryEndpoint : registry®J URL, FFHI5250517] registry Ul, ALK registry AP i 52
e configBundleSecret: config bundle secret, EHEE config.yaml X {4 F14E4r SSL iE+H
e configEditorEndpoint : E2E%uE2s TER URL, AFNEHRNEEIR, LUKREE API

e configEditorCredentialsSecret: 25 f /- &8 secret (B E quayconfig) LU KRECEZESS T
B

BHEREMERTIENA RN :

1. ¥R secret :

$ oc get secret -n quay-enterprise example-registry-quay-config-editor-credentials-
kk55dc7299 -o yaml

apiVersion: vi
data:
password: SkZwQkVKTUNOa1BUZmp4dA==

username: cXVheWNvbmZpZw==
kind: Secret

2. fRIGAF 4 -
$ echo 'cXVheWNvbmZpZw=='| base64 --decode
quayconfig

3. RIS
$ echo 'SkZwQkVKTUNOa1BUZmp4dA=="| base64 --decode

JFpBEJMCtkPTfixt

1.4.2. TEINBEEE
Wi LERBMN S EERS
| EAEBRESES, NRBHERIEERFANED



$ curl -k -u quayconfig:JFpBEJMCtkPTfjxt https://example-registry-quay-config-editor-quay-
enterprise.apps.docs.quayteam.org/api/v1/config

{
"config.yaml": {
"ALLOW_PULLS_WITHOUT_STRICT_LOGGING": false,
"AUTHENTICATION_TYPE": "Database",

"USER_RECOVERY_TOKEN_LIFETIME": "30m"
2
"certs": {

"extra_ca_certs/service-ca.crt™
"LS0tLS1CRUdJTIBDRVJUSUZJQOFURSO0tLS0tCk1JSURVVENDQWptZ0F3SUJBZO0IJRE9k
WFhuUXFjMUF3RFFZSktvWklodmNOQVFFTEJRQXdOakUwTURJROExVUUKQXd3cmIzQ
mxibk5vYVdaMExYTmxjblpwWTJVdGMyVnlkbWx1WnkxemFXZHVaWEpBTVRZek1UYzNPRE
V3TXpBZQpGdzB5TVRBNU1UWXdOelF4TkRKYUZ..."

}
}

2. £ config bundle secret
a. IKEYX secret #4E :

$ oc get secret -n quay-enterprise example-registry-quay-config-bundle-jkfhs -o
jsonpath='{.data}’

{

"config.yaml":
"QUxMT1dfUFVMTENfVOIUSE9VVFITVFJJQ1RITE9HROIORzogZmFsc2UKQVVUSEVO
VEIDQVRJTO05fVFIQRTogRGFOYWJhc2UKQVZBVEFSX0tJTkQ6IGxvY2FsCKkRBVEFCQ
VNFX1NFQ1JFVFILRVK6IHhIOEc1VDBNbkIlaGxNQzNkTjd3MWR5WWxwVmo0a0R2enl
xZ316UIp5ZjFpODBMWWU3VDUxU1FPZ3hXelpocFIqYIVxNzRKaDIIVVVEVWpyCkRFR

OgotIDJ3CIRFQU1fUKVTWUSDX1NUQUxFX1RJTUUBIDYwbQpURVNUSU5HOIBMYWx
zZQpVUOVSX1JFQO9WRVJIZX1RPSOVOX0xJRkVUSU1FOiIAzZMGOK",
"extra_ca_cert_service-ca.crt":
"LS0tLS1CRUdJTIBDRVJUSUZJQOFURSO0tLS0tCk1JSURVVENDQWptZOF3SUJBZ0IJR
E9KWFhuUXFiMUF3RFFZSktvWklodmNOQVFFTEJRQXdOakUwTURJROEXVUUKQXd3
cmlzQmxibk5vYVdaMEXxY TmxjblpwWTJVdGMyVnlkbWx1WnkxemFXZHVaWEpBTVRZek1
UYzNPREV3TXpBZQpGdzB5TVRBNU1UWXdOelF4TKRKYUZ3MHI

XSWH1jaApkQXZTWGpFUNZOZEZzN3pHK1VzTmZwNOZIQkJVWKY4L2RZNWJCR2Mw
WTVaY0J6bFNjQT09CiOtLSOtRUSEIENFUIRJRKIDQVRFLSOtLSOK"

}
b. FRILEE :

I $ echo 'QUXMT1dfUFVMTFN...U1FOiIAzMGOK' | base64 --decode

ALLOW_PULLS_WITHOUT_STRICT_LOGGING: false
AUTHENTICATION_TYPE: Database

TAG_EXPIRATION_OPTIONS:
- 2w
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TEAM_RESYNC _STALE_TIME: 60m
TESTING: false
USER_RECOVERY_TOKEN_LIFETIME: 30m

1.4.3. FHBREHHIEE B E X SSL Uk

fRe] LLR T A EFTRIES B SF E secret, TEXIAERERISNAE OpenShift £EFE Red Hat Quay FECE B E
MSSLEF, MNREEFEMBEBZEHRRIIUET, NMIER config bundle secret A E & 5TEH
config.yaml, BMEEEEHITEMEERN.

1. FERER AR IR E U0 secret -
a. BEEMEBIFERAZ Secret ¥R YAML X4, #iI40 -

custom-ssl-config-bundle.yaml

apiVersion: vi
kind: Secret
metadata:
name: custom-ssl-config-bundle-secret
namespace: quay-enterprise
data:
config.yaml: |
ALLOW_PULLS_ WITHOUT_STRICT_LOGGING: false
AUTHENTICATION_TYPE: Database

extra_ca_cert_my-custom-ssl.crt: |
MIIDsDCCApigAwIBAgIUCQqIzkHjF5i5TXLFy+sepFrZr/UswDQYJKoZlhveNAQEL

BQAwbzELMAKGA1UEBhMCSUUxDzANBgNVBAgMBkdBTFdBWTEPMAOGA1UEBwWwWG
ROFM

BETE, MYAML X0 secret :
I $ oc create -f custom-ssl-config-bundle.yami

b. 74, EAILAREEMHBERNXMH, REMILEXHOIR secret :
$ oc create secret generic custom-ssl-config-bundle-secret \

--from-file=config.yaml \
--from-file=extra_ca_cert_my-custom-ssl.crt=my-custom-ssl.crt

2. BB E#H QuayRegistry YAML X {4 quayregistry.yaml, 3|FBFTEIER Secret, #40 :
quayregistry.yaml
apiVersion: quay.redhat.com/v1
kind: QuayRegistry

metadata:
name: example-registry

10



namespace: quay-enterprise
spec:
configBundleSecret: custom-ssl-config-bundle-secret

3. EMA YAML XHERE KN EE registry :

I oc apply -f quayregistry.yaml

1.5. =/MECIE
S FMILERE, TR ERE IR
o RF5B|ENE
e HTTPEX HTTPS
o H{PYSIERAEY, 0 Database 3¢ LDAP
o ATMBHBFENNERH
o HRIFNE
o JTHIEREIEE
® Redis BT HEAKMAFFH

o hRZEid BRI

1.5.1. &=/MMICE X4 <51
LUTE—Na/NERB SR, EREGNAERE

$QUAY/config/config.yaml

AUTHENTICATION_TYPE: Database
BUILDLOGS_REDIS:

host: quay-server.example.com

password: strongpassword

port: 6379
DATABASE_SECRET_KEY: 0ce4f796-c295-415b-bf9d-b315114704b8
DB_URI: postgresql://quayuser:quaypass@quay-server.example.com:5432/quay
DEFAULT_TAG_EXPIRATION: 2w
DISTRIBUTED_STORAGE_CONFIG:

default:

- LocalStorage
- storage_path: /datastorage/registry

DISTRIBUTED_STORAGE_DEFAULT_LOCATIONS: []
DISTRIBUTED_STORAGE_PREFERENCE:

- default
PREFERRED_URL_SCHEME: http
SECRET_KEY: e8f9fe68-1f84-48a8-a05f-02d72e6eccba
SERVER_HOSTNAME: quay-server.example.com
SETUP_COMPLETE: true
TAG_EXPIRATION_OPTIONS:

- Os

1
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-1d
- 1w
- 2w
- 4w
USER_EVENTS_REDIS:
host: quay-server.example.com
password: strongpassword
port: 6379

SETUP_COMPLETE TR RECBEWIIE, TEFFIA registry B, A% 1 AR BYiES
TERIEEMEE,

1.5.2. A 7F %

REEERE registry FHTHRIUEN, FEIWEAARMEFEENFER, TXMERT, EHE50 registry K 7E6p
STHIEEEME, HAHE* $QUAY/storage B E1EIR 25 M /datastorage B :

$ sudo podman run -d --rm -p 80:8080 -p 443:8443 \
--name=quay \
-v $QUAY/config:/conf/stack:Z \
-v $QUAY/storage:/datastorage:Z \
registry.redhat.io/quay/quay-rhel8:v3.6.8

1.5.3. =1Ffi#

FEHEERE REEW— T RHTIEd, FREENEEZES (B0, 7 Google Cloud Platform £) 3
BEA:

$QUAY/config/config.yaml

DISTRIBUTED_STORAGE_CONFIG:
default:
- GoogleCloudStorage
- access_key: GOOGQIMFB3ABCDEFGHIJKLMN
bucket_name: quay_bucket
secret_key: FnDAYe2HeuAKfvZCAGyOioNaaRABCDEFGHIJKLMN
storage_path: /datastorage/registry
DISTRIBUTED_STORAGE_DEFAULT_LOCATIONS: []
DISTRIBUTED_STORAGE_PREFERENCE:
- default

FERATEMSL registry B, SHTAZEERE :
$ sudo podman run -d --rm -p 80:8080 -p 443:8443 \
--name=quay \

-v $QUAY/config:/conf/stack:Z \
registry.redhat.io/quay/quay-rhel8:v3.6.8

12



21 FTEMEEFRR
PAUTFER D B NMEFER ¢

BHBIREFER

B

TR R =

Redis B F 2 BEHA -S4

PR HA %I

2.2. BohbiEm

TiBCE Quay MASEIIBE ML

6 API QIR SE— 1B

2.3. AR EFER
LURER D B T tNfalR vl 1 = F&

EXEE

SSL

LDAP
B
REFAHMER
OCI #l Helm
BEEE
HERK
Dockerfile f4 %2
OAuth

RERENMHOF

[ Quay FNEAM OCI M jfk 8y

mail
User

Recaptcha

B2EEEFH

13



Red Hat Quay 3.6 ECi& Red Hat Quay

e ACI
e UWT
o NVARFTHE
o Hith

o BT

2.4. BHETER

R 21 BHLLET R
PR

AUTHENTICATION_TYPE
(%5)

PREFERRED_URL_SCHEME
(%5)

SERVER_HOSTNAME
()

DATABASE_SECRET_KEY
(%5)

SECRET_KEY
(%5)

SETUP_COMPLETE
(%5)

14

FRE#

FRES

FRE#

FRE#

#/R{E

AF RIS M RIERIISIES %

{8 :

One of

Database LDAP,JWT Keysto
ne, Keystone,OIDC

Default: Database

1/i17] Red Hat Quay

ERN AR URL AR -
, hitp z—, https

Default: http

AT LA ] Red Hat Quay B9 URL,
BEEAR

N
quay-server.example.com

FTF INE R F P R R
Ho INMEFREMXEFENS, &
NIFFE &R (B0 : FEES
BRAFEMBHEEE) BITH.

FAF N2 0 4 A Ras AT Uk
BB, WEN AN EREE,
BNFAREFER (WNNBRHE
k) #RILR.

X R 2 BTARA BT —HE RO HE
7, Bl difE true 58—
=N



B2EREEFR

2.5. BiEERE

f&{8F DB_URI =& #1 DB_CONNECTION_ARGS %58 $E DB_UR| REXFI AL EESHCRERE S
EIERERE, DB_CONNECTION_ARGS T & X H—LEXT @AM, F—ENBETHIEE., 557
2, SSLEEBERUATEEREMEIEZE, THEHIRMT PostgreSQL 1 MySQL w4l

2.5.1. #1#E % URI
3+ 2.2. BUEFE URI
= 24 S Rk
DB_URI TR BAFihREIEERN URl, SiEEM
(neE) ENF
Hiin -

I postgresql://quayuser:quaypass@quay-server.example.com:5432/quay

2.5.2. B EEESH
* 2.3. BUBFE S

FB e il 3T
DB_CONNECTION_ARGS ISES HIRER RS, A
SSL
.autorollback H/RME ERERA%REERE
Ni% A true
.threadlocals H/RME ELEREYEmMEE
[ii% ALWAYS 4 true

2.5.2.1. PostgreSQL SSL i#iES#

THEIRMHET PostgreSQL SSL EEE R :

DB_CONNECTION_ARGS:
sslmode: verify-ca
sslrootcert: /path/to/cacert

ssimode LA EEEBEESRSBINEERS SSL TCP/IP E#p% 4L SSL TCP/IP iE#E, AN ME
= :

e disable : R&{FE SSL 1%

o Allow : BE%ZIE SSL iE# ; MRKMW, 1EHF SSL #$
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o prefer: (BIN) BEZI SSL i ; IIRKMW, HZKIF SSL

® Requires : {Zi SSL %, WMRTFTE root CA XM, WIFIEPHARSREIEET verify-ca
AN AEE

o verify-ca : {5 SSL %3, HRIERSF|/IEBEEHAEIEBIULHE(CA) A H.

o verify-full : {2 SSL %%, RIFRSHBIEPE2ETHZEMEN CA LR, HFRIFKRMWRSHE
WM& SIEHPRARSS 2R EN A TE

B PostgreSQL MAMBSHMELZER, 1HS https:;//www.postgresql.org/docs/current/libpg-
connect.html

2.5.2.2. MySQL SSL i S #
MySQL SSL BEEERAIMIT

DB_CONNECTION_ARGS:
ssl:
ca: /path/to/cacert

BX MySQL MERBUEESHMER, ESZE https;//dev.mysgl.com/doc/refman/8.0/en/connecting-
using-uri-or-key-value-pairs.html,

2.6. GilRkIFh#

2.6.1. BRIRTFETHRE
R 2.4 FEREERYE

P : Hah
FEATURE_REPO_MIRROR T /RME MRXEN true, |BEEMZES
%

Default: False

FEATURE_PROXY_STORAGE H/RME BB registry nginx
RUREBEFHEPHNMBEBEE T
URL :
Default: False

FEATURE_STORAGE_REPLICATION HI/RME RO EFESIZE

Default: Falself] Bz & il

2.6.2. HIRFEHELE TR

RA LAM#EE DISTRIBUTED_STORAGE_CONFIG FEB IS EFBEH#BIZMNAIR, FHEH
DISTRIBUTED _STORAGE_PREFERENCE FEREIFE AN EEBIEE,

DISTRIBUTED _STORAGE_DEFAULT _LOCATIONS FEEFFIZEHIEE I\ S HIMGIBE,
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B2EREEFR

* 2.5. B

= ' W
DISTRIBUTED_STORAGE_CONFIG PO Fgi& Red Hat Quay hEFRANE
(%) HBI%, BARREEEEIEN

—hRiARE, ZERKAR (B,
) BTHAR— M EREEBIZE

SR,

HKUE: ]
DISTRIBUTED_STORAGE_DEFAULT_LOCATIONS FRBHE KRINBERT, FHESIZE (RIEID
(AEE) 1=

DISTRIBUTED_STORAGE_CONF
IG /) TR, XLEHHRN TS
EH A R thFiESIZE,

DISTRIBUTED_STORAGE_PREFERENCE FREEHA ZFEAN

(%&E) DISTRIBUTED_STORAGE_CONF
IG EILFHEEIZE (RIEID) .
HILBIERRE, EAMEREM
BRRHEEENZR R,

B\ : false

MAXIMUM_LAYER_SIZE FREB BIRENZRARTFERN

Pattern:A[0-9]+(G|M)$
Example : 100G

Default: 20G

2.6.3. Ah7E ik

DISTRIBUTED_STORAGE_CONFIG:
default:
- LocalStorage
- storage_path: /datastorage/registry
DISTRIBUTED_STORAGE_DEFAULT_LOCATIONS: []
DISTRIBUTED_STORAGE_PREFERENCE:
- default

2.6.4. OCS/NooBaa

DISTRIBUTED_STORAGE_CONFIG:
rhocsStorage:
- RHOCSStorage
- access_key: access_key_here
secret_key: secret_key_here
bucket_name: quay-datastore-9b2108a3-29f5-43f2-a9d5-2872174f9a56
hostname: s3.openshift-storage.svc.cluster.local

17
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is_secure: 'true’
port: '443'
storage_path: /datastorage/registry

2.6.5. Ceph / RadosGW Storage / Hitachi HCP

DISTRIBUTED STORAGE_CONFIG:
radosGWStorage:
- RadosGWStorage
- access_key: access_key_here
secret_key: secret_key_here
bucket_name: bucket_name_here
hostname: hostname_here
is_secure: 'true’
port: '443'
storage_path: /datastorage/registry
DISTRIBUTED_STORAGE_DEFAULT_LOCATIONS: []
DISTRIBUTED STORAGE_PREFERENCE:
- default

2.6.6. AWS S3 771

DISTRIBUTED_STORAGE_CONFIG:
s3Storage:
- S8Storage
- host: s3.us-east-2.amazonaws.com
s3_access_key: ABCDEFGHIJKLMN
s3_secret_key: OL3ABCDEFGHIJKLMN
s3_bucket: quay_bucket
storage_path: /datastorage/registry
DISTRIBUTED_STORAGE_DEFAULT_LOCATIONS: []
DISTRIBUTED_STORAGE_PREFERENCE:
- s3Storage

2.6.7. Google == fi#

DISTRIBUTED_STORAGE_CONFIG:
googleCloudStorage:
- GoogleCloudStorage
- access_key: GOOGQIMFB3ABCDEFGHIJKLMN
bucket_name: quay-bucket
secret_key: FnDAYe2HeuAKfvZCAGyOioNaaRABCDEFGHIJKLMN
storage_path: /datastorage/registry
DISTRIBUTED_STORAGE_DEFAULT_LOCATIONS: []
DISTRIBUTED_STORAGE_PREFERENCE:
- googleCloudStorage

2.6.8. Azure 74i#

DISTRIBUTED_STORAGE_CONFIG:
azureStorage:
- AzureStorage

18



- azure_account_name: azure_account_name_here
azure_account_key: azure_account_key here
azure_container: azure_container_here
sas_token: some/path/
storage_path: /datastorage/registry

DISTRIBUTED_STORAGE_DEFAULT_LOCATIONS: []
DISTRIBUTED_STORAGE_PREFERENCE:
- azureStorage

2.6.9. Swift 771

DISTRIBUTED_STORAGE_CONFIG:
swiftStorage:
- SwiftStorage
- swift_user: swift_user_here
swift_password: swift_password_here
swift_container: swift_container_here
auth_url: https://example.org/swift/vi/quay
auth_version: 1
ca_cert_path: /conf/stack/swift.cert"
storage_path: /datastorage/registry
DISTRIBUTED_STORAGE_DEFAULT_LOCATIONS: []
DISTRIBUTED STORAGE_PREFERENCE:
- swiftStorage

2.7. REDIS i B FE%

271 MEBRE
K26 . HEHEEE

FE &3]
BUILDLOGS_REDIS xR
()
FEN FREB
(%)
.port Number
(%)
.password FRE

B2EREEFR

sk

F3 B &% 7R redis YEBEIF1E

Redis T LA R EHL

Bl -
quay-server.example.com

Redis A1 [A] A% O

=~ -
6379

Redis A1 [A] A% O

Bl -
strongpassword

19



Red Hat Quay 3.6 ECi& Red Hat Quay

27.2. B EH
%27 AFSE4EE

P : Hh
USER_EVENTS_REDIS pSES B EE4EH redis SEFEIFEE
(AEE)
EH FFER Redis I LAV [RIB EHLE
(hEE
-

quay-server.example.com

.port Number Redis ®I 1 [A] A% O
(%)
Bl -
6379
.password FRE Redis A Vi A MmO
Bl -
strongpassword

2.7.3. redis ECE R
BUILDLOGS_REDIS:
host: quay-server.example.com
password: strongpassword
port: 6379
USER_EVENTS_REDIS:
host: quay-server.example.com

password: strongpassword
port: 6379

2.8. TR A% IR

* 2.8 it k&
FB e HHad
FEATURE_GARBAGE_COLLECTION w/RE FiEELI BN RS EE A

Default: True

20



B2EREEFR

P S Hah
TAG_EXPIRATION_OPTIONS FRBHAE FA Al LATE H 4 22 (8] fh o Bk
(AEE) Pt EARET (NREER)
Pattern:

A[0-9]+(w|m|d|h|s)$

DEFAULT_TAG_EXPIRATION FFER AR BB IR T BART (6], BT
(%E) [F] #1280

Pattern:
A[0-9]+(w|m|d|h|s)$
Default: 2w

FEATURE_CHANGE_TAG_EXPIRATION T /RME ARSI R Z 2
FRELIRE

Default: True

o -

DEFAULT_TAG_EXPIRATION: 2w
TAG_EXPIRATION_OPTIONS:

- 0s

-1d

-1w

- 2w

- 4w

2.9. Fifd & QUAY LLSEHL B 3h1k

Quay EAZ M XFHIMENECE LT, XERMAUARERNNE, URIUREMEESHAM REXEN

2.9.1. o 1F API BB SE— A

{988 %75 FEATURE_USER_INITIALIZE %8 true, LUE/EFILUER API /api/vi/user/initialize 3
ARE—AEF. AP ERAEESREIE, X5EEMIEALH OAuth I LM OAuth S HEE]
i HAth registry API AR AR,

BE Quay /T, ERILMER APISROIEM -, #I90 quayadmin, RELEHUEZEMAF., MEERZE
R, ESH ER AP IRE— 1R84S

2.9.2. |5 FEH APl 5[]
IYECE %77 BROWSER_API_CALLS XHR_ONLY i%& false, LLAIFEMITA] Quay registry AP,

21
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2.9.3. N8 A

ARAEMEBERTEVEZRF, BEUUAERMBRE-—TRAAR—TERERENRNEEN, £H
SUPER_USER ECEN KR, AILURRIECELLXE.

2.9.4. (R 01

BE THEB /R, A LRG0 A BB A HMeE D, & FEATURE_USER_CREATION %
&) false LARR I 01,

2.9.5. FEMBIMLECE
B EE LY LXER config.yaml AL & S5 :

config.yaml

FEATURE_USER_INITIALIZE: true
BROWSER_API_CALLS_XHR_ONLY: false
SUPER_USERS:

- quayadmin
FEATURE_USER_CREATION: false

2.9.6. [EFA¥IAECEERE Operator
1. EARE S OIEE Secret

I $ oc create secret generic --from-file config.yaml=./config.yaml init-config-bundle-secret

2. BE QuayRegistry YAML X1 quayregistry.yaml, FriRIEZEHMA LRSI BAATOIEM Secret,
flan -

quayregistry.yaml
apiVersion: quay.redhat.com/v1
kind: QuayRegistry
metadata:
name: example-registry
namespace: quay-enterprise
spec:
configBundleSecret: init-config-bundle-secret

3. ERE registry :
I $ oc create -f quayregistry.yaml

4. {8 API 0% —1HF quayadmin

2.9.7. 1A API B E— A
wiHF AP DIBRE— AR, BIRRU TS

22



B2EREEFR

e FZ{B 1% FEATURE_USER_INITIALIZE /5% & true
o HIREREBRA,

MBERVNEERBNESER, S TIEE Quay ISLIIEZNE

2.9.7.1. FF API

{8 /3 status.registryEndpoint URL, JiF /api/vi/user/initialize API, (534, BIDHHE FHR 4
ik, IAETLLET HETE "access_token": true ik OAuth ©h&,

$ curl -X POST -k https://example-registry-quay-quay-
enterprise.apps.docs.quayteam.org/api/v1/user/initialize --header 'Content-Type: application/json' --
data '{ "username": "quayadmin”, "password":"quaypass123", "email": "quayadmin@example.com"”,
"access_token": true}'

{"access_token":"6B4QTRSTSD1HMIG915VPX7BMEZBVB9GPNY2FC2ED",
"email":"quayadmin@example.com","encrypted_password":"1nZMLH57RIE5UGdL/yYpDOHLQqiNCgi
mb6W9kfF8MjZ1xrfDpRyRsONUNUuNuAitW","username":"quayadmin"}

X1

RN, ZAFRE—NEERS G, BFIEMMBRRENN R, MRAFSEETHREZS, Nk
[EEAT

$ curl -X POST -k https://example-registry-quay-quay-
enterprise.apps.docs.quayteam.org/api/v1/user/initialize --header 'Content-Type: application/json' --
data'{ "username": "quayuser2", "password":"quaypass123", "email": "quayuser2@example.com"}’

I {"message":"Cannot initialize user in a non-empty database"}
BHRMEDH 8 NFR, BEFRTEZER :

$ curl -X POST -k https://example-registry-quay-quay-
enterprise.apps.docs.quayteam.org/api/v1/user/initialize --header 'Content-Type: application/json' --
data '{ "username": "quayadmin”, "password":"pass123", "email": "quayadmin@example.com"}'

{"message":"Failed to initialize user: Invalid password, password must be at least 8 characters and
contain no whitespace."}

2.9.7.2. {8 OAuth &8
I7E, BRI LATE3EEREIM OAuth fAFZVE R Quay APl BIRIRER S, fBitn, FHEVMEIR 85I

$ curl -X GET -k -H "Authorization: Bearer
6B4QTRSTSD1HMIG915VPX7BMEZBVBOGPNY2FC2ED" https://example-registry-quay-quay-
enterprise.apps.docs.quayteam.org/api/v1/superuser/users/

| (
"users": [

{

"kind": "user",
"name": "quayadmin”,
"username": "quayadmin”,

23
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"email": "quayadmin@example.com",

"verified": true,

"avatar": {
"name": "quayadmin”,
"hash": "3e82e9cbf62d25decO0ed1b4c66ca7c5d47ab9f1f271958298dea856fb26adc4c”,
"color": "#e7bab52",
"kind": "user"

b

"super_user": true,

"enabled": true

}
]

}

EAFIAF, quayadmin B BFEAERRE, RNEEERIENME—R/,

2.9.7.2.1. fEEH
ZOIEHM, FA POST i A api/vi/organization/ ifi = :

$ curl -X POST -k --header 'Content-Type: application/json' -H "Authorization: Bearer
6B4QTRSTSD1HMIG915VPX7BMEZBVBOGPNY2FC2ED" https://example-registry-quay-quay-

enterprise.apps.docs.quayteam.org/api/v1/organization/ --data '{"name": "testorg", "email":
"testorg@example.com"}’

"Created"

2.9.7.2.2. KL S
K FRIE ORI EIF -

24

$ curl -X GET -k --header 'Content-Type: application/json' -H "Authorization: Bearer
6B4QTRSTSD1HMIG915VPX7BMEZBVBOGPNY2FC2ED" https://min-registry-quay-quay-
enterprise.apps.docs.quayteam.org/api/v1/organization/testorg

"name": "testorg",
"email": "testorg@example.com",
"avatar": {
"name": "testorg",
"hash": "5f113632ad532fc78215¢c9258a4fb60606d1fa386¢c91b141116a1317bf9c53c8",
"color": "#a55194",
"kind": "user"
b
"is_admin": true,
"is_member": true,
"teams": {
"owners": {
"name": "owners",
"description™: ",
"role": "admin",
"avatar": {
"name": "owners",
"hash": "6f0e3a8c0eb46e8834b43b03374ece43a030621d92a7437beb48f871e90f8d90",



"color": "#c7c7c7",
"kind": "team"
b
"can_view": true,
"repo_count": 0,
"member_count": 1,
"is_synced": false
}
2
"ordered_teams": [
"owners"
1,
"invoice_email": false,
"invoice_email_address": null,
"tag_expiration_s": 1209600,
"is_free_account": true

2.10. EXBLE
%29 HARE

PR

REGISTRY_TITLE

REGISTRY_TITLE_SHORT

(

&

logo

footer_img

FRES

IOE S

FRE#

FRE#

B2EREEFR

U

INRIEE, registry

Default:
Quay Enterprisedy & X Fril

MRIEE, N registry BRI ERET
PR,

2A :
Quay Enterprise

Red Hat Quay Ul R E9#FRF] URL
B B E .

FHRTEE B URL
=l -

/static/img/quay-horizontal-
color.svg

Ul footer

B
/static/img/RedHat.svg
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FB

footer_url

CONTACT_INFO

[0]

(]

[2]

[3]

2.11. SSL Bli& FE%

5 2.10.SSL &2 i&

26

String 41

FRE#

FRE#

FRE#

FRE#

30

footerimage

IR -
https://redhat.com

ORIETE, FEHCRIIEFE LR
KRER. MRREET H-EKR
AER, BRI BRI,

AN AL F IR

Pattern:

Amailto:(.)+$

Example:
mailto:support@quay.iofyt
B

IR T IRC BIIR ZE [A] By #E
23

Pattern:

Airc:/I(.)+$

Example:
irc://chat.freenode.net:6665/

quay

WIN— A EERESR A A R S Y+
Pattern:

Atel:(.)+$

P :

tel:+ reject930-3475

Ju7E SLH URL

Pattern:

Ahttp(s)?://(.)+$

Example:
https://twitter.com/quayio


https://redhat.com
irc://chat.freenode.net:6665/quay
https://twitter.com/quayio

FB

PREFERRED_URL_SCHEME

SERVER_HOSTNAME
(%5)

SSL_CIPHERS

SSL_PROTOCOLS

SESSION_COOKIE_SECURE

2.11.1. Eci& SSL

B2EREEFR

sk

http =z — https

Default: http

AT LA ] Red Hat Quay B9 URL,
BEAR

N
quay-server.example.com

MRIEE, N nginx E XA SSL
BHEINRAT AN

=~ :
[CAMELLIA!3DES]

MRIEE, M nginx BESE /= A5
RATE VK SSL il FIzR, MFI
FAfHBR SSL P FE Red Hat
Quay AT TR EZEATL

=~ :
['TLSv1',"TLSv1.1','TLSv1.2']

1E session cookies

Default:
False

Recommendation E2&ENIXE
secure Bt : X FrrAEFEH SSL
MR,

Set to True

L FHEPXHMERAXGEFEENRER RP, BREN274% ) ssl.cert 1 sslkey :

$ cp ~/ssl.cert SQUAY/config
$ cp ~/ssl.key $QUAY/config
$ cd $QUAY/config

2. Yw%E config.yaml 324, FHIEEFE Quay LI TLS :

config.yaml

SERVER_HOSTNAME: quay-server.example.com
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I PREFERRED_URL_SCHEME: https

3. {1k Quay B23FHE/S registry

2.12. 7 RED HAT QUAY CONTAINER A& 7sh0 TLS uk$
Z1E Red Hat Quay FRINEE X TLS iFF, 157 Red Hat Quay B2 & B % FOIE &/ extra_ca_certs/
HFT B, FHEMRE TR TLS iE B EH B B %,
2.12.1. 7£ Red Hat Quay #3740 TLS IE
1. BEERNBIFISRPHUES

$ cat storage.crt

MIIDTTCCAjWgAwIBAglJAMVr9ngjJhzbMAOGCSqGSIb3DQEBCWUAMDOXCzAJBGNV
[..]

2. B8 certs BRFHEHNES

$ mkdir -p quay/config/extra_ca_certs

$ cp storage.crt quay/config/extra_ca_certs/
$ tree quay/config/

—— config.yaml

—— extra_ca_certs

| |— storage.crt

3. {8/ podman ps jXEX Quay &23#J CONTAINER ID :

$ sudo podman ps

CONTAINER ID IMAGE COMMAND CREATED
STATUS PORTS
5a3e82c4a75f <registry>/<repo>/quay:v3.6.8 "/sbin/my_init" 24 hours ago Up

18 hours 0.0.0.0:80->80/tcp, 0.0.0.0:443->443/tcp, 443/tcp grave_keller
4. HRAZID EFAER
I $ sudo podman restart 5a3e82c4a75f
5. MESHIFEIASE6 B ZEEPBES
$ sudo podman exec -it 5a3e82c4a75f cat /etc/ssl/certs/storage.pem

MIIDTTCCAjWgAwIBAgIJAMVr9ngjJhzbMAOGCSqGSIb3DQEBCWUAMDOXCzAJBGNV

2.13.LDAP e B=FE%

& 2.11. LDAP K&2&
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B2EREEFR

S RE ik
AUTHENTICATION_TYPE FRE W% &% LDAP
(%)
FEATURE_TEAM_SYNCING /R {E RESVFHIBAR 01 518 5 S 40 ik
512 (LDAP = Keystone) HIHY
E&HRE

Default: true

FEATURE_NONSUPERUSER_TEAM_SYNCING SET  #/RfH WNRFH, JE superusers ATLUE
upP Fl LDAP

Default: falsetE #If\ L% ER
&,

LDAP_ADMIN_DN FrFE T LDAP B {35 iIEREE 5
DN,

LDAP_ADMIN_PASSWD TR LDAP B IFHEIE 5 3315,

LDAP_ALLOW_INSECURE_FALLBACK T /RME E&E U SSL insecure fallback 3

17 LDAP B2 5IE,

LDAP_BASE_DN String $X4H LDAP B35 FE A DN,

LDAP_EMAIL_ATTR TR LDAP B34 Uk H, FHE- B 1,

LDAP_UID_ATTR FrFE LDAP &3 %EHT uid B 1.

LDAP_URI FrFE LDAP URI,

LDAP_USER_FILTER FREB T LDAP B35S uERg A i i
2%

LDAP_USER_RDN String #4H FAF LDAP S{355iFRF
RDN.,

TEAM_RESYNC_STALE_TIME e abad=s MR NHANER T RS, R
EEMN

Pattern:
A[0-9]+(w|m|d|h|s)$
Example:

2h

Default:

30m
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2.13.1. LDAP EE &Rl

$QUAY/config/config.yaml

AUTHENTICATION_TYPE: LDAP

LDAP_ADMIN_DN: uid=testuser,ou=Users,o0=0rgid,dc=jumpexamplecloud,dc=com
LDAP_ADMIN_PASSWD: samplepassword
LDAP_ALLOW_INSECURE_FALLBACK: false
LDAP_BASE_DN:

- o=orgid

- dc=example

- dc=com
LDAP_EMAIL_ATTR: mail
LDAP_UID_ATTR: uid
LDAP_URI: Idap://Idap.example.com:389
LDAP_USER_RDN:

- ou=Users

2.14. HIRBCE FEX
xR 2.12. B E

R xm s

FEATURE_REPO_MIRROR D B SR EEE RS

Default: false

REPO_MIRROR_INTERVAL Number 162 TR 1 R AR R T B9 FD 8K
Default: 30

REPO_MIRROR_SERVER_HOSTNAME FRE 1% SERVER_HOSTNAME /£
MR B Rt

Default: None

B
openshift-quay-service

REPO_MIRROR_TLS_VERIFY IR ME Z=E HTTPS #%IF Quay registry
ERGIREFRIIETD,

B\ : false

2.15. Z2HEIEFILE R R
R2.1B3. RE2AHEEFEE

30



FB

FEATURE_SECURITY_SCANNER

FEATURE_SECURITY_NOTIFICATIONS

SECURITY_SCANNER_V4_REINDEX_THRESHOLD

SECURITY_SCANNER_V4_ENDPOINT

SECURITY_SCANNER_V4_PSK

SECURITY_SCANNER_INDEXING_INTERVAL

SECURITY_SCANNER_ENDPOINT

SECURITY_SCANNER_INDEXING_INTERVAL

LA R re-indexing BI4S 54BN -

e il

#/R{E

#/R{E

FRE#

FRE#

FRE#

Number

FRE#

FRE#

B2EREEFR

sk

FERIZERLEHmER

Default: false

WMRERTREHmER, T
HRHREEN

Default: false

LSHATAEEEHRRSIZAE
BraiksB LREILAREER
KRG E] (AR RN .
#IE@ T manifestsecuritystatus
&8 last_indexed datetime
EiHE, INMSHATRAEER
FEBITE A EHRREIBIK
Wi, EFFRBIMEINNE
300 #,

V4 REFEFIm R

Pattern:
Ahttp(s)?://(.)+$

Example:
http://192.168.99.101:6060

Clair Fr 4 BRI Tl = 23%A (PSK)

REAMER

Default: 30 35| [H]fRRIFDER :
30

V2 22 HmE G s

Pattern:
Ahttp(s)?://(.)+$

Example:
http://192.168.99.100:6060

XNBSHATFREREHEEFR
5| [AIFE I PREIFO 8, HFRBIMWARL
B, Red Hat Quay &1 H#iE
FELUFEENE Clair RBIHEH, X
BIELRARSIN. ZAIREINE
B Z BITR I A5 5
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X Clair v4 JREFHRE, HRNIZEBHEN. G0, A—FRNIZERERNZESIRrE. XEARERR
BZHIH true, RABEAFRRNIABEFRERSREPROMNFESHEEXNER. Et, Clharvd&
AFFR5|51% (/indexer/api/vi/index_state) B S &Kz, UAEERFEERS SN,

ERRITE] Quay BHEERS, Red Hat Quay FHXMNRBIRSFREFRIFREIEF. MRBFRZAISITREE
EIREBEEN, Quay BEAEEBRSIIBHPZHEFRRENIZEHR,

BMIAERT, WS 30%. MRAAFEFMEMZTRITE, BT E, Flm, R
MNAFEEREIIREGEERS 30 WITHEE U NEEEEAR. MRAAFEX Clair BB S EHEITUEL
K Quay BIEFEHTHEEFRFNER, BrheUESR S,

2.16. OCI #1 HELM Ec &

II1E, 1 FEATURE_GENERAL_OCI_SUPPORT EM# %z #f Helm Mz Hr, MREFZ LA EHILTHEE,

Bl B2 T 1ZheE, HEEEMKRBRINERBRAAHL, NMBEE Quay BBEFRRMANEMERSA
OC| THMfERA -

FEATURE_GENERAL_OCI_SUPPORT: true
FEATURE_HELM_OCI_SUPPORT: true

3 2.14. OCI #l Helm Edi&
PEX FR Hah
FEATURE_GENERAL_OCI_SUPPORT T /RME JEBX OCI THM X

Default: True

FEATURE_HELM_OCI_SUPPORT T /RME B % Helm T

Default: True

8%

M Red Hat Quay 3.6 748, FEATURE_HELM_OCI_SUPPORT E#FxH, HNEUEH
Red Hat Quay ik A&, 7 Red Hat Quay 3.6 &, BERIASZ#F Helm T, HEHEHE
FEATURE_GENERAL_OC|_SUPPORT Eftth, P REEZSTEHE configyaml ST
REAXHE.

217. R FHEEREFER

217 FEEEHEE
x 2.15. BB EMHERE

PEX FR Hah
FEATURE_LOG_EXPORT T /RME EERTSHIEERRE

Default: True

32



FB

LOGS_MODEL

LOGS_MODEL

B2EREEFR

e il fed
FRES FRFZERREHmER
fH: — P EEREE

transition_reads_
both_writes_es elasticsearc
h

Default: database

_CONFIG ISES BEFRSHASERIURE

® | OGS_MODEL_CONFIG [object]: Logs model config for action logs

o elasticsearch_config [object] : Elasticsearch ££&$ECE

access_key [string] : Elasticsearch FA/* (8t AWS ES B9 IAM £#)
e fil : some_string

host [string]: Elasticsearch &£ &fif s

o =fjl : host.elasticsearch.example

index_prefix [string] : Elasticsearch FI3&5 | B4k

o =l : logentry_

index_settings [object] : Elasticsearch FI3RA1 X E

use_ssl [boolean] : ¥ Elasticsearch {£F ssl, EKIAHN True

o Tl : True

SECRET_KEY [string] : Elasticsearch i3 (3 AWS ES B IAM secret)
o il : some_secret_string

aws_region [string]: Amazon web service region

o il : us-east-1

%% O [number] : Elasticsearch 52 &$if mif 0

o il : 1234

o kinesis_stream_config [object]: AWS Kinesis Stream configuration

aws_secret_key [string]: AWS secret key
o xfil : some_secret_key
stream_name [string]: Kinesis stream to send action logs to

e fl : logentry-kinesis-stream
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B aws_access_key [string]: AWS access key
e xfjl : some_access_key
®  Retries [number]: TEHME R A 2 0REL
o =fl :5
® read_timeout [number] : MiZEREHR BRI
o =fl :5
®  max_pool_connections [number] : B BIEFEEBhMNRZ EER
o fil : 10
® aws_region [string] : AWS X1
o =l : us-east-1
® connect_timeout [number] : Z=iXiE BB AT I
o =fl :5
o producer [string] : B&iC3xE Elasticsearch IFf#Y Logs producer
®  enum: kafka, elasticsearch, kinesis_stream
m Pl : kafka
o kafka_config [object]: Kafka S EfACiE
m ¥ [string]: Kafka /&8, LLAHBAESRE
o =l : logentry
® bootstrap_servers [array]: Kafka {SERSIR BB 5% ik

® max_block_seconds [number] : f£send () HAMZEPRKIMNERAME, BN HXEH
HcBIEATH

o xfil - 10

217.2. BEBEREMTEEE
x 2.6 REAFREMAIAEE

PEX FR Hah

FEATURE_ACTION_LOG_ROTATION T /RME ERBERENEEXSAEEE
it ] #85d 30 R B BB EhE
storage

Default: false
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P FR

ACTION_LOG_ARCHIVE_LOCATION FREB

ACTION_LOG_ARCHIVE_PATH TR

ACTION_LOG_ROTATION_THRESHOLD FrFE
2.18. i HE

R 2.17.HMEBAE

PEX FR

FEATURE_READER_BUILD_LOGS D
LOG_ARCHIVE_LOCATION TR
LOG_ARCHIVE_PATH TR

2.19. DOCKERFILE ¥&fih %4 257 E%
K 2.18. Dockerfile fgEE X ¥

B2EREEFR

MRERTEREASEY, NEH
REES I ZRREF IR

=l : s3_us_east

IRERTRFASAY, i
MEERBNEFLETE

=B - FRARERE

o B SIS (] 5] B

=~ : 30d

ik

MREBEN true, NHEAEE
X fE 68 7 B A SLER U (A1 AUBR B9 AR
FUEE, MARNEEZE AR
Rk B 1R 51 15 0] AR

Default: False

7
DISTRIBUTED_STORAGE_CONF
IG REXEHAE, ATHRE
FHEMEBRR

xfl : s3_us_east

ECEMTFIEEIETHREE, LU
JSON WA REFHEPEBR

=B - FRMERE
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FB

FEATURE_BUILD_SUPPORT

e il

#/R{E

SUCCESSIVE_TRIGGER_FAILURE_DISABLE_THRES  Number

HOLD

SUCCESSIVE_TRIGGER_INTERNAL_ERROR_DISAB

LE_THRESHOLD

2.19.1. GitHub 24 % 25

K 2.19. GitHub & fil % 25
PEX

FEATURE_GITHUB_BUILD

GITHUB_TRIGGER_CONFIG

.GITHUB_ENDPOINT
(%5)

.API_ENDPOINT

.CLIENT_ID
(%58)

.CLIENT_SECRET
(%5)

36

Number

el

#/R{E

IOE S

FRE#

FRE#

FRE#

FRE#

sk

BB X Dockerfile 1%,

Default: False

I0R%A None, MIFIEARA2ZEH
R AR RS HIELLR I E

Default: 100

INR&E None, NIFYEMA 258
SRR AT RE R IR BB B 1R
e

Default: 5

sk

EEXTE GitHub MR fim 4 28

Default: False

A GitHub (dbik) WE4THoE AR
XA E

GitHub(Enterprise)

=l : https:/github.com/

EFRM GitHub(Enterprise)API
Bk R, W14 github.com

=~ E
%= : https://api.github.com/

Itt Red Hat Quay SEAIEMEIZE
i D ; XA BES
GITHUB_LOGIN_CONFIG #=,

Itt Red Hat Quay SEAIEMEIZE
% secret,


https://github.com/
https://api.github.com/

B2EREEFR

2.19.2. Bitbucket t5 2t % 25
£ 2.20. Bitbucket B fili % 25

T g sk

FEATURE_BITBUCKET_BUILD fR/RME E AT Bitbucket R4 25

Default: False

BITBUCKET_TRIGGER_CONFIG SES [ BitBucket EC B IR 25
.CONSUMER_KEY TR Itt Quay SEBIEMBOME A& =
(AEE) (& Fim D)
.CONSUMER_SECRET FREB It Quay SEAEMBERENE
(neE) (& P secret)

2.19.3. GitLab i 4 25
&K 2.21. GitLab & fil % 25

FB

FEATURE_GITLAB_BUILD D EE X GitLab fyiEft 4 28

Default: False

GITLAB_TRIGGER_CONFIG xR 5 Gitlab #1742 AR 4 2RRVED
&

.GITLAB_ENDPOINT FrFE 1217 Gitlab(Enterprise )i s
(&)

.CLIENT_ID FrFE Ltk Quay SEfIFEAEIE P i 1D
(&)

.CLIENT_SECRET FrFE Lt Quay “EBIEMEIE 7 i secret
(&)

2.20. OAUTH &

K 2.22. OAuth =PE%
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FB

DIRECT_OAUTH_CLIENTID_WHITELIST

2.20.1. GitHub OAuth

5% 2.23. GitHub OAuth FE&

FB

FEATURE_GITHUB_LOGIN

GITHUB_LOGIN_CONFIG

ALLOWED_ORGANIZATIONS

.API_ENDPOINT

.CLIENT_ID
(%5)

.CLIENT_SECRET
(%5)

.GITHUB_ENDPOINT
(%5)

38

e il

String 41

el

#/R{E

ISE S

String 41

FRES

FRE#

FRE#

FRE#

sk

RVFEER B R P HUERE R THIT
B OAuth #t B Quay BN
ARRF “E i D FIR,

U

GitHub B X BB FF

**Default; False

¥ GitHub(Enterprise) A E A4 &R &
KIRHIEFMEE.,

¥ GitHub(Enterprise) ¥ B & #5
FIABL LIS ORG_RESTRICT
TS EE .

EFRM GitHub(Enterprise)API
Bif R, W1 github.com

~HEE :
https://api.github.com/

Itt Red Hat Quay SEAIEMEIZE -
i ID; TiEE
GITHUB_TRIGGER_CONFIG
T~IHE

Bl -
0e8dbe15¢c4c7630b6780

Itk Red Hat Quay SEAIEMEIZE -
% secret

=~ :

e4a58ddd3d7408b7aec109e8
5564a0d153d3e846

GitHub (f2lk)

Pl B9 R -
https://github.com/


https://api.github.com/
https://github.com/

B2EREEFR

P S Rk
.ORG_RESTRICT T /RME MEH true, MRBHHALZ R
FRBY R o BT LA R AR
H:kl‘o

2.20.2. Google OAuth

5 2.24. Google OAuth E%
PEX FR Hah
FEATURE_GOOGLE_LOGIN D Google B X EBRZH

**Default; False

GOOGLE_LOGIN_CONFIG xR 8/ Google FHTAEB B DL IER
o &
.CLIENT_ID FFER Itt Red Hat Quay SEAIEMEIZE -
(E) i 1D
-
0e8dbe15¢c4c7630b6780
.CLIENT_SECRET FFER Itt Red Hat Quay SEAIEMEIZE
(0=} ifi secret
=l -

e4a58ddd3d7408b7aecl09e855
64a0d153d3e846

2.21. BEMREDHCE

1£ Red Hat Quay 3.6 #1, £ FEATURE_EXTENDED_REPOSITORY_NAMES E# T T X i EF %
FERR R AR, AP RAFEXANaEEEERME config.yaml FFEEEAXR. BRAATECE
&R {EMA /,

I FEATURE_EXTENDED_ REPOSITORY_NAMES: true

3 2.25. OCI HIirEFHIERE

FEX ' i

FEATURE_EXTENDED_REPOSITORY_NAMES T /RME BN SRERYS CHENT R

Default: False
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2.22. [ QUAY HRinE A OCl s By

Helm. cosign #l ztsd AR T HEBRIANBTE Red Hat Quay 3.6 1, W FEIAER FTAZRNEMAE
fie OCI N BiREBY, EeILAFEALLTRIAFENTRME! Quay config.yaml iy
ALLOWED_OCI_ARTIFACT TYPES Mei& :

ALLOWED_OCI_ARTIFACT_TYPES:
<oci config type 1>:
- <oci layer type 1>
- <oci layer type 2>

<oci config type 2>:
- <oci layer type 3>
- <oci layer type 4>

i, e fE config.yaml ERILLTFRZASRZ Singularity (SIF)3Z$F :

ALLOWED_OCI_ARTIFACT_TYPES:
application/vnd.oci.image.config.v1+json
- application/vnd.dev.cosign.simplesigning.vi+json
application/vnd.cncf.helm.config.vi+json
- application/tar+gzip
application/vnd.sylabs.sif.config.v1+json
- application/vnd.sylabs.sif.layer.v1+tar

AE
LARMEARER OCI TR BN, APREFIHRMN cosign #l Helm BIZFF, 7EERIA
BRT, ZfFztsd EHAR, AEAFFRFEN OCI NMERBRMBIHE config.yaml H1LL
BERAZE.

2.23. {4 ECIE

X 2.26. Wi =P B

PEX FR Hh
FEATURE_MAILING I/RME = E/0 AEFHME

Default: False

40



FB

MAIL_DEFAULT_SENDER

MAIL_PASSWORD

MAIL_PORT

MAIL_SERVER

MAIL_USERNAME

MAIL_USE_TLS

2.24. AP B EFER
K227 A&

FB

FEATURE_SUPER_USERS

FEATURE_USER_CREATION

FRE#

Number

FRE#

FRES

#/R{E

B2EREEFR

NRIETE, 7E Red Hat Quay K%
LIRS, FAYE BORE FHE it
u, MREH, WEIAH
support@quay.io

=~ :
support@example.com

A EHEFHMERTEFERMKN SMTP
A

EMAM SMTP 0, WREHE
57, MBRIAN 587,

T & % FHRER SMTP BRSS
5. RAY FEATURE_MAILING
HEHN true FEE,

7Pl : smtp.example.com

A EHEFHMERTEFE RN SMTP
R4

MREE, BEHEATLS KEH
FHip

Default: True

REXFBIAF,

Default: true

BAAoE GERM)

Default: true
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FB

FEATURE_USER_LAST_ACCESSED

FEATURE_USER_LOG_ACCESS

FEATURE_USER_METADATA

FEATURE_USERNAME_CONFIRMATION

FEATURE_USER_RENAME

FEATURE_INVITE_ONLY_USER_CREATION

FRESH_LOGIN_TIMEOUT

USERFILES_LOCATION

USERFILES_PATH

USER_RECOVERY_TOKEN_LIFETIME

42

e il

#/R{E

#/R{E

#/R{E

/R{E

/R{E

/R{E

FRE#

FRE#

FRE#

FRE#

sk

RBERE—IRICT AP A HS
IA]

Default: true

INRIKE D true, NI AL
(] EL A 45 22 [F]

Default: falsefy & it B &
EEWEHIER THE

Default: false

MREE N true, B AILEIA
HAERMAFE

Default: true

IRIKE D true, AFAHLES
£ H Rz

Default: false
QIR 2R Y/ E M

Default: falses#if

B SR (R F K A P BT AE
=i

=%l : 5m

BT HER - L ER X EaEEs|
2/ 1D

=~ : s3_us_east
EFETRER - EER 4
=Bl : userfiles

VRS FA K B SRR R

Pattern:A[0-9]+(w|m|d|h|s)$
Default:30m



B2EEEFH

PR K st

2.25. RECAPTCHA fid &

5 2.28. Recaptcha %

T g 23U

FEATURE_RECAPTCHA fR/RME RBPERMRE

Default: False RREE
Recaptcha

RECAPTCHA_SECRET_KEY FREB WRER T recaptcha, I
Recaptcha ARZ5HI secret B

RECAPTCHA_SITE_KEY FREB WMRER T recaptcha, I
Recaptcha ARZ5HY site ##

2.26. ACI fd &

5 2.29. ACI E2i&

PEX PR Hah
FEATURE_ACI_CONVERSION T /RME =E/AAE ACI

Default: False

GPG2_PRIVATE_KEY_FILENAME FrFE AT ACI IFAAR T4

GPG2_PRIVATE_KEY_NAME FrFE BT H ACI ZRHIFAH BT

GPG2_PUBLIC_KEY_FILENAME FrFE BTz ACI IR 4
2.27. JTW B2 &

#+2.30. IWT &
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FB

JWT_AUTH_ISSUER

JWT_GETUSER_ENDPOINT

JWT_QUERY_ENDPOINT

JWT_VERIFY_ENDPOINT

2.28. N AEFSHE
K23 NARFESEEE

FB

FEATURE_APP_SPECIFIC_TOKENS

APP_SPECIFIC_TOKEN_EXPIRATION

EXPIRED_APP_SPECIFIC_TOKEN_GC

2.29. Eth=FE&

44

FRE#

FRE#

FRES

FRE#

FRE#

sk

JWT A F i =
B Ahttp(s)?://(.)+$

Example:http://192.168.99.101
:6060

JWT A P B9l s
B : Ahttp(s)?://(.)+$

~
fll:http://192.168.99.101:6060

JWT BB =R
Pattern:Ahttp(s)?://(.)+$

Example:http://192.168.99.101
:6060

JWT ik B9 =
Pattern:Ahttp(s)?://(.)+$

Example:http://192.168.99.101
:6060

50

MEER, BraloiEshEs
Docker CLI

Default: True

SAERL AR AR A B,

2K\ None
Pattern: A[0-9]+(w|m|d|h|s)$

TR B4

Default: 1d BI{REE 458N FH 5 h&
BT 8] $F S2 ]


http://192.168.99.101:6060
http://192.168.99.101:6060
http://192.168.99.101:6060
http://192.168.99.101:6060

B2EREEFR

3+ 2.32. Hfth P By

T g sk

ALLOW_PULLS_WITHOUT_STRICT_LOGGING FrFE MR true, MEMETES AL
WHITEHERE, hBULRKI.
MRBFEZFELTFRIZRE, BRFE
RLER AMEIE L HR (4R 22, SXIRA
.

Default: False

AVATAR_KIND FrFE E R RM avatars KB, AR 4E
ECHIRER (Atts) 2K

Gravatar(gravatar)

Values: local, gravatar

BROWSER_API_CALLS_XHR_ONLY T /RME MERFE, MRAFMN RS

Default: True FFRIEHN XHR B

API i
DEFAULT_NAMESPACE_MAXIMUM_BUILD_COUN  Number E—ep 22 A AT LLHERA R BRI
T HEHE,

2XiA : None
ENABLE_HEALTH_DEBUG_SECRET FRE INRIEE, "IRMLERERIER

secret, LUMBIERLIBL B &%
FUER B ESEENFIRER

EXTERNAL_TLS_TERMINATION T /RME WMRLZFF TLS, NHEEN true,
{BTE Quay ZBITEZ41E

FRESH_LOGIN_TIMEOUT e abad=s FESRMEEERA N EFHAR
A

=%l : 5m

HEALTH_CHECKER FRTER EERMERGE
=~ :
('RDSAwareHealthCheck',

{'access_key" 'foo', 'secret_key"
'bar'})

PROMETHEUS_NAMESPACE FRTER N FREIFTA 2 FF B Prometheus
metrics

Default: quay

45



Red Hat Quay 3.6 ECi& Red Hat Quay

FB

PUBLIC_NAMESPACES

REGISTRY_STATE

SEARCH_MAX_RESULT_PAGE_COUNT

SEARCH_RESULTS_PER_PAGE

V1_PUSH_WHITELIST

V2_PAGINATION_SIZE

WEBHOOK_HOSTNAME_BLACKLIST

CREATE_PRIVATE_REPO_ON_PUSH

CREATE_NAMESPACE_ON_PUSH

NON_RATE_LIMITED_NAMESPACES

2.30. |HE & FE&
A FASIRM :

46

e il

String 41

FRE#

Number

Number

String 41

Number

String #4H

#/R{E

#/R{E

String 41

sk

MRELAHBRERPENLT WA
i, eNHIE AR, NE

BEFIRTEL, TIEAFPES)
REEMKT, BE, XHELR
B—2H "well-known" fF & Z2 A1y

®EFER,

registry BPIR

{& : normal = read-only

TE#R PRI

Default: 10 2B, FAFAILAEER
k- ANDINTTE

RIEL 3R T ELR B B45 R E

Default: 10

mnE
FEATURE_RESTRICTED_V1_PUS
HiXEN true, NISZH VI HEER
4 22 [A] A FRRI A,

V2 registry AP &N TTERR EIHY
LERE

TEB& localhost AEGIERT, M
Webhook HEIFHENZEES

I HEX BRI CER R
BT AT

Default: True

HHZI A FENNHES U2

Default: False

SNRER
FEATURE_RATE_LIMITS
FREERE, R LU RETLTR Y
M ERBZEABEE,



7% 2.33. |BFE

PR

FEATURE_BLACKLISTED_EMAILS

BLACKLISTED_EMAIL_DOMAINS

BLACKLIST_V2_SPEC

DOCUMENTATION_ROOT

SECURITY_SCANNER_V4_NAMESPACE_WHITELIS
T

String #4H

FRES

FRE#

FRE#

B2EREEFR

30

RN true, MITEFLFHIE
SUNFRE BN To3E QIR A A K
F

FEATURE_BLACKLISTED_EMAI
LS #RIXE N true

A~ : " example.com”,
"example.com”,
"example.org"

Red Hat Quay $FiL V2 89
Docker CLI kA FZZHHY

x=fH : <1.8.0
Default: &It ;1.6.0

AEHERERIIR URL

R AR 2R F e & 22 [H
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BEIZUELE

Red Hat Quay X FARNAFISRERIMELE,

3.1. GEO-REPLICATION

MEXENFRASELERNEE, BEMEEWRRA, aTLlEH
QUAY DISTRIBUTED STORAGE_PREFERENCE #5235 87 B &,

xR 31 RiEHRE

TE RE ik

QUAY _DISTRIBUTED_STORAGE_PREFERENCE FREB HILEMEBIE (RIE
DISTRIBUTED_STORAGE_CONF
IG) f&M,

3.2. BEE E

Red Hat Quay IR Z FREIMHRAK, SIIBER—IBENZET. REHAREHIERRE,

MRBA, SBBESENENMIIESIaE —NEEDL, XESNMIIREELRENRRFRS 20 NE
. EEENET, LN Red Hat Quay BSHRFPHNENHRES D, ERERBMNMET, XalEe
EE9H, LUAR Red Hat Quay FiBid BUE R BN R EER,

IE, FEShEBRRNEFE. BB AREFE, Red Hat Quay RE &S,

A LLE T % B2 8 DB_CONNECTION_POOLING={true|false} EtNHsim A FiEsth,

= 3.2. BB h e B

el 50

fein

DB_CONNECTION_POOLING T /RME B SRR A&

MEFATBIBEFER, AT ESGEEBMRAKRN, XA LLUETLLF config.yaml EHISE :
config.yaml

DB_CONNECTION_ARGS:
max_connections: 10

3.3.HTTP E#&iT#

A RNREZERINERE HTTP R E, XEMEEANBMY, haisenENdst. 81
PHEBIEOAE D 50 P ITERE,

R 3.3.HTTP E&Ei#ERE
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K5t
fein

WORKER_CONNECTION_COUNT Number R HTTP %54

Default: 50

WORKER_CONNECTION_COUNT_REGISTRY Number EiE7 registry B HTTP Lz
Default:

WORKER_CONNECTION_COUN
T

WORKER_CONNECTION_COUNT_WEB Number Web Ul @} HTTP i£#%
Default:

WORKER_CONNECTION_COUN
T

WORKER_CONNECTION_COUNT_SECSCAN Number Clair
Default:

WORKER_CONNECTION_COUN
T RS HTTP &

3.4. WORKER it#zr &

& 3.4. worker it# 2 &

ik
WORKER_COUNT Number HRERNBRES
WORKER_COUNT_REGISTRY Number 1EE T Quay &2 ILIE Registry
EREHFRRBE

& : 7£ 8 T 64 ZIAIMY Integer

WORKER_COUNT_WEB Number IBERZ

f (FE2%32=zE) A
Ul/Web 15 K B9 F2 21

WORKER_COUNT_SECSCAN Number BB 2T mRE (10
Clair) ERRHHFIEHE

& : 2% 4 Z[AM Integer
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54 Z [FHACETET OPENSHIFT HEHEZE QUAY

4.1. 5 [n| Bl B dm e 25

1£ QuayRegistry FE&H) Details 4 h, AILUER config ffiasiimm, URIBRSHEEREE EHS

EIFM secret REERE -

Project: openshift-operators  »

Installed Operators > quay-operaterv35.2 > QuayRegistry details

ED example

Details YAML  Resources  Events

Quay Registry overview

Name

example

Namespace
@D openshift-operators

Labels

No labels

Annotations

1annotation &

Created at
@ Jun 24,5:33 pm

Owner

No owner

411 R R E R 2R EIE
. miEC B2 secret BIEEEE -

50

Edit &

Actions v

Current Version
352

Config Editor Credentials Secret
@ example-quay-config-editor-credentials-Sffgfgtfc7

Registry Endpeint

example-quay-openshift-operators.apps.docs.quayteam.org

Config Editor Endpoint
|

fig-editor-openshift-operators.apps.docs.quayteam.org



% 4% FHARBEITER OPENSHIFT hEHAE QUAY

Project: openshift-operators  «

Secrets » Secret details

© example-quay-config-editor-credentials-9ffgfgtfc7 Add Secretto workload [IESC

Managed by@ example

Details  YAML

Secret details

Name

example-guay-config-editor-credentials-9ffgfgtfc7

Mamespace
openshift-operators

Type
Crpague

Labels Edit #*

quay-operator/quayregistry=example

Annotations

4 annotations #

Created at
@ Jun 25, 11:40 am

Owner
@D example
Data @ Reveal values
password

..... b
username

..... &

2. Tt Secret Details FF% M Data &84, = Reveal values k& EE X IR E B BRMEIF -

password

ZrliNGtCtZeVwwdq L]
username

quayconfig (L]

4.1.2. B R BB RER
MR ERESR RS, AEHRARI® (GB%R quayconfig) MUKk iFECE TEMN MR -
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Red Hat Quay Setup

# Custom SSL Certificates

This section lists any custom or self-signed SSL certificates that are installed in the Quay container on startup after being read from the extra_ca_certs directory in the configuration volume.
Custom certificates are typically used in place of publicly signed certificates for corporate-internal services.

Please make sure that all custom names used for downstream services (such as Clair) are listed in the ceriificates below.

Upload certificates: Select file

Select custom certificate to add to configuration. Must be in PEM format and end extension .crt'

CERTIFICATE FILENAME STATUS NAMES HANDLED

aextra_ca_certs/service-ca.crt @ Cerificate is valid openshift-service-serving-signeni@1 624454606

% Basic Configuration

Registry Title: Red Hat Quay

Mame of registry to be displayed in the Contact Page

Registry Title Short: Red Hat Quay

Enterprise Logo URL: Istatic/img/RH_Logo_Quay_Black_UX-horizontal.swg |:_'
Enter the full URL to your company's logo.

Contact Information: URL - hitp://somedurl

nformation to show in the Contact Page. If none specified, Core0S contact information is displayed.

& Server Configuration

Server |

quay-op: ift-op apps.docs.g .org
The HTTP host (and optionally the port number if a non-standard HTTP/HTTPS port) of the location where the registry will be accessible on the network.

TLS: Red Hat Quay handles TLS

o Validate Configuration Changes Y TLS also enables HTTP Strict Transport Security.

Sercvents downgrade attacks and cookie theft, but browsers will reject all future insecure connections on this hostname.

A

41.3. BB E
HEAGIR, B RRESES TERMBRE -
1. R E LS ThAER N HIFEHE, 04w :

D Time Machine

Time machine keeps older copies of tags within a repository for the configured period of time, after which they are garbage collected. This allows users to revert tags to older images in case they accidentally pushed a broken image. It is highly recommended to have time machine
enabled, but it does take a bit more space in storage.

Allowed expiration periods: = 2v _ Remove

4l

Add
The expiration periods allowed for configuration. The default tag expiration “must* be in this list.

Default expiration period: 2w

The default tag expiration period for all namespaces (users and organizations). Must be expressed in a duration string form: 3em, 1h, 1d, 2w
Allow users to select expiration: & Enable Expiration Configuration

If enabled, users will be able to select the tag expiration duratlon for the they admi from the

list of options.

2. 1%#¥ Validate Configuration Changes LAf{RE AR
3. ¥& Reconfigure Quay #IN BN :
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Validating configuration

CONFIGURATION VALIDATED

v Configuration Validated Continue Editing Reconfigure Quay

4. BETEBAECR Quay 1232 7T Bl -

Validating configuration

CoNFIGURATION VALIDATED

ConNFiG SENT To OPERATOR

v/ Configuration Validated Continue Editing Reconfigure Quay

{FHARE TR Ul &idE Red Hat Quay ATRER S B registry SEITRIARTT A, FENAEHN
[

42. FE VI PGSR E
4.2.1. QuayRegistry %R

EHAECE Operator J&, EALIRERRTE QuayRegistry SEHIM YAML 2 £ EFH R EHE, APl
i example-registry :
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Project: quay-enterprise =

Installed Operators * quay-operatorv3 6.0 * QuayRegistry details

@D example-registry

Details YAML Resources Events

mple-regist

) This object has been updated.

Click reload to see the new versian.

Bl [

FRRELEZN, REBRKRTEEHFBABBELEEEHMIRA, &E, Operator FHHAE,
BR&REFRENAE,
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#H#
I
1

Project: guay-enterprise =

Installed Operators * quay-operatorv3 6.0 * QuayRegistry details

D example-registry

Details YAML Resources Events

hat.com/ vl

W om0 B Ll Rd

=
-]

ig=bundle=z

stry-quay-config-editor-credentials-gbtbkh9

m Reload [ Cance ‘

422 FH
QuayRegistry B9 Events JE0F B R 5 EHEBEE XN —LEH -
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@ Showing 491 events
quay-enterprise & Sep 24,1216 pm
29 times in the last an hour

failed to get cpu utilization: did not receive metrics for any ready pods.

2y -app-c7698bich-lsxf2 quay-enterprise & Sep 24,1216 pm
i docs-k9Siz-worker-d-t2g54.c quay- al

http;//10128.2.40.8080/h " dial tcp 101282 40:8080: connect: connection refuse

@ example-registry-quay-app quay-enterprise @ a few seconds ago
Generated from deployment-contraller

Scaled down replica set example-registry-quay-app-c7698bfcb to 0

ay-app-c7698bch-lsxf2 quay-enterprise @ a few seconds ago

i docs-kStz-worker-d-t2g54.c quay-devel intarnal

Stopping container quay-app

-app-c7698bfch quay-enterprise @ a few seconds ago

Showing 491 events

@ quay-enterprise

£

failed o get

treceive metrics for any ready pods

& Sep 24,1216 pm

@ example-registry-quay-app-c7698bich-lsxf2 quay-enterprise
‘Generated from kubelet on docs-k95lz worker-d-t2054 £ quay-devel internal

£

Readiness probe failed: Get *http://10.128 2.40:8080/ health/instance": dial tcp 10128.240:8080: connect: connection refused

£
®
7
2
&

&

@ quay-enterprise

ay-app-c7698bch-lsxf2 quay-enterprise @ a few seconds ago

i docs-kStz-worker-d-t2g54.c quay-devel intarnal

Stopping container quay-app

£
Ll
7
2
&

&

GD example-registry-quay-app-c7698bich @ quay-enterprise

Generatad from replicazet-contraller

Deleted pod gistry-quay-app-

43. EEFERERVIFEFHER

4.3.1. 7 Ul B[ B ETRIEC B T E& ik

HTFEENRETRMETH pod, ARSNGB —NH secret, HET—REXERNFEFREH
M -

oaa

password

DTmdv2-30SIWQdIp L]
username

quayconfig L

4.3.2. 7£ Ul A7 [n] B3 H config.yaml
81 config IZF 2 M B M config.yaml X4,
1. #£ QuayRegistry i¥1EF%& L= Config Bundle Secret
2. £ Secret Details F#% M Data #B4, == Reveal values & config.yaml XX

3. BAEREBNATEM, EXFERT, 4w NiZAF TAG_EXPIRATION _OPTIONS ik :

SERVER_HOSTNAME: example-quay-openshift-operators.apps.docs.quayteam.org
SETUP_COMPLETE: true
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SUPER_USERS:
- quayadmin

TAG_EXPIRATION_OPTIONS:

- 2w
- 4w

% 4% FHARBEITER OPENSHIFT hEHAE QUAY
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% 5= QUAY OPERATOR 2Ht

Quay B— MR KA registry A, REEZSMEEIT, SIS EBIEE. SNREME. Redis F,
Quay Operator BN Quay HE NEE R HENT Kubernetes BRI, XEAKTITHAN N 274, Fomid
QuayRegistry API Egi&,

1£ QuayRegistry B X ¥R, spec.components FEXEcBEHH. ENHBEEEFHNFE : kind -4
#r9&#, managed - f/RME (TiLHHEEmEAHZM Operator ) , IABERT (ERUHFE) ,
FrAAHSREhREaER, LIREA LK :

spec:
components:
- managed: true

kind: clair

- managed: true

kind: postgres

- managed: true

kind: objectstorage

- managed: true

kind: redis

- managed: true

kind: horizontalpodautoscaler

- managed: true

kind: route

- managed: true

kind: mirror

- managed: true

kind: monitoring

- managed: true

kind: tls

5.1 EAZEAN
FRIE QuayRegistry BE X FiRIEEHM, &N Operator FHATLLFREHHEAEKIAME :

58

Postgres : EfEfif registry JoBIE, 15 Software Collectionsfifd Postgres 10 kx4
Redis : £¥ Quay R SR MHM—LLNEBAFILK

objectstorage : AT 5% /Z blob, {8 Noobaa/RHOCS 24£#0bjectBucketClaim
Kubernetes API

Clair : RE#EGIRERIEITE

HorizontalPodAutoscaler : ##& memory/cpu SEFHE Quay pod M E
mirror : BEBFHEAERE worker (XIFAIEEEAEHER)

Route : M#EB OpenShift £#t1EM Quay registry BABBAO R

monitoring : THEEEIE Grafana LRIk, F AN TEFRMIVT R LA BGRRBPRRULEES Quay
Pod

TLS : Bdi& Red Hat Quay =k OpenShift 2G4 TLS


https://www.softwarecollections.org/en/

& 53 QUAY OPERATOR 4t

Operator 4 ¥ Red Hat Quay fF IS EHHFIRNEEMNLZETE. MR Quay Operator M IAERE
WHT TR, #ERILUN Operator 124t IEZE Hik (overrides) Operator, ML FERS AT,

5.2. [3EZ B H M A FRHIIR

MREBUWAENAY, 0 Postgres. Redis A REFM, NMEEEH S L Quay EeEHSFE (config.yaml)
hEEE(], RBTE QuayRegistry 5| AESFE (#FN KubernetesSecret) , RNFRRUFLAHHGZIE
ZERE

==
Quay EdESwi g th ol A F @l ERAT, FHR{LEH Kubernetes Secret B

o8, FHRATFZUENR, YEdEEESES R Quay BBEFH A XTI Operator i,
B Quay BRE R ETRCE.

5.2.1. {F A M Postgres #IEE
1. TR A BUE AP B OB B & X4 config.yaml :

config.yaml:

DB_URI: postgresql://test-quay-database:postgres@test-quay-database:5432/test-
quay-database

2. {EHERENHOIE Secret :

I $ kubectl create secret generic --from-file config.yaml=./config.yaml config-bundle-secret

3. & QuayRegistry YAML X4 quayregistry.yaml, ¥ postgres ZH#Hric HIEZERE, 3l
AR Secret :

quayregistry.yaml

apiVersion: quay.redhat.com/v1
kind: QuayRegistry
metadata:
name: example-registry
namespace: quay-enterprise
spec:
configBundleSecret: config-bundle-secret
components:
- kind: postgres
managed: false

4. BBLUTFEBD FrahERE registry,

5.2.2. NooBaa IEZEFE

1. £ Storage = Object Bucket Claims B2l & #fl2—4 NooBaa Object Bucket Claim,

2. 15& Object Bucket Claim Data MIi¥15, @& Access Key. Bucket Name.
Endpoint(hostname)#l Secret Key,
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3. fM Object Bucket Claim {§ 2 fllE config.yam| B¢ & X4 :

DISTRIBUTED_STORAGE_CONFIG:
default:
- RHOCSStorage
- access_key: WmrXtSGk8B3nABCDEFGH
bucket_name: my-noobaa-bucket-claim-8b844191-dc6c-444e-9ead-87eceOabcdef
hostname: s3.openshift-storage.svc.cluster.local
is_secure: true
port: "443"
secret_key: X9P5SDGJtmSuUHFCMSLMbdNCMfUABCDEFGH+C5QD
storage path: /datastorage/registry
DISTRIBUTED_STORAGE_DEFAULT_LOCATIONS:[]
DISTRIBUTED_STORAGE_PREFERENCE:
- default

5.2.3. 2 Horizontal Pod Autoscaler

HorizontalPodAutoscalers 274 INZE Clair. Quay #l Mirror pod 1, LUEE M EmEHE AT R,

AN HPA BKARCE N 22, Quay M pod HE¥ Clair MIFHERGEE N 2, XBBTFE&ET
Operator BH/ECi& Quay =k E i B =4 B B IS LAY [A] 8L,

MREEEA AT BB HC M HorizontalPodAutoscaler, RE7 QuayRegistry SEflshfF4H #HE
749 Unmanaged :

apiVersion: quay.redhat.com/v1
kind: QuayRegistry
metadata:

name: example-registry

namespace: quay-enterprise
spec:

components:

- kind: horizontalpodautoscaler
managed: false

5.3. /£ KUBERNETES _tEZRZ&T S0t +

1£ Kubernetes LEBEN, Red Hat Quay f${E NEBHEET secret HRGFHEEER ™. FENE, XHAE0
SRR A P iR L EUEThEE,

EMRIXANR, AIEEE Red Hat Quay /5 5 base64 Fafig ik H7MEl secret fh, L2404 :
1. B9%(FH base64 FIZIEBAZR :

$ cat ca.crt

MIIDIJCCAn6gAwWIBAgIBATANBgkghkiGOWOBAQsFADASMRcwFQYDVQQKDASMQUIu
TEICQO09SRS5TTzEeMBWGA1UEAwwWVQ2VydGimaWNhdGUgQXV0aG9yaXRSMB4XDTE2
MDEXMjA2NTkxMFoXDTM2MDEXMjA2NTkxMFowOTEXMBUGA1UECgwOTEFCLkxJQKNP
UkUuUO08xHjAcBgNVBAMMFUNIcnRpZmljYXRIIEF1dGhveml0e TCCASIwDQYJKoZI

[..]
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$ cat ca.crt | base64 -w 0

[..]
c1psWGpaeGIPQMNEWKJPM]J5d0pDemVnR2QNCnRsbW9JdEF4YnFSAVA3PTOKLSOILS1F
TkQgQOVSVEIGSUNBVEULLSO0tLQo=

2. fE M kubectl TE%i# quay-enterprise-config-secret,

I $ kubectl --namespace quay-enterprise edit secret/quay-enterprise-config-secret

3. WUEHFEM—P&RE, FHERB THUTER base64 HiiSF & :

custom-cert.crt:
c1psWGpaeGIPQMNEWKJPM]J5d0pDemVnR2QNCnRsbW9JdEF4YnFSAVA3PTOKLSOILS1F
TkQgQOVSVEIGSUNBVEULLSOtLQo=

4. &g, [BIKATE Red Hat Quay Pod, f§f kubectl delete flllIB#FT# Red Hat Quay Pod, Red
Hat Quay Deployment 1§ B rIE B HEIRFEE pod.

5.4. {1 OPERATOR Eci& OCI #l HELM

Quay BB EM B E X T E S SEREERF M secret hiRfit, FEFB LMD RAEEDHITUTHS, SRl
E £ 7 quay-config-bundle 9%t secret, HBEEM OCI XFNHEREHN.

quay-config-bundle.yaml

apiVersion: v1
stringData:
config.yaml: |
FEATURE_GENERAL_OCI_SUPPORT: true
FEATURE_HELM_OCI_SUPPORT: true
kind: Secret
metadata:
name: quay-config-bundle
namespace: quay-enterprise
type: Opaque

BF

M Red Hat Quay 3.6 7744, FEATURE_HELM_OCI_SUPPORT E#%H, JFiELGN
Red Hat Quay ir#&hifif&, 7£ Red Hat Quay 3.6 H1, BRiA%zi#F Helm T, H8iEHE
FEATURE_GENERAL_OCI_SUPPORT Etts#h, AP FBEREEHH config.yam! X
Skfa A%,

EE YRR R AE secret, FEABIF quay-enterprise :
I $ oc create -n quay-enterprise -f quay-config-bundle.yaml

15 7€ spec.configBundleSecret PEXf secret :

quay-registry.yamil

I apiVersion: quay.redhat.com/v1
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kind: QuayRegistry
metadata:
name: example-registry
namespace: quay-enterprise
spec:
configBundleSecret: quay-config-bundle

FAEERE N registry :

I $ oc create -n quay-enterprise -f quay-registry.yaml

55. BRNNEE

M Red Hat Quay v3.6.2 71, EalLUEE N ZEAHE SHNEMTTRAFIAMN, Clair #l Quay
PostgreSQL BURFERIERIAK/N D 50Gi, HifE, EAILTEERFERBANAE, "R NEENER
H, HXETEENEERREERERNDEENER T,

HELUFRAIS, Clair #1 Quay PostgreSQL BURFEMEBX/NEHE N 70Gi :

apiVersion: quay.redhat.com/v1
kind: QuayRegistry
metadata:
name: quay-example
namespace: quay-enterprise
spec:
configBundleSecret: config-bundle-secret
components:
- kind: objectstorage
managed: false
- kind: route
managed: true
- kind: tls
managed: false
- kind: clair
managed: true
overrides:
volumeSize: 70Gi
- kind: postgres
managed: true
overrides:
volumeSize: 70Gi
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5 6 E EMARCE AP

YUERBIER 4N em, THTHE. BiE. WHMEBEARCE. config-tool APIiCRKIE
https://github.com/quay/config-tool/blob/master/pkg/lib/editor/APl.md s, EZF/Nih, &7
fgan{al{sE A API £ 3R 2 AiTHc iE LA R Al 56 ik SR A i B AR T B L

6.1. RREIABLE
MEEERZ2OTEETLR, HXEUARE, ELRREIARE. L config B G5IASS -

$ sudo podman run --rm -it --name quay_config \
-p 8080:8080 \
registry.redhat.io/quay/quay-rhel8:v3.6.8 config secret

{HEFARCE APIBY config i siKENERIA(A -
I $ curl -X GET -u quayconfig:secret http:/quay-server:8080/api/v1/config | jq
REMER JSON AMERINERE :

{
"config.yaml": {
"AUTHENTICATION_TYPE": "Database",
"AVATAR_KIND": "local",
"DB_CONNECTION_ARGS": {
"autorollback": true,
"threadlocals": true
b
"DEFAULT_TAG_EXPIRATION": "2w",
"EXTERNAL_TLS_TERMINATION": false,
"FEATURE_ACTION_LOG_ROTATION": false,
"FEATURE_ANONYMOUS_ACCESS": true,
"FEATURE_APP_SPECIFIC_TOKENS": true,

6.2. R YUAIEE
MEEBLEBREHEBET Quay registry, HELARBHUEEEAERT, MEAEEANARE :

$ sudo podman run --rm -it --name quay_config \
-p 8080:8080 \
-v $QUAY/config:/conf/stack:Z \
registry.redhat.io/quay/quay-rhel8:v3.6.8 config secret

{8 API B9 config Hia s K EX Y RIFIECE -
I $ curl -X GET -u quayconfig:secret http:/quay-server:8080/api/v1/config | jq

ROFEZE JSON BANLAACE, SIEBUREM Redis BERUE -
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{

"config.yaml": {

"BROWSER_API_CALLS XHR_ONLY": false,
"BUILDLOGS_REDIS": {
"host": "quay-server",
"password": "strongpassword",
"port": 6379
b
"DATABASE_SECRET_KEY": "4b1c5663-88c6-47ac-b4a8-bb594660f08b",
"DB_CONNECTION_ARGS": {
"autorollback": true,
"threadlocals": true
13
"DB_URI": "postgresql://quayuser:quaypass@quay-server:5432/quay",
"DEFAULT_TAG_EXPIRATION": "2w",

6.3. £ API RiLEL &
1EOT LT H & £ Z config/validate i s SR UEACE :

curl -u quayconfig:secret --header 'Content-Type: application/json' --request POST --data '

{

"config.yaml": {

"BROWSER_API_CALLS XHR_ONLY": false,
"BUILDLOGS_REDIS": {
"host": "quay-server",
"password": "strongpassword",
"port": 6379
13
"DATABASE_SECRET_KEY": "4b1c5663-88c6-47ac-b4a8-bb594660f08b",
"DB_CONNECTION_ARGS": {
"autorollback": true,
"threadlocals™: true
13
"DB_URI": "postgresql:/quayuser:quaypass@quay-server:5432/quay"”,
"DEFAULT_TAG_EXPIRATION": "2w",

}

} http://quay-server:8080/api/v1/config/validate | jq

ERONEZE—TESEEPZINEROHAE. NREERN, NHRDEZEEA (.

6.4. FAE BT EL
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curl -u quayconfig:secret --header 'Content-Type: application/json' --request POST --data '

{

"config.yaml": {

}

} http://quay-server:8080/api/v1/config/validate | jq
BEIMER -8, KRB EFE :

[
{

"FieldGroup'": "Database",
"Tags": [
"DB_URI"
I
"Message": "DB_URI is required."
2

{
"FieldGroup'": "DistributedStorage",

"Tags": [
"DISTRIBUTED _STORAGE_CONFIG"
1

"Message": "DISTRIBUTED_STORAGE_CONFIG must contain at least one storage

location."”

12

{
"FieldGroup'": "HostSettings",

"Tags": [
"SERVER_HOSTNAME"
1
"Message": "SERVER_HOSTNAME is required"
b

{
"FieldGroup'": "HostSettings",

"Tags": [
"SERVER_HOSTNAME"
1

"Message": "SERVER_HOSTNAME must be of type Hosthame"

12

{
"FieldGroup": "Redis",

"Tags": [
"BUILDLOGS_REDIS"
1,
"Message": "BUILDLOGS_REDIS is required"
}
]
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B7EEARETER

7.1. BE X SSL uE# Ul

EETEaAFmEaE U, EFHRABBIEESTR, AFE LENAE RS, BReIIX
H PEM#ERX, BN .crt,

# Custom SSL Certificates

This section lists any custom or self-signed SSL certificates that are installed in the Quay container on startup after being read from the extra_ca_certs directory in the configuration volume.
Custom certificates are typically used in place of publicly signed certificates for corporate-internal services.

Please make sure that all custom names used for downstream services (such as Clair) are listed in the certificates below.

Upload certificates: Select file

Select custom certificate to add to configuration. Must be in PEM format and end extension *.crt’

CERTIFICATE FILENAME STATUS NAMES HANDLED

extra_ca_certs/service-ca.crt @ Certificate is valid openshift-service-serving-signer@1632474198

BE T RS RER EERIEBRNAIR, EFERX SSLIERRE, BfErETIRSp :

# Custom SSL Certificates

This section lists any custom or self-signed SSL certificates that are installed in the Quay container on startup after being read from the extra_ca_certs directory in the configuration volume.
Gustom certificates are typically used in place of publicly signed certificates for corporate-internal services.

Please make sure that all custom names used for downstream services (such as Clair) are listed in the certificates below.

Upload certificates: Select file

Select custom certificate to add to configuration. Must be in PEM format and end extension *.crt"

CERTIFICATE FILENAME STATUS NAMES HANDLED

exira_ca_certs/service-ca.crt © Certificate is valid openshift-service-serving-signer@1632474198 o
extra_ca_certs/my-custom-ssl-cert.crt

© Certificate is valid quay-server.example.com

7.2. EFREE

2 Basic Configuration

Registry Title: Project Quay

MName of registry to be displayed in the Contact Page.

Registry Title Short: Project Quay

Enterprise Logo URL: http://fexample.com/logo.png

Enter the full URL to your company's logo.
Contact Information: & URL - http://some/url

Information to show in the Contact Page. If none specified, CoreOS contact information is displayed.

721LERER
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% Basic Configuration

Registry Title: Project Quay

Mame of registry to be displayed in the Contact Page.

Registry Title Short: Project Quay

Enterprise Logo URL: http:/fexample.com/logo.png
Enter the full URL to your company's logo.

Contactinformatlon: | g )3)  + | hitp:iisomerurt

& E-mail | Contact Page. If none specified, CoreQS contact information is displayed.
® IRC
o/ Telephone
= URL

& Server Configur:

4. 50
7.3. k5525 ECIE
& Server Configuration
Server Hostname: quay-server.example.com

The HTTP host (and optionally the port number if a non-standard HTTP/HTTPS port) of the location where the registry will be accessible on the network.

TLS: None (Not For Production) v

o Running without TLS should not be used for production workloads!

7.3.1. RS R BCE i
& Server Configuration

Server Hostname: quay-server.example.com
The HTTP host (and optionally the port number if a non-standard HTTP/HTTPS port) of the location where the registry will be accessible on the network.
v Red Hat Quay handles TLS

My own load balancer handles TLS (Not Recommended)
Mone {Not For Preduction)

This prevents downgrade attacks and cookie Ihaﬂ, but browsers will reject all future insecure connections on this hostname.
Certificate: /conf/stack/ssl.cert Select a replacement file: | Choose file | No file chosen

The certificate must be in PEM format.

Private key: /conf/stack/ssl.key Select a replacement file: | Choose file | No file chosen

7.3.2. TLSEE
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& Server Configuration

Server Hostname: quay-server.example.com
The HTTP host (and optionally the port number if a non-standard HTTP/HTTPS port) of the location where the registry will be accessible on the network.

TLS: Red Hat Quay handles TLS

v

) Enabling TLS also enables HTTP Strict Transport Security.
This prevents downgrade attacks and cookie theft, but browsers will reject all future insecure connections on this hostname.

Certificate:  /conf/stack/ssl.cert Select a replacement file: | Choose file | No file chosen
The certificate must be in PEM format

Private key: /conf/stack/ssl.key Select a replacement file: | Choose file | No file chosen

7.4. BIBERE

R LUE PostGreSQL #l MySQL 2 [AIFFTEEE -
S Database

Quay uses a database as its primary metadata storage.
MySQL

Database Type: [Rl:-Ci(CH]

Database Server: quay-server.example.com:5432

The server (and optionally, custom port) where the database lives

Username: guayuser

This user must have full access to the database

Password: LITTTTE )

Database Name: quay

SSL Certificate: Choose file | Mo file chosen

Optional SSL certicate (in PEM format) to use to connect to the database

1£ Red Hat Quay 3.6 1, MySQL fll MariaDB #iBFEEF M, #ELUSH Red Hat Quay iR
ARSHERSHXEBIREN T/, MREIFN Red Hat Quay 22, saZIBIUEREA
PostgreSQL.

7.4.1. PostgreSQL B &
WAERERIBIE AR -
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S Database

Quay uses a database as its primary metadata storage.

Database Type:

Database Server:  quay-server.example.com}5432

The server (and optionally, custom port) where the database lives
Username: quayuser

This user must have full access to the database

Password: sernsasn

Database Name: quay

SSL Certificate: Choose file | No file chosen

Optional S5L certicate (in PEM format) to use to connect to the database

XFFEE R postgresql://quayuser:quaypass@quay-server.example.com:5432/quay J¥= i) DB_URI %

MREREEESETRANES, FEAkEERPN " BIREEEESH B,

7.5. BE—HH
& Data Consistency Settings

Relax constraints on consistency guarantees for specific operations to enable higher performance and availability.

O Allow repository pulls even if audit logging fails.

If enabled, failures to write to the audit log will fallback from the database to the standard logger for registry pulls.

7.6. BT [E] 25 EC &
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D Time Machine

Time machine keeps older copies of tags within a repository for the configured period of time, after which they are garbage collected. This allows users to revert tags to
older images in case they accidentally pushed a broken image. It is highly recommended to have time machine enabled, but it does take a bit more space in storage.

Allowed expiration periods: = 0s  Remove
« 1d Remove
« 1w  Remove
« 2w  Remove
+ 4w  Remove

Add

The expiration periods allowed for configuration. The default tag expiration *must*® be in this list.

Default expiration period: 2w

The default tag expiration period for all namespaces (users and organizations). Must be expressed in a duration string form: 38m, 1h,
1d, 2w.

Allow users to select Enable Expiration Configuration

expiration: If enabled, users will be able to select the tag expiration duration for the namespace(s) they administrate, from the configured

list of options.

7.7. REDIS &
& Redis
Aredis key-value store is required for real-time events and build logs.

Redis Hostname: quay-server.example.com

Redis port: 6379

Access to this port and hostname must be allowed from all hosts running the enterprise registry

Redis password: . . .

7.8. FHEEHRREE

& Repository Mirroring

If enabled, scheduled mirroring of repositories from registries will be available.

Enable Repository Mirroring

o A repository mirror service must be running to use this feature. Documentation on setting up and running this service can be found at Running Repository Mirroring Service.

Require HTTPS and verify certificates of Quay registry during mirror.

7.9. REGISTRY FiEHgE

o {KETFHE
o HFitREH
o TFi#BIE

79.1. B RAEEEF
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1. M TFESEIFRE Registry Storage B4,
2. = Enable Storage Replication,
3. ANBANEZEWBUIENEF#ESIE, »IHEGRANRERFESIE,

4. MRBENMAGEREHNDIMAFEHESIE, FHESIFH5IZEREDH T Replicate FI##fi#5]
g, XRHARMARGRERRZEFHEIE, ESUVERRGRZERSEH, HKRHE.

5. Sehkfa, Hiii Save Configuration Changes, Edi& Bif$7E Red Hat Quay FREFH 43,

6. M Georeplications Z N5 /5 A "Replicate tofZifB1%" G, EEEAMAEMIES A
BBIE., EMILX—n=, EBEE oc exec (3 docker/kubectl exec) FIEZRH, HiafT:

# scl enable python27 bash
# python -m util.backfillreplication

XRIER MG RS R — N R,
7.9.2. 1718 E

7.9.2.1. Kh iz (%

& Registry Storage
R@ngU’y images can be stored either |O(}a||)lr or in a remote Storage SySTQm.

o Do not use "Locally mounted directory” Storage Engine for any production configurations. Mounted NFS volumes are not supported. Local storage is meant for
test-only installations.

[ Proxy storage via Quay

[J Enable Storage Replication
documentation

Location ID: default

Storage Engine: Locally mounted directory v

Storage Directory:  /datastorage/registry

7.9.2.2. Amazon S3 &1
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Location ID: default

Storage Engine: Amazon S3

53 Bucket: my-cool-bucket
Storage Directory: /datastorage/registry

AWS Access Key (optional if using IAM): accesskeyhere

AWS Secret Key (optional if using 1AM): secretkeyhere
53 Host: s3.amazonaws.com
53 Port: 443

7.9.2.3. Azure blob #£fi#

Location ID: default

Storage Engine: Azure Blob Storage
Azure Storage Container: container

Storage Directory: /datastorage/reqistry
Azure Account Name: accountnamehere
Azure Account Key: accountkeyhere
Azure SAS Token: sastokenhere

7.9.2.4. Google =1Ffi%
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Location ID: default

Storage Engine: Google Cloud Storage v
Cloud Access Key: accesskeyhere

Cloud Secret Key: secretkeyhere

GCS Bucket: my-cool-bucket

Storage Directory: /datastorage/registry

7.9.2.5. Ceph %/ &M% (RADOS)&F i

Location ID: default

Storage Engine: Ceph Object Gateway (RADOS) v
Rados Server Hostname: my.rados.hostname

Custom Port (optional): 443

Is Secure: [ Require SSL

Access Key: accesskeyhere

See Documentation for more information

Secret Key: secretkeyhere
Bucket Name: my-cool-bucket
Storage Directory: /datastorage/registry

7.9.2.6. OpenStack(Swift)F % &
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Location 1D:

Storage Engine:

Swift Auth Version:

Swift Auth URL:

Swift Container Name:

Storage Path:

Username:;

Key/Password:

CA Cert Filename:

Temp URL Key (optional):

0S Options:

default

OpenStack Storage (Swift) v

http://swiftdomain/auth/v1.0

mycontainer

The swift container for all objects. Must already exist inside Swift.

/datastorage/reqgistry

accesskeyhere

Mote: For Swift V1, this is "username:password” (-U on the CLI).

secretkeyhere

Mote: For Swift V1, this is the APl token (-K on the CLI).

conf/stack/swift.cert

If enabled, will allow for faster pulls directly from Swift.

See Documentation for more information

Add Key-Value: | v

Value

Add Entry

7.9.2.7. CloudFront + Amazon S3 4 id &
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Location ID:

Storage Engine:

53 Bucket:

Storage Directory:

AWS Access Key (optional if using IAM):

AWS Secret Key (optional if using I1AM):
53 Host:

S3 Port:

CloudFront Distribution Domain Name:
CloudFront Key ID:

CloudFront Private Key:

7.10. & {FHEERE

7101 BEBEEHEE

default

CloudFront + Amazon S3

my-cool-bucket

/datastorage/registry

accesskeyhere

secretkeyhere

s3.amazonaws.com

443

somesubdomain.cloudfront.net

APKATHISISAKEYID

Please select a file to upload as default-cloudfront-signing-key.pem:

71001 BURFIREBEEE

B Action Log Storage Configuration

Action logs can be stored in the database or Elasticsearch. In the latter case, the actions logs can (optionally) be sent to a data stream first.

Logs storage: Database v

7.10.1.2. Elasticsearch 2 {EA &z (%

B7EFAKETR

Choose file | No file chosen
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® Action Log Storage Configuration

Action logs can be stored in the database or Elasticsearch. In the latter case, the actions logs can (optionally) be sent to a data stream first.

Logs storage: Elasticsearch

Elasticsearch config

Elasticsearch hostname:

Elasticsearch port:

Elasticsearch access Key:

Elasticsearch secret key:

AWS region:

Index prefix:

Logs Producer:

The Elasticsearch server hostname

8200

Access to this port and hostname must be allowed from all hosts running the enterprise registry

The Elasticsearch access key

The Elasticsearch secret key

The AWS region (optional)

logentry_

Elasticsearch v

7.10.2. B EA BRI

& Action Log Rotation and Archiving

All actions performed in Quay are automatically logged. These logs are stored in a database table, which can become quite large. Enabling log rotation and archiving will move all logs older than 30 days into storage.

Enable Action Log Rotation

Storage location:

The storage location in which to place archived action logs. Logs will only be archived to this single location.

Storage path: Path under storage to place archived logs

The path under the configured storage engine in which to place the archived logs in JSON form.

Log Rotation Threshold:

The number of days after which to archive action logs to storage. Must be expressed in a duration string form: 36m, 1h, 1d, 2w.

Note: The rotation threshold should be considered a balancing act between user history and size of database.

Larger time windows will result in more logs, but give users more history to view. Anything less than 2w is not recommended.

B Action Log Rotation and Archiving

All actions performed in Quay are automatically logged. These logs are stored in a database table, which can become quite large. Enabling log rotation and archiving will move all logs older than 30 days into storage.

Enable Action Log Rotation

Storage location:

default

7N Z2HmEFERE
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¥ Security Scanner

If enabled, all images pushed to Quay will be scanned via the external security scanning service, with vulnerability information available in the Ul and API, as well as async notification support.

Enable Security Scanning

o A scanner compliant with the Quay Security Scanning API must be running to use this feature. Documentation on running Clair can be found at Running Clair Security Scanner.

Security Scanner Endpoint: Security Scanner AP endpoint (Example: http://myhost)

The HTTP URL at which the security scanner is running.

Security Scanner PSK: Base64 Encoded PSK Generate PSK

Clair Pre-Shared Key. Make sure to include this value in your Clair config.

7.12. N FAF2% REGISTRY 2 &

1 Application Registry
If enabled, an additional registry APl will be available for managing applications (Kubernetes manifests, Helm charts) via the App Registry specification. A great place to get started is to install the Helm Registry Plugin.

Enable App Registry

7.13. L FHM4ECE

& E-mail

Valid e-mail server configuration is required for notification e-mails and the ability of users to reset their passwords.
Enable E-mails

SMTP Server: SMTP server for sending e-mail
SMTP Server Port: 587
TLS: [J Require TLS

Mail Sender: support@quay.io

E-mail address from which all e-mails are sent. If not specified, support@guay.io will be used.
Authentication: Requires Authentication

Username: Usemame for authentication

Password: Password for authentication

7.14. NERLG IR &
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2 Internal Authentication

Authentication for the registry can be handled by either the registry itself, LDAP, Keystone, or external JWT endpoint.

Additional external authentication providers (such as GitHub) can be used in addition for login into the UL

Authentication: Local Database N

282 |nternal Authentication

Authentication for the registry can be handled by either the registry itself, LDAP, Keystone, or external JWT endpaint.

Additional external authentication providers (such as GitHub) can be used in addition for login into the UL

Authentication:

+ Local Database |
LDAP
Keystone (OpenStack Identity)

JWT Custom Authentication
External Application Token

7.14.1. LDAP

‘Authentication: LDAP -

Taam synchronization: ) Enable Team Synchronization Support

f anabled, organization administrators who are also superusers can sat teams to have their membership synchronized with a backing group in LDAR

LDAP URI: Idap:ilocalhost
The full LDAP URI, including the ldap:/ or Idaps:i prefix.
Base DN:

ADistinguished Name path which forms the base path for looking up all LDAP records.

Example: do=my,dc=domain,de=com
User Relative DN:

ADistinguished Name path which forms the base path for locking up all user LDAP records, relative to the Base DN defined above

Example: ou=employees
Secondary User Relative DNs:
Add

Alistof Distinguished Name path{s) which forms the secondary base path(s) for loking up all user LDAP records, relative to the Base DN defined above. These path(s) will be tried If the user is not found via the primary relative DN

Example: [ou=employees]

‘Additional User Filter Expression:
A NOTE: This query is added unescaped to user lookups, so be VERY careful with the query you specify.

someOtherFisld=someOtharValus

f specified, the additional filter used for all user lookup queries. Note that all Distingulshed Names used in the filter must be full paths; the base_dn Is not added automatically here. Must be wrapped In parens.
Example: (someOtherFisld=someOthervalue)

Example: (memberOf=some.full path.to_a group)

Example: {|(someFirsiField=someValue){someGtherFisld=somaOthervalue))

Example: (&(someFirstField=someValue j(someOtherFiald=someOtharvalue))
‘Administrator DN:

The Distinguished Name for the Administrator account. This account must be able to login and view the records for all user accounts.

Example: uid=admin,ou=employses,de=my,de=domain,de=com

Administrator DN Password:
A Note: This will be stored in plaintext inside the config.yam|, so setting up a dedicated account or using a password hash s highly recommended.

The password for the Administrator DN,
UID Attribute: uid
The name of the property fleld in your LDAP user records that stores your users' usemama. Typically "uld".

Mail Attribute: mail

The name of the property fleld in your LDAP user records that stores your users' e-mall address(es). Typically *mail®

7.14.2. Keystone (OpenStack &17)
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28 Internal Authentication

Authentication for the registry can be handled by either the registry itself, LDAP, Keystone, or external JWT endpaint.
Additional external authentication providers (such as GitHub) can be used in addition for login into the Ul.

A Itis highly recommended to require encrypted client passwords. External passwords used in the Docker client will be stored in plaintext! Enable this requirement now.

Authentication: Keystone (OpenStack Identity) v

Team synchronization: J Enable Team Synchronization Support

If enabled, organization administrators who are also superusers can set teams to have their membership synchronized with a backing group in Keystone.

Keystone APl Version:
Keystone Authentication URL:
The URL (starting with http or https) of the Keystone Server endpoint for auth.
Keystone Administrator Username:
The username for the Keystone admin.
Keystone Administrator Password:
The password for the Keystone admin.
Keystone Administrator Tenant:

The tenant (project/group) that contains the administrator user.

7.14.3. JWT BE XL BRIk

Authentication: | 7 cugtom Authentication

o JSON Web Token authentication allows your organization to provide an HTTP endpoint that verifies user credentials on behalf of Quay .
Documentation on the API required can be found here: https://github. Jcoreos/jwt-auth ple.

Authentication Issuer:
The id of the issuer signing the JWT token. Must be unique to your organization.

Public Key: Please select a file to upload as jwt-authn.cert: No file chosen
A certificate containing the public key portion of the key pair used to sign the JSON Web Tokens. This file must be in PEM format.

User Verification Endpoint:

The URL (starting with hitp or https) on the JWT authentication server for verifying username and password credentials.

Credentials will be sent in the Authorization header as Basic Auth, and this endpoint should return 28@ 0K on success (ora 4## otherwise).
User Query Endpoint:

The URL (starting with hitp or htips) on the JWT authentication server for looking up users based on a prefix guery. This is optional.
The prefix query will be sent as a query parameter with name query .

User Lookup Endpoint:

The URL (starting with http or https) on the JWT authentication server for looking up a user by username or email address.
The username or email address will be sent as a query parameter with name username .

7.14.4. AE N AR SR
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282 |nternal Authentication

Authentication for the registry can be handled by either the registry itself, LDAF, Keystone, or external JWT endpoint.

Additional external authentication providers (such as GitHub) can be used in addition for legin into the UL

Authsntication: External Application Token w

7.15. AEREGUE(OAUTH) EC B

7.15.1. GitHub (&) B335k
B8 External Authorization (OAuth)

) GitHub (Enterprise) Authentication

If enabled, users can use GitHub or GitHub Enterprise to authenticate to the registry.
Note: A registered GitHub (Enterprise) OAuth application is required. View instructions on how to Create an OAuth Application in GitHub

Enable GitHub Authentication
GitHub.com
GitHub: + GitHub Enterprise

GitHub Endpoint: https:/imy.githubserver

The GitHub Enterprise endpoint. Must start with http:// or hitps:/f.

OAuth Client ID:
OAuth Client Secret:

Organization Filtering: [ Restrict By Organization Membership

If enabled, only members of specified GitHub Enterprise organizations will be allowed to login via GitHub Enterprise.

7.15.2. Google Bp5aiE
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B External Authorization (OAuth)

€) GitHub (Enterprise) Authentication

If enabled, users can use GitHub or GitHub Enterprise to authenticate to the registry.
Note: A registered GitHub (Enterprise} OAuth application is required. View instructions on how to Create an OAuth Application in GitHub

[ Enable GitHub Authentication

G Google Authentication

If enabled, users can use Google to authenticate to the registry.
Note: A registered Google OAuth application is required. Visit the Google Developer Console to register an application.

Enable Google Authentication

QAuth Client ID:

OAuth Client Secret:

7.16. VilAl i B E

O Access Settings
Warious settings around access and authentication to the registry.

Basic Credentials Login to User Interface via credentials
Login:
If enabled, users will be able to login to the user interface via their username and password credentials.

If disabled, users will only be able to login to the user interface via one of the configured External Authentication providers.

External Application Allow external application tokens
tokens
If enabled, users will be able to generate external application tokens for use on the Docker and rkt CLI. Note that these tokens will not be required unless "App

Token" is chosen as the Internal Authentication method above.

External application
token expiration
The expiration time for user generated external application tokens. If none, tokens will never expire.

Anonymous Access: Enable Anonymous Access

If enabled, public repositories and search can be accessed by anyone that can reach the registry, even if they are not authenticated. Disable to only allow
authenticated users to view and pull "public” resources.

User Creation: Enable Non-Superuser User Creation

If enabled, user accounts can be created by anyone (unless restricted below to invited users). Users can always be created in the users panel in this superuser tool,
even if this feature is disabled. If disabled, users can ONLY be created in the superuser tool or via team sync.

Invite-only User [J Enable Invite-only User Creation
Creation:
If enabled, user accounts can only be created when a user has been invited, by e-mail address, to join a team. Users can always be created in the users panel in this

superuser tool, even if this feature is enabled.

Encrypted Client O Require Encrypted Client Passwords
Password:
If enabled, users will not be able to login from the Docker command line with a nan-encrypted password and must generate an encrypted password to use.

This feature is highly recommended for setups with external authentication, as Docker currently stores passwords in plaintext on user's machines.

Prefix username Allow prefix username autocompletion
autocompletion:
If disabled, autocompletion for users will only match on exact usernames.

Team U Require Team Invitati

If enabled, when adding a new user to a team, they will receive an invitation to join the team, with the option to decline. Otherwise, users will be immediately part of a
feam when added by a team administrator.

Super Users: = guayadmin  Remove
Add

Users included in this list will be given elevated access fo Quay.

7.17. DOCKERFILE f9& % #F
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¥= Dockerfile Build Support

If enabled, users can submit Dockerfile's to be built and pushed by Quay .

Enable Dockerfile Build

Note: Build workers are required for this feature. See Adding Build Workers for instructions on how to setup build workers.

() GitHub (Enterprise) Build Triggers

If enabled, users can setup GitHub or GitHub Enterprise triggers to invoke Registry builds.
Note: A registered GitHub (Enterprise) OAuth application (separate from GitHub Authentication) is required. View instructions on how to Create an OAuth Application in GitHub

[ Enable GitHub Triggers

W BitBucket Build Triggers

If enabled, users can setup BitBucket triggers to invoke Registry builds.
Note: A registered BitBucket OAuth application is required.

[ Enable BitBucket Triggers

4 GitLab Build Triggers

If enabled, users can setup GilLab triggers to invoke Registry builds.
Note: A registered GitLab OAuth application is required. Visit the GitLab applications admin panel to create a new application.

The callback URL to use is: https://quay-server.example.com/oauth2/gitlab/callback/trigger

O Enable GitLab Triggers

7.17.1. GitHub ({)\)) #iEf % 25

©) GitHub (Enterprise) Build Triggers

If enabled, users can setup GitHub or GitHub Enterprise triggers to invoke Registry builds.
Note: A registered GitHub (Enterprise) OAuth application (separate from GitHub Authentication) is required. View instructions on how to Create an OAuth Application in GitHub

Enable GitHub Triggers

GitHub: GitHub Enterprise hd
GitHub Endpoint: hitps:/fmy.githubserver
The GitHub Enterprise endpoint. Must start with hitp:// or https://.

OAuth Client ID:

OAuth Client Secret:

7.17.2. Bitbucket f 2 fh 4 25
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W BitBucket Build Triggers
If enabled, users can setup BitBucket triggers to invoke Registry builds.
Note: A registered BilBucket OAuth application is required.

Enable BitBucket Triggers

OAuth Consumer Key:

OAuth Consumer Secret:

7.17.3. GitLab 2 % 25

{¢ GitLab Build Triggers

If enabled, users can setup GitLab triggers to invoke Registry builds.
MNote: A registered GitLab OAuth application is required. Visit the GitLab applications admin panel to create a new application.

The callback URL to use is: https://quay-server.example.com/oauth2/gitlab/callback/trigger
Enable GitLab Triggers

GitLab: GitLab CE/EE hd

GitLab Endpoint: https:/imy.gitlabserver

The GitLab Enterprise endpoint. Must start with http/ or https:/.

Application Id:

Secret:
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