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Red Hat Quay B — M B 28 registry, A Red Hat Quay BN EMEBRHIER, ARNEEEN D
A A ITERE,

Red Hat Quay Operator 124 T £ OpenShift 2% F EBEFIEIE Red Hat Quay BITE H 5 E,

M Red Hat Quay 3.4.0 748, Operator B2 EE, LUFEREBEFIAL, HZHFELE 2 RigE,
Lt, #8Y Operator BEZFHEMH, HEERN., 58I Operator IRAMEXMEEZXHIITF :

QuayEcosystem B7E YR E# QuayRegistry BE LIRS

RMINRRIETNE RS FH Quay Ik, EFEEXRHMAEREKRNIRR (BiEE &7 X
REME) , HEFRER (KEASTERTA)

Quay FCERM T — Do KBYEIEE, #t Quay MAMBEETEHS, LUl —Hit

HI1E, TTLAEFA ObjectBucketClaim Kubernetes AP EIENI R #Z % (Red Hat OpenShift Data
Foundation A i F1E OpenShift LR AL API B9S2 FFA9SLIR)

BE LERE Pod B FMIAMF X R BRHE
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% 12 RED HAT QUAY OPERATOR 1T

A T 7E OpenShift F{#F Red Hat Quay Operator Bt &, EE. FHEFFHAY Red Hat Quay 9%

o 2% Red Hat Quay Operator

o MEXREMHE, ATURZENIRE

o MEHMEZEHH (NRFE) , SEHIEZE. Redis. BH. TLSF,
e f{#F Operator 7£ OpenShift L& Red Hat Quay registry

o {FFH Operator XIS INEE

o @I F Operator EF2 registry

1.1. QUAYREGISTRY API

Quay Operator }24t QuayRegistry B & L %R API, LUFBAMEEERHH Quay B33 registry, f&
F OpenShift Ul sea 1T TES API R H,

o {I# QuayRegistry 94 53 Operator SBE BB EEEEFIZ1T Quay FTEMFIE L E TR,
o /% QuayRegistry 5§ Operator MMABRFH O/ AR/ RN K, ULERAMERLE,
o [likR QuayRegistry 5 5 XA 2 BRI BN FTIREIZEU, Quay B2 registry ARB I A,

QuayRegistry API JEEHH, LITFJLT LR 7iXEFER,

1.2. QUAY OPERATOR 4H{4

Quay B— il KRR ER registry &, RLLEZMKIT, ©IIS2FBHIBE. S REME. Redis &,
Quay Operator BIEN Quay FIE L ERE R E X Kubernetes BRI, X LRI N 274, F&@iT
QuayRegistry AP| ECi&E,

1£ QuayRegistry B E X ¥R+, spec.components FERFRBEH G, FNMHESEHNFER © kind - 22
#8475, managed - #/RME (BRAHEREHZH Operator £03) ., FIMERT (EREFE)
FREAGESE AR BIHER, LURGA I -

spec:
components:
- managed: true
kind: clair
- managed: true
kind: postgres
- managed: true
kind: objectstorage
- managed: true
kind: redis
- managed: true
kind: horizontalpodautoscaler
- managed: true
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kind: route

- managed: true
kind: mirror

- managed: true
kind: monitoring

- managed: true
kind: tls

1.3. ERZEHNG

BR3F QuayRegistry BE L FRIEEH M, B Operator LA TS EHEFERAKINE :
® Postgres : E1Ffi# registry JTLEE, HEMA Software CollectionsH ) Postgres 10 iR A
® Redis : # Quay MESR A — LRI EEKICE

® objectstorage : A FFEHEIR/Z blob, {8 Noobaa/RHOCS 12{##) ObjectBucketClaim
Kubernetes API

e Clair : {REHEGFRREEITHE

® HorizontalPodAutoscaler : #R#E memory/cpu B E % Quay pod HIEE
e mirror : ECEFEETE worker (XRFRNEFMZETIR)

® Route : MAER OpenShift #2#£18M Quay registry BIAERA O =

® monitoring : IHBEE1E Grafana (LERMR. X EANIEIRBIUT A LA RGBT UAEEER Quay
Pod

e TLS: fgi& Red Hat Quay Bk OpenShift 2 &4 TLS
Operator 3402 Red Hat Quay S EHHMEMNEENRETE, 1R Quay Operator X IMEHE
W17 TR, ERILLH Operator 12t IEZE HR (overrides)® Operator, HILATER 4 P,
1.4. [FIE 525 20 44 B F i
MREEIAEREM, 0 Postgres. Redis X REM, NEEE % Quay BB 4 & (config.yaml) &
BEE©(], AS7E QuayRegistry F5| RIS (5 Kubernetes Secret) , B R RITLHGZIES
R,
==
Quay BB w2t T B F OIS NINEE BRI E, FEILEH Kubernetes Secret #
012, HHRRTZUIER, Y@ JEEMmEER Quay BEBEF A %XE Operator 5,
B# Quay SPERKIFTEE.
1.5. Bo &4 & SECRET

spec.configBundle Secret FEXZE*%/5 QuayRegistry 1H[E 8 %p 4 22 5] 1 #) metadata.name FEXHI5|
F. It Secret %/iEE config.yaml i#/{EX], It config.yaml X2 — Quay config YAML X4, Itk
FEEALH, MNRKIRM, NRH Operator BEhEFR., MNRREMY, ERRLUESEAZEHHNE
FEEHNEARRBEFE, UEKRRAH L Secret, REEHE Quay NA Pod #,
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1.6. OPENSHIFT _t B RED HAT QUAY BY5c R &4

£ OpenShift £ FF1AERE Red Hat Quay Operator 2 8, iHZELUTEI :

1.6.1. OpenShift £ &%

IMEBE—MEUIK MBI EEHE EEBE Red Hat Quay Operator By OpenShift 4.5 B SRABEEE D, %
i R SR BT E R OB dp & 22 1A

1.6.2. FHRERK

B Red Hat Quay N 2R pod #BEB LA T HIREXK :
® 38GiRE
e 2000 Z#1 CPU.

Red Hat Quay Operator 1R © EEM Red Hat Quay E3BZE D QI — MY AEF pod, MRIER
OpenShift &8 A R WHITTE FIRRH BIXLE K,

1.6.3. Object Storage

ZIAER T, RedHat Quay Operator {& f§ ObjectBucketClaim Kubernetes AP| EB & X R1F(E, SHFE
Itk AP ¥ Operator S EH N LI B, Red Hat OpenShift Data Foundation i@i1 & NooBaa 21
IR API, TELLRBIREERE,

Red Hat Quay Al AF BB E N # A L TR 2 M = F %0

® Amazon S3 (iEZ 7 S3 IAM Bucket Policy ) LAT 248 %7 Red Hat Quay BLi& S3 7Zfitt@ RISy
IR,

® Azure Blob Storage

® Google Cloud Storage
e Ceph A &RMX(RADOS)
® OpenStack Swift

® CloudFront + S3
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% 23 M OPERATORHUB %22 QUAY OPERATOF

2 2 & M OPERATORHUB %% QUAY OPERATOR

1. {5/ OpenShift & Select Operators » OperatorHub, #AF1%# Red Hat Quay Operator,
MRELZA, 1HHEMEA Red Hat Certified Operator MR 24t K iR A,

OperatorHub

Discover Gperators from the Kubernetes community and Red Hat parters,
‘appearin the Developer Cataloq providing a self-service experience

| titems

Al ltems

Application Runtime qua

Quay Bridge Operator
Monitor provided by Ried Hat

Netwarking

Enhance OCP using Red Hat

Openshift Optional Quay container registry

<0

Quay Container Security
provided by fed Hat

Identify image

through Red Hat pl You caninstall Oper clusters to your developers..  the Operator capabllities will

Bitems

®

Red Hat Quay
provided by fed Hat

of Red

Kubernates pods

Hat Quay on Kubemetes.

Security
Storage

Streaming & Messaging

Installstate
O Installed (0)

[0 NotInstalled (3)

2. RETIEMR T REfFREH

Red Hat Quay x

3.6.0 provided by Red Hat

Install

Latest version
360

Capability level

@ Basic Install

é Seamless Upgrades
é Full Lifecyele

Cl) Deep Insights

(Ij Aute Pilot

Provider type

Brew Testing Operator
Catalog

Provider
Red Hat

Infrastructure features

disconnected

Repaository
https.fgithub.comfquay’y
uay-operator

Container image

registry.redhat.io/guay/qu
ay-operator-
rhel8@sha2s6:ed40bd0E4
750afaf49616c05d101eb5
O6ddeed 427311 4a12d135
el48b9f2al9

Created at
& Sep 22, 1009 pm

Support
N/A

The Red Hat QGuay Cperator deploys and manages a production-ready Red Hat Quay private container
registry. This aperator provides an opinionated installation and configuration of Red Hat Quay. All
components required, including Clair, database, and storage, are provided in an operator-managed fashion.
Each component may optionally be self-managed.

Operator Features

» Autornated installation of Red Hat Quay

» Provisions instance of Redis

+ Provisions PostgreSGL to support both Quay and Clair

» Installation of Clair for container scanning and integration with Quay

» Provisions and configures RHOCS for supported registry object storage
» Enables and configures Quay's registry mirroring feature

Prerequisites

By default, the Red Hat Quay operator expects RHOCS to be installed on the cluster to provide the
ObjectBucketClaim AP for object storage. For instructions installing and configuring the RHOCS Operator,
see the "Enabling OpenShift Container Storage” in the official documentation.

Simplified Deployment
The following example provisions a fully operator-managed deployment of Red Hat Guay, including all

services necessary for production:

apiVersion: quay.redhat.com/vl
kind: QuayRegistry
metadata:

name: my-registry

Documentation

See the official documentation for more complex deployment scenarios and information.
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3. #iF¥ Install, LEAf=HI Operator R&L 1 H,
OperatarHub 3 Operator Installation

Install Operator

Install your Operater by subscribing to one of the update channels to keep the Operator up to date. The strategy determines either manual or automatic updates.

Update channel * Red Hat Quay

O quay-v3.3 provided by Red Hat
O quay-v3a Provided APls

) quay-v3.5

@ stable-3.6 GB Quay Registry

Represents a full Quay registry
Installation mode * installation.

@ All namespaces on the cluster {default)
Operator will be available in all Namespaces.
O A specific namespace on the cluster
Operator will be available in a single Namespace only.

Installed Namespace *

GD openshift-operators -

Approval strategy *
® Automatic

) Manual

Install Cancel

4. LAUFEFRTARBEE LR :

o BMHIGE : LEEMIGE, B, NEFhRALE stable-3.6,

o LREER : MREFE Operator FENEKESEHE AR A, 1H14L#E All namespaces on the
cluster, MMRRABE— R ZEARERE, 15155 A specific namespace on the cluster.
BiIBwide BR%: Operator &8, MR EFHL—ZZEHE, MBIATTEMERGEAG,

e Approval Strategy : EFMEBSIRF IR, BB IEHEKE,

5. 1%EF¥ Install,

6. 5@MT[EI/E, &1E Installed Operators TLE A B EIKINZR L Operator,
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Operator I LAFE OpenShift EEREREEFTA Red Hat Quay A, XBRINEE. H4, ELTLUE
AEEE—IHENAM, EEPFENEGHITES RG], AFLL Operator EIRFRIAM

B IEZEHGMIIRAEER T
1. EAE LI E I config.yaml EE & T4

2. [FEABESXEOIEE Secret

I $ oc create secret generic --from-file config.yaml=./config.yaml config-bundle-secret

3. fE QuayRegistry YAML X4 quayregistry.yaml, FriRIEZEHA LRSI BATOIER Secret,
o -

quayregistry.yaml

apiVersion: quay.redhat.com/v1
kind: QuayRegistry
metadata:
name: example-registry
namespace: quay-enterprise
spec:
configBundleSecret: config-bundle-secret
components:
- kind: objectstorage
managed: false

4. {#FH YAML XHHERZE registry :

I oc create -f quayregistry.yaml

3.1. Filfizi& QUAY LLEEIR B 5
Quay EEZN X HEEMNEE LRI, XL R UESBFIXE, URAEhEESHARERXEN

3.1.1. fRF API BB E—1A

Y$ERE %77 FEATURE_USER_INITIALIZE %8 true, LUE/EFILUER API fapi/vi/user/initialize 3
DERE—NRS, AP BATBESRRIE, X5BEEIAASH OAuth K FIEHE OAuth S8
i HAth registry API AR AR,

BE Quay /T, AILMER APISROIEM -, #I90 quayadmin, RELEHUEZEMAS, MEEZE
R, B ER APIIRE— TR HS

3.1.2. BEREH API 157

JSECE %7 BROWSER_API_CALLS_XHR_ONLY i%&7) false, LAF¥FE#LI4IA Quay registry AP,

3.1.3. NINEBL

1
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ARAMEBERITEVEZRF, BUUAERMBRE-—TRAAR—TERERENRNEEN, £
SUPER_USER ECEN R, AILURRIECELLXE.

3.1.4. BRI A a3

BE THEB /R, A LRG0 A BB A HMeE D, & FEATURE_USER_CREATION %
B} false LARR I - 018

315 #EFEHNBAERE
BB EE LY L ER config.yaml AL & S5 :

config.yaml

FEATURE_USER_INITIALIZE: true
BROWSER_API_CALLS_XHR_ONLY: false
SUPER_USERS:

- quayadmin
FEATURE_USER_CREATION: false

3.1.6. EA#IRECE SR E Operator
1. EARE G OIEE Secret

I $ oc create secret generic --from-file config.yaml=./config.yaml init-config-bundle-secret

2. BE QuayRegistry YAML X1 quayregistry.yaml, FriRIEZEHMA LRSI AATOIER Secret,
o -

quayregistry.yaml

apiVersion: quay.redhat.com/v1
kind: QuayRegistry
metadata:
name: example-registry
namespace: quay-enterprise
spec:
configBundleSecret: init-config-bundle-secret

3. ERE registry :
I $ oc create -f quayregistry.yaml
4. {8 API 0% —1HF quayadmin
3.2. REN REFM

1E% % Red Hat Quay 2R, BEZBRENREM, TREERVF Operator EBFHALZRBITEEREE.

INRIEHE Operator BTN, FSHZTERMEBY, LT HEEX REMNEE NooBaa/ RHOCS
Operator {5 R,

12
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INSRITE R R RE AR R, IETEERE Operator ¥ objectstorage X B HIEZERE., ES I LL
TEa, IEZEEFME, LKA XEBIAEEINFEAER,

321LEZEEE

ATRET —LEHREFHNEETH, UHE AXXENREHNTEIERE, 1§54 Red Hat Quay
B,

3.2.1.1. AWS S3 7

DISTRIBUTED_STORAGE_CONFIG:
s3Storage:
- S8Storage
- host: s3.us-east-2.amazonaws.com
s3_access_key: ABCDEFGHIJKLMN
s3_secret_key: OL3ABCDEFGHIJKLMN
s3_bucket: quay_bucket
storage_path: /datastorage/registry
DISTRIBUTED_STORAGE_DEFAULT_LOCATIONS: []
DISTRIBUTED_STORAGE_PREFERENCE:
- s3Storage

3.2.1.2. Google =fFfi#

DISTRIBUTED_STORAGE_CONFIG:
googleCloudStorage:
- GoogleCloudStorage
- access_key: GOOGQIMFB3ABCDEFGHIJKLMN
bucket_name: quay-bucket
secret_key: FnDAYe2HeuAKfvZCAGyOioNaaRABCDEFGHIJKLMN
storage_path: /datastorage/registry
DISTRIBUTED_STORAGE_DEFAULT_LOCATIONS: []
DISTRIBUTED_STORAGE_PREFERENCE:
- googleCloudStorage

3.2.1.3. Azure &

DISTRIBUTED_STORAGE_CONFIG:
azureStorage:
- AzureStorage
- azure_account_name: azure_account_name_here
azure_account_key: azure_account_key here
azure_container: azure_container_here
sas_token: some/path/
storage_path: /datastorage/registry
DISTRIBUTED_STORAGE_DEFAULT_LOCATIONS: []
DISTRIBUTED_STORAGE_PREFERENCE:
- azureStorage

3.2.1.4. NooBaa IEZERF %

1. 1E Storage - Object Bucket Claims BJ#2 il & A ] — 4 NooBaa Object Bucket Claim,

13
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2. T:3& Object Bucket Claim Data BJi¥1E, S1& Access Key, Bucket Name. Endpoint(hostname)
#0 Secret Key,

3. f#F Object Bucket Claim 5 2 1|32 config.yaml fgi& S {4 :

DISTRIBUTED_STORAGE_CONFIG:
default:
- RHOCSStorage
- access_key: WmrXtSGk8B3nABCDEFGH
bucket_name: my-noobaa-bucket-claim-8b844191-dc6c-444e-9ead-87ecelabedef
hostname: s3.openshift-storage.svc.cluster.local
is_secure: true
port: "443"
secret_key: X9P5SDGJItMSUHFCMSLMbdNCMfUABCDEFGH+C5QD
storage_path: /datastorage/registry
DISTRIBUTED_STORAGE_DEFAULT_LOCATIONS: []
DISTRIBUTED_STORAGE_PREFERENCE:
- default

3.22. REEFME

INRIZFHE Operator 7 Quay BEIEEXTRIFME, EHEHFERETET ObjectBucketClaim API 2% &
6%, M Red Hat OpenShift Data Foundation(ODF)Operator, &N FFH95EI

o A Kubernetes PersistentVolume %% £ # Multi-Cloud Object Gateway B3I 5Ll
o AAH
o GIETE Quay 1T H A
o AT/EHMITIY ODF

o EEEMEY BXRIRSH Ceph HEEZE ODF
o mHAMK
oy ODF FEHHRiT %

EE IR BRI, HRETELUTHRSE, BX ODF WEFEE, H5E BH X,

Operator {8/ 50 GiB BN BN REMER#EE M, HMFRRIEKRFHE Red Hat Quay
ZEPWTAEWHE, BIESERTENAL, EHE L RHOCS BX/NEIIRER
n Operator £038, MNFETMELIFAMER, HSHHNBZIEFHEKRNEBD.

3.2.2.1. X F BT RMRK

YE% Red Hat Quay T HHI—E8 4>, A BMER Red Hat OpenShift Data Foundation Operator By
Multi-Cloud Object Gateway (MCG)ZE#4 (LARIFF/ OpenShift Container Storage Operator) o LM%
AHERIFIENETF Kubernetes PersistentVolumefI F 7 O 124 S3 AN REMED. HAXK
{YBRF 3 Operator EIEH) Quay EBE, MUKk MCG SEFBIFBEIIAL, 0 TR,

HTF Red Hat Quay AR 4 REFME, ELR - aTLUER XS Kubernetes PersistentVolume %%

BfEA, MIRHSTENEE, PersistentVolume EIEEHIIM XL L, EAHNREENEEELHE,
# B X FEEFHRE StorageClass.
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T PersistentVolume HM T, XAZ#AYT R, BETHANERAR, HFARENK Red Hat OpenShift
Data Foundatlon(ODF)%dlﬁr']TILE'T_’W%S'F~ e ,\ﬁﬂ?éﬁﬁ$ S IET_J_ﬁo MRZITMRH pod AE
FAE., BEHFRITXAENmATH, NSSBUEEMN Quay SEBIER &

3.2.2.1.1. BRI GRS

FE 2% ODF (LARI#RH OpenShift Container Storage) Operator HECE RN EFI L =M KRS, 15IREE
LAUTF SRR -

1. $TFF OpenShift & F %5 Operators » OperatorHub, fA/F1%FE OpenShift Data
Foundation Operator,

2. ¥ Install, EZFAEEIAET, REHERIEE Install,

3. E—2%A, Operator FREFH 0B M2\ openshift-storage. ¥ Status FUFRiC N
Succeeded i, ERILUAINEE K.

When the installation of the ODF Operator is complete, you are prompted to create a storage
system. Do not follow this instruction. Instead, create NooBaa object storage as outlined the
following steps.

4. B3 NooBaa XM RF M. HLLTF YAML {R7FEI4 7 noobaa.yaml BT {4,

apiVersion: noobaa.io/vialpha1
kind: NooBaa
metadata:
name: noobaa
namespace: openshift-storage
spec:
dbResources:
requests:
cpu:'0.1'
memory: 1Gi
dbType: postgres
coreResources:
requests:
cpu:'0.1'
memory: 1Gi

X0 2 RMK B — S FIERE,
5. FRUTHSNAERE

$ oc create -n openshift-storage -f noobaa.yami
noobaa.noobaa.io/noobaa created

6. LOHRE, EBRIZEEE MCG LAIEERES (PASE JFi%E» Ready)

$ oc get -n openshift-storage noobaas noobaa -w

NAME MGMT-ENDPOINTS S3-ENDPOINTS IMAGE

PHASE AGE

noobaa [https://10.0.32.3:30318] [https://10.0.32.3:31958] registry.redhat.io/ocs4/mcg-
core-

rhel8@sha256:56624aa7dd4cal78c1887343c7445a9425a841600b1309f6deace37ce6b8678d
Ready 3d18h
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7. TR, WRXEBEER&FHE. ST YAML % £14 7 noobaa-pv-backing-store.yaml £ XX
{¢O

noobaa-pv-backing-store.yaml

apiVersion: noobaa.io/vialphai
kind: BackingStore
metadata:
finalizers:
- noobaa.io/finalizer
labels:
app: noobaa
name: noobaa-pv-backing-store
namespace: openshift-storage
spec:
pvPool:
numVolumes: 1
resources:
requests:
storage: 50Gi ﬂ
storageClass: STORAGE-CLASS-NAME @)

type: pv-pool
ﬂ WREHIRSHNEARRE, RIBEEZATHE
Q FAF &Kk PersistentVolume i StorageClass, RIS 14 LAE LR IAE

8. EALUTHLMARE :

$ oc create -f noobaa-pv-backing-store.yaml
backingstore.noobaa.io/noobaa-pv-backing-store created

X NMEANBEEFHEB, Quay PRIFTEBGSRT WX E L RECE Q2
PersistentVolume R 7Z i AT R,

9. &fa, 1B1TLA T4, f& PersistentVolume #Zfi#f Operator £ f#IFTH ObjectBucketClaims
BIBRINIZE.

$ oc patch bucketclass noobaa-default-bucket-class --patch '{"spec":{"placementPolicy":
{"tiers":[{"backingStores":["noobaa-pv-backing-store"|}]}}}' --type merge -n openshift-storage

7 Red Hat Quay & Multi-Cloud Object Gateway LBIRIRR, HER, XMEREFEERL Red Hat
OpenShift Data Foundation FI&EE R FH1Ti21T.

3.3. EEE#IEE

3.3.1. FERINEH Postgres #IE/E
1. ERRTRBIEEEF B OB E X4 config.yaml :

config.yaml:
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I DB_URI: postgresql://test-quay-database:postgres@test-quay-database:5432/test-quay-
database

2. [FAEESEOIEE Secret :

I $ kubectl create secret generic --from-file config.yaml=./config.yaml config-bundle-secret

3. fI# QuayRegistry YAML XX {4 quayregistry.yaml, ¥ postgres &Rt NI EZEIRT, 33l
FAFR B/ 8 Secret :

quayregistry.yaml

apiVersion: quay.redhat.com/v1
kind: QuayRegistry
metadata:
name: example-registry
namespace: quay-enterprise
spec:
configBundleSecret: config-bundle-secret
components:
- kind: postgres
managed: false

4. BBLUTFERDFTIRERE registry,

3.3.2. HEERE

f&{8F DB_URI ==& #1 DB_CONNECTION_ARGS 458y EE DB_URI REXFI AL EESHCRERE S
EIERERE, DB_CONNECTION_ARGS T & X H—LEX @AM, F—ENBETHIEZ., 57
2, SSLEEBERUATEEREMNEIEZE, THEHIRMT PostgreSQL 1 MySQL 4l

3.3.2.1. 848 E URI

& 3.1. BUEE URI
P FR Hah
DB_URI FREB BAFihREIEERN URl, SiEEM
(EE) AN
Hian -

I postgresql://quayuser:quaypass@quay-server.example.com:5432/quay

3.3.2.2. BUEEEESH
R 3.2. BUEEEESH

17
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FB eS| ik
DB_CONNECTION_ARGS xR PIRER A RS, WA
SsL
.autorollback KA BRERA%REERE
%A true
.threadlocals /RME REFEABEHEE
[% ALWAYS  true

3.3.2.2.1. PostgreSQL SSL # S #

THEIRMHE T PostgreSQL SSL EEE R :

DB_CONNECTION_ARGS:
sslmode: verify-ca
sslrootcert: /path/to/cacert

ssimode ETIHE R B FIE SRS HBNEER L SSL TCP/IP EENZR L SSL TCP/IP i##E., AN E
= :

o disable : RZEIE SSL %#%
o Allow : B5ZIE SSL i%# ; ARKN, 1EZ SSL 1%
o prefer: (BRIN) B SSL &8 ; ARKN, EE1IE SSL 1%

® Requires : {UZiH SSL 1%, WMRTFTE root CA XM, WIFIEPHNARSREIEET verify-ca
AR AEE

o verify-ca : ({2 SSL ##, HEIERSH/IEDEEBRATGFEIEBIMAL NI (CA)L .

o verify-full : {2 SSL 1%, RIFRSH[ILPE2THZEMEN CA LR, HFRIFKRWRSHE
WM& SIEHPRIAR S 2R N A ITES

A% PostgreSQL MAMBSHMEZER, 1S https;//www.postgresql.org/docs/current/libpg-
connect.html

3.3.2.2.2. MySQL SSL S
MySQL SSL BB REINTF :

DB_CONNECTION_ARGS:
ssl:
ca: /path/to/cacert

BX MySQL MERBLEESHMESR, ESZE https;//dev.mysgl.com/doc/refman/8.0/en/connecting-
using-uri-or-key-value-pairs.html,
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3.3.3. [FAZE PostgreSQL
i

o [{#F Postgres Hi&SE H S &F D EMZRIREN TEEHHITEIRE &P, Operator Bl
THR Postgres BUBE#H 10

o WM Postgres TEFRFEMEBHIRE Postgres SR, HEE, LBIRFEIRE EAH#T
i, #&# Quay Pod FRIZIET,

e Operator A 50 GiB B D EREIEZEMEE I, HHFRAREKRFE Red Hat Quay BEHHY
AREME, BUERNERTEMNARB, Operator Y& ELEHIBESHIKN,
3.4.F2i& TLS FIE8H
WIS EHM tls, €I 7T % OpenShift Container Platform Edge-Termination ERHMIZ ., X&F
BHAEGSETLS o, HFRFBE-ABMEES(]. EXTERNAL_TLS _TERMINATION : true 221 H%
B, managedtls EFEFBARVNERBRMFILT. EZE tls ERE R T IZHEM cert/key MHEAE!
Route /1,

SSL.cert 1 ssl.key IIEMHEFEEI— PN EIMAIF AR Secret H, XHERIBRER RN AR EHFEK
cert/key ¥, HITE, ©IIEENN H5KA, FHEFE Quay BEFPHIRE—BXH,

HEECE TLS MMM, "TUZRIEN, EERUTHN
o MRTLSERE, Nl EEIXH
o MRTLS B HZERE, MHIIRM certs, EM config TENBERZEE BN IR

TRERA RULI -

3 3.3. TLS MR A AciE LI

RELHIE
2R Managed Managed & A BIANBERTIE P90 %
A LALLM TLS B&E
Red Hat Quay &4t  Managed Unmanaged = AT pod RHEHH certs
BTLS B9 passthrough E&H
Red Hat Quay 4t  Unmanaged Unmanaged = IEBTE quay pod HFFFTIR
HTLS &, BEWIF0ERE

p= =1
4 Operator B TLS i, Red Hat Quay 3.6 A2 2R,

3.4.1. FA TLS it PAIEEBREMWI S secret, HEAXS :
ERINEBCH TLS it PHMRH, EEEEHSE secret FEIFEA], MTFAAS :
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$ oc create secret generic --from-file config.yaml=./config.yaml --from-file ssl.cert=./ssl.cert --from-file
ssl.key=./ssl.key config-bundle-secret

3.5. FdE H b4

3.5.1. AR Redis
INREFEFASER Redis $B%E, HNAHILE N QuayRegistry SLHIFFHIFIEZE :
1. AR redis FEXOIEECE X4 config.yaml :

BUILDLOGS_REDIS:
host: quay-server.example.com
password: strongpassword
port: 6379

USER_EVENTS_REDIS:
host: quay-server.example.com
password: strongpassword
port: 6379

2. [FEABCESXEOIEE Secret

I $ oc create secret generic --from-file config.yaml=./config.yaml config-bundle-secret

3. B QuayRegistry YAML X1 quayregistry.yaml, ©fF redis ZH#4iRiC HIERERS, FHEIH
Fr B8R Secret :

apiVersion: quay.redhat.com/v1
kind: QuayRegistry
metadata:
name: example-registry
namespace: quay-enterprise
spec:
configBundleSecret: config-bundle-secret
components:
- kind: redis
managed: false

4. ER3E reqistry
3.5.1.1. Redis Bd =P E%

351 HWEARR
*k 3.4. fHEBAEERE

PEX FR Hah
BUILDLOGS_REDIS S 8 B R EF redis IS
(EE)
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=2 S Rk
M FREE Redis AT LAV ]9 EHL %
(LE
=~ :

quay-server.example.com

.port Number Redis A 17 [A]B9i% O
(%)
=~ -
6379
.password FRE Redis A Vi A MY im O
=~ -
strongpassword
35112 AFEH

X35 AFEH4RE

PEX PR Hah
USER_EVENTS_REDIS ES B EE4EH redis SEFEIFEE
(AEE)
M FFER Redis AJ LAV B EHLZ
(AEE)
=l -

quay-server.example.com

.port Number Redis A1 [A] A% O
()
N
6379
.password FRE Redis A Vi A MY im O
N
strongpassword

3.5.1.1.3. redis Bdi& 7~ Hl

BUILDLOGS_REDIS:
host: quay-server.example.com
password: strongpassword
port: 6379

21



Red Hat Quay 3.6 {8/ Quay Operator £ OpenShift L& Red Hat Quay

USER_EVENTS_REDIS:
host: quay-server.example.com
password: strongpassword
port: 6379

3.5.2. 2 Horizontal Pod Autoscaler

HorizontalPodAutoscalers 27 0Z] Clair. Quay #1 Mirror pod &, LUETE i Ei= &5 E B EhT B,

RN HPA BRBLE N 8, Quay B pod (&R Clair MEMEEFRSKIZE N 2, XBEENTFEEL
Operator B#7/BL & Quay 3 E#HT1H E =4 HA R B IS ALY R &,

MREZAH BT B UIEE S HorizontalPodAutoscaler, R FEE QuayRegistry S5 RS A8 E
77 Unmanaged :

apiVersion: quay.redhat.com/v1
kind: QuayRegistry
metadata:

name: example-registry

namespace: quay-enterprise
spec:

components:

- kind: horizontalpodautoscaler
managed: false

3.5.3. ZMA Route HH
ERf 1k Operator BIERIRH :

1. FHMEFRC N QuayRegistry REIERE -

apiVersion: quay.redhat.com/v1
kind: QuayRegistry
metadata:
name: example-registry
namespace: quay-enterprise
spec:
components:
- kind: route
managed: false

2. BiTYwEE config.yaml X, 1IEEEHE Quay FEECE LI TLS -

config.yaml

EXTERNAL_TLS_TERMINATION: false
SERVER_HOSTNAME: example-registry-quay-quay-enterprise.apps.useri.example.com

PREFERRED_URL_SCHEME: https

P2

MRETEEMEEHRERH, BRFRRLUNTHIEHIR :
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"kind":"QuayRegistry",
"namespace":"quay-enterprise",
"name":"example-registry",
"uid":"d5879ba5-cc92-406c-bab62-8b19cf56d4aa”,
"apiVersion":"quay.redhat.com/v1",
"resourceVersion":"2418527"
b
"reason":"Configlnvalid”,
"message":"required component ‘route’ marked as unmanaged, but ‘configBundleSecret’ is
missing necessary fields"

}

2RARAKRE EKREE DIE NS08 KE. Service =X Ingress, LUERETI ] Quay SE
B, LARAR{EFRIESM DNS Z /il 5 Quay EdiE&H SERVER_HOSTNAME [TEZ,

3.5.4. FZELPE

MEHEHR—pRZEMHPRE Quay Operator, NINIEAHRAZIXIESN 'unmanaged', ZEXFER
TRA%E, EEE E 8.2 7 “EH—wmAZ%Hh%E Operator i/ AKIE” #H,

AR

ED
L

apiVersion: quay.redhat.com/v1
kind: QuayRegistry
metadata:

name: example-registry

namespace: quay-enterprise
spec:

components:

- kind: monitoring
managed: false

3.5.5. IFZEHI&

apiVersion: quay.redhat.com/v1
kind: QuayRegistry
metadata:
name: example-registry
namespace: quay-enterprise
spec:
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components:
- kind: mirroring
managed: false
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55 4 E {#1/ QUAY OPERATOR #B& QUAY

Operator T M5 175 OpenShift IHASHE, BRASEHRR.

4.1. Mp5 17582 RED HAT QUAY

1.
f— R ZeA], i quay-enterprise.

MREFSCEERENEN AT, H config IS 0E secret
1£474 quayregistry.yamIf32 £ i QuayRegistry BE X FiR

HFBINBE, EAFERAE :

quayregistry.yamil:

apiVersion: quay.redhat.com/v1
kind: QuayRegistry
metadata:
name: example-registry
namespace: quay-enterprise

MEEZEEF—LAHIEZE, 1§ spec FEEARMLER. Hlm, &NBEaTHERL
mF:

quayregistry.yamil:

apiVersion: quay.redhat.com/v1
kind: QuayRegistry
metadata:
name: example-registry
namespace: quay-enterprise
spec:
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components:

- kind: clair
managed: false

- kind: horizontalpodautoscaler
managed: false

- kind: mirror
managed: false

- kind: monitoring
managed: false

NBECHETEEMIE, 0 init-config-bundle-secret, 7E quayregistry.yaml 32
HhsIHE -

quayregistry.yamil:

apiVersion: quay.redhat.com/v1
kind: QuayRegistry
metadata:
name: example-registry
namespace: quay-enterprise
spec:
configBundleSecret: init-config-bundle-secret

4.
EfEEM G A ZEE Al QuayRegistry :
I $ oc create -f quayregistry.yaml
5.
MBEXMEARIRBENENER, HESH HEENFAHBE IR,
6.

% status.registryEndpoint EE7E,

$ oc get quayregistry -n quay-enterprise example-registry -o jsonpath=
{.status.registryEndpoint}" -w

4.1.1. EABSTERRNAH
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85/ oc get pods e L EEEBHAHY -

$ oc get pods -n quay-enterprise

NAME READY STATUS RESTARTS AGE
example-registry-clair-app-5ffc9f77d6-jwr9s 1/1 Running 0 3m42s
example-reqistry-clair-app-5ffc9f77d6-wgp7d 1/1 Running 0 3m4is
example-registry-clair-postgres-54956d6d9c-rgs8l 1/1 Running 0 3mb5s
example-registry-quay-app-79c6b86c¢c7b-8qnr2 1/1 Running 4 3m42s
example-registry-quay-app-79c6b86c7b-xk85f 1/1 Running 4 3m4is
example-registry-quay-app-upgrade-5ki5r 0/1  Completed 4 3m50s
example-registry-quay-config-editor-597b47¢995-svqrl 1/1  Running 0 3m42s
example-registry-quay-database-b466fc4d7-tfrnx 1/1 Running 2 3m42s
example-registry-quay-mirror-6d9bd78756-6lj6p 1/1 Running 0 2m58s
example-registry-quay-mirror-6d9bd78756-bv6gq 1/1 Running 0 2m58s
example-registry-quay-postgres-init-dzbmx 0/1  Completed 0 3m43s
example-registry-quay-redis-8bd67b647-skggx 1/1 Running 0 3m42s

4.1.2. Pod #@ Bz B (HPA)

RABEBETRT U TFIEAZTTH pod :

[ ]
Quay NRAEGHHA pod(example-registry-quay-app-*')
[ ]
BT Quay B %H Redis pod(example-registry-quay-redis-*)
[ ]
Quay AFcBUIEE#E PostgreSQL M—A & pod(example-registry-quay-
database-*)
[ ]
AT Quay EtE SR —1 pod(example-registry-quay-config-editor-*)
[ ]
B Quay 5if& pod(example-registry-quay-mirror-*)
[ ]
Clair b FHEIPI4 pod(example-registry-clair-app-*)
[ ]

Clair B PostgreSQL pod(example-registry-clair-postgres-*)
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B HPA BABRCE Y 2%, Quay M pod HEHF Clair fIFEESRGXE N 2, XBABFEET
Operator E¥/Eci& Quay = E¥HH B4 Hi A K IS HL B9 H] &,

$ oc get hpa -n quay-enterprise

NAME REFERENCE TARGETS MINPODS MAXPODS
REPLICAS AGE

example-registry-clair-app Deployment/example-registry-clair-app 16%/90%, 0%/90% 2
10 2 13d

example-registry-quay-app  Deployment/example-registry-quay-app  31%/90%, 1%/90% 2
20 2 13d

example-registry-quay-mirror Deployment/example-registry-quay-mirror 27%/90%, 0%/90%
2 20 2 13d

4.1.3. M API QIR SEE— 1A

LA API SIBE—N R, SR TR -
A&7 FEATURE_USER_INITIALIZE #%ii%i& J true
BIBEHEERF,

MBBEXRTEEBBENESER, HSH HilcE Quay LUELHIABNE

4.1.3.1. i API

{81/ status.registryEndpoint URL, i /api/vi/usetr/initialize API, {5 &, RSB TFHR
ik, EARILLEITIEE "access_token': true 3EiEK OAuth 5k,

$ curl -X POST -k https://example-registry-quay-quay-
enterprise.apps.docs.quayteam.org/api/vi/user/initialize --header 'Content-Type:

application/json’ --data '{ "username": "quayadmin", "password":"quaypass123", "email":

"quayadmin@example.com”, "access_token": true}'

{"access_token":"6B4QTRSTSD1HMIG915VPX7BMEZBVB9GPNY2FC2ED",
"email":"quayadmin@example.com","encrypted_password":"1nZMLH57RIE5SUGdL/yYpDOHL
qiNCgimb6W9kfF8MjZ1xrfDpRyRs9INUnUuNuAitW","username™:"quayadmin'}

MBRIN, EHFRRE—N ARG, BFIANMBERLNGR, MRAFEEETEEE S,
MR O1EE 3R -

I $ curl -X POST -k https://example-registry-quay-quay-
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enterprise.apps.docs.quayteam.org/api/vi/user/initialize --header 'Content-Type:
application/json' --data '{ "username": "quayuser2"”, "password":"quaypass123", "email":
"quayuser2@example.com™}’

{"message":"Cannot initialize user in a non-empty database"}
BHEUAEDH 8 NFH, HAEIZEHK -

$ curl -X POST -k https://example-registry-quay-quay-
enterprise.apps.docs.quayteam.org/api/vi/user/initialize --header 'Content-Type:

application/json' --data '{ "username": "quayadmin", "password":"pass123", "email":
"quayadmin@example.com"}'

{"message":"Failed to initialize user: Invalid password, password must be at least 8
characters and contain no whitespace."}

4.1.3.2. i OAuth &%

Wi, EaLEEERDE OAuth fXEJHA Quay API RIRERS . Him, FKEXHETAFIFIK

$ curl -X GET -k -H "Authorization: Bearer
6B4QTRSTSD1HMIG915VPX7BMEZBVB9GPNY2FC2ED" https://example-registry-quay-quay-
enterprise.apps.docs.quayteam.org/api/vi/superuser/users/

{

"users': [
{

"kind": "user",

"name": "quayadmin",

"username": "quayadmin",

"email": "quayadmin@example.com",

"verified": true,

"avatar": {
"name': "quayadmin",
"hash™": "3e82e9cbf62d25decO0ed1b4c66ca7c5d47ab9f1f271958298dea856fb26adc4c”,
"color": "#e7ba52",
"kind": "user"

b

"super_user": true,

"enabled": true

E&XpIsh, quayadmin AFBFEMNGERRE, BAEEBafIERKE—RF,

4.1.3.2.1. SN
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ZOEYN, A POST JiH api/vi/organization/ s :

$ curl -X POST -k --header 'Content-Type: application/json' -H "Authorization: Bearer
6B4QTRSTSD1HMIG915VPX7BMEZBVB9GPNY2FC2ED" https://example-registry-quay-quay-
enterprise.apps.docs.quayteam.org/api/vi/organization/ --data '{"name": "testorg", "email":

"testorg@example.com™}’

I "Created"
4.1.3.2.2. FREWHFI1ERE

KRG BIRRBIHA IS -

$ curl -X GET -k --header 'Content-Type: application/json’ -H "Authorization: Bearer
6B4QTRSTSD1HMIG915VPX7BMEZBVB9GPNY2FC2ED" https://min-registry-quay-quay-
enterprise.apps.docs.quayteam.org/api/vi/organization/testorg

"name": "testorg",
"email": "testorg@example.com”,
"avatar': {
"name": "testorg",
"hash": "5f113632ad532fc78215¢9258a4fb60606d1fa386¢c91b141116a1317bf9¢c53c8",
"color": "#a55194",
"kind": "user"
b
"is_admin": true,
"is_member": true,
"teams": {
"owners": {
"name": "owners",
"description": """,
"role": "admin",
"avatar": {
"name": "owners",
"hash": "6f0e3a8c0eb46e8834b43b03374ece43a030621d92a7437beb48f871e90f8d90",
"color": "#c7c7c7",
"kind": "team"
b
"can_view": true,
"repo_count": 0,
"member_count": 1,
"is_synced": false
}
13

"ordered_teams": [
"owners"

1,
"invoice_email": false,
"invoice_email_address": null,

30



% 4% {1 QUAY OPERATOR %82 QUAY

"tag_expiration_s": 1209600,
"is_free_account": true

}
4.1.4. MK E LR

Red Hat Quay 3.6 126t 7T #f9Thae, wIEEREMNEXHERINIB, QuayRegistry X & REIRE ol FEBYIE
ERB IR IEAGREIRE, LIS & T B Al

I $ oc get quayregistry -n quay-enterprise -0 yaml
#BEJS, QuayRegistry X Ra B REKXAE :

apiVersion: v1
items:
- apiVersion: quay.redhat.com/v1
kind: QuayRegistry
metadata:
creationTimestamp: "2021-09-14T10:51:222"
generation: 3
name: example-registry
hamespace: quay-enterprise
resourceVersion: "50147"
selfLink: /apis/quay.redhat.com/vi/namespaces/quay-enterprise/quayregistries/example-
registry
uid: e3fc82ba-e716-4646-bb0f-63c26d05e00e
spec:
components:
- kind: postgres
managed: true
- kind: clair
managed: true
- kind: redis
managed: true
- kind: horizontalpodautoscaler
managed: true
- kind: objectstorage
managed: true
- kind: route
managed: true
- kind: mirror
managed: true
- kind: monitoring
managed: true
- kind: tls
managed: true
configBundleSecret: example-registry-config-bundle-kt55s
kind: List
metadata:
resourceVersion:
selfLink: ""
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8/ oc get pods L EEMEHHMHATRE :

$ oc get pods -n quay-enterprise

NAME READY STATUS RESTARTS AGE
example-registry-clair-app-86554c6b49-ds7bl 0/1  ContainerCreating 0 2s
example-registry-clair-app-86554c6b49-hxp5s 0/1  Running 1 17s
example-registry-clair-postgres-68d8857899-lbc5n 0/1  ContainerCreating 0 17s
example-registry-quay-app-upgrade-h2v7h 0/1  ContainerCreating 0 9s
example-registry-quay-config-editor-5f646cbcb7-lbnc2 0/1  ContainerCreating 0 17s
example-registry-quay-database-66f495c9bc-wqsjf 0/1  ContainerCreating 0 17s
example-registry-quay-mirror-854c88457b-d845¢g 0/1  Init:0M1 0 2s
example-registry-quay-mirror-854c88457b-fghxv 0/1  Init:0/1 0 17s
example-registry-quay-postgres-init-bkidt 0/1  Terminating 0 17s
example-registry-quay-redis-f9b9d44bf-4htpz 0/1  ContainerCreating 0 17s

HEREHITEESP, QuayRegistry M REBERYATRE, EXLHD, BUREIBHA, HibdHt

FRkERETY 2FH.
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status:
conditions:
- lastTransitionTime: "2021-09-14T10:52:042"
lastUpdateTime: "2021-09-14T10:52:04Z"
message: all objects created/updated successfully
reason: ComponentsCreationSuccess
status: "False"
type: RolloutBlocked
- lastTransitionTime: "2021-09-14T10:52:05Z2"
lastUpdateTime: "2021-09-14T10:52:05Z"
message: running database migrations
reason: MigrationsinProgress
status: "False"
type: Available
configEditorCredentialsSecret: example-registry-quay-config-editor-credentials-btbkcg8dc9
configEditorEndpoint: https:/example-registry-quay-config-editor-quay-
enterprise.apps.docs.quayteam.org
lastUpdated: 2021-09-14 10:52:05.371425635 +0000 UTC
unhealthyComponents:
clair:
- lastTransitionTime: "2021-09-14T10:51:322"
lastUpdateTime: "2021-09-14T10:51:322"
message: 'Deployment example-registry-clair-postgres: Deployment does not have
minimum availability.’
reason: MinimumReplicasUnavailable
status: "False"
type: Available
- lastTransitionTime: "2021-09-14T10:51:322"
lastUpdateTime: "2021-09-14T10:51:322"
message: 'Deployment example-registry-clair-app: Deployment does not have minimum
availability.’
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reason: MinimumReplicasUnavailable
status: "False"
type: Available

mirror:

- lastTransitionTime: "2021-09-14T10:51:322"
lastUpdateTime: "2021-09-14T10:51:322"
message: 'Deployment example-registry-quay-mirror: Deployment does not have

minimum availability.'
reason: MinimumReplicasUnavailable
status: "False"
type: Available

LB EARIISERET, QuayRegistry X RAPKREF S BRARENAY -

status:
conditions:
- lastTransitionTime: "2021-09-14T10:52:362"
lastUpdateTime: "2021-09-14T10:52:36Z"
message: all registry component healthchecks passing
reason: HealthChecksPassing
status: "True"
type: Available
- lastTransitionTime: "2021-09-14T10:52:462"
lastUpdateTime: "2021-09-14T10:52:46Z"
message: all objects created/updated successfully
reason: ComponentsCreationSuccess
status: "False"
type: RolloutBlocked
configEditorCredentialsSecret: example-registry-quay-config-editor-credentials-
hg7gg7h57m
configEditorEndpoint: https:/example-registry-quay-config-editor-quay-
enterprise.apps.docs.quayteam.org
currentVersion: 3.6.0
lastUpdated: 2021-09-14 10:52:46.104181633 +0000 UTC
registryEndpoint: https://example-registry-quay-quay-enterprise.apps.docs.quayteam.org
unhealthyComponents: {}

4.2. M OPENSHIFT #5%BE RED HAT QUAY

1.
f— MR ZeA, i quay-enterprise.

2.
1%$E Operators — Installed Operators, ARG Quay Operator 3k 5:#i %l Operator i¥
B,
3.
1 'Provided API' T2 ' Quay Registry' #7/8i_EH 'Create Instance’,
4,
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(RIt) #eX QuayRegistry B9 'Name'. XfF&M registry EHH, FAEHMFREIER

T BIAHE,
5.
Hi:§ 'Create’ LI QuayRegistry LAt Quay Operator Z83E.
6.
&% EEME QuayRegistry FIXRE, =NIF 0IEH QuayRegistry REFIFHEHAE.
7.
'Registry Endpoint' BHfG, =BT Ul JiRIFH Quay registry, JI{E, ErILUEE"fI
Bk SR OB HE R,

4.2.1. {5/ Quay Ul BIBE— 1 HE

b

N
p
;

il

IE7F2R1% FEATURE_USER_CREATION E2@ LT % K% ) false, MIREEIZ N
false, Il Ul L Create Account ThEEfI A, EAZifER API EAIBE— A,

1£ OpenShift #§l& s, FEHAESHMMZZEMH /TE S E Operators — Installed
Operators,

ML EMN QuayRegistry, UAEEIFE :

Project: quay-enterprise  ~

Installed Operators > quay

5D example-registry

operatorv36.0 > GuayRegistry details

Details YAML  Resources  Events

Quay Registry overview

Name Current Version

example-reglstry 360

Namespace Config Editor Credentials Secret

@ gquay-enterprise (<] iple-registry-quay-cenfig dentials-SmkEc4fdde

Labels Edit & Registry Endpoint

No labels ple-registry-quay-q m.org
Config Editor Endpoeint

Annotations - . " .
example-registry-quay-config-editor-quay-enterprise.apps.docs.quayteam.or

1annof tation &

Created at
B sep 16,9:49 am
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Y Registry i BEA{HE, EXNNEHSREILE URL

#EFE Quay registry Ul iy "Create Account SEGIE R f

Username or E-mail Address

Password

Sign in to Quay

Create Account

MARFf. BiY., BFH4FH =T Create Account
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Create new account

Username:

quayuseri

E-mail address:

quayuser1@example.com

Password:

Create Account

EB3hEXE Quay registry

example-registry-quay-quay-enterprise.apps.docs.quayteam.org

wQUAY EXPLORE  REPOSITORIES ~ TUTORIAL search +- 4 m quayuse..

Repositories + Create New Repository

0-00f0 Filter Reposttories. Users and Organizations

uayuser1
This namespace doesn't have any viewable repositories. m quayu

Either no repositories exist yet or you may not have permission to view any. If you have permission, try creating a new repository. Create New Organization
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%8 5 & A S1TH APl £ OPENSHIFT EACiE QUAY

BER, EeLLEITSHE Quay BECEHSEE secret spec.configBundleSecret ECi& Quay AR,
Eth oI LUE S QuayRegistry %iRM spec.components X RABH A2 ERE.

Operator A&7l spec.configBundleSecret HiIREER AR, HIBEIGTHN Secret FiR#H 1T
EEH, 8 spec.configBundleSecret FEXE8#Hi, LARBREN., MRESHMEEFEND, NI Hih
¥ spec.configBundleSecret BI{ftk Z EIIHM Secret,

FHRENST RS K

i 7E LA == # secret

2.

MR EE OpenShift LEE T Red Hat Quay, 5 FEIIAECERS S
3.

BIESHEH config.yaml| Edi& X4
4,

28 Quay FREM4E SSL IF BHRIRSFAIEMAE X SSL iE+H
5.

AR E ST AR H A ETRSFE secret
6.

BN EHT registry, S5|AFHMEEMNIH D secret, HiEEEMEBEEREEAH
7.

IR LA R I TR B RCiE e A3

A4, EaLlfEARES S Ul SkECE Quay M, W 5 6 = #/FAE T 27 OpenShift FHEHTA
& Quay TPk,

5.1. 4 QUAYREGISTRY il SECRET

=l LI oc describe quayregistry =k oc get quayregistry -o yaml 37 QuayRegistry ¥ig,
LA 5 Haiiim sl secret :
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38

$ oc get quayregistry example-registry -n quay-enterprise -o yaml

apiVersion: quay.redhat.com/v1
kind: QuayRegistry
metadata:

name: example-registry
namespace: quay-enterprise
spec:
components:
configBundleSecret: example-registry-quay-config-bundle-fjpnm
status:
configEditorCredentialsSecret: example-registry-quay-config-editor-credentials-kk55dc7299
configEditorEndpoint: https:/example-registry-quay-config-editor-quay-
enterprise.apps.docs.quayteam.org
currentVersion: 3.6.0
lastUpdated: 2021-09-21 11:18:13.285192787 +0000 UTC
registryEndpoint: https://example-registry-quay-quay-enterprise.apps.docs.quayteam.org
unhealthyComponents: {}

BXFEN -

registryEndpoint : registryfd URL, AT %251iH registry Ul, LA registry API i

configBundleSecret: config bundle secret, A& config.yaml 3C-FI{Efl SSL iE+

configEditorEndpoint : Edi&4iEas TEM URL, ATFHNRNEBETE, UKAEE AP

configEditorCredentialsSecret: 2 & /" &1 secret GBHE2E quayconfig) LAKRECESwH
2 TRINEY

B ERES SR TRNAF RNED -

K5 secret :
$ oc get secret -n quay-enterprise example-registry-quay-config-editor-credentials-
kk55dc7299 -o yaml

apiVersion: v1
data:
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password: SKZwQkVKTUNOa1BUZmp4dA==
username: cXVheWNvbmZpZw==

kind: Secret
2.
RSP -
$ echo 'cXVheWNvbmZpZw=='| base64 --decode
quayconfig
3.
R -

$ echo 'SkZwQkVKTUNOa1BUZmp4dA=="| base64 --decode

JFpBEJMCtkPTfixt
5.2. THIARE

Vi SRl EN G EZERS -

EARCES AR, NECEMESREER T RNEN

$ curl -k -u quayconfig:JFpBEJMCtkPTi{jxt https://example-registry-quay-config-editor-
quay-enterprise.apps.docs.quayteam.org/api/vi/config

{
"config.yaml": {
"ALLOW_PULLS_WITHOUT_STRICT_LOGGING": false,
"AUTHENTICATION_TYPE": "Database",

"USER_RECOVERY_TOKEN_LIFETIME": "30m"
b
"certs": {

"extra_ca_certs/service-ca.crt:
"LS0tLS1CRUdJTiBDRVJUSUZJQOFURSO0tLS0tCk1JSURVVENDQWptZ0OF3SUJBZ0IJR
E9kWFhuUXFjMUF3RFFZSktvWklodmNOQVFFTEJRQXdOakUwTURJROEXVUUKQXd3
cmizQmxibk5vYVdaMExYTmxjblpwWTJVdGMyVnlkbWx1WnkxemFXZHVaWEpBTVRZe
k1UYzNPREV3TXpBZQpGdzB5TVRBNU1UWXdOelF4TKkRKYUZ..."

}
}

{81/ config bundle secret
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JKEX secret #UE :

$ oc get secret -n quay-enterprise example-registry-quay-config-bundle-jkfhs -o
jsonpath='{.data}'

{

"config.yaml':
"QUxMT1dfUFVMTFN{VOIUSESVVFITVFJJQ1RITE9HROIORzogZmFsc2UKQVVUSE
VOVEIDQVRJTO05fVFIQRTogRGFOYWJhc2UKQVZBVEFSXO0tJTkQ61GxvY2FsCkRBV
EFCQVNFX1NFQ1JFVFOLRVk6IHhIOEc1VDBNbkllaGxNQzNkTjd3MWR5WWxwVm
00a0R2enIxZ316UIp5ZjFpODBmMWWU3VDUxU1FPZ3hXelpocFlqYIVxNzRKaDIIVVVE
VWpyCkRFR

OgotIDJ3CIRFQU1fUKVTWUSDX1NUQUXxFX1RJTUUGIDYwWbQpURVNUSU5HOIBmY
WxzZQpVUOVSX1JFQO9WRVJZX1RPSOVOX0xJRKVUSU1FOiAzMGOK",
"extra_ca_cert_service-ca.crt™:
"LS0tLS1CRUdJTiBDRVJUSUZJQOFURSO0tLS0tCk1JSURVVENDQWptZ0OF3SUJBZ0
IJRE9KWFhuUXFjMUF3RFFZSktvWklodmNOQVFFTEJRQXdOakUwTURJROExVUU
KQXd3cmlzQmxibk5vYVdaMExYTmxjblpwWTJVdGMyVnlkbWx1WnkxemFXZHVaW
EpBTVRZek1UYzNPREV3TXpBZQpGdzB5TVRBNU1UWXdOelF4TKRKYUZ3MHI

XSW1jaApkQXZTWGpFUNZOZEZzN3pHK1VzTmZwNOZIQkJVWKY4L2RZNWJCR2M
wWTVaY0J6bFNjQT09CiOtLSO0tRUSEIENFUIRJRKIDQVRFLSOtLSOK"

}

RIS EER -

$ echo 'QUXMT1dfUFVMTFN...U1FOiAzMGOK' | base64 --decode

ALLOW_PULLS_WITHOUT_STRICT_LOGGING: false
AUTHENTICATION_TYPE: Database

TAG_EXPIRATION_OPTIONS:

- 2w

TEAM_RESYNC_STALE_TIME: 60m
TESTING: false
USER_RECOVERY_TOKEN_LIFETIME: 30m

53. FHARERSaEERE X SSL ikt

fEer L SRR E S 2 secret, E#IEERERISKTE OpenShift L#8E Red Hat Quay FEdE&E

BE X SSL iE+H. MREEFEWMABEPFRMIES, NWAZEH config bundle secret FEETEM
config.yaml, BM{EE%HHITHAIACE B,

40
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BEESRE SR AT Secret K& YAML 32 rh, #i0 -

custom-ssl-config-bundle.yaml

apiVersion: v1
kind: Secret
metadata:
name: custom-ssl-config-bundle-secret
namespace: quay-enterprise
data:
config.yaml: |
ALLOW_PULLS_WITHOUT_STRICT_LOGGING: false
AUTHENTICATION_TYPE: Database

extra_ca_cert_my-custom-ssl.cri: |

MIIDsDCCApigAwIBAgIUCqIzkHjF5i5TXLFy+sepFrZr/UswDQYJKoZIhveNAQEL

BQAwbzELMAKGA1UEBhMCSUUxDzANBgNVBAgMBkdBTFdABWTEPMAOGA1UEB
wwGROFM

BETR, M YAML C#-61E secret :
I $ oc create -f custom-ssl-config-bundle.yami

4, EALUGRESREESNXY, AREMXLEHAIE secret :

$ oc create secret generic custom-ssl-config-bundle-secret \
--from-file=config.yaml \
--from-file=extra_ca_cert_my-custom-ssl.crt=my-custom-ssl.crt

BIE=xXEH QuayRegistry YAML 3244 quayregistry.yaml, 3|FRTGIEH Secret, HlN :

quayregistry.yaml
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apiVersion: quay.redhat.com/v1
kind: QuayRegistry
metadata:
name: example-registry
namespace: quay-enterprise
spec:
configBundleSecret: custom-ssl-config-bundle-secret

{8/ YAML X#EBEB S EH registry :

I oc apply -f quayregistry.yaml
5.4. B K/NEHE

M Red Hat Quay v3.6.2 Frts, EraILUEENSEHHE SNERTIRMHBNA/N, Clair fl Quay
PostgreSQL BURZEMZRIAK/NF 50Gi. IE, EAILAEEERBANEE, raEEAHERENER
H, HETEENEEREERERNDEENER T,

FELLTRBIH, Clair 1 Quay PostgreSQL BUIREMEX/NBIXE N 70Gi :

apiVersion: quay.redhat.com/v1
kind: QuayRegistry
metadata:
name: quay-example
namespace: quay-enterprise
spec:
configBundleSecret: config-bundle-secret
components:
- kind: objectstorage
managed: false
- kind: route
managed: true
- kind: tls
managed: false
- kind: clair
managed: true
overrides:
volumeSize: 70Gi
- kind: postgres
managed: true
overrides:
volumeSize: 70Gi
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%5 6 E FARET R OPENSHIFT HEHACE QUAY

6.1. VinBid B4

1£ QuayRegistry F##H1 Details #84#, ®ILUEMA config 4 aMNinm, URiERSEEREESH

HIREUM secret MEEE: -

Project: openshift-operators  »

Installed Operators > quay-operaterv35.2 > QuayRegistry details

ED example

Details YAML  Resources  Events

Quay Registry overview

Name

example

Namespace
@D openshift-operators

Labels

No labels

Annotations

1annotation &

Created at
@ Jun 24,5:33 pm

Owner

No owner

6.1.1. KRB B 2R EIE

miiidBEYniE2s secret FFHEE :

Edit &

Current Version
352

Config Editor Credentials Secret
@ example-quay-config-editor-credentials-Sffgfgtfc7

Registry Endpeint

example-quay-openshift-operators.apps.docs.quayteam.org

Config Editor Endpoint

ple-quay-config-editor-openshift-op .apps.docs.quayteam.org

Actions.
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Project: openshift-operators  «

Secrets » Secret details

© example-quay-config-editor-credentials-9ffgfgtfc7 Add Secretto workload [IESC

Managed by@ example

Details  YAML

Secret details

Name

example-guay-config-editor-credentials-9ffgfgtfc7

Mamespace
openshift-operators

Type
Crpague

Labels Edit #*

quay-operator/quayregistry=example

Annotations

4 annotations #

Created at
@ Jun 25, 11:40 am

Owner
@D example
Data @ Reveal values
password

..... b
username

..... &

1£ Secret Details FF% M Data %84, = Reveal values E&HEEE R IR EHHEBRMNEIF -

password

ZrliNGtCtZeVwwdq L]
username

quayconfig (L]

6.1.2. EXFIRcE i3S

MR ERESRmS, RERARF®A GB%R quayconfig ) LLKkVjMECE T EMIXT N -
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Red Hat Quay Setup

# Custom SSL Certificates

This section lists any custom or self-signed SSL certificates that are installed in the Quay container on startup after being read from the extra_ca_certs directory in the configuration volume.
Custom certificates are typically used in place of publicly signed certificates for corporate-internal services.

Please make sure that all custom names used for downstream services (such as Clair) are listed in the ceriificates below.

Upload certificates: Select file

Select custom certificate to add to configuration. Must be in PEM format and end extension .crt'

CERTIFICATE FILENAME STATUS NAMES HANDLED

aextra_ca_certs/service-ca.crt @ Cerificate is valid

openshift-service-serving-signeni@1 624454606 °
% Basic Configuration
Registry Title: Red Hat Quay
Mame of registry to be displayed in the Contact Page.
Registry Title Short: Red Hat Quay
Enterprise Logo URL: Istatic/img/RH_Logo_Quay_Black_UX-horizontal.svg |:3

Enter the full URL to your company's logo.

Contact Information: URL - hitp://somedurl

Informaticn to show in the Contact Page. If none specified, Core0S contact information is displayed

& Server Configuration

Server |

quay-cpenshift-op apps.docs.q .org

The HTTP host (and optionally the port number if a non-standard HTTP/HTTPS port) of the location where the registry will be accessible on the network.

TLS: Red Hat Quay handles TLS

° AT ETR o T et et BN ECR TLS also enables HTTP Strict Transport Security.

Sercvents downgrade attacks and cookie theft, but browsers will reject all future insecure connections on this hostname.

A

6.1.3. A E

'EFHIP, BdEEGwER TRENBRA,

Jbsf Rl HLERThaE A I KA AR, 0 4w :

D Time Machine

Time machine keeps older copies of tags within a repository for the configured period of time, after which they are garbage collected. This allows users to revert tags to older images in case they accidentally pushed a broken image. Itis highly recommended to have time machine
enabled, but it does take a bit more space in storage.
Allowed expiration periods: = 2v _ Remove

4w Add
The expiration periods allowed for Gonfiguration. The default tag expiration “must* be in this list.

Default expiration period: 2w

The default tag expiration period for all namespaces (users and organizations). Must be expressed in a duration string form: 3em, 1h, 1d, 2w
Allow users to select expiration: & Enable Expiration Configuration

If enabled, users will be able o select the tag expiration duration for the

they admi from the confi list of options.
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2.
7#£#¥ Validate Configuration Changes LUf{R B AN
3.
& Reconfigure Quay RHINFAEHX :
Validating configuration
CONFIGURATION VALIDATED
v Configuration Validated Continue Editing
4,

EETERANEDM Quay IR THM :

Validating configuration

CoNFIGURATION VALIDATED

ConNFiG SENT To OPERATOR

v/ Configuration Validated Continue Editing Reconfigure Quay

4

al}

FARETR Ul BSi& Red Hat Quay aJRES S registry 5@ Arlf, RENNASE
HMECE,

6.2. £ Ul R EHECIE

6.2.1. QuayRegistry %R

EHAECE Operator I, EAILRERFFE QuayRegistry I8 YAML 2 T-Eh M EHFREHE, &
$ilsh )y example-registry :
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Project: quay-enterprise =

Installed Operators * quay-operatorv3 6.0 * QuayRegistry details

@D example-registry

Details YAML Resources Events

mpLe

) This object has been updated.

Click reload to see the new versian.

Bl [

FRRELEZN, REBRKIIRTEEHBABIBELEEERNRA, &5, Operator fFHiHE
¥, BRRMEFRENAY.
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Project: guay-enterprise =

Installed Operators * quay-operatorv3 6.0 * QuayRegistry details

D example-registry

Details YAML Resources Events

hat.com/ vl

W om0 B Ll Rd

=
-]

ig=bundle=z

stry-quay-config-editor-credentials-gbtbkh9

m Reload [ Cance ‘

6.2.2. B

QuayRegistry B Events £ B RS EMEBEHERM —LEH -
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@ svmmmenns

GED example-registry-quay-app
Generated from harizontal-pod-sutosealer

failed to get cpu utilization: did not receive metrics for any ready pods.

@ example-registry-quay-app-c7698bich-lsxf2
‘Generated from kubelet on docs-k95lz worker-d-t2054 £ quay-devel internal

Readiness probe failed: Get *http://10.128 2.40:8080/ health/instance": dial tcp 10128.240:8080: connect: connection refused

® example-registry-quay-app
‘Generated from ceployment-contraller

Scaled down replica set exampl

registry-quay-app-c7698bich to O

1@ example-registry-quay-app-c7698bfch-lsxf2
Generated from kubelet on docs-kG5tz-worker-d-tzg54.c quay-devel internal

Stopping container quay-app

example-registry-quay-app-c7698bfcb
Generated from replicaset-contraller

Deleted pod gistry-quay-app-

quay-enterprise

quay-enterprise

quay-enterprise

quay-enterprise

quay-enterprise

$B6

=

=

HHARRE T EE OPENSHIFT hEFHAE QUAY

Showing 491 events

& Sep 24,1216 pm

29 times in the last an hour
& Sep 24,1216 pm

@ a few seconds ago

@ a few seconds ago

@ a few seconds ago

1£ OpenShift #2#l& Home — Events T, 4 ZEHECEZMAAE FIRMRIEWEM -

@ svmmmenns

GED example-registry-quay-app
Generated from harizontal-pod-sutosealer

failed to get cpu utilization: did not receive metrics for any ready pods.

@ example-registry-quay-app-c7698bich-lsxf2
Generated from kubelet on docs-k95tz worker-d.-t2054.£ quay-devel internal

Readiness probe failed: Get *http://10.128 2.40:8080/ health/instance": dial tcp 10128.240:8080: connect: connection refused

® example-registry-quay-app
‘Generated from ceployment-contraller

Scaled down replica set exampl

registry-quay-app-c7698bich to O

1@ example-registry-quay-app-c7698bfch-lsxf2
Generated from kubelet on docs-kG5tz-worker-d-tzg54.c quay-devel internal

Stopping container quay-app

example-registry-quay-app-c7698bfcb
Generated from replicaset-contraller

Deleted pod gistry-quay-app-

6.3. EEHERER VM EHHES

6.3.1. 7 Ul Aijin B aAciE TRFEIE

quay-enterprise

quay-enterprise

quay-enterprise

quay-enterprise

quay-enterprise

Showing 491 events

& Sep 24,1216 pm

20 times in the Last an hour

& Sep 24,1216 pm

@ a few seconds ago

@ a few seconds ago

@ a few seconds ago

HFELNRETRAE T H pod, ALRGFUIE—/1# secret, FHFET—REXERNFTEMSH

EHBE

Data

password

DTmdv2-305IWqdIp

username

quaycenfig

=™ Hide valued
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6.3.2. 7 Ul FiJj[| A9 config.yaml

{81/ config Ui EHH config.yaml X4,
1£ QuayRegistry i#1EF & L& Config Bundle Secret
1t Secret Details F#%H# Data #B4, == Reveal values &%& config.yaml 3

BRESENATER, EXMERT, 4w NMiZAiiF TAG_EXPIRATION_OPTIONS %z
(= I

SERVER_HOSTNAME: example-quay-openshift-operators.apps.docs.quayteam.org
SETUP_COMPLETE: true

SUPER_USERS:

- quayadmin
TAG_EXPIRATION_OPTIONS:
- 2w

- 4w

6.4. B3 X SSL ik Ul

ERETETATINEAESGES, UWMEFURABBIRESHR, SFEEENEEGES, BEREl]
XA PEM X, &M ot

# Custom SSL Certificates

This section lists any custom or self-signed SSL certificates that are installed in the Quay container on startup after being read from the extra_ca_certs directory in the configuration volume.
Custom certificates are typically used in place of publicly signed certificates for corporate-internal services.

Please make sure that all custom names used for downstream services (such as Clair) are listed in the certificates below.

Upload certificates: Select file

Select custom certificate to add to configuration. Must be in PEM format and end extension *.crt’

CERTIFICATE FILENAME STATUS NAMES HANDLED

extra_ca_certs/service-ca.crt

@ Certificate is valid openshift-service-serving-signer@1632474198

EE T B S EERIERRAER, EFAEX SSLitHE, BRERAESIRD :

MIZ



% 6= HARBEILER OPENSHIFT FEHAE QUAY

# Custom SSL Certificates

This section lists any custom or self-signed SSL certificates that are installed in the Quay container on startup after being read from the extra_ca_certs directory in the configuration volume.
Gustom certificates are typically used in place of publicly signed certificates for corporate-internal services.

Please make sure that all custom names used for downstream services (such as Clair) are listed in the certificates below.

Upload certificates: Select file

Select custom certificate to add to configuration. Must be in PEM format and end extension ".crt'

CERTIFICATE FILENAME STATUS NAMES HANDLED
exira_ca_certs/service-ca.crt ® Certificate is valid openshift-service-serving-signer@1632474198 o
© Certificate is valid quay-server.example.com

extra_ca_certs/my-custom-ssl-cert.crt

6.5. 48R 1j ] REGISTRY

£ OpenShift _£iz{7if, Routes API aTH, R BAZIAEZEHH. O QuayRegistry i5, "1
QuayRegistry i status ST ER A= :

status:

registryEndpoint: some-quay.my-namespace.apps.mycluster.com
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& 7 Z QUAY OPERATOR HyZhag

7.1, ¥2HIE B EENER

Red Hat Quay 3.6 2 M OpenShift 245 AR R A Operator FEMN Quay SE6l, HH9LEiETh
BETIE Grafana {{FRMR. X HENMERETT R RBAMIRTREEER Quay Pod.

k

N
p
;

il

FEANEThEE, YR A wAZEN"EX T%% Operator,

7.1.1. Dashboard

1£ OpenShift #H&H, SRZEl Monitoring — Dashboards FH#5%&A®E Quay registry SLHINER
i :
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RedHat
OpenShift
siner Platform

a: Administrator

Dashboards crefanauiz

Dashboard Apiserver Period

‘APIPer'fcrmar'ce - I kube-apiserver = 5m w

AP1 Performance

etcd

Kubernetes / Compute Resources / Cluster

Kubernetes / Compute Resources / Namespace (Pods)
_—\\______‘__

Kubernetes / Compute Resources / Namespace (Workloads)

Kubernetes / Compute Resources / Node (Pods)

Kubernetes / Compute Resources / Pod

Kubernetes / Compute Resources / Workload

Kubernetes / Networking / Cluster

Kubernetes / Networking / Namespace (Pods)

Kubernetes / Networking / Pod

Prometheus Overview

Quay - quay-enterprise - example-registry

USE Method / Cluster

Compute

USE Method / Node

ERETEMSIER, afF:

o
Witg. &FiEFE. AP Robot kP EE
o
CPU FHENEARNFHE
o

50 SR EHIE AT AT PN E S
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APl iFKE

$ER

Time Range Refresh Interval
Dashboards  crfanauier [Y— I5seconds »
Dashboard
Quay - quay-enterprise - example-registry >
orgs Repos Users. Robots
CPU Usage (percent) Max Memory Usage
120M
8 100M
6 80M
60OM
4
aomM
| 20M
o
6:23 l6:24 1623 1626 16:27 1623 1624 16:25 16:26 627
[T —— . .
Becacenppication
[rpnaieing e
i o cbobniromstats ov
v
Image pulls Image pushes Auth
o6
. 002
0025 oM
002 ool 012
ol
0015 aol 008
o001 0.06
. 0005 004
000s 002
o o
1623 1624 16:25 16:26 16:27 1623 624 16:25 16:26 %27 1624 16:2: 16:24 16:27

7.1.2. {6545

EA L& #E Ul B ijila] Monitoring —~ Metrics €& & Quay (URIREEANEZEiR. &

Expression ZExh#Hi A E quay  UEFTAIBIRIIEK :
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Metrics eitiorm Prometheus Ui g

quiaYy_org_fows

. QUEY_LSET oS
quay_robaot_rows
qQuay reposiliny rimws
quay _queus items locked

quay_db_close _calls_tota

quay_queus item_gets 1ol

quay _queus ilems avallable

EE—ARBIEFR, M quay_org_rows :
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Metrics piattorm Prometheus Ui

Bseconds - Actions -

4% Hide graph

O Stacked

Insert metric at cursor

W  TEyorgrows

* @
Name container endpoint exported_job host instance job namespace pid pod process_name prometheus service Value
B uyorgrows quay-app quay-metrics  quay example-registry-quay-app- 10128.239:9091  example-registry- quay-enterprise 74 example-registry-quay-app- giobalpromstatspy  openshift- example-registry-
759845c47¢-wbBt quay-metrics

739845c47c-wbEt manitoring/kBs  quay-metrics

1101 -

IIEPRE R registry RIAZIRE, BB F{UERRP,

7.1.3.

D

i

ME Quay Pod BEEH, S8I4EH. aILLATM Consol Ul 18 Monitoring — Alerting il
Alerting IR ETF Quay HEHREREER -

Alerting Alertmanager Ul
Alerts Silences Alerting rules

Y Filter = Mame w  quay

Sowrce Platform X {x] Name gquay X Clear all filkers

Mame T Severity

@D xubeQuotaFullyUsed Q@ info

ﬁ CQuayPodFrequentlyRestarting Warning

Maonitoring

& ThanosQueryinstantl atencyHigh O Critical

Q ThanosQueryRangelatencyHigh O Critical
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¥EFE QuayPodFrequentlyRestarting #II¥1& Eid B E 4R -

les > Alerting rule details

@ QuayPodFrequentlyRestarting « waming

Alerting rule details

Name Source

QuayPodFrequentlyRestarting Platform

Severity For
Warning 1om

Description Expression

Pod {{*{{Slabelsnamespace}} ' }}/{{ {{$labels.pod]} }} was restarted {{"{{$value}} I} timeswithin the last hour

Message
Quay Pod is restarting frequently

Labels

7.2. f£ AIR-GAPPED OPENSHIFT £2¥rh’y CLAIR 3B REiEE

Clair fEfi4 5 updaters W, ATFHEZFRIHNBHARRRARIEENZH, Clair ZRHEFRENR
BERZTEHFHRHFALER. XEEZIRFAAY Clair EHEZES BHMAERNRE,

EF 5B #H air-gapped OpenShift E£E M Clair iEBUEE, HHEAUTESE -

[ ]

IKEX clairctl I2F
[ ]

5% Clair Bid i@
[ ]

{5/ clairctl MAT i [a| EEXRIEY Clair SC615:H updaters #i45a
[ ]

B air-gapped OpenShift ££8tH 1 Clair B2i&, LLFuiFijilAl Clair BUgFE
[ ]

MEEBEKMURIMRGEREmBERE RS, SHAE air-gapped S el A
[ ]

{81 clairctl ¥ updaters #4585 A%l air-gapped OpenShift ££&£ Clair S:fl
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7.2.1. 3KHY clairctl

FE M OpenShift &b Clair SEhIKE clairctl 2R, H{#H oc cp 4, HiN :

$ oc -n quay-enterprise cp example-registry-clair-app-64dd48f866-6ptgw:/usr/bin/clairctl ./clairctl
$ chmod u+x ./clairctl

XFFIRIT Clair 388, WA podman cp i, Hi :

$ sudo podman cp clairv4:/usr/bin/clairctl ./clairctl
$ chmod u+x ./clairctl

7.2.2. 183 Clair B2i&

7.2.2.1. OpenShift B2&H Clair

EKFR(FEMA OpenShift Operator Z8EM Clair SLHIMECE X, EEAE LM R 22 H R RANFEGE
& secret, FFEREDXHH, Bl :

$ kubectl get secret -n quay-enterprise example-registry-clair-config-secret -o "jsonpath=
{$.data['config\.yamlI']}" | base64 -d > clair-config.yaml

Clair BEEXHEXMT -

clair-config.yaml

http_listen_addr: :8080
introspection_addr: ""
log_level: info
indexer:
connstring: host=example-registry-clair-postgres port=5432 dbname=postgres
user=postgres password=postgres ssimode=disable
scanlock_retry: 10
layer_scan_concurrency: 5
migrations: true
scanner:
package: {}
dist: {}
repo: {}
airgap: false
matcher:
connstring: host=example-registry-clair-postgres port=5432 dbname=postgres
user=postgres password=postgres ssimode=disable
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max_conn_pool: 100

indexer_addr: ""

migrations: true

period: null

disable_updaters: false
notifier:

connstring: host=example-registry-clair-postgres port=5432 dbname=postgres
user=postgres password=postgres ssimode=disable

migrations: true

indexer_addr: ""

matcher_addr:

poll_interval: 5m

delivery_interval: 1m

7.2.2.2. 37 Clair Bi2i&

XFFIRIT Clair 328, EEXHZ7E podman run f85H CLAIR_CONF i Edig i EL 8
fEEr, Hin :

sudo podman run -d --rm --name clairv4 \
-p 8081:8081 -p 8089:8089 \
-e CLAIR_CONF=/clair/config.yaml -e CLAIR_MODE=combo \
-v /etc/clairv4/config:/clair:Z \
registry.redhat.io/quay/clair-rhel8:v3.6.8

7.2.3. FHEHFHRHAS

MATV5 | B EXRIEY Clair SEfilch, A IEMRRNESE XA clairctl 51 updaters #1483 :

I $ ./clairctl --config ./config.yaml export-updaters updates.gz
7.2.4. B2i& air-gapped OpenShift £t 8 Clair BB Vil

{81/ kubectl 3E#fi5E Clair BIBZERSS :

$ kubectl get svc -n quay-enterprise

NAME TYPE CLUSTER-IP EXTERNAL-IP PORT(S)
AGE

example-registry-clair-app ClusterlP  172.30.224.93 <none>
80/TCP,8089/TCP 4d21h
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example-registry-clair-postgres ClusterlP  172.30.246.88 <none> 5432/TCP
4d21h

¥R Clair B FiRO, (EHERTMAHIHLERVIA, FI -

I $ kubectl port-forward -n quay-enterprise service/example-registry-clair-postgres 5432:5432

B Clair BBE#E, $$%4 connstring PEHhB{EE )y localhost, 4N :

clair-config.yaml

connstring: host=localhost port=5432 dbname=postgres user=postgres
password=postgres ssimode=disable

al

Y7918 A kubectl port-forward BIECIERE, EAILIHA kubefwd &8, EALLAE
B, FEEEH Clair BAE XM connstring F£E%, LU#EH localhost,

7.2.5. £ updaters 148 a5 A El air-gapped I

$F updaters @ L XTI air-gapped S EfG, A clairctl 425 A El OpenShift Operator &f
EH Clair BigFErh :

I $ ./clairctl --config ./clair-config.yaml import-updaters updates.gz
7.3. FIPS S5 tERMEHH

NIST CEEBERFAASRAMEMALXMRIIEBLEIE) A NRLENRFBBEBUENS50R
#, BHREARRT. ETREMNA1YU%, Red Hat Enterprise Linux #1 Red Hat OpenShift
Container Platform s@id {2t — 4 FIPS XK R, ZRGERAIFERAFEL FIPS RENgE
B3R, %0 openssl, iXFEAIHf{R FIPS &8,
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MARZ 3.5 758, Red Hat Quay 3Z#FLL FIPS 7t RHEL #1 OCP L;=f7. 74, Red Hat Quay
ARG RERAKIESES NIST KIFMINEE, Red Hat Quay 3.5 123% RHEL 8.3 INF AR L EK
FIPS 140-2 53iF, SeRiZ%EiE, Red Hat Quay $F1EXH FIPS &,
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B8 E RIHE

8.1. fER MM A LEE QUAY

AR, 7EfEM Operator 3B registry I, Quay X pod RIEBFEER worker TR L,
OpenShift Container Platform 3#%ExR T MEFEANSRERE T sk RITEEMEEANS GESH
https://docs.openshift.com/container-platform/4.7/machine_management/creating-infrastructure-
machinesets.html) ,

MREREEH OCP MachineSet FiREEE infra TTm, ATESR 7 M EMEHEEFRCM
1581 o

HERETERMRET R (FhHEANSRE) &, ELERT REFSRNEREZEH Quay pod X
£ P HRE.

8.1.1. Rt 3R MR EMIs =1 =

TEAMth, £EHhE=/ master 775 6 4 worker T :

$ oc get nodes

NAME STATUS ROLES AGE VERSION

user1-jcnp6-master-0.c.quay-devel.internal Ready master 3h30m v1.20.0+ba45583
useri-jcnp6-master-1.c.quay-devel.internal Ready master 3h30m v1.20.0+ba45583
useri-jcnp6-master-2.c.quay-devel.internal Ready master 3h30m v1.20.0+ba45583

user1-jcnp6-worker-b-65plj.c.quay-devel.internal Ready worker 3h21m v1.20.0+ba45583
useri-jcnp6-worker-b-jr7hc.c.quay-devel.internal Ready worker 3h21m v1.20.0+ba45583
user1-jcnp6-worker-c-jrg4v.c.quay-devel.internal Ready worker 3h21m v1.20.0+ba45583
user1-jcnp6-worker-c-pwxfp.c.quay-devel.internal Ready worker 3h21m v1.20.0+ba45583
useri-jcnp6-worker-d-h5tv2.c.quay-devel.internal Ready worker 3h22m v1.20.0+ba45583
user1-jcnp6-worker-d-m9gg4.c.quay-devel.internal Ready worker 3h21m v1.20.0+ba45583

HEMRMEZEMRE =1 worker 77 AR

$ oc label node --overwrite user1-jcnp6-worker-c-pwxfp.c.quay-devel.internal node-
role.kubernetes.io/infra=

$ oc label node --overwrite user1-jcnp6-worker-d-h5tv2.c.quay-devel.internal node-
role.kubernetes.io/infra=

$ oc label node --overwrite user1-jcnp6-worker-d-m9gg4.c.quay-devel.internal node-
role.kubernetes.io/infra=

WE, HBEHNHBEHDHT A, REHN 31 worker TR A infra WA :
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$ oc get nodes

NAME STATUS ROLES AGE VERSION

useri-jcnp6-master-0.c.quay-devel.internal Ready master 4h14m v1.20.0+ba45583
useri-jcnp6-master-1.c.quay-devel.internal Ready master 4h15m v1.20.0+ba45583
useri-jcnp6-master-2.c.quay-devel.internal Ready master 4h14m v1.20.0+ba45583

user1-jcnp6-worker-b-65plj.c.quay-devel.internal Ready worker 4hém v1.20.0+ba45583
user1-jcnp6-worker-b-jr7hc.c.quay-devel.internal Ready worker 4h5m v1.20.0+ba45583
user1-jcnp6-worker-c-jrgdv.c.quay-devel.internal Ready worker 4h5m v1.20.0+ba45583
user1-jcnp6-worker-c-pwxfp.c.quay-devel.internal Ready infra,worker 4hém v1.20.0+ba45583
user1-jcnp6-worker-d-h5tv2.c.quay-devel.internal Ready infra,worker 4hém v1.20.0+ba45583
user1-jcnp6-worker-d-m9gg4.c.quay-devel.internal Ready infra,worker 4hém v1.20.0+ba45583

¥ infra 7T =B worker Bf, AP TEAEHTEESEA DAL infra TR, ERGXFHER,
B U5 M AT infra s, AENEEZRGN pod HRINER,

$ oc adm taint nodes user1-jcnp6-worker-c-pwxfp.c.quay-devel.internal node-
role.kubernetes.io/infra:NoSchedule

$ oc adm taint nodes user1-jcnp6-worker-d-h5tv2.c.quay-devel.internal node-
role.kubernetes.io/infra:NoSchedule

$ oc adm taint nodes user1-jcnp6-worker-d-m9gg4.c.quay-devel.internal node-
role.kubernetes.io/infra:NoSchedule

8.1.2. AT mEFSRNARAEYH

MEEB LA Quay Operator 5BE T Quay, HMREREM Operator MRS BNEMIFFEds &

22,

B Project 51ilR, 1EET RAFHRMAR, WMTHIFAT :

quay-registry.yaml

kind: Project
apiVersion: project.openshift.io/v1
metadata:
name: quay-registry
annotations:
openshift.io/node-selector: 'node-role.kubernetes.io/infra='
scheduler.alpha.kubernetes.io/defaultTolerations: >-
[{"operator": "Exists", "effect": "NoSchedule", "key":
"node-role.kubernetes.io/infra"}

]
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81/ oc apply fROIETH :

$ oc apply -f quay-registry.yaml
project.project.openshift.io/quay-registry created

quay-registry iy Z2 8] dh I 2 R n] J5 52 BT IR IR AT EB I 1A BE 25 FA ELRZR A 7 s

8.1.3. fE & ZE[AIFh % 3E Quay Operator

#% Quay Operator I, fEAHIH) quay-registry BIBAfIEEE LM EG RN, XFSH
Operator pod A &EFX =1 EMEHTT Rz — :

$ oc get pods -n quay-registry -o wide
NAME READY STATUS RESTARTS AGE IP NODE

quay-operator.v3.4.1-6f6597d8d8-bd4dp 1/1  Running 0 30s 10.131.0.16 user1-jcnp6-
worker-d-h5tv2.c.quay-devel.internal

8.1.4. il registry

maTAmR G MR, REFHFHEML. SEJIH Quay pod i, ENIZEBIETIRFEERIEN
HZREBEN=ATRL :

$ oc get pods -n quay-registry -o wide
NAME READY STATUS RESTARTS AGE |IP NODE

example-registry-clair-app-789d6d984d-gpbwd 1/1 Running 1 5m57s 10.130.2.80
useri-jcnp6-worker-d-m9gg4.c.quay-devel.internal

example-registry-clair-postgres-7c¢8697f5-zkzht 11 Running 0 4m53s 10.129.2.19
user1-jcnp6-worker-c-pwxfp.c.quay-devel.internal

example-registry-quay-app-56dd755b6d-glbf7 1/1 Running 1 5m57s 10.129.2.17
user1-jcnp6-worker-c-pwxfp.c.quay-devel.internal
example-registry-quay-config-editor-7bf9bccc7b-dpc6d 1/1 Running 0 5m57s
10.131.0.23 user1-jcnp6-worker-d-h5tv2.c.quay-devel.internal
example-registry-quay-database-8dc7cfd69-dr2cc 1/1 Running 0 5m43s 10.129.2.18
user1-jcnp6-worker-c-pwxfp.c.quay-devel.internal

example-registry-quay-mirror-78df886bcc-v75p9 1/1 Running 0 5mi16s 10.131.0.24
user1-jcnp6-worker-d-h5tv2.c.quay-devel.internal

example-registry-quay-postgres-init-8s8g9 0/1 Completed 0 5m54s 10.130.2.79
useri-jcnp6-worker-d-m9gg4.c.quay-devel.internal

example-registry-quay-redis-5688ddcdb6-ndp4t 1/1 Running 0 5m56s 10.130.2.78
useri-jcnp6-worker-d-m9gg4.c.quay-devel.internal

quay-operator.v3.4.1-66597d8d8-bd4dp 1/1 Running 0 22m 10.131.0.16

user1-jcnp6-worker-d-h5tv2.c.quay-devel.internal
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8.2. fE i —dp Az (R fhRE OPERATOR I3 A i

LER—mAZ M fhZRE Red Hat Quay Operator I, Wi NIERZERS, ERBLE, BFEE
73 OpenShift Container Platform A E XN AZFREHAE. NRFEEEL, HSH k& hiki
¥ # yAFE TR 5 A 8 OCP (i,

LUFH 3R T Al iREE OCP 34y Quay Bdi& lif®,

8.2.1. SIS LR E IR

1.
K7 cluster-monitoring-config ConfigMap X RE2&E 1L :
$ oc -n openshift-monitoring get configmap cluster-monitoring-config

Error from server (NotFound): configmaps "cluster-monitoring-config" not found

MR ConfigMap X RAFFLE :

BIELLF YAML ;&5H, fEAHIH, %304 cluster-monitoring-config.yaml :

$ cat cluster-monitoring-config.yami
apiVersion: v1
kind: ConfigMap
metadata:
name: cluster-monitoring-config
namespace: openshift-monitoring

data:
config.yaml: |

Bl ConfigMap X% :

I $ oc apply -f cluster-monitoring-config.yaml configmap/cluster-monitoring-config created

$ oc -n openshift-monitoring get configmap cluster-monitoring-config

NAME DATA AGE
cluster-monitoring-config 1 12s

8.2.2. I A/ XM TVFfi B A E RS
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K7 user-workload-monitoring-config ConfigMap X R 2 EF1E -

$ oc -n openshift-user-workload-monitoring get configmap user-workload-monitoring-config

Error from server (NotFound): configmaps "user-workload-monitoring-config" not found

2.
MR ConfigMap X RAFEFE :
a.
BIELLF YAML 5EH8., EXHIH, %34 user-workload-monitoring-
config.yaml :
$ cat user-workload-monitoring-config.yaml
apiVersion: v1
kind: ConfigMap
metadata:
name: user-workload-monitoring-config
namespace: openshift-user-workload-monitoring
data:
config.yaml: |
b.
Bl ConfigMap X4 :

$ oc apply -f user-workload-monitoring-config.yaml

configmap/user-workload-monitoring-config created

8.2.3. WA E K E 5 A b

1.
RERPE N EN R IEAIET

$ oc get pods -n openshift-user-workload-monitoring

No resources found in openshift-user-workload-monitoring namespace.

%% cluster-monitoring-config ConfigMap :

I $ oc -n openshift-monitoring edit configmap cluster-monitoring-config
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¥4 enableUserWorkload: true i%i& N{EER v & XHTIE f5 A EE

apiVersion: v1
data:
config.yaml: |
enableUserWorkload: true
kind: ConfigMap
metadata:
annotations:

REXHLNAEY, ARREELM pod EHIEHIETT -

$ oc get pods -n openshift-user-workload-monitoring

NAME READY STATUS RESTARTS AGE
prometheus-operator-6f96b4b8f8-gg6rl 2/2  Running 0 15s
prometheus-user-workload-0 5/5 Running 1 12s
prometheus-user-workload-1 5/5 Running 1 12s
thanos-ruler-user-workload-0 3/3 Running 0 8s
thanos-ruler-user-workload-1 3/3 Running 0 8s

8.2.4. fll# Service X RLLAF Quay HEiR

1.
N Service X ROIE YAML 34 :

$ cat quay-service.yaml

apiVersion: v1
kind: Service
metadata:
annotations:
labels:
quay-component: monitoring
quay-operator/quayregistry: example-registry
name: example-registry-quay-metrics
namespace: quay-enterprise
spec:
ports:
- name: quay-metrics
port: 9091
protocol: TCP
targetPort: 9091
selector:
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quay-component: quay-app
quay-operator/quayregistry: example-registry
type: ClusterlP

filE Service W% :

$ oc apply -f quay-service.yaml

service/example-registry-quay-metrics created

8.2.5. flli ServiceMonitor %%

T filEE ServiceMonitor ¥R, ¥ OpenShift Monitoring Bdi& NiREIE IR,

& ServiceMonitor BFIRAIE YAML X :

$ cat quay-service-monitor.yaml

apiVersion: monitoring.coreos.com/v1
kind: ServiceMonitor
metadata:
labels:
quay-operator/quayregistry: example-registry
name: example-registry-quay-metrics-monitor
namespace: quay-enterprise
spec:
endpoints:
- port: quay-metrics
namespaceSelector:
any: true
selector:
matchLabels:
quay-component: monitoring

filE ServiceMonitor :

$ oc apply -f quay-service-monitor.yaml

servicemonitor.monitoring.coreos.com/example-registry-quay-metrics-monitor created

8.2.6. & OpenShift H9EIR
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#EAT LAfE OpenShift 22§14 &ijjia] Monitoring — Metrics FBHE#R, £ Expression B s A
A quay_ AEF® BRI :

Manitaring

Alerting

Metrics

Insert metric at cursor
Dashboards

[ quay | ]

haproxy_backend_http_average_gueue_latency_milliseconds

Compute

User Management haproxy_server_http_average_queue_latency_milliseconds
prometheus_sd_kubernetes_workqueue_latency_seconds_count
Administration

prometheus_sd_kubernetes_workqueue_latency_seconds_sum
quay_authentication_attempts_created

guay_authentication_attempts_total

quay_db_close_calls_created

fim, MEESFE R registry, 5% quay-users_rows $5H7 :

Metrics Platform Prometheus Uit Refreshoff ~  Actions ~

3F Hide graph

25
2
s
1
05
o
| query browser chart | 0900 1000 oo 1200 13:00 1400
- Sanuserows X :
5
Name container  endpoint | exportedjob | host instance job namespace | pid pod process_name | prometheus service Vaiue
qusy_userrows  quay-app  quay-metrics  quay example-registry-quay- 101292349091 ple-registy- g prise 63 y openshif ple-registry- 3
app-BIE7ITEG-2gsrg quay-metrics app-BlE77b66-2gsrg quay
quay_userrows  quay-ap  quiy-metrics  quay example-registry-quay- 00812081 g & ple-registry-guay openshif ple-registy- 3
app-6AiB7I7b66-3tn6 quay-metrics app-6AfB77b66-3tin6 quay
1-20f2 ~ o

8.3. EHFTE U ZEFMA/N
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Quay Operator £l NooBaa *%(50 Gib)i, f#f RHOCS REtAIBINE SR OB BN R EF .
VB EMENAEEFR - e EfE XA PVC X/, S8 % PVC FiNBIFHMEiEtedh,

8.3.1. resize Noobaa PVC

1.
&% OpenShift ¥4 3£ Storage —~ Persistent Volume Claims,

2.

74N noobaa-default-backing-store-noobaa-pvc-* i PersistentVolumeClaim,
3.

1 Action ¥ Hd1, %FE Expand PVC,
4,

#A Persistent Volume Claim K/, SRE%E: Expand.

Na#E (BURT PVC MK/ , T EBIX/NRIZIE PVC M Capacity PEx B,

k

N
p
;

il

& CSI BRE— M RATINIEE. MRESER, E5H
https://access.redhat.com/documentation/en-
us/openshift_container_platform/4.6/html/storage/expanding-persistent-volumes,

8.3.2. BNy — it

1.
&% OpenShift ¥4 3% Networking —~ Routes, Hf{RE %+ openshift-storage
YiH,

2.

¥ noobaa-mgmt Route i Location FE%,
3.

F %% Noobaa EEIEHIA.
4,

EF (UK L, 7 Storage Resources F, 7% Add Storage Resources,
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5.
1%+ Deploy Kubernetes Pool
6.
AR AT, =i Next
7.
EHEEIEBM Pod BEHXESN T RK/D. Rii Next,
8.

¥ Deploy,

No8E, BAMEREbERINEl Noobaa ¥R, Tt Red Hat Quay f#F,

8.4. B X EKIA OPERATOR Hitk

M FEFE Quay 25, RZFFEAINH, mNBIATF LM, A Quay
Operator BIFEBIAEAEI, FEEAGRIESBEEE I,

EXEEERT, £ Operator FRAMBRINGERAIERRER. XAILLE 7 Quay Operator
ClusterServiceVersion HiZBE—PHZNIARD 2RI,

8.4.1. 5% &

Operator h{FAL TR S B RHHEL -

MR8 Hit
RELATED_IMAGE_COMPONENT_QUAY base
RELATED_IMAGE_COMPONENT_CLAIR Clair

RELATED_IMAGE_COMPONENT_POSTGRE Postgres #1 clair ##E %
S

RELATED_IMAGE_COMPONENT_REDIS redis
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al

B B BEE&R(@sha256:), TIAERE(:latest),

8.4.2. HEENRATIIEIZ1TH Operator

L@t Operator Lifecycle Manager(OLM)7E5£Efh %% Quay Operator i, SEHHAREHEAILL
i M ClusterServiceVersion X REHEMER, X2 OLM EEEHIZ1T Operator WEKR. £
Kubernetes Ul 2 kubectl/oc ##; Quay Operator i ClusterServiceVersion :

I $ oc get clusterserviceversions -n <your-namespace>

5 UL oc edit SEMH{th 7535 Quay ClusterServiceVersion, HEE EABLRNIFELE
DismEEGE :

JSONPath:spec.install.spec.deployments[0].spec.template.spec.containers[0].env

- name: RELATED_IMAGE_COMPONENT_QUAY

value:
quay.io/projectquay/quay@sha256:c35f5af964431673f4ff5c9e90bdf45f19e38b8742b5903d41c1
Occ7f6339a6d
- name: RELATED_IMAGE_COMPONENT_CLAIR

value:
quay.io/projectquay/clair@sha256:70c99feceb4c0973540d22e740659¢d8d616775d3ad1c1698dd
f71d0221f3ce6
- name: RELATED_IMAGE_COMPONENT_POSTGRES

value: centos/postgresql-10-
centos7@sha256:de1560cb35e5ec643e7b3a772ebaac8e3a7a2a8e8271d9e911f023539b4dfb33
- name: RELATED_IMAGE_COMPONENT_REDIS

value: centos/redis-32-
centos7@sha256:06dbb609484330ec6be6090109f1fa16e936afcf975d1cbc5fff3e6¢7cae7542

AR, XZTE Operator 45 L2, HibE4 QuayRegistry #{E HHERENESZHTHE,

8.5. AWS S3 CLOUDFRONT

NEHEFF AWS S3 CloudFront FIF 5k registry Zfif, HiREMH, MTHIFTE :

$ oc create secret generic --from-file config.yami=./config_awss3cloudfront.yaml --from-file
default-cloudfront-signing-key.pem=./default-cloudfront-signing-key.pem test-config-bundle
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% 9 3 £ OPENSHIFT CONTAINER PLATFORM ZEd£{3H1tkSE RED HAT QUAY

8% 9 %= £ OPENSHIFT CONTAINER PLATFORM #BE s #{3#1#% S RED HAT QUAY

SERAAT hRAZATE OpenShift Container Platform EBEH #5311k € Red Hat Quay,

9.1. %512 RED HAT QUAY

7 R 5ERT OpenShift Container Platform #1 NooBaa %E,

FRFM

[}
1£ OpensShift Container Platform L3 Red Hat Quay,

it
1.
#i1 5 H QuayRegistry HE X FHRRED S :
$ oc get quayregistry <quay-registry-names -n <quay-namespaces -o yaml > quay-
registry.yaml
2.

a4 BB quayregistry.yaml FFlER status #8493 RUA T oBUBFER -

metadata.creationTimestamp
metadata.finalizers
metadata.generation
metadata.resourceVersion
metadata.uid

#HPZEEH secret :

NRIEIELLZTRT Red Hat Quay 3.0 BhRA, "TLABKTX—4, EREBE
Quay N =BzhER—L secret. Efil&F#ETE QuayRegistry a4 22 A dhiEh
&lt ;quay-registry-name>-quay-registry-managed-secret-keys # secret #,

$ oc get secret -n <quay-namespace> <quay-registry-name>-quay-registry-managed-
secret-keys -0 yaml > managed-secret-keys.yaml
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44 B managed-secret-keys.yaml X FH B FRAMAEASI A, £8 managed-
secret-keys.yaml XHRELFMOF :

apiVersion: v1

kind: Secret

type: Opaque

metadata:
name: <quayname>-quay-registry-managed-secret-keys
namespace: <quay-namespace>

data:
CONFIG_EDITOR_PW: <redacted>
DATABASE_SECRET_KEY: <redacted>
DB_ROOT_PW: <redacted>
DB_URI: <redacted>
SECRET_KEY: <redacted>
SECURITY_SCANNER_V4_PSK: <redacted>

data B THIFTAE B MR RFAE,

#12 Hai00 Quay EE :

$ oc get secret -n <quay-namespace> $(oc get quayregistry <quay-registry-names -n
<quay-namespace> -0 jsonpath='{.spec.configBundleSecret}') -o yaml > config-
bundle.yaml

#1271 Quay pod H#EEH /conf/stack/config.yaml 3244 :

I $ oc exec -it quay-pod-name -- cat /conf/stack/config.yaml > quay-config.yami
450 Quay Operator :

$ oc scale --replicas=0 deployment $(oc get deployment -n <quay-operator-
namespace> |awk '/Aquay-operator/ {print $1}') -n <quay-operator-namespace>

450 Quay M ZEHE :

$ oc scale --replicas=0 deployment $(oc get deployment -n <quay-namespace> -I
quay-component=quay -0 jsonpath='{.items[0].metadata.name}’) -n <quay-
namespace>
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S.

E1F registry-quay-app pod JHk. EAILLETUL FHSERRERERE -
I $ oc get pods -n <quay-namespace>

B -
registry-quay-config-editor-77847fc4f5-nsbbv 1/1  Running 0 9m1is
registry-quay-database-66969cd859-n2ssm 1/1  Running 0 6d1h
registry-quay-mirror-758fc68ff7-5wxIp 1/1  Running 0 8m29s
registry-quay-mirror-758fc68ff7-1b182 1/1  Running 0 8m29s
registry-quay-redis-7cc5f6c977-95698 1/1  Running 0 5d21h

10.

1% Quay PostgreSQL pod & :

$ oc get pod -l quay-component=postgres -n <quay-namespace> -0
jsonpath='{.items[0].metadata.name}'
exampe Hith :
I quayregistry-quay-database-59f54bb7-58xs7
1.

FKEX Quay BURELF :

$ oc -n <quay-namespace> rsh $(oc get pod -l app=quay -o NAME -n <quay-
namespace> |head -n 1) cat /conf/stack/config.yamljawk -F"/" '/ADB_URI/ {print $4}'
quayregistry-quay-database

TEEDEIEE :

$ oc exec quayregistry-quay-database-59f54bb7-58xs7 -- /usr/bin/pg_dump -C
quayregistry-quay-database > backup.sql

RS 5+ AWS_ACCESS_KEY_ID :

$ export AWS_ACCESS_KEY_ID=$(oc get secret -l app=noobaa -n <quay-namespace>
-0 jsonpath='{.items[0].data.AWS_ACCESS_KEY_ID}' |base64 -d)
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4,
@S35 AWS _SECRET _ACCESS KEY_ID :
$ export AWS_SECRET_ACCESS_KEY=$(oc get secret -l app=noobaa -n <quay-
namespace> -0 jsonpath='{.items[0].data.AWS_SECRET_ACCESS_KEY}' |base64 -d)

5.
BIEEH B I A blob EHBIH :

I $ mkdir blobs
$ aws s3 sync --no-verify-ssl --endpoint https://$(oc get route s3 -n openshift-storage
-0 jsonpath="{.spec.host}') s3://$(oc get cm -l app=noobaa -n <quay-namespace> -0
jsonpath='{.items[0].data.BUCKET_NAMEY}') ./blobs
1R A Al LAME M relone =X sc3md, MIAR AWS 5T LR,

1.
¥ Quay Operator:
$ oc scale --replicas=1 deployment $(oc get deployment -n <quay-operator-
namespace> |awk '/Aquay-operator/ {print $1}') -n <quay-operator-namespace>

2.
"B Quay &K% :
$ oc scale --replicas=1 deployment $(oc get deployment -n <quay-namespace> -I
quay-component=quay -0 jsonpath='{.items[0].metadata.name}’) -n <quay-
nhamespace>

3.
K7 Operator BIIRZ :

I $ oc get quayregistry <quay-registry-name> -n <quay-namespaces -o yaml
e -

apiVersion: quay.redhat.com/v1
kind: QuayRegistry
metadata:

name: example-registry
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namespace: <quay-namespace>

spec:
components:
- kind: quay
managed: true

- kind: clairpostgres
managed: true
configBundleSecret: init-config-bundle-secret
status:
configEditorCredentialsSecret: example-registry-quay-config-editor-credentials-
fg2gdgtm?24
configEditorEndpoint: https:/example-registry-quay-config-editor-quay-
enterprise.apps.docs.gcp.quaydev.org
currentVersion: 3.7.0
lastUpdated: 2022-05-11 13:28:38.199476938 +0000 UTC
registryEndpoint: https://example-registry-quay-quay-
enterprise.apps.docs.gcp.quaydev.org
0 5d21h

9.2. k& RED HAT QUAY

% Red Hat Quay Operator EEHIRER, XA REMATFHE Red Hat Quay, BRIZEHIT Quay
registry & {3 51T,

FERFH
[}
Red Hat Quay {#f Quay Operator £ OpenShift Container Platform _t#B3E,
[}
&9 Red Hat Quay BiBEC# &1,
ik

S #4089 Quay ECEFIBEN AR -

I $ oc create -f ./config-bundle.yaml

I $ oc create -f ./managed-secret-keys.yaml
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78

k

N
p
;

¢l

INREWBIEER Error from server (AlreadyExists) : Il "./config-
bundle.yaml": secrets "config-bundle-secret" already exists FfHIEH1R, Eih
{EH $ oc delete Secret config-bundle-secret -n <quay -namespace > EHr

flge.

%% QuayRegistry B KR :

$ oc create -f ./quay-registry.yaml

450 Quay Operator :

$ oc scale --replicas=0 deployment $(oc get deployment -n <quay-operator-
namespace> |awk '/Aquay-operator/ {print $1}') -n <quay-operator-namespace>

450 Quay fpBZEHE :

$ oc scale --replicas=0 deployment $(oc get deployment -n <quay-namespace> -I
quay-component=quay -0 jsonpath='{.items[0].metadata.name}’) -n <quay-
hamespace>

HHER Quay BB pod :

$ oc get pod -l quay-component=postgres -n <quay-namespace> -0
jsonpath='{.items[0].metadata.name}'

Rl -

quayregistry-quay-database-59f54bb7-58xs7

Wi MA IR S FIBIA AR pod Sk EIE &7 -

$ oc cp ./backup.sql -n <quay-namespace> registry-quay-database-66969cd859-
n2ssm:/tmp/backup.sql

T BIBUR AR R b -



1.

12.

% 9 3 £ OPENSHIFT CONTAINER PLATFORM ZEd£{3H1tkSE RED HAT QUAY

I $ oc rsh -n <quay-namespace> registry-quay-database-66969cd859-n2ssm
Enter psql:

I bash-4.4$ psql
BRI LLET AT a4 RO BE A -

I postgres=#\|

iR -
List of databases

Name Owner | Encoding | Collate | Ctype | Access
privileges
postgres | postgres | UTF8 | en_US.utf8 | en_US.utf8 |
quayregistry-quay-database | quayregistry-quay-database | UTF8 | en_US.utf8 |
en_US.utf8 |
EZFBEERE -

I postgres=# DROP DATABASE "quayregistry-quay-database";
Rl -

I DROP DATABASE
B postgres CLI LLE#HHiA bash-4.4 :

| -
fHEM PostgreSQL BUEAEE MBI FABIE

I sh-4.4% psql < /tmp/backup.sql
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13.

14.

15.

16.

17.

18.

19.

80

;B bash :

I sh-4.4$ exit

S AWS_ACCESS_KEY_ID :

$ export AWS_ACCESS_KEY_ID=$(oc get secret -l app=noobaa -n <quay-namespace>

-0 jsonpath='{.items[0].data.AWS_ACCESS_KEY_ID}' |base64 -d)

5 AWS_SECRET_ACCESS_KEY :

$ export AWS_SECRET_ACCESS_KEY=$(oc get secret -l app=noobaa -n <quay-

namespace> -0 jsonpath='{.items[0].data.AWS_SECRET_ACCESS_KEY}' |base64 -d)

BT T a5 A blob LERIFF{EHE -

$ aws s3 sync --no-verify-ssl --endpoint https://$(oc get route s3 -n openshift-storage

-0 jsonpath="{.spec.host}') ./blobs s3://$(oc get cm -l app=noobaa -n <quay-
namespace> -0 jsonpath='{.items[0].data.BUCKET_NAME}')

¥ Quay Operator:

$ oc scale --replicas=1 deployment $(oc get deployment -n <quay-operator-
namespace> |awk '/Aquay-operator/ {print $1}') -n <quay-operator-namespace>

"B Quay &K% :

$ oc scale --replicas=1 deployment $(oc get deployment -n <quay-namespace> -I
quay-component=quay -o jsonpath='{.items[0].metadata.name}’) -n <quay-
nhamespace>

K& Operator BIRE, HBRCEH LZ -

$ oc get quayregistry -n <quay-namespace> <registry-name> -o yaml
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apiVersion: quay.redhat.com/v1
kind: QuayRegistry
metadata:

name: example-registry
namespace: quay-enterprise

spec:
components:
- kind: quay
managed: true

- kind: clairpostgres
managed: true
configBundleSecret: init-config-bundle-secret
status:
configEditorCredentialsSecret: example-registry-quay-config-editor-credentials-
fg2gdgtm?24
configEditorEndpoint: https:/example-registry-quay-config-editor-quay-
enterprise.apps.docs.gcp.quaydev.org
currentVersion: 3.7.0
lastUpdated: 2022-05-11 13:28:38.199476938 +0000 UTC
registryEndpoint: https://example-registry-quay-quay-
enterprise.apps.docs.gcp.quaydev.org
0 5d21h

81



Red Hat Quay 3.6 {#1f Quay Operator f£ OpenShift LIB& Red Hat Quay

%5 10 2 7+ QUAY OPERATOR ##t

Quay Operator BIE—1 [FXHEE HER, XEKEFA Operator lRAEZHET Quay RAERHEE
HA9ZHM, QuayRegistry BE X FHRPERXEEZEEMN Quay lRAMFE, Operator R T fRIM{AIEEE
MAEAHNRE—RE, EFEEARUBERFAEHGESREFTIE, FHEEE Operator MAIEME Kubernetes
S FARAMRAN Quay B4 R RHNS .

10.1. OPERATOR LIFECYCLE MANAGER

Rif#fH Operator Lifecycle Manager(OLM) 3kRZ£Z #1742 Quay Operator, LfERZKIARK
approvalStrategy ST R, OLM 2{EHThkA<=l AN BshHAZ Quay Operator,

g

H
[=]

% Quay Operator @53 Operator Lifecycle Manager &K, mlaEfFHEE
WEFEIEF AR XMNETERERETES Quay Operator B Operator
Hub Tims, ©ifalLliiid approvalStrategy FEX#E Quay Operator
Subscription X RehE], % Automatic EBKEF Y L HH Operator hRANT B
SIFRIER Quay Operator, MBXAREAEMERE, NWINZEE Fob AR,

10.2. #%: QUAY OPERATOR

82

£ OpenShift LA B LM Operator BbREHESIBE ALY 2 LM Operator i,


https://docs.openshift.com/container-platform/3.6/operators/understanding/olm/olm-understanding-olm.html
https://docs.openshift.com/container-platform/4.7/operators/admin/olm-upgrading-operators.html

%10 =/ A% QUAY OPERATOR #uh

W%, Red Hat Quay RZRHM—NRIREAREIT—4 KA, #iwn 3.4 - 3.5, {H
2, %F 3.6, TR/FSMFAHEE -

3.3.z - 3.6

3.4.z - 3.6

3.5.z - 3.6

AX Quay HIEREMAFS, EAKR 3.6, HSH MY Em.

10.2.1. #% Quay

ZR’ Quay M—MREZERFAFZBI T —ARERZE, 3.4 - 3.5, EFEHH Quay Operator BIE
HHE,

NF zmARK, Bl 3.4.2 - 3.4.3, REAFEREIEPIBEFNIIEP LB EH. hiTz
AR EBURATFLL kit f Strategy, MR HLHERIE#E%IEN Automatic, Quay Operator &
BIALBNSHN z . XRFHEAIE Quay BEFHEIEEHMN z %, MEHEN. SN, HFshit
HEH, ARTEABRE.

10.2.2. HXEEM 3.3.z =% 3.4.z AL F 3.6 M&E

10.2.2.1. 3 AN SRR A

EL R, Y2178 A THEKRHMN 3.3.2 lREN, B EEA%El Red Hat Quay
B 3.4.z iRA, XA MBEET Red Hat Quay 3.6 BIR fThRA R,

MM 3.3.z FE 3.6 i, NRE Red Hat Quay 3.3.z EpE ¥ tls.termination %E& N
none, EIRIBCHMA TLS NZZ LM HTTPS, HERASIAERLRERIES. i :

apiVersion: redhatcop.redhat.io/vialphai
kind: QuayEcosystem
metadata:
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name: quay33
spec:
quay:
imagePullSecretName: redhat-pull-secret
enableRepoMirroring: true
image: quay.io/quay/quay:v3.3.4-2
externalAccess:
hostname: quayv33.apps.devcluster.openshift.com
tls:

termination: none
database:

10.2.2.2. FHBAE X TLS ik B/BHAN AL, TEXT LALLM

L BE#HEM Red Hat Quay 3.3.4 2 Fl Red Hat Quay 3.6 i/, A eILMEAE K TLS uEH5/2HN
M Subject Alternative Name(SAN)BH A&, f£H2:2] Red Hat Quay 3.6 ivf, FES#HMA
ik, kB Quay Operator pod H&ME IR EE KRR Quay TLS ik B #4188 SAN,

MRATEE, ERNZER SAN FRERIENZEFER TLS iEH, — N alERfER )5S RIE quay-
app. quay-upgrade F1 quay-config-editor pod & X IAEZF £33 /5H CommonName Itig :

I GODEBUG=x509ignoreCN=0

GODEBUG=x509ignoreCN=0 i Al ;%7 SANs ¥ X.509 iEH_EM CommonName SFEHI N
FNANEST R, BR, BITFAHEFEAXNENFRAR, ANEFREEHBEZAFRE.

10.2.2.3. {1/ Quay Operator M 3.3.z =k 3.4.z 712 % 3.6 /& Clair v4

E 7 OpenShift LHI#HT Red Hat Quay #8E _Li%i& Clair v4, 5aZYE1IUEH Quay Operator, ERi\fE
ST, Quay Operator $%&2 =72 Clair Z8E L% Red Hat Quay #E, FHB3IECE Clair R2£13H.

A X1t OpenShift £ixi& Clair v4 B3, #HSH41E Red Hat Quay OpenShift #8%& _Ei%i& Clair,

10.2.3. EBeX Operator KB H &

2 ZREM Operator MiTFIEE — 1 EHE, FTERERMEWK Operator WEH, EAHH Quay
Operator LAFFIAIRERFF MEFTHGERKEH, HEHN 2L Quay Operator i Subscription &k
WEFHE. SFHE BohitERE 8iTE, ARSB5FE, FHel#E5lH Installed Operators BT
J:iﬁﬁ%. o
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10.2.4. FH#t A FFLL IR Operator FH4

ME B REM Operator BT EH#I%E N Manual, NYHEYFIEFFHER L AFEAN, EFBRE

%10 =/ A% QUAY OPERATOR #uh

A AIFshHER R, MR Quay Operator BRI AL, MEKESF ERTE Installed Operators 7
<, 7 Quay Operator B Subscription &£, EAILAFRNREITRI, FEENHATHFALME
B, MRHR, = Approve F:REIFIFIH Installed Operators BITIE, LU IEAFKMMHE,

THEERT Ul hiY Subscription ik, @& BFHHGE. BLHESEEE. Upgrade IKEH InstallPlan

Workloads

Project: quay-enterprise

Installed Operators > Operator details

Red Hat Quay
3.4.3 provided by Red Hat

Details YAML  Subscription Events  Quay Registry

Subscription details

Channel Approval Upgrade status linstalled
king i i
ng quay-v34 2 Automatic # ® Up to date 0 installing
Name Installed version
quay-operator @ quay-operatorv34.3
Namespace Starting version
@quay-entelsnse quay-operatorv3.4.3
Labels Edit ##  CatalogSource
@ redhat-operators @ Healthy
operators.coreos.com/quay-operator.guay-enterprise
InstallPlan
Created at @ install-wi26n
@ Mar 25,1217 pm
Owner
No owner
ety RENBIONBER -
Installed Operators FIZF{Z #2471 Quay L&M= Bk
Project: quay-enterprise
Installed Operators
Namespace. For more information, see the Understanding Operators documentation . Or create an Operator and ClusterServiceVersion using the Operator SDKE:
Managed Namespaces Status Last updated Provided APIs

ided by Red Hat Up to dat

Red Hat Quay @ quay-enterprise @ Succeeded & Mar 25,1218 pm Quay Registry
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10.3. #% QUAYREGISTRY

% Quay Operator j33I, BRIIEEHEKRCEE N K MKE S ZEE HBEMR QuayRegistries, HikE!
I, RERATZH :

M status.currentVersion EAHXE, NIEEHA,
MR status.currentVersion %F Operator kA, H1EEA,

MR status.currentVersion X AT Operator lk&, HRAERZESARE. MBAL, PuT
FHEAESS, FIESERETF status.currentVersion X&) Operator BIhRA, MR EEFHK, KOl
%3 R RS QuayRegistry RHEBEM Kubernetes X%,

10.4. f£ QUAY 3.6 H 5 AThEE
10.4.1. ¥ERIE RENER

1£ OpenShift #2Hl& T 112 Quay 3.6 WX FRFERTEFTA A ZEH R Operator, MIREZFIE
BEMALEPRET Operator, EMBR Operator x5, HEANERE IMBREAZHEHFREE,

10.4.2. OCI #1 Helm Xz ¥¢

BI{E, Red Hat Quay 3.6 FEkIA/G AXT Helm f1—£ OCI THM%R, MREE XS A XIhEE, Bl
m, MPEEMNEERINGANRAAE, NEEEHEE Quay 38, LIEALTESEA OCIT
-

I FEATURE_GENERAL_OCI_SUPPORT: true

10.5. A% QUAYECO %%

LLRIT#) Operator iR AT FFH, XL Operator £ QuayEcosystem APl I TF—4HEARMEE, Hif
RIBFARBALE, SEN—NEHRNRZERN AT QuayEco 15 #t53#%., 7 Operator flIE—NHH
QuayRegistry, {HIH# QuayEcosystem SRR EIFshlER, LAAERETLIBIRFFBEEDI ] Quay, LA
HINE, ZRIAEM QuayEcosystem sTBRIHM QuayRegistry H, iHRBLUTSRIRE -

% "quay-operator/migrate": "true" Z&iNEI QuayEcosystem B metadata.labels.
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%10 =/ A% QUAY OPERATOR #uh

I $ oc edit quayecosystem <quayecosystemname>

metadata:
labels:
quay-operator/migrate: "true"

%1 QuayEcosystem f{# R metadata.name £l QuayRegistry, QuayEcosystem
FFFRiC NFRE "quay-operator/migration-complete”: "true ",

3.
WiE T HH QuayRegistry i status.registryEndpoint /5, ijila]l Quay F#fiAFraBUE X
BRI,
4,
LRI E—SIIERE T/ER, Ea LR QuayEcosystem F1 Kubernetes bl B 5 flr
AIHFER,

10.5.1. ¥k & QuayEco & HHK

MEBFEM QuayEcosystem BzhF%E QuayRegistry B HBLRIE, HRBUTS EHRS =EM
QuayEcosystem :

{1/ Ul =X kubectl EflllE% QuayRegistry :

I $ kubectl delete -n <namespace> quayregistry <quayecosystem-name>

MPBHFA Route IRHLAERIIF], EMA Ul =% kubect! BRI IS AIRIBIRS .

MR QuayEcosystem E Postgres #iE%E, AT EBASFEBIBRIHAAR
Operator EXE T Postgres BB, IHBIBEFRBX=MER, {8 Quay FEEBERE
HAEHAE. MRBEIBIEDBIARE, ASTESRE, BIUERBIEEE I
S EHH LT,

10.5.2. A #FH9 QuayEcosystem A&

NRT# QuayEcosystem AR FZH#, Quay Operator REHEPRGH IR, HE
status.conditions. FIAHSZEHHEMIEIHITE, EN Quay M config.yaml frif & B R R
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Red Hat Quay 3.6 {#1f Quay Operator f£ OpenShift LIB& Red Hat Quay

Kubernetes ¥R, BrEHEMEAEEE Quay B config.yaml fiz4t,
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B

AXEFIENBUEE (MJiik@volumeSize FE) .

Redis
FREEMSHEE,
ANaB A

BzhiEB R passthrough Route ijilv], HithAEFEEFITE.

LoadBalancer % B B & X E#l4 : £ QuayEcosystem tric 5% "quay-
operator/migration-complete": "true" 5, 1E/liB}* QuayEcosystem Fif ML R S5 il
metadata.ownerReferences SFELIBhIE Kubernetes 1% BISAR S5 FEMBR T B ot 25, F
metadata.name &=, <quay Ecosystem-name>-quay-app SIB— 1R, SGEIHARSSH
spec.selector LAPCECHARS5H spec.selector, LAMEMIA i1 188 m 7 2 €A EIH pod.
B 5157 IHARSS ; Quay Operator A2 EHE,

LoadBalancer/NodePortIngress with custom hostname: ff metadata.name 1§35\
<quay Ecosystem-name>-quay-app I35 LoadBalancer BIHTiRSS. f5&H DNS %i&
HEU s mHRSS 1R 4LM status.loadBalancer % s,

Clair

A REEMAERIEF.

Object Storage

QuayEcosystem &G ZEN REHAH, RN REEBEFCHIEZERS. FFFXIEHE,



%10 3 A QUAY OPERATOR ##xh

(ENER 3

FREEIRRIEF.

Hi 5w

INFA X Red Hat Quay Operator WE%{5 8, HSH Lif quay-operator WiH,
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