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2 1% RED HAT QUAY EZE A |]

Red Hat Quay AJLUE AT, JRITECE Sk {EF OpenShift Container Platform _£#J Red Hat Quay
Operator EBE,

B3, K3R. BHFHMEIE Red Hat Quay BREM AR RBEAMNBELEMR, BE, NFE—HBEX
B, #OBEEBIETHEER,. #%OREEE&ET config.yaml XXHEi%E, BHATLUER BE APl 1T
%o

% F Red Hat Quay BIMITERE, VIR RIEFTENEESE, ABFTEE/SD) registry, JA3) Red
Hat Quay registry BB Z KT 7" MR L RIECE BB 0 2,

INR1E(FE A Red Hat Quay Operator 7£ OpenShift Container Platform £ %% Red Hat Quay, NMAEHE
RIEERBESE, E N Red Hat Quay Operator 124t T BT EE registry BIERIAE R,

EEE T HEMBEER Red Hat Quay /&, BNIZMBEPRREHREFTENRE. TRRETSES
HF YRGS A BE R EBIAISN £ B {H.
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25 2 Z RED HAT QUAY Bt E A 25
S FEFMIIFETF Operator B Red Hat Quay B8, K LIHEEMECE S AW E o) AL,
H ik, ThEEMIC (/5 FASNZERELTHEE) UREBRBICKHBRNEES . 18R XN I
TS, REANINBEXSHATRET ETEN N, ZHFHS Red Hat Quay B, ESCRFERMITHEESE
AR S RURHIERE BINE A ] 8=k A i
BRIEMIIEBBEFEE Red Hat Quay BIIF1E, 155%E 52 Red Hat Quay BCiE

B XBLE Red Hat Quay Operator EBEHIIFEIE, 1ESETE OpenShift Container Platform LEZE Red Hat
Quay

2.1. RED HAT QUAY 3.12 B B B &7

LUF/NTIEANA T Red Hat Quay 3.12 HHIFTES B FER .

2.1.1. registry auto-pruning f2 & F &

1£ Red Hat Quay auto-pruning THEERRRIN T L FECE FER :

FEE eyl ik
NOTIFICATION_TASK_RUN_MI B [BIfE (LAo8P-mEar) , & GTHE
NIMUM_INTERVAL_MINUTES iR EFHZTRAINE,
i\~ 300
DEFAULT_NAMESPACE_AUTOP X% SRANSE [ B B B8 B3 5RER,
RUNE_POLICY
.method: number_of_tags xR LIS TE B R BB IR 25 B R0 E T,
.value: <integer> B 5 Bk
number_of_tags, RREHREH
PR

pimn, BHEEREMNIRE, HEE

2,
.method: creation_date xR TS TE AR BB AR 25 B = S ],
.value: <integer> B 5 creation_date —i2ff R, X

TMRE PR BT [,

" LUEENF(S). Rd). B
(m). B(W)sX years (Y), WS
SERNEY, fim, EERRE—
FEMIRE, BEE 1Y,


https://access.redhat.com/documentation/zh-cn/red_hat_quay/3/html-single/manage_red_hat_quay/index#advanced-quay-configuration
https://access.redhat.com/documentation/zh-cn/red_hat_quay/3/html-single/deploying_the_red_hat_quay_operator_on_openshift_container_platform/index#operator-config-cli
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AUTO_PRUNING_DEFAULT_PO  ZE#{ B ZMEES worker 7E registry 25/
LICY_POLL_PERIOD ZITHORT A, BUAIER T, B#X

ENEXRZIT—R (824 /M\—
R) o [EHBFARD Iy AL,

2.1.2. OAuth in| S EF DB EF R
RO T WL TR B R LIS H B OAuth 177458

FER eyl ik
FEATURE_ASSIGN_OAUTH_TO /RME RUFHAEE GF OAuth B9
KEN BosA EHA A .

OAuth 1] S EHF 2B YAML =43

#...
FEATURE_ASSIGN_OAUTH_TOKEN: true
#...

2.1.3. AR INE R B E T B
0T U TEREBFERARER I R BIBRA B A

FEE eyl ik
NOTIFICATION_MIN_SEVERITY =% & ShRE B HiRE _E M B AR B R
_ON_NEW_INDEX INR2L T, EREEREREIE

BAREBEHM., WREEENL, MK
Ay High, "TRBETEHE
Critical. High. Medium. {&
. Negligible #1 Unknown,

HiRRARE B YAML TR~

I NOTIFICATION_MIN_SEVERITY_ON_NEW_INDEX: High

2.1.4.OCI| 5| API ELE FE%
LT ERBFEEAYEFEA v2 AP| Bl E % E T 5 Ha OCI 8| A% -

FE RE fil

FEATURE_REFERRERS_API /R AE & OCI 1.1 B98I A AP,

OCI 3| A5 B YAML /!
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#...
FEATURE_REFERRERS_API: true
#...

2.1.5. **ﬁHEI%E,JEIL;\-LEiLEB ?EX

4 Splunk 5% ElasticSearch A ERAEE 1 FH 1T HEBHMET, UTEREFREHFMEHL, BFRFE
Eo HIXEN True i, BEILKEBHRWICTEE stdout,

FER eyl ik
ALLOW_WITHOUT_STRICT_LO T /RME YIZE N True By, RIFEETLE
GGING B AHIT B &N EREMA registry
#B1E,
#...
ALLOW_WITHOUT_STRICT_LOGGING: True
#...

2.1.6. BH[FIPRECE F &
WINT LA TFBCE F EX K855 Red Hat Quay WA

FEE eyl ik

NOTIFICATION_TASK_RUN_MI B [BIfE (Ao8hmEan) , & i

NIMUM_INTERVAL_MINUTES SRR EFITRAE, A
ERT, FERETENES NHE
%0 Red Hat Quay FA 7 & £
&,

BREHNZIT YAML TR~

#...
NOTIFICATION_TASK_RUN_MINIMUM_INTERVAL_MINUTES: 10
#...

2.1.7. Clair &3 ZK/NEEEFER
7 Clair R 2R RINT L TEREFE, ©A1YF Red Hat Quay BIE SN BEREI RITFHERKE K/,

FE RE fil
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SECURITY_SCANNER_V4_INDE  F#&F&H FRIRTFHRKNZERN, IREKXK
X_MAX_LAYER_SIZE INBITEEEBMIA/N, Red Hat
Quay Ul &38E LLTFHEA : Ibhr
ZHEHREAAKANE, #
Quay Security Scanner #1T
&5l,
=~ : 8G

2.2. iR EC & X {4

EE8E Red Hat Quay FIMII L, EIRRERINEERFER, RANEBENEKAE "Red Hat Quay &/
BCiE "R E,

REWEFERE, EURIHEMNEE, MRGEMEE, NSRHEREl].
EFEBREEREN, DAES registry,

2.3. I BB R ECE X HIIALE

% F Red Hat Quay BIRITERE, WTE/S 5N Red Hat Quay registry Ff 5% config.yaml 3¢, 1t
I FEESF, BN, 1E58F Red Hat Quay I, BEEXHAIF $QUAY/config/config.yaml :

$ sudo podman run -d --rm -p 80:8080 -p 443:8443 \
--name=quay \
-v $QUAY/config:/conf/stack:Z \
-v $QUAY/storage:/datastorage:Z \
registry.redhat.io/quay/quay-rhel8:v3.12.1

2.4. x/NBC &
JRITERE Red Hat Quay B E LU R EC B 1L
o RF5B|ENE
e HTTP = HTTPS
o HPIIEFE, 40 Database SKEFEH B KM (LDAP)
o ATMBHBFENNERH
o HRIFNE
o JTHIEMEIEE
® Redis BT HWEAKMAFFH

o hRZEid BRI

2.4.1. &x/MICE X4 =5
LU RBE R T A R RN B SR
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AUTHENTICATION_TYPE: Database
BUILDLOGS_REDIS:

host: quay-server.example.com

password: strongpassword

port: 6379

ssl: false
DATABASE_SECRET_KEY: 0ce4f796-c295-415b-bf9d-b315114704b8
DB_URI: postgresql://quayuser:quaypass@quay-server.example.com:5432/quay
DEFAULT_TAG_EXPIRATION: 2w
DISTRIBUTED_STORAGE_CONFIG:

default:

- LocalStorage
- storage_path: /datastorage/registry

DISTRIBUTED_STORAGE_DEFAULT_LOCATIONS: []
DISTRIBUTED_STORAGE_PREFERENCE:

- default
PREFERRED_URL_SCHEME: http
SECRET_KEY: e8f9fe68-1f84-48a8-a05f-02d72e6eccba
SERVER_HOSTNAME: quay-server.example.com
SETUP_COMPLETE: true
TAG_EXPIRATION_OPTIONS:

- Os

-1d

- 1w

- 2w

- 4w
USER_EVENTS_REDIS:

host: quay-server.example.com

port: 6379

ssl: false

2.4.2. RHiFhH
REBEEERE registry #1417 LA UF I, FEICH AR FHRE,
EREBARMEMES, JBE) registry B ESRSITHIEEE.

LUF At E % ( $QUAY/storage )i 54 E| =25 Y datastorage &R :

$ sudo podman run -d --rm -p 80:8080 -p 443:8443 \
--name=quay \
-v $QUAY/config:/conf/stack:Z \
-v $QUAY/storage:/datastorage:Z \
registry.redhat.io/quay/quay-rhel8:v3.12.1

2.4.3. =iFhE

FIAEEE B FEHERD P IEANA, 22208 FELER, K Google Cloud Platform A F (4 &
Z AR AT RERBER. fli, LT YAML £ &R Google Cloud Platform ZH4ECE :

$QUAY/config/config.yaml

DISTRIBUTED_STORAGE_CONFIG:
default:
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- GoogleCloudStorage
- access_key: GOOGQIMFB3ABCDEFGHIJKLMN
bucket_name: quay_bucket
secret_key: FnDAYe2HeuAKfvZCAGyOioNaaRABCDEFGHIJKLMN
storage_path: /datastorage/registry
boto_timeout: 120
DISTRIBUTED_STORAGE_DEFAULT_LOCATIONS: []
DISTRIBUTED_STORAGE_PREFERENCE:
- default

ﬂ A%, MIERER B R ERRE (LML) o BOAEDY 60 %), A%, LB (LI
AL, BEEIZRIHTIEEN BN RE. BIAED 607,

ERSEMED registry i, HHTTHRERE, HIm -

$ sudo podman run -d --rm -p 80:8080 -p 443:8443 \
--name=quay \
-v $QUAY/config:/conf/stack:Z \
registry.redhat.io/quay/quay-rhel8:v3.12.1

10



23 ERREFE

AT T EBE Red Hat Quay I i EF 1L RS & F .

31 FrENEET
BCiE Red Hat Quay AT BIFERFEL TR D N4 -
o EMMIEFER
o HRIFHE
o JTHIEREIEE
o MTFHERBTHAFEHM Redis

o BRI HAIEIR

3.2. Bkt
LT/ 458 7 Red Hat Quay SRE R M B 5h{b % -
o Tt B Red Hat Quay LASEIL B 311k

o (Hf APICIEE—ITRE/

3.3. ILECEF R

Red Hat Quay BYRI %3 BYRIE LU TR A4 3
o HARE
e SSL
e | DAP

o TFIEER

o FAIERE

o REBRER

® Helm

o EFHRE

o MEHK

® Dockerfile fE
e OAuth

o MEHRENMOE

e [ Quay RNINEAM: OCI ik E

BIFEMEFR

1


https://access.redhat.com/documentation/zh-cn/red_hat_quay/3/html-single/configure_red_hat_quay/index#config-fields-required-general
https://access.redhat.com/documentation/zh-cn/red_hat_quay/3/html-single/configure_red_hat_quay/index#config-fields-storage
https://access.redhat.com/documentation/zh-cn/red_hat_quay/3/html-single/configure_red_hat_quay/index#config-fields-db
https://access.redhat.com/documentation/zh-cn/red_hat_quay/3/html-single/configure_red_hat_quay/index#config-fields-redis
https://access.redhat.com/documentation/zh-cn/red_hat_quay/3/html-single/configure_red_hat_quay/index#config-fields-tag-expiration
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® mail

® User

® Recaptcha
o ACI

e JWT

o NVARFESHE
o Hfh

e HFRMEV2

e |Pv6 EREFER

IR

3.4. EHMETFER

TP T Red Hat Quay BRBFIENEEFEL :

* 3.1 BB
P

AUTHENTICATION_TYPE
(%5)

PREFERRED_URL_SCHEME
()

SERVER_HOSTNAME
(%5)

12

FRE#

FRE#

sk

BFEIEEHREIERNEARIES]
%,

{8 :

of

Database LDAP,JWT Keysto
ne,OIDC

Default: Database

i[n] Red Hat Quay B & FI#9 URL
FE,

{H :
of http https

Default: http

Red Hat Quay AT Jj[A]#9 URL, %
BAR.

quay-server.example.com



PEX PR Hah
DATABASE_SECRET_KEY FRTER T e 8R4 h U R By 3
(AEE) . KEBKIEAFASELHXME,

BB KRR (NFEEREE
RAAAMEHEEE) BT,
XA Red Hat Quay Operator
for Operator SRBENIEE, X F
MITERE, BIEGRLUER Open
SSL SR LI T B4Rt H O
. BHKEARNENT 63 1N F

.
SECRET_KEY FRTER AT INBKUE Cookie 1T IEMH
(hEE) R P 21EFTEH CSRF S8R

B, RENANERZE NiZ
TEFFA Red Hat Quay SEf5 R iR
B, MREBEERELGEFAR
B, NTgEaBls &G A ME
KHE SRR E RS IR,

SETUP_COMPLETE D XEPH BRI RAPRENITH,
(E) Bl A4iEA true HI5E,

3.5. BIEAERE
A58 T AT AT Red Hat Quay SREBRHUIEEE B 7R,

3.5.1. H4EZ URI
{1 Red Hat Quay, ERFTER DB_URI ZEXEC B 5 #IRFEMEE,

TE$ER T DB_URI ECEFER :

3 3.2. BUEFE URI
P PR Hah
DB_URI TR BAFihREIEERN URl, SiEEM
(HE) ik,

DB_URI FE&RHI :
postgresql://quayuser:quaypas

s@quay-
server.example.com:5432/quay

3.5.2. BiEHEEESH

AERERESEEH DB_CONNECTION_ARGS Z#{E &, DB_CONNECTION_ARGS T & X BYF L (E
SRR, 75— EREE T RIEE,

13
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TRER T HIEECESE
xR 33. BIREEESE

PEX FR Hah

DB_CONNECTION_ARGS xR BURFERI R EEE S, 0EBRTAD
SSL/TLS,

.autorollback T /RME REERSRERIER,
NIZIRZ N true

.threadlocals T /RME —AFEABE®EERE,
NZIRZ N true

3.5.2.1. PostgreSQL SSL/TLS i### 5%
5 SSL/TLS K, BLEBURATEEIMEMEIEE, LT RAIERT PostgreSQL SSL/TLS BLi& :

DB_CONNECTION_ARGS:
sslmode: verify-ca
sslrootcert: /path/to/cacert

ssimode EUUREREHEAB M LIL5ER, BE SSL/TLS TCP/IP EEFG SRS S thiE. BRI -

5 3.4. SSL/TLS %5

ke sk

disable RBELE R ERIE SSL/TLS i,

allow IREEC B B SNk SSL/TLS i, SRMEt, 2
SSL/TLS %,

Bk IREC BB SR SSL/TLS &8, KM, 243k

(B0) SSL/TLS i##,

require IRMBCE R 20 SSL/TLS %8, MNR7FTE root CAX
%, BRBIFEPNARESREIRET verify-ca 18
Al

verify-ca IRMECE R SSL/TLS %8, HEIFRSSRIETH 2

BHEAMEIEB WA NI (CA) L T,

verify-full R SSL/TLS %8, HRIERSHRIEPEEHATE
CA %%, FHHRFEKRMWIRSSRZRENZBRESIUET AT
fic,

A X PostgreSQL BEMSHHEZE R, 1HS (4 Database Connection Control Functions,

14


https://www.postgresql.org/docs/current/libpq-connect.html

3.5.2.2. MySQL SSL/TLS i##ESH

LUFRAIERT MySQL SSL/TLS BRE = :

DB_CONNECTION_ARGS:
ssl:
ca: /path/to/cacert

BX MySQL MBERLUERSHMER, B £ URI-Like Strings 2k Key-Value Pairs i IR 5525 o

3.6. iR TFE

ATHEMNE T Red Hat Quay o] R IRFHETIREMBCE R R,

3.6.1. {EIRFETNEE
TR#ER T Red Hat Quay HISEIRTFHETHAE -
* 3.5. FfERcE R

T el U

FEATURE_REPO_MIRROR T /RME MREN true, EEBEMES
R

B\ : false

FEATURE_PROXY_STORAGE T /RME EE\EiT NGINX IR iE AR
BEE T URL,

B\ : false

FEATURE_STORAGE_REPLICATION I/RME EREFEHESIZz R BNER,

B\ : false

3.6.2. R FHELEFER
THR#R T Red Hat Quay FIFRIRTZEECB R X -

* 3.6. FifBCEFTE

FB : ftk
DISTRIBUTED_STORAGE_CONFIG SE 3 2 Red Hat Quay FEMFAMTE
(H) (#51%, FMRAREMHEIZENME

—bRRRE, ZEBR—TAE (.
{H) HR— M REEREFEDIZE

Rik: ]


https://dev.mysql.com/doc/refman/8.0/en/connecting-using-uri-or-key-value-pairs.html
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PEX FR

DISTRIBUTED_STORAGE_DEFAULT_LOCATIONS  ZF&FE#HEH
(AEE)

DISTRIBUTED_STORAGE_PREFERENCE FRBHAE
(AEE)

MAXIMUM_LAYER_SIZE TR

3.6.3. At izfiE
BUF YAML R T R A R G R E

DISTRIBUTED_STORAGE_CONFIG:
default:
- LocalStorage
- storage_path: /datastorage/registry
DISTRIBUTED_STORAGE_DEFAULT_LOCATIONS: []
DISTRIBUTED_STORAGE_PREFERENCE:
- default

3.6.4. OpenShift Container Storage/NooBaa

sk

MABERT, #FHE51Z (RIEID
Z
DISTRIBUTED_STORAGE_C
ONFIGH) By5IsR, XLEHRN
TEEHEIEHFHEIZE,

BEAF#EBIE (RIEIDE
DISTRIBUTED_STORAGE_C
ONFIGH) Eit5IEXRTE LK
HHEY, FEBRBEHEE(push)E!
He,

B\ : false

BRERTFBIRKIE,
Pattern:A[0-9]+(G|M)$
=~HI100G

Default: 20G

BUF YAML 7R 7 £ OpenShift Container Storage/NooBaa LI RBIERE :

DISTRIBUTED STORAGE_CONFIG:
rhocsStorage:
- RHOCSStorage
- access_key: access_key_here
secret_key: secret_key_here

bucket_name: quay-datastore-9b2108a3-29f5-43f2-a9d5-2872174f9a56

hostname: s3.openshift-storage.svc.cluster.local
is_secure: 'true’

port: '443'

storage_path: /datastorage/registry
maximum_chunk_size_mb: 100

server_side_assembly: true g

16



Q E N RARIAM R KRN (LAMB HHEAL) . f0R server_side_assembly 1% false, MK,

Red Hat Quay @& N ZZ il ARG SR ImEREMRARNEIAR, MAZEwEl. HIMEH
true,

3.6.5. Ceph/RadosGW 7%fi#

LUF R 2R T 7E#FH Ceph/RadosGW K Al BEHIH AN YAML ERi&,

=B A : EHE7 A radosGWStorage JX5hi2FH RadosGWW

DISTRIBUTED_STORAGE_CONFIG:
radosGWStorage:

- RadosGWStorage

- access_key: <access_key_here>
secret_key: <secret_key_here>
bucket_name: <bucket_name_here>
hostname: <hostname_here>
is_secure: true
port: '443'
storage_path: /datastorage/registry
maximum_chunk_size_mb: 100

server_side_assembly: true 9

Q E N RARIAMR R KN (LAMB HHEAL) . 20R server_side_assembly 1% false, MK,

Red Hat Quay @& M ZZ il ARG SRR MRARNEIAR, MAREwElE. HIMEH
true,

B : R A EM s3 157 # RadosGW

o

DISTRIBUTED_STORAGE_CONFIG:
s3Storage: ﬂ

- RadosGWStorage

- access_key: <access_key_here>
bucket_name: <bucket_name_here>
hostname: <hostname_here>
is_secure: true
secret_key: <secret_key_here>
storage_path: /datastorage/registry
maximum_chunk_size_mb: 100

server_side_assembly: true 6

BFEM 3 V5, HER, —M&B s3 URIFRHE{BRTF Amazon Web Services (AWS) s3, AIAF
RadosGW s Hth#zfifR 5. BXMER AWS S3 WHIFEFHIEH s3 ViR, ESHH"AWS S3 77
,ﬁ’%"o

E N RARIAMWRKIE KN (LAMB HHEAL) . 20R server_side_assembly 1% false, NMFE5K,

Red Hat Quay @& M ZZ il AIRS SR ImEREMRARNEIAR, MAREwEl. HIMEH
true,

17
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3.6.6. AWS S3 72fi#

LAF YAML BRT{#EH AWS S3 FHERAIBE,

#...
DISTRIBUTED STORAGE_CONFIG:
default:
- S8Storage ﬂ
- host: s3.us-east-2.amazonaws.com
s3_access_key: ABCDEFGHIJKLMN
s3_secret_key: OL3ABCDEFGHIJKLMN
s3_bucket: quay_bucket
s3_region: <region>
storage_path: /datastorage/registry
DISTRIBUTED_STORAGE_DEFAULT_LOCATIONS: []
DISTRIBUTED STORAGE_PREFERENCE:
- default
#...

S3Storage EHERNIRFNIZ AT AWS S3 FfiEHE, 15ER, X5 EM S3 0 ARE, "TLAER
RadosGW X2 sk Bt F &R S5, B0, 1ES R~ B: 5 RadosGW H & & # S3 i1A]",

9 A%, Amazon Web Services X185, ERil} us-east-1,

3.6.6.1. AWS STS S3 72fi

LUF YAML 7R 7 7£ OpenShift Container Platform Egi& A {# F§ Amazon Web Services (AWS) &£ 5 hé
AR5 (STS)HIRBIBLE.

#...
DISTRIBUTED STORAGE_CONFIG:
default:
- STSS3Storage
- sts_role_arn: <role_arn> ﬂ
s3_bucket: <s3_bucket_name>
storage_path: <storage_path>
sts_user_access_key: <s3_user_access_key> 9
sts_user_secret_key: <s3_user_secret_key>
s3_region: <region>
DISTRIBUTED_STORAGE_DEFAULT_LOCATIONS: []
DISTRIBUTED STORAGE_PREFERENCE:
- default
#...

ME—# Amazon FRAFR(ARN),
4B AWS S3 B i R 2845,
4B AWS S3 AP secret %A,

A%, Amazon Web Services K15, ZRi\H us-east-1,

0009

1

(0]



3.6.7. Google Cloud Storage

LUF YAML 7R 7 {8 Google Cloud Storage BI7RAIECE :

DISTRIBUTED_STORAGE_CONFIG:
googleCloudStorage:
- GoogleCloudStorage
- access_key: GOOGQIMFB3ABCDEFGHIJKLMN
bucket_name: quay-bucket
secret_key: FnDAYe2HeuAKfvZCAGyOioNaaRABCDEFGHIJKLMN
storage_path: /datastorage/registry
boto_timeout: 120
DISTRIBUTED_STORAGE_DEFAULT_LOCATIONS: []
DISTRIBUTED_STORAGE_PREFERENCE:
- googleCloudStorage

ﬂ A%k, MIERER B R ERRE (MR o BOAEDY 60 %), A%, LB (LI

BAD) , BEEIZRIHTIEEN BN RE. BIAED 607,

3.6.8. Azure Storage

BUF YAML J&7R 7 8 Azure Storage HITRAIERE :

DISTRIBUTED_STORAGE_CONFIG:
azureStorage:
- AzureStorage
- azure_account_name: azure_account_name_here
azure_container: azure_container_here
storage_path: /datastorage/registry
azure_account_key: azure_account_key here
sas_token: some/path/
endpoint_url: https://[account-name].blob.core.usgovcloudapi.net ﬂ
DISTRIBUTED_STORAGE_DEFAULT_LOCATIONS: []
DISTRIBUTED_STORAGE_PREFERENCE:
- azureStorage

Azure F#H) endpoint_url S E®%ER, = A F Microsoft Azure Government(MAG)ifi st 1R
BE22, I endpoint_url fE#EEE BRI Azure X1,

M Red Hat Quay 3.7 FF4f, &7 MAG Blob ARSI EImm., f5EF MAG Blob ARZ5HI
Secondary I s S EBLLTFEE1R © AuthenticationErrorDetail:Can not found the claimed
account when attempt to GetProperties for the account whusc8-secondary.

3.6.9. Swift 77
LR YAML BR T EH Swift N RAIEE :

DISTRIBUTED_STORAGE_CONFIG:
swiftStorage:
- SwiftStorage
- swift_user: swift_user_here
swift_password: swift_password_here

19
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swift_container: swift_container_here

auth_url: https://example.org/swift/vi/quay

auth_version: 1

ca_cert_path: /conf/stack/swift.cert"

storage_path: /datastorage/registry
DISTRIBUTED_STORAGE_DEFAULT_LOCATIONS: []
DISTRIBUTED_STORAGE_PREFERENCE:

- swiftStorage

3.6.10. Nutanix ¥ R =1
LLF YAML &R T {8 A Nutanix ¥ SRR G &,

DISTRIBUTED_STORAGE_CONFIG:
nutanixStorage: #storage config name
- RadosGWStorage #actual driver
- access_key: access_key_here #parameters
secret_key: secret_key_here
bucket_name: bucket_name_here
hostname: hostname_here
is_secure: 'true’
port: '443'
storage_path: /datastorage/registry
DISTRIBUTED_STORAGE_DEFAULT_LOCATIONS: []
DISTRIBUTED_STORAGE_PREFERENCE: #must contain name of the storage config
- nutanixStorage

3.6.11. IBM Cloud Xt & 17
LLF YAML ERT{EH IBM Cloud X & &R REIERE,

DISTRIBUTED_STORAGE_CONFIG:
default:
- IBMCloudStorage #actual driver
- access_key: <access_key here> #parameters
secret_key: <secret_key_here>
bucket_name: <bucket name_here>
hostname: <hostname_here>
is_secure: 'true’
port: '443'
storage_path: /datastorage/registry
maximum_chunk_size _mb: 100mb
DISTRIBUTED_STORAGE_DEFAULT_LOCATIONS:
- default
DISTRIBUTED_STORAGE_PREFERENCE:
- default

Q Ak, EIGHE 100mb,

3.6.12. NetApp ONTAP S3 X R 1Z 1
LUF YAML 7R 7 £ NetApp ONTAP S3 BIRBIECE.

20



DISTRIBUTED_STORAGE_CONFIG:
local_us:
- RadosGWStorage
- access_key: <access_key>
bucket_name: <bucket_name>
hostname: <host_url_address>
is_secure: true
port: <port>
secret_key: <secret_key>
storage_path: /datastorage/registry
signature_version: v4
DISTRIBUTED_STORAGE_DEFAULT_LOCATIONS:
- local_us
DISTRIBUTED_STORAGE_PREFERENCE:
- local_us

3.7.REDIS fe B=FE%

AN T Redis BE T ANEEF K.

371 EBEE
LT SREFEATAT Redis HE :

X 3.7.HEASKE

FB

BUILDLOGS_REDIS X
(BE)

FEH FREB
(U7

.port Number
0732))

.password FRE

SSL #/R{E
(FJ33E)

3.7.2. AP E#

UTRFE4FERATAT Redis 813 :
* 3.8 AFEHEE

ik

T3 B &% 7 redis JE BT,

1i[7] Redis BIEH.B.
N
quay-server.example.com

1717] Redis B9iR O,
=~ -
6379

FAFi##E Redis SLBIH B,
N
strongpassword

A F A Redis #1 Quay Z [A]#Y
TLS B18. BAilHfalse,
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FB

USER_EVENTS_REDIS
(%5)

2

.port
()

.password

.ssl

.ssl_keyfile
(Optional)

.ssl_certfile
(RI%k)

.ssl_cert_reqgs
(FJ33E)

.ssl_ca_certs
(RI%t)

.ssl_ca_data
(Optional)

22

e il

IOE S

FRE#

Number

FRE#

#/R{E

FRE#

FRE#

FRE#

FRE#

FRE#

sk

F RS AR redis EREETS,

i[7] Redis BIEH.B.
N
quay-server.example.com

1717] Redis B9iR O,
=~ -
6379

FAFi##E Redis SLBIH BT,
Bl -
strongpassword

A F A Redis #1 Quay Z [A]#Y
TLS B18. BAilHfalse,

BHBEEXHNETT, EFERE
AR iRIE T,

=l

ssl_keyfile:
/path/to/server/privatekey.pe
m

FFHEE SSL BRI STHERE,
=l

ssl_certfile:
/path/to/server/certificate.pe
m

FAFIEERE SSL/TLS IEFHAEE
PATHIEB RIS,

=~fl

ssl_cert_reqs:
CERT_REQUIRED

FAFIEESERMEIEFHM AL N
(CA)IER IR CHBIERE,
=Bl :

ssl_ca_certs:
/path/to/ca_certs.pem

AFEESE PEM AN A(F
CAIEHHFR &,

Example:

ssl_ca_data: <certificate>



=2 RE £ pU
.ssl_check_hostname D ERERIARS 35/ SSL/TLS £
(AT3%) &R, SlEEE MmN %G

RS 2RH SSL/TLS IEH ey E
HERESEEENRSHFNEN
BT,

Bl -

ssl_check_hostname: true

3.7.3. Redis E2i& =4l

LR YAML R T —MERHE A% SSL/TLS FEEH Redis BIRAIGE

BUILDLOGS_REDIS:
host: quay-server.example.com
password: strongpassword
port: 6379
ssl: true

USER_EVENTS_REDIS:
host: quay-server.example.com
password: strongpassword
port: 6379
ssl: true
ssl_*: <path_location_or_certificate>

% o
INRITBYERE XS Redis {# Azure Cache, FH ssli%} true, NimOEIAN 6380,

3.8. MODELCACHE fig &7

Red Hat Quay F#eft 7 LU LTI R BL & ModelCache,

3.8.1. memcache B2 & %7

memcache 2ZIAB ModelCache EZE £, F Memcache Ff, TEZLANMEE,

3.8.2. i— Redis B &1
LATFEEER T A A% R LI AR EA Redis £ -

DATA_MODEL_CACHE_CONFIG:
engine: redis
redis_config:
primary:
host: <host>
port: <port>
password: <password if ssl is true>
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ssl: <true | false >
replica:
host: <host>
port: <port>
password: <password if ssl is true>
ssl: <true | false >

3.8.3. & 71 Redis FRiE LT
K EBEH Redis SLAIfE AL TECE -

DATA_MODEL_CACHE_CONFIG:
engine: rediscluster
redis_config:
startup_nodes:
- host: <cluster-host>
port: <port>
password: <password if ssl: true>
read_from_replicas: <true|false>
skip_full_coverage_check: <true | false>
ssl: <true | false >

3.9. IE T HABC B F%
Red Hat Quay &t 7 LA FHR%E T HiEC B FER -

* 3.9. iRE i BiRd B R EX

PEX FR Hah
FEATURE_GARBAGE_COLLECTION I/RME =& B REMEE LR B,

Default: True

TAG_EXPIRATION_OPTIONS FRBHE MRERE, BrabliFEEaLE
(EE) (8] A B bR 25 A,
Pattern:

A[0-9]+(w|m|d|h|s)$

DEFAULT_TAG_EXPIRATION FREE BRI\ AT B & R HR S 8]
(%&E)
Pattern:
A[0-9]+(w|m|d|h|s)$
Default: 2w
FEATURE_CHANGE_TAG_EXPIRATION fR/RME ARSI EREMmRAE

(A AR BOFR 250 A

Default: True

24



FB

FEATURE_AUTO_PRUNE

NOTIFICATION_TASK_RUN_MINIMUM_INTERVAL
_MINUTES

DEFAULT_NAMESPACE_AUTOPRUNE_POLICY
.method: number_of_tags

.value: <integer>

.creation_date

.value: <integer>

AUTO_PRUNING_DEFAULT_POLICY_POLL_PERI
oD

3.9.1. Ir%5T HR e & 7~ A1

IR YAML R ER T PR BiEC E 1.

#...
DEFAULT_TAG_EXPIRATION: 2w
TAG_EXPIRATION_OPTIONS:

- 0s

-1d

- 1w

e il

#/R{E

L

ISE S

IOE S

ISE S

sk

LXE N True b, FBRESBENHZE
TR R HIThEE,
Default: False

[IfE (LLoBh ) , EOTH
B EITZIT BB,

A7y 300
ROANLFSE[E Y B ShE BI5REE.
VETTUHE B B AR B BOPR 25 BR80T,

5 Hik—EEmAn -
number_of_tags, RREHREH
FRE

B, BHEEREMANRE, HEE
2,

VETTUHE E AR BB R B RS (8]

5 creation_date —&{F AN, *
TR B AR RIS (]

" LUEENF(S). Rd). B
(m). B(W)sK years (Y), WS
BEVRNEY, fim, EERE—
FEMRE, BEE1Y.

BZM{E8S worker 1E registry 25l
BRI, BOABRT, B#FIX
BHBXREZEIT—R (824 /hH—
R) o (HRITLAFDH AL,
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- 2w
- 4w
#...

3.9.2. registry G B 31E T SRA& R I

BAUF YAML Rl 7R F 612 B 83 TR registry 3B B 5hiz TRl

RIEIZE L B HETEREG R GI

#...
DEFAULT_NAMESPACE_AUTOPRUNE_POLICY:
method: number_of tags

value: 10 @)
#...
Q EXHERT, RE+DRE.

B2 B HARY registry B ENEBI SRR

#...
DEFAULT_NAMESPACE_AUTOPRUNE_POLICY:
method: creation_date
value: 1y
#...

3.10. BRI E IR Al B R ER
3 3.10. RIS A E

P PR

FEATURE_QUOTA_MANAGEMENT D
DEFAULT_SYSTEM_REJECT_QUOTA_BYTES TR
QUOTA_BACKFILL D

26

U

HECHIEIRRE RECE. &FH
HE,

I **Default:** “False®
HFRENFE B RS BIABL AR
FT Y

ABERT, FRILERS,

J& FRBCHIEIE T Fiz e R iT B %k
FF7EH Blob BIKR /N,

2il:True



T e il sk

QUOTA_TOTAL_DELAY_SECONDS FREB JE BRI BRI (B3R, VR BNER
EARERSFBCHERNER, LT
E% LB N #B I VRN ERE ST

A EE AR E],

2\ : 1800
PERMANENTLY_DELETE_TAGS T /RME J& B35 MBS (] 25 I BR AT 25 48 SR

IhEE,

2\ : False
RESET_CHILD_MANIFEST_EXPIRATION T /RME BEEUFEE N B IRIEERPRE R

WHE, FHXANIHEEIXE N True
Ff, FiEEAIENRES B,

2Kk : False

3.10.1. Bd R E BB & 7~
LT YAML 25 AfRAIS R #EmiRE,

ERAiEIE YAML B2

FEATURE_QUOTA_MANAGEMENT: true
FEATURE_GARBAGE_COLLECTION: true
PERMANENTLY_DELETE_TAGS: true
QUOTA_TOTAL_DELAY_SECONDS: 1800
RESET_CHILD_MANIFEST_EXPIRATION: true

3N REBZEREFER
XINAKEERE

T el 50

FEATURE_PROXY_CACHE IRME ff Red Hat Quay BEfig@ i L
registry BRI /E N HLER (pull)o

B\ : false

312 B AR P BB F R
® 312 NBAK P RETE

PR
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T e il sk

ROBOTS_DISALLOW T /RME LXE N true B, HL2RAMK R
FEIEFFERE, LUROIE
Default:False

3.13. fiifid & RED HAT QUAY LLZEII B 5h1tE

Red Hat Quay X#H % #/E B MEMERE LT, A JUEREMREX LR, RS 5R-RER
BEHFE K,

3.13.1. RF API BB E—TR

BHIRE—IAS, B EESS FEATURE_USER_INITIALIZE S8048 ) true, 3R
/api/v1/user/initialize AP, 5ZEEINAHIIF OAuth N ALK OAuth S EEBIFRE H b registry API
FAARE, APliHERARESHDEIE,

1EEBE Red Hat Quay /&, A A LAER API G840 quayadmin B, RELRGUIEEMA,, WF
E%{n/uw I/}EJ lﬁé‘_,['fgiﬁﬁ API ﬁ[JLgﬁ_AFHF

3.13.2. 5 AE# API A

FAF'R7% BROWSER_API_CALLS_XHR_ONLY EZBiLTi4E N false, LA Red Hat Quay
registry API BOE #1517,

3133 //J\\HDEQ&FH )i]

E8ZE Red Hat Quay [&, A AIUBIERF, HBRFE—NTEETENRNA A EEB AN, BraL#E
F§ SUPER_USER FEZEX RiZF1HC B ST 2R, 0 :

#...
SERVER_HOSTNAME: quay-server.example.com
SETUP_COMPLETE: true
SUPER_USERS:
- quayadmin
#...

3.13.4. [RHI A 6

BEERBAAFfE, S LL@E ¥ FEATURE_USER_CREATION & false BRI &% A - EE N A
FHIRE A, fIn -

#...

FEATURE_USER_INITIALIZE: true
BROWSER_API_CALLS_XHR_ONLY: false
SUPER_USERS:

- quayadmin
FEATURE_USER_CREATION: false

#...
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3.13.5. 7£ Red Hat Quay 3 #/3 A $TIhRE
EERHH Red Hat Quay 3 ThEE, 1HE AU T —LFrAINEE :

#...
FEATURE_UI_V2: true

FEATURE_UI_V2 REPO_SETTINGS: true
FEATURE_AUTO_PRUNE: true
ROBOTS_DISALLOW: false

#...

3.13.6. #EFM B NLECE
EILLTF config.yaml 23 A FBzh1t :

#...

FEATURE_USER_INITIALIZE: true
BROWSER_API_CALLS_XHR_ONLY: false
SUPER_USERS:

- quayadmin
FEATURE_USER_CREATION: false

#...

3.13.7. [FA#IAEEERE Red Hat Quay Operator
FERAUTSE, FRAAEEBTE OpenShift Container Platform £ E8% Red Hat Quay,

FoRFH

o B%%k oc CLI,

pri% =
1. [FABEE XL secret :

$ oc create secret generic -n quay-enterprise --from-file config.yaml=./config.yaml init-config-

I bundle-secret

2. fll# quayregistry.yaml 34, HAIFEZEHHFH5I B AIEM secret, BN :

apiVersion: quay.redhat.com/v1
kind: QuayRegistry
metadata:
name: example-registry
namespace: quay-enterprise
spec:
configBundleSecret: init-config-bundle-secret

3. EB%& Red Hat Quay registry :

I $ oc create -n quay-enterprise -f quayregistry.yami
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BEP R
o (Hf APICIEE—IRE/

3.13.8. fH API (I E— 1A
FALUTSHBHIE Red Hat Quay WA E—DNEF,

FRFH

o &% FEATURE_USER_INITIALIZE 414 & true.

o HiEEFRBEAS

_ AR
ERF2EITHEE "access_token™: true i 3K OAuth S,
1. TFF Red Hat Quay EEEXHHBEFHUTEREFEL :

FEATURE_USER_INITIALIZE: true
SUPER_USERS:
- quayadmin

2. HIALLT 642 1L Red Hat Quay AR :
I $ sudo podman stop quay
3. HWIALL T 4/E3) Red Hat Quay AR :

$ sudo podman run -d -p 80:8080 -p 443:8443 --name=quay -v $QUAY/config:/conf/stack:Z
-v $QUAY/storage:/datastorage:Z {productrepo}/{quayimage}:{productminv}

fTLAF CURL fp %5, LMERRAF A, BiE, BFHMEMD I SERERIAR

iz
$ curl -X POST -k http:/quay-server.example.com/api/vi/user/initialize --header 'Content-
Type: application/json' --data '{ "username": "quayadmin"”, "password":"quaypass12345",
"email": "quayadmin@example.com", "access_token": true}'

SNRERTN, ZeSRRE—NMTERF A, BFIAMMBEBHERN R, F0 :

{"access_token":"6B4QTRSTSD1HMIG915VPX7BMEZBVB9GPNY2FC2ED",
"email":"quayadmin@example.com","encrypted_password":"1nZMLH57RIE5UGdL/yYpDOHL
qiNCgimbBW9kfF8M|Z1xrfDpRyRsONUnUuNuUAIitW","username":"quayadmin"} #
gitleaks:allow

MRAFAEFEETREEZS, RO R

I {"message":"Cannot initialize user in a non-empty database"}

MRENBEED N N\NFRHIELSZERE, NRRO—PDEHIR
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{"message":"Failed to initialize user: Invalid password, password must be at least 8
characters and contain no whitespace."}

5. BiALL T a9 &R EIEH Red Hat Quay BRE :

I $ sudo podman login -u quayadmin -p quaypass12345 http://quay-server.example.com --tls-

verify=false
i H 7~ 31

I Login Succeeded!

3.13.8.1. {1 [ OAuth 5 k&
1L AP S, Ea LB e R EIR OAuth X338 Red Hat Quay API FIRIRER 5,

SEREMH
o KB /api/vi/user/initialize API, F&EiT A&, BIEFNE FHRE M8,

it =
o HIALTaGRRENEAA T

$ curl -X GET -k -H "Authorization: Bearer
6B4QTRSTSD1HMIG915VPX7BMEZBVBOGPNY2FC2ED" https://example-registry-quay-
quay-enterprise.apps.docs.quayteam.org/api/vi/superuser/users/

i RB :

{

"users": [
{
"kind": "user",
"name": "quayadmin”,
"username": "quayadmin"”,
"email": "quayadmin@example.com",
"verified": true,
"avatar": {
"name": "quayadmin",
"hash":
"3e82e9cbf62d25dec0ed1b4c66ca7c5d47ab9f1f271958298dea856fb26adc4c”,
"color": "#e7bab52",
"kind": "user"
b
"super_user": true,
"enabled": true
}
]
!

EAFIH, quayadmin A BFEAERREL, RNEEERIIENM—R/,
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3.13.8.2. {# [ API Gl XL
LUF R NA T a0 A API 6 Red Hat Quay A4,

FRFM

it =

32

& E 1 A /api/vi/user/initialize API, F&Bid A&, BIEFNE TR b8,

A LORIT R IR BIA OAuth RUE 3R H Red Hat Quay API BIELthER 5

ZOIEHM, FA POST i A api/vi/organization/ ifi = :
$ curl -X POST -k --header 'Content-Type: application/json' -H "Authorization: Bearer
6B4QTRSTSD1HMIG915VPX7BMEZBVBOGPNY2FC2ED" https://example-registry-quay-

quay-enterprise.apps.docs.quayteam.org/api/vi/organization/ --data '{"name": "testorg",
"email": "testorg@example.com"}'

R

I "Created"

- IERAT LU A LA i SR R SR AR B BOALI 1S

$ curl -X GET -k --header 'Content-Type: application/json' -H "Authorization: Bearer
6B4QTRSTSD1HMIG915VPX7BMEZBVBOGPNY2FC2ED" hitps://min-registry-quay-quay-
enterprise.apps.docs.quayteam.org/api/v1/organization/testorg

i RB

"name": "testorg",
"email": "testorg@example.com"”,
"avatar": {
"name": "testorg",
"hash": "5f113632ad532fc78215c9258a4fb60606d1fa386¢c91b141116a1317bf9c53¢c8",
"color": "#a55194",
"kind": "user"
|3
"is_admin": true,
"is_member": true,
"teams": {
"owners": {
"name": "owners",
"description": ™",
"role": "admin",
"avatar": {
"name": "owners",
"hash":
"6f0e3a8c0eb46e8834b43b03374ece43a030621d92a7437beb48f871e90f8d90",
"color": "#c7¢c7c7",
"kind": "team"

b



"can_view": true,
"repo_count": 0,
"member_count": 1,
"is_synced": false
}
2
"ordered_teams": [
"owners"
1,
"invoice_email": false,
"invoice_email_address": null,
"tag_expiration_s": 1209600,
"is_free account": true

3.14. EXRFLEFER
xR313.HEEXEE

FB

REGISTRY_TITLE

REGISTRY_TITLE_SHORT

CONTACT_INFO

[0]

(1]

FRE#

String #4H

FRES

FRE#

sk

MRIEE, M registry BIKAEIR
#, 1E Red Hat Quay ZREMIFIH
R, BINFENARE K ITE
M, R8T 35 NFR.

2 :

Red Hat Quay

MRIEE, N registry BIEHKIR
M, PRl RSN & AN TTE
fr, Blgn, YENIERRIENER 2
2 TUE LRPRE,

Bl -

Red Hat Quay

ORIETE, FEHCRIHFE LR
KRER. MRREET H-EKR
AER, BRI BRI,

ANIN A 5% FLF IR O BE B

Pattern:

Amailto: (.)+$

Example:
mailto:support@quay.io

AN 1] IRC chat room BOERE,

Pattern:

Airc:/I(.)+$

Example:
irc://chat.freenode.net:6665/

quay
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B 3t} ik

[2] FRE ISR A RIS S,
Pattern:
Atel: ()+$
=~ -

tel:+1-888-930-3475

[3] FrFE AINEMEE X B9 URL ROFERE,
Pattern:
Ahttp (s)?://(.)+$

Example:
https://twitter.com/quayio

3.15.SSL L& E%

3 3.14.SSL Edi&

FEX ' i

PREFERRED_URL_SCHEME FRE http =k https F#9—1, 15E
B, ArREEESHE Quay B
BIEREFERA TLS MEH, A
FREENH
PREFERRED_URL_SCHEME
K& hitp,
TEEMA TLS KL fEaMeR. K
BRI (80 Nginx) HEFERT A
B E X SSL IEFH Quay i, F
s E
PREFERRED_URL_SCHEME
"IXEN 'https. ERZEIER
F, PREFERRED_URL_SCH

EME RiZ 5 https.
2L - http
SERVER_HOSTNAME FrFE Red Hat Quay A5 A/#9 URL, 3%
(&) BAER
=~ -

quay-server.example.com
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SSL_CIPHERS

e il

String 41

sk

MREET, AFERNZRAN
SSL FHEAY nginx E XL FIE

B :
[ECDHE-RSA-AES128-GCM-
SHA256 ECDHE-ECDSA-
AES128-GCM-

SHA256 ECDHE-RSA-
AES256-GCM-

SHA384 ECDHE-ECDSA-
AES256-GCM-SHA384, DHE-
RSA-AES128-GCM-

SHA256 DHE-DSS-AES128-
GCM-

SHA256 KEDH+AESGCM EC
DHE-RSA-AES128-

SHA256 ECDHE-ECDSA-
AES128-SHA256 ECDHE-
RSA-AES128-SHA,  ECDHE-
ECDSA-AES128-

SHA ECDHE-RSA-aes256-
SHA384 ECDHE-ECDSA-
aes256-SHA384, ECDHE-
RSA-aes256-SHA ECDHE-
ECDSA-aes256-SHA DHE-
RSA-aes128-SHA256 DHE-
RSA-aes128-SHA, ,DHE-
DSS-aes128-SHA256 DHE-
RSA-aes256-SHA256 , DHE-
DSS-aes256-SHA ,DHE-DSS-
aes256-SHA, aes128-GCM-
sha256, aes256-GCM-SHA
384 , aes128-SHA256 ,
aes128-SHA256, aes128-
GCM-sha256 , aes256-GCM-
SHA256, AES256-

SHA256 AES128-

SHA AES256-

SHA AES,!3DES",

laNULL, 'eNULL 'EXPORT,DE
S,'RC4, MD5 MD5,

IPSK !aECDH,!EDH-DSS-
DES-CBC3-SHA !EDH-RSA-
DES-CBC3-SHA !KRB5-DES-
CBC3-SHA]
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=427 3l ik

SSL_PROTOCOLS String 41 mEeE, N nginx BE /S A1
RATE B SSL AR, MFY
KR SSL MU RZEA Red
Hat Quay JA BT 2 BT,
Example:

['TLSv1', TLSv1.1','TLSVv1.2,
"TLSv1.3]

SESSION_COOKIE_SECURE /R R ENIERTE Cookie EIXE
secure Bt

Default:
False

Recommendation:
Set to True

3.15.1. Egi& SSL
L FHEPXHMERAXGEFEIENRER P, BREN27/6%E ) ssl.cert 71 sslkey :

$ cp ~/ssl.cert SQUAY/config
$ cp ~/ssl.key $QUAY/config
$ cd $QUAY/config

2. Ym%E config.yaml 3X{#, FHIEEFE Quay LI TLS :

config.yaml

SERVER_HOSTNAME: quay-server.example.com

PREFERRED_URL_SCHEME: https

3. {21t Quay A& FHEJ registry

3.16. £ RED HAT QUAY CONTAINER A 3500 TLS Uk

Z1E Red Hat Quay FRINEE X TLS iFF, 157 Red Hat Quay E2i& B % FOIE & extra_ca_certs/
BIFT B, HMEMFE TR TLS IEBEFZILH B %,

3.16.1. 7£ Red Hat Quay #7410 TLS IE+
1. BERNNEBDSEPAIIES
$ cat storage.crt

MIIDTTCCAjWgAwIBAgIJAMVr9ngjJhzbMAOGCSqGSIb3DQEBCWUAMDOXCzAJBgNV
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2. O certs BRFHEHNES

$ mkdir -p quay/config/extra_ca_certs

$ cp storage.crt quay/config/extra_ca_certs/
$ tree quay/config/

—— config.yaml

—— extra_ca_certs

| |— storage.crt

3. {5/ podman ps j%XEX Quay &23#J CONTAINER ID :

$ sudo podman ps

CONTAINER ID IMAGE COMMAND CREATED
STATUS PORTS
5a3e82c4a75f <registry>/<repo>/quay:v3.12.1 "/sbin/my_init" 24 hours ago Up

18 hours 0.0.0.0:80->80/tcp, 0.0.0.0:443->443/tcp, 443/tcp grave_keller
4. HRZID EFAE
I $ sudo podman restart 5a3e82c4a75f
5. M ESHIEIFSE6 B ZE R PBES
$ sudo podman exec -it 5a3e82c4a75f cat /etc/ssl/certs/storage.pem

MIIDTTCCAjWgAwIBAgIJAMVr9ngjJhzbMAOGCSqGSIb3DQEBCWUAMDOXCzAJBgNV

3.17.LDAP & FE%

2 3.15.LDAP E¢i&

P FR Hah
AUTHENTICATION_TYPE FRTER k&N LDAP,
(AEE)
FEATURE_TEAM_SYNCING T /RME BRI R TR M B PLIES 2

(OIDC. LDAP = Keystone) FHIfE44HE
2R

Default: true

FEATURE_NONSUPERUSER_TEAM_SY  #/RI{H MERER, FEBEATLULEHLIAR
NCING_SETUP 22

Default: false

LDAP_ADMIN_DN TR FF LDAP B35 IEHIETE 51 DN,
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FB

LDAP_ADMIN_PASSWD

LDAP_ALLOW_INSECURE_FALLBACK

LDAP_BASE_DN

LDAP_EMAIL_ATTR

LDAP_UID_ATTR

LDAP_URI

LDAP_USER_FILTER

LDAP_USER_RDN

LDAP_SECONDARY_USER_RDNS

TEAM_RESYNC_STALE_TIME

LDAP_SUPERUSER_FILTER

e il

FRE

#/R{E

String 41

FRE#

FRES

FRES

FRE#

String #4H

String #4H

FRES

FRE#

sk

LDAP BRI IFR I8 5 231,

2B 0 SSL insecure fallback 747

LDAP B {3551k,

LDAP S35 EBIE A DN,

LDAP B35 UER H, FHE- B 1,

LDAP EQ5SIER uid B 1,

LDAP URI,

AT LDAP S5 IER A F it g,

T LDAP B35 UERI R RDN,

MR RAATENZ M RIS, TR
HEZ A 485 DN,

MRANHAERTHINRAY, FERER
B 5 BT FIERT R 47

Pattern:
A[0-9]+(w|m|d|h|s)$
=~ :

2h

Default:

30m

LDAP_USER _FILTER EiEFEEXRF
&, iEEBE, RedHat Quay B GRENHTE
Red Hat Quay {1 LDAP {E n E BRI IE
REERE, FREHNBFVIR L
(LDAP)R FECE NI A F.

AL, B0 A LRIk BB
B/, MEFEEH Red Hat Quay LB
HHEFRHEIE,

It R SR
AUTHENTICATION_TYPE % &%
LDAP,



T e il

GLOBAL_READONLY_SUPER_USERS =S

LDAP_RESTRICTED_USER_FILTER FrFE
FEATURE_RESTRICTED_USERS HIRE
LDAP_TIMEOUT B
LDAP_NETWORK_TIMEOUT B

3.177.1.LDAP Bt @&%
FERALUTEIA, #AME LDAP XEE# config.yaml X1,

3.17.1.1. &7 LDAP BZi&
FERALTEIAHTEAX LDAP BB &,

AUTHENTICATION_TYPE: LDAP @)

sk

wERE, BFIIRNAFNEEEE
BOERANRR, TiLelRAREFMZE. X
ERTEd
LDAP_SUPERUSER_FILTER E&EF
ER7E Y BIRBI A

LDAP_USER _FILTER EEFEERF
&, BBER, % RedHatQuay &M LDAP
ENESHRIFRERFN, Red Hat
Quay B B R EH B iR Pl
(LDAP)H FEEE N ZRAF,

= R SR A
AUTHENTICATION_TYPE % &%
LDAP,

%8 True

if, LDAP_RESTRICTED USER_FIL
TER 2o FESIRER, REE LK LDAP
AMA P F 22 EIRS,

Default: False

Y8TE LDAP $RVEBIMS (A BREI (IAFDH 5
fiI) . XFR%IT LDAP #3&, 4EHHEHM
BAERILAE TR [H], 5 Idapsearch &
B -1ETTRE, BREBEFImRIER
i,

ik 1 10

EES LDAP AR5 252 L% R H] BRI

(AR R HAL) , X2 Red Hat Quay 1
0 2% 458 4V A 1 S 45 S B B P [R], - SR 481
T Idapsearch ##9-0 nettimeout i
T,

ik 1 10
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LDAP_ADMIN_DN: uid=<name>,ou=Users,o=<organization_id>,dc=
<example_domain_component>,dc=com
LDAP_ADMIN_PASSWD: ABC123 6
LDAP_ALLOW_INSECURE_FALLBACK: false ﬂ
LDAP_BASE_DN: @

- 0O=<organization_id>

- dc=<example_domain_component>

- dc=com
LDAP_EMAIL_ATTR: mail G
LDAP_UID_ATTR: uid ﬂ
LDAP_URI: Idap://<example_url>.com 9
LDAP_USER_FILTER: (memberof=cn=developers,ou=Users,dc=<domain_name>,dc=com) Q
LDAP_USER_RDN: (D)

- ou=<example_organization_unit>

- 0=<organization_id>

- dc=<example_domain_component>

- dc=com
LDAP_SECONDARY_USER_RDNS: m

- ou=<example_organization_unit_one>

- ou=<example_organization_unit_two>

- ou=<example_organization_unit_three>

- ou=<example_organization_unit_four>

nE. WAKES LDAP,

. FTF LDAP SpHIERERER 5T DN,

W&, LDAP HB5IERNE R 51 B,

W&, BERIF SSL/TLS AR LM LDAP A 4IEEIR,
FE. LDAP HAEIERIER DN,

W& LDAP B35 IERIH FHl 4B 14,

/

. LDAP E1251ER UID B4,

/

- LDAP URI,

/

o FATF LDAP B{p5 IR F it i 2%,

/

. FF LDAP B4 UERIFE I RDN,

~
3

B

MRAZDHEHIT, WM DN,

0000902090000

3.17.1.2. LDAP Z[RH i &
Xt LDAP Z PR P ECEFERLLTEIH,

#...
AUTHENTICATION_TYPE: LDAP

#...

FEATURE_RESTRICTED_USERS: true )
#...
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LDAP_ADMIN_DN: uid=<name>,ou=Users,o=<organization_id>,dc=
<example_domain_component>,dc=com
LDAP_ADMIN_PASSWD: ABC123
LDAP_ALLOW_INSECURE_FALLBACK: false
LDAP_BASE_DN:

- 0O=<organization_id>

- dc=<example_domain_component>

- dc=com
LDAP_EMAIL_ATTR: mail
LDAP_UID_ATTR: uid
LDAP_URI: Idap://<example_url>.com
LDAP_USER_FILTER: (memberof=cn=developers,ou=Users,0=<example_organization_unit>,dc=
<example_domain_component>,dc=com)
LDAP_RESTRICTED_USER_FILTER: (<filterField>=<value>) g
LDAP_USER_RDN:

- ou=<example_organization_unit>

- 0=<organization_id>

- dc=<example_domain_component>

- dc=com
#...

(@ TEFR B LDAP SRR I, WAT%E R true,
@ FEEASHERAS

3.17.1.3.LDAP BN B EBRESZE
{EELLTE| B LDAP B2 H i &,

#...
AUTHENTICATION_TYPE: LDAP
#...
LDAP_ADMIN_DN: uid=<name>,ou=Users,o=<organization_id>,dc=
<example_domain_component>,dc=com
LDAP_ADMIN_PASSWD: ABC123
LDAP_ALLOW_INSECURE_FALLBACK: false
LDAP_BASE_DN:

- 0O=<organization_id>

- dc=<example_domain_component>

- dc=com
LDAP_EMAIL_ATTR: mail
LDAP_UID_ATTR: uid
LDAP_URI: Idap://<example_url>.com
LDAP_USER_FILTER: (memberof=cn=developers,ou=Users,0=<example_organization_unit>,dc=
<example_domain_component>,dc=com)
LDAP_SUPERUSER_FILTER: (<filterField>=<value>) ﬂ
LDAP_USER_RDN:

- ou=<example_organization_unit>

- 0=<organization_id>

- dc=<example_domain_component>

- dc=com
#...

Q@ FhEEmRrRENEIAS.
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3.18. BRIRELEFER
* 3.16. Bi&AdE

FE 3 3T
FEATURE_REPO_MIRROR fHIRME 5 A AR
2L : false
REPO_MIRROR_INTERVAL Number 1B EEERGRIRLEE Z B T
il : 30
REPO_MIRROR_SERVER_HOSTNAME FrFE & SERVER_HOSTNAME ¢
R B B9,

Default: None

Example:
openshift-quay-service

REPO_MIRROR_TLS_VERIFY D FEE HTTPS FHEE &I EPEIE
Quay registry BJUEF,

B\ : false

REPO_MIRROR_ROLLBACK T /RME LXE N true ), EEFESTES
BRI EER,

B\ : false

3.9. ZemiEF I EFER
X 3.17. 22 EFREE

FE KR ik
FEATURE_SECURITY_SCANNER fHIRME FRSERZEERRER

A : false
FEATURE_SECURITY_NOTIFICATIONS fHIRME MRERTREAMBER, B

PR R LBH

A : false
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FB

SECURITY_SCANNER_V4_REINDEX_THRESHOLD

SECURITY_SCANNER_V4_ENDPOINT

SECURITY_SCANNER_V4_PSK

SECURITY_SCANNER_ENDPOINT

SECURITY_SCANNER_INDEXING_INTERVAL

FEATURE_SECURITY_SCANNER_NOTIFY_ON_NE

W_INDEX

SECURITY_SCANNER_V4_MANIFEST_CLEANUP

e il

FRE#

FRE#

FRES

FRE#

#/R{E

#/R{E

sk

LSHATAEEEHRRSIZAE
BraiksB LR ILAREER
REBRREIE (AR R
#E@ T manifestsecuritystatus
# &8 last_indexed datetime
KiHHE, ITMSHATRAEER
FEBITE A EHRREIBIK
WO, EFFRBIMEINNE
300 #,

V4 ZEIEF IR R

Pattern:
Ahttp (s)?://(.)+$

Example:
http://192.168.99.101:6060

Clair Fr 4 BRI Pl = 23%A (PSK)

V2 22 mEF G s

Pattern:
Ahttp (s)?://(.)+$

=~ :
http://192.168.99.100:6060

XNBSHATFREREIHEEFR
5| [AIFR I PREIFO 8, HFRBIMWARL
i}, Red Hat Quay &1 HE#iE
FELUFEENA Clair RBIHEH, X
BIEEARFESINESR, URZATR
UGENEAE P

2KIH - 30

BARFLER RFTHENREN
B,
il True

Red Hat Quay 1 B U852 & il
P& AR EAMIRE KB LB ANE
B,

2ik:True

43


http://192.168.99.101:6060
http://192.168.99.100:6060

Red Hat Quay 3 Bdi& Red Hat Quay

T e il sk

NOTIFICATION_MIN_SEVERITY_ON_NEW_INDEX  F#Ff& SRR B93RR L B9 B AN B B
N2, BREERRSIEC
BREEH. MREBENL, MK
A High, BTRBETTEIE
Critical. High. Medium. {&
. Negligible #1 Unknown.

SECURITY_SCANNER_V4_INDEX_MAX_LAYER_SI F#&& FIRITHERKRZRN, IIRZEK
ZE NS ELERI KR/, Red Hat
Quay Ul &3BE LLTFHEA : lbkr
FHERERAKRNE, #t
Quay Security Scanner #1T
&5l
=Hl : 8G

3.19.1. {# A Clair v4 27 %5|

% Clair v4 REFEHE, SRNIZZREN, fliN, B—FHRZERERNRSIRE, XEHBREREE
WARIN true, ENFEAFARANHBEREFREKRSRETRROVFEFTHAEXNER. HLL, Clairvd &
NFFFRB|51 % (/indexer/api/vi/index_state) IR TR R, UBEHEREFEERS B,

ERRITE] Quay BHEERS, Red Hat Quay FHXNRBIRSFREFRIFRE IR EF. MREIEH 2RI
EIREEEN, Red Hat Quay RIEEHIRBIT A ZIXEIRENILE H,

BMIAERT, WS 30%. MRAAFEFMEMZTRTE, BATRR%E, Flm, R
MAFERREIFI G SRS 30 WA EE U NREHELR. MRAFFSENERRERMTESE
%, LARZETE Red Hat Quay ##EE EHUTHEIRERFHERR, AT UESRSH.

3.19.2. X &R FEE R
LT YAML 2H ARSI F T N R E.

ZE#IEF YAML B2 &

FEATURE_SECURITY_NOTIFICATIONS: true
FEATURE_SECURITY_SCANNER: true
FEATURE_SECURITY_SCANNER_NOTIFY_ON_NEW_INDEX: true

SECURITY_SCANNER_INDEXING_INTERVAL: 30
SECURITY_SCANNER_V4_MANIFEST_CLEANUP: true
SECURITY_SCANNER_V4_ENDPOINT: http://quay-server.example.com:8081
SECURITY_SCANNER_V4_PSK: MTU5YzA4Y2ZkNzJoMQ==
SERVER_HOSTNAME: quay-server.example.com
SECURITY_SCANNER_V4_INDEX_MAX_LAYER_SIZE: 8G

3.20. HELM fidi& = E%
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5% 3.18. Helm B2 i&E P EX

P : Hah
FEATURE_GENERAL_OCI_SUPPORT T /RME B B% OCI THmXHF,
BMMH - True

AR Open Container Initiative (OCH) TR BUBINRETE Red Hat Quay #, FHi@it
FEATURE_GENERAL_OCI_SUPPORT BECEFEX/E F :

FE NERE XRHAERE
Helm application/vnd.cncf.helm.config.v1+j application/tar+gzip,
son application/vnd.cncf.helm.chart.conte

nt.vi.tar+gzip

Cosign application/vnd.oci.image.config.vi+js  application/vnd.dev.cosign.simplesign
on ing.v1+json application/vnd.dsse.enve
lope.vi+json

SPDX application/vnd.oci.image.config.vi+js  text/spdx, text/spdx+xml,
on text/spdx+json

Syft application/vnd.oci.image.config.vi+js application/vnd.syft+json
on

CycloneDX  application/vnd.oci.image.config.vi+js application/vnd.cyclonedx,application/
on vnd.cyclonedx+xml application/vnd.cy
clonedx+json

in-toto application/vnd.oci.image.config.vi+js  application/vnd.in-toto+json
on
Unknown application/vnd.cncf.openpolicyagent.  application/vnd.cncf.openpolicyagent.
policy.layer.vi+rego policy.layer.vi+rego,application/vnd.c
ncf.openpolicyagent.data.layer.v1+jso
n

3.20.1. B¢i& Helm
LIF YAML 2 H Helm B RBIEE,

Helm YAML fi2 &

I FEATURE_GENERAL_OCI_SUPPORT: true

3.21. AR AR TNBEEFE



Red Hat Quay 3 Bdi& Red Hat Quay

7 3.19. Hflk OCI THAECEFE

FEX ' i

FEATURE_REFERRERS_API fR/RME JE A OCI 11951 B AP,

OCI 3| A5 B YAML =

#...
FEATURE_REFERRERS_API: True
#...

3.22. KA iR EY

3R 3.20. KA iR B iEF B,
FE KR fik
IGNORE_UNKNOWN_MEDIATYPES HIRME BRE, fRITA2s registry FEXT

X TR B BB E BRI,
FEZERARINAZARABINFE

i

B\ : false

3.22.1. EREXRMNFRE
U = R EI SR N BN TR B, BUF YAML 2576 E,

RENFEE YAML B2 &

I IGNORE_UNKNOWN_MEDIATYPES: true

3.23. B EFAEEREFER

3.23.1. B FEEGEHEE
* 3.21. BB EEHEE

PEX
FEATURE_LOG_EXPORT T /RME EERTSFHIEERSE.
20fH : True
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PEX PR Hah
LOGS_MODEL FRTER BB R EHENE LA L.
B : — M EUEE

transition_reads_both_write
s_es.elasticsearch, mvapich
Default: database

LOGS_MODEL_CONFIG X R ATFREBENATERIEE,
ALLOW_WITHOUT_STRICT_LOGGING HIRE L% &N True B, #0R Splunk

5 ElasticSearch 4 & B ERS:
[EIBRMEARTTA, MV IEE#
EE R, EHSBICTEE

stdout,

Default: False

3.23.1.1. Elasticsearch BZ B F &
5 Red Hat Quay ECi& Elasticsearch 5}, ®ILAMERLUTFER,
¢ LOGS_MODEL_CONFIG [object] : ##{FBEMHEREEE.
o elasticsearch_config [object]: Elasticsearch £E#E &,
®  access_key [string]: Elasticsearch A/ (8% AWS ES B IAM %)
e =fil : some_string
®  Host [string]: Elasticsearch &£&fifi s,
e xfil : host.elasticsearch.example
® index_prefix [string]: Elasticsearch FIZR5|RIZ,
o =l : logentry_
® index_settings [object] : Elasticsearch FIZR5| X E
® use_ssl[boolean] : X Elasticsearch {#f ssl, BRIAMEN True.
o Tl : True
m SECRET_KEY [ &] : Elasticsearch Zfig (8 AWS ES 89 IAM secret) ,
o il : some_secret_string

® AWS_REGION [string]: Amazon Web AR55 K 15,
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o il : us-east-1
® 0 [number]: Elasticsearch & mim .
e Bl : 1234
o kinesis_stream_config [object]: AWS Kinesis Stream Egi&.,
B aws_secret_key [string]: AWS secret key,
o xfil : some_secret_key
® stream_name [string]: Kinesis JifHREEH KL EE,
e fll : logentry-kinesis-stream
® aws_access_key [string]: AWS 1/ B85,
e xfjl : some_access_key
® retries [number] : FEENER PR
o wfl :5
® read_timeout [number] : MiE SRR BB BIAIRDER,
o =fl :5
®  max_pool_connections [number] : EEh R ER B IR KIEZEHL
o fil : 10
® AWS_REGION [string]: AWS region,
o fl : us-east-1
® connect_timeout [number] : ZiRiF TR BT BTRORDEL,
o wfl :5
o producer [string] : AR B&KICKE Elasticsearch, NIBEHIEE,
®  enum: kafka, elasticsearch, kinesis_stream
m R~fl : kafka
o kafka_config [object]: Kafka SEE¥ B &,
® topic [string]: Kafka topic I BEZKBE A E,
o =fll : logentry
® bootstrap_servers[array] : MBI S & FimM Kafka REEFIR,

®  max_block_seconds [number]: 7£ send () HAEZAZEHELLMIE, ENZHXETH
HITEIB AT A,

o Tl :10
3.23.1.2. Splunk E2 & FF&
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J Red Hat Quay E2& Splunk 5, TTLUMERAUTFE,
e producer [string]: mvapich .fEEZE Splunk &,
e mvapich_config [object] : Splunk #E{FHEM B EEBEESK Splunk £EELE,
o Host [string]: Splunk & &£ s,

o port[integer]: Splunk B EREEE iR mik O,

o bearer_token [string]: Splunk B bearer 45 h&,
o verify_ssl [boolean]: J& Fi(True)sk iy HTTPS ##2FH TLS/SSL %Kik,
o
index_prefix [string]: Splunk FI5&B|8IZ.
o
ssl_ca_path [# ] : RS SATF SSL LIFMIEBHA HLF(CABIEA .pem X
HroiEn S EBE.
Splunk Ee& Bl

#...
LOGS_MODEL: splunk
LOGS_MODEL_CONFIG:
producer: splunk
splunk_config:
host: http://<user_names.remote.csb
port: 8089
bearer_token: <bearer_token>
url_scheme: <http/https>
verify_ssl: False
index_prefix: <splunk_log_index_name>
ssl_ca_path: <location_to_ssl-ca-cert.pem>

3.23.1.3. Splunk HEC BeB &

£ Red Hat Quay A& Splunk HTTP =4S (HEC), mILAERALITFRER.

producer [string]: mvapich_hec.7EE2& Splunk HEC I {§F,
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splunk_hec_config [object]: Splunk HTTP 4 EHRRFASEEN A SEREE,

Host [string]: Splunk &k s,

port [integer]: Splunk ER&ER ik =m0,

hec_token [#F&]: FF Splunk B HEC &h&,

url_scheme [string] : AFiJjia] Splunk BRS5H9 URL AL, PR Splunk i F
SSL/TLS 2/, M@BE hitps,

verify_ssl [boolean]: Enable (true)sk>y HTTPS %25 (false) SSL/TLS %iif,

index [string] : Z{#AM Splunk &5,

mvapich_host [ZfF&E] : idxUEEHFRENA.

mvapich_sourcetype [string] : ZfF# Splunk sourcetype BI&FR,

#...
LOGS_MODEL: splunk
LOGS_MODEL_CONFIG:
producer: splunk_hec
splunk_hec_config:
host: prd-p-aaaaaq.splunkcloud.com 9
port: 8088 €)
hec_token: 12345678-1234-1234-1234-1234567890ab ﬂ
url_scheme: https 9
verify_ssl: False G
index: quay
splunk_host: quay-dev G
splunk_sourcetype: quay_logs Q

3.23.2. BFAFRERMIAEE
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* 3.22. BFEFRERNIERE

FE 3 sk
FEATURE_ACTION_LOG_ROTATION fHIRME AR BEREMIEE A ERT
30 XM B EBEIF .
2L : false
ACTION_LOG_ARCHIVE_LOCATION FREB MRERTHREREEN, NER

P EFEBENEFESIE.

=l : s3_us_east

ACTION_LOG_ARCHIVE_PATH FRTER MRERTREDEES, NEHE
R EREFEEUERER,

=l : archive /actionlogs

ACTION_LOG_ROTATION_THRESHOLD FRTER e B R BOASA] A B,

=l - 30d

3.23.3. BFAEHITECE
7 3.23. Hiif HEREFK
PR KR ok
ACTION_LOG_AUDIT_LOGINS wmI/RME Li%EH True I, 1ERESHEMH, W

BSRAER. Ul #EA Docker #HTEH
B, #LEs AK P LRSS E TN AR SHE

U
A - True
3.24. R A SR EFE
3 3.24. tHEAERCEFE
FB S o
FEATURE_READER_BUILD_LOGS wmI/RME INRKEN true, NIIHEBER

P 12 h8 I B 1R (R AR BY
B, ANE BA i
=% admin 1517 £ R,

Default: False
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FB KRB Tk

LOG_ARCHIVE_LOCATION FrFE =
DISTRIBUTED_STORAGE_C
ONFIG A& Y HEMERIE, AT
B IR B &,

=l : s3_us_east

LOG_ARCHIVE_PATH FRTER BRENFEHESIZETHRE, THS
SR A9 2 B B RIE JSON #%
ito

=l : archive /buildlogs

3.25. DOCKERFILE Jgfii % 28 EX

5 3.25. Dockerfile H9E %

PEX FR Hah
FEATURE_BUILD_SUPPORT /R E & X #F Dockerfile 152,

Default: False

SUCCESSIVE_TRIGGER_FAILURE_DISABLE_THRE = Number NREHI%E None, TItEAR %L

SHOLD SRR A RE S HH IMAELE SR R )
27\ - 100

SUCCESSIVE_TRIGGER_INTERNAL_ERROR_DISA  Number NEREHI%E None, TItEAR %L

BLE_THRESHOLD SRR AT RE R N E SN ERE A B E
K\ H5

3.25.1. GitHub ¥J&fi’% 25
X 3.26. GitHub &l % 25

P S Hah
FEATURE_GITHUB_BUILD /R EEXHE GitHub 1A% 28,
B\ : False
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FB

GITHUB_TRIGGER_CONFIG

.GITHUB_ENDPOINT
(%)

.API_ENDPOINT

.CLIENT_ID
()

.CLIENT_SECRET
(%5)

3.25.2. Bitbucket ¥ & fil % 25
& 3.27. Bitbucket & % 25

FB

FEATURE_BITBUCKET_BUILD

BITBUCKET_TRIGGER_CONFIG

.CONSUMER_KEY
(%5)
.CONSUMER_SECRET
(%5)

3.25.3. GitLab fyEfi & 25
X 3.28. GitLab fyEfili /% 2%

e il

IOE S

FRES

FRE#

FRES

FRES

ISE S

FRE

FRE#

sk

{8/ GitHub Enterprise #4TJ &
iR % SRR E,

GitHub Enterprise B3 s,

7Pl : https:/github.com/

EFR# GitHub Enterprise API
Hif R, WER=
github.com,

=l : hitps://api.github.com/

Itk Red Hat Quay SEAIEMEIZE -
% 1D ; X BES
GITHUB_LOGIN_CONFIG #®

Fo

Itk Red Hat Quay SEAIEMEIZE -
% secret,

ik

E & X #F Bitbucket IR A 23,

BAHE - False

{3 BitBucket #H{THEEAN 4 2589
fo&,

Itk Red Hat Quay SE 41133 A #4 5 FR
EFEHA (BEFHID) o

Itk Red Hat Quay SEfI5E AR #O5H 77
# secret (B secret) o
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3.

FB

FEATURE_GITLAB_BUILD

GITLAB_TRIGGER_CONFIG

.GITLAB_ENDPOINT
(%5)

.CLIENT_ID
(%5)

.CLIENT_SECRET
(%5)

26. I EMRRRIETFR

* 3.20. B EERKETR

54

FB

ALLOWED_WORKER_COUNT

ORCHESTRATOR_PREFIX

REDIS_HOST

REDIS_PASSWORD

REDIS_SSL

REDIS_SKIP_KEYSPACE_EVENT_SETUP

e il

#/R{E

ISE S

FRE#

FRE#

FRE#

e il

FRE

FRE#

IOE S

FRE#

#/R{E

/R{E

sk

EE X GitLab &4 28,

BAH - False

5/ Gitlab FHTIYEA A 238D
%o

21T Gitlab Enterprise Byt s,

Itt Red Hat Quay L8 GEMME
Fi 1D,

Itk Red Hat Quay SEAIEMEIZE
% secret,

23U

E Y1 Red Hat Quay pod S/l
1£% D4 Build Worker, BEIXE
M1

ESGRINEIFRE Redis Z3EHRIME—
BI%%, 1X® TR Orchestrator
5 Hfth Redis ¥EfRE,

Redis fRSHIENB.

1 Redis BRSS R 1T B P FLIERI R
i3,

TE SRR Redis i EE S FEA
SSL/TLS,

HKILNBER T, RedHat Quay A=
ERfTE B X B AR X
A EH, b, 1R
REDIS_SKIP_KEYSPACE_EV
ENT_SETUP i%i& ) false,



FB

EXECUTOR

BUILDER_NAMESPACE

K8S_API_SERVER

K8S_API_TLS_CA

KUBERNETES_DISTRIBUTION

CONTAINER_*

NODE_SELECTOR_*

CONTAINER_RUNTIME

SERVICE_ACCOUNT_NAME/SERVICE_ACCOUNT

_TOKEN

QUAY_USERNAME/QUAY_PASSWORD

e il

FRE#

FRE#

ISE S

ISE S

FRES

ISE S

IOE S

ISE S

ISE S

ISE S

sk

AR BRI HIT X E . B
&5 kubernetes #lec2,

147547 Red Hat Quay fJEE#Y
Kubernetes #p %4 22[H],

& % Builds B9 OpenShift
Container Platform £2£# API iR
SR ENB.

4 Quay R CA IET
8 Quay A2 PSR E, L
B2 % B APl I BRHEE,

EBAIE T @ AR Kubernetes 28
B, BME N openshift #1
k8s.

E LB Pod M BTIRIE KF]
PRE

E MR RE FRR Pod BT SRR
PR B MR- (BN,

187 Builder @ ENIZIBIT
docker =% podman, {EFRLIE
8 quay-builder S {&EZE 7 N F
Hi%E&E N podman,

E KRR Pod 1S B AMIAR S IK
FRAMH TR,

& X h1 Bt WORKER_IMAGE =
XI5 ER Red Hat Quay %
worker SHRFTERH registry ik,
& MR — Red Hat Service
Account &1E, 10
https://access.redhat.com/Regis
tryAuthentication X EFEEHNT
registry.redhat.io 89" 81|
Registry IR MK &84
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56

FB

WORKER_IMAGE

WORKER_TAG

BUILDER_VM_CONTAINER_IMAGE

SETUP_TIME

MINIMUM_RETRY_THRESHOLD

SSH_AUTHORIZED_KEYS

e il

IOE S

IOE S

ISE S

FRE

FRE#

IOE S

sk

Red Hat Quay Builder £ {& A5 5
51,
registry.redhat.io/quay/quay-
builder

FER Builder SHRIITE ., &
kA% 3,

B EZITE Red Hat Quay
Build.
(registry.redhat.io/quay/qua
y-builder-qemu-rhcos:3)f&
BIRER UM B2 EE B A,

8 E 1 Build Manager i & E M
B S @R rR e, BIMESR
500 #, FEG=RIME, 0
RRE=rAAEEEEME
o, TR KL,

X E S Z AN AT U — e fE
. BHERMEEFERRNATHIT
HRIZREEIBRIRE, HEN
0 R FRIRE I EERECR
BIREl, X MERIZRFFIEE N
(ZEAED) , UBRERMEE
T B REHA (AR R A T IR P L S, i
TN EBEIEE—ME. I
i, Kubernetes 1% & NsE—
1 executor, EC2XENEZN
executor, MRBHFERF—RE
HIAAIE EC2 EPHUTEN, MR
B1E EC2 EHfT, EaLlR
Kubernetes executor B9
MINIMUM_RETRY_THRESH
OLDix& N1, EC2H#
MINIMUM_RETRY_THRESH
OLD ZE& N O (MNRKIEENH
0) ., EXMER
T, Kubernetes B4
MINIMUM_RETRY_THRESH
OLD retries_remaining (1) ¥
{5 False, HILEREIEERSE

™ executor,

Z ignition BcEHE5| 589 SSH
BHTIR, XAVEAEMEAR
i SSH E#EEI EC2 £k QEMU
REHUAL(VM),



3.27. OAUTH idi BB

%< 3.30. OAuth =PE%

T el U

DIRECT_OAUTH_CLIENTID_WHITELIST String #4H RVFEER B R P HUERNE R THIT
B OAuth #t B Quay BEERL
ARRF BE i D FIR,

FEATURE_ASSIGN_OAUTH_TOKEN I/RE RUFHAEE G OAuth B9
Bosa EHAR A .

3.27.1. GitHub OAuth &&= E%

3K 3.31. GitHub OAuth =PE%
PEX FR Hah
FEATURE_GITHUB_LOGIN D GitHub B R B BH

N4Default: False

GITHUB_LOGIN_CONFIG xR ¥ GitHub(Enterprise) B {E 4+ &8 &
FIRHEEFWEE,
.ALLOWED_ORGANIZATIONS String #U4H #F GitHub(Enterprise) {48 %
FIAB&H LS ORG_RESTRICT
I A,
API_ENDPOINT FREB EFRM GitHub(Enterprise)API

Himm. WlEE github.com

7Pl : https:/api.github.com/

.CLIENT_ID FFER Itt Red Hat Quay SEAIEMEIZE
(E) i 1D ; NEES
GITHUB_TRIGGER_CONFIG

=~fl : 0e8dbe15¢c7630b6780

.CLIENT_SECRET FFER Itk Red Hat Quay SEAIEMEIZE
(neE) i secret,
=~ -
e4a58ddd3d7408b7aec109e8
5564a0d153d3e846
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FB KRB Tk
.GITHUB_ENDPOINT FrFE GitHub (Enterprise) 8l s
(&)

=~ : https:/github.com/

.ORG_RESTRICT HI/RME WMEH true, MREHHALZ R
B P el LU R R S &
o
3.27.2. Google OAuth EdEE
5 3.32. Google OAuth 2B
P FR Hh
FEATURE_GOOGLE_LOGIN I/RE BAXE Google &%,

**Default; False

GOOGLE_LOGIN_CONFIG xR A Google FHITHERFPIIUERY
foi&,
.CLIENT_ID TR Itt Red Hat Quay I8 EMME
(EE) Fi 1D,
-
0e8dbe15¢c4c7630b6780
.CLIENT_SECRET FFER Itk Red Hat Quay SEAIEMEIZE -
(nE) i secret,
=l -
e4a58ddd3d7408b7aec109e8
5564a0d153d3e846

3.28. OIDC ECEF B

5% 3.33. OIDC FEx

FER it PN

<string>_LOGIN_CONFIG FREB 8% OIDC iEE BN, &

(Required) &, OIDC #t &,
AZURE_LOGIN_CONFIG, &
BEZEMERFERS,
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.CLIENT_ID
(Required)

.CLIENT_SECRET
(Required)

.DEBUGLOG

.LOGIN_BINDING_FIELD

.LOGIN_SCOPES

.OIDC_ENDPOINT_CUSTOM_PA
RAMS

.OIDC_ISSUER

.OIDC_SERVER
(Required)

.PREFERRED_USERNAME_CLAI
M_NAME

FRES

FRES

/RE

FRE#

ISE S

FRE

FRE#

FRE

FRE#

Itk Red Hat Quay SEIBYE MBI %
Fi 1D,

=~ :
0e8dbe15c4¢c7630b6780

Itt Red Hat Quay ZEfIEMBIE
i secret,

=~ :
e4a58ddd3d7408b7aec109e8
5564a0d153d3e846

=BE R,

LRERRAGLE N LDAP K fEHA,
Red Hat Quay SLEUL S, FH
RERALLE &R 3R LDAP
., MREE, ©2BEMUBEENZ
LDAP 1k B8 %,

710 Red Hat Quay FAA3k5 OIDC
R RS At SE

ZF OIDCImm LB E L &S
B, XFLUTmS :
authorization_endpoint. tok
en_endpoint
user_endpoint,

RIFAFELBRIENERE, Bl
m, JWT SHEERE— N B
BH, SR GELHT B, BIA
BRT, XM .well-
know/openid/configuration
immiEE, ZmmsEBED OIDC
B AT, MRBILSIUER
W, MEAER.

BT 519%1ER OIDC RS 2s1t
i,

https://sts.windows.net/6c87
8.../
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.SERVICE_ICON

.SERVICE_NAME
(Required)

.VERIFIED_EMAIL_CLAIM_NAM
E

.PREFERRED_GROUP_CLAIM_N
AME

.OIDC_DISABLE_USER_ENDPOI
NT

3.28.1. OIDC Edi&

UFRHESRT OIDC EETH,

OIDC Eci&fl

FRES

FRE#

FRE#

FRE#

#/R{E

AUTHENTICATION_TYPE: OIDC

#...
AZURE_LOGIN_CONFIG:
CLIENT_ID: <client_id>

CLIENT_SECRET: <client_secret>

OIDC_SERVER: <oidc_server_address_>

DEBUGGING: true

SERVICE_NAME: Microsoft Entra ID

VERIFIED _EMAIL_CLAIM_NAME: <verified_email>
OIDC_DISABLE_USER_ENDPOINT: true
OIDC_ENDPOINT_CUSTOM_PARAMS":

"authorization_endpoint™:

"some'": "param",

3.29. REFHFEETFR

60

B E T FRE LA,

IEERUERIAR S B 75,

a5l : Microsoft Entra ID

FAF 56 UE A P F - Hi 44 St 31t B 75 B
%ﬂ‘o

OIDC GhEB MM B FH B4
i, HhasaXmErEm AT

BER.

BB AVHEMA /userinfo ifi R,
MNRFEA Azure Entra ID, A%
TR X E N true, EN Azure
MBERRIRAFER, MAEH
FA /userinfo ifi .

B\ : false



1f£ FEATURE_EXTENDED_REPOSITORY_NAMES Bt F#in 7 X ix B R R MR, It
kB EIAGME config.yaml A, FRAATFECELRFHRER /.

3 3.34. OCl MixEFHEHFERETR

PEX PR Hah
FEATURE_EXTENDED_REPOSITORY_NAMES T /RME B RN EREFEE A
Bl True

OCI MiREfF il FERciE Bl

I FEATURE_EXTENDED_REPOSITORY_NAMES: true

3.30. QUAYINTEGRATION Edi&=FEx

TR EFE AT Quayintegration B R :

Name ik X

allowlistNamespaces ZaENmA IR, Array
(Ar3k)

clusterid 5 & BF R EERY 1D, FREE

(Required)

credentialsSecret.key 8E5 Quay registry B xR

(Required) EERMNE,

denylistNamespaces ZHEPRBY R R 22 [H] FIR, Array
(Ar3%k)

insecureRegistry = EBkT Quay registry mI/RE

(Optional) B9 TLS %E

quayHostname Quay registry FIEH FREB

(Required) E2N
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Name ik BEX
scheduledimageStreamimport ERBERATRERST A, H/RME
(Optional)

3.31. iR RCIE B,

3 3.35. HFFACEF B,

FE x fik
FEATURE_MAILING KA HFHMER S E A

A - False
MAIL_DEFAULT_SENDER FrFE INRIEE, 1E Red Hat Quay 4%

L FHEAERS, FAYE RO FHE it
u, MREH, WEIAH
support@quay.io

=~ :
support@example.com

MAIL_PASSWORD FRTER A EHE TR EFE R SMTP
Ay
MAIL_PORT Number EFAMNSMTP O, WREE

EE, MEIAH 587,

MAIL_SERVER FFER T & EHE FIR R SMTP BRSS
B, RAEEN
FEATURE_MAILING & true
NFHEE,

Example: smtp.example.com

MAIL_USERNAME FTER A EHEFHMAERTEFERMN SMTP
Br4

MAIL_USE_TLS D MREE, BEHEATLS KEH
FHRE
2A - True
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3.32. AFREFR

7 3.36. AFREETR

PR

FEATURE_SUPER_USERS

FEATURE_USER_CREATION

FEATURE_USER_LAST_ACCESSED

FEATURE_USER_LOG_ACCESS

FEATURE_USER_METADATA

FEATURE_USERNAME_CONFIRMATION

FEATURE_USER_RENAME

FEATURE_INVITE_ONLY_USER_CREATION

FRESH_LOGIN_TIMEOUT

#/R{E

#/R{E

#/R{E

/RE

/RE

#/R{E

/R{E

/R{E

FRE

sk

BRAPRERIE

Bk - true

EEAUGIRAS GEBiLIEBNA
)

Default: true

RBEICRA T &E— R R B H]

Bl - true

INRKEN true, NIAFBH
A EEp A ZE AR B &

B\ : false

TBRWEMS A THE

B\ : false

MREE N true, BFAAILUER

i OpenlID Connect (OIDC)=k3E
BIRZERNSSHIIENAE (A0

LDAP) E RIS E WA
B4,

A : true

IRIKED true, AFHLIES
£ H Rz

B\ : false

O8I P E Y TR E At A BUE

B\ : false

HMEXTERPEFMARBHER
fsf 8]

=%l : 5m

63



Red Hat Quay 3 Bdi& Red Hat Quay

64

FB

USERFILES_LOCATION

USERFILES_PATH

USER_RECOVERY_TOKEN_LIFETIME

FEATURE_SUPERUSERS_FULL_ACCESS

FEATURE_SUPERUSERS_ORG_CREATION_ONLY

FEATURE_RESTRICTED_USERS

RESTRICTED_USERS_WHITELIST

e il

FRE#

FRE#

FRE#

#/R{E

#/R{E

#/R{E

FRE#

sk

Fi#BIZ/M D, EEPHRERA
ERBx

=fl : s3_us_east

storage FHE A L& S0 HB9ER

7=
= : userfiles

PR P B A5 R B[R]
M

Pattern:A[0-9]+(w|m|d|h|s)$
Default:30m

RF BN MR 2R hE A E
. BAFIMERE IR AH
BHBAARATR,

Default: False

RERAVFBL A AR,

Default: False

LER
RESTRICTED_USERS_WHIT
ELIST i% &% True Ff :

o FIELEMAFMBINAF,
HURFEEE SR
Z2 (A R AR R R,
PRIEE M@t
RESTRICTED_USER
S_WHITELIST #4742
.i’tFO

o ZRAFIRIEMIPAR 51 BT

RIEN AR REE HIEE 1Y
MR,

Default: False

&M
FEATURE_RESTRICTED_US
ERS: true & X &N, H¥EH
FARSEE
FEATURE_RESTRICTED_US
ERS &&.,



T e il sk

GLOBAL_READONLY_SUPER_USERS FrFE KERE, BFUINRWAFAXNFRE
EAEERILEUR, Tieellfs
HEWEZE, (CERTET
SUPER_USERS BZEFEXE L
BB A o

3.32.1. A ECEFEEIA

FALLTEIA, fAmRNEEFBSEH config.yaml X4,

3.32.1.1. FEATURE_SUPERUSERS_FULL_ACCESS E&Z%

SUPER_USERS:
- quayadmin
FEATURE_SUPERUSERS_FULL_ACCESS: True

3.32.1.2. GLOBAL_READONLY_SUPER_USERS EE&5%

GLOBAL_READONLY_SUPER_USERS:
- user1

3.32.1.3. FEATURE_RESTRICTED_USERS Ed&Z%

AUTHENTICATION_TYPE: Database

FEATURE_RESTRICTED_USERS: true

3.32.1.4. RESTRICTED_USERS_WHITELIST configuration reference

FRFH

[}
£ config.yaml 32 ##h, FEATURE_RESTRICTED_USERS % &} true,

AUTHENTICATION_TYPE: Database
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FEATURE_RESTRICTED_USERS: true
RESTRICTED_USERS_WHITELIST:
- user1

4

ol

REWFEE, JABLERAFAILGENNE, SEMNEEEDIERSEEAANS, H
ff FEATURE_RESTRICTED_USERS i%& true., HfttFif (1 user2. user3 #l
userd) {XPRFOIEHE, EZMHEEARE

3.33. RECAPTCHA Ed&FE

% 3.37. Recaptcha BECi& =P E%

TR e ik
FEATURE_RECAPTCHA LN e RAPERNRERERE
Recaptcha

Default: False

RECAPTCHA_SECRET_KEY TR WMRER T recaptcha, NI
Recaptcha ARZ5HI secret B

RECAPTCHA_SITE_KEY FREB WMRER T recaptcha, I
Recaptcha ARZ5HY site ##

3.34. ACI EcEF B

5% 3.38. ACI ¢ EF B

FE S fik
FEATURE_ACI_CONVERSION wmI/RME BEFREHH ACI

B : False
GPG2_PRIVATE_KEY_FILENAME FrFE TR ACI IFAAR T4
GPG2_PRIVATE_KEY_NAME FrFE BT h ACI ZBHIFLH BT
GPG2_PUBLIC_KEY_FILENAME FrFE ATz ACI IR 4

3.35. JWT ECiEFEX

5 3.39. JWT B EFEX

66



FB

JWT_AUTH_ISSUER

JWT_GETUSER_ENDPOINT

JWT_QUERY_ENDPOINT

JWT_VERIFY_ENDPOINT

3.36. B A S I EEE T
5 3.40. RS IMEETR
PR

FEATURE_APP_SPECIFIC_TOKENS

APP_SPECIFIC_TOKEN_EXPIRATION

EXPIRED_APP_SPECIFIC_TOKEN_GC

3.37. HibELEF B

* 3.41. HibhERd B

e il

FRE#

FRES

FRES

FRE#

e il

#/R{E

FRE#

FRE#

sk

JWT F P i =

Pattern:Ahttp (s)?://(.)+$
Example:http://192.168.99.101
:6060

JWT B B3 R

Pattern:Ahttp (s)?://(.)+$
Example:http://192.168.99.101
:6060

JWT EiHBi% i

Pattern:Ahttp (s)?://(.)+$
Example:http://192.168.99.101
:6060

JWT FSERYIR =

Pattern:Ahttp (s)?://(.)+$
Example:http://192.168.99.101
:6060

sk

MEERE, BrarbloliEs
Docker CLI {EFHISE

Default: True

SAERL AR B hE R .

Default None
Pattern: A[0-9]+(w|m|d|h|s)$

5435 15 AR S I IS BT IR
R

ik : 1d
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FB

ALLOW_PULLS_WITHOUT_STRICT_LOGGING

AVATAR_KIND

BROWSER_API_CALLS_XHR_ONLY

DEFAULT_NAMESPACE_MAXIMUM_BUILD_COU

NT

ENABLE_HEALTH_DEBUG_SECRET

EXTERNAL_TLS_TERMINATION

FRESH_LOGIN_TIMEOUT

HEALTH_CHECKER

PROMETHEUS_NAMESPACE

68

e il

FRE#

FRES

/RE

Number

FRE#

#/R{E

FRE#

FRE#

FRE#

sk

MR true, MBEMETES AL

WHITEHESRE, hBULRKI.

MRBFBFELTFRILRE, BRFE
RLER CAEIE BR[| 4R EE, X
FEER,

BN : False

E R RBY avatars BYREY, B4R
REL (&) =% Gravatar

(gravatar)

Values: local, gravatar

ORI, MR ABVFMN 2R

Default: True FIFRIC N XHR 4
HiB AP E

A LATE 6 4 22 [A] R BEFA IR B oK
T,

Default: None

NRIBE, "IREARER=RN
secret, LUMBIERLIBL B &%
UER BB SEENFIRER

MRZHFTLS, NIEEN true,
{B7E Quay 2 BITEZ&X1E, %
Quay FAEB S SSL iEHi21T
i, ZE N false, FFEBHEI

TLS &,

B RFER P ERE A BRI
IA]

=%l : 5m

ENERRE

N
('RDSAwareHealthCheck',
{'access_key': 'foo’,
'secret_key': 'bar'})

N FREIFFA A T8 Prometheus 5
FrEORISE

2A : quay



FB

PUBLIC_NAMESPACES

REGISTRY_STATE

SEARCH_MAX_RESULT_PAGE_COUNT

SEARCH_RESULTS_PER_PAGE

V2_PAGINATION_SIZE

WEBHOOK_HOSTNAME_BLACKLIST

CREATE_PRIVATE_REPO_ON_PUSH

CREATE_NAMESPACE_ON_PUSH

NON_RATE_LIMITED_NAMESPACES

FEATURE_UI_V2

e il

String 41

FRE

Number

Number

Number

String 41

#/R{E

#/R{E

String #4H

#/R{E

sk

MRELAHBRERPENLT WA
2, eNHIEmERS NE

BEFIRTEL, TIEAFPES)
PRERMKE, BE, XHER
B—2H "well-known" fF & Z2 A 1Y

®EFER,

registry BIRZS

{& : normal = read-only

FA P 7EBRBIRT AT LA T RBI SR
T E%

il :10
R IR B RE
2iL:10

V2 registry API &N TTERR EIHY
LiREE

Bk : 50

TER& localhost A LSRR, M
Webhook HZIFHEN R EES

Bid push QIEFHM CIEREH
WENRETR

BN @ True

XA FENES /AL
<

BN : False

SNRER
FEATURE_RATE_LIMITS /5
FREERE, R LU RETLTR Y
R ERBEABEE,

WERE, SR EE beta ULEL
%=,

Default: True
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FB

FEATURE_REQUIRE_TEAM_INVITE

FEATURE_REQUIRE_ENCRYPTED_BASIC_AUTH

FEATURE_RATE_LIMITS

FEATURE_FIPS

FEATURE_AGGREGATED_LOG_COUNT_RETRIEV
AL

FEATURE_ANONYMOUS_ACCESS

FEATURE_DIRECT_LOGIN

FEATURE_LIBRARY_SUPPORT

FEATURE_PARTIAL_USER_AUTOCOMPLETE

#/R{E

#/R{E

#/R{E

#/R{E

#/R{E

#/R{E

#/R{E

#/R{E

sk

ERAF MBI 2T RER

i#
BRYME - True

AINFEBE (MAZINE S
#HAATER auth

BAMH : False

EEE A% API # registry Um0
RERE, &
FEATURE_RATE_LIMITS ®i& N
true 25 nginx [FE L API i
FARREI N ER 30 4N, INREF X
BiZINEE, APIHASESMREIH
3004 (BRER)

Default: False

MRIZE N true, Red Hat Quay
45 FIPS RAMRAEINEEIZTT

Default: False
EERTRRERANEEITE

Default: True

REAVFERLRFNTFAERAH
ThE %

BRYME - True

AR REALERERERE Ul

BRIUME - True

M Docker

EONE R ERFIHEX I BB RVF" T
a4 22 W] B

WRIZE N true, NIBNFTEF
N FEIER 4 usernames+
Default: True



FB

FEATURE_PERMANENT_SESSIONS

FEATURE_PUBLIC_CATALOG

3.38. |IHECIEFEX

DB EFASER,

% 3.42. IHECEFEX

PR

FEATURE_BLACKLISTED_EMAILS

BLACKLISTED_EMAIL_DOMAINS

BLACKLIST_V2_SPEC

DOCUMENTATION_ROOT

SECURITY_SCANNER_V4_NAMESPACE_WHITELI
ST

e il

#/R{E

#/R{E

#/R{E

String #4H

FRES

FRE#

FRE#

ok
RIEEKAH
BRYME - True

MRIZE N true, _catalog s
KIBREAHFMEE, BN, REER
CIFA B %,

Default: False

50

RN true, MITEFFHI4
SUNFRE B TO3E QIR A A K
F

FEATURE_BLACKLISTED_EMAI
LS WiE N true I FHBY A FHR4
ki 51FR

=l : "example.com”,
"example.org"

Red Hat Quay $$iL. V2 89
Docker CLI kA A2

=~ : <1.8.0
Default: &It ;1.6.0

XASHEE AR URL, 3499 Red
Hat Quay BEi&E N BT FFEEBIME
KBSV FIFRA ST BRI,
tFERRE A,

R AR 2R F e R 22 [H
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P PR Hah
FEATURE_RESTRICTED_V1_PUSH T /RME MREEN true, MRAH\
V1_PUSH_WHITELIST ® %I H84s
22 [A] ¥ V1 push

Default: True

V1_PUSH_WHITELIST String #U4H LIS
FEATURE_RESTRICTED_V1_PUS
HiXEN true, NISZHE VI HEER
44 22 [A] BRI,

FEATURE_HELM_OCI_SUPPORT /R JE % Helm T,

BHA{H : False

ALLOWED_OCI_ARTIFACT_TYPES KR F¥F OCI T MIME K EFKHK
M2 KBRS,

3.39. A/ 5| V2 RSEFE

3 3.43. AP fmE v2 BEEF R

P : Hah
FEATURE_UI_V2 D WERE, AR EE beta UL EL
B,
+ BUMA : False
FEATURE_UI_V2_REPO_SETTINGS T /RME Wik & True I, £ Red Hat

Quay v2 Ul G BEHEEIZE,

+ BRAH : False

3.39.1. v2 FiF SiECE

j6F FEATURE_UI_V2 5, #&elLAfE R P 5RmeN 2 aihi4<#1 P S mr s i A (8] 8,
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B

It Ul 358009 beta hk#, wTRERENEeR, AEHRTRASH, A RERR. &
EMMERHL. FHEFENSE&IRE.

#£18 Ul 15217 Red Hat Quay f, BN&IEERA P ERHEODEREA
B, SAFHN UK, AFREEETR, SERMAHAFEZNEEER. X2
— A EARE, BRELEN Ul AR,

F£18 Ul F3FH Ul 2 RSB EE AN AREREER, 5 Uld, 5
BERLURF T N ARG, 7589 Ul Bh, Red Hat Quay fERATR#ERE L IKFTT
(MB)iR 5 BiHF KRN,

it

EEREM config.yaml Xk, 70 FEATURE_UI V2 SHFHFHEHIEZE N true, HII0 :

FEATURE_TEAM_SYNCING: false
FEATURE_UI_V2: true
FEATURE_USER_CREATION: true

FF{EM Red Hat Quay ZE.,

£ Red Hat Quay FENSMERT, HERHEIE Current Ul §1 New Ul 2 A B HA9%ET,
mitIH iR H % E A #H Ul, A5 = Use Beta Environment, 0 :

o C t New
@ RED HAT QUAY  EXPLORE  REPOSITORIES  TUTORIAL gt oy +- 4 quayad..

3.40. IPV6 e EF B

5% 3.44. IPv6 BCiEFEX

T il sk
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T e il sk

FEATURE_LISTEN_IP_VERSION FREB E R IPv4, IPv6 SRR R
5, WILEMWYELRETE, &
] Red Hat Quay J&3&/E 57,
B\ - IPv4

Hth#ieE : IPv6. I

3.41. REEREEFE

7 3.45. M ECEFE

P < ik
sahg X R Red Hat Quay Ul R E9#FRF] URL
BB E .
Jogo FREE FHRTRHAR URL,
(5

PR BT BRIA A 20530 PX,

Web Ul BIFE LB Red Hat Quay
BRRBHWATEINN 356.5x39.7
PX,

N
/static/img/quay-horizontal-
color.svg

.footer_img FREB Ul footer BT, ERIAN 144x34
PX.

Example:
/static/img/rhacm.svg

footer_url FrFE footer HIRHIHERE,
N
https://redhat.com
3.41.1. Red Hat Quay R4 ECEHI

shé config.yaml ;<fl

BRANDING:
logo: https://www.mend.io/wp-content/media/2020/03/5-tips_small.jpg
footer_img: https:/www.mend.io/wp-content/media/2020/03/5-tips_small.jpg
footer_url: https://opensourceworld.org/
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3.42. RHBHACEF B

LUFECE T B ki T AR & #5089 Flask API BBiEF B,

* 3.46. R HRETR

PEX FR Hah
PERMANENT_SESSION_LIFETIME B AF&BEKASIEHITEIRH B

FfEI8&E, ZRINMEH3TK, X2
EXA—N B RREFXKASE,

A : 2678400

3.42.1. 25BN EE A

LUF YAML 25 A|iGE RN NENEE,

B

FREUEHRFEEGEAR, MXERTEENT, BN T RO NN E, mMRERE
B R, EREERRETER TR,

KGN YAML B2 &

I PERMANENT_SESSION_LIFETIME: 3000
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B 4EETE

Red Hat Quay ZFARNAFISEERINETE,

4.1. GEO-REPLICATION

EXEN Y FRERNEE, BEF#EBmERSN, XEEmal R
QUAY_DISTRIBUTED STORAGE_PREFERENCE ¥/t525 & B (T A B,

x41. RS HRKE

e 3l £ pU

QUAY _DISTRIBUTED_STORAGE_PREFERENCE FrFE BILFMHEBIE (RIE
DISTRIBUTED_STORAGE_CONF
IG) f%F,

4.2. BUEAEEEh

Red Hat Quay IfREFARMNHERARK, EIEHAER—ITBHRET. RENIBESBIRERE,

MREA, SEREERENEMIERFasS — Nk, IEFMNIREEEERENREFRS 20 ©
i, AEENIET, WLy Red Hat Quay &SN HEET SN, ERERENNET, X
BEREDWLUALR Red Hat Quay Al BB R BRI IR AR,

BE, ERChRIERAN &R, EEEMRMAERE, Red Hat Quay BEER.

¥ F5545 8 DB_CONNECTION _POOLING i%i& 7 true =% false, oI LALIHEEE A E#Esth,

x 4.2, BE A EEGhRCE

el 50

fein

DB_CONNECTION_POOLING T /RME B SRR A&

MEBATBUEE SN, TUBESUERESBRR AKX/, XaILLEITLLT config.yaml 55

config.yaml
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DB_CONNECTION_ARGS:
max_connections: 10

4.3. HTTP ##iT#

BATHE

iy

Xt

AILMERINR L BRI ERE HTTP &R E., XEMEENEMAM, habisENENAY. &

M HRBIBOAEDY 50 NIHTERE.

3 4.3. HTTP F#i Mk &

K5t
fein

WORKER_CONNECTION_COUNT

WORKER_CONNECTION_COUNT_REGISTRY

WORKER_CONNECTION_COUNT_WEB

WORKER_CONNECTION_COUNT_SECSCAN

4.4. WORKER i35

X 4.4. worker ¥ %

el

Number

Number

Number

Number

3T

Bl HTTP &

Bk - 50

E# registry B9 HTTP i%#&
Bl :

WORKER_CONNECTION_COUN
T

Web Ul @R} HTTP i£#%

BRI -
WORKER_CONNECTION_COUN
T

Clair B HTTP %#%

Default:
WORKER_CONNECTION_COUN
T
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e &Sl ek
WORKER_COUNT Number HEENEREE
WORKER_COUNT_REGISTRY Number 18 E 422 Quay B3 F Registry
HREHRZHE
{8 : 8 642 [AIH9EEEL
WORKER_COUNT_WEB Number IBEMLIBAZR P Ul/Web 1EKHY
HRgE
{8 : 2 3 322 [AIR9EEEL
WORKER_COUNT_SECSCAN Number BENERFPHZEEAHE (40

Clair) SERBIHEHRE

A : B, K} Operator NHIR
ERFREIEE 2 N vCPU, FRLL
FE2E4 2 AEBEXMERRE
#, B2, MEHFIE, APALLE
TE%, Hlm16 1,

4.5. HixZE

Red Hat Quay ERE#tLL TS,

* 4.5. WiARBELE

K5t
I
¥

KE fed

DEBUGLOG D ERARSZEAFRAE.
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K5t
fein

;' _DEBUG

%A% HETE

X5t

sk

TR i LDAP $#24F,
SRERE, Bis
DEBUGLOG=TRUE —#2f#
=28

2

wiE
192.168.1.0/24_
DEBUG=1 LLEH
XHEARFE
& TEREE,
NiZM Red Hat
Quay EBE F IR
A E, HEfE
TEERNEE
XAERIZARAE

W, EAEEHE
ftt A3 P A Bk
B, THEERE
o
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%8 5 & CLAIR R ERF
5.1. CLAIR B2 &k

Clair H45f9{t YAML X#EiE, =4 Clair T R8BI EHFAERPIZTHER, DE&ET CLI iR
SR B E IR, FI -

I $ clair -conf ./path/to/config.yaml -mode indexer
)
I $ clair -conf ./path/to/config.yaml -mode matcher

U b H& B ERABRNEEXHESTIHA Clair TR, —afTREI%hEE, H— MLz {TARTh

=
HEo

MRELL AE #5217 Clair, MR EPRMREIR. CRESHBNEFRER,

5.1.1. EXEIEHREA Clair WER

MRFJE, WLUERE Go rAFErmETHIMERE, fl :

HTTP_PROXY

I $ export HTTP_PROXY=http://<user_name>:<password>@<proxy_host>:<proxy_port>

HTTPS_PROXY.

$ export HTTPS_PROXY=https://<user_name>:<password>@<proxy_host>:
<proxy_port>

SSL_CERT_DIR

I $ export SSL_CERT_DIR=/<path>/<to>/<ssl>/<certificates>

80



%5 5% CLAIRR 22 ERF
NO_PROXY
I $ export NO_PROXY=<comma_separated_list of hosts and _domains>

MPIEMEAW A Clair B2y URL MM PAAERIRSS2S, B FURBIHFLE URL SERMEIRE SR
TFHlZRA, LUALR Clair ATLLRIEfl. #IM : osv updater &BZijjiFl hitps:/osv-
vulnerabilities.storage.googleapis.com RIKE 4 S RGBURH ., EXFMERT, URL #4URMEIHK
HSir5lZkd, BX updater URL B5EEFIIZ, 555" "Clair updater URL",

IRADFHIREIS R Clair URL SRINEHCIE A IR -

[ ]
https://search.maven.org/solrsearch/select
[ ]
https://catalog.redhat.com/api/containers/
[ ]
https://access.redhat.com/security/data/metrics/repository-to-cpe.json
[ ]

https://access.redhat.com/security/data/metrics/container-name-repos-map.json

B ERS SR, HZESMA Clair fiX URL Z MM BEMENEMFHEIEERSFE
HAREGE, B 2micRH RO EFEET, SUUARESIRERAEHRIAENEN, a8t
I Clair Thig,

5.1.2. Clair i @&

LAF YAML &R T —4* Clair BB& Al :

http_listen_addr: "
introspection_addr:
log_level: ""
tis: {}
indexer:
connstring:
scanlock_retry: 0
layer_scan_concurrency: 5
migrations: false
scanner: {}
airgap: false
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matcher:
connstring:
indexer_addr:
migrations: false
period: "
disable_updaters: false
update_retention: 2
matchers:
names: nil
config: nil
updaters:
sets: nil
config: nil
notifier:
connstring:
migrations: false
indexer_addr: ""
matcher_addr:
poll_interval: ""
delivery_interval: ""
disable_summary: false
webhook: null
amqp: null
stomp: null
auth:
psk: nil
trace:
hame:
probability: null
jaeger:
agent:
endpoint:
collector:
endpoint:
username: null
password: null
service_name: ""
tags: nil
buffer_max: 0
metrics:
hame:
prometheus:
endpoint: null
dogstatsd:
url: "™

b

N
p 3
;

il

BLE YAML SCHPIH T S RURIESSE Y, A LRESH RSB —EEmA
RIEFBRERIAE,

5.1.3. Clair E£H=FE%

82



% 53 CLAIR Z21{ER

TRk T Clair SE I AN EMEEFER.

Typhttp_listen

_ae

http_listen_addr FrFE FREAFF HTTP API IALE,
28\ : 16060

introspection_addr FRE BLiE Clair BFUTE TR R I m 2 FF
BIALE,

log_level FRE REREII. FEUTFREZ
— : debug-

color, debug. info. warn. err
or, fatal. panic

tls FREB BERME TLS/SSL M HTTP/2 By
HTTP API B2 EHIBRET,

.cert FFER EEAM TLS IFH, BESh
WP,

#H Clair ZBMIECiE =Bl

UTFRHIERT Clair Bdi&,
HH Clair FEMECE A

#...
http_listen_addr: 0.0.0.0:6060
introspection_addr: 0.0.0.0:8089

log_level: info
#...

5.1.4. Clair &BISREEFK

TR#R T Clair B indexer AR EFE,
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FB

indexer

.airgap

.connstring

.index_report_request_concurrency

.scanlock_retry

.Iayer_scan_concurrency

.migrations

.scanner

.scanner.dist

.scanner.package

.scanner.repo

indexer Bd& =~ Hl

84

IOE S

#/R{E

FRE#

#/R{E

FRE#

FRE#

FRE#

FRE#

fed
R4 Clair B18 T RECE.

HERB| 2R ENE Z AN BB A
HTTP WA, %A IPv4 #
IPv6 Hitlt, BIREEERZ
i,

Postgres iFEF TR, HEZHR
4 URL = libpq i£EF R &,

HEREIFRE R & LR 1F RBIER
B, BERENO, LIBIHE
WWEBKD, RENERKRET
R, BaiA/NERREAKEEE

MERBFFHARE, API2iR[O
429 KSR,

KFRIDBERL, 7078 5 T 3
LHRBIBIE, SBRAR, X
(RS SRE IR B
%,

EEHRHIF L EHENHE,
Indexers f$EIHTCESE HLBZE, X
MEHERBIRRFHITHBNE
;&O

RBIBRT RESLETIRENHEKYE
BT

3RBIERECE.

HiwEF AP R BT X E5 2
HiwiER. RO, 5
EFaRLREREAE.

RrEHMRERFAMAER YAML
1 {ERIRR S,

FrEHmWRERFAMAER YAML
1N {EBIRR S,

FrEHMRERFAMAER YAML
1 {EBIRR S,
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LUFRHIERT Clair 8 hypothetical indexer B2 i&,

indexer Bdi& =Pl

#...
indexer:
connstring: host=quay-server.example.com port=5433 dbname=clair user=clairuser
password=clairpass ssimode=disable
scanlock_retry: 10
layer_scan_concurrency: 5
migrations: true
#...

5.1.5. Clair CE.EEFER B

TR T Clair B matcher HEEMEEFER,

=
5 matchers BeEFEARM,
FE KRR ik
matcher IO 3 R Clair TEC2R T REBCE,
.cache_age FRE YR A P R HR 7 % A M L B [
.connstring FRE Postgres I F RIS, EZHA
4 URL = libpq i£EF /T &,
.max_conn_pool =B PR HIEIE et KN,

Clair f8F B E SUEE KRN, X
N FEEEER TR TS D
ANERBURE R,

XNSERFIE LR A ATHRA R

g, B RIZE I E T AR &R
TECIE,
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FE e i) ek

.indexer_addr FREB E@E%‘Eﬁé%%%l&f%ﬁﬂ@ﬁf@?ﬁ
&, BENFRSIHBNME,
FINEH 30m,

.migrations mI/RE ICEes T M LI T B R HEUE
R

.period FRE REMEBENENBEIFIIE,
FINES 30m,

.disable_updaters H/RME BIZITEEEH.

Default: False

.update_retention B WETELIK O W EHE 2 R BRI E
FREHE, XNIZIREHIEZEKX
NREIRE HRE MAX 1E,
FIEH 10m,

SNRRBBNT 0 B9MH, NIFALIK
B, 2 ZHARAREH S BT
T H BB R ME,

matcher Eci& R~

matcher Eci& Rl

#...
matcher:
connstring: >-
host=<DB_HOST> port=5432 dbname=<matcher> user=<DB_USER> password=D<B_PASS>
sslmode=verify-ca sslcert=/etc/clair/ssl/cert.pem sslkey=/etc/clair/ssl/key.pem
sslrootcert=/etc/clair/ssl/ca.pem
indexer_addr: http://clair-v4/
disable_updaters: false
migrations: true
period: 6h
update_retention: 2
#...
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5.1.6. Clair PtAC 2R ACE X

TxRER T Clair 8 matchers AHHECE .

k

N
P2
;

il

B matcher EdEFEAFRE,

% 5.1. matchers B¢ BB

P S Hah
matchers FRBHE ik PeAe A iR iticiE.
.names FRTER FRHBEINRSHEANCEER

CEcE, REE N null, T2
INCEE SRS 21T, UTFR#
¥ : alpine-matcher,aws-
matcher,debian-
matcher,gobinjava-
maven,oracle photon,python,
rhel rhel -container-
matcher,ruby, suse
,suse,ubuntu-matcher

.config FREE NEFELRREFRHBEE.

HICEE A EY, HEhg
SIFR ALY matchers T o5& 25
BFAR, B0

matchers Bdi& =5

LIFRAIERT —MBRIXE Clair 5838, ©REZE alpine,aws,debian,oracle matchers,

matchers Bdi& =5l

#...
matchers:
names:
- "alpine-matcher”
- "aws"
- "debian"
- "oracle"
#...
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5.1.7. Clair updaters Bc B2 EX

TR T Clair 9 updaters 1 HWECEFER,

xR 5.2. EHBREFH

FB KRR Tk

updaters xR HIESRNEREERRMEERE.

sets FRE B35k, EHNEHEERTZITH
BHEF.

MR null, WBIAEHR
T TS :
alpine,aws,clair.cvss,debian,orac
le,photon,osv,rhel,rhcc
suse,0.11.0-

INREZ, NEz17F updaters,

.config FREE NREERFBRERBEE.

B updater £ FRAVEERIBRST, H
R a S RHRMEL updater HiBH)E
B FHR, HXEA updater B9
FHRIK, HSH" SR EHE
Boi&E"S

updaters Be& Al

HELLTEED, {XESE rhel £, BE X THET rhel EHHZRM ignore_unpatched & &,

updaters Be&=Hl

#...
updaters:
sets:
- rhel
config:
rhel:
ignore_unpatched: false
#...
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5.1.8. Clair BAIEFEEFK

Clair N—fBAEFREFRIMNT,

FE < Tk
BAERF xR R4 Clair notifier 7 mELE.
.connstring FrFE postgres IEIEF TR, HEZHKRA

79 URL 5 libpq 1 7R/,

.migrations mIRME BT RESCEIBIHEUEE
BIER,

.indexer_addr FREB BANFEFECRIRE | 28 K 0B IR EX
TRARIRER, RENFEEISH
I B,

.matcher_addr FREB BHRERER—NLERERIIHE
iR EFIRER diffs, XNITECES
B E =B W T,

.poll_interval FREB WA B LEEFEHIREN
B,

.delivery_interval FRE BRI X DI BRSIER, 5
=P SI G SPE SIS

.disable_summary H/RME EHIRE N AEANE RSB LA
=1

BREFEERG

LU ARl HiRT&/MOE.

WA E B

#...

notifier:

connstring: >-
host=DB_HOST port=5432 dbname=notifier user=DB_USER password=DB_PASS
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sslmode=verify-ca sslcert=/etc/clair/ssl/cert.pem sslkey=/etc/clair/ssl/key.pem
sslrootcert=/etc/clair/ssl/ca.pem

indexer_addr: http://clair-v4/
matcher_addr: http://clair-v4/
delivery_interval: 5s
migrations: true
poll_interval: 15s
webhook:

target: "http://webhook/"

callback: "http://clair-notifier/notifier/api/v1i/notifications”

headers:

amqp: null

stomp: null
#...

5.1.8.1. Clair Webhook &&= E

LLF Webhook RExa T Clair @RI,

# 5.3. Clair Webhook PE%

.webhook

.webhook.target

.webhook.callback

.webhook.headers

Webhook #di& = Hi

Webhook Ei& =<

#...
notifier:
#...
webhook:
target: "http://webhook/"

callback: "http://clair-notifier/notifier/api/v1i/notifications”

#...

90

ISE S

FRE

FRE#

FRES

fid B webhook 3T @A,

& 1% webhook BJ URL,

fasRBAMAIEIE URL, @1 1D fF
B ANEE URL,

XBEZIEE Clair notifier B
=

Rk BRI S (EHI R RERAIBRET



5.1.8.2. Clair amqp ECiEE

LT a2cH BISIPM- (AMQP)F AT AT Clair @A,

.amgp

.amgp.direct

.amgqgp.rollup

.amgp.exchange

.amgp.exchange.name

.amgp.exchange.type

.amgqp.exchange.durability

.amqp.exchange.auto_delete

.amgqgp.routing_key

.amgp.callback

IOE S

#/R{E

IOE S

FRE#

FRE#

/R1E

/RE

FRE#

FRES

% 5% CLAIRR Z2H#ER

BeiE AT AMQP R FRYE R,

[NOTE] ==== Clair FE{TEBAE
i AMQP H#, B2 ERARE
HEPATI I R I, FFK
W, HIBEIE O NIRANLE R HLA
PAl, ===

RN true, NBNREFRFGE
MER (MIEEI) REAERERN
AMQP U,

% amgp.direct 1% true ff, iX
MESEMEMBAEERELEHR
Ki%% @M. fim, mE i
K& true, 3 H amqp.rollup
wEH S, NBHMERFTEN
JSON B B A ERIR iR 1T
5B, fHERH 0 A MMt
BIXEN 1,

BN AMQP 33,

BB,

RHHER, BE, UTe—:
direct, fanout. topic. Header

o

B ERIPLFIZ durable,

FCERIPATI B S ER
auto_delete_policy,

B BB BT,

R amgp.direct %7 false,
Mt URL 1E & X BRI @M E]
Wi, It URL RIi%3EM Clair
HBH API U 2o

o1
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.amqp.uris FRE

.amgqp.tls xR

.amqgp.tls.root_ca FRE

.amqp.tls.cert FRE

.amqp.tls.key FRE
AMQP Ei&ERHI

LUFRAIERT Clair 8 hypothetical AMQP Ei&,

AMQP Eci& A

#...
notifier:
#...
amqp:
exchange:
name: ""
type: "direct”
durable: true
auto_delete: false
uris: ["amqp://user:pass@host:10000/vhost"]
direct: false
routing_key: "notifications™
callback: "http://clair-notifier/notifier/api/v1i/notifications
tls:
root_ca: "optional/path/to/rootca"
cert: "madatory/path/to/cert”
key: "madatory/path/to/key"
#...

92

EEEN—PHEZD AMQP KHE
BT, LK PINFEIT,

BB T AMQP fERY TLS/SSL 3%
%,

A LAZEY root CA I RS

4
o

ATLLEEEY TLS/SSL iE-BrISTHR

SIERTE.

[NOTE] ==== Clair if fo1F
SSL_CERT _DIR, #Go
crypto/x509 ¥4 &R,

BEER TLS/SSL FAHBISU RO

4
o
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5.1.8.3. Clair STOMP Edi&E=FEX

Clair BARFIAERE T LUT A B3R S EEE R (STOMP)FE.

7 STOMP X 2id & @R,

.stomp.direct H/RME MR true, NBEHEFRMAE
B STOMP fERHR 4 S m AR A
(M3EE)

.stomp.rollup B R stomp.direct %/ true,
MZEPRBIE AN EER AP AE
HBmMEE. flm, MR EEE &
&7 true, FH rollup LE&W
5, NBEMIZFEIEEA JSON B
R AR R 5 BRI
FHER N 0 AR EREN
1,

.stomp.callback FREB N5 stomp.callback %
false, NI@HMEIAHREHB URL
FAEEIREE, b URL RZIEMA
Clair BI:@H AP i 2.

.stomp.destination FRE F L XM STOMP BRith,

.stomp.uris FRE# R £ — 1% STOMP
REHFI,

.stomp.tls xR BCEZR] STOMP KR TLS/SSL
.

.stomp.tls.root_ca FREB AT LLIEEY root CA BISXE R 4T

4
o

[NOTE] ==== Clair 1 & &
SSL_CERT _DIR, 10 Go
crypto/x509 ¥4 SRR,

.stomp.tls.cert FREE AT LASEER TLS/SSL IE-RRI 4%
GiEgiR.
.stomp.tls.key FREB BLEY TLS/SSL FAEARI ST R ST

4
o
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7 STOMP X X ERAER.
.stomp.user FRE ) STOMP REBERE & KiF1E.
.stomp.user.login FREE EiE#EH STOMP &3%,
FRE Ei%##) STOMP passcode,

.stomp.user.passcode

STOMP Eci&f

LUFRHIERT Clair 8 hypothetical STOMP B2 i&,

STOMP Ed&=H

#...
notifier:
#...
stomp:
desitnation: "notifications"
direct: false
callback: "http://clair-notifier/notifier/api/v1i/notifications”
login:
login: "username"
passcode: "passcode”

tls:
root_ca: "optional/path/to/rootca"

cert: "madatory/path/to/cert”
key: "madatory/path/to/key"

#...

5.1.9. Clair (B &

DRI EFRATAT Clair,

PEX PR Hah
auth pSE TE M Clair BIAERFIARSS A JWT &
BIIE, WMRE LT ZN BH%E

WEHLEI, Clair £%8F—4, B
A, RZEFEZFE,
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PR eS] i
.psk FREB E U HHZ A H R RIE,
.psk.key FRE FrEAZRFMEIE JWT 294
BIHZE base64 G HH,
.psk.iss FREB RAFRIER JWT ZLEHR, =
FIRES JWT FREPREREL
%O
B E
T # AT/ EE.
B E
#...
auth:
psk:
key: MTU5YzA4Y2ZkNzJoMQ== )
iss: ["quay"]
#...

5.1.10. Clair trace Ed BB

LLUF trace Bdi B EX vl AT Clair.

B e il 3T

trace xR E X EHTF OpenTelemetry B9
XBHREE.

.name FRE [ A2 FF BREREY B B T o

.probability B £ %% trace IR,

jaeger IS 3 7E X Jaeger BERHI(H,
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Red Hat Quay 3 Bdi& Red Hat Quay

FB

.jaeger.agent

.jaeger.agent.endpoint

.jaeger.collector

.jaeger.collector.endpoint

.jaeger.collector.username

.jaeger.collector.password

.jaeger.service_name

.jaeger.tags

.jaeger.buffer_max

trace B &~ HI

LUFRHIERT Clair 8 hypothetical trace B2i&,

trace B &~

#...
trace:
name: "jaeger"
probability: 1
jaeger:
agent:
endpoint: "localhost:6831"
service_name: "clair"
#...
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FRE#

FRES

sk

E N EE A EE Jaeger I
{Ho

< host>:<post&gt; &% hgith
tE, FTLARZ traceso

TE X ERE A% E Jaeger INERRH
1H,

< host>:<post&gt; i& % it
tE, PTLARZ traces

Jaeger B/ 4,

Jaeger B,

1E Jaeger HIEMBIAR S % o

T RGN B TR ARBOSRE(E XS

ERAEZHE Jaeger FIHAETA
SHmBYER A span B&E, LUERERD
Do



5.1.11. Clair }¥5iric B P

DT e EFRATAT Clair,

FE

metrics xR

.name FREB

.prometheus FRE

.prometheus.endpoint FRE
febrBciE Bl

LUTFREIERT Clair B hypothetical {5H7ACE,

B E A

#...
metrics:
name: "prometheus”
prometheus:
endpoint: "/metricsz"
#...

% 53 CLAIR Z21{ER

23U

E X EHTF OpenTelemetry B9
HBEREE,

5 A BIE IR BT,

E2& Prometheus 515 H 28,

TE X ARBEIREIRE R
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