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Red Hat Quay #RHEA T HF -
o ZANBHBEIERINAE
o ZANEFHEIR
e Quay. Clair l&ZFfEmARMEE IEH
o AR registry

o TRMABRGIHRRE

2.1. 3Ry
Red Hat Quay &L MOAM, SIERERFINER,

BXRTENRWDE, 1ES M Red Hat Quay ZRIHEE o

2.1.1. RERAH M

Red Hat Quay &L\ FAIER4E M
° Quay (B#EMRK) 19 Quay BRIENIRSIZIT, H pod HHISDNHBLHRK.
o Clhir I THERERTNBRAFHEEE,

2.1.2. A EREH
Red Hat Quay S1FLL A BB M -
o BUEFE Red Hat Quay REREETHIBEM. 1HIER, ITEHRBREM,

o redis (B-{E#FHE) FHESLHT19E 8 BEH Red Hat Quay $6F, 4L @3B I BIAR R BB EML
il

o ST, MNFXFHEE, VIEAUTEHEREE—

o NERFHALABRIMNESR, EBRZERAHENEINREFM, 2 Amazon Web Services B
Amazon S3 5% Google Cloud BJ Google Cloud Storage,

o MWEACHFEHAEMERYP, FE S3 = Swift FANRFME, 0 Ceph RADOS 5 OpenStack
Swift,
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5 35 £ REDHAT QUAY (SaTHM)

_ HERARIFANNAE T 41X E Red Hat Quay I el M. £ REEBNIE S

3.0 FRE N
£ 7R Red Hat Quay m AT MR ER], BRETHUTHEA :

® Postgres 5 MySQL AT F FIRMHEIEEIRSS. Postgres IEMAIEFENEIEE, RAEEETX
¥ Clair R 2T BHITIEE, HAbETISRIE

o Crunchy Data PostgreSQL Operator : BARZLNEEREXHF, 1B CrunchDB Operator ATM
Crunchy Data for Red Hat Quay 12, fIREALLEEER, ERN1%EHR Crunchy Data I H
&R, FEESE(]EME, LUMES Operator REHIRZEMXAE B SR,

o MREHNAHFACEASTRAMHAREE, Ea UG IZEHERERT Red Hat Quay. MIFE A X
FR=ZAPEEMEMAGRFMER, ESM Red Hat Quay IHFHE,

e Ceph X&MXx (B#H RADOS MX) 27 MmM—/7nfl, FI12#t Red Hat Quay FTFEHINI RF
i, HIRIMEFHE Red Hat Quay KB 1T geo-replication, NMIEE Ceph M RMEHEMTIFH
SREM, N TFoRE, BULLUFERUTERSNREK

o Amazon S3 (iE&[# S3 IAM Bucket Policy ) BT #88%N Quay E& S3 FiEaRIH0IFE
%, )

o Azure Blob Storage

o Google Cloud Storage

o Ceph ARM*X

o OpenStack Swift

o CloudFront + S3

o NooBaa S3 Storage
o A{IFR{EA haproxy BR558s, 1BIER LA AE R FEBIEMEREM KRS,
o RUHE WA REAEUTES SR EMRS (WEHEL)

o % : dbOl: fHIEABRMBURE : 1217 haproxy M E 23] Postgres HiEE, 1H:EE, X
AU AGHAEGSARAMY, BATIERNMXEB A EESRE™ BIEE,

o B:quayO1, quay02, quayO3: Quay #l Redis : DE = (HE%) RTHKiZ1T Quay #l
Redis AR5

o C:cephO1, ceph02, ceph03, ceph04, ceph05: Ceph Three (HEZ%) KL NTFMERME
Ceph fR%5. MMREMER R, EAILMERTEMBNEEFHEINEE. WRENGANREAT
Ansible(ceph05), —/NFTF Ceph X &% (ceph04),

BOMREBMNIZBEUTREMNE


https://access.crunchydata.com/documentation/postgres-operator/latest/
https://www.crunchydata.com/
https://access.redhat.com/support/policy/updates/rhquay/policies
https://access.redhat.com/solutions/3680151
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e Red Hat Enterprise Linux (RHEL)8 : REX F#i7lE+ BI&#T Red Hat Enterprise Linux 8 AR%%
230, FHIRER Red Hat Enterprise Linux 9 = S X A4 FR B & 2511 BR (TR 1,

o AWML : BoiE BMHI Red Hat Enterprise Linux 8 BR%5 2517 [,

o CPU : FIM=EZEHN CPU

o RAM : &1 A BRI 4GB ; 81 C R4iE 8GB

o WAZEW : HEN AT B RF KL 20GB fEEZEH (10GB AF##ERS, 10GB BF

docker Ffif) . B 30GB H#EZEFATF C R4 (KEVRFAAENAREFE)

3.2. f#F PODMAN
AXHEER podman ROEMEBERSR. NMRENZREFESE podman, NIRIZALUERZERM docker
. BXpodman REXBANELER, 1ESHTE Red Hat Enterprise Linux 8 EME, 2{THEE

Linux B2%.

TR, £7E R EEE Red Hat Quay, Fefi15ZUE I #F A Podman, Docker
M5k /& Red Hat Quay 3 Mt FHISTELUS 8% 1T ERA SRR,
3.3. X & HAPROXY fii #i}9%25%1 POSTGRESQL £ /%

FERAUTHESE HAProxy i E39%23F0 PostgreSQL #EZE,

FoRFM

o B2%L% Podman 3% Docker CLI,

it =

1. RN RG(q01 #1 q02 )k, %% HAProxy f#EH9%E 23#0 PostgreSQL #UEE, X
HAProxy EBB HIERRIRES L 1THILL AR 55898 A s F0 R B30 2y -

e Red Hat Quay (B R4iHBIHE 80 1 443)
e Redis (B MNREAHMIKO 6379)
e RADOS (C %% LtimOd 7480)

1. 7£ SELinux F¥TFAFE HAProxy im0, FIERF KIEHFTFATIE HAProxy %0 :

# setsebool -P haproxy_connect_any=on

# firewall-cmd --permanent --zone=public --add-port=6379/tcp --add-port=7480/tcp
success

# firewall-cmd --reload

success

1. ¥ /etc/haproxy/haproxy.cfg ECi& /35124 Red Hat Quay. Red Hat Quay. Redis #1 Ceph
RADOS fRF5HIRGI MR O, AT 2EIMEFRIMT frontend #1 backend IXEBRIRHA :

#-- -
I # common defaults that all the 'listen' and 'backend' sections will


https://access.redhat.com/downloads/content/479/ver=/rhel---9/9.0/x86_64/product-software
https://access.redhat.com/documentation/zh-cn/red_hat_enterprise_linux/9/
https://access.redhat.com/documentation/zh-cn/red_hat_enterprise_linux/8/html-single/building_running_and_managing_containers/index
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# use if not designated in their block

#

defaults
mode tcp
log global
option httplog
option dontlognull

option http-server-close
option forwardfor except 127.0.0.0/8

option redispatch
retries 3
timeout http-request  10s
timeout queue im
timeout connect 10s
timeout client im
timeout server im
timeout http-keep-alive 10s
timeout check 10s
maxconn 3000

#

# main frontend which proxys to the backends

#

frontend fe_http *:80

default_backend be_http
frontend fe_https *:443
default_backend be_https
frontend fe_redis *:6379
default_backend be redis
frontend fe_rdgw *:7480
default_backend be_rdgw

backend be_http

balance roundrobin

server quay01 quay01:80 check

server quay02 quay02:80 check

server quay03 quay03:80 check
backend be_https

balance roundrobin

server quay01 quay01:443 check

server quay02 quay02:443 check

server quay03 quay03:443 check
backend be_rdgw

balance roundrobin

server ceph01 ceph01:7480 check

server ceph02 ceph02:7480 check

server ceph03 ceph03:7480 check
backend be_redis
server quay01 quay01:6379 check inter 1s
server quay02 quay02:6379 check inter 1s
server quay03 quay03:6379 check inter 1s

TE# M haproxy.cfg XHAHFALE, AT HSER HAProxy iR :

I # systemctl restart haproxy
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2. WIALUR @4 h PostgreSQL 3B FE QI — 04K -
I $ mkdir -p /var/lib/pgsqgl/data

3. i /var/lib/pgsql/data X4 % B LU TFAUR :
I $ chmod 777 /var/lib/pgsql/data

4. FIALLUR S5 3) PostgreSQL #IE/E :

$ sudo podman run -d --name postgresql_database \
-v /var/lib/pgsql/data:/var/lib/pgsqgl/data:Z \
-e POSTGRESQL_USER=quayuser -e POSTGRESQL_PASSWORD=quaypass \
-e POSTGRESQL_DATABASE=quaydb -p 5432:5432 \
registry.redhat.io/rhel8/postgresql-13:1-109

% .
A EBREIRIHRIZIE /var/lib/pgsql/data B kR EN R,

5. MIAL T e AT R B -

$ sudo podman exec -it postgresql_database /bin/bash -¢ 'echo "SELECT * FROM
pg_available_extensions" | /opt/rh/rh-postgresql96/root/usr/bin/psql'

i Bl
name | default_version | installed_version | comment
+ -+ e
adminpack | 1.0 | | administrative functions for PostgreSQL

6. MIALL TSRS RLE pg_trgm I & :

$ sudo podman exec -it postgresql_database /bin/bash -¢ 'echo "CREATE EXTENSION IF
NOT EXISTS pg_trgm;" | /opt/rh/rh-postgresql96/root/usr/bin/psql -d quaydb'

7. MIALLT&SHIA pg_trgm 2012 :

$ sudo podman exec -it postgresql_database /bin/bash -¢ 'echo "SELECT * FROM
pg_extension" | /opt/rh/rh-postgresql96/root/usr/bin/psql’

i Bl
extname | extowner | extnamespace | extrelocatable | extversion | extconfig | extcondition
+ + +- + + +
plpgsql | 10 | 11| f | 1.0 | |
pg_trgm | 10 | 2200 | t | 1.3 | |

(2 rows)
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8. HN Postgres A quayuser IR, F HRFHEHBEAF AR, BTHANEEENTZIRE
BT [RIARR

$ sudo podman exec -it postgresql_database /bin/bash -c 'echo "ALTER USER quayuser
WITH SUPERUSER;" | /opt/rh/rh-postgresql96/root/usr/bin/psql'

=1
I ALTER ROLE
9. MRMBHIRLIHIEILT firewalld BRS5, FiZITUL R epH1# PostgreSQL ik M@t B A 55T
I # firewall-cmd --permanent --zone=trusted --add-port=5432/tcp
I # firewall-cmd --reload
10. ®i%, INRMEEE%LE postgres CLI HiEE, EHAUTHRESRETS :
I # yum install postgresql -y

1. M psql S NK S PostgreSQL B HMERE,

% e
, BRI ORI FZIRSS, EHELRERAFIZITU TG

o

I # psql -h localhost quaydb quayuser
i Bl

Password for user test:

psql (9.2.23, server 9.6.5)

WARNING: psql version 9.2, server version 9.6.
Some psql features might not work.

Type "help" for help.

test=>\q

3.4. xi& CEPH

% F It Red Hat Quay BEE, FHA1GIB—N=T7R Ceph &8, BITHANLNEMIFFI R, MTFAR :
® cephOl. cephO2 #1 ceph03 - Ceph Monitor, Ceph Manager #1 Ceph OSD 7 s
® ceph04 - Ceph RGW i s
® cephO5 - Ceph Ansible B iR

BXRE Ceph TTRMIFNE, 155 E7E Red Hat Enterprise Linux _£%%% Red Hat Ceph Storage &

10


https://access.redhat.com/documentation/zh-cn/red_hat_ceph_storage/3/html-single/installation_guide_for_red_hat_enterprise_linux
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Wi Ceph FHERRE, G/ Ceph WRMKX (HF) RADOS MX) . HEHBEIESH 2% Ceph MRM
Ko

3.4.1. 2% = Ceph T

1 cephOl. ceph02. ceph03. ceph04 # ceph05 £, HUITLL TR :

1. BERIE L4 Red Hat Ceph Storage HIZEKIZE Ceph TWmBIFEREM. 2
o RERBEM OSD TR LM RAID 285,

o MERTBMAMIKRFML A FIER Ceph MKAECE

2. % OSD 77t ({FRcephOl. ceph02 # ceph03) . FE=/ OSD s £ (cephOl. cephO2 #1
ceph03) i%& OSD #fif, BFLUFEEIFEA Ansible BEMZ X HFEFMARMNEMESR, HS
%] table 3.2 R OSD Ansible &, TEAMIA, E:AOSD‘D R ERRE T — PN REEHIRI &
(/dev/sdb), SBERGZDTF. MREEEEN L, EAEEBNESRINEIANHORE L LT
IWiX— B8,

3. 0 RHEL 7 %4535/ M, %%k Red Hat Enterprise Linux Server iR 4,

4. SEMFITHEA Ceph TR, #05EM Red Hat Ceph Storage 1im Fffd. AT R2AMEIT HFTE
BFE :

# subscription-manager repos --disable="

# subscription-manager repos --enable=rhel-7-server-rpms

# subscription-manager repos --enable=rhel-7-server-extras-rpms

# subscription-manager repos --enable=rhel-7-server-rhceph-3-mon-rpms
# subscription-manager repos --enable=rhel-7-server-rhceph-3-osd-rpms
# subscription-manager repos --enable=rhel-7-server-rhceph-3-tools-rpms

5 EENTREE—NEAR root M ansible /7, EEFEEE D BERZHR, F0 :

# USER_NAME=ansibleadmin

# useradd SUSER_NAME -c "Ansible administrator"
# passwd $USER_NAME

New password: *********

Retype new password: *********

# cat << EOF >/etc/sudoers.d/admin

admin ALL = (root) NOPASSWD:ALL

EOF

# chmod 0440 /etc/sudoers.d/$USER_NAME

3.4.2. Fgi& Ceph Ansible 77 si(ceph05)

&5k Ceph Ansible 7 s (ceph05), BIRINTAAREETE : B¥HEZE cephOl. ceph02 # ceph03 T m=
BEIZ1T, LASERGXLES IR,

1. 7 Ansible B MIEBRAH, OIBE—BREFMHEM ceph-ansible playbook Al BRI {E
# USER_NAME=ansibleadmin

# sudo su - SUSER_NAME
[ansibleadmin@ceph05 ~]$ mkdir ~/ceph-ansible-keys

1


https://access.redhat.com/documentation/zh-cn/red_hat_ceph_storage/3/html/installation_guide_for_red_hat_enterprise_linux/deploying-red-hat-ceph-storage#installing-the-ceph-object-gateway
https://access.redhat.com/documentation/zh-cn/red_hat_ceph_storage/3/html-single/installation_guide_for_red_hat_enterprise_linux/index#requirements-for-installing-rhcs
https://access.redhat.com/documentation/zh-cn/red_hat_ceph_storage/3/html-single/installation_guide_for_red_hat_enterprise_linux/index#considerations-for-using-a-raid-controller-with-osd-nodes
https://access.redhat.com/documentation/zh-cn/red_hat_ceph_storage/3/html-single/installation_guide_for_red_hat_enterprise_linux/index#verifying-the-network-configuration-for-red-hat-ceph-storage
https://access.redhat.com/documentation/zh-cn/red_hat_ceph_storage/3/html-single/installation_guide_for_red_hat_enterprise_linux/index#installing-a-red-hat-ceph-storage-cluster
https://access.redhat.com/documentation/zh-cn/red_hat_enterprise_linux/7/html-single/installation_guide/
https://access.redhat.com/documentation/zh-cn/red_hat_ceph_storage/3/html-single/installation_guide_for_red_hat_enterprise_linux/#registering-red-hat-ceph-storage-nodes-to-cdn-and-attaching-subscriptions
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2. M ansible AP /G ssh, 7 ceph05 LiZ4T ssh-keygen(leave passphrase empty), A&
E 8 ssh-copy-id HRHEHIE cephOl. ceph02 #1 ceph03 FR4i LM Ansible A f :

# USER_NAME=ansibleadmin

# sudo su - SUSER_NAME

[ansibleadmin@ceph05 ~]$ ssh-keygen

[ansibleadmin@ceph05 ~]$ ssh-copy-id SUSER_NAME@ceph01
[ansibleadmin@ceph05 ~]$ ssh-copy-id SUSER_NAME@ceph02
[ansibleadmin@ceph05 ~]$ ssh-copy-id SUSER_NAME@ceph03
[ansibleadmin@ceph05 ~]$ exit

#

3. &% ceph-ansible 4 E :

I # yum install ceph-ansible

4. FEXPADBERA QB NRFSHEE

# In -s /usr/share/ceph-ansible/group_vars \
/etc/ansible/group_vars

5. GZEEWH Ceph R yml XHBIEIA :

# cd /usr/share/ceph-ansible

# cp group_vars/all.yml.sample group_vars/all.yml

# cp group_vars/osds.yml.sample group_vars/osds.yml
# cp site.yml.sample site.yml

6. RS HIB group_vars/allyml X, 1EI§1ES M General Ansible IXE&E (£ 3.1) . {540 :

ceph_origin: repository
ceph_repository: rhcs
ceph_repository_type: cdn
ceph_rhcs_version: 3
monitor_interface: ethO
public_network: 192.168.122.0/24

FR, EERIL SRS E AT RE B R A

7. RS HIR group_vars/osds.yml 3 {4, 1EIFIESH OSD Ansible K& ( 53.2) o A

B, 1 OSD i s LHIE Z DML % % (/dev/sdb) A FEIRF B & F M -

osd_scenario: collocated
devices:

- /dev/sdb
dmcrypt: true
osd_auto_discovery: false

8. YwkH /etc/ansible/hosts ﬁ%ﬁﬁ(#, LU Ceph Wi¥E, OSD F1EESR T mH#HY Ceph T, £

FBd, BT REBEKAFEELE

[mons]
ceph01
ceph02


https://access.redhat.com/documentation/zh-cn/red_hat_ceph_storage/3/html-single/installation_guide_for_red_hat_enterprise_linux/index#installing-a-red-hat-ceph-storage-cluster
https://access.redhat.com/documentation/zh-cn/red_hat_ceph_storage/3/html-single/installation_guide_for_red_hat_enterprise_linux/index#installing-a-red-hat-ceph-storage-cluster
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ceph03

[osds]

ceph01 devices="[ '/dev/sdb']"
ceph02 devices="[ '/dev/sdb']"
ceph03 devices="[ '/dev/sdb']"

[mgrs]

ceph01 devices="[ '/dev/sdb']"
ceph02 devices="[ '/dev/sdb']"
ceph03 devices="[ '/dev/sdb']"

9. FFILATAINE /etc/ansible/ansible.cfg X4, F&E4 Ansible playbook H By H R 7 £
Ansible FAFRIEBE A -

I retry_files_save_path = ~/
10. 123 Ansible @& LAVT I #RECE ) Ansible FA P BIFRE Ceph TR -

# USER_NAME=ansibleadmin
# sudo su - SUSER_NAME
[ansibleadmin@ceph05 ~]$ ansible all -m ping
ceph01 | SUCCESS => {
"changed": false,
||pingll: llpongll
!
ceph02 | SUCCESS => {
"changed": false,
||pingll: llpongll
!
ceph03 | SUCCESS => {
"changed": false,
||pingll: llpongll
1
[ansibleadmin@ceph05 ~]$

4T ceph-ansible playbook (#E Ansible A /)

n iz
[ansibleadmin@ceph05 ~]$ cd /usr/share/ceph-ansible/
[ansibleadmin@ceph05 ~]$ ansible-playbook site.yml

LR, Ansible playbook R EEE Ceph TR, FHAUMIFKWIRSEEE ], WREFEMEK
W, EHITREHEIIZITIZR R,

12. BREI= Ceph A — (cephOl. cephO2 5 ceph03) , FIa# Ceph EEHIERIKX

AN

# ceph health
HEALTH_OK

13. EE—TRL, M rados WiFMEREIER TIF :

# ceph osd pool create test 8
# echo 'Hello World!" > hello-world.txt

13
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# rados --pool test put hello-world hello-world.ixt
# rados --pool test get hello-world fetch.txt

# cat fetch.ixt

Hello World!

3.4.3. 2% Ceph W RM %

£ Ansible &4 £, $F Ceph W RMXEE H Ceph Storage 8 (RAKXATE ceph04 £i217) . 1HiEH
B R Ceph W ERM X,

3.5. X & REDIS

TE=1 Red Hat Quay %%i(quayOl. quay02 # quay03)_E %% Red Hat Enterprise Linux 8 lR%5 23 /3,
REFEEN Redis RS, WMTFAAR :

1. &% / DeployRedis : {¥ Redis fE N RERIE = quayO the RET R4 -

# mkdir -p /var/lib/redis

# chmod 777 /var/lib/redis

# sudo podman run -d -p 6379:6379 \
-v /var/lib/redis:/var/lib/redis/data:Z \
registry.redhat.io/rhel8/redis-5

2. K% redis connectivity : A LAFEF telnet aa 5K R redis BRSSHIERE, A MONITOR (LA
FHAEEEARSS) M QUIT B :

# yum install telnet -y

# telnet 192.168.122.99 6379
Trying 192.168.122.99...
Connected to 192.168.122.99.
Escape character is ']".
MONITOR

+0OK

+1525703165.754099 [0 172.17.0.1:43848] "PING"
QUIT

+0OK

Connection closed by foreign host.

% o
BXEA podman IEEFHNELSER, HSHAXXERIE EA podman"&B43,

14


https://access.redhat.com/documentation/zh-cn/red_hat_ceph_storage/3/html/installation_guide_for_red_hat_enterprise_linux/deploying-red-hat-ceph-storage#installing-the-ceph-object-gateway
https://access.redhat.com/containers/?tab=overview#/registry.access.redhat.com/rhel8/redis-5)
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1£4% Red Hat Quay BRSFE WA 2RIZ1TRI, BHEZFEMAERM Quay 2R OIEEE Red Hat Quay P
HIBCE S (config.yaml), Hit, ERILUGRESHINEN (XEEH: my-secret-password) Zi#%5
Quay &#3. Zla, EaLMERIZBEELIAF quayconfig B8 &XEETE,

LUF 2 a7 R A il
DikiE #3553 quay : fESE—1 quay TT=E, BfTLL TS -

# sudo podman run --rm -it --name quay_config -p 8080:8080
registry.redhat.io/quay/quay-rhel8:v3.12.0 config my-secret-password

2.
HANYEEE - 4 quay BET RSN, THNEEIEEZTEETBNRSH URL Mk
M 8080 (fl#M http:/myquay.example.com:8080) . SIRFEHARFAMED,
3.
L quayconfig &3&% : fERARE, HiA quayconfig A &2 MI#FS( podman run 51T
FE—)o
4,
EEWEFE  HEEFESIAEERASNER TEsBRETEN, BNE5I1S:EMHmXE
Kif, AXERER, RAMENAIEES, UTHERTHROMESRKODMEFE,
5.

IRAEIRE - STFORIXE, EsaS5HEX Red Hat Quay Z AN BURFERBNAEN
LIFER -

BREERR - JEFE MySQL = PostgreSQL, MySQL R ARAIBER ;
PostgreSQL 5 OpenShift ~FIFE A At Red Hat Quay —i2ffEif,

BiEERSS % - RABURAER IP btk EHLE, MREOSFR, NIHRHROS,

RAF& PR EAEIRENSEY RBRMAEF,

Password : i A 94 sk A P BT,
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BURAEARR - WSS BRI R S5 S £ Ee R BUR I & .

SSL iFf : S 4=, N i%iRat SSL ik P iR,

THEERTAFIRA Red Hat Quay S AREIRENRFRERA -

= Database

Quay uses a database as its primary metadata storage.

Database Type: Postgres v

Database Server: 192.168.250.159

Username: user

Password: essncee

Database Name: quay

SSL Certificate: Browse... No file selected.

) Redis EHf. RFSBEEHRMEMAFRIKE  EAILURMAH M ERHIX
&, MTAR. EZATELRIEEN Red Hat Quay FERIRE :

[ ]
S FEAMNKAEE, triH Redis Hostname EEMFAREHEEZTEHITM, B
2, o LiAmEMhIhaE, 0 Clair HMMEHES G, MibdRERERR,
[ ]
X F el FtEHM OpenShift BdiE, ESERZINE (MTR) LURAFHEEH. RE2
Rl ZemE M H thThAe,
LUTREFTEEZENLE :



% 43 idi& RED HAT QUAY

BREX SSL iE# : Ef¢#t Red Hat Quay FAIRIBEE XFH B4 SSL ik, HiHiES
B4 $EF SSL f&77"El Red Hat Quay e, BiIURMtSTAY.

B

NFERAMSTANRE, BUUEA SSLIEH. MRERERER
SSL, B AAREmicE N AHM Red Hat Quay HEFNFRZELHN
registry, M i Insecure Registry ATk,

EXERE : LEASSIRLIES 4 Red Hat Quay registry.

IR552Ec& : ATl Red Hat Quay BRSSBOEN &K IP ik, LA TLS &k (BF%F
Y IMEREWT) . ATA Red Hat Quay FE#FE Server Hostname, TLS Z1Ea[LLE
TR ES AR TERK :

EELpIEH E, BEHMH Quay &+ nginx IRSH[EEMMA TLS A2 (#
# o

EfRBIEED, FERIGXHM,. MREFENBIIESR LIERHSK TLS &, T
%I Red Hat Quay ViR algER %K.

BIE—BMEE : % relax BRI X—BHERIELUR S aER T AtE,

IREIHLER « RIFIBREGRERBERMAED, DCENE, FRIFRAEFE SR
Eosu i RIEIR

Redis : fRilENLASL IP bt (CAKFIERER) LLF#ESI Red Hat Quay M redis
&%,

EiEPEGG - RS REHEERGNSEIE, FBAKE, EeLI/E Red Hat Quay £
ROl CE, MR registry PRIEFMENEERE, 8 BEEER G, EHREHE
FEESt& worker, ML ZRFEATR,

registry #i#% : HAFHEGIE, SMEAXBEHLTIGTR, STRALEECER
fif. MRIEEM Red Hat Quay ST AMEFHERIRA, 15R5 Ceph 56L&, &
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https://access.redhat.com/documentation/zh-cn/red_hat_quay/3/html-single/manage_red_hat_quay/index#using-ssl-to-protect-quay
https://docs.docker.com/registry/insecure/
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OpenShift £, fIfEA Amazon S3 #fif,

BERSEMHAECE : Action HEREIAGFIETE Red Hat Quay BuigEh, MREFKE
BEAS, EallgixtaEEmE Elasticsearch, LMEMEEEMOH. Hit, HF
Action Logs Storage FI{E&{ly Elasticsearch FECEHHXMI%E, M Configure action
log storage P,

BFBERFH Archiving @ BEREZETUS A BER, %% NE#ET 30 X, AR
X,

ZEQM & BDEFREAREFRRMNSHRIEBRTRE RS, EiXE Clair
PHTE&RIE, 1HS M Clair Setup 1 A& Clair, EiIURHtE A,

MR Registry : & 3& Kubernetes ;i&5¥3% Helm chart ERAMNEIS N AR
registry (550 App Registry #4%) .

rkt Conversion : foiF{#if rkt fetch M Red Hat Quay registry KA {&. BEAHH
A GPG2 ., FERBEFH.

HFEE - RTFEFIMEATFRAMAABHEE.

RS BEIE - FHEEMRMEIAEHEIUEM Local Database B2y LDAP,
Keystone(OpenStack). JWT B X &35 ks 4 385 5 R

HERIZAL(OAuUth) : fo¥F GitHub = GitHub Enterprise [@ registry #E1T 33 5000F,

Google Authentication : J5f Google LIt ¥F Google [@ registry # 1T B EILE,

Access Settings : RINERAEFXAF&/EGSHREIE, A5 AMNEMBSHRIEREE
& - AN ASE GBid docker 5 rkt S EANA T ERNSEE) . BRI FFaL
IKEX registry BAEGRAR) . AFGIE (RFA/SUEBCHNIIK,) . MRS mED
(FiaaSTRPVIRaEmENER) , URIZA-&A855TKR (BRRAEZEAITAN
AF&BT5%EK) .

registry Protocol Settings : J5 M Restrict V1 Push Support £i%4E, LIBRFIXS


https://access.redhat.com/documentation/zh-cn/red_hat_quay/3/html-single/manage_red_hat_quay/index#configure-action-log-storage
https://access.redhat.com/documentation/zh-cn/red_hat_quay/3/html-single/manage_red_hat_quay/#clair-initial-setup
https://access.redhat.com/documentation/zh-cn/red_hat_quay/3/html-single/manage_red_hat_quay/#configuring-clair-for-tls
https://github.com/app-registry

% 43 idi& RED HAT QUAY

Docker V1 thilEERDiH], BARLEEIUS A Docker V1 HEEDMY (MIRAYF) , BE®
AR S e R ZEHFIA Q& Fd,

[ ]
Dockerfile 9% ¥+ : j5 FALLAATFA PR HEXE] Red Hat Quay, FEIIEZ
MR IR
7.
FUFEER - A RitAEE N, MREIEHT), EXREBILLT Download Configuration
= :
Validating configuration S I Opening quay-config.tar.gz
You have chosen to open:
[[] quay-config.tar.gz
CONFIGURATION VALIDATED which is: Zip archive (1.2 KB)
from: blob:
What should Firefox do with this file?
+ Configuration Validated Open with A
utomatically for files like this from now on.
Cancel
8.

T#BESiE : i Download Configuration %%, 3+ tarball (quay-config.tar.gz)fR#FEIA
B>, LMEHEHATE5) Red Hat Quay.

B, e LLXE] Red Hat Quay BeiE TEHXHNER. TR, 9 tarball XHEFREZEH E
REE—1 Red Hat Quay 1T REIRGIR, NFEARE, EagEREER—%R% 21T Red Hat
Quay,
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%8 5 & §B¥E RED HAT QUAY

EEEEDMNT R EEE Red Hat Quay RS, EalL S A& AR AIBEE X 4ME— Quay B8, X
B H| 2 :

YU fr il EC i S BRI B 5k

f#i/ --sysctl net.core.somaxconn=409621Tf %

FEEM BEERT K

MNFRARKE, BAERNTRLEESE ; T, BTEFKE=IHES TR (HIN
quay01. quay02 1 quay03) .

4B Red Hat Quay AR 55550 im0 8080 F1 SSL ¥l 8443, X5 ZHif Red
Hat Quay IRFFRE, 25I0ilrbrdtsmO 80 # 443, A, Fki1HF 8080 #1 8443 &
HBRG B EHL EBIPRAEERD 80 A1 443, AAMEMHERE O, FIMREIELLXFA IR
%Tﬁno

LFR2EMH 4 -

BB : QM BFREFMEIN LNEERS S MBI, fim -

# mkdir -p /mnt/quay/config
# #optional: if you don't choose to install an Object Store
# mkdir -p /mnt/quay/storage

2.
BB 4§ - 5 tarball (quay-config.tar.gz) S HITIECE B X @Ra T, M :
# cp quay-config.tar.gz /mnt/quay/config/
# tar xvf quay-config.tar.gz
config.yaml ssl.cert ssl.key
3.
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% 5 &= %= RED HAT QUAY

#BZE Red Hat Quay : B4t Quay.io &85k (555 1jl7] Red Hat Quay) LA ZRMI
RiB1T, MR :

7 Quay &8 podman run #5797 -e DEBUGLOG=true 3E/5 K
FHBFZICE, &M -e IGNORE_VALIDATION=true L5453 58I IR R EEIE,

# sudo podman run --restart=always -p 443:8443 -p 80:8080 \
--sysctl net.core.somaxconn=4096 \
--privileged=true \
-v /mnt/quay/config:/conf/stack:Z \
-v /mnt/quay/storage:/datastorage:Z \
-d registry.redhat.io/quay/quay-rhel8:v3.12.0

4.
TF UL EEER : 7€ Quay BaREIE, #HA Web MKESRFHITIFIZ1T Quay B30T =i
URL.
5.
&% Red Hat Quay : FREERESEDURNBHAIKS,, &XH#HE{R Red Hat Quay
EETE
6.

7 IN¥% Red Hat Quay 17 : W, EalLUEEEMLXA Red Hat Quay £EARME ST
m, HERHEAEANT R, REHMN tarball 3531 Quay 283, H_EFR.

AINEl%EIhEE : 214 Red Hat Quay £ FRINEZIhiEe, M Clair HGHEMNEMEERER,
WS T2,

5.1. £ RED HAT QUAY N CLAIR Et&iTHs

J1&K) Red Hat Quay B XEMERE Clair &%, 1H3H ClairkeH

5.2. AN HCFES#&R RED HAT QUAY

o AEFEER & ETE Red Hat Quay 5283 FOIBAR R CE, il 5AENER registry HRA
2k, AREHRESZERY XLEEHENARR.
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M EMEEG&RIEERINE Red Hat Quay £ :

[

IBITEEPESIR worker, BEMELX—=, #EALMEA repomirror EWif53) quay pod.
[

1£ Red Hat Quay Setup T E %% "Enable Repository Mirroring.
[

F XM Red Hat Quay Web Ul, FFIAAIRG&MNEMAE, M Red Hat Quay I %P
& AR,

LT R HRIZE S OpenShift ¥4 L5217 Red Hat Quay 52f, F7E %2352 1T Red Hat Quay
Setup &2% :

[EshEiEPESi#k worker: LA repomirror /55 Quay Bas. APIBRXECHEALFEHEE
/root/ca.crt HENIEFECE T TLS @15, MR%EA, EMERRZASIA /root/ca.crt BT :

$ sudo podman run -d --name mirroring-worker \
-v /mnt/quay/config:/conf/stack:Z \
-v /root/ca.crt:/etc/pki/ca-trust/source/anchors/ca.crt \
registry.redhat.io/quay/quay-rhel8:v3.12.0 repomirror

2.
EXIRETER : &%F Red Hat Quay Setup Web Ul (config TE),
3.
Enable repository mirroring: Scroll the Repository Mirroring #843, #AE%FE Enable
Repository Mirroring £i%4E, TR :
4.

PEfE HTTPS fMIEBRIE : MRBEGRIBHFRIE HTTPS BEFHRILES, HkFikEk
EO

& Repository Mirroring

If enabled, scheduled mirroring of repositories from remote registries will be available.

b4 Enable Repository Mirroring
A repository mirror service must be running to use this feature. Documentation on setting up and running this service can be found at Running Repository Mirroring Service.

Require HTTPS and verify certificates of Quay registry during mirror.
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https://access.redhat.com/documentation/zh-cn/red_hat_quay/3/html-single/manage_red_hat_quay/index

% 5 &= %= RED HAT QUAY

{#fECE : J%EFF Save Configuration Changes ##l, ¥i#E, K {E Red Hat Quay £& L5
AEMEG&R. AXXELRACH RRAREEEFHEENTEHNES, HSH Red Hat Quay HId
FhEPE,
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%8 6 = Fria{EA RED HAT QUAY

{$1/ Red Hat Quay ¥l7E, #&aILL :

M Quay ETUEFEEE, LK 15 p8uR, EHED, ST REEXE Quay, &
IR, QIRBIR, HEXBHER, MWEXEGEE, EEFEMHE, LUKRMEM Quay EXFMEEDR.

A XA Red Hat Quay EFfEMER, HSHHEMA Red Hat Quay.
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https://access.redhat.com/documentation/zh-cn/red_hat_quay/3/html-single/use_red_hat_quay/

&£ 7 3 33T RED HAT QUAY M S HItRE

88 7 & AL RED HAT QUAY MithIR S HIERE

FERAUTSEARIEM geo-replication Red Hat Quay #83&.

B

%¥F geo-replication Red Hat Quay #BE AL EIT—4 y-stream x4 (fl
i, Red Hat Quay 3.7 — Red Hat Quay 3.8) =k geo-replication EFN, Eih
MAEFH IS IEEF,

MBS A M—4 y-stream IRAFHEEI T — M RA A ER Y,

EFKET, mNBIUEE{ Red Hat Quay $E,

SR

B85 %%l registry.redhat.io

AT

f i

4

PaSred HRREEE=SA (HES) RY LIS Red Hat Quay fB%. METSEL, 5

% 4% Red Hat Quay /=& Ft4,

IKEUZ1T Red Hat Quay SLHIBE RS LAA Red Hat Quay SLHIBFIEK,

£ System A thii ALL T 643K 5~ Red Hat Quay 56 :

I $ sudo podman ps

it
CONTAINER ID IMAGE COMMAND CREATED
STATUS PORTS NAMES

ec16ece208c0 registry.redhat.io/quay/quay-rhel8:v3.7.0 registry 6 minutes
ago Up 6 minutes ago 0.0.0.0:80->8080/tcp, 0.0.0.0:443->8443/tcp quayO01
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£ System B i ALL T 643K 5~ Red Hat Quay SE6 :

I $ sudo podman ps

i el
CONTAINER ID IMAGE COMMAND CREATED
STATUS PORTS NAMES

7ae0c9a8b37d registry.redhat.io/quay/quay-rhel8:v3.7.0 registry 5 minutes
ago Up 2 seconds ago 0.0.0.0:82->8080/tcp, 0.0.0.0:445->8443/tcp quay02

£ System C hHi ALL T 643K 5~ Red Hat Quay SE6) :

I $ sudo podman ps

ik
CONTAINER ID IMAGE COMMAND CREATED
STATUS PORTS NAMES

e75c4aebfee9 registry.redhat.io/quay/quay-rhel8:v3.7.0 registry 4 seconds
ago Up 4 seconds ago 0.0.0.0:84->8080/tcp, 0.0.0.0:447->8443/tcp quay03

EENRG PRI XA Red Hat Quay s:4l,

£ System A thii ALL e 453X Red Hat Quay 54 :

I $ sudo podman stop ec16ece208c0
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£ System B s AL 453X Red Hat Quay 54 :

I $ sudo podman stop 7ae0c9a8b37d

£ System C s ALLF e 453K X# Red Hat Quay SE6il :

I $ sudo podman stop e75c4aebfee9

ESN 25 LIS H M Red Hat Quay kx4, 0 Red Hat Quay 3,

£ System A s ALL T 6p 45 SKIRENSHTHY Red Hat Quay R4 :

I $ sudo podman pull registry.redhat.io/quay/quay-rhel8:v3.8.0

£ System B s ALL T e 45 SKIRENSHTHY Red Hat Quay R4 :

I $ sudo podman pull registry.redhat.io/quay/quay-rhel8:v3.8.0

£ System C s ALL T ep 45 SKIRENSHTHY Red Hat Quay R4 :

I $ sudo podman pull registry.redhat.io/quay/quay-rhel8:v3.8.0

fEE"TH Red Hat Quay SBEBHRSE A th, ZfTHE&RA, HI10 Red Hat Quay 3 :

# sudo podman run --restart=always -p 443:8443 -p 80:8080 \
--sysctl net.core.somaxconn=4096 \
--name=quay01 \
-v /mnt/quay/config:/conf/stack:Z \
-v /mnt/quay/storage:/datastorage:Z \
-d registry.redhat.io/quay/quay-rhel8:v3.8.0

FEHHH Red Hat Quay A231E System A L2 IEETF, EalLHALTHARERSRN
RE -

I $ sudo podman ps

i el
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CONTAINER ID IMAGE COMMAND CREATED STATUS
PORTS NAMES

70b9138c3fh4 registry.redhat.io/quay/quay-rhel8:v3.8.0 registry 2 seconds ago
Up 2 seconds ago 0.0.0.0:82->8080/tcp, 0.0.0.0:445->8443/tcp quay01

6.
al 3k : @it 7 ARl Red Hat Quay Ul 3E#fif% Red Hat Quay B2 £,
7.
ffifR System A L# Red Hat Quay e £ IE# T {fj5, 7f System B #l System C Liz1T#r
BRRA,
a.
=AM Red Hat Quay ZBEM System B th, Z{THE&RA, HI40 Red Hat
Quay 3 :
# sudo podman run --restart=always -p 443:8443 -p 80:8080 \
--sysctl net.core.somaxconn=4096 \
--name=quay02 \
-v /mnt/quay/config:/conf/stack:Z \
-v /mnt/quay/storage:/datastorage:Z \
-d registry.redhat.io/quay/quay-rhel8:v3.8.0
b.
£S5 A% Red Hat Quay SREHIRSE C h, EfTHHi&MRA, #IM Red Hat Quay
3:
# sudo podman run --restart=always -p 443:8443 -p 80:8080 \
--sysctl net.core.somaxconn=4096 \
--name=quay03 \
-v /mnt/quay/config:/conf/stack:Z \
-v /mnt/quay/storage:/datastorage:Z \
-d registry.redhat.io/quay/quay-rhel8:v3.8.0
8.

B LU A LL T ép 5 K87 System B #l System C FHAHRIRA -

I $ sudo podman ps
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&5 83 £ RED HAT QUAY 3E HfTEERE

%5 8 = {£ RED HAT QUAY #E LHYTEERE

RERENHEETEMRE. RSFAMHNEERNTIGE. BRESEMTHE—IEEIE FHTAT
1B AE AR R ™ & [z A B A8, @it RSN, Red Hat Quay & 5 o] LAsHX
Hhisk S HIEBE. Operator E8E. HII Red Hat Quay #E. XN REMNESFEHEMBAT ESCEENK
B, PUTRERERBTRESIISED R SN 8.

B RBEXRZAYUTRENERELR, BERENRTLEZHAEAmYEAR, @i HRERE
RS THANECEN KT LR EHTHE, T ESHIAS] deviations 3% anomalies,

8.1. RED HAT QUAY & &k s

B

a8 SNEAABMIGAEEE IOV AP iRt IERAHHEENRE, HT
NEARNT. SSRAMRSKEMEEFFBREISATZMINE A, 7 am
MR35, ERARIIEXREER (FKis) ABMALHAETSBEMEM Bk AFEE
RIS,

Red Hat Quay A/l MR AR, TRERTRERE. fd. mRARpIH.

* 8.1. R AERS

Bl

SEBil SE 3% RIREREEE Red Hat Quay 525l hitps:/{quay-ip- {"data":{"services":
MSER S, REHFETEEN B endpoint}/health/ins  {"auth":true,"databa
L:: tance 2 se":true,"disk_spac
auth,database disk_spaceregistr https://{quay-ip- e'":true,"registry_gu
y_gunicorn,service_key, #ll endpoint}/health nicorn":true,"servic
web_gunicorn, &[E#ER 200 894 e_key":true,"web_g
ERIGE NN BT, XRNEHILD T unicorn'":true}},"stat
BRE, =& 503, XRRIEBHERES us_code'":200}
[

endtoend  UHEEIERIR X Red Hat Quay SLBIBIFT  https:/{quay-ip- {"data":{"services":
BRSHITRE, FERUTHEENR endpoint}/health/en {"auth":true,"databa
O 8 : auth., BIBE. redis. &£  dtoend se":true,"redis":true
fi%. IREIET 200 B2 B T R AL ,"storage":true}},"st
F, XRTFEFLFRERSE, & atus_code":200}

503, XFRTEBIERER [H7,
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TR
warning BE maBEEIHTRE, NUUTRA  https:/{quay-ip- {"data":{"services":
RO —ANH A AN T endpoint}/health/war  {"disk_space_warni
disk_space_warning. REl{5x ning ng':true}},"status_c
200 BRI BN EF, XFR ode":503}
LG FRERE, =#F 503, X
RNERESER B,

8.2. ¥ RED HAT QUAY AR5

FERAUTHREME LH s T milm ES hx, ITIEIUESR,

i

1£ Web D%i2ash, S4Bl https:/{quay-ip-endpoint}/health/instance,

EEARREATE, ERRERMMTHIESR -

{"data":{"services":
{"auth":true,"database":true,"disk_space':true,"registry_gunicorn:true,"service_key"
:true,"web_gunicorn":true}},"status_code":200}

%}F Red Hat Quay, "status_code": 200 R7LHI2EEEMN, Kk, MREKT
"status_code": 503, NIEBEAHM]H,

HAth B
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