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ER8E Red Hat Quay registry f§, AILLBE TS AR A—FTEEMERIZEBE, XBHEMNEHDIE :

N

o =7 Red Hat Quay Ed &

o WEBMLUREREHH Red Hat Quay & 1ThRA
o {RIFEF SSL/TLS UE PRy

o [FRFHEHFHEEME Elasticsearch

o {Hf Clair EBHRGR LT

e {#FH Container Security Operator 33 pod Hif&
® ¥ Red Hat Quay 5 Quay Bridge Operator &%
o [FRAFMHERRTFIRES

e ¥ Red Hat Quay #%f%&5 BitTorrent JRSH=

o {#F LDAP KHERA F

® iy Prometheus #1 Grafana #6#7/8 F Quay

® Xi& geo-replication

® Red Hat Quay #FEHER

B X Red Hat Quay EeE FERHITESIKR, 1ESH Configure Red Hat Quay TS,

[l

=


https://access.redhat.com/documentation/zh-cn/red_hat_quay/3.8/html-single/configure_red_hat_quay/index

Red Hat Quay 3 ¥ Red Hat Quay

% 1= 57 RED HAT QUAY &
B LMERUTAE —EREERECE Red Hat Quay :

o %% config.yaml 3X#, config.yaml X & & Red Hat Quay EEMKIBHEERE . BiEHE
config.yaml X425 AN S AR ERENEE AL,

o f{#fd Red Hat Quay APL A LLET API BZiE —£E Red Hat Quay &g,

ATHRFILR T OAER LR E M EOURNAER SIS ERERE.

1.1. {8 API {824 RED HAT QUAY

INFTA XMMEGA] Red Hat Quay API ISR, 155 % Red Hat Quay API $5/ o

1.2. %% CONFIG.YAML X4 LA{Eek RED HAT QUAY

A LUEY BT config.yaml XX RSEINE i ThEE. Red Hat Quay ThEEFIX BERIFT B ELE FEXER 1R
1£ Red Hat Quay ECEfER .

LIFRBIZTE config.yaml X EZEERHIXE. EHH config.yaml XA FHAThae i ERf, 15
152 F3 b 7= 1

1.2.1. M EFRFI A B INE Red Hat Quay &

81T FEATURE_USER_METADATA FEXE N true, AP EEREZIIRRAFBAREZIRMA
8, XB—NAEFE, BRLUNERMEX Red Hat Quay B3 FEVEIA EHE.

ERUTH PR LA BRINE Red Hat Quay EX TH

it =
1. 1E config.yaml XA IN=k % & FEATURE_USER_METADATA B2 EFExH true, 40 :
#...
FEATURE_USER_METADATA: true
#...

1. EFERE Red Hat Quay.
2. WfE, YRGURTERM, HRKAFWMALTER :

Tell us a bit more about yourself

This information will be displayed in your user profile.

Location


https://access.redhat.com/documentation/zh-cn/red_hat_quay/3/html-single/red_hat_quay_api_guide/index
https://access.redhat.com/documentation/zh-cn/red_hat_quay/3/html-single/configure_red_hat_quay/index
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5 2 & EHAEE API

METIENT 4 Nkm, ATATFHE. Fik MHASMEBELRE, config-tool APIILRIE
https://github.com/quay/config-tool/blob/master/pkg/lib/editor/APl.md, TEAXRTI R, &G 7 ARa{aI{FE
FA API RIGRERIECE, AR AOMRTS8 12 A (8 B A rT BE B4

2.1 KRB E
MREBE—RzTEREIE, BSENARE, BrlRRINEE, UEEEXN SRS :

$ sudo podman run --rm -it --name quay_config \
-p 8080:8080 \
registry.redhat.io/quay/quay-rhel8:v3.11.1 config secret

FARE AP HWEBin R EREVIAE -
I $ curl -X GET -u quayconfig:secret http:/quay-server:8080/api/v1/config | jq
REIH{EZ JSON BRMEIARE :

{
"config.yaml": {
"AUTHENTICATION_TYPE": "Database",
"AVATAR_KIND": "local",
"DB_CONNECTION_ARGS": {
"autorollback": true,
"threadlocals™": true
b
"DEFAULT_TAG_EXPIRATION": "2w",
"EXTERNAL_TLS_TERMINATION": false,
"FEATURE_ACTION_LOG_ROTATION": false,
"FEATURE_ANONYMOUS_ACCESS": true,
"FEATURE_APP_SPECIFIC_TOKENS": true,

2.2. R AIACE

MREBZLREEMNPET Quay registry, FIEARHERE, FUAREFANE :

$ sudo podman run --rm -it --name quay_config \
-p 8080:8080 \
-v $QUAY/config:/conf/stack:Z \
registry.redhat.io/quay/quay-rhel8:v3.11.1 config secret


https://github.com/quay/config-tool/blob/master/pkg/lib/editor/API.md

Red Hat Quay 3 ¥ Red Hat Quay

5/ API BECE i =KX S ATAIACE -

I $ curl -X GET -u quayconfig:secret http:/quay-server:8080/api/v1/config | jq

EOE{EZE JSON BAMLAIACE, SEBUEEM Redis BLERUE :

{

"config.yaml": {

"BROWSER_API_CALLS_ XHR_ONLY": false,
"BUILDLOGS_REDIS": {
"host": "quay-server",
"password": "strongpassword",
"port": 6379
b
"DATABASE_SECRET_KEY": "4b1c5663-88c6-47ac-b4a8-bb594660f08b",
"DB_CONNECTION_ARGS": {
"autorollback": true,
"threadlocals": true
|8
"DB_URI": "postgresql://quayuser:quaypass@quay-server:5432/quay",
"DEFAULT_TAG_EXPIRATION": "2w",

2.3. £/ API BitEciE

1R oT LLETT fHACE X 2 config/validate ¥ s K IEACE -

curl -u quayconfig:secret --header 'Content-Type: application/json' --request POST --data '

{

"config.yaml": {

"BROWSER_API_CALLS XHR_ONLY": false,
"BUILDLOGS_REDIS": {
"host": "quay-server",
"password": "strongpassword",
"port": 6379
13
"DATABASE_SECRET_KEY": "4b1c5663-88c6-47ac-b4a8-bb594660f08b",
"DB_CONNECTION_ARGS": {
"autorollback": true,
"threadlocals™: true

12
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"DB_URI": "postgresql:/quayuser:quaypass@quay-server:5432/quay"”,
"DEFAULT_TAG_EXPIRATION": "2w",

}

} http://quay-server:8080/api/v1/config/validate | jq

BONEEASEEPLZINEROBAE. MREERN, NHROZEHA (.

2.4. A NIEFEY

R0 LB fF 22 Be B 5519 X 1 8 config/validate i s KB A EFES -

curl -u quayconfig:secret --header 'Content-Type: application/json' --request POST --data '
{
"config.yaml": {

}

} http://quay-server:8080/api/v1/config/validate | jq

BONEZ—IMEYH, KRIFTEBLFE :

[
{

"FieldGroup'": "Database",
"Tags": [
"DB_URI"
I
"Message": "DB_URI is required."
b

{
"FieldGroup": "DistributedStorage",

"Tags": [
"DISTRIBUTED_STORAGE_CONFIG"
I
"Message": "DISTRIBUTED_STORAGE_CONFIG must contain at least one storage
location.”
b

{
"FieldGroup'": "HostSettings",

"Tags": [
"SERVER_HOSTNAME"
1
"Message": "SERVER_HOSTNAME is required"
b

{
"FieldGroup'": "HostSettings",

"Tags": [



Red Hat Quay 3 £ Red Hat Quay

"SERVER_HOSTNAME"

1,
"Message": "SERVER_HOSTNAME must be of type Hosthame"
12

{
"FieldGroup": "Redis",

"Tags": [
"BUILDLOGS_REDIS"
1,
"Message": "BUILDLOGS_REDIS is required"
}
]

10



% 32 JXE RED HAT QUAY 4 1m@A

% 3 = JXEY RED HAT QUAY % fT@Hl

EXRFRFH Red Hat Quay [RAHMEHM S Red Hat Quay HHXMEH, Ealbl L0085 1/ ML
R SERHRAL,. EAHRRE, SSBELER, LUEHEEHMN Red Hat Quay ik, SHEH
fti Red Hat Quay Tl AIER@E AL

HERENLIEE Pk Uk ERFIZEE T 17 M,

2.
HEIEMA 4 (MAL) &EE Red Hat Account 1 Customer Portal 2% :
@ & https://access.redhat.com ___-_ ';° _U ﬁ’ | Cs Search j ‘_Ill (wif. LT
SUBSCRIPTIONS DOWNLOADS CONTAINERS SUPPORT CASES 0 ® (=]
Christopher Jones
Christopher Jones For your security, if you're on a public computer and have
Red Hat Account Number: 5405401 finished using your Red Hat services, please be sure to log
out.
Red Hat Account Customer Portal
Account Details My Profile
User Management Notifications
Account Maintenance Help
Account Team
GET STARTED
3.
1EHE Notifications, LN =B IEMESESED) TUH,
4,
PEFE Notifications BT,
5.
¥EFE Manage Notifications,
6.
Y Follow, R MTFHISEH %R Products.,
7.

£ Products Ei Fhi5Ikeh, #3315 Red Hat Quay:

1


https://access.redhat.com
https://access.redhat.com

Red Hat Quay 3 & Red Hat Quay

My Activity Motifications (active tab) Scheduled Locked documents

Overview Manage Notifications

Pages/Threads

Users Add Notification:

Manage Notifications

(active tab) Follow Products* -« Add another option

Current Notifications | quay Q

Red Hat Quay

7%E#¥ Ice NOTIFICATION %25, T—%, 44 Red Hat Quay /= SEXH (M#FFhkE) S
@A,

12



5 4 %= f#1H SSL {29731 RED HAT QUAY %R

%5 4 = {1 SSL {13 RED HAT QUAY RyEf:

4.1. {81/ SSL/TLS

ZHABZAIUEBECE Red Hat Quay, EFifllE—MIERDUA I (CA)HIE ssl.cert il ssl.key
B3 B S

UTFROIRZESHEH DNS SiHfthss 2 FIECE T RS EENE quay-
server.example.com, #7E /etc/hosts XHHHFMFEH, MEFEZELR, HSH"H Red
Hat Quay Fci& i OB ",

4.2. QIR UEBHA N
SR LT S IREIBIEB T A (CA),

it =

HALL T 65 4B root CA 35 -

I $ openssl genrsa -out rootCA.key 2048

HALL T 6548 root CA iET :

I $ openssl req -x509 -new -nodes -key rootCA.key -sha256 -days 1024 -out rootCA.pem

RARSHINEBHERPIER, S8RFERFSHTNAG, Him :

Country Name (2 letter code) [XX]:IE

State or Province Name (full name) [[:GALWAY

Locality Name (eg, city) [Default City]:GALWAY

Organization Name (eg, company) [Default Company Ltd]:QUAY
Organizational Unit Name (eg, section) []:DOCS

Common Name (eg, your name or your server's hosthame) []:quay-
server.example.com

4.21. Z&ZiEPH

13
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HERUTHEIERE A,

it =

14

BALLT e IR S 2R H -

I $ openssl genrsa -out ssl.key 2048

BAL T RERERITK :

I $ openssl req -new -key ssl.key -out ssl.csr

RMANSHIERFERPOER, SRFERFSHETNAG, Him :

Country Name (2 letter code) [XX]:IE

State or Province Name (full name) [[:GALWAY

Locality Name (eg, city) [Default City]:GALWAY

Organization Name (eg, company) [Default Company Ltd]:QUAY
Organizational Unit Name (eg, section) []:DOCS

Common Name (eg, your name or your server's hosthame) []:quay-
server.example.com

AIERSE S openssl.cnf, {EERS R ENA, Hi :

openssl.cnf

[req]

req_extensions = v3_req

distinguished_name = req_distinguished_name
[req_distinguished_name]

[v3_req]

basicConstraints = CA:FALSE

keyUsage = nonRepudiation, digitalSignature, keyEncipherment
subjectAltName = @alt_names

[alt_names]

DNS.1 = quay-server.example.com

IP.1 =192.168.1.112
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RS E SRR IET ssl.cert :

$ openssl x509 -req -in ssl.csr -CA rootCA.pem -CAkey rootCA.key -CAcreateserial -
out ssl.cert -days 356 -extensions v3_req -extfile openssl.cnf

4.3. FAGBSITSHEACE SSL/TLS

FRALL TSR CLI A& SSL/TLS,

FRFH

ZEEfIg T UEBIMA NI HEZB LS.

it =

FHEBXHMERFICHERRENEE R b, &R H6E) ssl.cert fl sslkey :
I cp ~/ssl.cert ~/ssl.key $QUAY/config

WMALLTa4#A $QUAY/config B3 :
I $ cd $QUAY/config

4a%E config.yaml X315 EEHE Red Hat Quay ZhHE TLS/SSL :

config.yaml

SERVER_HOSTNAME: quay-server.example.com

PREFERRED_URL_SCHEME: https

15
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4.
%k : BIALLTF 65T rootCA.pem RN AE ssl.cert SXEHMKE :
I $ cat rootCA.pem >> ssl.cert
5.
WAL T4 ELE Quay B2 :
I $ sudo podman stop quay
6.

BALL TS ESS registry :

$ sudo podman run -d --rm -p 80:8080 -p 443:8443 \
--name=quay \
-v $QUAY/config:/conf/stack:Z \
-v $QUAY/storage:/datastorage:Z \
registry.redhat.io/quay/quay-rhel8:v3.11.1

4.4. {81/ RED HAT QUAY Ul Eci& SSL/TLS

#FALL T4 %48/ Red Hat Quay Ul &&& SSL/TLS.,

EEAKSITSAEAE SSL/TLS, HEH "EAM ST mAE SSL/TLS",

FRFM
[ ]
ZEEfIg T UEBIA NI HEZB LS.
it

DR E#EA 55 Quay B8 -

$ sudo podman run --rm -it --name quay_config -p 80:8080 -p 443:8443
registry.redhat.io/quay/quay-rhel8:v3.11.1 config secret

1£ Server Configuration &4, %#¥ Red Hat Quay ¥ SSL/TLS i TLS, _LEfZxzaifl
BEAIEP XA, 1R Server Hostname S0 B UE B {35 MO PThd,

16
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FOEF T EHEHACE,

BMALT@RSEILE Quay 2%, ABE)S registry :

$ sudo podman rm -f quay

$ sudo podman run -d --rm -p 80:8080 -p 443:8443 \
--name=quay \

-v $QUAY/config:/conf/stack:Z \

-v $QUAY/storage:/datastorage:Z \
registry.redhat.io/quay/quay-rhel8:v3.11.1

4.5. i CLI #lli SSL/TLS Edi&

FRAL TS ESEA CLI i SSL/TLS A&,

iz
BALTRSEAERENGAT SSL/TLS M Red Hat Quay registry :
I $ sudo podman login quay-server.example.com
it

Error: error authenticating creds for "quay-server.example.com™: error pinging docker
registry quay-server.example.com: Get "https://quay-server.example.com/v2/": x509:
certificate signed by unknown authority

E’5 Podman RMEEBZZUES, FLASIER --tls-verify=false 1 :

I $ sudo podman login --tls-verify=false quay-server.example.com

ik

I Login Succeeded!

17
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HEEEMERSh, EEN Podman EE NS root IEBHUL N,

4.6. {EAM Y2 SSL/TLS Aid&

A LU S 3R 4 A 0 53 233K SSL/TLS ECiE.

it

S EHER Red Hat Quay registry Sns2, $I40 hitps://quay-server.example.com, #15RIE
HECE, WNBIRESEEMMNE -

€& > C A Notsecure | quay-server.example.com

A

Your connection is not private

Attackers might be trying to steal your information from quay-server.example.com (for
example, passwords, messages or credit cards). Learn more

NET::ERR_CERT_AUTHORITY_INVALID

Q To get Chrome’s highest level of security, turn on enhanced protection

Advanced Back to safety

REFFFR. NEHBNEEETRS. i :

18
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5 4 %= f#1H SSL {29731 RED HAT QUAY %R

€& > C (A Notsecure quay-server.example.com

Your connection to this site is not
@RED | L

secure

You should not enter any sensitive
information on this site (for example,

passwords or credit cards) because it could @ R E D H ATr Q U AY
be stolen by attackers. Learn more

You have chosen to disable security

warnings for this site. Re-enable warnings

& Certificate (Invalid)
& Cookies (4 in use)

£ Site settings

Sign in to Project Quay

ELU TS, EE5 Podman BE2& H{S4E root iEFH A HH4,

4.7. idi& PODMAN LUSHEIEB % ¥k

Podman RPN EEREEKIEBIA YA (CA)IH : /etc/containers/certs.d/ Fl
letc/docker/certs.d/, LA Podman & H{S{E CA.

i =
1.
£+ root CA XFEHl%FI /etc/containers/certs.d/ =% /etc/docker/certs.d/ . —, ERAHRS
SBENBBENBYRE, FEXHREN cacrt :
I $ sudo cp rootCA.pem /etc/containers/certs.d/quay-server.example.com/ca.crt
2.

f£&5x ¥l Red Hat Quay registry i, K IUHERBHRZE[HEA --tis-verify=false 7 :

I $ sudo podman login quay-server.example.com

Rt o
I Login Succeeded!

19
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4.8. FRGBCE N EEIL BT LI

SERAUTHSRERSRE N EEEBTANM,

i =
1.
BALL TS rootCA.pem XHEHBIESHRESEHEEEM D -
I $ sudo cp rootCA.pem /etc/pki/ca-trust/source/anchors/
2.
BMAL TS ERRGCHNEEFHERE :
I $ sudo update-ca-trust extract
3.

a5k, fERILA$A trust list D IAREERET Quay IRS553S :

$ trust list | grep quay
label: quay-server.example.com

e, L@ https:/quay-server.example.com ijj[7] registry B, BiEEira Bt
¥ u

&« > C & quay-server.example.com

Connection is secure

ORED | L
Your information (for example, passwords
or credit card numbers) is private when it is

sent to this site. Learn more

@ RED HAT QUAY

& Certificate (Valid)
@& Cookies (4 in use)

$ Site settings

Sign in to Project Quay

20
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% 4 %= [ SSL 4£17F] RED HAT QUAY H%#

BEMRGSEENEEDMER rootCA.pem X4, MR Z X HEHEE -

I $ sudo rm /etc/pki/ca-trust/source/anchors/rootCA.pem
I $ sudo update-ca-trust extract

I $ trust list | grep quay

Ty RHEL 9 3244,

1

MBESZRER, HEH ERARERGUEEH
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&5 5 & 7t RED HAT QUAY CONTAINER 70 TLS uEH

EAE X TLS iEH7% 2l Red Hat Quay, i57E Red Hat Quay config Bx FRIE—4 &N
extra_ca_certs/ N H®. FHEMATRNRETih=8 TLS RS REEX N HE XA,

5.1. £ RED HAT QUAY rhiin TLS ik

1.
BRRMBIEFHZPRIES

$ cat storage.crt

MIIDTTCCAjWgAwIBAgIJAMVr9ngjJhzbMAOGCSqGSIb3DQEBCWUAMDOXCzAJBGNV
[..]

IR certs BRI EHIES

$ mkdir -p quay/config/extra_ca_certs

$ cp storage.crt quay/config/extra_ca_certs/
$ tree quay/config/

—— config.yaml

—— extra_ca_certs

| |— storage.crt

{8/ podman ps FKHX Quay &23# CONTAINER ID :

$ sudo podman ps

CONTAINER ID IMAGE COMMAND CREATED
STATUS PORTS

5a3e82c4a75f <registry>/<repo>/quay:v3.11.1 "/sbin/my_init" 24 hours ago
18 hours 0.0.0.0:80->80/tcp, 0.0.0.0:443->443/tcp, 443/tcp grave_keller

A% ID E5A 3 -
I $ sudo podman restart 5a3e82c4a75f
KRAESRHDIESEMEZERPIIES

$ sudo podman exec -it 5a3e82c4a75f cat /etc/ssl/certs/storage.pem

MIIDTTCCAjWgAwIBAgIJAMVr9ngjJhzbMAOGCSqGSIb3DQEBCWUAMDOXCzAJBGNV
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% 53 £ RED HAT QUAY CONTAINER sh#sin TLS iF$
5.2. 247 KUBERNETES _LE8E RED HAT QUAY WZing & X SSL/TLS uFH

1£ Kubernetes E#BER, Red Hat Quay $HEHBHEEI secret FREMEET . HAl, X
W% P AR B B uE S Thae,

YENIEE R AR, 1E58%E Red Hat Quay /5, base64 ZuiG ikl LARME secret i,

1£ Kubernetes Lt#8& Red Hat Quay i}, EFERAUTHSERMAE X SSL/TLS iE$,

FRFH

Red Hat Quay E&&,

BE—1"BE%E X ca.crt X,

it =

BMALLT69X%) SSL/TLS ik BN AE 1T Base64 4al :

I $ cat ca.crt | base64 -w 0

i

...c1psWGpgeGIPGMNEWkJPMjJ5d0pDemVnR2QNCnRsbW9JdEF4YnFSdVd3PTOKLS
O0tLS1FTkQgQOVSVEIGSUNBVEUtLSOtLQo=

HiIALLT kubectl f8$53E4i% quay-enterprise-config-secret X4 :

I $ kubectl --namespace quay-enterprise edit secret/quay-enterprise-config-secret

FIEBHRM—1%EH, 9528 M base64 FiSFHEer HILEIZEZA T, Hli :

23
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24

custom-cert.crt:
c1psWGpqeGIPGmNEWkJPMjJ5d0pDemVnR2QNCnRsbW9JAEF4YnFSdVd3PTOKLSOt
LS1FTkQgQOVSVEIGSUNBVEUtLSOtLQo=

[ kubectl delete sp L MIFAATHE Red Hat Quay pod., 140 :

$ kubectl delete pod quay-operator.v3.7.1-6f9d859bd-p5ftc quayregistry-clair-postgres-
7487f5bd86-xnxpr quayregistry-quay-app-upgrade-xq2v6 quayregistry-quay-database-
859d5445ff-cqthr quayregistry-quay-redis-84f888776f-hhgms

ZJa, Red Hat Quay FEX BT pod Bt it HEIE.
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%5 6 3 Jy ELASTICSEARCH #1 SPLUNK Ed&#2/F B &1k

KAERT, [ABEREFLE Red Hat Quay #iRFES, FH@81d Web Ul ENEHEFEHEEIGI AT, &
EEYNERRNTEAEERERB. N TEXREATRENRE, B EABEFEHEE
Elasticsearch #1 Splunk &, M4 =2 Red Hat Quay B S,

6.1. 5y ELASTICSEARCH B2 &2 {EA &1

k

- N
3

il

¥} Elasticsearch Ec B {FAEFLE, B F1IR#LH 2 M Elasticsearch #i: ; R
B &7 Red Hat Quay HYFAeI B LAHE.

W config.yaml 3X#, ®ILL#E Red Hat Quay ZRE=kEBEG/S A Elasticsearch A&l %, &
BfE, NAET Web Ul i FEMAE IR AR B & U5 ISR,

FRALL T4 %) Elasticsearch Be B {EA&EE -

it

¥KEX Elasticsearch k7,

B # Red Hat Quay config.yaml 3X#4, FHBEUTER :

#...
LOGS_MODEL: elasticsearch §))
LOGS_MODEL_CONFIG:
producer: elasticsearch 9
elasticsearch_config:
host: http://<host.elasticsearch.example>:<port> 6
port: 9200 )
access_key: <access_key> 9
secret_key: <secret_key>
use_ssl: True

index_prefix: <logentry>
aws_region: <us-east-1>

25



Red Hat Quay 3 ¥ Red Hat Quay

A HEBIEN TR,

1EFE Elasticsearch =% Kinesis f§B&EREI AWS LA Kinesis 7i. EREIXE
HOME®E, FHEM Kinesis A4 3%F Elasticsearch, #lil Logstash,

{24t Elasticsearch IRSSHIREIM TN A=K IP Hhdik,

E RN A B9 EH LIR#t Elasticsearch lRESMERO S, 1HERS, %m0 210 MFR
3217 Red Hat Quay registry BI%5i1H], 2Ly TCP %O 9200,

MPREE, FEjA] Elasticsearch RS ERIT A B85H,

NRFEZE, IKHE Elasticsearch IRS5 Vi MIFBRATRM secret B,

749 SSL/TLS AT Elasticsearch, BRiA{E T True.

VM IR B &5 B BET .

RIELE AWS Li2fT, HXE AWS KI5 (B, SHEZE) .

a5k, MREEA Kinesis 7 BEFIES, MHHFE config.yaml XHHFBEZLLTFER -

kinesis_stream_config:
stream_name: <kinesis_stream_name> ﬂ
access_key: <aws_access_key> g
secret_key: <aws_secret_key>
aws_region: <aws_region> ﬂ
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Kinesis 798 #5.,

MREFE, FEJjN Kinesis 7R AWS i 22 &R,

FEijj|7] Kinesis JiAT=M AWS secret BE&# (MMREFEE) ,

AWS X,

f&%F config.yaml XX {3 &5 Red Hat Quay #3E&.

6.2. 5 SPLUNK Ed B {/FA&uE (%

Splunk 2 Elasticsearch B9& {1k, "L Red Hat Quay BUEiRE#tHE 2.

fEABRCET R, ®LIE Red Hat Quay ZSBEHEER/E A Splunk BEiIExR. £HNEEFEE
config.yaml X{rh, EEEJG, @id Splunk Web Ul hf& FEFALIR 4 A B & U5 IR,

FERALUTSE NN Red Hat Quay £BE/5 M Splunk,

6.2.1. 7y Splunk ZZ3:HOIEA - 4

FERUTSRZEIHCIE Splunk Fik,

Pt =

#EA Splunk AR EUERAIE Splunk 1K,

SAnEl Splunk Enterprise Free Trial Tif, EREENTEMLERHA, ARHETE
Download Now,
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Red Hat Quay 3 ¥ Red Hat Quay

EERNEE ERE Splunk B, HIHRTRE, SE8—41HF4, W mvapich _admin 1%
ﬁy]o

BIBAFEMNBEE, 55 Splunk SE{24t— localhost URL, #iiN
http://<sample_url>.remote.csb:8000/, fEEEEMIN %25 ITFH URL,

A% CIRNA M ZNEBEX, BERHERR Splunk Ul

6.2.2. 4% Splunk 55h%

ERAUTSEN Splunk & bearer $5h&.,

6.2.2.1. {8 Splunk Ul 48X Splunk & h&

FERALUTS %, M Splunk Ul Jy Splunk fIIE bearer $5h&.

FeREH
[ ]
2&% Splunk FEIBE—1 A%,
AR
1.
1 Splunk Ul #1, 3 Al Settings — Tokens,
2.
¥ Enable Token Authentication,
3.

= Token Settings 3% Token Authentication (MIRFE) , HBRBMAT Token
Authentication,

Al @ IR SR E B E], BRIAEDY 30 XK.
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5.
=it Save,
6.
i New Token,
7.
i A User #fll Audience M5 2.
8.
Al : %@ Expiration 1 Not Before {5 2.
9.

= Create, EMSIEA I Token IR, ITENSHISHE,

B8

MRASHSEAIFHENA, WaatigFimaE. £XH New Token HQ
&, BT SETTH.

6.2.2.2. {81 CLI 4B Splunk &&

SRS MR CLI 4 Splunk & bearer 551

FRFM

2&% Splunk FEIBE—1 A%,

Pt =

# CLI Hh, % ALLF CURL e RLUS RS EREIE, £3EM Splunk AP BHIEH :

$ curl -k -u <usernames:<passwords -X POST <schemes>://<host>:
<port>/services/admin/token-auth/tokens_auth -d disabled=false

#WALLF CURL a4, %2 Splunk A & MIEEROIESRE,

$ curl -k -u <usernames:<passwords -X POST <schemes://<host>:
<port>/services/authorization/tokens?output_mode=json --data name=<username> --
data audience=Users --data-urlencode expires_on=+30d
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RIFENM bearer ShE,

6.2.3. ¥ Red Hat Quay E¢i& A Splunk

FRALL TSR Red Hat Quay B2i& {81 Splunk.,

FEREMH
[ ]
2&% Splunk FHIB— 1A 4.
[ ]
BB 4K T — Splunk bearer g,
¥ =
1.
}TFF Red Hat Quay config.yaml SC#EH ML FEREE :
#

LOGS_MODEL: splunk

LOGS_MODEL_CONFIG:

producer: splunk

splunk_config:
host: http://<user_names.remote.csb ﬂ
port: 8089 @)
bearer_token: <bearer_token> 6
url_scheme: <http/https> ﬂ
verify_ssl: False 9
index_prefix: <splunk_log_index_name> G
ssl_ca_path: <location_to_ssl-ca-cert.pem> ﬂ

& E.Splunk E#if=,

2]

EH.Splunk EEEER=IRO, 5 Splunk GUI #£&imOAFRR, "TLAfE Splunk Ul
i Settings — Server Settings — General Settings T#Zl,

©
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.7 Splunk 4B bearer $hE,

L4

SRRV Splunk RS589 URL A%, MR Splunk Ee& A TLS/SSL, i
Ziz2 https,

0

m/RE.2EBH TLS/SSL. BRIMEN true,

0

PR .Splunk 3RB1F1%%, STLLEFHN. FAMZEKRS], aTLAM Splunk Ul &,

7

FREBEDNTEMT TLS/SSL BERNEBAZHFI(CA)IIHEA pem STHHIHENT FIREE

&

MRERE ssl_ca_path, EAFECE SSL/TLS Uk, LUE Red Hat Quay fHEEE.

MREEA Red Hat Quay RIS ERE, wILLE IE X4 AL extra_ca_certs B
XA ssl_ca_path I5E ¥R 4L SSL/TLS iE+.

NR{EMA Red Hat Quay Operator, HAIE— M ECEHRSH D secret, BIE Splunk ik
FEMIEHIA M (CA). Fimn -

$ oc create secret generic --from-file config.yaml=./config_390.yaml --from-file
extra_ca_cert_splunkserver.cri=./splunkserver.crt config-bundle-secret

1 config.yaml 355 conf/stack/extra_ca_certs/mvapichserver.crt X, il :

#...
LOGS_MODEL: splunk
LOGS_MODEL_CONFIG:
producer: splunk
splunk_config:
host: ec2-12-345-67-891.us-east-2.compute.amazonaws.com
port: 8089
bearer_token: eyJdra
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url_scheme: https

verify_ssl: true

index_prefix: quay123456

ssl_ca_path: conf/stack/splunkserver.crt

6.2.4. QIR E

FEAUTHSROETRHRFR SR A E Splunk BIAFIKF,

B

& 71{E A Splunk Ul & Red Hat Quay #4FH. HAi, £ Red Hat Quay
Usage Logs THMEE Splunk BIFHEFZ XK, FHROLITER : Method not
implemented, Splunk A FHEEH,

FRFM

2&% Splunk FHIB— 1A 4.

B4R T —1 Splunk bearer S 1,

B E T Red Hat Quay config.yaml X435 A Splunk.,

pi% =
1.
FHRENEM Red Hat Quay 3E.,
2.
s ERERS N Splunk BB RV BBMHLS LT,
3.
E5 B, = Robot Accounts — Create Robot Account,
4,

MR, BAHS AN BEHER, # spunkrobotaccount, AJGH.id; Create robot
account,
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EEMN 5 ERT, FTF Splunk Ul,

H#i; Search and Reporting.

B AZREIEAH, HI <mvapich _log_index_name > 3#% Enter,

# Splunk Ul HEFFEFREER, BELL JSON A%, MR ATEEREUNT -

{
"log_data": {

"kind": "authentication",

"account": "quayuser123",
"performer”: "John Doe", 6
"repository": "projectQuay", ﬂ

"ip": "192.168.1.100", @)
"metadata_json™: {...}, G

"datetime": "'2024-02-06T12:30:45Z" )

}
}

BEEASEMHRRE, £F0P, FHNIE XFASFESHMRIESRAEX.

=S RIS,

PUTZERFNT A,

SR XX,

PUTIRVER IP btk
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7

6.3. TREMABRE

KAERT, [HABERFE Red Hat Quay #iRFES., ©iil@it Web Ul. HUFFITEME S0 L K
Superuser Admin Panel 27,

BB B&HIK Red Hat Quay RIS #SEH, mESuk R, BPRENENERE. BEZBEE
WEINEE(kind_id). PUTERFMIA T (account_id = performer_id). B EIE (B HAR [8)) LA R SR 4E4E %
FIH {th 48588 (metadata_json),

6.3.1. EEHBIBAERE

LUFREETR T A EEFETE PostgreSQL BiRAEHRMEF#EAER S,

FERFH
[ ]
BEEF
[ ]
BR%E psql CLITE,
ik

AL T4 EXEEM Red Hat Quay PostgreSQL HuE /% :

I $ psql -h <quay-server.example.com> -p 5432 -U <user_name> -d <database_name>

i

psql (16.1, server 13.7)
Type "help" for help.
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ik, BHALT4% S PostgreSQL BiREMRIIK :

I quay=> \dt

i

List of relations

Schema | Name | Type | Owner
public | logentry | table | quayuser
public | logentry2 | table | quayuser
public | logentry3 | table | quayuser

public | logentrykind | table | quayuser

0] LU A LA T oe 45 SRR R B1R E] B 7515 S AR MY repository_ids Fil& -

I quay=> SELECT id, name FROM repository;

i

id | name

-

3 | new_repository_name
6 | api-repo
7 | busybox

HIALLF a4 {E M logentry3 relationship EREXHEG— P ERECHENBEER :

I SELECT * FROM logentry3 WHERE repository_id = <repository_id>;

i
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id | kind_id | account_id | performer_id | repository_id | datetime | ip| metadata_json

5914 |2]|1|6]|2024-05-13 15:51:01.897189 | 192.168.1.130 | {"'repo": "api-repo",
"namespace": "test-org"}

LB, BEILLTMER :

{
"log_data": {

"id": 59 @)

"kind_id": "14", 9

"account_id": "2", 6

"performer_id": "1", ﬂ

"repository_id": "6",

"ip": "192.168.1.100",

"metadata_json": {"'repo": "api-repo", "namespace": "test-org"} ﬂ
"datetime": "2024-05-13 15:51:01.897189"

B &5 BME—RAF,

2]

PITHRE, EARIh, B2 14, LUTEa K key sk REZ R kind_id 501864
FERE XK.

©

PETRAFR9MR

L4

BIFaPITS,

©

BFFERNFMEE, £XfIH, 6 M5i%E 3 H A api-repo XIX,
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THEERER, SRFEENARRESRZEN,

PET XA AR ],

6.3.2. H%4<A kind_ids

TFTXRAX TS Red Hat Quay #£4EXEM kind_ids,

kind_id

B

sk

account_change_cc

account_change_password

account_change_plan

account_convert

add_repo_accesstoken

add_repo_notification

add_repo_permission

add_repo_webhook

build_dockerfile

change_repo_permission

change_repo_visibility

create_application

create_prototype_permission

ERFERHHE,

Bk B,

K iR

B P AR,

RIS F e B e 7N

IR IpG:bSI

)77 fift PR AR DA BR

£ webhook FRINEIZEfEE,

¥J# Dockerfile.

B EERTIR,

HRF R

BIN AR,

HRELOIEARR,
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38

kind_id

14

20

21

22

23

24

25

26

27

28

29

30

31

32

33

34

35

B

create_repo

create_robot

create_tag

delete_application

delete_prototype_permission

delete_repo

delete_repo_accesstoken

delete_repo_notification

delete_repo_permission

delete_repo_trigger

delete_repo_webhook

delete_robot

delete_tag

manifest_label_add

manifest_label_delete

modify_prototype_permission

move_tag

org_add_team_member

org_create_team

org_delete_team

org_delete_team_member_inv
ite

org_invite_team_member

sk

DI E)E.

MR A (BRS5IKF S bot)

IR

BRI AR

JHBRAEEL 5 RAVTLRR.

Ll e JERN

M 2 I BR U5 7] 5 K

M f#ZE HIBR B

MT G FERHIBRAU R

I AR 22 ok 4 2R

MIZGEEEMIFR webhooks

fHBRALERA.

FHIBRIRZE o

E)E LRI

MBI BRIR 2

B R BT R,

BRaE.

FERR SRR DN E FPA.

EHLRBIR AR,

T BRALFS FR B — N EEA

i Bk AT A A £ 58

R GBI 26 AL AR B — N HETRA
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kind_id ¥4 ik

36 org_remove_team_member MR A I BR B B o

37 org_set_team_description Az |IN:SE TP

38 org_set_team_role KEHPARA R,

39 org_team_member_invite_acc 8 FPARK G18IH,
epted

40 org_team_member_invite_dec B[ PARK 515380F,
lined

41 pull_repo MIFHEERLER,

42 push_repo HeERNTZOA

43 regenerate_robot_token BHERNBZADHE.

44 repo_verb BREEMEERE (AIEEMBALERE L) .

45 reset_application_client_secre ~ EE&EN FAME FIRHLE,
t

46 revert_tag RE R

47 service_key_approve HEAERR S5 B A

48 service_key_create BIEERAR 55 B HH,

49 service_key_delete IR AR 55 25 A

50 service_key_extend T RIRSEH,

51 service_key_modify 1ETRAR 55 2 A,

52 service_key_rotate PERRSS B,

53 setup_repo_trigger BB E A 2R,

54 set_repo_description B N R,

55 take_ownership IRERBERIFT B Y

56 update_application BN AER,
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kind_id

57

58

59

60

61

62

63

64

65

66

67

68

69

70

71

72

73

74

75

76

77

78

B

change_repo_trust

reset_repo_notification

change_tag_expiration

create_app_specific_token

revoke_app_specific_token

toggle_repo_trigger

repo_mirror_enabled

repo_mirror_disabled

repo_mirror_config_changed

repo_mirror_sync_started

repo_mirror_sync_failed

repo_mirror_sync_success

repo_mirror_sync_now_reques
ted

repo_mirror_sync_tag_success

repo_mirror_sync_tag_failed

repo_mirror_sync_test_succes
s

repo_mirror_sync_test_failed

repo_mirror_sync_test_started

change_repo_state

create_proxy_cache_config

delete_proxy_cache_config

start_build_trigger

sk

B ERIEER A

EEFHEEA.

BRI B A A,

DIBREE TN ARG,

BWEHRE TN ARF S,

COHLFT FF K 77 i 2 25

J& TR R

RRAFHEEG R,

B RGN E.,

[FEhEEEGRR S .

Tl BRI R

SRR B,

THRBIBNNS R R R 5

TR IT 2 R 5 AR,

CEBERINE RS K,

TR AR R 5 B2

T il R B AR R M RN

CEGRRSNABE,

BRI ERRAS.

IERERFERE.

THBRCIR R P RO B,

JEENF R AR A 2R
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kind_id ¥4 ik

79 cancel_build BB,

80 org_create BN,

81 org_delete THIBRALIE

82 org_change_email B TR
83 org_change_invoicing HHAER.

84 org_change_tag_expiration BRI HR,
85 org_change_name ERGIRAE=Y 1N

86 user_create PIBAF,

87 user_delete fHipRFE o

88 user_disable ZREAM,

89 user_enable JERAF.

90 user_change_email BRCF P L TR
91 user_change_password B A .

92 user_change_name BXAEE,

93 user_change_invoicing HAF invoicing.
94 user_change_tag_expiration B A PR HR,
95 user_change_metadata B A TR,
926 user_generate_client_key HEAFERE P mEH,
97 login_success BRINE K,

98 logout_success BREDSESH,

99 permanently_delete_tag TK A BRAT

100 autoprune_tag_delete B ST MR,
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42

kind_id

101

102

103

104

B

create_namespace_autoprune
_policy

update_namespace_autoprun
e_policy

delete_namespace_autoprune
_policy

login_failure

sk

O3 ap & 22 (7] B ZHE TS 5REK,

ST an £ 22 A B ZHE BI SRR,

fifl Bk i 42 22 [A] B ZHE BE 5RBE

BFEIERN,



% 73 CLAR 2 1Hi1ER

28 7 Z CLAIR R HMERF

7.1. CLAIR & REURE

Clair {82 F1 LU TR BURE 4 ki 5 1R B A& vh B )

Ubuntu Oval BugpE

Debian Z4RERss

Red Hat Enterprise Linux (RHEL) Oval g/

Dan Oval #Ug/%E

Oracle Oval g%

alpine SecDB ¥UiEE

VMware Photon OS HuEE

Amazon Web Services (AWS) Updatelnfo

FriERRE(OSV) Bz =

B X Clair i FRIBUBEH TR EMHNMESR, FSH Claircore Severity M5,

7.1.1. Clair WFFERHE(OSV)BUIRENE R

FHRRE(OSV)R— MR AEIEFE ML RS, NETRENEEFRIGHNRLRE,
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oSV Rt R AR ENZERANEE. =ANBIEE, BEET I ZOFRRYE, ok ER
PG AP ERANEMANR. AXBEESRENTEIR, HSH ELNESRS,

Clair 55853 FHERE(OSV)BURFE R & golang. java fll ruby £ SRR RMNRLER.

BT FIA OSV, FAAGHMARTUES EEMFRLEANFRAGPNRERE, XABTRE
RERRAMBEEE 2L BIX B,

BX OSVHESER, HSH OSV Mik,

7.2. £ RED HAT QUAY #%E Li%i& CLAIR
XFFIIIH Red Hat Quay 288, EeILIFH)i%i&E Clair,
¥ =
1£ Red Hat Quay Z&Bx, 5 Clair BiEAEBIRAIEH B X -

I $ mkdir /home/<user-names/quay-poc/postgres-clairv4
HIALLT 44l postgres-clairv4 ST ESE XY BIFBR -

I $ setfacl -m u:26:-wx /home/<user-name>/quay-poc/postgres-clairv4

HIALL T4 EZE Clair PostgreSQL iR :

$ sudo podman run -d --name postgresql-clairv4 \
-e POSTGRESQL_USER-=clairuser \
-e POSTGRESQL_PASSWORD=clairpass \
-e POSTGRESQL_DATABASE-=clair \
-e POSTGRESQL_ADMIN_PASSWORD=adminpass \
-p 5433:5432 \
-v /home/<user-names>/quay-poc/postgres-clairv4:/var/lib/pgsql/data:Z \
registry.redhat.io/rhel8/postgresql-13:1-109

JIEH Clair BB R % PostgreSQL uuid-ossp ik :

44


https://ossf.github.io/osv-schema/#affectedpackage-field
https://osv.dev/

% 73 CLAR 2 1Hi1ER

$ podman exec -it postgresql-clairv4 /bin/bash -c ‘echo "CREATE EXTENSION IF NOT
EXISTS \"uuid-ossp\'"" | psql -d clair -U postgres’

ik

I CREATE EXTENSION

Clair 25k¥F uuid-ossp " EB&RINFIH PostgreSQL HiEEH, W FEEEY
HBRESFF, Clair FEzhRENT B, MRAFEEIERODBR, WBHHRER
Clair BRI &,

MREETE, % Clair 85I ERLL TR : ERROR: Please load
the "uuid-ossp" ¥ . (SQLSTATE 42501).

R Quay ARIEHIZTT, FAERKESEAPERE, FHARERANS :

$ sudo podman run --rm -it --name quay_config \
-p 80:8080 -p 443:8443 \
-v $QUAY/config:/conf/stack:Z \
{productrepo}/{quayimage}:{productminv} config secret

EFXIRETER, BHd Ul M Security Scanner 384 # ) Enable Security Scanning.

{# quay-server R4; LiskEANKROXE Clair 9 HTTP &=, #l40 8081,

{£F Generate PSK {ZH I Hi = HH(PSK).

LS Ul
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¥& Security Scanner

If enabled, all images pushed to Quay will be scanned via the external security scanning service, with vulnerability information available in the Ul and AP, as well as async notification support.

Enable Security Scanning

A scanner compliant with the Quay Security Scanning AP1 must be running to use this feature. Documentation on running Clair can be found at Running Clair Security Scanner.

Security Scanner Endpoint: | htip://quay-server:8081

Security Scanner PSK: MTUSYzA4Y2ZkNzJoMQ== Generate PSK

o.
Kk T# Red Hat Quay i config.yaml X#, ABEILZTEERERN Quay F83.
10.
i BERS 2RINF Red Hat Quay 2 H%rh, #ii :
I $ tar xvf quay-config.tar.gz -d /home/<user-name>/quay-poc/
11.
HAER Clair Be& SR — AN XK, #im -
I $ mkdir /etc/opt/clairv4/config/
12.
7t Clair BEe&X#3% :
I $ cd /etc/opt/clairv4/config/
13.

BIE Clair Bd& 344, flm :

http_listen_addr: :8081
introspection_addr: :8088
log_level: debug
indexer:
connstring: host=quay-server.example.com port=5433 dbname=clair user=clairuser
password=clairpass ssimode=disable
scanlock_retry: 10
layer_scan_concurrency: 5
migrations: true
matcher:
connstring: host=quay-server.example.com port=5433 dbname=clair user=clairuser
password=clairpass ssimode=disable
max_conn_pool: 100
migrations: true
indexer_addr: clair-indexer
notifier:
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% 73 CLAR 2 1Hi1ER

connstring: host=quay-server.example.com port=5433 dbname=clair user=clairuser
password=clairpass ssimode=disable

delivery_interval: 1m

poll_interval: 5m

migrations: true

auth:
psk:
key: "MTU5YzA4Y2ZkNzJoMQ==""
iss: ["quay"]
# tracing and metrics
trace:
name: "jaeger"
probability: 1
jaeger:
agent:

endpoint: "localhost:6831"
service_name: "clair"
metrics:
name: "prometheus”

£X Clair WEEERANEZEE, HESH Clair BESE,

14.
FABRRERED) Clair, MEAIRMXHPESERED :

$ sudo podman run -d --name clairv4 \
-p 8081:8081 -p 8088:8088 \

-e CLAIR_CONF=/clair/config.yaml \

-e CLAIR_MODE=combo \

-v /etc/opt/clairv4/config:/clair:Z \
registry.redhat.io/quay/clair-rhel8:v3.11.1

k

N
p
;

il

HBEFBEIZITS A Clair 83, BXNTH—ARUANBE R, BilmZg
U$E A Kubernetes = OpenShift Container Platform & & 4%Ac%.

7.3. OPENSHIFT CONTAINER PLATFORM _L#&j CLAIR

Z1£ OpenShift Container Platform _£# Red Hat Quay #8E _Li%i& Clair v4 (Clair), BifH Red
Hat Quay Operator, 2XiA1E5 T, Red Hat Quay Operator 2Bf Red Hat Quay ¥pE—B R EHFHH
Clair 8, FHBzIEE Clair,

7.4. Wik CLAIR

FERUTHEE—1 I Red Hat Quay &BEZHE T OpenShift Container Platform Operator BI3B
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https://quay.github.io/clair/reference/config.html
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Zdillik Clair,

FRFM

REEET Clair 8&H &K,

i =

1.

AL fr SRR BIEE R -
I $ podman pull ubuntu:20.04

2.
AL T o D B&IRCE registry :
$ sudo podman tag docker.io/library/ubuntu:20.04 <quay-server.example.coms/<user-
name>/ubuntu:20.04

3.
WAL TS NG&HEXE Red Hat Quay registry :
$ sudo podman push --tls-verify=false quay-
server.example.com/quayadmin/ubuntu:20.04

4,
B Ul &% Red Hat Quay &83E.

5.
B EHEERAFR, W quayadmin/ubuntu,

6.

TESmBERPh, = Tags.

Ei-a=1 20
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€ Repositories
0 Repository Tags
W
D 1804

12.04

% 73 CLAR 2B R

B8 clairv4-org /ubuntu ¥

LAST MODIFIED

1
9 days ago ™ 6 High . 82 fixable 255 MB
10 days ago o Passed 26.4 MB

RBRIRE (1045 Dk ) MLEREFMEORE -

R THE

€ B clairv4-org/ubuntu

i

-]i 31%
39%
Vulnerabilities
SEVERITY |
CVE-2019-3462 % A High
CVE-2019-3462 % A Hig
CVE-2018-16864 % A High

I bss746c8a899

Compact SdeEhlal]

1-20f2 Filter
SHA2se bSB74bcBanss & L
SHA2SG G1844cebldds & £F

Quay Security Scanner has detected 146 vulnerabilities.

Patches are available for 82 vulnerabilities.

A 6 High-level vulnerabilities.
45 Medium-level vulnerabilities.
57 Low-level vulnerabilities.

A 38 Negligible-level vulnerabilities.

apt 1612 © 1.7.0ubuntuc
libapt-pkg5.0 1612 © 1.7.0ubuntud.]
libudewl 237-3ubuntul039 © 239-7ubuntul0.6

Filt abilities DOnIyshowfixable

file: c3e6bb316dfabbBlddd478aaa3104f532883..
file:c3e6bb316dfa6bBldd4478aaa310d532883..

file:c3e6bb316dfachBlddad782aa31007532883..

EFEERT, Clair RERGRES RS, 0 ubi8/nodejs-12 =
ubi8/nodejs-16, XEHEAAFERIGERATFARNTHGE. XNMTARNLTE
' Clair ik, BRRENEFIERBR,
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% 8 E OEER

8.1. BEE&

Red Hat Quay i EH & T LB A AR registry SiHb KM registry BMEHRE & Red

Hat Quay $£&8fH, SERFHEESE, ETLREFFEZERFHIRENEG&RS 2 Red Hat Quay.

B AT FiEFES &M Red Hat Quay &8, EaILUHUTUU TR -

MAER registry ERFERIGNTFMEE

ADNSEUELLY RIS EB registry

B E RS B E A & SR A IR

B R4 i 2 B 1] (7] B

RERSHHIIRE

BiEAB&RIE, EREWTUTERF :

1£ Red Hat Quay Edi& X #+)5 RFiE A&

IBITEME & worker

B BB ENEEE

raEEERGEES A EHARE LA Ul sk Red Hat Quay API #ifT,

8.2. 5 GEO-REPLICATION #8077 e 5tk

50



B 8 E ORI

Red Hat Quay geo-replication fEBUIBEHZNE 2 PN HENFRNEE GG Z B SR BN GG FE
EmBdE, fm, —EFHANFREE blob Ffiflm=# Red Hat Quay registry. geo-replication #93
ERAIDEE -

IRt 3 ER S BUSERI — UEH Blob B95IH]

PRBEHATEXE 2 A ZERN

BRI AT E R EFEN FEM—A registry ASBI5— registry. registry AfiFME,
B registry #B4 FIRMBUR ZE R IMMN R EE.

BENIEAMNSESE :

EXREEEPOHXIEFPRIITL registry T8, HABEI/RANELEFENERREHONX
EE=

MAEB registry RIS HEE&RATE (FoiF) LilEEFE#EESIZ R Red Hat Quay 5BE

k

N
p 3
;

il

e B SR A IE S S W LRI A,

% 8.1. Red Hat Quay © FEH{& bR S B L

TheE/BEh geo-replication TGS
EEMA L ? HEZWLF registry A registry
S HIS R E R TR R ES FERzRalE (TF) EAEREE S
n?

EEFLGFXNANRIZFHNRE 2 (FTE Red Hat Quay T R) & (K9 E#)
FhE R ?

F3 B A AT LU R M P D ik R e
ERIF— N ?

il
o
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TheE/BEh geo-replication BB &R
A registry ARHERER S ER = S
FrERXE (HXZ=HEE) ?

AAALUEFRERIOMIGRZRZE & =
Al A fik 7Y 2

BARUN AL ERERS N ? & =
BRI RITFRIRIL/ ARG & =

B EFIEE

8.3. A Bk

52

LIF%IR E R Red Hat Quay Fi# B RE PR E -

ERAFEEGR, ETURGENFEE, SAERERIRSILESR, SR TUETLE
SORIIREIIR. —RIRE, HFRT Unix shell XAEHRERFRIANIRE. MEESE
B, HSH BECH 3,

LRFEEBGED mirror B, EEEFIIFEMBEGRINEZEFEED.

AT EEGENFHEFETENENFMENRGE, REERRREFAFEEENRRENRTINA
. P, MPREERTHE, UEFHEEPHOFELEGETHETA, X ERSHMER,

RAEFEENHNSEIET RGBS RENEMEE, FDREHE LXENERETAR
B9 IR HIA R,

BT LR E N RN ER, HFLU &RENTET.

R EBEEREEFEER, BAERAR AR AT UM EEREEER, EF R B XS
frhlE,

] LA R BB BN B & 265 %289 Repositories — Mirrors 754 Red Hat Quay f F' 53
AT B B EE AR E,


https://tldp.org/LDP/GNU-Linux-Tools-Summary/html/x11655.htm

B 8 E ORI

BgLLENFARRY, BhalREZERS,

8.4. Gif&Ed&E VI

1.
LEE#EG5) Quay B35, Fi%E® Enable Repository Mirroring %4, MREZEK
HTTPS B HEG ST RPRIUEIES, FEEE HTTPS Mk B5IE S EE.,

& Repository Mirroring

If enabled, scheduled mirroring of repositories from remote registries will be available.

4 Enable Repository Mirroring
A repository mirror service must be running to use this feature. Documentation on setting up and running this service can be found at Running Repository Mirroring Service.

|| Require HTTPS and verify certificates of Quay registry during mirror.

- BuEH T BREXH, AREAEHINEESXHTE registry X EH/E5) Quay,
8.5. BifRECIEFEX
* 8.2. g E
FE KR ik
FEATURE_REPO_MIRROR w/RE 5 AR iR
A - false
REPO_MIRROR_INTERVAL Number 1B FEERGRIRLEE Z B T
ik : 30
REPO_MIRROR_SERVER_HOSTNAME FrFE & SERVER_HOSTNAME /¢
R B Hi,

Default: None

Example:
openshift-quay-service
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T e il sk

REPO_MIRROR_TLS_VERIFY D FTE HTTPS HEH G SRR IIE
Quay registry BJUET,

B\ : false

REPO_MIRROR_ROLLBACK T /RME YIZE N true I, EMEFERIER
BEREKWFLEEA,

B\ : false

8.6. Hif% WORKER

ERALL TR B shEEERS worker,

it

MPE A EB M /root/ca.crt IFHESE TLS &S, HRALIT@LLUER repomirror LT
J&3) Quay pod :

$ sudo podman run -d --name mirroring-worker \
-v $QUAY/config:/conf/stack:Z \
registry.redhat.io/quay/quay-rhel8:v3.11.1 repomirror

MRE(EA /root/ca.crt iEBECET TLS 815, EMALL TS EBEMESESR worker :

$ sudo podman run -d --name mirroring-worker \
-v $QUAY/config:/conf/stack:Z \
-v /root/ca.crt:/etc/pki/ca-trust/source/anchors/ca.crt:Z \
registry.redhat.io/quay/quay-rhel8:v3.11.1 repomirror

8.7. B B BRI

LMAERESS registry BHRTFEENR, HOIEBANMEEEE, BF, SEIFHEEERNATE, 5
i quay-rhel8,
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@ RED HAT QUAY  EXPLORE  REPOSITORIES  TUTORIAL

€ Repositories.

quayadmin | | quay-rhels

O o public

e can see and pull from this

repositary. You choose who can push

8.7.1. FHEFERGKE

AU TSR G AR E,

FRFH

Create New Repository

27t Red Hat Quay BdEXX#Hh/E T 8 ES %

1RBEE T 5% worker,

Pt

£ Settings EWi£d, $F Repository State & Mirror :

@ RED HAT QUAY  EXPLORE  REPOSITORIES  TUTORIAL

€ Repositorie

Repository Settings

@ User and Robot Permissions

& Events and Notifications

& Repository Visibility

This Repository is currently private. Only users on

& Make Public

& Repository State

This Repository state is currently Mirror. The images and tags are maintained by Quay and Users.

&, quayadmin /quay-rhel8 ¢

No notifications have been setup for this repository.

B 8 E UIFE&K
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56

€ Re

i ]
»

£ Mirror JETi£rh, BAEERNI registry MiElE, URGE. AEMVIRER :

positories &, testorg/ busybox Yr

Repository Mirroring
This feature will convert testorg/busybex into a mirror. Changes to the external repasitory will be duplicated here. While enabled, users will be unable to push images to this repository.

External Repository

May 16, 2022 11:30 AM
Sync Interval

o ~
Robot User
Credentials
Recuired f the extenalrepasitry s private.

Usernam

Advanced Settings

HTTP Proxy

HTTPs Proxy

Ho Praxy

LT PR HAHE :

registry fiIi& : BEHERONEBEMZE, M registry.redhat.io/quay/quay-rhel8

tags : WFBREVHEN, EALUBALLESHRBHEMIERIRERANEK, GHEH

24 Tag Patterns ¥4, )

FHEEH - BEIFEBE . B S E180 B BN E,

REEkE : FiAvE 24 MNYRS—R, ERTLURIE/NNHKESL,

robot User : fIEZ—NHMIHBAMNKS, SHEF—MIABNBAK RIETH R,



RAF& : RTUINEEEROEFHEENNER registry BIRF £,

Password : SAF&HXEKNEN, HIE, BHTEASTELAFIH()NFH,

8.7.2. B XE

1£ Advanced Settings $4 1, EaTLUERLL T ETIRE SSL/TLS AUEE -

BUE TLS : MREFE HTTPS HES BIMxiR registry BENEUFES, HEFEXAE

i,
[ ]
¥ Unsigned Images : AT AR T G ER.
[ ]
HTTP Proxy : MIRERE HTTPS, HESBINZER registry BENTIEIES, HEFHXA
T,

HTTPS PROXY : HAiiLaitul saprem HTTPS KRS 2 (MBS EREIRSER) .

no Proxy : ARERENAETIZR,

8.7.3. IEEH%

SR TSRS E&IRF.

it =

EHITEIRSHRIRME, EIREMEAER LT £ LM Sync Now %5, HFRTE Usage Logs 7
Foihe A -
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58

L] Usage Logs
» p——
9
[
&
S B
BigseE, BN ERE Tags ATk -

ﬁ Repository Tags

e

551
9D

wso

st
il

was
~~ 342
(57

wat

DT RERHN CERRFERTA

&, quayuser / quay-rhel8 v¥

LASTMODIFIED |

size

17017

EXPRES

1l | 2 opontop




@RED HAT QUAY  EXPLORE  REPOSITORIES  TUTORIAL
p—— &, quayadmin/quay-rhel8 ¢
o
®»
=)
zzzzzz N
Ll R~ ~
Extrnat Rapos
~
L e awp
-
# Next Sync May 27,
,,,,,,,, o
Adva
Crege
vy
o
[
NoProny
nnnnn
nnnnnnnnnnnnnn
8.8. AT H&MEHHER

FiEFEERAE=TBAEM

°

EiEEG&RERES)
°

FiEEERTh
°

Repository Mirror Unsuccessful

aaaaaaa

EH TS EEER Settings ATk hEciE, FHZFFHB TFHR4. Slack. Quay Ul fl Webhook

FmAalaRanaE.

8.9. B

WMEDPRA—NIRE, TREIATRERIEEIRERR,

8.9.1. X IEL

pattern ETpuny
* CESFRAE F R/
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? PEEEfEfr] AN FRF
[seq] PLECIiFE R AT (o] F1F
['seq] EEERIARENE FH9FF

8.9.2. IrEEARA

Pattern =4l UGNl

v3* v32,v3.1,v3.2, v3.2-4beta, v3.3
v3.* v3.lL v3.2. v3.2-4beta

v3.? v3.1,v3.2,v3.3

v3.[12] v3.1,v3.2

v3.[12]* v3.lL v3.2. v3.2-4beta
v3.[1]* v3.2,v3.2-4beta, v3.3

8.10. FHBHE&ERMEME

IR BHEENEMEER, EaLERZEMENTE. M Repositories T LR IENSRIFHEE,
FHITLU TR -

JERZAREERE  EREASNRREGRH, AR Enabled SikiERINN S ANKRAEHE
’io

BESEGAE  ERECEENEEEEEIE, STURESEGRAE. b, &AM
by Usage Logs %51, N :
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B 8 E ORI

[P

e & johnjones/ubi7repo v

o

Usage Logs From 8/9/19 to 8/16/19 dil | & Ewportlogs
» @Grouped O Stacked @ Changed Repaository Minor Repositary Mirmorsync success @ Create Repository
Staned Repository Minor
2
2
D :
2
1
il
1
~~ L
¥
1
£ 1
1]
1]
08/09 08/10 08/11 0812 08113 08/14 08/15 0816
Showing 6 matching logs
Mirror finished successfullyfor ' registry.access. redhat.com/ubi?/ubi-minimal' with tag pattern 'latest’ Fri, Aug 16, 2019 10:49 AM (anonymous) (Mo data)
Mirror started for ' registry.access. redhat.com/ubi7/ubi-minimal' with tag pattern 'latest’' Fri, Aug 16, 2019 10:49 AM (anonymous) (Mo data)
@ Immediate mirror scheduled Fri, Aug 16, 2019 10:48 AM quay [No data)
Mirror finished successfullyfor ' registry.access. redhat.com/ubi7/ubi-minimal' with tag pattern 'latest' Fri, Aug 16, 2019 10:18 AM (anonymous) [No data)
Mirror started for ' registry.access. redhat.com/ubi7/ubi-minimal' with tag pattern 'latest’' Fri, Aug 16, 2019 10: 18 AM (anonymous) (Mo data)
@ CreateRepository quay /& ubiTminimal Fri, Aug 16, 2017 10.01 AM quay [No data}

Load More Logs

WERS G  BAESEEERNELR, HEFE Sync Now 1%,

B : ZEEHASLMEBE, iEM Credentials 7% DELETE, ARG, 7% None 3
ZINFELR R B FBNEB registry ARSI LB,

BUHEER : BRI, IHETRESARETA, BEEHNGE&RRAY, H5%FE CANCEL
il

XENSR AR : Red Hat Quay #1238 Ak ey token, ATFRERTF U RIASBELME
IR, BRI D ERANLENLE, ZA SRR LERE VN E—4EB registry BZ A BHiRE
fiEFER S A,

T LLET ¥ ZE Account Settings S NEFEEE D BUIANIZSNE, ARELFIPEREINE
Sk R, XFF robot ik, %E: REPOSITORIES %I FROHEE, EHBEOD, Ealll :

RE R o R4S %L 38
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Mt E h ERE9 PERMISSION FEHiZH SR, BASERIUR :

Set permissions for ga johnjones+mirrorrobo

Select repositoriesin 2 johnjones:

v - REPOSITORY NAME

v 5 ubiZrepo

[}

BB EUE : stratots AILMREFZIUE, 0 Kubernetes secret. Docker &5 2]
Mesos {i4F e, BERUHLIEIFEUE, 57E robot's account BOH%EFF Options gear, ARFERF
View Credentials, JIAEBEFMEERINELHNERE, #HHEEREVIN,

Credentials for johnjones+mirrorrobo
@ Robot Token Username & Robot Token:
@ Kubernetes Secret jshnjones+mirrarrobo
B ridConfiguration ANRPHERYXUNL30S00WETBHMDREMES MPZUA40S3YFD2 1KD1 MIDCOX02 3EQKTNT OXEK
& Docker Login Regenerate Token:
Y A — :{::::::;izl:wm regenerate the token for this robot. Mote that all existing logins of this robot account will become invalid
% Mesos Credentials
[}

RAEHERENRE | MNEGEFHEETENZSIPER Settings 18 (AWREPR) . HER
HEs, EUERS BEGEHEEXKNLE. Fil2, ELIE User #l Iceot LR, LA
feEWRLE A P LSRN T LN LI B A BIfF i

8.11. GEHREIN
FHEERGNRELESR -
[}

S pod AILMEEMT R L2217, XEHKREZETLAECHEIZTT Red Hat Quay 77 = L
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EHEGHGRAERBIRES, HitEi21T. RAit, FiE%FE worker SREEBNEHETRERERE
X, HETFT—XEASEENIEI, BZE& worker SRS TLIRNGRIRBE S EHE, Hm,
51T 10 PNEifR worker R AT LLHHTIETT 10 NEif% Operator, MEAFRA 2 MNiirA 10
M E&ECER worker, NREEHIT 2 4 operator,

Bifk pod MREBEDUR FLATSEM -

BRGNEEE SR

i P RV R PR B8 LU R S e

FiTHAE

pumn, RAFEABEGER 100 (ENEMEE, NSEHRFH— worker 5T, A/

W EREHTRENET G CERE, HETX worker BIE,

A —FHEERN S MRETEH T,
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%5 9 = IPV6 MIMLEE

1EB93IT Red Hat Quay SPEIE AT LAE R H# IPv6 MATEIRAL, &0 Telco fl Edge 55, thziFW

%%, LAME Red Hat Quay #B3E =] LARIN il I1Pv4 1 IPv6,

BREABRFHNEK, HSH IPve R

9.1. |5 A IPV6 HhilR%

FERAUTSEAMIT Red Hat Quay SRE 4 /S IPv6 i,

FRFM

& 249 Red Hat Quay B £ 3.8,

ENENHNARTHTS (Docker. Podman)FilcE 2 #F IPv6,

iy =

TEEREM config.yaml 3X#Erh, 7 FEATURE_LISTEN_IP_VERSION S8FHSHi%E N

IPv6, il :

FEATURE_GOOGLE_LOGIN: false
FEATURE_INVITE_ONLY_USER_CREATION: false
FEATURE_LISTEN_IP_VERSION: IPv6

FEATURE_MAILING: false
FEATURE_NONSUPERUSER_TEAM_SYNCING_SETUP: false

BEHREGEM Red Hat Quay ZBE,

MALToSREENIEEZS VI IPV6 :

$ curl <quay_endpoint>/health/instance
{"data":{"services":

{"auth":true,"database":true,"disk_space":true,"registry_gunicorn":true,"service_key"

:true,"web_gunicorn":true}},"status_code":200}
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% 9= IPV6 ML ERE

1EEREM config.yaml /5 IPv6 J5, Fife Red Hat Quay DhaEEB AT LAIEE A, REMEMIAEHE
& {8 IPv6, B7A 3% ipv6-limitations[current limitations] 1k,

g

H
[=]

IEARAEFEACE S IPv4, {H FEATURE_LISTEN_IP_VERSION ReB B 4%
iE 7 IPv6, Red Hat Quay fFEESE.

9.2. J3 AR ML RTI
AL TS BT Red Hat Quay EE L5 B (IPv4 f1 IPv6)3Z .

FRFM

£ 249 Red Hat Quay B E 3.8,

RN ENMERTH TS (Docker. Podman) s ZiBei& H 7 #F IPV6,
T

1EEBM config.yaml X#eh, 70 FEATURE_LISTEN IP_VERSION S3HE Hi% BN
ML, Bl -

FEATURE_GOOGLE_LOGIN: false
FEATURE_INVITE_ONLY_USER_CREATION: false
FEATURE_LISTEN_IP_VERSION: dual-stack
FEATURE_MAILING: false

FEATURE_NONSUPERUSER_TEAM_SYNCING_SETUP: false

BEREGEM Red Hat Quay 3BE,

BALT e S RRAEZIREZ B ENINXI M NHE
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XF IPvd, BIALLT&S -

$ curl --ipv4 <quay_endpoint>

{"data":{"services":
{"auth":true,"database":true,"disk_space":true,"registry_gunicorn":true,"service_
key":true,"web_gunicorn":true}},"status_code":200}

*F IPv6, BALTF®S :

$ curl --ipv6 <quay_endpoint>

{"data":{"services":
{"auth":true,"database":true,"disk_space":true,"registry_gunicorn":true,"service_
key":true,"web_gunicorn":true}},"status_code":200}

1EEREM config.yaml RS T MRS, A Red Hat Quay ShEEH T LUEE SR, REBENIFER
HIEAC B,

9.3. IPV6 #1 DUA-STACK PRl

[ ]
Bai, ZiAfEAEMA Azure Blob Fi4ECERCE Red Hat Quay 8B J3A7E IPv6 HHERIA R
I {E. E9 Azure Blob F MR AR IPv6, FRLLXAN B S BIm R AR,
MBEZEL, HSH PROJQUAY-4433,
[ ]

Bai, Zi{fEA Amazon S3 CloudFront E2i& Red Hat Quay #BEREA T IPv6 HHEEER
5. HF Amazon S3 CloudFront Bl s A Z#F IPv6, ATLLXANRIEUA & BImN R AR,

MEFRZER, HZS PROJQUAY-4470,
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% 10 3 RED HAT QUAY B LDAP &35 Fi% &
%5 10 = RED HAT QUAY B LDAP S35 uFi%kE

BREFHBFVPPFULDAP)R— NI, I rah i mikirEN ARF YL, BT @ 'EHMTHRL
(IP)RMZE i F4Er o %R BRIERRS. Red Hat Quay 58/ LDAP /Fh B RHER,

10.1. JEF LDAP B =W
17 Red Hat Quay B Z/5 A LDAP Zhil, ENIZEEUTHEA :

i1 Red Hat Quay Z8&

B HNBAEE T AP MIIA Red Hat Quay 58F)/5H LDAP I, AP &z RIreERHIlhZE, B
i, {£/5F LDAP g, £ Red Hat Quay FFFIflJ T —4HF alice, MR LDAP HX#H#EE
username alice, 4 alice S5—X{#f LDAP &%, Red Hat Quay 2BZIIE— N FHIHIAS alice-
1, Red Hat Quay BE/5&H55F LDAP EIRIHE alice k7, HTF—BHMEREA, £/ Red Hat
Quay HEAREAHIE R, BIUERTE/S A LDAP ZEiM Red Hat Quay shilllBREfaI vl A sh 22 i A ihibk F
B,

FoIfiEA~# LDAP S355E

%>y LDAP B2 Red Hat Quay i}, MR #EE % FEATURE_USER_CREATION i%&J true, NI
BE—REXIRTE Red Hat Quay WEIRFEh AR LDAP BiFMAF, MRLETZ N false, N
LDAP P EIIBIBAF KM, FEAFRARFZAFESR, EXMHERT, BEARArESEaAUEREN
Bk, Kk, MES FEATURE_USER_CREATION i%i&X true, XtbEWKER AR LIM Red
Hat Quay & XREE0IEB—1iKkr, Bl LDAP hEEXNFR.

10.2. 75 RED HAT QUAY Ei& LDAP

f&el LG BB T config.yaml X#FHE/GEBE KW Red Hat Quay Bdi& LDAP., 7£7 Red Hat
Quay Eci& LDAP i, HERAUTSERIENSE,

BEEH config.yaml 3X#, SHASLUTHEXER :

#...
AUTHENTICATION_TYPE: LDAP ﬂ
#...
LDAP_ADMIN_DN: uid=<name>,ou=Users,o=<organization_id>,dc=
<example_domain_component>,dc=com
LDAP_ADMIN_PASSWD: ABC123 6
LDAP_ALLOW_INSECURE_FALLBACK: false ﬂ
LDAP_BASE_DN: @

- o=<organization_id>

- dc=<example_domain_component>
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- dc=com
LDAP_EMAIL_ATTR: mail G
LDAP_UID_ATTR: uid ﬂ
LDAP_URI: Idap://<example_url>.com 6
LDAP_USER_FILTER: (memberof=cn=developers,ou=Users,dc=
<domain_name>,dc=com) g
LDAP_USER_RDN: ()
- ou=<example_organization_unit>
- o=<organization_id>
- dc=<example_domain_component>

- dc=com
#...
Whis. WATIXEH LDAP,

4

el

- FATF LDAP K IEMEE DN,

4

#

o LDAP B3%EA admin BiE,

4

EM

o ARV SSL/TLS A& £ LDAP S35 UED)R,

il

‘73 LDAP E{3EUERIELA DN,

4

ET

o LDAP SATIERIEH FHiHE M.

4

i

. LDAP S245IER UID EHE,

4

el

- LDAP URI,
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10

Wie. FAT LDAP 5{335iEB A RDN,

AINFREFTSE LDAP B G, REHENFHE/S Red Hat Quay FBE.

10.3. J5F LDAP_RESTRICTED_USER_FILTER EZ &= EX

LDAP_RESTRICTED_USER_FILTER BB FE:2 LDAP_USER FILTER BEBTRNTE, BES,
eSS Red Hat Quay E¥E 57 Red Hat Quay 1/ LDAP {Eh H SR KIHREERNT, 5 LDAP
AP EENZRAF.

AL TS B4 Red Hat Quay ZBE /S LDAP 2R,

FRFM

#£1) Red Hat Quay #BE{# A LDAP fFh H BB TIHRHER,

& 27t config.yaml 3X {4+ Edi& T LDAP_USER_FILTER FEX,

it =

TEEREM config.yaml 37#h, AN LDAP_RESTRICTED_USER_FILTER 3%, HiseS
BRAF4H, #I30 members :

#...
AUTHENTICATION_TYPE: LDAP
#...
LDAP_ADMIN_DN: uid=<name>,ou=Users,o=<organization_id>,dc=
<example_domain_component>,dc=com
LDAP_ADMIN_PASSWD: ABC123
LDAP_ALLOW_INSECURE_FALLBACK: false
LDAP_BASE_DN:

- o=<organization_id>

- dc=<example_domain_component>

- dc=com
LDAP_EMAIL_ATTR: mail
LDAP_UID_ATTR: uid
LDAP_URI: Idap://<example_url>.com
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LDAP_USER_FILTER: (memberof=cn=developers,ou=Users,o=
<example_organization_unit>,dc=<example_domain_component>,dc=com)
LDAP_RESTRICTED_USER_FILTER: (<filterField>=<value>) ﬂ
LDAP_USER_RDN:

- ou=<example_organization_unit>

- o=<organization_id>

- dc=<example_domain_component>

- dc=com
# ...

e IZBRAS,

BEHREGEM Red Hat Quay 3BE,

J5F LDAP_RESTRICTED_USER_FILTER Jh&E/S, #£f LDAP Red Hat Quay AP &S HiERMAE
ARBHEREI, FAIBHME,

10.4. ;3 LDAP_SUPERUSER_FILTER ii& B

& LDAP_SUPERUSER_FILTER FE!S, MR Red Hat Quay f&f LDAP £y H S35 iFI2 4t
F¢. Red Hat Quay aIf$i2 8% B % M (LDAP)E P ECE B A /.

EALL TS B4 Red Hat Quay ZBE/S LDAP 8B,

FoRFM

#£M Red Hat Quay #ZE#H LDAP {FhH MR RIHRH#ER.

& 27t config.yaml X+ Edi& T LDAP_USER_FILTER FEX,

it

TEEEM config.yaml 3X#, il LDAP_SUPERUSER_FILTER 3%, HHINEERE
FEBREFRAHE, H root :

#...
AUTHENTICATION_TYPE: LDAP
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#...
LDAP_ADMIN_DN: uid=<name>,ou=Users,o=<organization_id>,dc=
<example_domain_component>,dc=com
LDAP_ADMIN_PASSWD: ABC123
LDAP_ALLOW_INSECURE_FALLBACK: false
LDAP_BASE_DN:

- o=<organization_id>

- dc=<example_domain_component>

- dc=com
LDAP_EMAIL_ATTR: mail
LDAP_UID_ATTR: uid
LDAP_URI: Idap://<example_url>.com
LDAP_USER_FILTER: (memberof=cn=developers,ou=Users,o=
<example_organization_unit>,dc=<example_domain_component>,dc=com)
LDAP_SUPERUSER_FILTER: (<filterField>=<value>) ﬂ
LDAP_USER_RDN:

- ou=<example_organization_unit>

- o=<organization_id>

- dc=<example_domain_component>

- dc=com
# ...

fHEENRA - RENBRAS,

BHREGEM Red Hat Quay 3BE,

/2 LDAP_SUPERUSER_FILTER ZhiEfS, #&# LDAP Red Hat Quay A EHF@8H ARl LA
TETTa 4GB R S -

EEAP

BN

EHERSEH

HEEHAE
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tIgER LNAFER

10.5. & ). LDAP Bei& 0] 8

LUFE R AT BE 2R BB E,

EHERE. MPBEBBGXAER, NEEG DN KEES DN BEAFER. BEEIRER
FETE T DN MIEHEE,

* BUFBZ AP %USERNAME% kM, REILEZMERMT :

AEEIAF A,

AP HELES R RIERS PR FT.

LDAP R ACE T EH.

TELBI LI ERXMAF, 7 Red Hat Quay Edi& LDAP i, mlggxBIleH EH 5 DN ¥
ExrhiR LRI P R MBI EThEE ST LDAP FEMER, B2, MRFITEMEA UID Attribute =%
Mail Attribute FEX7EREEM " Relative DN BEhHBIMaiERNA -, NEEAHRNEE
MIREA :

YA ERKMA %A A Relative DN &%,

EIE5 DN & A EREIEERN LDAP BENTER,

EFRXA G, HREERNAF2E% A/ Relative DN B8&EH, (E Iy EEK
DN ik P R L IE#RRIER

10.6. LDAP EC&EFEX

AX LDAP BBEFBHIEETIK, 1HS LDAP ELEF R
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88 11 & 75 RED HAT QUAY EZi& OIDC

77 Red Hat Quay Eci& OpenlID Connect (OIDC)aILUNERBIRELLAME S, Fli0, OIDC LA EH
kB8 OIDC i A Il (1 Red Hat Single Sign-On. Google. Github. Microsoft &) [ Red
Hat Quay #1755k, OIDC MHMIERAFEEPXAEE, BRLTLUMP FFK(SS0). L&k
, OIDC EeEaI LU LA SR uEMER, 8m%eset, 35 Red Hat Quay FA iR 5209 P (&

{+]

&5 DIl

LUFRED T W{a7E Red Hat Quay B3R ZE HEdE Microsoft Entra ID, LARMMAIfEE T
Operator B9 Red Hat Quay %8 L& Red Hat Single Sign-On, X752 IR IB RN E R R IITIL
i,

BREUTHR, TREEFERMLFRRMER, EEL4E Red Hat Quay Hin
fE17 OIDC #tRi i,

11.1. £ RED HAT QUAY #9337 58+ EiE MICROSOFT ENTRA ID OIDC

i3 Microsoft Entra ID 3% 1F5 Red Hat Quay £k, ERHZHZRILLFIA Microsoft Entra ID
R#WERIAFERNLLIEE, EEIhiE aiERIE Microsoft Entra ID ABHINREEMA % Red
Hat Quay &MV RIFRR, LLRE A H Microsoft Entra ID 124tMZ RS H R IFMEth e £ ThAE
Ii]ﬁgo

Red Hat Quay #J Azure Active Directory (Microsoft Entra ID)& {355 UE S i F F A Microsoft
Entra ID &iE%uEH115H] Red Hat Quay,

EALL TP EE T B EH Red Hat Quay config.yaml 32 {3k E2& Microsoft Entra ID,

Y=

FERAUTHE, EaL7E Red Hat Quay RN ODIC #thifE, mAE
FEIEFE A WL SRR

MRENRGEERA TR XE, HESATHRE, NAHIHEIENEA Oauth
NARFNAA Azure APl ImmRBI ARG H, B, EROLLITFER @ x509:
certificate signed by unknown authority,
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{EALLTSI A EHR config.yaml X, EAERER OIDC #EMEIEEHRIEN
config.yaml 3244 :

#...
AZURE_LOGIN_CONFIG: ﬂ
CLIENT_ID: <client_id> @)
CLIENT_SECRET: <client_secret> 6
OIDC_SERVER: <oidc_server_address_> ﬂ
SERVICE_NAME: Microsoft Entra ID 9
VERIFIED_EMAIL_CLAIM_NAME: <verified_email> G

8% OIDC BB XBEMRE, EAHIH, FrANREERE AZURE_LOGIN_CONFIG,
{8 AZURE A LUMRIBENRER K BEREREE TSRS, W ABC123, HE, LUTF
TFEFHHES : GOOGLE,GITHUB, X&EFRFEANHMNNMNMEMDTELAHRSR, BREEEMS
AREENHTRER config.yaml £H.

2]

S5 RMEF MM ARFNE iR 1D,

©

S RHUEF—EEMONANE S mil#.

L4

RATFSA5UER OIDC ARS53Ritlt, EAHIH, EiFifERA sts.windows.net fEH%
REWRFF. A hitps:/login.microsoftonline.com 25U T45i% : Could not
create provider for AzureAD, error: oidc: issuer SN EHREIMZE L HARICE, FHAM
"https://login.microsoftonline.com/73f2e714-xxxx-xxxx-xxxx-dffe1df8a5d5" got
"https://sts.windows.net/73f2e714-xxxx-xxxx-xxxx-dffe1df8a5d5/",

©

IEERIERIARSSHI BT,

6]

FF3UE R /i F ik st bt 6975 BR A 75,

IF#AACE Microsoft Entra ID SR EALUTRANIT=1EEM :
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https://QUAY_HOSTNAME/oauth2/<name_of_service>/callback

https://QUAY_HOSTNAME/oauth2/<name_of_service>/callback/attach

https://QUAY_HOSTNAME/oauth2/<name_of_service>/callback/cli

&3 Red Hat Quay %E,

11.2. 75 RED HAT QUAY & RED HAT SINGLE SIGN-ON

218 Keycloak iH, Red Hat Single Sign-On (RH-SSO)2— Mg IRt R G A5 R EH
(IAMBRF R, RH-SSO ATFHARERRGHNNARFZEERAF &8, 2N AEFHEGISCED
FHEHIERE, BARRET — NS —HNSBEIENRAGESR, RTFAP —RERFFREN SN AMNTIERN
VilFABR, MEREHRIUE. MBEZER, HSH Red Hat Single Sign-On,

11 #E Red Hat Quay LAZE Red Hat Single Sign-On, #&@[LlfE Red Hat Quay Ff1H ftt OpenShift
Container Platform Fp ¥ & Z A BRI S uE SR .

11.2.1. Bdi& Red Hat Single Sign-On Operator, LLfF Red Hat Quay Operator

AL TS %) OpenShift Container Platform £/ Red Hat Quay Operator idi& Red Hat Single
Sign-On,

FRFM

[ ]
& Bi% & Red Hat Single Sign-On Operator, MIFEZ{E2, 1EZS 1 Red Hat Single
Sign-On Operator,

#£B7E OpenShift Container Platform Z8Z#7 Red Hat Single Sign-On L5 Red Hat
Quay & T SSL/TLS.

IRBER T —MNMERTAHM(CA), FHIFH L{ZF Red Hat Single Sign-On Operator #7
Red Hat Quay Ei&.

it =
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S El Red Hat Single Sign-On Admin Console,

1£ OpenShift Container Platform Web 12#l& & 5% Network — Route,

b.
MTHIFIFRH%EEE Red Hat Single Sign-On TiiH,
c.
1£ Routes & & Red Hat Single Sign-On Admin #§1 &,
2.
HEFEERAREE Red Hat Quay 9 Realm,
3.
B SHmikE Configure 384 THI Clients, ARG Hi Create #2179 Red Hat Quay 71l
#H OIDC,
4,
BMALTGER.
[ ]
& i ID : quay-enterprise
[ ]
E il : openid-connect
[ ]
#8 URL : https://<quay_endpoint>/
5.
Rili Save, XSFHEEME Clients XEMER,
6.
SHEl Access Type F#1%E5¥ Confidential,
7.

1% Valid Redirect URI, EiiR=AEEF URI, %{EN %2 Red Hat Quay
registry e 2FRE %, KiNT /oauth2/redhatsso/callback, 4l :

https://<quay_endpoint>/oauth2/redhatsso/callback

76



% 113y RED HAT QUAY Edi& OIDC

https://<quay_endpoint>/oauth2/redhatsso/callback/attach

https://<quay_endpoint>/oauth2/redhatsso/callback/cli

= Save Fi# AFH) Credentials %i&.,

4l Secret M{H,

11.2.1.1. ¥ Red Hat Quay Operator A& /{8 Red Hat Single Sign-On

{ERALITS B A Red Hat Quay Operator E2i& Red Hat Single Sign-On,

FRFM

[ ]
X Bi%& Red Hat Single Sign-On Operator, MIEE%{5E, ES Red Hat Single
Sign-On Operator,

#£B27E OpenShift Container Platform Z8Z#7 Red Hat Single Sign-On L5 Red Hat
Quay & T SSL/TLS.

IRBER T —MNMERTAHMI(CA), FHIFH LT Red Hat Single Sign-On Operator #7
Red Hat Quay E2i&.

i =
1.
7t A Operators — Installed Operators — Red Hat Quay — Quay Registry — Config
Bundle Secret %% Red Hat Quay config.yaml 3X#. #AJ5, =ili Actions — Edit
Secret, 74, ERILAMEFRMEH config.yaml 3X#,
2.

1£ OpenShift Container Platform config.yaml 3X{#+## Red Hat Quay HiRIMLL TG

Ien -

#...
RHSSO_LOGIN_CONFIG: §)
CLIENT_ID: <client_id> @)
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78

CLIENT_SECRET: <client_secret> 6
OIDC_SERVER: <oidc_server_url> ﬂ
SERVICE_NAME: <service_name> @)
SERVICE_ICON: <service_icon> G
VERIFIED_EMAIL_CLAIM_NAME: <example_email_address> ﬂ
PREFERRED_USERNAME_CLAIM_NAME: <preferred_username> 6
LOGIN_SCOPES: €
- 'openid’
#...

28 OIDC BB XENRE, FEAMHD, MANKBEHZ
AZURE_LOGIN_CONFIG, {B=2#F# AZURE T LUBIEEMNEEERBEHRESEERH
i, M ABC123, B2, UTFHFBAHES : GOOGLE,GITHUB, XL RFh HHTR
HERTFAERE, BREEEEGERANTANH{TRER config.yaml £H.

2]

HHA SRR MY ARFNZE b5 ID, 1 quay-enterprise,

©

quay-enterprise OIDC /i &M Credentials %5 £HM Client Secret.

L4

Red Hat Single Sign-On .52 £ PR E 1% (FQDN), BihN /auth/realms/
Realm &#F. EHIEREQIFIERAIT, B0 https:/sso-
redhat.example.com//auth/realms/<keycloak_realm_name>/,

0

£ Red Hat Quay &% iHEP ERIEFR, Bl Red Hat Single Sign On,
B & KRS EMER. i - /staticimg/RedHat.svg.

FAFSUE A L F R st ik A9 7 BA A R

FAFS0UE A - L F R st ik A9 7S BA B AR
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PATE SR 23X 5 OIDC #ENRERISER, $I#0 openid,

£/ T Red Hat Single Sign-On i OpenShift Container Platform 3ZHEJ3 Red
Hat Quay.

11.3. RED HAT QUAY OIDC ZZMHI\ RS

T 5 o AFI B i 4H S FIBA R4 89 OpenlID Connect (OIDC) S {312 #t18F:, S4B EABR A FAE
Red Hat Quay I —4H AP, XATEER G R Red Hat Quay #1 OIDC A jHFHhfIEME P HE
Xo

11.3.1. 4 Red Hat Quay OIDC FHE/S RS

%4 Red Hat Quay #BE{£F OIDC HHBRIUEEFN, HERAUTHSREARMRS .

B8

DUFRBRATEAYERN OIDC #thfh, 8k, ©#ld T iM% OIDC #tN/#H Red
Hat Quay 2 [A/ZEEHIA RS BIRET R, 4 OIDC SERREHR =T LLASk /S AFIAR,
BiE RSN EmNR.

it =

HEALLT{E S F#H config.yaml 324 :

AUTHENTICATION_TYPE: OIDC
#...
OIDC_LOGIN_CONFIG:
CLIENT_ID: @
CLIENT_SECRET: @
OIDC_SERVER: €)
SERVICE_NAME:
PREFERRED_GROUP_CLAIM_NAME: @
LOGIN_SCOPES: [ 'openid’, '<example_scope>'] G
OIDC_DISABLE_USER_ENDPOINT: false @)
#...
FEATURE_TEAM_SYNCING: true €)
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FEATURE_NONSUPERUSER_TEAM_SYNCING_SETUP: true ©)
FEATURE_UI_V2: true
#...

W%, It Red Hat Quay S:BI3EAR OIDC & /4 ID,

3. It Red Hat Quay £ OIDC &/ ik secret,

WE. AFESHREIER OIDC fRSaattlt, X4 URL FiZ=, *f <
OIDC_SERVER>/.well-known/openid-configuration B GET ik &z Bt N A E S
B, EERE BT FKifi75 (RP)5 OpenlD Connect i L £ X EIEEE, FHIKWMS
I ESANR - A ES - R

W, IEFRIERIARSS BB TR,

. OIDC THEAVMNBHPNEHEH, HhasBXArdBRaKRNES. ks
BAFEBIIERSIM OIDC S RIVAR A KHR{ER, LMEE AT Red Hat Quay.

T, 0 Red Hat Quay 35 OIDC #irdB s SERE, HAaE
‘openid', HAth3E R wIERM,

RAERTHEHM /userinfo lnmm, ME{EMA Azure Entra ID, EFILFE%E N
true, EKIAE N false,

WFE. BEAVFHIAKG MRS ZERNESEHPRS.

Ak, MREA, FEBRAFTLSERARY .
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&EJ5 Red Hat Quay registry.

11.3.2. AHFAES 1% & Red Hat Quay 25

1.
i@t OIDC #tR &K EIfRH Red Hat Quay registry,

2.
£ Red Hat Quay v2 Ul {XZik, i Create Organization,
3.
%i A #1 Organization &%, #l test-org,
4,
=R )i SER
5.
ESHMERS, = Teams #l membership,
6.
= Create new team FHHi A &#, Hlill testteam,
7.
1 Create team FHE O :
a.
Ak, FEEIARINEIFREE,
b.
BRI EFRSREA, RMEBARKG, 0 usert,
C.
TS AK P ARMEILERA. iR 4t 7 R3S ALK P B3£I,
8.
mih Next,
9.
1£ Review and Finish Tim®, BEEFERHNES, F =T Review and Finish,
10.

7 Red Hat Quay OIDC #E/FARIPARY, & =i Teams Hl membership T1HE L/
Enable Directory Sync,
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1.

MNRIEE OIDC k2R 2 Azure Entra ID, SEEAFRNML R, NSIRRERK AL R
ID, FHERMHBEOPKHESR

g

H
[=]

BRI REL,

HAR, AEARYE, 2B THIARIAF G SR,
OIDC AR AN BIER. XB— N AAHBIEF. Quay HHIBABIA B it

12.

¥3; Enable Sync,

13.

R E R Teams #1 membership Ti. HFEE, XAMHPAKRAF S#MER, HESHES
XEEFARM, X, RENSAKFDRRZEAN—EBa.
Tl mE EpRsIRR A AN E RS -

I read-only.

This team is synchronized with a group in OIDC and its user membership is therefore

Hiif; Directory Synchronization Config scala,

=&

~MENBESZRAS K OIDC 4,
14.

M Red Hat Quay registry 334, B4R IESE,

FEAUTR LT REMER usert B MIHBARR G,

B ERIEN Red Hat Quay registry,

AR EIBA B 53 2 7R

= Organizations - test-org — test-team Teams #1 memberships, user1 IFEHE XA
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FERAUTSES@T OIDC #thra MBS usert, SAFIFHM Red Hat Quay _EBYFRA ShffiBR.

PEAER OIDC #tNEEERIEHA.

2.

#EA OIDC #tRifaf Users TlH, 4<DMAFEEMEN TR,
3.

¥ 5 Red Hat Quay XEXMIF 4, #0 usert,
4.

MEEMN S HHRHERF PP HBRZA .
5.

A P BR S ERH 43 Bid U R AU BR.
6.

FEXFEM Red Hat Quay registry,
7.

= Organizations - test-org — test-team Teams #1 memberships. user1 B MiX4HIBA
FtER.
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28 12 & Jy RED HAT QUAY KEci& AWS STS

% Amazon Web Services (AWS)Z 25 &R 55 (STS)M X #55& A T Red Hat Quay #8E, 7
OpenShift Container Platform L£3#f Red Hat Quay, AWS STS 2—** web k%5, AFiEk AWS
Identity and Access Management (IAM)A P 84ilEET, BEERBRAEIE, LUk A FEE U 28 H
FIBIA S, WIhEEXT T Amazon S3 F{EXN REMNEERER, fiF Red Hat Quay fEf STS HHX
5 Amazon S3 #{THARIE, XAILURSEHNEAR LY, HEMBREREIEFZITHBUREEBIERN
Yildl,

OB AWS STS E— %41, =TAIE AWS IAM FIf. AR S3 ff3AE Red Hat Quay
config.yam! X#{hH & S MM BT,

FERLUTS N Red Hat Quay B AWS STS,

12.1. f1EE IAM A

SERAUTSIROIE IAM AP,

Pt

F3x¥l Amazon Web Services (AWS)I%Hl&, B AT Identity and Access
Management (IAM)#ZHl5.,

2.
ESMERKR, 7£ Access management T Users,
3.
= Create User FMALLTFER :
a.
WABMBAF 4, 0 quay-user,
b.
FF BUPRE, 5§ Add user to group,
4.

1£ review and create Tif_L, #i; Create user, EJF#EEEME Users TiM,
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5.
HiHHAF4, 0 quay-user,
6.
SHIA/ A ARN, #I30 arn:aws:iam::123492922789:user/quay-user,
7.
fERE—TimLt, il Security credentials ETIE,
8.
SnE Access keys.
9.
m= Create access key.
10.

1 Access key IESCEH] alternatives TIEA, s Command Line Interface (CLI), A&
whEAE, REHRE"T—F"

1.
A%k, 1E Set description tag - BI3% TEh, A,

12.
= Create access key.

13.
S| HI3+1#1% access key 1 secret access key.

B

XREHH T secret ViMEFIME—ITH], EREMEKRE. BE, &q
LAREES G2 vy (Rl B2 .

14,
= Done,

12.2. fij S3 Afs

HERLUTHEH AWS STS fllE S3 fafa,

FRFM
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[ ]
EEMNET IAM AP, FHEMEUIREHAT secret ViM% H,
Pk
1.
MRL%A, = Dashboard FHA 1AM (L3RR,
2.
ESMEKD, H1 Access management THI Roles,
3.
¥; Create role,
[ ]
= Custom Trust Policy, B©ERT—1aI%HK JSON K&,
T™ER:
{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "Statementi",
"Effect”: "Allow",
"Principal": {},
"Action: "sts:AssumeRole"
}
1
}
4,
£ Principal configuration =FExh, 7in AWS ARN {52. fii :
{

"Version": "2012-10-17",
"Statement": [
{
"Sid": "Statement1"”,
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::123492922789:user/quay-user"
b
"Action: "sts:AssumeRole"
}
]
}

86
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5.
mifi Next,
6.
1£ Add permissions TiHH, EERIEFRKA AmazonS3FullAccess, EHRIZEEIE, ¥
ZSRBEARME] S3 fafa, AB/HTE Next,
7.
1£ Name, review, and create TiE*, BWALLTER :
a.
WA, W example-role,
b.
8.

= Create role #fl, #&f5# A Roles Tifl, £ Role name F, #FfIE# S3 NalH,

12.3. % RED HAT QUAY K& {8 AWS STS

FERU TS ES% % Red Hat Quay config.yaml SCEELU#FH AWS STS,

it

E# Red Hat Quay i config.yaml 3X#, FHEGESUTER :

#...
DISTRIBUTED_STORAGE_CONFIG:
default:
- STSS3Storage

- sts_role_arn: <role_arn> ﬂ
s3_bucket: <s3_bucket_name> 9
storage path: <storage_path> 6
sts_user_access_key: <s3_user_access_key> ﬂ
sts_user_secret_key: <s3_user_secret_key>

Bdi& AWS STS R EMMHE— Amazon FEZAFR(ARN)

2]
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s3 fFiEtmr AR,

BIEMEFiERRER, @E /datastorage,

BiE AWS STS AR AWS S3 A PRI ZE A,

Bl AWS STS B4R AWS S3 A F secret BH.

2.
&3 Red Hat Quay %E,
1.
FRCRGIBR, W busybox, TIFHEEBIEFREE, H :
$ podman tag docker.io/library/busybox <quay-
server.example.coms/<organization_name>/busybox:test
2.
IBITLAT o SR HEE R BB -
I $ podman push <quay-server.example.coms>/<organization_name>/busybox:test
3.
SHEIEIE Red Hat Quay registry — Tags 5 &HEEXEIM Organization, LU UFHEE
=B,
4,
# AFl Amazon Web Services (AWS)iZHl&, HEIERMN s3 =ik,
5.
= s3 FERI AR,
6.

1f Objects Tim L, #if; datastorage/s

88



%5 12 3/ 7y RED HAT QUAY B2i& AWS STS

{f datastorage/ TiE®, MIZBEBILATHIE :

sha256/

1%/

IXEEFRFRORHEERT), 3B AWS STS E#IERRE.
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88 13 & RED HAT QUAY ##J PROMETHEUS #1 GRAFANA 15#x

Red Hat Quay &S EHI LS H Prometheus- fll Grafana &M=, LUMEREREIEMER.

13.1. 27 PROMETHEUS ¥z =2

13.1.1. 37 Red Hat Quay

LA podman run j53) Quay &, 2AFFERRO 9091 :

$ sudo podman run -d --rm -p 80:8080 -p 443:8443 -p 9091:9091\
--name=quay \
-v $QUAY/config:/conf/stack:Z \
-v $QUAY/storage:/datastorage:Z \
registry.redhat.io/quay/quay-rhel8:v3.11.1

BEE, fEPMEAA -

$ curl quay.example.com:9091/metrics

B XRAE Prometheus 1 Grafana LU Quay FHEFETTEENIERS, S8 H Prometheus #l

Grafana i1 Quay,

13.1.2. Red Hat Quay Operator

90

#5%E quay-metrics IRSSEISEEL IP :

$ oc get services -n quay-enterprise

NAME TYPE CLUSTER-IP EXTERNAL-IP PORT(S)

AGE

example-registry-clair-app ClusterlP 172.30.61.161 <none> 80/TCP,8089/TCP
18h

example-registry-clair-postgres ClusterlP 172.30.122.136 <none> 5432/TCP
18h

example-registry-quay-app ClusterlP 172.30.72.79 <none>
443/TCP,80/TCP,8081/TCP,55443/TCP 18h

example-registry-quay-config-editor ClusterlP 172.30.185.61 <none> 80/TCP
18h

example-registry-quay-database ClusterlP 172.30.114.192 <none> 5432/TCP
18h

example-registry-quay-metrics ClusterlP 172.30.37.76 <none> 9091/TCP


https://prometheus.io/
https://access.redhat.com/solutions/3750281

&% 13 = RED HAT QUAY #1f9 PROMETHEUS #1 GRAFANA 15#7

18h
example-registry-quay-redis ClusterlP 172.30.157.248 <none> 6379/TCP
18h

VEEERIERE, FHEM quay-metrics BRSSBIERE IP Mk O mlHEHs -

$ oc debug node/master-0
sh-4.4# curl 172.30.37.76:9091/metrics

# HELP go_gc_duration_seconds A summary of the pause duration of garbage collection
cycles.

# TYPE go_gc_duration_seconds summary

go_gc_duration_seconds{quantile="0"} 4.0447e-05
go_gc_duration_seconds{quantile="0.25"} 6.2203e-05

13.1.3. ¥ Prometheus %i& 7 E R

Prometheus EE—#A R Eij W EEDZTHAE Red Hat Quay S:fl, fEHMBINGED, Xl
1£4 77 DNS £ B+ %A Red Hat Quay SCfIskSEH, ARiRIRHEZ4 Prometheus.

13.1.4. Kubernetes & DNS #idi&

BRI M Kubernetes IRS5ECE 7 5 Prometheus 124t DNS %&H.

13.1.5. FEh4EEHH DNS BB &

SkyDNS A Kubernetes It DNS it KB H AR AR, SkyDNS "JLUE etcd £ Liz
7. #EAILUE eted FiEPARMANMBRER FHEA Red Hat Quay SIS H. SkyDNS S EHIMARE
EIEf], FHERIEH Quay EHilFIk.

13.2. I5FREI

Red Hat Quay 1=t 7 BBITF 5L registry B93E1S, QIEEHM registry EABEIR. LEff. T, hi
i dml e iE= g R

13.2.1. &M registry Giit

HH registry G5t al{57R registry HIR K2,

o1


http://kubernetes.io/docs/user-guide/services/
https://github.com/skynetservices/skydns
https://github.com/coreos/etcd
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{2y ) sk

quay_user_rows BiREPRI AP
quay_robot_rows AR R B8 AT P 8
quay_org_rows HiRE PRI E
quay_repository_rows BRI iR

quay_security_scanning_unscanned_images_remainin KRR L LSIMIEF A GREK
g_total

=1 7R Tl

# HELP quay_user_rows number of users in the database

# TYPE quay_user_rows gauge
quay_user_rows{host="example-registry-quay-app-6df87f7b66-
9tfn6",instance="",job="quay",pid="65",process_name="globalpromstats.py"} 3

# HELP quay_robot_rows number of robot accounts in the database

# TYPE quay_robot_rows gauge
quay_robot_rows{host="example-registry-quay-app-6df87f7b66-
9tfn6",instance="",job="quay",pid="65",process_name="globalpromstats.py"} 2

# HELP quay_org_rows number of organizations in the database

# TYPE quay_org_rows gauge
quay_org_rows{host="example-registry-quay-app-6df87f7b66-
9tfn6",instance="",job="quay",pid="65",process_name="globalpromstats.py"} 2

# HELP quay_repository_rows number of repositories in the database

# TYPE quay_repository_rows gauge
quay_repository_rows{host="example-registry-quay-app-6df87f7b66-
9tfn6",instance="",job="quay",pid="65",process_name="globalpromstats.py"} 4

# HELP quay_security_scanning_unscanned_images_remaining humber of images that are
not scanned by the latest security scanner

# TYPE quay_security_scanning_unscanned_images_remaining gauge
quay_security_scanning_unscanned_images_remaining{host="example-registry-quay-app-
6df87f7b66-9tfn6" ,instance="",job="quay",pid="208",process_name="secscan:application"} 5

13.2.2. AT
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M EIE R HA X Quay ASREE TFIS M ANINER.

R aHR ek

quay_queue_items_available FEEPA TR B £

quay_queue_items_locked EEIZfTHI B #

quay_queue_items_available_unlocked ERFOENTIBE
fePrRbRE

queue_name : PAFIBIEFF, Hiz—:

exportactionlogs : HEAEKRLLFHRERE, X AEKME W HBAFE
., R, Bid TR X RE RS,

namespacegc : BB KB4 Ze(H

WA : BAXFEEBAIAS

repositorygc : ZIWEEL R INERHIBA SIEE A

secscanv4 : ¥ ET Clair V4 B;@EHAIEAS

dockerfilebuild: Quay docker ¥JEEFA 51

Imagestoragereplication : BEZ M EiEH S HIPEEA Blob

chunk_cleanup : FZ/MHBREASI Blob Ex, X{GERAFHELAFGECHE, 0 Swift,

0, queue labelled repositorygc & HFEELIIZBIK worker tRiCHTEEE. MFHE
queue_name $1%54 repositoryge BIIEHT :
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[}
quay_queue_items_locked 2 RilllHl BRI 5L
[}
quay_queue_items_available_unlocked 2 worker F& M EBHMEHEFERE,
febri ol

# HELP quay_queue_items_available number of queue items that have not expired

# TYPE quay_queue_items_available gauge
quay_queue_items_available{host="example-registry-quay-app-6df87f7b66-
9tfn6"instance="",job="quay",pid="63",process_name="exportactionlogsworker.py",queue_n
ame="exportactionlogs"} 0

# HELP quay_queue_items_available_unlocked number of queue items that have not expired
and are not locked

# TYPE quay_queue_items_available_unlocked gauge
quay_queue_items_available_unlocked{host="example-registry-quay-app-6df87f7b66-

9tfn6" instance="",job="quay",pid="63",process_name="exportactionlogsworker.py",queue_n
ame="exportactionlogs"} 0

# HELP quay_queue_items_locked number of queue items that have been acquired

# TYPE quay_queue_items_locked gauge
quay_queue_items_locked{host="example-registry-quay-app-6df87{7b66-
9tfn6"instance="",job="quay",pid="63",process_name="exportactionlogsworker.py",queue_n
ame="exportactionlogs"} 0

13.2.3. ik EBiIsts

X R RMEIR B (ge) P BR S DAEIR. BI1ET gc worker ;IZfTHIRE, LUK EM BRI
22, fFfEMEH Blob HE,

e aHR ek
quay_gc_iterations_total GCWorker FIEREK
quay_gc_namespaces_purged_total NamespaceGCWorker ;EBREI# £ 22 (A3 =
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fEtr RN Uiy
quay_gc_repos_purged_total RepositoryGCWorker 8 NamespaceGCWorker ;5[
BFEERE
quay_gc_storage_blobs_deleted_total HiFRE9 7% Blob #1&
febri ol

# TYPE quay_gc_iterations_created gauge

quay_gc _iterations_created{host="example-registry-quay-app-6df87f7b66-
9tfn6",instance="",job="quay",pid="208",process_name="secscan:application"}
1.6317823190189714e+09

# HELP quay_gc_iterations_total number of iterations by the GCWorker

# TYPE quay_gc_iterations_total counter

quay_gc _iterations_total{host="example-registry-quay-app-6df87{7b66-
9tfn6"instance="",job="quay",pid="208",process_name="secscan:application"} 0

# TYPE quay_gc_namespaces_purged_created gauge
quay_gc_namespaces_purged_created{host="example-registry-quay-app-6df87f7b66-
9tfn6",instance="",job="quay",pid="208",process_name="secscan:application"}
1.6317823190189433e+09

# HELP quay_gc_namespaces_purged_total number of namespaces purged by the
NamespaceGCWorker

# TYPE quay_gc_namespaces_purged_total counter
quay_gc_namespaces_purged_total{host="example-registry-quay-app-6df87f7b66-
9tfn6"instance="",job="quay",pid="208",process_name="secscan:application"} 0

# TYPE quay_gc_repos_purged_created gauge
quay_gc_repos_purged_created{host="example-registry-quay-app-6df87{7b66-
9tfn6",instance="",job="quay",pid="208",process_name="secscan:application"}
1.631782319018925e+09

# HELP quay_gc_repos_purged_total number of repositories purged by the
RepositoryGCWorker or NamespaceGCWorker

# TYPE quay_gc_repos_purged_total counter
quay_gc_repos_purged_total{host="example-registry-quay-app-6df87f7b66-
9tfn6"instance="",job="quay",pid="208",process_name="secscan:application"} 0

# TYPE quay_gc_storage_blobs_deleted_created gauge

quay_gc_storage blobs_deleted_created{host="example-registry-quay-app-6df87f7b66-
9tfn6",instance="",job="quay",pid="208",process_name="secscan:application"}
1.6317823190189059¢e+09
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# HELP quay_gc_storage blobs_deleted_total number of storage blobs deleted

# TYPE quay_gc_storage_blobs_deleted_total counter

quay_gc_storage blobs_deleted_total{host="example-registry-quay-app-6df87f7b66-
9tfn6"instance="",job="quay",pid="208",process_name="secscan:application"} 0

13.2.3.1. 25 LIE5iR

%5 LiFigin S~ EZBI#FER Blob #2(S3. Rados. GoogleCloudStorage. RHOCS), %4
Quay TAIEHTE Blob EZRIfEEANY, XA BIFIHHAIE,

Etra R ek

quay_multipart_uploads_started_total %59 EEEE518 Quay EifHEE

quay_multipart_uploads_completed_total L EEISSRRM Quay FE BRI 2R 31
febrim =Bl

# TYPE quay_multipart_uploads_completed_created gauge
quay_multipart_uploads_completed_created{host="example-registry-quay-app-6df87f7b66-
9tfn6",instance="",job="quay",pid="208",process_name="secscan:application"}
1.6317823308284895e+09

# HELP quay_multipart_uploads_completed_total number of multipart uploads to Quay
storage that completed

# TYPE quay_multipart_uploads_completed_total counter
quay_multipart_uploads_completed_total{host="example-registry-quay-app-6df87f7b66-
9tfn6"instance="",job="quay",pid="208",process_name="secscan:application"} 0

# TYPE quay_multipart_uploads_started_created gauge
quay_multipart_uploads_started_created{host="example-registry-quay-app-6df87{7b66-
9tfn6",instance="",job="quay",pid="208",process_name="secscan:application"}
1.6317823308284352e+09

# HELP quay_multipart_uploads_started_total number of multipart uploads to Quay storage
that started
# TYPE quay_multipart_uploads_started_total counter

96



%5 13 3 RED HAT QUAY H1§ PROMETHEUS #1 GRAFANA f5#7

quay_multipart_uploads_started_total{host=""example-registry-quay-app-6df87f7b66-
9tfn6"instance="",job="quay",pid="208",process_name="secscan:application"} 0

13.2.4. HKHIE (pull)/ R AN IR

BEN S XA BHEAR KBV R.

13.2.4.1. BRBIEY (pull) 52X

R aHR ik
quay_registry_image_pulls_total M registry TEBIHRIREE,
FabrRbRE
°

Y = SR registry P (ROZIA%HN v2)

ref: ref ATFHIEN - 175, BH

status : 1F3KH http :REFS

13.2.4.2. BHEHE (pull) B HIEN (pull)

Eife i Hah
quay_registry_image_pulled_estimated_bytes_total M registry FHEBIZ T3
BrRE
°

i : A registry T (BHZIAZ N v2)

13.2.4.3. Bi&HEE BB
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B HR ek
quay_registry_image_pushes_total M registry EfZHIERIREE,
(=1 I T
°

il - R registry Pl (BIZIAZ N v2)

pstatus : iFHKHE http 3RO

pmedia_type : _E{EpERRR

13.2.4.4. HENE&FET

A HR ik
quay_registry_image_pushed_bytes_total EEB registry B9F T 8K
febrimt =Bl

# HELP quay_registry_image_pushed_bytes_total number of bytes pushed to the registry
# TYPE quay_registry_image_pushed_bytes_total counter
quay_registry_image_pushed_bytes_total{host="example-registry-quay-app-6df87f7b66-
9tfn6"instance="",job="quay",pid="221",process_name="registry:application"} 0

13.2.5. B UEERR

SHORIHEIMRS S HRIEHERE, 12 type tric, UKERERI, HiM, iEreT AT RERKE
EX S EUEHER,

{2y i) 23U

quay_authentication_attempts_total B registry 1 APl B9 B350 E 2250k EH
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=L 7Y A%

auth_kind : {8 auth k8, aiF:

- % N: )

oauth

credentials

BEh : true = false

=1 7% Tl

# TYPE quay_authentication_attempts_created gauge
quay_authentication_attempts_created{auth_kind="basic",host="example-registry-quay-app-
6df87f7b66-
9tfn6",instance="",job="quay",pid="221",process_name="registry:application",success="True
"} 1.6317843039374158e+09

# HELP quay_authentication_attempts_total number of authentication attempts across the
registry and API

# TYPE quay_authentication_attempts_total counter
quay_authentication_attempts_total{auth_kind="basic",host="example-registry-quay-app-
6df87f7b66-
9tfn6",instance="",job="quay",pid="221",process_name="registry:application",success="True
"2
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8 14 3 RED HAT QUAY Bl e B #l5i ik

{5/ Red Hat Quay, FF eIl B A EREEBCHIBR Bk 5 FMHFEH TS registry 18K,
£ Red Hat Quay Al P IMEHF AU TIhREREB HIMEN B ERH -

RS - BT IThEE, BRAPTUREREMAHANERER. 74, AP AILURERS
ECHIHS B ESH#E.

BOAIEER - AT IThaE, BEMA/ oL Red Hat Quay f & UEHIER &, HRERESA
A REAENEEERADIHEBENEE. SERER LR EEEERA DR E R BRBIN
HEEE registry,

XLEThEE—i2 /81 Red Hat Quay registry BRSSP E & LRSS F5I T FF 2 R BRI SR TS,

14.1. BFIEERPRHI

ECAIE T aI BV Y BTRUHFE. REHIEEN— P REZ2 TR HXSERO T RERE, SBUTEEN
HEXR KRB EN—ERS . MBRBEIMER, ERBETERES.

RATFERCHR/NEUR T AR BRI -

X 14.1. worker i8R E

e Description

Postgres 8388608 TB
MySQL 8388608 TB
SQL Server 16777216 TB

14.2. RED HAT QUAY 3.9 s E

MREFAZ S Red Hat Quay 3.9, HEiEHEERMEREINGE. XZENTE Red Hat Quay 3.9
i, ITEARARRE. Hit, Red Hat Quay 3.9 Z A EHAEEM. £ Red Hat Quay 3.9 HEcE R
ERARMAE, HEUTRIPIEHANS.
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X2EFH2%E Red Hat Quay 3.9 J5 4752 B9 — NI ElTHEL,

. EHMMRESEEESAFPR, 2R AP A1 ERE,
{Bf&3C;AEA Red Hat Quay Ul EACiE A/ A4, HwasifER AP,

14.2.1. %% A : 83 5% QUOTA_TOTAL_DELAY Zh#gfric, 4 Red Hat Quay 3.9 EdERCHIEE

W1 % QUOTA_TOTAL_DELAY Ihaetnic, EALLTHESEHTTHE Red Hat Quay 3.9 BFIEHE,

Wit EFITERW, SEERN 0.00 KB, EF QUOTA_TOTAL_DELAY #EMNS
B a1k,

E274%:3 Red Hat Quay 3.9,

LGB AP 8135 xEl Red Hat Quay 3.9,

{HEALLTF config.yaml iX&&E Red Hat Quay 3.9 :

FEATURE_QUOTA_MANAGEMENT: true
FEATURE_GARBAGE_COLLECTION: true
PERMANENTLY_DELETE_TAGS: true
QUOTA_TOTAL_DELAY_SECONDS: 1800 )
RESET_CHILD_MANIFEST_EXPIRATION: true

1)
QUOTA_TOTAL_DELAY_SECONDS #R&2iAJ7 1800 #3% 30 48, iXfiF Red
Hat Quay 3.9 ERCEIE R IhEE A 1T EHEX IS Blob MIEHFERINIIERE, FIbinE
BFEABRBREFIRRSBUTENR ; I HIZEN—1 KT Red Hat Quay ZBE/S K
e, 1800 R#EEMRE, {BS3INTHKXTF 30 2#PH0KBIERE ol sk 5B BB a8t
1800,
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S4in %l Red Hat Quay Ul, B =IEMHLIEZTR.

M B9 ECHENN 0.00 KB, 1h4F, 1R H#F1E Backfill Queued 5%,

ELECHETE (HIEN 30 980 &, RIFHEM Red Hat Quay ZBE il @R B EHEHLF,
IifE, Mi%£ 57 Total Quota Consumed.

14.2.2. %75 B : @i+ QUOTA_TOTAL_DELAY_ SECONDS i%i& 0 3% Red Hat Quay 3.9 A2 BAC
T

FEALTHE, #3f¥ QUOTA_TOTAL_DELAY_SECONDS i%i&J 0 3kE#H 115 Red Hat Quay
3.9 e,

AR B b TR TR, BRESNFABER, X4 Red Hat Quay #BER
FEATURE_QUOTA_MANAGEMENT %M false &Uh true i, EFERAUTSE, X%

AP BILE xref:
SoREH
[}
=2 74:3] Red Hat Quay 3.9,
[}
LGB AP 513853 Red Hat Quay 3.9,
i =

{#RALLTF config.yaml % &%8E Red Hat Quay 3.9 :

FEATURE_GARBAGE_COLLECTION: true
FEATURE_QUOTA_MANAGEMENT: true
QUOTA_BACKFILL: false
QUOTA_TOTAL_DELAY_SECONDS: 0
PERMANENTLY_DELETE_TAGS: true
RESET_CHILD_MANIFEST_EXPIRATION: true
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2.

1%l Red Hat Quay Ul, B RIEMHLIEZTR.
3.

M S EREEA Y 0.00 KB,
4.

EHEE Red Hat Quay, FIF QUOTA_BACKEFILL #r#&i% N true, 10 :

I QUOTA_BACKEFILL: true

k

N
p o
;

il

NBEEFRAEITESRERARSETE, Red Hat Quay &FFiX e SBURC N
stale, MREFFRBREH S ARGEEIIEE, NEHE worker REF X LM
22 Al 1 e

14.3. illif, RED HAT QUAY 3.9 MEEiE IR

77 Red Hat Quay 3.9 e EECHIER G, SHEGNERTTEECELSBP—X.

FRAUTS BN duplicative Hit&k Rt ERIEMERITT—X,

FoRFMH

#XB5 Red Hat Quay 3.9 &di& T ECHIEHE,

it =

BALL T S HRECRAIES , 20 iwl:18.04 :
I $ podman pull ubuntu:18.04
WAL TR SIRCR—S&RPIR -

$ podman tag docker.io/library/ubuntu:18.04 quay-server.example.com/quota-
test/ubuntu:tag1
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$ podman tag docker.io/library/ubuntu:18.04 quay-server.example.com/quota-
test/ubuntu:tag2

RBALUT tp SR B BHEHEX BIB9S

I $ podman push --tls-verify=false quay-server.example.com/quota-test/ubuntu:tag1

I $ podman push --tls-verify=false quay-server.example.com/quota-test/ubuntu:tag2

1f Red Hat Quay Ul £, 5fiEl Organization, H*.; Repository Name, flill quota-
test/ubuntu, AfE, Hii i75. NUBERINEMERS tagl l tag2, FEEAFHEHBENEH.

@ RED HAT QUAY EXPLORE  REPOSITORIES ~ TUTORIAL currentul () Newu! +- ‘ quayad.
€ Repositories § Organization &, quota-test / ubuntu ¥
0 Repository Tags Expanded | Show Signatures
» 1-20f2
ThG LASTMODIFIED | si7¢
9 tag2 6 minutes ago 26.6 MB
tagl 7 minutes ago 26.6 M8
Wil

B2, @it Hd; Organization 3, “LLEE Total Quota Consumed 77 27.94 MB, X&
k& Ubuntu Sif&{UE—REIE :

@RED HAT QUAY  EXPLORE  REPOSITORIES ~ TUTORIAL currentul () Newu +- -4 quayad...

Q quota-test + Create New Repository

Repositories

Total Quota Consumed: 27.94 MB

1-1of1

RY NAME LAST MODIFIED QUOTA CONSUMED AcTivVITY | STAR

Today at 3:51 PM 27.04M8

0 E &

8
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MNREMERE P —4 Ubuntu #7%5, NI S84 Consumed #RIFAFZE,

RN Red Hat Quay I AIHLERECE I KT 08, MRAEXELRE R
& ¥ R & ERE, MREMRKAMER, HZH Red Hat Quay 3.9 Hzk AfH
BRELER IR,

14.4. FEEIAECHT

ZiEENATFEMEMNA P NRESCEEBRIAFERS, EalLER
DEFAULT_SYSTEM_REJECT _QUOTA BYTES R&E#Hi,

MREWIIH A EEE T RENRS, REMERBIRCH, NRISCHIERARSINNMA (NREX
ET) . B, MRENAEHAIRET FENRH, AREURICEHNENES, NEHFIRESE
RO BN E S AR ERNRE,

3% DEFAULT SYSTEM REJECT QUOTA_BYTES HitMEZEL,

14.5. £ RED HAT QUAY Ul d &7 fe 4l

LUF it T i i S i H 3 B AL A7 A RO B BR Bl

SeRFMH
[ ]
Red Hat Quay registry,
[ ]
BERAFKS,
[ ]
A RBHTE iR R AR BIFT R,
AR
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106

BIEFIASEE T UAHS, &), XBEERS, 0 Organization Settings L&

o LER :

D

Organization Settings

Namespace: testorg
Se%
[ )
Avatar:
1
Delete
R Begin deletion
? organization:

Time Machine: 14 days

E

Save Expiration Time

Quota
Management:

0

Proxy Cache: Remote Registry:

8

Remote Registry Username:

Remote Registry Password:

LUBR AP 813 E % registry, B5El Super User Admin Panel _£# Manage
Organizations Wik, mRifiEEHHOIBEFMFESRHEHIIN Options ElFF :

Red Hat Quay Management

Organizations

NAME | QUOTA CONSUMED

testorg

i Configure Quota, B A#NaHECET, FiliN 10 MB,

1-10f1

Filter Organizations..

&

< Rename Organization
% Delete Organization
% Take Ownership

%+ Configure Quota

RI5 = Apply #l Close :
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>

Manage Organization Quota for testorg

Set storage quota: 10

Note: No quota policy defined. Users will be ab

Apply Close

xceed the storage quota set above.

K& EBS A A EHRE Manage Organizations iEFiFHEFE5R 0 (10 MB) :

Organizations

;:_i 1-10f1 Filter Organizations...
NAME | QUOTA CONSUMED
Q testorg 0 of 10 MB o)
A\
FITSHFERBCHIE S th e B4 Organization SIEA A :
MeaHFERECH
T testorg + Create New Repository
8 Repositories
Total Quota Consumed: (0%) 0 of 10 MB
:&: 0-00f0 Filter Repositories...
This namespace doesn't have any viewable repositories.

é Either no repositories exist yet or you may not have permission to view any. If you have permission, try creating a new repository.

S

v

ERERGIRINE 100MB, i SAEES A ik LA Manage Organizations £k, Hi;
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Options EltR, % Configure Quota, fFESEII%E 100 MB, = Apply, AR5 Close :

Manage Organization Quota for testorg

MB v

O

Set storage quota: 100

Action Quota Threshold

Reject v 100 <+ Add Limit

Quota Policy:

BALLT s SRR BB -

I $ podman pull ubuntu:18.04

AL T e Shric BB -

$ podman tag docker.io/library/ubuntu:18.04 example-registry-quay-quay-
enterprise.apps.docs.gcp.quaydev.org/testorg/ubuntu:18.04

BALLUT tp SR B SHEHEX RIS

$ podman push --tls-verify=false example-registry-quay-quay-
enterprise.apps.docs.gcp.quaydev.org/testorg/ubuntu:18.04

EBEAFERY, 2EREMHRERERHT
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12.

13.

2 B B

2

Organization Tl & /R B {5 F BB RRY G B -

Organizations

NAME | QUOTA CONSUMED

testorg 27 MB (26.86%) of 100 MB

B BHREE AR BT

D

e

T testorg
Repositories
Total Quota Consumed: 27 MB (27%) of 100 MB
REPOSITORY NAME LAST MODIFIED STATE
testorg / Ubuntu Today at 2:12 PM Normal

BALL T ap S HANE = P& -

$ podman pull nginx

AL T SIRCB = &k

$ podman tag docker.io/library/nginx example-registry-quay-quay-

%5 14 3 RED HAT QUAY BeZR TR A5 48

1-10f1

1-10f1

QUOTA CONSUMED

27 MB (27%)

enterprise.apps.docs.gcp.quaydev.org/testorg/nginx

RALUT RSB N EGHEERINM -

$ podman push --tls-verify=false example-registry-quay-quay-
enterprise.apps.docs.gcp.quaydev.org/testorg/nginx

=14

Filter Organizations.

+ Create New Repository

Filter Repositories...

ACTIVITY | STAR
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14.
Organization Tl & /RiZHE R8N 1 A 3 A A ER B 5L B -
B O G AR S BB
T testorg + Create New Repository
5 Repositories
Total Quota Consumed: 83 MB (83%) of 100 MB
%‘ 1-20f2 Filter Repositories.
REPOSITORY NAME LAST MODIFIED STATE QUOTA CONSUMED ACTIVITY | SThR
1
g testorg / ubuntu Today at 2:12 PM Normal 27 MB (27%)
testorg / NGiNX Today at 2:31 PM Normal 56 MB (56%)
S
[ V]
||I|
15.
BIRE 7644 FTZE R -

MBLAFAERS, S#iF Manage Organizations %+, #diHlf8 Options EHR, &
[§1%# Configure Quota, 7 Quota Policy #B4, 1§ Action XEXiEN Reject, ¥ Quota
Threshold #%&77 80 35t Add Limit :

Manage Organization Quota for testorg

Set storage quota: 100 MB w

Action Quota Threshold

Reject A 80| e + Add Limit
Mote: No quota policy defined. Users will be able to exceed the storage quota set above.

Remove Close

Quota Policy:

16.
B0 Z24BRE, 5% Warning #69 Action 28!, ¥ Quota Threshold i%i& 7 70, &
5= Add Limit :

110
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Manage Organization Quota for testorg

Set storage quota: 100 MB

Action Quota Threshold

Quota Policy:
"
70 = =+ Add Limit

<

<

Warning

17.
MBI HE O RN Close, iXLEFRFITIE Organization TIHEM Settings LT EHhEE,
{BREE G -

T testorg + Create New Repository

[D

Organization Settings

Namespace: testorg

Organization names cannot be changed once set.

(]

Avatar:
1
g Avatar is generated based off the organization's name.
Delete
R Begin deletion
E— organization:
—_—

Time Machine: 14 days -

The amount of time, after a tag is deleted, that the tag is accessible in time machine before being garbage collected

E

Save Expiration Time

Quota
Management: Set storage quota: 100 MB -

Action Quota Threshold

8

Quota Policy:
Reject v 80

Warning v 70

18.
HEkHE T IR LA BRI B R -

BT reject FR#I(80%) B RENE T HAIfFEEKNN~83%), R T—MHXNEREES)
BAE,

m
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12

BB AUR B

$ podman pull ubuntu:20.04

$ podman tag docker.io/library/ubuntu:20.04 example-registry-quay-quay-
enterprise.apps.docs.gcp.quaydev.org/testorg/ubuntu:20.04

$ podman push --tls-verify=false example-registry-quay-quay-
enterprise.apps.docs.gcp.quaydev.org/testorg/ubuntu:20.04

i Be AT A% Bl

Getting image source signatures

Copying blob d4dfaa212623 [ ] 8.0b / 3.5KiB
Copying blob cba97cc5811c [ ]18.0b / 15.0KiB
Copying blob 0c78fac124da [ 18.0b/71.8MiB

WARNI[0002] failed, retrying in 1s ... (1/3). Error: Error writing blob: Error initiating
layer upload to /v2/testorg/ubuntu/blobs/uploads/ in example-registry-quay-quay-
enterprise.apps.docs.gcp.quaydev.org: denied: Quota has been exceeded on

hamespace
Getting image source signatures

Copying blob d4dfaa212623 [ ] 8.0b / 3.5KiB
Copying blob cba97cc5811c¢ [ 1 8.0b / 15.0KiB
Copying blob 0c78fac124da [ 18.0b/71.8MiB

WARNI[0005] failed, retrying in 1s ... (2/3). Error: Error writing blob: Error initiating
layer upload to /v2/testorg/ubuntu/blobs/uploads/ in example-registry-quay-quay-
enterprise.apps.docs.gcp.quaydev.org: denied: Quota has been exceeded on

hamespace
Getting image source signatures

Copying blob d4dfaa212623 [ ] 8.0b / 3.5KiB
Copying blob cba97cc5811c [ ]18.0b / 15.0KiB
Copying blob 0c78fac124da [ 18.0b/71.8MiB

WARNI[0009] failed, retrying in 1s ... (3/3). Error: Error writing blob: Error initiating
layer upload to /v2/testorg/ubuntu/blobs/uploads/ in example-registry-quay-quay-
enterprise.apps.docs.gcp.quaydev.org: denied: Quota has been exceeded on

nhamespace
Getting image source signatures

Copying blob d4dfaa212623 [ ] 8.0b / 3.5KiB
Copying blob cba97cc5811c¢ [ 1 8.0b / 15.0KiB
Copying blob 0c78fac124da [ 18.0b/71.8MiB

Error: Error writing blob: Error initiating layer upload to
/v2/testorg/ubuntu/blobs/uploads/ in example-registry-quay-quay-
enterprise.apps.docs.gcp.quaydev.org: denied: Quota has been exceeded on
nhamespace
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19.
H RGN, 27 Ul hErEn :

[EIBTERA

Notifications 3 x

testorg quota has been exceeded

Dismiss Notification

May 5, 2022 4:01:12 PM

testorg quota has been exceeded
Dismiss Notification

May 5, 2022 4:01:12 PM

testorg quota has been exceeded
Dismiss Notification

May 5, 2022 4:01:12 PM

14.6. £/ RED HAT QUAY API BT Ed%i

BURBIBNMEN, ©ARSMNARK, {#H /api/vi/organization/{organization}/quota ik :

aN e

$ curl -k -X GET -H "Authorization: Bearer <token>" -H 'Content-Type: application/json

https://example-registry-quay-quay-
enterprise.apps.docs.gcp.quaydev.org/api/vi/organization/testorg/quota | jq

13
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i

| o

14.6.1. & EHRCER

NG ERS, HS8IE POST Bl /api/vi/organization/{orgname}/quota endpoint: .Sample
Be

$ curl -k -X POST -H "Authorization: Bearer <token>" -H 'Content-Type: application/json’ -d
"{"limit_bytes": 10485760} https:/example-registry-quay-quay-
enterprise.apps.docs.quayteam.org/api/vi/organization/testorg/quota | jq

ik

I "Created"

14.6.2. EEACH

EAENAMNES, GET HBdEkA /api/vi/organization/{orgname}/quota ¥iss :

wPleeH

$ curl -k -X GET -H "Authorization: Bearer <token>" -H 'Content-Type: application/json
https://example-registry-quay-quay-
enterprise.apps.docs.gcp.quaydev.org/api/vi/organization/testorg/quota | jq

i

14
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[
{
"id": 1,
"limit_bytes": 10485760,
"default_config": false,
"limits": [],
"default_config_exists": false

14.6.3. EEXBCH

ERSINARH, EXANEFR, tscfidhM 10 MB 25 100 MB, PUT EiERI
/api/v1/organization/{orgname}/quota/{quota_id} %= :

wPleeH

$ curl -k -X PUT -H "Authorization: Bearer <token>" -H 'Content-Type: application/json’ -d
"{"limit_bytes": 104857600} https:/example-registry-quay-quay-
enterprise.apps.docs.gcp.quaydev.org/api/vi/organization/testorg/quota/1 | jq

i

{
"id": 1,
"limit_bytes": 104857600,
"default_config": false,
"limits": [],
"default_config_exists": false

}

14.6.4. HEEEIR
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BEERERRENEE, SRSMHEEHEXTINM,

14.6.4.1. Pushing ubuntu:18.04
MES1TH ubuntu:18.04 HEXRIHLK -

wPles

$ podman pull ubuntu:18.04

$ podman tag docker.io/library/ubuntu:18.04 example-registry-quay-quay-
enterprise.apps.docs.gcp.quaydev.org/testorg/ubuntu:18.04

$ podman push --tls-verify=false example-registry-quay-quay-
enterprise.apps.docs.gcp.quaydev.org/testorg/ubuntu:18.04

14.6.4.2. (£ AP ZEERHIFEAER
EBEEHFENE, GET BUIEER /api/vi/repository s :
wphles
$ curl -k -X GET -H "Authorization: Bearer <token>" -H 'Content-Type: application/json’

'https://example-registry-quay-quay-enterprise.apps.docs.gcp-quaydev.org/api/vi/repository?
last_modified=true&namespace=testorg&popularity=true&public=true' | jq

i

{

"repositories": [

{ "

"namespace': "testorg",

16
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"name": "ubuntu”,

"description: null,

"is_public": false,

"kind": "image",

"state": "NORMAL",

"quota_report™: {
"quota_bytes'": 27959066,
"configured_quota": 104857600

b

"last_modified": 1651225630,

"popularity”: 0,

"is_starred": false

14.6.4.3. HEE 5 — &

1.
RIER. PREMHEESE AR, 20 nginx :

AN e

$ podman pull nginx

$ podman tag docker.io/library/nginx example-registry-quay-quay-
enterprise.apps.docs.gcp.quaydev.org/testorg/nginx

$ podman push --tls-verify=false example-registry-quay-quay-
enterprise.apps.docs.gcp.quaydev.org/testorg/nginx

EEENPEMEENRGIRY, EEEHA /api/vi/repository s :

wPleeH

$ curl -k -X GET -H "Authorization: Bearer <token>" -H 'Content-Type: application/json’
'https://example-registry-quay-quay-
enterprise.apps.docs.gcp-quaydev.org/api/vi/repository?
last_modified=true&namespace=testorg&popularity=true&public=true'

17
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ik

{
"repositories": [
{
"namespace': "testorg",
"name": "ubuntu”,
"description: null,
"is_public": false,
"kind": "image",
"state": "NORMAL",
"quota_report™: {
"quota_bytes'": 27959066,
"configured_quota": 104857600
b
"last_modified": 1651225630,
"popularity”: 0,
"is_starred": false
13
{

"namespace': "testorg",

"name': "nginx",

"description: null,

"is_public": false,

"kind": "image",

"state": "NORMAL",

"quota_report™: {
"quota_bytes'": 59231659,
"configured_quota": 104857600

b

"last_modified": 1651229507,

"popularity™: 0,

"is_starred": false

}
]
}

EHEENIFEEDMESIS R, 15 /api/vi/organization/{orgname} #s :

wPleeH

18
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$ curl -k -X GET -H "Authorization: Bearer <token>" -H 'Content-Type: application/json’
'https://example-registry-quay-quay-
enterprise.apps.docs.gcp.quaydev.org/api/vi/organization/testorg’ | jq

i

{

"name': "testorg",

"quotas": [
{
"id™: 1,
"limit_bytes": 104857600,
"limits": []
}
I
"quota_report™: {
"quota_bytes'": 87190725,
"configured_quota": 104857600

}
}

14.6.5. {5 FARCHIBR IR 40 HExk

MR GHEHEXET E L HEEHRE, NaHIRHERE -

NFRRE tEE, AFRBEER,

NFERE sbE2E, HXRHRELIE,

14.6.5.1. WiB IR HIZ &SR

BiXB BLAMZES R, ES8UE POST 3
/api/v1/organization/{orgname}/quota/{quota_id}/limit %= :

reject limit & 5741

19
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$ curl -k -X POST -H "Authorization: Bearer <token>" -H 'Content-Type: application/json’ -d
'{"type":"Reject","threshold_percent":80}' htips:/example-registry-quay-quay-
enterprise.apps.docs.gcp.quaydev.org/api/vi/organization/testorg/quota/1/limit

ZER T

$ curl -k -X POST -H "Authorization: Bearer <token>" -H 'Content-Type: application/json’ -d
'{"type":"Warning","threshold_percent":50}' https://example-registry-quay-quay-
enterprise.apps.docs.gcp.quaydev.org/api/vi/organization/testorg/quota/1/limit

14.6.5.2. ZEIELHTEL RS

EEE IBAAIZL RE, &#H /api/vi/organization/{forgname}/quota ¥4 :

EHICHIRE

$ curl -k -X GET -H "Authorization: Bearer <token>" -H 'Content-Type: application/json’
https://example-registry-quay-quay-
enterprise.apps.docs.gcp.quaydev.org/api/vi/organization/testorg/quota | jq

ECHIR B9 50 B

[
{
"id": 1,
"limit_bytes": 104857600,
"default_config": false,
"limits": [

{

120
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"id": 2,
"type": "Warning",
"limit_percent": 50
4
{
"id": 1,
"type": "Reject”,
"limit_percent": 80
}
I

"default_config_exists": false

}
1

14.6.5.3. i 1L BRHIN HE G55

TEXBIH, FEZERFY(80%) Bk IE N 2 Fite t#/E X (~83%), BUL F— 1T HEREI#HIEL,

M BT IFT PIGRIEZX TG -

BRI )

$ podman pull ubuntu:20.04

$ podman tag docker.io/library/ubuntu:20.04 example-registry-quay-quay-
enterprise.apps.docs.gcp.quaydev.org/testorg/ubuntu:20.04

$ podman push --tis-verify=false example-registry-quay-quay-
enterprise.apps.docs.gcp.quaydev.org/testorg/ubuntu:20.04

BB B9k 6

Getting image source signatures

Copying blob d4dfaa212623 [- -] 8.0b / 3.5KiB
Copying blob cba97cc5811c [ -] 8.0b / 15.0KiB
Copying blob 0c78fac124da [ -] 8.0b / 71.8MiB

WARNJ[0002] failed, retrying in 1s ... (1/3). Error: Error writing blob: Error initiating layer
upload to /v2/testorg/ubuntu/blobs/uploads/ in example-registry-quay-quay-
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enterprise.apps.docs.gcp.quaydev.org: denied: Quota has been exceeded on namespace
Getting image source signatures

Copying blob d4dfaa212623 [- -] 8.0b / 3.5KiB
Copying blob cba97cc5811c [ -] 8.0b / 15.0KiB
Copying blob 0c78fac124da [ -] 8.0b / 71.8MiB

WARNJ[0005] failed, retrying in 1s ... (2/3). Error: Error writing blob: Error initiating layer
upload to /v2/testorg/ubuntu/blobs/uploads/ in example-registry-quay-quay-
enterprise.apps.docs.gcp.quaydev.org: denied: Quota has been exceeded on namespace
Getting image source signatures

Copying blob d4dfaa212623 [- -] 8.0b / 3.5KiB
Copying blob cba97cc5811c [ -] 8.0b / 15.0KiB
Copying blob 0c78fac124da [ -] 8.0b / 71.8MiB

WARNJ[0009] failed, retrying in 1s ... (3/3). Error: Error writing blob: Error initiating layer
upload to /v2/testorg/ubuntu/blobs/uploads/ in example-registry-quay-quay-
enterprise.apps.docs.gcp.quaydev.org: denied: Quota has been exceeded on namespace
Getting image source signatures

Copying blob d4dfaa212623 [- -] 8.0b / 3.5KiB
Copying blob cba97cc5811c [ -] 8.0b / 15.0KiB
Copying blob 0c78fac124da [ -] 8.0b / 71.8MiB

Error: Error writing blob: Error initiating layer upload to /v2/testorg/ubuntu/blobs/uploads/ in
example-registry-quay-quay-enterprise.apps.docs.gcp.quaydev.org: denied: Quota has been
exceeded on namespace

14.6.5.4. &1 BR#IBIE AT

BRI, 2HIEA :

ECREA]

122



25 14 3 RED HAT QUAY B e 1 fos B b

Notifications 3 x

testorg quota has been exceeded
Dismiss Notification

May 5, 2022 4:01:12 PM

testorg quota has been exceeded
Dismiss Notification

May 5, 2022 4:01:12 PM

testorg quota has been exceeded
Dismiss Notification

May 5, 2022 4:01:12 PM

14.7. i1 5 RED HAT QUAY 3.9 #1 REGISTRY B9,& A/

G LL A XS registry 89551 B 1T 5,

i

KPR E T, 115 registry il EHiE/FEFER, ZiEEEH,

SERFLF
[
ZEBHJE Red Hat Quay 3.9,
[

Ll Red Hat Quay B 84 & R,

e

#F Red Hat Quay Ul &1, =489 username —~ Super User Admin Panel,
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2.
ES BB, i1 Manage Organizations,
3.
£5 Calculate, #if; Total Registry Size: 0.00 KB, Updated: Never , Calculation
required, /5, HTHE,
4,

I e, #RIE registry BIAN, BIFTUE. PE1E, MifH Total Registry Size, V4 :

@ RED HAT QUAY  EXPLORE  REPOSITORIES  TUTORIAL currentui () Newul +- 4 quayad

Red Hat Quay Management

- N
Organizations Total Registry Size: 30.59 MB, Updated: 6/1/2023 3:01:07 PM
i_z_i 1-1of1
.....
Q¢ quota-test 27.94MB &
N
il

14.8. KX MR E &R IR 7S

HRLEIGRTF, B el BN BN B GR I, BT LR F IR iR brsss

gz

LUF A RE L, 1 EE RS,

14.8.1. f&/H Red Hat Quay v2 Ul XX IR R 75

LT #4287 Red Hat Quay v2 Ul kX R 558 F5%,

SERF
[
B 1E config.yaml X{£41f% FEATURE_UI_V2 #i&EX true,
A
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£ config.yaml 3#Eed, #{R#F PERMANENTLY DELETE_TAGS #7
RESET_CHILD_MANIFEST_EXPIRATION Z#i%i&E % true, HI4] :

PERMANENTLY _DELETE_TAGS: true
RESET_CHILD_MANIFEST_EXPIRATION: true

EFRE G, #id7 Repositories,
I REERE#, BI#0 quayadmin/busybox,
R E N ERAGEE B Er S AE, BV test,

7 Actions — Permanently Delete,

BZ

AR IFBARAEY, T,

14.8.2. {#ff Red Hat Quay 1545 Ul XX bR EE &R Er5

LT 258 Red Hat Quay legacy Ul X X IR 55

TR

7£ config.yaml 3tEed, #{R#% PERMANENTLY DELETE_TAGS #7
RESET_CHILD_MANIFEST_EXPIRATION Z#i%i&E % true, HI4] :

PERMANENTLY _DELETE_TAGS: true
RESET_CHILD_MANIFEST_EXPIRATION: true

7£ Red Hat Quay Ul _£, £% Repositories L& &5 EMBRBIEG RSB IEE R, A
quayadmin/busybox,

EFMEEH, = Tags.
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4
P ENERAG o S FHE, BIA test,
5.
&1 Actions THi¥4, FitfF Delete Tags — Delete Tag.
6.
EFHEEH, i Tag History,
7.
TEWRRBGER 55/, BI4 test, #:17 Permanently Delete 255 T8 Delete test, #I
u :
KAMER G s

@ RED HAT QUAY EXPLORE  REPOSITORIE! TUTORIAL + - ‘ quayad.

 Repositories § Account &, quayadmin /busybox ¢

0 Tag History

[ show Future

9 e
test war Mon, May 22,2023 444 PM  Restore to Swazss crisofsciats Delete test swazss cr16919c1315@
il s i 2 y

AR IFBARAEY, T,
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% 15 3 RED HAT QUAY AUTO-PRUNING ##h

% 15 2 RED HAT QUAY AUTO-PRUNING #E

Red Hat Quay &2 7 5] LIX i & ZE [ RIEF 1515 1K 1B B 51is {70, ILDEER THRIEIS ER A o £ 52
e B SR B R b s Z7 1 /%, X ATl Red Hat Quay #lLI4AT B2 11 B 5N B R A 1L 7 14 BC Al
Tc

i, 5007 F 1%l -

BIrEREE R, N FULERS, 2Lhrtrs HEEIATFElrsHEN, RIABINZERHOIE
BN, EEABREEghrE 8 Ik,

‘OB AT RS, X FULFEN, (FIREELSEN FEECIZ AR (4
10 X) ZBFF#%MER.

fetr % E 51, ENHA Red Hat Quay FfIHBLEFEERT 1], ZEtnss#lERE, #res el LATEREL,
RIBIKET 1, BERENZEEIL RIT IFR R FEBI K E, WMFEEZEE, 15Z 4 Red Hat Quay £/4¢/0]
WO

Fi A HBEH 1 0 A ZEIH 7 15/ F BCiE — 1 Rl X BT LUET Red Hat Quay v2 Ul 526, 1881 LUEx
R 1TSREN(CLIEH API i sh ik iE 0K,

15.1. B5E{THIE AR AERIBR

LUFSE AR HIBRF:Z HF auto-pruning ZJEE :

#&/H Red Hat Quay 1% Ul I/ T4 REFILIIEE, ZwiAifErd v2 Ul BI#. BEHEHEE
ﬁ% o

H%E7F FOR UPDATE SKIP LOCKED SQL 4 HIHIEE F 15 E 55517,

15.2. f#/H RED HAT QUAY Ul &2 g3z 177 05

auto-pruning ZE#s{#E/H Red Hat Quay v2 Ul /&, Xa/LIZEACiE Red Hat Quay config.yaml XX f#
IE5ERE, LUS B 5afTEEER v2 Ul,
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X

&/ Red Hat Quay %45 Ul I & AL ZhEE,

15.2.1. A& Red Hat Quay auto-pruning ZjBE

EHLUT 42/ E Red Hat Quay config.yaml X #£3¥/5 / auto-pruning ZHEE,

SEREM
[
H#B1E config.yaml X{##f% FEATURE_UI_V2 Zi& true,
Ak
[
1£ Red Hat Quay config.yaml X {#H, FM#IKE FEATURE_AUTO_PRUNE *IZZ%&E %
True, B4 :
#...
FEATURE_AUTO_PRUNE: true
#...

15.2.2. {&fH Red Hat Quay v2 Ul Jyep £ 22/ B2 B 5/ 5 B KBS

FALUFA L, &/ Red Hat Quay v2 Ul Jyia# 2/ 08 B 5/ E 3L G,

TERRMF
°
#B/5/H 7 FEATURE_AUTO_PRUNE ZjgE,
T

FRiCPI OISR, 40 busybox, EfFH#XESH T auto-pruning BF7EE, BV :

$ podman tag docker.io/library/busybox <quay-
server.example.coms/<quayadmin>/busybox:test

$ podman tag docker.io/library/busybox <quay-
server.example.coms/<quayadmins/busybox:test2
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$ podman tag docker.io/library/busybox <quay-
server.example.coms/<quayadmins/busybox:test3

$ podman tag docker.io/library/busybox <quay-
server.example.coms/<quayadmins/busybox:test4

AL Fap w79 A5 R (4 busybox ) #ZXZF S T auto-pruning BIFEHE/E :

$ podman push <quay-server.example.coms/quayadmin/busybox:test
$ podman push <quay-server.example.coms/<quayadmins>/busybox:test2
$ podman push <quay-server.example.coms/<quayadmins>/busybox:test3

$ podman push <quay-server.example.coms/<quayadmins/busybox:test4

REEHIF 15 P2 B BT Fhis.

1£ Red Hat Quay v2 Ul £, #i#7 F#i& #5589 Organizations,

A EFF auto-pruning ZHEEN FHEIBGHLF £ #, 4 test_organization,

H Settings.,

H 7 Auto-Prune Policies, #14] :

test_organization

Repositories Teams and membership Robot accounts Default permissions Settings

Auto Pruning Policies
General Settings
Auto-pruning policies automatically delete tags across all repositories within this organization by a given method.

Auto-Prune Policies Prune Policy - select a method to prune tags *

None -

The method used to prune tags.
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8.
i TR AIFATERIFRE, I, s,

9.
HFEEREATENGSHE, BB T, X 20 MrEdliE, X004, ERGIES

HEKEN 3,

10.

/i Save, WLH&HTH siEBE R BEHE A,
ZuF

EMBEHAGFHEER Tags WE, EEXOIF, Frastnic XM Ers i IHBG0IEE BT EH
B. JLA#5, auto-pruner worker SMEAT B LEATEEZ BT S BBt S, TEZRGIH, ER
M busybox:test £5%, FH1REF busybox:test2. busybox:test3 ] busybox:testd {7z

s E5EEE, ENfTHA Red Hat Quay kL85, & TEbr= lERGTIER R0
Rf1H], R PR B R R R FEBIHG B, MEEZEHE, 152064 Red Hat Quay 475 [0]
WO

15.2.3. {&/H Red Hat Quay API Jyap# 22 /5] 0EE B s/ E B 5l

o LU{#FH Red Hat Quay API i 5 3 £ B p £ 22 5] B B 5/ & BT R,

SERF
[
B TE config.yaml X f#H#11%i& BROWSER_API_CALLS_XHR_ONLY: false,
[
BB T OAuth /iS5,
[
#B&RF Red Hat Quay.
Ak

BIALUT POST a5/ — 150, ZFRMEREIPIIGFSiTaIFrE#
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% 15 3 RED HAT QUAY AUTO-PRUNING ##h

$ curl -X POST -H "Authorization: Bearer <access_token>" -H "Content-Type:
application/json" -d '{"method": "number_of _tags", "value": 10}’ http://<quay-
server.example.coms/api/v1/organization/<organization_names/autoprunepolicy/

T3, EERLUFE OB AR PR i i HEFE E R F[ L

$ curl -X POST -H "Authorization: Bearer <access_token>" -H "Content-Type:
application/json” -d '{

"method": "creation_date", "value": "7d"}’ http://<quay-
server.example.coms/api/v1/organization/<organization_names/autoprunepolicy/

Fti B

{"uuid": "73d64f05-d587-42d9-af6d-e726a4a80d6e"’}

R OIS PNEBE AR BIL T HR -

{"'detail”: "Policy for this namespace already exists, delete existing to create new
policy”, "error_message": "Policy for this namespace already exists, delete existing to

create new policy", "error_type": "invalid_request", "title": "invalid_request"”, "type":
"http://<quay-server.example.coms/api/vi/error/invalid_request", ""status": 400}

FIALL T ep 51 2 R B s E B ol -

$ curl -X GET -H "Authorization: Bearer <access_token>" http://<quay-
server.example.coms/api/v1/organization/<organization_names/autoprunepolicy/

fia ol

{"policies": [{"uuid": "73d64f05-d587-42d9-af6d-e726a4a80d6e", "method":
"creation_date", "value': "7d"}]}
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B LU AL T ap BIER B 5 E BTN, 53E, WEFIEZE UUID,

$ curl -X DELETE -H "Authorization: Bearer <access_token>" http://<quay-
server.example.coms/api/vi/organization/<organization_names/autoprunepolicy/73d64
f05-d587-42d9-af6d-e726a4a80d6e

15.2.4. /5 APl 2y ir "y oo 22 ] /% H 5/ & B ks

T LU#/H Red Hat Quay API iy 3 EEBIK - B9 H 5 & B 5 »

X

TELL Fap 5 & /user/ 22 FiE-RE Red Hat Quay BIH ",

SERFM
[
B LE config.yaml X f#H#11%i& BROWSER_API_CALLS_XHR_ONLY: false,
[
BEELIZ T OAuth /i,
[
#B&RF Red Hat Quay.
A

BIALLT POST ap 5 018 — 1 #T5HE, % FBE /R 5 HIPh 52

$ curl -X POST -H "Authorization: Bearer <access_token>" -H "Content-Type:

application/json” -d '{"method": "number_of_tags", "value": 10}’ htip://<quay-
server.example.coms/api/v1/<users/autoprunepolicy/

Fl B

I {"uuid’: "8c03f995-cabf-4928-b98d-d75ed8c14859"}
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FIALL T ep 51 2 F 8 H S E B ol -

$ curl -X GET -H "Authorization: Bearer <access_token>" http://<quay-
server.example.coms/api/v1/<users/autoprunepolicy/8c03f995-ca6f-4928-b98d-
d75ed8c 14859

=%, e85 UUID :
I $ curl -X GET -H "Authorization: Bearer <access_token>" http://<quay-

server.example.coms/api/v1/<users/autoprunepolicy/

B

{"policies": [{"uuid": "8c03f995-ca6f-4928-b98d-d75ed8c14859", "method"’:
"number_of _tags", "value": 10}]}

B LU A LU Fep BIHER B 5 EBTENS, 53E, WEFIEZE UUID,

$ curl -X DELETE -H "Authorization: Bearer <access_token>" http://<quay-
server.example.coms/api/v1/<users/autoprunepolicy/8c03f995-ca6f-4928-b98d-
d75ed8c 14859

Fi B

I {"uuid’: "8c03f995-cabf-4928-b98d-d75ed8c14859"}

15.2.5. {&fH Red Hat Quay v2 Ul 7 #7501 B s/ B 5

EALUFA L, #/H Red Hat Quay v2 Ul 71414 )& B 5/ i B2 5 G

TERRIF
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#B/5/H 7 FEATURE_AUTO_PRUNE ZjgE,

TR

PP OISR, 4 busybox, EfFHXESH T auto-pruning BF7EE, BI :

$ podman tag docker.io/library/busybox <quay-
server.example.coms/<organization_names/<repository _name>:test

$ podman tag docker.io/library/busybox <quay-
server.example.coms/<organization_names/<repository_name>:test2

$ podman tag docker.io/library/busybox <quay-
server.example.coms/<organization_names/<repository _names:test3

$ podman tag docker.io/library/busybox <quay-
server.example.coms/<organization_names/<repository_names:test4

AL Fap w7091 P55 (41 busybox ) #ZXFSH T auto-pruning BYZF 4% -

$ podman push <quay-
server.example.coms/<organization_names/<repository _name>:test

$ podman push <quay-
server.example.coms/<organization_names/<repository_name>:test2

$ podman push <quay-
server.example.coms/<organization_names/<repository_names:test3

$ podman push <quay-
server.example.coms/<organization_names/<repository_names>:test4

RELFIEF P EE BT,

1£ Red Hat Quay v2 Ul _E, H#ii F#i &4 89 Repository,

B ST auto-pruning ZHEEN FHEIBGHLFI &/, BIAT <

organization_name>/<repository_names,
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o.
Hf Settings.,
7.
Hif; Repository Auto-Prune Policies.
8.
i FH A&, B, s,
o.
R E IS E, BUIBAT, X 20 ™MrstRkiE, £A0IH, EERERS
HEIKED 3,
10.
id; Save, ULHTE B E )& B F S H 8 Al
U

GBS %R Tags WE., TEARBIR, Frstnic s iIBBI0E J A5
B, JL2#fj5, auto-pruner worker MR T BT LBIbFAEFE GG, EXHIH, ER
Mk busybox:test £5%, FHIREF busybox:test2. busybox:test3 ] busybox:testd trz

i A5 EEE, ENHA Red Hat Quay #1815, & EFra MR EIER A0
WS 1], BERFFZZBIS RIS IR AR F IR E, WEEZIEE, 15Z4 Red Hat Quay 1/ 4¢/0]
WO

15.2.6. {&/H Red Hat Quay API 77 1%/% 0EE B s/ E BTk hE

LT LU#/H Red Hat Quay API bz 3k EEB £ 1415 B9 Bl s/ E BT 3R B

SERFM
[
HEBTE config.yaml X 114 i& BROWSER_API_CALLS_XHR_ONLY: false,
[
BEE6IZ T OAuth /i,
[
#BE&RF Red Hat Quay.
A
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136

BIALLT POST ap 5 018 — 1B, ZFRBEREIGIIA PR FHIbrE# -

$ curl -X POST -H "Authorization: Bearer <access_token>" -H "Content-Type:
application/json" -d '{"method": "number_of_tags","value": 2}’ http://<quay-
server.example.coms/api/vi/repository/<organization_names/<repository_names/auto

prunepolicy/

T34, MERTLITE OB AR IE FFbn s i i FE E R [F[ L 7 -

$ curl -X POST -H "Authorization: Bearer <access_token>" -H "Content-Type:
application/json” -d '{"method": "creation_date", "value": "7d"}’ http://<quay-
server.example.coms/api/v1/repository/<organization_names/<repository_names/auto
prunepolicy/

B

I {"uuid": "ce2bdcc0-ced2-4ala-ac36-78a9c1bed8c7"}

R O Z PNEBE AR BIL T H1R -

{"'detail”: "Policy for this namespace already exists, delete existing to create new
policy”, "error_message": "Policy for this namespace already exists, delete existing to

"o

create new policy", "error_type'": "invalid_request", "title": "invalid_request"”, "type":

mwon

"http://quay-server.example.com/api/vi/error/invalid_request”, "status": 400}

FIALL T ep 512 2 FH H s E B ol -

$ curl -X GET -H "Authorization: Bearer <access_token>" http://<quay-
server.example.coms/api/v1/repository/<organization_names/<repository_names/auto
prunepolicy/

st&, #ZaLlES UUID :

$ curl -X GET -H "Authorization: Bearer <access_token>" http://<quay-
server.example.coms/api/v1/repository/<organization_names/<repository_names/auto
prunepolicy/ce2bdcc0-ced2-4ala-ac36-78a9c1bed8c7



% 15 3 RED HAT QUAY AUTO-PRUNING ##h

fia ol

{"policies": [{"uuid": "ce2bdcc0-ced2-4ala-ac36-78a9c1bed8c7", "method":
"number_of _tags", "value": 10}]}

BT LUIA LUF e AR 5/ E B0, 1518, WEFEREZZE UUID,

$ curl -X DELETE -H "Authorization: Bearer <access_token>" http://<quay-
server.example.coms/api/v1/repository/<organization_names/<repository_names/auto
prunepolicy/ce2bdcc0-ced2-4ala-ac36-78a9c1bed8c7

by

I {"uuid"”: "ce2bdcc0-ced2-4ala-ac36-78a9c1bed8c7"}

15.2.7. &/ APl B9F8 F fE f7 )% L O B 5/ E BT okl

LFET LUEFH Red Hat Quay API ik g FE4E Bl B Pk P E B 7 1% /%_ RGBS EBTERE, REFGE
B4 admin 11,

TERFA

°
B config.yaml XX ##H41i%i& BROWSER_AP|_CALLS_XHR_ONLY: false,

BB T OAuth /i,
#B&RF Red Hat Quay.
T R ORISR 714/ 27 admin FUR,
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iz
1.
FALUT POST o & I — 1T &M, % EBERE 551/ B9Fr ¥ -
$ curl -X POST -H "Authorization: Bearer <access_tokens" -H "Content-Type:
application/json" -d '{"method": "number_of_tags","value": 2}’ http://<quay-
server.example.coms/api/vi/repository/<user_accounts/<user_repositorys/autoprunep
olicy/
Fitti 6
I {"'uuid": "7726f79c-cbc7-490e-98dd-becdc6fefce7"}
2.
FIALL T ep 51 B 2R E S E B ol -
$ curl -X GET -H "Authorization: Bearer <access_token>" http://<quay-
server.example.coms/api/vi/repository/<user_accounts/<user_repositorys/autoprunep
olicy/
s, ZeLlEs uuD :
$ curl -X GET -H "Authorization: Bearer <access_token>" http://<quay-
server.example.coms/api/vi/repository/<user_accounts/<user_repositorys/autoprunep
olicy/7726f79c-cbc7-490e-98dd-becdc6fefce7
Fiti 6
{"policies": [{"uuid": ""7726f79c-cbc7-490e-98dd-becdc6fefce7"”, "method":
"number_of _tags", "value': 2}]}
3.

B LU AL Fep BIHER B 5E BTN, 53 E, WEFIEZE UUID,
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$ curl -X DELETE -H "Authorization: Bearer <access_token>" http://<quay-
server.example.coms/api/v1/user/autoprunepolicy/7726f79c-cbc7-490e-98dd-
becdcé6fefce7

fia Bl

I {"uuid": "7726f79c-cbc7-490e-98dd-becdc6fefce7"}
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%8 16 & GEO-REPLICATION

%{;

E i, IBM Power F3%#F geo-replication ZJEE,

MEFimskfHBIfAEFE, geo-replication 72iF% MU #70 Red Hat Quay EBEE N H A
registry TfF, EHFL£/G5 % Red Hat Quay KiEH BEIESHEFWNRILEE, HREEHERESZEE
&, EXIE&F it T E e B HIE E R,

£ 7 fl] Operator A8 E 35 f5EB8E 7B geo-replication #J Red Hat Quay.

16.1. MEEE H/THEE

A& geo-replication i, BZERHEZIFEA % Red Hat Quay SLAIRE L IE 51, X8
& X I I R AT B 7 1 S i

IR, HEEBETESEHERMEI5IZ,

ErlfrESIZEATEER, EfaLIF R,

BRI (pull) PG A FH iR AT BI 7 1 5 | ER R A B T s ML BE.

HIREH L RE T, TR FFHE R 7 /e i,

16.2. X EHZEKHIRE/

HEMEEFKER, Red Hat Quay ZEKATH XA aT LIERAI S A AT B R M XX REF1F,
X REFIERAAT o] LU R X 1177,

HWIR— L Fifm BIX] RIFIERTLM, 235789 Red Hat Quay BB ZE A K1, Ll
B i /5 11 519t 25 B E R FI R B T B R THIFIR U =, EW, & lnfFE 2 KAl
/32538
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% 16 3= GEO-REPLICATION

Red Hat Quay RBPIEBBEHEEZIIXN RIFIERIBIR B RS AT A, B/ wlilbE—1 £
G0 B IGHZF(LB), LUGIER A RTHIRENR T, H RS2 E T I8 =,

FL & geo-replication EBEHINE, #as A& /health/endtoend checkpoint, Zk 2R
FATFL/ERFLE oA /health/endtoend s F /A0 IE E EEl, /health/instance #iss
W= S 12 &R

HWR— PR B RIFIERTA T, SRR i R B B 5 EERIEF R B 1ER T2

Zi \ﬁ“o

geo-replication BZ£H), KX FEXKifmB9EXR FRAE LI I RIEFIERT PR EZBTE
BEEX, (B0 REEXIN EHEFIR BT .

B&it, ArAc##EH] Red Hat Quay BCiE#8=1EAT 5 X g/ 7=,

geo-replication TR E#HH#/F, WREH, /5/H T geo-replication #j Red Hat Quay F
R 7 — P

14 Redis ZZ71£21* Red Hat Quay X iE/i#Z, FZ#AT7 Red Hat Quay pod /7,

BrEX B 2 AHEIRIBIACE, (BFEEmERN, XL e LU
QUAY_DISTRIBUTED_STORAGE_PREFERENCE {553 E B TR &,

geo-replication FZEH X PN R 7. ETEHFABEFE,

F PR HEE B T ITF X P F M EIE, XFE— T A,

%, thalLlEBEFHCEELET,

B ri#Edn (WATA blob) BARHWEH, 1R, FFHEFEER AR 7 I5FESEE R,

A& Red Hat Quay SLAIEB A8 11 19 8 as F ZHERIBIA [ 5=,
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A& Red Hat Quay SLAIEB TR BHERBTER A£G, EhENTEBREEX HHE
X‘O

geo-replication ZFZ#¥ Clair BLiE 1% & % unmanaged, F£ZF& Clair #1547 1F Red Hat
Quay Operator 7EHHIEES HEf 51 TE, H i1 Red Hat Quay Operator B9% P SE BB A1 5 la—
B FdEE, WEESELE, 5544EK Clair BiE,

geo-Replication FZ SSL/TLS uF PHIZEH, WMEEZEE, 5561 SSL/TLS tRF/
Red Hat Quay BIF#E,

IR FHEEER, AT 2% N FE Red Hat Quay 38E, FHFB LI RIDEE,

16.2.1. # 7 Red Hat Quay /5 fH# 5L %1

LU T4 227 Red Hat Quay _E/5 B8 %,

TR

B#7 config.yaml X1t, #RESEEHHIEIIGFIEEIZE, ERTTH TG E#E 75/

=%
%=

#...
FEATURE_STORAGE_REPLICATION: true
#...
DISTRIBUTED STORAGE_CONFIG:
usstorage:
- RHOCSStorage
- access_key: <access key>
bucket_name: <example_bucket>
hostname: my.noobaa.hostname
is_secure: false
port: 443"
secret_key: <secret_key>
storage_path: /datastorage/registry
eustorage:
- S3Storage
- host: s3.amazon.com
port: "443"
s3_access_key: <access_key>
s3_bucket: <example bucket>
s3_secret_key: <secret_key>
storage_path: /datastorage/registry
DISTRIBUTED _STORAGE_DEFAULT _LOCATIONS: []
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% 16 3= GEO-REPLICATION

DISTRIBUTED_STORAGE_PREFERENCE:
- usstorage
- eustorage

#..

ik, WRFBIAERE T EF155IE, EaTLET F5)KiE
DISTRIBUTED_STORAGE_DEFAULT_LOCATIONS FR¥ {76 EHIEIF 1751, XH el
tRATE G R AP R I E 2 f7 1551, BIA -

#...
DISTRIBUTED_STORAGE_DEFAULT_LOCATIONS:

- usstorage
- eustorage
#...

b33

EEAET L2 ER, 554 Red Hat Quay %7,

1£7] geo-replication FIFEH LI IZ5IE IS HEHIE, ERTIERAEFEPRIZHE
GEREE, BMEBIX =, FRTET T o R ED T -

I $ podman exec -it <container_id>
BHRNFFEERLAE, WAL TFTRS :

I # scl enable python27 bash

I # python -m util.backfillreplication

T

b33

R NF a2 B8 — T [T F,

16.2.2. A #4517 Red Hat Quay

1.
#¥ config.yaml E#|FfFr 7517 Red Hat Quay HI#lz5

X FENXBE9FET T2, mm—1
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QUAY _DISTRIBUTED_STORAGE_PREFERENCE *553%&, Ri&ZH&FEIEL{THIXIERT
Bt IE5IZ,

A4, X/ F7# Europe Hs1T894175, HEHI_ELI config H-R¥E $QUAY/config :

$ sudo podman run -d --rm -p 80:8080 -p 443:8443 |
--name=quay \
-v $QUAY/config:/conf/stack:Z |
-e QUAY _DISTRIBUTED_STORAGE_PREFERENCE=europestorage |
registry.redhat.io/quay/quay-rhel8:v3.11.1

b33

TEE BT BE B A WA 5 BOIE FAR 7 E X B91i7 & 1D B9 FhPLis,

ZE/FATA Red Hat Quay &#5

16.2.3. M# 789 Red Hat Quay Z8E kR P22 i s2

B IELUFEE, Red Hat Quay &7 of LUIHER hEE L 1% i HH i s2.

TCRFA

[
B Red Hat Quay geo-replication AZi& E 4% N\, #I4] usstorage FJ
eustorage,

FNGREBEECHIAL. FIEERIGRIE,

TR

BT Few, #HATAEXBIRIFRZ Blob :

I $ python -m util.backfillreplication
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% 16 3= GEO-REPLICATION

g

A=
=]

1£M Red Hat Quay config.yaml X R 15512E i, ZEBSTtR
P Blob £ B E X B miila%, TEHZERIERT, 15eIL2 TR,

TEih£7 usstorage B9 Red Hat Quay config.yaml X, W eustorage ihs2H9
DISTRIBUTED_STORAGE_CONFIG £ H.,

BIALUF e B IRIETEZ TR B AP -

I $ podman ps

i)
CONTAINER ID IMAGE COMMAND
CREATED STATUS PORTS NAMES
92¢5321cde38 registry.redhat.io/rhel8/redis-5:1 run-redis 11
daysago Up 11daysago 0.0.0.0:6379->6379/tcp redis
4e6di1ecd3811 registry.redhat.io/rhel8/postgresql-13:1-109 run-
postgresql 33 seconds ago Up 34 seconds ago 0.0.0.0:5432->5432/tcp
postgresql-quay

d2eadac74fda registry-proxy.engineering.redhat.com/rh-osbs/quay-quay-rhel8:v3.9.0-
131 registry 4 seconds ago Up 4 seconds ago 0.0.0.0:80->8080/tcp, 0.0.0.0:443-

>8443/tcp quay

WA LU Fep1E PostgreSQL BT shell :
I $ podman exec -it postgresql-quay -- /bin/bash
BT T 5FHA psql :

I bash-4.4% psql
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FIALLFep=1E geo-replicated ZBE . Z ik s A2 :

I quay=# select * from imagestoragelocation;

fia ol

id | name

T

1 | usstorage
2 | eustorage

A LU Fep7BH postgres CLI LIE#H4iA bash-4.4 :

| o

FIALUF g 5k A MBF eustorage #44x :

gz

TR L THRIF, 15 E R,

I bash-4.4% python -m util.removelocation eustorage

Fl B

WARNING: This is a destructive operation. Are you sure you want to remove
eustorage from your storage locations? [y/n] y

Deleted placement 30

Deleted placement 31

Deleted placement 32

Deleted placement 33

Deleted location eustorage
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% 16 3= GEO-REPLICATION

16.2.4. 7F OpenShift Container Platform Hii¢E RS

LU 228 7F OpenShift Container Platform _E i & Z S %,
TFE

% Red Hat Quay &8 postgres 54,

FIALLF o5& REBHE/F

I psql -U <usernames -h <hostnames -p <port> -d <database_name>

77 Red Hat Quay BI&# 7 quay BIEH#E/F. B :

I CREATE DATABASE quay;

4,
EHIE S pg_trm 7 &
\c quay;
CREATE EXTENSION IF NOT EXISTS pg_trgm;
5.

282 Redis 4 :

2E
[ ]
RSN BEHCHIRS, WaEEE%SE Redis 54,
[ ]
HIRZAEFE Builders, JIFZ56E Redis 4,
a.
7 Redis EB8Z&EHH1

BuF T LIM51T Red Hat Quay BIEEE 17 &
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WAFT FFiw L 6379/TCP
£ HIAE1T Redis

sudo dnf install -y podman
podman run -d --name redis -p 6379:6379 redis

6.
CIBP T Rt F1EH—T, EEBAT, — T REHEIGIFELE 1L,
£E, 7T BB =T HAEERH,
7.
FH T BB KA E R AR EREBIIER, LUE N HEPNERLTFE S0 e
ﬁo
8.

A0 1] B 1Tt a5 LUy E R e A — A [ 53,

16.2.4.1. Z£ OpenShift Container Platform _E 77 Red Hat Quay ACi& geo-replication

EHLL T 242 OpenShift Container Platform _EAJ Red Hat Quay ACiE geo-replication,

TR

OISR Z F#ZH] config.yaml XX, Ut config.yaml X5 % PostgreSQL.
Redis fI#FfEEHITIFER -

geo-replication config.yaml X

SERVER_HOSTNAME: <georep.quayteam.org or any other name> a
DB_CONNECTION_ARGS:

autorollback: true

threadlocals: true
DB_URI: postgresql:/postgres:password@10.19.0.1:5432/quay 9
BUILDLOGS_REDIS:

host: 10.19.0.2

port: 6379
USER_EVENTS_REDIS:

host: 10.19.0.2

port: 6379
DATABASE_SECRET_KEY: 0ce4f796-c295-415b-bf9d-b315114704b8
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DISTRIBUTED_STORAGE_CONFIG:
usstorage:
- GoogleCloudStorage
- access_key: GOOGQGPGVMASAAMQABCDEFG
bucket_name: georep-test-bucket-0
secret_key: AYWfEaxX/u84XRA2vUX5C987654321
storage_path: /quaygcp
eustorage:
- GoogleCloudStorage
- access_key: GOOGQGPGVMASAAMQWERTYUIOP
bucket_name: georep-test-bucket-1
secret_key: AYWfEaxX/u84XRA2vUX5Cuj12345678
storage_path: /quaygcp
DISTRIBUTED_STORAGE_DEFAULT_LOCATIONS:
- usstorage
- eustorage
DISTRIBUTED_STORAGE_PREFERENCE:
- usstorage
- eustorage
FEATURE_STORAGE_REPLICATION: true

{EfHIEffR) SERVER_HOSTNAME 24T/ F#Hl, HS W50 #1809 E
gEEO

©

Bk F M OpenShift Container Platform Operator Z8ZH9 Clair S AIFIACIE XX
ft, FE4 K3 Clair &,

BITEL T 53 6% configBundleSecret :

I $ oc create secret generic --from-file config.yami=./config.yaml georep-config-bundle

EEFNEH P, #i& configBundleSecret, FH{&/H
QUAY _DISTRIBUTED _STORAGE_PREFERENCE /5% £ & 2 F 0B F 5t 15, #I
a -
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b33

BT EBE Z [E/8 config.yaml XX 2B AT BD, HIREK—NEER, L8541
A7 —PNEHAEHE,

FEEEF QuayRegistry Bl

apiVersion: quay.redhat.com/v1
kind: QuayRegistry
metadata:
name: example-registry
namespace: quay-enterprise
spec:
configBundleSecret: georep-config-bundle
components:
- kind: objectstorage
managed: false
- kind: route
managed: true
- kind: tls
managed: false
- kind: postgres
managed: false
- kind: clairpostgres
managed: false
- kind: redis
managed: false
- kind: quay
managed: true
overrides:
env:
- name: QUAY_DISTRIBUTED_STORAGE_PREFERENCE
value: usstorage
- kind: mirror
managed: true
overrides:
env:
- name: QUAY_DISTRIBUTED_STORAGE_PREFERENCE
value: usstorage

A

Bi77 SSL/TLS BHREH), HHBHRELE, ATLlEOIGERERFEHE
AL, WMEEZEE, FSIJEE TLS FlE#H,
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% 16 3= GEO-REPLICATION

2 E 27

apiVersion: quay.redhat.com/v1
kind: QuayRegistry
metadata:
name: example-registry
namespace: quay-enterprise
spec:
configBundleSecret: georep-config-bundle
components:
- kind: objectstorage
managed: false
- kind: route
managed: true
- kind: tls
managed: false
- kind: postgres
managed: false
- kind: clairpostgres
managed: false
- kind: redis
managed: false
- kind: quay
managed: true
overrides:
env:
-name: QUAY_DISTRIBUTED_STORAGE_PREFERENCE
value: eustorage
- kind: mirror
managed: true
overrides:
env:
-name: QUAY_DISTRIBUTED_STORAGE_PREFERENCE
value: eustorage

i

Bi77 SSL/TLS BH R EH), HHBHRELE, ATLlEOTHERERFEHE
BIEHL T, WEEZIEE, FSIEE TLS FlE#H,

16.2.5. M OpenShift Container Platform Z8:Z59 Red Hat Quay F R EEE #ilih 5

BEIEIRLUFe#E, Red Hat Quay 27 el LUIER I FER #1i% i 895 52,
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SERFLF

[
BE&45F OpenShift Container Platform,

[
#2327 Red Hat Quay geo-replication AZi& Z VF N\, B4 usstorage F]

eustorage,

[

BN mEEECHIAL. FiEFERIG R .
Ak

BT TR, HATAEX B RZ Blob :

I $ python -m util.backfillreplication

'@ 7
R THR

#£M Red Hat Quay config.yaml X £k 7 %53 B,
FIrf Blob TEAT B E X Bt s [F %,

BTl whf, 20IBE# worker TERBIZHIEN., HWRGFESELR
#J69 Blob, BIZ&=:&[O]IZEE#EI Blob #9 UUID, HIREZXKia{Ti e,
HERBIFEEGIH %, XHTBEREEHIEETHE ; XEHERE N
BHIHTHA . TEHEEERIFRT, &/ N iZ S5 judgement, K95 A
BT [H Z #ER AR F12E69 Blob £,

FH, LFEeTLU#EH Microsoft Azure FE =1~ TE¥XKERERKE,

TEBREEIR IR, AT IR,

TEih£7 usstorage #9 Red Hat Quay config.yaml X, MR eustorage ik 5289
DISTRIBUTED_STORAGE_CONFIG £ H.,
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A LU T 05 iR 72689 Quay & AEER pod :

I $ oc get pod -n <quay_namespace>

fia ol

quay390usstorage-quay-app-5779ddc886-2drh2
quay390eustorage-quay-app-66969cd859-n2ssm

ALl Fap$ 7 usstorage pod F#THEE = shell 277 :

I $ oc rsh quay390usstorage-quay-app-5779ddc886-2drh2

FIALUF g 5k A MBF eustorage #47x :

gz

TR THRIF, HEEREA,

I sh-4.4% python -m util.removelocation eustorage

Fi B

WARNING: This is a destructive operation. Are you sure you want to remove
eustorage from your storage locations? [y/n] y

Deleted placement 30

Deleted placement 31

Deleted placement 32

Deleted placement 33

Deleted location eustorage
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16.3. HF X R HBEE 71

Red Hat Quay geo-replication X # (& EIHIHIZ 1 E#IEth, CIMIELB = LEH AWS S3 17
FHIEREBEEH Ceph %1%, XZHMATA Red Hat Quay pod FIEEE 17 52 1R FXT AT A e e im 8917 1A
BREGKZZTK, Et, BXEREHALTEZ. :

B IE BB I#a9 BT B9 VPN, 26

SHEXS, (XAFiE Red Hat Quay & FH9#E E 7 15

X&-FH Red Hat Quay BN K= LHITL i a]AEBTr 14, (BRIASMME. R HIFERH ACL, M
MHERELEEK,

WREEL LI L2150, NRIFESEM 11589 Red Hat Quay registry, FH &7 i5/%FGRIF
FI L FIFGE O,
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FE17 & AR ESEHHIB%E RED HAT QUAY

XTI B I SEE H 4 (7 A% E Red Hat Quay.

17.1. G : 2% RED HAT QUAY S EH &

#8177 Red Hat Quay ZBZ /5 AR R, HoJLIEEE registry BIEEfE, Red Hat Quay &% oL
IR K REIN] registry B9FAi1H, X BB TFHEREETEN, BELFEORIHENE, HiE
HExf registry HIERIENEN, T JZEBZ R Red Hat Quay registry tRIFHEZRZE, H Tt 12
HER,

TCRFA

[
AR & Red Hat Enterprise Linux (RHEL) 7.x :

#E/5/H T Red Hat Software Collections List (RHSCL),

BZ% Python 3.6,

BB F# T virtualenv #1t4,

BZ% git CLI,

AR {EH Red Hat Enterprise Linux (RHEL) 8 :

BB E LZF Python 3,

B F# 7 python3-virtualenv ## &,

BZ% git CLI,

BB EMET https:/github.com/quay/quay.git FHEL/E,
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17.1.1. J7#17 Red Hat Quay /2R &5

Red Hat Quay /RS & 115 & FAHEE, XEEHIHTEECTHRINER, WEKTRHER &
R, FHEUHE,

A
1.
HIRZBY Red Hat Quay registry alfH, #aJLIE Quay registry 2 a9 RKIRSS B4,
a.
A LU H1E Quay Bas N EREXT :
I $ podman exec quay python3 tools/generatekeypair.py quay-readonly
2.

HIREH) Red Hat Quay T alfH, s Ai1ERE 52 4 BEEEBIAR 55 % 65,

% Red Hat Quay BBEHIE R, FHiEi%EHRACIE—TEXEHEE :

I $ cd <$QUAY>/quay && virtualenv -v venv
FALUF i 5 RS B -

I $ source venv/bin/activate
Bk, WRREZE pip CLITE :

I $ venv/bin/pip install --upgrade pip

1£ Red Hat Quay HRH#, G/#—1EELIFAZH requirements-generatekeys.txt
X

$ cat << EOF > requirements-generatekeys.txt
cryptography==3.4.7

pycparser==2.19

pycryptodome==3.9.4

pycryptodomex==3.9.4

pyjwkest==1.4.2
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PyJWT==1.7.1
Authlib==1.0.0a2
EOF

AL Fip5 %% requirements-generatekeys.txt X £H1E X B9 Python kFiiTi :

I $ venv/bin/pip install -r requirements-generatekeys.txt

FIALUF 8 5K CIB AT Z HIR S 5 -

$ PYTHONPATH-=. venv/bin/python
/<path_to_cloned_repos/tools/generatekeypair.py quay-readonly

ftti ol

Writing public key to quay-readonly.jwk
Writing key ID to quay-readonly.kid
Writing private key to quay-readonly.pem

FIALLF i 5 HUE R F 5T -
I $ deactivate
17.1.2. fFZEH7ME PostgreSQL g/

LU 2 BT IR 5 #5757 PostgreSQL HiE/H,

TERRIF

BEOIR TR &,

THE

AL Fapa#A Red Hat Quay #5541 -

I $ podman exec -it postgresql-quay psql -U postgres -d quay
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AL Fip5 27 servicekeyapproval B R R 55E -
I quay=# select * from servicekeyapproval;
il

id [ approver_id | approval_type / approved_date | notes

1/ | ServiceKeyApprovalType.AUTOMATIC | 2024-05-07 03:47:48.181347 |
2| | ServiceKeyApprovalType.AUTOMATIC | 2024-05-07 03:47:55.808087 |
3/ | ServiceKeyApprovalType.AUTOMATIC | 2024-05-07 03:49:04.27095 |
4/ | ServiceKeyApprovalType.AUTOMATIC | 2024-05-07 03:49:05.46235 |
5/ 1 | ServiceKeyApprovalType.SUPERUSER | 2024-05-07 04:05:10.296796 |

FALLFE ], FHIR ZHHRMENZR) Red Hat Quay #H#E/%E -

quay=# INSERT INTO servicekey
(name, service, metadata, kid, jwk, created_date, expiration_date)
VALUES (‘quay-readonly’,
‘quay’,
1,
'{<contents_of .kid_file>}',
'{<contents_of_.jwk_files}',
'{<created_date_of_read-only>}’,
'{<expiration_date_of_read-onlys}');

B
I INSERT 0 1

Tk, FERALUTEHZMETHAE -

quay=# INSERT INTO servicekeyapproval (‘approval_type', ‘approved_date', 'notes’)
VALUES ("ServiceKeyApprovalType.SUPERUSER", "CURRENT_DATE",
{include_notes_here_on_why_this_is_being_added});

B

I INSERT 0 1
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FFEIRRIR S 1T B9 approval_ id FERiZE D OIERIIRS &£ id FR, Bl
EALUF SELECT iF a3k 520 ID :

UPDATE servicekey

SET approval_id = (SELECT id FROM servicekeyapproval WHERE approval_type =
'ServiceKeyApprovalType.SUPERUSER')
WHERE name = 'quay-readonly’;

I UPDATE 1
17.1.3. J7#17 Red Hat Quay A& R itAE =

EOYEE TR B 7 IE PostgreSQL HiE/5lE, ZHATEMIIEE FE/F Quay Bz,

TERFA

BB TIREZY, FHIFENFME PostgreSQL g%,

TR

XA H_LBIATAE Red Hat Quay 61, 4141 :

I $ podman stop <quay_container_name_on_virtual_machine_a>

I $ podman stop <quay_container_name_on_virtual_machine_b>

2.
A LLF e 5 ¥% quay-readonly.kid X #8921 quay-readonly.pem X H#E#EEE
Red Hat Quay ACERAERIE R H :

I $ cp quay-readonly.kid quay-readonly.pem $Quay/config
FALUF i BB BRI EBX R BIFTE X R EX AR :
I $ setfacl -m user:1001:rw $Quay/config/*

£ Red Hat Quay config.yaml XHEH FMLLFEE :

#...
REGISTRY_STATE: readonly
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INSTANCE_SERVICE_KEY _KID _LOCATION: 'conf/stack/quay-readonly.kid’
INSTANCE_SERVICE_KEY_LOCATION: 'conf/stack/quay-readonly.pem’
#...

FFTRERA B0 % BIFTA Red Hat Quay 4,

BALLFep 559 Red Hat Quay -

$ podman run -d --rm -p 80:8080 -p 443:8443 |
--name=quay-main-app \
-v $QUAY/config:/conf/stack:Z |
-v $QUAY/storage:/datastorage:Z \
{productrepoj/{quayimage}:{productminv}

/&5 Red Hat Quay /&, #H9LpINBIkiE= &A1/ /" Red Hat Quay LR E X517,
HEL IR, FHEMNIDFR 405 #iR, BaLUETL TS E -

I $ podman push <quay-server.example.coms/quayadmin/busybox:test
it H)

613be09ab3c0: Preparing
denied: System is currently read-only. Pulls will succeed but all write operations are
currently suspended.

TER R T/ Red Hat Quay 38E, Ll £MELE registry BIEREH AT 1R
fE, e HI%E.,

gk, sEEREERE, FoLiETM config.yaml XHEFWERLL TS /8 FR OB IE FE1E
fE. #/E, ZE/7 Red Hat Quay Z5E :

#...
REGISTRY_STATE: readonly

INSTANCE_SERVICE_KEY _KID _LOCATION: 'conf/stack/quay-readonly.kid’
INSTANCE_SERVICE_KEY_LOCATION: 'conf/stack/quay-readonly.pem’
#...

I $ podman restart <container_id>

17.1.4. F#HH L Hinf 5]
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Red Hat Quay read-only @B G IHIAH, HIEZHES BEHNEMH, EEHTHE, aLEHE
JEREFT R, BEEFE, 5 ARG A%# Red Hat Quay production #1#E/%, 7
KHILUF & -

I quay=# UPDATE servicekey SET expiration_date = 'new-date’ WHERE id = servicekey_id;
AT LUES i E T FE R KRR S Z8 ID 52 :
I SELECT id, name, expiration_date FROM servicekey;

17.2. LT EEZE 15717 RED HAT QUAY

WSR2 T Ao 714 7 58 E Hh 0 Red Hat Quay # 17,
Sk
BIBIGA &7 B3R, # quay-backup :
I $ mkdir /tmp/quay-backup
LUFrplde &2 Red Hat Quay /5578924 5%, #I4] /opt/quay-install :

$ podman run --name quay-app \
-v /opt/quay-install/config:/conf/stack:Z \
-v /opt/quay-install/storage:/datastorage:Z |
registry.redhat.io/quay/quay-rhel8:v3.11.1

BT Fs, Bz 489 bind-mounts £ /conf/stack BIH %, # /opt/quay-install

I $ cd /opt/quay-install
WA LLFipw¥% Red Hat Quay A8 EHIANZ /L% F) quay-backup H-RAHAHIGFEA -
I $ tar cvf /tmp/quay-backup/quay-backup.tar.gz *

B -
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config.yaml
config.yaml.bak
extra_ca_certs/
extra_ca_certs/ca.crt
ssl.cert

ssl.key

WAL F 7 8717 Quay BashR5 -

$ podman inspect quay-app | jq -r ".[0].Config.CreateCommand | .[]' | paste -s -d ' ' -
/usr/bin/podman run --name quay-app \
-v Jopt/quay-install/config:/conf/stack:Z |

-v /opt/quay-install/storage:/datastorage:Z |
registry.redhat.io/quay/quay-rhel8:v3.11.1

A LLF 0w #% conf/stack/config.yaml X B9 B EE I E quay-config.yaml XX :

$ podman exec -it quay cat /conf/stack/config.yaml > /tmp/quay-backup/quay-
config.yaml

A LLF o5 HEBk i FIihT quay-config.yaml 169 DB_URI :
I $ grep DB_URI /tmp/quay-backup/quay-config.yaml
i B :
I $ postgresql://<username>:test123@172.24.10.50/quay

FALLFep 547 PostgreSQL AELERE 717 .sql XAFHBIIGH] & 17 HRH -

$ pg_dump -h 172.24.10.50 -p 5432 -d quay -U <username> -W -O > /tmp/quay-
backup/quay-backup.sql

WAL Fip w4t DISTRIBUTED_STORAGE_CONFIG BIAZ :

DISTRIBUTED_STORAGE_CONFIG:
default:
- S3Storage
- 83 bucket: <bucket_name>
storage_path: /registry
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s3 _access_key: <s3_access_key>
s3 _secret_key: <s3_secret_key>
host: <host_name>

EHEE 7 KA access_key FuFZH! AWS_ACCESS_KEY_ID :

I $ export AWS_ACCESS_KEY_ID=<access_key>

R 7 ZHFKEERAY secret_key 54 AWS SECRET_ACCESS KEY :

I $ export AWS_SECRET_ACCESS KEY=<secret_key>

1.
#% quay Z1%#EM DISTRIBUTED_STORAGE_CONFIG B9E# % [F4F tmp/quay-
backup/blob-backup/ B% :

I $ aws s3 sync s3://<bucket_name> /tmp/quay-backup/blob-backup/ --source-region
us-east-2

B -

download:
83://<user_name>/registry/sha256/9¢/9¢3181779a868e09698b567a3c42f3744584ddb1398efez
c4bab569a99b823f7a to
registry/sha256/9c/9¢3181779a868e09698b567a3¢c423744584ddb1398efe2c4ba569a99b823f
7a

download:
83://<user_names/registry/sha256/e9/e9c5463f15f0fd62df3898b36ace8d15386a6813ffb470f33
2698ecb34af5b0d to
registry/sha256/e9/e9c5463f15f0fd62df3898b36ace8d15386a6813ffb470f332698ecb34af5b0d

B EEE# quay FHHEIE R quay-config.yaml X, B EEEMEES. quay-config.yaml
XUFRZEL, BHELE quay-backup.tar.gz XHEHE 1.,

17.3. TEM T EBE % E RED HAT QUAY

Wtk T A e 7 BB Z %2 Red Hat Quay.

TERRIF
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B B#13 T Red Hat Quay 25&,
TFE
7£ Red Hat Quay Z#3H10/E— ¥ bind-mount £ /conf/stack BIFTHF :

I $ mkdir /opt/new-quay-install

7 £ W7 58 EH #17 Red Hat Quay H1BBRiI & 7 B-REGN L HIFIES 1 £ 08
new-quay-install1 Hf# :

I $ cp /tmp/quay-backup/quay-backup.tar.gz /opt/new-quay-install/
AL Fap s #A new-quay-install B% :

I $ cd /opt/new-quay-install/
#2HX Red Hat Quay H-REIAZE :

I $ tar xvf /tmp/quay-backup/quay-backup.tar.gz *
Fnti B :

config.yaml
config.yaml.bak
extra_ca_certs/
extra_ca_certs/ca.crt
ssl.cert

ssl.key

A LU a5 ME17 config.yaml XX EET v fH DB_URI :
I $ grep DB_URI config.yaml

FntiH :
I postgresql://<usernames:test123@172.24.10.50/quay
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BT T 5 FHA PostgreSQL HiE/FIR%#5 :
I $ sudo postgres

AL %, A psql #7E IANA10.50 101 —PNEFTEEE, LUKE quay HiE/% W
example_restore_registry_quay_database :

$ psql "host=172.24.10.50 port=5432 dbname=postgres user=<username>
password=test123"
postgres=> CREATE DATABASE example_restore_registry_quay_database;

FitHi o :
I CREATE DATABASE

BT T ip BB F -
I postgres=# \c "example-restore-registry-quay-database'’;

BT -

I You are now connected to database "example-restore-registry-quay-database' as user
"postgres".

BT T®RE, % Quay BB pg_trmg ' :

I example_restore_registry_quay_database=> CREATE EXTENSION IF NOT EXISTS
pg_trgm;

Fnti - :
I CREATE EXTENSION
A LU F g 781 postgres CLI :

| o
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1.
BT T, fFEIEE D FATERIZTEEE

$ psql "host=172.24.10.50 port=5432
dbname=example_restore_registry_quay_database user=<usernames
password=test123" -W < /tmp/quay-backup/quay-backup.sql

B -

SET
SET
SET
SET
SET

£E/5 Red Hat Quay 38Z5i, ¥ config.yaml #149 DB_URI M
postgresql://<username>:test123@172.24.10.50/quay E#rE
postgresql://<usernames:test123@172.24.10.50/example-restore-registry-quay-
database,

b33

DB_URI #=(7 DB_ URI postgresql://<login_user_name>:
<login_user_password>@-<postgresql_host>/<quay_database>, ZIRZEZM
—1 PostgreSQL fR%#5#5)F55 —1 PostgreSQL fR%#5, &[N &# <
login_user_name>, < login_user_password> #] <postgresql_host > £J{H,

12,
#£ /opt/new-quay-install 71, #THI DISTRIBUTED_STORAGE_CONFIG #§45&8954

=3

=

I $ cat config.yaml | grep DISTRIBUTED_STORAGE_CONFIG -A10
Fiti -t :

DISTRIBUTED_STORAGE_CONFIG:
default:
DISTRIBUTED_STORAGE_CONFIG:
default:
- S3Storage
- 83 bucket: <bucket_name>
storage_path: /registry
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s3 _access_key: <s3_access_key>
s3 _secret_key: <s3_secret_key>
host: <host_name>

b33

1£2E/5 Red Hat Quay B8EFi, SATEH /opt/new-quay-install #1597
DISTRIBUTED _STORAGE CONFIG,

Lo~

13.
EHE 13 £ ERAY access_key FiulF 54 AWS_ACCESS KEY ID :

I $ export AWS_ACCESS_KEY_ID=<access_key>

14.
EHEE 13 £ HEERHEJ secret_key FHi AWS_SECRET_ACCESS _KEY :

I $ export AWS_SECRET_ACCESS KEY=<secret_key>

15.
FIA LU0 5 CIBEFTHY s3 171745 -

I $ aws s3 mb s3://<new_bucket_name> --region us-east-2
Fiti o :

I $ make_bucket: quay

16.
AL F o =477 Blob _LIEEIFTHT s3 FF1EHE -

$ aws s3 sync --no-verify-ssi |
--endpoint-url <example_endpoint_url> a
/tmp/quay-backup/blob-backup/. s3://quay/

Red Hat Quay registry i s F1E &5 17 HI1%E BitE I,
Tt b -
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168

17.

upload: ../../tmp/quay-backup/blob-
backup/datastorage/registry/sha256/50/505edb46ea5d32b5cbe275eb766d960842a52ee7
7ac225e4dc8abb12f409a30d to
s3://quay/datastorage/registry/sha256/50/505edb46ea5d32b5cbe275eb766d960842a52e
e77ac225e4dc8abb12f409a30d

upload: ../../tmp/quay-backup/blob-
backup/datastorage/registry/sha256/27/27930dc06c2ee27ac6f543ba0e93640dd21eead5
8eac47355e8e5989dea087d0 to
s3://quay/datastorage/registry/sha256/27/27930dc06c2ee27ac6f543ba0e93640dd21eea4
58eac47355e8e5989dea087d0

upload: ../../tmp/quay-backup/blob-
backup/datastorage/registry/sha256/8c/8c7daf5e20eee45ffe4b36761c4bb6729fb3ee60d
4588f712989939323110ec to
s3://quay/datastorage/registry/sha256/8c/8c7daf5e20eee45ffe4b36761c4bb6729fb3ee60
d41588f712989939323110ec

1£E/5 Red Hat Quay 38Z5i, E# config.yaml FEIFHEKE -

DISTRIBUTED _STORAGE_CONFIG:
default:
DISTRIBUTED _STORAGE_CONFIG:
default:
- S3Storage
- 83_bucket: <new_bucket_name>
storage_path: /registry
s3 _access_key: <s3_access_key>
s3 _secret_key: <s3_secret_key>
host: <host_name>



55 18 = FH¥h3T RED HAT QUAY E8ET# % RED HAT QUAY OPERATOR &8

# 18 & fF#17 RED HAT QUAY #8ZiT# %/ RED HAT QUAY OPERATOR #&

LUF R TFEE9#17 Red Hat Quay 38&, FH#¥ARF#F/ OpenShift Container Platform _L&
Red Hat Quay Operator,

18.1. #1717 RED HAT QUAY &

TR

w17 #17 Red Hat Quay 38ZH9 config.yaml :

$ mkdir /tmp/quay-backup
$ cp /path/to/Quay/config/directory/config.yaml /tmp/quay-backup

BIEM T Red Hat Quay Z8E IETE & IRIBIE/F#17 -

$ pg_dump -h DB_HOST -p 5432 -d QUAY_DATABASE_NAME -U
QUAY_DATABASE_USER -W -0 > /tmp/quay-backup/quay-database-backup.sql

MR REZLHE AWS CLL

BIE ~/.aws/ HF :

I $ mkdir ~/.aws/

MM 7 EBEH] config.yaml 7XHX access_key #] secret_key :
I $ grep -i DISTRIBUTED_STORAGE_CONFIG -A10 /tmp/quay-backup/config.yaml|
Fttiapy :

DISTRIBUTED_STORAGE_CONFIG:
minio-1:
- RadosGWStorage
- access_Key: #H##HHH#HH
bucket_name: quay
hostname: 172.24.10.50
is_secure: false
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port: "9000"
secret_key: ########HH
storage_path: /datastorage/registry

1% config.yaml X #4189 access_key #l secret_key 751 ~/.aws HRH :
I $ touch ~/.aws/credentials
ot - BB access _key fll secret_key & B :

$ cat > ~/.aws/credentials << EOF

[default]
aws_access_key_id = ACCESS KEY_FROM_QUAY _CONFIG
aws_secret_access_key = SECRET_KEY_FROM_QUAY_CONFIG

EOF
Fitarp :

aws_access_key_id = ACCESS KEY_FROM_QUAY_CONFIG
aws_secret_access_key = SECRET_KEY_FROM_QUAY_CONFIG

b33

A1:E aws cli REM '~/.aws/credentials X1F Els%E access key FI
secret_key, ZEoJLiE1i51T aws BCEH FIFA il FEE 17,

{£ quay-backup HRXH, 6J#—1 bucket_backup % :
I $ mkdir /tmp/quay-backup/bucket-backup

M S3 F a4 Blob :

$ aws s3 sync --no-verify-ssl --endpoint-url https:/PUBLIC_S3 _ENDPOINT:PORT
s3:/QUAY_BUCKET/ /tmp/quay-backup/bucket-backup/
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55 18 = FH¥h3T RED HAT QUAY E8ET# % RED HAT QUAY OPERATOR &8
> -1

PUBLIC_S3 _ENDPOINT aTL{MfizF DISTRIBUTED _STORAGE_CONFIG
BIZEHE THI Red Hat Quay config.yaml X#HitHR, HRinm T LE, BT
it URL gf&fH http 112 https.,

ULHT, ZERZx K7 5R9ATA Red Hat Quay ##%. blob., #i&/%#] config.yaml X {EH)5E 2 4
17, TELUTEBSHh, BB fFHT A8 E a7 (7T #F OpenShift Container Platform _£H9 Red Hat Quay.

18.2. {#/H & (B9 7 A 25T #F] OPENSHIFT CONTAINER PLATFORM,

TERRF

£FB9¥E 7 Red Hat Quay ##5. blob, ##5/%#] config.yaml B#17.
Red Hat Quay f&/H Red Hat Quay Operator 7£ OpenShift Container Platform _LZ8E,

FFAF B4R E 77 managed B9 QuayRegistry.

TR

AXE BT AL T £ 2L - quay-enterprise,

%% Red Hat Quay Operator :
I $ oc scale --replicas=0 deployment quay-operator.v3.6.2 -n openshift-operators

TN FAEEF AR B & -

$ oc scale --replicas=0 deployment QUAY_MAIN_APP_DEPLOYMENT
QUAY_MIRROR_DEPLOYMENT

FFEHEE SQL #172#/F Quay PostgreSQL HHE/ZESEH -
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$ oc cp /tmp/user/quay-backup/quay-database-backup.sql quay-
enterprise/quayregistry-quay-database-54956cdd54-p7b2w:/var/lib/pgsql/data/userdata

M Operator BYEEHY config.yaml X FEREAEF 1 -

$ oc get deployment quay-quay-app -o json | jq
".spec.template.spec.volumes[].projected.sources’ | grep -i config-secret

BT -

"name"”: "QUAY_CONFIG_SECRET_NAME"

$ oc get secret quay-quay-config-secret-9t77hb84tb -o json | jq '.data. config.yaml' |
cut-d """ -f2 [ base64 -d -w0 > /tmp/quay-backup/operator-quay-config-yaml-
backup.yaml

cat /tmp/quay-backup/operator-quay-config-yaml-backup.yaml | grep -i DB_URI

B -

postgresql://QUAY_DATABASE_OWNER:PASSWORD@DATABASE_HOST/QUAY _DATAB
ASE_NAME

TEHHE/F pod HIHAfT shell :

# oc exec -it quay-postgresql-database-pod -- /bin/bash

#IA psql :

bash-4.4% psql

ZFHBSE -

I postgres=# DROP DATABASE "example-restore-registry-quay-database"’;

172
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55 18 = FH¥h3T RED HAT QUAY E8ET# % RED HAT QUAY OPERATOR &8

CIBEHTE A /FF iR B S E I -

postgres=# CREATE DATABASE "example-restore-registry-quay-database” OWNER
"example-restore-registry-quay-database'’;

Fitarpy :

CREATE DATABASE

E BB

postgres=# \c "example-restore-registry-quay-database'’;

B -

You are now connected to database "example-restore-registry-quay-database’ as user
"postgres".

W) Quay BIEELIEE—1 pg_trmg 7 :

example-restore-registry-quay-database=# create extension pg_trgm ;

Fitarpy :

CREATE EXTENSION

BH postgres CLI LIEFH#i A bash-4.4:

lq

WA PostgreSQL E8E X EE :

bash-4.4% psql -h localhost -d "QUAY_DATABASE_NAME" -U
QUAY_DATABASE_OWNER -W < /var/lib/pgsql/data/userdata/quay-database-
backup.sql
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B -

SET
SET
SET
SET
SET

13.
BH bash &= :

I bash-4.4$ exit

14.
7 Red Hat Quay Operator G/ #HIEFAE,

I $ touch config-bundle.yaml

15.
TEERB9#T config-bundle.yaml /3, &% registry ArEHIATE1S/S, 41 LDAP ECE, ZH#H]
HfbIA registry FRIENK, 517U Fio7, #F secret_key #F) config-bundle.yaml #1 :

$ cat /tmp/quay-backup/config.yaml | grep SECRET_KEY > /tmp/quay-backup/config-
bundle.yaml

b33

BRI Fs)E#IFTHE LDAP. OIDC FIRfIEE, HIFRZME tmp/quay-
backup/config-bundle.yaml X {£H,

16.
{£ OpenShift £5 i 0IERERIHE secret :

$ oc create secret generic new-custom-config-bundle --from-
file=config.yami=/tmp/quay-backup/config-bundle.yaml

17.
7" Quay pod:

$ oc scale --replicas=1 deployment quayregistry-quay-app
deployment.apps/quayregistry-quay-app scaled
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18.
7 EE& pod :

$ oc scale --replicas=1 deployment quayregistry-quay-mirror
deployment.apps/quayregistry-quay-mirror scaled

19.
X/ QuayRegistry CRD #{7# T, (#FREEXHEEXEEHBEHI5IA -

$ oc patch quayregistry QUAY _REGISTRY _NAME --type=merge -p '{"spec":
{"configBundleSecret":"new-custom-config-bundle"}}’

b33

1R Red Hat Quay i&[o] 500 AR #5558, HEolfEm ZiF
DISTRIBUTED_STORAGE_CONFIG B9/ i& EFrFy il fH,

20.
7£ /.aws/ B0 —1 89 AWS credentials.yaml, #i Operator BIZHI config.yaml

XH&ES access_key fil secret_key :

I $ touch credentials.yaml

$ grep -i DISTRIBUTED_STORAGE_CONFIG -A10 /tmp/quay-backup/operator-quay-
config-yaml-backup.yaml

$ cat > ~/.aws/credentials << EOF

[default]

aws_access_key_id = ACCESS KEY_FROM_QUAY_CONFIG
aws_secret_access_key = SECRET_KEY_FROM_QUAY_CONFIG
EOF

b33

A1E aws cli REM '~/.aws/credentials X1£F Elz%E access key FI
secret_key, ZFoJLiEi1i51T aws BCEH FIA EuFFEE ©17,

21.
iRk NooBaa B2\ F al iz 55 :

I $ oc get route s3 -n openshift-storage -o yaml -o jsonpath="{.spec.host}{'\n'}"
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22.
fF &4 #IE %3 NooBaa /Einf7h% :

$ aws s3 sync --no-verify-ssl --endpoint-url https://NOOBAA_PUBLIC_S3 ROUTE
/tmp/quay-backup/bucket-backup/* s3://QUAY_DATASTORE_BUCKET_NAME

23.
f¥ Operator 77 /BE 1 1* pod :

I $ oc scale -replicas=1 deployment quay-operator.v3.6.4 -n openshift-operators

Operator {#fAATEHHIE E X BECIEWHSE, FH ) VAATE secret HIZ8Z., OpenShift Container
Platform _L#769 Red Hat Quay B E N B85 IR ELGHATEE S, ENEEBHRATE R,
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BOERETHRE

F19EHETHLE

fE77 Red Hat Quay &4, #aLuEw
FEATURE_GENERAL_OCI SUPPORT, ALLOWED OCI _ARTIFACT _TYPES #
IGNORE_UNKNOWN_MEDIATYPES Ei&EFER¥Ai& Open Container Initiative (OCI) T{#£#,

LUF Open Container Initiative (OCI) T X Z2#iA A&7 Red Hat Quay H1, FET
FEATURE_GENERAL_OCI_SUPPORT ECi&EFE/SGH :

T BiRE ZRRERE

Helm

application/v
nd.cncf.helm
.config.vi+js
on

application/tar+gzip,
application/vnd.cncf.helm.c
hart.content.v1.tar+gzip

Cosign application/v  application/vnd.dev.cosign.s
nd.oci.image  implesigning.v1+json,applic
.config.vi+js  ation/vnd.dsse.envelope.vi+
on json

SPDX application/v  text/spdx, text/spdx+xml,
nd.oci.image  text/spdx+json
.config.vi+js
on

Syft application/v  application/vnd.syft+json
nd.oci.image
.config.vl+js
on

CycloneDX application/v  application/vnd.cyclonedxa
nd.oci.image  pplication/vnd.cyclonedx+x
.config.vi+js = mlapplication/vnd.cycloned
on X+json

in-toto application/v  application/vnd.in-toto+json
nd.oci.image
.config.vl+js
on

Unknown application/v  application/vnd.cncf.openpo

nd.cncf.open

licyagent.policy.layer.vi+reg

policyagent. o,application/vnd.cncf.open
policy.layer.v  policyagent.data.layer.vi+js
1+rego on
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7%, Red Hat Quay f#/H ZStandard 3t zstd K45/ B ERIGA N A MIEX T, zstd GEIFIL
1L G FF U B2 e R BT £ Tl i S

LT £ IRBEXT B RIS A M OCI IR 1+,

19.1. BZi& OCI TH#EH

LT REE I A £ Red Hat Quay BT HE#,

TCRFA

74 Red Hat Quay &2 7111,

TR

7£ Red Hat Quay config.yaml X {1, #H:7ff FEATURE_GENERAL_OCI|_SUPPORT ¥
BiZiEH true /5 X EH OCl X H5a93% 1. B :

I FEATURE_GENERAL_OCI_SUPPORT: true

¥ FEATURE_GENERAL_OCI_SUPPORT &7 true #f, Red Hat Quay /' HI7E s LIFF
U T L IHEX AT EREIR Red Hat Quay Z8&H,

19.2. BEEFHN I T HEE

LT 57789 Red Hat Quay S8E B E N BIFFE T HHEZ,

%{;

&/ ALLOWED _OCI _ARTIFACT TYPES BBEFE:, #aLIfR#/ Red Hat Quay
registry #EZUPLE T HKH, HIFELFHZE Red Hat Quay SBEHEZFATHER, 5
L BRI TER,

TCRFA
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FEOEREIM4RY
74 Red Hat Quay &2 7111,

TRE

M ALLOWED_OCI_ARTIFACT_TYPES ECiEFE, HUREEMZLEE :

FEATURE_GENERAL_OCI|_SUPPORT: true
ALLOWED_OCI_ARTIFACT_TYPES:

<oci config type 1>:

- <oci layer type 1>

- <oci layer type 2>

<oci config type 2>:
- <oci layer type 3>
- <oci layer type 4>

G40, eI LUE 7E config.yaml XA R ITLL T B F I HE M FE R 15 2 (SIF) 3 F -

application/vnd.oci.image.config.v1+json:

- application/vnd.dev.cosign.simplesigning.v1+json
application/vnd.cncf.helm.config.v1+json:

- application/tar+gzip
application/vnd.sylabs.sif.config.v1+json:

ALLOWED _OCI_ARTIFACT_TYPES:
- application/vnd.sylabs.sif.layer.v1+tar

' L EFEABES OCI THXRN], Red Hat Quay T EEF 7
2%/ Cosign 71 Helm B35,

£, gL A Red Hat Quay registry £ric SIF #5145,

19.3. EEEAXHIN T EE

LT 574509 Red Hat Quay 28E/5 A T HEH,
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%{;

ERILFRE, %89 Red Hat Quay BBE#Z AT A LT HRZE,

TERFA

74 Red Hat Quay &7 111,

TR

#% IGNORE_UNKNOWN_MEDIATYPES A& FE2 7117 Red Hat Quay config.yaml 3 #
g

I IGNORE_UNKNOWN_MEDIATYPES: true

Gt FERE, %89 Red Hat Quay S8E 2RI HAIBI T HHEZ,

180



5 20 3 RED HAT QUAY 5z B

%8 20 & RED HAT QUAY #i % [Elii

Red Hat Quay &2#% B 5/ RIfFSER9 53R LI R IBIK, 17 R IEIKE S IER o & FEE i 22 1] (B 256K
ICHI5R,. 717/ R Blob) BIN R (BIE/ZRIEHE) FEMIFHEAEFEHN R, Red Hat Quay
TTHIIR (O] o )i D A 892 B2 A B HLAS 1]

20.1. ZE52E6H# RED HAT QUAY 1/ 3% [Bli

EEi, At ROIRERENMLE, REDSFEFETHEOY, Red Hat Quay fELLERERT 1/
e worker K H915 En,

X Fip & ZE I HIF 5L B[O, RIRIEREN A FIBIA NRERH B, 05 ZE I HI 7 15/ L0 T [
worker FEL/GHEFBEIEE TE, BEIt, HFHEERE, —XRE55217—1 worker,

i

Red Hat Quay 7 & ZZ I FIF 5 /F I Z Blob, LUET &Rt#ZEH., HIA, HRHE
THEIEBI5E &R, TR 1% R BT — 1 EIZ,

trs A/ LI5 B1f Red Hat Quay FHIR MiEF GBI EGHERXERE, EXFER
F, blob fHREEFEH, B4R E Blob 25 HAMERT oI,

blob 1 Hif 15/ #4171 [E bl a5, WIREfFIr5HEXE Red Hat Quay, AN [EHlas 8%
BN 0B, REETHNHGS, HREIKMAIRS RSx5S, AFAREAT
blob 1 Hilf 15 Fi iR blob 771,

LI RO BB T E T A5 i 22 ]2k 15 /% LRI E R B A I, LR BT fFEF AL TR FY, i
B ENEFH BT BT I S B 5E AR, B/ ROl worker BIE TN EPIBBAR IR — TMEREE T
E, X HEFNEEFELEK —T worker,
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%I;

7£ Red Hat Quay #, FZEst i Hipgtns 2R A SHIEH, BARE—T
Fiss BBt B, & BB KAy 5 T 2 K E R 7 1 T2 B A Y
158, LirZ#BRHM Time Machine 2ECE9HT1EFf, Red Hat Quay 1/ %
FIEHET registry A5 HH) Blob, HI-RHEH Blob FHEZEH, WA
FFRERGIEGER, BXGEWREE S BEREF 2R,

B BB 5 R I S B I e %, {B10#71#7f Red Hat Quay ¥, GR#T
PWER I E LG R FEBIHLFIE9 Time Machine Ri&, BRIHFZHIEE, 1/
REIEBIECARS ]y 14 X, TEXBRITIEZ i, #res el LUE IR B izt R 95
go

X FEfLRIEIK, Red Hat Quay = F7& /IR IEIHK worker JHEREGE T ZMERE9 T bR IEFre T
K27 T Red Hat Quay A1{a1& F5 6 [a1H978 b il £EL7 IR Bl B9~ B -

83 Quay /GC % <

~ GC metrics

nam; .
geworker repositorygcworker namespacegcworker ' 0

i, o,

ApprTag ImageStorage

20.1.1. WEFEEFH A

Red Hat Quay T4 RE= L ROl ATEEBIZEH], BT, X—mBIREE T ER BIEAEIIE R BB
%4 Blob,
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i

Red Hat Quay #5#5#189 UploadedBlob ZRExS 77 1%/% KK H95 Ff Blob, 1%
Blob #f, #F PUSH_TEMP_TAG_EXPIRATION_SEC Z##5EHIN IH 2 GIFRIKEE,
XKy T Ht8K XMERIE FHFEEHEXH] Blob, BI#l, WIRFFH HEIK K E /Y iEsfr, H
FE—/MITBY span HWERFRZ, TEREI Blob BleER RIS, ik, RiZH
PUSH_TEMP_TAG_EXPIRATION_SEC Z¥5EHIN 5 B8:d, WHEHRHEI Blob f¥Hi /=
S 2 g WVE I, | F

20.2. YR IOIKECEFER

LUFECEF R TR T B E X R BIKATREBINE, LUR S R EIEBIE -

Name ik
FEATURE_GARBAGE_COLLECTION =& NEBRIR /RME
% Bk ]
K, BRIAER
true,

FEATURE_NAMESPACE_GARBAGE_COLLECTION EZ&Eh&Hh&z IR E
B8] f= AR ]
W, BRIAMERN
true.

FEATURE_REPOSITORY_GARBAGE_COLLECTIO BB NTFHE AI/RE

N J& B A

W, BRIAES

true,
GARBAGE_COLLECTION_FREQUENCY B4R B TR

worker 21789
Wi (LH
A1) » RE
37 3% [2] 1
worker, BRIk
EH 30 #,

PUSH_TEMP_TAG_EXPIRATION_SEC FEEARARI FREB

£ Blob B9

#, LIhEER

5 LE 437 3% B4
EEMARSIA

B Blob, 1B1f

FRE S

B —EB 5.
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NENE gk =

TAG_EXPIRATION_OPTIONS BbR% o 8 FREB
EVEN

DEFAULT_TAG_EXPIRATION PR 280 B FREB
ENIEI

CLEAN_BLOB_UPLOAD_FOLDER BoEES3 %  #HRE
o LR
5B I Y + B\ - true
Blob, EAIAIE
T, B/
BT 2 X
B Blob 3244,

20.3. Z/HHR oK

BRI, A SIS FER L RO hBEFF 5 TE config.yaml SCHEH, XLEZhEERLIA Ty true,

ETHIERT, EAREEZZHIROIE, I, FEEETR AT R IBIR, o LaET fF
GARBAGE_COLLECTION ZjgEiki& % false K RIEIK, FHE, TEMWEBEFEHRICHIGR,
. BEEN. FAVEH, XaERENIGERIEH I,

i

REwWBRFINEITHREIK, 1R, EeTLIFAE, ZEEHE AR BIKTEE.

-

20.4. L/ IR Ol BT & EE

Red Hat Quay 7£ 3.7 15| A TECHTERE, i BCHERE, FHF o LUE 8RB iE A0 SRR #IF 1R
BRI HFEH EE registry 18K,

M Red Hat Quay 3.7 7F45, B IRIEIKR EH A ENERIG 2Bl iR, #7177 Blob B9, B
B R IO BERTENBR IS I 7, AT TEEF S hb 4 22 /] s 7 B B FTR s B BT S B F 4 S SHFEE 2 IH]
A—PNER, HFIREBRIITETE T,

20.5. SLEEHBI A R BIIK
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8 20 & RED HAT QUAY hilzEIig
LT #2612 2 Red Hat Quay H & LUAR L FEIKIE 2 T 1F,
i
FIA LU T 05 FeB R £/ R IO IE 75 TAF -
I $ sudo podman logs <container_id>
BBy :

gcworker stdout | 2022-11-14 18:46:52,458 [63] [INFO] [apscheduler.executors.default]
Job "GarbageCollectionWorker._garbage collection_repos (trigger: interval[0:00:30],
next run at: 2022-11-14 18:47:22 UTC)" executed successfully

W R

FIALUF 0 5 LB R b o5 B MER -
I $ podman logs quay-app
Fttia by :

gunicorn-web stdout | 2022-11-14 19:23:44,574 [233] [INFO] [gunicorn.access]
192.168.0.38 - - [14/Nov/2022:19:23:44 +0000] "DELETE
/api/vi/repository/quayadmin/busybox/tag/test HTTP/1.0" 204 0 "http://quay-
server.example.com/repository/quayadmin/busybox ?tab=tags" "Mozilla/5.0 (X11;
Linux x86_64; rv:102.0) Gecko/20100101 Firefox/102.0"

20.6. RED HAT QUAY 1/ % [el15Fr

LUTIE B R BIEIER T % D PR, XI5 FnE iR O1 worker 15 1THI R BLIR kR T o %
goH], 715/ Blob B9 &,

B aHR ek
quay_gc_iterations_total GCWorker FIEHER
quay_gc_namespaces_purged_total NamespaceGCWorker ;EBREI# & 22 (A3 =
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et AHR Uiy
quay_gc_repos_purged_total RepositoryGCWorker 8 NamespaceGCWorker ;5[
BFEERE
quay_gc_storage_blobs_deleted_total HHFREY 7 1% Blob #1&
&R B

186

# TYPE quay_gc._iterations_created gauge

quay_gc _iterations_created{host="example-registry-quay-app-6df87f7b66-
9tfn6",instance="",job="quay",pid="208",process_name="secscan:application"}
1.6317823190189714e+09

# HELP quay_gc._iterations_total number of iterations by the GCWorker

# TYPE quay_gc._iterations_total counter

quay_gc _iterations_total{host="example-registry-quay-app-6df87f7b66-
9tfn6",instance=""",job="quay",pid="208",process_name="secscan:application"} 0

# TYPE quay_gc_namespaces_purged_created gauge
quay_gc_namespaces_purged_created{host="example-registry-quay-app-6df87f7b66-
9tfn6",instance="",job="quay",pid="208",process_name="secscan:application"}
1.6317823190189433e+09

# HELP quay _gc namespaces_purged_total number of namespaces purged by the
NamespaceGCWorker

# TYPE quay_gc_namespaces_purged_total counter
quay_gc_namespaces_purged_total{host="example-registry-quay-app-6df87f7b66-
9tfn6",instance=""",job="quay",pid="208",process_name="secscan:application"} 0

# TYPE quay_gc_repos_purged_created gauge
quay_gc_repos_purged_created{host="example-registry-quay-app-6df87f7b66-
9tfn6",instance="",job="quay",pid="208",process_name="secscan:application"}
1.631782319018925e+09

# HELP quay _gc_repos_purged_total number of repositories purged by the
RepositoryGCWorker or NamespaceGCWorker

# TYPE quay_gc_repos_purged_total counter
quay_gc_repos_purged_total{host="example-registry-quay-app-6df87f7b66-
9tfn6",instance=""",job="quay",pid="208",process_name="secscan:application"} 0

# TYPE quay_gc_storage_blobs_deleted_created gauge

quay _gc_storage blobs_deleted_created{host="example-registry-quay-app-6df87f7b66-
9tfn6",instance="",job="quay",pid="208",process_name="secscan:application"}
1.6317823190189059e+09
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# HELP quay _gc_storage blobs_deleted_total number of storage blobs deleted

# TYPE quay_gc_storage_blobs_deleted_total counter

quay_gc_storage blobs_deleted_total{host="example-registry-quay-app-6df87f7b66-
9tfn6",instance=""",job="quay",pid="208",process_name="secscan:application"} 0

187



Red Hat Quay 3 &= Red Hat Quay

FE21E @EH v2Ul

21.1. V2 B REEE

EE
(]
X1 Ul BEiZt F beta 5T, ElEEARBZML. HRZGFRES, B ReEd
2. BEFNGHE. FIEERIGER RS,
(]
FEAEIH Ul Itf, @215 fF K P B O PRI #, #EAE#HTE Ul
wf, R fFREIEIETE, HEEMARBERMEETIE, XE—1BHE,
HIFELUGBIFT Ul fRZ AR,
(]
TELEGE Ul JIFT Ul Z [0 1R & e fRE EA N, B—1ER, # 55 Ul
i, GEEHALIKF T EMIRE, v2 Ul EEEEE L EF T (MB) KR E&GBE
X,
TR
1.
EREBIEBE,
2.

AR BN E R Ed, BT LUAELE Current Ul & New Ul 2 [t S tTHIgE1FH %
ENEH Ul, /5= Use Beta Environment, #4] :

@ RED HAT QUAY  EXPLORE REPOSITORIES — TUTORIAL amem » D‘e” +- 4

21.1.1. &/ v2 Ul BIZFHY
SERRM

BEEfFEBEIH A fE M v2 U,

FERLUF L&A v2 Ul B,

TR
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H it F#iE %89 Organization,

2.

{7 Create Organization,
3.

FIA HHER, BV testorg.
4,

£2 Create,

HTE, BBGTOIZZIE Organizations TTE FE7,

21.1.2. (& v2 Ul HEBRHL

ERLUF L&A v2 Ul IR B,

e
1.
1£ Organizations W{E-L, ZEFEEZEHERAINLEGEF, 4 testorg.
2.
£ More Actions T/ H,
3.
7 Delete,
EE
{£ Delete I @H, H—1 #F MAIE, BTIE FHrolliZFEErH
A, LUBERENTHIEFHZHENER, A4, 2EHE - EEWER 10 7™M, HEZE
HERIER T — MEERIHLF, felTaTLUEE 13 A ER AL ER L R,
4.
BT TEEREA confirm il FZEx X WBRHAH,
5.

£ Delete,
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WG, #ZfF&EIZE Organizations I,

c%ﬁ >3-
e

L
L
c% B OB EFEZ 1 ¥4, #RIEs7 More Actions — Delete — XMk % 141
A o

21.1.3. & v2 Ul QIBF 1215

LT L EH v2 Ul BIBF1/%,

T

B F % L B9 Repositories,
Hiif; Create Repository.

EE— & 2EE, # quayadmin, #Z/SHA Repository name, I testrepo,

ZZ

FEHLERCFEES P AL g : * build * trigger * tag

2L G F A EE RN, P EE Ve, AEEKAMREE
. FBRX L B ERRIBILL T 6 : Failed to delete repository
<repository_name>, HTTP404 - Not Found,

£4 Create,

BT, B9 OIEEEE N TE Repositories I FEZ,

21.1.4. &/ v2 Ul W15 1%E

STEREM
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BEOIB T — 1%,

T
1.

1£ v2 Ul B9 Repositories TEH, Hili BNk ERI9E R, # quay/admin/busybox,
2.

£ More Actions FHI3H,
3.

s Delete,

zE
WREFE, FoJllsiidi Make Public st Make Private,

4,

HAEBEA confirm, ZEHid Delete,
5.

WBE, #f7&[0]Z Repositories Ui,

21.1.5. FFEBRHELE v2 Ul

LT L IR X F) v2 UL,

T

MAEB registry BB GG -

I $ podman pull busybox
FRicEER

$ podman tag docker.io/library/busybox quay-
server.example.com/quayadmin/busybox:test

191



Red Hat Quay 3 ¥ Red Hat Quay

FFEERIEZ T registry :

I $ podman push quay-server.example.com/quayadmin/busybox:test
S#iF v2 Ul LB Repositories UIE, FHHtRERIGERCHIEFHHE,
B o LULTE G BR br s e B £1F1E, 25 FME Security Report Il @,

21.1.6. &/ v2 Ul ki

LT B8 v2 Ul IR 5 R.

LRI
[}
BB HEZET] registry,
TFE

1£ v2 Ul #9 Repositories TEH, Hili Wk EHRI9E R, A quay/admin/busybox,

£ More Actions FHI3H,

2 Delete,

b33

WEFE, HFaLlEd; Make Public 2 Make Private,

HAEBEA confirm, ZAEHd Delete,

W E, #fF&OIZE Repositories Ui,
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21.1.7. f&fH Red Hat Quay v2 Ul g/Z#HI

EHLLT#24&H Red Hat Quay v2 Ul 82 #E1/.

SRR
[ ]
BB T — N B FEEERHA,
e
1.
7£ Red Hat Quay v2 Ul _E, S8 .
2.
BG4 TTET A, 5= Teams ] membership,
3.
%5 Create new team Ei44E,
4.
{£ Create team #HELIH, FZEHIHT I LELEE— 1N E o
5.
Bk, HEBIFT I FE LT,
6.
H#if7 Proceed, ILHf&HBI—NETEg#EHEO,
7.
Bk, fFUEEIERINEIGFZE, FHIFIBRZE Y Read. Write. Admin 2t None & —,
8.
Bk, FIEIAE G AN, EFRMAIA G, EFHAR Red Hat Quay Ik F 894
'ﬁfo
9.

BEHETEE, 2GS Review and Finish, #THIA & HiBE{E Teams #1 membership 7
B T, TEXE, #FaJLis kebab FHFHAFELIFHTZ — :

EBELIA B A M T L, LB EATEK A, FIA KA. BlEs AN s8I
F, BT LUE T #idi Add new member JFEFMETHIA L T,
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WIEFIEEBR, TEXIH, &FefLlfFiriE/FE X RiZE Y Read, Write. Admin st
None Z—,

MR, ME7EH B OO 72 v #2587 # 7 Delete MR HIMA .

Ak, BALURdi LU FETZ — R BB XA AR EENESZELR -

HIA P MK B AT B I SR HABE. Fif/FHELURETHI 894 E,

B A M B I B R BT R 5, AR IATEAIEIA, LR BIEF )%
R,

collaborators View. It FH [ 715 /F ) fE#5. collaborator 27 & FHLIH B faTi]
BABSHE S, (BRENTIX B FZHAABI—1 58 % Nt B A EER,

21.1.8. (& v2 Ul I BAMF

AL TA LR, & v2 Ul BIZLEAIKF,

Ak
1.
1£ v2 Ul £, #if; Organizations,
2.
AT R OB AN BIA L E #, 4 test-org,
3.
#% Robot accounts £%i-£ - Create robot account,
4,
7£ Provide a name for your robot account #2747, %A £#, #Irobotl,
5.

Ak, WRFE, ATLREFLUTFLET -

FFEENTINEN T
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FFLEEN TSINE 7 7%

Vil as A BIER,

1£ Review and finish I{E%, BEEEEHMHIELE, 255 Review and finish, U= HBY
LUFE7R : Successfully created robot account with robot name: <organization_name> +
<robot_name>.

7, WRERELBES T — T Has A IR, AR EL T 5E

& : Error create robot account,

g, Ll #d; Expand 3¢ Collapse LUE B X B AN BG# A 1S S,

B, #EEILlsT kebab FH# — Set repository tUBRFK BRSNS BIR, ZBrLl TH
& : Successfully updated repository /R,

Ak, BWREBIPLEEANS, EEPlE AN BIEERE, 2IGH T O Efr. R
HHFH &L, EXFERZA confirm, #/EH i Delete, b7, # ALl kebab 4% -
Delete, ZnLUTHE : Successfully deleted robot account.

21.1.8.1. f#/H Red Hat Quay v2 Ul #t & E L #5215 /% 17 1 PR

FEALUTFAEE, &/ Red Hat Quay v2 Ul ZE#tE. WA FiEE D IR,

TERRE
[ ]
BEOIZ TN,
[ ]
BEEBHEET NP LEZ NI C/F,
T

1£ Red Hat Quay v2 Ul &R EH, Hifi-FHiEEH69 Organizations,
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2.
{£ Organizations WE-L, #HFELEBZNMrEFEIALRIE R HTHH TR FIZFEHE
7 Repo Count 35I| F#Z,
3.
RIS VTEH, 7 Robot H/,
4,
X FHRORIEZ MeZERI LA, 52 kebab Klfr —~ Set repository fUBR,
5.
{£ Set repository permissions JE_L, PPN BFMBIBGEIEFEBIE, BV :
Set repository permissions x
Provide a name for your robot account: *
test_organization+test_robot ...
Description
Add to repository (optional)
2 selected ~ All | Selected
1-30f3 ~ 1 of 1
Repository Permissions Last Updated
test_repository Read Newver
O test_repository_2 None w MNever
test_repository_3 Read = Never
1-30f3 = of 1
Cancel
6.
KB B9BR, #1None. Read. Write, Admin,
7.

Bt R#7, M Success alert: Successfully updated repository R BIZR A HIBITE
Set repository permissions TEH, #Hil&EH,
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&[G F) Organizations — Robot accounts Uil Pi1E, ZBIHLZZANC B Repositories
S BT B IMEIBI 71255

21.1.9. f&fH Red Hat Quay v2 Ul £/Z 2 i\ fUR

BCUIRE X FE QIR EHE/EHT N B 51 FEIIXR, IR T I 15/F BN QB EZ N IRIE I IE/FHT
PR EHRIR,

L T2 1&H Red Hat Quay v2 Ul £/Z2E i FUR,

TR

RYLEHBGE

# 7 Default permissions,

Hi QIR ILh 2Bt drawer,

E#E Anyone Bt Specific ff7, TERIBEEIZFEI CIEES AR,

WREFE Anyone, TSt HLITE S -

MEE, #F. Bogstamma s /Hla/ E.

R FFR % E 7 Read,Write, 28 Admin Z—,

HIFRAFFIER S, TS AREALU TSR -

I8/ OB Te A S Es A,

WEE, EHAESE. HEsANKF S HIA & .
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R FFRR % E 7 Read, Write, 28 Admin & —,

#% Create default permissions, ULHEHTHIAHE, EEILITFER
created default permissions for creator,

21.1.10. v2 Ul BYHAH % iE

LT L5 EH v2 Ul EXERIHIT R E,

TAE
1.
1£ v2 Ul £, #if; Organizations,
2.
i B B OB as A BIHAE 7, 4 test-org.
3.
4 Settings HTF,
4.
Bk, FIASHFIRBRIE FHE AR,
5.
B[k, #¥ Time Machine ZhEERG S BCHTIH B L T2 — :
[ ]
15
[ ]
117™A
[ ]
14
[ ]
Never
6.
i1 Save,
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21.1.11. &/ v2 Ul BEEGE BRI 5158

AL T BES v2 Ul BEF GG 5155,

T

1£ v2 Ul £, #if; Repositories,

HIFEERE#, B4 quayadmin/busybox,

iR b5, BV test, HERHAAFRER) Details FiiE, Z A ELETH TES -

Name

HHCE

HE

ZERHE

2=

modified

Size

I

HHET KR B R FP 25
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4.
BJt, 2 Security Report ZEtrasHIiasia, ZelLly B4 EFILIFTHF CVE ¥,
5.
g%, % Packages B &L SHIHHE,
6.
T IFREERE#, I busybox, LUR[EIE Tags Ui,
7.
Ak, FFERARLE Pull ik, LUBRFKRIRSHI G,
8.

R ERESEZ M, #idi Actions THIFEH, #)5H 7 Delete LUERZtrss, TEZHIE
157 Delete il B,

21.1.12. & v2 Ul 1B E R E

EHLUTF 2 5@ v2 Ul iR G5 FRI & Fk i,

Ak
1.
1£ v2 Ul £, #if; Repositories,
2.
HIFEFERE#, B4 quayadmin/busybox,
3.
2 Settings T+,
4,
B¢, #if User and robot permissions, #EaJLUE Hiti R THY FH R AT
AN BB, ALK iEE K Read. Write 38 Admin,
5.

Blt, *#if; Events £ notification, #aJLiEd # 7 Create Notification FLIEEFEHHIE
Hl, ATHBELHLETHT :

HEXBIFIEFE

200



YeLaob 7

BRI

BRI BHA

BRI E/H )

BHRIEERT

BRI CICE

AlE, XHEM, THIETHT

HFHEAEEA]

Flowdock HIB &A1

HipChat Room &A1

Slack A4

Webhook POST

88 215 [ v2 Ul

EFEEATAEA G R, 8#—1 Room ID # a Room Notification Token, /&
7 Submit,

Ak, ‘Hifi Repository visibility, #alL{# i Make Public ##&1#/F B Ak N HfF

1%,
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/.
B¢, it Delete repository, #a/LUE T #d; Delete Repository F MR 1E/%,

21.2. & RED HAT QUAY 55 il 7

L T4 % & & Red Hat Quay v2 Ul B3 il R,

A
1.
1£ Red Hat Quay v2 Ul (XZtk s, H i Z8iEHE4 89 Repositories,
2.
it BB G R b s B 15 B & o
3.

Hif; Tag History, ZEXTTEH, ZEaTLIHITLUTFEESE -

R ZEFIRE

PEFERRER

BEER

BB X F R R A EXBIN ]

21.3. 7£ RED HAT QUAY V2 Ul 55 IIfIE B frss

Red Hat Quay &2 7 e LUZIRLL T tFE g st im MR E 2 b5 b it

TR

1£ Red Hat Quay v2 Ul (X Ztk s, H it F8iEH54 89 Repositories,

il BB G AR P25 BITF /B9 5 e
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3.

BT EHRE kebab E 4, BitfF Edit labels,
4,

7£ Edit labels E7[0#, & Add new label,
5.

& fH key=value XX HIA G5 & 750896075, #1 com.example.release-date=2023-11-14,

b33

2L FEH key=value #=H1&EILL £ - Invalid label format, #5477

E = ﬁ Eﬂyﬂ ﬁo

6.

B 17 KB 2R KT 5
7.

ik, FME =T
8.

i1 Save labels FFtrss R &7 E G5k bros. RIBILLT#4] : Created labels successfully,
9.

ok, S FRE—E RIS F Y kebab — Edit labels — X ¥ BB ; stZ, £FaTLldq
Hx 7, £ Save labels, FrETB# M,

21.4. £ RED HAT QUAY V2 Ul gii# &2 57

Red Hat Quay &2 7 sl LUy #7 1#)F B9t Efr s &L AR, X BB T EH 51 EEE IR A BTN
=, BEFHPEHZEN,

TR

1£ Red Hat Quay v2 Ul (XZtk s, H it FHiEHE4 89 Repositories,

B 7 B B BRI B 15/ B9 E 7o
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ATtk EY kebab E 4, /L Change expiration,

Ak, stE, HEILLEN mdi Z T tE R ERNT AR, et Actions — Set
expiration,

{£ Change Tags Expiration ZO0H, ®KiE—NIHIEH, 1EEEH/L. AP, ARHIFHH
H. G/, 2023 F 11 A 15 HEH=, =&, LFHaLiEd H#HHFIFE R,

KENTH], #I412:30 PM,

&1 Change Expiration i HAAIN 1, REILUTFEA : BeZIFF Frss a9 B 5] i &
2023 £ 11 A 15 H, 2:26 PM,

{£ Red Hat Quay v2 Ul Tags FEH, #aJLIE Bt #KiE o Biagnt e, I :

@ Please use this form to provide feedback on your experience
repository 3 test » robotest

robotest

Tags Tag History

o - Name ~  Search by Name. 1-4o0fd ~ of 1
Tag Security Size Last Modified Expires Manifest Pull
O test3 Unable to get security details 227 MB Nov 13, 2023, 2:03 PM A9 ho sha256:72d85b66ec75 E3
O test2 Unable to get security details 227 MB Nov 13, 2023, 2:01 PM A9 ho sha256:72d85b66ec75 E3
O test1 Unable to get security details 227 MB Nov 13, 2023, 1:52 PM A9 ho sha256:72d85b66ec75 E3
O test Unable to get security details 227MB Nov 13,2023, 1:44 PM A, sha256:72d85b66ecTS F3
1-40fq4 -~ 1 of1

21.5. #f RED HAT QUAY V2 Ul _E# i B0

EEfH v2 Ul Itf, R/ aTLUEE light # dark B=U/ETH, HDIEET 815 58X EHE, SHRIEH 195
EEARETHEIITE light 3¢ dark B =02 HH T

FALUTLEER ). light f] dark B/,

TR
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E-FHEREH, mEBHEE, BV quayadmin,

7£ Appearance T, %£#¥ Light theme, Dark /% #] Device-based theme, £ FL/ZHJi%

wF R RIEN i 8 B9 B B AT B R =

21.6. Z& RED HAT QUAY V2 Ul 159 H &

Red Hat Quay A& aTLIIEH#A X Red Hat Quay registry & EBI G B9 EMERIES, FTLLET v2

Ul _EB98LF. FrifiFEsten & Ik EE .

R
1.
BRI Red Hat Quay registry.,
2.
FRLEIEE T EFE G B9 Organization,
3.
& Logs.
1.0
0.8
0.6
0.4
02
Mar 03 Mar 10
4,

repository 3t namespace.,

B Create Robot Account
Add team member

B Create organization

Mar 17 Mar 24

Ak, B fFERENE From # To #2Xi%EH F 2 EHEREHHAGEH,
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Bk, R Export XFHAZE, BTN B FHSA#LFsEL http:/ 26 https:// FFLE9EZLO]
W URL, WRIEFIEZ DV IHZE, WiIBOTEFE— I,

21.7. J5IHE Ul

1.
LB, FafLUZEELE Current Ul &1 New Ul ZJE[tTHE, mdithietgtll, FIRFEEN
Current Ul,

@ RED HAT QUAY  EXPLORE  REPOSITORIES  TUTORIAL Current g Uf"” +- 4 quayad..
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# 22 & 7f RED HAT QUAY Z38Z EHfTiREI &

&5 22 3 £ RED HAT QUAY %ZE HTEERE

BEREYHETEITIE R, REAMHIRERIIIEE, (R EHBFHER—IER T, FHalfF
TEBTEI SR ™ B (082 A7 B TEHE, Bl iR HE K, Red Hat Quay &¥id al LIFfxf
i L #ZEE. Operator 35E. M7 Red Hat Quay S8E. X/ RIFHEIHEE T B2 5 s B 1En93
B2, HiTIEEf BB B T R & B e R 2 = B AT BETE »

BB XFRL LR A ETHE LS, BFER EH o LI 2B S G B EA G, Eid fEFER 2
2R G FiHIEGE AW i3k PE X BT E AT B, AT LLE AR5 deviations 8t anomalies,

22.1. RED HAT QUAY 8Fsfs Eim s

gz

W4t B EBIEATH SR B EERE (X Oy T i de i, ZIIER B H IR E, HT
XBRABN 57, BEFNEBIUEHEATEEH T BERELIIT A e Z st RS, 7 dast
R, ERIZZIEXTEERER (SCacwi) HEpMiubstr 2 m-F 3O i st 7 1 &#H

A5 AL,

Red Hat Quay A/l MEER Bilnm, TZEx TREKE. b, inmflrOlEit,

7 22.1. R 2=

i tH B

endtoend

SEH i SR BV E Red Hat Quay S£41
HISSEEIRTS, RO A LT B =
H .

auth,database disk_spaceregistr
y_gunicorn,service_key, fl
web_gunicorn, R[E#ER 200 8942
ERIGE NN BT, XRNEHILD TR
BRIRA, =& 503, XRTFEMEES

(A1,

Ui Bl s 5 Red Hat Quay SEBIBYAR
BRSGSHTRE, FRUTHIEENER
O 8 : auth, BIRE. redis. &
i, REFET 200 BRI 20 B
F, XRFELOALTFRERS, HE
503, XERREERER L,

https://{quay-ip-
endpoint}/health/ins
tance 2t
https://{quay-ip-
endpoint}/health

https://{quay-ip-
endpoint}/health/en
dtoend

{"data":{"services":

{"auth":true,"databa
se":true,"disk_spac

e'":true,"registry_gu

nicorn":true,"servic

e _key":true,"web_g

unicorn":true}},"stat
us_code":200}

{"data":{"services":
{"auth":true,"databa
se":true,"redis":true
, 'storage":true}},"st
atus_code":200}
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https:/health
https:/health/endtoend
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s B
warning BE maBEEIHTRE, NUUTRA  https:/{quay-ip- {"data":{"services":
RO —ANH A REX T endpoint}/health/war  {"disk_space_warni
disk_space_warning. REl{5x ning ng'":true}},"status_c
200 BRI BN T, XFRR ode":503}
SEHILFRERE, =#F 503, X&x
RNERESER B,

22.2. 2417 RED HAT QUAY &5k & &

LT L ZEFE L0 drm. X F min fIEE mm, XTIETUEER,

T

7 Web Jiiggsds, SE#iF https://{quay-ip-endpoint}/health/instance,

BEERFELHITIE, ERREIEMMTEIES -

{"'data":{"services":
{"auth”:true,"'database:true,"disk_space":true,"registry_gunicorn":true,"service_key"
:true,"web_gunicorn':true}}, "status_code":200}

XI'F Red Hat Quay, '"status code': 200 Z7-C0 22K, ik, WEEWE
"status_code": 503, JNEBE A/,
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5 23 = 7218 Ul L &k% RED HAT QUAY ZBE

# 23 & 77/A Ul _Ldqaf¥ RED HAT QUAY Z8&

BT LUB B registry tdl. @R, TIBIEGEERLLR 15 - ZE R EERA £ 7T G2 R R B9 i e qn i Red
Hat Quay 38Z#89 Ul,

TRE

FIHEHY Red Hat Quay config.yaml X##, LUFHIU T :

BRANDING:

logo: ﬂ

footer_img:
footer_url:

REGISTRY_TITLE: @)
REGISTRY_TITLE_SHORT: §©)

{27 7E Red Hat Quay &8& [iasr95:4 89 URL,

©

#£ Red Hat Quay BB EHIEEBHI PRI 6T URL,

©

= footer BRI, HHF fFERIEIFIME] URL,

o

registry BJKHfERE, X7E Red Hat Quay ZBZHIgiim .27, I, HEZEBIHFSE
T EH,

©

registry BIETAZF, FEnS B IEERINRGE R TTET R, B0, fE7 & HLFHg
Tutorial I E_EB #FEE BIENST,

/7 Red Hat Quay 3F&, ZE/F/G, #P9 Red Hat Quay ZBER[EHHBIEFr. TIBIERA]
TIBPEE & URL &4,
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# 24 & RED HAT QUAY A& SCHEMA

A% Red Hat Quay ACiE 1S B 2P H41E config.yaml X, Red Hat Quay BCEE#55 Fifah 7 ArE
BCiE TR,
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