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55 1% FEDERAL INFORMATION PROCESSING STANDARD

(FIPS)MZ S M

EEE RIS ATFRAT(NIST)FF 4 BOELFRE B IBIE(FIPS) I 2R HMBESREBIRHNEEN
e, FAlRRT. ETMARSIIESERE X, RedHat Enterprise Linux (RHEL)#]
OpenShift Container Platform @it 24 FIPS =0 X2 FF FIPS, REIRAVFHERKFE FIPS Kk
L, 40 openssl, XFERIHBLR FIPS &HLME,

1.1. E B FIPS &#HiE

FALU TSI Red Hat Quay ERE /S FIPS A,

AR

it =

INRIBIEFEZTMIIERE Red Hat Quay, B Red Hat Enterprise Linux (RHEL)ER B 2R A 8 5k
EEhRA, FRT FIPS,

IR FE7E OpenShift Container Platform £#8Z Red Hat Quay, OpenShift Container Platform
E 410 HEERAE,

&M Red Hat Quay iR A 3.5.0 KB & AR A

INRIETE IBM Power 5 IBM Z 8 _E# OpenShift Container Platform H1{# F Red Hat Quay :
o OpenShift Container Platform R4 4.14 SkE @R AR L EH

o Red Hat Quay hR#& 3.10 S E &SR A B HER

&8 Red Hat Quay EREHIE BRI,

1 Red Hat Quay config.yaml 3245, % FEATURE_FIPS BB EXI%E N true, 40 :

FEATURE_FIPS = true

¥ FEATURE_FIPS iX & true I/, Red Hat Quay % FIPS RBHGHINEEIZ1T,



B 2 & A RN ER

%2 F 2hla i EnER

Red Hat Quay ¥ M OpenShift Container Platform 3l & R ER{# F Red Hat Quay Operator ERE 1515
SEfl, FRVISERTHEE IR Grafana (YRR, ViR EANEIRFIER, LLUBRIMISEES Quay pod.

cf&)'\' Ej5 A EEIhRE, WIITE All Namespaces &3 %% Red Hat Quay Operator,

2.1. DASHBOARD

1£ OpenShift Container Platform 2 &H, s Monitoring - Dashboards £ 52fT& Red Hat Quay
registry SEIRI{L MR :

— Red Hat
— S mfr

tainer Pl trorm

a: Administrator

Dashboards crefanauiz

Dashboard Apiserver Period

‘APIPer'fcrmar'ce - I kube-apiserver = 5m w

AP1 Performance

etcd

Kubernetes / Compute Resources / Cluster

Kubernetes / Compute Resources / Namespace (Pods)
_—\\_____’_

Kubernetes / Compute Resources / Namespace (Workloads)

Kubernetes / Compute Resources / Node (Pods)

Kubernetes / Compute Resources / Pod

Kubernetes / Compute Resources / Workload

Kubernetes / Networking / Cluster

Monitoring 15:10

= Kubernetes / Networking / Namespace (Pods)

Alerting Kubernetes / Networking / Pod

Prometheus Overview

Dashboards Quay - quay-enterprise - example-registry

USE Method / Cluster

USE Method / Node

URIRTREMIITER, S :
o Wty #FfEMEE. R # Robot kP EVEE
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e CPUHA=E

e RANEFAZ

o RIENHMERER, LR BMHEIUFER
o APIIEXKE

® |atencies

Time Range Refresh interval
Dashboards  crfanauier [Y— I5seconds »
Dashboard
Quay - quay-enterprise - example-registry >
orgs Repos Users. Robots
CPU Usage (percent) Max Memory Usage
120M
8 100M
6 80M
60OM
4
aomM
| 20M
o
3 l6:24 1623 1626 16:27 1623 16:25 16:26 627
wn -
Becacenppication
e : e
buioasnchie: o o
‘ v
Image pulls Image pushes Auth
o6
. 002
0025 oM
002 ool 012
ol
0015 aol 008
o001 0.06
oos 0.00¢ 004
o 002
o o
1623 1624 16:25 16:26 16:27 1623 624 16:25 16:26 1624 16:2: 16:24 16:27

2.2. $8Fr

T A5 7E Ul #7717 Monitoring — Metrics 3t % Red Hat Quay ({RIRIEEMIE 21T, £

Expression FE&F, HIAXA quay_ UEFER FHIERTIR :



Metrics eiatiorm Prometheus Ui

B 2 & A RN ER

qUAY 0T

quay |
quay ol

quiay

Quay_gqusus IMems e

quay_db close calls_tota

quay _queus iter

Quay gl

WE—NMERRBI, 90 quay_org_rows

Metrics piattorm Prometheus Ui ISseconds v Actions v
4% Hide graph
. . O Stacked
08
06
Insert metric at cursor »
uay._org_rows .
v wme * @
Name container endpoint exported_job host instance job namespace pid pod process_name prometheus. service Value
B cuwyorgrows  quay-app quay-metrics  quay registry-quay-app- 10128.239:9091  example-registry- quay-enterprise 74 example-registry-quay- globalpromstatspy  openshift- example-regis
73984 5¢47c-jwb8t manitoring/k8s quay-metrics.

47c-jwbat quay-metrics

1101 - of
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LIRS registry REUNLIGEE, BEMNERRPEERET.

2.3. %)

0K Quay Pod EfF AN, N5 4ER, BidEESIE Ul M Monitoring - Alerting i[1]
Alerting rules T H#5R Quay FEZEN, ATUEBZENR

Alerting Alertmanager Ul

Alerts Silences Alerting rules
Y Filter = Mame w  quay
Sowrce Platform X {x] Name gquay X Clear all filkers
Mame T Severity

@D xubeQuotaFullyUsed Q@ info

ﬁ CQuayPodFrequentlyRestarting Warning
AEDL G @ ThanosQuenyinstantLatencyHigl O Critical
Q ThanosQueryRangelatencyHigh O Critical

%% QuayPodFrequentlyRestarting #i¥15& KA B ZIK -

wgrules 3 Alerting rule details

@ QuayPodFrequentlyRestarting « waming

Alerting rule details

Name Source
QuayPodFrequentlyRestarting Platform
Severity For
Warning 1om
Description Expression

Pod {{ {{Slabelsnamespace}} 1}/{{ {{$labels.pod]} 1} was restarted {{ {{$value}} } times within the last hour . R
o S o o increase(kube_pod_container status_restarts_total{pod=~".*-quay-app-.*"}{1h]} > 5

Message
Quay Pod is restarting frequently

Labels
prometheus=openshift-monitoring/kBs  severity=warning
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%8 3 Z CLAIR 22 HiERER

3.1. CLAIR iR AR
Clair {88 F LU RSR$0E 2 SR S 5k Fh 89 m]
e Ubuntu Oval #iE%E
® Debian L RiReR
® Red Hat Enterprise Linux (RHEL) Oval #{#&/%
e SUSE Oval #ifE/#
® Oracle Oval ##&/%
® alpine SecDB #iE%E
e VMware Photon OS ##&%
e Amazon Web Services (AWS) Updatelnfo
o FERAOSV)&IEE
A X Clair il X R RBEEHITREMHNNER, 1HSH Claircore Severity BRET,

3.1.1. Clair WFFREIRE(OSV)HUIEE/ME 2
FRRRAOSV)R—fiRRRIEEMEERS, NETRENEEFRIGHHNRSRR.

oSV RUFRIEFEMNEERENEE. SHHBIEE, b/EiTF,EZE’JﬁﬁEMfF BHEE, FERF
P LZPERNEMAG, EXEEESRAENTEINR, HSH & LHESRS,

Clair /13853 FHRIFRE(OSV) $B E i & golang. java 7l ruby £ SR ZMRAMREE R,

@it OSV, FAAGHMALAAUEEENFEARERNFRAGTINRERE, IANTRER
ERAMEEE Z BT BIX G,

BXOSVHESER, HESH OSV Mk,

3.2. OPENSHIFT CONTAINER PLATFORM _EHJ CLAIR

ZE1£ OpenShift Container Platform £ Red Hat Quay #8& L% & Clair v4 (Clair), EiXfEF Red Hat
Quay Operator, ZRIAEMR T, Red Hat Quay Operator &k Red Hat Quay ERE —i#E % sk 72} Clair 8
E, #HBEE Clair,

3.3. i CLAIR

FEA LTS BRI Red Hat Quay ERE S E TF OpenShift Container Platform Operator 9% & Fill it
Clair,

FRFM
o MEERET Clair B,


https://osv.dev/
https://quay.github.io/claircore/concepts/severity_mapping.html
https://ossf.github.io/osv-schema/#affectedpackage-field
https://osv.dev/
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it

10

1 EIALLT e SRR B -

I $ podman pull ubuntu:20.04

2. MIALLT e BRI EHRINICE registry :

$ sudo podman tag docker.io/library/ubuntu:20.04 <quay-server.example.com>/<user-

name>/ubuntu:20.04

3. FIALL TSR SIRHEEE Red Hat Quay registry :

I $ sudo podman push --tls-verify=false quay-server.example.com/quayadmin/ubuntu:20.04

4, @17 Ul BRIEH Red Hat Quay EE.

5 HEHFEMEERM, 20 quayadmin/ubuntu,

6. EFMEEP, Hidi Tags.

£ =1 - 5u

4 Repositories
0 Repository Tags

®»

LAST MODIFIED
1

9 days ago ™ 6 High . 82 fixable

J, 18.04

12.04 10 days ago o Passed

7. mBHEIRE (W0 450 ) REFEIFMIRE :
&S

€ B clairv4-org/ubuntu

B8 clairv4-org /ubuntu ¥

I bss746c8a899

Expanded

1-20f2 Filter

SHA2se bSB74bcBanss & L

SHA256 61844cebldds o

= ' Quay Security Scanner has detected 146 vulnerabilities.
Patches are available for 82 vulnerabilities.
ﬁ 31%

A 6 High-level vulnerabilities.
45 Medium-level vulnerabilities.
57 Low-level vulnerabilities.
39% A 38 Negligible-level vulnerabilities.

&

Vulnerabilities

SEVERITY |
CVE-2019-3462 % A High apt 1612 © 1.7.0ubuntuo,
CVE-2019-3462 % A High libapt-pkg5.0 1612 © 1.7.0ubuntu0]
CVE-2018-16864 % A Hig libudev1 237-3ubuntul0.39 © 239-7ubuntul0.6

abilities [ only show fixable

file: c3e6bb316dfabbBlddd478aaa3104f532883..
LUll file:c3e6bb316dfabb8ldda478aaa310df532883..

file:c3e6bb316dfachBlddad782aa31007532883..
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FERELIBIRT, Clar 2ERBHRESRE, 40 ubi8/nodejs-12 =X ubi8/nodejs-
16, XERENEHERNFRRERTARNIGD, XMTHAMNIZTEE Clair iR
&, BRRENRFERRR,

3.4. 5% CLAIR EC &

AT FHFREERH Clair iXiE,

3.4.1. 3FZE Clair i &

Red Hat Quay F3 /AT LA# A Red Hat Quay OpenShift Container Platform Operator i2173E% & Clair g
&, LLINBERIFA A OIEIEZE Clair 8IEE, HEEEIFZTEREENER TZTEE L Clar BBE,

IEZE Clair 81IBZE /o 7F Red Hat Quay Operator fE#IE S HIEAER T, Hreh Operator #9% N SEH A
MER—BIEEERE. YAFFEEEHNFEENSTAMEMHA) Clair BURER, el UERIEZE Clair
B,

3.4.1.1. FAIEZE Clair BUBEZ1THE X Clair i@

FERUTHENE Clair 8#B# % E 7 unmanaged.

it =

® 7E Quay Operator A, ¥¥ QuayRegistry B E X FTRH clairpostgres “H 141X &/ managed:
false :

apiVersion: quay.redhat.com/v1
kind: QuayRegistry
metadata:
name: quay370
spec:
configBundleSecret: config-bundle-secret
components:
- kind: objectstorage
managed: false
- kind: route
managed: true
- kind: tls
managed: false
- kind: clairpostgres
managed: false

3.4.1.2. EAHZE Clair BUREESE B E X Clair BEE
OpenShift Container Platform _£#J Red Hat Quay ft ¥ F P iR B 28 Clair #UB %,

HERAUT SRR E X Clair 8%,

PUF SRR SSL/TLS IAUERE Claire BEEERABEFR SSL/TSL NIEIFE Clair B9ZREL
IR, HEN"FAZE Clair BB B & X Clair 8UEE",

1
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it

1. BWIALLT®4%, DIB8S clair-config.yaml B Quay ECEB 45 E secret :

$ oc create secret generic --from-file config.yaml=./config.yaml --from-file extra_ca_cert_rds-
ca-2019-root.pem=./rds-ca-2019-root.pem --from-file clair-config.yaml=./clair-config.yaml --
from-file ssl.cert=./ssl.cert --from-file ssl.key=./ssl.key config-bundle-secret

Clair config.yam! X461

indexer:
connstring: host=quay-server.example.com port=5432 dbname=quay user=quayrdsdb
password=quayrdsdb sslrootcert=/run/certs/rds-ca-2019-root.pem ssimode=verify-ca
layer_scan_concurrency: 6
migrations: true
scanlock_retry: 11
log_level: debug
matcher:
connstring: host=quay-server.example.com port=5432 dbname=quay user=quayrdsdb
password=quayrdsdb sslrootcert=/run/certs/rds-ca-2019-root.pem ssimode=verify-ca
migrations: true
metrics:
name: prometheus
notifier:
connstring: host=quay-server.example.com port=5432 dbname=quay user=quayrdsdb
password=quayrdsdb sslrootcert=/run/certs/rds-ca-2019-root.pem sslmode=verify-ca
migrations: true

o HUBREULFHEE T clair-config.yaml 18 Clair N 2R pod BY
/run/certs/rds-ca-2019-root.pem T, {EECE clair-config.yaml I5f 4 Ji3E E

Bo

e Clair on OpenShift config &% T — clair-config.yaml 7=,

2. f% clair-config.yaml S RINEIHHSE S secret A1, 40 :

apiVersion: vi

kind: Secret

metadata:
name: config-bundle-secret
namespace: quay-enterprise

data:
config.yaml: <base64 encoded Quay config>
clair-config.yaml: <base64 encoded Clair config>
extra_ca_cert_<name>: <base64 encoded ca cert>
ssl.crt: <base64 encoded SSL certificate>
ssl.key: <base64 encoded SSL private key>

B, 1RHEH clair-config.yaml SUERFEEE] Clair pod, EARIZERFERER
fE A Clair EEEESRBIEFTRINE,

12


https://access.redhat.com/documentation/zh-cn/red_hat_quay/3/html/deploy_red_hat_quay_on_openshift_with_the_quay_operator/quay_operator_features#clair-openshift-config

% 3 &= CLAIR Z211{ERF

3. &R LU ;X Build History TTEIHFHI1R X 2Xi21T oc get pods -n <namespace > K& Clair
pod BIIRE, 4N :

I $ oc get pods -n <namespace>

ot =l
NAME READY STATUS RESTARTS AGE
f192fe4a-c802-4275-bcce-d2031e635126-912b5-251g2 1/1 Running 0 7s

3.4.2. FAZE Clair 8iB/E21T7HE X Clair B0 &
ERLERT, BAYRGEFERZE Clair 8iEF21T7EE X Clarid&, XTEUTFERPRER :
o YA HFEREAKENEH S TR,

o LM FEEMIMNEFIZIT Red Hat Quay I, B XRTERTFHEEBIIMEHIZIT Clair WEZE
B, HEM M FEEREME ) Clair,

o HRIETEMTFEZEMILNEAFIZIT Red Hat Quay, ] clair-config.yaml #J
airgap SEWMITZE N true,

" o INRMIERTFEREBIMNEFIZIT Red Hat Quay, ENIZEEFARAE BHAH M,

3.4.2.1. 5 Clair BB E X B NRE
FERL TSNS Clair 83BZ % & 7 managed.

it =

® 7E Quay Operator A, ¥¥ QuayRegistry B E X FTRH clairpostgres “H 41X &/ managed:
true :

apiVersion: quay.redhat.com/v1
kind: QuayRegistry
metadata:
name: quay370
spec:
configBundleSecret: config-bundle-secret
components:
- kind: objectstorage
managed: false
- kind: route
managed: true
- kind: tls
managed: false
- kind: clairpostgres
managed: true

3.4.2.2. FHAZE Clair i EECE R RE X Clair BiEE

13


https://access.redhat.com/documentation/zh-cn/red_hat_quay/3/html-single/vulnerability_reporting_with_clair_on_red_hat_quay/index#clair-disconnected-environments
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OpenShift Container Platform £ Red Hat Quay ft A P iR B 28 Clair #UB %,

AT HIROZRE X Clair 8%,

it =

1. BWIALLT &4, D28 S clair-config.yaml B Quay ECEB 45 E secret :

$ oc create secret generic --from-file config.yaml=./config.yaml --from-file extra_ca_cert_rds-
ca-2019-root.pem=./rds-ca-2019-root.pem --from-file clair-config.yaml=./clair-config.yaml
config-bundle-secret

Clair config.yam| 3X#R 61

indexer:

connstring: host=quay-server.example.com port=5432 dbname=quay user=quayrdsdb
password=quayrdsdb ssimode=disable

layer_scan_concurrency: 6

migrations: true

scanlock_retry: 11
log_level: debug
matcher:

connstring: host=quay-server.example.com port=5432 dbname=quay user=quayrdsdb
password=quayrdsdb ssimode=disable

migrations: true
metrics:

name: prometheus
notifier:

connstring: host=quay-server.example.com port=5432 dbname=quay user=quayrdsdb
password=quayrdsdb ssimode=disable

migrations: true

Gk

o HUBREULFHEE T clair-config.yaml 189 Clair N 2R pod BY
/run/certs/rds-ca-2019-root.pem T, {EECE clair-config.yaml Isf 4 Ji3E E

Bo

e Clair on OpenShift config &3 T — clair-config.yaml =41,

2. f% clair-config.yaml S RINEIHHSE S secret A1, 40 -

apiVersion: vi
kind: Secret
metadata:
name: config-bundle-secret
namespace: quay-enterprise
data:
config.yaml: <base64 encoded Quay config>
clair-config.yaml: <base64 encoded Clair config>

14


https://access.redhat.com/documentation/zh-cn/red_hat_quay/3/html/deploy_red_hat_quay_on_openshift_with_the_quay_operator/quay_operator_features#clair-openshift-config
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-

o EEIFAY, RMHEY clair-config.yaml SXHFEEE] Clair pod, fERIRIRHBIF
FRERE A Clair BBEE S B 5IETTRINE.

3. A LLAIT R Build History TTE B3R X 21T oc get pods -n <namespace > K& Clair
pod BIRZ, #40 :

I $ oc get pods -n <namespace>

o=l
NAME READY STATUS RESTARTS AGE
f192fe4a-c802-4275-bcce-d2031e635126-912b5-251g2 1/1 Running 0 7s

3.4.3. EMT FHEEBIEME Y Clair

ol

- =
B, IBM Power # IBM Z A X FIERM I EZRIMERERZE Clair,

Clair fEF—4H#7 N updaters B4 {4 3 Ah 3R M & TSR BUE IR ER AN AR AT B3R, BRABRT, RET
updaters, EZEMEBRAEBURRESIE, FIZEFER, B2, LB T8EEE Red Hat Quay 7EH#fT
FEEMIMERIZTT, NETSTEEE VN BEBMAIAE, Clair TRMFEENIMNE, AE2FERTE
RN BEHRTEREEENERE, & TFEA clairctl e STRELIEIE, ©@TFERFHRENME
BRI B HTEs e, L2t HIBRLEEREEN, ARNEEEN LMEHRMIEIEEEE,

AR M T EERIAR R EE Clair,

BF

BT B8 PROJQUAY-6577, Red Hat Quay Operator TSR IEfAE I H E X H Clair
config.yaml 3 {4, Hit, UTFHSEERITEERE T,

FA P T ML FRIR BIEEEE A Clair BRiE, MAMKI T Operator SRIBERFER, BEMEIX—
=, HRR ORI T IS EAEAE R R R 1T Clair 118 89U,

% o
B, Clair 8m#iER CVSS HiE., B, ERTFFEEINE R R0 BUE,
X Clair B2 NEZ(ER, 1ES " Clair updaters”,

3.4.3.1. fEMT FFEEM OpenShift Container Platform &% & Clair

{8 F LA T & SR AE 7 TF5% 389 OpenShift Container Platform $£E$Fi% & & £ B Clair pod,

15


https://issues.redhat.com/browse/PROJQUAY-6577
https://access.redhat.com/solutions/7051718
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BF

HFEX0A 8 PROJQUAY-6577, Red Hat Quay Operator TSR IEfAE I H & X H Clair
config.yaml 3 {4, Hit, UTFHEERITEERE T,

FHFLZ\ZWM%FZI‘S@JLHA Clair B2, MAMKIEHF Operator FIEHRFER, EMEX
=, HRR ARER S ERNIE X 5 RF1T Clair E’JIEEEH

3.4.3.1.1. y OpenShift Container Platform E8B &2 clairctl ST LE

FERLUTH N OpenShift Container Platform & %% clairctl CLI TE,

it =

1. BIALL T4, 1 OpenShift Container Platform 528/ Clair B %% clairctl 12/ :

/usr/bin/clairctl > clairctl

; . p= =1
REREA, ATLLTE clairctl T2

2. W& clairctl XHHIMER, LMERFRIUHTHETE, fFli0 :

I $ oc -n quay-enterprise exec example-registry-clair-app-64dd48f866-6ptgw -- cat

I $ chmod u+x ./clairctl

3.4.3.1.2. § OpenShift Container Platform L/ Clair S EH:3RFHRFS Clair BS& secret
FERLLTE T OpenShift Container Platform & & OpenShift Container Platform &% Clair S£451
R FRILECE secret,

FERFH

o MBRET clairctl dSTITEIER,

pi% &2
1. EIALL TS ERBRFBILEE secret, ABFTEIFEEZ Clair ©BE YAML & :

$ oc get secret -n quay-enterprise example-registry-clair-config-secret -o "jsonpath=
{$.data['config\.yamlI']}" | base64 -d > clair-config.yaml

2. B clair-config.yaml 3X {4, {# disable_updaters #[I airgap 2% & true, 40 :

indexer:
airgap: true

matcher:
disable_updaters: true
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% 3 &= CLAIR Z211{ERF

3.4.3.1.3. \iEEEM Clair St S L B RSE
ERAUTHSEME T BB Clair 32615 B B e i4r &,

FRFH

o MERKT clairctl HITTEIER,
o MEMRHFMNY Clair BELiE secret, FIGHERFER Clair config.yaml ST,

e 7E Clair config.yaml X4/, disable_updaters # airgap SR IXE N true.

it =

o TERLAVT R EEXRIRY Clair S, ¥ clairctl CLI TESEREXH—&E[FEA, LLSHEHHFMH
2. i :

I $ ./clairctl --config ./config.yaml export-updaters updates.gz

3.4.3.1.4. TEMR T %M OpenShift Container Platform & EdE X Clair BB EKIJ M|
E R LTS BAE T T3/ OpenShift Container Platform $£25FhEZE X Clair BB ZER 517,

FRFH

o MBERET clairctl #5{TITEIE,

o MEMRHMIY Clair BELiE secret, FHIFHERFER Clair config.yaml X,

e 7E Clair config.yaml X4/, disable_updaters # airgap SE K IZE N true.
o (REMAETVI R EEEMBY Clair L6515 H T B4,

pi% =
1. &/ oc CLI TEME Clair 8UBERSS, 540

I $ oc get svc -n quay-enterprise
i Bl

NAME TYPE CLUSTER-IP EXTERNAL-IP PORT(S)
AGE

example-registry-clair-app ClusterlP  172.30.224.93 <none>
80/TCP,8089/TCP 4d21h

example-registry-clair-postgres ClusterlP  172.30.246.88 <none> 5432/TCP
4d21h

2. B& Clair iR FimO, ETMAKMALRVR, Bla0 -

I $ oc port-forward -n quay-enterprise service/example-registry-clair-postgres 5432:5432

3. B Clair config.yaml 324, 40 :
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indexer:
connstring: host=localhost port=5432 dbname=postgres user=postgres
password=postgres ssimode=disable ﬂ
scanlock_retry: 10
layer_scan_concurrency: 5
migrations: true
scanner:
repo:
rhel-repository-scanner: g
repo2cpe_mapping_file: /data/cpe-map.json
package:
rhel_containerscanner: e
name2repos_mapping_file: /data/repo-map.json

7£% connstring FEH#F localhost & host #I{H,

®9

& rhel-repository-scanner M EZE S, 15SH "Mapping repository to Common
Product Enumeration information”,

9 & rhel_containerscanner SHHEZER, 1554 "Mapping repository to Common
Product Enumeration information”,

3.4.3.15. S EHARHEF DT AR FEEH OpenShift Container Platform &
FERLUTE T updaters A S 5 ABIBTFFE#ER OpenShift Container Platform &EH,

SeRF M
o MERET clairctl MHTILEIE,
o MEMRHMIY Clair BELiE secret, FHIFERFER Clair config.yaml X,
e 7f Clair config.yaml X4/, disable_updaters # airgap SE K IXE N true.
o (REMAETVI R EEEMBY Clair L6515 H T B4,
o MEEINEFINAE LB R FERIIMEF,

it =

o {#M clairctl CLI TR FEH B MEE ST AZI OpenShift Container Platform %8ZE# Clair #UiE /%
f, B0 -

I $ ./clairctl --config ./clair-config.yaml import-updaters updates.gz

3.4.3.2. H#FIFEREEM OpenShift Container Platform Ef%iE Clair WEH R BERIE
FER LTS BT FH%E R OpenShift Container Platform #2514 & Clair WEREEHRE,
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BF

HFEX0A 8 PROJQUAY-6577, Red Hat Quay Operator TSR IEfAE I H & X H Clair
config.yaml 3 {4, Hit, UTFHEERITEERE T,

FA P T M L FRIR BIEEZE A Clair BRiE, MAMKI T Operator SRIEBRFER, EMEIX—
=, HRR ORI T IS EAEAE R R 1T Clair 116 89U,

3.4.3.2.1. 7£ OpenShift Container Platform L Z=%Z AT B HEEEK Clair 8EMN clairctl (s TR

8 A LU R R7E OpenShift Container Platform ER%ZRFEHEIEH Clair EBEH clairctl CLI TE,

it =3
1. £/ podman cp &5 N BEREEM Clair B3BBRE clairctl i2%, 40 :

I $ sudo podman cp clairv4:/usr/bin/clairctl ./clairctl

2. W& clairctl XHHIMER, LMERFRIUHUTHEZETE, fFli0 :

I $ chmod u+x ./clairctl

3.4.3.2.2. M FFEREM OpenShift Container Platform &5 E B R EEM Clair 8%
FER LTS BT FH%E R OpenShift Container Platform £EFERE B R EEM Clair 553

FRFM

o MBRET clairctlihsiTLEIER,

it =
1. A& Clair BEEX O -4k, Hla0 :

I $ mkdir /etc/clairv4/config/

2. DI Clair BB, FI¥ disable_updaters SH0% &N true, 140 :

indexer:
airgap: true

matcher:
disable_updaters: true

3. HAASFHKDD) Clair, MEOEHXHHEHIIRES

$ sudo podman run -it --rm --name clairv4 \
-p 8081:8081 -p 8088:8088 \
-e CLAIR_CONF=/clair/config.yaml \
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-e CLAIR_MODE=combo \
-v /etc/clairv4/config:/clair:Z \
registry.redhat.io/quay/clair-rhel8:v3.11.1

3.4.3.2.3. \iEER Clair SIS B HREERES
ERAUTHSEME M BB Clair 32615 B B el 4r &,

FERFH
o MBRET clairctl i siTLEIER,
o REEBET Clair,

e 7E Clair config.yaml X4/, disable_updaters # airgap SE K IXE N true.

i

o 1ER LA A B EERIAY Clair SE6IR, ¥ clairctl CLI TESEEXH—EFER, LS HEHMET
2, Fl -

I $ ./clairctl --config ./config.yaml export-updaters updates.gz

3.4.3.2.4. FEMrFFE R OpenShift Container Platform EEEFEdE XS Clair BUEZEKIJA]
A LUT & B M FFE M OpenShift Container Platform 8 ECE X Clair BB ZEMIG A,

SoREH
o MBERET clairctl #5{TITEIE,
o MBEEET Clair,
e 7E Clair config.yaml X4/, disable_updaters # airgap SR IZE N true.

o MEMAVIRIEEMBI Clair LIS H T B ERIMA S,

pi% &2
1. {8/ oc CLI TEME Clair 8iBZERSS, Hl0 :

I $ oc get svc -n quay-enterprise
it

NAME TYPE CLUSTER-IP EXTERNAL-IP PORT(S)
AGE

example-registry-clair-app ClusterlP  172.30.224.93 <none>
80/TCP,8089/TCP 4d21h

example-registry-clair-postgres ClusterlP  172.30.246.88 <none> 5432/TCP
4d21h
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2. B& Clair iR FimO, EETMAKMALIVR, Hla0 -

I $ oc port-forward -n quay-enterprise service/example-registry-clair-postgres 5432:5432

3. E# Clair config.yaml 32, 40 :

indexer:
connstring: host=localhost port=5432 dbname=postgres user=postgres
password=postgres ssimode=disable ﬂ
scanlock_retry: 10
layer_scan_concurrency: 5
migrations: true
scanner:
repo:
rhel-repository-scanner: g
repo2cpe_mapping_file: /data/cpe-map.json
package:
rhel_containerscanner: e
name2repos_mapping_file: /data/repo-map.json

1£% connstring FEH #F localhost & host #I{H,

®9

& rhel-repository-scanner M EZE S, 155 "Mapping repository to Common
Product Enumeration information”,

9 & rhel_containerscanner SHHEZER, 1554 "Mapping repository to Common
Product Enumeration information”,

3.4.3.2.5. G EHRINATD T AZIERFFF R OpenShift Container Platform &t

FERAUTE T updaters A& 5 ABIBTFFE#ER OpenShift Container Platform &EH,

SeRF M
o MBERET clairctl #5{TITEIE,
o REEET Clair,
e 7E Clair config.yaml X4/, disable_updaters # airgap SE K IZE N true.
o (REMAETVI R EEEMBY Clair L6515 H T B4,
o MEEINEFINE LB R FERAIMEH,

it =

o {#M clairctl CLI TEFFH B E ST AZI OpenShift Container Platform %8E# Clair #UiE /%
=l

I $ ./clairctl --config ./clair-config.yaml import-updaters updates.gz

iy

3.4.4. U T EBRET R & R MR 2

il

70N

C
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HEI, IBM Power # IBM Z AZ 4 O M ST & B Mz E R,

Clair B Red Hat Enterprise Linux (RHEL)f##%2 k1 38 A 7= S i 25 (CPE) LA RPM X4 SRR 5T E
SRR, UERLCENSGR, XEXH)H™ Rt REEER.

WITFTE cp XM, HEBERIARFIINIZX M, LUEHERERF ERLE RPM B8, MRXGAREFE, N
FRAEB RGBT REN RPM B4 S,

5 3.1. Clair cp BR& ST

CPE JSON BRES ST #- B HERE
repos2cpe Red Hat Repository-to-CPE JSON
nhames2repos Red Hat Name-to-Repos JSON

B 7% CVE {5 B LZRIMTFFiE M Clair REMBUIREN, LU MIEAR IR BRI ST
o NI FMIIH Red Hat Quay # Clair E88, IR ST INEE] Clair pod,

e XfF OpenShift Container Platform E8Z 8] Red Hat Quay, f&WAJHE Clair HEF X E N
unmanaged. G, WIFINERE Clair, NECEXE N INERHN STHIARIEIAR,

3.4.4.1. 546 FEMSE BLE A M R AlEdiE

8/ Clair B&i 89 repo2cpe_mapping_file 1 name2repos_mapping_file %, #FHE &S CPE
JSON BR&T>2 {4, Bl :

indexer:
scanner:
repo:
rhel-repository-scanner:
repo2cpe_mapping_file: /data/cpe-map.json
package:
rhel_containerscanner:
name2repos_mapping_file: /data/repo-map.json

ME\ERLER, ESHMEERTE OVAL T2 BIELURE RPM,
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25 4 & T EMZEM T R EEE RED HAT QUAY
RiINBERT, 7EEH Red Hat Quay Operator Z8%& registry 5/, Quay XM pod KB IE{EE worker
TRt, BXOMAFEANZEST REENUTEEMBUAHNEZER, ESMH QEEMZEL R
o
INRIERER OpenShlft Container Platform Hl2s & FIREERE infra T s, AXEHBIERDER T a0
FHMLHAE R R A TEMEN BN, EFIREEMEET RsERANSRER, B LUERT st
%%ﬂﬁﬁﬁ%?@%ﬂ&ﬁ%%ﬁiﬁ&% Quay pod,
4.1, A ERMBRIFERIMCATT =T R
FERAUTESENEMBMERIMLNSZ2E T R

1. BIALL T4 7R master # worker T s, TEABIA, B=A master T m# 6 1 worker 77 s,

I $ oc get nodes

it B
NAME STATUS ROLES AGE VERSION
user1-jcnp6-master-0.c.quay-devel.internal Ready master 3h30m v1.20.0+ba45583
useri-jcnp6-master-1.c.quay-devel.internal Ready master 3h30m v1.20.0+ba45583
useri-jcnp6-master-2.c.quay-devel.internal Ready master 3h30m v1.20.0+ba45583

useri-jcnp6-worker-b-65plj.c.quay-devel.internal Ready worker 3h21m
v1.20.0+ba45583
useri-jcnp6-worker-b-jr7hc.c.quay-devel.internal Ready worker 3h21m
v1.20.0+ba45583
useri-jcnp6-worker-c-jrg4v.c.quay-devel.internal Ready worker 3h21m
v1.20.0+ba45583
user1-jcnp6-worker-c-pwxfp.c.quay-devel.internal Ready worker 3h21m
v1.20.0+ba45583
useri-jcnp6-worker-d-h5tv2.c.quay-devel.internal Ready worker 3h22m
v1.20.0+ba45583
useri-jcnp6-worker-d-m9gg4.c.quay-devel.internal Ready worker 3h21m
v1.20.0+ba45583

2. BIALL T W EMZRMERIMC =1 worker 153 ¢

$ oc label node --overwrite user1-jcnp6-worker-c-pwxfp.c.quay-devel.internal node-
role.kubernetes.io/infra=

$ oc label node --overwrite user1-jcnp6-worker-d-h5tv2.c.quay-devel.internal node-
role.kubernetes.io/infra=

$ oc label node --overwrite user1-jcnp6-worker-d-m9gg4.c.quay-devel.internal node-
role.kubernetes.io/infra=

3. WIE, HBIHERERNT RN, RE=D worker TREH infra B, HI0 :

I $ oc get nodes
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ANl
NAME STATUS ROLES AGE VERSION
user1-jcnp6-master-0.c.quay-devel.internal Ready master 4h14m
v1.20.0+ba45583
useri-jcnp6-master-1.c.quay-devel.internal Ready master 4h15m
v1.20.0+ba45583
useri-jcnp6-master-2.c.quay-devel.internal Ready master 4h14m
v1.20.0+ba45583
user1-jcnp6-worker-b-65plj.c.quay-devel.internal Ready worker 4h6ém
v1.20.0+ba45583
useri-jcnp6-worker-b-jr7hc.c.quay-devel.internal Ready worker 4h5m
v1.20.0+ba45583
user1-jcnp6-worker-c-jrgdv.c.quay-devel.internal Ready worker 4h5m

v1.20.0+ba45583
user1-jcnp6-worker-c-pwxfp.c.quay-devel.internal Ready infra,worker 4hém
v1.20.0+ba45583
useri-jcnp6-worker-d-h5tv2.c.quay-devel.internal Ready infra,worker 4hém
v1.20.0+ba45583
user1-jcnp6-worker-d-m9gg4.c.quay-devel.internal Ready infra,worker 4h6m
v1.20.0+ba4558

4. L worker T mAES infra AEE, B TEAETESENMDEL infra T m. BERRIXFH
1550, BSOS | BE infra TR, ABENEEZRGIM pod HRINEMR. 5140 :

$ oc adm taint nodes user1-jcnp6-worker-c-pwxfp.c.quay-devel.internal node-
role.kubernetes.io/infra:NoSchedule

$ oc adm taint nodes user1-jcnp6-worker-d-h5tv2.c.quay-devel.internal node-
role.kubernetes.io/infra:NoSchedule

$ oc adm taint nodes user1-jcnp6-worker-d-m9gg4.c.quay-devel.internal node-
role.kubernetes.io/infra:NoSchedule

4.2 BT kSR A R B
FERAL TS RAET AT LR MBRMIIE,
p= Y=
LT B2 th /T LUE T MRk 2% Red Hat Quay Operator #1012 &R {F B AO &y & 22 [F] S ép
AT, RiE, AP IUMERUTEROIEHRTR
¥ =

1. BIAL TS EEE Red Hat Quay UM R 22 (8], UKL TR :

$ oc annotate namespace <namespace> openshift.io/node-selector="node-
role.kubernetes.io/infra="

i B
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I namespace/<namespace> annotated
2. BIALL T a4 3RENAT A pod 13K -

I $ oc get pods -0 wide

=1
NAME READY STATUS RESTARTS AGE IP
NODE NOMINATED NODE READINESS GATES
example-registry-clair-app-5744dd64c9-9d5it 1/1 Running O 173m
10.130.4.13 stevsmit-quay-ocp-tes-5gwws-worker-c-6xkn7 <none> <none>
example-reqistry-clair-app-5744dd64c9-fg86n 1/1 Running 6 (3h21m ago) 3h24m
10.131.0.91 stevsmit-quay-ocp-tes-5gwws-worker-c-dnhdp <none> <none>
example-registry-clair-postgres-845b47cd88-vdchz 1/1  Running 0 3h21m
10.130.4.10 stevsmit-quay-ocp-tes-5gwws-worker-c-6xkn7 <none> <none>
example-registry-quay-app-64cbcbbcf-8zvgc 1/1 Running 1 (3h24m ago) 3h24m
10.130.2.12 stevsmit-quay-ocp-tes-5gwws-worker-a-tk8dx <none> <none>
example-registry-quay-app-64cbc5bcf-pviz6 1/1 Running 0 3h24m
10.129.4.10 stevsmit-quay-ocp-tes-5gwws-worker-b-fjhz4 <none> <none>
example-registry-quay-app-upgrade-8gspn 0/1  Completed 0 3h24m
10.130.2.10 stevsmit-quay-ocp-tes-5gwws-worker-a-tk8dx <none> <none>
example-registry-quay-database-784d78b6f8-2vkml  1/1  Running 0 3h24m
10.131.4.10 stevsmit-quay-ocp-tes-5gwws-worker-c-2frtg <none> <none>
example-registry-quay-mirror-d5874d8dc-fmknp 1/1 Running 0 3h24m
10.129.4.9 stevsmit-quay-ocp-tes-5gwws-worker-b-fjhz4 <none> <none>
example-registry-quay-mirror-d5874d8dc-t4mff 1/1 Running 0 3h24m
10.129.2.19 stevsmit-quay-ocp-tes-5gwws-worker-a-k7w86 <none> <none>
example-registry-quay-redis-79848898cb-6qf5x 1/1 Running 0 3h24m
10.130.2.11 stevsmit-quay-ocp-tes-5gwws-worker-a-tk8dx <none> <none>

3. AT &SR B pod :
I $ oc delete pods --selector quay-operator/quayregistry=example-registry -n quay-enterprise
oy HH 4B

pod "example-registry-clair-app-5744dd64c9-9d5jt" deleted

pod "example-registry-clair-app-5744dd64c9-fg86n" deleted

pod "example-registry-clair-postgres-845b47cd88-vdchz" deleted
pod "example-registry-quay-app-64cbc5bcf-8zvgc” deleted

pod "example-registry-quay-app-64cbcsbcf-pviz6" deleted

pod "example-registry-quay-app-upgrade-8gspn" deleted

pod "example-registry-quay-database-784d78b6f8-2vkml" deleted
pod "example-registry-quay-mirror-d5874d8dc-fmknp" deleted
pod "example-registry-quay-mirror-d5874d8dc-t4mff" deleted

pod "example-registry-quay-redis-79848898cb-6qf5x" deleted

£ pod HWMBRE, ENIXBETREN, FHARERTREMEET R E,

43. TR EMRAZE R FLEE RED HAT QUAY

FERAUT S BERE M AL E R OpenShift Container Platform %% Red Hat Quay,
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o EMFREMBLEAPLRE Red Hat Quay Operator, A TBAMIEEE LM & ZE(A], 0L
T e BT,
FELUTFRBIF, FERAT quay-registry e 22[A], X 5F3 quay-operator pod &5k = Eilti3R
MRz —, I :

I $ oc get pods -n quay-registry -o wide
i Bl

NAME READY STATUS RESTARTS AGE IP NODE
quay-operator.v3.4.1-6f6597d8d8-bd4dp 1/1  Running 0 30s 10.131.0.16 useri-

jenp6-worker-d-h5tv2.c.quay-devel.internal

4.4. 1|& RED HAT QUAY REGISTRY
FERAUT S B Red Hat Quay registry,

o Z{TLATF 4K AIE Red Hat Quay registry, ARG, FEMEIRCH kg, ELUTRAS, &N
BHeNUAER N EMEEM B RN =N Rt

I $ oc get pods -n quay-registry -o wide

=1
NAME READY STATUS RESTARTS AGE IP
NODE
example-registry-clair-app-789d6d984d-gpbwd 1/1 Running 1 5m57s
10.130.2.80 user1-jcnp6-worker-d-m9gg4.c.quay-devel.internal
example-registry-clair-postgres-7c8697f5-zkzht 1/1 Running 0 4m53s
10.129.2.19 user1-jcnp6-worker-c-pwxfp.c.quay-devel.internal
example-registry-quay-app-56dd755b6d-glbf7 1/1 Running 1 5m57s
10.129.2.17 user1-jcnp6-worker-c-pwxfp.c.quay-devel.internal
example-registry-quay-database-8dc7cfd69-dr2cc 1/1 Running 0 5m43s

10.129.2.18 user1-jcnp6-worker-c-pwxfp.c.quay-devel.internal
example-registry-quay-mirror-78df886bcc-v75p9 11 Running 0 5m16s
10.131.0.24 user1-jcnp6-worker-d-h5tv2.c.quay-devel.internal

example-registry-quay-postgres-init-8s8g9 0/1 Completed 0 5mb54s
10.130.2.79 user1-jcnp6-worker-d-m9gg4.c.quay-devel.internal
example-registry-quay-redis-5688ddcdb6-ndp4t 1/1 Running 0 5m56s
10.130.2.78 user1-jcnp6-worker-d-m9gg4.c.quay-devel.internal
quay-operator.v3.4.1-66597d8d8-bd4dp 1/1  Running 0 22m

10.131.0.16 user1-jcnp6-worker-d-h5tv2.c.quay-devel.internal

4.5. [T —4p 4 2e A A %23k RED HAT QUAY OPERATOR F5f 5 B 5128

k

-

B#il, 7£ IBM Power #1 IBM Z RZHFE— P on R 2 (A AR E Red Hat Quay Operator i} /5
FA ¥R,
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BIE R — B 2[R PR E Red Hat Quay Operator I, I¥EAHAMRIXE S FEZE (unmanaged), EEEE
Wi, IRIJ7N OpenShift Container Platform FEIF M E XIS R ZEEE R T,

MBELER, HSH E LR 3 N A E e E 5 A L1 89 OpenShift Container Platform XX
=

BUF /N8R 7 40{a 4R & OpenShift Container Platform X444 Red Hat Quay /& F 1%,

4.5.1. QR L R EC B IR S

FERAUTSERE cluster-monitoring-config ConfigMap X R 2 & 177t
i =
1. EIALL T4 cluster-monitoring-config ConfigMap W RE2EF7E :

I $ oc -n openshift-monitoring get configmap cluster-monitoring-config

it Bl
I Error from server (NotFound): configmaps "cluster-monitoring-config" not found

2. ™% : 30 ConfigMap X R AFE, HHIE—D YAMLEHR, FEUTRAA, EZXXHEH
cluster-monitoring-config.yaml,
apiVersion: v1
kind: ConfigMap
metadata:
name: cluster-monitoring-config
namespace: openshift-monitoring

data:
config.yaml: |

3. ®i% : iN5R ConfigMap ¥R 7F7E, 1HI#E ConfigMap *f5 :
I $ oc apply -f cluster-monitoring-config.yaml
=1
I configmap/cluster-monitoring-config created
4. iz1TLL T4, #afR ConfigMap X REFTE :
I

$ oc -n openshift-monitoring get configmap cluster-monitoring-config

i th 7 Bl
NAME DATA AGE
cluster-monitoring-config 1 12s

4.5.2. R E X TEHENE ConfigMap X &
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FERLUTHER R user-workload-monitoring-config ConfigMap X R 2 & F 7,
iz
1. AL T 57 user-workload-monitoring-config ConfigMap H R 2 & EE :
I $ oc -n openshift-user-workload-monitoring get configmap user-workload-monitoring-config
=1
I Error from server (NotFound): configmaps "user-workload-monitoring-config" not found

2. f0R ConfigMap X RFEME, HELIE— YAML FBH, EUTRAIG, Z3XH%N user-
workload-monitoring-config.yaml,

apiVersion: v1

kind: ConfigMap

metadata:
name: user-workload-monitoring-config
namespace: openshift-user-workload-monitoring

data:
config.yaml: |

3. A BIALL T e 8/ ConfigMap %4 :
I $ oc apply -f user-workload-monitoring-config.yaml
i th o Bl

I configmap/user-workload-monitoring-config created

4.5.3. R/ E X RTE 5 A
{5 FALLU T 4 90 P P 7 SLBR 01 B/ R M

it

1L WAL TSR ERFE LI E MR LR S EEET :

I $ oc get pods -n openshift-user-workload-monitoring

=1

I No resources found in openshift-user-workload-monitoring namespace.
2. B ANLLF 6444 cluster-monitoring-config ConfigMap :

I $ oc -n openshift-monitoring edit configmap cluster-monitoring-config

3. 7 config.yaml 3X{+ /% {& enableUserWorkload: true, “H&&f ERFE 7 E XHITE S AN
P
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apiVersion: vi
data:
config.yaml: |
enableUserWorkload: true
kind: ConfigMap
metadata:
annotations:

5 4 = [EEMZRMA T = EEE RED HAT QUAY

4. FIALTRSREXH, NARRFHRESN pod EEIZIT :

I $ oc get pods -n openshift-user-workload-monitoring

=1
NAME READY STATUS RESTARTS AGE
prometheus-operator-6f96b4b8f8-gg6rl 2/2  Running 0 15s
prometheus-user-workload-0 5/5 Running 1 12s
prometheus-user-workload-1 5/5 Running 1 12s
thanos-ruler-user-workload-0 3/3 Running 0 8s
thanos-ruler-user-workload-1 3/3  Running 0 8s

4.5.4. Al Service Xf RLLAFF Red Hat Quay E#1

FERAUTHIOIE Service i RE L FF Red Hat Quay 5iT.

AR
1. N Service X RI|E YAML X4 :

$ cat <<EOF > quay-service.yaml

apiVersion: v1
kind: Service
metadata:
annotations:
labels:
quay-component: monitoring
quay-operator/quayregistry: example-registry
name: example-registry-quay-metrics
namespace: quay-enterprise
spec:
ports:
- name: quay-metrics
port: 9091
protocol: TCP
targetPort: 9091
selector:
quay-component: quay-app
quay-operator/quayregistry: example-registry
type: ClusterlP
EOF

2. BT T a5 k03 Service W& :
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I $ oc apply -f quay-service.yaml
it Bl

I service/example-registry-quay-metrics created

4.5.5. 1l|i& ServiceMonitor % %

FERALUTEIE OpenShift Monitoring BE & 3@ il ServiceMonitor 75 iR k12 ERIE T,

it =

1. & ServiceMonitor T5IE G2 YAML X5 :
$ cat <<EOF > quay-service-monitor.yaml

apiVersion: monitoring.coreos.com/v1
kind: ServiceMonitor
metadata:
labels:
quay-operator/quayregistry: example-registry
name: example-registry-quay-metrics-monitor
namespace: quay-enterprise
spec:
endpoints:
- port: quay-metrics
namespaceSelector:
any: true
selector:
matchLabels:
quay-component: monitoring
EOF

2. IZ{TLAT a4 3 Al ServiceMonitor ¥R :
I $ oc apply -f quay-service-monitor.yaml
i Bl
I servicemonitor.monitoring.coreos.com/example-registry-quay-metrics-monitor created

4.5.6. £ OpenShift Container Platform A& &5

&7 LATE OpenShift Container Platform #2l& fR1Jj[F] Monitoring —» Metrics TBI#E#5, 7E Expression
FE&A, HiA quay_ UEETRIERIIEK :
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Manitaring

Alerting

Metrics

Insert metric at cursor
Dashboards

[ quay | ]

Compute

haproxy_backend_http_average_gueue_latency_milliseconds
User Management haproxy_server_http_average_queue_latency_milliseconds
prometheus_sd_kubernetes_workqueue_latency_seconds_count
Administration

prometheus_sd_kubernetes_workqueue_latency_seconds_sum
quay_authentication_attempts_created

guay_authentication_attempts_total

quay_db_close_calls_created

Blan, MREFE SRR registry /1, 151%5F quay-users_rows 1T :

iCS  Platform Prometheus Uit efreshoff ~  Actions v
Metrics  platform Prometheus Ut Refresh off A
<3 Hide graph
3
25
2
15
1
o5
o
| query browser chart | 0900 1000 oo 1200 1200 1400
quay_user_rous v nddquery | (EEE
o aruserous X e :
4
Name container | endpoint | exportedjob | host instance job © names pace | pid pod process_name prometheus service Value
B cvvuserrows  quay-app auay-metics  quay example-registry-quay- 101292349091 gistry = ple-registry-guay openshi ple-registy- 3
app-6diB7I7b66-2gs1q quay-metiics app-6d1&717b66-2qs1q
B v serrows  quayase quay-meties  quay example-registry-quay- 00812081 ple-regsty- g prise 65 ple-registry-quay openshi ple-registy- 3
app-6AiB7I7b66-3tn6 quay-metrics app-6AfB77b66-3tin6

1-20f2 1 of1

4.6. FEZEFEHKR/N
1£ OpenShift Container Platform £&8% Red Hat Quay I/, SEE=A"FRAMFAEEFHPVC) :
o —/HTF PostgreSQL 13 registry,
o —/ATF Clair PostgreSQL 13 registry,
e —/M#EH NooBaa {F N EiRfEE,
pa -3
Red Hat Quay #1 NooBaa = [H]#;i%$%:8J OpenShift Container Platform H1#J S3 API
ObjectBucketClaim API i#1T, Red Hat Quay #If1% API 411E NooBaa I ##E, K

BRI EREA, FENEBRRIENS. EEHS NooBaa £, ZEH#RRERFEMPLIE
! B, ELE, NooBaa PVC F&a#EiE#iski £ El Red Hat Quay pod,
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PostgreSQL 13 # Clair PostgreSQL 13 PVC BIERIAKR/NKE S 50 GiB, eI LURIBLLTRIEE
OpenShift Container Platform 22l & /i hiX & PVC I BZ .

; p= =1
I LUF3#2 5 Red Hat OpenShift Data Foundation LH) B AMESER L= @AM,

4.6.1. 7 Red Hat Quay HE#T7E X PostgreSQL 13 PVC By K/

ERA LT Z I VHEE PostgreSQL 13 # Clair PostgreSQL 13 PVC FIK/IN,

FRFM

e 7£ OpenShift Container Platform L EH%£EEIE 5,

it

1. &3KEI OpenShift Container Platform 2l & 317t Storage — Persistent Volume Claims,

2. 5 PostgreSQL 13 5k Clair PostgreSQL 13 1%£#FrE# PersistentVolumeClaim, {540
example-registry-quay-postgres-13,

3. 7E Action 3B, %E# Expand PVC,
4. BIARAMSEFRF KRN, AFIEE Expand,
LafE, T EBIHX/NNRRE PVC B Capacity FE&H,

4.7. B7E Y 2\ OPERATOR %%

: " B, 1BM Power F IBM Z 33 E E L BIA Operator %,

EXELIFERT, BE Red Hat Quay Operator MR ATRER B A, XA LLE £ Red Hat Quay
Operator ClusterServiceVersion % E— NS N MEZEF L,

BF

£ Red Hat Quay IMEAR AR RHMER LS, smZi@INAFHF LN KB, 7£ Red Hat
Quay Operator FA{FEAIEBVINTRERNT, REERIEEBZ RTLAE R TR,

471 BT 2

Red Hat Quay Operator FfERLUTFIMEL EBRHMGHRE ¢

MR8 Hit
RELATED_IMAGE_COMPONENT_QUAY base
RELATED_IMAGE_COMPONENT_CLAIR Clair
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RELATED_IMAGE_COMPONENT_POSTGRE postgres # clair £z %
S

RELATED_IMAGE_COMPONENT_REDIS redis

%% -
B B B ¥ (@sha256:)81, MABEEI R (latest)5| A,

4.7.2. MEZEN FBEIEEZITH Operator

L3@1d Operator Lifecycle Manager (OLM) &% Red Hat Quay Operator i, & LUBT BN
ClusterServiceVersion ¥ R RGN BE S EHH B RHR,

FERAUTHSEEESN RAEIEEZ1T8 Red Hat Quay Operator.,

it =

1. ClusterServiceVersion % § 25 & # IE7EiZ2 T8I Operator B9 Operator I3k, fHFA
Kubernetes Ul 2% kubectl/oc CLI T 2% Red Hat Quay Operator #J
ClusterServiceVersion, 40 :

I $ oc get clusterserviceversions -n <your-namespace>

2. A Ul oc edit st EfhA;%IE2X Red Hat Quay ClusterServiceVersion, FH S EEmhm
N ELERB R
JSONPath: spec.install.spec.deployments[0].spec.template.spec.containers[0].env

- name: RELATED IMAGE_COMPONENT_QUAY

value:
quay.io/projectquay/quay@sha256:c35f5af964431673f4ff5c9e90bdf45f19e38b8742b5903d41¢
10cc7f6339a6d
- name: RELATED IMAGE_COMPONENT_CLAIR

value:
quay.io/projectquay/clair@sha256:70c99feceb4c0973540d22e740659¢cd8d616775d3ad1¢c169
8ddf71d0221f3ce6
- name: RELATED IMAGE_COMPONENT_POSTGRES

value: centos/postgresql-10-
centos7@sha256:de1560cb35e5ec643e7b3a772ebaac8e3a7a2a8e8271d9e91ff023539b4dfb3
3
- name: RELATED IMAGE_COMPONENT_REDIS

value: centos/redis-32-
centos7@sha256:06dbb609484330ec6be6090109f1fal6e936afcf975d1cbc5fff3e6¢c7cae7542

Gk

ﬁ .
Y iXTE Operator | L5ER, HLLEA QuayRegistry #1%ERERNEZIHITEE.

4.8. AWS S3 CLOUDFRONT
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k

p= )1
B, IBM Power #11BMZ A2 ##H AWS S3 CloudFront,

INRIESF AWS S3 Cloudfront FAF [l registry Z6i#f, 1HFERUTHIK,

it =

1 BALLT D8 RE registry B :

$ oc create secret generic --from-file config.yaml=./config_awss3cloudfront.yaml --from-file
default-cloudfront-signing-key.pems=./default-cloudfront-signing-key.pem test-config-bundle
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25 5 3 RED HAT QUAY (g

Red Hat Quay #2 el MEEIMF B Li51T. X272 ERENERRE MR,

5.1. RED HAT QUAY F{%& R

FEFEFFI E T XX HTE Red Hat Quay HIZ{TIR ATRER S B — LA LIRIRIIY R EREE T TIRM e RIL =
HE YRR TR T B H I RE M A =T Se .

BEEAERSRTZITHESERENNMNREERAEERNRES. BRI SR URT TFaigR
R

5.2. {5 FH OPENSHIFT CONTAINER PLATFORM fi/& RED HAT QUAY #4
EIRINE

AT 5 TRER TR T 404alME A OpenShift Container Platform £1/2 Red Hat Quay BB 2R E01E,

5.2.1. OpenShift Container Platform TLS 44

tls ZHESEVFIREEH TLS RRE.

Pz
_ L TLS A4 Operator B, Red Hat Quay 3 A HFiiESs.

SNSRI tls BN unmanaged, NIRELE OB ssl.cert #1 ssl.key X4, FEARLFIAR, MNRFLEERHT
Figds, B Quay BRI ESREREAFVRIENEH FB SAN Ik, SiERBER.

Z78I0 builder BEH, THEEAITHER :

I [quayregistry-cr-name]-quay-builder-[ocp-namespace].[ocp-domain-name]:443

5.2.2. {3 OpenShift Container Platform for Red Hat Quay builders

FRERFEE SSL/TLS UEH, BX SSL/TLSIUEPMESZER, 1554 [ Red Hat Quay &2/ I0 TLS 1E
s

JNSR(EFA Amazon Web Service (AWS) S3 2, R /TE B TR R AEN AWS £ 5 heEFER. 0
TR, HSHLUTEH2 B AWS S3 ",

5.2.2.1. NEWME SIS OpenShift Container Platform

FERUTEHHN Red Hat Quay REFUHEEERE & OpenShift Container Platform,

-

pa )1
o [ERERILESEREEFHIZ1T Quay Operator,

o IR FERTE OpenShift Container Platform Ei% B Efldn & 22 (A,

it

35


https://access.redhat.com/documentation/zh-cn/red_hat_quay/3/html/deploy_red_hat_quay_for_proof-of-concept_non-production_purposes/advanced_red_hat_quay_deployment#using_ssl_to_protect_connections_to_red_hat_quay

Red Hat Quay 3 Red Hat Quay Operator BZI8E

1. EAKEFEE AN EXE Red Hat Quay &Y,

2. IZTUUT RS, Q- METERNEMYESS (40 virtual-builders ) BIEIIE :
I $ oc new-project virtual-builders

3. MIALLTHSET B /8 —1 ServiceAccount, B ATIZITIHE :
I $ oc create sa -n virtual-builders quay-builder

4. NABERARSSIK P IREIRENR, LUEE R LLZITIHE

$ oc adm policy -n virtual-builders add-role-to-user edit system:serviceaccount:virtual-
builders:quay-builder

5. I AL T @41%F Quay builder anyuid scc F{R :

I $ oc adm policy -n virtual-builders add-scc-to-user anyuid -z quay-builder

. WREFREEHEEARFN. X2LEN, RNWEHFBILL Podman BF &3
- 217, FREEIFRIEERMZIER TF,

6. FKHY Quay builder BRES MK B9 R4,
a. WRFE A OpenShift Container Platform 4.10 S{ERBIkRA, 1HH AL T@S :

I oc sa get-token -n virtual-builders quay-builder

b. #N&R A OpenShift Container Platform 4.11 SiEEhRA, HHAUTHS :

I $ oc create token quay-builder -n virtual-builders

LS ERRT, MEEERFSRE, A4, EARLURINBEE GTEE, B,
8 --duration 20160m LURE 5 &R A,

it Bl

eyJhbGciOidSUzI1NilsimtpZClelldfQUJkaDVmb3ItTHZ0dGZMYjhIWnYxZTQzN2dJVEJxc
DJscldSdEUtYWsifQ...

7. IALL T e BHAEMRZF A ¢

I $ oc get route -n quay-enterprise
it I

I NAME HOST/PORT PATH
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SERVICES PORT TERMINATION WILDCARD

example-registry-quay-builder example-registry-quay-builder-quay-
enterprise.apps.docs.quayteam.org example-registry-quay-app grpc
edge/Redirect None

8. MIALUT®SMEA crt FBERBER SSL/TISIEH :

I $ oc extract cm/kube-root-ca.crt -n openshift-apiserver
it Bl
I ca.crt

9. MIALLT a4 ca.crt XEEMH A extra_ca_cert_build_cluster.crt :

I $ mv ca.crt extra_ca_cert_build_cluster.crt

10. EEEHIA PHEIE BRI DM secret, RFIEFE Actions — Edit Secret FRINE Y M ERF
fRiE :

FEATURE_USER_INITIALIZE: true
BROWSER_API_CALLS_XHR_ONLY: false
SUPER_USERS:
- <superusername>
FEATURE_USER_CREATION: false
FEATURE_QUOTA_MANAGEMENT: true
FEATURE_BUILD_SUPPORT: True
BUILDMAN_HOSTNAME: <sample_build_route> 0
BUILD_MANAGER:
- ephemeral
- ALLOWED_WORKER_COUNT: 1
ORCHESTRATOR_PREFIX: buildman/production/
JOB_REGISTRATION_TIMEOUT: 3600 9
ORCHESTRATOR:
REDIS_HOST: <sample_redis_hostname> €}
REDIS_PASSWORD: ™"
REDIS_SSL: false
REDIS_SKIP_KEYSPACE_EVENT_SETUP: false
EXECUTORS:
- EXECUTOR: kubernetesPodman
NAME: openshift
BUILDER_NAMESPACE: <sample_builder_namespace> ﬂ
SETUP_TIME: 180
MINIMUM_RETRY_THRESHOLD: 0
BUILDER_CONTAINER_IMAGE: <sample_builder_container_image> 9
# Kubernetes resource options
K8S_API_SERVER: <sample_k8s_api_server> G
K8S_API_TLS_CA: <sample_crt_file> a
VOLUME_SIZE: 8G
KUBERNETES_DISTRIBUTION: openshift
CONTAINER_MEMORY_LIMITS: 300m 6
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38

P0000 90 ©6O6 O O

CONTAINER_CPU_LIMITS: 1G Q
CONTAINER_MEMORY_REQUEST: 300m @
CONTAINER_CPU_REQUEST: 1G m
NODE_SELECTOR_LABEL KEY:™
NODE_SELECTOR_LABEL_VALUE: "™
SERVICE_ACCOUNT_NAME: <sample_service_account_name>
SERVICE_ACCOUNT_TOKEN: <sample_account_token> @

P32 P& H5857 24T oc get route -n & OpenShift Operator By % 22 [A] A& FREIREN, BEE
REXDITIRE—NHO, SERUTHEIN : [quayregistry-cr-name]-quay-builder-[ocp-
namespace].[ocp-domain-name]:443,

IR 1LET JOB_REGISTRATION TIMEOUT &%, EageSWEILLITFEE 1R « failed to
register job to build manager: rpc error: code = Unauthenticated desc = Invalid build
token: Signature has expired Z1UF It SE%E HE D 240,

INRIEH) Redis EHA TS SSL/TLS UED, EAFHELN B,

W&, ULEENEIRREZEAIEHE, 40 virtual-builders,

T FEHA5R], BUILDER_CONTAINER_IMAGE BRiZ quay.io/projectquay/quay-
builder:3.7.0-rc.2, iHAE, XARKERRAVRIBEOFRENR, MREIXFHER, NKE
5B

K8S_API_SERVER i&i1iZ1T oc cluster-info 7XEX.

B FSh B FRMBE L CAIES, %0 K8S_API_TLS_CA:
/conf/stack/extra_ca_certs/build_cluster.crt,

JORARIEE, NFEINTY 5120Mi,

MFEME, S IRREFTERVHTR, MRREE, MRILT 1000m,
JORAKIETE, NIFKILTY 3968Mi,

JORARIETE, MIEILTY 500m,

1£iZ24T oc create sa 115515,

A&l

FEATURE_USER_INITIALIZE: true
BROWSER_API_CALLS_XHR_ONLY: false

SUPER_USERS:

- quayadmin

FEATURE_USER_CREATION: false
FEATURE_QUOTA_MANAGEMENT: true
FEATURE_BUILD_SUPPORT: True
BUILDMAN_HOSTNAME: example-registry-quay-builder-quay-
enterprise.apps.docs.quayteam.org:443

BUILD_MANAGER:

- ephemeral

- ALLOWED_WORKER_COUNT: 1
ORCHESTRATOR_PREFIX: buildman/production/
JOB_REGISTRATION_TIMEOUT: 3600
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ORCHESTRATOR:

REDIS_HOST: example-registry-quay-redis

REDIS_PASSWORD: ™"

REDIS_SSL.: false

REDIS_SKIP_KEYSPACE_EVENT_SETUP: false

EXECUTORS:

- EXECUTOR: kubernetesPodman
NAME: openshift
BUILDER_NAMESPACE: virtual-builders
SETUP_TIME: 180
MINIMUM_RETRY_THRESHOLD: 0
BUILDER_CONTAINER_IMAGE: quay.io/projectquay/quay-builder:3.7.0-rc.2
# Kubernetes resource options
K8S_API_SERVER: api.docs.quayteam.org:6443
K8S_API_TLS_ CA: /conf/stack/extra_ca_certs/build_cluster.crt
VOLUME_SIZE: 8G
KUBERNETES_DISTRIBUTION: openshift
CONTAINER_MEMORY_LIMITS: 1G
CONTAINER_CPU_LIMITS: 1080m
CONTAINER_MEMORY_REQUEST: 1G
CONTAINER_CPU_REQUEST: 580m
NODE_SELECTOR_LABEL_KEY: ™
NODE_SELECTOR_LABEL_VALUE: ™
SERVICE_ACCOUNT_NAME: quay-builder
SERVICE_ACCOUNT_TOKEN:

"eydhbGciOiJSUzI1NilsimtpZCl6lldfQUJkaDVmb3ItTHZ0dGZMYjhIWnYxZTQzN2dJVEJxcDJs
cldSAdEUtYWsifQ"

5.2.2.2. FshZsh0 SSL/TLS ik+

MFEETENSHMAY, BuIMFohfEEE L SSL/TLS kBRI EMIZTT, ERUTSEFRM
BE X SSL/TLS iE+,

BXROEE SSL/TLS iIEBHELER, ESHIE Red Hat Quay BEsRARII TLS IEF 6

5.2.2.2.1. QIBMZE UL
FERAUTSHOIEHZEZE SSL/TLS ik,

it =
o QIBIEPMANMFIFEZIES, MFJEZER, HSHQBIEBMANIHZZIES,

openssl.cnf

[req]

req_extensions = v3_req

distinguished_name = req_distinguished_name
[req_distinguished_name]

[v3_req]

basicConstraints = CA:FALSE

keyUsage = nonRepudiation, digitalSignature, keyEncipherment
subjectAltName = @alt_names
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[alt_names]
DNS.1 = example-registry-quay-quay-enterprise.apps.docs.quayteam.org ﬂ

DNS.2 = example-registry-quay-builder-quay-enterprise.apps.docs.quayteam.org 9

ﬂ W8 E Red Hat Quay registry URL B alt_name,

@ BUILDMAN_HOSTNAME alt_name

~Bleem

$ openssl genrsa -out rootCA.key 2048

$ openssl req -x509 -new -nodes -key rootCA.key -sha256 -days 1024 -out rootCA.pem

$ openssl genrsa -out ssl.key 2048
$ openssl req -new -key ssl.key -out ssl.csr

$ openssl x509 -req -in ssl.csr -CA rootCA.pem -CAkey rootCA .key -CAcreateserial -out

ssl.cert -days 356 -extensions v3_req -extfile openssl.cnf

522221 TLS %BHIESE

FERLU TSNS King:tls % &5 unmanaged,

it

1. 7£ Red Hat Quay Registry YAML 1, ¥ kind: tls i%i& 7 managed: false :

- kind: tls
managed: false
2. 1f Events TIEH, EXSWEK, BEIEILE TEH/ config.yaml 32, HI10 :

- lastTransitionTime: '2022-03-28T12:56:497'
lastUpdateTime: '2022-03-28T12:56:497'
message: >-
required component “tls” marked as unmanaged, but “configBundleSecret’
is missing necessary fields
reason: Configlnvalid
status: "True'

5.2.2.2.3. fllERIEE secret
R TS E N CA IFBAIRIEN secret,

it =
1 ERINAr B ZE A R B8 CA IEPHY secret :

$ oc create secret generic -n quay-enterprise temp-crt --from-file
extra_ca_cert_build_cluster.crt

2. 7£ default fn & 22 (6] F/y ssl.key #1 ssl.cert ST B — secret :
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$ oc create secret generic -n quay-enterprise quay-config-ssl --from-file ssl.cert --from-file
ssl.key

5.2.2.2.4. 5% secret BIRSE HEIARE YAML F
FERAUTH I secret BB E HZEI config.yaml XA,

it =

1. fE¥2414 Ul 3 E] Workloads — Secrets BY$T secret,

2. X FBA secret, HE YAML MK :

kind: Secret

apiVersion: vi

metadata:
name: temp-crt
namespace: quay-enterprise
uid: a4818adb-8e21-443a-a8db-f334ace9f6d0
resourceVersion: '9087855'
creationTimestamp: '2022-03-28T13:05:30Z'

data:
extra_ca_cert_build_cluster.crt: >-

LS0tLS1CRUdJTIBDRVJUSUZJQOFURSOtLS0tCk1JSURNakNDQWhxZ0F3SUJBZOL....

type: Opaque

kind: Secret

apiVersion: vi

metadata:
name: quay-config-ssl
namespace: quay-enterprise
uid: 4f5ae352-17d8-4e2d-89a2-143a3280783¢c
resourceVersion: '9090567'
creationTimestamp: '2022-03-28T13:10:34Z'

data:
ssl.cert: >-

LS0tLS1CRUdJTIBDRVJUSUZJQOFURSOtLSO0tCk1JSUVaakNDQTA2Z0F3SUJBZOIVT...

ssl.key: >-

LS0tLS1CRUdJTIBSUOEgQUFJJVKFURSBLRVkiLSO0tLQpNSUIFcFFJQkFBSONBUUVBC...

type: Opaque

3. 7£ Ul & $; Red Hat Quay registry BL B E M secret, SBTZITU TS EERGHIT :

4. 7E OpenShift Container Platform ##l& /R, 1EFEEEINHE secret B9 YAML 1ETT+, FMIEO

$ oc get quayregistries.quay.redhat.com -o jsonpath="{.items[0].spec.configBundleSecret}
{\n'}" -n quay-enterprise

B secret RNINETE -

kind: Secret
apiVersion: vi
metadata:
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name: init-config-bundle-secret

namespace: quay-enterprise

uid: 4724aca5-bff0-406a-9162-ccb1972a27c¢1
resourceVersion: '4383160'
creationTimestamp: '2022-03-22T12:35:597'

data:
config.yaml: >-

RkVBVFVSRV9VUOVSX0IOSVRJQUxJWkUBIHRydWUKQLJ...
extra_ca_cert_build_cluster.crt: >-

LSO0tLS1CRUdJTIBDRVJUSUZJQOFURSOtLSO0tCk1JSURNakNDQWhxZ0F3SUJBZO0Idw....
ssl.cert: >-
LS0tLS1CRUdJTIBDRVJUSUZJQOFURSOtLSO0tCk1JSUVaakNDQTA2Z0F3SUJBZOIVT...
ssl.key: >-
LS0tLS1CRUdJTIBSUOEgUFJJVKFURSBLRVktLSO0tLQpNSUIFcFFJQkFBSONBUUVBC...
type: Opaque

5. mi Save,

6. WIALLTa N EFREN pod BEE/F :

I $ oc get pods -n quay-enterprise

=1
NAME READY STATUS RESTARTS AGE
example-registry-quay-app-6786987b99-vgg2v 0/1  ContainerCreating 0 2s
example-registry-quay-app-7975d4889f-q7tvl 1/1 Running 0 5d21h
example-registry-quay-app-7975d4889f-zn8bb 1/1 Running 0 5d21h
example-registry-quay-app-upgrade-Iswsn 0/1  Completed 0 6d1h
example-registry-quay-config-editor-77847fc4f5-nsbbv 0/1  ContainerCreating 0 2s
example-registry-quay-config-editor-c6c4d9ccd-2mwg2 1/1  Running 0
5d21h
example-registry-quay-database-66969cd859-n2ssm 1/1 Running 0 6d1h
example-registry-quay-mirror-764d7b68d9-jmlkk 1/1 Terminating 0 5d21h
example-registry-quay-mirror-764d7b68d9-jqzwg 1/1 Terminating 0 5d21h
example-registry-quay-redis-7cc5f6¢c977-95698 1/1° Running 0 5d21h

7. EHFERE Red Hat Quay registry [&, FIALU TSI E Red Hat Quay N2 pod BB IEEZ
17

I $ oc get pods -n quay-enterprise

it Bl
example-registry-quay-app-6786987b99-sz6kb 1/1 Running 0 7m45s
example-registry-quay-app-6786987b99-vgg2v 1/1 Running 0 Imis
example-registry-quay-app-upgrade-Iswsn 0/1  Completed 0 6d1h
example-registry-quay-config-editor-77847fc4f5-nsbbv 1/1  Running 0 Imis
example-registry-quay-database-66969cd859-n2ssm 1/1 Running 0 6d1h
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example-registry-quay-mirror-758fc68ff7-5wxIp 1/1° Running 0 8m29s
example-registry-quay-mirror-758fc68ff7-1bl82 1/1 Running 0 8m29s
example-registry-quay-redis-7cc5f6¢c977-95698 1/1 Running 0 5d21h

8. MBI IERA, VilF registry I mFRIFER B EEH B, B :
Common Name (CN) example-registry-quay-quay-enterprise.apps.docs.quayteam.org
Organisation (O) DOCS
Organisational Unit (OU) QUAY
5.2.2.3. [ Ul B4 25
FERUTSRER Ul A2 EARL 25,

ik
1. BRIMA Red Hat Quay FAEE,
2. B Create New Repository, B0 — 4T registry, 40 testrepo,

3. 7£ Repositories TIE £, Hif; FMERK L Builds iETiF, &, BEEHEANA URL :

https://example-registry-quay-quay-
enterprise.apps.docs.quayteam.org/repository/quayadmin/testrepo ?tab=builds

BE
ARLEHERT, WEFURIBIFBTENRBAE, XDRHATESELNRE

8 dnsPolicy i% &/ default #Hx, BA], XANAELEBIHNERAR, ©RE
LUE#) Red Hat Quay hRA AR RR,

4. = Create Build Trigger— Custom Git Repository Push,

5. By AT 5P Git FiEEM HTTPS =X SSH H£X URL, #AIF 5 Continue, f5I#0 :

I https://github.com/gabriel-rh/actions_test.git

6. AP XZHIREBHRE TagFEH, RFHT Continue,

7. TEVA FIfR AL BRI HI A A8 Dockerfile BOGIEE, #0/Dockerfile, fA5H.di Continue,
8. i A Docker 1M EFXHMLE, N/, AFH T Continue,

9. MRMRIE, HAIE— Robot Mk, &I, s Continue,
10. = Continue R5IFSHL,

1. 7£ Builds TTEA, s Trigger Name #J Options KR, #AE s Run Trigger Now,

12. M Git FEERIARS SHA, AREH L Start Build,

13. AT LAE I B Build History TTEI A RIZ X X2 1T oc get pods -n virtual-builders 3 2t &
BPRES. B0
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I $ oc get pods -n virtual-builders

i =l
NAME READY STATUS RESTARTS AGE
f192fe4a-c802-4275-bcce-d2031e635126-912b5-251g2 1/1 Running 0 7s

I $ oc get pods -n virtual-builders

it Bl
NAME READY STATUS RESTARTS AGE
f192fe4a-c802-4275-bcce-d2031e635126-912b5-25Ig2 1/1  Terminating 0 9s

I $ oc get pods -n virtual-builders
it Bl

I No resources found in virtual-builders namespace.

14. WETHE, EALRESHMER L Tags FEIRZEIRT,

it BER IR, BAT R BN E B SN MBS R A,

5.2.2.4. 5™ AWS S3 7=fikka
INRMEE AWS S3 7, NI SITHRBSEITE AWS 24514 fh B 5.

it =

1. 1E s3.console.aws.com L& FE| AWS $2HI&,
2. TEHFHREH, %R S3, REHRT S3,

3. REHENAF, 20 myawsbucket,

4. BLRBRETI,

5. 1 Cross-origin FiIRH#=Z(CORS) T, @EUTSH :

[
{

"AllowedHeaders": |
"Authorization"

],

"AllowedMethods": |
"G ET"

],
"AllowedOrigins": [

nkn
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]

"ExposeHeaders": [],
"MaxAgeSeconds": 3000

"AllowedHeaders": |
"Content-Type",
"x-amz-acl",
"origin"

1

"AllowedMethods": |
"PUT"

1,
"AllowedOrigins": [

nkn

]

"ExposeHeaders": [],
"MaxAgeSeconds": 3000

5.2.2.5. 8 Google Cloud Platform X} {7 fi5#a

v P2y~
H#l, IBM Power #1I1BM Z A% #{EEX Google Cloud Platform i Rz fi# .

ERUTES RN ENE SRR EERIRFRRHAZ(CORS),

: NR%EAF CORSBLE, LEHIE Dockerfile KM,

AR
1. ERALAUTEIARAE JSON XX, LU RERREE CORS &K, Hin :

I $ cat gcp_cors.json

i th 7 Bl

"origin": ["*"],
"method": ["GET"],
"responseHeader": ["Authorization"],
"maxAgeSeconds": 3600

b

{
"origin": ["*"],
"method": ["PUT"],
"responseHeader":

"Content-Type",
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"x-goog-acl”,
"origin"],
"maxAgeSeconds": 3600

}
]

2. MIALLT e B EEHT GCP 74 -

I $ gcloud storage buckets update gs://<bucket_name> --cors-file=./gcp_cors.json

it Bl

Updating
Completed 1

3. A LLZTUA TSk 5 R GCP @M EH CORS ECE :

2

I $ gcloud storage buckets describe gs://<bucket_name> --format="default(cors)"
i Bl

cors:
- maxAgeSeconds: 3600
method:

- GET

origin:
responseHeader:

- Authorization
maxAgeSeconds: 3600
method:

- PUT

origin:

(£

responseHeader:
- Content-Type

- X-goog-acl

- origin
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2 6 = GEO-REPLICATION

' p= =1
_ B#l, IBM Power A3 ¥F geo-replication ThEE,

HIBS HRFLZ N HIED A Red Hat Quay BREME Fimsk A AR RXREENEA registry TE, ©
STERSTELES % Red Hat Quay KB FRIHELEFNFIENERE, HRBIBEEEERL ER, HHES
BAtMBERST%, HANE T ImEEM,

TEIRIIF] Operator BREHZFFERE T A geo-replication B Red Hat Quay,

Hth T1R
o EXRMEFITHRERMMNERZER, HSMH EWigm, SLEHEARKNSE Bt

6.1. iz 2 I Th e

e [Z& geo-replication |5, BHREMEKMRXITE AZ Red Hat Quay LB EEFMEEIZE, XEFER
X 15 N f% 18630 B 72 1 5 o

o HEMBHER, LRBBERERAGEFIAEMEMEIZE,

o SHIMEIXRALUERE, SiITURTRNEHEFR,

o ERRAIE (pull)FHIAA A RECEN A A MBI ZBREXLRIER AL,
o MREFLERATM, NAHRERREEER,

6.2. s & Hl Z K AR

o MEMEBEHIINER, RedHat Quay BRFTH KEERA LULIFIE AFTA Bt KIgBox KREFMH, X
RAFHE AT AR AR E At KI5 ),

o INR—/IBEHIL[B RFMRIKRN, 48 RH Red Hat Quay BB MK, LAMER
FinHERMEHNEREERNNRATEFWRANIRER, BN, FF e i X
R,

. Red Hat Quay ,x"!E_TWﬁﬁmﬁﬂﬁﬁﬁﬁ’]ﬂ%ﬁﬁ%‘%%ﬁ’] L)%ka“ﬁ_fﬁﬁ'ﬁ FﬁFZ\fﬁﬁB% TERN

o T geo-replication BRBRVIRE, B4 7i{EF /health/endtoend checkpoint, Z&E AT
LRERLE, ENTEA /health/endtoend in R FHECEEE M. /health/instance i = U
AL RN,

o MR—NURKNREERETTH, NEREKRFEREFBIEE@RIRRNEFERTHIR

2
éJL:Q

o HMIEEH (geo-replication) BFF M., MR—PUMRKAER, NEFBEZIEREIN RIFM
RO, BERUEHOEEEFRBFRRNERIBESRE X,

o HAYERE (HLPAETHEIEHN Red Hat Quay BRE) EFTARIEZIAIHE,

MRS HAREHEEE, WRHIEN, SR 7T HESHIZIEERN Red Hat Quay RRTIHE 5
— MR,
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o H Redis ZFEE Red Hat Quay WERIHE, FEALIATA Red Hat Quay pod HilHl,

o ZEMEMEEN ZEMARXIEEER, BEEEmMRN, ZEEHRATUER
QUAY_DISTRIBUTED_STORAGE_PREFERENCE 5% 2R E,

o MIBSHIFEBNXIFFINREMH, ERERETFERME,

o BMREUFER I FEBNKIGHNENFHESIE, IFE—TRLKRE,

o IFE, WLUEAFMAIELI

o EANFWIE (MIFTHE blob) #MIKER, Mk, FHEEHRGR LIRS N FIEZESH R,

e FiE Red Hat Quay SKBIERM A ZHRMWAO R, BFEET N ETES,

® FiE Red Hat Quay SKBIER MM EBHRNEHXRA &S, RNl ERRAREXXHHE L.

o IPG HIEREM Clair BLBi%E 7y unmanaged., 3E%E Clair 8B/ 2 1F Red Hat Quay
Operator TEMIBE FIEMEHR T/E, EHZ A Red Hat Quay Operator SEBI AT 5 B —#IEE &
5. MEESER, HEHBEH Clair BE.,

® geo-Replication FE SSL/TLS IE BB, MFEZER, 1HSHHFEM SSL/TLS RI7E Red
Hat Quay BYiE$E,

IMRTEWR LRE R, BRIZEAMN TR Red Hat Quay #RE, FHFBFMERERIIEE,

6.2.1. 7£ OpenShift Container Platform A% E#h 2 S i

E LT B1E OpenShift Container Platform L% B R ith &,

it =

1. 2 Red Hat Quay EBZE postgres L4,

2. WIAUTRSERIBIEE :
I psql -U <username> -h <hostname> -p <port> -d <database_name>

3. 77 Red Hat Quay /% quay BIEIRZE. B0 :

I CREATE DATABASE quay;

4. EFBEFRER pg_trm I B

\c quay;
CREATE EXTENSION IF NOT EXISTS pg_trgm;
5. EZ8%& Redis Sl :

o MRMEHMNFEABCSHIIRS, NERE Redis LHITTRER L FHEHY,

o IR {FEHA Builders, NIEEERE Redis LM,
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a. J7 Redis BRE B,
b. IIEA LLMIZTT Red Hat Quay BISEEE T 1A &
c. WAFTHFIRA 6379/TCP

d. EEHIMIZFT Redis

sudo dnf install -y podman
podman run -d --name redis -p 6379:6379 redis

6. QMMM REMER, SMEEF—D. BRERT, —MUREHEBBBLEE—ITHNE. £
B, A TMREEBE SN IRERE.

7. ERNETEBREXRMEEFHRAREMATHNER, UENENEREFEELNFHEER,
8. BELEME B RV ERRMAR—ADR,

6.2.1.1. 7£ OpenShift Container Platform £ Red Hat Quay ECi& geo-replication

FERLLTH N OpenShift Container Platform £ Red Hat Quay BZi& geo-replication,

it

1. QIBREREZ A HZH config.yaml X4, Lt config.yaml X4 & % Il PostgreSQL. Redis
M E RIS

geo-replication config.yaml 344

SERVER_HOSTNAME: <georep.quayteam.org or any other name> ﬂ
DB_CONNECTION_ARGS:
autorollback: true
threadlocals: true
DB_URI: postgresql://postgres:password@10.19.0.1:5432/quay 9
BUILDLOGS_REDIS:
host: 10.19.0.2
port: 6379
USER_EVENTS_REDIS:
host: 10.19.0.2
port: 6379
DATABASE_SECRET_KEY: 0ce4f796-c295-415b-bf9d-b315114704b8
DISTRIBUTED_STORAGE_CONFIG:
usstorage:
- GoogleCloudStorage
- access_key: GOOGQGPGVMASAAMQABCDEFG
bucket_name: georep-test-bucket-0
secret_key: AYWfEaxX/u84XRA2vUX5C987654321
storage_path: /quaygcp
eustorage:
- GoogleCloudStorage
- access_key: GOOGQGPGVMASAAMQWERTYUIOP
bucket_name: georep-test-bucket-1
secret_key: AYWfEaxX/u84XRA2vUX5Cuj12345678
storage_path: /quaygcp
DISTRIBUTED_STORAGE_DEFAULT_LOCATIONS:
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- usstorage

- eustorage
DISTRIBUTED_STORAGE_PREFERENCE:

- usstorage

- eustorage
FEATURE_STORAGE_REPLICATION: true

AR ERR SERVER_HOSTNAME AT, FHEMWINSLFENEHEERNENSBT

ﬂ Bc.
@

Z 3 {E A OpenShift Container Platform Operator S8 Z# Clair SEFIMEE X4, HS 1
13 Clair B,

2. IZfTLA T4 3 6]E configBundleSecret :

I $ oc create secret generic --from-file config.yaml=./config.yaml georep-config-bundle

3. EENKEED, K& configBundleSecret, F &
QUAY_DISTRIBUTED_STORAGE_PREFERENCE #1575 8 78 2 sk e (B 14 £ B MM S 12 1, {51

n :

==

ANERE 2 A8 config.yaml SXHERAICES, SRS —NEEHHITEN, Lol
. EH—1TEBERENRE,

EE%E QuayRegistry =l

apiVersion: quay.redhat.com/v1
kind: QuayRegistry
metadata:
name: example-registry
namespace: quay-enterprise
spec:
configBundleSecret: georep-config-bundle
components:
- kind: objectstorage
managed: false
- kind: route
managed: true
- kind: tls
managed: false
- kind: postgres
managed: false
- kind: clairpostgres
managed: false
- kind: redis
managed: false
- kind: quay
managed: true
overrides:
env:
- name: QUAY_DISTRIBUTED_STORAGE_PREFERENCE
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value: usstorage
- kind: mirror
managed: true
overrides:
env:
- name: QUAY_DISTRIBUTED_STORAGE_PREFERENCE
value: usstorage

pa -

RAH SSL/TLS BIEZER, FHEKRAWHEE, MUEWIERERAIHERERE
HIEH, NMEELER, HSHEE TLS F1EEH,

BRMESEEE

apiVersion: quay.redhat.com/v1
kind: QuayRegistry
metadata:
name: example-registry
namespace: quay-enterprise
spec:
configBundleSecret: georep-config-bundle
components:
- kind: objectstorage
managed: false
- kind: route
managed: true
- kind: tls
managed: false
- kind: postgres
managed: false
- kind: clairpostgres
managed: false
- kind: redis
managed: false
- kind: quay
managed: true
overrides:
env:
- name: QUAY_DISTRIBUTED_STORAGE_PREFERENCE
value: eustorage
- kind: mirror
managed: true
overrides:
env:
- name: QUAY_DISTRIBUTED_STORAGE_PREFERENCE
value: eustorage

pa =

Ry SSL/TLS ZIHRER, FEBAKERE, MUERIERERASPEER
ik, WRELHER, HSMECE TLS FIEH,
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6.2.2. i B I FR S i
Red Hat Quay geo-replication X ERARRML N EFBIR, BN, ELAETHER AWS S3 FiEHE
REREF Ceph Ffifi, IX5#%F XA Red Hat Quay Pod FIEEE 1T s AT A 12 6i# IE im B 15 (R AL BR A o< 4
2K, Bit, BIEFERAUTREA :

e VPN DARSIERERFFRERT W%, &

e fIFi/IA] Red Hat Quay f§ FARYIE E F B S REXT

X2 Red Hat Quay IR HTEBPIR LTI R NERFF 6, (BB, RIFFHFRER ACL, M
REEZEKR,

MRIETEL X 2 iEhE, N&KIFHSEMNANARB Red Hat Quay registry, FEBEMEEHRGIE N
B8 FIBRERE,

6.3. £ OPENSHIFT CONTAINER PLATFORM 7% RED HAT QUAY 1
GEO-REPLICATION Z3E&

FEALUTEEFAY OpenShift Container Platform E3& _E#i#thIE S #| Red Hat Quay.

BF

e L% OpenShift Container Platform LB geo-replicated Red Hat Quay ERE F+21
B F—A y-stream ixA& (80, Red Hat Quay 3.7 = Red Hat Quay 3.8) , &4
AT AEME 1R 1E,

o FRESEHT ] M— y-stream ARAFHL BT — MR A H BRI

o TEFEI, RIVEIEIE OpenShift Container Platform EE8E #&47 Red Hat
Quay,

iz

LERRBREIBE=ANHE L R4 LIZ1T Red Hat Quay registry, X FUbid 2, FHwATEHRX
=44} System A, System B 71 System C 9%, RET A f$3T Y EE Red Hat
Quay Operator IEE RS,

1. 7£ System B # System C k£, Z&EEIEM Red Hat Quay registry, XA LLUBN ZRABT BH &
%= Red Hat Quay. %i{& worker #1 Clair BIBIAITE (MNBHEIE) . FRUT
quayregistry.yaml SXHEE S -

apiVersion: quay.redhat.com/v1
kind: QuayRegistry
metadata:
name: registry
namespace: ns
spec:
components:

- kind: horizontalpodautoscaler
managed: false 0

- kind: quay
managed: true
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overrides: g

replicas: 0
- kind: clair
managed: true
overrides:
replicas: 0
- kind: mirror
managed: true
overrides:
replicas: 0

ﬂ A Quay. Clair #1 mirror worker B Y &
9 XTF AR ZE D objectstorage BIZEHE, HEIAELLE O

IRLREETE System A £iZ1T7H) Red Hat Quay registry, NEE#H System A £
B quayregistry.yaml 3244,

2. %&1F registry-quay-app. registry-quay-mirror # registry-clair-app pod JH%k, HIAUTHS
REERE -

I oc get pods -n <quay-namespace>

=1
quay-operator.v3.7.1-6f9d859bd-p5ftc 1/1 Running 0 12m
quayregistry-clair-postgres-7487f5bd86-xnxpr 1/1  Running 1 (12mago) 12m
quayregistry-quay-app-upgrade-xq2v6 0/1  Completed 0 12m
quayregistry-quay-redis-84f888776f-hhgms 11 Running 0 12m

3. f£ System A £, 53 Red Hat Quay A EIRFTHI y-stream kA&, XEBF I8, BXANE
&M Operator WEZER, 1S A E L% Operator, MFA X Red Hat Quay A2 B&EZE
MEZER, 155 Red Hat Quay Operator,

4. REEHHI Red Hat Quay registry f&, SHEFANBEANKBIITN. ZE, #H Red Hat Quay
pod REARKHIH y-stream hRAFEDN, HH, ERFAEFHESFH Quay pod.

5. @it i# A%l Red Hat Quay Ul HE A2 B IEFE T/E :

a. 7t OpenShift ##l&H, S#1El Operators — Installed Operators, A/ ili Registry
Endpoint 3%,

BF

£ Red Hat Quay Ul T A, AEHITUTE R, £RGA LRMEUIFL,
E 2 System B #1 System C LB Red Hat Quay registry.

6. MBINEHBIE System A LIEE T/E, 1E System B #1 System C _£/5 %)) Red Hat Quay F%,
Operator AR EE R T2 HI Red Hat Quay &%, FFH pod #EJS.
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==
R N EIRE LN F#78Y y-stream REEIEHH, System B #1 System C _EBY#T pod
INEArSE ISt

7. BEfE, BiMERGEAGR B KRS IR 1 PATMBER, Flan

apiVersion: quay.redhat.com/v1
kind: QuayRegistry
metadata:
name: registry
namespace: ns
spec:
components:

- kind: horizontalpodautoscaler
managed: true ﬂ
- kind: quay
managed: true
- kind: clair
managed: true
- kind: mirror
managed: true

Q INREFTF2E1F horizontalpodautoscaler ¥R ILZE N true, SHEEHE Red Hat
Quay EFHIRENY B, EFE N true,

6.3.1. M OpenShift Container Platform Z3Z#) Red Hat Quay H R #hI2 & Hl ik s
BITIRBLLTRFE, Red Hat Quay B2 51 o] LA BRI IR S 15 & A T4 2,

FTRFH

o B E[IiE| OpenShift Container Platform,
e fRE N Red Hat Quay geo-replication ECEZE A F b s, {540 usstorage #1 eustorage.

o BNLERMEBCHALA. FHEEFMBEBRIIE,

it
IZATUU TR 6, TERA E (R R A4 Blob :

ey
I $ python -m util.backfillreplication
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Digk

==
[=]

TE£M Red Hat Quay config.yaml XA iHIBR7Z£5 128 A, AR FTE
Blob 7EfTA E XML R A,

BTSSR, ROEEH] worker IRERMEHIELL, MREEFTEEFH
Blob, HIASIREIEEFIM Blob # UUID, MNREZ Riz1Tibar%, FHKR
BIIAMEIH NZE, XHFAEKREEFNTEETNK ; XEKRERE NEHH
1THERN, TEARERERT, B MNIZERE S judgement, BN BCHINS[E]
SHIBUREFIENZE B Blob #1=.

FHH, EEILUEE Microsoft Azure EBE=AT-ITEEBRERTIRE,

TEARSHR AR, WISTRILE S IR,

2. £l usstorage B Red Hat Quay config.yaml X4/, fiHf& eustorage ik =By
DISTRIBUTED_STORAGE_CONFIG 58,

3. AL TSR 70 &/ Quay M2 pod :
I $ oc get pod -n <quay_namespace>
i~ B

quay390usstorage-quay-app-5779ddc886-2drh2
quay390eustorage-quay-app-66969cd859-n2ssm

4. ¥ ALLTF6p41E usstorage pod FITFHRZER shell &5 :

I $ oc rsh quay390usstorage-quay-app-5779ddc886-2drh2

5. BIALL T4k AR eustorage i :

. .
TR TR, IHEEER,

I sh-4.4$ python -m util.removelocation eustorage

it Bl

WARNING: This is a destructive operation. Are you sure you want to remove eustorage from
your storage locations? [y/n] y

Deleted placement 30

Deleted placement 31

Deleted placement 32

Deleted placement 33

Deleted location eustorage
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F 7= &9 S B RED HAT QUAY OPERATOR &EIEH RED
HAT QUAY

£ OpenShift Container Platform £ Red Hat Quay Operator B}, FERAAT AMABRADFIRE
Red Hat Quay

7.1. AL : £ OPENSHIFT CONTAINER PLATFORM &1/ RED HAT QUAY
fE A R

£ OpenShift Container Platform #8ZH°5 Red Hat Quay A RIEER, BRI LIERE registry BIRIE,
B8 A T LS A REARRRBREINT registry 9B A VIR, iXBBNFHRAGHIEZE M, RE4ET SO
S, FIRMERH IEXT registry BB EMN BN, ©IAAEEBIE#R Red Hat Quay registry fRIFIEZIR

B, FEHEA P RER R,

EEDIRER, EEEIE OpenShift Container Platform ZRE F4E1H Red Hat Quay, XS BIEED

HAEIARS AT, EXRLEERT, ABELEES, 7 OpenShift Container Platform E8ZE H°/ Red Hat
Quay f5 A RIEER AT MR SRR E o F2 AR S5 =T A,

FeRFH
o INRIEKfEMA Red Hat Enterprise Linux (RHEL) 7.x :

o {&BJ5H T Red Hat Software Collections List (RHSCL),
o B%ZE Python 3.6,
o RBTHT virtualenv {8,
o BRI gitCLl
o HNRIEMEM Red Hat Enterprise Linux (RHEL) 8 :
o RBEMENZE LZRE Python 3,
o RET#H, T python3-virtualenv 544,
o B&RE gitCLl
o {RE T T https:/github.com/quay/quay.qgit F 4%,
e E&K ocCLl

o RATLUFEA cluster-admin TR R &EE%,

7.1.1. 7£ OpenShift Container Platform 5 Red Hat Quay | 2R 55 23 %A

Red Hat Quay ARFSBHS S MAMHERE, XERARTEZETHINER, MiFRTEER. &
X BBV,

it =3
1. EIALL T8 7KE Red Hat Quay pod 715K :

I $ oc get pods -n <namespace>
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it 7~ 1
example-registry-clair-app-7dc7{f5844-4skw5 0/1  Error 0 70d
example-registry-clair-app-7dc7{f5844-nvn4f 1/1 Running 0 31d
example-registry-clair-app-7dc7{f5844-x4smw 0/1  ContainerStatusUnknown 6 (70d
ago) 70d
example-reqistry-clair-app-7dc7{f5844-xjnvt 1/1 Running 0 60d
example-reqistry-clair-postgres-547d75759-75c49 1/1 Running 0 70d
example-registry-quay-app-76c8f55467-52wjz 1/1 Running 0 70d
example-registry-quay-app-76c8f55467-hwz4c 1/1 Running 0 70d
example-registry-quay-app-upgrade-57ghs 0/1  Completed 1 70d
example-registry-quay-database-7¢55899f89-hmnm6 1/1 Running 0
70d
example-registry-quay-mirror-6cccbd76d-btsnb 1/1 Running 0 70d
example-registry-quay-mirror-6¢cccbd76d-x8g42 1/1 Running 0 70d
example-registry-quay-redis-85cbdf96bf-4vkbm 1/1 Running 0 70d

2. FIALLTF ST FF 2 Quay BERHNEIE shell R1F ¢

I $ oc rsh example-registry-quay-app-76c8f55467-52wjz

3. FWIAUT e R OIEmMBIRS BN
I sh-4.4$ python3 tools/generatekeypair.py quay-readonly
oy 4B
Writing public key to quay-readonly.jwk

Writing key ID to quay-readonly.kid
Writing private key to quay-readonly.pem

7.1.2. S BREARINE PostgreSQL #iEE
FERAUTS BNIRSZTEHRME PostgreSQL HUIEZEA,

FoRFM
o BELIRTRFSEHH,

it =

1. BIALL T4 A Red Hat Quay BB FEIFLE -

$ oc rsh example-registry-quay-app-76c8f55467-52wjz psql -U <database_username> -d

I <database_name>
2. EiALL T 4% R servicekeyapproval B9t 25 BV X &5F -

I quay=# select * from servicekeyapproval;

i BB
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id | approver_id | approval_type | approved_date | notes

i + + +
1] | ServiceKeyApprovalType. AUTOMATIC | 2024-05-07 03:47:48.181347 |
2] | ServiceKeyApprovalType. AUTOMATIC | 2024-05-07 03:47:55.808087 |
3] | ServiceKeyApprovalType. AUTOMATIC | 2024-05-07 03:49:04.27095 |
4| | ServiceKeyApprovalType. AUTOMATIC | 2024-05-07 03:49:05.46235 |
5] 1 | ServiceKeyApprovalType.SUPERUSER | 2024-05-07 04:05:10.296796 |

3. BIALTER, #RSBEHRMEIER Red Hat Quay B¥EEH -

quay=# INSERT INTO servicekey
(name, service, metadata, kid, jwk, created_date, expiration_date)
VALUES (‘quay-readonly’,
‘quay’,
¥,
'{<contents_of_.kid_file>}',
'{<contents_of _.jwk_file>},
'{<created_date_of _read-only>}',
'{<expiration_date_of_read-only>}');

b1t
I INSERT 0 1
4 BFR, ERNTEORNETA

quay=# INSERT INTO servicekeyapproval (‘approval_type', 'approved_date', 'notes’)
VALUES ("ServiceKeyApprovalType.SUPERUSER", "CURRENT_DATE",
{include_notes_here_on_why_this_is_being_added});

ik 1
I INSERT 0 1

5. FOIZMMRS#ITHE approval_id FEILE N OIRMRSHIHL AR id FE, EALUER
LA SELECT WA sRIKEMER ID :

UPDATE servicekey
SET approval_id = (SELECT id FROM servicekeyapproval WHERE approval_type =

'ServiceKeyApprovalType.SUPERUSER)
WHERE name = 'quay-readonly’;

I UPDATE 1
7.1.3. £ OpenShift Container Platform HfZ & R 54 & Red Hat Quay

EOIE TIRSBHHRME PostgreSQL HURZERS, fEWAJITE OpenShift Container Platform 8B E/S
Quay &25.
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BF

PLRIEERTE OpenShift Container Platform _£#%E Red Hat Quay BRIFIERIFMETE
OpenShift Container Platform $£&5F 8 secret, 5HZUEBIIRTEF K secret BIEIEER secret
19,

FeREH
o MBOIETIRSEH, FHFEERMEl PostgreSQL B ZEH,

it =

1. HIALL R85 7E OpenShift Container Platform Z8& A i£EY Red Hat Quay B secret &5 :
I $ oc get deployment -0 yaml <quay_main_app_deployment_name>

2. {# /A base64 fr 5% quay-readonly.kid # quay-readonly.pem {43 1T4R 1S :
I $ base64 -w0 quay-readonly.kid
gy 4B

I ZjUyNDFm...

I $ base64 -w0 quay-readonly.pem
Iy 4B
I LSOtLS1CRUdJTIBSUOQE...

3. BiALUT 5 R ER Ui BC B HH4T 20 secret :

$ oc get secret quay-config-secret-name -o json | jq '.data."config.yaml" | cut -d "™ -f2 |
base64 -d -w0 > config.yaml|

4. Y7%E config.yaml XHFHRMUTER :

#...

REGISTRY_STATE: readonly
INSTANCE_SERVICE_KEY_KID_LOCATION: 'conf/stack/quay-readonly.kid'
INSTANCE_SERVICE_KEY_LOCATION: 'conf/stack/quay-readonly.pem'’
#...

5. BT T e R RFX4H] base64 Jif :
I $ base64 -w0 quay-config.yaml

6. 19 Red Hat Quay Operator pod 4&1E ) 0, iXIFAIFA{R Operator £ %R G A= secret,
I $ oc scale --replicas=0 deployment quay-operator -n openshift-operators

7. i secret EEHEEFHHNE :
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I $ oc edit secret quay-config-secret-name -n quay-namespace

#...

data:
"quay-readonly.kid": "ZjUyNDFm..."
"quay-readonly.pem": "LS0tLS1CRUdJTIiBSUOE..."
"config.yaml": "QUNUSU90OX0xPR19..."

#...

£ RiEER F#E A Red Hat Quay on OpenShift Container Platform 2, AR £ihEE
registry BIREFHUTIEN &R TR E HIERIE.
7.1.3.1. MREZEBEY B OpenShift Container Platform _L# Red Hat Quay
LIRARBEZE OpenShift Container Platform £/ Red Hat Quay 40 F RIZERE, EALUT BEE, 7
M secret FRIBRARINTBIR R,
i =
1. %% config.yaml STHFHMERUTESR -

#...

REGISTRY_STATE: readonly
INSTANCE_SERVICE_KEY_KID_LOCATION: 'conf/stack/quay-readonly.kid'
INSTANCE_SERVICE_KEY_LOCATION: 'conf/stack/quay-readonly.pem'’
#...

2. BIALLTF 649 B Red Hat Quay Operator :

I oc scale --replicas=1 deployment quay-operator -n openshift-operators

7.2. %17 RED HAT QUAY

AR &7 N E A PostgreSQL & IR TE SR B SN &P EMZRE EH 1T, Red Hat Quay
Operator T f{# PostgreSQL #iIBZED &0

ESRA2 M E T %19 Red Hat Quay PostgreSQL #iEZE, ©AREIE{D Clair PostgreSQL
BIRZE, &, TBEEED Clair PostgreSQL #iEE, R NERIUEHROIE, MNREL
FEMLFFIAEFOIE, £ Red Hat Quay BBBAMIFIARGHIIME, NERFESHEN
ER, EXMENA AR, Z2REARTH,

INRIEE LD Clair PostgreSQL #EZE, BEERKNEURFZHETE Red Hat
Quay HFIIRIGREE, Rit, FIRFETESKIEEX,

tESRA2 I T 404AI ) Operator £ OpenShift Container Platform _E 3 Red Hat Quay %15,

FRFH

e {# M Red Hat Quay Operator 7£ OpenShift Container Platform X Z#EEHI Red Hat Quay EB
Z. Available IR EFRHEMIXE N true,
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o ‘H{% quay. postgres #1 objectstorage % &/ managed: true

o MR clair %/ managed: true, |44 clairpostgres t1#%i1% 7 managed: true (M Red
Hat Quay v3.7 SXE S hR A FF18)

INREHNBELSH D IEZERRBENEMEAM, BEERNIRIRSS T PostgreSQL 3
S3 AN REFMRIZIT Red Hat Quay BRE, NIMASERS RIS B XK OIRE
ENED. BAUSHAERPREENTIER, FHMMEEHDHER PostgreSQL #HEFESS
REFHEIER,

7.2.1. Red Hat Quay EZ & &1
FERAUT S EED Red Hat Quay ER &,

ik 3
1. Bl 5 QuayRegistry B E Y FREXZFF QuayRegistry BE LR, HHMALTGRS :

$ oc get quayregistry <quay_registry_name> -n <quay_namespace> -0 yaml > quay-
registry.yaml

2. iR quayregistry.yaml FiER status BB HMILLTF metadata FE :

metadata.creationTimestamp
metadata.finalizers
metadata.generation
metadata.resourceVersion
metadata.uid

3. WIALLT oS & 0 SEREA secret :

MRIBETEZT—PETF Red Hat Quay 3.7.0 BIRRA, BILABKT LB, $B—KR

ERE Red Hat Quay IR BZI4E MK —LE secret, 1 1#Z%7E QuayRegistry FiR &
Ze[E] iy &lt ;quay_registry_names-

quay_registry_managed_secret_keys B secret A,

$ oc get secret -n <quay_namespace>
<quay_registry_name>_quay_registry_managed_secret_keys -0 yaml >
managed_secret_keys.yaml

4. YREE4E BT managed_secret_keys.yaml X1, FHR%ZE
metadata.ownerReferences. managed_secret_keys.yaml ST ZE LN ¢

apiVersion: vi

kind: Secret

type: Opaque

metadata:
name: <quayname>_quay_registry_managed_secret_keys>
namespace: <quay_namespace>
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data:
CONFIG_EDITOR_PW: <redacted>
DATABASE_SECRET_KEY: <redacted>
DB_ROOT_PW: <redacted>
DB_URI: <redacted>
SECRET_KEY: <redacted>
SECURITY_SCANNER_V4 PSK: <redacted>

data B THIATAE BRENREFRZL.
5. MIAU T B EER AR Quay BELEX 4 :

$ oc get secret -n <quay-namespace> $(oc get quayregistry <quay_registry_name> -n
<quay_namespace> -0 jsonpath='{.spec.configBundleSecret}') -0 yaml| > config-bundle.yaml

6. &12¥#EHF Quay pod Y /conf/stack/config.yaml 3244 :

I $ oc exec -it quay_pod_name -- cat /conf/stack/config.yaml > quay_config.yaml

7.2.2. %574 Red Hat Quay Zf&

A LU 4 B45 Red Hat Quay 28E8,

BF

Lt BREZE 0 Red Hat Quay BREBR S —EME S0, FTEABRX—%, SIETHMAE
AR5 (H Red Hat Quay Operator EIE) 124tH PostgreSQL #IEZEF/ K S3 AN RE
BRI B A,

1. #R¥E Red Hat Quay EREBRVIRA, A TR Z —iHERE,

a. XF Operator A& 3.7 REHIRA : B ZEHB Y RIFESE Red Hat Quay. mirror
worker #] Clair (WIREE) WEIALEY B Red Hat Quay Z3E. &H QuayRegistry %R
INESE SIS

apiVersion: quay.redhat.com/v1
kind: QuayRegistry
metadata:
name: registry
namespace: ns
spec:
components:

- kind: horizontalpodautoscaler
managed: false ﬂ
- kind: quay
managed: true
overrides: 9
replicas: 0
- kind: clair
managed: true
overrides:
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replicas: 0
- kind: mirror
managed: true
overrides:
replicas: 0

ﬂ £ Quay. Clair F1%%{& worker WB Y &
9 X F 4 R $HRZEAD objectstorage FUZHME, JHEIAREULZE N O

b. *F Operator hrA 3.6 REBERIRA : B L4 Red Hat Quay registry, AE4EBITERN
Red Hat Quay iR, #E(# Red Hat Quay ER3E :

I $ oc scale --replicas=0 deployment $(oc get deployment -n <quay-operator-

namespace>|awk '/*quay-operator/ {print $1}') -n <quay-operator-namespace>

$ oc scale --replicas=0 deployment $(oc get deployment -n <quay-namespace>|awk
'/quay-app/ {print $1}') -n <quay-namespace>

I $ oc scale --replicas=0 deployment $(oc get deployment -n <quay-namespace>|awk

'/quay-mirror/ {print $1}') -n <quay-namespace>

$ oc scale --replicas=0 deployment $(oc get deployment -n <quay-namespace>|awk
'/clair-app/ {print $1}') -n <quay-namespace>

2. %1F registry-quay-app. registry-quay-mirror 1 registry-clair-app pod (BURFEHILE N
F Red Hat Quay Operator BIEHHM) JHK, ERILLZTTUTEREERLRKS :

I $ oc get pods -n <quay_namespace>
A

I $ oc get pod

i Bl
quay-operator.v3.7.1-6f9d859bd-p5ftc 1/1 Running 0 12m
quayregistry-clair-postgres-7487f5bd86-xnxpr 1/1  Running 1 (12mago) 12m
quayregistry-quay-app-upgrade-xq2v6 0/1  Completed 0 12m
quayregistry-quay-database-859d5445ff-cqthr 11 Running 0 12m
quayregistry-quay-redis-84f888776f-hhgms 1/1 Running 0 12m

7.2.3. 17 Red Hat Quay B BHEIEZE
FERUT S HEESD Red Hat Quay BEEREIEE,

INRIEM Red Hat Quay SREBECE T A BB A T BB PostgreSQL #iEZE, ES MG
FASAY, T RN R e BUR R — B 19
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iy =

1. 1R%] Quay PostgreSQL pod &K :

$ oc get pod -I quay-component=postgres -n <quay_namespace> -0
jsonpath='{.items[0].metadata.name}'

Bl
I quayregistry-quay-database-59f54bb7-58xs7

2. REX Quay UIRBERR

$ oc -n <quay_namespace> rsh $(oc get pod -| app=quay -o NAME -n <quay_namespace>
|head -n 1) cat /conf/stack/config.yamljawk -F"/" '/ADB_URI/ {print $4}'
quayregistry-quay-database

3. FEEMEIEE

$ oc exec quayregistry-quay-database-59f54bb7-58xs7 -- /usr/bin/pg_dump -C quayregistry-
quay-database > backup.sql

7.2.3.1. %172 Red Hat Quay BB X Rk
FERAUTHEED Red Hat Quay BEEMINT RIFME. A TTHRIBERTFLUTERE :
o I, ZTXNRMKEE

e OpenShift Data Foundations Zi#Z& 3K Red Hat Quay Operator i@t
ObjectStorageBucketClaim APl MAR{& & S3 W RIF(EHE

==
. INRIEH Red Hat Quay EREECE T 4 &R (unmanged) W R, 1HSIH @R, TH#
" A OIE Quay FEEFHEIRIABEIAR,

AR

1. BMIAL T & S#IEHSH AWS_ACCESS_KEY_ID :

$ export AWS_ACCESS_KEY_ID=$(oc get secret -| app=noobaa -n <quay-namespace> -0
jsonpath='{.items[0].data.AWS_ACCESS_KEY_ID}' |base64 -d)

2. MIALL T4 #9354 AWS_SECRET_ACCESS_KEY_ID :

$ export AWS_SECRET_ACCESS_KEY=%(oc get secret -| app=noobaa -n <quay-
namespace> -0 jsonpath='{.items[0].data.AWS_SECRET_ACCESS_KEY}' |base64 -d)

3. QIEHFBXR :

I $ mkdir blobs
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e =
' SRR LUMER rclone 3% sc3md, AR AWS ee51TITE,

1. HIALLT 85T Blob EHIEIB X+ :

ol

m

/

$ aws s3 sync --no-verify-ssl --endpoint https://$(oc get route s3 -n openshift-storage -o
jsonpath="{.spec.host}') s3://$(oc get cm -I app=noobaa -n <quay-namespace> -0
jsonpath='{.items[0].data.BUCKET_NAMEY}") ./blobs

7.2.4. ¥ & Red Hat Quay Z&
1. #R#E Red Hat Quay ZREBBIMA, FERAUT LTIz —§ BEE,

a. XIF Operator ixA 3.7 EBEHIRA : BLEHEHAEST B (MREE) , FHMER Quay.
5% 1% worker # Clair WEIAZEZ3KY B Red Hat Quay &, &# QuayRegistry FHREN K
PFUTF :

apiVersion: quay.redhat.com/v1
kind: QuayRegistry
metadata:
name: registry
namespace: ns
spec:
components:

- kind: horizontalpodautoscaler
managed: true ﬂ
- kind: quay 9
managed: true
- kind: clair
managed: true
- kind: mirror
managed: true

ﬂ EH/E A Quay WBSHT B, Clair 15 & worker (MIRFEE)
@ EFEZRERMRUT R Quay

b. %fF Operator hit# 3.6 KERIRA : @1 & Red Hat Quay registry k¥ & Red Hat
Quay BRE :

$ oc scale --replicas=1 deployment $(oc get deployment -n

<quay_operator_namespace> | awk '/*quay-operator/ {print $1}') -n
<quay_operator_namespace>

2. MIALL TSI E Red Hat Quay EREBRVIR :
I $ oc wait quayregistry registry --for=condition=Available=true -n <quay_namespace>

i RB
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apiVersion: quay.redhat.com/v1
kind: QuayRegistry
metadata:

name: registry
namespace: <quay-namespace>

spec:

status:

- lastTransitionTime: '2022-06-20T05:31:17Z'
lastUpdateTime: '2022-06-20T17:31:13Z'
message: All components reporting as healthy
reason: HealthChecksPassing
status: 'True'
type: Available

7.3. k& RED HAT QUAY

% Red Hat Quay Operator BIE#IRZEN, BEALUTHERE Red Hat Quay, BNTEHIIT Red Hat
Quay registry #3EHIT. IREZER, 5B 519 Red Hat Quay.,

FRFH

£ Red Hat Quay Operator £ OpenShift Container Platform £E8%& Red Hat Quay.

B1E %12 Red Hat Quay Operator B9 BAAIEE T B Red Hat Quay Operator EEEH) Red Hat
Quay BLERI & 1D

&89 Red Hat Quay #UBE S #1170,
Red Hat Quay R REFHFHEREHE D
‘At quay. postgres # objectstorage 1%i& ) managed: true

NRAEH clair %5 managed: true, N|“H4 clairpostgres t2#%1% & managed: true (M
Red Hat Quay v3.7 S\ E & R AFF15)

£ OpenShift Container Platform 8% LB irép & 22 [A] Fh 3% B 21T H Red Hat Quay Operator
EIEM Red Hat Quay B E

MBEMNSMEBL SO IEZTERIEENFHEALG, BEERAERIRS T PostgreSQL =
S3 BN RIFEMFEIZIT Red Hat Quay ZBE, NI /FEIRE Red Hat Quay BIM &1 H ik
SHHUE,

7.3.1. NE 1 H 1k E Red Hat Quay R HECE
FEARAUTHBEMED B IRE Red Hat Quay R EERE T4,
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XEEBRITEIE T 19 Red Hat Quay $EEHRBURE, FHOIREBHEREIMRBFHX
%,

Pt

1. BIALL TS5 E %178 Red Hat Quay E2& :

I $ oc create -f ./config-bundle.yaml

BF

INRIEFZWEIEER Error from server (AlreadyExists): error when creating
"./config-bundle.yaml": secrets "config-bundle-secret"” already exists, &&FE
Z(# A $ oc delete Secret config-bundle-secret -n <quay-namespace> fitlf&¥1
AMER, FEH $ oc create -f ./config-bundle.yaml £ /2T,

2. WIAUT T MERRIREERBIEA :

I $ oc create -f ./managed-secret-keys.yaml
3. %E QuayRegistry B E X ¥R :

I $ oc create -f ./quay-registry.yaml
4. 1% Red Hat Quay SBBMRSHERFCH A :

I $ oc wait quayregistry registry --for=condition=Available=true -n <quay-namespace>

7.3.2. Y51 Red Hat Quay &

A LU 4 B45 Red Hat Quay 28E,

AR
1. #R¥E Red Hat Quay ERZBRUIRA, (LTI 2 —HiHERE

a. XJF Operator it 3.7 REHIRA : B ZEABT BFERE Quay. Hiffk worker # Clair
HEIAZ (WMREE) , ¥'&’ Red Hat Quay &, f&H) QuayRegistry FHREN REIFUTF -

apiVersion: quay.redhat.com/v1
kind: QuayRegistry
metadata:
name: registry
namespace: ns
spec:
components:

- kind: horizontalpodautoscaler
managed: false 0

- kind: quay
managed: true
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overrides: g

replicas: 0
- kind: clair
managed: true
overrides:
replicas: 0
- kind: mirror
managed: true
overrides:
replicas: 0

ﬂ 2 Quay. Clair #15%1& worker BT &
9 XTF A EHE ZE D objectstorage BIZEHE, fFEIAELLE O

b. %}F Operator litA 3.6 RERIRA : EHIC4E0K Red Hat Quay registry, REMHEBIEER
Red Hat Quay %R, #4E7# Red Hat Quay B3 :

$ oc scale --replicas=0 deployment $(oc get deployment -n <quay-operator-
namespace>|awk '/*quay-operator/ {print $1}') -n <quay-operator-namespace>

$ oc scale --replicas=0 deployment $(oc get deployment -n <quay-namespace>|awk
'/quay-app/ {print $1}') -n <quay-namespace>

$ oc scale --replicas=0 deployment $(oc get deployment -n <quay-namespace>|awk
'/quay-mirror/ {print $1}') -n <quay-namespace>

$ oc scale --replicas=0 deployment $(oc get deployment -n <quay-namespace>|awk
'/clair-app/ {print $1}') -n <quay-namespace>

2. %% registry-quay-app. registry-quay-mirror # registry-clair-app pod (BURFIZ%EH
Red Hat Quay Operator BEIEHVAM) JHK, ERILLZTTU TS REERERS :

I $ oc get pods -n <quay-namespace>

Bl
registry-quay-config-editor-77847fc4f5-nsbbv  1/1  Running 0 Imis
registry-quay-database-66969cd859-n2ssm 1/1 Running 0 6d1h
registry-quay-redis-7cc5f6¢c977-95698 1/1 Running 0 5d21h

7.3.3. k& Red Hat Quay #iE %
FERUT S HIRE BB Red Hat Quay #iE%E,

Az
1 BALL T aRiRA &R Quay #1387 pod :

$ oc get pod -I quay-component=postgres -n <quay-namespace> -0
jsonpath='{.items[0].metadata.name}'
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Bl
I quayregistry-quay-database-59f54bb7-58xs7
BT MAIIMEE HIE] pod Sk LEHD -

$ oc cp ./backup.sql -n <quay-namespace> registry-quay-database-66969cd859-
n2ssm:/tmp/backup.sql

BT e DI EIE E T iR K

I $ oc rsh -n <quay-namespace> registry-quay-database-66969cd859-n2ssm
EITUA TR RHE A psql -

I bash-4.4%$ psql

. IRAT LUEAT AT 6 3R 5 BUE E

I postgres=# \|

i Bl
List of databases
Name Owner | Encoding | Collate | Ctype | Access
privileges
+ + + + +
postgres | postgres | UTF8 | en_US.utf8 | en_US.utf8 |

quayregistry-quay-database | quayregistry-quay-database | UTF8 | en_US.utf8 |
en_US.utf8 |

AU TR EFTEIEE -

I postgres=# DROP DATABASE "quayregistry-quay-database";
=1

I DROP DATABASE

. B postgres CLI LAE##Hi A bash-4.4 :

| -

. ¥ PostgreSQL BUREZEE E M EI &0 BIRZE :

I sh-4.4$ psql < /tmp/backup.sql

. BIALL TR 4R H bash :
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I sh-4.4$ exit

7.3.4. "’k E Red Hat Quay % RIFHEEIE
FRUTSHIRE Red Hat Quay X RIFEEIE.

ik =
1. MIALLT&45H AWS ACCESS KEY_ID :

$ export AWS_ACCESS_KEY_ID=$(oc get secret -| app=noobaa -n <quay-namespace> -0
jsonpath='{.items[0].data.AWS_ACCESS_KEY_ID}' |base64 -d)

2. BIALFH%$5H AWS_SECRET_ACCESS_KEY :

$ export AWS_SECRET_ACCESS_KEY=%(oc get secret -| app=noobaa -n <quay-
namespace> -o jsonpath='{.items[0].data.AWS_SECRET_ACCESS_KEY}' |base64 -d)

3. IBITEAT A%, 1FE Blob LILEITFHEME

$ aws s3 sync --no-verify-ssl --endpoint https://$(oc get route s3 -n openshift-storage -o
jsonpath="{.spec.host}') ./blobs s3://$(oc get cm -I app=noobaa -n <quay-namespace> -0
jsonpath='{.items[0].data.BUCKET_NAME}")

ISR LUMER rclone 3% sc3md, AR AWS 51T E,

7.3.5. " & Red Hat Quay Z&E
1. #R#E Red Hat Quay ZRBBIMA, FERAUT LTIz —§ BEE,

a. XIF Operator it A& 3.7 REHIRA : BIEHSREDT B (MRBE) , HMER Quay.
& worker # Clair WEIABE &= XY B Red Hat Quay Z8E. &89 QuayRegistry FHRN
LIFmT -

ol

m

/

apiVersion: quay.redhat.com/v1
kind: QuayRegistry
metadata:
name: registry
namespace: ns
spec:
components:

- kind: horizontalpodautoscaler
managed: true ﬂ
- kind: quay 9
managed: true
- kind: clair
managed: true
- kind: mirror
managed: true
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£ 75 £k E M RED HAT QUAY OPERATOR &1 RED HAT QUAY

ﬂ BRE#H/GH Red Hat Quay FIB Y B, Clair fl551& worker (IRFE)
@ EFEE2ERMIRLUY R Red Hat Quay 414

b. X}F Operator lit& 3.6 XKBERRA : @i BRI B Red Hat Quay registry k¥ & Red Hat
Quay BRE :

$ oc scale --replicas=1 deployment $(oc get deployment -n <quay-operator-namespace>
| awk '/Aquay-operator/ {print $1}') -n <quay-operator-namespace>

2. % Red Hat Quay EREHPRE :
I $ oc wait quayregistry registry --for=condition=Available=true -n <quay-namespace>
Bl

apiVersion: quay.redhat.com/v1
kind: QuayRegistry
metadata:

name: registry
namespace: <quay-namespace>

spec:

status:

- lastTransitionTime: '2022-06-20T05:31:17Z'
lastUpdateTime: '2022-06-20T17:31:13Z'
message: All components reporting as healthy
reason: HealthChecksPassing
status: "True'
type: Available
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BEEBNNEE

R LR E NS EHEBRNEMETURIEN K/, Clair #1 PostgreSQL #EZEHIERIA K/ 50Gi, T
7, BOUMEEFERBRNEE, TREETHENRR, NEEENEFEEEIREE HENENER
TQ

TELLFRAIA, Clair #1 Quay PostgreSQL #IBEM S K/INEIXE S 70Gi :

apiVersion: quay.redhat.com/v1
kind: QuayRegistry
metadata:
name: quay-example
namespace: quay-enterprise
spec:
configBundleSecret: config-bundle-secret
components:
- kind: objectstorage
managed: false
- kind: route
managed: true
- kind: tls
managed: false
- kind: clair
managed: true
overrides:
volumeSize: 70Gi
- kind: postgres
managed: true
overrides:
volumeSize: 70Gi
- kind: clairpostgres
managed: true

p= Y=
clairpostgres H4HMB KRNI EWEBER. EE = clairpostgres HiF, E/EE clair

i, XR—ANSHIME, FFELUFH Red Hat Quay RAFAZR, (PROJQUAY-
4301)
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%5 9% {#ifl CONTAINER SECURITY OPERATOR ¥ POD 4§

25 9 Z= (i CONTAINER SECURITY OPERATOR ### POD %1%

Container Security Operator (CSO):& OpenShift Container Platform #1E M Kubernetes & LRI AR
Clair &1 REFHM A, £H CSO N, BARLUIHSIER pod REXMA SRR T A2 MR
o

==
%A Red Hat Quay #1 Clair, CSO FTik1EHE T1E,

Container Security Operator (CSO)&¥ELL FIhEE :
o S IEENMAMRALRRLE pod KEXHAER.

o HWHARKBREGEENABIRIMEK, REHEBRH registry TFFHIEIHRE, H A Clair FH#EH
Red Hat Quay registry,

e &l Kubernetes API F1#J ImageManifestVuln X &/~ FFiRwiA,

pa -3
EHETE Kubernetes &% CSO HIUBH, 1EM Container Security OperatorHub.io T1TH
Fi%EFE Install 3R,

9.1. £ OPENSHIFT CONTAINER PLATFORM A F#; #1247 CONTAINER
SECURITY OPERATOR

FERLLTH T Container Security Operator (CSO),

ELUTH AP, CSO RE7E marketplace-operators #p & 2251, X IFFE OpenShift
Container Platform SE&HIRTA fp % 22 (A {8 A CSO,

it =

1. 7£ OpenShift Container Platform 26| & TIEH, 1% Operators » OperatorHub F#i#%
Container Security Operator,

2. J%F% Container Security Operator, #AE1%#¥ Install # A Create Operator Subscription I
MH,

3. KEXRE (BRANHAEMEZEEFBohERE) , AE%LE Subscribe, 7 Installed
Operators FRA/LOMHESHI BERREM.

4. W% - AL B E SGERARME CSO f, EAGIH, EHFTEFHEE—DE) quay.crt B
. RE, BTUATRTRHEHRME CSO # :

$ oc create secret generic container-security-operator-extra-certs --from-file=quay.crt -n
openshift-operators
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1RITEE Operator pod F BEEHTIE P £ K,

5. %% Home » Dashboards, 5§ &2t BU5E1E T 7RTE status 24, HAFH T HREIA K
TR E, AEFEUEERSSE, MTEME:

Dashboards

Quay Image Security *

Ovenvi
veriew breakdown

Container images from Quay are analyzed

Details View settings. Status to identify vulnerabilities. Images from other
registries are not scanned

Cluster AP Address Quay Image Severity Fixable

https,//api.ci-In-fin818k-d5d6b.origin-ci-int- @ Cluster @ ControlPlane o Security 1 High 19 Bing act
aws.devrhcloud.com:6443 L | otal

Cluster ID

3ffl67bb-9187-40a7-9a46-6cc764a38a03 7 minutes ago

Openshift Cluster Manzger o Aclientin the cluster is using deprecated extensions/vlbetal API that will be removed edmac
Provider Fixable Vulnerabilities edmac
AWS 0 nss-tools Inamespaces edmac
OpensShift Version Cluster Utilization Ed mac

43.0-0 nightly-2019-12-19-105827
1035 (@ Updated mac
[T R —— Dacrawra lleana 1020 n2s nan N5

BF

Container Security Operator B I Red Hat Security A &Rt A 0| AHERE, )
N, TTRERIRMLITEEEE © https://access.redhat.com/errata/RHSA-
2023:1842%20https://access.redhat.com/security/cve/CVE-2023-23916,

URL B %20 XRZEEF R, BHFIRF™HD URL AHEK—DFTERM URL,
5140 hitps://access.redhat.com/errata/RHSA-2023:1842 1
https://access.redhat.com/security/cve/CVE-2023-23916, {E ilmAT iR
R, EELEEA URL EFIZIN HasH, USMBIERMNITE,. X2— 1 exn
W, FHIELUEH Red Hat Quay kiR A iR,

6. X FEMRNENEERE, ERUELLR TR NMEEZ— -

a. EFRXNRANEERE, EFEHARES registry. Red Hat Quay SREM AR E B registry,
EBRAILEEFEERENER, TEIEXRT M Quay.io registry Bl B8RSR =B -

@ RED HAT Quay.io EXPLORE  APPLICATIONS ~ REPOSITORIES  TUTORIAL L p

Iy ro4fd70e06e7

“

Quay Security Scanner has detected 6 vulnerabilities.

Patches are available for 6 vulnerabilities.

|

A 6 High-level vulnerabilities.

@

Vulnerabilities Filter Vulnerabilities (] Only show fixable
CVE SEVERITY l PACKAGE CURRENT VERSIOP FIXED IN VERSION
RHSA-2019:4190 AH gh nss-util 3.44.0-3el7 © 0:3.44.0-4.el7_7
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% 93 {1l CONTAINER SECURITY OPERATOR ### POD Eif§

b. 1% namespaces 3 LU A ImageManifestVuln fiH, e UEH A EFATEHEETT
URZEBRIRETCTHMAERAZER, TERRT, FEFELZERRNHEEEN N EZER
HIZ1T :

Project: all projects =

ImageManifestVuln

Create ImageManifestVuln Filter by name...

Name T Namespace Created
VAR sha256 f54fd70e06e745c2d8406 @ quay-enterprise 9 minutes ago

53b8b%0ac79b55d55e7a25bcd4
b83d5512a846575a2

HTHRRE, BAUT@BPLESRREFELESRE, BT AR IERESXLERE, URESRFIZ
THE N RZER, FEX—R, A UHUTUTERE

o REBZTHGKNWAF, AArEERELRRE,

o BT MHBRIS BNERMRFTTE pod BUBREB SN R FKAZ L HRIRIZTT,

% o
. SNRMBR pod, FIRER L PN R F BETE(URIR L EBERIA.
9.2. 85T CLI ZiHGRE
FAUTHSEMGSTRE(CL)ENHRERE,
i =
1 B AL T e &R IR KRR
I $ oc get vuln --all-namespaces
i Bl

NAMESPACE NAME AGE
default sha256.ca90... 6m56s
skynet sha256.ca90... 9m37s

2. Wik, BRTRRERBIER, HIBENREREGRZER, HEMA oc describe 8%, LT
TBERT —NERNASR, HEGEETAREH RPM B4

I $ oc describe vuln --namespace mynamespace sha256.ac50e3752...
i Bl

Name: sha256.ac50e3752...
Namespace: quay-enterprise
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Spec:
Features:
Name: nss-util
Namespace Name: centos:7
Version: 3.44.0-3.el7
Versionformat: rpm
Vulnerabilities:
Description: Network Security Services (NSS) is a set of libraries...
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%5 10 3 Jy RED HAT QUAY BEZi& AWS STS

2510 & 5y RED HAT QUAY EZi& AWS STS
% Amazon Web Services (AWS) &£ S hEARSS (STS)MIZ 5 EH FMILM Red Hat Quay 2BE, 7£
OpenShift Container Platform £ #f Red Hat Quay, AWS STS 2— web fR%5, FHTFiIERK AWS
Identity and Access Management (IAM)R F8InRT, EEARMRMIEILE, LARBFEEUESK 24 HF
B9, LEIhEEXS FHF Amazon S3 BEX RIFMEIEEHRA M, f¥F Red Hat Quay F3 STS hils
Amazon S3 T HMEIE, XATLUREEFNEGREMN, HEMAFREBIIEFIEIOTBURSIENL
Ao

BB AWS STS 2— N2 H 1, ZEAIE AWS IAM B/, Ak S3 B HEE Red Hat Quay
config.yaml X4 {E H S & ERII TR,

FAUTHE N Red Hat Quay B2 AWS STS,

10.1. AI/& IAM B
FRUTESEHAUE IAM B,

it

1. &5E| Amazon Web Services (AWS)1E#IE, i AZ| Identity and Access Management (IAM)
®HIE,

2. ESMME®KS, £ Access management TR Users,
3. & Create User HEIALLTER :
a. WMIABMBEF 4, 0 quay-user,
b. % F HUERZE, 1% H i Add user to group,
4. 1f review and create TIE £, Hi; Create user, R #EEEME Users TlH.
5 HiAF 4, f quay-user,
6. EFIAH ARN, i1 arn:aws:iam::123492922789:user/quay-user.
7. EA—T@EL, Hi Security credentials £,
8. SfinEl Access keys,
9. = Create access key,

10. 7£ Access key SxfESEEA] alternatives TIEH, s Command Line Interface (CLI), Gk
HWINE, REET"T—H"

1. ®i%, 7£ Setdescription tag - Al U@, A,
12. =X Create access key,

13. E4I37F6% access key # secret access key.

B

XREENK TE secret ViR BHANME— A, ETEEREWE, B2, B
N A2 U7 (R B .
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14. = Done,

10.2. B/ S3 A
EARAUTEHE N AWS STS 6l S3 AR,

SR M
o MBEOIET IAMRAF, HEMUTINEHR secret V5IH .

i =
1. MNRIAEA, = Dashboard i A IAM (X FRHR,

2. ESME®KH, Hifi Access management T#J Roles,

3. il Createrole,

e X Custom Trust Policy, BEEZRT —AI%HER JSON Kbg, BINERT, BETRUTE

JON -

{
"Version": "2012-10-17",

"Statement™: |
{
"Sid": "Statement1”,
"Effect": "Allow",
"Principal": {},
"Action": "sts:AssumeRole"
}

]

}

4. 7z Principal configuration FE&H, RI1AWS ARNER. I :

{
"Version": "2012-10-17",

"Statement": |

{
"Sid": "Statement1",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::123492922789:user/quay-user"
|3
"Action": "sts:AssumeRole"
!

]

!

5. mii Next,

6. 1f Add permissions TIE A, 7EEFRESHIA AmazonS3FullAccess, EHIZEIEIE, [FZ%EK

BEARINEI S3 A, AFH i Next,

7. 7£ Name, review, and create TIEH, HWALUTELR :
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8.

%5 10 3 Jy RED HAT QUAY BEZi& AWS STS

a. MIAfABEF, W example-role,
b. _.I- Lo //J\\DD}'H-LQ

= Create role #%#l, &¥%f A\ Roles Ti#, 7 Role name F, # 08 S3 NATA,

10.3. £ OPENSHIFT CONTAINER PLATFORM _tfZ& RED HAT QUAY LA
{5/ AWS STS

AL TS %% OpenShift Container Platform config.yaml X4 #8) Red Hat Quay A& AWS

STS,
v pa -3
84 AT LB #ETE OpenShift Container Platform config.yaml X4 F 2 i F 1 EHTERE Red
Hat Quay, MR =ZEA OpenShift Container Platform Ul,
FeRFH
o KEMRET AR ARN,
o MBEHR T —1 User Access Key,
o MBEHEM T — User Secret B,
iz
1. £ OpenShift Container Platform E8Z# Home T{HE A, = Operators — Installed
Operators,
2. = Red Hat Quay,
3. #ifi Quay Registry, #AEH# i Red Hat Quay registry BI%& #5,
4. 1f Config Bundle Secret T, = registry BB HEFR, 40 quay-registry-config-
bundle-qet56,
5. EEEMHASTEA, Hifi Actions LERTHIZEHE, SAF= Edit Secret,
6. ERALLT{E 2% %7 config.yaml 3X{4#J DISTRIBUTED_STORAGE_CONFIG F£% :

#...
DISTRIBUTED STORAGE_CONFIG:
default:
- STSS3Storage
- sts_role_arn: <role_arn> ﬂ
s3_bucket: <s3_bucket_name> g
storage_path: <storage_path> 6
sts_user_access_key: <s3_user_access_key> ﬂ
sts_user_secret_key: <s3_user_secret_key>
#...

@ EEAWSSTS NEEHIM— Amazon FHRATR(ARN)
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80

© s3EiEENETS.

9 HIRMNFAER R, BE /datastorage,

@ B AWS STS I 4R AWS S3 B FH i | B
© B AWS STS I 4 mE AWS S3 FIf secret B,

. mil Save,

. b RBIEER, f0 busybox, TIFHEERIEREE, B0

$ podman tag docker.io/library/busybox <quay-
server.example.com>/<organization_namex>/busybox:test

BT 6 & R HEE B B

I $ podman push <quay-server.example.com>/<organization_name>/busybox:test

. SMEETE Red Hat Quay registry — Tags IR HEEEIR Organization, LASSIEHEZE

o
# AE Amazon Web Services (AWS)ZHIE, HEIEM 3 FHE4E.

. R s3 FEEmBII AR,
. 1£ Objects 71 £, #.ifi datastorage/.

. T£ datastorage/ TIE™, NIZBELLTHIR :

® sha256/

° J:f%/
XL FHRRIHEEND, FEH AWS STS EHRIEMRERE.

EE M



% 113 13 RED HAT QUAY 5 OPENSHIFT CONTAINER PLATFORM 5 QUAY BRIDGE OPERATOR £5

5 11 E ¥ RED HAT QUAY 5 OPENSHIFT CONTAINER
PLATFORM 5 QUAY BRIDGE OPERATOR 55X

Quay Bridge Operator J$£ ) OpenShift Container Platform registry BIZhEE & H EIFTH Red Hat
Quay registry A, {£F Quay Bridge Operator, ZRLIF OpenShift Container Platform FHISE A 25

registry &t} Red Hat Quay registry,

Quay Bridge Operator J& FHRIZHRESIE :

e ¥ OpenShift Container Platform 4% Z2[8]E 4} Red Hat Quay #l1F,
o NEA default s Z2 [R5 MK A28 ABKF,
o NENOIEMNIERAIKS A secret, FFHBNHERA secret 5— MRS MK XEKEH
Mountable #1 Image Pull Secret,
®  OpenShift Container Platform 55 /&R % & Red Hat Quay fZfi#i /%,
o BIHESFERABEGRIVFTIERN L E Red Hat Quay,
o WETEMEBTABRGRRIFE,
ERLUTHE,

11.1. 5 QUAY BRIDGE OPERATOR % i& RED HAT QUAY BRIDGE

& LR A Red Hat Quay #1 OpenShift Container Platform $&% 2 [A/#I ELE1E.

LSRR R, SR —D % AR Red Hat Quay HLiY, FFMIZAE GBI RIRF AR OAuth 4

k&, LLATF OpenShift Container Platform F#J Quay Bridge Operator,

iy =

iF Web Ul &3k Red Hat Quay,

VR E SRS AR FRAHL,

ESMERH, 75 Applications,

%% Create New Application, BHI AN FAKEF, 0 openshift,
£ OAuth Applications TTEH, EFEEHIN FATZR, 10 openshift,

EFMEKRS, % Generate Token,

LT R, -

BN

EERERHCE

lf 27K e

HEME T WHNEEE

xR AT U (R BB M G E B/ B
EEAPS
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o EHMAFER
8. K& N EHIFIR,
9. %#¥ Authorize Application, $AJEi%#E Authorize Application RHIAEAL,

10. REFEREITT ] HE,

BF

Red Hat Quay MR GHEEE, BIEINH S, MIRTESER T, £MRE
WS NER—R, XM TEETEEHIKE.

11.2. 7£ OPENSHIFT CONTAINER PLATFORM _t %% QUAY BRIDGE
OPERATOR

ELT 2, BIF7E OpenShift Container Platform &% Quay Bridge Operator.

FeREH
o IRBXE Red Hat Quay FFIKEX T Vin] 45 .

o BEHEHEEHMRM OpenShift Container Platform 4.6 & &R AL E,

Y=

1. #TFF Web #2HI5# Administrator 11, FSMEISMBEE PR Operators - OperatorHub,
2. 13 Quay Bridge Operator, i Quay Bridge Operator i1, #A/FH i Install,
3. ERFELREMRA, i stable-3.7, A/ Install,

4. RESRME, = View Operator i# A Quay Bridge Operator B Details T, 74, &AL
Installed Operators » Red Hat Quay Bridge Operatori/f A Details 71,

11.3. 7y OAUTH £ /2 61|22 OPENSHIFT CONTAINER PLATFORM SECRET

FET 2, RN Z BRI A 558, LUMES Red Hat Quay 3B #HTEBIE. ViR SR EMETE
OpenShift Container Platform B, Ey secret,

FeRFH
o IRBXE Red Hat Quay FFIKEX T 15745 .
o fRETE OpenShift Container Platform _£E8ZE T Quay Bridge Operator,
o BEHEHEEHMRM OpenShift Container Platform 4.6 & &R A I E,

e B%%k OpenShift CLI (oc) &

it

o (IE—/1 8% openshift-operators 4 22 5] R B 7] 5 B2 secret :
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$ oc create secret -n openshift-operators generic <secret-name> --from-literal=token=

I <access_token>

11.4. 1/Z2 QUAYINTEGRATION B E A

EIEd, ENE2—1 Quayintegration B E X ¥R, L BHREAILAM Web #2H &G 5

FoRFM

IRBE X E Red Hat Quay FFIKER T 15 7] 45 .
& B7E OpenShift Container Platform _£E8Z& T Quay Bridge Operator,
BEEHEEGFBRA OpenShift Container Platform 4.6 58 s iR A1 1R,

Ak : B%E OpenShift CLI (oc).

11.4.1. 7I3% : £ CLI 8% Quaylntegration B E X HIR
BB TS EERSS1T0/E Quaylntegration B & SR,

\

1. @& quay-integration.yaml :
I $ touch quay-integration.yaml

2. X Quaylntegration B & X FRMR/NEBEFEA LU TEE :

apiVersion: quay.redhat.com/v1
kind: QuaylIntegration
metadata:
name: example-quayintegration
spec:
clusterID: openshift ﬂ
credentialsSecret:
namespace: openshift-operators
name: quay-integration
quayHostname: https://<QUAY_URL> 6
insecureRegistry: false ﬂ

clusterlD [EEBNMES RPN EH—H, XMERHFERN, BAILH openshift,
credentialsSecret B3| A& 2 I 0 EH S secret BY6p & 22 (8] F1 & FF.
¥ QUAY_URL &#t 5 Red Hat Quay SEAIBIEH &,

INR Red Hat Quay R B% &L+, 1HNEMXEY insecureRegistry: true.,

0009

BXRMBEREFERMIIR, 1HSMH"Quayintegration BELEFER",

1. 4 Quaylntegration B E X iR :

T5E M
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I $ oc create -f quay-integration.yaml

11.4.2. 7% : £ Web 25 /2 Quayintegration B E L HIR
BEBLITSIE, FEH Web 1415 612 Quaylntegration B & SR,

it =

1. ¥TFF Web #HI5H Administrator 1, F5i%| Operators - Installed Operators,
2. = Red Hat Quay Bridge Operator,

3. 7E Quay Bridge Operator B Details TIE™, = Quay Integration API =_EH Create
Instance,

4. 1f Create Quaylntegration TITE#, 7E Form view = YAML view AL TAAEER ¢
e Z# : 3|H Quaylntegration B E X ¥R REA TR,

o £ ID: SHERXEMID, IMERZEENETSRGHM—, MRKREE, NS
openshift,

o ‘Fif secret : IEZH I EZAICIEBI TR secret BI6p % Z2 (A F1 & R,
® Quay E#Hl4 : Quay registry IEHL %,
BXAABREFEMNTIZKR, 1§50 "Quayintegration BLEF X",
B3 Quaylntegration B E X ¥%iR/E, &# OpenShift Container Platform SEEEFHEEI1E A Red Hat

Quay £, Rii%~ OpenShift Container Platform IF 5 RI4E X 6p 44 22 [A] ] Red Hat Quay registry FIHY
MF,

11.5. {£F QUAY BRIDGE OPERATOR

FERAUTHIEER Quay Bridge Operator,

FRFH

o B &% Red Hat Quay Operator,

o BEFNEREIR G EXE OpenShift Container Platform,
o BE[1i%| Red Hat Quay registry.

e B.% % Quay Bridge Operator,

e (REEE T Quaylntegration BE LR,

it 3
1. BIALL RS OlE—1 &7 e2e-demo BIFT OpenShift Container Platform HiH :

I $ oc new-project e2e-demo
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% 113 13 RED HAT QUAY 5 OPENSHIFT CONTAINER PLATFORM 5 QUAY BRIDGE OPERATOR £5

. IEBIBTHIBEE, RedHat Quay RAGIEB— 1L, S#El Red Hat Quay registry, Fif
INEB 61—/ %/ openshift_e2e-demo HIFTZHL,

==
#NR Quaylntegration TR clusterlD ERAARREMIE, MAFIH openshift &
ARERBMAE,

. 7£ Red Hat Quay Ul £, HHEFHSAMEFS, 40 openshift_e2e-demo,

. ESE®R AR, Hidi Robot Accounts, {ENEIIIEM—ERS, M OJELT Robot Accounts :
® openshift_e2e-demo+deployer

® openshift_e2e-demo+default

e openshift_e2e-demo+builder

AT SHILABHIE T =MNEE55EH Robot Accounts XEXH) Docker BZERY secret :

I $ oc get secrets builder-quay-openshift deployer-quay-openshift default-quay-openshift

i th o Bl

stevsmit@stevsmit ocp-quay $ oc get secrets builder-quay-openshift deployer-quay-openshift
default-quay-openshift

NAME TYPE DATA AGE

builder-quay-openshift kubernetes.io/dockerconfigison 1 77m
deployer-quay-openshift kubernetes.io/dockerconfigjson 1 77m

default-quay-openshift  kubernetes.io/dockerconfigjson 1 77m

. BIALLUFr 4 57 builder ServiceAccount (SA)HIFAE R, BIEH secret. hEid #i AR KEX
MAGNABYE, XIFEABAETE @Y Quay Bridge Operator 2.

I $ oc describe sa builder default deployer

Ll N
Name: builder
Namespace: e2e-demo
Labels: <none>
Annotations: <none>

Image pull secrets: builder-dockercfg-12345
builder-quay-openshift

Mountable secrets: builder-dockercfg-12345
builder-quay-openshift

Tokens: builder-token-12345

Events: <none>

. BAL TSR a8HEESL N httpd-template BIFT N AR -

I $ oc new-app --template=httpd-example
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86

1.

i th o Bl

--> Deploying template "e2e-demo/httpd-example" to project e2e-demo

--> Creating resources ...
service "httpd-example" created
route.route.openshift.io "httpd-example" created
imagestream.image.openshift.io "httpd-example" created
buildconfig.build.openshift.io "httpd-example" created
deploymentconfig.apps.openshift.io "httpd-example" created
--> Success
Access your application via route 'httpd-example-e2e-demo.apps.quay-
ocp.gcp.quaydev.org'
Build scheduled, use 'oc logs -f buildconfig/httpd-example' to track its progress.
Run 'oc status' to view your app.

Z{Tle4fE, £0/2 BuildConfig. ImageStream . Service. Route 1 DeploymentConfig
%R, {12 ImageStream ¥R, &7F Red Hat Quay {8 XEXHIZREE, FI150 :

@RED HAT QUAV EXPLORE REPOSITORIES TUTORIAL + - ‘ quayad
€ Repositories $ Organization &, openshift_e2e-demo / httpd-example w

0 Repository Activity Pull this container with the following Podman command:

podman pull example-registry-quay-quay-enterprise.app

‘> Pull this container with the following Docker command:

docker pull example-registry-quay-quay-enterprise.apps

Description

Click to set repository description

% Apache HTTPD &I F openshift 638 22 (5] AEY Apache HTTPD & AR R

i, BuildConfig B ImageChangeTrigger &4 #7189 Build, f#%7 Build

i, MutatingWebhookConfiguration & B#)E 5%t L3EM Red Hat Quay, &RILUETZ1T
AT 6 43 SR BRI B2 B3 B P EE SR B B 5ERK -

I $ oc get build httpd-example-1 --template="{{ .spec.output.to.name }}'

it Bl

example-registry-quay-quay-enterprise.apps.quay-ocp.gcp.quaydev.org/openshift_e2e-
demo/httpd-example:latest

. 7E£ Red Hat Quay Ul £, 5%l openshift_e2e-demo “H4H, FHi%L#E httpd-example 7%,

. B GBS Tags, FHAIA latest 13 2RI #EE.

BIALL TS KBIER latest IRE R :

I $ oc describe is httpd-example

i th o Bl



% 113 13 RED HAT QUAY 5 OPENSHIFT CONTAINER PLATFORM 5 QUAY BRIDGE OPERATOR £5

Name: httpd-example
Namespace: e2e-demo
Created: 55 minutes ago
Labels: app=httpd-example
template=httpd-example
Description: Keeps track of changes in the application image
Annotations: openshift.io/generated-by=0OpenShiftNewApp
openshift.io/image.dockerRepositoryCheck=2023-10-02T17:56:45Z
Image Repository: image-registry.openshift-image-registry.svc:5000/e2e-demo/httpd-
example
Image Lookup: local=false
Unique Images: 0
Tags: 1

latest

tagged from example-registry-quay-quay-enterprise.apps.quay-
ocp.gcp.quaydev.org/openshift_e2e-demo/httpd-example:latest

12. 7 ImageStream # resolwillved &, MNIZRMAFEE, FALLTHEDER URL Hid :
I $ oc get route httpd-example --template="{{ .spec.host }}'
fr =1
I httpd-example-e2e-demo.apps.quay-ocp.gcp.quaydev.org

13. VjlAltt URL, IR ERTBIMIT, NAREBERI,

14, B ALLTF e SR BT IR B Red Hat Quay ZA#E -

I $ oc delete project e2e-demo

HEFETB RS MR, XA LSS -wait=false 7R INE Lt ds 453k 5E
-

5. HEKE, FMEER Red Hat Quay /%, FHH1A openshift_e2e-demo AR FRHEA A,

Hth TR

o RELHEMERFIRMFEMR registry Z RINFIEBRESEL RN A ERH, BENZEEAZ
[FEIIEBSEM A HTTPS/TLS, 4R Red Hat Quay Al BB NI AR LWESE, BN IZIER
i LERIEWIIEPHAER inLEE, IR OpenShift Container Platform X 14 ER2:151T
AR E R UE T,
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28 12 2= £ OPENSHIFT CONTAINER PLATFORM 8y RED HAT
QUAY LEERE IPV6

P2y~
. Bal, IBMPower #11BM Z A2 #7E OpenShift Container Platform L& IPv6,

OpenShift Container Platform Z8 & Red Hat Quay IIFE AJ £ (32 #¥F IPv6 ML ETR ML, 20 Telco #0
Edge 1 &,

BXREHMREIFIR, ESH IPv6 R

12.1. B A IPV6 il R 5
FALUTHHIE Red Hat Quay SREHEF IPv6 X#5,

FoRFEMH

o REF Red Hat Quay B#E 3.8,

o EEMEHNMABRYMITA (Docker. Podman) it & N # IPv6,

1. 7EEREH config.yaml XX{:, i1 FEATURE_LISTEN_IP_VERSION S#3H S 24BN
IPv6, 40 :

FEATURE_GOOGLE_LOGIN: false
FEATURE_INVITE_ONLY_USER_CREATION: false
FEATURE_LISTEN_IP_VERSION: IPv6

FEATURE_MAILING: false
FEATURE_NONSUPERUSER_TEAM_SYNCING_SETUP: false

2. BEhHEREH Red Hat Quay EE,

3 MIAUT S SREZEEZS DT IPVG :

$ curl <quay_endpoint>/health/instance

{"data":{"services":
{"auth™:true,"database":true,"disk_space":true,"registry_gunicorn":true,"service_key":true,"web_
gunicorn™:true}},"status_code":200}

TEEREM config.yaml /2 IPv6 [, A Red Hat Quay HEEER AT LAIE & ER, REENIMEREE
FER IPv6, BARE IPv6 F1UEE R IS0,
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DIk

H
[=]

INRIBHIINMEWEESE N IPv4, {E FEATURE_LISTEN_IP_VERSION B2 & F R X E
1 IPv6, Il Red Hat Quay ;&5 E,

12.2. IPV6 [R#l

o Hal, ZifEH@A Microsoft Azure Blob ZH4ECE Red Hat Quay ERETIETE IPv6 HEHEIRINE
R T{E, EH Microsoft Azure Blob Storage BIii SR AR IPv6, AT LUX AN RIIA % B IR
HE,

MEESER, B PROJQUAY-4433,

e HaI, ZifH Amazon S3 CloudFront BZi& Red Hat Quay & T5iE1E IPv6 MR IAEAR T
1€, A} Amazon S3 CloudFront Bl A # IPv6, FRLUX AR & B IR R 5 X,
MBELZER, BB PROJQUAY-4470,

o HEl, N7 IPv6 BHEIFEHERE Red Hat Quay i, Red Hat OpenShift Data Foundation A~

W& #., AHIt, RedHat OpenShift Data Foundation F53&7E IPv6 EAERRE A, 1TRITELUEH
OpenShift Data Foundation iR A& A {E S X MR,

o B, MEE(IPv4 #IPve)ZIFAER T Red Hat Quay OpenShift Container Platform E8&,
Red Hat Quay 3.8 ERETE/3 B 7 ML XA OpenShift Container Platform £, Red Hat Quay
Operator £/ Quay Route R4 IPv4 sk, TARZ IPv6 sk, Fit, A IPv6 HititRy
& i T %1 A OpenShift Container Platform £# Red Hat Quay N B&RF, iTXIEUEH
OpenShift Container Platform iR AR B XN R,
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5513 & L1 KUBERNETES L£EfE RED HAT QUAY BB € X

SSL/TLS ik

1 Kubernetes EEBZENT, Red Hat Quay fHF NEHEEE secret MUFEHE B, BAI, XIS
7% A P EAR B _E R UE R ThRE,

VENIET AR AR, 7EE8E Red Hat Quay /5, base64 4witik i a] LURINE!] secret /A,

£ Kubernetes %82 Red Hat Quay i, HE AU THSERMBE X SSL/TLS iE+,

FRFM

it =

90

Red Hat Quay B.&83&,

BAE—1TBE X ca.crt 304,

. HIALLUF &SN SSL/TLS IEF N A 1T Base64 Ziil :

I $ cat ca.crt | base64 -w 0

i th o Bl

...c1psWGpaeGIPQMNEWkJPMjJ5d0pDemVnR2QNCnRsbW9JdEF4YnFSdVA3PTOKLSOtLS1
FTkQgQOVSVEIGSUNBVEULSO0tLQo=

. HIALLF kubectl i34 3% quay-enterprise-config-secret ST :

I $ kubectl --namespace quay-enterprise edit secret/quay-enterprise-config-secret
HUEBRM—1EE, FHHETEN base6d JifdFrFERer MIGEIZFZE T, B0 :

custom-cert.crt:
c1psWGpaeGIPQMNEWKJPM]J5d0pDemVnR2QNCnRsbW9JdEF4YnFSAVA3PTOKLSOILS1F
TkQgQOVSVEIGSUNBVEULLSOtLQo=

& kubectl delete 5 HIBRFT A Red Hat Quay pod, 40 :
$ kubectl delete pod quay-operator.v3.7.1-6f9d859bd-p5ftc quayregistry-clair-postgres-
7487f5bd86-xnxpr quayregistry-quay-app-upgrade-xq2v6 quayregistry-quay-database-
859d5445ff-cqthr quayregistry-quay-redis-84f888776f-hhgms

&, RedHat Quay EBBR BN pod B NFTIETEIE.



%14 = 4, RED HAT QUAY OPERATOR ##k

2 14 = F+2 RED HAT QUAY OPERATOR #it

Red Hat Quay Operator 38E—1™ ELHIIEA FR, XEHKEE Operator IRAEFEE E Red Hat
Quay MR AR HEENAHH, QuayRegistry B ﬂ&)&mﬁqﬂa'ﬁ%ﬁx, CIREEIBEM Red Hat Quay hi
AN ; Operator REEEREFMBHMHNF —MRA, EFEXNARKBRMAHGEHATLLEE T, FHEE
Operator S 2414, TMEMMAEE Kubernetes EARRIRAM Red Hat Quay B4 EHE,

14.1. OPERATOR LIFECYCLE MANAGER

Red Hat Quay Operator R {#ifl Operator Lifecycle Manager (OLM) E2EMALK, LERAERIA
approvalStrategy: Automatic fIZITFN, SHAHIRARAN, OLM FB317% Red Hat Quay
Operator,

g

H
[=]

¥4 Operator Lifecycle Manager %% Red Hat Quay Operator I, AIEERIFH
EEANZFEIRFIAR. XN EHFERETEPE Red Hat Quay Operator 19
OperatorHub TiH A £, BiAALLET approvalStrategy 7Bt Red Hat Quay
Operator Subscription X & fh$%El, % Automatic EE, HAXHHH
Operator hix&HF}, #&f Red Hat Quay Operator S EHFIAH. MEXFKHE, MR
PEFE Manual #4£3R0%,

14.2. #+%: RED HAT QUAY OPERATOR

1£ OpenShift Container Platform EHZ B &% Operator BFRAE A BIETE FH L% Operator
th,

B%E, Red Hat Quay {ZRFMULATAI(N-1)RIRAFTHSE. HliN, FEZFEEM Red Hat Quay
3.0.5 AR 3.5 MxFhkd., Kk, BFSHIAHE, MTFAAER:

3.05 - 3.1.3
2.

3.1.3 - 3.2.2
3.

3.22 - 3.34

o1


https://docs.openshift.com/container-platform/4.14/operators/understanding/olm/olm-understanding-olm.html
https://docs.openshift.com/container-platform/4.14/operators/admin/olm-upgrading-operators.html
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3.34 - 3.4.z

3.4.z - 3.5.z

XREEASI EPHRERTERERBENBIEE TR,

ERERERT, Red Hat Quay TR FMZAI(N-2. N-3)MiE#E, BH AL, XHLT IHREZ A
i$#. Red Hat Quay 3 TR TAHHIRE :

3.9.z - 3.11.z

3.10.z - 3.11.z

Red Hat Quay Operator aJLLM 3.10.X for IBM Power #1 IBM Z 7%,

X FIIIERE Red Hat Quay HFEAHE 3.11 WA, ESHE S A%Ise.

14.2.1. A% Red Hat Quay

£1¥ Red Hat Quay M— M RIRAARB T —1RIRA, #13.10 - 3.11, ZEi4%i5E X Red Hat Quay
Operator BB HHIE,

XF z R/mAS, w0 3.10.1 - 3.10.2, FHRREAFPRAOELZEIEPEFESR major-minor FEH %K
. HUT z BABMSEIURT _Eih#y approvalStrategy, MR #LHSRIE#I%XE ) Automatic, Red
Hat Quay Operator R HFIFRBIRFHH z 7. X2SFHEM. K5 Red Hat Quay EHTEIBHTH 2
., MEREN. BN, EFBREVIFhitERR,
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https://access.redhat.com/documentation/zh-cn/red_hat_quay/3/html-single/upgrade_red_hat_quay/index#standalone_upgrade

14.2.2. B Red Hat Quay Operator BYE FiliE

2 14 = 7% RED HAT QUAY OPERATOR ##3k

B3/ Operator BT HIEE— N EHPE, ATFIREMEK Operator WEH, EH% Red Hat
Quay Operator AFFIAIRERFFMEHFE R EHT, HHENREM Red Hat Quay Operator HY
Subscription EW-F AR ERGE. X TFHA BohBtAERE BMITH, AREBIFE, FHaEdn
Installed Operators HI T+ 1%,

14.2.3. FEift AL E R Operator A4

MR REM Operator BT 1% &N Manual, NHHYFIEFRIER L AT EHN, WIHAEFIHRRE
AIFShitAEEH. MR Red Hat Quay Operator 5 — N HCEBHFAR, XMIREN ZREE Installed
Operators 5IZk+, 7£ Red Hat Quay Operator i Subscription T, EalLATERE T HE
BT ATFARMBIR, MEHE, = Approve FROIFFIH Installed Operators LU A0 EE

BT,

THEERT Ul hiY Subscription i+, @iE BEFHIE. Approval 3EB§. Upgrade KEH

InstallPlan :

™ Administrator

Administration

Project: quay-enterprise
Installed Operators >
Red Hat Quay

3.4.3 provided by Red Hat

Details  YAML

Operator details

Subscription  Events

Subscription details

Channel Approval
quay-v34 &

Automatic &

Name

quay-cperator

Namespace

@ quay-enterprise
Labels

operators.coreos.com/quay-operator.guay-enterprise

Created at
@ Mar 25,1217 pm

Owner

No owner

Quay Registry

Upgrade status
@ Up to date

Installed Operators 5IK{E#E T X481 Quay ZEMIE LB :

linstalled

0 installing

Edit #

Installed version

@ quay-operatorv3.4.3

Starting version
quay-operatorv3.4.3

CatalogSource
@ redhat-operators @ Healthy

InstallPlan

@ install-wi26n
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Project: quay-enterprise v

Installed Operators

Name 1 Managed Namespaces Status Last updated Provided APIs

@ Red Hat Quay @ quay-enterprise © Succeeded @ Mar 25,1218 pm Quay Registry
43 provided by Red Hat Up to dat

14.3. #% QUAYREGISTRY ¥R

% Red Hat Quay Operator 53, BRIENEKRCHEE N B HME 6% 22 W ch B89 fl
QuayRegistries, HIHEI—0, RERALITZH :

[

MR KiX\B status.currentVersion, iEEE.
[

IR status.currentVersion FF Operator g &, HIEEH{THIA,
[

IR status.currentVersion REF Operator i A, HREZRBAILUARE. MRATLL, H
fTHP4ESS, FHI status.currentVersion K&l Operator kA, MRTEEAL, NHROEE
%, #R{2¥ QuayRegistry R HEBEM Kubernetes &,

14.4. #%: QUAYECOSYSTEM

FHEMLLETH Operator iR Az, ZhR&F QuayEcosystem APl B TF—4HARMNEE. HifRIH
FEBALYE, EER—1NEHKRFZMN AT QuayEcosystem, LUETSHTH, 4 Operator SIEHN
QuayRegistry LAEH, {B|HH QuayEcosystem fF{RE Tk, ERIFIIMIBR L, LAFALRLE IR Bt
Al A ERRF AR ViN Quay. ZfFHIAH QuayEcosystem sTB RIH M QuayRegistry, HERAMUTS
%

Pk

1.

#$ "quay-operator/migrate": "true" ZiNEI QuayEcosystem B metadata.labels H,

I $ oc edit quayecosystem <quayecosystemname>
metadata:
labels:
quay-operator/migrate: "true"

2.
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%14 Z % RED HAT QUAY OPERATOR #Eih

ZF1F QuayRegistry {#f5 QuayEcosystem #H[E#) metadata.name i
E. QuayEcosystem fHric Hi7% "quay-operator/migration-complete”: "true ",

%iE T HM QuayRegistry B status.registryEndpoint J5, 1/il7] Red Hat Quay FH#fii\fia
BRI E R ERThTR,

ME—YIFMIEE T, EaILUNER QuayEcosystem Fl Kubernetes B B &5 ATAIH
B,

14.4.1. %% & QuayEcosystem 2

IMREM QuayEcosystem 7% QuayRegistry ;32 ISR, HREBLU TS Bk S OEA
QuayEcosystem :

AR

{8/ Ul =% kubectl B} QuayRegistry :

I $ kubectl delete -n <namespace> quayregistry <quayecosystem-name>

MER{EA Route 1244 5Rij0], I Route HAUHISEEIAM Service (1 UI =%
kubectl) .

MEMRE QuayEcosystem EIE PostgreSQL #iRE, ASIERASFENEIRTIBE
F ) Operator EXEAYHT PostgreSQL ¥iEE. IBBIRFEFR S ES MR, B Red
Hat Quay EXB el ERTBEHERE. NREREIBIEPHIARG, AT ETR
i, BIURSENBURFEENIEZEAN.

14.4.2. A ¥#89 QuayEcosystem A&

MNE5FH QuayEcosystem A RM=HEAFZZHF, Red Hat Quay Operator R#EH B R &HHIR,
F#4-F status.conditions 1, FIEFZEHHEMMEIHTRE, AANFFEXMA Kubernetes ¥R, 3+H
Red Hat Quay B config.yam| X#4-+ 224t T ArA S EME.

B
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AXEFIENBUEE (MJiik@volumeSize FE) .

Redis

TREFIRE

SAER D I

SFEEE, R%F passthrough Route i), Hb G EEEF5iTH.

ZEAAE XL FENAM LoadBalancer : ¥ QuayEcosystem fIR% "quay-
operator/migration-complete”: "true" tricia, 7EMIER QuayEcosystem i ZMILFH
Service Hllifk metadata.ownerReferences FE, iXaILIBAIE Kubernetes X Service #174i
WO FHER 1 9% 3%, — 1M Service S AIE, A metadata.name &R
<QuayEcosystem-name>-quay-app. 4#iHIA Service M spec.selector, {#H 5% Service
i spec.selector Ptig, LA A B i35 2Rim =R EMARWE M RHN pod, 1HH
Service FRHFIEERE; Quay Operator HABEEE,

WA HE X EN &M LoadBalancer/NodePortiingress : $fllE—/ k&% LoadBalancer
FIETEY Service, 74 metadata.name &3\ <QuayEcosystem-name>-quay-app. &K
DNS BRI E Service 124tH status.loadBalancer ¥ s,

Clair

TREFIRE

Xt R A7k

QuayEcosystem &G ZEXN REHAH, RN REFBLEIRCH unmanaged. FZFFAE
%0

(ENERET: 3
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TREFIRE

Hith BHR

INFH X Red Hat Quay Operator B %52, HSH L quay-operator WiH,

97


https://github.com/quay/quay-operator/

	目录
	第 1 章 FEDERAL INFORMATION PROCESSING STANDARD (FIPS)就绪度和合规性
	1.1. 启用 FIPS 合规性

	第 2 章 控制台监控和警报
	2.1. DASHBOARD
	2.2. 指标
	2.3. 警报

	第 3 章 CLAIR 安全扫描程序
	3.1. CLAIR 漏洞数据库
	3.1.1. Clair 的开源漏洞(OSV)数据库的信息

	3.2. OPENSHIFT CONTAINER PLATFORM 上的 CLAIR
	3.3. 测试 CLAIR
	3.4. 高级 CLAIR 配置
	3.4.1. 非受管 Clair 配置
	3.4.1.1. 使用非受管 Clair 数据库运行自定义 Clair 配置
	3.4.1.2. 使用非受管 Clair 数据库配置自定义 Clair 数据库

	3.4.2. 使用受管 Clair 数据库运行自定义 Clair 配置
	3.4.2.1. 将 Clair 数据库设置为受管
	3.4.2.2. 使用受管 Clair 配置配置自定义 Clair 数据库

	3.4.3. 在断开连接的环境中的 Clair
	3.4.3.1. 在断开连接的 OpenShift Container Platform 集群中设置 Clair
	3.4.3.2. 为断开连接的 OpenShift Container Platform 集群设置 Clair 的自我管理部署

	3.4.4. 将软件仓库映射到通用产品枚举信息
	3.4.4.1. 将软件仓库映射到通用产品枚举示例配置



	第 4 章 在基础架构节点上部署 RED HAT QUAY
	4.1. 为基础架构使用标记和污点节点
	4.2. 使用节点选择器和容限创建项目
	4.3. 在特定命名空间中安装 RED HAT QUAY
	4.4. 创建 RED HAT QUAY REGISTRY
	4.5. 在单一命名空间中安装 RED HAT QUAY OPERATOR 时启用监控
	4.5.1. 创建集群监控配置映射
	4.5.2. 创建用户定义的工作负载监控 ConfigMap 对象
	4.5.3. 为用户定义的项目启用监控
	4.5.4. 创建 Service 对象以公开 Red Hat Quay 指标
	4.5.5. 创建 ServiceMonitor 对象
	4.5.6. 在 OpenShift Container Platform 中查看指标

	4.6. 调整受管存储的大小
	4.6.1. 在 Red Hat Quay 中重新定义 PostgreSQL 13 PVC 的大小

	4.7. 自定义默认 OPERATOR 镜像
	4.7.1. 环境变量
	4.7.2. 将覆盖应用到正在运行的 Operator

	4.8. AWS S3 CLOUDFRONT

	第 5 章 RED HAT QUAY 构建增强
	5.1. RED HAT QUAY 构建限制
	5.2. 使用 OPENSHIFT CONTAINER PLATFORM 创建 RED HAT QUAY 构建器环境
	5.2.1. OpenShift Container Platform TLS 组件
	5.2.2. 使用 OpenShift Container Platform for Red Hat Quay builders
	5.2.2.1. 为虚拟构建器准备 OpenShift Container Platform
	5.2.2.2. 手动添加 SSL/TLS 证书
	5.2.2.3. 使用 UI 创建构建触发器
	5.2.2.4. 修改 AWS S3 存储桶
	5.2.2.5. 修改 Google Cloud Platform 对象存储桶



	第 6 章 GEO-REPLICATION
	其他资源
	6.1. 地域复制功能
	6.2. 地域复制要求和限制
	6.2.1. 在 OpenShift Container Platform 中设置地理复制
	6.2.1.1. 在 OpenShift Container Platform 上为 Red Hat Quay 配置 geo-replication

	6.2.2. 地域复制的混合存储

	6.3. 在 OPENSHIFT CONTAINER PLATFORM 上升级 RED HAT QUAY 的 GEO-REPLICATION 部署
	6.3.1. 从 OpenShift Container Platform 部署的 Red Hat Quay 中删除地理复制站点


	第 7 章 备份和恢复由 RED HAT QUAY OPERATOR 管理的 RED HAT QUAY
	7.1. 可选：在 OPENSHIFT CONTAINER PLATFORM 中为 RED HAT QUAY 启用只读模式
	7.1.1. 在 OpenShift Container Platform 上为 Red Hat Quay 创建服务密钥
	7.1.2. 将密钥添加到 PostgreSQL 数据库
	7.1.3. 在 OpenShift Container Platform 中配置只读模式 Red Hat Quay
	7.1.3.1. 从只读部署扩展 OpenShift Container Platform 上的 Red Hat Quay


	7.2. 备份 RED HAT QUAY
	7.2.1. Red Hat Quay 配置备份
	7.2.2. 缩减 Red Hat Quay 部署
	7.2.3. 备份 Red Hat Quay 管理的数据库
	7.2.3.1. 备份 Red Hat Quay 管理的对象存储

	7.2.4. 扩展 Red Hat Quay 部署

	7.3. 恢复 RED HAT QUAY
	7.3.1. 从备份中恢复 Red Hat Quay 及其配置
	7.3.2. 缩减 Red Hat Quay 部署
	7.3.3. 恢复 Red Hat Quay 数据库
	7.3.4. 恢复 Red Hat Quay 对象存储数据
	7.3.5. 扩展 Red Hat Quay 部署


	第 8 章 卷大小覆盖
	第 9 章 使用 CONTAINER SECURITY OPERATOR 扫描 POD 镜像
	9.1. 在 OPENSHIFT CONTAINER PLATFORM 中下载并运行 CONTAINER SECURITY OPERATOR
	9.2. 通过 CLI 查询镜像漏洞

	第 10 章 为 RED HAT QUAY 配置 AWS STS
	10.1. 创建 IAM 用户
	10.2. 创建 S3 角色
	10.3. 在 OPENSHIFT CONTAINER PLATFORM 上配置 RED HAT QUAY 以使用 AWS STS

	第 11 章 将 RED HAT QUAY 与 OPENSHIFT CONTAINER PLATFORM 与 QUAY BRIDGE OPERATOR 集成
	11.1. 为 QUAY BRIDGE OPERATOR 设置 RED HAT QUAY BRIDGE
	11.2. 在 OPENSHIFT CONTAINER PLATFORM 上安装 QUAY BRIDGE OPERATOR
	11.3. 为 OAUTH 令牌创建 OPENSHIFT CONTAINER PLATFORM SECRET
	11.4. 创建 QUAYINTEGRATION 自定义资源
	11.4.1. 可选：使用 CLI 创建 QuayIntegration 自定义资源
	11.4.2. 可选：使用 Web 控制台创建 QuayIntegration 自定义资源

	11.5. 使用 QUAY BRIDGE OPERATOR

	第 12 章 在 OPENSHIFT CONTAINER PLATFORM 上的 RED HAT QUAY 上部署 IPV6
	12.1. 启用 IPV6 协议系列
	12.2. IPV6 限制

	第 13 章 当在 KUBERNETES 上部署 RED HAT QUAY 时添加自定义 SSL/TLS 证书
	第 14 章 升级 RED HAT QUAY OPERATOR 概述
	14.1. OPERATOR LIFECYCLE MANAGER
	14.2. 升级 RED HAT QUAY OPERATOR
	14.2.1. 升级 Red Hat Quay
	14.2.2. 更改 Red Hat Quay Operator 的更新频道
	14.2.3. 手动批准待处理的 Operator 升级

	14.3. 升级 QUAYREGISTRY 资源
	14.4. 升级 QUAYECOSYSTEM
	14.4.1. 恢复 QuayEcosystem 升级
	14.4.2. 升级支持的 QuayEcosystem 配置

	其他资源


