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BI1EEN
TIETERET —PMERREMEH(REST)AP, APl AIEHEF X ARG EE A TER A Web FREIZ 4+
E B TIE TLEIAE, REST APl X F E7Ef¥ Red Hat Satellite BIThEES@id HTTP 15in] AP BIE & R
AN BARFERNFLZALAMERARER,
1.1. RED HAT SATELLITE API #h
{5 REST API 9L HEH :
o [TZMENIHYR - X HTTP MM MEMEIRIES. ERSREETLUER AP,

o BEHIRSNARERF - BEFHimNARFEERYVH Red Hat Satellite EMZRIFENIHN, R NAFEZ
1T R BN,

o ETHRMEIN - ETHIRMN REST HARM T EEEIMEFEAENBRA AR,
& A LMEF REST APl HUTUATESS -

o ST REI&EM,

o SB=HNARFEN,

o HITEIMLAET HEREES,

o FHAMABIIMITEREES.

YIRERF R T ERS SN, HREREAESE Satellite AP S SRR AR F RTINS, APl 6
Satellite lR AT,

1.2. SATELLITE APl 5 HAMMER CLI T Efytb5

SFUFZES, BELUER Hammer # Satellite APl, EELUER Hammer {575 L2 API I AR TR
M, N, EEEARFRR A AP JHRBNL, 1E#A --debug LTk E Hammer [A]ZIH) API A :
hammer --debug ZHZ151%.

EESH, 8 Hammer (e S EEEILE API HE, RELEFEK, XTERIMFHITKE Hammer 63
S EFEEMERERN, 52ER, £ APIGSHHAERES TLE AP &5,

HER, BWNFNEHREA AP OSHEIA, T Hammer £EEIRM API BN, NEELZER
#EZ % Hammer CLI 5/,


https://access.redhat.com/documentation/zh-cn/red_hat_satellite/6.10/html/hammer_cli_guide/
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253 API BE

SEEEM) API B| LT https:/satellite.example.com/apidoc/v2.html B9 T 2R S525 £, iH:EE, BfFEHR
Satellite 6 API BIARAS 1% 2, ZLIE{ZRERRA 2,

2.1. Tf& APl &%
ANiE AP| 5| &~ AP| BRI ERR, BImE S A HTTP &1 :
I HTTP_VERB APl_ROUTE

EEA API, HERA curl S8 HIEEMSE XX BB AP| BHRIER S

$ curl -request HTTP_VERB\ (1]
--insecure \ 9
--user sat_username:sat_password\ 6

--data @file.json \

--header "Accept:application/json" \ 9

--header "Content-Type:application/json" \ G
--output file

API_ROUTE\ 8

| python -m json.tool
ﬂ Z% curl BF APIAA, E#EA --request LI E HTTP 31, {50 : --request POST,
Q N0 --insecure LI LABKIT SSL peer MEF IS UEE,
g & --user LR AL A~ EE.

%FF POST #1 PUT 153K, 1K --data 7% % JSON RAMEIE. EZERIESHN F41071
"FF JSON EUE L4 APHIEXK,

F --data 1% % JSON BUHERf, EJiER --header IETHEELL Tirk, BEZERIESH
5 41177 " JSON BHEIE B4 APIIER",

a MIERRS 2 TEABM, 5 --output I RE Hi H 3T

AL INE API BRH : https://satellite.example.com/katello/api/activation_keys., £
Satellite 6 1, APIBhRA 2 2BIME, Et, THZETE APIHRR URL HEARA v2,

© ISifitEERAE Python json.tool Hk, MUBEEEHMM LI,

2.1.1.{EFH GETHTTP Verb
£ GET HTTP ZhiF M API FERERINA 5% B =k TR AR,

ZNl
XARBIER Satellite EHEIEE

TH R :



E2EAPISE

$ curl --request GET --insecure --user sat_username:sat_password\
https://satellite.example.com/api/hosts | python -m json.tool

i 7~ 151

"total": 2
"subtotal”: 2
"page": 1,
"per_page": 20,
"search": null,
"sort": {
"by": null,
"order": null
b
"results™:
output truncated

EH API BN R EHBRNER, XBERNE—NTHEH, SNNERAGERIIEN 20, BEZER
HBM 8227 " T JSON ﬂﬁfﬁ‘%‘t"o

2.1.2. {8 POST HTTP Verb

{5 POST HTTP #hiF S EU3EIR 3T E AP J«X@JL?&E_EE\‘/ R, IR{ER JSON B RIRXHE, ELE
BiFS M 8 4117 "% JSON #UREHE4 AP ER",

=Pl
XADRBIBIE T —NEUE,

1. GIB—1se4E, 40 activation-key.json, ERZAMT :

I {"organization_id":1, "name":"TestKey", "description":"Just for testing"}

2. @I 7E activation-key.json T4 FR 5 FAEUHE S G2 BGETD -
TH R

$ curl --header "Accept:application/json" \

--header "Content-Type:application/json" --request POST \
--user sat_username:sat_password --insecure \

--data @activation-key.json \
https://satellite.example.com/katello/api/activation_keys \

| python -m json.tool

nINEN IR
{
"id": 2

"name": "TestKey",
"description”: "Just for testing",
"unlimited_hosts": true,
"auto_attach": true,
"content_view_id": null,
"environment_id": null,
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"usage_count": 0,
"user_id": 3,
"max_hosts": null,
"release_version": null,
"service_level": null,
"content_overrides": [

],
"organization": {
"name": "Default Organization",
"label": "Default_Organization",
"id": 1
b
"created_at": "2017-02-16 12:37:47 UTC",
"updated_at": "2017-02-16 12:37:48 UTC",
"content_view": null,
"environment": null,
"products": null,
"host_collections": |

1,

"permissions”: {
"view_activation_keys": true,
"edit_activation_keys": true,
"destroy_activation_keys": true

}

}

3. WIEHTBUEN RS FE. 17X Satellite Web Ul #1, S:fiiiEl Content > Activation keys LA E &Y
R,

2.1.3. £ PUT HTTP Verb

A PUT HTTP shid BN A E M N B IN A TR, A TER JSON BRNIRZHIE. FLERESH
28 41077 "§ JSON $E (%45 APITE K",

Bl

ABIEH T LA AR TestKey BUE,

1. YRt Z BRI M activation-key.json 32, WA :
I {"organization_id":1, "name":"TestKey", "description":"Just for testing","max_hosts":"10" }

2. N JSON B EH :
KRB

$ curl --header "Accept:application/json" \

--header "Content-Type:application/json" --request PUT \
--user sat_username:sat_password --insecure \

--data @activation-key.json \
https://satellite.example.com/katello/api/activation_keys/2 \
| python -m json.tool

nINEN IR



"id": 2,

"name": "TestKey",
"description”: "Just for testing",
"unlimited_hosts": false,
"auto_attach": true,
"content_view_id": null,
"environment_id": null,
"usage_count": 0,
"user_id": 3,
"max_hosts": 10,
"release_version": null,
"service_level": null,
"content_overrides": [

1,
"organization™: {
"name": "Default Organization",
"label": "Default_Organization",
"id": 1
},
"created_at": "2017-02-16 12:37:47 UTC",
"updated_at": "2017-02-16 12:46:17 UTC",
"content_view": null,
"environment": null,
"products": null,
"host_collections": |

1,

"permissions”: {
"view_activation_keys": true,
"edit_activation_keys": true,
"destroy_activation_keys": true

}
}

3. 7£ Satellite Web Ul &1, FfiiE| Content > Activation keys 3233 iE Bk,

2.1.4.{EF DELETE HTTP Verb

EMPRTR, ®IYF DELETE #hid5 API BB —RER, ZBRBEPaESEEMRITHR 1D,
Bl

XA REIHER ID 2 B TestKey BUER -

TH R :

$ curl --header "Accept:application/json" \

--header "Content-Type:application/json" --request DELETE \
--user sat_username:sat_password --insecure \
https://satellite.example.com/katello/api/activation_keys/2 \

| python -m json.tool

BINEN TR

E2EAPISE
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output omitted
"started_at": "2017-02-16 12:58:17 UTC",
"ended_at": "2017-02-16 12:58:18 UTC",
"state": "stopped",
"result": "success",
"progress": 1.0,
"input": {
"activation_key": {
"id": 2
"name": "TestKey"
output truncated

2.15. 5 API 515 E S API BIFE X
AP| £/ RAILs # XK REER -

I Nested Resource.Attribute_Name
XREEHH APl 5| AR ERRLLITER :

I Resource[Nested_Resource_attributes][Attribute_Name_id]

2.2. 7 fi# JSON MR A& =

A APHREIFZER, A JSON &R, API i R Bl 550w b S R & & HIZE R,

FL—XF R JSON Mi R A& =

AT AR A B — 5 R JSON M R SRR VE AN R, XA REY API 1R TR B X REGHE—TRIARF tid,
X2 Satellite 1By X RIFE KAKXBRHI, 1D Hy 23 :

KR

$ curl --request GET --insecure --user sat_username:sat_password\
https://satellite.example.com/api/domains/23 | python -m json.tool

BINEN TR

"id": 283,

"name": "qa.lab.example.com"”,
"fullname": "QA",

"dns_id": 10,

"created_at": "2013-08-13T09:02:31Z",
"updated_at": "2013-08-13T09:02:31Z"

}

£ A1 JSON MR AEE
BEENMBENRIIK, £E JSON NI H metadata FE&H results EROHMK,

LIF 2 Satellite HFIRMESERBRBIRA :
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THRA :

$ curl --request GET --insecure --user sat_username:sat_password\
https://satellite.example.com/api/domains | python -m json.tool

nINEN TR

"total": 3,
"subtotal": 3,
"page": 1,
"per_page": 20,
"search": null,
"sort": {

"by": null,

"order": null

b

"results": [
{

"id": 283,
"name": "ga.lab.example.com"”,
"fullname": "QA",
"dns_id": 10,
"created_at": "2013-08-13T09:02:31Z",
"updated_at": "2013-08-13T09:02:31Z"

"id": 25,

"name": "sat.lab.example.com",
"fullname": "SATLAB",

"dns_id": 8,

"created_at": "2013-08-13T08:32:48Z2",
"updated_at": "2013-08-14T07:04:03Z2"

"id": 32,

"name": "hr.lab.example.com",
"fullname”: "HR",

"dns_id": 8,

"created_at": "2013-08-16T08:32:48Z",
"updated_at": "2013-08-16T07:04:03Z"

Wi S e 2838 7 B
API iR A LA R T BUR T ER

o total - X HERSHBINT R L,
e subtotal - R[OS EE RS REE, MEREER, ] subtotal FF total,
o Tim - ES,

e per_page - 8N ITEREIFHR AN RBE,
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o limit - FEE AN FIREIEE RN REE,
o offset - IROIESHIBLIT BN REE,
e search - EF scoped_scoped iExMIERFFSH,
* sort
o by- B AFERIEE API NEEIHITHIF.
o order- B, Bl ASC #F, =k DESC XK,

o 4R -NRHES,

10



& 3 3= API A SR5IE

2 3 Z API AR FREIE

5 Satellite API REEES TLERS 88 CA IEH1H1T SSL BH5IE, FE5BEMM Satellite B &R 1T
BRWIE, AEFR T AT LMERNRIE A&,

3.1. SSL E{p 5 ukaEak

Red Hat Satellite fff HTTPS, 1£45 Red Hat Satellite Server @{EFT1E Mt — ERE MBI D I0F,
Satellite 6.10 " #FIE SSL B1E.

BNMETERSHFBEABZRIET, WIEBRNFTYSRSEFIED, LUSIENEBAFIEBIULZ N
(CALMEETERSBHWED.

3.1.1. fidi& SSL F19%61UE
EAL TS BN AP iEREBE T 2B %328 SSL BHKIF,

P =
1. MIERSSIIKEEEFERAU T &I 2 —F T @8 EiE+ :
o MNBRIMMEEIRS B/HITH S, 1EFEE SSH IKBULED :

I $ scp root@satellite.example.com:/var/www/html/pub/katello-server-ca.crt ./
o INRBERETE Satellite RFFJHHUTHS, HRIEPEREILFTEFH -
I $ cp /var/'www/html/pub/katello-server-ca.crt ./
2. % API ik 5 --cacert katello-server-ca.crt 2L 77— {E A LS IE L 2RSSR FD -

$ curl --request GET \

--user sat_username:sat_password\

--header "Accept:application/json" \

--cacert katello-server-ca.crt \
https://satellite.example.com/katello/api/organizations \
| python -m json.tool

3. BIEM R 2RSS (NSS)EIEZE Kk F 1 katello-server-ca.crt iE 5 :
I $ certutil -N -d sql:$HOME/.pki/nssdb
4. KASE NSS BIEEHRIES :
I $ certutil -d sgl:$HOME/.pki/nssdb -A -t TC -n "Red Hat Satellite" \
-i katello-server-ca.crt
5. HIA%A --cacert LI API K RIGIE NSS R FEH B EFLIED :

$ curl --request GET \
--user sat_username:sat_password\
https://satellite.example.com/api/v2/hosts

1
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3.2. HTTP &2 5 E R

FRAXT Satellite API BYEREFEB M Satellite A BFMEE, APIER HTTP EXRF MWL X LR
UEZE TSRS, FARINE] Authorization Tk, BXEXFMHIIENESER, 1HSH RFC 2617 HTTP
Authentication: Basic #1 Digest Access Authentication, HIRIER A BIEE LB B 1L, APl 2iR[O]
401 Authorization Required %1%

BF

ERGHEIESE BEBEENBRER, AN, BRI ARR L EBL, RESTAPIEE
HTTPS #4740 XX A& KL i A &,

BL base64 ERSHmIBHEILIRD NE1T, FERBITHXLEET. XSSBURLTR, HEBR—NE
RMIE K, Authorization Fr3k B RImIGHYEIEAL T Al R —1TH,
3.3. OAUTH B {948 IF 8

ENBERSHEIENERERE, BILUERERMN OAuth 1.0 BH%IE, XBER#HFR AN 1.0a FE91SD
¥ OAuth,

FHE Satellite Web Ul B9 OAuth 1IXE, 55 ZE Administer > Settings > Authentication, OAuth
FAE®HRE #ATE OAuth &/ im{E AT,

Satellite ¥ OAuth % B7Zf#7E /etc/foreman/settings.yaml X4, & satellite-installer B AHE &1
Li%iE, [N Satellite AT KBNS I XHFBIERF B BN,

3.3.1. Egi& OAuth

BEER OAuth X B, HEAMEEIH A satellite-installer, i AL T 55 HATE OAuth tHx %52
Rt

I # satellite-installer --full-help | grep oauth

J2 A OAuth BR&T

FINBERT, Satellite f7FA OAuth AP E RN NEBME R API B AK S, EiLb, AP SIERT
A Satellite #iE, BE, EHeTLUEEForeman A A 5K IR &IXTZ B P BEER A,

/5 OAuth A BRES, HRWIAUL TGRS
I # satellite-installer --foreman-oauth-map-users true

B

T E%&AB N OAuth IHERFPBIRLE R, BEEENFEBE BT M AER T LUERL T/
Foreman A,

3.3.2. OAuth 1HKHE

I OAuth B FimEMERFE OAuth B8, &1 OAuth APl iEREEZE— N EIAE Foreman A
Z5EF0 Authorization #7358 FOREMAN-USER #12k, #&=F :

I --header 'FOREMAN-USER: sat_username'\

12


http://tools.ietf.org/html/rfc2617

& 3 3= API A SR5IE

--header 'Authorization: OAuth
oauth_version="1.0",0auth_consumer_key="secretkey",0auth_signature_method="hmac-
shail",oauth_timestamp=1321473112,0auth_signature=118nhR8/0gj/XVuOgMPB9gN|Sy6E="

Nl

ABIFIE T A OAuth #H4TE DI IEAIZRI, 15K7E FOREMAN-USER #72k F {8 sat_username FA /™
%, ¥ --foreman-oauth-map-users 1% &7 true B, MR XEERAPERGSRINEEE, FE2RRTE
NS HTTP AEH URI Bk,

TH R :

$ curl 'https://satellite.example.com/api/architectures' \

--header 'Content-Type: application/json' \

--header 'Accept:application/json’ \

--header 'FOREMAN-USER: sat_username'\

--header 'Authorization: OAuth
oauth_version="1.0",0auth_consumer_key="secretkey",0auth_signature_method="hmac-
shail",oauth_timestamp=1321473112,0auth_signature=118nhR8/0gj/XVuOgMPB9gN|Sy6E="

13
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# 48 NEIESH APILER

AEMSR T ®ET curl, Ruby #1 Python [ Red Hat Satellite & 3% API &R, FiRMHRA,

4.1. {8/ CURL #4T API 53K
AT T a0 {E A curl # Satellite APl H#4T&FMES,

Red Hat Satellite EZF A HTTPS, EVAIEPFHITEN IR, INREILZA R Satellite RS 23 IUET,
o0 26 30777 "SSL BpS itk frak, EALUFER --insecure EISHT IEHIGE,

SFRASBREIE, EALMER -user ELL --user username:password IR L ER P EIE, =
FMRERTERN, ZaSRRTERMANZEN, BERER2NG, TERBHaSEE®SYT, Bhe
B f= B I shell [ SBICSREI— BB, AN 17 FRBY R R S 38 T 1A S R B D,

EER, MREFEA --silent £, curl A& ERHFETTESEMEEHER.

AZRAEA Python json.tool BH MR L HiH,

4.1.1. 5 JSON #iE L1845 APIIE R

IRATLME A APE R EIRG R4 T 2RSS %8, BUBL /IR JSON &R, HfEH --data £TIIEE
JSON #UEHT, M TiE R --header LIS ELLT HTTP Frk :

--header "Accept:application/json" \
--header "Content-Type:application/json"

AL TR — /A --data LS FEHE
1. AXES {} HEHEIS JSON BNBIHHE. Xy JSON RESEILBER, Bkt a5 "

with backslashes\, f#ll, EAESH, EWA0HF "Example JSON Variable" #& =1t
\"Example JSON Variable\" :

--data {"id":44, "smart_class_parameter":{"override":"true", "parameter_type":"json",
"default_value":"{\"GRUB_CMDLINE_LINUX\": {\"audit\":\"1\",\"crashkernel\":\"true\"}}"}}

2. RINBISH JSON BABBIFEEXHF, FHH @ FSMXMHRIEE. H :
I --data @file.json
K JSON A BIRERAA B XHBEUATIS
o (IEI LA AR E LR XA wEE 2R,
o MAELMGAEEREREERE R,
o EELMERAIEME JSON HiEMARMSEFRERLE.,
$5E JSON 24

& json_verify TERE JSON XHHBEMIE :

I $ json_verify < test _file.json

14



B 4E FEESH APLIEXR

41.2. FRFTRIIE

AR T a0{al A Satellite 6 API £/ curl EM Satellite FBEIERE R, IXLRAFIEIE requests F I
R, BNEHEHETFENGR,

SUH A

XADRPIZIRE Satellite FHRFIFRBIERIER, AHIHTN Satellite B, XEFRFROTHFEHRE
BEIETIR, HAEREECORE LR K.

TH R :

$ curl --request GET --insecure --user sat_username:sat_password\
https://satellite.example.com/api/users | python -m json.tool

i 7 7 431
{
"page": 1,
"per_page": 20,
"results”: [
{
"admin": false,
"auth_source_id": 1,
"auth_source_name": "Internal”,
"created_at": "2018-09-21 08:59:22 UTC",
"default_location": null,
"default_organization": null,
"description": ™",
"effective_admin": false,
"firstname": "",
"id": 5,
"last_login_on": "2018-09-21 09:03:25 UTC",
"lastname": "",
"locale": null,
"locations™: [],
"login": "test",
"mail": "example@domain.com",
"organizations": [
{
"id": 1,
"name": "Default Organization"
}
1,
"ssh_keys": [],
"timezone": null,
"updated_at": "2018-09-21 09:04:45 UTC"
b
{

"admin": true,
"auth_source_id": 1,
"auth_source_name": "Internal”,
"created_at": "2018-09-20 07:09:41 UTC",
"default_location": null,
"default_organization": {

"description™: null,

15
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"id": 1,
"name": "Default Organization”,
"title": "Default Organization”
b
"description": "",
"effective_admin": true,
"firstname": "Admin",
"id": 4,
"last_login_on": "2018-12-07 07:31:09 UTC",
"lastname": "User",
"locale": null,
"locations": |
{
"id": 2,
"name": "Default Location"
}
§
"login": "admin",
"mail": "root@example.com"”,
"organizations": [
{
"id": 1,
"name": "Default Organization"
}
1,
"ssh_keys": [],
"timezone": null,
"updated_at": "2018-11-14 08:19:46 UTC"

}
],
"search": null,
"sort": {
"by": null,
"order": null
2
"subtotal": 2,
"total": 2

4.1.3. BB R TR

AR T a04al{E A curl # Satellite 6 API SR T EIRSS 25 LRI KEIR, XL AP B EKIEE T AP
WAL json G IEEIE. BLSERIESH 5 4117 "F JSON HIE(L 44 APITEXR",

S~
XARBIER -data ETAIRAS, LURHATERESR.

TH R :

$ curl --header "Accept:application/json" \

--header "Content-Type:application/json" --request POST \
--user sat_username:sat_password --insecure \

--data "{\"firstname\":\" Test

16
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Name\" \"mail\":\"test@example.com\" \"login\":\"test_usen"\"password\":\"password123\" \"auth_sour
ce_id\":7}"\
https://satellite.example.com/api/users | python -m json.tool

125G
XA RBUERIE QI O first name F &K test_user,

TH R :

$ curl --header "Accept:application/json" \

--header "Content-Type:application/json" --request PUT \

--user sat_username:sat_password --insecure \

--data "{\"firstname\":\"New Test

Name\" \"mail\":\"test@example.com\" \"login\":\"new _test useA"\"password\":\"password123\" \"auth
_source_id\": 7}"\

https://satellite.example.com/api/users/8 | python -m json.tool

4.2. [ RUBY #1T API iE3K
ATk 7 404 Ruby 5 Satellite API HUT &F0ES.

BF

XERROIEAMG S, EERH, FREREARDILERX, FEREMATE. AS
£, BHMEMER, LLENEZBCHEE,

4.2.1. {# A Ruby B &

BRI AE S Red Hat Satellite 6 API, FHEIEHZ, REHRAAFUR=DIE. NRZHAFASHEE,
HAFERIZAHA, MRARPEFEEMINME, ZHAKSILERIEH,

#l/usr/bin/ruby

require 'rest-client'
require 'json'

url = 'hitps://satellite.example.com/api/v2/'
katello_url = "#{url}/katello/api/v2/"

$username = 'admin’
$password = 'changeme'

org_name = "MyOrg"
environments = [ "Development”, "Testing", "Production” ]

# Performs a GET using the passed URL location
def get_json(location)
response = RestClient::Request.new(

:method => :get,

:url => location,

:user => $username,

:password => $password,

:headers => { :accept => :json,

17
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:content_type => :json }
).execute
JSON.parse(response.to_str)

end

# Performs a POST and passes the data to the URL location
def post_json(location, json_data)
response = RestClient::Request.new(
:method => :post,
:url => location,
:user => $username,
:password => $password,
:headers => { :accept => :json,
:content_type => :json},
‘payload => json_data
).execute
JSON.parse(response.to_str)
end

# Creates a hash with ids mapping to names for an array of records
def id_name_map(records)
records.inject({}) do |map, record|
map.update(record['id'] => record['name'])
end
end

# Get list of existing organizations
orgs = get_json("#{katello_url}/organizations")
org_list = id_name_map(orgs['results'])

if lorg_list.has_value?(org_name)

# If our organization is not found, create it

puts "Creating organization: \t#{org_name}"

org_id = post_json("#{katello_url}/organizations", JSON.generate({"name"=> org_name}))["id"]
else

# Our organization exists, so let's grab it

org_id = org_list.key(org_name)

puts "Organization \"#{org_name}\" exists"
end

# Get list of organization's lifecycle environments

envs = get_json("#{katello_url}/organizations/#{org_id}/environments")
env_list = id_name_map(envs[results'])

prior_env_id = env_list.key("Library")

# Exit the script if at least one life cycle environment already exists
environments.each do ||
if env_list.has_value?(e)
puts "ERROR: One of the Environments is not unique to organization"
exit
end
end

# Create life cycle environments

environments.each do |environment|
puts "Creating environment: \t#{environment}"

18
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prior_env_id = post_json("#{katello_url}/organizations/#{org_id}/environments",
JSON.generate({"name" => environment, "organization_id" => org_id, "prior_id" => prior_env_id}))
[llidll]
end

4.2.2. 7 Ruby i {#F Apipie Bindings

Apipie 487 = pipie 1C3KH API A M Ruby 4. 1M Satellite FKEXFH2&1F API E X, REREFE
4R AP, ABIOERELS, REEAARUBR=AINMNE, NRIZAFSERE, BASFERIZASR, 1m0
REPAPBEETMIME, ZHARSILEERFERE,

#l/usr/bin/tfm-ruby
require 'apipie-bindings'

org_name = "MyOrg"
environments = [ "Development”, "Testing", "Production” ]

# Create an instance of apipie bindings
@api = ApipieBindings::APl.new({
:uri => 'https://satellite.example.com/',
:username => "admin’,
:password => 'changeme’,
:api_version => 2

Y

# Performs an API call with default options
def call_api(resource_name, action_name, params = {})
http_headers = {}
apipie_options = { :skip_validation => true }
@api.resource(resource_name).call(action_name, params, http_headers, apipie_options)
end

# Creates a hash with IDs mapping to names for an array of records
def id_name_map(records)
records.inject({}) do |map, record|
map.update(record['id'] => record['name'])
end
end

# Get list of existing organizations
orgs = call_api(:organizations, :index)
org_list = id_name_map(orgs['results'])

if lorg_list.has_value?(org_name)

# If our organization is not found, create it

puts "Creating organization: \t#{org_name}"

org_id = call_api(:organizations, :create, {'organization' => { :name => org_name }})['id']
else

# Our organization exists, so let's grab it

org_id = org_list.key(org_name)

puts "Organization \"#{org_name}\" exists"
end

# Get list of organization’s life cycle environments
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envs = call_api(:lifecycle_environments, :index, {'organization_id' => org_id})
env_list = id_name_map(envs[results'])
prior_env_id = env_list.key("Library")

# Exit the script if at least one life cycle environment already exists
environments.each do |e|
if env_list.has_value?(e)
puts "ERROR: One of the Environments is not unique to organization"
exit
end
end

# Create life cycle environments
environments.each do |environment|
puts "Creating environment: \t#{environment}"
prior_env_id = call_api(:lifecycle_environments, :create, {"name" => environment, "organization_id"
=> org_id, "prior_id" => prior_env_id })['id"]
end

4.3. A PYTHON B9 API 153k
AR 7 WA Python F Satelite AP HUT & HHESS,

BF

XERROIMAN ST, EERH, FREREARDILENX, FEREMATE. A
£, BHMEMER, LLENZBCHEE,

AT R RBIBI AT A SSL KiF5 REST API 32 H,

4.3.1. [ Python Ol &

BRI AEE E] Red Hat Satellite 6 API, FHEIEHZ, RERAAFURE=DIE. NRZHAFASHFE,
HAFERIZAHA, MRARPEFEEMINME, ZHAKSIZERIEH,

Python 2 =l

#l/usr/bin/python

import json
import sys

try:
import requests

except ImportError:
print "Please install the python-requests module."
sys.exit(-1)

# URL to your Satellite 6 server

URL = "https://satellite.example.com"

# URL for the API to your deployed Satellite 6 server
SAT_API = "%s/katello/api/v2/" % URL

# Katello-specific API

KATELLO_API = "%s/katello/api/" % URL
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POST_HEADERS = {content-type': 'application/json'}
# Default credentials to login to Satellite 6
USERNAME = "admin"

PASSWORD = "changeme"

# Ignore SSL for now

SSL_VERIFY = False

# Name of the organization to be either created or used
ORG_NAME = "MyOrg"

# Name for life cycle environments to be either created or used
ENVIRONMENTS = ["Development”, "Testing", "Production"]

def get_json(location):

Performs a GET using the passed URL location

r = requests.get(location, auth=(USERNAME, PASSWORD), verify=SSL_VERIFY)

return r.json()

def post_json(location, json_data):

Performs a POST and passes the data to the URL location

result = requests.post(
location,
data=json_data,
auth=(USERNAME, PASSWORD),
verify=SSL_VERIFY,
headers=POST_HEADERS)

return result.json()

def main():
Main routine that creates or re-uses an organization and
life cycle environments. If life cycle environments already
exist, exit out.

# Check if our organization already exists
org = get_json(SAT_API + "organizations/" + ORG_NAME)

# If our organization is not found, create it
if org.get('error', None):
org_id = post_json(
SAT_API + "organizations/",
json.dumps({"name": ORG_NAME}))["id"]
print "Creating organization: \t" + ORG_NAME
else:
# Our organization exists, so let's grab it
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org_id = org['id']
print "Organization '%s' exists." % ORG_NAME

# Now, let's fetch all available life cycle environments for this org...
envs = get_json(
SAT_API + "organizations/" + str(org_id) + "/environments/")

# ... and add them to a dictionary, with respective 'Prior' environment
prior_env_id =0
env_list = {}
for env in envs['results']:
env_listfenv['id']] = env['name']
prior_env_id = env['id'] if env['name'] == "Library" else prior_env_id

# Exit the script if at least one life cycle environment already exists

if all(environment in env_list.values() for environment in ENVIRONMENTS):
print "ERROR: One of the Environments is not unique to organization”
sys.exit(-1)

# Create life cycle environments
for environment in ENVIRONMENTS:
new_env_id = post_json(
SAT_API + "organizations/" + str(org_id) + "/environments/",
json.dumps(
{
"name": environment,
"organization_id": org_id,
"prior": prior_env_id}

i

print "Creating environment: \t" + environment
prior_env_id = new_env_id

4.3.2. {3 Python M AP 1ERER

XE—NRBIEIA, ©fEA Python H1T&F APIIEK,

Python 2 =l

22

#l/usr/bin/python
import json
import sys

try:

import requests

except ImportError:

print "Please install the python-requests module.”
sys.exit(-1)

SAT_API = 'https://satellite.example.com/api/v2/'
USERNAME = "admin"
PASSWORD = "password"



£ 4% TRESH APLFR

SSL_VERIFY = False # Ignore SSL for now

def get_json(url):
# Performs a GET using the passed URL location
r = requests.get(url, auth=(USERNAME, PASSWORD), verify=SSL_VERIFY)
return r.json()

def get_results(url):
jsn = get_json(url)
if jsn.get(‘error’):
print "Error: " + jsn['error]['message’]
else:
if jsn.get('results'):
return jsn['results']
elif 'results' not in jsn:
return jsn
else:
print "No results found"
return None

def display_all_results(url):
results = get_results(url)
if results:
print json.dumps(results, indent=4, sort_keys=True)

def display_info_for_hosts(url):
hosts = get_results(url)
if hosts:
for host in hosts:
print "ID: %-10d Name: %-30s IP: %-20s OS: %-30s" % (host['id'], host['name'], host['ip'],
host['operatingsystem_name)

def main():
host = 'satellite.example.com'’
print "Displaying all info for host %s ..." % host
display_all_results(SAT_API + 'hosts/' + host)

print "Displaying all facts for host %s ..." % host
display_all_results(SAT_API + 'hosts/%s/facts' % host)

host_pattern = 'example’
print "Displaying basic info for hosts matching pattern '%s'..." % host_pattern
display_info_for_hosts(SAT_API + 'hosts?search="+ host_pattern)

environment = 'production’
print "Displaying basic info for hosts in environment %s..." % environment
display_info_for_hosts(SAT_API + 'hosts?search=environment=" + environment)

model = 'RHEV Hypervisor'

print "Displaying basic info for hosts with model name %s..." % model

display_info_for_hosts(SAT_API + 'hosts?search=model=""+ model + ™)
if _name_ ==" main_ "

main()

Python 3 =l
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#l/usr/bin/env python3

import json
import sys

try:
import requests

except ImportError:
print("Please install the python-requests module.")
sys.exit(-1)

SAT = "satellite.example.com”

# URL for the API to your deployed Satellite 6 server
SAT_API = f"https:/{SAT}/api/"

KATELLO_API = f"https://{SAT}/katello/api/v2/"

POST_HEADERS = {'content-type': 'application/json'}

# Default credentials to login to Satellite 6

USERNAME = "admin"

PASSWORD = "password"

# Ignore SSL for now

SSL_VERIFY = False

#SSL_VERIFY = "./path/to/CA-certificate.crt”" # Put the path to your CA certificate here to allow
SSL_VERIFY

def get_json(url):
# Performs a GET using the passed URL location
r = requests.get(url, auth=(USERNAME, PASSWORD), verify=SSL_VERIFY)
return r.json()

def get_results(url):
jsn = get_json(url)
if jsn.get(‘error):
print("Error: " + jsn['error['message'])
else:
if jsn.get('results'):
return jsn['results']
elif 'results' not in jsn:
return jsn
else:
print("No results found")
return None

def display_all_results(url):
results = get_results(url)
if results:
print(json.dumps(results, indent=4, sort_keys=True))

def display_info_for_hosts(url):
hosts = get_results(url)
if hosts:
print(f'{'ID":10}{'Name":40}{'IP":30}{'Operating System':30}")
for host in hosts:
print(f"{str(host['id"]):10}{host['name']:40}{str(host['ip"]):30}
{str(host['operatingsystem_name']):30}")
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def display_info_for_subs(url):
subs = get_results(url)
if subs:
print(f'{'ID":10}{'Name":90}{'Start Date":30}")
for sub in subs:
print(f"{str(sub['id"]):10}{sub['name']:90}{str(sub['start_date"):30}")

def main():
host = SAT
print(f'Displaying all info for host {host} ...")
display_all_results(SAT_API + 'hosts/' + host)

print(f'Displaying all facts for host {host} ...")
display_all_results(SAT_API + f'hosts/{host}/facts’)

host_pattern = 'example’
print(f'Displaying basic info for hosts matching pattern '{host_pattern}'...")
display_info_for_hosts(SAT_API + 'hosts?per_page=1&search=name~' + host_pattern)

print(f'Displaying basic info for subscriptions")
display_info_for_subs(KATELLO_API + 'subscriptions’)

environment = 'production’

print(f"Displaying basic info for hosts in environment {environment}...")
display_info_for_hosts(SAT_API + 'hosts?search=environment=' + environment)
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5 5% {1/ RED HAT SATELLITE API

AENE T WMAFEE Red Hat Satellite AP HUUT R EMES B RAFI, EaILUET HTTPS Eim 0 443 EF B
AP|, SREEiHO 8443 L@iT HTTPS TR ERSS 2= {# A,

BRI ARG POIEXERERNImOZE R, Fa0, 7 Ruby A, ERILIERE Satellite #l Capsule
URL, #0FA7 :

url = 'https://satellite.example.com/api/v2/'
capsule_url = 'https://capsule.example.com:8443/api/v2/'
katello_url = 'https://satellite.example.com/katello/api/v2/

STFIT R 2RSS 2Rk AR S5O EM, (B BT LUE [server] Ef 4 BYim O 55 B R EM
/etc/rhsm/rhsm.conf XX#1/i[n] API FREHIIERIR O, &0 LS X E(EE T2 EIMLA, MHERiEM
FERIFEE AL O

AEMEA curl L %E APITER, BLHERESH 5 417 “EA curl #17 APIHER" .

AZRAEFA Python json.tool &M R L HiH,

5.1 FEAEMN

S EMH
ABIR[E Satellite EHFIR,

TH R :

$ curl -request GET --insecure --user sat_username:sat_password\
https://satellite.example.com/api/v2/hosts | python -m json.tool

i B 7 431
{
"total" => 2,
"subtotal" => 2,
"page" => 1,
"per_page" => 1000,
"search" => nil,
"sort" => {
"by" => nil,
"order" => nil
|3
"results" => |
}
HENFKRER

Itb1E KR Bl E 4 satellite.example.com H{E 2.,

TH R :
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$ curl --request GET --insecure --user sat_username:sat_password\
https://satellite.example.com/api/v2/hosts/ satellite.example.com \
| python -m json.tool

BINEN TR

"all_puppetclasses": [],
"architecture_id": 1,
"architecture_name": "x86_64",
"build": false,
"capabilities": [

"build"
1,
"certname": "satellite.example.com",
"comment": null,
"compute_profile_id": null,

HHFEHESE
ItEiE KR B E 41 satellite.example.com FIFFA E 5L,

TH R :

$ curl --request GET --insecure --user sat_username:sat_password\
https://satellite.example.com/api/v2/hosts/ satellite.example.com/facts \
| python -m json.tool

i B 751
{
‘.‘-r-esults": {

"satellite.example.com": {
"augeasversion": "1.0.0",
"bios_release_date": "01/01/2007",
"bios_version": "0.5.1",

"blockdevice _sr0_size": "1073741312",
"facterversion": "1.7.6",

A ERERIEREN
tEE A RRESER example"ICERRIFFA £,

TH R :

$ curl --request GET --insecure --user sat_username:sat_password\
https://satellite.example.com/api/v2/hosts?search=example \
| python -m json.tool

NN IR
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"results”: [
{

"name": "satellite.example.com",

}
],

"search": "example",

EMRHPEZETN
AR O] IR RBIATE EHL.
TH R
$ curl --request GET --insecure --user sat_username:sat_password\

https://satellite.example.com/api/v2/hosts ?search=environment=production \
| python -m json.tool

nINEN IR

"results”: [
{

"environment_name": "production”,
"name": "satellite.example.com",

}
],

"search": "environment=production"”,

ERNFESHEEREN
&R EFFE AR L RHEV Hypervisor B9E 1,

THRA :

$ curl --request GET --insecure --user sat_username:sat_password\
https://satellite.example.com/api/v2/hosts?search=model=\"RHEV+Hypervisor\" \
| python -m json.tool

nINEN IR

"results": [
{
"model_id": 1,
"model_name": "RHEV Hypervisor",

28
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"name": "satellite.example.com",

-
]

search": "model=\"RHEV Hypervisor\"",

}

THEREM,
BT K PR #RH hostl.example.com BIEHL.

THRRA :

$ curl --request DELETE --insecure --user sat_username:sat_password\
https://satellite.example.com/api/v2/hosts/ host1.example.com\
| python -m json.tool

THEES| S E&
BEERIRIER ID NEHN T RS A E R,

TH R :

$ curl --request GET --insecure --user sat_username:sat_password\
https://satellite.example.com/bootdisk/api/hosts/host _ID?full=true \
--output image.iso

5.2. E AL e FHEREAR

LEFNYARFEGABNI N TRANESRRINMNE, XEMERRNARFEMARNENR, £
FHEME MBS E T, REMA AP Q2 ENE MRS, 1EER prior_id ¥,

& EI LLTE https://satellite.example.com/apidoc/v2/lifecycle_environments.html % ZI A F 4 & EHIEA
IEMANE APl 5%, API BHS#E /katello/api/environments 7]
/katello/api/organizations/:organization_id/environments.

HI & fp B HAEA R
R L AP F B & Satellite EECIAVIBIFRE HaTEMBARINE, ID N1,

TH R :

$ curl --header "Accept:application/json" \

--header "Content-Type:application/json" \

--request GET --user sat_username:sat_password --insecure \
https://satellite.example.com/katello/api/organizations/1/environments \
| python -m json.tool’

EINEN TR

output omitted
"description": null,
"id": 1,
"label": "Library",
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"library": true,

"name": "Library",

"organization": {
"id": 1,
"label": "Default_Organization",
"name": "Default Organization”

2

"permissions”: {
"destroy_lifecycle_environments": false,
"edit_lifecycle_environments": true,
"promote_or_remove_content_views_to_environments": true,
"view_lifecycle_environments": true

2

"prior": null,

"successor": null,

output truncated

IR 4 AR
{5 R AN B SR ()32 A i R AR MR R A2
LRFREER 1D o9 1 BROAEIME, FhRIR 4 a AR R,

| EREERFESNINALEGREIE, FEE D FIHIME, EXNRAIH, 1D 1R
TH R :

$ curl --request GET --user sat_username:sat_password --insecure \
https://satellite.example.com/katello/api/environments/1 \
| python -m json.tool

BINEN TR

output omitted
"id": 1,
"label": "Library",
output omitted
"prior": null,
"successor": null,
output truncated

2. BIE— JSON X4, #0life-cycle.json, HEHAEELUTHE :
I {"organization_id":1,"label":"api-dev","name":"AP| Development","prior":1}

3. FRZERETHEE N 1 k0@ 4E G EERIME,
53R H -

$ curl --header "Accept:application/json" \
--header "Content-Type:application/json" \
--request POST --user sat_username:sat_password --insecure \

30



--data @life-cycle.json \
https://satellite.example.com/katello/api/environments \
| python -m json.tool

Ml Sz 7~ 5l

output omitted
"description™: null,
"id": 2,
"label": "api-dev",
"library": false,
"name": "API Development",
"organization™: {
"id": 1,
"label": "Default_Organization",
"name": "Default Organization”
}
"permissions”: {
"destroy_lifecycle_environments": true,
"edit_lifecycle_environments": true,

% 5% {#fl RED HAT SATELLITE API

"promote_or_remove_content_views_to_environments": true,

"view_lifecycle_environments": true

2
"prior": {

"id": 1,

"name": "Library"
2

output truncated

Eeshilsh, ETUEREGRABIMEMN ID N 2, BiZ4EwRRIMNER 1, M 1D 7 2

B4 ERIAE, XD HERIE— B,

S BUCIRRM oA json X, T PRE. BER M 2 AT B9E.

I {"organization_id":1,"label":"api-ga","name":"AP| QA","prior":2}

ERZAnESR s 2, OIREGEEKE,

HRRH :

$ curl --header "Accept:application/json" \
--header "Content-Type:application/json" \

--request POST --user sat_username:sat_password --insecure \

--data @life-cycle.json \
https://satellite.example.com/katello/api/environments \
| python -m json.tool
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Ml Sz 7~ 5l

output omitted

"description": null,

"id": 3,

"label": "api-qa",

"library": false,

"name": "API QA",

"organization": {
"id": 1,
"label": "Default_Organization",
"name": "Default Organization"

2

"permissions”: {
"destroy_lifecycle_environments": true,
"edit_lifecycle_environments": true,
"promote_or_remove_content_views_to_environments": true,
"view_lifecycle_environments": true

2
"prior": {

"id": 2,

"name": "API Development"
2

"successor": null,
output truncated

EtHitsd, EUUEDLEREBIEN ID E 3, Bix4taRRMNER 2,

EH A AR

ERILMERA PUT e R ETE sn AR,

XARBIEREH T S EMIMERE®, HID Oy 3,

5k :

$ curl --header "Accept:application/json" \

--header "Content-Type:application/json" \

--request POST --user sat_username:sat_password --insecure \
--data '{"description":"Quality Acceptance Testing"}' \
https://satellite.example.com/katello/api/environments/3 \

| python -m json.tool

Ml S 7~ -
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output omitted
"description™: "Quality Acceptance Testing",
"id": 3,
"label": "api-ga",
"library": false,
"name": "API QA",
"organization™: {
"id": 1,
"label": "Default_Organization",
"name": "Default Organization”
2
"permissions": {
"destroy_lifecycle_environments": true,
"edit_lifecycle_environments": true,
"promote_or_remove_content_views_to_environments": true,
"view_lifecycle_environments": true

2
"prior": {

"id": 2,

"name": "API Development"
2

output truncated

THIBR 4 fn R HATAEE

T LUHER— s EHAE, RETRAR, Rit, SRALTHEARNGSUERIFEREREL] :

5k -

$ curl --request DELETE --user sat_username:sat_password --insecure \
https://satellite.example.com/katello/api/environments/ :id

5.3. FRAE LB T 2RSS

ATk 7 eI fEA Satellite 6 AP KB E123F5 ARl Satellite lRS58 . HER, FrHIEE
RATPIRE. 4. APA. FifF ID ixXs4,

XM ERAANSE -
1.
WELE,
2.
LERA,
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THIRR L1275 K,

EA DL EfR BRI KNy 2MB, X EfFEXRBNFEREFESE LIXAT 2 MB KA,

ik S
1.
NG aHr RS TEEH -
HRH -
I $ export name=jg-1.6-2.el7.x86_64.rpm
2.
324489 checksum £ Hc4 2 & checksum :
HRH -
I $ export checksum=$(sha256sum $name|cut -c 1-65)
3.
PXHRNMMEBEZE KD -
HRH -
I $ export size=$(du -bs $name|cut -f 1)
4,

DTSt — MmN EEiEk, FEA X/ f checksum & [EE R L% ID,

HRRH :

$ curl -H 'Content-Type: application/json' -X POST -k \

-u sat_username:sat_password -d "{\"size\": \"$size\", \
\"checksum\":\"$checksum\"}" \

https://$(hostname -f)/katello/api/v2/repositories/76/content_uploads
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EXHERT, 76 2— 1 H6EE ID =6,

HRARp -
I {"upload_id":"37eb5900-597e-4ac3-9bc5-2250c302fdc4"}
15 E1% ID 24572 E upload_id :
Wk p -
I $ export upload_id=37eb5900-597e-4ac3-9bc5-2250c302fdc4
HEEE EERTE BENKHIBE -
I $ export path=/root/jg/jg-1.6-2.el7.x86_64.rpm

HEENRE, BEAE LEBENEAEMN MIME X3, API 1/ application/json
MIME £&, KZBUEHKEXT Satellite 6 1. 44 upload_id. MIME KRN mSEE L%
w’ﬁr?‘o

HRRH :

$ curl -u sat_username:sat_password -H Accept:application/json -H \
Content-Type:multipart/form-data -X PUT --data-urlencode size=$size --data-urlencode
offset=0\

--data-urlencode content@${path} \

https://$(hostname -f)/katello/api/v2/repositories/76/content_uploads/$upload_id

HRASLEITIERSSRGE, ERENESARNSLENGFMEE, EKLS RN, DTERSS
EE= SR S EA

HRRH :

$ curl -H "Content-Type:application/json" -X PUT -u \
sat_username:sat_password -k -d \

"(\"uploads\":[{\"id\": \"$upload_id\", \"name\": \"$name\", \
\"checksum\": \"$checksum\" }]}" \

https://$(hostname -f)/katello/api/v2/repositories/76/import_uploads
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B EEHSFARERE, SRR LR, XRBBAE LfL T 2 6 R ki s 22
I‘E—‘Jo

HRRH :

$ curl -H 'Content-Type: application/json’ -X DELETE -k \
-u sat_username:sat_password-d "{}" \
https://$(hostname -f)/katello/api/v2/repositories/76/content_uploads/$upload_id

EEXF 2 MB HRE

LUFRAER T IMRASXHDBOR, Bl EFER, BB H, FHEHS AR Satellite, RS
PR LEfEHER, HER, FAROBEARARSE. & AP A, Fi%E ID xXé44,

HEHaaifhois LEAR -
I $ export name=bpftool-3.10.0-1160.2.1.el7.centos.plus.x86_64.rpm
3248 checksum B4 % & checksum :
I $ export checksum=$(sha256sum $namejcut -c 1-65)
FXHRNREZTE KD -
I $ export size=$(du -bs $name|cut -f 1)
LT s alB— MM EfLiEKR, R K/ # checksum &REERM L% ID,
THRZB -

$ curl -H 'Content-Type: application/json’ -X POST -k \

-u sat_username:sat_password -d "{\"size\": \"$size\", \
\"checksum\":\"$checksum\"}" \

https://$(hostname -f)/katello/api/v2/repositories/76/content_uploads

EXHERT, 76 2— A fFE ID =6,
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it
I {"upload_id":"37eb5900-597e-4ac3-9bc5-2250c302fdc4"}
15 E1% ID 245725 E upload_id :
I $ export upload_id=37eb5900-597e-4ac3-9bc5-2250c302fdc4

X2 2MB i -

$ split --bytes 2MB --numeric-suffixes \
--suffix-length=1 bpftool-3.10.0-1160.2.1.el7.centos.plus.x86_64.rpm bpftool

ik el

$ Is bpftool[0-9] -I

-rw-r--r--. 1 root root 2000000 Mar 31 14:15 bpftool0
-rw-r--r--. 1 root root 2000000 Mar 31 14:15 bpftool1
-rw-r--r--. 1 root root 2000000 Mar 31 14:15 bpftool2
-rw-r--r--. 1 root root 2000000 Mar 31 14:15 bpftool3
-rw-r--r--. 1 root root 868648 Mar 31 14:15 bpftool4

RO XU D ST ERE.
I $ export path=/root/tmp/bpftool

LT, mBIHEM 0 FFi8, BN, 84 30HHI8n 2000000, FEEEA
FEESHBURMEISXHXRNMAX, HIFER, |5 path ZERHA, 1 ${path}o,
${path}1,

HXRRH :

$ curl -u sat_username:sat_password -H Accept:application/json -H \
Content-Type:multipart/form-data \

-X PUT --data-urlencode size=3$size --data-urlencode offset=0 \
--data-urlencode content@${path}0 https://$(hostname -
f)/katello/api/v2/repositories/76/content_uploads/$upload_id

$ curl -u sat_username:sat_password -H Accept:application/json -H \

Content-Type:multipart/form-data \
-X PUT --data-urlencode size=$size --data-urlencode offset=2000000 \
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--data-urlencode content@${path}1 https://$(hostname -
f)/katello/api/v2/repositories/76/content_uploads/$upload_id

$ curl -u sat_username:sat_password -H Accept:application/json -H \
Content-Type:multipart/form-data \

-X PUT --data-urlencode size=$size --data-urlencode offset=4000000 \
--data-urlencode content@${path}2 https://$(hostname -
f)/katello/api/v2/repositories/76/content_uploads/$upload_id

$curl -u sat_username:sat _password -H Accept:application/json -H \
Content-Type:multipart/form-data \

-X PUT --data-urlencode size=$size --data-urlencode offset=6000000
--data-urlencode content@${path}3 https://$(hostname -
f)/katello/api/v2/repositories/76/content_uploads/$upload_id

$ curl -u sat_username:sat_password -H Accept:application/json -H \
Content-Type:multipart/form-data \

-X PUT --data-urlencode size=$size --data-urlencode offset=8000000 \
--data-urlencode content@${path}4 https://$(hostname -
f)/katello/api/v2/repositories/76/content_uploads/$upload_id

FER LS AR -

$ curl -H "Content-Type:application/json" -X PUT -u \
sat_username:sat_password -k -d \

"(\"uploads\":[{\"id\": \"$upload_id\", \

\"name\": \"$name\", \"checksum\": \"$checksum\" }J}" \
https://$(hostname -f)/katello/api/v2/repositories/76/import_uploads

MBR Ef&EK -

$ curl -H 'Content-Type: application/json’ -X DELETE -k \
-u sat_username:sat_password-d "{}" \
https://$(hostname -f)/katello/api/v2/repositories/76/content_uploads/$upload_id

EREERE

AR, MREAEEAUTAR LFESHNRS :

5k -

$ curl -H 'Content-Type: application/json’ -X POST -k \
-u sat_username:sat_password -d "{\"size\": \"$size\", \"checksum\":\"$checksum\"}" \
https://$(hostname -f)/katello/api/v2/repositories/76/content_uploads
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XNMNAASERBIARY T ID MARL% ID, T :
I {"content_unit_href":"/pulp/api/v3/content/file/files/c1bcdfb8-d840-4604-845e-86e82454c747/"}

R SRR EREAR S A L, SRERNBEEESD -

5k -

$ curl -H "Content-Type:application/json" -X PUT -u \

sat_username:sat_password -k \-d \

"(\"uploads\":[{\"content_unit_id\": \"/pulp/api/v3/content/file/files/c1bcdfb8-d840-4604-845e-
86e82454c747N\", \

\"name\": \"$name\", \ \"checksum\": \"$checksum\" }]}" https://$(hostname -
f)/katello/api/v2/repositories/76/import_uploads

xR, VA& upload_id & {8 content_unit_id,

5.4. fFEIR N AR ENHENES

ERILAE A APLFFEIRRMARIEN. ENHAFIENES. UTE PUT FHRBEFRIEE :

$ curl --header "Accept:application/json" \

--header "Content-Type:application/json" --request PUT \
--user sat_username:sat_password --insecure \

--data json-formatted-data https://satellite7.example.com

EBI LAY APl doc PRIERIST {3k 24k T M A EIRE URL, f&aILA{sf Satellite Web Ul 3REEB) A
IiEsREMMER. JFA Hosts > Host Collections 3HiifFF—4EHlES. #HA Collection Actions >
Errata Installation 3 FEERETNENS. B, XFHH my-collection WENES, BRIEAS
host_collection="my-collection",

FHEbR R ARIEN

XA RBHER APl URL ATt E#4E /katello/api/hosts/bulk/install_content, LU E R HI2RRE
g =,

5k -

I $ curl --header "Accept:application/json" \
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--header "Content-Type:application/json" --request PUT \

--user sat_username:sat_password --insecure \

--data "{\"organization_id\":1,\"included\":{\"search\":\"my-hosA"} \"content_type\":\"errata\",\"content\":
[\"RHBA-2016:1981\"]}" \

https://satellite.example.com/api/v2/hosts/bulk/install_content

RN AR ENERS

EAHID, FHIEERERTFHE host_collection="my-collection" A=, #0 Satellite Web
Ul AT

5k -

$ curl --header "Accept:application/json" \

--header "Content-Type:application/json" --request PUT \

--user sat_username:sat_password --insecure \

--data "{\"organization_id\":1,\"included\":{\"search\":\"host_collection=\\\"my-
collection\"\"},\"content_type\":\"errata\",\"content\":[\"RHBA-2016:1981\"]}" \
https://satellite.example.com/api/v2/hosts/bulk/install_content

5.5. AT BER

&R LUIE Web Ul hEHATHREREHNERSE. MFEZER, ESH £2 Red Hat
Satellite i fEE R,

pln, ERFREHN, HRBUTHE

1t Satellite Web Ul th, 5:finEl Hosts > All Hosts, 2AfG =i Search Pk ERIERSH
nzxk,

BREEERNERSE. f£4Ah, 53 os_title Hl &2E,

HER API EhHSRRSE, W :

HRRH :

$ curl --insecure --user sat_username:sat_password\
https://satellite.example.com/api/v2/hosts?
search=0s_title=\"RedHat+7.7\",model=\"PowerEdge+R330\" \
| python -m json.tool
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Ml Sz 7~ 5l

{

"results”: [
{
"model_id": 1,
"model_name": "PowerEdge R330",
"name": "satellite.example.com",
"operatingsystem_id": 1,
"operatingsystem_name": "RedHat 7.7",

-
]

"search": "os_title=\"RedHat 7.7\",;model=\"PowerEdge R330\"",
"subtotal": 1,
"total": 11

}

5.6. {775 PAGINATION CONTROL #y## %

EaI LU per_page #l page 9 TSR El APl EREHHREOINEREE, per_page SHIEEF
PN EMNERE, page Z2BIEER per_page SBUTEMNTI@E, LUERME],

LIERIEEMEA2 TISEN, EREIMBIATBEHIXES 1000, {8 per_page HRIZKIAE T 20, £
f53E page SN FABIAE,

I AREE

AHIETTmE SR Bl —4 Content Views 51X, JIFXPENTHIS 10 MEFHHROIE =/ 1M,

5k -

$ curl --request GET --user sat_username:sat_password\
https://satellite.example.com/katello/api/content_views?per_page=10&amp;page=3

B RGE TS

XARBLREHA ID 1 RIS RNEERTIR. IRPEITTEIE 30 MEYH, FHREIE=
_DTO
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5k -

$ curl --request GET --user sat_username:sat_password\
https://satellite.example.com/katello/api/activation_keys?
organization_id=1&amp;per_page=30&amp;page=2

EEZ A4

Rl LUE R for RIS HIIRAN 2 45 R T

XARBINEIE 1386 3 MREHE, S0 0EA 5 MR -

$foriinseq13;do\

curl --request GET --user sat_username:sat_password\
https://satellite.example.com/katello/api/content_views?per_page=5&amp;page=3$i; \
done

5.7. B=THERSH

ERILAEA APl #BEBRESEH R —NMERBSRPNERSE, ETLE
https://satellite.example.com/apidoc/v2/smart_class_parameters/update.html FINE&E APl SEhig
B LMEM R EHERISE RIS,

HHEEHENM Smart Class S8 ID :

[}
A ERRSH.
HRHI
$ curl --request GET --insecure --user sat_username:sat_password\
https://satellite.example.com/api/smart_class_parameters
[}

NRIEHE Puppet £ ID, 15, EAILABRBSEH :
HRH

$ curl --request GET --insecure --user sat_username:sat_password\
https://satellite.example.com/api/puppetclasses/5/smart_class_parameters
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XHAN VA AEEES search 28, EAILI{E Satellite Web Ul thE B a8 R FRINEE
&K, SF Configure > Smart variables, ABREEREWIED =T U ERFERIIRK.

AR A ANERSHE puppetclass_name #l key, ATRATEREFESH, Hm,
{81/ --data EWif% 1 URL JmfS8dE.

5 R=H :

$ curl --request GET --insecure --user sat_username:sat_password\
--data 'search=puppetclass_name = access_insights_client and key = authmethod'\
https://satellite.example.com/api/smart_class_parameters

Satellite ZFirAESEHEEFRIEE.

HE 2809 ID i, HIHaFEYeE=ENEFE.
1R B -

$ curl --request GET --insecure --user sat_username:sat_password\
https://satellite.example.com/api/smart_class_parameters/63

BREESEIE.
1R -

$ curl --header "Accept:application/json" \

--header "Content-Type:application/json" \

--request PUT --insecure --user sat_username:sat_password\
--data '{"smart_class_parameter":{"override":true}}' \
https://satellite.example.com/api/smart_class_parameters/63

AR, BREFHURAMBRSE. EREENHEN. Satellite [FEMARIE S AR
SRS,

AINE E N ERIChE.
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HERRH :

$ curl --header "Accept:application/json" \

--header "Content-Type:application/json" \

--request PUT --insecure --user sat_username:sat_password\
--data '{"smart_class_parameter":{"override_value":
{"match":"hostgroup=Test","value":"2.4.6"}}}' \
https://satellite.example.com/api/smart_class_parameters/63

BXREBEEENESRER, 54

https://satellite.example.com/apidoc/v2/override_values.html,

el LU PRE S E,
1R -

$ curl --request DELETE --user sat_username:sat_password\
https://satellite.example.com/api/smart_class_parameters/63/override_values/3

5.8. EAASXHHERTRERSH

ERAERS ML T S/ JSON BUERIE 1R, MEAIE RS S B a5 a8 vl LA B R R M 2 4 Bl
“L%O

ERAABIHEAEERSH

AHIfER MOTD Puppet &,

A3 Puppet 3 motd.
HKRH -

$ curl --header "Accept:application/json" \

--header "Content-Type:application/json" \

--request GET --user sat_user:sat_password --insecure \
https://satellite.example.com/api/smart_class_parameters?search=puppetclass_name=motd
\

| python -m json.tool
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KREUTHE : 818X SEE#E—1 ID, XTFR— Satellite SLHIF 2L EN, motd
R HAR SBEX—TERSSHPES id=3, FE[FILS5 Puppet Class Z#FEIHE &RM
Puppet Class ID ;Ei&.

Ml Sz 7~ 5l

{

"avoid_duplicates": false,

"created_at": "2017-02-06 12:37:48 UTC", # Remove this line.
"default_value": "", # Add a new value here.
"description": ",

"hidden_value™: ",

"hidden_value?": false,

"id": 3,

"merge_default™: false,

"merge_overrides": false,

"override": false, # Set the override value to true.
"override_value_order": "fqdn\nhostgroup\nos\ndomain",
"override_values": [], # Remove this line.
"override_values_count": 0,

"parameter": "content”,

"parameter_type": "string",

"puppetclass_id": 3,

"puppetclass_name": "motd",

"required": false,

"updated_at": "2017-02-07 11:56:55 UTC", # Remove this line.
"use_puppet_default": false,

"validator_rule": null,

"validator_type": ™"

EASH D 3 KEVEFET motd ZHIIER, IHFEHEERBIH,
output_file.json,

HRRH :

$ curl --header "Accept:application/json" \

--header "Content-Type:application/json" --request GET \
--user sat_user:sat_password --insecure \'
https://satellite.example.com/api/smart_class_parameters/3 \
| python -m json.tool > output_file.json

5 £ —5 th OB XS RIRIEEAH XA, Bl changed._file.json :

I $ cp output_file.json changed_file.json
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B3t PmRNE. EAGIH, £ motd HEHE content S,
TIM false BH true :

{

"avoid_duplicates": false,

"created_at": "2017-02-06 12:37:48 UTC", # Remove this line.
"default_value": "", # Add a new value here.
"description": ",

"hidden_value™": ",

"hidden_value?": false,

"id": 3,

"merge_default™: false,

"merge_overrides": false,

"override": false, # Set the override value to true.
"override_value_order": "fqdn\nhostgroup\nos\ndomain",
"override_values": [], # Remove this line.
"override_values_count": 0,

"parameter": "content”,

"parameter_type": "string",

"puppetclass_id": 3,

"puppetclass_name": "motd",

"required": false,

"updated_at": "2017-02-07 11:56:55 UTC", # Remove this line.
"use_puppet_default": false,

"validator_rule": null,

"validator_type": ™"

X ME, FRIEHRSMTT, REHREFEN:

{

"avoid_duplicates": false,

"default_value": "No Unauthorized Access Allowed",
"description": ",

"hidden_value™: ",

"hidden_value?": false,

"id": 3,

"merge_default™: false,

"merge_overrides": false,

"override": true,

"override_value_order": "fqdn\nhostgroup\nos\ndomain",
"override values_count": 0,

"parameter": "content”,

"parameter_type": "string",

"puppetclass_id": 3,

"puppetclass_name": "motd",

"required": false,

"use_puppet_default": false,

"validator_rule": null,

"validator_type": ™"
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SES AR Satellite ARS52S :

$ curl --header "Accept:application/json" \

--header "Content-Type:application/json" \

--request PUT --user sat_username:sat_password --insecure \
--data @changed._file.json \
https://satellite.example.com/api/smart_class_parameters/3

5.9. iB2 OPENSCAP &

HEILERSED, EaLUHBR—1 %1 OpenSCAP i, BE, LEMBRMREN, Wmi— Rk
—A\THE,. MEEMBRFTA Openscap ik, HERAMT bash iz,

ffIB& OpenSCAP &

EHpR OpenSCAP s, EHRUTSE :

FItEFTA OpenSCAP s, 10 KIEEMBRATRE 1D,

HRRH :

curl --insecure --user username:_password_ \
https://satellite.example.com/api/v2/compliance/arf_reports/ | python -m json.tool

Ml Sz 7~ 5l

% Total % Received % Xferd Average Speed Time Time Time Current
Dload Upload Total Spent Left Speed
100 3252 0 3252 0 O 4319 0 --i--:-- ----1-- ----1-- 4318
{
"page": 1,
"per_page": 20,
"results”: [
{
"created_at": "2017-05-16 13:27:09 UTC",
"failed": 0,
"host": "host1.example.com",
"id": 404,
"othered": 0,
"passed": 0,
"updated_at": "2017-05-16 13:27:09 UTC"

"created_at": "2017-05-16 13:26:07 UTC",
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"failed": 0,

"host": "host2.example.com,

"id": 405,

"othered": 0,

"passed": 0,

"updated_at": "2017-05-16 13:26:07 UTC"

"created_at": "2017-05-16 13:25:07 UTC",
"failed": 0,

"host": "host3.example.com",

"id": 406,

"othered": 0,

"passed": 0,

"updated_at": "2017-05-16 13:25:07 UTC"

"created_at": "2017-05-16 13:24:07 UTC",
"failed": 0,
"host": "host4.example.com",
"id": 407,
"othered": 0,
"passed": 0,
"updated_at": "2017-05-16 13:24:07 UTC"
2
1,

"search": null,
"sort": {
"by": null,
"order": null
2
"subtotal": 29,
"total": 29

{EA_E—4hiy ID, MIER OpenSCAP i, ESEEMIBRMEA ID,
HKRH -

# curl --insecure --user username:_password_ \
--header "Content-Type: application/json" \
--request DELETE https://satellite.example.com/api/v2/compliance/arf_reports/405

Ml Sz 7~ 5l

HTTP/1.1 200 OK

Date: Thu, 18 May 2017 07:14:36 GMT

Server: Apache/2.4.6 (Red Hat Enterprise Linux)
X-Frame-Options: SAMEORIGIN
X-XSS-Protection: 1; mode=block
X-Content-Type-Options: nosniff
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Foreman_version: 1.11.0.76

Foreman_api_version: 2

Apipie-Checksum: 2d39dc59aed19120d2359f7515e10d76
Cache-Control: max-age=0, private, must-revalidate
X-Request-Id: f47eb877-35¢c7-41fe-b866-34274b56c506
X-Runtime: 0.661831

X-Powered-By: Phusion Passenger 4.0.18

Set-Cookie: request_method=DELETE; path=/
Set-Cookie: _session_id=d58fe2649e6788b87f46eabf8a461edd; path=/; secure; HitpOnly
ETag: "2574955fc0afc47¢cb5394ce95553f428"

Status: 200 OK

Vary: Accept-Encoding

Transfer-Encoding: chunked

Content-Type: application/json; charset=utf-8

BASH BIAMERFTA OpenSCAP & afil

{EALLTF bash BIZAERAA OpenSCAP i :

#!/bin/bash
#this script removes all the arf reports from the satellite server

#settings

USER=username
PASS=password
URI=https://satellite.example.com

#check amount of reports
while [ $(curl --insecure --user SUSER:$PASS $URI/api/v2/compliance/arf_reports/ | python -m

json.tool | grep \"\total\": | cut --fields=2 --delimiter":" | cut --fields=1 --delimiter"”,” | sed "s/
/lg") -gt 0 ]; do

#fetch reports
for i in $(curl --insecure --user SUSER:$PASS $URIl/api/v2/compliance/arf_reports/ | python -m

json.tool | grep \"\id\": | cut --fields=2 --delimiter":" | cut --fields=1 --delimiter","” | sed "s/ //g")

#delete reports

do

curl --insecure --user SUSER:$PASS --header "Content-Type: application/json" --request
DELETE $URIl/api/v2/compliance/arf_reports/$i

done
done

49



Red Hat Satellite 6.10 AP 58

MiE A. APl IR ACHS

IHE T2 6 API Jy API A ARE HTTP MR RERE. L TRIEERTF Satellite API A KR -

xR A.1. APl RS
e o7

200 OK

201 2 A1ER

301 kK AT

400 FHIRIFR

401 RIZY

403 Forbidden

404 not Found

409 HZe

415 AT FB) Media KE

422 A G B SLAR

500 NERARSS 2R IR

503 AR5 Unavailable

50

R

ST FRRINIEKERVE - BoR. /B, BFHSMER
(GET. PUT. DELETEi#K)

AT G (POSTIERK)

L Satellite FR&HIHEA HTTPS B2k HTTP B, #f
TEEM,

ROHENSY, IFRRENEETHIE L.

FTEENAA (M, REMRBEIE) .

R %A RBHIPIRRHTIRIFSRE TR, H—HK
PR,

TAAE ID BILRAFE, HIFROICRFEER,
E AR I B FMBRIRED 5 E, HHB—D
KEKHIDKAFIEN, AT EE T A0, BT
PRIRME.

BFHAEGI (B0, FHEENBOENA) TEM
FRIC,

HTTP i KHIRAB LB AR ZE JSON,

REIEEIRT OB R, COER T OB EHE
{’EO

BB NEBAR S5 AR IR

RS8R BIZ1T.



fii sk B. API fUBRFIZR

fii3x B. API TR

T E 6 API X AEF[ERELIRMIRIE, TRIMHT APIBERER. SXERRKEKBZEIFLUK
KRB B R,

= B.1. API f{BRFIZxR
RS Actions gl

view_activation_keys o Katello::ActivationKey
o katello/activation_keys/

all

o katello/activation_keys/i
ndex

o katello/activation_keys/
auto_complete_search

e katello/api/v2/activation
_keys/index

e katello/api/v2/activation
_keys/show

e katello/api/v2/activation
_keys/available_host_coll
ections

e katello/api/v2/activation
_keys/available_releases

e katello/api/v2/activation
_keys/product_content

create_activation_keys ) o Katello::ActivationKey
o katello/api/v2/activation

_keys/create

e katello/api/v2/activation
_keys/copy

edit_activation_keys . o Katello::ActivationKey
o katello/api/v2/activation

_keys/update

e katello/api/v2/activation
_keys/content_override

e katello/api/v2/activation
_keys/add_subscriptions

e katello/api/v2/activation

_keys/remove_subscripti
ons
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TURR £ FR

Actions

destroy_activation_keys
°

logout

view_architectures

create_architectures

edit_architectures

destroy_architectures

52

=

. o Katello::ActivationKey
katello/api/v2/activation

_keys/destroy

users/logout

architectures/index
architecture/show

architectures/auto_com
plete_search

api/v2/architectures/ind
ex

api/v2/architectures/sho
w

architecture/new
architectures/create

api/v2/architectures/cre
ate

architecture/edit
architectures/update

api/v2/architectures/up
date

architectures/destroy

api/v2/architectures/des
troy
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view_audit_logs

view_authenticators

create_authenticators

edit_authenticators

destroy_authenticators

Actions

audits/index
audits/show

audits/auto_complete_s
earch

api/v2/audits/index

api/v2/audits/show

auth_source_|daps/index
auth_source_ldaps/show

api/v2/auth_source_ldap
s/index

api/v2/auth_source_ldap
s/show

auth_source_ldaps/new

auth_source_|daps/creat
e

api/v2/auth_source_ldap
s/create

auth_source_|daps/edit

auth_source_ldaps/upda
te

api/v2/auth_source_ldap
s/update

auth_source_|daps/destr
oy

api/v2/auth_source_ldap
s/destroy

=

ok

t
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view_bookmarks

create_bookmarks

edit_bookmarks

destroy_bookmarks

download_bootdisk

54

bookmarks/index
bookmarks/show
api/v2/bookmarks/index

api/v2/bookmarks/show

B/
bookmarks/create
api/v2/bookmarks/new

api/v2/bookmarks/creat
e

bookmarks/edit
bookmarks/update
api/v2/bookmarks/edit

api/v2/bookmarks/upda
te

bookmarks/destroy

api/v2/bookmarks/destr
oy

foreman_bootdisk/disks/
generic

foreman_bootdisk/disks/
host

foreman_bootdisk/disks/
full_host

foreman_bootdisk/disks/
subnet

foreman_bootdisk/disks/
help

foreman_bootdisk/api/v
2/disks/generic

foreman_bootdisk/api/v
2/disks/host

=X
ok
fr
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manage_capsule_content

view_capsule_content

view_compute_profiles

create_compute_profiles

Actions

katello/api/v2/capsule_c
ontent/lifecycle_environ
ments

katello/api/v2/capsule_c
ontent/available_lifecycl
e_environments
katello/api/v2/capsule_c
ontent/add_lifecycle_en
vironment
katello/api/v2/capsule_c
ontent/remove_lifecycle

_environment

katello/api/v2/capsule_c
ontent/sync

katello/api/v2/capsule_c
ontent/sync_status

katello/api/v2/capsule_c
ontent/cancel_sync

smart_proxies/pulp_stor
age

smart_proxies/pulp_stat
us

smart_proxies/show_wit
h_content

compute_profiles/index
compute_profiles/show

compute_profiles/auto_
complete_search

api/v2/compute_profiles
/index

api/v2/compute_profiles
/show

compute_profiles/new
compute_profiles/create

api/v2/compute_profiles
/create

SmartProxy

SmartProxy

fii sk B. API fUBRFIZR
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edit_compute_profiles

destroy_compute_profiles

Actions

compute_profiles/edit

compute_profiles/updat
e

api/v2/compute_profiles
/update

compute_profiles/destro
Yy

api/v2/compute_profiles
/destroy
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view_compute_resources

Actions

compute_resources/inde
X

compute_resources/sho
W

compute_resources/aut
o_complete_search

compute_resources/ping

compute_resources/avai
lable_images

api/v2/compute_resourc
es/index

api/v2/compute_resourc
es/show

api/v2/compute_resourc
es/available_images

api/v2/compute_resourc
es/available_clusters

api/v2/compute_resourc
es/available_folders

api/v2/compute_resourc
es/available_flavors

api/v2/compute_resourc
es/available_networks

api/v2/compute_resourc
es/available_resource_p
ools

api/v2/compute_resourc
es/available_security_gr
oups

api/v2/compute_resourc
es/available_storage_do
mains

api/v2/compute_resourc
es/available_zones

api/v2/compute_resourc
es/available_storage_po
ds

fii sk B. API fUBRFIZR
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create_compute_resources

edit_compute_resources

destroy_compute_resources

view_compute_resources_vms

Actions

compute_resources/new

compute_resources/crea
te

compute_resources/test
_connection

api/v2/compute_resourc
es/create

compute_resources/edit

compute_resources/upd
ate

compute_resources/test
_connection

compute_attributes/new

compute_attributes/crea
te

compute_attributes/edit

compute_attributes/upd
ate

api/v2/compute_resourc
es/update

api/v2/compute_attribut
es/create

api/v2/compute_attribut
es/update

compute_resources/dest
roy

api/v2/compute_resourc
es/destroy

compute_resources_vms
/index

compute_resources_vms
/show

=

ok

t



Actions

fii sk B. API fUBRFIZR

create_compute_resources_vms

edit_compute_resources_vms

destroy_compute_resources_vms

power_compute_resources_vms

console_compute_resources_vms

view_config_groups

create_config_groups

compute_resources_vms
/new

compute_resources_vms
/create

compute_resources_vms
/edit

compute_resources_vms
/update

compute_resources_vms
/destroy

compute_resources_vms
/power

compute_resources_vms
/pause

compute_resources_vms
/console

config_groups/index

config_groups/auto_co
mplete_search

api/v2/config_groups/in
dex

api/v2/config_groups/sh
ow

config_groups/new
config_groups/create

api/v2/config_groups/cr
eate

59
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edit_config_groups

destroy_config_groups

view_config_reports

destroy_config_reports

upload_config_reports

view_containers

60

=
3
%
b

config_groups/edit
config_groups/update

api/v2/config_groups/u
pdate

config_groups/destroy

api/v2/config_groups/d
estroy

config_reports/index
config_reports/show

config_reports/auto_co
mplete_search

api/v2/config_reports/in
dex

api/v2/config_reports/s
how

api/v2/config_reports/la
st

config_reports/destroy

api/v2/config_reports/d
estroy

api/v2/config_reports/cr
eate

. . Container
containers/index

containers/show
api/v2/containers/index
api/v2/containers/show

api/v2/containers/logs
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commit_containers ) ) Container
® containers/commit
create_containers ) Container
® containers/steps/show
® containers/steps/update
® containers/new
® api/v2/containers/creat
e
® api/v2/containers/power
destroy_containers ) Container
® containers/destroy
® api/v2/containers/destr
oy
power_compute_resources_vms ComputeResource

® containers/power

® api/v2/containers/creat
e

® api/v2/containers/power
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view_content_hosts

create_content_hosts

Actions

katello/content_hosts/a
uto_complete_search

katello/api/v2/systems/i
ndex

katello/api/v2/systems/
show

katello/api/v2/systems/
errata

katello/api/v2/systems/
package_profile

katello/api/v2/systems/
product_content

katello/api/v2/systems/r
eport

katello/api/v2/systems/r
eleases

katello/api/v2/systems/
available_host_collection
s

katello/api/v2/host_colle
ctions/systems

katello/api/v2/systems/
create

katello/api/rhsm/candle
pin_proxies/consumer_cr
eate

katello/api/rhsm/candle
pin_proxies/consumer_s
how

=

Katello:System

Katello:System
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edit_content_hosts ) Katello:System
o katello/api/v2/systems/

update

e katello/api/v2/systems/
content_override

e katello/api/rhsm/candle
pin_proxies/upload_pack
age_profile

e katello/api/rhsm/candle
pin_proxies/regenerate_i
dentity_certificates

e katello/api/rhsm/candle
pin_proxies/hypervisors_

update
destroy_content_hosts ) Katello:System
o katello/api/v2/systems/
destroy
view_content_views ) Katello:ContentView
e katello/api/v2/content_v
iews/index

o katello/api/v2/content_v
iews/show

o katello/api/v2/content_v
iews/available_puppet_
modules

o katello/api/v2/content_v
iews/available_puppet_
module_names

o katello/api/v2/content_v
iew_filters/index

o katello/api/v2/content_v
iew_filters/show

o katello/api/v2/content_v
iew_filter_rules/index

o katello/api/v2/content_v
iew_filter_rules/show

o katello/api/v2/content_v
iew_histories/index

o katello/api/v2/content_v
iew_puppet_modules/ind
ex

o katello/api/v2/content_v

iew_puppet_modules/sh
ow
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katello/api/v2/content_v
iew_versions/show

katello/api/v2/package_
groups/index

katello/api/v2/package_
groups/show

katello/api/v2/errata/ind
ex

katello/api/v2/errata/sh
ow

katello/api/v2/puppet_
modules/index

katello/api/v2/puppet_
modules/show

katello/content_views/a
uto_complete

katello/content_views/a
uto_complete_search

katello/errata/short_det
ails

katello/errata/auto_com
plete

katello/packages/details

katello/packages/auto_c
omplete

katello/products/auto_c
omplete

katello/repositories/auto
_complete_library

katello/content_search/i
ndex

katello/content_search/
products

katello/content_search/r
epos

katello/content_search/
packages

katello/content_search/
errata

katello/content_search/
puppet_modules



fii sk B. API fUBRFIZR

o katello/content_search/
errata_items

o katello/content_search/
puppet_modules_items

o katello/content_search/
view_packages

o katello/content_search/
view_puppet_modules

o katello/content_search/r
epo_packages

o katello/content_search/r
epo_errata

o katello/content_search/r
epo_puppet_modules

o katello/content_search/r
epo_compare_errata

o katello/content_search/r
epo_compare_packages

o katello/content_search/r
epo_compare_puppet_m
odules

o katello/content_search/
view_compare_errata

o katello/content_search/
view_compare_packages

o katello/content_search/
view_compare_puppet_
modules

o katello/content_search/
views

create_content_views ) Katello::ContentView
e katello/api/v2/content_v

iews/create

o katello/api/v2/content_v
iews/copy
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edit_content_views

destroy_content_views

publish_content_views

Actions

katello/api/v2/content_v
iews/update

katello/api/v2/content_v
iew_filters/create

katello/api/v2/content_v
iew_filters/update

katello/api/v2/content_v
iew_filters/destroy

katello/api/v2/content_v
iew_filter_rules/create

katello/api/v2/content_v
iew_filter_rules/update

katello/api/v2/content_v
iew_filter_rules/destroy

katello/api/v2/content_v
iew_puppet_modules/cr
eate

katello/api/v2/content_v
iew_puppet_modules/up
date

katello/api/v2/content_v
iew_puppet_modules/de
stroy

katello/api/v2/content_v
iews/destroy

katello/api/v2/content_v
iews/remove

katello/api/v2/content_v
iew_versions/destroy

katello/api/v2/content_v
iews/publish

katello/api/v2/content_v
iew_versions/incrementa
|_update

Katello::ContentView

Katello::ContentView

Katello::ContentView
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promote_or_remove_content_vie

Ws

export_content_views

access_dashboard

view_discovered_hosts

submit_discovered_hosts

Actions

katello/api/v2/content_v
iew_versions/promote

katello/api/v2/content_v
iews/remove_from_envir

onment

katello/api/v2/content_v
iews/remove

katello/api/v2/content_v
iew_versions/export

dashboard/index

dashboard/save_positio
ns

dashboard/reset_default
dashboard/create
dashboard/destroy

api/v2/dashboard/index

discovered_hosts/index
discovered_hosts/show

discovered_hosts/auto_c
omplete_search

api/v2/discovered_hosts
/index

api/v2/discovered_hosts
/show

api/v2/discovered_hosts
/facts

api/v2/discovered_hosts
/create

fii sk B. API fUBRFIZR

Katello::ContentView

Katello::ContentView
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auto_provision_discovered_hosts

provision_discovered_hosts

edit_discovered_hosts

Actions

discovered_hosts/auto_
provision

discovered_hosts/auto_
provision_all

api/v2/discovered_hosts
/auto_provision

api/v2/discovered_hosts
/auto_provision_all

discovered_hosts/edit

discovered_hosts/updat
e

api/v2/discovered_hosts
/update

discovered_hosts/updat
e_multiple_location

discovered_hosts/select
_multiple_organization

discovered_hosts/updat
e_multiple_organization

discovered_hosts/select
_multiple_location

discovered_hosts/refres
h_facts

discovered_hosts/reboot

discovered_hosts/reboot
_all

api/v2/discovered_hosts
/refresh_facts

api/v2/discovered_hosts
/reboot

api/v2/discovered_hosts
/reboot_all

=X
5
b

EH

EH

EM
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destroy_discovered_hosts

view_discovery_rules

create_discovery_rules

edit_discovery_rules

Actions

discovered_hosts/destro
y

discovered_hosts/submit
_multiple_destroy

discovered_hosts/multipl
e_destroy

api/v2/discovered_hosts
/destroy

discovery_rules/index
discovery_rules/show

discovery_rules/auto_co
mplete_search

api/v2/discovery_rules/i
ndex

api/v2/discovery_rules/s
how

discovery_rules/new
discovery_rules/create

api/v2/discovery_rules/c
reate

discovery_rules/edit

discovery_rules/update
discovery_rules/enable
discovery_rules/disable

api/v2/discovery_rules/c
reate

api/v2/discovery_rules/u
pdate

=
3
%
b

EH

DiscoveryRule

DiscoveryRule

DiscoveryRule

fii sk B. API fUBRFIZR
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execute_discovery_rules

destroy_discovery_rules

view_domains

create_domains

70

=

) DiscoveryRule
discovery_rules/auto_pr

ovision

discovery_rules/auto_pr
ovision_all

api/v2/discovery_rules/a
uto_provision

api/v2/discovery_rules/a
uto_provision_all

) DiscoveryRule
discovery_rules/destroy

api/v2/discovery_rules/d
estroy

domains/index
domains/show

domains/auto_complete
_search

api/v2/domains/index
api/v2/domains/show

api/v2/parameters/inde
X

api/v2/parameters/show

domains/new
domains/create

api/v2/domains/create



fii sk B. API fUBRFIZR

RS Actions

=
G
%
I

edit_domains ) .
® domains/edit

® domains/update
® api/v2/domains/update

® api/v2/parameters/creat
e

® api/v2/parameters/upda
te

® api/v2/parameters/destr
oy

® api/v2/parameters/reset

destroy_domains )
® domains/destroy

® api/v2/domains/destroy

view_environments . .
® environments/index

® environments/show

® environments/auto_com
plete_search

® api/v2/environments/ind
ex

® api/v2/environments/sh

ow

create_environments )
® environments/new

® environments/create

® api/v2/environments/cr
eate

edit_environments ) )
® environments/edit

® environments/update

® api/v2/environments/up
date
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destroy_environments

import_environments

view_external_usergroups

create_external_usergroups

Actions

environments/destroy

api/v2/environments/de
stroy

environments/import_en
vironments

environments/obsolete_
and_new

api/v2/environments/im
port_puppetclasses

api/v2/smart_proxies/im
port_puppetclasses

external_usergroups/ind
ex

external_usergroups/sho
W

api/v2/external_usergro
ups/index

api/v2/external_usergro
ups/show

external_usergroups/ne
W

external_usergroups/cre
ate

api/v2/external_usergro
ups/new

api/v2/external_usergro
ups/create

=

ok

t
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edit_external_usergroups )
® external_usergroups/edi

t

® external_usergroups/up
date

® external_usergroups/refr
esh

® api/v2/external_usergro
ups/update

® api/v2/external_usergro
ups/refresh

destroy_external_usergroups
® external_usergroups/des

troy

® api/v2/external_usergro
ups/destroy
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view_external_variables

Actions

lookup_keys/index
lookup_keys/show

lookup_keys/auto_compl
ete_search

puppetclass_lookup_key
s/index

puppetclass_lookup_key
s/show

puppetclass_lookup_key
s/auto_complete_search

variable_lookup_keys/ind
ex

variable_lookup_keys/sh
ow

variable_lookup_keys/au
to_complete_search

lookup_values/index

api/v2/smart_variables/i
ndex

api/v2/smart_variables/s
how

api/v2/smart_class_para
meters/index

api/v2/smart_class_para
meters/show

api/v2/override_values/i
ndex

api/v2/override_values/s
how

=

ok
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create_external_variables

Actions

lookup_keys/new
lookup_keys/create

puppetclass_lookup_key
s/new

puppetclass_lookup_key
s/create

variable_lookup_keys/ne
w

variable_lookup_keys/cr
eate

lookup_values/create

api/v2/smart_variables/c
reate

api/v2/smart_class_para
meters/create

api/v2/override_values/c
reate

fii sk B. API fUBRFIZR
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edit_external_variables

Actions

lookup_keys/edit
lookup_keys/update

puppetclass_lookup_key
s/edit

puppetclass_lookup_key
s/update

variable_lookup_keys/edi
t

variable_lookup_keys/up
date

lookup_values/create
lookup_values/update
lookup_values/destroy

api/v2/smart_variables/
update

api/v2/smart_class_para
meters/update

api/v2/override_values/c
reate

api/v2/override_values/
update

api/v2/override_values/
destroy

=

ok

t



fii sk B. API fUBRFIZR

RS Actions

=
G
%
I

destroy_external_variables
® lookup_keys/destroy

® puppetclass_lookup_key
s/destroy

® variable_lookup_keys/de
stroy

® |ookup_values/destroy

® api/v2/smart_variables/
destroy

® api/v2/smart_class_para
meters/destroy

® api/v2/override_values/c
reate

® api/v2/override_values/
update

® api/v2/override_values/
destroy

view_facts .
o facts/index

e facts/show
e fact_values/index
e fact_values/show

e fact_values/auto_compl
ete_search

® api/v2/fact_values/index

® api/v2/fact_values/show

upload_facts .
® api/v2/hosts/facts

view_filters . .
e filters/index

e filters/auto_complete_se
arch

® api/v2/filters/index

e api/v2/filters/show
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create_filters

edit_filters

destroy_filters

view_arf_reports

78

s/ E
filters/create

api/v2/filters/create

filters/edit
filters/update
permissions/index
api/v2/filters/update

api/v2/permissions/inde
X

api/v2/permissions/sho
W

filters/destroy

api/v2/filters/destroy

arf_reports/index
arf_reports/show
arf_reports/parse_html
arf_reports/show_html
arf_reports/parse_bzip

arf_reports/auto_comple
te_search

api/v2/compliance/arf_r
eports/index

api/v2/compliance/arf_r
eports/show

compliance_hosts/show

=

ok

t
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destroy_arf_reports
e arf_reports/destroy

e arf_reports/delete_multi
ple

e arf_reports/submit_delet
e_multiple

® api/v2/compliance/arf_r
eports/destroy

create_arf_reports . .
® api/v2/compliance/arf_r

eports/create

view_policies L ForemanOpenscap::Policy
® policies/index

® policies/show
® policies/parse

® policies/auto_complete_
search

® policy_dashboard/index

® compliance_dashboard/i
ndex

® api/v2/compliance/polici
es/index

® api/v2/compliance/polici
es/show

® api/v2/compliance/polici
es/content

edit_policies . . ForemanOpenscap::Policy
® policies/edit

® policies/update

® policies/scap_content_s
elected

® api/v2/compliance/polici
es/update
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create_policies

destroy_policies

assign_policies

view_scap_contents

view_scap_contents

80

policies/new
policies/create

api/v2/compliance/polici
es/create

policies/destroy

api/v2/compliance/polici
es/destroy

policies/select_multiple_
hosts

policies/update_multiple
_hosts

policies/disassociate_mu
[tiple_hosts

policies/remove_policy_f
rom_multiple_hosts

scap_contents/index
scap_contents/show

scap_contents/auto_co
mplete_search

api/v2/compliance/scap
_contents/index

api/v2/compliance/scap
_contents/show

scap_contents/index
scap_contents/show

scap_contents/auto_co
mplete_search

api/v2/compliance/scap
_contents/index
api/v2/compliance/scap
_contents/show

ForemanOpenscap::Policy

ForemanOpenscap::Policy

ForemanOpenscap::Policy

ForemanOpenscap::ScapContent

ForemanOpenscap::ScapContent
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edit_scap_contents

create_scap_contents

destroy_scap_contents

edit_hosts

edit_hostgroups

scap_contents/edit
scap_contents/update

api/v2/compliance/scap
contents/update

scap_contents/new
scap_contents/create

api/v2/compliance/scap
_contents/create

scap_contents/destroy

api/v2/compliance/scap
_contents/destroy

hosts/openscap_proxy_c
hanged

hostgroups/openscap_p
roxy_changed

fii sk B. API fUBRFIZR

=

ForemanOpenscap::ScapContent

ForemanOpenscap::ScapContent

ForemanOpenscap::ScapContent

EM

EM
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view_job_templates

create_job_templates

82

Actions

=

. . JobTemplate
job_templates/index

job_templates/show
job_templates/revision

job_templates/auto_com
plete_search

job_templates/auto_com
plete_job_category

job_templates/preview
job_templates/export

api/v2/job_templates/in
dex

api/v2/job_templates/sh
ow

api/v2/job_templates/re
vision

api/v2/job_templates/ex
port

api/v2/template_inputs/i
ndex

api/v2/template_inputs/
show

api/v2/foreign_input_set
s/index

api/v2/foreign_input_set
s/show

. JobTemplate
job_templates/new

job_templates/create

job_templates/clone_te
mplate

job_templates/import

api/v2/job_templates/cr
eate

api/v2/job_templates/cl
one

api/v2/job_templates/im
port
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edit_job_templates

edit_job_templates

Actions

job_templates/edit
job_templates/update

api/v2/job_templates/up
date

api/v2/template_inputs/
create

api/v2/template_inputs/
update

api/v2/template_inputs/
destroy

api/v2/foreign_input_set
s/create

api/v2/foreign_input_set
s/update

api/v2/foreign_input_set
s/destroy

job_templates/edit
job_templates/update

api/v2/job_templates/up
date

api/v2/template_inputs/
create

api/v2/template_inputs/
update

api/v2/template_inputs/
destroy

api/v2/foreign_input_set
s/create

api/v2/foreign_input_set
s/update

api/v2/foreign_input_set
s/destroy

=

ok

t
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edit_remote_execution_features

destroy_job_templates

lock_job_templates

create_job_invocations

84

Actions

=

i RemoteExecutionFeature
remote_execution_featu

res/index

remote_execution_featu
res/show

remote_execution_featu
res/update

api/v2/remote_executio
n_features/index

api/v2/remote_executio
n_features/show

api/v2/remote_executio
n_features/update

. JobTemplate
job_templates/destroy
api/v2/job_templates/de
stroy

JobTemplate

job_templates/lock

job_templates/unlock

L . Joblnvocation
job_invocations/new

job_invocations/create
job_invocations/refresh
job_invocations/rerun

job_invocations/preview
_hosts

api/v2/job_invocations/c
reate
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RS Actions PRk R

view_job_invocations o ) ) Joblnvocation
® job_invocations/index

® job_invocations/show

o template_invocations/sh
ow

® api/v2/job_invocations/i
ndex

® api/v2/job_invocations/s
how

® api/v2/job_invocations/
output

execute_template_invocation Templatelnvocation

filter_autocompletion_for_templat ) ) Templatelnvocation
. . e template_invocations/au
e_invocation

to_complete_search
® job_invocations/show

e template_invocations/in
dex

view_foreman_tasks ForemanTasks::Task
o foreman_tasks/tasks/aut

o_complete_search

o foreman_tasks/tasks/su
b_tasks

o foreman_tasks/tasks/ind
ex

o foreman_tasks/tasks/sh
ow

o foreman_tasks/api/tasks
/bulk_search

o foreman_tasks/api/tasks
/show

o foreman_tasks/api/tasks
/index

o foreman_tasks/api/tasks
/summary

85
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RS Actions

edit_foreman_tasks

create_recurring_logics

view_recurring_logics

edit_recurring_logics

view_globals

86

foreman_tasks/tasks/res
ume

foreman_tasks/tasks/unl
ock

foreman_tasks/tasks/for
ce_unlock

foreman_tasks/tasks/ca
ncel_step

foreman_tasks/api/tasks
/bulk_resume

foreman_tasks/recurring
_logics/index

foreman_tasks/recurring
_logics/show

foreman_tasks/api/recur
ring_logics/index

foreman_tasks/api/recur
ring_logics/show

foreman_tasks/recurring
_logics/cancel

foreman_tasks/api/recur
ring_logics/cancel

common_parameters/in
dex

common_parameters/sh
ow

common_parameters/au
to_complete_search

api/v2/common_parame
ters/index

api/v2/common_parame
ters/show

ForemanTasks::Task

ForemanTasks::RecurringLogic

ForemanTasks::RecurringLogic

ForemanTasks::RecurringLogic
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create_globals

edit_globals

destroy_globals

view_gpg_keys

create_gpg_keys

edit_gpg_keys

Actions

common_parameters/ne
W

common_parameters/cr
eate

api/v2/common_parame
ters/create

common_parameters/ed
it

common_parameters/up
date

api/v2/common_parame
ters/update

common_parameters/de
stroy

api/v2/common_parame
ters/destroy

katello/gpg_keys/all
katello/gpg_keys/index

katello/gpg_keys/auto_c
omplete_search

katello/api/v2/gpg_keys
/index

katello/api/v2/gpg_keys
/show

katello/api/v2/gpg_keys
/create

katello/api/v2/gpg_keys
/update

katello/api/v2/gpg_keys
/content

)
B
o
b

Katello:GpgKey

Katello:GpgKey

Katello:GpgKey

fii sk B. API fUBRFIZR
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RS Actions

destroy_gpg_keys

view_host_collections

create_host_collections

edit_host_collections

destroy_host_collections

edit_classes

88

katello/api/v2/gpg_keys
/destroy

katello/api/v2/host_colle
ctions/index

katello/api/v2/host_colle
ctions/show

katello/host_collections/
auto_complete_search

katello/api/v2/host_colle
ctions/create

katello/api/v2/host_colle
ctions/copy

katello/api/v2/host_colle
ctions/update

katello/api/v2/host_colle
ctions/add_systems

katello/api/v2/host_colle
ctions/remove_systems

katello/api/v2/host_colle
ctions/destroy

host_editing/edit_classe
s

api/v2/host_classes/ind
ex

api/v2/host_classes/cre
ate

api/v2/host_classes/des
troy

=5

Katello:GpgKey

Katello::HostCollection

Katello::HostCollection

Katello::HostCollection

Katello::HostCollection
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create_params

edit_params

destroy_params

view_hostgroups

Actions

host_editing/create_par
ams

api/v2/parameters/creat
e

host_editing/edit_param
s

api/v2/parameters/upda
te

host_editing/destroy_pa
rams

api/v2/parameters/destr
oy

api/v2/parameters/reset

hostgroups/index
hostgroups/show

hostgroups/auto_compl
ete_search

api/v2/hostgroups/index

api/v2/hostgroups/show

=

ok

t
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create_hostgroups

Actions

hostgroups/new
hostgroups/create
hostgroups/clone
hostgroups/nest

hostgroups/process_hos
tgroup

hostgroups/architecture
_selected

hostgroups/domain_sele
cted

hostgroups/environment
_selected

hostgroups/medium_sel
ected

hostgroups/os_selected

hostgroups/use_image_s
elected

hostgroups/process_hos
tgroup

hostgroups/puppetclass
_parameters

host/process_hostgroup

puppetclasses/paramete
rs

api/v2/hostgroups/creat
e

api/v2/hostgroups/clone

=

ok

trE
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edit_hostgroups

Actions

hostgroups/edit
hostgroups/update

hostgroups/architecture
_selected

hostgroups/process_hos
tgroup

hostgroups/architecture
_selected

hostgroups/domain_sele
cted

hostgroups/environment
_selected

hostgroups/medium_sel
ected

hostgroups/os_selected

hostgroups/use_image_s
elected

hostgroups/process_hos
tgroup

hostgroups/puppetclass
_parameters

host/process_hostgroup

puppetclasses/paramete
rs

api/v2/hostgroups/upda
te

api/v2/parameters/creat
e

api/v2/parameters/upda
te

api/v2/parameters/destr
oy

api/v2/parameters/reset

api/v2/hostgroup_classe
s/index

api/v2/hostgroup_classe
s/create

api/v2/hostgroup_classe
s/destroy

=5

ok

trE
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destroy_hostgroups

view_hosts

Actions

hostgroups/destroy

api/v2/hostgroups/destr
oy

hosts/index
EH/BR
hosts/errors
hosts/active
hosts/out_of_sync
hosts/disabled
hosts/pending
hosts/vm
hosts/externalNodes
hosts/pxe_config

hosts/storeconfig_klasse
s

hosts/auto_complete_se
arch

hosts/bmc
hosts/runtime
hosts/resources
hosts/templates
hosts/overview
hosts/nics
dashboard/OutOfSync
dashboard/errors
dashboard/active

unattended/host_templa
te

unattended/hostgroup_t
emplate

api/v2/hosts/index

api/v2/hosts/show

=

]
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create_hosts

api/v2/hosts/get_status

api/v2/hosts/vm_compu
te_attributes

api/v2/hosts/template
api/v2/interfaces/index
api/v2/interfaces/show
locations/mismatches

organizations/mismatch
es

hosts/puppet_environm
ent_for_content_view

katello/api/v2/host_auto
complete/auto_complet
e_search

katello/api/v2/host_erra
ta/index

katello/api/v2/host_erra
ta/show

katello/api/v2/host_erra
ta/auto_complete_searc
h

katello/api/v2/host_subs
criptions/index

katello/api/v2/host_subs
criptions/events

katello/api/v2/host_subs
criptions/product_conte
nt
katello/api/v2/hosts_bul

k_actions/installable_err
ata

katello/api/v2/hosts_bul
k_actions/available_incre
mental_updates

katello/api/v2/host_pac
kages/index

hosts/new
hosts/create

hosts/clone

93
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® hosts/compute_resource
_selected

® hosts/domain_selected

® hosts/environment_sele
cted

® hosts/hostgroup_or_envi
ronment_selected

® hosts/medium_selected
® hosts/os_selected

® hosts/use_image_select
ed

® hosts/process_hostgrou
p

® hosts/process_taxonom
Yy

® hosts/current_parameter
S

® hosts/puppetclass_para
meters

® hosts/template_used
® hosts/interfaces

® compute_resources/clus
ter_selected

® compute_resources/tem
plate_selected

® compute_resources/pro
vider_selected

® compute_resources/reso
urce_pools

® puppetclasses/paramete
rs

® subnets/freeip

e interfaces/new

® api/v2/hosts/create

® api/v2/interfaces/create
® api/v2/tasks/index

dit_hosts
edit- ® hosts/edit

® hosts/update

94



hosts/submit_multiple_e
nable

hosts/select_multiple_ho
stgroup

hosts/select_multiple_en
vironment

hosts/submit_multiple_di
sable

hosts/multiple_paramete
rs

hosts/multiple_disable
hosts/multiple_enable

hosts/update_multiple_e
nvironment

hosts/update_multiple_h
ostgroup

hosts/update_multiple_p
arameters

hosts/toggle_manage

hosts/select_multiple_or
ganization

hosts/update_multiple_o
rganization

hosts/disassociate

hosts/multiple_disassoci
ate

hosts/update_multiple_d
isassociate

hosts/select_multiple_o
wner

hosts/update_multiple_o
wner

hosts/select_multiple_po
wer_state

hosts/update_multiple_p
ower_state

hosts/select_multiple_pu
ppet_proxy

hosts/update_multiple_p
uppet_proxy

fii sk B. API fUBRFIZR
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® hosts/update_multiple_p
uppet_ca_proxy

® hosts/select_multiple_lo
cation

® hosts/update_multiple_|
ocation

® hosts/architecture_selec
ted

® hosts/compute_resource
_selected

® hosts/domain_selected

® hosts/environment_sele
cted

® hosts/hostgroup_or_envi
ronment_selected

® hosts/medium_selected
® hosts/os_selected

® hosts/use_image_select
ed

® hosts/process_hostgrou
p

® hosts/process_taxonom
Yy

® hosts/current_parameter
S

® hosts/puppetclass_para
meters

® hosts/template_used
® hosts/interfaces

® compute_resources/ass
ociate

® compute_resources/[:clu
ster_selected,
:template_selected,
:provider_selected,
‘resource_pools]

® compute_resources_vms
/associate

® puppetclasses/paramete
rs

® subnets/freeip

96
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Actions

api/v2/hosts/disassociat
e

api/v2/interfaces/create

api/v2/interfaces/updat
e

api/v2/interfaces/destro
y

api/v2/compute_resourc
es/associate

api/v2/hosts/host_collec
tions

katello/api/v2/host_erra
ta/apply

katello/api/v2/host_pac
kages/install

katello/api/v2/host_pac
kages/upgrade

katello/api/v2/host_pac
kages/upgrade_all

katello/api/v2/host_pac
kages/remove

katello/api/v2/host_subs
criptions/auto_attach

katello/api/v2/host_subs
criptions/add_subscripti
ons

katello/api/v2/host_subs
criptions/remove_subscr
iptions

katello/api/v2/host_subs
criptions/content_overri
de

katello/api/v2/hosts_bul
k_actions/bulk_add_host
_collections

katello/api/v2/hosts_bul
k_actions/bulk_remove_
host_collections

katello/api/v2/hosts_bul
k_actions/install_content

katello/api/v2/hosts_bul
k_actions/update_conte
nt

fii sk B. API fUBRFIZR
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o katello/api/v2/hosts_bul
k_actions/environment_c
ontent_view

o
St
ok
e

destroy_hosts
Y- ® hosts/destroy

@ hosts/multiple_actions
® hosts/reset_multiple
® hosts/multiple_destroy

® hosts/submit_multiple_d
estroy

® api/v2/hosts/destroy

® api/v2/interfaces/destro
y

o katello/api/v2/hosts_bul
k_actions/destroy_hosts

build_host
uild_hosts ® hosts/setBuild

® hosts/cancelBuild
® hosts/multiple_build

® hosts/submit_multiple_b
uild

® hosts/review_before_buil
d

® hosts/rebuild_config

® hosts/submit_rebuild_co
nfig

® tasks/show
® api/v2/tasks/index

® api/v2/hosts/rebuild_co
nfig

power_hosts
® hosts/power

® api/v2/hosts/power
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console_hosts

ipmi_boot

puppetrun_hosts

search_repository_image_search

view_images

create_images

Actions

fii sk B. API fUBRFIZR

=5

hosts/console

hosts/ipmi_boot

api/v2/hosts/boot

hosts/puppetrun

hosts/multiple_puppetru
n

hosts/update_multiple_p
uppetrun

api/v2/hosts/puppetrun

) Docker/ImageSearch
image_search/auto_com

plete_repository_name

image_search/auto_com
plete_image_tag

image_search/search_re
pository

images/index
images/show

images/auto_complete_
search

api/v2/images/index

api/v2/images/show

images/new
images/create

api/v2/images/create
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edit_images

destroy_images

view_lifecycle_environments

create_lifecycle_environments

edit_lifecycle_environments

destroy_lifecycle_environments

promote_or_remove_content_vie
ws_to_environments

100

Actions

images/edit
images/update

api/v2/images/update

images/destroy

api/v2/images/destroy

katello/api/v2/environm
ents/index

katello/api/v2/environm
ents/show

katello/api/v2/environm
ents/paths

katello/api/v2/environm
ents/repositories

katello/api/rhsm/candle
pin_proxies/rhsm_index

katello/environments/au
to_complete_search

katello/api/v2/environm
ents/create

katello/api/v2/environm
ents/update

katello/api/v2/environm
ents/destroy

Katello:KTEnvironment

Katello:KTEnvironment

Katello:KTEnvironment

Katello::KTEnvironment

Katello::KTEnvironment
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RS Actions

=
G
%
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view_locations . .
® |ocations/index

® |ocations/show

® |ocations/auto_complete
_search

® api/v2/locations/index

® api/v2/locations/show

create_locations "
o (IE/H

® |ocations/create

® |ocations/clone_taxono
my

® |ocations/step?2
® J|ocations/nest

® api/v2/locations/create

edit_locations ) .
® |ocations/edit

® |ocations/update

® |ocations/import_mismat
ches

® |ocations/parent_taxono
my_selected

® api/v2/locations/update

destroy_locations )
® |ocations/destroy

® api/v2/locations/destroy

assign_locations ) )
® |ocations/assign_all_host

s
® |ocations/assign_hosts

® |ocations/assign_selecte
d_hosts

101
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RS Actions

view_mail_notifications

view_media

create_media

edit_media

destroy_media

102

mail_notifications/index

mail_notifications/auto_
complete_search

mail_notifications/show

api/v2/mail_notifications
/index

api/v2/mail_notifications
/show

media/index
media/show

media/auto_complete_s
earch

api/v2/media/index

api/v2/media/show

K/ H
media/create

api/v2/media/create

media/edit
media/update

api/v2/media/update

media/destroy

api/v2/media/destroy

=
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view_models

create_models

edit_models

destroy_models

view_operatingsystems

Actions

models/index
models/show

models/auto_complete_
search

api/v2/models/index

api/v2/models/show

models/new
models/create

api/v2/models/create

models/edit
models/update

api/v2/models/update

models/destroy

api/v2/models/destroy

operatingsystems/index
operatingsystems/show

operatingsystems/bootfi
les

operatingsystems/auto_
complete_search

api/v2/operatingsystem
s/index

api/v2/operatingsystem
s/show

api/v2/operatingsystem
s/bootfiles

api/v2/os_default_templ
ates/index

api/v2/os_default_templ
ates/show

=

ok

t
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RS Actions

create_operatingsystems .
® operatingsystems/new

® operatingsystems/creat
e

® api/v2/operatingsystem
s/create

® api/v2/os_default_templ
ates/create

edit_operatingsystems . .
® operatingsystems/edit

® operatingsystems/updat
e

® api/v2/operatingsystem
s/update

® api/v2/parameters/creat
e

® api/v2/parameters/upda
te

® api/v2/parameters/destr
oy

® api/v2/parameters/reset

® api/v2/os_default_templ
ates/create

® api/v2/os_default_templ
ates/update

® api/v2/os_default_templ
ates/destroy

destroy_operatingsystems .
® operatingsystems/destr

oy

® api/v2/operatingsystem
s/destroy

® api/v2/os_default_templ
ates/create

104
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view_organizations

create_organizations

Actions

organizations/index
organizations/show

organizations/auto_com
plete_search

api/v2/organizations/ind
ex

api/v2/organizations/sh
ow

katello/api/v2/organizati
ons/index

katello/api/v2/organizati
ons/show

katello/api/v2/organizati
ons/redhat_provider

katello/api/v2/organizati
ons/download_debug_ce
rtificate

katello/api/v2/tasks/ind
ex

WK/ #Thee
organizations/create

organizations/clone_tax
onomy

organizations/step2
organizations/nest

api/v2/organizations/cre
ate

katello/api/v2/organizati
ons/create

=

]
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edit_organizations

destroy_organizations

assign_organizations

106

Actions

organizations/edit
organizations/update

organizations/import_mi
smatches

organizations/parent_tax
onomy_selected

api/v2/organizations/up
date

katello/api/v2/organizati
ons/update

katello/api/v2/organizati

ons/autoattach_subscrip
tions

organizations/destroy

api/v2/organizations/de
stroy

katello/api/v2/organizati
ons/destroy

organizations/assign_all_
hosts

organizations/assign_ho
sts

organizations/assign_sel
ected_hosts

=

]
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RS Actions

=
G
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view_ptables .
® ptables/index

e ptables/show

® ptables/auto_complete_
search

® ptables/revision
® ptables/preview
® api/v2/ptables/index
® api/v2/ptables/show

® api/v2/ptables/revision

create_ptables
® ptables/new

® ptables/create
® ptables/clone_template
® api/v2/ptables/create

® api/v2/ptables/clone

edit_ptables .
o ptables/edit

e ptables/update

® api/v2/ptables/update

destroy_ptables
@ ptables/destroy

® api/v2/ptables/destroy

lock_ptables
o ptables/lock

e ptables/unlock
® api/v2/ptables/lock

® api/v2/ptables/unlock

view_plugins
_plug ® plugins/index

® api/v2/plugins/index

107
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108

katello/products/auto_c
omplete_search

katello/api/v2/products/
index

katello/api/v2/products/
show

katello/api/v2/repositori
es/index

katello/api/v2/repositori
es/show

katello/api/v2/packages
/index

katello/api/v2/packages
/show

katello/api/v2/distributi
ons/index

katello/api/v2/distributi
ons/show

katello/api/v2/package_
groups/index

katello/api/v2/package_
groups/show

katello/api/v2/errata/ind
ex

katello/api/v2/errata/sh
ow

katello/api/v2/puppet_
modules/index

katello/api/v2/puppet_
modules/show

katello/errata/short_det
ails

katello/errata/auto_com
plete

katello/packages/details

katello/packages/auto_c
omplete

katello/puppet_modules
/show

katello/repositories/auto
_complete_library



create_products

katello/content_search/i
ndex

katello/content_search/
products

katello/content_search/r
epos

katello/content_search/
packages

katello/content_search/
errata

katello/content_search/
puppet_modules

katello/content_search/
packages_items

katello/content_search/
errata_items

katello/content_search/
puppet_modules_items

katello/content_search/r
epo_packages

katello/content_search/r
epo_errata

katello/content_search/r
epo_puppet_modules

katello/content_search/r
epo_compare_errata

katello/content_search/r
epo_compare_packages

katello/content_search/r
epo_compare_puppet_m
odules

katello/api/v2/products/
create

katello/api/v2/repositori
es/create

o
5
ok
iz

Katello:Product

fii sk B. API fUBRFIZR
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edit_products

destroy_products

Actions

katello/api/v2/products/
update

katello/api/v2/repositori
es/update

katello/api/v2/repositori
es/remove_content

katello/api/v2/repositori
es/import_uploads

katello/api/v2/repositori
es/upload_content

katello/api/v2/products_
bulk_actions/update_syn
c_plans

katello/api/v2/content_
uploads/create

katello/api/v2/content_
uploads/update

katello/api/v2/content_
uploads/destroy

katello/api/v2/organizati
ons/repo_discover

katello/api/v2/organizati
ons/cancel_repo_discov
er

katello/api/v2/products/
destroy

katello/api/v2/repositori
es/destroy

katello/api/v2/products_
bulk_actions/destroy_pr
oducts

katello/api/v2/repositori
es_bulk_actions/destroy
_repositories

=5

Katello:Product

Katello:Product
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sync_products

export_products

Actions

katello/api/v2/products/
sync

katello/api/v2/repositori
es/sync

katello/api/v2/products_
bulk_actions/sync_produ
cts

katello/api/v2/repositori
es_bulk_actions/sync_re
positories

katello/api/v2/sync/inde
X

katello/api/v2/sync_plan
s/sync

katello/sync_manageme
nt/index

katello/sync_manageme
nt/sync_status

katello/sync_manageme
nt/product_status

katello/sync_manageme
nt/sync

katello/sync_manageme
nt/destroy

katello/api/v2/repositori
es/export

prbsic)

=

Katello:Product

Katello:Product
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view_provisioning_templates

create_provisioning_templates

Actions

provisioning_templates/i
ndex

provisioning_templates/
show

provisioning_templates/r
evision

provisioning_templates/
auto_complete_search

provisioning_templates/
preview

api/v2/provisioning_tem
plates/index

api/v2/provisioning_tem
plates/show

api/v2/provisioning_tem
plates/revision

api/v2/template_combin
ations/index

api/v2/template_combin
ations/show

api/v2/template_kinds/i
ndex

provisioning_templates/
new

provisioning_templates/
create

provisioning_templates/
clone_template

api/v2/provisioning_tem
plates/create

api/v2/provisioning_tem
plates/clone

api/v2/template_combin
ations/create

=

P
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edit_provisioning_templates

destroy_provisioning_templates

deploy_provisioning_templates

lock_provisioning_templates

user_logout

my_account

Actions

provisioning_templates/
edit

provisioning_templates/
update

api/v2/provisioning_tem
plates/update

api/v2/template_combin
ations/update

provisioning_templates/
destroy

api/v2/provisioning_tem
plates/destory

api/v2/template_combin
ations/destory

provisioning_templates/
build_pxe_default

api/v2/provisioning_tem
plates/build_pxe_default

provisioning_templates/I
ock

provisioning_templates/
unlock

api/v2/provisioning_tem
plates/lock

api/v2/provisioning_tem
plates/unlock

users/logout

users/edit

katello/api/v2/tasks/sho
w

=5

ok

t
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api_status

view_puppetclasses

create_puppetclasses

Actions

api/v2/home/status/

puppetclasses/index
puppetclasses/show

puppetclasses/auto_co
mplete_search

api/v2/puppetclasses/in
dex

api/v2/puppetclasses/sh
ow

api/v2/smart_variables/i
ndex

api/v2/smart_variables/s
how

api/v2/smart_class_para
meters/index

api/v2/smart_class_para
meters/show

puppetclasses/new
puppetclasses/create

api/v2/puppetclasses/cr
eate

=

ok

t
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edit_puppetclasses

destroy_puppetclasses

import_puppetclasses

Actions

puppetclasses/edit
puppetclasses/update
puppetclasses/override

api/v2/puppetclasses/u
pdate

api/v2/smart_variables/c
reate

api/v2/smart_variables/
update

api/v2/smart_variables/
destroy

api/v2/smart_class_para
meters/create

api/v2/smart_class_para
meters/update

api/v2/smart_class_para
meters/destroy

puppetclasses/destroy

api/v2/puppetclasses/d
estroy

puppetclasses/import_e
nvironments

puppetclasses/obsolete_
and_new

api/v2/environments/im
port_puppetclasses

api/v2/smart_proxies/im
port_puppetclasses

=

ok

t
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=

M.
E
N

view_realms .
® realms/index

® realms/show

® realms/auto_complete_s
earch

® api/v2/realms/index

® api/v2/realms/show

create_realms
® realms/new

® realms/create

® api/v2/realms/create

edit_realms )
® realms/edit

® realms/update

® api/v2/realms/update

destroy_realms
® realms/destroy

® api/v2/realms/destroy

view_search .
o redhat_access/search/in

dex

view_cases .
o redhat_access/cases/ind
ex
o redhat_access/cases/cre
ate
attachments

o redhat_access/attachme
nts/index

o redhat_access/attachme
nts/create

16
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=5

CiE
Rl e® redhat_access/configura

tion/index

app_root
PP o redhat_access/redhat_a

ccess/index

view_log_viewer .
o redhat_access/logviewer

/index

I
98 o redhat_access/logs/inde

X

rh_telemetry_api
- y-ap o redhat_access/api/telem

etry_api/proxy
o redhat_access/api/telem

etry_api/connection_stat
us

rh_telemetry_view )
o redhat_access/analytics_

dashboard/index

rh_telemetry_configurations
e redhat_access/telemetry

_configurations/show

o redhat_access/telemetry
_configurations/update

view_roles .
® roles/index

® roles/auto_complete_se
arch

® api/v2/roles/index

® api/v2/roles/show

17
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create_roles

edit_roles

destroy_roles

access_settings

Actions

roles/new
roles/create
roles/clone

api/v2/roles/create

roles/edit
roles/update

api/v2/roles/update

roles/destroy

api/v2/roles/destroy

Home/settings
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view_smart_proxies

create_smart_proxies

Actions

smart_proxies/index
smart_proxies/ping

smart_proxies/auto_com
plete_search

smart_proxies/version
smart_proxies/show

smart_proxies/plugin_ve
rsion

smart_proxies/tftp_serv
er

smart_proxies/puppet_e
nvironments

smart_proxies/puppet_d
ashboard

smart_proxies/log_pane

smart_proxies/failed_mo
dules

smart_proxies/errors_car
d

smart_proxies/modules_
card

api/v2/smart_proxies/in
dex

api/v2/smart_proxies/sh
ow

api/v2/smart_proxies/ve
rsion

api/v2/smart_proxies/lo
g

smart_proxies/new
smart_proxies/create

api/v2/smart_proxies/cr
eate

=

]
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=

”
3
P

edit_smart_proxies . .
® smart_proxies/edit

® smart_proxies/update
® smart_proxies/refresh

® smart_proxies/expire_lo
gs

® api/v2/smart_proxies/up
date

® api/v2/smart_proxies/re
fresh

destroy_smart_proxies )
® smart_proxies/destroy

® api/v2/smart_proxies/de
stroy

view_smart_proxies_autosign o
® autosign/index

® autosign/show

® autosign/counts

® api/v2/autosign/index
create_smart_proxies_autosign )

® autosign/new

® autosign/create

destroy_smart_proxies_autosign )
® autosign/destroy

view_smart_proxies_puppetca .
® puppetca/index

® puppetca/counts

® puppetca/expiry

edit_smart_proxies_puppetca
® puppetca/update

destroy_smart_proxies_puppetca
® puppetca/destroy
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view_subnets .
® subnets/index

® subnets/show

® subnets/auto_complete_
search

® api/v2/subnets/index

® api/v2/subnets/show

create_subnets
® subnets/new

® subnets/create

® api/v2/subnets/create

edit_subnets .
® subnets/edit

® subnets/update

® api/v2/subnets/update

destroy_subnets
® subnets/destroy

® api/v2/subnets/destroy

import_subnets .
® subnets/import

® subnets/create_multiple
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view_subscriptions

attach_subscriptions

unattach_subscriptions

Actions

katello/api/v2/subscripti
ons/index

katello/api/v2/subscripti
ons/show

katello/api/v2/subscripti
ons/available

katello/api/v2/subscripti
ons/manifest_history

katello/api/v2/subscripti
ons/auto_complete_sear
ch

katello/api/v2/repositor
y_sets/index

katello/api/v2/repositor
y_sets/show

katello/api/v2/repositor
y_sets/available_reposit
ories

katello/api/v2/subscripti
ons/create

katello/api/v2/subscripti
ons/destroy

=

#HlF (Organization)

HlF9 (Organization)

HlF9 (Organization)
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import_manifest

delete_manifest

view_sync_plans

Actions

katello/products/availabl
e_repositories

katello/products/toggle_
repository

katello/providers/redhat
_provider

katello/providers/redhat
_provider_tab

katello/api/v2/subscripti
ons/upload

katello/api/v2/subscripti
ons/refresh_manifest

katello/api/v2/repositor
y_sets/enable

katello/api/v2/repositor
y_sets/disable

katello/api/v2/subscripti
ons/delete_manifest

katello/sync_plans/all
katello/sync_plans/index

katello/sync_plans/auto
complete_search

katello/api/v2/sync_plan
s/index

katello/api/v2/sync_plan
s/show

katello/api/v2/sync_plan
s/add_products

katello/api/v2/sync_plan
s/remove_products

katello/api/v2/sync_plan
s/available_products

katello/api/v2/products/
index

fii sk B. API fUBRFIZR
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HlF9 (Organization)

HlF9 (Organization)

Katello:SyncPlan
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create_sync_plans

edit_sync_plans

destroy_sync_plans

124

Actions PRy

. Katello::SyncPlan
o katello/api/v2/sync_plan

s/create

. Katello:SyncPlan
o katello/api/v2/sync_plan

s/update

. Katello:SyncPlan
o katello/api/v2/sync_plan

s/destroy

my_organizations .
o katello/api/rhsm/candle

pin_proxies/list_owners

view_usergroups .
® usergroups/index

® usergroups/show

® usergroups/auto_compl
ete_search

® api/v2/usergroups/index

® api/v2/usergroups/show

create_usergroups
® usergroups/new

® usergroups/create

® api/v2/usergroups/creat
e

edit_usergroups .
® usergroups/edit

® usergroups/update

® api/v2/usergroups/upda
te

destroy_usergroups
® usergroups/destroy

® api/v2/usergroups/destr
oy



RS Actions

view_users

create_users

edit_users

destroy_users

=
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users/index
users/show

users/auto_complete_se
arch

api/v2/users/index

api/v2/users/show

FA 7 /%
users/create

users/auth_source_selec
ted

api/v2/users/create

users/edit
users/update

users/auth_source_selec
ted

users/test_mail

api/v2/users/update

users/destroy

api/v2/users/destroy
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