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AR =p g =t 7009 g

[ 2108 X AR M = 15t
B 1RGN SO IR BE R IRHME B THIETRA] T AR AN R ST,
87T LLE IS 7E Bugzilla Hidsk—4 ticket R R It -
1. FME Bugzilla Mk,
2. 1 Component FE&H, fA Documentation,
3. 7E Description FE&H, HIAMBLUUAMEIN, SIECHEME XIS HIEEE,

4. = Submit Bug,


https://bugzilla.redhat.com/enter_bug.cgi?product=Red Hat Satellite
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BI1EEN
TIETERET —PMERREMEH(REST)AP, APl AIEHETF X NSRS EE AT A Web FREIZ 4+
E B TIE TLEIAE, REST APl X F E7Ef¥ Red Hat Satellite BIThEES@id HTTP 15in] AP BIE & R
AN ARFERNFLZAANEEARER,
1.1. RED HAT SATELLITE API #h
i REST APl BU{L & 4E -
o [TZMENIHYR - X HTTP MM MEMEIRIES. ERSREETLUER AP,

o BEHIRSNARERF - BEFHimNARFEERYVH Red Hat Satellite EMZRIFENIHN, R NAFEZ
1T R BN,

o ETHRMEIN - ETHIRMN REST HARM T EEEIMEFEAENBRA AR,
& A LMEF REST APl HUTUATESS -

o ST REI&EM,

o SB=HNARFEN,

o HITEIMLAET HEREES,

o FHAMABIIMITEREES.

YIRERF R T ERS SN, HREREAESE Satellite AP S SRR AR F RTINS, APl 6
Satellite lR AT,

1.2. SATELLITE APl 5 HAMMER CLI TEyti

SFFZES, ERILMER Hammer # Satellite APl, BB LUER Hammer {5 T2 API B9 AR FER
. 5130, EBEEIASLNBXT AP BN, 15# A -debug £ Hammer AR API A -
hammer --debug ZHZ151%.

EESH, 8 Hammer (e S EEEILE API HE, RELEFEK, XTERIMFHITKE Hammer 63
S EFEEMERERN, 52ER, £ APIGSHHAERES TLE AP &5,

HER, BWNFNEHREA AP OSHEIA, T Hammer £EEIRM API BN, NEELZER
#EZ % Hammer CLI 5/,


https://access.redhat.com/documentation/zh-cn/red_hat_satellite/6.12/html/hammer_cli_guide/

E2EAPISE

253 API BE

SEEEM) API B| LT https:/satellite.example.com/apidoc/v2.html B9 T 2R S525 £, iH:EE, BfFEHR
Satellite 6 API BIARAS 1% 2, ZLIE{ 2 RERRA 2,

2.1. 7% APl 1E%

LT RBIERER python3 £ R 1L Satellite RSS2 F 8 respone, £ RHEL 7 #1—L£5%
[HBXRSiH, Ew/ifERA python MAZ python3,

ANiE AP| 5| T~ AP| BRI ERR, BImE S A HTTP &1 :
I HTTP_VERB API_ROUTE

TEF APL, A curl 6 EERISE AL AP| B EIEIEH S

$ curl -request HTTP_VERB\ (1]
--insecure \ 9
--user sat_username:sat_password\ 6

--data @file.json \

--header "Accept:application/json" \ 9

--header "Content-Type:application/json" \ G
--output file

API_ROUTE\ (8]

| python3 -m json.tool Q

ﬂ Z5% curl BF APIAA, E#EA --request LI E HTTP 31, {50 : --request POST,
Q ANI0 --insecure AT SSL peer MEF G UES
g fH M --user LR A P EHE.

X F POST #1 PUT 153k, 15{EA --data 1£71{% 1% JSON XN HIEIE, BLERIESH £4107
“IF JSON $UE(Z 1548 API1EK",

ﬁﬂ --data £ 1% JSON #IEN, B /{ER --header i£TIEE A TRk, BEZERESN
2 41177 "I JSON #iE L bhes APLIEK",

Q MIERSBTHRAN, iEER --output LI T & H ST

FERLLTHEINE API BRH : https://satellite.example.com/katello/api/activation_keys, £
Satellite 6 1, APIBhRA 2 2BIME, EE, THZETE APIHR URL HERA v2,

© ISifitEEMAE Python json.tool Hk, IUEEEAMM LI,

2.1.1.{EfH GETHTTP Verb
5 GET HTTP i M API FRREXINA 5% B =X 51RBIEIE.
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Bl
XN RBIE R Satellite EHHIRE -

53R :

$ curl --request GET --insecure --user sat_username:sat_password\
https://satellite.example.com/api/hosts | python3 -m json.tool

BINEN IR

"total": 2
"subtotal": 2
"page": 1,
"per_page": 20,
"search": null,
"sort": {
"by": null,
"order": null
b
"results":
output truncated

KB API BN R EHBRNER, XBERNE—NHEH, SNNERAGERIIEN 20, BEZER
HBM 8227 " T JSON ﬂﬁfﬁ‘%‘t"o

2.1.2. {8 POST HTTP Verb

{5 POST HTTP ZhiF S EUEIR 3T E AP J«X@JL?&E_EE\‘/ R. IR{ER JSON B RIRXH#E. ELE
BiFS M 8 4117 "% JSON #UREHE4 APIER",

Pl
XADRBIOIE T —NEUE,

1. GIB—1se4E, 40 activation-key.json, ERZAMT :

I {"organization_id":1, "name":"TestKey", "description":"Just for testing"}

2. @I 7E activation-key.json T4 FR 5 FAEUHE S G2 BUETD -
TH R

$ curl --header "Accept:application/json" \

--header "Content-Type:application/json" --request POST \
--user sat_username:sat_password --insecure \

--data @activation-key.json \
https://satellite.example.com/katello/api/activation_keys \

| python3 -m json.tool

BINEN IR
{
"id": 2

"name": "TestKey",



}

"description”: "Just for testing",
"unlimited_hosts": true,
"auto_attach": true,
"content_view_id": null,
"environment_id": null,
"usage_count": 0,
"user_id": 3,
"max_hosts": null,
"release_version": null,
"service_level": null,
"content_overrides": [

],
"organization": {
"name": "Default Organization",
"label": "Default_Organization",
"id": 1
b
"created_at": "2017-02-16 12:37:47 UTC",
"updated_at": "2017-02-16 12:37:48 UTC",
"content_view": null,
"environment": null,
"products": null,
"host_collections™": |

1,

"permissions”: {
"view_activation_keys": true,
"edit_activation_keys": true,
"destroy_activation_keys": true

}

E2EAPISE

3. WIEHTBUEN RS FE. 7 Satellite Web Ul #1, S:fiiiEl Content > Activation keys LA E &Y
R,

2.1.3. 5 PUT HTTP Verb

2/ PUT HTTP hiA BN A EHM INEINE TR, U AER JSON AR HIE. BEZERESN

5 41077 " JSON BHEIL B4 APIIER",

Bl
ABIEH T LA AR TestKey BUE,

1. YRt Z BRI M activation-key.json 3T, TR :

I {"organization_id":1, "name":"TestKey", "description":"Just for testing","max_hosts":"10" }

2. A JSON Xy E L -

TH R :

$ curl --header "Accept:application/json" \
--header "Content-Type:application/json" --request PUT \
--user sat_username:sat_password --insecure \



Red Hat Satellite 6.12 APl 355

--data @activation-key.json \
https://satellite.example.com/katello/api/activation_keys/2 \
| python3 -m json.tool

BINEN IR
{
"id": 2,

"name": "TestKey",
"description”: "Just for testing",
"unlimited_hosts": false,
"auto_attach": true,
"content_view_id": null,
"environment_id": null,
"usage_count": 0,
"user_id": 3,
"max_hosts": 10,
"release_version": null,
"service_level": null,
"content_overrides": [

1,

"organization™: {
"name": "Default Organization",
"label": "Default_Organization",
"id": 1

},

"created_at": "2017-02-16 12:37:47 UTC",

"updated_at": "2017-02-16 12:46:17 UTC",

"content_view": null,

"environment": null,

"products”: null,

"host_collections": |

1,

"permissions”: {
"view_activation_keys": true,
"edit_activation_keys": true,
"destroy_activation_keys": true

}

}

3. 7£ Satellite Web Ul &1, FfiiE| Content > Activation keys 3230 iE Bk,

2.1.4.{EF DELETE HTTP Verb
EMPRTTR, ®IYF DELETE #hid5 API BB —RER, ZBRBEPESEEMRITHR 1D,

=~
XA REIHER 1D 2 B9 TestKey BUER -

TH R :

I $ curl --header "Accept:application/json" \



E2EAPISE

--header "Content-Type:application/json" --request DELETE \
--user sat_username:sat_password --insecure \
https://satellite.example.com/katello/api/activation_keys/2 \

| python3 -m json.tool

nINEN IR

output omitted
"started_at": "2017-02-16 12:58:17 UTC",
"ended_at": "2017-02-16 12:58:18 UTC",
"state": "stopped",
"result": "success",
"progress": 1.0,
"input": {
"activation_key": {
"id": 2,
"name": "TestKey"
output truncated

215. % APIHERERE S API BIBAEX
API| {3 RAILs &S5 REE IR ¢
I Nested Resource.Attribute_Name

XM AP B| AR FERIUTER :

I Resource[Nested_Resource_attributes][Attribute_Name_id]

2.2. Tf# JSON MM &=
VA APIREIMZER, K JSON &R, AP R E 55t N S N E SRS R,

LUTFRBIERMER python3 £ R 1L Satellite RSS2 F 8 respone, £ RHEL 7 #1—L£5%
IBE9RGiR, &/ python M2 python3,

B—%TRE JSON MR A& =
IRET LUE R B —XT R JSON R SRIEE AT R, K AT REY AP 15 K BEXT RIME—FRIART tid,
X i Satellite B RN RIGKRIERBIRB, ID 23 :

TH R :

$ curl --request GET --insecure --user sat_username:sat_password\
https://satellite.example.com/api/domains/23 | python3 -m json.tool

BN TIE

I (
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"id": 283,

"name": "qa.lab.example.com"”,
"fullname": "QA",

"dns_id": 10,

"created_at": "2013-08-13T09:02:31Z",
"updated_at": "2013-08-13T09:02:31Z"

£ 51 JSON MR A
EERENMEENRIIEK, £E JSON ML KL HE metadata FE&H results RO 2HK .

LIF 2 Satellite HFIRMESERBABIRA :

TH R :

$ curl --request GET --insecure --user sat_username:sat_password\
https://satellite.example.com/api/domains | python3 -m json.tool

BINEN TR

"total": 3,
"subtotal": 3,
"page": 1,
"per_page": 20,
"search": null,
"sort": {

"by": null,

"order": null

b

"results": [
{

"id": 23,
"name": "ga.lab.example.com"”,
"fullname": "QA",
"dns_id": 10,
"created_at": "2013-08-13T09:02:31Z",
"updated_at": "2013-08-13T09:02:31Z"

"id": 25,

"name": "sat.lab.example.com",
"fullname": "SATLAB",

"dns_id": 8,

"created_at": "2013-08-13T08:32:48Z2",
"updated_at": "2013-08-14T07:04:03Z2"

"id": 32,

"name": "hr.lab.example.com",
"fullname": "HR",

"dns_id": 8,

"created_at": "2013-08-16T08:32:48Z",
"updated_at": "2013-08-16T07:04:03Z"

10



E2EAPISE

}
]
}

Wil B TR = B
API R LT o 8UEFER -
o total - X HERSHHREH,
e subtotal - REIEEHRSHIINRHE, WREEHER, I subtotal FF total,
e Tim - MES,
e per_page - BN ITTEREIMR AN RBE,
o limit - FEE AN HIREIEERIN REE,
o offset - IROIESHIBLIT BN REE,
e search - EF scoped_scoped iEEMIERFFSH,
* sort
o by- B AFERIEE API NESIHITHF.
o order- HEFlliF, Bl ASC #F, =k DESC XK,

o 4R -NRHES,

1
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5 3 Z AP AR BPRIIE
5 Satellite AP REBZES TLEMRS 85 CA IEHHH1T SSL BHRIE, FH5HMM Satellite A EIE#H1T
BRUIE, AER T AT LE R RIIE A,
3.1. SSL Hn 4kt

Red Hat Satellite fifl HTTPS, 1£45 Red Hat Satellite Server @{EFT1E Mt — ERE MBI S I0F,
Satellite 6.12 "X #FIE SSL #EIE,

BAMIIETLERSSEHFERAS RN, WIFBEN 7 SRSSRIED, UIIENBEBEEHFIE & M
(CALMEET ERSBHED.

3.1.1. g & SSL &35

HEALTSE N AP EREBBEI T 2RSS H SSL BAHKIE,

it =
1. MIERSGSFIREEEME AU TR 2 —HT@ERIES :
o MREMILIEIRFSERINITaR T, HFEM SSHIREULES :

$ scp root@satellite.example.com:/var/www/html/pub/katello-server-ca.crt /etc/pki/ca-
trust/source/anchors/satellite.example.com-katello-server-ca.crt

o MMRIVEEIE Satellite RS2 LTRSS, HRIUETEHIE /etc/pki/ca-
trust/source/anchors B3 H :

$ cp /var/'www/html/pub/katello-server-ca.crt /etc/pki/ca-
trust/source/anchors/satellite.example.com-katello-server-ca.crt

2. FHEBRMEIFE CAFIKRA :

I update-ca-trust extract

o HiAN%A --cacert LI APl 15 RELIE NSS BUEER BT EEIULP :

$ curl --request GET \
--user sat_username:sat_password\
https://satellite.example.com/api/v2/hosts

3.2. HTTP 525 1E8Ed

FRAEXT Satellite API BYi5 K& R E B W Satellite BB E, AP A HTTP ERFHEIENHXLEE
UEFATSREY, FARINE Authorization TiskH, BXREARFMIIENESIER, 1HSH RFC 2617 HTTP
Authentication: Basic # Digest Access Authentication, IR 1E K& A SIEE LA Authorization F1

3k, APl £3%[0] 401 Authorization Required %15

12


http://tools.ietf.org/html/rfc2617

& 3 3= API A SR5IE

BF

ERGHEIESE BEBEENBRER, fltl, BN ATRR L EBL, RESTAPIEE
HTTPS #4740 XX A& KL K A &,

BLE base64 ERFRIEBHEILFRD NE 1T, HERAHTHELLEEST. X2FBIRLTN, HFEB—1 i
RENIE K, Authorization PRk B3RS EIE AL Firal B — 1T 5,
3.3. DAV S hE B p 58 uE gtk
Red Hat Satellite 238l  FLIE APHERBID AV A SR, MAFEREIHELE, LU AR5
WwENH B, MRERECNESE BRI, ATUBEEE.
3.3.1 BB — 1M A R4S hE
BRI RRCI AN AT A S hE,
i =
1. 7E Satellite Web Ul #7, 3# A E| Administer > Users,
2. EFEEBENEQUBN NG SERNE .
3. 7E Personal Access Tokensi&lii£7, s Add Personal Access Token,
4. AN NI R4 AR,

5. ®Jik : EFE Expires BESRIXKE S HIA . MRERARESHAE, EED AU SRERKIT
FRITH, BRIEFRIMEH,

6. = Submit, ELk, 7E Personal Access Tokens EiTfi£&EIFE T AN A0 4 B,

B

WIREHENN A RS, EAEETEEER TAESVNERND AR SEE
BRiFE, B A Copy to clipboard £ &I/ AR5 hE,

1. [ Satellite lRS5 88 & i APIIER, FHEREBN A5G REITHRINIE

# curl https://satellite.example.com/api/status --user
My _Username:My_Personal_Access Token

2. TEROZWEIRS TN 200 BN, B0
I {"satellite_version":"6.12.0","result":"ok","status":200,"version":"3.5.1.10","api_version":2}

INREHTRIRE Personal Access TokensiEli&, B LLENAVFSEEE R &EFERN
8],

3.3.2. BN AT

13
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5 B AN AR TE o B B BB RS D AU R4 R
e
1. 1£ Satellite Web Ul #1, # A% Administer > Users,
2. IEEEEERENANRISENAF,
3. 7£ Personal Access Tokens £/, FHEEEHEHEBID ANV RS,

4, EREREEAN ANV EE5511 89 Actions 5 A 52 Revoke,

1. [ Satellite fRF588 4 H APIER, FF2ulfE BBEN D AV RIS REHIT ERINIE |

# curl https://satellite.example.com/api/status --user
My _Username:My_Personal_Access Token

2. MRWEBILUTFHEEER -

{

"error": {"message":"Unable to authenticate user My Username"}

}

3.4. OAUTH &P 5 iERE R

ENBEREHEIENERERE, BILUERERM OAuth 1.0 BH%IE, XBER AR AN 1.0a FE19D
¥ OAuth,

E & E Satellite Web Ul B OAuth ZiE, 155 MM ZE Administer > Settings > Authentication, OAuth
HRAEBAR HE OAuth B in{E A S,

Satellite ¥ OAuth % B7Zf#7E /etc/foreman/settings.yaml X4, {E satellite-installer B AHE &1
Li%iE, EH Satellite AN KBNS I XXHFRIERF B BN,

3.4.1. Edi& OAuth

BEER OAuth X B, HEAMEETH A satellite-installer, i AL T &5 5 HATE OAuth tHX %52
Rt

I # satellite-installer --full-help | grep oauth

J2 F OAuth BR&T

EINBERT, Satellite 7FA OAuth AP ERIZRFCHINEBRE R API B GK 7, ELb, AP SIEFT
A Satellite #iE, B2, EHeTLUIEEForeman A A 5K IR &IXTZ B P BOEERT A,

E/S A OAuth AP BRES, 1EM AL TG4 -

I # satellite-installer --foreman-oauth-map-users true

14



& 3 3= API A SR5IE

BF

T E%AF N OAuth IHERFPBIRLE R, BEEENFBE T AER T LUERL T/
Foreman A,

3.4.2. OAuth iFKER

B OAuth APl 5 REEE— N AIE Foreman B P #9Z 51 Authorization F12L#) FOREMAN-
USER #53k, BN :

--header 'FOREMAN-USER: sat_username'\

--header 'Authorization: OAuth
oauth_version="1.0",0auth_consumer_key="secretkey",0auth_signature_method="hmac-
shail",oauth_timestamp=timestamp,oauth_signature=signature'

HE
fE M OAuth B imZEMERTE OAuth %, B X{EH requests_oauthlib Python &R

=B, ESHLERRERB A& T Red Hat Satellite 6 AEY python BIAEF OAuth
S35 UE T AT AP A .

Nl

ABIFIE T A OAuth #H4T B DI IEAIZRI, 15K7E FOREMAN-USER #72k F {8 f sat_username FA
%, ¥ --foreman-oauth-map-users 1% &7 true B, MR XEERAP ARG RINEEE, FERBTE
NS, HTTP AEH URI Bk,

TH R :

$ curl 'https://satellite.example.com/api/architectures' \

--header 'Content-Type: application/json' \

--header 'Accept:application/json’ \

--header 'FOREMAN-USER: sat_username'\

--header 'Authorization: OAuth
oauth_version="1.0",0auth_consumer_key="secretkey",0auth_signature_method="hmac-
shail",oauth_timestamp=13271473112,0auth_signature=118hR8/0gj/XVuOqMPB9gN,Sy6E='

Lth B

® OAuth Core 1.0 11T A BIZ#Y

\

15


https://access.redhat.com/solutions/4240401
https://oauth.net/core/1.0a/
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# 48 NEIESH APILER

AEMSR T ®ET curl, Ruby #1 Python [ Red Hat Satellite & 3% API &R, FiRMHRA,

4.1. £/ CURL #4T API 53K
AT 7 a0 {E A curl # Satellite APl H#dT&FMES,

Red Hat Satellite EZFA HTTPS, BEOAIEPFHITEN IR, MNREILZA R Satellite lRSS23IUET,
o0 26 30777 "SSL BpS itk frak, EALUFER --insecure EISHT IEHIGE,

SFRASBREIE, EALMER -user ELL --user username:password IR L ER P EIE, =
FMRERTERN, ZaSRRTERMANZEN, BERER2NG, TERBHaSEE®SYT, Bhe
B f= B BN shell [ SBICSRI— BB 93, AN 17 ARBYR I R S 3 T 1A S R 25 1D,

EER, MREFEA --silent £, curl A& ERHFETTESEMEEIRHER.

AZRAEA Python json.tool &M R L HiH,

4.1.1. 5 JSON #iE L1845 APIIE R

IRATLME A APE R EIRG R4 T 2RSS %8, BUBL /IR JSON &R, HfEH --data £TIIEE
JSON #UEHT, M TiE R --header EIi%ELLT HTTP Frk :

--header "Accept:application/json" \
--header "Content-Type:application/json"

AL TR — M --data LTS FEHE
1. AXES {} HEHEIS JSON BNBIEHE. Xy JSON RESEILBER, Bkt a5 "

with backslashes\, f#ll, EAESH, EWA0HF "Example JSON Variable" #& =1t
\"Example JSON Variable\" :

--data {"id":44, "smart_class_parameter":{"override":"true", "parameter_type":"json",
"default_value":"{\"GRUB_CMDLINE_LINUX\": {\"audit\":\"1\" \"crashkernel\":\"true\"}}"}}

2. RINBISH JSON BABBIFEEXHF, FHH @ FSMXMHRIEE. H :
I --data @file.json
K JSON A BIRERAA B XHBEUATIS
o (ME LA AR E LR XA wEE 2R
o MAELMEAEEREREERE R,
o EELMERATIEME JSON HiEMARMSEFRERLE.,
$5E JSON 24

&/ json_verify TERE JSON XHHBEMIE :

I $ json_verify < test _file.json

16



B 4E FEESH APLIEXR

41.2. FRFTRIE

AR T 204l A Satellite 6 API £/ curl EM Satellite FBBIERE R, IXLRAFIEIE requests F I
R, BNEHEHETFENGR,

LU RBIERER python3 £ R 1 Satellite RSS2 8 respone, £ RHEL 7 #1—L£5%
IBE9RGih, &/ python M2 python3,

SUH A

XADRPIZIRE Satellite FHRFIFRBIERIFER, AHIHN Satellite B, XEFRFROTHIFEHRE
BEIETIR, HAEREECOREEIRN K.

TH R :

$ curl --request GET --insecure --user sat_username:sat_password\
https://satellite.example.com/api/users | python3 -m json.tool

i B 7~ A5
{
"page": 1,
"per_page": 20,
"results”: [
{
"admin": false,

"auth_source_id": 1,
"auth_source_name": "Internal”,
"created_at": "2018-09-21 08:59:22 UTC",
"default_location": null,
"default_organization": null,

"description": ",

"effective_admin": false,

"firstname": ",

"id": 5,

"last_login_on": "2018-09-21 09:03:25 UTC",
"lastname": "",

"locale": null,

"locations™: [],

"login": "test",

"mail": "example@domain.com",
"organizations": [

{
"id": 1,
"name": "Default Organization"
}
1,
"ssh_keys": [],

"timezone": null,
"updated_at": "2018-09-21 09:04:45 UTC"

"admin": true,
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"auth_source_id": 1,
"auth_source_name": "Internal”,
"created_at": "2018-09-20 07:09:41 UTC",
"default_location": null,
"default_organization": {
"description™: null,
"id": 1,
"name": "Default Organization”,
"title": "Default Organization”
b
"description": "",
"effective_admin": true,
"firstname": "Admin",
"id": 4,
"last_login_on": "2018-12-07 07:31:09 UTC",
"lastname": "User",
"locale": null,
"locations": |
{
"id": 2,
"name": "Default Location"
}
1,
"login": "admin",
"mail": "root@example.com"”,
"organizations": [
{
"id": 1,
"name": "Default Organization"
}
1,
"ssh_keys": [],
"timezone": null,
"updated_at": "2018-11-14 08:19:46 UTC"

}
],
"search": null,
"sort": {
"by": null,
"order": null
b
"subtotal": 2,
"total": 2

4.1.3. | BB R TR

AR T a04al{E A curl # Satellite 6 API g4 T EIRSS 25 LRIFIR, XL AP B EKEE T AP
WAL json G IEEIE. BLSERIESH 5 4117 F JSON #IRE(L 44 APITER",

S~
XARBIER -data ETARA S, LURHAIERESR.

TH R :
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$ curl --header "Accept:application/json" \

--header "Content-Type:application/json" --request POST \

--user sat_username:sat_password --insecure \

--data "{\"firstname\":\" Test

Name\" \"mail\":\"test@example.com\" \"login\":\"test_usen"\"password\":\"password123\" \"auth_sour
ce_id\":7}"\

https://satellite.example.com/api/users | python3 -m json.tool

125G
XA RBUERIE QA O first name F &K test_user,

TH R :

$ curl --header "Accept:application/json" \

--header "Content-Type:application/json" --request PUT \

--user sat_username:sat_password --insecure \

--data "{\"firstname\":\"New Test

Name\" \"mail\":\"test@example.com\" \"login\":\"new _test usen"\"password\":\"password123\" \"auth
_source_id\": 7}"\

https://satellite.example.com/api/users/8 | python3 -m json.tool

4.2. [ RUBY #1T APl iE3K
AR 7 WA B Ruby 5 Satellite API H#UiT & TS,

BF

XEZREIEANS S, EERE, FRHREFMAREXLEHNA, FERERZE. B
£, BHMEMER, LENEZBCHEE,

4.2.1. {# A Ruby B &

lﬂ:HfI]ZFLT%@J Red Hat Satellite 6 API, #ﬁ]JLQE//\, ”(FTQE//\EPﬁ]JL—AEZiRo QD%WQE//\EW_T_
HIARERIZAEN, MRAFAPEFEERMAIME, ZHARSIXERFRE,

#l/usr/bin/ruby

require 'rest-client'
require 'json’

url = 'hitps://satellite.example.com/api/v2/'
katello_url = "#{url}/katello/api/v2/"

$username = 'admin’
$password = 'changeme'

org_name = "MyOrg"
environments = [ "Development”, "Testing", "Production” ]

# Performs a GET using the passed URL location
def get_json(location)
response = RestClient::Request.new(
:method => :get,
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:url => location,

:user => $username,

:password => $password,

:headers => { :accept => :json,

:content_type => :json }
).execute
JSON.parse(response.to_str)

end

# Performs a POST and passes the data to the URL location
def post_json(location, json_data)
response = RestClient::Request.new(
:method => :post,
:url => location,
:user => $username,
:password => $password,
:headers => { :accept => :json,
:content_type => :json},
‘payload => json_data
).execute
JSON.parse(response.to_str)
end

# Creates a hash with ids mapping to names for an array of records
def id_name_map(records)
records.inject({}) do |map, record|
map.update(record['id'] => record['name'])
end
end

# Get list of existing organizations
orgs = get_json("#{katello_url}/organizations")
org_list = id_name_map(orgs['results'])

if lorg_list.has_value?(org_name)

# If our organization is not found, create it

puts "Creating organization: \t#{org_name}"

org_id = post_json("#{katello_url}/organizations", JSON.generate({"name"=> org_name}))["id"]
else

# Our organization exists, so let's grab it

org_id = org_list.key(org_name)

puts "Organization \"#{org_name}\" exists"
end

# Get list of organization's lifecycle environments

envs = get_json("#{katello_url}/organizations/#{org_id}/environments")
env_list = id_name_map(envs[results'])

prior_env_id = env_list.key("Library")

# Exit the script if at least one life cycle environment already exists
environments.each do |e|
if env_list.has_value?(e)
puts "ERROR: One of the Environments is not unique to organization”
exit
end
end
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# Create life cycle environments
environments.each do |environment|

puts "Creating environment: \t#{environment}"

prior_env_id = post_json("#{katello_url}/organizations/#{org_id}/environments",
JSON.generate({"name" => environment, "organization_id" => org_id, "prior_id" => prior_env_id}))
["id"]
end

4.2.2. 7 Ruby i {#F Apipie Bindings

Apipie 487 = pipie 1C3KH API A M Ruby 4. 1M Satellite FKEXFF2&1F API E X, REREFE
4R AP, ABIOERELS, REEAARUBR=AINMNE, NRIZAFSERE, BASFERIZASR, 1m0
REPAPBEETMIME, ZHARSILEERFERE,

#l/usr/bin/tfm-ruby
require 'apipie-bindings'

org_name = "MyOrg"
environments = [ "Development”, "Testing", "Production” ]

# Create an instance of apipie bindings
@api = ApipieBindings::APl.new({
:uri => 'https://satellite.example.com/',
:username => 'admin’,
:password => 'changeme’,
:api_version => 2

Y

# Performs an API call with default options
def call_api(resource_name, action_name, params = {})
http_headers = {}
apipie_options = { :skip_validation => true }
@api.resource(resource_name).call(action_name, params, http_headers, apipie_options)
end

# Creates a hash with IDs mapping to names for an array of records
def id_name_map(records)
records.inject({}) do |map, record|
map.update(record['id'] => record['name'])
end
end

# Get list of existing organizations
orgs = call_api(:organizations, :index)
org_list = id_name_map(orgs['results'])

if lorg_list.has_value?(org_name)

# If our organization is not found, create it

puts "Creating organization: \t#{org_name}"

org_id = call_api(:organizations, :create, {'organization' => { :name => org_name }})['id']
else

# Our organization exists, so let's grab it

org_id = org_list.key(org_name)
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puts "Organization \"#{org_name}\" exists"
end

# Get list of organization's life cycle environments

envs = call_api(:lifecycle_environments, :index, {'organization_id' => org_id})
env_list = id_name_map(envs[results'])

prior_env_id = env_list.key("Library")

# Exit the script if at least one life cycle environment already exists
environments.each do |e|
if env_list.has_value?(e)
puts "ERROR: One of the Environments is not unique to organization"
exit
end
end

# Create life cycle environments
environments.each do |environment|
puts "Creating environment: \t#{environment}"
prior_env_id = call_api(:lifecycle_environments, :create, {"name" => environment, "organization_id"
=> org_id, "prior_id" => prior_env_id })['id"]
end

4.3. A PYTHON B9 API 153k
AR 7 WA Python F Satelite AP HUT & HHESS,

B

XEZREIEANS S, EERE, FHREFMAREXLEHNA, FERERTZE. B
£, BHMEMBER, LLENEZBACHEE,

AT R RBIBI AT A SSL KiF5 REST API 32 H,

4.3.1. {8 Python Ol &

ltthkk*ﬁgu Red Hat Satellite 6 API, #ﬁ]JLQE//\, ﬁFTQE//\EPﬁ]JL—AEXiRo ZID%W?E//\ETT_
HIARERIZAS, MRAHAPEFEERMAIME, ZHARSIKERFRE,

Python 2 =l

#l/usr/bin/python

import json
import sys

try:
import requests

except ImportError:
print "Please install the python-requests module."
sys.exit(-1)

# URL to your Satellite 6 server
URL = "https://satellite.example.com"
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# URL for the API to your deployed Satellite 6 server
SAT_API = "%s/katello/api/v2/" % URL

# Katello-specific API

KATELLO_API = "%s/katello/api/" % URL
POST_HEADERS = {'content-type': 'application/json'}
# Default credentials to login to Satellite 6
USERNAME = "admin"

PASSWORD = "changeme"

# Ignore SSL for now

SSL_VERIFY = False

# Name of the organization to be either created or used
ORG_NAME = "MyOrg"

# Name for life cycle environments to be either created or used
ENVIRONMENTS = ["Development", "Testing", "Production"]

def get_json(location):

Performs a GET using the passed URL location

r = requests.get(location, auth=(USERNAME, PASSWORD), verify=SSL_VERIFY)

return r.json()

def post_json(location, json_data):

Performs a POST and passes the data to the URL location

result = requests.post(
location,
data=json_data,
auth=(USERNAME, PASSWORD),
verify=SSL_VERIFY,
headers=POST_HEADERS)

return result.json()

def main():
Main routine that creates or re-uses an organization and
life cycle environments. If life cycle environments already
exist, exit out.

# Check if our organization already exists
org = get_json(SAT_API + "organizations/" + ORG_NAME)

# If our organization is not found, create it
if org.get('error', None):
org_id = post_json(
SAT_API + "organizations/",
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json.dumps({"name": ORG_NAME}))["id"]
print "Creating organization: \t" + ORG_NAME
else:
# Our organization exists, so let's grab it
org_id = org['id']
print "Organization '%s' exists." % ORG_NAME

# Now, let's fetch all available life cycle environments for this org...
envs = get_json(
SAT_API + "organizations/" + str(org_id) + "/environments/")

# ... and add them to a dictionary, with respective 'Prior' environment
prior_env_id =0
env_list = {}
for env in envs['results']:
env_listfenv['id']] = env['name']
prior_env_id = env['id'] if env['name'] == "Library" else prior_env_id

# Exit the script if at least one life cycle environment already exists

if all(environment in env_list.values() for environment in ENVIRONMENTS):
print "ERROR: One of the Environments is not unique to organization”
sys.exit(-1)

# Create life cycle environments
for environment in ENVIRONMENTS:
new_env_id = post_json(
SAT_API + "organizations/" + str(org_id) + "/environments/",
json.dumps(
{
"name": environment,
"organization_id": org_id,
"prior": prior_env_id}

Hl'id']

print "Creating environment: \t" + environment
prior_env_id = new_env_id

4.3.2. i Python M AP 1ERER
XR—ROIBIA, ©ER Python #1T&H APl EK,

Python 2 =l

#l/usr/bin/python

import json

import sys

try:
import requests

except ImportError:
print "Please install the python-requests module."
sys.exit(-1)
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SAT_API = 'https://satellite.example.com/api/v2/'
USERNAME = "admin"

PASSWORD = "password"

SSL_VERIFY = False # Ignore SSL for now

def get_json(url):
# Performs a GET using the passed URL location
r = requests.get(url, auth=(USERNAME, PASSWORD), verify=SSL_VERIFY)
return r.json()

def get_results(url):
jsn = get_json(url)
if jsn.get(‘error):
print "Error: " + jsn['error]['message’]
else:
if jsn.get('results'):
return jsn['results']
elif 'results' not in jsn:
return jsn
else:
print "No results found"
return None

def display_all_results(url):
results = get_results(url)
if results:
print json.dumps(results, indent=4, sort_keys=True)

def display_info_for_hosts(url):
hosts = get_results(url)
if hosts:
for host in hosts:
print "ID: %-10d Name: %-30s IP: %-20s OS: %-30s" % (host['id'], host['name'], host['ip'],
host['operatingsystem_name])

def main():
host = 'satellite.example.com'’
print "Displaying all info for host %s ..." % host
display_all_results(SAT_API + 'hosts/' + host)

print "Displaying all facts for host %s ..." % host
display_all_results(SAT_API + 'hosts/%s/facts' % host)

host_pattern = 'example’
print "Displaying basic info for hosts matching pattern '%s'..." % host_pattern
display_info_for_hosts(SAT_API + 'hosts?search="+ host_pattern)

environment = 'production’
print "Displaying basic info for hosts in environment %s..." % environment
display_info_for_hosts(SAT_API + 'hosts?search=environment=' + environment)

model = 'RHEV Hypervisor'

print "Displaying basic info for hosts with model name %s..." % model
display_info_for_hosts(SAT_API + 'hosts?search=model=""+ model + ™)
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if _name_ ==" main_ "
main()

Python 3 =l

#l/usr/bin/env python3

import json
import sys

try:
import requests

except ImportError:
print("Please install the python-requests module.")
sys.exit(-1)

SAT = "satellite.example.com”

# URL for the API to your deployed Satellite 6 server
SAT_API = f"https:/{SAT}/api/"

KATELLO_API = f"https://{SAT}/katello/api/v2/"

POST_HEADERS = {'content-type': 'application/json'}

# Default credentials to login to Satellite 6

USERNAME = "admin"

PASSWORD = "password"

# Ignore SSL for now

SSL_VERIFY = False

#SSL_VERIFY = "./path/to/CA-certificate.crt”" # Put the path to your CA certificate here to allow
SSL_VERIFY

def get_json(url):
# Performs a GET using the passed URL location
r = requests.get(url, auth=(USERNAME, PASSWORD), verify=SSL_VERIFY)
return r.json()

def get_results(url):
jsn = get_json(url)
if jsn.get(‘error):
print("Error: " + jsn['error['message'])
else:
if jsn.get('results'):
return jsn['results']
elif 'results' not in jsn:
return jsn
else:
print("No results found")
return None

def display_all_results(url):
results = get_results(url)
if results:
print(json.dumps(results, indent=4, sort_keys=True))

def display_info_for_hosts(url):
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hosts = get_results(url)
if hosts:
print(f'{'ID":10}{'Name":40}{'IP":30}{'Operating System':30}")
for host in hosts:
print(f"{str(host['id"]):10}{host['name']:40}{str(host['ip"]):30}
{str(host['operatingsystem_name']):30}")

def display_info_for_subs(url):
subs = get_results(url)
if subs:
print(f'{'ID":10}{'Name":90}{'Start Date":30}")
for sub in subs:
print(f"{str(sub['id"]):10}{sub['name']:90}{str(sub['start_date"):30}")

def main():
host = SAT
print(f'Displaying all info for host {host} ...")
display_all_results(SAT_API + 'hosts/' + host)

print(f'Displaying all facts for host {host} ...")
display_all_results(SAT_API + f'hosts/{host}/facts’)

host_pattern = 'example’
print(f'Displaying basic info for hosts matching pattern '{host_pattern}'...")
display_info_for_hosts(SAT_API + 'hosts?per_page=1&search=name~' + host_pattern)

print(f'Displaying basic info for subscriptions”)
display_info_for_subs(KATELLO_API + 'subscriptions’)

environment = 'production’

print(f"Displaying basic info for hosts in environment {environment}...")
display_info_for_hosts(SAT_API + 'hosts?search=environment=' + environment)
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5 5% {1/ RED HAT SATELLITE API

AENE T WMAFEE Red Hat Satellite AP HUUT R EMES B RAFI, EaILUET HTTPS Eim 0 443 EF B
AP|, SREEiHO 8443 L@iT HTTPS EIRERSS 2=+ {F A,

BRI ARG POIEXERENImOZE R, Fa0, £ Ruby A, ERILIERE Satellite # Capsule
URL, #0FA7 :

url = 'https:// satellite.example.com/api/v2/'
capsule_url = 'https://capsule.example.com:8443/api/v2/'
katello_url = 'https://satellite.example.com/katello/api/v2/

SFIT R 2RSS 2Rk AR S5O EM, (R RILUE [server] Ef 4 BYim 0 55 B RHEEM
/etc/rhsm/rhsm.conf XX#1/i[n] API FREHIIERIR O, &0 LS X E(EE T2 EIMLA, MHERiEM
FERIFEE AL O

AEMEA curl L %E APITER, BLHERESH 5 417 “EA curl #17 APIHER" .

AZRAEFA Python json.tool &M R L HiH,

5.1 FEAEMN

PUFRBIERFER python3 &1t Satellite IRS5 25 B respone, £ RHEL 7 #1—4£5¢
[HRXRSiH, Ew/ifERA python MAZ python3,

S EMH
ABIR[E Satellite EHFIR,

53R :

$ curl -request GET --insecure --user sat_username:sat_password\
https://satellite.example.com/api/v2/hosts | python3 -m json.tool

BN TIE
{
"total" => 2,
"subtotal" => 2,
"page" => 1,
"per_page" => 1000,
"search" => nil,
"sort" => {
"by" => nil,
"order" => nil
2
"results" => |
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HEHFERER

ItEiE kR B E 4 satellite.example.com BI{E &,

TH R :

$ curl --request GET --insecure --user sat_username:sat_password\
https://satellite.example.com/api/v2/hosts/ satellite.example.com \
| python3 -m json.tool

BN TIE

"all_puppetclasses": [],
"architecture_id": 1,
"architecture_name": "x86_64",
"build": false,
"capabilities": [

"build"
1,
"certname": "satellite.example.com",
"comment": null,
"compute_profile_id": null,

HHFEHES
ItEiE KR B E 41 satellite.example.com BIFFE E 5L,

5K :

$ curl --request GET --insecure --user sat_username:sat_password\
https://satellite.example.com/api/v2/hosts/ satellite.example.com/facts \
| python3 -m json.tool

i B 7~ A5
{
‘.‘-r-esults": {

"satellite.example.com": {
"augeasversion": "1.0.0",
"bios_release_date": "01/01/2007",
"bios_version": "0.5.1",

"blockdevice _sr0_size": "1073741312",
"facterversion": "1.7.6",

A ERERIEREN
tEE A SRESER "example"ICERRIFFA £,

TH R :
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$ curl --request GET --insecure --user sat_username:sat_password\
https://satellite.example.com/api/v2/hosts?search=example \
| python3 -m json.tool

BN TIE

"results”: [
{

"name": "satellite.example.com",

}
],

"search": "example",

EMRHPEETN
A i 2R B 4 P IR R IR A E M.
TH R
$ curl --request GET --insecure --user sat_username:sat_password\

https://satellite.example.com/api/v2/hosts?search=environment=production \
| python3 -m json.tool

BINEN TR

"results”: [
{

"environment_name": "production”,
"name": "satellite.example.com",

}
],

"search": "environment=production"”,

ERNFESSHEEREN
&R EFFE AR L RHEV Hypervisor B9E 1,

TH R :

$ curl --request GET --insecure --user sat_username:sat_password\
https://satellite.example.com/api/v2/hosts?search=model=\"RHEV+Hypervisor\" \
| python3 -m json.tool

BINEN IR
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"results": [
{
"model_id": 1,
"model_name": "RHEV Hypervisor",
"name": "satellite.example.com",

-
]

"search": "model=\"RHEV Hypervisor\"",

}
THEREM,
BT KPR FRH hostl.example.com BIEHL.

TH R :

$ curl --request DELETE --insecure --user sat_username:sat_password\
https://satellite.example.com/api/v2/hosts/ host1.example.com\
| python3 -m json.tool

TEGEES| SR B &
BEIERIRIER ID NEHN T RS AT K.

TH R :

$ curl --request GET --insecure --user sat_username:sat_password\
https://satellite.example.com/api/bootdisk/hosts/host _ID?full=true \
--output image.iso

5.2. E AL e FHEEAR

RIS AR E R AINS RN R BRI, KL HERENRRFEAARNEINNE. £
EERR MBS R FEEE], SR AP QIRREEENE SRS, HEA prior_id 35,

IR BI LLTE https://satellite.example.com/apidoc/v2/lifecycle_environments.html %I A F 4 & EHIEA

IEMANE APl 5%, API BHS#E /katello/api/environments 7]
/katello/api/organizations/:organization_id/environments.

LT RBIERMER python3 £ R 1 Satellite RSS2 8 respone, £ RHEL 7 #1—L£5%
|BE9RGi, &/ python M2 python3,

Hi 4 Ap B HAEA R
R L AP F B & Satellite EECIAVIBIFRE HaTEMBARINE, ID N1,

TH R :
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$ curl --header "Accept:application/json" \

--header "Content-Type:application/json" \

--request GET --user sat_username:sat_password --insecure \
https://satellite.example.com/katello/api/organizations/1/environments \
| python3 -m json.tool’

BN TIE

output omitted
"description": null,

"id": 1,
"label": "Library",
"library": true,

"name": "Library",

"organization": {
"id": 1,
"label": "Default_Organization",
"name": "Default Organization”

2

"permissions": {
"destroy_lifecycle_environments": false,
"edit_lifecycle_environments": true,
"promote_or_remove_content_views_to_environments": true,
"view_lifecycle_environments": true

}

rior": null,
"successor": null,
output truncated

IR 4 AR
{5 AN B SR ()32 A i R AR MR R 2

LRFREER 1D o9 1 BROAEIME, FohRIR 4 aAEIMRRER,

| EFREERFESNINALEGREIE, FEE D FIHIME, EXNRAIH, 1D 1B
TH R :

$ curl --request GET --user sat_username:sat_password --insecure \
https://satellite.example.com/katello/api/environments/1 \
| python3 -m json.tool

NN TR

output omitted
"id": 1,
"label": "Library",
output omitted
"prior": null,
"successor": null,
output truncated

2. BIE—/ JSON x4, #0life-cycle.json, HEFEELUTHE :
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I {"organization_id":1,"label":"api-dev","name":"AP| Development","prior":1}

3. JF prior ETHLE N 1 RO 4E B EHIEE,
TH R :

$ curl --header "Accept:application/json" \

--header "Content-Type:application/json" \

--request POST --user sat_username:sat_password --insecure \
--data @life-cycle.json \
https://satellite.example.com/katello/api/environments \

| python3 -m json.tool

nINEN TR

output omitted

"description™: null,

"id": 2,

"label": "api-dev",

"library": false,

"name": "API Development",

"organization™: {
"id": 1,
"label": "Default_Organization",
"name": "Default Organization”

b

"permissions”: {
"destroy_lifecycle_environments": true,
"edit_lifecycle_environments": true,
"promote_or_remove_content_views_to_environments": true,
"view_lifecycle_environments": true

2
"prior": {

"id": 1,

"name": "Library"
2

output truncated

EaSHEER, BUUELERRBRIMRER D H 2, BizEaRBIMRER 1. R IDh 284%
AR, X NEMELE— T,

4. GutEZ RIOIREY S en A json 30, BT PRE. AR # 2 AT BY(E.

I {"organization_id":1,"label":"api-ga","name":"AP| QA","prior":2}

5. J% prior ETHLE N 2 F A4 SR HIEE,
TH R :

$ curl --header "Accept:application/json" \

--header "Content-Type:application/json" \

--request POST --user sat_username:sat_password --insecure \
--data @life-cycle.json \
https://satellite.example.com/katello/api/environments \

| python3 -m json.tool
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EINEN IR

output omitted

"description": null,

"id": 3,

"label": "api-ga",

"library": false,

"name": "API QA",

"organization™: {
"id": 1,
"label": "Default_Organization",
"name": "Default Organization”

b

"permissions”: {
"destroy_lifecycle_environments": true,
"edit_lifecycle_environments": true,
"promote_or_remove_content_views_to_environments": true,
"view_lifecycle_environments": true

2
"prior": {

"id": 2,

"name": "API Development"
2

"successor": null,
output truncated

ETHEHAp, BALUERTERERINMEN IDE3, BiZEaRBINERE 2.

e S S E BN
A LMER PUT se B AT £ ar AR,

XARBNERER T £ BRI RER, H D43,

TH R :

$ curl --header "Accept:application/json" \

--header "Content-Type:application/json" \

--request POST --user sat_username:sat_password --insecure \
--data '{"description":"Quality Acceptance Testing"}' \
https://satellite.example.com/katello/api/environments/3 \

| python3 -m json.tool

NN TIE

output omitted

"description™: "Quality Acceptance Testing",
"id": 3,
"label": "api-ga",
"library": false,
"name": "API QA",
"organization™: {

"id": 1,

"label": "Default_Organization",

"name": "Default Organization”

b
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"permissions”: {
"destroy_lifecycle_environments": true,
"edit_lifecycle_environments": true,
"promote_or_remove_content_views_to_environments": true,
"view_lifecycle_environments": true

2
"prior": {

"id": 2,

"name": "API Development"
2

output truncated
THIBR 4 65 R HAEA R
AT AR — B RSN E R BEIME, Ait, FERUTRXNGSLERITERRE]

TH R :

$ curl --request DELETE --user sat_username:sat_password --insecure \
https://satellite.example.com/katello/api/environments/ :id

53. MHALER T 2RSS 2%
AR T a0 {5 A Satellite 6 AP KRB S L (53 5 AR Satellite RSS2, X MRS RUA S

7%
1 B EEER,
2. LRRA,
3. FARA,
4. R EEER,
A A E R A RN 2MB, BXEFBERNBNIFIFIESE LIEXTF 2MBHAS,

it =

. HHEa LMo ERS TERT
THKRB

I $ export name=jg-1.6-2.el7.x86_64.rpm

2. 304 checksum 2 EC44 45 & checksum :
15 KRB :

I $ export checksum=$(sha256sum $name|cut -c 1-65)

3. WX HERNDPEAETE KN -
53R :

I $ export size=$(du -bs $name|cut -f 1)
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4, UTFHSOIE—NHIEEEK, FER K # checksum iRENE K L% 1D,
15 KRB :

$ curl -H 'Content-Type: application/json’ -X POST -k \

-u sat_username:sat_password -d "{\"size\": \"$size\", \
\"checksum\":\"$checksum\"}" \

https://$(hostname -f)/katello/api/v2/repositories/76/content_uploads

HEXMIERT, 76 B—DEM#E ID w6,

TH R :
I {"upload_id":"37eb5900-597e-4ac3-9bc5-2250c302fdc4"}

5. f$Ef% 1D B4, 45 & upload_id :
TH R

I $ export upload_id=37eb5900-597e-4ac3-9bc5-2250c302fdc4

6. NEEE LT E BENTAABE

I $ export path=/root/jg/jg-1.6-2.el7.x86_64.rpm

7. LRENRE, BEEE LEBUBNEREMRMN MIME X8, API £ application/json MIME £
B, KREZHUEKENS Satellite 6 . 2HE upload_id. MIME ERMEMBSE K LIERA,
THKRB

$ curl -u sat_username:sat_password -H Accept:application/json -H \
Content-Type:multipart/form-data -X PUT --data-urlencode size=$size --data-urlencode
offset=0\

--data-urlencode content@${path} \

https://$(hostname -f)/katello/api/v2/repositories/76/content_uploads/$upload_id

8. MARLERTERSSRE, BEEFESAREYNEME, ERmItS R, TERSST
SRMEFRNE,
TH R :

$ curl -H "Content-Type:application/json" -X PUT -u \
sat_username:sat_password -k -d \

"(\"uploads\":[{\"id\": \"$upload_id\", \"name\": \"$name\", \
\"checksum\": \"$checksum\" }]}" \

https://$(hostname -f)/katello/api/v2/repositories/76/import_uploads

9. MW EEZHFAREE, BRI EEER, XRBERIE LG T2 s BRI A I e 22
I‘E[IQ
TH R :

$ curl -H 'Content-Type: application/json' -X DELETE -k \
-u sat_username:sat_password-d "{}" \
https://$(hostname -f)/katello/api/v2/repositories/76/content_uploads/$upload_id

HEXF 2 MBHKRA
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LUFRALER T A2 BIR, Gl EfER, EfBa M, JFES AT Satellite, REMIFRL
BiER, 1HER, ATBERRIRE. ENE. A&, FilE ID NxXH4,

L BHHaLmomis TEE ¢

I $ export name=bpftool-3.10.0-1160.2.1.el7.centos.plus.x86_64.rpm
2. 438 checksum 2 EE%5 % 2 checksum :

I $ export checksum=$(sha256sum $namejcut -c 1-65)
3. {xXHRNPEELE KN -

I $ export size=$(du -bs $name|cut -f 1)

4, LTS OIE—NHIEEEK, FER K 1 checksum iRENE K L% 1D,
TH R :

$ curl -H 'Content-Type: application/json’ -X POST -k \

-u sat_username:sat_password -d "{\"size\": \"$size\", \
\"checksum\":\"$checksum\"}" \

https://$(hostname -f)/katello/api/v2/repositories/76/content_uploads

EXFIERT, 76 @ —MEMHE ID R,

o)

I {"upload_id":"37eb5900-597e-4ac3-9bc5-2250c302fdc4"}
5 L% ID2E4%ZE upload_id :

I $ export upload_id=37eb5900-597e-4ac3-9bc5-2250c302fdc4

6. FXXHEDRK 2MB H -

$ split --bytes 2MB --numeric-suffixes \
--suffix-length=1 bpftool-3.10.0-1160.2.1.el7.centos.plus.x86_64.rpm bpftool

oy 4B
$ Is bpftool[0-9] -I
-rw-r--r--. 1 root root 2000000 Mar 31 14:15 bpftool0
-rw-r--r--. 1 root root 2000000 Mar 31 14:15 bpftool1
-rw-r--r--. 1 root root 2000000 Mar 31 14:15 bpftool2

-rw-r--r--. 1 root root 2000000 Mar 31 14:15 bpftool3
-rw-r--r--. 1 root root 868648 Mar 31 14:15 bpftool4

7. [HFRS XHRIRIR D RS T ERE,

I $ export path=/root/tmp/bpftool
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8. Lf&xxiik, RFEESEIM O FFih, B— NS, NEA XN 2000000, FEFERAR
BEHLUARIMAEXHERNMEX, BiEEE, FREI7E path ZEFFEH, W ${path}0. ${pathil,
TH R :

$ curl -u sat_username:sat_password -H Accept:application/json -H \
Content-Type:multipart/form-data \

-X PUT --data-urlencode size=$size --data-urlencode offset=0 \
--data-urlencode content@${path}0 https://$(hostname -
f)/katello/api/v2/repositories/76/content_uploads/$upload_id

$ curl -u sat_username:sat_password -H Accept:application/json -H \
Content-Type:multipart/form-data \

-X PUT --data-urlencode size=$size --data-urlencode offset=2000000 \
--data-urlencode content@${path}1 https://$(hostname -
f)/katello/api/v2/repositories/76/content_uploads/$upload_id

$ curl -u sat_username:sat_password -H Accept:application/json -H \
Content-Type:multipart/form-data \

-X PUT --data-urlencode size=$size --data-urlencode offset=4000000 \
--data-urlencode content@${path}2 https://$(hostname -
f)/katello/api/v2/repositories/76/content_uploads/$upload_id

$curl -u sat_username:sat_password -H Accept:application/json -H \
Content-Type:multipart/form-data \

-X PUT --data-urlencode size=$size --data-urlencode offset=6000000
--data-urlencode content@${path}3 https://$(hostname -
f)/katello/api/v2/repositories/76/content_uploads/$upload_id

$ curl -u sat_username:sat_password -H Accept:application/json -H \
Content-Type:multipart/form-data \

-X PUT --data-urlencode size=$size --data-urlencode offset=8000000 \
--data-urlencode content@${path}4 https://$(hostname -
f)/katello/api/v2/repositories/76/content_uploads/$upload_id

9. NEEBEMLSARNFMEE :
$ curl -H "Content-Type:application/json" -X PUT -u \
sat_username:sat_password -k -d \
"(\"uploads\":[{\"id\": \"$upload_id\", \

\"name\": \"$name\", \"checksum\": \"$checksum\" }J}" \
https://$(hostname -f)/katello/api/v2/repositories/76/import_uploads

10. MHBREZEXK -
$ curl -H 'Content-Type: application/json’ -X DELETE -k \

-u sat_username:sat_password-d "{}" \
https://$(hostname -f)/katello/api/v2/repositories/76/content_uploads/$upload_id

tREERE
EFER, MREAEFERAUTRELEAZEENAS

TH R :
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$ curl -H 'Content-Type: application/json’ -X POST -k \
-u sat_username:sat_password -d "{\"size\": \"$size\", \"checksum\":\"$checksum\"}" \
https://$(hostname -f)/katello/api/v2/repositories/76/content_uploads

XNHASREINA ST ID MARLE ID, ST :
I {"content_unit_href":"/pulp/api/v3/content/file/files/c1bcdfb8-d840-4604-845e-86e82454c747/"}

EaERItEEFERARSALRE, NABRNEEMEES :
KRB

$ curl -H "Content-Type:application/json" -X PUT -u \

sat_username:sat_password -k \-d \

"(\"uploads\":[{\"content_unit_id\": \"/pulp/api/v3/content/file/files/c1bcdfb8-d840-4604-845e-
86e82454c747N\", \

\"name\": \"$name\", \ \"checksum\": \"$checksum\" }]}" https://$(hostname -
f)/katello/api/v2/repositories/76/import_uploads

FE, JAFA#EMA upload_id BN content_unit_id.

5.4. FENEN BRI ENHENES
AT LMER AP S EERR BEIEN. IHARINES, UTFE PUT i RIERIEE

$ curl --header "Accept:application/json" \

--header "Content-Type:application/json" --request PUT \
--user sat_username:sat_password --insecure \

--data json-formatted-data https://satellite7.example.com

&R LA BT APl doc RE RIS S &3 TR A #NAHI URL, EA LA Satellite Web Ul 3£ &5 B & T8
REIHHIE R, 7 A Hosts > Host Collections Fi&F— 1N EHNES. # A Collection Actions > Errata
Installation FEEERERENS. B0, XFHEH my-collection E’JEM% , BRESE
host_collection="my-collection",

FSEhR N AR

XANRBIMER API URL T #2312 /F /katello/api/hosts/bulk/install_content, LA =& 518 3T B HIHE
Eﬁo

TH R

$ curl --header "Accept:application/json" \

--header "Content-Type:application/json" --request PUT \

--user sat_username:sat_password --insecure \

--data "{\"organization_id\":1,\"included\":{\"search\":\"my-hosA"} ,\"content_type\":\"errata\",\"content\":
[\"RHBA-2016:1981\"]}" \

https://satellite.example.com/api/v2/hosts/bulk/install_content

RN ARENES

EARFIGR, HEEELRIERFHFE host_collection="my-collection” FTEHIZ ], %0 Satellite Web Ul
[Ziganes
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TH R :

$ curl --header "Accept:application/json" \

--header "Content-Type:application/json" --request PUT \

--user sat_username:sat_password --insecure \

--data "{\"organization_id\":1,\"included\":{\"search\":\"host_collection=\\\"my-
collection\"\"},\"content_type\":\"errata\",\"content\":[\"RHBA-2016:1981\"]}" \
https://satellite.example.com/api/v2/hosts/bulk/install_content

5.5. R RER

BRI LTE Web Ul R ERBTHEEBRENNEESH, IFESER, HSH EZ Red Hat Satellite H
B F R RS,

BN, EERFEN, HRUTEE
1. 7£ Satellite Web Ul A1, 5% Hosts > All Hosts, fA/S &1l Search FEEE T RIERS IR,
2. HEGEFERERSI, TEAXFIF, HE os_title 71 H=HY,

3. EEM API iR HEERSE, TR :
TH R :

$ curl --insecure --user sat_username:sat_password\
https://satellite.example.com/api/v2/hosts?
search=0s_title=\"RedHat+7.7\",model=\"PowerEdge+R330\" \
| python3 -m json.tool

TE K@ A python3 & (b Satellite IR55 23B89 respone, £ RHEL 7 #1—
LIZIRMRSIH, B python A2 python3,

BINEN TR
{
‘.‘-r-esults": [
{
"model_id": 1,

"model_name": "PowerEdge R330",
"name": "satellite.example.com",
"operatingsystem_id": 1,
"operatingsystem_name": "RedHat 7.7",

}

I,

"search": "os_title=\"RedHat 7.7\",;model=\"PowerEdge R330\"",
"subtotal": 1,

"total": 11
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5.6. [T A PAGINATION CONTROL Hi# %

KA LUEF per_page 7 page 9 TISHERH AP #REMIRLOMNERLER, per_page 2H#igEEN
TIEMLE RSN, page SEIEEIR per_page 20T EMTIE, LUERE.

LIERIEE T AL TS, BREMBIATIEERIZE H 1000, {H per_page [ERIEINE N 20, £
E page SN A ERIME.

SIHAREE
ABIFETTEHRE — Content Views 51K, FIERHBBDIESE 10 MEFHIREIE =1 TTH,

TH R :

$ curl --request GET --user sat_username:sat_password\
https://satellite.example.com/katello/api/content_views?per_page=10&amp;page=3

S ECET
XARBEREH A 1D 1T HBIHEEBIER IR, JIRFENTESESE 30 MEH, FREIBEZT.

TH R :

$ curl --request GET --user sat_username:sat_password\
https://satellite.example.com/katello/api/activation_keys?
organization_id=1&amp;per_page=30&amp;page=2
BEZATUE
TZRILAME R for TBIALEHIRER S AN L5 R T H,

XARGIGUE 138E 3 M MRBAE, SN HEA S PER -

$foriinseq13;do\

curl --request GET --user sat_username:sat_password\
https://satellite.example.com/katello/api/content_views?per_page=5&amp;page=3$i; \
done

5.7. BEERERSH

S LAME R AP B RERSHHARBE—NMEREEZELPTHNE RS, BT
https://satellite.example.com/apidoc/v2/smart_class_parameters/update.html BJNE API &
BT MBI BRI TR TR,

. BHREEBWNA Smart Class B2 ID -

o FIHMAEEERSE,
TH R :

$ curl --request GET --insecure --user sat_username:sat_password\
https://satellite.example.com/api/smart_class_parameters

o HIRIEAE Puppet £ ID, #05, MATLBREISEH :
=P N
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42

$ curl --request GET --insecure --user sat_username:sat_password\
https://satellite.example.com/api/puppetclasses/5/smart_class_parameters

XA H A ERIE S search B8, BALUTE Satellite Web Ul HEE AT RFRHITEIIRK,
SinZ Configure > Smart variables, REEIERBTIMES RTLUERFERIIE,

AN BHIE RS E puppetclass_name 1 key, ATRTEZREESEH. FHlm, FH
--data %501 (%5% URL JRiE#K4E.

TH R :

$ curl --request GET --insecure --user sat_username:sat_password\
--data 'search=puppetclass_name = access_insights_client and key = authmethod'\
https://satellite.example.com/api/smart_class_parameters

Satellite TP ESE E#FRIEE,

2. 3B S DR, JHBELIBEEENTEFS,

TH R :

$ curl --request GET --insecure --user sat_username:sat_password\
https://satellite.example.com/api/smart_class_parameters/63

. ERBESHIE.

TH R :

$ curl --header "Accept:application/json" \

--header "Content-Type:application/json" \

--request PUT --insecure --user sat_username:sat_password\
--data '{"smart_class_parameter":{"override":true}}' \
https://satellite.example.com/api/smart_class_parameters/63

HER, BXEFIUEIMRSH. BREBAHREM. Satellite (NFEMNIET ABIRE 1]
FMIMIFRSE.

. ANINBE BRI,

TH R :

$ curl --header "Accept:application/json" \

--header "Content-Type:application/json" \

--request PUT --insecure --user sat_username:sat_password\
--data '{"smart_class_parameter":{"override_value":
{"match":"hostgroup=Test","value":"2.4.6"}}}' \
https://satellite.example.com/api/smart_class_parameters/63

BXEZENESER, H5H
https://satellite.example.com/apidoc/v2/override_values.html,

. IEATLAMIPR B (E

TH R :

$ curl --request DELETE --user sat_username:sat_password\
https://satellite.example.com/api/smart_class_parameters/63/override_values/3
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5.8. AN BN ERER S
FRAAER T ETEE T R JSON #URHIIT R, FRIEEE = BnBYmiE 28 oT LAES Bh R e AN & 5%,

A=
. LA RBIE KA python3 A& L Satellite AR5 285 Y respone, £ RHEL 7 F1—Le4¢
A BB RGi, Ea7fER python MA=Z python3,

FEAABXHERE RS
AfIFEHE MOTD Puppet &,

1. AL Puppet 2 motd,

TH R :

$ curl --header "Accept:application/json™ \

--header "Content-Type:application/json" \

--request GET --user sat_user:sat_password --insecure \
https://satellite.example.com/api/smart_class_parameters?search=puppetclass_name=motd
\

| python3 -m json.tool

2. RENUTHE : SNEERSEHME—ID, HFE— Satellite LHIKILELFEH., motd & 1Y
AAE SHEX—TERSHHEE id=3, FEFIS Puppet Class & FEIHE ZH Puppet
Class ID B,

NN TIE

{

"avoid_duplicates": false,

"created_at": "2017-02-06 12:37:48 UTC", # Remove this line.
"default_value": "", # Add a new value here.
"description": ",

"hidden_value™": ",

"hidden_value?": false,

"id": 3,

"merge_default™: false,

"merge_overrides": false,

"override": false, # Set the override value to true.
"override_value_order": "fqdn\nhostgroup\nos\ndomain",
"override_values": [], # Remove this line.
"override_values_count": 0,

"parameter": "content”,

"parameter_type": "string",

"puppetclass_id": 3,

"puppetclass_name": "motd",

"required": false,

"updated_at": "2017-02-07 11:56:55 UTC", # Remove this line.
"use_puppet_default": false,

"validator_rule": null,

"validator_type": ™"

}

3. EASHID IRIEFET motd ZHHER, FHREHEEREIXMH, 0 output_file.json.
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TH R :

$ curl --header "Accept:application/json" \

--header "Content-Type:application/json" --request GET \
--user sat_user:sat_password --insecure \'
https://satellite.example.com/api/smart_class_parameters/3 \
| python3 -m json.tool > output_file.json

4. BE—S RN HEHRIERERNF XM, FII0 changed_file.json :
I $ cp output_file.json changed_file.json

5. B HEHRRENE, EAGH, & motd B content SEEKR, XFEENR override &M
false &/ true :

{

"avoid_duplicates": false,

"created_at": "2017-02-06 12:37:48 UTC", # Remove this line.
"default_value": "", # Add a new value here.
"description": ",

"hidden_value™": ",

"hidden_value?": false,

"id": 3,

"merge_default™: false,

"merge_overrides": false,

"override": false, # Set the override value to true.
"override_value_order": "fqdn\nhostgroup\nos\ndomain",
"override_values": [], # Remove this line.
"override_values_count": 0,

"parameter": "content”,

"parameter_type": "string",

"puppetclass_id": 3,

"puppetclass_name": "motd",

"required": false,

"updated_at": "2017-02-07 11:56:55 UTC", # Remove this line.
"use_puppet_default": false,

"validator_rule": null,

"validator_type": ™"

6. mEMHRE, HRIEEREM TR AEREFENR :

{

"avoid_duplicates": false,

"default_value": "No Unauthorized Access Allowed",
"description": ",

"hidden_value™: ",

"hidden_value?": false,

"id": 3,

"merge_default™: false,

"merge_overrides": false,

"override": true,
"override_value_order": "fqdn\nhostgroup\nos\ndomain",
"override values_count": 0,

"parameter": "content”,
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"parameter_type": "string",
"puppetclass_id": 3,
"puppetclass_name": "motd",
"required": false,
"use_puppet_default": false,
"validator_rule": null,
"validator_type": ™"

}
7. {SEN B E Satellite IRS5 25 -

$ curl --header "Accept:application/json" \

--header "Content-Type:application/json" \

--request PUT --user sat_username:sat_password --insecure \
--data @changed._file.json \
https://satellite.example.com/api/smart_class_parameters/3

5.9. fitlf& OPENSCAP i &

ELERSSEF, HBAIUMBR—NHE D OpenSCAP &, BE, LIEMBRIREGN, Sdsii— kikk—
NTHE, MEEMPBRATE Openscap ke, EEAIT bash BIA,

LARRGIE KT R BB A A python3 &1Lk B Satellite BRF525HIMN, £ RHEL 7
M—LLERIBRGEH, E41EA python M2 python3,

fiHIB& OpenSCAP &
ZHFR OpenSCAP 1k, BT

1. BIHHFRAE OpenSCAP ke, iCREEMRAIIRE 1D,
153K -

curl --insecure --user username:_password_ \
https://satellite.example.com/api/v2/compliance/arf_reports/ | python3 -m json.tool

nINEN IR

% Total % Received % Xferd Average Speed Time Time Time Current
Dload Upload Total Spent Left Speed
100 3252 0 3252 0 O 4319 0 --i--:-- ------ ----1-- 4318
{
"page": 1,
"per_page": 20,
"results”: [
{
"created_at": "2017-05-16 13:27:09 UTC",
"failed": 0,
"host": "host1.example.com",
"id": 404,
"othered": 0,
"passed": 0,
"updated_at": "2017-05-16 13:27:09 UTC"
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"created_at": "2017-05-16 13:26:07 UTC",
"failed": 0,

"host": "host2.example.com,

"id": 405,

"othered": 0,

"passed": 0,

"updated_at": "2017-05-16 13:26:07 UTC"

"created_at": "2017-05-16 13:25:07 UTC",
"failed": 0,

"host": "host3.example.com",

"id": 406,

"othered": 0,

"passed": 0,

"updated_at": "2017-05-16 13:25:07 UTC"

"created_at": "2017-05-16 13:24:07 UTC",
"failed": 0,
"host": "host4.example.com",
"id": 407,
"othered": 0,
"passed": 0,
"updated_at": "2017-05-16 13:24:07 UTC"
b
1,

"search": null,
"sort": {
"by": null,
"order": null
2
"subtotal": 29,
"total": 29

2. A E—%HMID, IR OpenSCAP ke, EEMEMKNEA D,
TH R :

# curl --insecure --user username:_password_ \
--header "Content-Type: application/json" \
--request DELETE https://satellite.example.com/api/v2/compliance/arf_reports/405

NN IR

HTTP/1.1 200 OK

Date: Thu, 18 May 2017 07:14:36 GMT

Server: Apache/2.4.6 (Red Hat Enterprise Linux)
X-Frame-Options: SAMEORIGIN

X-XSS-Protection: 1; mode=block
X-Content-Type-Options: nosniff

Foreman_version: 1.11.0.76

Foreman_api_version: 2

Apipie-Checksum: 2d39dc59aed19120d2359f7515e10d76
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Cache-Control: max-age=0, private, must-revalidate
X-Request-Id: f47eb877-35¢c7-41fe-b866-34274b56c506
X-Runtime: 0.661831

X-Powered-By: Phusion Passenger 4.0.18

Set-Cookie: request_method=DELETE; path=/
Set-Cookie: _session_id=d58fe2649e6788b87f46eabf8a461edd; path=/; secure; HitpOnly
ETag: "2574955fc0afc47cb5394ce95553f428"

Status: 200 OK

Vary: Accept-Encoding

Transfer-Encoding: chunked

Content-Type: application/json; charset=utf-8

BASH BB OpenSCAP & w=Hl
ERALLT bash BIAMIERFTA OpenSCAP i :

#!/bin/bash
#this script removes all the arf reports from the satellite server

#settings

USER=username
PASS=password
URI=https://satellite.example.com

#check amount of reports

while [ $(curl --insecure --user SUSER:$PASS $URl/api/v2/compliance/arf_reports/ | python3 -m
json.tool | grep \"\total\": | cut --fields=2 --delimiter":" | cut --fields=1 --delimiter"," | sed "s/ //g") -gt 0 ;
do

#fetch reports
for i in $(curl --insecure --user $USER:$PASS $URI/api/v2/compliance/arf_reports/ | python3 -m
json.tool | grep \"\id\": | cut --fields=2 --delimiter":" | cut --fields=1 --delimiter"," | sed "s/ //g")

#delete reports

do

curl --insecure --user USER:$PASS --header "Content-Type: application/json" --request DELETE
$URI/api/v2/compliance/arf_reports/$i

done
done
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Bt A. API AR SRS

Red Hat Satellite 6 API y API IR HTTP NSRS, UTFRIEER T Satellite API HFFA 51
IR

& Al API IR ACHS

i 57 2323
200 OK SFRINERRE « BR. FRBI. BHF MR

(GET. PUT. DELETEi#K)

201 24 BT RIhBtIERE (POSTIEKR) .
301 kA5 L Satellite FR&HIEA HTTPS (B2 EH HTTP

i, RIHTEEM.

400 FHIRIERK ROFBENSH, NERRENEBLTMHIEE,

401 RIFA FTEBRNAF (B, RIEMRBIEIE) .

403 Forbidden A %8 B EIRBREHUTIR I BTR, FH—#&
R FZERE,

404 not Found TAAE ID BILEAFE, HIFREICRFEER,

E AR INTE B FMBRIRE D 5 E, HHB—D
KERHIDKAFIEN, AL EH T AR, BT

BRIZAE,

409 Hhze RFUBE KT (B0, HEENBENE) FTEM
BRiC R,

415 I HFH) Media K E HTTP ERMA B L EFRZ JSON,

422 AL SR Qﬁiﬁ%ﬁﬁ'ﬁﬁu@%ﬂem&o EATOIRNEHR
Eo

500 MERAR 5588 5 % BAIRERAR 5585515

503 AR%5 Unavailable RS2 & BIB1T.
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IETLE 6 API IR ABFERENRAIEE, TRIMT APITRET. SiXERPRKIKARFELR X
HREO BRI B,

5 B.1. API F{BR IR

LRSS Actions PRk R

view_activation_keys o Katello::ActivationKey
o katello/activation_keys/

all

o katello/activation_keys/i
ndex

o katello/activation_keys/
auto_complete_search

e katello/api/v2/activation
_keys/index

e katello/api/v2/activation
_keys/show

e katello/api/v2/activation
_keys/available_host_coll
ections

e katello/api/v2/activation
_keys/available_releases

e katello/api/v2/activation
_keys/product_content

create_activation_keys ) o Katello::ActivationKey
o katello/api/v2/activation

_keys/create

e katello/api/v2/activation
_keys/copy

edit_activation_keys . o Katello::ActivationKey
o katello/api/v2/activation

_keys/update

e katello/api/v2/activation
_keys/content_override

e katello/api/v2/activation
_keys/add_subscriptions

e katello/api/v2/activation

_keys/remove_subscripti
ons
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Actions

destroy_activation_keys
°

logout

view_architectures

create_architectures

edit_architectures

destroy_architectures

50

=

. o Katello::ActivationKey
katello/api/v2/activation

_keys/destroy

users/logout

architectures/index
architecture/show

architectures/auto_com
plete_search

api/v2/architectures/ind
ex

api/v2/architectures/sho
W

architecture/new
architectures/create

api/v2/architectures/cre
ate

architecture/edit
architectures/update

api/v2/architectures/up
date

architectures/destroy

api/v2/architectures/des
troy
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view_audit_logs

view_authenticators

create_authenticators

edit_authenticators

destroy_authenticators

Actions

audits/index
audits/show

audits/auto_complete_s
earch

api/v2/audits/index

api/v2/audits/show

auth_source_|daps/index
auth_source_ldaps/show

api/v2/auth_source_ldap
s/index

api/v2/auth_source_ldap
s/show

auth_source_ldaps/new

auth_source_|daps/creat
e

api/v2/auth_source_ldap
s/create

auth_source_|daps/edit

auth_source_ldaps/upda
te

api/v2/auth_source_ldap
s/update

auth_source_|daps/destr
oy

api/v2/auth_source_ldap
s/destroy

=

ok

t

fii sk B. API fUBRFIZR
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view_bookmarks

create_bookmarks

edit_bookmarks

destroy_bookmarks

Actions

bookmarks/index
bookmarks/show
api/v2/bookmarks/index

api/v2/bookmarks/show

B/
bookmarks/create
api/v2/bookmarks/new

api/v2/bookmarks/creat
e

bookmarks/edit
bookmarks/update
api/v2/bookmarks/edit

api/v2/bookmarks/upda
te

bookmarks/destroy

api/v2/bookmarks/destr
oy

=

ok

t



TURR £ FR

download_bootdisk

manage_capsule_content

Actions

foreman_bootdisk/disks/
generic

foreman_bootdisk/disks/
host

foreman_bootdisk/disks/
full_host

foreman_bootdisk/disks/
subnet

foreman_bootdisk/disks/
help

foreman_bootdisk/api/v
2/disks/generic

foreman_bootdisk/api/v
2/disks/host

katello/api/v2/capsule_c
ontent/lifecycle_environ
ments

katello/api/v2/capsule_c
ontent/available_lifecycl
e_environments

katello/api/v2/capsule_c
ontent/add_lifecycle_en
vironment

katello/api/v2/capsule_c
ontent/remove_lifecycle
_environment

katello/api/v2/capsule_c
ontent/sync

katello/api/v2/capsule_c
ontent/sync_status

katello/api/v2/capsule_c
ontent/cancel_sync

=
3
%
b

SmartProxy

fii sk B. API fUBRFIZR
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RS Actions

view_capsule_content

view_compute_profiles

create_compute_profiles

edit_compute_profiles

destroy_compute_profiles

54

smart_proxies/pulp_stor
age

smart_proxies/pulp_stat
us

smart_proxies/show_wit
h_content

compute_profiles/index
compute_profiles/show

compute_profiles/auto_
complete_search

api/v2/compute_profiles
/index

api/v2/compute_profiles
/show

compute_profiles/new
compute_profiles/create

api/v2/compute_profiles
/create

compute_profiles/edit

compute_profiles/updat
e

api/v2/compute_profiles
/update

compute_profiles/destro
Yy

api/v2/compute_profiles
/destroy

=

SmartProxy
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view_compute_resources

Actions

compute_resources/inde
X

compute_resources/sho
W

compute_resources/aut
o_complete_search

compute_resources/ping

compute_resources/avai
lable_images

api/v2/compute_resourc
es/index

api/v2/compute_resourc
es/show

api/v2/compute_resourc
es/available_images

api/v2/compute_resourc
es/available_clusters

api/v2/compute_resourc
es/available_folders

api/v2/compute_resourc
es/available_flavors

api/v2/compute_resourc
es/available_networks

api/v2/compute_resourc
es/available_resource_p
ools

api/v2/compute_resourc
es/available_security_gr
oups

api/v2/compute_resourc
es/available_storage_do
mains

api/v2/compute_resourc
es/available_zones

api/v2/compute_resourc
es/available_storage_po
ds

fii sk B. API fUBRFIZR
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create_compute_resources

edit_compute_resources

destroy_compute_resources

view_compute_resources_vms

Actions

compute_resources/new

compute_resources/crea
te

compute_resources/test
_connection

api/v2/compute_resourc
es/create

compute_resources/edit

compute_resources/upd
ate

compute_resources/test
_connection

compute_attributes/new

compute_attributes/crea
te

compute_attributes/edit

compute_attributes/upd
ate

api/v2/compute_resourc
es/update

api/v2/compute_attribut
es/create

api/v2/compute_attribut
es/update

compute_resources/dest
roy

api/v2/compute_resourc
es/destroy

compute_resources_vms
/index

compute_resources_vms
/show



Actions

fii sk B. API fUBRFIZR

create_compute_resources_vms

edit_compute_resources_vms

destroy_compute_resources_vms

power_compute_resources_vms

console_compute_resources_vms

view_config_groups

create_config_groups

compute_resources_vms
/new

compute_resources_vms
/create

compute_resources_vms
/edit

compute_resources_vms
/update

compute_resources_vms
/destroy

compute_resources_vms
/power

compute_resources_vms
/pause

compute_resources_vms
/console

config_groups/index

config_groups/auto_co
mplete_search

api/v2/config_groups/in
dex

api/v2/config_groups/sh
ow

config_groups/new
config_groups/create

api/v2/config_groups/cr
eate
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RS Actions

edit_config_groups

destroy_config_groups

view_config_reports

destroy_config_reports

upload_config_reports

view_containers

58
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config_groups/edit
config_groups/update

api/v2/config_groups/u
pdate

config_groups/destroy

api/v2/config_groups/d
estroy

config_reports/index
config_reports/show

config_reports/auto_co
mplete_search

api/v2/config_reports/in
dex

api/v2/config_reports/s
how

api/v2/config_reports/la
st

config_reports/destroy

api/v2/config_reports/d
estroy

api/v2/config_reports/cr
eate

. . Container
containers/index

containers/show
api/v2/containers/index
api/v2/containers/show

api/v2/containers/logs
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commit_containers

create_containers

destroy_containers

power_compute_resources_vms

view_content_views

containers/commit

containers/steps/show
containers/steps/update
containers/new

api/v2/containers/creat
e

api/v2/containers/power

containers/destroy

api/v2/containers/destr
oy

containers/power

api/v2/containers/creat
e

api/v2/containers/power

katello/api/v2/content_v
iews/index

katello/api/v2/content_v
iews/show

katello/api/v2/content_v
iews/available_puppet_
modules

katello/api/v2/content_v
iews/available_puppet_
module_names

katello/api/v2/content_v
iew_filters/index

katello/api/v2/content_v
iew_filters/show

katello/api/v2/content_v
iew_filter_rules/index

katello/api/v2/content_v
iew_filter_rules/show

fii sk B. API fUBRFIZR

Container

Container

Container

ComputeResource

Katello::ContentView
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katello/api/v2/content_v
iew_puppet_modules/ind
ex

katello/api/v2/content_v
iew_puppet_modules/sh

ow

katello/api/v2/content_v
iew_versions/index

katello/api/v2/content_v
iew_versions/show

katello/api/v2/package_
groups/index

katello/api/v2/package_
groups/show

katello/api/v2/errata/ind
ex

katello/api/v2/errata/sh
ow

katello/api/v2/puppet_
modules/index

katello/api/v2/puppet_
modules/show

katello/content_views/a
uto_complete

katello/content_views/a
uto_complete_search

katello/errata/short_det
ails

katello/errata/auto_com
plete

katello/packages/details

katello/packages/auto_c
omplete

katello/products/auto_c
omplete

katello/repositories/auto

_complete_library

katello/content_search/i
ndex

katello/content_search/
products

katello/content_search/r
epos
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katello/content_search/
errata

katello/content_search/
puppet_modules

katello/content_search/
packages_items

katello/content_search/
errata_items

katello/content_search/
puppet_modules_items

katello/content_search/
view_packages

katello/content_search/
view_puppet_modules

katello/content_search/r
epo_packages

katello/content_search/r
epo_errata

katello/content_search/r
epo_puppet_modules

katello/content_search/r
epo_compare_errata

katello/content_search/r
epo_compare_packages

katello/content_search/r
epo_compare_puppet_m
odules

katello/content_search/
view_compare_errata

katello/content_search/
view_compare_packages

katello/content_search/
view_compare_puppet_
modules

katello/content_search/
views
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create_content_views

edit_content_views

destroy_content_views

Actions

katello/api/v2/content_v
iews/create

katello/api/v2/content_v
iews/copy

katello/api/v2/content_v
iews/update

katello/api/v2/content_v
iew_filters/create

katello/api/v2/content_v
iew_filters/update

katello/api/v2/content_v
iew_filters/destroy

katello/api/v2/content_v
iew_filter_rules/create

katello/api/v2/content_v
iew_filter_rules/update

katello/api/v2/content_v
iew_filter_rules/destroy

katello/api/v2/content_v
iew_puppet_modules/cr
eate

katello/api/v2/content_v
iew_puppet_modules/up
date

katello/api/v2/content_v
iew_puppet_modules/de
stroy

katello/api/v2/content_v
iews/destroy

katello/api/v2/content_v
iews/remove

katello/api/v2/content_v
iew_versions/destroy

Katello::ContentView

Katello::ContentView

Katello::ContentView
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publish_content_views

promote_or_remove_content_vie
ws

export_content_views

access_dashboard

view_discovered_hosts

Actions

katello/api/v2/content_v
iews/publish

katello/api/v2/content_v

iew_versions/incrementa
|_update

katello/api/v2/content_v
iew_versions/promote

katello/api/v2/content_v
iews/remove_from_envir

onment

katello/api/v2/content_v
iews/remove

katello/api/v2/content_v
iew_versions/export

dashboard/index

dashboard/save_positio
ns

dashboard/reset_default
dashboard/create
dashboard/destroy

api/v2/dashboard/index

discovered_hosts/index
discovered_hosts/show

discovered_hosts/auto_c
omplete_search

api/v2/discovered_hosts
/show

fii sk B. API fUBRFIZR

Katello::ContentView

Katello::ContentView

Katello::ContentView

EM
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submit_discovered_hosts

auto_provision_discovered_hosts

provision_discovered_hosts

Actions

api/v2/discovered_hosts
/facts

api/v2/discovered_hosts
/create

discovered_hosts/auto_
provision

discovered_hosts/auto_
provision_all

api/v2/discovered_hosts
/auto_provision

api/v2/discovered_hosts
/auto_provision_all

discovered_hosts/edit

discovered_hosts/updat
e

api/v2/discovered_hosts
/update

=X
5
b

M
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EH
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edit_discovered_hosts

destroy_discovered_hosts

view_discovery_rules

Actions

discovered_hosts/updat
e_multiple_location

discovered_hosts/select
_multiple_organization

discovered_hosts/updat
e_multiple_organization

discovered_hosts/select
_multiple_location

discovered_hosts/refres
h_facts

discovered_hosts/reboot

discovered_hosts/reboot
_all

api/v2/discovered_hosts
/refresh_facts

api/v2/discovered_hosts
/reboot

api/v2/discovered_hosts
/reboot_all

discovered_hosts/destro
y

discovered_hosts/submit
_multiple_destroy

discovered_hosts/multipl
e_destroy

api/v2/discovered_hosts
/destroy

discovery_rules/index
discovery_rules/show

discovery_rules/auto_co
mplete_search

api/v2/discovery_rules/i
ndex

api/v2/discovery_rules/s
how

i bl

EH

EH

DiscoveryRule

fii sk B. API fUBRFIZR
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create_discovery_rules

edit_discovery_rules

execute_discovery_rules

destroy_discovery_rules

66

=

) DiscoveryRule
discovery_rules/new

discovery_rules/create

api/v2/discovery_rules/c
reate

) ) DiscoveryRule
discovery_rules/edit

discovery_rules/update
discovery_rules/enable
discovery_rules/disable

api/v2/discovery_rules/c
reate

api/v2/discovery_rules/u
pdate

) DiscoveryRule
discovery_rules/auto_pr

ovision

discovery_rules/auto_pr
ovision_all

api/v2/discovery_rules/a
uto_provision

api/v2/discovery_rules/a
uto_provision_all

) DiscoveryRule
discovery_rules/destroy

api/v2/discovery_rules/d
estroy
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view_domains

create_domains

edit_domains

destroy_domains

Actions

domains/index
domains/show

domains/auto_complete
_search

api/v2/domains/index
api/v2/domains/show

api/v2/parameters/inde
X

api/v2/parameters/show

domains/new
domains/create

api/v2/domains/create

domains/edit
domains/update
api/v2/domains/update

api/v2/parameters/creat
e

api/v2/parameters/upda
te

api/v2/parameters/destr
oy

api/v2/parameters/reset

domains/destroy

api/v2/domains/destroy

=

ok

t
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RS Actions

view_environments . .
® environments/index

® environments/show

® environments/auto_com
plete_search

® api/v2/environments/ind
ex

® api/v2/environments/sh
ow

create_environments )
® environments/new

® environments/create

® api/v2/environments/cr
eate

edit_environments ) )
® environments/edit

® environments/update

® api/v2/environments/up
date

destroy_environments )
® environments/destroy

® api/v2/environments/de
stroy

import_environments . .
® environments/import_en

vironments

® environments/obsolete_
and_new

® api/v2/environments/im
port_puppetclasses

® api/v2/smart_proxies/im
port_puppetclasses

68

=X
ok
fr



TURR £ FR

view_external_usergroups

create_external_usergroups

edit_external_usergroups

destroy_external_usergroups

Actions

external_usergroups/ind
ex

external_usergroups/sho
W

api/v2/external_usergro
ups/index

api/v2/external_usergro
ups/show

external_usergroups/ne
w

external_usergroups/cre
ate

api/v2/external_usergro
ups/new

api/v2/external_usergro
ups/create

external_usergroups/edi
t

external_usergroups/up
date

external_usergroups/refr
esh

api/v2/external_usergro
ups/update

api/v2/external_usergro
ups/refresh

external_usergroups/des
troy

api/v2/external_usergro
ups/destroy

=

ok

t
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view_external_variables

Actions

lookup_keys/index
lookup_keys/show

lookup_keys/auto_compl
ete_search

puppetclass_lookup_key
s/index

puppetclass_lookup_key
s/show

puppetclass_lookup_key
s/auto_complete_search

variable_lookup_keys/ind
ex

variable_lookup_keys/sh
ow

variable_lookup_keys/au
to_complete_search

lookup_values/index

api/v2/smart_variables/i
ndex

api/v2/smart_variables/s
how

api/v2/smart_class_para
meters/index

api/v2/smart_class_para
meters/show

api/v2/override_values/i
ndex

api/v2/override_values/s
how

=
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RS Actions PRk R

create_external_variables
® lookup_keys/new

® lookup_keys/create

® puppetclass_lookup_key
s/new

® puppetclass_lookup_key
s/create

® variable_|lookup_keys/ne
w

® variable_lookup_keys/cr
eate

® |ookup_values/create

® api/v2/smart_variables/c
reate

® api/v2/smart_class_para
meters/create

® api/v2/override_values/c
reate
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edit_external_variables

Actions

lookup_keys/edit
lookup_keys/update

puppetclass_lookup_key
s/edit

puppetclass_lookup_key
s/update

variable_lookup_keys/edi
t

variable_lookup_keys/up
date

lookup_values/create
lookup_values/update
lookup_values/destroy

api/v2/smart_variables/
update

api/v2/smart_class_para
meters/update

api/v2/override_values/c
reate

api/v2/override_values/
update

api/v2/override_values/
destroy

=

ok

t



fii sk B. API fUBRFIZR

RS Actions
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destroy_external_variables
® lookup_keys/destroy

® puppetclass_lookup_key
s/destroy

® variable_lookup_keys/de
stroy

® |ookup_values/destroy

® api/v2/smart_variables/
destroy

® api/v2/smart_class_para
meters/destroy

® api/v2/override_values/c
reate

® api/v2/override_values/
update

® api/v2/override_values/
destroy

view_facts .
o facts/index

e facts/show
e fact_values/index
e fact_values/show

e fact_values/auto_compl
ete_search

® api/v2/fact_values/index

® api/v2/fact_values/show

upload_facts .
® api/v2/hosts/facts

view_filters . .
e filters/index

e filters/auto_complete_se
arch

® api/v2/filters/index

e api/v2/filters/show
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RS Actions

create_filters

o HiEER/H
o filters/create

® api/v2/filters/create

edit_filters . .
o filters/edit

e filters/update
® permissions/index
® api/v2/filters/update

® api/v2/permissions/inde
X

® api/v2/permissions/sho
W

destroy_filters )
e filters/destroy

® api/v2/filters/destroy

view_arf_reports .
e arf_reports/index

e arf_reports/show

e arf_reports/parse_html
e arf_reports/show_html
e arf_reports/parse_bzip

e arf_reports/auto_comple
te_search

® api/v2/compliance/arf_r
eports/index

® api/v2/compliance/arf_r
eports/show

® compliance_hosts/show
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destroy_arf_reports

create_arf_reports

view_policies

edit_policies

Actions

arf_reports/destroy

arf_reports/delete_multi
ple

arf_reports/submit_delet
e_multiple

api/v2/compliance/arf_r
eports/destroy

api/v2/compliance/arf_r
eports/create

policies/index
policies/show
policies/parse

policies/auto_complete_
search

policy_dashboard/index

compliance_dashboard/i
ndex

api/v2/compliance/polici
es/index

api/v2/compliance/polici
es/show

api/v2/compliance/polici
es/content

policies/edit
policies/update

policies/scap_content_s
elected

api/v2/compliance/polici
es/update

fii sk B. API fUBRFIZR
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ForemanOpenscap::Policy

ForemanOpenscap::Policy
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create_policies

destroy_policies

assign_policies

view_scap_contents

view_scap_contents

76

policies/new
policies/create

api/v2/compliance/polici
es/create

policies/destroy

api/v2/compliance/polici
es/destroy

policies/select_multiple_
hosts

policies/update_multiple
_hosts

policies/disassociate_mu
[tiple_hosts

policies/remove_policy_f
rom_multiple_hosts

scap_contents/index
scap_contents/show

scap_contents/auto_co
mplete_search

api/v2/compliance/scap
_contents/index

api/v2/compliance/scap
_contents/show

scap_contents/index
scap_contents/show

scap_contents/auto_co
mplete_search

api/v2/compliance/scap
_contents/index

api/v2/compliance/scap
_contents/show

ForemanOpenscap::Policy

ForemanOpenscap::Policy

ForemanOpenscap::Policy

ForemanOpenscap::ScapContent

ForemanOpenscap::ScapContent
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edit_scap_contents

create_scap_contents

destroy_scap_contents

edit_hostgroups

scap_contents/edit
scap_contents/update

api/v2/compliance/scap
contents/update

scap_contents/new
scap_contents/create

api/v2/compliance/scap
_contents/create

scap_contents/destroy

api/v2/compliance/scap
_contents/destroy

hostgroups/openscap_p
roxy_changed

=
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ForemanOpenscap::ScapContent

ForemanOpenscap::ScapContent

ForemanOpenscap::ScapContent

EH
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view_job_templates

create_job_templates

78

Actions

=

. . JobTemplate
job_templates/index

job_templates/show
job_templates/revision

job_templates/auto_com
plete_search

job_templates/auto_com
plete_job_category

job_templates/preview
job_templates/export

api/v2/job_templates/in
dex

api/v2/job_templates/sh
ow

api/v2/job_templates/re
vision

api/v2/job_templates/ex
port

api/v2/template_inputs/i
ndex

api/v2/template_inputs/
show

api/v2/foreign_input_set
s/index

api/v2/foreign_input_set
s/show

. JobTemplate
job_templates/new

job_templates/create

job_templates/clone_te
mplate

job_templates/import

api/v2/job_templates/cr
eate

api/v2/job_templates/cl
one

api/v2/job_templates/im
port
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edit_job_templates

edit_job_templates

Actions

job_templates/edit
job_templates/update

api/v2/job_templates/up
date

api/v2/template_inputs/
create

api/v2/template_inputs/
update

api/v2/template_inputs/
destroy

api/v2/foreign_input_set
s/create

api/v2/foreign_input_set
s/update

api/v2/foreign_input_set
s/destroy

job_templates/edit
job_templates/update

api/v2/job_templates/up
date

api/v2/template_inputs/
create

api/v2/template_inputs/
update

api/v2/template_inputs/
destroy

api/v2/foreign_input_set
s/create

api/v2/foreign_input_set
s/update

api/v2/foreign_input_set
s/destroy

=
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edit_remote_execution_features

destroy_job_templates

lock_job_templates

create_job_invocations

80

Actions

=

i RemoteExecutionFeature
remote_execution_featu

res/index

remote_execution_featu
res/show

remote_execution_featu
res/update

api/v2/remote_executio
n_features/index

api/v2/remote_executio
n_features/show

api/v2/remote_executio
n_features/update

. JobTemplate
job_templates/destroy
api/v2/job_templates/de
stroy

JobTemplate

job_templates/lock

job_templates/unlock

L . Joblnvocation
job_invocations/new

job_invocations/create
job_invocations/refresh
job_invocations/rerun

job_invocations/preview
_hosts

api/v2/job_invocations/c
reate
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view_job_invocations

execute_template_invocation

filter_autocompletion_for_templat
e_invocation

view_foreman_tasks

fii sk B. API fUBRFIZR

. . . Joblnvocation
job_invocations/index

job_invocations/show

template_invocations/sh
ow

api/v2/job_invocations/i
ndex

api/v2/job_invocations/s
how

api/v2/job_invocations/
output

Templatelnvocation

. . Templatelnvocation
template_invocations/au

to_complete_search
job_invocations/show

template_invocations/in
dex

ForemanTasks:: Task
foreman_tasks/tasks/aut

o_complete_search

foreman_tasks/tasks/su
b_tasks

foreman_tasks/tasks/ind
ex

foreman_tasks/tasks/sh
ow

foreman_tasks/api/tasks
/bulk_search

foreman_tasks/api/tasks
/show

foreman_tasks/api/tasks
/index

foreman_tasks/api/tasks
/summary

81
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RS Actions

edit_foreman_tasks

create_recurring_logics

view_recurring_logics

edit_recurring_logics

view_globals

82

foreman_tasks/tasks/res
ume

foreman_tasks/tasks/unl
ock

foreman_tasks/tasks/for
ce_unlock

foreman_tasks/tasks/ca
ncel_step

foreman_tasks/api/tasks
/bulk_resume

foreman_tasks/recurring
_logics/index

foreman_tasks/recurring
_logics/show

foreman_tasks/api/recur
ring_logics/index

foreman_tasks/api/recur
ring_logics/show

foreman_tasks/recurring
_logics/cancel

foreman_tasks/api/recur
ring_logics/cancel

common_parameters/in
dex

common_parameters/sh
ow

common_parameters/au
to_complete_search

api/v2/common_parame
ters/index

api/v2/common_parame
ters/show

ForemanTasks::Task

ForemanTasks::RecurringLogic

ForemanTasks::RecurringLogic

ForemanTasks::RecurringLogic
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create_globals

edit_globals

destroy_globals

view_gpg_keys

create_gpg_keys

edit_gpg_keys

Actions

common_parameters/ne
w

common_parameters/cr
eate

api/v2/common_parame
ters/create

common_parameters/ed
it

common_parameters/up
date

api/v2/common_parame
ters/update

common_parameters/de
stroy

api/v2/common_parame
ters/destroy

katello/gpg_keys/all
katello/gpg_keys/index

katello/gpg_keys/auto_c
omplete_search

katello/api/v2/gpg_keys
/index

katello/api/v2/gpg_keys
/show

katello/api/v2/gpg_keys
/create

katello/api/v2/gpg_keys
/update

katello/api/v2/gpg_keys
/content

Katello:GpgKey

Katello:GpgKey

Katello:GpgKey

fii sk B. API fUBRFIZR
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RS Actions

destroy_gpg_keys

view_host_collections

create_host_collections

edit_host_collections

destroy_host_collections

edit_classes

84

katello/api/v2/gpg_keys
/destroy

katello/api/v2/host_colle
ctions/index

katello/api/v2/host_colle
ctions/show

katello/host_collections/
auto_complete_search

katello/api/v2/host_colle
ctions/create

katello/api/v2/host_colle
ctions/copy

katello/api/v2/host_colle
ctions/update

katello/api/v2/host_colle
ctions/add_systems

katello/api/v2/host_colle
ctions/remove_systems

katello/api/v2/host_colle
ctions/destroy

host_editing/edit_classe
s

api/v2/host_classes/ind
ex

api/v2/host_classes/cre
ate

api/v2/host_classes/des
troy

Katello:GpgKey

Katello::HostCollection

Katello::HostCollection

Katello::HostCollection

Katello::HostCollection
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create_params

edit_params

destroy_params

view_hostgroups

Actions

host_editing/create_par
ams

api/v2/parameters/creat
e

host_editing/edit_param
s

api/v2/parameters/upda
te

host_editing/destroy_pa
rams

api/v2/parameters/destr
oy

api/v2/parameters/reset

hostgroups/index
hostgroups/show

hostgroups/auto_compl
ete_search

api/v2/hostgroups/index

api/v2/hostgroups/show
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create_hostgroups

Actions

hostgroups/new
hostgroups/create
hostgroups/clone
hostgroups/nest

hostgroups/process_hos
tgroup

hostgroups/architecture
_selected

hostgroups/domain_sele
cted

hostgroups/environment
_selected

hostgroups/medium_sel
ected

hostgroups/os_selected

hostgroups/use_image_s
elected

hostgroups/process_hos
tgroup

hostgroups/puppetclass
_parameters

host/process_hostgroup

puppetclasses/paramete
rs

api/v2/hostgroups/creat
e

api/v2/hostgroups/clone

=
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edit_hostgroups

Actions

hostgroups/edit
hostgroups/update

hostgroups/architecture
_selected

hostgroups/process_hos
tgroup

hostgroups/architecture
_selected

hostgroups/domain_sele
cted

hostgroups/environment
_selected

hostgroups/medium_sel
ected

hostgroups/os_selected

hostgroups/use_image_s
elected

hostgroups/process_hos
tgroup

hostgroups/puppetclass
_parameters

host/process_hostgroup

puppetclasses/paramete
rs

api/v2/hostgroups/upda
te

api/v2/parameters/creat
e

api/v2/parameters/upda
te

api/v2/parameters/destr
oy

api/v2/parameters/reset

api/v2/hostgroup_classe
s/index

api/v2/hostgroup_classe
s/create

api/v2/hostgroup_classe
s/destroy
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view_hosts

api/v2/hostgroups/destr
oy

hosts/index
EH/BR
hosts/errors
hosts/active
hosts/out_of_sync
hosts/disabled
hosts/pending
hosts/vm
hosts/externalNodes
hosts/pxe_config

hosts/storeconfig_klasse
s

hosts/auto_complete_se
arch

hosts/bmc
hosts/runtime
hosts/resources
hosts/templates
hosts/overview
hosts/nics
dashboard/OutOfSync
dashboard/errors
dashboard/active

unattended/host_templa
te

unattended/hostgroup_t
emplate

api/v2/hosts/index
api/v2/hosts/show

api/v2/hosts/status/con
figuration

%
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create_hosts

Actions

_atribtes |
api/v2/hosts/template
api/v2/interfaces/index
api/v2/interfaces/show
locations/mismatches

organizations/mismatch
es

hosts/puppet_environm
ent_for_content_view

katello/api/v2/host_auto
complete/auto_complet
e_search

katello/api/v2/host_erra
ta/index

katello/api/v2/host_erra
ta/show

katello/api/v2/host_erra
ta/auto_complete_searc
h

katello/api/v2/host_subs
criptions/index

katello/api/v2/host_subs
criptions/events

katello/api/v2/host_subs
criptions/product_conte

nt

katello/api/v2/hosts/ap
plicable_errata

katello/api/v2/hosts/inst
allable_errata

katello/api/v2/hosts/bul
k/available_incremental_
updates

katello/api/v2/host_pac
kages/index

hosts/new
hosts/create

hosts/clone

fii sk B. API fUBRFIZR
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® hosts/compute_resource
_selected

® hosts/domain_selected

® hosts/environment_sele
cted

® hosts/hostgroup_or_envi
ronment_selected

® hosts/medium_selected
® hosts/os_selected

® hosts/use_image_select
ed

® hosts/process_hostgrou
p

® hosts/process_taxonom
Yy

® hosts/current_parameter
s

® hosts/puppetclass_para
meters

® hosts/template_used
® hosts/interfaces

® compute_resources/clus
ter_selected

® compute_resources/tem
plate_selected

® compute_resources/pro
vider_selected

® compute_resources/reso
urce_pools

® puppetclasses/paramete
rs

e subnets/freeip

e interfaces/new

® api/v2/hosts/create

® api/v2/interfaces/create

® api/v2/tasks/index

edit_hosts

90



hosts/edit
hosts/update
hosts/multiple_actions
hosts/reset_multiple

hosts/submit_multiple_e
nable

hosts/select_multiple_ho
stgroup

hosts/select_multiple_en
vironment

hosts/submit_multiple_di
sable

hosts/multiple_paramete
rs

hosts/multiple_disable
hosts/multiple_enable

hosts/update_multiple_e
nvironment

hosts/update_multiple_h
ostgroup

hosts/update_multiple_p
arameters

hosts/toggle_manage

hosts/select_multiple_or
ganization

hosts/update_multiple_o
rganization

hosts/disassociate

hosts/multiple_disassoci
ate

hosts/update_multiple_d
isassociate

hosts/select_multiple_o
wner

hosts/update_multiple_o
wner

hosts/select_multiple_po
wer_state

hosts/update_multiple_p
ower_state
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® hosts/update_multiple_p
uppet_proxy

o
St
ok
e

® hosts/select_multiple_pu
ppet_ca_proxy

® hosts/update_multiple_p
uppet_ca_proxy

® hosts/select_multiple_lo
cation

@ hosts/update_multiple_|
ocation

® hosts/architecture_selec
ted

® hosts/compute_resource
_selected

® hosts/domain_selected

® hosts/environment_sele
cted

® hosts/hostgroup_or_envi
ronment_selected

® hosts/medium_selected
® hosts/os_selected

® hosts/use_image_select
ed

® hosts/process_hostgrou
p

® hosts/process_taxonom
Yy

® hosts/current_parameter
s

® hosts/puppetclass_para
meters

® hosts/template_used
® hosts/interfaces

® compute_resources/ass
ociate

® compute_resources/[:clu
ster_selected,
:template_selected,
:provider_selected,
‘resource_pools]

® compute_resources_vms
/associate

92
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subnets/freeip
interfaces/new
api/v2/hosts/update

api/v2/hosts/disassociat
e

api/v2/interfaces/create

api/v2/interfaces/updat
e

api/v2/interfaces/destro
y

api/v2/compute_resourc
es/associate

api/v2/hosts/host_collec
tions

katello/api/v2/host_erra
ta/apply

katello/api/v2/host_pac
kages/install

katello/api/v2/host_pac
kages/upgrade

katello/api/v2/host_pac
kages/upgrade_all

katello/api/v2/host_pac
kages/remove

katello/api/v2/host_subs
criptions/auto_attach

katello/api/v2/host_subs
criptions/add_subscripti
ons

katello/api/v2/host_subs
criptions/remove_subscr
iptions

katello/api/v2/host_subs
criptions/content_overri
de

katello/api/v2/hosts/bul
k/add_host_collections

katello/api/v2/hosts/bul
k/remove_host_collectio
ns

katello/api/v2/hosts/bul
k/install_content
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o katello/api/v2/hosts/bul
k/remove_content

o katello/api/v2/hosts/bul

k/environment_content_
view

destroy_hosts
Y- ® hosts/destroy

® hosts/multiple_actions
® hosts/reset_multiple
® hosts/multiple_destroy

® hosts/submit_multiple_d
estroy

® api/v2/hosts/destroy

® api/v2/interfaces/destro
y

o katello/api/v2/hosts/bul
k/destroy

build_host
uild_hosts e hosts/setBuild

® hosts/cancelBuild
® hosts/multiple_build

® hosts/submit_multiple_b
uild

® hosts/review_before_buil
d

® hosts/rebuild_config

® hosts/submit_rebuild_co
nfig

® tasks/show
® api/v2/tasks/index
® api/v2/hosts/rebuild_co
nfig
power_hosts

® hosts/power

® api/v2/hosts/power

94
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BB B TR Actions iy Bl
console_hosts
® hosts/console
ipmi_boot
'Pmi ® hosts/ipmi_boot
® api/v2/hosts/boot
etrun_hosts
PUppetrun- ® hosts/puppetrun
® hosts/multiple_puppetru
n
® hosts/update_multiple_p
uppetrun
® api/v2/hosts/puppetrun
search_repository_image_search Docker/ImageSearch

® image_search/auto_com
plete_repository_name

® image_search/auto_com
plete_image_tag

® image_search/search_re
pository

view_images . .
® images/index

® images/show

® images/auto_complete_
search

® api/v2/images/index

® api/v2/images/show

create_images )
® images/new

® images/create

® api/v2/images/create
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edit_images

destroy_images

view_lifecycle_environments

create_lifecycle_environments

edit_lifecycle_environments

destroy_lifecycle_environments

promote_or_remove_content_vie
ws_to_environments

96

Actions

images/edit
images/update

api/v2/images/update

images/destroy

api/v2/images/destroy

katello/api/v2/environm
ents/index

katello/api/v2/environm
ents/show

katello/api/v2/environm
ents/paths

katello/api/v2/environm
ents/repositories

katello/api/rhsm/candle
pin_proxies/rhsm_index

katello/environments/au
to_complete_search

katello/api/v2/environm
ents/create

katello/api/v2/environm
ents/update

katello/api/v2/environm
ents/destroy

Katello:KTEnvironment

Katello::KTEnvironment

Katello:KTEnvironment

Katello::KTEnvironment

Katello::KTEnvironment
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RS Actions
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I

view_locations . .
® |ocations/index

® |ocations/show

® |ocations/auto_complete
_search

® api/v2/locations/index

® api/v2/locations/show

create_locations "
o (IE/H

® |ocations/create

® |ocations/clone_taxono
my

® |ocations/step?2
® |ocations/nest

® api/v2/locations/create

edit_locations ) .
® |ocations/edit

® |ocations/update

® |ocations/import_mismat
ches

® |ocations/parent_taxono
my_selected

® api/v2/locations/update

destroy_locations )
® |ocations/destroy

® api/v2/locations/destroy

assign_locations ) )
® |ocations/assign_all_host

s
® |ocations/assign_hosts

® |ocations/assign_selecte
d_hosts
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RS Actions

view_mail_notifications

view_media

create_media

edit_media

destroy_media

98

mail_notifications/index

mail_notifications/auto_
complete_search

mail_notifications/show

api/v2/mail_notifications
/index

api/v2/mail_notifications
/show

media/index
media/show

media/auto_complete_s
earch

api/v2/media/index

api/v2/media/show

HAK/3
media/create

api/v2/media/create

media/edit
media/update

api/v2/media/update

media/destroy

api/v2/media/destroy

=
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RS Actions P Bl

view_models .
- ® models/index

® models/show

® models/auto_complete_
search

® api/v2/models/index

® api/v2/models/show

create_models
® models/new

® models/create

® api/v2/models/create

i [
edit_models o models/edit

e models/update
® api/v2/models/update
I
destroy_models ® models/destroy

® api/v2/models/destroy
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RS Actions

view_operatingsystems . .
® operatingsystems/index

® operatingsystems/show

® operatingsystems/bootfi
les

® operatingsystems/auto_
complete_search

® api/v2/operatingsystem
s/index

® api/v2/operatingsystem
s/show

® api/v2/operatingsystem
s/bootfiles

® api/v2/os_default_templ
ates/index

® api/v2/os_default_templ
ates/show

create_operatingsystems .
® operatingsystems/new

® operatingsystems/creat
e

® api/v2/operatingsystem
s/create

® api/v2/os_default_templ
ates/create

100
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edit_operatingsystems

destroy_operatingsystems

Actions

operatingsystems/edit

operatingsystems/updat
e

api/v2/operatingsystem
s/update

api/v2/parameters/creat
e

api/v2/parameters/upda
te

api/v2/parameters/destr
oy

api/v2/parameters/reset

api/v2/os_default_templ
ates/create

api/v2/os_default_templ
ates/update

api/v2/os_default_templ
ates/destroy

operatingsystems/destr
oy

api/v2/operatingsystem
s/destroy

api/v2/os_default_templ
ates/create
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view_organizations

create_organizations

102

Actions

organizations/index
organizations/show

organizations/auto_com
plete_search

api/v2/organizations/ind
ex

api/v2/organizations/sh
ow

katello/api/v2/organizati
ons/index

katello/api/v2/organizati
ons/show

katello/api/v2/organizati
ons/redhat_provider

katello/api/v2/organizati
ons/download_debug_ce
rtificate

katello/api/v2/tasks/ind
ex

WK/ Thee
organizations/create

organizations/clone_tax
onomy

organizations/step2
organizations/nest

api/v2/organizations/cre
ate

katello/api/v2/organizati
ons/create

=
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edit_organizations

destroy_organizations

assign_organizations

view_ptables

Actions

organizations/edit
organizations/update

organizations/import_mi
smatches

organizations/parent_tax
onomy_selected

api/v2/organizations/up
date

katello/api/v2/organizati
ons/update

katello/api/v2/organizati

ons/autoattach_subscrip
tions

organizations/destroy

api/v2/organizations/de
stroy

katello/api/v2/organizati
ons/destroy

organizations/assign_all_
hosts

organizations/assign_ho
sts

organizations/assign_sel
ected_hosts

ptables/index
ptables/show

ptables/auto_complete_
search

ptables/revision
ptables/preview
api/v2/ptables/show

api/v2/ptables/revision

i bl

fii sk B. API fUBRFIZR

103



Red Hat Satellite 6.12 APl 355

RS Actions

create_ptables

edit_ptables

destroy_ptables

lock_ptables

view_plugins

view_products

104

ptables/new
ptables/create
ptables/clone_template
api/v2/ptables/create

api/v2/ptables/clone

ptables/edit
ptables/update

api/v2/ptables/update

ptables/destroy

api/v2/ptables/destroy

ptables/lock
ptables/unlock
api/v2/ptables/lock

api/v2/ptables/unlock

plugins/index

api/v2/plugins/index

katello/products/auto_c
omplete

katello/products/auto_c
omplete_search

katello/api/v2/products/
index

katello/api/v2/products/
show

katello/api/v2/repositori
es/index

katello/api/v2/repositori
es/show

=
3
%
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Katello:Product



katello/api/v2/packages
/show

katello/api/v2/distributi
ons/index

katello/api/v2/distributi
ons/show

katello/api/v2/package_
groups/index

katello/api/v2/package_
groups/show

katello/api/v2/errata/ind
ex

katello/api/v2/errata/sh
ow

katello/api/v2/puppet_
modules/index

katello/api/v2/puppet_
modules/show

katello/errata/short_det
ails

katello/errata/auto_com
plete

katello/packages/details

katello/packages/auto_c
omplete

katello/puppet_modules
/show

katello/repositories/auto
_complete_library

katello/repositories/rep
ository_types

katello/content_search/i
ndex

katello/content_search/
products

katello/content_search/r
epos

katello/content_search/
packages

katello/content_search/
errata

=5
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katello/content_search/
packages_items

katello/content_search/
errata_items

katello/content_search/
puppet_modules_items

katello/content_search/r
epo_packages

katello/content_search/r
epo_errata

katello/content_search/r
epo_puppet_modules

katello/content_search/r
epo_compare_errata

katello/content_search/r
epo_compare_packages

katello/content_search/r
epo_compare_puppet_m
odules

katello/api/v2/products/
create

katello/api/v2/repositori
es/create

Katello:Product
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edit_products

destroy_products

Actions

katello/api/v2/products/
update

katello/api/v2/repositori
es/update

katello/api/v2/repositori
es/remove_content

katello/api/v2/repositori
es/import_uploads

katello/api/v2/repositori
es/upload_content

katello/api/v2/products_
bulk_actions/update_syn
c_plans

katello/api/v2/content_
uploads/create

katello/api/v2/content_
uploads/update

katello/api/v2/content_
uploads/destroy

katello/api/v2/organizati
ons/repo_discover

katello/api/v2/organizati
ons/cancel_repo_discov
er

katello/api/v2/products/
destroy

katello/api/v2/repositori
es/destroy

katello/api/v2/products_
bulk_actions/destroy_pr
oducts

katello/api/v2/repositori
es_bulk_actions/destroy
_repositories

i bl

Katello:Product

Katello:Product
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sync_products

export_products

108

Actions

katello/api/v2/products/
sync

katello/api/v2/repositori
es/sync

katello/api/v2/products_
bulk_actions/sync_produ
cts

katello/api/v2/repositori
es_bulk_actions/sync_re
positories

katello/api/v2/sync/inde
X

katello/api/v2/sync_plan
s/sync

katello/sync_manageme
nt/index

katello/sync_manageme
nt/sync_status

katello/sync_manageme
nt/product_status

katello/sync_manageme
nt/sync

katello/sync_manageme
nt/destroy

katello/api/v2/repositori
es/export

=

Katello:Product

Katello:Product
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view_provisioning_templates

create_provisioning_templates

Actions

provisioning_templates/i
ndex

provisioning_templates/
show

provisioning_templates/r
evision

provisioning_templates/
auto_complete_search

provisioning_templates/
preview

api/v2/provisioning_tem
plates/index

api/v2/provisioning_tem
plates/show

api/v2/provisioning_tem
plates/revision

api/v2/template_combin
ations/index

api/v2/template_combin
ations/show

api/v2/template_kinds/i
ndex

provisioning_templates/
new

provisioning_templates/
create

provisioning_templates/
clone_template

api/v2/provisioning_tem
plates/create

api/v2/provisioning_tem
plates/clone

api/v2/template_combin
ations/create

=
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RS Actions

edit_provisioning_templates

destroy_provisioning_templates

deploy_provisioning_templates

lock_provisioning_templates

user_logout

my_account

110

provisioning_templates/
edit

provisioning_templates/
update

api/v2/provisioning_tem
plates/update

api/v2/template_combin
ations/update

provisioning_templates/
destroy

api/v2/provisioning_tem
plates/destory

api/v2/template_combin
ations/destory

provisioning_templates/
build_pxe_default

api/v2/provisioning_tem
plates/build_pxe_default

provisioning_templates/I
ock

provisioning_templates/
unlock

api/v2/provisioning_tem
plates/lock

api/v2/provisioning_tem
plates/unlock

users/logout

users/edit

katello/api/v2/tasks/sho
W

=
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api_status .
® api/v2/home/status/

view_puppetclasses .
® puppetclasses/index

® puppetclasses/show

® puppetclasses/auto_co
mplete_search

® api/v2/puppetclasses/in
dex

® api/v2/puppetclasses/sh
ow

® api/v2/smart_variables/i
ndex

® api/v2/smart_variables/s
how

® api/v2/smart_class_para
meters/index

® api/v2/smart_class_para
meters/show

create_puppetclasses
® puppetclasses/new

® puppetclasses/create

® api/v2/puppetclasses/cr
eate

m
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edit_puppetclasses

destroy_puppetclasses

import_puppetclasses

Actions

puppetclasses/edit
puppetclasses/update
puppetclasses/override

api/v2/puppetclasses/u
pdate

api/v2/smart_variables/c
reate

api/v2/smart_variables/
update

api/v2/smart_variables/
destroy

api/v2/smart_class_para
meters/create

api/v2/smart_class_para
meters/update

api/v2/smart_class_para
meters/destroy

puppetclasses/destroy

api/v2/puppetclasses/d
estroy

puppetclasses/import_e
nvironments

puppetclasses/obsolete_
and_new

api/v2/environments/im
port_puppetclasses

api/v2/smart_proxies/im
port_puppetclasses

=
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view_realms

create_realms

edit_realms

destroy_realms

view_search

view_cases

attachments

Actions

realms/index
realms/show

realms/auto_complete_s
earch

api/v2/realms/index

api/v2/realms/show

realms/new
realms/create

api/v2/realms/create

realms/edit
realms/update

api/v2/realms/update

realms/destroy

api/v2/realms/destroy

redhat_access/search/in
dex

redhat_access/cases/ind
ex

redhat_access/cases/cre
ate

redhat_access/attachme
nts/index

redhat_access/attachme
nts/create
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RS Actions

BCiE

app_root

°
view_log_viewer

°
logs

°
rh_telemetry_api

°

°
rh_telemetry_view

°
rh_telemetry_configurations

°

°
view_roles

°

°

°

°

14

redhat_access/configura
tion/index

redhat_access/redhat_a
ccess/index

redhat_access/logviewer
/index

redhat_access/logs/inde
X

redhat_access/api/telem
etry_api/proxy

redhat_access/api/telem

etry_api/connection_stat
us

redhat_access/analytics_
dashboard/index

redhat_access/telemetry
_configurations/show

redhat_access/telemetry
_configurations/update

roles/index

roles/auto_complete_se
arch

api/v2/roles/index

api/v2/roles/show

=X
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RS Actions PRk R

create_roles
® roles/new

® roles/create
® roles/clone

® api/v2/roles/create

edit_roles .
- ® roles/edit

® roles/update
® api/v2/roles/update
|
destroy_roles e roles/destroy

® api/v2/roles/destroy

access_settings .
- d ® Home/settings
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view_smart_proxies

create_smart_proxies

Actions

smart_proxies/index
smart_proxies/ping

smart_proxies/auto_com
plete_search

smart_proxies/version
smart_proxies/show

smart_proxies/plugin_ve
rsion

smart_proxies/tftp_serv
er

smart_proxies/puppet_e
nvironments

smart_proxies/puppet_d
ashboard

smart_proxies/log_pane

smart_proxies/failed_mo
dules

smart_proxies/errors_car
d

smart_proxies/modules_
card

api/v2/smart_proxies/in
dex

api/v2/smart_proxies/sh
ow

api/v2/smart_proxies/ve
rsion

api/v2/smart_proxies/lo
g

smart_proxies/new
smart_proxies/create

api/v2/smart_proxies/cr
eate

=
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RS Actions
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edit_smart_proxies . .
® smart_proxies/edit

® smart_proxies/update
® smart_proxies/refresh

® smart_proxies/expire_lo
gs

® api/v2/smart_proxies/up
date

® api/v2/smart_proxies/re
fresh

destroy_smart_proxies )
® smart_proxies/destroy

® api/v2/smart_proxies/de
stroy

view_smart_proxies_autosign o
® autosign/index

® autosign/show

® autosign/counts

® api/v2/autosign/index
create_smart_proxies_autosign

® autosign/new

® autosign/create

destroy_smart_proxies_autosign )
® autosign/destroy

view_smart_proxies_puppetca .
® puppetca/index

® puppetca/counts

® puppetca/expiry

edit_smart_proxies_puppetca
® puppetca/update

destroy_smart_proxies_puppetca
® puppetca/destroy
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view_subnets

create_subnets

edit_subnets

destroy_subnets

import_subnets

Actions

subnets/index

subnets/show

subnets/auto_complete_

search
api/v2/subnets/index

api/v2/subnets/show

subnets/new
subnets/create

api/v2/subnets/create

subnets/edit
subnets/update

api/v2/subnets/update

subnets/destroy

api/v2/subnets/destroy

subnets/import

subnets/create_multiple

=
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PR & FR Actions BrRER
view_subscriptions i . MK (Organization)
o katello/api/v2/subscripti
ons/index

o katello/api/v2/subscripti
ons/show

o katello/api/v2/subscripti
ons/available

o katello/api/v2/subscripti
ons/manifest_history

o katello/api/v2/subscripti
ons/auto_complete_sear
ch

e katello/api/v2/repositor
y_sets/index

o katello/api/v2/repositor
y_sets/show

o katello/api/v2/repositor
y_sets/available_reposit

ories
attach_subscriptions ) .. Hl#M (Organization)
o katello/api/v2/subscripti
ons/create
unattach_subscriptions i .. HlKM (Organization)
o katello/api/v2/subscripti
ons/destroy
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import_manifest

delete_manifest

view_sync_plans

120

Actions

katello/products/availabl
e_repositories

katello/products/toggle
repository

katello/providers/redhat
_provider

katello/providers/redhat
_provider_tab

katello/api/v2/subscripti
ons/upload

katello/api/v2/subscripti
ons/refresh_manifest

katello/api/v2/repositor
y_sets/enable

katello/api/v2/repositor
y_sets/disable

katello/api/v2/subscripti
ons/delete_manifest

katello/sync_plans/all

katello/sync_plans/index

katello/sync_plans/auto_

complete_search

katello/api/v2/sync_plan
s/index

katello/api/v2/sync_plan
s/show

katello/api/v2/sync_plan
s/add_products

katello/api/v2/sync_plan
s/remove_products

katello/api/v2/sync_plan
s/available_products

katello/api/v2/products/
index

=5

HlF9 (Organization)

HlF9 (Organization)

Katello:SyncPlan
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BB TR Actions jrip el
create_sync_plans . Katello:SyncPlan
e katello/api/v2/sync_plan
s/create
edit_sync_plans . Katello:SyncPlan
e katello/api/v2/sync_plan
s/update
destroy_sync_plans . Katello::SyncPlan
e katello/api/v2/sync_plan
s/destroy

my_organizations .
e katello/api/rhsm/candle

pin_proxies/list_owners

view_usergroups .
® usergroups/index

® usergroups/show

® usergroups/auto_compl
ete_search

® api/v2/usergroups/index

® api/v2/usergroups/show

create_usergroups
® usergroups/new

® usergroups/create
® api/v2/usergroups/creat

e

edit_usergroups .
® usergroups/edit

® usergroups/update

® api/v2/usergroups/upda
te

destroy_usergroups
® usergroups/destroy

® api/v2/usergroups/destr
oy

121



Red Hat Satellite 6.12 APl 355

TURR £ FR

122

Actions

view_users

create_users

edit_users

destroy_users

=
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users/index
users/show

users/auto_complete_se
arch

api/v2/users/index

api/v2/users/show

FA 7 /%
users/create

users/auth_source_selec
ted

api/v2/users/create

users/edit
users/update

users/auth_source_selec
ted

users/test_mail

api/v2/users/update

users/destroy

api/v2/users/destroy
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