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[A 2108 S R = 5t
Bl IRAHE T B 1SR, L3 1 T BRI,

{58 Red Hat JIRA 1 Create Issue R R EIEHI R 5, JIRA [A/#I1E Red Hat Satellite Jira i B A {3
B, o EEAPRIREHE,

FRFH
o MBRIESIEMT LB,

it =
1 HE LU RS - BIRME, f0R Jira EREFER, NEXHAELEEBEIREFIREL,

2. 58EX Summary #[ Description %, 7f Description FE&d, S&3# URL. ZT7 S LUK A
BRI, FEEWRAPHEMEMRTFE,

3. = Create,


https://access.redhat.com/
https://issues.redhat.com/secure/CreateIssueDetails!init.jspa?pid=12324223&summary=Documentation feedback: %3CAdd summary here%3E&issuetype=1&components=12347630&priority=10300

BN E NRBEARENINE

B1E NREMESEIIME

TEZREE Satellite 7, 1ERREIMEHRBUTENRK,

11 R EK

LU ERE R TR ERRIERS
® x86_64 5
e Red Hat Enterprise Linux 8 BUSR#THR A
e E4#2.0GHzCPU

o Satellite RESZBZEVEE 20 GBRAM, FHH, 1B WED 4 GB RAM #iZE[H], L RAM NF &
IMEIZITHY Satellite ATBETSIE IEHAIZTT,

o H—MENSK, TLUTENEFHE. #HF. KOMEFR(-)

o A Red Hat Satellite 7T

o EIRFF (root)iin

o FAZLREFHAAITLERFMKEA DNS BT
Satellite R #f UTF-8 %ifi%. MIREH N AREEH, HEEWMESERIE, 15¥ en_US.utf-8 iIXE N

ROCEEMNRXE%E, X7 Red Hat Enterprise Linux I i B RS X X BEMNEZER, 1HEM BESR

/th':iﬁj:ﬂﬁ
&Y Satellite MAIIERRZE P11 ML A A Red Hat Satellite Infrastructure Subscription ;& 5., Satellite
WIS A F RS satellite-capsule-6.x FfifiE, BEZF 1A MLAOE, EEMSHAETHER, 5§
BH1E Subscription Central Hi%# 8] Satellite R S5 2R 0IEMEIRF L,

Satellite BRZ585 01 Capsule lRFSB A EN B HBIE R, FRABESGERN, BEEFHRERA
(CNY B TEEREE A (FQDN), MAREEM., X &M T Satellite BIZ i,

TEZREE Satellite fRS5 2371, BREREHIMNETHRBREE X,

WS HARN RS L RETERS S, ZRALTRMEMINEE, B1217 Satellite IRF5 2R, HE
FHRATRBEN NS NIRUEFRENUTRF, RS Satellite IRF525 8B A M 7 H3E

® Apache

® Foreman

e foreman-proxy
® postgres

® Pulp

® puppet

® qdrouterd

® (gpidd


https://access.redhat.com/documentation/zh-cn/red_hat_enterprise_linux/8/html/configuring_basic_system_settings/assembly_changing-basic-environment-settings_configuring-basic-system-settings#proc_configuring-the-system-locale_assembly_changing-basic-environment-settings
https://access.redhat.com/documentation/zh-cn/subscription_central/2023/html/creating_and_managing_manifests_for_a_connected_satellite_server/index
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® redis
® tomcat
INEREN SRR

1£i2417 Red Hat Enterprise Linux BIEIN IR 22 F L2 TR RS FE N L T2 X FF Satellite ARSS
2. AXINEEVNEEEFENESER, 1550 Red Hat OpenStack Platform, Red Hat
Virtualization. Red Hat OpenShift Virtualization 77 & KVM B Red Hat Enterprise Linux FREJIAIERIZ
FHIRERS

SELinux Mode
SELinux #7153, AILLZE enforcing R K permissive B, FZIFAZA SELinux IER TR,

FIPS =,
IR LAFELL FIPS #3217 Red Hat Enterprise Linux 2% £ %% Satellite, %k Satellite FETEE
A FIPS R, MMEELER, 5S4 Red Hat Enterprise Linux 8 Z£7# /6 89 ¥ RHEL tI#2| FIPS #&
o

Satellite 3x%F DEFAULT # FIPS N %KE8, FUTURE M REEF X #F Satellite 7

Capsule %% , FUTURE RE& 2 — MBI EHER SN, BTN AR AR SR ERRE,

. MHEFEZIEL, 155 Red Hat Enterprise Linux ¥§F A B {5 A 25050 BRI N 2 250

Satellite [A]@E# (1SS)

1E air-gapped Satellite IRZ523891E R T, FiA Satellite ARG5S 23ER AL T A — Satellite ik A, FaE
ISS S HRIFZ EE I, 1SS MRS AITAFXZIHFEHAE Satellite kA, MEFEEZER, HSHEE N
A W 1E Satellite BRS52 2 [B] [FZAIZ.

1.2. FREE K
TRILANZ T REBFNERER, SLEERFIENAMNTE, FRES M IENFRATENRAR.

2478 K/NE Red Hat Enterprise Linux 6. 7 # 8 ¥4 FE RS E £,

=
5 1.1. Satellite lRSS5BLREZMEM TR

BT K/
/var/log 10 MB 10 GB
/var/lib/pgsql 100 MB 20 GB
/usr 10 GB &R
/opt/puppetlabs 500 MB TER
/var/lib/pulp 1MB 300 GB
/var/lib/qpidd 25MB HEIE e


https://access.redhat.com/articles/973163
https://docs.redhat.com/en/documentation/red_hat_enterprise_linux/8/html/security_hardening/switching-rhel-to-fips-mode_security-hardening
https://access.redhat.com/documentation/zh-cn/red_hat_enterprise_linux/8/html/security_hardening/using-the-system-wide-cryptographic-policies_security-hardening
https://docs.redhat.com/en/documentation/red_hat_satellite/6.14/html-single/managing_content/index#Synchronizing_Content_Between_Servers_content-management

BNE NRRATENINE

ST FNEREIRERR S5 3% ¢ /var/lib/pgsql, K/ 100 MB, 21THF KN 20 GB,

BRORMKNIEMER, 15S Red Hat Enterprise Linux 8 R4k 11158 hHID XS %,

1.3. FhititerE
R4 Satellite IRSSZRLMRBEMENS, HEZERLLTAEN,
o MR Amp B REFH N HEMIERS:, N IER /etc/fstab XM exec HEH AT, IR
Amp BEL#EE T noexec 1M, M ITHIATIEN ) exec FEMEHXH R, XE
puppetserver iz 55 IEE TERHE K,

o T ALH Satellite IRF5IHREURFHETE /var B, FILTE LVM F#6f B3R /var TEEBIRATY
o

e /var/lib/qpidd/ B 3&fE BRI [A L goferd BRSEEMBIHNEENMES 2 MB, {0, 10 000
BREHEE var/lib/qpidd/ HhE 20 GB RiiiZe (],

e Xf /var/lib/pulp/ BxERET ., EIEREM. EH Red Hat Satellite 1R % 1/0 BEIIRE,
FRASER, BT EEHERFRERE TR, BERENRZERETESH 60-80MB,

& ] LA{# A storage-benchmark B ARER L 838, B X storage-benchmark AN ELER, 1§
S7 % Satellite I /EBISNT

X#HRSilEm
o FEMAGFS2XHRE, ENMARHERKS.
Bk

HEXH#E A /varllog/messages/. /var/log/httpd/ #0 /var/lib/foreman-proxy/openscap/content/,
& LUEF logrotate BEIEIXLEXHM KN, MEFEFLER, HSMH NAEEEA logrotate TERBEHHE
X4,

ASERENFEEIRRATENZEMLE,

NFS ##M SELinux JE=EN

LE NFS H£Z## /var/lib/pulp B, SELinux &EIERS FE, BERGXFHIER, BEXEHERS
FKHIETE /var/lib/pulp BB SELinux L3, AHERTE letc/fstab RN TAT :

I nfs.example.com:/nfsshare /var/lib/pulp nfs context="system_u:object r:var_lib_t:s0" 1 2
R NFS HEBLEE, HERLAREEMERE, FRAUTHS :
I # restorecon -R /var/lib/pulp

EENRHGa

TRAGEEEPFEENTHSE#RE LFHE— R, SEEERGaNEMTHECERSERDNENFHE,
HEEFELIT /varlib/pulp/ BEH, XEIRRTEFIEE. AR /var SUEFRT L0 BE6E LR 1714
],

etk

IRAEEXT /var/lib/pulp/ ER TS 4R,


https://access.redhat.com/documentation/zh-cn/red_hat_enterprise_linux/8/html/system_design_guide/partitioning-reference_system-design-guide
https://access.redhat.com/solutions/3397771
https://access.redhat.com/solutions/1294
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4 RHEL ISO

INRET R RHEL WA 1SO & Satellite F#, 15F R, Red Hat Enterprise Linux BIFTERBRA LS
BE, EUAITRITE Satellite LB R REEX — =,

1.4. TRIIRIER DT

IR LU ARG AL, AR 1SO 53R, Kickstart B LLIE X T ME A AR ERERY, Red Hat
Satellite Server #E & #ThRAH Red Hat Enterprise Linux 8 L# ¥, 1ZARA T 7E Satellite BRSS 23 2 2&HT
Al A, LARIM Red Hat Enterprise Linux liiA& (231F EUS 5k z-stream) T# X,
UTRERGHLEREFEXR, BUHa, FH2dMHLIERE Satellite :

K 1.2. satellite-installer IR IERSE

BRIERGE 221y #iE
Red Hat Enterprise Linux 8 {Y PR x86_64

TIERBIEAIIA RYL, RN Satellite RERFRFMEZNMAHMBEE, Red Hat Satellite Server REE
& @Base ¥4 4HH) Red Hat Enterprise Linux 2%, & BHEMHHEIEEN, MAREE=FHEENK
PBHEZEATRSSEERE, XPRHESE R EMEMIFBLLTE., MREVEMBELPFEELR
B, EEERENRIFSSEN Satellite RSS2, AREBRINERIELITHH,

INERZRNIZAT Satellite BRS5 28 LAA BRI R SUE A RS

1.5. RO BT 25
Satellite XHFHRFTHRA Firefox F1 Google Chrome i 28,

Satellite Web Ul M1ep BT REXFRIE. A E. WAPX. #i5 B BXFIE BRFE 5§
T, RERTEE,

1.6. tm D 07 KA K

E & Satellite RIYBVAHIHTEIE, EHREEMBIERA L FRMERAARHOMNA RO, ELBAHEE
TEAE I E T ML A& LT FF AR BRI A iR O

ERXEE S REEEMETMENAIE, HIR, —LARARLIETEE AL Z FE)E
&, ANENSETFRSERBEAERE, MREERETNARFIGAE, BEREAETNARFHX
EAVFRFIIHMA AN AR AR AEE NN ARRF. RATE, FRANMNARFLREFRITFETD
WAT FF i @15

SR E

Satellite RSS2 EBER T, HEEFEE Satellite RS BT ENE R AT £ T XHH Satellite
B, XBIFEAHE LZTREXRS FHNERZERS

Capsule & Fif

=BT (Ff Satellite RRRIKEBZAN) HWEFHAB RV F LERSF[IIEN. BX Satellite aHim
OEEKMNELZER, 5B Satellite Bld, BERHHBELEE
I, https://docs.redhat.com/en/documentation/red_hat_satellite/6.14/html-


https://docs.redhat.com/en/documentation/red_hat_satellite/6.14/html-single/satellite_overview_concepts_and_deployment_considerations/index#sect-Documentation-Architecture_Guide-Capsule_Networking
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single/satellite_overview_concepts_and_deployment_considerations/index#sect-Documentation-

Architecture_Guide-Capsule_Networking

AR in O W e AR IBEMECE M.

TREEEBNMEOFMMLREN A :
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TFTP fRSs3: (|
%)

Red Hat Satellite
API

EREM

BB

Capsule API

RER

RER

ETF REX HYHLEY
(FI3kE)

E1::pUN

DNS (®3%)

DHCP (®i%)

3k B Capsule #58

=

FENEME
Satellite

EMED. EfXE
LHAEEREN
PH-aiERE
im0 443

%0 80 1E5F M5
By
/unattended/bui
It ims= L@ A
Satellite

B

HreNETheE

REX BNV @ &0H9
BREH (A%)



Red Hat Satellite 6.14 FEiFIEMIMZ IR P LEE Satellite RS 23

5646, 5647

5910-5930

8000
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8140

9090

9090
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HTTP
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KRBT 5=

Katello 1t

TR RIRBELE
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B ER
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Puppet {2
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FHERER LR
Satellite LB Qpid
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. iPXE = UEFI
HTTP 5| S8R
K58

[rmp =y
e
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pic)
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ENLKIME R
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EEEERED Satellite IRFGFHZETHE R ETFXHHNEFiR, FHERERKENE ik, XS

EEH LZTREXRS SHEFEFERTL

DHCP Capsule 14T ICMP ping 5% TCP echo i##& 1 F M DHCP IPAM IXEBBIEM, UIREBHEI S
HEAN P it 2= KA, TTLUE A satellite-installer --foreman-proxy-dhcp-ping-free-ip=false %]

AT,

BLELHRERDOF Satellite, LUSAREBBEMREERRE,

3K 1.4. Satellite RSB EHAE

H im0 170 RS Hivit AT For ek
ICMP ping & i DHCP Z2H 1Pt E (AT
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7 TCP echo & i DHCP 2R 1P fE (AT
)

10



B1E AREAERENINE

22

22,16514

53

53

53

68

80

389, 636

443

443

443

443

443

TCP

TCP

TCP #1 UDP

TCP #1 UDP

TCP #1 UDP

UbP

TCP

TCP

TCP

TCP

TCP

TCP

TCP

SSH

SSH/TLS

DNS

DNS

DNS

DHCP

HTTP

LDAP,
LDAPS

HTTPS

HTTPS

HTTPS

HTTPS

HTTPS

BirEN

ITEHRIR

BEM _ERY
DNS fR%5 2%

DNS fR%5 2%

DNS fR%5 2%

& i

AR

HNER LDAP
AR5 2%

Satellite

Amazon EC2,
Azure,
Google GCE

console.redh
at.com

cdn.redhat.c
om

api.access.re
dhat.com

ERRHT

Satellite JE B &

&, AT libvirt &

BT BB

DNS fR%5 2%

[xE€ DNS

YmBC

B IP

LDAP

Capsule

ITERIR

Red Hat Cloud
plugin AP 1
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O

Capsule

REEE
BRI
OpenSCAP
ERRHITHSR L%
EINMZE

(query/create/des
troy) (®I%)

Red Hat CDN

oAl -l
PG $R AT ]
B (Arik)

1


https://access.redhat.com/articles/1525183
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HiglthssOl 170 RS E[:00:) WS For
791 TCP DHCP, DHCP DHCP
OMAPI Server
8443 TCP HTTPS B Discovery (% #1)
9090 TCP HTTPS Capsule Capsule API

1.7. EBAMZE Fi%ZE| SATELLITE iR 2200

50

DHCP BFrfEF -
foreman-proxy-
dhcp-server £
&, MIH

localhost

ISC #0
remote_isc £
2RIA T 791 BRI EE
BinO, FEMR
OMAPI

Capsule f¥ reboot
R ER I
FH (FIi%)

B2 Capsule

BT Satellite IR55 23 AR EAIE FimBI I RANA R ENFE R BT Satellite BFIETF EALHIRT K EEFIER

E T P4 BB M7 7],

ERAIXNRZAERE Satellite RS LECEE T IV AL, MNEFRERBAENERE, HAERJERR

REBEE. AXERANRONESER, FSH mOMPBAEER,

pi

1. BHEFARE Satellite BET Fin O, HEMELE Satellite WERBRERS LFWALUT GRS :
# firewall-cmd \
--add-port="53/udp" --add-port="53/tcp" \
--add-port="67/udp" \
--add-port="69/udp" \
--add-port="80/tcp" --add-port="443/tcp" \
--add-port="5647/tcp" \
--add-port="8000/tcp" --add-port="9090/tcp" \
--add-port="8140/tcp"

2. EEMEFA

I # firewall-cmd --runtime-to-permanent

o HALLT®aS :

I # firewall-cmd --list-all

NEFLER, 155 Red Hat Enterprise Linux 8 R77M4% sy [EHFERE firewalld,

B1E AREAERENINE

13


https://docs.redhat.com/en/documentation/red_hat_satellite/6.14/html-single/installing_satellite_server_in_a_connected_network_environment/index#satellite-ports-and-firewalls-requirements_satellite
https://access.redhat.com/documentation/zh-cn/red_hat_enterprise_linux/8/html/securing_networks/using-and-configuring-firewalld_securing-networks
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1.8. 551iF DNS f#47
AL RS RIF = E BAIR M DNS #8247, LB 1EZiE Satellite I B3] 5,

Y=
1 BRENBIAIENIEMRENT :

# ping -c1 localhost
# ping -c1 “hostname -f* # my_system.domain.com

FRIN B FRARATLE REER KRBT

# ping -c1 localhost
PING localhost (127.0.0.1) 56(84) bytes of data.
64 bytes from localhost (127.0.0.1): icmp_seq=1 ttl=64 time=0.043 ms

--- localhost ping statistics ---

1 packets transmitted, 1 received, 0% packet loss, time Oms

rtt min/avg/max/mdev = 0.043/0.043/0.043/0.000 ms

# ping -c1 "hostname -’

PING hostname.gateway (XX.XX.XX.XX) 56(84) bytes of data.

64 bytes from hostname.gateway (XX.XX.XX.XX): icmp_seq=1 ttl=64 time=0.019 ms
--- localhost.gateway ping statistics ---

1 packets transmitted, 1 received, 0% packet loss, time Oms
rtt min/avg/max/mdev = 0.019/0.019/0.019/0.000 ms

2. BERAERBISMEN ENEBNER, HWAUTHSXERATHNFAE NS :
I # hostnamectl set-hostname name

MFEFELER, 5B Red Hat Enterprise Linux 8 BB E /44 B EF hostnamect! Bl ENF

Dig¥
Of

BRI T Satellite FIRIFEXREE. R Satellite TEIEMRBRITE TEREE
&, NNFEE, THEEMEEFESHRI

1.9. FATIE X HEE L HE SATELLITE fRS5 25

INRIEH Satellite BRE D E#BT 5000 NEM, EETLUERTIE LA LERE X 4KIRS Satellite B

HER, BAREIE Capsules LERAMEBE.

IR AT LIRYE Satellite EIEM EHMEM AT AIEGH HREEEP—IMRESE.
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B1E AREAERENINE

WILECE XL TF /usr/share/foreman-installer/config/foreman.hiera/tuning/sizes B X/,
LIREF —-tuning 1£17;217 satellite-installer t551, EREECE X B IRIBLLTINFE N A E Satellite :

1. /usr/share/foreman-installer/config/foreman.hiera/tuning/common.yaml X4/ & X FIBRIA
Y BE & S

2. BENHBISENALEEX 4, FHIE /usr/share/foreman-
installer/config/foreman.hiera/tuning/sizes/ B &+ %

3. A% INRIEESE T /etc/foreman-installer/custom-hiera.yaml 3X{F, Satellite &5/ X LEHT
|_1§E|_°

HEE, /etc/foreman-installer/custom-hiera.yaml XA E Y HWEB X ERBESERMEESXHEHPE
Y HBEEBIXE,

Rk, ENRFLEEXX R, ERitbEs /usr/share/foreman-
installer/config/foreman.hiera/tuning/common.yaml FEi\H BB X4 E X HWERBEXE, FM
/etc/foreman- installer/custom-hiera.yaml X4 FfiiRfEMEENEE.

default

ZEEHHE : 0-5000
RAM: 20G

CPUARE : 4

ZEENEE : 5001-10000
RAM: 32G

CPU A#%8 : 8

W

EENEE : 10001-20000
RAM: 64G

CPU N#%# : 16

extra-large

SZEIHEE : 20001-60000
RAM : 128G

CPU A% : 32

extra-extra-large

ZEENME : 60000+
RAM: 256G

CPU IZE : 48+

it =
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1. A% - WNRIEIE Satellite fRZ5 23 LECE T custom-hiera.yaml 3X{F, 15 /etc/foreman-
installer/custom-hiera.yaml 3% {2 El custom-hiera.original, R XEHIR, ERILMERE
12 3214 4% /etc/foreman-installer/custom-hiera.yaml X4 1R & B E FIBIRA -

# cp /etc/foreman-installer/custom-hiera.yaml \
/etc/foreman-installer/custom-hiera.original

2. \3% ¢ INRIEIE Satellite fRF5 25 LEZE T custom-hiera.yaml 324, HEE
/usr/share/foreman-installer/config/foreman.hiera/tuning/common.yaml #Z i\ (L BB X
HHIE X, HURIZER AE /ust/share/foreman-installer/config/foreman.hiera/tuning/sizes/
R, HEES B S5EH letc/foreman-installer/custom-hiera.yaml SRR B TLEEER,

F & /etc/foreman-installer/custom-hiera.yaml X4 HHEAESEBEILE,

3. EAEERNRAMEEHH -tuning £ A satellite-installer ap4, #lan, ZENAFAEET
REXHLE, HHAUTSS :

I # satellite-installer --tuning medium
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% 23 11 IPV6 W45 h )y SATELLITE REAE RN

B2 E £ IPV6 M4y SATELLITE &3 £ 1RBIf1E

RA LATE IPv6 WS sh 2 F1{E FH Satellite, 1E IPv6 R4S A% Satellite Bil, 15 & &R EIFIAEREHBIX
LEFE SR,

BT IPv6 MEHRBEREN, TELRE Satellite f[7, 141N UEFIHTTP B| S E&ECE Satellite, EZER
HSM $ 4.6 17 "1E IPv6 WM& s )y UEFIHTTP Bl S B & B & Satellite” o

2.1. IPV6 %% H SATELLITE ZZRIFR
IPv6 M4% % sE Satellite HLLTIRE :
o (RATLUIE IPv6 YT L%k Satellite A Capsule, FAZFFMELRLE,

o H#R Satellite BEABEMREIENT PXE #1 HTTP (iPXE)ECERY IPv6 i, {BME—2 3 MHAFLIERY
WECL/ERZ UEFIHTTP 51 5 E. X MRHIN ST XIEA Satellite %%HILE’JFHF'*E?G

2.2. IPV6 W%%/ SATELLITE £EMER
TE IPv6 W25 23 Satellite B, HRERWMRBUTEK :

o RTFHER DHCP IPV6 BRSSEBEE N HMMFEZERS, HEFHHEI5E GRUB2 1, REHE
Fi DHCPv6 BZi& IPv6 R4S sk D BCERS IPv6 Hhllk, X2 ER, E7 Red Hat Enterprise Linux
(ISC DHCP)H B DHCP RSS2 MR E IR IPv6 1L RIS RR API, [RILiR4E DHCP BEH
Capsule DHCP &R F IPv4 F M,

o RWMEREZ#E IPv4 1 IPv6 FIAER HTTP RIBARS 88, X2 ER], B Red Hat Content
Delivery Network F5@id IPv4 M4 & RS, EEWITERIIRERRSHEER IPv6 L% £
By Satellite H,

o ML Satellite BCE M {E AL RUHER: (3 IPv4 # IPVv6) HTTP RRIBARSS 22 E HBVAIE,
MEEZELR, 55 @ Satellite FRMMEIA HTTP LI,
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https://docs.redhat.com/en/documentation/red_hat_satellite/6.14/html-single/installing_satellite_server_in_a_connected_network_environment/index#adding-a-default-http-proxy_satellite

Red Hat Satellite 6.14 5 £ ML A E R 2L Satellite BRS5 2%

3= LI SATELLITE IR 2

MBI M 4% 22k Satellite BRS52880, &R LUREREH 2 FE M Red Hat Content Delivery Network
Y BT,

Y I REST Satellite RS BEMEIA T,

ERAMUTHREE Satellite RS 88, HUTHRECEF AT IER, MBEAXITELANESER, 155
HEERR P EEIE T .

HER, Satellite REMAET Puppet, XEKRBMNRELZ RZITREMA, NFERBEZEMFoIE
BE®, HT7RBXMER HREMRNERER, BEoTREHANEA --noop 8., WS
WRAFITELRER, BEMNENHE A /var/log/foreman-installer/satellite.log.

X RA AR, UEETUREEMNAZTENENR, B0, £ foreman-installer BES, e AEE—
NRLLTF Filebucket B9EE :

/Stage[main]/Dhcp/File[/etc/dhcp/dhcpd.conf]: Filebucketed /etc/dhcp/dhcpd.conf to puppet with sum
622d9820b8e764ab124367c68f5fa3at
&R AR E LART B9 SO, A0 FRR -

# puppet filebucket -1\
restore /etc/dhcp/dhcpd.conf 622d9820b8e764ab124367c68f5fa3al

3.1. B2 HTTP IELLERERIZI1E CDN

FeRFMH
TRBIRLE R F0 HTTP SRR VT AL T EM

FHA S0l 170
subscription.rhsm.redhat.com 443 HTTPS
cdn.redhat.com 443 HTTPS
*.akamaiedge.net 443 HTTPS
cert.console.redhat.com (#1R{EMA Red Hat 443 HTTPS
Insights)

api.access.redhat.com (#1Rf#E M Red Hat Insights) 443 HTTPS
cert-api.access.redhat.com (#NR{FEF Red Hat 443 HTTPS
Insights)
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&5 33 L3 SATELLITE IRS5%%

Satellite [R5 83 FH SSL kL £ 54118 CDN @15, M SSL &SR ESTIX MBS, XLEEN
WIERE LA ABZH,

B XZIt8 CDN (cdn.redhat.com){E R IP itk 5K, 1HESHLIIER 1 Mih E ZT1ER 23 CIDR 71
%Q

EEH HTTP REBECE subscription-manager, TERIBLU TS HIRE,

Y=

1. 7E Satellite BRS5 23 £, 1% /etc/rhsm/rhsm.conf XX {5 LL RIS ¢

# an http proxy server to use (enter server FQDN)
proxy_hostname = myproxy.example.com

# port for http proxy server
proxy_port = 8080

# user name for authenticating to an http proxy, if needed
proxy_user =

# password for basic http proxy auth, if needed
proxy_password =

3.2. 7 fi# 2l RED HAT SUBSCRIPTION MANAGEMENT

S ENEMBNAET HER AL ENITHAMERR A TR HHNASR. X8 Red Hat Enterprise
Linux #1 Red Hat Satellite FH &,

it

e {FFH Red Hat Content Delivery Network ;¥ &R REE, ERREHAGKHES T MisE- 4
IR

I # subscription-manager register
%S BRI TRIRIE
# subscription-manager register
Username: user_name

Password:
The system has been registered with ID: 541084ff2-44cab-4eb1-9fa1-7683431bcf9a

3.3. [0 SATELLITE EREZEF1T 57

==
MRIBELIEE TP MEE EEB T SCA, EBTIX—%., AEEMA subscription-

manager ¥ Red Hat Satellite Infrastructure 1T i ANE] Satellite Server, Hx SCA K&
ZER, BEBHEFEEAREVI,
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FEM T Satellite lRS588fE, WRAHRANEBTT 3 1D FEEAM—RTAITE, Red Hat Satellite
Infrastructure 1T #1245} Red Hat Satellite #1 Red Hat Enterprise Linux PRI A,

Red Hat Satellite Infrastructure S13E7EFF A &35 Satellite BITT A, LIBIFR N BHEeEE, MEEZE
B, EBW A IEMFN/FRE Satellite EREZEFIIT [ MCT3718 MCT3719,

INSRIT R M ARMANEIRRSE, AT E#E)IK AR, NRETELEI DT AR Satellite 1TH, BEFLIERIA
FEFRR AR {3 H1E Red Hat Subscription Manager NEMMIR FimfER THANTE ? BSTHANE
B REREERET BT H,

P =
1. #87E Satellite ERHZEFITT B 1D :

# subscription-manager list --all --available --matches 'Red Hat Satellite Infrastructure
Subscription'

% m RN TR

Subscription Name: Red Hat Satellite Infrastructure Subscription
Provides: Red Hat Satellite
Red Hat Software Collections (for RHEL Server)
Red Hat CodeReady Linux Builder for x86_64
Red Hat Satellite Capsule
Red Hat Ansible Engine
Red Hat Satellite with Embedded Oracle
Red Hat Satellite 5 Managed DB
Red Hat Enterprise Linux Load Balancer (for RHEL Server)
Red Hat Beta
Red Hat Software Collections Beta (for RHEL Server)
Red Hat Enterprise Linux Server
Red Hat Enterprise Linux for x86_64
Red Hat Satellite Proxy
Red Hat Enterprise Linux High Availability for x86_64
Red Hat Discovery

SKU: MCT3718
Contract:

Pool ID: 8aca43dd771bf31101771c0231f906a5
Provides Management: Yes
Available: 10
Suggested: 1

Service Type: L1-L3
Roles:

Service Level: Premium
Usage:

Add-ons:

Subscription Type: Standard
Starts: 11/11/2020
Ends: 11/11/2023

Entitlement Type: Physical

2. ERIM 1D, EEIT B ID SRMEBRBIR R,

3. f¥ Satellite ERIZRFIT 5B Satellite Server T H EiZTHERRER SR, R
Satellite lRS588 LIS AT SCA, EaLUBkT LS -
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&5 33 L3 SATELLITE IRS5%%

I # subscription-manager attach --pool=pool_id

e AR TR

I Successfully attached a subscription for: Red Hat Satellite Infrastructure Subscription
4. A% : $uE R A BMI AN Satellite Infrastructure 1T :

I # subscription-manager list --consumed

3.4. BBV E
fE LR TR R 2 Satellite ARSS S2AT B BOTR L2,
1. BERETE O

I # subscription-manager repos --disable "*"
2. FRUTHYMHORE :

# subscription-manager repos --enable=rhel-8-for-x86_64-baseos-rpms \
--enable=rhel-8-for-x86_64-appstream-rpms \
--enable=satellite-6.14-for-rhel-8-x86_64-rpms \
--enable=satellite-maintenance-6.14-for-rhel-8-x86_64-rpms

3. J5F DNF &t :
I # dnf module enable satellite:el8

RS A satellite:el8 BIRETHE{5 Ruby 3 PostgreSQL AR EL, EFS
[ BS% A, DNF Z1EE0fEFER, 8% Red Hat Enterprise Linux 8 #F14 oy EHA
FREZER, 5 Red Hat Enterprise Linux Application Streams &£

3.5. &% SATELLITE RG2S

it =
. EHATAEYGE

I # dnf update
2. &% Satellite RSBYHE -

I # dnf install satellite

3.6. {5 CHRONYD ¥ R
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Red Hat Satellite 6.14 5 £ ML A E R 2L Satellite BRS5 2%

NERARIERE BN AMRIB BRI, RIS RGN B SR AR E [ (NTP)IR S5 8s B2k Satellite
RFGEFNERNRERGRAYL, MREARERGNEERER, IEBRIETREKI

B chrony E4MELZER, 15814 Red Hat Enterprise Linux 8 BLIEE A R4 %E 89 &/ Chrony

EHBCE NTP,
T
1. %% chrony H48 :

I # dnf install chrony

2. Bh##/= A chronyd AR :

I # systemctl enable --now chronyd

3.7. BERIRERGIAARE SOS ¥t

EEMIRIERY L% sos FiEE, LMEERTLLM Red Hat Enterprise Linux R R INEER B IZBIE
B, AR LERCREMARG SN, EITFERAZRNIRS E KN EEZXE M, BXERH sos B
BEER, ESH MRERRAR 42 sosreport LA K IN{AIFE Red Hat Enterprise Linux 4.6 &2 Jg#]
R A FR O3 ?

pi% &2
1. &% sos YA :

I # dnf install sos

3.8.fid& SATELLITE fRS5%85
{5 satellite-installer ZZiEH A %% Satellite fR55 %85

ENFEREL N HE D RIETIZTREM AT, pRERERN NARIAMREELET, Fid
SKTE Satellite BIEX A, EAUREREIZITHIA KR EEM Q% Z09ET,

%% -
' RIFIETEIZAT Satellite REFRFIEABNET, ERERTREEE/LD RN,

3.8.1. fiti& Satellite 2%

Le#Its B E SRR QNG (B, B &MEE, EONREER, MRFE, ELIOIBIA N FAL
B, MREELRER—IRS 2 LR PostgreSQL IR E,

LERIBATRERE T DT RETHK. MREELZEEIRY, HEAATEENEFRMINBERENT

8, UEEMERRGMFEEN G ERETR, MREZKT S5BTREMDHN shell MER, H5H
Ivar/log/foreman-installer/satellite.log WH®E, LMAEHEREEHIITMK.
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{5/ satellite-installer --scenario satellite --help 4 v AETHEMERIAE, MR%
AlEEEAME, WEARIAE

H ETHEE— N AR XMIE - --foreman-initial-organization, XA LL2EMAT L, 1
RNBESHTRMNESERE, ZEXEENR. MREEHFEEHE, NKE—14) Default
Organization 414, H#r% N Default_Organization, A LIER LML, BFEERR
.

EEHTEEERERAINLLRGaNEELE. MREMHASFITHM Katello Agent TiF =2
Remote Execution SSH, i#{# M --foreman-proxy-content-enable-katello-agent=true %5ij5
AE, EkERS 2 Satellite AR 5525 L #R IR 4148 R AT,

RABEAT, HLEZXEFEENMAREXHESHER, 3 satellite-installer 2178, B
EATHAEESESSEXHNEMFHENR, XBKE, EHFNRE LETREERFNIZNH
WE BTG, ETie#HTTHLENR, FXRasEtRSMNABE X REENESER, H5
F¥ A e X EERN AT Satellite,

Y=

B A LU o 45 DA B S8 22 {5 PR A AmT B A 3 -

# satellite-installer --scenario satellite \
--foreman-initial-organization "My _Organization" \
--foreman-initial-location "My _Location" \
--foreman-initial-admin-username admin_user_name \
--foreman-initial-admin-password admin_password

MEErHEIE, FHIFAEEA /varlog/foreman-installer/satellite.log.

3.9. AT P55 AR SATELLITE BRS &%

SR LT SIS PE 2.5 AR Satellite RSS2,

FEHH EREREREVF(SCA), MARFER, FAFEFIEREHLNELRE
ViR,

FRFM
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[}
ffafR#&H M Red Hat Hybrid Cloud Console S HEBIZIIIT B X, MEEZEE, HSH
Subscription Central #7331 Satellite R 5523 0B METEF 1,
ik
1.
1£ Satellite Web Ul fh, ARG LT RENEZFERAMNHL,
2.
1£ Satellite Web Ul /1, # AFI Content > Subscriptions 35t Manage Manifest,
3.
1£ Manage Manifest B0/, H.ifi Choose File,
4,
SIS SLETT FE R HMALE, AFH T Open,
CLI 72
1.
FFLLIET FE 30 M AL 2R 5 HIEI Satellite BRS5%5 -
I $ scp ~/manifest file.zip root@satellite.example.com:~/.
2.

LA root AP B9 &k Satellite IR552%, 5 A Red Hat iT BRI -

# hammer subscription upload \
--file ~/manifest_file.zip \
--organization "My _Organization"

W, SRR CEFSALIBRS. IRESER, HEH EEAEF P9 FAANB,
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%5 4 %= 1£ SATELLITE IRS5& EP T H b E
%5 4 = 1 SATELLITE [RS8 EPUTH b ECE

4.1. ¥$ RED HAT INSIGHTS 5 SATELLITE fR553 & MA

& eI LA Red Hat Insights 2522 REEXMNRGHEINE], HaERAMEESMRE, &
LA AR mR PR NG R, K2R XBXE, EaREXRGIHR, EEZMMBRARE
HiEE, RBRHRESZZMNRE,

HAER, BRFEIHEEHRSM Red Hat Insights f{#, X Satellite #1 Red Hat Insights W& %
&, 13 Red Hat Insights on Satellite Red Hat Enterprise Linux (RHEL),

o

BATIER Satellite fR558, FHEUHERThEEREIZEMZ MR Satellite MFE, 157E Satellite Ak
5528 E#% Red Hat Insights, 38/ Red Hat Insights 3 #ift Satellite BR553%.

#EE insights-client

xR, EaLLBT7E Satellite LACE insights-client.timer B SGZ1T insights-client BIZRIAT
m

E. MREEZEL, 554 Red Hat Insights B9& FincE#5 R M Bl insights-client ik,

iz
FE1£ Satellite BRS523 E %% Red Hat Insights, EHIALT&S :
I # satellite-maintain packages install insights-client
1T Satellite BRS5 235X ME Red Hat Insights, #EHIAUL TS :
I # satellite-installer --register-with-insights
4.2. 2*f RED HAT INSIGHTS

RESFL Satellite J5, EeILURIER EAFDCH MM Red Hat Insights, filill, MREF
EMTFE AR A Satellite, #ERTLLM Satellite BR552RHUHAM insights-client,

FoRFM

1.
BEHEIBE 1P MisHEM T Satellite.
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iy =

oIk : EM Satellite IR5523BUHEM Red Hat Insights, EHIALTRS :

I # insights-client --unregister

ol : E4E Red Hat Insights FiEA Satellite IR5523, EMALL T4 :
I # satellite-installer --register-with-insights
4.3. 3 SATELLITE &/ ik 6 2 h5/E

Satellite &/ i 6 26&% )9 EME Satellite BRS53RE Fimtefit katello-agent. katello-host-tools
M puppet K4, EBHTHEFNEEEEEHM Red Hat Enterprise Linux A EAREGCE, BIE
REHHF A Satellite /i 6 FEAENRERGIRA, KEHITUTSE,

Red Hat Enterprise Linux 9 & Red Hat Enterprise Linux 8

Red Hat Enterprise Linux 7 & Red Hat Enterprise Linux 6

4.3.1. Red Hat Enterprise Linux 9 & Red Hat Enterprise Linux 8

ZE(#HM CLI TiA = Satellite Web Ul, i#E%EHS Red Hat Enterprise Linux M A#HXHREE -
Red Hat Enterprise Linux 9 i CLI £ %%

Red Hat Enterprise Linux 8 i CLI £ %%

Y=

1 Satellite Web Ul /1, 7 A Xl Content > Red Hat Repositories,

£ Available Repositories &1&H, j=Ff recommended Repositories JIKENIZ &5
o
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%5 4 %= 1£ SATELLITE IRS5& EP T H b E

= Red Hat Satellite Client 6 for RHEL 9 x86_64 (RPMs) =k Red Hat Satellite Client 6
for RHEL 8 x86_64 (RPMs) ki BEEFEE.

Xt F x86_64 tH, iHH + EIbRLUS RiZfFEFE,

R Satellite Client 6 AR, XA@EERNEIEBEISHEMNEFT ] MELKEE Red
Hat Subscription Manifest f, BEBIEX—R, HEXRIZFT IR, RIXERECE, T
#; Red Hat Subscription Manifest 35 5 A Xl Satellite. MEBEEZFL, FSHEEAEF
By EEELIIE T I,

FEAEH LZ17H Red Hat Enterprise Linux EiRZA<J3 M Satellite Client 6 5 F, &
ATERHCER, 2RISR CERN M,

Red Hat Enterprise Linux 9 g CLI %%

[ ]
{81F hammer repository-set enable #45 /5 f Satellite Client 6 726 :

# hammer repository-set enable \

--basearch="x86_64"\

--name "Red Hat Satellite Client 6 for RHEL 9 x86_64 (RPMs)" \
--organization "My _Organization" \

--product "Red Hat Enterprise Linux for x86_64"

Red Hat Enterprise Linux 8 i CLI %%

[ ]
{81/ hammer repository-set enable #4 /5 f Satellite Client 6 726 :

# hammer repository-set enable \

--basearch="x86_64"\

--name "Red Hat Satellite Client 6 for RHEL 8 x86_64 (RPMs)" \
--organization "My _Organization" \

--product "Red Hat Enterprise Linux for x86_64"

4.3.2. Red Hat Enterprise Linux 7 & Red Hat Enterprise Linux 6

4

al

&% Z Red Hat Enterprise Linux ZEK 4 fp AHASZ I F(ELS)B AR SS FEES A Red
Hat Enterprise Linux 6 B2, MFEZEL, FSM Red Hat Enterprise Linux
Extended Lifecycle Support (ELS)HinfRSS #5ea.
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E#F [ CLI A2 Satellite Web Ul, i5Z& &S5 Red Hat Enterprise Linux ix&18XH552 -

Red Hat Enterprise Linux 7 g CLI 4%

Red Hat Enterprise Linux 6 #J CLI 4%

Pt

1 Satellite Web Ul /1, 7 A Xl Content > Red Hat Repositories.

1£ Available Repositories &1&H, j=F recommended Repositories JIKENIZ &5
o

1£ Available Repositories &#&H, st Satellite Client 6 (for RHEL 7 Server) (RPMs) =k
Satellite Client 6 (for RHEL 6 Server - ELS) (RPMs) &9 Bi5FEE,

R Satellite Client 6 AR, XAT@EERANEIEBEISHEMNEFT ] MELIKEE Red
Hat Subscription Manifest f, BEBIEX—®R, HEXRIZFT IR, RIXERECE, T
#; Red Hat Subscription Manifest 35 5 A ¥l Satellite. MEBEEZFL, FSHEEAEF
B9 EEELIIE T I,

X F x86_64 3tl, HH T + EFRLUS AiZEME. I8 EN LIZ1T8 Red Hat
Enterprise Linux Ehk# /3 Satellite Client 6 ZX#-CFE, JFRALEHEGCER, *BIHIEIL
B R R

Red Hat Enterprise Linux 7 89 CLI %%

[ ]
{81/ hammer repository-set enable #345 /5 f Satellite Client 6 726 :

# hammer repository-set enable \

--basearch="x86_64"\

--name "Red Hat Satellite Client 6 (for RHEL 7 Server) (RPMs)" \
--organization "My _Organization" \

--product "Red Hat Enterprise Linux Server"

Red Hat Enterprise Linux 6 i CLI %%
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{81/ hammer repository-set enable #4 /5 f Satellite Client 6 72f#)% :

# hammer repository-set enable \

--basearch="x86_64"\

--name "Red Hat Satellite Client 6 (for RHEL 6 Server - ELS) (RPMs)" \
--organization "My _Organization" \

--product "Red Hat Enterprise Linux Server - Extended Lifecycle Support”

4.4. A% SATELLITE &/ ik 6 765

ERAAT T Satellite /¥ 6 #7fi5%M Red Hat Content Delivery Network (CDN)E# I Satellite,
B EME Satellite RS 23M9% iR it katello-agent. katello-host-tools 1 puppet ##4E,
RIEEERY Satellite /i 6 FEAENRIERGIRA, KEHITUTSE,

Red Hat Enterprise Linux 9 & Red Hat Enterprise Linux 8

Red Hat Enterprise Linux 7 & Red Hat Enterprise Linux 6

4.4.1. Red Hat Enterprise Linux 9 & Red Hat Enterprise Linux 8

E{f A CLI i A2 Satellite Web Ul, 5% &S5 Red Hat Enterprise Linux iRA1HXH7%12 -

Red Hat Enterprise Linux 9 i CLI £ %%

Red Hat Enterprise Linux 8 i CLI £ %%

ik
1.
1t Satellite Web Ul f1, 3 A%l Content > Sync Status,
2.
H¥i; Red Hat Enterprise Linux for x86_64 /= @&1EL, UEBTHNAR,
3.

1%#¥ Red Hat Satellite Client 6 for RHEL 9 x86_64 RPMs =% Red Hat Satellite Client 6
for RHEL 8 x86_64 RPMs,
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= Synchronize Now,

Red Hat Enterprise Linux 9 i CLI %%

[ ]
{81/ hammer repository synchronize #r55[E4 & Satellite Client 6 i :

# hammer repository synchronize \

--name "Red Hat Satellite Client 6 for RHEL 9 x86_64 RPMs" \
--organization "My _Organization" \

--product "Red Hat Enterprise Linux for x86_64"

Red Hat Enterprise Linux 8 i CLI %%

[ ]
{81/ hammer repository synchronize fr55[E4 & Satellite Client 6 i :

# hammer repository synchronize \

--name "Red Hat Satellite Client 6 for RHEL 8 x86_64 RPMs" \
--organization "My _Organization" \

--product "Red Hat Enterprise Linux for x86_64"

4.4.2. Red Hat Enterprise Linux 7 & Red Hat Enterprise Linux 6

k

N
p
;

il

&% Z Red Hat Enterprise Linux ZEK 4 fp BHAZ 15 (ELS)B AR S5 K [E2F Red Hat
Enterprise Linux 6 B0 FE, MBEZELR, HSH Red Hat Enterprise Linux
Extended Lifecycle Support (ELS)HiinfRSS #5ea.

E{fA CLI muA2 Satellite Web Ul, 5% &S5 Red Hat Enterprise Linux lRA1HXH7%12 -

Red Hat Enterprise Linux 7 8 CLI £

Red Hat Enterprise Linux 6 i CLI %%

it =

1t Satellite Web Ul f1, 3 A%l Content > Sync Status,
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2.
i Red Hat Enterprise Linux Server =% Red Hat Enterprise Linux Server - Extended
Lifecycle Support (84 /") E&FTHRAZENMEL,
3.

BIBEMIRERSIRA, %FF Red Hat Satellite Client 6 (RHEL 7 Server) RPMs x86_64
=% Red Hat Satellite Client 6 for RHEL 6 Server - ELS RPMs x86_64,

= Synchronize Now,

Red Hat Enterprise Linux 7 9 CLI %%

[ ]
{88 hammer repository synchronize #5[E# &/ Satellite Client 6 7/ :

# hammer repository synchronize \

--async\

--name "Red Hat Satellite Client 6 for RHEL 7 Server RPMs x86 64"\
--organization "My _Organization" \

--product "Red Hat Enterprise Linux Server"

Red Hat Enterprise Linux 6 i CLI %%

[ ]
{88 hammer repository synchronize #5[E# &/ Satellite Client 6 7£fi# /% :

# hammer repository synchronize \

--async\

--name "Red Hat Satellite Client 6 for RHEL 6 Server - ELS RPMs x86_64" \
--organization "My _Organization" \

--product "Red Hat Enterprise Linux Server - Extended Lifecycle Support”

4.5. £ SATELLITE iR%523% 4 PULL &Ff inld &2 T

BAERT, mEHIITERA SSH F)y Script #t@REHHLE. BE, mEMITARMETREIKE
i, WMREAEGZRIIZEE M Satellite BIEMAIEL HFERE, NALUERAE.

X a1 Satellite £M pull-mqtt =X, DURIFEH LETHRINE PG, MREDAFER Katello
Agent, HFHIRBECE pull-mqtt X, XZ2ET pull WiEwBFRAA L,
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k

N
p
;

il

pull-mqtt R {GEMATF Script 124t12F. Ansible 1H iR R RS R EHERIA

E1f Satellite BRS533 LA pull-mqtt X, FREBUTSBIEE -

it

1 Satellite fR5525 L5 AR FHI AWML 5 -

# satellite-installer --scenario satellite \
--foreman-proxy-plugin-remote-execution-script-mode pull-mqtt

BCEBh AL FER O 1883 LMY MQTT RS :

# firewall-cmd --add-service=mqtt
# firewall-cmd --runtime-to-permanent

1 pull-mqtt X R, EHREILERIT I RIEMN Satellite @i S BEMEMREIRSS
g2, Ak, BEiFAR Satellite RS F/IHEEHITIEIL A XFIR — Satellite (k Capsule) .

3.
1t Satellite Web Ul fh, 37 A%l Administer > Settings.
4,
1£ Content %&£k £, 5 Prefer registered through Capsule for remote execution F{E
%N Yes

# Satellite LiXERTHEBLHIE, SLLMESIENLHTRE, NBESER, HE5H 54
ZH0 P89 mENITR R,

4.6. 7£ IPV6 %%l UEFI HTTP Bl 5 &% B2& SATELLITE

ERXAN KR E Satellite, LUEM UEFI HTTP 31 5:E&% IPv6 MZEhE & EHl.

FoRFM
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AR ENZE P e LA DHCP 1 HTTP AR3523.

R ZEFwmeI LA UDP #iw0 67 #1 68, LUMEE FimAEN &k DHCP %KM DHCP 12
{Iﬁ\o

R NEFmITH TCP im0 8000, LAEAM Satellite #1 Capsule FHE3C#4#] Kickstart £
R

PAEINFAREQFHIXET HTTP 5| 3Kk%E, HHERETERKE. AXESER, F
B Ed 4 89 5 Satellite IR #8700 F M.

1£ Satellite Web Ul 1, 3 AF| Administer > Settings > Provisioning, Ffiff Token
duration %iE&H1% N 0, ATFREE DHCPv6 fR%5, Satellite TTikiR 7@ 2F2 IPv6 Hitk M
MBI S% P im, ELbs s AR SR,

iy =

ENFERERFPEM DHCP &, HETEAT,
X F Satellite FAIEKATA IPv6 T, iE# DHCP Capsule & & HNZEH.

Al - AR EHH DHCP AR5 HIRMEE kR, 1AACE DHCP 54 {5 DHCP fRSS
%EO

ERE &M Satellite 5% Capsule £, ¥ grub2-efi K- BEHERHARA :

I # satellite-maintain packages update grub2-efi

F4% Red Hat Enterprise Linux 8 kickstart 7%,

4.7. {5 HTTP X EAdi& SATELLITE ARS5 %

AL THEEA HTTP I & E Satellite,
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4.7.1. 7£ Satellite 7 MERIA HTTP (K E

INBERARLAER HTTP K, EaILUT Satellite IRS52382E N %I Red Hat Content Delivery
Network (CDN)Z Hfth N AREEA HTTP ., RelsEfEA FQDN fARZ IP ithik, LUEGEJyML%ESN
[P SEE: N

LUF R E R T T# Satellite AAHKE, E{FH CLI A2 Satellite Web Ul, iFZ [ CLI i
=

ik
1.
1£ Satellite Web Ul /1, 3 AF Infrastructure > HTTP Proxies,
2.
Hif; New HTTP Proxy,
3.
£ Name FEh%i A HTTP KEIAFR,
4.
£ Url 2Exrh, DAL A HTTP {CEEAY URL : hitps:/proxy.example.com:8080
5.
ik : MPEEHHRIFE, EE Username FEPHAEHTH AR IFMAF 4,
6.
A% : MBREESHRIUE, E1E Password FEH i AT H B IEMERTY,
7.
EMAEMCEERERE, 5= Test Connection,
8.
= Submit,
9.
£ Satellite Web Ul #, 7 AFI Administer > Settings, A5 =i; Content ik,
10.
5 Default HTTP Proxy Xi&iX& NI HTTP L,
CLI 72
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JGE http_proxy. https_proxy #l no_proxy T &% G #HiXiE.

# unset http_proxy
# unset https_proxy
# unset no_proxy

2.
£ Satellite #7I0 HTTP fCIE5A :
# hammer http-proxy create --name=myproxy\
--url http://myproxy.example.com:8080 \
--username=proxy_username \
--password=proxy_password
3.

¥+ Satellite BeE N ERIAEAILE HTTP {E :

I # hammer settings set --name=content_default_http_proxy --value=myproxy
4.7.2. Egi& SELinux LIALRTE A E kO LijA] Satellite

SELinux HfR 7 XIHr ik O Red Hat Satellite #1 Subscription Manager 8ijjla], *FF HTTP 2%
=, TCP#m[O’} 8080. 8118. 8123 #1 10001PROFILE-DESTINATION10010, MEEEREE
SELinux 2k http_cache_port_t M0, HERUATSE,

i =
1.
£ Satellite £, EX1F SELinux foiF HTTP Z&EMERO, EHALLTHS -
# semanage port - | grep http_cache
http_cache_port t  tcp 8080, 8118, 8123, 10001-10010
[output truncated]
2.

Z4¥ SELinux BB N FAVF HTTP &4/ 0, 408088, HHMIAM TaE :
I # semanage port -a -t http_cache_port_t -p tcp 8088
4.7.3. ¥ HTTP XX F A Satellite HTTP iFK

NRIEM Satellite IRS5 23 M LE HTTP #1 HTTPS MIBh X EEH, EaLiRRERESABRE
(BFTRER) &S,
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AR, MREEATEERATES, MEEERTEN HTTP RERATIIHEER, NWEmA
Satellite ;Bf5 5CEMCER L T T R BHRIGERCE,

iz
1.
1t Satellite Web Ul F, 3 A%l Administer > Settings.
2.
£ HTTP (S)KE f7vh, % adjacent Value 535 ACE URL,
3.
= tick EITMREFEINER,
CLI I

SFERLTSS :
I # hammer settings set --name=http_proxy --value=Proxy URL

4.7.4. FENMEW Proxied &k HERR

NRER HTTP KE AT AA Satellite HTTP =% HTTPS &K, #EaI LA IEF L F @ (VIR 1T8

Ho

T
1.
£ Satellite Web Ul /1, 7 AF| Administer > Settings.
2.
£ HTTP (SKERR T 4L 74, %iFE adjacent Value 7ll, HHAEEMREFE RKDHRRHN
—ANEENENBATR,
3.
= tick FREFEME,
CLI i #2

FRALLTFHS -
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I # hammer settings set --name=http_proxy_except_list --value=[ hostname1.hostnameZ...]
4.7.5. Ei& HTTP V&

MREFTEHFIN HTTP KEi%&E, HHUHIXE Default HTTP Proxy Xi&.

it 3
1.
1 Satellite Web Ul #, 7 AFI Administer > Settings, A5 =i; Content ik,
2.
5 Default HTTP Proxy Xi&iXi&~ no global default,
CLI 72

¥ content_default_http_proxy % & iXi& NP RE :
I # hammer settings set --name=content_default_http_proxy --value=""

4.8. EZREIN LEHAHRER

REATETAEEEOIPMNSR BN AEZE N ERTHRIRERES, EUHE Satellite [R5
5 AEAREERIRHZR(BMC)ER,

FRFM

[ ]
FAAZEINBLIEA BMC REHNM%AEEO., Satellite lRF5FEEMILE NIC FHE&LER
s EN. MBESZER, HSHEERINPH FINEREEREEH R (BMC) Z0,

it =

Ej5M BMC, HHALLT&HS :

# satellite-installer --foreman-proxy-bmc "true" \
--foreman-proxy-bmc-default-provider "freeipmi”

4.9. EEHIGHECE DNS. DHCP #1 TFTP

37


https://docs.redhat.com/en/documentation/red_hat_satellite/6.14/html-single/managing_hosts/index#Adding_a_Baseboard_Management_Controller_Interface_managing-hosts

Red Hat Satellite 6.14 FEiFIEMIMZ IR P LEE Satellite RS 23

ZE1f Satellite fR552: LASE DNS. DHCP #1 TFTP iS5, &M satellite-installer s 5 BE AL
BEMET, EEERRENETSIR, EHiA satellite-installer --scenario satellite --help # 4%,

SHEEREM RSP EEH/REIA satellite-installer %%, EALZREGARS, EXREAENEN
EEFHrREEREX 4.

E(HFASEE DNS. DHCP #1 TFTP BR%5, E5 0 &£ 6 = @A SBRFEAE Satellite AR 75

%75 DHCP {1

MR E{#EA Multihomed DHCP, EiJiBALRERE.

FRFM

AR TE S AT fUEER -

DHCP IP #htitS5H

DHCP pX IP ithiit

DHCP & #RiRS535 IP ik

DNS 52

TFTP fRS5 234K

EMZ BN, %A FQDN A IP ihit,

HECRENPSERR, UARERIERNIE,

it =
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A satellite-installer e 5 LARE S EHIAERETL, UTRAIERTEETEERIRS -

# satellite-installer --scenario satellite \
--foreman-proxy-dns true \
--foreman-proxy-dns-managed true \
--foreman-proxy-dns-zone example.com\
--foreman-proxy-dns-reverse 2.0.192.in-addr.arpa \
--foreman-proxy-dhcp true \
--foreman-proxy-dhcp-managed true \
--foreman-proxy-dhcp-range "192.0.2.100 192.0.2.150" \
--foreman-proxy-dhcp-gateway 792.0.2.1\
--foreman-proxy-dhcp-nameservers 192.0.2.2\
--foreman-proxy-tftp true \
--foreman-proxy-tftp-managed true \
--foreman-proxy-tftp-servername 192.0.2.3

#Ra] LU R R A b R R satellite-installer fe R E, B LAEE /var/log/foreman-
installer/satellite.log FBE®E, fEAILLTE /etc/foreman-installer/scenarios.d/satellite-answers.yaml
XHhEEFEANLE, 8 initial_admin_password S,

BXAECE DHCP. DNS I TFTP RSB ZER, HSH E7 L4l P89 BEHRS.

4.10. HIFZEMLEEA DNS. DHCP #1 TFTP

MREFHHEE TFTP. DHCP 1 DNS fR55, E7iBh1E Satellite FEIRERG L4 X LRSS, FEE
F%mEcLLE . DHCP #1 DNS KiFfHi%. {82, Satellite FaMBRIRERSHMELERIRSS.

it =

1£ Satellite fR5538 LA LL T4 -

# satellite-installer --foreman-proxy-dhcp false \
--foreman-proxy-dns false \
--foreman-proxy-tftp false

1£ Satellite Web Ul /1, 3 A Fl Infrastructure > Subnets 3%EFEFM,

¥} Capsules %5k, 55k DHCP Capsule. TFTP Capsule #1 X[E DNS Capsule &
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4,

1£ Satellite Web Ul b, 3t ATl Infrastructure > Domains 3% FEE,
5.

75B% DNS Capsule E%,
6.

A% : NREMSE R BB =R 4 DHCP [R5, ¥ DHCP ARS543ECE )y &3 LU Tk

Option 66: IP address of Satellite or Capsule
Option 67: /pxelinux.0

AX DHCP N EZ{E2, S RFC 2132,

LA NAEFRAEZBEREN, Satellite FatiT4bE. /5 A=ZA Capsule
KEKRS, MNRFHICENEEXHAELE, NEENNREG S TSR LXK
A Capsule LTI FFHRSECH, ERRIA Satellite THLATEAY DHCP 1 DNS it
LUK TFTP X,  LABH 1k FEHLIHBR KL

4.11. Jyft i FHR4ECE SATELLITE ARS5%%

E M Satellite [R5583 A 5 FHRMSHEE, EalLIEEH SMTP iR5535=k sendmail &4,

AR

[ ]
BERANFEERR REIFEARTHZIIEER SMTP RSB SBUAE,. EXERBIRR
FSHafe R FEle, TLREMACE 2RS35 LM vanilla SMTP IRS5#HTH: %, HEMEA

sendmail 5.

it

1 Satellite Web Ul fh, 7 A%l Administer > Settings.

Bl Email BT, FFREETIENSEEENLESELE, SRRIBER.

UTFRHIERT A SMTP fRS52ZAIECIE LI -
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& 4.1. (EF SMTP RS B[AIF N A ESE

%5 4 %= 1£ SATELLITE IRS5& EP T H b E

RN E

SMTP #itk

SMTP &3 58E

SMTP HELO/EHLO 15

SMTP B57Y

SMTP kO

SMTP B4

SMTP

smtp.example.com

login

example.com

password

25

user@example.com

SMTP A& SMTP #i3 15 SMTP RSS2 E K&,

LUTFRpIEA gmail.com 5 SMTP ARS5%: :

% 4.2. {8/ gmail.com £y SMTP IR5533

RN AE

SMTP #itlk

SMTP &35k

SMTP HELO/EHLO 15

SMTP 2 StartTLS B%h

SMTP B57Y

SMTP %O

SMTP B4

SMTP

smtp.gmail.com

plain

smtp.gmail.com

=
=

password

587

user@gmail.com

LUFRBIEA sendmail e SENAERE -
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& 4.3. {#1[ sendmail fE A ERE

Rt HE sendmail
Sendmail fiii & /usr/sbin/sendmail

Sendmail &% -

HFLLEE, Sendmail fIEF Sendmail SEIXBEERR LM, REEE
/etc/foreman/settings.yaml Hi%i&E, Huiki@id satellite-installer @ XWX E,
=EZ{ER, 1S sendmail 1 man page.

MRERFEMSEA TLS SUERy SMTP BRS5B[A XA FHMY, HHITU TSR — -

£ SMTP BR5523589 CA iEBIric A, EMBLX—&, 151E Satellite RSS2 LHUT
LUFa% :

# cp mailca.crt /etc/pki/ca-trust/source/anchors/
# update-ca-trust enable
# update-ca-trust

Hrh mailca.crt 2 SMTP R552519 CA iFf.

X, 1 Satellite Web Ul 1, I SMTP enable StartTLS auto iEii% & No,

B Test email, FFHlECERAERIAFHE FiR4LE, DBAEBREEEIE. MR
SHEILEXKZE, Satellite Web Ul R LR, ¥151HEE /var/log/foreman/production.log Y

B,
=
BXANEANA PSP HEE EFIMRNNIESR, 52% 12 Red Hat Satellite &
B BDIE H F R B AT 575500,

4.12. J3 SATELLITE Kci& ALTERNATE CNAME
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&a[ LN Satellite BdiE 75 CNAME, MREERER Satellite Web REERE RS E M im-r 5 A EEER
Satellite ARG L, XARERER. ERERFBHTEHEME Satellite 2 g, BATIRATHRI S
A CNAME BE2i&, LLB SRS BEHRBEEEN.

4.12.1. {f§fH Alternate CNAME fidi& Satellite

FRX N RERE A% A CNAME i Satellite, 75ES, KA Satellite it BHIBE SGEHRA 8%
EAAR,

SHFERIA Satellite iFF A

MPEGE A Satellite IF %R T Satellite, HHLEAAHA CNAME E2& Satellite, &
1£ Satellite LEIALL TS RENTHE S CNAME B9 2NN Satellite SSL i+,

I # satellite-installer --certs-cname alternate_fqdn --certs-update-server

MNBIRLZBRE Satellite, #EAILLTE satellite-installer #3453 71N --certs-cname
alternate_fqdn i£%1, LAMER# A CNAME 2% Satellite,

NFEEGEBRAF

MRIEF Satellite SAESGER—EERA, HEQIRAE GESN B AE UEHHENR CNAME
Xk, MREEER, HSHN Satellite IRS5 R BB E X SSL iEH,

4.12.2. BeE& X HLLAEF Alternate Satellite CNAME #H TS ER

2R Satellite ASE T %A CNAME, ErILUFEHACE A% Satellite CNAME #H{TRAEIL,
ik, EBSHAERENEME Satellite Z AT EHIEME A Satellite CNAME., #£= LM bootstrap
AR F BT R E,

f£M bootstrap BIAALEFH

fEEH L, M --server alternate_fqdn.example.com EILZE1T bootstrap Bz, FEHEMEBIE
i Satellite CNAME :

I # ./bootstrap.py --server alternate fqdn.example.com
FriicEEN

EENE, it /etc/rhsm/rhsm.conf X#ELLE T hostname il baseurl ixELUEEI&SAEN G, H
m -
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[server]
# Server hostname:
hostname = alternate _fqdn.example.com

content omitted
[rhsm]

# Content base URL:
baseurl=https://alternate_fqdn.example.com/pulp/content/

Bi1E, #EaTLUE subscription-manager M EHL,

4.13. FABAE X SSL iEHEdiE SATELLITE ARS5 2%

BIAER T, Red Hat Satellite fifiE% % SSL if-H3E/2 M Satellite RS2, A EBIERSBHAAE

FHZFBMEBEE. MRIEEFER Satellite AZRIES, EAILUF Satellite IRS523ECIE Dy 8 ISR
UEHMA A (CA)Z BB SSL ik,

44

L{EMABE X SSL IEHECE Red Hat Satellite I, #AIHRULTEK :

Bt SSL UE s FAREFAIE 5 BUHR 44 (PEM) % 5.

R EEfS1HEM SSL ik AT Satellite iR5523#1 Capsule BR5583.

[Fl— CA @75 Satellite BR5525#1 Capsule BR3538% & uk+f,

SSL it HthAaER CA ik,

SSLif B mas5:@AAFRCN)EAMN I alt name (SAN)SH.,

EERABYHREY BN, ®IRY SSL iEH,

-~

SSL it BAReEREHRIMFHN CN,



%5 4 %= 1£ SATELLITE IRS5& EP T H b E

BRI E TSRS,

EHABTE FBAE Satellite RSS2, iEERUTSE -

%5 4.13.1 17 “Jy Satellite IRS5 2 BB E L SSL IEH”

2.

% 4.13.2°1 “FFEE X SSL IEHEREZ) Satellite IR553"
3

% 4.13.3 T “REE X SSL kBRI EH”
4.

NRIEANEBITRAR S5 23R MR Satellite BR353%, HHEABE X SSLEHi#ThE. MFESE
%{ER, ESHRE Capsule [R552 iy B E X SSL UFHBECE Capsule R 4%

4.13.1. 4y Satellite RSS2 BB E X SSL Uk

EAXAN RN Satellite BRF5ERAIBAE X SSL iEH. MRESE Satellite IRS53HIBEE X SSL iE
+, HEBbT IS IR,

AR

BEHEMARIE X, EUE—REEH root HFUIREX :
I # mkdir /root/satellite_cert
BB NUEH%E A1 K (CSR)%AMFAH,

AR, RARIRINE, MREERBGETORY, HHERRHARD.

MREE AL Satellite IRSS2BIIFY, HBLX—,

I # openssl genrsa -out /root/satellite_cert/satellite_cert_key.pem 4096
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77 CSR fllE /root/satellite_cert/openssl.cnf BEX 4 HBSLUTHEA :

[req]

req_extensions = v3_req

distinguished_name = req_distinguished_name
prompt = no

[ req_distinguished_name ]
CN = _{ssl-common-name}_

[v3_req]

basicConstraints = CA:FALSE

keyUsage = digitalSignature, nonRepudiation, keyEncipherment, dataEncipherment
extendedKeyUsage = serverAuth, clientAuth, codeSigning, emailProtection
subjectAltName = @alt_names

[ alt_names ]
DNS.1 = _{ssl-common-name}_

1.
a5k : MNREM CSR RIMEIHHALFR(DN)IFYE, 157 [ req_distinguished_name ] #8475
MEAFER -

[req_distinguished_name]

CN = satellite.example.com

countryName =My _Country_Name ﬂ

stateOrProvinceName = My _State Or_Province_Name 9
localityName = My_Locality_Nameg

organizationName = My_QOrganization_Or_Company_Name
organizationalUnitName = My_Organizational _Unit_Name ﬂ

B FRHT

e

24 (30 : New York)

HTHEBEERT (= - IT &I
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4 CSR:

# openssl req -new \

-key /root/satellite_cert/satellite_cert_key.pem\ 0
-config /root/satellite_cert/openssl.cnf\ 9

-out /root/satellite_cert/satellite_cert_csr.pem 6

IR
BoE S RIERE
T4 CSR IIERE

FFUEBFELIFER A EZBUEB A M (CA). Fl— CA #7414 Satellite 55231 Capsule ik
St R Al

R3ZTERE, fERIEPINEFR, AXIEBERNAERAMAR, BAWFEERN CA ZEHI®
Bk A TWIRGER, EeLIE IR h i CA IABMERIES.

4.13.2. FFHAE X SSL iF HEBEF Satellite BRS525

FAXANHRER Satellite RS ESBREE N FERAIEP A HMAZELIBAE X SSL iEf, katello-certs-
check SR AR X4, FHROEAE X SSL iFHEEZ| Satellite [RSSSAT=MNAES.

8%

AESF SSL I tar TP SIFHETE /tmp =K /var/tmp BXh, RERGEHIMIX L
BxhillpRscE, R, satellite-installer 7£/5 FAZhAES A Satellite ARSS 236 Tk
ﬁo

it

BIFEE X SSL iE B AXH, iEEE, T katello-certs-check f S IEHE TE, UFfrh
KB A AFR(CN) 15 Satellite IR$52389 FQDN Ptfid,
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# katello-certs-check \

-c /root/satellite_cert/satellite_cert.pem\ ﬂ
-k /root/satellite_cert/satellite_cert_key.pem\
-b /root/satellite_cert/ca_cert_bundle.pem

HIUEB WA NI 2R Satellite IR 5583 IE 1 X H BB E.

2]

AT 75 Satellite IRS583UE 1 5 B HIRTIRIRERE.

©

UERH R RS RIS .

MRGSEHTN, BEREFHA satellite-installer 8%, Hihz—FIAFREBIERR
Satellite IR55 35

katello-certs-check B9k H =l

Validation succeeded.
To install the Red Hat Satellite Server with the custom certificates, run:

satellite-installer --scenario satellite \
--certs-server-cert "/root/satellite_cert/satellite_cert.pem" \
--certs-server-key "/root/satellite_cert/satellite_cert_key.pem" \
--certs-server-ca-cert "/root/satellite_cert/ca_cert_bundle.pem"

To update the certificates on a currently running Red Hat Satellite installation, run:
satellite-installer --scenario satellite \
--certs-server-cert "/root/satellite_cert/satellite_cert.pem" \
--certs-server-key "/root/satellite_cert/satellite_cert_key.pem" \

--certs-server-ca-cert "/root/satellite_cert/ca_cert _bundle.pem" \
--certs-update-server --certs-update-server-ca

HAER, FEViRHESR /root/ssl-build,
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RIBENER, 7£ katello-certs-check i HIKIHH, HiA satellite-installer fp45, %M
SERABAE X SSL uF P EH YT Satellite _LAYIES,

MBEEFRHEE TGS, EaILLETRE X /etc/foreman-
installer/scenarios.d/.installed X IFRERE T Satellite, MRXHELE, HETHE-N
satellite-installer fip & EBHUEH,

B

EEBIUETE, Satellite-installer FEUFFFEREXH. FEESEMRE,
fin, FH2% Satellite BRS5 230 S EXHEAM.

1£9liJjIv] Satellite RSS2 MITEHN L, SHIILLT URL :
EEAN AR, EHITEHIFEURIFERENIEE,

4.13.3. FFEHE X SSL uF BEBERIEH

15 Satellite RS B[EE NFEABE X SSLiEPE, AHFIEEMEIL Satellite BR55 /T TN,
223t Katello-ca-consumer {4,

it =

EFNEH LLE katello-ca-consumer H#4E :
I # dnf install http://satellite.example.com/pub/katello-ca-consumer-latest.noarch.rpm

4.14. £ SATELLITE sh{& AN SBEIRE

{55 Red Hat Satellite MZ235 1 M —E84, satellite-installer 85 A7#E5 Satellite HHREMARS 25 L
2% PostgreSQL #iEFE, L Satellite Eh, AN SBBURETMA IR EIE 7 ol 5 Bhi
TR 38 3.

IR RMABBIRELE TR/ R TR, XaFE&ED. ALMBEE L. B840 8B
PEEER 5 o BB ST R 4 A BB BUR %
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FJy Satellite QIR EANSBBIEE, ELFRUTHE :

5 4.14.2 71 “NHEBBURE A S TN ASIEEASBEIEES Red Hat Enterprise Linux 8
IR5538.

55 4.14.3 17 “%2% PostgreSQL”.f# [ Satellite BIEUIEE 4% PostgreSQL, fEATIAAT]
K%M Candlepin 1 Pulp,

% 4.14.4 77 “BeiE Satellite fR 552 LU E A SEIRE " 4k satellite-installer S HLUEM
HwHIRAE, 3HZ1T satellite-installer,

4.14.1. PostgreSQL {E A SBBUE A ERE I

Foreman, Katello #1 Candlepin {8 PostgreSQL #iEEE. MRESF PostgreSQL A{EASBEURE
FE, MILLFE S #EEREL AR E E SN Satellite Bdi&E. Satellite 323F PostgreSQL fR% 12,

8 PostgreSQL ML=

#t Satellite LI8INATAREFMATA CPU

£ PostgreSQL BUEE Li%i& shared_buffers WREHY, #H&EHES Satellite LHHEARIR
ST RN

EXR N Satellite #FRE R TR EMAEE PostgreSQL ARS8 %50

A8 PostgreSQL Myfik=

IEMEEE M, EHREEPBR S IR

&R PostgreSQL fR5523 2 — 1N EIA KRG R E M NS

ISR Satellite = PostgreSQL HUEH IR S5 2 EBF A NAFMEHMEE, W Satellite FoiEIEH
I
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R Satellite IR MBUREIRSF 2 MIAIER, NHERTRES TE

MRIENEE Satellite £ PostgreSQL BUIEZE S B MERERB, 1L Satellite 6 h{FAFE S - {5 A
postgres FHifl H&R LR MZITEEBHNER, DIAREREAXENEH, B —WHNEi&EEH
FARLEZBIMRENESHN, mIEBRARBUBETREHFEMER. MRENEIARE, HKRAL
PE 2RI,

4.14.2. HAEBBIBEAE SN

{EA®RHH Red Hat Enterprise Linux 8 ZE— I 2HNB&HRE, LIEEABBIEE,

Red Hat Enterprise Linux BOTT AR EL5T Satellite 5S4 EBEURFEMIERARSS B AP, AR AFRT
Satellite 1T B ANEIE A TSR BRI E KR IE RS

AR

AEFNEN LR Satellite HIFfEEK,

it

fEF DN Satellite E 21T hiiiEA, 5 Satellite 1T M INEI& AR S5 25

SAMAYRHCEFRERUTRE G

# subscription-manager repos --disable ™'

# subscription-manager repos \
--enable=satellite-6.14-for-rhel-8-x86_64-rpms \
--enable=satellite-maintenance-6.14-for-rhel-8-x86_64-rpms \
--enable=rhel-8-for-x86_64-baseos-rpms \
--enable=rhel-8-for-x86_64-appstream-rpms

JE LU

I # dnf module enable satellite:el8
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& i satellite:el8 2455 postgresql:10 # ruby:2.5 %2, RJyiXLs
B i% & Red Hat Enterprise Linux 8 LMIEIABHRA, &k satellite:el8
BHER postgresql:12 §l ruby:2.7 B0, ©ihEid satellite:el8 G
A, XBEEBEFRRSFBRESERM, RAaTlZLithZZlE, HX Red Hat
Enterprise Linux 8 B4 mEAMRMNEZ{E R, 1S5 Red Hat Enterprise
Linux Application Streams 244y EHi,

4.14.3. 2% PostgreSQL

1R QR RS BIR R E T R h &% satellite-installer TEZEMIHREMRAH PostgreSQL,
Satellite 32 PostgreSQL k& 12,

it =

BLRE PostgreSQL, iHMALTHS :

I # dnf install postgresql-server postgresql-evr postgresql-contrib
EYA{L PostgreSQL, HFMIALL T4 :

I # postgresql-setup initdb
Ya% /var/lib/pgsql/data/postgresql.conf X :

I # vi /var/lib/pgsql/data/postgresql.conf

HAR, BEMENE PostgreSQL MENIAECE Y BEfE A Satellite, EAliHEFFRINTBEIRE
BCEFEMT :
checkpoint_completion_target: 0.9

max_connections: 500

shared_buffers: 512MB
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work_mem: 4MB

THIBS # F+ 5’8 LAMmI0fT A k24 -
I listen_addresses = "'
Y% /var/lib/pgsql/data/pg_hba.conf 3T :
I # vi /var/lib/pgsql/data/pg_hba.conf
EXHPARIMLLTAT -
I host all all Satellite ip/32 md5
BE3HE A PostgreSQL RS, iEHIALT&RS :
I # systemctl enable --now postgresq|l
1E458 PostgreSQL k5523 L3TF postgresql il :

# firewall-cmd --add-service=postgresq|
# firewall-cmd --runtime-to-permanent

tD#e3 postgres F ' F#/55h PostgreSQL & /i -
I $ su - postgres -c psql
BIBR=ABIEEMTAA®| : — BT Satellite, —1"AT Candlepin, 5—1ATF Pulp :

CREATE USER "foreman" WITH PASSWORD 'Foreman_Password;
CREATE USER "candlepin" WITH PASSWORD 'Candlepin_Password';
CREATE USER "pulp" WITH PASSWORD 'Pulpcore_Password',
CREATE DATABASE foreman OWNER foreman;

CREATE DATABASE candlepin OWNER candlepin;

CREATE DATABASE pulpcore OWNER pulp;
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1.

12.

13.

14.

HFEER Pulp BUESE -

postgres=# \c pulpcore
You are now connected to database "pulpcore" as user "postgres".

fIIEE hstore '8 :

pulpcore=# CREATE EXTENSION IF NOT EXISTS "hstore";
CREATE EXTENSION

BH postgres A :

#\q

M Satellite [RS523H, WS MBUEE. MREERT), AR E 1.

# PGPASSWORD='Foreman_Password psql -h postgres.example.com -p 5432 -U foreman
-d foreman -c "SELECT 1 as ping"

# PGPASSWORD='Candlepin_Password psql -h postgres.example.com -p 5432 -U
candlepin -d candlepin -c "SELECT 1 as ping"

# PGPASSWORD='Pulpcore_Password psql -h postgres.example.com -p 5432 -U pulp -d
pulpcore -c "SELECT 1 as ping"

4.14.4. B2i& Satellite fRSS 23 AE AN SBBURE

{$i/ satellite-installer #p4y, $¥ Satellite A& %2428 PostgreSQL BB,

AR

it

54

X B1£ Red Hat Enterprise Linux IR5523 &2 HACE PostgreSQL HUE/E,

B Satellite RENBBURE, WHALTHS :

# satellite-installer --scenario satellite \
--foreman-db-database foreman \
--foreman-db-host postgres.example.com\
--foreman-db-manage false \
--foreman-db-password Foreman_Password\
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--foreman-proxy-content-pulpcore-manage-postgresql false \
--foreman-proxy-content-pulpcore-postgresql-db-name pulpcore \
--foreman-proxy-content-pulpcore-postgresql-host postgres.example.com\
--foreman-proxy-content-pulpcore-postgresql-password Pulpcore Password \
--foreman-proxy-content-pulpcore-postgresql-user pulp \
--katello-candlepin-db-host postgres.example.com\
--katello-candlepin-db-name candlepin \

--katello-candlepin-db-password Candlepin_Password \
--katello-candlepin-manage-db false

BIXENBBIEEERAREERFR(SSL)L, HRIMELTEDS

--foreman-db-root-cert <path_to_CA>

--foreman-db-ssimode verify-full
--foreman-proxy-content-pulpcore-postgresql-ssl true
--foreman-proxy-content-pulpcore-postgresql-ssl-root-ca <path_to_ CA>
--katello-candlepin-db-ssl true

--katello-candlepin-db-ssl-ca <path_to_CA>
--katello-candlepin-db-ssl-verify true
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6 5 = REASBFHEIE

B ERN B AR, el LLMAER B3R 42 R h 8 B 4 B 5 B ARSI AE FR P A P AHABR. fEFR
NEBEREULRT, ERNIE Satellite ARS5 25 £ FohOIEEX & P HFoh4Ei HA B 5 Bk, MR 5k
R IREEE FHRE, FEERIEET Satellite Web Ul &5k HAE K,

EERAFMAKFER

A AP AR P AR ARKF ., X2 T HERIER Satellite IR 5523 P HA ik -~ #1 Active
Directory 1Ak F 2 [H]35% B B 5 IE A ZE,

NIRRT HANK S BN FET /etc/passwd Hl /etc/group X, EMRGEAZ R HRIE
mi, Fli, E#E /etc/passwd Fl /etc/group X E &L puppet. apache. foreman 1
foreman-proxy M H, HRALL TGS :

# cat /etc/passwd | grep 'puppet\|apache\|foreman\|[foreman-proxy’
# cat /etc/group | grep 'puppet\|apache\|[foreman\|foreman-proxy’

ERESNS S B EIERER

Red Hat Satellite XA TR EN B H BB UEH—EI7R -

EHZEERE R ( LDAP)IRS HZIENNBE L IREEEERF, LDAP B2—HFFMIMY, A
FET MBI nEhEFENE R, # Satellite, EAILLET Satellite Web Ul 22 &
LDAP, EZ{ER1ESH] 5 5.1 17 “fFf LDAP”, BAMZoILIUER LDAP FERLLIES HEE
AD fR55%, Bi%BEARXIFTE Satellite B9 Web Ul rh{EF Kerberos #{TIRS B[ A M. BMHEE
P RER,

FEAIIE SN EERSB[IE NN B PREIER. Red Hat Identity Management i 51 & E 4
MER. HEMSHFEHERANSIENFN, FRIIBEMNERNEEBETAER Satellite Web
Ul ke, HERZE—&5 CLINRZE, MEEZEE, HSMH £ 5.2 7 “GRIESHE
IE”O

T BEMISE Kerberos SEE NSRS {31R 2R, {8 Active Directory (AD)S 4118515
EEBER, MERZER, S &$ 5.3.5 7 “Bf Cross-Forest Trust B5EEIEH %",

RIS & %N OpenlD 1REt12F, LAM Satellite HTABE R L. BLHERIEFES
i 28 5.9 77 “MALIE AR E KB HEIEAE Satellite”,
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% 5 E REANBSRILIE

ERLIE R =& RKVEN OpenlD 1R4t12F, AT:@EiT TOTP [ Satellite H{T 458 F 3K 0UE,
BEZERESHE $ 5.10 77 “EH TOTP BBLLIgH S & X R IE",

BR T RELX) Satellite IRS52REVTHEERS, thellid Satellite E&FBIEN AT LIS IEF N ERHE
B, Red Hat Satellite E— M EIhEE, ©RAEEIMIEIHRHEFNEMRSENEFER, 5%
ERESH % 5.8 T “ATEREHHNBIHDEIE",

& 5.1. BRIEBR

KRB =gy Eoans 2 ki

Red Hat Identity Management Kerberos 5% LDAP =

Active Directory Kerberos 5% LDAP =

POSIX LDAP =
5.1. 5/ LDAP

Satellite X FA—1= %1 LDAP B3 LDAP &3 %F,

MPHREE Red Hat Satellite [ TLS B3i7% 42 LDAP JEE(LDAPS), &4ciKERE M LDAP R
SREMAMIEE, FREIRCHTET Satellite IRSB|IEKEERSI L, MTrE, MREHN LDAP
IR55254E A A ThEE P IUZ ARUEFEE, NP RIRTA root MR ENEBEAIBEE, LUAFRIKE
A, NMREBMAFTELRSLMN LDAP, 1H4E4E 55 5.1.2 77 “5f Red Hat Satellite Bdi& 7y {#
LDAP”,

B

A AEEREN A Red Hat Identity Management 1 LDAP {E h &35k Ak, B/
FEREMAZHTEMREIEE, i1 EEREMAZE,

EREWAPNSRRUESE, Ea4IM Satellite thilliBR B shBIRBIA .

£ % Red Hat Identity Management fE K UE 5 EMFYE, ESE £ 5.2 77 “ff
AR HER",

5.1.1. &% LDAP && TLS
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{8/ Satellite CLI Jy%% LDAP (LDAPS)&& TLS,

it

M LDAP BRZ5233KEUIET,

NREEMEA Active Directory IEH RS, H{EALL Base-64 gy X.509 I8 T
Mk PKI CA iEF. XM Active Directory [R5z BB SH CAUEBMER, HSH f{
id Satellite L TLS Ee& &5 B * &%,

¥ LDAP BRS53IEH THEI L ERS[ LGN GLIE, FETHREMRE.

#50 : /tmp/example.crt, XTI R .cer Ml .crt REXAE, WLAS|H DER Ik
PEM ASCII #&X k45,

{S1E LDAP BRS58289UE T,

Satellite BR55233ZE K LDAP S{3%K IR CA IE152 /etc/pki/tis/certs/ B FKHBIEA T4,

{#H install SRS ANIEBLREDNER EHTIBRA /etc/pkitis/certs/ Bk :

I # install /tmp/example.crt /etc/pki/tls/certs/

L root B BAHIALL T4, LUSHEM LDAP RSS2 IKENE example.crt uE5 :

# In -s example.crt /etc/pki/tls/certs/$(openssl \
x509 -noout -hash -in \
/etc/pki/tls/certs/example.crt).0

&S httpd BRS :

I # systemctl restart httpd

5.1.2. §$ Red Hat Satellite &i& y{£ A LDAP
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% 5 E REANBSRILIE

1t Satellite Web Ul th, ¥ Satellite &ci& H{EF LDAP,

WS, MPELRIE Satellite Web Ul EFEZ Kerberos &5 Ihak, RN %S H{#EA Red Hat
Identity Management #1 AD AEME R EIUE. MBELER, HSH -

5.2 T “FRIIIESMHER”

58 5.3 1 “ffifl Active Directory”

i =
1.
SRS B RS (NIS)IRSS f /RIEXIE N true, LABHIE SELinux {S1E1% 19 LDAP % :
I # setsebool -P nis_enabled on
2.
1£ Satellite Web Ul #1, 3t A ¥l Administer > Authentication Sources,
3.
Hi:; Create LDAP Authentication Source,
4.
1£ LDAP BR55%% ik £, HiA LDAP BRSS53MEFR. 4. mOMRSRRE, il
2 389, EIARSHBARERE POSIX (RIESHRIEIRSHER, thaJLlkEE FreelPA 5%
Active Directory) . XF TLS mn#iF#E, 5% LDAPS SEERGAME. WONESH
636, iX7= LDAPS MBI\ IXIE,
5.
Ek P ET R L, WAKSERNEAFHER. EXEnfRg, ESHE £ 5137
“LDAP &ML,
6.
£ BHEMET Wi £, & LDAP BEMEI R Satellite BtE. Eal LI ERELT. BF.
MK, BFI4NREEY. OF O, FSH 5 5.1.4 7 “LDAP EEALERAI”,
7.
£ i Uik E, MAERPIEFEAE. FiEiiiEosBcsS M LDAP S KUERAIER A
P, HEERERETH,
8.
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fE AL ETF L, MEMRPERZFEHS, A s e M LDAP S K IER G A
F, #ERFERERETH.

= Submit,

77 LDAP B EREFik - -

MREHAEEF Automatically Create Accounts In Satellite E1%£1E, &S &2
Red Hat Satellite &y S~ KFsholERA K.

MR EFET Automatically Create Accounts In Satellite £1%4, LDAP /I
AL LDAP KA MBS & X Satellite, F—REXGE, LEERAUNFIINARSY
Biaelll. BXTE Satellite P EAFIKFNESER, FSH &2 Red Hat Satellite
pS)i: Py )]
fa, https:/docs.redhat.com/en/documentation/red_hat_satellite/6.14/html-
single/administering_red_hat_satellite/index#Assigning_Roles_to_a User_admin

5.1.3. LDAP X &k

TRIEHRT ik ETF R E B,

* 5.2. kP EmTFi%E

Wil U

IR %7 LDAP R4S 22 24 1B FIF PR LDAP Tk AU F &, MNRRSBATERIL
B, MAEER-E, SNERBNTROSTERE, F0:

I uid=$login,cn=users,cn=accounts,dc=example,dc=com

$login L2/ EF TP HANR A BFFHNFEFHSH. ALY BRNUIFIZE,

BETEM LDAP BB FAEAFH, EH Satellite FEMGRATIR, MEFHAE
. FREERTARSAS.

U IRL: AT AP S FEBE LA H LDAP B, Rk A4 EH $login Z2E,
bR AR A,

HA DN LDAP BB 4.

ZHEA DN BEHM LDAP B 9T 5 &.
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% 5 E REANBSRILIE

TE Hah
LDAP i3 i3S FETF R4 LDAP &ilpyt 2R,

1f Satellite AN MREFLLEIEIE, Satellite RTEE R E K Satellite By LDAP B QIR bk,
ik F—RERR, 1EEEBEAWIFIIEABIERACH], 1ES1H &2 Red Hat Satellite
PR AENELR T, LUMETE Satellite FAEE YA
i, https;//docs.redhat.com/en/documentation/red_hat_satellite/6.14/html-
single/administering_red_hat_satellite/index#Assigning_Roles_to_a_User_admin

usergroup Sync NRIESE T IX AL, WA FHAFHR R FRARER &R BEIEY, XIEAH
R RS IA AR IR IS, MRBERILET, Satellite IKFTF cron VRV EHRS
ERR T BETE (BRINH 30 D) . BEERIESH E 5.4 7 "WMENEBE A",

5.1.4. LDAP EF#EXERHI

TRERTFAEREN LDAP HEMNRAILE, UWTROERT —1% 7 redhat B9% RS IK,, %
bk xt A 4B BA bind. read #l search f{BR, iEEE, LDAP BHAMEHKNE,

# 5.3. Active Directory. Free IPA =k Red Hat Identity Management 1 POSIX LDAP ##8yi%&E R Hl

Active Directory freeipa =% Red Hat Identity POSIX (OpenLDAP)

Management

- DOMAIN\redhat uid=redhat,cn=users, uid=redhat,ou=users,
cn=accounts,dc=example, dc=example,dc=com
dc=com

I BE A P@ssword - _

HAX DN DC=example, DC=COM dc=example,dc=com dc=example,dc=com

ZHE A DN CN=Users,DC=example,DC= cn=groups,cn=accounts, cn=employee,ou=userclass,

com dc=example,dc=com dc=example,dc=com

BREME userPrincipalName uid uid

M

BFEM givenName givenName givenName

HREMN sn sn sn

L F MR 44 3 mail mail mail

Bt

photo B thumbnailPhoto - -
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k

N
p 3
;

il

userPrincipalName feVFEA &R EAZERE, EFX&HEYE sAMAccountName
(FELEXRDPRFIE) REES5E5 Microsoft REiMEFEAM. sAMAccountName RItiF
R AR EREZER,

5.1.5. LDAP i1 g2l

ENEER, EALIGIE LDAP Fi8dR, IREMR BV FHBRRHIE Satellite,

* 5.4. RVFRER P B8R0 IR A

R Filter

Userl (distinguishedName=cn=Userl,cn=Users,dc=domain,dc=example)
Userl, User3 (memberOf=cn=Groupl,cn=Users,dc=domain,dc=example)
User2, User3 (memberOf=cn=Group2,cn=Users,dc=domain,dc=example)
Userl, User2, User3 (J(memberOf=cn=Groupl,cn=Users,dc=domain,dc=example)

(memberOf=cn=Group2,cn=Users,dc=domain,dc=example))

Userl, User2, User3 (memberOf:1.2.840.113556.1.4.1941:=cn=Users,dc=domain,dc=example)

k

N
p 3
;

i

“H Users 2234 Group1 #l Group2 HixEH, MRESIEHREHARMMERS,
1B FEREH LA memberOf:1.2.840.113556.1.4.1941:=, &S EXPHNRE
— APl

LDAP H¥454

IR B2 A LDAP B3RS -

DC=Domain,DC=Example
|----- CN=Users

|----- CN=Group1
|----- CN=Group2
|----- CN=User1
|----- CN=User2
|----- CN=User3
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LDAP k5 &5

A BIrh B B AR RO L AR 51 B4R

[éﬂ_

Groupl

Group?2

B

0

Userl, User3

User2, User3

5.2. GBS HERE

AU Satellite BRFFJSLIBH N ERIRSSABREMR, LUIRMES AETF NIV REEH,

k

N
p 4
;

il

& o] LU Red Hat Identity Management BiINEIASBH B KRR, MR HERERX
F. MTRESER, HSM % 5.1 71 “EA LDAP”,

B

AP A AR Red Hat Identity Management 1 LDAP ¥ B35 iF A3k, A/
FERERAEHTEBRIEE, RiITEEREMAE,

ERERAPNSRRUESE, E84IM Satellite thilliBR B shBIEBIAF.

Satellite fRFH[NEXKZFRE DA RSN NS F N ERER UM IR S HERSE

AEPHRABREELIESZHDEIEH Satellite BB Z A0 E. BE, MREHEINTRSSFHER
AR, EaTLIACE Red Hat Identity Management, #1 Red Hat Enterprise Linux 8 £ 543 EHE g

A,

5.2.1. # Satellite IR 3523 PECIELLIE F {0 EER F D50 IUE
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Red Hat Satellite 6.14 5 £ ML A E R 2L Satellite BRS5 2%

1£ Satellite CLI &1, E%c#E Red Hat Identity Management BRS535 EBIB I LB KR BLLIBTHE
STk,

it =

£ Red Hat Identity Management fR5588h, EHTHMEIUE, HRAL TR SHERTN
BB -

I # Kinit admin

Wl
&
=
G
MO
iy
(
i
=
\p
$
>

V. ﬁEr %ﬁlu?ﬁ% :

£ Red Hat Identity Management k5588 £, 77 Satellite BR552R I — 1 EVKBFHERK
—RUEEE, Himn -

I # ipa host-add --random hostname

M — RS AER P LA, LIS Red Hat Identity

Management-enroliment,

AXINEEBMNESER, HEH BEMEESHERE i IdM LDAP a9 HF
EO

4 Satellite lR5523 0IEE HTTP ARS5, HIN :
I # ipa service-add HTTP/hostname

AXEHRSNESZER, 52 Red Hat Enterprise Linux 8 1j[n| S E AR S5 5.

£ Satellite fR552% E &% IPA & i -
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% 5 E REANBSRILIE

g

==
[=]

RS iERERERG NI RhEST Satellite RS, BX1E
Satellite LZEZMEHHUINEZEL, H55 B Red Hat Satellite
Hapy &SP Satellite IR55232% Capsule IRS55%: LB 4E.

I # satellite-maintain packages install ipa-client

1£ Satellite BR558 L, LA root A/ i ALL T a4 EECi& Red Hat Identity
Management-enroliment :

I # ipa-client-install --password OTP

 OTP HH MBS EEEE R HHN— R MR,

FRALLT&4 22— Red Hat Identity Management i% &} S5 IE AL 7 -

NRE B[ AN Satellite Web Ul B9ijj[n], A2 Satellite API, iFHiA :

# satellite-installer \
--foreman-ipa-authentication=true

MR ES A Satellite Web Ul #1 Satellite API B95[7], &EHiA :

# satellite-installer \

--foreman-ipa-authentication-api=true \
--foreman-ipa-authentication=true
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g

H
[=]

J2 Aijjin] Satellite API 1 Satellite Web Ul &I

o A EL

BESS Z £
5i, 7£ IdM @& A kinit user_name I Kerberos ZiEiEF=

(TGMiE, HLiHRLUREX APl 2if, BIER - 2 g B EEMALER A
Satellite & FHE, MMadss, ALWHTEGE.

&EJ3 Satellite IR :

I # satellite-maintain service restart

SER P A] LA AR 1AZ0E S B TRAEIE S Satellite, IfE, il LUEREAEB A 2NBED
B & 5T Satellite RS5%%, FHEFAREM Kerberos R EFHEHEZ NS ENERHFATE
K. XEERA—RXMEBG(2FA OTP)HTREAEREHRIL,

5.2.2. BEEE T EHH S5 uEiEH

HBAC #il%E . Red Hat Identity Management f F el LLijj [RIHFLEA8R. #EwTLA{E Red Hat Identity
Management k5523 EBCiE HBAC, LABhIEFTUEF Fijiln] Satellite IRS538. Wit iXFhAE, EaTLiphE
Satellite A A RFERNAFGEBIRAESRZE. X HBACHESZFER, wSHERE M AF. 4. x
MG SRR B

1£ Red Hat Identity Management fR%533 £, EBEEE T IEHNMNEHEIUFZEHI(HBAC),
i =

£ Red Hat Identity Management k5583, ZFHiTHRIUE, HRALL TSI ERTRN
AR :

I # Kinit admin

[
il
)
b
i
e
g
$
>

W,

ik, ERALLTGRS :


https://access.redhat.com/documentation/zh-cn/red_hat_enterprise_linux/8/html-single/managing_idm_users_groups_hosts_and_access_control_rules/index#host-based-access-control-rules-in-idm_ensuring-the-presence-of

% 5 E REANBSRILIE

#£ Red Hat Identity Management R5523 L GIE HBAC IRSSHMNI, HiFeiilsEa—
. LUTRpIER PAM RS54 FR satellite-prod, 1t Red Hat Identity Management fR5585 £
PATLL TS -

# ipa hbacsvc-add satellite-prod
# ipa hbacrule-add allow_satellite_prod
# ipa hbacrule-add-service allow_satellite_prod --hbacsvcs=satellite-prod

AINAERIRRS satellite-prod BIAF, LAk Satellite [R5 23 EN A -

# ipa hbacrule-add-user allow_satellite_prod --user=username
# ipa hbacrule-add-host allow_satellite_prod --hosts=satellite.example.com

&, AL EVAMA P AZRME allow_satellite_prod H A,

ZRAEMMBIRE, FHHIT -

# ipa hbacrule-find satellite-prod
# ipa hbactest --user=username --host=satellite.example.com --service=satellite-prod

3% Red Hat Identity Management [R5525 L2 T allow_all ¥, &x0{afE AT
iR 55 BB R T RETHIREREA, ESHLZIEE 7117 Misshey WfE7E IdM HECE HBAC #iL
nl,

ECEZLIE B2 EE S Satellite lR55355EMK, M £ 5.2.1 717 “7£ Satellite [R$5EPEEBELIES
EBEHIUE” Fl, 1E Satellite lR$523 L, & PAM ARSS5%E N root :

I # satellite-installer --foreman-pam-service=satellite-prod
5.3. {#/ ACTIVE DIRECTORY

AT A A ER Active Directory (AD)YE Satellite IRS5 23894058 S 250 IEIR,

67


https://access.redhat.com/solutions/67895

Red Hat Satellite 6.14 FEiFIEMIMZ IR P LEE Satellite RS 23

k

N
p
;

il

&0 LIS Active Directory K INELE A H R EXZRFNABIHBEILERE. ESERES
i# &8 5.1 17 “@Ef LDAP”, X AIRE, HSH M7t Satellite £ TLS ESiE
Active Directory B{3%1IE,

B AD £BEFRE Satellite [R5 B[ EZEMA RTS8 AD 15, HFRBHEHRN N FTRAK

¥+ Satellite IR5523EME Active Directory fRZ52%, 0 2 5.3.2 17 “{f AD ARS53 M
Satellite fR552%” P,

Bci&E B3 Active Directory 5 GSS-proxy &/, #0 £ 5.3.3 77 “{#fH GSS-Proxy Ed&EiE#
AD 55" ATk,

5.3.1. GSS-Proxy

Apache #1 Kerberos 3K UFMIESHREE Apache HEX] keytab X EH LV WABR, GSS-
Proxy Se i@ HER*T keytab XV AR R B8 Kerberos BA%IEThEE, 4 Apache BRS53REHE
B RRMNBRD &, H{EMA AD {5 Satellite BIAEBFAEIERN, EISCHE GSS-proxy, HE4 keytab
XHREHS ENEHARER.

EVEHIER Satellite PRS2 E AR VERSIM Red Hat Enterprise Linux EHUTLAU TS, wfFA&Tid
Mfl, EXAMPLE.ORG 2 AD 15 Kerberos I, @id5emiX2e4 %, BT EXAMPLE.ORG f9M
FalBLER T Satellite ARS525-

5.3.2. fffd AD BR5523: XM Satellite BR55 35

£ Satellite CLI &1, ¥ Satellite fR5583 M2 Active Directory AR55%%.

AR

[}
B %% GSS-proxy # nfs-utils,

%% GSS-proxy #l nfs-utils:

I # satellite-maintain packages install gssproxy nfs-utils
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% 5 E REANBSRILIE

AR
1.
LZEMBHEAS
# satellite-maintain packages install sssd adcli realmd ipa-python-compat krb5-workstation
samba-common-tools
2.

¥ Satellite fRS523EMEN AD IRS5%:. EAREREZERAEEATERT SEHUTU TGS -

I # realm join -v EXAMPLE.ORG --membership-software=samba -U Administrator

k

N
p o
;

il

1R A{ER Samba & w4 M AD BRS52%, FHETE & 5.3.3 17 “fEf
GSS-Proxy BdEE# AD &5 Al HTTP keytab,

5.3.3. {5/ GSS-Proxy Edi&iE#E: AD £E5X

1£ Satellite CLI #1, E¢iEE$#: Active Directory 5 GSS-proxy %K.

AR

Satellite EME! Active Directory fR552%. BZERESH £ 5.3.2 77 “[#f AD IR553F
it Satellite IRS523 7.

i =
1.
fllEE /etc/ipa/ B3xH1 default.conf 3244 :
# mkdir /etc/ipa
# touch /etc/ipa/default.conf
2.

1£ default.conf XEHHHRMLLTRHEA :

[global]
server = unused
realm = EXAMPLE.ORG
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FRLLTARALIEE /etc/net-keytab.conf X4 :

[global]

workgroup = EXAMPLE

realm = EXAMPLE.ORG
kerberos method = system keytab
security = ads

#a%E Apache FFHIEMAF ID :
I # id apache

Apache F P FeEViIA keytab X,

FERALTHRALIE /etc/gssproxy/00-http.conf 3T :

[service/HTTP]

mechs = krb5

cred_store = keytab:/etc/httpd/conf/http.keytab
cred_store = ccache:/var/lib/gssproxy/clients/krb5cc_%U
euid = ID_of Apache_User

Bl keytab %A :

# KRB5_KTNAME=FILE:/etc/httpd/conf/http.keytab net ads keytab add HTTP -U
administrator -d3 -s /etc/net-keytab.conf

# chown root.apache /etc/httpd/conf/http.keytab

# chmod 640 /etc/httpd/conf/http.keytab

1 Satellite /5 IPA B3 %IE -

I # satellite-installer --foreman-ipa-authentication=true

B3 E A gssproxy RS :

# systemctl restart gssproxy
# systemctl enable --now gssproxy

ZE4$ Apache IRS5ZRBCE N gssproxy BRS5, ERIE—4 systemd EAXH, FHIFLL
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THRERRMEHS :

# mkdir -p /etc/systemd/system/httpd.service.d/

# vi /etc/systemd/system/httpd.service.d/gssproxy.conf
[Service]

Environment=GSS_USE_PROXY=1

ARSI -

I # systemctl daemon-reload

.
JashFFiE A httpd AR :

I # systemctl restart httpd
5

BT ERE AD 5%, &AiEiT Red Hat Identity Management 9 HBAC., 74%, f&@l
LU A SRBEXT R (GPO)E L B GI1E AD I EhEhERER., EMHMARIEMN GPO 2
PAM fR55BRES, iEFILLT SSSD ECEFINE /etc/sssd/sssd.conf /i :

access_provider = ad
ad_gpo_access_control = enforcing
ad_gpo_map_service = +foreman

X8, foreman2 PAM R$54&F. MIFEAX GPOWEZEE, ESH #F RHEL
REEES Windows HRIRS #4689 SSSD M f#FE GPO 1 [a]#Ze sl Hi,

FuE SSO B RRTIHATHE.,

i21T Apache IR$5%8F), MREE M ImEAANMN Kerberos Z7, NIXIIRSS2BRA M HTTP iE R
KWRE,

FALLT®4S, %3 LDAP M Kerberos ZiE :

I # Kinit Idapuser
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EFALTHSESE Kerberos Z1E :

I # Klist
HRALTHS, AERIIET SSO MEATUERHIE -

I # curl -k -u : --negotiate https://satellite.example.com/users/extlogin
X R B LRI R -

<html><body>You are being <a href="https://satellite.example.com/users/4-
Idapuserexample-com/edit">redirected</a>.</body></html>

5.3.4. Web %255 # Kerberos B2i&

B XACE Firefox BIi¥1E, 2% Red Hat Enterprise Linux ZF RHEL F/CiE 57 % uF FI#R ¥erarh
B B2 Firefox LU &k A Kerberos,

IMRIE{EFA Internet Explorer Y523, 151F Satellite IRS5 237 NEI 41 | intranet X Trusted =751
=, RIGHTF Enable Integrated Windows Authentication %i&, i¥{&5iE# & Internet Explorer X
=R

5.3.5. B Cross-Forest Trust BESH %

Kerberos AT LABIEE BSMAEE, LUE XH M HMMITIEMAZ FINXTR. HHARENZE R, AD fIZL
B P EIRIYHEL T ¥, AD #1 Red Hat Identity Management Z [Ef5 A T {54E%%, AD B alLAEH
—HEUEVT A Linux EHLHIRSS. MB B XEWEENESER, S Red Hat Enterprise Linux
FE 57 EFE R Fi% IdM F1 AD 2 RIEEHE .

M Satellite WAERE, EBEIESIAEEEWMESENER TSAESHEERSHEBAER,
Satellite BRS5ZFAALE IAM i3/, SRR, #5852 17 “FEALZIESHEE" Ak,

5.3.6. ¥ Red Hat Identity Management Server Eci& J1{f88F Cross-Forest Trust

1£ Red Hat Identity Management fR5583 £, RSB EEEHEA BHEE.

it =
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% 5 E REANBSRILIE

Ja2F HBAC :

BIE— AR, IR AD HEmBEIE D,

RS ERAEZINE POSIX 4,

#£ HBAC #lish{E A POSIX A,

Bci& sssd LU{EHI AD A P A E .

£ AD P EHMZINZI /etc/sssd/sssd.conf 1l nss 1 domain &84y, M :

[nss]
user_attributes=+mail, +sn, +givenname
[domain/EXAMPLE.com]

krb5_store_password_if_offline = True
Idap_user_extra_attrs=email:mail, lastname:sn, firsthame:givenname

[ifp]
allowed_uids = ipaapi, root
user_attributes=+email, +firstname, +lastname

Uk AD EHEAH,

# dbus-send --print-reply --system --dest=org.freedesktop.sssd.infopipe
/org/freedesktop/sssd/infopipe org.freedesktop.sssd.infopipe.GetUserAttr string:ad-
user@ad-domain array:string:email,firsthname,lastname

5.4. RBENSAFA

Satellite A2 HIFASRA - S HAPHXE, EpiifE—15 Satellite LA ERRABRGE 4,
RiE, NEBAFPHNKRESBEIECH Satellite P ZHA0EK 7 FH 3 X BRI BR,

SRR FANREDUR FABSHRIERRE,
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ENBAP SEHAPER, FRILAPRNEEAEEENSRAORBAIH, AR, HAENAR
AL,

FRFM

MNREAEH LDAP iR5535, 151 Satellite Bdi& {# A LDAP 4% E, MERZER, HS
% 58 5.1 77 “@EF LDAP”,

f:F LDAP RMASRA AR, #EITEMEA $login ZE24F ik AP K&, EasitER
EfzxTARSAS.

NREFEA Red Hat Identity Management =% AD AR%53%, 15¥ Satellite A& J{#f Red
Hat Identity Management =% AD 3% iF. MNFZEBZEL, WHSH 4 FHEHINEHER L
Satellite R &5 #69 BOE N F 1R,

WBREVE—NANEBA P B —RETRPRIE,

FREEEFEANNBALHN—DEIR, EEHNBAFOHK A RS, TRALTHS :

I # id username
AR

1£ Satellite Web Ul fh, 7 A%l Administer > User Groups, #A/5= Create User Group.
BEFHAHNER. FEEFREMAS, LB RERAEE AN ashimm .

= Roles Uik, BAFEENRAAIAHNA®, &, % Administrator %ERSD
Borr A =l AR,

¥ External groups &5, fAEH 3 Add external user group, R/EM Auth source

TR R REF SRR,

£ Name FExPI5ENSBAHMBTR,
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% 5 E REANBSRILIE

= Submit,

5.5. 77 LDAP RlIFr4 58 P4

Z¥¥ LDAP R E N &R B RS AP K G g, E1E Auth Source TlHE %R
Usergroup Sync 151, fNRFKREHILET, NEAERT, LDAP A4 @it FHEM cron fEILBB)
RIF—XR&, & 30 2% FE% LDAP S5 5IER.

R LDAP S RIERP A F HA RS 2 BN F 2L, WR UL P SRS F MRS
RAFH, XeAEFEESSZTN AL,

ERXREFEIRET LDAP R,

it

1 Satellite Web Ul /1, # ATl Administer > Usergroups FtFER 4,

£ External Groups &£ £, Hdimr@EAF 4G ME Refresh,

CLI F#&
[}
SERALTSS :
I # foreman-rake Idap:refresh_usergroups

5.6. 77 RED HAT IDENTITY MANAGEMENT =% AD RiIFrs &84

REEHKIERE Satellite i), FRRBIFRTABESHETESK AD WA 4, 7£ Satellite Web
Ul FEERSANSBAFPHNAF R TR, ERERSET AR #HE .

5.7. ici& HAMMER CLI USRS B2 EE AP A% UE

AT T 2{aiSE Satellite Hammer 51757 @ (CLI) TE LA Red Hat Identity Management
(IdM)RESER A,
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ARG
[ ]
& Hammer &XBIEZEMFijA] Satellite B9EHL,
pri% =

Bt 7 foreman SEFhRNN :use_sessions: true 17, £
~/.hammer/cli.modules.d/foreman.yml Hammer B & X #sh/5 RIS -

foreman:
:use_sessions: true

£ Hammer R NITEFIFEASIE, XEKEZ Hammer (BT — X BB EILERK, A2
FES1 hammer 5.

ok : @ :default_auth_type: 'Negotiate Auth' T7&IN% foreman 38, &
~/.hammer/cli.modules.d/foreman.yml Hammer & & X4 b3 AP B2 R -

foreman:
:default_auth_type: 'Negotiate Auth'’
:use_sessions: true

BIX—TEkE, YEFEAE—D hammer @SN, SHEENSHREIE, MPEFEESE
B, Hammer ZiXfERAHEINE Satellite IRS533E1E.

5.8. AT E&ENIAIBIHEIE

{#AAT4 Red Hat Identity Management i ¥fEdi& Satellite fR55335% Capsule IR553%, REH
EHAME Red Hat Identity Management 182,

FoRFM

FEME Content Delivery Network S FI Satellite AR S5 23004 2Bk AR SS 2360 Satellite
IR 5523,

— A RREBNGUN R 4R, WIS NEE,

1f Satellite fR552%5k Capsule fR55%: L ZENRELIEFHERRHS :
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Z4¥ Red Hat Identity Management A FE&HIEH, HTHRELTH IR Satellite fR552835K
Capsule IR55% L REMAE Red Hat Identity Management #5448 :

1£ Satellite BR5523=k Capsule AR55%3 L %% ipa-client {43 :
I # satellite-maintain packages install ipa-client
f9AR 5523 BCE M Red Hat Identity Management 25 /i :

I # ipa-client-install

1£ Red Hat Identity Management i fi|Z realm {CE2f /7. realm-capsule U RkiHXfAf :
I # foreman-prepare-realm admin realm-capsule
HAERRLOIMAIESHERRSBREELENERELEHR, ANEFREUTSE,

77 Red Hat Identity Management Realm % #5Ei& Satellite fR55832% Capsule fR5535 :

1£ Satellite fIERZEFEAKNEA Capsule LS THR -

¥ /root/freeipa.keytab XS HIBIEE A S E R —FEHHIH P A Capsule IRS525 :

I # scp /root/freeipa.keytab root@capsule.example.com:/etc/foreman-proxy/freeipa.keytab

¥ /root/freeipa.keytab St {#E# % /etc/foreman-proxy BxH, HIFMAIGLXEIXE N
foreman-proxy F S :

# mv /root/freeipa.keytab /etc/foreman-proxy
# chown foreman-proxy:foreman-proxy /etc/foreman-proxy/freeipa.keytab

EEZEAEEEPMAA Capsule LEIALL TG, MRIELL Satellite LEA%KRK
Capsule, i&7E Satellite RSS2 LHIALLT® S :

# satellite-installer --foreman-proxy-realm true \
--foreman-proxy-realm-keytab /etc/foreman-proxy/freeipa.keytab \
--foreman-proxy-realm-principal realm-capsule@EXAMPLE.COM\
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I --foreman-proxy-realm-provider freeipa

BB LAEERECE Satellite AR S5 25 {88 X L2567,

4
R BE %% ca-certificates KA AMRHFIRA, FHISE Red Hat Identity Management ik
A :
# cp /etc/ipa/ca.crt /etc/pki/ca-trust/source/anchors/ipa.crt
# update-ca-trust enable
# update-ca-trust
5.

ik - MRIRFEIA Satellite [R55333% Capsule k5523 LECE Red Hat Identity
Management, HESERBLA TS ERLA{RECE Bt -

&Jg foreman-proxy AR5 :

I # systemctl restart foreman-proxy

1t Satellite Web Ul /1, 3/ AZl Infrastructure > Capsules,

HEI#ESH Red Hat Identity Management B2i&HJ Capsule, #AEM Actions FllH %1
&, %iH Refresh,

/5T Red Hat Identity Management 9 Capsule fllg—4 g

EEAIESNERRESHIABKERE, EomtliE—1N e, HRHIESHEERER Capsule
AR,

it =

1£ Satellite Web Ul i1, 33 A F Infrastructure > Realms 32 Create Realm,
1£ Name FExshi A& TR,

M Realm Type &, 7%# realm BIKE,
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4,
M Realm Capsule 5k, %F#EEE Red Hat Identity Management B4 Capsule fR%5
%EO
5.
BB FEM Locations FI&R A A REERINETIEMNAIE,
6.
#¥i; Organizations i3 M Organizations IR EFEBERMIFIEHAHS,
7.

= Submit,

{#H Realm S8 HFEHA

BB E AT S R ERIENA,

#£ Satellite Web Ul t, 3 AZl Configure > Host Groups, EREEEHMENA, R
mili Network iETik,

M Realm 5z, EFEQIREEFILREN—ERS, AREHE Submit,

RENRMBIIE SR ERTNA

Red Hat Identity Management Z#iRIE RS HEMXIE B shB & A H. Red Hat Satellite A3z
IhEEEE R S AES IS Red Hat Satellite THAMSB RIS FREERSH userclass, H{ERAAREHD)

BB

FRHRENIHARN, 121 Red Hat Satellite A/ 52 S &R & XTI g S0 SRS 235, Bl
il : "Parent/Child/Child",

Satellite fR55232k Capsule IR553RMLIIE FDEIRIRSS 2 A X B HT, 18 B shE SN IE €8S 3 A
Mo

1£ Red Hat Identity Management Host Group HZiNEHL :

1.
1f Red Hat Identity Management lR55%3 £, BIE— N ENA :

I # ipa hostgroup-add hostgroup_name --desc=hostgroup_description
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80

BB AN -

I # ipa automember-add --type=hostgroup hostgroup _name automember_rule

fa] LU B LR 5T -
[ ]
automember-add $FZHbric BB G4,
[ ]
--type=hostgroup tHABIFHRENH, MAZHF 4,
[ ]

automember _rule Z5INEZ AR5 B ek 5 HL 2 FR,

1R1% userclass BHEE X BB SEME -

# ipa automember-add-condition --key=userclass --type=hostgroup --inclusive-
regex="webserver hostgroup _name

Added condition(s) to "hostgroup _name"

Automember Rule: automember _rule
Inclusive Regex: userclass="webserver

Number of conditions added 1

B O] LUE R LU T -

automember-add-condition FINIENZFAR 4 1A HBK 5o

[}

--key=userclass f¥ key EtE15E N userclass,
[}

--type=hostgroup tnABIFHRENH, MAZHF 4,
[}

--inclusive-regex= "webserver {§ A 1ENZKA X ER TR AL
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hostgroup_name - FriR B EH AR TR,

LRGFHME Satellite ARS52389 hostgroup_name WA, ©EBAZIHMBLIIESHEERS S
B hostgroup_name"X#l41#., Red Hat Identity Management E#14 fo vFET 4L [A]2H
(HBAC). sudo SRE&FIH b1 S D EXThEE.

5.9. {FALIEHE S EXBH K UFRCE SATELLITE

HEAXTE Satellite BeB HEALLIE R R ERKE NN B FHEUER OpenlD REtER.

5.9.1. [FALIE R S EXEMEIUFEE Satellite B RFEH

1Ef$/ Red Hat Single Sign-On A& &35 IFACE Satellite 7, HHARHEELTEX :

{81 HTTPS MA=2 HTTP 4 Red Hat Single Sign-On [R5 &M TFRE,

B4 admin 1{BRH Red Hat Single Sign-On iikf7,

EAE A RERPAIER Satellite K89,

MRIEBH CA BEEZRMN, HHREAETHEMIISRA R IEBEEEHE D,

S AN Red Hat Single Sign-On B[ f,

MREEE TIHAERFHUEE, 10 LDAP =% Kerberos, Rl LT EeiE A BB M EH

SARF, MEBRZ{EE, EZSH Red Hat Single Sign-On Server Administration Guide i
User Storage Federation,

MREEARBNARASEIRE, E9L7E Red Hat Single Sign-On EFIBIBHS, W
RHESZER , G50 AIEH R ERIRS & S EEIER B0 HT /.

5.9.2. ¥ Satellite ;¥M-5 Red Hat Single Sign-On % /i
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XA ER24T Satellite 3EAFEI Red Hat Single Sign-On fEAZ /i, I Satellite A2E 9 f
Red Hat Single Sign-On E iy &35 ER,

BRI LAME RN AT RS A UE S ERE Satellite #1 Red Hat Single Sign-On :

A {@f Satellite Web Ul [ Satellite 47 S {3535 1iF,

A {$ A Satellite CLI [ Satellite #7525 0F,

IR E R LR PRI T EHBRAE, BAAXFMAEBRENTRM Satellite 2/ 5k M5 Red
Hat Single Sign-On #}##fTAE. 7t Red Hat Single Sign-On HEHACE Satellite 2/ xS B
mERX S,

MREFEREFHRRIEAZEFANEREER AT A, ELTLURRATRM Satellite 2/ G XA E
Red Hat Single Sign-On,

AR
1.
1t Satellite BRSSP RELUTHHS -
# satellite-maintain packages install mod_auth_openidc keycloak-httpd-client-install python3-
Ixml
2.

# Satellite ;X% Red Hat Single Sign-On {F & i, HER, #&fEH Web Ul #1 CLI
EXNIMIERREMAR. EaLERAR in Satellite B i MEIZIEF &%, LUERE
@k Web Ul 1 CLI &3 Satellite,

MPEFLEAEA Web Ul [ Satellite #HTHRIE, HEROTRROBR—IES
Wi -

# keycloak-httpd-client-install --app-name foreman-openidc \
--keycloak-server-url "https.//RHSSO.example.com" \
--keycloak-admin-username "admin" \

--keycloak-realm "Satellite_Realm" \
--keycloak-admin-realm master \

--keycloak-auth-role root-admin \

-t openidc -l /users/extlogin --force
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HIHRRE, fA SRk ED, he4S7E Red Hat Single Sign-On #°/ Satellite
BIEEZ P dino

SRIG, 1% Satellite A2& 9{# A Red Hat Single Sign-On ¥y &3 5ER -

# satellite-installer --foreman-keycloak true \
--foreman-keycloak-app-name "foreman-openidc” \
--foreman-keycloak-realm "Satellite_Realm"

MEEFLAF A CLI [ Satellite HHTHA3 % UE, FHRMTARIER—ANEZ P :

# keycloak-httpd-client-install --app-name hammer-openidc \
--keycloak-server-url "https.//RHSSO.example.com’" \
--keycloak-admin-username "admin" \

--keycloak-realm "Satellite_Realm" \
--keycloak-admin-realm master \

--keycloak-auth-role root-admin \

-t openidc -l /users/extlogin --force

HIHRRE, BA SRk ED, he4S7E Red Hat Single Sign-On #1°/ Satellite
BIEEZ P o

&3 httpd RS :

I # systemctl restart httpd
5.9.3. £ Red Hat Single Sign-On & Satellite /i

fSEAX /N AT Red Hat Single Sign-On Web Ul 1fi¢i& Satellite /i, 377 Satellite 5/ il
BAMZARMNER.

it =

£ Red Hat Single Sign-On Web Ul fh, S:fiEl Clients 3 #1i; Satellite &/ .
BiE R 28R -

MRIEFLER A Satellite Web Ul [ Satellite #T& {351, #EM Access Type
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84

mFXhi%EEE confidential,

NREFLAFHA CLI [ Satellite HTHA%UE, EM Access Type ki
public,

1£ Valid redirect URI =PExh, FIMBJMEZER URI,

NREZFLH A Satellite Web Ul [ Satellite 7 B3 %0F, A URI TH
ZZAHa=EBHHiA URI https:/satellite.example.com/users/extlogin, &EE, EWFIIE
Satellite FQDN 57 IN=F#F & /users/extlogin,

e S ERE, A Satellite Web Ul &3%H Satellite Z /- ims M EH/LLTF Valid
Redirect URI :

https://satellite.example.com/users/extlogin/redirect_uri
https://satellite.example.com/users/extlogin

MREHEM R CLI X} Satellite TR RIIUE, HHEIA URI ZEAFRPHA
urn:ietf:wg:oauth:2.0:00b,

seRbF R, 8 CLI &5 Satellite Z A EAHLLTF Valid Redirect URI :

https://satellite.example.com/users/extlogin/redirect_uri
urn:ietf:wg:oauth:2.0:00b

il Save,

= Mappers i£5iF, ARG Create HINZARMHNER,
1£ Name FEH#i A audience mapper B4 #5.

M Mapper Type FllZ&ks, #%H Audience,

M Included Client Audience FllZ&H, % Satellite & i,
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9.
mif; Save,
10.
R Create RIS ES, LAEERTLURIEZ R 7 BB 1E Satellite P5ERAL,
1.
£ Name FEx ¥ A BUNERFIE TR,
12.
M Mapper Type 5z, 7% Group Membership,
13.
#£ Token Claim Name FEtHii A4,
14,
5 Full group path i%i& >} OFF,
15.

mif Save,

5.9.4. HAOWEHE RERS P EIFECE Satellite %iE

AT @5T Satellite Web Ul =% CLI N4 IE8 S &K H B R IFACE Satellite,

5.9.4.1. [ Web Ul WM R &R BH K IUEECE Satellite XiE

{81/ Satellite Web Ul ¥ Red Hat Single Sign-On B35 IFiCE Satellite i%i&.

AR, EaLlSMmBEEESPLLIT URL, LUREVARECE Satellite i%& :
https://RHSSO.example.com/auth/realms/Satellite_Realm/.well-known/openid-configuration

(1} =355
[}
#fR Red Hat Single Sign-On Web Ul Fiiy Satellite & - iins# Access Type XBX N
confidential
iz
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£ Satellite Web Ul f1, 3 AZI Administer > Settings, #AJ5 =i Authentication 3£

+.
2.
$%3 Authorize login delegation 17, #AJS7E Value SIHIF{H %N Yes.
3.
.l Authorize login delegation auth source user autocreate 1T, F7E Value 59 $HE
% External,
4,
#F Login delegation logout URL 17, #AIG7E Value SIFRHE XN
https://satellite.example.com/users/extlogout.
5.
H:Zl OIDC Algorithm 17, F+7£ Value F#$F Red Hat Single Sign-On R4S MSE %1%
&5 RS256,
6.
3% OIDC Audience 17, 3+ Value 5lsh’y Red Hat Single Sign-On % &% F i 1D,
7.
3% OIDC Issuer 17, 1 Value SUFRIHE LN
https://RHSSO.example.com/auth/realms/Satellite_Realm,
8.
$3I OIDC JWKs URL 17, F1E Value FIshHE R A
https://RHSSO.example.com/auth/realms/Satellite_Realm/protocol/openid-connect/certs,
0.
1t Satellite Web Ul /1, 3 A Xl Administer > Authentication Sources, s External &£
MEE ellipsis, ARBER Edit,
10.
Hif Locations £, BARMTATLUEA Red Hat Single Sign-On S KIERKAIE,
1.
Hii#; Organizations Wi, EARMAILAER Red Hat Single Sign-On {35 IFIRIAH
Yo
12.

= Submit,

5.9.4.2. i CLI N =& X BHRIEACE Satellite %i&E
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{81/ Satellite CLI -y Red Hat Single Sign-On R X FAdE Satellite % &,

WAER, EaLSHMENFMLLT URL, LURINEKECE Satellite i%iE& :
https://RHSSO.example.com/auth/realms/Satellite_ Realm/.well-known/openid-configuration

AR
[}
#fR Red Hat Single Sign-On Web Ul Fiiy Satellite & s Access Type X BEHIXE
77 public
iz
1.
1£ Satellite L, FEFFRILLEN true, LUER " AILLERA Open IDC HUH T EH%
ik :

I # hammer settings set --name authorize_login_delegation --value true

2.
WEEREEAH URL :
# hammer settings set --name login_delegation_logout_url \
--value https://satellite.example.com/users/extlogout
3.
£ Red Hat Single Sign-On % BZRIGHMEE, #li RS256 :
I # hammer settings set --name oidc_algorithm --value 'RS256'
4.
T RHSSO.example.com/auth/realms/RHSSO_REALM) .well-known/openid-
configuration URL, it FEA TS IR ETRIHE,
5.

£ Open IDC ZAKH 7NN Hammer %/ mfY1H :

# hammer settings set --name oidc_audience \
--value "['satellite.example.com-hammer-openidc']"
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4

al}

MREFFZ 1 Red Hat Single Sign-On &/ MZ Satellite, RS
PR Z A INEIRESIR, Fian -

# hammer settings set --name oidc_audience \
--value "['satellite.example.com-foreman-openidc', 'satellite.example.com-
hammer-openidc'"

77 Open IDC Z & & XE(H :

# hammer settings set --name oidc_issuer \
--value "RHSSO0.example.com/auth/realms/RHSSO_Realm"

%@ Open IDC Java Web Token (JWT)HI1H :

# hammer settings set --name oidc_jwks_url \
--value "RHSSO.example.com/auth/realms/RHSSO_Realm/protocol/openid-connect/certs”

#:5%& Red Hat Single Sign-On SHXEEM ID :

I # hammer auth-source external list

EAEMHL

# hammer auth-source external update --id Authentication Source ID\
--location-ids Location ID --organization-ids Organization ID

5.9.5. {81 FHZLIE ¥ sn Bk & KT Satellite Web Ul

ERXAN R, FRALE N R EXEXE Satellite Web Ul,

HEEMDNEEEH, F% Satellite FHEAZHEERE.

5.9.6. LI B X E X T Satellite CLI
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FRXIRRE, FRARERAEEREM Satellite CLI #H T B4 %0E,

ZHARHERPCE R M Satellite CLI HTHBEAE, HRALUTHS :

# hammer auth login oauth \

--two-factor \

--oidc-token-endpoint 'https:// RHSSO.example.com/auth/realms/ssl-realm/protocol/openid-
connect/token'\

--oidc-authorization-endpoint 'https://RHSSO.example.com/auth’ \

--oidc-client-id 'satellite.example.com-foreman-openidc' \

--oidc-redirect-uri urn:ietf:wg:oauth:2.0:00b

%S RRRERK A — PRI,

HERRBTINE, FeMBleSRO0 URL, FREMENER.

S Web Ul REIFEZHTE,

1£ hammer auth &3 oauth B SIRREH, M ARTFF Satellite CLI #1TH {35 uFRIRK
Ij.]ﬁﬁyjo

5.9.7. WLWgH R SR B MK A EHM S

F%, N7 ELRETFABHNUINIEHI(RBAC), EE Satellite hlE—14H, HizHAosEBE—1 AR, R
Ja¥F Active Directory 433 Satellite 41, AL, Red Hat Single Sign-On H45EAHHMEMR AL
1EXT NI Satellite ZH F &3k, API7E Active Directory Hfid& Satellite-admin A/ HMA S, RS S
{21£ Satellite LT HHEILE,

iz

£ Satellite Web Ul #1, 3 AF| Administer > User Groups,

#i; Create User Group.
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3.
1£ Name FEHIm A AP HRNAETH. BFRAFR S5 Active Directory By FRERE,
4.
FEFRAFAPARZMEIASIH, = Roles Elik,
5.
Erh Administer £i%4E.,
6.
m External Groups %5k,
7.
#5; Add external user group.
8.
1£ Name FEh#i A Active Directory HHEFR,
9.

MFIR %R EXTERNAL,

5.10. f#1 [ TOTP Bd@LIIE R & K F R RUF

ERAATIF Satellite ABBE I EALIEH REXF A TOTP FHTAESSHEUER OpenlD 124tz
go

5.10.1. EAIB A R E X BT IEACE Satellite BISERFH

1£f#F Red Hat Single Sign-On A-EB &35 UEACE Satellite &, HHARBRBLULTEXK :

{81/ HTTPS A2 HTTP ¥ Red Hat Single Sign-On [R5 &M TFRE,

B4 admin 1{BRH Red Hat Single Sign-On iikf7,

EAE A RERPAIER Satellite K89,

MRIEBH CA REEZRMN, HHREAETHEMIISRA R IEBEEEHE D,
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S AN Red Hat Single Sign-On B[S,

NBEEE THAERFAEIEE, W LDAP = Kerberos, #EalLUE T AdE A P BB M E b
SAHF, MEBRZ{EE, EZSH Red Hat Single Sign-On Server Administration Guide i
User Storage Federation,

NREEARBNARASEBIRE, E9LU7E Red Hat Single Sign-On EFIBIEHS, W
RHESZER , BN AIEH R ERIRS & S IGO0 HTH /.

5.10.2. ¥ Satellite ;¥/1-% Red Hat Single Sign-On & /i

{EMAIXAN ARG Satellite 3EE] Red Hat Single Sign-On #EhZ ik, 3% Satellite A& A

Red Hat Single Sign-On ¥E iy &35 ER,

IR LA AR AR R S 4355 E /5 AR E Satellite #1 Red Hat Single Sign-On :

A {# A Satellite Web Ul [@ Satellite 1T &% 1iF,

A {$ 8 Satellite CLI [ Satellite #7525 0F,

IR E R LR P REIHT B HBRAE, BAAXHMAEBRENTRM Satellite 2/ 65 Red
Hat Single Sign-On ##fTAE. 7 Red Hat Single Sign-On HEHACE Satellite 2/ imIS B
mERXS,

MREFEASHRIEAEFEMBRERNANT iR, TLTLUERANTEB Satellite Z - G E A E
Red Hat Single Sign-On,

AR
1.
£ Satellite RS8P RELUTHRHS -
# satellite-maintain packages install mod_auth_openidc keycloak-httpd-client-install python3-
Ixml
2.

¥ Satellite ;X% Red Hat Single Sign-On {F & i, HER, #&fEH Web Ul #1 CLI

o1


https://access.redhat.com/documentation/zh-cn/red_hat_single_sign-on/7.4/html/server_administration_guide/user-storage-federation
https://access.redhat.com/documentation/zh-cn/red_hat_single_sign-on/7.4/html/server_administration_guide/user_management#create-new-user
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EREMIBEREMAR, EALUSHAE A ia Satellite B i EMBIZIE R &R, LMERE
i@t Web Ul #1 CLI &3k Satellite,

MRIEFLMAF A Web Ul [ Satellite #HiTS3550E, HHRMTRAREIE—IEF

Wi :

# keycloak-httpd-client-install --app-name foreman-openidc \
--keycloak-server-url "https.//RHSSO.example.com’" \
--keycloak-admin-username "admin" \

--keycloak-realm "Satellite_Realm" \
--keycloak-admin-realm master \

--keycloak-auth-role root-admin \

-t openidc -l /users/extlogin --force

HIURTE, HA SRk 8EE, e4S7E Red Hat Single Sign-On #1747 Satellite

BRI E b,

RIG, I Satellite Adi& fE A Red Hat Single Sign-On ¥Eh B3 5RIER :

# satellite-installer --foreman-keycloak true \
--foreman-keycloak-app-name "foreman-openidc” \
--foreman-keycloak-realm "Satellite_Realm"

MREFLMAF A CLI @ Satellite #HTHARIE, HRMTAARAER—IE ik

# keycloak-httpd-client-install --app-name hammer-openidc \
--keycloak-server-url "https.//RHSSO.example.com" \
--keycloak-admin-username "admin" \

--keycloak-realm "Satellite_Realm" \
--keycloak-admin-realm master \

--keycloak-auth-role root-admin \

-t openidc -l /users/extlogin --force

HIURTRE, HA SRk 8EE, e4S7E Red Hat Single Sign-On #1747 Satellite

BRI E b,

&3 httpd IR :

I # systemctl restart httpd

5.10.3. £ Red Hat Single Sign-On H&i¢& Satellite 25/ ¥
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XA 7F27E Red Hat Single Sign-On Web Ul 2@ Satellite 2/, 37 Satellite 2/
BAHAMSZRNER.

AR

£ Red Hat Single Sign-On Web Ul /1, Sl Clients 3 51if; Satellite & /¥,
BoE R 28R -

NRIEFLER A Satellite Web Ul [ Satellite #7835 1E, &M Access Type
Fll%H%EFE confidential,

MREHFLA A CLI [ Satellite #7595 1E, FM Access Type FlF&RAEE
public,

1£ Valid redirect URI REx/, ZANAXNHEEM URI,

NREZFLEH A Satellite Web Ul [ Satellite #E7 B3 %0F, E#EHA URI TH
ZH=xEDHIA URI https:/satellite.example.com/users/extlogin, &=, EKHFILE
Satellite FQDN 57 IN=F#F & /users/extlogin,

st EE, {EH Satellite Web Ul &3k Satellite & imsIEAFLLTF Valid
Redirect URI :

https://satellite.example.com/users/extlogin/redirect_uri
https://satellite.example.com/users/extlogin

MREFLAFERA CLIX Satellite HTHAIUE, HHEMNA URI IZHFEPHEIA
urn:ietf:wg:oauth:2.0:00b,

SRS EE, A CLI &%M Satellite Z A FEHFLLTF Valid Redirect URI :

https://satellite.example.com/users/extlogin/redirect_uri
urn:ietf:wg:oauth:2.0:00b
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1.

12.

13.

14.

15.

mif Save,

= Mappers %£5iF£, SRJ5= Create RNz ARSIERE,

1£ Name i A audience mapper B4 #5.

M Mapper Type FllZs, #%#H: Audience,

M Included Client Audience FllZ&H, % Satellite & i,

mif Save,

= Create FRINZHMEIES, LUEE I LURIRA X 7 FTAR7E Satellite 15 EHRIL

# Name FE 5 A4 BB FRETR,

M Mapper Type 5z, 7% Group Membership,

1£ Token Claim Name PEEhii A4,

5 Full group path i%i&# OFF,

mif Save,

5.10.4. N R R ERXFHEIACE Satellite &

AT @5T Satellite Web Ul = CLI N4 88 S &K H B R IFACE Satellite,

5.10.4.1. {80 Web Ul A48 mE X BH R IEACE Satellite iX&
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{81/ Satellite Web Ul ¥ Red Hat Single Sign-On B35 iF&c& Satellite i%i&.

WAER, EaLSHMENFMLLT URL, LURINEKECE Satellite i%iE& :
https://RHSSO.example.com/auth/realms/Satellite_ Realm/.well-known/openid-configuration

AR

#fR Red Hat Single Sign-On Web Ul Fiiy Satellite & i Access Type XBXH
confidential

£ Satellite Web Ul 1, 3 AZ| Administer > Settings, #AJ5 i Authentication 3£
+.

#:ZEl Authorize login delegation 17, fAS7E Value SIHSHEHIX N Yes,

3 Authorize login delegation auth source user autocreate 17, F#£ Value I $H{é
%7y External,

4,
HF Login delegation logout URL 17, #AIG7E Value SIFRHE XN
https://satellite.example.com/users/extlogout.
5.
H:ZEl OIDC Algorithm 17, F*+7£ Value 54§ Red Hat Single Sign-On EH4aig S %1%
B RS256,
6.
#%I OIDC Audience 17, 3+ Value 5lsh’y Red Hat Single Sign-On % &% F i 1D,
7.
$El OIDC Issuer 17, F7E Value FIHFE KN
https://RHSSO.example.com/auth/realms/Satellite_Realm,
8.

#3I OIDC JWKs URL 17, F1E Value FIshHE RN
https://RHSSO.example.com/auth/realms/Satellite_Realm/protocol/openid-connect/certs,
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9.
1£ Satellite Web Ul #, 3t A ¥l Administer > Authentication Sources, = External £d
MEE ellipsis, AREER Edit,
10.
¥ Locations ik, BARMMAILLEA Red Hat Single Sign-On 23X UERIAIE,
1.
i Organizations £ £, BARIMTTLLEA Red Hat Single Sign-On B35 UERZH
12.

= Submit,

5.10.4.2. [ CLI AL mE R FHRIEACE Satellite K&

{81/ Satellite CLI -y Red Hat Single Sign-On R X FASE Satellite % &,

WER, EaLSMENFMLLT URL, LUKINEKECE Satellite %iE& :
https://RHSSO.example.com/auth/realms/Satellite_ Realm/.well-known/openid-configuration

AR

#{R Red Hat Single Sign-On Web Ul Fiiy Satellite & /' iinH# Access Type X BEHIXE
77 public

1£ Satellite £, FEFFRILLEN true, LUER " AILIER Open IDC HUHTEHE
ik :

I # hammer settings set --name authorize_login_delegation --value true

2.
WEEREILAH URL :
# hammer settings set --name login_delegation_logout_url \
--value https://satellite.example.com/users/extlogout
3.

£ Red Hat Single Sign-On % BZRIGHMEL, i RS256 :
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I # hammer settings set --name oidc_algorithm --value 'RS256'

TH RHSSO.example.com/auth/realms/RHSSO_REALM .well-known/openid-
configuration URL, it FEA RS IR ETHIE,

£ Open IDC ZAKH 7NN Hammer %/ mfY1H :

# hammer settings set --name oidc_audience \
--value "['satellite.example.com-hammer-openidc']"

k

N
p
;

il

NREFIZ 4 Red Hat Single Sign-On &/ imEME Satellite, &R S
i ZAMEINEIRES IS, Fin -

# hammer settings set --name oidc_audience \
--value "['satellite.example.com-foreman-openidc', 'satellite.example.com-
hammer-openidc'"

77 Open IDC & HXE(H -

# hammer settings set --name oidc_issuer \
--value "RHSSO0.example.com/auth/realms/RHSSO_Realm"

% & Open IDC Java Web Token (JWT)HI1H :

# hammer settings set --name oidc_jwks_url \
--value "RHSSO.example.com/auth/realms/RHSSO_Realm/protocol/openid-connect/certs”

#:5& Red Hat Single Sign-On SHXEERM ID :

I # hammer auth-source external list

EAEMHL

# hammer auth-source external update --id Authentication Source ID\
--location-ids Location ID --organization-ids Organization ID
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5.10.5. {8/ Red Hat Single Sign-On 3y TOTP &35 ifACE Satellite

FERXA AR Satellite BAE N HEALLIE R R B FKENTAE TN RN —REBE(TOTP)MA B S 12
JUEM) OpenlD R,

AR

£ Red Hat Single Sign-On Web Ul /1, S:#i3l Satellite 3=,

2.
5% Authentication, B#.if; OTP Policy &%,
3.
R ZFF8 Applications FEX @S FreeOTP =% Google Authenticator,
4,
BCiE OTP Wi LAl R ENZE K,
5.

ok : MNRERH TOTP BHKRIUE NArAE R MBIAKIE A%, = Flows 0, 3H1E
OTP Form &AM, & REQUIRED,

= Required Actions %5k,

£ Configure OTP 1741, ik Default Action Eik4E,

5.10.6. SIS H &K TOTP B 5F& 55 Satellite Web Ul

XA 7i#E, 8/ Red Hat Single Sign-On TOTP &{3%E& % T Satellite Web Ul,

it =

F3x Satellite, Satellite 2FEEEME] Red Hat Single Sign-On & xR,

MAEBMRAFAMEN, AE~Logln,

B—RZRFE X, Red Hat Single Sign-On i3k #&:@i1 1944 barcode 3 A £ pin 3k
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BB &/ o
4.
EEE M mIFHAGYN PIN 5, Red Hat Single Sign-On & E 2 RETI Satellite 7%
REMBAE.

5.10.7. (S ALIE 8 &k &5k F Satellite CLI

FRXIRE, FRARERAEEREM Satellite CLI #H{T B4 % 0E,

it =

ZHARERICE R M Satellite CLI HTHBRIUE, HRWALTHS :

# hammer auth login oauth \

--two-factor \

--oidc-token-endpoint 'https:// RHSSO.example.com/auth/realms/ssl-realm/protocol/openid-
connect/token'\

--oidc-authorization-endpoint 'https://RHSSO.example.com/auth' \

--oidc-client-id 'satellite.example.com-foreman-openidc' \

--oidc-redirect-uri urn:ietf:wg:oauth:2.0:00b

%S RRRERH A — BRI,

HERRBTINE, FeMEleERO0 URL, FREMBENER.

S5 Web Ul REIBI RIS,

1£ hammer auth &3 oauth B SIRREH, W ARTFF Satellite CLI #1T &35 uFRIRK
h,

5.10.8. ML = E R B PR UFAcEH RS

F%, N7 ERETFABHNUINIEHI(RBAC), EE Satellite hlE—M4H, HizHASEBE—1AfFE, R
Ja¥F Active Directory 443 Satellite 41, A, Red Hat Single Sign-On H45EAHHPBEMR AL
1EXT NI Satellite ZH F &3k, API7E Active Directory HEidE Satellite-admin A/ HMA S, LRSS
{21£ Satellite £ T HHEILE,
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it 3
1.
£ Satellite Web Ul #1, 3 AFI Administer > User Groups,
2.
#i; Create User Group.
3.
1£ Name FE A AP HBNAEH. BFAFR S5 Active Directory By #RER,
4,
FEFAFNAFARZMEIASIH, [ Roles EIiF,
5.
s Administer £1%4E,
6.
m External Groups %7k,
7.
#i; Add external user group.
8.
1£ Name FE$#i A Active Directory HE&ZFHR,
9.

MFIR %R EXTERNAL,

5.11. 2/ RED HAT SINGLE SIGN-ON S{34%5iF

MR ELE Satellite #1252 Red Hat Single Sign-On 3%, EERU TS E,

AR

HIALL TS5/ Red Hat Single Sign-On B35 :

I # satellite-installer --reset-foreman-keycloak
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% 6 = FHANEBIRSECE SATELLITE fRS5 3%
%6 6 = A EIRSSECE SATELLITE BRS53S

WREAA81E Satellite IRS525 LEZE DNS. DHCP 1 TFTP RS, iEEAATIF Satellite RS H[EE
458 DNS. DHCP #1 TFTP BR%S.

6.1. 48 DNS Bdi& SATELLITE fR5535

EoT LI A4 SR DNS ACiE Satellite iRS523. Satellite iRS5 23 {8 M nsupdate SLARF BHLIEIRSS 22
89 DNS it %,

EHEEMESEFA, B AESENIARERNET A satellite-installer #5455,

FRFM

B/ BCiE T 4B DNS BRS5 25

AiEmBXERNAENERE.
it 3
#F /etc/rndc.key XML ER DNS RSS2 2 H13I Satellite ARS52% :

I # scp root@dns.example.com:/etc/rndc.key /etc/foreman-proxy/rndc.key

&AM, FBRM SELinux LT3 :

# restorecon -v /etc/foreman-proxy/rndc.key
# chown -v root:foreman-proxy /etc/foreman-proxy/rndc.key
# chmod -v 640 /etc/foreman-proxy/rndc.key

FEi nsupdate TR, HxERMEN :

# echo -e "server DNS _IP_Address\n \

update add aaa.example.com 3600 IN A Host IP_Address\n \
send\n" | nsupdate -k /etc/foreman-proxy/rndc.key

# nslookup aaa.example.com DNS_IP_Address

101



Red Hat Satellite 6.14 5 £ ML A E R 2L Satellite BRS5 2%

# echo -e "server DNS _IP_Address\n \
update delete aaa.example.com 3600 IN A Host IP_Address\n \
send\n" | nsupdate -k /etc/foreman-proxy/rndc.key

4.
i satellite-installer 34y, X /etc/foreman-proxy/settings.d/dns.yml X7 TR
™
# satellite-installer --foreman-proxy-dns=true \
--foreman-proxy-dns-managed=false \
--foreman-proxy-dns-provider=nsupdate \
--foreman-proxy-dns-server="DNS_IP_Address" \
--foreman-proxy-keyfile=/etc/foreman-proxy/rndc.key
5.
1£ Satellite Web Ul #, 33 AZl Infrastructure > Capsules,
6.
2l Satellite Server, #AIEM Actions FIshig5lF % Refresh,
7.

¥ DNS [R555:& 4 B9F R FE KK,

6.2. {458 DHCP Eci& SATELLITE HR%5 45

Z{HASEE DHCP ECi& Satellite IR5583, BAHSTRUATEEE -

6 6.2.1 17 “BCiEAEB DHCP fR5583L S Satellite fR552s—i2 >

%5 6.2.2 17 “fFA%-E8 DHCP fR55%:ACi& Satellite IRS53"

6.2.1. B2E4M B DHCP BR5543LL 5 Satellite ARS5 25—z A

Z 4217 Red Hat Enterprise Linux #I4-8 DHCP BR55 3R & 15 Satellite IRS5 2318 MM, Eibs
%23 ISC DHCP Service #1 Berkeley Internet Name Domain (BIND) TE#%#-8&, ELXwiis5

Satellite fk55233t= DHCP e EMFH AN, IREPHRAIEADHRML A4 RS(NFS)IMULE
DHCP EcEHIFAHAS .
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4

al

MREMEH dnsmasq 94438 DHCP BR5548, 155 A dhep-no-override X, X2
WHEM, RN Satellite £ TFTP IR$583 LOIE grub2/ FEHX THEEH. MREZAT
dhcp-no-override iXi&, FFimaMREFRIGISEREEFRHESE, XrgE2SNE
o

i =
1.
1£ Red Hat Enterprise Linux £#lE, %% ISC DHCP R55# Berkeley Internet Name
Domain (BIND) T E5#a :
I # dnf install dhcp-server bind-utils
2.
EREENHE
I # dnssec-keygen -a HMAC-MD5 -b 512 -n HOST omapi_key
Eit, 2808 S OIR2 R M XA BE TN,
3.
METAE I secret 157 :
I # grep “"Key Komapi_key.+*.private |cut-d''-f2
4.

YA FMM dhepd BCEXHFHARMBH. LT RH -

# cat /etc/dhcp/dhcpd.conf
default-lease-time 604800;
max-lease-time 2592000;
log-facility local7;

subnet 192.168.38.0 netmask 255.255.255.0 {
range 192.168.38.10 192.168.38.100;

option routers 192.168.38.1,

option subnet-mask 255.255.255.0;

option domain-search "virtual.lan";

option domain-name "virtual.lan";

option domain-name-servers 8.8.8.8;

}

omapi-port 7911;
key omapi_key {
algorithm HMAC-MD5;
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secret "JNSE5YI3H1A80j/tkV4...A2ZOHb62zv315CkKNAY7DMYYCj48Umw==";
1

omapi-key omapi_key;

AR, % router HE2EES A ER DHCP fRSS—i (M Satellite 2k Capsule IP i
ik,

MIEH 18R ST -89 B S BRI A B ST

EEM 1R, EXEBANFH. FENEXHFHiZE DHCP Capsule,

ERhibhR, FHRRERBNEREEE. f, MRBHEEZ 192.168.38.10 2
192.168.38.100, #£ Satellite Web Ul FriF{RESEREIE Xy 192.168.38.101 to 192.168.38.250,

BCERG K LAMAER VA DHCP fRS5 25 -

# firewall-cmd --add-service dhcp \
&& firewall-cmd --runtime-to-permanent

1f Satellite lR%5%8 L, WE foreman A/ # UID 1 GID :

#id -u foreman
993
#id -g foreman
990

1£ DHCP fR%53 L, fIlE foreman A4, H ID 5 L—¥shifaEN ID R -

# groupadd -g 990 foreman
# useradd -u 993 -g 990 -s /shin/nologin foreman
ERREEXH AT LY, HRESEIHBUTIRC |

# chmod o+rx /etc/dhcp/
# chmod o+r /etc/dhcp/dhcpd.conf
# chattr +i /etc/dhcp/ /etc/dhcp/dhcpd.conf
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1.
JE 3557 DHCP RSS :

I # systemctl enable --now dhcpd

12.
{5/ NFS 5:ii DHCP ECEHFRISH -

# dnf install nfs-utils
# systemctl enable --now nfs-server

13.
NEEEERA NFS FHH) DHCP ECEMHIAHBIRB X -

I # mkdir -p /exports/var/lib/dhcpd /exports/etc/dhcp

14.
EhAIBNABRAIEER S, B letc/fstab XHHFRIMLLTAT -

/var/lib/dhcpd /exports/var/lib/dhcpd none bind,auto 0 0
/etc/dhep /exports/etc/dhcp none bind,auto 0 0

15.
1£ /etc/fstab EFEEHH RS -

I # mount -a

16.
1R /etc/exports RIEELLTFT :

/exports 192.168.38.1(rw,async,no_root_squash,fsid=0,no_subtree_check)
/exports/etc/dhcp 192.168.38.1(ro,async,no_root_squash,no_subtree_check,nohide)

/exports/var/lio/dhcpd 192.168.38.1(ro,async,no_root_squash,no_subtree_check,nohide)

HAER, ERAN IP il 2EE 5448 DHCP RS —i2{EMM Satellite 5% Capsule IP it
ik,

17.
BHEHA NFS RS % -

I # exportfs -rva
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18.
7 DHCP omapi %z 7911 Eo&Bh A3 :
# firewall-cmd --add-port=7911/tcp
# firewall-cmd --runtime-to-permanent
19.

a3k : BdERA A LLM A ERJia] NFS, Z - imfEF NFSv3 BdiE.

# firewall-cmd --zone public --add-service mountd \
&& firewall-cmd --zone public --add-service rpc-bind \
&& firewall-cmd --zone public --add-service nfs \

&& firewall-cmd --runtime-to-permanent

6.2.2. {1438 DHCP BR5543RCiE Satellite IRS52%

fEorLU{s 458 DHCP BRS53ECE Satellite IRS583.

AR

AERECEE T 48 DHCP IR5545, HHAEES Satellite IR55253L= DHCP EeEMHAX
#, BEZERHESH £ 6.2.1 17 “ESENEE DHCP fR5583LL5 Satellite IR553&—iE2 A",

it =

223 nfs-utils B4 :

I # dnf install nfs-utils

79 NFS fll2 DHCP B3 :

I # mkdir -p /mnt/nfs/etc/dhcp /mnt/nfs/var/lib/dhcpd

HAXHRES :

I # chown -R foreman-proxy /mnt/nfs

$uES NFS RSS2 214 A (RPCEFHENESS :
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# showmount -e DHCP_Server FQDN
# rpcinfo -p DHCP_Server FQDN

1£ /etc/fstab X FMMLLTFTT -

DHCP_Server FQDN:/exports/etc/dhcp /mnt/nfs/etc/dhcp nfs
ro,vers=3,auto,nosharecache,context="system_u:object_r:dhcp_etc_t:s0" 00

DHCP_Server_ FQDN:/exports/var/lib/dhcpd /mnt/nfs/var/lib/dhcpd nfs
ro,vers=3,auto,nosharecache,context="system_u:object_r:dhcpd_state t:s0"0 0

£ /etc/fstab hEFHXH RS :

I # mount -a

F45 Uk foreman-proxy A RILAV; [l LS =034, 15 S~ DHCP EdEFIFHHEASC
#% -

# su foreman-proxy -s /bin/bash

bash-4.2$ cat /mnt/nfs/etc/dhcp/dhcpd.conf
bash-4.2$ cat /mnt/nfs/var/lib/dhcpd/dhcpd.leases
bash-4.2$ exit

A satellite-installer #3545, X /etc/foreman-proxy/settings.d/dhcp.yml X#4H#HTLLTE
N :

# satellite-installer --foreman-proxy-dhcp=true \
--foreman-proxy-dhcp-provider=remote_isc \
--foreman-proxy-plugin-dhcp-remote-isc-dhcp-config /mnt/nfs/etc/dhcp/dhcpd.conf \
--foreman-proxy-plugin-dhcp-remote-isc-dhcp-leases /mnt/nfs/var/lib/dhcpd/dhcpd.leases \
--foreman-proxy-plugin-dhcp-remote-isc-key-name=omapi_key \
--foreman-proxy-plugin-dhcp-remote-isc-key-
secret=jNSE5YI3H1A80j/tkV4...A2ZOHb6zv315CkNAY7DMYYCj48Umw==
--foreman-proxy-plugin-dhcp-remote-isc-omapi-port=7911 \
--enable-foreman-proxy-plugin-dhcp-remote-isc \
--foreman-proxy-dhcp-server=DHCP_Server_FQDN

¥ DHCP HR5553& & B9F FIFNI KK,

6.3. EF4MER TFTP A& SATELLITE AR5 4%
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ReILIEAAER TFTP RS ECE Satellite AR5525.

i =
1.
73 NFS il TFTP B3 :
I # mkdir -p /mnt/nfs/var/lib/tftpboot
2.
1t /etc/fstab X#Frh, RIMLATAT -
TFTP_Server_IP_Address:/exports/var/lib/titpboot /mnt/nfs/var/lib/tftpboot nfs
rw,vers=3,auto,nosharecache,context="system_u:object_r:tftpdir_rw_t:s0" 0 0
3.
1E /etc/fstab hEEXH RS -
I # mount -a
4,
i satellite-installer fip4y, X /etc/foreman-proxy/settings.d/titp.yml X7 LA TER
™
# satellite-installer --foreman-proxy-tftp=true \
--foreman-proxy-tftp-root /mnt/nfs/var/lib/tftpboot
5.
R TFTP R%5#E 5 DHCP IRF5ARIMARS 48 £ia1T, HEEA TFTP RS 21THIARSS 31
FQDN =k IP #ulik 8837 tftp_servername i%i& :
I # satellite-installer --foreman-proxy-tftp-servername=TFTP_Server FQDN
6.
1£ Satellite Web Ul #, 33 AZl Infrastructure > Capsules.
7.
2l Satellite Server, #AIEM Actions FIshig5lF& % Refresh,
8.

F TFTP BRS5 55& S B9 F RAFIE KK,

6.4. {EF 4S8 IDM DNS Aidi& SATELLITE ARS5 35
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%4 Satellite RSS2 XN DNS il %, SREEREBNKENIZIHRE DNS, R, ©5&
B HENERE IR ML DNS BRS5H9 Capsule BIEFHARMICEK, ENASRILTER. Rit, S657E Y60k
B 1dM BRSS2RETRMIIREE DNS BRS589 Satellite st Capsule L RZEMEE 1AM &/ ik,

Satellite AR 5535 71 LARCIE 9 i FRZLHE S A E R (IdM)BR 5543k 1=t DNS [RS5. AXABSMHEERNES
52, HSM Linux 53, SHNIEMEIEER,

1T Satellite BRS523A2E {EH Red Hat Identity Management (IdM)AR 5525 324t DNS ARSS, i&fE
RALTFREZ— :

% 6.4.1 7 “fF GSS-TSIG HA1IEACESHE DNS B~

%5 6.4.2 11 “fEA TSIG F{35SIEARCERNZS DNS B3

EHRSEIPER DNS IR55, HEALUTRE :

%5 6.4.3 17 “IkEFIAEE DNS RS

N
p o
;

4l

IERFZE(HEHA Satellite lRS523KEHE DNS, L& Satellite B EMIhaER!, e
BEHSBEME IdM B, ipa-client-install BllZA& % FimoIE DNS id%, SR
£B 1dM DNS #isiEMAECE Satellite RS 2REE KN, AXEEEIMNESE, HSE
85 5.8 17 “ATFESRTINABI BRI,

6.4.1. 1/ GSS-TSIG H{A5UEACESIA DNS &3

IRATLAS 1AM BRS5 83 BCiE 9% RFC3645 e XL secret BEHE S5 (GSS-TSIG) A ERABAR LR
FEE, B 1dM IRS5BERCE M GSS-TSIG KK, ZEpifE Satellite lRFBJEKRIFERS L2
IdM 2 F S,

FRFM

[ ]
ZAfaR IdM IRS53BREEE, FAETFEINMBMEEEREE. NIRESER, H5H
2R G EEERE P 1dM Km0 =K,
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BB 1AM IRFSBEER G, LUART IdM IR 4 ELIXIME R TE IdM ARS8 L Ol X
TUERAT IdM ARS5 3 EBIIK .

BN ORNE XM, MBNMESCHIRF, EeTLMER SRR E RS B HERRK
T. MBEZER, HSHRE Satellite fR5585,

AR

EfEH GSS-TSIG S RIEACESNS DNS S, HEBUTHEK :

1£ IdM BR5523+h 6|2 Kerberos Principal

1.
FIM 1dM E1 G R AR - 3REX Kerberos 47 -

I # kinit idm_user
73 Satellite IRSS 22 BB — 1M Kerberos &, AT IdM RS 52 LT HBEE,

I # ipa service-add capsule/satellite.example.com

ZEMEE IdM Z /i

1.
ENEREETE DNS JR5H Satellite =% Capsule MEXEERS S, L ipa-client K
a:

I # satellite-maintain packages install ipa-client
BITREHAHRIERFIRIERE IdM & :
I # ipa-client-install
iKEXKerberos ticket :
I # kinit admin

MHBREfI BFFER keytab :
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I # rm /etc/foreman-proxy/dns.keytab

IREUXANREIH keytab :

# ipa-getkeytab -p capsule/satellite.example.com@EXAMPLE.COM\
-s idm1.example.com -k /etc/foreman-proxy/dns.keytab

H-

N
p
;

i

¥ keytab &INEI SRS RIS REAARBE ARSI, 00 r E5LAREE
BT RIEFH R R S EERFIET .

XF dns.keytab 3X#, 5 group #1 owner X&)y foreman-proxy :

I # chown foreman-proxy:foreman-proxy /etc/foreman-proxy/dns.keytab

Ak : BEUE keytab XHEEBR, HMALL TGRS :

# Kinit -kt /etc/foreman-proxy/dns.keytab \
capsule/satellite.example.com@EXAMPLE.COM

£ IdM Web Ul FECE DNS [Xig

1.
Sl E ST e X

E#13] Network Services > DNS > DNS Zones.
YePE Add i A XA, I : example.com,

= Add and Edit.

= Settings i3 7E BIND BH R £, FMLUTRHRERMBIS SoRIIERS -

I grant capsule\047satellite.example.com@EXAMPLE.COM wildcard * ANY;;
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e.
# Dynamic update #%i&H True.
f.
j5 A Allow PTR B4,
g.
m Save REFEHEX,
2.
fIBHEERAK :
a.
E#1% Network Services > DNS > DNS Zones,
b.
mif Add,
C.
7%+ Reverse zone IP f%%, F£LL CIDR &R s inp%s bk LS A R A & 3.
d.
= Add and Edit.
e.

= Settings £ FFE BIND EHHEEE £, FMUTHRAZRMIIS SoRHIERS -

I grant capsule\047satellite.example.com@EXAMPLE.COM wildcard * ANY;

¥ Dynamic update % &4 True,

= Save REEY,

ECEEEEM DNS IRS5H Satellite =% Capsule ARS5 33

1.
{31/ satellite-installer fp G ECEE A DNS fR55H9 Satellite = Capsule :

1£ Satellite EEIALL T4 -
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# satellite-installer --scenario satellite \

--foreman-proxy-dns-managed=false \

--foreman-proxy-dns-provider=nsupdate_gss \
--foreman-proxy-dns-server="idm1.example.com" \
--foreman-proxy-dns-tsig-keytab=/etc/foreman-proxy/dns.keytab \
--foreman-proxy-dns-tsig-principal="capsule/satellite.example.com@EXAMPLE.COM" \
--foreman-proxy-dns=true

1 Capsule EHiALL a4 -

# satellite-installer --scenario capsule \

--foreman-proxy-dns-managed=false \

--foreman-proxy-dns-provider=nsupdate_gss \
--foreman-proxy-dns-server="idm1.example.com" \
--foreman-proxy-dns-tsig-keytab=/etc/foreman-proxy/dns.keytab \
--foreman-proxy-dns-tsig-principal="capsule/satellite.example.com@EXAMPLE.COM" \
--foreman-proxy-dns=true

i&{T satellite-installer fp 334 Capsule BB EHTHMERG, ENIEH Satellite Web Ul g4
ZHMMREMNERE,

1£ Satellite Web Ul hEEFHEE

1.
1£ Satellite Web Ul #1, 3 AFl Infrastructure > Capsules, #%F Satellite k5525, M
Actions FIrhiy3zk e, 1%E#E Refresh,

2.
ECiEls -
a.
1£ Satellite Web Ul b, 3 AF Infrastructure > Domains &= &,
b.
1£ Domain &5 £rh, fafR DNS Capsule X JiE i FRNKE,
3.
EciE M
a.
1£ Satellite Web Ul b, 33 A Fl Infrastructure > Subnets %% FM & Fh.
b.

1£ Subnet E£Ti £, £ IPAMi%iE None,
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1£ Domains ik, EFEEEMFEA 1AM RSB[R EEMIE,

1 Capsules ETiEH, #{# Reverse DNS Capsule ¥%i& Hi%#EFMM Capsule,

= Submit MREEX,

6.4.2. {81/ TSIG FHEKIFACES)A DNS Hi

RBT LU IdM BRS523BCIE H%T DNS (TSIG)E A rndc.key BEAS 1T B A KIER secret BE]
ESHHEUE, TSIG PMUFE RFC2845 HE X,

FoRFMH

[ ]
ZAAR IdM IRS5EBRERE, FAETFEINMBMEEEREE. NIRESER, H5H
Linux 5517, S5 FIFEREERE P im0 E K,

B E 1dM BRS545 EIREX root A i [RIABR,

B il Satellite fR55232% Capsule IR$53[ 2 S CECE N NIENERE IR L DNS RS,

B BIE NER B ETE DNS IRS5H Satellite 5% Capsule FEFKIZFRS: LBZE DNS. DHCP
# TFTP ARSS.

BTN N B HNER. MRNEEGHRT, S ERSRNE XGRS BIHRR
RE. MB/EZER, HSHEE Satellite R5525.

AR

B TSIG ST UEACE SN DNS BT, HMRUTHIE -

9 1dM BRS5285 89 DNS Xi%)5 B A SR 3

1.
1 IdM IRS588 £, FUUTARSIE /etc/named.conf XHHITHER -
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HAHH R R R R R R R R R

include "/etc/rndc.key";

controls {

inet _IdM_Server_IP_Address_ port 953 allow { _Satellite_IP_Address_; } keys { "rndc-key";
|8

|8
T

EBFHEHA named PRSLAFEEREN -

# systemctl reload named

1£ IdM Web Ul #1, 3 A Xl Network Services & gt; DNS > DNS Zones =R XH& ., £

Settings Wik, NMALTEH :

AN
T -

£ BIND EHRISHERRMEUTAR -

I grant "rndc-key" zonesub ANY;

¥ Dynamic update % &4 True,
= Update R EEX,

55 /etc/rndc.key STHEM 1dM BRS5 22 E 518 Satellite IRSBRMWE KBRS, FRALUT®R

# scp /etc/rndc.key root@ satellite.example.com:/etc/rndc.key

ZH rndc.key XHZBIERAMAMA. BRI SELinux LT3, FMALTHS :

# restorecon -v /etc/rndc.key
# chown -v root:named /etc/rndc.key
# chmod -v 640 /etc/rndc.key

F51¥$ foreman-proxy i 9 E2% named 4, EH, satellite-installer ffaff foreman-

proxy A [EF named UNIX 4, {HREXMERT, Satellite FERA A, RLEREF
5hf¥ foreman-proxy A/ 4 2% named 4,
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I # usermod -a -G named foreman-proxy

1f Satellite IR%525 L, HiALLT satellite-installer #85, 15 Satellite & £ AL DNS
RS5%% -

# satellite-installer --scenario satellite \
--foreman-proxy-dns=true \
--foreman-proxy-dns-managed=false \
--foreman-proxy-dns-provider=nsupdate \
--foreman-proxy-dns-server="IdM_Server IP_Address" \
--foreman-proxy-keyfile=/etc/rndc.key \
--foreman-proxy-dns-ttl=86400

iZ 1dM BRS583 B9 DNS KB4 SR B3

1.
HafR Satellite fR%525 LB /etc/rndc.key XHFHHFEFH S IdM RSS2 LERAKNEHER -

key "rndc-key" {
algorithm hmac-md5;
secret "secret-key==",

ESZEENLE, HENOIENE DNS &H. #i, FEHl test.example.com £ IdM AR553%
£+ AE%H 192.168.25.20, Hbhith 192.168.25.1,

# echo -e "server 192.168.25.1\n \
update add test.example.com 3600 IN A 192.168.25.20\n \
send\n" | nsupdate -k /etc/rndc.key

1£ Satellite fR5583 L, Wik DNS %8 :

# nslookup test.example.com 192.168.25.1
Server: 192.168.25.1
Address: 192.168.25.1#53

Name: test.example.com
Address: 192.168.25.20

7t IdM web Ul B EFEB, iE## A Network Services > DNS > DNS Zones, i Xig
MR, BiRATREREN.

WRACThEAT, IEMIBRNK DNS &8 -
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# echo -e "server 192.168.25.1\n \
update delete test.example.com 3600 IN A 192.168.25.20\n \
send\n" | nsupdate -k /etc/rndc.key

ffsik DNS SH 2B -
I # nslookup test.example.com 192.168.25.1

LLE nslookup &k, MRICFABIOMIER, NRME SERVFAIL £#555H 2.

6.4.3. k& BIPIEE DNS RS

B LAk S B Satellite iR5525#1 Capsule lR55831F77 DNS 1Z#tEeF. ErI LA HAREN SR DNS
ZEIBEBMNE X4 ED, HEETUMNBRNEXHNEH. AXOEXHNESZER, FSHEE
Satellite fR352%.

AR

EEERE HEEREMN DNS IR55H Satellite =% Capsule RS53 £, ERUTSE -

#F Satellite % Capsule &2i& 5 DNS R%5%%

MREERCES SR DNS AR T BIEXH&H, HRENEXH, REHA satellite-

installer i85 :

I # satellite-installer

NRIEZBNEXHHEEN SR, HIEBRNEXHNER. EETEANEXHHE
J T4 Satellite = Capsule BZi& 77 DNS k5538, 157t Satellite % Capsule L ALLF
satellite-installer 45 :

# satellite-installer \
--foreman-proxy-dns=true \
--foreman-proxy-dns-managed=true \
--foreman-proxy-dns-provider=nsupdate \
--foreman-proxy-dns-server="127.0.0.1"

MEEZER, 56 EERSEZ: LECE DNS. DHCP # TFTP,
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i1&1T satellite-installer fp 433Xt Capsule BEEHTHMENRE, HHIEH Satellite Web Ul higq™
ZHMMREMNERE,

1£ Satellite Web Ul W EHFHEE

1.
£ Satellite Web Ul #, 3 AFl Infrastructure > Capsules.

N FEERHFMEMEE, M Actions 5IFK %R Refresh,

EciEls -

1£ Satellite Web Ul b, 33 A Fl Infrastructure > Domains, AT RERENE
%o

£ Domain &%+, 1§ DNS Capsule % i&hi%HEFRMIKE.

BEETFM :

1£ Satellite Web Ul b, 33 A Fl Infrastructure > Subnets 3% FM & Fr.

1£ Subnet &WiEd, ¥ IPAMi%& 5 DHCP = Internal DB,

1£ Domains iYWk, EFEEMFMA Satellite 3k Capsule EXEHIH,

£ Capsules ETi£rh, ¥ Reverse DNS Capsule % & JiEEFMMNKE.,

= Submit MREEX,
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P A. DNF B s
Btk A. DNF &ZispE bR

MR DNF SERFEEG A, XAEARERA T AIERIER, EXFERT, SSF s,
AR, FlH /S AR

I # dnf module list --enabled

A.1. RUBY

MR Ruby ERFELEEH, XealgeRBAT AEMNED, EXFERT, N5 e,
MTFa :

HI S AR -
I # dnf module list --enabled

MREZAT Ruby 2.5 &3, HHRUTEILES :
I # dnf module reset ruby

A.2. POSTGRESQL

MR PostgreSQL BREEFH, XalEEKE/SH T FEWMER, EXMERT, EX5Fhg
WK, MRS -

SIS AR -
I # dnf module list --enabled

NEZAT PostgreSQL 10 £k, HHITHEREE :
I # dnf module reset postgresql

INRBIRE 2 BifE A PostgreSQL 10 BI&, iHHITHY -
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J5 F DNF &k :
I # dnf module enable satellite:el8

L& PostgreSQL FHEHHE -

I # dnf install postgresql-upgrade
PATHL -

I # postgresql-setup --upgrade
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% B. A E X AERNFAE RED HAT SATELLITE

B> B. f¥ B E X ECER AF RED HAT SATELLITE

WIRGER satellite-installer B XRZEMBEE Satellite B, EAILUEE DNS #1 DHCP ESi&E X4FH
Puppet R EZEEFr& --foreman-proxy-dns-managed=false 1 --foreman-proxy-dhcp-
managed=false ¥, MNMREMNBRREEFCTHRRAEEEXENS, WERTZTREEFRESM
BFhEN, Hlm, AFAFBEN, MREAHEESR, EXIaTHRESTERREFIENR. NREZE
B, HSM%E A Puppet ZTHENFHER,

EHEEMATHTEE URENREREFITE, 1HA1T satellite-installer --scenario satellite --full-
help. HL Puppet RRAAFA TN ELRERERF. EFERCHMhEREEFESHE, HBtMAkE
44 /etc/foreman-installer/custom-hiera.yaml IS B Ei5 AR EH, WEREXHRA YAML &,
FTEE—1 %8, A7 < puppet class>::<parameter names: <value>, X #hiEEMNEREEHS
EREEFENZTERE.

BEUTHISLE -

%fF Apache, ¥ ServerTokens {55 1ZEBNIGRE™ @A :

I apache::server_tokens: Prod

Se2 XM Apache RSB %E 4 :

I apache::server_signature: Off

Satellite ZZRFH Puppet #4265 E /usr/share/foreman-installer/modules T, &7 .pp X4
(f1I0 : moduleName/manifests/example.pp) K&K, SEME, =&, A grep o HTxXE
FHER,

wE—E{EgER X Red Hat Satellite IBESkThEEERENNER. ENAZAI, HEERHNZ
M, REEEMRIFETIMERNES, MREEFIEEIMEMN Satellite 2152, FEA --noop 1 -
verbose EIZ1T Satellite &2, MRESGERKNE, HM custom-hiera.yaml HlpRxi{T, A
REHIZTT Satellite REREF. NMRENFEHREREWY, HRELIERR.
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fi% C. ¥k EH PUPPET &{THmENFIER

NREMFHERCE 2 Puppet 2178, EILUI XS BIZaidiRE, THERT OMkEH
Puppet iz217Z& =M DHCP Bdi& X4,

it

SHEERSENXH, XSRS EFFrRNEARFISESR, X F DNS =%
DHCP fR%5, XHAEL.

I # cp /etc/dhcp/dhcpd.conf /etc/dhcp/dhcpd.backup
KERSXH, UL TERXHM mdSsum, Fii0 -

# journalctl -xe

/Stage[main]/Dhcp/File[/etc/dhcp/dhcpd.conf]: Filebucketed /etc/dhcp/dhcpd.conf to puppet
with sum 622d9820b8e764ab124367c68f5fa3at

hEBJ=HH -

# puppet filebucket restore --local --bucket \
/var/lib/puppet/clientbucket /etc/dhcp/dhcpd.conf \ 622d9820b8e764ab124367c68f5fa3at

B s XHMRENXX M, FHaBtkENXY, SEHISFARRBIEMEHER,
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