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FEHREEES

FEFREZESZ

TIIEAEB BN INAE, SUEMMTIEMEREERENIES, ATXTIERENE, XEFEEER
AIEEHER S BEHT, HFIBIERE CTO Chris Wright I &


https://www.redhat.com/en/blog/making-open-source-more-inclusive-eradicating-problematic-language
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KT ZLNE AR A bt
Bl IRAHE T B 1SR, L3 1 T BRI S,

{58 Red Hat JIRA 1 Create Issue R R EIEHI R 5, JIRA [A/#I1E Red Hat Satellite Jira i B A {3
2, o EEPRIREHE,

FRFH
o MBRIESIEMT LLIEHK T,

it =
1 HE LU RS - BIRME, f0R Jira EREFER, NEXHAELEEBEIREFIREL,

2. 58EX Summary #[ Description %, 7f Description FE&d, S&3# URL. ZT7 S LUK A
BRI, FEEWRAPNEMEMRTFE,

3. = Create,


https://access.redhat.com/
https://issues.redhat.com/secure/CreateIssueDetails!init.jspa?pid=12324223&summary=Documentation feedback: %3CAdd summary here%3E&issuetype=1&components=12347630&priority=10300

BIEREONEE

ZE2AMEERE LLERBHIFRE, FITRAMEXLERR, HFRRTAMEL, ERFENEIR
FENANEEEERI T TEERE, R2RRICCHSEFETTUNEN, AEEREEELHEERE
'I‘io
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B2EREABTEIEIHN
Satellite % 2 PIZ B L 1L (SCAP) AR TE LR R B,

SCAP 2&TF XML E’J%’l‘%ﬂ‘%ﬁ’]*[ 0E Y R A SR A E #id 8 N (XCCOR) MARRRMIHEIES
(OVAL)H it BYiRIR, 3 ”“%M%%Biﬂz'%jj R XA

XCCDF F#ERIE (B#h #0)) Rk T RGTEREMNEE, Hla, M IEERE ATTLUER
root A K @i SSH B K EMN. MM UDHEB—PNHZ DN XCCDOF IHEE F, RITFENREEHE
SR

OpenSCAP 2 TEH X HNTEE EN LWRGUIE, HEHFTRERIX(ARF)FEXRRES, RER
B3 Satellite 332 F0 47,

7% 2.1. OpenSCAP M XK SCAP 14 1.3 hagHig

PR fak Version
SCAP RELENEB LI 1.3
XCCDF A REEK G REBEN 12
OVAL FRRRMITELEES 51

- asset Identification 1.1

ARF B EE R 11

CCE BB B 5.0

CPE WBAEAHE 23

CVE WA XS 20

CVSS RIS R 2.0
Hith BTIR

o HXSCAPHEZER, 1HSH OpenSCAP IiH,


https://www.open-scap.org/

&5 33 SATELLITE thfy SCAP IA

% 3 = SATELLITE fhfJ SCAP KRB
SCAP HBRR—1 SCAP #IBRR X, HHhaEgEaiit,. KENLTLEENLE, ENMBEBREEEES
N XCCDF BdB%&., XCCDF BBBEE N T —MTUFRES B E L RZ2IE, B0 LUEY Satellite A EM

EE%E’JA%ME o038 A B AR ERYI(OSPP). BERRIS Al BAE MM THEE R (HIPAA)F] PCI-DSS v3.2.1
Control Baseline for Red Hat Enterprise Linux 9, f&aJLUMER E#/X A4 RIBE K HEINFH) XCCDF B

B

1T Satellite /1, BB LUEH SCAP RAHH XCCDF IRB4E, AR EHISHEE N SHER, Satellite
8% OpenSCAP T E 1R4tH SCAP Z2i5@ PRI SCAP KA,

BXRIMATE, BME. BAMUEZECHRNENESER, HSMH :
® Red Hat Enterprise Linux 9 &£ 1E
® Red Hat Enterprise Linux 8 &L
® Red Hat Enterprise Linux 7 &5/

® Red Hat Enterprise Linux 6 2753

3.1. X #H) SCAP hA

Satellite &z #f SCAP kA& 1.2 #1 1.3 IR A,


https://www.open-scap.org/
https://access.redhat.com/documentation/zh-cn/red_hat_enterprise_linux/9/html/security_hardening/
https://access.redhat.com/documentation/zh-cn/red_hat_enterprise_linux/8/html/security_hardening/
https://access.redhat.com/documentation/zh-cn/red_hat_enterprise_linux/7/html/security_guide/
https://access.redhat.com/documentation/zh-cn/red_hat_enterprise_linux/6/html/security_guide/
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AT LU T 352 — SR A RIS

Ansible $fE&

IR LAE A Ansible 3 B ERE M LLH 1T &AM,
Puppet 588

IR BT LAFE A Puppet K% Puppet fXIRERE EHLLLEIT EAMETIHE,
FohikE

&R LAF 5 h &M B & E M.



5 F REGHRBERE

25 E RESHRIBEE AL
FERUTSHENEERFEN AR E Satellite REZS KL, EHRE OIES MR K, SEEFEXLs
ER—

Ansible ZBENSE

1. 5 A foreman.foreman_scap_client Ansible &,
MEESZER, FSUEH Ansible EEZEIE,

2. FOIEREEIEH foreman.foreman_scap_client Ansible &S EEI E ML E N,
3. EEMARE, FHFHNENHENAEIZIT Ansible A, HEFERITRHITIHTEMNERER
Sk BRI,
MEESER, ESHEEREENHNEBEILEZRREL .,
Puppet EpEHIS T
1. #81% Puppet E/5 .
2. HRENLLET Puppet {IE,

3. 5 A 8% foreman_scap_client Puppet &8 Puppet 215,
BRESER, FS/IEA Puppet EHELEIE,

4. 02 foreman_scap_client Puppet X9 E248 EM K E M4,
Puppet &fif 4 F—REHZITHIERE, tLeILAF 24T Puppet. Puppet BNIAE 30 2¥HE1T—
;kc

FEBENS R

o WFFhEEARE, THEEHNM Satellite BLiE.
BRFIEEWNIERE, 1HSE LIEANFFE FHIEFR Manual Deployment 1114 & OpenSCAP &
E%Q


https://access.redhat.com/documentation/zh-cn/red_hat_satellite/6.15/html-single/managing_configurations_using_ansible_integration/index#
https://access.redhat.com/documentation/zh-cn/red_hat_satellite/6.15/html-single/managing_hosts/index#Configuring_and_Setting_Up_Remote_Jobs_managing-hosts
https://access.redhat.com/documentation/zh-cn/red_hat_satellite/6.15/html-single/managing_configurations_using_puppet_integration/index#
https://access.redhat.com/solutions/6389101
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B 6EFHAHEK SCAP BIA

XN RIEE B B1E Satellite E AR SCAP IR, EFH CLI TiA =2 Satellite Web Ul, 1H& 5 CLI
SUR =N

SEREH
o MIYA Ik BC T view_scap_contents Y RHIAE,

it

® 1f Satellite Web Ul A1, i# AZFl Hosts > Compliance > SCAP contents,
CLId#2
e 1T Satellite fR55 25 LiZfTLAT Hammer 345 :

# hammer scap-content list \
--location "My _Location" \
--organization "My _Organization"

10



% 7%= BB SCAP HA

%7 Z BidiE SCAP A
f&aT LA B 5 SCAP 8RR E SIS E K E L E RIS,

7.1. In#E BN SCAP AR

@it 7E Satellite fR5588 LEARKIA SCAP WA, EAILUBRNE SCAP RE15R (SSC)HREIER,
LA NIMAIE,

SSG H Satellite RS 2RVIRIERG IR, FHRIETE /usr/share/xml/scap/ssg/content/ ., 15EE, I

MR REURT Satellite IZ1THRIERGIIRA, B RAEEME L SCAP RA{IH#S Satellite IRSS8ER
HHER RHEL lRABEN,. MMEFZEE, HESH % 7.2 77 "B RHEL 2 #8) SCAP RE",

SeREH
o MEAF k9B T create_scap_contents f{fRHIA R,

pri% =
® 1f Satellite fR%528 L@EA LT Hammer @355 :

I # hammer scap-content bulk-upload --type default

7.2. 3KEX RHEL Z##J SCAP W&

IREI LAELIIE R 1 M3 £ FKEY Red Hat Enterprise Linux BI&#r SCAP R2 18RI (SSG)., EAIREX
NENBIRE RHEL R AIEEH SSG kA,

it =
1 ERHEN AN SCAP ZEi5/,

2. 1£ Version 3£Hdh, N ENIZITH RHEL BURAR AL R ETHI SSG iRA, Hltn, *FF RHEL
8.6, 1HILEFER N If el8_6 BIARA,

3. TEEMHE RPM,

4. M RPM H#2EX data-stream X (*-ds.xml), 140 :

$ rpom2cpio scap-security-guide-0.1.69-3.el18_6.noarch.rpm \
| cpio -iv --to-stdout ./usr/share/xml/scap/ssg/content/ssg-rhel8-ds.xml \
> ssg-rhel-8.6-ds.xml

5. SRR _E1EE Satellite, MNEEZER, HESW £ 7.3 1 "LILEM SCAP BB,
Hth ¥R
o ZTIEHTIH/E ) RHEL ARt 3M) SCAP L8 mhRA

® Red Hat Enterprise Linux 9 &£ {E#HIRHEL O 35#FH9SCAP Z £ 18R AE X 14+

® Red Hat Enterprise Linux 8 &£ i #HIRHEL 8 35#FH9SCAP Z£15FHAlEX 1+

1


https://access.redhat.com/downloads/content/scap-security-guide/noarch/package-latest
https://access.redhat.com/articles/6337261
https://access.redhat.com/documentation/zh-cn/red_hat_enterprise_linux/9/html/security_hardening/scanning-the-system-for-configuration-compliance-and-vulnerabilities_security-hardening#scap-security-guide-profiles-supported-in-rhel-9_scanning-the-system-for-configuration-compliance-and-vulnerabilities
https://access.redhat.com/documentation/zh-cn/red_hat_enterprise_linux/8/html/security_hardening/scanning-the-system-for-configuration-compliance-and-vulnerabilities_security-hardening#scap-security-guide-profiles-supported-in-rhel_scanning-the-system-for-configuration-compliance-and-vulnerabilities
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® Red Hat Enterprise Linux 7 Z£78@# RHEL 7 32#5H7SCAP Z£IEFHAEX 1

7.3. L H b SCAP A
RAI LU E At SCAP WA E%E Satellite BRS528, AR B CUIEMASR, HNEEHEMABEIKE, &%
=, 708 RIRMEN MALIEFRENA) SCAP NAMX ., EFA CLI A= Satellite Web Ul, iH&[H CLI 1

=,
FRFM

o MEMAF Ik 9E T create_scap_contents f{fRHIA R,

o REIRENT SCAP B M1,

it =

1. 7£ Satellite Web Ul /1, 33 A%l Hosts > Compliance > SCAP contents,
2. i Upload New SCAP Content,
3. 1E Title XAMEFK AR, W My SCAP Content,

4. 7£ Scap File #, Hifi Choose file, SiEIEE SCAP data-stream XHHAIE, AFHT
Open,

5 1F A& AUk L, EEME,
6. 1 AAETI£ £, EFEHL,
7. ] Submit,

INRAKINMNE SCAP R, N ERELLTF Successfully created My SCAP Content HJ3H £

CLI 52

1. ¥ SCAP data-stream X HIE Satellite IRZ5 23 ERIBE KA, 0
/usr/share/xml/scap/my_content/,

2. 1E Satellite fR5583 £i24T LT Hammer 645 :

# hammer scap-content bulk-upload --type directory \
--directory /usr/share/xml/scap/my_content/\
--location "My _Location" \
--organization "My _Organization"

o JIH AT SCAP WA, SCAP RBFIRSEF I,

7.4. E4%| XCCDF e &%

BRI LR Z#x A BELIMABW XCCDF RRESR, MEFRMERIA SCAP RE. BNERINXHEALLE
2% XCCDF BESEMBE L.

12


https://access.redhat.com/documentation/zh-cn/red_hat_enterprise_linux/7/html/security_guide/scap-security-guide-profiles-supported-in-rhel-7_scanning-the-system-for-configuration-compliance-and-vulnerabilities

% 7%= BB SCAP HA

EA LUFER SCAP Workbench TEGIBERIXH, BXEMR SCAP Workbench TEMESER, HSH
MBI EFIBE L SCAP 2218/ .,

RE, EALURER X2 ES A MNRES, USRS EE L XCCDF BES.

7.5. EIRESIH
EEERS, ERILE S R KRR S B B E X XCCDF REE,

SERFEH
o REYF ik BC T create_tailoring_files FURIIAE,

it =

1. 7£ Satellite Web Ul /1, 33 A%l Hosts > Compliance > Tailoring Files, 52 New Tailoring File,
2. 7E£ Name XAIEARH A& FF,
3. Hfi Choose File, SMEIEEEHXHHME, AFIELEE Open,

4. Hid Submit WA L& FMERIE HI ST,

13


https://www.open-scap.org/tools/scap-workbench/
https://www.open-scap.org/resources/documentation/customizing-scap-security-guide-for-your-use-case/
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$ 8 & EEANIRES
AHIFRS R— AW, BTFREEENINRTHE SCAP WA XCCDF REL,

BRI LR Satellite BRS5 88 LIAHRVIARE, HEENLHITIEHRE. HRTRE, SEMK ARF RABRE
F ELE Satellite BRS585. SRR ENAITEMER,

BHREEE L SCAP B FIRECER cron 114, AfE, REERS52ECRERHIEN LB SCAP & iRm—iEi8
%O

8.1. BiE &I RE
BB EHRE, EAUE Y MMNLEEaMER, HBRRENENNRFFESENZLSERE,

FoRFEMH
o MENFTIE AMKIEELEBRET Satellite,
o fRE7E Satellite HATAH SCAP AR, &AERIXH.
o EIIULW MBI SCAP NA, ESM 5 6 & SIH 5T FHHISCAP HZ,
o FE_Lf& SCAP WAMERIXH, HSH 58 7 & AJE SCAP A&,

o REAF Ik 9E T view_policies 1 create_policies I [REIA &,

it =

1. 7£ Satellite Web Ul /1, 3 A%l Hosts > Compliance > Policies,

2. Hi New Policy 3 New Compliance Policy,

3. EFERE AL © Ansible. Puppet 2 Manual, AFHT"F—%",
4. FIALLERBBRIERS, ik (Aik) , AF R Next,

5. EFE R AR SCAP Content 1 XCCDF Profile, A58 T Next,
HER, Satellite F&MATIE XCCDF BRBEER T EE MMM, —NZEH XCCDF EEiESE
(4N Default XCCDF Profile ) $:REZ2HiR 5,

6. A%k : EEE X XCCDF BB, 1514 Tailoring File #1 XCCDF Profile in Tailoring File, %A
[& 5= Next,

7. 18TERNFARIEITHIIA BN A, M Period FlZ&R A% Weekly, Monthly 3% Custom, Custom %t
T Vr AL SRR VA B AR R KR E .

o INRITIEE Weekly, T EM Weekday FIFRAiEF—ENFFEBRHA,
o MR ERFET Monthly, i£7E Day of month FEHI5E T HER,
o INERIEREIE Custom, IETE Cron line FEEHHI AE MM Cron Rix=,

8. EFBENARKHAE, AFH T Next.
o. EEFEEMAZRIMAR, RERLET—F,

14



B 8 = B ARG

10. A% @ RV E D BRI ENLA,

1. = Submit,

8.2. EE G MK
IRA LATI G S R4S E OpenSCAP AARTEESRHE N AN, LT RISKIEE, XIEEFR,

FeREH
o YA ik B T BE view_policies I RMAE,

it =

1. 7£ Satellite Web Ul /1, 3 A%l Hosts > Compliance > Policies,

2. 1EFFERBEM Actions FIIF, =X Show Guide SIMFIERFPEFE,

8.3. JE AN REE
1E Satellite Web Ul /B, &8I LUGREE &SRB,

Puppet RIBIE TR TR 9B RIEN BRI EN., BKIANERT, 830 28iH#T—R, NREH
Ansible, ENINFLN21T Ansible s, SHEBE T EEV_EIZ1T Ansible A B E M ZRZHITIEL,

SeRFH
o REAF Ik 9E T view_policies 1 edit_policies I [REIA &,

it =

1. 7£ Satellite Web Ul /1, 3 A%l Hosts > Compliance > Policies,
2. RATRRIBHIETR,
3. B ENEME.

4. = Submit,

8.4. fitlFR & M SRES

7 Satellite Web Ul /1, & ] AHBRINA B9 & HL KBS

SeRFH
o MEAF k9B T view_policies #1 destroy_policies FRHIA &,

it =

1. 7£ Satellite Web Ul /1, 3 A%l Hosts > Compliance > Policies,
2. TEFTERERIEHY Actions FllFR, MFIERAFIES Delete,

3. FHHAUCHEH R OK,

15
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6 9 ZE LE A HRES
EEIMBAMER, ENFRRE SCAP B, B cron HEXH, FHITEIE LN SCAP AL
BEN L,
9.1. @5 & SCAP KR

SCAP 4B AT LAS | BT ENL LIZ1TH SCAP B Fimiit B BRI A2 BER, 40 OVAL X4, R
BIBRFEBELETE, EeLUE Satellite fR55253 L& E OpenSCAP Scanner TEWES, #40 :

# oscap info /usr/share/xml/scap/ssg/content/ssg-rhel8-ds.xml | grep "WARNING"

WARNING: Datastream component 'scap_org.open-scap_cref_security-data-oval-com.redhat.rhsa-
RHEL8.xml.bz2'

points out to the remote 'https://access.redhat.com/security/data/oval/com.redhat.rhsa-
RHEL8.xml.bz2'".

Use '--fetch-remote-resources' option to download it.

WARNING: Skipping 'https://access.redhat.com/security/data/oval/com.redhat.rhsa-RHEL8.xml.bz2'
file

which is referenced from datastream

KINERT, SCAP B InEE N R ITIZETUR, FHBKIKE TR XCCDF #ill, ARE, BbrHi<
53 notchecked A5,

SFFRVIRI BB EMN, A LUE Satellite PFRIEN L TFEER TR, ARz SCAP PR A E
FEVI R BEEXMBENBEE, ESE F 0.2 T EM TR RN AL SCAP BHR".

{1 Ansible 8B4 %
ZELUT Ansible ZF & :

e ¥ : foreman_scap_client_fetch_remote_resources
o RAE: fH/KE
® Value: true

BREZER, 1ESHER Ansible £ BB & HHITE Satellite &S Ansible &=,

£ Puppet BB A%
BCEBELLT Puppet ERERSEL :

e Z7R : fetch_remote_resources
o KA : fH/RMH
® \alue: true

BXEZER, ESHER Puppet ERERBELE B A& Puppet EEEELESH o

9.2. FEBT FF i IR b & 1L F2 SCAP HR

SCAP #iE R AT LAB 22 5K, 41 OVAL X14, SCAP & Pl AFE M 24T @ T B ECRRER, 40
RICAENTTED BRI, N0 FEGERE SCAP BR, FHRE M Satellite AR5 2890 & BIRAIEH],
, TERMBE U RBFMEE T EN L8934,

16


https://access.redhat.com/documentation/zh-cn/red_hat_satellite/6.15/html-single/managing_configurations_using_ansible_integration/index#Overriding_Ansible_Variables_in_satellite_ansible
https://access.redhat.com/documentation/zh-cn/red_hat_satellite/6.15/html-single/managing_configurations_using_puppet_integration/index#Configuring_Puppet_Smart_Class_Parameters_managing-configurations-puppet
https://access.redhat.com/documentation/zh-cn/red_hat_satellite/6.15/html-single/managing_content/index#Downloading_Files_to_a_Host_from_a_Custom_File_Type_Repository_content-management

SR

it

RIS ENEME Satellite, HE B TIimEHIT,

WRRILETR, XBMANKE. MEESER, EHSH 5911 "8 iLi2 SCAP HiR',

1. £ Satellite lR55%8 £, REGBESMRIBHEROEIER, UEREBITEILR DR

# oscap info /usr/share/xml/scap/ssg/content/ssg-rhel8-ds.xml | grep "WARNING"
WARNING: Datastream component 'scap_org.open-scap_cref_security-data-oval-
com.redhat.rhsa-RHEL8.xml.bz2'

points out to the remote 'https://access.redhat.com/security/data/oval/com.redhat.rhsa-
RHEL8.xml.bz2'".

Use '--fetch-remote-resources' option to download it.

WARNING: Skipping 'https://access.redhat.com/security/data/oval/com.redhat.rhsa-
RHEL8.xml.bz2' file

which is referenced from datastream

2. RAEERS BRI HET

# oscap info /usr/share/xml/scap/ssg/content/ssg-rhel8-ds.xml

Referenced check files:

ssg-rhel8-oval.xml

system: http://oval.mitre.org/XMLSchema/oval-definitions-5
ssg-rhel8-ocil.xml

system: http://scap.nist.gov/schema/ocil/2
security-data-oval-com.redhat.rhsa-RHEL8.xml.bz2

system: http://oval.mitre.org/XMLSchema/oval-definitions-5

3. RS L TEHROM

# curl -0 security-data-oval-com.redhat.rhsa-RHEL8.xml.bz2
https.//www.redhat.com/security/data/oval/com.redhat.rhsa-RHEL8.xml.bz2

- .
BRTEIX 42 E5EERS| BR AT,

4. BXHENFHEELXHRBERBTRME Satellite RSP, MEESER, HSHEERNS

RHEEBE U XHRE AE,

ERXBIEBFMEZER URL, 40

http:// satellite.example.com/pulp/content/My_Organization_Label/Library/custom/My_Pro
duct_Label/My_Repo_Labell,

5 FE—MERREL, HXC#J:@:E'JIHLJ:E’\J root B, 40, A Run Command - Script

Default {E IV iERFHALL T4 :

# curl -o /root/security-data-oval-com.redhat.rhsa-RHEL8.xml.bz2
http://satellite.example.com/pulp/content/My_Organization _Label/Library/custom/My_Product
_LabellMy_Repo_Label/security-data-oval-com.redhat.rhsa-RHEL8.xml.bz2

17


https://access.redhat.com/documentation/zh-cn/red_hat_satellite/6.15/html-single/managing_content/index#Managing_Custom_File_Type_Content_content-management
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BRZITLRFVNESER, EFSHEE T F89 i El .
. PR BRI SRS,

9.3. {1 ANSIBLE 7£ E#14H P EfE KBS

£ Ansible TEEHAFIESHRKIRS, Ansible BB ZRE SCAP B IHHRBFIEMW S RIEIEE
Hl_EBZE OpenSCAP FI#,

BHREEHE SCAP RRARER R HIR. MFERSER, HSH %917 "2@E L2 SCAP FHR",

FRFM

TR

fRE7E Capsule £EJEA T OpenSCAP, MIEFEEZER, ESHRE Capsule iR553: HHI 7E
Capsule fR%523 L/5 A OpenSCAP,

BB BHIFRIER G IE/E RIS £ Satellite, HEEHLEHEN]T -

© Red Hat Enterprise Linux 9 for x86_64 - BaseOS #J Appstream (RPMs)- rhel-9-for-x86_64-
baseos-rpms 7] rhel-9-for-x86_64-appstream-rpms

© Red Hat Enterprise Linux 8 for x86_64 - BaseOS #JAppstream (RPMs)- rhel-8-for-x86_64-
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© Red Hat Enterprise Linux 7 Server ] Extras (RPMs)- rhel-7-server-rpms 7] rhel-7-server-
extras-rpms

B 5 HHF Satellite & 6 771%/% /6% F) Satellite, HIEFH-LIFHE.

TEEA(EFH Ansible BT OJ#E T &N &EE, HHE T EHA,

£ Satellite Web Ul #1, #A £/ Configure > Host Groups.
= E J7 OpenSCAP 1R &AL EHI E X4,
M OpenSCAP Capsule ZIZ#, 47/ 7 OpenSCAP I/ E,
7£ Ansible Roles £7iF+_£, ## foreman.foreman_scap._client Ansible £ £,
: {£ Parameters ‘AT F#, BEA EHIET Ansible &,
AR Submit (REFEHIE N,

HTEATE LRI, Z41F Actions %I, Fu£7F Run all Ansible roles,

9.4. (& ANSIBLE 7£E¥l_FEFEFE RS

&/ Ansible T£EH LAFE S HEIES, Ansible 5 E {75 SCAP &/ i #H RIEAT LRI & A R BETEEN] L
D& OpenSCAP 7774,

B FEBEF 89 SCAP B AR BB iR, WFEZIER, 15564 F9.1 TV "BZ70FE SCAP TR

TERFA
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© Red Hat Enterprise Linux 8 for x86_64 - BaseOS #JAppstream (RPMs)- rhel-8-for-x86_64-
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© Red Hat Enterprise Linux 7 Server ] Extras (RPMs)- rhel-7-server-rpms 7] rhel-7-server-
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o B 5 FHF Satellite & Fin 6 FZ15/% A% £ Satellite, HEENLIEHE,

o EEEA Ansible BEELTT B T &V FEHE,

TR

1. 7£ Satellite Web Ul &, /A ZHosts > All Hosts, #/57E/#&Z 4 OpenSCAP R &AiEAIEH] L
FE Edit,

2. M OpenSCAP Capsule Iz, £#F/5H T OpenSCAP HIKEE,
3. 7 Ansible Roles £, 4/ foreman.foreman_scap_client Ansible £ €2,
4. B : 7F Parameters Uik H, BZE A EAIFIT Ansible &,
5. /= Submit {RFEHIE N,
6. #if; Hosts breadcrumbs ###, LUREIZEVZFES] A H.
7. EEEERINIEEAIE Y E .,
8. Hif; Select Action,
9. MZIlIFH%£7E Assign Compliance Policy.
10. 7£ Assign Compliance Policy &%, 3 F— P H#ELEEZEE Remember hosts,
M. MEHEESZ AL IFATFERIREE, 254 7 Submit,
12. 7 Select Action,

13. MFZFZ %5 Run all Ansible roles,

9.5. (& PUPPET ZEEHHA 2B EFRBE

& Puppet ZEFEHI AP EEE S HEISE, Puppet fCEEfFZ5# SCAP & s, HIRIEATLHIE I IEFRBE
1£ F—1 Puppet LRI FEH_LHAZE OpenSCAP 177,

B FEBEF 9 SCAP B AR BB iR, WFEZISE, 15564 F9.1 1TV BE0iE SCAP 7GR

TCRFA
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e REBfF Capsule L/FH T OpenSCAP, HWEEZISE, 1FS/HZF# Capsule fRF5 45 HHT 7F
Capsule iR #5 £ /= /H OpenSCAP,
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7. /= Submit (R I E K,

9.6. &/ PUPPET ZEEH_FE5F-EF B
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Capsule iR #5 /= /H OpenSCAP,
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1.

BB 5 7 Satellite &7 6 771%/%[F# £l Satellite, HEFEW_LIFHE.

BB H Puppet BEE LT LI T & M,

7 Satellite Web Ul &1, /£ A £ Hosts > All Hosts, #/57E/#&Z # OpenSCAP 1R & AIERIEH] L
FE Edit,

M Environment 32, #£F&Z foreman_scap_client 7] foreman_scap_client::params
Puppet 589 Puppet 1,

M OpenSCAP Capsule ZIZ#, 147/ H 7 OpenSCAP I/ E,
1£ Puppet ENC L7+, 75l foreman_scap_client Puppet 3£,
Bt : BB fE1T Puppet EEH,

# 7 Hosts breadcrumbs f#%, LUKREIZEHZFES] 7 H.

HIEE RIS E W2 E .

77 Select Action,

MEIZ1%£7F Assign Compliance Policy.

. {£ Assign Compliance Policy Z 0/, J F— 1 #tELEFE#F Remember hosts,

M BT [ FEBE G2 A E T B9,  #8/E 47 Submit,
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F10 B RIEFEL T LGN IET T

YD ZHETE A F E X B9 CRON VHEERIATT OpenSCAP 17, 182, Hth e LIBERIF5)
EIXT BT B BB B & M AR BE £ L #2517,
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o ZBEGHE K] T view_hosts, create_job_invocations 7] view_job_invocations {RET
A,

o ZEOEE T HLEIEH IFRESEETHL,
o EXEEEIHIEZIER, FE 5E 8 & EHES VL,

o BEXEEFRBEHIIEZIER, 5L/ 5E 9 F BE SV,

TR

1. Z#1%F/ Hosts > All Hosts,
2. FRATEENBIENE.,
3. FEENIFIEE L, EFF Schedule ajob THIFEH,

4. #%#¥ Run OpenSCAP scan,

. ZEEHIF GBI FHE] Recent fEW F,

2. 57 Running A<, BRIFIEN BT, 2 BaArA OpenSCAP ZB5HT Run scan 1EI/,
3. £ Recent jobs +H, £#E Finished Ui+,

4. RIEWEKTITTHE, BRI IZIEENATTEITHEE succeeded KA,

5. "t : R ENEFREE G IEIE.
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FRFNEBIFHE S, SHMEREIRHEENEYSEHFERIEAIE A IERIFH 2, @EFMRES, e
LUFFFNEYL T RN, HEEEENFEBERIT R, B SCAP B, el uF&ikAs
FHEFER A A BB,

1.1 BEESHIERE

&/ Compliance Reports 13 F E111IEXT e EH] FFELI A FFIR & 512,

TR

1. 7£ Satellite Web Ul #, A £l Hosts > Compliance > Reports,
2. 7t BEEAFEZFSHIZ, 15=5 Search FER,

3. 7 Search FRRHEMAIEFZEZ 1, G H T Search, EFE X HDANE,

BEE A
BB BT K I &R &

I failed > 5

EH 2023 171 HZEO/BIFTEGHAMRE, LIATFESprod-B9EHE8IEH.

I host ~ prod- AND date > "Jan 1, 2023"

M—/\iEiTE £ rhel7_audit & HERE LB ETR &

I "1 hour ago" AND compliance_policy = date = "1 hour ago" AND compliance_policy = rhel7_audit

B tEdE XCCDF MR &

I xccdf_rule_passed = xccdf_org.ssgproject.content_rule_firefox_preferences-auto-download_actions

BB H XCCDF HIp#R &

I xccdf_rule_failed = xcecdf _org.ssgproject.content _rule_firefox_preferences-auto-download_actions

ZEHHS XCCDF AT EHG%5 Rt F i R &

I xccdf_rule_othered = xccdf_org.ssgproject.content _rule_firefox_preferences-auto-download_actions

HimEs

o WA LUFINT L T s B 0L #0924 : and, not 7] has, HXZHzBHFHEZER, &
L/ EEE Red Hat Satellite #19 Granular Search 35 ##H7 Operator ,
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B o F#£ 35 Operator BIE %158, 155/ E 2 Red Hat Satellite 189 Granular Search 357547
Operator,

o O LIXTHEFZRINBE, UELFFIEENEEE I, WEFZIERE, 1FE/]E Red Hat
Satellite B 0+ 7%

11.2. EHMEHE FRB B

Satellite ARZ5 #5011 i & AN R BE 15 H FH B AT AT B H 7 4 2% OpenSCAP Summary # -FHtt, B
LT FHS BRI E S S8, ES &P Red Hat Satellite FHAGAEIE B FHEHEBHIE 77,
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T ZEKBITEL X, TeHF 1 FERE R ROEE,
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BTl BB S HFRE N EMR, LIRS AR, SR ERIERE I EAEBTTHE
B, LURBEZFIEEPIETLHAIIREFHIE S BIFED,

LEBEESHREN, 1FZELEAFLLTEN -
o #iFh Yy Failed B9 EH
o tril % Never #ifB9EH, B ENTEIHKZEH unknown

SERRH
o FEIH I E T B A view_policies FUBREIA &,

SRFE
1. 7£ Satellite Web Ul 41, #A FHosts >Compliance >Policies,

2. HEATERBEATIERITH, SMiFElActions 5, A Dashboard,

11.4. RN G REE T
LIRS B TEBGIRE, FHEFERHI S B G E LRI, WEEHI SN,

SEARRME
o RGP HEE T view_arf_reports #lview_hosts fBREIA £,

SRFE
1. £ Satellite Web Ul #, #A FJHosts >Compliance >Reports,

2. fEReported At JlH, FHIEIRTETHI S HERIEHIRE, 2EH TN R,
3. Satellite [&FF1#2%5RE I id L BIFHE N5,
4. B : EA R ELE RS IEHN, MShow log messages THIZIZH, HFLI T iEdSE— -
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o KIAIRM - ZETHATITZEAKE Z B9,

o (XKW - (REF KIMBIHEN,
5. &k : REHNEIFEE, 7FMessage S, Hidfi HIE B E IS Fro
6. HEREHNBGITH, FHiEActions Fl, A4 Hosts failing this rule,

11.5. B2 & FEHBIE LI

oL ESTRBGE MR E, HEIHHNEEEHBIRE, ERLERT, FEHNETEETEH
BI1E Ao

2
T EUGHLE U E LN ENTHIER FLMHEER A BAR(EIE, H TR
FHRALLIEETALE,
EHMEIR & HILL T X 2K -
o N
o M

e Compliance #]Scoring

o Mgt

SEARRME
o RGP AR T view_arf_reports #lview_hosts FBREGA £,

TR

1. #F Satellite Web Ul #1, #A FHosts >Compliance >Reports LFYH AT B & HMERE,

2. AT ENBGITH, FHiF Actions FY, A7 Full Report LIZ B iFGTR &HIT R FIE,

3. F#iFEvaluation Characteristics X1, WUBE BB XA ELEX TS EHAELRFE,
4. E#iF Compliance #]Scoring Xig, LB iHEEHENEHED K,

5. Z#iFRule Overview LIS BN,

6. Tt : PUEAFE BRI E R, WEd. Fapmhs EE.

7. B : AN FHERS A, SEA SR, W E,

8. ik : HEFFRIGAREFIFE, LIRSS IETIN, AN, BFEEXDANEH,
H BN FE.
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S. mANBGErEf B A —2 BY 2 RIFIE -
o BXFINETFTEHMY (WRTH) B BEEIHEN b,
o B E,
o AREFRT, HEHE,

11.6. WEREHIERE
o LU Satellite BYS IR,

SRR
o [FHIH K HBE T view_arf_reports Fldestroy_arf_reports fBREIA £,

TR

1. £ Satellite Web Ul #, #A FJHosts >Compliance >Reports,
2. {£ Compliance Reports BiL1%, REEZIEHIFENE, HIEFRIEES G Delete,
3. =i 1B,

1.7. WERZ NS ERE

el LUEIN R 2 1A HFERS, {32, 1F Satellite Web Ul #1, BHEBSABS T, B EST—XIE
— PN RE TIE, WREMBRATA OpenSCAP IRE, iE{&FH APl #§BTH189 1% OpenSCAP 772 d189 B
'to

SRR
o HIH K HBE T view_arf_reports Fldestroy_arf_reports U BREIA £,

TR

1. 7£ Satellite Web Ul &1, # A FHosts >Compliance >Reports,
2. f£ Compliance Reports B[, HIFEEWREIEHIEIRE,
3. fESF L LA, EHE Delete report,

4. XEEWREGZ T T AEL X LL L,
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