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FEFREZESZ

RN FERIANNRIE, SXEF Web BHEREERMBIES. HNMXEDAREFFS : master,
slave. REAMARE, ATRIATF+IRE, XEFFAERMENNDZTREDZES LK. B
KXESZIFE, FEHBINNERERAE Chris Wright 12#tF5E S,


https://www.redhat.com/en/blog/making-open-source-more-inclusive-eradicating-problematic-language

1% {5t

1% e

AIEFE MR THE—XB| 5 Red Hat Single Sign-On RS BEIEEBEMNS TR, INRER BN
23X 5h25% Red Hat Single Sign-On, ER|FERHE B SMBRARNMARMEIEZ, X FEEEFIZTHE
FrEfg, BEERENAEEITHEEIRS 2RECE (standalone % domain mode), 4 Red Hat Single
Sign-On FHEECE R ZEIRZE, REMBEM HTTPS, &/EIXE Red Hat Single Sign-On FEEEEFIZTT,
RNEBNAT EATBI S RRMEBENE N AE, ELTEERERS 2 ZA5EHK.

73 E B RIZ Red Hat Single Sign-On jfk4 B JBoss EAP Application Server, EZi& Red Hat Single
Sign-On ¥F % AE RS JBoss EAP EREB LR MR, BF, MRBEIFMANA, AEERIFEEHR
EIFAft iz ARSI,

1.1. HEEBIER A A ER S

Red Hat Single Sign-On & F JBoss EAP N RS 2R &R EFIE (M Infinispan (AAF4%4F)
Hibernate (BF#EHAM) ., XIS (UHSERMZN K EBAIEMEIH, #mEEIEHER JBoss EAP R
FUIERIRE, UTREAHEE

® Boss EAP FiE#57%


https://access.redhat.com/documentation/zh-cn/red_hat_jboss_enterprise_application_platform/7.3/html-single/configuration_guide/
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B2ERR

1A LB T ZIP XL 460 A RPM & %% Red Hat Single Sign-On, AZE@l T R E KL
R BSR4,
2.1 RETE K
AT 21217 Red Hat Single Sign-On S XIEARSS 28I EK :

o T LITEIZTT Java BIMEMHRIERSI LIz T

® Java 8 JDK

® zip K gzip # tar

e ZE/512MRAM

o EF/1G HIMIELZE A

o HEAIEIEE, 0 PostgreSQL. MySQL. Oracle %, MREEEEFIZ1T, RedHatSingle
Sign-On ZENARBHZHRIEE., NMERLER, HSHAEREMN BUEERE 89,

o MRF|AKRHIZIT, EEMNSE LML LR, Red Hat Single Sign-On RILIER A S B
BERTIHTERE, EXFBEAEBEREER. NFTELER, ESHEERINERTD.

e 7 Linux £, EIUEF /dev/iurandom {EABENEIEIR, LARA LRy ERA 7T B 53X Red
Hat Single Sign-On #i&2, FRIELR LRI HIFER /dev/random, E7E Oracle JDK 8 1
OpenJDK 8 LIXZILEB#I, E1E/E5IN ¥ java.security.egd REIEMHIXE
file:/dev/urandom,

2.2. M ZIP X %% RH-SSO

Red Hat Single Sign-On AR %528 T &k ZIP X4 @ &321T Red Hat Single Sign-On R 55 28 B9B0 A F0 — i il 32
., MEERE 74.0.GARSER, AERE7.410.GARSHHT,

it =

1. IFIRIIMEE 11, https://access.redhat.com/jbossnetwork/restricted/listSoftware.html?
downloadType=distributions&product=core.service.rhsso

2. F#i Red Hat Single Sign-On 7.4.0.GA AR%52%.

3. FAEYM unzip SLAEFE (W0 unzip 2k Expand-Archive ) 28 ZIP X4,
4. REEF| LLEE T,

5. = Patches 3,

6. T#; Red Hat Single Sign-On 7.4.10.GA BR&5 854 T o

7. BTFEBIXH R EEERN B R,

8. HiIfE JBoss EAP B bin B,

9. /835 JBoss EAP #p 55 1T5R @,


https://access.redhat.com/jbossnetwork/restricted/listSoftware.html?downloadType=distributions&product=core.service.rhsso
https://access.redhat.com/jbossnetwork/restricted/listSoftware.html?downloadType=distributions&product=core.service.rhsso

Linux/Unix

I $ jboss-cli.sh

Windows

I > jboss-cli.bat
10. MAFT,

I $ patch apply <path-to-zip>/rh-sso-7.4.10-patch.zip

Hib TR
BRMN A TEERE, ESH X ZIP/Installer ZZ&3T#8 T,

2.3. M\ RPM 2% RH-SSO

p= Y=
£ Red Hat Enterprise Linux 7 #1 8 #p, RNIESEHRATE CEER., TXLUAG, REM
T E AR,

M /TT 17 JBoss EAP 7.3 #ll RH-SSO 7.4 #2fif/%E, SRIEFHEM RPM %22 RH-SSO,

1R TR EHEINE] EAP RPM BOFH2, {BfE 132K RH-SSO MY E .,
2.3.1. 17 1% JBoss EAP 7.3 17fi& /%

FRFH

1. {1/ Red Hat Subscription Manager % iEf&B) Red Hat Enterprise Linux 24t 2 M EI R AIb
P, MMEFLER, 155 Red Hat Subscription Management 3244

2. MMREELEITH T 75— JBoss EAP %, BB LBUETT FIZEEZE,

%I F Red Hat Enterprise Linux 6,7 : {8 Red Hat Subscription Manager, {FRT&%1T# JBoss EAP
7.3 FhEE, RIBIEH Red Hat Enterprise Linux R4, $¥ <RHEL_VERSION> &l 6 5 7,

subscription-manager repos --enable=jb-eap-7.3-for-rhel-<RHEL_VERSION>-server-rpms --
enable=rhel-<RHEL_VERSION>-server-rpms

%7 F Red Hat Enterprise Linux 8 : {# Red Hat Subscription Manager, R T4 1]1% JBoss EAP
7.3 T -

subscription-manager repos --enable=jb-eap-7.3-for-rhel-8-x86_64-rpms --enable=rhel-8-for-x86_64-
baseos-rpms --enable=rhel-8-for-x86_64-appstream-rpms

2.3.2. 1T % RH-SSO 7.4 Fh#ZEFH %%k RH-SSO 7.4

P


https://access.redhat.com/documentation/zh-cn/red_hat_single_sign-on/7.4/html/upgrading_guide/upgrading#zip-patching
https://access.redhat.com/documentation/zh-cn/red_hat_subscription_management/1/html-single/quick_registration_for_rhel/index

Red Hat Single Sign-On 7.4 RSB R ENAESE

FRFH

1. {1/ Red Hat Subscription Manager % Ef&B) Red Hat Enterprise Linux 324t 2 M EI R RIb
P, MMEFLER, 155 Red Hat Subscription Management 3244 ,

2. BIRIEETTIA T JBoss EAP 7.3 7#fitifE, MEEZER, 15S W11 H JBoss EAP 7.3 Fi#/E,
EI] [ RH-SSO 7.4 FifEFH L RH-SSO 7.4, 1ETHRUTESIHE

1. %IF Red Hat Enterprise Linux 6, 7 : {8 Red Hat Subscription Manager, RN TamSIT
RH-SSO 7.4 7fi#%, RIBIEL Red Hat Enterprise Linux iR7&, ¥ <RHEL_VERSION> &#t 6
= 7,

I subscription-manager repos --enable=rh-sso-7.4-for-rhel-<RHEL-VERSION>-server-rpms

2. XfF Red Hat Enterprise Linux 8 : {3 Red Hat Subscription Manager, AL TS 1TH RH-
SSO 7.4 Zifi# :

I subscription-manager repos --enable=rh-sso-7.4-for-rhel-8-x86_64-rpms

3. XIF Red Hat Enterprise Linux 6,7 : AL T4 MIEIT B RH-SSO 7.4 i /F 22 RH-
SSO

I yum groupinstall rh-sso7

4. %F Red Hat Enterprise Linux 8 : LA T ano MIETTHEY RH-SSO 7.4 i ERSE RH-SSO -

I dnf groupinstall rh-sso7

RHRED TR, RPM ZEMBIN RH-SSO_HOME B&1ZE 1 /opt/rh/rh-sso7/root/usr/share/keycloak.

HAth BTR
A%} Red Hat Single Sign-On &%% 7.4.10.GA #N T HI¥1E, 15E% RPM T,

2.4. 53 K BR4G
ABNAT RS RA LB R,
BRI TR LR THEH -

bin/

EEE5IFRSHFHERS F LNTELHMERIZ ST,
domain/

T8 EE HiEX Ti217 Red Hat Single Sign-On BB E XA T/E B %,
modules/

XL R AR5 2R ERMIFTA Java

standalone/

©8E LUBIIERIZ1T Red Hat Single Sign-On FfERE XA T/E B %,
standalone/deployments/

JNRIZE M Red Hat Single Sign-On 4B &, EAIUELRET B, BXIt AEHNEZER, S
4 AR 55 28 FF X N G136 R,


https://access.redhat.com/documentation/zh-cn/red_hat_subscription_management/1/html-single/quick_registration_for_rhel/index
https://access.redhat.com/documentation/zh-cn/red_hat_single_sign-on/7.4/html/upgrading_guide/upgrading#rpm-patching
https://access.redhat.com/documentation/zh-cn/red_hat_single_sign-on/7.4/html-single/server_developer_guide/

themes/

WEREEMA html, KR, JavaScript XHMBRE, BT ERRS S DRIER Ul R, ERU
FIERNETHHOZACHTE, Xt RENESER, ESHRSHFLZAIIER.

P
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5B 3 B AFRFRN

FEEIMEFERE Red Hat Single Sign-On 2R, BEZAEBEFANITEERER., BEEEBEFHEIT
Red Hat Single Sign-On ? 8 2 B RE BT EFNARNEEIRSHREE 7 EEFNREERRFNEEE
HIRE. BEREEZENMAEIFRSE.

R

Red Hat Single Sign-On & F JBoss EAP Application Server 1%, A1EE T BERFEER PEENE
MiFIiR, MREFEFRLFERER, &F=E JBoss EAP HlETSH

3.0 AR

HAREER NELEZT—PERAE— Red Hat Single Sign-On RS BREFIN FBR, ERERATFE
HEE, MAREHRRESGRERMMN, TENEETNERERMIIER, RN EREESSE,
MREHEHERIRS BN, BIREEER, WERNRIXE)25H Red Hat Single Sign-On BILHAE
aH

311 MILEBIIA

EMIIEXFZTIRS SN, BEEZTHENHARBRIBEIIRIERTBIFRS 2. XA TFRS
DK bin/ B,

Wi EshEA
v RH-550
v bin
standalone.bat
standalone.conf.bat
standalone.conf.psl
standalone.ps?
& standalone.conf
docs
domain
modules
standalone
themes
welcome-content
€ License.html
= |jboss-modules.jar
JBossEULA.txt
LICENSE.txt
version.txt

yF ¥y¥ry¥¥y¥yyoy:

5| 5AR% %S ¢

Linux/Unix

10


https://access.redhat.com/documentation/zh-cn/red_hat_jboss_enterprise_application_platform/7.3/html-single/configuration_guide/

B 3 B EFRFEN

I $ .../bin/standalone.sh
Windows

I > ...\bin\standalone.bat

3.1.2. MITECIE

AgEit 21 S EWN{AIEE Red Hat Single Sign-On FIEZRM A A E, XA EEERFETF Red Hat
Single Sign-On B9— N TR AR S5 2 MIBC B S R TEC B R, EMIIREERN D, HXXHE ..
/standalone/configuration/standalone.xml F, 3P AT EESFE T Red Hat Single Sign-On ZH {4
FEERHIZRIG L AR AF

MITECE S

¥ [ RH-S550
bin
| docs
| domain
| modules
standalone
A 4 | configuration
m application-roles.properties
m application-users.properties
m logging.properties
m mgmt-groups.properties
m mgmt-users.properties
m standalone-ha.xml

® standalone.xml

4 ¥y ¥y v ¥

3 | deployments
lib
| tmp
2 themes
= [ welcome-content

€ License.html

= |boss-modules.jar
JBossEULA txt
LICENSE.txt
version.txt

1
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Digk

==
[=]

EIRSZRIZITHS, EX I XEMMMAEM RS IREN, EETEHRSRE =
MEFEASSTHIAD JBoss EAP By Web 2448, MEEZER, 55 JBoss
EAP BJiE#E .,

3.2. MIEERN

I ER IR EE R B T AEEE D IZ1T Red Hat Single Sign-On, X MERBERIEBEEEZITIRS 23 LHIH
BFHENE LB —1 Red Hat Single Sign-On 24X HEIAR, SHEBELEXTRIFEERS, EAgERLRIHE
BRI, EATRERNR, BOITBHREENSRLHNENLITR, NTFAREER, XEKTLEENES
%Hﬂl%ﬂo

321 MIUKHEE

RITMEBZE —MIEENN ARSHEEXH, IEEHENZT. cEEMERENEMELXE, A
TR, BIBE. BEMAN. WXHALT ... /standalone/configuration/standalone-ha.xml #, IthECE
RO —ERE, ETEAERRERZHIREEENER FTEEE 21T Red Hat Single Sign-On,  f&if
FEESHIEEEEM LR A HIMER, AERE R FEUEE B9 FERRIXLEES,

T HARCE

12
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B 3 B EFRFEN

¥ [ RH-S50
| bin
B docs
| domain
| modules
| standalone
¥ | configuration
m application-roles.properties
m application-users.properties
m logging.properties
m mgmt-groups.properties
m mgmt-users.properties

® standalone-ha.xml

a standalone.xmil

41 ¥y ¥ v ¥

kW deployments
> B lib
= B tmp

> B themes

+ [ welcome-content

€ License.html

= |boss-modules.jar
JBossEULAtxt
LICENSE.txt
version.txt

g

&
FERRSS BB ATHT, B HFIEIEMERRFIREN, BEETRBKRSHES.

MEEHEMSITHIAS JBoss EAP By Web #E#lE, METRZER, 155 % JBoss
EAP EIEEE,

3.2.2. MBS IIAR

Rl AR R MR S HARE5) Red Hat Single Sign-On, IRITEN T#RE, KAETF, BE#HT—
MNESBIFRIC LA R HA BRE XX

VIS )RS

13
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¥ [ RH-S50
v bin
standalone.bat
standalone.conf.bat
standalone.conf.psl
standalone.ps?
& standalone.conf
| docs
domain
modules
standalone
themes
| welcome-content
€ License.html
= |jboss-modules.jar
JBossEULA.txt
LICENSE.txt
version.txt

yF ¥y¥ry¥¥y¥yyoy:

5 5AR% %S ¢

Linux/Unix
I $ .../bin/standalone.sh --server-config=standalone-ha.xml
Windows

I > ...\bin\standalone.bat --server-config=standalone-ha.xml

3.3 HERER
BEARETEEBNARRS SNEEN—FTA,
DI ZITEEARESREDL NRE, ANEBRKNEEBKR, BREEENEERNN, BUITEE

BB RPHITE, BEXNETIREEENARREEN R ORMBRLFH, HEREIFESER, BE
BEEEEE., WINEENBETE Red Hat Single Sign-On Jk&E BT JBoss EAP [ RSS2 H.

AEREFHNAEEXNEARTIN, MM JBoss EAP AliE5R HREREEE R AN B g
B9 IR,

LT R2EERA Tl —EEXE2,
2R

14
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B 3 B EFRFEN

RS E—MNSEE EENAMEREPENT RNEMRENIE. iR ML RIREX
HEEMNZD R,

EHIEHIL

FNEH S N TEEREITEN LRGSR LN, EHURHEEE ST —IHE MRS EEE. =
EHISHALSEENE ENENZTIRRE, UERER, WD ETSTHARNKE, 526
S HE L2 TR0IT B LT EAEE RS,

ECE S

HEREXHE—HIEENEE, HRFSFEATMPED, SEHSTUE LATRRSHERANS D
R E X 4,

IR35254

RS RARRSB/HIES, EIMEN—NHTEEMEE. B NRSHASREEENXH, FE
ZAHRHNEN RS ER ZEEREXHFHERE,

EEER R, FET R LEShEEEES, SEMNEBIFBEEIEAISD, BTE, EEEPNEIMESL
FohENZE R, ENENEHRBERBIEETZITENLE51% P Red Hat Single Sign-On fR%5 28
SIE, YEHIEHISRE N, BRERETEES M Red Hat Single Sign-On ARS5 233561, IXLEAR 55255541
MigiE 2R R BN H AR &,

A=
E—LINER, 90 Microsoft Azure, EHBERFER. 15S 1 JBoss EAP 44,

331 HEcE
FEEPNEMEMBTGIESERERIEZE. HTTP MAEE., ZEMEMEMBHBEXENESENA
Ho RAMRIRAEA standalonexm! XA REBXLAR, EEURAEA .

/domain/configuration/domain.xml BEEE S, X2 X Red Hat Single Sign-On AR %5 238V B & ST F
RSS2 AERAIE.

domain.xml

15
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¥ [ RH-550
B bin
> B docs
v | domain
A 4 | configuration
m application-roles.properties
m application-users.properties
m default-server-logging.properties
m logging.properties
m mgmt-groups.properties
m mgmt-users.properties
. Bdomalnxml |
m host-master.xml
m host-slave.xml
m host.xml
2 | data
| tmp
= [ modules

Digk

==
EERFISRZTR XX H R E M TR F LN, BEETRBRRSHES.

MeFERMSITHIAS JBoss EAP By Web 1ZHI&, MNIEEZER, 1ES W JBoss
EAP EIEEE,

1A TRBE X domainxml XHERI—LEAE, auth-server-standalone #1 auth-server-clustered #d
BEE XML ZEBEMHKRERERRVME, BEELAREEBIEMMEERE. ZENBIRZEZEENRN
';‘S“o

auth-server ECiB4

<profiles>
<profile name="auth-server-standalone">

</profile>
<profile name="auth-server-clustered">

</profile>
auth-server-standalone EC B 2 — N IEEEEMIXE, auth-server-clustered It B2 &N E,
MREH—FE TR, EREEE LT &M socket-binding-groups,

socket-binding-groups

16
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B 3 B EFRFEN

<socket-binding-groups>
<socket-binding-group name="standard-sockets" default-interface="public">

</socket-binding-group>
<socket-binding-group name="ha-sockets" default-interface="public">

</socket-binding-group>

<!I-- load-balancer-sockets should be removed in production systems and replaced with a better
software or hardware based one -->

<socket-binding-group name="load-balancer-sockets" default-interface="public">

</socket-binding-group>
</socket-binding-groups>

WEEE L T 581 Red Hat Single Sign-On AR 55 28 L1 — 24T RS M ESRMNRIR DR, 28
${..) NEREHZHESTITHER -D FRBEZHE, B

I $ domain.sh -Djboss.http.port=80

Red Hat Single Sign-On BYARSS 23209 E X i F server-groups XML b, &8 & {5 A B S R & S04 (B3R
iN), AR ENIEFIZFEFEFINT Java BN —LEKINBI S5, ©iLF socket-binding-group 417
BIAR S5 2R,

IR55434H

<server-groups>
<!I-- load-balancer-group should be removed in production systems and replaced with a better
software or hardware based one -->
<server-group name="load-balancer-group" profile="load-balancer">
<jvm name="default">
<heap size="64m" max-size="512m"/>
</jivm>
<socket-binding-group ref="load-balancer-sockets"/>
</server-group>
<server-group name="auth-server-group" profile="auth-server-clustered">
<jvm name="default">
<heap size="64m" max-size="512m"/>
</jvm>
<socket-binding-group ref="ha-sockets"/>
</server-group>
</server-groups>

3.3.2. EHLEFISREKE

Red Hat Single Sign-On 7 N EHIRFIZIECE X, S 1ML TF .../domain/configuration/ B X/ :
host-master.xml 1 host-slave.xml, host-master.xm! Bo& N8| 51Ei%Hge. M EHE R — Red Hat
Single Sign-On AR %588 556, host-slave.xml| BB 1 5152 28:@15 5| 5 — 1 Red Hat Single Sign-On
AR 5528 52,

MEHERTEARHBNRS. EEFE, UWEEATLUEF LS EREnaiizheis. &
REEFIMEPA A, BNREEEZEANTEEG UG N E9ESR, BILUEFE
e,

17
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EHERSERE

v RH-550

2 bin

2 | docs

v | domain

¥ | configuration

m application-roles.properties
m application-users.properties
m default-server-logging.properties
m logging.properties
m mgmt-groups.properties
@ mgmt-users.properties
m domain.xml

® host-master.xml
B host-slave.xml

m host.xml
(3 | data
2 | trmp
2 modules

B A7 H I E RIR S 2R, EREE host-master.xml FHEB ISR "load-balancer” B,

<servers>
<!-- remove or comment out next line -->
<server name="load-balancer" group="loadbalancer-group"/>

</servers>

RFHXHH S —MEREENE, FHEIERS R EFNFR, ©F—1 port-offset iX

&, domain.xml socket-binding-group %Ak 5525 20 A E IR 4% i O &R = A E AN port-offset
B, EXNRBIFXES, BILIFEM, R E9ESRRSHBITANROFRSF NS HBIIERS 2
SEHZE,

<servers>
<server name="server-one" group="auth-server-group" auto-start="true">
<socket-bindings port-offset="150"/>

</server>
</servers>

3.3.3. RS F|/LEFITEE X

FENHFAFE LB Red Hat Single Sign-On AR 5585 L BIERXTE .../domain/servers/{SERVER NAME}
TOEB—ANTHEBR, JUE—LHMEE, UKRSHREAFEHOEEMIEN. BEIBUBBXHEF. X
Lo AR 55 3% B RIS R ZUREME M UBoss EAP B 5 iRSS 85— 1.

T{EE®
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¥ [ RH-550
B bin
+ B docs
¥ [ dornain
= [ configuration
+ [ data
| v Mmservers |
+ ' load-balancer
» [ server-one
» [ server-two
> B tmp
| modules
| standalone
| thermmes
| welcome-content
€ License.html
= jboss-modules.jar
JBossEULAtxt
LICENSE.txt
version.txt

ryFy¥ryYrowT

3.3.4. HE A

B 3 B EFRFEN

AR TIZTRS SN, EFBCTHENHARREENRIERSBISRS SR XEHRAGLTIRS S

S %W bin/ B,
S s A
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v | RH-550
¥ bin
domain.bat
doemain.conf.bat
domain.conf.ps1
domain.ps
& domain.conf
. Bdomansh |
| docs
doemain
| modules
| standalone
themes
welcome-content
License.html
= |jboss-modules.jar
JBossEULA.txt
LICENSE.txt
version.txt

yF ¥ry¥¥Yy¥yeyr

-

5| 5AR% %S ¢

Linux/Unix
I $ .../bin/domain.sh --host-config=host-master.xmi
Windows

> ...\bin\domain.bat --host-config=host-master.xml

EZATEI SRR, MEELISERET -host-config S# 15 F A E ML HIRS B XX 14,

3.3.5. &R R

R BT LAME A FFFEEN A 89 domain.xm! BRBINNAIRShEREREE, XA RIS EEE—BNE Lo THEI5 -
o LR
o HTTP fi#9# 2R
® 2 Red Hat Single Sign-On AR5 2525451

EEFHENS LELZTER, EEEZ1T domain.sh BIAFURLUESHF D BB ENRFISR, -1

& master ENIEHIZE, ©RSINEIEHIZS. HTTP fEH% 2351 — Red Hat Single Sign-On &12%1E
AR5 e EHl, BEZANBMBENIEHIZE, (USDIEBEIEIRSS 254,

3.3.5.1. B Blisk i B 0 55

20



B 3 B EFRFEN

1E8| 50, BUTECE slave EH L4288, LMETA UL SEIZEE8EE, MBEBARHITIRE, WM
FNFTEEMBIERIZREEFRE B, BERXBELREEE, BoE—1NRS2: admin BPAIEE RS
MMEEZ EHEEZMNE, B LLELIZ1T ... /bin/add-user.sh I A< 3£ 58 5 L 12 4E,

LIKIZTHIARES, %% Management User FE% yes, HYEiHAHFASREMAT—1 AS #1215 EE
FH—NHRRE, EOE yes, XIFERM— secret, EFRETYIFFNGE ... /domain/configuration/host-
slave.xml X,

1N App Server Admin

$ add-user.sh

What type of user do you wish to add?

a) Management User (mgmt-users.properties)

b) Application User (application-users.properties)

(@):a

Enter the details of the new user to add.

Using realm 'ManagementRealm' as discovered from the existing property files.

Username : admin

Password recommendations are listed below. To modify these restrictions edit the add-
user.properties configuration file.

- The password should not be one of the following restricted values {root, admin, administrator}

- The password should contain at least 8 characters, 1 alphabetic character(s), 1 digit(s), 1 non-
alphanumeric symbol(s)

- The password should be different from the username

Password :

Re-enter Password :

What groups do you want this user to belong to? (Please enter a comma separated list, or leave
blank for none)[ ]:

About to add user 'admin' for realm 'ManagementRealm'

Is this correct yes/no? yes

Added user 'admin’ to file '/.../standalone/configuration/mgmt-users.properties’

Added user 'admin’ to file '/.../domain/configuration/mgmt-users.properties’

Added user 'admin’ with groups to file '/.../standalone/configuration/mgmt-groups.properties’'
Added user 'admin’ with groups to file '/.../domain/configuration/mgmt-groups.properties’

Is this new user going to be used for one AS process to connect to another AS process?

e.g. for a slave host controller connecting to the master or for a Remoting connection for server to
server EJB calls.

yes/no? yes

To represent the user add the following to the server-identities definition <secret
value="bWdtdDEyMyE="/>

add-user.sh 4 P 10%I Red Hat Single Sign-On AR%52%, MR IIEIEZE JBoss
Enterprise Application Platform /1, LA EIARFEAFRERNEILNAFREIBEN, FE
A R4 £ AR,

ET¥E, & secret [AEIYNFHHENEE .../ domain/configuration/host-slave.xml 3XHEH, TR

<management>
<security-realms>
<security-realm name="ManagementRealm">
<server-identities>
<secret value="bWdtdDEyMyE="/>
</server-identities>
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IRIAEBELE .. /domain/configuration/host-slave.xm! XA FRFRINGIER FHIA 4 -

I <remote security-realm="ManagementRealm" username="admin">

3.3.5.2. Z1T/H I
B TFENE—E FAL B LB TN T HER, FULEIRE1T 5B R

5% master

I $ domain.sh --host-config=host-master.xml
B EMiKEr

I $ domain.sh --host-config=host-slave.xml

EulH, FH NG EH15E http.//localhost:8080/auth,

3.4. BEHEHOEHER

1£ Red Hat Single Sign-On 7.2 H{E B R i ZIEES i BB IS m B #l, TE(F1T Red Hat SSO 7.x fiAH
TEBIEZTIFEITIEEIRHE, EIFRFTHIRH-SSO 7.6 M, ZLIETHEETEE CHIEMEH LS AU L)
BE, BIHETHESF. FAH, X THEERISSIFHIN T BT 2t 2,

It T B R R RIBIRTAER T, FHIF7Z G 1G4 Keycloak (RHBK) BIRFKLITIRA, XEFFES/
AB977d8, MIT2Red Hat SSO 8, 1RIAIFHEME Z IEMIEE.,
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F45 EEFRAME

Red Hat Single Sign-On BY1E B0 1B B8 1 Hi#8 & 4 1Tk 69 standalone.xml, standalone-ha.xml
2t domain.xml X {45550, M3 ARG BB AR FERT 2R 1IFE,

EARE AT LU ILE T RIE, B 77155 EF keycloak-server FRIAHIIE, it A& HNICE
X4, keycloak-server FRZHIEIEZBHEIE,

keycloak-server FRIEEEHEXHKRIE, WAL :

<subsystem xmlins="urn:jboss:domain:keycloak-server:1.1">
<web-context>auth</web-context>

</subsystem>

IBER, UFRIEPINFMERXETRLEN, EFR#E/E L,

4.1, FliE SPI {45/

B PE K ENREABTRERM L FXFELUMREHSTIT1E, 182, THAEFALSPI l#HEF LR
KEHIEXNERE,

Red Hat Single Sign-On @ —1\&ERRERI R, BERAMREME. H50 ZMRSERFHZED
(SPI), EETLIZSHEAZT SPI BISEH, SPI B 7 te R 72,

SPI B EIAT B T F AL & Al vERY, (855869 SPI B BF4I TR

<spi name="myspi">
<default-provider>myprovider</default-provider>
<provider name="myprovider" enabled="true">
<properties>
<property name="foo" value="bar"/>
</properties>
</provider>
<provider name="mysecondprovider" enabled="true">
<properties>
<property name="foo" value="foo"/>
</properties>
</provider>
</spi>

TEXE, ENTHSPI EXTH1 EEE, default-provider 7/ myprovider, 162, R%Z SPl F#HE
BT LEIE KB, FLSPI B1FZMENE, BFLBEEHTLTF. FUE default-provider 57 LIZ5E8) SPI
B,

TIEEE, ETMNERFBFEX T HEH—HIERY. LU LM NMEREFEHE—1E7 foo HIEE, HE
— P E[EH,

NEIEERILEE BB FHERE, BE, &—1HI%. Z/E eventsStore SPI #] jpa 21/ :

<provider name="jpa" enabled="true">
<properties>

=2
<spi name="eventsStore">
<property name="exclude-events" value="[&quot;EVENT1&quot,,
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&quot; EVENT2&quot;]"/>
</properties>
</provider>
</spi>

ENIEEZEU G IEEF LR, X EEEIZEIE /P25t R F, TEARAIR, R fFHEMEE
FIEE BTN E EVENTI #] EVENT2 #9512, ERFIZKRINEZE, 17 KEHESDESF st T
F, TEHE, BEERE FENENXKTEHEREELE]S,

4.2. j55) JBOSS EAP CLI

B T FEo4iBEE N, Bt o LUEFE L jboss-cli TEX Him 5K EMRIE, CLI AFEEAM st
BEERS: . HHZEEEN, SHFIEH.

FE/75) JBoss EAP CLI, #ZZZE51T jboss-cli,

Linux/Unix

I $ .../bin/jboss-cli.sh

Windows

I > ...\bin\jboss-cli.bat

XAFELEH AR T BIEE T -
e

I [disconnected /]
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WREFIETEZE{THIRS s LA TToR T, EESLENIT connect %,
b33
[disconnected /] connect

connect
[standalone@localhost:9990 /]

B LZEAD, "B A EREEPHA | "R S IE 5T TR a5 st #7546
8911 8 H_LZ1T jboss-cli, HHERWKHi&ZHBIX AR, TTF 2Bt EE 7 & REB,
T TR FIEEMEZE (WRERHEZZE) , 15504 JBoss EAP ECEETSH.

4.3. CLI A A=

MBS MG H YIRS a5l Fla—1Ml&5E, HHEZGLPHRSHEARTH LR, EaLlffRS:a
A B CLI i, HIEZIFABNEKBIIFFERL FTHTENR, EMBIX—m, B EAEEBENNEX
#EH11T embed-server 5,

embed-server

[disconnected /] embed-server --server-config=standalone.xml|
[standalone@embedded /]

4.4. CLI GUI &=

CLI B aTLlLl GUI B im77, GUI B30 Swing WHAESF, RiZELEE AR EEMIH IEME51T
B R &9 B EEER, 4EFTERERAA CLI o w# TR EETS, GUI B EEFERH. GUI
B AT LUME IR S5 25 10 R 55 45 H i&o
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7 GUI B /55

I $ .../bin/jboss-cli.sh --gui

3E  EFERrRRES, FBEFE --connect £, 1#1gE B E --help T,

55 GUI R fE, #EalgEBRE R FIRSILIZE # T subsystem=keycloak-server, HIRL#E =it
=, ZEH 1 Explore subsystem=keycloak-server, ZfFHKiE— Nk, B (X Z T keycloak-
server F#%,

®0® CLI GUI
Deployments Tabs Scripts Look & Feel Help

Submit
cmd:= |,|'subsvslem:kevcloak—seruer,l' |

Verhose

Command Builder Server Logs Output

Right-click a node to choose an operation. Close/Open a folder to refresh. Hover for help.

B 0 subsystem=remoling

b 0 subsystem=jmx

B subsystem=security

k0 subsystem=infinispan

L e

> ! subsystem=request-control

B 10 subsystem=undertow list-add

b [0 subsystem=bean-validation  |jst-clear

» [0 subsystem=security-manag  |ist-get

B subsystem=datasources list-remowve

B 1 subsystem=logging map-clear

B 1 subsystem=naming map-get

B 10 subsystem=jsf map-put

# [0 subsystem=jdr map-remove

- o ETOTOTOROITTE  rigrace-json

» [0 subsystem=deployment-sca  query

# [ subsystem=ejb3 read-attribute

» [ subsystem=io read-attribute-group

» [0 subsystem=mail read-attribute-group-names

F [ system-property=" _ read-children-names | 8
read-children-resources

Filter: read-children-types
read-operation-descriotion

4.5. CLI 1%
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CLI BBV ZHIEIDEE, BERE—XEXH, Rpi#H CLItpH, ZEXHLEHHERZ R
BRI,

turn-off-caching.cli

/subsystem=keycloak-server/theme=defaults/:write-attribute(name=cache Themes,value=false)
/subsystem=keycloak-server/theme=defaults/:write-attribute(name=cache Templates, value=false)

FHITHIZ, FHTLUEHR CLI GUI 149 Scripts ¥4, s(EfEm GiTHHITHIAE, W TFAT :

I $ .../bin/jboss-cli.sh --file=turn-off-caching.cli
4.6. CLI RECIPES

LU TFE—YRES, LURIMIER CLI i e H{TX (S, 53R, HBRE— 1 rhlh, BiEmEE
EOFFEE R ** Zeanipi% E14ab F) keycloak-server F R HIEEEE,

XNFBI, XHE :
** = /subsystem=keycloak-server
X FEER, XEREMT -

** = /profile=auth-server-clustered/subsystem=keycloak-server

4.6.1. AR #5369 Web _E XX

I /subsystem=keycloak-server/:write-attribute(name=web-context,value=myContext)

4.6.2. RIEL/FAU T

I **/theme=defaults/.write-attribute(name=default,value=my Theme)
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4.6.3. FI0HT SPI FIEN

**/spi=mySPI/:add
**/spi=mySPl/provider=myProvider/:add(enabled=true)

4.6.4. ZHALNV R

I **/spi=mySPl/provider=myProvider/:write-attribute(name=enabled, value=false)

4.6.5. B SPI B2l

I **/spi=mySPI/:write-attribute(name=default-provider,value=myProvider)

4.6.6. AiE dblock SPI

**/spi=dblock/:add(default-provider=jpa)
**/spi=dblock/provider=jpa/:add(properties={lockWaitTimeout => "900"},enabled=true)

4.6.7. NN E X E T B

I **/spi=dblock/provider=jpa/:map-put(name=properties,key=lock Wait Timeout,value=3)

4.6.8. MBI 2 1 BT

I **/spi=dblock/provider=jpa/:map-remove(name=properties,key=lockRecheckTime)

4.6.9. X1 Listhg provider B EH

**/spi=eventsStore/provider=jpa/:map-put(name=properties,key=exclude-events,value=
[EVENT1,EVENT2])
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FS5EHLEE

Red Hat Single Sign-On 8\ R &/ HBIZIEE, RAEIETTLEIFHIDEE, KN, 1H—LEA
JEFAEIThEE, 18 LI,

ALY FERIZZFABIIEER -

L INE)i b2
account? ik BRI EIA S iy
account_api &R REST API & v
admin_fine_grained_aut ~ fE4IMIEIRINR & i
hz
docker Docker Registry 1% S X
S EEAREWEAF = XH
openshift_integration §"R LU= A OpenShift S i
3R

scripts {8/ JavaScript R EH S iy
e

token_exchange DRSS S iy

upload_scripts 177 Red Hat Single 5 25
Sign-On REST API Ef%
fiA

web_authn W3C Web &4 %1E & i e
(WebAuthn)

JG AT B LG IIEE, E LU FAEE5IRS 4 -
I bin/standalone.sh|bat -Dkeycloak.profile=preview

BT LU Tt = ) server-one BIEE ¥ standalone/configuration/profile.properties (2t
domain/servers/server-one/configuration/profile.properties ) FXAX K&, HEXHFFMUATAE :
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I profile=preview
FGBHERDEE, HFRBLUTFABERSE -
I bin/standalone.sh|bat -Dkeycloak.profile.feature.<feature name>=enabled

#1411, /5 Docker {&H -Dkeycloak.profile.feature.docker=enabled,

BT LUBT R FAELE profile.properties X KX & :
I feature.docker=enabled
BRABENEE, ERALTFASEIRS % -
I bin/standalone.sh|bat -Dkeycloak.profile.feature.<feature name>=disabled

G4, 22/ Impersonation use -Dkeycloak.profile.feature.impersonation=disabled,

BT LUBT ML FAELE profile.properties X KX & :

I feature.impersonation=disabled
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% 6 B XRIBUEAEE
B 6 B KRBGE/F KB

Red Hat Single Sign-On M7 B CHJE A X B T Java BIX A%, # H2, X2 Red Hat Single
Sign-On fFAXKIFA R G HAEHIE A BT /E, LhrE(RIFTE, LU o] LIFF AT 178175 iF AR5
a5, Fl i BN fF R E e B % £ R IN BB, TEEHLER T, H2 B LIFE T
17, BT LI, XENEPIERERTHMTF Red Hat Single Sign-On iF 21 &k 289815
JEo

Red Hat Single Sign-On {&AHF#EZRFARFHFARERXRHIE, EEBAE JDBC, JDBC E—
1 Java API, FiFi## RDBMS, &1 ¥R EET R JOBC WoIEEfF, XL IEESF HIZERTE
BEHI IR, KEfit T AT E Red Hat Single Sign-On LUEHX Lok E SN BRI B EEfE 2

o

B FRHA MBI Z Hibernate JPA, XEXFH51 APl BIXTR, FHTFF Java Xf REeGTEIX R H
#. Red Hat Single Sign-On BJA 2B EBEET 24 % Hibernate BIAE i, (HFN 17165287
BYZE S W 5E R,

1£ JBoss EAP ECIETSE R B KGR0 IE —E 1 ENIE E 74 BiERACE,

6.1. RDBMS ¢iE& &%

LU T2 Red Hat Single Sign-On AZi& RDBMS ArEHI4 %,

Dy ERIEAE/FEHEF T JDBC W ohiEf

FFIHEERF JAR HTEBELE, HIFHERLZKFIRS 5F

TERR S #3H9BCEH % 8 JDBC W 5IEEF

EAEAERE E LU I E 589 JDBC W 5)iEf

EXBEREE, LUEXSEE/FIEESH
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ZEfFEH PostgresSQL fERAT AT Ol RAbEH/ BRI Z LT,

6.2. 1T& JDBC K 1EF

BEHFH T#HFHEH9 RDBMS B9 JDBC H 572/ JAR, HEHXNEIEFFFI, ZTifFei S8
Hidp, FHIFRZEFIRS AP, EHEE X M#EF Red Hat Single Sign-On KR H#189 JAR, LIRFHFLE
JAR fER L F B BRI, 15 FKE,

7£ Red Hat Single Sign-On %4 fT/&k#HY .../modules/ B:fh, #FEELBE— P EREH ARG
BEX, BIETOIER JOBC WaiEEFH Java it EEFEY R HB9E#. X/F PostgreSQL, 0IE
HR org/postgresql/main, ¥+ P 51/ JAR BHEXTNEHRH, HERPOE—NEH
module.xml X4,

BHRER
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¥ [ RH-550
> B bin
3 | docs
2 | domain
v | modules
¥ | system
¥ [0 layers
2 base
¥ | keycloak
3 aopalliance
| com
| org
2 | antlr
3 apache
2 | codehouse
2 drools
3 | eclipse
2 freemarker
2 | jboss
3 | keycloak
2 | kie
3 liquibase
2 | mvel
¥ postgresql
¥ B main

= postgresql-9.4.1212.jar
a module.xml

| sonatype

| twitterd)

s2bE, #THF module.xml X AFFLIEELI T XML :

£ XML

<?xml version="1.0" ?>
<module xmins="urn:jboss:module:1.3" name="org.postgresql">

<resources>
<resource-root path="postgresql-9.4.1212.jar"/>
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</resources>

<dependencies>
<module name="javax.api'/>
<module name="javax.transaction.api"/>
</dependencies>
</module>

L B SR R HICAE, BIt, org/postgresql B51F org.postgresql, resource-root
path BMENIEEW SR JAR X1FE, BRIGEF A JDBC W5iFefF JAR T71EH IE FE T,

6.3. ABEHINE; JDBC I siEEfF

ET¥, EFEMB9E, FF5TH B8 JDBC B)EEfF AR AR ERE XM, EEMEH RS
JESIf T, HATILEREBIT B IR AR FAH FR(FEER, WREZLIGHEERIEE, Fhit ...
/standalone/configuration/standalone.xml, HBEZELIbFAEHESXSLE, FH5ith ...
/standalone/configuration/standalone-ha.xml, HI-EHEZELUGEXIBE, EHit ...
/domain/configuration/domain.xml, fEEEZH, ZFEHRIEEZEHFAESE - auth-server-
standalone 3t auth-server-clustered

FAESE S, 13 datasources FRILHH WEIFEF XML 5, #iZREEF Y H2 JDBC W)/~
BEBGTIE X BN, X BT BB e /% A B JDBC I 5)EEfFRIfi &,

JDBC I siiefF

<subsystem xmins="urn:jboss:domain:datasources:5.0">
<datasources>

<drivers>
<driver name="h2" module="com.h2database.h2">
<xa-datasource-class>org.h2.jdbcx.JdbcDataSource</xa-datasource-class>
</driver>
</drivers>
</datasources>
</subsystem>

1£ WEIEEfF XML 5edfr, BB BIRiNE) JDBC HoiigfF. Emi—1 &/, EalLitFEZEHE
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K EIBBEIEMAE, e LEERREZ BB JAR B BIETE B BHELEY., RE, &
BHHGEW N Java K, LU TEHEXEZFIEE X BHERTHIH 225 PostgreSQL I 5)EEFH 7B,

FBIEH JDBC Wi

<subsystem xmlins="urn:jboss:domain:datasources:5.0">
<datasources>

<drivers>
<driver name="postgresql" module="org.postgresql">
<xa-datasource-class>org.postgresql.xa.PGXADataSource</xa-datasource-class>
</driver>
<driver name="h2" module="com.h2database.h2">
<xa-datasource-class>org.h2.jdbcx.JdbcDataSource</xa-datasource-class>
</driver>
</drivers>
</datasources>
</subsystem>

6.4. £24¢ RED HAT SINGLE SIGN-ON Z#E)5%

1£75 8] JDBC W a)EEfFiE, #asAifE Red Hat Single Sign-On [ 7R i EI T B HT N BB G /8
HEBRFIE, EREEIHN JOBC HoiiEfFAgR—R EX AR XML P H{TILIEF, THEZERES
FrBE A9 T B -

FBIEH JDBC Wi

<subsystem xmlins="urn:jboss:domain:datasources:5.0">
<datasources>

<datasource jndi-name="java:jboss/datasources/KeycloakDS" pool-name="KeycloakDS"
enabled="true" use-java-context="true">
<connection-url>jdbc:postgresql://localhost/keycloak</connection-url>
<driver>postgresql</driver>
<pool>
<max-pool-size>20</max-pool-size>
</pool>
<security>
<user-name>William</user-name >
<password>password</password>
</security>
</datasource>
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</datasources>
</subsystem>

7 KeycloakDS #EFHIEEE X, EEFEELEHN connection-url, ZFEIELNE JDBC LRI EM 15
Mt F# URL (E9#5 =,

T REXEEREFH BHEfF. XeBaEXE LE—T 4158989 JDBC H)EFHIZHE B

BREZHTEEN, TS ERIFTERE, 7 T #EE, BIERLBRE — PN R
Jth, max-pool-size 15E EFHEHIR A FEH, ol EHRIERIIHIG] £ B UL,

&fa, £ PostgreSQL ff, i EE & EI B+ AT 09854 & FIE 1, EaERHED
ETOIHEIX, BHLEMUAE, (B8 TXIEEITEE.

Sﬂ;

AXHIEFE NGB 2 15E, 15S0] JBoss EAP BB IE R iBIE RIS S
7, https://access.redhat.com/documentation/zh-
cn/red_hat_jboss_enterprise_application_platform/7.3/htmi-
single/configuration_guide/#datasource_management

6.5. HEFEE

W AEIADIE Bl TERR9 4% 1T iR A H189 standalone.xml, standalone-ha.xml st domain.xml X {16
B, MXHRITERAFLER FEFER,

/BB

<subsystem xmins="urn:jboss:domain:keycloak-server:1.1">

<spi name="connectionsJpa">
<provider name="default" enabled="true">
<properties>
<property name="dataSource" value="java:jboss/datasources/KeycloakDS'"/>
<property name="initializeEmpty" value="false"/>
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<property name="migrationStrategy" value="manual"/>
<property name="migrationExport" value="${jboss.home.dir}/keycloak-database-update.sql"/>
</properties>
</provider>
</spi>

</subsystem>

HEERIB B TR

dataSource

dataSource #j JNDI &
jta

IEEHEREZREY JTA B9/ (HE M
driverDialect

I FER D B9, TEAXZHIER T, EFFEFUEMIEEH dialect f7H Hibernate Hz)#Fil
ﬂo

initializeEmpty

W%, IS IEBIEE, WFRE D false, T A F NG IEBIEF, WEEFoIfFElEFE
K& migrationStrategy {7 manual, XX1EH SQL 55 OB X R IGIL BT 7. Bl lE Ty

true,
migrationStrategy

TR/ FR9%ER, A3(H Y update. manual ] validate, update ¥¥E 51T #1552
14, Fs)FFEHE SQL o B IATE B FHBXA, EATLIF B TT, Tl fsia Ak &85
JERIRHTH

migrationExport
G T F 5B G LT B XIS
showSql
#57 Hibernate &N HEHE FiE7ATE SQL to % (il Hfalse) . XFHEFM !

formatSql
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57 Hibernate & iZ#ELE SQL i (Bily true)

globalStatsinterval

fFi % Hibernate HX BT DB Z IR M FSHIE BT IER, Fitl BIFIEA LIS E TG
(LB i) REFIRFZHE, HEBRREEEE.

schema

TETE B B 1R

%{;

JBoss EAP FF 4158 NG T iX Ll iE X HiH %,

6.6. Z#5/%H9 UNICODE E=ZF0i

Red Hat Single Sign-On FEGEHE/FE XN FHEFERHZE Unicode F1FE :

realms : Br&#, HTML ZrRE#H

BB - BrEF

Users: username, given name, last name, attribute name and values

groups: name, attribute name ] values

roles: name

X RG22

BN, FFHXRTFESEREFHEGHFR, BEE 8 i, e, X FREKEFRS, TLUSH
Unicode F#789 UTF-8 43, FHIERATHA XA FERHEHTZE Unicode FHF%E, B, XLUL 8 fidihd
FRRNFFENRA KBTS,
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B 6 | RRMBUEEXE

RER 5= BRI ERNE/FH1/2t JDBC H5)ke/FF BEXEE Unicode F#f, 151 FEIELEIEHIHHE
SFERYIRE, EEE, R IIL TEEE, T LI E#E/%#] JOBC Wik L E#HL
UTF-8 %ii5.

MBA_ED, XfF Unicode ZHATHE FERIGXK BRI EHIEFELF VARCHAR #] CHAR FE
& Unicode F#f, WIRE, W Unicode f¥H1EHIE alpElE, BELIFERKENAH. WRERKE
NVARCHAR #] NCHAR FE #1532 #F Unicode, JIXIAiE XX FEH] Unicode AKX aT6E, By
Keycloak XA/ ;2@ VARCHAR #] CHAR FEz,

6.6.1. Oracle ¥i&/%

Unicode F#FelLI#EIEHLMFE, 124 T #E/%7f VARCHAR 71 CHAR FE 351+ (A4, (&
AL32UTF8 FHFEE /1 #IE/FF1FE) 6IEHJ Unicode ¥, JDBC B sife/F 1 EEHHKE,

WRBE - FHETE Unicode, TEHHFEHEH Unicode F#F, NZEZAE JDBC H5)ESF,
FHIHEFEE I oracle.jdbe.defaultNChar iZi&E 7 true, X B[GEEBIEN), HHIEHEHE, BESF
oracle.jdbc.convert.convertNcharLiterals /& 1HiX 7 true, XLEE M T LIRE /R B IS FZEE
., 152E, K& oracle.jdbc.defaultNChar BEERXTHEBEE L 1T BTN, #1815 2 & Oracle JDBC %
A IEX .

6.6.2. Microsoft SQL Server &/

Unicode FHFIXEIXIFHFRIEBLIE, TFEHIFIXIE JOBC HoiiEf st &%,

6.6.3. MySQL ¥ i#5/%

Unicode FFal LA#IEMHLFE, 1oLt T #1552/ CREATE DATABASE % £ VARCHAR #l1
CHAR FE#189 Unicode SZFF0/EERY (B, (E/F utf8 FHFEEY MySQL 5.5 #1i ERIE U HE/FF

) . EEE, utfSmbd FHEEEEETH, BNTREERERBEEY utfs F1E ). 531 E,
ESFIERT, HBRFERNKERTER, BENNRTNXENEENETE, TF2ET, NEK
BB FRET AL Unicode, TR EBBFE AL #1# Unicode 18,

7£ JDBC BB F i iE—, FEfFHFHEBEH characterEncoding=UTF-8 F/Z JDBC F#i%iE
¢0

6.6.4. PostgreSQL ##5/%

LB FEFFRE Yy UTF8 I, 3%#F Unicode, TEXFHIGR T, FIFERAZEaTLI#A Unicode F
7, HHHEFRREBVFREKE, TEEHFKE JDBC Wi,
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PostgreSQL #HE/=H9F FFE1E LI RE, ZalLIEMH SQL o HifE PostgreSQL FFHIE A F
Ve
I show server_encoding;

IR U FIFETE UTF 8, HRLUEH UTF8 BIB B/ F1E IR FHE, WA -

I create database keycloak with encoding 'UTF8';

[
Tracked as https://issues.redhat.com/browse/KEYCLOAK-3873
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E7EIHNE

Red Hat Single Sign-On fF AR ENEHFZ 1AL, I, ECHEZLEFRA, (EEGEEHEF
HEfF R & 2,

Hostname SPI 184t 7 — i KECE E W SR h%, AR BEFA T frontend 15K X EEE
URL, iR iEikms KB TFi5K URl, HIRAELN BT IERATERLIEE, BalLlB{THX4 E ORI
ED

7.1. B2

Bl TSI HRCER frontendUrl fE7 frontend 153K (¥ E user-agents BYiFK) BIEZE
URL, #{Efi5K URL fEX/GimigK (BEEFXEEintgK) B9Eil,

frontend 15K F#5 Keycloak IR #-2 & #H/AIEI context-path, XEBELETLIIE _ELFF
Keycloak, ##] https:/auth.example.org 2 https://example.org/keycloak, TaAEEE9 URL afLIZ
https://10.0.0.10:8080/auth,

X #E#F user-agents (browsers) 5] LUE T 22 1% £ 6] ${project.name} LG K, mPIEBEin oL
EERA =R 2 IP i,

XRBZE OpenlD Connect Discovery Jisz 1, #I4 authorization_endpoint &5 frontend URL,
i token_endpoint &/ URL, 1532, MWALHIBIRIEE Fin o 2 i mi% Keycloak, X
A 5F 8 authorization_endpoint ] token_endpoint BIE K E 48[4,

EJy Keycloak i%i& frontendUrl, #aTLIf¥ add -Dkeycloak.frontendUri=https://auth.example.org
fE#4 55, E 7 standalone.xml PEEEE, iFZ WL TTH :

<spi name="hostname">
<default-provider>default</default-provider>
<provider name="default" enabled="true">
<properties>
<property name="frontendUrl" value="https://auth.example.com'/>
<property name="forceBackendUrIToFrontendUrl" value="false"/>
</properties>
</provider>
</spi>

Z{(&/H jboss-cli EHr frontendUrl, FEHL Fips5 :

41


https://auth.example.org
https://example.org/keycloak
https://10.0.0.10:8080/auth

Red Hat Single Sign-On 7.4 RSB R ENAESE

/subsystem=keycloak-server/spi=zhostname/provider=fixed:write-
attribute(name=properties.frontendUrl,value="https://auth.example.com"”)

IR LA 15 REPET RS, Ll ¥ forceBackendUrIToFrontendUrl i%i& 7 true ¥
2l i E K& frontend URL,

e LI =& M2/ frontend URL, X o LI7E EFE 144 A2k,

WIREFBIE NI 2\ FF & iy em FIEEHS, 5 1&€/H adminUrl B admin #2515 %K EEE
URL, X% frontendUrl F[E, BXAMTAITIIEIERTIERE, 35 ZREIEMA B/ /auth/ admin,

7.2. HEX B

BHFLEEXENEHIR, #FZSH org.keycloak.urls.HostnameProviderFactory ]
org.keycloak.urls.HostnameProvider,

BXRAMTIFX EE X BNV BHHIFEZ5H, 5S04 Server Developer Guide #1849 Service Provider
Interfaces 84 #8915 B4,
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% 8 E MLE
B8 E WAKiE

Red Hat Single Sign-On T LIFFFGEIME, (BH —LMAZERH, XF—1, Arabi4sim =78 E )
localhost, Bt auth fRZ5 #5555 L (XIE— & KM 4l Lo/, FEF HTTP BFE, TEHAH i
[, #0180 #1443, HTTPS/SSL REAEH A, HWEREE, Red Hat Single Sign-On 1R %X+
J5MH, #®/G, Red Hat Single Sign-On FaE% ZRINABARS #5114 £ SSL ] HTTPS ##, FNLFZE
WEEEFIE, LUBIEHE iFES, K118 TiE X EAE,

8.1. &t

28X F, Red Hat Single Sign-On #5E%) localhost [ElZ it 127.0.0.1, ATREIE/EMZ5 L 5]/
BIGRIIIR S 28, WX T EHEFHIIE A, #E, FITENEERIMGHE EEEE R CEESE 5 £
#7535, HIFnEBH TR BMY LA Red Hat Single Sign-On fR55 25550, TEXBFERT, Z45
AREEZEMSBEO, LIEZR localhost LIHNBIE h#EL,

WESEHUFEEFTY, BLIfERS1THE A standalone.sh 2t domain.sh boot B (#£ Choosing
an Operating Mode E T d15fit) #mw1TH 5K,

I $ standalone.sh -b 192.168.0.5

-b XA IR IEFE LTI E IP FEEH 1

BvE, WREFFHZEUmBITHKETEMY, FEallgHEsENiEEE, 117 profile BBEX
(standalone.xml 2t domain.xml, BEEARTFER RFEL), HEH BO XML 5,

<interfaces>
<interface name="management">
<inet-address value="${jboss.bind.address.management:127.0.0.1}"/>
</interface>
<interface name="public">
<inet-address value="${jboss.bind.address:127.0.0.1}"/>
</interface>
</interfaces>

RIEEL XN TF BRI T IR ELEFRIF R, BB — 1 FREHHIELEH Red Hat Single
Sign-On B& % il =8 Web =, SO X1/ F JBoss EAP EEZHT BT, 1R FERE
H jboss-cli.sh 5 1T5RE1#l] JBoss EAP Web 244 B EREF.

HEE KN EO #, BZREFCRERKFHE ${jboss.bind.address:127.0.0.1}, KFFHFEZHTH
127.0.0.1, B8 & Java ZZBMHE (B0 :
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I $ domain.sh -Djboss.bind.address=192.168.0.5

-b REM B mHI— T EZa %, B, EaTLlEEriELKEFEXN bind address 1, ZXZE75/
Fi R r{THEXE,

X

KB #O EXR, #EEZaTFET, BXEZELE, 15E0] JBoss EAP EDEER
HIfg P45,

8.2. BEEFilwIHE

HEPNEREFHTHBin 025 HE X8 H, TR SiTEE &R, T wBILEE, I
sk L TER 51T, H#HTH .../standalone/configuration/standalone.xml, ##3 socket-binding-
group,

<socket-binding-group name="standard-sockets" default-interface="public" port-
offset="${jboss.socket.binding.port-offset.0}">
<socket-binding name="management-htip" interface="management”
port="${jboss.management.http.port:9990}"/>
<socket-binding name="management-https" interface="management"”
port="${jboss.management.https.port:9993}"/>
<socket-binding name="ajp" port="${jboss.ajp.port:8009}"/>
<socket-binding name="http" port="${jboss.http.port:8080}"/>
<socket-binding name="https" port="${jboss.https.port.8443}"/>
<socket-binding name="txn-recovery-environment" port="4712"/>
<socket-binding name="txn-status-manager" port="4713"/>
<outbound-socket-binding name="mail-smtp">
<remote-destination host="localhost" port="25"/>
</outbound-socket-binding>
</socket-binding-group>

socket-bindings & X fFHIIRS a2 T FFHIEREFiE 1, XLHEIFE T EN] #AELO (FHEH
H) , UREITFHANGEGOS, EREIE

http

ZE X FF Red Hat Single Sign-On HTTP :##89i#% 0
https

ZE X AT Red Hat Single Sign-On HTTPS :5#£894% 7
ajp
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% 8 & W&

WEREFHEEXHTF AJP ik Bin0, 545F Apache HTTPD [R5 a5 FAfE ] # Tz
if, Apache HTTPD R #2458 @I,

management-htip

E X JBoss EAP CLI ] Web 45 &9 HTTP 4%,

257F 15 B Fa1rh, EREFEESTHMES, 4706 domain.xml X1#EX 7 %1 socket-
binding-groups. #IE[E T/&Z5)Z server-group X, #alLIEFEZT server-group (& 7L
socket-binding-group.

HEEFIE

<server-groups>
<server-group name="load-balancer-group" profile="load-balancer">

<socket-binding-group ref="load-balancer-sockets'/>
</server-group>
<server-group name="auth-server-group" profile="auth-server-clustered">

<socket-binding-group ref="ha-sockets"/>
</server-group>
</server-groups>

%{;

K& socket-binding-group E X, H#BHEZoJHitH, BXEZELE, F56H
JBoss EAP ECEERHH) EZEFIEH,

8.3. i¥i& HTTPS/SSL
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g

A=
=

2182 F, Red Hat Single Sign-On REKENLEE SSL/HTTPS, 7 ZUEEIX
H7f Red Hat Single Sign-On fR%#34 52t Red Hat Single Sign-On R #3 B £

RECEH)5H SSL,

XA FTHHIE 1 Red Hat Single Sign-On 1589 SSL/HTTPS X E X, [R5 #EFEISR T BEH
A 18, (HiFEATIREE T —L F XL R X L = 85 B,

RELZSFHEFRA IP 1 (0

HEBIE K
Red Hat Single Sign-On e/ LI{£;% 7 SSL BIIGX Ti21T,
localhost. 127.0.0.1. 10.x.x.x. 192.168.x.x ] 172.16.x.x ) ., B R EHIRSE & LAE

SSL/HTTPS, stZ i/t HTTP MIEL A IP #4575 Red Hat Single Sign-On, JI& HiFEEY

o

none
Red Hat Single Sign-On 3% SSL, ZN % EIEHEHFL I EHEE,

AR
Red Hat Single Sign-On #%=2 SSL A FAr# IP i,
Mg SSL A 5T LIFE Red Hat Single Sign-On EFE1EHIE HACE,

8.3.1. 77 Red Hat Single Sign-On fR%#5/5 /8 SSL/HTTPS

B [ a1 CEE 56 17 Fi g a5 e 40 P2 HTTPS &g, JZEZ 7 Red Hat Single Sign-On fR%#5

JEH HTTPS, X4k
KL E S SSL/HTTP i E % HHATIFF BB e

ACE Red Hat Single Sign-On fRZ &5 LU fE L B 7% RTuF 75,

8.3.1.1. BIBEUF /] Java B %
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% 8 & W&

TR HTTPS %, BEERREZEXBE=LZEZ0IFF, HIFREAT Java BEHE#ES, &
JEFBEIE#fF Red Hat Single Sign-On fR558558- 27 web &45 915 /8 HTTPS,

8.3.1.1.1. BE&Zul#

HEFLH, EFEofgERAB=TEE09iF 3K Red Hat Single Sign-On Z8E, HILEEEEHS
Java JDK Hitii789 keytool EBfFE MK EZE & Ul .,

$ keytool -genkey -alias localhost -keyalg RSA -keystore keycloak.jks -validity 10950
Enter keystore password: secret
Re-enter new password: secret
What is your first and last name?
[Unknown]: localhost
What is the name of your organizational unit?
[Unknown]: Keycloak
What is the name of your organization?
[Unknown]: Red Hat
What is the name of your City or Locality?
[Unknown]: Westford
What is the name of your State or Province?
[Unknown]: MA
What is the two-letter country code for this unit?
[Unknown]: US
Is CN=localhost, OU=Keycloak, O=Test, L=Westford, ST=MA, C=US correct?

[no]: yes

BRZOE B E FHIBECE 4 ? I E LR R S #0911 EHl89 DNS &8, HFWieH
B9, NA{EM localhost, HifTlt@+/E, keycloak.jks XHEFFERIEEI T keytool 5 #EEHIE R,

WREFLE=TZE09UH, ERE—TUF, EALUE cacert.org KR— MU, 1HE, #*
ATULLRIEZ Bil, BASEHT—LERE,

B SE EMBIE LR — T UF Bk -
I $ keytool -certreq -alias yourdomain -keystore keycloak.jks > keycloak.careq
B yourdomain EF B 4EKILUE ) DNS £, keytool £kiE%k :

----- BEGIN NEW CERTIFICATE REQUEST-----
MIIC2jCCACICAQAWZ TELMAKGA1UEBhMCVVMxCzAJBgNVBAGTAKk1BMREwWDwWYDVQQHEWhXZX
NOZm9y

ZDEQMA4GA1UEChMHUMVKIERhdDEQMA4GA 1UECXMHUMVKIEhhdDESMBAGA1UEAXMJIbGYY
Wxob3NO
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MIIBIJANBgkqhkiG9WOBAQEFAAOCAQSAMIIBCgKCAQEAr7kck2TaavlEOGbcpi9cOrncY4HhdzmY
Ax2nZfqieZEalPql5aTxwQZzzL DK9gbeAd8Ji79HzSqnRDxNYaZu7mAYhFKHgixsolE305Yfzbw1
29RvyeUVe+W2Zxv5009wolVVpdSINIMEL2LaFhtX/c1dqiqYVpfnvFshZQalg2nL 8juzZcBjj4as
H98g1S7khql/dkZKswINLvyxgJdvp7PaXurX29fNf3ihG+oFrL220FyV54BWWxXCKU/GPn61EGZGw
Ft2qSIGLdctpMD1aJR2bcnlhEjZKDksjQZoQ5YMXaAGkcYkG6QkgrocDE2YXDbi7Gldf9MegVJ35
2DQMpwIDAQABoDAwLgYJKoZIhveNAQkOMSEwHzAdBgNVHQ4EFgQUQwIZJBA+1jiDdiVzaO9vrE/i

n2swDQYJKoZIhveNAQELBQADggEBACS5FRvMkhal3q86tHPBYWBUTtmcSjs4qUm6EV6(63frhve WHF
PzRrl1xH272XUleBk0gtzWo0nNZnfomMCtUBbHhhDcG82xolikiqibZijo QZCiGied ViHJFtniDQ
9bMDUOXEMQ7gHZg5q6mJINGIMbMpQaUVEEFVIGEQQxbiFK7hRWUSS23/d80e8nExgQxdJWJ6v
dox

MzzFK6j4Dj55bJVuM7GFmfdNC52pNOD5vYe47Aqh8oajHXIX TycViPXI45rrWAH33tbrS8SrZ2S
vqIFQeul L3BaHwpI3t7j2IMWcK1p80IaAxEASib/IAwrRHpLHBXRcq6uALUOZI4AIS=

----- END NEW CERTIFICATE REQUEST-----

FHE ca 17 KLEFER) CA, CA fF4LHESZBRIUFBH TR ELE, LEFAFUFFEI, A%
WHFA CA B root uF 5, #aJLIM CA FTEUE+H (A4 : root.crt) #EFA, WTFA :

I $ keytool -import -keystore keycloak.jks -file root.crt -alias root
RIG—HEfFERBIHT CA UF H-FA B E LG -

I $ keytool -import -alias yourdomain -keystore keycloak.jks -file your-certificate.cer
8.3.1.2. E0EBIEH R ERLUEHE 1

e, BEEBE—TNFHEHUPH Java B, %% ZA0iE Red Hat Single Sign-On Z#ELU#EFH
B, B, Baidi4iE standalone.xml, standalone-ha.xml € host.xml X ¥, LUEREZHGEHEH
HTTPS, #JE, EalLUfFE i X B FIEBER) configuration/ HRH, thal LUSELEIFRMT BRI
i, HIEHELXTEEER, WIREEFLEXHEE, HMERIECE kR el ZEH] relative-to Z2#(See 12 1FIZ
=),

&/ CLI %789 security-realm o3 :

$ /core-service=management/security-realm=UndertowRealm:add()

$ /core-service=management/security-realm=UndertowRealm/server-identity=ssl:add(keystore-
path=keycloak.jks, keystore-relative-to=jboss.server.config.dir, keystore-password=secret)

R & HEER, WM /host=<host_name&gt;/ BIZZHIHF N EV LA fTep 5 (LUEFER AL
# security-realm ) , #TFArT, HENGNEINEEX LS :
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$ /host=<host_name>/core-service=management/security-realm=UndertowRealm/server-
identity=ssl:add(keystore-path=keycloak.jks, keystore-relative-to=jboss.server.config.dir, keystore-
password=secret)

T EHEE XA, security-realms TTHENIZEMAT -

<security-realm name="UndertowRealm">
<server-identities>
<ssl>
<keystore path="keycloak.jks" relative-to="jboss.server.config.dir" keystore-password="secret"
/>
</ssl>
</server-identities>
</security-realm>

ETH, Mt NEEE X IEFE T security-realm 5261, 524 https-listener L& H 0
B9t -

$ /subsystem=undertow/server=default-server/https-listener=https.write-attribute(name=security-
realm, value=UndertowRealm)

WIRFEFABE, FER SRR NAETFHIEEX M : /profile=<profile_name>/,

£y T 3 server name="default-server", E& FRH
xmins="urn:jboss:domain:undertow:10.0" B9 Ft %, NEBZSLITIT :

<subsystem xmlins="urn:jboss:domain:undertow:10.0">
<buffer-cache name="default"/>
<server name="default-server">
<https-listener name="https" socket-binding="https" security-realm="UndertowRealm"/>

</subsystem>
8.4. fZH HTTP 15K

Red Hat Single Sign-On fR% #5138 /& & BX1 &£ B9 FHRE/F AR %5 T IEN i A% HTTP 153K, auth IR
KB HTTP & imiE it F E B L (¥ #%, 7E standalone.xml, standalone-ha.xml st
domain.xml #EERE — LA, WXHEIERRTFER E2FER,

HTTP & FimlCiE Al
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<spi name="connectionsHtipClient">
<provider name="default" enabled="true">
<properties>
<property name="connection-pool-size" value="256"/>
</properties>
</provider>
</spi>

HEERIBESE TR :

establish-connection-timeout-millis

BUEEFHERE,
socket-timeout-millis

HIR (G Hv5 KRB WEIX BRI ]G,  172EH .,
connection-pool-size

BHATLUEZDNEE (BT 128) ,
max-pooled-per-route

TLUHENEEZ D1 ERE (B 64)
connection-ttl-millis

LUZB AT IHTRIR AN [, BATKiE,
max-connection-idle-time-millis

R A AT eI B RTR KT IE] (BKiA 77900 B) ., fF/55) Apache HTTP &/ iambi/a 58
B, BN -1, URAMRERESZE,

disable-cookies
B\ TN true, 24i%IE W true if, XIFZH{FI Cookie 217,
client-keystore

X2 Java B HEX I HEEEEE, B DI E SR IE SSL BYE il o

client-keystore-password
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B im B A iERIE S, WRIKET client-keystore, JliXE REQUIRED,
client-key-password

EFinE . WRKET client-keystore, JXE REQUIRED.,
proxy-mappings

FenFH HTTP i KB9CEERCE, W& THREZIFMESE, 585 AX Proxy Mappings for
Outgoing HTTP Requests Z84",

disable-trust-manager

WEFHIERFEE HTTPS, HILEE LT ZIE N true, W FBIEEGEELE, IRENREHF
XA, HAK TR RELHEREE, Y EfF2[H SSL uF Br9% ik, X2 OPTIONAL, 2
(EH false,

8.4.1. fEH HTTP iZ KReGCEERL G

Red Hat Single Sign-On X ZHIfEH HTTP 53K Al LULFE & IR FLIE S 2589 proxy-mapping #9
CEER %5, proxy-mapping L{ hostnamePattern;proxyUri BIFE XX ZnETF regex BIEHEEHT
proxy-uri BY4&, # :

I .*\.(google/googleapis)\.com;http://www-proxy.acme.com:8080

FHEH HTTP 15 K89V, BirENESHEEN TN ERALE, F—TEEEXAZE T ER-H
B9 proxy-uri, HRRE %G EEHELETEENEAIE, AR EBICE,

WRCER S 25 B G R ul, F1HCEAFHEEESEL T username:password@, £
-

I .*\.(google/googleapis)\.com;htip://user01.:pas2wlOrd@www-proxy.acme.com:8080

proxy-uri B9¥55 (e NO_PROXY & i F15 T CEE 5 X EH EE LA HIEH, ATLUEE
proxy-mappings BIFKEHEE—1 catch-all =, NArE 15 HIEREEILCE,

LUFBI#E 2 T proxy-mapping ACiE,

# All requests to Google APIs should use http://www-proxy.acme.com:8080 as proxy
.*\.(google/googleapis)\.com;http.//www-proxy.acme.com:8080
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# All requests to internal systems should use no proxy
.*l.acmel.com;NO_PROXY

# All other requests should use http://fallback:8080 as proxy
. http://fallback:8080

XA LA LLF jboss-cli 8 A {TAE, 53R, EFEZIEFHF X regex-pattern, A1 TR,

echo SETUP: Configure proxy routes for HttpClient SPI

# In case there is no connectionsHttpClient definition yet
/subsystem=keycloak-server/spi=connectionsHttpClient/provider=default:add(enabled=true)

# Configure the proxy-mappings
/subsystem=keycloak-server/spi=connectionsHttpClient/provider=default:write-
attribute(name=properties.proxy-mappings,value=[".*\\.(google/googleapis)\\.com;http.//www-
proxy.acme.com:8080","."\\.acme\l.com;NO_PROXY",".*:http://fallback:8080"])

jboss-cli g G4BT FRAKE : 158, FEN " FH "HiTHhi

<spi name="connectionsHtipClient">
<provider name="default" enabled="true">
<properties>
<property
name="proxy-mappings”
value="[&quot;.*\\.(google/googleapis)\\.com;http.//www-
proxy.acme.com:8080&quot;,&quot;. *\\.acme\l.com;NO_PROXY&quot;,&quot;.*;http.//fallback:8080&qu
ot]"/>
</properties>
</provider>
</spi>

8.4.2. £ HTTPS 13K Truststore

24 Red Hat Single Sign-On 7Ec# HTTPS iR LR, S5 iF iR % asBguF 15, LR EF
BRI ERS 5. 2K T B AK T A, XL R sl 1538 5B X LeuF 1589 CA 241
BRI EFIES, IS %H Red Hat Single Sign-On fRS5 85 &FE,

LR MFETGH AL, LDAP SR1EHER. X5 FUSH RIS E /i HEF I hmE 815
If, {&fH truststore,
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A=
=]

g

BUBAT, TREEEHEFHEHES, [ https FEZBOIBEF R java
1GEFIFECE, 4 Java B9 JSSE EZ 15/ Fid, WRREBUISHE, NXLEH

HTTPS 153K,

BRI LIEFE keytool BIBFTHIEEFIEX A, SHEITA LHAMETE ZHUEF -

I $ keytool -import -alias HOSTDOMAIN -keystore truststore.jks -file host-certificate.cer

truststore 5 4 B9 standalone.xml, standalone-ha.xml 3£ domain.xml X {fEiE, XY

17 ERARTFER) FRIFER, Er LI TR IFACE -

<spi name="truststore">
<provider name="file" enabled="true">
<property name="file" value="path to your .jks file containing public certificates"/>

<properties>

<property name="password" value="password"/>

<property name="hostname-verification-policy" value="WILDCARD'/>
<property name="disabled" value="false"/>

</properties>
</provider>

</spi>

M i%E AT REHIBCE L TA -

file
Java EHIFHEX HBIEELE, HTTPS 15 KiE B — AR ENTES Z BIEHIRS 589 E .
X EEOERAE., EHEEEE— 1N TSI PPN, U truststore XA %

RES5EN L2 THNBIR U, WRFZH, X2 REQUIRED,

password
truststore BIZ S, HWIRFEM, W-X=ZE REQUIRED,

hostname-verification-policy
2 WILDCARD, X1F HTTPS ig¥K, XARBIFIRFE#HIFHIIENE. ANY ZRENEFRH
53

Z2F, WILDCARD Allows wildcard in subdomain name i.e. Iffoo.com.STRICT CN #4i5c2Pti?


https://docs.oracle.com/javase/8/docs/technotes/guides/security/jsse/JSSERefGuide.html

Red Hat Single Sign-On 7.4 BRS5 8 R &R B

EHE,

disabled

WEy true (BikfH) , WBBHEEFHFACE, Wl PR EFFIOEE JSSE IE, TR, R
KB false, WA IS EFIE BEXH, FIEH.
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BOEKH
£9EEH

AT T #F Red Hat Single Sign-On ECE VT EFFH5 1T, WEEFFIFEENTIRZEF, K5

2:
EFIRIFEREC
EEHZH BT
KB 1] B AT a7
TS IP 2309 % FPg%

AIEREEIEE T — R IFE X I EX E R, TEREH, Bl e E N Bt a H et
W5, Bell T FFH e 517 R B L YU FF BT B0 — L&,

L

- BILUERE IP 2#E0915 % T%2 Red Hat Single Sign-On, {HXZE&GEH 7 XI5REH
B, AXEZEHE, 15504 JBoss EAP IBESRIHHY JGroups E77,
L

9.1. HEEHIHSZP1]

EBELT IE 1 s B R AGEE N P 2B 2 WAL IP Wbl _Fi%i& HTTP/HTTPS 17 #19#5785, %t f5i5 K i
H i F % % LB Red Hat Single Sign-On fR%#5, XAKEEATHEEE T, FHIEBIRPIRS#509
nice 5%,

X

BUIERTF, EEBUERRI T AL H T BEEHEE . XA AEHET =
- ZHir FRBEER, EEBAIERT EN 5% ZENEER

9.2. £FTH
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Red Hat Single Sign-On K% —1* box £#&x, EFIFEER, g7 EEEH R0 &1,

9.3. BN £ a5 HCE

AT/ 7E%FE Red Hat Single Sign-On B8E R/ iE [ [e1{CEESE 17 2015 45 Bl e 22 Ao i B — 2L 25
B BEEERE Al FINE G B2,

FHED T 0 It a5 B9 /. TEKBIF, 11505845 7% 25 =1/ ia#l=1 Red Hat Single Sign-
On [R5 #0952 B9 R 2R,

Load Balancer Diagram 6

Client Client Client

1
Y

Public access

Load balancer

Cluster ¢ ¢
RH SSO server RH SSO server RH SSO server

9.3.1. HAE F i IP it

Red Hat Single Sign-On H1BG— L) EMTT F 12 B 750 uF AR S5 #5689 HTTP &/ i e bt 2 25
FlinHlasBgsthr IP titt, FHIEH :
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BOEEH

FHHE - A RAE IP 1k i REIMEIE R0

SSL 43 - MR EZEZE SSL 1%i& Yy external (Eilfd) , WATEHNEEEKEBEZE SSL

BRI - @A IP it 895 E X G35 uEw, A show OTP (& FHEBFK

B i A

254 7F Red Hat Single Sign-On G134l iR% #5FilE B — 1k EIfCEESE loadbalancer If, XalER
ERIHE, BERKERE, HEH—1 frontend fCE; FRIRMYE L, ZCEEG 8- FEHIFERELATT
%5 A9/ 3m Red Hat Single Sign-On fR% #5561, TEXFER T, BEBAIT—LHNIIEE, L
LR % F i IP 4 # Red Hat Single Sign-On R385 LA 4 BIFILIEE, Bk -

FF R I B C PR SE 17 2 15 55 0B 'y IE 1% & X-Forwarded-For #] X-Forwarded-Proto
HTTP £52L,

FHERI R a1 CEE 2L 17 £ 1 25 0 i v tR BT IR 4559 'Host' HTTP #7524,

BB SR IFIRS 2, LIM X-Forwarded-For 2L iEERE F g IP Hatf,

BECEELI4 5K X-Forwarded-For #1 X-Forwarded-Proto HTTP #52L, HIREZIEIGEH HTTP #t
HBH T K IEEBEE, RRENBIE R CEE X E T X-Forwarded-For 7%, HIREHICEERAIE
BECE, W ZE & wma L BiTiEItRL, #HA% Red Hat Single Sign-On il 77 & /i IETEM /6]
B9 IP Hot i FHE, WIREEIELEHTT IP U BB EsHE Y, XHEEEE,

BTHREAGH, HFEI Red Hat Single Sign-On inlpiE —LE42F, HI-REHCEEE L HTTP 1)
WL EK, WFEZERE Red Hat Single Sign-On, LIM X-Forwarded-For frtili T2 M4 SRS
TEME im0 IP Hitt, Hit, 5 HECE X HEECIE X fF(standalone.xml, standalone-ha.xml 2¢
domain.xml, B RTFER =FER), HEH urn:jboss:domain:undertow:10.0 XML £,

X-Forwarded-For HTTP fi&

<subsystem xmlins="urn:jboss:domain:undertow:10.0">
<buffer-cache name="default"/>
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<server name="default-server">
<ajp-listener name="ajp" socket-binding="ajp"/>
<http-listener name="default" socket-binding="http" redirect-socket="https"
proxy-address-forwarding="true"/>

</server>

</subsystem>

#¥ proxy-address-forwarding /& #:7%) http-listener jo, f¥{EKX7 true,

HIRERGCEEEFH AJP LHiX A2 HTTP k5 %15k (B Apache HTTPD + mod-cluster) , #B+
B HEE — L NS, EFEERN— T IEEFM AJP BIEEHIERILES, T &3 http-

listener,

X-Forwarded-For AJP idi&

<subsystem xmlins="urn:jboss:domain:undertow:10.0">
<buffer-cache name="default"/>
<server name="default-server">
<ajp-listener name="ajp" socket-binding="ajp"/>
<http-listener name="default" socket-binding="http" redirect-socket="https"/>
<host name="default-host" alias="localhost">

<filter-ref name="proxy-peer'/>
</host>
</server>
<filters>
<filter name="proxy-peer”
class-name="io.undertow.server.handlers.ProxyPeerAddressHandler"
module="ijo.underfow.core" />

</filters>
</subsystem>

9.3.2. {&/H Reverse fCFE/5 H HTTPS/SSL

BB R IECEERE Yy SSL #/Hin ] 8443, il FEREFFHLim] HTTPS i EEERFIA P,
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<subsystem xmins="urn:jboss:domain:undertow:10.0">

<http-listener name="default" socket-binding="http"
proxy-address-forwarding="true" redirect-socket="proxy-https'/>

</subsystem>

1% redirect-socket EFME http-listener Jo, Z1ENZAE proxy-https, E§HEIELEZEE XK
EBEFHE,

25, £ socket-binding - group JLFEHFM—1#7H] socket-binding o3 :

<socket-binding-group name="standard-sockets" default-interface="public"
port-offset="${jboss.socket.binding.port-offset.0}">

<socket-binding name="proxy-https" port="443"/>

</socket-binding-group>
9.3.3. Wilkdi&E

BT LUE T RIS EEFT FFES £ /auth/realms/master/.well-known/openid-configuration F43iF /< /&)
CEESL 17 19 2s B, A1, WIRKRECE#UZE https:/acme.com/, T#TFH URL
https://acme.com/auth/realms/master/.well-known/openid-configuration, X{#Zz—1 JSON X
#, HH1ZH T Red Hat Single Sign-On B9% 1Niii R, Witk s LUK [a1{CEE 2L 1] £ 15 25 By it
(scheme, domain f] port) 2L, il XM, ZaTLUFLR Red Hat Single Sign-On & /5 IE#H i 5=,

£ /45Ul Red Hat Single Sign-On E & & EiG KBYEMIR IP #ott, ZfeEX—m, el
AL E R B ERBERRENE, SN ARTRS #HERLINELSEE, WTFAT :

08:14:21,287 WARN XNIO-1 task-45 [org.keycloak.events] type=LOGIN_ERROR, realmld=master,
clientld=security-admin-console, userld=8f20d7ba-4974-4811-a695-242c8fbd1bf8,
ipAddress=X.X.X.X, error=invalid_user_credentials, auth_method=openid-connect, auth_type=code,
redirect_uri=http://localhost:8080/auth/admin/master/console/?
redirect_fragment=%2Frealms%2Fmaster%2Fevents-settings, code_id=a3d48b67-a439-4546-b992-
e93311d6493e, username=admin

£ & ipAddress BIEEE 2 HERAHLAFHT IP Hitt, TT2RECEESE 7] #1889 IP itk

9.3.4. & Built-In Load Balancer

K TNEEEFEE ol 0 iEBIPIE 17 BT 25
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EHE O (LT HTE— G i B LinfT, B —EW LE5IMZsE, BFE :
4% domain.xml X A LUE eI ZEH95T EHLM % 7

EHREHZ D%, BEFREZE domain.xml, host.xml £ host-master.xml Xtt, FEFZ
standalone/ H%.,

%% host-slave.xml X, LIfEap 51T B & HstE = B JR9F8EH U

9.3.4.1. {#/H Load Balancer ;EH# L

FNTESEZE domain.xml F{EfH 11 Z G E A EEMEFTEL slave, FTHULX A, FFifE load-
balancer BZi& X #EH89 undertow &, £ reverse-proxy XML e 7514 7 remote- host 3 B9
HEN,

domain.xml reverse-proxy config

<subsystem xmins="urn:jboss:domain:undertow:10.0">

<handlers>
<reverse-proxy name="Ib-handler">
<host name="host1" outbound-socket-binding="remote-host1" scheme="ajp" path="/" instance-
id="myroute1"/>
<host name="host2" outbound-socket-binding="remote-host2" scheme="ajp" path="/" instance-
id="myroute2"/>
<host name="remote-host3" outbound-socket-binding="remote-host3" scheme="ajp" path="/"
instance-id="myroute3"/>
</reverse-proxy>
</handlers>

</subsystem>

output-socket-binding 25 /E7E domain.xml X HAEH] socket-binding BiZH#H £
#. instance-id BHALBANTETEHIME—, BI7iZEH Cookie HT 11 &5 AR MR 15,

#E T, [|ETR5)E load-balancer-sockets socket-binding-group, &7 remote-host3 Zill
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outbound-socket-binding, X #HEF ZI5 %7 EHLEIEH i,

domain.xml outbound-socket-binding

<socket-binding-group name="load-balancer-sockets" default-interface="public">

<outbound-socket-binding name="remote-host1">
<remote-destination host="localhost" port="8159"/>

</outbound-socket-binding>

<outbound-socket-binding name="remote-host2">
<remote-destination host="localhost" port="8259"/>

</outbound-socket-binding>

<outbound-socket-binding name="remote-host3">
<remote-destination host="192.168.0.5" port="8259"/>

</outbound-socket-binding>

</socket-binding-group>

9.3.4.2. Master Z5F bt

BET¥,, FFEZEHN master T BN FIEEE FEMY, #IE Bind Addresses = 77 b 4758
domain.xml XXt¥, BZEmw1THIEEXLIEMY, WA :

$ domain.sh --host-config=host-master.xml -Djboss.bind.address=192.168.0.2 -
Djboss.bind.address.management=192.168.0.2

9.3.4.3. 4l Slave Bind Addresses

BETH, BB H N EFE HBEE 75 EM (jboss.domain.master-address), %% host-
slave.xml Xt¥, sERTITHIEEEH], W AT :

$ domain.sh --host-config=host-slave.xml
-Djboss.bind.address=192.168.0.5
-Djboss.bind.address.management=192.168.0.5
-Djboss.domain.master.address=192.168.0.2

S EHM IP il 5% jboss.bind.address #] jboss.bind.address.management £
f#, jboss.domain.master.address HI(ESAEIHLFIEFHT IP Hotlt, XE master ZHIHTEFEHLL,

9.3.5. BgiZ At Load Balancer

61



Red Hat Single Sign-On 7.4 RSB R ENAESE

BX AT R MBF A 11 2 T 789158, 15214 JBoss EAP ECIETS R H69 11 2T B85

9.4. MR

ARG EFE SR E T A LRy #3987 (RIICEE) f] 2 1~ 3t8 % Red Hat Single Sign-On fR%
Uk, HTMEERTEE, RN BIGE TSR EN SR IE XI5 KX ElF— Red Hat
Single Sign-On 5 775, X BEERBE A,

FR{EF, Red Hat Single Sign-On f£Z =19 FE{#H Infinispan #2517, URGSHFIS A%
UERIEHIAF RiGHEXBIEIE, Infinispan B A Z A NEER —1Aiad. JEYE, BENRIGZH
REIHE—TNEH TR L, MRMTmFEBEREERRE (WREZVHE) .

o, AIEFHA ID g 123 B9 UFRIFAR#F7E nodel _EAY Infinispan Z#75, #+4 node2 FEF 1K
B FFig KL ZF nodel, LUR[GIFFERIR 1M,

WIRKFEHR 15 IR RO fE, X e LB R R 15 BB KTk, FHH BRI TE T BR
F gifi 17 I B 25 /1% 15 5% Red Hat Single Sign-On 77z, #1FAT :

F R HE R EZE Red Hat Single Sign-On & RS

Wi KH frontend 1] Z1G#iastett, Z0 BIGE AR AT — LN T m (G140
nodel) ., /"f&i, TmRAEZEREY, ETLURERLERMRA (B/ M IP it F) AT,
EEBRA T IE/Z 0 28 09 L I FICE (RIFCE) ,

Red Hat Single Sign-On /227 EREHL ID (41 123) B9Eul =15, HIFRRLZZE Infinispan
i fro

Infinispan 2 H X Z FRIERE ID I FH ED IR IEHE BB E. BXMAGHESFH
58, 1FZ0 Infinispan 315, 1Ri% Infinispan 2'AC node2 BIL A I1EHITBZ .

Red Hat Single Sign-On £/# cookie AUTH_SESSION_ID, #%z7 < session-id>.
<owner-node-id >, ZEENTEIFHIH, EFF% 123.node2,

(EHLIIE A B R B RSN G2 AUTH_SESSION_ID cookie & [C]fE 7 B9H
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BOEEH

MULES, HWIRLG EIGEEITFAA T —TEREL E node2, B2 ID 77 123 B9 iF R 15H8IFT A,
Bt Infinispan aTLTERME IR, BRRUTTEE, SRR IGIFEHEAIAF R, ZRIGHR
{RIF7E node2 #1, FFELF4E/EH ID 123,

EH BRI 209, BEF LARE, RIFGEMEE, #FZ&ET AUTH_SESSION_ID
cookie f¥ loadbalancer ECiE F#51, EAIEEIRATFERIG B IGHEzs,

ZIX7E Red Hat Single Sign-On i A% 2 /& jboss.node.name, R {EX] v FEHIEEHE . B
4, -Djboss.node.name=node1 f#{&/H node1 FKiH7EEH, UEEHFFH Infinispan Z&FEMH, %47
BREEFTIATAEZN, 8 ME AUTH_SESSION_ID cookie, L FEEMILFIEMESImSHT
-

cd $RHSSO_NODET1
./standalone.sh -c standalone-ha.xml -Djboss.socket.binding.port-offset=100 -
Djboss.node.name=node1

BE, EL77HER, BHEHN GRS EGENERNER, EXTE4FEN, EafLliE[FEK
BHER, Ol WREEE L HMY% S # Red Hat Single Sign-On IR #5809 EH 5.

9.4.1. B mMEEH

HLEG Eir i as ol LIBCE ) BT 158, A ##iF/Ein Red Hat Single Sign-On 77z, {8
2, H LA, #i#E Red Hat Single Sign-On FIEH, X287, 4SLIMEEIZEN, B Red
Hat Single Sign-On HIEE X1 ERIGATHEZE BIEMK, HABBIZLTm, XFT—EEFMT =,

WRFZE, FLUET L FAZRNE Red Hat Single Sign-On #9
RHSSO_HOME/standalone/configuration/standalone-ha.xml X £, Z2/H7F Red Hat Single Sign-
On FRZAESH) AUTH_SESSION_ID cookie R MIESHIS A -

<subsystem xmlins="urn:jboss:domain:keycloak-server:1.1">

<spi name="stickySessionEncoder">
<provider name="infinispan" enabled="
<properties>
<property name="shouldAttachRoute" value="false"/>
</properties>
</provider>
</spi>

1.

true">

</subsystem>

9.5. ZIEMERE
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FFERI R EH S fm Z IP 218, ZBEMAT B, HHHFRTESIFIHTFABHINMAER,. B
AFr #E ] Red Hat Single Sign-On &[5 5 2 & 7 L 3H S

Red Hat Single Sign-On BIEEf FRTE JGroups #1e LinfT, FAGRIME, EEPIFERLAEDH
£ 127.0.0.1 fE9203A IP bl B9 B 45800, #as4i4i#E Bind Address 2 Tidi1 12 H9 standalone-
ha.xml 5§ domain.xml 284",

CHAIE

<interfaces>

<interface name="private">
<inet-address value="${jboss.bind.address.private:127.0.0.1}"/>
</interface>
</interfaces>
<socket-binding-group name="standard-sockets" default-interface="public" port-
offset="${jboss.socket.binding.port-offset.0}">

<socket-binding name="jgroups-mping" interface="private" port="0" multicast-
address="${jboss.default.multicast.address:230.0.0.4}" multicast-port="45700"/>

<socket-binding name="jgroups-tcp" interface="private" port="7600"/>

<socket-binding name="jgroups-tcp-fd" interface="private" port="57600"/>

<socket-binding name="jgroups-udp" interface="private" port="55200" multicast-
address="${jboss.default.multicast.address:230.0.0.4}" multicast-port="45688"/>

<socket-binding name="jgroups-udp-fd" interface="private" port="54200"/>

<socket-binding name="modcluster" port="0" multicast-address="224.0.1.105" multicast-
port="23364"/>

</socket-binding-group>

BEERENAEZE jboss.bind.address.private fl] jboss.default.multicast.address, LIREEH
1 EARSS B3 L1,

A

BTLUTERE IP 25509180 FT£E Red Hat Single Sign-On, A& E&#EH 7X#5/RH
SBHE, BXEZ5E, 15204 JBoss EAP EBEEEHHY JGroups,

9.6. (R EFHBIS
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BOEEH

LEH TR URBNAFEERN, EEZEUINTHMSFENA LR EEFHIEE, X, Ed
AL BB /e S R R i N E, RELH SRS EEEN, 1% TS AEHRIFFINE,. Red
Hat Single Sign-On ZEX A FMER TR TEEFE AL LI E S S

WRE W EFBIEE SR INE, 520 JBoss EAP ECEISR P HIRY FEE.

9.7. P ERIE )

Red Hat Single Sign-On £Z 77 s ¥ AR 51F. 24 Red Hat Single Sign-On fR% #5615 F#,
JREEENT— L HIEFETH. FASERIGE, DB HIEH TR IEEEE T Hl@h 5| F0 575 — 1 g
fEZE,

BUBAET, XTNEENRABIHTE Y 900 B, R T HIEHESHFXPNEBT I, BfFLEk
515, B5E, BEFFZIENELEIAE, BXELER4X{THRHE standalone. xml, standalone -ha.xml
¢ domain.xml X H#HPEEE, HWXHEIERRTFLER EEER,

<spi name="dblock">
<provider name="jpa" enabled="true">
<properties>
<property name="lockWaitTimeout" value="900"/>
</properties>
</provider>
</spi>

9.8. 5| FEHF
HEH5|Z Red Hat Single Sign-On BRAFHERG 12 (FEE =

M=

I $ bin/standalone.sh --server-config=standalone-ha.xml|

b7 o
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$ bin/domain.sh --host-config=host-master.xml
$ bin/domain.sh --host-config=host-slave.xml

B EFEF RS KRB, A, BETHRZBEL jboss.node.name BISE -b 15E
BBHIBGE R, # Sticky Sessions EB% A,

9.9. HEEHFR

BERE, HBETERN, BNZRER 1T EH T RSP ERRBA TEIES -

INFO [org.infinispan.remoting.transport.jgroups.JGroups Transport] (Incoming-
10,shared=udp)

ISPN000094: Received new cluster view: [node1/keycloak/1] (2) [node1/keycloak,
node2/keycloak]

WREREFIEFIF)— 1T, BHIERF L el A — i,

BE, RIFEBEMNS LEEGERT M, MLmbi K HTFENZ I EE, BAEREEN
EBILEBI R I I ) e WIRH FRAIRE, HAD%EEEFH T LEAbAE, EET
F—Li00, il UDP i 55200 #1% #im L] 45688, @il 7y 230.0.0.4, F3E, W
REFRETy JGroups H#FL S B2 BrERMINEE, #olgEE ZTHFEZin, Red Hat Single
Sign-On fFA 2 HEE T fFZEFE2 Infinispan/JGroups, AXEZ15/H, 1724 JBoss EAP i
BRI JGroups,

WREN RIEFBZSF (BTAM) . R SHRZGFHZENE, 5506 # 10 £ [R5
R,
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BIOERFSBEFREE

F 10 & [REHEFE

Red Hat Single Sign-On & B R EK%Efr. — BRI L7 i FHIE/FFiE, LIS DB BI6] #,
FEE T TE 7 PR B B F R AT A ki i1 1], realm, client. role 1 user TG R G EX B INGLE
e, XPNEFELMEF, AIfE(iFEAE% Red Hat Single Sign-On fRS5 #2589 EE 1, K f7th
FREHFHLEH, Hik, ENTRREXBEREEIZ, WERRLEEH T —1 invalidation 58, WHER4E
FEHHARED, FREFHTER, ﬁﬁﬂ’ﬂ?ﬁﬁ%ﬁ TfF, ZAEEFEHHE Eﬁ%ﬁﬂgﬁ‘ﬁﬁ, H
HFLER BN MR 7R, XA AP e, HHEE S, HBwE L% T,

BoRBRI RN BEEF R, BATH, HBREERIN, LUERS oL 2 e AR
Hifio, XL PREIIEIERZINTE, (6elsEtr EaHER,

AEE TR FEHAIFFER S ENX L5 70— LA BT,

%{;

AXX LR E ZERECE, F51H JBoss EAP BCEESRIHBY Infinispan 384

10.1. BRI B

HETHE 5ﬁi‘£[§7 ZPPEZ . B— 1%, RPEBSAEXLENAERF BRLZEEER
BTG5 , BE—TEERH TR IEHIE S %, WEBEAUZFERS 10000 TNF
g, #ﬁﬁwﬁﬁﬁﬁ%@%ﬂ& ENTth S FEFIER i E WIS RIETTZEFEX K X T RSB
H/EE, HEEBIAXNEHE, XEAHEHTES B BiEHRINE . B %t 8BS B XNEBEHH
#iE, THEERATHANE ] %, R, EEBHAET SR F, EILEHRERTR, HiatlMHt
BB st 7R RS E R T Eo

XLELE I B R FBE AR AR H e LU standalone. xml, standalone -ha.xml 3¢ domain.xml #2157
B, BHRATEN EFEX, HEEEXAHH, RS infinispan FRZHIEES, BSELAT :

<subsystem xmins="urn:jboss:domain:infinispan:9.0">
<cache-container name="keycloak">
<local-cache name="realms">
<object-memory size="10000"/>
</local-cache>
<local-cache name="users">
<object-memory size="10000"/>
</local-cache>

<local-cache name="keys">

<object-memory size="1000"/>
<expiration max-idle="3600000"/>
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</local-cache>

</cache-container>

ERHT BATFHREHE, REFMIH object TTH I EXZFAIER expiration T,

BHR, THHEBEZELF 2%, clientSessions, offlineSessions,offline ClientSessions,loginFailures
fl actionTokens, XLZGFIFEHHERRL, ENIEUTFEE, WRFETEN], NoJsEFE—4LR
15 %%, Red Hat Single Sign-On KX G REEERT KRS, LUBEIETREIGIERE T8 X L 7H
K, WREEFH /A ZERITF IS, #efLlzZin -

WEWMEHA N (EFHPEZ TR BERERITE R FIEGHE)

¥ Red Hat Single Sign-On RS &5/ 7218 119 77

WPTEEHE, LUAREGREE—TMIE, HIEFEE # 10.2 77 "S5 fHET#”

N2 11-lifespan, HIFE THEZFHEE, E5E06 Infinispan X5

PRI, BTLIETX Red Hat Single Sign-On EEE##4 a1 e #1525, 152,
XA EER IR A BT fitE, WFE THREZFMEL, FS506 &,

HEHNBIEFZE T work, EEXEFTFHEEHTTRZIALZHEE ; BABRAT, BEHFEE, HE,
D PRFTNEFBERAEE, BRI S ERE,

10.2. EFIRIBLEE LT HE

F—L% 7, # K15 authenticationSessions. offlineSessions. login Failure f]—X%t A fih—Lt
(BZi#IGFESH 5 10.1 7 “WERAITH” ) , EEAEHRENFETEE 2%, RETRE
HEFN TR, WEEFE—TREZN T RIENZBENITTES. WRT AT EZFRENFEE, &
REWEHFITIREG, XBHRE, WRIHGHEENITE TR0, WEIEFKZX LXK, BillEx
T, Red Hat Single Sign-On K 3 #IEEE— T ArEE. Eit, WR—TRELBIEE, WiZT=
REK, XBEZYEHfRET, SBABRER,

Fof LU B distributed-cache ZBIHE] owners BIEF N E HIHIEH) T m# =,
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BIOERFSBEFREE

owners

<subsystem xmins="urn:jboss:domain:infinispan:9.0">
<cache-container name="keycloak">
<distributed-cache name="sessions" owners="2"/>

WA BNTEXT E, EUELHT TR FEH—TMEENE " ERE,

/70

BB ZE M ELIr LA TFERESE, WRRE D, HWRETEHNEFZE,, W—1TAEE
HEBT, EfEBEH,

er

BRI IR IS ROIE iy 7 #1589 loadbalancer, 1E 77141 E 15 KH9 Red Hat Single
Sign-On [R%#5iMS, XA MEERE, BEED A ZFHHBERITEE, B aTLIfE R E I,
HIEEEE £ 9.4 7 “HMRiE,

10.3. ZH% 47

B2 realm sUH 7, A EEA fTRR BB standalone.xml, standalone-ha.xml st
domain.xml XXtt, WEXHEBIER A TFER 12EER, Bt EBEEHAHTF

<spi name="userCache">
<provider name="default" enabled="true"/>
</spi>

<spi name="realmCache">

<provider name="default" enabled="true"/>
</spi>

BRI %, FEERAZEE) enabled B ikED) false, X EH5|FIRF a5 BERULEXE
ﬂo
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10.4. TEE1TH Bl 7

ZZh realm Bt user 2277, 15F5F Red Hat Single Sign-On admin console Realm
Settings ~ Cache Config Ui, ZEMLITTEF, #HeLUGREZ . /R 7N EB L 095 1o

ZE
FAr B G % |
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4% 11 & RED HAT SINGLE SIGN-ON OPERATOR

Sﬂ;

Red Hat Single Sign-On Operator J2—PMNEARFIH, TH=ZH,

Red Hat Single Sign-On Operator 7£ Openshift #155/{E Red Hat Single Sign-On &, # oLl
It Operator B EHE X I (CR), LUEIHEEEEES, OIA, #alLlB)EEEE X FRFENITXLLF
%, MF2ELF Red Hat Single Sign-On EEELEHI& OB E Finsb ., HEXFKFEE—T YAML X
tt, ATFEXEEFZHISH,

BT LU BYRE E GE X R FAATLL S -

2% Red Hat Single Sign-On

2f 3

LI F i

IR

ERFIN BEIEFE

VAR B A 47

LRy RERIEH
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%{;

Tyt BEFinflE S 0 EE X KRG, ZaLU#EH Red Hat Single Sign-On admin
BHE R oc BRIEHEEXFKFEFREZEEH], HE, HEFERNERIHEZE B
77 Operator £X #AEH B EHE X FIRAIT—FIE%, GIdl, WREEHKT realm HEX
B, BB EEEEE ., 82, WREMA admin £H/EEKE, XLENX
X B E X BB R A w2,

T TFEE L% Red Hat Single Sign-On Operator 7#5{&/H Operator.,

11.1. £ 7 £ 2% RED HAT SINGLE SIGN-ON OPERATOR

E 2% Red Hat Single Sign-On Operator, o LU#fH :

Operator Lifecycle Manager (OLM)

11.1.1. & Operator Lifecycle Manager Z%#

SRR
[ ]
A cluster-admin fXR2E &L (7 1% F B BRI,
e

7£ OpenShift 4.4 EFFHHITILA TR,

#TF OpenShift Container Platform Web ##/5.

FEZFF, £ Operators OperatorHub,

23 Red Hat Single Sign-On Operator,

OpenShift 189 OperatorHub #7571
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- Project: default =
& Administrator

Home OperatorHub

Discover Operators from the Kubernetes community and Red Hat partners, curated by Red Hat.
Operators on your clusters to provide optional add-ons and shared services to your developers.,
OperatorHub providing a self-service experience.

Operators

Installed Operators
All ltems Security

Al/Machine Learning single sign-on operator

Application Runtime

Big Data
Cloud Provider Custom
4
Database RedHat
Developer Tools Red Hat Single Sign-On
Operator
Integration & Delivery provided by Red Hat
Logging & Tracin
g9ing 9 An Operator for installing and
Monitoring managing Red Hat Single Sign-
Networking On
OpenShift Optional
I Security

7 Red Hat Single Sign-On Operator &f7,

MR 2FTFF Install I7H.,

OpenShift _LH#J Operator Install 77 &
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74

« RedHatSingle Sign-On Operator

RedHat

74.0 provided by Red Hat

Install

QOperator Version

740

Capability Level
@ Basic Install

|
@ Seamless Upgrades

|
@ Full Lifecycle
|
(O Deep Insights

() Auto Pilot

Provider Type

Custom

£ Install,

A Kubernetes Operator based on the Operator SDK for installing and managing Red Hat Single Sign-On.

Red Hat Single Sign-0On lets you add authentication to applications and secure services with minimum

fuss. No need to deal with storing users or authenticating users. It's all available out of the box.

The operator can deploy and manage Keycloak instances on Kubernetes and OpenShift. The following

features are supported:

# |nstall Keycloak to a namespace
* Import Keycloak Realms

® |Import Keycloak Clients

# |mport Keycloak Users

# Create scheduled backups of the database

HEFE— a5 225 # = Subscribe,

OpenShift Higap:

B2 T
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Installation Mode *

All namespaces on the cluster {default)
This mode is not supported by this Operato

(#) A specific namespace on the cluster

Operator will be available in a single namespace only
Installed Namespace *

@ keycloak v

Update Channel *

(®) alpha
Approval Strategy *

(») Automatic

() Manual

Subscribe Cancel

Operator FFI5 %%,

)

&
>
8

24 Operator Z&5ThkE, HEHEGIFOEE—TNEHENXTR, HEH EFHEHE TR
Red Hat Single Sign-On %%,

HIF A X OpenShift Operator IEZ15 /8, 15Z /4 OpenShift Operator 755,

11.1.2. M o4
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BT LM 5174 % Red Hat Single Sign-On Operator.

SRR
[ ]
& cluster-admin fXRzE & (7 1% F BRI,
e
1.
MULL; EFRELZRBIEAF - Github repo,
2.

LEATEATEIIE E X FBEX -

I $ oc create -f deploy/crds/

3.
tIBH &2 (RELERFHEREZEN) , # myproject i ZE/H :
I $ oc create namespace myproject
4,
7 Operator B8ZA . A EIHERRSIKF -
$ oc create -f deploy/role.yaml -n myproject
$ oc create -f deploy/role_binding.yaml -n myproject
$ oc create -f deploy/service_account.yaml -n myproject
5.
28 Operator :
I $ oc create -f deploy/operator.yaml -n myproject
6.
#i/ Operator IEZE51T :
$ oc get deployment keycloak-operator
NAME READY UP-TO-DATE AVAILABLE AGE
keycloak-operator 1/1 1 1 41s
Rty 7w

2j Operator ZZ&5Thkla, #CHEFIFOIBE—TEHEXFIR, FEM #HEHE X GR 5
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Red Hat Single Sign-On %%,

HIF A X OpenShift Operator IEZ15 /8, 15Z /4 OpenShift Operator 755,

11.2. I EE X /1T RED HAT SINGLE SIGN-ON &%
BT LB B Keycloak EE X HEF(&EHH Operator Hz5i%%# Red Hat Single Sign-On, 4 {&/H

EE X FFEZF Red Hat Single Sign-On If, el LIBYE ML b B9HARIARSS, HEE TR AT

keycloak-db-secret - ZFIZEIE/FE 5. BIIHINSBHU ZBIE (UREFIEDIN EBEAE
JE)

credentials-<CR-Name > - JHF& %%/ Red Hat Single Sign-On EZE#2#I5 89 Admin /"
B HEFE(& It;CR-Name > ZF Keycloak EEX %iEE#)

Keycloak - Keycloak A8 Z415, ZAHEIEH BB M09 StatefulSet SLH

keycloak-postgresql - j55) PostgreSQL ##z/=%#

keycloak-discovery Service - #iT JDBC_PING %3

Keycloak Service - 17 HTTPS ##%/ Red Hat Single Sign-On (F3#§ HTTP)

keycloak-postgresql Service - UIR{EFFHTEIEFSLH, 15 EBEIEBRINES

Keycloak Route - M OpenShift 17/7 Red Hat Single Sign-On & EE# %4 H9 URL

Operator 11 HIIRS AT H
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keycloak-db-secret

(Database username
and password)

Credentials-<CR-Name>

(Admin console username
and password)

11.2.1. Keycloak E.E X ¥

!

!

Workloads

keycloak-postgresql
(Database)

Keycloak
(Stateful Set)

A

vy

A A A

v

Services

keycloak-postgresql

Keycloak

keycloak-discovery

Admin console

Keycloak Route
(Admin console URL)

Keycloak HEX iE—1 YAML Xtf, AFEXLRIIZH, EXHES=1TEBH :

S - HEHIES TR FETH9 I E,

externalAccess - #1E/5/ 77 True, Operator 27 Red Hat Single Sign-On 26—

T,

ExternalDatabase - (X Tt 2 EF XN BFIE E BT/ F I, 2L EBI5HEERIGRERI HabH

W/ BB

Keycloak HE X Z#&RE YAML X ¥ 6

apiVersion: keycloak.org/vialphat

kind: Keycloak
metadata:

name: example-sso

labels:
app: sso
spec:
instances: 1
externalAccess:
enabled: True
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%{;

BTl EH YAML X##, H Red Hat Single Sign-On admin #4512 B & X,
18X EFEFEHE BB R = EHEE TR,

11.2.2. 7£ OpenShift #10& Keycloak BHE X 7k

7 OpenShift £, ZFalLIEEEE X ZEFOIBER, XEEEREHEN URL, HEHaSEEEET
BB E B BRI,

SEARRM
[ ]
BE— 1A TFILEE X FRE YAML 3XH,
[ ]
A cluster-admin fXR2E & (7 1% F B BRI,
e

&/ YAML XHC/B—1NEH : oc create -f <filenames.yaml -n <namespace>, #1417 :

$ oc create -f sso.yaml -n sso
keycloak.keycloak.org/example-sso created

7£ OpenShift 1B,
2.

&% OpenShift Web ##/5,
3.

#E#¥ Networking,Routes and search for Keycloak,

OpenShift Web £ HHI#E Hi FE 7
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Project: default

Routes

Create Route keycloak

Mo Routes Found

Networking

Services

Routes

4,
fEi# B Keycloak B5HIFIBEE L, s Location THJ URL,
WtHf2H 7 Red Hat Single Sign-On admin #2414 &R FEE.,
EEEHE B RER
Username or email
Password
[ ] Remember me
5.

1£ OpenShift Web FEZ#IE i EIEFELLHIE B9/ - S HIZETS ; £ Workloads F, i
Secrets #1##3% Keycloak,

OpenShift Web #2#& #1189 secret FE#
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Workload
orkloads Project: default =

Secrets

keycloak

Secrets

D | TLS ‘ 8 | Service Account Token Q| Opague

Q | Source ‘ Q

‘ 4 | Image

Config Maps

Select all filters 12 Items

TE B E BRI AR & FIE S,
EERHE ERFE

Username or email

admin

Password

[:J Remember me

HiE, #ZBERFH Keycloak HE X IR Z#H) Red Hat Single Sign-On 34, %24
Atk &/ il IR E R,

Red Hat Single Sign-On master realm
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Master &
General Login Keys Ermail Thermes Cache Tokens
Realm Settings * Name ST

Clients

Display name

HTML Display name

Identity Providers Frontend URL

User Fed L
ST Enabled m
Authentication
User-Managed OFF
Access
Groups Endpoints OpenlD Endpoint Configuration

SAML 2.0 Identity Provider Metadata

7.
128 B E X FIRIIRE -
I $ oc describe keycloak <CR-name>
2R

Operator LM B E X FRE, EHUTRGEERE -

I $ oc describe keycloak <CR-name>

Keycloak EE X FBERKAE

Name: example-keycloak
Namespace: keycloak
Labels:  app=sso
Annotations: <none>
API Version: keycloak.org/vialphat
Kind: Keycloak
Spec:
External Access:
Enabled: true
Instances: 1
Status:
Credential Secret: credential-example-keycloak
Internal URL: https://<External URL to the deployed instance>
Message:
Phase: reconciling

82

Client Registration



% 113 RED HAT SINGLE SIGN-ON OPERATOF

Ready: true
Secondary Resources:
Deployment:
keycloak-postgresql
Persistent Volume Claim:
keycloak-postgresql-claim
Prometheus Rule:
keycloak
Route:
keycloak
Secret:
credential-example-keycloak
keycloak-db-secret
Service:
keycloak-postgresql
keycloak
keycloak-discovery
Service Monitor:
keycloak
Stateful Set:
keycloak
Version:
Events:

)

&
S
5

Z# Red Hat Single Sign-On /&, FtaTLl 6IE—1 realm EHE X %R,

W BEENBEIEE, HoJLUEX Keycloak EEX KBEFEZIFE, 5E511FZEFINBEE
E o

11.3. BYZ REALM B EXFE

L oT L@ [ Operator £ Red Hat Single Sign-On 182 B E X #iRE X 891, el LIfE YAML X
tHHE X realm HE X FERBIE .

A

LA LUEHT YAML X HFE Red Hat Single Sign-On admin #2414 4, {Hx] &8
HE B E LT R EHEE N TR,

Realm EE X FZIRHEI YAML X761
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apiVersion: keycloak.org/vialphat
kind: KeycloakRealm
metadata:
name: test
labels:
app: sso
spec:
realm:
id: "basic"
realm: "basic"
enabled: True
displayName: "Basic Realm"
instanceSelector:
matchLabels:
app: sso

TCRFA

BEHE— T FILEE R YAML 3Xt4,

1£ YAML XX f£H0, instanceSelector THJ app 5 Keycloak EE X FREIbn 5 PLhE, PLBiX
L5 AT ERAFE Red Hat Single Sign-On Zfl/S-41d 0YEE 1,

A cluster-admin XRzE & (7 1% F B34 BRI,

A
1.

TEZBIBER YAML XA &L T+ - oc create -f <realm-names.yaml, #4] :
$ oc create -f initial_realm.yaml
keycloak.keycloak.org/test created

2.
£5RF Red Hat Single Sign-On #5X L HIEEEEEFIA .

3.

#if; Select Realm, B#Z4 LR,
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FrI T

EFEEESIA master realm

Test &
Genera Login Keys Email Themes Cache Tokens Client Registration
* Mame test
Display name
HTML Display
Frontend URL
User Federation Enabled m
Authentication User-Managed OFF
Access
4R
Operator 4 BB E X KRG, FAUTRGEELE :
I $ oc describe keycloak <CR-name>
realm EE X FRKE
Name: example-keycloakrealm
Namespace: keycloak
Labels:  app=sso
Annotations: <none>
API Version: keycloak.org/vialphat
Kind: KeycloakRealm
Metadata:
Creation Timestamp: 2019-12-03T09:46:02Z
Finalizers:
realm.cleanup
Generation: 1
Resource Version: 804596
Self Link: /apis/keycloak.org/vialphai/namespaces/keycloak/keycloakrealms/example-
keycloakrealm
UiD: b7b2f883-15b1-11ea-91e6-02cb885627a6
Spec:

Instance Selector:
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Match Labels:
App: sso
Realm:
Display Name: Basic Realm
Enabled: true

Id: basic
Realm: basic
Status:
Login URL:
Message:
Phase: reconciling
Ready: true
Events: <none>
Rty 7

LTk, BB OEE ) i EHE X i,

11.4. BB E /i B E X FiR

o L& FH Operator 7F Red Hat Single Sign-On H6YEEH F & X ¥R E X B9E i, 2l L7
YAML XX HHE IR E 1.

Sﬂ;

LR LLEHT YAML X P Red Hat Single Sign-On admin #2415 4, {Hx] &8
BHE B E LT R EHEE N TR,

& i B E TR YAML X6

apiVersion: keycloak.org/vialphat
kind: KeycloakClient
metadata:
name: example-client
labels:
app: sso
spec:
realmSelector:
matchLabels:
app: <matching labels for KeycloakRealm custom resource>
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client:
# auto-generated if not supplied
#id: 123
clientld: client-secret
secret: client-secret
#...
# other properties of Keycloak Client

TERFA

BEH—THTIEE TR YAML X,

£ cluster-admin fXRzE & (7 1% F B34 BRI,

TR

1.
LR YAML X & ELL &% : oc create -f <client-names.yaml, #14] :
$ oc create -f initial_client.yaml
keycloak.keycloak.org/example-client created
2.
&R 7 Red Hat Single Sign-On #X4I#9 Red Hat Single Sign-On EEEE#IE,
3.

£ Clients,

& im s & i Y2 .

Clients
Lookup @

Realm S search Q Create

Client ID Enabled Base URL Actions
account True http:ilecalhost:B0BO/auth/realms/master/account/ Edit Export Delete
account-console True http:#/lecalhost:8080/auth/realms/master/account/ Edit Export Delete
admin-cli True Edit Export Delete
broker True Edit Export Delete
master-realm True Edit Export Delete
deration security-admin-console True hitpi#localhost:B080/auth/admin/master/console/ Edit Export Delete

Authentication
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ZR

BIEE FijG, Operator REFL TS5 EA B —1NEE &k ID HIZE/imH secret £
Secret : keycloak-client-secret-<custom resource name& gt;, 44 :

& Fimh9 Secret

apiVersion: v1
data:
CLIENT _ID: <base64 encoded Client ID>
CLIENT_SECRET: <base64 encoded Client Secret>
kind: Secret

Operator L' 2 E X FilRlE, @EHUTRGEERE -

I $ oc describe keycloak <CR-name>

& i E E R R A

Name: client-secret
Namespace: keycloak
Labels:  app=sso
API Version: keycloak.org/vialphat
Kind: KeycloakClient
Spec:
Client:
Client Authenticator Type: client-secret
Client Id: client-secret
Id: keycloak-client-secret
Realm Selector:
Match Labels:
App: sso
Status:
Message:
Phase: reconciling
Ready: ftrue
Secondary Resources:
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Secret:
keycloak-client-secret-client-secret
Events: <none>

)

&
S
5

EFintI# T, BB CIERH HE X iR

11.5. QI /" EHE X R

AT LU&FH Operator 7 Red Hat Single Sign-On H18E /i B E X ¥R E X B9, ZFel LI YAML
XHHE X P EE X FFRIIE T,

i

BT LIEHTR: YAML X{ERERETGLIN BB, FH1£ Red Hat Single Sign-On admin
BHEFEREY, (X EEEEEHENERTREHEHE KR,

H P EE X FEE YAML X761

apiVersion: keycloak.org/vialphat
kind: KeycloakUser
metadata:
name: example-user
spec:
user:
username: "realm_user"
firstName: "John"
lastName: "Doe"
email: "user@example.com”
enabled: True
emailVerified: False
realmRoles:
- "offline_access"
clientRoles:
account:
- "manage-account”
realm-management:
- "manage-users"”
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realmSelector:
matchLabels:
app: sso

TERFA

BEHE—TEFILEE R YAML XX,
realmSelector 537 realm EE X KBS,

A cluster-admin fXRzE & (7 1% F B34 BRI,

TR

AR YAML XHFH&EFLL T @5 : oc create -f <user_cr>.yaml, V4] :

$ oc create -f initial_user.yaml
keycloak.keycloak.org/example-user created

2.

&SR 7 Red Hat Single Sign-On 15X LI EEEEEFIA .
3.

& Users,
4,

FFELETE YAML XA EXBIE .

B AR R EI R R ZH s
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Users
Lookup
Search Q, || View all users Unlock users || Add user
D Username Email Last Name First Name Actions
debo07cd-e... | leiazuki lazuki@wes... | Azuki Lei Edit = Impersonate = Delete
2a26e1b2-8.. = nemethjabaz njabaz@we... | Jabaz Nemeth Edit = Impersonate = Delete
7c1f0c04-0f.. | realm_user user@exam... | Doe John Edit = Impersonate = Delete

BIBE G, Operator KL/ —1 Secret, RS EHL FaHEXBIH " EREN :

credential-<realm name>-<usernames-<namespace&gt;.,

KeycloakUser Secret

kind: Secret
apiVersion: v1
data:
password: <base64 encoded password>
username: <base64 encoded username>
type: Opaque

Operator L' B2 E X 5l lE, @EHUTRGEERE -

I $ oc describe keycloak <CR-name>

P EEX TR RA
Name: example-realm-user

Namespace: keycloak
Labels:  app=sso
API Version: keycloak.org/vialphat
Kind: KeycloakUser
Spec:

Realm Selector:

Match Labels:
App: sso
User:

G4y :
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Email: realm_user@redhat.com
Credentials:
Type: password
Value: <user password>
Email Verified: false
Enabled: true

First Name: John
Last Name: Doe
Username: realm_user
Status:

Message:

Phase: reconciled
Events: <none>

)

&
S
5

W BEENBEAIEE, FEoJLUEN Keycloak EEX BEFEZIFE, 15E 1 FETIN B
JFs

B EE R D BEE, S R,

11.6. FEFNBEIEF

T LLE T E Keycloak ElE X iR BIE keycloak-db-secret YAML X (& Operator i5#%
FYHNEB PostgreSQL HiF /%, 15 1&, (HRf Base64 4,

keycloak-db-secrett] YAML X {61

apiVersion: v1

kind: Secret

metadata:
name: keycloak-db-secret
namespace: keycloak

stringData:
POSTGRES DATABASE: <Database Name>
POSTGRES_EXTERNAL_ADDRESS: <External Database IP or URL (resolvable by K8s)>
POSTGRES_EXTERNAL_PORT: <External Database Port>
# Strongly recommended to use <'Keycloak CR-Name'-postgresql>
POSTGRES_HOST: <Database Service Name>
POSTGRES _PASSWORD: <Database Password>
# Required for AWS Backup functionality
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POSTGRES SUPERUSER: true
POSTGRES _USERNAME: <Database Username>
type: Opaque

LUFE M R EBHEFHIEYLE 2 IP ot /i L,

POSTGRES EXTERNAL_ADDRESS - —1* IP ot st 4 28 8 H5/E I EH 5o

POSTGRES_EXTERNAL_PORT - (&) — N/ Fiwm.,

Rt EHaI T A SIEE XN BB/ F A, B TAmRES]]

POSTGRES _DATABASE - Z{&H9515/% £ 7,

POSTGRES_HOST - FiF5# e /F 1=k % £ #. #4% keycloak-postgresql,

POSTGRES_USERNAME - H#E/FERH 4

POSTGRES_PASSWORD - &+ %5

POSTGRES_SUPERUSER - X #17@ & N L LIBR I F 813517, #BiEH true,

Keycloak B E X iR#%EEHF BE/= FAN BB BG4 3 15,

SN EBEIEER Keycloak EE X #EE YAML X6

apiVersion: keycloak.org/vialphat
kind: Keycloak
metadata:

labels:
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app: sso
name: example-keycloak
namespace: keycloak
spec:
externalDatabase:
enabled: true
instances: 1

TERFA

HEH— 1T keycloak-db-secret B9 YAML X14£,
BEBEH T Keycloak HEX K, ¥ externalDatabase &7y true,

# cluster-admin Rzt EFE 17 1% F B9ZFHIBRI )
A
#63 PostgreSQL ##&/%H secret : oc get secret <secret_for_db> -0 yaml, #I4] :

$ oc get secret keycloak-db-secret -o yaml

apiVersion: v1

data
POSTGRES_DATABASE: cm9vdA==
POSTGRES_EXTERNAL_ADDRESS: MTcyLjE3LjAuMw==
POSTGRES_EXTERNAL_PORT: NTQzMg==

POSTGRES_EXTERNAL_ADDRESS ;£ Base64 5.,

#EFS secret B9fE : echo "<encoded_secret>" | base64 -decode.#4] :

$ echo "MTcyLJE3LjAuMw==""| base64 -decode
192.0.2.3

i BEISHG (65 385 /559 IP 1 4EPTRL -
I $ oc get pods -o wide
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NAME READY STATUS RESTARTS AGE IP
keycloak-0 1/1 Running 0 13m 192.0.2.0
keycloak-postgresql-c8vv27m 1/1 Running 0 24m 192.0.2.3

#iik keycloak-postgresql i BI{E IETEi51THIARSS 2 -

$ oc get svec

NAME TYPE  CLUSTER-IP EXTERNAL-IP PORT(S) AGE
keycloak ClusterlP 203.0.113.0 <none> 8443/TCP 27m
keycloak-discovery ClusterlP None <hones 8080/TCP 27m

keycloak-postgresql ClusterlP 203.0.113.1 <none> 5432/TCP 27m

keycloak-postgresql AR ¥ KX EESinbI—4 IP #ott, X2 IP Hott # b =,

&& keycloak-postgresql IR & G, LUk BN FH9EHE/F [ IP Hitl -

$ oc get endpoints keycloak-postgresql
NAME ENDPOINTS AGE
keycloak-postgresql 192.0.2.3.5432 27m

#iA Red Hat Single Sign-On (&N EBHHE/Fi5 1T, FOIE 7 —IEBIELTT -

$ oc get pods
NAME READY STATUS RESTARTS AGE IP
keycloak-0 1/1 Running 0 26m 192.0.2.0

keycloak-postgresql-c8vv27m 1/1 Running 0 36m 192.0.2.3

11.7. HEHIE /514

Ere LUIEFH Operator V[ HE X R E X B/ FHIE 56515, EHE X HREMI e, HiRE
BEIR LK

ZE o LU#fH Operator QX KFFA BB IT— Rt 17HIE 17 FENV

Backup EE X FIRE YAML X6

apiVersion: keycloak.org/vialphat
kind: KeycloakBackup
metadata:
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I name: test-backup

TR

BEH—THTILEEXFRE YAML X,

EH— 1A claimRef B9 PersistentVolume, LI{Z{X’ Red Hat Single Sign-On
Operator (/#H9 PersistentVolumeClaim {RE €.

i

1.
LIBEHREW : oc create -f <backup_crnames. 4] :
$ oc create -f one-time-backup.yaml|
keycloak.keycloak.org/test-backup
Operator #HLL Fip & I F0IEZE—1 PersistentVolumeClaim : Keycloak-backup-<CR-

name >,

2.
BEEBIZ -
$ oc get pve
NAME STATUS VOLUME
keycloak-backup-test-backup Bound pvc-e242-ew022d5-093q-3134n-41-adff
keycloak-postresql-claim  Bound pvc-e242-vs29202-9bcd7-093q-31-zadj

3.
BEEGHEWIIZ -
$ oc get jobs
NAME COMPLETIONS DURATION AGE
test-backup 0/1 6s 6s

4.
BEHITHIG N FYZ
$ oc get pods
NAME READY STATUS RESTARTS AGE
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test-backup-5b4rf 0/1 Completed 0 24s
keycloak-0 1/1  Running 0 52m
keycloak-postgresql-c824c6-vv27m 1/1  Running 0 71m
5.

BEBTHBIEAENBIAE :
$ oc logs test-backup-5b4rf
==> Component data dump completed

Rty 7R

BXFAMEBOGHE, 550 TG M7,

11.8. &) BRIE&H

BT LUEFIRIES TR B, FHIHER TR NFTENY B, 7 EetEH aTLIE Red Hat Single Sign-
On o EFEHIFIANE, PIUl, ZofLUFIIEGY B, #alLUfFy st E Keycloak EE X 7l
A

Keycloak HE X Z#RE YAML X #7651

apiVersion: keycloak.org/vialphat
kind: Keycloak
metadata:
name: example-keycloak
labels:
app: sso
spec:
instances: 1
extensions:
- <url_for_extension_or_theme>
externalAccess:
enabled: True

TERFA
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BE—1 Keycloak HE X FHEE) YAML X1,

£ cluster-admin XRzE & (7 1% F B34 BRI,

A
1.
4% Keycloak EE X %9 YAML X : oc edit <CR-name>
2.
f£ instances 17/a, #WM#E7 extensions: BI7T,
3.
50 URL B JAR Xt¥, BFEEXY BT,
4.

REZLX L,

Operator F# Bot THHLRE,

11.9. BB HE X KR 5T

BIBEEGEKE, L&A oc o5 4R e,
BHBEEGEK, 5#EHL w5 : oc edit <CR-name>
EWBEEEK, FEALUF®S : oc delete <CR-name>

oV, ZE4iHEE 7 test-realm B9 realm BEXEK, iEEHLFR$ :
I $ oc edit test-realm

MR EATF—TEO, EaJUFERFHTEX,
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%{;

LFaTLUEHT YAML X P Red Hat Single Sign-On admin #2415 4, {Hx] &8
EHE BB R R EHEE N TR,
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