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FEFREZESZ
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https://www.redhat.com/en/blog/making-open-source-more-inclusive-eradicating-problematic-language

B 15 REERSSBhh

B 15 BAARSS Bk
Red Hat Single Sign-On 2 #5209 IRES, FHRIHETREBIDT RGNS, Fan

o HTEMMiMEHI(ABAC)
o HTAEMHILEHI(RBAC)
o ETH MKl (UBAC)
o EF FTFiijjn$2HI(CBAC)
o ELFHUNIE R

o {#M JavaScript
o ELFIE B[]
o EITARSSIR RO (SPI) R B Ui IR FIHLE (ACM)

Red Hat Single Sign-On EF—4HE Ul # RESTful API, R#tHZ R ERIER QBN RAAEN S
E, BiXENRSIEPCRIE S RPURER R, FHEBHN ARFEMARS P ERERICRER,

HiRRS 2 (NARFSHRS NZHRIPHER) 88ENTEMEEEXBERSNRAZTRIFVTRZE T
FIFRR, *TFETF RESTful WETRRSS 238, XEEFEREEMNELZETEIKE, EBEEESMERLEEN
bearer ShE A EEIIRSS 25, X FHFISIERIUEE B Web N A, ZERREFEMER I HIES, FM
MEBETREFME K,
BE, WRIRSSHRIUREETAGNVINIESR(RBACOHITRIURE, HPZRT A KK R RPN T
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BN, HNBEZBERETAREDZAPNFHNME BEETEAMKE, ERTRANLE, UKRK
BERHENER, IBH[IERBIRS T UE NGRS N ARERF RS BIRIEE

o HABAIRTGRER AR B9 R HILE 1T BRIR T

o SR, NIRFIRIBERE

o FAHRREIRER

o ETF—HET REST RMARS /4T REST B2

o BRNIERFAAEE
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Policy Enforcer <<PEP>> Resource Server

[~ {0 ) - ]

<<PAP>> Authorization Services <<PDP>>
[ ] e —
Adminestratian LI ( [ Token Endpaoint ] [ Protection AP1 ] ]—«
L |
Policy Evaluation <<PDP | PIP>> l
{ [ Permission ] [ Puolicy Evaluation Engine ] [ Policy Provider ]]—

Storage

|
() =) ) =

MBOTRIARE, BIERFSEFT—HBOE LHRIESN, REXEThEE

o REBEIEJ(PAP)
RE—HETF Red Hat Single Sign-On EERIEHI AR Ul, UEEFIRIRS .
FREE, AA, XEOBATLLETER &7 AP HTIZIESE

o REBERFE R (PDP)

Audit

J'_'

ag

. e AR

RO D ARIRR R,  MURIE TR IRAB R HE AT KRNI E, WHRESER

HS A KA R,
o RERSClEe s (PEP)

NARBIEMEIRA LI, 7 FTRARSS AR im =L Frsm B HATIRIUR K, Red Hat Single Sign-On 24

T —LNE KB Enforcers,

o REEEES(PIP)

fR#E Red Hat Single Sign-On Authentication Server, &8 LA & IR SREEHA B M B2 A2 1T

HREZNC25N: YT

111 TALE 52

TEE

F

=

RER
o PURMRIRER
o SRBgIRH

1111 HREE

HRER S RAMALENSTRE LZRIITHAR,
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B, BEEETEMEERIM Red Hat Single Sign-On, BREX—1 Web N BREFEH—HHZ MRS,
BXWRRSHFNEZER, HSH i,

FRRSS AR E REFEERFAEE, LS BEMEMEE i BRI HIRIRS 25,
FIREEEERT B FRFEHE.

Resource Server

/ Resource \

/f_;ﬂ Scope Hx-a\

Usually actions that can be
.............. I]EI-I:[“"-.E[I un I'E-EDI.II'EE-E

FORAAZM T, RESTFul BHR. XHRAHHIXMH. EJBF. BITTLUAR—HAKIR (Fi& Java FEY
K) HHRR—DHRFE IR,

pign, EREE—NMMUKRE KT I BIRITIRS BR, FERERE IR RTIK @A RIRIER
B, B2, ERREEN Alice i1/ (BTEFBIFIRES) ERFENRE, EPRAMBETUINE
LE(E BSHHITIRIF,

A {# A Red Hat Single Sign-On EIBIEHIA K R API BEE TR, EEEMNERT, WRIRSSRTLLE
REEEHETR,

SEERBRKRALUY HIRFITHERME, Bl TRTIZER, SLATUEREERARTRPHN—1H%
TEME.

1.1.1.2. I PR ISR S 1R
EENLT HERSBURGERTHFAERRE, EuFi%BENREE,
IS RAAEVESE, LERE LEBRRNESMIER,
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Apply Policies to
O—l Create Policy  —— Define Permission ——— Permissions

RBRTE LT ViR ELENR (FHRICEHE) HUTHRENRMG, BElIT25RIRTHIAETXK, €1
BEAN, ALIESF AU RN ES IR,

plgn, EERAF—HWRTFHAR BIral RFHAF, ELUERA RBAC (EFABRIFE
&) .

Red Hat Single Sign-On 12t — LB RS LR (REMENKEENE) BE T &E LRSS,
IREZE A LURIE@ A JavaScript 4n BB Q1| 22 51 BE,

EXTHRBE, ERUFGBE IR, PREEFRIHUFRELSS. X8, EREEELZRTHAR
PORSSEH) AR R R T SR 4 BRI ZRES,

1.1.1.3. SkB&5a Hl

SRR ) 35 R LR PRAR S5 S8 S MEIRAUR R B S IR, X T LUBITTERE W 518 AR S 2B E M ORAR
82 A R an s = PEP SEH, i KIBHEUIE HARIE AR 55 28 3R O A R SRR A BRI 415 =R ¥R EY
1],

Resource Server

-

Client PEP Protected Resource

- - .,

Keycloak
<<PDP>>

Red Hat Single Sign-On 12t 7T — &£ & K& 60 hE, A LUREE(1 21T FEE SRR N AERE.

1.1.2. TR SS
BAARSS SFELLTF RESTFul U -

° Th¥imm
o HREMmm
o BREMEHmm
XEERRS & BRI —FREM API, JHE T BIUREF S RNTES K,
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11.2.1. BhRe =

OAuth2 & Fim (BNRTSHAFE) =T LAE A 5 him R MAR S5 88 SRER G [ 5 h8,  FRIG X L5k 7 (Rl R BER
IR 2% (M/EIRARSS) RIFMIBTER. EHFE, Red Hat Single Sign-On Authorization Services OAUchj:E
HIR’, RITFRBAESERFTRIKNAERIEELMI D, XERRETIRIRS 2 AT LURIER S5 %

RIS HOTNBR 5 Bl 5 ] R 2RI BTIR, FHHEVIFISEEA. 7E Red Hat Single Sign-On Authorization
Services A, EBMNPRBIVI RS RE#EFF N Requesting unsupported Token 2% RPT for short,

HithBR
o REXALFR

1.1.2.2. &R API

Protection API 2—%H # & UMA Miifs, NIERSZFIBEERE, UEBeIEBEHEXFNTR
Fl. PRFSREE, RETHRERSS 28 LLTIHE API, ©iL%EE uma_protection SB[,

BRI AP IREHVIRERT A WD EBA -
o HREHR
o AR
o [HERHTIR
o Id &K
o #Hif
o HIRRER

o [A]f Permission Tickets

ZiA1E R T /5 A Remote Resource Management, #&BLA{# A Red Hat Single Sign-On &
BRI EHTEGR, FRAVFE TS EHITRREE,

fEF UMA il B, {RF7 API BY Permission Tickets IR B NRIUI R EBEHRER D, MEE/N T
o, ©fIRKREFIRATERINR, FAEFIIRS SR FIKMGA T, LUEET 515K TRFE H
KELBA PR AD SR BT R 1S AR A TR

Hth BHR

® Protection API
1.2. R
Ef—%ZH1, SUET# Red Hat Single Sign-On Authorization Services F18| A X L ARIEFIE .

1.2.1. BRARSS 28
RIE OAuth2 RiE, WERSSBERESIRIFNEMRS S, WS NN SR RIS R,


https://docs.kantarainitiative.org/uma/wg/oauth-uma-federated-authz-2.0-09.html
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HEIER AR 55 2% 30 AR T E A0S B R T 2 A AR X BRI OB [ AR, W FEF RESTful B9 &
RESR, ZERBERALLESE, BEEN bearer S SRESBMEMER—B LR, KIHTRIEN
A P ET BRI IER Web N B ESSZEBEHERFHARIER, FMBEHEMEFRERES,
TELINE A R rh, (T HLE BN RS AT LA Y WIEARSS 52, L P iR a VOB R A B ASE
= 5| —ZH AR R B BT,

1.2.2. B5R

mﬁmfﬁﬁfxrﬁﬂfﬂ,/\ﬁﬁmf*EI’J—ﬁBﬁQ EAUR—IMHE MR, — MBI Web BIR, 0 HTML 1T
mEF, ERUERAES, HREZERTE VK,

—HREAATRTHED RN —AHTRNME—INARE, B, BRUEE— ARFERTIKABIRT

g/i’m//?'#m)é HRNERM, BE, BHITUHABEAH—DEN Alice H?f@ﬁﬁz‘f/i’mﬁ BRKRT ED
EFPHANE—R, XEFRALUNA B SRR,

1.2.3. S203E [

FORBEE 2 W A FIR EHUTRIRRAT FSEHE . ERPERAES, SCHERENRS 577, w2HE
}_‘_‘ﬁguml@o

Tl E RS DR A E FORIATHILERE, SEFIRBI N view, edit, delete &, BR, SEEMBAUSHIR
RN EEER *ﬁ?& EXFERT, WU LBEGUIR HRMARASEE, HAASEEBETE B R
T B B A B B AR SRS AR,

1.2.4. f{fR
TEE R AN AR
FUBRIG NS Sk 5 S ATAR B SRER K BE,  LIRE R BT AR,

o XHEWRZ EHITY

o Hr.

n XRKR—AHZTAS. AR, FEHENLS, ERTUELAERRBENLET
P

m Y RKREHITHERE, A0 : BA. BEFESE,
m z RRZEIFBTRE, 0 "/accounts”,

Red Hat Single Sign-On 1Rt EEWFE R, ATFHWE—RIIINRER, SERMELIFEZENN. BT
MMEIEA R, SRt 7T RIFMEFFEEED

o [HEMHEMMIREENE
o IREREFNREEN, BETEMNENEEERNEZE
o TEIZFTRIIHTER ; MARFRXIEZFIVERIEH, mAMEARITEl].

1.2.5. RB&
SRR TE LT AU B LR B R IR, SHRTRE, ERIEEN KSR, MENAENSR

(UOFR. SEHEAE) MRREMGE, BRENSTRTRITRAAR U F2RFHTEACMEX, @it
g, WTLX%’@E?E'&E’\JWEJ%%IJ(ABAC)\ EFAEMIAEHI(RBAC), EF TSI
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LEHEHNERAES.

Red Hat Single Sign-On Fll AR R, LARINMIRHER SR RRE L El], EaiEESH
2RSS F DI HIEE1T N, 1 Red Hat Single Sign-On Authorization Services 1, 7 Red Hat
Single Sign-On Authorization Services FEfEZERE, TMABIERTA LIRS E FRIRMFRG TREREEK
B, thEt2id, EAILIOZAMARRE, ARFERATRMNMNREFFIAEI], FEIHE S RIEREE
B8 HRREE,

1.2.6. SREG LN 7S

RIBIRHMIZFE R ERIE R EUM LI, Red Hat Single Sign-On 1RHtAIESREE, HHENATRIBHNEX
fr, EAILIGIR E CRSRES R ESR RHER R EE K,

Red Hat Single Sign-On 12t 7 —1 SPI (fR$S1RMEFAEED) , EOLUERCREATE SRR
EHEo

1.2.7. 7R ticket

FUBR ticket ®H User-Managed Access (UMAYHISEE L FFIRThERE, BIREBFENRS SR AENTR

BEALEM, XNEMRRERT B IHATE R GGRA/SSEE. V0] £ R ST R A8 B B E SR8

wBE (ERKAHH [RPT) .

EUMAH, NMREFENSFIZEMARZURNAELAHELZEZXRETE, FHREBANITERBONR ] E 1L
—RIUMMBE LB G5, THRATA SRR SS 38 Al RIS BB L BER Ui [ O FE 41 SRR Se 2 1R L F
5)/?\0

£ UMA T{ERH, BARSHBETRRS SRAGIREE, SRENRERRDOEIZH 7 SRR
BHE iR, BEFIRKREIZEER, ©oLLEL AR 28 A ticket 37 RPT  (— M RASHREBIZ

HER) & HiIER,

BXRNREFENEZER, HEH A EERUIR M UMA g,
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525 FiRfER
EFERARERER, EEESTMRERE Red Hat Single Sign-On F G2 #45 admin B, #0 Al 355 FFr
Te XBE—EEFT, BITES Red Hat Single Sign-On Server HHREMIT B 24T HIHH
JBoss EAP £, IR BYSERIFIZ1T Java Serviet N, EIE, EEEEAEKRO 24T Red Hat
Single Sign-On, LAMEER—&VEPIZITEMEGOHZE, EmSTHER jboss.socket.binding.port-
offset R E M., LLEMEMNER —IEF, NHIMEIHA Red Hat Sign-On Server T FHENHONER
(ELEH
E 5|5 Red Hat Single Sign-On fR%5%5 :

Linux/Unix

I $ .../bin/standalone.sh -Djboss.socket.binding.port-offset=100
Windows

I > ...\bin\standalone.bat -Djboss.socket.binding.port-offset=100

REMB|SXHANIRS2RE, ERBEWIHRIALTF http://localhost:8180/auth/admin/ B Red Hat Single
Sign-On Admin Console, AR JBoss EAP SEf3l, Rt http://localhost:8080,

HiBR
o BXLEFEE JBoss EAP LBIRNIFENE, HSHRT N ARFMIRSER,

2.1. {£9" SERVLET N B2
LA TiEmMEMZRIRGSFETT, LUESETLUALE AN Red Hat Single Sign-On 1B & #i%iTh
BEo X MRRE SR TFRIABIBRENRSHFEE, BFRREE LI E LT, BXIEEEELTNE
ZER, BESHAXEPENET,
A¥5®14BA T B X Red Hat Single Sign-On ARSI KBS

o NWEFIHN AR S AN

o [ERFImNARFEENFTREIRSSR, TASZERFIEIR

o EVATFREXNSZERI TR AR

o ENAREFHEAREEHIT,

2.2. QI EFAF

FHRPNE—SZEZEPLUR-IENAS. RE, B8P, BRITRUE-— I EARNARE, AE
B IE R R R BERIRS B 7RIk 25,

pi% &2
1. BI#%& N hello-world-authz 8935, 6|&2fE, SR RELNTHIE :

realm hello-world-authz

12


https://access.redhat.com/documentation/zh-cn/red_hat_single_sign-on/7.6/html-single/getting_started_guide/
http://localhost:8180/auth/admin/
http://localhost:8080
https://access.redhat.com/documentation/zh-cn/red_hat_single_sign-on/7.6/html-single/securing_applications_and_services_guide/

Hello-world-authz

General Login Keys Email Themes Cache

*Name hello-world-authz
Display name
HTML Display name

Frontend URL

Enabled m

User-Managed OFF
Access
Endpoints OpenlD Endpoint Configuration

SAML 2.0 Identity Provider Metadata

= Users,

AP AR TTE RS LA A P8 E,

B AIMAF,

##EE Username, Email, First Name, # Last Name FE%,
¥ User Enabled tJ#:%] ON

= Save,

LN

Users Add user

Add user
1D
Created At
Username * alice
Email alice@keycloak.org
First Name Alice
Last Name Smith
User Enabled m
Email Verified OFF

Required User
Actions

= Credentials 15 £ N B X B HHE,

a1 k-4

Tokens

2% e

Client Registration

13
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Users alice

Alice &

Realm Settings

Clients
Clien

Position

Reset Password

User Federation

Authent
Auther Password

Password
Confirmation

Temporary

Details Attributes

Manage Credentials

Credentials Role Mappings Groups

User Label

password

OFF

Reset Password

Consents Sessions

8. EABIL5EMK New Password #1 Password Confirmation %, AFH. i Temporary FFxH

OFF,

9. Hii: Set Password X & MY,

2.3. 5 AIRINARSS

&I LEBCE M8 OpenlD Connect X BIILAE R Fimi AR # s AERAR S .

TREBE i,

pi% &2
1. = Clients FFIA QIR P inN BEF,

2. BE B ID. B imb#H R URL FEX,

DIgE S m RERF

Clients Add Client

Add Client
Realm Settings Import
Clients clientID *

Clien

Client Protocol

Root URL

3. =™ Save,
e &2 7R Client Settings T1H,

14

Select file ]
app-authz-vanilla
openid-connect

httpi/localhost:8080/app-authz-vanilla

WL AT AR LT &



2% e

£ Access Type FE&i%F¥ confidential, J% Authorization Enabled tJ#Z] ON

= Save,
NP ETR— N ER Authorization 3£ F,

& tmiE

Clients » app-authz-vanilla

App-authz-vanilla w

o Settings Credentials Roles Client Scopes Mappers Scope Authorization
Clients Sessions Offline Access Clustering Installation Service Account Roles
Clien )

Client 1D app-authz-vanilla
Name
dentity
Description
Enabled m
Consent Required OFF
Login Theme v
Client Protocol openid-connect v
Access Type confidential -
Standard Flow m
Enabled
Implicit Flow OFF
Enabled

Direct Access
Grants Enabled

Service Accounts m

Enabled

Authorization
Enabled

= Authorization 1%£T £,
EERT & B R B0 B Authorization Settings T1H :

BRE

15
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Clients » app-authz-vanilla > Authorization > Settings

=

App-authz-vanilla =

Realm Settings Settings Credentials Roles Client Scopes @ Mappers @ Scope @ Authorization Revocation
© Clien Sessions @ Offline Access @ Clustering Installation @ Service Account Roles @
Clien es Settings Resources Authorization Scopes Policies Permissions Evaluate Export Settings
Import & select file ¥
Policy Enforcing :I

Enforcement Mode
7]

Decision Strategy Unanimous j
7]

Remote Resource m

Management &

entication

WIRNE IR ARRFEE BRAARSE!, Red Hat Single Sign-On & B & P iRRIE B 02 LN ERIA
wiE,

Hith 5w
o HRAFMNRS

o FIABLE

2.4. 15, EREFMNSENN BERF
IfE, app-authz-vanilla FiRRSS 3 (KE i) SEREBMBNRSHER, ATLUSHEIBZERIRS

o

Red Hat Single Sign-On Quickstarts Repository Fig#t T IR EEEMNN AREFIUIE NG, BHEEE
MR B P LU TNSA, FHE PATH RETA, SAREFREARLL

® JavaJDK 8
® Apache Maven 3.11 L& & R A
o Git

IR LB S G E (KLTF https://github.com/redhat-developer/redhat-sso-quickstarts ) JEFKEX
K%, FRSEEFERANIEERERRACRNS X,

REBLUUT ST ELM,

A =

I $ git clone https://github.com/redhat-developer/redhat-sso-quickstarts
BB AN ERZ RN AL T

I $ cd redhat-sso-quickstarts/app-authz-jee-vanilla
2,41 KEGERC SR ECE

16


https://github.com/redhat-developer/redhat-sso-quickstarts
https://github.com/redhat-developer/redhat-sso-quickstarts

2% e

FEMERMERE LN ARRFRT, Bl LRECERSREE.,

pi% &2
1. B3 Admin #2415,
2. mEHEFH Clients,

3. EEFImAIKF, Hii app-authz-vanilla B imMN A, LA RFTFF Client Settings 71 H.

& tmiE

Clients » app-authz-vanilla

-

App-authz-vanilla w

Realm Setti Settings Credentials Roles Client Scopes Mappers Scope Authorization
nEd 1>
Clients Sessions Offline Access Clustering Installation Service Account Roles
Client 1D app-authz-vanilla
Name
Description
Enabled m
Consent Required OFF
Login Theme v
Client Protocol openid-connect v
Access Type confidential -
Standard Flow m
Enabled
mport
Implicit Flow OFF
Enabled

Direct Access
Grants Enabled

Service Accounts m

Enabled

Authorization
Enabled

4. = Installation 3£,

5. 7E Format Options T #1545 Keycloak OIDC JSON,
ERCEEELL JSON &R E R,

6. = Download,

ERCARACIE

17
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Clients app-authz-vanilla

-

App-authz-vanilla =

Settings Credentials Roles Client scopes @ Mappers © Scope @ Authorization Revocation
Sessions @ Offline Access @ Clustering Installation @ Service Account Roles @

Format Keycloak OIDC JSON j

Option

"realm": "hello-world-authz",

"auth-server-url”: "httpi//localhost:8080/auth/”,
ssl-required”: "external”,

"resource”™ "app-authz-vanilla”,
"verify-token-audience": true,

"credentials": {

"secret”: "7f3b9561-1cd6-4bdf-bofb-07542611echs”
%
"confidential-port™: 0,

"policy-enforcer”: {}

i

7. 324 keycloak.json %] app-authz-jee-vanilla/config B %,
8. (W) I/BEEEM URL,
RNBERT, HAPERRRS S LRIZERFAERONRR, SRE&EEr B 403 RS 3

TR, B2, AT AREBINMAFAEEEER URL, EIRESER URL, 15 EEH
keycloak.json 34, FHEALITHREEH policy-enforcer EEiE :

"policy-enforcer": {
"on-deny-redirect-to" : "/app-authz-vanilla/error.jsp"

}

INRA A EBVIFZRPERAAENR, NXNERKIEEMA-ZEERE /app-authz-
vanilla/error.jsp TlH, MA&RE—4 403 Unauthorized 1§ 2.

2.4.2 HEMEREN AR
EWRMBENBRE, HHTUTHS

$ cd redhat-sso-quickstarts/app-authz-jee-vanilla
$ mvn clean package wildfly:deploy

2.4.3. N AERE

INRIEHIR AR B IhERE, A LUTE http://localhost:8080/app-authz-vanilla 15178, Red Hat
Single Sign-On Login T E 1T .

R
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http://localhost:8080/app-authz-vanilla

3AB0B0%2Fhello-world-authz-service%2F& state=0%2F5 14ead06-e 1a7-46cd- 9685-c58e494alb fr

« rednat

HELLO-WORLD-AUTHZ

1 Llalice 5p&E%, EREVIZAFEENEN, S ERUT®E :

hello World Authz FE 1T
® localhost:8080/hel x
< C | ® localhost: ello-world-authz-service, T %x
‘Welcome !
Logout

Your permissions are:
« Resource: Default Resource

ID: 1675ebed-fd6f-47{6-8744-cd7805caabdf

LB NE iR RS RRIIRSH, I8 RERE L BIRILE RS T —DREREE, 18
AR TS L SRR 7 B9 BLR B U R RR

R LIS SE B AAROABRANSRES, FHN AR a0, EZEEE A Red Hat Single Sign-On 2R
A KR DI AT SRS,

TR ] LR & B kMt N B2, fIan, =T LU B % F ik B9 Authorization 17677+ SR B ek

FIARE, ARFHT Policies TR HAMIE Him, AFHT5IZKRFH Default Policy, I, FHi1EFEMA
LTI E A B T HIFIZR T Logic 20 Negative,
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1L WETRNAREIH, RAEBREXR,
BITEBY RN RERF.

Mozilla Firefox

25 httpy/flocal...eferrorjsp % | 4+
€) O | localhost:8080/hello-world-authz-service/error e |[Q search e & Aae =

Logout
Access Denied !

HiHR
o REFRE

2.4.4. [5G R
RET AT EL b4, B0

o QIRSEH, NEEERERFNR, FHENBBRFMEITNK, BAaldTHRFE (SBRELIRHN
SEERIE AT ?

o OIERFEREMKEE, FIHXLEKES Default Permission fHXEf,
o [FHAKEEN AE BRIABR FHNNAXET R, B0, HEZDRIEFHIEN R AR,

Hith 5w
o AXMAEFMIIANARFRANIRNESZER, HEMH RIURN LT,

2.5. TAUREA]

BR T L—T e R RBIN A2 R app-authz-jee-vanilla quickstart 4+, Red Hat Single Sign-On
Quickstarts Repository @& T {8 AN SIS AR IR RO IR A AR 55 B9 oAtk N F

BREOREA BT, UEETENY SR ERENIRS, HERTRNKRANER. EHIFERLREF
WA RTREAAIMZEE AA, MEMIZANBRT FRIRSEEB SN AREFHERRIIRSHAE -
REER.

SREA 15— README Xtff, Heh@SMmnE, HEMITOSBERFNNN. TRIRM
L DTS- INSLOEE T

xR 2.1. BAUREAT]
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https://github.com/redhat-developer/redhat-sso-quickstarts

Name

app-authz-jee-servlet

app-authz-jee-vanilla

app-authz-rest-springboot

app-authz-springboot

app-authz-uma-photoz

2% e

sk

SRR Jakarta EE N FE S AFBAIBOIRAL, LURT
3 BURFFIRIE MLLIE 5 R & AR5 2R AR
BASKE,

SRR Jakarta EE MR AFBAIBOIRAN, FHEMA
BOUABRBGA B SRR N A P BIFTE BR,

SER 0 # A Red Hat Single Sign-On Authorization
Services & SpringBoot REST AR%5.

SERIMAYE SpringBoot Web N AR, HEHHH
ISIEFNIRIN S EEBH Red Hat Single Sign-On &I,

EF HTML5+AngularJS+JAX-RS BRI N H, ©iR
~TMMERRAA BRI NAREHATRAIEE
BERBIP R
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https://github.com/keycloak/keycloak-quickstarts/tree/latest/app-authz-jee-servlet
https://github.com/keycloak/keycloak-quickstarts/tree/latest/app-authz-jee-vanilla
https://github.com/keycloak/keycloak-quickstarts/tree/latest/app-authz-rest-springboot
https://github.com/keycloak/keycloak-quickstarts/tree/latest/app-authz-springboot
https://github.com/keycloak/keycloak-quickstarts/tree/latest/app-authz-uma-photoz

Red Hat Single Sign-On 7.6 $&FUIR S5 H5F

% 3E EERRRS SR
148 OAUth2 138, FIRMRSSSRIEEBRIFMRNIRSS, EUBESHNNLBRINRAR,

£ Red Hat Single Sign-On /1, IZHEEMNTER, NEZRIFWFTIRIZHEBANEN, BRIEARRREE]
WA TIRPURER,

ERE RN ARFE A URE NS FREANNR, X, EERSRE I imN ARFRE N HRIRS 5.

3.1 BB E Fim R F

J& B8 Red Hat Single Sign-On Authorization Services B8 —% R Q| IE B LN B ¥HRAR 55 2300 S Ik KL
AR,

i

1. #&= Clients,

Clients
Lookup
Realm Set search Q —
Clients ClientID Enabled Base URL Actions
account True http://localhost:8080/auth/realms Edit = Export  Delete
Ihello-world-authz/account/
account-console True http://localhost:8080/auth/realms Edit = Export  Delete
Ihello-world-authz/account/
admin-cli True Edit = Export  Delete
app-authz-vanilla | True Edit = Export = Delete
broker True Edit = Export = Delete
realm- True Edit = Export = Delete

management

security-admin- True httpi//localhost:8080/auths/admin Edit = Export = Delete

console Jhello-world-authz/console/

2. 7EMTIE E, i Create,
AN

Clients Add Client

Add Client

Import Select file (5]
ClientID * My-resource-server
Clients
Client Protocol openid-connect -
Client s
Root URL http://localhost:B080/my-resource-server

dentity m Cancel

22



BI3IEEMEHK

3. AR WME i ID, 580, my-resource-server,

4. i AN FATEFER Root URL, 40 :

I http://${host}:${port}/my-resource-server

5. R Save, B/ImEOIE, &/ Settings MEFHT I,

& tmiE

O

Clients

IR & B R AN T 89 T -

my-resource-server

My-resource-server w

Settings Credentials Roles Client Scopes Mappers Scope
clients Offline Access Clustering Installation Service Account Roles
Clien )
Client ID my-resource-server
Name
dentity
Description
Enabled m

Consent Required

Login Theme

Client Protocol

Access Type

Standard Flow
Enabled

Implicit Flow
Enabled

Direct Access
Grants Enabled

Service Accounts
Enabled

Authorization
Enabled

3.2. 5 AR SS

ZEJF OIDC Client Application #4275 /) BT IR AR 55 25 /5 BB AHROIRAN, 151%EFE Access type confidential,
$RIE B Authorization Enabled switch to ON, 2Af5 2 Save,

J& R AR 55

OFF

openid-connect

confidential

OFF

RRSH
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Clients > my-resource-server

=

My-resource-server w

Settings Credentials Roles Client Scopes Mappers Scope
Offline Access Clustering Installation Service Account Roles
Client ID Mmy-resource-server
Name
Description
Enabled m
Consent Required OFF
Login Theme
Client Protocol openid-connect
Access Type confidential
Standard Flow m
Enabled
Implicit Flow OFF
Enabled

Direct Access

Grants Enabled

Service Accounts
Enabled

Authorization
Enabled

E P ime B aR— 1N Authorization 7ETE, mifi Authorization I35 71, £ERELCAITHIIE :

PHRIR 5543 1B
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Clients my-resource-server > Authorization Settings

e

I\/ly—resource—server [ ]

Realm Se Settings Credentials Roles Client Scopes @ Mappers @ Scope @ Authorization Revocation
Clients Sessions @ Offline Access © Clustering Installation @ Service Account Roles @
Clie Settings Resources Authorization Scopes Policies Permissions Evaluate Export Settings
Import @ select file (3]
Policy Enforcement Enforcing j
Mode ©
Decision Strategy © Unanimous :I

Remote Resource m

Management &

Authorization 1%+ B EFAF LTI+, HAPEE T ZLIUBEN R RS FREERT N ARFH 5T
Ro BMIE D HIEREIREE U HERNY, BUTEESMERARERS

o K&

FERSSRNENLE, AR TTEANIEE, 1HEE Resource Server Settings 4
o R

EARTIA, EUEE N AEREFNTR,
o ZRBGEH

FTime, EUER SEH,
o KB (policy)

EXANTUES, EUER SRR, HE IR FIRSEME,
o TUBR

EXANTES, LB R TTIR BIARE 502K EEI SRR FHRFEHE,
o {4

ELTIES, EELL RIS R FEEEE SRR IERS L E 4R,
o SHikE
TR TIE S, EE] LUSSIGAE 5 HE JSON 3T,
3.2.1 HWiRRS B IXE

1E Resource Server Settings TUEH, BALAREEREFIEN, AFZRHRERE, #ASHENEEX
&,

o REGsEBIRN
HEEFE IR AOERI AR 55 2R BRI RT3 8l 2K B SR

o Enforcing

(FOARR) BOAELER, BMERE 54 E HIRKIKAIRE,

o Permissive

ENfER A 54 TE HIRRIBIRES, HRRVFFRK,

o Disabled
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ZRAMARBH AT IFARE HR,

REFRE

BEECE RS T SRV (4 5| BN RIB AT A WA TR BYLE SRR E IR SCE B 2 B IR T 18

K. Affirmative X7, ED—MUIRDIHETRRK, FRER T 5RRESEEBIVIRIAL

BR. FHAE PRAENBRIIHATBORE S BERZORE, Hla0, MNRBEE THRIGEE BN AN RER
FEAR (AP —HRTFHANER, H—PUEELATIR) , FREFRMEY Affirmative, T4
RFEHW HRSSEHBNR, S, EABRPHENEL b RIBLE HIRSSERE B F,

R FREE
EERREE W UHTRRS HTREEE,. MR false, NREMEEZEHSEETIR,

33. RIAEE
LIROIE TRARSS 230, Red Hat Single Sign-On STl 2 # FHRAR S 23 0B RN E.

MNP ESTHE

R AR FHIAA HIREIBIART TR,
PRZAR T 52 I SRR AR B9 BTR BT [N BRBVZRER.
RIER SRS E TR A BHRB DT [ A RREIARR.

KAZRERIPHFRESR N BRATR, NRESME Resources 1£TI£, EAUEERE,
K TR

Clients my-resource-server > Authorization Resources

My-resource-server w

Seftings Credentials Roles Client Scopes @ Mappers @ Scope @ Authorization Revocation Sessions @
Offline Access @ Clustering Installation @ Service Account Roles ©
Settings Resources Authorization Scopes Policies Permissions Evaluate Export Settings
Filter:
-------- Q Q Q Q
Q
Create
Name Type URIS Owner Actions
» | Default Resource urn:my-resource-serverresources:default "~ my-resource-server Create Permission

L EERE X — Type, Bl urn:my-resource-server:resources:default 51— URI /*, iXE# URI F
BENT—MNEEFER, SEFZTRAERNBREFPIAAERZRMN Red Hat Single Sign-On,  #i&1E
Ui, RN ARRESA SIS B, SERTURARRTG E 5% R KA A AR,

LIRTREIR Type £ LT —ME, TRATFORE KRR TIRNE, ZBRG AN AEIFIA RN ERER
BOR B Q2R H A R,

BOASRESFT ) ME—ROISREE, 0REVEAZ Policies TR, AILIEFZRMK,
LN
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RED HAT SINGLE SIGN-ON a Admin »

Clients » my-resource-server » Authorization > Policies

Hello-world-authz  ~

-

My-resource-server w

Settings Credentials Roles Client Scopes @ Mappers @ Scope @ Authorization Revocation Sessions @

Offline Access @ Clustering Installation @ Service Account Roles @

Settings Resources Authorization Scopes Policies Permissions Evaluate Export Settings

Filter: | yame Q, || Resource Q || Scope Q | Alltypes :I Create Policy... :I
Name Description Type Actions

» | Default Policy A policy that grants access only for users within this realm is Delete

RS 2 E T JavaScript BIREE, BIRZER TN LRSI BI BRI VT AR, ANR = tE2REE, RTEL
BRTEXTHM, W0TFA®:

// by default, grants any permission associated with this policy
$evaluation.grant();

55, BRIUNEFR HBGANBR, ERLUET Permissions I 5T RBEEE.
KIATUPR

Clients > my-resource-server > Authorization > Permissions

o

I\/Iy—resource—server [ ]

Settings Credentials Roles Client Scopes @ Mappers @ Scope @ Authorization Revocation sessions @
Offline Access @ Clustering Installation @ Service Account Roles @
Settings Resources Authorization Scopes Policies Permissions Evaluate Export Settings
Filter: | jome Q, || Resource Q || scope Q || Alltypes :I
Create Permission... :l
Name Description Type Actions
» | Default Permission A permission that applies to the default resource type resource Delete

AR Z2EF HREINIR, EX—PHEDRBNES, SATEALERENMA KR,

3.3.1. ERFINERE
&R OB HEREIABTR, SREGSARE LH LIRS B SRR BRI B,

I FGRFER URI B8, 1% URIER /* SRS RN BRFHIEATRRER. EURBETEECH
TR, PERFKIE 27, HBERRABEFRSEBSHREHZ,

KIBBENLT —1MHR, CHHENEAEFPNERE, MRENECHTRE A
IR, 1555 W MIBk Default Resource, =X{FH URIS FERBE NN RIZFHE H EEKMEE
%, BN, SBAFRXBAREE (BUAER THRERFIHRAGR) , Red Hat Single
Sign-On 7 F Red Hat Single Sign-On & 32 {R 47 # 5 /J?E’Jlﬁlﬂﬂﬁﬂo

3.4. FHMNGARNEE

AL SHMTEHTRRS S (XBFin) HWEBXRE, LN ERIRS SRS ANENRES 4. ST
BEHNFRRSSROUBBREEXEHNEEREN, TUFANFHEEXH,. EBEXHISLLTAEH
TE
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o RIFMITTIEASEH
o ZKE& (policy)
o HUBR

3.4.1. S HEEXH

ik =
1. 5%l Resource Server Settings Ti .,

2. = Export Settings 17+,

3. fEleTimE L, i Export,
SHxE

My-resource-server

1
"allowRemoteResourceManagement”: true,
"policyEnforcementMode”: "ENFORCING",
"resources”: [

{

": "Default Resource”,

"urn:my-resource-serverrresources:default”,
"ownerManagedAccess": false,

"attributes": {},

"_id": "d9357cbc-8700-4e68-820a-5beccff1b1c,
"uris™: [

g

BEXHL JSON A FH, HEREXERXIEEA,

REXHHERFE.

3.4.2. S AREXH
BRI BHRAR S5 28 S AR B X

it =

1. 5%l Resource Server Settings Tl

SARE

28

Clients > my-resourceserver > Authorization > export-settings

&R LLE HIFNRENS.

/\
ASUM

Settings Credentials Roles Client Scopes Mappers Scope Authorization Revocation Sessions
Offline Access Clustering Installation Service Account Roles
Settings Resources Authorization Scopes Policies Permissions Evaluate

Export Settings

AHE LA Download LA T #;



2.

) Clients

Clients my-resource-server > Authorization Settings

My—resource—server [ ]

-

Settings Credentials Roles Client Scopes Mappers Scope Authorization Revocation
Sessions Offline Access Clustering Installation Service Account Roles
Settings Resources Authorization Scopes Policies Permissions Evaluate Export Settings
Import select file (5
Policy Enforcement Enforcing j

Mode

Decision Strategy

Remote Resource
Management

Unanimous j

= Select file F1EF—NEEEBEST AW E IS,
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B4 EZ EETRENEHE

HREEFAHEA, WBERRRSSRE, BAUFRUEBREERITUFTRNEE. ®TLLE LS5 SnE
Resource #[1 Authorization Scopes %7 £ £ E1E FHRAEH

/’—r\
41. EFTR

1£ Resource T HEMAH, BRBESFHIERSZZFIKFTIRTIZR,

Resources

Photoz-restful-api W

Settings Credentials Roles Mappers @ Scope @ vocation Sessions 2] Offline Access @ Clustering nstallation @ Service Account Roles @

settings Resources Authorization Scopes Policies

Filter: | v Q e a R Q|| ow Q e Q| Hide Details v
Mame URI Owner Actions
Show Details

Show Details

Show Details

FRPIRIBIE X BRI IRIER, AN ;
o X
e URIS
o FEE
o HEXEE (EH)
o KEXHINUR
MUCFUZRT, (A A R SR B 1R FURBOHTR Create Permission 3 QIR IR,
ENEMVEROIEOURE, HIREMEE LT EE 5 PIRXHAEE,

4.2 HERR

DIRERFEEFEARER, BXBXINEEORMNER. HaIE0, TUARFERRAR—IHZS 5
J?E’J%é, mEEELENNARINFERNREXREE,

EEQEHFTER, TREERESNKRA LEAM Create,
TR
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B 45 EETRAEH

Clients » my-resource-server = Authorization = Resources = Alice Bank Account

Alice Bank Account &

Name & Alice Bank Account
Display name & A resource representing Alice's bank account
Owner &
Type & bank:account
URI @& Japifaccount/123456
Scopes @ s withdraw
Icon URI &
User-Managed Access Enabled & OFF

Resource Attributes ©
Key Value Actions

accountwithdraw.limit 100 Delete

Add

£ Red Hat Single Sign-On /1, HIRENL T —HE LARREMFRNESR, Him

® Name

R It FRE A K AL AN ME— FRF ER,

o RH
— NE/FER, ATH—RR—HSZNRRE, KB E—NEFSE, BTN TR RSG5
794, Hm, BihtENEIATIERENZEEZ urniresource-server-name:resources:default

e URIS
FRIRMAIE /Hh IR URIS, X F HTTP ¥6R, URIS 8% 2 A TR & FHRAIFE N BRE,
o 3EH

SRR —DHSNEH.

4.2.1. WREM

FWRALUXKARYE. XEEMETRATRAEXHRNEMESR, HEWESHIRXKBITIRE RZREE R
{,\&%E’J{nmw

BIEBUR—TMREY, HTUR—IHSENIFHRENES, JUBTESHREMERNBMHE L E
{E.

4.2.2. E AR
VOB type FEE A A FIS R RIMVCES L —#2, M el LU B —20 5 BRI 1T IR,

423. WERAEA

WRLEAMEE. RAERT, WRIAVRRS BFE.

B2, FRLANSEM X, FEETIURESNRREEIRIR, flm, REWERREZE S LR
S

4.2.4. L2 BB TR

PORBEERMAILUET R API AFF, LAFRIRS STREEE TR,
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TE{EF Protection API i, RILUSEHEFRARSS s SR EEA M ATAIBN IR, EXMERT, BATUEER
FIMARR R IREE VB FRER .

Red Hat Single Sign-On 12t FIRAR ST 2RI H TR, ER¥K, BN HEVRITA
FEGEIESHER, URMARPGERMNEERNR, RHEEFEBR UMA i,
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B 5 & EHEER
B85 = TR
BRI, SEBETE SERT AR iA IURATL TR BSR4,

it =

1. = Policy LU EE S HIRMR 5528 X EXIFT A SRR
%KBg (policy)

Photoz-restful-api &

Settings Credentials Roles Mappers @ Scope @ Authorization Revocation Sessions @ Offline Access @

Settings Resources Authorization Scopes Policies Permissions Evaluate

Filter: | yame Q || rResource Q || Alltypes ¥ | Hide Details ¥

Name Description

Administration Policy Defines that only administraters from a specific network address can do something,
Admin Policy Defines that adminsitrators can do something

Any User Policy Defines that enly users from well known clients are allowed to access

Only From ®@keycloak.org or Admin Defines that only users from @keycloak.org

Only From a Specific Client Defines that only clients from a specific address can do something

Only Owner iministr

s Policy Defines that only the resource owner and administrators can do something

Only Owner Policy Defines that only the resource owner is allowed to do something

EXMRETR, B EEZRIOBRNERRTIR, FOIBRM%RHE R,
2. BEOIRHHER, EMALAB Create policyitem FIFR A EFEIRIE,
AR T SRR B S,

5.1. &T M BsRHg

R AR P S S B LR LM, B R E— LA PR P D I
TOMRET A HER, IERISIRA LA KITSIRP S User,

A h0 A SR

Clients photoz-restful-api » Authorization Policies > Add User Policy

Add User Policy

Im Settings Name * Any User Policy

Clients

Description
Clien
Users™* ] v
Username Actions
Lse alice Remove
jdoe Remove
Logic Po 7

.
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5.1.1. Configuration

® Name
PRARBSM AP LM —F/FE, RELEREERSEMNISHNRE2ERBERMETR, LU
ESANCIIVEE YN Bl = (N

o fauk
SELRIEIFIBNFRS,

e AF
18 7E LL 2R AT LAV [R]WREE AR P

o ZH
FEVEAl At SR JE 1L A L SRR 012 4,
Hit 5w

o FHf1ZHE

5.2. & T A GRS

AT AR X R SRR N IR PR E L S, EdpRIF—HHZ N ARV,

RNBERT, FBRESERENNELREHRNAR, NREERT 7T EMXLEAEBRAFERTRI
IR, REBFGEFVIRAR, B2, MREBEFHITRENAR, BALURBEEEREE—MENARN
required, L RAIUAEFRBNFIELEAR, TRENZ realm L2EimAE,
LIEEEEZRUETAGBNIINESI(RBAC)K, ABRKRIRRER, HbuilntlFENAariEEy
SRR, B0, STl R REATE M IRNARE (REAM) VRN TR, EaLE
FA Red Hat Single Sign-On Client Scope B3R/ ARIETIE, EZE5uHIZ 7 imIEM Red Hat Single
Sign-On AR 25 88 3K EX U (7] h& A IR HEE .,

EEZ0EFNETABRNEE, EEBIIRE LAMNTSIRFAESE Role,

AInfa kg
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Clients photoz-restful-api > Authorization Policies > Add Role Policy

Add Role Policy

Realm Settings Name * Role policy

Clients

Description Defines that only users from well-known clients are allowed access

Realm Roles™*

dentity Providers Clients photoz-restful-api -
Client Roles * manage-albums

Name Client Required  Actions
manage-  photoz- | [« Remove
albums restful-

Groups api

[

Logic Po

.

mport

5.2.1. Configuration

® Name
R ZRBEM AR M — 2R, RELEREFERASENISNLLERBERNET,
DUEE AT AR R #IR A e,

o fauk
SERIEIEIBNFRS,

® realm Roles
BEMFLE realm A BHIX R RIT,

o EXrmft
EEWFLE client BRI DREESRITF, BERALTFE, #THE%LIEF— Client,

o ZH
TVl At S JE 1L AR L SRR 012 4,

Hith BHR

o EFNTZHE

522. REFEENAE

HORETABNRKREN, BUUREFEREREAR . JAXHEN, REERAEXYFHIRT T
A required BN F R TFUIHNIR, HHEinfA M UEE, i :

= At
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Clients photoz-restful-api > Authorization Policies > Add Role Policy

Add Role Policy

Realm Settings Name * Role policy
L lEE Description Defines that only users from well-known clients are allowed access

Realm Roles™*

Clients photoz-restful-api :I
Client Roles * manage-albums
Authentication
Name Client Required  Actions
manage-  photoz- | [« Remove
albums restful-
api
Logic Po:I

.

mport

ZREFERETCAR, FREFEETFEZRLENAEC ARl BIEE.

LEWRBEL TSN AR, BEREFHEREGN—HON, MENACHRER. EXMBERT, &9
LHEEMEFinAe, NEMNBRERSREBINE & FEI(RBAC)ERE, #ii, EaIUBERE
FEAIWMBEKE, AFBSURFRXENEERhAR, HE, BALlafRRFREESA BN
FIRR, 1A AR R —RIEFH A XM T,

5.3. & F JAVASCRIPT BYZERS

Digk

H
=
INRIGAIRES L B T BRI RIHEHI(ABAC), MUFROIFNR, HRERBFTE

IERETHEY, FENNHNEMRRIEMN, ESH Threat RELMRET F B+
==

BRI R RBR A JavaScript WANPRTE L. ERIMBHAREFIFNET IR RE
—, FIREURYE 174 AP BTSRRI RIE .

ZO0EIFMETF JavaScript BIZREE, FERIEIIFRE LAR item FIFRAP SR JavaScript,
p= Y=

BUAIBAR T, JavaScript Policies ToiE EEBIBRSS 2R, ENIZFEERER JS REGERE ZIAR
%525, 80 JavaScript Providers HRfTi,
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https://access.redhat.com/documentation/zh-cn/red_hat_single_sign-on/7.6/html-single/server_administration_guide/#_read_only_user_attributes
https://access.redhat.com/documentation/zh-cn/red_hat_single_sign-on/7.6/html-single/server_developer_guide/#_script_providers

% 5 &= BT

5.3.1. \EZBER] JAR X{EOIE JS FERE

Red Hat Single Sign-On VT ERERE JAR X, LUSHIAEZRIRS 2. 1ES M JavaScript Providers LA
THRELIFE,

BEEFHARE, EEOZEETMET AR A N TR P IEFEI BRI,
5.3.2. fIF

5.3.2.1. Mt E XX R ERY
LR RETF JavaScript BISRBRBIE HoR G, ©FEAETEMERIIRIREI(ABAC)IRIEMHIT L T TIREXH
B MR E LR

const context = $evaluation.getContext();
const contextAttributes = context.getAttributes();

if (contextAttributes.containsValue('kc.client.network.ip_address', '127.0.0.1") {
$evaluation.grant();

}

5.3.22. MR MR ERMY
LT 2ETF JavaScript BOEIRBIH B RE, ©EREFBMENDT RIS (ABAC)IRIES YaT 5D X BB
eI E JL

const context = $evaluation.getContext();

const identity = context.getldentity();

const attributes = identity.getAttributes();

const email = attributes.getValue('email’).asString(0);

if (email.endsWith(@keycloak.org'")) {
$evaluation.grant();

}

Hep, XEEHMREOE K P ERSIE P E BT BRRE,

5.3.23. ERF LB HHNAE

fRA e LAESRBE R E R E T A BB AESI(RBAC), ELUTRAIF, BITRERSHIET
keycloak_user 15 B :

const context = $evaluation.getContext();
const identity = context.getldentity();

if (identity.hasRealmRole('keycloak_user’)) {
$evaluation.grant();

}

HE, BALKERF2E#EF my-client-role &M im A, HAF my-client 2% imMNAREFHE
Fig D :

I const context = $evaluation.getContext();
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const identity = context.getldentity();
if (identity.hasClientRole('my-client’, 'my-client-role")) {

$evaluation.grant();

}

5324 RERFRAIANAR
RERFHAFNEAS :
const realm = $evaluation.getRealm();

if (realm.isUserInRealmRole('marta’, 'role-a')) {
$evaluation.grant();

}
I TFERFAFNERAER
const realm = $evaluation.getRealm();

if (realm.isUserInClientRole('marta’, 'my-client’, 'some-client-role")) {
$evaluation.grant();

}

5.3.25. MERTFHNAR
KRERFHNSAE :
const realm = $evaluation.getRealm();

if (realm.isGroupInRole('/Group A/Group D', 'role-a")) {
$evaluation.grant();

}

5.3.2.6. FHER A BAHEX R BTRAR 5545
FHERF IR R FDRRS 28, LURMHE X N{efsm 6 SEREA R BB IN1E =
const permission = $evaluation.getPermission();
// decide if permission should be granted
if (granted) {
permission.addClaim('claim-a’, 'claim-a');
permission.addClaim('claim-a’, 'claim-al');

permission.addClaim('claim-b', 'claim-b');

}

5.3.2.7. \o B HRR 5 AR

const realm = $evaluation.getRealm();
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if (realm.isUserInGroup('marta’, '/Group A/Group B") {
$evaluation.grant();

}

5.3.2.8. B &5 n{ZHl &

AR LM A S U5 IR EINLEIE S, UTREER T RER — R EAABRBAC)FIE
BA/attributes (ABAC)Ie &, EXFERT, HIREREWIXT admin A€, HEEFXE
keycloak.org 3 B9 FE FHIE :

const context = $evaluation.getContext();

const identity = context.getldentity();

const attributes = identity.getAttributes();

const email = attributes.getValue('email’).asString(0);

if (identity.hasRealmRole('admin’) || email.endsWith(@keycloak.org)) {
$evaluation.grant();

}
pa -3
B B SBIANIE, L& $evaluation MRZ L
org.keycloak.authorization.policy.evaluation.Evaluation BI% R, B XE A LAMIELEDO
VIFMRBNEZER, HESH L APL
5.4, BT 5] B EERE

18R] LA AR X SR 3RIE Oy SRR BR TE S [R] S
EOIRE TS A AORTRES, HTERERIIRA AR FIERFE Time,
SIS B SRhg
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i Clients

Clients photoz-restful-api » Authorization Policies » Add Time Policy

Add Time Policy

Realm Settings Name * Only in Period

Description A policy that limits access to a certain time period
Clier
Mot Before 2020-03-01 00:00:00
Not On or After 2020-04-10 12:00:00
User Federation Day of Month 1 S to | 10 S
Authentication ~ ~
Month 3 o to | 4 =
Year 2020 “ to | 2020 -
Groups " "
Hour 0 - to | 12 -
Minute 0 : to | 30 :
Logic Po ¥

mport
Cancel

Ex F:- ort

5.4.1. Configuration

40

Name
R IZ RN R AL —FFE, RELKREFERSENSNEEBERBYEXHWELTR,
PUEE AT AR R #IR A e,

ek
SERIEIFIBNFRS,

2 Before

TE X ABE BT U7 IR RATRVES (F], KA HATE B # /B A B FHEFXMER F R FAR,

Not On = After
TE X AEE BT 15 IR RBYRS E], RAEEYEE /B BB FHEFXMER FHRF AR,

ns
XA T VIR S, SOTLHEEBIEE,. EXMERT, REERAMNIAEAZ
Al E FHEE M MER F R PR,

H
AR T USRI B M. SLTLIEESEENNA. AXMIERT, REESRRAONT
HETIREMNMEN, FREFIR,

3
E SR F VIR ED, TLATLUEE—RIER . EXFMERT, REELRIEZEH
FEFHEENMEN FRFINR,

hour
TE AR F U A BRB /NG, A IR E —RIVNEf, EXFERT, REZEYFINGZE
HETIRENMEN FHRF IR,
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® minute

E X BT Ui R 2 8, IR AT LR E D HSEHE. EXFERT, RAEESR—28
HETFHEENNMER FHR TR,

o ZH
TVl At S B 1L A L SRR 012 4,

RAWHRAABRMER, FEBFVIFE, Red Hat Single Sign-On S RIEEMARBILE R EHIT AND
j‘gi‘?ﬁo
Hibh ¥R

o FHMZ4H

5. RE RS

SNBISCATR, Red Hat Single Sign-On SRR B — /N REE RS, XMREEBLSWIRNRIER G, Bl
FRARRREFEESFERANAERERLERS KR, FHENRSGEBZAGE KT RIEE D
=,

EOBFR SRS, HERKIIRA LANTIZIRP LR Aggregated,
AR ERE

Clients photoz-restful-api » Authorization Policies » Aggregated Restricted Administration Policy

Restricted Administration Policy w

Name * Restricted Administration Policy
Description Only administrators from a specific network address can do something
Apply Policy * Select existing policy v Create :I

Name Description Actions
Only from a specific Only clients from a specific address

) ) Remove
client address can do something
Only Admin Policy Only administrators can do

Remove
something
Decision Strategy Unanimous :I
Logic Po :I

-

BIZIEEB &N Confidential Resource IR, iXLEHIRRBER keycloak.org IHHBIF 7 LA KR — ESEH R
IP b FE AT R, WA LUERXM N RECIEAN KR, B2, TEESSFERALKRKRNIEERS, UNA
ELZTTRIMNBR, TMAE ERBMLE,

BRI A 2 S QI FRBYSRES, FRIBIM M RISHAEAS OB =R, BT REKEE, &
L/LEEE?HéEﬂﬁ%H% R ETHTRIR G RSN A R SR EHEATUR,
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A=
HORRERIEE, HIR, BTREIARZENEASESKOIL, NREMEBEI
REIK %, NITE QIR SRR,

5.5.1. Configuration

® Name
R IZ RER RN R A LA ME—F /PR, B BRZNBIEFERSEML SR L ERFERXNE
r, MEERTUERRIAGISl], FRECIINE

o i
BEHERNE S LIS BNERE,

o AN
S RAEIR LM — A RS NEIRNES, BRI, EA LG RSB
B (B S K TSR O BB S,

o RERIREE
AN BR B R SR 2R K

o ZH
TVl EAth SR JE 1L AR L SRR 012 4,
HitBR

o IFHf1Z4E

5.5.2. AT RERIEFIRERRES
TEABRRAERE, AT UE VARES N BRI RIRE LM R R,

® unanimous

INRARIRAHEIRES, MIBOAKES. EXFERT, ArF REGEHL I ERZORBHPIRARE.

o Affirmative

EXMISRT, ELEF— RO MTHIRIIRE, FREMEREKRE,
® consensus

EXTERT, TNRROBEY TN KT IRRNKE, MREMIURRNOBENER, NRLR
BN,

5.6. E T FindI SR

0] LA FRX R ERBE N IE IR E L — B % D& i ()% RE9SE 4
ZORETEFimrFERE, 157ERIRSIRE LANTIFIFRFAILEEE Client,
RIS
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Clients photoz-restful-api » Authorization Policies > Add Client Policy

Add Client Policy

Realm Settings Name * My client policy
Clients Description Only these clients are allowed to access something
Clients *
dentity Providers clientid Actions
- ’ photoz-html5-client Remove
User Federation
Logic Po 7|

Groups

5.6.1. Configuration

® Name
PRARBSM AP LM —F/FE, RELEREERSENSHNRLERBERMETR, LU
ESANCIIVEEE YN Bl = (N

o fauk
SSRGS IFIBNFRES,

o EFm
18 7E L SRS R LAV [RIFLE 2 P B

o ZH
TVl At SR JE 1L AR L SRR 012

Hi 5w
o EFTZHE

5.7. ETFHMREE
AR LAfeE F X R IR R E L — RS ANA (REREEN) AN REIS
TORETAMNGER, EEERTIRA EABRNTFIERSERE Group,

43



Red Hat Single Sign-On 7.6 $&FUIR S5 H5F

HERRG

Clients

MName *

Realm Settings

Clients Description

Client Scopes
Groups Claim

Groups *

User Federation

Authentication

Groups

mport
Logic

Export

5.7.1. Configuration

® Name

photoz-restful-api

Authorization Policies » Add Group Policy

Add Group Policy

Only IT Administrators

Only IT admins can access something

groups
#2Groups
= People

=l Sales

=l Marketing

= IT

= Administrators
Extend to

path Children Actions
/People/IT/Administrators O Remove

Po ¥

.

BRIZ SRR AR T ILAKE—F R R, RELKEASEN SN LB RE A XM AT,

IVRESRTIIVE RN ARG A (S

o fauk
SRR IFIBNFRS,

o H7SEH

EESHEPNFRLT (EHEHN/FEE) . BF, BIGEKRETRIA%A%
FUmEY 1D SRS T FhEIET AR, IRE N, FELEEMPERIULBERIER, LUER
FRIBHIA. IRARE L, NMEBSEEIRER A 894,

e A

FLERAPHE

RVFIREEAE VAL BRI LE SRR R HI S e RI2H, RINASE, BB TRCERE T RE
childrenren &4 BAFHIVTRIARR, MRREBARIRIC, NIT5R]BREICGE B F ATk,

o ZH

FEVEAl At S B N A L SRR 012 4,

HiBR

o EFTZHE

5.7.2. ¥ BX FHEI A
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BOIAERT, SERERINELCERBERS, 17 BRI OO AR B AT H R A .

ARLEERT, TRABBAFVINARE, MEAFHEREHHPIEMRFH, X FRMAEME,
BRI DRE— N EIRAE WY RE Fii8, My BAFHBI Ui HIAR,

I BN F 5]

Clients photoz-restful-api » Authorization Policies » Add Group Policy

Add Group Policy

Realm Settings Name * Any IT staff

&) Clients

Description Any user in the IT department can access something
Clier
Groups Claim groups
Groups * #Groups

= People

User Federation £l Sales
5l Marketing
Authentication & IT
% Administrators

Groups

] Extend to
path Children Actions
/People/IT (v Remove

Events

mport
Logic Po -

FEEERRAIF, RIER N IT HEAEMKARERA P &RFUIHGR,

5.8. AT & M imsE R R

AT LUE A X SRR N ISR BR TE L —2H 3k % N & imSe Fl 7 [ 5 RIS 45

KINBERT, AIMBLREHANEFIEEARIBERERE, NRIEFKGNNE HESHEETEPEARE
Fimsel, REEEFIRNR, B2, MREBEFHITRENE M imelE, BaUEE—MEENE -
If3E N required,

ZRBFNE TR ine KR, EERKIIFREA LANTISIRFILESE Client Scope,

AN 7 e SR
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Realm Settings

Clients

Client Scopes
Roles

Identity Providers
User Federation

Authentication

Groups

Clients

5.8.1. Configuration

® Name

photoz-restful-ap

Name *

Description

Client Scopes *

Logic

Authorization Policies :» Add Client Scope Paolicy

Add Client Scope Policy

Client Scope Policy

album

Name Required Actions
album Remove
Fow

R IZERBREI AR AT MM —F R, RELKREFERASENLFMEERRELE XA,
IVRESIIVE RN ARG A (S

o

SERIGIFIBNFRS,

o E/imseH

1B LL2RBK SO VIR LL 2

o ZH

IS .

TVl ELAth S JE N A L SRR 012 4,

Hth TR

582 RIEFEELES

o EFTZHE

EHBETEAIHE
P K5 1A]#$5% F T A required & im0

AR % S [ B
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1R

’ 0N

]

A LU EMIE P imse FE 18 E 4 Required,
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Clients photoz-restful-api » Authorization Policies :» Add Client Scope Paolicy
Photoz v

Add Client Scope Policy

- * Client Scope Palicy
Realm Settings Name Client Scope Policy

Clients Description

Client Scopes

Client Scopes * album ¥
Roles
Identity Providers Name Required Actions
album Remove
User Federation
Authentication
Logic Fow

Groups

ZREFEREEWEH, FREFELPEERENS M IRCHE R SitE,
HIMPRIEE LT SN EFIERE, ENEimcHaRER, BEREAEINFETEZLEN.

5.9. Z£F REGEX MK

15T LA R 24 BB B AR B R RTE L regex R4

EOIRET regex HIFTEDS, IH1EEIEIIFRA EAKTFHIRAERE Regex.
# N Regex SRB&

Clients photoz-restful-ap Authorization Policies : Add Regex Policy
Photoz v

Add Regex Policy

Realm Settings Name * Regex Palicy
Description
Target Claim * sample-:a m
) ) Regex Pattern * fsample.+%
|dentity Providers = .
User Federation Logic Pow

Authentication
Cancel

5.9.1. Configuration

® Name
R IZ RN R AL —F R, RELREFERSENSNEEERBYEXHNELR,
DUEE AT AR R #IR A e,

o fauk
SERIEIEIENFRS,
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o BirE%k
EE SR B IrARERR R,

o FNIFRIAAZEN
1E7E regex B,
o ZH
PR E M S FE B N F LSRR BT Logic,

5.10. IEFN 1255
R LMERESZHEERE, BmEL, BalfERXMNETRE VR ERETNRBE R,

fign, REELR— R, FF',\ RABRFRAFRTHEABGHAN, EXMERT, ETUERZA
@,@'JLE:.F%@,EI’J%W% FHFHE Logic FERIXE Y Negative, MIRIE RE Positive (XZEINTH) ,
SRBRLE R R BRI,

5.11. SRE&E4H API

3 JavaScript 5 £ FHNIBISRBRES, I8 REFRME T G API, RUEANEEREEHERS
R T AR

It API LA EOAER, BIRLEYRER, B
o FEIHEHEBINIR, HRATIERMEIRAEHE.
o SiEKRBFRRIXHE M
o ZATI IR LA R SHUAT £ T SUREE A H AL B M
o BXRAMAMABREAIMER

F# O = org.keycloak.authorization.policy.evaluation.Evaluation, ©E X T T&ME :

public interface Evaluation {

/**
* Returns the {@link ResourcePermission} to be evaluated.

*

* @return the permission to be evaluated
Y
ResourcePermission getPermission();

/**
* Returns the {@link EvaluationContext}. Which provides access to the whole evaluation runtime
context.

*

* @return the evaluation context
*
EvaluationContext getContext();

/**
* Returns a {@link Realm} that can be used by policies to query information.

*

* @return a {@link Realm} instance
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Y/
Realm getRealm();

/**
* Grants the requested permission to the caller.
Y/

void grant();

/**
* Denies the requested permission.
Y/
void deny();
}

FEIEBIRAGE KA, Red Hat Single Sign-On & 02 144 5261, AREHITAEMARE, RE, 6
B RS, LMAEVAIRZE S GRANT L2 DENY,

@11 VHF Evaluation 52 £ grant () 3 deny () FAiERBERK. BAERT, TEE SEHIER
BWIEY, XEKRBFEERELIUERAR grant () A%, LUIERNHR FHERIREE G5 ZE,

Hth B

e JavaDocs X #14.

5.1 W& ETFX
Vs £ XA R Dy SRR M T B AME R,

public interface EvaluationContext {

/**
* Returns the {@link Identity} that represents an entity (person or non-person) to which the
permissions must be granted, or not.

*

* @return the identity to which the permissions must be granted, or not
Y/
Identity getldentity();

/**
* Returns all attributes within the current execution and runtime environment.

*

* @return the attributes within the current execution and runtime environment
¥
Attributes getAttributes();
}

FEIXANFREA, REEALURER :
o S BRIIER Hp
o BXITETXMZITHIMERER
B RI\ESFNGHER—EAEB OAuth2 iR SR, 3B IHERT LA MRS S R P IREXEIFR B 75

B, Hlan, NRIEGER 7B IEF 7 OAuth2 il S & & B E LFH, S al LIRS Rt
BAFH3E e SR B IR R
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EvaluationContext if AT LRV | SHUTIMEMZ TR IMNEEAXHNEY. E, RELITRERM.

X 5.1 PFTHIZ T B

Name Uiy

kc.time.date_time L5 B HRFOA[A)
kc.client.network.ip_address B i IPv4 ik
ke.client.network.host B imEN A

kc.client.id & i 1D
kc.client.user_agent 'User-Agent' HTTP #r2kHI{E
kc.realm.name 15 &

50
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B 6 = EHAUR

# 6 5 FENR
FURSATR 5 BRI BN RIBKEE, LURQERIE N SRR ERTRIET VAR,

QB EEFRTIERUERBFRIFXETRMEKRIRE, S UFBREENR, ETENR, E%5%ETRR
£ 80} B Permissions 11,

HRR

Clients photoz-restful-api > Authorization Permissions

[

Photoz-restful-api &

Settings Credentials Roles Client Scopes Mappers Scope Authorization Revocation Sessions
& Clients Offline Access Clustering Installation Service Account Roles
o Settings Resources Authorization Scopes Policies Permissions Evaluate Export Settings
Filter: | Name Q, || Resource Q || Scope Q || Alltypes :I Create Permission... :I
Name Description Type Actions
> Default Permission A permission that applies to the default resource type resource Delete

LB RSAR P E BB & -
® Resources
o SEH
iggﬂ@,%MW@W%EL%%ﬁﬁﬂ%¢ﬁ%@%@@%ﬂ@%ﬂouTwﬁﬁﬁ%ﬂmﬁTﬁﬁ
6.1. SIBE F HIRIR
BEFHRANRE LT —H— RSN EIR, LARS LA — A= S NMRIERIEHE TR
ZURETFHRNFFR, FENRIIFRE LANIFIFRFLFE BEF Resource,
ST 00 VS BR
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Clients photoz-restful-api » Authorization Permissions > Add Resource Permission

Add Resource Permission

n Settings Name *
@ Clients Description
Clien
Apply to Resource OFF
Type

Resources *

Apply Policy select existing policy v Create Policy... :l

Groups Decision Strategy Unanimous :I

6.1.1. Configuration

® Name
I ZA PRI AR o[ LA M —F /TR, RELEREFER SN SNRLERBUEXBATR,
DUEE AT AR R #IR A e,

o fauk
SEHRIFENFRS,

e RVF To ¥iEKERY
EEMNEEENBAIEAEERRNAAAE KR, EFLFERN, SRREHAZRIFHUERE

B,

o HRKE
EXEZRPFTRRE, EXE, RGN 5Z2RBTERAA FRIEIT I,

® Resources

— N HEZETATRITNTRNES
o [ FASRER
EXLESHRREKB— I HE MRIGHE S, BEXIERD, ERILUERENA RSB E R EE
2O SRS K B SR 1 BT SRR,
o RERIREE
HEAY BRAYR SR EREK

6.1.2. i AR BRI R

FURPRB A AT L BN AR E R AMAA HRIKRE, HEEHZHRED P RMREE R,
XFETFIRINRIEEER.

BE, NARNERTURECl]HEFIRMANIIRERS R (AN . H, —Aéﬁfﬁhrjuﬁ
EARBNRTED, SRBETEEES . RRENE2FRBRTIKS, BelIHZRTHRAESKRE XL
BE N REERMRE, EREANTRNR, ETUE GERTRERT MFML%%% g0

o HAMAEFLUEEMBIKS,
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o (UAVFRBEMAZEERM/IMEKBI; AR
o RBIHITRIEMIIES &

EOIBRABMEEAR, 1EECIEFET HRMAPRE s Apply to Resource Type, @it Apply to
Resource Type K& On, EAILUIEEERIMIABUREN AREE R EMATE KRR,

i A B9 SR BR <

Clients photoz-restful-api » Authorization Permissions Bank Account Permission

Bank Account Permission &

Realm Settings Mame * Bank Account Permission

&0 Clients

Description Defines the policies that apply to all bank accounts
Client Scopes
Apply to Resource OFF
Type
Resources * bank-account X
Apply Policy select existing policy v Create ™
Mame Description Actions
Country Policy Only users from certain countries can
Remove
access
Groups
Two Factor Only users authenticated by two-factor
o o Remave
Users Authentication authenication an access
Only owner policy Only the resource owner is allowed to
Remove

do something

Decision Strategy Unanimous -

Save || Cancel

6.2. NI/ E T35 FH TR
ETFSERMIRE LT —HEHZ N SEEFEETFER —NHZENRINER, SETHRONRAE, Errld
{FA AR LR QA R OIEZBAR, iS5 HIRXEBSER, T RN R AIEE EHITRE
ERHREE S HE,

EOBETFTSEHEMFIR, HEMNRIIFRA EARTFIRBERE ETF Scope,

s AR
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Realm Settings Name *

© Clients Description
Client St

Resource

Scopes ™

ation Apply Policy

Authentication

Decision Strategy

Groups

6.2.1. Configuration

® Name

R IZAN PRGN K AL FIME— FRF ER,

IVRESRIIVE RN ARG A (S

o fauk
SE N RIFENFRS,

o BT

TS BBl BR &Y O 5 At R R EREOSE

o Suf
EX—NHENERTBBEH.

o [V FIKREE

Clients photoz-restful-api

Authorization Permissions > Add Scope Permission

Add Scope Permission

®isting policy : Create Policy... "

Unanimous =

Save || Cancel

RELEEERSENLFSNREERETERNETT,

MRS, NAESEEESAT A,

EXLESHRREKB— P XS MRIGHE S, BEXIERD, ERILUERENA RIS S0B R EE

22 O SRS K B SR 1 BT R,

o RERIREE
AN BRAY R SR EREK.

6.3. TREG R K REE

FERBE S AR KIS, LR BARE SR SRS SRS TE AR 1 48 5K 2RBE LARA E 17 [ AN BRBI 45 3R

® unanimous

IIRARIRAHEIREE, MIBOAKES. EXFERT, AFF REGE LI ERZORBHPIRRE.

o Affirmative

EXHERT, FLE - REUIITHERAAERZERNPIRAE.

® consensus

EXTERT, TRRHOBEL TN KT IRARNKE, MREMIURRNBENRSE, NIRLR

EH I,
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B 7 = HE NSRS

B 7 B HEFANRES
PRSI SRBE, RTINS AT A8 1 OS5

EgRETURIRSS 230, BRI LU= Evaluate 77 3117 Policy Evaluation Tool, &7 LA E A E 85
N SRR SEBRIRAIE 3K FF I SR B B R,

RIS THTE

Clients photoz-restful-api > Authorization Policy Evaluation

Photoz-restful-api w

Settings Credentials Roles Client Scopes Mappers Scope Authorization Revocation
Sessions Offline Access Clustering Installation Service Account Roles
© Clients Settings Resources Authorization Scopes Policies Permissions Evaluate Export Settings

Identity Information

Client Select a client :I
User *
Roles*

Federation

> Contextual Information

Authentication

Permissions

Groups Apply to OFF
Resource Type

Resources *
Scopes

Add

71 IRHEEHER
Identity Information i1 £ 25 & F3 F 18 E 1 KANBRAI A F.

72 1Rt ETFXER
FTRYER TERTRATE TG TG B, LUEEIR A I AR R R R

7.3 RAEAUR

Permissions i1 JE28 A F FHIBEAUE K, BRI —NHS N FRISEEE KRR, NREBRBAAES
R FRASEEELRIUE R, 1EH T Add, TATEEE{T Resources 5 Scopes.

LIEIEE TR BER, = Evaluate.
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B 8 & BIRS

Red Hat Single Sign-On Authorization Services £F BRI AEMEE, 0 OAuth2 F1FH P EIBAYUTAIHL
%,

OAuth2 &/~ im (HNRTIHAFE) 7T LAE A k8 s MAR S5 88 SRER I [l 5 k8, R L5 k8 A F 1 [l B 5ER
HE%%& (AfEImARSS) RIFMIETR, R, Red Hat Single Sign-On Authorization SGI’VICGSjjOAUchj:E

HIR’, RITFRBAESERFTRIKNAERIEEL R DE, XERRETIRIRS 2 AT LURIER S %
T SHUINBR s Hll 17 (| HZRIPHTIR, FHHRVINSEEA. 1 Red Hat Single Sign-On Authorization
Services A, EBEMNPRBIVI RS RE#EFF N Requesting unsupported Token 2% RPT for short,

BA T RPTs B945%, Red Hat Single Sign-On Authorization Services it 24t —24H RESTful iirsm, FIFH
RIRSFREEHZRIFMWEIR, SEHE. PRMERE, ZFEIFF A AGXEEE BEIENAREFD, UX
=2 A E S

8.1. X IIRAUAR 55 v s AN JT 2N IE

Red Hat Single Sign-On 12t A FIXHY, EHima MAREFIEMRERE R, UESLIIIEH S ERKZINRS
(BFEmaENIIEE) HTRE,

RIS MEL T AL EFRER

curl -X GET\
http://${host}:${port}/auth/realms/${realm}/.well-known/uma2-configuration
Hrh ${host}:${port} 2i=1T Red Hat Single Sign-On BIEHN%& (K IP #utt) FimOA, M ${realm} 2
Red Hat Single Sign-On FigiHI & R,

At, ERIZRSI0 TN

/I some claims are expected here

/l these are the main claims in the discovery document about Authorization Services endpoints
location

"token_endpoint": "http://${host}:${port}/auth/realms/${realm}/protocol/openid-connect/token",

"token_introspection_endpoint": "http://${host}:${port}/auth/realms/${realm}/protocol/openid-
connect/token/introspect",

"resource_registration_endpoint":
"http://${host}:${port}/auth/realms/${realm}/authz/protection/resource_set",

"permission_endpoint": "http://${host}:${port}/auth/realms/${realm}/authz/protection/permission",

"policy_endpoint": "http://${host}:${port}/auth/realms/${realm}/authz/protection/uma-policy"
}

B R R E AT —HEFENIRE

® token_endpoint
¥ #F urn:ietf:params:oauth:grant-type:uma-ticket =R EH) OAuth2 A ShIm s, BTl
M B iR AL = RAGE R, Fi8id Red Hat Single Sign-On 2% HIFR AR IKEX RPT,

® token_introspection_endpoint

OAuth2-compliant Token Introspection Endpoint, %/ i Al LA SR Z AR 55 25 KB E RPT BOSE
IR, HHRESSEXBMEAMEAMES, 0 Red Hat Single Sign-On Fi%$ BIFIER,
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® resource_registration_endpoint
5 UMA ZANTREFMG SR, FHRRSSHITETEERZRIFNTREISEE, Lthimsig4 Red Hat
Single Sign-On FREVIRIEQIER, ER. BHFHAMIPRFTIRFSEHE,

® permission_endpoint
5 UMA 3 &8 Permission Endpoint, FRARSS 28 oI A FEIEINRRHE, k= {E Red Hat
Single Sign-On IR AR EAIRR, AR, BFAIMHBRARR 7] 54,

8.2. KRNI R

Z M Red Hat Single Sign-On FREVUBR, BEEFENOERL XD S s. Ft, RedHatSingle
Sign-On f$ il 515 K FREX A RIEAEE, HAHEERSF[IZFHRRENRM RPT,

& Al 6 A LU N S BRI AGH R AOE R TR =

® grant_type
WESHEHEN., Y2 urn:ietf:zparams:oauth:grant-type:uma-ticket,

o ticket

XNSHEMERN, B iRRENSFIRER, F9 UMA BRI —E2.

® claim_token
XNSHERER, RKREIEEEKRTRAOMRN, RSSIJ[NEENTNFRANFERE, X5
AR RS = B #EE S Red Hat Single Sign-On, B XA X HFHNSHEEXIIFEE, 1ESH
claim_token_format 24X,

e claim_token_format
XNSHZEAERN, 157 claim_token S s EMTHEEXHF RIS, Red Hat Single Sign-
On ZHHMSHEER : ur niietf:params:oauth:token-type:jwt [l
https://openid.net/specs/openid-connect-core-
1_0.html#IDToken, urn:ietf:params:oauth:token-type:jwt /=37~ claim_token Z%{5| B
A4 kg, https:/openid.net/specs/openid-connect-core-1_0.html#IDToken &=
claim_token £#45|F§ OpenlID Connect ID Token,

e rpt
XNSHZEREN, ZBTAZRE RPT ENE— MR IHEFRIEIR, XNSHRATFEE RPT
R A ImPATIE RN, HAPREFERMIR.

o R
XNSHEAEN, KR—IPHZPINFRIEEN—HF/FER, BAmETET KGR, XNSH
A RE L, LMEERSNTRFASEENER, XDNSEZEN urn:ietf:params:oauth:grant-
type:uma-ticket IBACRENYT B, URAITFE M IRIERXENRERNER FLEBRIUEK, F/F
EHNRALTRE : RESOURCE_ID#SCOPE_ID, 4l : Resource A#Scope A Resource
A#Scope A, Scope B, Scope CResource A#Scope A.

® audience
XNSHEAEN, BFImEHRRMNTRRSSROE P IRIMART. WRE LT R S5, Ntk
SHE NN, ©FY Red Hat Single Sign-On BIRR, LSRN EEARM LT,

® response_include_resource_name
XNSHEAEN, RRIRSB[ESNILZEESTE RPT HRHMIFRI/RE, RN false, NI BHE
BORPRA R,

® response_permissions_limit

XNSHZRERN, 5 RPT MARMEE LRENER N, 5 rpt SR—EERAN, REKEN
HRETRY RRFTE RPT H,
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® submit_request
XNSEEEEMN, /R EERIRS B ES N OENTRRYES| A FTRAE FRTER, X5
BIUEST ticket SEAE UMA BEUARRI—ER DB FEM.

® response_mode
XNSHEAEN, —NFRFEE, KRRSJ[AOMAIRRIOERK, HIEEENEARKHIR
FHERB I RE RN, XNSHEFHER, MARIER OAuth2 LN, ATRERIESR :

o decision

K B AR S5 2R BN RN 1% @R B A LU TS B9 JSON SRAERIERRER

{

result’: true

}
MNRBAOE R Z BRI BUEMAAR, NHRE 403 HTTP RS,

o FIBR
R BRS /AN Z B 2RSS HJZFHEMINR, FERREFEUTERIAN
JSON :
[
{
'rsid": 'My Resource'
'scopes': ['view', 'update']
b

]
INRBHGE K BRI R AR, NHRE 403 HTTP RERH,
L& IR E VT 7] B SRR S5 R AR BOPTAD BURET,  $RAUH RE9RA,

curl -X POST\
http://${host}:${port}/auth/realms/${realm}/protocol/openid-connect/token \
-H "Authorization: Bearer ${access_token}" \
--data "grant_type=urn:ietf:params:oauth:grant-type:uma-ticket" \
--data "audience={resource_server_client_id}" \
--data "permission=Resource A#Scope A"\
--data "permission=Resource B#Scope B"

L& IRBE T W URIRS SRR B FIRFSEEL, RAUGHE RE9RA,

curl -X POST \
http://${host}:${port}/auth/realms/${realm}/protocol/openid-connect/token \
-H "Authorization: Bearer ${access_token}" \
--data "grant_type=urn:ietf:params:oauth:grant-type:uma-ticket" \
--data "audience={resource_server_client_id}"

L& FIREF ARG 2R MEIRIRS SRIEWDRERE, &RV UMA RIPBIREYRA -

curl -X POST \
http://${host}:${port}/auth/realms/${realm}/protocol/openid-connect/token \
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-H "Authorization: Bearer ${access_token}" \
--data "grant_type=urn:ietf:params:oauth:grant-type:uma-ticket" \
--data "ticket=${permission_ticket}

SN Red Hat Single Sign-On &I 2R AR, MIAHE RPT SH X THR -

Red Hat Single Sign-On [ RPT [ /i

HTTP/1.1 200 OK
Content-Type: application/json

"access_token": "${rpt}",

}

AR 55 25 BN Y 518 A 3 L H At IR AL BUR sk B 45 ks m AR R BRI, — 1, RPT "I LAM access_token
IR SHORE, MNRE M IHEAREZM, Red Hat Single Sign-On &3 8 403 HTTP R S5 470
VA

Red Hat Single Sign-On {413%ii% %k

HTTP/1.1 403 Forbidden
Content-Type: application/json

"error": "access_denied",
"error_description": "request_denied"

}

8.2.1. B A miuiE %

B Fihe 2 AT im0 TR R EIE, LUREXRPT, H{EMH urn:ietf:params:oauth:grant-type:uma-
ticket grant KB, 2 /i AT LASE A AEAALX LA IR A% -

® bearer 5k
B FUGNILIE HTTP BRI IEPRL it 7] S hE4E 7 Bearer FIE A X E 5 hEH mo

B SER T RS R R S R s AT B AR L IR R AGE K

curl -X POST\
http://${host}:${port}/auth/realms/${realm}/protocol/openid-connect/token \
-H "Authorization: Bearer ${access_token}" \
--data "grant_type=urn:ietf:params:oauth:grant-type:uma-ticket"

HEPmAKRAIN, BAEFIER, EXMERT, bearer ThEZZATH Red Hat Single
Sign-On A A —EREKAF (KAKAT) AMHTF T, FHHETIR, LIEET R ShERT
RERBVIA LT, B0, MRAZiEAZLT VIS, K User A, NIRERS AL
] B BT R ADSE F 4R T AR

o EfumEik
& g el LM A Red Hat Single Sign-On ZHFMEMRIE P in &SR A L. F
0, client_id/client_secret =% JWT,

=P : FEZ 7 ID ME S iE secret T m s AR IS K
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curl -X POST \
http://${host}:${port}/auth/realms/${realm}/protocol/openid-connect/token \
-H "Authorization: Basic cGhvdGg6L7JI13RmfWgtkk==pOnNIY3JIdA=="\
--data "grant_type=urn:ietf:params:oauth:grant-type:uma-ticket"

8.2.2. #ExX 7B
MBRZSZRREVBREY, ERAILAHEXAER R, LUMEE TR X L 75 BB IR 45 IR AU 3R BK,

ﬁD%f&iETﬁFﬁﬂBﬁmi‘E(UMA ) BERT MRS BRIREVER, fER LURIRELT 75 R R S R = AR
A

curl -X POST\
http://${host}:${port}/auth/realms/${realm}/protocol/openid-connect/token \
--data "grant_type=urn:ietf:params:oauth:grant-type:uma-ticket" \
--data "claim_token=ewoglCAib3JnYW5pemF0aW9uljogWyJhY21IlI0KfQ=="\
--data "claim_token_format=urn:ietf:params:oauth:token-type:jwt" \
--data "client_id={resource_server_client_id}" \
--data "client_secret={resource_server_client_secret}"\
--data "audience={resource_server_client_id}"

claim_token S EE— M EUUTF LU T RAFI BASE64S 4w JSON :

{

"organization" : ["acme"]

}

BATE—IHENFH, HPENFRNEHROINZ—DFRSEHA.

8.2.2.1. f§ifl UMA H#f X788
ARMEFER UMA FIPPRERN A XFAMNE S IHMER, 1ESH R AP

8.3. P E B/ A

Red Hat Single Sign-On Authorization Services &F i P EEBHVI A5k UMA (E#5 7 ) UMA 2T
HRIBo T OAuth2 THEERIIIAS :

o [RAME
WHE, BPREMERNEXRNF-, RNESHEEMIETRAFEERR, £8) UMA F1Z008
RRER, WRIRSESHATLISEIIEE, LISRIER P E LHBERR T HERERT,

. %_ﬁﬁﬂ
TRAAE (B BMKRARF) ALUEENAFIREE, RNEMA (Fim : BA&EEHE
F’) LA RIXEEBER, X5 OAuth2 R, MIRNRMFAE MmN ARFRFIR, Wi
UMA BIRFRHI L T2 R ARV EMA S,

° ﬁ"ﬁ,\;
FRAIEE T UEERHTTRMAR, FHREET LR E DR R AMA, L1858 RERA TR
HEEEIRS, WRATAETMEFEEATIR,

Red Hat Single Sign-On 2 —1 383 UMA 2.0 BUIRIUARSS 28, IRMLAZE UMA TheE,
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B, FEEFEABRKMBETIRSG (HRRS2R) RKEEUMHRET TFKF' (mﬁﬂﬁ%%ﬁ) B Alice (¥R
ArE#E) . Alice Alice JRTEFF MBI TIR 45 Bob (1EXRA) B—1M&1tf, AT, Bob NiZRAEHA]
HE GeEH) Alice Bk,

ERNFRIRS 28, BERRITIRS LABEIS R Alice BUERITIKS, Mk, B&HITF Red Hat Single Sign-
On Resource Registration Endpoint ZEfXA 3 Alice $R1T1K /7 BIAR 55 2% 1 O 2 BHR.

a1, #03R Bob ZFiRXiTH Alice BATIK™, NIViRFHIELE, BERRITARS VRTIKE LT JLDRIA
REg, Hg—R, RBEMEE (FHIF I Alice) HAVFIIRIMRITI,

B2, FXf Alice FEFAMEI Internet SRITARSS B A VF I BB BURATIK 7 MR E UK, AT ISR E A — 4
%lﬂ%ﬂ: ZHEXJIJLLF@BEBAKEE%E TR, Ak, BEIKMIRITERSS MK Red Hat Single Sign-On 7y Alice
RAE—AZEE, LUEM AT LOEFEAL A TRV BN AFIIRIE (SBUR) o BERT, Alice BT LUBUEH I FITU R X
[ Bob ix%%ﬁi%ﬁ’]ﬂlﬁo

8.3.1. AL 2

£ UMA /R, HZPiRZRi ] UMA RIPRERIRSS 28, BIGHRE P,

UMA {%TPE’JE/’?H&K%&E'L?TEPHEE N bearer &8, HASHEE RPT, YR FIRIESEHE RPT HIER
TEFRIRSS 25 P iE K BTRAT -

& FERAE R A XX RPT IER FiERZ R TR

curl -X GET\
I http://${host}:${port}/my-resource-server/resource/1bfdfe78-ade1-4c2d-b142-fc92b75b986f

BRARSS 23 5 AR 348 1 as_uri S AE Fim A ENR, {#A Red Hat Single Sign-On fRS523_HIMLE
IR R & 3 B % K BUKER RPT,

BHIRAR 55 a8 LA BR R A& f LY

HTTP/1.1 401 Unauthorized

WWW-Authenticate: UMA realm="${realm}",
as_uri="https://${host}:${port}/auth/realms/${realm}",
ticket="016f84e8-f9b9-11e0-bd6f-0021cc6004de"

T BRZHEZ M Red Hat Single Sign-On Permission API 7;2#55’3 TSR RERE, S IRIATE KR
(F30 : FHRAERE) URSERKBHEMEMER, RETRRSSBIETFOEIX LS,

WERFImANRESELLK Red Hat Single Sign-On BRZS52IMIE, Z ik o] LA FA & THSTAS SR IRER 5 b2

i m B AL B 3 & RAUH R,
B bR 4 R R X R UE R UKL RPT

curl -X POST\
http://${host}:${port}/auth/realms/${realm}/protocol/openid-connect/token \
-H "Authorization: Bearer ${access_token}" \
--data "grant_type=urn:ietf:params:oauth:grant-type:uma-ticket" \
--data "ticket=${permission_ticket}

SN Red Hat Single Sign-On &I 2R AR, MIAH RPT SH X THR -

Red Hat Single Sign-On [ RPT [ /i
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HTTP/1.1 200 OK
Content-Type: application/json

}

"access_token": "${rpt}",

AR 55 25 BN N 518 A 3 L H A IR AL BUR 3k B 45 ks s PR R AR, — 1, RPT "TLAM access_token
IR SHORE, MNRE M imEERINESR Red Hat Single Sign-On & 403 HTTP RS BBIFER :

Red Hat Single Sign-On {4:3%ii% %k

HTTP/1.1 403 Forbidden
Content-Type: application/json

"error": "access_denied",
"error_description": "request_denied"

}

8.3.2. I’-INPRIF K

ENRPCRIEN—EB2, B mBESEHEM UMA RIFPBFIRIRSS SRINEVINRESE, LUMETE Red Hat
Single Sign-On Token Endpoint #3855 RPT X & #1733 #,

ZIAER T, RedHat Single Sign-On &K 403 HTTP RS EHN request_denied 1%, I1RZE /7 if
Tk H RPT 475,

Red Hat Single Sign-On {413% 1% %k

HTTP/1.1 403 Forbidden
Content-Type: application/json

"error": "access_denied",
"error_description": "request_denied"

}

ItE 2 B %R 7~ Red Hat Single Sign-On Fi& %4 tH RPT, EAURBAMNREEREAR.

ERELERT, BAmNARFIEFERNRSERICR, FHiLAmE kW ERMEERERTNIZF A
R, ik, &R LMER submit_request ifi KB HU K& B4 ki mAOIRALE K :

curl -X POST\
http://${host}:${port}/auth/realms/${realm}/protocol/openid-connect/token \
-H "Authorization: Bearer ${access_token}" \
--data "grant_type=urn:ietf:params:oauth:grant-type:uma-ticket" \
--data "ticket=${permission_ticket} \
--data "submit_request=true"

A commit _request ST, Red Hat Single Sign-On M1/ (Al #%3RLE M EN FURR B R E K, 4
BiE, WRAAEERURERK S HEEHNRIER,

TR LU L TheE 1 b B R #2 - BY Request Access 1%, Hrf AT LIZEREAM A iR E IR,
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8.3.3. BIEX A F FHRAY I ]

FA el LLEit Red Hat Single Sign-On A K F AR S5 SR BB E TR MR, B/5RXANIIEE, Bl
B 5 NS B User-Managed Access,

it =3
1. Bk Admin #5&
2. R PR Realm Settings.

3. ff AP EENUIFBERIESY ON,

My Resources

Account

Pa d
e Need my approval

Authenticater Resource Requestor Permission Requestion Actian

My RESOUFCES 3
My resources

Resource Application People sharing this resource
Alice Vacations PhatoZ This resource ts not being shared,
2%
This resource is not being shared,
14
Resources shared with me
) Resource Oowner Application Permission Date
[ John Daugther jdoe@keycloal.org PhotoZ » View Fab 12, 2018 5:11:44 FM
Remowve Sharing
Your requests waiting approval
(@ vou have 1 permission request(s) waiting for approval.
Resource Owner Action Date
|ohn Daugther jdoe@keycloak.org » Dalete Feb 12, 2018 5:11:57 FM

Remove Request

4. TEFHETIG, Hd; My Resources, WEER—THE, EFa8EUTE

o FIE FEHMMEMPermission Requests
AT SEEFHENFTANRIE RMFIR, XEERSIERGAFETRNEA (BH) &
. BRI SR 4 X EIE K,

o EIE HZMHIR
AN EEHAFTENRETRNIIR, BATURGHRULWRRES FIEHSMALZET

3
N
WiTvo

o TIE EXRHEMITR
AT EBESAFHENRAERRNIIE,

o ERFRHLENITR
AV ESEFHMRA M HHRAEE AR R ZOXBTRIERIIR,

HERERE R TERE, KERUTIE :
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My Resources > Alice Wedding

Account

Password . .
People with access to this resource

Authenticator User Permission Date Action
Sessions |doe@keycloak.org View x Feb 12, 2018 5:09:07 PM
[eomic
o Delete »
Applications
pedroigor Feb 12, 2018 5:09:53 PM
My Resources b
Share with others
Username or Email *
View x
Delete x
(s
=] N N
ANTURBE LU 2T

o EIEXTILBRMIVIAA G
FHaaANI LRI A GBSIR, B LORE H i Revoke 1R Sl BR: E AR K #5H
Vi ERR

. '—?‘rﬂt)\,\;mﬁ
wit EARMAE AP EHEFIYE, B AURERRAEFERER T UIFAREIR,

8.4. {R¥" API
Protection API IRt T 5 UMA B IG mES :
o WREHR
FERXNER, FRRSHITLLEEESERETR, HEH X 0H EFREHRSSESEEER
FRTHRE,
o TURREH

£ UMA thilld, BTRARSS 2805 1] thim sR LLAEBANBR B, Red Hat Single Sign-On 1A i@ i s
B BRI S E IR,

® Policy API

Red Hat Single Sign-On #JF} UMA Protection APl 8 1 F HIRAIR S EBHEA AR, BT
Resource #1 Permission APl 4+, Red Hat Single Sign-On 11124t 7 Policy API, HA{RaLLIE
AR89 B FRAR 55 2R X B N R,

b API—NEEERE, 27 FIRIRSFRMEA R AR AP TR (PAT)BIREIR OAuth2 1505 k&1 [R]
Hims, T UMA /R, PAT 25BN uma_protection 945 hE,

8.4.1. 4. 2 PAT LU R MN{AI I ©

BRY* API G518 (PAT) @ —FHRFIRRY OAuth2 ik, ESEREIE XN uma_protection, &0 5HRAR
5%, Red Hat Single Sign-On BB —1NAE uma_protection (K RHIZE Fimh AERF) , 3
e 5% FimpIAR 55k P AR K,

¥57 uma_protection 1% HIRR 50K F
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Clients photoz-restful-api

-

Photoz-restful-api =

Settings Credentials Roles Client Scopes Mappers Scope

Clients Offline Access Clustering Installation service Account Roles

photoz-restful-api Service Accounts

Realm Roles Available Roles Assigned Roles

offline_access
uma_authorization

Add selected » « Remove selected
Client Roles photoz-restful-api
Available Roles Assigned Roles
manage-albums uma_protection

mport

Add selected » « Remove selected

Export

% 8 & RAURSS

Authorization Revocation

Effective Roles
offline_access

x | v
Effective Roles

SEMEA OAuth2 IR hE—EE, BHRARSS 2% 71 LAM Red Hat Single Sign-On ¥KEX PAT, 50, £

curl :

curl -X POST\
-H "Content-Type: application/x-www-form-urlencoded" \

-d 'grant_type=client_credentials&client_id=${client_id}&client_secret=${client_secret}' \
"http://localhost:8080/auth/realms/${realm_name}/protocol/openid-connect/token"

LEBREIZFEA client_credentials AV E MRS 23 5KEX PAT, FLkb, BRSS 2R ESE40 T BIAR

No:

"access_token": ${PAT},

"expires_in": 300,

"refresh_expires_in": 1800,

"refresh_token": ${refresh_token},

"token_type": "bearer",

"id_token": ${id_token},

"not-before-policy": 0,

"session_state": "cceadab5-9aec-4024-b11c-4416f168439¢e"

FEREMFNEMRIIET I,

8.4.2. EIEKIR
YORARS R AT LUE A UMA Bl SUTiR S I8 H %R,

I http://${host}:${port}/auth/realms/${realm_name}/authz/protection/resource_set

Red Hat Single Sign-On AR B AR EIEENE P imN ARRF. AT HEAZL, 1t
AMERT client_credentials HAEE, ©FE— client_id 1 client_secret, &R LL%
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thim IR AN TR ChBMEN, ZBBBE)
o GIEFHRIRHIHEE : POST /resource_set
o ILENKTRE BRI : GET /resource_set/{_id}
o EHTTRILERM : PUT /resource_set/{_id}
® Delete resource set description: DELETE /resource_set/{_id}
o FIHTTRESHMR 1 GET /resource_set

BRXERENSRANESZER, HEH UMA FREIM AP,

8.4.2.1. BB IR

EBOBER, MJi&%EHTTP POST iE3K, WMITFAR :

curl -v -X POST \
http://${host}:${port}/auth/realms/${realm_name}/authz/protection/resource_set \
-H 'Authorization: Bearer '$pat \
-H 'Content-Type: application/json' \
-d{
"name":"Tweedl Social Service",
"type":"http://www.example.com/rsrcs/socialstream/140-compatible”,
"icon_uri":"http://www.example.com/icons/sharesocial.png",
"resource_scopes"|
"read-public”,
"post-updates”,
"read-private",
"http://www.example.com/scopes/all"

]
p

KINERT, WRMNAEERTRRSSR. NMREEVARNFES, MEERS, ETURBUTAR
KIETEK -

curl -v -X POST \
http://${host}:${port}/auth/realms/${realm_name}/authz/protection/resource_set \
-H 'Authorization: Bearer '$pat \
-H 'Content-Type: application/json' \

-d '{
"name":"Alice Resource",
"owner": "alice"

p
AUERRAFERAP AR RN ER Y BE.

8.4.2.2. A M EBM TR
KIANBRT, BEART API O/ EREBRTRMMAER B Bk RS HITER

ZORFRFAARTHEMEEETEXLTR, BUIRRINTAIRLE ownerManagedAccess &% :

66


https://docs.kantarainitiative.org/uma/wg/oauth-uma-federated-authz-2.0-09.html#reg-api

% 8 F RIURSS

curl -v -X POST \
http://${host}:${port}/auth/realms/${realm_name}/authz/protection/resource_set \
-H 'Authorization: Bearer '$pat \
-H 'Content-Type: application/json' \

-d '{
"name":"Alice Resource",
"owner": "alice",

"ownerManagedAccess": true

p

8.4.2.3. B i
EEHFUMAETE, ERIOTARAZEHTTP PUT IEX :

curl -v -X PUT \

http://${host}:${port}/auth/realms/${realm_name}/authz/protection/resource_set/{resource_id} \
-H 'Authorization: Bearer '$pat \
-H 'Content-Type: application/json' \
-d

" _id": "Alice Resource",

"name":"Alice Resource",

"resource_scopes": |

"read"

]
}l
8 4 2 4 ﬂﬂ‘u I\J\
ERIIA IR, ERINTARA X HTTP DELETE 3E3K -
curl -v -X DELETE \

http://${host}:${port}/auth/realms/${realm_name}/authz/protection/resource_set/{resource_id} \
-H 'Authorization: Bearer '$pat

8.4.2.5. T FIR
ERB id THHE, HIROTFAARAEHTTP GET1EK -

I http://${host}:${port}/auth/realms/${realm_name}/authz/protection/resource_set/{resource_id}
EHif) B DR, TERINTATRAE HTTP GET 53K :

I http://${host}:${port}/auth/realms/${realm_name}/authz/protection/resource_set?name=Alice
Resource

ﬂkl)\%/R'F &M RSN S A ERA LRNER TR, ERERREDNRREEHER TR,
THER

http://${host}:${port}/auth/realms/${realm_name}/authz/protection/resource_set?name=Alice
Resource&exactName=true

EIH— uri R, BRI TARRAZEHTTP GET &K :
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I http://${host}:${port}/auth/realms/${realm_name}/authz/protection/resource_set?uri=/api/alice
EHi— AEE R, ERIOTAZRAZE HTTP GET iEK :

I http://${host}:${port}/auth/realms/${realm_name}/authz/protection/resource_set?owner=alice
HIEA RBINETR, HRINTRIRAZE HTTP GET 5K :

I http://${host}:${port}/auth/realms/${realm_name}/authz/protection/resource_set?type=albums
H SEH BEHR, HRITFATRAGE HTTP GET 53K :

I http://${host}:${port}/auth/realms/${realm_name}/authz/protection/resource_set?scope=read

HIARSSERLVREVIRES, A 8l # &K Z5ERSERRHILER,

8.4.3. BEIEUPRIF K

A UMA P B BTRAR S5 28 T LME R E IR R R EEAPRIER, inRRHE T —15 UMA B
., AT EMBRIE R FFRE—MUREYE.

I http://${host}:${port}/auth/realms/${realm_name}/authz/protection/permission

MIRERE 2— MERDPRIERBFHRREFERE, RIE UMA IS, DR ticket 7y

KRR, ZLGEMBRRIRS B3 X B EIHRRS S (MKRRSHAE/K) , HREMNE P mREIRHR
BURSE%, LUS FRAUIR 55 25 K1 T-Ad IE FARI SRR LS. A BHRAUEHRE K.

EXRZHERT, BAFEEZENELIRN, Red Hat Single Slgn—On RET —1 K S 12, BN
WMmﬁm%%FﬁUMA‘uﬁbMﬁﬂW&%ﬁmﬂmTﬁ ROt ERER R P imL AR, FIRE
RAIERA SR RPT)EIRIURE.,
M Red Hat Single Sign-On KERI PR ERH I F2H FRR SR MA R ENE MmN ARRFIT, HE ik
AR ZRFBIEDRN, NSREPRERE, MIEFYERNVIFNZEIR,. ER UMAR, R & &
—NEEET, ANeRFFRIRSZZZH
o XBSHRRSHRIFWFTRERBEXNIEIENE P InHE

® 7f Red Hat Single Sign-On $#E#HUERFEM, MEAIEIERPER, URBEHREMNMEERER
B F Ui AR

o [FHRIRFHFSENRSHZDE, HARTFEATRANRIRS SR NEER TR
EFmAEe, NREFEBRER, F2mH -

o FFIRATETHRIBENASRETIHHIRRK. &P inmsS T2 ERENRER,

o E /el LRI AR BRARS 28 L ETIR, FHETFRBIRIARS S TR

XEEUNZ UMA 77 R — 4740, Heh UMA WEMAER™EETIRESR, FHZEEMA 2
I B BIRE DT A,

8.4.3.1. B REE
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EOIBAR ticket, BHIRIMTFAIRAIE HTTP POST 153K :

curl -X POST\
http://${host}:${port}/auth/realms/${realm_name}/authz/protection/permission \
-H 'Authorization: Bearer '$pat \
-H 'Content-Type: application/json' \
-d
{
"resource_id": "{resource_id}",
"resource_scopes": |
"view"
]
}
I

QR FE AR, AT UHEXERER, FRXERBES ticket KEX :

curl -X POST\
http://${host}:${port}/auth/realms/${realm_name}/authz/protection/permission \
-H 'Authorization: Bearer '$pat \
-H 'Content-Type: application/json' \
-d
{
"resource_id": "{resource_id}",
"resource_scopes": |
"view"
1,
"claims™: {
"organization": ["acme"]
}
}
T

VS SR RYE KRB BURAE HERS, XL B o] A FIRRIRER,

8.4.3.2. Hth3EE UMA Wiin =

8.4.3.2.1. fI BB PR Z 1R

A id {resource_id} BUFEE VHRMIAURIR T B A id {user_id} IR, fENETIRA % HTTP POST iEX
MFrE#E, MTAE:

curl -X POST\
http://${host}:${port}/auth/realms/${realm_name}/authz/protection/permission/ticket \
-H 'Authorization: Bearer '$access_token \
-H 'Content-Type: application/json' \
-d{
"resource": "{resource_id}",
"requester": "{user_id}",
"granted": true,

"scopeName": "view"

——
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8.4.3.2.2. FREVAUBR ] i 5

curl http://${host}:${port}/auth/realms/${realm_name}/authz/protection/permission/ticket \
-H 'Authorization: Bearer '$access_token

IR A] LU X L R S
e scopeld
e resourceld
® owner
® requester
o L
o returnNames
e First

® max

8.4.3.2.3. BH IR ER

curl -X PUT\
http://${host}:${port}/auth/realms/${realm_name}/authz/protection/permission/ticket \
-H 'Authorization: Bearer '$access_token \
-H 'Content-Type: application/json' \
-d
"id": "{ticket_id}"
"resource": "{resource_id}",
"requester": "{user_id}",
"granted": false,
"scopeName": "view"

——

8.4.3.2.4. M RZ1E

curl -X DELETE
http://${host}:${port}/auth/realms/${realm_name}/authz/protection/permission/ticket/{ticket_id} \
-H 'Authorization: Bearer '$access_token

8.4.4. f#A Policy AP EIE % RAUR

Red Hat Single Sign-On | UMA Protection APl o7 5RIR S 2 S B H A A HIFR, BR T Resource #ll
Permission API 4}, Red Hat Single Sign-On 11424t 7 Policy API, HARAT LGB SR8 -8y
BrIRAR 55 21X B B R

Policy API i F :

I http://${host}:${port}/auth/realms/${realm_name}/authz/protection/uma-policy/{resource_id}
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Lt API 52— bearer ThEERYT, Z TR RNE TR ST AR AR R A E AR, bearer Th&
R LA M5 R rR AR BB E HA V7 (7] 45 R

o HRAMBEBHEILRTRE

o TR, NERERHWRIRSHFNGHE (AHE iR TMBFREEE PR (AHEFR) B
i lF] 5 hE

8.4.4.1. FH PR G FHilR K BX
ERNRESRSEFTRREL, EiAg%E HTTP POST iEK, R :

curl -X POST\
http://localhost:8180/auth/realms/photoz/authz/protection/uma-policy/{resource_id} \
-H 'Authorization: Bearer '$access_token \
-H 'Cache-Control: no-cache' \
-H 'Content-Type: application/json' \
-d Y

"name": "Any people manager",

"description": "Allow access to any people manager",

"scopes": ["read"],

"roles": ["people-manager"]

p

E LEENRAF, BITXCEFIFRFHES resource_id RRHFRXEL, HATMER role people-
manager B EBN 1L EEL BRI T,

BT LAGE R E A 7 (R BB Q2R SRR, LLANEAA -

curl -X POST\
http://localhost:8180/auth/realms/photoz/authz/protection/uma-policy/{resource_id} \
-H 'Authorization: Bearer '$access_token\

-H 'Cache-Control: no-cache'\

-H 'Content-Type: application/json' \

-d Y

"name": "Any people manager",

"description": "Allow access to any people manager",

"scopes": ["read"],

"groups": ["/Managers/People Managers"]

}
HE-MEFENE i

curl -X POST\
http://localhost:8180/auth/realms/photoz/authz/protection/uma-policy/{resource_id} \
-H 'Authorization: Bearer '$access_token \
-H 'Cache-Control: no-cache' \
-H 'Content-Type: application/json' \
-d{

"name": "Any people manager",

"description": "Allow access to any people manager",

"scopes": ["read"],

"clients": ["my-client"]

p
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& JavaScript {F B E LR :

ERAA BFA, FRELUERASMER, tIhreRiANER.

{& 3 -Dkeycloak.profile.feature.upload_scripts=enabled /5 iR %535, MNFETMRESL
HHER, HEH REXH,

curl -X POST\
http://localhost:8180/auth/realms/photoz/authz/protection/uma-policy/{resource_id} \
-H 'Authorization: Bearer '$access_token \
-H 'Cache-Control: no-cache'\
-H 'Content-Type: application/json' \
-d Y

"name": "Any people manager",

"description": "Allow access to any people manager",

"scopes": ["read"],

"condition": "my-deployed-script.js”

}l
WA BURE X L RN B ERA A,

EREHFUMAENR, ERIOTARAZEHTTP PUT 1EX :

curl -X PUT \
http://localhost:8180/auth/realms/photoz/authz/protection/uma-policy/{permission_id} \
-H 'Authorization: Bearer '$access_token \
-H 'Content-Type: application/json' \
-d '{
"id": "21eb3fed-02d7-4b5a-9102-29f3f09b6de2",
"name": "Any people manager",
"description": "Allow access to any people manager",
"type": "uma”,
"scopes”: [
"album:view"
],
"logic": "POSITIVE",
"decisionStrategy": "UNANIMOUS",
"owner": "7e22131a-aa57-4f5f-b1db-6e82babcd322",
"roles": [
"user"

]
p

8.4.4.2. fiHIERFUBR
Ef iR 5 R KXEHIFBR, TERINTFAIRAE HTTP DELETE 153K :

curl -X DELETE \
http://localhost:8180/auth/realms/photoz/authz/protection/uma-policy/{permission_id} \
-H 'Authorization: Bearer '$access_token
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8.4.4.3. TR
EHEINS TORREAINIR, 1ERITAIRA X HTTP GET &K :

I http://${host}:${port}/auth/realms/${realm}/authz/protection/uma-policy ?resource={resource_id}
BEENAERLTTHNR, HRIMTATRAGE HTTP GET 13K :

I http://${host}:${port}/auth/realms/${realm}/authz/protection/uma-policy ?7name=Any people manager
EHNSRHEEHERXEBNR, HRINTARARE HTTP GET XK :

I http://${host}:${port}/auth/realms/${realm}/authz/protection/uma-policy ?scope=read
EHEWFAANR, HRIMTARAE HTTP GET1EXK !

I http://${host}:${port}/auth/realms/${realm}/authz/protection/uma-policy

HIARSSERLVREVIRES, A 8l # &K Z5RSERREILER,

8.5. KA S

HRATHE (RPT) A JSON web signature (JWS) #4177 FZE&B JSON web token (JWT), %%
f#EF 2 BH Red Hat Single Sign-On A ## OAuth2 VA G HERINE, ZSBRAKRAFKBITREK,

LR RPT B, BRBFREUNITHIERME :

{

"authorization": {
"permissions™: [
{
"resource_set_id": "d2fe9843-6462-4bfc-baba-b5787bb6e0e7",
"resource_set_name": "Hello World Resource”

}

]
b
"jti": "d6109a09-78fd-4998-bf89-95730dfd0892-1464906679405",
"exp": 1464906971,
"nbf": 0,
"iat": 1464906671,
"sub": "f1888f4d-5172-4359-be0c-af338505d86¢",
"typ": "kc_ett",
"azp": "hello-world-authz-service"

}
B EhE, &R LM BUR 7 BRIRERAR 55 2 4R T BIRR B AR

AEER, NRSEMERNKIRSCEERBX, HR2RERTEMRTNELBRBINRE T R
#7535,

8.5.1. NAIER AL
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B, BARFERGHRATERPT)RICEEEMH, SURIFEHPBINRR, LUEE SRR 250
FPATIRIORER.

BEHNEEMG, SERAETEE :
o YEFIRNARFFEEDATEA NI EAERSEN R (E
o EBIRARSS AR s b LRERACRERS, FHl 2% BN ERM 0 HIZ S5 N ARFR

8.5.2. ikENA X RPTHE R
SEAEART LR OAuth? SEENA- RS, EALUKENE % RPT HE A,

I http://${host}:${port}/auth/realms/${realm_name}/protocol/openid-connect/token/introspect
ZEALIKERAE RPT, BHLURRINTARMARSGEFLIEEK

curl -X POST\
-H "Authorization: Basic aGVsbG8td29ybGQtYXV0aHotc2VydmljZTpzZWNyZXQ="\
-H "Content-Type: application/x-www-form-urlencoded" \
-d 'token_type_hint=requesting_party_token&token=${RPT}'\
"http://localhost:8080/auth/realms/hello-world-authz/protocol/openid-connect/token/introspect”

P EiERER HTTP BASIC Fh@id B iHEIE (B ID # secret) EIUFE Fimidt AR
. A5, BIEALUER Red Hat Single Sign-On XTI EME Fim B D KIE S %,

REmRBEZNTSH :

® token_type_hint
5/ request_party_token {E N L BHHE, XXRTEEZARE RPT,

® token

HRATHEFRS, BARSHERICIRPRE, FHLHESHBIE,
R, BRSSARAAL 2 :

{
"permissions™: [
{
"resource_id": "90ccc6fc-b296-4cd1-881e-089e1ee15957",
"resource_name": "Hello World Resource"
}
1,
"exp": 1465314139,
"nbf": 0,
"iat": 1465313839,
"aud": "hello-world-authz-service",
"active": true

}

SR RPT R AHBUE, NERIREXNDIIL :
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{

"active": false

}

853. BXRENEARPTH, BRECEEHARSS?

A0 Red Hat Single Sign-On BRS588 X B E LG A hE, RPTs A JSON Web SR (JWT)HISE/EH
BRAE,

MRBAXKEFRZREAEARKREER MBI LS, SR UERMARN RPT MENEAEN M. X4
REHATRRIG G, 0L wT LUE AR 45 R R AN BR SR i b AT R DURER

XEAREERRBUITENFER, BR
o INIERPT B9Z%E4E (EFHHAH)

o ETEM exp, iat, Ml aud FIAREIN GBI,

Hith BTIR
® JUSON Web $5hE(JWT)

o ZRE&5EHI2R

8.6. IZINE Fim JAVA API

RIBEER, TWRIRSFHNENRCREETE, EETUURREARLENR. NRMFERM Java, &
LUE RN P AP 1A Red Hat Single Sign-On Authorization Services,

CHBERREENRS SRIRHMAREIFES (80 Token Endpoint,  BFIRH] Permission Eiixmm) BIHR
AR 5528

8.6.1. Maven &K1

<dependencies>
<dependency>
<groupld>org.keycloak</groupld>
<artifactld>keycloak-authz-client</artifactld>
<version>${KEYCLOAK_VERSION}</version>
</dependency>
</dependencies>

8.6.2. Configuration
& IRECEE keycloak.json XA E Y, HITFAIR

{

"realm": "hello-world-authz",

"auth-server-url" : "http://localhost:8080/auth”,
"resource" : "hello-world-authz-service",
"credentials": {
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"secret": "secret"”

}
}

e realm (WE)
e SE N

e auth-server-url (WLEE)
Red Hat Single Sign-On fRZ5#8HIE A URL, FTAH M Red Hat Single Sign-On T{E#] REST AR
FinmEkBFIHEN, ©BEKRXH https://host:port/auth,

e resource (WHE)

N RRFH client-id, BPMNARFEHE—INE K ID, BT RIINARERF,

o Kl (BB)

BENARFHEIL, XR—MNRERE, HEPREEIERE, EREIEREME,
EEENXHREAM TN ARFEHNEBRED, BHmEElMEE keycloak.json SLHHIEIAGLE.

8.6.3. I ZINE Fif
IREREREEHRE— keycloak.json 32, EaILURRINTAIRAIE— %89 AuthzClient 5431 :

// create a new instance based on the configuration defined in a keycloak.json located in your
classpath
AuthzClient authzClient = AuthzClient.create();

8.6.4. K EXF A
TEE—ER T AR A P RF 8 R e

// create a new instance based on the configuration defined in keycloak.json
AuthzClient authzClient = AuthzClient.create();

// create an authorization request
AuthorizationRequest request = new AuthorizationRequest();

// send the entitlement request to the server in order to

// obtain an RPT with all permissions granted to the user

AuthorizationResponse response = authzClient.authorization("alice", "alice").authorize(request);
String rpt = response.getToken();

System.out.printin("You got an RPT: " + rpt);

// now you can use the RPT to access protected resources on the resource server
TER—NRA, BERT AN —NHEANFEIRIKE—HA P HF -

// create a new instance based on the configuration defined in keycloak.json
AuthzClient authzClient = AuthzClient.create();

// create an authorization request
AuthorizationRequest request = new AuthorizationRequest();
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// add permissions to the request based on the resources and scopes you want to check access
request.addPermission("Default Resource");

// send the entitlement request to the server in order to

// obtain an RPT with permissions for a single resource

AuthorizationResponse response = authzClient.authorization("alice", "alice").authorize(request);
String rpt = response.getToken();

System.out.printin("You got an RPT: " + rpt);

// now you can use the RPT to access protected resources on the resource server

8.6.5. [F AR API B ¥R

// create a new instance based on the configuration defined in keycloak.json
AuthzClient authzClient = AuthzClient.create();

// create a new resource representation with the information we want
ResourceRepresentation newResource = new ResourceRepresentation();

newResource.setName("New Resource");
newResource.setType("urn:hello-world-authz:resources:example");

newResource.addScope(new ScopeRepresentation("urn:hello-world-authz:scopes:view"));

ProtectedResource resourceClient = authzClient.protection().resource();
ResourceRepresentation existingResource = resourceClient.findByName(newResource.getName());

if (existingResource != null) {
resourceClient.delete(existingResource.getld());

}

// create the resource on the server
ResourceRepresentation response = resourceClient.create(newResource);
String resourceld = response.getld();

// query the resource using its newly generated id
ResourceRepresentation resource = resourceClient.findByld(resourceld);

System.out.printin(resource);

8.6.6. N& RPT

// create a new instance based on the configuration defined in keycloak.json
AuthzClient authzClient = AuthzClient.create();

// send the authorization request to the server in order to

// obtain an RPT with all permissions granted to the user

AuthorizationResponse response = authzClient.authorization("alice", "alice").authorize();
String rpt = response.getToken();

// introspect the token

TokenlIntrospectionResponse requestingPartyToken =
authzClient.protection().introspectRequestingParty Token(rpt);
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System.out.printin("Token status is: " + requestingPartyToken.getActive());
System.out.printin("Permissions granted by the server: "),

for (Permission granted : requestingPartyToken.getPermissions()) {
System.out.printin(granted);

}
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28 9 = K ENFORCERS
RE& R R (PEP)@— i, FILERTLUERARMAELEE, Red Hat Single Sign-On 124 T
NARBEE. IMEMWIZIE S LM PEP FREIFR A ik, IR R ERRINARSSIRE T RESTTUl API, #
FA OAuth2 #=ANThRE(F & IR AR 55 28 17 1T RS B9 IRAN

Resource Server

-

Client PEP Protected Resource

A b

Keycloak
<<PDP>>

PEP T4 5 R R HIRKIKRISRME, MIE R QB RRFSHLRIXLRER, ©RHNMARFHRTIE
NI EE, UEREXLERRARFHINR, RENZERTHRIFEFR,

*E?E‘Tﬁﬁﬂﬁ’ﬁ)j WO SRR, R UMA B, SRE& 3§ SR IA A B E— A RPT /F 1 bearer HRERIAE
DA LURMIE R, XEWKE, B/ IHMNE %M Red Hat Single Sign-On REX RPT, AEME YRR 25
Z%i?éﬁé?ﬁ?o

BR, MRERER UMA, EHALUFEMTINSEAEEHRIRS 8. EXFERT, 5RB& enforcer
i E MRS BRI IR

INRIT{E A E{T Red Hat Single Sign-On OIDC i&fcgs, "I LUEITTE keycloak.json AR T E M
SREEHN S FASREE enforcer :

keycloak.json

{

"policy-enforcer": {}

}

LIRS ARG I, SRAEMRREIERES, FIRIE Red Hat Single Sign-On &4 HHI &5 1%F
&1%?Fmﬁﬁﬁﬁjmﬁﬁﬁlﬁlﬂ

SRB& % F Red Hat Single Sign-On BB IEH| & 5 N AR F Y *D‘Tﬁmlﬁﬁﬁﬁ“%ﬁﬁﬂkﬁ’]mﬁ*ﬁ?&
B, BIAERT, HEOETRIRSS ST, Red Hat Single Sign-On & 4 HIRIRSS 20— BILEE,
LA AR ] LIRS 5 FA 2B i il

9.1. CONFIGURATION

E N BRI AEREEE, E1E keycloak.json XEFRMUTEM :

keycloak.json
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{

"policy-enforcer": {}

}
MREFEURRPIFEIR, HEF

{
"policy-enforcer": {
"user-managed-access" : {},
"enforcement-mode" : "ENFORCING",

"paths": [
{
"path" : "/someUri/*",
"methods" : [
{
"method"™: "GET",
"scopes” : ["urn:app.com:scopes:view"]
2
{

"method": "POST",
"scopes” : ["urn:app.com:scopes:create”]
}
]
b
{

"name" : "Some Resource",
"path" : "/usingPattern/{id}",
"methods" : [
{
"method": "DELETE",
"scopes” : ["urn:app.com:scopes:delete”]

"path" : "/exactMatch"

"name" : "Admin Resources",
"path" : "/usingWildCards/*"
}
]
}
}

THEESMEREETNES

® policy-enforcer

187 A SR AR U SRS AR BB R IIEEE  (AIik) MEELY. MREEEE, RIEmH
HIRRS /R ZRITBHIR, LURIES 2R B SHRRS 3R RKBA R, EXFER
T, BRERRHFEERSLEFRTHBRELARN URIS BHEEBRE,

o user—managed—access

EEEMRSEER UMA P, IRIEE, SR ENRSSRIATIRAE S, FHREE UMA L
R ELRERIE PR, MRZBEE, RSN RBEBEN S RPTs ikl
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KRR, EXFERT, ESEROTERA LR, RintErFaZEEMR
5K IR,

enforcement-mode

¥5 XE 40 T 5t 1) 5K e BRBR

® ENFORCING
(BOIAER) FOABHIER, BIERA 5SS E HRKXRASERE.

= PERMISSIVE
EMER B 54 E FRKXEA0EN, theRIFER.

m DISABLED
T ZARBIEEF RS IRMEMTR, 2 enforcement-mode ~ DISABLED 1/ %2
FEist, BSAT LLEIT #A £ T XXiREX Red Hat Single Sign-On 1% % BIRR G 1R

on-deny-redirect-to
M URL, TEMARSS ZRIXER"VIIAIMRIEA SE RN REEAE P imiERK, RIANBERT, St
LL 403 HTTP RS HATHE R o

path-cache

E S SRBEHTIR B a0 Al BR BRI AT 2108 5 ;R B SR AR 7 LI N FRRR R A BT R AP AV BR R 2 (A1 B 5%
B, REREENTZERAFNZRIPATRZ AR X %5 Red Hat Single Sign-On AR
FRNABERIER,

m lifespan
E X SRB ML EIRE A () . MFRARME, MRIAED 30000, FF 0BIEALL
WEBNELRAER, SHEEE—IET - MEREREENTHE,

B  max-entries
NN ERERFREBHZEMRT, NRZXERME, MEILEH 1000,
paths
BERIFHIRE, WBREZAEM, MRREE N, REEEGIEETRIEELIE LSS
SKARE AN ARFHTERLIIFERE, EhERRRNARERFHH—LEEEH URIS
® pame
ESNTERRRPNRSSZHHRENLIR, 5 BR ESERN, RI&EH 2288 FRMN
URIS B, FHEREZRHMNEKRE,

) P?;‘F:E_) M F R AR B £ RSB R URL, SNRIEE 7iXMAT, RERGIZs A
zgﬂ‘:ﬁlﬁlfﬁﬁ’ﬂ URIBRS588. BRI IR CERRMUIEEERNZH, BRBERM
o ®ECH: I
e 4 : /*.html
® sub-paths: /path/*
e path % : /resource/{id}
o FALIITALD : /resource

® pattern: /{version}/resource, /api/{version}/resource, /api/{version}/resource/*
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" J5k

HTTP 755% (40 GET. POST. PATCH) E&RIFUReii{5RSS 24 E FRIE
FEI AR K BX

o ik
HTTP A &ML,

o SGH
BEEKRBHSEEMEFRHH, SRR ER SR, Ziuliin 2 &
BWR (HEBR) RS HLIIRERZIRPIEEWRIESEHEIZFIRN RPT, 40,
W%WﬁmﬂI@@EXTﬁﬁpmﬁDWWTMﬁ@aTm% EHIT POST B
BRI create SEEIMTTAIALR,

® scopes-enforcement-mode
Bl E5 A ERKAEH LR FRSR, [ETLE ALL 5 ANY, MRmAHE, Nk
MR FAAE RS, FReMAZAEG TR, MR ANY, NEDPHA—NE
FIE TR ERZAEN TR, BRABRT, HUTERIZEN ALL,

m enforcement-mode

¥5 XE 40 T 51t 1) 5K e SR B

e ENFORCING
(BOANER) FOABHIER, BIERA 5SS E HRKXA0SERE.

e DISABLED

®  claim-information-point
TE /R AT F 3 X ] Red Hat Single Sign On AR 55 2RA0— ?E_Y,%/I\F:EEE D@ xees
BRRTHtSRERE A, METMEZFMER, HSHFRERR.

o lazy-load-paths

EEERSBNIZIMA N 5N BAREF PR R RPN TURAEIRS 28, RN true, TSR

enforcer RREIE KR RN HRENFT R, HIEFBIEIZLTE D MRS 2R EXFE FHR

B (%A IRH paths) HIERE X T paths —NFEE, HFIRERIEMEBE, U“JJH:EE%
=18 A,

o http-method-as-scope

15 ESEE N ANMBRET R HTTP ik, IIREEN true, 1) SR i 1) 25 150 P 24 A SR B
HTTP AERKERENRFIRNIR. FRE, HRERER Red Hat Single Sign-On H#Y
FREARERTHEN HTTP ﬁ,fﬁ’J,eIm?éﬂf

o claim-information-point
—ANEEN 2/ FH, LI F#ZEEl Red Hat Single Sign-On R385, LUEIXLERE
BART A FEREE. METWMESFAER, HSHFRERR.
9.2. FEHER R

RIS R m(CIP) A S R X L AR B FH I X Lo AR B HE X B 2108 FE s B ok AR 5588,  LURMLA ] £ F X RISRBE
MEZER, BT LUE L policy-enforcer WELE XTI, LUEMETRBAREIRFEER, 40 :

o HTTPiEXR (BE. ik, EXEH)
o HERHTTP RS

o EEEHE XHFSME
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e SCHE Claim Information Provider SPI

£ Red Hat Single Sign-On ARS52#EX AN, SREEREEF XA 2, WALUR g E FXFAREN
AKF, BEERARFHLA RA, ANUREESES. BIHEET ETXHERN, LARIAFERZT
FHE BRI BA I IRIUR R,

9.2.1. MHTTP iERIKEVER
TEEMNLNREER T AMIM HTTP 1& K eh 2B B -

keycloak.json

"policy-enforcer": {
"paths": [
{
"path": "/protected/resource”,
"claim-information-point": {
"claims": {
"claim-from-request-parameter”: "{request.parameter['a’}",
"claim-from-header": "{request.header['b"]}",
"claim-from-cookie": "{request.cookie['c']}",
"claim-from-remoteAddr": "{request.remoteAddr}",
"claim-from-method": "{request.method}",
"claim-from-uri": "{request.uri}",
"claim-from-relativePath": "{request.relativePath}",
"claim-from-secure": "{request.secure}",
"claim-from-json-body-object": "{request.body[/a/b/c']}",
"claim-from-json-body-array": "{request.body['/d/1"]}",
"claim-from-body": "{request.body}",
"claim-from-static-value": "static value",
"claim-from-multiple-static-value": ["static", "value"],
"param-replace-multiple-placeholder": "Test {keycloak.access_token['/custom_claim/0"]} and
{request.parameter['a'l} "

9.2.2. MAHER HTTP FRFSIKEVE B
TEELNREER T OAMAE HTTP AR5 IREXAEA :

keycloak.json

"policy-enforcer": {
"paths": [
{
"path": "/protected/resource”,
"claim-information-point": {
"http": {
"claims": {

"claim-a": "/a",
"claim-d": "/d",
"claim-d0": "/d/Q",
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"claim-d-all": ["/d/0", "/d/1"]

b

"url": "http://mycompany/claim-provider",

"method": "POST",

"headers™: {
"Content-Type™: "application/x-www-form-urlencoded",
"header-b": ['header-b-value1", "header-b-value2"],
"Authorization": "Bearer {keycloak.access_token}"

b

"parameters": {
"param-a": ["param-a-valuei", "param-a-value2"],
"param-subject”: "{keycloak.access_token['/sub']}",
"param-user-name": "{keycloak.access_token['/preferred_username'}",
"param-other-claims": "{keycloak.access_token['/custom_claim'}"

9.2.3. %5~

keycloak.json

"policy-enforcer": {
"paths": [
{
"path": "/protected/resource”,
"claim-information-point": {
"claims": {

"claim-from-static-value™: "static value",
"claim-from-multiple-static-value": ["static", "value"],

9.2.4. =HR{E BN/ SPI

MREMRBHENEERR R HRER, NFLZARAFEA Claim Information Provider SPI £ H AR E
BEE M,

BN, ELHREIFH CIP RHER, BEELE
org.keycloak.adapters.authorization.ClaiminformationPointProvidery #
ClaimInformationPointProvider, R iA7EN RIZFIEH META-
INF/services/org.keycloak.adapters.authorization.ClaiminformationPointProviderFactory.

org.keycloak.adapters.authorization.ClaiminformationPointProviderFactory 7~ :

public class MyClaimInformationPointProviderFactory implements
ClaimInformationPointProviderFactory<MyClaimInformationPointProvider> {
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@Override
public String getName() {
return "my-claims";

}

@Override
public void init(PolicyEnforcer policyEnforcer) {

}

@Override
public MyClaimInformationPointProvider create(Map<String, Object> config) {
return new MyClaimInformationPointProvider(config);

}
}

B/ CIP ftNER S5 —1M&#*E:, 20 MyClaiminformationPointProviderFactory.getName 75357
E Y. name f$FF M policy-enforcer EZEH claim-information-point B3 BR&T 5L HE.

TEAERIE KA, ZRE& enforcer 3 A MyClaimInformationPointProviderFactory.create 77:%& 31K ER
MyClaimInformationPointProvider S£fll, AR, FiXAMMFE CIP 12#FF (81T claim-information-
point) E X HIESE A& E N IR (53,

ClaimIinformationPointProvider =4l :

public class MyClaimInformationPointProvider implements ClaimInformationPointProvider {
private final Map<String, Object> config;

public MyClaimInformationPointProvider(Map<String, Object> config) {
this.config = config;

}

@Override

public Map<String, List<String>> resolve(HttpFacade httpFacade) {
Map<String, List<String>> claims = new HashMap<>();

// put whatever claim you want into the map

return claims;

}
}
9.3. AR E T XX

B RKIg i HIfE, A@iT org.keycloak.AuthorizationContext 7515 MARSS 25 IRENBIAN IR, HERIRM T %
Ak, I LUER REINER, AR EBE IR F R E FRSSE IR,

1 Servlet BEFPHREURIN LT XX

HttpServletRequest request = ... // obtain javax.serviet.htip. HttpServietRequest
KeycloakSecurityContext keycloakSecurityContext =
(KeycloakSecurityContext) request
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.getAttribute(KeycloakSecurityContext.class.getName());
AuthorizationContext authzContext =
keycloakSecurityContext.getAuthorizationContext();

B X3k EX KeycloakSecurityContext 89115, 155 E &l sRACE, FAMH Red Hat
Single Sign-On X FFHIE(T serviet Bz TN AREN, NIZBERWH LT,

AN T 3 AT #S B £ B 47 st A% U AR 55 2R AT MEUR SR AR B, HI40, &R DURYE S BHRSGE Bl R EXBITUR,
5 A e R IE R TR B BN,

if (authzContext.hasResourcePermission("Project Resource")) {
// user can access the Project Resource

}

if (authzContext.hasResourcePermission("Admin Resource")) {
// user can access administration resources

}

if (authzContext.hasScopePermission("urn:project.com:project:create")) {
// user can create new projects

}

AuthorizationContext & Red Hat Single Sign-On B RFSMEBEINREZ —, ELEMIFIFH, &7
UEIZRIMNTEIREEEZRSEE ] HRIERE,

FERET A BN REEE (RBAC) NI — LR LB

if (User.hasRole('user’)) {
// user can access the Project Resource

}

if (User.hasRole('admin’)) {
// user can access administration resources

}

if (User.hasRole('project-manager’)) {
// user can create new projects

}

BRI RBEHRERNER, BElUFRNAREN, £ RBAC H, AN FRELHFIRN
ViRAURR, &1L Red Hat Single Sign-On, #EATLIGE BRI EEMNN, ERNEFENTR, TILEME
Fi RBAC. EFREMMIFIZEEI(ABAC), 1M2HE BAC 8K, UEHGE FRIRSCE MR, HEME
ﬁo

WE, BIEHNREERELAMZL, RTHBSESN, PMO e OIRFIE,
LZEBERWY, BARAREFFIRERANARFRERBEFNER, MAETFHRIEEINAR

B, BREEFNASENRSSBPIHETRRIKMINREENERE, EAG S, SWE FKIRXBANR
FSRME, sSEME urn:project.com:project:create JF# H K,

9.4. {F AUTHORIZATIONCONTEXT FREUSH 2 - ik S2 45

86



& 9 = %KI& ENFORCERS

AuthorizationContext 77 7] LA SR B N R FECE R %A E 7 im API BYB| B -

ClientAuthorizationContext clientContext = ClientAuthorizationContext.class.cast(authzContext);
AuthzClient authzClient = clientContext.getClient();

ARLEERT, BRMEREIRT B RIRS 238 F ZUiRIARSS 25 12480 API, 3 AuthzClient £,
HIRIRSS B LUSIRSBRE, UELUIREA AR TR ERFENR,

9.5. JAVASCRIPT & 5%

Red Hat Single Sign-On Server M —~ JavaScript &, ®HT 558 enforcer RIFHIHRARS 2232
B, XMEFZEET Red Hat Single Sign-On JavaScript 5&Etas, © RN E AT EIE FifmM Red Hat
Single Sign-On Server FXEXIUBR,

IR LUBI 7E web TTE AR E1E LATFHIA 1755, MIETEIZ1THI Red Hat Single Sign-On Server SEIFRENX
INEE

I <script src="http://.../auth/js/keycloak-authz.js"></script>
SERILIRERE, ERLLEIE—1 KeycloakAuthorization 52, 0 TFAfR :

const keycloak = ... // obtain a Keycloak instance from keycloak.js library
const authorization = new KeycloakAuthorization(keycloak);

keycloak-authz.js FFIREFH N EEINEE :
o MNIREEV;A UMA RIFHFIRIRS 28, 1HEFANR ticket MBR S5 2RIKENU AR,
o R & BRFNSE H K MAR S5 2R IR BN BR.

EXFHHERT, E#HRFERENS FIRIRS 230 Red Hat Single Sign-On #1URS X E, LUREVIEME
Fime] LLRAE bearer 3R 1A BT IRAR 55 88 £ I ZRIP IR,

9.5.1. /b ¥EE UMA-Protected % RAR 25 22 BYIRAN I N

MR FRRS BRI EERT, CERIES bearer S —BHUTHI RN B FiFiER, B, YE
ZIAfEF bearer ShEVIAIH A 2RI TURBITRAI FTRAR 5230, THEARSSZRRLL 401 RIS
WWW-Authenticate F13L 5,

HTTP/1.1 401 Unauthorized

WWW-Authenticate: UMA realm="${realm}",
as_uri="https://${host}:${port}/auth/realms/${realm}",
ticket="016f84e8-f9b9-11e0-bd6f-0021cc6004de"

auﬁ'ﬁ%%{n/uw ‘Lﬁﬁ[ﬂ UMA ;ijy *EO

MR IR EE M KRRS 2R E A WWW-Authenticate Frak FIZEV R ZHE, 13 AE L EBAGHE
K, @OTFFIaS -

// prepare a authorization request with the permission ticket
const authorizationRequest = {};
authorizationRequest.ticket = ticket;

// send the authorization request, if successful retry the request
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Identity.authorization.authorize(authorizationRequest).then(function (rpt) {
// onGrant

}, function () {
// onDeny

}, function () {
// onError

hE
B heEm2 Ry, RN EFATIEEMIRSS S EIGER A -

e onGrant : ZHEERIEE— DS, WMRIAATN, FEIRS 2RE T EHIE KR RPT, NIE1
R RPT,

e onDeny : HEEME NS, RARSHRIBLIZHOERE R,

e onError : EENE=1SHH., RERSIENMNEF A,
KZEN FER N Z(E R onGrant [EH7E 401 I REIIEK, BEEKNEE RPT B4 bearer ShéiH
TEI,
9.5.2. FREXINF!

keycloak-authz.js FEIR#E T —™ AL TheE, BRI LU IRMIRE FimiE R U 7] B9 BURAIE B MAR 5588 3K
EX RPT,

K IVE AR FHIRNBRE RPT =6, LUKk AR LA (R BSE

authorization.entitlement('my-resource-server-id').then(function (rpt) {
// onGrant callback function.
// If authorization was successful you'll receive an RPT
// with the necessary permissions to access the resource server

hE
B R a5 R GHRFISE BRI R KX RPT B4l

authorization.entitlement('my-resource-server, {
"permissions": [

{

"id" : "Some Resource"

}

]
}-then(function (rpt) {

// onGrant
hE

A A ZheEr, S RBHEE DT MM BHRARSS 289 client_id,
BH ShEETE 2R, HZFILNEETIREMARSS S BB -

e onGrant : ZHEERVSE—DSE, MRFAKTN, HERS RO T BAFERMNRN RPT, M@V
R RPT,

e onDeny : HEEME NS, RARSHRIBLIZHOERE R,
e onError : HEEME=1SH. RAERSSRENNTF A,
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9.5.3. A K
B B RS BAUE RN R, XN RETEAUTEME LS

o HUR
KR ERFEH B REH, Fian -

const authorizationRequest = {
"permissions": [

{

"id" : "Some Resource",
"scopes” : ["view", "edit"]
}
]
}

® metadata

HEMEHRMMMAE, £ IRS SN S I ERIOER,

o response_include_resource_name

ERIRS SRR ENIZEETE RPT HRAN/RE, 1R false, NMINBIEFIRINAR,

o response_permissions_limit
7 RPT AR E E LREMEH N, 5 rpt SH—REERN, RAZRE NIHERHIRFY &
fR¥F7E RPT A

® submit_request
mIRMERRIRS SR 2B N AN RERES | B ERFERER, XNSEINIES ticket 3K
—iEEAEN UMA BEGHERRR —ER 2B F &34

9.5.4. 7 HX RPT

INRIEE A ERMBEMIRNTIEEIRE T RPT, NIIAK R MR RIKE RPT  (RiXE EWATE =8
EARMIAEE)

I const rpt = authorization.rpt;

9.6. BCi& TLS/HTTPS
LIRSS B/ HTTPS i, HHRREERERENT :

keycloak.json

{

"truststore": "path_to_your_trust_store",
"truststore-password": "trust_store_password"

}

L EBEERLE TLS/HTTPS #AE FimE B TLS/HTTPS, MM A LMER HTTPS 5 Rxi2 1 [A£Li8 # 5=
ERRSS %5

89



Red Hat Single Sign-On 7.6 $&FUIR S5 H5F

o FUER IR AE 17 17] Red Hat Single Sign-On Server i 5265 2 B TLS/HTTPS,
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