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55 1 E &% RED HAT SINGLE SIGN-ON B/~ {51 22431

XER LR T AN AR R R R 2 H /251 Red Hat Single Sign-On ARS52%, XE#04A admin A, 3
&% ¥ Red Hat Single Sign-On Admin Console,

HE R

HREETHIERLBERER, AXREETINERLENMAE” MIEMNTEFE, 55 Red Hat
Single Sign-On XA RIE A5,

1.1. 2% RED HAT SINGLE SIGN-ON fR% 23

X FiX4 Red Hat Single Sign-On 2R, XS RIRIIERXRLE, RS3 T ZIP X3Sz
T Red Hat Single Sign-On BR 5528 RIBIANFN Z I35, 88T LATE Linux 3% Windows £ %4k 55 2%,

AT
1 VIRIZLIEE 1,
2. TF#i Red Hat Single Sign-On Server: rh-sso-7.6.zip
3. FIXCH AR SR B SR,
4. {FAEHM unzip SLARERF (40 unzip. tar 5k Expand-Archive) f#8 ZIP XX{4,
Linux/Unix
$ unzip rhsso-7.6.zip

or

$ tar -xvzf rh-sso-7.6.tar.gz
Windows
I > Expand-Archive -Path 'C:Downloads\rhsso-7.6.zip' -DestinationPath 'C:\Downloads'

5. REE| LIIEE 1,
6. = Patches £ F,

7. TF# Red Hat Single Sign-On 7.6.9 fR&5 85 T,
[ TFER ZIP ST REREFER B SR A,

8. # A Red Hat Single Sign-On R 238918 B %,
9. &%) JBoss EAP fr %175 M,

Linux/Unix
I $ ./bin/jboss-cli.sh

Windows


https://access.redhat.com/documentation/zh-cn/red_hat_single_sign-on/7.6
https://access.redhat.com/jbossnetwork/restricted/listSoftware.html?downloadType=distributions&product=core.service.rhsso
https://access.redhat.com/jbossnetwork/restricted/listSoftware.html?downloadType=distributions&product=core.service.rhsso
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I > .\bin\jboss-cli.bat

10. MR*NT,

I $ patch apply <path-to-zip>/rh-sso-7.6.9-patch.zip

1.2. 5 RED HAT SINGLE SIGN-ON /= JAVA 17

SN Java SE 17 8 E A Fi21T Red Hat Single Sign-On, NIEEBHANNLSE, NiZiz21TiH4H enable-
elytron-se17.cli FIAS A SRS 25, MRFEAREMRADN Java, NIFFEX—,

FRFH

o (KATE Red Hat Single Sign-On AR %5 83 &2 251 f2 A & BT E IR,

¥ =
1. # A Red Hat Single Sign-On R4 238918 B %,

2. i&17 jboss-cli @45, %% enable-elytron-se17.cli A<,
Linux/Unix
I $ ./bin/jboss-cli.sh --file=docs/examples/enable-elytron-se17.cli
Windows

I > \bin\jboss-cli.bat --file=docs\examples\enable-elytron-se17.cli
1.3. 55/ RED HAT SINGLE SIGN-ON fR45%3
BMRERECHWREFEIRS .

FoRFM

{8 7E Red Hat Single Sign-On R4S 23 &k 0 2 dh B BEMER,

it =
1. HEBRSS 20 489 bin B,
2. 117 M3I 5| SHIE,

Linux/Unix

I $ cd bin

$ ./standalone.sh
Windows

I > ...\bin\standalone.bat
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1.4. 6] ADMIN i

1Ef#F Red Hat Single Sign-On &, EHEZQIE— admin ik, FF &K Red Hat Single Sign-On &
BEHlE,

FRFH

o UfEEE) Red Hat Single Sign-On ARS5 230, BEE T EAHHR,

it =

1. TERBIR TN 28 HR i 1A http://localhost:8080/auth,
VOB TTERHT I, HIARSS 2BRIETEIZ1T.

pye gl

{9'.55 Administration Console

Please create an initial admin user to get
started.

Username

admin

AL
Flf S -\.l

Password confirmation

2. FIAR R MEMRLIRYLE admin A,

1.5. &5 %] ADMIN 3415

B4 admin kS, ERILLE S admin #H16, EXMEEIEF, ERILURINA P FHEMmEN AR
FF, {#E3 Red Hat Single Sign-On &£,

FeREH
o BB — admintk/, BT admin #ZHIE,


http://localhost:8080/auth

&5 153 %3 RED HAT SINGLE SIGN-ON B3R HIE 4

it =

1. &=il Welcome T1E £ Administration Console 553, =HBE#ZEHA
http://localhost:8080/auth/admin/ (3#l& URL) .

EEREHIBBE WS Red Hat Single Sign-On X R HARERIEHIA,

2. HIAIEIE Welcome T LA &MENE, LITH admin #EHE,
ERERHAEERRES

Username or email

admin

Password

[ ] Remember me

i & I E R PRI B B4R R R

= Lo
= EEHS
Master w
General Login Keys Email Themes Cache Tokens Client Registration Security Defenses
*Name master
Display name master
HTML Display name master realm

Frontend URL &

Enabled @ m

User-Managed OFF
Access ©
Groups Endpoints & OpenlD Endpoint Configuratian

SAML 2.0 Identity Provider Metadata

LEITN | Cancel
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2% fIEEMmAs

Red Hat Single Sign-On EIEZHISMBE—MERRBEH T ZEPORA . BALUERZAAES
B, FUiRIRRE R AR BRER S R A,

2.1. REALMS FF

YBIREFE admin ZEHRIBE, BAF—Drealm B, XZEEENRIZEF, FEMNFEEMNS

e Master realm - & X35 Red Hat Single Sign-On B N IE QI LLiE, ©8SEESE —RE XA

28 admin Bk, HRER R OIR b,

o Hfthi - XL master P MEEACIR, EXEEF, ERACUBASMNARER, MNAR
FERAFAA.

Master Realm

_____

In master realm, admin
only manages other realms.

Admin

........................................

2.2. 0I5,

_____

Create applications and users in other realms.

Realm1

User —» Application
Realm 2

User —> Application
Realm 3

User —» Application

YE7 master BH BT admin, OISR 5103 A - FN FEBYE,

FRFH

e ZI T Red Hat Single Sign-On,

e &A admin EHIG LA admin K,

it

1. # X http://localhost:8080/auth/admin/, Bf# A admin K &5k Red Hat Single Sign-On B

#Ha.

2. £ Master ¥ 7h, Hifi Add Realm, IEERKE| master AT, L3 FISFIHARA Hibig,

3. 7£ Name FE& i A demo,


http://localhost:8080/auth/admin/
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Hris

Select realm Add realm
Import | Select file (5
demo
Enabled

A5

4
4

S

b S =i
4 FT=
p

.

4. = Create,

realm EMEZX D K/NEH, HLFEIREGAHANE,

LR ST FFEEIREHI A TE, 15509 demo,

R

Demo

Realm Settings * Mame

Display name
HTML Display name
Frontend URL

Enabled

User-Managed
Access

Endpoints

General Login

Keys Email Themes Cache Tokens

demo

demo

OFF

OpenlD Endpoint Configuration
SAML 2.0 Identity Provider Metadata

Save || Cancel

Client Registration

5. {52 master SFEN|F QIERE 2 BRIEIH, FHiERH T Select realm FHIFIKRHHIFKE.,

2.3. QIR

£ demo s, R LU IZET A QIR — N R P A — NI B i,

it =

1 MEEA, Hif Users LUTH A FFIRTTE,

2. EZ=AAHIRMAN, Bt Add User LUTFF Add user T,

3. 7 Username FE&H i A &K,

10
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X EME— BB R,

IR T

Users > Add user

Add user

1D

Created At

Username * johndoe
Email

First Name

Authentication Last Name

User Enabled m

Groups . .
=roup Email Verified OFF
Users

Required User

Actions

LEVES | Cancel

Import

4. 5 HFHMERNE 8D On, REBERTRE,
HAANERTE™NTH,

5. 52 Credentials &£ A AP IXE!

mi 2,

6. BEAFBHHMBIA,

7. R Set Password ff 7 B E N IRIE E R B,
EREIUETTE

Users » johndoe

Johndoe

Details Attributes Credentials Role Mappings Groups Consents sessions
Manage Credentials

Position Type User Label Data

Identity

Set Password

User Federation

Passwaord sennenne @

Passwaord LETTETe -
Confirmation

Temporary m

Set Password

Users

1
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==
LB RIEN S, APEE—RERXNFTERTRRNG, NREAUBRKANEL, &
¥ Temporary FFXiZE&H Off, SAFH i Set Password,

2.4, B REIM A 1EH A

realm BB P E A AV 2RHI S, SR LR EG A ERENEERE S HEREIL. N
T, &R LMERE QIR 9IZ A T E R,

¥ =
1. TFFR 3 FFI%EFE Sign Out, MEIRILHI AT,

2. 3N http://localhost:8080/auth/realms/demo/account 3 EUERINI QIR BY B 7 B0 B R IEH
demo 1,

3. HBERERMIBEEN, HHA— NI LUCERNEH,
EHE

& You need to change your password to activate your account.

New Password

Confirm password

LRk EREA,
iRk =

12


http://localhost:8080/auth/realms/demo/account

2% QIR s

Edit Account
Account >
Password * Required fields
Authenticator Username johndoe
sessions o,
Email " | johndoe@virgernetworks.com
Applications )
First | John
name
Last * Doe
name

Cancel Save

4. FERAEMEESETE, LUEALTEE T,

BRESR

W, BEESFHITRAIRE, X2RIE JBoss EAP LiziTHRBIN BERF. ESH RN =6LN A
2,

13
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% 3 E FRIPRAINERER
HE, BB admin kP, —NEFAF, EALUERA Red Hat Single Sign-On R JBoss EAP

servlet B AR, &% JBoss EAP B im&licss, EEEEH A EMN BRRF, 1Btk JBoss EAP L4
LU#EF Red Hat Single Sign-On, F{# T A — LR B I RILINE B 2 B 5% kAR N .

FeRFH
o MBEBFBAMBHRIFSRMEAMIKD, LLUE%HES JBoss EAP = Eiin M43,

3.1. /{2 RED HAT SINGLE SIGN-ON {#HR 8RO

AIEmAPUHBER TR fEFIRSSERNITEN LIZ21T JBoss EAP, 1EX#IER+, EBENfE
JBoss EAP 48 T 4T 18 BA S &5, (BIEFBEIS UBoss EAP FIEN AR SR., MU TUNIE serviet N FIZITH
By JBoss EAP SE451,

kim0 Ze, MEBERREMLGCORIZIT Red Hat Single Sign-On #1 JBoss EAP,

FRFZFH
o BB — admintk/, BT admin #ZHIE,

o HOIETIETHE,

fRTE demo I OIE T B,

pi% &2
1. MZLWEZE 1 F#; JBoss EAP 7.3,

2. fRIE T #E B JBoss EAP,

I $ unzip <filename>.zip

3. B & Red Hat Single Sign-On root B3%,

4. ) jboss.socket.binding.port-offset R4 IR HE, /53 Red Hat Single Sign-On fR %525,
XMEZRINE Red Hat Single Sign-On fRZ5 23T B N m OMEREHR, EAFIH, 100 2
{Ho

Linux/Unix

$ cd bin
$ ./standalone.sh -Djboss.socket.binding.port-offset=100
Windows
I > ...\bin\standalone.bat -Djboss.socket.binding.port-offset=100

Windows Powershell

I > ...\bin\standalone.bat -D"jboss.socket.binding.port-offset=100"

14
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5. ik Red Hat Single Sign-On ARS525 IETEIE 1T, BUTE http://localhost:8180/auth/admin/,
MRITH T ERBESE, BEASHFREE N inEEss, f JBoss EAP BEIF 54118 Sign-On B
afEf,

3.2. &% JBOSS EAP & i Efr 28

%4 JBoss EAP MIZLIE . R B R REER — W25 LI, JBoss EAP BEHT—EEH, B ITINMEL,
i %%k Red Hat Single Sign-On & i & BC 25

FRFH

o B &% JBoss EAP,

o MRBMATENTIXH, NIEH ./standalone/configuration/standalone.xml X4 & 1D,

iz
1. MEIIEE 1P T # EAP 78 &/ imE Ao s,
2. HEHEl JBoss EAP MR B %,
3. U BRPHEETHMNEFimaicss. FIi :

I $ unzip <filename>.zip
4. BE bin B3K,
I $ cd bin

5. NEWTEEIZTELHBA,

e

ORI R KRR, EBREELE—FSHERT unzip, XTRWMAERE
IERIAL B R,

Linux/Unix
I $ ./jboss-cli.sh --file=adapter-elytron-install-offline.cli
Windows

I > jboss-cli.bat --file=adapter-elytron-install-offline.cli

TR
tEBIAXT .../standalone/configuration/standalone.xml T4 4T A B IS 4,

6. FEN RS 25,

Linux/Unix

15
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I $ ./standalone.sh
Windows

I > ...\standalone.bat

3.3. 3 /it JBOSS EAP v B2

HITE, f&7RILATE Red Hat Single Sign-On S EHI & E L FHEME i,

FRFM

o COLRERMImERZLLAT JBoss EAP,

it

1. A admin K&K E] admin #2&HE : http://localhost:8180/auth/admin/

2. EEMTHIFIZRS, %7 Demo realm,

3. BAMZFEH SR Clients $TFF Clients T E.

Clients

Lookup

ClientID

account
account-console
admin-cli

broker
realm-management

security-admin-console

4. IE4MI, == Create,

Enabled
True
True
True
True
True

True

Base URL

httpy//localhost:8080/auth/realms/demo/account/

http://localhost:8080/auth/realms/demo/account/

httpy/localhost:8080/auth/admin/demo/consales

5. 7£ Add Client Xfi51EH, @id FEMFER IR Ty vanilla BY% F i,

AINE - i

Clients

dentity

User Federation

Authentication

16

Clients Add Client

Add Client

Import
ClientID *
Client Protocol

Root URL

select file (5]
vanilla
openid-connect

http:/localhost:8080/vanilla

Actions
Edit
Edit
Edit
Edit
Edit
Edit

WA :

Export
Export
Export
Export
Export

Export

Create

Delete
Delete
Delete
Delete
Delete

Delete


http://localhost:8180/auth/admin/

83 RPN ARRF

6. = Save,
7. EERM Vanilla B A ig @A, 25 Installation 1£71F,
8. 1% Keycloak OIDC JSON 4 s & F AT #3014,

Keycloak.json X4

Clients > vanilla

Vanilla &
Settings Roles Client Scopes Mappers Scope Revocation Sessions Offline Access nstallation
Format Keycloak OIDC JSON :|
Option
{

"realm": "dema”,

"auth-server-url™ "http:/localhost:8180/auths”,
"ssl-required”: "external”,

"resource™: "vanilla”,

"public-client™ true,

"confidential-port": 0

Authentication

Groups

9. s Download ¥ Keycloak.json {RZE Al {ELLE L EIRIGLIE,
10. %% Keycloak OIDC JBoss FX&5t XML K4 B XML &R,

B XML

Clients > wvanilla

P =

Vanilla &
Settings Roles Client Scopes Mappers Scope Revocation Sessions Offline Access Installation
Format Keycloak OIDC |Boss Subsystem XML :I

Option

<secure-deployment name="WAR MODULE NAME.war"=>
<realm>demo=</realm=
<auth-server-url=httpy/localhost:8080/auth/</auth-server-url>
<public-client>true</public-client=
<ssl-required>EXTERNAL</ssl-required=
<resource>vanilla</resource=

</secure-deployment>

1. B Download MMREFEH T —HEBFEHEMEIX, Z8IAX5 K JBoss EAP ELiE,

3.4. {828 JBOSS EAP =L45

TEHRLINE B B RARI B, JBoss EAP servlet N AEEMAMERE.

FeREH
o &R7E demo R BGIET &N vanilla WE i,
o BEHNEEFIHFEET —MER XML X4,

% 3
1. ¥%%|] JBoss EAP 1R B 3 Fh g /A& B,
2. FTFF standalone.xml X FHIERLLT XA -

17
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I <subsystem xmins="urn:jboss:domain:keycloak:1.1"/>

3. ¥ XML B M self-closing el — 4T FFFI K FIPR%EE, S0FRs

<subsystem xmins="urn:jboss:domain:keycloak:1.1">
</subsystem>

4. F XML BRI FTHNEE] < subsystem& gt; 7tRH, WIS :

<subsystem xmins="urn:jboss:domain:keycloak:1.1">
<secure-deployment name="WAR MODULE NAME.war">
<realm>demo</realm>
<auth-server-url>http://localhost:8180/auth</auth-server-url>
<public-client>true</public-client>
<ssl-required>EXTERNAL</ssl-required>
<resource>vanilla</resource>
</secure-deployment>
</subsystem>

5. ¥ WAR MODULE NAME.war =X/ vanilla.war :

<subsystem xmlns="urn:jboss:domain:keycloak:1.1">
<secure-deployment name="vanilla.war">

</subsystem>

6. EENARS .

3.5. RERHUCIS SRR M R

RIERFERBET M https:;//github.com/redhat-developer/redhat-sso-quickstarts 0/ % 2 — LE 7R Bl X
ERFRIEX DN BARFHRE, REAN TSR Red Hat Single Sign-On K {ThRA—2 T {F,

TS E app-profile-jee-vanilla quickstart, BiER T AIEREBEARF BRI Jakarta EE
MNA, MAER WAR, Red Hat Single Sign-On & im&lies TR B R T BRI AEFEARE.

SERFMH
EEENS ERETUTRE, 7 PATH RE A,

® JavaJDK 8
® Apache Maven 3.11 L& & iR A
o Git

& —" keycloak.json 14

pri% =
1. HBIRIEH UBoss EAP N ARSBREZLET,

2. BRAUTHSTEABIFERER

18
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$ git clone https://github.com/redhat-developer/redhat-sso-quickstarts
$ cd redhat-sso-quickstarts/app-profile-jee-vanilla/config

3. J¥ keycloak.json XX {4 E HI B L1 B K,
4. [E_L#%%| app-profile-jee-vanilla B 3%,
5. ERAUTHSRERD,

I $ mvn clean wildfly:deploy

6. WINNAREEEMIN, #HA http;//localhost:8080/vanilla, E&RREFIE.,
=il N IND A

< > C @ © | @ localhost:8080/vanilla/ 67% ses o + IN@D © i =

LOGIN

Please login

7. fERETE demo BiH QI HIMK 1 B SR,
demo M E R ITE

Username of email

jahndoe

Password

X ER—FEE, RPBEMINTER T Red Hat Single Sign-On LURH 7RI JBoss EAP [
. HHE

19


http://localhost:8080/vanilla
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SERLEH
LOGOUT

You are logged in!
Principal f1fb36db-29cd-4b6d-812b-edc82b31cbbd

20
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