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FEHREEES

FEFREZESZ

RN FERIANNRIE, SXEF Web BHEREERMBIES. HNMXEDAREFFS : master,
slave. REAMARE, ATRIATF+IRE, XEFFAERMENNDZTREDZES LK. B
KXESZIFE, FEHBINNERERAE Chris Wright 12#tF5E S,


https://www.redhat.com/en/blog/making-open-source-more-inclusive-eradicating-problematic-language
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25 123 RED HAT SINGLE SIGN-ON FOR OPENSHIFT 1t

1L HAaBLE R mER?

Red Hat Single Sign-On @ — MR E KR AR, ENATF OpenShift BERLEHRBIZIIE JBoss HH]
f#, Red Hat Single Sign-On for OpenShift fR{&kIR I T — N E R IEARSS 38, HAFEFRER. FH.
SEMFETE Web N AR, %N ARFEF RESTul Web BRFSBIA FIIKF,

Red Hat Single Sign-On for OpenShift ZELL T & LRt : x86_64. IBM Z #1 IBM Power Systems,

1.2. LbE: : 2108 OPENSHIFT 5% = &5k 5 RED HAT SINGLE SIGN-ON

Red Hat Single Sign-On for OpenShift {E &k A5 7.6.9 EF Red Hat Single Sign-On 7.6.9, Red Hat
Single Sign-On for OpenShift % #] Red Hat Single Sign-On Z [AIE — &£ EEMX G|, RIZEE :

Red Hat Single Sign-On for OpenShift S {& @18 T L1 ¥ m B RMFTAIHEE. H4, HAT Red Hat
Single Sign-On By JBoss EAP Hif& RTEHENH web.xml X BB H <auth-
method>KEYCLOAK</auth-method> 5 <auth-method>KEYCLOAK-SAML</auth-method> B .war
EREFH OpenlD Connect 3 SAML &/ i Mt

1.3. A FXNEHRIENR

ZI183@1F Red Hat Single Sign-On for OpenShift fRI&MA S 7.6.9 1% 1~ OpenShift I FATZF1ER,
IXLEERENRE LT FF A ETF Red Hat Single Sign-On 7.6.9 IR 2B EFMEMN TR, EIREZ T N FHFH
FH - BBERFIBEINEER, 1A FEHE M — LI TER,

1.3.1. passthrough &

X LEARAR B R TS FE HTTPS, JGroups B #Z##0 Red Hat Single Sign-On AR%5 2:ME EEE. ©1]
{88 passthrough TLS X IE{RI TLS 5&1E.

® ss076-ocp3-https, sso76-ocp4-https: Red Hat Single Sign-On 7.6.9 #f[FA— pod LBIHER
H2 BU¥E %,

® ss076-ocp3-postgresql, sso76-ocp4-postgresql: Red Hat Single Sign-On 7.6.9, HII pod
LEMIGET PostgreSQL #UE % X #.

® sso/6-ocp3-postgresql-persistent, sso76-ocp4-postgresql-persistent. Red Hat Single Sign-
On7.6.9 TEHMH pod EHHFFA PostgreSQL B EZ #o

ERH A MySQL / MariaDB ##E /%R Red Hat Single Sign-On Btk 24k, BB
Red Hat Single Sign-On kA 7.4 FARA .

1.3.2. BB ENR
OpenShift 3.x #1 OpenShift 4.x #2447 MII B INBEER

1.3.2.1. OpenShift 3.x

OpenShift 3.x iR {# A service-ca.crt CA i & SXHAER Service Serving IIEF Secret B9—8849, 4K
TLS iE B MBFEHEIRELLWNA., Red Hat Single Sign-On truststore tE2BEN0E, HAhas


https://docs.openshift.com/container-platform/3.11/dev_guide/secrets.html#service-serving-certificate-secrets

&5 1% RED HAT SINGLE SIGN-ON FOR OPENSHIFT fif}

/var/run/secrets/kubernetes.io/serviceaccount/service-ca.crt CA I £, AT HTTPS BTN
(TN

Red Hat Single Sign-On AR5 88 MEEFHETISEIETE Java RO ERPFIE EFBIFAIE CA IEF XX,
LSRR EH NG TLS K IERRI TLS @815, JGroups &R EMA AUTH ThiUH 1T BB RIE, #ﬁ
F8 ASYM_ENCRYPT XNz,

® s5076-0cp3-x509-https: Red Hat Single Sign-On 7.6.9 & BRI HTTPS BEAF 5L
18 R EKEEFE, HAER H2 BiEE .

® s5076-0cp3-x509-postgresql-persistent. Red Hat Single Sign-On 7.6.9 78 H 2 &£ B
HTTPS BTG E M EREEFNE, BIFA PostgreSQL #IRZEX .

1.3.2.2. OpenShift 4.x

OpenShift 4.x R R HEIARSS X509 Uk secret EBEIOIERBATIRELZEHNEN HTTPS BEAEHE.
X LR E A —NTHIAR S5 CA 40 E, B©8IET service.beta.openshift.io/inject-cabundle=true
ConfigMap 7 X,

Red Hat Single Sign-On AR5 88 MEEFETISEIETE Java RO ZEPFIE EFBIAIE CA IEF XX,
LERRMREFA EHTINE TLS L LSRRI TLS 15, JGroups SEEMEHER AUTH MillH4T SR I, #ﬁ
F ASYM_ENCRYPT /0%,

® ss076-ocp4-x509-https: Red Hat Single Sign-On 7.6.9 7 B &£ I HTTPS BEAF 5L
1B RE RIS EENE, BANER H2 BB %X, ASYM_ENCRYPT Groups WM A FINEEE TR

Eo

® ss5076-ocp4-x509-postgresql-persistent. Red Hat Single Sign-On 7.6.9 775 B &I £ MY
HTTPS BEAFMEFIZIIE s m B REEEME, HIFA PostgreSQL #iEZEX
. ASYM_ENCRYPT Groups B FMBRERRE,

1.3.3. Rk
MR T 5 Red Hat Single Sign-On &Y E fthiE4R :
® eap64-sso-s2i : BJF LI JBoss N FHTA 6.4 BILLIE H m B R,
® eap7l-sso-s2i : BJFFALIIE JBoss LN FAYH 7.1 MLIIEH R EK.
e Data virt63-secure-s2i : B2 418 JBoss #IEEIUEL 6.3 BLLIE R RE K.

XERIR D E%RFE F Red Hat Single Sign-On BIMEZE, FEERENTE A Red Hat Single Sign-On &/~
lﬁﬁ/fﬂﬂo

Hith BTR
o HIMFNIIERE[REXREFimEMAE
® passthrough TLS 1k, OpenShift 3.1
o FBINE TLS 1k, OpenShift 3.11

o ZL£PRM, OpenShift 4.11

1.4, IR AFR B EM S FF


https://docs.openshift.com/container-platform/latest/cicd/builds/creating-build-inputs.html#builds-service-serving-certificate-secrets_creating-build-inputs
https://github.com/openshift/openshift-docs/blob/enterprise-4.1/release_notes/ocp-4-1-release-notes.adoc#service-ca-bundle-changes
https://docs.openshift.com/container-platform/4.1/authentication/certificates/service-serving-certificate.html#add-service-certificate-configmap_service-serving-certificate
https://docs.openshift.com/container-platform/3.11/architecture/networking/routes.html#passthrough-termination
https://docs.openshift.com/container-platform/3.11/architecture/networking/routes.html#re-encryption-termination
https://docs.openshift.com/container-platform/4.11/networking/routes/secured-routes.html
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BX OpenShift BRIRAFREERIFE, FEFE IHFHNRE HHE.

7.0 #1 7.5 Z [A]#9 OpenShift H &k & Red Hat Single Sign-On E#FH, BilNAHEE
W AR AN TR AR AR B B 3T,

EEEHN A, EFEA Red Hat Single Sign-On for OpenShift #2{& 1 7.6 MR A LU R4 E F LSRR A
N TR RER


https://access.redhat.com/articles/2342861
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28 2 Z /) OPENSHIFT fidi& RED HAT SINGLE SIGN-ON

2.1. 5 RED HAT SINGLE SIGN-ON T+ OPENSHIFT &i&RA N BEFE
R

MZ 20 Red Hat Registry: registry.redhat.io FHIEX (BZH{%E) B Red Hat JBoss Middleware for
OpenShift 5k, BHRXFAR, BHEEFERLIBIKSERE registry,

E1E OpenShift EHZIMERE M registry.redhat.io PEIA SR K, BiIVEEGE M Registry IR
(LN BRRIESEE) KRB ANLIEE 1 WL,

it =

1. EAIE Registry Service Account, T ZE Registry Service Account Management
Application, MBBEER,

2. 1E Registry Service Accounts TTEIH, = Create Service Account,

3. NARSS K T RHEE—NRFR, 0 registry.redhat.io-sa. TIFLEE. BENFERFET L,
a. FIABRSSIK 09 ®, 0 ARSESHC @ registry.redhat.io HHBGE &5 F 15,
b. /= Create,

4. B3 Service Account [§, = Registry Service Accounts T1E ) Account name 5l FH ]
registry.redhat.io-sa %5#%,

5. &[5, i OpenShift Secret Wi+, HHITIZITEPTIHBAEL K,

NEFLELR, 155 Red Hat Container Registry B {245 1E XA,

AR
. BRESENEHEEAKERUIEEE AV N RMA - EMEI2E openshift i E :
2. RIFIEHY OpenShift Container Platform kg A&iEFE— P4,

a. JARIEKTE master EH (FLE) LEiz1T7ETF OpenShift Container Platform v3 BUSEESLI,
HHUTUTRE :

I $ oc login -u system:admin

b. HIRIEIETEZ1TET OpenShift Container Platform v4 BIEEEESEH, @M kubeadmin F1 &
REXE CLI :

I $ oc login -u kubeadmin -p password https://openshift.example.com:6443

3. IZfTLUF®@4, N openshift i B 8 OpenShift E#—41 Red Hat Single Sign-On 7.6.9 %
MRo
INRE A OpenShift 3.x £8%, HHEAUTHS :

$ for resource in sso76-image-stream.json \
passthrough/ocp-3.x/ss076-ocp3-https.json \
passthrough/ocp-3.x/ss076-ocp3-postgresql.json \


https://catalog.redhat.com/
https://access.redhat.com/terms-based-registry/
https://access.redhat.com/RegistryAuthentication
https://docs.openshift.com/container-platform/latest/authentication/remove-kubeadmin.html#understanding-kubeadmin_removing-kubeadmin
https://docs.openshift.com/container-platform/latest/cli_reference/openshift_cli/getting-started-cli.html#cli-logging-in_cli-developer-commands
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passthrough/ocp-3.x/ss076-ocp3-postgresql-persistent.json \
reencrypt/ocp-3.x/ss076-0cp3-x509-https.json \
reencrypt/ocp-3.x/ss076-ocp3-x509-postgresql-persistent.json
do
oc replace -n openshift --force -f \
https://raw.githubusercontent.com/jboss-container-images/redhat-sso-7-openshift-
image/sso76-dev/templates/${resource}
done

INRE A OpenShift 4.x £&8F, EFERATIGMS :

$ for resource in sso76-image-stream.json \
passthrough/ocp-4.x/sso076-ocp4-https.json \
passthrough/ocp-4.x/sso076-ocp4-postgresql.json \
passthrough/ocp-4.x/sso076-ocp4-postgresql-persistent.json \
reencrypt/ocp-4.x/sso76-ocp4-x509-https.json \
reencrypt/ocp-4.x/ss076-ocp4-x509-postgresql-persistent.json

do
oc replace -n openshift --force -f \
https://raw.githubusercontent.com/jboss-container-images/redhat-sso-7-openshift-

image/sso76-dev/templates/${resource}

done

4. JZ{TLL R4, 7E openshift 11 B A %4% Red Hat Single Sign-On 7.6.9 OpenShift F&7 :

P2y
$ oc -n openshift import-image rh-sso-7/sso76-openshift-rhel8:7.6 --
from=registry.redhat.io/rh-sso-7/sso76-openshift-rhel8:7.6 --confirm

2.2. 582 RED HAT SINGLE SIGN-ON & &

221 HERERE
iz

. EREE cluster-admin B &I F &% OpenShift CLI,

2. BIE—HEIE
I $ oc new-project sso-app-demo

3. 1% view BERINE default lRFSMK . XALEARS K EF sso-app-demo &% 22 [A| MBI
PR, XREEEHYEN,

I $ oc policy add-role-to-user view system:serviceaccount:$(oc project -q):default

2.2.2. ERAN AR FEREZE Red Hat Single Sign-On 43 {%
BRI LFERANLTEOZ —BEERER :
® OpenShift CLI

® OpenShift 3.x Web &


https://docs.openshift.com/container-platform/latest/authentication/using-service-accounts-in-applications.html#default-service-accounts-and-roles_using-service-accounts
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® OpenShift 4.x Web &

2.2.2.1. {81 f OpenShift CLI $PE#HR

SERFEH
e T ¥ Red Hat Single Sign-On FAF OpenShift H&RAN BBER FRHREEE,

it =
1. FUH AT FRVZINE R B N AR AR AR

$ oc get templates -n openshift -o name | grep -0 'sso76.\+' | sort
$s076-0cp3-https
$s076-0cp3-postgresql
$s076-0cp3-postgresql-persistent
$5076-0cp3-x509-https
$s076-0cp3-x509-postgresql-persistent
$S076-0cp4-https
$s076-ocp4-postgresql
$s076-0cp4-postgresql-persistent
$s076-0cp4-x509-https
$s076-0cp4-x509-postgresql-persistent

2. ERERRILILIN :

$ oc new-app --template=sso076-ocp4-x509-https
--> Deploying template "openshift/sso76-ocp4-x509-https" to project sso-app-demo

Red Hat Single Sign-On 7.6 (Ephemeral)

An example Red Hat Single Sign-On 7 application. For more information about using this
template, see <link xlink:href="https://github.com/jboss-openshift/application-
templates">https://github.com/jboss-openshift/application-templates</link>.

A new Red Hat Single Sign-On service has been created in your project. The admin
username/password for accessing the master realm using the Red Hat Single Sign-On
console is IACfQO8v/nR7IIVSVb4Dye3TNRbXoXhRpAKTmICRc. The HTTPS keystore used
for serving secure content, the JGroups keystore used for securing JGroups
communications, and server truststore used for securing Red Hat Single Sign-On requests
were automatically created using OpenShift's service serving x509 certificate secrets.

* With parameters:

* Application Name=sso

* JGroups Cluster Password=jg0Rssom0gmHBnooDF3Ww7V4Mu5RymmB #
generated

* Datasource Minimum Pool Size=

* Datasource Maximum Pool Size=

* Datasource Transaction Isolation=

* ImageStream Namespace=openshift

* Red Hat Single Sign-On Administrator Username=IACfQO8v # generated

* Red Hat Single Sign-On Administrator
Password=nR71IVSVb4Dye3TNRbXoXhRpAKTmIiCRc # generated

* Red Hat Single Sign-On Realm=

* Red Hat Single Sign-On Service Username=
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* Red Hat Single Sign-On Service Password=
* Container Memory Limit=1Gi

--> Creating resources ...
service "sso" created
service "secure-sso" created
service "sso-ping" created
route "sso" created
route "secure-sso" created
deploymentconfig "sso" created

--> Success
Run 'oc status' to view your app.

2.2.2.2. {#f OpenShift 3.x Web el & #8154k

FRFH

e T ¥ Red Hat Single Sign-On FAF OpenShift H RN BER PRI EE,

it =3
1. &5k OpenShift Web ##l&, Bk sso-app-demo HiH ZE[H],
2. B Add to Project, A5 i Browse Catalog A% H R IR TR FIER

3. {8/ Filter by Keyword #3811, [HFIRRHI NG sso REHIFIKR, EoIeFE LT g, R
& 8% LR RATEHN BREFER,

4. 7%4¥ Red Hat Single Sign-On [ F#&#R. #I{#H Red Hat Single Sign-On 7.6(Ephemeral)
5. 1£ Information % ¥ 51 Next.

6. M Add to Project FHIZFH e, % sso-app-demo WHZEE, RFHETL"FT—F",

7. 15 48%€ £ F%E Do not bind, s Create Je4k4E,

8. £ &8 $ b, Hif Continue to the project overviewH: i LIS UFERE MRS,
2.2.2.3. {#if OpenShift 4.x Web #HI&ERE iR

FRFH

e 1T ¥ Red Hat Single Sign-On FAF OpenShift H& RN BB PRI EE,

it 3
1. &5k OpenShift Web #2#l&, Bk sso-app-demo i B ZE[H],

2. fEEMIREG, HdE Administrator JETIE, SAFH 1 < /> Developer,

10
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Red Hat
OpensShift Conlanzr Flallonm

& Administrator Proj=rds > Projecl Delals

SSO-app-demo @ Actwe

2 Administrator

> Developer

Cashboard Dwerview  YAML Warkloads

Scarch
Explure

Detalls Wiew all
Events

Operators Name

550 app domo

Requester

derncuszer

Labealc

3. Hif From Catalog.

Topology

Mo workleads found

lo add content to your project, create an application, component or service using one of these ophons.

® S LLl

From Git Container Image From Catalog

Import code from your git Deploy an existing image Browse the catalog to
repository to be built and from an image registry or discover, deploy and connect
deployed image stream tag to services

4. #3R sso,

1
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Developer Catalog

Add shared apps, services, or source-to-image builders to your project from the Developer Catalog. Cluster adm

I All ltemns All 1tems
Languages
-.=.5cu|
Databases
k

Middleware

CIf/CD

Other 0 0

Red Hat Single Sign-On 7.2

(Ephemeral)
ad by Red Hat

Red Hat Single Sign-On 7.3
(Ephemeral)

! Red Hat I

[[] Service Class ()

[] Template (&)
An example RH-5507

apphcation. For more

An example application based
on RH-550 7.3 image. For
more information abe

[] Source-to-image (0)

[JInstalled Operators (0) information about wes

5. 1£ OpenJDK(Ephemeral) Li%fFE— 1R, 0 Red Hat Single Sign-On 7.6

All Items

ssol

|~ [~

Red Hat Single Sign-On 7.2 Red Hat Single Sign-On 7.3
(Ephemeral) (Ephemeral)
provided by Red Hat, Inc vided by Red Hat, Inc

An example RH-SS0 7
application. For more
information about us

An example application based
on RH-550 7.3 image. For
maore information abo

6. = Instantiate Template,

2

Red Hat Single Sign-On 7.3
+ MySQL (Persistent)
vided by Red Hat, Ir

An example application based
on RH-550 7.3 image. For
more information abo

)

Red Hat Single Sign-On 7.3
+ PostgreSQL (Persistent)
rovided by Red Hat, Ir

An example application based
on RH-550 7.3 image. For
more information abo

Red Hat Single Sign-On 7.4 on OpenJDK (Ephemeral)

Provided by Red Hat, Inc

nstantiat

PROVIDER
Red Hat, Inc.

CREATED AT

%] Apr 2, 435 pm

7. MRFE

, EBIRS I = Create,

8. kB ERZE T FTF OpenShift HifkH Red Hat Single Sign-On,

12

)

Red Hat Single Sign-On 7.4

on OpenJDK (Ephemeral)
wided by Red Hat, In

An example application based
on RH-S50 74 on OpenJDK
image. For mare infc

An example application based on RH-550 7.4 on OpenJDK image. For more information about using this
template, see https;//github.com/jboss-container-imagesy/redhat-sso-7-openshift-image/tree/sso74-
Instantiate Template
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@ S50 Actions  w

Overview Resources

Pods

@ sso-1-hggvn & Running Wiew logsg

Builds

Services

9 550

£ TCP/8443 = | t 8443

B ss0-ping

t: ping =+ 8888

Routes

@ 550

2.3. 157 RED HAT SINGLE SIGN-ON POD W& F &4 &

it =
1. BERNRE, 5 A,

$ oc get routes
NAME HOST/PORT
SSO  S$S0-Ss0-app-demo.openshift.example.com

2. VIFZIIE R E R EEEHA,
I https://sso-sso-app-demo.openshift.example.com/auth/admin

3. Rt EEAKS WEXER.

13
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B I3IFENTRRTR

AZ LR T BYURFE, 204 Red Hat Single Sign-On fR$ 23X B R HEMAEEEME. CIBREE KL
R AT RANE R BRI EM A AR, UREBERENIES,

3.1. 28 PASSTHROUGH TLS & 1E &k
IR LU IX R A TEE, CIIEEHTTPS, JGroups BHEMAMLLIE £ R ERIRS BETEMH,

H it T A FEREMBE L HTTPS, JGroups BHAFMEFNZLIE B B KRS 2R E T F MR LEHE Red
Hat Single Sign-On AR %5 235 X5 .

301 EEIE

T
. EREE cluster-admin B &I F &% OpenShift CLI,

2. BIE—HEIE
I $ oc new-project sso-app-demo

3. % view AERMNE default IRS51HK . X AILEARSSHK 7 & F sso-app-demo tp & 22 (8] REIF A
HR, XREEEHMUEN.

I $ oc policy add-role-to-user view system:serviceaccount:$(oc project -q):default

3.1.2. NI B KRS 25 08 HTTPS MGroups 1%, LUK Truststore

ELbid#2 A, openssl TEGATFEM CAIENRZEZE HTTPS BiHFME, 34 Red Hat Single Sign-On
RS BUB—MEEEM., HAZFH TE £ Java Development Kit hE@ESMHHE, AFATERIXLE
BHAEENBRERIET,

FERAEHME TLS 4 1EH Red Hat Single Sign- On N ARRFER AHRE = Tl HTTPS #1 JGroups %
EA7Z#%# Red Hat Single Sign-On IR B EEF BB TILES T,

BINZERER OpenShift BN ERARSSARSSIEBHLEE R BEI0IE HTTPS # JGroups BifEiE, thaBg

BhfIJ# Red Hat Single Sign-On [R5 23EEEE. BRELET Java RARBRHHEIMFAEEMNTE
CA EF 35,

MREFEBIAEH HTTPS /Groups BHHEEFEE H Red Hat Single Sign-On fR%5 28, 15
SN A — L EEER,

SERFMH

& F passthrough TLS X IEZLIE 8 R B SN ARFERFEBEUATHRE :
o FTFINE https REH HTTPS BH7F#,
e JUGroups BillfFit BFHERFP T RFEINBEEMSE, Uk

® Red Hat Single Sign-On k5528 EEEM#ATRI Red Hat Single Sign-On &K
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% 3 8 PITEHS R

SFFEFINE, L1 R ER A ISR IE R AA MU (CA) B SE B SSL k3347 SSL N
BHEREHTTPS),

METHRAEXRNAFERABZ RN E SSLIEPHNBRAEMNESER, 1HSH JBoss
Enterprise Application Platform Z£ 188,

BIBHTTPS B HE -

it =

1 AR CAIER, EFEFHCERN, REBRNEN, BEAUT CAIEBENERERIERIIITE

& Wt

$ openssl req -new -newkey rsa:4096 -x509 -keyout xpaas.key -out xpaas.crt -days 365 -subj
"/CN=xpaas-sso-demo.ca"

2. HHTTPS BEAGEMER — N FA%H, 1R mykeystorepass 1FH B AFMEET

$ keytool -genkeypair -keyalg RSA -keysize 2048 -dname "CN=secure-sso-sso-app-
demo.openshift.example.com” -alias jboss -keystore keystore.jks

3. N HTTPS BAGFMERIETERIEK, 1Rt mykeystorepass E N BEAFEE :

I $ keytool -certreq -keyalg rsa -alias jboss -keystore keystore.jks -file sso.csr

4. A CAIEREZBILHERE R, Rt BTEM CAIEPHR—EN :

$ openssl x509 -req -extfile <(printf "subjectAltName=DNS:secure-sso-sso-app-
demo.openshift.example.com") -CA xpaas.crt -CAkey xpaas.key -in sso.csr -out sso.crt -days
365 -CAcreateserial

EFAENSSE-—NMIPERELE, esnaaigs&in (< 0 &) . BRE

HEIH shell IMEXFFILRTEER, SN, EATREREES B4R (HREXHN

5 % CAIEB S AR HTTPS BiAFMEH, R4t mykeystorepass F R HEMHEZRL, D8 2 X4

UEH ? [no]: IR -

I $ keytool -import -file xpaas.crt -alias xpaas.ca -keystore keystore.jks

6. MEXZRAMIERZEZIERTF AR HTTPS BHEMEH, 124t mykeystorepass 1 B HEMEE

B

I $ keytool -import -file sso.crt -alias jboss -keystore keystore.jks

7 JGroups BEHGIEERLLEL :

=R BREN -
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I $ keytool -genseckey -alias secret-key -storetype JCEKS -keystore jgroups.jceks

1% CA iF - F A FJFFHJ Red Hat Single Sign-On fR% &5 EL7 5 -
12 mykeystorepass E H{EEFMEHEY, D8 2 XANUEF ? [no]: A :

I $ keytool -import -file xpaas.crt -alias xpaas.ca -keystore truststore.jks

3.1.3. BIJ# secret

ik =
IR secrets BUXTER, Mt OpenShift BT ERERRER, MBRBHBHAFLE,

1. N HTTPS #1 JGroups B0 secret, MR E— T £ MBI H R EFIRSBIEEE
o

$ oc create secret generic sso-app-secret --from-file=keystore.jks --from-file=jgroups.jceks --
from-file=truststore.jks

2. f$iXLE secret HFEREBIFRIARSS MK, FF121T Red Hat Single Sign-On Pod.

I $ oc secrets link default sso-app-secret

Hb iR
® {t/n2 secret?

o INIMBIRSIKMAE

3.1.4. £ OpenShift CLI 2 Passthrough TLS #&#kx
EEQIRET keystores # secrets [&, {#F oc HEEB —NELH TLS termination 4R,

3.1.4.1.oc fp5isE

ELLF oc

F, SSO_ADMIN_USERNAME, SSO_ADMIN_PASSWORD. HTTPS_PASSWORD. JGROUPS_ENCRYF
#1 SSO_TRUSTSTORE_PASSWORD ZFE£M(HS5 sso76-ocp4-https Red Hat Single Sign-On [ A2
iR PR EE LD,

MFEFNRE, IERWEEANBIIZRE, DUREUVLNE S [ ERIRS SR EE RIS A0
RAARMEMNES, URIAERREFZRFSHNEEFHE.

Ao, EOIRERE, ERESEERBHFEMIHREMNEINMELE, MREERTARNA LT
5, HEWERP ISR EUTRENIIE,
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IRAI LMEFLLT keytool e BHATE 5+ XEXHII & & FF. keytool = Java Development
it FEENTED,

Enter keystore password: mykeystorepass
Alias name: xpaas.ca
Alias name: jboss

K
| $ keytool -v -list -keystore keystore.jks | grep Alias
$ keytool -v -list -keystore jgroups.jceks -storetype jceks | grep Alias
Enter keystore password: password
Alias name: secret-key
LU F e 49 SSO_ADMIN_USERNAME, SSO_ADMIN_PASSWORD #1 SSO_REALM 1%
WRSEUER 2 AT R,

3.1.4.2. oc fp 5~

$ oc new-app --template=sso076-ocp4-https \

-p HTTPS_SECRET="sso-app-secret"\

-p HTTPS_KEYSTORE="keystore.jks" \

-p HTTPS_NAME="jboss" \

-p HTTPS_PASSWORD="mykeystorepass" \

-p JGROUPS_ENCRYPT_SECRET="sso-app-secret"\

-p JGROUPS_ENCRYPT_KEYSTORE="jgroups.jceks" \
-p JGROUPS_ENCRYPT_NAME="secret-key" \

-p JGROUPS_ENCRYPT_PASSWORD="password" \

-p SSO_ADMIN_USERNAME="admin" \

-p SSO_ADMIN_PASSWORD="redhat" \

-p SSO_REALM="demorealm" \

-p SSO_TRUSTSTORE="truststore.jks" \

-p SSO_TRUSTSTORE_PASSWORD="mykeystorepass" \
-p SSO_TRUSTSTORE_SECRET="sso-app-secret"

--> Deploying template "openshift/sso76-ocp4-https” to project sso-app-demo

Red Hat Single Sign-On 7.6.9 (Ephemeral with passthrough TLS)
An example Red Hat Single Sign-On 7 application. For more information about using this
template, see https://github.com/jboss-openshift/application-templates.

A new Red Hat Single Sign-On service has been created in your project. The admin
username/password for accessing the master realm via the Red Hat Single Sign-On console is
admin/redhat. Please be sure to create the following secrets: "sso-app-secret" containing the
keystore.jks file used for serving secure content; "sso-app-secret" containing the jgroups.jceks file
used for securing JGroups communications; "sso-app-secret" containing the truststore.jks file used
for securing Red Hat Single Sign-On requests.

* With parameters:
* Application Name=sso
* Custom http Route Hosthame=
* Custom https Route Hostname=
* Server Keystore Secret Name=sso-app-secret
* Server Keystore Filename=keystore.jks
* Server Keystore Type=

17
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* Server Certificate Name=jboss

* Server Keystore Password=mykeystorepass

* Datasource Minimum Pool Size=

* Datasource Maximum Pool Size=

* Datasource Transaction Isolation=

* JGroups Secret Name=sso-app-secret

* JGroups Keystore Filename=jgroups.jceks

* JGroups Certificate Name=secret-key

* JGroups Keystore Password=password

* JGroups Cluster Password=yeSppLfp # generated

* ImageStream Namespace=openshift

* Red Hat Single Sign-On Administrator Username=admin

* Red Hat Single Sign-On Administrator Password=redhat

* Red Hat Single Sign-On Realm=demorealm

* Red Hat Single Sign-On Service Username=

* Red Hat Single Sign-On Service Password=

* Red Hat Single Sign-On Trust Store=truststore.jks

* Red Hat Single Sign-On Trust Store Password=mykeystorepass
* Red Hat Single Sign-On Trust Store Secret=sso-app-secret
* Container Memory Limit=1Gi

--> Creating resources ...
service "sso" created
service "secure-sso" created
service "sso-ping" created
route "sso" created
route "secure-sso" created
deploymentconfig "sso" created
--> Success
Run 'oc status' to view your app.

Hth TR

o BETLSKIE

3.2. HE Y. RED HAT SINGLE SIGN-ON fRESHF M4

hostname SPI B|3# 7 —F#R &5 %N Red Hat Single Sign-On RS BREEBE EHG. BIAENZHNE
i, XN EENT RIREK SN RIS NINEE, BUEHFA, NREEIANELE, B
ERERIRLRBEENR. REUFERIBH request HL 7,

Ax B\ REEFWEE LI, mﬁ% RSS2 LEMEEER ", frontendUrl :EI7 7 LLE T
SSO_FRONTEND_URL NELEHTERE,

HEEERS, MR%ET SSO_HOSTNAME, 472k SSO_FRONTEND URL %
=

FNBIRERFN S —NET REEMN, ERTEEEEENG. EERRREEAENENSG, FHi
YFERN FAFE @it B4 URL A Red Hat Single Sign-On AR %523

P
TLLTF 4, N Red Hat Single Sign-On RSS2 X B B £ 414 SPI N

™

18


https://access.redhat.com/documentation/zh-cn/red_hat_single_sign-on/7.6/html-single/server_installation_and_configuration_guide/#_hostname

BIFHIITRETR

1. ¥$ SSO_HOSTNAME I/ 54 &14% & N Red Hat Single Sign-On RS 2RFAENENSG, H
OpenShift &8 & Red Hat Single Sign-On,

$ oc new-app --template=sso076-ocp4-x509-https \
-p SSO_HOSTNAME-="rh-sso-server.openshift.example.com"

2. VARIZI0E B R ER AR S BIRR R B .

$ oc get routes
NAME HOST/PORT
SSO  S$S0-Ss0-app-demo.openshift.example.com

3. B host: FE, FHSHEE Lk SSO_HOSTNAME IMEZ £ 1EH1E ER E & TE.

=
. ' BIEFE, EUTHSHIHZE rh-sso-server.openshift.example.com &,

$ oc patch route/sso --type=json -p '[{"op": "replace", "path": "/spec/host", "value": "rh-sso-
server.openshift.example.com"}]'

ORAYN, E—eamRiRETHIL

I route "sso" patched

3. RS ER BRI

TN B SR A BB IR ERINER (B OpenShift £8%) #iRZE, N TiAZEILLBEH, BHEEEBN sso-
{database name} Endpoints X REAIE A IEMERIHLE, ZRIETE OpenShift F 1T T 17BA,

B A L AR MEMR OB LTIE SR R B SR, SABIE Endpoints MR, EBrAIREAEEER
DeploymentConfig A —EHIBREBE L E, T, REHHITHIERER D,

3.4. 58

3.4.1. B2 & JGroups & Il
OpenShift RHYEEE 28T LU R A IS 2 —3RSEHIRY © Kubernetes 3 DNS, "TLLUXEBE(] :

e &I & < kubernetes.KUBE_PING/> =% < dns.DNS_PING /> Jt&kE#7t standalone-
openshift. xml B2 & X4 EEE JGroups TR,

o &, EIIEE JGROUPS_PING PROTOCOL IftE4r =, ©RLLXZEN dns.DNS_PING =X
kubernetes.KUBE_PING,

OpenShift 4.x AR B E N {F F dns.DNS_PING #l#l, FH55 spec.ipFamilyPolicy FEXIZE N

PreferDualStack, LUSFAXNILEENSEE:, B2, MR%EXEH JGROUPS PING PROTOCOL IfiE4r
B EE, N kubernetes.KUBE_PING 21415 FABIER AL,

3.4.1.1. 7 HHER BREMERPECE DNS_PING
E{F DNS_PING 7£ IPv4 =% IPv6 HHERERBEch T/F, MHUTUATSIE !
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1. OPENSHIFT_DNS_PING_SERVICE_NAME /4575 8 o /1% 8 S B ping IRSS & 7R, 1%
BIXE, REFBERTYUE—TRERE (—MEE) .

2. OPENSHIFT_DNS_PING_SERVICE_PORT ¥ 5745 8 R4 Bl AT ping IRE MO
5. DNS_PING MY &Zi M SRV ICEHF RGO (MReTEHAHA) , NS [FRA
1 8888,

3. WIE AT ping iR ping BRSS. XRS5 N % & "headless" (ClusterlP=None), B#/E
BUTHEA :

a. wilen &m0, ZFeefinOZIIESR T/F,

b. LtARS5H spec.publishNotReadyAddresses FEX L E N "true ', ARSI /REMILE
FERBNT REETRRPHREE S S8, AREERIERESEHSHIIHMT RME
B (RAANEMT REEIETRENED)

1£ FHER (IPv4 5% IPv6)4%EE LT DNS_PING i ping BRS589TE SRl

kind: Service
apiVersion: vi
spec:
clusterIP: None
ipFamilyPolicy: SingleStack
ports:
- hame: ping
port: 8888
publishNotReadyAddresses: true
selector:
deploymentConfig: sso
metadata:
name: sso-ping
annotations:
description: "The JGroups ping port for clustering.”

3.4.1.2. £ Mk ECiEE#FhECE DNS_PING

tb44, T 8 DNS_PING 7E32#F IPv4 7l IPv6 Hiht RHUATMMLE LR T/F, %2 ping IRSHY
spec.ipFamilyPolicy FE& /1% E 7 PreferDualStack 5 RequireDualStack. Itbi%E AJ#{% control
plane NEZE 7 WIRBIEEE R ping BRSS9 EC IPv4 1 IPv6 &2 IP ik, 5 IPv4 # IPv6 IP #lit /5 AR
[ DNS BEIRIEETE, FHH ping LIRSS OIEXT NI DNS SRV i85k, AT :

{85 PreferDualStackPLHZ spec.ipFamilyPolicy B W% & ping AR %5 DNS SRV it kRl

$ host -t SRV "${OPENSHIFT_DNS_PING_SERVICE_NAME}"
sso-ping.dual-stack-demo.svc.cluster.local has SRV record 0 50 8888 10-128-0-239.ss0-ping.dual-
stack-demo.svc.cluster.local.

sso0-ping.dual-stack-demo.svc.cluster.local has SRV record 0 50 8888 fd01-0-0-1--b8.sso-ping.dual-
stack-demo.svc.cluster.local.

AT WL (IPv4 #1 IPv6)5EEE LM DNS_PING M ping AR 55897 Xl

kind: Service
apiVersion: vi
spec:

clusterIP: None
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ipFamilyPolicy: PreferDualStack
ports:
- hame: ping
port: 8888

publishNotReadyAddresses: true
selector:

deploymentConfig: sso

metadata:

name: sso-ping
annotations:

description: "The JGroups ping port for clustering.”

3.4.1.3. Bidi& KUBE_PING

ZE{f KUBE_PING EE T/, ST HITUTESE :

1. /% E KUBERNETES_NAMESPACE IfEF 8, MNREBARE, RASFBHTLE—TRERH
(—M&RE)

2. %8 KUBERNETES_LABELS %5 8. MRFHRE, NNBRFAN pod (EMEMTFH
2 d) SEHMAE].

3. %\?ﬁlﬂiﬁ Pod BIARSS K % F#RAL, LAF¥FIiR] Kubernetes B9 REST api, fEEMSITHIRT
Bl 1SR T RIS R :

Bl 3.1. KBRS
£ myproject % 22 [ default BR551HK - -

I oc policy add-role-to-user view system:serviceaccount:myproject:default -n myproject

1£ myproject fin % ZZ A A {F fH sso-service-account :

oc policy add-role-to-user view system:serviceaccount:myproject:sso-service-account -n
myproject

A5 kubernetes.KUBE_PING & I HI N E BZEBEREN ping IRSS, FRLLEERHH#ERE
WAL ER B ERE b kS 1T,

N OpenShift X4, 1HE M JBoss EAP IR FERS :
o IRFRAAHBIMELELIINE JGroups &

o ¥R pod BIEEEI

3.5. {FFHBE Y JDBC IKEhigF
EEEREAEBUEE, ZEUEERN JDBC BRI IIIEIE, IR mExK, Bl HEHM—r AN

JDBC 22 PostgreSQL JDBC Mg, N FEMEMEIEE, EHEEZMEABE L JDBC Ishi
Al CLI FIAY BAMEH RERGR, LUEMFXELEERE. UTSEER T MMIETIIEE, FHiE
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MariaDB R ENF2 AR 9 — DBt 1T, AER i B8 #7 H th 8RN 5h 2 e B0 R B

it
1 SIR—PEBEX,
2. % JDBC W ahigr — i f s 4 T EEI B R,

3. ELBFH, SEBEESLUTRABMET Dockerfile X, f FEMEIEZE, ¥ mariadb-java-
client-2.5.4.jar & % NI B2 FBI 44 -

FROM rh-sso-7/sso76-openshift-rhel8:latest

COPY sso-extensions.cli /opt/eap/extensions/
COPY mariadb-java-client-2.5.4.jar /opt/eap/extensions/jdbc-driver.jar

4. EHEFER, UBESLUTRER sso-extensions.cli X : RIBHREBEREHFECHMIE :

batch

set DB_DRIVER_NAME=mariadb

set DB_USERNAME=username

set DB_PASSWORD=password

set DB_DRIVER=o0rg.mariadb.jdbc.Driver

set DB_XA_DRIVER=org.mariadb.jdbc.MariaDbDataSource
set DB_JDBC_URL=jdbc:mariadb://jdbc-host/keycloak

set DB_EAP_MODULE=o0rg.mariadb

set FILE=/opt/eap/extensions/jdbc-driver.jar

module add --name=$DB_EAP MODULE --resources=$FILE --

dependencies=javax.api,javax.resource.api

/subsystem=datasources/jdbc-driver=$DB_DRIVER_NAME:add(\
driver-name=$DB_DRIVER_NAME, \
driver-module-name=$DB_EAP_MODULE, \
driver-class-name=$DB_DRIVER, \
driver-xa-datasource-class-name=$DB_XA DRIVER \

)

/subsystem=datasources/data-source=KeycloakDS:remove()

/subsystem=datasources/data-source=KeycloakDS:add( \
jndi-name=java:jboss/datasources/KeycloakDS, \
enabled=true, \
use-java-context=true, \
connection-url=$DB_JDBC_URL, \
driver-name=$DB DRIVER NAME, \
user-name=$DB_USERNAME, \
password=$DB_PASSWORD \

)

run-batch

5 FEXMNERA, @A TRSREEENTS, 9 project/name:tag Bt HEERTR. BILL
5[ Docker M4 2& podman,

I $ podman build -t docker-registry-default/project/name:tag .
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6. MIESERIG, HHIEHEIXE OpenShift A TFEREBHRRM registry, HIHIESH OpenShift #5&,

7. MIREF/URFEEKESEEL—SPHENBE L JDBC WihteF—iLE A, BIALBEEARER
OpenShift DeploymentConfig Z BIH —£E Red Hat Single Sign-On OpenShift ik fllEE, &F
E{&*h DeploymentConfig & X, HIAL TS :

$ oc patch dc/sso --type=json -p '[{"op": "replace", "

"/spec/triggers/0/imageChangeParams/from/name”,

with-custom-jdbc-driver:latest"}]'

"sso" patched

path":
" "value"

$s076-openshift-rhel8-image-

L a HRELLNE F REFEHRS B E L JDBC W FHHBREFAINEHE " sso076-

openshift-rhel8-image-with-custom-jdbc-driver:latest”,

3.6. HAMEHE RERRFSHOUBREE MK

Red Hat Single Sign-On NMEAHEMTIEEENEEIKS, WEEAKSAFEE R X SHEEREFS I
PATARSS ER4E 124, MOIBRESA P SCIMNARRF, SEHIERRERRT,

ALIREE AN,

e 1EEBE Red Hat Single Sign-On R FAREFEMRES, RN SSO_ADMIN_USERNAME
SSO _ADMIN_PASSWORD &3 1R{t{H, =&

o MRTEBNARFERNIERT, WMREETEATF OpenShift HifkH Red Hat Single Sign-
On, MI&T iTi2 shell RTEEZEFFER L1858 RE K Pod,

Red Hat Single Sign-On f21F Welcome Page web R#EQIBE#IAER LMK, (HEREME
HhFE M7 Welcome Page I ; LEE IR A A 5 EFE A F Red Hat Single Sign-On for
OpenShift Hif&.

3.6.1. HARIRSHOUEEE AN

1EE8E Red Hat Single Sign-On . AR, SSO_ADMIN_USERNAME #1 SSO_ADMIN_PASSWORD
S KRN master 1503 Red Hat Single Sign-On FRSS 2B Sk P B9 P L B,

XN SEMR2LRN. WREAEE, NEEREHIER, BxBERHFETH OpensShift fEHH

/CNO

Red Hat Single Sign-On fRZ5 231 Hi ik - BUEBRRBUR F A 375 #% Red Hat Single Sign-On fR %5 23 803
FERITE AR EY -

o ¥ TF in-memory BB EER (ss076-ocp3-https, sso76-ocp4-https, sso76-ocp3-x509-https,
0 sso76-ocp4-x509-https 1R, M TEENMFFE Red Hat Single Sign-On pod & anEHi A
(7 pod I & FEK)

o X FImiT B FEE R (ss076-0cp3-postgresql 1 sso76-ocp4-postgresql #&4R), M EEEANEL
1B pod 4 dp AR ETE, BEMELINE A SR pod IR, FMERINK S BB RTEBILEIRIZE pod
MHILZITHIER FTRE.

o WTFHAMMIBEER (sso76-ocp3-postgresql-persistent, sso76-ocp4-postgresql-

persistent, sso76-ocp3-x509-postgresql-persistent, ¥l sso76-ocp4-x509-postgresql-
persistent 1R, KAEENAFRERBEEZRENFAN ERBRREFE. X2KE, BME
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ZIHE B R B SR ANBURE pod WL, FHEBIKF BiERARE

E8E Red Hat Single Sign-On N ARRFERE—FE WLMUE, LURENN BRI OpenShift ERE RS
B, REZREEFERTBEE (BYFELHNLHILIEE RERXNBARER) .

IR Z LN SFABIBEES, 0 RH_SSO RSHFNEEGKTE, EEBFHLIIER RERKN AR
FRIMEREEE iR SSO ADMIN_USERNAME #1 SSO_ADMIN_PASSWORD ZF &

i
ZITUA TS, DAESEZHOEMIAEERERNARFNREERE, URELRERAKARESR

H (i

1 RFLIIE B R E RN ARFHSRERE,

$ oc get dc -0 name
deploymentconfig/sso
deploymentconfig/sso-postgresql

2. 5k SSO_ADMIN_USERNAME %] SSO_ADMIN_PASSWORD % £1% &,

$ oc set env dc/sso \
-e SSO_ADMIN_USERNAME=""\
-e SSO_ADMIN_PASSWORD=""

3.6.2. 1814 % Red Hat Single Sign-On Pod HJLFE shell &15 G2 E I 51K
ENERBERNERT, MBIEREE Red Hat Single Sign-On ARS5 230, R T4 4 Red Hat
Single Sign-On AR 55288 master realm A|EEIE AMK A,
=35

e Red Hat Single Sign-On KA pod BE 5,

Pk
1. 1R5] Red Hat Single Sign-On N AR5,

$ oc get pods
NAME READY STATUS RESTARTS AGE
§50-12-pt93n 11 Running 0 im

sso-postgresql-6-d97pf 1/1 Running 0 2m
2. ITFEIETF OpenShift F25# Red Hat Single Sign-On BJLEZ shell &1,

$ oc rsh sso-12-pt93n
sh-4.2%

3. £ 51T, BiY add-user-keycloak.sh fil A5 master realm fl| Red Hat Single Sign-On Ak
SR B AKS .

sh-4.2%$ cd /opt/eap/bin/
sh-4.2$ ./add-user-keycloak.sh \
-r master \
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-u sso_admin \

-p sso_password
Added 'sso_admin' to '/opt/eap/standalone/configuration/keycloak-add-user.json’, restart
server to load user

LB 'sso_admin' / 'sso_password' ERIE VA FERBRN, WNHEAXOMOIE
LA ENBENES, BSRENTERNBE RS,

4. EJFIKJZ JBoss EAP ARZS 255541, LUMEFRINBIE k-, FERSH[EHBER.

sh-4.2$ ./jboss-cli.sh --connect ":reload'

{

"outcome" => "success",
"result" => undefined

Digk

“®
[ |
EEFE RS, RFEIEIZ1T Red Hat Single Sign-On BN EH /55

JBoss EAP i#12, MARENAR. IRENEFENAREMLTFHRENR
@I, JFF Red Hat Single Sign-On AR5 2% BBk,

5. A LRSS EROENERE, ERABEREFRS SN T BEEHIEG, ENWEHR, HA
http://sso-<project-name>.<hostname>/auth/admin for the Red Hat Single Sign-On web
server, or to https://secure-sso-<project-name>.<hostname>/auth/admin for the encrypted
Red Hat Single Sign-On web server, FigEHATFAUIREEAA WA LHNRE,

Hit 5w
o AT HRIER

3.7. B . RED HAT SINGLE SIGN-ON & BT H

& LAEE M Red Hat Single Sign-On Hi{&IEIATTH, f0/5F TechPreview ZhEEsk/E A, ATiibd
TfafE FE JAVA_OPTS_APPEND ZFr & 34T b B i,

SERFMH
tERBRRZEI B2 FRUTEREZE T OpenShift Hif&H Red Hat Single Sign-On :

® sso/6-ocp3-postgresql
® sso/6-ocp4-postgresql
® sso/6-ocp3-postgresql-persistent

® sso/6-ocp4-postgresql-persistent
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® sso/76-ocp3-x509-postgresql-persistent
® sso76-ocp4-x509-postgresql-persistent

ik e
& A LM OpenShift Web #2258 CLI BEEIAIT /.

NS {FE M OpenShift Web 2§14, 1§ JAVA_OPTS_APPEND ZF&7RINE sso SREEREH, B, BEE A
TechPreview JhfE, BMEEXRE L2, WTFAR:

I JAVA_OPTS_APPEND="-Dkeycloak.profile=preview"

INREA CLI, HFEAUTHS, EFEAINHREE TREIMEREZE Red Hat Single Sign-On pod K5 F
TechPreview IhEE,

1. 4898 Red Hat Single Sign-On pod :
$ oc get dc -0 name
deploymentconfig/sso

deploymentconfig/sso-postgresql

$ oc scale --replicas=0 dc sso
deploymentconfig "sso" scaled

EL—m4%, sso-postgresql &H ¥ sso-postgresql, K PostgreSQL &k
FFERZE R T OpenShift Hil&kH Red Hat Single Sign-On,

2. JRiEERERCE LUK E JAVA_OPTS_APPEND ZF&, fltn, EE A TechPreview IhEE, BEEX
B ZE, MNFhE:

I $ oc env dc/sso -e "JAVA_OPTS_APPEND=-Dkeycloak.profile=preview"
3. ¥ Red Hat Single Sign-On pod :

$ oc scale --replicas=1 dc sso
deploymentconfig "sso" scaled

4, MR %R TechPreview ThEE,

3.8. FE LIE

BE G, sso76-ocp3-https. sso76-ocp4-https EHRF sso76-ocp3-x509-https =K sso76-ocp4-
x509-https R ONBE— PN EHIRZEMLLIEE R E KRS M EA pod, ss076-ocp3-

postgresql. sso76-ocp4-postgresql. sso76-ocp3-postgresql-persistent. sso76-ocp4-postgresql-
persistent LA & sso76-ocp3-x509-postgresql-persistent % sso76-ocp4-x509-postgresql-persistent
MR QZH pod, —MNHATF Red Hat Single Sign-On Web AR5 23

£ Red Hat Single Sign-On web BR552% pod [E5IfE, AILEHBE L REMEN LA ENZST
] :
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BIFHIITRETR

® http://sso-<project-name& gt;. <hostname> /auth/admin: FF Red Hat Single Sign-On web
AR%58s, UK

® https://secure-sso-<project-name& gt;. <hostname> /auth/admin: i F 1IN Red Hat
Single Sign-On web R %525,

A EEO A ERE &% E gEERFIA.

3.9. RED HAT SINGLE SIGN-ON %& /i
& FimelE KA FMRIERLIIE R R B KSR, B A LLEIE KRG R R EKLIR A S5 5
R, RN RISEAEIER, URKRET FHEIENAFERS. IFEZER, ESMH Red
Hat Single Sign-On XA EEE FimE T,
Red Hat Single Sign-On 124 OpenID-Connect #1 SAML & i 73,
OpenlD-Connect @B AN, BEA=MARR R

o NI N TFEFENEERHPIZITH JavaScript N, FHEERSHEE.

o WE : N FREHUTIIHRE RMIRS /T i, 0 EAP Web N A,

e (U bearer-only : XFRVF bearer BhEE KM FimARS

EFEHENARRF web.xml XTEH &It ;auth-method > #EFRIEER FimRE, EIER, ZXHHRBEHRIE
HY, ¥ < auth-method> TTHRMEIXE N :

e T OpenlD Connect & /im#) KEYCLOAK,
e AT SAML &/ imr KEYCLOAK-SAML,

IR 2B E OIDC &/ imi N TR web.xml 7= {5l F 147 :

<login-config>
<auth-method>KEYCLOAK</auth-method>
</login-config>

3.9.1. BEIMF LG R R BEREimEM AL

BimN R AR ET eap64-sso-s2i. eap7i-sso-s2i #l datavirt63-secure-s2i ‘iR EH BE1E
ESIEAN =LYt o

&, EALLEEBMS H Red Hat Single Sign-On & insgiR e F ESEE iR ARRFEEPEF
HEME S in N R,

3.9.1.1. B % Red Hat Single Sign-On & /¥

BB mBERE N EMBERE T eap64-sso-s2i. eap71-sso-s2i Fl datavirt63-secure-s2i &R
Red Hat Single Sign-On IMEZERE. A, FERAKERPIRED Red Hat Single Sign-On i, EEE
& i N AR S 2 i E A Bl Red Hat Single Sign-On 1,

eap64-sso-s2i. eap7I-sso-s2i Fl datavirt63-secure-s2i &1 Red Hat Single Sign-On IMEH £ 6
&
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& fitish

HOSTNAME_HTTP http IRSEEBEMBEE L ENB. HEERBHNBRIAEN
# <application-name> <project>.<default-domain-
suffix>

HOSTNAME_HTTPS https RS ERBEHEE LEN B, FEFRBHBRIAEN
# <application-name> <project>.<default-domain-
suffix>

SSO_URL Red Hat Single Sign-On web R 552840 UEHRAIE
https://secure-sso- <project-name>. &
It;hostname>/auth

SSO_REALM TR QIR AYZLNE L R B SR,

SSO_USERNAME T EEFE BB,

SSO_PASSWORD A3 B9mh,

SSO_PUBLIC_KEY BERBIAH. BAIF Red Hat Single Sign-On 124
£ Realm Settings B Keys £ £/,

SSO_BEARER_ONLY NRILE N true, N OpenlD Connect &/ im{EM
1 bearer-only.

SSO_ENABLE_CORS NRIZE N true, Red Hat Single Sign-On 5&E223/3

F Cross-Origin Resource Sharing(CORS),

#NR Red Hat Single Sign-On & Fimf# f SAML Y, NEFEZREU TN EZE :

ik

SSO_SAML_KEYSTORE_SECRET FAF 4R SAML BHEMERINE . BRNEH sso-app-
secret,

SSO_SAML_KEYSTORE SAML BEREMN B R BHFEWE X B, BRIAH
keystore.jks,

SSO_SAML_KEYSTORE_PASSWORD SAML BZEAEME S, BRILH mykeystorepass.

SSO_SAML_CERTIFICATE_NAME SAML FTREA/IE BRI B. BRIAH jboss.

BB = : 748 OpenlD-Connect B IRMIZLNE . sm B Sk R BE0EM EAP N TR, LURKENER
OpenlID -Connect & F'if B 31 % i E Mt 75 5 B9 Bl w51

3.9.1.2. FHEMEINE B m B R E i A
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FIEMNE R RERE iR EMEB R ImN AR . /configuration/ B HRIER B U RTE, XLETHM
YTHEHE Bk Web #BHI B MR FimEEEss 5 H. HXXEHMATRZE OpenlD-Connect #1 SAML & iR
NG

OpenlD- ./configuration/secure-deployments
Connect
SAML ./configuration/secure-saml/-deployments

XA IR E FIEIERE N RIRFR, AITF B standalone-openshift.xml F#] Red Hat Single Sign-On
adapter EBE BB 4o

AT LUEE FiFh 555 Red Hat Single Sign-On S&ER 2R BL B (FiH 44 5 7 im b FITEFE -

o (BMEBE XM LLE S Red Hat Single Sign-On S&ECERECE, UEEEHEMNNESSE
standalone-openshift.xml X4/, =H&E

e FI)EE OpenlD-Connect keycloakjson X, ZfF SAML keycloak-samlxm| X B EER
iH N AR EH .. /WEB-INF B %/,

BEE R TR - FoEN BEE NEA Red Hat Single Sign-On &2%50E, A SAML B IHEN
%KJJ?I'FE$5 KB FimE M 5 AR iR R iR

3.10. & RED HAT SINGLE SIGN-ON VAULT 5 OPENSHIFT SECRET #5{ic
{5 F

Red Hat Single Sign-On B X FH LN FEEMAAER vault FREX secret BIME, ES [ RS HREEER, MU
TRBIER T S{AI1E OpenShift R BE FSUHBILISIAE, FFEKE R FIKER SMTP il

Pt

1. {8 SSO_VAULT_DIRIMMEZ &N vault I8 B R, Bl BEEENZELRENIMEREZSIA
SSO_VAULT_DIRIEZ &, thalLUE RN A EIER AL BRI TRE A Bk B ESEBRER
i

"parameters": [

{
"displayName": "RH-SSO Vault Secret directory”,

"description”: "Path to the RH-SSO Vault directory.",
"name": "SSO_VAULT_DIR",

Valuell nn

"reqwred“ false

env: [

"name": "SSO_VAULT_DIR",
"value": "${SSO_VAULT_DIR}"
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Gk

% RETIXE SSO_VAULT_DIRIMEZER, FREBELINA vault 1IREFRERF.

2. 1£ OpenShift B IR secret :

$ oc create secret generic rhsso-vault-secrets --from-literal=master_smtp-
password=mySMTPPsswd

3. {F ${SSO_VAULT_DIR} &N ERHEIMERES, NTFEHEZITHIEE

I $ oc set volume dc/sso --add --mount-path=${SSO_VAULT_DIR} --secret-name=rhsso-vault-
secrets

4. QIE pod f&, EALUEM Red Hat Single Sign-On E2E B E L F R EE|A1% secret, I
mn, SFERZBFZPOIER mySMTPP swd secret, ERILIE smtp BIZECE I master 1+
5/ ${vault.smtp-password}, H#EMAEH mySMTPPswd &ift,

3.11. FRHl

OpenShift BRIFER 3k B A ERIREFEFH OpenShift AEMET, 1R Red Hat Single Sign-On F{E
OpenShift BB REGIER X, I7E Red Hat Single Sign-On A28 /7 i # B OpenShift
Administrator oc adm policy €5 7RINA &,

540, Fo1F Red Hat Single Sign-On- created F /7 1£ OpenShift REF B iy & Z2[H] :

I $ oc adm policy add-role-to-user view <user-name> -n <project-name>
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B 4EFH=E

A Z IR R E @ 1T H4T OpenShift Container Platform &% %, 5 0IEH OpenShift SEFIZEEL

4.1. 7 OPENSHIFT f{& A B FTFTLLNE 5 s B SR I BUE %
HER, UTFTEEHREXMS

e MLILRTH Red Hat Single Sign-On iR AFHE 7.6.9 MRS EH A F, EABIBENEZER
A,

e T Red Hat Single Sign-On for OpenShift 7.6.9 IR FEE PostgreSQL BRS5 23R A 13, 0R
BB — B PostgreSQL kA, 1E1E B FTEIRZERI B HT PostgreSQL R AN,

e FZLHEI, OpenShift B Red Hat Single Sign-On R AFBISEFITEEIZTT. ©IIRREE N B —81E
JERINHETT,

o HHHATHA, i REBHEEDTER,

188 =M E IR EREEE
o INRMME—NIHTH PostgreSQL ARFERIRA, FH2i PostgreSQL iRS58s, AT EIEE,
e f3iF Red Hat Single Sign-On 7.6.9 B i #04E %224

o FIEMHEE

==
KINER T, EHE—R/Z5) Red Hat Single Sign-On 7.6.9 i, #UiEESBHTER.

4.1.1. PostgreSQL R AFHFNEIEZ T

Red Hat Single Sign-On 7.6.9 &k AIZTER PostgreSQL fRS5 23T 8E S w RIFE MR AR, 0, 15
ERIXMIER

o {RfHF PostgreSQL ARF58:HIMRA 10, 121777 A PostgreSQL A 8% # Red Hat Single Sign-On
for OpenShift A2 iRk,

® Red Hat Single Sign-On 7.6.9 B3R I&E K PostgreSQL pod {8/ PostgreSQL AR S5 2389k A&
136

DU R R 7 90T PostgreSQL ARAFHREI 13, RETHBEIRE.

Y=
1 BEIITEIEESS &1,

I $ oc rsh <POSTGRE-SQL-POD> pg_dump -C <DATABASE> rhsso_db.bak
2. YA sso BERE,

I $ oc scale dc/sso --replicas=0
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3. Yw%E dc/sso-postgresql.
I $ oc edit dc/sso-postgresql
¥ ImageStreamTag t]#:Z| :postgresql:13-el8.

- imageChangeParams:
automatic: true
containerNames:

- sso-postgresql

from:
kind: ImageStreamTag
name: postgresql:13-el8
namespace: openshift

4. %1% sso-postgresql pod IEFEIZ{THIRE,
5. ¥R pod sso-postgresql EH IEfAMARA,

$ oc rsh dc/sso-postgresql /bin/bash -¢ "psql --version”
psql (PostgreSQL) 13.5

6. BUHXBZ 2 POSTGRESQL_UPGRADE, 3 XEE sso-postgresql pod,

I $ oc set env dc/sso-postgresql POSTGRESQL_UPGRADE-

7. BREF sso-posgresql pod IETEZ1THEEE,

Z1TLL R4y, & openshift T B 189 OpenShift B#7—%H Red Hat Single Sign-On 7.6.9 %
R

INREA OpenShift 3.x £8%, HHEAUTHS :

$ for resource in sso76-image-stream.json \
passthrough/ocp-3.x/ss076-ocp3-https.json \
passthrough/ocp-3.x/ss076-ocp3-postgresql.json \
passthrough/ocp-3.x/ss076-ocp3-postgresql-persistent.json \
reencrypt/ocp-3.x/ss076-0cp3-x509-https.json \
reencrypt/ocp-3.x/ss076-ocp3-x509-postgresql-persistent.json

do
oc replace -n openshift --force -f \
https://raw.githubusercontent.com/jboss-container-images/redhat-sso-7-openshift-

image/sso76-dev/templates/${resource}

done

INREA OpenShift 4.x £&8F, EFERATIGMS :

$ for resource in sso76-image-stream.json \
passthrough/ocp-4.x/ss076-ocp4-https.json \
passthrough/ocp-4.x/sso076-ocp4-postgresql.json \
passthrough/ocp-4.x/sso076-ocp4-postgresql-persistent.json \
reencrypt/ocp-4.x/sso76-ocp4-x509-https.json \
reencrypt/ocp-4.x/ss076-ocp4-x509-postgresql-persistent.json

do
oc replace -n openshift --force -f \
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https://raw.githubusercontent.com/jboss-container-images/redhat-sso-7-openshift-
image/sso76-dev/templates/${resource}
done

9. IZ{TLA T4, 7E openshift 11 H % 4% Red Hat Single Sign-On 7.6.9 OpenShift F&7 :

ey
$ oc -n openshift import-image rh-sso-7/sso76-openshift-rhel8:7.6 --
from=regqistry.redhat.io/rh-sso-7/sso76-openshift-rhel8:7.6 --confirm

10. BHFUNEHEERBHNFEIRBXRAAL 23, LIB|IA Red Hat Single Sign-On 7.6.9 i,

$ oc patch dc/sso --type=json -p '[{"op": "replace", "path":

"/spec/triggers/0/imageChangeParams/from/name", "value": "sso76-openshift-rhel8:7.6"}]'
"sso" patched

N. RIVER B AL RPE LSRR, AL Red Hat Single Sign-On 7.6.9 Hifk.

I $ oc rollout latest dc/sso
12. 19 sso pod I BE—EIA,

B RE R EM de/sso FERMIRINEFEMAMAEE RN B EFRE (LI NEA) o 1t
SRAER—REI SFNPITEREEAY, XATREEE LT,

I $ oc scale --replicas=1 dc/sso

p= Y=
MREELZNER, HEEY BE—PRIAR, 7£ Red Hat Single Sign-On &3]
&, 1ERILUR 450l RIa R A%,

4.1.2. BEhBUEE TR

Lt BT RHAMR AR OpenShift #51&, HIZ1TTEMRIL pod Y PostgreSQL HEZE (LUMI =K
KABRERE) - OpenShift BIRIRH T,

FRFH
e 4T Jy OpenShift BRE A LLIEH RERFHEIL PAENFT T,
iz

FERUTHSRE IR REEER -
1L HAATHERRNTNELE, XLEREE OpenShift HfRHIZLIE A RE K ZAIRA LIZ1T,
$ oc get dc -0 name --selector=application=sso

deploymentconfig/sso
deploymentconfig/sso-postgresql
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6.

L AIar R A P2 LT Z BTARABOLLNE B R B K BIFR A Pod, BN FBEEIN B — &R ZE R

11T,

$ oc scale --replicas=0 dc/sso
deploymentconfig "sso" scaled

BHINEHNERBPNHRBENAMA S, LL5IH Red Hat Single Sign-On 7.6.9 £ &,

$ oc patch dc/sso --type=json -p '[{"op": "replace", "path":
"/spec/triggers/0/imageChangeParams/from/name", "value": "sso76-openshift-rhel8:7.6"}]'
"sso" patched

RIBEHRE AN B E LSRR, FHAHEHHTE Red Hat Single Sign-On 7.6.9 Hif&.

$ oc rollout latest dc/sso
deploymentconfig "sso" rolled out

ERENERNEBER B EE Red Hat Single Sign-On 7.6.9 &%,

$ oc scale --replicas=1 dc/sso
deploymentconfig "sso" scaled

(AIik) WIEBIREZER S BRI B #T.

$ oc get pods --selector=application=sso

NAME READY STATUS RESTARTS AGE
8s0-4-vg21r 11 Running 0 1h
sso-postgresql-1-t871r  1/1 Running 0 2h

$ oc logs sso-4-vg21r | grep 'Updating'

11:23:45,160 INFO
[org.keycloak.connections.jpa.updater.liquibase.LiquibasedpaUpdaterProvider]
(ServerService Thread Pool -- 58) Updating database. Using changelog META-INF/jpa-
changelog-master.xml

4.1.3. FohBEE TR

BRI REER THIBEN, FHHUTHIENIRE. idfEAREERIEIZ1TZEIN OpenShift B &K
Red Hat Single Sign-On iRAMIFTAE Pod, ABEHEINAER SQL ST XK.

iz

-

T FRRIZ IR IETE I PostgreSQL B E (LUIGH sk AR ERE) ZHFH) OpenShift
BRIZITRIRA, FHEHIMRM pod £iZ1T,

TR & A & AR
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d. niudalceciliply=iaide,

b. migrationStrategy=manual, L%

c. migrationExport | pod I REMINMIE, Hid SQL IR XHNFHEXE (Fla0

migrationExport="${jboss.home.dir}/’keycloak-database-update.sql") .

HinBR
o HIEZFECE

AR
HATUU TSN BIRZEE K SQL SEFR 05 -

1. A% OpenShift #IEFTZAFILENR, LLAER SQL X

$ cat job-to-migrate-db-to-sso76.yaml.orig
apiVersion: batch/v1
kind: Job
metadata:
name: job-to-migrate-db-to-sso76
spec:
autoSelector: true
parallelism: 0
completions: 1
template:
metadata:
name: job-to-migrate-db-to-sso76
spec:
containers:
- env:
- name: DB_SERVICE_PREFIX_MAPPING
value: <<DB_SERVICE_PREFIX_MAPPING_VALUE>>
- name: <<PREFIX>>_ JNDI
value: <<PREFIX_JNDI_VALUE>>
- name: <<PREFIX>>_USERNAME
value: <<PREFIX_USERNAME_VALUE>>
- name: <<PREFIX>>_PASSWORD
value: <<PREFIX_PASSWORD_VALUE>>
- name: <<PREFIX>>_DATABASE
value: <<PREFIX_DATABASE_VALUE>>
- name: TX_DATABASE_PREFIX_MAPPING
value: <<TX_DATABASE_PREFIX_MAPPING_VALUE>>
- name: <<SERVICE_HOST>>
value: <<SERVICE_HOST_VALUE>>
- name: <<SERVICE_PORT>>
value: <<SERVICE_PORT_VALUE>>
image: <<SSO_IMAGE_VALUE>>
imagePullPolicy: Always
name: job-to-migrate-db-to-sso76
# Keep the pod running after the SQL migration
# file was generated, so we can retrieve it
command:
- "/bin/bash"
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- "'C
- "/opt/eap/bin/openshift-launch.sh || sleep 600"
restartPolicy: Never

$ cp job-to-migrate-db-to-sso76.yaml.orig \
job-to-migrate-db-to-sso76.yaml

2. MATFiZ21T OpenShift 5% # Red Hat Single Sign-On MR IR AN EEE, HEIERE LM
ARV RIS HIEIE & BRI BRI ERIALE,
FRLTHIZA, 5 DB_SERVICE_PREFIX_MAPPING #1 TX_DATABASE_PREFIX_MAPPING
LEE, UREETHEHRIER (<PREFIX>_JNDI, <PREFIX>_USERNAME,
<PREFIX>_PASSWORD, #1 <PREFIX>_DATABASE) HIfEZ 2 ME Tl sso HEEBE S HI
E|£°h job-to-migrate-db-to-sso76.yaml FIEIE Z/F L 3T B R,

F %X DB_SERVICE_PREFIX_MAPPING IfEZ &7 FES 9 FF < name>-
<database_type>=<PREFIX > triplets 75k, {BEXFIHNAREZ—THTEREN
BIEHRIR triplet B . AT LUEA FAE S M IRIRE LA,

$ cat mirror_sso_dc_db_vars.sh
#!/bin/bash

# IMPORTANT:

#

# If the name of the SSO deployment config differs from 'sso’
# or if the file name of the YAML definition of the migration

# job is different, update the following two variables
SSO_DC_NAME="ss0"
JOB_MIGRATION_YAML="job-to-migrate-db-to-sso76.yaml"

# Get existing variables of the $SSO_DC_NAME deployment config
#in an array
declare -a SSO_DC_VARS=(\
$(oc set env dc/${SSO_DC_NAME} --list \
| sed '/M#/d") \
)

# Get the PREFIX used in the names of environment variables
PREFIX=$(\
grep -oP 'DB_SERVICE_PREFIX_MAPPING=[" ]+'\
<<<"${SSO_DC_VARS[@]}"\

)
PREFIX=${PREFIX##*=}

# Substitute:

# * <<PREFIX>> with actual $PREFIX value and

# * <<PREFIX with "<<$PREFIX" value

# The order in which these replacements are made is important!
sed -i "s#<<PREFIX>>#${PREFIX}#g" ${JOB_MIGRATION_YAML}
sed -i "s#<<PREFIX#<<${PREFIX}#g" ${JOB_MIGRATION_YAML}

# Construct the array of environment variables
# specific to the datasource


https://access.redhat.com/documentation/zh-cn/red_hat_jboss_enterprise_application_platform/7.1/html-single/red_hat_jboss_enterprise_application_platform_for_openshift/index#datasources

declare -a DB_VARS=(JNDI USERNAME PASSWORD DATABASE)

# Prepend $PREFIX to each item of the datasource array
DB_VARS=("${DB_VARS[@]/#/${PREFIX}_}")

# Add DB_SERVICE_PREFIX_MAPPING and TX_DATABASE_PREFIX_MAPPING
# variables to datasource array
DB_VARS=(\

"${DB_VARS[@]}" \

DB_SERVICE_PREFIX_MAPPING \

TX_DATABASE_PREFIX_MAPPING \

)

# Construct the SERVICE from DB_SERVICE_PREFIX_MAPPING
SERVICE=$(\

grep -oP 'DB_SERVICE_PREFIX_MAPPING=["]'\

<<< "${SSO_DC_VARS[@]}"\
)
SERVICE=$
SERVICE=$
SERVICE=$
SERVICE=$

SERVICE#*=}
SERVICE%="}
SERVICEM

SERVICE//-/_}

e R

# If the deployment config contains <<SERVICE>> SERVICE_HOST
# and <<SERVICE>> SERVICE PORT variables, add them to the
# datasource array. Their values also need to be propagated into
# yaml definition of the migration job.
HOST_PATTERN="${SERVICE}_SERVICE_HOST=["]"
PORT_PATTERN="${SERVICE}_SERVICE_PORT=["]"
if
grep -Pq "${HOST_PATTERN}" <<< "${SSO_DC_VARS[@]}" &&
grep -Pq "${PORT_PATTERN}" <<< "${SSO_DC_VARS[@]}"
then
DB_VARS=(\
"${DB_VARS[@]}" \
"${SERVICE}_SERVICE_HOST" \
${SERVICE}_SERVICE_PORT"\
)
# If they are not defined, delete their placeholder rows in
# yaml definition file (since if not defined they are not
# expanded which make the yaml definition invalid).

else
for KEY in "HOST" "PORT"
do
sed -i "/SERVICE_${KEY}/d" ${JOB_MIGRATION_YAML}
done
fi
# Substitute:

# * <<SERVICE_HOST>> with ${SERVICE} _SERVICE_HOST and
# * <<SERVICE_HOST_VALUE>> with <<${SERVICE} SERVICE_HOST_VALUE>>
# The order in which replacements are made is important!
# Do this for both "HOST" and "PORT"
for KEY in "HOST" "PORT"
do
PATTERN_1="<<SERVICE_${KEY}>>"
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REPL_1="${SERVICE}_SERVICE_${KEY}"

sed -i "s#${PATTERN_1}#${REPL_1}#g" ${JOB_MIGRATION_YAML}

PATTERN_2="<<SERVICE_S${KEY} VALUE>>"

REPL_2="<<${SERVICE}_SERVICE_${KEY} VALUE>>"

sed -i "s#${PATTERN_2}#${REPL_2}#g" ${JOB_MIGRATION_YAML}
done

# Propagate the values of the datasource array items into
# yaml definition of the migration job
for VAR in "${SSO_DC_VARS[@]}"
do
IFS=$'=' read KEY VALUE <<< $VAR
if grep -q $KEY <<< ${DB_VARS[@]}
then
KEY+="_VALUE"
# Enwrap integer port value with double quotes
if [[ ${KEY} =~ ${SERVICE}_SERVICE_PORT_VALUE ]]
then
sed -i "s#<<${KEY}>>#\"${VALUE\"#g" ${JOB_MIGRATION_YAML}
# Character values do not need quotes
else
sed -i "s#<<${KEY}>>#${VALUE}Mg" ${JOB_MIGRATION_YAML}
fi
# Verify that the value has been successfully propagated.
if
grep -q '(JNDI|JUSERNAME|PASSWORD|DATABASE)' <<< "${KEY}" &&
grep -q "<<PREFIX${KEY#${PREFIX}}" ${JOB_MIGRATION_YAML} ||
grep -q "<<${KEY}>>" ${JOB_MIGRATION_YAML}
then
echo "Failed to update value of ${KEY%_VALUE}! Aborting."
exit 1
else
printf '%-60s%-40s\n" \
"Successfully updated ${KEY%_VALUE} to:" \
"$VALUE"

IZATHIAR,

$ chmod +x ./mirror_sso_dc_db_vars.sh

$ ./mirror_sso_dc_db_vars.sh

Successfully updated DB_SERVICE_PREFIX_MAPPING to: sso-postgresql=DB
Successfully updated DB_JNDI to: java:jboss/datasources/KeycloakDS
Successfully updated DB_USERNAME to: userxOp

Successfully updated DB_PASSWORD to: tsWNhQHK

Successfully updated DB_DATABASE to: root

Successfully updated TX_DATABASE_PREFIX_MAPPING to: sso-postgresql=DB

A TIEC B FIJR 92 Red Hat Single Sign-On 7.6.9 iR E I &, HEFWETR.

$ oc get is -n openshift | grep sso76 | cut-d ' ' -f1
s$s076-openshift-rhel8


https://github.com/iankko/openshift-examples/tree/KEYCLOAK-8500/sso-manual-db-migration

$ oc new-build sso76-openshift-rhel8:7.6~https://github.com/iankko/openshift-
examples.git#KEYCLOAK-8500 |

--context-dir=sso-manual-db-migration \

--name=sso076-db-migration-image
--> Found image bf45ac2 (7 days old) in image stream "openshift/sso76-openshift-rhel8"
under tag "7.6" for "sso76-openshift-rhel8:7.6"

Red Hat SSO 7.6.9

Platform for running Red Hat SSO
Tags: sso, sso7, keycloak

* A source build using source code from https://github.com/iankko/openshift-
examples.git#KEYCLOAK-8500 will be created
* The resulting image will be pushed to image stream "sso76-db-migration-image:latest”
* Use 'start-build' to trigger a new build

--> Creating resources with label build=sso76-db-migration-image ...
imagestream "sso76-db-migration-image" created
buildconfig "sso76-db-migration-image" created

--> Success
Build configuration "sso76-db-migration-image" created and build triggered.
Run 'oc logs -f bc/sso76-db-migration-image' to stream the build progress.

$ oc logs -f bc/sso76-db-migration-image --follow
Cloning "https://github.com/iankko/openshift-examples.git#KEY CLOAK-8500" ...

Push successful

4. BEHEIEZE T IE L (job-to-migrate-db-to-sso76.yaml) iR 3+ 5 | A2 ss076-db-
migration-image 55 /%&.

a. REVEIRAY docker pull 3%,

$ PULL_REF=$(oc get istag -n $(oc project -q) --no-headers | grep sso76-db-migration-
image |tr-s''|cut-d''-f2)

b. FE LR <<SSO_IMAGE_VALUE> R & pull HI&.
I $ sed -i "s#<<SSO_IMAGE_VALUE>>#$PULL_REF#g" job-to-migrate-db-to-sso76.yaml
c. WIFZFBREEEEH.
5. MIRMVERR SEBHME AR TR 1R L,

$ oc create -f job-to-migrate-db-to-sso76.yaml
job "job-to-migrate-db-to-sso76" created

BF

AR IR RN IBHIE R E R A HITEIRR/E, EILfZLN OpenShift &
1T Z BIARABY Red Hat Single Sign-On BOFFA pod, AREBHIASLERK SQL i
X,
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6. IR THERTHNMBLE, XLEBEE OpenShift HIRMLLIE H R B K AIRAE LiZ1T,

$ oc get dc -0 name --selector=application=sso
deploymentconfig/sso
deploymentconfig/sso-postgresql

—\l._

7. LA AR A PE LS IT R BTAR ANBOLLNE H R & KB Pod,

$ oc scale --replicas=0 dc/sso
deploymentconfig "sso" scaled

8. BITHIRAE IR HFRF pod EEFEIZIT,

$ oc get jobs

NAME DESIRED SUCCESSFUL AGE
job-to-migrate-db-to-sso76 1 0 3m

$ oc scale --replicas=1 job/job-to-migrate-db-to-sso76
job "job-to-migrate-db-to-ss076" scaled

$ oc get pods

NAME READY STATUS RESTARTS AGE
sso-postgresqgl-1-n5p16 11 Running 1 19h
job-to-migrate-db-to-sso76-b87bb  1/1 Running 0 im
ss076-db-migration-image-1-build ~ 0/1 Completed 0 27m

RINBERT, FEERIN X4 EHEREEIBFLRTE 600 WEASZ) X1k, EATLL
XA AL,
9. M pod FREREISAEMEY SQL BUREZE TR S,

$ mkdir -p ./db-update

$ oc rsync job-to-migrate-db-to-sso76-b87bb:/opt/eap/keycloak-database-update.sql ./db-
update

receiving incremental file list

keycloak-database-update.sql

sent 30 bytes received 29,726 bytes 59,512.00 bytes/sec
total size is 29,621 speedup is 1.00

10. 2% keycloak-database-update.sql 324, LT 2B XEFIHUREREFHT X Red Hat Single
Sign-On 7.6.9 MR AP AIEEEX,

. FHNBEIEEER,

o ZfTLATFa®, IR H7 OpenShift Hifgkiz T — LR HRIRAM Red Hat Single Sign-On, NIIA
LUIGI s AR ERE M PostgreSQL HURER M HE, FIEFIMA pod LiZfT -

i AR SQL ERBXHEHIE PostgreSQL pod,

I $ oc rsync --no-perms=true ./db-update/ sso-postgresql-1-n5p16:/tmp
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sending incremental file list

sent 77 bytes received 11 bytes 176.00 bytes/sec
total size is 26,333 speedup is 299.24

ii. JA5h5 PostgreSQL pod B shell &1,

$ oc rsh sso-postgresql-1-n5p16
sh-4.2%

iii. A psql TEF3IN AEIEEER.

sh-4.2$ alias psql="/opt/rh/rh-postgresql95/root/bin/psql"

sh-4.2$ psql --version

psql (PostgreSQL) 9.5.4

sh-4.2% psql -U <PREFIX>_USERNAME -d <PREFIX>_DATABASE -W -f
/tmp/keycloak-database-update.sql

Password for user <PREFIX>_USERNAME:

INSERT 0 1

INSERT 0 1

8%

% <PREFIX>_USERNAME #1 <PREFIX>_DATABASE &}y t—ih
KRB SEFRBURF EIE, 1EIRRES, A <PREFIX>_PASSWORD £/
BRI D,

iv. X5 PostgreSQL pod B shell &if, 4k4k BErinlGEfil % 23545 7,
2. BFHIAMEREFRNEGRENMA LS, LIS Red Hat Single Sign-On 7.6.9 k.

$ oc patch dc/sso --type=json -p '[{"op": "replace", "path":
"/spec/triggers/0/imageChangeParams/from/name", "value": "sso76-openshift-rhel8:7.6"}]'
"sso" patched

13. RFPEHRERMA B FE LHRFHR, FFIAHEHHTE Red Hat Single Sign-On 7.6.9 Hif&.

$ oc rollout latest dc/sso
deploymentconfig "sso" rolled out

14. FERERENEZBEESE Red Hat Single Sign-On 7.6.9 &A#5.

$ oc scale --replicas=1 dc/sso
deploymentconfig "sso" scaled

4.2. 731156575 RED HAT SINGLE SIGN-ON fR 55 23 RO %R

AHREENAN Red Hat Single Sign-On AR S5 2REIRZEM —DNIMEEHZE 7 — NMESCEB EI R EHEK
?E)%Q
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SHFNS A Red Hat Single Sign-On 7.6.9 ##E/% < 7E Red Hat Single Sign-On HEKEE%l—rHTﬁEﬁ, 2%
BB Java RGBT H, XEKBEET—NMIES RERRSRSIFHE, HITHAP— SpR2
BiE. FH S FA,

4.2.1. 3% Red Hat Single Sign-On PostgreSQL [ Ff2F &R

SeREZH
o BEH4T 7/ OpenShift Deployment # & 4118 5 s B K BRI IE BB R EI P T,

it =3
1. &5k OpenShift Web #2#l&, Bk sso-app-demo HiH ZE[H],
2. i Add to project, LA H BRI RFANER.,

3. fEM Filter by keyword #3&1=, [FFIRRH N5 sso REHFIR, ErgeHE R Seeall UL
TRATERN AREFER,

4. 1% sso76-ocp4-postgresql Red Hat Single Sign-On N FAT2F#EIR, EEREERES, EBR &
B SSO_REALMZE&XRXE (FIAE)

Dig¥
Of

LLI-

24 7f Red Hat Single Sign-On £} OpenShift fi{&I%E T SSO_REALM ¢
BLEN, MHITEIEESA, AR ZErE KMLIE R R KRS 2
ﬂi gﬁiﬂl%fp#ﬂjlﬁﬁﬁlﬁ, TEE R R LRI E L SSO_REALM ER

m
Kt
I

5. mifi Create K& BN BREFERIFED Pod BE, XEREREILD BT,
RiE, R SO ViRALTF https://secure-sso- <sso-app-demo&gt; .
<openshift32.example.com> /auth/admin BJ Red Hat Single Sign-On Web 1Z#I&,
p= Y=

XANRBI TVERER B £ MM CA HERRH— MBI TR, V57 Red Hat
Single Sign-On Web #£#| & HIMA R EEEE S,
SR EINE, LI B VUE{E A MESIERYIE T A A WL KB SSL ik,

HihBR
o SAMTHEERE

4.22. (k) QIBRZESHFNHEMAS

TE#4T Red Hat Single Sign-On 7.6.9 fRF52R¥IBE S HE, R*SHYUFIEEEHRNEINAS, RS
HEY JSON AN B S MR R ERIBMAF, NEEUEE], FERXERER,

1. B — realm
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2. GIERF
EUBZE, JUSHEBERE,

HiBR
o SAMTHEEE

4.2.3. 1$ Red Hat Single Sign-On ##& % 5 i /7 OpenShift pod £/ JSON X4

FRFH
o QIEMBNHFIA

it
1. RERALNE 2 R B SR AP B R E R E BN T,

$ oc get dc -0 name
deploymentconfig/sso
deploymentconfig/sso-postgresql

$ oc scale --replicas=0 dc sso
deploymentconfig "sso" scaled

2. ¥§7R1E Red Hat Single Sign-On 7.6.9 IR %525 L EBE M Red Hat Single Sign-On 7.6.9 ARS5 28, MU
f&7E Red Hat Single Sign-On fR %5355 | S HUTEIRE S H.

$ oc set env dc/sso \

-e "JAVA_OPTS_APPEND=\
-Dkeycloak.migration.action=export \
-Dkeycloak.migration.provider=singleFile \
-Dkeycloak.migration.file=/tmp/demorealm-export.json"

3. BPLIIEH RERMERE, X250 Red Hat Single Sign-On AR5 28: 7 5 H H R =,

$ oc scale --replicas=1 dc sso
deploymentconfig "sso" scaled

4. ("hk) FESHEEENRT.

$ oc get pods

NAME READY STATUS RESTARTS AGE
ss0-4-ejrOk 11 Running 0 27m
sso-postgresql-1-0zzI0  1/1 Running 0 4h

$ oc logs sso-4-ejrOk | grep 'Export’

09:24:59,503 INFO [org.keycloak.exportimport.singlefile.SingleFileExportProvider]
(ServerService Thread Pool -- 57) Exporting model into file /tmp/demorealm-export.json
09:24:59,998 INFO [org.keycloak.services] (ServerService Thread Pool -- 57) KC-
SERVICES0035: Export finished successfully

424 . (RHAFATHI JSON X4
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Y=
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1. M pod #:3& Red Hat Single Sign-On #E/##) JSON 34,

2.

$ oc get pods

NAME READY STATUS RESTARTS AGE
$s0-4-ejrOk 11 Running 0 2m
sso-postgresql-1-0zzI0  1/1 Running 0 4h

$ oc rsync sso-4-ejrOk:/tmp/demorealm-export.json .

(AJ3%) ¥F Red Hat Single Sign-On #{#&ZE#) JSON X5 A B 5 — N EMERIZITRIZIIE = &
KBRS 2.

AXx5 AT OpenShift £RiZ1TH Red Hat Single Sign-On IRZ5 %8, &S S A
NS HEURZE,

4 Red Hat Single Sign-On AR5 83 1F & Red Hat Single Sign-On 7.6.9 &2312178f, f#/A Admin
Console Export/Import ThEEYS FHRMZ BT 5 B JSON X445 A El Red Hat Single Sign-On AR
e BIEER,

a.

FRATUREEGAFNER, FRABARERRSRN B ERERE, TN R
&, 5% Red Hat Single Sign -On web BR5523H9 http://sso-<project-name>.
<hostname>/auth/admin, SKiEMENNZERIZINE Single Sign -On web BRS523H9
https://secure-sso-<project-name>.<hostname>/auth/admin,

TEMIHEERTIES, % Red Hat Single Sign-On BM&H. B, B iR, BAGNE ik
Af, XFEHR master realm,

B MR EERHY Manage 49 T8 Import 553,

. EFT AW TIE A, i Select file, AFIEARMHERSH FHBE demorealm-

export.json JSON XHHIIE,

£ Import from realm TR AR LN ME 5 AHIER Red Hat Single Sign-On 1#H#
. APIfEFA master realm,

HEENSAWLERF, B AR mAe (EILEBHRIATA) .
MEBEHITHIZRE, BENFRIREFE (Fail. Skip 3¢ OverwritelZ—) .

MRUFBEEPEEEEFHRAMATHINE, ZXFANE (BF. &BF
i, BARHEmAR) . #H Skip RS A demorealm-export.json XX
HHRFENSR, BREFETLHIEBEEH,

-

B Import LUIHATH A
LN RMIE master 155 AZEI master 51, = Import 25, BN AR HIIELLLT
BIEEIR


https://access.redhat.com/documentation/zh-cn/red_hat_single_sign-on/7.6/html-single/server_administration_guide/#assembly-exporting-importing_server_administration_guide
https://access.redhat.com/documentation/zh-cn/red_hat_single_sign-on/7.6/html-single/server_administration_guide/#assembly-exporting-importing_server_administration_guide

Error! App doesn't exist in role definitions: realm-management X

EXMERT, BLERZURRIOMNE iR, f¥ Access Type 1% bearer-only, iX£&
A @ MIRZIIE S R B SRAR S5 38 (BB S H JSON ) BB & RRSsS (H
5 A JSON X)) BIRFEROE. QIBVENEFinfE, BRET SA RH,

BT Bt HREE, BENRRVH realm-management & i (8 bearer-only
Access Type ) , REERHET Import &5,

X7 F Skip import SRB&, FRINBONT R FRiC ) ADDED FBkidBIN R, TS AR ITE
Action FF#tric SKIPPED,

INRERE (B3 KBS , Admin Console S AR IEERS iR, EETIMER, HiEEER
LtEThEE,
4.3. Bt i OPENSHIFT 3.11 LU{# 8 RED HAT SINGLE SIGN-ON #1T &35
ik
BEi& OpenShift 3.11, LUERLIIE R REFKEBZEVESH OpenShift IR M X,
ABIFRINT Red Hat Single Sign-On ¥ENEGIE A%, LR ZE OpenShift Container Platform $EEEHA A2

BN NIRHERER. BER, AEERERATIHETR (FEENGRIRERER) BTHREFEXR
OpenShift Web 4l 5&.

Hin 5w
o AP EMHIE

e Z2%E OpenShift Container Platform &2

4.3.1. ERELLIEH mEFFIE

FeREH
o BEHIT 1 OpenShift Deployment A LLIE H s B K B R ISIE B9 ki F 1,
i =

£ https://secure-sso-sso-app-demo EFIMNBEHLLIEH =5 K Web IRS
#%. openshift32.example.com/auth/admin A Red Hat Single Sign-On ZR & A 5] 01|38 xref:sso-
administrator-setup[administrator i

B —4 Realm
1 SRR R ZEE (I EREIER) , AFH T Add Realm,
2. BN realm & (ABIER OpenShift) 3R Create,

B

plE— M, BTFEREAT Red Hat Single Sign-On BJ OpenShift &% :

1. B Manage sidebar F18Y Users, LIEFIHHIEFE R,
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https://docs.openshift.com/container-platform/latest/architecture/architecture-installation.html
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2. Bl MRS,
3. WIA—NEMH Username (ARBIER testuser) MEMEAMAIEER, REHRLHRE.
4. JREEFR P ECE

a. BT 2R FR Y Credentials JET£, A AR HEL,

b. 1R Temporary Password i£5% H Off, UBEARSBRIRTHMARLE, AREHT
Reset Password R B A %5, i HE ORREITHABIFEIA,

B FH BB OpenlD-Connect Client
1. ¥ Manage i~ff Clients, B f Create,
2. AN B 1D, iXANRBIER openshift-demos

3. MTHIZH LR Client Protocol (AIf#f openid-connect) # = Save, & A
openshift-demo %& /- imBI B B X & U1 .

4. M Access Type THIZH fhi%#F confidential, X 2RRSS 230H N FAFE R AO1 ] 25 8,

5. f£ Valid Redirect URIs X[15HER, HiA OpenShift Web 1£#]&# URI, ABIHH
https;//openshift.example.com:8443/*,

ET—THh, FEE I Secret £ OpenShift £2#1 LA E OpenlD-Connect, IIE, ERILTE
Credentials TRZ I T EHIE, secret =& < 7b0384a2-b832-16¢c5-9d73-2957842e89h7>,
Heth 5T

o EIE OpenlD Connect #1 SAML & F i

4.3.2. NI mE R ERRIFEE OpenShift Master

&k OpenShift E24#1 CLI,

FRFEH
1R BB YR /etc/origin/master/master-config.yaml S4B R,

it =

1. 4i%H /etc/origin/master/master-config.yaml XX {431k E| identityProviders 84, #30, %0
R OpenShift E¥EHEE T HTPassword 7 12## 25, N identityProviders #4345 {40
T

identityProviders:
- challenge: true
login: true
name: htpasswd_auth
provider:
apiVersion: v1
file: /etc/origin/openshift-passwd
kind: HTPasswdPasswordldentityProvider

# Red Hat Single Sign-On #F8 ZH SR R FARINR UL TS F EREIARR :
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https://access.redhat.com/documentation/zh-cn/red_hat_single_sign-on/7.6/html-single//server_administration_guide/index#assembly-managing-clients_server_administration_guide
https://docs.openshift.com/container-platform/latest/authentication/identity_providers/configuring-htpasswd-identity-provider.html

- name: rh_sso
challenge: false
login: true
mappingMethod: add
provider:

apiVersion: v1
kind: OpenlDldentityProvider
clientID: openshift-demo
clientSecret: 7b0384a2-b832-16c5-9d73-2957842e89h7
ca: xpaas.crt
urls:
authorize: htips.//secure-sso-sso-app-

demo.openshift32.example.com/auth/realms/OpenShift/protocol/openid-connect/auth

token: htips.//secure-sso-sso-app-

demo.openshift32.example.com/auth/realms/OpenShift/protocol/openid-connect/token

userlnfo: htips.//secure-sso-sso-app-

demo.openshift32.example.com/auth/realms/OpenShift/protocol/openid-connect/userinfo

claims:
id:
- sub
preferredUsername:
- preferred_username
name:
- name
email:
- emalil

a. clientSecret BJ Red Hat Single Sign-On Secret hash AJ#£ Red Hat Single Sign-On Web 2
fl&H#El : Clients » openshift-demo — Credentials

b. BTLURIT EALIIEH R E RN ARF AL HIEREERK urls B9imR, HI40

<curl -k https.//secure-sso-sso-app-
demo.openshift32.example.com/auth/realms/OpenShift/.well-known/openid-configuration
| python -m json.tool>

MR E3E authorization_endpoint. token_endpoint #[I userinfo_endpoint,

c. XNRBITIERMERABEMRM CA NERRE—NMNHEEIHTIER. Eit, cafFh<ca:
xpaas.crt> I#4t, It CAIEF AN EHIE /etc/origin/master X, INREHMIGIE
BOIEBIIA WA IESERIE S, TR B EXFEM,

2. REFBECEFHE/S OpenShift master :

I $ systemctl restart atomic-openshift-master

4.3.3. &3k OpenShift

it

1. FMEl OpenShift Web $ZHI&, 1EXANREIHH
https.//openshift.example.com:8443/console,
OpenShift &5k T E I EIR {8 A htpasswd_auth 5 rh-sso S {RHLFEFE B KA ? BIE D
RA A, R NETEET /etc/origin/master/master-config.yaml #1,
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¥ rh-sso, B A ZRITELIEH REKPAIRN testuser FAF &K OpenShift,
Tj_: OpenShift CLI s INTIE 2 &1, WEX testuser Al WL, X2 7E OpenShift R4t F 4R
M—F%, EAHEBEITEZNNA GRS,

3. &}y sso-app-demo R4t testuser ML 454, E{EA OpenShift CLI :

I $ oc adm policy add-role-to-user view testuser -n sso-app-demo

4.4. M\ MAVEN Z 3432402 OPENSHIFT N B2, F{#H RED HAT
SINGLE SIGN-ON Xt E 1T

Z1E Openshift LEREBIANA, ERLMERZHFIRINEE,

4.4.1. 8E EAP 6.4 / 7.1 JSP AR5 Z i HIi B F{# F Red Hat Single Sign-On vocation
N AMERTE

LU RBIEF app-jee-jsp #l service-jee-jaxrs TRIZE N[ 1EBE EAP 6.4 / 7.1 JSP IR N 2R, f#M Red
Hat Single Sign-On # 1T B35,

FERFH
o Eltzal, BERLUTENRZ —EET Red Hat Single Sign-On for OpenShift 715 :

® sso/6-ocp3-postgresql

® sso/6-ocp3-postgresql-persistent

® sso/76-ocp3-x509-postgresql-persistent
® sso/6-ocp4-postgresql

® sso/6-ocp4-postgresql-persistent

® sso76-ocp4-x509-postgresql-persistent

4.4.1.1. 71 EAP 6.4/ 7.1JSP N AR OIBIE L aEx. ABMAS

EAP 6.4/ 71JSP RSN AFER INAIEARERE., BAEMEBEYRERLER[REFHTEME
ik, 7£5 OpenShift Fi&E8E T Red Hat Single Sign-On FHUTUA T HIE :

fll# Red Hat Single Sign-On Realm

1 ERAEHERERRS RNEERFS

https://secure-sso-sso-app- demo.openshift.example.com/auth/admin
{8 Red Hat Single Sign-On B2 5 A1 MERE .
2. IR EEIEE SR (B ERMTAER) , REHE Add Realm,
3. KA realm &# (A HIEA demo) = Create,
SHIAH
TERT OV Fonigrh, il Keys i1k, RRFILRFE Active BT+, AEEHIERB RSA FIAH,
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https://github.com/keycloak/keycloak-quickstarts/tree/latest/app-jee-jsp
https://github.com/keycloak/keycloak-quickstarts/tree/latest/service-jee-jaxrs

p= =1
Red Hat Single Sign-On for OpenShift fE{& iR A 7.6.9 INERZ NEEH, W
HS256. RS256 = AES., EX£ | Red Hat Single Sign-On for OpenShift 7.6.9 H&H A

PER, THR Keys 1BTIF, AFERFE Active 1T+, ARERL BH RPEIZITHLH
Wi, HeppRES RSA LS, REEAFEHEFIHIMNHEEONRS.

G, HEEE JFHT Red Hat Single Sign-On-enabled EAP 6.4 / 7.1 JSP N RTZFHIE R
BIRABERERAR
service-jee-jaxrs Quickstart BT RS A FF =N ¢

e public- "EFEEFBIE,

e secured - JLIEER user BEIAF A,

e admin- AT LHER admin AEBIAEF R,

1 B R B APOIEA T admin A6, XA ENSEL Red Hat Single Sign-On M AR, LU
UEXT B P R A B9 15 (R ABR o

1. ¥ Configure 1A Roles, LAFIH LA E,
p= =1

XR—NEE, Rt RBEIAME (offline_access #1 uma_authorization)
@JO

L

2. = AddRole,
3 WAABRN (AF) , ARRLERRF.
% admin A B ES X LPTE,
fllE Red Hat Single Sign-On Realm &EEf
1. #.5 Manage sidebar F18 Users, UEFEBHAFEERE.
2. = Add User,
3. BIA—NEMH Username (KBIERFAF appuser) 3= Save,
4. A RE :

a. BT 2RI Credentials M+, AEANAFBWMA—NEG (KEIEABL
apppassword) .

b. 1R Temporary Password i£5% H Off, UBEAREBRIRTMARLE, AREHT
Reset Password RIZXER A %%, #HHEEOMRREBIL

4.41.2. % user A ECLS realm EEA
PUTUU T B 2 a0/ appuser A5 Red Hat Single Sign-On A 3K :
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1. Hifi Role Mappings, LASIH realm # client & ECi&E, 7£ Available Roles A7, i Z RITE
B AFfaf, AERT Addselected>,

2. = ClientRoles, MZFIZKA%EFF realm-management 58, 7 Available Roles 7R AiEFFEAN
:LEA%Q

p=3

A LURIT R EE Ctrl RN |t — B RERKEFESNTE, BRAR KRS

Ctrl S IrAHE, BERBEIEHEBIE view-clients FENGE, HHBEEED
nEEHRER,

cak

3. = Add selected > A EBDEAE iR,
4.4.1.3. 5 EAP 6.4 / 7.1 JSP N A#1T OpenShift BBE M A48 A m B R B RRIE
Pk

1. NEAP 6.4/ 71JSP NAAE—NRTR,

I $ oc new-project eap-app-demo

2. 1% view BERIMNE default lRFSIK . XALEARS K EE eap-app-demo @ % 22 Al MR
WR, XREREHYEN,

I $ oc policy add-role-to-user view system:serviceaccount:$(oc project -q):default

3. EAP #REIRFEE SSL BAFHEF JGroups BEHFE . AfIfEFA keytool (Java Development Kit
FEENTHE) NiXEEAFMEERBZRIETD,

a. 1 SSL BT E M E £ B (XHIEA password FF AR HRIEN) .

$ keytool -genkeypair \

-dname "CN=secure-eap-app-eap-app-demo.openshift.example.com” \
-alias https \

-storetype JKS\

-keystore eapkeystore.jks

b. 75 JGroups BIAFMHEEKRRZEEA (ABIEA password 1N BHFEMIIED)
$ keytool -genseckey \
-alias jgroups \

-storetype JCEKS \
-keystore eapjgroups.jceks

c. A SSL #1 JGroup BHATFME X OpenShift HLE4ERK EAP 6.4/ 7.1,
I $ oc create secret generic eap-ssl-secret --from-file=eapkeystore.jks
I $ oc create secret generic eap-jgroup-secret --from-file=eapjgroups.jceks

d. ¥ EAP M AWERINE default RS,
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I $ oc secrets link default eap-ssl-secret eap-jgroup-secret

4.41.4. 3L EAP 6.4 / 7.1 JSP N HRFEN — i Hl e

it
1. SePERAH,

I $ git clone https:/github.com/keycloak/keycloak-quickstarts.git

Biti& Red Hat JBoss Middleware Maven {4 63
2. B3 service-jee-jaxrs ¥ app-jee-jsp N .

a. 19 service-jee-jaxrs 3,

I $ cd keycloak-quickstarts/service-jee-jaxrs/

$ mvn clean package -DskipTests
[INFQO] Scanning for projects...

[INFO]
[INFO]
[INFO] Building Keycloak Quickstart: service-jee-jaxrs 3.1.0.Final
[INFO]

[INFO]
[INFO] BUILD SUCCESS
[INFO]
[INFO] Total time: 2.153 s

[INFQO] Finished at: 2017-06-26T12:06:12+02:00
[INFO] Final Memory: 25M/241M

[INFO]

b. 3B # maven-enforcer-plugin i&E{E8 app-jee-jsp/config/keycloak.json K HF4# app-
jee-jsp K FH,

I service-jee-jaxrs]$ cd ../app-jee-jsp/
I app-jee-jsp]$ sed -i \<executions\>/s/*\<\I--/ pom.xml
I app-jee-jsp]$ sed -i /\(<\Vexecutions>\)/a\-->' pom.xml

app-jee-jsp]$ mvn clean package -DskipTests
[INFO] Scanning for projects...

[INFO]
[INFO]
[INFO] Building Keycloak Quickstart: app-jee-jsp 3.1.0.Final
[INFQO]

[INFQO] Building war: /tmp/github/keycloak-quickstarts/app-jee-jsp/target/app-jsp.war
[INFO]
[INFO] BUILD SUCCESS
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[INFO] -
[INFO] Total time: 3.018 s

[INFO] Finished at: 2017-06-26T12:22:25+02:00

[INFO] Final Memory: 35M/310M

[INFO] -

8%

app-jee-jsp Quickstart R RECBiEfcsy, HiEAcarbcE X4
(keycloak.json)fiI F quickstart 1R B 5% F# config/ B3xH, FRERINIEERIR
EED), BABBERRT EAP 6.4/ 7.1 OpenShift BfRIRIELBIATIEIIE
TERREER, FULBEIAEERE keycloak.json EEC23HE & 489
o

4, TERMST M RGT R B RE,
F ZHHIE BRM deployment/ 7B RPN AFEHEEEFIZ] OpenShift EHERIRIRE
PrAEERE B Fh, WTFESREBNNE, LERNEESE Web N AEIEN B RZREN,

EARMXHERGH 88F/ FERF N ZHARMEUREBE R, ¥ service-jee-jaxrs #1 app-jee-
jsp Quickstart B2 Bf9E WAR 74 E #Z| deployments/ B :

app-jee-jsp]$ Is
config pom.xml README.md src target

app-jee-jsp]$ mkdir -p sso-eap7-bin-demo/deployments

app-jee-jsp]$ cp target/app-jsp.war sso-eap7-bin-demo/deployments/

app-jee-jsp]$ tree sso-eap7-bin-demo/
sso-eap7-bin-demo/
|__ deployments

|__ app-jsp.war

|__ service.war

I app-jee-jsp]$ cp ../service-jee-jaxrs/target/service.war sso-eap7-bin-demo/deployments/
‘ 1 directory, 2 files
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EERRE B XA EIUAT R THRENANEZEME K. HFSULUTER
x 41 BEBXHIREAE

EZEMBE&RAAR BRE BRI RLE

FAF OpenShift 6.4 #1 7.1 89 EAP $JBOSS_HOME/standalone/deployme
nts

FF OpenShift B Java S2I /deployments

FF OpenShift B JWS $JWS_HOME/webapps

5. HFI EAP 6.4 / 7.1 B& OB &7,

$ oc get is -n openshift | grep eap | cut-d ' ' -f 1
jooss-eap64-openshift
jooss-eap71-openshift

6. MBZHFIWE, BEGRRRINARFEH.

1 --image-stream=jboss-eap71-openshift & /LT oc BHHH --
image-stream=jboss-eap64-openshift, LL{E OpenShift %E{&HJ JBoss EAP 6.4
2 LERE JSP N AR,

$ oc new-build --binary=true \

--image-stream=jboss-eap71-openshift \

--name=eap-app

--> Found image 31895a4 (3 months old) in image stream "openshift/jboss-eap71-openshift"
under tag "latest" for "jboss-eap71-openshift"

JBoss EAP 7.4

Platform for building and running Jakarta EE applications on JBoss EAP 7.4
Tags: builder, javaee, eap, eap?

* A source build using binary input will be created
* The resulting image will be pushed to image stream "eap-app:latest”
* A binary build was created, use 'start-build --from-dir' to trigger a new build

--> Creating resources with label build=eap-app ...
imagestream "eap-app" created
buildconfig "eap-app" created

--> Success

7. BEhZHEIIE, 18 oc AIHUTXHERE L —S hOIEM ZARINE MEEREN 88
OpenShift I ZiFHHIMI AR B %, 1 app-jee-jsp WILEBRA, LZHUTHS,
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app-jee-jsp]$ oc start-build eap-app \

--from-dir=./sso-eap7-bin-demo/ \

--follow

Uploading directory "sso-eap7-bin-demo" as binary input for the build ...
build "eap-app-1" started

Receiving source from STDIN as archive ...

Copying all war artifacts from /home/jboss/source/. directory into
/opt/eap/standalone/deployments for later deployment...

Copying all ear artifacts from /home/jboss/source/. directory into
/opt/eap/standalone/deployments for later deployment...

Copying all rar artifacts from /home/jboss/source/. directory into
/opt/eap/standalone/deployments for later deployment...

Copying all jar artifacts from /home/jboss/source/. directory into
/opt/eap/standalone/deployments for later deployment...

Copying all war artifacts from /home/jboss/source/deployments directory into
/opt/eap/standalone/deployments for later deployment...
''hnome/jboss/source/deployments/app-jsp.war' -> '/opt/eap/standalone/deployments/app-
jsp.war'

''nome/jboss/source/deployments/service.war' ->
'Jopt/eap/standalone/deployments/service.war'

Copying all ear artifacts from /home/jboss/source/deployments directory into
/opt/eap/standalone/deployments for later deployment...

Copying all rar artifacts from /home/jboss/source/deployments directory into
/opt/eap/standalone/deployments for later deployment...

Copying all jar artifacts from /home/jboss/source/deployments directory into
/opt/eap/standalone/deployments for later deployment...

Pushing image 172.30.82.129:5000/eap-app-demo/eap-app:latest ...
Pushed 6/7 layers, 86% complete

Pushed 7/7 layers, 100% complete

Push successful

8. ETFHEAIEBHH OpenShift N,
$ oc new-app eap-app
--> Found image 6b13d36 (2 minutes old) in image stream "eap-app-demo/eap-app" under

tag "latest" for "eap-app"

eap-app-demo/eap-app-1:aa2574d9

Platform for building and running Jakarta EE applications on JBoss EAP 7.4
Tags: builder, javaee, eap, eap?

* This image will be deployed in deployment config "eap-app”
* Ports 8080/tcp, 8443/tcp, 8778/tcp will be load balanced by service "eap-app"
* Other containers can access this service through the hostname "eap-app"

--> Creating resources ...
deploymentconfig "eap-app" created
service "eap-app" created

--> Success
Run 'oc status' to view your app.

9. IEYRIE L h{ZIE EAP 6.4 / 7.1 JSP N B2 FMATA B %5,
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$ oc get dc -0 name
deploymentconfig/eap-app

$ oc scale dc/eap-app --replicas=0
deploymentconfig "eap-app" scaled

10. 7EERER], H—FEE EAP 6.4/ 7.1JSP N HERF.

a. 1% Red Hat Single Sign-On AR %5255, BLELN AR

i
Of

RS LU SSO_PUBLIC_KEY Z2M{HE#: N demo 158 RSA A HKY
SLhrARE, ZZEMES 84,

$ oc set env dc/eap-app \

-e HOSTNAME_HTTP="eap-app-eap-app-demo.openshift.example.com" \

-e HOSTNAME_HTTPS="secure-eap-app-eap-app-demo.openshift.example.com" \

-e SSO_DISABLE_SSL_CERTIFICATE_VALIDATION="true" \

-e SSO_USERNAME="appuser"\

-e SSO_PASSWORD="apppassword" \

-e SSO_REALM="demo"\

-e SSO_URL="https://secure-sso-sso-app-demo.openshift.example.com/auth" \

-e
SSO_PUBLIC_KEY="MIIBIjANBgkghkiGOWOBAQEFAAOCAQ8AMIIBCgKCAQEAKkdhXyK
x970lo0O6HwWNV/MiX2EHO55Sn+ydsPzbjJevI5F31UvUco9uA8dGI6oM8HrnaWWv+i8Pvmla
RMhhI6Xs68vJTEc6d0soP+6A+aExw0coNRp2PDwvzsXVWPvPQg3+iytStxu3lcndx+gC02\
nxoRqL7rY7zKcQBScGEr78NwevZDwfe6d/PQEW4XVErNytX9KyLFVAE1VvhXALygEM/E
qYGLmpjw5bMGVKRXnhmVo9E88CkFDH8E+aPiApb/gFul1 GJOv+G8ySLoR1c8Y3L29F7
C810dkVBp2yMm3RVFIGSPTjHqjO/nOtqYIfY4Wyw9mRIoY5SyW7044dZXRwIDAQAB"

\

-e SSO_SECRET="0bb8c399-2501-4fcd-a183-68ac5132868d"

deploymentconfig "eap-app" updated

b. N FAEZE SSL M JGroups BEIEMEIIIEAE R,

$ oc set env dc/eap-app \

-e HTTPS_KEYSTORE_DIR="/etc/eap-secret-volume" \

-e HTTPS_KEYSTORE="eapkeystore.jks" \

-e HTTPS_PASSWORD="password" \

-e JGROUPS_ENCRYPT_SECRET="eap-jgroup-secret" \

-e JGROUPS_ENCRYPT_KEYSTORE_DIR="/etc/jgroups-encrypt-secret-volume" \
-e JGROUPS_ENCRYPT_KEYSTORE="eapjgroups.jceks" \

-e JGROUPS_ENCRYPT_PASSWORD="password"

deploymentconfig "eap-app" updated

c. NZETEIER SSL #1 JGroups HLE E X OpenShift %,

I $ oc volume dc/eap-app --add \
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--name="eap-keystore-volume" \
--type=secret \
--secret-name="eap-ssl-secret" \
--mount-path="/etc/eap-secret-volume"
deploymentconfig "eap-app" updated

$ oc volume dc/eap-app --add \
--name="eap-jgroups-keystore-volume" \
--type=secret \

--secret-name="eap-jgroup-secret" \
--mount-path="/etc/jgroups-encrypt-secret-volume"
deploymentconfig "eap-app" updated

d. BEENFAERELE, LT BIAM OpenShift RSk (BAAXE) TEITHMARSRE.

$ oc patch dc/eap-app --type=json \
-p '[{"op": "add", "path": "/spec/template/spec/serviceAccountName", "value": "default"}]'
"eap-app" patched

1. FEREHNEHNEEE BIE EAP 6.4/ 71JSP N AHAMEZR.

$ oc scale dc/eap-app --replicas=1
deploymentconfig "eap-app" scaled

12. FERRSSE N BREB AT

$ oc get svc -0 name
service/eap-app

$ oc get route
No resources found.
route "eap-app" exposed

I $ oc expose svc/eap-app

$ oc get route

NAME  HOST/PORT PATH SERVICES PORT
TERMINATION WILDCARD

eap-app eap-app-eap-app-demo.openshift.example.com eap-app 8080-tcp
None

4.4.1.5. 158 N AR

TEN Y28 E A URL http://eap-app-eap-app-demo.openshift.example.com/app-jsp 17175/ FIF2
F. BNIZREUTEREPEIR LM THE L

56



INVOKE INVOKE INVOKE

PUBLIC SECURED ADMIN

iz
AT AT VR SR N R

1. ¥ INVOKE PUBLICIRH, LR AEEFHDIULH Ak,
1% & E| Message: public i,

2. Hifi LOGIN 325, LU s S A P SR IEEEREIZIE # R & RIRSEREH,

§E Z BIBCE R Red Hat Single Sign-On A B - & 1% % (appuser / apppassword), =&
X, BENAREDE, EROTERE

LOGOUT ACCOUNT

INVOKE INVOKE INVOKE
PUBLIC SECURED ADMIN

3. Hifi INVOKE SECURED 21317 &4 s,
IR R1ZEE| Message: secure output,

RN 1% &2 403 Forbidden i,

admin i R FEE admin Red Hat Single Sign-On A&k AREM. 21t appuser

. 7N WaClH /1 LI IAy & Ju b ol 1Y) 7] SCUUITU Al o

iz
PUTUL TS 54 appuser &101E] admin Red Hat Single Sign-On A€ :

1 VIRLINE B R B RIR S SR B B RFI A,
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1.

https://secure-sso-sso-app-demo.openshift.example.com/auth/admin.
{# F Red Hat Single Sign-On B2 51 A1 MEHRE .

B Manage sidebar A1 Users, LUEZE demo M A E L.

= View all users 1%,

== appuser B ID #5$%, &R Actions FIHH Edit 24,

= Role Mappings £,

7 Realm Roles 17/, % Available Roles 55k *#) admin 5B,

= Add selected > #241¥ admin B E&RIMNEIFE .

IREIE EAP 6.4/ 7.1 JSP BRSS B FATERE.
http://eap-app-eap-app-demo.openshift.example.com/app-jsp.

B LOGOUT %4, LAE#TINE:; appuser B BIRET,

. BRHE T LOGIN 3Z2£1#0 provider appuser £17,

BR L INVOKE ADMIN %5,
IRRN1ZEE| Message: admin output already,

4.5. 7175 OPENID-CONNECT & iy RED HAT SINGLE SIGN-ON
B&0EM EAP N FHTRF
ABI{ER OpenlD-Connect & imi&lcas /1 EAP B A FLIIB R R &R, ABMAIER. RE, EAP

f°fy OpenShift BRARIZME TiXLEEUE, MBIEMIE S RERE M imEM. BERF, TLUEM Red Hat
Single Sign-On A A #4735 IEFI 1 7] JBoss EAP,

XN BIfER OpenlD-Connect & i, B EILUMER SAML & ik, f1&% A X OpenlD-
Connect #1 SAML B FimZ FIMXHINELER, 1H5H Red Hat Single Sign-On Clients
#0 Automatic and Manual Red Hat Single Sign-On Client Registration Methods ,

FRFH

B 4T & OpenShift Deployment AR LLNE . m B K B 5IE 2049 PR HIE IR,

4.5.1. /) OpenShift EBE A & 2105 H iR & R BRI IF
EASE clusteradmin &I F &5k OpenShift CLI,

1.

2.
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I $ oc new-project eap-app-demo

1% view B &ERINE default fRS5MK . X A[1EARSS I~ & E eap-app-demo & 2 AIHEIFTA
R, XEEEEHMLEN,


https://docs.openshift.com/container-platform/latest/authentication/using-service-accounts-in-applications.html#default-service-accounts-and-roles_using-service-accounts

I $ oc policy add-role-to-user view system:serviceaccount:$(oc project -q):default

3. EAP EIRFEE SSL BEAFHEF JGroups BEATFE
AIfEFA keytool (Java Development Kit FEEMTHE) HiXLERAFHEERBERIET.
AR f SRR HI A B,
a. 71 SSL BIFMEEMRERY]

I $ keytool -genkeypair -alias https -storetype JKS -keystore eapkeystore.jks

b. 5 JGroups BIAFMHER R EEH :

I $ keytool -genseckey -alias jgroups -storetype JCEKS -keystore eapjgroups.jceks

4. {88 SSL #1 JGroup BHTFE X OpenShift ML 4B EAP :

$ oc create secret generic eap-ssl-secret --from-file=eapkeystore.jks
$ oc create secret generic eap-jgroup-secret --from-file=eapjgroups.jceks

5. 9 EAP secret /RINZEI default AR5 :

I $ oc secrets link default eap-ssl-secret eap-jgroup-secret

452 HEEIEHE S EREIE
(H FATELT IS B A B SR ER B HA I 013200 BB ALK P B EEIMNBHILIIE 2 & Web RS S

https://secure-sso-<project-name >. <hostname> /auth/admin,

AR
flIEE—1 Realm

1 FFAFRBETEM DAL TIER A realm fr R 22 (E] £, SAEH T Add Realm,
2. HiA realm &5 (XBIEFMH eap-demo) , ARG = Create,
SHLH

TEFTOIEER eap-demo 13, i Keys iUl HEFIEMBI N, XANREIHN brevity FREE &
It:realm-public-key& gt;o XFAFEEFA T Red Hat Single Sign-On #J JBoss EAP i,

flEAe

AN RETPUEAR, BV N T RA EAP N EBH web.xml H7E X # JEE A€, thAEBHEE
Red Hat Single Sign-On A7/, LARHIERS B P B B9 R RR

1. #f Configure iIf=2AH Roles, LUFIHILIHEMAR, X2—DHE, EHEREBRIDN

offline_access A,
2. = AddRole,
3. MAABREF (FBIEM role eap-user-role) , AEH T Save,
SRR MokAR
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SIBMAEF : - 4 realm-management BN EL ZEZEH 7, LUETE Red Hat Single Sign-On iR %525
408 B 38 Red Hat Single Sign-On B FimiEfMt. - 2 BEL—P HFOIBN VAEFH- JEE A, LU
FUEXT AP N P A2 B B 15 R BR
B8 realm EEHF -

1. B Manage sidebar 189 Users, LIEFIHHIAFE R,

2. B WA,

3. BFIA—1NEMH Username (KBIFERAF eap-mgmt-user) FH.ifi Save,

4. A RE, AP ZRBB Credentials BT+, AFWARFHEN, BIABHE, &
AR EERE LLERSM B, HHEOQRTREI TN,

5. ¥t Role Mappings, LAFUH realm # client B BEE, 7£ Client Roles FHIF Hir, %
realm-management F}FMMAERTANABRMEIAF, XRHETAEREREFRSH/INR, #
JBoss EAP & A F O 8% - i,
BIEN HFEFE S
1. B Manage sidebar F18Y Users, LIEFIHHIAEFE R,
2. B WA,
3. HIA—EH Username LUK W AEFA BIFANRIEER, ARER Save,

4. JEAFRE, H AP ZRBB Credentials BT+, ARWARFHEN, BIABHE, &
AR EERE BRI B, HHE O RTEI TN,

5. Hif Role Mappings, LAFIH realm # client & BELE, £ Available Roles /1, RN AIHIE
B,

4.5.3. 282 T Red Hat Single Sign-On #J JBoss EAP if&

1. sREF] OpenShift Web #2#I5&, m Add to project 5l H BRI\ FAR R FNEMR

2. {#F Filter by keyword #8312, [HFIKRREHIN G sso EEEHTIK, EAIRERERT Seeall LA
AT ARREER,

3. 1%F¥ eap7i-sso-s2i ik, LAFIHFIAEES . SELLT Red Hat Single Sign-On &%, LUfE
EAP 422 Hi 52 B Red Hat Single Sign-On &iiF :

3 wEBIHE

APPLICATION_NAME e}

HOSTNAME_HTTPS secure-sample-jsp.eap-app-
demo.openshift32.example.com

HOSTNAME_HTTP sample-jsp.eap-app-

demo.openshift32.example.com
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ZE ~PHE

SOURCE_REPOSITORY_URL https;//repository-
example.com/developer/application

SSO_URL https;//secure-sso-sso-app-
demo.openshift32.example.com/auth

SSO_REALM eap-demo

SSO_USERNAME eap-mgmt-user

SSO_PASSWORD password

SSO_PUBLIC_KEY <realm-public-key>

HTTPS_KEYSTORE eapkeystore.jks

HTTPS_PASSWORD password

HTTPS_SECRET EAP-ssl-secret

JGROUPS_ENCRYPT_KEYSTORE eapjgroups.jceks

JGROUPS_ENCRYPT_PASSWORD password

JGROUPS_ENCRYPT_SECRET EAP-jgroup-secret

4. Hif; Create LIERE JUBoss EAP Hif&k.

ERE JBoss EAP MK AT BETE B J1L 9 EhHT 8],
45.4. RIS H R EFXEF JBoss EAP RS2

it 3
1. VjlA] JBoss EAP N FARRSS 2R, ARBH T X, TI¥HEEZEME Red Hat Single Sign-On &3,
2. FERERBIAAIER Red Hat Single Sign-On A&k, £ E2185d Red Hat Single Sign-On iR %5
BATEMIIUE, FREIZ JBoss EAP KRS 25

4.6. £ RED HAT SINGLE SIGN-ON FF5h % EAP N BRER A EI SAML
2 i

B EAP MBS AE R RE T, ABMAAENRE, 79 OpensShift BREECE EAP. BEG, AL
{8/ Red Hat Single Sign-On B P #4745 uEF1717] JBoss EAP,

61



Red Hat Single Sign-On 7.6 Red Hat Single Sign-On for OpenShift

p= =1
XANRBIER SAML & Him, {BWELUER OpenlD-Connect & i, #1& A X OpenlD-

Connect #l1 SAML B FimZ FIMXHINELER, 1H5 M Red Hat Single Sign-On Clients
#0 Automatic and Manual Red Hat Single Sign-On Client Registration Methods ,

FeRE M
o 4T 7/ OpenShift Deployment # & 4118 5 s B K B2 IE BB R EI P I,

4.6.1. EFIEHRIEXFIE

i
ERALIE R RE KA BRI Q28 BEANKS EXREMBIILNE S SER Web IR

https://secure-sso-<project-name >. <hostname> /auth/admin,

BIE—4" Realm
1 FetrE R AR (RO EEMIE) , AFH T Add Realm,
2. i realm & (XBIER saml-demo) , ARG = Create,

SHRRAH

TEFTOIEER saml-demo /R, Hifi Keys iR HERIERNLAH, AFIERZE realm-public-key i
1T brevity, ZFEEEE/SZM T Red Hat Single Sign-On By JBoss EAP 14,

flEAe

Tf@ﬁ@iﬁ RPGEAG, HEFNNTRA EAP N AK web.xml AE L JEE A, LthAGSSE
% Red Hat Single Sign-On AV A, LS HEXT R AR B9 A1 BR.

1. #f Configure I Roles, LFIHLLHMAR, X2—DHE, EEREBRID
offline_access A&,

2. = AddRole,

3. MAABBREF (FRFEM role saml-user-role) F5 Save,
IR Nskae
BIBMAEF @ - 4 realm-management BB DAL HEEH 7, LMETE Red Hat Single Sign-On iR %525
F4hEE B 5h# Red Hat Single Sign-On & i, - 2 BEL—S R OIEM AV FEFH /- JEE AR, LU
RIEXS B R A A2 B B 17 1R AUBR
O realm B/ -

1. ®.5 Manage sidebar F189 Users, UEFEBHMAFER.

2. Bl MRS,

3. MIA—EMH Username (ANTRBMERAF app-mgmt-user) 3= Save,

4. AP RE, H AP ZRBB Credentials BT+, AFWARFHEN, BIABHE, &
AR EERE LULERM B, HHEQRTE TN BRI,
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BIEN HREFH
1. #ii Manage sidebar A Users, LIEFFHHAAER.
2. B WA,
3. BIA—DBEMB Username LAk W AFEFEA A A AIERER, RER Save,

4. A RE, H AP ZRBB Credentials BT+, ARWARFHEN, BIABHE, &
AL T EERE IR ER A EH, HHE DR TEITHARRBEIL.

5. Hif Role Mappings, LAFIH realm # client A BELE, £ Available Roles /1, RN AIdIE
B,

BIEEHECE SAML B i -

& FimeiE KA S MRIERLIIE R R B RKSR, AIEE SAML &/ im, LULIE EAP N AR S 5%
i, RTREH XM keystore.jks #1 keycloak-saml-subsystem.xml, B I&EUEHTRRFFE,

|2 SAML & i
1. ¥ Configure IF~AEY Clients, LAFIHBIHRMZE 7 iE, = Create,
2. WA—DERWEF i ID, XN RAIER sso-saml-demo.
3. 7E Client Protocol FHI3 H AL saml,

4. B AR FATEFEH Root URL, iXANRBIER https;//demoapp-eap-app-
demo.openshift32.example.coms

5. mili Save,
fdi& SAML &/ ¢
1E Settings LUK/, HFH sso-saml-demo F& F % & Root URL 1 Valid Redirect URL :

1. XIF Root URL, EHIAQIEE FimifEANMERMIE, XANRBIER https,//demoapp-eap-

app-demo.openshift32.example.com,

2. NF BYMEER URL, EERSCEHNMABZEERIA Bttt XA REIEBENF
root https.//demoapp-eap-app-demo.openshift32.example.com/* BIE E A b it ,

S SAML B4 -
1. R sso-saml-demo %& ik ZE[A| R #Y) SAML Keys PR35 01, = Export,

2. TEARGIF, & AEER REH IKS, XNRBIFER sso-saml-demo BIEKIA Key Alias #1 default
Realm Certificate Alias of sam/-demo,

3. MIABYENY, FRA "EFEEE " XDREIER password,

4. Bl Download #R % B -saml jks X, LUEHREHEMA,

5. Hiii sso-saml-demo & i, LUREIEIZFinZERILMET—S A,
THE A imEhE e

1. 2l Installation,
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2. {1 Format Option FHI3 A EFE N, AFIEA Keycloak SAML Wildfly/JBoss
subsystem,

3. = Download #{R7F keycloak-saml-subsystem.xml 3 {4,

keystore-saml.jks [ 5 F—& 2 AR EM EAP BEAGFMH—&EMA, LIAIE EAP N AYIE# OpenShift
M2, 5 BEEFEME-saml.jks XHEEHIE] OpenShift 17 s,

keycloak-saml-subsystem.xml| fHENFHEN ARFSHEFFEH. FeEHEINAB /configuration X
% {EH secure-saml-deployments,

4.6.2. /7 OpenShift ZRE & LLIE ¥ Bk B9 50 E

FASE clusteradmin &I F &5 OpenShift CLI,
i =
1 GIE—HHUE
I $ oc new-project eap-app-demo

2. Ff view AERINE default IRS5IKF, X ALARSSIK S EE eap-app-demo 5% Z2 (Al EFT A
HR, XREBERLTN,

I $ oc policy add-role-to-user view system:serviceaccount:$(oc project -q):default

3. EAP BiRFE SSL BEAEMETN JGroups BEAENE
ApIfEFA keytool (Java Development Kit FEEMITHE) HiXLERAFHEERBERIET.
LAR fp S RHR R HI A B i,
a. JJSSL BHIFMHERRE®H
I $ keytool -genkeypair -alias https -storetype JKS -keystore eapkeystore.jks
b. 5 JGroups BIAFMHER R 2 EH :

I $ keytool -genseckey -alias jgroups -storetype JCEKS -keystore eapjgroups.jceks

4. 8 SSL #1 JGroup BHFE X OpenShift ML 4B EAP :

$ oc create secret generic eap-ssl-secret --from-file=eapkeystore.jks
$ oc create secret generic eap-jgroup-secret --from-file=eapjgroups.jceks

5. ¥ EAP N FATRRE secret HRNEIZ BI0IERR EAP BRSS KR -

I $ oc secrets link default eap-ssl-secret eap-jgroup-secret

4.6.3. 18 secure-saml-deployments X {4

FoRFM

® keycloak-saml-subsystem.xml M_t—"7F1#J Red Hat Single Sign-On & inSH, NMiZEEH
EIN FATEFFHY /configuration XA, FHE@+ T secure-saml-deployments, EAP &1E/5
Z X FIFE S HE] Red Hat Single Sign-On SAML 5&HC 238 & 1 #Y standalone-
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openshift.xml XA ZR ST,

it =3
1. EXARGREIIFITIF /configuration/secure-saml-deployments X 4

2. ¥ secure-deployment name #75% 8 YOUR-WAR.war {HE # h N RIZFH .war XX, &HIfE
Fd sso-saml-demo.war

3. ¥ logout page Fr%# SPECIFY YOUR LOGOUT PAGE! {[HE - W EEH N BREFSEINE
FEmB url, XNRBEIER /index.jsp.

4. & &It;PrivateKeyPem& gt; #1 < CertificatePem > iiZ B, HHECERNBHEHEE

JON -

<Keys>
<Key signing="true">
<KeyStore file= "/etc/eap-secret-volume/keystore-saml.jks" password="password">
<PrivateKey alias="sso-saml-demo" password="password"/>
<Certificate alias="sso-saml-demo"/>
</KeyStore>
</Key>
</Keys>

keystore-saml.jks FI$EE R (Kl /etc/eap-secret-volume/keystore-saml. jks) vJ{% 3
EAP_HTTPS_KEYSTORE_DIR S¥1E N FREFRR I8 E,

% M Red Hat Single Sign-On & i 5 H SAML B5AR, EEM PrivateKey #1 Certificate B9
A& BT,

5. HBREE =/ & It;CertificatePem > i M BEH, FHHEEH N realm IEFER -

<Keys>
<Key signing="true">
<KeyStore file="/etc/eap-secret-volume/keystore-saml.jks" password="password">
<Certificate alias="saml-demo"/>
</KeyStore>
</Key>
</Keys>

M Red Hat Single Sign-On & Fif 5t SAML BHHN, KEEIEHH&MNEY,
6. RTEFH X /configuration/secure-saml-deployments X4,

4.6.4. 1EN FAT2F web.xmIFERE SAML &/ i A
&P im R BRI RN FATEF web.xml HY <auth-method > BB E. TEESREBNT, 1% XM BHHRILE,

TH R ARE webxml X, HBRESEUTRE :

<login-config>
<auth-method>KEYCLOAK-SAML</auth-method>
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I </login-config>

4.6.5. BEN AERF
EAEE ISR Red Hat Single Sign-On B2i&, R NN ARFEAGHEAERE, FMEINARREER

THE, HEEZEME Red Hat Single Sign-On &3k, #AZRIAIERN /vAFAH/, 81T Red Hat Single
Sign-On &3k ARRF.
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5.1. THEFMHERBZ
Maven RIFIEES S &R BR T 4K (FRBUIE jars. [F jar. FESHERIEMITTIBFE
ITH) . BAEEEHIT S2MENMETEHIHNME, MRTHERAPREFHEEN, AALE—FE LM
%, EREAME E AFHEE (mirror),
FERRGREFLE -

o BESHENAT AN, XMERE N HBEER,

o BEWSXIFiEERNA R B RHIEZRE,

o TEERTEFRRMMAIFN (developers, ClI) HET#, MITHMKIIL LIRS SFFFEE,

o BUIHEIAL
BE, FHEETERITURYRERHOAMEE, BEEHESEREEAE

http.//10.0.0.1:8080/repository/internal/ #1377 SREF A 10|, RBMWE S2I WER B LA T RE NN
FAREFEEE B1R 4t MAVEN_MIRROR_URL IfiEZ & :

ik
1. IR EE B AT, LN A MAVEN_MIRROR_URL Z&,

$ oc get bc -0 name
buildconfig/sso

2. {#f MAVEN_MIRROR_URL ¥f 52 £ B # sso IR E,

$ oc set env bc/sso \
-e MAVEN_MIRROR_URL="http://10.0.0.1:8080/repository/internal/"
buildconfig "sso" updated

3. FikxiE,

$ oc set env bc/sso --list
# buildconfigs sso
MAVEN_MIRROR_URL=http://10.0.0.1:8080/repository/internal/

4. RN FRBHTIIR.
A=
TN AEERE, EFEEREIMNEHEEEESF PRI Maven KT, MAZRMNNAHE
&, A5, EWRTKE, BREEHKRSIETTIHEREF 6 RBRA &I,

5.2. B E

521 ERINEZE
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UTERMELEERRTEAXGZRNER, BEFNHAF BN :
R51LERNELE

LEHWR fid w~HE
AB_JOLOKIA_AUTH_OPENSHIF - true
T
AB_JOLOKIA_HTTPS - true
AB_JOLOKIA_PASSWORD_RAN - true
DOM
JBOSS_IMAGE_NAME WIRAT, 5 "name" 1% R, rh-sso-7/sso76-openshift-rhel8
JBOSS_IMAGE_VERSION BigkhRA, 5 "version" FRE4E 7.6

i
JBOSS_MODULES_SYSTEM_PK - org.jboss.logmanager,jdk.nashor
GS n.api

52.2. e ENEDE
EEINMELESREAHFEAEER MEFTEFWE, NRBEFEENAINKE.
K52 EBENELE

BREH jiih e

AB_JOLOKIA_AUTH_OPENSHIF  t#tZ| OpenShift TLS BEME - true
T I ERIIE, LS ERIE R L2
A X DB, CRAEEERT
BEFImIIERF, BRLESHNE
B4 Jolokia tDHLEI https BIEHE
o BN CAIEBHEN
/var/run/secrets/kubernetes.i
o/serviceaccount/ca.crt.

AB_JOLOKIA_CONFIG MR ZBEFEALGE (SIEBR) /opt/jolokia/custom.properties
£ Jolokia JVM RIEZEM (40
Jolokia B9 ZE FMerArik) . 0
REBRE, NRERARXEPE
M BKE
/opt/jolokia/etc/jolokia.prope
rties S0, BNRBEARSIHLHHY
Hihiz &,

AB_JOLOKIA_DISCOVERY ENA 2 Jolokia %%, Rk false, true
BLED
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https://jolokia.org/reference/html/agents.html#agents-jvm

3

FREH

K

AB_JOLOKIA_HOST

AB_JOLOKIA_HTTPS

AB_JOLOKIA_ID

AB_JOLOKIA_OFF

AB_JOLOKIA_OPTS

AB_JOLOKIA_PASSWORD

AB_JOLOKIA_PASSWORD_RAN
DOM

AB_JOLOKIA_PORT

AB_JOLOKIA_USER

CONTAINER_CORE_LIMIT

GC_ADAPTIVE_SIZE_POLICY_W
EIGHT

sk

EREINENMIE, RIS
0.0.0.0,

B L 25 https BUBIE. ERIA
BRT, mRE
AB_JOLOKIA_OPTS Hhki2
serverCert fi2i&, MESEMBESE %
W, & - WRIFEH L E /I FEF
5, I KM httos, HIR(E#%%
EhIEZEFEFE, T L HF
https.

EFAENKRIE D (BRiLH
$HOSTNAME, X2&2% D) .

INRIZEBEZ R Jolokia & (BN
RZEE) . RABERTEA
Jolokia, F& : UTRIFHIZIEH5E
FfFE, N KM https, ZIR(EH
KB NHZEFFS, WE LT
https.

ZHINEIRIEE BTN LT, ©
IR %% A "key=value,
key=value, ...<200b> "

AFERFHIIENEY, BRIME
BN RAEARILIE,

MREE, &N
AB_JOLOKIA_PASSWORD * i
BENLIE, FIRFE
/opt/jolokia/etc/jolokia.pw X1
H,

EFERAMEA (BRI 8778) .

BAFEASGEIEAF. BilH

jolokia,

CFS Bandwidth Control Arigsd g
T E R,

I{F H AT Garbage
Collection(GC)H} A & Z BIHY GC
I (AT &,

~PHE

127.0.0.1

true

openjdk-app-1-xqlsj

true

backlog=20

mypassword

true

5432

myusername

920
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https://www.kernel.org/doc/Documentation/scheduler/sched-bwc.txt

3

FREH

K

GC_MAX_HEAP_FREE_RATIO

GC_MAX_METASPACE_SIZE

GC_TIME_RATIO_MIN_HEAP_FR
EE_RATIO

GC_TIME_RATIO

JAVA_DIAGNOSTICS

JAVA_INITIAL_MEM_RATIO

JAVA_MAX_MEM_RATIO

JAVA_OPTS_APPEND

MQ_SIMPLE_DEFAULT_PHYSIC
AL_DESTINATION

OPENSHIFT_KUBE_PING_LABE
LS

OPENSHIFT_KUBE_PING_NAME
SPACE
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sk

GC FERMIRAHEET 2 b LUk
RN

ERATCZE KN,

GC FERMER/INEER 2 b LR
"R,

$8 TE 7 I (O Y4 R 1E 5 BOFSS [A] B 3
(BUgn, SRR AT ATTE 2R BT
[A]) Shiik @Y TE Bt BT [l

BERENELESHNF—L2
1S RIE VPRI

XATFITEET maximal #REH
KiLMaHENTE, ERIMEHN 100,
R maximal HE89 100% BT 4]
PRHER/N, IEAT LB (E B
v O BT EALEI, TEZRIN no -
Xms LI,

cRATFRIEARREITERIAZK
HEWE, HRTE Docker BEzHE
AR ERHBREFELNRNBER, Ntk
LI NRFERZRE], T
-Xmx IRBI S ERERZRATH
WNFELE, BROIMEH 50, FRRA
FARER 50% FB{E LR, &aILL
WL E IR E S O KBk LhA
Hl, ERIMT -XmX EIHES,

AR 55 25 Bk I,

NTHEEHRE, BEEXEN

true, LAEF MyQueue #
MyTopic /£ 432 B it & FRER
INME, MARZ queue/MyQueue
#0 topic/MyTopic,

SRR AR,

SRUIBGMBRREME,

~PHE

40

100

20

true

100

40

Dkeycloak.migration.action=expo
rt-
Dkeycloak.migration.provider=dir
-Dkeycloak.migration.dir=/tmp

false

app=sso-app

myproject



3

oy A T ~BHA

K

SCRIPT_DEBUG MR%E N true, N ensurses & true
B =X JETHAT bash BIA, FEIEHL
ITIXERSIITHS S RESHL

SSO_ADMIN_PASSWORD Red Hat Single Sign-On R854 adm-password
master realm FEE 5k P 55
., k. MREFEEHE, T
BEARSEFERT, EeBihERFL
7 OpenShift IR EE.

SSO_ADMIN_USERNAME Red Hat Single Sign-On fR%52389  admin
master realm BE R Gk~ H A
P, hE. NREBEEMHE, I
EBREGIER, eRBIIERFHF

Z7RH OpenShift I8 4H3E R,

SSO_HOSTNAME Red Hat Single Sign-On fR%523%  rh-sso-
BENXENA, BRAEAXE, f1  server.openshift.example.com
R&HFIXE, request 414 SPI
BN P 3R A SRRk SRR TE A Y
Red Hat Single Sign-On R52589
ENE. MREE, NIERBE
F M4 SPIHERFE, FH4F Red Hat
Single Sign-On BR$5 2RI EN B X
BENRHENTEHE, HEET
SSO_HOSTNAME Z R, &5
[%] Red Hat Single Sign-On Server
% ABEE L ENZED.

SSO_REALM MRBHT HIMELE, BERed  demo
Hat Single Sign-On AR5 %8 F | &
By & 5.

SSO_SERVICE_PASSWORD Red Hat Single Sign-On BRSSP mgmt-password
BB,

SSO_SERVICE_USERNAME FF 1517 Red Hat Single Sign-On sso-mgmtuser
RS &, BEFmATEEE
BIZLHE 5 R B SRR R AR N 2R
B, NRIBHT LLIMNETE,
UESelf=3i 4D

SSO_TRUSTSTORE secret H truststore SR B TR, truststore.jks

SSO_TRUSTSTORE_DIR BEREFHEE =, /etc/sso-secret-volume

SSO_TRUSTSTORE_PASSWORD truststore AL HIZT, mykeystorepass
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3

ZEHW fed

K

SSO_TRUSTSTORE_SECRET

BEEEEMESUER secret &R,

~PHE

truststore-secret

AT sso-truststore-volume %,

SEATF OpenShift BIZLIE H s B Sk o] FIRY [/ FAENR AT UG EahElEZ 2 5% I OpenShift & (40
APPLICATION_NAME = SOURCE_REPOSITORY URL) ¥%5&, AEABETFHNZTE (4

N, HORNETQ_CLUSTER PASSWORD) s($#EMElBE L &SR EHGE (Hl0
POSTGRESQL_MAX_CONNECS) &3, fiAXERRRENEELEMTRFEZTEIRE, LIS
B Red Hat Single Sign-On-enabled N AN SR AR STHAAAGRIE—H. UTNATEXFIBERE

KHN ARFERERNEELESIR, MTAmR,

5.2.3. TIRAIE L RERGRIRIRZE
* 5.3 ARTMALIEE RERGEENEELE

Kt
fein

APPLICATION_NAME

DB_MAX_POOL_SIZE

DB_TX_ISOLATION

DB_USERNAME

HOSTNAME_HTTP

HOSTNAME_HTTPS

HTTPS_KEYSTORE

HTTPS_KEYSTORE_TYPE

HTTPS_NAME

HTTPS_PASSWORD

72

sk

IR EdE2: DET 1

e BRIEIEIRI% B xa-pool/max-pool-size,

HBELBEREIEIRIXE transaction-isolation,

BiRER A,

http IRFSEREBMBE L ENEL, RBEINENRHE
H, 540 : <application-name>.<project>.<default-
domain-suffix>,

https IRSSERERMIBE E L ENE., REBEMINENLHIZE
H, {540 : <application-name>.<project>.<default-
domain-suffix>,

MBI B AFE X GNETR. MRS5S
HTTPS_PASSWORD #1HTTPS_NAME —i2E X, &
JAF HTTPS, 4% SSL IEBEAXMHLZE N
$JBOSS_HOME/standalone/configuration T BIAE%S
BB

BTSSR RS (UKS 5% JCEKS) o

SRR SS2IE T XEXRIRFR (40 jboss) . AR5
HTTPS_PASSWORD #1HTTPS_KEYSTORE —i& €
X, EEHAHTTPS #Fi%& SSL &,

FEAFMEFIEPRERY (80 mykeystorepass) . HA%R
5 HTTPS_NAME 1 HTTPS_KEYSTORE —#23% ¥,
EE A HTTPS FHiXE SSL B,


https://docs.openshift.com/container-platform/latest/openshift_images/using-templates.html

K5t
fein

HTTPS_SECRET

IMAGE_STREAM_NAMESPACE

JGROUPS_CLUSTER_PASSWORD

JGROUPS_ENCRYPT_KEYSTORE

JGROUPS_ENCRYPT_NAME

JGROUPS_ENCRYPT_PASSWORD

JGROUPS_ENCRYPT_SECRET

SSO_ADMIN_USERNAME

SSO_ADMIN_PASSWORD

SSO_REALM

SSO_SERVICE_USERNAME

SSO_SERVICE_PASSWORD

SSO_TRUSTSTORE

SSO_TRUSTSTORE_SECRET

SSO_TRUSTSTORE_PASSWORD

sk

AEENEHE RN ER BT,

24 Red Hat Middleware % {%&#) ImageStreams By
B 2[H], XL ImageStreams BHE RIETE openshift &

ZEfE R, MNREBERRGRZEE/TBEPRET
ImageStreams Iif, FHEZEIENE,

JGroup &%,

W2 FR BB A 1 S B B 7,

BRRSS2RIE T XIXRIZFR (40 secret-key) o

FEAFMEFIE PRERY (40 password ) o

AEENEMHE RN ER BT,

Red Hat Single Sign-On Bk 5523 # master realm &
BAKFHAFZ, BR. IREEREHE, NEE
WEEBIMERS, ©RBINERF TR OpenShift #54
5%/%\0

Red Hat Single Sign-On Bk 5523 # master realm &

BAKFO®EE, BR. IREXEEEE, NEER
EHUERE, E©RBIEMRIFETH OpenShift #543H

/Cho

INRBMH T HIMEE, ETE Red Hat Single Sign-
On AR %525 1| 2 Ay & R,

FF )17 Red Hat Single Sign-On RSB &, &
FinATFEEENLBERERENUENARFE
Flif, MREH T HIMEDTE, NOEBLES,

Red Hat Single Sign-On AR%5 A 7 B TS,

secret FA truststore XY Z TR,

BEEEFMEXHER secret €#5, AT sso-

truststore-volume %,

truststore FEHEI BRI,

5.2.4. % TF sso76-ocp3-postgresql. sso76-ocp4-postgresql. sso76-ocp3-
postgresql-persistent. sso76-ocp4-postgresql-persistent. sso76-ocp3-x509-
postgresql-persistent, sso76-postgresql-persistent #1 sso76-ocp4-x509-
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postgresql-persistentf & R L &

3 5.4. BrE TLIE ¥ & %M PostgreSQL M AR AIEN i A 1%

sk

DB_USERNAME

DB_PASSWORD

DB_JNDI

POSTGRESQL_MAX_CONNECTIONS

POSTGRESQL_SHARED_BUFFERS

BiRER 4,

BiRER B,

N T2 - SRR AT 8RBV EE % UNDI & %5, 10
java;/jboss/datasources/postgresql

RTFWRREFREEY. IWLET EEHNRRE

ﬂ;&io

BB % AT PostgreSQL MINTFE L FHIE.

5.2.5. ® 1 eap64 F[ eap71 S2I HHI&HIEIRZ £

5 5.5. EAP 6.4 #l EAP 7 Applications Built Via S2I Wi & £

sk

APPLICATION_NAME

ARTIFACT_DIR

AUTO_DEPLOY_EXPLODED

CONTEXT_DIR

GENERIC_WEBHOOK_SECRET

GITHUB_WEBHOOK_SECRET

HORNETQ_CLUSTER_PASSWORD

HORNETQ_QUEUES

HORNETQ_TOPICS

HOSTNAME_HTTP

74

VA5 2 DE 1

THBEX,

EHRENZEEERFTNHERS.

EFJRM Git T1E HBIEEE ; 7 root WH B NZE,

B AN A 2L

GitHub f % 25 secret,

HornetQ 52L& I8 51 B Y,

A F,

ESIEXT 1N

http IRSSERHRMIBE L ENE. REBEMINENBHIZE
H, 5140 : <application-name>.<project>.<default-
domain-suffix>,



K5t
fein

HOSTNAME_HTTPS

HTTPS_KEYSTORE_TYPE

HTTPS_KEYSTORE

HTTPS_NAME

HTTPS_PASSWORD

HTTPS_SECRET

IMAGE_STREAM_NAMESPACE

JGROUPS_CLUSTER_PASSWORD

JGROUPS_ENCRYPT_KEYSTORE

JGROUPS_ENCRYPT_NAME

JGROUPS_ENCRYPT_PASSWORD

JGROUPS_ENCRYPT_SECRET

SOURCE_REPOSITORY_REF

SOURCE_REPOSITORY_URL

sk

https RS EREHIBE L EN L, RBEINENRHZE
B, 540 : <application-name>.<project>.<default-
domain-suffix>,

BT SCRIREY (UKS =% JCEKS) o

M B P AFE X GNETR,. MRS5S
HTTPS_PASSWORD #1HTTPS_NAME —i#2E X, &
JAE HTTPS, 4% SSL IEBEAXMHLZE N
$JBOSS_HOME/standalone/configuration T BIAE%f
BRARo

SRR SS2IE T XEXHIRFR (40 jboss) . AR5
HTTPS_PASSWORD #1HTTPS_KEYSTORE —i&
X, EEHHTTPS #Fi% & SSL &,

FEAFMEFIEPRERY (80 mykeystorepass) » SAFR
5 HTTPS_NAME %1 HTTPS_KEYSTORE —#23% ¥,
EE A HTTPS FHiXE&E SSL B,

LS EAEE RN ER R,

%% Red Hat Middleware £ ImageStreams FI%p
Zo0H], XL ImageStreams & REETE openshift on
ZEfE R, MNREBERRGRZEE/TEPRET

ImageStreams i, FHEEIENE,

JGroup &%,

W2 AR BB A 1 S B B A,

BRRSS2RIE T RIXAIZFR (40 secret-key) o

FEAFMEFIE PRZER (40 password ) o

AESENEHE RN ER BT,

Git 2% /1% 58| M.

N8 Git & URI,

5.2.6. B ET eap64-sso-s2i ¥l eap71-sso-s2i HItEIRZ & BT B & 7 i At
#*5.6. AT EAP 6.4 1 EAP 7 NERCEL 8, A REXNARFNIET ViaS2
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