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FEFREZESZ

RN FERIANNRIE, SXEF Web BHEREERMBIES. HNMXEDAREFFS : master,
slave. REAMARE, ATRIATF+IRE, XEFFAERMENNDZTREDZES LK. B
KXESZIFE, FEHBINNERERAE Chris Wright 12#tF5E S,


https://www.redhat.com/en/blog/making-open-source-more-inclusive-eradicating-problematic-language

BI1EH

ERELERAFIERF, BEAE—NMTHETHERATTESHTH
REZTEASIAT — DA, FH4EE T « Fit -

il

=

TEEER, XETEEMF, TREH\

Let's pretend to have an extremely \
long line that \

does not fit

This one is short

ML -

Let's pretend to have an extremely long line that does not fit
This one is short

[
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28 2 Z ADMIN REST API
Red Hat Single Sign-On 7 7 ZhEETF £ 89 Admin REST API, EEEBILHSIREMATEINEE,
EZA AP, BEERNEREYNRNINSHE, RESREEERFNA T FTRHNTR,
& B LA#E A Red Hat Single Sign-On AN AR/ B S MR IERIKEN SR, ESRERTNARFHRSE
o &R R LA R E £ 15 [RIAN BRI SR AR B 177 7] 45 R
2.1. {68 CURL #97R=4l
210 FERAFRMBEHATEGRIE

Pt =
1. FEEAAF % admin M1FW, H realm master R S FRER I A4k

curl\
-d "client_id=admin-cli" \
-d "username=admin" \
-d "password=password" \
-d "grant_type=password" \
"http://localhost:8080/auth/realms/master/protocol/openid-connect/token”

C BBRT, HAREE1HEETH

HERMRE— JSON XH4,
2. BiTiREY access_token BMHEBYE R EREATER AP,

3. W@ITIE APl iE3KH Authorization Frikha & EEIEHHE AP,
AR RBIER T 0{a 5K EX master Y 1FEIE -

curl\
-H "Authorization: bearer eyJhbGciOiJSUz..." \
"http://localhost:8080/auth/admin/realms/master”

2.1.2. ARSI P #H1T B P RIIE

Z (M client_id 70 client_secret & Admin REST API 1T BHEIE, HHUTHRIZ,

% =3
1. WREE T & iR, WA :
e client_id 2 BT masterIH B R Fifk
e client_id /S T Service Accounts Enabled %7

e client_id BB X"Audience M52



&5 23 ADMIN REST API

o GEMZEFIH Audience: security-admin-console

2. ’7 client_id 1 "Service Account Roles" i£T£H 2B 7 A/ 'admin’s

curl\

-d "client_id=<YOUR_CLIENT_ID>"\

-d "client_secret=<YOUR_CLIENT_SECRET>"\

-d "grant_type=client_credentials" \

"http://localhost:8080/auth/realms/master/protocol/openid-connect/token”
2.2. HhBTIR

o RS EEEIER

o RN AEFHMARSIERE

e API Y4


https://access.redhat.com/documentation/zh-cn/red_hat_single_sign-on/7.6/html-single/server_administration_guide/
https://access.redhat.com/documentation/zh-cn/red_hat_single_sign-on/7.6/html-single/securing_applications_and_services_guide/
https://access.redhat.com/documentation/zh-cn/red_hat_single_sign-on/7.6/html-single/api_documentation/index
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& 3 =& THEMES

Red Hat Single Sign-On M TTFI A FHMFRE R, XATFBEE LEHRKRARFBRAUMRY, UEE
TR ASEEI N 2 -5 B

A 3.1. #8 sunrise RBIKIE X TE

Username or email

Password .

3.1. ME K8
It E A LR — e N KRB, LIEE X Red Hat Single Sign-On AR AHE, ®JHMREE :
o kP - kIR
® Admin - Admin Console
o FLTFHRY - HLFHE
o BR-BRERE

e Welcome - ¥OB T E

3.2. BeE X

IR welcome ABIFTE E /L BV ER @1 Admin Console ECiE.

AR
1. Bk Admin 2HA&,
2. MZ LA TS i R,
3. M¥H R Realm Settings.

4. = Themes &£,



% 33 THEMES

pa =

E /) master Admin ZHIS KB XL, BEZEXE master 15 Admin Console
B

5. E# & Admin Console RIFTZ I HEME X,
6. @I %ifE standalone.xml, standalone-ha.xml = domain.xml 5 &UV0 3 #,
7. % welcomeTheme &N Ime T3, H40 :
<theme>
;WelcomeTheme>custom-theme</welcomeTheme>

</theme>

8. ERRFSRUEREREN,

3. Bl F

Red Hat Single Sign-On 7EAR %5 28 BIAR B Sk AR 7 B0\ 8. BEEAL, TN EEWHMFNEl.,
MR, ECEECHWETRT BER—MIFED,

3.4. QXM
TS :

o HTML R (B HRiCER)

o iR

o SHEMHS

o gk

o FIK

e me Bt
PRIETTRIB BN TIE, BERZT BH—1FEH, B&xEEEEY &’ Red Hat Single Sign-On 4,
BINREN TEMNANERKREN, AR REEENEMETT B, HEMEFEER HTML EIRFH
B EHM, M Red Hat Single Sign-On theme T B G &HGMEREK,

HY REAR, BAUBEANHIER (BIR. UEKRE) . MREREBE HTML RIR, EAREHIR
FRHE AT RE R B B E URIR,

FEORBEEN, KEFRERA%E, RXHERUEZEM themes BrAJEFHFIR, MERES Red Hat
Single Sign-On,

it

1. YwiE standalone.xml,


https://freemarker.apache.org/
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2. XF £, J§ staticMaxAge %iE N -1, ¥ cacheTemplates #1 cacheThemes % &} false

<theme>
<staticMaxAge>-1</staticMaxAge>
<cacheThemes>false</cacheThemes>
<cacheTemplates>false</cacheTemplates>

</theme>

3 & X8 BxAUE—IEF
BB AN EFN BT, Fln, ZUE—1 %N mytheme WEH, HOIEBER
themes/mytheme,

4. fEme B3R, NWEZRHMEMABCIE—IE T,
BN, ERFEFRERFIME mytheme theme B, E QB themes/mytheme/login,

5 NFENEE, AIE—H theme.properties, LIFNEHIZE—LEE,

fBign, EELEF A themes/mytheme/login LI BREM EMF FA—LEE IUFE, FHHEAUTH
B HIE L themes/mytheme/login/theme.properties :

parent=base
import=common/keycloak

TMIMECOIRE T IREFRUMW T,
6. &3XE| Admin Console MA% H & HHT I 7
7. IR
8. M3EHidh 5 Realm Settings.
9. = Themes I%ETi§,

10. %IF Login Theme, ##¥ mytheme 351 Save,

. TR E K IUE,
IRET LOB A N AR R B SR s T TRk P B 1B 12 & (/realms/{realm name}/account) 4T b 1%
{’EO

2. EEEFRRRETUMME, 15Eme .properties Hi%E parent=keycloak FFlI¥TE % T HE.

% E,E
 BREECTSREREMAASE, BEAEEE BRI,

3.4.1.me B

me BME X E F M &It ;THEME TYPE>/theme.properties % &,
o RIi- B BRI EM
e import- MH—EFF AR

o R - EROMIERIIRESE

10
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® |ocales - LLES DRI HFXEFIZFR

B 1TEMIRTATERNATRELETREEN cs R, NFXLBEHEMIR, HEEFXNNEE keycloak
theme AHY theme.properties 3 4 (themes/keycloak/<THEME TYPE>/theme.properties).

AR LURINB ENBEE LEE, FMEEERERE.

TEXFEERS, EELMERUTRABRRABHEIIMNELE :
e ${some.system.property} - for system properties
e ${env.ENV_VAR}- BFIfETE,

MRRGBHUHIMNELEZEFH ${foo:defaultValue} $FHF, tha LURHBIAE,

MRFBERERNE, BRENNNRABESIIMELE, NIAKXERENRS, BRE
BRI R,

LA 2RI 8eRY (] RfB :
javaVersion=${java.version}

unixHome=%${env.HOME:Unix home not found}
windowsHome=${env.HOMEPATH:Windows home not found}

3.4.2. F XA RIANINE E M
R LAME EF R RIM— N2 MR K,

Y=

1. £ < THEME TYPE>/resources/css B EAOIE— P304,
2. R I0%E theme.properties 1 H styles B,

Blan, EiF KH&.cs RINEl mytheme FF, HFEAUTHRECIE
themes/mytheme/login/resources/css/styles.css :

Jogin-pf body {
background: DimGrey none;

}
3. %i#E ©fil/mytheme/login/theme.properties 37510 :

I styles=css/styles.css

4, BEERY, HITFHEMEEESTTHE,
RIS N AN —HRARRBENBEE UK,

5. AT SBFEKRERXFHNER, HMZE-ME X, i
themes/mytheme/login/theme.properties 7+ &l H=R LL :

1
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styles=web_modules/@fontawesome/fontawesome-free/css/icons/all.css
web_modules/@patternfly/react-core/dist/styles/base.css web_modules/@patternfly/react-
core/dist/styles/app.css node_modules/patternfly/dist/css/patternfly.min.css
node_modules/patternfly/dist/css/patternfly-additions.min.css css/login.css css/styles.css

gg% o
N EMRNRERFBERR, HHEREHIKRREIHEERS.,

3.4.3. AR ME 38

BRI LU — N E MR R E R,

it =

1. #£ < THEME TYPE>/resources/js B H {0/ — 34,
2. R I0%E theme.properties 89 scripts B4,

Blan, ZE&F script.js AINE mytheme F1, HFERAUTARACE
themes/mytheme/login/resources/js/script.js :

I alert('Hello');
SRIEYHE(] /mytheme/login/theme.properties 7710 :

I scripts=js/script.js

3.4.4. FEHRRNINE X4

BFEEGIRMEATY, HHEITRMEEH &It ;THEME TYPE>/resources/img B9, ©iTA LM
HARAER, HEEHEE HTML BB ER,

#in, ZE7E mytheme HFRII—DEER, HEEKEHIE
themes/mytheme/login/resources/img/image.jpg /.

AREEAT LUMERLLIT B E XA -
body {
background-image: url('../img/image.jpg");
background-size: cover;

}

FEEEE HTML BIRPERUTRE, "BUTRERMNEEE L HTML &1k :
I <img src="${url.resourcesPath}/img/image.jpg">
345 58

BERPHISCAMERINASINE, ¥Ry —FENEITFUREERHASHNMEER, BB TR
IS8 E G < THEME TYPE>/messages/messages_en.properties £&E & £ 1E S

12
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Blan, FEERRHE L, M Your Username for mytheme create file
themes/mytheme/login/messages/messages_en.properties it AL THAZR :

I usernameOrEmail=Your Username

HEERERER, {0} {1} FRSESWER NS, FIi0, {0} i {0} HE B IZHEI BT,
XEEH RN A B AT U EEBE. HET realm BERENL UI 1 AP HTEE,

3.4.6. FEEARIIES

FoRFM
o EHNEEAEME, HEE RSHEEER.

it =

. EEHB P U <THEME TYPE>/messages/messages_<LOCALE>.properties.
2. WX EFHINEl < THEME TYPE>/theme.properties 1 locales B, EfiESIRMHELH
Bx. WP BT, TESIXRZEE, AREFENXEFHRIRNENIEE,

a0 : Z ¥ Norwegian ¥R I1Z] mytheme theme create file
themes/mytheme/login/messages/messages_no.properties LI TAHA :

usernameOrEmail=Brukernavn
password=Passord

REE T HBMEE, ERRE,
3. %%k ©fil/mytheme/login/theme.properties 37510 :

I locales=en,no

4. NP RINERB BT KB, BHATIERE, HLEE]
/mytheme/account/messages/messages_no.properties #
themes/mytheme/email/messages_no.properties, XLEXXH N[ SBUFRREHEE,

5. ¥ themes/mytheme/login/theme.properties E l E|
themes/mytheme/account/theme.properties UL %
themes/mytheme/email/theme.properties.

6. NIESEFERNMEFE. I2BTAERFRIDERRTRN., EHITIEREF, HRUTRA

7 1NZl themes/mytheme/account/messages/messages_en.properties #I
themes/mytheme/login/messages/messages_en.properties:

I locale_no=Norsk
KINBERT, HEBMXHNMER 1ISO-8859-1 #1T4%iG, el LUERFEIR-LI8EHMIG, 5l
o0, {EF UTF-8 4mhd :

# encoding: UTF-8
usernameQOrEmail=....

4= hL Y s

13


https://access.redhat.com/documentation/zh-cn/red_hat_single_sign-on/7.6/html-single/server_administration_guide/
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RIEGTIR

o BB XRMAEFUFIXEBIFMER, 1ESH Locale Selector,

3.4.7. AMBE L BRIt ER KR
Red Hat Single Sign-On X# 1 B & L S RIEEERMEN, ZEFEREEFRESR,

Y=

1. 7£ login theme.properties XHEHE L EFRZE (HI0
themes/mytheme/login/theme.properties) f# A= kcLogoldP-<alias& gt;,

2. XF B4 myProvider W H B 1RIETER, BRI LIEBE L EHM me.properties X4 RIN
—17, H4n :

I kcLogoldP-myProvider = fa fa-lock

FrE EERML T PatternFly4 BIBE AWML £, #RXHUNENETEEERAEREIBEFRE L (BI/E
%A% F/theme.properties) , EALUBFIEC.

3.4.8. |2 B € X HTML &1k

Red Hat Single Sign-On £ Apache Freemarker ##R 4N HTML, &7 LUET 6] < THEME
TYPE>/<TEMPLATE>.ftl SRBEZ B EF R A NMER, BXEANERTIK, 5EE
themes/base/<THEME TYPE>,

¥ =
1 MR MBS E UL H 2R B S M E R,
2. NRABEENEBR.
fitn, EH mytheme theme A BE L ERKH, 1HfF themes/base/login/login.ftl & il Z|th
i1 es/mytheme/login, FEZERTITHE.,
85— 1T (<#import ..>)f5, %hl <h1>HELLO WORLD!</h1& gt;, #1FAFT :
<#import "template.ftl" as layout>
<h1>HELLO WORLD!</h1>
3. HERERER, YUAHBIFHRAM Red Hat Single Sign-On i, EATREEEE#H H E X
MR, LAK AN RN (NRER) .
Heth TR
o BXRUMAIREZERIIERE, 5B FreeMarker Manual,
3.4.9. FL M4

EEEFHMNEEMAR, WEMEREEFIME, EEIY NEFIEG RBERRIUERTASE, =
MEFIHERE=ZNMER. NFEE, —PMRAFAXEKEX, F—1BATF html EX.

ZEEMAYT AL TR, FEE 8UEM/ BT/ messages/messages_en.properties,

14


https://freemarker.apache.org/
https://freemarker.apache.org/docs/index.html

% 33 THEMES

BN, ZEEX mytheme WETDIRE A -FHlE, HOIREHAETHAE F
#i/mytheme/email/messages/messages_en.properties AR L TAA :

passwordResetSubject=My password recovery
passwordResetBody=Reset password link: {0}
passwordResetBodyHtml=<a href="{0}">Reset password</a>

3.5. BB A

B S I E B X AMFAFEERE, B KEEE Red Hat Single Sign-On #1, EFAdiEH,
EOLREE SR 8 B, BREIMED, EARRELEER 8. 71 SXEMRAES
BIAZRIEMEA R, LHELHENBSMIIBERER (NEHSEK) SO,

it =

EFEERENFE, HEATEERIE JAR FH.

4324+ META-INF/keycloak-themes.json ZiNZEI =l 71l F 4 S ol A H L RS EHR #

B9RE,

10, mytheme theme create mytheme.jar h A SHAZE :

META-INF/keycloak-themes.json

theme/mytheme/login/theme.properties

theme/mytheme/login/login.ftl

theme/mytheme/login/resources/css/styles.css

theme/mytheme/login/resources/img/image.png

theme/mytheme/login/messages/messages_en.properties

theme/mytheme/email/messages/messages_en.properties

15
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s 9 META-INF/keycloak-themes.json AR R :

{

"themes™": [{
"name" : "mytheme",
"types": [ "login", "email" ]
|
}

MEETHUEESNEE, FPEEBALUZRHF—IHS KA,

Z19F145BE 2 Red Hat Single Sign-On, HfHZNEI Red Hat Single Sign-On iy
standalone/deployments/ Bxth, ©a#BIIME.

3.6. ME %35

KABRT, EAHN realm BBEMNTE, HBEFmEEERSRTIMH, LB Theme Selector SPI
BdutkiT N,

pisn, wTLGEE EE R RERCLR D SmHB S e E AR EE,

EOIEEE U me %528, BHEESLH ThemeSelectorProviderFactory I
ThemeSelectorProvider,

3.7. ME %i&

% 1f Red Hat Single Sign-On fsClEH E URMERN, BEFERMBNER. FERAHE2IRG
Eo

INEEN B PGRR A ¥ 5 R 2 fEme -resources/resources 1 messages 45 & th{d AR E
me-resources/ templates ¥i& & JAR,

INBRFER R EHINE TE T ThemeResourceSPI SEHIER M VR, @id 500 8
ResourceProviderFactory #l ThemeResourceProvider, &I LURSHE R E M4 i E54R 1 3R,

3.8. KX ER A

16



% 33 THEMES

ISR T, #AEH LocaleSelectorProvider £/ DefaultLocaleSelectorProvider & X g%
B, ZAEPMER, FMERRINES. BHEPMEE, KiEXEASRE RSHEEIEE hiRrZHE
o

4798t LocaleSelectorSPI 5&;d 558 LocaleSelectorProvider #l LocaleSelectorProvider
Factory &,

LocaleSelectorProvider #OBHF—14%, © aILU#EHT Locale, ©#41RE|—4 7 RealmModel
#1 nullable UserModel BIXigi%i&E, SLPriEkaI M KeycloakSession#getContext Ak E!,

B E X SEH A LAY B DefaultLocaleSelectorProvider, UMEES FRAKIAT NS, Him, EZB
Accept-Language i#Hktnk, BEEIARERY RECAN R, B=H
getAcceptLanguageHeaderLocale, F:&R[E null {5, Hit, KiEFEFOLRENEMEKINES.

3.9. Hib ¥R

BROBANEREAEURMEFNIHE, HEMH RSRARED,

17


https://access.redhat.com/documentation/zh-cn/red_hat_single_sign-on/7.6/html-single/server_administration_guide/#_user_locale_selection
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B4z AENAIES

fEmT LA R B B S CE S A U A S E RIS th A B E A R

4.1. FMTimE

EAMTES, ERLLRERABE ST,

it =

$FE1R themes/base/login/register.ftl £ HIBI#R B B X FHAEF KRR,

HEgHEBPITFRIE,

pin, EEEMTEPRNBES, HHERAPRMILT F# -

<div class="form-group">
<div class="${properties.kcLabelWrapperClass!}">
<label for="user.attributes.mobile" class="${properties.kcLabelClass!}">Mobile

number</label>
</div>

<div class="${properties.kcInputWrapperClass!}">
<input type="text" class="${properties.kcinputClass!}" id="user.attributes.mobile"
name="user.attributes.mobile" value="${(register.formData['user.attributes.mobile"]!")}"/>
</div>
</div>

HBRFEA html TTREEFRLL user.attributes 7L, £ L@EMRHIH, EtERHEN mobile
Y Red Hat Single Sign-On #=fi%.

BEBEY, HHKREAEIE LS BERN SR EM T,

4.2. ik EEREHE

HEikFEREHESD, FRLLAEEEAPERERIEPHAE BT,

it =

18



BazAEXHIEN

&R themes/base/account/account.ftl &I B & X HriK 28,

2.
EHHEPITFEIR.
ERmfl, TP IR RIN—A 855, SUTRE BRI D :
<div class="form-group">
<div class="col-sm-2 col-md-2">
<label for="user.attributes.mobile" class="control-label">Mobile humber</label>
</div>
<div class="col-sm-10 col-md-10">
<input type="text" class="form-control" id="user.attributes.mobile"
name="user.attributes.mobile" value="${(account.attributes.mobile!")}"/>
</div>
</div>
3.
HRHBIA html FTTREIEFRLL user.attributes 7k,
4,
EHERY, HHRKENSREEFRK-NES, HEkEREHRE PITHR P EE X T
M,
4.3. HhBiiR
[ J

BRMMAGIBRARE X 8, HSHEH,

19
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55 5 % IDENTITY BROKERING API

IR R BRI ENRIFERARTFE RN IDP, $RIE|F 24575 M P aE @it 3T 4N R
(10 Facebook =% Google) &3, fEARILUSIIATK - ##EBHCER IDP, XTNATNARFA#EA
—L API, RAESSHBAEEX,

5.1. (23R 4E58 IDP £ 1%

g B KA VRS AR IDP EFi5k B BHKIEREBNS MmN, Ak, EaILUER IDP &iE
TiE ™ # Store Token AZ & L,

NARFERE LR TRXESREMmEE, DIREANAFER, ELZLMFAAE IDP LHEK,
Fim, NARFAES LA Google FEEHM Google ARSI REST APl L., ERREESHIR
HEFNSHE, BRERRBUTAHRLEFK :

GET /auth/realms/{realm}/broker/{provider_alias}/token HTTP/1.1
Host: localhost:8080
Authorization: Bearer <KEYCLOAK ACCESS TOKEN>

N FRER 2@t Red Hat Single Sign-On #7845, #HKE T RS, KR SHEERE
broker & it fifa read-token, XEWKEHAF WIEA LA GBKNAGBIE, FrHimh A ERSEH
RAIZAR, EXERT, B%XERE Red Hat Single Sign-On Bhijj a2 R MRS, EEEERAS
S35 urHA A % XM Red Hat Single Sign-On & falijin ok, EREBREENmS, EafLLBEITITH
Stored Tokens Readable 3z#i#l, B ltAGBSIERELEHSANAS,.

XEABTEAT AT RUEFERESR, SEALENKSEE AP REFEILIEN B S

5.2. /i A EREIM - B

AL HAREFHES Facebook FH M AERK, BARHEIRELE X L4 33 BRI & KL,
Red Hat Single Sign-On {2t B F N EZRE API, N ARFAILMERZ AP SIA R ik SRR E
BISEB IDP, XHFRAZE Fim ARk i, ERERIK S REER OIDC M ARFEEH.

THEARZ, NARENA M ESE% %2 Red Hat Single Sign-On AR5523 L8 URL, EKiZAFM
P BRI R e A SRR (BD Facebook) . IR AEMAABIRMERFIER, NEREFZNEB
REtERF, FEFECATIRSSS. RESELHEE, FHadHmiEFEERRINBRRER.

HE S mMARFRIXANE, s RRF SR — ERR R -
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WH admin #2HIE PN AP EREEH S AR S RHRHER.

AP $ae 4R OIDC HHUAELA AP S188 %

A #iBf account.manage-account = account.manage-account-links fi faift4f,
N R B4R T A H VT H SRR E A EEE

N RARAAENVIF RIS, RheREEPNERREREER URL

EEAhER, NAWIME URL, HEAFPNNSREERTILL URL, URL MFAIR :

/{auth-server-root}/auth/realms/{realm}/broker/{provider}/link?client_id={id}&redirect_uri={uri}&nonce=
{nonce}&hash={hash}

THEEMERENE SRR

provider
XRIEEEEEHAN Identity Provider 4 fhE X BI4ER IDP BEEN B 7 4.
client_id

XN FRFR OIDC &/ i id. AEIERHE R RNAREIM R W, SERsiEEXT
&P 1D,

redirect_uri

XREARUIK S REEEARNNMARZFON URL, S M2aBNEmEER URI
Ko HAEN, BRHSER admin 255 PERE P R E B URL B 2 — Lk,

nonce
X BN TR R w1 4 B BB 2 75 2B
hash

XZ—" Base64 URL 4il3M 7. ItbMA7%:@id Base64 URL 4&f3 JE + token.getSessionState
() + token.getlssuedFor () + provider B SHA_256 I57%, Sh4Z52M OIDC Vilal S 3KEL,
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BEHLZ KA A ik - e R R R R R O H

HEAx L, BEVINMBEHIER. ARG ID. E 6 ID IS HRER 4.

LUF R4 URL LMERESIIHK - 55889 Java Serviet X576,

KeycloakSecurityContext session = (KeycloakSecurityContext)

httpServietRequest.getAttribute(KeycloakSecurityContext.class.getName());

AccessToken token = session.getToken();

String clientld = token.getlssuedFor();

String nonce = UUID.randomUUID().toString();

MessageDigest md = null;

try {

md = MessageDigest.getinstance("SHA-256");

} catch (NoSuchAlgorithmException e) {

throw new RuntimeException(e);

}

String input = nonce + token.getSessionState() + clientld + provider;

byte[] check = md.digest(input.getBytes(StandardCharsets.UTF_8));

String hash = Base64Url.encode(check);

request.getSession().setAttribute("hash", hash);

String redirectUri = ...;

String accountLinkUrl = KeycloakUriBuilder.fromUri(authServerRootUrl)
.path("/auth/realms/{realm}/broker/{provider}/link'’)
.queryParam("'nonce", nonce)

.queryParam("hash", hash)
.queryParam("client_id", clientld)

.queryParam("'redirect_uri", redirectUri).build(realm, provider).toString();

It 2B SRS ? BITXHEW, EEFHRIERSSTURIEAERE M mMARFEIIER, WA
TENARRF. SNRITERSSFGERERE2E8T
REFXIIXET SSO cookie kEX, AF, SRZAATUHANEREREKRNLS, FRESNARE

FF ARG ItES,

PP RS, auth IRESSBFEHEEAD redirect_uri, MRBIRALFFEESEKAEREGE, W auth RS
SR geEHEERT redirect_uri, WHEBRTRERZERIRTAPLER, MAZEREINBREF, MR
FIERIREM, 3#H auth RSBRUEFEERTEHNA, NSFHAN HERE RS Hma

redirect_uri |,
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5.2.1. RIFT A5

MREFEABERBMNE (B0 Facebook = GitHub ©h8) NS, EaLL@dEHA
A bk P EERE API SERIETIC SRS,
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58 6 = IRS5iRfteakEO1(SPI)

Red Hat Single Sign-On REAREAE XN ENER TESAZHAL, BERITFEALIAE
Y. BiXEIHEM, Red Hat Single Sign-On 1% alhiefE B 2 MR EFMARSS IR HEa O (SPI),

6.1. 5iH& SPI

e SPI, ERFELBHERMBE LT MRMEFED. ELREQRIRSREXH,

fitn, ZLSCHe Theme Selector SPI, #EFE L ThemeSelectorProviderFactory #
ThemeSelectorProvidery, Fi2#t32#F META-
INF/services/org.keycloak.theme.ThemeSelectorProviderFactory.

ThemeSelectorProviderFactory =l :

package org.acme.provider;
import ...
public class MyThemeSelectorProviderFactory implements ThemeSelectorProviderFactory {

@Override
public ThemeSelectorProvider create(KeycloakSession session) {
return new MyThemeSelectorProvider(session);

}

@Override
public void init(Config.Scope config) {

}

@Override
public void postinit(KeycloakSessionFactory factory) {

}

@Override
public void close() {

}

@Override
public String getid() {
return "myThemeSelector";

}
}

24
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4

al

Red Hat Single Sign-On fi/E— AR —#NEa T £6l, LMEFEHEZSMERIIKE,
R4tEmLHETEENERNOIT LR create AR, HLEIINIZ2ERENNNTR,

ThemeSelectorProvider = :

package org.acme.provider;
import ...
public class MyThemeSelectorProvider implements ThemeSelectorProvider {

public MyThemeSelectorProvider(KeycloakSession session) {

}

@Override
public String getThemeName(Theme.Type type) {
return "my-theme";

}

@Override

public void close() {
}

}

B 55 B iE 44~ 5l (META-INF/services/org.keycloak.theme.ThemeSelectorProviderFactory):

I org.acme.provider.MyThemeSelectorProviderFactory

#Ru] LT standalone.xml. standalone-ha.xml 5% domain.xml & & R 4L N 78,

Flmn, FLLTREZRME standalone.xml 1 :

<spi name="themeSelector">
<provider name="myThemeSelector" enabled="true">
<properties>
<property name="theme" value="my-theme"/>
</properties>
</provider>
</spi>
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RIGIEA LU{E ProviderFactory init 7535 RECE :

public void init(Config.Scope config) {
String themeName = config.get("theme");

}

MRFTE, EOHNBhIUEREMRMER, Him :

public class MyThemeSelectorProvider implements ThemeSelectorProvider {
private KeycloakSession session;

public MyThemeSelectorProvider(KeycloakSession session) {
this.session = session;

}

@Override
public String getThemeName(Theme.Type type) {
return session.getContext().getRealm().getLoginTheme();
}
}

6.1.1. AEEEH G h B RERN SPI LkMER

A, %FFM Red Hat Single Sign-On B8 5 § RIENIZHEFNEMBESSRBRER, EraLlEREt
MEHENFER (flN, HpitEMaE URMERFRA) . REUBENYEERE (Fiin, ENENEs
SER ARG url) H—EREER (MERRSUBERIMAERE) . Red Hat Single Sign-On Admin
Console 124it Server Info TIEE ERILEKER.

Z RN ERER, BRLESER ProviderFactory HsCEl
org.keycloak.provider.ServerinfoAware ProviderFactory 0,

LHIhE9 MyThemeSelectorProviderFactory BISCELRA -

package org.acme.provider;
import ...
public class MyThemeSelectorProviderFactory implements ThemeSelectorProviderFactory,

ServerinfoAwareProviderFactory {

@Override
public Map<String, String> getOperationallnfo() {
Map<String, String> ret = new LinkedHashMap<>();
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ret.put("theme-name", "my-theme");
return ret;

}
}

6.2. {88 =] FELR RS

ERMERS D, EaLUEA Red Hat Single Sign-On thiR it HibiZ iR, MARMUEREE
{1/ KeycloakSession ke33R, ZiRtEF TSNS RaEH, M 5ChE SPI —TdhArd,

Red Hat Single Sign-On B MR ERE -

BTt R R - LG H R B AT RS ek E iR R R BB B — 5 5 e,

f40 HostnameProvider 57 Red Hat Single Sign-On #AKMENA, F o hEA Red
Hat Single Sign-On [R5 #HZFZENA. Hit, XM REERXTF Red Hat Single Sign-On
RS5|REF—NEHER. MRES N RUERFCEAHIRS ST ER, NEESEP—
MRIUER SRS E N ENARISC T,

a0 -

<spi name="hostname">
<default-provider>default</default-provider>

</spi>

ENAEAYE default -provider BI{E, @15 %FE provider factory.getld () B9
ProviderFactory.getld () REIH ID Ptfig, 7SS, EaLUKIURMER, WM
keycloakSession.getProvider (HosthameProvider.class)

SN R - Those BHNEARE, RIFE A Ciea AFHE Red Hat Single Sign-
On f@ﬁlﬁ*%‘ﬁlﬂfo

fin, EventListener N ERTEZS NI HRNERIFEM, XEKRERENSH I LU EE
A %R (jboss-logging. sysout %), ERXIEH, EalLURBURHIRFHIEESSH], 0
session.getProvider (EventListener.class, "jboss-logging”). EEEiEEIRHUEFN
provider_id fEAE 1S58, AANXBEARERBASMHIRHERREMNH, MTAR.

REEF ID M5 e R T SCHEM ProviderFactory.getld () 3R[EIR ID, FLeiRft
BRFREa LA A ComponentModel fE RSB NSk, —L (41 Authenticator)
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EEZF Tl KeycloakSessionFactory BIfEAsEEER, FRUELXFM AR LA RN,
F3 b e S E

6.3. AL A SCI

AN RS A AR R, EXSBERT, SHPMAEZER Red Hat Single Sign-On #BE
|, RAXAAERLGESMRETN, XX RABENERBE.

H—HMAERR FERERE,

MREEAEBE N SPI, NFEFMHEBEIER, SNENHFEHEA Red Hat Single Sign-On
deployer /3%,

6.3.1. 1/ Red Hat Single Sign-On deployer

NRIEFHLN T jar EHIZTI Red Hat Single Sign-On standalone/deployments/ B3k, NIREHER
AN AERE, AEREHRAILIEE T, WA, ZEs94L5 jar 51 JBoss EAP IR ERER H
R, eflaLifEf jboss-deployment-structure.xml SXEEEEThAE, 0] D@ b Sk @ 0 H b4
Aok, FINEFE =2 jars MR,

LR jar BRI @ S H MR AT ERE £, W EAR #1 WAR, {F EAR T8 E L LG MHAE
=7 jar FEE S, RNETLUHIEERFAE EAR B lib/ BXH,

6.3.2. S AEYGEMELN RS

Y=

R jboss-cli AN F K BIB—MER,

Flm, Z{EMA jboss-cli BIARIMBH4WNITTER sysout REIBLEA R, HHIT :

KEYCLOAK_HOME/bin/jboss-cli.sh --command="module add --name=org.acme.provider
--resources=target/provider.jar --dependencies=org.keycloak.keycloak-
core,org.keycloak.keycloak-server-spi"

&, EaLIE KEYCLOAK_HOME/modules FFEHIIEER, FHARMNEN jar
module.xml,
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i, filE KEYCLOAK_HOME/modules/org/acme/provider/main 3X#3%, A5,
¥ provider.jar SRR IHFK, HERALLTHRADE module.xml :

<?xml version="1.0" encoding="UTF-8"?>
<module xmIns="urn:jboss:module:1.3" name="org.acme.provider">
<resources>
<resource-root path="provider.jar"/>
</resources>
<dependencies>
<module name="org.keycloak.keycloak-core"/>
<module name="org.keycloak.keycloak-server-spi"/>
</dependencies>
</module>

{8/ Red Hat Single Sign-On FMtiER, k2% standalone.xml. standalone-
ha.xml 2 domain.xml i keycloak-server FR5i#4%, FHHERMBIREERRF :

<subsystem xmins="urn:jboss:domain:keycloak-server:1.2">
<web-context>auth</web-context>
<providers>
<provider>module:org.keycloak.examples.event-sysout</provider>
</providers>

6.3.3. XMt RS

& mI LT 7E standalone.xml, standalone-ha.xml 2 domain.xml $$F provider i enabled B
WE N false EEAMN R, FlM, A Infinispan AP &EIREERFERM -

<spi name="userCache">
<provider name="infinispan" enabled="false"/>
</spi>

6.4. {fl JAKARTA EE

IRSS LR R R ERIE#AI%E T META-INF/services X LUgEEMIR M, U NETaAEES
Jakarta EE A, Flgn, MREMHBNEBREMFAE=E, LT ear FITEEMEEN A, FHIHX
W= HEFETE ear M lib/ BXkh, HiEFE, R#EF jars AILI#EMA jboss-deployment-
structure.xml X4, %3 EJB. WARS #1 EARs ®[ff JBoss EAP I, X XHMIFS,
H2 1 JBoss EAP 3 #4, TRV EEH bR/ hi I SR,

RHUAET LeREZLE java MR, BE, RITBIEZEFREHERFKLRIEIRE EJB, X2
ELHEenAR :

29



Red Hat Single Sign-On 7.6 IRS & FF X A GiigE

@Stateful
@Local(EjbExampleUserStorageProvider.class)
public class EjpExampleUserStorageProvider implements UserStorageProvider,
UserLookupProvider,
UserRegistrationProvider,
UserQueryProvider,
CredentiallnputUpdater,
CredentiallnputValidator,
OnUserCache

@PersistenceContext
protected EntityManager em;

protected ComponentModel model;
protected KeycloakSession session;

public void setModel(ComponentModel model) {
this.model = model;

}

public void setSession(KeycloakSession session) {
this.session = session;

}

@Remove
@Override
public void close() {

}

EZALUE Y @Local FESFHEREMRMERRK. MREAXHM, EJB HAXERNKEMNREE
B, SRS AR IARIER TF.

RAT LIRS BN close () A& LEE @Remove 358, MEEE, NAEKLESM bean FEEE
H, ERARAEREISER.

BB T 8 Ixmplementations S E 2 java MR, I RKEH create () Aikdxf
Stateful EJB $1#T JNDI #1%,

public class EjpExampleUserStorageProviderFactory
implements UserStorageProviderFactory<EjbExampleUserStorageProviders {

@Override
public EjpExampleUserStorageProvider create(KeycloakSession session, ComponentModel
model) {
try {
InitialContext ctx = new InitialContext();
EjbExampleUserStorageProvider provider =
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(EjbExampleUserStorageProvider)ctx.lookup(
"java:global/user-storage-jpa-example/" +
EjbExampleUserStorageProvider.class.getSimpleName());
provider.setModel(model);
provider.setSession(session);
return provider;
} catch (Exception e) {
throw new RuntimeException(e);

}
}

6.5. JAVASCRIPT L5

Red Hat Single Sign-On BEBTEZ{TINHATIIABIZHAE, LMEEER 51880 B E R EBIZHEE

authenticator

JavaScript Policy

OpenID Connect X T2R

SAML il B2

6.5.1. authenticator

SRR UFHEIA A E R HLL T ThEE 2 — : authentication (..), B M Authenticator
Authenticatauthenticate(AuthenticationFlowContext#&{E(..) #£/E(...) A, ©M Authenticator the
(AuthenticationFlowContext)ifi f,

BE X #E £ NIRHt authenticate (..) B ETLAEATE M javax.script.Bindings
*o

script
ATV TTEIER ScriptModel
realm

RealmModel
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user

4 Hi UserModel

active KeycloakSession
authenticationSession

1411 AuthenticationSessionModel
httpRequest

1411 org.jboss.resteasy.spi.HttpRequest
LOG

org.jboss.logging.Logger FRE F E T4 M Authenticator

k

N
p
;

i

BT LML 825 BE (context) 324F( context ) ThaEMI £ F XS HrhiRENH b L T3¢
&

MO

AuthenticationFlowError = Java.type(''org.keycloak.authentication.AuthenticationFlowError");
function authenticate(context) {
LOG.info(script.name + " --> trace auth for: " + user.username);
if ( user.username === "tester"
&& user.getAttribute("'someAttribute")

&& user.getAttribute("someAttribute").contains("'someValue")) {

context.failure(AuthenticationFlowError.INVALID_USER);
return;

}

context.success();

}

6.5.2. A JAR LIHTERE
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JAR XH#ZERA jar I'BRENEM ZIP X,

25 6 E RSIRMHHEO(SPI)

T FEEMEIA T T Red Hat Single Sign-On, SR ENHBERIRSSS. Rit, ENZGIBFE
LUF45#989 JAR 3244 -

META-INF/keycloak-scripts.json

my-script-authenticator.js
my-script-policy.js
my-script-mapper.js

META-INF/keycloak-scripts.json @ — Xk, REXTEZRENHANTEEGR. X2
— AL T JSON 3T -

}

"authenticators™: [

{

"name": "My Authenticator”,
"fileName™": "my-script-authenticator.js",

"description': "My Authenticator from a JS file"

}
1,
"policies": [
{
"name™: "My Policy",
"fileName™": "my-script-policy.js",
"description: "My Policy from a JS file"
}
1,
"mappers’: [
{
"name": "My Mapper",
"fileName™": "my-script-mapper.js",
"description: "My Mapper from a JS file"
}
1,
"saml-mappers™: [
{
"name": "My Mapper",
"fileName™": "my-script-mapper.js",
"description: "My Mapper from a JS file"
}
]
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SR 5| RIEERZNFRIBEA SRR

authenticators

X}F OpenlID Connect [{ix%iE25, EraILAIER— JAR XHHPE— NS RIESR

policies

%} F{#FH Red Hat Single Sign-On Authorization iR 55 #9 JavaScript 5Bg, fEalLIIER

— JAR X #HilE— 1 HZ R

BRES TR

XfF OpenlD Connect IAM SRR, ErLIfER— JAR XH#HhE— NS MHNERF

saml-mappers

X F SAML A REER, EALER— JAR XH4HhE—IHE M RFER

X F JAR XA Y, BEEHE META-INF/keycloak-scripts.json Xt & H, SHER
AR B e R HER R, Ailt, BRZABANZBIREUTEY :

name

@it Red Hat Single Sign-On EE#EHIS ERHAMNEF &R, MREERM, W&
SO A S AR

description

BB R B A ST R AT e S A

fileName
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AFXHBER, XTEY BR8N, RBRSE JAR hscH,

6.5.3. BREMHZF JAR

HEFAHEBFNERBZNMEAN JAR XHE, ERFN JAR £l Red Hat Single Sign-On
standalone/deployments/ B3,

6.5.3.1. £ Java 15 REBSRA _LIBEMAS|ZE

HTaTHAE, Java NMABFEEGEA JavaScript 812, Java 14 REMEMAE$E Nashorn
JavaScript Engine, ©fFy Java X &# JavaScript {R#tI2FH—E80 BEREL, ERIATLAUE A LA
51%, BE, XF Java 15 KEEMRA, HASIEFRZ Java XEMN—3B0 . FEFHFMEENRS
23, 75 Red Hat Single Sign-On R R BEMMASIZE, BERHKRMLEN, Java 15 RBSHREAFE
BHNSE - FEERNBAS I ERMBERN L TR,

B LAE REAIASIZE, B2, Hi1{UEM Nashorn JavaScript Engine #Tillif, LTS BRi%
A TXABIE -

#&a] L@t 7E Red Hat Single Sign-On HZn#r&k nashorn-core SRZZEMASIZE, RS5FED)
&, #EaL#E KEYCLOAK_HOME/bin BXHzfTR N THMR4S

export NASHORN_VERSION=15.3

wget https://repol.maven.org/maven2/org/openjdk/nashorn/nashorn-
core/SNASHORN_VERSION/nashorn-core-$NASHORN_VERSION.jar

./Jjboss-cli.sh -¢c --command="module add --module-root-
dir=../modules/system/layers/keycloak/ --name=org.openjdk.nashorn.nashorn-core --
resources=./nashorn-core-SNASHORN_VERSION.jar --dependencies=asm.asm,jdk.dynalink"
rm nashorn-core-NASHORN_VERSION.jar

NREFHNEALEDRRMERSD, EaTLlERRKIANA N R ERY script-engine-module,
#Fitn, #EerLlfEA KEYCLOAK_HOME/standalone/configuration/standalone-*.xml X#ERZA :

<spi name="scripting">
<provider name="default" enabled="true">
<properties>
<property name="script-engine-module" value="org.graalvm.js.js-scriptengine"/>
</properties>
</provider>
</spi>

6.6. AT K SPI
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NMREE TN EEMA AN SPI 51K, EalLIEEE[ P dieE Server Info TiM, M Admin
Console B4 Ak,
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8 7 & USER STORAGE SPI

EA] LAfEF User Storage SPI 48 Red Hat Single Sign-On B9¥ B 3eiE 4 38 A A BB EM Sk fF
fif. PIER) LDAP 1 ActiveDirectory X#F2 bR Erhitt SPI B95CHl, F#EEDA, Red Hat Single Sign-
On EAHAMBURAE AR, EFMEHRASFRIEEIE. A, A2HHaRanAsca Rl 80
B, MR EBRNIE S & RNBIRER, S FXHNER, MARREAALZAR WG R &% SPI
BISCHE, LIHTEE Red Hat Single Sign-On A& XA MERE 1RERAE AT RIER,

LR RETETNREARAS, MEXAPN, BRMTNASEREMCAF. 8%, EREE
AFPREERAF%ED ; MRAFZMEeHEHARERERR. A5, B4 Red Hat Single Sign-On it
BIREDRERIZRA . MBLZAHRIIAS, M5BT User Storage SPI L5 B SC e iEIA T A - &,
EXHPZ RO AP ERZETN, REEFEZOAFPONASBAFE S, FHEAFNABEIBRRIHT
Red Hat Single Sign-On B9 metamodel,

AP SPI f#tN el T AT ERBIFRMA &, MAF T CRUD #F, RIEMEERTIE, =
F-RNFERAPPUTIHESH. SIURTARBEIEB9THEE,

A SPIHEMIEFE SRS (B%) Jkarta EE A#4HELETAHEBE, BRMERT, SRR
M, {BXFEETEEEHSM User Federation 5+ T8 BHIERE.

g

H
[=]

MREMA RS e AR AP B o BIRE Mk s AR A P
54, HHEAFTEGEEYE, HEMNNNEERREN, =~FIZ LDAP_ID B
4, P& Red Hat Single Sign-On LDAP #trga T4 LDAP BRS5 233 F B9
ID, S Threat BBV Tith BIFAE R,

7.1, RO

{E#9E User Storage SPI SCilelf, fR4E XN RN I, REtEa R LB NI
HEBANEHUE, RUEBFRPUTHAENMEMAFBENESLE, eiilwsistik

org.keycloak.storage.UserStorageProvider #0,

package org.keycloak.storage;

public interface UserStorageProvider extends Provider {
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/**
* Callback when a realm is removed. Implement this if, for example, you want to do some
* cleanup in your user storage when a realm is removed
* @param realm
*/
default
void preRemove(RealmModel realm) {

}

/**
* Callback when a group is removed. Allows you to do things like remove a user
* group mapping in your external store if appropriate

*

* @param realm
* @param group
*/
default
void preRemove(RealmModel realm, GroupModel group) {

}

/**
* Callback when a role is removed. Allows you to do things like remove a user
* role mapping in your external store if appropriate

* @param realm
* @param role
¥/
default
void preRemove(RealmModel realm, RoleModel role) {

}

Ea]fER%E[E UserStorageProvider #EORZHAMN ? XEZMEFER, EHHNA TR
MHEME SO R FA P SK.

UserStorageProvider £l BN ES5 0B —R. H555EME, VM UserStorageProvider.close
O A&, RESEPHEHINIKOIN, ESHRNETI R, REEFTI Xk

org.keycloak.storage.UserStorageProviderFactory #,

package org.keycloak.storage;

/**

* @author <a href="mailto:bill@burkecentral.com"sBill Burke</a>

* @version $Revision: 1 $

*/

public interface UserStorageProviderFactory<T extends UserStorageProviders extends
ComponentFactory<T, UserStorageProviders {
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/**
* This is the name of the provider and will be shown in the admin console as an option.

*

* @return

¥
@Override
String getld();

/**
* called per Keycloak transaction.

*

* @param session
* @param model
* @return
*/
T create(KeycloakSession session, ComponentModel model);

1£5CHE UserStorageProviderFactory I, 124t3E K415 concrete provider RIEENERS . X
EEfTNRARAE, DE#EEThE: (HSSEnHEMaEn) . fim, mRENENEEeEN
FileProvider, NI XN T :

public class FileProviderFactory implements UserStorageProviderFactory<FileProviders {
public String getld() { return "file-provider™; }

public FileProvider create(KeycloakSession session, ComponentModel model) {

\

getld () 7F3kiR[E User Storage #tRNpaR&HF. HEBENREESBIRHERFN, admin 2HE
i User Federation TiE & 5wt ID,

create () FHEMTIPERMERENLH], ©E org.keycloak.models.KeycloakSession 3,
BEXT S o] F F AR HALE SR BUE, UURREZTHASMEAAHMR, ComponentModel &
ARG FNMEREESEANEE. ©a88/5ANENEINEE ID, LURIEET admin #5155
AR A Eis e EfRE.

UserStorageProviderFactory i EFHMIhEE, FAEMEATE.

7.2. St EThAEREO

MREFHIEE UserStorageProvider ¥ 0, ARERKAMEASANERIEERR B EMBE, X
Sy RSCPREHbThEE Z20 e, BEREURTALBA - FiEeE R ITHhEESERH, Flmn, —i
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AR RN, R TR BNEIMEIERIE. SRFJ|NEEBIThEE T WO, &L
XEEREO -

SPI sk

org.keycloak.storage.user.UserLookupProvi INREEVERLABEFENAFES, NFEXD
der B0, XZH (25F) RUFECRELRE,

org.keycloak.storage.user.UserQueryProvide &Y AFEK—IMHEIAFNEREH, NREM
r EEEHAEEMEER,, MLk,

org.keycloak.storage.user.UserRegistrationP 1R EHEN A ZIFRMAMBRA -, MISLHELE
rovider o,

ord.keycloak.storage.user.UserBulkUpdatePr 1R EHENEIF—HAF N EEF, SRR
ovider [1:18

org.keycloak.credential.CredentiallnputValid INSRARE LN AT LU IE— PN S AN R RIB IR R
ator (ffUgn, NREAESFERTISIER) , LR
o

org.keycloak.credential.CredentiallnputUpdat MRENENEZFEHRF—IPHZ PN TEAMEIEE
er B, NscrestEEO,

7.3. 15O

BET 00 B MK Z A EERE Sk %3 A &R, iXE3RRH org.keycloak.models.UserModel
BOEN, NMAFLZANRBICHGET. BRET —1 S, SEBA - E## Red Hat Single Sign-
On KA metamodel,

package org.keycloak.models;

public interface UserModel extends RoleMapperModel {
String getld();

String getUsername();
void setUsername(String username);

String getFirstName();
void setFirstName(String firstName);

String getLastName();
void setLastName(String lastName);

String getEmail();
void setEmail(String email);
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UserModel Sl #6061 P B S o BRIV RIASR, s/ &, &R BFikd. AR
HRFPFAR, URHMERES.

org.keycloak.models K h@a S HMWZHERXK, €11 Red Hat Single Sign-On metamodel:
RealmModel. RoleModel. GroupModel. clientModel. client Model %%,

7.3.1. i Ids

UserModel W—A"EEHERE getld () Ak, SEHe UserModel 4 A G, 717 AP ID #&
R BRABIZE :

I "f:" + component id + ":" + external id

Red Hat Single Sign-On iz2fTiBEMFAEHAF id PEHXKAF. AP ID @8RZRNER, LUMEZ
TN FARERRGhE—1 UserStorageProvider SE&EHH .

“H4 1D 2M ComponentModel.getld () REOIA id, ERIRREEFREEN, ComponentModel {E
FBE L, RILETUMIBERIRE. 45 ID 2ENREERERSEENBEEPERAIANER.
XAEZAF A vid. i, BEEERCUNT -

I f:332a234e31234:wburke

Lnfaihmid id B, AT id SRIKEEH ID. A4 1D BFERSPATmEAFN
UserStorageProvider, AfE, ZIRHEBFEREH id, ZIRUEFEEXEN id KA 1D, AT
EASBAFEERERAS,

74. {TAMHE

HTUHAREREREFTGRMER, EREM JAR RMXH : META-
INF/services/org.keycloak.storage.UserStorageProviderFactory, HXX#5ia s
UserStorageProviderFactory SCiERISE R RE R BT -

org.keycloak.examples.federation.properties.ClasspathPropertiesStorageFactory
org.keycloak.examples.federation.properties.FilePropertiesStorageFactory

BB jar, AFFHEHZI standalone/deployments/ B3%H, === Simple read-only, lookup =
Bil
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T GABASEHEF PG SPI MEGHATS, AEATSRWE—ME Bl EAED, ERNEDSCERE RN
UserStorageProvider, BRI EBMXHPEZAF. BEXHISHFABANEGEENL, FEmGE
classpath LMK ERIE, ILIRUEFFEN @S ID A/ 2ERA,, HFTRIESE, BalRHR
B 2 R,

7.4.1. tREER

BAET @2 UserStorageProvider %,

public class PropertyFileUserStorageProvider implements
UserStorageProvider,
UserLookupProvider,
CredentiallnputValidator,
CredentiallnputUpdater

FA 1096t 5 PropertyFileUserStorageProvider LR T &80, Sk
UserStorageProvider, EJ5iX2 SPI EMZE K, ©5EHE UserLookupProvider #:0, HEABIHE
REE AR EENA &%, B CredentiallnputValidator #0, HABIIFLEFRAEXREE
BUFR AREL, BIIMBYXHRREMN, Bi1CH CredentiallnputUpdater, N 1HEER
2R W EH BN & AR,

protected KeycloakSession session;

protected Properties properties;

protected ComponentModel model;

// map of loaded users in this transaction

protected Map<String, UserModel> loadedUsers = nhew HashMap<>();

public PropertyFileUserStorageProvider(KeycloakSession session, ComponentModel
model, Properties properties) {
this.session = session;
this.model = model;
this.properties = properties;

}

IR B R & R F X KeycloakSession. CoonModel 1 BHEIHFMBIA, HERITE6H
RAAXE™ M. AIEES, AMBNAIBRY., SARMRAETAFE, RITFREEEELLhE
B, SHEEMBRRER—ZZPRRER G, 2N TETTSRME, FSEARLEN (B, &M
5 JPA BBt E) MRIFMGE, HICE, B1MSESFRUBRMUERFRIH, AEFEFTEBEX
Ao

7.4.1.1. UserLookupProvider SEHi

I @Override
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public UserModel getUserByUsername(String username, RealmModel realm) {
UserModel adapter = loadedUsers.get(username);
if (adapter == null) {
String password = properties.getProperty(username);
if (password != null) {
adapter = createAdapter(realm, username);
loadedUsers.put(username, adapter);
}
}

return adapter;

}

protected UserModel createAdapter(RealmModel realm, String username) {
return new AbstractUserAdapter(session, realm, model) {
@Override
public String getUsername() {
return username;
}
b
}

@Override

public UserModel getUserByld(String id, RealmModel realm) {
Storageld storageld = new Storageld(id);
String username = storageld.getExternalld();
return getUserByUsername(username, realm);

}

@Override
public UserModel getUserByEmail(String email, RealmModel realm) {
return null;

}

LA &XN, Red Hat Single Sign-On &xiEK A getUserByUsername () 7k, EFEA]
sChEd, BITEERE B Users B, LUEHZAFREEELESPEHA. MRMKRME, F
IEETAFANEMNXH. NMREE, KT T UserModel SEHE, FFHIFHETE loadUsers ARLLEELL
B5%, ARROILEH,

createAdapter () 7%fER helper £ org.keycloak.storage.adapter.AbstractUserAdapter, iX
73 UserModel 12t 7 — 1 EAxSLH, ©EAAFNAFAENNAE ID, RIBATRNELS ID BXB5hE
A id.

I "f:" + component id + ":" + username

1 get method of AbstractUserAdapter #%3&RE] null XZ2E &, HE, REABMAMNKSE
ERIEREIVENAP AEEENEIAAEMZ., AbstractUserAdapter IE MBS RE#SME —4
org.keycloak.storage.ReadOnlyException, Hit, MREKEEDR Admin ZFHERRAF, Nad
PEE IR,
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getUserByld () 73%fFM org.keycloak.storage.Storageld helper &4 id S8, VA
Storageld.getExternalld () 7ERIKIERALE id SHHPMAF &, RE, HERE TR
getUserByUsername () ,

AREHHEFIE, Rt getUserByEmail () 73ROl null,

7.4.1.2. CredentiallnputValidator SZ3{

BTk, ik#&A1EE CredentiallnputValidator 975 %L e,

@Override
public boolean isConfiguredFor(RealmModel realm, UserModel user, String credentialType)

String password = properties.getProperty(user.getUsername());
return credentialType.equals(PasswordCredentialModel. TYPE) && password != null;

}

@Override
public boolean supportsCredential Type(String credentialType) {
return credentialType.equals(PasswordCredentialModel. TYPE);

}

@Override
public boolean isValid(RealmModel realm, UserModel user, Credentiallnput input) {
if (IsupportsCredentialType(input.getType())) return false;

String password = properties.getProperty(user.getUsername());
if (password == null) return false;
return password.equals(input.getChallengeResponse());

}

{7 isConfiguredFor () AERPBERSNAFIRE T HENFEIERE, WAEKRENZA
FIXIBE T #®i.

supportCredentialType () FERBIZEZFRFEZTIERBNE I, BiTREZEIERBESH
B,

isValid () AEMAFRIEEN, Credentiallnput ZHREmMASIERBEMNHMSKED, TI1HEIR
FUEREBY, [EthZ UserCredentialModel B95:HI, ZHAF @B &R ITMERN, BEMARNIGEXEAS
WBHA— UserCredentialModel s2fldh, isValid () FAEiRIBEM XHREMENASXEARIDRE XN
{l, REEN true RRBEBERL,

7.4.1.3. CredentiallnputUpdater 523}
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mMaipmd, A&FIhFA15EI CredentiallnputUpdater #OMM—REZ, A BEMESREHE
W, BATBIXEEMNERRRE, BATi%217H a7 Red Hat Single Sign-On it Fih B =&, K=
R H#THE,

@Override
public boolean updateCredential(RealmModel realm, UserModel user, Credentiallnput input)

{
if (input.getType().equals(PasswordCredentialModel. TYPE)) throw new

ReadOnlyException("user is read only for this update");

return false;

}
@Override

public void disableCredentialType(RealmModel realm, UserModel user, String
credentialType) {

}
@Override

public Set<String> getDisableableCredentialTypes(RealmModel realm, UserModel user) {
return Collections.EMPTY_SET;

}

updateCredential () FAERBREFZIERBERHEN, MRE, M54 ReadOnlyException,

7.4.2. 1R ET KhEe

i, ZREEREEETR, HERMNEER LR TRMABI XK.

public class PropertyFileUserStorageProviderFactory
implements UserStorageProviderFactory<PropertyFileUserStorageProviders {

public static final String PROVIDER_NAME = "readonly-property-file";
@Override

public String getld() {
return PROVIDER_NAME;

}

BESEIEMNE, L0 UserStorageProviderFactory KI5}, #RAFi{E NSRS L3 concrete
RUERESE, WEEITERERNEZIE LAIREERFE - PropertyFileUserStorageProvider,
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g

==
[=]

MREBIRESEIRSE, BOMNERETEESIE, oTihEd RREREE
R #9Z)6E#O,

getld () FAEWRHETTH &R factory, HiKAE
~FERSR,

JCNICN

Eohig o A AP FEEAN AR, admin St E
7.4.2.1. #1141t

private static final Logger logger =

Logger.getLogger(PropertyFileUserStorageProviderFactory.class);
protected Properties properties = new Properties();
@Override

public void init(Config.Scope config) {

InputStream is = getClass().getClassLoader().getResourceAsStream("/users.properties");
if (is == null) {

logger.warn("Could not find users.properties in classpath”);
} else {
try {
properties.load(is);
} catch (IOException ex) {
logger.error("Failed to load users.properties file", ex);
}
}
}
@Override

public PropertyFileUserStorageProvider create(KeycloakSession session, ComponentModel
model) {

}

return new PropertyFileUserStorageProvider(session, model, properties);

UserStorageProviderFactory i B A aSCHEH AL init () 7Ai%. 2 Red Hat Single Sign-On
IS, SMNEEERI XBIB—ILH, H4, init ) HEREESXI SHALAA, Sfablss
I postinit () ik, FABANIM Minit () H&E, fFERAH postinit () Ak,

Einit () AELHED, BIHEIIESR classpath A ERANEY Y. RE, BilERERGE
A B BIEEA properties FEX,
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Config.Scope SHE @I RFSHEBREEN I K&,

Flmn, FLLTREZRME standalone.xml 1 :

<spi name="storage">
<provider name="readonly-property-file" enabled="true">
<properties>
<property name="path" value="/other-users.properties"/>
</properties>
</provider>
</spi>

BN LR AP B XXHRRE, MAREmY, RE, EaILGER
PropertyFileUserStorageProviderFactory.init () HHEE :

public void init(Config.Scope config) {
String path = config.get("path");
InputStream is = getClass().getClassLoader().getResourceAsStream(path);

7.4.2.2. BEHE

fARRHEF T WRE—4% & create () Ak,

@Override

public PropertyFileUserStorageProvider create(KeycloakSession session, ComponentModel

model) {
return new PropertyFileUserStorageProvider(session, model, properties);

}

P17 ¥ ith 3 PropertyFileUserStorageProvider 2, X8I EFBIEE SR —R,

7.4.3.{T2HIHB

RATHRMER SRR R XN IAE jar R, EAIE META-
INF/services/org.keycloak.storage.UserStorageProviderFactory X+ 78l provider factory 35,

I org.keycloak.examples.federation.properties.FilePropertiesStorageFactory
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ERBI jar, IFFEEHIE standalone/deployments/ B3xH,

7.4.4. 7 Admin #2HI& S BEN R

#RBLA#E Admin Console B9 User Federation G H 5 A F 54N 7S,

¥ =
1.
MFIFRAPEFENIF OIEREEE T : readonly-property-file.
NERBN N EANEE T,
2.
Hif; Save, RANBNTEEEMEE.
3.

& [E1 % User Federation TiE

EIER LAE BRI N AT,

e, EISEEWSTE users.properties XHHFEBMAF &%, AP REEEREERK, M,

7.5. BERHA

F 1189 PropertyFileUserStorageProvider 7~ @ —X—i, CH#HES ISR AZRMERF jar PFHE
X, EXHHHFFER. BIHFEEMXHEREBOEHTREME, Kk, HKilTsEsEa
ZAFREPZRES FRLRMERERF, HERAS2AENAFBEXH. BITZEAEEREHE Ul &

UserStorageProviderFactory &AL, EalLlLiEX N ERcE. EdEE TN RRE
FEEMZE, 1 Admin Console 2HEI—MEAKMATTERBELRE, SN, OiEAELs
EREFERENRNIEE, GXUBRHES, LUKEHNE, UserStorageProviderFactory M
org.keycloak.component.ComponentFactory  O48 &KX 45k,

List<ProviderConfigProperty> getConfigProperties();
default

void validateConfiguration(KeycloakSession session, RealmModel realm, ComponentModel
model)
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throws ComponentValidationException

{
}

default
void onCreate(KeycloakSession session, RealmModel realm, ComponentModel model) {

}

default
void onUpdate(KeycloakSession session, RealmModel realm, ComponentModel model) {

}

ComponentFactory.getConfigProperties () 7i%kiR[al
org.keycloak.provider.ProviderConfigProperty SLflFIFK, XSLHlEH T 2MNEHIREEFEED
SRR,

7.5.1. BEBiERPI

LA TR I PropertyFileUserStorageProviderFactory ~fil, LAMERHR R SCAIEmBE LM%
Iﬁ:o

PropertyFileUserStorageProviderFactory

public class PropertyFileUserStorageProviderFactory
implements UserStorageProviderFactory<PropertyFileUserStorageProviders {

protected static final List<ProviderConfigProperty> configMetadata;

static {
configMetadata = ProviderConfigurationBuilder.create()

.property().name("path")
.type(ProviderConfigProperty.STRING_TYPE)
Jabel("Path")
.defaultValue("${jboss.server.config.dir}/example-users.properties™)
.helpText("File path to properties file™)
.add().build();

}

@Override
public List<ProviderConfigProperty> getConfigProperties() {
return configMetadata;

}
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ProviderConfigurationBuilder X2— /M RIFNFEBIERE, ATURBEEREMIIxR, XBEIIEE
—A %N path W E, B2 String KB, FEIIR#ERFM Admin Console EdE T L, WEEEBZEH
Frich Path, BRIAME N ${jboss.server.config.dir}/example-users.properties, HEF I Bk
XM EEETRTHRN, SREREEINXE, BYEXH BXHRE.

T T EMNERRRIEZXHREEHMA £, BIFEE realm /5 ALRMEFHG, BRIES
EmAaMMAF B, ik, Fi15LHE validateConfiguration () 7k,

@Override
public void validateConfiguration(KeycloakSession session, RealmModel realm,
ComponentModel config)
throws ComponentValidationException {
String fp = config.getConfig().getFirst("path");
if (fp == null) throw new ComponentValidationException("user property file does not
exist");
fp = EnvUtil.replace(fp);
File file = new File(fp);
if (Mfile.exists()) {
throw new ComponentValidationException("user property file does not exist");
}
}

1£ validateConfiguration () 7%, FfIM ComponentModel XA BZL &, HEEEERA
LREEELM. IR, BfilEMA org.keycloak.common.util.EnvUtil.replace () 7k, {EMALE
Bk, EREE ${)} WFRRFREBEER N —IPREEME. ${jboss.server.config.dir} FRFEX N TF IR
FHRMEkE Bx, BEAHIPIHFERHR.

BTk, BINEMOZMERBN init O k. HILXEW, EOvAPBHYESCHRIER MRS HIME
—o BFILZHEBE create () ik,

@Override
public PropertyFileUserStorageProvider create(KeycloakSession session, ComponentModel
model) {
String path = model.getConfig().getFirst("path");

Properties props = new Properties();
try {
InputStream is = new FilelnputStream(path);
props.load(is);
is.close();
} catch (IOException e) {
throw new RuntimeException(e);

}
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return new PropertyFileUserStorageProvider(session, model, props);

}

LR, XMETHRINE, ANENESEBMES D IZINBENAF B, BHFELUTRNA KA
X—m, aEREZEHMEA hook,

7.5.2. 7£ Admin {Z=HI& hECE SN

BIE, H7E Admin #2HIGPECEMHANER, ATLULE BE T8,

7.6. AhnAMBRA P H E T EEE O

W HAERG, HMERER—H4EER, RTFreRNMMERAE-HEREG, =~OIhE AT
EEEEERENEhENNES, ERMXERRINEE, BIBROIEA %I
UserQueryProvider 1 UserRegistrationProvider 0,

7.6.1. SCiE A T RegistrationProvider

HERXAN SR RRME EF R RINARERAS, RITEERERLESEXHREDIME P,

PropertyFileUserStorageProvider

public void save() {
String path = model.getConfig().getFirst("path");
path = EnvUtil.replace(path);
try {
FileOutputStream fos = new FileOutputStream(path);
properties.store(fos, "");
fos.close();
} catch (IOException e) {
throw new RuntimeException(e);
}
}

SRIG, addUser () #lremoveUser () AEMLHAZER A,
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PropertyFileUserStorageProvider

public static final String UNSET_PASSWORD="#$!-UNSET-PASSWORD";

@Override
public UserModel addUser(RealmModel realm, String username) {
synchronized (properties) {
properties.setProperty(username, UNSET_PASSWORD);
save();
}

return createAdapter(realm, username);

}

@Override
public boolean removeUser(RealmModel realm, UserModel user) {
synchronized (properties) {
if (properties.remove(user.getUsername()) == null) return false;
save();
return true;
}
}

xR, EAmArE, BiTSEMMRAMN password {EHi%iEN UNSET_PASSWORD, FfiliXkt
%, BAABNRENBERHEPHNEEES null 5, HEilDH5EH CredentiallnputValidator ALK
BX — s,

MR MR LHE UserRegistrationProvider #0, NIFFHA addUser () ik, MRIERHL
AREFXIXAFMAS, WMILAERE null ST ZREERFFARAT A,

PropertyFileUserStorageProvider

@Override
public boolean isValid(RealmModel realm, UserModel user, Credentiallnput input) {
if (IsupportsCredentialType(input.getType()) || {(input instanceof UserCredentialModel))
return false;

UserCredentialModel cred = (UserCredentialModel)input;

String password = properties.getProperty(user.getUsername());

if (password == null || UNSET_PASSWORD.equals(password)) return false;
return password.equals(cred.getValue());
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HATRERMTURERNNESE XS, RERTFEEERtbEE L

PropertyFileUserStorageProvider

@Override

public boolean updateCredential(RealmModel realm, UserModel user, Credentiallnput input)

{

if ((input instanceof UserCredentialModel)) return false;

if (linput.getType().equals(CredentialModel.PASSWORD)) return false;

UserCredentialModel cred = (UserCredentialModel)input;

synchronized (properties) {
properties.setProperty(user.getUsername(), cred.getValue());
save();

}

return true;

B, BAiTATLCeZEAEE,

PropertyFileUserStorageProvider

@Override
public void disableCredentialType(RealmModel realm, UserModel user, String
credentialType) {
if (IcredentialType.equals(CredentialModel.PASSWORD)) return;
synchronized (properties) {
properties.setProperty(user.getUsername(), UNSET_PASSWORD);
save();

}
}

private static final Set<String> disableableTypes = new HashSet<>();

static {
disableableTypes.add(CredentialModel.PASSWORD);

}
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@Override
public Set<String> getDisableableCredentialTypes(RealmModel realm, UserModel user) {

return disableableTypes;

}

S Ak, IR R LAE Admin #2514 R BRSNS H A P RED.,

7.6.2. 5l UserQueryProvider

MERLHE UserQueryProvider, ERIEHI SN EEENEREIINROHREE MENB -, il
kB —TF LS,

PropertyFileUserStorageProvider

@Override
public int getUsersCount(RealmModel realm) {
return properties.size();

}

@Override
public List<UserModel> getUsers(RealmModel realm) {
return getUsers(realm, 0, Integer.MAX_VALUE);

}

@Override
public List<UserModel> getUsers(RealmModel realm, int firstResult, int maxResults) {
List<UserModel> users = new LinkedList<>();
inti =0;
for (Object obj : properties.keySet()) {
if (i++ < firstResult) continue;
String username = (String)obj;
UserModel user = getUserByUsername(username, realm);
users.add(user);
if (users.size() >= maxResults) break;
}

return users;

}

getUsers () HEEREMXHMETHE, FkH getUserByUsername () EMEMF. &EE

54



% 73 USER STORAGE SPI

=, Bi1RE E—1 552 maxResults SHEREF T XN AH,. MRENABEERZFL T, NED
HITREINZ .

PropertyFileUserStorageProvider

@Override
public List<UserModel> searchForUser(String search, RealmModel realm) {
return searchForUser(search, realm, 0, Integer.MAX_VALUE);

}

@Override
public List<UserModel> searchForUser(String search, RealmModel realm, int firstResult, int
maxResults) {
List<UserModel> users = new LinkedList<>();
inti =0;
for (Object obj : properties.keySet()) {
String username = (String)obj;
if (lusername.contains(search)) continue;
if (i++ < firstResult) continue;
UserModel user = getUserByUsername(username, realm);
users.add(user);
if (users.size() >= maxResults) break;

}

return users;

}

searchForUser () MIE—AFBAXMA String 28, XN IZ2FAH, ATFERAFAMHE T
BYREZAF ., ITMFPHRULUE TSR, XBERERNEHTERENEER String.contains () A&
HERRA,

PropertyFileUserStorageProvider

@Override
public List<UserModel> searchForUser(Map<String, String> params, RealmModel realm) {
return searchForUser(params, realm, 0, Integer.MAX_VALUE);

}

@Override
public List<UserModel> searchForUser(Map<String, String> params, RealmModel realm, int
firstResult, int maxResults) {
// only support searching by username
String usernameSearchString = params.get("username");
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if (usernameSearchString == null) return Collections.EMPTY_LIST;
return searchForUser(usernameSearchString, realm, firstResult, maxResults);

}

X H Map S8 searchForUser () AERILUMBRIES—4 . #. AP SMBFIRHERAF, il
REHAF4, BEEINRIBERFAFTER. BI1ERSE B3FRForUser () .

PropertyFileUserStorageProvider

@Override
public List<UserModel> getGroupMembers(RealmModel realm, GroupModel group, int
firstResult, int maxResults) {
return Collections.EMPTY_LIST;

}

@Override
public List<UserModel> getGroupMembers(RealmModel realm, GroupModel group) {
return Collections.EMPTY_LIST;

}

@Override
public List<UserModel> searchForUserByUserAttribute(String attrName, String attrValue,
RealmModel realm) {
return Collections.EMPTY_LIST;

}

B EHASEY, RibHMbAERERB—NZESIR,

7.7. 18R IR GE

PropertyFileUserStorageProvider ;RfISEfr E AR, BEABNTLMEAEHEEREXHHAF&
X, BEMSEEMEMTE. MRBIRAEFNEIAF EERRNAE G2 H N R SE £ Ui R R E R A
B, BilEEXEmXeArRmmih @y, SthalEdESimmitaEEEYE, nHaFiksg. 45
MY K,

xR B EE, Red Hat Single Sign-On f &5 3 £ Red Hat Single Sign-On B9EUIEE
FHEGAME RIS m A SR EE. XWNKS R F6E, FHEE
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org.keycloak.storage.federated.UserFederatedStorageProvider X,

UserFederatedStorageProvider

package org.keycloak.storage.federated;
public interface UserFederatedStorageProvider extends Provider {

Set<GroupModel> getGroups(RealmModel realm, String userld);

void joinGroup(RealmModel realm, String userld, GroupModel group);

void leaveGroup(RealmModel realm, String userld, GroupModel group);

List<String> getMembership(RealmModel realm, GroupModel group, int firstResult, int max);

UserFederatedStorageProvider el f£ KeycloakSession.userFederatedStorage () Fik##k
B, ceEAHF#EEYE. ANAGKRN. FRERXMENMBSRENMEFTERENSGZE. NRENAEE
fEBBIEmodel ITiEX#52E M Red Hat Single Sign-On Thagte, NEZRSS ARERIE( A,

Red Hat Single Sign-On M7 7 #Bh2k
org.keycloak.storage.adapter.AbstractUserAdapterFederatedStorage, BR T get/set of username
to user federated storage Z 4. BEERTEEEMNAZE, UERANBEMERTE. mANBIURHIEE
M javadoc, EANBEBRMNZETNAE, BEESAHR G FEIEHNA GRS,

7.7.1. 8 Bl

1EFA 189 PropertyFileUserStorageProvider R"fldh, FHiTEE—NHAMEN, LUERITNRERE
Fr{8 A AbstractUserAdapterFederatedStorage,

PropertyFileUserStorageProvider

protected UserModel createAdapter(RealmModel realm, String username) {
return new AbstractUserAdapterFederatedStorage(session, realm, model) {
@Override
public String getUsername() {
return username;

}

@Override
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public void setUsername(String username) {
String pw = (String)properties.remove(username);
if (pw != null) {
properties.put(username, pw);
save();

FA TSR E L AbstractUserAdapterFederatedStorage HIE & K50 HE, setUsername () HEEH
BHEXHHRES.

7.8. S ASLHEREE

ke A P ErE gt R Ay, aTLARENE 75—kl fEaJLIfE Red Hat Single Sign-On & A P 8B
AR, FNEMMASBEHEPSERBILARREIAS, XA EERZ LS.

TR REREF LRCOIABERNRARAIZE, SARFE, SRAERTNBEER
=

MBEREENENE S B EEfA Red Hat Single Sign-On HF A IBMAEBEE, EaILL
2SI N RRFELUERA Red Hat Single Sign-On, I8 mANARER, DUHEES AN
A, FERIENESASBERE.

AT ARRE — LB ERRA

BoREHAFIN, SESIEFAUIBEREREBERE, IATRERSG NEGHTREAMRERX,
FANR R RERBURAT RAENIE, AFRKSEMAERIUREREFMENNEEE, BX
ERSRESNSBFEThEESE R,

B SARE, ENIRFFARIE L RS REENAEBEMKRY. User Storage SPI Bh
BEEEORZFRAYS, AXaiERRRTERMENR.

BLfeS AR, ABFREB—TRAFEEEXSALXER, MPREXBAS, MREAESBE
BRAPHMABEES ARG, S0TURERAF, DUEATRSKSBEL.
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X2 — Mk, BT BT PropertyFileUserStorageProvider ERBiX#h 5%, Bk, il
B %N createAdapter () Aik.

PropertyFileUserStorageProvider

protected UserModel createAdapter(RealmModel realm, String username) {
UserModel local = session.userLocalStorage().getUserByUsername(username, realm);
if (local == null) {
local = session.userLocalStorage().addUser(realm, username);
local.setFederationLink(model.getid());
}
return new UserModelDelegate(local) {
@Override
public void setUsername(String username) {
String pw = (String)properties.remove(username);

if (pw != null) {
properties.put(username, pw);
save();

}

super.setUsername(username);

1 %h, F&ATMA KeycloakSession.userLocalStorage () 7k KA A HbLTiE B sn & % A
FPEHENSIA, BITIULERAFREEMELE, BIIRSEXBFNE. FEXEXRBAFN id, it
Red Hat Single Sign-On £Bzh4R id. HEFEERE, Ei1#H~ZN UserModel.setFederationLink () ,
FE B RATHLLEEM ComponentModel B ID, XAFERLN IS AR 2 A% & FEEE,

MR P EEA NN, HS AREMAA S amis, X2FHA
UserModel.setFederationLink () BHEHMZz—,

EAEMN—SZ, MRAHA B, SNEEHNEDITERS EM CredentiallnputValidator
CredentiallnputUpdater ¥ OCHeR A%, MEIESkEHTRED] false R&f# Red Hat Single Sign-On YL
LI EE AR EFFETRIERER.

HiEER, Rif#EA org.keycloak.models.utils.UserModelDelegate X ARMA ", XPMKE
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UserModel B5EH), BN AEESRZEIES UserModel, . Bl SESHEIREM setUsername ()
Bk, UERI BN HRES., TR, EaLMfERAE A2 A UserModel ER9Efth 5
&, LESABEEIITRY. A, get AEABRAMEMETFRPIRE, KEAEENABEESE
hEEFRFERS, SEIENZ, getld () FHENMBZOROIEERIAIZER I BIERDN id, EFRR
WREEKE ID, MEEIESARBIFR.

MREELLFESEHE UserRegistrationProvider #0, ] removeUser () %A E
EMNKIEFFERRERZAF. 2T asit TR E. 5HiEFEE, removeUser ()
TEMA T b B iz i A A

7.8.1. ImportedUserValidation 0

MREC/EASZIEERS, BMhTeMEEARS, MRAFEEE, NaakEikEsE, R
BERNSR, BARNFEREXAS Model, FAIUEINTRAKFERAFGERERY. SHMKBBUEE
InEEEERAA R, B SPI BRAEINA,

package org.keycloak.storage.user;
public interface ImportedUserValidation {
/**
* If this method returns null, then the user in local storage will be removed
* @param realm
* @param user
* @return null if user no longer valid
*/
UserModel validate(RealmModel realm, UserModel user);

}

IR AR P, MRAFEBIRMEFERESSIT XA END, NIJEA validate () Ak, It
b, A RE S BUENAB -, FHRET, FHERHMN UserModel, EAaLLEFREUE
EAFREDARENSBEM D, if validate () RO null, AR5 MEERE DR,

7.8.2. ImportSynchronization £

S AR, SaUERNFAFRIATUNABEERS ., fim, — A aTEeMAEBEED
B2, User Storage SPI & R4 — 5, EASCIGXANRE, MELAEXMED
org.keycloak.storage.user.ImportSynchronization:

package org.keycloak.storage.user;
public interface ImportSynchronization {

SynchronizationResult sync(KeycloakSessionFactory sessionFactory, String realmld,
UserStorageProviderModel model);
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SynchronizationResult syncSince(Date lastSync, KeycloakSessionFactory sessionFactory,
String realmld, UserStorageProviderModel model);

}

ORIV T . Bt mbRMRFE I 50, SNy EERH S SR Tma 5k
W, Eal st FEeamES. X4 ImportSynchronization.sync () Ak, BHAELETR
MAMEELET, $HEAEERY. B3RP FA syncSince () Aik.

79. AP%tE

LASNRA ID. A AHEFIMMEASREEN, SRAPYRBEEEN, BRENREA UserModel
O, X RNIME— A RIR%E, RN, INMEEFEOARETHN, BB NEBRNL
7. BUHPNRE, SRS ITRRE4SEBRIEIRR, UEEMT RNAFZEFRIH.

7.9.1. EBAP%EF

R e L@ T i KeycloakSession.userCache () 3EijjnA %47

/* All these methods effect an entire cluster of Keycloak instances.
* @author <a href="mailto:bill@burkecentral.com">Bill Burke</a>
* @version $Revision: 1 $

pﬁblic interface UserCache extends UserProvider {

/* Evict user from cache.
* @param user
vc/>id evict(RealmModel realm, UserModel user);

/**
* Evict users of a specific realm

*

* @param realm
¥/
void evict(RealmModel realm);

/**
* Clear cache entirely.

*/
void clear();
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BHEFMUBREERF. FEESIBENMREFPE SN,

7.9.2. OnUserCache [@13#0O

ERRERESFRE TR CIHNEMER. SH%FAF N, User Storage SPI EA[O :
org.keycloak.models.cache.OnUserCache,

public interface OnUserCache {
void onCache(RealmModel realm, CachedUserModel user, UserModel delegate);

}

MBS EERNIZ X NMEOD (NREEEXAOIA) . UserModel delegate SBUZIERIHERL
iR B UserModel S245l, CachedUserModel 2 — /1 EFF#) UserModel #0, XEfEA A iF(EH
REHSLHI,

public interface CachedUserModel extends UserModel {

/**
* Invalidates the cache for this user and returns a delegate that represents the actual data
provider

* @return
*/
UserModel getDelegateForUpdate();

boolean isMarkedForEviction();

/**
* Invalidate the cache for this model
*

void invalidate();

/**
* When was the model was loaded from database.
* @return
*

long getCacheTimestamp();

/**
* Returns a map that contains custom things that are cached along with this model. You
can write to this map.

*

* @return
*/
ConcurrentHashMap getCachedWith();
}
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X4~ CachedUserModel #: O 5 & M fF HhIKER A P HIKEUR L2 F UserModel &
fl, getCachedWith () FAEEREI— M, AFEESEFESH/EXNEMER, fN, FIEF:2
UserModel # O —8B0. MRBHERGFHREREFERE, EEMHMA getCachedWith () AESEHE
OnUserCache M2z P &ik,

7.9.3. R1F5RBE

ERFFEANENEREHSEE IS, ErTLUEEN %R,

7.10. f§1FH JAKARTA EE

MRMEIEMIZE T META-INF/services X #, AP EEIREER ol AR Jakarta EE 44
i, flin, MBEMENBREGRE=AE, ELUSHNEITEE EAR fh, FHiXEE=HEEE
1£ EAR/ B%M lib/ BXh, HiEEE, RH#ERF JAR TLUEMA jboss-deployment-structure.xml 32
¥, %>x# EJB. WARS #l EARs A {f JBoss EAP ¥fsrh{gifl, AXI 3 Hmifls, E4E JBoss
EAP 384, TAVHEEHMIEMEF DRI SR,

RUEFLHERERL java SR, BHEBRHLZFFRF UserStorageProvider KL HERZ EJB.
MREFA JPA FEIIXREW, XAHAMA. X2ELUWEHAR :

@Stateful
@Local(EjbExampleUserStorageProvider.class)
public class EjpExampleUserStorageProvider implements UserStorageProvider,
UserLookupProvider,
UserRegistrationProvider,
UserQueryProvider,
CredentiallnputUpdater,
CredentiallnputValidator,
OnUserCache

@PersistenceContext
protected EntityManager em;

protected ComponentModel model;
protected KeycloakSession session;

public void setModel(ComponentModel model) {
this.model = model;

}

public void setSession(KeycloakSession session) {
this.session = session;

}

@Remove
@Override
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public void close() {

}

ZAE L @Local FEFHEREIRMERRK, MRKB XM, EJB FFIERKEAS,, £
PNV ERERERE I,

RS @Remove B MIEIRIERFEM close () AL, MNEEA, NAWKRAEKN bean FAEMW
B, ERATRASEIEISER,

*IF UserStorageProvider, RERLE Java MR, BT KEH create () AiE* Stateful
EJB H#4T JNDI &%,

public class EjpExampleUserStorageProviderFactory
implements UserStorageProviderFactory<EjbExampleUserStorageProviders {

@Override
public EjpExampleUserStorageProvider create(KeycloakSession session, ComponentModel
model) {
try {
InitialContext ctx = new InitialContext();
EjbExampleUserStorageProvider provider =
(EjbExampleUserStorageProvider)ctx.lookup(
"java:global/user-storage-jpa-example/" +
EjbExampleUserStorageProvider.class.getSimpleName());
provider.setModel(model);
provider.setSession(session);
return provider;
} catch (Exception e) {
throw new RuntimeException(e);
}
}

AHABEECESREEFEREN JAR hE X JPA EE, XEKE persistent .xml ST LUK AT
JPA @Entity %,
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==
[=]

>

5 JPA I, EHMBUERLIUE XA #IBIR. Red Hat Single Sign-On £iE
BARZE XA #iRE, MREER—FSHERIHZIIEXA BIREREH, RSHS
BREFEEEE, BAEESHDRART—NIEXA TR, BXABE XA BIBEMEE, iF
%1% JBoss EAP Fif,

A% CDI,

7.11. REST & API

fZaT LGB B 51 REST API I8, MHERFISE#H A P i ft N ERE,
HHEOME, RALERERIZER APl RERENMNE,

User Storage SPI & @4

REST 4 API {EERIER BT R T1REt,
I /admin/realms/{realm-name}/components

B RERS Java B wmZHM REST APl, H#2E

= =¥7\"N

BILAMGXAS APl AR BN ST AR 4
public interface ComponentsResource {
@GET

@Produces(MediaType.APPLICATION_JSON)
public List<ComponentRepresentation> query();

@GET
@Produces(MediaType.APPLICATION_JSON)
public List<ComponentRepresentation> query(@QueryParam("parent") String parent);
@GET
@Produces(MediaType.APPLICATION_JSON)
public List<ComponentRepresentation> query(@QueryParam("parent") String parent,
@QueryParam("type") String type);
@GET
@Produces(MediaType.APPLICATION_JSON)
public List<ComponentRepresentation> query(@QueryParam("parent"”) String parent,

@QueryParam("type") String type,
@QueryParam("'name") String name);
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@POST
@Consumes(MediaType.APPLICATION_JSON)
Response add(ComponentRepresentation rep);

@Path("{id}")
ComponentResource component(@PathParam("id") String id);

}

public interface ComponentResource {
@GET
public ComponentRepresentation toRepresentation();

@PUT
@Consumes(MediaType.APPLICATION_JSON)
public void update(ComponentRepresentation rep);

@DELETE
public void remove();

EUIRA - FEMNE, BUIEERMER ID. PR provider X8
org.keycloak.storage.UserStorageProvider, LAKBECE,

import org.keycloak.admin.client.Keycloak;
import org.keycloak.representations.idm.RealmRepresentation;

Keycloak keycloak = Keycloak.getlnstance(
"http://localhost:8080/auth",
"master",
"admin",
"password",
"admin-cli");
RealmResource realmResource = keycloak.realm("'master”);
RealmRepresentation realm = realmResource.toRepresentation();

ComponentRepresentation component = new ComponentRepresentation();
component.setName("home");
component.setProviderld("readonly-property-file");
component.setProviderType("org.keycloak.storage.UserStorageProvider");
component.setParentld(realm.getld());

component.setConfig(new MultivaluedHashMap());
component.getConfig().putSingle("path", "~/users.properties");

realmResource.components().add(component);

// retrieve a component

List<ComponentRepresentation> components =

realmResource.components().query(realm.getid(),
"org.keycloak.storage.UserStorageProvider",

"home");
component = components.get(0);
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// Update a component

component.getConfig().putSingle("path", "~/my-users.properties”);
realmResource.components().component(component.getld()).update(component);

// Remove a component

realmREsource.components().component(component.getid()).remove();

7.12. NEBIRMA FPELS SPI E#

ASE(EERCHERLE (RILEHBER) AP Federation SPI SCHERIEER BER ¥ &,

1£ Keycloak it % 2.4.0 KEShiAhHF—1HF Federation SPl, FAF#%#F, {H Red Hat
Single Sign-On k&4 7.0 thBH Z Al SPI ATH, XA BRMIAF Federation SPI EM Keycloak fk4
2.5.0 #1 Red Hat Single Sign-On k% 7.1 thilifR, B2, MREEZERE T XANREK SPI AHEL
A, AEFhie— e FANRIEEBET,

7.121. S AHIESA

BB Federation SPI &7t Red Hat Single Sign-On EUREDR IR A NAEIA, 3+
BEEMABEHESABKIEIR, A, XFBE2—NEK, EOARLUEZ ety Emtwm0, 85
ZR—NHESARBREENEHFNAE,

FARRBHLR

TR REFEF LRANBEENRAAI%E, SARFE, ERFERENRE
fi#, MR 1.

NBEREENENE S B EEMA Red Hat Single Sign-On HFHF R BN EBERE, &
ol lSte T N AR FLUE A Red Hat Single Sign-On, sIBEmAENAREFE, BUEHEES
AMRAF, HERZNEENBEHE.

HRAS KA — LA ENRS

BoREHERASN, BESIEFABEREXBURE, X% M E0H REXMERED

K, FEAEPEREXBEFTRRENE, APRKSERAERIUREZSEFMEANEE, B
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AREAERRIREN B ERIThRERE A,

W SARE, BOTRFEAIE S IS RFHEMNNBEMRS, User Storage SPI BTh
BEEORZFRY, BAXEAKBRTERMENRE,

7.12.2. UserFederationProvider 5 UserStorageProvider

FEEBME, UserFederationProvider 2 — 1" EBMA M, BEINMEOPLRT SMAE B
72, UserStorageProvider 2 it#EO IS N Z N ERIESECRENIIEEREO,

UserFederationProvider.getUserByUsername () #1 getUserByEmail () 7Ef0 SPI hEHH
PNERR, WEZFEIRZENEFEMMT A, MREEREGHSAEKRE, EFBFHA
KeycloakSession.userStorage () .addUser () FEAXHGIEAS, ma2FA
KeycloakSession.userLocalStorage () .addUser () . userStorage () AHEAFABELE.

UserFederationProvider.validateAndProxy () 7B EaEMzhaEREO
ImportedUserValidation, #MREEBHEaIRIEN R, BRELRL{@E. HEFE, EZA18 SPI
, SXRVIMAPNESSARLAE, BEXBRAFATEEDR, RN SPI fh, REMFKIEFEME
AN, FRERILAE. NREXBAF#H%E, N ImportedUserValidation.validate () 73&F
KA,

=ZIGM SPI th AHE7E1E UserFederationProvider.isValid () #k.

UserFederationProvider 753% synchronizeRegistrations () . registerUser () #1removeUser
() B2#ZE UserRegistrationProvider B8 0, XA HAEERER, FELMRENEN R0
BHMERAF, WASERE. MREASNEmAE SRR, NEHN SPI h3ZiFthigdE, m
RENEAZRFERMAS, M5RE] null from UserRegistrationProvider.addUser () ,

Bi{E, #E CredentiallnputValidator #1 CredentiallnputUpdater £ O fhH2E T XM
UserFederationProvider 5%, Xt 2aEM, BEHRIURTFEZFRIFSKEHEIL. AT UserModel /5
ERMEILER, ©itb##B 3 CredentiallnputValidator #l CredentiallnputUpdater #0, &3X%E,
MR%AFLI CredentiallnputUpdater 0, NIEEEEN BIREAERISIEER AT LAE Red Hat Single
Sign-On i AER. Hit, MRESFEENETRHIRIE, i
CredentiallnputUpdater.updateCredential () 7i%3+iR[E] ReadOnlyException,

UserFederationProvider Zifj/53%, #l searchByAttributes () #1 getGroupMembers () I{E
HEHFE—4A%kEO UserQueryProvider i, MRAFELheEOD, NEERENSHhEEEETERA,. &
HREEB TR,
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7.12.3. UserFederationProvidery 5 UserStorageProviderFactory 1Lt

»Z 8 SPI RS A E R A — %8 ImportSynchronization #EOH, MRBELET BS52
H, NREFH UserStorageProviderFactory SEHe ImportSynchronization #0,

7.12.4. AR FIHEER

User Storage SPI :BIEHE—HAREMXFRZEP. Red Hat Single Sign-On REIIHETIBHIA,
MRBAFEANEIBEEALRMNAS Federation IREH1ER, NESERVBERNGEHER, SEREN
ID, RARAFEHMNE ID (Hi, "ldap”, "kerberos™) {EJSEAIMIAST Federation IRHtIRFFH
B, FRiFFTHTR,

Hit, TEXFTETURARRNTTE.

& o] LAfE 2 AN Red Hat Single Sign-On #E R Z BIBOEEN E, XIHINBRIE S A BOFR
BRI EERIER, AR, LEFAH Red Hat Single Sign-On Ff, RENEREMNEKEH
R#tER,

BN AT REENHRMER, ARCEFHREMNIREER ID :
UserStorageProviderFactory.getld () . MfRILIRHEFEHEDRSE. 5I15RS5%, FA
EXBHAMUGINBEER LGB R RN BIEER, EXMERT, mAEZaISARNAFEe
LUEE T,

MRIERERR T ANKIBFIHESEB User Storage IRIER, HMNBIEEAN Red Hat Single
Sign-On HifllER &z AIBYELR A, XRHHBRE S ARER A P 89K S ARIE,

7.13. RF7#imEEO

Red Hat Single Sign-On % A A F O @SR SROASEN RENENHE, XAERS
RIEHFEMG IR SR &R, SERENZEPERNRRABREN—NNFERR, SEHEN
.Ilto

HTHFEANGIREXEE W EPOIBRBIBUBENNE, THFAEEREBPARINT Streams F
O, XEEFHFFEON super-interfaces MMRIBE TE SN A EER AR TRNDTE, MIFERTES
M EERIA. ETEANE NG ENEKICIJARE Stream counterpart, 4R BEEREHNES
FKRich,

Streams FREORVF LA T RLCBRIERNOBUE, HFMXTENBEEREFNREMLE RS, R)E
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SCHERY Streams FEOMBEOSIENLA WEE#ZLO. org.keycloak.storage.fe deated H{H BB A
O, URkeTagiRiE 8 & F e Em e eikn,

HESHLRmAE, XEEONFRXAGRMRTFED,

wHa ES

org.keycloak.credential CredentiallnputUpdater(*)
org.keycloak.models GroupModel RoleMapperModel UserModel
org.keycloak.storage.federated O

org.kecyloak.storage.user UserQueryProvider(*)

7000 RREOR— EEHEO

MFAERSZENEE LA EHESEN R 25 Streams FO, MARRKBEOD, fim, UTR
B UserQueryProvider # O/ Streams 2544 :

public class CustomQueryProvider extends UserQueryProvider.Streams {

@Override
Stream<UserModel> getUsersStream(RealmModel realm, Integer firstResult, Integer
maxResults) {
// custom logic here

}

@Override
Stream<UserModel> searchForUserStream(String search, RealmModel realm) {
// custom logic here

}
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&5 8 & VAULT SPI

8.1. VAULT #tRies

EOTLI{ A org.keycloak.vault B4 58 vault SPI 4#5 Red Hat Single Sign-On B8 E X I &3k
FEEMER vault SLHE,

RIEXH IR REFERFZ L SPI KR, @FE SR TN

ERHIEN B AR, EoSERENRG T HIERENNE, EXFERT, BN
MTE &k secret N RiZEEH A, FlM, HHA realm {FEZBRMATH. Hlm, FERX
${vault.key} FHREBEi ALRE realm B hEAM, N@EXIFHHAFRNZE LT I TESH
B, HEELHTICER VaultProvider SE41l (M KeycloakSession SHUKEN M
VaultProviderFactory.create () 7A3%k) .

vault IRItEFFECHHE —7L get Secret, %A ENAEM secret BZFMRO]
VaultRawSecret, %K secret 3k7R, FILLZ byte[] = ByteBuffer, BRIZERITERZ
mFH, FER, WS EFERAEES, BEHRNTAMR,

AXRNAITSNEEBEURBEFNFE, 1§53 RSRARED =7,

8.2. M VAULT MFEME

FEaSBUREIE, IR AT TAENNEF secret, TEFIMEN, % secret {XM JVM RTEH3E
BFHRSRE JVM AfER, AR, AIATHEHSZEM JVM AEEZHFHAR., XA LLEFFE try-with-
resources iEAIH{§ A vault secret LT, MR :

charf] c;

try (VaultCharSecret cSecret = session.vault().getCharSecret(SECRET_NAME)) {
// ... use cSecret
¢ = cSecret.getAsArray().orElse(null);
//if ¢ I= null, it now contains password

}

// if ¢ I= null, it now contains garbage

XA B KeycloakSession.vault () {#E AT iiiA secret MAO =R, BE#ERA
VaultProvider.obtainSecret At a LAE#[E A, B2 vault () FHEERREVWHEEERI secret (R
EEF M) KThee, F AR (via vault ().getCharSecret () ) Z—4 String (via vault
().getStringSecret () ) , BRTIKBURIAKRFPITBIE (BT vault () .getRawSecret () Ai%E) .
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HAR, BT String AREFTEHN, HLTEES FEABILKOIBCRBEEENTER. RARER
A9 VaultStringSecret ScHlrh 2 XA LARS (L NERE AP RFS, {B String X RHBEREM secret =D
HZHTFT—1 GC ER. Att, SFFEALEFTTHFRARANZ DX,
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