& RedHat

Red Hat Single Sign-On 7.6

iS5 REMECEEmM

i& A F Red Hat Single Sign-On 7.6

Last Updated: 2024-06-05






Red Hat Single Sign-On 7.6 iR 2 L EMECEIS®E

$& A F Red Hat Single Sign-On 7.6



RSN

Copyright © 2024 Red Hat, Inc.

The text of and illustrations in this document are licensed by Red Hat under a Creative Commons
Attribution-Share Alike 3.0 Unported license ("CC-BY-SA"). An explanation of CC-BY-SA is
available at

http://creativecommons.org/licenses/by-sa/3.0/

. In'accordance with CC-BY-SA, if you distribute this document or an adaptation of it, you must
provide the URL for the original version.

Red Hat, as the licensor of this document, waives the right to enforce, and agrees not to assert,
Section 4d of CC-BY-SA to the fullest extent permitted by applicable law.

Red Hat, Red Hat Enterprise Linux, the Shadowman logo, the Red Hat logo, JBoss, OpenShift,
Fedora, the Infinity logo, and RHCE are trademarks of Red Hat, Inc., registered in the United States
and other countries.

Linux @ is the registered trademark of Linus Torvalds in the United States and other countries.
Java @ is a registered trademark of Oracle and/or its affiliates.

XFS @ is a trademark of Silicon Graphics International Corp. or its subsidiaries in the United States
and/or other countries.

MySQL @ is a registered trademark of MySQL AB in the United States, the European Union and
other countries.

Node.js ® is an official trademark of Joyent. Red Hat is not formally related to or endorsed by the
official Joyent Node.js open source or commercial project.

The OpenStack ® Word Mark and OpenStack logo are either registered trademarks/service marks
or trademarks/service marks of the OpenStack Foundation, in the United States and other
countries and are used with the OpenStack Foundation's permission. We are not affiliated with,
endorsed or sponsored by the OpenStack Foundation, or the OpenStack community.

All other trademarks are the property of their respective owners.

1 E3
FEMBARENRBAIBERET 76 NER



FEHREEES
515 sl

B 2E RERPH

B 3 E FARHFER

B4EERTFRIEE

% 53 PROFILES

2B 6 = B X RBEE

B7EFERALHKEINA

58 8 E IXEM%

11, B UAIA R SRR ST

2 BREIRSEY

2.2. M ZIP XX & % RH-SSO
2.3. M RPM %% RH-SSO
24 EEBX

31 FERAMIER

32 HAMIEHERN
33 EAEEEERX

34 HRBERERRR

4. BCiE SPI L

4.2. JA% JBOSS EAP CLI
43. CLI R AXE

4.4 fFF CLIGUI E=R
45.CLI A&
46.CLIFZE

6.1 BURF LB EIR
6.2. 3748 JDBC W Ehi2ms
6.3. AEBFF % UDBC WEhigR

6.4 {ERLLIE B R B SR EURIR
6.5. BiEAEECE

6.6. $IEER UNICODE &%=

7.0 BRI
7.2. BE XN E

8.1. 417 ik

8.2. SOCKET im A48 &

8.3. HTTPS/SSL

8.4. 5 RED HAT SINGLE SIGN-ON fR%525/2 FH HTTPS/SSL
8.5 fEH HTTP &K

o E RBABE RERUEEH R
9.1 HERIMLE 5y

9.2. £EE A

9.3. KB M E M s EE

9.4, ¥hMERIE

9.5. KB % R4

9.6. IRITERLEBIE

9.7. FE &R /N

B3%

(o]

o N O O

30

32
32
32
34
35
36
37

40
40
41

42
42
43
44
45

51

57
57
57
58
64
66
67
67



Red Hat Single Sign-On 7.6 RSB REHR BN

9.8. 5| 558 68
9.9. tAPEHERR 68
RO s 70
10.1. JXPRFNT HA 70
10.2. S FNHPEFLT 71
103. 2A%F 72
10.4. TEiB1TH Bl 1F 73
%5 11Z RED HAT SINGLE SIGN-ON OPERATOR ...\ttt ittt ittt et et 74
1. FEE R £ %% RED HAT SINGLE SIGN-ON OPERATOR 75
2. FE4E T~ E R E A RED HAT SINGLE SIGN-ON OPERATOR 79
N3 FHBEE HREZE RED HAT SINGLE SIGN-ON 80
4. 0/ REALM B E X R 86
N5 fBE A imEE LR 89
ne QA BE KR 92
N7 EEEINEERE 95
11.8. 8 E4EF RED HAT SINGLE SIGN-ON 99
no. HEKEZESHD 100
0. &Y BRHE 102
N BTFEEBRE RN M S ILI 104
112, FH2 5RRE 104



B%




Red Hat Single Sign-On 7.6 RSB REHR BN

FEFREZESZ

RN FERIANNRIE, SXEF Web BHEREERMBIES. HNMXEDAREFFS : master,
slave. REAMARE, ATRIATF+IRE, XEFFAERMENNDZTREDZES LK. B
KXESZIFE, FEHBINNERERAE Chris Wright 12#tF5E S,


https://www.redhat.com/en/blog/making-open-source-more-inclusive-eradicating-problematic-language

1% {5t

1% e

AIEEE RN TEERB| S Red Hat Single Sign-On fRS5 83 2 RIS RIS R, SNRE R8I 5028
Red Hat Smgle Sign-On, BALEFERTHBIHNIRARNMNNAMEBIEZEZ, N FREEEINERZITH
SLFRERE, MBEEARAEMMIEZITE (standalone 3 domain Bx) BIERSEREE, NIEFRAERE
ﬁ%‘ﬁﬂ% ;?&I}Ef” WEMEM HTTPS, REIXBIESREFUTEEFZIT. XEENATHER
AT EMTIS | SOREFX BN EDN A HE.

BHEEIEMNE, 85 RETEERETF JBoss EAP N AIRS 28, BELISH A& RS JBoss EAP EEE
THREXWITSHHE, BE, MREEREATEELSIFE, LHERSNEERRFM AR,

1.1, B UUE A RO A4 BB ST

Red Hat Single Sign-On &F JBoss EAP M ARSGS 2B EEFUE (AT%F) # Hibernate (AFHA
M) o AiEEOCHEEMEBER I EREREMMAIN, 56Z B IEFA] L JBoss EAP REFUIERX
e, IR ASnhEeE

® Boss EAP FiE#5 %


https://access.redhat.com/documentation/zh-cn/red_hat_jboss_enterprise_application_platform/7.4/html-single/configuration_guide/

Red Hat Single Sign-On 7.6 RSB REHR BN

B2E TEYH

S LR T ZIP X FHRELE S, SfER RPM EZ 4 Red Hat Single Sign-On, AZ itk 7 15T
KA B L5,

1. REFRFM
#2455 Red Hat Single Sign-On BR55 28 5 i B X Lo SE R &4 -

e Java 8 JRE 5 Java 11 JRE

o TRIIAFEH Java RAMIRIERSL, HSH IRHMWERE.

® zip K gzip # tar

o E/4512MRAM

o E/IG WAL ZRH]

o HEMAEREIEZE, W PostgreSQL. MySQL. Oracle %, MR EBIEEEHIZ1T, Red Hat
Single Sign-On EEANHZHIEE., MEEZEL, HSHAERNBRBERER 2. 277

o MREBAKEHIZT, HENSLAITHHRLSELR, éIﬁla%E KAEFSENER TR
B, BEX{REHTRERERN. ﬁﬂﬁa%%{nu, HSIRERNEERRD,

e ffLinux £, EiUFEM /dev/urandom {ENFENLEIRIR, LARS LR JyER4w] A9 M H I Red
Hat Single Sign-On 2, MRIFEMLLEIRFE /dev/random A, FE7E Oracle JDK 8 #ll

OpenJDK 8 LSEHX— R, 1E1E/E SN ¥ java.security.egd R EMHIXE
file:/dev/urandom,

2.2. M ZIP X %% RH-SSO

Red Hat Single Sign-On AR5 258 T % ZIP X8 &1217 Red Hat Single Sign-On AR 55 25 IR A F0 — 1 3T
., MEXLE 7.6 RS, AERE 769 RFHIT,

it =

1. IFIRIIMEE 11, https://access.redhat.com/jbossnetwork/restricted/listSoftware.html?
downloadType=distributions&product=core.service.rhsso

2. PHARHRET 7.6 R55%.

3. FEREUMMEEYERER (40 unzip. tar 5 Expand-Archive) K48 ZIP ST,
4. BREIEZLIEE 1,

5. = Patches %&£+,

6. T#; Red Hat Single Sign-On 7.6.9 IR% 234N T,
9T ER ZIP ST IR R B SRR,

7. i# X Red Hat Single Sign-On R %5 238948 B 5%,

8. [23 JBoss EAP #p 5 {T5R M.,


https://access.redhat.com/articles/2342861
https://access.redhat.com/jbossnetwork/restricted/listSoftware.html?downloadType=distributions&product=core.service.rhsso
https://access.redhat.com/jbossnetwork/restricted/listSoftware.html?downloadType=distributions&product=core.service.rhsso

B 28 RERH

Linux/Unix
I $ ./bin/jboss-cli.sh
Windows
I > .\bin\jboss-cli.bat
9. MAHT,
I $ patch apply <path-to-zip>/rh-sso-7.6.9-patch.zip

Hib TR
BRNEMNTBIFEE, ES0H (NT ZIP/Installer 2%,

2.3. M\ RPM 2% RH-SSO

{8/ Red Hat Enterprise Linux 7 #1 8 I, AiESHEHR —NARE CEENR, XLUAH, (X

ERAAREE,

IRLTT 5 JBoss EAP 7.4 #1 RH-SSO 7.6 176/%E, AR FEEM RPM &% RH-SSO,

1R TSR O EAP RPM BYFHZE, {B{Z IR RH-SSO BB,
2.3.1. 17 1% JBoss EAP 7.4 ¥t (5%

FRFH

1. #AEE A Red Hat Subscription Manager ¥ Red Hat Enterprise Linux RZ0EMEERIMK -, 40
EFEZER, 1HBH Red Hat Subscription Management 344 ,

2. MRIMEZIH T 73— JBoss EAP i, /il F iR %I,

%7 F Red Hat Enterprise Linux 6 : {#f Red Hat Subscription Manager, R T 1]1H JBoss EAP
7.4 17hEE, BIBMEM Red Hat Enterprise Linux ik A, ¥ <RHEL_VERSION> &ty 6 & 7,

subscription-manager repos --enable=jb-eap-7.4-for-rhel-<RHEL_VERSION>-server-rpms --
enable=rhel-<RHEL_VERSION>-server-rpms

%7 F Red Hat Enterprise Linux 8 : {# Red Hat Subscription Manager, R T4 1]1% JBoss EAP
7.4 THEE

subscription-manager repos --enable=jb-eap-7.4-for-rhel-8-x86_64-rpms --enable=rhel-8-for-x86_64-
baseos-rpms --enable=rhel-8-for-x86_64-appstream-rpms

2.3.2. 1T % RH-SSO 7.6 &Ffif/EH %% RH-SSO 7.6


https://access.redhat.com/documentation/zh-cn/red_hat_single_sign-on/7.6/html/upgrading_guide/upgrading#zip-patching
https://access.redhat.com/documentation/zh-cn/red_hat_subscription_management/1/html-single/quick_registration_for_rhel/index

Red Hat Single Sign-On 7.6 [R&S BR R EMACEIEE

FRFH

1. #AEE A Red Hat Subscription Manager $% Red Hat Enterprise Linux RZ0EMEERIMK S, 40
FEZER, 1HBH Red Hat Subscription Management 344 ,

2. WBRIEEITH T JBoss EAP 7.4 FHEE, MFRZER, 1HSMIT1H JBoss EAP 7.4 776,

it =

1. XfF Red Hat Enterprise Linux 6 : {8/ Red Hat Subscription Manager, {ERLA 51T RH-
SSO 7.6 #i#/FE, RIBMEHI Red Hat Enterprise Linux A, $¥ <RHEL_VERSION> & 6 5
7o

I subscription-manager repos --enable=rh-sso-7.6-for-rhel-<RHEL-VERSION>-server-rpms

2. XIF Red Hat Enterprise Linux 8 : {#f Red Hat Subscription Manager, RN TSI H RH-
SSO 7.6 F#fifiE -

I subscription-manager repos --enable=rh-sso-7.6-for-rhel-8-x86_64-rpms

3. %fF Red Hat Enterprise Linux 6, 7 : LT 65 MIEIT B RH-SSO 7.6 7 iifi[FE &4k RH-
SSO76:

I yum groupinstall rh-sso7

4. XIF Red Hat Enterprise Linux 8 : LT ap 5 MIETT [ #Y RH-SSO 7.6 iR % RH-SSO
7.6 :

I dnf groupinstall rh-sso7

RHRED TR, RPM ZEMBIN RH-SSO_HOME B&1ZE 1 /opt/rh/rh-sso7/root/usr/share/keycloak.

HAh BR
A %N Red Hat Single Sign-On &% 7.6.9 ff TS, ESE RPM T,

24. BEHX¥
UTFRIRSEHD AP —EEEFR

bin/

BB a5 RS HFINIRS BT HA — LB IR FR ST,
domain/

T a8 &1 HiEX Ti217 Red Hat Single Sign-On BB E XA T/E B %,
modules/

XLEER R AR S5 2R FARVAR A Java &,
standalone/

IXTE LT #3217 Red Hat Single Sign-On Bf & S B0 & X4 TVE B &,
standalone/deployments/

MREERIEERE RS R, BHUELRCRET R, AXLHINESER, E5H RS54
TR NG,


https://access.redhat.com/documentation/zh-cn/red_hat_subscription_management/1/html-single/quick_registration_for_rhel/index
https://access.redhat.com/documentation/zh-cn/red_hat_single_sign-on/7.6/html/upgrading_guide/upgrading#rpm-patching
https://access.redhat.com/documentation/zh-cn/red_hat_single_sign-on/7.6/html-single/server_developer_guide/

themes/

ZBREERT ERRSS ERNEM U FSIFRE htmll KR, Java XHMHHK, EXE, &
ALMERINA THHBTER. BXREFAINESER, 1§56 RS585=TFLAGER,


https://access.redhat.com/documentation/zh-cn/red_hat_single_sign-on/7.6/html-single/server_developer_guide/

Red Hat Single Sign-On 7.6 [RS8 R &N EIRR

3 E FRBRFERRN
EEIMEFREE Red Hat Single Sign-On Z B, BEEREEFRAMZREER.
o (TFIEEEFHiZ1T Red Hat Single Sign-On ?
o MEEHEETNEEIRSREME ?
RN ERNRPNEEREE. EEXZFREENMSI SRS,

TN

IR REFMETF JBoss EAP N AR BB L. RIEERUNARERL THMENELRTIA, MRE
FEAXLEEMEMRER, &IF=ZE JBoss EAP FLETH .

3.1 RIS

MIBEERXNNEEZEZIT - PMERE—NMIEERERRSHFZLANEER. eNERATERENE,
BREBI2HAN B NAMNEF, FENEEFIMNERFERARIIER, RNVEREEERKE, R
AR R RS 2N, AP RTEESR. XMMERN{EA Red Hat Single Sign-On BYThEE #1711 F0
play EEEH.

301 LU ERE| S

EHRNER TZITRS SR, BEEE—NMEENHIAES SRS, BERIUATEMNRIERT, XLLH
AL FRRSS 20 4 H bin/ B X,

W5 FHE

v RH-550
v bin
standalone.bat
standalone.conf.bat
standalone.conf.psl
standalone.ps?
& standalone.conf
docs
domain
modules
standalone
themes
welcome-content
€ License.html
= |jboss-modules.jar
JBossEULA.txt
LICENSE.txt
version.txt

yF ¥y¥ry¥¥y¥yyoy:

10
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55 3= [HHEFEERX
5| 3RS 2R ¢
Linux/Unix
I $ .../bin/standalone.sh

Windows

I > ...\bin\standalone.bat

Digk

==
=

EFF Java SE 17 LURIIE R 24T Red Hat Single Sign-On, NAZRES B H4TIREHHY
fI&X enable-elytron-se17.cli,

Linux/Unix

I $ ./bin/jboss-cli.sh --file=docs/examples/enable-elytron-se17.cli

Windows

I > .\bin\jboss-cli.bat --file=docs\examples\enable-elytron-se17.cli

3.1.2. MITECIE

AR KRED N T A0 ELE Red Hat Single Sign-On BE R H A, XLEHEIERFE T Red Hat
Single Sign-On @ —MTEMN ARFERSSH/WEE X HHERE. TENBEERSD, Z3XHHE ..
/standalone/configuration/standalone.xml B, 3L A TFEERFE T Red Hat Single Sign-On 41
1 BIFEERZR I T RE,

MITECE

1
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¥ [ RH-550
bin

| docs

| domain

| modules

standalone
—

4 ¥y ¥y v ¥

| configuration
m application-roles.properties
m application-users.properties
m logging.properties
m mgmt-groups.properties
m mgmt-users.properties
m standalone-ha.xml

® standalone.xml

3 | deployments

lib
| tmp
2 themes
| welcome-content
€ License.html
= |boss-modules.jar
JBossEULA txt
LICENSE.txt
version.txt

Digk

==
=

IRIERRSS 2RI I ST R BRI ASEN, EETHRSHRES
w51 Tﬁﬁﬂzka JBoss EAP Web 1#2%l&, MMEFLER, HS

EHﬂr«q

o NAE
5% JBoss EAP ﬁﬁ/ﬁ 5

B 4

3.2. EAMIIEEFERN

LIREBEAELEEEHIZ1T Red Hat Single Sign-On [, SNAMIIEEHEEER, XNMERXBEXREEZZTR
%2R PIHEE T2 £ E A Red Hat Single Sign-On 2 X MEIAR, ZEARVEETRIEEES, EHTRE
KRTBIEEED, BT

TEEER, EATUMEREANSE LNENDLRE, M FREKRRN, XM
XARRRLEREN, BEZHE,

321 MIUKHEE

WEITIRERRE —MIALRENN ARSSHEEX Y, UEAKHTIZIT. EEEERTMS. BEE.
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8 3 E HARFEN

RAFMAZ IS EEMEMRE, WXHALT ... /standalone/configuration/standalone-ha.xml i,
BB T —LE R, EARBERZHEEEENERT, BXEEEREFIZIT Red Hat Single
Sign-On, TR EEEHAIEEEEMMREM M HI9MER, A8 WER MERET 218 FEEMRX

ERE, 777

T HARCE

¥ [ RH-S50
B bin
| docs
| domain
| modules
| standalone

41 ¥y ¥ v ¥

¥ |9 configuration
m application-roles.properties
m application-users.properties
m logging.properties
m mgmt-groups.properties
m mgmt-users.properties
m standalone.xmil
| deployments
| lib
| trmp
themes

k4

| welcome-content
License.html
= |boss-modules.jar
JBossEULAtxt
LICENSE.txt
version.txt

o

w5
IRIERRSS BT L XX TR B2 EN, EETHRSHES. NE
L)

1THIAS, JBoss EAP Web 12%&, MNEEFZER, 1ES W JBoss EAP &S

&

3.2.2. LURIT EEFEN &

R EAERNEISMAS ) Red Hat Single Sign-On, FUMREFEANRNA—FE, KHIETF, Zdd s
BIPRICLAYE A HA BRE XX,

13
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SRVES LSS 7N
¥ [ RH-S50
B bin
standalone.bat
standalone.conf.bat
standalone.conf.psl
standalone.ps?
& standalone.conf
B docs
| domain
| modules
| standalone
| thernes
| welcome-content
€ License.html
= |jboss-modules.jar
JBossEULA txt
LICENSE.txt
version.txt

L

yF ¥y¥ry¥¥y¥yyoy:

5| 5AR% %S ¢

Linux/Unix
I $ .../bin/standalone.sh --server-config=standalone-ha.xml
Windows

I > ...\bin\standalone.bat --server-config=standalone-ha.xml

14



8 3 E HARFEN

Digk

==
[=]

E(F A Java SE 17 FTEMIIEEHE R TIZ1T Red Hat Single Sign-On, NASHEEEHIT
4B A enable-elytron-se17.cli,

Linux/Unix

$ ./bin/jboss-cli.sh --file=docs/examples/enable-elytron-se17.cli -
Dconfig=standalone-ha.xml

Windows

> .\bin\jboss-cli.bat --file=docs\examples\enable-elytron-se17.cli "-
Dconfig=standalone-ha.xml"

3.3. ERABSREHRLN
R BB & RS BB,

LB R 2T R RIRRAUSRNIBEER N NMERNRE, BREFRATRERRL, EEHE
AEENENTRLEMTE, SRXEBIRERTEEN L FRENKOAERBRIDME, EER
AREFEER, BEEREREBKE. ZIMEERNE TLIEHEREFH JBoss EAP M ARS &=,

AR RENAIRERNNERTIN, NIZIE JBoss EAP FiE#EF PG MMEREFILES
MRS E 2 S

UTRAESRNA T —LEERHR

I AR

HEFSRE— I NSEE BEENAAERPENTANEARENT R, IMIREREPHTR
IRIERENFRR,

EHIEHIE

FNEH SN TEERETEN LIRS H LS., BEFECRE ST —IRE MRS L, 5iE
HSELATSEAITEN LN ENEHSTEREERR., NEDVEESTHAREE, HiEfIgEts
HEMZTIT B LB ENEH LS.

HEESR

HEREXHE—HIEENEE, HRFSFAXSIS. HIEHISRTUE LA RRSSHERNS N EE
B,

IR352540
R55aERRSB/HES, EIMENEALUSEREXH2REIRSHH, FRZATHENRSH
FRERZEEEX M F I ERE,

AEEERP, XV R EESEEG S, SENRET BTGRP, BETR, ARENEMTENL
[EEhENZEFIZR. SPENEHERBLESEETZITEN LRSS DNIE R REFRFZHZE, &
FHIRFEISRE SN, EREEREEM Red Hat Single Sign-On ARS528556, FRMKES B FHX M, X

15
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LEAR 5 2R L M IS SR R EX HL G B .

-
E—LILER, 90 Microsoft Azure, EHBERXFEH, 155%E JBoss EAP X#4,

331 HECE

AIEEPMENETIHE S EREBELIEE,. HTTP M EE, SEMEMEMIEEMAS.,. 2R
standalone R {# A standalone.xm! XHXEEXLERNE, MBEXFER ..

/domain/configuration/domain.xml BEE S, iX2E L8 H R EKARSS 2RAVISE B XA MRS 34H8Y
I,

domain.xml

¥ [ RH-550
bin
> B docs
v | domain
A 4 | configuration
m application-roles.properties
m application-users.properties
m default-server-logging.properties
m logging.properties
m mgmt-groups.properties
m mgmt-users.properties
. Bdomalnxml |
m host-master.xml
m host-slave.xml
m host.xml
2 | data
| tmp
= [ modules

Digk

==
=

SR IEIR I 2392 1T HA (B 18T L ST FR BV R BB A S AR, EEHRS2ZE
=, NMNERGSITHAS JBoss EAP Web %4, MEEZER, ESH JBoss
EAP BJiE#E .,

BATRBEB XA domainxml SX{I—LE5HE, auth-server-standalone # auth-server-clustered &i&

£ XML RZEREMITAERERRNME, BALUELLEENS, WMEHERE. SEMBIEZEE
*%Q

16
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8 3 E HARFEN

auth-server ECiB4

<profiles>
<profile name="auth-server-standalone">

</profile>
<profile name="auth-server-clustered">

</profile>
auth-server-standalone EZES%& 2 — N IELEFZIE, auth-server-clustered ERiER B EEFHINE,
MFRF—FETIRE), EREEE LT & socket-binding-groups.

socket-binding-groups

<socket-binding-groups>
<socket-binding-group name="standard-sockets" default-interface="public">

</socket-binding-group>
<socket-binding-group name="ha-sockets" default-interface="public">

</socket-binding-group>

<!I-- load-balancer-sockets should be removed in production systems and replaced with a better
software or hardware based one -->

<socket-binding-group name="load-balancer-sockets" default-interface="public">

</socket-binding-group>
</socket-binding-groups>

LB E E LN LIIE A R FKARSS & L HIT RS MEERNRIRORSN. 28 ${...} HEAESRZE—
M, @ -D FFX (Bn) ESSITHERZE.

I $ domain.sh -Djboss.http.port=80

LTI R B SRMAR S A E WAL T IRSSERH XML b, ©isEFEANEEESYE (BN) , UREEMN
ZHIER S F LB, LUKk Java BUNBI—LEKINE 558, ©i14% socket-binding-group 41 & EIfR 55
23,

IR55434H

<server-groups>
<!I-- load-balancer-group should be removed in production systems and replaced with a better
software or hardware based one -->
<server-group name="load-balancer-group" profile="load-balancer">
<jvm name="default">
<heap size="64m" max-size="512m"/>
</jivm>
<socket-binding-group ref="load-balancer-sockets"/>
</server-group>
<server-group name="auth-server-group" profile="auth-server-clustered">
<jvm name="default">
<heap size="64m" max-size="512m"/>
</jivm>

17
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<socket-binding-group ref="ha-sockets"/>
</server-group>
</server-groups>

3.3.2. EHLEFISREKE

Red Hat Single Sign-On 7 i DN EHIRFIZIECE X, ©1MITF .../domain/configuration/ B X H :
host-master.xml #1 host-slave.xml, host-master.xml! Bo& 73| 51528, M TEEM—PNAIEHE S
BRIRSS 2R EH, host-slave.xm! ERE NS5 H 28 X 1EF B 5 — NG 5 m B R AR 55 85 55451,

MEBERTRYUHENRS. EFE, UWEETUEFLNSHERNHIK SRR, &
RARTEINME, BUNREATANEGNET N EES, WALUEFESR

Bo

FHRERGERE

v RH-550

2 bin

2 | docs

v | domain

¥ | configuration

m application-roles.properties
m application-users.properties
m default-server-logging.properties
m logging.properties
m mgmt-groups.properties
@ mgmt-users.properties
m domain.xml

® host-master.xml

B host-slave.xml

m host.xml
(3 | data
2 | trmp
2 modules

B G I ERIR S 21516, EREE host-master.xml FH3EBIE#5F4 "load-balancer” B,

<servers>
<!-- remove or comment out next line -->
<server name="load-balancer" group="loadbalancer-group"/>

</s-é-rvers>
BRI SR 7 —DNFAETF SR IER S 28 EFIKAER, ©E%A port-offset i%i&., domain.xml/ socket-

binding-group =X server group FE X BIFEAR] 4% O &S 730 port-offset (B, EATRHIHIKES,
AT L3RR, LME T #3918 85 AR 55 288 41 FF AR O 5 /5 sh B0 B 4n 40 1E AR 55 28 SE I & B 22,
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<servers>

<server name="server-one" group="auth-server-group" auto-start="true">
<socket-bindings port-offset="150"/>
</server>
</servers>

3.3.3. RS F|/EFITIEE X

FEHXH R E LENINE B R B RARSS 22 5LBIRTE ... /domain/servers/{SERVER NAME} FGIE—/T
EBR. AILREBELHNANEE, UKRIRS IS LHAFENEMMIGE, BESEIESCYE, BalLlogixX s
B, BMRSESRETNEHSEMEM JBoss EAP JABIARSS 28 KM,

T{EER

v RH-550
bin
2 docs
¥ domain
3 configuration
2 data
| v Mmservers |
2 load-balancer
> | server-one
» server-two
> | tmp
modules
standalone
themes
welcome-content
€ License.html
= jboss-modules.jar
JBossEULA.txt
LICENSE.txt
version.txt

ryFy¥ryYrowT

3.3.4. LIERERAB| T

DSR2 1TIRSS R, BEEZT HEMBIARS| SRS %R, EFDURTENRIERS, XEHAMT
RSS20 & W bin/ B,

e A=) PN
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¥ [ RH-550
¥ B bin
domain.bat
doemain.conf.bat
domain.conf.ps1
domain.ps
& domain.conf
. Bdomansh |
B docs
| domain
9 modules
| standalone
¥ themes
| welcome-content
€ License.html
= |jboss-modules.jar
JBossEULA.txt
LICENSE.txt
version.txt

yF ¥ry¥¥Yy¥yeyr

5| 5AR% %S ¢

Linux/Unix

I $ .../bin/domain.sh --host-config=host-master.xmi
Windows

I > ...\bin\domain.bat --host-config=host-master.xml

BT EEAR, MNEELHEET -host-config Z#1% A8 =M HI B & XX 14,
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Digk

==
[=]

Z(# M Java SE 17 fE1E#5E X Fi21T Red Hat Single Sign-On, NAERECEHITIHEIRI

A enable-keycloak-se17-domain.cli,
Linux/Unix

I $ ./bin/jboss-cli.sh --file=docs/examples/enable-keycloak-se17-domain.cli

Windows

I > .\bin\jboss-cli.bat --file=docs\examples\enable-keycloak-se17-domain.cli

3.3.5. (ARG TI
B A AE FRI domain.xml BRBIIIKENBRER. X DROIBRE—BNBRRIZITHEIS

o —NIEEHIAR
o HTTP fi#itoMss
o PN R RE KRS AL

Y=

1. 1217 domain.sh FIEFIR, LUSZIF N IRIIE EHIEHIER.
B—NBEShEEGIZR. HTTP MESESHRN— M IIE A RE R B D IIEIR S 2L AR E T
Hes. BTPEMBEENZFILS, (USEhEMDEIEIRSS 2EH,

2. REMBENIEH S, UEHRShEEEHIRBE, JUTUTESEK
INRABGXLES TR, NMBENTEMSEZRFIZFIREPERE.

a. WITAEB—IRS 28 admin B M —NMEERS|/IME 2 BIHLZM secret KIXBELDIE
%,
JZ{T .../bin/add-user.sh A,

b. LA R ERINA A RBE, %5 Management User,
IXMEFRER— secret, HIKEILNFHHENLEE ... /domain/configuration/host-slave.xml X

.

#1hn App Server Admin

$ add-user.sh

What type of user do you wish to add?

a) Management User (mgmt-users.properties)

b) Application User (application-users.properties)

(@):a

Enter the details of the new user to add.

Using realm 'ManagementRealm' as discovered from the existing property files.
Username : admin
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22

Password recommendations are listed below. To modify these restrictions edit the add-
user.properties configuration file.

- The password should not be one of the following restricted values {root, admin,
administrator}

- The password should contain at least 8 characters, 1 alphabetic character(s), 1
digit(s), 1 non-alphanumeric symbol(s)

- The password should be different from the username

Password :

Re-enter Password :

What groups do you want this user to belong to? (Please enter a comma separated list,
or leave blank for none)[ ]:

About to add user 'admin' for realm 'ManagementRealm'

Is this correct yes/no? yes

Added user 'admin’ to file '/.../standalone/configuration/mgmt-users.properties’

Added user 'admin’ to file '/.../domain/configuration/mgmt-users.properties’

Added user 'admin’ with groups to file '/.../standalone/configuration/mgmt-
groups.properties'

Added user 'admin’ with groups to file '/.../domain/configuration/mgmt-groups.properties’
Is this new user going to be used for one AS process to connect to another AS process?
e.g. for a slave host controller connecting to the master or for a Remoting connection for
server to server EJB calls.

yes/no? yes

To represent the user add the following to the server-identities definition <secret
value="bWdtdDEyMyE="/>

add-user.sh BIATR XA A RINBIZLIE R S EFKRS 3R, MERNEERZ

JBoss (MM AFEEH, XMHAFERNMERNTIELNAFEREN, 1§
EREERSRERNE].

3. ¥ secret (AN FHH4NEZR .../domain/configuration/host-slave.xml X/, TR

<management>
<security-realms>
<security-realm name="ManagementRealm">
<server-identities>
<secret value="bWdtdDEyMyE="/>
</server-identities>

4. £ .../domain/configuration/host-slave.xm! X F NI R BB 4 -

I <remote security-realm="ManagementRealm" username="admin">

5. BT FRIAIR, HUE—TIFLYEEPEL TN T R FE R

5/& master
I $ domain.sh --host-config=host-master.xml

JEEIME

I $ domain.sh --host-config=host-slave.xml
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6. FHIHNEES, ¥ http;//localhost:8080/auth LUit/H,

3.4. EFE R E IR

1£ Red Hat Single Sign-On 7.2 FA{E 415K Pl ZHEES | A BIEE 14 5 B #l T~ fE X1 F 1] Red Hat SSO 7.x &
TR A ST FFBITIBELE R, EIFRFTHIRH-SSO 7.6 L1THRA, ZIIETHZEME F IERIEH L
FHULTIRE, FNETHZIF. 75, X T IIEERIE I BIN T Bl

JFiof 1 BB R B R AR AR TS, HTEFRFHT Red Hat build of Keycloak (RHBK) HZ /&, X&Z5/I A8/~
o8, M2 Red Hat SSO 8, #H/ERIGHREIFHHIER.

23


http://localhost:8080/auth

Red Hat Single Sign-On 7.6 RSB REHR BN

F45 EEFRAME

B LU T 9758 % 1ThR 9 standalone.xml, standalone-ha.xml 2 domain.xml X #3527 Red Hat
Single Sign-On BIERFICIE, X1 1AL B AR FHEHY 1R 1EE =,

R T LU L ETENBTIZE, (R TTIFE R keycloak-server FRILHIECE, it & BT
BIEX1#, Keycloak -server F R4 B IEZBTH/E.

keycloak-server FR4iEHE S FBIEX ERE, W TAT :

<subsystem xmlins="urn:jboss:domain:keycloak-server:1.2">
<web-context>auth</web-context>

</subsystem>

IBER, X TFREFENEIE LIRS 25 E G TSEA,

4.1, BZi& SPI 25/

EAZIR B L FXF I FMNE R ERIR BT, (62, THATENSPl #HREFKENEXRE
ﬁo

Red Hat Single Sign-On & —1\&EEAERTFRL:, LI TIRABIREME, i 50 MRS EHARFHZD
(SPI), RTLIZSHE AT SPI BISEH, SPI BISEHEFR ) FERFE/F.

SPI B EIAT B T KA & AT vERY, (855869 SPI B BEAI TR

<spi name="myspi">
<default-provider>myprovider</default-provider>
<properties>
<property name="spi-foo" value="spi-bar'/>
</properties>
<provider name="myprovider" enabled="true">
<properties>
<property name="foo" value="bar"/>
</properties>
</provider>
<provider name="mysecondprovider" enabled="'
<properties>
<property name="foo" value="foo"/>
</properties>
</provider>
</spi>

true">

TEXE, /77 SPI myspi & X T HNEHRE. default-provider 3/ myprovider, B2, R%Z
SPI RBE AT B KB, FLESPl £1FZ PMERESF, FLITAT. FIL, default-provider a7
LUFEB) SPI £,

SPI B T LUHRKIEE SPI HEEERE 4, #/40, FF. client 7] role SPI 7217417
storageProviderTimeout /& L Z 7 7 H (T ED B 7 hE R BT, 20 FATT :

<spi name="user">
<properties>
<property name="storageProviderTimeout" value="10000"7>

24



</properties>
</spi>

TIEEE, FTMENVEEEX THEH—HIER Y. L2 NMeREFI9ELREE Y foo BB, R
& — T FH—H BT

ENE L BIEREFFKERE, BE, BF—1HI5N. Z/E eventsStore SPI #] jpa 21/ :

<spi name="eventsStore">
<provider name="jpa" enabled="true">

<properties>
<property name="exclude-events" value="[&quot;EVENT1&quot,,
&quot; EVENT2&quot;]"/>
</properties>
</provider>
</spi>

ENIEEZEU TG IEEFLAER, X EEEIZEIFE /B2 F R RRF, TEAAIR, RAIFEEIE
HEEFE—1NIZ%, BHPEE Y EVENTI #] EVENT2, BHEIZDRNESEH, HEREHESESESD
KT, TEHE, BFEERE" 1 X558 SN XTE.

BXEE N EREFHIBERIFE, 17818 R a5 F XA A5 H.

4.2. /551 JBOSS EAP CLI

PR T Fr)dBEEZ M, ol AT LI jboss-cli TRX o 5HRERAE, CLI A 1FEEARETFEAE
RF . EEHAR], EF7BHE.

E/55) JBoss EAP CLI, B#FE51T jboss-cli,

Linux/Unix

I $ .../bin/jboss-cli.sh

Windows

I > ...\bin\jboss-cli.bat

IXFFR A FBIEET -

b/

I [disconnected /]

WIREIRIELITHINR S 85 LT 7, NIESEAT R a0,
connect

[disconnected /] connect
connect
[standalone@localhost:9990 /]
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e llZEED, "BREWAMEAEEREZE 1", WRIESSITHITRS 2550525 1H APl 85
1517 jboss-cli, #HHEBINK 7 BiE LI IR, T i F E B & B LRI B A, WREXT I
WIBTPE, 15284 JBoss EAP FHiE#S R WU T HEE Zi1#415E 8,

4.3. CLI R A 2=t

WIRIEL E TSRS 25 1E/ERIHL 85 £, HE#BIHERSESRBEN L H RS, el LTRSS &R
CLI B, HEEZZIFIZABNE KB HFEDL FHTENR, VUL, 15561417 embed-server i 5 LU R IEEFN
BIFLIE X1,

embed-server

[disconnected /] embed-server --server-config=standalone.xml|
[standalone@embedded /]

4.4. {#/H CLIGUI =

CLI th T LU 7E GUI B Fiaf7, GUI EBZU/55)Swing W%, Bl G 2B & H 4 IETES1T
B RS 25T R ETEER, LEEEZEE CLI p5H# T AT LT, GUI B4F7EH, GUI
T BT UM K B FEAR 55 25 1 FRAR 55 85 H 7o

TFE
1. LU GUI #=/F5) CLI
I $ .../bin/jboss-cli.sh --gui
3T EFERERRRARSES, thI% --connect (£, 1FIEIE & --help £,
2. BTRs), LHE T = FRZi=keycloak-server.,

3. HHET T, Bt Explore subsystem=keycloak-server,
FrEp 207 (X2 7 keycloak-server FB4%,

Keycloak-server &%
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BA4EERTRIEE

L JON ) CLI GUI
Deployments Tabs Scripts Look & Feel Help |
Submit
cmd= |,fsubsystem-—keycloak—sewer;‘ |
Verbose

" Command Builder 30 Logs  Qutput

Right-click a node to choose an operation. Close/Open a folder to refresh. Howver for help.

BT subsystem=remcting

> subsystem=jmx

b subsystem=security

B subsystem=infinispan

L e
> subsystem=request-control

P subsystem=undertow list-add

B 0 subsystem=bean-validaticn list-clear

» [ subsystem=security-managt  |ist-get

b 0 subsystem=datasources list-remove

k1 subsystem=logging map-clear

B 0 subsystem=naming map-get

P [ subsystem=jsf map-put

b 0 subsystem=jdr map-remove

- migrate-json

# [0 subsystem=deployment-sca  query

» [ subsystem=ejb3 read-attribute

» 1 subsystem=ic read-attribute-group

» 1 subsystem=mail read-attribute-group-names
[» 9 system-property=" _ read-children-names

read-children-resources
read-children-types
read-operation-descrintion

Filter:

4.5, CLI BiZx

CLI BB ZBIHAXIIEE, BIARE—TXEXM, BAHECLI 5. 155 EXALIFIEREFZA
I,

turn-off-caching.cli

/subsystem=keycloak-server/theme=defaults/.write-attribute(name=cache Themes,value=false)
/subsystem=keycloak-server/theme=defaults/:write-attribute(name=cache Templates, value=false)

BHTHIA, ERTLUERE CLI GUI 189 Scripts 3K H, BE M ITHITHIA, TR :

I $ .../bin/jboss-cli.sh --file=turn-off-caching.cli

4.6.CLI 53

KT E—LHEMLS, URNTEHCLI b SHITEN, F2EE, HEABTAIRH, ZFHITEGEIFEE
T TN 1ZE 2 keycloak-server FRIZHIBLE,

XFBL, XHREGE :
** = /subsystem=keycloak-server
X FEER, XEHEEM :

** = /profile=auth-server-clustered/subsystem=keycloak-server

27



Red Hat Single Sign-On 7.6 RSB REHR BN

4.6.1. EHXARF#5HIweb £ X

I /subsystem=keycloak-server/:write-attribute(name=web-context, value=myContext)

4.6.2. XiBL/FE N E theme

I **/theme=defaults/.write-attribute(name=default,value=my Theme)

4.6.3. FI0%THT SPI FIE

**/spi=mySPI/:add
**/spi=mySPl/provider=myProvider/:add(enabled=true)

4.6.4. ZH N E

I **/spi=mySPl/provider=myProvider/:write-attribute(name=enabled, value=false)

4.6.5. EMSPI BIEC I S 7T

I **/spi=mySPI/:write-attribute(name=default-provider,value=myProvider)

4.6.6. 77 SPI st B HNE M E

I **/spi=mySPIl/:map-put(name=properties, key=storageProviderTimeout, value=10000)

4.6.7. M SPI FfjlE#H 1B 1E

I **/spi=mySPIl/:map-remove(name=properties, key=storageProviderTimeout)

4.6.8. fdi& dblock SPI

**/spi=dblock/:add(default-provider=jpa)
**/spi=dblock/provider=jpa/:add(properties={lockWaitTimeout => "900"},enabled=true)

4.6.9. VISR E L ETEIEE

I **/spi=dblock/provider=jpa/:map-put(name=properties,key=lock Wait Timeout,value=3)

4.6.10. MEL/ BB IER AN E T

I **/spi=dblock/provider=jpa/:map-remove(name=properties,key=lockRecheckTime)

4.6.11. 7EEE Ty ListH9 & BB M _F ik iEE
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**/spi=eventsStore/provider=jpa/:map-put(name=properties,key=exclude-events,value=
[EVENT1,EVENT2])
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25 Z PROFILES

Red Hat Single Sign-On #% B/ A= EIDIEE, RAPBIEZTHZIFHIDIEE. UH, 1H—LEINEEH
ThEE, 18R LUIRMXLEL)RE,

5] = i HIZZ FE R 2 BE
b2
account2 RO B R A = X
account_api &R REST API = X
admin_fine_grained_aut ¥R FHIEIRIR S iy
hz
ciba OpenlD Connect Client = X
Initiated Backchannel &
R 95E(CIBA)
client_policies NN P i B & SR = X
client_secret_rotation MWNBEFmEARE m & iy
secret #04%
par OAuth 2.0 #ZEEBIUER =2 xHr
(PAR)
declarative_user_profile  {FRFBAAXNKEER" & i
BoESE
docker Docker Registry 1% S X
L (imimimation) EE A REWEI A = XH
openshift_integration T EBIhEELUS A S iy
OpenShift &£
recovery_codes BFEMEIFHRRERE =& iy
A {8/ JavaScript 8B H S v
E IS UE 2R
step_up_authentication SRR 2 e
token_exchange DRSS S iy
upload_scripts ERA S 2F%H
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SR
web_authn W3C Web B34 1UE = T
(WebAuthn)
update_email BT FHME TR S iy

JE AT BHR LTI EEL I 5T HR 55 4 -
I bin/standalone.sh|bat -Dkeycloak.profile=preview

T 5T LU Y X 14 standalone/configuration/profile.properties (2t domain/servers/server-
one/configuration/profile.properties for server-one in domain-one) FRXKXAITIKE, TEXHEFTIN
LUTFAZE :

I profile=preview
JE B E D BELA T LU T A 2 /AR 4% -
I bin/standalone.sh|bat -Dkeycloak.profile.feature.<feature name>=enabled

A4, J5HH Docker {&/H -Dkeycloak.profile.feature.docker=enabled,

T BT LU G T B 7E profile.properties X 14K X IRIE :

I feature.docker=enabled

BRI EDREE RS 8, EHUTRS :

I bin/standalone.sh|bat -Dkeycloak.profile.feature.<feature name>=disabled

#1340, EZZH Impersonation use -Dkeycloak.profile.feature.impersonation=disabled,

T BT LU L T B 7E profile.properties X 14K X IR IE :

I feature.impersonation=disabled
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56 B KIEXREEE

Red Hat Single Sign-On BEH B 5 BHIRA S EF Java BIX R/, #H2, X4 Red Hat Single
Sign-On JFARIFR BHEH (XN ZIEHIRIN B /E, LU AT LIBKINZ 1T B 1755 1R 55 45

H2 HHEEX A F BB, ETERXIFHIHIEE, BILRE /B ETBATTII, B Tw I
FFRE 1Ty BT R BIN B . TEmHKIETEH, H2 ML A E TIT, TN IEEFEAESE,
AERH B2 5 R A fF Red Hat Single Sign-On #1522 & B A2 /%,

Red Hat Single Sign-On & 1NZ XK R RIFR K RHHE, E/EZBAE IDBC, JDBC 22— Java
API, HFEZEEIRDBMS, ERIHHE/F R FRett T a0 JDBC I s)FefF, KEibwb T HHTIELLIE
B 2 B RLUE X L IFTE TR BRI 5 EE 2 —

FFR MBI BR A Hibernate JPA, X2 — TSR RAEGT API BIXT SR, AIIF Java X1 SRARGTEHKRH

#, Red Hat Single Sign-On BIA % A8 E T w4 # % Hibernate BIECE 7 E, 1BE 1T 1E TEH IR G
ST A 5T %R

ﬁ E‘,;é‘k
a JBoss EAP BDBFER B9 ##5 R EE 17T BN 1#/E 10t M5 A .

6.1. HIE/FEIKER B
LUFEEZENITHIZ TR, LIFER 2G4 R &R A EHI RDBMS,
. MEERIHIEEHEFH T #; JDBC 5 F

N

. AFIE)FESF JAR FTEENELR A, FHIFUR I L REIRS 45

w

. R &I EAE S F B JDBC W 5)iE/F

i

. EREERIE, LURAHEFE IDBC IK5)iE/F

ul

. EREIERIE, LUEXEIEFEESH
KESFEATB T BIHEFE PostgresSQL., B M#HE/F BB HHEHI Z R4 4R,

6.2. 174 JDBC #z172/%

HNIETEIRDBMS Z##H T#; JDBC IN5/F2/% JAR, TEMEX NN sIFE/FRT, B FRITE R HIFRZL
RFRS5 250, BHEN THEFEIIEH 5 & RBEEEFRLIAR, XL JAR MR FE MR AT,

AE
. BIE—PNERLEF], #F Red Hat Single Sign-On £ 4'#9..,/modules/ B R HRIZEHIELE X,
RIEZEF IDBC W 5)Fe/FHI Java B EFFIEE RL51589E 7. X F PostgreSQL, C/EH
5% org/postgresql/main,
2. fFHIEFEIENEERE JAR BHIFME R, HIER A O — 1N ZEHI module.xml X 14,

BHRER
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B 6 E REXRBEE

¥ [ RH-S50
2 bin
3 | docs
2 | domain
v | modules
¥ | system
¥ [0 layers
2 base
¥ keycloak
3 aopalliance
com
| org
2 | antlr
3 apache
2 | codehouse
2 drools
3 | eclipse
2 freemarker
2 | jboss
3 keycloak
2 | kie
3 liquibase
2 | mvel
¥ postgresql
v | main

= postgresql-9.4.1212.jar
a module.xml
sonatype
| twitterd)

3. #THF modulexml XHEHBIELI T XML :
XML

<?xml version="1.0" encoding="UTF-8"?>
<module xmins="urn:jboss:module:1.3" name="org.postgresql">

<resources>
<resource-root path="postgresql-VERSION.jar"/>
</resources>

<dependencies>
<module name="javax.api'/>
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<module name="javax.transaction.api"/>
</dependencies>
</module>

o B EFN GELEIEREHIPLE, B, “H%/postgresql 257 org.postgresql,
® resource-root path [E1% /1 %18 E W 5)FE/FHI JAR X1H5.

o HRATE(F JDBC WE)FE/F JAR BB BT BRI,

6.3. ABFH 17 JDBC I r1Fe/E
¥ UDBC FEBEI RIS ZERLIE X, (# RS 255-F07 1% 7 5T,

TR
HB#TE 7 IDBC W5iFerz,

A
1. RIBEHIEEBER A i HER A — XK BT JDBC I 5)FE/F -
e X/F standalone &=, %i#%../standalone/configuration/standalone.xml,

o I FHEEER, 15474 .../standalone/configuration/standalone-ha.xml,

o I FHEEER, 44 .../domain/configuration/domain.xml,
IR, BIRGHEIETEEFAIESE : auth-server-standalone 2 auth-server-
clustered

2. B, 7f datasources FR45 23 X AIEEE XML 1,
TERIZREE N H2 JDBC IXs)FEE B T TIE X BI 5hFe)F, X T 2 B T H BB 1 AY
JDBC Iz Z 9T B,

JDBC i zhiefF

<subsystem xmins="urn:jboss:domain:datasources:6.0">
<datasources>

<drivers>
<driver name="h2" module="com.h2database.h2">
<xa-datasource-class>org.h2.jdbcx.JdbcDataSource</xa-datasource-class>
</driver>
</drivers>
</datasources>
</subsystem>

3. 1 W XML Lers, FBFEIA B9 JDBC 4 5)78/%.
o N XN EI R A E 7,
o 5 module El%, E#5EIENINEIFEF JAR Z BILIEEH] Bt H A,

o EENZIFE/FHI Java 2K,
FEE & F—MERERFIEE X IR T BB PostgreSQL Xz FEFHIT .,
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A BHERR JDBC I 51EeF

<subsystem xmlins="urn:jboss:domain:datasources:6.0">
<datasources>

<drivers>
<driver name="postgresql" module="org.postgresql">
<xa-datasource-class>org.postgresql.xa.PGXADataSource</xa-datasource-
class>
</driver>
<driver name="h2" module="com.h2database.h2">
<xa-datasource-class>org.h2.jdbcx.JdbcDataSource</xa-datasource-class>
</driver>
</drivers>
</datasources>
</subsystem>

6.4. 1EM2IIEH R ERIEIETT

HAEL Red Hat Single Sign-On fEXFF R EE B HIFT N BB B AR/ FE BN B BAERE B, Bl LUTEEEM
JDBC 5172 F I — Bl EX R XML B TTULIRIF, L T2 iR B 2R A F B9 B9 7B -

A BHRR JDBC I 51E2F

<subsystem xmins="urn:jboss:domain:datasources:6.0">
<datasources>

<datasource jndi-name="java:jboss/datasources/KeycloakDS" pool-name="KeycloakDS"
enabled="true" use-java-context="true">
<connection-url>jdbc:postgresql.//localhost/keycloak</connection-url>
<driver>postgresql</driver>
<pool>
<max-pool-size>20</max-pool-size>
</pool>
<security>
<user-name>William</user-name>
<password>password</password>
</security>
</datasource>

</datasources>
</subsystem>

SERFH
o WEEHIT JDBC 5%,

TR

1. 723 KeycloakDS B¥#5)E & X,
BB S EIE connection-url, N EH) JDBC SLHEEIX FIL 128 X TNERE URL (HEIHE
ECO

2. EXEEREE) BNES.
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B ETEARZFIEES H E B9 JDBC I/ iE/F B2 HEE 7.

BEREBINITESN, HHASHIE ERIFFEIEEE T, VTG, HIERLIE— N HRE
#th, max-pool-size 15E EEHTER A FEH, AT LURIERZ 1] 2 E X TME,

3. B GE R FE AT B B E FIE ., X —#E P FE PostgreSQL, & ARER LKL
RHREGETHIFREAFIEX, FERMUEXLEEEN A% BXLEHZBL T AIEBIEE,

% E‘,;E*
BXBIEFIBERIE 215 /8, 1550 JBoss EAP & 18R FRIBIERILEE T,

6.5. HIE/EAIE

UL HEBIADIE BT £ B9 5 % B9 standalone.xml, standalone-ha.xml 25 domain.xml XA #6E, X1
XAEEG B ER A F IR 1= 1EE L,

B/ FIE

<subsystem xmlins="urn:jboss:domain:keycloak-server:1.2">

<spi name="connectionsJpa">
<provider name="default" enabled="true">
<properties>
<property name="dataSource" value="java:jboss/datasources/KeycloakDS'"/>
<property name="initializeEmpty" value="false"/>
<property name="migrationStrategy" value="manual"/>
<property name="migrationExport" value="${jboss.home.dir}/keycloak-database-update.sql"/>
</properties>
</provider>
</spi>

</subsystem>

A EEHIB BT -

dataSource
dataSource #JJNDI &7
jta
EEHIEIRE ZRET Ty JTA BI7 1 (BB 1%
driverDialect
B GGG, [EAXZHIER T, ETFEHREMBEME, F7 Hibernate 17 E 1B NEIX 18 4,
initializeEmpty
IRIEHHEFE (MIRNZE) o WRIKE N false, NS F oI EIE %, HREF )G EHIEF
I 1& migrationStrategy I{F 5, XFEFHERE SQL 5 I LTS E #iHE /%, Bk (E ) true,

migrationStrategy

R FIBEEERIFEE, B FH. Fo) fdul, FHIFETBEEERY, #/H SAL
107 F 5 FF T 6 B9 B C-F 3 Y BT LU F 50 B S A THIX A S Ul FF B 1 2 /5 B iR o
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migrationExport
I 5 F ) BIESFEIG L T B XI5,
showSql
#57E Hibernate Z &N L EFE#E FE7ATH SQL 0w (Blil Hfalse) ., XEHEFH !
formatSql
#57 Hibernate &,/ ZEA 1L SQL i % (Bl Htrue)
globalStatsinterval

fFM Hibernate iC>RE XM 1T DB EiRIR M FFSHIEBIITIER, Titl BIFIEA LIS EIE
(LB HEfr) RELRS aHE, HEFTREEFRR.

schema

15EE R FHIE /% schema

%{;

JBoss EAP FFX15R FNH T X LHETHEFEL,

6.6. Z#5/%H9 UNICODE Z=ZF0i

Red Hat Single Sign-On HB9##/% schema ZELL FZF B R4 Unicode F1FEHMEF -

realms: R E#. HTML ZrE&#,. FExXx (ZFHH1E)

AN - BrEfH

HBF P& EEER. #. BUREEHAIE

groups: name. attribute name I values
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Red Hat Single Sign-On 7.6 [R5 R R ENEEISE

roles: name

X Rpp

BN, FFHXRFEIEFHhaSHFR, EEE 8 i, HE, X FREHEFRS, TLUSH
Unicode F#789 UTF-8 %43, HIEATH XA FERHHTEZE] Unicode FHE, 8%, X5@&H 8 firdi
BEIERIEL, XPMNEHENRAKEREER,

BLHAE )% BN B/ fl/2 JDBC WA TR KIE, LUEGELE Unicode F1F, 51 FHE#H
B ERIBIEFBIRE, TR, R TEEE, CSHRTLUEE T, RECHHHEFR JOBC
W) EEFFRIR AL IE L FE UTF-8 %5,

MBAR_LEV, ATBEFEE) Unicode XX BR M EHIEIFEDFF VARCHAR ] CHAR FEi%
& Unicode F#F¥, WEE, W Unicode B/l ERHEE S, BELUFERKENCH vAH. WRER
3#f NVARCHAR #] NCHAR F£EHJ Unicode %#f, NAFAXZEXFERHE) Unicode S5 X aT6E, A
Keycloak Z=z{1&/H VARCHAR #] CHAR FE&,

6.6.1. Oracle ¥i&/%

Unicode F#F#IEMHLFE, 77 VARCHAR 71 CHAR £ (414, 1&/H AL32UTF8 FHHEME v EHIEE
FHr%£E) B Unicode 1501 ¥ #E/%, JDBC Wi Im B kiKiE,

WIREAEFEFHETZ Unicode, F4LZHEHHFERPEE Unicode F#f, &2+ JOBC W)k
&7 oracle.jdbc.defaultNChar X7 true, X e/EIRBFE ), (HH I fEom%, HBRFF
oracle.jdbc.convertNcharLiterals FHEEHE Y true, XLEBEHTLILE R T B I FEBM. 17
&, K& oracle.jdbc.defaultNChar el GERXMEEZE L 1] BT, #1875 & & Oracle JDBC H5)fE/F
EEXH,

6.6.2. Microsoft SQL Server &/

Unicode FHRREIXIFHFRIEBUIE, T7FE JOBC Wi/t B/ FIFH R iE,

6.6.3. MySQL ¥ i#5/%

Unicode FHF##IEHLHE, RZ{f CREATE DATABASE i %H#J VARCHAR #] CHAR FRH1#
Unicode X753 0/8 & /% (GIA, /5 utfs FFikiE MySQL 5.5 BRI HIE/FFH) o HERE,

HIF utf8 FRELTENERESR, utiSmbd FIEELEZETHI) F2E, GEXRIERT, M#E
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B 6 E REXRBEE

HFREGKERBFRNE, B0 T AUBNE EFIHHMAEFLTH, WEEIE/FHNFHFETS
HF#7f# Unicode, IR iFHHFE 1% Unicode fH,

7£ JDBC W ife/F ik iE—, FZLF JOBC FHEK BTN i£#/E HEncoding=UTF-8,

6.6.4. PostgreSQL ##5/%

2B FED UTF8 /i, 3%#F Unicode, fEXFMERTF, aTLIEEMAMIFRFEAH Unicode F7F,
HHBRFRIEWPFRKE, T%EX JOBC HoiEFHIFAF K&,

PostgreSQL I/ FH)F £ OB IEHE, Ll SQL b 5#E PostgreSQL EH 98I F
&

I show server_encoding;
R U FHHETE UTF 8, HLLTLUER UTF8 LB/ 1F i BEFH%E -

I create database keycloak with encoding 'UTF8’';

[1]
fE/ https://issues.redhat.com/browse/KEYCLOAK-3873iREs
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BT7E@ARNKRENE

Red Hat Single Sign-On EFAR I EHEFMZ1FET, OIU, EHELXEFERY, EHAEHBES
H FHEH A 209 URL,

ZHE SPI B0 ig KB ET M ERI %, BUALNEATF frontend 153K EBIZE URL, [EF A
IEIERETFIEK URl, HIRAEHN BT IEAATHIIEIEE, aLIFFLEE SRR,

7.1. B 2

B EHE AL A FACE R frontendUrl fEJ7 frontend 15 K892 2 URL (¥E user-agents £
requests) , FHEHFK URL fEXEHERK (MEinEEREK) B9Ei,

frontend 15K F#5 Keycloak iR #-2 & #H[AIFI context-path, XEHa, ZHefLlfE ELFF
Keycloak, ##l htips://auth.example.org Bt https://example.org/keycloak, TIAIZBEH] URL 552
https://10.0.0.10:8080/auth,

XH, BTLHE user-agents (Dig#s) #d 1\ 1%£ /] Red Hat Single Sign-On %15k, mAEE
Fi oy & P a8 & 3t 1P etk

XRBRZE OpenlD Connect Discovery bz, #I4, authorization_endpoint f&/F frontend
URL, i token_endpoint &/ /5in URL, EXE, —PLHIFIRIEEFinRdEi 22 g H5 %
Keycloak, XA 52 authorization_endpoint ] token_endpoint BIZ i 2 E/EH.

Z79 Keycloak £ & frontendUrl, #aJL{f¥ -Dkeycloak.frontendUri=https://auth.example.org %
#2E5), stZIF standalone.xml FHEE, EZS L Frpl :

<spi name="hostname">
<default-provider>default</default-provider>
<provider name="default" enabled="true">
<properties>
<property name="frontendUrl" value="https://auth.example.com'/>
<property name="forceBackendUrIToFrontendUrl" value="false"/>
</properties>
</provider>
</spi>

Z{(&/H jboss-cli EHr frontendUrl, 5EHL Fip5 :
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https://example.org/keycloak
https://10.0.0.10:8080/auth

/subsystem=keycloak-server/spi=hostname/provider=default:write-
attribute(name=properties.frontendUrl,value="https://auth.example.com"”)

IR T LA 15 KB RN, H el Ll e imia K& A Eikn URL, 188l LUE ¥
forceBackendUrIToFrontendUrl i%i& > true,

th o LU 2 1 a9#0 A Bifdis URL, X AT LU EEE S35 5T B

HIREF B LT R L) admin s FIFEFIE, E M FEEYE adminUrl 7 admin #2415 i EEE
URL, X% frontendUrl FfE, #a&ZHIEHNEBYT /auth/admin BIiGE, 7 XHAHTEEIE "R 55 & FEHS
B BEHE S,

7.2. HEX S

FEFXLEER I EIZHER, FFELIE org.keycloak.urls.HostnameProviderProvidery #]
org.keycloak.urls.HostnameProvider,

HEL (IR ANAIGRE) P RS R REFEO " — TTHBIu B, T RAHETIFA B E X A
ﬁo
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Red Hat Single Sign-On 7.6 RSB REHR BN
# 8 F KRB

Red Hat Single Sign-On BB\ L2 el LUTE— L/ 25 RABIIGE R Fio1T. X F—1, ArBEMSinmE8
ZEF) localhost, BHI auth RS & LEr_ E(XTE— KB &FLEH, XfFEF HTTP 895, TEH
80 71 443 F&ilim ], HTTPS/SSL AXH#HRIHAHAXKAE, Red Hat Single Sign-On F1R% Z£5H.,
#=/5, Red Hat Single Sign-On &7 o] it Z A B8RS aste &£ SSL fll HTTPS ##%, KMtFZEX
B EFlE, LUETLUEHR iFinm, KEEAT AL,

8.1. &t

BUBBHT, 2% mERHEF localhost Ol 127.0.0.1, HIFLEZEML4EHEIE 55 uFIRS
2, XP2HEEANEINE, EE, BRI FEERECESE G Gz, HiFiEshz
TR L& MG HE R ERIRSS #5550, TLEXAFER T, FEADAFELEMNEEO, LIZET
localhost LIABIE b #,

WEHEMUIFETH, FLifERS{TH5ER Choosing a Operating Mode Z 75 /111 1669
standalone.sh Bt domain.sh /551817,

I $ standalone.sh -b 192.168.0.5

-b XA IR IEFE LTI E IP FEEH 1

b, WREFBERSITHKEIEMY, FEolLligiEsENEELE, RIEER EFEX, T
HAZE X (standalone.xml 2t domain.xml ), FZ&#t interfaces XML 2,

<interfaces>
<interface name="management">
<inet-address value="${jboss.bind.address.management:127.0.0.1}"/>
</interface>
<interface name="public">
<inet-address value="${jboss.bind.address:127.0.0.1}"/>
</interface>
</interfaces>

RIFEO 5 OB A RN TR EREF F RN, XLEFRIH— 1 THIE Web =Z, EELEH Red
Hat Single Sign-On 895 {745 il G269 Web /=, EFEREL] X/ F JBoss EAP BIEFEZATH FFHEFRE
%, BlE¥i, socket A1 EEH jboss-cli.sh ip 51752 EI#] JBoss EAP web #2£#15.

BE AREEON, EREICEEHHFFZE ${jboss.bind.address:127.0.0.1}, MFHFEZFTLL
LR RITHIEN K E Java R B MEEZIE 127.0.0.1, A4 :
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I $ domain.sh -Djboss.bind.address=192.168.0.5

-b REM B mHyH EZa %, B, EaTllEEFlEEFIESNEMY H, HEESIFI EREIT
HEHE,

X

KB #O EX A EEZLT, AAXEZEHE, 15504 JBoss EAP ILEETSRIHHT 19
Zgguo

8.2. SOCKET im[I45E

HEFPNEEFHT FFin 12 56— E X i, altEmeiTHSiENRES. ZEiilItEE,
BT ERmfT, #H#TH .../standalone/configuration/standalone.xml, ???#£3 socket-
binding-group.

<socket-binding-group name="standard-sockets" default-interface="public" port-
offset="${jboss.socket.binding.port-offset.0}">
<socket-binding name="management-htip" interface="management”
port="${jboss.management.http.port:9990}"/>
<socket-binding name="management-https" interface="management"”
port="${jboss.management.https.port:9993}"/>
<socket-binding name="ajp" port="${jboss.ajp.port:8009}"/>
<socket-binding name="http" port="${jboss.http.port:8080}"/>
<socket-binding name="https" port="${jboss.https.port.8443}"/>
<socket-binding name="txn-recovery-environment" port="4712"/>
<socket-binding name="txn-status-manager" port="4713"/>
<outbound-socket-binding name="mail-smtp">
<remote-destination host="localhost" port="25"/>
</outbound-socket-binding>
</socket-binding-group>

socket-bindings £ X IR & HT I EREF i, XLEHEEE T ENEA 19O (FEML) L
RIGTTIFH AN G055, EREBIIRE :

http

ZE X FF Red Hat Single Sign-On HTTP :##89i#% 0
https

ZE X AT Red Hat Single Sign-On HTTPS :5#£894% 7
ajp
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WEEFIHEE AT AJP ik Bin0, 25425F Apache HTTPD fBEL] & F &z, Apache
HTTPD [R%£LIZHA mod-cluster (& FIE1HIX,

management-htip

ZE X JBoss EAP CLI ] Web #4459 HTTP 4%,

X FaiTh, EEFEERRRSN, B97x6 domain.xml XH#E X T %1 socket-binding-
groups, ???#1R/Z5)F server-group FEX, #aILIEEIEFT server-group #fH 7 HFLE socket-
binding-group.

HEEFIE

<server-groups>
<server-group name="load-balancer-group" profile="load-balancer">

<socket-binding-group ref="load-balancer-sockets'/>
</server-group>
<server-group name="auth-server-group" profile="auth-server-clustered">

<socket-binding-group ref="ha-sockets"/>
</server-group>
</server-groups>

%{;

K& socket-binding-group E XA HEZ W, AXEZEE, 1556J JBoss EAP
EEERH E£EFIE,

8.3. HTTPS/SSL
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o5 8 & WiBE ML

g

A=
=
2Li\1E X T, Red Hat Single Sign-On FR#1%EF 4 BE SSL/HTTPS, 7#5UEE

WL s BoR IR 55 #5345 3¢ Red Hat Single Sign-On AR % 25 BIEIHI R [a1{CEE

_EEI% SSLo

XPNEUITHHIE 1 Red Hat Single Sign-On 1589 SSL/HTTPS X E X, X1E ( fR5# EF5R)
I E I A, (B EN T —L L F XA A i A,

HEBIFK

Red Hat Single Sign-On o/ #£:27 SSL HIIEX Fia1T, R EZEHAREFA IP #tt, 41
localhost. 127.0.0.1. 10.x.x.x. 192.x. 192.x ] 172.16.x.x, HPHERERSH FHET
SSL/HTTPS, st&LF24ilMIELH IP I &t HTTP i/ Red Hat Single Sign-On, & HH5S

o

none
Red Hat Single Sign-On %% SSL, XREHF LI EFEE/E,

AR
Red Hat Single Sign-On F%Z SSL FHFArA IP i,

F1\Eteg SSL £ a7 7E Red Hat Single Sign-On EEE1EHE TS,

8.4. 77 RED HAT SINGLE SIGN-ON fR%#5/5H HTTPS/SSL
HIRAET A IR [ CEE 5k 1] #1925 F 4 FE HTTPS jitE, NIFZE Y7 Red Hat Single Sign-On [R5 #5
JEGH HTTPS, X#%&

KL E S SSL/HTTP jiE 8% H AP BB e

BCEZTIE s B R R a5 LU P UL B 570 RTUE 5o
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8.4.1. BYBUF ] Java Bt

K TR HTTPS %, BEERREZEXE=1ZEZUFF, HIFRZAT Java EHEES, Hie
FEEARPEEZE Red Hat Single Sign-On Server B9 web #5915/ HTTPS,

8.4.1.1. HEEZuF#

EFL 1, BEoJEERE lHRIE =775 & uF 3 Red Hat Single Sign-On 38&, HILEFFE
&/ Java JDK Mii#Hg B TEEKEZE U,

$ keytool -genkey -alias localhost -keyalg RSA -keystore keycloak.jks -validity 10950
Enter keystore password: secret
Re-enter new password: secret
What is your first and last name?
[Unknown]: localhost
What is the name of your organizational unit?
[Unknown]: Keycloak
What is the name of your organization?
[Unknown]: Red Hat
What is the name of your City or Locality?
[Unknown]: Westford
What is the name of your State or Province?
[Unknown]: MA
What is the two-letter country code for this unit?
[Unknown]: US
Is CN=localhost, OU=Keycloak, O=Test, L=Westford, ST=MA, C=US correct?

[no]: yes

2 BT NSRRI E FHIE ? I, 15l B R 2 2R 5 220911 B 4189 DNS £,
HFWEEH, MAEA localhost, HfTl @ H/E, keycloak.jks XIF/ 4 5L R BH LT keytool &
SHEEIE R,

WMREFEFE =550, EREUP, ZoJLIE cacert.org LAFKR— PN RFUP. 162, ZHEE
FERHALUT L,

i
EBEUEFEK -
I $ keytool -certreq -alias yourdomain -keystore keycloak.jks > keycloak.careq

R, Gt EEKILUF ) DNS £, keytool £Ei53K -
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----- BEGIN NEW CERTIFICATE REQUEST-----
MIICZ2jCCACICAQAWZTELMAKGATUEBhMCVVMxCzAJBgNVBAgTAk1BMREwDwYDVQQHE
whXZXN0Zm9y

ZDEQMA4GA1UEChMHUmMVKIEhhdDEQMA4GA 1UECXMHUmMVKIEhhdDESMBAGA1UEAXM
JbGI9jYWxob3NO
MIIBIJANBgkqhkiG9WOBAQEFAAOCAQSAMIIBCgKCAQEAr7kck2TaavlEOGbcpi9cOrncY4Hhd
zmY

Ax2nZfqieZEalPql5aTxwQZzzL DK9gbeAd8Ji79HzSqgnRDxNYaZu7mAYhFKHgixsolE305Yfzb
wi

29RvyeUVe+WZxv5009wolVVpdSINIMEL2LaFhtX/c1dqiqY VpfnvFshZQalg2nL8juzZcBjj4as
H98g1S7khql/dkZKswINLvyxgdvp7PaXurX29fNf3ihG+oFrL220FyV54BWWxXCKU/GPn61EGZ
Gw
Ft2qSIGLdctpMD1aJR2bcnlhEjZKDksjQZoQ5YMXaAGkcYkG6QkgrocDE2YXDbi7Gldf9MegV
J35
2DQMpwIDAQABoDAwLgYJKoZIhveNAQkOMSEwHzAdBgNVHQ4EFgQUQwIZJBA+fjiDdiVz
aO9vrE/i
n2swDQYJKoZIhveNAQELBQADggEBAC5FRvMkhal3q86tHPBYWBuTtmcSjs4qUm6V6f63frh
veWHf
PzRrl1xH272XUleBk0gtzWoOnNZnfomMCtUBbHhhDcG82xolikfqibZijoQZCiGiedVjHJFtniDQ
IbMDUOXEMQ79HZg596mJINGIMbMpQaUVEEFVIGEQQxbiFK7hRWU8S23/d80e8nExgQx
dJWJ6vdoX
MzzFK6j4Dj55bJVuM7GFmfdNC52pNOD5vYe47Aqh80ajHXIXTycVtPXI45rrWAH33ftbrS8SrZ
25

vqlFQeulLL3BaHwpl3t7j2IMWcK1p80laAxEASib/f{AwrRHpLHBXRcq6uALUOZI4Alt8=

----- END NEW CERTIFICATE REQUEST-----

fFUL CA 153K X% 2 B ZEBIUE P BU(CA),

CA fFX tEZEEBGUE BHIFRLELLE,

HKRAIFA CA B root iF ¥,
B LM CA TEUEF (HaiEi - rootert) #FA, HTFAT :
I $ keytool -import -keystore keycloak.jks -file root.crt -alias root
1737 CA BB FA BB 5 -
I $ keytool -import -alias yourdomain -keystore keycloak.jks -file your-certificate.cer

8.4.2. LEIIE# mE R HE 7

i, BEEHEHEZ I Java BHiflE, EFELBEEIIEEREREKTERHAE. £H:E
BT ENZRAIIEL I :
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JBoss ZL155:

Elytron TLS v1.2

Elytron TLS v1.3

8.4.2.1. JBoss L1144

Az
1.
4% standalone.xml, standalone-ha.xml 2t host.xml X1£, L& B #7147/
HTTPS,
2.
PR IEXHBE BBEN) BBEH R, St EArFEmE oI, FHIEHAETEE
23
HIREAEFLEXTEEE, igMEEE IR TR relative-to 8 (554 FEIFER) .
3.
1£ JBoss EAP Hj bin R, BJ&#—1 %% sso_legacy.cli BI#L 4 FEXF,
4,
TR EEX I FAE -
# Start batching commands
batch
/core-service=management/security-realm=UndertowRealm:add()
/core-service=management/security-realm=UndertowRealm/server-
identity=ssl:add(keystore-path=keycloak.jks, keystore-relative-
to=jboss.server.config.dir, keystore-password=secret)
/subsystem=undertow/server=default-server/htips-listener=https:write-
attribute(name=security-realm, value=UndertowRealm)
# Run the batch commands
run-batch
5.

JE5) Red Hat Single Sign-On fR%25.,
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6.
HEXF JBoss EAP B9 bin H-%,
7.
BT TR -
$ sh jboss-cli.sh --connect --file=sso_legacy.cli
The batch executed successfully
process-state: reload-required
8.

&/ Red Hat Single Sign-On fR%#5, & sso_legacy.cli EH LK,

8.4.2.2. Elytron TLS v1.2

TR

7£ JBoss EAP B bin B-®H, GIE—1 %7 sso.cli BJHt 4B,

T BEXAFFTIEL FAE -

# Start batching commands
batch

# Add the keystore, key manager and ssl context configuration in the elytron
subsystem

/subsystem=elytron/key-store=httpsKS:add(relative-
to=jboss.server.config.dir,path=keycloak.jks,credential-reference={clear-
text=secret},type=JKS)
/subsystem=elytron/key-manager=httpsKM:add(key-store=httpsKS,credential-
reference={clear-text=secret})
/subsystem=elytron/server-ssi-context=httpsSSC:add(key-
manager=httpsKM,protocols=["TLSv1.2"])

# Change the undertow subsystem configuration to use the ssl context defined in the
previous step for htips

/subsystem=undertow/server=default-server/htips-listener=https:undefine-
attribute(name=security-realm)
/subsystem=undertow/server=default-server/htips-listener=https:write-
attribute(name=ssl-context, value=httpsSSC)

# Run the batch commands

run-batch
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JE5) Red Hat Single Sign-On fR%25.,

B4 7 JBoss EAP £ bin %,

BITLU T -
$ sh jboss-cli.sh --connect --file=sso.cli

The batch executed successfully
process-state: reload-required

&/ Red Hat Single Sign-On fR%#%, # sso.cli B4,

BXIE TLS BIEZ158, 15504 WildFly X#5,

8.4.2.3. Elytron TLS 1.3

TR

50

7£ JBoss EAP B bin B, BIE—1 %7 sso.cli BT,

T EEXAFFTIEL FAE -

batch

# Add the keystore, key manager and ssl context configuration in the elytron
subsystem

/subsystem=elytron/key-store=httpsKS:add(relative-
to=jboss.server.config.dir,path=keycloak.jks,credential-reference={clear-
text=secret},type=JKS)
/subsystem=elytron/key-manager=httpsKM:add(key-store=httpsKS,credential-
reference={clear-text=secret})

/subsystem=elytron/server-ssi-context=httpsSSC:add(key-
manager=httpsKM,protocols=["TLSv1.3"])
/subsystem=elytron/server-ssi-context=httpsSSC:write-attribute(name=cipher-suite-
names,value=TLS AES 256_GCM_SHA384:TLS CHACHA20_POLY1305_SHA256:TLS_
AES 128 GCM_SHAZ256)

# Change the undertow subsystem configuration to use the ssl context defined in the


https://docs.wildfly.org/25/WildFly_Elytron_Security.html#configure-ssltls

previous step for htips

/subsystem=undertow/server=default-server/htips-listener=https:undefine-
attribute(name=security-realm)
/subsystem=undertow/server=default-server/htips-listener=https:write-
attribute(name=ssl-context, value=httpsSSC)

# Run the batch commands

run-batch
3.
JE3) Red Hat Single Sign-On fR%25.,
4,
B 7 JBoss EAP 9 bin H%,
5.
BITLU T -
$ sh jboss-cli.sh --connect --file=sso.cli
The batch executed successfully
process-state: reload-required
6.

&/ Red Hat Single Sign-On JR% 75, # sso.cli B4,

BXIE TLS BIEZ158, 155064 WildFly X#5,

8.5. f¢HI HTTP 153K

Red Hat Single Sign-On [R5 #5187 & ZIal B R 17 BIN FHFE/F FIR 5 FEAFEN i 28 HTTP 153, auth
HR% #5811 HTTP & /i Bt e E X L (F 5 #, %5 Z1F standalone.xml, standalone-
ha.xml 2t domain.xml FRECIE, XX ERR AR TFLER EFE,

HTTP & FimlCi& Al

<spi name="connectionsHtipClient">
<provider name="default" enabled="true">
<properties>
<property name="connection-pool-size" value="256"/>

51


https://docs.wildfly.org/25/WildFly_Elytron_Security.html#configure-ssltls

Red Hat Single Sign-On 7.6 RSB REHR BN

</properties>
</provider>
</spi>

AEERIB B TR

establish-connection-timeout-millis

BUEEFHERE,
socket-timeout-millis

HIR (G HvE KRB FEWOX S ]G,  17EEH .,
connection-pool-size

BHATUEZDNEE (B 128)
max-pooled-per-route

BN ENTLUB S Z L #E (8L 64) ,
connection-ttl-millis

LUIZB i PR AE R, AT K E,
max-connection-idle-time-millis

ERET R AT LURFF BRI AT (BEiA 7900 #) ., #5357 Apache HTTP &/ imHiE
EUFEEARE, WiE -1 TR AME ERIE S5,

disable-cookies
B true, ZKEW true I, XFFEZFFEM Cookie 27,
client-keystore

X2 Java B HEX I SR, B DI E SR IE SSL BYE il .

client-keystore-password
B Fin B I &S, WRKE T client-keystore, JiXE REQUIRED,

client-key-password
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B in oI E S, WFEKET client-keystore, JlixZE REQUIRED,
proxy-mappings

a6 HTTP 5 KB9CEERCE, % THREZIHIES, A X (CEBGEIES, LT
HTTP 15,

disable-trust-manager

WREHIGEKFZZE HTTPS, HEZAEET#HIKEN true, NFTEZEIHEER FF7lE, HKENA
FLHIHERE, KPR L HERERE, WY EfF2M SSL uF BagE ik, X2 . ZilEH
false,

8.5.1. f£H HTTP i5Kb9fCEER 5

Red Hat Single Sign-On X ZHIfEH HTTP 153K al LULFE I HERIELIE S 1 a9 C EERR 5 S Ze i 1L
HBRRS585. proxy-mapping L{ hostnamePattern;proxyUri BjE 7 ~E T regex B9 #H & I proxy-
uri B94E, B :

I .*\.(google/googleapis)\.com;http://www-proxy.acme.com:8080

FHEH HTTP i5KB9CEE, BirENESHEN TN EBITEXIE, F—TEERXAEERE
HBBICEERE S, WRGEEYERBIEIEX BT, NEEFEHAE,

WRC IR #5m B R, 1AL T EIEAEAFIEHE, A username:password@.
o :

I .*\.(google/googleapis)\.com;htip://user01:pas2wlOrd@www-proxy.acme.com:8080

proxy-uri B9¥55(ef NO_PROXY T & {FHFMICEEH FSHX EMELEXILAHI TN, ATLUE
proxy-mappings BIFKEEE—1 catch-all B, WArE15HIERE X EILCE,

LUFBI#E 2 T proxy-mapping ACiE,

# All requests to Google APIs should use http://www-proxy.acme.com:8080 as proxy
.*\.(google/googleapis)\.com;http.//www-proxy.acme.com:8080

# All requests to internal systems should use no proxy
.*l.acmel.com;NO_PROXY

53



Red Hat Single Sign-On 7.6 RSB REHR BN

# All other requests should use http://fallback:8080 as proxy
. http:/fallback:8080

X ALLESLLF jboss-cli 8 5 {TAIE, H3EE, EFEZIEHF X regex-pattern, A1 TAT.

echo SETUP: Configure proxy routes for HttpClient SPI

# In case there is no connectionsHttpClient definition yet
/subsystem=keycloak-server/spi=connectionsHttpClient/provider=default:add(enabled=true)

# Configure the proxy-mappings
/subsystem=keycloak-server/spi=connectionsHttpClient/provider=default:write-
attribute(name=properties.proxy-mappings,value=[".*\\.(google/googleapis)\\.com;http.//www-
proxy.acme.com:8080","."\\.acme\l.com;NO_PROXY",".*:http://fallback:8080"])

jboss-cli g BEMLFFREEE : 5EE, —1TFEMA " NFHHTHB.

<spi name="connectionsHtipClient">
<provider name="default" enabled="true">
<properties>
<property
name="proxy-mappings”
value="[&quot;.*\\.(google/googleapis)\\.com;http.//www-
proxy.acme.com:8080&quot;,&quot;. *\\.acme\l.com;NO_PROXY&quot;,&quot;.*;http.//fallback:8080&qu
ot]"/>
</properties>
</provider>
</spi>

8.5.2. EfHtIEH X E

b, thoLl@EfBin e EkidE M, Bl HTTP_PROXY. HTTPS_PROXY #i
NO_PROXY %&£,

HTTP_PROXY #] HTTPS_PROXY ZF & XN HFATEZH HTTP i5KB9fCEEIR % %5, Red Hat
Single Sign-On ZEH & 2 IR EFE, HEEHHEET, HTTPS_PROXY A1 EZEECEEIRS: & HH
Ny A

NO_PROXY Z &8 FE X TR LI EHES HEIIZEK, WRIEE T EHE, NERACEF
HArBaiA (Fit) EBHHERTERA.,

ELUF T -
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HTTPS_PROXY=https://www-proxy.acme.com:8080
NO_PROXY=google.com,login.facebook.com

EX P BIF, B login.google.com BIiFKH, ATETEHEG HTTP i53KZBf#&F https:/www-
proxy.acme.com:8080 fCEEfIR%#5, google.com, auth.login.facebook.com, {H:E, #I#]
groups.facebook.com &7 fCEEEEH,

%{;

HIEDPEgLIENERAE, NEEEHEN, A, WEEHEXT HTTP_PROXY
#1 http_proxy, Jl##&H http_proxy.

HIREHFRIEEEFRE XS (W LATRE) , LI§ERERTEZIENELE, HEXHIER
T, FHEMACERSE S, KEEXT HTTP_PROXY HIZFHE, BEMBIX—m, HaLUFEE— TN EMHR
BCELH, WA :

<spi name="connectionsHttpClient">
<provider name="default" enabled="true">
<properties>
<property name="proxy-mappings" value=".";NO_PROXY'/>
</properties>
</provider>
</spi>

8.5.3. fEHIFY HTTPS i& KIS FH#

24 Red Hat Single Sign-On 7Ei#E HTTPS ik LR, @i i iR % #509uF 15, LUHER EFE
RS IR 45, XEBIEFIIANB T B B, XL fEIR S o2 55 XLl 89 CA BIUF-HE AT
LS IER, X PMEEFEHZIEE R ERIR S 2 E 2,

G E LS H Red Hat Single Sign-On truststore SPI /17, AR EFE71%2/ JBoss L2
14%i8t Elytron TLS ECIEERY, WA T G4 BT:E .,

L LHFETGFCEE, LDAP G EHERF. XZEHE FHSHLURSE lnh RS EimE s i
PG,
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A=
=]

g

BUBAT, REEEGHFIHEHES, [ https FEZBOIBEER java
IGEFIFECE, 4 Java B9 JSSE L 15/ Fid, WRREBIISHE, NXLEH

HTTPS 153K,

EETLUER Keytool DIRERTELEAIASCH, AT E LB HFMBTE ERE L -

I $ keytool -import -alias HOSTDOMAIN -keystore truststore.jks -file host-certificate.cer

truststore 74 % #9 standalone.xml, standalone-ha.xml 2t domain.xml X {fH0E, X1 XHEHY

17 ERRARTFER) FRIFER, ER LI TR NI IFAE -

<spi name="truststore">
<provider name="file" enabled="true">
<property name="file" value="path to your .jks file containing public certificates"/>

<properties>
<property name="password" value="password"/>
<property name="hostname-verification-policy" value="WILDCARD'/>

</properties>
</provider>
</spi>

MR ERATREACE L TA -

file
Java B HEXHBIEEEE, HTTPS 15 KEE— AR ENTES & B1EHIRS 509 E .
XA EEBIEE, ZEHFHEE— 1R Z T TG BHUPIL, X TMEEFEXA

WiZRBEZLINHIRFLIS, WREX TXLEY, NXZE REQUIRED,

password
B9 E TS, WIREX TXLEM, IXZE REQUIRED,

hostname-verification-policy
WILDCARD EZtil . 5fF HTTPS 15K, XIFIuFiRSE85uFPRIEME. ANY ZrTEEIRuFE
%. WILDCARD Allows Flgt&#dpEa#F, #l4 : *.foo.com, STRICT CN CN #24i5EHME5E

/L. 78
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# 9 B BEAIE  mERUEEHFET

ZAE Red Hat Single Sign-On £ d1:517, #FEENITLUFLEIE -

EFIRIFEREC

EEHZN BT

KIE 1] B AT a7

TRHESTHF IP 2309 % FPg%

AIEREEIE e — TMRIFE X I EXE I F. KEILH T KEN H IG5 H et % FIPIA L R A
FHP5FEH,

Eﬂh

RE IP 2SR T T LI%EF Red Hat Single Sign-On, A& H 7 F#EEH)
'"'@o BEXEZSH, 1750 JBoss EAP EBEERIHHIGroups Z 77,
9.1. HFBIPIZEREY

HEERIA PRI FEBELIIE A m B R, LN IP Wtk Li%iE HTTP/HTTPS 4] #15#785, 4l ¥
EKEBEAFNEE mERIRS a7 (TSRS L) , XRIGEAFREHEE, HIERER) IRS47H9 nice
iy

Eﬂh

BANERT, EZHUXRE R T R MA LA B2 EEE, EI, EFTmNZ
i FRAPGET, MBI IE E1T# A 55 dr

9.2. FHTH

Red Hat Single Sign-On 7 B FIAGE X I FERIIER Fr. W% THREZIFNER , FE/%5H
bl B,

57


https://access.redhat.com/documentation/zh-cn/red_hat_jboss_enterprise_application_platform/7.4/html-single/configuration_guide/#cluster_communication_jgroups

Red Hat Single Sign-On 7.6 RSB REHR BN

9.3. BN E 1T a5 HCE

AT E £ Red Hat Single Sign-On BB Z FilkiE [k [ CEESE 17 #1985 Fil Z Ay — L%
i, BdBEE THE E5 80 BINE G #5185,

TR T 0 8 Fas 9, TEEXBIR, 1819857025 = 15 Rl = T2II8 P & RIRF a5
Z B BT CEE,

Load Balancer FZ 741
Client Client Client
Public access
----- Private network ----------------------------------i—---------------------------------------------------------~
Load balancer
Cluster ¢ ¢
RH SSO server RH SSO server RH SSO server

9.3.1. HAE F i IP it

Red Hat Single Sign-On H1BG— L) gEMKTT F 112 B 757 uFAR S5 #5689 HTTP &/ e e bt & 25
FlinHlESH9sE0r IP Hitt, FHIEH :

FHHE - KIMBGER =AM R IP #1f i0R
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SSL #% - WIRFE SSL, NFBEXNArBENEBEKIZENHEE (BLiklH)

BRRUETE - /R IP B9 E E X 75k, WKy EBiEK 27 OTP

B i

2% 7f Red Hat Single Sign-On G174 uF iR % #5 Bl A R A1 CEE =L 17 # 1 as i, X aER B I,
BENRER, EH— T FmCE F R L, FP% o] 6] 5 H FHE KL 55 5 A e
GG R & RIR 528550, TEX TR, BRI T— LN IS, LUEZIIEH R ERIRE#
BUfFSLERE P i IP 54 BRI EE, Bk -

BB R a1 {CEE 2t 1] #1925 LU 514 1& X-Forwarded-For #] X-Forwarded-Proto HTTP #7r
2L,

EE R [ fCEE L 17 Ei g5 LUR BF IR 4559 'Host' HTTP #52L,

BB H 5 iFIR% 2, M X-Forwarded-For 2L 2B Z FinaYg IP Hatit,

FHERGCEERDIE 7 4 B X-Forwarded-For #1 X-Forwarded-Proto HTTP £r2L, FHIREE45EH]
HTTP #52L8H 7 X IEBHTEE, RRETN BT LUt (CEEiZ 8 T X-Forwarded-For #53%, #IE
BRI REIEHRE, 4 Z&E & ma LETRKEX ™ML, A% Red Hat Single Sign-On if
KB IETES 507 IP bl 89 IP ot #E, IR EEAN TG AEE IP flf, XfF5EF
HEEE,

BRELXGH, BFBLHLINEARERinbiE—LET, WRERAEEEN HTTP XL EK, B
L EFZHE Red Hat Single Sign-On, LIM X-Forwarded-For #72LTTA2M 4% 315 SR E Finh
IP thtif, EMEIX—rR, HHHEBEXHAE X (standalone.xml, standalone-ha.xml st
domain.xml, BGERTFER EEER), HAEH urn:jboss:domain:undertow:12.0 XML 2,

x-Forwarded-For HTTP A&

<subsystem xmins="urn:jboss:domain:undertow:12.0">
<buffer-cache name="default"/>
<server name="default-server">
<ajp-listener name="ajp" socket-binding="ajp"/>
<http-listener name="default" socket-binding="http" redirect-socket="https"
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proxy-address-forwarding="true"/>
</server>

</subsystem>

#¥ proxy-address-forwarding /& ¥ %) http-listener Jo, f¥{EX7 true,

WIRERICEEEH AJP HiX i FE HTTP X %15k (4 Apache HTTPD + mod-cluster) , 241
EERMTE, #EFFZEEH htip-listener, T Z Rl iE#FM AJP HiEEFIERILE S,

X-Forwarded-For AJP idi&

<subsystem xmins="urn:jboss:domain:undertow:12.0">
<buffer-cache name="default"/>
<server name="default-server">
<ajp-listener name="ajp" socket-binding="ajp"/>
<http-listener name="default" socket-binding="http" redirect-socket="https"/>
<host name="default-host" alias="localhost">

<filter-ref name="proxy-peer'/>
</host>
</server>
<filters>
<filter name="proxy-peer”
class-name="io.undertow.server.handlers.ProxyPeerAddressHandler"
module="jo.underfow.core" />

</filters>
</subsystem>

9.3.2. @[ Kk ECEE)S H HTTPS/SSL

BRI R R IECEETER SSL il 8443, it FEAE HTTPS jiE EERIAim L.

<subsystem xmlins="urn:jboss:domain:undertow:12.0">
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<http-listener name="default" socket-binding="http"
proxy-address-forwarding="true" redirect-socket="proxy-https'/>

</subsystem>
i

## redirect-socket B 7IE http-listener JT%, ZIHNZZ proxy-https, E#5EIET
FEENEETFIE.,

£ socket-binding - group JTFEHFNFHTHI socket-binding JTF :
<socket-binding-group name="standard-sockets" default-interface="public"
port-offset="${jboss.socket.binding.port-offset.0}">
<socket-binding name="proxy-https" port="443"/>

</s.;cket-binding-group>
9.3.3. BuFfiE
B U UF R I (CEE S 17 1 B a5 D i
A
B R [EIfCEEHT FF 5 £F /auth/realms/master/.well-known/openid-configuration,

o4, HRRECEERLEE hittps://acme.com/, #TF URL
https://acme.com/auth/realms/master/.well-known/openid-configuration, X{¥Zz JSON
X, BASIH T H R EREIZ Nk,

FtRin R LUR [ CEESE 17 B 1Az a9ttt (scheme. domain #l port) FL, XHEME, &
HR1ZH9 Red Hat Single Sign-On i fH iE #5895 52,

Z3iF Red Hat Single Sign-On EZ & Fi5 KBIEHE IP Hatf,

ERaX—m, FaUZA AL E /B E RS E, X ZERS 4

A M FEE :
I 08:14:21,287 WARN XNIO-1 task-45 [org.keycloak.events] type=LOGIN_ERROR,
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realmld=master, clientld=security-admin-console, userld=8f20d7ba-4974-4811-a695-
242c8fbd1bf8, ipAddress=X.X.X.X, error=invalid_user_credentials, auth_method=openid-
connect, auth_type=code, redirect_uri=http://localhost:8080/auth/admin/master/console/?
redirect_fragment=%2Frealms%2Fmaster%2Fevents-settings, code_id=a3d48b67-a439-
4546-b992-93311d6493e, username=admin

K& ipAddress BIEELHFEH EREGHLA09 IP Hott, T ERECEES T 1588569
IP 11,

9.3.4. HAAME N F1Thas

KON BEET L7 TG 3T 1L BIPE ] B I a5

TG RAFE— TR L5217, B —EENLEIMRE, BFE:

4i# domain.xml LS I BT ET EHM L &5

2.

EHRE BN %, BFREZE domain.xml, host.xml £ host-master.xml X{t, BEFEE
standalone/ B3R,

3.

%4i#8 host-slave.xml XXtt, LIBXATHIIEEM U st tEip ST EZEN]T
T
1.

FTFF domain.xml, LUELZ ] LU H 17 515 a5 B0 iE T WM 55,

2.

#43) load-balancer BCiEZ%H#£9 undertow ECi&, 7F reverse-proxy XML Seea 754 7
remote- host 3 BIEFTEHE X,

domain.xml reverse-proxy AZi&

<subsystem xmlins="urn:jboss:domain:undertow:12.0">

<handlers>
<reverse-proxy name="Ib-handler">
<host name="host1" outbound-socket-binding="remote-host1" scheme="ajp" path="/"
instance-id="myroute1"/>
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<host name="host2" outbound-socket-binding="remote-host2" scheme="ajp" path="/"
instance-id="myroute2"/>
<host name="remote-host3" outbound-socket-binding="remote-host3" scheme="ajp"
path="/" instance-id="myroute3"/>
</reverse-proxy>
</handlers>

</subsystem>

output-socket-binding Z#5Ef8/5 7 domain.xml X HAIEH) socket-binding B2 %
#. instance-id B SATXIETEHEME—H, KU ERE Cookie (&, LUELE S £ &N/
MR,

#27 load-balancer-sockets socket-binding-group, #7 remote-host3 Z /il outbound-
socket-binding :

XTI E T S T E WAL B Al .

domain.xml outbound-socket-binding

<socket-binding-group name="load-balancer-sockets" default-interface="public">

<outbound-socket-binding name="remote-host1">
<remote-destination host="localhost" port="8159"/>

</outbound-socket-binding>

<outbound-socket-binding name="remote-host2">
<remote-destination host="localhost" port="8259"/>

</outbound-socket-binding>

<outbound-socket-binding name="remote-host3">
<remote-destination host="192.168.0.5" port="8259"/>

</outbound-socket-binding>

</socket-binding-group>

9.3.4.1. Master Z5FE bt

BT EFEMPIEEN master THEILH FIEEE F5EM, I8 F5EMN &Pt 5iH
domain.xml 3Xt¥, sKETEmG1THIEEXLIEMU, WA :
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$ domain.sh --host-config=host-master.xml -Djboss.bind.address=192.168.0.2 -
Djboss.bind.address.management=192.168.0.2

9.3.4.2. THIMBZBEMLE

BT, BB H N EEEH B8 EM U (jboss.domain.master-address), %% host-
slave.xml Xt¥, sEHERTITHIEECH], W AT :

$ domain.sh --host-config=host-slave.xml
-Djboss.bind.address=192.168.0.5
-Djboss.bind.address.management=192.168.0.5
-Djboss.domain.master.address=192.168.0.2

LS EHAIM LA IP it fXH9 jboss.bind.address.address.management £
f#, jboss.domain.master.address HIfE % ZEta 2t Ha569 IP #tf, K master EHAIEEEM L,

p-/)75 ]
[ ]
B XRUMEHR MR FEHAER 17 515982509158, 15504 JBoss EAP ECEEFSETHIHG 17 %
5 585,
9.4. MR

BIRGEH A E 1501 217 (HfCE) LUK 2 1 b F S8 % A% £ Red Hat Single
Sign-On [R5 45, HTFMEEZIE, HWIRI BIGHE 5 1T 51 ED i a5 = 145X B) 15 KEX B — 12108
R ER a7, X eI EERE .

HREFTETF, Red Hat Single Sign-On 7£ Bt 75 24 B G174 il K1 HIH - R 15 18X B9 IR R IE 2
T, @A Infinispan #2577, BilfER T, Infinispan 2 %X ZHECE 1 —NTEE, XEKE,
ERITRIRFE—NEH T, F— PN TREEABEERRE (WRETTEEHE) .

o140, #HIE ID Jy 123 B9E iF R 15 RF74E nodel _EAY Infinispan ZZ#744, i node2 FSEZHILAIE,
S BT 45 i K4 X E nodel, LURCIHFERIZEME,

WIRIFERTELMIGAE R AT, el AR R 1589758, B R H it 1] 218 a0 E R TR
B TAE RPN i 6 5 s B R 17 s Al BEH F AT -

F PR B E KA B BN i ERE R
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YEIFKH frontend 17 EHGH a7 tett, B4 E— Ll T = (4 nodel) . /“fEu, ZT7
EREERE, AaTLURIBR M E (Z/ 6 IP %) %, ExtiARFEE N BIGHE &
LERIICE (DEfCE) |

Red Hat Single Sign-On &84 ID (41 123) GBS H % IFRE, HIFRERFEE/
Infinispan % #=H,

Infinispan DX ZFRIERTT ID BIIE % D RIGHIEFEE. BXUEETHFE, FE56H
Infinispan X154, ZEHNTRZF node2 S/ RI5HIFT A2

Red Hat Single Sign-On {#/F < session-id>.<owner-node-id> #% = 0I/Z cookie
AUTH_SESSION_ID, 7E#A189xBIf, & 123.node2,

&/ Red Hat Single Sign-On &R BFEHIN i #5689 AUTH_SESSION_ID cookie i& /Dl
)54

WEHT, WG B AT T—TEREAL T node2, X287 ID 123 B9S2 5iFRiFHIFTEZE,
Bt Infinispan aTLfEZRME IZ RIGHIREH, BHRIFTRE, BHRIFRIGIFEFSEAAF R, Z
RIFMFHRZLE node2 £, A EE5#H/[E89ID 123,

EHRETEHEAMERE, BT LHRE, HERE, £FZE T AUTH_SESSION_ID cookie
ECE 1] BT a5 KA, BOKIRIF T L AR TR0 21T 2%

N TE Red Hat Single Sign-On side #1£/5 5/ % 5B jboss.node.name, E X/ FHE
BB & #h. I, -Djboss.node.name=node1 f¥{&fH node1 iR ., UEEHIfFH Infinispan 2
FEH, 5T HEREEFSRIAEEN, fFHMZ/ AUTH_SESSION_ID cookie, LI FEFEHX T RTiE
i =L/l

cd $RHSSO_NODET1
./standalone.sh -c standalone-ha.xml -Djboss.socket.binding.port-offset=100 -
Djboss.node.name=node1

BE, TEHET, BRAEHNEHRSEGEVERIGER, (EXTFEUH, o LUERTEH®
HE®, P, WREZESF Red Hat Single Sign-On fRS5 #3589 L H1 & Ks ik FY L0 & FHRI5 1,

9.4.1. B mMEEH
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HLEG it tas ol L B TECE R AN HE S, MK T eI E mE R TR, (B LA,
HZE=1#FH Red Hat Single Sign-On FMEH., X6, EUMEEIEBHIER T, ZIIEH mERMAEM
B ERIGATEE M, HAaBHBZTm, XPF—EEFM TR,

HIRZEEXIE Red Hat Single Sign-On F155 L FAZEEY
RHSSO_HOME/standalone/configuration/standalone-ha.xml X {£#189 AUTH_SESSION_ID
cookie, ATLIZH# Red Hat Single Sign-On FR %M & d R MEHE A -

<subsystem xmins="urn:jboss:domain:keycloak-server:1.2">

<spi name="stickySessionEncoder">
<provider name="infinispan" enabled="
<properties>
<property name="shouldAttachRoute" value="false"/>
</properties>
</provider>
</spi>

1.

true">

</subsystem>

9.5. RIEZ B

AUEHZFTE IP 215, ZHE— 1L BN, X PPRESIFHFIRL I RINA LR, BT
B BEXEHEVES, LURIAIEEREREHEIDTBALZ L,

LI e ERIGERE FRIE JGroups Hite Eiz17, THHER, FERHBIFEMUIER#BHEE,
/H 127.0.0.1 fE9 20U IP i,

TR

G A5 E I 2951889 standalone-ha.xml 3t domain.xml 284,

CHRAIE

<interfaces>

<interface name="private">
<inet-address value="${jboss.bind.address.private:127.0.0.1}"/>
</interface>

</interfaces>
<socket-binding-group name="standard-sockets" default-interface="public" port-

offset="${jboss.socket.binding.port-offset.0}">
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<socket-binding name="jgroups-mping" interface="private" port="0" multicast-
address="${jboss.default.multicast.address:230.0.0.4}" multicast-port="45700"/>

<socket-binding name="jgroups-tcp" interface="private" port="7600"/>

<socket-binding name="jgroups-tcp-fd" interface="private" port="57600"/>

<socket-binding name="jgroups-udp" interface="private" port="55200" multicast-
address="${jboss.default.multicast.address:230.0.0.4}" multicast-port="45688"/>

<socket-binding name="jgroups-udp-fd" interface="private" port="54200"/>

<socket-binding name="modcluster" port="0" multicast-address="224.0.1.105" multicast-
port="23364"/>

</socket-binding-group>

2.
A& jboss.bind.address.private #] jboss.default.multicast.address, L{RZEFH#IcH R
F 85,
=
TERA IP 21EHER T T LIZEEF Red Hat Single Sign-On, {HXZ&&EH 7
AIEFHTEE, AXEZE5E, 158064 JBoss EAP ILE#SEHHY JGroups,
9.6. RYEH S

L EH T R TE T Y LR, FZEH AT ENA L EEFHPIEE, X, Eda
LGB E G R RINE, RELENTHMAEZE, ATEZEEHAEHEIFRINEZ, Red Hat
Single Sign-On ZEX P FMER TR IEH 4 X I S S,

WIRE|SG LB SR UERINE, 15204 JBoss EAP BLETERIHH) (R%E
#. https://access.redhat.com/documentation/zh-
cn/red_hat_jboss_enterprise_application_platform/7.4/htmi-
single/configuration_guide/configuring _high_availability#securing_cluster

9.7. P ERIE )

Red Hat Single Sign-On £Z 77 s sl LIER51F. 24 Red Hat Single Sign-On fR% #6415/ F &
i, BIEEEEHN T —LBIEFTH. FARE XTI, DB HEH FHEER 17 mE 5 Fh B 1L /E 518
EHEEHZE,

B HT, LHIEBIRAEIHE Y 900 B, WRREN T HRIEXPERSHFE LB, SHFEL5
8, 858, EEETFEENELENE HERFFEIE standalone. xml, standalone -ha.xml 2¢
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domain.xml X tfHECEER], XX A ERFRFER EFEH,

<spi name="dblock">
<provider name="jpa" enabled="true">
<properties>
<property name="lockWaitTimeout" value="900"/>
</properties>
</provider>
</spi>

9.8. 5| F£EHF
HHEZ 1 5|E Red Hat Single Sign-On B A FHERY 12 (EEE =

M=

I $ bin/standalone.sh --server-config=standalone-ha.xml|

b7 n

$ bin/domain.sh --host-config=host-master.xml
$ bin/domain.sh --host-config=host-slave.xml

B EEFEEAMSH R TE M. A, FBETHHISH -b 3% % B I jboss.node.name 15
BBHIB9E R, # Sticky Sessions EB% Ak,

9.9. HEEHFS

BAERE, HETERN, BNZEXH1TEH T mASHEREMUTFHTEES

INFO [org.infinispan.remoting.transport.jgroups.JGroups Transport] (Incoming-
10,shared=udp)
ISPN000094: Received new cluster view: [node1/keycloak/1] (2) [node1/keycloak,
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I node2/keycloak]

WREREHRE— 1T, WEHEIHAELEMA,

B, REE TS il 8 TR T A% LA TEAE, LUEETEBEE, [REER
R LG B A, IERERRYS, HIRE FRAER, 05 EEEH T = LiEEBX
%, WEBHF—Ligr, 25 UDP i#ld 55200 1% #%i#% 1 45688, K Z#Fiill 7y
230.0.0.4, FEE, WREHEH] JGroups HLLS FHNBINEE, WIZET, #oEFZEE Sy
[, Red Hat Single Sign-On JFA % £ TEEFE4 Infinispan/JGroups, HXEFZ5H,
1524 JBoss EAP ECETSERHH JGroups.,

HIREXTHEFBIFBGE (BEEY) . B LHIRIZERE, w56 % 10 £ RS
H R,
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F 10 & [RE#HEFE

Red Hat Single Sign-On HH &7 XH, Hi—fZirli FHE/FFiE, LIS DB B9 , HiE
1T FF BT R B 7N 7 B ARL 55 ki T 5], realm,  client, role ] user T IE R IFIEX L BBGZ 17
i, XPEGFE—TENE S, BIEE T AE% Red Hat Single Sign-On [R5 &5 B9EE h, KIhsZ
FUTEHAR, Rk, EIIRKXEXBEREREE, WRREREHTEHRREL, AR EREHEK
B, BHIB9EF TE BHAME), FEEEFLHHELETBNEE, THNMEHLZE 7RI
H, XA AAXBPIERE, 125 THE, BRETLEF T,

BN RMBEEH R, BABHURRE S RLE, LUEIRS&HERINE R PERIR MR
idi. XL PR FHIEE XTI, (HolgEERrEFE R,

K& e W E I E R BB L i — LA E T,

%{;

XL fr B B K ADIE AT LITE JBoss EAP BB B Infinispan B84 167,

10.1. BRI B

FENE B R ERIE T 21T A% B—T1H%F, CEREAXLZENHER. EHLEHERNEE
HITIER, BHE— T %, RPESAF w#iE. H1Z%EE#HA% 10000 7REH, HEHBED
RGBT DERFR, E1TthEB5 H FIEHIER K E PRI RIE T XX RO, R’
EEIIANEE, R EMHTFESRIER BRI %7, BV A REAXNEBETBIRE, THE
RECHEIRE %, 1R, CHHEHT T, BEXEEHRERTH, it EHMHNEBE i
H B IEHES T E.

XL LE 17 B I R S BE Fl i A % H 5T LU#E standalone. xml, standalone -ha.xml 2t domain.xml Hf7
B, BHIATFEN EFEX, HEEEEXMAH, A infinispan FREHEES, HELF :

<subsystem xmins="urn:jboss:domain:infinispan:12.0">
<cache-container name="keycloak">
<local-cache name="realms">
<object-memory size="10000"/>
</local-cache>
<local-cache name="users">
<object-memory size="10000"/>
</local-cache>

<local-cache name="keys">

<object-memory size="1000"/>
<expiration max-idle="3600000"/>
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BIOERFSBEFREE

</local-cache>

</cache-container>

ERAXT BAITFREVIHE, RERMAIH AR THERFEZRFIEN LR T,

BH, BEEBIZERF RiG. B maih A% K15 offlineClientSessions. loginFailures ]
actionTokens, X LFGFHEEHHER DT, HKUAXNFLE, WRFENTIHE, NaaERZE—LR
1%, Red Hat Single Sign-On XS REBER T HIEIR 15, LUE S8 7T BREBITE R TI8NX L2 fFHIA
W WREAHKXER G FHAZIE, Ll :

WEWMEFHBIK N (FHHEZ T BB RIS T I IG5 )

1271 Red Hat Single Sign-On RS &5/ FEEI 7

WP EEIHE, UBREFREFLE —TMIE, FEFEE 5 10.2 T “EHlflMEL#Z"

N R 11-lifespan, WFETHEZELE, ESlspan XK

WP RGBT, XeT# ¥ Red Hat Single Sign-On EEE#EHIE EGEF N 1T, 12, X
BIRERX R Bl A= L5, Wi TEEZIFEMES , 55140,

BT HHNBIEHZ S work, ELXEFTHEHTTRZIALZHEE ; BNEX FORIE, A2, X
TR ZE LA, B RtrPEIR B E R,

10.2. EHFIHAEFR

B RiF. BHRIUFRE BRI, login Failure fI—2 A M fr (FHi#lE £ 10.1 77 “HBRANT
) &%, MEEAERNBRIEE DA Er, RETREHEGE—NTE, etFEF— 1N
HIENGBIENITEZ, MR TATECHEZRGCRENATED, CRENEHEIRE, XEKE, HE
B2 4, WERABEIHEHIEN T =M, NEIEARKAXESX, BHilE X T, Red Hat Single Sign-On
KIEE— N EIEATEZE. Bit, WR—1T=fEHl, HIEAREX, XBEEGREH T, HH
TiBRER,

ol LU B distributed-cache ZBIHE] owners B IR E N E HIHIEH) T M=,
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owners

<subsystem xmins="urn:jboss:domain:infinispan:12.0">
<cache-container name="keycloak">
<distributed-cache name="sessions" owners="2"/>

HXE, BIERTE, BUEDPHNT mEBEEH—MFENE ) ERRE,

#er

BB M ELIr LA TFERIEE, WRET D, WRAE T RENINEE, WE—TAE
B, HARBREH,

#er

BRI R S ADIE iy AR 21589 loadbalancer, fE4TIEH A& IR 8 (IR EF
K) B, MEERREA, BEEFEI?AZGCHIBIEAEE, FILTLUEXEEHEE, FlEFEE
£ 9.4 T “HtERIE,

10.3. 27

o LI 22 realm 3t user cache.,

TR

it % 1ThR B standalone.xml, standalone-ha.xml 2§ domain.xml X#£,

XX BB R TEH FRFEA, FHEE— 17O EX .

<spi name="userCache">
<provider name="default" enabled="true"/>
</spi>
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<spi name="realmCache">

<provider name="default" enabled="true"/>

</spi>

FHEREZHRE 7RI enabled B HE%iE Dy false,

EG IR as LUEX 1B L

10.4. L5 TR B

B LU . F e AN BB,

e
1.
BRF Admin Z#H5.
2.
7 Realm Settings.
3.
5 Cache #Ti+,
4,

BRI, NEBLVIBIE R fr & 17

ZE
B G |

ol

BIOERFSBEFEE
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% 11 & RED HAT SINGLE SIGN-ON OPERATOR

Red Hat Single Sign-On Operator 7£ Openshift #15z/#ifT Red Hat Single Sign-On &, # &L
{&fH It Operator C& 5] 55/ EFEASHIEE X FR(CR), A4, #alLIFEf Red Hat Single Sign-On
admin #HE PO/ E F a7, T 208 B E X KEFRATXLEAAS, HEXTREE—T YAML
Xtt, BHFEXEBIFZHZH,

BT LU BRI GE X R FAATLL S -

2% Red Hat Single Sign-On

2f 3

LI F i

b= i

ERFINBEIEFE

VA B A 47

R BREH

Sﬂ;

Tyt B inflE S 0 EE X KRG, ZaLU#EH Red Hat Single Sign-On admin
G S oc B F A EEX FHEFEEXLT R, A2, LRI ERSH/E
2%, B Operator #7#AEHMBIE E X FERATT—flEZ£ =, I, WREEH realm
EEXIER, W admin #t#/EFEZTRIEXK, 1HE, HWREREH admin 55 &0k,
T BB TR ENTE E X FR,

I FFEE I Z° % Red Hat Single Sign-On Operator 7#5{&/H Operator.,
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11.1. £ 5 £ 2% RED HAT SINGLE SIGN-ON OPERATOR

EZ % Red Hat Single Sign-On Operator, Z =L/ :

Operator Lifecycle Manager (OLM)

11.1.1. & Operator Lifecycle Manager Z%#

SEARRME
[ ]
1A cluster-admin R EEE G 1R F T [FE I BREGE BRI,
e

1£ OpenShift £H LTI LI,

#TF OpenShift Container Platform Web ##/5.

EZ W5, = OperatorHub,

23 Red Hat Single Sign-On Operator,

OpenShift #1#J OperatorHub #Xi+
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76

& Administrator

Operators

OperatorHub

Installed Operators

Project: default =

OperatorHub

Discover Operators from the Kubernetes community and Red Hat partners, curated by Red Hat.
Operators on your clusters to provide optional add-ons and shared services to your developers.,
providing a self-service experience.

All ltems Security

Al/Machine Learning single sign-on operator

Application Runtime

Big Data
Cloud Provider Custom
4
Database RedHat
Developer Tools Red Hat Single Sign-On
Operator
Integration & Delivery provided by Red Hat
Logging & Tracin
g9ing 9 An Operator for installing and
Monitoring managing Red Hat Single Sign-
Networking On
OpenShift Optional
I Security

7 Red Hat Single Sign-On Operator &f7,

MR 2FTFF Install I7H.,

Operator Install page on OpenShift

« RedHatSingle Sign-On Operator %

74.0 pr

Install

QOperator Version
74.0

Capability Level

@ Basic Install

é Seamless Upgrades
.% Full Lifecycle

e

Provider Type

Custom

ed by Red Hat

A Kubernetes Operator based on the Operator SDK for installing and managing Red Hat Single Sign-On.

Red Hat Single Sign-0On lets you add authentication to applications and secure services with minimum

fuss. No need to deal with storing users or authenticating users. It's all available out of the box.

The operator can deploy and manage Keycloak instances on Kubernetes and OpenShift. The following

features are supported:

# |nstall Keycloak to a namespace
* Import Keycloak Realms

® |Import Keycloak Clients

# |mport Keycloak Users

# Create scheduled backups of the database
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£ Install,

HEFE— a5 225 # = Subscribe,
W EL(EH stable #id,

OpenShift Fi8g6£ ZE [ EEE

Installation Mode *

All namespaces on the cluster {default)

S [= ey o o = s Tal = I mr=Ta - - | i :' s ._I .__._I
his mode is not supported by this Operato
)

(#) A specific namespace on the cluster

Operator will be available in a single namespace only.

Installed Namespace *

@ keycloak

Update Channel *
(») stable

Approval Strategy *

(») Automatic

() Manual

Subscribe Cancel
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Operator FFIGZ %,

)

&
>
8

24 Operator Z&5TH G, HEHEGIFOREE —1TEHEX TR, EEHERH HiE TR
Red Hat Single Sign-On %%,

HIF A X OpenShift Operator JE 2158, 15Z /4 OpenShift Operator 755,

11.1.2. Mg S 1r& %

BT LIM e 5174 % Red Hat Single Sign-On Operator.

SEARRME
[ ]
1A cluster-admin R EEE G 1R F T [AE I BREGIRIE 7,
T

BIE—1NIH,
I $ oc new-project <namespace>

BE £ 7 rhsso-operator-olm.yaml B9X ¥, LUEX YAML 417171 operator.

{¥ targetNamespaces E#7 7% RH-SSO #jip& 32/,

apiVersion: operators.coreos.com/vi
kind: OperatorGroup
metadata:

name: rhsso-operator-group
spec:

targetNamespaces:

- <namespace> # change this to the namespace you will use for RH-SSO
apiVersion: operators.coreos.com/vialphat
kind: Subscription
metadata:

name: rhsso-operator
spec:
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channel: stable

installPlanApproval: Manual

name: rhsso-operator

source: redhat-operators

sourceNamespace: openshift-marketplace

# Here you can specify a specific Operator version, otherwise it will use the latest
# startingCSV: rhsso-operator.7.6.0-opr-001

3.
Z % operator 21T,
I $ oc apply -f rhsso-operator-olm.yaml
4,
LR RHIETE 50 o5 ZEIH,
oc patch installplan $(oc get ip -n <namespace> -o=jsonpath="{.items[?
(@.spec.approved==false)].metadata.name}’) -n <namespaces --type merge --patch
'{"spec”:{"approved":true}}’
5.
$2uF Operator B & IEFEA1T.
$ oc get pods
NAME READY STATUS RESTARTS AGE
rhsso-operator-558876f75¢c-m25mt 1/1  Running 0 28s
Rty 7R

24 Operator ZF5THE, HEHEGIFOREE —1TEHEN KR, FEMHER HiE TR
Red Hat Single Sign-On %%,

HIF A X OpenShift Operator BIEZ15 /8, 15Z 4 OpenShift Operator 755,

11.2. 74772 5Z & RED HAT SINGLE SIGN-ON OPERATOR

L H TR DB,

# 19 CRD B#FH, L/ HERTHZHF.

Keycloak CR #89 podDisruptionBudget FERE7#H, it Kubernetes jk% 1.25 R&5
k& _EZBE Operator i1 ZHE,
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0 vialphat g7, ZNTZE£XHFEL HEFREFAM CRD, T il £t CRD k%
T HATRTFE XL,

11.3. A EE X FBEZ % RED HAT SINGLE SIGN-ON
o] LU T B Keycloak EE X ¥, &/ Operator E5)%% Red Hat Single Sign-On, 4#{&H

HE X FIRZH Red Hat Single Sign-On Ff, #alLIGYE I L b B2 HHIARSS, FHZE TR BT,

Keycloak-db-secret - 5B 1, WHE/FRH 5. BGHINEEHU (AREFREINEEH
#F)

credentials-<CR-Name > - /& f1Z & R £/ Red Hat Single Sign-On admin ££#I&
(& It;CR-Name > EF Keycloak EE X ¥4 #)

Keycloak - Keycloak Z8Z#f&, FXE#Hm afHMX#FH) StatefulSet LB

Keycloak-postgresql - /55/ PostgreSQL ## /&% #

Keycloak-discovery Service - #i#7 JDBC_PING % B}

Keycloak Service - # HTTPS £#%%) Red Hat Single Sign-On (F3£#f HTTP)

Keycloak-postgresql Service - iE#EZPIEBFIA BB EHE /%51

Keycloak Route - A OpenShift 17/7] Red Hat Single Sign-On & E8#2#4 69 URL

Operator 1 IR AT
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Workloads Services

keycloak-db-secret keycloak-postgresql

(Database username (Database)
and password)

!
.

A

keycloak-postgresql

vy

Keycloak

Credentials-<CR-Name?> '
(Admin console username 5 Keycloak
and password) (Stateful Set)

!

keycloak-discovery

A A A

v

Keycloak Route

(Admin console URL) I

Admin console

11.3.1. Keycloak E.E X ¥

Keycloak HEX FiFE—1 YAML Xtf, EEX THTFLZRIEZH, EXHES=1TBH :

[ ]
LA - T T MR Fa TSI E,
[ ]
externalAccess - #1E/5/H |7y True, Operator 2% Red Hat Single Sign-On #£2£6)&
— N\, ZATLURF host iXiE &z H5Uk##H Route BIEHE
[ ]

externalDatabase - LiEEBINEBIEEHIE/F, ZIERH) HEPEHE/F BE B %8, 5
HiZEW false W HFWiEE, FHiFZRH AR PostgreSQL HE/%, FEE, H4£77HE
35 #F externalDatabase:false,

Keycloak HE X Z#HEE YAML X761

apiVersion: keycloak.org/vialphat
kind: Keycloak
metadata:
name: example-sso
labels:
app: sso
spec:
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instances: 1
externalAccess:
enabled: True

X

oLl EH YAML X##, H Red Hat Single Sign-On admin #2#5 d B EH T
REEE TR,

11.3.2. Z£ OpenShift #10& Keycloak 5E X &k

7 OpenShift f1, ZFaJLUEREE X ZEFOIBHEH, ZiEHE admin #5589 URL, HEFES
admin #5589/ 7 E RIE .

SEARRME
[ ]
XU EE X FRE—T YAML X 14,
[ ]
1A cluster-admin R EEE G IR F T [FE I BREGIBRIE .
e

AR YAML SXHECIEESH © oc create -f <filenames.yaml -n <namespaces. 4] :

$ oc create -f sso.yaml -n sso
keycloak.keycloak.org/example-sso created

OpenShift Y& 7— 1.,
&RF OpenShift Web ##/5,

##¥ Networking,Routes #123 Keycloak,

OpenShift Web #E#5 HHI# Hi FE
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Project: default

Routes

Create Route keycloak /

Mo Routes Found

orizontal Po

Networking

Services

Routes

1E7# B Keycloak B5HIH9BF&_L, s Location THJ URL,
LErf2H 7 Red Hat Single Sign-On admin #2414 &R FEE.,
EEIHE B REE

Username or email
Password

[ ] Remember me

{£ OpenShift web EE#I& #1#6E) admin £EHEBIH S HIZERS ; 7€ Workloads T, st
Secrets #1##3% Keycloak,
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OpenShift Web 2#1& FHIHL % 71 B

Workload
orkloads Project: default =

‘ods

Deployments Secrets
Deployment Configs
keycloak /
Stateful Sets
Secrets
‘ 4 | Image Q | Source ‘ 0] TLS ‘ &  Service Account Token Q| Opague

Config Maps

12 Items

Select all filters

Cron Jobs

7 admin #2515 &R FHAE £ HEH,
BRI SE B R

Username or email

admin

Password

[:J Remember me

B BERE— 1 H Keycloak HE X FiEZ %1 Red Hat Single Sign-On 36, B/
w4 realm, client ] users 6Y#EE E X iR,

Red Hat Single Sign-On master realm
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Master &
General Login Keys Ermail Thermes Cache Tokens Client Registration
Realm Settings * Name ST

Clients

Display name

HTML Display name

Frontend URL

Enabled m
User-Managed OFF
Access
Endpoints OpenlD Endpoint Configuration

SAML 2.0 Identity Provider Metadata

7.
128 B E X FIRIIRE -
I $ oc describe keycloak <CR-name>
ZR

Operator 4 EEHE X FiRE, FAUTRREELE :

I $ oc describe keycloak <CR-name>

Keycloak HE X FRAKE

Name: example-keycloak
Namespace: keycloak
Labels:  app=sso
Annotations: <none>
API Version: keycloak.org/vialphat
Kind: Keycloak
Spec:
External Access:
Enabled: true
Instances: 1
Status:
Credential Secret: credential-example-keycloak
Internal URL: https://<External URL to the deployed instance>
Message:
Phase: reconciling
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Ready: true
Secondary Resources:
Deployment:
keycloak-postgresql
Persistent Volume Claim:
keycloak-postgresql-claim
Prometheus Rule:
keycloak
Route:
keycloak
Secret:
credential-example-keycloak
keycloak-db-secret
Service:
keycloak-postgresql
keycloak
keycloak-discovery
Service Monitor:
keycloak
Stateful Set:
keycloak
Version:
Events:

)

&
S
8

Z % Red Hat Single Sign-On j5, FtaTLl 68— 1Mo HE L FR,

N EBEIE 5B F ST, FEH Keycloak EE X FRABEH, HEREEREM i 2ZH
XPNET, FHEDEEE B EHE, 1550 E RN B,

11.4. B2 REALM B EX KB

L oT L@ [ Operator £ Red Hat Single Sign-On 182 B E X #iRE X 891, el LIfE YAML X
tHHE X realm HE X FRBIE .

A

EEREEE OISR YAML XXk GRS, HEMHITE Red Hat Single
Sign-On admin ##&E /A, 182, % admin ZHEHNEHTRRBIEEHERE CR BIEX
HAHSEH
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Realm EE X FIRE] YAML X761

apiVersion: keycloak.org/vialphat
kind: KeycloakRealm
metadata:
name: test
labels:
app: sso
spec:
realm:
id: "basic"
realm: "basic”
enabled: True
displayName: "Basic Realm"
instanceSelector:
matchLabels:
app: sso

TERFA

XL EE X ERE—T YAML X4,

£ YAML X ¥, instanceSelector THj app 5 Keycloak EE X KRBt r4 LG, PLBdX
L BTIFR A Red Hat Single Sign-On BIIEREAIRE B realm,

1A cluster-admin R EEE IR F T A BREGI BRI,

T
1.
TEEBIEER YAML X EIL# < © oc create -f <realm-names.yaml, B4 :
$ oc create -f initial_realm.yaml
keycloak.keycloak.org/test created
2.

£5RF Red Hat Single Sign-On B S HIB &S EEIEHIE .,
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£5 Select Realm, #EZE0ERI1E,

FrI T

ETEEFIA master 15

Test &

Genera Login Keys Email Themes Cache

Realm Settings * Name test

Clients

Display name

HTML Display
name
Frontend URL
Enabled m
User-Managed OFF

Access

ZR

Operator ZM BB E X iR, FAUTRGEELE :

I $ oc describe keycloak <CR-name>

realm EE X FRKE

Name: example-keycloakrealm
Namespace: keycloak
Labels:  app=sso
Annotations: <none>
API Version: keycloak.org/vialphat
Kind: KeycloakRealm
Metadata:
Creation Timestamp: 2019-12-03T09:46:02Z
Finalizers:
realm.cleanup
Generation: 1
Resource Version: 804596

Tokens

Client Registration

Self Link: /apis/keycloak.org/v1alphai/namespaces/keycloak/keycloakrealms/example-

keycloakrealm
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UID: b7b2f883-15b1-11ea-91e6-02cb885627a6
Spec:

Instance Selector:

Match Labels:

App: sso

Realm:

Display Name: Basic Realm

Enabled: true

Id: basic
Realm: basic
Status:
Login URL:
Message:

Phase: reconciling
Ready: true
Events: <hone>

LB, AL OEE ihHE X Fif.

11.5. BIBEE i E E X 53

T LU#H Operator 7£ Red Hat Single Sign-On H16Y& /i H & X FEE X BIZ F g, e LIFE
YAML X HHAE L 1t B/E P,

X

BT LIEH YAML X AHIE N HPZE Red Hat Single Sign-On admin #2#1& /1, {6
admin ZE#IE I E R T2 BHHE N TR,

& B E R YAML X6

apiVersion: keycloak.org/vialphat
kind: KeycloakClient
metadata:
name: example-client
labels:
app: sso
spec:
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realmSelector:
matchLabels:
app: <matching labels for KeycloakRealm custom resource>
client:
# auto-generated if not supplied
#id: 123
clientld: client-secret
secret: client-secret
#...
# other properties of Keycloak Client

SEARRME
[ ]
Xt B E X FBRE—1 YAML X,
[ ]
14 cluster-admin R EEE G 1R F T [FE K BREGI BRI,
e

TEEBIEER YAML X & EIL# 5 : oc create -f <client-names.yaml.AI4] :

$ oc create -f initial_client.yaml
keycloak.keycloak.org/example-client created

BRINEE R B RIAX L OVBILING i ER ELEFEFIE

£4 Clients,

& im s & i AUZE .
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Clients

Lookup

Client ID
account
account-censole

admin-cli

Identity

broker
master-realm
eration security-admin-console

Authentication

ZR

LI E Fimjs, Operator REIE—1EZS Client ID #1Z Fin secret B9 Secret,

Enabled
True
True
True
True
True

True

% 113 RED HAT SINGLE SIGN-ON OPERATOF

Base URL

http:ilecalhost:B0BO/auth/realms/master/account/

http:#/lecalhost:8080/auth/realms/master/account/

hitpi#localhost:B080/auth/admin/master/console/

keycloak-client-secret-<custom Z £ s, B14] :

& FinHg Secret

apiVersion: v1
data:

CLIENT _ID: <base64 encoded Client ID>

CLIENT_SECRET: <base64 encoded Client Secret>

kind: Secret

Operator ZMEEHE X KRG, AU TR GEELS :

I $ oc describe keycloak <CR-name>

& E E SRR

Name: client-secret
Namespace: keycloak
Labels:  app=sso

API Version: keycloak.org/vialphat

Kind: KeycloakClient
Spec:
Client:

Client Authenticator Type: client-secret
Client Id: client-secret

Actions
Edit Export
Edit Export
Edit Export
Edit Export
Edit Export
Edit Export
HapFHE -

Create

Delete
Delete
Delete
Delete
Delete

Delete

o1
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Id: keycloak-client-secret
Realm Selector:
Match Labels:
App: sso
Status:
Message:
Phase: reconciling
Ready: ftrue
Secondary Resources:
Secret:
keycloak-client-secret-client-secret
Events: <none>

)

&
>
m

EFlntI# T, BB CIERH HE X iR

11.6. 2B/ EHE X R

T LU#H Operator £ Red Hat Single Sign-On H16Y& /1 & X FBEE X BIFEF, ZEaTLIfE YAML
XAFHE X EEX KRBT,

%{;

Bl LIEH YAML X{HHE9E Y, FEX=H PP Red Hat Single Sign-On & £ #I4
Ha, {BX] admin #E#IEB B X2 FHEHE R,

AR, A EAFEE, WEEXT credentials FE2, TEF L5445 CR
WKIEHIEPEAD, Hetligid, IR B G EXE, Operator f¥EiE LI
CR H1iZ iEHIE,

i/ EEXFRE) YAML X761

apiVersion: keycloak.org/vialphat
kind: KeycloakUser
metadata:
name: example-user
spec:
user:
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username: "realm_user"
firstName: "John"
lastName: "Doe"
email: "user@example.com"
enabled: True
emailVerified: False
credentials:
- type: "password"
value: "12345"
realmRoles:
- "offline_access"
clientRoles:
account:
- "manage-account”
realm-management:
- "manage-users"”
realmSelector:
matchLabels:
app: sso

STEREM

XTIt HE X FBRE—1 YAML XAE,

realmSelector S HI A realm B .E X FRAE 5P,

14 cluster-admin IR EE G 1R F T [AE K BREGI BRI H,

TR

1.
TEEOEERG YAML X A& fHIE % © oc create -f <user_cr>.yaml.GV4] :
$ oc create -f initial_user.yaml
keycloak.keycloak.org/example-user created

2.
&%7 Red Hat Single Sign-On BIfEX L HIBIEFEIEHIS.,

3.

£ Users,
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FFLETE YAML XA E X BIE .

B AR F B IR EI R K ZH s

Users
Lookup
Search Q, || View all users Unlock users || Add user
D Username Email Last Name First Name Actions
debo07cd-e... | leiazuki lazuki@wes... | Azuki Lei Edit = Impersonate = Delete
2a26e1b2-8.. = nemethjabaz njabaz@we... | Jabaz Nemeth Edit = Impersonate = Delete
7c1f0c04-0f.. | realm_user user@exam... | Doe John Edit = Impersonate = Delete

R

BIBAEF 5, Operator REMALI T £ EA 0/ —1 Secret : credential-<realm name>-
<username>-<namespace >, Ef&ZH /%, F1E CR credentials EHHIEE T &5,

G4y :

KeycloakUser Secret

kind: Secret
apiVersion: v1
data:
password: <base64 encoded password>
username: <base64 encoded username>
type: Opaque

Operator M BB E X KRG, FAUTRGEELS :

I $ oc describe keycloak <CR-name>

B EX R RE
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Name: example-realm-user
Namespace: keycloak

Labels:  app=sso

API Version: keycloak.org/vialphat
Kind: KeycloakUser

Spec:
Realm Selector:
Match Labels:
App: sso
User:
Email: realm_user@redhat.com
Credentials:
Type: password
Value: <user password>
Email Verified: false
Enabled: true

First Name: John
Last Name: Doe
Username: realm_user
Status:

Message:

Phase: reconciled
Events: <none>

)

&
S
5

% 113 RED HAT SINGLE SIGN-ON OPERATOF

WREBHN GBS, HALUEN Keycloak BEX RS E, 155 FREINEBEHE

Ea

B EE R D BEE, FEI 1R,

11.7. FEFNBEEF

BT LU B8 —1 keycloak-db-secret YAML X f## ¥ Keycloak CR externalDatabase B K&
NG, A& Operator (FHFIHNEE PostgreSQL g%, #:32&, (R Base64 4it5,

keycloak-db-secrett] YAML X {61

I apiVersion: v1
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kind: Secret
metadata:
name: keycloak-db-secret
namespace: keycloak
stringData:
POSTGRES DATABASE: <Database Name>
POSTGRES_EXTERNAL_ADDRESS: <External Database URL (resolvable by K8s)>
POSTGRES_EXTERNAL_PORT: <External Database Port>
POSTGRES _PASSWORD: <Database Password>
# Required for AWS Backup functionality
POSTGRES_SUPERUSER: "true”
POSTGRES USERNAME: <Database Username>
SSLMODE: <TLS configuration for the Database connection>
type: Opaque

LUFE M R EBAE /R EYLE 2 IP ot /il L,

POSTGRES_EXTERNAL_ADDRESS - # S8 #E/#9E M 5. WREFIEE/FRE—T IP
MTEENE, TEIB—1 IR HI#EMH9 EndpointSlice 2t Endpoint F12#EH 5.

POSTGRES_EXTERNAL_PORT - (&) #iF/Fimll,

Rt a9 T A SIEE AN BB/ F R, R TR ZEET] -

POSTGRES DATABASE - Z{&HR9515/% L 7,

POSTGRES USERNAME - ##EFERF %

POSTGRES_PASSWORD - ##E/F %

POSTGRES SUPERUSER - Z &1 NIZ LB B 8155171, 8E 7 true,

SSLMODE - #5752 & TEFEEIH 28 PostgreSQL g /FHF# L@H TLS, & TEER9E
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Jei/H SSLMODE /5, Operator 212347 keycloak-db-ssi-cert-secret ] secret, Ef5
PostgreSQL g/ @ HH root.crt, OIE secret ZaltHg, HEELEELR UFHIE/FHIUFHiH
secret (#1#1 SSLMODE: verify-ca) . TEI2— 174 :

£ Operator {#/HHJ TLS Secret ~H,

apiVersion: v1

kind: Secret

metadata:
name: keycloak-db-ssl-cert-secret
namespace: keycloak

type: Opaque

data:
root.crt: {root.crt base64}

Operator f76I& % 77 keycloak-postgresql B9 Service, 1%fE%Hi Operator B0i&, LIIRIE
POSTGRES_EXTERNAL_ADDRESS BINZL\ FF A 888H%/%. Red Hat Single Sign-On &It AR5 1%
BRI, XERE CT BRI, Tedd X TR,

Keycloak B E X FilR#%ZEEHTF B/ FAN BB BG4 3 15

SS I BB IR Keycloak EE X ¥R YAML X7

apiVersion: keycloak.org/vialphat
kind: Keycloak
metadata:
labels:
app: sso
name: example-keycloak
namespace: keycloak
spec:
externalDatabase:
enabled: true
instances: 1

TERFA
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BEH— 1T keycloak-db-secret B9 YAML X14£,
BB Keycloak EE X 5K, f¥ externalDatabase i%i& 7 true,

1A cluster-admin R EFE IR F T A BREGI BRI,

T

J7#ER9 PostgreSQL #iE/4#£F) secret: oc get secret <secret_for_db> -0 yaml, #14] :

$ oc get secret keycloak-db-secret -o yaml

apiVersion: v1

data
POSTGRES_DATABASE: cm9vdA==
POSTGRES_EXTERNAL_ADDRESS: MTcyLjE3LjAuMw==
POSTGRES_EXTERNAL_PORT: NTQzMg==

POSTGRES_EXTERNAL_ADDRESS ;£ Base64 5.,

#EFS secret B9fE : echo "<encoded_secret>" | base64 -decode.#V4] :

$ echo "MTcyLjE3LjAuMw==""| base64 -decode
192.0.2.3

A BB (E SR HE/F] IP 21 PLAL -

$ oc get pods -o wide

NAME READY STATUS RESTARTS AGE IP
keycloak-0 1/1 Running 0 13m 192.0.2.0
keycloak-postgresql-c8vv27m 1/1 Running 0 24m 192.0.2.3

#ii keycloak-postgresql HiBR{E:1THIAR S Y2 -

$ oc get sve

NAME TYPE  CLUSTER-IP EXTERNAL-IP PORT(S) AGE
keycloak ClusterlP 203.0.113.0 <none> 8443/TCP 27m
keycloak-discovery ClusterlP None <hones 8080/TCP 27m

keycloak-postgresql ClusterlP 203.0.113.1 <none> 5432/TCP 27m
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keycloak-postgresql AR ¥¥ig K4 E B SintI—4 IP #ott, X2 IP Hott #h 7y =,

5.
&#& keycloak-postgresql R & R, LA ENTHF IP #ht i T80 % -
$ oc get endpoints keycloak-postgresql
NAME ENDPOINTS AGE
keycloak-postgresql 192.0.2.3.5432 27m
6.

#iA Red Hat Single Sign-On (&N B HE/Fm 1T, OB —tIEBIESTT -

$ oc get pods
NAME READY STATUS RESTARTS AGE IP
keycloak-0 1/1 Running 0 26m 192.0.2.0

keycloak-postgresql-c8vv27m 1/1 Running 0 36m 192.0.2.3

11.8. F#FI4 48 RED HAT SINGLE SIGN-ON

M5 B Rt B i AR5 ETENBBLNE B BRI, ISR, ESfFREECIBE ik,

EMPIX—, HEFEELE Keycloak ] KeycloakRealm CRD B9FEE Ehk A LUH F B HIRCIE,

external-keycloaktg YAML XX {4761

apiVersion: keycloak.org/vialphat
kind: Keycloak
metadata:
name: external-ref
labels:
app: external-sso
spec:
unmanaged: true
external:
enabled: true
url: https://some.external.url

Ty TIRIEX 1 keycloak #1784 %1, Operator 18177 A Fil# CRD & B¥# ¥ E CRD By
secret & #h,
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credentials -external-refd YAML X £~61

apiVersion: v1
kind: Secret
metadata:
name: credential-external-ref
type: Opaque
data:
ADMIN_USERNAME: YWRtaW4=
ADMIN_PASSWORD: cGFzcw==

external-realmfg YAML X461

apiVersion: keycloak.org/vialphat
kind: KeycloakRealm
metadata:
name: external-realm
labels:
app: external-sso
spec:
unmanaged: true
realm:
id: "basic"”
realm: "basic"
instanceSelector:
matchLabels:
app: external-sso

HfE, EoTLRERAEiaP a5, SN EBLNIEE m B RO L O E i,

11.9. HEHIE/F54
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Il
.

#17 CR B##H, HolsEmLUGHIREA MR,

BT LU Operator XA H E E X FIRE X BB/ FBIE 557 5. B E X R a7V IR

FRKRE,

BT LU&fH Operator BIEEX KIiFF A BB TT— Rt BB FEW,

w17 EE X FRE) YAML X761

apiVersion: keycloak.org/vialphat
kind: KeycloakBackup
metadata:

name: test-backup

TERRF

XL EE X FBRE—T YAML X,

BB —1Nii7 A claimRef B9 PersistentVolume, ©HiZfHF Red Hat Single Sign-On

Operator /##9 PersistentVolumeClaim,

TR

LIBEHEW : oc create -f <backup_crnames. 4] :

$ oc create -f one-time-backup.yaml|
keycloak.keycloak.org/test-backup

Operator AL Fn & 5 E6/E# —1 PersistentVolumeClaim

: Keycloak-backup-<CR-
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name>,

BEEBIZE -

$ oc get pve

NAME STATUS VOLUME

keycloak-backup-test-backup Bound pvc-e242-ew022d5-093q-3134n-41-adff
keycloak-postresql-claim  Bound pvc-e242-vs29202-9bcd7-093q-31-zadj

3.
BEEGHEWIIZ -
$ oc get jobs
NAME COMPLETIONS DURATION AGE
test-backup 0/1 6s 6s
4,
BEENITHIEARENSIZ -
$ oc get pods
NAME READY STATUS  RESTARTS AGE
test-backup-5b4rf 0/1 Completed 0 24s
keycloak-0 1/1  Running 0 52m
keycloak-postgresql-c824c6-vv27m 1/1  Running 0 71m
5.
BETHBIEHENBIAE -
$ oc logs test-backup-5b4rf
==> Component data dump completed
RHifth 755

WFBEXIFAMEBHIFG, 15504 TRGA 7,

11.10. ZE ERA

BT LU Operator Z#Y BB, FH:ZHFEHL AL FTENT B, 7 BatESaTLLE Red
Hat Single Sign-On ZBaT LUEHBIEINE, BIAI, ZEaTLURIIERY . #aTLIE Keycloak HE X 7
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By s,

Keycloak HE X Z#&EE YAML X761

apiVersion: keycloak.org/vialphat
kind: Keycloak
metadata:
name: example-keycloak
labels:
app: sso
spec:
instances: 1
extensions:
- <url_for_extension_or_theme>
externalAccess:
enabled: True

B LG R T B—HTSFIBECT], WEEZEL, FEMH BETLE F5IFE.,

TERRIF

F— 1T Keycloak HE X FRHE] YAML X,

14 cluster-admin R EEE G 1R F T [FE K BREGI BRI,

A
1.

4% Keycloak EE X %9 YAML X : oc edit <CR-name>

2.
f£ instances 1T/a# 1% 7 extensions: B917,

3.
1£ JAR X{FH 1 HE X 7 B3k &7 M URL,

4.,

REFZXA
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Operator T BEXEITHZEE,

11.11. HFEEHE X KB 50

HLEOBEEGERE, L@ oc 54 Estilg.
BREEHEGEK, EEALUTF®ES : oc edit <CR-name>
EWBEEGEK, HEALUF®S : oc delete <CR-name>

Ve, B4iEE  test-realm Bt EE X iEK, EEHL TR -
I $ oc edit test-realm

MR EATF—1EO, EaJUFERFHTEX,

%{;

LFaT LI E#T Keycloak CR YAML X1, BXFN HFIEE,

X R IR FHT IR

Keycloak Realm CR R3¢ E A IZFIWE:, MEZRZL LD, Keycloak /" HI&
i CR 55 #E&EHr (L7143 CR) kIt Keycloak &1, {H#% £ CR & #T Keycloak
BEH,

11.12. AR EHE

BT LIACE Operator WA {TLIIE Hsm B RHAK, HEaJLIMLL FAHRFBEHLEE,

recreate : X2 FHs, Operator EATE Red Hat Single Sign-On &%, aIHOIE#A
12, ZISIRIEF#H LI Red Hat Single Sign-On SR EIBFIZE, IFERSEHFHE, BEAHENL
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V9 B TIR A IE TV /= e TR M F AR BB Z X/ Red Hat Single
Sign-On,

IR5)) : Operator —R#B—1 &%, FHRIEEFH I Red Hat Single Sign-On 5ER AR OE
BIZ, XHEATRIFEFHN AR, BEEETFFEEREFETIBBIREE, BXZNMIIEESR
B RIRAEKEN] I MBS S HF E 56577

Keycloak HE X Z#&RE YAML X7 6

apiVersion: keycloak.org/vialphat
kind: Keycloak
metadata:
name: example-keycloak
labels:
app: sso
spec:
instances: 2
migration:
strategy: recreate
backups:
enabled: True
externalAccess:
enabled: True

X

HiFZ Fikk &89 Operator H1777F —1 51X, Red Hat Single Sign-On StatefulSet _t
B Selector FE o] BERRIE T HIBC B # iR IE, IR Operator o lBXHHIKE, H
H{E M recreate g, EFF WERHEHT0)EE 7 HIEHY Selector FEHY StatefulSet, X
2B, B Selector FEZET ol ZFHY,

BH—1" R PR TEFE B R BTE R F ol BER BB BB ERIFEM, P, 44
1% Operator 18111 7 B E X HHEEXRAN, #alLIFzilf# StatefulSet & X,
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