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5. = Create I JIRA [AIRIIR 32 B ST#S A1 PN,

REHRTER] Al SRR R 15


https://issues.redhat.com/secure/CreateIssueDetails!init.jspa?pid=12320221&issuetype=1&components=12328148&priority=3&description=URL where issue was found%3A %0A%0ADescription of issue%3A &summary=%5BDOC%5D <summary here>

B1E NNEREREY

B1ERKERERM
advertised.listeners

Type: string

Default: null

Importance: high

Dynamic update: per-broker

SRrRRERETRRE, BEALMEl ZooKeeper MG/ HE FinfEH. 1E laaSIMNER, XTREE
ESREBEHEINEORE. MBEEFXE, NER BTEF VE. 5 HiRg TR, 2% 0.0.0.0
meta-address XX, & WITgs FFE, LEMEPAIEFEESENHO, LMERTUEE—MIITEHRERA
HH— TR, XEFERASRNEEESRNEER.

auto.create.topics.enable

Type: boolean

Default: true

Importance: high

Dynamic update: read-only

EBRS5 28 LR A B SR X/,

auto.leader.rebalance.enable

Type: boolean

Default: true

Importance: high

Dynamic update: read-only

FRBh ST, EEEAREREHNESXA T2, H leaderimbalance.check.interval.seconds

HITERE. WRF imbalance #i1 leader.imbalance.per.broker.percentage, MR % 41524 XH
BT,

background.threads

type:int

Default: 10

Valid Values:[1,...]
Importance: high

Dynamic update: cluster-wide

ATFE&MELLEESHNERERE.

broker.id

type:int

Default: -1

Importance: high

Dynamic update: read-only

AR ERBINRIE ID, MRKKE, NEEKRME—BIRIE id, EER ZooKeeper £ ID FFHF
BLEBRIRIE ID [B]A9HZE, M reserved.broker.max.id + 1 AR BIER ids start,

compression.type

Type: string

Default: producer

Valid Values: [uncompressed, zstd, 1z4, snappy, gzip, producer]

Importance: high

Dynamic update: cluster-wide

BEATEFTINRA LMERE, WEEESIELMEREIEER(gzip, 'snappy), 124, 'zstd). BiLESE
BF&EE4EH 'uncompressed' ; T 'producer’ KRB H producer WEBMRALEYE codec,
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control.plane.listener.name

Type: string

Default: null

Importance: high

Dynamic update: read-only

FAF 25 2R IE 2 FIR B E M IR ITEF &, RIS control.plane.listener.name 7£ 1 172551
K EIRR, LUk BIREI 200 ERE, A, MRARERER : listener=
INTERNAL://192.1.1.8:9092, EXTERNAL://10.1.1.5:9093,
CONTROLLER://192.1.1.8:9094listener.security.protocol.map = INTERNAL:PLAINTEXT,
EXTERNAL:SSL, CONTROLLER:SSLcontrol.plane.listener.name = CONTROLLER On startup,
CONTROLLER On startup, broker will start listening on "1928:9094" with security protocol "SSL"TE
PREIZR—MI, et ZooKeeper KIMAIE L MR R, ©Y9#E M control.plane.listener.name
HEmS, ©ERARSKREEILER, M, MR ZooKeeper EREBAL HMIH=E : "endpoints” :
["INTERNAL://broker1.example.com:9092","EXTERNAL ://brokeri.example.com:9093","CONTR
OLLER://broker1.example.com:9094"], ##%I2zHEE ) : listener.security.protocol.map =
INTERNAL:PLAINTEXT, EXTERNAL:SSL, CONTROLLER:SSLcontrol.plane.listener.name =
CONTROLLER, #Z#I2853# M "brokerl.example.com:9094" MR £ WY "SSL" RN, NR%
BEREE, NBEINMER null, BEBEEHIREENTAiRR. NRABEE, NNHZETRE
inter.broker.listener.name FI{E B[

controller.listener.names

Type: string

Default: null

Importance: high

Dynamic update: read-only

EEH SR E AN R ITREFEZMBSESOMIIR, X KRaft R TZTNEE. SHEH S MEREN,
REBLZZFEAXINNRPHUE—DPUIFER. 3T : BT ZooKeeper FIIEHIZZ AN X B AL E,

controller.quorum.election.backoff.max.ms

type:int

Default: 1000 (1 second)
Importance: high

Dynamic update: read-only

FHIAFTAS RIS AHF] (2F) o XTEAB TR L MAEBIER Z RIS backoff AL &R,

controller.quorum.election.timeout.ms

type:int

Default: 1000 (1 second)
Importance: high

Dynamic update: read-only

TERA R EEET, TR KEE (LEMONHA) , MERMMES FIRE,

controller.quorum.fetch.timeout.ms

type:int

Default: 2000 (2 seconds)

Importance: high

Dynamic update: read-only

TERCBIE N FHA A ES50e2500, RBMNERIISIRG RS &R KA E] ; SN EIRZZRT LM
KL BN AERBVIREX S IKERSnapshot 1E 3K,

controller.quorum.voters

type: list
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Default: "

Valid Values: non-empty list

Importance: high

Dynamic update: read-only

ELLES 2 RH {id}@{host}:{port} &£ B 5IFEKH, H—4H voters B id/endpoint 1§ 28RS, F40 :
1@localhost:9092,2@localhost:9093,3@localhost:9094.

delete.topic.enable

Type: boolean

Default: true

Importance: high

Dynamic update: read-only

JERMBRER, RKXHMEE, BT admin TEMERE - LK.

early.start.listeners

Type: string

Default: null

Importance: high

Dynamic update: read-only

LLE S S RIRITFEFRIRIIR, XL LIERNEETRARCRIE ), SRS FEREA
54T bootstrap i, X{BHEHM, 1 StandardAuthorizer (FETTHIEREHEM ACL BIIER) BIA
&R, controllerlistener.names FEEHMERITEFLERIERTER. IRERFEFES
HERRE, NIAN HIERTIRA,

eligible.leader.replicas.enable

Type: boolean

Default: false

Importance: high

Dynamic update: read-only
J& i Eligible leader BIZ,

leader.imbalance.check.interval.seconds

Type: long

Default: 300

Valid Values:[1,...]
Importance: high

Dynamic update: read-only

PRI g 9 R EH T ER TR,

leader.imbalance.per.broker.percentage
Type: int
Default: 10
Importance: high
Dynamic update: read-only
BIMREAVH leader BULEER, MREBMBELXNME, ZEHSFSMLNSTE, ZEUBIHN
B,

WE0TER
Type: string
Default: PLAINTEXT://:9092
Importance: high
Dynamic update: per-broker
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iIr 285K - A TG WI0FE9 URI RTINS 2. MRVITSRBMARLEMIN, LRI E
listener.security.protocol.map, {/ilfr2s &#MFimOASHIEM—/, BRIE—DRITERE IPv4 i,
F—NEIFrERE IPve it (AFRE—%O) . $¥ hostname $§E 7 0.0.0.0 U ERIFFERED, &
hostname 822, LUSERIBNIAEO, EERIITIRIIRTH
PLAINTEXT:/myhost:9092,SSL://:9091 CLIENT://0.0.0.0:9092,REPLICATION://localhost:9093
PLAINTEXT://127.0.0.1:9092,SSL://[::1]:9092.

log.dir

type: string

Default: /tmp/kafka-logs
Importance: high

Dynamic update: read-only

REBSHENBS (0 log.dirs BHERE) .

log.dirs

Type: string

Default: null

Importance: high

Dynamic update: read-only

FiEAERIENE RIESARIIR. MREKEXE, NMER log.dir B{E,

log.flush.interval.messages

type: long

Default: 9223372036854775807
Valid Values:[1,...]

Importance: high

Dynamic update: cluster-wide

EHB R E#EAA, BEDXK EPRIERHE.

log.flush.interval.ms

Type: long

Default: null

Importance: high

Dynamic update: cluster-wide

TERIFT R AR, EREUPERREERFRIRKNE(ms), MREFXE, NIER
log.flush.scheduler.interval.ms FREI{HE,

log.flush.offset.checkpoint.interval.ms

type:int

Default: 60000 (1 minute)
Valid Values: [0,...]
Importance: high

Dynamic update: read-only

B RE—RBIFTER D KRIE, ZICRTHAERE <.

log.flush.scheduler.interval.ms
type: long
Default: 9223372036854775807
Importance: high
Dynamic update: read-only
ASBERREFIIEms) M EREE R E M PERE.,
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log.flush.start.offset.checkpoint.interval.ms

type:int

Default: 60000 (1 minute)
Valid Values: [0,...]
Importance: high

Dynamic update: read-only

BT B SE MRS K AL KBS,

log.retention.bytes

Type: long

Default: -1

Importance: high

Dynamic update: cluster-wide

ﬂﬂ” %E /L.\HUE"Jﬂaij(j(/J\o

log.retention.hours

type:int

Default: 168

Importance: high

Dynamic update: read-only

HHBR B & ST RTR/NET SR (LUNEF R EGL) , LA log.retention.ms BRI LN 2K,

log.retention.minutes

type:int

Default: null

Importance: high

Dynamic update: read-only

EMBREEXERT (A8 NEA) REBEHEXEHDHE, REZ logretention.ms B, MREE
&i&, MEA log.retention.hours FBY{E,

log.retention.ms

Type: long

Default: null

Importance: high

Dynamic update: cluster-wide

bR B S HRINEZEME (UM NEAD) , MRZRERE, NEMA logretention.minutes BI{E, 0
RILEN -1, WAL R E R,

log.roll.hours

type:int

Default: 168

Valid Values:[1,...]
Importance: high

Dynamic update: read-only

B FT B AR BIR R A (BUNSRBAL) , 2] logroll.ms @i,

log.roll.jitter.hours

type:int
Default: 0
Valid Values: [0,...]
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Importance: high
Dynamic update: read-only
M logRollTimeMillis  (LUNEF R EAL) FRIREBIR K jitter, REEF log.roll jitter.ms B,

log.roll.jitter.ms

Type: long

Default: null

Importance: high

Dynamic update: cluster-wide

M logRollTimeMillis (LAZFHHEAL) FHMERRK jitter, MAREFIXE, NIERA log.rolljitter.hours
Y E,

log.roll.ms

Type: long

Default: null

Importance: high

Dynamic update: cluster-wide

T B R ERETBRAKHS A (LLEMON AL . IREHIXE, NER log.roll.hours FEYE,

log.segment.bytes

type:int

Default: 1073741824 (1 gibibyte)
Valid Values: [14,...]
Importance: high

Dynamic update: cluster-wide

BEANEEXHRAKRN,

log.segment.delete.delay.ms

type: long

Default: 60000 (1 minute)
Valid Values: [0,...]
Importance: high

Dynamic update: cluster-wide

M4 275 H PR SC 44 BT S AR O ST (7D

message.max.bytes

type:int

Default: 1048588

Valid Values: [0,...]

Importance: high

Dynamic update: cluster-wide

Kafka SEVFRISRARICRIANIBR/DN (MIREA T L%, EESEHITEYE) . NRX#8M, BE
0.10.2 |RAETRE, LA AIBINA FBRENK/AD, LUEM TR UREUC kb b8, ERIMAUE SRR
WA, DRIAADEBIB LIRS, DURBME, FEURIRHBRRAF, REGMICFKEESHE
LB, EXFERT, XANREICCERTFHEMCTE, ATLMEREHY 5] max.message.bytes ft
BENBNEUINE,

metadata.log.dir

Type: string

Default: null

Importance: high

Dynamic update: read-only

10
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LEBEE AR E T F B o B H &S MAE KRaft EXHIMIE, MRS/ XE, N xHEAETIKRERE
log.dirs WEE—PNBHEB KA.

metadata.log.max.record.bytes.between.snapshots

type: long

Default: 20971520

Valid Values:[1,...]

Importance: high

Dynamic update: read-only

XBENHFTRBAIHESNRAF T, URERIIREBAMBNEKULZANERF TR, BAE
20971520, EARIEZ T BT A £ A IRIB, %7 & metadata.log.max.snapshot.interval.ms &
B, HABIRANFFFRIIABIFAF TS, Kafka T RFEMR—MRER,

metadata.log.max.shapshot.interval.ms

type: long

Default: 3600000 (1 hour)

Valid Values: [0,...]

Importance: high

Dynamic update: read-only

MRAEREESEERINRBHNILE, IZRFFERRBNRAENH. EHSEAETHERN
REBERK, BRINMES 3600000, ERBITEIEF TTHEMIRE, HSH
metadata.log.max.record.bytes.between.snapshots BZi&, AT & AN [H A @A IR KF T
i, Kafka 7 I ERH—MRER,

metadata.log.segment.bytes

type:int

Default: 1073741824 (1 gibibyte)
Valid Values: [12,...]
Importance: high

Dynamic update: read-only

$/|\775§K?E H /L.\i{q:ﬁljﬂ_j(j(/]\

metadata.log.segment.ms
Type: long
Default: 604800000 (7 days)
Importance: high
Dynamic update: read-only

HE T T EUE B S S RTR R (] (=R AL

metadata.max.retention.bytes
Type: long
Default: 104857600 (100 mebibytes)
Importance: high
Dynamic update: read-only

FEMHIBRIB R BR A0 B & SO, E?SI?EEIM%D'H& REVERARHE RN, BTFEEM B KR LR < A,
EVPE-DRBYIFE, FTELXZE—MEERSE,

metadata.max.retention.ms

Type: long

Default: 604800000 (7 days)
Importance: high

Dynamic update: read-only

1
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12

fHpRICEE B S M HIRRATNZEMN . BHFEEMBETURBRZE, EQE-—MREYIF
T, FTELUXE— DR,

min.insync.replicas

type:int

Default: 1

Valid Values:[1,...]

Importance: high

Dynamic update: cluster-wide

WHEHEIT acks % "all" (3 "-1") , min.insync.replicas &5 E LRI\ E AR SV BIAEF #A1H
BRI, SNRITEW R &R/ME, NIEKE RS %4 R % ( NotEnoughReplicas 5%
NotEnoughReplicasAfterAppend). 4 —i#2# S, min.insync.replicas 1 acks F1F1& i il 5L HE
BARNFAMRIE, ABENYSE0ETEESIRT 3WEH, & mininsync.replicas %E&) 2, #
8 acks of "all" £, XIFHRMRARSHBIARBRKEIE AN, NERESILRE,

node.id

type:int

Default: -1

Importance: high

Dynamic update: read-only

SR RN A B XM T R ID . roles @3 2R, XL KRaft A ZTH BV EMEE,

num.io.threads

type:int

Default: 8

Valid Values:[1,...]
Importance: high

Dynamic update: cluster-wide

AR 55 2 FSRALIEIE KA E, HAPrsEaEme 1/0.

num.network.threads

type:int

Default: 3

Valid Values:[1,...]

Importance: high

Dynamic update: cluster-wide

AR 5585 FA SR MR 28 3 MU SR FH I B & X BB LR RE U E, X « BN RIRRER (EHISSRITREER
4) fIEB %R,

num.recovery.threads.per.data.dir

type:int

Default: 1

Valid Values:[1,...]
Importance: high

Dynamic update: cluster-wide

FERHN AT ESRENSNMIEE RNELRERE, FEXHNER.

num.replica.alter.log.dirs.threads

type:int

Default: null

Importance: high

Dynamic update: read-only
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AEREE R ABEIANELENE, HhAseaEi#d /0,

num.replica.fetchers

Type: int

Default: 1

Importance: high

Dynamic update: cluster-wide

AFMENERESHNICRARISBEARERE, 80 E LAIRERE 53 H num.replica.fetchers 5
DISERHPHRERE, XMERTLUIRINGEEE CPU MIREF AP I/0 FHITHRERE.

offset.metadata.max.bytes

Type: int

Default: 4096 (4 kibibytes)
Importance: high

Dynamic update: read-only

SRBRERKBTHIERBHRRKKAN,

offsets.commit.required.acks

Type: short

Default: -1

Importance: high

Dynamic update: read-only
ERLUIESZIRZAIATEN acks, BE, BIAC)TNEES,

offsets.commit.timeout.ms

type:int

Default: 5000 (5 seconds)

Valid Values:[1,...]

Importance: high

Dynamic update: read-only

RHIRRZARER, BEE offsets THMIFTH BIAZIZE YIRS IABIMLEBI 1k, X SHIVEEE KRB L
1L,

offsets.load.buffer.size

type:int

Default: 5242880

Valid Values:[1,...]
Importance: high

Dynamic update: read-only

TR INERZF RN MR R CEB RN (IMRIDFKAK, NEE) »

offsets.retention.check.interval.ms

type: long

Default: 600000 (10 minutes)
Valid Values:[1,...]
Importance: high

Dynamic update: read-only

REIHRZ IR,

offsets.retention.minutes

type:int

13
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Default: 10080

Valid Values:[1,...]

Importance: high

Dynamic update: read-only

MFITHNAF, RXFESRRE[RE 1 BIHHFER, SHEREHZRTAERERE BIZEH
) &, INMREBRANSBKRTHIER ; 2) MREBHES T, RARBIRR T &E—RBINTHE,

HAARBITFIMRNEG, NFRIMETEE (ERFI2E) , B LRREZWNER, RERERE

BHEETE, EERE, @i delete-group iHRMIFRAR, HERZWFEBHEIEEZBHNNRERLR
BIER TR, H4, H—NEHET delete-topic IHRMFRE, HBEBTBIBEHEMHMWIRZR

B, WalkrizEPNRRZFEE, mMERMHRRE R,

offsets.topic.compression.codec

Type: int

Default: 0

Importance: high

Dynamic update: read-only

R XM E4E codec - 4RI A F LI R F 1R %R

offsets.topic.num.partitions

type:int

Default: 50

Valid Values:[1,...]
Importance: high

Dynamic update: read-only

RRREZXETVNIEHE (BEETMENR) .

offsets.topic.replication.factor

Type: short

Default: 3

Valid Values:[1,...]

Importance: high

Dynamic update: read-only

REIHNEFHER (REESUARTAN) . REEA0RFRN, BEXEHFANNERLEEHE

offsets.topic.segment.bytes

type:int

Default: 104857600 (100 mebibytes)
Valid Values:[1,...]

Importance: high

Dynamic update: read-only

RS TR BT 1 BAOZREARXT N, DUEINER B S48 277 T

process.roles

type: list

Default: "

Valid Values: [broker, controller]

Importance: high

Dynamic update: read-only

ItEi32 play BIA € : 'broker'. 'controller' 8 'broker,controller’ (J1RFEEZE) . EREBICERT
KRaft (Kafka Raft)#&z\ (fIAF=2 ZooKeeper) FHIEKEE, 5y ZooKeeper REHRE WEERE L

as)
To

14
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queued.max.requests

type:int

Default: 500

Valid Values:[1,...]
Importance: high

Dynamic update: read-only

TEFHIE L2320, fOIF data-plane BIEHEPLIE KL,

replica.fetch.min.bytes

Type: int

Default: 1

Importance: high

Dynamic update: read-only

BRI NS/ NFE TS, NREERWFT, 1HES replica.fetch.wait.max.ms (broker
config).

replica.fetch.wait.max.ms

Type: int

Default: 500

Importance: high

Dynamic update: read-only

HEZEIAR HNENMRINE I RNEARSERFN I, XMERIZIA%/NTF replica.lag.time.max.ms, LA
B LEAEEYE/N ISR A F RS2 E,

replica.high.watermark.checkpoint.interval.ms
Type: long
Default: 5000 (5 seconds)
Importance: high
Dynamic update: read-only

@ KL L AR 77 BB 2L RO SR

replica.lag.time.max.ms
type: long
Default: 30000 (30 #)
Importance: high
Dynamic update: read-only
INRBEFSRBLEEMREUE K, HEDLEFEFENT HEERERS, WAASVIEM isr iR E2E
=R

replica.socket.receive.buffer.bytes

type:int

Default: 65536 (64 kibibytes)
Importance: high

Dynamic update: read-only

IERBENMSNEREFERE AKX,

replica.socket.timeout.ms

type:int

Default: 30000 (30 #)
Importance: high

Dynamic update: read-only

15
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ML E KN EZETEN ., EERMEDH replica.fetch.wait.max.ms,

request.timeout.ms

type:int

Default: 30000 (30 #)

Importance: high

Dynamic update: read-only

e B 4 2 - b S R 1 SR A B Y e KN [A], SN SRATEENT 2 R E RN, B mSERENERL
EER (IREJLAN KD

sasl.mechanism.controller.protocol

Type: string

Default: GSSAPI
Importance: high

Dynamic update: read-only

AT 525258589 SASL M, FILJy GSSAPI,

socket.receive.buffer.bytes

type:int

Default: 102400 (100 kibibytes)
Importance: high

Dynamic update: read-only

EETRSHEETFTH SO_RCVBUF &, fIRE -1, NMERZRERTERINE,

socket.request.max.bytes

type:int

Default: 104857600 (100 mebibytes)
Valid Values:[1,...]

Importance: high

Dynamic update: read-only

ERFIERPHNERF T,

socket.send.buffer.bytes

type:int

Default: 102400 (100 kibibytes)
Importance: high

Dynamic update: read-only

EETRSHEETH SO_SNDBUF Zd X, NR{ED -1, NIERRIERSRIME

transaction.max.timeout.ms

type:int

Default: 900000 (15 minutes)

Valid Values:[1,...]

Importance: high

Dynamic update: read-only

EHERVFRR AT F, f1RE P imiE K E SN FRBEXME, NRERRE
InitProducerldRequest AIREIFE R, XA [h L2 im A KHIEBITEE], XATRERFHETEMESHE
EY:NESTILEa:S

transaction.state.log.load.buffer.size

16

type:int
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Default: 5242880

Valid Values:[1,...]
Importance: high

Dynamic update: read-only

FEHIVEE 1D FESMEEEF RN MESBE R BRI ERN (IRICRAK, NER) .

transaction.state.log.min.isr

type:int
Default: 2
Valid Values:[1,...]
Importance: high
Dynamic update: read-only
2 min.insync.replicas Bdi&, ATELSEH,

transaction.state.log.num.partitions

type:int

Default: 50

Valid Values:[1,...]
Importance: high

Dynamic update: read-only

EFTUNIRBE (BERFUER) .

transaction.state.log.replication.factor

Type: short

Default: 3

Valid Values:[1,...]

Importance: high

Dynamic update: read-only

EHZFHNEFER (KEER) , UBRATAME. ASEANE/MEL, BEREEX/NEELES

transaction.state.log.segment.bytes

type:int

Default: 104857600 (100 mebibytes)
Valid Values:[1,...]

Importance: high

Dynamic update: read-only

BT BRFTRNOZEREAE D, DRI B S E4E %77 7,

transactional.id.expiration.ms
type:int
Default: 604800000 (7 days)
Valid Values:[1,...]
Importance: high
Dynamic update: read-only
EESNARBERERLIESREEHASFNNE (BF) . AFSMERFEN, EH5IDFRY
HA,

unclean.leader.election.enable

Type: boolean
Default: false
Importance: high

17
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Dynamic update: cluster-wide

EARSEA ISREFHEIFFNRENFE, EMEIHMAREZSBEEE X,

zookeeper.connect

Type: string

Default: null

Importance: high

Dynamic update: read-only

LA hostname:port 5§ ZooKeeper E#EF R, HA host #l port & ZooKeeper AR 55 259 E N F0im
H. ¥ ZooKeeper HlER1ENLIT, ZESVFEZEEIHM ZooKeeper TR, LRI LLL
hostname1:port1,hostname2:port2,hostname3:port3 BXIEEZL N EN. RFSHBHLATUES
ZooKeeper chroot B8R ENE ZooKeeper iFEF RGN —E82, FMHEHIBIBE T LB ZooKeeper fr#
Zo[E A — LR T, fla0, EIRM chroot B8R /chroot/path, &R UG EEFRFRIEE N
hostname1:port1,hosthame2:port2,hostname3:port3/chroot/path,

zookeeper.connection.timeout.ms

type:int

Default: null

Importance: high

Dynamic update: read-only

BFIMEFEIS ZooKeeper iEEMR AN A, MIREFXE, NFEH

zookeeper.session.timeout.ms FREI(E,

zookeeper.max.in.flight.requests

type:int

Default: 10

Valid Values:[1,...]

Importance: high

Dynamic update: read-only

TERRIERT, B/ imR A2 El ZooKeeper IR K ARIAINMIEREE.

zookeeper.metadata.migration.enable

Type: boolean

Default: false

Importance: high

Dynamic update: read-only
J& A ZK B KRaft 3%,

zookeeper.session.timeout.ms

Type: int

Default: 18000 (18 seconds)
Importance: high

Dynamic update: read-only
ZooKeeper &1EHBHT,

zookeeper.set.acl
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Type: boolean

Default: false

Importance: high

Dynamic update: read-only
¥ client B NEAZE ACL,
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broker.heartbeat.interval.ms

type:int

Default: 2000 (2 seconds)
Importance: medium
Dynamic update: read-only

RIBOBEZ AR A KE (U WA o £ KRaft R TZTH ERA,

broker.id.generation.enable

type: boolean

Default: true

Importance: medium
Dynamic update: read-only

RS S EERERIE ID £, £ reserved.broker.max.id BBEBYERT, NIEE,

broker.rack

Type: string

Default: null

Importance: medium
Dynamic update: read-only

REBHNZR, XFAFHERMANBRENES 2B, =% : RACK1, us-east-1d.

broker.session.timeout.ms

type:int

Default: 9000 (9 seconds)
Importance: medium
Dynamic update: read-only

BB OB RIBRBEE—RMN EHKE (U2 NEA) . £ KRaft ERX TZTHER,

connections.max.idle.ms

Type: long

Default: 600000 (10 minutes)
Importance: medium
Dynamic update: read-only

WEEEEEN : RS EETFAIRRLAR XN EBIT X NEE,

connections.max.reauth.ms

Type: long

Default: O

Importance: medium

Dynamic update: read-only

LEAMIXENIER (BMNESN O, MARER) I, FREJEENENKIEEMBABRRERIENS
v2.2.0 SNEEMANE FimTaE, RENMFERIEEMBRPREREIEE XN TR,
RERATREFEHEIUIELANEMEN, BERM A LULAFEE/NE R ITFEFRIZF SASL #l
2 ENBIZE. )80, listener.name.sasl_ssl.oauthbearer.connections.max.reauth.ms=3600000,

controlled.shutdown.enable

type: boolean

Default: true

Importance: medium
Dynamic update: read-only

[& RARSS 2RO IR K M,
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controlled.shutdown.max.retries

type:int

Default: 3

Importance: medium
Dynamic update: read-only

ZERATERSKENZNRERM, XRE T X LSRR ETRE.

controlled.shutdown.retry.backoff.ms

Type: long

Default: 5000 (5 seconds)
Importance: medium
Dynamic update: read-only

BRER, RATEMNSBZAIKBEVREHRE (Controller BIFEHFE, BIXFEE).

T EIXATERRIES A,

controller.quorum.append.linger.ms

type:int

Default: 25

Importance: medium
Dynamic update: read-only

MG FREFSANNE (UM HEA) , RAEBEClIRHF R,

controller.quorum.request.timeout.ms

type:int

Default: 2000 (2 seconds)
Importance: medium
Dynamic update: read-only

LEERERE

FEEH B RS RE RN A RICH (A, MNREBN A& B REINR, &FAREERENERL

EIER (INREIXAR KD .

controller.socket.timeout.ms

type:int

Default: 30000 (30 )

Importance: medium

Dynamic update: read-only
controller-to-broker #E K EHE F B,

default.replication.factor

Type: int

Default: 1

Importance: medium
Dynamic update: read-only

Epfelk=E SIS EININL P EN

delegation.token.expiry.time.ms

20

type: long

Default: 86400000 (1day)
Valid Values:[1,...]
Importance: medium
Dynamic update: read-only

FREESERINSEANRE (UMW NEA) . BIMEN TR,
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delegation.token.master.key

Type: password

Default: null

Importance: medium
Dynamic update: read-only

DEPRECATED : delegation.token.secretkey 5|4, ©MNIZ#FERAMAELEE,

delegation.token.max.lifetime.ms

Type: long

Default: 604800000 (7 days)
Valid Values:[1,...]
Importance: medium
Dynamic update: read-only

SEEARKERES, EXEBSLI. MAENT7 X,

delegation.token.secret.key

Type: password

Default: null

Importance: medium

Dynamic update: read-only

E LR ShER secret BHH, YEMABNRIEFREMRERMNEH. NRERA KRaft B Kafka,
MWERMA SIS R RER . IRBPARKENXENZFR G, KNEGEAZREEXHE.

delete.records.purgatory.purge.interval.requests
Type: int
Default: 1
Importance: medium
Dynamic update: read-only

HBRICFBUERRFIRR (FRE)

fetch.max.bytes

type:int

Default: 57671680 (55 mebibytes)

Valid Values: [1024,...]

Importance: medium

Dynamic update: read-only
BAHREFREUE KR KRF TR, BAEDH 1024,

fetch.purgatory.purge.interval.requests
type:int
Default: 1000
Importance: medium
Dynamic update: read-only

IREUFRBOERAR GFRED) .

group.consumer.assignors
Type: list
Default:

org.apache.kafka.coordinator.group.assignor.UniformAssignor,org.apache.kafka.coordinator.group.assic
Importance: medium

Dynamic update: read-only
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AR5 ERImDECARF N B RBIIIR, WRHEREBRBIEED RS, NIRFHBE MU N EER
BRI D EEs.

group.consumer.heartbeat.interval.ms

type:int

Default: 5000 (5 seconds)
Valid Values:[1,...]

Importance: medium

Dynamic update: read-only
TR H T E A A 5100 B BT BR.

group.consumer.max.heartbeat.interval.ms

type:int

Default: 15000 (15 seconds)
Valid Values:[1,...]
Importance: medium
Dynamic update: read-only

EMBOE T E IR A OB AR,

group.consumer.max.session.timeout.ms

type:int

Default: 60000 (1 minute)
Valid Values:[1,...]
Importance: medium
Dynamic update: read-only

EME T E RITHR ARG,

group.consumer.max.size

type:int

Default: 2147483647

Valid Values:[1,...]

Importance: medium

Dynamic update: read-only
BAHBEEHTURPNRKXERERE.

group.consumer.min.heartbeat.interval.ms
type:int
Default: 5000 (5 seconds)
Valid Values:[1,...]
Importance: medium
Dynamic update: read-only

TR &/ BEIR RR.

group.consumer.min.session.timeout.ms

type:int

Default: 45000 (45 seconds)
Valid Values:[1,...]
Importance: medium
Dynamic update: read-only

EMEEAERITHR/NRIEBN,
group.consumer.session.timeout.ms

22
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type:int

Default: 45000 (45 seconds)
Valid Values:[1,...]
Importance: medium
Dynamic update: read-only

S FE T B A U I & P iR R RO R

group.coordinator.rebalance.protocols

type: list

Default: classic

Valid Values: [consumer, classic]

Importance: medium

Dynamic update: read-only

AR EHFH TR, ML : JETRE, ZEEREEMEE TRV, RLREE
MR,

group.coordinator.threads

type:int

Default: 1

Valid Values:[1,...]
Importance: medium
Dynamic update: read-only

P FRERNARERE,

group.initial.rebalance.delay.ms

type:int

Default: 3000 (3 #)

Importance: medium

Dynamic update: read-only

EHITHE—REFTER, HDAREEFESEREMAENNE, RKAERRRE BN TE
ATRERIE D, (BRIBNNLIEFF AR (A,

group.max.session.timeout.ms
Type: int
Default: 1800000 (30 minutes)
Importance: medium
Dynamic update: read-only
EME T E RITHIR ARG, BRI, ATk 2R E OBk (A L3R5 BB R, LU
UES G- iR TS

group.max.size

type:int

Default: 2147483647

Valid Values:[1,...]

Importance: medium

Dynamic update: read-only
BAHBEEHTURPNRKERERE,

group.min.session.timeout.ms

type:int
Default: 6000 (6 seconds)
Importance: medium
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Dynamic update: read-only

&Hﬂﬁﬁi%mﬁﬁ’]ﬂ—d\ TR, BREARGE, &5BUEEEERETE O BRER T BRI
R, X ATRE RIS A ACHR BT R B [A]

initial.broker.registration.timeout.ms

type:int

Default: 60000 (1 minute)
Importance: medium
Dynamic update: read-only

R AVEMHEGIZRER, ERAXIFRHAEAENESFHFNEDH,

inter.broker.listener.name

Type: string

Default: null

Importance: medium

Dynamic update: read-only

BFREEBENRITEFEM, MRKIFE, WIFERFRAIE security.inter.broker.protocol & Y,
B 1% & IX M0 security.inter.broker.protocol B2 — M 1%,

inter.broker.protocol.version

Type: string

Default: 3.7-1V4

Valid Values: [0.8.0, 0.8.1,0.8.2, 0.9.0, 0.10.0-IVO0, 0.10.0-1V1, 0.10.1-IVO, 0.10.1-1V1, 0.10.1-IV2, 0.10.2-
VO, 0.1.0-1VO, 0.11.0-1V1, 0.11.0-IV2, 1.0-IVO, 1.1-IVO, 11-IVO, 1.1-IVO, 1.1-IVO, 2.0-iv0, 2.0-iv1, 2.1-iv0,
2.1-iv1, 2.1-iv2, 2.2-iv0, 2.2-iv1, 2.3-iv0, 2.3-iv1, 2.4-iv0, 2.4-iv1, 2.5-iv0, 2.6-iv0, 2.7-iv0, 2.7-iv1, 2.7-iv2,
2.8-iv0, 2.8-iv1, 3.0-iv0, 3.0-iv1, 3.0-iv0, 3.0-iv1, 3.1-IVO, 3.2-1VO, 3.3-IVO, 3.3-1V1, 3.3-IV2, 3.3-IV3,
3.3-1IVO, 3.5-1IV0Q, 3.5-1V1, 3.5-1V2, 3.6-1VO, 3.6-IV1, 3.6-1V2, 3.7-IVO, 3.7-IV1, 3.7-IV2, 3.7-IV3, 3.7-1V4,
3.8-1V4, 3.8-1VO]

Importance: medium

Dynamic update: read-only

1EEZFEAM inter-broker THXMIRA, X BERXEMBERIERALIFRAGHEL, —LHERE
=45/ 0.8.0,0.8.1,0.8.1.1,0.8.2,0.8.2,0.8.2.1,0.9.0.0, 0.9.0.0, 0.9.0.1 Check MetadataVersion for
the full list,

log.cleaner.backoff.ms

type: long
Default: 15000 (15 #)

Valid Values: [0,...]
Importance: medium
Dynamic update: cluster-wide

/XE E /L.\/E EEETJ_{*EEE"JET“EH"&EQ

log.cleaner.dedupe.buffer.size

Type: long

Default: 134217728
Importance: medium
Dynamic update: cluster-wide

ErMAREAEF AT HE deduplication BEATF,
log.cleaner.delete.retention.ms

type: long
Default: 86400000 (1day)
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Valid Values: [0,...]

Importance: medium

Dynamic update: cluster-wide

NBEEEHEEGRE tombstone JHBIMCHIN AIHKE, WIXERKEHETEMBER O FFHA LI A [F
HE, UBREITRBRAMBMANIRE (EEEETRABIITREIKEEND) .

log.cleaner.enable

type: boolean

Default: true

Importance: medium

Dynamic update: read-only

FRBEBERR, UERSSRLZT. MRFEASSE cleanup.policy=compact BEAIE &, NN 5
A, SERBFEEEE, MREAT7ILETH, WAKEMHEFFIIEK,

log.cleaner.io.buffer.load.factor

type: double

Default: 0.9

Importance: medium

Dynamic update: cluster-wide

Log cleaner deduer dedupe Ze X M #HER, ERESER AR BEDLLATRERD
—RBEELZHE, BE2FREZHNREAZE,

7

e BEBERT

log.cleaner.io.buffer.size

type:int

Default: 524288

Valid Values: [0,...]
Importance: medium
Dynamic update: cluster-wide

EFﬁE/%iEQ£*EEP FH :.F E /L.\/E EE |/O Qﬁ/q:l I:E’Jn_np\]ﬁo

log.cleaner.io.max.bytes.per.second

type: double

Default: 1.7976931348623157E308
Importance: medium

Dynamic update: cluster-wide

E/L.\/ ii%ﬁ'l‘.f*&,_‘ﬁ/ﬁ, ,E\: read ¥ write I/O E’J;u*u'l_j".l\:.[: ATE

log.cleaner.max.compaction.lag.ms

type: long

Default: 9223372036854775807
Valid Values:[1,...]

Importance: medium

Dynamic update: cluster-wide

HEEASHREBTEEHNSEKEF, (GERTFRESHMBE.

log.cleaner.min.cleanable.ratio

type: double

Default: 0.5

Valid Values:[0,...,1]
Importance: medium
Dynamic update: cluster-wide

EREMS/NLEE, XEIRENERE, UNEBENEKR, NRIAEET
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log.cleaner.max.compaction.lag.ms =% log.cleaner.min.compaction.lag.ms E¢i&, NIH
log.cleaner.minaction.minaction.gms #A[AIN 5 L E B L4 & M. SH(HMRBERE
log.cleaner.max.compaction.lag.ms #8689 % i (uncompacted)ir K,

log.cleaner.min.compaction.lag.ms

Type: long

Default: 0

Valid Values: [0,...]
Importance: medium
Dynamic update: cluster-wide

SHEREBERREF uncompacted BRFEM A, (UEBFHEHEHEE,

log.cleaner.threads

type:int

Default: 1

Valid Values: [0,...]
Importance: medium
Dynamic update: cluster-wide
ATFREBENEALERE,

log.cleanup.policy

type: list

Default: delete

Valid Values: [compact, delete]
Importance: medium

Dynamic update: cluster-wide

X
HBRERR

PR T REE QAR BRIMINEERE, LLES2RHIAREIIR, AMRIBETE 1 "delete” A

"compact”,

log.index.interval.bytes

Type: int

Default: 4096 (4 kibibytes)
Valid Values: [0,...]
Importance: medium
Dynamic update: cluster-wide

B TAR% RS HARInsk B 899 8] [E R,

log.index.size.max.bytes

type:int

Default: 10485760 (10 mebibytes)
Valid Values: [4,...]

Importance: medium

Dynamic update: cluster-wide

RERBIMEAKRN (UFTHEA)

log.local.retention.bytes

26

type: long

Default: -2

Valid Values: [-2,...]
Importance: medium
Dynamic update: cluster-wide

=
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ED XA TS BRRI I8 KA HE K ERMRAKN, BIMEN -2, ERXEFERAM
log.retention.bytes (., BMBIEN B /NTFHZET log.retention.bytes {E,

log.local.retention.ms

type: long

Default: -2

Valid Values: [-2,...]

Importance: medium

Dynamic update: cluster-wide

TEHATIHBRATRE A A& A ERMEME. FIMES -2, BfUK log.retention.ms [E#KXER. BHHH
BEMNIRZINTFHET log.retention.ms fH,

log.message.format.version

Type: string

Default: 3.0-IV1

Valid Values: [0.8.0,0.8.1,0.8.2, 0.9.0, 0.10.0-IVO0, 0.10.0-1V1, 0.10.1-IVO, 0.10.1-1V1, 0.10.1-IV2, 0.10.2-
IVO, 0.11.0-IVO, 0.11.0-1V1, 0.11.0-IV2, 1.0-IVO, 1.1-IVO, 1.1-IVO, 1.1-IVO, 2.0-iv0, 2.0-iv1, 2.1-iv0, 2.1-iv],
2.1-iv2, 2.2-iv0, 2.2-iv1, 2.3-iv0, 2.3-iv1, 2.4-iv0, 2.4-iv1, 2.5-iv0, 2.6-iv0, 2.7-iv0, 2.7-iv1, 2.7-iv2, 2.8-
ivO, 2.8-iv1, 3.0-iv0, 3.0-iv1, 3.0-iv0, 3.0-iv1, 3.1-IVO, 3.2-1VO, 3.3-IVO, 3.3-1V1, 3.3-1V2, 3.3-IV3, 3.3-
IVO, 3.5-IVO, 3.5-1V1, 3.5-IV2, 3.6-IVO0, 3.6-1V1, 3.6-1V2, 3.7-IVO, 3.7-IV1, 3.7-IV2, 3.7-IV3, 3.7-IV4,
3.8-1V4, 3.8-1VO]

Importance: medium

Dynamic update: read-only

BEMREAREHERMINE HEPHSE BRI IRA, ZENIZEBENRH MetadataVersion, —LE7R4l
77 0.8.2,0.9.0.0,0.10.0, 1% MetadataVersion IRERE L1 EME R, B ERFENHEEERIRAE,
AFIE#E EFrE A RE R REEH N TFHETEERE, HiRitXEXMENSHRERIBRAR
A itr, BAEl2BEI— N TEBEXEER,

log.message.timestamp.after.max.ms

type: long

Default: 9223372036854775807

Valid Values: [0,...]

Importance: medium

Dynamic update: cluster-wide

LB B IXE 7 3H BN R BANCIENS [ &z RN AV M EER., SHENFB RS TR FZ,
BARFEBILEBFXBMERE. SR log.message.timestamp.type=CreateTime, H15RHS[H]
BMERBDXMEENEIE, NPHESERKES, R
log.message.timestamp.type=LogAppendTime, NIZBEILECE.

log.message.timestamp.before.max.ms

type: long

Default: 9223372036854775807

Valid Values: [0,...]

Importance: medium

Dynamic update: cluster-wide

LB B IXE 7 RIERINT R BAH BT Bz RIS HEER. SHEN R LLR FRETRIERN
A%, EEAARTRAIRAKEEFIXBENERE. IR
log.message.timestamp.type=CreateTime, MR AIBMEZBITXMNMEENFE, NESFRKE
Y5, BNR log.message.timestamp.type=LogAppendTime, N2 LLALE,

log.message.timestamp.difference.max.ms

type: long
Default: 9223372036854775807
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Valid Values: [0,...]

Importance: medium

Dynamic update: cluster-wide

[DEPRECATED] REBUNEH B HIE B A8 ERIN A1 Bz B RTFImAX 7, R
log.message.timestamp.type=CreateTime, MWRNFAIBMERELXNEE, NSmELRL, NFR

log.message.timestamp.type=LogAppendTime, FtITFHIER KN [EBZE R R KTF log.retention.ms,
LLEE B R i B S S5 B & IR B,

log.message.timestamp.type

Type: string

Default: CreateTime

Valid Values: [CreateTime, LogAppendTime]
Importance: medium

Dynamic update: cluster-wide

TE SH B A pORT 8] B2 5E B0 B (B4 2 B EME eS8, 1% {E 1% 2 CreateTime 5K
LogAppendTime,

log.preallocate

Type: boolean

Default: false

Importance: medium
Dynamic update: cluster-wide

BRI ERRT, NS EXH ? tREE Windows EfFFH Kafka, MElfeEEGHIZE N true,

log.retention.check.interval.ms

Type: long

Default: 300000 (5 minutes)
Valid Values:[1,...]
Importance: medium
Dynamic update: read-only

HE&EBERE R )ﬁ$ (UZH jj$1_L) )F/\;KEEHE/L-\TE ﬁ%*ﬁﬂﬂ”ﬁ%o

max.connection.creation.rate

type:int

Default: 2147483647

Valid Values: [0,...]
Importance: medium
Dynamic update: cluster-wide

BTREN EREF AR NERCER, thal LUE R IR a0 K05 & W T fE B 200 B9 RR
#l, #0 listener.name.internal.max.connection.creation.rate.Broker-wide iE3#E KR4, {BN1ZIR
BN ARRFEKRRE RITREFERS, R AEEITSAIERE, NIFHERER TR, (B inter-broker
BIRRERRA. REE ARSI AEEREIE, FT5R inter-broker ilfr2s EHIERE,

max.connections

28

type:int

Default: 2147483647

Valid Values: [0,...]

Importance: medium

Dynamic update: cluster-wide

FATBERT SR F R A E S, BRTEA maxconnectionsperip BEEBMEME N ip BREIN, LM X
ANRE, R LLES R RITREFERIZEIZ (4 listener.name. internal.max. connectlons) HECE
RITEF SO RREIRECE, RIEBEHERENIZETRERE, mETERREINNIZREN AEFE
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KFTEE, MRABEITEFERAIERS], NIPEERAERE, BMEABIRETEERS, BRI inter-
broker IIf 8z LA, EXFERT, HitblhITash &R EREERERXH,

max.connections.per.ip

type:int

Default: 2147483647

Valid Values: [0,...]

Importance: medium

Dynamic update: cluster-wide

HNTRITFMED ip it VPRI KERER, 1R F A max.connections.per.ip.overrides B4 EE
=, MELUGHE&EN O, tNRARIRE, NFEFER ip HutBIFTERE,

max.connections.per.ip.overrides

Type: string

Default: "

Importance: medium
Dynamic update: cluster-wide

B Nip 3 hostname 2B 2 fRFIREBEZR AR KNEEL, =BEN "hostName:100,127.0.0.1:200",

max.incremental.fetch.session.cache.slots

type:int

Default: 1000

Valid Values: [0,...]
Importance: medium
Dynamic update: read-only

BITRETNRKIBERDKITHE.

num.partitions

type:int

Default: 1

Valid Values:[1,...]
Importance: medium
Dynamic update: read-only
BTN ESEHE,

password.encoder.old.secret

Type: password

Default: null

Importance: medium

Dynamic update: read-only

AF S EMNIRIDEINBIA secret, :XRIERH secret N FFE., MRIEBE, ABIHISHRILHEHL
EEAIXANE secret H1TEFMY, FHERIEFEDhI{EA password.encoder.secret E# 4w,

password.encoder.secret

Type: password

Default: null

Importance: medium
Dynamic update: read-only

BT X AMNRIEBL AR B RIEBIEH secret,

principal.builder.class
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type: class

Default: org.apache.kafka.common.security.authenticator.DefaultKafkaPrincipalBuilder

Importance: medium

Dynamic update: per-broker

SEIN KafkaPrincipalBuilder # AMRBSERIRE R, FAFHESHAE 6 BB KafkaPrincipal 1,
IMREBENLE AR, NENTHERFRERNEZ SN, MF SSL BHB5IE, EHIGERS
EZ2PIRIEBR 9L (0RIRH) B ssl.principal.mapping.rules & X BIFINRAE, TN, wNRAR
REEFIREMEIE, WEEZFRH ANONYMOUS, XfF SASL SA%IIE, R GSSAPI EETE{EA
i, MFEXfEFE A sasl.kerberos.principal.to.local.rules & X HIHNIGRAE, LUREEHLHEIF SASL &
R95IE 1D, X F PLAINTEXT, EH#HF2 ANONYMOUS,

producer.purgatory.purge.interval.requests

type:int

Default: 1000

Importance: medium
Dynamic update: read-only

ERETHRIERFRRE (05 RE) .

queued.max.request.bytes

Type: long

Default: -1

Importance: medium
Dynamic update: read-only

ERB LR LI RATRIFRIBHAF T8,

remote.log.manager.thread.pool.size

type:int

Default: 10

Valid Values:[1,...]
Importance: medium
Dynamic update: read-only

HEESRTER R BRI, REZRA TR FHFELEATRE,

remote.log.metadata.manager.class.name

Type: string

Default:
org.apache.kafka.server.log.remote.metadata.storage.TopicBasedRemotelLogMetadataManager
Valid Values: non-empty string

Importance: medium

Dynamic update: read-only

RemoteLogMetadataManager SCII 52 £ PR EH &

remote.log.metadata.manager.class.path

Type: string

Default: null

Importance: medium

Dynamic update: read-only

RemoteLogMetadataManager “S IR B&R, SARIEE, Nl RemoteLogMetadataManager S5 &
AR BT BRRmEmE:, ZMEERNE Katka RERBBRIHERILKREZR, WSHNELEE
PRk Java REREFRIEMER,

remote.log.metadata.manager.impl.prefix
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type: string

Default: rimm.config.

Valid Values: non-empty string
Importance: medium

Dynamic update: read-only

FAF (%345 RemoteLogMetadataManager SLIIMIE MERIRIZE, B0, XAMEA LLZ rimm.config.

remote.log.metadata.manager.listener.name

type: string

Default: null

Valid Values: non-empty string
Importance: medium

Dynamic update: read-only

RemotelLogMetadataManager LIl B A IR ITFE R TR

remote.log.reader.max.pending.tasks

type:int

Default: 100

Valid Values:[1,...]
Importance: medium
Dynamic update: read-only

AR B SIS MAE S I FUR N, MRESFIFIER, NHRARENE K+ BREER,

remote.log.reader.threads

type:int

Default: 10

Valid Values:[1,...]
Importance: medium
Dynamic update: read-only

AL HR AR B R AR T 2 BE B9 A ARt KN

remote.log.storage.manager.class.name
type: string
Default: null
Valid Values: non-empty string
Importance: medium
Dynamic update: read-only
RemoteStorageManager I 58 £ BRE K & F5.

remote.log.storage.manager.class.path
Type: string
Default: null
Importance: medium
Dynamic update: read-only
RemoteStorageManager “ZIIB9 KRR, MNRIEE, RemoteStorageManager SEHN & E AR 1% B
TREMEME, ZINEBRE Kafka RIEBRBRAHERILERRE, WSHHTEESE Java KB
EFREER,

remote.log.storage.manager.impl.prefix

type: string
Default: rsm.config.
Valid Values: non-empty string

31



Red Hat Streams for Apache Kafka 2.7 Kafka BECiEEtE

Importance: medium
Dynamic update: read-only

FF % #%5 RemoteStorageManager SEHIRIE MRS, 180, X/MERLLZ rsm.config.

remote.log.storage.system.enable

Type: boolean

Default: false

Importance: medium

Dynamic update: read-only

EEERERESALEFEMEINEE. BXEN true = false, BINEN false, ZHH true RIEN, RIBHF
D R F T RE R B BIRT B AR S5

replica.fetch.backoff.ms

type:int

Default: 1000 (1 second)
Valid Values: [0,...]
Importance: medium
Dynamic update: read-only

IRER 23 BB IR R BR B[R] RE

replica.fetch.max.bytes

type:int

Default: 1048576 (1 mebibyte)

Valid Values: [0,...]

Importance: medium

Dynamic update: read-only

ZHRABTN RN ERF T, IFRENMRKRE, NRKENE—NEELRIAHNE—ND
KRB R FIXAME, NHERGIBMRRE, UBERTLLUETHE, REBESHSERICRIGEXR
/@1 message.max.bytes (broker config)s max.message.bytes (topic config)E Lo

replica.fetch.response.max.bytes

type:int

Default: 10485760 (10 mebibytes)

Valid Values: [0,...]

Importance: medium

Dynamic update: read-only

BANRBUAN TN G RF T, I0FHERE, MRRIMABE—NHEED X PRE— MO TR E
RFXME, MHCFLERMRIRE, DRRERTLLUETHE. B, XTEENERE, RBESH
e AILE# AL I K/NET message.max.bytes (broker config)sk max.message.bytes (topic config)
E Lo

replica.selector.class

Type: string

Default: null

Importance: medium

Dynamic update: read-only

SZFH ReplicaSelector I5E£RER LM, REBFHAECEEREHLEENEIAR, RABERLT, BIERR
(5] 471 5 B9 SE .

reserved.broker.max.id
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Valid Values: [0,...]
Importance: medium
Dynamic update: read-only
Al AT broker.id G A E,

sasl.client.callback.handler.class

Type: class

Default: null

Importance: medium
Dynamic update: read-only

SCH AuthenticateCallbackHandler #: OB SASL & FimE AL IEREF RN T LR E L TR,

sasl.enabled.mechanisms

type: list

Default: GSSAPI
Importance: medium
Dynamic update: per-broker

Kafka AR5 28 /5 FABY SASL HLEIZIR, FIRHPALEERLIREEFTAHNNE, B GSSAPI &
L ININE):

sasl.jaas.config

Type: password

Default: null

Importance: medium

Dynamic update: per-broker

FAF SASL E#H JAAS Bk E XS, HR 4t JAAS BEEXHFER, JAAS BB &R
1ELAh, ZERHR : loginModuleClass controlFlag (optionName=optionValue)*;, %/ F1X
1, EEXENEHHALITFIZH SASL MlEI&FREIZE, B0 : listener.name.sas|_ssl.scram-
sha-256.sasl.jaas.config=com.example.ScramLoginModule required;,

sasl.kerberos.kinit.cmd

type: string

Default: /usr/bin/kinit
Importance: medium
Dynamic update: per-broker
Kerberos kinit 345 &%,

sasl.kerberos.min.time.before.relogin
type: long
Default: 60000
Importance: medium
Dynamic update: per-broker

Rl 22 (A B9 B SR LR AR B AR AN [

sasl.kerberos.principal.to.local.rules
Type: list
Default: DEFAULT
Importance: medium
Dynamic update: per-broker
MEFLIBENENG LT CBERRERSAAR) WHNIGIR, HIIRINEITE, E—1N5E4F4
FRICECH AN A I H RS R B R, BEIIRPNEMANBER R, KIANERT, BX
{username}/{hostname}@{REALM} I F (A ZFFBLGT E {username}, BXIEAMIFIE, HEE 22
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AN acls, 15X, MR principal.builder.class ECi&124t T KafkaPrincipalBuilder 899 &, I
LB R R

sasl.kerberos.service.name

Type: string

Default: null

Importance: medium
Dynamic update: per-broker

Kafka 121T7H Kerberos A& FR, XA LATE Kafka B JAAS ER &=k Kafka BREHE Lo

sasl.kerberos.ticket.renew.jitter

type: double

Default: 0.05

Importance: medium
Dynamic update: per-broker

ANINEISAT Y [FBBEA jitter OB 2 EE,

sasl.kerberos.ticket.renew.window.factor

type: double

Default: 0.8

Importance: medium

Dynamic update: per-broker

BRERFMLEFERRT, BRARRE—RRBFBIRBERIHABN M ERATC TERRKS, HREE
AT R,

sasl.login.callback.handler.class

Type: class

Default: null

Importance: medium

Dynamic update: read-only

S AuthenticateCallbackHandler # 0 #) SASL &k OANBERRFERMT LB ELM, W FRE, &
SEVE AN B 2R ED B A A LA LG IR 2R AU 250 SASL AL HI A FME N RIZRAE RIS, a0
listener.name.sasl_ssl.scram-sha-
256.sasl.login.callback.handler.class=com.example.CustomScramlLoginCallbackHandler,

sasl.login.class

Type: class

Default: null

Importance: medium

Dynamic update: read-only

SME FREONENTLRE R, S FRE, BREELINE/NERTHAERITEIZN SASL Al &
REIZR, For example, listener.name.sasl_ssl.scram-sha-
256.sasl.login.class=com.example.CustomScramLogin.

sasl.login.refresh.buffer.seconds

34

Type: short

Default: 300

Importance: medium

Dynamic update: per-broker

TERIFT IR IR BRRTRO i ] (AR L) o INRRBIFTIE R R XA EIEE T ER, RIS
575, URHRES AT %X F], JEZ=RENTT 0 Bl 3600 (1N 2 ; tnREBIREE, NE
FABLIAME 300 (5 280, MNRXAMEF sasl.login.refresh.min.period.seconds #Bid T EIFRIKME S E
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R, 2B XAME, BeifGEBF OAUTHBEARER,

sasl.login.refresh.min.period.seconds

Type: short

Default: 60

Importance: medium

Dynamic update: per-broker

BRI ARRTERIFT R ILATF RIS A] (LA WAL o SER(ENTF 0 B 900 (15 2827 5 an5R%
BiEEME, NEABRIME 60 (198, WRXMEF sasllogin.refresh.buffer.seconds #3=#E R BE,
IR THE BT EIENFRRERE. BRifUER T OAUTHBEARER,

sasl.login.refresh.window.factor

type: double

Default: 0.8

Importance: medium

Dynamic update: per-broker

BRRFERRARRISEIEEREIEEXNEEEORR, WA REARFEIE. E2ENTF 05
(50%)F1 1.0 (100%) 2 8], WREFIEEME, NEMAEKIAE 0.8 (80%). BRITGEATF
OAUTHBEARER,

sasl.login.refresh.window.jitter

type: double

Default: 0.05

Importance: medium

Dynamic update: per-broker

BB & p B HAAE R A S KM jitter ERINEIZE RRIFTZAZA0BEERI (A, JERENT O F
0.25(25%) = [f], tNR&EIEEME, NEABINE 0.05(5%). BRI{ERTF OAUTHBEARER,

sasl.mechanism.inter.broker.protocol

Type: string

Default: GSSAPI
Importance: medium
Dynamic update: per-broker

FAFRIEBR@EESH SASL HHl, ERiIAH GSSAPI,

sasl.oauthbearer.jwks.endpoint.url

Type: string

Default: null

Importance: medium

Dynamic update: read-only

AT LAM AR SRR R JWKS (JSON Web Key Set) B9 OAuth/OIDC #tR/# URL, URL ATLARETF
HTTP (S)sEF X 4H URL, #I3R URL ETF HTTP (S), M JWKS BiEfH&E T REE B &R URL
M OAuth/OIDC #R EHIFR, A then-current BHEFEZEFENRE ELUHITEANER, RN
JWT BT HREIEIEKR, HPSELEFEPERERFHRN kd' TRLFRE, NN REEERREN
JWKS iR, B2, RIEKRIHE sasl.oauthbearerjwks.endpoint.refresh.ms 28 URL, LUETE
WG & X LR AR JWT 15 KATRIFZ%F. 1R URL EFxH, REFERINMEENLE
N#E JWKS XX, 1R IWT SEEB T IJWKS X "kid" irk{E, RIERFEL OWT FE 555
R

sasl.oauthbearer.token.endpoint.url

Type: string
Default: null
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Importance: medium
Dynamic update: read-only

OAuth/OIDC Hp1R#HFEFH URL, #I5R URL EF HTTP (S), XBEAENTIIRSA URL, HifK

y IS

FFHRE sasljaas.config FHBLE S K, IR URL EFXXH, BIEE—1TE2E8H OAuth/OIDC 5512
HIZRE A fIIG RS RE( IWT BRI, LR T4

sasl.server.callback.handler.class

Type: class

Default: null

Importance: medium

Dynamic update: read-only

S AuthenticateCallbackHandler # 0 #) SASL HE%%%@W&E&V%”%E’J::;%BEE%WO AR 55 23 @
AL EBRE R R /N H i B WL I3 RU 2R A0 SASL HLEI R FRE RIS, B0 -

listener.name.sasl_ssl.plain.sasl.server.callback.handler.class=com.example.CustomPlainCallbackHandle:

sasl.server.max.receive.size

type:int

Default: 524288

Importance: medium

Dynamic update: read-only

E48 SASL SR EERIFNER A TSR AR AR/, BOIAEIKR /NN 512KB, GSSAPI 515 K BRI
64K, BFA1BRINA B E L SASL HLEIRTTF 512KB, Efit, PLAIN, SCRAM #1 OAUTH #l il LAfE
FASE /INHIBR I,

security.inter.broker.protocol

Type: string

Default: PLAINTEXT

Valid Values: [PLAINTEXT, SSL, SASL_PLAINTEXT, SASL_SSL ]

Importance: medium

Dynamic update: read-only

AFEREBEATBENREMIN. BREN : PLAINTEXT, SSL, SASL_PLAINTEXT, SASL_SSL.,
XR—PNEHEEIXAH inter.broker.listener.name BB IR,

socket.connection.setup.timeout.max.ms

type: long

Default: 30000 (30 #)
Importance: medium
Dynamic update: read-only

B IREHEETEERINKAN A, SEMESHERRNE, FEEBN RIABX N &K (E,
R REEER, BE-TEIVCRENATEN, SBITEEST 20% EI’JBJHIL,BIQ

socket.connection.setup.timeout.ms

type: long

Default: 10000 (10 #)

Importance: medium

Dynamic update: read-only

BAImEREETEEEIMNNAKE, NMREBNNFRDEEMEEE, BHmEXHAERFM
B, XMERHIA backoff (H, BMELLEERNEKIIEREM, &
socket.connection.setup.timeout.max.ms &,

socket.listen.backlog.size
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Default: 50

Valid Values:[1,...]

Importance: medium

Dynamic update: read-only

ERET EHFOEEENSABE, 7 Linux B, B HEEMEN A E somaxconn
tcp_max_syn_backlog R#%5%, LUERSEEN.

ssl.cipher.suites

type: list

Default: "

Importance: medium

Dynamic update: per-broker

BHEMIIR, XZRARMEM TLS 5 SSL ML AR ERNRSRERNFHRIE. N,
MAC MIBARME EMNmAHE, RINERT, ZFMETRANBELER,

ssl.client.auth

Type: string

Default: none

Valid Values: [required, requested, none]
Importance: medium

Dynamic update: per-broker

BEE kafka REBLUE KRB FimF %I, UTEERERN
o MRENAAEMEIHEMDEIE, NIFEE ssl.client.auth=required.

e ssl.client.auth=requested ERE R N imF R EIEEREN, SEERRE, MRKE ML
o, MELLEFERRHEXEB NG HNEIEER

e SSL.client.auth=none EE N EE R F ik S 955 1E,

ssl.enabled.protocols

type: list

Default: TLSV1.2, TLSV1.3

Importance: medium

Dynamic update: per-broker

7 SSLEEE ARHhNSIR, EEMA Java 11 HEIARARS, BAILH TLSVI2, TLSVL3!, &Il
TLSVI.2, {8 Java 11 BUBKIME, NRE FimF1ARSS 2R EN 28 TLSVI.3, ME A imfliRSS 29 &k
TLSVI3, BNFELREI TLSVI.2 (RIXMEFEHBED IR TLSVI2) » MNFREHIER, XNEINMERNZ
AILEETIE, HiES A ssl.protocol BIEDE ST,

ssl.key.password

Type: password

Default: null

Importance: medium
Dynamic update: per-broker

BHEME SRR BRIE S 'ssl.keystore key' RIEEM PEM BEH,

ssl.keymanager.algorithm

Type: string

Default: SunX509
Importance: medium
Dynamic update: per-broker

BYERE T AT SSLEEMNEER, IMERN Java EUNEENBHEESRT Bk
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ssl.keystore.certificate.chain

Type: password

Default: null

Importance: medium
Dynamic update: per-broker

A H 'ssl.keystore.type" I8 ERME N BIEF5E, BRIA SSL BIZET (R HFFFEM X.509 iEH5I5RH
PEM #& =,

ssl.keystore.key

Type: password

Default: null

Importance: medium

Dynamic update: per-broker

£ 'ssl.keystore.type" I8 ERIME R BIFLAEH, FAIA SSL BIEET R #H{FEH PKCS#8 B PEM 1§
Xo WRBFAMB, WIER 'sslkey.password' F§E BRI,

ssl.keystore.location

Type: string

Default: null

Importance: medium
Dynamic update: per-broker

B HAE. XN EFIREANLN, ATRTE M RHMTRES DI,

ssl.keystore.password

Type: password

Default: null

Importance: medium

Dynamic update: per-broker

BREEXENEERE, XNEFIHRa N, RBEERET 'sslkeystore.location' B F EE,
PEM XA TR B HFMEEH.

ssl.keystore.type

Type: string

Default: JKS

Importance: medium
Dynamic update: per-broker

BN SRS S R, XN B iR AR, EKIA ssl.engine.factory.class AT RFHIE N
[JKS. PKCSI2. PEMI,

ssl.protocol

type: string

Default: TLSV1.3
Importance: medium
Dynamic update: per-broker

T4 SSLContext B SSL 11X, M Java 11 SKEHARAIZITH, BRIAH 'TLSVI.3, &I
TLSV1.2', W FRLZEMAAE), XMENZALUEE T, &EH JVM RARFRE R TLSVI.2' 7
'TLSV1.3', |IBHY JVM AILAZHF 'TLS', 'TLSVIT, 'SSLv2', 'SSLv2' #1'SSLv3', EHTENNEZLRE,
AEWERE], FmRXANEE 'ssl.enabled.protocols' BIBRINE, MIRRSEH|AZRF TLSVIS, &
FURAIREL O 'TLSVI.2 s fNRILEREBWRIZE N 'TLSVI.2', B HRSAAMA TLSV13, BFE R
ssl.enabled.protocols FHIEZ —, ARFSERRZHF 'TLSVI3,

ssl.provider
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Type: string

Default: null

Importance: medium
Dynamic update: per-broker

AT SSL M T2 HNEINET. BAER JVM BRI £ RHEER.

ssl.trustmanager.algorithm
Type: string
Default: PKIX
Importance: medium
Dynamic update: per-broker

FAEEESET AT SSLEEMNEER, IMERN Java EUNEENEEEESRT 8k

ssl.truststore.certificates

Type: password

Default: null

Importance: medium
Dynamic update: per-broker

AMEIES, AN 'ssltruststore.type's BRIA SSL BIZET [ (N #FFEMA X.509 IEF# A PEM /&=,

ssl.truststore.location

Type: string

Default: null

Importance: medium
Dynamic update: per-broker

BEFMEXHRIME.

ssl.truststore.password

Type: password

Default: null

Importance: medium

Dynamic update: per-broker

EEFEXHEY, MREEXRERY, NWNAERRENEEFEHE, BERATEMRE,
PEM AR FEEFHEEL.

ssl.truststore.type
Type: string
Default: JKS
Importance: medium
Dynamic update: per-broker

EEFMEXETHER., BRI ssl.engine.factory.class HAETIFHIME H [JKS, PKCSI2. PEM],

zookeeper.clientCnxnSocket
Type: string
Default: null
Importance: medium
Dynamic update: read-only

WE, TE@A TLS i## 3 ZooKeeper i, f¥ org.apache.zookeeper.ClientCnxnSocketNetty % &

7 org.apache.zookeeper.ClientCnxnSocketNetty, Z&EZ&@i1d [El4# zookeeper.clientCnxnSocket %
Sl MIXE R TR E,
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zookeeper.ssl.client.enable

Type: boolean

Default: false

Importance: medium

Dynamic update: read-only

¥ client KB NTEE#E] ZooKeeper I{EA TLS, T {ERE =BT zookeeper.client.secure 40
BHXENEME (FEETRMEM) . MREFRE, NBILH false ; IRKRKE
zookeeper.clientCnxnSocket nSocket GEE N
org.apache.zookeeper.ClientCnxnSocketNetty) ; Efth {57 L& E zookeeper.ssl.cipher.suites,
zookeeper.ssl.crl.enable ,zookeeper. ssl.enabled.protocols,
zookeeper.ssl.endpoint.identification.algorithm,zookeeper.ssl.keystore.location,zookeeper.ssl.
keystore.password zookeeper.ssl.keystore.type zookeeper.ssl.ocsp.enable,zookeeper.ssl.prot
ocol,zookeeper.ssl.truststore.location,
zookeeper.ssl.truststore.password,zookeeper.ssl.truststore.type.

zookeeper.ssl.keystore.location

Type: string

Default: null

Importance: medium

Dynamic update: read-only

FNE iRk 5 ZooKeeper B TLS i —RFE AN HNBAGFMME, BEE L
zookeeper.ssl.keyStore.location R EMHIXBEREMEXE (FFEE camelCase)

zookeeper.ssl.keystore.password

Type: password

Default: null

Importance: medium

Dynamic update: read-only

NE iRk 5 ZooKeeper B TLS i##E—RFE AN, BAGFMEN, BEE L
zookeeper.ssl.keyStore.password REIE X EBEEMZRE (FEER camelCase) . HE

B, Zookeeper AR S BEAFHEBRBARNEABNY, HIIFHRMEEAFEPNBABLILEN
SRAFEHEEER ; BN, 25 Zookeeper BYEREF KM,

zookeeper.ssl.keystore.type

Type: string

Default: null

Importance: medium

Dynamic update: read-only

FE P imiE T 5 ZooKeeper B9 TLS iEFE— RN, BAFEMRE, BZET
zookeeper.ssl.keyStore.type RSB HEXBENEMERNE (FEE camelCase) . BAUIAE null KRR
RERIER AT RT R’E B HRE,

zookeeper.ssl.truststore.location

Type: string

Default: null

Importance: medium

Dynamic update: read-only

8 TLS %32 ZooKeeper I #Y truststore fiii&, 7&#&B1T zookeeper.ssl.trustStore.location %
SGRMIXENERIENE (FER camelCase) o

zookeeper.ssl.truststore.password
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Default: null
Importance: medium
Dynamic update: read-only

fEF TLS ## % ZooKeeper If B truststore B, =i zookeeper.ssl.trustStore.password
RoEBHREBEMEMEXE (FFE camelCase) .

zookeeper.ssl.truststore.type
Type: string
Default: null
Importance: medium
Dynamic update: read-only
A TLS i## ZooKeeper IfH truststore X8, BB zookeeper.ssl.trustStore.type REiE M
HEMEMEZRNE (FFE camelCase) . BIME null RREBGRIBE T FHNXEHRZYT BRBD)
T,

alter.config.policy.class.name

Type: class

Default: null

Importance: low

Dynamic update: read-only

MiZA TR E R ER B RIS R, 14K LM org.apache.kafka.server.policy.AlterConfigPolicy 3
M,

alter.log.dirs.replication.quota.window.num
type:int
Default: 11
Valid Values:[1,...]
Importance: low
Dynamic update: read-only

EEREFHRENVTORE, BTFERAEE RS,

alter.log.dirs.replication.quota.window.size.seconds
type:int
Default: 1
Valid Values:[1,...]
Importance: low
Dynamic update: read-only

BMER BB X E HECHIRIES FSEH,

authorizer.class.name

type: string

Default: "

Valid Values: non-null string
Importance: low

Dynamic update: read-only

5231 org.apache.kafka.server.authorizer.Authorizer #EOH KT LRE BT, RKEFBATFEN

auto.include.jmx.reporter

type: boolean

Default: true

Importance: low

Dynamic update: read-only
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BFH. BE 83138 JmxReporter, BIf#EE71E metric.reporters KRFIH, LEEIFE Kafka 4.0
Fitlkk, S R1E metric.reporters &S org.apache.kafka.common.metrics.JmxReporter, LL
2 B JmxReporter,

client.quota.callback.class

Type: class

Default: null

Importance: low

Dynamic update: read-only

5230 ClientQuotaCallback # AWK RRE R, AT RENAIIR P imEKWELIRE., BOAE
T, NREHIE ZooKeeper Y <user> # <client-id> Bo&ll, *f FEMATEIERK, SNASRIEN
AP A FNE R client-id TEERHY & B R BCAT,

connection.failed.authentication.delay.ms

type:int

Default: 100

Valid Values: [0,...]

Importance: low

Dynamic update: read-only

R B R EIER E R X TR @ X2 F DI UE R ERE R AR H (LZR N EBALD) o X
JBRE H/NF connection.max.idle.ms, LARS LE BB,

controller.quorum.retry.backoff.ms

type:int

Default: 20

Importance: low

Dynamic update: read-only

FIRE RN E D R KWHNERFIF RN E, XA#REEEHEYSPNEEBRIFESL
EIE R, XMEZHNIA backoff (H, BNKRMGEREBRIRIEHIEI, &%/ retry.backoff.max.ms
{Ho

controller.quota.window.num

type:int

Default: 11

Valid Values:[1,...]
Importance: low

Dynamic update: read-only

BEERTFH I SRMENEIR B ROIBE,

controller.quota.window.size.seconds

type:int

Default: 1

Valid Values:[1,...]
Importance: low

Dynamic update: read-only

B BRE SRS A0 B B9 (R BE BE

create.topic.policy.class.name

42
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Default: null

Importance: low

Dynamic update: read-only
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RLZ B FIRUER create EASRBER, % RIS
org.apache.kafka.server.policy.CreateTopicPolicy &,

delegation.token.expiry.check.interval.ms

type: long

Default: 3600000 (1 hour)
Valid Values:[1,...]
Importance: low

Dynamic update: read-only

AR, UMRESHNEE S,

kafka.metrics.polling.interval.secs

type:int

Default: 10

Valid Values:[1,...]

Importance: low

Dynamic update: read-only

EPRFCIHEIRR (AR N EAL) , A7E kafka.metrics.reporters SLEl AR {# A,

kafka.metrics.reporters

Type: list

Default: "

Importance: low

Dynamic update: read-only

FA{YE Yammer IR ERIR SRR TIR, hEEN %L kafka.metrics.KafkaMetricsReporter
trait, MIREFIHEEETBE USSR LT IMX 8, BE URSEHRLFELE— MBean HHE
i B kafka.metrics.KafkaMetricsReporterMBean #51F, LU@EEMAI MBean F& R EH MBean
4J%E,

listener.security.protocol.map

Type: string

Default:
PLAINTEXT:PLAINTEXT,SSL:SSL,SASL_PLAINTEXT:SASL_PLAINTEXT,SASL_SSL:SASL_SSL
Importance: low

Dynamic update: per-broker

EMIrEs BRI Z T, XBTEXE—REE L, FEEZS MmO IP FE
M. BN, BMEMEIRE SSL, HALUSRASIASRE. 74, A ELUGE INTERNAL F
EXTERNAL B9 IFF2RE X5 : INTERNAL:SSL,EXTERNAL:SSL, 1 LFfR, BMEFEAESS
b, BRSIRBNAESSF. BMIIFERAMEN ST RS FN—R, ATLLET MEE & FF AR
Aelais (RRRRFATINE) XN RIEFEERRMNEZS(SSL fl SASL)IXE, i, EH
INTERNAL liIF 2 iZ BN R AEN, Hi%ER ) listener.name.internal.ssl.keystore.location
MECE, MR EBEXELFEFEHNEE, NEENERIBRAEE (W

ssl.keystore.location) . 1HFE, 7f KRaft , MIRFRMETEXMHNBEEEFERARMRSI, T
RZE M controller.listener.names | PLAINTEXT & X H5 IFF2 R & FRA9 BRI\ BR T,

log.message.downconversion.enable

Type: boolean

Default: true

Importance: low

Dynamic update: cluster-wide

tEREZEHESBRANTITESERUHRERIERNER, HiIXEN false I, KEBRRNFEIRB
SHERRXHIE & AT down-conversion, X FRBEKIBMEFHBGETER, KB
UNSUPPORTED_VERSION #8iR NN, AR E T E A T 2 6 AT se FERERH AR L L,
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metadata.max.idle.interval.ms

type:int

Default: 500

Valid Values: [0,...]

Importance: low

Dynamic update: read-only

B B HE Sh IR EI BR N T no-op ILKBEATHEIBEB S R, MREH 0, NAERR no-op iLxM
MEITEIES X H., FIAEH 500,

metric.reporters

Type: list

Default: "

Importance: low

Dynamic update: cluster-wide

FYEIR IR R &5 23/92K 51K, SLHE org.apache.kafka.common.metrics.MetricsReporter 0, foiF
BARKEFETURERNE, SR281E JmxReporter KEM JMX GiiTHE R

metrics.num.samples

type:int

Default: 2

Valid Values:[1,...]
Importance: low

Dynamic update: read-only

NI BRI B R A E.,

metrics.recording.level
Type: string
Default: INFO
Importance: low
Dynamic update: read-only

EirMREICRTHEH .

metrics.sample.window.ms

type: long

Default: 30000 (30 #)
Valid Values:[1,...]
Importance: low

Dynamic update: read-only

T EERAIBIR RIE O,

password.encoder.cipher.algorithm

type: string

Default: AES/CBC/PKCS5Padding
Importance: low

Dynamic update: read-only

AT TR BN BILE Cipher BIE,

password.encoder.iterations

type:int
Default: 4096
Valid Values: [1024,...]
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Importance: low
Dynamic update: read-only

AT RENRL B ERERTTE

password.encoder.key.length

type:int

Default: 128

Valid Values: [8,...]
Importance: low

Dynamic update: read-only

AT S RENRLBEENEAKE.,

password.encoder.keyfactory.algorithm
Type: string
Default: null
Importance: low
Dynamic update: read-only

B Fsh SR EBMRIL IS SecretKeyFactory Bk, MR, MBI N
PBKDF2WithHmacSHAS12, &N PBKDF2WithHmacSHAT,

producer.id.expiration.ms

type:int

Default: 86400000 (1day)
Valid Values:[1,...]
Importance: low

Dynamic update: cluster-wide

B1E NNEREREY

FHS XM FHELHAFIEE ID sIEFNNE (Z2R) . Y5Ol RBESMARTFLEN, £HE D
AT, HER, MREANEFNREB EBEMMEIRT KBHES IDWKRESA, NEKE ID "6
SHEERTH, EEXMEMET delivery.timeout.ms A LIS BARG 1L B HA A EAFHRHIESEEE S,

BRNERZES TFRZEAH.

quota.window.num

type:int

Default: 11

Valid Values:[1,...]
Importance: low

Dynamic update: read-only

BEEREFHRNE P IRRAREN TR E,

quota.window.size.seconds

type:int

Default: 1

Valid Values:[1,...]
Importance: low

Dynamic update: read-only

& P IR EC AR =D BB (B BS RE

remote.log.index.file.cache.total.size.bytes

Type: long
Default: 1073741824 (1 gibibyte)
Valid Values:[1,...]
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Importance: low
Dynamic update: cluster-wide

D BCLA 1 M AR i IR ER B3R B | ST B9 22 A 5L &,

remote.log.manager.task.interval.ms

type: long

Default: 30000 (30 #)
Valid Values:[1,...]
Importance: low

Dynamic update: read-only

ERRASERFCTHERES (MEFRER) BMERE, FEETEAEREE,

remote.log.metadata.custom.metadata.max.bytes

type:int

Default: 128

Valid Values: [0,...]

Importance: low

Dynamic update: read-only

RENMZRRFHEEEEZNRREELTHIBEXR/D, UFT A, NREBE L THEET X R
&, MARFHEEHFEETHIE, SHINHIEGZMER, FEL topic-partition B2 S FIFES

FIEFH BREIR.

replication.quota.window.num

type:int

Default: 11

Valid Values:[1,...]
Importance: low

Dynamic update: read-only

EEREFHHEHIRIREBOROIBE,

replication.quota.window.size.seconds

type:int

Default: 1

Valid Values:[1,...]
Importance: low

Dynamic update: read-only

S HIECHIR B R AR (R BB

sasl.login.connect.timeout.ms

type:int

Default: null

Importance: low

Dynamic update: read-only

(Arife) SAERHHEILANEEEENE (UM hEA) . BRIfGERT OAUTHBEARER,

sasl.login.read.timeout.ms
type:int
Default: null
Importance: low
Dynamic update: read-only

(AI3%) AEBE R IIEARN B EGRR E (UEM AHHBA) . BEI{UGERT OAUTHBEARER,
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sasl.login.retry.backoff.max.ms

type: long
Default: 10000 (10 #)
Importance: low
Dynamic update: read-only

(i) BRZAARSOEIERERFZASFENRREFE (UM LML) , ERERET
sasl.login.retry.backoff.ms X B FIIAERFHIIEE backoff Bi%, FHIEZAE
sasl.login.retry.backoff.max.ms IXBIE EMRAFFKEZENE. BRITGEAF OAUTHBEARER,

sasl.login.retry.backoff.ms

Type: long
Default: 100
Importance: low
Dynamic update: read-only

(7)) BSRZRAEBEMEIHRMEFFEGESHNE (SR HERA) . ExERET
sasl.login.retry.backoff.ms X B FNIEFRFHIIEE backoff Bi%, FHEZIAE
sasl.login.retry.backoff.max.ms IXBIE EMRAFFKEZFENE. BRITGEATF OAUTHBEARER,

sasl.oauthbearer.clock.skew.seconds
type:int
Default: 30
Importance: low
Dynamic update: read-only

(k) 1B (LA REAL) , Y OAuth/OIDC HpRIEFFNIERBIZES,

sasl.oauthbearer.expected.audience
Type: list
Default: null
Importance: low
Dynamic update: read-only
(k) RERESHRIXERNIEREENEP—NIENZ AL L JWT, JWT BREZSEN
B OAuth "aud" 7B, MIRIKE T XME, RIS IWT B"aud"FEARBEEER, UEERS
TEMLE, MREBEET, REB/HEL JWT, BFORIER KN,

sasl.oauthbearer.expected.issuer
Type: string
Default: null
Importance: low
Dynamic update: read-only
RER (Fk) BFEIEIWT 252N A FCEN (k) ®E, IWTHRERSAINE
OAuth "iss" FHA, MIRIXETXME, KERKTELR JWT B'iss"FIRHRHNASE, NREH TR,
RIRIFHEL UWT, FPF0 IR R

sasl.oauthbearer.jwks.endpoint.refresh.ms

Type: long
Default: 3600000 (1 hour)
Importance: low
Dynamic update: read-only
(Arik) REBIERIFTE JWKS (JSON Web Key Set)& 2 (A1 ERFME, HPaSHIIE JWT B
o

sasl.oauthbearer.jwks.endpoint.retry.backoff.max.ms
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type: long
Default: 10000 (10 #)
Importance: low
Dynamic update: read-only
(A3%) SR MAER B R EHF IR BRZFE KRR JWKS (JSON Web Key Set) 2 MR AEFEH (UZWH
BAI) o JWKS iFRERE T sasl.oauthbearer.jwks.endpoint.retry.backoff.ms 1% B FIIAEFE XM
&8 backoff Bk, F1EZEIXE sasl.oauthbearer.jwks.endpoint.retry.backoff.max.ms KBRS E MR
AEFKEZIAMNE,

sasl.oauthbearer.jwks.endpoint.retry.backoff.ms

Type: long
Default: 100
Importance: low
Dynamic update: read-only

(FIE) & JWKS (JSON Web Key Set)fa =M B8 Fn I EIR I EFE Z i BIRItaE&HE (UZW AR
A1) o JWKS KeFRERAET sasl.oauthbearer.jwks.endpoint.retry.backoff.ms X B FIIA S F & XM
# backoff Bk, FF7EE1HF sasl.oauthbearer.jwks.endpoint.retry.backoff. max.ms X &g E &K
ERKEZHEME,

sasl.oauthbearer.scope.claim.name

Type: string

Default: scope

Importance: low

Dynamic update: read-only

SEFEM OAuth FER@E @& "scope”, {BHIR OAuth/OIDC R M FRER AR AT, Nt
(k) WER R T JWT BRI E AR a2 285E &,

sasl.oauthbearer.sub.claim.name

Type: string

Default: sub

Importance: low

Dynamic update: read-only

ZEMM OAuth R BEE A "sub”, {BH1R OAuth/OIDC R N IZFERER RN AT, Nt
(A3%) WER N JWT BN ENFRHR S S0 ERET R E .

security.providers

Type: string

Default: null

Importance: low

Dynamic update: read-only

BREMY L EREBEN AR EQRERIIR, XLRNLHE
org.apache.kafka.common.security.auth.SecurityProviderCreator %,

ssl.allow.dn.changes

Type: boolean

Default: false

Importance: low

Dynamic update: read-only

ERESSEMEEIL AR E M ZAVFESL BRI 2 PR,

ssl.allow.san.changes
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Default: false
Importance: low
Dynamic update: read-only

SEATE S S ERECEIL T HAF B BN IZ A VR SUET X & A&,

ssl.endpoint.identification.algorithm

Type: string

Default: https

Importance: low

Dynamic update: per-broker

5 AR S5 2R IUE AL UEAR 5588 N B B IE PR E A,

ssl.engine.factory.class

type: class

Default: null

Importance: low

Dynamic update: per-broker

org.apache kafka.common.security.auth.SslEngineFactory JXBUB) KR4t SSLEngine YR, BRIMEH
org.apache kafka.common.security.ssl.DefaultSsIEngineFactory, &, NHHEI&EN

org.apache kafka.common.security.ss.CommonNameLoggingSslEngineFactory f$it kB imE T 5
HEZH INFO BHEAIRIEHITE MR IER@EA SSLIEH &, EER, BTRERFIRRENIES

HE, XREEIIM mTLS B imBIREINEREIEMR/NER, HER, ZEELEAEFIRE Java
EEEMNBELGEREME, HBEBTFIERATEA, ERATREREINRENG,

ssl.principal.mapping.rules

Type: string

Default: DEFAULT

Importance: low

Dynamic update: read-only

ATREHNIZIR, BTFREMSE A IRIEPXSERER. MNRIEFE L, B—N5EEEH
PEESHIALIN AR FIF HBR AN BIR B, METIRPIEAANE S ZEE, BAERT, FTX2 X500
IEFRNEIERER, BAXRBAMIEE, HEE 2B acls, HER, MR
principal.builder.class EZiER# T KafkaPrincipalBuilder B93 B, NI ItLEDE 1 2,

ssl.secure.random.implementation
Type: string
Default: null
Importance: low
Dynamic update: per-broker
FAF SSL M#E#E/EH SecureRandom PRNG =L,

telemetry.max.bytes

type:int

Default: 1048576 (1 mebibyte)
Valid Values:[1,...]
Importance: low

Dynamic update: read-only

ME P iniX B BN IR AR/ (NREREYER) . BOAMED 1048576 (1MB).
transaction.abort.timed.out.transaction.cleanup.interval.ms

type:int
Default: 10000 (10 #)
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Valid Values:[1,...]
Importance: low
Dynamic update: read-only

[B1VR B 25 55 BO T (] [A] B

transaction.partition.verification.enable

Type: boolean

Default: true

Importance: low

Dynamic update: cluster-wide

FEREILE, RESREESRMEESF, RAEBFEFILEXEADK,

transaction.remove.expired.transaction.cleanup.interval.ms

type:int

Default: 3600000 (1 hour)
Valid Values:[1,...]
Importance: low

Dynamic update: read-only

fHIBRE# transactional.id.expiration.ms 1% 3% M5 HA B9 25 55 BO RS (] [B] B,

zookeeper.ssl.cipher.suites

Type: list

Default: null

Importance: low

Dynamic update: read-only

18 ETE ZooKeeper TLS th(csv) F{EANE ANEILEMH, BB zookeeper.ssl.ciphersuites

RGBT ENE CEESBANHIA "ciphersuites”) . EIAE null RRERAMREESSIRAFE
FA#) Java iz 1THRTE,

zookeeper.ssl.crl.enable

Type: boolean

Default: false

Importance: low

Dynamic update: read-only

18E RS TE ZooKeeper TLS WX A /A FIE B HENFIFR, BEEET zookeeper.ssl.crl REIB M IZER
EMERE (FERBENATR) .

zookeeper.ssl.enabled.protocols

Type: list

Default: null

Importance: low

Dynamic update: read-only

187 ZooKeeper TLS negotiate (csv)H /5 AT, ZEE#iT zookeeper.ssl.enabledProtocols %
SZBMREMNEMERE (5EE camelCase) . RIAE null RFRERMTHICER
zookeeper.ssl.protocol EZ & E M (H.

zookeeper.ssl.endpoint.identification.algorithm

50

Type: string

Default: HTTPS
Importance: low

Dynamic update: read-only

IEERGIE ZooKeeper TLS thi@it Hh/EAENLEIE, A (FROK/NE) "https" FR~/EA
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ZooKeeper EMELIE, HE—NEXLEHERTERER (VATFUIKEN) . ZRERBEEET
zookeeper.ssl.hostnameVerification R4 B M IXERIES "true” X "false" [E (HEERR BT
fH ; true &7 https #l false RRZEH) .

zookeeper.ssl.ocsp.enable

Type: boolean

Default: false

Importance: low

Dynamic update: read-only

1EE RS TE ZooKeeper TLS il A B AELIEBIR SN, BEB1T zookeeper.ssl.ocsp RLiE M4
WEMWEMEXE (FEREENER) .

zookeeper.ssl.protocol
type: string
Default: TLSv1.2
Importance: low
Dynamic update: read-only

187 ZooKeeper TLS R EAMMNN,. ERNEREEEL R A zookeeper.ssl.protocol R4i[E
MR BRI,
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B2E IURERY

cleanup.policy

type: list

Default: delete

Valid Values: [compact, delete]

Server Default Property: log.cleanup.policy

Importance: medium

BB S E B2 B B E IR B 2R 8, é’nﬁﬁﬂﬁ%ﬁﬂ“l‘ﬂéﬁkd\ﬁﬁ%ﬂﬁi "R REE (BN HE
FIHUF K, "compact"kBgN SR HEEY, e2FREBBMENENE. LI UEESSRIIRA
IEEXH A REE (40 "delete,compact”) o 7EiX *FF’l RTE, BRESBERENFFMAXNIEESF,
MR EE Fr B4 4

compression.type

Type: string

Default: producer

Valid Values: [uncompressed, zstd, 1z4, snappy, gzip, producer]

Server Default Property: compression.type

Importance medium

IBEATE XU RA EMERE, EEBESIELDEREIDER('gzip, 'snappy, 'lz4, 'zstd), BilLESE
BT & B E4ER 'uncompressed' ; T 'producer’ R AR H producer LQ%EI’JE&‘*F%‘ codec,

delete.retention.ms

Type: long

Default: 86400000 (1day)

Valid Values: [0,...]

Server Default Property: log.cleaner.delete.retention.ms

Importance medium

NEE L4 EFIRE delete tombstone FRCHIN AIHKE, HIXE R RTEHETTE MRS O FFIALERAINT
FHE, UBREIIRGRANBEMNERRE (BN, WTLETRITHEBIKREIZ tombstones) .

file.delete.delay.ms

type: long

Default: 60000 (1 minute)

Valid Values: [0,...]

Server Default Property: log.segment.delete.delay.ms
Importance: medium

M4 ZR 5T PR ST A4 BT A O [

flush.messages

type: long

Default: 9223372036854775807

Valid Values:[1,...]

Server Default Property: log.flush.interval. messages

Importance: medium

g E A VHEE R RSB A B ER fsync BIEMFIRR, F, MR/ELEN 1, WENESEHIINT
fsync ; MIRIXZ 58, NMEBRANMHEHEBEHRIMIT fsync, BE, BITRIUERZXHM, HEAEHIEK
KIFFAYE, HARIFIRERANERBRINE, EHENEER, INMXEARESIEINES (F
S BN EAEETRD) .

flush.ms

type: long
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Default: 9223372036854775807

Valid Values: [0,...]

Server Default Property: log.flush.interval.ms

Importance: medium

Jttiﬁl_JuifF? EfF 50 6 B H &R fsync BHERINT [F] AR, a0, R E%EH 1000, MAE 1000
EWWEEE fsync, BE, HITBIVUERZXHE, HERAEESREINEFAYE, HAFRERAHN

Fn/aB%IjJﬁb, ENEREES.

follower.replication.throttled.replicas

type: list

Default: "

Valid Values: [partitionld]:[brokerld],[partitionld]:[brokerld],...

Server Default Property: null

Importance: medium

NZERESR T R B EEFIMEIARTIR, ZFIKRNIZLL [Partitionld]:[Brokerld],[Partitionld]:
[Brokerld].... tE@ECRF *' KT MX A EHRAT A BIA,

index.interval.bytes

type:int

Default: 4096 (4 kibibytes)

Valid Values: [0,...]

Server Default Property: log.index.interval.bytes

Importance: medium

% E PR Kafka R RE|IRIRINIREIFRBRIEK, ﬂw\m%ifﬁﬁ{%ﬁm%%l—/\kﬁﬁ 4096 F
THSHR, B ESRE|, ERNAUEERIASHNRAE, BFERSIZKR, MARTRERAL
K&,

leader.replication.throttled.replicas

type: list
Default: "
Valid Values: [partitionld]:[brokerld],[partitionld]:[brokerld],...
Server Default Property: null
Importance: medium
HESEH N TTREMSIHNEIARTIR, 1ZFFKNIZEL [Partitionld]:[Brokerld],[Partitionld]:[Brokerld]:...
FEBECRF ' ETIREN TR BRI

local.retention.bytes

type: long

Default: -2

Valid Values: [-2,...]

Server Default Property: log.local.retention.bytes

Importance: medium

EMERIB Bk R, STLUAD KIBRMAIM B SR EHNEARAKRDN BMEN -2, ERKREFEAM
retention.bytes (H, BMBIEN B /NTFHZET retention.bytes (E,

local.retention.ms
type: long
Default: -2
Valid Values: [-2,...]
Server Default Property: log.local.retention.ms
Importance: medium
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MR AN B B R BIRF A A EBRNZEH., BOAEN -2, BRKREA retention.ms H, BHME
MNIAZINF HZETF retention.ms 1B,

max.compaction.lag.ms

type: long

Default: 9223372036854775807

Valid Values:[1,...]

Server Default Property: log.cleaner.max.compaction.lag.ms
Importance: medium

HEEASHRBEIEEHSEK A, (GERTFRESHNBE.

max.message.bytes

type:int

Default: 1048588

Valid Values: [0,...]

Server Default Property: message.max.bytes

Importance: medium

Kafka RIFHIRAICFKILEBRN (MRER T EH, EEFREHTES) . WRXwem, BE
0.10.2 IHHHTRE, LHAIEINAEFBRENAR D, LMEMITRTLUREUC R0 E, ERMIUEEER
hRAH, IDRIBADABIBIER, LURSHE, TLRIFERBRMRAS, REMFEICKEEIHE
#LEH, EXMERT, XPMREIREATFEMLK,

message.format.version

Type: string

Default: 3.0-IV1

Valid Values: [0.8.0,0.8.1,0.8.2, 0.9.0, 0.10.0-IVO, 0.10.0-1V1, 0.10.1-1V0O, 0.10.1-IV1, 0.10.1-IV2, 0.10.2-
VO, 0.11.0-1VO, 0.11.0-1V1, 0.11.0-1V2, 1.0-1VO, 1.1-IVO, 1.1-IVO, 1.1-IVO, 2.0-iv0, 2.0-iv1, 2.1-iv0, 2.1-iv1,
2.1-iv2, 2.2-iv0, 2.2-iv1, 2.3-iv0, 2.3-iv1, 2.4-iv0, 2.4-iv1, 2.5-iv0, 2.6-iv0, 2.7-iv0, 2.7-iv1, 2.7-iv2, 2.8-
ivO, 2.8-iv1, 3.0-iv0O, 3.0-iv1, 3.0-ivO, 3.0-iv1, 3.1-IVO, 3.2-1V0O, 3.3-1V0O, 3.3-1V1, 3.3-1V2, 3.3-IV3, 3.3-
IVO, 3.5-1VO, 3.5-1V1, 3.5-1V2, 3.6-IVO, 3.6-1V1, 3.6-1V2, 3.7-IVO, 3.7-IV1, 3.7-1IV2, 3.7-IV3, 3.7-1V4,
3.8-1V0Q, 3.8-IVO]

Server Default Property: log.message.format.version

Importance:

[DEPRECATED] & E 2 R FHE SN EI H &R RUH B8 b A, R
inter.broker.protocol.version 77 3.0 St E S hRA (CEFRECEB(EFHARE) , NIBABRELRBERNES
3.0, &M, ZENZEEME ApiVersion, —LERHIEFE : 0.10.0. 11, 2.8, 3.0, BT HERFEN
SHERRA, AAINEHEE LA ARERRSE/NTFHETRERE, HiRMIXEXMER S
HEARRABA Tl BAelI2BE—PTFEZRRBER,

message.timestamp.after.max.ms

type: long

Default: 9223372036854775807

Valid Values: [0,...]

Server Default Property: log.message.timestamp.after.max.ms

Importance: medium

LR E IR E T SH R M B AR FIB 2 R AR VP RIBER. SHRN B e TR A&,
BARFENBILEBRXBMERE, 1R message.timestamp.type=CreateTime, NSRS [HBHY
EZERB X MNMEENRME, NEERHIEL, R message.timestamp.type=LogAppendTime, I
Bt EC B,

message.timestamp.before.max.ms
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Valid Values: [0,...]

Server Default Property: log.message.timestamp.before.max.ms

Importance: medium

R E R E T RIBR AU SN RIB RN AN FEER. HRN TR FHETREN
BfEZ, ERAKATRIAKEERXENERE, MR message.timestamp.type=CreateTime,
RIS R BREFBIT X NMEERNEE, TERMHRIES, R
message.timestamp.type=LogAppendTime, IZBEILEE.

message.timestamp.difference.max.ms

type: long

Default: 9223372036854775807

Valid Values: [0,...]

Server Default Property: log.message.timestamp.difference.max.ms

Importance: medium

[DEPRECATED] REBEIE SFE R FIEENN AB Z H R ARK A, R
message.timestamp.type=CreateTime, WIRI[AZHNER BT XNEE, NKEL—FHEHR. AR
message.timestamp.type=LogAppendTime, IZB&ILLEZE.

message.timestamp.type

type : string

Default: CreateTime

Valid Values: [CreateTime, LogAppendTime]

Server Default Property: log.message.timestamp.type

Importance: medium

E SCH B AR R R BE20H B OIERT [RLD 2 B &M AN F], 1% {EN% 2 CreateTime =X
LogAppendTime,

min.cleanable.dirty.ratio

type: double

Default: 0.5

Valid Values:[0,...,1]

Server Default Property: log.cleaner.min.cleanable.ratio

Importance: medium

BB B R R ER N R ARNE (RXEAT BEEE) . BOAERT, BilEERE
EHH /L.\h:tﬁji 50% E’J E Tho Xﬂltb{ﬁﬂﬁ H /L.\::lEﬂJiEIJH_j(E’JHU lEﬂ (50% HX ﬁ 50% E’J H IL;\EE) g&%
ML ERFGRRE R/, WEES, BERKREASTHFEESZEN, MRILEET
max.compaction.lag.ms 8 min.compaction.lag.ms E2&, N AEZER/KIANEE
min.compaction.lag.ms B[R] IZ B0 HAR 17 H 48 ¢ ()IELLEEE, #HEFEE’)‘%
min.compaction.lag.ms FFEEETAIMOAE (R'EE) 0%, =(i) R HEFE max.compaction.lag.ms i
[8] 9 IE (uncompacted)it K,

min.compaction.lag.ms
type: long
Default: 0
Valid Values: [0,...]

Server Default Property: log.cleaner.min.compaction.lag.ms
Importance: medium

SHEEBREPREF uncompacted BIRIERTH, (GCEATFHEMENEE,

min.insync.replicas

type:int
Default: 1
Valid Values:[1,...]

55


https://kafka.apache.org/23/documentation.html#compaction

Red Hat Streams for Apache Kafka 2.7 Kafka BECiEEtE

Server Default Property: min.insync.replicas

Importance: medium

LHEE acks i H "all" (X "-1") , WEREERE T BRI\ EANS/NEIARB T #HA I, R
TEH R R /AME, MERERBI LR % (NotEnoughReplicas 3 NotEnoughReplicasAfterAppend).
L —2EAN, mininsync.replicas 1 acks foVF &5 HISEEE KM AMRIE, HENY R0
SEEHIREE 3 WEH, ¥ min.insync.replicas i%&7 2, F{#EH acks of "all" £/, XIFHAERINER
REHEIFBRBENBEAN, WERESILRFE,

preallocate

type: boolean

Default: false

Server Default Property:log.preallocate
Importance: medium

SNRILNIEOBEH BEERES, ROZINSeE# £ EIZSTHNIN true,

remote.storage.enable

Type: boolean

Default: false

Server Default Property: null

Importance: medium

BENETHERDEZEE, ERLEREXEN true, FARE, BXEZEALRE. ©RAELUGHMRAH
=1t

retention.bytes

type: long

Default: -1

Server Default Property: log.retention.bytes
Importance: medium

IECERH DX (B EE AR EIRTER" MR R E R Z 7 0B SR RBERZE R &K
RN BNERT, RANEREZERNRE. BHFXMREED XI5 5mEEE, ik X
HERITETURE (LUIFTHHRA)

retention.ms

Type: long

Default: 604800000 (7 days)

Valid Values:[-1,...]

Server Default Property: log.retention.ms
Importance: medium

MECE RS E R A PR RESRES 2 BT, Tl FHRE BERBIRIKHE], LUERZERE, XKRT
SLA, BUHTRERMS AF EIRMERIE, MFREEN -1, WAKR AR A RE,

segment.bytes

type:int

Default: 1073741824 (1 gibibyte)

Valid Values: [14,...]

Server Default Property: log.segment.bytes

Importance: medium

Jttﬁﬂlﬁa*@%uEl,.,\EI’JHExXC#k/J\ FREBMFRRAR—RTEN DX, BB RXNERER
DRI, BXHRE TR,

segment.index.bytes
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type:int



Default: 10485760 (10 mebibytes)

Valid Values: [4,...]

Server Default Property: log.index.size.max.bytes

Importance: medium

R E RS RS B SCH A B RBI RN, BTN B FRE I, FHITEBKREYE/)
B. BBEETEERRURE,

segment.jitter.ms

type: long

Default: 0

Valid Values: [0,...]

Server Default Property: log.rolljitter.ms
Importance: medium

M EE B P BRI [A] R S B R KRB jitter, LUBHSRIERERERIREIADEEL,

segment.ms

Type: long

Default: 604800000 (7 days)

Valid Values:[1,...]

Server Default Property: log.roll.ms

Importance: medium

thEC B Kafka fF 50 fl B A EIVARINT (A EHA, B A ERSTEE R AT, LA R EE =T LA BR =k £ 4515
iz,

unclean.leader.election.enable

type: boolean

Default: false

Server Default Property: unclean.leader.election.enable
Importance: medium

EARSEA ISREFHEIFFNRENFE, EMEIHEMAREZSBEEE X,

message.downconversion.enable

type: boolean

Default: true

Server Default Property: log.message.downconversion.enable

Importance: low
HEREZEFHESBRANTITESERUHRERIERNER, BIXEN false I, KEBR2NFEIEH
SHEMRRXHIE & AT down-conversion, X FRBEKIBMEFIHBGE T IER, KB
UNSUPPORTED_VERSION #8iR MR, AR E T E A T 2 6 AT se FERERE AR L L,
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BIFHNERERM

key.deserializer

type: class
Importance: high
deserializer 22 F 5Ll org.apache.kafka.common.serialization.Deserializer % O Z 5,

value.deserializer

type: class
Importance: high
deserializer 32 F =Ll org.apache.kafka.common.serialization.Deserializer % O 8{H,

bootstrap.servers

type: list

Default: ™"

Valid Values: non-null string

Importance: high

AT 3 Kafka EBFRERMN EN/IRONTIR, BEFPinRERMAERS SRS L NEIFEEN
AR5 TR - LAUKoA F A M BIRSS s R8I B EN.. IR N
host1:port1,host2:port2,.... BHFXLRFSIHFAFRERERLITENBEER A (WRERD)
SEW) , AERINRFIFESESRARS S (BERMRRSHEN, BITRFESIRSEH) .

fetch.min.bytes

type:int

Default: 1

Valid Values: [0,...]

Importance: high

RS ENIREINR/NBIEE, ATREUER, MRBETRE, HREEFFHILEHEIEEDEIERE
R 1FTHRNKERTE, SEEERSFVIREUE KRB SHEIERIAN, BAEXIREUE K
TEE, BEXENRANERSBRSHSERERENR, IALURSRSHELE (LL—L4
HBYIER M) .

group.id

Type: string

Default: null

Importance: high

FRIRLE TR B AT B T B H M — 55 R, GNRE & F R subscription (topic) St& T Kafka MR
BEEKE, NFZLEM.

group.protocol

Type: string

Default: classic

Valid Values: (case insensitive)[ CONSUMER, CLASSIC]

Importance: high

BAUCHTRENER, RIBRIEZH8"HERE" . NRIEET "consumer”, NIfEFRHEZREH
Wo BN, HEAZAANIL

heartbeat.interval.ms
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Type: int
Default: 3000 (3 )
Importance: high
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5 Kafka FILEEIRIThEERS, S3HETtE D AZSZ BITIHARIN A, OB FRFEETTERFEEEIRE,
FHEFE A MAKBE T ZERHEH EF TS, ZENT/NTF session.timeout.ms, BXEBHEBEF
N IXMER 1/3, ERUARZREERE, LUEHIE S35 e r iR,

max.partition.fetch.bytes

type:int

Default: 1048576 (1 mebibyte)

Valid Values: [0,...]

Importance: high

R SRIHROMNBN 2 XHWRABIBEE, ICRBETREMRERE. MRKMBIE—NIEEZSXFBIE
— MR IR FIXA RS, ML IBMRRE, UBRETREEWHITHAE, RIBESHEXNIC
e B KN E T message.max.bytes (broker config)sk max.message.bytes (topic config)E X,
INERFHE T EIER KD, 1ESH fetch.max.bytes,

session.timeout.ms

Type: int

Default: 45000 (45 seconds)

Importance: high

fH M Kafka BZHE IR IGINE P im iR FERVERNT, B in A X OB REFEESINE, 1
REZINRIEGEN FIRIEEEEBOBE, NRE"MASRTRLEE P it e ERTEE, 538, %
L TIERYFSERA, 0 group.min.session.timeout.ms #1 group.max.session.timeout.ms H g
=

ssl.key.password

Type: password
Default: null
Importance: high

BHEME SRR BRIE X 'ssl.keystore key' RIEEM PEM BEH,

ssl.keystore.certificate.chain

Type: password

Default: null

Importance: high

A H 'ssl.keystore.type" I8 ERME N BIEF5E, BRIA SSL BIZET (R HFFFEA X.509 iEH51RH
PEM 183,

ssl.keystore.key

Type: password

Default: null

Importance: high

A 'ssl.keystore.type" I8 ERIME R BIFAEH, FAIN SSL BIEET R #H{FEH PKCS#8 BHHM PEM 1§
Xo WMRBAMB, WIER 'sslkey.password' F§E BRI,

ssl.keystore.location

Type: string
Default: null
Importance: high

B HAE. XWEFImEANLN, ATRTEM R TRES DI,

ssl.keystore.password
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Type: password
Default: null
Importance: high

BEAEME N EE, XN B Mk, RBEEERET 'sslkeystorelocation' B ¥ HE,
PEM X R IFHHFMHED.

ssl.truststore.certificates

Type: password
Default: null
Importance: high

AMEIES, AN 'ssltruststore.type's BRIA SSL BIZET [ (X #FHEMA X.509 IEF# A PEM /&=,

ssl.truststore.location

Type: string
Default: null
Importance: high

BEFEXHRILME.

ssl.truststore.password

Type: password
Default: null
Importance: high

BEFEXHNEL. MREAXERH, NDAERERENESEFEXY, BREATEMERE.
PEM XA ZHEEF R,

allow.auto.create.topics

Type: boolean
Default: true
Importance: medium

EIT AR BELN, RFNREEICEEH, REERERITEA auto.create.topics.enable £
BREN, FRECEITHMNER, HFEARTF 0.0 WREN, WEBYIIXEN false,

auto.offset.reset

Type: string

Default: latest

Valid Values: [latest, earliest, none]
Importance: medium

Y Kafka F&EIRRTE, FERSS LA FEHRREBHNZELT (B, R EHESHRMER)
e 5B : BRREBREENIRENRE
e latest : BENHRBEE HRHRS
e none : MIRZEIHEFENAKRILUANGRES, NAHEEEEZRRE

o EMHEHMAR : MERENLRE.
AR, EFIEEIXED latest BB DRMSARKFBCHRAEERR, RVERETRE
FHRRFTRMB S XA XHEE (Fln, EHREEERBAH, ’@TT?E*M‘*%%%)

client.dns.lookup

Type: string
Default: use_all_dns_ips
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Valid Values: [use_all_dns_ips, resolve_canonical_bootstrap_servers_only]

Importance: medium

HIE P iR ER DNS . R % E ) use_all_dns_ips, HRIIFEERESMNMREIR IP i
tt, BEIMRINEILERE. SRR, *ERT—NIP, HE IPBE—RERE, BFHnERE
MENBIVM 1 OS L2277 DNS ZIMER) B IP, AR KTE N
resolve_canonical_bootstrap_servers_only, &4 &/ bootstrap Mtk @7 N HISE L FRFIZR,
bootstrap FTEX /&, ©BI1T N5 use_all_dns_ips 18,

connections.max.idle.ms

Type: long
Default: 540000 (9 minutes)
Importance: medium

XM E TS ERZEMWEUE XA IH EIEE,

default.api.timeout.ms

type:int

Default: 60000 (1 minute)

Valid Values: [0,...]

Importance: medium

BER Fim AP BUEBIITF] (LLZR N EAL) . hECERESEIEE timeout SHMFTAE T iniRF
BO BRI EBIS S [H],

enable.auto.commit

Type: boolean
Default: true
Importance: medium

gORN true, NEHREFNFEB/EREERIRR,

exclude.internal.topics

Type: boolean
Default: true
Importance: medium

T RENZHRR ST R TR RER A, a2 R LABRRALT [ AR 4,

fetch.max.bytes

type:int

Default: 52428800 (50 mebibytes)

Valid Values: [0,...]

Importance: medium

RS EBNHROINGEAEIEE, BATRIUEK, ICRMAEHEREI SN, MRKEAE—IEZE
D RAKBE—MOFH R FXNME, WDRtABMRRE, UBEETREHTHE, B, X
TRYN BAE, REBESNRAIDRILLEA/NET message.max.bytes (broker config)sk
max.message.bytes (topic config)E Y. FER, HEEFTHITEZ MK

group.instance.id

Type: string

Default: null

Valid Values: non-empty string

Importance: medium

AR REBCE TR E LGN —INRT, RAVFHEEFRH, MREE, HHRERN TS,
XBEEERMNERR RTFERL ID —1NE6, XAE5EREANKEBNGEEER, OB RBEIEN R
AAGHRNAERTE WARER) . MREERE, EHERERMALENNERL, X2EST
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y
No

group.remote.assignor

Type: string

Default: null

Importance: medium

ZFEAMRS RInDIEes. MREFIEES IS, NAD AR LEFE—1. RETE group.protocol i%
BN "consumer" B, FaNRIEE,

isolation.level

Type: string

Default: read_uncommitted

Valid Values: [read_committed, read_uncommitted]

Importance: medium

EINAEEESSAER., R XE N read_committed, ] consumer.poll () FFGREISIRIH
EH5HEE. NFRXEN read_uncommitted (FRIAE) , Nl consumer.poll () fHREIFFEEE, Bl
FERILENEFSEHEREML., FEFSEERREE—ELPILERERD,

S BERHAL LRI RE], Eib, 7 read_committed X H, consumer.poll () MHUREIR%Z &
E—1TRERB(LSOMHEHR, XRFE—MIASSHNREERE. FilE, ERTRAESHHERREHM
HEME S EM, BEMEXESTER L, B, EENHRZSE, read_committed BJH 7
BN TELE S KA %,

I Further, when in ‘read_committed’ the seekToEnd method will return the LSO

max.poll.interval.ms

Type: int

Default: 300000 (5 minutes)

Valid Values:[1,...]

Importance: medium

FERETEAEEN, poll () WAZENEKRER, XRERNESZICKANE ERBIEHETRE T L
N ERINS (B, AREX BRI EFEEBEEA poll O , MEEREHUAKRY, FHFEAFEHFE
&, UEFMIREFHES S — IR A. A FERIARLXNENBFEnull group.instance.id B -,
"RUMEH AR XK. HR, HEERELLEDOBE, 2XIG/E session.timeout.ms T HiGHHE
MO, XREHREXANBESERENIT N,

max.poll.records

Type: int

Default: 500

Valid Values:[1,...]

Importance: medium

BAARREE poll () FREIMZKXICEKE, EEE, max.poll.records N EMMEZERINIT M.
SHTEPERMEBMREUE KPR EFICE, FMEBNRINEEREILNR,

partition.assignment.strategy

62

Type: list

Default: class org.apache.kafka.clients.consumer.RangeAssignor,class
org.apache.kafka.clients.consumer.CooperativeStickyAssignor

Valid Values: non-null string

Importance: medium
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REBMIRREIIR, BEEIFHS, EERAEENZFRNATERTELOZF D X2 XA
BN, "TRAETA

e org.apache.kafka.clients.consumer.RangeAssignor. \RIEE N E 2B 2 X,

e org.apache.kafka.clients.consumer.RoundRobinAssignor: LU 1EA G 9 X D B4 H 77
=

e org.apache.kafka.clients.consumer.StickyAssignor: Guarantees F)— N B2 B & AT
8, RN {RERAESHINE DX 2.

e org.apache.kafka.clients.consumer.CooperativeStickyAssignor: Follows 18 R#]
StickyAssignor 5, {BRITFEEEHFE.
L E2 25 7 [RangeAssignor, CooperativeStickyAssignor], BEtIAER RangeAssignor, {8
FFFEI CooperativeStickyAssignor, &R MFIFKR IR RangeAssignor,

Wid SLhE org.apache.kafka.clients.consumer.ConsumerPartitionAssignor &0, & LA
A B E LD IR,

receive.buffer.bytes

type:int

Default: 65536 (64 kibibytes)
Valid Values: [-1,...]
Importance: medium

ISR B A TCP IR X (SO_RCVBUR)RIAR/N, INRIEN -1, NIEARIERZTERIME,

request.timeout.ms

type:int

Default: 30000 (30 #)

Valid Values: [0,...]

Importance: medium

e B 4 2 - b S R 1 SR A B Y S KA, AN SRAEEEN 2 R B WEILN, BN ERENERL
EER (IREJLAEN KD

sasl.client.callback.handler.class

Type: class
Default: null
Importance: medium

SCHE AuthenticateCallbackHandler #: OB SASL & FimE AL IBIEF RN T LR E L TR,

sasl.jaas.config

Type: password

Default: null

Importance: medium

FAF SASL E#H JAAS Bk E XS, HRR 4t JAAS BEEXHFER, JAAS BB X iR
LA, ZERR : loginModuleClass controlFlag (optionName=optionValue)*;. % F1X
1, EEXIENEHHAERITFIZH SASL MEI&FRRIZE, B0 : listener.name.sas|_ssl.scram-
sha-256.sasl.jaas.config=com.example.ScramLoginModule required;,

sasl.kerberos.service.name

Type: string
Default: null
Importance: medium
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Kafka i21T7H Kerberos A& FR, XA LATE Kafka B9 JAAS ER &=k Kafka BEEEHE Lo

sasl.login.callback.handler.class

Type: class

Default: null

Importance: medium

S AuthenticateCallbackHandler #0#) SASL &k OAMIBRRFE R LB ELM, W FRE, &
SEEVHAN B 2R ER B A A LA LG IR 2R AU 280 SASL AL HI A FME N RIZRAE N RIS, N
listener.name.sasl_ssl.scram-sha-
256.sasl.login.callback.handler.class=com.example.CustomScramlLoginCallbackHandler,

sasl.login.class

Type: class

Default: null

Importance: medium

SUME FEONENTERE R, S FRIE, BREELNE/NERTHERITEIZN SASL HlE &
REIZR, For example, listener.name.sasl_ssl.scram-sha-
256.sasl.login.class=com.example.CustomScramLogin.

sasl.mechanism

Type: string
Default: GSSAPI
Importance: medium

AT &P imE R SASL HLEl, XATRERRHETSRMUEZFIEMIE, GSSAPI ZEIAALE,

sasl.oauthbearer.jwks.endpoint.url

Type: string

Default: null

Importance: medium

AT LM AR RN PR JWKS (JSON Web Key Set) #9 OAuth/OIDC #tR# URL, URL ATLARETF
HTTP (S)sEF X 4H URL, #I3R URL ETF HTTP (S), NI JWKS HiEfH &I REE BB URL
M OAuth/OIDC #R EHIFR, A then-current BHEFZEFENRE ELUHITEANERK, RN
JWT BT HPFIEIEKR, HPSELEFEPEREERFHRN kd' IRLFRE, IS REZERRENR
JWKS IR, B2, RIEKBIHE sasl.oauthbearerjwks.endpoint.refresh.ms 289 URL, LUETE
WG & X LR AR JWT 15 KATRIFZ%F. R URL EFxH, REFERINMEENLE
N#E JWKS XX, 1R IWT SEEB T IJWKS X "kid" irk{E, RIREL OWT FES55
PREFSIS

sasl.oauthbearer.token.endpoint.url

Type: string

Default: null

Importance: medium

OAuth/OIDC F1RHF2FHI URL, #IR URL EF HTTP (S), XREALEN TR URL, HiFX
JF1RYE sasljaas.config FHBCEE K, IR URL EFXH, BEE—1SEH OAuth/OIDC H151R
HIRFE LA R ShE(IWT FIMER )BT, LU T

security.protocol
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Type: string

Default: PLAINTEXT

Valid Values: (case insensitive)[SASL_SSL, PLAINTEXT, SSL, SASL_PLAINTEXT]
Importance: medium

AFEREBENHL BMES : PLAINTEXT, SSL, SASL_PLAINTEXT, SASL_SSL.


https://datatracker.ietf.org/doc/html/rfc7517#section-5
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send.buffer.bytes

type:int

Default: 131072 (128 kibibytes)
Valid Values: [-1,...]
Importance: medium

REHIEN EE AN TCP &£ 3E%% X (SO_SNDBUF)BIK/N, INR(EN -1, NERZEERSTBINE,

socket.connection.setup.timeout.max.ms

type: long

Default: 30000 (30 #)

Importance: medium

BEFnERERTERBIMNSANE, YE8MELERERIE, EEIEBN 2RI M RAE.
NEREEER, BB TBEHCRENBTFBN, SBUTEEST 20% MEETSER,

socket.connection.setup.timeout.ms

type: long

Default: 10000 (10 seconds)

Importance: medium

BAmSEREETEEEIMNAKE, NMREBNNFRREEMEEE, BHmEXHAERFIM
B, X MERHIA backoff [, BMELLEERNEIIIEREM, &
socket.connection.setup.timeout.max.ms &,

ssl.enabled.protocols

type: list

Default: TLSV1.2, TLSv1.3

Importance: medium

7 SSLEEE AN SIR, EEMA Java 11 HEHARARS, BAILH TLSVI2, TLSVL3!, &Il
TLSVI.2, {8 Java 11 UBKIME, NRZE FimF1ARSS 2R EN 28 TLSVI.3, NE A infliR SS9 &k
TLSVI3, BNEELREI TLSVI.2 (RIXMEFBEBED IR TLSVI2) » MNFREHER, XNEINMERNZ
AILEETIE, HiES A ssl.protocol BIEDE ST,

ssl.keystore.type

Type: string
Default: JKS
Importance: medium

BEAFEME SIS, XN B IR LM, BRiA ssl.engine.factory.class HRTSZFFHI(E N
[JKS. PKCSI2. PEM],

ssl.protocol

type: string

Default: TLSV1.3

Importance: medium

FAF 4R SSLContext B9 SSL 7%, R Java 11 SREBEHFARAZITES, EIAH TLSVI.3, &N
TLSVI2', WFRSEAA, XMEMZALEE T/, &EHN JVM RRFRES TLSVI.2'
TLSV1.3, |BHY UVM BILAZ#F 'TLS', 'TLSVIT, 'SSLv2', 'SSLv2' #1 'SSLv3', {ERTFEHNEZLRA,
AEWERE], FmRXNEE 'ssl.enabled.protocols' BIBRINE, MIRRSEH|AZRF TLSVIS, &
PR 'TLSVI2', SR ILECEB#HIXE N 'TLSVI2, BN WMEARFER TLSV.3, BlIffeR
ssl.enabled.protocols FHIEZ —, ARG ERRZHF 'TLSVI3,

ssl.provider
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Type: string
Default: null
Importance: medium

AT SSL HEMZ2HNEHET. BAER JVM BRI Z£REER.

ssl.truststore.type

Type: string
Default: JKS
Importance: medium

EEFMEXEXHER., BRI ssl.engine.factory.class HETIFHIME H [JKS, PKCSI2. PEM],

auto.commit.interval.ms

Type: int

Default: 5000 (5 seconds)
Valid Values: [0,...]
Importance: low

#NR enable.auto.commit % & true, NETRERBHIR (LUEMHHEALL)

auto.include.jmx.reporter

Type: boolean

Default: true

Importance: low

BFH. BE 831338 JmxReporter, BEIfEE71E metric.reporters RFIH, LEEIFE Kafka 4.0

ditikk, FFR1E metric.reporters &S org.apache.kafka.common.metrics.JmxReporter, LA
2 B JmxReporter,

check.crcs

Type: boolean

Default: true

Importance: low

B EHFMILRKE CRC32, IXHEATHARA R A EXE R#H1T on-wire 3% on-disk A, LLiGE I
T —LFHE, RBETRIREEENER TTRRERE.,

client.id

Type: string

Default: "

Importance: low

TR HE R G R ERSS 2R id FRIB, XFEMBEMERTAVFEENARFEMESERS S
HRBEICTEKH, MMERERER ip/port LLARIIE KR,

client.rack

Type: string

Default: "

Importance: low

& FIREINRINAR. XA UEERFREE, XRTEEFRYEALE, B5REEE
'broker.rack’ ¥R,

enable.metrics.push

66

Type: boolean

Default: true
Importance: low
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EEERRNE I mEHERER, NREHEESHEIRLENE FiREIT D,

fetch.max.wait.ms

Type: int

Default: 500

Valid Values: [0,...]

Importance: low

IR & RIGHIBAIEIIENNE fetch.min.bytes 1RHEAVE K, BRI ERISTE O B IKERIE K A RE BT B9 & KT
1],

interceptor.classes
type: list
Default: "
Valid Values: non-null string
Importance: low

FREFEZRMEFIR, 8 5LH org.apache.kafka.clients.consumer.Consumerinterceptor %,
ISR AR (FFRTREEER) JHTEWEIRIC K. BIMERT, &EEHEHE.

metadata.max.age.ms
Type: long
Default: 300000 (5 minutes)
Valid Values: [0,...]
Importance: low
BMEHNTRERE D KT DERREDN LIRSS X, 3l &6 R o gt
A (LAZ# L) .

metric.reporters

type: list

Default: "

Valid Values: non-null string

Importance: low

FYEFET R & 230928 55R, SLHE org.apache.kafka.common.metrics.MetricsReporter #, R iF
BEARKEFETCIBBRNE, B2 JmxReporter FEM IMX GiiHE R

metrics.num.samples

type:int

Default: 2

Valid Values:[1,...]
Importance: low

NI EARTET B R OIS E.,

metrics.recording.level

Type: string

Default: INFO

Valid Values: [INFO, DEBUG, TRACE]
Importance: low

B RS IDRKE A,
metrics.sample.window.ms

type: long
Default: 30000 (30 )
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Valid Values: [0,...]
Importance: low

T EERAIBIR R E O,

reconnect.backoff.max.ms

type: long

Default: 1000 (1second)

Valid Values: [0,...]

Importance: low

BEINEEINES I F BRI ENS/HNRANE (LZRNEA) ., MRREM, 81 FENB backoff
FHBMESRNERRIEREMN, BESSE, 7118 backoff IK/E, RINT 20% BHIKEHL jitter,
LU S RO

reconnect.backoff.ms

type: long

Default: 50

Valid Values: [0,...]

Importance: low

ZHEIEED A E TS RMERN A, XEH#RERBRBIIPES EEEEN, It backoff N
AEIE A ImEIREMEEE SR, X MERHA backoff (H, FHNEMNMELIERRUEEREM, &
=4 reconnect.backoff.max.ms {&.

retry.backoff.max.ms

type: long

Default: 1000 (1 second)

Valid Values: [0,...]

Importance: low

LEREKREE RMANRIER, FFNRKNE (2/) . MREH, BIMEF RSB ERBGEK
RIEHIE N backoff, BEIARXNMRAE, BMLEMARAWMEIERNES, — PRV jitter 24
I FAEI backoff, MMISE backoff ZELLT 20 B 20% Z [EWSEEIAN, #BiditEE, MEM
retry.backoff.ms i%& KT retry.backoff.max.ms, [l retry.backoff.max.ms 5 FHAEF RN EE
backoff, MARIGIETHEEIE NN,

retry.backoff.ms
Type: long
Default: 100
Valid Values: [0,...]
Importance: low
X E N E EF 2 K RWAHE KSR A, XA RERLENEY RPN EBBEIHREER
EIE R, X MEZHIA backoff [, BNKRMGEREBRIRIEHIEI, &% H retry.backoff.max.ms
1B

sasl.kerberos.kinit.cmd

type: string

Default: /usr/bin/kinit
Importance: low
Kerberos kinit #n 43 B 1%

sasl.kerberos.min.time.before.relogin

Type: long
Default: 60000
Importance: low
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Rl 22 (A B9 B SR L AR B AR AN [

sasl.kerberos.ticket.renew.jitter

type: double
Default: 0.05
Importance: low

ANINENSAT Y [F BBEA jitter BB 2 EE,

sasl.kerberos.ticket.renew.window.factor

Type: double

Default: 0.8

Importance: low

BRERFMEFERRTS, BRARRE—RRBFEIRBERIHAN A ERATC TERRKS, REE
AT R,

sasl.login.connect.timeout.ms

type:int
Default: null
Importance: low

(ATife) SERHHEILANEEEENE (UM hEA) . BRIfGERT OAUTHBEARER,

sasl.login.read.timeout.ms

type:int
Default: null
Importance: low

(AI3%) AEBE R IIEARN B EGRR IE (UZEM AHHBA) . BEI{UGERTF OAUTHBEARER,

sasl.login.refresh.buffer.seconds

Type: short

Default: 300

Valid Values: [0,...,3600]

Importance: low

TERIFT UL IE S B RTR SRt (3] (AR W EAGL) . SNRRUFTIE R LS R #b&udsa it 8, T RUT

[$#%3), URFRES A Sm X [E, SERENT 0 B 3600 (1/M)ZIH ; tnREEREME, NE
FABRIAME 300 (5 280, MNRXAMEF sasl.login.refresh.min.period.seconds #Bid T EIFRIKME S E
HA, RAX/ME. BRI{GERT OAUTHBEARER,

sasl.login.refresh.min.period.seconds

Type: short

Default: 60

Valid Values: [0,...,.900]

Importance: low

BRRFTRTERFT LRI F RO ] (AR N EAL) o SEBREN T 0 F 900 (15 482 8] 5 aN5R%
BIEEME, NEABRIME 60 198, WRXMEH sasllogin.refresh.buffer.seconds #3=#E R BE,
IR E BT EIENRRERE. BRi{UER T OAUTHBEARER,

sasl.login.refresh.window.factor

type: double

Default: 0.8

Valid Values: [0.5,...,1.0]
Importance: low

69



Red Hat Streams for Apache Kafka 2.7 Kafka BECiEEtE

BRRFERREARE SEIEEGRABEEXRMNIEEEORR, WF2ARIFEILE, E2ENTF 05
(50%)F11.0 (100%)Z 8], INRBEHEEM, NEABRIE 0.8 (80%), BRIIUERATF
OAUTHBEARER,

sasl.login.refresh.window.jitter

type: double

Default: 0.05

Valid Values: [0.0,...,0.25]

Importance: low

SEIFI 4 A BRI R AR jitter BIRINEIELRIFT LA MBERN A, FRUNTF 03
0.25(25%) = [f], tNR&BIEEME, NEABINE 0.05(5%). BRI{ERTF OAUTHBEARER,

sasl.login.retry.backoff.max.ms

type: long
Default: 10000 (10 seconds)
Importance: low

(Ait) BRZAARSHEIRERFZASFENRREFE (UM HEL) , ERERET
sasl.login.retry.backoff.ms X B FIIEERFHIIEEN backoff &%, FHIEZAE
sasl.login.retry.backoff.max.ms IX B EMRAFFKEZFENE. BRITGEATF OAUTHBEARER,

sasl.login.retry.backoff.ms

Type: long
Default: 100
Importance: low

(Ff) BSRZRAEBEMEIHRHEFRFEESHNE (UEWHERA) . ExERET
sasl.login.retry.backoff.ms X B FIIEERFHIIEEN backoff &%, FHIEZAE
sasl.login.retry.backoff.max.ms IXBIE EMRAFFKEZFENE. BRITGEATF OAUTHBEARER,

sasl.oauthbearer.clock.skew.seconds

Type: int
Default: 30
Importance: low

(k) 1B (LA HEAL) , 7 OAuth/OIDC Hp1REFFNIRFBIZES,

sasl.oauthbearer.expected.audience

Type: list

Default: null

Importance: low

(k) RERESHRIXERNIEREENEP—NENZ AL L JWT, JWT BREZSEN
B9 OAuth "aud" FHR, MIRIKE TXME, REFS IWT B"aud"FERHRBERE, UEERS
TEMLE, MREBEET, REB/HEL JWT, BFORIER KR,

sasl.oauthbearer.expected.issuer
Type: string
Default: null
Importance: low
KRER (A1) BFEIEIWT 25BN A FEN (k) %8, IWTHRERSAEINE
OAuth "iss" FHA, IRIXETXME, KERKTELR JWT B'iss"FIRHRHNASE, NREH TR,
RIRIHEL UWT, FPF0IERF R

sasl.oauthbearer.jwks.endpoint.refresh.ms
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Type: long
Default: 3600000 (1 hour)
Importance: low
(Arik) REBIERIFTE JWKS (JSON Web Key Set)& 2 (A1 E/FME, HPaSHIIE JWT B
o

sasl.oauthbearer.jwks.endpoint.retry.backoff.max.ms

type: long
Default: 10000 (10 seconds)
Importance: low

(AT3%) SR MAER B EHFIRBRZFE KRR JWKS (JSON Web Key Set) Z [HIIBRAEFE (UZWH
BAI) o JWKS iZRERET sasl.oauthbearer.jwks.endpoint.retry.backoff.ms 1% B FIIAEFE XN
&8 backoff Bk, F1EZEIXE sasl.oauthbearer.jwks.endpoint.retry.backoff.max.ms KBRS E MR
AEFKEIAME,

sasl.oauthbearer.jwks.endpoint.retry.backoff.ms
Type: long
Default: 100
Importance: low
(AT3%) 7E JWKS (JSON Web Key Set) i 3= ER F A FIERERRF 2l M aEFE (U=ZRhH
1) o JWKS KeFRERAET sasl.oauthbearerjwks.endpoint.retry.backoff.ms % B FIIA S F & XM

# backoff Bk, FF7E 1 F sasl.oauthbearer.jwks.endpoint.retry.backoff. max.ms X &g E & A
ERKEZEME,

sasl.oauthbearer.scope.claim.name
Type: string
Default: scope
Importance: low
SEFEIM OAuth FER@E @4 H "scope”, {BHIR OAuth/OIDC R/ % FERERRRNATR, Nt
(k) WER R A T JWT BRI E AP 285E &R,

sasl.oauthbearer.sub.claim.name
Type: string
Default: sub
Importance: low
ZEMH OAuth FERBE M &N "sub”, {BINR OAuth/OIDC N N IZEBRERATENEH, Ntk
(FI3%E) wEBRILLH JWT BN EMFR R S &0 E R HAR R8I E R,

security.providers
Type: string
Default: null
Importance: low
BMREMIN L EREBEN AR ERERIIR, XLRNLHE
org.apache.kafka.common.security.auth.SecurityProviderCreator %1,

ssl.cipher.suites
Type: list
Default: null
Importance: low
BHEMIIR, XZRARMEM TLS 5 SSL MU EMLERNRSIRERN FHRIE. N,
MAC MIBARME EMmAHE, RINERT, ZFMETRNBELER,
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ssl.endpoint.identification.algorithm

Type: string
Default: https
Importance: low

5 AR S5 2RI AL UEAR 5588 VLB B IE PR E A,

ssl.engine.factory.class

Type: class

Default: null

Importance: low

org.apache kafka.common.security.auth.SslEngineFactory JX BB KR4t SSLEngine YR, BRIMEH
org.apache kafka.common.security.ssl.DefaultSsIEngineFactory, =&, NHEI&EMN

org.apache kafka.common.security.ss.CommonNameLoggingSslEngineFactory f$it kB imE T 5
BELA] INFO BEMAEHITRHBRIEER SSLIEH &R, 1HIR, BTFRERFiRRENIER

HE, XREEIIM mTLS B imBIREINEREIEMR/NEIR, HER, ZEELEAEFIRE Java
EEFENBE LEEEHE, REBRTFIVERATKR, EEATRESEI RSN,

ssl.keymanager.algorithm

Type: string
Default: SunX509
Importance: low

BYIEEE T AT SSLEENEER, IMERN Java EUNEENBHEESRT Bk

ssl.secure.random.implementation

Type: string
Default: null
Importance: low

FF SSL in#E1#2 /£ SecureRandom PRNG SEHE,

ssl.trustmanager.algorithm

72

Type: string
Default: PKIX
Importance: low

FAEEESET AT SSLEEMNEER, IAMERN Java EUNEENEEEESRTI Bk
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H4ZFFERERM

key.serializer

type: class
Importance: high
serializer 22 | F <Ll org.apache.kafka.common.serialization.Serializer 3 OB A,

value.serializer

type: class
Importance: high
Serializer 22 3 F 5Ll org.apache.kafka.common.serialization.Serializer # O /{E,

bootstrap.servers

type: list

Default: "

Valid Values: non-null string

Importance: high

AT 3 Kafka EBFRERNEN/IRONTIR, B iRRERMAERSSHS L NEIFEEN
ARF5EETTK - LEHIR NI F R I T AR SS S EHANR TN, MR
host1:port1,host2:port2,.... HTFXLERSRINA TR EERANTENEEN AT D (FTERD)
SEN) , AERIRFIFESESRARS S (BERMRRSHEN, BIRFESIRSSH) .

buffer.memory

type: long

Default: 33554432

Valid Values: [0,...]

Importance: high

FIEEA R FRAILKEFLALIRSBHAFELE, NRAEFICTORERT AT ULXEIRSSE, T
4 A& F3PE IE max.block.ms 5|4 & &,

WIKEN S5 ERERERNRNFLENN, EFEZRAE, RNETEERANMAERGFEHATS
A, —EHANRNEFRATES MREATEY) , UREFHEKIEK,

compression.type

Type: string

Default: none

Valid Values: [none, gzip, snappy, 1z4, zstd]

Importance: high

producer £ RMIFTAEEIBAI LG, ERIA N none (B0, S&BELE) . BREN

none,gzip snappy,z4, =k zstd, £4EEENHIFEARCIE, RtEBEMERERBEFNEREER (BES
AL IBRRE BFHES) .

retries

type:int

Default: 2147483647

Valid Values:[0,...,2147483647]

Importance: high

KEXRFENERSRE A WEMAELERWMILE, FIDREBEENRNEGR, HFER, XPMER
SRR EFNLRTRMNEARRN, NREET delivery.timeout.ms B &8I 7], EF iR
Hzal, E£ROERBRK, AEBRHBINGNTEH. @8N TRERESE, meER
delivery.timeout.ms &5 E K17 1,
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[E F idempotence ZFEMEEEAT 0. MNRXE T HREE, BEBINFEM idempotence, MIZE
Fd idempotence,

1£¥¥ enable.idempotence % &/ false #1 max.in.flight.requests.per.connection fi# {7 E i AT 8E
KEWRARTF 189LRE, BRAMRH MR LERENDR, F—REW, REEK, BEZ
IRRIILKATRER BRE— 1

ssl.key.password

Type: password
Default: null
Importance: high

BHEME SRR BRIL X 'ssl.keystore key' RIEEM PEM BEH,

ssl.keystore.certificate.chain

Type: password
Default: null
Importance: high

A H 'ssl.keystore.type" I8 ERME X BIEF5E, BRIA SSL BIZET (R HFFFEM X.509 iEH5I5RH
PEM #& =,

ssl.keystore.key

Type: password

Default: null

Importance: high

A 'ssl.keystore.type" I8 ERIME R BIFLAEH, FAIN SSL BIZEET R #H{FEH PKCS#8 BHHM PEM 1§
Xo WRBFAMB, WIER 'sslkey.password' F§E BRI,

ssl.keystore.location

Type: string
Default: null
Importance: high

B HAE. XN EFIREANLN, ARTE S RMTRES DI,

ssl.keystore.password

Type: password

Default: null

Importance: high

BREEXENEERE, XN IHEa N, RBERET 'sslkeystore.location' B F EE,
PEM X R EHFEEH.

ssl.truststore.certificates

Type: password
Default: null
Importance: high

AMEIES, AN 'ssltruststore.type's BRIA SSL BIZET [ (X #FHEMA X.509 IEF# A PEM /&=,

ssl.truststore.location

Type: string
Default: null
Importance: high

BEFMEXHRIME.
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ssl.truststore.password

Type: password

Default: null

Importance: high

EAEEXHNED, NRFELBEH, IHAERRENEIEETYE, BRAEERRE,
PEM X R EEFHEEH.

batch.size

type:int

Default: 16384

Valid Values: [0,...]
Importance: medium

BHFSMCRAEIE -2 XN, £REFZHIC R CERRDIER, XETE iR
AR5 SRAMERE. HECEIREIFARIE RN (LA T R AL o

SR EERALEIDFRFIXNRAN,

RZFFRENERFEESDALIE, DD RN — DR UL,

MELEBERNREDRAIBIER, HATRRBREEHE (FOHOERTEERMLIE) , FFERE
HOEXNTREETEMFERRE, EBN A ERINCT T 2 B E L T2 KN,

AR X ERMHELRAI O ERN LR, MRBATIINDEARNBE D FIIEERFT,

BLFNTK"NE" linger.ms B [ARFEFELILK, X4 linger.ms KEEIAHN 0, XEKBRNEIL

BNA%i0R, BNERAMML IR KNI TFXA batch.size K& T,

client.dns.lookup

Type: string

Default: use_all_dns_ips

Valid Values: [use_all_dns_ips, resolve_canonical_bootstrap_servers_only]

Importance: medium

2 ZE im0 aE A DNS B, WR1%E N use_all_dns_ips, 1HRIIFEZEE S MREH IP #h

ik, EERIHERIIERE, M EER, RERT—TIP, HAE IPBE—RERE, BHrihsBRE

MENA VM F OS %17 DNS LR EH)FH IP, SIREKEN
resolve_canonical_bootstrap_servers_only, EF&E/ bootstrap Mtk @47 N HISE L FRFIZR,
bootstrap M E& /&, ©BITT N5 use_all_dns_ips 8@,

client.id

Type: string
Default: "
Importance: medium

R HEERA B RS53R0 id FREB. XHHBBNEEE R1FZHENARFAME SRS RN

HRBEICTEKH, MMERERER ip/port LLAEIIE KR,

connections.max.idle.ms

Type: long

Default: 540000 (9 minutes)
Importance: medium
EXNEEEEENZREUE KA N EEE,

delivery.timeout.ms

type:int
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Default: 120000 (2 minutes)

Valid Values: [0,...]

Importance: medium

VA send () REGFRERDTKRMEBI LR, XPRE T ZERTICT S E, MATEERFIHIN[H
(MR , URAEHRAEKBBNE, REBR T TERENE IR, WERETRERETLEL

FEILT, FEFICTRMBAR RN T HAEARR AL 03B rp, WECERIEN A FHET

request.timeout.ms # linger.ms #9/5.,

linger.ms

type: long

Default: 0

Valid Values: [0,...]

Importance: medium

H P ERE R LR Z B BA B IRIERE LR AESE—E, B8, XREICKIERERT
REN L E, M, ARLEBERT, BEFRTEEEHEERNERE, MENESETHRRN. b
BEIRMPEATERR LB/, BIARIENAZEILE, MESFFRAEER, RIFAEHEM
03K IXATREMAN NS TCP B Nagle BIEEML, IIXERMEH OB RN LR : —BHANIRE #t
A3, Tt EMME, TietbixBEMfE, eEWRILENLE—RICK, BERNRBITHHIRRAT
XANFT, HBIE linger BFEFELSICRET. WXERIAN O (Hla0, FTER) . BN, KE
linger.ms=5 SR K ERTERE, BRTERE MNEBNER TRLXENICKRINZRS Sms BIE
R

max.block.ms

type: long

Default: 60000 (1 minute)

Valid Values: [0,...]

Importance: medium

XAERE LK KafkaProducer’s “send(), partitionsFor(), initTransactions(),

sendOffsetsToTransaction(), commitTransaction() and abortTransaction() 75;% 5% HZE % K

H, *F send () , XNEBNEREE T THEIBKENAN L P X 2B A (AP REH serializers

= partitioner R AT EIXNEBET) . X F partitionsFor () , X NBRI S EERFTHIRRNTE
(MNREFRTTR) . 5FFERNAERREME L, BINREFSVEERITTEL TSNS T8I A R

N, JUJR] BE B

max.request.size

type:int

Default: 1048576

Valid Values: [0,...]

Importance: medium

ERFRAKRDN (LLFTHERA) o I E SRS EF IR MG KA AOERIC T OEBHE, L
R AERBIER, XWEFR EREAREFIICFKILEBRNY LR, HEE, RSB[EICTILL
BAONEEFECHER (MIREATES, WHTHRER) , XUESHAR,

partitioner.class

76

Type: class
Default: null
Importance: medium

REEERILKN BERAFICFKND X, o ABENE :

o MEERENE, NMFEARASKZH, HEBRSICRLEIOR, BEEEDIDKER
batch.size 77, ©AFHTRE :
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1) If no partition is specified but a key is present, choose a partition based on a hash of the
key.

2) If no partition or key is present, choose the sticky partition that changes when at least
batch.size bytes are produced to the partition.

* “org.apache.kafka.clients.producer.RoundRobinPartitioner: A partitioning strategy
where each record in a series of consecutive records is sent to a different partition,
regardless of whether the 'key' is provided or not, until partitions run out and the process
starts over again. Note: There's a known issue that will cause uneven distribution when a
new batch is created. See KAFKA-9965 for more detail.

m__

@it 5L HE org.apache.kafka.clients.producer.Partitioner 0, ETLUHEABE L9 X2

o

R0

partitioner.ignore.keys

Type: boolean

Default: false

Importance: medium

BIREN 'true' I, EXREBFRERICEKBHREESK, 0R false', NERE[EFEBHNREE
BHNIBRHEEFE -T2 K, 38 MRFEAEELSRE, NHIZETH.

receive.buffer.bytes

type:int

Default: 32768 (32 kibibytes)
Valid Values:[-1,...]
Importance: medium

ISR B AR TCP I X (SO_RCVBUR)RI AR/, INRIEN -1, NIEARIERZERIME,

request.timeout.ms

type:int

Default: 30000 (30 #)

Valid Values: [0,...]

Importance: medium

e B 4 2 - b S R 1 SR A B Y e KN [A], SN SRAEEEN 2 AR A WEILN, B mSERENERL
FEIERK (NREIRAN KM . XRNIZKTF replica.lag.time.max.ms (RIBEE) , LUHLEHRY
ZMFEEE MBI R ES TR,

sasl.client.callback.handler.class

Type: class
Default: null
Importance: medium

SCHE AuthenticateCallbackHandler #: OB SASL & FimEI AL IEIEF RN T LR E L TR,

sasl.jaas.config

Type: password

Default: null

Importance: medium

FAF SASL E#H JAAS Bk E TS, HRHt JAAS BEBEXHFER, JAAS BB &R
LA, ZERER : loginModuleClass controlFlag (optionName=optionValue)*;, % F1X
1, EEXIENEHHAERITFIZH SASL MEI&FREIZE, B0 : listener.name.sasl_ssl.scram-
sha-256.sasl.jaas.config=com.example.ScramLoginModule required;,
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sasl.kerberos.service.name

Type: string

Default: null

Importance: medium

Kafka iz1T8 Kerberos A&, XA LATE Kafka B9 JAAS BCi&E s Kafka BoiE A 7E Lo

sasl.login.callback.handler.class

Type: class

Default: null

Importance: medium

S AuthenticateCallbackHandler # 0#) SASL &k OAMIBRRFE R LB ELM, W FHRE, &
SEEVHAN B 2R ER B A A LA LG IR B3 AU 280 SASL AL HI A FME N RIZRAE RIS, N
listener.name.sasl_ssl.scram-sha-
256.sasl.login.callback.handler.class=com.example.CustomScramlLoginCallbackHandler,

sasl.login.class

Type: class

Default: null

Importance: medium

SUME REONENTLRE R, S FRIE, BREELINE/NERTHERITEIZN SASL HlE &
REIZR, For example, listener.name.sasl_ssl.scram-sha-
256.sasl.login.class=com.example.CustomScramLogin.

sasl.mechanism

Type: string
Default: GSSAPI
Importance: medium

AT &P iR SASL HLEl, XATRERRHRSRMUEFIEMIE, GSSAPI ZEIALE,

sasl.oauthbearer.jwks.endpoint.url

Type: string

Default: null

Importance: medium

AT LM AR RN PR JWKS (JSON Web Key Set) B9 OAuth/OIDC #tR# URL, URL ATLARETF
HTTP (S)sE T X 4H URL, #I3R URL ETF HTTP (S), NI JWKS HiEfH&E T REE B &N URL
M OAuth/OIDC #R EHIEFR, A then-current BHERFZEFENRE ELHITERANER, RN
JWT BT HPEIEIEKR, HPSEREFEPERERFHRN kid' TRLFRE, NN REEERREN
JWKS IR, B2, REBKBIHE sasl.oauthbearerjwks.endpoint.refresh.ms 28 URL, LUETE
WE G X LR AR JWT 15 KATRIFZ%F. 1R URL EFxH, REFERINMEENLE
N#E JWKS XX, 1R IWT SEE BT IJWKS X "kid" irk(E, RIRFEL OWT FE 51550
U R

sasl.oauthbearer.token.endpoint.url

Type: string

Default: null

Importance: medium

OAuth/OIDC F1RHF2FHI URL, #IR URL EF HTTP (S), XRELEN TR~ URL, HiFXK
JF1RYE sasljaas.config FHECEE K, MR URL EFXH, BEE—1EEH OAuth/OIDC H151R
HIRFE LB RS (IWT FRIMER )BT, LU T

security.protocol
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Type: string

Default: PLAINTEXT

Valid Values: (case insensitive)[SASL_SSL, PLAINTEXT, SSL, SASL_PLAINTEXT]
Importance: medium

BAFE5REBEMNI. BRES 1 PLAINTEXT, SSL, SASL_PLAINTEXT, SASL_SSL,

send.buffer.bytes

type:int

Default: 131072 (128 kibibytes)
Valid Values:[-1,...]
Importance: medium

REHIEN EFE AN TCP &322 X (SO_SNDBUF)BIK/N, INR{EN -1, NIERZEERSBINE,

socket.connection.setup.timeout.max.ms

type: long

Default: 30000 (30 #)

Importance: medium

BEFnERERTERBRIMNSANE, YE8MELERERIEY, EEIEBN 2RI M RAE.
NEREEER, BB TBEICRENBTFBN, SBUTEEST 20% MEETSER,

socket.connection.setup.timeout.ms

type: long

Default: 10000 (10 seconds)

Importance: medium

BHAImEREETEEEINNAKE, NMREBNNFRREEMEEE, EHimEXHAERFIM
B, XMERHIA backoff (H, BMELLEERNEIIIEREM, &ahH
socket.connection.setup.timeout.max.ms &,

ssl.enabled.protocols

type: list

Default: TLSV1.2, TLSV1.3

Importance: medium

7 SSLEEEE AN SIR, EEMA Java 11 HEHARARS, BRILH TLSVI2, TLSVL3!, &Il
TLSVI.2, {8 Java 11 OBKIME, NRZE FimF1ARSS 2R EN 28 TLSVI.3, NE FimfliR SS9 &k
TLSVI3, BNEEREI TLSVI.2 (RIXMEFEHBEDIRF TLSVI2) , MNFREHIER, XNBINMERNZ
AILEETIE, HiES A ssl.protocol BIADE ST,

ssl.keystore.type
Type: string
Default: JKS
Importance: medium

B SIS, XN B IR LM, BRiA ssl.engine.factory.class HRTSZFFHI(E N
[JKS. PKCSI2. PEM],

ssl.protocol
type: string
Default: TLSv1.3
Importance: medium
FAF &R SSLContext B9 SSL ¥, M Java N SKEFhRAIZITH, BIAH TLSVI.3', &N
TLSV1.2', W FRLZEMAAE), XMENZALUEE T, &EH JVM RARTFRE S TLSVI.2' 7
'TLSV1.3', |IBHY JVM BILAZH 'TLS', 'TLSVLT, 'SSLv2', 'SSLv2' #1'SSLv3', EHTENNEZLRE,
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AEWERE], FmRXANEE 'ssl.enabled.protocols' BIBRINE, MIRRSEH|AZR TLSVIS, &
PRI RELC 'TLSVI2 s IR BEHISE N 'TLSVI2,, BARSAREEA TLSv.3, EMfEER
ssl.enabled.protocols FHIEZ —, ARG ERRZHF 'TLSVI3,

ssl.provider

Type: string
Default: null
Importance: medium

AT SSL HEMZ2HNEIET. BAER JVM IR ZEREER.

ssl.truststore.type

Type: string
Default: JKS
Importance: medium

EEFMEXETHER., BRI ssl.engine.factory.class MBI IFHIME H [JKS, PKCSI2. PEM],

acks

Type: string

Default: all

Valid Values:[all, -1, 0, 1]
Importance: low

HEERIFRTHET, EREFTERINBNEE, XEEIZENICREFAE, RTFUTRE :

o acks=0 IR AT, NMEKREFTEEFFRERSHOEMABI ICFFILERMBIEEF%
AR ARFRUN L X, TERIERFFESWRENLE, Bl BETREN (BhEFHEET
FEREMERND . BMCREHNRBIHBLLEDN -1,

e acks=1 ERFUN T ANFIERKEARAMAE, BEFRRFFMEREANTEHIN, EXFE
AT, SSNERINCEES LXK, BEFSEESEHCH, IDREREX.

e ackszall EHRENSVHEF—RBABLSAIRBIALTK, XHEARIBIREED—PMELSEIER
MR FEREN AR ER, XBRHEMAATRRIE, XFETF acks=-1%E,
HER, A idempotence FEUIEEE S all's MRFET HEEE, BEEEXNEA
idempotence, NIZA idempotence,

auto.include.jmx.reporter

Type: boolean

Default: true

Importance: low

BFH. BEE3138 JmxReporter, BEIf#EE7E metric.reporters RFIH, LEEIFE Kafka 4.0

ditikk, FFR1E metric.reporters &S org.apache.kafka.common.metrics.JmxReporter, LA
2 B JmxReporter,

enable.idempotence

80

Type: boolean

Default: true

Importance: low

BB N true' I, EREFFHRENDHEHBNAUEIATRFEAN, NR false', MAREKWMHEI
HEEETRERERFPEAZFEENEIAR, HFE, FH idempotence FE
max.in.flight.requests.per.connection N F=%F 5 CHEMARITERBERHRE) , il XF
0, ack s iz ‘all's
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NEREERBEMDEEE, NEIASHE ldempence, MRKE T HREE, BXELZREH
idempotence, NIZEF idempotence, WREBHAEF idempotence, FHEIXE T HENEE, NI
H ConfigException,

enable.metrics.push

Type: boolean
Default: true
Importance: low

EEERREFmEIHERIER, NREHEESHE A IRLENE FiRETT Y,

interceptor.classes

type: list

Default: "

Valid Values: non-null string

Importance: low

FREEZRMNEFIR, 8L org.apache.kafka.clients.producer.Producerinterceptor #0, &
AILATEAE R E L R 2l Kafka SREFRIER (FFalgefgc) HUEEREIRDICS, BINBRT, BEEE
Bo

max.in.flight.requests.per.connection

type:int

Default: 5

Valid Values:[1,...]

Importance: low

B IR ERE LRI SN EE AR R ARBINE R, 1R, NRBREEBXENKRTI, #E
enable.idempotence #XE N false, NEANER (FlN, BERATER) KWEEEZEFFEFLINA
Fo (BN, MREBEAZER) ; MRZAEEK, =(EFNF enable.idempotence % &N true, NIPEFFFR
B, 4, FHA idempotence ZXIERBEMEN/NFHEFTF 5, MREKET HAREE, BSXELERE

FA idempotence, NIZHA idempotence,

metadata.max.age.ms

Type: long

Default: 300000 (5 minutes)

Valid Values: [0,...]

Importance: low

BMERANIRERNEM 2 XA F D ESCRE A MERFFNRER DK, i 1F o6 bR TR
B (AZRHEAL)

metadata.max.idle.ms
Type: long
Default: 300000 (5 minutes)
Valid Values: [5000,...]
Importance: low
PERISIEE 217 N B E R ST IR K, IR B ERER T — N E-G S B (Al TidEze
PRIFFZERTIR], I EFRTTEERMWSIC, TR Ui R EH T TR RIS K,

metric.reporters

type: list

Default: "

Valid Values: non-null string
Importance: low
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FYEFET R & 230928 5I5R, SEHE org.apache.kafka.common.metrics.MetricsReporter #, R iF
BRI FIEROIRB AR, S281E JmxReporter FEM IMX GiitE B,

metrics.num.samples

type:int

Default: 2

Valid Values:[1,...]
Importance: low

NI EARTE T BR A E.

metrics.recording.level

Type: string

Default: INFO

Valid Values: [INFO, DEBUG, TRACE]
Importance: low

=[Nz e Gl

metrics.sample.window.ms

type: long

Default: 30000 (30 #)
Valid Values: [0,...]
Importance: low

T EERAIBIR R E O,

partitioner.adaptive.partitioning.enable

Type: boolean

Default: true

Importance: low

BIREN 'true' I, EREFEGCENAEME, HFHEERREBELRENIRERNEZEHE. MR
false', MEREBF[EXA—2LER. IR IREHAEE LD XEE, NHIKELR.

partitioner.availability.timeout.ms
type: long
Default: 0
Valid Values: [0,...]
Importance: low
INRRIEFE N partitioner.availability.timeout.ms BRI MK B 9 RBER, M9XBFEFIZL KX
AR A, AREHN O, NMEALZIHE, F : MREABELSXBRN
partitioner.adaptive.partitioning.enable 1% & 77 'false’, NM|ItLI%E T,

reconnect.backoff.max.ms

type: long

Default: 1000 (1 second)

Valid Values: [0,...]

Importance: low

BEINEEINES IF BRI ENS/NRANE (L2 NEA) , MRREM, 80 FENB backoff
[HBMESRNERRBIEREM, BESSE, 118 backoff K/, RIT 20% BIKEHL jitter,
LU S RO

reconnect.backoff.ms

type: long
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Default: 50

Valid Values: [0,...]

Importance: low

ZIREFEFEINAEEVRIFFHNERN A, XA RRERRBEIFES FEEREN. It backoff I
RRE M HEREBENAAEIEEZR, XMERHIE backoff 1H, FHAEMESLEEANIEEIEM, &
= reconnect.backoff.max.ms 1&,

retry.backoff.max.ms

type: long

Default: 1000 (1 second)

Valid Values: [0,...]

Importance: low

LEREKREE RMRIER, FFNRKNE (2/) . MREH, BIMEF RS HEDERBGEK
RIEFIE N backoff, BEIARXNMRAE. BMLEMARAWMEIERNES, — PRV jitter 24
I FAZEI backoff, MTISE backoff ZELLT 20 B 20% Z EIWSEEIAN, #BiditEE, MEM
retry.backoff.ms i%& KT retry.backoff.max.ms, [l retry.backoff.max.ms 5 FHEF RN EE
backoff, MARIGIETHEEIE NN,

retry.backoff.ms

Type: long

Default: 100

Valid Values: [0,...]

Importance: low

SR BT E A4 B SR IH 5 RATS RFBIN ], JXATR S P S LRI ) R ety R BB E AR B 4
SR, XAMERIIA backoff (8, SMKIHKMAIRIEHIRM, &%) retry.backoff.max.ms
1B

sasl.kerberos.kinit.cmd
type: string
Default: /usr/bin/kinit
Importance: low
Kerberos kinit 345 B 1%,

sasl.kerberos.min.time.before.relogin

Type: long
Default: 60000
Importance: low

Rl 22 [ B9 B SR L AR B AR AN [

sasl.kerberos.ticket.renew.jitter

type: double
Default: 0.05
Importance: low

ANINENSAT Y [FBOBEA jitter OB 2 EE,

sasl.kerberos.ticket.renew.window.factor

Type: double

Default: 0.8

Importance: low

BRERFMEFEERT, BRARRE—RRFBIRBERIHAN A ERATC TERRS, HREE
AT R,
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sasl.login.connect.timeout.ms

type:int
Default: null
Importance: low

(ATife) SEREEILANEEEENE (UM hEA) . BRIfGERT OAUTHBEARER,

sasl.login.read.timeout.ms

type:int
Default: null
Importance: low

(ATide) SERSPRILA N RGBT E (UZMhEA) . BRITGER T OAUTHBEARER,

sasl.login.refresh.buffer.seconds

Type: short

Default: 300

Valid Values: [0,...,3600]

Importance: low

TERIFT UL IR B RTR SRt (8] (AR W EAGL) . SNRRUFTIE R LS R Fb&udsa Tt 8, TR
[$#%3), URFRES A S X [E, SERENT 0 B 3600 (1/M)ZIH ; tnREEREME, NE
FABRIAME 300 (5 280, aNRXAMEF sasl.login.refresh.min.period.seconds #Bid T EIERIKM E S E
H, RAX/ME. BRI{GERT OAUTHBEARER,

sasl.login.refresh.min.period.seconds

Type: short

Default: 60

Valid Values: [0,...,.900]

Importance: low

BRRIHTRTERFT IR F RO ] (AR N EAL) o SEREN T 0 F 900 (15 482 8] 5 aN5R%
BIEEME, NEABRIME 60 198, WRXMEF sasllogin.refresh.buffer.seconds #3=#E R BE,
IR E BT EIENRRER A, BRIfUER T OAUTHBEARER,

sasl.login.refresh.window.factor

type: double

Default: 0.8

Valid Values: [0.5,...,1.0]

Importance: low

BRRIFERGRER SEIEEPRABRXNEEBEORR, WIHEESRIEREILE, ERENTF 05
(50%)F1 1.0 (100%) 2 8], WREFIEEME, NEMAEKIAE 0.8 (80%). BRITGEATF
OAUTHBEARER,

sasl.login.refresh.window.jitter

type: double

Default: 0.05

Valid Values: [0.0,...,0.25]

Importance: low

SEIFH 4 A B E R AR jitter BIRMNEIEERIFT LA MBERN s, FRUNTF 03
0.25(25%) = [f], tNR&BIEEME, NEABINE 0.05(5%). BRI{ERTF OAUTHBEARER,

sasl.login.retry.backoff.max.ms
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type: long
Default: 10000 (10 seconds)
Importance: low

(Aik) BRZANADEHEIRERFZASFENRREFE (UM HEAM) , ERERET
sasl.login.retry.backoff.ms X B FIIEERFHIIEE backoff &%, FHIEZAE
sasl.login.retry.backoff.max.ms X B EMRAFFKEZFENE. BRITGEATF OAUTHBEARER,

sasl.login.retry.backoff.ms

Type: long
Default: 100
Importance: low

(FE) B SRZRAEBEMEIHRMEFIFEGESHNE (W HERA) . ExERET
sasl.login.retry.backoff.ms X B FIIAERFHIIEE backoff &%, FHIEZAE
sasl.login.retry.backoff.max.ms IXBIE EMRAFFKEZFENE. BRITGEATF OAUTHBEARER,

sasl.oauthbearer.clock.skew.seconds

Type: int
Default: 30
Importance: low

(k) & (LA HEAL) , 7 OAuth/OIDC HpREFFNIRRBIZES,

sasl.oauthbearer.expected.audience

Type: list

Default: null

Importance: low

(%) RERESSRIKERNIEREENEP—NIENZ AL L JWT, JWT BREZSEN
B OAuth "aud” 7B, MIRIKE T XME, REFNES JWT B"aud"EEARBELE, UEERER
TEMLE, MREBEET, REB/HEL JWT, BFORIUER R,

sasl.oauthbearer.expected.issuer

Type: string

Default: null

Importance: low

RIER (FE) BFRIEIWT BEElRTHELAEL RN (k) ®E. IWT BREREEIE
OAuth "iss" FHA, MIRIXETXME, KRERKTELR JWT B'iss"FIRHRHNASE, NREH TR,
RIRIFEL UWT, FDF0IERF R

sasl.oauthbearer.jwks.endpoint.refresh.ms

Type: long
Default: 3600000 (1 hour)
Importance: low
(Arik) REBIERIFTE JWKS (JSON Web Key Set)& 2 (A1 E/RFME, HPaSHIIE JWT B
o

sasl.oauthbearer.jwks.endpoint.retry.backoff.max.ms

type: long
Default: 10000 (10 seconds)
Importance: low

(A3%) R MAER B R EHFIRBRZFE KRR JWKS (JSON Web Key Set) Z MR AEFE (UZWH
BAI) o JWKS iZRERET sasl.oauthbearer.jwks.endpoint.retry.backoff.ms 1% B FIIAEFE XM
&8 backoff &%k, FIEZHE sasl.oauthbearerjwks.endpoint.retry.backoff.max.ms % BFf g E &
AEFKEZIAME,
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sasl.oauthbearer.jwks.endpoint.retry.backoff.ms

Type: long
Default: 100
Importance: low

(FI%E) & JWKS (JSON Web Key Set)fa =88 F 0 IR IIEFE Z i BRI 1a S E (UZW AR
fI) o JWKS KeZRERET sasl.oauthbearer.jwks.endpoint.retry.backoff.ms 1% B M FIIA S F & XM
# backoff Bk, FF7E 1 F sasl.oauthbearer.jwks.endpoint.retry.backoff. max.ms X &g E &K
ERFKEZAMNE,

sasl.oauthbearer.scope.claim.name

Type: string

Default: scope

Importance: low

SEHEBY OAuth FHERBE &N "scope”, {BHIR OAuth/OIDC N NIZFRFERARARMET, Mkt
(k) WER R T JWT BRI E AP 285E &,

sasl.oauthbearer.sub.claim.name

Type: string

Default: sub

Importance: low

ZEM OAuth R EE A "sub”, {BH1R OAuth/OIDC R M IZFERER RN AT, Nt
(AI3%) WER N JIWT BN EFRHR S 20 ERET R E .

security.providers

Type: string

Default: null

Importance: low

BMREMY L RSB EN AR EQEERIIR, XLRNLHE
org.apache.kafka.common.security.auth.SecurityProviderCreator %1,

ssl.cipher.suites

Type: list

Default: null

Importance: low

BIBEMFIR, XZARMER TLS = SSL WA IBM 4 EENRESRENSFHIIE. N,
MAC MIBARMEEZMMAEHE, BRINERT, XFMAEANELEES,

ssl.endpoint.identification.algorithm

Type: string
Default: https
Importance: low

{8 AR 5 2R L AL UEAR 55288 VLB B Im bR E &,

ssl.engine.factory.class
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Type: class

Default: null

Importance: low

org.apache kafka.common.security.auth.SslEngineFactory FX BB KR4t SSLEngine Xf&R, BRIMEH
org.apache kafka.common.security.ssl.DefaultSsIEngineFactory, =&, NHHEI&EN

org.apache kafka.common.security.ss.CommonNameLoggingSslEngineFactory fit kB imBE T 5
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BEZ INFO BUERIMCER T A RIERE A SSL IEB &, HER, HFRERFiniRHERIES
BE, XRERIM mTLS B IHEIAIERITEERNERNER, HER, ZERLERETIE Java
EEFHENEE EEEM, RILRTIERATRRE, RSN HIRENG,

ssl.keymanager.algorithm

Type: string
Default: SunX509
Importance: low

BYEEE T AT SSLEEMNEER, IMERN Java EUNEENBHEESRT Bk,

ssl.secure.random.implementation

Type: string

Default: null

Importance: low

FAF SSL & #/E8Y SecureRandom PRNG L HE,

ssl.trustmanager.algorithm

Type: string
Default: PKIX
Importance: low

FAEEESET AT SSLEEMNEER, MIAMERN Java EUNEENEEEESRTI Bk

transaction.timeout.ms

type:int

Default: 60000 (1 minute)

Importance: low

EE5ENAE ENRUEFIRFITANSRANE (UM HEA) . EEMFLRERAESRTME—D
DREFLE, NRXMEXTFHREFH transaction.max.timeout.ms %i&, NEERFMEW, FET
InvalidTxnTimeoutException £5i%,

transactional.id

Type: string

Default: null

Valid Values: non-empty string

Importance: low

FAF£55% %M Transactionalld, X AISEIEBHZ MEERIENRIEME X, RNERITE S imk
U BRI E S RIERME R Transactionalld B B5EMK. MIREAIRME Transactionalld, M4
BRESREI N FEHFRZ T, MREE T Transactionalld, N3 enable.idempotence, ZXiL{ER

T, Transactionld % BEE, XBWELEEAES. HER, MNBERT, EFFREEV=IMRE
£, XRETFIMEMEBIOKE ; N FRE, EFLLE T HEREIXE
transaction.state.log.replication.factor,
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bootstrap.controllers

Type: list
Default: "
Importance: high

AT 2373 KRaft #2H SPEBRNIRE RN T/ mOXFIR, AR
host1:port1,host2:port2,...,

bootstrap.servers

Type: list
Default: "
Importance: high

AT EIE Kafka SEEFRIAIIAFEEB TN/ IR O TR, B inRERAERSSHS LA B SHEERN

ARSS BT K - LR A F LI TEER S e R A EN.. LRGN S
host1:port1,host2:port2,.... HTFiXLEARSSER (A TR ERR L IS ?éﬁ’]ﬁ%ﬁim%ﬁ (FTgE
SEH) , AHRIRTFTECSBARSSE (BERUORRSHEN, BAREESIRSHR) -

ssl.key.password

Type: password
Default: null
Importance: high

BEATRE ST AR RO BRI =X 'ssl keystore key' H¥EER PEM 24,

ssl.keystore.certificate.chain

Type: password
Default: null
Importance: high

A H 'ssl.keystore.type" I8 ERME AL T 5%, BRIA SSL BIZET (R FEA X.509 iEH515RH
PEM #& =,

ssl.keystore.key

Type: password
Default: null
Importance: high

£ 'ssl.keystore.type" 8 ERIME R BIFAEH, FNIN SSL BIZEET R #H{FEH PKCS#8 BHHM PEM 1§
K. MRBEAMBR, WIER 'ssl.key.password' 18 E BEAB,

ssl.keystore.location

Type: string
Default: null
Importance: high

BIAFMEXHNAE, XNEFAIREAEN, TRTEFmIETRES BRI,

ssl.keystore.password

Type: password

Default: null

Importance: high

BRI FEEERE, XNEFinerts, RBEERE T 'sslkeystore.location' I F FE,
PEM XA R B HFEEH.
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ssl.truststore.certificates

Type: password
Default: null
Importance: high

AMEIES, N 'ssltruststore.type's BRIA SSL BIZET [ (X #FHEMA X.509 IEF# A PEM /&=,

ssl.truststore.location

Type: string
Default: null
Importance: high

BEFMEXHRILME.

ssl.truststore.password

Type: password

Default: null

Importance: high

EEGHXHNETL, NRRELREE, NHAERRENEEEEE, BRAREERE,
PEM B AR FHEREFHEED.

client.dns.lookup

Type: string

Default: use_all_dns_ips

Valid Values: [use_all_dns_ips, resolve_canonical_bootstrap_servers_only]

Importance: medium

ZHIE P imaEE A DNS B, fNRIZE 7 use_all_dns_ips, Hiz/iFEZEIE N RO IP i
tb, BEIRINEILERE. W EER, *ERT NP, HAE IPBE—RERE, BHnERE
MrENA VM F1 OS %77 DNS ZFFEH)FH IP, IARKEN
resolve_canonical_bootstrap_servers_only, &4 &4 bootstrap Mtk @47 HHISE L FRFIZR,
bootstrap FTE& /&, ©BI1T N5 use_all_dns_ips 18,

client.id

Type: string

Default: "

Importance: medium

TR HE R LR RS20 id FRIB, XFFMBEMERT AV ZENARFEMESERS S
HRBEICTEKH, MMERERER ip/port LLAEIIE KR,

connections.max.idle.ms

Type: long
Default: 300000 (5 minutes)
Importance: medium

XM E RS ENEMWHUE XA IHEIEE,

default.api.timeout.ms

type:int

Default: 60000 (1 minute)

Valid Values: [0,...]

Importance: medium

BER iR AP BUEBIISF] (LLZM N EAL) . ECERESEIEE timeout SHMFTAE R iniR/F
B BRI EBIS S [H],

89



Red Hat Streams for Apache Kafka 2.7 Kafka BECiEEtE

receive.buffer.bytes

type:int

Default: 65536 (64 kibibytes)
Valid Values:[-1,...]
Importance: medium

AR B AR TCP I X (SO_RCVBUR)MI AR/, INRIEN -1, NIEARIERSERIME,

request.timeout.ms

type:int

Default: 30000 (30 #)

Valid Values: [0,...]

Importance: medium

e B 4 2 1 b S R 1 SR A B Y e KN [A], AN SRATEEN 2 R E RN, B RS ERENERL
EIEK (ZID%EL_EFHET%MU

sasl.client.callback.handler.class

Type: class
Default: null
Importance: medium

SCHY AuthenticateCallbackHandler # O #) SASL & isE1ELIEIZFE LN T L R E &M,

sasl.jaas.config

Type: password

Default: null

Importance: medium

FAF SASL E#H JAAS Bk E TS, HR 4t JAAS BEEXHFER, JAAS BB &R
LA, ZEMKEARZ : loginModuleClass controIFIag (optionName=optionValue)*;, %I F{t
1, EEXENEHHARITFIZH SASL MEI&FREIZE, B0 : listener.name.sasl_ssl.scram-

sha-256.sasl.jaas.config=com.example.ScramLoginModule required;,

sasl.kerberos.service.name

Type: string
Default: null
Importance: medium

Kafka 121T7H Kerberos A& FR, XA LATE Kafka B9 JAAS ER &=k Kafka BEEHE Lo

sasl.login.callback.handler.class

Type: class

Default: null

Importance: medium

S AuthenticateCallbackHandler # 0 #) SASL &k OAIBRRFERMT LB ELM, W FRE, &
SKEIALN IR B ED B A LU IR B3 AT ZEAN SASL LI & FRME MBI RE AT, Bl -
listener.name.sasl_ssl.scram-sha-
256.sasl.login.callback.handler.class=com.example.CustomScramlLoginCallbackHandler,

sasl.login.class

90

Type: class
Default: null
Importance: medium


https://docs.oracle.com/javase/8/docs/technotes/guides/security/jgss/tutorials/LoginConfigFile.html

B 55 ERRrmicEREY

EKINEFEONENTLRERM, W FHIE, BREELIE/NEFRHEEITEIZM SASL HlHE
a2, For example, listener.name.sasl_ssl.scram-sha-
256.sasl.login.class=com.example.CustomScramLogin.

sasl.mechanism

Type: string
Default: GSSAPI
Importance: medium

BT &P imEER SASL HLEl, XATRERRHTSRMUEZFIEMIE, GSSAPI ZEIALE,

sasl.oauthbearer.jwks.endpoint.url

Type: string

Default: null

Importance: medium

AT UM AR SRR FERY JWKS (JSON Web Key Set) B9 OAuth/OIDC #tR/# URL, URL TR ETF
HTTP (S)sEF X 4H URL, #I3R URL ETF HTTP (S), I JWKS HiEfH&E T REE B &R URL
M OAuth/OIDC #NERFRER, FTA then-current BIHERNG Z FERE _LLUHITE NG R, RN
JWT BT HPEIEIEKR, HPSELEFEPERERFHRN kid' TRLFRE, NN REEERREN
JWKS IR, B2, RIEBKRIHE sasl.oauthbearerjwks.endpoint.refresh.ms 28 URL, LUETE
B G & X LR A ER JWT 15 KATRIFZ%F. 1R URL EFxxH, REFERINMEENLE
N#E JWKS XX, 1R IWT SEEB T JWKS X "kid" trk(E, RIRFEL OWT FE 555
PREF SIS

sasl.oauthbearer.token.endpoint.url

Type: string

Default: null

Importance: medium

OAuth/OIDC H1RHF2FHI URL, #IR URL EF HTTP (S), XRXEALERN TR~ URL, HiFXK
JF1RYE sasljaas.config FHBCEE K, IR URL EFXH, BEE—1SEH OAuth/OIDC H151R
HIRFE LB RS (IWT FIMER )BT, LU T

security.protocol

Type: string

Default: PLAINTEXT

Valid Values: (case insensitive)[SASL_SSL, PLAINTEXT, SSL, SASL_PLAINTEXT]
Importance: medium

BFEREBEMNNIN. BRMEH : PLAINTEXT, SSL, SASL_PLAINTEXT, SASL_SSL,

send.buffer.bytes
type:int
Default: 131072 (128 kibibytes)
Valid Values:[-1,...]
Importance: medium

RIELHEN B A TCP A X% X (SO_SNDBUF)BIKR/N, IREN -1, NMERIEERZBOIME,

socket.connection.setup.timeout.max.ms

type: long

Default: 30000 (30 #)

Importance: medium

BEFnERERTERBIMNSANE, BE8MELERRIEY, EEIEBN 2BRXMRAE.
NEREEER, BB TRBHCRENBTFB, SBUTEEST 20% MEETSER,

o1


https://datatracker.ietf.org/doc/html/rfc7517#section-5
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socket.connection.setup.timeout.ms

type: long

Default: 10000 (10 seconds)

Importance: medium

BAmSEREETEEEINNAKE, MREBNNFRDEEMEEE, EHimEXHAERFIM
B, XMERHIA backoff (H, BMELLEERNEKIIIEREM, &
socket.connection.setup.timeout.max.ms &,

ssl.enabled.protocols

type: list

Default: TLSv1.2, TLSv1.3

Importance: medium

7 SSLEEE AN SIR, EEMA Java 11 HEFARARS, BAILH TLSVI2, TLSVL3!, &Il
TLSVI.2, {8 Java 11 UBKIME, INRZE FiRFIARSS BN X #/F TLSVI.3, & imfARSS [ E
TLSVI3, BNFEREITLSVI.2 (RIXMEFEHBEDIRF TLSVI2) , NFREHER, XNEINMERNZ
AILEETE, HiES A ssl.protocol BIEDE ST,

ssl.keystore.type

Type: string

Default: JKS

Importance: medium

B SIS, XN B IR LM, BRiA ssl.engine.factory.class HRTSZFFHI(E N
[JKS. PKCSI12, PEM].

ssl.protocol

type: string

Default: TLSv1.3

Importance: medium

FAF 4R SSLContext B9 SSL 7%, R Java 11 SREBEHFARAZITES, EIAH TLSVI.3, &N
TLSVI2, WFARSHEAM, XMERZAIAER T/E, &EH JVM FRIFRIES TLSVI.2'
'TLSV1.3', |BHY JVM BTBASZHF 'TLS', 'TLSVLT, 'SSLv2', 'SSLv2' #1'SSLv3', (EHFEMNRLIRE,
AEWFERE], EEXMNEEH 'ssl.enabled.protocols' BIERIAE, MIRARSBAZHEF 'TLSVI.3, &
PR 'TLSVI2', SR ILECEB#HXE N 'TLSVI2, BN MEARFER TLSVI3, BlIffeR
ssl.enabled.protocols FHIEZ —, ARG ERRZH 'TLSVI.3,

ssl.provider

Type: string
Default: null
Importance: medium

AT SSL HEM T2 HNEHET. BAER JVM BRI ZERHEER.

ssl.truststore.type

Type: string
Default: JKS
Importance: medium

EEFMEXEXHER., BRI ssl.engine.factory.class MBI IFHIME H [JKS, PKCSI2. PEM],

auto.include.jmx.reporter

Type: boolean
Default: true
Importance: low
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B 55 ERRrmicEREY

BFH. BE 83138 JmxReporter, BIf#EE71E metric.reporters KRFIH, LEEIFE Kafka 4.0
Fitlkk, S R1E metric.reporters &S org.apache.kafka.common.metrics.JmxReporter, LL
2 B JmxReporter,

enable.metrics.push

Type: boolean
Default: true
Importance: low

EEERRE I mEHERIRR, NMREHEESHE A IRLENE FiRiETRT 1,

metadata.max.age.ms
Type: long
Default: 300000 (5 minutes)
Valid Values: [0,...]
Importance: low
BMEHNTRERE D KT DESRREDN L IEMFRBAER DX, 3l 1F &6 R TRt
Al (LAZ# L) .

metric.reporters

Type: list

Default: "

Importance: low

FYEFEIT R & 230928 55R, S5 org.apache.kafka.common.metrics.MetricsReporter #, 2 iF
BB FIEIRORBAE, S281E JmxReporter FEM IMX GiitE B,

metrics.num.samples

type:int

Default: 2

Valid Values:[1,...]
Importance: low

NI EARIET B R A E.

metrics.recording.level
Type: string
Default: INFO
Valid Values: [INFO, DEBUG, TRACE]
Importance: low

EirnREICRTHEH .

metrics.sample.window.ms

type: long

Default: 30000 (30 #)
Valid Values: [0,...]
Importance: low

T EERRAIBIR R E O,

reconnect.backoff.max.ms

type: long

Default: 1000 (1 second)
Valid Values: [0,...]
Importance: low
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EMEEIERERANNRENERFNRKNE (UZMHEA) . mRREM, SDENB backoff
FoABMESRERRIERIEM, BRREEH. EITE backoff K/E, ARINT 20% HIREM jitter,
LA 2 7 34RO

reconnect.backoff.ms

type: long

Default: 50

Valid Values: [0,...]

Importance: low

FHEINEED AT IS RMERN A, XEH#RERBBIIPES EEEEN, It backoff N
AR IHEIREBMEEE SR, X MERHA backoff (H, FHNEMNMELIERERUEEREM, &
=4 reconnect.backoff.max.ms {&.

retries

type:int

Default: 2147483647

Valid Values: [0,...,2147483647]

Importance: low

REARTENERSRE A REHRLOERVGF e RN EEHRRIE K, BUUSER S O =X
MAX_VALUE, F{& xSRBS S8R IEH & im N Efmﬁ?ﬁ’]lﬁ o

retry.backoff.max.ms

type: long

Default: 1000 (1 second)
Valid Values: [0,...]
Importance: low

LEINIFRES RNRIER, FHEHNEANE (ZF) . MRREHE, B8IMBFmEAEDKRBGER
BRIEEIL N backoff, BEEIARXMNMRAIME, %BEJJ:FEEEF mit EIAITEE, —DBEVLE jitter R4
IR backoff, M52 backoff FELLTF 20 B 20% =z [AIMISEEA, #BiTiTEE, MR
retry.backoff.ms % i& }y KT retry.backoff.max.ms, [l retry.backoff.max.ms B /EFIANE E
backoff, MARIEINEMIIEEILM,

retry.backoff.ms

Type: long
Default: 100

Valid Values: [0,...]
Importance: low

FIRE RN E E D R KWHNERFIF RN H, XA@#REEEHEYSPNEEBRIHESL
EIERK, XMEZHNIA backoff (H, BNKRMGEREBRIRIEHIE, &%/ retry.backoff.max.ms
1B

sasl.kerberos.kinit.cmd

type: string

Default: /usr/bin/kinit
Importance: low
Kerberos kinit fn 43 B 1%,

sasl.kerberos.min.time.before.relogin
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Type: long
Default: 60000
Importance: low

Rl 22 (A B9 B SR L AR B AR AN [



sasl.kerberos.ticket.renew.jitter

type: double
Default: 0.05
Importance: low

ANINEISAT Y [FBBEA jitter BB 2 EE,

sasl.kerberos.ticket.renew.window.factor

Type: double

Default: 0.8

Importance: low

BRERFMEFERRE, BRARRE R BIRBERIHAAN A ERATC TERRS, HREE
AT R,

sasl.login.connect.timeout.ms

type:int
Default: null
Importance: low

(ATife) SERHMEILANEEEENE (UM hEA) . BRIfGERT OAUTHBEARER,

sasl.login.read.timeout.ms

type:int
Default: null
Importance: low

(AT3%) AERE PN BB IE (UZEMANEA) . BEIfGERTF OAUTHBEARER,

sasl.login.refresh.buffer.seconds

Type: short

Default: 300

Valid Values: [0,...,3600]

Importance: low

TERIFT IR IR B RTR9 i ] (AR R EAL) o INRRBIFIER LR XA EIEE T ER, IR

575, URERES At %X F], JE=RENTT 0 Bl 3600 (1N 2 ; tNREBIREE, NE
FABRIAME 300 (5 280, MNRXAMEF sasl.login.refresh.min.period.seconds #Bid T EIERIKME S E
H, M2 XNME, BRITGERTF OAUTHBEARER,

sasl.login.refresh.min.period.seconds

Type: short

Default: 60

Valid Values: [0,...,.900]

Importance: low

BRRIFTERTERFT LRI F RN ] (AR N EAL) o SERENT 0 F 900 (15 482 8] 5 aN5R%
BigEME, NEABRIME 60 198, WRXMEF sasllogin.refresh.buffer.seconds #3=#E R BE,
IR THE BT EIENFRRERER. BRifUER T OAUTHBEARER,

sasl.login.refresh.window.factor

type: double

Default: 0.8

Valid Values: [0.5,...,1.0]
Importance: low
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BRRFERREARE SEIEEGRABEEXRMNIEEEORR, WF2ARIFEILE, E2ENTF 05
(50%)F11.0 (100%)Z 8], INRBEEHEEM, NIEABRIAE 0.8 (80%), BEIIUERTF
OAUTHBEARER,

sasl.login.refresh.window.jitter

type: double

Default: 0.05

Valid Values: [0.0,...,0.25]

Importance: low

SRR & p B EAAE R RO S KRB jitter ERINEIE RRIFTZAZA0BERRI (A, JERENT 0 E
0.25(25%) = [f], tNR&EIEEME, NEABINE 0.05(5%). BRI{GERTF OAUTHBEARER,

sasl.login.retry.backoff.max.ms

type: long
Default: 10000 (10 seconds)
Importance: low

(Aik) BRZAADSHEIERERFZASFENRREFE (UM HEL) , ERERET
sasl.login.retry.backoff.ms X B FNIAERFHIIEEN backoff Bi%, FHIEZAE
sasl.login.retry.backoff.max.ms X B EMRAFFKEZFENE. BRITGEAF OAUTHBEARER,

sasl.login.retry.backoff.ms

Type: long
Default: 100
Importance: low

(7)) BSRZRAEBEMEIHRMEFIFEGESHNE (SR HEA) . ExERET
sasl.login.retry.backoff.ms X B FNIEERFHIIEEN backoff &%, FHIEZHAE
sasl.login.retry.backoff.max.ms IXBIE EMRAFFKEZFENE. BRITGEAF OAUTHBEARER,

sasl.oauthbearer.clock.skew.seconds

Type: int
Default: 30
Importance: low

(k) 15 (LA REAL) , 7 OAuth/OIDC Hp1REFFNIRFBIZES,

sasl.oauthbearer.expected.audience
Type: list
Default: null
Importance: low
(A1) RERESSRINRERNIEREENEP—DMEMNZ AL IWT, IWT FREZEHR
B OAuth "aud" 7B, MIRIKE T XME, REFMES IWT B"aud " FEARBEEER, UEERS
TR, MREACET, REFELE JWT, SHEIERERI,

sasl.oauthbearer.expected.issuer
Type: string
Default: null
Importance: low
RIER (%) BFRIEIWT EEERTIEIRLAENREN (k) K&, IWT BRREREEIE
OAuth "iss" FBA, MNRIKE 7iXME, RERTLER JWT B'iss"FIRMAS, NREETET,
IR UWT, FPFIERF R

sasl.oauthbearer.jwks.endpoint.refresh.ms
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Type: long
Default: 3600000 (1 hour)
Importance: low
(Arik) REBIERIFTE JWKS (JSON Web Key Set)& 2 (A1 E/FME, HPaSHIIE JWT B
%o

sasl.oauthbearer.jwks.endpoint.retry.backoff.max.ms

type: long
Default: 10000 (10 seconds)
Importance: low

(%) ZXMAEBFDIIEIRHERF TR JWKS (JSON Web Key Set) Z [BIBIRREFE (UZEHH
BAI) o JWKS iZRERET sasl.oauthbearer.jwks.endpoint.retry.backoff.ms 1% B FIIAEFE XM
&8 backoff Bk, F1EZEIXE sasl.oauthbearer.jwks.endpoint.retry.backoff.max.ms KB {E E M &
AEFKEIAME,

sasl.oauthbearer.jwks.endpoint.retry.backoff.ms
Type: long
Default: 100
Importance: low
(AT3%) 7E JWKS (JSON Web Key Set) i 3= ER SR F IR R F 2l M a S E (UZERhH
1) o JWKS KeFRERAET sasl.oauthbearerjwks.endpoint.retry.backoff.ms % B FIIA S F & XM

# backoff Bk, FF7EE1HF sasl.oauthbearer.jwks.endpoint.retry.backoff. max.ms X &g E &K
ERFKEZIAMNE,

sasl.oauthbearer.scope.claim.name
Type: string
Default: scope
Importance: low
SEFEIM OAuth FER@E @4 M "scope”, {BHIR OAuth/OIDC R/ % FERER AR AT, Nt
(k) WER R A T JWT BRI EF AR a2 895E &R,

sasl.oauthbearer.sub.claim.name
Type: string
Default: sub
Importance: low
ZEMH OAuth FERBE M &N "sub”, {BINR OAuth/OIDC HNFE N 1ZFEBRFERATENEH, Ntk
(FI3%E) wEBRILLH JWT BN EMFA R S &0 E R #AR B E R,

security.providers
Type: string
Default: null
Importance: low
BMREMY L RSB EN AR EQRERIIR, XLRNLHE
org.apache.kafka.common.security.auth.SecurityProviderCreator %1,

ssl.cipher.suites
Type: list
Default: null
Importance: low
BHEMIIR, XZRARMEM TLS 5 SSL MU EMLERNRSRERNFHRIE. N,
MAC MIBARME EMNmAHE, RINERT, ZFMETRNBEEER,
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ssl.endpoint.identification.algorithm

Type: string
Default: https
Importance: low

AR5 2RI P UEAR 5588 N B IR PR E A,

ssl.engine.factory.class

Type: class

Default: null

Importance: low

org.apache.kafka.common.security.auth.SslEngineFactory KB FRIZ 4 SSLEngine ¥R, BRIMEN
org.apache kafka.common.security.ssl.DefaultSsIEngineFactory, =&, FHIXZE N

org.apache kafka.common.security.ss.CommonNameLoggingSslEngineFactory f$it kB imE T 5
HEZHH INFO BHEAIRIEHITE M IER@EA SSLIEH &M, EER, BTRERFIHREMNIES

i, XRERIIM mTLS B imERIERMFEEINERNEIR, 1HER, LN ERETITE Java
EEEMNBE LEEREME, EUEBTFIERATEA, ERATRERBINNREN,

ssl.keymanager.algorithm

Type: string
Default: SunX509
Importance: low

BEEE T AT SSLEEMNEER, IMERN Java EUNEENBHEESRT Bk,

ssl.secure.random.implementation

Type: string
Default: null
Importance: low

FF SSL %2 4EH SecureRandom PRNG SEHE,

ssl.trustmanager.algorithm
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Type: string
Default: PKIX
Importance: low

FAEEESE T AT SSLEENEER, IMERN Java EUNEENEEEESRT 8k
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% 6 2= KAFKA CONNECT BB 4

config.storage.topic
type: string
Importance: high

FhEE RSB M Kafka EHRE TR,

group.id
type: string
Importance: high

PR worker FRBBY Connect B HMM—F R £,

key.converter

type: class

Importance: high

25 5 F F7E Kafka Connect 8 XFIE A Kafka BIFFIMLTE R 2 A1 347854, X RIEH BT A KM

Kafka BLERAOE BRI BHR, E XML FE#ESR, lltt{fﬂﬁﬁ%%ﬁ%rﬂuﬁ}ﬂEHFWJM%T
A& X RIS HE JSON # Avro,

offset.storage.topic
type: string
Importance: high

FFhHRE AR RBE Kafka ERIBIATR,

status.storage.topic

type: string
Importance: high

T AR FME SRS Kafka ERIRY &R,

value.converter

type: class

Importance: high

85 5 F F7E Kafka Connect 8 XFIE A Kafka BIFFIMLTE R 2 A1 347854, X RIEH T A KM
Kafka BLERAE R ARBVEAR, FENXIRIIFiERESR, lﬁt&ﬂiﬂ%%ﬁﬁﬂjuﬁﬁEHFWJM%T =
A& X RIS HE JSON # Avro,

bootstrap.servers

type: list

Default: localhost:9092

Importance: high

FAFEILE Kafka EEMAAERNEN/IRONIIR, B imERAERSSESLANEIFIEERN
RGBT K - LRI F X INTEERS BFEMMIBEN, LHIRAIEN S
host1:port1,host2:port2,.... HTFXLERFSH/INATONEIERERANTENFEENASH (FERE
SEH) , AERIRTFTECSEARSSE (BERUORRSHEN, BAREESIRSSHR) .

exactly.once.source.support

Type: string

Default: disabled

Valid Values: (case insensitive)[DISABLED, ENABLED, PREPARING]
Importance: high
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EEEFERAESHEERICERERRERR, B EVREIBESERA, BREEEPIREESRNER
Y., EEREETERERRSE, HRILLEMILEN 'enabled. BEEINEELETERAYE, &
FEEBNE worker EIZE N 'preparing’, ABINEN 'enabled's RHFARABAFIHINEHR. &
FKIXNINEEMBE S E R, 1ES I MR,

heartbeat.interval.ms

Type: int

Default: 3000 (3 #)

Importance: high

2 F Kafka BYZHERTNEERS, SAHVAZRAYOBEZ (A TR [F], OBEAFH#LR worker IRIHRENE
SR, FEFR G INASE AN (S H EH TS, Z(ELF/NTF session.timeout.ms, BIXEMIE
BERNETIXMEN /3. ERUHBEEEYE, LRSI E R SR TEAN A,

rebalance.timeout.ms

type:int

Default: 60000 (1 minute)

Importance: high

B worker RVFRIR AN AIEEMFEEMAH, XEFX ERABEES BEREMFLEZENRZR
AT RIS (A BIRR S, R 7T, T worker S MAHHER, X2 FBIRBIRR KL,

session.timeout.ms

type:int

Default: 10000 (10 seconds)

Importance: high

FAF 0 worker KINAIEBRS, worker ZXEHOBLIE REFEEIERNE, MREXINRIEBEN AN
S ERBOBE, NI MERER worker FEBIEFHTE, HER, ZELTNERIFEERN, W
group.min.session.timeout.ms #1 group.max.session.timeout.ms HfE2 &,

ssl.key.password

Type: password
Default: null
Importance: high

BEATRE ST AR RO BRI =X 'ssl.keystore key' H¥EER PEM 24,

ssl.keystore.certificate.chain

Type: password

Default: null

Importance: high

A 'ssl.keystore.type" I8 ERME N BIEF5E, BRIA SSL BIZET (U ZHFFFEA X.509 iEH5IFRH
PEM 183,

ssl.keystore.key

Type: password

Default: null

Importance: high

£ 'ssl.keystore.type" 8 ERIME R BIFAEH, FNIA SSL BIZEET R #{FEH PKCS#8 B PEM 1§
K. MRBEAMB, WIER 'ssl.key.password' 18 E BEAB,

ssl.keystore.location

100


https://kafka.apache.org/documentation.html#connect_exactlyoncesource

% 6 %= KAFKA CONNECT it BBt

Type: string
Default: null
Importance: high

B HAE. XN EFIRERNLN, ATRTEM R TRES DI,

ssl.keystore.password

Type: password

Default: null

Importance: high

BREEXENEERE, XNEFIHEaEN, RBEERE T 'sslkeystore.location' B FEE,
PEM XA R B HFMEEH.

ssl.truststore.certificates

Type: password
Default: null
Importance: high

AL, ¥ N 'ssl.truststore.type's BAIN SSL BIZET [ {Z#HHA X.509 iEHBFEH PEM &=,

ssl.truststore.location

Type: string
Default: null
Importance: high

BEFEXHRILME.

ssl.truststore.password

Type: password

Default: null

Importance: high

EAEEIEHNED, NREEXEED, NINAERRBNEEEEYE, BRAREEHE,
PEM X F R EEFHEH.

client.dns.lookup
Type: string
Default: use_all_dns_ips

Valid Values: [use_all_dns_ips, resolve_canonical_bootstrap_servers_only]
Importance: medium

eIz Fumanel sE A DNS &k, #RIXE N use_all_dns_ips, iHZINFEZEIEMMREIR P
ik, EERIHEIIERE, M EER, RERT—TIP, HfE IPBE—RERE, EHrihsBRE
M EHNH(IVM F OS 2247 DNS £IRER)F B IP, MRIKEN

resolve_canonical_bootstrap_servers_only, EF&4 bootstrap Mtk @7 HHISE L FRFIZR,
bootstrap M E& &, ©BITT N5 use_all_dns_ips 8@,

connections.max.idle.ms

Type: long
Default: 540000 (9 minutes)
Importance: medium

XM E RS EREMWHUE XA IHEIEE,

connector.client.config.override.policy
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Type: string

Default: All

Importance: medium

ConnectorClientConfigOverridePolicy FIKE & #REk 7| &L, & EEISRATUBSILE Hinkc
B, MULIZE All, XEREEESRETUBEMEET NinEMt. ERPHEMATERIBSIE
None 2 HEEEEZR S imEN, # Principal SRS REBEE M ER,

receive.buffer.bytes

type:int

Default: 32768 (32 kibibytes)
Valid Values:[-1,...]
Importance: medium

BEEVEUIRRT BEFE R TCP B X (SO_RCVBUR)BI K/, IARME N -1, MIERREERTERIME,

request.timeout.ms

type:int

Default: 40000 (40 seconds)

Valid Values: [0,...]

Importance: medium

Be B 4 2 - b S R 1 SR A B Y e KA, SN SRATEENT 2 DR BRI, B RS ERENERL
EER (IREJLANKL)

sasl.client.callback.handler.class

Type: class
Default: null
Importance: medium

SCHE AuthenticateCallbackHandler #: OB SASL & FimE AL IEREF RN T LR E LT,

sasl.jaas.config

Type: password

Default: null

Importance: medium

FAF SASL E#H JAAS Bk E XS, HRH4t JAAS BEEXHFER, JAAS BB X iER
1A, ZERR : loginModuleClass controlFlag (optionName=optionValue)*;. *f F1X
1, EEXIENEHHAELITFIZH SASL MEI&FREIZE, B0 : listener.name.sas|_ssl.scram-
sha-256.sasl.jaas.config=com.example.ScramLoginModule required;,

sasl.kerberos.service.name

Type: string
Default: null
Importance: medium

Kafka i21T7H Kerberos A& FR, XA LATE Kafka B9 JAAS ER &=k Kafka BEEHE Lo

sasl.login.callback.handler.class

102

Type: class

Default: null

Importance: medium

S2E AuthenticateCallbackHandler # 0 #) SASL &k OAMIBRRFE RN LB ELM, X FRE, &
SEEVEAN B 2R ED B A A LA LG IR 2R AU 280 SASL AL HI A FME N RIZRAE N AETZE. N
listener.name.sasl_ssl.scram-sha-
256.sasl.login.callback.handler.class=com.example.CustomScramLoginCallbackHandler,


https://docs.oracle.com/javase/8/docs/technotes/guides/security/jgss/tutorials/LoginConfigFile.html

% 6 %= KAFKA CONNECT it BBt

sasl.login.class

Type: class

Default: null

Importance: medium

FKINEFEONENTLRERMR, FHIE, BREELIE/NEFRHEEITEIZM SASL HlHE
REIZR, For example, listener.name.sasl_ssl.scram-sha-
256.sasl.login.class=com.example.CustomScramLogin.

sasl.mechanism

Type: string
Default: GSSAPI
Importance: medium

AT &P imEER SASL HLEl, XATRERRHTSRMUEFIEMIE, GSSAPI ZE IS,

sasl.oauthbearer.jwks.endpoint.url

Type: string

Default: null

Importance: medium

A LMARE RN ER JWKS (JSON Web Key Set) B9 OAuth/OIDC #1377 URL, URL BT L ETF
HTTP (S)sEF X 4H URL, #I3R URL ETF HTTP (S), I JWKS HiEfH&E T REE B &R URL
M OAuth/OIDC #R EHIFR, A then-current BHEFZEFENRE ELHITEREANER, RN
JWT I T HPEIEIEKR, HAPSELEFEPEREERFRN kd' IRLFRE, ISREEERRENR
JWKS IR, B2, REKRIHE sasl.oauthbearerjwks.endpoint.refresh.ms 28 URL, LUETE
WG & X LR AR JWT 15 KATRIFZF. R URL EFxH, REFERINMEENAE
N#E JWKS XX, 1R IWT BEE BT IJWKS X "kid" irk{E, RIEEEL OWT FE 555
U R

sasl.oauthbearer.token.endpoint.url
Type: string
Default: null
Importance: medium
OAuth/OIDC SR RHI2FH URL, #NR URL EF HTTP (S), XRBEXEFEMTHIRSA URL, HifFXK
JFIRYE sasljaas.config FHECEE K, IR URL EFXH, BEE—1SEH OAuth/OIDC H151R
HEFE LMY RSRE(IWT FIMER )BT, DR FEL,

security.protocol
Type: string
Default: PLAINTEXT

Valid Values: (case insensitive)[SASL_SSL, PLAINTEXT, SSL, SASL_PLAINTEXT]
Importance: medium

RAFSREBBENIL. BMEN : PLAINTEXT, SSL, SASL_PLAINTEXT, SASL_SSL,

send.buffer.bytes

type:int

Default: 131072 (128 kibibytes)
Valid Values:[-1,...]
Importance: medium

REHIEN EE AN TCP &322 M X (SO_SNDBUF)BIK/N, INR{EN -1, NIERZEERSTBINE,

ssl.enabled.protocols
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type: list
Default: TLSV1.2, TLSV1.3
Importance: medium

h SSL i A AN EIR, TEFER Java 11 SUEHTARARS, BRIAH TLSVI2,TLSV.3', &N
"TLSV1.2', {FF Java M HIBRIAE, MIREFImAMARSS 28 EH X3 TLSVI.3, UHJEF' A AR 55 28 45 B 0k
TLSVI.3, BNHFELRRE TLSVI.2 (BREMEBHEDZIF TLSVI2) » M FREHER, XNEINMERIZ
AILEE I, 5155 ssl.protocol RIELE X1,

ssl.keystore.type
Type: string
Default: JKS
Importance: medium

B SIS, XN B IR LM, BRiA ssl.engine.factory.class HRTSZFFHI(E N
[JKS. PKCSI2. PEM],

ssl.protocol
type: string
Default: TLSv1.3
Importance: medium
FAF 4R SSLContext B9 SSL 7%, R Java 11 SREHFARAZITES, EIAH TLSVI3, &N
TLSVI2', MFRSEAA, XMEMZALIEE T, &EH JVM RRIFRES TLSVI.2' Hl
TLSV1.3s |BEY UVM BILAZ#F 'TLS', 'TLSVIT, 'SSLv2', 'SSLv2' #1 'SSLv3', {ERTFEHNEZLRA,
AEWERE], FmRXANEE 'ssl.enabled.protocols' BIBRINE, MIRRSEH|AZRF TLSVIS, &
PR 'TLSVI2', SR ILECE#HIXE N 'TLSVI.2', BN WMEARFER TLSVI.3, BlIffeR
ssl.enabled.protocols FHIEZ —, BRFGERRIZH 'TLSVI3,

ssl.provider

Type: string
Default: null
Importance: medium

AT SSL HEM T2 HNEINET. BAER JVM BRI ZEREER.

ssl.truststore.type

Type: string
Default: JKS
Importance: medium

EEFMEXETHER., BRI ssl.engine.factory.class HETZIFHIME H [UJKS, PKCSI2. PEM],

worker.sync.timeout.ms

Type: int
Default: 3000 (3 #)
Importance: medium

L worker S E At worker AEAIF BFEEEFRASEEBN, EERFIISFSEHEXINNE, REH, HEE
HINABIZE#F backoff EHA,

worker.unsync.backoff.ms

Type: int
Default: 300000 (5 minutes)
Importance: medium

% worker & B S5 HM worker B, BIETE worker.sync.timeout.ms BT, EEFHMARIRE
Connect %£2%,
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access.control.allow.methods
Type: string
Default: "
Importance: low

BT 1% B Access-Control-Allow-Methods PRk X BERIBTE KT AL, Access-Control-
Allow-Methods FrkBIBRINE S VFAS GET. POST #1 HEAD 9B R IA1E K,

access.control.allow.origin
Type: string
Default: "
Importance: low
¥ Access-Control-Allow-Origin Fr3ki% & 7y REST APl iERME, BEABRKRIN, JHEEZE N
FUITA] AP O FFRFR BN, 3 RVFMEIEIEAT U, BOAMER RVFM REST API B9 51H],

admin.listeners
type: list
Default: null
Valid Values: comma- separated URL %13k, f5I#0 : http://localhost:8080,https://localhost:8443.
Importance: low
Admin REST API B IIFEY, LUES 2RI URI IR, EFEIVMUE HTTP #I HTTPS, EFRFHRHE
FREMEARIE. RMTHEFERENRITERS (B listeners' BHIEE)

auto.include.jmx.reporter

Type: boolean

Default: true

Importance: low

BFMH. BEE31338 JmxReporter, BEIf#EE7TE metric.reporters KRFIH, LEEIFE Kafka 4.0

Fitikk, S R1E metric.reporters &S org.apache.kafka.common.metrics.JmxReporter, LL
& JmxReporter.,

client.id

Type: string

Default: "

Importance: low

TR HE R LR RS20 id FRIB, XFFMBEMERT AV ZENARFEMESERS S
HRBEFEIC TS, MMEBERER ip/port LLAHITEKIE,

config.providers

Type: list

Default: "

Importance: low

LUE S5 FR# ConfigProvider R &R, MNEFFIRIEENIFFEH. @i SO ConfigProvider, &
AL B EESREEPNLTESIA, MAFHAERIL secret,

config.storage.replication.factor
Type: short
Default: 3

Valid Values: Positive number not larger than the Kafka 5£2¥FHIRCERSL, =X -1 AR IEMBIA
5A: low

OIREEFHE PN FERNEHIRR,
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connect.protocol

Type: string

Default: sessioned

Valid Values: [eager, compatible, sessioned]
Importance: low

Kafka Connect MY HIFER MR,

header.converter

type: class

Default: org.apache.kafka.connect.storage.SimpleHeaderConverter
Importance: low

HeaderConverter 28, FF7E Kafka Connect 18X F1 5 A Kafka BIFEFILER H 2 [ 1T H5H, X121
B ASM Kafka ZERHYE R A BIIRLEAR N, BODXII FirEss, R EEEEasaR el LS A Em
FAMERR., &R RAIEE JSON # Avro, BRIMERT, simpleHeaderConverter B F{FHRL1E
FIME NFRFER, FHEIHEMERXRRFEIEEN ],

inter.worker.key.generation.algorithm

Type: string

Default: HmacSHA256

Valid Values: worker JVM

Importance: low X #FH{E{A KeyGenerator Bk

RAFEMATIEKREHWEL, L 'HmacSHA256' HEXZFEH JVM EAERINE ; EH M JVM
B, T2EABRINE, BWIITE worker BB FINIEE LEMEME.,

inter.worker.key.size

type:int
Default: null
Importance: low

ATFEZRMIEKRABHARN (BUELIRA) o MR null, NIERBEHEREENRIABHKN,

inter.worker.key.ttl.ms

type:int

Default: 3600000 (1 hour)
Valid Values: [0,...,2147483647]
Importance: low

RTFAEERLIEERNRTERHN TTL (UM ONHAD) .

inter.worker.signature.algorithm

Type: string

Default: HmacSHA256

Valid Values: worker JVM

Importance: low ZFFHIET MAC &L

FAFZEMRNERIEK The algorithm 'inter.worker.signature.algorithm' & XN BIEZHEH JVM B9ER
A TEEAMR VM H, REABINME, WIIE worker BREHFF )18 E LB HERIE,

inter.worker.verification.algorithms
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Type: list
Default: HmacSHA256

Valid Values: — 1% > MAC Bi£5Ik, &1 &EEEBH worker JVM
Importance: low Z#F



% 6 %= KAFKA CONNECT it BBt

FIERERE R EERIIR, HATEERT inter.worker.signature.algorithm BMEME X, Bk
'[HmacSHA256] S AFERHEENN JVM RRECAEE ; EHEM VM B, FERABRINME, B
£ worker 2B H F o158 E LB HERI(E,

0T
type: list
Default: http://:8083
Valid Values: comma- separated URL 515k, 540 : http://localhost:8080,https://localhost:8443,
Importance: low
REST AP S E e, LUES2EEY URI FIR, SXEHINMUE HTTP #1 HTTPS, $¥ hostname 187
79 0.0.0.0 UHAERIFIE#EO, ¥ hostname 822, MUHERNBINED, ERNITERIIRTH
HTTP://myhost:8083, HTTPS://myhost:8084,

metadata.max.age.ms

Type: long

Default: 300000 (5 minutes)

Valid Values: [0,...]

Importance: low

BMERANIREBNEM 2 XK AF D ESCRE N A MERFHNRER DK, FHi1F o6 bR TR
B (AZRHEAL)

metric.reporters

Type: list
Default: "
Importance: low

FYEFET R & 230928 55R, S5HE org.apache.kafka.common.metrics.MetricsReporter #0, R iF
BB FIERORBAAE, S281E JmxReporter F3EM IMX GiitE B,

metrics.num.samples

type:int

Default: 2

Valid Values:[1,...]
Importance: low

NI EARIET B R A E.

metrics.recording.level

Type: string

Default: INFO

Valid Values: [INFO, DEBUG]
Importance: low

EirrREICRTHEH .

metrics.sample.window.ms

type: long

Default: 30000 (30 #)
Valid Values: [0,...]
Importance: low

T EERAIBIR R E O,

offset.flush.interval.ms
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type: long
Default: 60000 (1 minute)
Importance: low

FINESS R 3 R B9 (8] (8] FR,

offset.flush.timeout.ms

Type: long

Default: 5000 (5 seconds)

Importance: low

EECHARHMERBEEUEUEZHIRZNREHIER, FFHICRRFNSXFEERIENTAZ
M, RN AR RCTRIRE RS R E R,

offset.storage.partitions

Type: int

Default: 25

Valid Values: Positive number, 5 -1/ S ERIZRIA
2A: low

DI mEEMEE N FERNY XBE,

offset.storage.replication.factor

Type: short

Default: 3

Valid Values: Positive number not larger than the Kafka 5£8¥Fh 9IRS, =X -1 AR IEMBIA
5A: low

DI R ENE PN FERNEHIRR,

plugin.discovery

Type: string

Default: hybrid_warn

Valid Values: (case insensitive)[ONLY_SCAN, SERVICE_LOAD, HYBRID_WARN, HYBRID_FAIL]
Importance: low

FAF % 1 classpath # plugin.path Bo B R FEMIEHI AL, XAIURHFEUTE NS MEZ— @ *
only_scan: Discover plugins only by reflection, ServicelLoader J5;& & IIRI3E AR M worker /&
B, * hybrid_warn: X I, KRBRT ServiceLoader #1 ServiceLoader, ServiceLoader Foi%k % FiBY
M STE worker JABTFRFRITENE S, * hybrid_fail: £ I$HEH, KRBRIE ServicelLoader #
ServicelLoader, ServicelLoader Joik & PIRIIHEMIF 5B worker JAENRI, * service_load: {XH
ServiceLoader & it ., tEHEMBERXFEIRED). FTEM ServiceLoader ZIBIEHATRET A E

plugin.path

Type: list

Default: null

Importance: low

FERES()DRBHERRIIEK, EFTEHEMH (connectors, converters, transformations), %5 2 H
SEEAHEITIL B RARK, XEB RIS S REKTIA b 89 jar, LUK B iEH R EKD
Tfi c B9 uber-jars, BNILBNE S M5 R ML P G S B R4 R BRI R « F5iE
5 R SR A IR T S R . A
plugin.path=/usr/local/share/java,/usr/local/share/kafka/plugins,/opt/connectors Do not use config

provider variables, B7% worker {2 PR BN AR B L I ARBM T E,

reconnect.backoff.max.ms

108

type: long
Default: 1000 (1 second)
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Valid Values: [0,...]

Importance: low

EMEEIERERANNARENERFNRKIE (UZMHEA) . MRREM, SDENB backoff
FEABMNESBERRIGERIEMN, EXSSE, EITH backoff BKE, WINT 20% BIBEH jitter,
LA G B RN

reconnect.backoff.ms

type: long

Default: 50

Valid Values: [0,...]

Importance: low

ZHEINEED AT ENAISRMERN A, XEH#RERBRBIIAPESEEEEN, It backoff N
AR A ImEIR BN EEE SR, X MERHA backoff (H, FHNEMNELIERERUEEREM, &
=4 reconnect.backoff.max.ms {&.

response.http.headers.config
Type: string
Default: "

Valid Values: Comma- separated header rules, Ef&EMRLHNIERZE [action] [header name]:
[header value], ARIRLHMNERIESI D EES

FA: low

REST API HTTP Hi R FRL AL,

rest.advertised.host.name

Type: string
Default: null
Importance: low

IMRKET, X=HDESEMEIEER worker WEHH,

rest.advertised.listener

Type: string
Default: null
Importance: low

KEBNESHEIFEFEMHTTP H HTTPS), ©IFRA4AEHM worker .,

rest.advertised.port

type:int
Default: null
Importance: low

SORIKE T LI, X 2AF 90 Bosh H A EE £ worker BYIR O,

rest.extension.classes

Type: list
Default: "
Importance: low

LIE S 9@ ConnectRestExtension K& %5, RIEENFEMEFFHA, B LIEQ
ConnectRestExtension, RE[LLUEA Connect B9 REST APl B E X MITR, fNidjEss, BERTF
//J\\j.]u E EXIjJ BE, le] E /L.\T/E,%\ ﬁé'&%o

retry.backoff.max.ms

type: long
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Default: 1000 (1 second)

Valid Values: [0,...]

Importance: low

LEREKREE RMNRIEN, FFNKRKNE (2/) . MREH, BIMEFREHEDERBGEK
RIEFIE NN backoff, BEIARXNMRAE. BMLEMARAWMEIERNES, — PRV jitter 24
I FAE backoff, MTISE backoff FELLT 20 B 20% Z [EHSEEAN, BiditEE, MEMN
retry.backoff.ms i%& /KT retry.backoff.max.ms, [l retry.backoff.max.ms 5 FAEF RN EE
backoff, MARIGINETHEEIE NN,

retry.backoff.ms

Type: long

Default: 100

Valid Values: [0,...]

Importance: low

SR B4 E 4 B SR IE T RATS RBIN ], X ATR S e S LR ) R ehty R BB AR B 4
R, XMERHA backoff 6, EMENCHRBAEIEIRN, &S retry.backoff.max.ms
1B

sasl.kerberos.kinit.cmd

type: string

Default: /usr/bin/kinit
Importance: low
Kerberos kinit #n 43 B 1%,

sasl.kerberos.min.time.before.relogin

Type: long
Default: 60000
Importance: low

Rl 222 (A B B SR L AR B AR AN [

sasl.kerberos.ticket.renew.jitter

type: double
Default: 0.05
Importance: low

ANINEISAT Y [FBBEA jitter BB 2 EE,

sasl.kerberos.ticket.renew.window.factor

Type: double

Default: 0.8

Importance: low

BRERFMLETFERRS, BRARRE—RRBFBIRBERIHN A ERATC TERRKS, HREE
AT R,

sasl.login.connect.timeout.ms

type:int
Default: null
Importance: low

(ATife) SAERHMEILANEEEENE (UM hEA) . BRITGERT OAUTHBEARER,

sasl.login.read.timeout.ms
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type:int
Default: null
Importance: low

(ATife) SERH QWA RGBT E (UZEMhEA) . BRITGER T OAUTHBEARER,

sasl.login.refresh.buffer.seconds

Type: short

Default: 300

Valid Values: [0,...,3600]

Importance: low

TERIFT IR IR BRRTRI i ] (AR R EAAL) o INRRBIFTIE R LR XA EIEE T HR, RIS
575, URTRES AT %X F], JE=RENTT 0 Fl 3600 (1N 2 ; tnREBIREE, NE
FBRIAME 300 (5 280, aNRXAMEF sasl.login.refresh.min.period.seconds #Bid T EIERIRM E S E
H, MZr&XNME, BRITGERTF OAUTHBEARER,

sasl.login.refresh.min.period.seconds

Type: short

Default: 60

Valid Values: [0,...,.900]

Importance: low

BRRHTRTERFT LRI F RO ] (AR N EAL) o SERENT 0 F 900 (15 482 8] 5 aN5R%
BisEME, NEABRIME 60 198, WRXMEH sasllogin.refresh.buffer.seconds #3#E R BE,
IR E BT EIENFRRERER. BRifUER T OAUTHBEARER,

sasl.login.refresh.window.factor

type: double

Default: 0.8

Valid Values: [0.5,...,1.0]

Importance: low

BRRFEBRARRISEILERREEXNEEEORR, WA RZARFEIL, E2ENTF 05
(50%)F1 1.0 (100%) 2 8], WREFIEEME, NEMAEKIAE 0.8 (80%). BRITGEATF
OAUTHBEARER,

sasl.login.refresh.window.jitter

type: double

Default: 0.05

Valid Values: [0.0,...,0.25]

Importance: low

SAEFE 4 IR X IR ABEHL jitter BIRINEIZ R RIS AR 0BT, SEZRENTFOE
0.25(25%) = [f], tNR&EIEEME, NEABINE 0.05(5%). BRI{GERTF OAUTHBEARER,

sasl.login.retry.backoff.max.ms

type: long
Default: 10000 (10 seconds)
Importance: low

(Aik) BRZAADSOEIERERFZASFENRREFE (UM HEL) , ERERET
sasl.login.retry.backoff.ms X B FIIEERFHIIEE backoff &%, FHIEZAE
sasl.login.retry.backoff.max.ms X B EMRAFFKEZENE. BRITGEATF OAUTHBEARER,

sasl.login.retry.backoff.ms

m
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Type: long
Default: 100
Importance: low

(Ffk) BSRZRAEBEMEIHRMEFIFEGESHNE (SR HERA) . ExERET
sasl.login.retry.backoff.ms X B FNIAERFHIIEE backoff Bi%, FHIEZAE
sasl.login.retry.backoff.max.ms IXBIE EMRAFFKEZFENE. BRITGEATF OAUTHBEARER,

sasl.oauthbearer.clock.skew.seconds

Type: int
Default: 30
Importance: low

(k) 15 (LA REAL) , Y OAuth/OIDC HpRIEFFNIRRBIZES,

sasl.oauthbearer.expected.audience

Type: list

Default: null
Importance: low

(k) RERESHRIXERNIEREENEP—PMENZ AL L JWT, JWT BREZSEN
B9 OAuth "aud" BB, IIRIKE TXME, RNEFS IWT B"aud"FERHRBERE, UEERS
TEMLE, MREBEET, EB/EL JWT, BFORIER KR,

sasl.oauthbearer.expected.issuer

Type: string

Default: null

Importance: low

KRER (Fk) BFEIEIWT 252N A FEEN (k) ®E, IWTHRERSAINE
OAuth "iss" B8, MIRKETXME, RESTEEE JWT B'iss"mBRFANRE, NREE TR,
RIRIHEL UWT, FDF0 IR R

sasl.oauthbearer.jwks.endpoint.refresh.ms

Type: long
Default: 3600000 (1 hour)
Importance: low
(Arik) REBIERIFTE JWKS (JSON Web Key Set)& 2 (A1 ERFME, HPaSHISIE JWT B
%o

sasl.oauthbearer.jwks.endpoint.retry.backoff.max.ms

type: long
Default: 10000 (10 seconds)
Importance: low

(%) ZXMAEBZ IR HERF TR JWKS (JSON Web Key Set) Z [BIFIRREZFE (UZEMH
BAI) o JWKS iZRERET sasl.oauthbearer.jwks.endpoint.retry.backoff.ms 1% B FIIAEFE XM
18 backoff &%k, F1EZAE sasl.oauthbearerjwks.endpoint.retry.backoff.max.ms % B ig E &
AEFKEIAME,

sasl.oauthbearer.jwks.endpoint.retry.backoff.ms

12

Type: long
Default: 100
Importance: low

(FI%E) & JWKS (JSON Web Key Set)fa =88 F I EIRIEFE Z i BRI taESFE (UZWHE
1) o JWKS KeZRERET sasl.oauthbearer.jwks.endpoint.retry.backoff.ms % B M FIIA S F & XI5
# backoff Bk, FF7EE1HF sasl.oauthbearer.jwks.endpoint.retry.backoff. max.ms X &g E &K
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FHREZFME.

sasl.oauthbearer.scope.claim.name

Type: string

Default: scope

Importance: low

SEHEEY OAuth FHERBE @& N "scope”, {BHNSR OAuth/OIDC N HIZFRERRARMNAT, Mkt
(k) WER R AT JWT BRI EFRH S 2E &,

sasl.oauthbearer.sub.claim.name

Type: string

Default: sub

Importance: low

ZEM OAuth R BE A "sub”, {BH1R OAuth/OIDC R % FERER RN AT, Nt
(AI3%) WER N JWT BN ERFRHR S 20 EARET R E .

scheduled.rebalance.max.delay.ms

Type: int

Default: 300000 (5 minutes)

Valid Values: [0,...,2147483647]

Importance: low

WENRKER, UEEERTFENMERSNESEFIRIHAFF—IHEZ 2B worker 1R
G, LA, ROEHI worker iIEEERFMES REALE,

socket.connection.setup.timeout.max.ms

type: long

Default: 30000 (30 #)

Valid Values: [0,...]

Importance: low

BFInEGFEEFIEBEEUMSANE, S8MESHERRU, FEHXEBN KA RAE,
NEREEER, BB TRBEICRENBTFBN, SBUTEEST 20% MEETSER,

socket.connection.setup.timeout.ms
type: long
Default: 10000 (10 #)
Valid Values: [0,...]
Importance: low
BAImSEREETEEEIMNNAKE, MREBNNFRDEEMEEE, EHmEXHAEREFIM
B, X MERAEA backoff (B, BMELERKRIEKIRERICM, &5
socket.connection.setup.timeout.max.ms &,

ssl.cipher.suites

Type: list

Default: null

Importance: low

BEEHIIR, XZRARMEA TLS =X SSL MU AR EENR S XENFHRIL. N,
MAC MIZEARMBEN S RAHE. BRANERT, XFMETRNBHEEH.

ssl.client.auth

Type: string
Default: none

13
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Valid Values: [required, requested, none]
Importance: low

BEE kafka REBLUE KRB FimFH%IE, UTEERERN
o MRLNAIEMEIHEMDEIE, NFEE ssl.client.auth=required.

e ssl.client.auth=requested EHRE R N imF D EIEERIEN, SEERRE, MRKE ML
o, METLLEFERREEXEBEMNEHREIEER

e SSL.client.auth=none EKE N EER xS D55 1E,

ssl.endpoint.identification.algorithm

Type: string
Default: https
Importance: low

1 AR S5 2R IE AL IEAR 55288 N B B Im bR EE.

ssl.engine.factory.class

Type: class

Default: null

Importance: low

org.apache.kafka.common.security.auth.SsIEngineFactory KB RIZ 4t SSLEngine ¥R, BRIMEN
org.apache kafka.common.security.ssl.DefaultSsIEngineFactory, =&, NHEI&EN

org.apache kafka.common.security.ss. CommonNameLoggingSsIEngineFactory f$it kB imE T 5
HEZH INFO BHEAIRIEHITE MR IER@EA SSLIET &M, EER, BTRERFIRRENIET

i, XREEIIM mTLS B imERIERMFEEINER N EIR, 1HER, ZEELMERETINE Java
EEEMNBE LGEEREME, HUEBFIERATEA, ERATREREINRENG,

ssl.keymanager.algorithm

Type: string
Default: SunX509
Importance: low

BYERE T AT SSLEEMNEER, IMERN Java EUNEENBHEESRT Bk

ssl.secure.random.implementation

Type: string

Default: null

Importance: low

FAF SSL & #/E8Y SecureRandom PRNG L HE,

ssl.trustmanager.algorithm

Type: string
Default: PKIX
Importance: low

FAEEESET AT SSLEEMNEER, IMERN Java EUNEENEEEESRT Bk

status.storage.partitions

14

Type: int

Default: 5

Valid Values: Positive number, 5 -1 S ERIZRIA
2A: low

OIBREEME E N FERND XBE,
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status.storage.replication.factor

Type: short
Default: 3

Valid Values: Positive number not larger than the Kafka 5£8¥FHIRCERSL, =X -1 FERARIEMBIA

5EA: low

OIERAEE M EHN FERNEHIRR,

task.shutdown.graceful.timeout.ms

Type: long

Default: 5000 (5 seconds)

Importance: low

ERSF/FES RN EKE, XZENE, MAREMES. AMEESEMAL T XM, AERIF
Erell

topic.creation.enable

Type: boolean

Default: true

Importance: low

EERTFEHAEREESRERANEY, HREESRLCE T topic.creation. BN, BMESERE
AEEAEZFmiEEEY, MAKNTF Kaftka K32 B 5H 0 E -,

topic.tracking.allow.reset

Type: boolean
Default: true
Importance: low

INFRILE T true, MAFRAFERNENERREBEETRTHNES,

topic.tracking.enable

Type: boolean
Default: true
Importance: low

izfThf, FRRERESMEESNERIAERA,
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application.id

type: string

Importance: high

TALIER FABIPRIARE, 1E Kafka B TIZME—BI, BRAERKIA client-id BI%E, B 2) BTG
BH&EEM group-id, 3) changelog ERAIZ.

bootstrap.servers

type: list

Importance: high

T3 Kafka EBFRERNEN/IRONTIR, B inRERMARSSHFS LS FEEN
ARF5EETTK - LLHIRM NI F R I T AR SS s R BANR TN, MR
host1:port1,host2:port2,.... HFiXLEMRS5ER 1A TFHEEERAZINE ?éﬁ’]ﬁ%ﬁim%ﬁ (FTRERE
SEH) , AERIRTFTECSBARSSE (BERUORRSHEN, BAREESIRSHR) -

num.standby.replicas
Type: int
Default: 0
Importance: high

BMMESHREIEIAEL

state.dir

type: string
Default: /tmp/kafka-streams
Importance: high

REFHHBERMAE, INMBRENTFHER—EZX4RENENREHEBBIZMH—8,

acceptable.recovery.lag

type: long

Default: 10000

Valid Values: [0,...]

Importance: medium

AEXNEANTE (BRRNRESBE) , EFmE00)RUEKERNES 28, EokE, eNR
KA ERTIRE BB ERERE D, ﬁTﬁ;%EE%ﬁIF@I HRAEEAE, XPMRENIZE—NE
E TN EB— RS IRE R R N, BEDH O,

cache.max.bytes.buffering

type: long

Default: 10485760
Valid Values: [0,...]
Importance: medium

HEMALREFRATEANRRREF T,

client.id

Type: string

Default: "

Importance: medium

— D BIZR=EF R, AT AES [main-|restore-|global-]Jconsumer, producer, #1 admin & /i, &3
77 < client.id>-[Global]StreamThread[-<threadSequenceNumber$gt;]-
<consumer|producer|restore-consumer|global-consumer >,

16
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default.deserialization.exception.handler

type: class
Default: org.apache.kafka.streams.errors.LogAndFailExceptionHandler
Importance: medium

5231 org.apache.kafka.streams.errors.DeserializationExceptionHandler & O =7 &0,

default.key.serde

Type: class

Default: null

Importance: medium

FAF 5231 org.apache.kafka.common.serialization.Serde % OMZEAMEIAFETL 23/ R 5L 25
X, HER, YHFHEBEOMN serde K, BHFERELH
org.apache.kafka.common.serialization.Serde # [0 (@it 'default.windowed key.serde.inner'
'default.windowed.value.serde.inner') BYinner serde &,

default.list.key.serde.inner

Type: class

Default: null

Importance: medium

AN ER IR LHE org.apache.kafka.common.serialization.Serde #EOM X, REHE

default.key.serde ECE#: 1% B 7 org.apache.kafka.common.serialization.Serdes.ListSerde i,
KILEULELE,

default.list.key.serde.type

Type: class

Default: null

Importance: medium

FAF 5L java.util.List B OBV EHMIEOIAL, HEMATIR serde £, KA default.key.serde FLiE
# 1% 1& N org.apache.kafka.common.serialization.Serdes.ListSerde s ListSerde, F=iZEXLLES
B, BEEXELI org.apache.kafka.common.serialization.Serde O] inner serde 2,

default.list.value.serde.inner

Type: class

Default: null

Importance: medium

AR ER 2L HE org.apache.kafka.common.serialization.Serde #OMEH, RAETE

default.value.serde it & #%1% &1 org.apache.kafka.common.serialization.Serdes.ListSerde
i, FRIEEEE,

default.list.value.serde.type

Type: class

Default: null

Importance: medium

FAFSEEH java.util.List #OMEERINE, RETE default.value.serde ftiE B R A X MEBHIXE
5 org.apache.kafka.common.serialization.Serdes.ListSerde 2 F S MXMNEEEHILE, 1HER,
LfEMA list serde KN, —NHEZEIXE innerserde X, BT
org.apache.kafka.common.serialization.Serde #O (G&7 'default.list.value.serde.inner') ,

default.production.exception.handler

17



Red Hat Streams for Apache Kafka 2.7 Kafka BECiEEtE

type: class
Default: org.apache.kafka.streams.errors.DefaultProductionExceptionHandler
Importance: medium

5231 org.apache.kafka.streams.errors.ProductionExceptionHandler O = & (MK,

default.timestamp.extractor

type: class
Default: org.apache.kafka.streams.processor.FailOnlnvalidTimestamp
Importance: medium

5231 org.apache.kafka.streams.processor.TimestampExtractor % O ER AT (7] B2 X35 2.

default.value.serde

Type: class

Default: null

Importance: medium

EiIAFFb 25/ R FF511b 28 25 A T 5230 org.apache.kafka.common.serialization.Serde #EOMH, 1%
FR, HERABEOM serde R, THFEXELI org.apache.kafka.common.serialization.Serde
O (@57 'default.windowed.key.serde.inner' 2% 'default.windowed.value.serde.inner’) BJinner
serde %,

max.task.idle.ms

Type: long

Default: 0

Importance: medium

LEEBEZRGEMAFEHEE AR EBHIIFENSER. ERESFSTE2EEYE (BFL2%) ALK
EFEREREOEHINCRABRBES MRARF LB, REEZRESHRARE (UEMHH
i) o BN (B) TEEFERBFLEESILER, BERSFHFRE LEHFENRE, RINMERKRE
N FERENE EFEMNILE, REUNFBIELNEE ], REN -1 IR2EANEH T2 OEEM
A el AEdE, BT Re R E AR BN AL,

max.warmup.replicas

type:int

Default: 2

Valid Values:[1,...]

Importance: medium

—RE L= R EH) warmup BIAB R A E (BRECER num.standbys 2 4) , FRIFESE—DLH)
oA, AMEEERIES S —1NE6. BFTRAANKERENEFRSTATFETAE, @

MZEDH 1Note, —4> warmup BIARXN N F—NRES. A4, HFE, BNERAIARREEEN T

HFRAZERESS (BEEMBENIRNESH 4172+, XK probing.rebalance.interval.ms g
BIEERNMENZE) . XEKE, FEHRESTLUM— Kafka Streams SEFIER B 57 — 2898

K& XA (max.warmup.replicas / probing.rebalance.interval.ms) 2%,

num.stream.threads

Type: int
Default: 1
Importance: medium

AT R LIZEE,

processing.guarantee

Type: string
Default: at_least_once
Valid Values: [at_least_once, exactly_once, exactly_once_beta, exactly_once_v2]

18
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Importance: medium

AOEBRIER . FIRERI{EA at_least_once (BRiIL) #0 exactly_once_v2 (FERIEBIA 2.5=HF
ERA) . FRAMETCH exactly_once (BERIERRA 0.11.0 iEAhA) # exactly_once_beta
(BFERERA 25 HESERE) . HER, B2UOEFEEV=MRENER, XIRETHEIGK
& ; ®id AR E L E transaction.state.log.replication.factor # transaction.state.log.min.isr,

rack.aware.assignment.non_overlap_cost

type:int

Default: null

Importance: medium

S MIE P EBINMESFSHERMA, X4 config #
rack.aware.assignment.assignment.traffic_cost #2#l (Lt B AR B H L R/IMEEBIERRE, &N
LB P EHESBD, MREKERANE
org.apache.kafka.streams.processor.internals.assignment.RackAwareTaskAssignor /1t 2L
Y IE L. BEIMEN null, XEKBECHERRDESSHFERZERIAB non_overlap B AE,

rack.aware.assignment.strategy
Type: string
Default: none
Valid Values: [none, min_traffic, balance_subtopology]
Importance: medium
HITAFNRBRASENEE. EORESURMEBTERRENR, MZRBRMSEFE client.rack
racks IAEE, BHILER : none (EKi\) , SHEANERANSE ; min_traffic FHlE&x/NES
HERESE ; balance_subtopology, EffitH&R/IHBHIERE, HEXEFRRE imZ HFd
HEFRIBHES.

rack.aware.assignment.tags

type: list
Default: ""
Valid Values: List contains maximum 5 elements
Importance: medium

FAF1E Kafka Streams L6l B9 % & ARIANE Fintr S 255X, BEER, Kafka Streams
B best-effort RIEBN B imbras 4 E L5 A FHES.

rack.aware.assignment.traffic_cost

type: int
Default: null
Importance: medium

BEENEFREMXMBRAE, It config #l rack.aware.assignment.non_overlap_cost #2HI{L{LE
ERSHER/MEBIRRE, Ss/MeUlaoREPNESBD.. MREERKBE
org.apache.kafka.streams.processor.internals.assignment.RackAwareTaskAssignor f${{tLL
B/MEBHERRE, BAER null, XEHKEERETRNSERPEARARENEE.,
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replication.factor

type: int
Default: -1
Importance: medium

BFRHRLENARFUBRMNASEENERF S XTINEHESR, RAME 1 (T : ERRE
RAEHER) [ENRERE 2.4 HEHhRA,

security.protocol

Type: string
Default: PLAINTEXT
Valid Values: (case insensitive)[SASL_SSL, PLAINTEXT, SSL, SASL_PLAINTEXT]

Importance: medium

BAFSREBEN. BMIEH : PLAINTEXT, SSL, SASL_PLAINTEXT, SASL_SSL,

statestore.cache.max.bytes

type: long
Default: 10485760 (10 mebibytes)
Valid Values: [0,...]
Importance: medium

EAZEDET statestore ZENRAREFETHL

task.timeout.ms

Type: long
Default: 300000 (5 minutes)
Valid Values: [0,...]
Importance: medium

SR APERERMES LR E (U2 h84A) , HEXERSIAER k. X FB
O0ms, EFREIXE—NREBERBETIR, N FKF oms WEMEN, EHFESILERMEVER
_;ko

topology.optimization

type: string
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Default: none
Valid Values:
org.apache.kafka.streams.StreamsConfig$$Lambda$31/0x00007f269c00d000@7e32c033

Importance: medium

MERZLACRINARERN AN, N Kafka Streams BMECE., "1#EZ{HE
7 : "NO_OPTIMIZATION", "OPTIMIZE", "OPTIMIZE", =LUE SRR EKLIES
3 : "REUSE_KTABLE_SOURCE_TOPICS", "MERGE_REPARTITION_TOPICS" +
"SINGLE_STORE_SELF_JOIN+") ."NO_OPTIMIZATION",
"MERGE_REPARTITION_TOPATION"

application.server

Type: string
Default: ™"
Importance: low

host:port X #5M A& XMk, o ATt KafkaStreams 2 ERRESEH L TN BERE
W,
auto.include.jmx.reporter

Type: boolean
Default: true
Importance: low

2 H,. 2585185 JmxReporter, BEMfEESTE metric.reporters KRS, IbEERE Kafka

4.0 ilfiBR, FFRIFE metric.reporters F a3
org.apache.kafka.common.metrics.JmxReporter, L5 JmxReporter.

buffered.records.per.partition

type: int
Default: 1000
Importance: low

B EEZHRKICTE.

built.in.metrics.version

Type: string
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Default: latest
Valid Values: [latest]
Importance: low

B ANRERTRIIARE.

commit.interval.ms

type: long
Default: 30000 (30 )
Valid Values: [0,...]
Importance: low

R EBHENER (UZEMNHA) . 5T at-least-once M EE, R ETLURTFAIRIRAIAL
B (NEH) . NTFERLE, SERRXGEFREMENES, FEHEEFHNRZIBIEN EAR
B2 read_committed AR L. (FEE, MR processing.guarantee iXi&H
exactly_once_v2, exactly_once, NIEKIAEDT 100, FNIEKIA{ESS 30000,

connections.max.idle.ms

Type: long
Default: 540000 (9 minutes)
Importance: low

XN ECE IS ERNZWBUS KA N EER,

default.client.supplier

Type: class
Default: org.apache.kafka.streams.processor.internals.DefaultKafkaClientSupplier

Importance: low

SCH) org.apache.kafka.streams.KafkaClientSupplier ¥ OM% S imt v a2k,

default.dsl.store

type: string
Default: rocksDB
Valid Values: [rocksDB, in_memory]
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Importance: low

DSL ;2R fHE FRE NS iERE,

dsl.store.suppliers.class

Type: class
Default: org.apache.kafka.streams.state.BuiltinDsIStoreSuppliers$RocksDBDsIStoreSuppliers

Importance: low

S ERANLCEEMEE DSL 2B, %K
org.apache.kafka.streams.state.DsIStoreSuppliers #0,

enable.metrics.push

Type: boolean
Default: true
Importance: low

MEEHEF ST M imltRENE Finfsts, 255 AHEXAEE [main-|restore-|globallconsumer,
producer, fil admin &/ imHgtr.

metadata.max.age.ms

Type: long
Default: 300000 (5 minutes)
Valid Values: [0,...]
Importance: low

EMEBATREREMD XSS HFSCREN X MEAFHOARENS K, TiilF R 8RN
A (AZ# 986

metric.reporters

Type: list
Default: ""
Importance: low

AR S RRTIR, L org.apache.kafka.common.metrics.MetricsReporter 0, 7t
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FREAFRRFEREBNNE, S28%E JmxReporter JLEM JMX SEiHER.

metrics.num.samples

type: int
Default: 2
Valid Values: [1,...]
Importance: low

HITRIERET RIS E,

metrics.recording.level

Type: string
Default: INFO
Valid Values: [INFO, DEBUG, TRACE]
Importance: low

RS IC R,

metrics.sample.window.ms

type: long
Default: 30000 (30 )
Valid Values: [0,...]
Importance: low

TR RBIBE HE O,

poll.ms
Type: long
Default: 100

Importance: low

BRI FRFRIA BT ] (LAZR 9 8AL) o

probing.rebalance.interval.ms

Type: long
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Default: 600000 (10 minutes)
Valid Values: [60000,...]
Importance: low

b 7 B T4 AR I B R U B B Se R A i i BUR BUR BIA U F Rr BT ] (AZR AL o &
SECT R, MASMAEHFYEH, wHED N 1 58,

receive.buffer.bytes

type: int
Default: 32768 (32 kibibytes)
Valid Values: [-1,...]
Importance: low

BEEBUEN 2R TCP % WX (SO_RCVBUF)MIK/N, MR{ETY -1, MEARIERSEIA
{EO

reconnect.backoff.max.ms

type: long
Default: 1000 (1 second)
Valid Values: [0,...]
Importance: low

BMEERNES EEAMMR BN SHFNSEARNE (ZHEA) , MRRE, E1EIN
backoff f A EMNMELKERERBEISEISM, BRlRa(H. £115 backoff IBKJE, AT 20% Kk
. jitter, LU RZERKN.

reconnect.backoff.ms

type: long
Default: 50
Valid Values: [0,...]
Importance: low

FREREEDNSEENAFFOERNFE, XaRE XBEAPESEEIEN., I backoff
NMABEFERENRAEEZL. XMEZHME backoff H, HOVEMNESEREKRBIEEUEN,

== reconnect.backoff.max.ms {H.

repartition.purge.interval.ms
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type: long
Default: 30000 (30 #)
Valid Values: [0,...]
Importance: low

MEFH 5 X SR MR R HFEMNICEIE (UEM A . BRESERE—RBERLEED
EXMERHTT, BaERERERZENE. (FFE, 5 commitinterval.ms KR, & 4#E
B, XMEMBUAERIEARZ., guarantee #i%i& 7 exactly_once_v2,

request.timeout.ms

type: int
Default: 40000 (40 seconds)
Valid Values: [0,...]
Importance: low

BCE % P i A KR BB I ], SR 2 AR BRI, &P iR En =R
&R (MREIXAR KB .

retries

type: int
Default: 0
Valid Values: [0,...,2147483647]
Importance: low

WEBATENERSRE M inE A X KOG AT e B IE 5 iR eE K, BUCRHE R 0 3
MAX_VALUE, 3 Fx]RAGEN SBERIERIE Fim s EiliE RN K,

retry.backoff.ms

Type: long
Default: 100
Valid Values: [0,...]
Importance: low

FXE I E B X KWHE KETF NN E, XahfaREsEs RPN EBEIARES
RiEFERK. XMEZHNEE backoff {H, BANKBEEREIBRIZIEBISM, &% retry.backoff.max.ms
{Eo

rocksdb.config.setter
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Type: class
Default: null
Importance: low

S org.apache.kafka.streams.state.RocksDBConfigSetter # 0/ Rocks DB ECi& setter 3K
H KA.

send.buffer.bytes

type: int
Default: 131072 (128 kibibytes)
Valid Values: [-1,...]
Importance: low

REBYRNE AN TCP AX% WX (SO_SNDBUF)HIX/N, MR(EN -1, NERAEERSEIA
{EO

state.cleanup.delay.ms

Type: long
Default: 600000 (10 minutes)
Importance: low

SXEBN, EMERREIERMNE (UZWHEA) . REHKRERED KEWE X,
cleanup.delay.ms 4R,

upgrade.from

Type: string
Default: null
Valid Values: [null, 0.10.0, 0.10.1, 0.10.2, 0.11.0, 1.0, 1.1, 2.0, 2.1, 2.2, 2.3, 2.4, 2.5, 2.6, 2.7, 2.8,
3.0, 3.1, 3.2, 3.3, 3.4, 3.5, 3.6]
Importance: low

RTFLABRENARITAS. M [0.10.0.0, 1.1] FHEH 2.0+, FHEM [2.0, 2.3] FHEF 2.4+
FE, HM 33 ARBEHBRRAN, FREREKEE, RiAN null, EZH{EHN "0.10.0",
'10-10-1|l, "0-10-2Vl, "0.11.0", "1 .0", "1.1", "2.0", "2-1 "’ l'2-2"’ |V2-3", |’2-4l', |12-5|V’ |12-6|’, |12-7|l, '12-8|l,
'13-0|l, V13-1|l, "3-2'1, "3-3Vl, "3.5", "3.5", "3.5", "3.6", "3.6" Egﬁo

window.size.ms
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Type: long
Default: null
Importance: low

HRFIMESRZEBOKRD, LUTEEOS RN E,

windowed.inner.class.serde

Type: string
Default: null
Importance: low

BOIC KRR MNEIAFEIL SR/ REFIMEE. SIS
org.apache.kafka.common.serialization.Serde #0. 1&HF&, 7 KafkaStreams N AREFHIXE
EBASEER, BAERATFM Plain consumer Z/ s A,

windowstore.changelog.additional.retention.ms
type: long

Default: 86400000 (1 day)
Importance: low

FE O maintainMs, UBRARTIEMBEDMBREBUE, RiFrdwEE. BRIAMERN 1 X
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Apache Kafka 7080 AT HREt. BZERENITE, HURIEE ST 1P H8k-,

iRl Eagfk

1.
¥ access.redhat.com,

2.
mMERELZEBKS,, FHRR—KS,
3.
BREIRAI
BUETH
1.
¥ access.redhat.com,
2.
S4nE My Subscriptions,
3.
S E BUERITEE HEA KR 16 ADEE S,
Tk Zip #1 Tar XX+

ZUiln] zip 2 tar X, FERAZSTIPRISER TENAXHE. MREER RPM EHE, NIAEE
X—%,

NGB FHERLAER /T 1M, 7~ & TEm, Mkl
access.redhat.com/downloads,

1£ INTEGRATION AND AUTOMATION B3xh#kEl Apache Kafka for Apache Kafka i

=
ko

e Apache Kafka iR ii. LWHR$TH Software Downloads T,
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HiH#4M Download i,

{51/ DNF ZE5#a

EREPHAURATH Sk Aa, HER -
I dnf install <package name>

BEMNKERPRE A TGS, HEM -
I dnf install <path_to_download_package>

BT 2024-04-30
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