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7 bootstrap k%5 23713K,

2.3.ssL (MY TLS IRAFIZREEMH)

AT LA A SSL BREMBILEENAR, LU —FRIFgrimh AREM Kafka ERE FRET TLS B9B@
Eo BRTIETLSEEMN, WAL AILITE Kafka KEEERERIEESIHFN TLS IRAFHERABLEL, MR
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ssl.endpoint.identification.algorithm Bt /5 2R ENBEIUE ((GEATF Kafka & im - Kafka
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SSL ECiE B

#...

config:
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FHTEE, WREEMTE i, FEREBERZFTLS2, NIRZFA,
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Q B IRE S HTTPS SEEAENZRIE, — PN EFRBLEAIIL

2.4. TRUSTEDCERTIFICATES

%8 tls EERE TLS NG, £ trustedCertificates B secret FIFRIRMHIFF LU X.509 X (LR
BB,

& A LUEFE Cluster Operator 7 Kafka SEE¥0IEE M secret, WAL B 2H TLS IEBXXEF, REMX
A8 Secret :

oc create secret generic MY-SECRET \
--from-file=MY-TLS-CERTIFICATE-FILE.crt

TLS &R ERH

tls:
trustedCertificates:
- secretName: my-cluster-cluster-cert
certificate: ca.crt
- secretName: my-cluster-cluster-cert
certificate: ca2.crt

MBIF B EFEER— secret A1, MIATLLZ RFIH,

MMREEFE TLS %, BFEH Java M IECA A FIERMAVIES, KA LU trustedCertificates
FEENLEEA -

BN Java it PG TLS BBl
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I trustedCertificates: []

BXEE mTLS SHEIERIFESE, 155# KafkaClientAuthenticationTls IR 5%,

2.5. RESOURCES

& RIEKRFARE, LSl Apache Kafka BERREVEIR, EAI LN PIFEFH cpu HRIEEIE KR
{Ho THRNIZ B LR Kafka BOTEREMERE,

AL IR RE KRR TS NER, Fin, NAREREE OpensShift KR HIHIR,

Xt F Kafka, EREBILL T AEAREASRINITE

3
3
i
jund
T
=5
m

o FERFMLEFAK/
o MIEHERMSLENE
o EENIERENHE
o IHMNREHE
NHEREREENERE, FRATHIFER, HRRERESEFHTERNEATIR, HRFARE

ZANBEFERERE, BUEATZETH, SRRAEETRTAN RS ERRG, THRRERRL
8, WLIEHDE.

YR 2

BERIE K MPRIE
Resources
e
Requests Limits i
(Guaranteed) (Temporary - if available)
]
< >

Maximum resources

INREEIXEREIN & B XEIHK, FRZ, OpenShift RIFHERMERTFREIFIER, HHRIXEESE
B SRAIBR(EIRIEARSS I8, BN OpenShift A& IEREE, RIEETERE,

EA LA — D HE N R IRECE HIRIE KRR E,
iR E B

apiVersion: kafka.strimzi.io/vibeta2
kind: Kafka
metadata:
name: my-cluster
spec:
kafka:
#...
resources:
requests:
memory: 64Gi
cpu: "8"

15
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Topic Operator #1 User Operator B TR 15 K FIBRIETE Kafka TR X IE,

JNRBIRIE KL OpenShift RBHHHTATAKR, NFASHAEZESHE,

limits:
memory: 64Gi
cpu: "12"
entityOperator:
#...
topicOperator:
#...
resources:
requests:
memory: 512Mi
cpu: "1"
limits:
memory: 512Mi
cpu:"1"

pa =

Apache Kafka B8 OpenShift iiERIEE WM cpu HiR, B RXIE OpenShift FE
BUHERRNELZER, ESHEEASRNITERR,

R HIR

16

EREREFRRN, HEEBHEFNEZER,

Kafka £ JVM RRiZ1T, HERBRFERSENTEEFES AMERIFEEBEIE, Kafka BIREFIE KN 1%
EA JVM M TTEZ%F. SF LIEE jvmOptions B RIEHI RN R KHER N,

HAs AHERERIF T E%F. S LUETREE jvmOptions ISR T, EHI#EX/NIER TRERNE

YR
BtilRo

REFERFMBELIRF T, CGB. KFTHTFHFTIEE, ENBPERUTEL :

e MZ*XTMB

e GXmKGB

® Mi X3k mebibytes
e Gi {3k gibibytes

FEAFRREF R TR EIRRA

#...
resources:
requests:
memory: 512Mi
limits:
memory: 2Gi
#...

BRAFMBMEMS RN ATHIEE, BFEHRE R7.


https://kubernetes.io/docs/concepts/configuration/manage-compute-resources-container/
https://kubernetes.io/docs/concepts/configuration/manage-compute-resources-container/#meaning-of-memory

CPU %R
CPU 153K 1Z B LARER 1Rt AT SERIMEBE. CPU 15 RFNRREILA cores 3% millicpus/millicores IR 315

Eo

CPU PIRI8TE W EEH(5 A CPU PIi%) 3+ 41(2.5 ™ CPU FI#%), 1000 millicore 5 14~ CPU PI#%#8

|E_|o

CPU HR4Hl

#...
resources:
requests:

cpu: 500m

limits:

cpu: 2.5

#...

14 CPU AT HERE N A BERE#BE OpenShift ITEAT .

BX CPUMMBHEZER, HSH CPUHLH,

2.6. IMAGE

£/ image Bt EBH G FHANERT R,

REAEREERTRNES registry EE LHEKH, FRUERKER TEZRRHE K.

B, HRIEEIMLE A Fo1FiF] Apache Kafka B Streams {ERA SR FMEE, ERILEH Apache Kafka
BERORIMBEEE], B2, MREBMHIRS Apache Kafka FREY Streams 73R, NIEHTRETL
SEEB I,

BEEEMBIAL AT B E L FHFATF AR,

BRI LAMER LT EUREAR image BHEEEE R THEGNBSRHE -

Kafka.spec.kafka

Kafka.spec.zookeeper
Kafka.spec.entityOperator.topicOperator
Kafka.spec.entityOperator.userOperator
Kafka.spec.entityOperator.tisSidecar
Kafka.spec.cruiseControl
Kafka.spec.kafkaExporter
Kafka.spec.kafkaBridge
KafkaConnect.spec
KafkaMirrorMaker.spec

KafkaMirrorMaker2.spec

17
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e KafkaBridge.spec

BN Kafka SiERAT B0 E M Kafka H4 B HEERIRA, 0 Kafka Exporter, XLt
AR FARA, FEULEEL Kafka BRIRAN T EBFNHERE,

N Kafka, Kafka Connect #il Kafka MirrorMaker Bd&image Bt

Kafka. Kafka Connect # Kafka MirrorMaker Sx#% /> Kafka hk A&, SENMHESEEB CHNHKR. TH
Kafka IRAHIEIARBREU TN ELZEHEE :

STRIMZI_KAFKA_IMAGES

STRIMZI_KAFKA_CONNECT_IMAGES

STRIMZI_KAFKA_MIRROR_MAKER2_IMAGES

(B%H) STRIMZI_KAFKA_MIRROR_MAKER_IMAGES

IXEEIME L ETE Kafka IRAFN R RRZ FIRIBRES, S5 image # version B4 —i2FEH, LUBE
AT AR (% -

o MRBENHRERAEBHA LGS RA, N A BiLH Cluster Operator BIEKIA Kafka kA,
FANGREEINED EFR S LARAN MBI R,

MEET image {B%XEIEE version, NIEEMNGEESBER, H version HRiXH
Cluster Operator FI2kiA Kafka kx4,

MR version, {B&ARHt image, NIEASIEZ & RAEIRAN MK,

MERREE T version fl image, NMIFRAENER. BXGEHRIESTEATEREN
Kafka 5{%&.

HHEH BHRA RA AT TESEPERE :

*F spec.kafka.image #1 spec.kafka.version #1# Kafka,

*tF spec.image il spec.version g Kafka Connect #1 Kafka MirrorMaker.

18



==
[=]

>

BIUE{URHEt version, HFIEE image B, XAIHAEE B E X R HEE
Hile, MREESEENHTAE Kafka i ANE &, RIFACE Cluster Operator

RIMRZ &,

EHMFIREDEE image Btk

S FHMAHK B E X FRPM image B, EHEBHRGALEMR. NREFXE image EH,
NfEFATE Cluster Operator BB EHISE N IMELEM AR, MRTE Cluster Operator EEEHEAE

ME&AT, WERRKAME

MBEXGEHRNELENEZEL, HESHEE Cluster Operator,

o

x 2.1, BHEMEEEMEINE
e

STRIMZI_DEFAULT_TOPIC_OPERA
TOR_IMAGE

Topic Operator

STRIMZI_DEFAULT_USER_OPERA
TOR_IMAGE

User Operator

STRIMZI_DEFAULT_TLS_SIDECAR
_ENTITY_OPERATOR_IMAGE

Entity Operator
TLS sidecar

STRIMZI_DEFAULT_KAFKA_EXPO
RTER_IMAGE

Kafka Exporter

Sything Control STRIMZI_DEFAULT_CRUISE_CONT

ROL_IMAGE

Kafka Bridge STRIMZI_DEFAULT_KAFKA_BRID

GE_IMAGE

RABitk

registry.redhat.io/amq-
streams/strimzi-rhel9-
operator:2.7.0

registry.redhat.io/amq-
streams/strimzi-rhel9-
operator:2.7.0

registry.redhat.io/amq-
streams/kafka-37-rhel9:2.7.0

registry.redhat.io/amq-
streams/kafka-37-rhel9:2.7.0

registry.redhat.io/amq-
streams/kafka-37-rhel9:2.7.0

registry.redhat.io/amq-
streams/bridge-rhel9:2.7.0

19
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HHF INRZE A&
Kafka initializer STRIMZI_DEFAULT_KAFKA_INIT_I registry.redhat.io/amq-
MAGE streams/strimzi-rhel9-
operator:2.7.0
BREEEETH

apiVersion: kafka.strimzi.io/vibeta2
kind: Kafka
metadata:
name: my-cluster
spec:
kafka:
#...
image: my-org/my-image:latest
#...
zookeeper:
#...

2.7. LIVENESSPROBE #1 READINESSPROBE K&

{8/ livenessProbe #1 readinessProbe &1+ Apache Kafka Ei& 7 # Sz e ER I A HRM,

EEOEZEHEN, AFRIENRREFOERRL. 24 Healthcheck I KA, OpenShift &
ENARREFEAERE.

BRERNBHE, HESHARERFEEMSSEER,

livenessProbe #1 readinessProbe #B3z L. Tk :

initialDelaySeconds

timeoutSeconds

20


https://kubernetes.io/docs/tasks/configure-pod-container/configure-liveness-readiness-probes/

periodSeconds

successThreshold

failureThreshold

AR ERN R E A

#...

readinessProbe:
initialDelaySeconds: 15
timeoutSeconds: 5

livenessProbe:
initialDelaySeconds: 15
timeoutSeconds: 5

#...

£ livenessProbe fl readinessProbe i E Z{E R, iHSMH FNEHSE,

2.8. METRICSCONFIG

£ metricsConfig Et¥/5 FAMIECE Prometheus 35Fr.

metricsConfig B2 &% 2H Prometheus JMX Exporter B9 ConfigMap A ECEKNSI A,
Apache Kafka 573l Prometheus JMX exporter 9 Prometheus #5#745$ Apache Kafka 1
ZooKeeper Z i JMX 5155 #t 8 Prometheus 5#7.

BAERH—SERBENTE R T/E A Prometheus metrics 5, EaILIfE
metricsConfig.valueFrom.configMapKeyRef.key T3 @& 22341 ConfigMap, %5|fHZest#+
i, AAEERSBAT, RECilHKkERA,.

W4 Kafka f5HrECiER ConfigMap =4l

21
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kind: ConfigMap
apiVersion: v1
metadata:
name: my-configmap
data:
my-key: |
lowercaseOutputName: true
rules:
# Special cases and very specific rules
- pattern: kafka.server<type=(.+), name=(.+), clientld=(.+), topic=(.+), partition=(.*)><>Value
name: kafka_server_$1_$2
type: GAUGE
labels:
clientld: "$3"
topic: "$4"
partition: "$5"
# further configuration

Kafka B35 HrECE B

apiVersion: kafka.strimzi.io/vibeta2
kind: Kafka
metadata:
name: my-cluster
spec:
kafka:
#...
metricsConfig:
type: jmxPrometheusExporter
valueFrom:
configMapKeyRef:
name: my-config-map
key: my-key
#...
zookeeper:
#...

BRftrE, &m0 9404 AFEA .

L PR A E X metricsConfig (KB FAM metrics) EBHER, Prometheus Eira#EH,

22



BXEBEHEZE Prometheus Hl Grafana WEBEZ{E R, HESH S55r8] AR Kafka,

2.9. JVMOPTIONS

LLUF Apache Kafka 4H#-891E Java EFIHL(JVM)HIETT -

Apache Kafka

Apache ZooKeeper

Apache Kafka Connect

Apache Kafka MirrorMaker

Apache Kafka Bridge FJ37

BEFRAFEMERPRIEHE MR, EaLIELTRIRPAE jvmOptions B :

Kafka.spec.kafka

Kafka.spec.zookeeper

Kafka.spec.entityOperator.userOperator

Kafka.spec.entityOperator.topicOperator

Kafka.spec.cruiseControl

23
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KafkaNodePool.spec

KafkaConnect.spec

KafkaMirrorMaker.spec

KafkaMirrorMaker2.spec

KafkaBridge.spec

e AR RCE R E LU TR -

-Xms

JVM S 5hi iR/ N DEE 2 B HE K/

-Xmx

ERAHER/N

JVM 95 5052 17H 15601

javaSystemProperties

HitbxGiE M

gcLoggingEnabled

J& ALK R 28 B iC &

JVM ZE#HZHHITT (30 -Xmx # -Xms ) X RifEG S JDK java Z3FHISCH s
B¥t, Hib, 1g =% 1G &= 1,073,741,824 =17, Gi FRAVMNHLIESR, XS5BT
RFERKMBRE W TAE, HEHE OpenShift A, Hrh 1G &7 1,000,000,000 =
1, 1Gi & 1,073,741,824 7,

24



-Xms 1 -Xmx &5

BR T BB RERFIERMBEES, ELTLUER -Xms # -Xmx JVM ET09EE JVM SHERE
BIHER/N, A -Xms ETBSERNIEHER /N -Xmx 5T, LUE R KHER D,

BEMEXR/D, LEFHIEH SRS JVM WRGE, HXNNTRLRA FE0RERE (FEK) , mF
HEide, ¥EXNUREMENFEERBREEEENAFEREDEN. MRESFEREPEEHKX
N, (BREAEEREH (FMiEXK) , Cluster Operator & B 5L EERIAMIHEK /N, Cluster Operator
RERFFREE R 2 X BRIAN R K EH S/,

TRERTEIABIHEE,

* 2.2. AHBEOAHELE

A SREHNTHARERS SARH
;4
Kafka 50% 5GB
ZooKeeper 75% 2GB
Kafka Connect 75% None
MirrorMaker 2 75% None
MirrorMaker 75% None
Sything Control 75% None
Kafka Bridge 50% 31Gi

MEZBFERFRS (FFKR) , W JVM BS/NHER/NZES 128M. JVM BERKHEX/NEBRE
X, DAFRFREZZIEM, X2 I L PR E—T MR IR,

RESHNARFEFRITERBEILLTREA

MR R EZTHMERENNELES, OpenShift REIERSR,

OpenShift FARFEINEFRRHT R, MR -Xms KiEH -Xmx, NEFRFILEDERT ;

mREA, NESRRERT.

25
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EAXHIh, JVMFF 2 GiB (=2,147,483,648 1) AT HH#, JVM AEHE S E0kbR AKX NZH
%,

7P -Xmx 1 -Xms BE

#...
jvmOptions:
"-Xmx": "2g"
"-Xms": "2g"
#...

79 initial (-Xms)fIx K (-Xmx)¥X/MNEEHRBRE, sTLLER JVM BoiERS9BRE, EERARTEE
W REENR T X,

B8

PUTKERE 110 (M1 Kafka KEEASR) NASTETHRFRFRFERSITTEZE.
NFXHENER, HRNAFENEEST JVM ERANRTRE,

-XX %5

-XX %5 F&& Apache Kafka ) KAFKA_JVM_PERFORMANCE_OPTS %7,

Bl -XX BSiE

jvmOptions:
"XX":
"UseG1GC": "true"
"MaxGCPauseMillis™: "20"
"InitiatingHeapOccupancyPercent": "35"
"ExplicitGCInvokesConcurrent": "true"

26



A -XX BEERH JVM 2T

-XX:+UseG1GC -XX:MaxGCPauseMillis=20 -XX:InitiatingHeapOccupancyPercent=35 -
XX:+ExplicitGClnvokesConcurrent -XX:-UseParNewGC

MBEEIEE -XX %5, W{EA KAFKA_JVM_PERFORMANCE_OPTS HIZRiA
Apache Kafka Bi&.

javaSystemProperties

javaSystemProperties i FECEXIA K Java REiEY, MAKLAER.

javaSystemProperties At & =Hl

jvmOptions:
javaSystemProperties:
- hame: javax.net.debug
value: ssl

X jvmOptions WE%Z{E R, #HSH JymOptions EX5%E,

2.10. B BERAE HSIE R

jvmOptions BHX R VRS RMZEALIEESR(GC)AEFILK. RIAMERTEHEMA GC BFicxk. &R

M©, iHiXi& gcLoggingEnabled B, MT/A= :

GC A&k ETH
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#...

jvmOptions:
gcLoggingEnabled: true

#...

28



Bt

spec

status

% 35 KAFKA BEXSE

& 33 KAFKA EX5E

KafkaSpec

KafkaStatus

50

Kafka #1 ZooKeeper S£8¥HIFIIG, LK Topic
Operator,

Kafka #1 ZooKeeper S£EFHIRE, LUK Topic
Operator,

29
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30

#BF : Kafka

Bt

kafka

zookeeper

entityOperator

clusterCa

clientsCa

cruiseControl

jmxTrans

kafkaExporter

maintenanceTimeWindows

%5 4 = KAFKASPEC £ixX&#

KafkaClusterSpec

ZookeeperClusterSpec

EntityOperatorSpec

certificateAuthority

certificateAuthority

CruiseControlSpec

JmxTransSpec

KafkaExporterSpec

FRBHA

30

i & Kafka &£,

ZooKeeper EBMIFCE., 21TETF
ZooKeeper #J Apache Kafka B0 B &R
P

fid B 224K Operator,

e EERIEP AN,

B &% F ik B ML,

EZi& Cruise Control 88, TEIEENERE
Cruise Control S£4l,

jmxTrans B3 M. jmxtrans E#KF

F, FF7E Apache Kafka 2.5 #J Streams H
BAFEX ¥R, M Apache Kafka 2.5 BY
Streams 744, JMXTrans AE#IZHE, XA
WIS 7R BE

fig & Kafka Exporter, Kafka Exporter I LA$R
WA BIIETT, BIANTE topic/partition BI3H
HEHANFE,

BT ESHIR R E SR (BHEFLE
11 o BN FEEE cron RIAHE o
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88 5 2 KAFKACLUSTERSPEC &R 5%

{#MAF : KafkaSpec

KafkaClusterSpec == BT ESIZ*

A& Kafka 48,

5.1. 0rgs

{5 listeners B ECE i ITRREF iRt Kafka {XERRI;IA],

BEASHRIENE®E (RINE) hinrsikEsrs

apiVersion: kafka.strimzi.io/vibeta2
kind: Kafka
spec:
kafka:
#...
listeners:

- name: plain
port: 9092
type: internal
tls: false

#...
zookeeper:
#...

5.2. CONFIG

{$/ config BT Kafka {CEETRCE N,

XA LR LT JSON K8z — -
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Frr

Number

LGS

R LR EFHACE Apache Kafka ST Sl 89% 5,

{82, Apache Kafka B fi SiREMEER S LU TASTHERMET, MXELEEN :

el (nE. FHEIERRE)

i 23 AciE

fCIE ID Edi&

ERSEIER %

Inter-broker #&{5

ZooKeeper E#

EEREERUTHZRNEY -

advertised.

32
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R,

broker.

controller

cruise.control.metrics.reporter.bootstrap.

cruise.control.metrics.topic

host.name

inter.broker.listener.name

i 25,

WOTES.

log.dir

AR

process.roles

SASL.

& 53 KAFKACLUSTERSPEC X &%
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[}
ZeH.
[}
servers,node.id
[}
ssl.
[}
super.user
[}
zookeeper.clientCnxnSocket
[}
zookeeper.connect
[}
zookeeper.set.acl
[}

zookeeper.ssl

MR config B E— I EEBHMNET, B2, FHIFEERER1CXE Cluster Operator Hi&
X, A HMBITRRETER LB Kafka, BI3EX] Apache Kafka B9 Streams EC& BRI LL T HISH -

[}

SR TLS IRAHZ S EAHEM ssl BBiE
[}

zookeeper.connection.timeout.ms EBHMESE, LUXEEIL ZooKeeper MR AN A
[}

Cruise Control f5trEH :

cruise.control.metrics.topic.num.partitions

cruise.control.metrics.topic.replication.factor

34
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[e]
cruise.control.metrics.topic.retention.ms
[e]
cruise.control.metrics.topic.auto.create.retries
[e]
cruise.control.metrics.topic.auto.create.timeout.ms
[e]
cruise.control.metrics.topic.min.insync.replicas
[ ]
ZHZREN
[e]
controller.quorum.election.backoff.max.ms
[e]
controller.quorum.election.timeout.ms
[e]
controller.quorum.fetch.timeout.ms
Kafka {CERECIE B

apiVersion: kafka.strimzi.io/vibeta2

kind: Kafka

metadata:

name: my-cluster
spec:
kafka:
#...
config:

num.partitions: 1
num.recovery.threads.per.data.dir: 1
default.replication.factor: 3
offsets.topic.replication.factor: 3
transaction.state.log.replication.factor: 3
transaction.state.log.min.isr: 1
log.retention.hours: 168
log.segment.bytes: 1073741824
log.retention.check.interval.ms: 300000
num.network.threads: 3
num.io.threads: 8
socket.send.buffer.bytes: 102400
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socket.receive.buffer.bytes: 102400

socket.request.max.bytes: 104857600

group.initial.rebalance.delay.ms: 0

zookeeper.connection.timeout.ms: 6000
#...

5.3. BROKERRACKINITIMAGE

BRANERAE, Kafka {CE pod [ init 23M OpenShift £&8 1 mIERS. ATHARNAESR
BRI LA brokerRackinitimage B 1TECE, R4 brokerRackinitimage P, IRBILE
R IsiFRe s FA LA T Bidk -

£ Cluster Operator E¢i& g STRIMZI_DEFAULT_KAFKA_INIT IMAGE #5725 &rhigE
FET R

registry.redhat.io/amq-streams/strimzi-rhel9-operator:2.7.0 container image.

brokerRackinitimage Aci&Rfl

apiVersion: kafka.strimzi.io/vibeta2
kind: Kafka
metadata:
name: my-cluster
spec:
kafka:
#...
rack:
topologyKey: topology.kubernetes.io/zone
brokerRacklnitimage: my-org/my-image:latest
#...
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REENKERT, FBRUUEAZEE=ASRGIER, HPFEEATRNEAS registry, i
m, RAEMRLFSREFE Apache Kafka B9 Streams A 23 registry, 7EiXFh
BRT, ERZE# Apache Kafka £i{&f9 Streams, SHEMBEHES ], MRAEBEMNE
{&5 Apache Kafka Bi{&0 Streams F# 7S, NEewaELEEE I,

5.4. LOGGING

Kafka #f B CHTREN BEIC RS, Hhaf:

log4j.logger.org.l0ltec.zkclient.ZkClient

log4j.logger.org.apache.zookeeper

log4j.logger.kafka

log4j.logger.org.apache.kafka

log4j.logger.kafka.request.logger

log4j.logger.kafka.network.Processor

log4j.logger.kafka.server.KafkaApis

log4dj.logger.kafka.network.RequestChannel$

log4j.logger.kafka.controller

log4j.logger.kafka.log.LogCleaner
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log4j.logger.state.change.logger

log4j.logger.kafka.authorizer.logger

Kafka {1/ Apache log4j B&ic %2352,

{2/ logging BtEEcE B XL XM B KL RKEZ L.

fEa LA BEHEE S IC KB (E%) SHEMABENL (488) ConfigMap Ki%i&B&EZ.
MR{EA ConfigMap, #ETILLET logging.valueFrom.configMapKeyRef.name B4 & &S 45H
SIDRACEM ConfigMap &%k, 7E ConfigMap th, B&ic kA& logdj.properties
¥, logging.valueFrom.configMapKeyRef.name 1 logging.valueFrom.configMapKeyRef.key &
#FMI2oEHN, FREENTHEYAFICREERN ConfigMap 27 Cluster Operator ;21T {1 B & X FGR
g, REESXRDARERMRE. MREFEEBEN ConfigMap, NEARKIABRILTKKE, MR
EAEXERENAKICKEE NEhZASIEREREK ERAKIIFRKE. AXASIHINESE
B, &2 Apache Bl RS,

EXE, HIED A # ABAXRICE BRFl. inline BRICEKIEERA®RTICEBEN, EATLLE
R ERHAFICERHINE loggers BHEEXE B &L,

MEXBA&ICK

apiVersion: kafka.strimzi.io/vibeta2
kind: Kafka
spec:

#...
kafka:
#...
logging:
type: inline
loggers:

kafka.root.logger.level: INFO

log4j.logger.kafka.coordinator.transaction: TRACE

log4j.logger.kafka.log.LogCleanerManager: DEBUG
log4j.logger.kafka.request.logger: DEBUG
log4j.logger.io.strimzi.kafka.oauth: DEBUG
log4j.logger.org.openpolicyagents.kafka.OpaAuthorizer: DEBUG
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4

ol

RBEFPGES N DEBUG AIRER S BAEHEH, FHrTsEanittae.

AEAEZILE

apiVersion: kafka.strimzi.io/vibeta2
kind: Kafka
spec:
#...
logging:
type: external
valueFrom:
configMapKeyRef:
name: customConfigMap
key: kafka-log4j.properties
#...

ERECER AT A B &L ] G%E S OFF,

MR Cluster Operator 8% Kafka, NIZAR X Kafka B &0 EH 0 HER,

MRFERAABATILTE, WEBEHINERE BRI E .

hkER 2R (GC)

Bk BB EE 28 B il skt aT LUEA jvmOptions B /EH  (E2A)

5.5. KAFKACLUSTERSPEC [t

Bt EERR
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40

Bt

version

metadataVersion

replicas

image

s

string

string

string

GenericKafkaListener %
2H

sk

Kafka RERRRA. BN NEIFIRE, HS10A
T R SR R R A PR B

1E Streams for Apache Kafka 2.7 B30,
Kafka SEB¥{H FH B KRaft TTEUIBIR A, 1E
ZooKeeper R Fiz1TH, RABILEM,
MREEZERY, NS version
T N B ST BB R A

SR pod BB, LT RUMIRB/ERAN,
BELEM,

FAF Kafka pod R R. RSB IEXER
M, MIBRIA Kafka SRR A SIRYE A BB
RE, BHRBIMEL IBRIE Cluster
Operator BB & AN N AR AN, BEEX Kafka i
RIRAT = B8 h b A 4 BT Rk A,

0 Kafka Exporter,

BCiE Kafka REERY IR IF2 .



Bt

config

storage

&

rack

brokerRacklInitimage

livenessProbe

map

EphemeralStorage,
PersistentClaimStorage,
JbodStorage

KafkaAuthorizationSimp
le,
KafkaAuthorizationOpa,
KafkaAuthorizationKeyc
loak,
KafkaAuthorizationCust
om

Rack

string

probe

& 53 KAFKACLUSTERSPEC X &%

sk

TEREBBLUTHILM Kaftka KIEEER
% : listeners, advertised., broker., listener.,
host.name, port, inter.broker.listener.name,
sasl,, ssl., security., password., log.dir,
zookeeper.connect, zookeeper.set.acl,
zookeeper.ssl, zookeeper.clientCnxnSocket,
authorizer., super.user,
cruise.control.metrics.topic,
cruise.control.metrics.reporter.bootstrap.ser
vers, node.id, process.roles, controller.,
metadata.log.dir,
zookeeper.metadata.migration.enable (if7
A zookeeper.connection.timeout.ms,
sasl.server.max.receive.size,
sasl.server.max.receive.size,
zookeeper.connection.timeout.ms,
sasl.server.max.receive.size, ssl.cipher.suites,
ssl.protocol, ssl.enabled.protocols,
ssl.secure.random.implementation,
cruise.control.metrics.topic.num.partitions,
cruise.control.metrics.topic.replication.factor
, cruise.control.metrics.topic.retention.ms,
cruise.control.metrics.topic.create.retries,
cruise.control.metrics.topic.auto.create.time
out.ms,
cruise.control.metrics.topic.min.insync.replic
as,
controller.quorum.election.backoff.max.ms,
controller.quorum.election.timeout.ms,
controller.quorum.fetch.timeout.ms) .

FHERE (ME) . TEEH. SRR
BERN, RELLEE.

Kafka REEBVIRIVEE.

fid & broker.rack {IEA &,

HTF #0441t broker.rack B9 init S 28H9%5
1%

Pod FEEKE,

41



Red Hat Streams for Apache Kafka 2.7 Apache Kafka AP &7

42

Bt

readinessProbe

jvmOptions

jmxOptions

resources

metricsConfig

logging

&R

tieredStorage

probe

JvmOptions

KafkadmxOptions

ResourceRequirements

JmxPrometheusExporte
rMetrics

InlineLogging,
ExternalLogging

KafkaClusterTemplate

TieredStorageCustom

sk

Pod AR E,

pod B9 JVM JETT,

Kafka SRR UMX 1237,

EREH CPU IREHIR,

B,

Kafka BB &KL KECE,

Kafka B FTRAVENR, ZERAVFAFIEE

AT 4 A OpenShift B,

1 Kafka RIEBEZE 9 /ZEETIHEE.


https://kubernetes.io/docs/reference/generated/kubernetes-api/v1.23/#resourcerequirements-v1-core

% 6 3 GENERICKAFKALISTENER X &%

2% 6 2= GENERICKAFKALISTENER 5%

{#MT : KafkaClusterSpec

GenericKafkaListener 23\ B 525K

BB RITRER, LUEESR| OpenShift RERHISERM Kafka AE,

XA LUE Kafka SR ECE LITRERF.

BREIFEEEEMN Kafka BRRHI

apiVersion: kafka.strimzi.io/vibeta2
kind: Kafka
metadata:
name: my-cluster
spec:
kafka:
#...
listeners:
- name: plain
port: 9092
type: internal
tls: false
- hame: tls
port: 9093
type: internal
tls: true
authentication:
type: tis
- name: externali
port: 9094
type: route
tls: true
- name: external2
port: 9095
type: ingress
tls: true
authentication:
type: tis
configuration:
bootstrap:
host: bootstrap.myingress.com
brokers:
- broker: 0
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host: broker-0.myingress.com

- broker: 1
host: broker-1.myingress.com
- broker: 2
host: broker-2.myingress.com
#...
6.1. IR0 ds

EoT LU A Kafka 55E A listeners EBHEECE Kafka KB LITERF. WMIT3s#ie U,

i 23 ACiE B

listeners:

- hame: plain
port: 9092
type: internal
tis: false

£ Kafka S£&Fh, BHFHROALEK—K, B SN EREFEEE—NEHRNRA, &L
ESNETERF. AHKERS T 25 MFF, HNEFRANBFHR.

6.2. PORT

mOSE Katka £EPEANGRO, XAERRE S mARD RO,

LoadBalancer fiilff2F A ENIROS, M internal # cluster-ip YRR

Ingress 1 B M W AiRO 443 Ui

NodePort fiilff2F {3 H OpenShift 9 EcHIEROS
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% 6 3 GENERICKAFKALISTENER X &%

S & EERE, Fithib R OB TS24 bootstrap BRS5. #EAILIM Kafka ¥EGREIRASH TR
Bo

KR P iniE A b Fiw O A & 5Bl

oc get kafka <kafka_cluster_names -o=jsonpath="{.status.listeners[?
(@.name=="<listener_names>")].bootstrapServers}{"\n"}'

B

LohE P ik E NIRRT R, e LEARO 9092 sKE SR 4<(9093.
9094 %), BE—&HIN, MiFEFEILEERE NEMY interbroker E{5(9090 #1 9091).
Prometheus #517(9404)H1 JMX (Java BB )Lk 122(9999)R H w0,

6.3. TYPE

KEIGE N internal, X FHAEBUIFER, ®EN route, loadbalancer, nodeport, ingress =k
cluster-ip, A RILABCE cluster-ip (iilfrds, X2 A FHEBE X HHLHRNAREEITER KR,

internal

AT LUEA tls BHEERASAF B R ERRBLITER.

B LIRS BRETH

#...
spec:
kafka:
#...
listeners:

#...

- name: plain
port: 9092
type: internal
tls: false

- hame: tls
port: 9093
type: internal
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tls: true
authentication:
type: tis
#...

route

BLES SR IFFERE, LUEEMA OpenShift Routes 1 HAProxy EH23 A FF Kafka,

HEA Kafka {$E pod fI/E—1%H Route, flIE%i% Route LMEN Kafka bootstrap ik,
Kafka 2 /i ol M X 2 Routes ¥ Rii O 443 LM Kaftka, &/ im@idiw0 443 (BUARBHSS
W) F, ERESKAFEREENHD, AH4 9094,

B HIrREFEERA

#...
spec:
kafka:
#...
listeners:

#...

- name: externali
port: 9094
type: route
tls: true

#...

ingress

EEA LIRS, LUEM Kubernetes Ingress # Ingress NGINX Controller for Kubernetes
~FF Kafka,

HEA Kafka fCEE pod /E—1%H Ingress HiR. AIEZIAM Ingress FiIR, LIA{E Kafka
bootstrap ik, Kafka 25/ el LU X EE Ingress FiR{EIRO 443 L #EDl Kafka, 2/ it
WO 443 (BUAEZERISmO) 51, EREcBHIEEENED, UTRAIH) 9095,

R GenericKafkaListenerConfigurationBootstrap #l
GenericKafkaListenerConfigurationBroker B € bootstrap 1 per-broker fR55fERKIEH
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https://github.com/kubernetes/ingress-nginx

%O

ingress fiilfrZ3Eci& 2 fI

#...
spec:
kafka:
#...
listeners:
#...
- name: external2
port: 9095
type: ingress
tls: true
authentication:
type: tis
configuration:
bootstrap:
host: bootstrap.myingress.com
brokers:
- broker: 0
host: broker-0.myingress.com
- broker: 1
host: broker-1.myingress.com
- broker: 2
host: broker-2.myingress.com

4

al

Kubernetes il}iz,

LoadBalancer

% 6 3 GENERICKAFKALISTENER X &%

{8 Ingress BRI ITERF LA1 Rt Ingress NGINX Controller for

EEAN L IFTER, LAMEH Loadbalancer 2:%! Service /A FF Kafka,

JEA Kafka {$E pod BIB—1N T8 loadbalancer IRSS, BB T —MEAM M HI9ESRETY
Kafka bootstrap #iiit, loadBalancers fiilfigEMmOS, AFIF RO 9094,
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& eI LL{EFH loadBalancerSourceRanges BHEACE JE5E H EBRHIXTHEE IP #hbk#im],

loadbalancer fiilfr 23 B i&E 2~

#...
spec:
kafka:
#...
listeners:
- name: external3
port: 9094
type: loadbalancer
tls: true
configuration:
loadBalancerSourceRanges:
-10.0.0.0/8
- 88.208.76.87/32

nodeport

EENSPLITTERE, LUER NodePort 258! Service KA FF Kafka,

Kafka &/ imiE ###5 OpenShift 77 . AIEZISH NodePort iR55KEE)y Kafka
bootstrap i,

7 Kafka {2 pod BcE A &5 HilF, Apache Kafka i Streams § 21745 E pod BT st
ht, EATLUER preferredNodePortAddressType BT A — A Hbht K RIERE 17 s bt

nodeport il EciE =Bl

#...
spec:
kafka:
#...
listeners:
#...
- name: external4
port: 9095
type: nodeport
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% 6 3 GENERICKAFKALISTENER X &%

tls: false
configuration:
preferredNodePortAddressType: InternalDNS

#..
? =
4 Bai, 1ERT SO Kafka EER R TLS FHLEBIF,
cluster-ip

EBERPLITER, LUMERAESMCEER ClusterlP 258 Service EAFF Kafka,

i A AL LRSS B H DNS &M =M El Kafka {CE, EEALLIRSN, EaILlifEA
XRETEF AT Katka £5f, BaILURHS & GTFHE—EER, HImERARE Ingress 2
#x3% OpenShift < API B4,

JEA Kafka {CHE pod BIE—/NH#4 ClusterlP fRS5. %R #9082 —1 ClusterlP Hthit, 34
FEABN B O SM Kafka bootstrap thit, Hit, EeILUF EIrEFEE & HH TCP Wm0
BZEM Nginx Ingress Controller AFF Kafka 5£&f.,

cluster-ip il a3 Bci& =Bl

#...
spec:
kafka:
#...
listeners:

- name: clusterip
type: cluster-ip
tls: false
port: 9096

#...

6.4.TLS
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TLS B2 LEH.

EGH TLS In%E, 55 tis B %E N true. XFF route #l ingress KRBV IFER, WAURKEMH
TLS %,

6.5. HA4IE

RIS RUE AT EE D

mTLS (tls)

SCRAM-SHA-512 (scram-sha-512)

HTF5hEH OAuth 2.0 (oauth)

Custom (AEX)

6.6. NETWORKPOLICYPEERS
{# A networkPolicyPeers e B ML RIS, LRSI RIZE K M0 LR ENE, UWTFRHAERT
@ M tis Wilr238 networkPolicyPeers ECi&.

HEUUFRBI -

RB5% app: kafka-sasl-consumer 1 app: kafka-sasl-producer PLECHIN 2R pod
AILLERER 4 A, MR pod #4715 Kafka fCER{E R —ap % 22 A HhiET,

RABHESH% project: myproject and project: myproject2 Hifp % 22 6| fh2 T8I 2R
pod F el LUEEER tis (iTiERE,

networkPolicyPeers B1£#iEE S NetworkPolicy BEEAH from EBHEERE.
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listeners:
#...
- hame: plain
port: 9092
type: internal
tls: true
authentication:
type: scram-sha-512
networkPolicyPeers:
- podSelector:
matchLabels:
app: kafka-sasl-consumer
- podSelector:
matchLabels:
app: kafka-sasl-producer
- name: tls
port: 9093
type: internal
tls: true
authentication:
type: tls
networkPolicyPeers:
- hamespaceSelector:
matchLabels:
project: myproject
- hamespaceSelector:
matchLabels:
project: myproject2

6.7. GENERICKAFKALISTENER & E

Bt EERR

name string

% 6 3 GENERICKAFKALISTENER X &%

sk

0T ARB9 R, 2R IRA 0T 257048
X OpenShift X &R, ZBMBIMIEL ER
Kafka & HME—, RIFATHNEFRFNHF
M=K, &ZHNDFR,
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B =4 ¢ 3l
port B
type FHRFEE( [ingress, internal,

route, loadbalancer, cluster-
ip, nodeport] Z—)

tls T /RME
B 1pIIE KafkaListenerAuthentica
tionTls,

KafkaListenerAuthentica
tionScramSha512,
KafkaListenerAuthentica
tionOAuth,
KafkaListenerAuthentica
tionCustom

e & GenericKafkaListenerCo
nfiguration

networkPolicyPeers NetworkPolicyPeer #1148

52

sk

Kafka RIEITEEAMNIROS, HOSHITE
YATER Kafka B PME—, RIFIHKOSH
9092 K& 5, {HIHO 9404 #1 9999 R4,
e84 A TF Prometheus #l JIMX, BIE
IrasiB, IHOS Al e 558 Kafka B IHHY
iimE=2 NEN

IIOTARRIRE, IHFFHIRBUNT :

o TR KENIE OpenShift &N
RN FF Kafkaso

o PIRHIRA {FHF OpenShift Routes
SN T Kafka,

e LoadBalancer 2% {3 3
LoadBalancer 2K BUPR 55 3k N FF
Kafka,

o NodePort 2:# {8 NodePort 2584
AR 55 /AT Kafka.

o ingress XA #EH OpenShift Nginx
Ingress SRAFFHH TLS BFH
Kafka,

e cluster-ip REFRENMIEN
ClusterlP %5,

‘RIS EERTLS N#, XBLFEM.

e infr 85 B F P IR IR B

Hip T2 FECE.

1% AT LU R R L i I 2R B0 T B ER, b
PR AN BT 2 OR BAFEITE .
ORI FEOVZESIRAK, TARVFIL L ITeR89
FrAEE. MRkFREERELEES—D
HE, NkiresXArSthslsRa =D ITES
E—IRRE.


https://kubernetes.io/docs/reference/generated/kubernetes-api/v1.23/#networkpolicypeer-v1-networking-k8s-io

&5 7 3 KAFKALISTENERAUTHENTICATIONTLS &%

88 7 2 KAFKALISTENERAUTHENTICATIONTLS 5%

{8 in: GenericKafkaListener

type BHER— A28, TTX 49 ¥ H KafkaListenerAuthenticationScramSha512,
KafkaListenerAuthenticationOAuth, KafkaListenerAuthenticationCustom &
KafkaListenerAuthenticationTls KEIFfER, %} F KA KafkaListenerAuthenticationTls, ©ERER

& tis,

Bt BHRR ek
type string i tls,
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&5 8 & KAFKALISTENERAUTHENTICATIONSCRAMSHA512 SCHEMA REFERENCE

{8 in: GenericKafkaListener

type B R—MZERM, ATX 2 ¥H KafkaListenerAuthenticationTls,
KafkaListenerAuthenticationOAuth, KafkaListenerAuthenticationCustom &
KafkaListenerAuthenticationScramSha512 28, %} F KAy
KafkaListenerAuthenticationScramSha512, ©&%{H scram-sha-512,

type string Wi scram-sha-512,
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% 93 KAFKALISTENERAUTHENTICATIONOAUTH X &%

8% 9 2 KAFKALISTENERAUTHENTICATIONOAUTH #EX&3%

{8 in: GenericKafkaListener

type BHEE—F#I3R, ©aX %2 ¥kH KafkalListenerAuthenticationTls,
KafkaListenerAuthenticationScramSha512, KafkaListenerAuthenticationCustom &
KafkaListenerAuthenticationOAuth X&MER, *FFHKE KafkaListenerAuthenticationOAuth, ©

SEWA1E oauth,

=43 BHRR
accessTokenlsJwt D
checkAccessTokenType H/RME

checkAudience KA

checklssuer KA

clientAudience string

clientld string

clientScope string

clientSecret GenericSecretSource

30

BLE 0] SRR SN JWT, INRIFIER
RO ER S, NS IgEEER
false, EIAE M true,

BB R AHUTIH SRR E, MRBIY
ARSS2%E1E IWT ShEFREE "typ"=HA,
XN false, BRIAE W true,

FRASZERZANE, SARER RG4S

MERE, IMERFET audience IbE, Adh
EF clientld B E & OAuth &/ 1D,
Kafka REBFELE7EH aud (audience) =R
%A H clientld (9552, BIAME N false,

FERASZRELAERE, BRABRT, 8
i validlssuerUri BB BRI EREEL L H,
2RIMME N true,

AR SS 28 5 heim s A4 A REHE RN
#Ro FATF Inter-broker &R 34F, FHFEH
clientld 70 secret 54 & OAuth 2.0,

Kafka fCIE AT A F X 15U AR 55 883 4T B2 55 11E
B OAuth & /i ID, F{EH introspection i
= URI,

FRIAR 55 88 45 i s A 1 SREHE A ROSE
HE, FATF Inter-broker B335, FHiEH
clientld 70 secret 5’4 & OAuth 2.0,

RIS A Kafka IR A F AEIARSS 28
THPIIER OAuth & i secret BY
OpenShift Secret, & introspection i
= URI,
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Bt

connectTimeoutSeconds

customClaimCheck

disableTIsHostnameVerificat
ion

enableECDSA

enableMetrics

enableOauthBearer

enablePlain

failFast

fallbackUserNameClaim

fallbackUserNamePrefix

groupsClaim

56

EERR

BY

string

/RME

#/R{E

/RE

#/R{E

/RE

#/R{E

string

string

string

sk

R IRANAR 55 25 OB (BARD 9 B
i) . MRFAE, NAEREERBE
60 #,

TR AR JWT SR P& i s B0 B 74T
KA S RIS UER] jsonpath i ESR &1, ERIA
TEE,

B SR TLS ENARIE, EKINEN
false.

enableECDSA EH#EFHA. @i RE
BouncyCastle crypto provider j= FAs 2
ECDSA X% #F, ECDSA Z#iH 245,
BouncyCastle FEARE S Apache Kafka #J
Streams —2iT &, (EISHERARRE,

5 FAsZE A OAuth #511. BRUIAME S false,

= A2 A SASL_OAUTHBEARER By
OAuth & 5%E, BERIAE N true,

= FIsE A SASL_PLAIN 9 OAuth 5145
b, HERLAEIET, REEFH MU
Y #., BiAEH false,

JE RS Kafka RERHRZH9ZKUE, RNED)
2P AR R E RS ITI R, BOAEDR
true,

1R userNameClaim {8 E W FE AR FTE,
BAFRAF id WERAF&ER, X{UE
client_credentials {355 1F & & 7E 75—
ERIRME S IDRER, RETERE
7 userNameClaim I/, ©F &4,

T4 fallbackUserNameClaim Byg1%%,
PFERF id, XRATE
fallbackUserNameClaim * true B7EH
FIEERNFEM, 5 username # client id g
S EIE—F 7 ID Z2E% FRIE 2R hZRIEE
BH.

FAFES GBI AR ER A B4R
jsonpath #ifl, 1REXHIAHAIH B E LI 2R
fEH. BABRT, FRIEIREMAH,



Bt

groupsClaimDelimiter

httpRetries

httpRetryPauseMs

includeAcceptHeader

introspectionEndpointUri

jwksEndpointUri

jwksExpirySeconds

jwkslgnoreKeyUse

jwksMinRefreshPauseSecon
ds

jwksRefreshSeconds

maxSecondsWithoutReauth
entication

EERR

string

LiTIN

{H

string

strin

LiTIN

BY

g

{H

sk

HLLAA String [EMA 2 JSON #4H A izER
i, FATRETHNDRRT. RIMEDN

"'(comma),

MR HTTP 15 KRN 22X B R R E R
. WREERE, NFANTZERE
o

EIXKWB HTTP FRETBEL . MR%
BKE, NEANRETE (R, MEILANE
EiFK,

Accept TRk @& RIZTEHE K AIX B BIRIAR
%528, BAINMER true,

ShERAIH SN URI, BB TFEIFAEBENIE
JWT k&,

JWKS IEBim s URI, ATEFAH JWT %
ik,

BB JWKS IEB A B MEE, FIHAH
FRLZE D 607, REBTE
jwksRefreshSeconds =15 Ril# 5] k@,
BRIl 360 B,

AT 7288 JWKS i s v o B AERm
'use' B4, BRIME N false,

HEEEP AR 2 BB RNV R, HIBEIRA
FRBYINS, FMIBHAER, BEEEE
XMRNER, BUAME 17,

FRBRIFTEY JWKS IEFBISIE, R R
MEDH 60, RER
jwksExpirySeconds A5 E I Z| A [H] R,
BRIME S 300 .

EAREFEREIENBERT, S350 KIE
VRTERFAERNRKRE, XAk Apache
Kafka EFTEPIIUETIRE, FEVI R ShETHA
SR iET . RGNS EE KK A
BT, SHEXBRAME, BORNINE
IR, BNRSREEFERE. BRABER
TARRE - B BHRRIEHSIERRE NS
R B R, XA R RSER T
SASL_OAUTHBEARER S2 W EHEI (4
enableOauthBearer 7 truefi}) .

% 93 KAFKALISTENERAUTHENTICATIONOAUTH X &%
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Bt

readTimeoutSeconds

tlsTrustedCertificates

tokenEndpointUri

type

userinfoEndpointUri

userNameClaim

validlssuerUri

validTokenType

EERR

B

CertSecretSource #4H

string

string

string

string

string

string

sk

R IRANAR S5 2R LB (LARD O
i) . MRFAXE, MAHRLEGEBN 60
.

FAF TLS ## 5| OAuth IR BRI EIE T,

L& P imfEA clientld 70 secret 17 &195%:
IERF, FBF SASL_PLAIN H&IR 4 s s A
URl, IR E, % imal LGl
SASL_PLAIN #1783 490E, FHiE2N
username K& clientld, #I%
password % & HE iRl secret, sE N
username KENIKF A&, ¥
password X &y & $accessToken: Al
ZBRVEIN SRS, MEREHEXMNET, B
HEWEEAIN e C&FR%) , H
FPRAIEKPFRAP® (9 no-client-

credentials' ) .

Wi oauth,

¥ Introspection i s BIREIATAF A ID
BIfE 2N, FYEEIRA User Info Endpoint By
URI, LURERAF ido

KB IWT S %IESEE. Introspection
Endpoint MR8k A 8 Bim s N B9 7= B 4
r, BTREIAS ID., Bil N sub,

BT S MIIER SR L EB URI,

Introspection Endpoint 3R [E]#] token_type
BHEMNEME. HERME, BRABERTAR

RE,



%5 10 3 GENERICSECRETSOURCE #&X&%

28 10 &= GENERICSECRETSOURCE #EA5%

AT : KafkaClientAuthenticationOAuth, KafkaListenerAuthenticationCustom,
KafkaListenerAuthenticationOAuth

B EHERR ik
key string secret [E7Zf7E OpenShift Secret ARy,
secretName string B4 secret {EFI OpenShift Secret &,
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%5 11 2= CERTSECRETSOURCE X &#¥

AT : ClientTls, KafkaAuthorizationKeycloak, KafkaAuthorizationOpa,
KafkaClientAuthenticationOAuth, KafkaListenerAuthenticationOAuth

B =4 3] ik
certificate string Secret FAXXHFIEH B BAFR,
secretName string SBEIUEPH Secret &5,
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85 12 3 KAFKALISTENERAUTHENTICATIONCUSTOM SCHEMA REFERENCE

88 12 &= KAFKALISTENERAUTHENTICATIONCUSTOM SCHEMA REFERENCE

{8 in: GenericKafkaListener

KafkaListenerAuthenticationCustom schema B2 5K

ZEREBEHE LGP, ET type BHIXE N custom,

B LSRR VFHERERIREN Kafka RS HERIE,

B X OAuth S {33 iEAcE Rl

spec:
kafka:
config:
principal.builder.class: SimplePrincipal.class
listeners:
- name: oauth-bespoke
port: 9093
type: internal
tls: true
authentication:
type: custom
sasl: true
listenerConfig:
oauthbearer.sasl.client.callback.handler.class: client.class
oauthbearer.sasl.server.callback.handler.class: server.class
oauthbearer.sasl.login.callback.handler.class: login.class
oauthbearer.connections.max.reauth.ms: 999999999
sasl.enabled.mechanisms: oauthbearer
oauthbearer.sasl.jaas.config: |
org.apache.kafka.common.security.oauthbearer.OAuthBearerLoginModule required ;
secrets:
- name: example

SRS, A sas| # tls {HRHEEZRGE TR
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sasl = True, TLS = True -~ SASL_SSL

sasl = False, TLS = True —» SSL

sasl = True, TLS = False — SASL_PLAINTEXT

sasl = False, TLS = False —~ PLAINTEXT

12.1. LISTENERCONFIG

5/ listenerConfig 5N K ITFEF-ACE A listener.name . <listener_name>-<port> fi%, i
i, sasl.enabled.mechanisms 257 listener.name. <listener_name>-
<port>.sasl.enabled.mechanisms,

12.2. SECRETS

secret #iHE#Z Kafka LT 2B B2+ H /opt/kafka/custom-authn-secrets/custom-
listener-<listener_name>-<port> / <secret_name > H,

fn, RAIERCESPEEMN secret (RHIIFHIT /opt/kafka/custom-authn-secrets/custom-listener-
oauth-bespoke-9093/example,

12.3. TSR

ZATLUE Kafka SREFRCERIEAE L EHIgES, B2, THHEHEAUTEK

B LW SFEERENEHREESRE. EACHELZFH, HRERSCHFE. EREFEAMS
REE Apache Kafka B{RMTi.

EEHMEITERESER oauth KB GHEUE, XZ2EN OAuth i35+ B 2 KRNI F 2 236
i1nEl Kafka idi@&H,

fEI SRS Apache Kafka g Streams &7,
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85 12 3 KAFKALISTENERAUTHENTICATIONCUSTOM SCHEMA REFERENCE

B L E W ISRN N Z R T S UERX FiE$, E4 Apache Kafka B9 Streams B 1RE
H Kafka £2%.

k

N
p o
;

il

Kafka B9ERIA EAFEEERR RRIBAIFIE PRI ENR, BENEHREN
FA SSL peer it BHBAFMREL Ry user E4K,

UTFRHAIERT — T EEXEHEESR, SR Apache Kafka 9 Streams B9 OAuth K,

B OAuth BEERE IR SR

public final class CustomKafkaPrincipalBuilder implements KafkaPrincipalBuilder {
public KafkaPrincipalBuilder() {}

@Override
public KafkaPrincipal build(AuthenticationContext context) {
if (context instanceof SslAuthenticationContext) {
SSLSession ssiSession = ((SslAuthenticationContext) context).session();
try {
return new KafkaPrincipal(
KafkaPrincipal. USER_TYPE, ssISession.getPeerPrincipal().getName());
} catch (SSLPeerUnverifiedException e) {
throw new lllegalArgumentException("Cannot use an unverified peer for
authentication”, e);
}
}

// Create your own KafkaPrincipal here

12.4. KAFKALISTENERAUTHENTICATIONCUSTOM =\ fE 4

type BHEE—F#I3R, ©aX 2%k B KafkalListenerAuthenticationTls,
KafkaListenerAuthenticationScramSha512, KafkaListenerAuthenticationOAuth
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KafkaListenerAuthenticationCustom X&) {EH, % FXKHE KafkaListenerAuthenticationCustom,
eeE4A{H custom,

2352 ' s

listenerConfig map AFRHERREFNEE., PTAEERLL

listener.name. <listener_name > Ril%%,

sasl mIRME TR Tes £S5 S EE A SASL,
secrets GenericSecretSource % EEH T /opt/kafka/custom-authn-
H secrets/custom-listener- </istener_name>-

<port> / <secret_name > HJ secret,

N

type string W/l custom,
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&5 13 3 GENERICKAFKALISTENERCONFIGURATION &R &%

f§ifH in: GenericKafkaListener

GenericKafkaListenerConfiguration = B2 EHIE

Bi&E Kafka flilrf2&.

13.1. BROKERCERTCHAINANDKEY

brokerCertChainAndKey BtE{XATF/EAT TLS BN LIFER. Ko LlEAEMERIZEACHN
Kafka fiilfrasik+i.

J2F TLS 1n# M loadbalancer A28 % I 2 ECE =M

listeners:
#...
- hame: external3
port: 9094
type: loadbalancer
tls: true
authentication:
type: tls
configuration:
brokerCertChainAndKey:
secretName: my-secret
certificate: my-listener-certificate.crt
key: my-listener-key.key
#...

% brokerCertChainAndKey secret FREIEF B A E T, Operator 7 T—AMh A B BhEH
B, FHiAZ Kafka REBRRSIEFREREAUES,

13.2. EXTERNALTRAFFICPOLICY

externalTrafficPolicy Bt T loadbalancer #l nodeport fiilff2f. £ OpenShift #Z8/AFF Kafka
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B, fReILLERE Local =k Cluster, Local B mBIHA T =, FHEREE i IP, M Cluster & AiXLE
7. EKIAEN Cluster,

13.3. LOADBALANCERSOURCERANGES

loadBalancerSourceRanges BT loadbalancer fiilf#£F, 7£ OpenShift 4B/ Kafka
B, BRTHENERN, LERFEEEREE RS RAR.

4 loadbalancer {iilfr 23 8o & FIRSE Fl 2~ 61

listeners:
#...
- hame: external3
port: 9094
type: loadbalancer
tls: false
configuration:
externalTrafficPolicy: Local
loadBalancerSourceRanges:
-10.0.0.0/8
- 88.208.76.87/32
#...
#...

13.4. CLASS
class BH{GEMTF ingress IR, EAILMEH class BHESE Ingress X,

81/ Ingress 3 nginx-internal B92K80 ingress AR IR R I

listeners:
#...
- name: external2
port: 9094
type: ingress
tls: true
configuration:
class: nginx-internal
#...
#...
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13.5. PREFERREDNODEPORTADDRESSTYPE

preferredNodePortAddressType B (X AT nodeport IR,

R SRACE DM preferredNodePortAddressType B Eig B BRI S — N bR RIVE )T sl
bt, fIan, MPEAGEREEA DNS i, HAEMERAEISAIER DNS = IP it EEREBATHRE, NE
HREM. MRHZET AN, NERE. MREEHRINEENEER, ] Apache Kafka 9
Streams IRERIRAEIL SRR @it KB -

ExternalDNS

2.

ExternallP
3.

Hostname
4,

InternalDNS
5.

InternallP

R EE T mm O i R R RS E R A SR R IR AR B

listeners:
#...
- name: external4
port: 9094
type: nodeport
tis: false
configuration:
preferredNodePortAddressType: InternalDNS
#...
#...
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13.6. USESERVICEDNSDOMAIN

useServiceDnsDomain EtE{X AT internal #l cluster-ip lilFfEF., EEXEEHRAEASEEIRS
B4 (G4 .cluster.local) H5ELFRE DNS &#h. {#F useServiceDnsDomain X&) false I, 2
SRR B IR S B ZRMIE R T ERK ; HIM, my-cluster-kafka-0.my-cluster-kafka-
brokers.myproject.svc, {#f useServiceDnsDomain i%i& true i, A&pibitfEARS BEHE
B ; 30, my-cluster-kafka-0.my-cluster-kafka-brokers.myproject.svc.cluster.local, EKi\
false,

#BCE {8 Service DNS EHIREE % IF R FE = HI

listeners:
#...
- hame: plain
port: 9092
type: internal
tls: false
configuration:
useServiceDnsDomain: true
#...
#...

MR OpenShift £E#EA 5 .cluster.local REIMIRSS L, #EAILEA Cluster Operator Fi&
f1#y KUBERNETES_SERVICE_DNS_DOMAIN 152 8RE 5%,

13.7. GENERICKAFKALISTENERCONFIGURATION &R Btk

Bt BHRR ek
brokerCertChainAndKey CertAndKeySecretSourc  5|B{R7F AT LRI 2sH9iE B AR B
e Secret, IEHAI LA A RN, LFEE
REESERT TLS BN RITRERF—&E
.
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Bt

externalTrafficPolicy

loadBalancerSourceRanges

bootstrap

K2 (Broker)

ipFamilyPolicy

ipFamilies

createBootstrapService

%5 13 3 GENERICKAFKALISTENERCONFIGURATION #X&3¥

EERR

FRIB|((FM, KB Z2—)

FRBHA

GenericKafkaListenerCo
nfigurationBootstrap

GenericKafkaListenerCo
nfigurationBroker #{H

FrrE (=D
[RequireDualStack,
SingleStack,
PreferDualStack])

FRE (—DHZA[IPV6,
IPv4]) #4H

#/R{E

sk

BERS B AR ER BRI RA IR
ML REEEE NG R. R TR SHE
AR TMEI S — T R, FEMOER S
iR IP, local # % T LoadBalancer 1
Nodeport REURFME MR, HEREBER
FimiR P (HEMREZRN) . INRKE
E, OpenShift f{&H Cluster {2
B, =FEREERAT loadbalancer =%
nodeport K& G IFERE,

& i el DU AR (i i trds R A
CIDR 38 %%k (4010.0.0.0/8 =
130.211.204.1/32) . WMIREELFH, M@
1 loadbalancer BIR £ 15 #5 BR &l 5 E #Y
CIDR3EH, tFEE{ERTF loadbalancer £
BfRSS, MR=HNEAZFILIIE, IR
BBLLFER. LtFEX R BEA T loadbalancer
KRBV ITRER,

Bootstrap E2i&.

BMERE.

BERSFEAN IP RIUKE, oRAETSE
SingleStack. PreferDualStack #1
RequireDualStack. SingleStack BT
N IP %%, PreferDualStack AT IP
X5, AFRIREHEBRERSAHRE
B EMEA IP %5, RequireDualStack %
MW, BRIEFVEECBRIERFEREN D IP R,
INRAKIEE, OpenShift FHHRIEARS FBIERE
L /NI

B ERSSE A/ IP Families, A AETEE
IPv4 f1IPv6, NRKIEFE, OpenShift 1R
& ipFamilyPolicy % &£ F ERIME,

A DIE bootstrap fR%S. BAIAER FOIEE
bootstrap iR%5 (MIRKIEE) , NEIAQ
#, k= AT loadBalancer K2 0
2.
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70

Bt

class

finalizers

maxConnectionCreationRat
e

maxConnections

preferredNodePortAddressT
ype

EERR

string

FREBHA

F#FEE( [ExternalDNS,
ExternallP, Hostname,
InternallP, InternalDNS] Z

—)

sk

7 Ingress # LoadBalancer & — ™M
ERE, BTFELRERPN S,
EXHBEA T ingress #1loadbalancer 32!
WNITRERF, WMREBEE, NIEARRIAZES
25, X Fingress 2%, 1EIngress ¥t
JRHi% & ingressClassName B, %I F
loadbalancer {iil728, i57E Service %R
% & loadBalancerClass &4,

bk W5 0 25 1324 LoadBalancer 28R 55
ERA L RTIR. MRFEXE, finalizer
service.kubernetes.io/load-balancer-
cleanup LUBRAEBFEHERS
service.For more —i2ffifk, ES A
https://kubernetes.io/docs/tasks/access-
application-cluster/create-external-load-
balancer/#garbage-collecting-load-
balancers, Ltb=FE& R8T loadbalancer
REGEITRERF,

FAIRERS RV IZ TSR R R G K,
NFRAEIBRS, NIRRT BIER,

EREP, BITRFIDNEIFRRFHREAE
B, RARIRE, IRE L HTRELE,

TE SN YFHR L b R BY A T itk ®TAR
B2 EIZ . ExternalDNS, ExternallP,
InternalDNS, InternallP #1 Hostname.,
HRIANBERT, bR TIIFER (1
FA%E—thit)

e ExternalDNS
e ExternallP
e InternalDNS
e InternallP

o Hostnhame

b B T e R A, ZRBA
TR, NMREEHBXA kKRR
i, MECAKEEMER, KFBRRES
nodeport KR I F—iRER,


https://kubernetes.io/docs/tasks/access-application-cluster/create-external-load-balancer/#garbage-collecting-load-balancers

%5 13 3 GENERICKAFKALISTENERCONFIGURATION #X&3¥

B BERR Tk
useServiceDnsDomain fR/RME BB RGN {E A OpenShift iR55 DNS 18, #l

RiXE N true, MERMIIEGE SRS
DNS 5 52% (2L .cluster.local, &1L
FERETE
KUBERNETES_SERVICE_DNS_DOMA
IN) #1TEcE. Bhil ) false, LLFERRAEER
F internal #0 cluster-ip X B S IFFR
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2% 14 &= CERTANDKEYSECRETSOURCE £ 5%

AT : GenericKafkaListenerConfiguration, KafkaClientAuthenticationTls

Bt Bk 3T

certificate string Secret FAXXFIEH B ATR,
key string Secret AR &R,
secretName string SBEIUEPH Secret &5,
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%5 15 3 GENERICKAFKALISTENERCONFIGURATIONBOOTSTRAP xX&:&

£ 15 & GENERICKAFKALISTENERCONFIGURATIONBOOTSTRAP 5%

used in: GenericKafkaListenerConfiguration

GenericKafkaListenerConfigurationBootstrap 2R Bt H52EHIE

5 nodePort, host, loadBalancerlP #l annotations BN A EIRSS T
GenericKafkaListenerConfigurationBroker schema A2 E,

15.1. ALTERNATIVENAMES

R L) bootstrap IRFIEEEN G, SIFMBKEIES S, TATF TLS ENEER
ik, alternativeNames BH¥&EH FrAA XM ERER,

A% bootstrap Hilt A E HIA-ERREH R ITRRRE 2B

listeners:
#...
- name: externali
port: 9094
type: route
tls: true
authentication:
type: tls
configuration:
bootstrap:
alternativeNames:
- example.hostname1i
- example.hostname2

15.2. F#l

host BT route #l ingress YIF#ER, LUEE bootstrap 1 per-broker fR55 A ENL L.

X F ingress IEIFTERF, host B Z VR, B Ingress RSB A AP EEMENG, BIR
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EHLAMITH Ingress iisa. Apache Kafka BRASHITHEMNE KM EN o] AREIE, FIEMHEAE
Ingress s,

ingress il 2K EH A E B

listeners:
#...
- hame: external2
port: 9094
type: ingress
tis: true
authentication:
type: tls
configuration:
bootstrap:
host: bootstrap.myingress.com
brokers:
- broker: 0
host: broker-0.myingress.com
- broker: 1
host: broker-1.myingress.com
- broker: 2
host: broker-2.myingress.com
#...

AERT, BB HITREFENMH OpenShift Hzh2E. HE, ErLllidiEEEHREZ D RIS
mim«:

Apache Kafka BIRFRSPUTHEMER EHMEUET A, SaaaEei AR TSR,

BRI ERFNENEETS

#...
listeners:
#...
- name: externali
port: 9094
type: route
tls: true
authentication:
type: tls
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configuration:

bootstrap:

host: bootstrap.myrouter.com
brokers:
- broker: 0

host: broker-0.myrouter.com
- broker: 1

host: broker-1.myrouter.com
- broker: 2

host: broker-2.myrouter.com

#...

15.3. NODEPORT

BRIAER T, OpenShift 2B ECAT bootstrap 1 broker lRESMIRO S, EalLLi@idigEiE kKN
OS5 3kEE N nodeport (IFEFHECHI T mimO,

Apache Kafka BIRFREFHRNRO _ EHTEMEIE. S5 Ee( ] AE 48R,

REAEST RO EIRERE RS

#...
listeners:
#..
- name: external4
port: 9094
type: nodeport
tls: true
authentication:
type: tls
configuration:
bootstrap:
nodePort: 32100
brokers:
- broker: 0
nodePort: 32000
- broker: 1
nodePort: 32001
- broker: 2
nodePort: 32002
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15.4. LOADBALANCERIP

£/ loadBalancerIP EH7ELIE loadbalancer FiERFFEMN IP Hbht, HEEFEERTERE IP ih
1tE loadbalancer I, EEfALLEY. MR=HNERZRIZIEE, 172 loadBalancerlP FE,

WARENSIHES IP HhibiERN. KA loadbalancer B4 E8 W IR <61

#...
listeners:
#...
- name: external3
port: 9094
type: loadbalancer
tls: true
authentication:
type: tls
configuration:
bootstrap:
loadBalancerlP: 172.29.3.10
brokers:
- broker: 0
loadBalancerlIP: 172.29.3.1
- broker: 1
loadBalancerlP: 172.29.3.2
- broker: 2
loadBalancerlP: 172.29.3.3

15.5. ANNOTATIONS

{81/ annotations Ett A5 WIT254HX08 OpenShift FiRHRMEM, HIIN, #5807 U X T sk is:
il DNS T &, #1458 DNS, ©fil&B314 loadbalancer iR554 B DNS & #K,

2587 loadbalancer B{$F annotations B9—4 5B % I 2 FE R B,

#...
listeners:
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#...
- hame: external3
port: 9094
type: loadbalancer
tls: true
authentication:
type: tls
configuration:
bootstrap:
annotations:
external-dns.alpha.kubernetes.io/hosthame: kafka-bootstrap.mydomain.com.
external-dns.alpha.kubernetes.io/ttl: "60"
brokers:
- broker: 0
annotations:
external-dns.alpha.kubernetes.io/hosthame: kafka-broker-0.mydomain.com.
external-dns.alpha.kubernetes.io/ttl: "60"
- broker: 1
annotations:
external-dns.alpha.kubernetes.io/hosthame: kafka-broker-1.mydomain.com.
external-dns.alpha.kubernetes.io/ttl: "60"
- broker: 2
annotations:
external-dns.alpha.kubernetes.io/hosthame: kafka-broker-2.mydomain.com.
external-dns.alpha.kubernetes.io/ttl: "60"

15.6. GENERICKAFKALISTENERCONFIGURATIONBOOTSTRAP SCHEMA PROPERTIES

=43 BHERE sk

alternativeNames FRIEHA bootstrap RS EMB R BT, THAEME
AINE) TLS IEPRYEHi & A B TR,

EM string bootstrap E#. LLFEXIFIE Ingress HIIRSK
Route BHRAAERA, LMEEMBEENG. hF
ERRAEAT BSH (7i%) singress (i
&) REULIRER,

nodePort B bootstrap lRFSHIT mim O, FERRERT
nodeport K& G IFER,

loadBalancerlP string FERALLFERAPIEERN IP HibEK
loadbalancer, WIHBEEUAFEZ HNER
BXFEOE M H g SR E
loadBalancerlP, 1R =HNERZRIXD
IheE, NIttFERSBRA, LLFERREERT
loadbalancer 28 5172,
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78

Bt

annotations

labels

map

map

sk

57 0%l Ingress. Route = Service %R
BOERR, fRRT LA A ERECE DNS HA
i, W%ERDNS, WWFEBRREERATF
loadbalancer. nodeport. route =
ingress XA IFFEAF,

1$7% 0% Ingress. Route = Service %R
BIFRE, WFRERREERT

loadbalancer. nodeport. routesg
ingress KA IFFE&F,



%5 16 3 GENERICKAFKALISTENERCONFIGURATIONBROKER #&xX &%

&5 16 3 GENERICKAFKALISTENERCONFIGURATIONBROKER #X &%

used in: GenericKafkaListenerConfiguration

GenericKafkaListenerConfigurationBroker £\ B EHI52 B HIFkK

& o LLE GenericKafkaListenerConfigurationBootstrap schema &
nodePort,host,loadBalancerlP #l annotations B4R HIACE, ©EE bootstrap RS E .

RENA St

EAER T, Apache Kafka B Streams 2K BIRE Kafka ERAHE FimA EHEH AR
O, EMARERTEARYE, RHiE1T Apache Kafka BIEIZRIY AT AE T AR AL 7@ T HiJj[7] Kafka BIE
WENBTERO,

Ea Ui ERE ID, HELFEEFNEEREDAE X ASHENAMHO, A5, Apache Kafka 1y
Streams &7 Kafka AEBh HIEREA SHMbLE, FHREFMBIKE ], UEESTRTF TLS EH4
Kif, BEEASHENNHEOZATRERBNGIER,

RE MASBEHLGITEFNRG, TABSEASHNINES

listeners:
#...
- name: externali
port: 9094
type: route
tls: true
authentication:
type: tls
configuration:
brokers:
- broker: 0
advertisedHost: example.hostname.0
advertisedPort: 12340
- broker: 1
advertisedHost: example.hosthame.1
advertisedPort: 12341
- broker: 2
advertisedHost: example.hostname.2
advertisedPort: 12342
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16.1. GENERICKAFKALISTENERCONFIGURATIONBROKER SCHEMA Et%

Bt EERR fed
broker BHY kafka REERY ID (REIRARF) . KEIDM

0 7R, HERERIFE I,

advertisedHost string 128 advertised.listeners & A EH
Zo

advertisedPort BH K E2# advertised.listeners / {# F iR O
=0

E]8 string REEN. HFERE Ingress BTIRL Route

GRAER, UEEMEENS. LFER
BERT RRMA (%) slingress (43E) 2%
R IRFERE,

nodePort B per-broker IRFSHI T RimO, LhFEXREEA
F nodeport KB IFFR A,

loadBalancerlP string FERALLFERPIEERN IP HiHEK
loadbalancer, WIHEEEUAFEZZHNER
BXFEOE M H g SR E
loadBalancerlP, 1R =HENERZRIXD
Ihee, NIttFERSBRA, LLFERREERT
loadbalancer 28 5172,

annotations map 97 NE Ingress =k Service FHRAE#R,
ISR LA R P EREC B DNS 1, akEs
DNS, tbFEREERT
loadbalancer. nodeport = ingress £
BLITRERF,

labels map 57 0%l Ingress. Route = Service %R
BIFRE, WWRERREERT
loadbalancer. nodeport. route =
ingress KA ITEF,
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%5 17 3 EPHEMERALSTORAGE SCHEMA &£

88 17 = EPHEMERALSTORAGE SCHEMA &%

AT : Jbo dStorage, KafkaClusterSpec, KaftkaNodePoolSpec, ZookeeperClusterSpec

type BUHE— 1 #5128, AKX S ¥A PersistentClaimStorage 9 EphemeralStorage 2581, *fF3
% EphemeralStorage, {HEE=Z ephemeral,

B =4 il ik

id B EiERAS, REAFEREN bod FiEH
E X EFES,

sizeLimit string % type=ephemeral i, E X It EmptyDir %

BN AMEGELE (FIINIG) .

type string WAITH I
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28 18 &= PERSISTENTCLAIMSTORAGE &R 5%

AT : Jbo dStorage, KafkaClusterSpec, KaftkaNodePoolSpec, ZookeeperClusterSpec

type B2 — 1 #5128, K9 3B EphemeralStorage B PersistentClaimStorage X8, S
BHHKR PersistentClaimStorage 9 persistent-claim A,

type string Wi persistent-claim,
size string % type=persistent-claim I}, & FAMHE

BFEAMKN, 20100Gi, £
type=persistent-claim i &l 58

selector map EEEFRAMNFERANS, c8aRKRE
FRIE B/ key:value X,

deleteClaim H/RME BEEEHARNEN 2T L IMNRFAMS
A,

class string BT ehEBLENEMEE,

id B FHEMAS, RERATFAERES bod EifH
E X EFES,

overrides PersistentClaimStorage BEZHEANE, overrides FEEAR T NAE

Override #4H HRIBIEERRMEE,
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%5 19 & PERSISTENTCLAIMSTORAGEOVERRIDE #X&%

25 19 & PERSISTENTCLAIMSTORAGEOVERRIDE &#R.53%

used in: PersistentClaimStorage

B BERR Hah
class string BT HREBMEIES S ENEMEE,
broker B kafka REH ID (REIRRF)

83



Red Hat Streams for Apache Kafka 2.7 Apache Kafka AP &7
25 20 = JBODSTORAGE SCHEMA &%

AT : KafkaClusterSpec, KafkaNodePoolSpec

type BT X 2K JbodStorage K&, @¥E EphemeralStorage, PersistentClaimStorage,
X FHKE JbodStorage, ©EERZH jbod.

type string WH jbods

B EphemeralStorage, BIIRENRE IJBOD Fi#EFIH Storage
PersistentClaimStorage X R
el
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% 213 KAFKAAUTHORIZATIONSIMPLE 5%

88 21 & KAFKAAUTHORIZATIONSIMPLE &R &3%

{#MT : KafkaClusterSpec

KafkaAuthorizationSimple &R EHEH 52X

ST IR, Apache Kafka B8 H Kafka BN ERIUEH : KRaft &2 8 StandardAuthorizer
MET ZooKeeper MR EIRM AclAuthorizer, ACL fPF&E UHFLE A ARG M0 5 8 BT R,

Boi& Kafka BE X BERUAME AR 9240, $F authorization #84thiy type B N1E simple, A&
BRI,

79 KafkaUser E2i& i [AIALN, #0 ACLRule X% Hfmt,

21.1. SUPERUSERS

HAVBR A AP EESIR, DUEEFRER ACL MNBER FIRERIFEN].

T LR S B T

apiVersion: kafka.strimzi.io/vibeta2
kind: Kafka
metadata:
name: my-cluster
namespace: myproject
spec:
kafka:
#...
authorization:
type: simple
superUsers:
- CN=client_1
- user_2
- CN=client_3
#...
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k

N
p 3
;

il

Kafka.spec.kafka 8 config Bd & B+ super.user BEE AR 2, SOviE
iE authorization BtErhaGBHAF. MBESER, HSH Katka KERE,

21.2. KAFKAAUTHORIZATIONSIMPLE =\ fE %

type BHER— 1 Ht5128, XS 3¥E B KafkaAuthorizationOpa, KafkaAuthorizationKeycloak,
KafkaAuthorizationCustom B KafkaAuthorizationSimple &, X FH R
KafkaAuthorizationSimple, ©R&Z#A simple {&,

B EHRR £ pU

type string TR TR B,

superUsers FREEEA BEAFTIR, NEERAFERTIR, HN
RIS TR VA A1 AL PR

86



&5 22 3 KAFKAAUTHORIZATIONOPA &%

&5 22 & KAFKAAUTHORIZATIONOPA X &%

{#MT : KafkaClusterSpec

KafkaAuthorizationOpa == BT ESIZ*

(M Open Policy Agent %1, i5f¥ authorization 4 type BHi% H{E opa, HIRIEZER
i& OPA Eft. Apache Kafka i Streams {#f Open Policy Agent #H#-4E IR, BXHABIEM
FRRHKRIANEZER, 1550 Kafka 3£ Open Policy Agent f&ff.

22.1. URL

FATF%ET Open Policy Agent iR552389 URL, URL 71 @SB ANER, »E.

22.2. ALLOWONERROR

E L MBI EE 1 Open Policy Agent i) (I3, % Kafka &/ imE N FAel AN) ENEIASR
PrekiE4t Kafka & . BRIAE N false - AR EERIFIE 4,

22.3. INITIALCACHECAPACITY

B EANEI R ENDBESE, LR NS EKRE Open Policy Agent, ERiA{E ) 5000,

22.4. MAXIMUMCACHESIZE

B G EANAZENRAARE, LR AENEKEH Open Policy Agent, ERIA{E 50000,

22.5. EXPIREAFTERMS

REEXMEZEFERICKATH, LLER T 1EKEH Open Policy Agent, 3 X M Open Policy
Agent [RS5Z2REFMEEFERRBCRENGIER, UZH N, Bl 3600000 ZF(1 /M),

22.6. TLSTRUSTEDCERTIFICATES
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FAF TLS ##:3 OPA BRF5EBI{SIES,

22.7. SUPERUSERS

BALGEBR A AP EEHIIER, UMEERE N BRI AIERRRNE R FTRERITEell,

Open Policy Agent 2SR E =5

apiVersion: kafka.strimzi.io/vibeta2
kind: Kafka
metadata:
name: my-cluster
namespace: myproject
spec:
kafka:
#...
authorization:
type: opa
url: http://opa:8181/vi/data/kafka/allow
allowOnError: false
initialCacheCapacity: 1000
maximumCacheSize: 10000
expireAfterMs: 60000
superUsers:
- CN=fred
- sam
- CN=edward
#...

22.8. KAFKAAUTHORIZATIONOPA = Bt

type BHER— 1 #5128, K9 3¥E B KafkaAuthorizationSimple, KafkaAuthorizationKeycloak,
KafkaAuthorizationCustom B9 KafkaAuthorizationOpa REIfEEH, XFFHER
KafkaAuthorizationOpa, ©HEZ(H opa.

23U

type string W opa.
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&5 22 3 KAFKAAUTHORIZATIONOPA &%

url string FFi%#E Open Policy Agent iR 552389
URL, URL &7l & & HRBNERE MR
B&o XML TR,

allowOnError H/RME TE N HIFAUBR T EE I Open Policy Agent fif
(B0, % Kafka BAMEN A AN) 2E
M ERIAS SRS Katka B/ ik, BRIME N
false - FTE R EERIG R IE 4,

initialCacheCapacity B BN EERANAEFNGREE, DR
HEMEKEIH Open Policy Agent, ERIAN
5000,

maximumCacheSize B BISREANAEZEHNRABRE, R
FEMNEKEIH Open Policy Agent, ZRIAE
- 50000,

expireAfterMs BH REAAMEZFERICKATH, LR NE

MNERE 1 Open Policy Agent, T XM
Open Policy Agent AR 55288 EFTINE %7 HI1%
MUORBRRIIIR, UM NEA, BN

3600000,
tlsTrustedCertificates CertSecretSource $4H FF TLS i##E] OPA BRS2BRMAISIEH,
superUsers FRIEHA BRAFIR, FHEEEIRIIRINRE
R P E&TIR,
enableMetrics /R ME 7E Y. Open Policy Agent %8s i 2 &N IR

fitigtr. BROAE N false,
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88 23 & KAFKAAUTHORIZATIONKEYCLOAK 5%

{#MT : KafkaClusterSpec

type B R— 1N ERME, TK 49 ¥ A KafkaAuthorizationSimple, KafkaAuthorizationOpa,
KafkaAuthorizationCustom B KafkaAuthorizationKeycloak KR, XfFHRRY
KafkaAuthorizationKeycloak, ©&EH1{H keycloak,

Bt EERR 3T

type string Wi keycloak,

clientld string Kafka & Fif ID, FAFMA OAuth fRZ5 384T
HRRIEFER SRR URL

tokenEndpointUri string BEAARSS 88 T hE iR = UR,

tlsTrustedCertificates CertSecretSource #4H T TLS i##%E OAuth ARZS 2RBIRIEIE P,

disableTIsHostnameVerificat ~ #/R{E AR TLS ENALIUE, BIMER

ion false,

delegateToKafkaAcls mIRE BN Red Hat Single Sign-On Authorization
Services I DENIED, N2 & RIFIBIR
EERLE 'Simple' #2128, BRAE N false,

grantsRefreshPeriodSecond ~ E#{ TSR B (A SR VFRIETIZAT (AR R

s fi1) . BRAEH 60,

grantsRefreshPoolSize B AFRIFERRIGHEARE, BELEIE

(BHTH) 8%, RFEVSERBR, 8

2, FRESEEARNBIRS RERES
B 3. ERIMEH 5o

grantsGcPeriodSeconds BH EELRATVE L Z IR [E] (BARD R BAAT)
%MME#? 300,

grantsAlwaysLatest H/RME BAIRENFRITRIGFHEN. HA
/&, M Red Hat Single Sign-On i&ZRF 217
ZRF. BIAMER false,

superUsers FREEHA BAAFTIR, NEERAFERTIR, HN

IR1S T BR VT [FIFL AR,



&5 23 3 KAFKAAUTHORIZATIONKEYCLOAK #X&%

Bt BERR Rk

connectTimeoutSeconds B TERE IR AR S5 25T ROTE BT (AR A
1) . MREFXE, NBERMEREEN N
60 ),

readTimeoutSeconds B TERE IRV AR S5 2R HT LA (MR B
1) . MREFEE, NBRLEGERH 60
.

httpRetries B A HTTP & R KM Z R K E R
8, MEEBFEE, NN NAZHEME
o

enableMetrics HI/RME AR OAuth ¥5t7. BRIAE N false,

includeAcceptHeader HIRE Accept tT3k @& MIZIETE R FIZE BIRAAR

%25, BUME N true,

grantsMaxldleTimeSeconds B KB AN AT LAM A7 R AR BREI (8] (LAFD R
FBAL) . BRIAEN 300,
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55 24 & KAFKAAUTHORIZATIONCUSTOM X &%

{#MT : KafkaClusterSpec

KafkaAuthorizationCustom & B2 SR

ZaE IEUATF Apache Kafka, #&rILIECE H 2 M Authorizer &4k E XL iinliEHI5IZk(ACL),

ACL FVFEE SUHRLE F P A AL R 4B B9 B IR

BdE Kafka BHE N FGRLUMER B E URHL, ¥ authorization ZH K type Bt N{E custom, FF
ECEBR A,

B8

B E USRS W SEHE org.apache.kafka.server.authorizer.Authorizer 0, FH3#
{5/ super.users EeEREMHEEBHLA,

24.1. AUTHORIZERCLASS

(%) LHe org.apache.kafka.server.authorizer.Authorizer # O/ Java 2, UEXFHEE X
ACL,

24.2. SUPERUSERS

BALGEBR AR EHIIR, UMEAFREH ACL NIKNER FBERITFEN.

Kafka.spec.kafka 9 config Bd& B+ H super.user BEE AR 2, SviE
i authorization BtErhaGBAAF. MBESER, HSH Katka KERE,

24.3. HibhEd&E kI
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& 24 2 KAFKAAUTHORIZATIONCUSTOM X5

EA LS Kafka.spec.kafka.config Zin&is f0BcE e 408410 B & RIS

Kafka.spec FHIH E X ECE I

apiVersion: kafka.strimzi.io/vibeta2
kind: Kafka
metadata:
name: my-cluster
namespace: myproject
spec:
kafka:
#...
authorization:
type: custom
authorizerClass: io.mycompany.CustomAuthorizer
superUsers:
- CN=client_1
- user_2
- CN=client_3
#...
config:
authorization.custom.propertyi=value1
authorization.custom.property2=value2
#...

24.4. | AE UIRIEE JAR XHRMBIBH R

BR T Kafka BEXKREEN, S&HEURTERRREKIBIN JAR XA R AE Kafka AERAIR
ME LA,

#ERILLM source-code 7 Apache Kafka HJEERERIEN]. Apache Kafka #9823 #2# Streams 12
#HTHEEE=AERMBIENRB Kafka KIERRFEEOUG, HE2NEECE=AEE KB
1% docker-images/artifacts/kafka-thirdparty-libs BX T8 pom.xml X#h, BFREEFME Kafka
RAMRRSH I, EEEELMSH, EEN pom.xml SR, E=HEBIIE Maven 2 FEHR T
M, 3H Maven FiEE%41a] LA#H Apache Kafka HEd #2117,

F4, EaTLURE JAR HINEl Apache Kafka AR5 {&MIIA Streams 1 :

FROM registry.redhat.io/amqg-streams/kafka-37-rhel9:2.7.0
USER root:root
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COPY ./my-authorizer /opt/kafka/libs/
USER 1001

24.5. A A OAUTH HARIUER A E URIER

LB A groupsClaim BZEM oauth FAKIEM JWT ShERRIVAFAHEBR, AR UR
PARREAAER. AL aE URIARE 2+@d OAuthKafkaPrincipal X &y, WA

N

public List<AuthorizationResult> authorize(AuthorizableRequestContext requestContext,
List<Action> actions) {

KafkaPrincipal principal = requestContext.principal();
if (principal instanceof OAuthKafkaPrincipal) {
OAuthKafkaPrincipal p = (OAuthKafkaPrincipal) principal;

for (String group: p.getGroups()) {
System.out.printin("Group: " + group);
}
}
}

24.6. KAFKAAUTHORIZATIONCUSTOM =\ /E %

type B2 — 1 ¥Hil28, TTKX 9 ¥EH KafkaAuthorizationSimple, KafkaAuthorizationOpa,
KafkaAuthorizationKeycloak B KafkaAuthorizationCustom 8, X FHRH
KafkaAuthorizationCustom, ©&ZEA{H custom,

=43 BERR sk

type string W= custom,

authorizerClass string B MB R M ITE classpath AT,

superUsers FRIEWA BRAFIZR, BilREEXRILIFINRE
A ER,

supportsAdminApi H/RME ERA B E IR R BB X HFE A Kafka Admin

AP| EIE ACL BJ API, ERi\{E ) false,
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& 25 % RACK XS
% 25 Z RACK ER &%

used in: KafkaBridgeSpec, KafkaClusterSpec, KafkaConnectSpec, KafkaMirrorMaker2Spec
Rack &= BtERISE R IR

rack LIRS ENRER, MR AKX —DTHERE. BiEROHBURHROPREFRER. #IFE B
it topologyKey A&, topologyKey #7iH OpenShift 17 s ERIFRE, HGrh@Shiba#. WRRE
I~ fI=Z topology.kubernetes.io/zone (Zk|HH OpenShift fkZ<_EH failure-
domain.beta.kubernetes.io/zone ) , EFEE;521T OpenShift 17 el AXBIZFR, KoL Kafka
SHEEN TRILZETMN 2L FHERBAMNIIEE, MIFsXalA o 83EIR R YRR AR E
ARGHR,

INFAX OpenShift TTRIREMEZE R, ESE] Well -Known Labels. Annotations fl Taints, &
RRKRT REBERNNKIEHIRN T =7%, HSHEER OpenShift EX G,

25.1. FENR Z B2 E D K&l A

UACE T HIZERAINT, Apache Kafka B9 Streams $$ 7784 Kafka {CE2i%i& broker.rack i
B, broker.rack BB EHENMELE— T ID, E2& broker.rack I, Kafka XERfFReIEE 9 X &l
ASBRFARNNES, BRAXIBEZINEGN, SPRIXNRELKEN KK, BdR—HEP. 2
BEIERS T HE, S FITAMNTENEXEE., £ Katka PEANZREA, HE Kafka BE LB
J2/ .spec.kafka E8> 710 rack £, M TFHIFTSR,

Kafka B9 rack Bd&=~HI

apiVersion: kafka.strimzi.io/vibeta2
kind: Kafka
metadata:
name: my-cluster
spec:
kafka:
#...
rack:
topologyKey: topology.kubernetes.io/zone
#...
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Y pod #MER=KESH, KHEZTH MFE ERLEBRTAESNZE. AL, EFRN
RhiziTHMRIA TR Z=HRBENNEE, A Cruise Control 1% & RackAwareGoal K
KafkaRebalance &, LRI FERRNEZ HEFS 5,

L 7E Kafka B X EERPS AP, Apache Kafka B9 Streams £ H5I7 N OpenShift
preferredDuringSchedulinglgnoredDuringExecution XEXHERLNI, LUBEFRRBNEZ M % Kafka
KB, B2, AN RRIEAESHES . BIBHALIN OpenShift fl Kafka ESi&, ERIZRMEIAH
KEHMERIN, 28 ZooKeeper Fl Kafka BZi& topologySpreadConstraints, LR T s el LLIE#ESH 76
EZMNERH, MEEZER, HSHEE pod FHE.

25.2. kA RECENRIARHE

HRZBAth o AT H 7 E MR ECENRIARIEBYE. & Kaftka REFESEZS M BURHON, XATATH
PH% LR E, HAEABEHETT Kafka NEHERE, HE, THESSBEREM.

HTRE MR ESEMNRIAER, SIE Kafka £ PEBHIERM, BH55H
RackAwareReplicaSelector, replica selector E#F1R#LZH, HFE - miEE MRELANEIASEH, 2K
INSCHIEF LeaderSelector 8% A& FimiitE i S @A, 4 replica.selector.class 157E
RackAwareReplicaSelector 3 MERIA RSB E#k,

AR RRIARAEESRN rack ASE A

apiVersion: kafka.strimzi.io/vibeta2
kind: Kafka
metadata:
name: my-cluster
spec:
kafka:
#..
rack:
topologyKey: topology.kubernetes.io/zone
config:
#..
replica.selector.class: org.apache.kafka.common.replica.RackAwareReplicaSelector
#..

2T Kafka KEEEESN, EAREEETEDPIEE client.rack 15, client.rack ;&N ZigEEZITE
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& 25 % RACK XS

A& ® 412 ID. RackAwareReplicaSelector XEXPLECH) broker.rack # client.rack ID, LAE&EESR
HRIFFMESER, MER—HEHPEZ1ElZE, RackAwareReplicaSelector JAZAEFRHIMEIZE, N
REBIEENE ID, HEZRABEFHENE ID HEIXR, SRELRBEISSEIR,

25.1. ER—AT AR+ Bk BRIARNE i 6

. Partition

Producer

Broker1
broker.rack=zone-a

Topic1

Broker 2
broker.rack=zone-b

Topic 1

Broker 3
broker.rack=zone-c

Topic1

I

Consumer
client.rack=zone-c

Availability Zone A Availability Zone B Availability Zone C

B2 LB & Kafka Connect. MirrorMaker 2 #1 Kafka Bridge, LAfEiFiE254 A RELEMEIANH
B, #&aLIfE KafkaConnect. KafkaMirrorMaker2 #1 KafkaBridge HE X ¥R /o AR, BEE

SXBREMMN, BEtaTLAZE affinity 2 topologySpreadConstraints, MIERZER, 5
BoiE pod HEE,

L {1 Streams for Apache Kafka &8 Kafka Connect i, #&aLIffEF KafkaConnect HE iR
i rack #8 BEIECE client.rack iE7,

Kafka Connect B rack #idi& =l

apiVersion: kafka.strimzi.io/vibeta2
kind: KafkaConnect
#...
spec:
#...
rack:
topologyKey: topology.kubernetes.io/zone
#...
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L {@ [ Apache Kafka #9 Streams Z8& MirrorMaker 2 i, #&al LU KafkaMirrorMaker2 B3 X
BRI rack 584 B3IECE client.rack Wi,

MirrorMaker 2 B9 rack Bdi& =5l

apiVersion: kafka.strimzi.io/vibeta2
kind: KafkaMirrorMaker2
#...
spec:
#...
rack:
topologyKey: topology.kubernetes.io/zone
#...

L {@if Streams for Apache Kafka 2838 Kafka Bridge i, #EaILUffEF KafkaBridge B X ¥R
rack &84 BzhECE& client.rack 25,

Kafka Bridge B rack Bci&fl

apiVersion: kafka.strimzi.io/vibeta2
kind: KafkaBridge
#...
spec:
#...
rack:
topologyKey: topology.kubernetes.io/zone
#...

25.3. RACK & Bt
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& 25 % RACK XS

topologyKey string 5 53E%: OpenShift 52877 s TR ILEZHY
., FREREATFIXERER broker.rack
&, LURFAT Kafka Connect
MirrorMaker 2 B9 client.rack EZ &,
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%5 26 Z PROBE #X5%

AT : CruiseControlSpec, EntityTopicOperatorSpec, EntityUserOperatorSpec,
KafkaBridgeSpec, KafkaClusterSpec, KafkaConnectSpec, KafkaExporterSpec,
KafkaMirrorMaker2Spec, KafkaMirrorMakerSpec, TIsSidecar, ZookeeperClusterSpec

43 S Hh

failureThreshold B TERRINE, RN R A ELL RNV R
W, BRINES 3. wAMER 1

initialDelaySeconds B FE—REERERRRRIBFIAIELR, ik
5%, &/IMEH 0.

periodSeconds B PUTIRIE S (LARDHEGL) » BOMEN
10#, &MEN 1,

successThreshold B ERWE, TR R R B R AR TSR
. Bl 1, WFEFEE, ®AN 1, &I
Eh 1,

timeoutSeconds B FREARERENBIEE, BRI 5

Mo BAMED T
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& 27 %3 JVMOPTIONS #X&%

88 27 & JVMOPTIONS #EX53%

AT : CruiseControlSpec, EntityTopicOperatorSpec, EntityUserOperatorSpec,
KafkaBridgeSpec, KafkaClusterSpec, KafkaConnectSpec, KafkaMirrorMaker2Spec,
KafkaMirrorMakerSpec, KafkaNodePoolSpec, ZookeeperClusterSpec

Bt

-XX

-Xms

-Xmx

gcLoggingEnabled

javaSystemProperties

map

string

string

#/R{E

SystemProperty #‘H

sk

JVM B -XX 1P,
JVM H -Xms %7,
JVM B -Xmx 1ET,

18 ERE/A A Garbage Collection H&1L
Ko BRIMEDN false,

FFIA -D i iEss JVM R RS M
BRET,
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£ 28 &= SYSTEMPROPERTY &£ 5%

{#/AF : JvmOptions

name string RGIB AR,
value string ROIBMEIE,
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& 29 3 KAFKAJMXOPTIONS X &%

28 29 = KAFKAJMXOPTIONS X 5%

AT : KafkaClusterSpec, KafkaConnectSpec, KafkaMirrorMaker2Spec, ZookeeperClusterSpec
KafkaJmxOptions & EHEHSE Ik

BB JMX EREET,

BT FEEERNRDO 9999, M Kafka fCEE. ZooKeei Tim. Kafka Connect #1 MirrorMaker 2 XX JMX

{615, M jmxOptions EMAERBRIIRETH JMX w0, SERABBEET AIBIERENN pod Ui
[AlEwOa.

R EER LRI KA MR,

pugn, xHFEA Kafka R, ETUME KN T EREREREE, HEREHRMLHRE,

Eh JIMX imOBAZSYE, H8 0% DK type SBULE N password,

Kafka fCEH] ZooKeeper 17 mIZ B ETH JMX & B

apiVersion: kafka.strimzi.io/vibeta2
kind: Kafka
metadata:
name: my-cluster
spec:
kafka:
#...
jmxOptions:
authentication:
type: "password"
#...
zookeeper:
#...
jmxOptions:
authentication:
type: "password"
#...
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RiE, Bt iEeEEmINAE, FRATLIRSE pod BRSSP, FHEATLRSIRI
JMX 3517,

Hin, MACER 0 HpERER JMX $615, #ERILUETE -
I "CLUSTER-NAME-kafka-0. CLUSTER-NAME-kafka-brokers"

CLUSTER-NAME-katka-0 2t pod B9&#5, CLUSTER-NAME-kafka-brokers 233kBRZ5HI%4
, LLRECHE pod B9 IP,

MR IMX ixO%E, EALLEBTM Pod FEHH JMX Secret 51 A~ &HMBHEIIKINEL .

SFRSZEFE JMX im0, FHERAZENE {} BLLRS LITH JMX im0, EaTLIERE pod FHIKENE
ZEFmOERNAE, BEXFMERT, £ pod FETLIM JMX i O52HY,

Kafka fX¥ 1 ZooKeeper 17 B BUERO JMX 5l

apiVersion: kafka.strimzi.io/vibeta2
kind: Kafka
metadata:

name: my-cluster
spec:

kafka:

#...

jmxOptions: {}

#...
zookeeper:

#...
jmxOptions: {}
#...

=
=
B
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& 29 3 KAFKAJMXOPTIONS X &%

BXER JMX 2FFH Katka HEEIRNEZER, ESH Apache Kafka 3244,

29.1. KAFKAJMXOPTIONS &R Btk

B p5E KafkadmxAuthentication  BFEEE IMX IHOMEREIEEE,
Password
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28 30 = KAFKAJMXAUTHENTICATIONPASSWORD #X5%

AT : KafkadmxOptions

type BHER— P23, EXSERAEALUEEERMME M FRER
KafkadmxAuthenticationPassword K8, XfFK# KafkadmxAuthenticationPassword, EEE2
{& password,

type string W7 h password,
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85 31% JMXPROMETHEUSEXPORTERMETRICS SCHEMA REFERENCE

&8 31 & JMXPROMETHEUSEXPORTERMETRICS SCHEMA REFERENCE

AT : CruiseControlSpec, KafkaClusterSpec, KafkaConnectSpec, KafkaMirrorMaker2Spec,
KafkaMirrorMakerSpec, ZookeeperClusterSpec

type BHR— M IER, EEOEARA LG TR H M FRE

JmxPrometheusExporterMetrics X8, % FX B JmxPrometheusExporterMetrics, ©REA{H
jmxPrometheusExporter,

type string Wi jmxPrometheusExporter,

valueFrom ExternalConfigurationRe

1Zi% Prometheus JMX S 2R ECERY
ference

ConfigMap %H.
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88 32 & EXTERNALCONFIGURATIONREFERENCE #5%

AT : ExternalLogging, JmxPrometheusExporterMetrics

configMapKeyRef ConfigMapKeySelector B EEER ConfigMap FBIHERIS| A,
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&5 333 INLINELOGGING #X&#

28 33 = INLINELOGGING &R 5%

AT : CruiseControlSpec, EntityTopicOperatorSpec, EntityUserOperatorSpec,
KafkaBridgeSpec, KafkaClusterSpec, KafkaConnectSpec, KafkaMirrorMaker2Spec,
KafkaMirrorMakerSpec, ZookeeperClusterSpec

type BER— #5188, aTX 4% 3kH ExternalLogging B InlineLogging RRIMER, XfFRE
InlineLogging, ©REA inline fA.

Bt B ek

type string W2 inline,

loggers map MB&ILF 23 AR EI B &RIC K 38 0 AR
5o
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£ 34 = EXTERNALLOGGING X 5%

AT : CruiseControlSpec, EntityTopicOperatorSpec, EntityUserOperatorSpec,
KafkaBridgeSpec, KafkaClusterSpec, KafkaConnectSpec, KafkaMirrorMaker2Spec,
KafkaMirrorMakerSpec, ZookeeperClusterSpec

type BUE— 1 #1288, TTX 9 ¥EA InlineLogging ZKXEM ExternalLogging K&, X}FKE
ExternalLogging, B©REZEN{HZ external,

type string W2 Sa8.
valueFrom ExternalConfigurationRe  ZFi#H&ILKECER ConfigMap 5B,
ference
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% 35 % KAFKACLUSTERTEMPLATE #&X5¥

88 35 & KAFKACLUSTERTEMPLATE &£ 5%

{#MT : KafkaClusterSpec

statefulset

pod

bootstrapService

brokersService

externalBootstrapService

perPodService

externalBootstrapRoute

perPodRoute

externalBootstraplngress

perPodIngress

persistentVolumeClaim

podDisruptionBudget

kafkaContainer

initContainer

clusterCaCert

serviceAccount

StatefulSetTemplate

PodTemplate

InternalServiceTemplate

InternalServiceTemplate

ResourceTemplate

ResourceTemplate

ResourceTemplate

ResourceTemplate

ResourceTemplate

ResourceTemplate

ResourceTemplate

PodDisruptionBudgetTe
mplate

ContainerTemplate

ContainerTemplate

ResourceTemplate

ResourceTemplate

statefulset B B3 M. 1 Apache Kafka
2.5 B9 Streams HHIBR T & StatefulSets B9X
¥, WEMLSHEZAK, Kafka StatefulSet #&
o

Kafka Pod B4R,

Kafka bootstrap Service HItE#R,
Kafka fCERARSS HIEHR.

Kafka #-&B bootstrap Service HIEHR,

FAF M OpenShift #-EB1[R]8 Kafka £5&
1 Services FIIEHR,

Kafka 44 bootstrap B&H BIEEAR,

FAF M OpenShift #-EB14 78 Kafka £5&
1 Routes &R,

Kafka 4+%B bootstrap Ingress FIE4R.

FAF M OpenShift #-EB1[R]# Kafka £5&
4 Ingress #1R,

P& Kafka PersistentVolumeClaims 1
AR

Kafka PodDisruptionBudget f9#&ii,

Kafka {CIE R 2RH0MER,
Kafka init B 25HIER,
A Kafka EBHIE B AEAH Secret iR,

Kafka BR 551K /- BORRAR
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jmxSecret ResourceTemplate Kafka Cluster IMX E3451IER) Secret #&#iR,
clusterRoleBinding ResourceTemplate Kafka ClusterRoleBinding FIf&4R.
podSet ResourceTemplate Kafka StrimziPodSet T RIER,
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&5 36 3 STATEFULSETTEMPLATE #X&3%

85 36 = STATEFULSETTEMPLATE &2 5%

AT : KafkaClusterTemplate, ZookeeperClusterTemplate

metadata MetadataTemplate 7 FA B BER B9 T 8RR,
podManagementPolicy F 7 ([OrderedReady. Tk StatefulSet
Parallel] 2—) PodManagementPolicy, B3(E} Parallel

#1 OrderedReady. #\i\’y Parallel,
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25 37 & METADATATEMPLATE X%

AT : BuildConfigTemplate, DeploymentTemplate, InternalServiceTemplate,
PodDisruptionBudgetTemplate, PodTemplate, ResourceTemplate, StatefulSetTemplate

MetadataTemplate £ BT E I

Labels #1 Annotations AT RAIFIHL IR, FH7E metadata BHEHECE.

fian -

#...
template:
pod:
metadata:
labels:
label1: value1
label2: value2
annotations:
annotationi: value1
annotation2: value2

labels #1 annotations XAl LB S % B RBFAH strimzi.io WEMRE SR, B strimzi.io
WEHEMITAERH Apache Kafka [, BEERE,

37.1. METADATATEMPLATE #R Bt

=43 =4 il b
labels map FRZEFRINE] OpenShift BiR.
annotations map SEFRTINEI OpenShift HR.
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% 38 % PODTEMPLATE X5

2% 38 &= PODTEMPLATE &#RX 5%

AT : CruiseControlTemplate, EntityOperatorTemplate, JmxTransTemplate,
KafkaBridgeTemplate, KafkaClusterTemplate, KafkaConnectTemplate, KafkaExporterTemplate,
KafkaMirrorMakerTemplate, KafkaNodePoolTemplate, ZookeeperClusterTemplate

PodTemplate E BT EFI%

B2 Kafka pod 54k,

PodTemplate &&=l
#...
template:
pod:
metadata:
labels:

label1: value1
annotations:
anno1i: value1
imagePullSecrets:
- name: my-docker-credentials
securityContext:
runAsUser: 1000001
fsGroup: 0
terminationGracePeriodSeconds: 120
#...

38.1. HOSTALIASES

{82/ hostAliases BHHEEEHLH IP ik FIzR, XLEHFRF AR pod B9 /etc/hosts X,

L P RN R ERF A AR, WESEXT Kafka Connect 3¢ MirrorMaker :5146 .,

hostAliases Bdi& =5l
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apiVersion: kafka.strimzi.io/vibeta2
kind: KafkaConnect
#...
spec:
#...
template:
pod:
hostAliases:
- ip: "192.168.1.86"
hostnames:
- "my-host-1"
- "my-host-2"
#...

38.2. PODTEMPLATE &R B

=43
metadata MetadataTemplate

imagePullSecrets LocalObjectReference #{4H

securityContext PodSecurityContext
terminationGracePeriodSec ~ E#{

onds

KM KM

ABR (tolerations) AR #A
priorityClassName string

16

30

1 R B BER B SRR,

B —#p &2 AR secret IBIASIR, AT
FIER L Pod EABMEMGER. 2 Cluster
Operator HHY
STRIMZI_IMAGE_PULL_SECRETS it
#2520 imagePullSecrets 1 # 15 &
i, R{EM imagePullSecrets &g, #72Z
& STRIMZI_IMAGE_PULL_SECRETS

=1
e,

BCE pod MR £ BHEMER TR NE.

TEPREARZ pod BTN A ELXILESE
BOEHE] (AR N EARL) , BARGEREEIT kil {5
SiREME IR IE], S (E B N IR Bt
TRTIHAH IR (B K (HM AR IE B,
FEKRRIEHR, ETREREE NIEE KM
Kafka SEE$1@hNTEFREE, LUE Kafka REBHRE
E RO R E T2 R S —ME, BRI
{5 30 #,

pod BIRELMERLN,

pod AR,

FAF 7 pod S EILAERBINL SR KB BT,


https://kubernetes.io/docs/reference/generated/kubernetes-api/v1.23/#localobjectreference-v1-core
https://kubernetes.io/docs/reference/generated/kubernetes-api/v1.23/#podsecuritycontext-v1-core
https://kubernetes.io/docs/reference/generated/kubernetes-api/v1.23/#affinity-v1-core
https://kubernetes.io/docs/reference/generated/kubernetes-api/v1.23/#toleration-v1-core

Bt

schedulerName

hostAliases

tmpDirSizeLimit

enableServicelLinks

topologySpreadConstraints

string

HostAlias #14H

string

#/R{E

TopologySpreadConstraint
array

% 38 % PODTEMPLATE X5

sk

AT 2ECL Pod BHERFEIRTR, MR%
BIEE, {EAMRAAERR.

pod By HostAliases, hostAliases & EHLF0 IP
BIRESISR, INRIEE, FHEAE Pod ME
L3R,

TE IfEES EmptyDir 8 (tmp) FRE Atz
g EBE (J1Gi) . BES 5Mi,

EEAR B NEA RIRSSBIEBIEAE Pod B9

MR B,

pod BIFRFH 2 R,

17


https://kubernetes.io/docs/reference/generated/kubernetes-api/v1.23/#hostalias-v1-core
https://kubernetes.io/docs/reference/generated/kubernetes-api/v1.23/#topologyspreadconstraint-v1-core
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25 39 & INTERNALSERVICETEMPLATE 5%

AT : CruiseControlTemplate, KafkaBridgeTemplate, KafkaClusterTemplate,
KafkaConnectTemplate, ZookeeperClusterTemplate

metadata MetadataTemplate N FA Bl BT IR B9 ST AR,

ipFamilyPolicy FrEE (— BERSHEAN IP RIIKE, ®RHETSE
[RequireDualStack, SingleStack. PreferDualStack #1
SingleStack, RequireDualStack. SingleStack BT #
PreferDualStack]) N IP %%, PreferDualStack AT IP

X, AFNREHEBRHSESNAHRE
B EMEA IP %%, RequireDualStack %
W, FRIEMILECBHIRBEPEM A IP R,
IRAKIEE, OpenShift FHRIBARS FBIERE

FIME,
ipFamilies FRE (—DHZA[IPv6, IEERSEREM IP Families, ATRIETEIE
IPv4]) #4H IPv4 #11Pv6, #IRAKIEE, OpenShift fF1R

& ipFamilyPolicy % &£ F EIME,

18



%5 40 = RESOURCETEMPLATE #&X5#¥

2% 40 &= RESOURCETEMPLATE #X53%

AT : CruiseControlTemplate, EntityOperatorTemplate, JmxTransTemplate,
KafkaBridgeTemplate, KafkaClusterTemplate, KafkaConnectTemplate, KafkaExporterTemplate,
KafkaMirrorMakerTemplate, KafkaNodePoolTemplate, KafkaUserTemplate,
ZookeeperClusterTemplate

metadata MetadataTemplate 7 FA B BER B9 T AR,

19
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2 41 = PODDISRUPTIONBUDGETTEMPLATE X $3%

AT : CruiseControlTemplate, KafkaBridgeTemplate, KafkaClusterTemplate,
KafkaConnectTemplate, KafkaMirrorMakerTemplate, ZookeeperClusterTemplate

PodDisruptionBudgetTemplate =X EHEHISEEHIFK

PodDisruptionBudget (PDB)Z&—4* OpenShift Fif, @itige it X4 kA 2ot 2 i vl A&
> pod BERMHR ST MY, Apache Kafka B9 Streams &4 # StrimziPodSet = Deployment &
—4 PDB., EHi\fER T, PDB {XAir— 1 BREMEEMAEN AR H, EalLifidE
maxUnavailable EBHREIAE ISR AT A pod H 2.

StrimziPodSet B & X ¥R Xk iE M A maxUnavailable M E & IEHIZBREE pod. K, &
fIlE PDB ¥5EHET, maxUnavailable {4 B3 #7 minAvailable i, ©ARFUGIREHBRNEKN, NT
BIp s -

MRE Kafka FRHPE =1 pod, 3 H maxUnavailable BH¥#1%E N
1, minAvailable %i&% 2, NFfR#F—4 pod RalH,

MEE=AE pod, FH maxUnavailable B¥#i%& 0 (=), minAvailable %i&¥H
3, MBEMB=AE pod #eTAH, FHAITE4 pod FrIH,

PodDisruptionBudget #ikfciE 5l

#...
template:
podDisruptionBudget:
metadata:
labels:
key1: labell
key2: label2
annotations:
key1: labell
key2: label2
maxUnavailable: 1
#...
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%5 413 PODDISRUPTIONBUDGETTEMPLATE #&X&3#%

41.1. PODDISRUPTIONBUDGETTEMPLATE &[4

metadata MetadataTemplate A E| PodDisruptionBudgetTemplate
FRA TR,
maxUnavailable B RFEB) pod WRIER KA A A pod #=E.

% maxUnavailable #Zs#: 4 pod 7E3XkR
BEARTAN, ftiF Pod JXkk, FLLELE N
O "IRALLFRE B EAKER, HLLAIF KR
pod. BRIA N 1,
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8% 42 & CONTAINERTEMPLATE X 5%

AT : CruiseControlTemplate, EntityOperatorTemplate, JmxTransTemplate,
KafkaBridgeTemplate, KafkaClusterTemplate, KafkaConnectTemplate, KafkaExporterTemplate,
KafkaMirrorMakerTemplate, KafkaNodePoolTemplate, ZookeeperClusterTemplate

ContainerTemplate ER B ESIK

EALOVARREAE L RE L TXHIMRLE,

KT aE env BETEN, fERHAE name fl value FEMNRIIKR, UTRAIERTHANBE XL
W28, 3y Katka RERBNETHEXREETX :

#...
template:
kafkaContainer:
env:
- name: EXAMPLE_ENV_1
value: example.env.one
- name: EXAMPLE_ENV_2
value: example.env.two
securityContext:
runAsUser: 2000
#...

A% KAFKA_ BEfEZ 2 2 Apache Kafka By Streams R, %6, MREIELE T EHEH
Streams for Apache Kafka fFHIEE MR E, ©RHZI, HEASPIIRESER.

42.1. CONTAINERTEMPLATE #XEH#

Bt BHRR 31
env ContainerEnvVar #41 NN REIRSRHIMNE L&,
securityContext securityContext BENRE LT
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https://kubernetes.io/docs/reference/generated/kubernetes-api/v1.23/#securitycontext-v1-core

&5 43 % CONTAINERENVVAR BRX5E

£ 43 = CONTAINERENVVAR &£ 5%

AT : ContainerTemplate

name string MR 2B,
value string MR EE,
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%5 44 = TIEREDSTORAGECUSTOM £xX&#

{#MT : KafkaClusterSpec

TieredStorageCustom E=\ BT EIIFR

74 Kafka /5 F B E X 2 2l

MREGFABE LD ZEWE, Suaeid R E L EHREERR Kafka &40 ZEERME
Apache Kafka Hit&H Streams i,

HE X 9 ZE &R E St ¥ B & X RemoteStorageManager A&, RemoteStorageManager 22—
A Kafka #0, ATER Kafka MiziE9 EEHEZHNZE,

NMRBBEATBAENSZEEE, Apache Kafka B8 TopicBasedRemoteLogMetadataManager FAF
Remote Log Metadata Management (RLMM),

g

H
[=]

P EFHER—1 BV Kafka Thig, ©thelF Apache Kafka B, HHFH
LAIPRGI, REVIEEMEhEA,

BE X2 REFHEEERA

kafka:
tieredStorage:
type: custom
remoteStorageManager:
className: com.example.kafka.tiered.storage.s3.S3RemoteStorageManager
classPath: /opt/kafka/plugins/tiered-storage-s3/*
config:
# A map with String keys and String values.
# Key properties are automatically prefixed with ‘rsm.config.’
# and appended to Kafka broker config.
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https://github.com/apache/kafka/blob/trunk/storage/src/main/java/org/apache/kafka/server/log/remote/metadata/storage/TopicBasedRemoteLogMetadataManager.java
https://kafka.apache.org/documentation/#tiered_storage_limitation

&5 44 & TIEREDSTORAGECUSTOM & &3

storage.bucket.name: my-bucket
config:

# Additional RLMM configuration can be added through the Kafka config

# under 'spec.kafka.config' using the 'rimm.config." prefix.
rimm.config.remote.log.metadata.topic.replication.factor: 1

44.1. TIEREDSTORAGECUSTOM £ = Btk

type B2 — #5123, ATKXH¥F TieredStorageCustom BB H S Hib FRE (AREAELUUIER
) o XFHE TieredStorageCustom, BRZERE custom A,

Bt BHRR ek
remoteStorageManager RemoteStorageManager EiEEEEEGRNEE.
type string W/l custom,
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£ 45 & REMOTESTORAGEMANAGER #3535

{7 : TieredStorageCustom

className string RemoteStorageManager =2l H) 2 & 7,
classpath string RemoteStorageManager =2 HY K E& 1R,
config map RemoteStorageManager =2 HI &4 B &

MRS, ZEEANE B ERTZE rsm.config.,
FRINE Kafka RIBECE .
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% 46 3 ZOOKEEPERCLUSTERSPEC &£

8% 46 = ZOOKEEPERCLUSTERSPEC 2R 5%

{#MAF : KafkaSpec

ZookeeperClusterSpec B\ BT EIIFR

BEdi& ZooKeeper (2,

46.1. CONFIG

{81/ config EtEf¥ ZooKeeper ETifcE )i,

XEETLIRLUT JSON KBz — -

Fr&

Number

His

BT LIS EFACE ZooKeeper 3244 FhF H T,

{82, Apache Kafka B fi SR EMEER S LU TASTHERMET, MXELEREN :

et (n#E. FHEIERRE)

i 2RAciE

127


https://zookeeper.apache.org/doc/r3.8.3/
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RERIER %

zookeeper SRR

EERXERAUTIHRMNEY -

4lw.commands.whitelist

authProvider

clientPort

dataDir

datalLogDir

quorum.auth

reconfigEnabled

requireClientAuthScheme

secureClientPort

IR35%5.

snapshot.trust.empty
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standaloneEnabled

serverCnxnFactory

ssl.

sslQuorum

MR config BHEI & — N LEHEHMIED,

% 46 3 ZOOKEEPERCLUSTERSPEC &£

CREHERE, FEEEERI1C%XE Cluster Operator His

X, A HMEZRRETERES A4 B ZooKeeper, SIHFLLTHISEI Apache Kafka B Streams B ik

i -

X5 TLS iRAHMEEEHBIESR ssl iE

ZooKeeper A& 2l

apiVersion: kafka.strimzi.io/vibeta2
kind: Kafka
spec:
kafka:
#...
zookeeper:
#...
config:
autopurge.snapRetainCount: 3
autopurge.purgelnterval: 2
#...

46.2. LOGGING

ZooKeeper EF I REEM B FZIC KSR :

zookeeper.root.logger
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ZooKeeper {8 Apache log4j B0 %28 L30,

{#/ logging EttEcE HFZ L kSR BKIL KB,

fEa LR EEEE ASIC KB (E%) SHEMABENL (488) ConfigMap kixi&B&EZ.
MEEF ConfigMap, &EaILUF logging.valueFrom.configMapKeyRef.name Bt iX& h @S2 H
HilKACEM ConfigMap B9 #5. 7 ConfigMap 1, Bi5ic kA& logdj.properties
i, logging.valueFrom.configMapKeyRef.name 1 logging.valueFrom.configMapKeyRef.key &
#MEmEe, FREENAEIERICKACER ConfigMap 27t Cluster Operator ;21T f# F B & ¥R
g, RAREEXARERNE, MREFIEERE L ConfigMap, NFEHARKIABFILKKE. R
EAEXERENBKICKEE NS ZASICREREK ERAKILFRKE. AXASIHINESE
B, &2 Apache Bl FIRS.

X8, HBIED RE M ASMAXFILTE BRA, inline BERICFEERAZICFKEET., EATLLE
R ERHAFTICERZHINE loggers BB B &L,

PEXA&ICK

apiVersion: kafka.strimzi.io/vibeta2
kind: Kafka
spec:
#...
zookeeper:
#...
logging:
type: inline
loggers:
zookeeper.root.logger: INFO
log4j.logger.org.apache.zookeeper.server.FinalRequestProcessor: TRACE
log4j.logger.org.apache.zookeeper.server.ZooKeeperServer: DEBUG
#...

HBAELXES DEBUG TR B AEREHH, Heaseaonttae.

AEBEFICE
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https://logging.apache.org/

% 46 3 ZOOKEEPERCLUSTERSPEC &£

apiVersion: kafka.strimzi.io/vibeta2
kind: Kafka
spec:
#...
zookeeper:
#...
logging:
type: external
valueFrom:
configMapKeyRef:
name: customConfigMap
key: zookeeper-log4j.properties
#...

R R(GC)

Bidk EIBUKEE 28 B il skt el LUEA jvmOptions B /EH  (EA)

46.3. ZOOKEEPERCLUSTERSPEC &R &tk

replicas =B £ pod =,
image string FF ZooKeeper pod IR ZRFE R, WREHE

BRFATE EHIR AT, ERRIE
spec.kafka.version Fi%E# Kafka kit AR
Eo HEBIET 1BLEE Cluster Operator
BL & Fh XS S AR AR

storage EphemeralStorage, GFHERE () . BEEH,
PersistentClaimStorage
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Bt

config

livenessProbe

readinessProbe

jvmOptions

jmxOptions

resources

metricsConfig

logging

&R

132

map

probe

probe

JvmOptions

KafkadmxOptions

ResourceRequirements

JmxPrometheusExporte
rMetrics

InlineLogging,
ExternalLogging

ZookeeperClusterTempl
ate

sk

ZooKeeper RIEBECE., TR XEWH ALLTAET
B : server., dataDir, dataLogDir,
clientPort, authProvider, quorum.auth,
requireClientAuthScheme,
snapshot.trust.empty, standaloneEnabled,
reconfigEnabled, 4lw.commands.whitelist,
secureClientPort, ssl., serverCnxnFactory,
sslQuorum  (B& ssl.protocol FR4+)
ssl.quorum.protocol, ssl.enabledProtocols,
ssl.quorum.enabledProtocols,
ssl.ciphersuites, ssl.quorum.ciphersuites,
ssl.hostnameVerification,
ssl.quorum.hostnameVerification)

Pod FEEKRE,

Pod MIZEERE,

pod B9 JVM JETI,

Zookeeper 77 mBY JMX 1T,

E(REBH CPU IR KR,

B,

ZooKeeper A KL KE B,

ZooKeeper B FTIREMR, 1ZIERSSVFE -
8 EI{AT A X OpenShift ¥R,


https://kubernetes.io/docs/reference/generated/kubernetes-api/v1.23/#resourcerequirements-v1-core

&5 47 3 ZOOKEEPERCLUSTERTEMPLATE X &%

{#MT : Zoo keeperClusterSpec

Bt

statefulset

pod

clientService

nodesService

persistentVolumeClaim

podDisruptionBudget

zookeeperContainer

serviceAccount

jmxSecret

podSet

EERR

StatefulSetTemplate

PodTemplate

InternalServiceTemplate

InternalServiceTemplate

ResourceTemplate

PodDisruptionBudgetTe
mplate

ContainerTemplate

ResourceTemplate

ResourceTemplate

ResourceTemplate

88 47 & ZOOKEEPERCLUSTERTEMPLATE 5%

U

statefulset B B3 M., 1 Apache Kafka
2.5 B9 Streams FIfifilfR 7 X StatefulSets B
. EEMHFHERRE, ZooKeeper
StatefulSet &R,

ZooKeeper Pod IR,
ZooKeeper & M iRBR S5 #EHR .
ZooKeeper 7 1 Service HI#EHR,

Ffi8 ZooKeeper
PersistentVolumeClaims BJ#&E#R,

ZooKeeper PodDisruptionBudget #9#&
Mo

ZooKeeper RaExHIER
ZooKeeper R 551k 7 BIRERR o

Zookeeper Cluster JIMX &35 1EH Secret
&R

ZooKeeper StrimziPodSet %RAER,
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2% 48 = ENTITYOPERATORSPEC 5%

{#MAF : KafkaSpec

topicOperator EntityTopicOperatorSpe  Egi& 3 Operator,
Cc
userOperator EntityUserOperatorSpec  Egi& User Operator,
tlsSidecar TIsSidecar TLS sidecar E2i&,
iR EntityOperatorTemplate  Entity Operator FiIRIIIEMNR, BT IZER,
FA P e LA E e 4 A Deployment #11
Pod.
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&5 49 & ENTITYTOPICOPERATORSPEC X5&

55 49 E ENTITYTOPICOPERATORSPEC &R &%

AT : EntityOperatorSpec
EntityTopicOperatorSpec #=\ BT EIIFR
Eci& ¥ Operator,

49.1. LOGGING

F78 Operator H— A ESERIH&RIC KSR :
rootLogger.level
I3 Operator f#f Apache log4j2 B&ic &2,

{81/ Kafka %R Kafka ¥5iIR8 entityOperator.topicOperator ZEXH i logging B A& E HE&iC®
s A&ILKBL.

fEa LA BEEE A SIC K EMI0N (E%) SHEMABEENL (488) ConfigMap Ki%i& B&EH5.
MR{EA ConfigMap, #ErILLET logging.valueFrom.configMapKeyRef.name B4 & &S 45H
HiCKEEM ConfigMap & #R, 7E ConfigMap &1, BICRACE M log4j2.properties Ji
i, logging.valueFrom.configMapKeyRef.name 1 logging.valueFrom.configMapKeyRef.key &4
#MI2oEHN, FREENTHEYAFICTREERN ConfigMap 27 Cluster Operator ;21T {1 B & X FGR
g, RARESXDARERME. MREFEEBEN ConfigMap, NEARKIABRILTKKXE, MR
EARERENAFILKSRE NRANZAFTICKBAE ERAFZTILKBRRE. AXAERIINESZE
B, &2 Apache Bl RS,

EXE, HIED A # ABAXFICT BRAl, inline BRICEKIEERA®RTICEBEN, EATLLE
R ERHATICERHINE loggers B IXE B EH .

PR &ICK

I apiVersion: kafka.strimzi.io/vibeta2
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https://logging.apache.org/
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kind: Kafka
metadata:
name: my-cluster
spec:
kafka:
#...
zookeeper:
#...
entityOperator:
#...
topicOperator:
watchedNamespace: my-topic-namespace
reconciliationintervalSeconds: 60
logging:
type: inline
loggers:
rootLogger.level: INFO
logger.top.name: io.strimzi.operator.topic ﬂ
logger.top.level: DEBUG
logger.toc.name: io.strimzi.operator.topic.TopicOperator 6
logger.toc.level: TRACE @)

logger.clients.level: DEBUG 9

7 topic K ABBE—PBEILEKSS.

W& topic B EBIEFICFKI,

7y TopicOperator K flE—AHE&IL KSR

L4

% & TopicOperator M A &iC*% A,

©

BB B BRICRSBNAEL. TR BEIC%&E27 9 Apache Kafka {Z#tH A&
ILREEN—2. BAERT, %EJ INFO,
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% 49 = ENTITYTOPICOPERATORSPEC X &%

4

al

EAERERNNER, BERBLT rootLogger B DEBUG, LUKEXSEIF4NH
B BiFEE, FASEHLE N DEBUG HREASBAEATHL, Hasamtt

o
HEo

AEAEZILE

apiVersion: kafka.strimzi.io/vibeta2
kind: Kafka
metadata:
name: my-cluster
spec:
kafka:
#...
zookeeper:
#...
entityOperator:
#...
topicOperator:
watchedNamespace: my-topic-namespace
reconciliationintervalSeconds: 60
logging:
type: external
valueFrom:
configMapKeyRef:
name: customConfigMap
key: topic-operator-log4j2.properties

R EER(GC)

Btk EIBUKEE 28 B il skt aT LUEA jvmOptions B /EH  (EA)

49.2. ENTITYTOPICOPERATORSPEC [

=13 =4 i ik
watchedNamespace string F il Operator NZ W86 & 22 (6],
image string FAF E/ Operator B95i5,
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Bt

reconciliationIntervalSecond
s

zookeeperSessionTimeoutS
econds

startupProbe

livenessProbe

readinessProbe

resources

topicMetadataMaxAttempts

logging

jvmOptions

138
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probe

probe

probe

ResourceRequirements

B

InlineLogging,
ExternalLogging

JvmOptions

sk

TEHATH U 2 8] B B B

ZooKeeper R1EHIFET,

Pod FEhiG .

Pod EEEKE,

Pod MIEERE,

EREBH CPU N KR,

ARER ST BRI B9 22 0R B

AL KA E.

pod B JVM JETI,


https://kubernetes.io/docs/reference/generated/kubernetes-api/v1.23/#resourcerequirements-v1-core

&5 50 &= ENTITYUSEROPERATORSPEC X%
£6 50 = ENTITYUSEROPERATORSPEC &%

AT : EntityOperatorSpec
EntityUserOperatorSpec & BRIk

Eci& User Operator,

50.1. LOGGING

User Operator B— " alEe BB & ILRES -
rootLogger.level
User Operator {1 Apache log4j2 H&ic %23 EH,

{81/ Kafka %iRM entityOperator.userOperator ZEX ] logging EttkkdE HEid k&M AED
B G R

fEa LA BEEE A SIC K EMI0N (E%) SHEMABEENL (488) ConfigMap Ki%i& B&EH5.
MR{EA ConfigMap, #ErILLET logging.valueFrom.configMapKeyRef.name B4 & &S 45H
HiCKEEM ConfigMap & #R, 7E ConfigMap &1, BICRACE M log4j2.properties Ji
i, logging.valueFrom.configMapKeyRef.name 1 logging.valueFrom.configMapKeyRef.key &4
#MI2oEHN, FREENTHEYAFICTREERN ConfigMap 27 Cluster Operator ;21T {1 B & X FGR
g, RARESXDARERME. MREFEEBEN ConfigMap, NEARKIABRILTKKXE, MR
EARERENAFILKSRE NRANZAFTICKBAE ERAFZTILKBRRE. AXAERIINESZE
B, &2 Apache Bl RS,

X8, HAET RE M AMAFICE BWRF, inline BEICKIERE rootLogger.level, AR LLE
R ERHATICERHINE loggers B IXE B EH .

PR &ICK

I apiVersion: kafka.strimzi.io/vibeta2
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kind: Kafka
metadata:
name: my-cluster
spec:
kafka:
#...
zookeeper:
#...
entityOperator:
#...
userOperator:
watchedNamespace: my-topic-namespace
reconciliationintervalSeconds: 60
logging:
type: inline
loggers:
rootLogger.level: INFO
logger.uop.name: io.strimzi.operator.user ﬂ
logger.uop.level: DEBUG 9
logger.abstractcache.name: io.strimzi.operator.user.operator.cache.AbstractCache 6
logger.abstractcache.level: TRACE ﬂ

logger.jetty.level: DEBUG 9

7 user KA AE—P BEILKES.

WiE user KB ELH,

74 AbstractCache X BIB—HEIC®E.

L4

%i& AbstractCache XM HAZICFEHA,

©

BB jetty BEICEBOEERL, jetty logger 2 Apache Kafka IRt B &KL KR BEMN
—8a. RIAMERT, XEN INFO,
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% 50 3 ENTITYUSEROPERATORSPEC R 5%

al

EAERERNNER, BERBLT rootLogger B DEBUG, LUKEXSEIF4NH
B BiFEE, FASEI%E N DEBUG FREASBAEAFHL, Hasamtt

o
HEo

AEAEZILE

apiVersion: kafka.strimzi.io/vibeta2
kind: Kafka
metadata:
name: my-cluster
spec:
kafka:
#...
zookeeper:
#...
entityOperator:
#...
userOperator:
watchedNamespace: my-topic-namespace
reconciliationintervalSeconds: 60
logging:
type: external
valueFrom:
configMapKeyRef:
name: customConfigMap
key: user-operator-log4j2.properties

R ERR(GC)

Bidk EIBUKEE 28 B il skt aT LUEA jvmOptions B /EH  (EA)

50.2. ENTITYUSEROPERATORSPEC &R Btk

=3 BHRR ik
watchedNamespace string User Operator R iZ Y f1B o 4 22 [,
image string FAF User Operator B9%i5.
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Bt EERR

reconciliationIntervalSecond  Z£#{
s

zookeeperSessionTimeoutS BH

econds

secretPrefix string

livenessProbe probe

readinessProbe probe

resources ResourceRequirements

logging InlineLogging,
ExternalLogging

jvmOptions JvmOptions

142

sk

TEHATH R 2 8] B B B

zookeeperSessionTimeoutSeconds i
HeFMH. LEEEFH, EH User
Operator AB{#F ZooKeeper, ZooKeeper
KTEBYEI,

EIRINH Secret BFREY KafkaUser R FRAEY
I,

Pod FEEKRE,

Pod IZEERE,

E(REBH CPU IR KR,

AL RECE.

pod B9 JVM JEII,


https://kubernetes.io/docs/reference/generated/kubernetes-api/v1.23/#resourcerequirements-v1-core

% 5135 TLSSIDECAR i 5%

&5 51 & TLSSIDECAR X &%

AT : CruiseControlSpec, EntityOperatorSpec

TisSidecar R BHERIEE TR

Boi& TLS sidecar, X271t pod Fiz{T{HH R X FFEMKASR. £ Apache Kafka B9 Streams
fh, TLS sidecar f£/ TLS EMZE MR ZEHHEH ZooKeeper Z [HIHEIE,

TLS sidecar {£ Entity Operator Hi{&fi,

TLS sidecar {§if Kafka.spec.entityOperator Fif4 tisSidecar B TACE.

TLS sidecar 23 LU THANED -

image

logLevel

readinessProbe

livenessProbe

resources [BEIEE N TLS sidecar 4B AEF CPU %,

image Bt B HEAMNERHHR,
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readinessProbe #1 livenessProbe B4 TLS sidecar Bdi& R EIFEN,

logLevel BtHEEBE . U THKZICFKI -

[ ]
emerg
[ ]
alert
[ ]
crit
[ ]
err
[ ]
warning
[ ]
[ ]
info
[ ]
debug
BN notice,
TLS sidecar e &=l

apiVersion: kafka.strimzi.io/vibeta2
kind: Kafka
metadata:

name: my-cluster
spec:

#...
entityOperator:
#...
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% 5135 TLSSIDECAR i 5%

tisSidecar:
resources:
requests:
cpu: 200m
memory: 64Mi
limits:
cpu: 500m
memory: 128Mi
#...

51.1. TLSSIDECAR X Bt

=4 =4 3] b

image string A2 docker 5,

livenessProbe probe Pod IFEEKE,

logLevel FHFEE( [emerg, debug, crit, TLS sidecar WAE 5. BAINET notice,
err, alert, warning, notice,
info])

readinessProbe probe Pod MMAEAEK &,

resources ResourceRequirements EREH CPU MINE TR,
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88 52 & ENTITYOPERATORTEMPLATE #EXX53%

AT : EntityOperatorSpec

=43 BHRR Uiy

BE DeploymentTemplate Entity Operator Deployment FJ1E4R.
pod PodTemplate S Operator Pod H9EHR,
topicOperatorContainer ContainerTemplate Entity Topic Operator & 28 FI#EHR,
userOperatorContainer ContainerTemplate Entity User Operator & 23 HUE1R,
tlsSidecarContainer ContainerTemplate Entity Operator TLS sidecar R2xBIER
serviceAccount ResourceTemplate Entity Operator AR5 F B94E#R,
entityOperatorRole ResourceTemplate Entity Operator & B RER .
topicOperatorRoleBinding ResourceTemplate Entity Topic Operator RoleBinding BJf&4R.
userOperatorRoleBinding ResourceTemplate Entity Topic Operator RoleBinding BJf&4R.
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& 533 DEPLOYMENTTEMPLATE &xX5&&

25 53 & DEPLOYMENTTEMPLATE #X5%

AT : CruiseControlTemplate, EntityOperatorTemplate, JmxTransTemplate,
KafkaBridgeTemplate, KafkaConnectTemplate, KafkaExporterTemplate,
KafkaMirrorMakerTemplate

DeploymentTemplate @ HH5TETIxR

{8/ deploymentStrategy 15 E £ E R E HXNIFIA pod E# ¥ pod BITKER,

FERAUTEZ— -

RollingUpdate : Pod ZEREHLHER TES,

BHGIE : Pod EOIEH Pod mi#kikE,

{8/ Recreate ERBEAFRESTAFRNMLY, BHR<ZNAERFEEL.

EREEERIRXIESN Recreate KR,

#...
template:
deployment:
deploymentStrategy: Recreate
#...

XN EEIF R BRI EH.

53.1. DEPLOYMENTTEMPLATE #R Bt
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metadata MetadataTemplate N FA B B R B9 ST EUE.
deploymentStrategy FHE([RollingUpdate, ERERLEE M Pod B KRS, BXEN
Recreate] 2 —) RollingUpdate #1 Recreate, 2Xil}

RollingUpdate.
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&5 54 % CERTIFICATEAUTHORITY #&X&%

28 54 & CERTIFICATEAUTHORITY £ 5%

{#MAF : KafkaSpec

ECEERAPEM TLS IEPMECE. XERTHTRHFPRIEFNIES, URATaL

Kafka.spec.kafka.listeners.tls #1725/ i i (W B9IEH,

Bt EHERR

generateCertificateAuthorit ~ #/R{H
y

generateSecretOwnerRefer H/RME

ence
validityDays B
renewalDays B

certificateExpirationPolicy FRFEE([replace-key,

renew-certificate] 2 —)

25U

RN true, ME B BhERRIEF AL AL
F, BN, BFHEEN Secret 124 CA L
Fo BN true,

NER A true, Cluster #1 Client CA Secrets
£ #2& ownerReference % & 7 Kafka %
B, R true IHER T Kafka 55R,
CA Secret th&#wMikR. WRH false, NI
Fd ownerReference. #13% Kafka %R71E
false B #iffBR, MRS CA Secret Fa[{tE
SEA. Bilhtrue,

ERBNIEBRIRBN BN, FRINEH 365,

IEBEAT AP RE, X2 HAaTw
DIHATE TR EBIRE. &
generateCertificate Authority 7 true
i, XRSEERIILH, 3
generateCertificate Authority 7 true
i, XS B EICRKHEHTE WARN
T B RIS AR IER. BOAEN
30,

TE4 % CertificateAuthority=true K,
4R CA UEFTHE. BUAEE R
CAIES, LAMERIIAEMRA,
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88 55 & CRUISECONTROLSPEC £R 5%

{#MAF : KafkaSpec

CruiseControlSpec =\ BT EIIFR

& — Cruise Control £,

REETSUTREEX :

BiricE

BiRDB Bir A 2R

55.1. CONFIG

{8/ config BHEfHEHLET RS E N EH.

XA LR LT JSON K8z — -

FFER

Number

Hi5

B[ LS EFHACE Cruise Control 3244 dha A9k,
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https://github.com/linkedin/cruise-control/wiki/Configurations

&5 55 3 CRUISECONTROLSPEC #X&%

{82, Apache Kafka M7 SiEBEMEER S LU TASTHEXIET, MiXTERN :

et (n#E. FHEIERRE)

S| Kafka £58F

& im 1D ECiE

ZooKeeper

Web [R5523RCIE

BHER

EERXERAUTIHRMNEY -

bootstrap.servers

capacity.config.file

client.id

failed.brokers.zk.path

kafka.broker.failure.detection.enable

metric.reporter.sampler.bootstrap.servers
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MR config BRI & — N LEHEHHED,

A%,

request.reason.required

self.healing.

ssl.

topic.config.provider.class

two.step.

webserver.accesslog.

webserver.api.urlprefix

webserver.http.

webserver.session.path

zookeeper.

CRHERE, FFEEERI1C%XT Cluster Operator His

X, rEHMIZ AT A B Cruise Control, &3E%T Apache Kafka i Streams B i& HIEIHIAI L

THIA -
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% 55 % CRUISECONTROLSPEC &R&#

Bdi& webserver Bt LS Cross-Origin Resource Sharing (CORS)

Cruise Control Ed¢i& =f

apiVersion: kafka.strimzi.io/vibeta2
kind: Kafka
metadata:
name: my-cluster
spec:
#...
cruiseControl:
#...
config:
# Note that "default.goals’ (superset) must also include all "hard.goals’ (subset)
default.goals: >
com.linkedin.kafka.cruisecontrol.analyzer.goals.RackAwareGoal,
com.linkedin.kafka.cruisecontrol.analyzer.goals.ReplicaCapacityGoal
hard.goals: >
com.linkedin.kafka.cruisecontrol.analyzer.goals.RackAwareGoal
cpu.balance.threshold: 1.1
metadata.max.age.ms: 300000
send.buffer.bytes: 131072
webserver.http.cors.enabled: true
webserver.http.cors.origin: "*"
webserver.http.cors.exposeheaders: "User-Task-ID,Content-Type"
# ...

55.2. XX FIEHZ(CORS)

cross-Origin Resource Sharing (CORS)2—# HTTP #l#l, FTFiEHIx REST API 849ijj[a], BRHITT
LLRVin A ESRE P i AR URL, fEaILUE A config #1849 webserver.http.cors.enabled Ethif
i Cruise Control J5f CORS, JGffE, CORS fiif MARETF Apache Kafka BIR#: URL KIN AARER
BEHLN Cruise Control REST API B9ijilnl, iXSivrkBiEERPHIS FAZRR1T Cruise Control API 3E
{1/ GET i#KiKE Kafka BN 2. HitN, NABRF LRSI NS ERRIEENBER.
AU POST iEK,

k

N
p 3
;

i

A X{EH Cruise Control 1 CORS ME %58, 1FS 1 Cruise Control Wiki H1i
REST API,
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https://github.com/linkedin/cruise-control/wiki/REST-APIs
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4 Cruise Control [ CORS

&0 LAfE Kafka.spec.cruiseControl.config &5 FAf1ACiE CORS.

apiVersion: kafka.strimzi.io/vibeta2
kind: Kafka
metadata:
name: my-cluster
spec:
#...
cruiseControl:
#...
config:

webserver.http.cors.enabled: true ﬂ
webserver.http.cors.origin: "*" @)

webserver.http.cors.exposeheaders: "User-Task-ID,Content-Type" 6

#...

J2F CORS.

2]

73 Access-Control-Allow-Origin HTTP MuR ARk igE SR VFIGER, EaTLlEfEnes, & gs
ANEIEES URL, MREFERERR, WaiEEFskRPR oI,

©

77 Access-Control-Expose-Headers HTTP iR brk A FFEEMIRL B TR, SSEFa9ERhR
FAT2RE mI LA FA 45 R BOFR KL BE AR

55.3. CRUISE CONTROL REST API 221t

Cruise Control REST API i HTTP XG4 % UEH SSL fRIFEE, UARPERGZBENEITFE

Cruise Control #4E, M3 M Kafka {CE, FEiTEN UEEA T XEi%E B Apache Kafka Hi{#H
Cruise Control for Apache Kafka,

B2, aLLETHEELLT Cruise Control BEd&E B2 X 5% & -

EZHREN HTTP A GHEKUE, 55 webserver.security.enable % & false,
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&5 55 3 CRUISECONTROLSPEC #X&%

EXHRNEMN SSL, 5 webserver.ssl.enable i%i& 7y false,

Cruise Control Bdi& X2 API =1, B35 IEH SSL

apiVersion: kafka.strimzi.io/vibeta2
kind: Kafka
metadata:
name: my-cluster
spec:
#...
cruiseControl:
config:
webserver.security.enable: false
webserver.ssl.enable: false
#...

55.4. BROKERCAPACITY

Cruise Control i i A2 RHISKHEE BTRE EMFNMEA B2 ERER, ITREH 41088

DiskCapacityGoal - i fFFE RS

CpuCapacityGoal - CPU FlIRFE

NetworkinboundCapacityGoal - % ALl A=

NetworkOutboundCapacityGoal - %% HHihFI R E

&0 LI#E Kafka.spec.cruiseControl B brokerCapacity Btt#y Kafka VB RIEESERH, ©
IBARE AN, EaERE]INEIAE. T TRERRXESEMRH :

CPU - CPU ¥R (Z#3) 3 CPU A (BRI : 1)
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inboundNetwork - AR ENHE (277/8#) (BXIAE : 10000KiB/s)

outboundNetwork - HHitRZEHE (FT7/8#) (BKIAH : 10000KiB/s)

SFREELE, HEAWERE OpenShift 277H5c (K. M. G) 3iH bibyte (5% 2) HFNHE
(Ki, Mi, Gi) BIEBU{HE,

A CPU F=MRHIH Apache Kafka i Streams BEI4EK, ALWEFRFTERET
file AT HRIEFEMEA CPU Bt MMM SR TERIY, EaIblfE
Kafka.spec.kafka.resources Hi% &5 CPU FR{EHZM CPU iEXK, iXH, A CPU ¥
BE~RErH, FABRATH, LERESIT Cruise Control fEA&FET CPU BIrME
PGB, EfTG CPU RIAR, INREE Kafka.spec.kafka.resources TGiEI%
& CPU iHkEFF CPU BRfH, NITLUNHERBARMEF5hiIE CPU BE.

{5/ bibyte H.f78 Cruise Control brokerCapacity &l

apiVersion: kafka.strimzi.io/vibeta2
kind: Kafka
metadata:

name: my-cluster
spec:

#...

cruiseControl:

#...

brokerCapacity:

cpu: 2"

inboundNetwork: 10000KiB/s

outboundNetwork: 10000KiB/s
#...

55.5. REES

REATRKIFETAEFHMSEH CPU RN R 21T, MREXMER, HiEE BF HhEMERKE
M%EEM CPU R, BEAHERNAEZMRERTE, IO TRERRXEESZSEMRH -
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CPU - CPU ¥R (Z#3) 3 CPU Ak (BRI : 1)

inboundNetwork - AR ERE (277 /8#) (BXIAE : 10000KiB/s)

outboundNetwork - HHitRZEHE (FT7/8#) (BKIAH : 10000KiB/s)

Cruise Control capacity IR fI{§EH bibyte HH B EACE

apiVersion: kafka.strimzi.io/vibeta2
kind: Kafka
metadata:

name: my-cluster
spec:

#...

cruiseControl:

#...

brokerCapacity:
cpu:"1"
inboundNetwork: 10000KiB/s
outboundNetwork: 10000KiB/s
overrides:
- brokers: [0]

cpu: "2.755"

inboundNetwork: 20000KiB/s

outboundNetwork: 20000KiB/s
- brokers: [1, 2]

cpu: 3000m

inboundNetwork: 30000KiB/s

outboundNetwork: 30000KiB/s

CPU REMAUTEARNFHENREHE, BAENEERKESHMEL

Kafka.spec.cruiseControl.brokerCapacity.overrides.cpu & MU ERE L E E X CPU
BRI

kafka .cruiseControl.brokerCapacity.cpu, 7 kafka E8HhMmAENREEXHEN CPUR
=RRE
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Kafka.spec.kafka.resources.requests.cpu, FFE X Kaftka £#hENMEEER CPU
B,

Kafka.spec.kafka.resources.limits.cpu, FFiE X Kafka SEEFhEMUIE AT HRRKX
CPU ¥R,

XMEERIFRARE Katka KRR E ERFIN BEEEFREEENINF. Hm, FETFRE
MESMETAARENSERG. MREAHEELM CPUFERE, Nl Kafka KEHEIA CPUBE
#HiXiEH 1 1 CPU R#%,

o

MEEZER, iHSH BrokerCapacity EXE%,

55.6. LOGGING

Cruise Control A8 F BN HRICFKSES :

rootLogger.level

Cruise Control fif Apache log4j2 B&ic &2,

{#/ logging EtEcE H &L XM BKIL KB,

fEa LhEa EEHEE ASIC KB (E%) SHEMABENL (488) ConfigMap Kix%i& B&EZ0.
MEEF ConfigMap, &EaILUF logging.valueFrom.configMapKeyRef.name Bt iXi& h @ S/ E8H
HilKACEM ConfigMap B9 #5. 7 ConfigMap 1, Bi5icXECE{# M logdj.properties
i, logging.valueFrom.configMapKeyRef.name 1 logging.valueFrom.configMapKeyRef.key &4
MEmEe, FREENATIERICKACER ConfigMap 27t Cluster Operator ;21T f# Fl B & ¥R
g, RAREEXARERNE, MREFIEERBE L ConfigMap, NFEHARKIABFRILKKE. R
FRAXERENEZICERE NS hZARIDESIHE LLARICEKIREE,

EXE, HIED R N AMAKILK MRFl, inline BFICKIEERAKICRKEBIN. HLATLLE

R ERHAFTICERZHINE loggers BB B &L,

PEXA&ICK
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apiVersion: kafka.strimzi.io/vibeta2
kind: Kafka
#...
spec:
cruiseControl:
#...
logging:
type: inline
loggers:
rootLogger.level: INFO
logger.exec.name: com.linkedin.kafka.cruisecontrol.executor.Executor ﬂ
logger.exec.level: TRACE 9
logger.go.name: com.linkedin.kafka.cruisecontrol.analyzer.GoalOptimizer 9
logger.go.level: DEBUG ﬂ
#...

4 Cruise Control Executor KAIBE— 1 H&IC TR,
% & Executor XM BEZ A,
74 Cruise Control GoalOptimizer £ fIE—/ B&Eil %5,

79 GoalOptimizer 2% & B &ic 455,

4

al}

1£# Cruise Control B[rIEiR, B BLUF rootLogger By DEBUG, LUKEGH
HHMAER, BiFTEE, FASEI%EN DEBUG AREARSBAEAEHE, HTk:a
MERE,

ABBEFICE
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apiVersion: kafka.strimzi.io/vibeta2

kind: Kafka

#...

spec:
cruiseControl:

#...

logging:

type: external

valueFrom:
configMapKeyRef:

name: customConfigMap
key: cruise-control-log4j.properties

#...

hk M ER 2R (GC)

Bk EIBUKEE 28 B il skt aT LUEA jvmOptions B /EH  (EA)

55.7. CRUISECONTROLSPEC # |t

Bt

image

tIsSidecar

resources

livenessProbe

readinessProbe

jvmOptions

logging

160

EERR

string

TIsSidecar

ResourceRequirements

probe

probe

JvmOptions

InlineLogging,
ExternalLogging

23U

FATF Cruise Control pod IR 5 iR, WME%
BRI EHEE L, NHREFA T
Cluster Operator EgB PIEEHI &R, NRIE
Cluster Operator BEi& A% B & RGBT,
&5 FA BRIAES

tisSidecar BB F M. TLS sidecar F2i&,

1 Cruise Control B23FEH CPU MINER
R

X} Cruise Control 251317 Pod #/&E

#,

X} Cruise Control B85 1T Pod FLZEE IS

#,

Cruise Control 2589 JVM &1,

FAF Cruise Control BB &1L KECE (Log4
2)


https://kubernetes.io/docs/reference/generated/kubernetes-api/v1.23/#resourcerequirements-v1-core

Bt

&R

brokerCapacity

config

metricsConfig

CruiseControlTemplate

BrokerCapacity

map

JmxPrometheusExporte
rMetrics

% 55 % CRUISECONTROLSPEC &R&#

sk

TENR S 38 E AN{AT 4 BX Cruise Control ¥R «
Deployment #1 Pod,

Cruise Control brokerCapacity Eci&,

Cruise Control BRi&, B XEELIHITES
x, HZMH
https://github.com/linkedin/cruise-
control/wiki/Configurations, &FXR, w8
LUFRIZH BT ERE :
bootstrap.servers, client.id, zookeeper.,
network., security.,
failed.brokers.zk.path,webserver.http.,
webserver.api.urlprefix,
webserver.session.path,
webserver.accesslog., two.step.,
request.reason.required,metric.reporter.sam
pler.bootstrap.servers, capacity.config.file,
self.healing., ssl.,
kafka.broker.failure.detection.enable,
topic.config.provider.class (F :
ssl.cipher.suites, ssl.protocol,
ssl.enabled.protocols,
webserver.http.cors.enabled,
webserver.http.cors.origin,
webserver.http.cors.exposeheaders,
webserver.security.enable,
webserver.ssl.enable) .

B,

161


https://github.com/linkedin/cruise-control/wiki/Configurations

Red Hat Streams for Apache Kafka 2.7 Apache Kafka APl &£

88 56 = CRUISECONTROLTEMPLATE 5%

{#MAF : CruiseControlSpec

BE DeploymentTemplate FATF Cruise Control Deployment 8914k,

pod PodTemplate FAF12%I Pod FIEMR,

apiService InternalServiceTemplate  Cruise Control API Service 4R,

podDisruptionBudget PodDisruptionBudgetTe  FFi%%l PodDisruptionBudget iR,
mplate

cruiseControlContainer ContainerTemplate Cruise Control A 23R,

tlsSidecarContainer ContainerTemplate tisSidecarContainer Ett2F M. Cruise

Control TLS sidecar & 25HI1EMR,

serviceAccount ResourceTemplate Cruise Control AR 551K 7 BUREAR
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% 57 Z BROKERCAPACITY BExX &

88 57 & BROKERCAPACITY EX53%

{#MAF : CruiseControlSpec

disk string disk Bt 2% M. Cruise Control l#HRE
wEEFH, R, FRELEHIREE
Broker REH IR (LFTTNHEAL) . FRH
WA PME OpenShift AL (KL M. G 5%
T) W =FE., Hbibyte (3% 2) HENE
(Kic Mi, Gi=xTi), HEHTEIEE ERT
EBFTE, 5130 : 100000M,
100000Mi, 104857600000 B le+11,

cpuUtilization B cpuUtilization E#E23 . Cruise Control
CPUBREXRBEFH, R, HHEUEN
CPU BRfEFAEHK Broker REFN—1E
4 (0 - 100) IR,

cpu string A% millicores B CPU HRHAERE,
fign - 1,1.500,1500m, BHXER CPU HR
BITHFEIESE
https://kubernetes.io/docs/concepts/confi
guration/manage-resources-
containers/#meaning-of-cpu,

inboundNetwork string AMBERE (UFETHERMA) HRER
B (UFT/MA8a) , BEERWEIRE
OpenShift W HIT (K. M, G) H bibyte
(B8 2) WOSWIE (Ki, Mi, Gi) UEEE, I
#1, 10000KiB/s.

outboundNetwork string BAFHIEMEEHEMNRESE (LUFETH
BfL) . EERAW AR OpenShift 77 #
7t (K. M. G) =H bibyte (15%2) HIZEM
B (Ki, Mi, Gi) BIEEEUE, I
#M, 10000KiB/s.

overrides BrokerCapacityOverride = ZBZH1MUHE, overrides BHERTFENF
A RMRBIEETEMNBEERE,
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2% 58 & BROKERCAPACITYOVERRIDE 5%

f£F in: BrokerCapacity

=4
K2 (Broker)

cpu

inboundNetwork

outboundNetwork

164

BYHA

string

string

string

ik

Kafka REBSIR (REIRAR)

A%k millicores B CPU HiRMARERE,
50 : 1,1.500,1500m, BHXEM CPU FiR
HITHFEIESE
https://kubernetes.io/docs/concepts/confi
guration/manage-resources-
containers/#meaning-of-cpu,

AIERSEELE (IR HEA) WRER
2 (UWFTi/MNEA) . EEAFEIRE
OpenShift ZHIT (K. M, G) 5 H bibyte
(B8 2) WOSEWE (Ki, Mi, Gi) UEEE, I
0, 10000KiB/s.

AFHEMBELENRESTE (UFTH
BfL) . EERAH AR OpenShift 77 #
7t (K. M. G) ZH bibyte (15%2) MEN
B (Ki, Mi, Gi) BIEEEUE, I

#M, 10000KiB/s.


https://kubernetes.io/docs/concepts/configuration/manage-resources-containers/#meaning-of-cpu

&5 59 3 JMXTRANSSPEC &xX&&

28 59 = JMXTRANSSPEC 5%

R JmxTransSpec E#F M.

AT : KafkaSpec

image string FAF JmxTrans B9 R,
outputDefinitions JmxTransOutputDefiniti & XHBESIANHEEN. BXXILEBEMEN
onTemplate #H BEELR, HSH
JmxTransOutputDefinitionTemplate %
XBE,
logLevel string K& JmxTrans BBEHBEL . MEELE

B, E&E JmxTrans BEICEE A,

kafkaQueries JmxTransQueryTemplat  %3%E| Kafka (REEEN), LUE XNMEBM
e HUH HITELEEIE, BRXLEBUEMESE
2, &1 JmxTransQueryTemplate &
X5E,
resources ResourceRequirements EREBH CPUMAETIR,
1R JmxTransTemplate JmxTrans BIRBIIER,
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28 60 = JMXTRANSOUTPUTDEFINITIONTEMPLATE 2R &%

{#AF : J mxTransSpec

outputType string FAFXBE#ENEIESER, NRE
%58, EBIH JmxTrans OutputWriters,

EM string HIEHERIBT2 MBI DNS/hostname,
port B HIEH =R BT ENBmO.
flushDelaylnSeconds B JmxTrans TEHEE T IR S 2 BIE RN [H),
typeNames FRIBHA FA i S B RS R A1) & 2 B9 IR SR B

R, MEFELEL, ESH JmxTrans &if,

name string AT xERHE LATBER, XA TR
RFEFRGEROME,
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https://github.com/jmxtrans/jmxtrans/wiki/OutputWriters
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& 613 JMXTRANSQUERYTEMPLATE X &%

28 61 &= JMXTRANSQUERYTEMPLATE &£R53%

{#/AF : J mxTransSpec

targetMBean string INRERBERMAZRHERN MBean, &
MZ 4 MBeans Y& HiiE. S, MRIEE
MBean, M&MIEER MBean IEHIE,

=13 FRBHA HENIZEE B IR MBean EM,

e FREEHA 1E spec.kafka.jmxTrans.outputDefinitions 1
BENREE L &MIIKR, AFELIMXIE
PRHEEBIAIE, UREBIEE,
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88 62 = JMXTRANSTEMPLATE &#R5%

{#/AF : J mxTransSpec

=43 BHRR Uiy

BnE DeploymentTemplate JmxTrans BB& R,

pod PodTemplate JmxTrans Pod BIEEAR .,
container ContainerTemplate JmxTrans B2RHIENR,
serviceAccount ResourceTemplate JmxTrans AR5 P HIREAR o
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% 63 3 KAFKAEXPORTERSPEC &£

2% 63 = KAFKAEXPORTERSPEC 5%

{#MAF : KafkaSpec

image string FAF Kafka Exporter pod BB 255 1%. R
EBRMBIEERGEM, NEERATNNTF
Cluster Operator BB PIEEHIIRA. NRIE
Cluster Operator BEi&#i% B & RGBT,

B EwINER
groupRegex string BEBWEMETEHWENRER, Bk
(EDIIRA
topicRegex string 18 E WML IR IENRA R, BRINES
groupExcludeRegex string 15 E ZHERRRDH T B HMEN RA T,
topicExcludeRegex string 15 & B HERRILE 3 A9 IE N RE K,
resources ResourceRequirements ZREBH CPU MAEHIR,
logging string fUCFEREEEER"EENEE

MR, BRI : [infodebugtrace]. 2k
INBEHFH info,

enableSaramal.ogging HIRME JEF Sarama H&IL3K, X Kafka Exporter
fHRAM Go B4,
showAllOffsets D R LRFTEE T EEM offset/lag, BNNMY

BRI E .,

AR KafkaExporterTemplate B E M EREERF pod,
livenessProbe probe Pod IFEEKE,
readinessProbe probe Pod MAEAEK &,
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170

AT : KafkaExporterSpec

Bt

BE

pod

service

container

serviceAccount

DeploymentTemplate

PodTemplate

ResourceTemplate

ContainerTemplate

ResourceTemplate

25 64 & KAFKAEXPORTERTEMPLATE &R &%

U

Kafka Exporter Deployment #9#&ii,
Kafka Exporter Pod HIEERR .,

service BB M. Kafka Exporter fRS5E
WiBR, Kafka 5 H23ARSS BOBEAR .

Kafka Exporter R2xBIER

Kafka Exporter BR &5 7 BOREAR



#AF : Kafka

Bt

conditions

observedGeneration

s

kafkaNodePools

clusterld

operatorLastSuccessfulVersi
on

kafkaVersion

kafkaMetadataVersion

kafkaMetadataState

%5 65 & KAFKASTATUS 5%

28 65 = KAFKASTATUS R 5%

EERR

condition #4H

BY

ListenerStatus #4H

UsedNodePoolStatus £
2H

string

string

string

string

F R ([PreKRaft,
ZooKeeper, KRaftMigration,
KRaftDualWriting,
KRaftPostMigration, KRaft]
=)

ik

REFHIIR,

Operator & ET1#8 CRD BI4E K.

RERFISMER L I A2 - O st

It Kafka E£8%{# M KafkaNodePools 713K,

Kafka 5£2% Id,

Apache Kafka Cluster Operator B Streams
WRA, HUTRE R,

YRIEEREPIREN Kafka A,

Kafka S8 L 501 B KRaft

metadata.version,

ENFEEHTHRIENAE, TENES :
MR TEIBEFMETE ZooKeeper A1 ; IR IEH|
#31%$% 3 ZooKeeper, M| KRaftMigration &
TERRAT Zookeeper SEBINRTINIE, FHiF
HEEE R AR N R, BafuRaiitiz
ETEE1T ; MR THIE IR IRk B R
DFREER ; NRAREBRLBIT KRaft-
based, {BIZHIZFHEIBZEIM ZooKeeper B
Fi%#E, KRaftPostMigration, PreKRaft il
RREBMLFHIBRTLET KRaft, NITEiEE
fB1E KRaft &, {EJHBR ZooKeeper ; #
RTHIBREETE KRaft A, KRaft,
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5 66 Z CONDITION #EX 5%

AT : KafkaBridgeStatus, KafkaConnectorStatus, KafkaConnectStatus,
KafkaMirrorMaker2Status, KafkaMirrorMakerStatus, KafkaNodePoolStatus,
KafkaRebalanceStatus, kafkaStatus, KafkaTopicStatus, KafkaUserStatus, StrimziPodSetStatus

1 pu

type string FHE—FRAR, AT FRPHEA
&,

status string FHERPIRE, ATLAZ True. False 3¢
Unknown,

lastTransitionTime string EE—REBZFHEM—DMREZ HH—MK

DB E, FrERIRR = UTC BTN 'yyyy-
MM-ddTHH:mm:ssZ',

reason string K& fa— REEHMRRE (CamelCase FREYH
AR,

message string ARAEAPEE, BREHRE RGN
HAE R,
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&5 67 3 LISTENERSTATUS B &£

88 67 = LISTENERSTATUS 2 5%

T : KafkaStatus

type string type BtE 25K, type BHEFBHHER,
FRHEEHEREN name Bit, 1Irasm4
o

name string IinfT 23 B9 & 7,

addresses ListenerAddress #{4H Ltb R O 2R B M hik F1 2R

bootstrapServers string LUES 2 kRM host:port X15I%, AFFER

LR ITFR 35 Bl Kafka S22,

B FREEEHE TLSEBAR, ATHAFEEZERS T LIFE
RIS IEAR S BRI B 1D, (Ch tis #N
external i IFREFIXE.

173



Red Hat Streams for Apache Kafka 2.7 Apache Kafka APl &£

2% 68 = LISTENERADDRESS &R 5%

AT : ListenerStatus

=13 B ik

EM string Kafka bootstrap AR5589 DNS & #RsL IP i
ik,

port B Kafka bootstrap AR 55RO,
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T : KafkaStatus

Bt

name

% 69 2 USEDNODEPOOLSTATUS &EX5#

2% 69 = USEDNODEPOOLSTATUS #£X5%

B ek
string Itk Kafka BER{EAR KafkaNodePool B#
o
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88 70 &= KAFKACONNECT £ 5%

spec KafkaConnectSpec Kafka Connect S28¥H9#IA&,
status KafkaConnectStatus Kafka Connect SE8¥HIIR T,
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&5 713 KAFKACONNECTSPEC X &£

88 71 &= KAFKACONNECTSPEC X 53%

used in: KafkaConnect

KafkaConnectSpec & B2 FIFxK

Bidi& Kafka Connect 58,

71.1. CONFIG

{81/ config Bt Kafka Connect ZETilcE B H.

XEETLIRLUT JSON KBz — -

P

Number

FEREARIAE :

group.id 8 2KIAfH connect-cluster

AR IMHE connect-cluster-offsets i offset.storage.topic

config.storage.topic # 2K IA{H connect-cluster-configs

status.storage.topic # B2 IAfH connect-cluster-status
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key.converter i 52K\ {H org.apache.kafka.connect.json.JsonConverter

value.converter, ZKIA{EN org.apache.kafka.connect.json.JsonConverter

ISR KafkaConnect.spec.config B ARFEX LR, NEiXLLEkha#EIEEE,

His

R LR EFHACE Apache Kafka ST Sl HB9%5,

{82, Apache Kafka M7 iR BMEER S LU TASTHEXIET, MXTERN :

Kafka ££2f bootstrap ihit

et (n#E. FHEIERRE)

fiinr2s# REST #OAE

AR BERE

TERXEEFUTRNEN -

bootstrap.servers

consumetr.interceptor.classes

WEOTES.
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&5 713 KAFKACONNECTSPEC X &£

[ ]
plugin.path
[ ]
producer.interceptor.classes
[ ]
REST.
[ ]
SASL.
[ ]
ZEtt,
[ ]
ssl.

MR config B4 E— I EEBHMET, B2, FHIFEERERICXE Cluster Operator Hi&
X, PR H M EET#EREL % 2 Kafka Connect, @1&X}3#i}y Apache Kafka Bd@ B LL T4l
4 -

ZHFH9 TLS iRAHI B EABER ssl EiCiE

Kafka Connect fid &=l

apiVersion: kafka.strimzi.io/vibeta2
kind: KafkaConnect
metadata:
name: my-connect
spec:
#...
config:
group.id: my-connect-cluster
offset.storage.topic: my-connect-cluster-offsets
config.storage.topic: my-connect-cluster-configs
status.storage.topic: my-connect-cluster-status
key.converter: org.apache.kafka.connect.json.JsonConverter
value.converter: org.apache.kafka.connect.json.dsonConverter
key.converter.schemas.enable: true
value.converter.schemas.enable: true
config.storage.replication.factor: 3
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offset.storage.replication.factor: 3
status.storage.replication.factor: 3
#...

B

Cluster Operator F 2Bk config X RAPIREMIE. NRIRM T THHES
&, Kafka Connect £EB¥rIGELEED), HEFERFIEE. EXMERT, BSEE,
LI{E Cluster Operator "I f$#iEc & ABE FIFA Kafka Connect 7 =,

71.2. LOGGING

Kafka Connect EHHCE MR ER H &L K :
connect.root.logger.level
log4j.logger.org.reflections

BIEZ4TH Kafka Connect &, &®INT 8% HFEILKEE.

{8/ curl HKMES Kafka X3 pod FRELZTT Kafka Connect AiKiCkERHISEEFIZ -
I curl -s http://<connect-cluster-name>-connect-api:8083/admin/loggers/

Kafka Connect {#f Apache log4j B&ic %235,
{#/ logging BtEEcE B XL XM B KL RKBZ L.

malLhE BEHEE ASIC K BN (E%) SHEMABEENL (488) ConfigMap kix%i&B&EZ.
MR{EA ConfigMap, #ETILLET logging.valueFrom.configMapKeyRef.name B4 & &S 45H
SIDRACEM ConfigMap &%k, 7E ConfigMap th, B&ic XA & logdj.properties i
¥, logging.valueFrom.configMapKeyRef.name 1 logging.valueFrom.configMapKeyRef.key &4
#MEoEHN, FREENTHEYASICTREERN ConfigMap 27 Cluster Operator ;21T {81 B /& X FGR
g, REESXRDARERME. MREFEEBEN ConfigMap, NEARKIABERILTKXE, MR
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% 713 KAFKACONNECTSPEC Bixs&

EARERFENB&ILRSSE M zE&RIDRBEE EFAFTILRREE. BXAEIGINEZF
B, %204 Apache HEIDFKIRSS o

1EXE, HITED A M ALLAXRICE BRAl, inline BRICKIEERA®RICEKERET, ELATLLE
R ERHATICEKRHINE loggers BHEFEIXE B &S,

PEXA&ICK

apiVersion: kafka.strimzi.io/vibeta2
kind: KafkaConnect
spec:
#...
logging:
type: inline
loggers:
connect.root.logger.level: INFO
log4j.logger.org.apache.kafka.connect.runtime.WorkerSourceTask: TRACE
log4j.logger.org.apache.kafka.connect.runtime.WorkerSinkTask: DEBUG
#...

al

HEBHHEES DEBUG AR SFBAEHEHN, FaRntEe,

ABBEFICE

apiVersion: kafka.strimzi.io/vibeta2
kind: KafkaConnect
spec:
#...
logging:
type: external
valueFrom:
configMapKeyRef:
name: customConfigMap
key: connect-logging.log4j
#...
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ERECER R A B &L ] G%E S OFF,

WMEMEA Cluster Operator #8E Kafka Connect, NIz X} Kafka Connect Bt &4 E

&0

MRFERABATILTE, WTEBEHINERE BRI E .

hIk M ER 2R (GC)

Bk EIBUKEE 28 B il skt aT LUEA jvmOptions B /EH  (EFA)

71.3. KAFKACONNECTSPEC £ Bt

Bt EERR
version string
replicas BB

image string
bootstrapServers string

tls clientTLS

182

sk

Kafka Connect kA&, ERINNERFHRA, ES
[ PR SCRS T R T R S B N R AR PR B

2o

Kafka Connect AR pod # &, BRINEN
3.

FAF Kafka Connect pod IR 2351, IR
EERBIEERKET, SRR\
spec.version FgERE, KRBT 0L
53Z| Cluster Operator BZi& #FBIXT R b AR,

BEENSIFIRSE . XNIZLLES DR <
hostname> :_<port>_ %} 55Kt

TLS BLi&,



B =4 ¢ 3]

SRUIE KafkaClientAuthenticati
onTls,
KafkaClientAuthenticati
onScramSha256,
KafkaClientAuthenticati
onScramSha512,
KafkaClientAuthenticati
onPlain,
KafkaClientAuthenticati
onOAuth

config map

resources ResourceRequirements

livenessProbe probe

readinessProbe probe

jvmOptions JvmOptions

jmxOptions KafkadmxOptions

logging InlineLogging,

ExternalLogging

clientRackInitimage string
rack Rack
tracing jaegertracing,

OpenTelemetryTracing

iR KafkaConnectTemplate

&5 713 KAFKACONNECTSPEC 1=

sk

Kafka Connect B9 S P FIEERE,

Kafka Connect BB&., FiEXEH AU T
BIEM : ssl, sasl, security., listener,
plugin.path, rest., bootstrap.servers,
consumer.interceptor.classes,
producer.interceptor.classes ({54} :
ssl.endpoint.identification.algorithm,
ssl.cipher.suites, ssl.protocol,
ssl.enabled.protocols) .

CPU IR BHRFIE R B4R BIR B & ARR
il

Pod FEEKRE,

Pod MIZEERE,

pod #J JVM JETI,

JMX BETH.

Kafka Connect IR &L KB E.

AF#ta1t client.rack A init R 22895 1&,

2 & A{E client.rack & BB BN T S

X

.o

1 Kafka Connect HEZ B IBR,

Kafka Connect #1 Kafka Mirror Maker 2 %8
BIENR . IZAENR S FR PR R AR AR X
Pod. Service f1&ARSS,

2%
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externalConfiguration externalConfiguration $¥3& B Secret 3 ConfigMap BB L 545
Kafka Connect pod, #HEAE(1REFE
2
build build ECE N8R Connect BESFRR, ik,
metricsConfig JmxPrometheusExporte  $5#rECE.
rMetrics
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&5 72 & CLIENTTLS X5

88 72 = CLIENTTLS 2 X5%

used in: KafkaBridgeSpec, KafkaConnectSpec, KafkaMirrorMaker2ClusterSpec,
KafkaMirrorMakerConsumerSpec, KafkaMirrorMakerProducerSpec

ClientTls R EHRIZZEIIEK

Bdi& f Fi%3# KafkaConnect, KafkaBridge, KafkaMirror, KafkaMirrorMaker2 (9 TLS oI {SiE 45,

72.1. TRUSTEDCERTIFICATES

{1/ trustedCertificates Bt secret FIK,

72.2. CLIENT TLS X EH:

trustedCertificates CertSecretSource #4H TLS i#ZEB A EIE T,
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88 73 & KAFKACLIENTAUTHENTICATIONTLS &#RX &%

used in: KafkaBridgeSpec, KafkaConnectSpec, KafkaMirrorMaker2ClusterSpec,
KafkaMirrorMakerConsumerSpec, KafkaMirrorMakerProducerSpec

KafkaClientAuthenticationTls = B M 52K

EEE mTLS Fp%UE, E5F type BHIXEN tls, mTLS 1A TLS ik BT S A5k,

73.1. CERTIFICATEANDKEY

UE1E certificateAndKey BRI, TAZM OpenShift secret IE., 1E secret 1, UFHHHILL
X509 HAFHEENNTFREMEHAT : public # private,

& e[ LA User Operator | secret, SKEEILIGIERACH TLS ik HxX#, FRAATHHBEIE
B, RE MR Secret :

oc create secret generic MY-SECRET\
--from-file=MY-PUBLIC-TLS-CERTIFICATE-FILE.crt\
--from-file=MY-PRIVATE.key

h

N
pd
;

il

mTLS SR IEREERTF TLS ##.

mTLS Edi& R4l

authentication:
type: tis
certificateAndKey:
secretName: my-secret
certificate: my-public-tls-certificate-file.crt
key: private.key
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&5 733 KAFKACLIENTAUTHENTICATIONTLS X%

73.2. KAFKACLIENTAUTHENTICATIONTLS &\ E#%

type B —FhERM, ITX S ¥H KafkaClientAuthenticationScramSha256 B
KafkaClientAuthenticationTls &%, KafkaClient AuthenticationScramSha512,
KafkaClientAuthenticationPlain, KafkaClientAuthenticationOAuth, XfF 238
KafkaClientAuthenticationTls, EEE 214 tls.

certificateAndKey CertAndKeySecretSourc  BIRRFIEHFIFAHN B Secret,
e
type string i tls,
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55 74 = KAFKACLIENTAUTHENTICATIONSCRAMSHA256 SCHEMA REFERENCE

used in: KafkaBridgeSpec, KafkaConnectSpec, KafkaMirrorMaker2ClusterSpec,
KafkaMirrorMakerConsumerSpec, KafkaMirrorMakerProducerSpec

KafkaClientAuthenticationScramSha256 &= B MM 5EE5X

ERSEE T SASL B SCRAM-SHA-256 FA%5E, 1H1F type EtEi%i& ) scram-sha-256, SCRAM-
SHA-256 SR IEHLRIRE —1 A~ ANED.

74.1. USERNAME

1£ username EEHI5%E username,

74.2. PASSWORDSECRET

1E passwordSecret EttHh, EEITSENM Secret HEHE,
{EOTLI{8 f User Operator /B # secret.

MRFBE, BABBE—NEIEW (BA30) B3CARXHSEHTINIE -
I echo -n PASSWORD > MY-PASSWORD.txt

R, EAILIMIARHBIE Secret, NEMHREEEHCHFERAR (FEH)

oc create secret generic MY-CONNECT-SECRET-NAME --from-file=MY-PASSWORD-FIELD-
NAME=./MY-PASSWORD.txt

Kafka Connect 1§ SCRAM-SHA-256 %5 it B {355 F 8 Secret 2<%l

apiVersion: v1
kind: Secret
metadata:
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name: my-connect-secret-name
type: Opaque
data:
my-connect-password-field: LFTlyFRFIMmU2N2Tm

secretName B &5 Secret EH, password BYEESEEEETE Secret HEYR AT,

B

AE1E password B igELhrEE,

Kafka Connect BEF SASL B9 SCRAM-SHA-256 % F i &3 35 uFid iE <61

authentication:
type: scram-sha-256
username: my-connect-username
passwordSecret:
secretName: my-connect-secret-name
password: my-connect-password-field

74.3. KAFKACLIENTAUTHENTICATIONSCRAMSHA256 SCHEMA PROPERTIES

passwordSecret PasswordSecretSource X aEmLH Secret K51 A,
type string W scram-sha-256.
username string BFERRIEMAF 4,
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88 75 & PASSWORDSECRETSOURCE ZE195%

AT : KafkaClientAuthenticationOAuth, KafkaClientAuthenticationPlain,
KafkaClientAuthenticationScramSha256, KafkaClientAuthenticationScramSha512

password string FHEBRIBM Secret RIBEH LR,
secretName string SBEFEH Secret &5,

190



&5 76 3 KAFKACLIENTAUTHENTICATIONSCRAMSHAS12 &%

88 76 = KAFKACLIENTAUTHENTICATIONSCRAMSHA512 2, 5%

used in: KafkaBridgeSpec, KafkaConnectSpec, KafkaMirrorMaker2ClusterSpec,
KafkaMirrorMakerConsumerSpec, KafkaMirrorMakerProducerSpec

KafkaClientAuthenticationScramSha512 &= B 52251k

ERSEE T SASL B SCRAM-SHA-512 345k, 155 type BtHi%&) scram-sha-512, SCRAM-
SHA-512 AR IEN R E—1 A ANED.

76.1. USERNAME

1£ username EEHI5%E username,

76.2. PASSWORDSECRET

1E passwordSecret EttHh, EEITSENM Secret HEHE,
{EOTLI{8 f User Operator /B # secret.

MRFBE, BABBE—NEIEW (BA30) B3CARXHSEHTINIE -
I echo -n PASSWORD > MY-PASSWORD.txt

RiE, EAILIMIEXHAIE Secret, AEHRELZACHFEAT (BH)
oc create secret generic MY-CONNECT-SECRET-NAME --from-file=MY-PASSWORD-FIELD-
NAME=./MY-PASSWORD.txt

Kafka Connect 9 SCRAM-SHA-512 % ik 5335 IFE9 Secret ;=

apiVersion: v1
kind: Secret
metadata:

191



Red Hat Streams for Apache Kafka 2.7 Apache Kafka APl &£

name: my-connect-secret-name
type: Opaque
data:
my-connect-password-field: LFTlyFRFIMmU2N2Tm

secretName EtE 24 Secret &M, password B & SHBEEMEHE Secret HEIEZTR,

B

AE1E password B igELhrEE,

Kafka Connect ZF SASL 8§ SCRAM-SHA-512 & F i &35 uFidiE <61

authentication:
type: scram-sha-512
username: my-connect-username
passwordSecret:
secretName: my-connect-secret-name
password: my-connect-password-field

76.3. KAFKACLIENTAUTHENTICATIONSCRAMSHA512 =R Btk

passwordSecret PasswordSecretSource B &% Secret #51 A,
type string W= scram-sha-512,
username string BFEHEIEMAET 4,
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85 77 & KAFKACLIENTAUTHENTICATIONPLAIN X &%

88 77 = KAFKACLIENTAUTHENTICATIONPLAIN &£R &3

used in: KafkaBridgeSpec, KafkaConnectSpec, KafkaMirrorMaker2ClusterSpec,
KafkaMirrorMakerConsumerSpec, KafkaMirrorMakerProducerSpec

KafkaClientAuthenticationPlain &= Etps2 sk

ERCEE T SASL B9 PLAIN S3%51E, 5 type BHEi%E N plain, SASL PLAIN S3KIEHHIEE
— AP &HNED.,

g

H
[=]

SASL PLAIN HLEIFF AR SO R @it R L mE P aMEE, mMRSHAT TLS
#, RA{#EMA SASL PLAIN S35,

77.1. USERNAME
1£ username EBtEHEE username,

77.2. PASSWORDSECRET
£ passwordSecret B, BEEINT S EHEM Secret HHEFEE,

{EOTLI{8 f User Operator f/E# secret.

MRFTE, fIB—Ta28E (B3 ¥XFXH, ATHHERIE

I echo -n PASSWORD > MY-PASSWORD.ixt

R, EAILIMIARHBIE Secret, NEMHREEEHCHFERAR (FEH)
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oc create secret generic MY-CONNECT-SECRET-NAME --from-file=MY-PASSWORD-FIELD-
NAME=./MY-PASSWORD.txt

Kafka Connect #§ PLAIN & i S35 UEH Secret =H

apiVersion: v1
kind: Secret
metadata:
name: my-connect-secret-name
type: Opaque
data:
my-password-field-name: LFTIyFRFIMmU2N2Tm

secretName EtE &S Secret W&, password BHE S HBEEMEHE Secret HEIEZTR,

B

AELE password Bt igELREN,

EHT SASL i PLAIN B &R Al &E w5l

authentication:
type: plain
username: my-connect-username
passwordSecret:
secretName: my-connect-secret-name
password: my-password-field-name

77.3. KAFKACLIENTAUTHENTICATIONPLAIN X EH#

type B B—FERM, ATFKX %5 ¥kA KafkaClientAuthenticationTls,
KafkaClientAuthenticationScramSha256, KafkaClientAuthenticationScramSha512,
KafkaClientAuthenticationOAuth B KafkaClientAuthenticationPlain X8, XfFRKE
KafkaClientAuthenticationPlain, ©&Z2{H plain,
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85 77 & KAFKACLIENTAUTHENTICATIONPLAIN X &%

passwordSecret PasswordSecretSource B &% Secret #51 A,
type string W 4,
username string BTFEHEIEHMAET 4,
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88 78 = KAFKACLIENTAUTHENTICATIONOAUTH &R &%

used in: KafkaBridgeSpec, KafkaConnectSpec, KafkaMirrorMaker2ClusterSpec,
KafkaMirrorMakerConsumerSpec, KafkaMirrorMakerProducerSpec

KafkaClientAuthenticationOAuth =X B M 525K

EEE OAuth B mS 5, 1HfF type B XEN oauth,

AIAMEA LTk —BCiE OAuth BHASSIE -

% P ID 1 secret

Bt 1D MBS

IR

JEVRER kAT

TLS

Z P ID #l secret

&0 LAfE tokenEndpointUri Bt ECE AR S 2xi0ibht, IR SBE AR ERKNE PG ID 15
i secret, OAuth B imfE#E] OAuth iR5538, ERAZEim ID # secret #THB%IE, FHIRIATF
B Kafka (REB#TH B RIEM RS, 7E clientSecret BiErh, IEETNE S XK ik secret B Secret
HoEERE,

A% im ID f1E i secret B OAuth & iR S35 H

authentication:

type: oauth

tokenEndpointUri: https:/sso.myproject.svc:8443/auth/realms/internal/protocol/openid-
connect/token
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&5 78 3 KAFKACLIENTAUTHENTICATIONOAUTH X &%

clientld: my-client-id

clientSecret:
secretName: my-client-oauth-secret
key: client-secret

MRFE, AJLUERE scope 5L audience,

&P 1D FRET SR

& A LAfE tokenEndpointUri Bt hECE OAuth ARS58sR9ttbHE, LUK OAuth &/ im ID FIRIFT S,
OAuth EFimf$iEEEl OAuth fR%58%, FHAZE M im ID #HTEHKIEFRIF S, FHIKINA TS Kafka
KT EHRIER A4 R, 1E refreshToken BiEdh, EEFSESRIF SR Secret BFEEE,

FEAZE i ID MBI SR OAuth P im S 335Uk 6)

authentication:
type: oauth
tokenEndpointUri: https://sso.myproject.svc:8443/auth/realms/internal/protocol/openid-
connect/token
clientld: my-client-id
refreshToken:
secretName: my-refresh-token-secret
key: refresh-token

R

Ea LA E AT E#ES Kafka KEH TGRS, EXERT, EEEEE
tokenEndpointUri, 7t accessToken EtErh, IEERNA S VN SHEM Secret BB,

{XER ViR 45 B OAuth 25 P S35 UE R Bl

authentication:
type: oauth
accessToken:
secretName: my-access-token-secret
key: access-token
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i R Ik AT

OAuth A &MEBAEIE$H OAuth Resource Owner Password Grant §lil., #lHIEFEAH, BRX%
BHELEFEAZFmEIE(ID 1 secret) MRS RAERK,. MNREMNNEBREAZFHMAESEF
itk P T B AR RE, EelgeR B AR K,

ARG AR EENRIIRS HP - M RRENE RN ARFRRERAIKS, RE, HikFRE
HEENERBEY, FEAFEARODERE. FIm, K REEEEREN Kafka 5, BFRTFERE
I EL i AR 55 2 & SR B A - SR E.

ZEE kARSI,

& 0] LUE tokenEndpointUri B ECERIRSSaxfvitbhl, LARE Fim ID. AP AU RS BEEP
AMEFEY, OAuth B imf$i£EE OAuth BR$53:, FRAMA/A. BiE. &/ 6 ID TR, EEES
% secret SR EIFANR S Kafka IR T S A RIFT RS,

1 passwordSecret s, EEINTEZFILM Secret HFEREE,

BE, EARFEAAR OAuth B iGECE clientld, MR FEANE OAuth B iE, A FiicE
clientSecret,

AT AXHKE WA RHENK OAuth &/ in S B 5w Gl

authentication:
type: oauth
tokenEndpointUri: https:/sso.myproject.svc:8443/auth/realms/internal/protocol/openid-
connect/token
username: my-username
passwordSecret:
secretName: my-password-secret-name
password: my-password-field-name
clientld: my-public-client-id

FEAAFENEBHNEER iR T OAuth & i S35 IER =B
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authentication:
type: oauth
tokenEndpointUri: https:/sso.myproject.svc:8443/auth/realms/internal/protocol/openid-
connect/token
username: my-username
passwordSecret:
secretName: my-password-secret-name
password: my-password-field-name
clientld: my-confidential-client-id
clientSecret:
secretName: my-confidential-client-oauth-secret
key: client-secret

MRFE, JLUERE scope 5L audience,

TLS

5/ HTTPS HhHiiJiA] OAuth RS BABEEMEMEE, RETCHMAN TLS IEHHAFEIEBHAH
EH, FHFEEENBNEIESH,

MRER OAuth RESRZEABZRKRIET, HBEBHRHFABEENIEBIANKEZESR, EalEBE TR
hEdER{SiUE151I3K, tisTrustedCertificates B S EF UL BB HAFRN secret FIK, UEF#LL
X509 R F .

REtM TLS iEHapl

authentication:
type: oauth
tokenEndpointUri: https:/sso.myproject.svc:8443/auth/realms/internal/protocol/openid-
connect/token
clientld: my-client-id
refreshToken:
secretName: my-refresh-token-secret
key: refresh-token
tisTrustedCertificates:
- secretName: oauth-server-ca
certificate: tls.crt
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OAuth ZFmEAFFEIE OAuth IRFFNENBRE SUEH EEHH P — 1 E DNS ZFRLE, 1M
RERE, EULRATHNABRIL

A TLS EINBRIETRH

authentication:
type: oauth
tokenEndpointUri: https:/sso.myproject.svc:8443/auth/realms/internal/protocol/openid-
connect/token
clientld: my-client-id
refreshToken:
secretName: my-refresh-token-secret
key: refresh-token
disableTlsHostnameVerification: true

78.1. KAFKACLIENTAUTHENTICATIONOAUTH &= [E#%

type BER— 1 EFHER, ©K4%¥kH KafkaClientAuthenticationTls,
KafkaClientAuthenticationScramSha256, KafkaClientAuthenticationScramSha512,
KafkaClientAuthenticationPlain # KafkaClientAuthenticationOAuth K&, XJF K&
KafkaClientAuthenticationOAuth, ©EZE 24 oauth,

accessToken GenericSecretSource EMAEE MIBIAR 55 23 SR BRBY T 7] 5 hE2RY
OpenShift Secret,

accessTokenlsJwt TIRME BBV N SRS NN JWT, S0RBL
RS FREIAERAGRE, X% false,
SRIME N true,

ZAR string XTRAAR 55 2802 4T B A2 SRR S FB B9 OAuth

T, HLEFRNRSREERMLE
audience, AIREMIEEUR T RAUR S5 2:89ES
BAR. RIAERT, EHITHEImRIER
i, A<157%E audience,
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Bt

clientld

clientSecret

connectTimeoutSeconds

disableTIsHostnameVerificat

ion

enableMetrics

httpRetries

httpRetryPauseMs

includeAcceptHeader

maxTokenExpirySeconds

passwordSecret

readTimeoutSeconds

refreshToken

scope

tlsTrustedCertificates

tokenEndpointUri

&5 78 3 KAFKACLIENTAUTHENTICATIONOAUTH X &%

string

GenericSecretSource

#/R{E

#/R{E

PasswordSecretSource

L

GenericSecretSource

string

CertSecretSource #4H

string

sk

Kafka & /8% ID, FFME OAuth RS 8a1H1T
B RS FH{F A Sk = URI,

BB G & Kafka B /7% secret By
OpenShift Secret, FF M OAuth AR%5 281/
TRHBEIEHER SRS URL,

R IRANAR 55 25 O TR RBI, (LARD 9 B
i) . MRFAE, NAEREGERBE
60 #,

JE SR TLS ENARIE, EKINEN
false.

B R OAuth 1517, BUAE N false.

MR HTTP 15 KRN A R R E R
#, WREERE, NEFANFZERE
o

Bl RWE HTTP IEKAIRE L 2. R%
BRE, NEANRETE (R, MEILAE
EiFK,

Accept TRk @& RIZTEHE K AL B BIRIAR
%528, BAINMEN true,

R SR ERR FIE VIR ERD . W0
RENRFSFBEOTER SR, NWEZEL
i,

X8 & RLH Secret 1951 F,

R IRANAR S5 2 LB, (LARD O
i) . MRFAXE, NAERLEGEL T 60
.

HEEE S ERIFT SR OpenShift Secret,
Al A F MIBANAR 55 2 3K B 0] 5 b

KHRAAR 55 831/E4T SR RIIE R B A 80
OAuth Seffl, BLERMNIRS BFELINE,
AREMEEBUR TR S ESRMBLEA . £
HAT S REI% IR, FiEE SEH,

FAF TLS 3R OAuth RS BRI EI{SIFP,

RIARSS 28 B hEIR R URI,
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B EHERR £ pU
type string Wi oauth,
username string BTFEHEIEHMAET 4,
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& 79 3 JAEGERTRACING #HX&E

88 79 = JAEGERTRACING &£ 5%

2R JaegerTracing S #F M,

used in: KafkaBridgeSpec, KafkaConnectSpec, KafkaMirrorMaker2Spec, KafkaMirrorMakerSpec

type B2 — 1 #5128, XS 3B OpenTelemetryTracing B JaegerTracing 258, *fFHRE
JaegerTracing, ©REZ(H jaeger.

sk

type string WITH jaeger,

203



Red Hat Streams for Apache Kafka 2.7 Apache Kafka APl &£

25 80 & OPENTELEMETRYTRACING R &%

used in: KafkaBridgeSpec, KafkaConnectSpec, KafkaMirrorMaker2Spec, KafkaMirrorMakerSpec

type BHER— 1N HEAIZR, AKX 4 JaegerTracing 189 OpenTelemetryTracing 5B, X FRHY
OpenTelemetryTracing, ©&ZfH opentelemetry,

type string W/ opentelemetry,
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& 813 KAFKACONNECTTEMPLATE #&X&%

2% 81 &= KAFKACONNECTTEMPLATE &R 5%

used in: KafkaConnectSpec, KafkaMirrorMaker2Spec

BE DeploymentTemplate deployment E#E23H. Kafka Connect
#1 MirrorMaker 2 2 EXf R A BEH
Deployment %R, 1th=F B IS5H 288,
Kafka Connect Deployment f9#&iR,

podSet ResourceTemplate Kafka Connect StrimziPodSet 75 R#9#&
Mo

pod PodTemplate Kafka Connect Pod BY£E1R .

apiService InternalServiceTemplate  Kafka Connect API Service &4,

headlessService InternalServiceTemplate  Kafka Connect F3kBRSS HIBEAR .

connectContainer ContainerTemplate Kafka Connect BZFHIHENR,

initContainer ContainerTemplate Kafka init & 23 HUER,

podDisruptionBudget PodDisruptionBudgetTe  Kafka Connect PodDisruptionBudget 9
mplate R,

serviceAccount ResourceTemplate Kafka Connect BR 551 F BIREAR o

clusterRoleBinding ResourceTemplate Kafka Connect ClusterRoleBinding BI#&E#R

buildPod PodTemplate Kafka Connect 5% Pod B9BEHR ., 1% Pod

ERTF OpenShift,

buildContainer ContainerTemplate Kafka Connect Build B2:HER, 1HERE
fXAE OpenShift L&,

buildConfig BuildConfigTemplate A F 23 B 83 R AY Kafka Connect
BuildConfig ##&, BuildConfig f{GERTF
OpenShift,

buildServiceAccount ResourceTemplate Kafka Connect Build AR 551k 7 BOEAR

jmxSecret ResourceTemplate Kafka Connect Cluster IMX S {345 1ERY
Secret R,
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2% 82 = BUILDCONFIGTEMPLATE X 5%

used in: KafkaConnectTemplate

metadata MetadataTemplate i FAE| PodDisruptionBudgetTemplate
FRA TTERE,
pullSecret string 8 A F R EREA R R BIZIES Container

Registry Secret,
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&5 83 3 EXTERNALCONFIGURATION &X5:E&
#F 83 & EXTERNALCONFIGURATION #HR &£

used in: KafkaConnectSpec, KafkaMirrorMaker2Spec

ExternalConfiguration &R B2 EHIR

EENBEEBEY, LUE X Kafka Connect yF RS MECE LT,

RA] LA ConfigMap =% Secret fEhIf R 2B #3 Kafka Connect pod 1, BHIMELEE
KafkaConnect.spec =% KafkaMirrorMaker2.spec Hiff externalConfiguration Bt EcE,

RIRE, TR @MEAATF A SR,

MBESER, ESH MRS EE(E,

83.1. EXTERNALCONFIGURATION = /E %

Bt Bk 3T

env ExternalConfigurationEn  7£ Kafka Connect pod F{ENEMEL 2R H
v A Secret 5 ConfigMap HI%IE,

5 ExternalConfigurationVo  7£ Kafka Connect pod F{EH B2 Secret
lumeSource #4H 5 ConfigMap HI%#E.
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2% 84 & EXTERNALCONFIGURATIONENV £ 5%

AT : ExternalConfiguration

=13 BHRR ik

name string 1F %3545 Kafka Connect pod BUER B 8%
r. MELZEMNAIFAEELL KAFKA_ 3
STRIMZI_ 7L,

valueFrom ExternalConfigurationEn  f${% %44 Kafka Connect pod HIFMEA £

vVarSource B, ©RLUER Secret 5 ConfigMap FE&H)

IR fE#, ZFEUIMIEIFIEE—1 Secret
8 ConfigMap.
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&5 852 EXTERNALCONFIGURATIONENVVARSOURCE &RX&&

£ 85 & EXTERNALCONFIGURATIONENVVARSOURCE £ 5%

AT : ExternalConfigurationEnv

=4 BHRR b
configMapKeyRef ConfigMapKeySelector 3| ConfigMap FR%E,
secretKeyRef SecretKeySelector 5| Secret REYEREA,
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£ 86 = EXTERNALCONFIGURATIONVOLUMESOURCE &R &%

AT : ExternalConfiguration

=43 BHRR Uiy

configMap ConfigMapVolumeSource 51F ConfigMap Y, IEE—D
Secret 5 ConfigMap,

name string ZAINE Kafka Connect pod B &5,

secret SecretVolumeSource 51F Secret B H, WIIEE — Secret
8 ConfigMap.
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% 87 &= BUILD Efgs&

8% 87 = BUILD 5%

used in: KafkaConnectSpec

Build R EMHIZZETIER

77 Kafka Connect ZRE e EXIN HE#SR.

87.1. OUTPUT

B AHMFERELNERIASRER, Apache Kafka 1Y Streams S E Al X HIENA R
registry, FMHHEL, Apache Kafka BRA=iZ21TH AR registry, RILHFiRHL registry,
Apache Kaftka M7 2 A B & 25 registry LL% Quay =% Docker Hub ZF/A % registry, & 23 registry £
KafkaConnect B3 X B5EM .spec.build.output FHHECE. TE WiHiH REZRFHFHER : docker
# imagestream,

{$/ Docker registry

F($M Docker registry, EAFFF typetsE ) docker, image PR NHARBRIENTELR, £4
WS :

registry Byithiit

mOS (MRBTIERAERD)

HARGERIIIRE

BNBREEBHTA -

docker.io/my-org/my-image/my-tag

quay.io/my-org/my-image/my-tag
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image-registry.image-registry.svc:5000/myproject/kafka-connect-build:latest
1 Kafka Connect BBZ# /i HMMEIR, XATREEHE REFNIGNFREIRE.

MR registry REHHEIE, 15 pushSecret i registry &£iFi%& Secret &, X F
Secret, Ef# M kubernetes.io/dockerconfigjson K& H1—4* .dockerconfigjson X#3k &5 Docker
Fik. BXMIAE registry FHIEEENESER, FSH ET A Docker FiEfE Secret,

output AcE R HI

apiVersion: kafka.strimzi.io/vibeta2
kind: KafkaConnect
metadata:
name: my-connect-cluster
spec:
#...
build:
output:
type: docker ﬂ
image: my-registry.io/my-org/my-connect-cluster:latest 9
pushSecret: my-registry-credentials G
#...

(AE) Streams AT Apache Kafka Bk 38,

2]

(»®) FANERNEE, SREEENRE.

©

(AI%k) HRAASR registry &I secret &R,

Using OpenShift ImageStream

&I LA OpenShift ImageStream FEHMIET R Hitk, MA=Z Docker. {E38E Kafka ##an, W
MFDNAIE ImageStream, E{#fH ImageStream, ¥F type Xi& 7 imagestream, F{#EHH image B
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% 87 &= BUILD Efgs&

157 ImageStream A FEAMNIRE. Hl#M, my-connect-image-stream:latest,

output BEd&E i

apiVersion: kafka.strimzi.io/vibeta2
kind: KafkaConnect
metadata:

name: my-connect-cluster
spec:

#...
build:
output:

type: imagestream ﬂ

image: my-connect-build:latest 9

#...
(#AE) Streams AT Apache Kafka Bk 28,
() ImageStream # tag A TR,
87.2. PLUGINS

EERBRAR A, AT GEEIIRERBRNABRE MBI, FREEmEEESREYt
W7{E A KafkaConnect B & X ¥EM .spec.build.plugins Bl TEE. FMNEEREGSHRLHE—
A1£ Kafka Connect B8EHME—ETIR, 74, SAFIMEATH, XETHH Apache Kafka B9
Streams T#;, HZMBFHARB&KD, FF7E Kafka Connect ZERMEA, FERE4THtbITUEEH
fhsH#, (de) serializers, FNMEERBEHB TEHII—N MM E XD, UERRMEESRNEIIMEK
Wit 7T 7 ELE, BN RV AEEEY—1 ITH.

AN EESR R NEERERG
apiVersion: kafka.strimzi.io/vibeta2
kind: KafkaConnect

metadata:
name: my-connect-cluster
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spec:
#...

build:

output:

#...
plugins: ﬂ
- name: connector-1
artifacts:

- type: tgz
url: <url_to_download_connector_1_artifact>
sha512sum: <SHA-512_checksum_of _connector_1_artifact>

- hame: connector-2
artifacts:

- type: jar
url: <url_to_download_connector_2_artifact>
sha512sum: <SHA-512_checksum_of _connector_2_artifact>

(BR) EEHEFRETHIIR,

Apache Kafka B3z LA THREY -
BEREAR JAR X
TGZ 14 (B TEHMAa)
ZIP 784, efle TEH#Ea
Maven T# ({£EF Maven t/if)

HihEE TEMERANITH
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% 87 &= BUILD Efgs&

B

Apache Kafka RA SN THIG4HTEMLZESHE, HTREEN, BN IZXEEF
hSUE T, FHECE checksum Kk, LIHARIEBH9EM Kafka Connect E8Eh{E
HRAMITH,

5 JAR IT#

JAR THRFEX—1 JAR X, ZXHE TEHFHHFMBIEREE &GP, EFEMH JAR ITH, & type B
HE N jar, FER url BEIEE THEAE,

5, BRI LR TH4H SHA-512 BEEH, MRIEET, Apache Kafka By Streams RIEEH AR
BRI T AR5,

JAR T #RHI

apiVersion: kafka.strimzi.io/vibeta2
kind: KafkaConnect
metadata:
name: my-connect-cluster
spec:
#...
build:
output:
#...
plugins:
- name: my-plugin
artifacts:
- type: jar ﬂ
url: https://my-domain.tld/my-jar.jar 9
sha512sum: 589...ab4 @)
- type: jar
url: https://my-domain.tld/my-jar2.jar

() ITHayR,

2]
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(%) TEHIHM URL,

©

(|l€) SHA-512 B HIESIET 4.

£ TGz T#

TGZ THRAT THMEH Gzip 45540 TAR F8, TGZ THaILIESE 4 Kafka Connect £
2, IMEHZSANTRXEHR. EHEFARE&EN, TGZ T#MH Streams for Apache Kafka HEI T#
HEa, ZEH TGZ ITH, W type BHXIEN tgz, FHEEMA url BHEISE THALE,

F4, Ea LR THM SHA-512 BREH, MRIEET, Apache Kafka B9 Streams RER IR
FIARBERAILIE checksum,

TGZ TH4=H

apiVersion: kafka.strimzi.io/vibeta2
kind: KafkaConnect
metadata:
name: my-connect-cluster
spec:
#...
build:
output:
#...
plugins:
- name: my-plugin
artifacts:
- type: tgz ﬂ
url: https://my-domain.tld/my-connector-archive.tgz 9
sha512sum: 158...jg10 €)

() THAKR,

2]
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©

(AI3%E) SHA-512 BESHISERIE T 4,

/8 ZIP T#

=I5 type: zip TIAR= type: tgz,

{¢ifl Maven T

LAM Maven EEFEIKELEA 1o

N
al

% 87 &= BUILD Efgs&

ZIP THATF T ZIP k4. A ZIP THNARS E—Tdhidsy TGZ THER, ME—rX5H

Maven T# A FisEEESREH T4 Maven P, Maven PhiiRna#H4 THME&G5, LIE

RSB EMM A LLF] Maven &5, FRESTH4RNIIASEGD,

Maven T #54l

apiVersion: kafka.strimzi.io/vibeta2
kind: KafkaConnect
metadata:
name: my-connect-cluster
spec:
#...
build:
output:
#...
plugins:
- nhame: my-plugin
artifacts:
- type: maven ﬂ
repository: https://mvnrepository.com 9
group: <maven_group>
artifact: <maven_artifact>
version: <maven_version_number> 9
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() THAKR,

(ai%) EMPTEHITHK Maven 78, MNREGIEEEFERE, NEKIAER Maven Central
FhEE,

©

(&) Maven 4 ID,

L4

(AE) Maven THEE,

0

(AE) Maven A5,

ERHf T4

Hith THRRTEFFMBITREERPOERRENX S, NIREEERNEREGD I THERY
EBH, 1HEA fileName FE, MRRBIHEXMHA, MiZXHRIE URL KR,

5, BRI LR TH4H SHA-512 BEEH, MRIEET, Apache Kafka B Streams RIEEH AR
BRI IS UE T RS,

other T#4xRHi

apiVersion: kafka.strimzi.io/vibeta2
kind: KafkaConnect
metadata:
name: my-connect-cluster
spec:
#...
build:
output:
#...
plugins:
- hame: my-plugin
artifacts:
- type: other ﬂ
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% 87 &= BUILD Efgs&

url: https://my-domain.tid/my-other-file.ext 9
sha512sum: 589...ab4 €)
fileName: name-the-file.ext ﬂ

(BHE) THAKR,

(WE) THIHM URL,

(AI%) SHA-512 B FERUE T H.

(A1) XHFEREERNEREEPIETR.

87.3. BUILD ZE#EH

output DockerOutput, BoE N F AT ENRERNMAE. ©E,
ImageStreamOutput
resources ResourceRequirements NITEIFRE M CPU AINE IR,
plugins s Bl ROZAINE] Kafka R BE SRR TR,
AN
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https://kubernetes.io/docs/reference/generated/kubernetes-api/v1.23/#resourcerequirements-v1-core
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£ 88 &= DOCKEROUTPUT &£ 5%

{#AF : Build

type BHER2— #5123, TK 5 3EH ImageStreamOutput B DockerOutput ZERIAGfER, *fFRH
DockerOutput, ERZ=E docker {H,

image string FFIRCFI#EEF BRI S E, Fim
quay.io/my-organization/my-custom-
connect:latest, %&.

pushSecret string A AT X BRI RA IR

Container Registry Secret,

additionalKanikoOptions FRIEWA Bo B BATIE R BRI S 53828 Kaniko
executor BT AL, ARVFRILITELE | --
customPlatform, --insecure, --insecure-pull,
--insecure-registry, --log-format, --log-
timestamp, --registry-mirror, --
reproducible, --single-snapshot, --skip-tls-
verify, --skip-tls-verify-pull, --skip-tls-
verify-registry, --verbosity, --
snapshotMode, --use-new-run.jX L& 1§
XA F# R Kaniko executor B9 OpenShift,
OpenShift FRZBBEE (], iXLELTITE
Kaniko GitHub 77 i, BthFER
2% Kafka Connect S REIFTFAEER,

type string w2 docker,
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% 89 = IMAGESTREAMOUTPUT X5

£ 89 = IMAGESTREAMOUTPUT #EX53%

{#AF : Build

type BHER— #7123, "TKX % 3EH DockerOutput B ImageStreamOutput KB HERHE, RKE
ImageStreamOutput HI{EEE = imagestream,

Bt BHRR ek

image string HERFTRIERERIR Y ImageStream BIRAFRFIE
%, {5130 my-custom-connect:latest,
o

type string W BRI
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88 90 = PLUGIN ZEi95%

f#fF : Build
B BERE ik
name string EiEREH 2T, SRTEXRZEWE
SR T HMERR, /MIE KafkaConnect ¥
TR —, RAFRSIHERLL T E
R : Ma-z][-_a-z0-9]*[a-z]$. HE.
I# JarArtifact, TgzArtifact, BF L EESEGm T HIR, ©BE.
ZipArtifact, MavenArtifact,
OtherArtifact 42
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%5 912 JARARTIFACT EBixs&

28 91 = JARARTIFACT 5%

AT : Plugin

url string THEM IR URL, Apache Kafka BIEAS
MTEHIHNERREHE, heeEl,
BN SFLIIE THHRBRIEER
IE, LMREBIMEPERERNT
. jar. czip. tgz fiHfh THENEN,
TEAT maven THRE,

sha512sum string TR SHASI2 195 H, Bk, RIEE, 1£
BB SRISRIEREEM, NREERE
E, MARFIETFTENIH, FEATF
maven T {8,

insecure fR/RME INERT, WIEFEA TLS 89%EE, LRHE
eflledie., BANRSHFIEBBITIEE
M. AIEEHSERSHFEM, Wi
WEN true, NZRA/RE TLS%E, #AT
HIH, BMERSSHFEANFTREMN,

type string W jar,
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28 92 = TGZARTIFACT 5%

AT : Plugin

Bt Bk
url string
sha512sum string
insecure fHIRME
type string

224

ik

THEM IR URL, Apache Kafka BIEAS
NTHEIGNERRLE#E, hREEN,
BNIZE S Foh e T FH R BRI
IE, LMREBIMEPERERNT

., jar. czip. tgz f1Hfh THEHEN.,
TEAT maven THRE,

T 489 SHASI2 #&RE5F0, wik, WRIEE, £
R SRIFIIERIE, NREEE

E, NASBIETHENIH, MERT
maven T {28,

BUABRT, J9IERER TLS B9, RE
Ell2ERE, ERANRSSRILBBIIZSE
M. HIEESERFSHFRT. BiLFILIET
B true, NIEMAE TLS L, HAT
BT, BMERRS BB NTREMN,

WIH gz,



%5 93 & ZIPARTIFACT X 5#

%5 93 2= ZIPARTIFACT £ixX&#

AT : Plugin

url string THEM IR URL, Apache Kafka BIEAS
N TREIHENE MRS HE. hREEN,
B2 E S F L T HFEER
iE, UBREBNMEFRERERNI
#, jar. czip. tgz f1HfMh THEHEN.,
TEAT maven THRE,

sha512sum string TR SHASI2 195 H, Bk, RIEE, 1£
B ASRSRIEREM, NREERE
E, WAKEIETFEMNIH, NERTF
maven T {8,

insecure fR/RME INERT, WIEFEA TLS 89%EE, LRHE
elRERL, HRAMIRSSRIEDLIIEE
M. AIEEEERSIHFEM, Wi EbEI
WEN true, NZRA/RE TLS%E, #AT
HIH, BMERSSHFEANFTREMN,

type string WITH Zipo
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28 94 = MAVENARTIFACT X533

AT : Plugin

type B2 — 15128, ALK 4 3kH JarArtifact, TgzArtifact, ZipArtifact, OtherArtifact B9
MavenArtifact XBp{E A, X% MavenArtifact B{EEES maven,
B EirR b

BH6E string M TETHM Maven F1EE, (CERF
maven T {8,

group string Maven % ID.fGEFF maven TH4EE,

I string Maven I ID.fUEFMF maven THEE,

version string Maven hRA S, GE&FAF maven IT{#E
B,

insecure H/RME INERT, JSIEER TLS #9i%sE, URE

EllRERE, ERNRSSRILEBIIZSE
M. HIEESERFSFLT. BiLFILIET
B true, NIEMAE TLS L, FAT
WM, BERSHHRANTREN.

type string WAH maven,
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&5 953 OTHERARTIFACT &X&%

88 95 & OTHERARTIFACT #&£X5%

AT : Plugin

url string THEM IR URL, Apache Kafka BIEAS
HRHIGNERTSHE, hREER,
IRRZE S F ORI T FEE RIS
IE, LMREBIMEPERERNT
. jar. czip. tgz fiHfh THENEN,
TEAT maven THRE,

sha512sum string TH9 SHASI2 1450, wIik, WIRIEE, 1E
PRSI, INREEE
E, MARFIETFTENIH, FEATF
maven T {38,

fileName string THEFHENA,

insecure m/RME INERT, WiEERA TLS B9, URhE
elIRERE. FRANRSHRIEHUIEE
W, AIEEEEMRS A, Bid i kI
WEN true, NZRAFRE TLS%UE, #AT
HIMH, BMERSSBBUNTLEH,

type string ik Heth,
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2% 96 &= KAFKACONNECTSTATUS SCHEMA &%

used in: KafkaConnect

conditions condition 48 NS R TIE N
observedGeneration BH Operator & 5118 CRD BI4E K,
url string EIBFN L Kafka Connect #3234 REST

API i 52 B URL.

connectorPlugins ConnectorPlugin 2 Itk Kafka Connect #8E H 7] IRV R S8 1 14
FR,

labelSelector string AL BTIRMY pod BITRE L1 2R.

replicas BH FAF1R AL BHRAY /1T pod &,
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&5 97 3 CONNECTORPLUGIN X &&

88 97 & CONNECTORPLUGIN X 5%

AT : KafkaConnectStatus, KafkaMirrorMaker2Status

B =4 i) Pk

type string EEREMFR KR, ATARKER sink
source.

version string ISR G HRIRR AN,

class string TR IR,
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2% 98 &= KAFKATOPIC X 53%

spec KafkaTopicSpec FRARHAE,
status KafkaTopicStatus FARRE,
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%5 99 2 KAFKATOPICSPEC #X5#¥

25 99 &= KAFKATOPICSPEC &ER. 5%

AT : KafkaTopic

Pl BY FHNEBENSREE, XELBRIHEE

EEY. ERURRETUCREEM, 8%
BLETHREAENGR, FHRELDEHE
W, WNRAFFTE, NIRIAER
num.partitions HIEEE,

replicas BH FUNEAEMRIAE, WRAFEFE, MEOL
7y default.replication.factor #I 2 EE
=9

config map THRE,

topicName string FHREM, NRAEFE, BN EHH

metadata.name, BINAEIZELI, FRIE
FHLEHARAEMB OpenShift FIREFR.
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28 100 &= KAFKATOPICSTATUS #X53%

AT : KafkaTopic

B =4 3] £ pU

conditions condition #4H KERETIE,

observedGeneration B Operator &[5 CRD BI4E K,

topicName string F A,

topicld string FAR id, XFEE ready FHH
KafkaTopic, RAETEEFHMRHERER
B Z N EFTOIEN F E .

replicasChange ReplicasChangeStatus SHIRFEIRE.
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%5 1013 REPLICASCHANGESTATUS X &%

28 101 & REPLICASCHANGESTATUS &%

AT : KafkaTopicStatus

Bt EHERR ik
targetReplicas B PR BIRBIAE, HEOUFLEN, X

A[BES spec.replicas A,

state F#FEE ([ongoing, pending] BIABSUR M LIRS, LiERkESEk
Z—) S, YEBWAMENIRZZE Cruise Control

i, XERER RGN,

message string SEIAEERIBLNA N, X
D ATEEHBT VI ET AL S B 525

/G0

sessionld string BlIAMKIETARRERS I KafkaTopic B
BRI XMIE R, Topic Operator FARIRER FF
5 BIA B R ERIR TS,
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28 102 & KAFKAUSER &R 5%

spec KafkaUserSpec FA P 89814
status KafkaUserStatus Kafka A B9 7S
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&5 103 2= KAFKAUSERSPEC &%

88 103 & KAFKAUSERSPEC 5%

f#BF : KafkaUser

B EiER

B p5E KafkaUserTIsClientAuth
entication,
KafkaUserTIsExternalCli
entAuthentication,
KafkaUserScramSha512
ClientAuthentication

B KafkaUserAuthorization
Simple

ERA KafkaUserQuotas

AR KafkaUserTemplate

ik

Jiltk Kafka BB B BIIENE, ZHNSHE
IFH4I A% scram-sha-512, tls #tls-
external,

o SCRAM-sha-512 4 m#iA SASL
SCRAM-SHA-512 ‘E1IEH secret,

e TLS 7y mutual TLS B3 IF4ERE
SR secret,

o tis-external REMAFIES, B
2, HMTE User Operator #ER4E MK
B FUE, A& ER mutual
TLS &39Ik, FELAE & ER
ACL FNfEc#i A CN=
<username&gt; & X HITEE,

BRRIERRER, MREBRES DL
Uk, MASERZEIE, HAFISER ACL #
ER&ILL < username& gt; HE A HITECE.

It Kafka F3 P BOERAHLIN,

Yol 2 i s AR AU TR BER B K MBS AL,

R LA il 5 FA R 447 B8 AN E SR K BRI, Kafka
FA P BE A SCRS AT 72
http://kafka.apache.org/documentation/#d
esign_quotas AL El,

MR 5 E Kafka FIF* Secret B9 £/ 5
Eﬁo
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8% 104 & KAFKAUSERTLSCLIENTAUTHENTICATION X 5%

FF : KafkaUserSpec

type BHER— 1N HEAI2R, ©EX 49 ¥ A KafkaUserTIsExternalClientAuthentication,
KafkaUserScramSha512ClientAuthentication B KafkaUserTIsClientAuthentication KB EHA, X
F 28 KafkaUserTlsClientAuthentication, EEZ 214 tis,

Bt BHRR ek
type string i tls,
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85105 & KAFKAUSERTLSEXTERNALCLIENTAUTHENTICATION SCHEMA REFERENCE

28 105 & KAFKAUSERTLSEXTERNALCLIENTAUTHENTICATION SCHEMA REFERENCE

FF : KafkaUserSpec

type BHER— 1N EEAIZR, ATLIX 2 3B KafkaUserTisClientAuthentication,
KafkaUserScramSha512ClientAuthentication B KafkaUserTIsExternalClientAuthentication F:E 8
[, XFRE KafkaUserTIsExternalClientAuthentication, ©EE21H tls-external,

type string W tis-external,
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2% 106 &= KAFKAUSERSCRAMSHA512CLIENTAUTHENTICATION #X53%

FF : KafkaUserSpec

type BMHE— 1 ¥il2e, TTX 9 ¥EH KafkaUserTisClientAuthentication,
KafkaUserTIsExternalClientAuthentication, KafkaUserScramSha512ClientAuthentication ZXBIf){&
. XFFE KafkaUserScramSha512ClientAuthentication, BEEE & scram-sha-512 {f,

password =i EEMRINERLE, MEREEILXE, A User
Operator £ E I,
type string W scram-sha-512,
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%5 107 2= PASSWORD iysE

%5 107 = PASSWORD Zfys¥

T : KafkaUserScramSha512ClientAuthentication

valueFrom PasswordSource MA SRR TS BIHL R
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2% 108 & PASSWORDSOURCE #R5%

FRTF : &Y
2 4230 sk
secretKeyRef SecretKeySelector 1E FER A 22 A %% Secret BIEEH,
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&5 109 3 KAFKAUSERAUTHORIZATIONSIMPLE #X5E

28 109 & KAFKAUSERAUTHORIZATIONSIMPLE #X5%

FF : KafkaUserSpec

type BHER— 1 #HEE, BEXS T AREELERMMEA FRE i) KafkaUserAuthorizationSimple
RBRINEM, XTI B KafkaUserAuthorizationSimple, ©HFZEA simple {H.

B =4 3] ek
type string W AR TR B
ACL AclRule #H 2R B F LA P ACL #LBI R
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88 110 & ACLRULE #EX53%

AT : KafkaUserAuthorizationSimple

AclRule &R EMEHTESIR

110.1. ACLRULE #XBH

FEM string RVFSIELE ACL FLIU R fek B9 3R VB Mo
operation FHE([Read, Write, Delete,  operation BB, BIER{ERA
Alter, Describe, All, spec.authorization.acls[*].operations
IdempotentWrite, HTEE, NARVFSIEMRIE, XRHHE
ClusterAction, Create, {84 : Read, Write, Create, Delete, Alter,
AlterConfigs, Describe, ClusterAction, AlterConfigs,
DescribeConfigs]) DescribeConfigs, [dempotentWrite 0 All,
1B FRE (—PHE A [Read, NARTHIEMIRIETIR, IFHRIESR :
Write, Delete, Alter, Read, Write, Create, Delete, Alter, Describe,
Describe, All, ClusterAction, AlterConfigs,
IdempotentWrite, DescribeConfigs, IdempotentWrite 1 All,
ClusterAction, Create,
AlterConfigs,

DescribeConfigs]) #4

resource AclRuleTopicResource, BN %A TE ACL #LIIB9 BIR,
AclRuleGroupResource,
AclRuleClusterResource

AclRuleTransactionalld
Resource

type F&FE (—1 [allow, deny]) FNBRE, BRiM—ZHRE 2R
. BA fiF KEBmM ACL AT RiFR
FHATIEERE, BUAME N allow,
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%5 1113 ACLRULETOPICRESOURCE &£

88 111 & ACLRULETOPICRESOURCE #:53%

f#EF : Acl Rule

type BHER— 1 #5123, TLIX 9% H AclRuleGroupResource, AclRuleClusterResource,
AclRuleTransactionalldResource B9 AclRuleTopicResource B, *FFRE
AclRuleTopicResource, B©EEZ(H topic.

type string W FE B,
name string I FREY ACL #ILNZ N A IR BR AR, ATLL
5 patternType FE&4E & 18 FA LAE FRT SR
o
patternType FRE (—1 [prefix, B FRFERPERANES, ZFHERE
literal]) literal #1 prefix, &M FH EXKE

i, resource FEXITFRESSE ML FRIE
Y, fEM AT ERX B, FRAM A
ERIZE. BROIME M literal,
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f#AF : Acl Rule

£ 112 & ACLRULEGROUPRESOURCE #EX&%

type BHER— 1 #5128, TS 3B AclRuleTopicResource, AclRuleClusterResource,
AclRuleTransactionalldResource B9 AclRuleGroupResource XRIfEA, *fFFHHE
AclRuleGroupResource, ©RE:E{E group.

Bt

type

name

patternType

244

BRR

string

string

FRE (—1 [prefix,
literal])

fed
WAh 4,

N FREY ACL #UEE N A B BHR & /5. AT LU
5 patternType F &4 & 18 F LUE A RIS
o

HRRFERPERANER, IENRRE
literal #1 prefix, £ M EXKH

5, resource FEAITRESSE ML TRNE
W, fEMA ISR ERREE, FRATRSNA
ERIZE. BROIME M literal,



%5 1133 ACLRULECLUSTERRESOURCE X &#

88 113 & ACLRULECLUSTERRESOURCE & 5%

f#EF : Acl Rule

type BME— ISR, WX %H
AclRuleTopicResource. AclRuleGroupResource. AclRuleTransactionalldResource B
AclRuleClusterResource XBIMfEH, X FHKE AclRuleClusterResource, ©HRZE({H cluster,

type string Wiz cluster,
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88 114 & ACLRULETRANSACTIONALIDRESOURCE 5%

f#EF : Acl Rule

type BHER— 1N #EAIZR, ATLIX 23 H AclRuleTopicResource, AclRuleGroupResource,
AclRuleClusterResource B AclRuleTransactionalldResource XA, FER
AclRuleTransactionalldResource, E# 121l transactionalld,

Bt BERR ik
type string Wl transactionalld,
name string I FREY ACL #ILNZ N A IR BR AR, ATLL
5 patternType F &4 & 18 F LUE A RIS
o
patternType FRE (—1 [prefix, B FRFERPERANES, ZFHERE
literal]) literal #1 prefix, &M FH EXKE

f, resource ZEXHEELEME N, FH
AR B R RN, RSB ERIZ,
2RIME N literal,
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%5 115 3= KAFKAUSERQUOTAS B &
£ 115 = KAFKAUSERQUOTAS &R &%

FF : KafkaUserSpec
KafkaUserQuotas #3\ B 52 Bk

Kafka fovFF P ERCH KIEHIZ /- il F BT IR,

115.1. Be%i

IR LUR & P Smc i 9 58 A DU T SR BU OB -
W% R E R iE ER ZRHEN B P N7 R,

CPU #AFHk B E M imNEIE KIEE— 1T EO. ZEORE M A HiF R E &
S, B EAHCER /0 LEMBMSERE L HIFR,

S X ERRHRE SR ERITE N RS X e,

SEENEG B IE Kafka £##H A THREERKE, RIBUTRBMAEKR, ZEPKE
™ -

T EAES X
ERA XN X
ME RS X
IZAT LG IE 2 XS SR 2 H A P i R R R R IEE,

ERZERT, X Kafka F i ABECKI A sERE M. BE—EIRACER Kafka producer, BLLX
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EEEE R XIFER, SHEREETRRSBIRSIRLAREME i, REARENEmFR, @i
PIZEERBIECH, AT RER X FE ST Hfth & /- b 4 EE KR,

Apache Kafka BIRSZ R R P RBCHI, (BASRE P i MR A,

Kafka A /" EcHifc & =51

spec:
quotas:
producerByteRate: 1048576
consumerByteRate: 2097152
requestPercentage: 55
controllerMutationRate: 10

mMFEBX Kaftka AFERAHINEZ(E SR, FES6H Apache Kafka 3044,

115.2. KAFKAUSERQUOTAS &EX B

consumerByteRate B FEHPE I TRAL, BB iR LM
RERNWRKF T HNET. EFEM
BE Y,

controllerMutationRate number BEEEBUER, Q8D K15 RMMIEREZF
KEERELAT, FERE GRS R D KK
2itHE,

producerByteRate B BNEFAIMAE T RPNE G, B0NE

FimsH Al LU 76 BCER M BR RSP T B9 S
. BETEMERE L

requestPercentage B BNEFIHHNRA CPU FHERER, EH
MLEF0 /0 LLIEM B D L.
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% 116 2 KAFKAUSERTEMPLATE &x&%

28 116 & KAFKAUSERTEMPLATE 5%

FF : KafkaUserSpec

KafkaUserTemplate 2R B2 EHIR

77 User Operator fl|E8 secret 5 EFN 75 HIER.

i KaftkaUserTemplate 9= f

apiVersion: kafka.strimzi.io/vibeta2
kind: KafkaUser
metadata:
name: my-user
labels:
strimzi.io/cluster: my-cluster
spec:
authentication:
type: tls
template:
secret:
metadata:
labels:
label1: value1
annotations:
anno1i: valuei

116.1. KAFKAUSERTEMPLATE &ZR Btk

secret ResourceTemplate KafkaUser BTIRAVENR, ZERAITRAFEE
ANfal 4 R B B S Ek TLS 1EH5 89 Secret.

249



Red Hat Streams for Apache Kafka 2.7 Apache Kafka APl &£

88 117 & KAFKAUSERSTATUS &£X5%

f#BF : KafkaUser

Bt BHRR ek

conditions condition 48 RERMHIIR,
observedGeneration B Operator &[5 CRD BI4E K,
username string B4,

secret string EFiEZIER Secret &5,
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& 118 3= KAFKAMIRRORMAKER R &&

25 118 2= KAFKAMIRRORMAKER 5%

XK R KafkaMirrorMaker E#3 M., EX A KafkaMirrorMaker2,

spec KafkaMirrorMakerSpec Kafka MirrorMaker BI#ILAE
status KafkaMirrorMakerStatus  Kafka MirrorMaker BI3RS,
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& 119 & KAFKAMIRRORMAKERSPEC #&=R.5%

AT : KafkaMirrorMaker

KafkaMirrorMakerSpec #3\ B2 Ik

Bdi& Kafka MirrorMaker.,

119.1. INCLUDE

£/ include Bt AliE Kafka MirrorMaker £HER5& 3 Bir Kafka RN TN,

BHATEAANFTILAMAS ER, MRAHENEESHTEMENRER, flm, EaTLfER
AB T8 A f1 B, = * HEMATAE. EALUFRESS RSN ENFRERF LS Katka
MirrorMaker,

119.2. KAFKAMIRRORMAKERCONSUMERSPEC AND KAFKAMIRRORMAKERPRODUCERSPEC

f#f KafkaMirrorMakerConsumerSpec 1 KafkaMirrorMakerProducerSpec Eci& & (consumer)#]
target (producer)$#t,

Kafka MirrorMaker 524 554~ Kafka £8f GEFBR) WEIE, BELERE, BB Katka £
M bootstrap [R5 B IS E N AESH I HOSTNAME:PORT X151k, BEMLUESHRMNNIRES
— AN HZ 4 Kafka {E, z— Kafka fCEIEEM Service 2 XEy HOSTNAME:PORT %,

119.3. LOGGING

Kafka MirrorMaker &< B A alEd & HEICKES -

mirrormaker.root.logger

MirrorMaker {f Apache log4j B&ic 23S,
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& 119 3 KAFKAMIRRORMAKERSPEC #X&%

{#/ logging EtEcE H &L kM BKILK B L.

fEa LhEs BEEE A& IC KBS0 (E%) HEMABENL (488) ConfigMap Ki%i&B&E.
MR{EA ConfigMap, #EaILLET logging.valueFrom.configMapKeyRef.name B4 & &S 458
HilKACEM ConfigMap B9 #. 7 ConfigMap 1, Bi5icXECE{# M logdj.properties
i, logging.valueFrom.configMapKeyRef.name ] logging.valueFrom.configMapKeyRef.key /&4
#MEmEe, FREENAETIERICRKACER ConfigMap 27t Cluster Operator ;21T F B & ¥R
g, RAEEEXARERNE, MREFIEERE L ConfigMap, NFEHARKIABFILKKE. R
EAEXERENAKICKEE NS ZAFICREREK ERAKIIFRKE. AXASIHINESE
B, %50 Apache HEIDFKIRSS

1EXE, HITED A 1 ALLAXRICE BRAl, inline BRICKIEERA®RICEKERET, ELATLLE
R ERHATICERHINE loggers B XIE B &L,

apiVersion: kafka.strimzi.io/vibeta2
kind: KafkaMirrorMaker
spec:
#...
logging:
type: inline
loggers:
mirrormaker.root.logger: INFO
log4j.logger.org.apache.kafka.clients.NetworkClient: TRACE
log4j.logger.org.apache.kafka.common.network.Selector: DEBUG

HEBHHES DEBUG AR SFBAEHEHN, FasRntEe,

apiVersion: kafka.strimzi.io/vibeta2
kind: KafkaMirrorMaker
spec:
#...
logging:
type: external
valueFrom:
configMapKeyRef:
name: customConfigMap
key: mirror-maker-log4j.properties
#...

B EE2R(GC)
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Btk EIBUKEE 28 B il skt aT LUEA jvmOptions B /EH  (EA)

119.4. KAFKAMIRRORMAKERSPEC == B

Bt

version

replicas

image

consumer

producer

resources

whitelist

Include

jvmOptions

logging

metricsConfig

254

string

string

KafkaMirrorMakerConsu
merSpec

KafkaMirrorMakerProdu
cerSpec

ResourceRequirements

string

string

JvmOptions

InlineLogging,
ExternalLogging

JmxPrometheusExporte
rMetrics

ik

Kafka MirrorMaker A, BRIA W EREFTHR AN,
THS A XY T B S PE AR A PR B R

2,
GBE PH) pod M E,

FATF Kafka MirrorMaker Pod BIA 83551, 0
REHRMBIBETRREH, SRRE
spec.version FgERE, KRBT 1B
53 % Cluster Operator BZi& #BIXT R b AR,

R E,

BIir RN E,

EREH CPU IREHIR,

whitelist B 25, IENER
spec.include E¢i&., =& FHIKRMELT]
Fo WETIAVHER Java FERBIENIZRIE
X, HgkEN AN B MM EL FERK
x3 A|B S, &, FNRIRIER, BH
AR ENISRIA * RIGRATA £, LH
LIEESANENRER, BESSHF.

SERTHRENIAIIR, WIETRITER
Java EABIENFRAR, GigkENABH
A ERE EARIAR AIB LT, i,
TENREIRIER, ERILMERENRAR * k5
BAMAE XM, TLALIEES M ENRIA
X, AES2F.

pod B9 JVM JETT,

MirrorMaker B B &if KB E,

EIrERE,


https://kubernetes.io/docs/reference/generated/kubernetes-api/v1.23/#resourcerequirements-v1-core

& 119 3 KAFKAMIRRORMAKERSPEC #X&%

=43 BHERE sk

tracing jaegertracing, Kafka MirrorMaker FHYEEREC &,
OpenTelemetryTracing

1R KafkaMirrorMakerTempl  #&#R3k&$87E Kafka MirrorMaker %
ate 7. Deployment #1 Pod 04 B,

livenessProbe probe Pod IFEEK &,

readinessProbe probe Pod MMEEEK &,
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& 120 & KAFKAMIRRORMAKERCONSUMERSPEC SCHEMA REFERENCE

AT : KafkaMirrorMakerSpec

KafkaMirrorMakerConsumerSpec #\ B2 IIR

& MirrorMaker B,

120.1. NUMSTREAMS

{1 consumer.numStreams BHECE HE TR HEMNRBE,

Rl LhHB IS A R ENBE NG ETENEHE, FHAEKERET N Kafka MirrorMaker
EBEENFEREH, THPXPBEEETEEED, e2HFHTERAER.

120.2. OFFSETCOMMITINTERVAL

f£f consumer.offsetCommitinterval Bt yE 7 EACE R auto-commit [H]kE.

EaT LU E1E Kafka MirrorMaker SE#EIR Kafka SEEEHBUE IR WY E RN 5] A, B 1E] a] faLL
ZEMWHHEARE, BIAEN 60,000,

120.3. CONFIG

{81 consumer.config B HE T E R Kafka LT EcE 1 #H.

XEELIRLUT JSON KB — -

FrrE

Number
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25 120 = KAFKAMIRRORMAKERCONSUMERSPEC SCHEMA REFERENCE

Hi5

R LU AP EHBCE Apache Kafka BRiE 3244t Il H %70,

{82, Apache Kafka M7 fi SR EMEER S LU TASTHERIET, MXELERN :

Kafka ££2f bootstrap ihit

Zet (n#E. FHEIERRE)

SHTREHINAR

ZHER

EEREERLUTHZBNEY -

bootstrap.servers

group.id

interceptor.classes

SASL.

et

257
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ssl.

MR config B E— I LEEHMNET, B2, FHIFEERER1CXE Cluster Operator Hi&
X, P H ST EET#EREL % 2l MirrorMaker, &35%] Apache Kafka B4 Streams Ed&FIETILLTF
B4 -

ZHFH9 TLS iRAHI B EABER ssl EiCiE

B

Cluster Operator F 2Bk config X RPIZEMIE. NRIRM T THHES
&, MirrorMaker £B¥rIgERE/T5), HETREFEE. EXMERT, BERE, UME
Cluster Operator a5 HBCEERZESIFARA MirrorMaker 17 5.

120.4. GROUPID

{8/ consumer.groupld Bt J95H T & Bo & SH T H FH R HEHINA R

Kafka MirrorMaker {§f Kafka fff&RERER, S5Hh Kafka SBHREZ M mELl, MR Kafka &
BEEANH S HBHRTIBFr Kafka £8., SE4RRE, AERETERNOELA S XAHETEHN—
B

120.5. KAFKAMIRRORMAKERCONSUMERSPEC X Btk

=3 =4 ¢ 3] ik

numStreams B BEZOEMHETREREERE,

offsetCommitinterval B LA ms H A8 E R auto-commit [H]BR,
EINE N 60000,

bootstrapServers string FTFEILE Kafka EERFHIWIIEIEEM
host:port X 75K,

groupld string PR E T EFTB R T & A —F R
&
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25 120 = KAFKAMIRRORMAKERCONSUMERSPEC SCHEMA REFERENCE

= L E Al KafkaClientAuthenticati BT EEEHNSHRRIFERE,
onTls,
KafkaClientAuthenticati
onScramSha256,
KafkaClientAuthenticati
onScramSha512,
KafkaClientAuthenticati
onPlain,
KafkaClientAuthenticati
onOAuth

config map MirrorMaker SH## & E, TEXETABUT
BIZXBIE M : ssl., bootstrap.servers,
group.id, sasl., security., interceptor.classes
(B& ssl.endpoint.identification.algorithm,
ssl.cipher.suites, ssl.protocol,
ssl.enabled.protocols) o

tls clientTLS I MirrorMaker £ BB TLS BL &,
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& 121 & KAFKAMIRRORMAKERPRODUCERSPEC SCHEMA REFERENCE

AT : KafkaMirrorMakerSpec

KafkaMirrorMakerProducerSpec 3 EEHIERIIR

Eci& MirrorMaker producer,

121.1. ABORTONSENDFAILURE

81/ producer.abortOnSendFailure J& 4 & 2] X EE 3k B HlIVEE BOE B A E R

BRUERT, MBESEEM Kafka MirrorMaker % %5 Kafka SE2E IR -

Kafka MirrorMaker & 231E OpenShift 2% ik,

REEFURES.

IR abortOnSendFailure £ #I%E N false, NIHEBR L E5HZIF#H 2K,

121.2. CONFIG

{81/ producer.config BHIFHI{EE R Kafka LR E N H.

XEETLRLUT JSON KB — -

Frr

Number
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85 1212 KAFKAMIRRORMAKERPRODUCERSPEC SCHEMA REFERENCE

1D

R LU A EHBLE Apache Kafka BR324 th 71l H 5T,

{82, Apache Kafka B fi SR EMEER S LU TASTHERIET, MXELERN :

Kafka £#f bootstrap bt

el (n#E. FHEIERRE)

ZES

EERXERALUTIHRMNEY -

bootstrap.servers

interceptor.classes

SASL.

et

ssl.

MR config B E— N EEBNMNET, B2, FHIFEERER1CXE Cluster Operator Hi&
X, A HMZRETEREL X B MirrorMaker, S1E% Apache Kafka B9 Streams Ee&RETIILLT
B -
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XHFH TLS iRAHIBE B EAER ssl iSiE

B

Cluster Operator F 2Bk config X RAPIZEMIE. NRRM T THHIES
&, MirrorMaker £EAIREEREFD), HETREFREE, EXTMERT, BERE, LUME
Cluster Operator rI{$HACE SR ERIA MirrorMaker 77 2,

121.3. KAFKAMIRRORMAKERPRODUCERSPEC SCHEMA PROPERTIES

2352 ' s

bootstrapServers string FTFEILE Kafka EERFHIWIIEIEEM
host:port X 75K,

abortOnSendFailure H/RME % MirrorMaker B J1E & 3 SR IR H B9

it. BRIMEN true,

B9E KafkaClientAuthenticati AT EEEHN I NEIERE,
onTls,
KafkaClientAuthenticati
onScramSha256,
KafkaClientAuthenticati
onScramSha512,
KafkaClientAuthenticati
onPlain,
KafkaClientAuthenticati
onOAuth

config map MirrorMaker producer B8, TTiEXEHE
LUTFRIZEBIB M © ssl., bootstrap.servers,
sasl., security., interceptor.classes (except
of: ssl.endpoint.identification.algorithm,
ssl.cipher.suites, ssl.protocol,
ssl.enabled.protocols),

tls clientTLS I MirrorMaker £ BB TLS BL &,
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& 122 3 KAFKAMIRRORMAKERTEMPLATE &£

AT : KafkaMirrorMakerSpec

Bt

BE

pod

podDisruptionBudget

mirrorMakerContainer

serviceAccount

DeploymentTemplate

PodTemplate

PodDisruptionBudgetTe
mplate

ContainerTemplate

ResourceTemplate

25 122 2 KAFKAMIRRORMAKERTEMPLATE A &%

ik

Kafka MirrorMaker Deployment #&#R,
Kafka MirrorMaker Pod B£8R ,

Kafka MirrorMaker PodDisruptionBudget
R,

Kafka MirrorMaker 2528 BI1E4R

Kafka MirrorMaker AR5 K F~ BOAEAR .
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£ 123 & KAFKAMIRRORMAKERSTATUS &%

AT : KafkaMirrorMaker

conditions condition 48 NS R TIE N
observedGeneration B Operator &[5 ## CRD B4 .
labelSelector string AL BTIRM pod BITRE 125,
replicas BH FAF1R AL R /1T pod &,
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%5 124 & KAFKABRIDGE #xX&#£

2% 124 & KAFKABRIDGE 5%

spec KafkaBridgeSpec Kafka Bridge B9#I4&,
status KafkaBridgeStatus Kafka Bridge B9IRE,
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88 125 & KAFKABRIDGESPEC 5%

used in: KafkaBridge

KafkaBridgeSpec 23 B eIk

Bdi® Kafka Bridge 5£2f.

REETSUTREEX :

Kafka ££&f bootstrap ihik

et (NE. FHRREIERRE)

HEERE

ERRERCIE

HTTP Ei&

125.1. LOGGING

Kafka Bridge EAH M AIREEN B KL KSR :

rootLogger.level

logger.<operation-id>

& LLE e logger. <operation-id> logger 189 <operation-id> A EREIXEHELH -
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% 125 3= KAFKABRIDGESPEC R &%

createConsumer

deleteConsumer

T3

unsubscribe

poll

i)

commit

send

sendToPartition

seekToBeginning

seekToEnd

seek

feER

ready
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openapi

B RFEBH OpenAPI FIARE X, HEHBXHA HTTP HFF imMIERIN N APl iz, ZERILIEREN
B EESG, UAEAXEAMLH HTTP G RBOAHE BHEICRER.

BN EKICRBEUIEE N N EHE—1 name fF74 http.openapi.operation.<operation-id>,
m, h X% BREABFRICRBEBATHIEREE LLUTHE :

logger.send.name = http.openapi.operation.send
logger.send.level = DEBUG

Kafka Bridge f#1f Apache log4j2 H&iCx85CH,. BH&AILFKERE logdj2.properties SXTHHE X,
ST healthy # ready A LU FERIARCE -

logger.healthy.name = http.openapi.operation.healthy
logger.healthy.level = WARN

logger.ready.name = http.openapi.operation.ready
logger.ready.level = WARN

A H bR B EZ N BIAEE S INFO,
{52/ logging EBtEEcE B XL XM B KL RKEZ L.

Ral L@ BEE E ARIDRENID (E%) SHfEABENL (A488) ConfigMap kixi& &S,
MEEF ConfigMap, &EaILUF logging.valueFrom.configMapKeyRef.name Bt iX& h @ S 28 H
HiLKECEM ConfigMap & #R, logging.valueFrom.configMapKeyRef.name #]
logging.valueFrom.configMapKeyRef.key B2 #EMN., MREBHIXE name =X key, NXFHHEIA
B, f£ ConfigMap i, B&iCXECE{# M logdj.properties ik, AXHEFFNNELZER, iF
B Apache BEILRIRS .

BEXE8, FHTED WK M ABEFICT B9,
PEXB&ICK
apiVersion: kafka.strimzi.io/vibeta2

kind: KafkaBridge
spec:
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https://logging.apache.org/

% 125 3= KAFKABRIDGESPEC R &%

#...
logging:
type: inline
loggers:
rootLogger.level: INFO
# enabling DEBUG just for send operation
logger.send.name: "http.openapi.operation.send”
logger.send.level: DEBUG
#...

AEAEZILE

apiVersion: kafka.strimzi.io/vibeta2
kind: KafkaBridge
spec:
#...
logging:
type: external
valueFrom:
configMapKeyRef:
name: customConfigMap
key: bridge-logj42.properties
#...

ERECER T A B &iC a2 0%E S OFF,

MR{EMA Cluster Operator #83& Kafka Bridge, NIzIARNAX Kafka Bridge AL kHIME N,

MRFERAABATICTE, WEBEHINERS BRI E .

hIk M ER 2R (GC)

B EBUKEE 2R B &L kB el LUE A jvmOptions EBH/GH (WEMA) .

125.2. KAFKABRIDGESPEC #:\ [

269



Red Hat Streams for Apache Kafka 2.7 Apache Kafka AP &7

Bt

replicas

image

bootstrapServers

tls

SR RIE

http

adminClient

consumer

producer

resources

jvmOptions

logging

clientRackInitimage

rack

enableMetrics

270

string

clientTLS

KafkaClientAuthenticati
onTls,
KafkaClientAuthenticati
onScramSha256,
KafkaClientAuthenticati
onScramSha512,
KafkaClientAuthenticati
onPlain,
KafkaClientAuthenticati
onOAuth

KafkaBridgeHttpConfig

KafkaBridgeAdminClient
Spec

KafkaBridgeConsumerS
pec

KafkaBridgeProducerSp
ec

ResourceRequirements

JvmOptions

InlineLogging,
ExternalLogging

string

Rack

#/R{E

fed
EBE R pod HE, BiIAH1,

FAF Kafka Bridge pod I 28 55k, MIR%
BRRMRIEEHEAT, WEREIRN N T
Cluster Operator Bt & P18 EMFH K. INRHE
Cluster Operator BSi& A% B & RGBT,
&1 A BRIAES

FAFEILE Kafka SEBEHIHIAIEER
host:port X 75K,

¥ Kafka Bridge iE#EISRE0Y TLS BLi&,

AT EEERNSMIIEERE.

5 HTTP HXHECE,

Kafka AdminClient 8 <H &,

Kafka SHP? EHEXEE,

Kafka producer #8XHEC &,

ZREH CPU MINE TR,
X F pod, BHEIARIZHR JVM £,

Kafka Bridge BB &1L RECE.

AT 941t client.rack A init R 22895 &,

R & A YE clientrack SE % EEBMEMNT Sbn
sz

o

7 Kafka Bridge /2 Fi$EH7. BAIMEN falseo


https://kubernetes.io/docs/reference/generated/kubernetes-api/v1.23/#resourcerequirements-v1-core

%5 125 3 KAFKABRIDGESPEC &%

livenessProbe probe Pod IFEEK &,
readinessProbe probe Pod MAEEK &,
R KafkaBridgeTemplate Kafka Bridge BTIRAVRNR, &1 1%1EMR, AA

A LUE E {4 B Deployment #1 Pod,

tracing jaegertracing, Kafka Bridge FHYBERER B,
OpenTelemetryTracing
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25 126 = KAFKABRIDGEHTTPCONFIG SCHEMA REFERENCE

used in: KafkaBridgeSpec

KafkaBridgeHttpConfig schema EHH52EFIE

Jy Kafka Bridge B2t Kafka S840 HTTP i,

2\ HTTP Edi& 2 Kafka Bridge filfriw O 8080,

126.1. CORS

BR T B A% Kafka 8589 HTTP VilH]4, HTTP EHE$R44ET Cross-Origin Resource Sharing
(CORS)J5 FFIZE X Kafka Bridge B9ijil7/#2e#l, CORS 2—%h HTTP #l#l, ©AFNEERMZ IR
FIFTEBTR, ZE&CE CORS, EuILUE X AVFRIBEEIRM HTTP ViRl AEMNSIR, MFElR, &kl
ff URL =% Java EENIZFRER,

Kafka Bridge HTTP Eci& I

apiVersion: kafka.strimzi.io/vibeta2
kind: KafkaBridge
metadata:
name: my-bridge
spec:
#...
http:
port: 8080
cors:
allowedOrigins: "https://strimzi.io"
allowedMethods: "GET,POST,PUT,DELETE,OPTIONS,PATCH"
#...

126.2. KAFKABRIDGEHTTPCONFIG SCHEMA PROPERTIES
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Bt

port

CORS

85 126 & KAFKABRIDGEHTTPCONFIG SCHEMA REFERENCE

B AR5 25 i B9m o
KafkaBridgeHttpCors HTTP Bridge B9 CORS ECi&.,
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88 127 & KAFKABRIDGEHTTPCORS #X5%

used in: KafkaBridgeHttpConfig

Bt EERR sk
allowedOrigins FRIBHA RIVFHIRSISR, ATLUEM Java ENFRIAR,
allowedMethods FRIBHA RVFHI HTTP A3ERFIR,
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25 128 3 KAFKABRIDGEADMINCLIENTSPEC SCHEMA REFERENCE

£ 128 & KAFKABRIDGEADMINCLIENTSPEC SCHEMA REFERENCE

used in: KafkaBridgeSpec

config map AT R 8/E# AdminClient SEI# Kafka
AdminClient B2 &,

275



Red Hat Streams for Apache Kafka 2.7 Apache Kafka APl &£

88 129 & KAFKABRIDGECONSUMERSPEC 5%

used in: KafkaBridgeSpec

KafkaBridgeConsumerSpec &= B2 EFIxR

¥+ Kafka Bridge B3H T2 & LT AL & #EH.

XEFATLLZLT JSON K8z —:

Fre

Number

oS

A LU AP EHBCE Apache Kafka BdiE SCA4th 71l H %70,

{82, Apache Kafka B i iR EMEERE S LU TRAEXEED, mXTEEEN :

Kafka ££&f bootstrap ihik

et (NE. FHREIERRE)

SHREHIRAR
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https://kafka.apache.org/documentation/#consumerconfigs

%5 129 = KAFKABRIDGECONSUMERSPEC &R &

EERXEREAUTIRMELE :

bootstrap.servers

group.id

SASL.

et

ssl.

mME config BEAE— N EEHRRNLT, ©RHRNK, HFELEERICXE Cluster Operator Hi&
X, PR HZRETIEREL 4% Bl Kafka Bridge, @3EXI%9 Apache Kafka EcEHIE LA I -

X HFH TLS IiRAMEEEHBIER ssl iCE

Kafka Bridge JH7? & E I

apiVersion: kafka.strimzi.io/vibeta2
kind: KafkaBridge
metadata:
name: my-bridge
spec:
#...
consumer:
config:
auto.offset.reset: earliest
enable.auto.commit: true
#...
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2

Cluster Operator A4k config AR, MNRIRM T THMIEE, Kafka
Bridge BB RIGELEA/SD), B RERFREE. EXMERT, EE/E, LUE Cluster
Operator al{§FHECE IR ERIMA Kafka Bridge 17 =,

129.1. KAFKABRIDGECONSUMERSPEC =\ [E %

config map FAF RO 012 H3H 2 2 SLI8Y Kafka fEREED
B, TEFETALUTIERMENE : s,
bootstrap.servers, group.id, sasl., security.
(B& : ssl.endpoint.identification.algorithm,
ssl.cipher.suites, ssl.protocol,
ssl.enabled.protocols) o
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% 130 3 KAFKABRIDGEPRODUCERSPEC X &%

£ 130 & KAFKABRIDGEPRODUCERSPEC #EX5%

used in: KafkaBridgeSpec

KafkaBridgeProducerSpec =X B2 R FI%

¥+ Kafka Bridge BIHI{E& LT A& J & H.

XEFATLLZLT JSON K8z —:

Fre

Number

oS

EA LU E B E S EHBCE Apache Kafka BR324t 51l H BT,

{82, Apache Kafka B i iR EMEERE S LU TRAEXEED, mXTEEEN :

Kafka ££&f bootstrap ihik

et (NE. FHREIERRE)

SHREHIRAR
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https://kafka.apache.org/documentation/#producerconfigs
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EERXEREAUTIRMELE :

bootstrap.servers

SASL.

ssl.

mME config BEA S — PN EEHRRNLT, ©RHRZNK, HFELEERICXE Cluster Operator HiE&
X, FrAHMZRETIEREL % Bl Kafka Bridge, @3EXI%7 Apache Kafka EcEHIE LA I -

X HFH TLS IRAHMEEEHBIER ssl iCE

Kafka Bridge producer E2& Rl

apiVersion: kafka.strimzi.io/vibeta2
kind: KafkaBridge
metadata:
name: my-bridge
spec:
#...
producer:
config:
acks: 1
delivery.timeout.ms: 300000
#...
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%5 130 2 KAFKABRIDGEPRODUCERSPEC &X&%

2

Cluster Operator A4k config AR, MNRIRM T THMIEE, Kafka
Bridge BB RIGELEA/SD), B RERFREE. EXMERT, EE/E, LUE Cluster
Operator al{§FHECE IR ERIMA Kafka Bridge 17 =,

130.1. KAFKABRIDGEPRODUCERSPEC #:\ [

config map FAF R 0B HIEE LHIR Kafka
producer Bei&, FTTHEXETHLUTHSHNE
% : ssl, bootstrap.servers, sasl., security.
(& : ssl.endpoint.identification.algorithm,
ssl.cipher.suites, ssl.protocol,
ssl.enabled.protocols) o
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25 131 2= KAFKABRIDGETEMPLATE R &%

used in: KafkaBridgeSpec

BE DeploymentTemplate Kafka Bridge Deployment #9#&ii,

pod PodTemplate Kafka Bridge Pod H9#%4R

apiService InternalServiceTemplate  Kafka Bridge API Service B,

podDisruptionBudget PodDisruptionBudgetTe  Kafka Bridge PodDisruptionBudget #Ji&
mplate o

bridgeContainer ContainerTemplate Kafka Bridge 25891k,

clusterRoleBinding ResourceTemplate Kafka Bridge ClusterRoleBinding FIt&#R

serviceAccount ResourceTemplate Kafka Bridge AR55MH F7 BIARAR o

initContainer ContainerTemplate Kafka Bridge init & 23 HIER
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85 132 & KAFKABRIDGESTATUS SCHEMA REFERENCE

£ 132 & KAFKABRIDGESTATUS SCHEMA REFERENCE

used in: KafkaBridge

Bt B ek

conditions condition 48 RERMHIIR,

observedGeneration B Operator &[5 CRD BI4E K,

url string HNERE P im b FAFR - BT LA 7] Kafka Bridge
B URL,

labelSelector string AL BTIRM pod BITR i1 2R,

replicas BH FAF1R AL R X /1T pod &,
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88 133 & KAFKACONNECTOR 5%

spec KafkaConnectorSpec Kafka Connector BI#I4%,
status KafkaConnectorStatus Kafka Connector BIA,
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%5 134 Z KAFKACONNECTORSPEC #X5#¥

28 134 & KAFKACONNECTORSPEC 2R &%

f#MAF : KafkaConnector

=43 BHRR ik

class string Kafka Connector #J Class,

tasksMax B Kafka Connector g KESSHE,
autoRestart AutoRestart BiEREERNESEE.

config map Kafka Connector Bdi&, TIEXBELLTEME :

connector.class, tasks.max.

pause HIRME pause Ett2F M. 7 Apache Kafka 2.6 89
Streams RF M, FERARKE, EEREENIZ
2. BilHfalse,

state FRE (— [running, RN F RS BRIATH running.
paused, stopped])
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& 135 % AUTORESTART &X&%

AT : KafkaConnectorSpec, KafkaMirrorMaker2ConnectorSpec
AutoRestart B HERTTESIK

FEEERRMIAT FAILED RENESREBER,

BB, BAEERRFAEVERNARNENAMMNEESEEES. FAARX n*n+ n FHEIRERS
[Elkm, Heb n KERZBIESHHE, XNERELERN 60 280, Bitt, ERAMEIA%E, ARKTE 2. 6.
12, 20. 20. 30. 42. 56 HESERE, KRELL 60 HHAREER. BIMERT, Apache Kafka i
Streams 2 TRIIE G FESREHAS. BR2, EoLUERA maxRestarts B EEEHE LXBRX
{i, MNEEE T maxRestarts, HHEERPASERAERZRERW, MpAFihEGERES.

%t F Kafka Connect #3525, {#f KafkaConnector % g autoRestart B3 B 5hE S LMAE
BEHRNES.

74 Kafka Connect j& F B3 &E 5 KM E B2

apiVersion: kafka.strimzi.io/vibeta2
kind: KafkaConnector
metadata:
name: my-source-connector
spec:
autoRestart:
enabled: true

MRERE, EAALUVERBERERAR,
JBARESM Kafka Connect J5 i BT E 5 KNME RS
apiVersion: kafka.strimzi.io/vibeta2

kind: KafkaConnector
metadata:
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%5 135 %3 AUTORESTART BExX &

name: my-source-connector
spec:
autoRestart:
enabled: true
maxRestarts: 10

XF MirrorMaker 2, {$/ KafkaMirrorMaker2 3R B350 autoRestart BtE /S BIER K
W E AR FE S5

79 MirrorMaker 2 5 Hh&E 5 KA ERESS

apiVersion: kafka.strimzi.io/vibeta2
kind: KafkaMirrorMaker2
metadata:
name: my-mm2-cluster
spec:
mirrors:
- sourceConnector:
autoRestart:
enabled: true
#...
heartbeatConnector:
autoRestart:
enabled: true
#...
checkpointConnector:
autoRestart:
enabled: true
#...

135.1. AUTORESTART & Ett

enabled fR/RME EBBRNZEBSRER N R EIR TS
=
maxRestarts B Operator FE R KEZESFNER. AR

TERENX RS T 2 T RUCRE, A
FRRFNERE. BRANTERNER.
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28 136 & KAFKACONNECTORSTATUS &R &%

f#MAF : KafkaConnector

=43 BHRR Uiy

conditions condition 48 NS R TIE N

observedGeneration B Operator & ET1#8 CRD BI4E K.

autoRestart AutoRestartStatus BIERRE.

connectorStatus map IR, 20 Kafka Connect REST API #i
=5

tasksMax B Kafka Connector iR KESHHE,

topics FRIEBEHAH Kafka Connector M E /TR,
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&5 137 3 AUTORESTARTSTATUS &X5:&

88 137 & AUTORESTARTSTATUS &R 5%

AT : KafkaConnectorStatus, KafkaMirrorMaker2Status

QL B HEERRESZEEHR,
connectorName string EEEEME RN A,
lastRestartTimestamp string RE—REZABIEFHINE, FARIER

9 UTC X AHE 'yyyy-MM-
ddTHH:mm:ssZ',

289



Red Hat Streams for Apache Kafka 2.7 Apache Kafka AP &7

28 138 & KAFKAMIRRORMAKER2 5%

spec KafkaMirrorMaker2Spec  Kafka MirrorMaker 2 S£B£B9#I4%,
status KafkaMirrorMaker2Statu  Kafka MirrorMaker 2 S£8£B9IR
s
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AT : KafkaMirrorMaker2

Bt

version

replicas

image

connectCluster

clusters

mirrors

resources

livenessProbe

readinessProbe

jvmOptions

jmxOptions

logging

clientRackInitimage

rack

string

string

string

KafkaMirrorMaker2Clust
erSpec array

KafkaMirrorMaker2Mirror
Spec array

ResourceRequirements

probe

probe

JvmOptions

KafkadmxOptions

InlineLogging,
ExternalLogging

string

Rack

&5 139 & KAFKAMIRRORMAKER2SPEC &%

28 139 & KAFKAMIRRORMAKER2SPEC R 5%

ik

Kafka Connect kA&, ERINNERFTHRA, ES
5 P SRS T R TR SRR AR AR BB

2o

Kafka Connect AR pod # &, BRINEN
3.

FAF Kafka Connect pod IR 2351, IR
EERBIEERIKET, SRR\
spec.version FgERE, KBTI 0L
53Z| Cluster Operator BZi& #BIXT R b AR,

FAF Kafka Connect MUSEEE A&, 1ZEHIT
5 spec.clusters EeEHi5EM BT Kafka
KM ALE, BiT Kaftka RBEHEZE
Kafka Connect #EZRF FEWER E &,

TR Kafka S£EE,

& MirrorMaker 2 7E3£85,

CPU MR BHRHFIE R B4R BRB & ARR
il

Pod FREK R,
Pod R B H,
pod B9 JVM JETT,
JMX T,

Kafka Connect A &I KB E.

AF#a1t client.rack A init R 228951,

2 & A {E client.rack & B EENT Sk
sz

o
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tracing jaegertracing, £ Kafka Connect HEC B BER,
OpenTelemetryTracing

AR KafkaConnectTemplate Kafka Connect #1 Kafka Mirror Maker 2 %R
BIREAR, 1ZAEAR S VT R P 48 B AR AR AR
Pod. Service f1&MARSS

externalConfiguration externalConfiguration f$3k B Secret 3 ConfigMap FIEIE L 545
Kafka Connect pod, HfEAEEEEE
2.
metricsConfig JmxPrometheusExporte  i5irECE,
rMetrics
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85 140 2= KAFKAMIRRORMAKER2CLUSTERSPEC SCHEMA REFERENCE

88 140 & KAFKAMIRRORMAKER2CLUSTERSPEC SCHEMA REFERENCE

AT : KafkaMirrorMaker2Spec

KafkaMirrorMaker2ClusterSpec X B2 IR

NGBS E Kafka 5EE8f,

140.1. CONFIG

{82/ config EtEASE Kafka £,

FrAE Apache Kafka Ec B rIRE 1R, (NPRFFEREH Apache Kafka B9 Streams EIRHIEH,

XA TLS IRABKE ZAEAH NE Pk, SalRRERTN ssl B, ShaLEE
ssl.endpoint.identification.algorithm B3k /G AKX EAEN LKL,

140.2. KAFKAMIRRORMAKER2CLUSTERSPEC &R Btk

alias string T8I/ Kafka BRI B,
bootstrapServers string LUES k@M host:port ©f5I%, BAFEIL
5 Kafka 858951,
tls clientTLS 5 MirrorMaker 2 EE 285 RIS TLS
&,
B 1pIIE KafkaClientAuthenticati BT EEEHNENEITERE,
onTls,
KafkaClientAuthenticati
onScramSha256,
KafkaClientAuthenticati
onScramSha512,
KafkaClientAuthenticati
onPlain,
KafkaClientAuthenticati
onOAuth

293



Red Hat Streams for Apache Kafka 2.7 Apache Kafka APl &£

=43 BHERE sk

config map MirrorMaker 2 £R¥ 2B, TEXBHHUT
BIZRHIB M : ssl, sasl., security., listener,
plugin.path, rest., bootstrap.servers,
consumer.interceptor.classes,
producer.interceptor.classes ({54} :
ssl.endpoint.identification.algorithm,
ssl.cipher.suites, ssl.protocol,
ssl.enabled.protocols) o
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& 1413 KAFKAMIRRORMAKER2MIRRORSPEC 5&E

25 141 2= KAFKAMIRRORMAKER2MIRRORSPEC A S%

AT : KafkaMirrorMaker2Spec

Bt

sourceCluster

targetCluster

sourceConnector

heartbeatConnector

checkpointConnector

topicsPattern

topicsBlacklistPattern

topicsExcludePattern

groupsPattern

groupsBlacklistPattern

groupsExcludePattern

string

string

KafkaMirrorMaker2Conn
ectorSpec

KafkaMirrorMaker2Conn
ectorSpec

KafkaMirrorMaker2Conn
ectorSpec

string

string

string

string

string

string

sk

Kafka MirrorMaker 2 % 23{F FA FIREBE R
A, H&wISATF spec.clusters #7l
RPE R,

Kafka MirrorMaker 2 i 85 FH R0 B bR it
%, &S aF spec.clusters 1
FFk A —NERFILE,

Kafka MirrorMaker 2 JRiEZ23 84S,

Kafka MirrorMaker 2 heartbeat £ 28 4%,

Kafka MirrorMaker 2 ¥ 2 siE 228 FOITAE

SRR ECENENRARX, Bl
"topicl|topic2|topic3", thEZFLUES B R
FR,

topicsBlacklistPattern B2 M, I
N
.spec.mirrors.topicsExcludePattern i
fTRE. 5 MERPHRREY ST ER EN
FirX, BXFLLESHRHITIE,

5 MG HERREI T S B9 IE N A K,
X FHLLES D RITIER.

SREGRIE T EHLRMENRAR, th
XFLGES 2 RRRITIR,

groupsBlacklistPattern EtfE2% M, 3
ENEA
.spec.mirrors.groupsExcludePattern
HITECE, 5T EHCERMIENRAR,
LMEMEHR P HERR, thXFFLUE S DRREISI
o

SHREHTRNENRAR, UEMEIK
R, thFLLES 2RISR,

295



Red Hat Streams for Apache Kafka 2.7 Apache Kafka APl &£

&5 142 & KAFKAMIRRORMAKER2CONNECTORSPEC SCHEMA REFERENCE

f£AF : KafkaMirrorMaker2MirrorSpec

B BERE £ pU
tasksMax B Kafka Connector R KESEE.
config map Kafka Connector BBE. TTiERELUTREILE :

connector.class, tasks.max.

autoRestart AutoRestart B EREESRNESRE,.
pause HIRE pause Ett2F M., 7 Apache Kafka 2.6 89

Streams FFA, FARSES, EEBEETNIX
e, Bk Hfalse,

state FRE (— [running, RN TS, BAAH running.
paused, stopped])
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& 143 3 KAFKAMIRRORMAKER2STATUS #X&%

88 143 & KAFKAMIRRORMAKER2STATUS 5%

# AT : KafkaMirrorMaker2

Bt BHRR ik

conditions condition 48 RERMHIIR,

observedGeneration B Operator & ET1#8 CRD BI4E K.

url string EIBFN T2 Kafka Connect #3223 REST

API i 52 B9 URL.

autoRestartStatuses AutoRestartStatus #“H MirrorMaker 2 15 #2r B EF R BIIR,

connectorPlugins ConnectorPlugin 42 Itk Kafka Connect #8E F 7] FA RV 12 B3 1 14
FR,

connectors map A Kafka Connect REST API fR &5

MirrorMaker 2 jE#E2FIR TR,

labelSelector string AL BTIRM pod BITR i1 2R,
replicas BH FAF1R AL R X AT pod &,
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28 144 & KAFKAREBALANCE £:.$3%

spec KafkaRebalanceSpec Kafka B FHHIAIE,
status KafkaRebalanceStatus Kafka EHTFEHIRE,
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& 145 = KAFKAREBALANCESPEC R &%

25 145 3= KAFKAREBALANCESPEC X%

fifF : KafkaRebalance

Bt

kN

K2 (Broker)

Bir

skipHardGoalCheck

rebalanceDisk

excludedTopics

concurrentPartitionMoveme
ntsPerBroker

EERR

FrRFE (— [remove-
brokers, full, add-brokers])

BYHA

FRBHA

#/R{E

#/R{E

string

ik

ISITEMTENERN, ZRFIERZ full,
add-brokers, remove-brokers., %%
BiEE, NEIAEA full E3,

o full EXERRHHFREREFIZIT
BT,

o Y E&KEE, WLAEA add-
brokers &=, §—LLRIAREH
AINECE A,

o TEYiEERfR], TLUEMA remove-
brokers &=, {F8IAX#%HEMER
IR,

EV BREMBRAOALER, MRGEHBTE
ey, NEFTARIMMARIETIR, WIIRREE
BT EFHFEEER add-brokers #1
removed-brokers, ELL full &=z 2HL,

BRSIRIRIL AR ERFHES, BT £
TEMFEEN, BT
https://github.com/linkedin/cruise-
control#goals, IAREHE T ZEIRFIZK, M
{8 8 default.goals Cruise Control EZB S
1N =R 7

R AV Kafka CR g ERE BIREMLE
WAERAHBY ., HHEAPFLEEEIREIEEE
TR RN, XIFEAR. MAMED

falseo

JE A intra-broker B #L AT, AR —RE L
B IpR MR AR, RERTHEA
ALY JBOD fZ 6 Kafka BRE. /B
&, ZH inter-broker 1, BRIAEN

falseo

T BRI, (PR AT P B = R
ENFREAR, BHRIARGH
java.util.regex.Pattern ZKf##fr ; B X TIFHHE
AWEZER, HSHIZENXXH,

FEDREIFABIN EREEAN/BHEMN
H, BMEDS.
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B EtER Hh

concurrentintraBrokerPartiti ¥4 FBMIBRBE M FEESREIARB LN E
onMovements PR, ERINEN 20
concurrentLeaderMovement  E&%g FEAXASBM LR, ERIAE N 1000,
s

replicationThrottle B RAFHBIBIARTTE LB LR (LFT5/# 0

BALD) o BROAKERSL

replicaMovementStrategies FRIEHA AT REEMBIAL A RPEIARTRE SR
REMIIKR, BRNBERT, FH
BaseReplicaMovementStrateqgy, BIF&R
& R T BI AR 5,
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%5 146 = KAFKAREBALANCESTATUS #&X5#

28 146 & KAFKAREBALANCESTATUS #£X5%

fifF : KafkaRebalance

Bt BHRR ek

conditions condition 48 NS R TIE N

observedGeneration B Operator & ET1#8 CRD BI4E K.

sessionld string B3i%X/ KafkaRebalance BIRMEXHIN Cruise

Control BJiE KM KRIGEIRIARF. Kafka
Rebalance Operator Fi KR ERFF S EHT T4
BAERIIRS,

optimizationResult map B AE4ERET JSON KR,
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28 147 & KAFKANODEPOOL &#R &%

spec KafkaNodePoolSpec KafkaNodePool BIHI#%.
status KafkaNodePoolStatus KafkaNodePool B,
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25148 & KAFKANODEPOOLSPEC SCHEMA REFERENCE

£ 148 & KAFKANODEPOOLSPEC SCHEMA REFERENCE

AT : KafkaNodePool

replicas B A pod #E,

storage EphemeralStorage, GFHERE (M) . BTEEH.
PersistentClaimStorage,
JbodStorage

roles FRHE (—PHZAD LE A KRaft IR, AR REER

[controller, broker]) #t4H HAf, ZRFMER broker 1 'controller's
LFEBRENEN, B KRaft XN, 0
2 broker, ME—RIFHIE,

resources ResourceRequirements EREBH CPU MAETR,
jvmOptions JvmOptions pod By JVM £,
AR KafkaNodePoolTemplate St BFRAENR, ZER SV EE A £

BB F It B BEIR.
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AT : KafkaNodePoolSpec

=43
podSet
pod

perPodService

perPodRoute

perPodIngress

persistentVolumeClaim

kafkaContainer

initContainer
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ResourceTemplate

PodTemplate

ResourceTemplate

ResourceTemplate

ResourceTemplate

ResourceTemplate

ContainerTemplate

ContainerTemplate

ik

Kafka StrimziPodSet %RBER,

Kafka Pod Egﬁmo

FAF M OpenShift #-8B1 78 Kafka #5&
1 Services HIIEHR,

FAF M OpenShift #-EB14 78 Kafka £5&
1 Routes 9#&EHR.

FAF M OpenShift #-EB14[R]8 Kafka £5&
4 Ingress #1R,

P& Kafka PersistentVolumeClaims 1
AR

Kafka fREE A ZREIRRMR,

Kafka init B 25HIER,
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AT : KafkaNodePool

Bt BHRR ek

conditions condition 48 NS R TIE N

observedGeneration B Operator & ET1#8 CRD BI4E K.

nodelds BEHA XA AR Kafka T REABIT R 1D,
clusterld string Kafka &% ID,

roles FRE (—PmED 1E Streams for Apache Kafka 2.7 iR, 4

[controller, broker]) #X4H A EREX MR A S,

replicas BH FAF1R AL R /1T pod &,
labelSelector string R BTRM pod BITR K1 2R,

305



Red Hat Streams for Apache Kafka 2.7 Apache Kafka APl &£

& 151 & STRIMZIPODSET SCHEMA REFERENCE

StrimziPodSet =1\ EtE 52 FIFK

B

StrimziPodSet & Apache Kafka FIRHIPNERGE. REES{ULESE, FEUE. BN
iER StrimziPodSet BT, HE X AI8ES B X,

151.1. STRIMZIPODSET SCHEMA PROPERTIES

spec StrimziPodSetSpec StrimziPodSet BI#l4&,
status StrimziPodSetStatus StrimziPodSet BRI,
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{# AT : StrimziPod Set

selector LabelSelector 188 (selector) @ — Mr%E &, ©5IL
StrimziPodSet EEMATA pod L, X
¥ matchLabels, fIRI&ET
matchExpressions, ©&# 28,

pods map #4H H Itk StrimziPodSet EIEH Pod,
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{#ATF : StrimziPod Set

Bt Bk 3T

conditions condition 42 REFRHETIR,

observedGeneration B Operator & ET1#8 CRD BI4E K.

pods BH H 1t StrimziPodSet FREEH pod #
=

readyPods BH H 1t StrimziPodSet FREEH pod #

2, ZHIRNE.

currentPods B HEA YFHEIT RAH Ltk StrimziPodSet %
TREEM pod HE.
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ViRl Eagfk

1.
¥ access.redhat.com,

2.
MREALZREKS, HRIBR—AMK,
3.
BREIRAI
BUEITH
1.
¥ access.redhat.com,
2.
S#1 %l My Subscriptions,
3.
S E BUERITEE HEA KR 16 ADEE S,
Tk Zip #1 Tar XX+

ZUiln] zip 2 tar X, FERAZSTIPRISER TENAXHE. MREER RPM EHE, NIAEE
X—%,

AR FHERAER /T 1M, 7~ & TE0m, Mkl
access.redhat.com/downloads,

1£ INTEGRATION AND AUTOMATION B3xh#kEl Apache Kafka for Apache Kafka i

=
ko

e Apache Kafka /iR ii. LWHR$TH Software Downloads T,
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