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KT ZLNE AR A bt
BRI BT STRABOR

Fott, G- JIRA R IEHENER, RUERTRESIFEMNER, UERITHRERRENE
*Q

AR

o MAELEES, MLk, ik~ a1k & & % E] Red Hat Jira Software SZ4l,
MBIEERAKS, RASRTEQER—DKS,

it =

1. RELTFARZA @ Createissue,
2. 1E Summary SCANHE iy A [F] 8 5] R H ik
3. 1f Description XAEFHRMHLUTER :

o HEIth R RIE TTE R URL,

LI =P N AL 1R PR S HE 7 Pu
B LURHE R REEEMEMFERPIEIAE,

4. Fh0 reporter &R,
5. = Create I JIRA [AIRIIR 32 B ST#S A1 PN,

REHRTER] Al SRR R 15


https://issues.redhat.com/secure/CreateIssueDetails!init.jspa?pid=12320221&issuetype=1&components=12328148&priority=3&description=URL where issue was found%3A %0A%0ADescription of issue%3A &summary=%5BDOC%5D <summary here>
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25 1% 3SCALE API 12
INSRTE OpenShift Container Platform £#8E 7 Kafka Bridge, f&®LATE 3scale REATE,
% F Kafka Bridge B @BEE, RAEBSFEMEIESZEIN, BRZFNREHA TLS INFERE,
3scale API BEIE R LAFE A TLS &Y Kafka Bridge, FIREH DI, 5 3scale ERLRKRE IR
TIEPR. REFERFIFNIT R EHMINEE,

8 3scale, fERILAK HEE ViR Apache Kafka FIAERE P i A A AR BV B398 0E, 3scale ZHIRFLLT
FOUFSREY

FrAE AP 25

BN FRBREE T YA TNNE S,
N AR IR R AN

A ZFRARFF A4S secret key FRF &,
OpenlID Connect

IR BRI IR T,
1.1. KAFKA BRIDGE [R5 % i,

3scale EARS ALK, XFTE 3scale EBFEIS Apache Kafka #1 Kafka Bridge #8EH) OpenShift &
E¥°

Apache Kafka Cluster Operator EBEBHIRA LB LU FIMELE ¢
e STRIMZI_CUSTOM_KAFKA_BRIDGE_SERVICE_LABELS
e STRIMZI_CUSTOM_KAFKA_BRIDGE_SERVICE_ANNOTATIONS

UERE T Kafka Bridge B, FITF/AFF Kafka Bridge B9 REST $ OAIAR 55 16 FSERR RN 25 LA 3scale &
P,

e 3scale f# [ discovery.3scale.net=true 1% F & H RS,
o SERRMAXZRFSMER.

& T LATE OpenShift 124 A d@id Sl Kafka Bridge SEIBY Services £ ERNEE, 7£

1.2. 3SCALE APICAST M ¥*558%

3scale & 3scale APlcast 45& 18, 3scale APlcast @—N5 3scale —#2ERER API WX, N Kafka
Bridge IRt — AO R,

APlcast ZRERIZML T —MHLEIREFIM RBNZITHR. 3scale WMKEERHE —HIRAER, HIARTLLE
£ B SRS,

IFBAX APlcast HIEMESIER, HSH Red Hat 3scale 44,

Kafka Bridge B APIcast 5kli§
3scale 5 Kafka Bridge MBI~ 5 SkBEBC ERE policies_config.json SUFIRML, ZSTEE L -

o EHZVH


https://docs.redhat.com/en/documentation/red_hat_3scale_api_management
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o TRLIBIR
e &M
e URL rewriting
P K SR BT 1 SO iE F SR A
IR A] LAE A R Bk E SIS B 2 RISRES,

EAvin
E AV RIREERE B MREIENER TATFIRS, EHTTP B RAREECIIIRHEIOAEILE (B4
V) o LRGN, MRAXEESHEIE, a2 A SR,

k&R
FRAE RIS VSN A I HTTP rk, SkME i WX B97E KM SR INFTBIPR k. X F 3scale &
B, SREERMEM HTTP & imi@id Mk %1845 Kafka MTTRIEANE KIRINIR L,
% Kafka Bridge I EIGIE—NEHETE B HNE RET, ©&RE— JSON B EH, Ebhag—NirE
SHTEFIA BRELE K FEFEB URI B base_uri, 5140 :

{

"instance_id": "consumer-1",
"base_uri":"http://my-bridge:8080/consumers/my-group/instances/consumeri”

}

f#M APlcast I, BFmKRGAMBREHERAZZETIMX, MASERELIEER Kafka Bridge, Hth, URI
FEMXENS, MAZRMKXEEH Kafka WTTHIHLE,

FERALIETUERRE, kR INEIR B HTTP B iRENIER, LME Kafka Bridge ERAMXENH.
40, @it A Forwarded: host=my-gateway:80;proto=http 53k, Kafka Bridge & H{#ERH&E R

{

"instance_id": "consumer-1",
"base_uri":"http://my-gateway:80/consumers/my-group/instances/consumeri"

}

X-Forwarded-Path 71k {3 B & FimBYIE K B 2R RBBELHMEINX. BMRZEFL Kafka
Bridge SEBURS, X AMPRL 485 N A B BE FA SRBRAE K

B&E
BEEZ A Kafka Bridge LIRS, SR AMBEZKREE, 1H RO EE A0 FERENR— Kafka
Bridge SEfll, RELIHERBATNMRIEE—DEEE, LUHHE KL BI3E H 8 Kafka Bridge SEH1,
BHERRSM LMY, HERBMHIITHE. E5F Kafka Bridge I, RRILITE
KafkaBridge B & X HIRAHPIEE &,
B, EMNERK (/A X-Forwarded-Path) MIEFEE :
http://my-gateway:80/my-bridge-1/consumers/my-group/instances/consumeri

BEE

http://my-bridge-1-bridge-service:8080/consumers/my-group/instances/consumer1
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URL EE R AMERMT &, EHEIERERMM XL % B Kafka Bridge BN NMERAE,

URL rewriting

TEHE K M K55 4 Bl Kafka Bridge B, URL rewiring SRB& IR ME IR EIRFE Kafka Bridge B9 K
FaERI B,
AT £ FRASTE R 22 FH B s AR 5

1.3. 3SCALE APICAST AHF TLS ik
IRAI LU TLS BiE% & APlcast, EREEAEKEIREE I APlcast, apicast BRS51EHEEERA T

18R AT LUTE Kafka Bridge API H 3 A TLS £5B8,

1.4. FEIIAH 3SCALE ZE

INRIZENT 3scale BBFEEI OpenShift, FEFEFMES Kafka Bridge #BEHEA, ERRELUSTER TKH
Kafka Bridge #f%& 3scale N AR E,
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2 2 &= 7 KAFKA BRIDGE (& 3SCALE
Z ¥ 3scale 5 Kafka Bridge #8EefE A, TEENEEC, RABENHEEN LI Kafka Bridge AP,

EXFIERT, Apache Kafka, Kafka. Kafka Bridge #1 3scale AP| EI2H 4R Streams TEHEEH
OpenShift &£&Hi21T7,

LAF 3scale AR H3 BN % PH Kafka Bridge :
® 3scale APlcast 3 HTTP B/ iRiRMHME T NGINX B9 API W%, LUEEER| Kafka Bridge API BRS5.

® 3scale toolbox FAF ¥ Kafka Bridge ARZ5#9 OpenAP| #l4& 5 A Zl 3scale,

==
IN2R 3scale BERE RS Kafka Bridge 1EFEIRIEEEE A, &R LBk BB & IR H AR H A
%B%Q

FeREH
o IEBBFEE T #E 3scale Hit,

® Apache Kafka # Kafka BIRIEFEIZ1T o
e Kafka Bridge BERE,
% F 3scale EBE :
o &% Red Hat 3scale APl Management XiFMEZE
o ZHEFEEBHA cluster-admin B, 40 system:admin,
o MEJEV MM THER JSON X :
o Kafka Bridge OpenAPI specification (openapiv2.json)

o Kafka Bridge BIFRLIEEAFN 2 B 25 B& (policies_config.json)
1£ GitHub & # JSON X4,
it =3
1. Xi& 3scale API B, 1 Red Hat 3scale 344 HRfk,

a. {8 3scale API EIR12{F25 %4 3scale APl Manager #1 APIcast,
1E88ZF APl Manager #l, ¥ APl Manager B X 5JRH wildcardDomain BRI AHIEE
OpenShift &£,

178 URL A {EEF A Fijin] 3scale B I2[ ] F (http[s]:/<authentication_token>@3scale-
admin.<cluster_domain&gt;).

b. i@if k7 APl Manager B E X FURAVIRE, 491E 3scale @B ERMINERE,

2. i 3scale APl Manager %% 3scale APl Manager %13 % ¥l Kafka Bridge ARZS :

oc adm policy add-cluster-role-to-user view system:serviceaccount:
<my_bridge_namespace>:amp


https://docs.redhat.com/en/documentation/red_hat_streams_for_apache_kafka/2.7/html-single/deploying_and_managing_amq_streams_on_openshift/index#deploying-cluster-operator-str
https://docs.redhat.com/en/documentation/red_hat_streams_for_apache_kafka/2.7/html-single/deploying_and_managing_amq_streams_on_openshift/index#deploying-kafka-bridge-str
https://access.redhat.com/articles/2798521
https://github.com/strimzi-incubator/strimzi-kafka-bridge-api/tree/master/3scale
https://docs.redhat.com/en/documentation/red_hat_3scale_api_management

&5 23 Jy KAFKA BRIDGE 82 3SCALE

M8 E iy 4 22 A A B Kafka Bridge %R (<my_bridge_namespace>)#%¥F APl Manager
(amp) BN AT BR (EE).

3. WE

3scale API B2 toolbox.

. 288 Red Hat 3scale 4T %% 3scale toolbox.

b. WBINMEZELUES 3scale X H :

Kafka Bridge Bd &~

export REMOTE_NAME-=strimzi-kafka-bridge ﬂ

export SYSTEM_NAME=strimzi_http_bridge for_apache_kafka g
export TENANT=strimzi-kafka-bridge-admin

export PORTAL_ENDPOINT=$TENANT.3scale.net ﬂ

export TOKEN=<3scale_authentication_token> 9

REMOTE_NAME 22 Bt%: 3scale BR[| HLF2 H ik B9 & F5.

SYSTEM_NAME 2@ 3scale toolbox 5 A OpenAP| #l& 1321 3scale BR%5/API B9
EA I

TENANT 2 3scale B[] #IFH -~ &5 (https://$TENANT.3scale.net),

PORTAL_ENDPOINT 2iZ1T 3scale B[ |7 Bl s

00 09O

TOKEN 2 3scale B[ | IR B KIESHE, BAF&Bid 3scale toolbox B HTTP 1H
KiHITRE,

c. B2i& 3scale toolbox HAILEE web il :

4. (&

podman run -v /path/to/openapiv2.json:/tmp/oas/openapiv2.json registry.redhat.io/3scale-
amp2/toolbox-rhel8:3scale2.14 3scale import openapi -d <admin_portal_url>
/tmp/oas/openapiv2.json

) 3scale toolbox IEE AR, 3scale WBRBIRTE LIBEE SR E T IR,

¥ <admin_portal_url > &#:7 3scale B[ | immBIEEE
(https://$TOKEN@$PORTAL_ENDPOINT/), IfE, ®RIZ1T toolbox N REEIEE 3scale
B8] P s sk,

&B9 Cluster Operator SBEREH 3scale & Il Kafka Bridge RS FREIFEFEMRE .,

- name: STRIMZI_CUSTOM_KAFKA_BRIDGE_SERVICE_LABELS
value: |
discovery.3scale.net=true
- name: STRIMZI_CUSTOM_KAFKA_BRIDGE_SERVICE_ANNOTATIONS
value: |
discovery.3scale.net/scheme=http
discovery.3scale.net/port=8080


https://docs.redhat.com/en/documentation/red_hat_3scale_api_management
https://catalog.redhat.com/software/containers/explore
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discovery.3scale.net/path=/
discovery.3scale.net/description-path=/openapi
#..

MR&EA, FBT OpenShift EIARINEMY, HNEHEHEBZE Cluster Operator ] Kafka
Bridge,

5. 7£ 3scale BE[ 1R, M OpenShift 5 A Kafka Bridge API R%5, #0 Red Hat 3scale SCR4FR
i,

6. Jn’E OpenAPI ##&(JSON X#)H i) Host FE%, LAFEF Kafka Bridge BRZSHIE A URL :
4N -

I "host": "my-bridge-bridge-service.my-project.svc.cluster.local:8080"

KAEEHN URL SFELULTREA :
e Kafka Bridge name (my-bridge)
o IjiH & #R(my-project)
e Kafka Bridge #Jim[1(8080)
7. MRS B HH OpenAP| #1145 A El 3scale toolbox :

podman run -v /path/to/openapiv2.json:/tmp/oas/openapiv2.json registry.redhat.io/3scale-
amp2/toolbox-rhel8:3scale2.14 3scale import openapi [opts] -d=<admin_portal_url> -t
3scale-kafka-bridge /tmp/oas/openapiv2.json

EXE8, BITHREE/MIEE D 3scale-kafka-bridge, MAEM OpenAPI HI&ER BT, 5
/path/to/openapiv2.json &5 OpenAPI #IA& SIS R, & <admin_portal_url > #ifiy
3scale B[ | F Bk mAYER R,
8. RS T AIRLIETRFNEE TREE (JSON 3UiH),
a. IEETE 3scale FROIEMARSHI ID, X225 AR AR
export SERVICE_ID=$(curl -k -s -X GET
"https://$PORTAL_ENDPOINT/admin/api/services.json?access_token=$TOKEN" | jq

".services[] | select(.service.system_name | contains(\"$SYSTEM_NAME\")) |
.service.id")

X8, BIEEKRFER jq 51T JSON e TR,
b. §AKRE :

3scale policies import -f /path/to/policies_config.json -d=<admin_portal_url> 3scale-
kafka-bridge

9 /path/to/policies_config.json &#: /SRS EE B XA RIER R, J¥ & It;admin_portal_url >
Bih 3scale BE[ | HUH s AVER R

9. 1£ 3scale B[]/ dh, K7 Kafka Bridge BRSSBIIR AR 2 S 2%,

10. 7£ 3scale Toolbox F &N AT XIFIN BERF.
FENRERFRFTRINETEMEIENE B,

10


https://docs.redhat.com/en/documentation/red_hat_streams_for_apache_kafka/2.7/html-single/deploying_and_managing_amq_streams_on_openshift/index#deploying-cluster-operator-str
https://docs.redhat.com/en/documentation/red_hat_streams_for_apache_kafka/2.7/html-single/deploying_and_managing_amq_streams_on_openshift/index#deploying-kafka-bridge-str
https://docs.redhat.com/en/documentation/red_hat_3scale_api_management
https://github.com/jqlang/jq

% 23 Jy KAFKA BRIDGE %82 3SCALE

N (EF-ESR) BEREETIMENMXHER AP, HRARE :

I 3scale proxy-config promote SREMOTE_NAME $SERVICE_ID

12. & AP T ERISGUEE R LLOE T APlcast BIX 170 Katka BT, ik =2ERVEEROCIENTR
&, URHNNARECENEFBH,
B30 -

https//my-project-my-bridge-bridge-service-3scale-apicast-
staging.example.com:443/consumers/my-group?
user_key=3dfc188650101010ecd7fdc56098ce95

S0SRM Kafka Bridge IREIAM 7%, NEKMDEIRERE.

{

"instance_id": "consumeri”,
"base uri": "https//my-project-my-bridge-bridge-service-3scale-apicast-
staging.example.com:443/consumers/my-group/instances/consumeri”

}

Base URI @& N IR E G E05 KAt

1
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B AL R EBYIT
Apache Kafka B8 @ PUETT 1R, BEEIREMITH, EVIRLIEE -1 Rk,
Dy AR B P
1. % ZE access.redhat.com,
2. MREALEAKS, HOE—DK,
3. BREIEBIK S,
BUETT 5
1. % ZE access.redhat.com,
2. 5% My Subscriptions,
3. SE BUERITH HE AL 16 AIHES.
T & Zip #0 Tar X4
%i‘il‘ﬁ] zip 3K tar X, HEAEFT TP ER FTEMEXX G, NREER RPM B4a, NIAFEX
—4,
1 FTFN SRR H B RG] Bk 7= & T EOIE, Mk access.redhat.com/downloads,
2. 7£ INTEGRATION AND AUTOMATION H3kH#%El Apache Kafka for Apache KafkafJji,
3. 1%E#E Apache Kafka ™ S & #IR. I 2$TF Software Downloads T,

4. HAMHR Download HEEE,

{fF DNF E548
EREVHS L RTE S SRR, S

I dnf install <package name>
ZEMAMERAPREZE FENHEE, EFER
I dnf install <path_to_download_package>

BE#F 2024-04-30
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