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XL AR AR 15t
BB BT ALBOR .

Fott, G- JIRA R IEHENER, RUERTRESIFEMNER, UERITHRERRENE
*Q

AR

o MAELEES, MLk, ik~ a1k & & % E] Red Hat Jira Software SZ4l,
MBIEERAKS, RASRTEQER—DKS,

AR
1. RELTFARZA @ Createissue,
2. 1E Summary SCANHE iy A [F] 8 5] R H ik
3. 1f Description XAEFHRMHLUTER :
o R R R TTE R URL,

LI =P N AL 1R PR S HE 7 Pu
B LURHE R REEEMEMFERPIEIAE,

4. Fh0 reporter &R,
5. = Create I JIRA [AIRIIR 32 B ST#S A1 PN,

REHRTER] Al SRR R 15


https://issues.redhat.com/secure/CreateIssueDetails!init.jspa?pid=12320221&issuetype=1&components=12328148&priority=3&description=URL where issue was found%3A %0A%0ADescription of issue%3A &summary=%5BDOC%5D <summary here>
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25 13 APACHE KAFKA B9 STREAMS ##xk
AMQ FEZ#FETF Apache Kafka TIEME AT B. 26 MSMHEEERIETR.
FEHAHSE

Kafka Broker

T TTRHC M AE R P im EME A & imeE 2B R,
Kafka Streams API

RFRE 7wz B AR AP,
Producer #1 Consumer APlIs

EF Java Y API, FAFM Kafka REBEMFMERER
Kafka Bridge

Apache Kafka Bridge B Streams 124t 7 —1 RESTful #0, ERITFET HTTP ME M i%E5 Kaftka &
B H,

Kafka Connect
8 Connector f&H1E Kafka RIBFIEH MRS AR L MBUBHN I ES,
Kafka MirrorMaker
EM A Kafka SERFSEUEH /O 2 A E HIEHE,
Kafka Exporter
F a2 Kafka FETREIERY 5 2R,

Kafka fCEERYEREERE hub EREFTA X LA K,

1.1. Apache Kafka 221337k

Kafka

Kafka Producer and Kafka Kafka Kafka Kafka
Streams API Consumer APIs Bridge Connect MirrorMaker Exporter

1.1. {5/ KAFKA BRIDGE 5 KAFKA &£ 254

& el LUEF Apache Kafka Bridge API By Streams R OIBFNEEHETE, FHiBL HTTP MARE4%E Kafka
P A E R WL R,

W Kafka Bridge 5, fEeLIEZEB X Kafka S2E¥89 HTTP W50, 2AfE, EALUERA Kafka Bridge &K
FUETRBEMER, U@ H REST #OHUTEMERE,

Hth TR

o BXRREMFEM Kafka Bridge BIi¥18, 155 E#H Apache Kafka Bridge B Streams o

1.2. TR A5
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user-replaced &
RARBHNE (BN &4 E) URESE ) —RER, FXEOBFZAEIEE, MRESI ARG
%, tB{#EH monospace.

flgn, LUFARESER < bootstrap_address&gt; # < topic_name > i/ &0 & B SR IEF] £ Hl &
o

bin/kafka-console-consumer.sh --bootstrap-server <broker_host>:<port> --topic <topic_name> --
from-beginning
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EEEFEREEMBEEKEMNRLE,

Heth BT
o [t/ RELFRIE B EBIRA(FIPS)

2.1. ZEFE BT FIPS #2238 APACHE KAFKA H

£ RHEL £%% Apache Kafka BI/E F FIPS #&, ZIIEEINEZESAT FIPS XK RHEL, MASEL
BiEA FIPS 2, ERETRHEA FIPS BRAHRERAEA FIPS HOEME L ERFTENETH, HiE
SR,

1 FIPS #3247 RHEL i, &R Apache Kafka EBBHJ Streams 5 FIPS %78, H4, &M
Java LA RBIE FIPS R
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Y £ FIPS #2301 RHEL L3217 Apache Kafka B Streams &R ER/RF & FIPS B JDK,

it

1. £ FIPS B %24 RHEL,
MEELZELR, IE550H RHEL X4 FH £LmbER,

2. YkEE%%E Apache Kafka B Streams,

3. ¥ Apache Kafka BIRECE /18 A FIPS 3REEEFIL,
MRFER, EFHREUTEERS !

o UDKHEZRWINSZH SSL BILEMH TLS A

® SCRAM-SHA-512 Bl ZE D H 32 NERF.

HE
THHAE ML IMEF] Apache Kafka BEERI Streams REFEHL, EH FIPS B3R,
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5 3 E FHafEH

Apache Kafka BISRTE ZIP Xk 47, HAH S E Kafka HHEHIRE T,

p= Y=
Kafka Bridge B $ MR E N, BRREMEMA Kafka Bridge B9i#lE, E5EHEH
Apache Kafka Bridge BY Streams,
3.1 RENE
Apache Kafka BIR1E Red Hat Enterprise Linux £i217, E#H (TmR) sTULZ¥ESEMEMAL(VM),
fEAM N Apache Kafka IRIEHIRE S R 22k Kaftka H4F, EAILERTT R % T miMEhRE
Kafka,

LASTP=§78 -}

BT iR Kafka EEBEE A EH LIZ1T Kafka HELHF, WEESERTETIE,
N R

%77 R Kafka EEHE S D EM L2 1T Kafka LA,

BUURIE MM N 21T Kafka FIEAM Kafka 4H44, 30 Kafka Connect, @it LUXF AR 21744, ®
DU AE T R F A

Kafka % Fif{ F3 bootstrap.servers B BB I 5 Kafka SEEFANERE, WNR{FEMA Kafka Connect, £l
N Kafka Connect BECEB M /IS S bootstrap.servers {H, FTF18EZ1T Katka KEBENBENBF

w0, MR Kafka EEEZ N E S Katka REEMEN L1217, EAUNEMNMEBREE—DNEVLAME
O, &1 Kafka X4 — node.id FriH,

3N B EFEERE
BRI BB EMERIIXT F Apache Kafka Streams IR EMREEXREE,
REFMRLEN. XMHFME (NFS) TERTF Kafka.
NIERRIF R L Tk Tz — -
o HT=MHIEfEfRRAE, 0 Amazon Elastic Block Store (EBS)
o KihiFf#
o M B B ISCSIEMT R 1E i X I3k 445 (SAN) B

3.1.2. XHERG%

Kafka AU REIREMER. Apache Kafka BIE S XFS #ll ext4 XHREGIFRD, BI@ES Kafka —
BEA, EEFMTEXERGE, HEEBENEZRENER,

MBELER, BB Kafka X AR Filesystem Selection,

3.2. F#i APACHE KAFKA 8937

A LAMETIE R Ih T %k Apache Kafka B9 ZIP X% #5, fEBILAM Apache Kafka 04 F# T EIRY Streams
for Apache Kafka FEm#FTHR A Red Hat Streams for Apache Kafka,
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o N TF Kafka FEAM: Kafka A4, T#;amq-streams-<version>-bin.zip 3 {4

® XITF Kafka Bridge, TF# amqg-streams-<version>-bridge-bin.zip X {.
BXRREUIER, 1ESHER Apache Kafka Bridge BI o

3.3. &% KAFKA

{8 A Apache Kafka ZIP XX {48 Streams 7E Red Hat Enterprise Linux £ &% Kafka, A LATE BT Rek %
T RIMNER L Kafka, fELLITRER, H4 Kafka SEIREEH—FEHN(node) L,

Apache Kafka &5 X 4R 21E217 HAth Kafka AR A I, 40 Kafka Connect. Kafka

MirrorMaker 2 #1 Kafka Bridge, 7EHT mEMEH, BRI LIMZRE Kafka BIE—EN Li2fTiX &84, (B
&, RITENUERMERE X FHE MBI EN 21T HAMR Kafka i,

SoREH
o MBETET REXH,
e {RBE Red Hat Enterprise Linux Z{T3FICHEE 7 Apache Kafka 2.7 BIRAZFMNEE,
e Ll admin (root)F /' 519 & 5% Red Hat Enterprise Linux.

b =
EFEN %% Kafka,

1. IinETHY kafka FA P F04E :

groupadd kafka
useradd -g kafka kafka
passwd kafka

2. ¥ amq-streams-<version>-bin.zip X {FHAFIREXE] /opt/katka B X :

unzip amqg-streams-<version>-bin.zip -d /opt
mv /opt/kafka*redhat* /opt/kafka

3. f¥ /opt/kafka B xBIRT B RN kafka A/ :
I chown -R kafka:kafka /opt/kafka
4. QIR TE6E Kafka BB B % /var/lib/kafka, FIFEFFEFNLE N kaftka B/ :

mkdir /var/lib/kafka
chown -R kafka:kafka /var/lib/kafka

WAE , ERLUWEN BT SEEHE1T Kafka FIRUAERE .

72

[}l
AR LUFE A REER —FH Li21THAM Kafka 4H4, 40 Kafka Connect,

Bn(THAMA M, EEAAEER BT bootstrap.servers Bt TEE EiE R Kafka (SIERIEH
ZMima,

fERRE—FEH LB Kafka {KEH bootstrap FRS5ZACE I

1


https://docs.redhat.com/en/documentation/red_hat_streams_for_apache_kafka/2.7/html-single/using_the_amq_streams_kafka_bridge/index
https://docs.redhat.com/en/documentation/red_hat_streams_for_apache_kafka/2.7/html-single/release_notes_for_amq_streams_2.7_on_rhel/index

Red Hat Streams for Apache Kafka 2.7 LA KRaft &2\ RHEL _E{# [ Streams for Apache Kafka

I bootstrap.servers=localhost:9092

BR, BITEUIEHIMMEN EREFZIT Kafka Hit.
5. (k) 1EFIRMEN ERE Kafka A,
a. MREXHRIEENEN LB /opt/kafka Bk H,
b. 5 /opt/kafka B xHIFR B EL N katka /.

c. 710 bootstrap.servers BCi&, [FAMEEEZTT Katka REEMEN (HNZTTRMEFNE
M) .

FEmAREHN L Kafka KERM bootstrap IR55 2 & Bl

bootstrap.servers=kafka0.<host_ip_address>:9092 kafka1.
<host_ip_address>:9092 kafka2.<host_ip_address>:9092

IR LA L ES B FA F Kafka Connect, MirrorMaker 2 #1 Kafka Bridge.,

3.4. 7 KRAFT &=, Fi21T KAFKA 2%

£ KRaft XA EEFNIZIT Kafka, AT LUK Kafka E N BT RS T R Kafka £EFZIT, EDIZIT=D
REFM=2FS TR, ERERSFIEY, LR EENT R,

Kafka 17 REATHEE, #2HISFIHENEE,

REMAE
REE( broken) BRI 7T kiR 5528, ImECTFHEFFEEHBE R,
PhRAA

EH S AR FEER TRIEAEN S KRS TiE.

: SR STIIRE IERE  cluster_metadata i,

BRI UERASREMZEFSRT R, BETRFESRILIIE. AHANMESR, JITHSABKHNE
Ejﬂ?‘j—ﬁo

ZIHTER, EAIUAE—1ID, % 1D BFARNEEREFHNT RUEEE,
EENT REBHIEEUTRE
e TWRID
e KEAR
o MFIRFIZRHT RINK (HEH)
EATLAME MRS SR TT & D A (ENEMIKO) BEEFISFIIR, BED voters,

THUEREEREXHNARERE, aiFAtRE, NEREREACGHNTRMAMAR, KRaftiR
H=PTRERERMEXHRE.
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% 3% A

o /opt/kafka/config/kraft/broker.properties E5 K IE A G HC & =Fl
e /opt/kafka/config/kraft/controller.properties E AL 25 A B RAIE B
o /opt/kafka/config/kraft/server.properties E5HE A BEE RAI

IR E X LR BIE M PR IBEE, Eidi2d, R T~ server.properties EL &,

FeRFH
o FANEH LELRET Apache Kafka B9, BEEXHA A,

it

1. 7 Kafka SRBFE R ME—
& el LUE A kafka-storage T E 1T IR 1E -

I /opt/kafka/bin/kafka-storage.sh random-uuid

ZamRE— ID, KRaft ERFE—1&EEF D,

2. WEHFTHENT ROB—MEREXH.
& LATE Kafka IR ARG _EFIEIZ ST,

a. FIABIEEN N, #EHlds HNRIE . 2HE
flan, HHEBBIETE process.roles=broker,

b. MO0 Fa, NEEFPHENT RIEEH—H node.id,
580, node.id=1,

c. Ll <node_id>@<hostname:port> & 15E controller.quorum.voters 513k,
5140, controller.quorum.voters=1@localhost:9093.

d. HEERITERF :

o NBNLEFEERM. LMK,
5150 : listeners=PLAINTEXT:localhost:9092,CONTROLLER:localhost:9093,

o MEATREREENLIFERAR,
5170, inter.broker.listener.name=PLAINTEXT,

o FREIEHI R PHEFERN L IRERAR,
5140, controller.listener.names=CONTROLLER,

o HNENKIFRFEERLMN. ENEMHO, XLERIRFEEASAT N IHLLEES Kafka,
5130, advertised.listeners=PLAINTEXT:localhost:9092,

I /opt/kafka/bin/kafka-storage.sh format -t <uuid> -c /opt/kafka/config/kraft/server.properties
p Y [E]

I Formatting /tmp/kraft-combined-logs

13
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$F <uvid> BN IR EKBIERE ID, MEHFHNENT RERERLN D,
ERENREZMBEME 4N ARERE.

MBS T, server.properties E2& XA 15 ER B & B % (log.dirs)i% & /tmp/kraft-
combined-logs, /tmp BXBERXEBRRAESNIER, FEICERTFHLIME,

AT LURINLLE S 2RISR EIXE S N H S E K.
4. JAEhEA Kafka 17 .

I /opt/kafka/bin/kafka-server-start.sh /opt/kafka/config/kraft/server.properties
5. 2% Kafka @B ETEIZTT ¢

I jcmd | grep kafka

(g

I process ID kafka.Kafka /opt/kafka/config/kraft/server.properties

REBNTRUBAR, UBRENEMRINIA KRaft 5 :

I tail -f /opt/kafka/logs/server.log

WAE, EAILORER, HFMREBLEMERER,

NFREHENARE, BAUERRPNRERERIZUES, ULHHEFAY. BREURENEL=
TMEFIER, RNRSEIRNIENEFRRD 1D, IFRSER, HSHE77 1 "QEEE,

3.5. {21t APACHE KAFKA IR BIE

BRI LB 2T ASRIZ IE Kafka BRS5. 21THIAGE, PrAE Kafka BRSSBIEBEIBAWA L,

it =

1. {21k Kafka T &,

su - kafka
/opt/kafka/bin/kafka-server-stop.sh

2. fik Kafka T"REFLE,

I jemd | grep kafka

3.6. #iT KAFKA RIEBHZERE S

WRERER THAAES T REMFPRERNBENRE, EANNEN Kafka REHEERMNRE, BERFER
HEH,

14
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BERBEEFASEESNRE, WEESER, E5H Apache Kafka XA EiT I2
BCiE,

PTREERR, REERKBEXEIVUSK, DAREIADXEFER,

BRNAEZKTAMNERER, HHRAEASFEH, FEEDEHEH (mininsync.replicas)BlAZ R %
B, min.insync.replicas BB RE T %NS AN I HY &/ EI A EL,

NFZTRER, WERERREERY N INIUEFIRER, FH/&EI in-sync BIFRRE S FIHFRH
o X FEUBBIRFELNT F], WRBALREREFFERT acks=all, AEHETF—MREMFERER
ERNRERESMACHRSNI RKRFRY,

BYREREERRTTA, RImESREER—MEH,

SERFEH
o FANEHNLELRET Apache Kafka B9, BEEXHA A,
o Kafka SEEHRTIHAIZTT,
KEBEHND XS BRENAMEMRE, WREPNSEERTMAKREEESE S
zo

i

HEEA Kafka REEHUTUTH R, EREPIT T —NMOERT, BB - MRELERXESE, ERET
LEFISRHNRE LTS, B, EHSFEESIERNENR,

1. {21k Kafka O3 :

I /opt/kafka/bin/kafka-server-stop.sh

2. MEREREREERNREREMTEMENR,
MRELER, HEHUTHE :

o [di& Kafka
o FI Katka 178

3. EJF Kafka I :
I /opt/kafka/bin/kafka-server-start.sh -daemon /opt/kafka/config/kraft/server.properties
4. 1# Kafka @B ELIZIT -
I jcmd | grep kafka
(gl
I process ID kafka.Kafka /opt/kafka/config/kraft/server.properties
REBNTRUAR, UBRENEMRINIA KRaft £5f :

I tail -f /opt/kafka/logs/server.log

15
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5. FFEIRER ONMEESK. EHUMGHITRESERE.

e {#HMH A --under-replicated-partitions {1 kafka-topics.sh &84 :

/opt/kafka/bin/kafka-topics.sh --bootstrap-server <broker_host>:<port> --describe --
under-replicated-partitions

a0 -

/opt/kafka/bin/kafka-topics.sh --bootstrap-server localhost:9092 --describe --under-
replicated-partitions

mERMTEREPTAEESRMNEAIIRK,
A S H 0 KEEE

Topic: topic3 Partition: 4 Leader: 2 Replicas: 2,3 Isr: 2
Topic: topic3 Partition: 5 Leader: 3 Replicas: 1,2 Isr: 1
Topic: topic1 Partition: 1 Leader: 3 Replicas: 1,3 Isr: 3
#...

MR ISR (AFEIAR) HHUNTFRIAE, T in-replicated 24X, fREAGREIFIXK,
N&BEHMD X,

{8/ UnderReplicatedPartitions 547 :

I kafka.server:type=ReplicaManager,name=UnderReplicatedPartitions
ERERIAKRBIRMN S XITH, TFITHENE,

7

YEHE —PHZENEEDXES, HFEA Kafka Exporter SI|ERZR,

BEEMREAR

MRREBEEED, FRENBRFEESFHNER. BLTUREREBXHANRS, FH7E
/opt/kafka/logs/server.log N BR2FHEHRES,
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% 4% IBE KRAFT &

F 45 TB 5 KRAFT &

IMRIEFEFE ZooKeeper 1T Kafka SREFRITTHIRE IR, EAILUE KRaft B A Kafka, KRaft =X E
X ZooKeeper BF DA NE, REIEHMAISEM. Iy BEMNSMHE,

EEBIRER, BELRE— MRS RN, BATEH ZooKeeper XEEER, BAl LA
zookeeper.metadata.migration.enable B X E N true, TEIEFISRECE /S A KRaft 3T#, ZHirHlss
JAENN, ERILAMEAR—EEREELASRHNE LS A KRaft T, EIHRTME, SR LUFRELIH A
A KRaft 112 27R HFBER,

T IRERE], IERIEERIMNE R S W TE KRaft NP2 Kafka, By KRaft A E S DHEELRY
JBOD fFfi#,

FRFM

e Ll kafka F /" 519 &K Red Hat Enterprise Linux,
o FANEHNLEZLRET Apache Kafka 895, BEEXHA A,

o {RWJITE Kafka 3.7.0 SNE#HTAR A {# A Streams for Apache Kafka 2.7 SiE#ThR A, 1R G A
B HARRAH) Apache Kafka, TEEFEI KRaft R BIFAH,

o HABFRIIRRBEIRITIE
1£ logdj.properties F A B R HYIEHI I AN E EMR B KD R 2314 B DEBUG 4 A3 EEE .
S FHRFE T ERRIEFIZSR B & ICKES, 1HXE TRACE :

RS ESICKECE

log4j.rootLogger=DEBUG
log4j.logger.org.apache.kafka.metadata.migration=TRACE

it =

1. 3% Kafka EEFHIEEE ID,
& ET LUEF zookeeper-shell T2 1TIHHIR/F -

I /opt/kafka/bin/zookeeper-shell.sh localhost:2181 get /cluster/id

ZanmREISREE ID.
2. WERRE KRaft #EHIZRHE,

a. f#£F controller.properties XHE BN EH LEEEEHIZR T =
BMEHREVEZUTERE :

o ME—HT=ID

® migration enabled FRid%E N true
® zookeeper iEEEIFIE

o HIRNINER

o PRI TERINE

17
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el 2R Be BB

process.roles=controller
node.id=1

zookeeper.metadata.migration.enable=true
zookeeper.connect=zoo1.my-domain.com:2181,zo02.my-
domain.com:2181,z003.my-domain.com:2181
listeners=CONTROLLER://0.0.0.0:9090
controller.listener.names=CONTROLLER

listener.security.protocol.map=CONTROLLER:PLAINTEXT
controller.quorum.voters=1@localhost:9090

2P E AR R 2 < node_id>@<hostnames:<port> (AESHFHFIR) .
b. NEMEFIRT RXERTER :
I /opt/kafka/bin/kafka-storage.sh format -t <uuid> -c
/opt/kafka/config/kraft/controller.properties
R[E :
I Formatting /tmp/kraft-controller-logs
FF <uvid> BN B RIVER ID, X EFHEMESISET RERBERBER D,
1 RO PRI 2R B E Y B M ST I P 42 SR BC i

ZIMNER T, controller.properties & S {4 #15 E 8 H & B & (log.dirs) X & /tmp/kraft-
controller-logs, /tmp B BB REFRRAERN B, FEIGERTFLIE,

SR LURINLLE S 2 fRISIREIXE S N HEE K,
c. [BThE M 2.

I /opt/kafka/bin/kafka-server-start.sh -daemon /opt/kafka/config/kraft/controller.properties
d. & Kafka @B ELIZIT -

I jcmd | grep kafka

(g :

I process ID kafka.Kafka /opt/kafka/config/kraft/controller.properties

RESMERISZNAR, UBREITEHRINIMA KRaft £5f :

I tail -f /opt/kafka/logs/controller.log

3 A MELERE®.
a. WNFRE17, HELEENLZBTH Kafka KE,
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% 4% IBE KRAFT &

/opt/kafka/bin/kafka-server-stop.sh
jemd | grep kafka

IMREES T RERFHIZIT Kafka, HSH 5 3.6 T "7 Kafka REHZEIRHNEH".

b. £ server.properties X143 T,
BEMEZVEZLUTHNERE

inter-broker WX AR A% E WhR A 3.5,

J2 BEBBIPRIC

PR AR I T AR

P 2R IR E P ER
KEEERA

broker.id=0
inter.broker.protocol.version=3.5

zookeeper.metadata.migration.enable=true
zookeeper.connect=zoo1.my-domain.com:2181,zo02.my-domain.com:2181,z003.my-
domain.com:2181

listeners=CONTROLLER://0.0.0.0:9090

controller.listener.names=CONTROLLER

listener.security.protocol.map=CONTROLLER:PLAINTEXT
controller.quorum.voters=1@localhost:9090

ZooKeeper BN IZEFE, RIEBIERH SR E 52628 p sl 28 B EE R,
c. EFEHANIE :
I /opt/kafka/bin/kafka-server-start.sh -daemon /opt/kafka/config/kraft/server.properties
TI%cBYED), ARRFE—LNE, BEARRTFEFIHNIENSXEE.
d. & Kafka @B ELIZIT -
I jcmd | grep kafka
RO :
I process ID kafka.Kafka /opt/kafka/config/kraft/server.properties
. EERESISRPHNERE, URERIBETH
I /opt/kafka/bin/zookeeper-shell.sh localhost:2181 get /controller

EH—"INFOBEEREB, WMITAR : S8HM ZooKeeper :T# % KRaft BITEIE,
. FEAMCEEEIH N L KRaft ERE1T,
a. MLART—HFE IR,

19



Red Hat Streams for Apache Kafka 2.7 LA KRaft &2\ RHEL _E{# [ Streams for Apache Kafka

b. B %7 server.properties X HHRIBEE :
e {#HFHRE— ID ¥ node.id & broker.id

o RERMAE KRaft A8

k& inter-broker ¥ AR A (inter.broker.protocol.version)

IR 5 FE ST 89470 (zookeeper.metadata.migration.enable)
o fit|B& ZooKeeper ECiE

KRaft WGBS E = HI

node.id=0
process.roles=broker

listeners=CONTROLLER://0.0.0.0:9090
controller.listener.names=CONTROLLER
listener.security.protocol.map=CONTROLLER:PLAINTEXT
controller.quorum.voters=1@Ilocalhost:9090

c. MBMEEREREPEA ACLS, 5 authorizer. class.name BHE#H Jy £ T KRaft BIH1
RIS,
EF zookeeper B IEH
authorizer.class.name=kafka.security.authorizer.AclAuthorizer.

TIREIET KRaft RN, 18E
authorizer.class.name=org.apache.kafka.metadata.authorizer.StandardAuthorizer,

d. MR —HERNE,
6. FEMEHFMIBE LI,
a. HNEUATIR, {=1E3EHIER.
b. M controller.properties {4 #fifif# zookeeper.metadata.migration.enable 1%,
c. WNRIATIR, EJEEHIER.
LU s po$2 61l 25 Be & R B

process.roles=controller
node.id=1

listeners=CONTROLLER://0.0.0.0:9090
controller.listener.names=CONTROLLER
listener.security.protocol.map=CONTROLLER:PLAINTEXT
controller.quorum.voters=1@Ilocalhost:9090
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% 52 ;y APACHE KAFKA B¢ &%
A Kafka BoEE X4 Apache Kafka EEi&E 7.

B R Java 1B, BIBERAUTRER

I <option> = <value>

DA # 3% TR BITH0 ERE, 34 Apache Kafka ZH4# Streams BB,
I # This is a comment

AT LUER \ 7 newline/carriage IR B BT E I E D K Z 1T,

sasl.jaas.config=org.apache.kafka.common.security.plain.PlainLoginModule required \
username="bob" \
password="bobs-password";

;(fﬁ?—?—%'fiiﬁzqﬂﬁ’\]%ﬂi}ﬁ MEEES Kaftka TR, EETRIMER, EEFHPNEBIN TR LEEE LT
2,
5.1. (EFATR A KAFKA BLiE B 1%
VLK Kafka BCEBBMESRERE Kafka 1.
BRI HIFIHEELLT Kafka ZHA4BC BRI -
o XIE (Broker)
e topics
o HE, HWEMEBEEER ik
e Kafka Connect
e Kafka Streams
REMF M inSHEERERIN. SOLUEMIN BRI,
INFEA X Kafka BEEERBMHEUAKRINAERBHAEBENELER, HSHUTER :
e Kafka EBEREM

e Kafka ERE %

5.2. MINEZ EMEREH

{8 A Environment Variables Configuration Provider & MEMEZS EMNE B B EIE, ST LUEA
Environment Variables Configuration Provider, a0 MIAMEZZMNEUET K JAAS BLiE,

e LME RSN AN FE Katka HEMBEEEHIE, SHBERENERE, Hl0, FERENE N Kafka
Connect iFE#E el BI—R I E L,

FoRFM
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o ENFEHN_LERET Apache Kafka B, BEEXHAA,

o INETERBIRHMER JAR X,
JAR XA M Apache Kafka 784 B Streams Fig#t,

it =

1. ¥ Environment Variables Configuration Provider JAR X4 INE! Kafka libs B %,

2. 7f Kafka MBS BB M S #1518 Environment Variables Configuration Provider, %0,
Z a1k Kafka BN, B IFECERIDZ server.properties XA,

Bci& A5 A Environment Variables Configuration Provider
I config.providers.env.class=org.apache.kafka.common.config.provider.EnvVarConfigProvider

3. ANINECERIBME M, LIMINMEZEINEEEE,
ECE LLMIAE Z EINEEIE

I option=${env:<MY_ENV_VAR_NAME>}

FHRAXESKRBEINELZEMALE, 0 MY_ENV_VAR_NAME,
4, RERN
5. EJF Kafka H,
BXRELZT REHPERREIERE, 15SE 5 3.6 7 "HUT Kafka RENZ2EET",
5.3. fid & KAFKA

Kafka B M X HREFHEHSEB, BEEXHNEIAIE Y /opt/kafka/config/kraft/, 1ZECE ST /i
AT [ kafka A 7 iEY,

Apache Kafka B SERAIBCE XY, ©RHEERTIZ7 mHNERNSHIhEE, B LIE Apache Kafka
LI Streams A config/kraft/ T E|, WM TFFI® :

o (BL) EHEAERTIZTHIT RBY config/kraft/server.properties
o RFEHRIEEZ1THIT =B config/kraft/broker.properties

e config/kraft/controller.properties, T 1ENILHIZHZITHIT =

FEMRETREENRELTL

5.3.1. nfrds

W28 A TR Kafka I, B Kafka KB AT URENERS N RRERF, SMIFSEBEERE
BIBCE, LAMEE R LA A R Em O s M4sEO.

ERE LIRS, 1H%iE Kafka EEBERBMEXX 4B listeners B, LUESOMRIIRMEG RIFEFER
MBEIRERF Btt. RESNEY, WTFAT:

I <listener_name>://<hostname>:<port>

22



& 53 Jy APACHE KAFKA Edi& 7

N <hostname> 722, | Kafka ff#EF java.net.InetAddress.getCanonicalHostName() 24 £
o

A NIrZRMECE A
I listeners=internal-1://:9092,internal-2://:9093,replication://:9094

¥ Kafka B ImiEiEE Kafka EBES, ©EIEEE bootstrap MRF 45, X 2R M2 —, bootstrap
RSN E FiniRBEHPIERENIIR, BRARSEREEIEME, REBIRETEE NEFE
F.

advertised KIFF2FE

A, EEILUFEA advertised.listeners BB N iniRt AR T L IFiEFBE P AN —RITEN W
IFfEmEithit, INREMMLEMZN (NRE) BRI IRANNRECE, SHBSFEHRHNEE DNS EFm A2
IP ik, XRER,

advertised.listeners B48E X5 listeners BI4EHEE,

AERIFEFNERERA

advertised.listeners=internal-1://my-broker-1.my-domain.com:1234internal-2://my-broker-1.my-

listeners=internal-1://:9092,internal-2://:9093
domain.com:1235

N

al

% N B S IR R R B 46 R 1 5 WS I R e TR M 31 9 45 PR L g,

inter-broker S IFiEF
inter-broker 2 0r7E/F FBTF Kafka fRIB [AIHEE., BENIEEELE :

o TERRCCHR AT TIE M &
o AHRHAEARKEFNSRFAZHHES

inter-broker g8 ol A BL A I8RO, HEEE T 2N RIFRERFN, ETUEREBEEDN
inter.broker.listener.name B E X inter-broker 15 T2 5 B9 Z FR.

TEXE, inter-broker Milfr234#% €54~ REPLICATION :

listeners=REPLICATION://0.0.0.0:9091
inter.broker.listener.name=REPLICATION

e R
EH S RER TEENSASENEGIZSREE, HEERTRIEANEND KRS TR,
BIAERT, #EHISRFCEZAEEGRT ARG SR RITRER, ERSNTHAEEES, Mo

5245k, AEEE—PHZ XL LTS,
{5 controller.listener.names EM15 € B T2 L IR/, Eel LI

controller.quorum.voters EH1EELFISF I ENMHE. hE (HE) HEERESERUMSTREELEN,
SAENEREE, FHEEEENASN, BERAFEFHOTEIE—BUIEFHRIANELR,
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listeners=CONTROLLER://0.0.0.0:9090
controller.listener.names=CONTROLLER
controller.quorum.voters=1@Ilocalhost:9090

21528 voters B9 2 < cluster_id>@<hostnames:<port>,

5.3.2. 12X HE

Apache Kafka S EMGIEEZRFAEICRFHERZBEH, RZXAEEE Kafka FERERMMHICTKY
HBSLPrsE, HER, XEICRSMARFAEXHTRR, %X AR T RERED,

EFA=ES

BT LUEM log.dirs BEXHEBERSE R, HRXAFZEBE—NHLZIEEERS., BNEKBNER
R F2 A A28 /var/lib/kafka B 5 :

I log.dirs=/var/lib/kafka

HFMEEEE, AL logdirs BE NS ANEXR, HNEENBEREFAANYME LSS, LURSME
l/O M8E, Bl :

I log.dirs=/var/lib/katkal,/var/lib/katka2,/var/lib/katka3

5.3.3. "= ID

TR IDBEEHPENT RAME—INAR (REEFIER)  BIUPE—DPRFHET 0 WEBEIE T
mID. TR IDBFEERHBEHERAT R, HitIDEE, BRI,

7= ID £ Kafka BRE B M X FECE :

I node.id=1
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& 6 = R KAFKA Bi[a]

2B 6 = {RI5F KAFKA M35 7]
B EEE I imXT Kafka fCERBYTH A SRR Kafka 58, 1EERIT Kafka RIBFIE 7 imAYED & L0
Kafka REBFZE Finz AMEZL 5 ISEULTHR @
o HIEHINER
o FERRABIBRIUE
o RVFSRIBLE R FHUTIRIERIIRAY
HE P imE E B B2 S UE R EI 4015 Kafka RERIEERIITEL,

6.1. ilfresEc &

Kafka RIEBHMINB M IESRE N BN RIFRRFHITERE, X Katka MIFREENEZER, 55
85317 "IEITER,

Kafka RIEFHHENLIFEFEFERECHNLLIEEE. BERM listener.security.protocol.map &
MIENEIRRRFEAAN R BEEMMIUTREMRNBER S, IRHHRENIE :

PLAINTEXT
TN F DR L IR,
SSL
fEF TLS % (|li%) A TLS &k BT B RIEm LT,
SASL_PLAINTEXT
EEMBNGITRER, BERET SASL WEHBIIE.
SASL_SSL
HAEET TLS WINEFETF SASL MEIEH L ITTERF,.

BRIFLLT HITEFRE

I listeners=INT1://:9092,INT2://:9093,REPLICATION://:9094

listener.security.protocol.map A 8840 FA7R :

I listener.security.protocol.map=INT1:SASL_PLAINTEXT,INT2:SASL_SSL,REPLICATION:SSL
XERFHIIFER INT1 BB N AT A SASL SR RIERIRINBEERE, (I0FEF INT2 8/ SASL H355IE
BIINZEHE, LK% REPLICATION #OLUER TLS % (FRE5 TLS B imSMmiit—EfER) . R
L2 AT S RER, U TFRAIBEEMNEE :

I listener.security.protocol.map=INT1:SSL,INT2:SSL,REPLICATION:SSL

tERESE R TLS DB TLS HHM4E (7ik) BFREEO.

6.2. TLS INZ

Kafka X TLS RINE 5 Kafka & imAVELRE.
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EFA TLS INBMRSB/E DL, HITRESSAIAMDANRHENE, XBEER Java Keystore
(JKSE RIS 5EmK, It SXEBIER1RTE ssl.keystore.location B K&, ssl.keystore.password
BN ZA T IXBRTBHAFEMEL, 50 :

ssl.keystore.location=/path/to/keystore/server-1.jks
ssl.keystore.password=123456

EFREERT, FRTANELRETFA., TTLUER ssl.key.password B X E LK,

Kafka AT LAE A EHIE B A AR B ERBHAERNEH, FERBIEBMANLE LB NIRA R Ek
H75%E. N T RFEFIREIEREEEEDN Kafka RIEHSFD, IEPNMBEABEREHNENS (CN) FH
Subject Alternative Name(SAN),

LSRR SSL BEB R FARMIFRER. FiaLL ssl FFLHIETIER I LLLL listener. name.
<NameOfTheListeners. 5i%%, HEAGRREFHNZFRDIRLNNE, X HBEZZEE LIFZRHIEIL SSL
BRE, UWTREERTINA AR EIFREREFERARRERN SSL ERE :

listeners=INT1://:9092,INT2://:9093,REPLICATION://:9094
listener.security.protocol.map=INT1:SSL,INT2:SSL,REPLICATION:SSL

# Default configuration - will be used for listeners INT1 and INT2
ssl.keystore.location=/path/to/keystore/server-1.jks
ssl.keystore.password=123456

# Different configuration for listener REPLICATION
listener.name.replication.ssl.keystore.location=/path/to/keystore/replication.jks
listener.name.replication.ssl.keystore.password=123456

Hith TLS Ko &L

PRT EEEMREIEE TLS BCELTIS, Kafka IMXFFRZETRMIA TLS BBE. HlaN, ERAIEATLS
/ SSL MBI EH :

ssl.cipher.suites

FRNBHEEGIR, BMEEEGRZRT TLS EENEMIIE. ME. MAC MEHARRREERN
HE, MNBERTERAMAETRANEEES,

ssl.enabled.protocols
B8 A8 TLS/SSL M5k, BIAHN TLSv1.2,TLSv1.1,TLSv1,

6.2.1. )5 TLS I
XA IR T AE7E Kafka (B E BN,

FeRFH
o FNEHN LELRET Apache Kafka B9, BEEXHA A,

it =

1. NEEHMIFRAE Kafka REBEMK TLS IEH, EPHNIZIEHE Common Name Bk Subject Alternative
Name B E & bootstrap ik,

2. JRtEAREERT S EM Kafka BEEE XX :

e T4 listener.securitv.nrotocol. man =E&. NIRE(FH TI S NG IFFRREFEIET SSL th
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v

W

R D g el A L g D T I R R T B ) U I g e e ——

o FANRIEILFIF ssl.keystore.location LKL E H JKS BRAFHEHIEER,

o ¥ ssl.keystore.password LI1%E ) F SRR B IAF AR B D,
flan -

listeners=UNENCRYPTED://:9092,ENCRYPTED://:9093,REPLICATION://:9094

listener.security.protocol.map=UNENCRYPTED:PLAINTEXT,ENCRYPTED:SSL,REPLICA
TION:PLAINTEXT

ssl.keystore.location=/path/to/keystore/server-1.jks
ssl.keystore.password=123456

3. (&%) JAshKafka K

6.3. B a5k
FEISIFE Kafka EEEE P imEiE, aTLUERLI TR

TLS B im B a5k

EMBEERFER X509 P TLS ((RHERL)
Kafka SASL

FRAXFNEMEIENER Kafka SASL  (HRSHRIENREZ)
OAuth 2.0

EF OAuth 2.0 ShEH B2 55E
SASL B35 IE S 38 @ AR I B A E A TLS i E RS FhlE
e PLAIN - TR &MBEEHTEHDKIE,

e SCRAM-SHA-256 #1 SCRAM-SHA-512 - {£ [ Salted Challenge Response Authentication

Mechanism (SCRAM)#4T B H 55 E,

e GSSAPI - %} Kerberos RS 2813 1T H D1 IE,

s
PLAIN #3853 R 2 X AP BB E, B NRMBEHER. ENIZRE TLS N
mAEaEA.

6.3.1. )2 A TLS &/ im S {p %k

1 Kafka KBS TLS B imBEA%IE, LU EHEIEFE A TLS I H Kafka TT L2,
£/ ssl.client.auth B4 FER U T EZ —%E TLS B25%00F ¢
e none-TLS B iwFH%EH off (BRKIL)
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e requested - A% TLS & im S A5 IE

o WFE - BEFWMMIER TLS B HIE B AT EMRIIE
LEFIRERA TLS B mS D EIEHT HMEIER, S SMRIENEARLTRIRESR imIEHHH
Al AT, B, BEERSHATE CN=someuser iF H B9 [ EH E &
CN=someuser,0U=Unknown,0=Unknown,L=Unknown,C=Unknown,C=Unknown,C=Unknown #1T

Pk, XDEGKBIFNLL FHEIER AP LA RMAM AR, WREAERA TLS & nS 0%
ik, FHEZEHMASASL, NIEF2FRFILT ANONYMOUS,

SeRFZ M
o FANEHNLELRET Apache Kafka B9, BEEXHA A,

e JSF TLS %,

it

1. EH— JKS (Java Keystore )5EENE, HPSERTEZBRAIERH CA GUENME) MA
H,

2. G AR T R LM Kafka BB XM, WITFFIR :

o {#F ssl.truststore.location EM15E JKS EEEFHEHERRE,
o MREEFMHZHIRY, 1EEH ssl.truststore.password B X B,
o 7 ssl.client.auth BI£i% & required.

TLS & im S AR ACE

ssl.truststore.location=/path/to/truststore.jks
ssl.truststore.password=123456
ssl.client.auth=required

3. (&%) /A3h Kafka KE,

6.3.2. |5 F§ SASL PLAIN & P s B398
£ Kafka 2 SASL PLAIN BQI0IF, LURIREREEE Kafka 17 Mg,

SASL &1a55 k@I A KafkaServer JAAS £ XX H) Java A5 IEFRIARSS (JAAS) . BRI
TRAXH T EREE Kafka BEBHE X JAAS BLE,

TR IIE Y /opt/kafka/config/jaas.conf, F{R1Z3C {1 kafka FA 7 1LEX, {REE JAAS ECiE
XHTEFRAE Kafka TR LB,

FeRFH
o FNEH LEZLRET Apache Kafka B9, BEEXHA A,

it =

1. 4niEsk0]2 /opt/kafka/config/jaas.conf JAAS BRiE X4 LS A PlainLoginModule 315 i f 1
B9 A P &R,
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R IZSUHTERT A Kafka (REEHEBZ R,

JAAS fidi&d

KafkaServer {
org.apache.kafka.common.security.plain.PlainLoginModule required
user_admin="123456"
user_user1="123456"
user_user2="123456";

1

2. G AR R LM Kafka BB XM, WITFFAE :

e {# listener.security.protocol.map B4 E K ITT2F £ /5 A SASL PLAIN &12551iE,
#272 SASL_PLAINTEXT = SASL_SSL.

e % sasl.enabled.mechanisms &% &7 PLAIN,

SASL EBhEciE

listeners=INSECURE://:9092, AUTHENTICATED://:9093,REPLICATION://:9094

listener.security.protocol.map=INSECURE:PLAINTEXT,AUTHENTICATED:SASL_PLAINT

EXT,REPLICATION:PLAINTEXT
sasl.enabled.mechanisms=PLAIN

3. (E#) F KAFKA_OPTS MR 2/A5) Kafka REE, ¥ JAAS BLiE (L i645 Kafka AR ¢

su - kafka
export KAFKA_OPTS="-Djava.security.auth.login.config=/opt/kafka/config/jaas.conf";
/opt/kafka/bin/kafka-server-start.sh -daemon /opt/kafka/config/kraft/server.properties

6.3.3. /5 SASL SCRAM & /i S p U6 iF
TE Kafka B35 B8 SASL SCRAM BRT03EF, LU ERES Kafka T o 2k,

SASL S1a55 k@S A KafkaServer JAAS £ X H) Java Q5 IEFRIARSS (JAAS)E . BRI
TRAXH R EREE Kafka BEBHE X JAAS L&,

TRAXEMRBRIIE Y /opt/kafka/config/jaas.conf, FA{R1Z3C {1 kafka FA 7 12EX, {REE JAAS ECiE
XHTEFRA Kafka TR LB,

SeRFZH
o FANEHN LEZLRET Apache Kafka 895, BEEXHA A,

it

1. 4w 022 /opt/kafka/config/jaas.conf JAAS Bt & X4 LUE A ScramLoginModule,
R IZ S TERT A Kafka REBHERZ2ERAY,

JAAS fidi&d
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KafkaServer {
org.apache.kafka.common.security.scram.ScramLoginModule required:;

1
2. JREEPRBEER T S EM Katka BEEESX M, WMIFAAR -

e {# listener.security.protocol.map B EHFE L ITTEF L5 A SASL SCRAM F{34%E,
#272 SASL_PLAINTEXT = SASL_SSL.

e [ sasl.enabled.mechanisms %% &~ SCRAM-SHA-256 5 SCRAM-SHA-512,
fBlgn -

listeners=INSECURE://:9092, AUTHENTICATED://:9093,REPLICATION://:9094
listener.security.protocol.map=INSECURE:PLAINTEXT,AUTHENTICATED:SASL_PLAINT
EXT,REPLICATION:PLAINTEXT

sasl.enabled.mechanisms=SCRAM-SHA-512

3. (E#) {FF KAFKA_OPTS IMEL2/H5) Katka REE, I JAAS BB X544 Kafka R,

su - kafka
export KAFKA_OPTS="-Djava.security.auth.login.config=/opt/kafka/config/jaas.conf";
/opt/kafka/bin/kafka-server-start.sh -daemon /opt/kafka/config/kraft/server.properties

6.3.4. A% SASL #ll

8 SASL SR 5IERT, EAILUEAZ . Kafka RTLAER A Z 4 SASL #lEl. HAEZMHEIE,
&R LU R E B - il AR B

ZHEALMIIE, BB MEIMENEE. B LUETRREBN KafkaServer JAAS BE & RINEIR—
LT, FHEH sasl.mechanism.inter.broker.protocol B4 7E Kafka B /3 A Z MILEIE N BE
o FFHIFIER,

JAAS B2 E %4 SASL il

KafkaServer {
org.apache.kafka.common.security.plain.PlainLoginModule required
user_admin="123456"
user_user1="123456"
user_user2="123456";

com.sun.security.auth.module.Krb5LoginModule required
useKeyTab=true

storeKey=true
keyTab="/etc/security/keytabs/kafka_server.keytab"
principal="kafka/kafka1.hostname.com@EXAMPLE.COM";

org.apache.kafka.common.security.scram.ScramLoginModule required;

1
J2 A SASL #1.%

I sasl.enabled.mechanisms=PLAIN,SCRAM-SHA-256,SCRAM-SHA-512
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6.3.5. 7y inter-broker &13%51F /= FB SASL

T£ Kafka T RUAIJA A SASL SCRAM S 25iE, LUBIRAIEREEMNR SN, BRTH SASL BHTIERTE
FmiE R Kafka 8, BILATLAER SASL HHITRESMIIL, 5 SASL RTEMmEERR, BR
RE MR EBIE LR — DL,

SeRFZ M
o FNEHN LEZLRET Apache Kafka 895, BEEXHA A,

o MRMEMHEA SCRAM I, 157E Kafka FREFHEAM SCRAM &Lk,
X F Kafka EBEPBIFRA T =, 15{H A kafka-storage.sh T 2 inter-broker SASL SCRAM Fj
F7INE _ cluster_metadata £ #, X AIHB{RTE Katka S£EHZ1TRIN bootstrap BHTATF &
PIIERIEIL,

M inter-broker SASL SCRAM A

bin/kafka-storage.sh format \

--config /opt/kafka/config/kraft/server.properties \

--cluster-id 1\

--release-version 3.7 \

--add-scram 'SCRAM-SHA-512=[name=kafka, password=changeit]' \
--ignore formatted

it =

1. {#F sasl.mechanism.inter.broker.protocol B4+ 1E Kafka EZEAH$E7E inter-broker SASL #1
il

inter-broker SASL #lil
I sasl.mechanism.inter.broker.protocol=SCRAM-SHA-512

2. {#f username # password FE&7Ef KafkaServer JAAS L FxXHhisERATRIERIEBEN B/ &
VA TR

inter-broker JAAS ETF3Z

KafkaServer {
org.apache.kafka.common.security.plain.ScramLoginModule required
username="kafka"
password="changeit"

# ...

1
6.3.6. 51 SASL SCRAM A 7
LG SRA2BR T 7E Kafka H{# SASL SCRAM SEMET R P (T B WIERE T, SASL SCRAM Bp551EHE
T BRI SN,
FeREH
o FANEH LEZLRET Apache Kafka B9, BEEXHA A,
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e 5 SASL SCRAM B3 55iF,

it

o {FFH kafka-configs.sh TERINFHI SASL SCRAM A F,

/opt/kafka/kafka-configs.sh \

--bootstrap-server <broker_host>:<port> \

--alter \

--add-config 'SCRAM-SHA-512=[password=<password>]'\
--entity-type users --entity-name <username>

o -

/opt/kafka/kafka-configs.sh \

--bootstrap-server localhost:9092 \

--alter \

--add-config 'SCRAM-SHA-512=[password=123456]' \
--entity-type users \

--entity-name user1

6.3.7. MIp& SASL SCRAM F F
Lt SRA2A® T 1E Kafka H{E A SASL SCRAM MHIBRSEARBO AR 7 895 32,

SERFEH
o FNEHNLEZLRET Apache Kafka B9, BEEXHA A,

e 5 SASL SCRAM B1355iF,

it =

o {#FH kafka-configs.sh T Effli&k SASL SCRAM A/,

/opt/kafka/bin/kafka-configs.sh \
--bootstrap-server <broker_host>:<port> \
--alter \

--delete-config 'SCRAM-SHA-512"\
--entity-type users \

--entity-name <username>

o -

/opt/kafka/bin/kafka-configs.sh \
--bootstrap-server localhost:9092 \
--alter \

--delete-config 'SCRAM-SHA-512"\
--entity-type users \

--entity-name user1

6.3.8. 5 F Kerberos (GSSAPI) B {3551k
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Apache Kafka B2 58 Kerberos (GSSAP) BAR S UE T SRR Kafka SEEEH B sx B K17 [A],
GSSAPI 2 Kerberos THEERY API 412 F, MEZSELIERHENN BARERE.

Kerberos @ —MIM% B FIERSE, HAFE M iRFARSS 2 E A MINBEFEEIE =75 KDC kEAEH
THPEIE,

b RA2E R T 20485 Apache Kafka BCB R, LAE Kafka B/ AT LAE A Kerberos (GSSAP) B %I
7] Kafka,

A2 RX BTE Red Hat Enterprise Linux EH1_EXE T Kerberos krb5 %iRIRSS 25,
R, WHRIMAEENRE

1 RS EHK

2. {8 Kerberos &5 Kafka X

3. EFEMEER FiREA Kerberos Hp4IIEF] Kafka

IXEEVIERHER TR — N EH Kafka REXEBEM Kerberos, HFNEREFHT B R intefAIHHE
B,

FEREH
E ¥ Kafka Bo@ WIS IFFIIRAY Kerberos EiF, MEBELUTHE :

e ijj|n] Kerberos R%5 28
o T Kafka RIEEEH, LM Kerberos & J i

R BB RUEARINARSS E

1E Kerberos R5585%, 7 Kafka RIEBOIBIRS T4 (BF) , LUK Kafka £EFETER Fin,. RS
FHRWIERE SERVICE-NAME/FULLY-QUALIFIED-HOST-NAME@DOMAIN-REALM W=,

1. Q@ id Kerberos KDC F 1% E A HBIAR S K keytab,
fa{R Kerberos ERFIZEA XA KRE,

4N -

e kafka/node1l.example.redhat.com@EXAMPLE.REDHAT.COM

e produceri/nodel.example.redhat.com@EXAMPLE.REDHAT.COM
e consumeri/nodel.example.redhat.com@EXAMPLE.REDHAT.COM

2. EEE*”;J:@IJ /\E %#m\\ﬂﬂ keytab Y#F
Bin

/opt/kafka/krb5/kafka-node1.keytab
/opt/kafka/krb5/kafka-produceri.keytab
/opt/kafka/krb5/kafka-consumer1.keytab

3. 1R kafka B AT LU B 3% :

I chown kafka:kafka -R /opt/kafka/krb5
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1 Kafka fCEARSS2BCE {8 Kerberos &3k

fEAZ AN kafka GIEE#Y user principals # keytabs, ¥ Kafka E2& #fEF Kerberos ¥4 & F0\(KDC)
HEAT BARUIIE,

1. ERALLT 53R 1ER opt/kafka/config/jaas.conf ST :

KafkaServer {
com.sun.security.auth.module.Krb5LoginModule required
useKeyTab=true
storeKey=true
keyTab="/opt/kafka’krb5/kafka-node1.keytab"
principal="kafka/node1.example.redhat.com@EXAMPLE.REDHAT.COM";
b
KafkaClient {
com.sun.security.auth.module.Krb5LoginModule required debug=true
useKeyTab=true
storeKey=true
useTicketCache=false
keyTab="/opt/kafka’krb5/kafka-node1.keytab"
principal="kafka/node1.example.redhat.com@EXAMPLE.REDHAT.COM";

1

2. @it {ETH config/server.properties SN ITIE2FECE RECE Kafka £ HHIENMUIE, ML
IR SASL/GSSAPI &%,
fF SASL thillRInEN RIS R £ iR e iR, FHMRFATE RFENIL,

o -

#...

broker.id=0

#...
listeners=SECURE://:9092,REPLICATION://:9094 ﬂ
inter.broker.listener.name=REPLICATION

#...
listener.security.protocol.map=SECURE:SASL_PLAINTEXT,REPLICATION:SASL_PLAINTEX
2]

#..

sasl.enabled.mechanisms=GSSAPI 6
sasl.mechanism.inter.broker.protocol=GSSAPI ﬂ
sasl.kerberos.service.name=kafka 6

#...

RETHDEITES : — M REEMEFATSEN RNERBEE XEFTLSATERE) , U
RAFREFEEENESIEITER.

SFEBT TLS WIAIRTRERE, thil&#h SASL_PLAINTEXT. XFEET TLS BERESs,
B FF N SASL_PLAINTEXT, MIRAEE SSL, EALUHER ssl.* B,

Kerberos 35U SASL ##I2 GSSAPI,

FAFRIBELEEM Kerberos E12551IF,

00 O® O

BT EERTHMEILERNIRS B, UNHESARERERAERBR Kerberos BRERHABAR
FRIFE,
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3. JVM B85 5) Kafka RE, LUERE Kerberos EREZE :

su - kafka

export KAFKA_OPTS="-Djava.security.krb5.conf=/etc/krb5.conf -
Djava.security.auth.login.config=/opt/kafka/config/jaas.conf"; /opt/kafka/bin/kafka-server-
start.sh -daemon /opt/kafka/config/kraft/server.properties

4. BCi& Kafka producer #iE T & & FimLAME A Kerberos Hp%5E

Az A1 producer1 #1 consumer1 QI - E{KF] keytabs Eoi& Kafka producer ¥l FREZE -
i, LAUEFA Kerberos B2 & Hily(KDC)iH 1T B A 4E,

1. ¥ Kerberos BC B AR INEHIEE SE Tt BB B UG,
f5gn -

/opt/kafka/config/producer.properties

#...

sasl.mechanism=GSSAPI ﬂ

security.protocol=SASL_PLAINTEXT g

sasl.kerberos.service.name=kafka 6
sasl.jaas.config=com.sun.security.auth.module.Krb5LoginModule required \ﬂ
useKeyTab=true \

useTicketCache=false \

storeKey=true \

keyTab="/opt/kafka/krb5/producer1.keytab” \
principal="produceri/node1.example.redhat.com@EXAMPLE.REDHAT.COM";

BLi& Kerberos (GSSAP) &%k,
Kerberos {# [ SASL 4ixxA (A &/FMH) REMil

1E Kerberos KDC AR B Kafka BIARSS E & (user),

0009

{5/ jaas.conf FE X HMEREEM, 7 JAAS EEiE.

/opt/kafka/config/consumer.properties

#...
sasl.mechanism=GSSAPI
security.protocol=SASL_PLAINTEXT
sasl.kerberos.service.name=Kkafka
sasl.jaas.config=com.sun.security.auth.module.Krb5LoginModule required \
useKeyTab=true \
useTicketCache=false \
storeKey=true \
keyTab="/opt/kafka’/krb5/consumeri.keytab" \
principal="consumeri/nodei.example.redhat.com@EXAMPLE.REDHAT.COM";
#...

2. IBTE PR, WIEEA LM Kafka IR A X FERIER.
HEEZR i
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export KAFKA_HEAP_OPTS="-Djava.security.krb5.conf=/etc/krb5.conf -
Dsun.security.krb5.debug=true"; /opt/kafka/bin/kafka-console-producer.sh --producer.config
/opt/kafka/config/producer.properties --topic topic1 --bootstrap-server
node1.example.redhat.com:9094

EREE
export KAFKA_HEAP_OPTS="-Djava.security.krb5.conf=/etc/krb5.conf -
Dsun.security.krb5.debug=true"; /opt/kafka/bin/kafka-console-consumer.sh --

consumer.config /opt/kafka/config/consumer.properties --topic topic1 --bootstrap-server
node1.example.redhat.com:9094

Hith BHR

® Kerberos man page: krb5.confkinit klist, 1 kdestroy

6.4. =1V
Kafka IR AR ROIRAN {3 FR A B 14 S
EARTH, iR T aE{ER Kafka 124489 StandardAuthorizer &1,

H&, ELFERB CRIGESE. Flm, INREFER ZEF OAuth 2.0 SR EHMIIE, el LMER
OAuth 2.0 $Z1Y,

6.4.1. 2 ACL 12125

YmtE Kafka BRB B M XL ACL 21125, 1®id7E authorizer.class.name B IS ESZ LR E LT
eI

J& A Es

I authorizer.class.name=org.apache.kafka.metadata.authorizer.StandardAuthorizer

6.4.1.1. ACL #LU

ACL =AU MEA ACL HINIRER Kafka REBAYTTIAL,

ACL HLAUA TR E L -

K P # /iR B8 M HBY <kafka_resource> R on <kafka_resource> R

Fln, sTLLGEKE—NHN, LUERF John aIAER F41127.0.0.1 P FET FE, Host 2 John #H1Ti%E
BERINLERH9 1P Hhitk,

HEXRZBERT, ArREREIHERENARER -
ConsumerO1 "I LN 3k B 3E#41,127.0.0.1 B9 T & ik B B ARER,

MRLEEFIREE ACLHN, WARBRFEBEEBIRYS, Bt Kafka BEXHPREEYE
allow.everyone.if.no.acl.found % & true SR E ST A,

6.4.1.2. ¥tk
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principal (E#) KERAFNEH, 1D BABURTZF inAEEED Kafka WS BEIEHLE
o TEEASMEIUEAIER TEREN, user :AANONYMOUS.

o [HAMAEHEIFNE (40 PLAIN % SCRAM) E#ENf, user:< username >,
40 User:admin or User:useri,

o {HM TLS H/ im B 2% UF ¥R, user:<DistinguishedName >,
f40 User:CN=user1,0=MyCompany,L=Prague,C=CZ,

o {§if Kerberos 7% ¥R}, user:<Kerberos username >,
DistinguishedName &5 % Fimit+ X 258984,

Kerberos I 42 Kerberos XM B, TEMEF Kerberos FENEINERE, EalLIfER
sasl.kerberos.principal.to.local.rules EtEECE Kafka EAM{AIM Kerberos EHHE,

6.4.1.3. B 5%k

ZHFARN, EFECASHEIEFMAENEmiER. &N, A EEBEEEEH
User:ANONYMOUS,

BRBIUEHENHEESE B 631 "BHEIL"

6.4.1.4. @A/

BRAPBAVFHITRARF, Tk ACL HNZEH 4.
%A BN super.users 1£ Kafka BeiE S E .
fian -

I super.users=User:admin,User:operator

6.4.1.5. RIAE F 4K UE

BRENE, efERATHALREFNMAERE, XaEATERRRSRBEER inter-broker ¥,
MRBAFA, EHRERERSORIEFTAEREE, HRFREGEHREHNRNAF. flm, mRAEZ
]84 & 255 Uk 32 A kafka-broker I/, NEBZ AP & %412 & A F 4 super.users=User:kafka-
broker,

c . pa -3
 EREELUERA ACL HHIR Kafka VOEIRAEMESIER, #51 Apache Kafka STRY,

6.4.2. 7510 ACL #L|

LA ACL BRAEARIE VT AR ISR (ACL)IZEHINT Kafka BOiRIN, #EaTLAfEF kafka-acls.sh TEZHN
B9 ACL FR,

{5 kafka-acls.sh SEuETskFM. FIHFAMER ACL HN, FPuTHMIbEE. SBEEWBEEMHA,
--add,

FRFMH
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o BEHIEHIRT Tn Kafka FiRANE LR,
o FNIEH ELET Apache Kafka M7, HECEX#RIA,
o 1 Kafka B3 AL

i

e f{#fH --add #1217 kafka-acls.sh,
Bl -

e S MyConsumerGroup 5E72E4H M myTopic i3HX user1 #l user2 i [t R,

opt/kafka/bin/kafka-acls.sh --bootstrap-server localhost:9092 --add --operation Read --
topic myTopic --allow-principal User:user1 --allow-principal User:user2

opt/kafka/bin/kafka-acls.sh --bootstrap-server localhost:9092 --add --operation
Describe --topic myTopic --allow-principal User:user1 --allow-principal User:user2

opt/kafka/bin/kafka-acls.sh --bootstrap-server localhost:9092 --add --operation Read --

operation Describe --group MyConsumerGroup --allow-principal User:user1 --allow-
principal User:user2

o 1B64% user1 Pi[a M IP H2ht F41127.0.0.1 5ZHY myTopic.
opt/kafka/bin/kafka-acls.sh --bootstrap-server localhost:9092 --add --operation

Describe --operation Read --topic myTopic --group MyConsumerGroup --deny-
principal User:user1 --deny-host 127.0.0.1

o 7Zhn user1 ¥E 4778 MyConsumerGroup i myTopic FI3E T 5.

opt/kafka/bin/kafka-acls.sh --bootstrap-server localhost:9092 --add --consumer --topic
myTopic --group MyConsumerGroup --allow-principal User:useri

6.4.3. 5l ACL FiI)

LA ACL B ARIE T AR SIS (ACL)IZEHINT Kafka O RIN, #8aLAfE A kafka-acls.sh TE 3k
HEIA/ ACL HEN,

FoREM
o AT ACL

it

o f#FH --list Wiz 1T kafka-acls.sh,
Hian -

opt/kafka/bin/kafka-acls.sh --bootstrap-server localhost:9092 --list --topic myTopic
Current ACLs for resource "Topic:myTopic':

User:user1 has Allow permission for operations: Read from hosts: *
User:user2 has Allow permission for operations: Read from hosts: *
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User:user2 has Deny permission for operations: Read from hosts: 127.0.0.1
User:user1 has Allow permission for operations: Describe from hosts: *
User:user2 has Allow permission for operations: Describe from hosts: *
User:user2 has Deny permission for operations: Describe from hosts: 127.0.0.1

6.4.4. iflFR ACL FLIU]

LA ACL BRAERIE T AR ISR (ACL)IZEHINT Kafka YIRS, #EaT LA kafka-acls.sh TEMikR
BiA ACL Fi,

FToREM
o AT ACL

it =

e {#M --remove £z 1T kafka-acls.sh,
Bl -

o JHHE& ACL, FiiF useri #luser2 {8 f MyConsumerGroup &%t 41 M myTopic #2HY,

opt/kafka/bin/kafka-acls.sh --bootstrap-server localhost:9092 --remove --operation
Read --topic myTopic --allow-principal User:user1 --allow-principal User:user2

opt/kafka/bin/kafka-acls.sh --bootstrap-server localhost:9092 --remove --operation
Describe --topic myTopic --allow-principal User:useri --allow-principal User:user2

opt/kafka/bin/kafka-acls.sh --bootstrap-server localhost:9092 --remove --operation

Read --operation Describe --group MyConsumerGroup --allow-principal User:user1 --
allow-principal User:user2

o & ACL 750 user1 47 MyConsumerGroup B myTopic FI3H TR #,

opt/kafka/bin/kafka-acls.sh --bootstrap-server localhost:9092 --remove --consumer --
topic myTopic --group MyConsumerGroup --allow-principal User:user1

o HHIBR ACL B4t user1 M IP Hthiit F41.127.0.0.1 3HX myTopic B,

opt/kafka/bin/kafka-acls.sh --bootstrap-server localhost:9092 --remove --operation
Describe --operation Read --topic myTopic --group MyConsumerGroup --deny-
principal User:user1 --deny-host 127.0.0.1

6.5. FAE T OAUTH 2.0 &2 BRI

Apache Kafka 752 # {8l OAUTHBEARER #1 PLAIN HL#HIfE OAuth 2.0 S5,

OAuth 2.0 j5 AN AR 2 AMET SEHNIEC S RIERRE, ERDREBEEIRSS & E A0 HRAR
i BBRAG T R

A LIACE OAuth 2.0 B350E, AREECE OAuth 2.0 #&#17,

Kafka REEFIZ P in# R EhcE NfEA OAuth 2.0, OAuth 2.0 B35 uFth aT L5 EF simple 2k OPA Iy
Kafka i —iEfE .
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{8/ OAuth 2.0 HAIEN, NABEFEF WAV ARSSE (Fh FRRS ) LAFR, X
AT SR,

N RRRZE Pl Ui S B RIE A A, MARS SR LUASKR EER T B RIABRK
5ille ANARSS 2 AL ER U RIABRBVER T M & 178 K U5 M AR BV & i1,

1£ Apache Kafka B Streams A :
o Kafka fCE{F OAuth 2.0 ¥iRARSS 23
e Kafka B/ im7EY OAuth 2.0 M AREE ik

Kafka Z/FimiE Kafka f{CEREUE, REBME A mBRERES OAuth 2.0 BAUIRS3HE(E, LURENEE IET;
a4,

%} F Apache Kafka B Streams %8, OAuth 2.0 iRt :

o Kafka fCERRIARS5 2% OAuth 2.0 XHF

o X} Kafka MirrorMaker. Kafka Connect #l Kafka Bridge FI% F i OAuth 2.0 ¥F
RHEL L Apache Kafka Streams @354~ OAuth 2.0 F :

kafka-oauth-client

1R #t£) io.strimzi.kafka.oauth.client.JaasClientOauthLoginCallbackHandler B 8 & S & kOl
IRZRR, EAHEE OAUTHBEARER S5 UEHLEI, i5{#F Apache Kafka 1289
OAuthBearerLoginModule #& % @] 35,

kafka-oauth-common
124t kafka-oauth-client FERT S — L ThEE T BN ER .

REME Pim KB T — A E =4, I : keycloak-core. jackson-databind # slf4j-api.

BATEUER Maven B RITRENE P in, LBRESAAKBIE, KETETESKAUEIRE
HmAmZE.

Hith BHR

o OAuth2.0 4=

6.5.1. OAuth 2.0 S5 uE# &

Apache Kafka B33z 3 OAUTHBEARER #1 PLAIN #3317 OAuth 2.0 3% 0E, XFFHLHIER ST
Kafka B im5 Kafka KBNS FHEIENRTE. BHm. BEERSS 3 Kafka KEZ MG 0KUE
n ARSI,

Bl sE B R alfEfdH OAUTHBEARER, OAUTHBEARER 124tH, PLAIN Eal%R4E
#, AAEFmEIEFRE Kafka REBH=E, ZEENFEFZHF OAUTHBEARER i Kafka B imrh
PLAIN,

RAT LT Kafka (A IGIRFEERCE J9 A OAuth 2.0 SR RIFRFEER Pk, MPEERE, EoLlER—
oauth fiilr23 Lf#f OAUTHBEARER #1 PLAIN #l#l, ZHFENMIHNEM ¥ JifEoauth ilf23EcE
BAtRS E.

OAUTHBEARER ik
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2 OAUTHBEARER, 5 Kaftka fCEEH) OAuth B{p %k s iri2 /B & P Y
sasl.enabled.mechanisms i%i&5 OAUTHBEARER, AXif4dlid&E, iHEESMH & 6.5.2 17 "OAuth 2.0
Kafka {(CEERCE",

I listener.name.client.sasl.enabled.mechanisms=OAUTHBEARER

%% Kafka i TESEREDIES N OAUTHBEARER {2t AT HMNE, I T XENAREF

&, Apache Kafka My Streams Jy_Lilf Kafka Bl Java £ (BRERAFHME) R#ET —4 OAuth ]
RS, AL, BEARREATHREOAGERER. NAZ b LUE ORGSR R R SRR S 4R,
{#M Go FHMIESHEMNE Fimds 411 A B I E RIS AUIR 55 28 FH IR 7] 55 hE.

8 OAUTHBEARER I, ZFFimA A Kafka REATRIERBRMRTE, HhRIERAHOHELES
R bearer TEMER, SADMNE, EALUU=fAAZ —RETHES :

o Efm ID Ml Secret (5 OAuth 2.0 &/ inZuFtHl)
o —ANKHAMIN SR, ERCEN FHIKEX
o —ANKHIMRIFSHE, EERENFIHIKEX

OAUTHBEARER 2% iF R 82 FKF MU FIH OAUTHBEARER #l#I# Kafka &/ i
$H,
PLAIN #h

E{§ A PLAIN, i&fF PLAIN Zn%l sasl.enabled.mechanisms MI{f.,
I listener.name.client.sasl.enabled.mechanisms=OAUTHBEARER,PLAIN

PLAIN 2/ Kafka B im T2 AME R SHEIENE. EF A PLAIN AT OAuth 2.0 3%
I, Apache Kafka B35 #81f PLAIN AR5 &5 imEliite#t OAuth 2.0,

BPimE I ERARNIRS SR EEP LR, RETFHEH OAUTHBEARER 2 %IER, 5 OAuth 2.0
over PLAIN Bli—i2#EAR, Kafka B imfEALLTAZEZ —5 Kaftka REHTEHEIE -

o Efm ID M secret ([ OAuth 2.0 FF i uFHLE)
o —ANKHAMN SR, ERCEN FHIKEX

SFXFH AL, B uwmpgiiat PLAIN username fll password B, $HEIEE#4A Kafka RE, &
P X e B ML B 2 i ID #l secret SUA P BV M4 hE,

Z P ID ] secret A A SR
Vil S hEYEN password BHEE 6. el LUE A% $accessToken: RiZRE( b1 M5B hE.
o NSRRI V2R ACE rhAdE 5 ik s (oauth.token.endpoint.uri), NIEEFIZE,

o MR VIrERECE PACE S i = (oauth.token.endpoint.uri), MIAFERIZ. Kafka
IR R N R e Ui A S hE.

MR/ EEE VI FISHE, WA E P Bi%E ) Kafka {CE M5 A5 EIRIEERN KSR, S0

LI{EH oauth.username.claim, oauth.fallback.username.claim, oauth.fallback.username.prefix, 1
oauth.userinfo.endpoint.uri BN ITER RIS - BIRBUET, AP GiRIUT EABUR F RN ERER
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538 FAlR, ©NE iR 1D BRI .

L

PLAIN £f# OAuth F%#EA (B3 M) OAuth 2.0 BHEBEWKIEERA - ENED (B
BIRE)

6.5.1.1. fFHE T = EE OAuth 2.0

& A LUE A Java Authentication and Authorization Service(JAAS)BHEsIA 5 £ B iE OAuth 2.0
Kil,

e JAAS [Et*1E server.properties BeiE X EciE, F{%i% listener.name.LISTENER-
NAME.oauthbearer.sasl.jaas.config BHEHIEXT,

o MRBFAMELTE, EB{HAEEL server.properties X124t listener.name.LISTENER-
NAME.oauthbearer.sasl.jaas.config B, {BEAILARERHAM JAAS Bk,

ERILMERA X B K EIMNET &M AL E.
Apache Kafka OAuth 2.0 FEf Streams fEFLILLTFFF LB -
e OAuth. BFEESHRIE

e strimzi. ¥l configure OAuth 2.0 authorization

Hth BHR

e OAuth 2.0 Kafka {CER &

6.5.2. OAuth 2.0 Kafka fRIEECE

FAF OAuth 2.0 S35 UEM Kafka NI ESE S K :
o ERDIRSSZHZHOIE OAuth 2.0 B/ i
o 7t Kafka £EHECE OAuth 2.0 FA4SIE

% o
' BB IIRSGB[INER, Kafka R Kafka B imEB4E1H OAuth 2.0 B/,

6.5.2.1. AR S5 28 £ MY OAuth 2.0 B imEdiE

ERE Kafka REBLURKIFRTEBSHARIBRIN S, BIEEGERERIIRS FZHEIE—4 OAuth 2.0
client & X (B2&H confidential) , 2R TUTEFimEIF :

o X |D kafka-broker (fi4M)
o E R ID Ml secret fE N BRI UEHLFI
Pz

EEARIIRSHBNFFATRE G R, ERFEFEAE iR ID fl secret, EFANHRER
PURS SBmm=i, BEARERE, MbELH IWT SEEIE—H,
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6.5.2.2. Kafka EE&#H ) OAuth 2.0 3K UFECE

E1E Kafka &M OAuth 2.0 BAKE, #EAILUE Kafka server.properties 3 {E#l Kafka 885
A OAuth B K IERITEFEE. ELVEERE. B LIERE TLS fiilrgk, Hed TLS AFREME
=

IEA] LAME R LUT ik 2 — IR 55 23 Bo i AR LA AT BRI -
o HRFEXKMGIIIE : JWKSImREERN JWT BNV HSEESE
o A&Eii=

& LA EdiE OAUTHBEARER =k PLAIN S{3%1F, K&,

UTFRBIERTNMNA £/5 BRHREENRKERE, XTHKE, RABAEBERTSNARFE i
AH IR RFET.

XPAROEBERT —PNEEWRIFERN OAuth 2.0 BBE, TEHHBEILIRSRE listener.name.LISTENER-
NAME.sasl.enabled.mechanisms T2 sasl.enabled.mechanisms, LISTENER-NAME 2572519
Ko KNENEF. X8, BHAFWIrasH CLIENT &N

listener.name.client.sasl.enabled.mechanisms,
XA RHI{EH OAUTHBEARER &85 F,

=~ : I JWKS 5§ 53T OAuth 2.0 B RIFMNR/NEIFEFERE

sasl.enabled.mechanisms=OAUTHBEARER ﬂ
listeners=CLIENT://0.0.0.0:9092 @)
listener.security.protocol.map=CLIENT:SASL_PLAINTEXT 6
listener.name.client.sasl.enabled.mechanisms=OAUTHBEARER ﬂ
sasl.mechanism.inter.broker.protocol=OAUTHBEARER 9
inter.broker.listener.name=CLIENT
listener.name.client.oauthbearer.sasl.server.callback.handler.class=io.strimzi.kafka.oauth.serv
er.JaasServerOauthValidatorCallbackHandler ﬂ
listener.name.client.oauthbearer.sasl.jaas.config=org.apache.kafka.common.security.oauthbe
arer.OAuthBearerLoginModule required \
oauth.valid.issuer.uri="https://<oauth_server_address>" \ Q
oauth.jwks.endpoint.uri="https://<oauth_server_address>/jwks" \ @
oauth.username.claim="preferred_username" \
oauth.client.id="kafka-broker" \@
oauth.client.secret="kafka-secret" \ @
oauth.token.endpoint.uri="https://<oauth_server_address>/token" ; @
listener.name.client.oauthbearer.sasl.login.callback.handler.class=io.strimzi.kafka.oauth.client
.JaasClientOauthLoginCallbackHandler @
listener.name.client.oauthbearer.connections.max.reauth.ms=3600000 @

Jolt SASL HHTEUE3SHE F OAUTHBEARER i,

®9

REZFENE P mNARFRRITERF, RS0 hostname AEASHENA, B wmpAALL
Mz ENR Y EEERERE. &I, (iTdi#>9 CLIENT,

IR IT R MFE L. SASL_SSL FF TLS, SASL_PLAINTEXT AFRMBHIERE (£
TLS) , {BFEEERMER TCP EEREMNE.

o
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00 000 O 0 0 999049

79 CLIENT il 2846 %E OAUTHBEARER Hlill, & im#&FR(CLIENT)BETE listeners B fEAX
Big%E, *F listener.name EHER/NE (listener.name.client), 44 listener.name.client.* Bt

s AT E{SM OAUTHBEARER Hl#l,
EERTRERBENLITERF. BESZAVUNHE.
EXE Finiiiras EACE OAuth 2.0 3%,

BCEZE P imdl inter-broker BiEMF K UE%E, oauth.client.id. oauth.client.secret #l
auth.token.endpoint.uri Bt 5 inter-broker BdiEHHX,

BRWEAE URl. RELEAEL BNV SHETY WSz, Bl - https,//AUTH-SERVER-
ADDRESS/auth/realms/REALM-NAME

JWKS st URL, 80 : https;//AUTH-SERVER-ADDRESS/auth/realms/REALM-
NAME/protocol/openid-connect/certs,

ESBPasLFRAFANSEER (B . Ara2RTHIIAFN Z4. ZERDRATS
SRR RNRAIRS 2. MRFE, ErLEA JsonPath ®iA=X, #0 "['user.info'].
['user.id]", MShEMgERE JSON BHHERA B,

Kafka fCEEMIE Fim ID, EATAAENRE, X2 BHIRSSEEM N kafka-brokerf% f i,
Kafka fCEEfY secret, SEHTFAAERKE,

BIERBAUAR S5 23380 OAuth 2.0 ThSm s URL. X F4IEE, ERZER https:/ urls, HI0 :
https;//AUTH-SERVER-ADDRESS/auth/realms/REALM-NAME/protocol/openid-
connect/token,

HREEREEER (HRFE) OAuth 2.0 HHKIE,
(FI3%E) HDhE AR R RIRTERIH, FHEUE Kafka EFE NG, MRIEEAMENFUiRISEER

Bt E), WE P eSS B R RIR SRR, BAERT, JURSEIEN, SIEFaT
H, BEramtbAZAERTSBRIE.

DTFRAIERT TLS hilFssE/ &, Hep TLS ATFRERLELE,

Pl : AF OAuth 2.0 B ATIER) TLS filrasEciE

44

listeners=REPLICATION://kafka:9091,CLIENT://kafka:9092 ﬂ
listener.security.protocol.map=REPLICATION:SSL,CLIENT:SASL_PLAINTEXT 9
listener.name.client.sasl.enabled.mechanisms=OAUTHBEARER
inter.broker.listener.name=REPLICATION
listener.name.replication.ssl.keystore.password=<keystore_password> 6
listener.name.replication.ssl.truststore.password=<truststore_password>
listener.name.replication.ssl.keystore.type=JKS
listener.name.replication.ssl.truststore.type=JKS
listener.name.replication.ssl.secure.random.implementation=SHA1PRNG ﬂ
listener.name.replication.ssl.endpoint.identification.algorithm=HTTPS 9
listener.name.replication.ssl.keystore.location=<path_to_keystore> G
listener.name.replication.ssl.truststore.location=<path_to_truststore>
listener.name.replication.ssl.client.auth=required 6
listener.name.client.oauthbearer.sasl.server.callback.handler.class=io.strimzi.kafka.oauth.serv
er.JaasServerOauthValidatorCallbackHandler
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listener.name.client.oauthbearer.sasl.jaas.config=org.apache.kafka.common.security.oauthbe

arer.OAuthBearerLoginModule required \
oauth.valid.issuer.uri="https://<oauth_server_address>" \
oauth.jwks.endpoint.uri="https://<oauth_server_address>/jwks" \
oauth.username.claim="preferred_username" ;

HEREBENE ik ARFSE A IMNEE,

£ REPLICATION il 23 B2 & {8 TLS, FHF CLIENT ilr3SECE il AR N2 i & {8 F
SASL., EFumalgERELE IR AMNFERSGE (SASL_SSL),

ssl. BHEE X TLS B &.
FEM BB R Cle. MIRZEAXE, NHEA Java platform SDK EKik,

FHREIE, MRRENEZFREH, NRXATNREIE, MRZHXE, WEINEN HTTPS, &
Ko bl RSB PBUEFT EN R LRI,

T R R,
T RS EFERIER R,

¥55E REPLICATION flilr 23002 P i h FE BRI TLS SN S E FiRIF BT AR (AT
FE) .

79 OAuth 2.0 B2i& CLIENT fiilfras. SRAUIRSZRNEENERRS HTTPS i&#.

UTFROIESRT EH PLAIN SRS UEHLELET SASL #HTHEUERIHLM OAuth 2.0 A RIENRERE,
{sE A PR B A 5 RS IE,

=l : BT PLAIN Birs/MN s IRiEFRCE

listeners=CLIENT://0.0.0.0:9092 )
listener.security.protocol.map=CLIENT:SASL_PLAINTEXT 9
listener.name.client.sasl.enabled.mechanisms=OAUTHBEARER,PLAIN 9
sasl.mechanism.inter.broker.protocol=OAUTHBEARER ﬂ
inter.broker.listener.name=CLIENT
listener.name.client.oauthbearer.sasl.server.callback.handler.class=io.strimzi.kafka.oauth.serv
er.JaasServerOauthValidatorCallbackHandler G
listener.name.client.oauthbearer.sasl.jaas.config=org.apache.kafka.common.security.oauthbe
arer.OAuthBearerLoginModule required \
oauth.valid.issuer.uri="http://<auth_server>/auth/realms/<realm>" \ 6
oauth.jwks.endpoint.uri="https://<auth_server>/auth/realms/<realm>/protocol/openid-
connect/certs"” \ Q
oauth.username.claim="preferred_username" \@
oauth.client.id="kafka-broker" \
oauth.client.secret="kafka-secret" \ @
oauth.token.endpoint.uri="https://<oauth_server_address>/token™ ; @
listener.name.client.oauthbearer.sasl.login.callback.handler.class=io.strimzi.kafka.oauth.client
.JaasClientOauthLoginCallbackHandler @
listener.name.client.plain.sasl.server.callback.handler.class=io.strimzi.kafka.oauth.server.plain
.JaasServerOauthOverPlainValidatorCallbackHandler @
listener.name.client.plain.sasl.jaas.config=org.apache.kafka.common.security.plain.PlainLogi
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nModule required \@
oauth.valid.issuer.uri="https://<oauth_server_address>" \ m
oauth.jwks.endpoint.uri="https://<oauth_server_address>/jwks" \ @
oauth.username.claim="preferred_username" \@
oauth.token.endpoint.uri="http://<auth_server>/auth/realms/<realm>/protocol/openid-

connect/token” ;@

connections.max.reauth.ms=3600000 @

NEEENE P mNAEFEELITERF (X4FIdl CLIENT) . R4 hostname AEASKE
4, BFhimdael BITZENA T EEHEE, BT XEH —EENKITER, cthiATAEE
Bis.

£~ CLIENT fiilfr 2380 iE Jv:@id R INBEHSE R SASL, fEA~ I Ed, & umhi{sEAnE i
(SASL_SSL)ZERiF% TCP s E TR AHEIK,

it SASL 1 OAUTHBEARER #iTE k35 F PLAIN B35 EHLEl. OAUTHBEARER th#iEg
£, BAIREEBESET. Kafka &/ el LUk R R TERE,

FREELBEIEE OAUTHBEARER B35 iEHLEH,

FARESBRIEEEEERITER (FBFIh CLIENT) . BERZERA.

79 OAUTHBEARER #l#IERc & IR S5 2 E AL EER,

{1 OAUTHBEARER HlI & F a1 RS EEE H 155k %

&, oauth.client.id. oauth.client.secret #l oauth.token.endpoint.uri 5 inter-broker Bdi&4H

*0

BYNZELE URL, RERBRELENVIN DY HES, I : https,//AUTH-SERVER-
ADDRESS/auth/realms/REALM-NAME

JWKS iifist URL, 01 : https;//AUTH-SERVER-ADDRESS/auth/realms/REALM-
NAME/protocol/openid-connect/certs

ESEPasLirArANSEEE (KEBH) . AFA2RTRAIAIN T4, ZENIRTS
SRR RNRAIRS 2. MRFE, ErLEA JsonPath ®iA=X, #0 "['user.info'].
[user.id']", MSEHEHHRE JSON BHERERAF .

Kafka REMIZE Fim ID, EATMAERE, XRE BIIRSS23M 7 kafka-brokerf9%s F i,
Kafka fREEH secret (FRAIEERER) .

BERIRER S 23389 OAuth 2.0 Bha = URL. X FAFIME, iHIHZAMER https:// urls, HIi0 -
https;//AUTH-SERVER-ADDRESS/auth/realms/REALM-NAME/protocol/openid-
connect/token

JICHERH @S2 A OAuth 2.0 S35,
79 PLAIN B35 Re B R 552 BB ER.
M PLAIN B35 AE FimaSEE S R RiIE%E,

oauth.token.endpoint.uri @ —""liLEY, ©#AH OAuth 2.0 HFF tmfEiuF#l#5 A OAuth 2.0
over PLAIN,

BYNZELE URL, RERBRELENVIN ST HES, I : https,//AUTH-SERVER-
ADDRFSS/auth/realms/RFAI M-NAMF
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@ JWKS st URL, 80 : https;//AUTH-SERVER-ADDRESS/auth/realms/REALM-
NAME/protocol/openid-connect/certs

@ ESBPasLFRAFANSEER (B . Ara2RTHIIAFN F4. ZERDRATS
SRR RNRAIRS 2. MRFE, ErLEA JsonPath ®iAX, #0 "['user.info'].
['user.id]", MHhEHMERE JSON BHKRERAF .

@ BRI IER S5 2509 OAuth 2.0 &k URL, PLAIN HlGINEMERE, MEEE, BFEaTLLE
T fE{E A $accessToken: RIZEIF U IG5 hE VE MBS &b 3@id PLAIN 1T &350,

XTI, HERAER hitps:// urls, B30 : https.//AUTH-SERVER-
ADDRESS/auth/realms/REALM-NAME/protocol/openid-connect/token,

@ (A1) SRR GRFIIERIME, FHBUE Kafka BFEIENE, MBRIHEENMENTF IR SRER

Bt e, WEF e S SCPR B R RIMREHR NI, BAERT, JURSEIEN, SIEFaT
H, ZEramtbAZAERTS BRI,

6.5.2.3. REM A IWT FHRIERE
REA M JWT SIEEIESEFRE IWT S 4.
A E ARG -
o FRA—NJinISheH Bearer B (typ) FEAERFA KRR
o B (RiIHD)
o BAH5 validissuerURI LS & &
HEEREBRINERN FEEFHMBIELE URI, LMEEMKBBIIRSS 88 & SR ER R4,
BIRS B FREEREAR IWT SIS RPECR, EALLATEER OAuth 2.0 RIEURS B[/ AFF

B JWKs i 5 URISEEGERR &R D JOWT SIEKIE, Wmma8SBiEeZaM JWT SENA, XS
H Kafka &P imfE N EIEA %,

O M SEURS SEE R HTTPS HT.

XFF TLS il gs, EaILECEIET S FZFHERE T EME .
A JWT SIS IER B RHI

listener.name.client.oauthbearer.sasl.jaas.config=org.apache.kafka.common.security.oauthbe
arer.OAuthBearerLoginModule required \
oauth.valid.issuer.uri="https://<oauth_server_address>" \ ﬂ
oauth.jwks.endpoint.uri="https://<oauth_server_address>/jwks" \ 9
oauth.jwks.refresh.seconds="300" \ 6
oauth.jwks.refresh.min.pause.seconds="1"\ ﬂ
oauth.jwks.expiry.seconds="360" \ 9
oauth.username.claim="preferred_username" \G
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oauth.ssl.truststore.location="<path_to_truststore_p12_file>"\ ﬂ
oauth.ssl.truststore.password="<truststore_password>" \ 6
oauth.ssl.truststore.type="PKCS12" ;

BRWEAE URl. RELEAEL BNV SHETY WSz, Bl - https,//AUTH-SERVER-
ADDRESS/auth/realms/REALM-NAME

JWKS st URL, 80 : https;//AUTH-SERVER-ADDRESS/auth/realms/REALM-
NAME/protocol/openid-connect/certs,

e BIETZ FIMEAR (B 300) .

PEEEZE BT JWKS RAZ FIM&/NEE (U RHA) . HERRAMEREHAN, JWKS ZHR
FEEAEHAERAE, BEVSERE—RIFEZAEHINEEEE. RFEHERH exponential
backoff #lll, JIXAFBIhRIF, BIFZ8MME S, BEREELX oauth.jwks.refresh.seconds,
UNEDSRN

JWKs IEBEUEF i H e A, il 360 %, MREIEE THRKMNE, HEERIFUIRI
AU B XS,

ESBPasLFRAFANSEER (B . Ara2RTHIIAFN Z4. ZERDRATS
SRR RNRIIRS 2. MRFE, ErLEA JsonPath ®iA=X, #0 "['user.info'].
['user.id]", MShEhgERE JSON BHHRA B,

TLS Ed & ARNE EFHENALE.

Vi{E EEEN B,

PKCS #12 1M truststore KA,

6.5.2.4. OAuth 2.0 R&imSidiE

[ OAuth 2.0 A& R R T R EEIERF IRV S IR BEH, Kafka KERRE R A X5
T, R ERTIEFTRN S EE B MmN, XEENE, MREFEVIFSEEN, ERBROSHN
B2, URSEMELTER.

EREERT OAuth 2.0 RAMNEIE, EaILUEE—1 A& = URl, AR NEEAN JWT ShE% ks
EM JWKs s URL, RIBIRAIRS 23, @EWAIERE client ID fl client secret, R AE BTS2
&R,

RéataREEERA

48

listener.name.client.oauthbearer.sasl.jaas.config=org.apache.kafka.common.security.oauthbe
arer.OAuthBearerLoginModule required \

oauth.introspection.endpoint.uri="https://<oauth_server_address>/introspection” \ ﬂ
oauth.client.id="kafka-broker" \9

oauth.client.secret="kafka-broker-secret" \ 6
oauth.ssl.truststore.location="<path_to_truststore_p12_file>"\ ﬂ
oauth.ssl.truststore.password="<truststore_password>"\ 9
oauth.ssl.truststore.type="PKCS12" \ G
oauth.username.claim="preferred_username" ; ﬂ
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OAuth 2.0 B&¥R= URIL, $I80 : https;//AUTH-SERVER-ADDRESS/auth/realms/REALM-
NAME/protocol/openid-connect/token/introspect,

Kafka fSERR9% i 1D,

Kafka fCE2H) secret,

TLS BB ERNEEFHENNE,

WS AN,

PKCS #12 #§2AK9 truststore KA,

HESMPEELGAFANSEER (REH) . AFERATHRIIAFN T4, ZESDRTS

PRAERMERNRAERS SR, MERFE, EaLUEM JsonPath FiAx, M "['user.info’].
[user.id]’, M&kErhiERE JSON BIERRAM .,

O9H92000® O

6.5.3. Kafka RENKIEEF HH LKL

RE LIS OAuth I RFEECE {8 A Kafka K757 Kafka ZFiw#l Kafka fCEEZ [E[%f OAuth 2.0 KiF#
TEH BRI, XAHHITEE AN A S5 bl LR P miA R 2 [ 2 SRR IENREr T H, 42
T HE, FErmaihEdES ARG EENAREFCERIFNRIE,

SEEFEHRIEEIA N, #EeILIE server.properties X B AT, HEHAT OAUTHBEARER
= PLAIN B9 TLS fiilr28i% & connections.max.reauth.ms EBH¥:{EH SASL #l4l,

o s ES N RIrSNASEERSHMKIUE, H -
I listener.name.client.oauthbearer.connections.max.reauth.ms=3600000

REEH BB LR AT F iREARN Kafka & R4S,
REEH S B LR A TRE X4 JIWT K A& SRR,

& i E T B AR Rk

LUREMNET SRR IENRIE TR, TR suEE AL E— N ENE 8RSk EHRE R
216, MESEFREE.

MESREIERS), NERIMAEEEIHFNE N mail. MEEFmITEEHRIE, RBREH—S%

RAEHRBEBCH B XA ERE., MRAREBLERATERSHRIENE], MR Kafka B mE 2.2 X8 S

hRAH Java B ima HEhEHRIE,

MRGEH, [EEFHHRIEHESATREFSE. SETHN, P im0 AR SRR %5
8. RiE, B inERHEYIRSERER AR,

OAUTHBEARER #1 PLAIN & 15 FIHA
EEfEENFRRirE, 25345 F OAUTHBEARER fl PLAIN 4% FE RN,

%F OAUTHBEARER #1 PLAIN, {#F & /7% ID #lsecret ik :
o KREMNEMHEIFSIEIEAEM connections.max.reauth.ms i3,

o MRVIFISHERENNFENIH, SiERREINIH.
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Xt F PLAIN, R KA s8 hik -
o REMNEMHEIFRIEREREM connections.max.reauth.ms i3,

o MRVFISERAERENNFFNIH, NERFHLIRN, BAZKZAKEERIHLIL,
{H PLAIN ZHB Rl R HaL

R ZAfHE connection.max.reauth.ms, OAUTHBEARER #1 PLAIN Z& i o] LA R HA fh 24K

B, MmITHFEEFLIE, SRR IENKERRRNIRISERIEAMALL, B2, XaERERNE
FE, fin, A keycloak A% H & RS-

Hib iR
e OAuth 2.0 Kafka R &
o Jy Kafka f{EEEZE OAuth 2.0 2

e kIP-368 : fiif SASL EEEE S HIUE

6.5.4. OAuth 2.0 Kafka &/ ihER B
Kafka & F i #iECE H
o MIBHURS BIKIEMIIFISR (F/75 ID #H Secret) FrEmIEIF
o ARG SIRAMN T RIRIARA K SR RIS 18
% %3 Kafka REMME—ERRVITS. ATSBIRS S THORIEMNETMRRL EEHCE,
LR PRI SN, TRES—55BIIRS &EE.

B Al BN 2 A% i 1D #l Secret FHATRRILIE. SR KHIBUIRI SRS KINBT S8 NE
R, ERHRAUIRSS 8 TRA AT B EKH,

rd

MREEAKANYIR S, SURREERIIRSSPRES kRS SENEALE
A,

MR Kafka B R A BEEBVIN S, BFmAfE Kaftka G K ERIIRS 2800 2 b3 iin 58
RIEEUF, Kafka &/ imacHt :

e E PR ID #l Secret
o X ID. RIFSIEM (R[iE) secret
o {FHZE ImIDM (|ik) secret WA /M

6.5.5. OAuth 2.0 & s B 105Uk R

OAuth 2.0 HARIEREIUATIE)Z Kafka 2/ imfl Kafka {CERACE, i/ i 5 A BOIR AR 5583 32
ﬁo

Kafka fCER L W2 R Ao i R 2 25 7 S S0RT 68 A U5 (7] B REZEA T B S0IE,  & Sm el LS 262/ i 1D FIHL 2
EIFERVIA B
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MR MiraRECE A PLAIN 2350E, B imel LB & F i ID #l secret KA AU RIS EHTS
BRRAE, X PLAIN #L# username 1 password Bt (%%,

oIy 23 ACIE S RF LA T S AR R T -

o EULUAREE JWT EERREMF M SEAEERRERESEEIE, MERKRRIIRS SR, B
RS J|IREEFAEATIUETH JWKS i, ATFRIESHEPHNESL.,

o EHLMERAARRIIRS HIRMNSEREm R, FREICHN Kafka REEREE, KEXFM
B P iniE e R S R ARIIR S5 3R, Kafka RERRRE MR, LBIAGEEEEN.

ﬁﬁi
C ERSETERAFERAREHNSE, XSRS T AR ERIE,

AT LU T RBN S AR IERCE Kafka & iRk
o (BRI ATAERKKHIN SR E R T A T ]

o SERARFSHER, LURIMEXBAHUIFSH (A% i ID Ml secret, HEIHTHE, HEM
FRMEG)

6.5.5.1. {#f SASL OAUTHBEARER #lL#IB9% F ik B2 56 UF e 2~ 51
f&aLU{gi A SASL OAUTHBEARER #l#°5 Kafka B35 ik LU T @{E 7.

ERZE i ID Ml secret B M i R A B EREIRAIRSS 23K UE

ERAZEFim ID #l secret NE Fim, REHUTHERA IS EEUE

FRKEV N SENEPim, A RBERSIEERIIRS 2
FRAKEV NSNS Pim, KBTI ER TG UE
FHAZE i 1D # secret WE P im A R EREIRIN AR S5 238955 11E

Kafka client

?

Kafka broker

OAuth 2.0
Authorization
Server

%% 1

1. Kafka B imfE A% i ID #l secret MIBRIUIRSS 2815 K UT RIS, LARAIEMBIF S =%
#, BEFimtheal AR & NBEE TS0 %IE,

2. BRUIRSS 35 4 TR VT IRl B R

3. Kafka &/ u{#EAH SASL OAUTHBEARER #lil@id Kafka (IR T H B RE, LUE#iRS
,ﬁo

4. Kafka {SE @ B M i ID #l secret, EIRIUIRS S LRSS EAA T SR UE R4
ﬁo

51



Red Hat Streams for Apache Kafka 2.7 LA KRaft &2\ RHEL _E{# [ Streams for Apache Kafka

5 MRSEAEM, MAKEI Kafka B maif,
FHAZE i ID #l secret WE Fim, AEHUTHREA SR UE

Kafka client i
00—

OAuth 2.0
Authorization

Server

Kafka broker

1. Kafka ZFimfEASER R, EAZ i ID M secret URBIERSI (F1%) MGG REE.
FEH, B imth eI LUERAR A RNEEETSHRIE,

2. BRUIRSS 35 4 TRV IRl B R

3. Kafka &/ imfEf SASL OAUTHBEARER #l#@id Kafka KT HRIE, LUE R4S
.

4. Kafka fCER{E R JWT SEZRREMA M SERARIED H S,
e KD S ENE i, A REERE IR S 45

Kafka client

OAuth 2.0
Authorization

Server

Kafka broker a
-

1. Kafka &/ #mf{siF SASL OAUTHBEARER #l#ih# T Kafka (BT HHBEUE, LUEEKERi ]
She,

2. Kafka XER @ T [ E2ME i ID #l secret, {EIRAUIRSS 2 LSRN A T S ERIEY A4
ﬁo

3. MRSEAN, NWREI Kafka B R,
e KHRD S ENE P, ASERPTREA 3T

Kafka client

OAuth 2.0
Authorization

Server

Kafka broker
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1. Katka & /umiEH SASL OAUTHBEARER AlL#lET Katka fCEEE 1T S 10 5iut, LA @ EI VT

=h.
2. Kafka {CERfEA JWT SEZ R RENF B SEAERIED W S,

Dig¥
Of

PEREH JWT SREERBIEGERTERNSE, RAVMREBHTE, BmFfa
B RAARSS SR B ARAUIR S5 25, BRSNS M B AR5, BRI 1T

#H, REFEEFKRERIRSHRNERTEER. EAXBNSEEBREI A
W, BERFHANIL,

6.5.5.2. {81 SASL PLAIN #lHI8ZE Fim B2 55 ik 75 =51
Rl LLE A OAuth PLAIN HLEIXT Kafka B35 uE AL @ E 7.

o {FHHZE i ID Ml secret ME FimLl BACIRIKENE F im0 45 he
o {HRERAZR U ID Ml secret KHAV M SR P ik
fFFAZE P ID # secret ME Fiml B EIKENE Fimb i m] w8

Token validation options

Kafka client
@ Token introspection endpoint
? Local token validation
OAuth 2.0
Kafka broker —9—’ Autlg:::f:: "
« O

(4
Token validation : !

1. Kafka B imskfZiE—4" clientld 4, LLK—4 secret fE N E,
2. Kafka fCHER{# F 5 k8 203 clientld 1 secret {5245 1R S5 28
3. MREFFRERELTY, BIIRSSSERE—HHVR SR,

4. Kafka REFALUTAHEZ —RIESH -

a. MPIBET FHEREHR, Kafka CESEE HRARAUIRSS % LR sRIE D 5hE. 10
REERIERTh, WESBIRTE,

b. MREAFMTEAE, NAERIRSBA HIER, Kafka REMHER JIWT THRELRRE
FEFRIIUE DR SR,

HAEAEZE i ID #l secret K HAVG M S RN P ik
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Token validation options
Kafka client

@ Token introspection endpoint

? Local token validation

OAuth 2.0
Authorization
Kafka broker Server

2 PHO N

Token validation

1. Kafka B/ maff @A~ AMEN, BNRHEETE N RIIFECERN R SEE.

2. BB KA A $accessToken: FRIBATZCKLE, BEABURT Kafka KERiiFEFE2ERE
T SR R T BRI,

a. MNREE T SRR, MFEIBRIN_ERIZE $accessToken:, LUERIEAE password 28 &
SViRISH, MARE i secret, Kafka (SIS ZBBE KA BRF 4.

b. MEHRAEE Kafka REBLITEF LEESHim= (5% no-client-credentials #&3\) , N|%
BN IEEAISNE R T2V RS, Kafka KIESAFP QB NKPBF G, X
XA, BFEASRAZE U ID #l secret, password SEIALREE N EREA I 5 R,
3. Kafka REFEALLTAHEZ —KIERH -

a. MRIBET FHEREHmR, Kafka (CESEE HRRAUIRSS % £ RiEsCRIED A 5hE. 10
REBIERTh, MSBITRIE,

b. MREAKXMSHEALE, NAEARPERSEAXMIFEK, Kafka KEEH JWT SEEARE
FEAHIS U A 45 R
6.5.6. L& OAuth 2.0 B3 %E
OAuth 2.0 T Kafka & im#l7 AT Apache Kafka A2 HIH3ZEH,
ZEfF OAuth 2.0 T Apache Kafka, &A% :
1. 24 Apache Kafka %8#1 Kafka & imfHRECE OAuth 2.0 #FUIRSS 25
2. {EFAELE J{EA OAuth 2.0 B9 Kafka (AR L IT R E N EH Kafka &

3. BHET Java M Kafka B imLl{E A OAuth 2.0

6.5.6.1. 5 Red Hat Single Sign-On fi¢i& 7y OAuth 2.0 RS %

XA S B E T 205 Red Hat Single Sign-On E& Wi%ARS 2%, HECEBLLES Apache Kafka By
Streams £,

BRS BN S RTRAEHIRPERE T — M h R, DUEKAF. B mAISERAERE, Red Hat Single
Sign-On EEEEE, Herealm KEX—HAMIHNA/. Fh 6. PERMHMEE, EalLUEREKIA
master &, HOIBHIH, 51 realm AAFEEH OAuth 2.0 iR, XEKEN BREZ PN BR
SSREb R E M AERNE,
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EF OAuth 2.0 5 Apache Kafka B9 Streams IBECfEf, &l LLEMAERE Red Hat Single Sign-On 31l
BNER G MR,

X

FHGHD

MRIESZEEBE T Red Hat Single Sign-On, &0 LAkt 5B B BRI KR L aiERE.

IR EAEF A Red Hat Single Sign-On,

BRLRENERUH, HSM :

MR35 REMBCE R
RS2SR EEIEMA

FRFM

Apache Kafka 1 Kafka U7 IE/EiE1T

%} F Red Hat Single Sign-On %3 :

it =

K:# Red Hat Single Sign-On S HACE

%% Red Hat Single Sign-On,
WL ZIP Xk RPM 3%,

&%l Red Hat Single Sign-On Admin 5, 79 Apache Kafka /&7 OAuth 2.0 5RBE,

B E Red Hat Single Sign-On I &Rt & 5%i¥1H.

BIEFH 5 A realm,
R oI LU AR AR master 3,

. MRFTE, AREHNRIENSEEN,

Bl 47 kafka-broker B9 F ¥,
1E Settings W FHIXE :
o jlHRE LIHE
e Standard Flow Enabled Jj OFF yiXAN % F'im %t Web B3¢
® Service Accounts EnabledJ3 ON, RiFILE FinfEH B SMAFPIHTHHBERIE
4R MFAT, = Save,
1E Credentials ZEWi£rh, iXMATF Apache Kafka £ ECEN P ERAM secret,

MHRERER Kafka CENEMRNARFE N RESE RS K,
NETHEP B E L

HEED, EFEARMFNE R ID.
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ETREMMAL
BEMREZRPIRSSE, ¥ Kafka fCEEECE Jy{E A OAuth 2.0,

6.5.6.2. 2y Kafka fAIECE OAuth 2.0 32¥F
tERE T M ACE Kafka fCIE, LUERIRLITEER o LS ARS8 8 OAuth 2.0 355k,
BATRIGET RE TLS iR EMEREO A OAuth 2.0, FEIEM plain WIFER,
FERAXREEFENRPR S FNEMEE Kafka VI, DUREECHNREEEER,
vix =i: 0]
AX Kafka REEITEFNEENRNIENESER, HSH :
o LiITER
e OAuth 2.0 &35 UEHLHI
AXETSREERFANELENE, HSH -

e OAuth 2.0 Kafka {CEER &

SERFEH
o FNIEH LELET Apache Kafka M7, HECEX#RIA,

e IRZE OAuth 2.0 FUIRSS 2.

it

1. 7£ server.properties X#H A& Kafka KR ITESFECE.
40, A OAUTHBEARER #l# :

sasl.enabled.mechanisms=OAUTHBEARER

listeners=CLIENT://0.0.0.0:9092
listener.security.protocol.map=CLIENT:SASL_PLAINTEXT
listener.name.client.sasl.enabled.mechanisms=OAUTHBEARER
sasl.mechanism.inter.broker.protocol=OAUTHBEARER
inter.broker.listener.name=CLIENT
listener.name.client.oauthbearer.sasl.server.callback.handler.class=io.strimzi.kafka.oa
uth.server.JaasServerOauthValidatorCallbackHandler
listener.name.client.oauthbearer.sasl.jaas.config=org.apache.kafka.common.security.
oauthbearer.OAuthBearerLoginModule required ;
listener.name.client.oauthbearer.sasl.login.callback.handler.class=io.strimzi.kafka.oau
th.client.JaasClientOauthLoginCallbackHandler

2. FAREEEXERE ) listener.name.client.oauthbearer.sasl.jaas.config B9—&8 4
B4R B s S G IR T,

P R JWKS SR BCiE T A it 45 Bk

listener.name.client.oauthbearer.sasl.jaas.config=org.apache.kafka.common.security.
oauthbearer.OAuthBearerLoginModule required \
oauth.valid.issuer.uri="https://<oauth_server_address>/auth/realms/<realm_name>" \
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oauth.jwks.endpoint.uri="https://<oauth_server_address>/auth/realms/<realm_name>/
protocol/openid-connect/certs" \
oauth.jwks.refresh.seconds="300" \
oauth.jwks.refresh.min.pause.seconds="1"\
oauth.jwks.expiry.seconds="360" \
oauth.username.claim="preferred_username" \
oauth.ssl.truststore.location="<path_to_truststore_p12_file>"\
oauth.ssl.truststore.password="<truststore_password>"\
oauth.ssl.truststore.type="PKCS12" ;
listener.name.client.oauthbearer.connections.max.reauth.ms=3600000

2l 2 : @8iF OAuth 2.0 RA TR SR RIEAIRIIRSS 45

listener.name.client.oauthbearer.sasl.jaas.config=org.apache.kafka.common.security.
oauthbearer.OAuthBearerLoginModule required \

oauth.introspection.endpoint.uri=" htips://<oauth_server_address>/auth/realms/<realm
_name>/protocol/openid-connect/introspection” \
# ...

3. MRFE, BEENEIRS 3,
BB EEEX—F, BIEFH service meshZHER A XRBEASIHNELLHE,

a. RHATERRSRURS SN EEUSEEME. WRBURS SRV A RE SSL.
wERY kKB EEEE.

fign -

listener.name.client.oauthbearer.sasl.jaas.config=org.apache.kafka.common.secur
ity.oauthbearer.OAuthBearerLoginModule required \
#...
oauth.client.id="kafka-broker" \
oauth.client.secret="kafka-broker-secret" \
oauth.ssl.truststore.location="<path_to_truststore_p12_file>"\
oauth.ssl.truststore.password="<truststore_password>"\
oauth.ssl.truststore.type="PKCS12" ;

b. MFRUERENZ SV URL EHAARICHES, EATLAKHUEBENBRIL -
I oauth.ssl.endpoint.identification.algorithm=""

BRERMBERSEIIRS REER RN, S BEEIEE IR KA,
4. RIBEEFNSHEIERRRERMEY -

listener.name.client.oauthbearer.sasl.jaas.config=org.apache.kafka.common.security.
oauthbearer.OAuthBearerLoginModule required \
# ...

oauth.token.endpoint.uri="https://<oauth_server_address>/auth/realms/<realm_name>
/protocol/openid-connect/token™ \
oauth.custom.claim.check="@.custom == 'custom-value™ \9
oauth.scope="<scope>" \6
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oauth.check.audience="true" \ ﬂ
oauth.audience="<audience>" \ 9
oauth.valid.issuer.uri="https://https://<oauth_server_address>/auth/<realm_name>"\

(6]

oauth.client.id="kafka-broker" \ﬂ
oauth.client.secret="kafka-broker-secret" \ 6
oauth.connect.timeout.seconds=60 \Q
oauth.read.timeout.seconds=60 \ @
oauth.http.retries=2\ m
oauth.http.retry.pause.millis=300 \ @
oauth.groups.claim="$.groups" \ @
oauth.groups.claim.delimiter="," \
oauth.include.accept.header="false" ; @

BRAGIRAAR 552280 OAuth 2.0 S8 s URL, X F4/~HE, iHR%& & https:/ urls,
L {# A KeycloakAuthorizer 5%/5f T OAuth 2.0 WX IFIRFERT, SEATREREEE.

(aI) BENFRRHE. JsonPath iFifds® i, FAFELUEHBES A E XHNIR A
Bl OWT Hiln k8. MRV SEAASRENBIE, ©i#iE4, [ introspection %ins
RN, BESGRER R ARIR &R <R JSON,

g (RIik) febshshavn s FSEE S8, KBRS TREE MR ERKN scope. ©
A TEE A clientld #1 secret 9 PLAIN Fimie ik AT OAuth 2.0 WEFm&#HF. XRE
PRI S hEMNEED, URSEMAR, BEFERATRIIRS ™. SAE LTSNS E
Cany: LU

o

(Ak) MR EE, MBENZRAIRSZ1RE aud (audience)=B, FAHERFHTS
REE, 1EH ouath.check.audience Z&H true, Audience fE RS RERITIHA R
#H, Ak, Kafka REBIHEHEHE aud BB A clientld 58, KA N false,

o

(mIk) &4 Shm = audience S8, EIRINATFRESMHRIENT N SHEN, FE
{5/ audience, B©iATEEM clientld fl secret 9 PLAIN &/ i3 ik AT OAuth 2.0 W&
Finffh. XRESPMKNSENED, UESENARE, EARRATEIRSSR. BFR
2SN S T 2R 00 RS UE R,

®

BRMELE UR, RARERXEXBNUINSEYSBESZ. (BEARE. )

Kafka KEEENE Fim 1D, SHATFMANRE. X2E BHRSS2EM ) kafka-brokerf
B, HANEAmS BTSSR, %A KeycloakAuthorizer N 24 %M.

Kafka fCEEBECER secret, BATAAENRE, HREUIFABRHIRSS J[/HFTEHLUER, @b
ISR secret. ViRl 5SS RIET S hE.

(ATiE) FERERIREUARSS 2R BoE BT (LI Hihl) . BRAE9 60,
(ATik) ZERERIRAUARSS SR IR (LA 8AL) . ERIMED 60,

0O © 99

FHRWE HTTP i R EIXRIRPERS SRR B LR, BIAMEHN 0, RRFARVTEIK. B
ot X AN, EEER Y oauth.connect.timeout.seconds #l
oauth.read.timeout.seconds ETAEIN I [E], {BiEFE, FJinlgEBHIE 26T worker £
Ba AT HEME R, MRAXZEKRER, MRS Kafka KERIEMER,

FIEA— M BHRDUIRSS 2209 HTTP H R EIXAIFRFIN I, BAERT, XABHEHIXEN
T, IBRETRNALE, IRENSBERUGERFS WS SN E RS
FCEWE, TLERR, B2, MRENBIIRSSHLTENTHERE, ETREFE

S
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LR E I 100 ms HES, LUBADIRS & ERTE, FHEMBThEXBTaEM,

@ JsonPath #ifl, ATM JWT SR ARRINPRIARGE. BAFXE, Xa4aE
SAES T IRIE A P AR BUR R,

@ s —NRNFHERREN, ATRTAERNSRE. RN (comma),

@ (FIi£) ¥% oauth.include.accept.header iXi&H false, LAMiERKHIER Accept ik, Ml
RAEHLESRPIRS BB EH SRS, Kol UERLL%E,

5. IRIFEMMEA OAuth 2.0 SARIELU KR EARIRIIRSBXE, RMENNEEE

listener.name.client.oauthbearer.sasl.jaas.config=org.apache.kafka.common.security.
oauthbearer.OAuthBearerLoginModule required \

# ...
oauth.check.issuer=false \ ﬂ
oauth.fallback.username.claim="<client_id>" \9
oauth.fallback.username.prefix="<client_account>" \ 6
oauth.valid.token.type="bearer" \ ﬂ

oauth.userinfo.endpoint.uri="https://<oauth_server_address>/auth/realms/<realm_nam
e>/protocol/openid-connect/userinfo" ;

@ nREMBURSBFIRE iss 70, MERPTELERE, EXMERT, &
oauth.check.issuer iXi& N false, HAISE oauth.valid.issuer.uri., EKiAH true.

Q BAUAR 55 25 AT e IR L N BRI B AL A PR Fim, ¥EFiml B SMNEHRtTe
BEUER, IRSRAIEERIRM F 6 D, HAFERRF AMBEHT MR, BER
MRS RERVIRI S, BRTE G ID A, RSSRTEESIRM— username Bk, MNRE
AP 1D BHEAFRETA, NMIEERXA fallback EIiHgEE#EAKA - A7 attribute), WR
= KA LUER JsonPath Xiksk, #0 "[clientinfo’l.[clientid]", MSIEchBHERE
JSON Eftte=ERA 4.

9 %4 oauth.fallback.username.claim sZEAMER T, "REARER LA AFRANIE S EHER
B EAz ENETRRPR, 15EEFEER N producer NEFinfFENER, BthELESR
74 producer WEMAF, ATEXSXHE, EaL{EAEMYRZE - imbE - 1D &inai

“AXO0

Q ({4£{# [ oauth.introspection.endpoint.uri) BURTEESERAMIRIIRS 28, RAEm=a]
ERFTERE 4L EYN, BTG STEMNMHE, Er LS ER B P& s A0 R 44
SEAVNDRERRE,

G ({Xf£{# M oauth.introspection.endpoint.uri) K, aILIECE S HEIRIRSS 2%, LUELE
P At s B PR EHERIERBINE R, ZIREVAF ID, &9 LT userinfo fin s B URI Ad

& HER, oauth.fallback.username.claim. oauth.fallback.username.claim #l
oauth.fallback.username.prefix i%& M F El userinfo i sx BN B,

BETREMH A

o FHEM Kafka B wmlic&E N OAuth 2.0

6.5.6.3. I Kafka Java & imBic & {6 OAuth 2.0
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BCi& Kafka producer HI3H%%3#& API, LU#EH OAuth 2.0 5 Kafka REBXH, X ik pom.xml X4dhR
mEVEEE, RGN OAuth 2.0 BREEMZE i,

EEFmEEDRIEEUTRE :
e SASL (HHEGHRIEMELE) £l :
o SASL_SSL ATt TLS nEEEE T S a5000F

o SASL_PLAINTEXT Tt R INBEHEREH1T B R UE
19 SASL_SSL FF475f1%, SASL_PLAINTEXT{{ B FAHF L, {#HSASL _SSL I,
SELNM ssl.truststore BoiE. L% (https:/)BE truststore BEEEI OAuth 2.0 1Y
R553%. BEXRIE OAuth 2.0 IZAUIRSS %8, 1ETHRAURSS 2331 CA IEBRNBIE FinhcE RS
£z, ERILUMEA PEM 2 PKCS #12 i8R BB S,

e Kafka SASL #l#l :

©o OAUTHBEARER AT/ bearer T3z HB ik

o PLAIN f£53# & P imfEil (clientld + secret) sk il 5 h&
o SCI SASL HLEIM JAAS (Java SRR IEFNIRAUIRSS /&b -

o org.apache.kafka.common.security.oauthbearer.OAuthBearerLoginModule 531
OAuthbearer #ll

o org.apache.kafka.common.security.plain.PlainLoginModule 23 @ ##l
7T oI LUMER OAuthbearer Hl#l, B EE X
io.strimzi.kafka.oauth.client.JaasClientOauthLoginCallbackHandler 27504 Bl 4 E2F2
FF. JaasClientOauthLoginCallbackHandler 22 OAuth BIFARIRINIRSS 2%, LAMEHEER P mE
HARIGCERD RIS, XS ABTSEEET, BERERFATHNER T TRESH R
74, BfEH OAuth 2.0 BB A ENE FimbE &K &L,

e SASLEEAZE, BRFUTRIEAZE :

o OAuth 2.0 B im&EiE

o OAuth 2.0 BN (EFH)

o ijjlaluhE

o RIFTh
5 SASL BRKUEEMERIN JAAS BCE (sasl.jaas.config #l

sasl.login.callback.handler.class). M{AIECE &35 UEEHEDUR T REDjH] OAuth 2.0 1Y
RSB F B RIS E. FEibdRd, BHEERMXH4PIEE, ARMEIIE - mEkEP,

SRR LI B AR IEEEIRR R NIAMRETE, HIEEN Java REIEM. T Java REIE
#, EeILUE setProperty HEEA], FEA-D EuiERdSTHERE ],

FRFM

e Apache Kafka fl Kafka B IEFEIE1T
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o IREBFALE OAuth 2.0 HTABRSSZFLL OAuth ijjlA] Kafka fAEE

e 5y OAuth 2.0 fidi& Kafka {CER

it

1. $§32#F OAuth 2.0 IE FiREZRINE] Kafka & 6w pom.xml 32 :

<dependency>
<groupld>io.strimzi</groupld>
<artifactld>kafka-oauth-client</artifactld>
<version>0.15.0.redhat-00006</version>
</dependency>

2. AR XHPIEEU TEREEREES M mE
o TR

e SASL HlHl

o JAAS EHHISMHEIEEY, BEHRDURTAERANSE
gitn, FATRILUSLLTFARZAEZINE client.properties X :

&P im UL E

QD000

security.protocol=SASL_SSL ﬂ
sasl.mechanism=OAUTHBEARER @)
ssl.truststore.location=/tmp/truststore.p12 6
ssl.truststore.password=$STOREPASS
ssl.truststore.type=PKCS12
sasl.jaas.config=org.apache.kafka.common.security.oauthbearer.OAuthBearerLogi
nModule required \
oauth.token.endpoint.uri="<token_endpoint_url>" \ ﬂ
oauth.client.id="<client_id>"\
oauth.client.secret="<client_secret>" \ G
oauth.ssl.truststore.location="/tmp/oauth-truststore.p12™ \ ﬂ
oauth.ssl.truststore.password="$STOREPASS" \ G
oauth.ssl.truststore.type="PKCS12" \ Q
oauth.scope="<scope>"\
oauth.audience="<audience>" ; m
sasl.login.callback.handler.class=io.strimzi.kafka.oauth.client.JaasClientOauthLog
inCallbackHandler

SASL_SSL =2 AT TLS nEER, (O & #EHSASL_PLAINTEXT,
53y OAUTHBEARER =% PLAIN A9 SASL #l#l,

FATFRLVi Kafka 81 truststore BeE.

AR SS 25 5 R =89 URL,

& Fim 1D, XRTERIUIRSS 2 B8 &/ imif (E AR A HR,

HERAUR S5 22 b R ki BIEREY 2/ 7 secret,
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62

o
0
o]
®
1)

ZALE 2 E1RPUIR S5 29 2 FHUET (truststore.p12),

RF il truststore BIEEHS,

truststore RE,
(AI%E) MBRERRIERSEEERE, BIIRSSHTRERES M inkisEEH,
(AI%E) MBRERRIER BRI, BAUIRSSSF TR RS inkigEZ K.

BERTIHEYE

1]
2]
o

security.protocol=SASL_SSL
sasl.mechanism=OAUTHBEARER
ssl.truststore.location=/tmp/truststore.p12
ssl.truststore.password=$STOREPASS
ssl.truststore.type=PKCS12
sasl.jaas.config=org.apache.kafka.common.security.oauthbearer.OAuthBearerLogi
nModule required \
oauth.token.endpoint.uri="<token_endpoint_url>" \
oauth.client.id="<client_id>"\ )
oauth.client.secret="<client_secret>" \ 9
oauth.password.grant.username="<username>" \ 6
oauth.password.grant.password="<password>" \ﬂ
oauth.ssl.truststore.location="/tmp/oauth-truststore.p12™ \
oauth.ssl.truststore.password="$STOREPASS" \
oauth.ssl.truststore.type="PKCS12" \
oauth.scope="<scope>"\
oauth.audience="<audience>" ;
sasl.login.callback.handler.class=io.strimzi.kafka.oauth.client.JaasClientOauthLog
inCallbackHandler

&P 1D, XETERRSS 2% h I8 &/ dnih {5 B A TR,

(mIt) 7EABRSS 28 AR &/ imint BRI ZE F i secret,
password FIN G AR UFKA &, OAuth EigZiECE (A /MEW) A OAuth
2.0 BB A ZE. EEAFEEEN, SEENREERS SR L NEFimtlE— AR
FREQF IR, P RAKBRS5IK P — R VE, e T BB RIERE APk R
A, BE%EEEERARFSE.
BEURFEE S AR,
==

) SASL PLAIN A ##H OAuth 2.0 BE NG LG 3 AN 2 NER
P9 (BBEERP) .

PRy ) S

security.protocol=SASL_SSL
sasl.mechanism=OAUTHBEARER
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ssl.truststore.location=/tmp/truststore.p12
ssl.truststore.password=$STOREPASS
ssl.truststore.type=PKCS12
sasl.jaas.config=org.apache.kafka.common.security.oauthbearer.OAuthBearerLogi
nModule required \
oauth.token.endpoint.uri="<token_endpoint_url>" \
oauth.access.token="<access_token>"\ ﬂ
oauth.ssl.truststore.location="/tmp/oauth-truststore.p12™ \
oauth.ssl.truststore.password="$STOREPASS" \
oauth.ssl.truststore.type="PKCS12" ;
sasl.login.callback.handler.class=io.strimzi.kafka.oauth.client.JaasClientOauthLog
inCallbackHandler

© Gfka Zr kKIS,

RIS EY

security.protocol=SASL_SSL
sasl.mechanism=OAUTHBEARER
ssl.truststore.location=/tmp/truststore.p12
ssl.truststore.password=$STOREPASS
ssl.truststore.type=PKCS12
sasl.jaas.config=org.apache.kafka.common.security.oauthbearer.OAuthBearerLogi
nModule required \
oauth.token.endpoint.uri="<token_endpoint_url>" \
oauth.client.id="<client_id>"\ )
oauth.client.secret="<client_secret>"\ 9
oauth.refresh.token="<refresh_token>"\ 6
oauth.ssl.truststore.location="/tmp/oauth-truststore.p12™ \
oauth.ssl.truststore.password="$STOREPASS" \
oauth.ssl.truststore.type="PKCS12" ;
sasl.login.callback.handler.class=io.strimzi.kafka.oauth.client.JaasClientOauthLog
inCallbackHandler

© =i 1D, KRAEBIURS: Beh IR 2 i (AR E,
©  (Tit) FEBRhURS Beb IR B OIEAIE 1 secret,
© afka Er 1k KIIRIT S,

3. £ Java B imfCigthii A OAUTH 2.0 B35 IFME FikEtE,
BREFinER ARG

Properties props = new Properties();
try (FileReader reader = new FileReader("'client.properties”, StandardCharsets.UTF_8))

{

props.load(reader);

}

4. B Kafka & ime S o LLjiA] Kafka fCEE,
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6.6. {[HFE T OAUTH 2.0 £h#BYi%F

MRIRIE Red Hat Single Sign-On H{§ [ OAuth 2.0 #HTEF SN HRIE, EATLUER Red Hat
Single Sign-On EECEZAGHNIERRHIZ P X Kafka (RERBITH], SRR IERIAFNEH, BICRE
% P A TRRR

Apache Kafka B33 #855 Red Hat Single Sign-On Authorization Services {EZEF OAuth 2.0 5
IR, BRITFEEHERRLRIBIR,

Red Hat Single Sign-On HE L MZ 2 RIS FIBR A FiRF 5 Kafka RE_EFIERMUIESR, AFAMES
W5 VPN Kafka fCEREHUIT R E IR VFRSRBR 1T PTG,

Kafka R AP RS E T2, 124t AclAuthorizer #l StandardAuthorizer 33k
BETF i AEHRFIR (ACL)MRA, HXEHEASEN ACL A TFIRIE A4 BT I 4ax) iR
|, XEEHNEFLELE Kafka £EHE G, B2, EHARERET OAuth 2.0 ShEMIRFE R HESCIN
Kafka RV AEMEABRNRENS. 54, EelLUF Kafka CERACE H{EA OAuth 2.0 A
ACL,
HbBHR

o {HAET OAuth 2.0 SN EHIF

o Kafka $2F1

® Red Hat Single Sign-On 3244

6.6.1. OAuth 2.0 A&

Apache Kafka J Streams FiJ OAuth 2.0 ##1{f Red Hat Single Sign-On AR 552332t RSS REST i
sB1t Red Hat Single Sign-On " BE TSN E4KIE, @I ERERF LN AE XML Rk
BRETHEOTER, F4iZAFRUBRFARTROPERIIZR, RI&EA A G4 E R - PR,
OAuth 2.0 FHAR#EM Red Hat Single Sign-On Authorization Services f J ik {5 #9I% FH FIRIE A Hhsn
I SE M BR

6.6.1.1. Kafka R EE B & IR ES

Red Hat Single Sign-On authorizer (KeycloakAuthorizer)i2#t Apache Kafka i Streams, T aJLL{&E
F Red Hat Single Sign-On 12{tH#R%FUAR S5 M Red Hat Single Sign-On REST #is, #EaJLIfE Kafka {8
 _EciE B E URHER.

BIRERFRIESEMRIIRS HIRDUR FEERMFIE, FH1E Kafka Broker LAIHBRHISCHERIL, HEA
&P i R R AR R,

6.6.2. FiRi& OAuth 2.0 A #F

XA B T i4al{E A Red Hat Single Sign-On Authorization Services § Kafka R IBECE {8
OAuth 2.0 AR5 .

FHGED

ZEFERPASNVIRPERHFZEZREIFELER -, EaLU#ER Red Hat Single Sign-On 44, Af. &
Fig ¥l 7 #E Red Hat Single Sign-On BhECE i WA BRIVAE

BE, HRTREVESHREAECRRS, M AGETRIEEIGEEER.
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EARLERERER, &L LDAP RF#A 4], mE - wmilABARLLIMA A FiE. FiEHxTH
FRERER A AT aE B IS R & REGRIEN — 1 B R,

p= )1
TIBTE Kafka S LSRRI 2 4, B AP BENT Kafka KEEA AR ZRHINT;
I‘I:TJO

FoRFM

e Apache Kafka B #sZiBc® W 1E Red Hat Single Sign-On H{#if OAuth 2.0 #HTETFTSEM S
aE, FERA, EaLUERIERKR Red Hat Single Sign-On fR%5 83 a0

o MEETRINIERE Red Hat Single Sign-On Authorization Services BISREEFIFBR, 0 Red
Hat Single Sign-On X4k,

it =

1. ¥ilA] Red Hat Single Sign-On Admin #£l&, Zf#A Red Hat Single Sign-On Admin CLI Jik%
i OAuth 2.0 SHALIER IR K Kafka IR/ in)5 FRIURSS.

2. {8/ Authorization Services & FimE XL KR, BIGEHE. RIEHIFBE,
3. RS EAGHA, FHEERBERM - NE .

4. $% Kafka {CEEECE 71 Red Hat Single Sign-On &£,
FLLFAERMEl Kafka server.properties BEoEX#FH, LUE Kafka R EIZHES -

authorizer.class.name=io.strimzi.kafka.oauth.server.authorizer.KeycloakAuthorizer
principal.builder.class=io.strimzi.kafka.oauth.server.OAuthKafkaPrincipalBuilder

5. 7 Kafka fCERZRINECE LAV [R] #3AN AR 55 22 FIRAUIR 55
HEREANT BRI NENBHEZRINE server.properties RRFIRE, HEBITLUERXKERZKEN
AN ElE X NETE,

strimzi.authorization.token.endpoint.uri="https://<auth_server_address>/auth/realms/
REALM-NAME/protocol/openid-connect/token” ﬂ
strimzi.authorization.client.id="kafka"

@ 2 RedHatsSingle Sign-On i) OAuth 2.0 ik URL, F47"H, A%
https:// urls,

@ AT EIRSH Red Hat Single Sign-On #1 OAuth 2.0 &/ i X% F16i ID. &
%, kafka #AE ID,

6. (|I%) NEE Kafka EEERMNECE,
fign -

I strimzi.authorization.kafka.cluster.name="kafka-cluster"

ﬂ W Kafka £EMEH, AFFATBIMBR, RAELATLAER— Red Hat Single Sign-On 3%
hERSANEE. BIMEN kafka-cluster,
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7. (|0E) SRBRECRE :
I strimzi.authorization.delegate.to.kafka.acl="true"

IME Red Hat Single Sign-On Authorization Services SRBETGiL 0], FHEIERS Kafka
AclAuthorizer, ERIAH )7 false,

8. (mIik) FF TLS FEEMNEERMBIFEAIRS .
Hian -

strimzi.authorization.ssl.truststore.location=<path_to_truststore> ﬂ
strimzi.authorization.ssl.truststore.password=<my_truststore_password> 9
strimzi.authorization.ssl.truststore.type=JKS 6
strimzi.authorization.ssl.secure.random.implementation=SHA1PRNG ﬂ
strimzi.authorization.ssl.endpoint.identification.algorithm=HTTPS 9

AR IEBRSEFHENEBE,

truststore BB,

truststore R, MREHXE, NEAKIAN Java BHAFHERE,
BEM B B AR SCie, MRFRABIXE, WEEA Java platform SDK EKik.

0009

FNERIUE. MBEENEZFRER, NRXXAENREIUE, MREEXE, MEKIAMEN
HTTPS, TR T ENBEIE,

9. (Wik) EEMBRIURSSBZBIFZN. ZRFRIFEVHITERE, AEEHEEERNSEIFER
B S ENEF R
fign -

strimzi.authorization.grants.refresh.period.seconds="120" ﬂ
strimzi.authorization.grants.refresh.pool.size="10" 9
strimzi.authorization.grants.max.idle.time.seconds="300" 6
strimzi.authorization.grants.gc.period.seconds="300" ﬂ
strimzi.authorization.reuse.grants="false"

EEROIRSHBER TSGR (BRAELE—R) . EXHRBRLI TR, HF 50Eh
"0"0

EERTRFFLERNEEB AN GFT851) . BIAMED 5",
AP ERIEIRE (U9 EA) . BRIAED 300,
HESETTARL R IR (A9 b)) o BKIAEDY 300,

000 O

EHESNHSIERKIGERNZEA., 2HE, M Red Hat Single Sign-On %R HEEFIZRA
BOFRR, BRIAE N true.

10. ("I%) ESBRAUIRSS 2@ 1S Bl & P45 8T,
fign -
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strimzi.authorization.connect.timeout.seconds="60" ﬂ
strimzi.authorization.read.timeout.seconds="60" 9
strimzi.authorization.http.retries="2" e

#E#EEI Red Hat Single Sign-On & h&um s BB (AR H6D) . BIAEN 60,
#£#3 Red Hat Single Sign-On 5 hum RN EEGEN (LA h 46D . EKAEDN 60,

9 9 —

BEHEK (FEE) BHURS 20 HTTP G R KIBHRE LR, BKIMEN 0, RRARHIT
Bil, BEBUMGERAXED, EERERD
strimzi.authorization.connect.timeout.seconds f
strimzi.authorization.read.timeout.seconds EWMEBE I H], {HiFER, JiXTaESMHE
1E 2487 worker R A i T Hfthidk, MBAZEREH, NATRESSH Kafka KE L
Bo

N (AI) ASBREIERZESUS A OAuth 2.0 1517 -
I oauth.enable.metrics="true"

@ ZNRTEANRMA OAuth HiR. BRIAE false,

12, ("Ik) MiEKRSHER Accept bRk -
I oauth.include.accept.header="false"

ﬂ MREBESILAESRIIRS B EN SRS, NED false. BRIAED true,

13. @R ik EAEEARNEF VN Kafka fCEEEIFRENSER, BEeiI1BEaunEN
AR, 23R NIZEA T AR,
6.7. EAAET OPA FEIEHIIZH

FHEEBAE(OPA)R— NN HRRIESIEE, EaILLF OPA 5 Apache Kafka B Streams 85k, LAMENE
FRIRMBAWLE, FRUFE Kafka (0B L TR imi2VE,

ME P& HiERE, OPAfHRIE) Kafka UilalE L BISRBEIEAG AR, RERIFIIBHIFK,

ZIIETXFF OPA RS 2o

Hth BHR

e ITF Policy Agent Pl

6.7.1. & . OPA K&
1E¥$ OPA & Apache Kafka B Streams &2 Bil, HE R E SR LR BERE A9 (]2,

ERI LU Kafka SR8%. SHEEHMIELE LU5RRG. Hn, EaLUE L — NGRS, RIFMEIEES
FinE ABRERE IV,
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Mk, REGATRERISE :

o SHlFEE M mXEKEIA -~ EEME b

o EPmAVFIIEEF

o SREGERK BIRKE (topic)Hl BHRAFR
RFSIRHR B EAREED, FIRFBRANIERINZE i B R AL,
BEBANTOID, EREEF RS RREY .S AZEE,

6.7.2. ##% OPA

F/5 A Kafka Viln] OPA SRRESI LU M5 M IRHISEES, EAILAEEM Kafka server.properties X+ #d
BB X OPA authorizer ## (kafka-authorizer-opa- VERSION.jar) .

PR AHIERE, OPA I3 H@ T {5 URL Hulit#l REST i 53k 256 OPA &3, Xk
WA TE ISR I R,

IR T B IS REFEAER - PR BFNBHR - DL USON A Fx R TiRE, WHAlE
SNaRE meM—54 ; fin, /A TLS JRNIENSXK S 2SR A iRIEBHTES.

OPA FERBURRIREMIRELFRL - true =X false - SoFsIB4AIE K,

6.7.3. id & OPA Ei X
XA SRR T 4T Kafka {CIBRERE H{E A OPA 11,

FHGHD

EIEF LR P ARV ORI EERBIFELER ., SR LMER A7 fl Kafka ZE A ERE L OPA K
MO

A LLi%iE OPA M LDAP BuEEmMEAF{ER.
¢ -

TIBTE Kafka S LSRRI R 4, B AP IBENT Kafka KEEA AR ZRHINT
I‘I:TJO

FRF
o BAEHNELRET Apache Kafka 5%, HBECEXHAH,
® OPA RS Z3w 7 ol A FiE#,
e Kafka i OPA 1R idE

it =

1. RBIBINE FimiE KA Kafka (CEEHITIRVEATEM OPA g,
H&M E X OPA FHIE,

TE, ¥ Kafka fCEBECE H{EH OPA,
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2. 7 Kafka &% OPA il iaH.
HS M FH#E OPA,
HRES XU S Kaftka REEEH,
3. £ Kafka server.properties B¢ B X HRIMLL TFABLUS A OPA #iff -

I authorizer.class.name: com.bisnode.kafka.authorization.OpaAuthorizer

4. 1£ Kafka {CEEM server.properties RN H b B iE /i 7] OPA KBS 51 ZHMRIE.
fign -

opa.authorizer.url=https://OPA-ADDRESS/allow ﬂ
opa.authorizer.allow.on.error=false g
opa.authorizer.cache.initial.capacity=50000
opa.authorizer.cache.maximum.size=50000
opa.authorizer.cache.expire.after.seconds=600000 9
super.users=User:alice;User:bob G

ﬂ (AR) BB EA A IRERIEA OAuth 2.0 H%ikR URL, EAPIH, SREEHRN

allow,
ISEEEERNSRAGTES OPA KIESIZEEEN, RIARERTHIBART Fimiiml,

FiEEFNOREE (UFTOVEA) . FRA%E, UMERETLERESNERE OPA K
BESIZE,

FiEFNRATE (LIFTHRA)
KRR ] (LIZMHOVEAL) , JERM OPA RIESI ZEEMINE.

QDO 00O

HBU B AFAF EATIR, UEEAREIH Open Policy Agent SREREITE R FIRE R
el
BAXEHRIENRPCEWMER, S Open Policy Agent i,

5. B EAERERBRIEE Pl Kafka (CESER IR ERIBR,
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B7ECEMEEREI
Kafka FREGHSIAL ML S BISE, Aok T MFTOIEAIEE Kafka T,

7.1 2 XFEIAR

FEIBABDE— T HENT DK, PEFRLHDH. XEKE, HEFEEXZNEFNERBANEARNS
ZO

BT AEBMALB—IHZTEE, ClFMERHTNARNESR, AQIRIEN, &L SH6H
FRERFH., EHHAFEXHEEHPRENGIEAE, HEDEN—TRIFFHEENUS. FFEIEH
S-ERTAXERHCEREERES. HtBFNEREAIX, EEEEHSS,

MRVFRY, MEHA—IRASREEREIBOVHNAS. BMRSHRLAHBL2ENATE, HH
fib s XA9EHE, WL BERERIRE RIFTE,

B
SHERRAETAFNE, SQESSHNAGSERE. fim, NRESSHRTFEENS, 1
H—MUSHEA BRI,
7.2 HERE
M BR B EASE SIS BAFAATE Kafka RIBAREOIT K, BLURIENTH, SEANRFERE L.
B, AEETLUE SN BRI -
e 7X
o HFHKA IGBHINE, KBRS, SHBRRIANMNE,
o 7XHBEEATI 1GB B, B EAEMBRH,

Digk

H=
Kafka RIBSSE B RS A Bh, RAEREAELEN, TalBLREs

BREHE., HUNASHREIRENESHBRXNN, REUEFNASHE, It
4, RAPELUERERIERNR .

Kafka fCEEST R SR 5RIR

NFHARERENIE, RELZRARESITENRE—FER. EAHRERYINIEHESHIMD X
BR. ENZRZR2EMHITIRE, MUSERAERBIFERAZRSKNFRIIMLE, HR, TSR
EWERA, BXIB8HSHBMER 1L,

AXHRRERERATNESER, HSHE 75T "THRE",

7.3. TOPIC B30 &
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B7E BRMERTH

KABERT, MEBNEESSICHREZAMAEEN TR EHBEBER, Nl Kaftka RAFIHIR—EEL,
1779 H auto.create.topics.enable BB EBHEIE, ZEERMRIAKIED true,

EEED, BUEAAEEME. EMIIX—R, 7 Kafka BBERMSXH R
auto.create.topics.enable i%i& ) false :

KRR

I auto.create.topics.enable=false

7.4. E TR

Kafka {24t 7 FFBHIEMIBR B, A delete.topic.enable EttiZdHl, BIAMERT, WEMILXEN
true, FIFMHBRERSL,

B, 7 Kafka BERMXHPRHILED false HEMAMBRED, EXFERT, ZiHXMEREERRE]
BIHRE, BEEXSFBMER.

R R

I delete.topic.enable=false

7.5. THIBLE

BN ESRERRIATEEE, JERBEBEXHIEE. B2, EFI0IRIEN, TLERE
MEEHEE, e iEfRETERE R EAkEE. FoEFSNEETFRERIA -
cleanup.policy

R B RBEAECE ) delete = compact. MFRIERS FFMIBRIBICRK. K& RIS HBEES. BAHE
J1delete, BXHEEBNEZELR, 1EHSH Kafka Mk,

compression.type

EERTEMEERBNESE, E8E N gzip. snappy. 1z4. KE4E (KHE4E) MERE (854E7F
FANESERTE) . BIAEN producer,

max.message.bytes
Kafka REARIFRIRAHI KRN, LFTHEA, BRIMESN 1000012,
min.insync.replicas
BT, BARSNRNRIABT U T, BIMEN - 1,
retention.ms
HHERBHNSAEDE. RTFINMENBESRBS#MER. 2L 604800000 (7 X).
retention.bytes

DERERENSEAFTE. S2EXNMNESIMREE, FHEXIENASHR. -1 ZRREAREH.
#i}\{ﬁjﬂ '10

segment.bytes

PMRZAEEHRAXHRDN (LFTHERA) » HRBABIERKXNY, SHEshimMes. &
INME N 1073741824 =77 (1 gibibyte),

B Bh 3 T SR BRI (E T 8 AR BUETFE Kafka {CEEACE HEE :

log.cleanup.policy
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&2 _E @M cleanup.policy.
compression.type

HZ [ L3k compression.type.
message.max.bytes

EZ 5 _LHEM max.message.bytes,
min.insync.replicas

EZ 5 _LHEM min.insync.replicas.
log.retention.ms

ES 5 _LHEM retention.ms,
log.retention.bytes

EZ 5 _LHEM retention.bytes,
log.segment.bytes

&2 LT segment.bytes,
default.replication.factor

BN ESNEIASHER. BIAMEN 1,
num.partitions

B fRFEHEIAD KB, BRIAEN 1,

7.6. NERE

PEREBH Kafka KEBME P iGERSBOIEMER, Kafka BIARBIES, HPFPMATEEERER
#(__consumer_offsets)Hf1E 55K A (__transaction_state),

__consumer_offsets #]__transaction_state 3 i n] LU F LL#i1 %% offsets.topic. 1
transaction.state.log. FF3k#9% i Kafka VIR B AR ECE.

REENRELTA :

offsets.topic.replication.factor
__consumer_offsets MR, BIAEHN 3.
offsets.topic.num.partitions
__consumer_offsets MY XE, BRIAEHH 50,
transaction.state.log.replication.factor
__transaction_state FHMEIAR. BKIAEH 3.
transaction.state.log.num.partitions
__transaction_state FHI5 X, 2KIAEH 50,
transaction.state.log.min.isr

WHIIIAST _ transaction_state £ E AN R/NEIABF #A T, MELEW B IL&R/ME, T
EREREY, BaRE, RAMIN2,

7.7. QI E

{51/ kafka-topics.sh TEE®E I, kafka-topics.sh & Apache Kafka & fThR4<H Streams B9—&8 43,
A {£ bin BHXKEl,

FRFH
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o FNMIEH ELET Apache Kafka M7, HECEX#RIMA,

2lf =S

1. {1 kafka-topics.sh X AEF AR EHHIEELUTHE :

2. B

£ --bootstrap-server i H Kafka fSERR EH MmO,
F1E --create LT QIR HHT T4,

--topic MR A E FE .

--partitions LIS KB E,

--replication-factor L iFh i F S FIR K.

AR LA A --config 7R 2 — LB TR E LT, XET A% R ERRESFRN
BRI,

/opt/kafka/bin/kafka-topics.sh --bootstrap-server <broker_addresss> --create --topic
<TopicNames> --partitions <NumberOfPartitions> --replication-factor
<ReplicationFactor> --config <Option1>=<Value1> --config <Option2>=<Value2>

BB &N mytopict £ S w6l
/opt/kafka/bin/kafka-topics.sh --bootstrap-server localhost:9092 --create --topic
mytopic --partitions 50 --replication-factor 3 --config cleanup.policy=compact --

config min.insync.replicas=2

R & kafka-topics.sh REF1E.

/opt/kafka/bin/kafka-topics.sh --bootstrap-server <broker_address> --describe --topic
<TopicName>

ik & mytopicl E HiR SR H

/opt/kafka/bin/kafka-topics.sh --bootstrap-server localhost:9092 --describe --topic
mytopic

7.8. Bl H #H 5k 3 B

kafka-topics.sh TR lF5IHM#®RIESE, kafka-topics.sh & Apache Kafka & {ThR#AM Streams B9
—i84», WI1E bin BXhREl,

FRFM

o FNIEH ELET Apache Kafka M7, HECEX#HAIA,

fetk 3 75

1. {81f kafka-topics.sh TE#RFHHIEELLTHEA :

£ --bootstrap-server LT H Kafka fSERR EH MmO,
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o {3 --describe L5 & & B Hiuk I 5,
o FHELAFRNIILE --topic HETHIEE,
o AR --topic LTINS, Tk T A w AR EL

/opt/kafka/bin/kafka-topics.sh --bootstrap-server <broker_host>:<port> --describe -
-topic <topic_name>

ik & mytopicl E HiR SR H

I /opt/kafka/bin/kafka-topics.sh --bootstrap-server localhost:9092 --describe --topic
mytopic

RNEETRETNRAE S XMBIE, BiL5HAE EEECE LI,

7.9. BN EHECE

kafka-configs.sh TE AT EREBAE, kafka-configs.sh 2 Apache Kafka X fThRAH Streams
—#B4, ®I1E bin BHXHhREL

SERFEH
o FNMFEH ELET Apache Kafka M7, HECEXHAIMA,

BRI EEE
1. {8/ kafka-configs.sh T EIKE:YAIMACE,

e 1f--bootstrap-server EWIHIEE Kafka {CEMEN MmO,
o IF --entity-type %i& N topic, ¥ --entity-name %i& N FHK AR,
o {#[ --describe WIS AIMNECE.

/opt/kafka/bin/kafka-configs.sh --bootstrap-server <broker_host>:<port> --entity-
type topics --entity-name <topic_name> --describe

IKEN A mytopict E HiEd & M4 S Bl

/opt/kafka/bin/kafka-configs.sh --bootstrap-server localhost:9092 --entity-type
topics --entity-name mytopic --describe

2. f#ifd kafka-configs.sh TEEXEE,
e 1f--bootstrap-server WIS E Kafka (CEMEN MmO,

e I --entity-type X&) topic, I --entity-name %i& N E MG HR,
e {#fH --alter EUER HAIACE.
o {EtYi --add-config 15 E & T ANk B S E T,
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/opt/kafka/bin/kafka-configs.sh --bootstrap-server <broker_host>:<port> --entity-
type topics --entity-name <topic_name> --alter --add-config <option>=<value>

B mytopicl T HEdE M 6p DRI

/opt/kafka/bin/kafka-configs.sh --bootstrap-server localhost:9092 --entity-type
topics --entity-name mytopic --alter --add-config min.insync.replicas=1

3. {81/ kafka-configs.sh T EffipaIIA RS & LT,
e 1f--bootstrap-server EWIHIEE Kafka (CEMEN MmO,
o ¥ --entity-type i%i& A topic, ¥ --entity-name ¥%i& N E LR,
e {§f --delete-config LT BRELA A& T,

o {Ej%T0 --remove-config FfE E E M BRAYET,

/opt/kafka/bin/kafka-configs.sh --bootstrap-server <broker_host>:<port> --entity-
type topics --entity-name <topic_name> --alter --delete-config <option>

B mytopicl T HhdE M ip DRI

/opt/kafka/bin/kafka-configs.sh --bootstrap-server localhost:9092 --entity-type
topics --entity-name mytopic --alter --delete-config min.insync.replicas

7.10. iR 3=

kafka-topics.sh TERTRATEE I, kafka-topics.sh 2 Apache Kafka & fThRZ# Streams B—8
4y, ®I7E bin BEH#E,

FRFM

o FNIEH ELET Apache Kafka M7, HECEX#AIA,

JHIBR 3 8

1. {1/ kafka-topics.sh T E iR,

e 1f --bootstrap-server LI Kafka RERHEH RO,
o {1 --delete LI E N M BRINAE 3,
o FHEFRDAEL -topic LT HIEE.

/opt/kafka/bin/kafka-topics.sh --bootstrap-server <broker_host>:<port> --delete --
topic <topic_name>

BB &N mytopict £ S =6l

I /opt/kafka/bin/kafka-topics.sh --bootstrap-server localhost:9092 --delete --topic
mytopic
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2. {$1f kafka-topics.sh BiF FHE A SR,

I /opt/kafka/bin/kafka-topics.sh --bootstrap-server <broker_host>:<port> --list
H PR E e 6o Bl

I /opt/kafka/bin/kafka-topics.sh --bootstrap-server localhost:9092 --list
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5 8 3 £ KAFKA CONNECT H{#iFH APACHE KAFKA B
STREAMS

f5F Kafka Connect £ Kafka M1 B RG22 HABUE. Kafka Connect 124t T —MEREBIHAEHN
B, EANRETT BYEMTSEY. Kafka Connect B% BT Kafka 5 Kafka £EASMBURE. F6EM
HEL B RGE K.

Kafka Connect LI s A AERE1T.

MR
EMITE b, Kafka Connect fEH—T7 RHiE T, M HFF A MM,

2HAER
EL AR D, Kafka Connect E— P HE 4 worker T EiZTT, THEMBLHESTIH, 26K
BEXETZERATETNE,

Kafka Connect {f ¥R, N FARRBMABRETIERE, ARFEESHAG - BRESIE,
sink SR BUEM Kafka RFHTEINB RS, BEEFTRENBREMBUERE T Kafka,

IRIA AT LUE A Kafka Connect REST API SIJ&. TR0 4325 52,

FESEEIEEEMNHTANR SRS FES A Kafka TUE RS, NSRBI T EEE M
FH 9w AER Fiz21T Kafka Connect,

o fEM X rh, fRu[LLEiT Kafka Connect REST APl fSiE B ACE fE )y JSON 124t, thafLlf:
Bk E L ESiE.

o EoNHmAEXP, HAFEMIT Kafka Connect REST API LL JSON 124t 5B RdE,

MERERFR
EOLUARREULGEREER. MBESER, HEH LEXRERFE.

ﬂr

8.1 IEMIIER A KAFKA %1%

1£ Kafka Connect #3T#Xrh, ###8/ 5 Kafka Connect worker HHR2ER—ANT &5 Ei5fT, HBREN
B JVM AN HRIETT. IXEKE worker HERALEESRAZHENTR, 1 CPU. AEMRE.

8.1.1. TEMI R P AL E Kafka %1%

EEMITER FAE Kafka Connect, i&4ik config/connect-standalone.properties Bd@ 3, LT
TR REEMN,
bootstrap.servers

FA{E Kafka B9 bootstrap %1%/ Kafka AERHbEFIZR, HII0 : kafka0.my-
domain.com:9092,kafka1l.my-domain.com:9092,kafka2.my-domain.com:9092,

key.converter
RAFRER BN Kafka i8AKK, #lM, org.apache.kafka.connect.json.JsonConverter.
value.converter

RTFHB AR BEEHT Kafka BABIK. HI

m, org.apache.kafka.connect.json.JsonConverter.
offset.storage.file.filename

e RS BIRR S,
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S A bootstrap HilHTH B Kafka KEME FiniFiE, BERCEXLER, HEALL producer.
=X consumer. HETZMIRME Kafka producer M A E L,
8.1.2. TEMIT R A 21T Kafka 15E#

TR B Fz1T Kafka Connect,

SERFEH
o FNIEH LELET Apache Kafka M7, HECEX#RIHA,

o EEBEEBHXHPIEEEESRAE,
R B LU{E A Kafka Connect REST API & E#: %,

Pt

1. 4% /opt/kafka/config/connect-standalone.properties Kafka iE &S, FHiF
bootstrap.server XiE HIEREERN Kafka {CER, Hi4n -

bootstrap.servers=kafka0.my-domain.com:9092,kafkal.my-
domain.com:9092,kafka2.my-domain.com:9092

2. ERAREXHED Kafka HEHHEE— 1M HS M ERBREE,

su - kafka

/opt/kafka/bin/connect-standalone.sh /opt/kafka/config/connect-standalone.properties
connector1.properties

[connector2.properties ...]

3. BF Kafka Connect BB IEEIZTT.

I jemd | grep ConnectStandalone

8.2. EnHAEN A KAFKA CONNECT

ENHER B, Kafka Connect #E5 worker #HI25EEE21T, =4 worker TEHL AT m L3217, &
23 0 LE SR BT worker L5217, MMmiRE o BREMAEEN. EESEH worker X, ©f#EE
ik, Lok THEHBERENEESBETMALS EN REER—T = a1,

8.2.1. ENH NN FEIE Kafka 1%

BESHAER TEE Kafka Connect, i&%aE config/connect-distributed.properties Bd&X#4. LT
TR REEN,
bootstrap.servers

FAYE Kafka B9 bootstrap 70 Kafka {CER 5K, HI40 : kafka0.my-
domain.com:9092,kafka1l.my-domain.com:9092,kafka2.my-domain.com:9092,

key.converter
RAFRER B Kafka iAKK, #lM, org.apache.kafka.connect.json.JsonConverter.

value.converter

78



25 8 Z 7£ KAFKA CONNECT hfEF§ APACHE KAFKA i STREAMS

RTHB AR BEEHT Kafka BABIK. HI

m, org.apache.kafka.connect.json.JsonConverter.
group.id
273 Kafka Connect SEBFI AR, XWAIEM—H, BFRSH—HEEH 1D AR, BAEN

connect-cluster,
config.storage.topic

AFFi#EFESRREMN Kafka £, BRIA{H)7 connect-configs.
offset.storage.topic

AFHFi#ERBH Kafka 8, BIAEDN connect-offset,
status.storage.topic

AT worker 77 SR AM Kafka 8, BKiAHN connect-status.

Apache Kafka i Streams ZE2 /R T a1 Kafka Connect BRflECE X4 - 1554 Streams for
Apache Kafka 2% B & #1# config/connect-distributed.properties,

S A bootstrap HilHTH B Kafka KEEME FimiFiE, BAECEXLER, H(ALL producer.
=% consumer. AIZERIPRME Kafka producer Hl{s & B i& 1L,

8.2.2. TN Hm A ED 21T Kafka Connect

EHo%HAERR Tz1T Kafka Connect,

SERFEH
o FNIEH ELET Apache Kafka M7, HECEXHAIA,

IBTERET

1. 4i#ATA Kafka Connect worker 77 522_E#J /opt/kafka/config/connect-distributed.properties
Kafka Connect B¢ & XX #4.

e i%i& bootstrap.server LT IS M Kafka {CEE,
e %@ group.id £,

e i%i& config.storage.topic £,

o %@ offset.storage.topic £,

e %@ status.storage.topic £,
B -

bootstrap.servers=kafka0.my-domain.com:9092,kafkal.my-
domain.com:9092,kafka2.my-domain.com:9092
group.id=my-group-id
config.storage.topic=my-group-id-configs
offset.storage.topic=my-group-id-offsets
status.storage.topic=my-group-id-status

2. {@fAA Kafka Connect 7 s LA /opt/kafka/config/connect-distributed.properties Bt i& X4
Jash Kafka Connect worker,
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su - kafka
I /opt/kafka/bin/connect-distributed.sh /opt/kafka/config/connect-distributed.properties

3. Wik Kafka Connect & IETEIZ 1T,
I jemd | grep ConnectDistributed

4. {#f Kafka Connect REST API &1 5185,

3. EEEES

Kafka Connect REST API {2t FE IR, SHAMRERESRNmS, K AaILUEH API KREFESS
FRAFERABZ LTI, Y@ AP GIEERERN, o LURAHFERNEEIFEE N AP ARK
—&0.

EA R AR MAE SR S, BEHITa08 JAR X, Hepa &t Kafka Connect API SEHE
FHERNE, BRFE classpath RiEEREM, HIFHZARME Kafka Connect BiEHEERES, LUEES
S a TR .

PR T {1 Kafka Connect REST API S{f{ Sk B ERERN, el LATEM I §i29T Kafka Connect
RHE AR SR IEESREE, BEMIIX—=, EaLIfE/55) Kafka Connect worker #H2H {5 EEHE
XHNME. BEXHN S FERNEE S, SiEFERE. BENARES, UREMAMENSHE
WAL I%E.

8.3.1. fR&I%} Kafka Connect API ByiJj]1]

Kafka Connect REST API Al LI 45d B UEMIA P im], FFAER = URL, HbhaiFEH /1P it
MmOS, OS5 Kafka Connect API B9U5RIRREIA RIS A, LIBhIEREBIIEEREEN L LN
%0

NiRELeM, FHITEIUH Kafka Connect API BB BLL FEH: -

o (Kafka 3.4 B & R4 ) org.apache.kafka.disallowed.login.modules, ¥% | THRARLME
SRR

e connector.client.config.override.policy i%& 7 NONE, LABhiLE#aREcEE % Kafka
Connect Bdi& R H A AEMHIES

8.3.2. ELE %4

fEF Kafka Connect REST API skEtESC e il e, BRI ERR LA, EMIIskomAEA A
Kafka Connect i, #EaJLU{# A REST API, fEitsr&Xrh{§f Kafka Connect i, EalL{EARBHT
{4:0

8.3.2.1. {81 Kafka Connect REST AP| &3S

{1 Kafka Connect REST API K}, #RaILL@ i M Kafka Connect REST API &2 PUT 2 POST HTTP
RO ERES, EERKEXHIgEFERE S,

R

/M PUT sa i, ©RAEMERNGSREHMEIERES.
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REST O EKiAirER O 8083, FH LA TS :

GET /connectors
BEIIA FEEEZRSIER.
POST /connectors
RIS, HRIESUWAIR T A ERERECIER JSON MR,
GET /connectors/<connector_name>
KA XREFEENER.
GET /connectors/<connector_name>/config
IRERF e R RS &,
PUT /connectors/<connector_names/config
BRSNS,
GET /connectors/<connector_name>/status
IRAVR E R AR
GET /connectors/<connector_names/tasks
IRAVR E BRI S5 TR
GET /connectors/<connector_names/tasks/<task_id>/status
R EEERNESRE
PUT /connectors/<connector_name>/pause
TR kEmMEES. FESRELEABEMER.

PUT /connectors/<connector_names/stop

ﬁtLﬁ%ﬁ&E_ﬁﬁﬁ%o FESNFEIEAEERER, MaiTEIbFEESRTRREES K EZ1T,
IE/\E{';

PUT /connectors/<connector_name>/resume
S HIFHERESR.
POST /connectors/<connector_names/restart
MPEEBEY, HEEE.
POST /connectors/<connector_names/tasks/<task_id>/restart
BERENES.
DELETE /connectors/<connector_name>
U[ZSES 2
GET /connectors/<connector_name>/topics
IRARF B R AR B 1,
PUT /connectors/<connector_names/topics/reset
R EFESE TR —HEKNEY,
GET /connectors/<connector_names/offsets
REUE RN MRl R 2.
DELETE /connectors/<connector_name>/offsets
NEEREERE, LEERVILTEEIERE
PATCH /connectors/<connector_names/offsets
FEESBAE ER Bt (ERERKMEBREMY) , ZEESVILTFefIERE.

GET /connector-plugins
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IRENAT A RPN Be SR iR SR

GET /connector-plugins/<connector_plugin_type>/config
KA SRR AACE,

PUT /connector-plugins/<connector_type>/config/validate
ESANRES 2]

8.3.2.2. B EREERE

ERE Kafka Connect EH:E:, R ERERNIBEWIEESNEE TS, AN AETUMELX—:= :
W1t Kafka Connect REST API, i JSON 1ZtEciE, =EABRMXHkE L REREY. ShrEslRe
Bo AN ERELAT e sEEmMAR, EXHiAEEBREIEEVNERENRELE,

LR RS R F A RS -

name
TEERNAT, S Y81 Kafka Connect SEHIrh A Zi 2 HE—Y,
connector.class
YRR IRMEM, HIt, org.apache.kafka.connect.file.FileStreamSinkConnector,
tasks.max

EEERSTLUEANRAESHE, ES5TLEESHTIITII. SRSTERMIBLIEEED
B9EESS,

key.converter

ATFREE R FARY N Kafka iXME, X2ES Kafka Connect BB BIXBEMERIAE. B
m, org.apache.kafka.connect.json.JsonConverter.

value.converter

AFEER AN EEENN Kafka 8K, XEES Kafka Connect BeE X BEMEIAEH. Bl
m, org.apache.kafka.connect.json.JsonConverter.

WL D N R AR BB L Tk iz — -

topics

ESSRMESTIER, BEmA.
topics.regex

BERAR Java IEENIFRIAR,

BXAAHMES, #HS5H Apache Kafka R EREY.

Apache Kafka i Streams #£ Apache Kafka &2 H3%M Streams R E S RHFEREE
X config/connect-file-sink.properties #l config/connect-file-source.properties,

Hith BHR

e Kafka Connect REST API OpenAPI 3X#4

8.3.3. {#F Kafka Connect API |32 1535

{1 Kafka Connect REST API fl|&# M F Kafka Connect B9i% 185,
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FRFM

e Kafka Connect 223,

it
1. EREESREELE S JSON B ME, Him :

{

"name": "my-connector”,
conflg" {
"connector.class":
"tasks.max": "1",
"topics": "my-topic-1,my-topic-2",
"file": "/tmp/output-file.txt"

}

}

org.apache.kafka.connect.file.FileStreamSinkConnector",

2. K3 POST i&E3KE| <KafkaConnectAddress>:8083/connectors, LAGIEERESR. LU TRAIEA
curl :

curl -X POST -H "Content-Type: application/json" --data @sink-connector.json
http://connect0.my-domain.com:8083/connectors

3. @it [ < KafkaConnectAddress > :8083/connectors &% GET 5 R ER I FERETERE,
LLIFRGIEA curl -

I curl http://connect0.my-domain.com:8083/connectors

8.3.4. {1 Kafka Connect API flfRiEiEZS

{1/ Kafka Connect REST API M Kafka Connect HfiHii8EE: 25,

FRFH

e Kafka Connect 223,

THIBRE Re2s

1. M@t M <KafkaConnectAddress>:8083/connectors/<ConnectorNames % 3% GET i 3k 345 1F
HESRESELE. UWTRAIER- curl -

I curl http://connect0.my-domain.com:8083/connectors

2. EfipRiERESS, 15X % DELETE i& K2l < KafkaConnectAddress& gt; :8083/connectors, LT
Pl curl :

I curl -X DELETE http://connect0.my-domain.com:8083/connectors/my-connector

3. @it [ < KafkaConnectAddress > :8083/connectors & % GET i K ER IR E T M.
LLIFRGIEA curl -

I curl http://connect0.my-domain.com:8083/connectors
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8.3.5. iNINEHesstat
Kafka IRELRBIERS, FAEFAFESNER, LUTEESERHISIEE Apache Kafka B9 Streams H :

FileStreamSink
M Kafka FHZIEIE, FHHBUESA—1 X4,
FileStreamSource

M EEEE,  FHSBUE A %3 Kafka .
X NEEES# G S 1E libs/connect-file-<kafka_versions.redhat-<build>.jar #H{E .

ZF{H A Kafka Connect B RegRIAM, ETLUGHZAMEI classpath A, ZHHTE Kafka Connect Btk
XHhiEERGRE, FREFERRGIE,

£ classpath HiEERPIFERESS

CLASSPATH=/opt/kafka/libs/connect-file-<kafka_version>.redhat-<build>.jar
opt/kafka/bin/connect-distributed.sh

WEREEE
I plugin.path=/opt/kafka/connector-plugins,/opt/connectors

plugin.path E2& LW Al LB & LLE S5 2 FRibig R FlZ.
MPEE, HWoLIHRNE S EESREN. Kafka Connect EEFINHERIFZTEESRIAM.

% "
A LEF A RNER TE1T Kafka Connect I, Fife worker 11 s EEB AR B4,
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F 9 = [FHW A MIRRORMAKER 2 89 APACHE KAFKA B
STREAMS

&M MirrorMaker 2 ER PN HZ N EEK Kafka £ RIS REEE, FHEBEDO A SHEBEE.

ER/E MirrorMaker 2, E4aH config/connect-mirror-maker.properties BEdiE X . MEFE, Ealld
A MirrorMaker 2[5 i 2 H EER.

HEAERFR
EOLUARREULGEREER. MBESER, WEH LEXERFE.

ﬂr

MirrorMaker 2 BH 2 BilRAH MirrorMaker A2 MThaE, B2, EalLUT
MirrorMaker 2 B & N FIHERR,

9.1. e & £ 5/ ENHE DN/ MHINER
&0 LATE E 5 #5035/ E 5 R B P MirrorMaker 2,
5/ XK HECE
FP/EYREER N EERNASHEBIE. NARFAILERE 5. SOEHESTLURMEE

BOBURE, XH, EFLEFRRHEAERERNEE. RICEREHENNERPERER, 6
FENEAERETRERRS HRER.

X5/ B REHRCE
F/HEERA TR NRIESE ISR, BRHFREEFIIRS, EHIRSIKRIU,
BT LU SRR T BUR RS

FHIRZERIR, EREHERECEERERER. 810 BIrB8EEE—1 MirrorMaker 2 &£,

9.1.1. MEEHI (Ez1/E))
MirrorMaker 2 R E5l/ T )F A EH NN EE Hl,

BIERHEH source Hlremote THMBI SR FIHMEHNEBIE. HTR—TEFHESIEMH D, Hit
XM MirrorMaker 2 A& &, URKEER., RGEHNAIREHE I EAFFEIH.

85


https://docs.redhat.com/en/documentation/red_hat_streams_for_apache_kafka/2.7/html-single/kafka_configuration_tuning/index#con-high-volume-config-properties-str

Red Hat Streams for Apache Kafka 2.7 LA KRaft &2\ RHEL _E{# [ Streams for Apache Kafka

Kol XHERE

Source topics Remote topics
| Data Source 1 Data Source 2 |
Cluster1 Cluster 2
Broker Broker
—> Topic-1.Partition-1 — P | Kafka > Cluster-1-Topic-1.Partition-1
MirrorMaker
—> Topic-1.Partition-2 e ——»  Cluster-1-Topic-1.Partition-2
Cluster-2-Topic-1.Partition-1 4— Kafka +“— Topic-1.Partition-1 <+—
MirrorMaker
Cluster-2-Topic-1.Partition-2 ~ €4—— “— Topic-1.Partition-2 “—

B PRCRGERR, TEARARERENZER.

ERESEBERANEMN, @i ZZFHH SRNBLSIEERM, HEETLUTHE -SSR
BirEd, mETHEENREEE,

90.1.2. BmEHl (EBh/#5h)

MirrorMaker 2 R ¥ F5/ #s)FHBREHRRN RS H,

B LUMER 5 #/EHFRERSHHFBIEIBR T —IEMH, EXFERT, BURFFLE8E
i RmEEE,

& eI LLETT §¥ IdentityReplicationPolicy AmiNEREESREERESAIERA. NAKEER, IR
REHERER AT,

9.2. fici& MIRRORMAKER 2 £ 25
¥ MirrorMaker 2 SR ECE AF %R0 Kaftka EE~Z AINBIERES NN ERES,
MirrorMaker 2 LA FEESR AR -

MirrorSourceConnector

BEEESZNEIMNERHSRRBINER. B80S H ACL, HRE MirrorCheckpointConnector ¥ &g
BITRRA R,
MirrorCheckpointConnector
checkpoint ##E SRS EHRERREE. MREH, eXAERMBIRER MRS EREARS.
MirrorHeartbeatConnector

heartbeat 2 E G E IR B Fr LR & B MR,
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Taitd T ERENUREERE ERA T RS,

X 9.1. MirrorMaker 2 FESBEBEBY

sourceConnector checkpointConne heartbeatConnec

ctor tor

admin.timeout.ms

EIRESSH0EEI, MR G, FBA
€77 60000 (1 53%).

replication.policy.class
ELEFRRE M B ERIERE. BiIAH
org.apache.kafka.connect.mirror
.DefaultReplicationPolicy.

replication.policy.separator

EBIRE TR T e AN R,
HINBERT, 2BRFARXENR(). 2B
RBECEICERT
DefaultReplicationPolicy £ #5#
XK, BFELERETA

5. IdentityReplicationPolicy 2
TMERAEMY, RNEHSREBERAS
ﬂ‘o

consumer.poll.timeout.ms

FiRER AN . BINED 1000 (1
*g\)o

offset-syncs.topic.location

offset-syncs THIKINHIE, ALR IR
(B0L) = BIr&REE.

topic.filter.class
EHFEEEHE MM EILESR. BIA
|
org.apache.kafka.connect.mirror
.DefaultTopicFilter,

config.property.filter.class
AFEFEES I R E B R
HiEgR. BUAH
org.apache.kafka.connect.mirror
.DefaultConfigPropertyFilter.
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sourceConnector checkpointConne heartbeatConnec

ctor tor

config.properties.exclude

FMEFNEARERSE. XFLUES
AIREEM IR ENZRA,

offset.lag.max

KRS TS XA, &ALTF (TR
F) m%iwE. RIAED 100,

offset-syncs.topic.replication.factor

mEB offset-syncs £ UM E HIH R,
FIMEH 3,

refresh.topics.enabled

[ERREREUMD K, BRIl
true,

refresh.topics.interval.seconds
T HRIFBISE, BRi1LJy 600 (10 4
B, BINBRT, RERERFTH
FHE 10 2T R, &R LLET
ERERESREE RN
refresh.topics.interval.seconds

replication.factor

HMEIMNEFRR MAED 2,

sync.topic.acls.enabled

FERMEBEERES ACL, BHiLH
true. MEFZEER, 1EHSH
£ 9577 "ACL i@ L,

sync.topic.acls.interval.seconds

ACL B& 89z, EKikH 600 (10 2
B

sync.topic.configs.enabled

FRMRERRS THEE, SN
true,

88



% 9 = {1778 MIRRORMAKER 2 B APACHE KAFKA B STREAMS

sourceConnector checkpointConne heartbeatConnec

ctor tor

sync.topic.configs.interval.seconds
FHBCER S HMIE, BRiL 600 (10 2

B,
v
checkpoints.topic.replication.factor
R RER THNSHIRR, RIAE
ﬂg 30
v
emit.checkpoints.enabled
FERfERERBRS EBirSeR, R
INH true,
v
emit.checkpoints.interval.seconds
SHRE RS RS BIIE, BIAED 60
(1 238,
v
group.filter.class
i EdR, LUARESHRETRESA,
LN
org.apache.kafka.connect.mirror
.DefaultGroupFilter,
v
refresh.groups.enabled
R AR ERBETEEH, BIAH
true,
v
refresh.groups.interval.seconds
SHIREHRIFTEISIE, #0600 (10
2.
v
sync.group.offsets.enabled
[E AR E A RS AL BB inkEs
__consumer_offsets T, Bl
false.
v

sync.group.offsets.interval.seconds

HEELARERSBER, RIMED
60 (1 %),
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Bt sourceConnector checkpointConne heartbeatConnec
ctor tor

emit.heartbeats.enabled

EEERPERERRE, BN
true.

emit.heartbeats.interval.seconds

HEERENE, BT (18),

heartbeats.topic.replication.factor

RER DBk FHMERIER. RIAER
30

9.2.1. BCUHE T BERB T IMAIE
MirrorMaker 2 f& F PIEB 3 iR ERH Tt H H R

offset-syncs F73
offset-syncs FHi5t S il S BUEHEHN Birw.
checkpoints I/
checkpoints M HREH B irsE B BN EREHPEFN T KNRERZEEE.

BN Ee1# MirrorMaker 2 RERER, FRLERRBERESXEFHIZH,

MirrorCheckpointConnector AR IRER 4 i £/ Z %%, checkpoints T Fil{E#E1d Ao & AT ScifiEm
(BRI TERER. XA EER S F MR 58 L E R AL E e 2k & E 1,

offset-syncs FHMNIE 2 REEE, EoILU#E offset-syncs.topic.location FEERACEFHESN B
R, BRENSSZEINERATIL/BUiR. FHABIREREN offset-syncs THMAIE, His
A LA MirrorMaker 2, BIMEIE REXHRERHELVI AR,

9.2.2. AF B EHRYS

__consumer_offsets FHFHEENMHREHMRZERER. WBRY REHIFREFIETTEHNME
AEREBEBIEEHNERAERBED,

RERSE Iy HoPEPRIAER. MREDEREH, HRENARF LB (standby)5k
B, FHFMEE—NMEHNmEBALEIRI,

EEAIERBRYS, EEiTH sync.group.offsets.enabled ZMNEIREE sEESKERERRAY, 3+
FEMEE N true. RIAERTEARY,

ERFHEZRh{EH IdentityReplicationPolicy I, it A iRk EPHTRE. XHFaIHEN
IERE SN AGGRNETRE RS,

HRERB OGN BinsR P RBURRETIE A RS, MPEEREAMTBERD, WL ENTES,
#:&[E UNKNOWN_MEMBER_ID %&i%,
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MREA, NREBAMERHRY RE., Eabhad ERE F R E RN
sync.group.offsets.interval.seconds #1emit.checkpoints.interval.seconds EHUiE, EBHiEER
FHBREHRBOIE, URANERERERALAEZREREIE, XHNMEENEIAME) 608, EEaTLUE
FA refresh.groups.interval.seconds BB EFH R EANE, ZBEHRIAE 10 984T,

MFRSETHE, HIHERENRIEHNERRBTERSH—EHRES,

MREFHEA Java WEMN HER, EAL{EH RemoteClusterUtils.java T &t M A
B4R, SLRARRFEM checkpoints T EKHCE T & HMLE RS,

A

9.2.3. ;RE(HH heartbeat 1% 23 B [A]

heartbeat #2334 HOBERIC IR B IR Kafka £ Z FIMERE, W5 OBk THMEEHEH, XELk
& heartbeat FEESRUITERETIRER, heartbeat THAI FBIER L, ERAFEHITUTERE :

o HHICEMPFEERBIBNMAIRER

o KHFE G IRENEFREMIR
XEBTFHEABRF2ANEMERT EEREFEIL. 55 heartbeat iF 2R 2 M 1E Kafka £ 2 HINE
GHABMNEMENTIER, BHFELERFTEERAE, flN, NRENBEEGEMEERKVE T, Kol

ESEMARTEHESHEM LT BB G IR, MEERERHEH heartbeat FESR, REM
MirrorMaker 2 Bd B AT,

9.2.4. %57 MirrorMaker 2 ‘123 MEE

FHAIR MirrorMaker 2 FESRIEE TF, ERRESESZARFE —BEEEEBRE, B4Rk, HHR
LFEHEmAZEANFESRTPEAHEBINE -

e replication.policy.class

e replication.policy.separator
o offset-syncs.topic.location
® topic.filter.class

i, source. K m# heartbeat EEE23M replication.policy.class FI{E iR, FRPCHISkERKH
BRERSBEESHSERRS HIRE, HitsIEAR—ZEFRFMAEHEXEEREE,

O.3. EESRENREIEERE

MirrorMaker 2 ZEERERAASPEEHNHETE, NRFTE, EoliEXEHEENHETERESIIA
B,

5
4B HAEREREIETEURT MirrorMaker 2 B5EHE, F ol sERaR B,

S ENEREREERA TRaEEESS. &1 config/connect-mirror-maker.properties 3 #4h5 EEd
B
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FHEM AU THRABSHIEEETENEMEIARLE :
® <source_cluster_names.consumer.<property>
® <source_cluster_names.producer.<property>
® <target _cluster_names.consumer.<property>
® <larget cluster_names.producer.<property>

UFRAERT MARERFENETE, RENFAEESRETEY, BAEkERENSRE Sk
X,

e blfFE HE T AR E A

clusters=cluster-1,cluster-2

# ...
cluster-1.consumer.fetch.max.bytes=52428800
cluster-2.producer.batch.size=327680
cluster-2.producer.linger.ms=100
cluster-2.producer.request.timeout.ms=30000

9.4. EERAESFE

e 3R OIR 1 FE1E Kafka P EIBUBIOE S, SANERBM— RS MISUE, SIIDHRETESN
—4 worker pod 1, EZHARD KKFASARMNRELNRB, RIMESBUR T LIZEBIARAIEREN
%0

£5H1T21T7. 5 worker PE— PN HNZENES. BENMESH—A worker pod 4B, AWERFTEZN
worker pod Bt f£55. MBEZNMES, worker B L MES.

& eI LA tasks.max BHEIEE MirrorMaker EEFRMR K EERTSHE. EFEERAESHEEN
FRT, BRAKBERAMES,

heartbeat ZEERIBXFEAAIMES.

NIRRT EER O TINES R E R KA 8T SBH tasks.max BI{E 2 FIMBAEE, X FiRiFEEss,
AEENEAESHEMNBRERESHNEIN DX, HTFREREES, TN AESBEEMNEERS
HEMNETEYH, EXBRZESHEN, HFZESXBENHIRNEL KR,

MRERZRI SRR, BNESBRETURSEHEMER, FiN, FMESESTERIEEXRE
2 K SOE T AN R R A B AT ],

MirrorMaker %3238 tasks.max BECi&

clusters=cluster-1,cluster-2
#...
tasks.max = 10

EIAERT, MirrorMaker 2 810 S EFETRE ., ErILLFZ refresh.groups.interval.seconds
BCELLEUUIER, EHEREENENND, BEMENRE TR REIERK i &,

9.5. ACL #iLl|[E %
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MR {EMA AclAuthorizer, TIEIRXACERD;RIBRE ACL MNIthEAF 8, SEIURIEEA el
EINEHIEEIRR,

' OAuth 2.0 BHIA 3 LU Fh 5 X i )52 3 5,

9.6. 7T & A, 24T MIRRORMAKER 2

{8 MirrorMaker 2 @13 BdER Y Kafka £ RINEUR, WRESERTNAEENZ2TEANAT =
MirrorMaker 2 568, L4 E{$H Kafka Connect worker 17 27t Kafka SE£ 0] & 3R,

WA LES HRAER FIZ21T MirrorMaker 2, MirrorMaker 2 £ BRI HRER B IEE
B217. 2175 H MirrorMaker 58, &I RTE Kafka Connect £#hEdE,
I, XA FEEEIN Kafka Connect 8. i21T4i9ME 3R F(EH RESTAPI, MIFE%

£8, 13 Apache Kafka 344,

i

ECE IR RE :

B Kafka £8F

BIERHINERER, 88 TLS H%IE

EHFEMAR
o RHIIKREF

o topic BFEE

SHEE

R mRERFIFR

IR T mehd i EE S P O ECE S SEH MirrorMaker 2, RBRTEREA MirrorMaker BIA ST
wiEEEN LR,

EREEEEMNEEREHNETHETEEH, SEULUEERMBIARENERT, RAREEESHNE
BHEREL,

HEUTRAP, HETTENETEH RTMER1EHR 2,
SHIFE X EHE T EHN R ERA

clusters=cluster-1,cluster-2
cluster-1->cluster-2.topics = topic-1, topic-2
cluster-1->cluster-2.groups = group-1, group-2

EU LR A FRIRIFERENTAR, BAERT, MRERTEIEEY, NEEH A TEHHET
HH, ZLAILUEERA RCU FHENRAXERMAETINEREH, B2, FAREEETERETH
ACETREY, DBRERHPERTLENTIN 71,

FHGED
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./config/connect-mirror-maker.properties 2t 7 R~AIACE B4

SERFEH
o EANFEH LEZLET Apache Kafka 895, BECEXHAIMA,

ff

L=

S

94

. EXFHGESZPIT RGBS, SHUBE—IFH, HaBEzxXHEEas s BEEEURST
A Kafka EHHE HIHRE.
LUTFRHIER TIF RN ERMRSE, BD cluster-1 cluster-2 WA, AR ET EHBEM
E%O

MirrorMaker 2 Edi& 3~

o0 09

clusters=cluster-1,cluster-2 ﬂ

cluster-1.bootstrap.servers=<cluster_namex>-kafka-bootstrap-<project_name_one>:443

cluster-1.security.protocol=SSL G
cluster-1.ssl.truststore.password=<truststore_name>
cluster-1.ssl.truststore.location=<path_to_truststore>/truststore.cluster-1.jks_
cluster-1.ssl.keystore.password=<keystore_name>
cluster-1.ssl.keystore.location=<path_to_keystore>/user.cluster-1.p12

c!auster-z.bootstrap.servers=<cluster_name>-kafka-bootstrap-<project_name_two> 1443
cluster-2.security.protocol=SSL 9
cluster-2.ssl.truststore.password=<truststore_name>
cluster-2.ssl.truststore.location=<path_to_truststore>/truststore.cluster-2.jks_
cluster-2.ssl.keystore.password=<keystore_name>
cluster-2.ssl.keystore.location=<path_to_keystore>/user.cluster-2.p12

cluster-1->cluster-2.enabled=true
cluster-2->cluster-1.enabled=true
cluster-1->cluster-2.topics=.* G
cluster-2->cluster-1.topics=topic-1, topic-2 Q
cluster-1->cluster-2.groups=.*
cluster-2->cluster-1.groups=group-1, group-2 m

replication.policy.separator=-
sync.topic.acls.enabled=false

refresh.topics.interval.seconds=60 @
refresh.groups.interval.seconds=60 @

81 Kafka SERHEREE A E A& kAR,

{$i/ bootstrap address Hliia [ 443 AT cluster-1 BEEE R, FMEEESMGERAEO 443
B A OpenShift Routes B Kafka,

ssl. BHEE X cluster-1H TLS Edi&,
cluster-2 KiFEEE R,
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ssl. BY¥E Y cluster-2 B9 TLS ECi&,
M cluster-1 [ IS BT cluster-2,
M cluster-2 ]G FAE HI55 % cluster-1,

B M cluster-1 EHlIE cluster-2, IRFEEREFIEEMNEDL, checkpoint iR
HiEE XN ER.

FHRFE XM cluster-2 EHIF cluster-1,

SRAHEREUM cluster-1 8518 cluster-2, checkpoint E#3RE FlisEMHE AL
FHREEHTRE LM cluster-2 EHIF cluster-1,

EXATESZLETINIRER.

JBAE, ACLENARIRYS EE. EiMED false,

KA EHEE, REZRSHREG,

9090000 99009

RAEZRSIHFETEH R,

2. OPTION : MIRFTE, HEHRM— MR EESLETINAIER S, XTI ARERNS
REMn&, MmERPEERBAT.
el k% iE A F 5/ S BUETER.

I replication.policy.class=org.apache.kafka.connect.mirror.ldentityReplicationPolicy

3. OPTION : MRERAF HHHEA R, EHHMEERSHANERRYS -

refresh.groups.interval.seconds=60
sync.group.offsets.enabled=true ﬂ
sync.group.offsets.interval.seconds=60 9
emit.checkpoints.interval.seconds=60 e

ﬂ RATRFZEREHARBNOTERE, XN TFEEX/BEIRETREFERR. RAFER
Iﬂ;?O

Q MPEAT EAEARENRY, EALUHERSHE,
g HERERBRIRNME, MREENR T REASHHE, SR EREXERERMN
$0
4. EBWERPEE) Kafka :

/opt/kafka/bin/kafka-server-start.sh -daemon \
/opt/kafka/config/kraft/server.properties

5. {FAESERM XA E LNERE BB S HI5kIE/S3) MirrorMaker :

/opt/kafka/bin/connect-mirror-maker.sh \
/opt/kafka/config/connect-mirror-maker.properties
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MirrorMaker & 2 % B EEE,

6. X FENBIRERY, RIEFHEEHEH -

I /opt/kafka/bin/kafka-topics.sh --bootstrap-server <broker_host>:<port> --list

9.7. (2%H) EIB&EAH{EFH MIRRORMAKER 2
XA Bd 7 M4 FF MirrorMaker 2 BdiE N EIHERREA T, IBERZFZAiMAE MirrorMaker,

MirrorMaker {IZ /opt/kafka/bin/kafka-mirror-maker.sh a LL{E|HEES 5217 MirrorMaker 2,

BF

Kafka MirrorMaker 1 (#3258 MirrorMaker) B4E Apache Kafka 3.0.0 h¥H,
FHIF1E Apache Kafka 4.0.0 FfifR, EHit, Kafka MirrorMaker 1#8E24E Apache Kafka
B Streams hFM., %{EM Apache Kafka 4.0.0 if, Kafka MirrorMaker 1M Apache
Kafka i Streams HflflBR. #E &, 1 MirrorMaker 2 5 IdentityReplicationPolicy #&
BcfER.

FERFH
REEYEIS MirrorMaker IBRAEEERANEMEXH.

e /opt/kafka/config/consumer.properties

e /opt/kafka/config/producer.properties

it =3
1. %i%8 MirrorMaker consumer.properties #l producer.properties 3, A% MirrorMaker 2
IhEE,
fign -

replication.policy.class=org.apache.kafka.mirror.LegacyReplicationPolicy 0

refresh.topics.enabled=false 9
refresh.groups.enabled=false
emit.checkpoints.enabled=false
emit.heartbeats.enabled=false
sync.topic.configs.enabled=false
sync.topic.acls.enabled=false

ﬂ B Z Bl MirrorMaker kx4,
9 MirrorMaker 2 22 T hie, TIEREB £ 2L 08k X8

2. REREY, HEAEEZRIRAMN MirrorMaker & MR ST EE MirrorMaker :

su - kafka /opt/kafka/bin/kafka-mirror-maker.sh \
--consumer.config /opt/kafka/config/consumer.properties \
--producer.config /opt/kafka/config/producer.properties \
--num.streams=2
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consumer EBHIRHGREEH producer BHMAE, REBIRERRCE.
MirrorMaker FEE R 2 B X EE#.

3. EBEER DS Kafka :

su - kafka
I /opt/kafka/bin/kafka-server-start.sh -daemon /opt/kafka/config/kraft/server.properties

4. XFBIER, RIEFHREHES -

I /opt/kafka/bin/kafka-topics.sh --bootstrap-server <broker_host>:<port> --list
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$103= Jy KAFKA AR E A&l >

FEEREREPEEAE Kafka HEMBEILEE . LI LIshABEH Kafka fE, Kafka Connect #
MirrorMaker 2 B{SERZE 51,

BnBEEGER, MM INFO A% EI DEBUG, HBITFX Kafka £EEsHTHEHER. B2, B|iF4HNHE
A th e A AR B (e, FFEXELLS Wial i,
10.1. i2 & KAFKA BEid kBN

Kafka 2 Log4j IERFTHIRARILT. ANERT, BFICKEEHAUTEYESXHM
classpath =% config B H Y :

e Kafka M log4j.properties
e Kafka Connect 1 MirrorMaker 2 B connect-log4j.properties

MEEEHMIXIE, Elalﬂiiﬁ‘“ﬁiﬂtﬁ’\)‘(#qﬂﬂﬁlogq rootLogger H&IC K ECE, &l LAESGX
Wy H R BB, S e LUy EHAL B Rl kAL E B &L E I,

IETLUE A KAFKA_LOG4J_OPTS MR EREHHFICRKEM XM EMATR, ZXEHHAHNE
AR,

&2 Kafka T R M B EB MY HHIRFFALE

su - kafka

export KAFKA_LOG4J_OPTS="-Dlog4j.configuration=file:/my/path/to/log4j.properties™; \
/opt/kafka/bin/kafka-server-start.sh \

/opt/kafka/config/kraft/server.properties

&1 Kafka Connect ff A B EBHETH A FRHALE

su - kafka

export KAFKA_LOG4J_OPTS="-Dlog4j.configuration=file:/my/path/to/connect-
log4j.properties”; \

/opt/kafka/bin/connect-distributed.sh \
/opt/kafka/config/connect-distributed.properties

&3 MirrorMaker 2§ B H EBHESCH B FRHIALE

su - kafka

export KAFKA_LOG4J_OPTS="-Dlog4j.configuration=file:/my/path/to/connect-
log4j.properties”; \

/opt/kafka/bin/connect-mirror-maker.sh \
/opt/kafka/config/connect-mirror-maker.properties

10.2. 7 KAFKA REHFE LK BB X B EIL T 5

Kafka {AE HEICRASMEBHIRER KRS R, EaTNISERRERFRICRBNEFICK
%5, MEREDNRE,

AR LS B SC RSB EENHBRABRRILFL,
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FoREMH

o FANIEH ELET Apache Kafka M7, HECEXHAIA,

e Kafka IEfEia{T,
AR
1. BD¥eB katka A/ -

I su - kafka

2. f#M kafka-configs.sh TEFIHABHFFEREBHEICFTSS -

/opt/kafka/bin/kafka-configs.sh --bootstrap-server <broker_address> --describe --
entity-type broker-loggers --entity-name BROKER-ID

i, xHFEO -

/opt/kafka/bin/kafka-configs.sh --bootstrap-server localhost:9092 --describe --entity-
type broker-loggers --entity-name 0

XREEANBEICRERNBE KK - TRACE, DEBUG, INFO, WARN, ERROR, =X
FATAL,

fign -

#...
kafka.controller.ControllerChannelManager=INFO sensitive=false synonyms={}
kafka.log.Timelndex=INFO sensitive=false synonyms={}

3. BRI HESMEARICKRBMBAEL. 1 --alter fl--add-config £, FERAMNEISIF
SN AFILRBREZIEEES 2 RENTIE.

/opt/kafka/bin/kafka-configs.sh --bootstrap-server <broker_address> --alter --add-

config "LOGGER-ONE=NEW-LEVEL,LOGGER-TWO=NEW-LEVEL" --entity-type broker-
loggers --entity-name BROKER-ID

Fln, xHFREO -

/opt/kafka/bin/kafka-configs.sh --bootstrap-server localhost:9092 --alter --add-config
"kafka.controller.ControllerChannelManager=WARN,kafka.log.Timelndex=WARN" --
entity-type broker-loggers --entity-name 0

MRRTH, NLRE :
I Completed updating config for broker: 0.

EEREAEICRSS
& eI LL{$E A kafka-configs.sh TES—/1HZ M EAZFICKREENHBEIABKICEKI, #EH --alter
#1 --delete-config 15, FHEANSISFHEMTEARICRKIHEENAES O FHFIEK -
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/opt/kafka/bin/kafka-configs.sh --bootstrap-server localhost:9092 --alter --delete-config
"LOGGER-ONE,LOGGER-TWO" --entity-type broker-loggers --entity-name BROKER-ID

Heth BT
e Apache Kafka X#+ iy Ei KIEEE

10.3. I S E X KAFKA CONNECT #1 MIRRORMAKER 2 B9 H & 12582 5]
EANEIAE® Kafka Connect worker 2% MirrorMaker 2 E RN A ZICTRT, MEEERS,

f5F Kafka Connect API 2l worker 2% #23 H &l ka3 Imi B et B &9 Kafka Connect API 124t T
—4*> admin/loggers i s=RIKIEREH B FZIL K I, HEMH API B BELAIN, connect-
log4j.properties BB B X logger BBA RN, MRRE, BALLKARSREXHHPMAKILK
ZFoillo

ﬁ

FE

R gEES BRI TER BN E® MirrorMaker 2 WBRICFEZS. €A MirrorMaker
2 (355 A Kafka Connect REST API, HILEEBESA B,

Kafka Connect APl 9B G IRfEFEEER O 8083 k, AFHHERE. FaLlENEHARMELZ KIFRERE,
{3 admin.listeners ECi& /5 A TLS B{35%0IE,

admin i = S Ir 2 ECE 61

admin.listeners=https://localhost:8083
admin.listeners.https.ssl.truststore.location=/path/to/truststore.jks
admin.listeners.https.ssl.truststore.password=123456
admin.listeners.https.ssl.keystore.location=/path/to/keystore.jks
admin.listeners.https.ssl.keystore.password=123456

NEEAFLE adminim=anlH, BB iEEZAHEEZRAE,
2 admin in =G IFERFEERH

I admin.listeners=

SERFEH
o EANFEHN LEZLZET Apache Kafka 895, BECEXHAIMA,

e Kafka IEfEia{T,

e Kafka Connect & MirrorMaker 2 IEfEi21T.

1. tD¥eR kafka A/ :

I su - kafka
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%510 &= Jy KAFKA ‘A{fc@B B it

2. ¥:#& connect-log4j.properties X E2EM B &L XML a1 B &AICRK A -
$ cat /opt/kafka/config/connect-log4j.properties

# ..
log4j.rootLogger=INFO, stdout, connectAppender
# ..
log4j.logger.org.reflections=ERROR

£/ curl fp & Kafka Connect API 9 admin/loggers s I B =10k H 5 -

curl -s http://localhost:8083/admin/loggers/ | jq

{

"org.reflections": {
"level": "ERROR"
b
"root": {
"level": "INFO"
}
}

ja LL JSON ITH I, IR ETIr£ERorg Hlroot ZHIMAERER, URKEENTHRZH
BESG SRR,

MNRIELE Kafka Connect #1255 admin.listeners BSi&BSi& TLS (Transport Layer Security) &3
ZSUE, M loggers G mpitht 27 admin.listeners #5EME, M https, M
https://localhost:8083,

150w LUREVRE E B SiC X282 B iS40 -

curl -s
http://localhost:8083/admin/loggers/org.apache.kafka.connect.mirror.MirrorCheckpoint
Connector | jq

{
"level": "INFO"

}
3. EA PUT AEERAFICKENBAELRH -

curl -Ss -X PUT -H 'Content-Type: application/json’ -d '{"level": "TRACE"}
http://localhost:8083/admin/loggers/root

{
# ...

"org.reflections": {
"level": "TRACE"

2
"org.reflections.Reflections™: {
"level": "TRACE"

12

"root": {
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"level": "TRACE"
}
}

NREEHT root HERR, MENAERT root HEZUM ASEFN A S 2HHT,
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2 N ZE {§H KAFKA FARSHERA TSR

6 1 ZE 1 KAFKA s SECSHRA T B I E R &

BF

Kafka #SECHHRMH R 22— M EARTIE, BABUEIHEER L8 MRS5S F RN
(SLA) %F, BOisEr s, LA HEREIMEP S REMBR A6,
HERARTE T RE DY IR GO0 EDFFHE 97 @ AR RV R, RVFEEF LS EDNHH
RE$RB, BXRIEEATNIIREZFFEENESER, HEABATTIEE S RHERH,

{5 Kafka B A ABRHTE Kafka PR E LixBEEMH EMNEHERS, EalLLET 7E Kafka BBEX
RAINEME RS AEAIIZERSB, EelLUGEFR T REMNEMERD, UESKEBERERNE P in EBUER
il

BN ERERERE T EREF T RE, SRESHBREVFRENRERE mh. fm, S0y
Y& XE 40 MBps FTTHI{H. MERMNANHRIEEEMEZTT, WEl&ARHED 20 MBps HEH £,

T PO B PR BRI FNBEBR Rl 2 W] 795 Kafka W& A i%BRE, PR&EMTFAIA A2, E-EEHR

HIFIEERR Sz [FIZHiEi8, RBATPIEHEEHEEBTHEE, SEMATERSBUHIRE, R
R AT ERRS.

XFF JBOD &fi%, BREEHEFmAmME. MRAEEANA 1TB kA, HES N 11TB,
M—AEETRE R, H— RN NZE,

SERFEH
o BFANFEHN LZLZET Apache Kafka 8957, BEEXHAIMA,

AR
1. %% Kafka BeE RS
AP BoRT AR,

Kafka #SECHHR M BCE R A

#..
client.quota.callback.class=io.strimzi.kafka.quotas.StaticQuotaCallback ﬂ
client.quota.callback.static.produce=1000000 9
client.quota.callback.static.fetch=1000000 6
client.quota.callback.static.storage.soft=400000000000 ﬂ
client.quota.callback.static.storage.hard=500000000000 9

client.quota.callback.static.storage.check-interval=5 G
#..

hn#k Kafka Static Quota f&ft.
WEHEEFTEE. KTBIF 1 Mbps.
WEHREF TEE. ATBIF 1Mbps.

N REBERRS. EA5HIH 400 GB.

- -
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© EinxEEENERS, AHiH% 500 GB,
O SEFHEREAR (SEHERG) . AREIFN 5B, ETLUTHLEN 0 RRARE,

2. ERAERINEEXHEE) Kafka fCHE,

su - kafka
I /opt/kafka/bin/kafka-server-start.sh -daemon /opt/kafka/config/kraft/server.properties

3. Bk Kafka KRR B IEHEIRTT.

I jemd | grep Kafka
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B 12 & B A ERMCE R RERF

B 12 T B R BR ARy RERET

BT AIMAERY & Kafka 8, ATURSSHNOMEEMTEY, RINESAEXIBMTRAKER, TR
HUBEAXNTHENEBHFLEESER. efTbBIRHESRAIFN&0RZSRE. Bk, HEREEA
AR RNREAHD FRHFEFRENE. YAFHIITI R, SERhmSBIRER. Bl ERHPN
AAREREF2A2KX, SMENTREMAEREY, JURESRHNEGTLE,

N
cak

18I0 Kafka FTHHNEME, ETLUBMIZESNS KBE, XARTFEREPNFRNAE
AR 235k LE, MESNMMEZEERR (W011/0) BRHE, MRMES S5
EARBMELE, EXMERT, EREERHPRIMESRE,

21757 | Kafka R RN BRI RIRANERFPHRAERE. FTHEMNLHFERHERR
default.replication.factor fl min.insync.replicas % ERE, URATARKEBHNHE, fim, —1 52
H%N 3XTEINBTNMN D XE=REBZ RS, REERBEELNEE.

Bl A ECERH

default.replication.factor = 3
min.insync.replicas = 2

LIRS ERCERR, Kafka FREIEHFIESX. PUTIHIEFENZREREZMEM Cruise Control,
&Y BERSY5ET, A LI$EA Cruise Control B add-brokers #l remove-brokers &3,

o V& Kafka £#f)5, ¥ add-brokers &3, FUAREHINSXINEFBEFRMOLEGD,
o TE4EUK Kafka ££8a0, {#F remove-brokers Bix, 159 XaIA# L EM BRI,
p= )1

EEPAEER, EIEEEEEMNEHPMRMNEE pod. HRk, KEHBRIBEBMZSBF
M pod Fih.
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%5 13 = i CRUISE CONTROL # T EH T
Cruise Control 2 — AT A3t Kafka IREMFFRRS., MGEEBTEAE. BRIBHE XHERHIER
FERE, FRNNESRERR. 230N EEHM - Load Monitor, Anomaly Detector 1
Executor- AR ATFE w3 HK REST AP,

& wILU$E A Cruise Control XEH-F# Kafka %£8%. 7 Red Hat Enterprise Linux 1, Cruise Control
for Apache Kafka #F75 #1308 ziped X {ThRA R4,

Apache Kafka B REST API 332 #LLF Cruise Control Th :
o MIEEBIRERMIEH R,

o RIBMILIRIN, EJHFE Kafka £EE,

AL BHR
AL Birfd T MEFTECHNRER . fiM, BirugfaEz EaathshmEs
BlE, EmadkEEEHETENER. BirE O — M EERFEE . EALGET Cruise
Control MBERERMER IR, EARAESXEIFINEE. RNNAFRHANBEIR.
o I BIrEAUEREN, WA BRThIT.
o NTHEIMELRN, EJHRKER. MRKXFHRAAEBR, NaLLEE]l.

o FZHPIRM Cruise Control 4, Heh—EfiSiiE hEER. BIAERERPER
FEBR.

o ENAEART, RMIABHSEAER, EaisEEacrn—HEK LB
o AFR#MNBEIEEERTERFEMLFINEINBIRFE.
RABIRIL
BN HEEMNEF LE LN B IRAR. EalLUERMICERI, LAAIER A E R,
UREHTEHENLEER. B ELARINFHT . REETLUEEIESRIEAIRI. &
I LAEAARNERESIELAERETE.
Ea LLET LT API sz — & i KL AE B B
o /rebalance iR AT — N BB EH TEHEE.
o 7Y & Kafka SREENZARINCERSS, /add_broker i s B & 54,

o 4 Kafka £#, EMBRREBIIESH LN /remove_broker finsi,

B LGB R EE Y cHEieB Lt BiR. Apache Kafka BIIREL T Cruise Control BRBIE M4

13.1. CRUISE CONTROL 4H{&#1ThEE

Cruise Control @¥EMPNFEZEHH - Load Monitor. Anomaly Detector #l Executor- LB RAF&E Fim3
HH REST APl, Apache Kafka BY5E{#F REST API kX% #FLLF Cruise Control ZhEE :

o MIL{EBIRERMLILAE.
o RIBMILIRIN, EJHFE Kafka £,
R [A=E7R
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b Bintd 7 MEFEE SN E . HliN, BirasE2ERE e EE9ithshE e,
Ea BT EEEREA SN EBIR. Bire X h— M EBRK BN, &ErlLL@T Cruise Control #8E
EERNERR, EFrEEEAXERFNEE, KIAMARENBIR.

o [ Bir2TskcixEm, eIt FrERIhHTT,

o HNTRINMLLIRIN, EEHRHKBEIF. MEXRFHRAAEE, NaLlitdefl.

o FEHPFM Cruise Control kK, Hi—EHiEiRENEER. BRAERCRPERAEE
E*’iio

o KIUBERT, RiABIrSEEIHERE. EaIlisEEa c—HE B,
o AFRHMNEHR BERTAERREMIRIMEILAB IR FE.
fEABIRIL
e BREEMNEFEE LM E AR, BT ERMIERI, USRI ESR, UEE
FEENEER, BRI H1T i G, RREaILUEFER A IEAAIRI, ol AR5
HERESIRERXETE.
e e =M 2 —rhER I E AR,
o full RENAER, BfTeBEHMIME,
e add-brokers 2 B Kafka SEE RN EANER,
e remove-brokers 24i0H Kafka SEEFI A TR 2 RS AMEE K,

BREARZFHAM Cruise Control ZhaE, TIFEBARKEES. BH. HEBEIFURBERTEEHIRR.

Hth BHR

® Cruise Control 344

13.2. 7% CRUISE CONTROL

AT LAMELIEML Tk Cruise Control B9 ZIP XX# 4 . f&RILAM Apache Kafka ¥ FEDIER Streams
for Apache Kafka T & #Hhx4<H Red Hat Streams for Apache Kafka,

¥ =
1. MZLHEZ /1 1/ Mk F#; Red Hat Streams for Apache Kafka Cruise ControlJ#4# & kA,

2. fil& /opt/cruise-control B3k :

I sudo mkdir /opt/cruise-control

3. ¥ Cruise Control ZIP XN FIRINEIHF EH X :

I unzip amg-streams-<version>-cruise-control-bin.zip -d /opt/cruise-control

4. ¥ /opt/cruise-control BRI AEES N kafka FIF :

I sudo chown -R kafka:kafka /opt/cruise-control
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13.3. #fZ CRUISE CONTROL METRICS REPORTER

{EFF1E Cruise Control 8, #E714¥ Kafka KERACE J9{E FIR#LAY Cruise Control Metrics Reporter,
Metrics Reporter B3 {4+ H Apache Kafka ZZE T {48 Streams 124,

52T INER, Metrics Reporter R¥F4EFR4 %%l _ CruiseControlMetrics &, HpHE=/1Hz)f
B Iz —, Cruise Control X EIgPrR OB MEH T A SRR, FHitBEMRIEEI

SeRFH
o FAFHLLEZRET Apache Kafka B, BECESXHRIA,
o Ll kafka fi /" &3 & % Red Hat Enterprise Linux,

Az

X F Kafka EBFHPHBNME, —R—F:
1. {21k Kafka {CIE :

I /opt/kafka/bin/kafka-server-stop.sh

2. Y% Kafka BcERBHE X, LAACE Cruise Control Metrics Reporter,

a. ¥ CruiseControlMetricsReporter 27 1N%] metric.reporters BeE LT, FAEMREMIAE
BIE AR & 2o

I metric.reporters=com.linkedin.kafka.cruisecontrol.metricsreporter.CruiseControlMetricsRep
orter

b. AL TECERTHIE :

cruise.control.metrics.topic.auto.create=true
cruise.control.metrics.topic.num.partitions=1
cruise.control.metrics.topic.replication.factor=1

XEEETT S Cruise Control Metrics Reporter il _ CruiseControlMetrics /5, HH
ABIRREE N DELETE, MBFEZER, 1S Auto-created topics #l Log cleanup policy
for Cruise Control Metrics topic,

3. MRFBE, K& SSL,

a. £ Kafka BEBEEB S, @i XBHEXNE P inBcEREE, £ Cruise Control Metrics
Reporter fl Kafka {VI2Z [A|E2& SSL.

Metrics Reporter #3774 cruise.control.metrics.reporter BiZZMIFT A R E FHrERIESE
MECEREH. i : cruise.control.metrics.reporter.ssl.truststore.password,

b. 7E Cruise Control E32#k (/opt/cruise-control/config/cruisecontrol.properties )@t
WBEHEXNE A E B Kafka fAEH] Cruise Control fR%583 2 FIBCE SSL.
Cruise Control M Kafka H4%2& SSL B F i@k, HiEhXLEHATARA Cruise
Control IR55 235 F ' Hiso

4. &EJF Kafka {$H :

I /opt/kafka/bin/kafka-server-start.sh -daemon /opt/kafka/config/kraft/server.properties
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BEXREZTREHPESNRENIFESE, HS5E £ 3.6 T "PUUT Kafka KEHZ2EER"
5 MNEKHREBES S E1-5,

13.4. it B 3 /= 5/ CRUISE CONTROL

BCi& Cruise Control FMEM:, A5 A kafka-cruise-control-start.sh BIZ&J5 %/ Cruise Control IRSS
B, RSBIEETNEA Kafka ERMEINS L,

Cruise Control BN SBIIE=/1 8., MFEZEL, 56 ot 3EE,

SeREH
o Ll kafka FAf* B13& % Red Hat Enterprise Linux,

o B T3 T Cruise Control,

o fRBEBET Cruise Control Metrics Reporter,

1. 4&% Cruise Control BtE3X# (/opt/cruise-control/config/cruisecontrol.properties),

2. BEUTRAERED ERNEY :

# The Kafka cluster to control.
bootstrap.servers=localhost:9092 ﬂ

# The replication factor of Kafka metric sample store topic
sample.store.topic.replication.factor=2 g

# The configuration for the BrokerCapacityConfigFileResolver (supports JBOD, non-
JBOD, and heterogeneous CPU core capacities)
#capacity.config.file=config/capacity.json
#capacity.config.file=config/capacityCores.json
capacity.config.file=config/capacityJBOD.json

# The list of goals to optimize the Kafka cluster for with pre-computed proposals
default.goals={List of default optimization goals} ﬂ

# The list of supported goals
goals={list of main optimization goals} 6

# The list of supported hard goals
hard.goals={List of hard goals} G

# How often should the cached proposal be expired and recalculated if necessary
proposal.expiration.ms=60000 ﬂ

#Set failure detection to true
kafka.broker.failure.detection.enable=true 6

Q Kafka KEMENMEHEOS (B3 HERO 9092) ,
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9 Kafka I5trnBlEFEHEEENEHIRR, MREL AT = Kafka £8F1¥h Cruise Control,
HEEEHEEN 1. M FESUTE, HFEEMXEN 2L E,

MREFRXERATERFNEEX M., EAEMAT Kafka BERENXH. MJ/EZE
B, #HSH AERE,

FERAELREEA(FODN)MLLE S A RIMENA L BIrdIR, S EEMRABIR GESI
5) BRARALERTS ; MRBE, ETLGRMIMBRER. EZERIESH 1357
IR (ASETR 51

[ FQDN LUE S femEE ML BirFIR. E2HRATERMARNBBR, FRE
TIMFIERSHER, BEERIFESH 5 13.5 17 "L BIRER",

£/ FQDN LLES A RHERIRIR, EXEEREBIrEENEB ; MRRE, &q
Lm=MBERB iR, BZERIESH 5% 13.5 7 "HL B,

9@@ o o

RIE MERALAE B iR B ER LB BT Rl El R (L= N HAL) , MEEZER,
WS 5513.6 17 "IHbIR VU R,

@ Ja A Cruise Control 3 Kafka API k04 5,

3. Ja3h Cruise Control f[R553%5. BRIAER T, RSB EWRNO 9092 EiFsh ; (Aik) 15EF RN
Do

cd /opt/cruise-control/
./kafka-cruise-control-start.sh config/cruisecontrol.properties <port_number>

4. EIIF Cruise Control BB IETEIZ1T, 5 GET 15K & %EF Cruise Control BR55331) /state i
=

I curl -X GET 'http://<cc_host>:<cc_port>/kafkacruisecontrol/state’

Epipulfzd: S E S
TREXRT T Cruise Control BEIF HEIBIEBM=/1FEM, Cruise Control BEX ¥ HEIE % T 1F,
BA SR EN,

* 13.1. BB EE

BN ES BIEA IhHE
__CruiseControlMetrics Cruise ¥F Metrics Reporter FRRIRIAIEILE
Control EEEA Kafka R,
Metrics
Reporter
__KafkaCruiseControlPartitionMetricSamples  Sything FEEN 2 XAUREEN. ©I1H1E
Control TRRfIER & 2R 012,
__KafkaCruiseControlModelTrainingSamples  Sything =R T B2 Cluster Workload
Control Model BIFEFRIE AR,
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ERFREAIEBMNESh ZAEEESE, FEHRIRACE Cruise Control Metrics Reporter, #15E 13.3 77
"EBE Cruise Control Metrics Reporter” firah, HE&EHESERILUMER Cruise Control FTRRIICR, FBAIE
CIEETI,

Hith5R

® Cruise Control Metrics 8l H & E RS

13.5. {4t B iRttt

AL IR 21 Kafka EHhEF L M TEABMFTEAAERNRS, EEFEHTE Kafka £, Cruise
Control AL BRI ML

13.5.1. (LRI B bRl

Red Hat Enterprise Linux LM Apache Kafka 7t #¥F Cruise Control BIB XA RILBIr. X
BB CUEEREARERFHES]) 0T :

—_

BRI

2. BAREN—HEFMN RN TR

3. BFEE

4. BE  HEASTE. MBABEEE. MEHWEE
5. CPURE

6. BlES%

7. BERE% 5

8. WiES M : MAMAS L. MEABFERASH. MEHIKERS
9. MFFIEESD

10. FHEIAS %

1. CPURAESH

2. SSRIEDL

13. B SEZEHL

14. Kafka Assigner i 2 & fThR&

15. intra-broker W A&

16. intra-broker W&

BXEMUEBRHNESZER, 1ESH Cruise Control Wiki i B fr.

13.5.2. Cruise Control BHEXX 4RI BIrEE

& 1T LLE cruise-control/config/ B3k # cruisecontrol.properties X#-Fi%EHI{LBFr. Cruise
Control EAELLBHMNEE, HIHBUKREE. KIAMAFRESMEEBR.

m
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B L TR ESIEELTRENMEIEBE -
e Main goals — cruisecontrol.properties 3X{

e Hard goals— cruisecontrol.properties 3X{

Default goals — cruisecontrol.properties 3X{
e User-provided goals — runtime
(ali%) EEfTi%E f - 1RE (RAE BFF, ¥ 91%HKEl rebalance i RIS H,
AL B RBCR FRIEBET R EM = 2RE,

13.5.3. B IE AL B in

FEERRERARE 22052 B, REENEBEENBIMER N EZ A . Ea LU B
7} best effort Bir : B IFAREECE AR, BESEMITES,

Cruise Control fHit B RFrEEEIA KRGS B (RILEARINFE) ML, HEMEE
BFrBfEAE A3k H Analyzer 845, FABMBS L%,

fln, EasEE — N EREEERNESSEEENEIE (L2 ER) o R
MeimrARENFERRER, W Cruise Control FFZB&XANHir,

1£ Cruise Control 1, LLF = Z (b Bir Bk &ENER -

RackAwareGoal; MinTopicLeadersPerBrokerGoal; ReplicaCapacityGoal; DiskCapacityGoal;
NetworklnboundCapacityGoal; NetworkOutboundCapacityGoal; CpuCapacityGoal

ERWEBIR, ESHH cruisecontrol.properties X ## hard.goals B, HEAHZLRENIRGIEE
E*’i“o

®INEE B E RS Cruise Control iT I ERA ML AR ATEEME,

13.5.4. T ELLBEIR
AAERFESRE T EENEBR. ZREEEZEERhSBRBFRE Cruise Control {Erh AR,

LUFEZE M {L BFRTE cruisecontrol.properties X goals BT i%E (LIEFEHES)

RackAwareGoal; MinTopicLeadersPerBrokerGoal; ReplicaCapacityGoal; DiskCapacityGoal,
NetworklnboundCapacityGoal; NetworkOutboundCapacityGoal; ReplicaDistributionGoal;
PotentialNwOutGoal; DiskUsageDistributionGoal; NetworkinboundUsageDistributionGoal;
NetworkOutboundUsageDistributionGoal; CpuUsageDistributionGoal; TopicReplicaDistributionGoal;
LeaderReplicaDistributionGoal; LeaderBytesInDistributionGoal; PreferredLeaderElectionGoal

NEEERE, BUFEEHPSEENTEMRCE, RIFERETEHR—IHZSITBIkERLILE
Wo MRFBE, IUAERETERTEMCBIRNEERINTF, LUSLBERAMEEBR,

FZEUTEERMALBIR, LR goals BtkrhigE BrdIZ. f#H cruisecontrol.properties 3X#
FIRNSELRE A,
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BAEPBE—NEERB, BN Cruise Control AR,

MREH T HREXENEZRCBE, ELIHEERARER hard.goals EEEENEEL
BIrFE, SN, EERREBUE SR,

13.5.5. BKiA LB B iR

Cruise Control A IUABILIE BEn SIRFEERKR ZEAIEAEE K, BEERIESH £ 13.6 771 “ILIBIRIL
Bk,

B LLE R E A REMIEE B, EEfTNERERIALIE BT,
LUFEIAL{E BFREE cruisecontrol.properties X4+ default.goals B FilscixE, LAERFHE -

RackAwareGoal; MinTopicLeadersPerBrokerGoal; ReplicaCapacityGoal; DiskCapacityGoal,
NetworklnboundCapacityGoal; NetworkOutboundCapacityGoal; CpuCapacityGoal;
ReplicaDistributionGoal; PotentialNwOutGoal; DiskUsageDistributionGoal;
NetworklnboundUsageDistributionGoal; NetworkOutboundUsageDistributionGoal;
CpuUsageDistributionGoal; TopicReplicaDistributionGoal; LeaderReplicaDistributionGoal;
LeaderBytesInDistributionGoal

B ZEVIRE—NBRIABR, &M Cruise Control a1,

ZEURARIL AR, LR default.goals BttshisE BirsIR, Bi\BIrpsREEMALBIRNF
%R EAEEREESA.

13.5.6. A R EBE B 5

PRI B RGN FEMCRIBEEMNEABIR, EALURERENCITE) HTTP iEKE
Irebalance i RS, BESERIFESH £ 13.9 1 "ERMHIEREIL,

AP REMEAEBIRTLOIFRNGRERMTACR, M, EEBRaRE RIS EIARAE
BB R T Kafka ERFPIUICSISRIA S, Bib, ZFHR%LEE rebalancedmm, HPhaE—1H
FIFRFS XBB R,
FA PR BB AL BARAAT -

o AEFARENEE, FAEHR

o EXZLBEIMTFE
BHEMCRI P ZIEBNERR, 15 skip_hard_goals_check=true SHHMEE KR,
HithBR

® Cruise Control ECi&

® Cruise Control Wiki P E

13.6. {4 IR WU ABE ik
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optimization proposal R B4 K — 1N EMSEN Kafka £Ef. ERBREEHE DX THEHENEIUT

ﬁo
SMUEBIBSET—HRATEREN (HLEr, NEKREENEMEERE,

AAERNRIEBER N ERTENZN FE, ELHESHELRI, ETERRERNERER
T, EXEIHEREERTVE,

EALUERA L TRz —afT IR ER L -

/rebalance

/add_broker

/remove_broker

13.6.1. EFTFEimm
BIZRE POST iHRRAERMMACERIE,, 0T LUHEE B3 Vi <.

/rebalance
/rebalance i =BT EEBHPNMAERB B SRR 2T EH T4,
/add_broker

add_broker i £ B Kafka EHEEIRM— XS MIEREM, BE, #EY & Kafka £i¥5,
FOREXATRERBNIENS X, MREAUEFEY, NFARERAFTENNAE, HEK
BHEEER—AEP, B EREEFRIMCERIIEMER add_broker v, EHMFEZEFIFRIEX
MIREREBIFAMAKED, EILIE POST iH KPR EETEED brokerid 53k,

/remove_broker

450 Kafka £8fqi, A /remove_broker iinsaflfiBR — P Z N, MNRIELER Kafka £7, £
Hthaxi, BMEEEERIAR, XESSHEHNS X, HagESBELEIEATFHR/NMNISRT
(RAFRAIEK) ., T EEXHEERID, /remove broker i ASNEIAMEM BRI ERH, HiXxis
KREFABRERIARN, sILZLETHBIRE. EaILfE POST G ks EEE MR ERIER
brokerid 7%,

W, (¥ rebalance i sUBd FEACER B 28U Bk EFH T Kafka £8f. RAEEET BER I
FHAR B ERIAN, A /add-broker i #l /remove_broker i s,

BTERTENS R EE=AFTRNGRZ FER. HE— X525 RS mEsE R,

13.6.2. #L AR TAL BRI

AR IUBR B T AR ESCER. @it Cruise Control APIXH HTTP iR Bl
L 15F /rebalance Sz & Y POST iE KIS, AR &R B —AMEAL IR VR,

A EIY R (&7l i

I curl -v -X POST 'cruise-control-server:9090/kafkacruisecontrol/rebalance’
FEAMERE RS ATRAMRICRIL

BEAERAEIRI

#&aI LT [ /rebalance W s A H POST &K FH i dryrun SBUXE N false it BRI (BRIAH
true) . Cruise Control FHRIXN AR Kafka £#, HEshEBHEHTEHIRE
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LIRS

MRERFARAEMC TR, ELESLE B irE SIS T Etae A ik, REERS—
MR, EAILERA dryrun SEER FTERAXFRK, UERFTHEIERIL

FRMLACRICETHYER TEmMENZE, fli, BhdiER T inter-broker #l intra-broker 3], inter-
broker EF M E B IEIE. TEA JBOD EiEECERS, intra-broker EFHEMAIER—
B S MR EIE, BIMEEEREIRAIFHI AR, RESBBER.

RN EERTERE Kafka REPHAFA T, ETEIBEANICTEIEREL A,

HUTFRAIP, RBUESNRANREAERTEHERE, ERTESRERERNBD) 55 2K, 2iF
12MB #dE. RALKBIFANBINEEESRN, BRELZBAX, MREBIESRK, ErLUEA
R, FEERAATHFFELRS Kafka REFHERERISIAIN B9 H],

ERTEMREALETA B TREBER NN, MR REFTEERY, ETLURERTES R
IR, — IR BURB SR SRR T

{EAE RSB R R B

Optimization has 55 inter-broker replica (12 MB) moves, 0 intra-broker
replica (0 MB) moves and 24 leadership moves with a cluster model of 5
recent windows and 100.000% of the partitions covered.

Excluded Topics: [].

Excluded Brokers For Leadership: [].

Excluded Brokers For Replica Move: [].

Counts: 3 brokers 343 replicas 7 topics.

On-demand Balancedness Score Before (78.012) After (82.912).
Provision Status: RIGHT_SIZED.

EXMRIGAR 24 M XSS B RFARMREH, XA HRENZIERIE,

balancedness A HZMLILIRIEIE Kafka EEMNBRALHE, FTHOBETAICEI. MEWHEREHE
Fr, MSVCH 100, Y—PEHIEFFRHRE, 2BREE, KEOHSE, UESE Kafka fHREETESH
i,

provision RIS RAAIEHRERSXIFILIL BN, & provision IKE, LEFR SN ARMSLMBR
H,

xF 13.2. HERWERFRE

RIGHT_SIZED SRAE LR EECRE R B xR,
UNDER_PROVISIONED SRCER, FEESRERHRMEEIR.
OVER_PROVISIONED SRHTEES, FERVHRERBRMLCBR,
UNDECIDED REFEX, HEHKRE,

13.6.3. (LR IUB R B %
Tt T IR P E SHEE.
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& 13.3. fiERBhd P a SENE

Bt

n inter-broker replica (y MB)
moves

n intra-broker replica (y MB)
moves

n BERR I

N% M5 X &=

On-demand Balancedness
Score Before (nn.yyy) After

(nn.yyy)

Red Hat Streams for Apache Kafka 2.7 LA KRaft &2\ RHEL _E{# [ Streams for Apache Kafka

30

n ORERIAREZ ABNS KB AKE,
HEERTERFERRZEERE 5.
y MB : ¥R ERIAENEN D KB ARBIK/NEF,

HEERTERFRRZINLE LB SRERTEMFIN FEX,
SERCSR B E TR RO H,

n : SREREEEZ EEHN S REIFHE,

EFHTARFRE RN
.

&, {84 Finter-broker Bl&X®B

y MB : {7ER—RIEBEEL 2 FHB RSN 2 KBIRB KNG,
HEERTERFRRZINERE LB SRERTEMFIIN FEX,

SRR E T EA RN E, ER— BB K EHEL I
MR FAMEIEME (1554 inter-broker replica moves) .

AL 2 X BIA/ 21 S 5hiT B LA E R E,

R LMERLL T AEZ — B

1£ cruisecontrol.properties XX {45 E
topics.excluded.from.partition.movement [ 14 7 89 IE | k%

}—to

1£Xf /rebalance #m s # POST i5kH, ffexcluded_topics &%+
BEENFRIER,

SIENFRAXCERNEDMIENN G, FREEHERTE PR,

n : ANSEYHRITRBIAND KB E,

HEERTERFERRIZEERE K
n : EERNBEITE ORE.
n%: AL BUCEER Kafka SREFH D X E 2 .

Kafka SREFHIEMATEEINE,

Cruise Control 1R12% 1R % (BFr1E default.goal A P REI BT
nEh, hE—NMiEBirHE T — Balancedness Score) . &
FSHERUEDEHTTEAR D : M100 FEEESNEREB T
Balancedness Score 89571,

Before score &F Kafka £&HILRIEE., After 2HETERBIME
B,
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13.6.4. ZEFRIAL TR

Cruise Control IRIBECEMECA UL En4E Z 09L&, MTEREBERAER, ZENLIEHFRS
15 D8P EH—R, LURM Kafka YA,

HEALTARREN, ROSHEFIREASE :
o EAMEIEBR
o AFRMMMNAEN, THELEIZFNRIRHR

ERREEFENLCRBIFRE, &4 cruisecontrol.properties 3 44 #114 proposal.expiration.ms %
B, ZEREFSEEBANAREE, REXSTE Cruise Control iR552s L3810 k.

HinBR
o (i Btk
o ERUIEEIN
o ENEMERTH

13.7. EFFE MR LB

BT DUAR SRR EH T EN LR AT, X RTERN AT ER TE S XRIF NG SH
5, AR R4 E i TR R 5.

PEXEHFOEGED
BB RN SXEFL BB SHMK. HIEBEIRUUT, Cruise Control RSB FHXEdrw M AT
Kafka £&,
PEREHFHEGSHLULT —FIRELRK :
o NEXBY : FHKAXRHBIBEZHEFAME. PEXBHAIURARMERAZ—
o inter-broker movement : o XEIXHEAARNE LHWBAKE %X,
o intra-broker movement : 9 XEIFA#HB IR —KENFAREBEB XS,
o NiSBI : ZiAtIHs XEIEXNG S,

Cruise Control fEfit 4t B b Kafka EH A B/ XEH /RS S. EHTFHPRERNTEESZEESNM
A3 ENEMNRBIBEREN,

ERESXEHOBRGS, HSHEH T EHELI,
BlABoh g
SH SN TEU R RZ R FIABIEMEH 2N, ZRIEN AT o XEFH oS SRBAIE, SIAER
T, Cruise Control {§if BaseReplicaMovementStrategy, TiZRBERIFFEN A5, B2, MERIL
MR —LIFEARNS XEHOE, NIRRT 2RI tEFH S BN ARERF.
Cruise Control 128t 7 =S BIABshEEE, sTHTFIERIX -

e PrioritizeSmallReplicaMovementStrategy: Order reassignments LLFHRE K /N HLAL,

e PrioritizeLargeReplicaMovementStrategy: Order reassignments LA FEHEF,
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e PostponeUrpReplicaMovementStrategy: {£56E B &AL F AR K EMN D KRS HER

i)

XEEREE AT LARCE T, BRI IAERERRIHEENI 2 XEF 2. MREHRSEFH
F, BreFHRINFE RS TR, ISERFSF,

ERERIZB IR, HSMHER T E AR,
BT R

Cruise Control IRt Z MR EXRTIHAF AR EFRTLESE, XLEXRTHBET A TARIKE :

o {ENEM, 7 cruisecontrol.properties X ERIAM Cruise Control A&

o {E POST kS F /rebalance W

TRESS T XH G ENEXEE.

*x 13.4. EFFEEEEANEE

Cruise Control Bt

KafkaRebalance &

18

num.concurrent.partition.move
ments.per.broker

num.concurrent.intra.broker.par
tition.movements

num.concurrent.leader.moveme
nts

default.replication.throttle

concurrent_partition_movemen
ts_per_broker

concurrent_intra_broker_partiti
on_movements

concurrent_leader_movements

replication_throttle

1000

null
(£

R

1)

B oREHD
Bt Ah I8 R Y B
K inter-broker
D RFhE

B oREHD
Bt Ah I8 R Y B
K intra-broker
D RFhE

B OREHD
[REOEE Ll =
ARG EW
-

HEHH X EH
HENHET (5
TESIETY
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Cruise Control EtE KafkaRebalance Z#
default.replica.movement.strate  replica_movement_strategies Base FATRENEK
gies Repli #RIGITHSK

caMo E¥foEkEHmol
veme i ({5
ntStr &) 895k, B
ategy =1 ERBE:
PrioritizeSmall
ReplicaMove
mentStrategy,
PrioritizeLarg
eReplicaMove
mentStrategy
il
PostponeUrp
ReplicaMove
mentStrategy
o XF serverix
B, HERATA
KIEETLR
ERFHTIR
CfF
com.linkedin.
kafka.cruisec
ontrol.execut
or.strategy. to
the each class
name BYFF
1R) o XFEH
TESH, HE
FBIARFZ )R
R ETRHES
AhR7IZR,

EHRNNERMEF TR, UREFFEHFAE Kafka KR LRENNE. ERRE
ERED N, BXIBMAERNNE, RZzFA.

Hb TR
® Cruise Control Wiki P E

e Cruise Control Wiki 1§ REST API

13.8. CRUISE CONTROL fidi&

config/cruisecontrol.properties X+ & & Cruise Control MECE, ZXHFHTRE Z —BH4HAK :
o FHFE
® Number

o #I/RH

19
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BT LIS EFHACIE Cruise Control Wiki B8 Configurations Zadh5l M A EM:.

FERE
Cruise Control ffl ZER#/KifiEF LR T HRIMIEBIREEHER. MRF—IHSIETHR
MBERENER, WA RKY, AEPE. X AERFEREERL

& BT LLE cruise-control/config REILL T =4 .json X#FH 7 Kafka (REB VRIS E A= MRH -
e capacityJBOD.json : FiF JBOD Kafka #& (BIAXH) .
e capacity.json: i FIEIBOD Kafka #F, SMEHEHEEKN CPU RBELL
e capacityCores.json: A FESMIBEBERR CPU AKEHIEIBOD Kafka BBEPEEH,

1£ cruisecontrol.properties H18 capacity.config.file B hiXiE X #., AHEXHANATRES ST,
fign -

I capacity.config.file=config/capacityJBOD.json
AT B B e g U TR BRISGE R 2R -
e DISK : Ll MB Jy # A B & 77
e CPU: CPU i HZE B4 (0-100)ZK NEE
e NW_IN : AitRZEEHE (KB 5#)
e NW_OUT : iM% &EHE (KB &)

EFERNAZ2R IS FAEIA Cruise Control IIRNENME, FHRE ID -1 XERZRH. EHHEA
REBEZEFRNEERE, HEESME ID REFZERE,

HERFIRERH

{

"brokerCapacities" :[
{
"brokerld": "-1",
"capacity': {
"DISK": "100000",
"CPU": |l100",
"NW_IN": "10000",
"NW_OUT": "10000"
b
"doc": "This is the default capacity. Capacity unit used for disk is in MB, cpu is in
percentage, network throughput is in KB."
b

{
"brokerld": "0",

"capacity': {
"DISK": "500000",
"CPU": "100",
"NW_IN": "50000",
"NW_OUT": "50000"
b

"doc": "This overrides the capacity for broker 0."
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}
]
}

MEBRZE R, S Cruise Control Wiki FHIEZL AER0E .

Cruise Control Metrics FHpY A& ERER

FHEEEMN—RE, BHIBIEM __ CruiseControlMetrics I (iEZ 4% auto-created topics) A—4
H&EHE%IE DELETE T1A2 COMPACT, &M, Cruise Control FissfIic K el e #EMIBR.

M 58 13.3 17 82 Cruise Control Metrics Reporter”frik, £ Kafka Be& X% E A T AT Al iR
COMPACT Hi&EBHRIEHIEAIXE :

e cruise.control.metrics.topic.auto.create=true
® cruise.control.metrics.topic.num.partitions=1
e cruise.control.metrics.topic.replication.factor=1
INERFE Cruise Control Metrics Reporter BT E BB N
disabled (cruise.control.metrics.topic.auto.create=false) , {B7f Kafka &2
enabled, __ CruiseControlMetrics @ {HARNIEBA IO, EXFERT, EuJifEH kafka-
configs.sh TEfF __ CruiseControlMetrics I #if B & BEHRI{ S DELETE,

1. 3kEX__ CruiseControlMetrics /B Y aIAlE :

opt/kafka/bin/kafka-configs.sh --bootstrap-server <broker_addresss --entity-type
topics --entity-name __ CruiseControlMetrics --describe

2. FEXEIACE PR H SRR -

/opt/kafka/bin/kafka-configs.sh --bootstrap-server <broker_addresss> --entity-type
topics --entity-name __ CruiseControlMetrics --alter --add-config cleanup.policy=delete

INR1E Cruise Control Metrics Reporter &7 Kafka (88 24 7 THATIOIE, MBI FEohEIEE
__CruiseControlMetrics X, #Ai5{#H kafka-configs.sh TEEicE Ji8if DELETE B55H%
B&.
BEERESHE 79T "EREIRE",

:m\iﬂiﬁﬂg
Cruise Control ¥ log4j1 A FrARSHAFILK. ERHEIARE, E%HH opt/cruise-
control/config/log4j.properties X+ log4j.properties X,

EEREMFI, EWHBER Cruise Control fRS5 8%,

13.9. bR

L R[6) /rebalance i & ) POST &K, Cruise Control &RIBIR AL E B R —MECEICE
B Kafka 5B, EaILEARIEIRINS R EHFH Kafka £E5E,

ERILMERAU TR R —afT BRI

® /rebalance
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e /add_broker
® /remove_broker

ZEANR DR TERE IEAE Kafka EHPEAZTHMARENTERTE ; AEEET BEHH
W Kafka SERFATEHTH. MJ/ESER, HSAGANLET R EMTEn<.

AEBUHE N ZEa AR ER, BRIERELT dryrun S8, HIFH%E J false, #£"dry run
mode"H, Cruise Control R4 IEBRWHHELSR, BB EHTEREREHIRIG

RIS IERIPREINER, FRERTHEE,

AT S MGG R A HiEK

dryRun

type: boolean, default: true

£ 5 Cruise #HIRE REMRMALIRIL (true) , HEMRMKACBRIGFHUTEREZEHFE (false).

% dryrun=true (BUIAMH) B, EEaTLAEEE verbose S8, LUR[EIA X Kafka EEHR MBS F4(E
B. XBENAREREIEEA Kafka R EAEHBTENR, LKk before #l after {HZ HBIX 5,

excluded_topics

KR : regex

SRR EhHRRA St RCAIIENFRIA R,
Bir

type: FRERAEKR, BiANECER default.goals 5k

AR BIRIIR, ATFAHAESRAAZE, MREFREBN, WA cruisecontrol.properties
X EcER default.goals %z,

skip_hard_goals_check

type: boolean, default: false

EIAERT, Cruise Control AR FIREMILIEBIR (£ goals S8 +) SEFmARENERR (£
hard.goals¥) , MREIRHFZEEM hard.goals FEMBIR, HREK.

MEZ4E A ERAMAREM hard.goals L BH5, NI skip_hard_goals_check iZ& true,

json

type: boolean, default: false

#5l Cruise Control [R552mREIMIMME KRS, MREHIREL, =KiXiEN false, Cruise Control &iR[EIHE
AWXE, UMEERDITLER. MRRUHREAIRIGROINGE 2R, HIXE json=true, X{FiRE
JSON M A, XENARALUEER jq FTE, HENFNEREPEREN].

TR

type: boolean, default: false

1 Cruise Control RSS20 R BIMIME ¥R 40, ®15 dryrun=true —i2{# M.
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N

=
=

LthS eI, MERZER, 155 Cruise Control Wiki 89 REST AP

\

FRFM

it

e Kafka IEEEﬁo

fR2B& T Cruise Control,

(ATik) ek I EL2ETHAE, DasEEHTvadh,

1. {8fX} /rebalance. /add_broker = /remove_broker S s i) POST i 3K e B R AL L,

{# A2\ BHrE /rebalance BYiE K~
I curl -v -X POST 'cruise-control-server:9090/kafkacruisecontrol/rebalance’
ZENEIR A ELRE],

Mk [E] NotEnoughValidWindows, Cruise Control s Kic & B HISHRE
B, DELEdR. ERFNLSH, REERAEIFK,

{5 E BFrMA /rebalance BiE KR Hl

curl -v -X POST 'cruise-control-server:9090/kafkacruisecontrol/rebalance?
goals=RackAwareGoal,ReplicaCapacityGoal’

MRFERFHRIREN B, NIELREIZENLICRI. BN, SERRNBIRERFTHNLE
BHR; XREFKMNESRITE, &abulstf£i5 3K+ ignore_proposal_cache=true S
e B S AT M.

A EBFrF /rebalance B9iE K R<Hl, MEREER

curl -v -X POST 'cruise-control-server:9090/kafkacruisecontrol/rebalance?
goals=RackAwareGoal,ReplicaCapacityGoal,ReplicaDistributionGoal&skip_hard_goal
_check=true'

a5iEEEN /add_broker i& K HI

curl -v -X POST 'cruise-control-server:9090/kafkacruisecontrol/add_broker?
brokerid=3,4'

HRNAESHAEN ID, Fln, tiEKZMID H3M4MKRE, EEFEHN, SIFXSMAER
HBEFA RS,

BERRIE ECEEM /remove_broker iE KR
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curl -v -X POST 'cruise-control-server:9090/kafkacruisecontrol/remove_broker?
brokerid=3,4'

HRN A SHHBRAMCER 1D, fUanN, MLiFERBERR ID 9 3 M4 WA, EEHRFEN, BRIFSME
THEREMCE B B H A KCE e,

§ > MEEHBRORELSHRES, NRIEDLB,

2. AEWMNPESHEAER. Bt RiREHER T ERF.
RlasfRH s, URENMRAMUEBIRRES, URITERENTHASREIH
)

Bho
HRAIERUTER -

o & EHMTHEBLLEENIE. MRWRENER, ELNZERASIHBRI AR ER
Eg%ﬂrﬁ]o

e ninter-broker replica (y MB) moves XN RIBIMBIRE. EHX, ERTEIE
fX) Kafka SEEFROEBEHERER K,

e nintra-broker replica (y MB) moves &xfVEA S (£EHE) hSOBUE. BUEHX,
S ENEBAGEEMEZIEEK (RE /T ninter-broker replica (y MB) moves) .

o UISHBYNEE, XEEHTETEPNERIMES T RIBRIR,

SH MR

EIAMER T, Cruise Control REST APl it a1E 10 WEHEH, BARIERSHEERS SR L, NEK
FRENIeREERRE, HERREMNLEERE@it ignore_proposal_cache=true 155, NIAT&E
ST,

ERFERERRMNAETRE, HilXERNE—FRRF, ZIRFE /rebalance Vi s B R Frk Fhi 4L,
F#EMA curl FKEWERL, THEHERE verbose (-v)iEH :

I curl -v -X POST 'cruise-control-server:9090/kafkacruisecontrol/rebalance’
TR — MRkl -

* Connected to cruise-control-server (::1) port 9090 (#0)
> POST /kafkacruisecontrol/rebalance HTTP/1.1

> Host: cc-host:9090

> User-Agent: curl/7.70.0

> Accept: /

>

* Mark bundle as not supporting multiuse

< HTTP/1.1 200 OK

< Date: Mon, 01 Jun 2023 15:19:26 GMT

< Set-Cookie: JSESSIONID=node01wk6vjzjj12go13m8107no5p7h9.node0; Path=/
< Expires: Thu, 01 Jan 1970 00:00:00 GMT

< User-Task-ID: 274b8095-d739-4840-85b9-f4cfaaf5¢c201
< Content-Type: text/plain;charset=utf-8

< Cruise-Control-Version: 2.0.103.redhat-00002
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< Cruise-Control-Commit_ld: 58975¢c9d5d0a78dd33cd67d4bcb497c9fd42ae7c
< Content-Length: 12368
< Server: Jetty(9.4.26.v20200117-redhat-00001)

IMRACIR VB A PR AREE, ELERRR POSTIEK, X—RaBEIRLPIREFERE User-
Task-ID :

curl -v -X POST -H 'User-Task-ID: 274b8095-d739-4840-85b9-f4cfaaf5¢c201' 'cruise-control-
server:9090/kafkacruisecontrol/rebalance’

ETREMMAL
25 13.10 17 “#EAECBIRL”

13.10. #EAELBIRIX
MBIEN R ERBEAL R THE, EaLUER Cruise Control B EREHMTLHHFFBKEHF IS X,

HEENRRACRIGHE SR ERTE 2 R R AT Da9n A, MRENEERT RIBHICRY, KERET
BERWT., Ait, BNERHEFTENESERENTR, MRERN, SAEEERFIRIESIR.

—PNEBEH T, KERN"Active", —RFBEHTT,
FeREH
o RBE M Cruise R4 Bk T LAY,

AR

1. {81 dryrun=false £#{[a /rebalance. /add_broker =% /remove_broker iz % % POST ik :
IMNEREEA /add_broker =% /remove_broker b sS4 B S BRI, EEARE—®
sCRHTE A A A E T E R T,

%} /rebalancefiFE Kl
I curl -X POST 'cruise-control-server:9090/kafkacruisecontrol/rebalance?dryrun=false’

X /add_brokerf8iE KRl

curl -v -X POST 'cruise-control-server:9090/kafkacruisecontrol/add_broker?
dryrun=false&brokerid=3,4’

X} /remove_brokerfi& k=

curl -v -X POST 'cruise-control-server:9090/kafkacruisecontrol/remove_broker?
dryrun=false&brokerid=3,4’

Cruise Control JAE B EFH L EFFROLILEILL

2. BREMACRNDEENES, MREAAFA2EHEYN, Eallifs IS5,

3. fM /user_tasks i RS EEFERTEHNAE, KHEHTEREH "Active’,
& & Cruise Control [R5 3 EHITHFIE SR EHTETS -
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curl 'cruise-control-server:9090/kafkacruisecontrol/user_tasks'

USER TASKID CLIENT ADDRESS START TIME STATUS REQUEST URL
c4593161-9eb5-482f-9d2d-97b5ad4cd294d 0:0:0:0:0:0:0:1 2020-06-01_16:10:29 UTC
Active  POST /kafkacruisecontrol/rebalance?dryrun=false
445e2fc3-6531-4243-b0a6-36ef7¢5059b4 0:0:0:0:0:0:0:1 2020-06-01_14:21:26 UTC
Completed GET /kafkacruisecontrol/state?json=true
05¢37737-16d1-4e33-8e2b-800dee9f1b01 0:0:0:0:0:0:0:1 2020-06-01_14:36:11 UTC
Completed GET /kafkacruisecontrol/state?json=true
aebae987-985d-4871-8cfb-6134ecd504ab 0:0:0:0:0:0:0:1 2020-06-01_16:10:04 UTC

4. EHEERCERSEHTETSHIRE, 514t user-task-ids SEHESS ID -

curl 'cruise-control-server:9090/kafkacruisecontrol/user_tasks?user task ids=c459316f-
9eb5-482f-9d2d-97b5a4cd294d'

(|J3%k) TE4AUIN T BRACER
BIhEHRTERE, EoLUS EBBRIERE RS Kafka 5.

1. BREEERBRHENMNMEBEEEEEMEN 2K (log.dirs).
I Is -l <LogDir> | grep -E 'Ad' | grep -VE '[a-zA-Z0-9.-]+\.[a-z0-9]+-delete$’
MRBAEERSENFRER \[a-20-9]-delete$ FPLAS, NESIZ KDAFE. MREFFREKNS
X, HFRASHTHEETH, IRERERN. BERETRI. ERET—Pa, Eif
REEEINS K,

2. {FIEE,

su - kafka
/opt/kafka/bin/kafka-server-stop.sh

3. WAREEELL,

I jemd | grep kafka

13.1. (F IR Rt B ET 1
RIS I Y B E AT A S B S T,

iX$§7R Cruise Control SEE M AT K EF /BN LR, REEILEHTH., YEFTLESILE, Bk
HNoXEFI/ERSHENA ; ik, SEHFEERETFHE, Kaftka RENREESEFRAR, NREEH—
S EHRTE, BN IZERFHNEAE.

5 P £ intermediate ({F1k) KEAPH Kafka MM LMK T EE,

FoRFMH
o SHMEHMTHIEAIT (KL "Active") HEE.

>xIno

126



%5 13 2= {31/ CRUISE CONTROL #HTHERBEHTH

ILAE

N

e &iX POST i5KEl /stop_proposal_execution ¥ :

I curl -X POST 'cruise-control-server:9090/kafkacruisecontrol/stop_proposal_execution'

HiBR
o AmiEIBERN
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55 14 = {#1F CRUISE CONTROL B S IR

[ Cruise Control REST API i /topic_configuration iim & 5K, EXRTERE, SEEHER.

FeRFH
o Ll kafka FAf' B13& % Red Hat Enterprise Linux,

o MR K& T Cruise Control

o fRBEBET Cruise Control Metrics Reporter,

1. Ja3) Cruise Control fR%583. BRIABER T, IRFESERERO 9092 Ligsh; (wk) EERRMG
Do

cd /opt/cruise-control/
./kafka-cruise-control-start.sh config/cruisecontrol.properties <port_number>

2. EIF Cruise Control BB IE{EIEZ1T, W GET 15K & %XF Cruise Control BR5583M) /state Ui
5 -

o =

I curl -X GET 'http://<cc_host>:<cc_port>/kafkacruisecontrol/state’

3. f#if --describe ETLZA ST bin/kafka-topics.sh f4y, FHREEBREEN LS FHIRR :
/opt/kafka/bin/kafka-topics.sh \
--bootstrap-server localhost:9092 \

--topic <topic_name> \
--describe

4. EFREFNEHEAER

curl -X POST 'http://<cc_host>:<cc_port>/kafkacruisecontrol/topic_configuration?
topic=<topic_name>&replication_factor=<new_replication_factor>&dryrun=false'

$itn, curl -X POST 'localhost:9090/kafkacruisecontrol/topic_configuration?
topic=topic1&replication_factor=3&dryrun=false’,

5. {81f --describe %z 1T bin/kafka-topics.sh #84, UBEEN EHMNERLSER,
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B EFHIKEFIETR

BEEEHIEKERSETE

£V R Kafka £8H, BaRERMIMRAEFERIXNAGHETINEFRAR, EEHIXMNE
B, fEa]LA#E kafka-reassign-partitions.sh TH,

& v LL{$ A kafka-reassign-partitions.sh TEEREFINEHEAE, ZTEATHATERSESXHE

REEFHs X2 hiREtEE. B2, BUUEREA Cruise Control HHTEII D K EH S ECMEHEHT
fi5, HEREHEFIEFE, Cruise Control AILLEREHNMER FREIMN—TREREH—1RE, X
EEHSESENRESN S E.

15.1. R EFHF O EITEMHR
X EHOETERMLITIIEERERE Kafka 2 KHIHE -

ER AL S KEIE

Wi AR BERE, T Kafka PREMAEFANNKEBIFEAREHNREH, EHT
X—ms, ENFfR— 1M oREHSEIR, HFRERSIHETENSX, URBHEiINGE, B8
WX EEEMEIE LT Cruise Control, BT v BT EREEH LT =,

2 e 3 kS ES

Bz Kafka THENEHRRAR. BHIX—<, EXHE—IIXERSEITR, FRPEKZ
KA LRI E, HERASHNERENETH DA,

EHEEWT

EiX Kafka 2 EHEEIS . MRHGEXEASTTAH, IEZEEHPORERERFI L NE, X
RAM. EHIX—x, SR IMSREHRSEIN, BT ERBIXEF HE 2 KiEEHN
BRI,

ERHAEERUERYERN JBOD £
Bl Kafka KR AEBERUERKERN JBOD &, MRENR Kafka BUER I F RN HNFMH L&

th, XFEEA, EMIIX—&, EAFNB—ANXEFLEITR, LRI ENETEERAE
E-‘:—r‘l‘o
1511 £ XEFDE TR

S X EH 2B T E (kafka-reassign-partitions.sh)ilit £ D X 2B RIS TE, EESFHLEDEMY
A EBRFHAE S,

MBEHTRIHE, EAUBITE. RE, ZTEITUTERE
o o XEIEIBIHFNAE
o 3T Kafka fCER_ERISTEHRLUR BRI 43 X 53 e
o flAZ Kafka RIERNRHNERS, AR EER
SEEHFETIEA=A"TRNER :

--generate
W—HFENNE, FHER ZHSE JSON X, IRTBIHXEFTENS XK oeaXERE, AT
XN TERE, RESERREERSRELETIEN—LESXE, EEERE,

-—-execute

W—A EFTHA JSON X, FRHENABEH DS XANE, Rk, RS2 XAHCEERE S X5
SHl. NFRELK, SFRELZIIMA ISR (AFEF) F, BREFEIE RS, FHEMERE
al&,
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--verify

A5 --execute ZEERM EFH LA JSON XX, --verify REBEXHPFRESXKEREEBEH
HNKED, MREFHEDTHK, -- verify W R EM LN E T Fi(--throttle), BRIEHIH
BR, throttles f4kLEMERf, EMFESEHHECSEKE B2,

EEMEAENF, £HPREE—INENPEIZTT, BXEICHELZTRNERSE. MREEDCHER
2B, HEHFETH, REHITH—1TEFIERKEE I EFS>EHIZM. kafka-reassign-
partitions.sh $HTHLX A reversion EH S8 JSON FE A EHEIHMN—ES, FEERNEH HBCLLESD
BRSSP BINNEFOE, LR ERSL in-progress EF S Ec.

15.1.2. D K EHOE JSON X5 E F

kafka-reassign-partitions.sh TE#EH—/1EHHAE JSON X, EZXHIEEEETM/RNES, MR
EBRNES K, EALLENREHSE JSON XHFohE 4,

—PMEREANEH A JSON XHELLTRAG ERE, Sl TEBFHA Kafka FEHN=/2KX, &
M EBEBEFOEL —HFMNEIE, XLEAHALE ID HF], kA&, topic. 4K, Freplicas B
R AFEH,

7 X EH 5B JSON L5l

{
"version": 1, ﬂ
"partitions": [ g
{
"topic": "example-topic-1", 6
"partition™: 0,
"replicas": [1, 2, 3] 9
},
{
"topic": "example-topic-1",
"partition™: 1,
"replicas": [2, 3, 4]
},
{
"topic": "example-topic-2",
"partition": 0,
"replicas": [3, 4, 5]
}
]
}

EHHEC JSON XHHARIMRA. BRIRSRRA 1, BELRIREN 1,
EEEH 2R D KB,

2 XmEM Kafka EE89 &R,

WEH S EHIS XM ID,

0009

ROZ A4y K 4B 9 I ABHCER ID A, SIRPBBE— M REBEEURSTEF,
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% -
B E%# JSON KRR,

MREREAEFHAEE T8, PEEFIETIRESENIEETEEETINME DX,
HEBEHFDEFRE D EHNEHRSE JSON XHL5HRH

{
"version": 1,
"topics": [
{ "topic": "my-topic"}
]
}

15.1.3. 7£ JBOD £ HEFH DB 2 X

L7 Kafka £a¥h A JBOD #iElf, EALUARKESREASEXAERIRIX (BMERE—
BEBEX) .

ERSXEHOEARES, HEEHHE JSON XHHAEFN XA log_dirs fH, &1 log_dirs #
HAE5 replicas B#AHEHBNFZBER, BASITEIXBNIELARENBEBR, log_dirs HHAEZ—4
P AE B FME BRI RIE any. any [HXRR Kafka Al LU ZRIAEFEMTANBERR, XHE
JBOD BHEH o EcH XNREH,

EABAEBXEFHSE JSON XHL5HRH

{
"version": 1,
"partitions": |
{
"topic": "example-topic-1",
"partition™: 0,
"replicas": [1, 2, 3]
"log_dirs": ["/var/lib/kafka/data-0/kafka-log1", "any", "/var/lib/katka/data-1/kafka-log2"]
b
{
"topic": "example-topic-1",
"partition™: 1,
"replicas": [2, 3, 4]
"log_dirs": ["any", "/var/lib/kafka/data-2/kafka-log3", "/var/lib/katka/data-3/kafka-log4"]
b
{
"topic": "example-topic-2",
"partition™: 0,
"replicas": [3, 4, 5]
"log_dirs": ["/var/lib/kafka/data-4/kafka-log5", "any", "/var/lib/katka/data-5/kafka-log6"]
}
]
}

15.1.4. DX EFHDE TR
AEXEFHRATERE—NEHBNTE, NS RIEREHEHASRIR, H TGN E e E R
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2, B REIEFH AT, #A% A kafka-reassign-partitions.sh T E# --throttle 28, LT
EHokd. EALUIKENB o KIEESWMNRKEE (ST RHEAL) . HM, -- throttle 5000000
FB 9K i%E 50 MBps MR K H .

TR A RER S B EH 2 BT BT B BT ],

MRTRE, NFHSEHRERSEESELAGNICRRERY, BERDRKETFRTK.

o MRTHIE, B mfHaZRHm,
flmn, SrFEME, Xk EFHIANESE RS, MFHERE, XA Rz RERESNEH
ESRNEHE T,
15.2. Z"MMREBEEFHLEDX
1E1870 Kafka EBHMREBHENT, #H kafka-reassign-partitions.sh TE4ARMEF DA K EH
PRSP X, EFOEHRN XD T Mo X EH O ERLABK Kafka £EHONKE, EolLU 0415
EMNEFIENABRE, RERIEHD XS E.
RS T A TLS WREY BRI B, BFE—MEA TLS MEH mTLS S5 UER Kafka £5.
AE
BIRIETT LU A kafka-reassign-partitions.sh T8, {BE{#M Cruise Controli#f{TH

P XEHFOBEMEREFRFEE, Cruise Control AILMERSHMER FREEM—ME
BEIS—IRE, XREFIESXNERENSE.

FoRFH
o IAM Kafka F&t.

o ZET FH AMQ RERHFHE.

o MREAIERT JSON X, LUSENRS XKEH 2 ESMAEHPHRE,
T Es, FHi1h%7 my-topic HEFEFH S EMASX. fHtopics.json B JSON X #15
EEH, ATFERK reassignment.json X,

Bl JSON XHHEE my-topic

{
"version": 1,
"topics": [
{ "topic": "my-topic"}

. EASSRPHMOAEBEARNE NFCEE—MCEXH, {8 broker.id R4, BNIZERE
BAEMHEAAERERNEE,

2. [BEiETH Kafka K12, [F&E LE—4 hOlEMACESE N kafka-server-start.sh BFIAR S :
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su - kafka
I /opt/kafka/bin/kafka-server-start.sh -daemon /opt/kafka/config/kraft/server.properties

3. ik Kafka REER B EEET.
I jemd | grep Kafka

4. ABTHREESR SR,

5. MNRFAXEEM, 158 A kafka-reassign-partitions.sh TE4 g% reassignment.json &
o ie JSON 3¢k,

£ EFHHE JSON Mm-S RHI

/opt/kafka/bin/kafka-reassign-partitions.sh \
--bootstrap-server localhost:9092 \
--topics-to-move-json-file topics.json \ﬂ
--broker-list 0,1,2,3,4 \ @

--generate

Q 55 it JSON X4,
Q AT asERFEDH kafka EBHHPHRE ID, XBXAE 4 B4R,

ERYGEHRAEIE 2 EH JSON X H4RHE

Current partition replica assignment
{"version":1,"partitions™:[{"topic":"my-topic",
["any","any","any"]},{"topic":"my-topic",
["any","any","any"]},{"topic":"my-topic",
["any","any","any"]}]}

partition":0,"replicas":[0,1,2],"log_dirs":
partition":1,"replicas":[1,2,3],"log_dirs":
partition":2,"replicas":[2,3,0],"log_dirs":

Proposed partition reassignment configuration
{"version":1,"partitions":[{"topic":"my-topic"”,"partition”:0,"replicas":
[0 1 2 3],H|og dlrs" [llany" "anyH Hany" "anyH]} {lltoplc" Hmy

topic","partition":1,"replicas":[1,2,3,4],"log_dirs":["any","any","any","any"]},
{"topic":"my-topic"”,"partition":2,""replicas":[2,3,4,0],"log_dirs":
["any" "anyH Hany" "anyH]}]}

MREFEMEREEY, HF X HNEIRREID,

6. {#F --execute EULETTH X EH o EC.
/opt/kafka/bin/kafka-reassign-partitions.sh \
--bootstrap-server localhost:9092 \

--reassignment-json-file reassignment.json \
--execute

MRETREH, EAILLGET -throttle 13, FH{%:%—4" inter-broker TiRE (LLFT/BH
HfT) . Bl -

I /opt/kafka/bin/kafka-reassign-partitions.sh \
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--bootstrap-server localhost:9092 \
--reassignment-json-file reassignment.json \
--throttle 5000000 \

--execute

7. {EH --verify EIKIFEH 2R ES 258K

/opt/kafka/bin/kafka-reassign-partitions.sh \
--bootstrap-server localhost:9092 \
--reassignment-json-file reassignment.json \
--verify

2 -verify Bk E EEBHNEN 2 KEBIIERN, BHAREER. &I --verity thRAM
R foT E57 43 B 1 S
15.3. EMBRAERIEF D2 X

EWH D Kafka EB PR EBEERI, {#/ kafka-reassign-partitions.sh TE4RMEF A A K EH
PES X, EHHEXH SR NENE S X EHRD LS Kafka EREPHRIRAE, SIS XH4+HisE
HEFHFIRNADIRE, RARRIEHSXS2E. &kl sSRai pod AR,

iR T A TLS WE LT B R, BRE M TLS B mTLS S35 IUER Kafka 5E8¥.
4 p= Y=
BIRIETT LS A kafka-reassign-partitions.sh T8, {BE{#M Cruise Controli#f{TH

P XEHFOBEMEREFRFE, Cruise Control AILERSHMER FREEM—ME
BEIS—IRE, XREFIESXNEENSE.

-

FeRFMH
o MAM Kafka FKat.

o MREAIERT JSON X, LUSENIIRS XKEH 2 ES B EHPNRE,
fFid e, i8I my-topic WEFEHRDEAME DK, 7 topics.json B JSON X
EEH, ATFERK reassignment.json X,

Bl JSON XHHEE my-topic

{
"version": 1,
"topics": [
{ "topic": "my-topic"}
]
}

it =

1. MRFAXHM, 56 A kafka-reassign-partitions.sh TE4 %) reassignment.json &
#9HE JSON 34,

£ EFHHE JSON MRS RHI
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/opt/kafka/bin/kafka-reassign-partitions.sh \
--bootstrap-server localhost:9092 \
--topics-to-move-json-file topics.json \ﬂ
~-broker-list 0,1,2,3\ @)

--generate

Q 55 X 5if JSON X4,
Q AT asERFEDH kafka EBHPHRE ID, XBIXAE 4 B4R,

ERYGEHRAEIE 2 EH JSON X H4RHE

Current partition replica assignment

{"version":1,"partitions":[{"topic":"my-topic"”,"partition”:0,"replicas":
[3,4,2,0],"log_dirs":["any","any","any","any"]},{ "topic":"my-
topic"”,"partition":1,"replicas":[0,2,3,1],"log_dirs":["any","any","any","any"]},
{"topic":"my-topic"”,"partition":2,"replicas":[1,3,0,4],"log_dirs":
["any","any","any","any"}1}

Proposed partition reassignment configuration

{"version":1,"partitions™:[{"topic":"my-topic"”,"partition":0,"replicas™:[0,1,2],"log_dirs":
["any","any","any"]},{"topic":"my-topic”,"partition":1,"replicas":[1,2,3],"log_dirs":
["any","any","any"]},{"topic":"my-topic”,"partition":2," "replicas":[2,3,0],"log_dirs":
["any","any","any"]}]}

MREFTEMERSEEY, HREXHNEIRFEERIAH,
2. {#f --execute IETHZ{TH X EH 2B,

/opt/kafka/bin/kafka-reassign-partitions.sh \
--bootstrap-server localhost:9092 \
--reassignment-json-file reassignment.json \
--execute

MREVREH, EAAILLGA --throttle 11, F{Z#E—4 inter-broker TRE (LLFTi/#HH
Bfr) . N -

/opt/kafka/bin/kafka-reassign-partitions.sh \
--bootstrap-server localhost:9092 \
--reassignment-json-file reassignment.json \
--throttle 5000000 \

--execute

3. {# [ --verify UK U EHF OB RS B 58K

/opt/kafka/bin/kafka-reassign-partitions.sh \
--bootstrap-server localhost:9092 \
--reassignment-json-file reassignment.json \
--verify

Y —-verify e SR S IEEBINEN 2 XEMETIHRE, ERSECTH. &E--verify hE AT
BREfe] 387 43 Be 1 SRR
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4. KREEEMNBRNENMNMERSEBEMXEND KX (log.dirs),
I Is -1 <LogDir> | grep -E 'Ad’ | grep -VE '[a-zA-Z0-9.-]+\.[a-z0-9]+-delete$’

MRBFEHRSENFRER \[a-20-9]-delete$ FPLhe, NFEzHSDKNAEFRE. MREEE KNS
X, REEHSEETHN, JEEEHHE JSON XHHHERCE, BRILIBETERSE, &
RET—F iz, HHREAFIND KX,

5- %.ﬂ:ﬁﬂo

su - kafka
/opt/kafka/bin/kafka-server-stop.sh

6. ik Kafka KEEE1E,

I jemd | grep kafka

15.4. BN E AN E HIR R

&1/ kafka-reassign-partitions.sh TEHE N Kafka £EHPFHMEHIRAR. XA LLET EHH B4k
Sehk, LUk an el s e E BRI,

FoRFMH
o MAM Kafka FK&t.

o EBAIET JSON X, LIsEEHERFEHhESHIEL,
fEibit s, f9 my-topic WEBE 4 M EIER, MBNHEFEHBE/NE 3, fHvtopics.json K
JSON X#H5E X8, FTF 4R reassignment.json 3T,

Bl JSON XHHEE my-topic

{
"version": 1,
"topics": [
{ "topic": "my-topic"}

1. MRFAXHH, E A kafka-reassign-partitions.sh TE4 % reassignment.json E
#roie JSON 3¢,

£ EFHE JSON MRS RHI

/opt/kafka/bin/kafka-reassign-partitions.sh \
--bootstrap-server localhost:9092 \
--topics-to-move-json-file topics.json \ﬂ
--broker-list 0,1,2,3,4 \ @

--generate
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@ =ExEm USON i,
© FTIATERMEHN kafka £BEHHRE D,

ERYETHR MR A S ECH JSON XAl

Current partition replica assignment

B EFHIKEFIETR

{"version":1,"partitions":[{"topic":"my-topic"”,"partition™:0,"replicas":
[3,4,2,0],"log_dirs":["any","any","any","any"]},{ "topic":"my-
topic","partition":1,"replicas":[0,2,3,1],"log_dirs":["any","any","any","any"]},
{"topic":"my-topic"”,"partition":2,"replicas":[1,3,0,4],"log_dirs":
["any","any","any", "any"1}1}

Proposed partition reassignment configuration
{"version":1,"partitions":[{"topic":"my-topic","partition™:0,"replicas":
[0,1,2,3],"log_dirs":["any","any","any","any"]},{"topic":"my-
topic"”,"partition":1,"replicas":[1,2,3,4],"log_dirs":["any","any","any","any"]},
{"topic":"my-topic"”,"partition":2,"replicas":[2,3,4,0],"log_dirs":
["any","any","any","any"]}]}

MREFTEMEME TS, HE R REDIA,
2. 4ut reassignment.json, LUMEN S X SifliBREIZ,

pign, A jo MEREENEFN 2 KNRDPRE—TEIE :

HER =2 XB&E—DEERIA

I jq -partitions[].replicas |= del(.[-1])' reassignment.json > reassignment.json

EREHFNRIANER D EXH A

{"version":1,"partitions":[{"topic":"my-topic","
["any" "anyH Hany" "anyH]} {"toplc" Hmy tOpIC" w
[1 2 3],"'09 dIrS" [Hany" "any" "any" "any"]} {Htoplc

topic",

3. {# --execute i T BN A B K,

/opt/kafka/bin/kafka-reassign-partitions.sh \
--bootstrap-server localhost:9092 \
--reassignment-json-file reassignment.json \
--execute

MREGHBREIFF B EE AR ERES D,
X, NaTREBREEHTTRE,

4. A --verify 2£51, KiEN FHRIAMERZ S B 5THK.

/opt/kafka/bin/kafka-reassign-partitions.sh \
--bootstrap-server localhost:9092 \

partition":2,"replicas":[2,3,4],"log_dirs":["any",

partition":0,"replicas":[0,1,2],"log_dirs":
partition":1,"replicas":

my-
any",

any","any"]}]}

REEARETREH. MRERINE
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--reassignment-json-file reassignment.json \
--verify

Y -verify e iR S IEEBINEN 2 XEMETIHRE, ERSECTH. &E--verify hEATH
BRE (e 387 43 e 1 SRR

5. {81f --describe %5z 1T bin/kafka-topics.sh 84, UBEEN FHMNERLSER,
/opt/kafka/bin/kafka-topics.sh \

--bootstrap-server localhost:9092 \
--describe

B R A BRI R

my-topic Partition: 0 Leader: 0 Replicas: 0,1,2 Isr: 0,1,2
my-topic Partition: 1 Leader: 2 Replicas: 1,2,3 Isr: 1,2,3
my-topic Partition: 2 Leader: 3 Replicas: 2,3,4 Isr: 2,3,4
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# 16 F XES HRIBIR

% 16 E WED M IVER

AHERATERIESHRARSGPNNARF FESNE, EHRSEED, BERRERRS FESH
PR, ERERBUEN TN AEFUREN BRSNS L AP NARFNFEFERM,

1£ Apache Kafka 97, BERABITFXH B MmNmIRER : MIERSiEI Kafka, ABEM Kafka BIBIRR
G ARF. SHET IMX I ha Ll EENENS URAGREIC RS,

LUF Kafka HHRIE T XHEEREISTR
e Kafka Connect
® MirrorMaker
® MirrorMaker 2
® Apache Kafka Bridge B3
Kafka {NE AR ZFHERR,
&R UGB RREC B A N B a9 E ST .

BB, EREMNEEE, FHHBERRSUERIND Kafka RiFE. X F Jaeger tracing, AL
fF Jaeger Exporter 7 OpenTelemetry RIEER T £,

Apache Kafka BIRAE X #F OpenTracing, MIRIEZ A OpenTracing & Jaeger &
M, HMNBUESCHHER OpenTelemetry,

F1£ Kafka producer, H3%#&H Kafka Streams API N ARRF-h/a FBER, #EaILl £ N ARFAE,
ERWEREN, ZFmatk trace BUE ; flll, HEBCHRXMATEARB,

@ -
' %} FER Apache Kafka B9 IN ARF MRS EBERAELLASTEHA.

16.1. niE Mk
FH Apache Kafka IXEIBER, HIRBLUITSEREE :
e jj Kafka Connect. MirrorMaker 2 #l MirrorMaker % &EER :
o i Kafka Connect |3 BER
o N MirrorMaker 2 I3 BER
o Jy MirrorMaker & BEER
o MNEFimiXEIBER :
o j Kafka B imfla{t Jaeger tracer
o f§if tracers KM ik
o ATFERMNTELERENHETE
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o HATFBEMIE Kafka Streams M ARRE

X Kafka Bridge A FEERMIIFS, 155 E# Apache Kafka Bridge B Streams,

16.2. B ERE I

1£ Jaeger tracing G {#H OpenTelemetry,

OpenTelemetry IR0 FBERSK IR RGIH AP B4,

ET LU A AP RN R. AR R LU TERR.

o RNMNARFRADHARSHIENERER trace,

o RERH EAHM, RTE X —BERIPRRE TIFH T,

Jaeger RETFHIRS M2 R REGMBERRS.

e Jaeger AP STAAVHEEW. TIEMHHT trace BUE.
Jaeger AP ST ER— R AKNEH

Search JSOM File

Service (4]

hello-world-producer

Operation (1)

all
Tags (7
Lookback
Last Hour

Min Duration

Max Duration

Hith 5w

e Jaeger X#4

10Ems

08-41.38 pm 09:41:30 pm

20 Traces

Compare traces by selecting result items

hella-warld-producer: Ta_my-tapic fod7zdb

2 Spans . hellp-world-consumes (1] . hello-world=praducer (1]

hello-world-producer: To_my-topic <e1361k

4 Spans . hello-werld-consumes (1] . hello-world-praducer (1]

® OpenTelemetry 314

16.3. A FEERMIMNEL =
£y Kafka H# /5 ABERS N Kafka B m#A{L tracer B, SRR E,

EBEETERANY., BXRMER, HSH OpenTelemetry 31%,

TRIEER T ATFEE tracer WX BIMET S,

140

hellg-werl

Sort:  Most Recent

107.01ms

Today 89:41:42 pm

a few seconds aga

107.01ms

Id-straams (2) Today  9:41:41 pm

a few seconds ago


https://docs.redhat.com/en/documentation/red_hat_streams_for_apache_kafka/2.7/html-single/using_the_amq_streams_kafka_bridge/index
https://www.jaegertracing.io/docs/
https://opentelemetry.io/docs/
https://opentelemetry.io/docs/

# 16 F XES HRIBIR

£ 16.1. OpenTelemetry S 525 &

=4 Description

OTEL_SERVICE_NAME = OpenTelemetry #J Jaeger tracing BR5589
£,

OTEL_EXPORTER_JAEGER_ENDP = FATFIBERAY 5 H 25,

OINT

OTEL_TRACES_EXPORTER = ATFEiEN SR, KiLxE N otlp, 10

R{E M Jaeger tracing, NEEFILINE
LEXE N jaeger. MREFEAH—MNE
BRSEHE, 1BIEEMEAN S HER.

16.4. 5y KAFKA CONNECT £ Bz

FHABRBEREMN Kafka Connect )AL B BE. R Kafka Connect A ERMEAKEE Y
traced, EIRER Kafka Connect MIAEREZ AL EHHEE, B fEEESRP X LRGSR EEER.

&L A OpenTelemetry BEER,

it =3
1. FHEERIHHRE opt/kafkal/libs B X,

2. TE4HXHI Kafka Connect BEeE X4 ECiE & A HH Tt EBIR,

o MPMLIMITEN 1T Kafka ¥HE, 1H%%H /opt/kafka/config/connect-
standalone.properties 34,

o MPELUNHAERIZ1T Kafka Connect, B4t /opt/kafka/config/connect-
distributed.properties X,

HEEXHPRMTEEREESZEY -

OpenTelemetry BB

producer.interceptor.classes=io.opentelemetry.instrumentation.kafkaclients.TracingPr
oducerinterceptor
consumet.interceptor.classes=io.opentelemetry.instrumentation.kafkaclients.TracingC
onsumerinterceptor

JBRBRE, fERLIEZ1T Kafka Connect BIAHK #1186 ERR,

3. REEREXH,

4. WERATFEERIMELE,

5. FAEEXHFEANSE CAREMEESEY) ERIISHmAENTE5) Kafka & -
MR PB1T Kafka 8
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su - kafka

/opt/kafka/bin/connect-standalone.sh \
/opt/kafka/config/connect-standalone.properties \
connectori.properties \

[connector2.properties ...]

£ %R Fia1T Kafka Connect

su - kafka
I /opt/kafka/bin/connect-distributed.sh /opt/kafka/config/connect-distributed.properties

HifE, AT Kafka Connect FIPIER{E FE MIGIEE,

16.5. » MIRRORMAKER 2 B Bz

T FE MirrorMaker 2 B HE X Interceptor B, 7 MirrorMaker 2 [5RA2HBRBER. 27
Kafka £EZ HBER, BRERBUEICTCH R AFHEF MirrorMaker 2 A,

&L A OpenTelemetry BEER,

i =
1. FHEERIHHRE opt/kafka/libs B X,

2. 7£ opt/kafka/config/connect-mirror-maker.properties X ECE HIVFE HIH Tt & BER.
EREXHPREMUTBERESSREY -

OpenTelemetry BB

header.converter=org.apache.kafka.connect.converters.ByteArrayConverter
producer.interceptor.classes=io.opentelemetry.instrumentation.kafkaclients.TracingPr
oducerinterceptor
consumet.interceptor.classes=io.opentelemetry.instrumentation.kafkaclients.TracingC
onsumerinterceptor

ByteArrayConverter 2P It Kafka Connect fH2153L (2&38ER ID) ¥4 base64 %itl,
XA R TR B AnsR R o R AR E .

JERBERIE, #ERILAEIZTT Kafka MirrorMaker 2 BIZI #1384EBER.
3. REFECEXH.
4. WERTERNSELE,
5. EAERENEREREXHFHAISBUSE) MirrorMaker 2 :

su - kafka
/opt/kafka/bin/connect-mirror-maker.sh \
/opt/kafka/config/connect-mirror-maker.properties

MirrorMaker 2 BIPIER{E A& FIBIVEE B HUS A A TBER.

16.6. 7 MIRRORMAKER 2 &R
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%616 = HEDHERR
W FF Interceptor BHEE I ETREMBIEERCESHUILH, 1 MirrorMaker 52 HBER. HEMIR
SHERBBIER. RERBUEICKE S H AFEF MirrorMaker ZH,

EOT LS Al OpenTelemetry BEBER,

¥ =
1. FHEERIHHRME opt/kafka/libs B X,

2. 7£ /opt/kafka/config/producer.properties X+ iE &~ HIBER.
AL T B ESREY -

OpenTelemetry B producer Bt

producer.interceptor.classes=io.opentelemetry.instrumentation.kafkaclients.TracingPr
oducerinterceptor

3. REFECEXH

4. £ /opt/kafka/config/consumer.properties X ECiE E T HBER.
AL TERREEREY -

OpenTelemetry HKIH T E B

consumet.interceptor.classes=io.opentelemetry.instrumentation.kafkaclients.TracingC
onsumerinterceptor

JBABERRE, ERILMEZ1T Kafka MirrorMaker BIZRI #1416 8RR,
5. REFECEXH.
6. RERTERNIETE,
7. AENRENETRERE XM IS EUS D) MirrorMaker :

su - kafka

/opt/kafka/bin/kafka-mirror-maker.sh \

--producer.config /opt/kafka/config/producer.properties \
--consumer.config /opt/kafka/config/consumer.properties \
--num.streams=2

MirrorMaker ISR {E AAEMREE TS S A TBER,

16.7. #1141t KAFKA & P imi B

73 OpenTelemetry #1381t tracer, ABEKRMENZE Finh ARFELUHTSHAER. EalLUEN Kafka
producer HETEZE i, LK% Kafka Streams API b FRRRF.

FH—4H BRI EL £ BEMAAIE tracer,

A
T8N B ARFPRN tracer BTN -

1. ¥ Maven {KBITZINEIZ - i AR89 pom.xml SX#H :
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OpenTelemetry BI{KSi 71

<dependency>
<groupld>io.opentelemetry.semconv</groupld>
<artifactld>opentelemetry-semconv</artifactid>
<version>1.21.0-alpha</version>

</dependency>

<dependency>
<groupld>io.opentelemetry</groupld>
<artifactld>opentelemetry-exporter-otlp</artifactld>
<version>1.34.1</version>
<exclusions>

<exclusion>
<groupld>io.opentelemetry</groupld>
<artifactld>opentelemetry-exporter-sender-okhttp</artifactld>
</exclusion>

</exclusions>

</dependency>

<dependency>
<groupld>io.opentelemetry</groupld>
<artifactld>opentelemetry-exporter-sender-grpc-managed-channel</artifactld>
<version>1.34.1</version>
<scope>runtime</scope>

</dependency>

<dependency>
<groupld>io.opentelemetry</groupld>
<artifactld>opentelemetry-sdk-extension-autoconfigure </artifactid>
<version>1.34.1</version>

</dependency>

<dependency>
<groupld>io.opentelemetry.instrumentation</groupld>
<artifactld>opentelemetry-kafka-clients-2.6</artifactld>
<version>1.32.0-alpha</version>

</dependency>

<dependency>
<groupld>io.opentelemetry</groupld>
<artifactld>opentelemetry-sdk</artifactld>
<version>1.34.1</version>

</dependency>

<dependency>
<groupld>io.opentelemetry</groupld>
<artifactld>opentelemetry-exporter-sender-jdk</artifactld>
<version>1.34.1-alpha</version>
<scope>runtime</scope>

</dependency>

<dependency>
<groupld>io.grpc</groupld>
<artifactld>grpc-netty-shaded</artifactld>
<version>1.61.0</version>

</dependency>

2. FAERMMELERE Y tracer WRLE,
3. fIIE— tracer, BERNIETSHALL :

L] SPeN -1 . Il 7=k
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% 16 = KBS BIBER
M upenieliemetry BNEE tracer
I OpenTelemetry ot = GlobalOpenTelemetry.get();

4. ¥ tracer FM AL tracer :
I GlobalTracer.register(tracer);
5. RIEEZ i -
e 1687 "ATEBERNHFENERENTE"
o ££16.9 77 "JBERKN Kafka Streams N "

16.8. AT EEFEMGEEFETENITE

e n AR, LUEIE Kafka EREHETEDSABE. [ decorator IR S Hi2s L ROMERM
Java ERENCERE N AERERBLHTEER, ARG, &l LIEMEBE KSR TRE RN I0% trace,

OpenTelemetry KUl B iRt KR RFEREHHTENITE,

decorator ¥l
Xt F decorator 1:lill, 15 vBER OB E U BOHBIVES S5H T & L Hl,
EESIEm

MFEESRN, HRHEREERMEE R EHEREREP,

FoRFMH

o BB B/ im 181k TIEER,
ER LGB T B A IERR JAR F D9 RISV S M A B HIE 372 38 B R FR B R,

i

EENHFEENHETRE N AN ARFAEPPIITIES TR, 8 decorator RAHZESR (ZHB) K
MWIENE P imh AEFAH,

o ZE(HMH decorator 23, HHIE—MEXEBIHIVEE SH T & LAk & XS BEBCE .
#R{% 3 T 14 KafkaProducer =% KafkaConsumer 2,

OpenTelemetry B decorator #&:ill<fl

// Producer instance
Producer < String, String > op = new KafkaProducer < > (
configs,
new StringSerializer(),
new StringSerializer()
);
Producer < String, String > producer = tracing.wrap(op);
KafkaTracing tracing = KafkaTracing.create(GlobalOpenTelemetry.get());
producer.send(...);

//consumer instance

Consumer<String, String> oc = nhew KafkaConsumer<>(
configs,
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new StringDeserializer(),

new StringDeserializer()

);

Consumer<String, String> consumer = tracing.wrap(oc);
consumer.subscribe(Collections.singleton("mytopic"));
ConsumerRecords<Integer, String> records = consumer.poll(1000);
ConsumerRecord<Integer, String> record = ...
SpanContext spanContext = TracingKafkaUtils.extractSpanContext(record.headers(),
tracer);

. %EH@#EE& HEEREICHTEREPRET#RE.
LR ER A R 5 KafkaProducer #] KafkaConsumer 35, TracingProducerinterceptor #l
TraclngConsumerInterceptor interceptor X i 5B ERIIEE,

R EERNHFERCERA

senderProps.put(ProducerConfig.INTERCEPTOR_CLASSES_CONFIG,
TracingProducerinterceptor.class.getName());

KafkaProducer<Integer, String> producer = nhew KafkaProducer<>(senderProps);
producer.send(...);

EREESRIEE SR ERA

consumerProps.put(ConsumerConfig.INTERCEPTOR_CLASSES CONFIG,
TracingConsumerinterceptor.class.getName());

KafkaConsumer<Integer, String> consumer = new KafkaConsumer<>
(consumerProps);

consumer.subscribe(Collections.singletonList("messages"));
ConsumerRecords<Integer, String> records = consumer.poll(1000);
ConsumerRecord<Integer, String> record = ...

SpanContext spanContext = TracingKafkaUtils.extractSpanContext(record.headers(),
tracer);

16.9. }EE KAFKA STREAMS N HIZFE

KRR AR, LUMESE Kafka Streams API M ARRFH/EAERR. {#H decorator B\ s Eigs ki
MR Kafka Streams API N AL TERR. ARG, &0l LATEMEBAE M TRHE 20K trace,
decorator ¥l

XIF decorator f&ill, HEIEERAIEB—MEBEH Kafka Streams S£fl, X F OpenTelemetry, #&
S EOE—1HE X TracingKafkaClientSupplier £, LUR4t Kafka Streams HBERT E,

EEZ R
SFFEEREM, 1£ Kafka Streams producer HI3E T & RSB AR INEERThAE,
FEREM

o BN B AL THBER
e hE B A ILERR JAR YEEKIUTR)S A Kafka Streams M AR Bkl

o E{HM OpenTelemetry f&illl Kafka Streams, EEREHEHE L
TracingKafkaClientSupplier,
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e HJE Y TracingKafkaClientSupplier A LI§ & Kafka B DefaultKafkaClientSupplier, Za4mK
HEHCHTRERAE, HEARESZNHEXARE,

B3 X TracingKafkaClientSupplier 7~

private class TracingKafkaClientSupplier extends DefaultKafkaClientSupplier {
@Override
public Producer<byte[], byte[]> getProducer(Map<String, Object> config) {
KafkaTelemetry telemetry = KafkaTelemetry.create(GlobalOpenTelemetry.get());
return telemetry.wrap(super.getProducer(config));

}

@Override

public Consumer<byte[], byte[]> getConsumer(Map<String, Object> config) {
KafkaTelemetry telemetry = KafkaTelemetry.create(GlobalOpenTelemetry.get());
return telemetry.wrap(super.getConsumer(config));

}

@Override
public Consumer<byte[], byte[]> getRestoreConsumer(Map<String, Object> config)

{

return this.getConsumer(config);

}

@Override
public Consumer<byte[], byte[]> getGlobalConsumer(Map<String, Object> config) {
return this.getConsumer(config);

}
}

b =
A Kafka Streams API N ARRFEHITIX 45,

o T decorator =, f/E—4 TracingKafkaClientSupplier #t O, KREH
KafkaStreams 12t N RgiEO,

decorator iUl 3=l

KafkaClientSupplier supplier = new TracingKafkaClientSupplier(tracer);
KafkaStreams streams = new KafkaStreams(builder.build(), new
StreamsConfig(config), supplier);

streams.start();

o EfMPEIR, A1 Kafka Streams producer T E R BB EHRE.
TracingProducerinterceptor #l TracingConsumerinterceptor interceptor F i 5B ERIIEE.

A EESR NS ME AR E A

props.put(StreamsConfig.PRODUCER_PREFIX +
ProducerConfig.INTERCEPTOR_CLASSES_ CONFIG,
TracingProducerinterceptor.class.getName());
props.put(StreamsConfig. CONSUMER_PREFIX +
ConsumerConfig.INTERCEPTOR_CLASSES_CONFIG,
TracingConsumerinterceptor.class.getName());

147



Red Hat Streams for Apache Kafka 2.7 LA KRaft &2\ RHEL _E{# [ Streams for Apache Kafka

16.10. {FH OPENTELEMETRY iEEBIZR S
TS E OpenTelemetry TRINHALERRRYL, TAZIIAN Jaeger R,
MNREFE OpenTelemetry R 7 —EBERRSE, HHATLLTRME -
| fRBERERME Kafka 7R,
2. BRI ARFI NGO exporter FFELE,
AERA Jaeger KN IAE L =

OTEL_SERVICE_NAME=my-tracing-service
OTEL_TRACES_EXPORTER=zipkin @)
OTEL_EXPORTER_ZIPKIN_ENDPOINT=http:/localhost:9411/api/v2/spans @)

ﬂ BIRRGMNETR. HEHIP, #BET Zipkin,
Q Wil span BYRFERTILE S HHEBRMIRR. FEFHP, $EET Zipkin fim.

Hth B

e OpenTelemetry S8 {H

16.11. ) OPENTELEMETRY £E B E . SPAN &R

BER span & Jaeger FRZH T, SRR, FFAR RIFRFLERFE, span EERESRTF, H
ISR LEE M Kafka B/ amiel s € B & e E A .

BEeAE CEEAHR kN, REEEREHIETES M mihllsk Kafka Streams Fillldh A
decorator AN FEHH,

Toik@it OpenTelemetry BIISEBE X span &, ik, EalLLBdmE A imsARR RNk
REIGIA B9PRE F B Sk ke RSB 4 R,

REURE RIS =Bl

//Defines attribute extraction for a producer
private static class ProducerAttribExtractor implements AttributesExtractor < ProducerRecord
<?,?>,Void > {
@Override
public void onStart(AttributesBuilder attributes, ProducerRecord < ? , ? > producerRecord) {
set(attributes, AttributeKey.stringKey("prod_start™), "prod1™);
}
@Override
public void onEnd(AttributesBuilder attributes, ProducerRecord < ? , ? > producerRecord,
@Nullable Void unused, @Nullable Throwable error) {
set(attributes, AttributeKey.stringKey("prod_end"), "prod2");
}
}

//Defines attribute extraction for a consumer
private static class ConsumerAttribExtractor implements AttributesExtractor <
ConsumerRecord < ?,? >, Void > {

@Override

148


https://github.com/open-telemetry/opentelemetry-java/tree/main/sdk-extensions/autoconfigure#exporters

# 16 F XES HRIBIR

public void onStart(AttributesBuilder attributes, ConsumerRecord < ? , ? > producerRecord)

{
set(attributes, AttributeKey.stringKey("con_start"), "con1");
}
@Override
public void onEnd(AttributesBuilder attributes, ConsumerRecord < ? , ? > producerRecord,
@Nullable Void unused, @Nullable Throwable error) {
set(attributes, AttributeKey.stringKey("con_end"), "con2");
}
}

//Extracts the attributes
public static void main(String[] args) throws Exception {

Map < String, Object > configs = new HashMap < >
(Collections.singletonMap(ProducerConfig.BOOTSTRAP_SERVERS_CONFIG,
"localhost:9092"));

System.setProperty("otel.traces.exporter”, "jaeger");

System.setProperty("otel.service.name", "myapp1");

KafkaTracing tracing = KafkaTracing.newBuilder(GlobalOpenTelemetry.get())

.addProducerAttributesExtractors(new ProducerAttribExtractor())
.addConsumerAttributesExtractors(new ConsumerAttribExtractor())

.build();
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& 17 = {1 KAFKA EXPORTER
Kafka Exporter @ —AFHRWE, FATIBEX Apache Kafka fRIRFIZ F imfY i,

Kafka Exporter H Streams for Apache Kafka 12#t, FTF{#M Kafka £HEBE, ME5REH. HEELL
SHRE R E SRR Kafka {CE PRIV A IR,

Bitn, {ERAEREUERESEBNRGEEEIRMA .
lag B4E{EH Prometheus I8/ AT, AR AL Grafana H B aniX A EUIRHIT 24T,

MNRRBZ(EH Prometheus #l Grafana Mi2N& Kafka {6k, ErILIEF Prometheus BeiE 4 R 1REL
Kafka Exporter Prometheus #ifis,

Kafka @it JMX AFFHENR, RBE8I{E Prometheus i5Fr5 . MEBRZER, ESHEH JMX Lk
£,

17.1. 8% & TR

HERERRRTCHENEESHBIERNER, BEKkl, SERREHNERERFEERSEDhRE
—AHBR S YATRIZHE T FHIRINBE R Z FABER, lag EHRTL:H}IZEI SR EHEXEE TS mBALIE.

XFhE R AN B ERE R HE T E RS2 A8 delta, #E Kafka REEBH X PREEAIE,

BRXETIF 100 MHBRE —#. ERERE (TESXL) MHRESNNRERE FB 1000 1NE
BERT7A 10 R,

HIEEREFENERMY
xRS BURR A RN TR, WEE TR SR REF/AK, BMIREEYE, REM

S 4bEB B e S BIRIE K,
B, HERESETESEEASNIARIE CXERIRSFREER) ST RAXA,
WA RE RS
WD SR

o AN RE R BB AL

o ISIMMSMIRBIE, LURBIEESh

o HNMESHWARSLUSIES S
WM ERRERUR T EEE £ 42K, X3 Apache Kafka BIFBISE, B, 5 %M BRERAH
HEMER AL B R IRIUH RIOIRSS MCERIR S5, RSN T, TATUESADEREE, BINRE
RN 1L,
17.2. KAFKA EXPORTER Z #1751
7T Kafka Exporter BUEHGBRMAIRAINT -

UnderReplicatedPartition

ELELSTUEASHNNER, FARERASHRERNSKX, MRITEE—IMHSIEESK,
RAREREMR. ZEWTEREIT Kafka LHEEH, HE Kafka eI H, TRBEIMES
Kafka REFEEESEHITE.
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TooLargeConsumerGrouplLag

EEEERBHANBEN FHETUSRME AKX, WARER 1000 0%, KEHETEETH

EXig, HETE™E,
NoMessageForToolLong

%17 = {1/ KAFKA EXPORTER

=2

ERE—BNRRZRAERICERNER. NEBRNEARED 10 28, ERAEEMIEHFEERES

R A BN ARG & 7],
B0 DARSE RO Rr B JR KA BRI,

HiBR

BEXREEERMNNEZESR, 1§56 Prometheus XEHH BLE,

17.3. KAFKA EXPORTER /1

Lag {52 H Kafka Exporter AF, {EJ)9 Grafana #hZRH Prometheus E#7.

Kafka Exporter R AT, FHHLHE T H HBIEIRBUE,

* 17.1. KREBigtrfH

Name

kafka_brokers

* 17.2. EEE

Name

kafka_topic_partitions

kafka_topic_partition_current_offset

kafka_topic_partition_oldest_offset

kafka_topic_partition_in_sync_replica

kafka_topic_partition_leader

kafka_topic_partition_leader_is_preferred

kafka_topic_partition_replicas

kafka_topic_partition_under_replicated_parti
tion

*17.3. BTt B Histrh

FHIBI D KE

REHN LI END K RE

RENRIANED D XFEE

F/S XM in-sync BlAEK

F IS XB4 SR ID

MREFS R IEEFEAEERE, ER1

FEHD KHEIFE

MRFEDXEHATRE, Bx=1,
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Name 58
kafka_consumergroup_current_offset SHTTEHAN AT EE 2 X R%
kafka_consumergroup_lag FUNXAFHTEANSRIRNFE

17.4. 1217 KAFKA EXPORTER
j&1T Kafka Exporter, fE Grafana {{Fik#H/AFF Prometheus $5¥r.

T#EF %% Kafka Exporter B8, LUMERTHA Apache Kafka B Streams B9 Kafka Exporter, #E5HZE
—A* Streams for Apache Kafka i F 8 T HIHREH L,

FEREMH
o FANEH ELET Apache Kafka B, HEEHRTH,
o {RHF—A Apache Kafka ][},

WHRBBRIIEBZ1jA] Grafana AP 5 ME, FHAINT Prometheus fFAEEER.

ff

L=

S

1. &% Kafka Exporter B8 :
I dnf install kafka_exporter
2. Wt aRteks® :
I dnf info kafka_exporter
3. A& YA E SBUEIZ1T Kafka Exporter :

kafka_exporter --kafka.server=<kafka_bootstrap_address>:9092 --kafka.version=3.7.0
--<my_other_parameters>

SHEEIR B, #0--kafka.server,

5 17.4. Kafka Exporter i BS

1 b - /N

kafka.server Kafka AR 25289 host/post # kafka:9092
1k,

kafka.version Kafka S ERRR AN, 1.0.0

group.filter EEEINPESHHET AR adtrust (all)
NAUESre-v
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y7 Al ek ik
topic.filter BEEIrPE B EHREN adtrust (all)
sasl.<parameters {8 SASL/PLAIN SHEHERE false
FAFNE#ER Kafka SEBEHSH,
SN RE A TR
tls.<parameters JARER TLS Bp%uFEREER false
Kafka SEB¥HMISE, LARAIER
IEFFEH,
web.listen-address AFHEIRR GG O ik, :9308
web.telemetry-path AFEVIREEE, /metrics
log.level AL REE, ICRAE™ info

E M (debug. info. warn,
error, fatal)SXE & EHHH

/Cho

log.enable-sarama & Sarama H& LK /R false
{8, X2 Kafka Exporter {# 3
89 Go & 7 i/E,

legacy.partitions m/RME, UEAMIEESEH false

2R LURGERRE 2 X IRETE
Fro SARIEFHEE Kafka Exporter
RO RNEE D RBIENR, &E
H true,

RaI LU kafka_exporter --help EiKENA X EHEHNER.

4. BEi& Prometheus LLY51E Kafka 5 g3 e tr.
BXEE Prometheus WEBZER, 1EZP] Prometheus 3044,

5. J2H Grafana LAE 7R Prometheus 2 F ) Kafka 5 e isinEdRE,
METELZER, HS M Grafana H 2 Kafka Exporter $5

B # Kafka Exporter
{4 Apache Kafka 22t Streams Y Kafka Exporter IR HTR A,

BRERH, HEM -
I dnf check-update

E @ Kafka Exporter, EfE :
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I dnf update kafka_exporter

17.5. 7£ GRAFANA 1 7. 7’k KAFKA EXPORTER #5171
{81/ Kafka Exporter Prometheus IEtENBIEIR, EAILLAIE—4 Grafana chart BI{{ZRiR,
Fln, fFERRBEESD, EaLLAIELLTF Grafana chart :

#MIHE CRAEXE)

BAHEEE CRAEXHE)

HREHFE

FoMEENER (RETREH)
LRI EUE— B B}, Kafka Exporter chart R#IET,
fEA Grafana chart afrisla, KRERERSENZTRMBEREH £, Hlm, MEN Kafka K

TTHABEYFRE, (UFRIREZR Lag by consumer group EI&R FlE, Messages consumed per
minute EZI81N,

HbBR
e Kafka Exporter B{{ KRR HI

e Grafana 3X#4
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%5 18 Z= F4% APACHE KAFKA F1 KAFKA B9

25 18 = F+4 APACHE KAFKA 1 KAFKA K37
EFREHBER TH%K Kafka £8f, Apache Kafka 2.7 B3 #5351 Apache Kafka kg4 3.7.0,
Kafka 3.6.0 Gz A% T Apache Kafka 2.7 B Streams BIEMI, HIERE Apache Kafka R ITARA 7
W, fEalAARBIRFTE Kafka R4,
18.1. AT RF M

EFFEA IS 2a0, EAEEZE Red Hat Enterprise Linux £ fT3E10# Apache Kafka 2.7 #9 Streams
for Apache Kafka 2.7 ik Il FH 2 B ek,

18.2. AN E FimbI SR

F Kafka B AR E I METHR A Kafka F5IABZHEE. BEMSHPRE. ALNE RS
HithFHKE B9 Kafka HEHFREY. FimkOtEEMEE Mt AT AU,

ZEHAL Katka BEFmAMRKEBRRESZE, IARTERTE. mEASSRIRICA T RSB A RS
. M Kafka 3.0 FFA, EalLALUEMIFEHSI A RKEBNE . AREFmsiCEARES" %
BURTFILARER, MEEALNNARFHE LR LA ZIEYEE,

MEEEAERBEARE N im, —EHERETEEETIE, BAEItEaEREXR. B, KB
DA ERAARRRAZTHREENEHTE, HXFFARNBEERRE,

18.3. 7 KAFKA &+

SETF KRaft B Kafka EHAFINRFH M Kafka lxAH KRaft ToEUBIRA, EaI IR HFLE 04,
AREEREHETA Katka Tm, T XESRE, BIERBRBHMTBIBRATE Kafka CEZ [H £,

Digk

&
LFET KRaft B Strimzi Kafka 8BS N BARRRARS, MM 3.7.0 % 3.6.0 i,

AR Kafka SREHEANTTBURIRA ZIEZRERM Kafka lRA, EMAPEYRH Kafka
RAFBTTEIER A e m T BRI BARE,

FeRFH
o Ll kafka FAf* B13& % Red Hat Enterprise Linux,

o FNIEH ELET Apache Kafka M7, HECEX#AIA,
o B TFHT REH,

ik =
XfF Apache Kafka E£EFERPHEA Kafka TR, MIZRIET AR, AERRE, —X—4V=:

1. M Apache Kafka B4 T4 H M Streams for Apache Kafka JH#4 T
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MART, FFXIEMZIEKS,

2. fEBS1THh, SIB—NMEE ERFHRE amg-streams-<version>-bin.zip SXHHRRE,

mkdir /tmp/kafka
unzip amgqg-streams-<version>-bin.zip -d /tmp/kafka

3. MRE1T, HIFIEEN EZE1TH Kafka I,

/opt/kafka/bin/kafka-server-stop.sh
jemd | grep kafka

MREHES T RERHPIZTT Kafka, HSH 5 3.6 T "HUT Kafka (KERZ EIRDER",
4. MIIBZRZESHER libs # bin B :

I rm -rf /opt/kafka/libs /opt/kafka/bin
5. MIigif B ke & H libs #1 bin B3 :

cp -r /tmp/kafka/kafka_<versions/libs /opt/kafka/
cp -r /tmp/kafka/kafka_<version>/bin /opt/kafka/

6. NRFBE, FH config BXPHNEREXH, LARMEM Kafka lRAHEAIEH,
7. MG E %,

I rm -r /tmp/kafka

8. BEJFEHM Kafka T :
FHRHAEABERTR

I /opt/kafka/bin/kafka-server-start.sh -daemon /opt/kafka/config/kraft/server.properties

BEREHESRTR

/opt/kafka/bin/kafka-server-start.sh -daemon
/opt/kafka/config/kraft/controller.properties

FERAREBEABRERTR

I /opt/kafka/bin/kafka-server-start.sh -daemon /opt/kafka/config/kraft/broker.properties

Kafka {CERFF AR ST Kafka RRASH — IS0 #F,
AXRESTRERPECRENEE, 555 % 3.6 T "JUT Kafka REMNLZEIRGER"

9. Ku& Kafka BB IEHERTT :
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I jemd | grep kafka

10. B$r Kafka JToBUEIRA :

I ./bin/kafka-features.sh --bootstrap-server <broker_host>:<port> upgrade --metadata
3.7

HIEEFR BN Kafka Mz {f A IEMRARA,

8/ kafka-topics.sh TEEIFEGH Kafka VEBEEE S XEIER, UBERAERSISHM
BHRIAHES, BESEEESH JIHHEREE,
18.4. H2 KAFKA ZH {4

EENNZR EAD Kafka AHLUER Apache Kafka BIRFTHRAE) Streams, #ERILAf§EH Apache Kafka
RIS Streams EFAFLLTHE -

e Kafka Connect
® MirrorMaker

e KafkaBridge (X4 ZIP 3X#t)

FoRFEH

o Ll kafka Ff* B14& % Red Hat Enterprise Linux,
o MBTHT REXH,

o RB F; Kafkao
MR Kafka HHES Kafka HHEMN TN Li21T, WEAFENAFTEESIEFH ST Kafka,

ke
X Fiz1T Kafka HELHIBEN TN -

1. M Streams for Apache Kafka ¥{# F£0iHE F# Apache Kafka =% Kafka Bridge &3+,

% i
' MART, FFXIEMZIEKS,

2. ERSTh, SIBR—MIEE BXFIRE amqg-streams-<versions>-bin.zip X#HAZE,

mkdir /tmp/kafka
unzip amgqg-streams-<version>-bin.zip -d /tmp/kafka

%F Kafka Bridge, 12HY amq-streams-<version>-bridge-bin.zip 34,
3. MRZ1T, HEIEEN LZTH Kafka Hitk,

4. MIIBZRZEDHER libs #1 bin B3 :
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I rm -rf /opt/kafka/libs /opt/kafka/bin
5. Ml B3xeh & #l libs #l bin B :

cp -r /tmp/kafka/kafka_<versions/libs /opt/kafka/
cp -r /tmp/kafka/kafka_<version>/bin /opt/kafka/

6. MERE, EH config B KAMIACE LUK BREThR A< Hh B E A Bl
7. MR 5%,

I rm -r /tmp/kafka
8. A& HMMANEMN X HE5) Kafka .
PAMST /53] Kafka E#

/opt/kafka/bin/connect-standalone.sh \
/opt/kafka/config/connect-standalone.properties <connector1s.properties
[<connector2s.properties ...]

Do R 5 5) Kafka 1751

/opt/kafka/bin/connect-distributed.sh \
/opt/kafka/config/connect-distributed.properties

L& AERE ) MirrorMaker 2

/opt/kafka/bin/connect-mirror-maker.sh \
/opt/kafka/config/connect-mirror-maker.properties
J&5) Kafka Bridge

su - kafka
./bin/kafka_bridge_run.sh \
--config-file=<path>/application.properties

9. Bk Kafka HH-BEIEHIZTT, FIRTIHILENRSUEFREIR.

MR P EAE Kafka FIEIETEETT

I jemd | grep ConnectStandalone
EoHRERPRIE Kafka EEIEEZTT

I jemd | grep ConnectDistributed
ELZAERXHEUE MirrorMaker 2 IETEIEZ T

I jemd | grep mirrorMaker
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B A BH&kEIE Kafka Bridge IETEIR1T

HTTP-Kafka Bridge started and listening on port 8080
HTTP-Kafka Bridge bootstrap servers localhost:9092
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B19E [ JMX ISRt

WA T T M Kafka SBBHEBRRSNEREXTE, @ WikiEl, SR ST 8EXEEA
EhRAINE, FiRBEERSENSSEMNIEBBAZFKRE, MEEEIER, BTSN Kafka BEMT
NEARKME I, XEBTFHTHEDR, ZERR A K EETRN FEGR, HEBIE
Kafka BB ZERI eI SEHE,

Kafka A Java EERY B(IMX)BTERAZEERER, XEERN TR Kafka SEEHMRERD
HRERRRAREXEE, 5% HM Java ARFE—H, Kafka f#f Managed Beans (MBeans)iZ 55
BRELUREE T EMIGRIR. JMX E JVM Z Ei29T, RIFAEBIEM Kafka A EMKRERER.

EFEEDI VM, XETEEEREER—&ITENLZ1T, FERKA\EGHEENAF .

19.1. 5 R JMX {(EE

A JVM RS EM S AX Kafka HEH JMX 152, 1 KAFKA_JMX_OPTS ML EiX&E/RH JMX
VRN JMX REIBM. 21T Kafka HEMBIA S RX R,

AR

1. {8 JMX BHi%iE KAFKA_JMX_OPTS MEZr 8 LIS A JMX ik,

export KAFKA_JMX_OPTS=-Dcom.sun.management.jmxremote=true
-Dcom.sun.management.jmxremote.port=<port>
-Dcom.sun.management.jmxremote.authenticate=false
-Dcom.sun.management.jmxremote.ssi=false

£ <port> B NIEE Kafka HEMIT IMX MR O A FR,

2. ¥¥ org.apache.kafka.common.metrics.JmxReporter Z 1% server.properties XK
metric.reporters,

I metric.reporters=org.apache.kafka.common.metrics.JmxReporter

3. [EAEYMNHIAES) Katka ¥, M bin/kafka-server-start.sh A F{CHE, =% bin/connect-
distributed.sh A+ Kafka Connect,

BF

BIVEECE SR UEH SSL RRTIER IMX ERE, AXPUTHERFMBSHNREERHENE
%{88, 1HEIH Oracle 3X#,

19.2. ZH JMX 12

T EH KAFKA_JMX_OPTS IR &3k 5 A Kafka A4/ IMX 1HE,

it

1. #%i& KAFKA_JMX_OPTS S 52 B LI JMX ik,

I export KAFKA_JMX_OPTS=-Dcom.sun.management.jmxremote=false
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F.~ 3
72N

A JMX i AEEEEHME IMX B, MmO, S50 SSL B,

# :
4 ]

s
2. 1t Kafka server.properties 3X#, #Fauto.include.jmx.reporter i%i& 5 false,
I auto.include.jmx.reporter=false

auto.include.jmx.reporter B2 M. M Kafka4sh, RE
org.apache.kafka.common.metrics.JmxReporter FIMNEIE T4+ H9
metric.reporters BB E i, FRf5H JMXReporter,

3. [EAEYMIAES) Kaftka H, M bin/kafka-server-start.sh A F{CHE, =% bin/connect-
distributed.sh A+ Kafka Connect,

19.3. 8Irf B A E

£ Kafka JMX $65Fr, SSHETBATIRMIMNEREEEITNGAALE. Kafka IMX IEFMERLLTF
B -

=17

I <metric_group>:type=<type_names,name=<metric_name><other_attribute>=<value>

® <metric_group> 2IEIHMNETR
e <type_name> ZIEIRERIMNATH
e <metric_name> B ERIFHNATR
e <other_attribute> X&EZINHZ N HMMEHE
#itn, BytesInPerSec 1512 kafka.server ZH# 9 BrokerTopicMetrics X! :
I kafka.server:type=BrokerTopicMetrics,name=BytesinPerSec
EREERRT, ErTsEa8354M 1D, A, HRENER W, B aEE i ID :
RER P miER

I kafka.consumer:type=consumer-fetch-manager-metrics,client-id=<client_id>

R, fEtrth el Dt —F 49BN E R P iR X -
FrEZE S m A EBAER

I kafka.consumer:type=consumer-fetch-manager-metrics,client-id=<client_id>,topic=<topic_id>

T X ey R AR A VIR A RIS BT R RN SRR,
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pa -3

EHE Strimzi REM A JMX BN EAIR, EaILIER JConsole X IE,
JConsole 2—4* Java R EMERIEHE, A ERENER Java MARRF, A
Kafka, @it EPHR ID E#E551T Kafka A48 JVM, TEMAF AT IEEER
o,

19.4. 247 KAFKA JMX 38hr LU T i = HERR

JMX 24 T ER % Kafka KEBRGIEH:, LA E B E MM R R, @it HHXEighs, o
LIZMiMRAS CPU R, REIR. SR% ARSI FIEAS AR W, Sefahial LUk Hx
SRR A B A,

JMXHEPRARA T 2 Kafka RRFNEGRRIORAMRE. eSiEBTHERGIEMHE, R AY.
RS EtERE, AT IRRER IMX EIRREBBYAAIE WRE, FHRANT # Kafka SEEHIMERE.

fffl Prometheus fll Grafana T EEMZFLX SRR, S LREINER, XN A Hsk
AtERE AR A . BEEN [H BHER K R isind ol 5 BhiR BE AR 5REFE.

19.41L. RESEHPX

SFREMRE, T Kafka REPIFEEE, HHEEHS, 2XNGSEEMAEREBHRTYSH, 1/01E
M T X—m. 54, EALaTLUER kafka-topics.sh TEIXBE HH X FIRFHFHHNA B KE,
MESH S XNBEEHXZ MM EBERSHEKER, XRERNEHPEERNENMERE, 5—A
m, £SHPTFERBERENIIESHILIXBEBERTIEHPHEF—PMREBLOTFEERE,

{51/ kafka-topics.sh T E i describe --under-replicated-partitions %13k 5 R~ ch Y a1 S HKN D
XHER. XERRIXLEENSEHRARINS X,

mRHHHZE, N Kafka KEEZEEHNIX. BN, HdEREERSHTRANEIR,
HUTRAD, BMORRE 3PN 21EERES, ISR (AFEIEX) hpRP—1EIxK,
MaSimEREESE S XMER
bin/kafka-topics.sh --bootstrap-server :9092 --describe --under-replicated-partitions
Topic: topic-1 Partition: 0 Leader: 4 Replicas: 4,2,3 Isr: 4,3

Topic: topic-1 Partition: 1 Leader: 3 Replicas: 2,3,4 Isr: 3,4
Topic: topic-1 Partition: 2 Leader: 3 Replicas: 3,4,2 Isr: 3,4

LUTRERE I/0 HIES 45 XN —Li5Fs :
KRESE 5 XMiEn

kafka.server:type=ReplicaManager,name=PartitionCount ﬂ
kafka.server:type=ReplicaManager,name=LeaderCount 9
kafka.server:type=BrokerTopicMetrics,name=BytesinPerSec 6
kafka.server:type=BrokerTopicMetrics,name=BytesOutPerSec ﬂ
kafka.server:type=ReplicaManager,name=UnderReplicatedPartitions 9
kafka.server:type=ReplicaManager,name=UnderMinisrPartitionCount G

Q@ HRPFAEIENS KN,
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e33R E SRS S
BMRESHIEANF T
BMMESREHF T,
EHPAATANERN I ERE,

QD00

&/ ISR TR KEE.

MR HETAtXET THE, WEFEDY ) INEHFHRR, s/hEFSIXNEENTFEHEER 11,
HAESHMNSXMATLIER, HR, ETF&E ISRHSXREAO A A, EaTLi#A kafka-topics.sh
T Bl kafka.server:type=ReplicaManager,name=UnderMinisrPartitionCount #5###1 under-min-
isr-partitions WK G S 1,

R

{8 Cruise Control BEIIEMEH T H Kafka E£EHNESS, BRI XABHEI9H,. MIEEZEL,
E2 1 58 13 ZE @/F Cruise Control H{T5E¥E #r 1

19.4.2. 1751 Kafka &% A A4 RE [v] &

SRERPRBISRAKR —MENE, XRESFHEENHENE AR DI E restraint
X, MRBERGHEHFIEANE, N Kafka RHMNABEFFE, —LEHXRANS5E— Kafka E
B HEMEERL, FESRERSERE,

ETM Kafka SEEERAIMERERIE, 15 RequestHandlerAvgldlePercent {5FrIEE R

Fl. RequestHandlerAvgldlePercent iRt E X EH T HNRFSHIERE. LEFHENTFOIZ
i, TFHEMIME 0.7 RREREN AICERE 30%, HREF RS, MREET 50%, NeTaes HIlRE,
B REERTET BREHTLEN, 7£30% K, BRI,

H—1ARAKiERE kafka.network:type=Processor,name=IdlePercent, &0l LU SR Wi Kafka
SHPHZLBEFNENT B (Ehaskt) . BIirEaTFRHILtERESEEd=skRkeETaF A,

MR REMRE, 5 num.io.threads BHEF TR ESRHE, ABBEELES. NMREHEY
g, ERAFFmER T HigkER, HERNE, BOEHRNAESISMKEBRE.

FREIR, EREMNE ENANHERETRES T ESWMEN RN, BTERER P mERESIm
ASRTENSXNAE, HFEHXESRKABRNMEHDTIISH, REHETRESEE SR IE KIEEE,
FHEBEREPNENBRERRENRE, RAID (TRMEMS) FHEERNS ME#EKESREHR
—MZHH oA BT REX AN AlE,

LUTREAE Kafka SEEFMEREM —LE451T -
K& Kafka £#HEEERIEIR

kafka.server:type=KafkaRequestHandlerPool,name=RequestHandlerAvgldlePercent ﬂ
# attributes: OneMinuteRate, FifteenMinuteRate
kafka.server:type=socket-server-metrics,listener=([-.\w]+),networkProcessor=([\d]+) 9
# attributes: connection-creation-rate
kafka.network:type=RequestChannel,name=RequestQueueSize G
kafka.network:type=RequestChannel,name=ResponseQueueSize ﬂ
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kafka.network:type=Processor,name=IdlePercent,networkProcessor=([-.\w]+) 9
kafka.server:type=KafkaServer,name=TotalDiskReadBytes
kafka.server:type=KafkaServer,name=TotalDiskWriteBytes

Kafka fCEL R EiE KRB SREENTY B2 H, OneMinuteRate # FifteenMinuteRate
B2 5 BB —o e+ Ao sheiE kK,

1£ Kafka fCERBYRFERIZS AR S Fh A B FTE R 3R, listener BHES| ANITERHA

#F, networkProcessor B3| ML E M ID, connection-creation-rate Bt & RE#ERE
BIERRERES,

HRBAFIBI 4 HT KN,

ISR S E TP A

IEML TR H BN A B9 . networkProcessor 15 &2 52 a ML AR 2RM 1D,

Kafka BRZ5 83 MBE AL AT 8,

Kafka IR558: B AMEBIF T H,

S9®06006 O O

19.4.3. 117/ Kafka #1123 R BY MERE 7]

Kafka #ZHI2 1 T EEHEHNEARE, NREIM. 2XEFS/EMTHEE, Kafka £ HIZRMN
FERMEZE, BEBT Kafka AFHHNEIRE, HRBEREEEHTECELSEIESHLERN, 25
ShEEESENRBETEIREERYS. BLalE,

BAEZHA ARG IRERZS, BEoLUGRREIE RIS T AR HIZREA S KN, R BIRN G, WX
RS —NaR i NiERes. BANTIXK/NREEIE 2FHIN, BMEXAMERFEI8M, HERE
BREFEREEESR, BeRFERHBTESEE. MBEBRLXEE, Kol EHERISZBIRENRE
h, XEEXH YaEHI2RRNE,

LUFRKRE Kafka 2HI 25 HEaEM —LE355r -
K& Kafka #2523 EsERIE IR

kafka.controller:type=KafkaController,name=ActiveControllerCount
kafka.controller:type=KafkaController,name=OfflinePartitionsCount
kafka.controller:type=ControllerEventManager,name=EventQueueSize G

Kafka SEEFHBUERIEHIRRE, H1XRTRE—NEKIERSR, BAERS.
HRTELNS KB, MRXMEFEmIRESE, NIRRT HIRE,

09

RSP EMAANINAN, EH2ERNBZUPITIRE, MEIRFEEHFI EKBEHAE, MR
EREEnHfRsEE, NiERHSRTER FERTEIITRRENEE.

19.4.4. A AE KRB 0] 3

& eI LL{$ F RequestHandlerAvgldlePercent i5t kB IE K2 E18. H4, EKIERAILLURAIMBLERE
T KB B EE IR E Atk ]38,
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ERVIIEIE Kafka &K, WERPTKBIEIREXREE : count 1 99th percentile ZEIR (1B tail I
iR) .

count IEFRFRTERF BT [H] [H] BRP AN BRI TE KB, ©RILLIE T ## Kafka SEGCEMIE RS, FEBNHANGR
EfM spikes HEFH,

99th percentile ZERMEFKRER, XZMEIFERMNH, BREKTLHE 99% iHRKIFFLEENH, HE,
EARARRMUEXTR 1% HROFEUIFEN EIFE . BaiEil, 99th percentile MEERIEFREMIEE—
SEN ERALER 99% BiEK, FRH 1% ATRERERE KN FE], (EXFHRR 1% HFBHFEN KA. 99%ile
AR EEMETFTRSBER, HHRTLURRBS RGBS,

IEPE RS XS BOHRIB XM RE I BRIRS R B A, BRSHDEFRKImERINRKEERN5E
BIx,

W BERFIDHT count Fl 99th percentile ZEIRTEPR, fERILLT f# Kafka SRR A REERKNR, LU
RIEFE AR R EER,

LUFRIEE Kafka iRk MERER —LE4E51F

RAEIF RS

900990290000

# requests: EndTxn, Fetch, FetchConsumer, FetchFollower, FindCoordinator, Heartbeat,
InitProducerid,

# JoinGroup, LeaderAndisr, LeaveGroup, Metadata, Produce, SyncGroup, UpdateMetadata ﬂ
kafka.network:type=RequestMetrics,name=RequestsPerSec,request=([\w]+)
kafka.network:type=RequestMetrics,name=RequestQueueTimeMs,request=([\w]+)
kafka.network:type=RequestMetrics,name=TotalTimeMs,request=([\w]+)
kafka.network:type=RequestMetrics,name=LocalTimeMs,request=([\w]+)
kafka.network:type=RequestMetrics,name=RemoteTimeMs,request=([\w]+)
kafka.network:type=RequestMetrics,name=ThrottleTimeMs,request=([\w]+)
kafka.network:type=RequestMetrics,name=ResponseQueueTimeMs,request=([\w]+)
kafka.network:type=RequestMetrics,name=ResponseSendTimeMs,request=([\w]+) Q

# attributes: Count, 99thPercentile @

TH KRR B LA B iE R ig .

Kafka {CER M EAOEE,

WRELCEAEERATIGIF RN (Z# 9 8h6L)

THRSERBVERTE] (A9 8RAL0) , MBI B[O & F SiRbdi ],

WREFALES EAIERAERLLERAN A (=ML .

HRBERFP RO H AR LI E] (294D

WHRBAE TR E () . SREREEFWRELXEZKSHRE, TR, SERIE.
EAE AR, MM ACERRIRR AT h E A9t (L= 86D o

EREBERMNE, WNRERXBNE wEE (Z#Hy 8L .

S FrrfaiEkfEPR, Count #199thPercentile B R 2 EBAER B, URRIEMN 1% 1E5K5EK
BB ],
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19.

4.5. EREIRER FiReI R

Wi SRR, SRR ERM Kafka Bk (producers 1 consumers)ittaE, XABh

TFHAREASTHRHEERNEE, MAPEEEEEREN. SFREERIRE TR,

LUTRERE Kafka B imtE e — L3565 -

RAEER M twiE R ERERER

2]
©

19.

kafka.consumer:type=consumer-metrics,client-id=([-.\w]+) ﬂ

# attributes: time-between-poll-avg, time-between-poll-max
kafka.consumer:type=consumer-coordinator-metrics,client-id=([-.\w]+) 9

# attributes: heartbeat-response-time-max, heartbeat-rate, join-time-max, join-rate, rebalance-
rate-per-hour

kafka.producer:type=producer-metrics,client-id=([-.\w]+) 6

# attributes: buffer-available-bytes, bufferpool-wait-time, request-latency-max, requests-in-
flight

# attributes: txn-init-time-ns-total, txn-begin-time-ns-total, txn-send-offsets-time-ns-total, txn-
commit-time-ns-total, txn-abort-time-ns-total

# attributes: record-error-total, record-queue-time-avg, record-queue-time-max, record-retry-
rate, record-retry-total, record-send-rate, record-send-total

(consumer)feHIFH K Z G BIFMR KN E, XBEBTFHREEREESEERIER LRI
B, time-between-poll-avg #time-between-poll-max B4 7 & 238 5t & B Ih i i)z (R G
MR (=R HAL) .

(consumer)fgbrkiiiE Kafka AP SREBHSR 2 MM AR, BES Ok IMAMEGRTEET

(producer)fgFrkiii® Kafka producer B9tERE, BHSZAXEHE. HRKER, h&iFKR. EH
SEERAC R AR X,

4.6. HAEIMGCE MO XBIERE

FEM XBETRE BT 28 Kafka REFPRIFRE, HEEBWEE M iniatrl, X LEmeiEE
R P imagnlE,

LUF 2R E I 2 KRR — 2455 -
RAEFEM S X HaEasfEts

166

#Topic metrics

kafka.server:type=BrokerTopicMetrics,name=BytesIinPerSec,topic=([-.\w]+) ﬂ
kafka.server:type=BrokerTopicMetrics,name=BytesOutPerSec,topic=([-.\w]+) 9
kafka.server:type=BrokerTopicMetrics,name=FailedFetchRequestsPerSec.topic=([-.\w]+) 6
kafka.server:type=BrokerTopicMetrics,name=FailedProduceRequestsPerSec,topic=([-.\w]+)

kafka.server:type=BrokerTopicMetrics,name=MessagesinPerSec,topic=([-.\w]+) 9
kafka.server:type=BrokerTopicMetrics,name=TotalFetchRequestsPerSec,topic=([-.\w]+) G
kafka.server:type=BrokerTopicMetrics,name=TotalProduceRequestsPerSec,topic=([-.\w]+)
#Partition metrics

kafka.log:type=Log,name=Size,topic=([-.\w]+),partition=([\d]+)) 6



\
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kafka.log:type=Log,name=NumLogSegments,topic=([-.\w]+),partition=([\d]+)) Q
kafka.log:type=Log,name=LogEndOffset,topic=([-.\w]+),partition=([\d]+))
kafka.log:type=Log,name=LogStartOffset,topic=([-.\w]+),partition=([\d]+)) m

BFEIVFHIEANF T,
FEXESHEHF T,

FE X RIMEIERE,

4 R E B RINB9TE R B
FEXESHNEAHRE,
FEXENSHIRIUER (BIIHMER) MEE,
FEXENSHIRIUER (BIIHMER) MEE,
KESXHBEHIRN (LLFT R o
BEDXHEER B,
FESXBSPRE—THRNESE,

9000909929900 90 —

BHESXAEHRBE—INEHENRES

L fth BE IR
® Apache Kafka 3#4 7 f# o] FiEHISE B FI%
® Prometheus 3#4

e Grafana 3X#4
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B S% A R FRIRBESIT 4
Apache Kafka BFR@ T ST bR £t, EEBIEMITE, HRIZLEE, T ik,
Dy AR B P
1. ¥ % access.redhat.com,
2. MPEAZEWKS, HOB—NKS,
3. BFRBUEMIKS,
BUETT 5
1. ¥ % access.redhat.com,
2. 5%l My Subscriptions,
3. SMEECEITH FHRMAZN 16 fIEES.
T & Zip #0 Tar X4
%?ﬂ zip X tar X, EFEAZST PRI ER TERNEXH, MRESER RPMERHS, NIARREX
1 TN SR B RLEE 1/ M, 7 @& T UM, BIA access.redhat.com/downloads,
2. £ INTEGRATION AND AUTOMATION B3k El Apache Kafka for Apache Kafkaf3i.
3. 1%&FE Apache Kafka I @R i. W R¥TFF Software Downloads T,

4. BHHEE Download %,

{fF DNF ZE54a
BEREFHALURFMATESHKEIZSS, EEMA :

I dnf install <package name>
EMKIERPREZA TENTHE, FER -
I dnf install <path_to_download_package>

E#HF 2024-04-30
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