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KT ZLNE AR A bt
BB BT ALBOR .

Fott, G- JIRA R IEHENER, RUERTRESIFEMNER, UERITHRERRENE
*Q

AR

o MAELEES, MLk, ik~ a1k & & % E] Red Hat Jira Software SZ4l,
MBIEERAKS, RASRTEQER—DKS,

AR
1. RELTFARZA @ Createissue,
2. 1E Summary SCANHE iy A [F] 8 5] R H ik
3. 1f Description XAEFHRMHLUTER :
o R R R TTE R URL,

LI =P N AL 1R PR S HE 7 Pu
B LURHE R REEEMEMFERPIEIAE,

4. Fh0 reporter &R,
5. = Create I JIRA [AIRIIR 32 B ST#S A1 PN,

REHRTER] Al SRR R 15


https://issues.redhat.com/secure/CreateIssueDetails!init.jspa?pid=12320221&issuetype=1&components=12328148&priority=3&description=URL where issue was found%3A %0A%0ADescription of issue%3A &summary=%5BDOC%5D <summary here>

RORTIE
Apache Kafka #2265 BIR & — DN ROARTI .,
BTG ThRER L8 ™ MRS WAL (SLA) X HE, BRIBET AT, Hit, LIIERHEEEEH

EREERRARTIEThEE, AR T IhAE ) IR AU BIFHE B R A RV H], RFEEF AT 2
R FRER . IFBERIFFEENEZER, HEM AT F e,


https://access.redhat.com/support/offerings/techpreview/

Red Hat Streams for Apache Kafka 2.7 il Apache Kafka 1&=#I& 897%

5 1% £ APACHE KAFKA & &8 STREAMS £ KAFKA &
iz

Apache Kafka #2HI &8 Streams 12t T — MA@, ATHEIEIE Kafka K8, BT HEHAH @i
AT, SRMEENEELN LA,
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25 2 Z I APACHE KAFKA 1% &8) STREAMS 4## % KAFKA &
Fic:

¥ Apache Kafka 12 &# Streams Z8ZEZEI5 Apache Kafka B Streams B2 Kafka F£E$ERM
OpenShift 58, AN Apache Kafka 2HI & IR EMRE ST,

A FEA Kafka £8F, AT REERN Kafka HRNEEFTEUTRE :
o R SEEEMAMENEBIRN
o HIATATIEEISRN A HIFRERF,
e 5/ Prometheus 7 BREM MERF FIREVIE T,
e IEFNECE (@)F ConfigMap) LUE& Prometheus BIAKT S HIEDT.

Apache Kafka #2258 Streams B E Kafka A/, BoiE N KafkaUser BE X HR, LUEZRGHIES LS B
WEFIRAN I P SR U5 R &R %,

WIREE KafkaUser Q1 IEFIRAAEIN, HMEEI155 N Kafka B & PTEL.,
o KafkaUser.spec.authentication [t Kafka.spec.kafka.listeners[*].authentication
e KafkaUser.spec.authorization [Cfic Kafka.spec.kafka.authorization

Prometheus iR ZEEHEE 79 M Kubernetes 1 Kafka EEEHRENIE IS, FFEiL44 hiE
FiEREF.

FeRFH
o LHRTEEESR cluster-admin A OpenShift B/, % system:admin,
e OpenShift 4.12 & 4.15 &£ 2%,
e [ Streams for Apache Kafka B2 Kafka 5 E£7E OpenShift £EEHZ1TH,
® Prometheus Operator, @W7iE5 7 OpenShift I EERZRIIRIL Operator,
o oc MHITILECREHEE NiEEE OpenShift £,

o EIHIEBFRIEEEMBMNIIEN secret {H,
A LUFER OpenSSL TLS BT EAEMIE, MITFFIR -

SESSION_SECRET=$(LC_CTYPE=C openssl rand -base64 32)
echo "Generated SESSION_SECRET: $SESSION_SECRET"

NEXTAUTH_SECRET=$(LC_CTYPE=C openssl rand -base64 32)
echo "Generated NEXTAUTH_SECRET: SNEXTAUTH_SECRET"

& openssl help &7k EXFR A B9 T8 65 51T f k.


https://www.openssl.org/
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B& T i Apache Kafka ¥ & 2RS4 A, Apache Kafka 5B # Streams MR TIER BRI, LA
{84 Apache Kafka Operator. Prometheus Operator #1 Kafka S£8% % Streams, 7ELLiTi2H, FlilRR
EERE T operator,

TR RE T XEMLA R ENRIRESE, BETLUERBSH Apache Kafka #1 Prometheus |
g-illtbo

it =

1. F#EFIRE Apache Kafka 1 & L4 T 48 Streams,
5B BT M Apache Kafka B4 T 71 B Streams K15 .

XHEEZEHE. Kafka £EH] Prometheus FTEMEREEE,

2. @I N F Prometheus RE& 34, {FREHSMENEE QR Prometheus 24 :

a. Jn console-prometheus-server.clusterrolebinding.yaml X /47 ${NAMESPACE},
LU#EF Prometheus SEfI B L& BIHY6p & 22 [H]

sed -i 's/${NAMESPACE}/"my-project™/g' <resource_path>/console-prometheus-
server.clusterrolebinding.yaml

Flan, FELRIEAH, FITFLLEE my-project 8 R 22 [A], BLENF Prometheus WABSHAR
Fik P YR E,

b. B IRIRLU TN B A R XX 4R 8] Prometheus 54 :

# Prometheus security resources

oc apply -n my-project -f <resource_path>/prometheus/console-prometheus-
server.clusterrole.yaml

oc apply -n my-project -f <resource_path>/prometheus/console-prometheus-
server.serviceaccount.yaml

oc apply -n my-project -f <resource_path>/prometheus/console-prometheus-
server.clusterrolebinding.yaml

# Prometheus PodMonitor and Kubernetes scrape configurations

oc apply -n my-project -f <resource_path>/prometheus/kafka-resources.podmonitor.yami
oc apply -n my-project -f <resource_path>/prometheus/kubernetes-scrape-
configs.secret.yaml

# Prometheus instance

oc apply -n my-project -f <resource_path>/prometheus/console-
prometheus.prometheus.yaml

521477 console-prometheus, FFiEEIEHISERIARS I URL 25 hitp:/prometheus-
operated.my-project.svc.cluster.local:9090, 3B my-project Man 44 22 (5] ZFRAFTKEL,

%% console-prometheus SEfIEREREH, FHNTEFEEM OpenShift ¥
HERVIHE,

3. BIEBFIERE Kafka EEL,


https://access.redhat.com/jbossnetwork/restricted/listSoftware.html?downloadType=distributions&product=jboss.amq.streams
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. WNRIEEATE KRaft R TI21TH Kafka EEEMIILEHIS, 157E console-kafka-
metrics.configmap.yam| XA EHEEFHIEIECE

o HUHER KRaft B XIEI BB,
o IFEE ZooKeeper HXFEIT,
XX B & H B AR B,

. B ARIN ACL KEYSR Kafka SREHR %1 (7] k%% console-kafka-
useri.kafkauser.yaml 324 ##) KafkaUser B & X H R,
Kafka AP ZEDHBZELLT ACL #U -

o ik &3 ¥R DescribeConfigs TR

A /8 %iIRM 2B, DescribeConfigs FiBR

AT ARIR FIXE. ik PR

AP EREGE RS

apiVersion: kafka.strimzi.io/vibeta2
kind: KafkaUser
metadata:
name: console-cluster-user1i
labels:
strimzi.io/cluster: console-kafka
spec:
authentication:
type: scram-sha-512
authorization:
type: simple
acls:
- resource:
type: cluster
name: ""
patternType: literal
operations:
- Describe
- DescribeConfigs
- resource:
type: topic
name: "*"
patternType: literal
operations:
- Read
- Describe
- DescribeConfigs
- resource:
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type: group

name: "*"

patternType: literal
operations:

- Read

- Describe

4uE console-kafka.kafka.yaml STH#ELAE e G (I FF -

sed -i 's/type: ${LISTENER_TYPE}/type: route/g’' console-kafka.kafka.yaml
sed -i 'sA${CLUSTER_DOMAIN}/"'<my_router_base_domain>""/g' console-
kafka.kafka.yaml

X4 EBATOIR Kafka £81 Katka BE U HREE.

R4 T LU TR -

5 type: ${LISTENER_TYPE} E#t 7 type: route,

#F ${CLUSTER_DOMAIN} E#t 9355 bootstrap F1 per-broker &35 {3 FAHIES
RIrRERFENAENEEE, BABERT, A RTEFEENA OpenShift B34 .
B2, EaLhRiEEENRES D BB .

4, ERLUE mEIRCEEHREECK Kafka 58E .

W REUTIRF B AR ZE Sk 818 Kafka 55 -

# Metrics configuration
oc apply -n my-project -f console-kafka-metrics.configmap.yaml

# Create the cluster
oc apply -n my-project -f console-kafka.kafka.yaml

# Create a user for the cluster
oc apply -n my-project -f <resource_path>/console-kafka-useri.kafkauser.yaml

MREGEAB K Kafka £8, 5N HABHMN Kafka FiREETmMAZ console-

10
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kafka.kafka.yaml,

RENHEOE—1 Kafka LR LUK Kafka AP LA RIEHIGMRAEIRE, BT%E
BiEEE RS R ENE Kaftka REBFHIEINRE, 51 Kaftka A 8BRE— 1M H—%
ﬂ;o

KESPBHIRE -

I oc get pods -n <my_console_namespace>

fith B~ Operator LRSS E

NAME READY STATUS RESTARTS
strimzi-cluster-operator 1/1  Running 0
console-kafka-kafka-0 11 Running 0
console-kafka-kafka-1 11 Running 0
console-kafka-kafka-2 11 Running 0
prometheus-operator-... 1/1  Running 0
console-prometheus 11 Running 0

1EXE8, console-kafka 2ERFHIATR.

FRABIEEM pod M9 pod ID,

HEERABED, EERE=1 pod,

READY ZR#4/THANRIAR. %4 STATUS E7~7 Running i, EBERI.

& Apache Kafka #2HI& 7.

%4 console-server.clusterrolebinding.yaml 32{, LU AEHIE SSHIELZTI G
AZEH -

1
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sed -i 's/${NAMESPACE}/"'my-project™'/g’ /<resource_path>console-
server.clusterrolebinding.yaml

REREHENABSHIRFSIKFHE,

Wi AR (RUTIF) REEH G A FEFSmIED

# Console security resources

oc apply -n my-project -f <resource_path>/console-server.clusterrole.yaml

oc apply -n my-project -f <resource_path>/console-server.serviceaccount.yaml
oc apply -n my-project -f <resource_path>/console-server.clusterrolebinding.yaml

# Console user interface service
oc apply -n my-project -f <resource_path>/console-ui.service.yaml

# Console route
oc apply -n my-project -f <resource_path>/console-ui.route.yaml

ZESUBzTENSANRAEMRNAR, AGKE. RFKS. RSMEEH,

FEHERNRTEEBRNEHEIE, B —1 %N console-ui-secrets B Secret, Heh
BEFHA secret i (M REH k)

oc create secret generic console-ui-secrets -n my-project \
--from-literal=SESSION_SECRET="<session_secret_value>"\
--from-literal=NEXTAUTH_SECRET="<next_secret_value>"

HPEIEHER, secret ENIBEETEHY,

RECHEEHEG AP R EtEARENENS -
I oc get route console-ui-route -n my-project -0 jsonpath='{.spec.host}'

DirEHE A R EREE A,

4t console.deployment.yaml ST LAE e G (I FF -

12



% 2 = 5 APACHE KAFKA EZHI& M STREAMS 5 KAFKA 58

sed -i 's/${CONSOLE_HOSTNAME}/"'<route_hostname>""/g¢'
console.deployment.yaml
sed -i 's/${NAMESPACE}/"'my-project™'/g' console.deployment.yaml

R4 T LU TR -

$F https://${CONSOLE_HOSTNAME} &#ty https://<route_hostname >, XZ&
AFUiREHE AP R ErEge,

5 ${NAMESPACE} &#:75 http://prometheus-
operated.${NAMESPACE]}.svc.cluster.local:9090 #f my-project v & 22| &k, X
RiEHl&EHAN Prometheus SE4I89 URL,

MREFEAECH Kafka 5, FRRERIERN HRE IMEEE, XEETILEHE
BRI R RGN,

RIS API :

I oc apply -n my-project -f <resource_path>/console.deployment.yaml

i BRI A

NAME READY STATUS RESTARTS
strimzi-cluster-operator 1/1  Running 0
console-kafka-kafka-0 11 Running 0
console-kafka-kafka-0 11 Running 0
console-kafka-kafka-0 11 Running 0

prometheus-operator-... 1/1  Running 0
console-prometheus 11 Running 0
console-api 11 Running 0
console-ui 11 Running 0

R A 2N Katka £EEHPHRMRHEE

NMREBZELET Kafka £, EaLMEAMBNEERH Kafka FilR. N AEFREXHN, &
FREHM Kafka 7R, AR AR Apache Kafka Console ZE 12 4L0 Kafka ¥R,

13
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Kafka 5{IRBEL TAE :

AT AFERBLU TR G T3 MRt HITER

FFREHPIISIRE A Prometheus 1657, MRE[EA ZooKeeper H{TcBIRER, HH
ZooKeeper ZINtERMNEE,

Prometheus {&iAcE %8| ConfigMap, % ConfigMap i2#tiZdl & EMiEiikdE, EirhdEE
console-cluster-metrics.configmap.yaml ¥iRECE X4 FhiR4t.

G RN Kafka R ECE A

apiVersion: kafka.strimzi.io/vibeta2
kind: Kafka
metadata:
name: console-kafka
namespace: my-project
spec:
entityOperator:
topicOperator: {}
userOperator: {}
kafka:
authorization:
type: simple
config:
allow.everyone.if.no.acl.found: 'true’
default.replication.factor: 3
inter.broker.protocol.version: '3.6'
min.insync.replicas: 2
offsets.topic.replication.factor: 3
transaction.state.log.min.isr: 2
transaction.state.log.replication.factor: 3
listeners:
- hame: route1
port: 9094
tls: true
type: route
authentication:
type: scram-sha-512
replicas: 3
storage:
type: jbod
volumes:
-id: 0
type: persistent-claim

14
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size: 10Gi
deleteClaim: false
metricsConfig: 9
type: jmxPrometheusExporter
valueFrom:
configMapKeyRef:
name: console-cluster-metrics
key: kafka-metrics-config.ymi
version: 3.6.0
zookeeper:
replicas: 3
storage:
deleteClaim: false
size: 10Gi
type: persistent-claim
metricsConfig:
type: jmxPrometheusExporter
valueFrom:
configMapKeyRef:
name: console-cluster-metrics
key: zookeeper-metrics-config.yml

HEHEEEATEHNLITER, £4F0P, KETEHETERF.

2]

Prometheus {5F7, @331 &23 Prometheus JMX S:HiZ3ECEM ConfigMap 5.

©

RBEHEFERAE ZooKeeper 9 Apache Kafka K Streams for Apache Kafka I =¥ Zxin
ZooKeeper A&, KRaft EXFREE.

RERHEHRENRELE

MREABACH Kafka £8F, HRERHSNBELERSAFMRNIRELE,

LUFRISRE T IMR L B(HRSEH -

KAFKA XA Kafka £ENEE.

15
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CONSOLE_KAFKA_<UNIQUE_NAME_ID_FOR_CLUSTER > &SNS EERNERE,

ZHERELERA

apiVersion: apps/v1
kind: Deployment
metadata:
name: console
spec:
replicas: 1
#...
template:
metadata:
labels:
app: console
spec:
#...
containers:
- hame: console-api
#...
env:
- name: KAFKA_SECURITY_PROTOCOL ﬂ
value: SASL_SSL
- name: KAFKA_SASL_MECHANISM 9
value: SCRAM-SHA-512
- name: CONSOLE_KAFKA_CLUSTER1 6
value: my-project/console-kafka
- name: CONSOLE_KAFKA_CLUSTER1_BOOTSTRAP_SERVERS ﬂ
value: console-kafka-route1-bootstrap-my-project.router.com:443
- name: CONSOLE_KAFKA_CLUSTER1_SASL_JAAS_CONFIG 9
valueFrom:
secretKeyRef:
name: console-cluster-user1i
key: sasl.jaas.config
- hame: console-ui
#...
env:
- name: NEXTAUTH_SECRET G
valueFrom:
secretKeyRef:
name: console-ui-secrets
key: NEXTAUTH_SECRET
- name: SESSION_SECRET @)
valueFrom:
secretKeyRef:
name: console-ui-secrets
key: SESSION_SECRET
- name: NEXTAUTH_URL @
value: 'https://console-ui-route-my-project.router.com
- name: BACKEND_URL ©)

16
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value: 'http://127.0.0.1:8080"
- name: CONSOLE_METRICS_PROMETHEUS_URL @
value: 'http://prometheus-operated.my-project.svc.cluster.local:9090'

TS5 Katka KELEEHNE 2L

Kafka fREERIRHIS (B im) SRR SASL A,

# Kafka B5RECE P OVEREHEERI B LR FA R,

bootstrap fEE b FHMEwOX, BAFLZIFHEREER Kafka EFHHPRFRENRE, EXHIH,
AR IR, 3R E Kafka R ECE,

Y£9 Secret ##: X Apache Kafka #HIEEER Kafka A P FHTIEERE, secret Rl
sasl.jaas.config EtE @S SASL £i8, A AMNEN, i, FEHEHN Secret H,

RAFEEZEHE PHTEHEIER secret,

RS REEERN secret

7 #E Apache Kafka R/ SRETHI A P U5 i #2HIE 89789 URL,

EHAA/ RS HTafNERRSES, DETBIERR.

17
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% 33 APACHE KAFKA #4158 STREAMS

& 3 & APACHE KAFKA #Hl58 STREAMS

LRITFF Apache Kafka #HI&5 08 Streams I, TR ERFEN Kafka £8f5%. i E LM
Kafka SEBFE S MMN3E b 3 Kafka SEFFEHR, ERILURBIAXUTHHMNESR -

Kafka 5%

—4 Kafka {CEEMEE A,
fCE (Broker)

REEBE T, Wi ITRER.
topics

FHRMBIEFFENBE M, Kaftka FENEFEADE—ITHEITTK.
pa >

ATEED FNEHNEIFER, 2EREETETREPE L
HREA

Kafka HEHAH#HR4A ID WA, HFEARAFESXER. HPEEREM—IHZSI R ERE
EO

pisn, ERIDAES AR EERFHCEEN T EME R HEEER Kaftka REHEREHIIEE Kaftka K£iF
R,

MRMAZFARATN, FHHRIEEHEPLHE hamburger 3% (= K¥EST)

19
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%5 4 Z HOME : R i FiEmSRet

FIURLEER Kafka SEHAORER, RUEARRTHXBOEREA . ERREGN, EHAILA
it 5 R A KIS R B B E A E R

BEREZER -

SEEB L FRIE Cluster overview Tl & EEHE T

B BEENES, URREXZEEIEHIAESE.

20



5 SR Tm

%5 = KB TE

Cluster overview Tl .7~ Kafka £EMRE. X8, EalLLUT4 Kafka (AR, RGE
LR ES, HRATHREHNEERR. TEBKPRETEXEFHPIINIXBENEE,
DREMNNEFIRE, @it ERFERER SR, SROCABEZR. CPU #RAXRMAEMAER. 5
A, EEIEMRE TX Kafka £ HAE TENEE AT HPTENSEAE,

5.1. Jjlnl % i R AR B RS

REF R Kafka £EE, RRUTHSRMERSIE UM RO ERNERFE,

it

1£ Apache Kafka #HI&H Streams H, RIEEEEM Kafka £EHETFR, AF= Cluster
overview #1 Cluster connection details,

1£ Kafka &/ imfci& h 2 513+ 700 bootstrap Mt FIEEEE Y, L5 Kafka £EEEEEEE,

AERE FiRfEANFHRIERE S ) Kafka SREHACEMN SR UERBIITRE,

21
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5 6 = EBIIm

T UE S0y Kafka SERQIBAAETE. FRAKITHLRERXEEIER.

FE E SR TIPS KNEESHRT, DUREEHSXOHEURRKAETEHNORE, %8
RN EEiEDRER,

g

H
[=]

REHE SN 5 S YV S LA | S E S b B v e ] S = T i e T

Rl EBAW, E—RIRETH

SETRHMAIHESR :

ain

HE

HREREENHEEARE,

ps 8

AKX EREERFN D EHEHFRE,
HEEH

SHTREHTIN T R 3 EIRSH 3 H H M B 5 B R FRFIIRS,

ME—NFEEE RN Managed, XEBkE{FEH Apache Kafka Topic Operator i Streams &2, H
AEBEEE Kafka E£8hOIEE,

ARG FRHUNER, RENBEREENEE.,



6.1. RAFBHI

M Messages Uik HERERFFE FHHE SR, Messages Ui+ £~ FBIRIRN B FEFIER,

Y=

1£ Apache Kafka #®HI& 8 Streams 1, = Kafka S£EM&HR, ARG = Topics.

RIEERENTEER.

REHE EFENER.

NFENER, EUUERHEHNEE (UL UTC) | mH. BH1E.

B—5HR, EALERIRENERIHE.

Hii; Manage 71l bR (fCRMF) , LUARZEETRIMER.

BHRRTHRE, BAFeRRETRLICENER,

B ERRBEEN MR EENEFER. ETUETMELEHEESXNER.

SeRE, EALlmil CSV Elfr (s CSV X#t) TEHAXREMER.

a5k

BN RHP, ERAERHER. RENDKETHSIHT

messages=timestamp:2024-03-01T00:00:00Z retrieve=50 partition=1 Error on page
load where=value

T IERIED K 1 hIEFRLA"Error on page load"#E5ER{E, M 2024 F 3 A 1 B, HKEHRE 50

A
NEE

23
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BRAE

WARRIIHFE XX (S AL ERRELRT, HEHBPEXELRARE M9i&, ETLE
HEPHNEMGERSR, INHER/EREHE DR, PrLHE,

lan -

messages=latest retrieve=100 642-26-1594 where=key

AHITEE S B 642-26-1594 rhiERRHAY 100 SH .

SH BT

WEREERRE R,

latest MExHTHIE 2 FFI5,

messages=latest

LL1SO 8601 #&=X MAERAIT [AIF] B HAFF 4R B9 HI B,

messages=timestamp:2024-03-14T00:00:00Z

MEEhiEBFRNEEE. AFEEHERT, SUBZEERESKMES. 8
=, BRINHREETRED KPR ERE.

o

messages=0ffset:5600253 partition=0

UNIX Timestamp M Unix #& =896} 5] #1 B B FF 34,

messages=epoch:1

24



BEHEEHERHE .

messages=latest retrieve=50

fror EHhLREIRHER. = pause RHl (AMNEBELRNAR) LSk, DUEEEL4E
LR,

retrieve=continuously

o3 BT

EEEEN A 2 KR E S Kz TR,

6.2. RAFHHKX

M Partitions £ ERE X HMNS X, Partitions £k ERBFEAN TN HE TR,

it =

1£ Apache Kafka #HI& 8 Streams 1, = Kafka 384T, ARG = Topics.

SIEEM T TERERNEE LR,

RE 2K &5 F ENER.

NFEMSK, EAUEREEFHRE, UREESRXUS. BIFRELURS XE#NBUIEENESR.

LGB EHRTEEDK -

25
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