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25 13 APACHE KAFKA X278 R

Apache Kafka fREEBURZE—1™ Apache Kafka MURRAIRIE, EEIERET Kafka RS, BT BrITE
2, SRIFEET Kafka WRGHSIAZABTH, MEAERREHLAREFES Kaftka RHEAS,

YEf (a8, Apache Kafka Proxy (RIBRIR SR Kafka EEERHEBFifm AIMEE. R TER. T
ML LZER.

11 RN 82

Apache Kafka Proxy #J Record Encryption 3£ 258 Streams 183 T Kafka E BHZR £, I E2ERTT
W ARAERINZ A INBEL AR Kafka (52, HAF Kafka ERFFREENEUBMHLE M, Apache Kafka ft
BRRER T TN, BRI Kafka SEFFIE L INE,

I EERE A envelope INE, LAEREXTFRINE B HIMB LT,

fERme

envelope INER—MIT IR ERAR, ATRTFUSMMWARXMBEREHRIE. BIEEAZIENEEHA
(DEK)#1TINE ., DEK {ERZEHAMEZHKE) AT, KEK ZEMFHEEHAETERSI(KMS)H,
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EIVIFIRR, & X INE A RN RR T E 5,

HIESRSBHEERS(KMS)EN, EMTRREFHEXETH., BRI, RA—F RN KMS £, T
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1.1.2. ;T IEER AN AR A 0 5
5 2R MARER I B AR AR BRI, B RARR ¢

1. iEUERE M Kafka REREEIR BRI I0 5%,

2. REMEBEGICRIHRR,

3. fF KMS &% DEK,

4. fERRTH DEK RAHMBERILR,

5. ERRBEILKBERBEICR,
WIEERMER LRU (BEEAN) REEMEIL R, MER DEKREEAEFESD, LUV E KMS MR E,
11.3. i JESRMNAIE A KMS
NTZFETIESR, KMS IRELUTREA

o ATHEHEHMBEHNR2EMHZEKEK)

o FATF AR ARE HIE INE B HRIAR 55 (DEK)
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2 2 &= /7 RECORD ENCRYPTION 73

VAULT

2% Vault & OpenShift ££E8 8 Record Encryption i3
B :

TE2R AL HASHICORP

e —EER, 1ENERN Vault EAHER LTI

e 5 H Transit Engine, &/ Record Encryption it

o JitiEARAIE

RS RETTE AP,

— Vault kg, HEEERMAER B TEEHMBHEIEINEZH(DEQMIFR,
o RENTELEIRRIEH Vault FhE,

RIBMEBEE B FE A Vault Transit Engine ARS5HI URL,

Vault ATLAERE HINESLH]. =SEFISK OpenShift, @i HKIBBIRI R, ©HILLS Apache Kafka VIR
#) Streams 17, tHAILLEEERE,

A KTE OpenShift %% Vault FIXE VAR, 1553 HashiCorp Vault 1 @ 314
LEFRFE MR T A& Vault BIF NI

e {HMH A Apache Kafka fXHH Streams IREEY I ER B ECERI Helm 5 Vault B8 £ OpenShift
SN

o EFTHIAM Vault 5L,
A Vault SEGIRT,

RN Record Encryption i3 25 818 Vault SREEFI5hE.

Digk

H
[=]

THIEREBERETER FEF IR,

Apache Kafka B Streams 7£ examples/proxy/record-encryption/vault X4 K BIFERAIRETH, H
FEESREMICRME T IERRENTNSCEE Vault BE X,

e AMQstreams_proxy_encryption_filter_policy.hcl 75 Record Encryption it 23 E . — 4 Vault
B

e helm-dev-values.yaml 157 Vault #J Helm BB ZBECE

XERE AN ZARERET —MRFRE,

SeRFMH
o LHRTEEESR cluster-admin A OpenShift A/, % system:admin,
o oc MHITIEEBREHEE NEZEEESR admin AT RAI OpenShift 2%,
e helm &%

TEBREHEE NEZEEIEA admin U0 BREI OpenShift £&f,

%77 proxy By OpenShift Wi E & 22[A], XE2MINRENENR —mZ 2 A,
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BxIREFPERMN oc 1 helm STITIETHER, 1HEE --help,

£ Helm BB R ERAFIEE Vault

1. F#3FIREN Apache Kafka RIEZREE T 48 Streams.

REERI M Apache Kafka B4 Tk 1HE B Streams FKEX o
XHEEEE Vault TENIERE.
. QIERSEHFICTE :

cat /dev/urandom | LC_ALL=C tr -dc 'a-zA-Z0-9' | fold -w 32 | head -n 1 > vault.root.token

I export VAULT_TOKEN=$(cat vault.root.token)

. {FF Helm &% Vault :

helm repo add hashicorp https://helm.releases.hashicorp.com
helm install vault hashicorp/vault \

--create-namespace --namespace=vault \

--version <helm_version> \

--values vault/helm-dev-values.yaml \

--set server.dev.devRootToken=${VAULT_TOKEN} \

--wait

root HEFF Vault £,

. RERHERRE :

I oc get pods -n vault

Ty DR ER B R AR

I NAME READY STATUS RESTARTS
vault-0 1/1 Running 0

FRIABIEH pod B pod ID,

ERARIAEE, EHURERNMEE pod,

READY IR#4E/THHRRBIAE, & STATUS R4 Running I, BRERH,

. DI Vault 3t (VAULT_ADDR)F1 5725 8 LIS B#THY Vault 5261

I export VAULT_ADDR=$(oc get route -n vault vault --template="https://{{.spec.host}}")

. BB BHEFE Vault, F/3A Vault Transit secret 5128 :
I vault secrets enable transit

MRBZEAT secret BIZE, 1HRKRIER,

7. QIE$EM Vault Transit it B E :

I export VAULT_TRANSIT_URL=${VAULT_ADDR}/vi/transit


https://access.redhat.com/jbossnetwork/restricted/listSoftware.html?downloadType=distributions&product=jboss.amq.streams
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it EACEERERE R EA.
8. fJ# Vault REGFN TR,

BEEE B 2K Vault 241
MREEERET Kafka 26, EAILIEFHELLATF Apache Kafka fXEER) Streams,

1. AJ8— Vault #2735 75 £ (VAULT_ADDR #1 VAULT_NAMESPACE, #R{#F Enterprise)
LA3EME Vault 524

export VAULT_ADDR=https://<vault server>:8200
export VAULT_NAMESPACE=<namespaces>

2. BB O BH)ERE Vault, F/5H Vault Transit secret 5|2 :
I vault secrets enable transit

MRBZEAT secret BIZE, 15RKRIER,

3. Q&M Vault Transit HlitBIFELRE
I export VAULT_TRANSIT_URL=${VAULT_ADDR}/v1/${VAULT_NAMESPACE}/transit

it EACEERERE R EA.
4. BHFRERERE, LSIAER Vault L6

sed -i "s/\(vaultTransitEngineUrl:\).*$A\1 ${VAULT_TRANSIT_URL}/" */proxy/proxy-
config.yaml

5. fI# Vault RS,
BIEE Vault RIS S
KB Vault LIS, N Record Encryption i1 250/ —/ Vault SREEF S HE,

1. BJ& Vault KB :

vault policy write amgstreams_proxy_encryption_filter_policy
vault/amagstreams_proxy_encryption_filter_policy.hcl

{8 BB Apache Kafka Proxy #J Streams $2#t#) HashiCorp SRB&E 34 (.hel) [ REE B A

Vault, %5%kB&% 5 amqgstreams_proxy_encryption_filter_policy.

2. OJ#E Vault Sh& -

vault token create \
-display-name "amqstreams-proxy encryption filter" \
-policy=amqgstreams_proxy_encryption_filter_policy \
-no-default-policy \
-orphan\
-field=token > vault.encryption.token

R EREERBIESE, BRA XK THEIRIARE.

10
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3. BIEEESHEM secret :

oc create secret generic proxy-encryption-vault-token \
-n proxy \
--from-file=encryption-vault-token.txt=vault.encryption.token \
--dry-run=client \
-0 yaml > base/proxy/proxy-encryption-vault-token-secret.yami

R Vault BREFHEENE R, FIF secret QIR KR p &2 A HHY YAML XX {4,

L {FEF Record Encryption i3 £33 28 &7 for Apache Kafka Proxy i, proxy-encryption-vault-
token-secret.yaml secret &% FA £l OpenShift £&%,

R

EHREE, URARRERERARNBHANRM, SEABATERYI(KMS)I, 1 HashiCorp
Vault, FFARTFIE KMS RRIEAMBE EA(KEK), Apache Kafka (RIBRR2BEHEIE DEK #0557, I
A RERENIT occasional EFFREIREH Y. A%, MEEVEENEEBYRATHEERETETR
¥,

1
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28 3 2 {#F RECORD ENCRYPTION 723282 APACHE KAFKA
RIBAR

Apache Kafka fRERHI B £ 5 B Streams for Apache Kafka B2 Kafka EEETLHEEK. HH, BiliR
HERABREM Kafka EHINFEDTY, TRENMARHNIURARM 2. TRENRE LS RAHTHTA
Br, LREBREAMFLIMNG, AERmPHUAERTMAERER.

TELb I #2F, Apache Kafka Proxy B9 Streams {# f Record Encryption it jE2358 &, LLETF OpenShift
FH Apache Kafka EEEH Kafka L,

Apache Kafka B Streams 12t T R"ILE T, HHEE Apache Kafka Proxy B Streams Frfs BIED
&, LLEEE examples/proxy/record-encryption XK FRE Kafka 5£E%,

FERARGIRESH, FRAUTRIREFRESEMQFRIE
o FRAENMCER ClusterlP iRZ5HI cluster-ip KBS ITF2F7E OpenShift & A TR

e {#f per-broker loadbalancer BR$57E OpenShift &85+ A FFAERA LoadBalancer 2BV ISIFFE
2

SRR, REET LU
e kustomization.yaml 157 F FERZELIER Kubernetes B L
e proxy-config.yaml 15E X2 ConfigMap FIRECE
e proxy-service.yaml 5 EKEERSSH Service FRELE

ConfigMap FRIZHIXE RN ERHMTIERNEE, EUENAREEZSKE—EERN Kafka K&

SeRF M
o ZITRZIFMARAHI OpenShift &%,
e [ Streams for Apache Kafka B2 Kafka 5 E£7E OpenShift & HZ1TH,
o ARHhERIEH Kafka ZH#FHISTHF, LUSIEEIT loadbalancer H1TAERIG MM IBIZE, Kafka Zif
EXC#@%E RHEL for Apache Kafka 4 T £ T1HE B Streams for Apache Kafka ByZ T4
o IABATORENXFITIEFNERENEEMRS.
o oc MNITLIECREHEE NEEEESR admin j[AARH OpenShift &%,
e helm ST ITEEBREHEE NEZEEIESR admin Vi[RI R OpenShift £&%,

® HashiCorp Vault H{XIEXE, ® M Streams for Apache Kafka Proxy 117,
iR N Record Encryption i jE#81Z & T Vault £,

AXRWRRPERED oc A helm HITETMESR, EEE --help,

B& T 4 Apache Kafka RIEREZRERBITH4+, Apache Kafka Proxy B Streams AR TR B B XX 4K &%
Kafka 5£8%, REXHIRHET XENZXREMNRRRES L, BIERLUERBSBIH Streams for Apache
Kafka # Vault EIEH Kafka EEFERE.

Ebd e, FHATZEERR N my-cluster B Kafka 8%, IEZE kafka R ZEH], BENREHERS

12
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Apache Kafka HH Streams BIRREREFHERMN L Z2 A, 5B X kustomization.yam| XX #]
namespace % &, RERKINEBED K R EER, MREBLRE, NHMEREETRERRE
Apache Kafka Operator BJ Streams,

it

1. F#3FIREN Apache Kafka RIEZREE T 4# Streams.
REBRI M Apache Kafka B4 Tk 1HE B Streams FKEX o

XHaE@iT cluster-ip 3 loadbalancer 28 i IF 2 i E AT BN ER B,

2. 1£ Kafka EEEfHRAIEF M :

OC run -n <my_proxy_namespace> -ti proxy-producer \
--image=registry.redhat.io/amg-streams/kafka-37-rhel8:2.7.0 \
--rm=true \

--restart=Never \

-- bin/kafka-topics.sh \
--bootstrap-server proxy-service:9092 \
--create -topic my-topic

EAFF, BITBTIRER pod BEROIE—1 4% my-topic B9 E R,
3. 7£ Vault #°/ my-topic GIE B :

I vault write -f transit/keys/KEK_my-topic

4. ZniE AR LT EZRECER ConfigMap.
Record Encryption 1488 BSE R E HashiCorp Vault KMS B&EiE,

LSRN 8 2R Be B 7 B

filters:
- type: RecordEncryption
config:
kms: VaultKmsService ﬂ
kmsConfig:
vaultTransitEngineUrl: http://vault.vault.svc.cluster.local:8200/v1/transit 9
vaultToken:
passwordFile: /opt/proxy/encryption/token.txt 6
selector: TemplateKekSelector
selectorConfig:
template: "KEK_${topicName}" 6
#...

FERAMKMS (BHERRSY) BRBE, EAHIH, HashiCorp Vault,
Vault Transit Engine AR%5#9 URL,

&V Vault IRFSATRBI TS, RN ELEZE, NAERELREFFEMNT
FRMWEHL,

o 009

EFRAMNTRAMBE R (KEK) 2. ${topicName} 2RIBIERMFEE.,

13
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14

© ETHEITETIREN KEK IR,

5. {8/ Record Encryption 128 F13E M AV IEIFF2F N OpenShift &E£EBE Apache Kafka fXIEHY

{5/ cluster-ip 2B E

cd /examples/proxy/record-encryption/
oc apply -k cluster-ip

{#F loadbalancer flilT 85BEE

cd /examples/proxy/record-encryption/
oc apply -k loadbalancer

. MRE{EF loadbalancer 725, 15 EHAEEE LUFEARGIER loadbalancer AR5 i,

a. IRERFCERAR S5 B4R AL

LOAD_BALANCER_ADDRESS=$(oc get service -n <my_proxy_namespace> proxy-
service --template='{{(index .status.loadBalancer.ingress 0).hostname}}')

b. BEHRIEARSSERE M brokerAddressPattern B4 LAE IR :

sed -i "s/\(brokerAddressPattern:\).*$/\1 ${LOAD_BALANCER_ADDRESS}/" load-
balancer/proxy/proxy-config.yaml

c. MEANAIREREHEENE pod.

I oc apply -k load-balancer && oc delete pod -n <my_proxy_namespace> --all

. RERBORS

I oc get pods -n <my_proxy_namespace>
i T oRERE R AL

NAME READY STATUS RESTARTS
my-cluster-kafka-0 1/1 Running 0
my-cluster-kafka-1 1/1 Running 0
my-cluster-kafka-2 1/1 Running 0
my-cluster-proxy-<pod_id> 1/1  Running 0

my-cluster-proxy =B A R,
FRIROIEH pod B pod ID,
FERARIAEE, EAURELNMIE pod,

READY IR#h%E/THHERRBIAE, & STATUS R4 Running I, BRE RN,
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CBRIREERER, REEEM Kafka KREFERMFZER, RIENBEEENMAREENE
i,

3.1. TE{F F cLUSTER-IP 2R BY 5 IR F2 e A B IE AR IR

EfE A cluster-ip REGITFEFERT, 7 OpenShift &£8#H#Y Kafka producer FTETREIZITRER pod &
2, UFIErREREEEIE,

1.

3.

MRIEEERSHR :
W REERCHR

OC run -n <my_proxy_namespace> -ti proxy-producer \
--image=registry.redhat.io/amg-streams/kafka-37-rhel8:2.7.0 \
--rm=true \

--restart=Never \

-- bin/kafka-console-producer.sh \
--bootstrap-server proxy-service:9092 \
--topic my-topic

BiEM Kafka EEFRBEER T REN]SHME :
BEEEM Kafka £ERHEHHEE

oc run -n my-cluster -ti cluster-consumer \
--image=registry.redhat.io/amqg-streams/kafka-37-rhel8:2.7.0 \
--rm=true \
--restart=Never
-- ./bin/kafka-console-consumer.sh \
--bootstrap-server my-cluster-kafka-bootstrap:9092 \
--topic my-topic \
--from-beginning \
--timeout-ms 10000

AREBMEREEBBEE]
M Kafka EREAER

]IT]H-@_

OC run -n <my_proxy_namespace> -ti proxy-consumer \
--image=registry.redhat.io/amg-streams/kafka-37-rhel8:2.7.0 \
--rm=true \

--restart=Never \

-- ./bin/kafka-console-consumer.sh \
--bootstrap-server proxy-service:9092 \

--topic my-topic --from-beginning --timeout-ms 10000

3.2. 7E{# FH LoADBALANCER R B IS IR FE B IS IF (IR

18T AR IBIZ1T Kafka producer AR &R, BIFRERETES I/,
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{1/ loadbalancer it MCIRERGHE -

W REERCHR

kafka-console-producer \
--bootstrap-server <load_balancer_address>:9092 \
--topic my-topic

EARZER pod FEEM Kafka £EHEREREERENSHME

BEEEM Kafka ERERABEE

oc run -n my-cluster -ti cluster-consumer \
--image=registry.redhat.io/amq-streams/kafka-37-rhel8:2.7.0 \
--rm=true \
--restart=Never
-- ./bin/kafka-console-consumer.sh \
--bootstrap-server my-cluster-kafka-bootstrap:9092 \
--topic my-topic \
--from-beginning \
--timeout-ms 10000

SERRENESkAIREE]

BE#EEM Kafka EEEABEE

kafka-console-consumer \

--bootstrap-server <load_balancer_address>:9092 \
--topic my-topic \

--from-beginning \

--timeout-ms 10000

16
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25 4 & 7y APACHE KAFKA REERZE T

M5t Apache Kafka Proxy BRECEFRBIARRE, LREENEZ R SHNTIEE,

4.1. APACHE KAFKA PROXY Eci& I

Apache Kafka Proxy E2&H7E ConfigMap BTiRhiE L. {8 ConfigMap BTiRHY data B kECE
UTRE :

{3 Kafka £HREER

Kafka 2P CELES MLt

T iEdR N Kafka SBESIA T B BIThEE

EAPIh, ERT Record Encryption iTiEACE,

Apache Kafka Proxy Bdi& %l

apiVersion: v1
kind: ConfigMap
metadata:
name: proxy-config
data:
config.yaml: |
adminHttp: ﬂ
endpoints:
prometheus: {}
virtualClusters: 9
my-cluster-proxy: 6
targetCluster:

bootstrap_servers: my-cluster-kafka-bootstrap.kafka.svc.cluster.local:9093 ﬂ

tls: 9

trust:

storeFile: /opt/proxy/trust/ca.p12
storePassword:

passwordFile: /opt/proxy/trust/ca.password
clusterNetworkAddressConfigProvider: G

type: SniRoutingClusterNetworkAddressConfigProvider

18
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Config:
bootstrapAddress: mycluster-proxy.kafka:9092
brokerAddressPattern: broker$(nodeld).mycluster-proxy.kafka
logNetwork: false ﬂ
logFrames: false
tls: 6
key:
storeFile: /opt/proxy/server/key-material/keystore.p12
storePassword:
passwordFile: /opt/proxy/server/keystore-password/storePassword

filters: g

- type: EnvelopeEncryption @
config:
kms: VaultKmsService
kmsConfig:
vaultTransitEngineUrl: hitps://vault.vault.svc.cluster.local:8200/v1/transit
vaultToken:
passwordFile: /opt/proxy/server/token.txt
tls: @
key:
storeFile: /opt/cert/server.p12
storePassword:
passwordFile: /opt/cert/store.password
keyPassword:
passwordFile: /opt/cert/key.password
storeType: PKCS12
selector: TemplateKekSelector
selectorConfig:
template: "${topicName}"

PSS BT,

RS ECE,

B AFR,

EREBEMNBIMIE Kafka 819 bootstrap b,
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AT D BRI TLS K&,

6]

FA T el 45 B fULSR B B SR B P 2% St it A i 117 R R 1L 45 P 4%

FFHBFILR, B AKICKBEHXEN true K5 ASMSEDEXMAFILK
(logNetwork)#I’E 2 (logFrames),

© ATFRPSEFimeEERN TLS &,

© W iERCE.

@ TiEARRR, X2AHIHH Record Encryption id €23,
¢ REFTIERERENEE,

[12]

Record Encryption i1 i8R 25 #E Vault, MIRFE, EAAILIFEA Vault #5E TLS 4%
WEREUE, HBEAMEEEHS,

4.2. EEEEUSREF

Kafka SRBFHRNERT, FHENERN. TFHrmERBENEY, MARERNERN. YBET
Apache Kafka IR, ©aEATURENEHNERE,

ENEORE—1Birk, BRSEVEHILEINE—SEIER. S1MBRERESBULBRERLE
HW—PRrEFE B, At Katka @SN EIEFARKERTIAZSPENER. TFmEH
bootstrap_servers it FEEBIEHIER, IWAKHE—1 bootstrap Hitl, BHUREIBRERPHEN
R, HEFmEEIERN, Bl @R EAERBIE., REEFmlmNRfEE, R
B G FOLSR B F AOAE S P 2% b it
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% 4% Jy APACHE KAFKA {SIBREE 7%

AT LMRY SR B & A B AR R R ETIR AT R

Apache Kafka {XE #7532 PEM (Privacy Enhanced Mail). PKCS TOTP (Public-Key
Cryptography Standards)sk JKS (Java KeyStore) & A& B ML,

4.2.1. R R BT b

ZRPBENEHNE M mE, I TUTRFEENSESFPECE TLS

MIEBTENNE GERRSEE) KBERNSEREN CA (GERREWM) WEH, fEERIEBE, E5H
REe5EM#ARN bootstrap FCERIA A FRILES, X rlEEH B @ACFTIE BB & A ATFR(SAN),

A tis B EENRIRCEDIEE TLS Kik,

PKCSkamelet Bdi&RHl

virtualClusters:
my-cluster-proxy:
tls:
key:
storeFile: <path>/server.p12 ﬂ
storePassword:
passwordFile: <path>/store.password 9
keyPassword:
passwordFile: <path>/key.password 6
storeType: PKCS12 ﬂ
#...

EEHN2A CA IEFHH PKCSRG i,

2]

¥ PKCS TOTP EFH&ME,

21



Red Hat Streams for Apache Kafka 2.7 il Apache Kafka {CERE

©

() BANESE. MRFEEERN, NEABAFEENEREREZE,

L4

B,

(7Ik) Keystore K&, MPEBIEEHHAGFHERE, NEAKIAM JKS (Java Keystore)X

al

# Kafka &/ il A T A~ MR ENENREFHHE TLS.

PEM Eci&

virtualClusters:
my-cluster-proxy:
tls:
key:
privateKeyFile: <path>/server.key ﬂ
certificateFile: <path>/server.crt
keyPassword:
passwordFile: <path>/key.password 6

BRI,

2]

BRI CA LS,

©

(ATik) BHHEH.

MERTE, ¥ insecure BEERBENEREEHS5EM Katka RHBIIFAREER, TIRIEBHNEN
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. HE, FERUEEHRPERXET,

BRAFZEM TLS BRH

virtualClusters:
demo:
targetCluster:
bootstrap_servers: myprivatecluster:9092
tls:
trust:
insecure: true ﬂ
#...
#...

BRAARLLH TLS,

4.2.2. R BIBPRERERERE

ZRPBIBERNENRRTEE, FEENEHDEE TLS, BirkiFys k@R TLS,

{81/ targetCluster.tls B N ENEHEREIEE TLS

R ZEX KR ({})k4E K OpenShift TAMNEE, MREEKIFHEABAI CAZTHRH TLS IEH, Mk
HEIES,

TLS WBEIRE R E G

virtualClusters:
my-cluster-proxy:
targetCluster:
bootstrap_servers: my-cluster-kafka-bootstrap.kafka.svc.cluster.local:9093
tis: {}
#...

23



Red Hat Streams for Apache Kafka 2.7 il Apache Kafka {CERE

MEFERABTHE CAZERMN TLS IEH, EHI0H BIREHRINEEF#RE.,

BIREREM truststore & R HI

virtualClusters:
my-cluster-proxy:
targetCluster:
bootstrap_servers: my-cluster-kafka-bootstrap.kafka.svc.cluster.local:9093
tls:
trust:
storeFile: <path>/trust.p12 ﬂ
storePassword:
passwordFile: <path>/store.password 9
storeType: PKCS12
#...

Kafka 0903 CA iF 89 PKCSRG &%,

2]

il /A Kafka £8f CA iE BB,

©

(|Ik) Keystore K&, MPEBIEEHHAGFHERE, NEAKIAMN JKS (Java Keystore)X
ﬁo

XF mTLS, EthalUyEARRRNEHFHEEE.

mTLS B keystore #1 truststore Ei& Rl

I virtualClusters:
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my-cluster-proxy:
targetCluster:
bootstrap_servers: my-cluster-kafka-bootstrap.kafka.svc.cluster.local:9093:9092
tls:
key:
privateKeyFile: <path>/client.key ﬂ
certificateFile: <path>/client.crt 9
trust:
storeFile: <path>/server.crt
storeType: PEM

BTSRRI,

2]

BRI CA LS,

NFEFIENN KB, ErTLS insecure BHIXIEN true LLXH TLS, LUE Apache Kafka
fCIEH) Streams RILUEIESIE{T Kafka $RE%.

XHl TLS NECERH

virtualClusters:
my-cluster-proxy:
targetCluster:
bootstrap_servers: myprivatecluster:9092
tls:
trust:
insecure: true
#...

4.3. FoiE M4 bk

EUNSEHEERE st iREMN R, UERMLBEHF S RREUCEBIHER.
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Apache Kafka fREEBRA R A PE RN -

bl 5 78 (PortPerBrokerClusterNetworkAddressConfigProvider)

per-broker P45 bl Bic i S5 M BB EEMY bootstrap HibHITH—NimO, LUKk Bir Kafka &
HhEMMEN— I im0, WORAETMN, fim, MRMEFHSMRAE, NS ermON
Ko

SNI B H bt ££5/75 (SniRoutingClusterNetworkAddressConfigProvider)

SNI BRI VAT A VR SIROT A —iwO. X F Kafka &8, EILUBENERH
#FMEITHmO. SNIRRHEREHAEFER SNI 52 RBERBRAENIIE,

IRt R G RC iE B

clusterNetworkAddressConfigProvider:

type: PortPerBrokerClusterNetworkAddressConfigProvider

config:
bootstrapAddress: mycluster.kafka.com:9192 ﬂ
brokerAddressPattern: mybroker-$(nodeld).mycluster.kafka.com 9
brokerStartPort: 9193 6
numberOfBrokerPorts: 3 ﬂ
bindAddress: 192.168.0.1 @

Kafka % /¥ Y bootstrap it MEH 2 MiwO,

2]

(aI) AFARAEHIAA RN, MRREE N, MEKIAN bootstrap Hilk B FHLH
BOURSERARENEOS, $(nodeld)SEHAEEN node.id (MIRKILE node.id) H.

©

(k) KEEmOSEREMFFISES. B\ bootstrap HititA¥wmOANE 1,

L4

(") RFrRAREROR, BIAMES 3.
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O

(AT3E) HESwmONERANSERIE. MRKRENL, WHEMBMLED,

R R E IR ORI TR E L

mybroker-0.mycluster.kafka.com:9193
mybroker-1.mycluster.kafka.com:9194
mybroker-2.mycluster.kafka.com:9194

SN FEAEZMPHEERNESE, EHES numberOfBrokerPorts iXE N (REHE,
SMENEREFR) + AA%EEDM bootstrap IFEFEH, Him, MESMHEE
HEA 31T R, HESIMMESE—I LRSS NRERFE—1 8 (B E#HP IR
HUISIRRE + 1 WmO4K 3 NMeO) .

SNI 25 e it 4t 5 s e i o

clusterNetworkAddressConfigProvider:
type: SniRoutingClusterNetworkAddressConfigProvider
config:
bootstrapAddress: mycluster.kafka.com:9192 ﬂ

brokerAddressPattern: mybroker-$(nodeld).mycluster.kafka.com
bindAddress: 192.168.0.1

MAERENHE i, @1F bootstrap HhEFI{LEE,

1£ SNI igHithhitAdiEh, brokerAddressPattern A2 WEMN, AANEENEMCELERIEH,
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%5 = A

NRZEF Apache Kafka Proxy EBERRSIAEN, EraILIRREFRZ LM HTTP #l Prometheus #ins
(at /metrics),

1£5 Apache Kafka Proxy ECi&EE Y 7if ConfigMap HiEFBRMLLTARAZA :

R/METRCE

adminHttp:
endpoints:
prometheus: {}

EOABRT, HTTP S il 0.0.0.0:9190, ERLURRLU T AN ER TN LMD -

5 AL Hdm O B E brEC E B

adminHttp:
host: localhost
port: 9999
endpoints:
prometheus: {}

REIRELH9R BT 2 1E PodMonitor B5iR, MR E4E OpenShift A E XWTIHBA T KiE, &
A LA PodMonitor ¥EEAAICTRIEIR,

PodMonitor ¥ iRECE <

apiVersion: monitoring.coreos.com/v1
kind: PodMonitor
metadata:

28



name: proxy
labels:
app: proxy
spec:
selector:
matchLabels:
app: proxy
namespaceSelector:
matchNames:

- proxy

podMetricsEndpoints:

- path: /metrics
port: metrics

% 5 F BRI
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Bk A. SERRB9IT Y

Apache Kafka B70@0 4T HREt. ZERENITE, HURZEE ST 1P H8k-,

iRl Eagfk

1.
¥ access.redhat.com,

2.
mMERELZBKS,, FHRR—KS,
3.
FRBIEMIK S,
BCEIT
1.
¥:Z access.redhat.com,
2.
S E My Subscriptions,
3.
S El BUETTE HmA LR 16 fLEiES.
T# Zip # Tar X¥F

ZUiln] zip 2 tar X, FERAZSTIFRSERTENAXHE. MREER RPM EHE, NIARE
X—%,

AN EARFHERAEE T PR s TEim, it
access.redhat.com/downloads,

1£ INTEGRATION AND AUTOMATION B3x#kEl Apache Kafka for Apache Kafka i

=
ko

e Apache Kafka iR ii. LWHR$TH Software Downloads T,
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https://access.redhat.com
https://access.redhat.com
https://access.redhat.com/downloads

B 2H kM Download #dE,

{5/ DNF ZE%4-a

ERERG AU RAARAHSERBIEME, HEM :

I dnf install <package name>
EMFIMBRPREZRITENTHER, HEMA :
I dnf install <path_to_download_package>

EFHrF 2024-04-30

Bk A. SERRIRE9IT Y
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