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51 E 82 E{ERN AR PIPELINE 9BV &TE

BHHENEEE T, FRASENGENRESERRIETG THTEEIREREETIEENEE, HR
BEFTH, X2 Red Hat Enterprise Contract i A Red Hat Trusted Application Pipeline f5& & &k
ey,

PUERR— RIS ITERTIE, BT @ E A 506 S e B AN A 28 TR IR A SRS S AP
HNEEREM, T N T (SLSA)KIES]E Supply-chain KB RYE, 10, Tekton with
Tekton Chains #1 GitHub Actions with SLSA GitHub Generator, &EZXZFHIA attestations BIRNE K
bR L STIHAARARLED, X% UEFA4EF TN R TR —Ef 9. &2 ClI/CD TERN B & TH%
ik, URERMAE, et ARMNIRT, ATRIIERESRESCE R, FHEMMAEHERSN
o

BIEE AN B R R RN — RS HNT -
1. EREZEENNARFEE RIS FBRHR,
2. {3 Cosign £ % & B,

w

. {8 Cosign WBEHKRES,
4. {#F Cosign #E &K,
5. EAEBWAR CLIFIEE%%E B el B R H KR,
BR, eEERERYGIH (NMBHHEEKR) FTEMNKRML? VA LEFEE P2 ELFE?

FEBIH T (BEFHER) SERTETHEKR LMK ERNE BEREE, HB#FRRETS
#f, BEHIERARSFERAERFERLEEYY, FRE—TEHFES, AFRIUFHRIGELY, LE
AL REWEIRCIEE (CHHAL) , FITRIERESEERERELNEENL, BXRAAELY
HERLIBIE 2158, 1HE N Supply #ERL.

P EFEFITI R Sigstore Cosign fEN/Z S IFERI Bz 1R%, A T Trusted Artifact Signer, ZL1§
31569 Sigstore HEZCMRA, TEATLUEH Sigstore ARFHIE S8 on-prem SLBI#EFH Cosign CLI = ZEH M
BRI E 1R, A X Trusted Artifact Signer BIE 2158, 155/ Red Hat Trusted Artifact Signer o

GBI TH —F, FERBEBIUINER FEELESFIERL. LS Bus) BXUHITH (WEEHE
&) BYRIIIEIER, FTFHEIZ T HIERIE, FfFfIG =, attestation K& —NLL BHRIEHIE
B, RETHELIE, UL HETIFAEFIEMER, Bl EREHXLEERUME L R EEE
AWK, HIRE—HFEEE (HSLSA BXK) METE, BXSLSA BIEZIER, 15Z/IXF SLSA,

LEAFIIM RHTAP FFX i ZEJH % ) stage on 5 ZE/HIHY, BUM stage 5 ZEIHHELEEE I iEmE
L), BN EERE IS TRB IR E, HUBIRE R E S E HFE A AT 1SRRI, 2586
PGB B B FREN], BT LUFCTI BN S HE— BRI T —NAE, BXRIFLNFEFSEZTE
B ZEEHESZIEE, 15E0 ZIEEHN HEFEENHER, BXRHTAP (REEFEE LRI ERIE %
158, 1EE RHTAP GitOps 771%/% RA YAML X 14,

Ath 7R

BXELBFNA B RREIEZIER, FEN &5 5% %


https://slsa.dev/spec/v1.0/threats-overview
https://www.sigstore.dev/
https://docs.sigstore.dev/signing/quickstart/
https://access.redhat.com/documentation/zh-cn/red_hat_trusted_artifact_signer/1/html/deployment_guide/index
https://slsa.dev/spec/v1.0/about
https://github.com/redhat-appstudio/tssc-sample-templates/blob/main/skeleton/backstage/docs/index.md
https://github.com/redhat-appstudio/build-definitions/tree/main/pipelines/gitops-pull-request-rhtap
https://access.redhat.com/documentation/zh-cn/red_hat_trusted_application_pipeline/1.0/html-single/managing_compliance_with_enterprise_contract/index#proc_signing-container-image_enterprise_contract-rhtap

& 2 3 &3 ENTERPRISE CONTRACT #4517

E2 ZE LT ENTERPRISE CONTRACT #7577

LRI
e 7F Red Hat OpenShift Container Platform k&7 4.13 2 & @ ik AL %% Red Hat Trusted Artifact
Signer,

o LT cosign Fll oc ZiHHIX AT I,
® 157/ OpenShift Web FZ#5.
SRFE

1. M OpenShift £ F#; ec ZiH #1314,

a. &% OpenShift Web ##I&, 7EEIH, #ii? Ftr, 2£# Command line tools, #A ec
download B84, #/5H T EHTF B BIAEEE,

b. ZELIEUL EFTH—1 s, BEE—0 R .9z X, ZRERENITIL

Example

gunzip ec-amd64.gz
chmod +x ec-amd64

2. = HFIXHEE] $PATH I IZHAIIE -

Example

I sudo mv ec-amd64 /usr/local/bin/ec

2773

® =T ec version R, ZRNIZELNNZEEHIEN EIE CLI BIHRA,
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3 B LR

Enterprise Contract ZBEE HIN2E— M NI FI#FE F1EA &R EAE, 1BV & B BT LIIATT 2 ik B 10 2,
BIFRE 2118/ mm AT BT B = B A, 1B & E1# 4 7 Open Policy Agent 26 OPA B9—#g B HI7& #E

5/, opa

EHAECHES (Fh Rego ) ENREMBHIN, XEME, 7EEnterprise Contract ZBEHHT

OPA FBIFRBENNtZTE Rego H17E X,

TR

1. B/ —1 Rego XHRKE X — 1 HHIFHBENN, 20 TBIFTT

2]
©

echo ‘package zero_to_hero

import future.keywords.contains
import future.keywords.if
import future.keywords.in

#METADATA @)

# title: Builder ID

# description: Verify the SLSA Provenance has the builder.id set to

# the expected value.

# custom:

# short_name: builder_id 9

failure_msg: The builder ID %q is not the expected %q

solution: >-
Ensure the correct build system was used to build the container
image.

deny contains result if {

some attestation in input.attestations Q
attestation.statement.predicate Type == "https.//slsa.dev/provenance/v0.2"

#
#
#
#

expected := "https://localhost/dummy-id”
got := attestation.statement.predicate.builder.id

expected != got

result := {
"code": "zero_to_hero.builder id",
"msg": sprintf("The builder ID %q is not expected, %q", [got, expected])
}
}
"> rules.rego

METADATA Z7¥4E - FiEi A 10 17891015, E1785LL hashtags (#)--is #5ENEAE, LUE
PAYEFTUEIF X LT FIEREIIAERIRE, BXreqo THIEHMTHIIEZIES,
IFB ) T, BRENE BB EEIEEIESZER, EE0 IR,

U A — B BE T35 I 1 B 2T SR BE AT s 9 builder.id 225 1789 Software Artifacts #9
Supply-chain Levels #1549 builder.id /L7, 2t SLSA.

input.attestations Z—1 rego X\/R, RHEEZHFEXE#ZHRGF HEFERHA attestations H
FrBEER, WEEGXRPIWEEEX input.attestations AL EFHZHIEFEZELE, 5E
] FEHEFIA


https://enterprisecontract.dev/docs/ec-policies/release_policy.html#redhat
https://www.openpolicyagent.org/docs/latest/policy-language/#metadata
https://enterprisecontract.dev/docs/ec-policies/authoring.html#_rule_annotations
https://enterprisecontract.dev/docs/ec-cli/main/policy_input.html

5 3 & OISR

/70

e[ LUJF input.attestations X/ RIR7ZE] JSSON X1, LUETEHE E#T RIS M B AN 1,
ZJF input.attestations (R77 7 JSON X1£, 1FE1T R ML FRAIBIGR S -

ec validate image --public-key cosign.pub --image "$REPOSITORY :latest" --policy
policy.yaml |
--show-successes --info --output yaml

2. DIBBEBEACE LR EEIETEBE N, 2T BIATT -

echo "

sources:
- policy:
- $(pwd)/rules.rego
"> policy.yaml

3. EAGRIRT RIS I BRI B iR, HEMIIFER IR & PETEMIER, 4 FRIFT -

ec validate image --public-key cosign.pub --image "$REPOSITORY :latest" --policy
policy.yaml |
--show-successes --info --output yaml

2773

® 7 & Successes #violations IRE, UMBIRIEBIZFT L F successes FIZH,

At

5
%

o EX—HEBHIEN EEFRBEHN, 15E50 ec-policies GitHub 77 f#/%,
o FXOPA fllRego HIE 2158, 155/H OPA BIZHE 55 NE,

o FEXSLSA IUBHIEZIEE, 15Z/4 SLSA Provenance,

3.1 IiEFRHE

AT LUE P JSON B YAML F#FEHAIE Enterprise Contract F&bE, ILFEBEEHH B &/, 75
TR & B TE B 2 6 15 T 12 i il A A T B e B B FL N R EHE s 0T BT LU ED & B R 52 1T B 4
AN A E,

TR
. ERBITHIFEBSACE Y JSON 26 YAML F#F&E, W TFHIFTT :

ec validate image --policy 'f
"configuration”: {
"include": ["@minimal"]
4
"sources": [

{

"policy": ["oci::quay.io/enterprise-contract/ec-release-policy:latest’],


https://github.com/enterprise-contract/ec-policies
https://www.openpolicyagent.org/docs/latest/policy-language/
https://slsa.dev/spec/v0.1/provenance
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"data": ["git::https://github.com/enterprise-contract/ec-policies//example/data"]
}
I
J.

2. (&) BRI & RIS A AN E LS, A TFHIFTT

exclude:
- attestation task bundle
- slsa_build_scripted_build

PR TEIEGE AL FEIF NN, 1878 EL 1 EFEINER K
3. (&) HERENHN, 2 TBIRfT

exclude:
- attestation_task_bundle.unacceptable task_bundle

Ut# 5 EZ attestation_task_bundle (& HH9&1N#)l, {H unacceptable_task_bundle #/
TS

4. (A1) REBIFEHFELHEFEIN, 2 TFHIFT

include:
- test
- java

W7 X BEEE L EFEIN,

5. (Fi#£) REBEFEEHHEFH—LHI, XEHFE, FaLFEE include 7 exclude FH it
1% 2 Enterprise Contract KB EZHIHIN, 20 FBIFTT -

include:

nkmn a

- attestation_task_bundle.unacceptable task_bundle
exclude:
- attestation task bundle.*

G £ % packagemanifests 1E X BEFF RN HEE, 15FR, ESEDEMTERE, X
BHEETAIEE's" SLUs" FFLBIF N B PE L,

LS EE H B153F 5 attestation_task_bundle #(1£ & #£9 unacceptable_task_bundle
I, HBERIZE A B BT B R M,

6. (AiE) HBRLRZ, LUEEnterprise Contract ANE X Lefs & 5626 R B 5T/, th BT LSl
BIBER 1R 1R, 2 TRIRTT -

exclude:

- test:get-clair-scan
- test:clamav-scan

Wap BIEE, WRIETHEESI EXIBR T, EAU S RGBT LAST R LA G I B 25 18R,



5 3 & OISR

(%) #7517 config.policy. include w5 8¢ config.policy.exclude & %L & F1F4H 52K

1EKE A E AN BIR N (E
BHIFIFESZN 1L BIFL T — -

® ‘'package name" - M Available rule collections ZlZEHBIE 1t E FFEFE,

7.

® rule name" - FIAF 1 EEFIFHNIFCIGH9E T (LIA() 268) 1EE—NINIER, AR
A - attestation_type.unknown_att_type, el LI7EUELNET Attestation type" ECEF]

JE#5, https.//enterprisecontract.dev/docs/ec-
policies/release_policy.html#attestation_type_package

® ‘'package name:term" - —LEEBEAN M FETH I Z, 15 "term" FSHIE] "package name" FHF

EN], EATUMZIZ PR ESFET, XBITIEEXNS HHEEH EU, EEREH
FE 2R IF ARG E 1 E BRI BEAIN, BIA, ZIREZTT test H1HE, AT LILIERBES
EBINZER), 1BEERTERMENE,

"rule name:term" - :X%& "package name:term" £, RT BEHHE FHITIEN, EELUE
Z ot HHRIFERTE A E FBEHI,

"@collection name" - fFE S INENEH)F 155 HLIFEE TIE X BIHINES . 15HERIER @ 5
HEBBFRIETL, M UL BTN & A,

5

RHifth 7R
BXXITROIGIFIEEITEIZ, 17504 X R,


https://enterprisecontract.dev/docs/ec-policies/release_policy.html#_available_rule_collections
https://enterprisecontract.dev/docs/ec-policies/release_policy.html#attestation_type_package
https://enterprisecontract.dev/docs/ec-policies/release_policy.html#_available_rule_collections
https://enterprisecontract.dev/docs/ec-policies/release_policy.html
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B4 FEEBEHG

TCRFA

TR

10

3.

i77/4] OpenShift Web &5,
1£ OpenShift Ik 4.13 26 EFHR A L1517 Red Hat Trusted Artifact Signer Z'%&,

Z#& T ec. cosign ] oc ZH#HIX I T (ELL,

BERPEEI OpenShift £E :

3

oc login --token=TOKEN --server=SERVER_URL_AND_PORT

Example

oc login --token=sha256~ZvFDBvolYAbVECixS4-WmkN4RfnNd8Neh3y1WuiFPXC --
server=htips://example.com:6443

EEBHEHIm ST ERSHEFIURL, 15E R OpenShift Web ##& . Hiti BT
&, #IsHd Copy login 6, WRHILET, 1FERHAEEIEFEHME
14, # /51 Display Token,

ESR B Trusted Artifact Signer, #ERAZIEZHY Trusted Artifact Signer shell ZF L4 F1%5 IF &
ZELR1SR ; BRI -

cd sigstore-ocp
source tas-env-variables.sh

T TLUASEF DB ; I -

export OPENSHIFT_APPS_SUBDOMAIN=apps.$(oc get dns cluster -o jsonpath="{
.spec.baseDomain }')

export OIDC_AUTHENTICATION_REALM=sigstore

export FULCIO_URL=https.//fulcio. $OPENSHIFT_APPS_SUBDOMAIN

export OIDC_ISSUER_URL=https.//keycloak-keycloak-

system.$OPENSHIFT_APPS_SUBDOMAIN/auth/realms/$OIDC_AUTHENTICATION_REALM

export REKOR_URL=https://rekor. $OPENSHIFT_APPS_SUBDOMAIN
export TUF_URL=https://tuf. $OPENSHIFT_APPS_SUBDOMAIN

Example

I $ source ./tas-env-vars.sh

BT F$, M OpenShift £E£Z# : oc logout,


https://docs.openshift.com/container-platform/4.10/web_console/web-console.html

BAETHREBRER

%

4. HENEEZE M attest BIBFstn 15 ; BI40 : IMAGE=quay.io/lucarval/rhtas-
test@sha256:6b95efc134c2af3d45472c0a2f88e6085433df058cc210abb2bb061ac4d74359,

5. 7B ZE(EH Trusted Artifact Signer T 220 Sigstore B8E & HIN iR B #5715 H
RHTAP, #iAX1 824 : co sign initialize --mirror=$TUF_URL --root=$TUF_URL/root.json.

6. BAUT RN B E -

cosign sign -y --fulcio-url=$FULCIO_URL --rekor-url=$REKOR_URL \
--oidc-issuer=$0IDC_ISSUER_URL $IMAGE

7. HPIETHS, EBRPIFEZLE Trusted Artifact Signer #1Z A9 RHTAP 4B Keycloak <241, &
Ut, Keycloak B LIy ZEH{TE 745k,

VL2
By BES, TIE, B :

1. MRS BIE SLSA F2iE, HIFE 5B iR EX o

2. &/ Red Hat Enterprise Contract 47 iF B &5 515,

At

5
%

® A XK Red Hat Trusted Artifact Signer BIE 2155, 155/E E4ET5 RHTAP HIE W & 5 —&E@&
B, 1E& ) Red Hat Trusted Artifact Signer Deployment ,

o FEXKeycloak BIEZ 58, 15Z/H Keycloak.org.

4.1, LR E BB TN B s b R
ERME—PNELE, REFHEEHN T ER,

FERRA
o LT cosign ZHFIX YT EL,

TR

. 7Z£CLI 1, Z{7 X875 : cosign generate-key-pair,
2. BT, KB HAFE T, HREHIEI2E memorable and strong.
FuF
o WfE, BHITIEGRENEEHTFTXM : —1 cosign.pub X1#7] cosign.key X 14,
o cosign.pub X EEEHIL, BAIUSEER I BRIV INMEES ZZ UL EH,

o cosign.key XHEH FERNBHIE . RE N 755N RN Z B R
cosign.key X 14,

4.2. {5 ENTERPRISE CONTRACT #] TRUSTED ARTIFACT SIGNER %21l
Bas iR 5

1


https://access.redhat.com/documentation/zh-cn/red_hat_trusted_artifact_signer/2023-q4/html-single/deployment_guide/index#installing-red-hat-trusted-artifact-signer-on-openshift_deploy
https://www.keycloak.org/
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Z%E Red Hat Trusted Artifact Signer service RHTAS #Y, HEETLUEH ec ZH#IX HEF 57 i@ H RHTAS
IR B BHERRHI B 2R i (R AT I U FI 5 5 BXRLFERHTAS BIE 2158, 155/ @&H Operator
Lifecycle Manager Z#1 1815 FHIL 14 Signer.,

STERFM
® 77 OpenShift k& 4.13 BCE@IRAE_LZITHIRHTAS %,
® 157/ OpenShift Web #Z#5.

o LT cosign Fl oc ZiHHIX AT I,

SRFE
1. M OpenShift £ T#; ec ZHHIX# :

a. &SR OpenShift Web #2515, TEENH, HiiG LA ? Kfn, #5274 Command Line
Tools,

b. 7£ ec download Z85H, mIEHITEHIHERE,
c. HH—Kin, LY .9z X1, HIE ec ZiH#HIXH L ENITIL :
Linux &1 macOS 74
e $gunzip ec-amd64.gz
e $chmod +x ec-amd64
d. #F ec ZHHIXMHFEE] $PATH I EHEIH R -
Example
$ sudo mv ec-amd64 /usr/local/bin/ec
e
1517 ec validate image --help 7 %X & &A7& image 47Ul 6p w1t W,
2. K BES RS A FIF UG IE shell 2113,
a. #TH—1 A, M sigstore-ocp 57217 tas-env-variables.sh Bl :

Example

cd sigstore-ocp
source tas-env-variables.sh

b. (&) FrIREHIELE :

Example

export OPENSHIFT_APPS_SUBDOMAIN=apps.$(oc get dns cluster -o jsonpath="{

.spec.baseDomain }')
export OIDC_AUTHENTICATION_REALM=sigstore

12


https://access.redhat.com/documentation/zh-cn/red_hat_trusted_artifact_signer/1/html/deployment_guide/installing-trusted-artifact-signer-using-the-operator-lifecycle-manager_deploy
https://docs.openshift.com/container-platform/4.10/web_console/web-console.html

BAETHREBRER

export FULCIO_URL=https://fulcio. SOPENSHIFT_APPS_SUBDOMAIN

export OIDC_ISSUER_URL=https://keycloak-keycloak-
system.$OPENSHIFT_APPS_SUBDOMAIN/auth/realms/$OIDC_AUTHENTICATION_RE
ALM

export REKOR_URL=https://rekor. $OPENSHIFT_APPS_SUBDOMAIN

export TUF_URL=https://tuf. $OPENSHIFT_APPS_SUBDOMAIN

Example

$ source ./tas-env-vars.sh
3. HEIEEFHEZ(TUF) %% -

Example

cosign initialize --mirror=$TUF_URL --root=$TUF_URL/root.json
4, WBEHRGESE :

03

Cosign sign -y --fulcio-url=$FULCIO_URL --rekor-url=$REKOR_URL --oidc-
issuer=$0IDC_ISSUER_URL IMAGE_NAME

Example

cosign sign -y --fulcio-url=$FULCIO_URL --rekor-url=$REKOR_URL --oidc-
issuer=$0IDC_ISSUER_URL example-hello-
world@sha256:2788a47fd0ef1ece30898c1e608050ea71036d3329b9772dbb3d1f693f745¢

TEFTFFHI Web N g8/, (& HE FHSHIIIE ) B85 18R 5 o
5. 0/# predicate.json X ¥ :

Example

{
"builder": {
"id": "https.//localhost/dummy-id"
4
"buildType": "https.//example.com/tekton-pipeline”,
"invocation": {},
"buildConfig": {},
"metadata”: {
"completeness”: {
"parameters": false,
"environment": false,
"materials": false

h

"reproducible”: false

}
"materials”: []
}
6. /7 predicate.json X {45 BFE5tr R FIL :

3

13
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14

cosign attest -y --predicate ./predicate.json |
--type slsaprovenance IMAGE_NAME:TAG

Example

$ cosign attest -y --predicate ./predicate.json |
--type slsaprovenance example.io/hello-world:latest

7. Wi BE#HHEELEDEH —THAHFSE :

03

Cosign tree IMAGE_NAME:TAG

Example

$ cosign tree example.io/hello-world:latest

Supply Chain Security Related artifacts for an image: example.io/hello-
world@sha256:7de5fa822a9d1e507¢36565ee0cf50c08faa6450546 1c844a3ce3944d23efa35
L Attestations for an image tag: example.io/hello-world:sha256-
7de5fa822a9d1e507¢c36565ee0cf50c08faab64505461c844a3ce3944d23efal35.att

L
sha256:40d94d96a6d3ab3d94b429881e1b470ae9a3cacb5a3ec874051bdecd9dal6¢c2e
L Signatures for an image tag: example.io/hello-world:sha256-
7de5fa822a9d1e507¢c36565ee0cf50c08faab64505461c844a3ce3944d23efa35.sig

L

sha256:f32171250715d4538aec33adc40fac2343f5092631d4fc2457e2116a489387b7

8. f@fH Enterprise Contract 47 iF B#5#515 :

03

ec validate image --image IMAGE_NAME:TAG |
--certificate-identity-regexp 'SIGNER_EMAIL_ADDR' |
--certificate-oidc-issuer-regexp 'keycloak-keycloak-system’ |
--output yaml --show-successes

Example

$ ec validate image --image example.io/hello-world:latest |
--certificate-identity jdoe@example.com’ \
--certificate-oidc-issuer 'keycloak-keycloak-system' |
--output yaml --show-successes

success: true
successes:
- metadata:
code: builtin.attestation.signature_check
msg: Pass
- metadata:
code: builtin.attestation.syntax_check
msg: Pass
- metadata:
code: builtin.image.signature_check



msg: Pass
ec-version: v0.1.2427-499ef12
effective-time: "2024-01-21T719:57:51.3381912"
key. nn
policy: {}
success: true

BAETHRER

I

ik

A EFEH pass/fail RE, BRHALSEMEZEERIELBIFAES. T --info Pridh], RE

BIEEZIFIEH AT EEHIER T 5o

¥

73

5

o FEXKRHTAS BIEZ(5H, 17E /4 Red Hat Trusted Artifact Signer B9/ i3 X1 ,

BXTUF BIEZIER, 155/ EHHEZ,

BHKAEH Cosign B I I Baste iRIIEZ 158, 15504 ADD LATER,

A SLSA i & predicate HItEBIE Z15/8, 155/ SLSA Provenance,

15


https://access.redhat.com/documentation/zh-cn/red_hat_trusted_artifact_signer/1
https://theupdateframework.io/
https://slsa.dev/spec/v1.0/provenance
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#5 ZEATTESTING AND VERIFY A CONTAINER IMAGE

TN & [F AT LS I B 5L BB a5 R B, ERATE %50 SLSA i 8], HIFRSEBIBESHRIE
K, ZTRIRERAMET RIS IEER, SIFEWE, 1R EH M R B =, A
& Software Artifacts (SLSA) 42 1UFB9 Supply-chain ZR7IHIE 258, 15Z /4 SLSA Provenance,

SRR
o XEBHIBEBIFR,
o 7/ OpenShift Web ##I5.

e 7F OpenShift Ji7 4.13 BCEEIRA_Li57THT Red Hat Trusted Artifact Signer 2%,

o LT cosign Fl oc ZiHHIX AT EIL,

SFE
1. B/# SLSA provenance predicate.json X1, A4 :

echo f
"builder": {
"id": "https.//localhost/dummy-id"
}
"buildType": "https.//localhost/dummy-type”,
"invocation": {},
"buildConfig": {},
"metadata”: {
"buildStartedOn": "2023-09-25T16:26:44Z",
"buildFinishedOn": "2023-09-25T16:28:592",
"completeness”: {
"parameters": false,
"environment": false,
"materials": false

e

"reproducible": false

P

"materials": []

/

"> predicate.json
2. ZFEZHNEENF 0V predicate.json X1, B4 :
cosign attest -y --fulcio-url=$FULCIO_URL \
--rekor-url=$REKOR_URL \
--oidc-issuer=$0IDC ISSUER_URL |
--predicate predicate.json |
--type slsaprovenance $IMAGE
Keycloak ff#TH, LUETE & B dstn /] B FER B )H T E 199 1F,
3. EHENE RS SN, B0 :

ec validate image --image $IMAGE |
--certificate-identity-regexp " ™' |
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--certificate-oidc-issuer-regexp . *' |
--output yaml --show-successes
B
1517 ec validate image i 2/ RELME, LUEZ 55 STTH B9G5 ILEL,

3773
o AP NERARIBGRERE BHIFATBLENERE ISR,

At

5
%

® AKX Red Hat Trusted Artifact Signer BIE 2155, 155/ E4ET5 RHTAP HIE W & 5 —EE&
/B, 152/ Red Hat Trusted Artifact Signer Deployment ,

o FXSLSABIEZIER, 155/ slsa.dev,

o FEXKeycloak BIEZ 5K, 1H5S /] keycloak.org.

5.1. #25F JSON FYAML FE X
L IRE R THERNHE I B L T, BT LU FE S R BE N BT S BEBE K, I3, EefpE#wE

FBIE N BB TE EEFNITHLEES, BaERER— L EE LS HAINTT, RAFNITRET
%, BEEEFHEESITH#FIAITINETRMZE,

TERFA

o HBZ % T Enterprise Contract CLI, BXZFEUH, 1550 Z&E I ERCLI 15/, LT
ec-cli GitHub /% A EIFTEBIX 1o

e
ER IR EE JSON 28 YAML ENZTEX, 5T FHLE -

e 7 Enterprise Contract CLI #1, #jA ec validate input 7> %
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https://access.redhat.com/documentation/zh-cn/red_hat_trusted_artifact_signer/2023-q4/html-single/deployment_guide/index#installing-red-hat-trusted-artifact-signer-on-openshift_deploy
https://slsa.dev/
https://www.keycloak.org/
https://access.redhat.com/documentation/zh-cn/red_hat_trusted_application_pipeline/1.0/html-single/managing_compliance_with_enterprise_contract/index#proc_installing-ec-cli_enterprise_contract-rhtap
https://github.com/enterprise-contract/ec-cli
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