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VGB{EF Red Hat Trusted Artifact Signer Deployment Guide!

XL FE AT EEBA B IE OpenShift EEREEEEM Trusted Artifact Signer (RHTAS) S HERR, FIGIEERE,
BRI LAE AN B BB RHTAS A 1T F1C, https://access.redhat.com/documentation/zh-

cn/red_hat_trusted_artifact_signer/1.0/html/release_notes/

=
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25 1% {#1FH OPERATOR LIFECYCLE MANAGER %% TRUSTED

ARTIFACT SIGNER
IR IR % Red Hat Trusted Artifact Signer (RHTAS) operator, F18f OpenShift B Operator
Lifecycle Manager (OLM)ERZE RHTAS fR%5. LhERE HIEIR#EE5E OpenlD Connect (OIDC)#EN FgRYE
AERER, BANMEDEELLT OIDC #R M2 — : Red Hat Single Sign-on (§S0). Google.

Amazon Secure Token Service (STS)= GitHub, IREFEBFEABINE, ELATLULEREBE L IRER
RAZR,

FRFM

® Red Hat OpenShift Container Platform hRA& 4.13. 4.14 % 4.15,
o {#M cluster-admin & /i1 OpenShift Web 2 &,

o RKT oc TitHISHEI TRk,

it =

1. RS cluster-admin & &/ F &5k OpenShift Web 1515,

2. M Administrator flf/H, B Operators Si3EH, A= OperatorHub,
3. EHERFED, #A trusted, AFH T Red Hat Trusted Artifact Signertril,
4. B Install 325, LUGE7R Operator i#1%H,

5. #ZERIAE, = Install Operator TUEHH Install, FHEFRETRK.

p= Y=
Trusted Artifact Signer operator &% 2| openshift-operators i & Z2[A|/, FiE
KA R B R,

6. REZTMGE, RENHNELUR—IHUIE, #7008 &#2Z trusted-artifact-signer.

7. Ak, ERILLAH Trusted Artifact Signer IRSHERABREIEE, MASEIANEEZERN M, 10
R E 1L OpenShift LA Amazon BIHEXEHEZRR55(RDS) =% OpenShift LHIBE HEEEIEE,
HEREHITHREMELRBEA—NRERE. BEHP—MHGBEEZRERERE, &9
DAGRELX AN R T — 4,

8. LUERZE Trusted Artifact Signer BR%5.

a. MEMMEHE PRI Operators, = Installed Operators,

O

. MITE FHIFIZERS, %£FF trusted-artifact-signer,

c. = Red Hat Trusted Artifact Signer,

o

. Hifi Securesign 1T, fSAFH i Create Securesign 12,

e. 1E Create Securesign TIHEI L, 1%# YAML #1H.,


https://access.redhat.com/documentation/zh-cn/red_hat_trusted_artifact_signer/1/html/deployment_guide/configure-an-alternative-database-for-trusted-artifact-signer#configuring-amazon-rds-for-trusted-artifact-signer_deploy
https://access.redhat.com/documentation/zh-cn/red_hat_trusted_artifact_signer/1/html/deployment_guide/configure-an-alternative-database-for-trusted-artifact-signer#configuring-a-database-in-openshift-for-trusted-artifact-signer_deploy
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f. BRI LATE L ER B HA A9 Google OAuth. Amazon STS, £L1E SSO 8 GitHub OAuth EZE N
#A OIDC #tNEs, 7£ spec.fulcio.config.OIDClssuers £39 T, /A OIDC #t17 URL %
WLIF =17, FHERNHIZE ClientlD,

Example

OIDClssuers:
- Issuer: 'OIDC _ISSUER _URL"
ClientlD: CLIENT _ID
IssuerURL: 'OIDC ISSUER URL'
Type: emalil

- -
BRI AR —RERE LZ MR OIDC #LME,

INRLIIER SSO EE N OIDC AL, ESITU TS ERELE

URL :

$ echo https://$(oc get route keycloak -n keycloak-system | tail -n 1 | awk
"{print $2}')/auth/realms/trusted-artifact-signer

¥ ClientlD 1% &y trusted-artifact-signer.

g Wik, WMRERAREINEUEZEUANMEMEIEZE, NIE spec.trillian Z92 T, ¥ create K&
7 false, FgEBIEE secret FREEZFR,

Example
trillian:
database:
create: false

databaseSecretRef:
name: trillian-mysq|

h. m Create ¥%#l,

9. = Allinstances iETI£ M REEIRL, EZF CTlog. Fulcio. Rekor. Trillian #1 TUF SLfiFE
2,

v ==
' Securesign LI AR AR,

10. &ALATE OpenShift #224I& A Prometheus 1 & B Trusted Artifact Signer ARS5BIf2EEIR
Do MESFMEAA, BRI Observe, #AFm Dashboards.


https://access.redhat.com/documentation/zh-cn/red_hat_trusted_artifact_signer/1/html/deployment_guide/configure_additional_openid_connect_providers#google-oidc-config_deploy
https://access.redhat.com/documentation/zh-cn/red_hat_trusted_artifact_signer/1/html/deployment_guide/configure_additional_openid_connect_providers#configuring-amazon-sts-as-an-openid-connect-provider-for-trusted-artifact-signer_deploy
https://access.redhat.com/documentation/zh-cn/red_hat_trusted_artifact_signer/1/html/deployment_guide/configure_additional_openid_connect_providers#configuring-red-hat-sso-as-an-openid-connect-provider-for-trusted-artifact-signer_deploy
https://access.redhat.com/documentation/zh-cn/red_hat_trusted_artifact_signer/1/html/deployment_guide/configure_additional_openid_connect_providers
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N BEEERRFESR N Git 12X FRUERE, https:;//access.redhat.com/documentation/zh-
cn/red_hat_trusted_artifact_signer/1/html/deployment_guide/verify_the_trusted_artifact_signer_¢
and-verifying-containers-by-using-cosign-from-the-command-line-interface_deploy

Hb¥HR
o BXRHTAS HHEMIMASHELER, 1ESH RHTAS E8EIER HBIMI %,


https://access.redhat.com/documentation/zh-cn/red_hat_trusted_artifact_signer/1/html/deployment_guide/verify_the_trusted_artifact_signer_service_installation#signing-and-verifying-commits-by-using-gitsign-from-the-command-line-interface_deploy
https://access.redhat.com/documentation/zh-cn/red_hat_trusted_artifact_signer/1/html/deployment_guide/verify_the_trusted_artifact_signer_service_installation#signing-and-verifying-containers-by-using-cosign-from-the-command-line-interface_deploy
https://access.redhat.com/documentation/zh-cn/red_hat_trusted_artifact_signer/1/html/deployment_guide/trusted-artifact-signer-components-and-version-numbers_deploy
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28 2 = U51F TRUSTED ARTIFACT SIGNER RS 222

2.1 FRGSITHREFER COSIGN ZEE& MBI R

@it cosign TE, EETLMEALIIEM Trusted Artifact Signer (RHTAS)ARSS Z & FIISIEFF A 23701 B
(OCHBHRFHRUKREMITET 4,

FRFM

® 7f Red Hat OpenShift Container Platform iR 4.13. 4.14 5% 4.15 £E& % RHTAS,
e iJj[n] OpenShift Web 414,
o X T podman iS4 T IEik,
ik
1. 4% OpenShift &£8¥H cosign Z 5304 T E BRI TRk,

a. BKE| OpenShift Web ##I5, EEAH, Hifi ? Ebr, Hii Command line tools, FifF
cosign download #8343, AFH LM SRR,

b. EIFua EITFH— X, R4S —HF gz XX, FHLEFITA

Example

$ gunzip cosign-amd64.gz
$ chmod +x cosign-amd64

c. FFZIHHIX AR $PATH IMEHBIALE :

Example
I $ sudo mv cosign-amd64 /usr/local/bin/cosign
2. tI#EI RHTAS TiE :
Wik
I oc project PROJECT_NAME
Example

I $ oc project trusted-artifact-signer

{F RHTAS ZZE 851 H &,

3. ERiE shell IR, DUIPATRSRHBRE LML,

Example
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$ export TUF_URL=$(oc get tuf -o jsonpath="{.items[0].status.url}' -n trusted-artifact-signer)
$ export OIDC_ISSUER_URL=https://$(oc get route keycloak -n keycloak-system | tail -n 1 |
awk {print $2}')/auth/realms/trusted-artifact-signer

$ export COSIGN_FULCIO_URL=$(oc get fulcio -0 jsonpath="{.items[0].status.url}' -n
trusted-artifact-signer)

$ export COSIGN_REKOR_URL=$(oc get rekor -o jsonpath="{.items|[0].status.url}' -n trusted-
artifact-signer)

$ export COSIGN_MIRROR=$TUF_URL

$ export COSIGN_ROOT=$TUF_URL/root.json

$ export COSIGN_OIDC_CLIENT_ID="trusted-artifact-signer"

$ export COSIGN_OIDC_ISSUER=$0IDC_ISSUER_URL

$ export COSIGN_CERTIFICATE_OIDC_ISSUER=$OIDC_ISSUER_URL

$ export COSIGN_YES="true"

$ export SIGSTORE_FULCIO_URL=$COSIGN_FULCIO_URL

$ export SIGSTORE_OIDC_ISSUER=$COSIGN_OIDC_ISSUER

$ export SIGSTORE_REKOR_URL=$COSIGN_REKOR_URL

$ export REKOR_REKOR_SERVER=$COSIGN_REKOR_URL

4. MBIEEFIERTUR)RS :

Example
I $ cosign initialize

5. AliX AR EHRER,
a. - EAHLIE :

Example

$ echo "FROM scratch" > ./tmp.Dockerfile
$ podman build . -f ./tmp.Dockerfile -t ttl.sh/rhtas/test-image:1h

b. fFEARRGRIEEE tl.sh I registry :
Example
I $ podman push ttl.sh/rhtas/test-image:1h
c. NEBRHBRES :
Wik
I cosign sign -y IMAGE_NAME:TAG
Example
I $ cosign sign -y ttl.sh/rhtas/test-image:1h

LU ESFTF— Web I %28, Foir & A FHl 4t h REER 5T E.
d. MIBRIERT Docker 3X44 :
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Example
I $ rm ./tmp.Dockerfile
6. MRIEFEEMHMELERIELEZBHNRERER
Wik
I cosign verify --certificate-identity=SIGNING_EMAIL_ADDR IMAGE_NAME:TAG
Example

I $ cosign verify --certificate-identity=jdoe@redhat.com ttl.sh/rhtas/test-image:1h

—

Gk

2 3

&L AT LAEF cosign a4 --certificate-identity-regexp #01 --certificate-oidc-
issuer-regexp BILLTEIN IE 5 B3 F1 % & R ENRIE R,

Hith BHR

® 7£ OpenShift £%&%& Red Hat Trusted Artifact Signer .

o BENEREENNARFEE.

o MFTHAEX LTR/RMEIE Git IRRXMIFAER, HS M RHTAS BREHEREPAIER Gitsign B9 %
ZRIIFREZ,

o EEHTIESR E 1L

2.2. FAGSTREER GITSIGN ZLZ IS UFIRRT

gitsign TE A LEEEALIIERY Trusted Artifact Signer (RHTAS)BRSS Z L MEIE Git % EIR 3T,

SeRFH
® 7f Red Hat OpenShift Container Platform iR 4.13. 4.14 5% 4.15 &% RHTAS,

e ijj[A] OpenShift Web =% &,

e M OpenShift ££8# T % cosign Zi# &I 4,

po
1. 49 gitsign ST M OpenShift &3¢ T H BRI T Vi,

a. BKEI OpenShift Web ##I5, EEAH, Hii ? Ebr, Hii Command line tools, FifF
gitsign TEER, REHRTEHNF AR,

b. EIFuk LT —N&m, BEEYE gz X, FREPITHL :

Example


https://access.redhat.com/documentation/zh-cn/red_hat_trusted_artifact_signer/1/html/deployment_guide/installing-trusted-artifact-signer-using-the-operator-lifecycle-manager_deploy
https://access.redhat.com/documentation/zh-cn/red_hat_trusted_application_pipeline/1.0/html-single/customizing_red_hat_trusted_application_pipeline/index#customizing-sample-pipelines_default
https://access.redhat.com/documentation/zh-cn/red_hat_trusted_artifact_signer/1/html/deployment_guide/verify_the_trusted_artifact_signer_installation#signing-and-verifying-commits-by-using-gitsign-from-the-command-line-interface_deploy
https://theupdateframework.io/
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10

$ gunzip gitsign-amd64.gz
$ chmod +x gitsign-amd64

c. FFZIHIX AR $PATH IMEHBIALE :

Example

I $ sudo mv gitsign-amd64 /usr/local/bin/gitsign

2. tIHLEI RHTAS TiE :
Wik
I oc project PROJECT_NAME
ANl

I $ oc project trusted-artifact-signer

_ 8 RHTAS %8971 B & #5.

3. F2iE shell FFBLUHTIR % & MIGIE -

Nl

$ export TUF_URL=$(oc get tuf -o jsonpath="{.items[0].status.url}' -n trusted-artifact-signer)
$ export OIDC_ISSUER_URL=https://$(oc get route keycloak -n keycloak-system | tail -n 1 |
awk {print $2}')/auth/realms/trusted-artifact-signer

$ export COSIGN_FULCIO_URL=$(oc get fulcio -0 jsonpath="{.items[0].status.url}' -n
trusted-artifact-signer)

$ export COSIGN_REKOR_URL=$(oc get rekor -o jsonpath="{.items|[0].status.url}' -n trusted-
artifact-signer)

$ export COSIGN_MIRROR=$TUF_URL

$ export COSIGN_ROOT=$TUF_URL/root.json

$ export COSIGN_OIDC_CLIENT_ID="trusted-artifact-signer"

$ export COSIGN_OIDC_ISSUER=$0IDC_ISSUER_URL

$ export COSIGN_CERTIFICATE_OIDC_ISSUER=$OIDC_ISSUER_URL

$ export COSIGN_YES="true"

$ export SIGSTORE_FULCIO_URL=$COSIGN_FULCIO_URL

$ export SIGSTORE_OIDC_ISSUER=$COSIGN_OIDC_ISSUER

$ export SIGSTORE_REKOR_URL=$COSIGN_REKOR_URL

$ export REKOR_REKOR_SERVER=$COSIGN_REKOR_URL

4. f/ RHTAS RS ECE A M (E R E S EERIRR -

Nl

$ git config --local commit.gpgsign true
$ git config --local tag.gpgsign true
$ git config --local gpg.x509.program gitsign
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$ git config --local gpg.format x509

$ git config --local gitsign.fulcio $SIGSTORE_FULCIO_URL
$ git config --local gitsign.rekor $SIGSTORE_REKOR_URL

$ git config --local gitsign.issuer $SIGSTORE_OIDC_ISSUER
$ git config --local gitsign.clientID trusted-artifact-signer

5. FHERZIRRZBIAMFMEE
Pl
I $ git commit --allow-empty -S -m “Test of a signed commit”
BEIF ST FF— Web M bigs, RIFEERHEFHM4IE R E .
6. FIRLEHIESR(TUF)RSE
Pl
I $ cosign initialize
7. BOERZ :
Wk

gitsign verify --certificate-identity=SIGNING_EMAIL --certificate-oidc-
issuer=$SIGSTORE_OIDC_ISSUER HEAD

Nl

$ gitsign verify --certificate-identity=jdoe@redhat.com --certificate-oidc-
issuer=$SIGSTORE_OIDC_ISSUER HEAD

® 7£ OpenShift £%&%& Red Hat Trusted Artifact Signer .
o HENAEZEENNARFEE.

o AX ZRAMPILBRGUGHIFMER, 1HSH RHTAS SEREHNERAGSITRE Sa54H
KER 25,

o EEHTEIZR L

2.3. FAMIERRIER SRR LTS

P ER(EC)REF M HNEREMNTE, EaEREERE LAHITERFSRIREE, EaLUER
ec ZHHISTH RIS UEFE R LIIERY Trusted Artifact Signer (RHTAS)Z RIER B SRR E L,

FRFH

® 7f Red Hat OpenShift Container Platform iR 4.13. 4.14 5% 4.15 £E& % RHTAS,

o RET oc. cosignFl podman ZiFHIST 4RI T/EuL,

1


https://access.redhat.com/documentation/zh-cn/red_hat_trusted_artifact_signer/1/html/deployment_guide/installing-trusted-artifact-signer-using-the-operator-lifecycle-manager_deploy
https://access.redhat.com/documentation/zh-cn/red_hat_trusted_application_pipeline/1.0/html-single/customizing_red_hat_trusted_application_pipeline/index#customizing-sample-pipelines_default
https://access.redhat.com/documentation/zh-cn/red_hat_trusted_artifact_signer/1/html/deployment_guide/verify_the_trusted_artifact_signer_installation#signing-and-verifying-containers-by-using-cosign-from-the-command-line-interface_deploy
https://theupdateframework.io/
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e ijj[i] OpenShift Web {44,

it 3
1. M OpenShift 5285 T %k ec 3T,

a. &3k OpenShift Web &, XTI, #i ? Kbr, #ii Command line tools, FifE ec
download 884>, fABHETEMEARERE,

b. EIFuh EITFF— Kk, ML —HH gz X, FHIXEHITA

Example

$ gunzip ec-amd64.g9z
$ chmod +x ec-amd64

c. B4R $PATH IMEHBIALE :

Example
I $ sudo mv ec-amd64 /usr/local/bin/ec
2. tIHLEI RHTAS T E -
Wik
I oc project PROJECT_NAME
Example

I $ oc project trusted-artifact-signer

! {F RHTAS ZZE8y51H &R,

3. ERiE shell IR, DIPATRSRHBRE LML,

Example

$ export TUF_URL=$(oc get tuf -o jsonpath="{.items[0].status.url}' -n trusted-artifact-signer)
$ export OIDC_ISSUER_URL=https://$(oc get route keycloak -n keycloak-system | tail -n 1 |
awk {print $2}')/auth/realms/trusted-artifact-signer

$ export COSIGN_FULCIO_URL=$(oc get fulcio -o jsonpath="{.items[0].status.url}' -n
trusted-artifact-signer)

$ export COSIGN_REKOR_URL=$(oc get rekor -o jsonpath="{.items|[0].status.url}' -n trusted-
artifact-signer)

$ export COSIGN_MIRROR=$TUF_URL

$ export COSIGN_ROOT=$TUF_URL/root.json

$ export COSIGN_OIDC_CLIENT_ID="trusted-artifact-signer"

$ export COSIGN_OIDC_ISSUER=$0OIDC_ISSUER_URL

$ export COSIGN_CERTIFICATE_OIDC_ISSUER=$OIDC_ISSUER_URL

$ export COSIGN_YES="true"

12
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$ export SIGSTORE_FULCIO_URL=$COSIGN_FULCIO_URL

$ export SIGSTORE_OIDC_ISSUER=$COSIGN_OIDC_ISSUER
$ export SIGSTORE_REKOR_URL=$COSIGN_REKOR_URL

$ export REKOR_REKOR_SERVER=$COSIGN_REKOR_URL

4. MBIEEFIERTUR)RS :

Example
I $ cosign initialize

5. AliXE SR EHRER,
a. flB—EAHLHE :

Example

$ echo "FROM scratch" > ./tmp.Dockerfile
$ podman build . -f ./tmp.Dockerfile -t ttl.sh/rhtas/test-image:1h

b. FFEAIBREURHEZE ttl.sh I registry :

Example

I $ podman push ttl.sh/rhtas/test-image:1h
c. NEBRHBRES :

Wik

I cosign sign -y IMAGE _NAME:TAG

Example

I $ cosign sign -y ttl.sh/rhtas/test-image:1h

SO AT FF— Web JIBI2R, RIVFEMER B FHME I B HRTIRTE S,

d. MBRIGES Docker SX44 :

Example
I $ rm ./tmp.Dockerfile

6. fl|& predicate.json X {f :

Example

{
"builder”: {
"id": "https://localhost/dummy-id"
2

13
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"buildType": "https://example.com/tekton-pipeline",
"invocation": {},
"buildConfig": {},
"metadata”: {
"completeness": {
"parameters": false,
"environment": false,
"materials": false

b

"reproducible": false

'}';T1aterials": [

BEXEMMBERNTENEZELR, ES0H SLSA L predicate #l4& .
7. J% predicate.json X4 5 AR H KRGS

Wik

I cosign attest -y --predicate ./predicate.json --type slsaprovenance IMAGE_NAME:TAG

Example

I $ cosign attest -y --predicate ./predicate.json --type slsaprovenance ttl.sh/rhtas/test-image:1h
8. WILARHBRELELE —MNIIAFES -

Wik

I cosign tree IMAGE_NAME:TAG

Example

$ cosign tree ttl.sh/rhtas/test-image:1h

Supply Chain Security Related artifacts for an image: ttl.sh/rhtas/test-
image@sha256:7de5fa822a9d1e507¢36565ee0cf50c08faa64505461c844a3ce3944d23efal35

L Attestations for an image tag: ttl.sh/rhtas/test-image:sha256-

7de5fa822a9d1e507¢36565ee0cf50c08faab64505461c844a3ce3944d23efal3b.att
L

sha256:40d94d96a6d3ab3d94b429881e1b470ae9a3cac55a3ec874051bdecd9dal6ec2e
L— Signatures for an image tag: ttl.sh/rhtas/test-image:sha256-

7de5fa822a9d1e507¢c36565ee0cf50c08faa64505461c844a3ce3944d23efa35.sig
L

sha256:132171250715d4538aec33adc40fac2343f5092631d4fc2457e2116a489387b7

9. FERABWERAFIERSFER

Wk

14


https://slsa.dev/spec/v1.0/provenance

%5 2 = 1F TRUSTED ARTIFACT SIGNER RS %e3t

ec validate image --image IMAGE_NAME:TAG --certificate-identity-regexp
'SIGNER_EMAIL_ADDR --certificate-oidc-issuer-regexp 'keycloak-keycloak-system' --output
yaml --show-successes

Example

$ ec validate image --image ttl.sh/rhtas/test-image:1h --certificate-identity-regexp
'ildoe@example.com' --certificate-oidc-issuer-regexp 'keycloak-keycloak-system' --output
yaml --show-successes

success: true
successes:
- metadata:
code: builtin.attestation.signature_check
msg: Pass
- metadata:
code: builtin.attestation.syntax_check
msg: Pass
- metadata:
code: builtin.image.signature_check
msg: Pass
ec-version: v0.1.2427-499ef12
effective-time: "2024-01-21T719:57:51.338191Z"
key: ™"
policy: {}
success: true

AV AR pass-fail iy, HP@aBAXEAZLERIERNIFEMAEZ, RN -info 1E&HT,
RESEEREERERIEBEMTRENARR AR,

Hith BTIR
® 7£ OpenShift £%&%& Red Hat Trusted Artifact Signer
o FRMIEREESHME.

o MEHFLER, 1ESH Enterprise Contract Wi,
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F 3 = MBS OPENID CONNECT ®1N/FE

3.1. 9 GOOGLE E¢i& % TRUSTED ARTIFACT SIGNER ) OPENID
CONNECT R/ 75

& BT LU Google OAuth 2.0 FA{F Red Hat Trusted Artifact Signer (RHTAS)ARZ587 OpenID Connect
(OIDC)HNFE, EALUREIERHAS EREHA A S8 B ECE Google OAuth,

H -
BRI AR —RERE LZ PR OIDC #LME,

SR

® Red Hat OpenShift Container Platform hRA& 4.13. 4.14 5% 4.15,

o {#M cluster-admin & & ijj[7] OpenShift Web 12 &,

o RXET oc. podman il STAH T EL,

® 7f Google Cloud Console A, R TIXEIE— OAuth &% ID :
o TGN AEREREILE "Web Application”,
o ERINEEM URIAIEE : http://localhost/auth/callbacke,

iz

1. EIEM BT —1 95, FEKE OpenShift :
Wik
I oc login —token=TOKEN —-server=SERVER_URL_AND_PORT
=Bl

$ oc login --token=sha256~ZvFDBvolYAbVECixS4-WmkN4RfnNd8Neh3y1WuiFPXC --
server=https://example.com:6443
R EI LAM OpenShift Web #EHI B DT R TN EF S URL, &X

OpenShift Web #2#l&, RIEMAF %, AE= Copy login faf, MRHEEXK,
HERRENA - 2%, AFH T Display Token EEH S,

2. BEH RHTAS 2B,

a. FTFFLUGREE Securesign TR :
Wik

I oc edit Securesign NAME -n NAMESPACE

16


https://console.cloud.google.com/apis/credentials
http://localhost/auth/callback
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Example

I $ oc edit Securesign securesign-sample -n trusted-artifact-signer

al

% TR RHTAS RE QBT E BFME e &2,

b. 1£ OIDClssuers %2 F, f#/ Google B/ ImIRIARF. X EB URL RMEFF, FIF Type
HIXE N email :

Wk

OIDClssuers:

- Issuer: "https://accounts.google.com”
IssuerURL: "https://accounts.google.com”
ClientID: "CLIENT_ID"

Type: emalil

4 Google & FimtrIARFAIIE ClientlD F %,
c. REER, BHEFHESR. LG, BIELRSBINEHNERE RHTAS B,

. B OIDC Z X EME i id MELELUER Google :

Nl

$ export OIDC_ISSUER_URL=https://accounts.google.com
$ export COSIGN_OIDC_CLIENT_ID="314919563931-
35zked4ouf20iztjg7v8o8c2geusndi.apps.googleexample.com”

. JH1EM secret M Google Console & | F ¥R 46 XA -
Wik
I echo SECRET > my-google-client-secret

. WRIEEIZIT RHTAS BRSS, R LUBE ZZBN XA HHERRIIEEFNEE,
a. Q- PEASFLK

Example

$ echo "FROM scratch" > ./tmp.Dockerfile
$ podman build . -f ./tmp.Dockerfile -t ttl.sh/rhtas/test-image:1h

b. FFEAIBEURHEZE ttl.sh A registry :

Example

17
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I $ podman push ttl.sh/rhtas/test-image:1h

c. MBRIGES Docker X4 :

Example
I $ rm ./tmp.Dockerfile
d. NEBRHHRES :
Wik
I cosign sign -y --oidc-client-secret-file=sSECRET_FILE IMAGE_NAME:TAG
Example
I $ cosign sign -y --oidc-client-secret-file=my-google-client-secret ttl.sh/rhtas/test-image:1h

BERf SFTFF— Web HIT25, ARVFEERAEFI4IE N BEHERES.

Hth BHR

o f]i# Google OAuth E#E.

3.2. 59 RED HAT SSO fic & /) TRUSTED ARTIFACT SIGNER 8] OPENID
CONNECT R 5

& el LU#EF Red Hat Single Sign-On (SSO)/EN4LIERY Trusted Artifact Signer (RHTAS)ARZ5#9 OpenlD
Connect #tR /., Xa[EE N ARFENLZ 2RSS Keycloak B 5IEINE,

FRFM

® Red Hat OpenShift Container Platform hRA& 4.13. 4.14 % 4.15,
o {#/ cluster-admin & /7] OpenShift Web 2 &,
o 5 1GBHAREMA AT Keycloak PostgreSQL ##E%,

o REKT oc TitHISHEI TRk,

ik
1. RS cluster-admin & &/ F &% OpenShift Web 1515,

2. BIB—NFTIE EEBE Keycloak AR,
a. M Administrator i/, MSMZEEFARFF Home, BH i Projects,

b. = Create Project #%il,
c. HIWBAMN keycloak-system, SA/5H T Create $%£,

3. MEfEHFHEIF Operators, #AfGm OperatorHub,

18


https://developers.google.com/workspace/guides/create-credentials

1.

% 3= BB HiS M OPENID CONNECT ftRia

EHERFEF, #A sso, AFEH T Red Hat Single Sign-on 57,

B Install 25, LUER Operator 1¥1%.

INREARILE, EM Installed Namespace FHIZ H A% keycloak-system,
1£ Install Operator TUE A = Install, FHHEFRETN.

LRESME, = View Operator,

1E workstation #ifi A & 5K E OpenShift 5£2% :

Wik

I oc login --token=TOKEN --server=SERVER_URL_AND_PORT

Example

$ oc login --token=sha256~2ZvFDBvolYAbVECixS4-WmkN4RfnNd8Neh3y1WuiFPXC --
server=https://example.com:6443

RELAM OpenShift Web 5l & B EE M DITHHERANERSEM URL, EX
OpenShift Web #2#l&, RIEMAF %, AF= Copy login faf, MRHEENK,
FERIRBENRA &K, SARH T Display Token EE WS,

. BD#E Keycloak Wi E :

Example
I $ oc project keycloak-system

B2 Keycloak SE4l :

Example

$ cat <<EOF | oc apply -f -
apiVersion: keycloak.org/vialphat
kind: Keycloak
metadata:
labels:
app: sso
name: keycloak
spec:
externalAccess:
enabled: true
instances: 1
keycloakDeploymentSpec:
imagePullPolicy: Always
postgresDeploymentSpec:
imagePullPolicy: Always
EOF

19
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12. BI# Keycloak 13 :

Example

$ cat <<EOF | oc apply -f -
apiVersion: keycloak.org/vialphat
kind: KeycloakRealm
metadata:
labels:
app: sso
name: trusted-artifact-signer
spec:
instanceSelector:
matchLabels:
app: sso
realm:
displayName: Red-Hat-Trusted-Artifact-Signer
enabled: true
id: trusted-artifact-signer
realm: trusted-artifact-signer
sslRequired: none
EOF

13. fllE Keycloak & /i :

Example

$ cat <<EOF | oc apply -f -
apiVersion: keycloak.org/vialphat
kind: KeycloakClient
metadata:
labels:
app: sso
name: trusted-artifact-signer
spec:
client:
attributes:
request.object.signature.alg: RS256
user.info.response.signature.alg: RS256
clientAuthenticatorType: client-secret
clientld: trusted-artifact-signer
defaultClientScopes:
- profile
- emalil
description: Client for Red Hat Trusted Artifact Signer authentication
directAccessGrantsEnabled: true
implicitFlowEnabled: false
name: trusted-artifact-signer
protocol: openid-connect
protocolMappers:
- config:
claim.name: email
id.token.claim: "true"
jsonType.label: String
user.attribute: email

20
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userinfo.token.claim: "true"
name: email
protocol: openid-connect
protocolMapper: oidc-usermodel-property-mapper
- config:
claim.name: email-verified
id.token.claim: "true"
user.attribute: emailVerified
userinfo.token.claim: "true"
name: email-verified
protocol: openid-connect
protocolMapper: oidc-usermodel-property-mapper
- config:
claim.name: aud
claim.value: trusted-artifact-signer
id.token.claim: "true"
access.token.claim: "true"
userinfo.token.claim: "true"
name: audience
protocol: openid-connect
protocolMapper: oidc-hardcoded-claim-mapper
publicClient: true
standardFlowEnabled: true
redirectUris:
realmSelector:
matchLabels:
app: sso
EOF

14. fIE Keycloak A/ :

Example

$ cat <<EOF | oc apply -f -
apiVersion: keycloak.org/vialphat
kind: KeycloakUser
metadata:
labels:
app: sso
name: jdoe
spec:
realmSelector:
matchLabels:
app: sso
user:
email: jdoe@redhat.com
enabled: true
emailVerified: true
credentials:
- type: "password"
value: "secure"
firstName: Jane
lastName: Doe
username: jdoe
EOF
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BEBRPE. AP FHR b R 23533 A secret X,

15. iREE| OpenShift Web #22#l&, = Allinstances 1T i Ml HZ 4 Keycloak REIIHHIAE.

Hth TR

® 7£ OpenShift £%&%& Red Hat Trusted Artifact Signer

3.3. /Y AMAZON STS & 5 TRUSTED ARTIFACT SIGNER # OPENID
CONNECT R 75

I&A LURF Amazon IR LS HEERSS (STS) BB R EEM THZX A FEF (RHTAS)IRSS I OpenID
Connect (OIDC)#tN . &R LUREERHAS SREHA A8 E B E Amazon STS,

' -
BRI AR —RERE LZ MR OIDC #LNE,

FRFH

® 1T Red Hat OpenShift Container Platform kit 4.13, 4.14 5% 4.15 L &% RHTAS,
o {#M cluster-admin & /7] OpenShift Web 2 &,

o RET oc. podman F1 aws T HISTHRI T /EuL,

e 5y OpenShift MEE A% Amazon Web Service (AWS) %R,

o BB T —/NEAERENRH Amazon Identity and Access Management (IAMYA 7, X fSHFiA[H]
IZ4T IAM #24E,

o hLFF BB VIIRI B A,
¥ =
. EIEM BT —1 5, FEKE OpenShift :
Wik
I oc login --token=TOKEN --server=SERVER_URL_AND_PORT

Example

$ oc login --token=sha256~2ZvFDBvolYAbVECixS4-WmkN4RfnNd8Neh3y1WuiFPXC --
server=https://example.com:6443

R B LAM OpenShift Web 5 S RITHERBHIE R SHEF URL, K
OpenShift Web ##l&, RIEMAF %, AE= Copy login faf, MMRHEEXK,
FERIRHENRA &KL, SAKFH T Display Token EE WS,

-
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% 3= BB HiS M OPENID CONNECT ftRia

2. B AWS OIDC £/ 7 URL :

Example
I $ oc get authentication cluster -o jsonpath="{.spec.serviceAccountlssuer}'

3. EH RHTAS BE&.

a. FTFFLUYREE Securesign TR :
Wik
I oc edit Securesign NAME -n NAMESPACE

Example

I $ oc edit Securesign securesign-sample -n trusted-artifact-signer

% MR RHTAS RE QB BFME &2,

&

b. 7 OIDClssuers Z3F, {EH AWS STS B IHIMARF. A EB URL RiNFF, FH
Type {Ei%& kubernetes :

Example

OIDClssuers:
- Issuer: "https://example.s3.us-east-1.aws.com/47bd6cg0vs5nn01mue83fbof94dj4m9c”
IssuerURL: "https://example.s3.us-east-
1.aws.com/47bd6cg0vs5nn01mue83fbof94dj4m9c”
ClientID: "trusted-artifact-signer"
Type: kubernetes

c. REEN, BRUEHFHE, LG, BENSBINEMRLE RHTAS BUHHE,
4. B ANEROUTRI B, secret BHH, BOARIBMAHARRECE AWS e 1T TR :

Example
I $ aws configure

5. KEUTFIMNELE :

Example

$ export account_id=$(aws sts get-caller-identity --query "Account" --output text)
$ export oidc_provider="$(oc get authentication cluster -o
jsonpath='{.spec.serviceAccountlssuer}' | cut -d /' -f3-)"
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$ export role_name=rhtas-sts
$ export namespace=rhtas-sts
$ export service_account=cosign-sts

6. AIESHOIEMN IAM & & XSRS

Example

$ cat >trust-relationship.json <<EOF

{
"Version": "2012-10-17",

"Statement™: [

{
"Effect": "Allow",

"Principal™: {
"Federated": "arn:aws:iam::${account_id}:oidc-provider/${oidc_provider}"

b
"Action": "sts:AssumeRoleWithWebldentity",
"Condition": {
"StringEquals™: {
"${oidc_provider}:aud": "trusted-artifact-signer"

}
}
]

}
EOF

7. EREERE N RHTAS IRESCIE—1NHH IAM A6 :

Example

$ aws iam create-role --role-name rhtas-sts --assume-role-policy-document file://trust-
relationship.json --description "Red Hat Trusted Artifact Signer STS Role"

8. fE/FA T STS By OpenShift &8, OIE—MHTBGREZEN -
Wik
I oc new-project NAMESPACE
Example
I $ oc new-project rhtas-sts

9. MWRX IAM ABLIZEIRSIK, FTE OpenShift 1 B €y % 22 (8] iz 1T TAE A H,
a. BIBIRSIK B

Example

$ cat >service_account.yaml <<EOF
apiVersion: v1

24
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kind: ServiceAccount
metadata:
name: $service_account
namespace: $namespace
annotations:
eks.amazonaws.com/role-arn: "arn:aws:iam::${account_id}:role/${role_name}"
# optional: Defaults to "sts.amazonaws.com" if not set
eks.amazonaws.com/audience: "trusted-artifact-signer"
# optional: When "true", adds AWS_STS_REGIONAL_ENDPOINTS env var to
containers
eks.amazonaws.com/sts-regional-endpoints: "true"
# optional: Defaults to 86400 for expirationSeconds if not set
eks.amazonaws.com/token-expiration: "86400"
EOF

b. AR 55K P 3E H 8 A E OpenShift :

Example
I $ oc apply -f service_account.yaml

10. BIEHTRIRRE TAFE, LUMETEHIR registry RER BB K.
a. DIEEEBFH -

Example

$ cat >deployment.yaml <<EOF
apiVersion: apps/v1
kind: Deployment
metadata:
name: cosign-sts
namespace: ${namespace}
spec:
selector:
matchLabels:
app: cosign-sts
template:
metadata:
labels:
app: cosign-sts
spec:
securityContext:
runAsNonRoot: true
serviceAccountName: cosign-sts
containers:
- args:
--C
- env; cosign initialize --mirror=\$ COSIGN_MIRROR --root=\$COSIGN_ROOT;
while true; do sleep 86400; done
command:
- /bin/sh
name: cosign
image: registry.redhat.io/rhtas-tech-preview/cosign-
rhel9@sha256:f4c2cec3fc1e24bbe094b51 1f6fe2fe3c6fa972daledacaf6ac5672f06253a3e
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pullPolicy: IfNotPresent
env:
- name: AWS_ROLE_SESSION_NAME
value: signer-identity-session
- name: AWS_REGION
value: us-east-1
- name: OPENSHIFT_APPS_SUBDOMAIN
value: $(oc get cm -n openshift-config-managed console-public -0 go-template="{{
.data.consoleURL }}" | sed 's@https://@@; s/M[".]\.//")
- name: OIDC_AUTHENTICATION_REALM
value: "trusted-artifact-signer"
- name: COSIGN_FULCIO_URL
value: $(oc get fulcio -o jsonpath="{.items[0].status.url}' -n trusted-artifact-signer)
- name: COSIGN_OIDC_ISSUER
value: $(oc get authentication cluster -o jsonpath="{.spec.serviceAccountlssuer}')
- name: COSIGN_CERTIFICATE_OIDC_ISSUER
value: $(oc get authentication cluster -o jsonpath="{.spec.serviceAccountlssuer}')
- name: COSIGN_REKOR_URL
value: $(oc get rekor -o jsonpath="{.items|[0].status.url}' -n trusted-artifact-signer)
- name: COSIGN_MIRROR
value: $(oc get tuf -o jsonpath="{.items[0].status.url}' -n trusted-artifact-signer)
- name: COSIGN_ROOT
value: "$(oc get tuf -o jsonpath="{.items[0].status.url}' -n trusted-artifact-
signer)/root.json"
- name: COSIGN_YES
value: "true"
securityContext:
allowPrivilegeEscalation: false
capabilities:
drop:
- ALL
dnsPolicy: ClusterFirst
restartPolicy: Always
schedulerName: default-scheduler
securityContext:
runAsNonRoot: true
serviceAccount: ${service_account}
serviceAccountName: ${service_account}
terminationGracePeriodSeconds: 30
EOF

b. {FERE B H N EI OpenShift :
Example
I $ oc apply -f deployment.yaml

. BIRBNHAREREERUER,
a. - EAHLI :

Example
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I $ echo "FROM scratch" > ./tmp.Dockerfile
$ podman build . -f ./tmp.Dockerfile -t ttl.sh/rhtas/test-image:1h
b. fFEARBRGRIEZE ttl.sh I registry :
Example
I $ podman push ttl.sh/rhtas/test-image:1h
c. MERIEES Docker X -
Example
I $ rm ./tmp.Dockerfile
12, B E AN AR R R R R E,
a. EIEEIZ1TH pod H$TFHEZ shell &1F :
Wik
I oc rsh -n NAMESPACE deployment/cosign-sts env IMAGE=IMAGE_NAME:TAG /bin/sh
Example
I $ oc rsh -n rhtas-sts deployment/cosign-sts env IMAGE=ttl.sh/rhtas/test-image:1h /bin/sh
b. NWARBBRES :
Example
I $ cosign sign -y --identity-token=$(cat $AWS_WEB_IDENTITY_TOKEN_FILE)
ttl.sh/rhtas/test-image:1h
c. FIFFBHASRER

Example

$ cosign verify --certificate-identity=https:/kubernetes.io/namespaces/$(cat
/var/run/secrets/kubernetes.io/serviceaccount/namespace)/serviceaccounts/cosign-sts --
certificate-oidc-issuer=$COSIGN_CERTIFICATE_OIDC_ISSUER ttl.sh/rhtas/test-
image:1h

3.4. 9 GITHUB &idi& & TRUSTED ARTIFACT SIGNER 8 OPENID
CONNECT 5/
U E LIS R &K (SSO)ARSS#E N Red Hat Trusted Artifact Signer (RHTAS)ARZ5#9 OpenID Connect

(OIDC)BRZHT, #EFTLMER GitHub OAuth 2.0, LIRS S84 GitHub OAuth 5 OpenShift LBHIA
Red Hat SSO ERE &£ K.
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H -
BRI AR —RERE LZ MR OIDC #LE,

FRFM

® 7f Red Hat OpenShift Container Platform hR7 4.13, 4.14 =X 4.15 £ %% RHTAS,
e IE7EiZ4THY Red Hat SSO £,

o ZET oc TSI {FiL,

o Al GitHub OAuth NA, FIEEMMNAFILEKE A ImtnR RN EE.

BF

TEEMIH GitHub OAuth N RARRFERT, 475 E Homepage URL #
Authorization B URL, FiXM N FEHIA SAIRHME, Fa0
https:/localhost:8080, #8f5, 9 AiXLFEMTTHAEIED GitHub OAuth
N AR,

it 3
1. EIESL BT — K5, FEEE OpenShift :
Wik
I oc login --token=TOKEN --server=SERVER URL_AND PORT

Example

$ oc login --token=sha256~ZvFDBvolYAbVECixS4-WmkN4RfnNd8Neh3y1WuiFPXC --
server=https://example.com:6443

*
EATLAM OpenShift Web 6 G 7E 6 BT R BRI B X HHEM URL, B3

OpenShift Web ##l&, RIEMAF %, AE= Copy login faf, MRHEENK,
HERRHENA - 2%, AFH T Display Token &S,

Gk

2. &5%%| Red Hat SSO #4145,

a. MEH 1T Red Hat SSO #4I& URL :

Example

I $ oc get routes -n keycloak-system keycloak -o jsonpath="https://{.spec.host}'
b. J¥ Red Hat SSO # & URL EHIFHANEEN R Web JI 525,
c. #i; Administration Console,

d. MBS 1TH3R admin B :

28


https://access.redhat.com/documentation/zh-cn/red_hat_trusted_artifact_signer/1/html/deployment_guide/configure_additional_openid_connect_providers#configuring-red-hat-sso-as-an-openid-connect-provider-for-trusted-artifact-signer_deploy
https://docs.github.com/en/apps/oauth-apps/building-oauth-apps/creating-an-oauth-app
https://localhost:8080

Hith

3.

5.

¥

% 3= BB HiS M OPENID CONNECT ftRia

Example

$ oc get secret/credential-keycloak -n keycloak-system -o jsonpath="{
.data.ADMIN_PASSWORD }' | base64 -d

= b A 45 B o

e. £ Web Jigasd, admin BFSMHES, HEBHEMIEEXNBFEH, = SignIni®
Hlo

MG FE R B T I 3 AR R A,
. 70 GitHub B pRti2F.
a. FES M ¥ A Identity Providers,
b. 7£ Add provider... FHIZ #H % GitHub,
c. & GitHub OAuth &I RIARFARINE] &/ 1D 7B,
d. ¥ GitHub OAuth & /i secret #INZ! Client Secret FE& .,
e. $TFF Trust Email j5£77
f. = Save 1%,

HPIRMEFRAEZFRINEE 02N S D IRMER.

a. = Mapper £,

b. = Create &2,

c. NEBREIFEFEIEE Name,

d. ¥ Mapper Type iy Hardcoded Attribute,
e. 14 User Attribute FEiXE ) emailVerified,

f. ¥ User Attribute Value FE&%E H true,

g. = Save %,

. 1E GitHub Identity Provider Settings TUE®, El Redirect URIME, FHFEHME GitHub

OAuth . FA #X Bl URL FE&. 74, fFI{EMIGE]I Homepage URL FE& A, {BMIFR URL
F219 broker/github/endpoint Z§ 43,

#:5 Update Application, ¥I1E, &= LAMEA GitHub £ OIDC MR AE 1255/ B,

HEEBTIHR, STFMIINERFRTEERE Red Hat SSO K, = GitHub % REH
FUEE R,

i Authorize 128, LUSF GitHub B ¥, LU Red Hat SSO i1,

i

£ OpenShift %% Red Hat Trusted Artifact Signer o
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https://access.redhat.com/documentation/zh-cn/red_hat_trusted_artifact_signer/1/html/deployment_guide/installing-trusted-artifact-signer-using-the-operator-lifecycle-manager_deploy

Red Hat Trusted Artifact Signer 1 38 E s

o {#fH cosign FITERIEIE,
o {HfH gitsign FTEL KL,
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25 4 Z /) TRUSTED ARTIFACT SIGNER EZEBE R #IEE

&AL Trillian B9 Red Hat Trusted Artifact Signer (RHTAS) BRI\ R ZE & i A ERE IR MariaDB £
BIESLF, BUEZESLAITURSIEENEIEZEREIER, 0 Amazon B Relational Database Service
(RDS),

&1 OpenShift 1 B 2 EIEERE,

4.1 FeRE

Red Hat OpenShift Container Platform hft4s 4.13, 4.14 2k 4.15,

4.2. WZEEWIHEZLEFEE AMAZON RDS

FERIXRIE, BRI LUSLIIEM Trusted Artifact Signer (RHTAS)BRIA IR ZE & #2 Amazon BY

Relational Database Service (RDS)&E 2 MariaDB L4,

H .
ISR MR R E A E T A MariaDB #1354,

FRFM

it =

Al 1% [n] Amazon RDS 2l &H Amazon Web Service (AWS)1K
&M cluster-admin & f1j[7] OpenShift Web %15,
LET oc. curl Fl mysql Z I HR T /Eh,

BB STUIRINRR, LLOIBREHREZEFHIETE MariaDB L4,

FTH Amazon RDS #Z#l&, FOIE—1FHI MariaDB =241,

a. Z&fF MariaDB SLHIEEYF, HHEHAHH,

. MR TRY, @ RHRKERR, mOMA A EIERE F R BREE

Wk
I mysql -h REGIONAL_ENDPOINT -P 3306 -u USER_NAME -p

Example

I $ mysql -h exampledb.1234.us-east-1.rds.amazonaws.com -P 3306 -u admin -p

QLN trillian BOEFTEIEE -

Example

I create database trillian;

. PR OR RO B R
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Example

I use ftrillian;

. BIER N trillian BFTEURERF, FAFAIENAF%E PASSWORD

Wk

CREATE USER trillian@'%' IDENTIFIED BY 'PASSWORD:'
GRANT ALL PRIVILEGES ON trillian.* TO 'trillian'@'%";
FLUSH PRIVILEGES;

. M S EE R

Example

I EXIT

. TEBEAEREX Y

Example

$ curl -o dbconfig.sql
https://raw.githubusercontent.com/securesign/trillian/main/storage/mysql/schema/storage.sql

. FEEEREN REERE

Wk

mysql -h FQDN_or SERVICE_ADDR -P 3306 -u USER_NAME -p PASSWORD -D
DB_NAME < PATH_TO_CONFIG_FILE

Example

$ mysql -h rhtasdb.example.com -P 3306 -u trillian -p mypassword123 -D trillian <
dbconfig.sql

. ET UL BT — D &m, FEKE OpenShift :

Wk
I oc login --token=TOKEN --server=SERVER_URL_AND_PORT

Example

$ oc login --token=sha256~2ZvFDBvolYAbVECixS4-WmkN4RfnNd8Neh3y1WuiFPXC --
server=https://example.com:6443
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EATLAM OpenShift Web 6] G 7E 6 BT R BB R HHEM URL, B3

OpenShift Web ##l&, RIEMAF %, AE= Copy login faf, MMRHEEXK,
HERRENA - 2%, AFH T Display Token EEH %,

10. GIEB—1HTH Secret, EAE@EZEI0IER MariaDB =Ll 5 Trillian #UEZEREIE -
&k

oc create secret generic OBJECT_NAME\
--from-literal=mysql-database=trillian \
--from-literal=mysql-host=FQDN_or_SERVICE_ADDR\
--from-literal=mysql-password=PASSWORD \
--from-literal=mysql-port=3306 \
--from-literal=mysql-root-password=PASSWORD\
--from-literal=mysql-user=USER_NAME

Example

$ oc create secret generic trillian-mysql \
--from-literal=mysql-database=trillian \
--from-literal=mysql-host=mariadb.trusted-artifact-signer.svc.cluster.local \
--from-literal=mysql-password=mypassword123 \
--from-literal=mysql-port=3306 \
--from-literal=mysql-root-password=myrootpassword123 \
--from-literal=mysql-user=trillian

IR BT LU OpenShift RERAR S5 & ¥ F MariaDB =41,

N BUE, (LR Trusted Artifact Signer BRZ5 S FALLHUBIF, MBAEME Trusted Artifact
Signer 2% 178, EALL KL —4,

Hth TR

® 7£ OpenShift R AEFHHEN R,

4.3.7£ OPENSHIFT R AN ZEEN I HEZLEFEEEHRIEE

FERIXRIE, BRI LUSLIIEM Trusted Artifact Signer (RHTAS)BRIA IR ZE & 2/ Amazon BY
Relational Database Service (RDS)&E 2 MariaDB L4,

' .
ISR LE T IME R E RS A MariaDB #1354,

SERFEH
o {I# OpenShift B MR, FM OpenShift <l B 58 B HEE LA,
o {#M cluster-admin & /i1 OpenShift Web 12 &,

o RET oc. curl #l mysql Z IR T/Eh,
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o EERNHGBITUIRINR, LAOIEEHIEEFHIEFR MariaDB £,

i =
1. BREEEEE RHTAS BRZ5HI OpenShift Web 1215 :
2. i# A Developer 1,
3. MRVWEBEE, 1%EFF trusted-artifact-signer 8, BN WEIEEVE—/NFHIE :
a. EEAIEFHIB, EHREH TS, B RE0ERmBRH.
b. FH#IE 4 trusted-artifact-signer, A5 Create 3%,
4. 7£ Developer Catalog £ £, H.ifi Database,

5. ¥ MariaDB, #AFH i} Instantiate Template 2.

HE
ARE % MariaDB (Ephemeral),

6. I Instantiate Template TITEH, BB TFE :

a. 1f MariaDB Database Name FE&/, HiA trillian,
b. 1E Volume Capacity FE&H, HiA 5Gi.
c. M| Create &5,
7. FHIRIEFE shell &1 :
a. 1E Topology TIEIM, 7E# MariaDB pod 3T F—MIIEMR, == Resources £ F,
b. 7£ Pods &84T, = MariaDB pod &#,
c. & Terminal &£ E51E MariaDB pod HIILTZ shell &1,
8. TEiEE shell &G, WIFEA LUEREER Trillian HUEE

Example

I $ mysql -u $MYSQL_USER -p$MYSQL_PASSWORD -D$MYSQL_DATABASE

EREIT RS L (mariadb) FHEENBN KD, SESBIEENZHMBIE, U
RBURE root BT, 10X LEEUE, R AMBECIEEIRE secret X R HFEH

XL,

9. WrFF SEURZERIERE

Example

I EXIT
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10. TPEEEHEREX M

Example

$ curl -o dbconfig.sql
https://raw.githubusercontent.com/securesign/trillian/main/storage/mysql/schema/storage.sql

1. SEUEZELCE N AR EE
Wik

mysql -h FQDN_or SERVICE_ADDR -P 3306 -u USER_NAME -p PASSWORD -D
DB_NAME < PATH_TO_CONFIG_FILE

Example

$ mysql -h rhtasdb.example.com -P 3306 -u trillian -p mypassword123 -D trillian <
dbconfig.sql

12, EI{Euh EITH— &I, FERE OpenShift :
Wik
I oc login --token=TOKEN --server=SERVER URL_AND PORT

Example

$ oc login --token=sha256~ZvFDBvolYAbVECixS4-WmkN4RfnNd8Neh3y1WuiFPXC --
server=https://example.com:6443

R B LAM OpenShift Web 5 S RITHERBHIE R SHEF URL, BK
OpenShift Web ##l&, RIEMAF %, AFE= Copy login faf, MRHEENK,
FERIRHENR &M%, SARH T Display Token EE WS,

13. GIEB—/HTH Secret, EE@EZAI0ER MariaDB =Ll 5 Trillian #UEZEREIE -
Gk

oc create secret generic OBJECT_NAME\
--from-literal=mysql-database=trillian \
--from-literal=mysql-host=FQDN_or_SERVICE_ADDR\
--from-literal=mysql-password=PASSWORD \
--from-literal=mysql-port=3306 \
--from-literal=mysql-root-password=PASSWORD\
--from-literal=mysql-user=USER_NAME

Example

I $ oc create secret generic trillian-mysql \
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--from-literal=mysql-database=trillian \
--from-literal=mysql-host=mariadb.trusted-artifact-signer.svc.cluster.local \
--from-literal=mysql-password=mypassword123 \
--from-literal=mysql-port=3306 \
--from-literal=mysql-root-password=myrootpassword123 \
--from-literal=mysql-user=trillian

IR BT LU OpenShift RERAR S5 & ¥ F MariaDB £,

14. B, {EFTIAERE Trusted Artifact Signer BRZS 3% FLCHURE, ISR Trusted Artifact
Signer Z4&1 72, EALL KL —4,

Hi 5w
® 7£ OpenShift R AEFHHEN R,
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fik A. BI{S ARTIFACT SIGNER H#4MRAS

i A. BT{E ARTIFACT SIGNER H&FIRAS

TRIHE T L8 Trusted Artifact Signer (RHTAS) U4 4H 4 T E X N BIAR A A T 1.0.2 hR A&,

& AL ZHEHI
HiE Version
Cosign 223
gitsign 0.8.1
rekor 1.3.6
EC 0.21

% A.2. Trillian
BEBRS5 %% 1.6.0
Log Signer 1.6.0
BiEE 1.6.0
Redis 1.6.0

% A.3. Rekor
AR5 28 1.3.6
[BliE Redis 13.6
Rekor Search Ul 1.3.6

% A.4. Fulcio
HiE Version
AR5 28 145

& A5, WA

W

7



Red Hat Trusted Artifact Signer 158 E 5/

certificate Transparency Go 11.8
xR A6 HIEE
BIHEIR(TUF)ARSS 288 0.6.16
createctconfig 0.6.16
ctlog-managectroots 0.6.16
trillian-createtree 0.6.16
trillian-createdb 0.6.16
fulcio-createcerts 0.6.16
Hith BHIR

o AXTrililan WEZER, ESH GitHub £HYIIE TH.

® X Sigstore By Rekor WEZE R, 1S GitHub LHIIE MH.,

e X Sigstore B Fulcio WEBZER, 1ESMH GitHub LRI E IlH.,

e & Sigstore M Timestamp Authority WEZE R, 1554 GitHub LBIIIE I,

o HXTUFWEZER, HEEHM Linux Foundation &8 E 771,
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