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1.1. OPENSHIFT CONTAINER PLATFORM B {248 F FIZAVEY & IR IESR
LEARTERTE X T OpenShift Container Platform B35 iEFI3%AN Fh & AR E B AR IE,

=4/ EAT

BR5IERTE T %7 OpenShift Container Platform 8589157, HAERREZL S HHEIERNEF T
1i[7] OpenShift Container Platform &2%,

B
BACRE IR A P 2S8R EHITATE KAIRE,
bearer 5h#

bearer k& F i@ F13% Authorization: Bearer <tokens [@ AP| i#1T B2 451IF,

Cloud Credential Operator
Cloud Credential Operator (CCO) ‘M=#tNEEiE/Eh B E LHFIRE X (CRD) #1TEHE,
B i PR

FCERRSTR US BB HEE A pod B9 7K, EHELIERE ConfigMap BYEH 5| FFHETE RS B PR &Y
REYEIE, 1E pod HUBITHIN AR AT LA A XN 8EE,

containers

SIEUH R EMA KRBT R AT HTE K. BTFRSEDCRERY, RETUERES
D RATHBBERHAENHPIZITEES.

B B (CR)
CR 2 Kubernetes API B9¥ &,
group
HR—HBAF, A9BAF—XREAZDNAEAEFIR,
HTPasswd
htpasswd BH1FiE HTTP A KIER A - & B LR X,
Keystone
Keystone — Red Hat OpenStack Platform (RHOSP)1ii B, 1ZE&/M. S, BRIKMRRS.
BRERBEXVIFY (LDAP)
LDAP 2E MM E R8I
FohE
EFERXP, BAEEREIEMARZ Cloud Credential Operator (CCO)
Mint =X

£ mint 2R A1, Cloud Credential Operator (CCO)EBIR MBI AN = EIE N ERPAGOIETE
ik, BREBmMENRENR,

% .
4 Mint RR 2 CCO MERAMELIXE, BTFXHENTA,

namespace

mEEFREMA NIRRT ILNEERARR. E—TaEEE P, REETZaRERNIRETEE
XL BR,
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node

7 s & OpenShift Container Platform £ H B worker #1235, T mEEN (VM) ST EAHL,
OAuth & i

OAuth & i F FIKEX bearer S5 h&,
OAuth BR5583

OpenShift Container Platform control plane @& A&/ OAuth iR5528, AT RERF SMXRBEREE
B B R IR TR F AR T A S R,

OpenlID Connect

OpenlD Connect @—®Y, FFIUER R R &R (SSO) XK FER OpenlD REFEFHIL
5\\0

passthrough &=

1E passthrough # =& A1, Cloud Credential Operator (CCO) FHRMM T EIL L iRATE R EIEMH
1,

pod

pod & Kubernetes FHIE/NEHEHIT, pod H— NS NEEREMK, RIE worker 17 & Eiz1T,
EHA P

BURE A E@T API BET0IRIAE .,
KRk (Request header)

EHRILZB =N HTTP ik, AFRHEBEXHTTP IER ETXHES, LUEIRSS 28 AT LABRERIE KHIHA
AVAS

ETFAEminiEs] (RBAC)
BEMREEH, LAREHAFNIEARSREVFHTEABMEN TR,
AR 55k P
AR S5k SR B s N AR A
REGHAF
REEHN BEhOIERNA .
users

FA P 2RI LAM APl & B 1R SER,

1.2. xF OPENSHIFT CONTAINER PLATFORM A & {755 1E

T #EH%F OpenShift Container Platform 85897/ [n], RSB IUEREE A 5M%1E, HBREE
HEERI R P R SRR,

£ 5 OpenShift Container Platform $RE#RXH, AF2AESEUEFMA XM OpenShift Container
Platform APl # 1T &2 %0 0E, & A LLEd A OpenShift Container Platform API B1E 3K 24t OAuth 1517
ShEEK X.509 B FmiE #ATRIE,

MREZBRUERNOY A GESHIES, NEERSREFHEIE, ERWE HTTP 401
EiRo

EIE AT LURI LA T MESSBCE H 9 500LE ¢

o FEEMNIRHMIZER : B LLTE OpenShift Container Platform HE AR HH F D IR IHRRE,
FRERINE LR HF,
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FCEAER OAuth RZ5%% : OpenShift Container Platform control plane & & W&/ OAuth BRSS
2, ATRERAFSMREEENTNIRUERFAUEY NS, ERLIEEB SR RIFAR
SEEGEBR, 7B E LAER OAuth IR55 %% URL,

B UEENERIHERHBH OAuth $hE,

SEM OAuth B i : OpenShift Container Platform &3EJLA Zhil OAuth & /i, fEBT LUEA
FECEHAh OAuth &/ ik,

= -
YN OAuth SREALETE RS, WillEEEKRAFERSEMNEIASEE XL
OAuth & /i,

A Cloud Credentials Operator B =tV RKIE : £EAGERA = HENEEIERIREHITE
BN X ESATR TR,

BRIVRAEEGARS - BB EURAEEARIRR TR SHEEANR,

1.3. XF OPENSHIFT CONTAINER PLATFORM HBJ#ZA
A0S BB R P R T A IURST I RIRAE,

EEAALE AR, FEHA RBAC KR (., AEfAE) NellokseRr. BT @EHNE
OpenShift Container Platform R TE A, 1ES I FHEFIL

84 R] LG o 1 B #0466 4 22 [H] SRR HI%T OpenShift Container Platform SE£8917 (7],

AT IR P BRI, TR LUEH Pod ATLUITHOMRAE, DURE AR 22 TR
(SCC) ViR,

IRE LLB T LTRSS E IR OpenShift Container Platform B93%HY :

HE AFEE ABMAE.
B i/ & FRE SRS B,

PRERABFHINELESA B : OpenShift Container Platform &3F T —HEIABIEE A
&, WA LQREAN £3AE, FNETITRMEIR AR,

DI cluster-admin AP : BUABRT, BHEBERE-—IEEHEENA, £ kubeadmin, &7
LI R — R EEN, ALRSHEENR, HRELRET BNRHERER.

TEQE T cluster admin B fE, MIBRIIAER kubeadmin FAF RIREEHLT S
4,

DZARSSI, ARSI viRE) APLTRR# T RIBM AR, MEFHEEMANEIE. AP
RN ARRFHRORFHER— MRS, WA MER—1 OAuth & i,
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o HulHwH : AeETME—MTH, EERGIITRERFNRER . BALULERECEHS
R, RRLEAPREIRS H AP SRS

e [ LDAPH : A LLEN F FhE7E LDAP RS 25 HIZH 5 OpenShift Container Platform F
FUARE, BM—H—mith S EIE A 4,
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£ 28 THRERIIE
FAF#&ZE 5 OpenShift Container Platform R B, Wl H#H TRBENF DI, BRRIEE RS
OpenShift Container Platform API 1R XEXBIA P, ARG, BIUUZERBEXERAFANERRBERS

RVFIZIFER,

ENEIRG, KAILLH OpenShift Container Platform E2& &2 451k,

21 B/

OpenShift Container Platform A /A A2 B LU OpenShift Container Platform API % H 1% SKEISE K,
OpenShift Container Platform User X RICKIEEE, BRI ISHMENERNBEHER T RIHHN
PR, B, XHFES OpenShift Container Platform ZEMFF & A A S EE 5 BIK -,

AREFENRAIRBEA N

i b i ik

EHAF XRKZHIZER OpenShift Container Platform MBI E, BB FTHE—RER
RERSHEOE, SERET AP0, SHHEF 8T User T RER.
1, joealice

RL5iA/ USRI AP EEMENE N BH0E, FTEATEEMPENLS APIRLMZE, X

AEEHEES (AR —ER) . BREFT DT RAF, HEBBERH registry &
BAMAF, UR—EHMAF, &E, ©B—Fanonymous R45iHA, RIAMERES
PIIFRERER, B0 : system:admin system:openshift-registry
system:node:node1.example.com

AR 55k P AR S5 P R 501 B REKMRIA RS P - BLRERET BN B 08K, mUBE
B AN RiF BN B R E S BIRRS K. ARS5IK BT ServiceAccount X 5
xR, 0 : system:serviceaccount:default:deployer
system:serviceaccount:foo:builder

F—RP YIRS EFE R &2 %00E F 821 7] OpenShift Container Platform, F& B 258 IESK B 2381k
THI AP 1E R &1 EE 7 E anonymous R4 P A HBIER, 2 FREiEE, RERE R #IRN
PUTRIRIE,

2.2.1

AAAUSRE—1HZ1 2, SMRAREENAIES. AEERIGREN, IEALHRN HZD
AARFIER, HIIRFHH—DHEFNSDNR, MABERETRPTR.

PR T BRIATE LA N, BBERGAESEL A, el mERFaNESR,
IR T REEMFRIAEMA
B sk

system:authenticated B 5AAL T G IR A RE,
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A sk

system:authenticated:oa  BzI5FAER OAuth UilH TS B350 IERY A - KHK,
uth

system:unauthenticated B 5AARZFHIIER A XK,

2.3. API &2 55 1E
% OpenShift Container Platform API BiE K@it AT A RiHF 1T H 2 %0E -
OAuth Vila| 45

e f{#IF <namespace_route>/oauth/authorize 1 <namespace_route>/oauth/token ifs, M
OpenShift Container Platform OAuth JR 4528 5K EX.

e {E’ Authorization: Bearer... I3LF N A 2%,

e [l base64url.bearer.authorization.k8s.io.<base64url-encoded-token> =, 1E
websocket 153K H) websocket F il bRk & 1%,

X.509 & FPimik

o FEH APIRSSIFHIHTTPS %%,
o M API RS 2RETN AT B UE P A MU0 & 3 1730 0E
o API RS EHROUIBIEBFH oL BIERLR, LN BEHITEMHKIL,

I EB TG PSR TIE B BE KRB SE S DI ZLL 401 H5R B4,
MREBHERRISESNIET, BR%IEZSF system:anonymous E A~ #

system:unauthenticated E{IH A EE%A1E K, XEERNZREPRAEELAAATUL EILE (10F7) &
*Q

2.3.1. OpenShift Container Platform OAuth IR%5 25

OpenShift Container Platform master @ & NWEM OAuth fRS585, FIREX OAuth 1R 45 skt B &t
1T APl BR LI,

BANERHFH OAuth FhERS, OAuth RS S AR ER B D IRMHEF RIAERHIF R AN S M,
RiE, ERBEZEMARNENAS, NIZAFUBR—NGF S, BROZEANSHE,

2.3.1.1. OAuth &5k

BN OAuth ShERIVE K ER /IR & BB INFNE R S8 OAuth B i, /55 OpenShift Container
Platform API I & BE18IE2 LU T OAuth B i :

10
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OAuth &' ERAE

openshift-browser-client FERATMAERERERNASRE, £
<hamespace_route>/oauth/token/request ik
kg, 1

openshift-challenging-client fEFA A 2 WWW-Authenticate J5iif)# (s
TH KRB,

1. <namespace_route> 25 E 22 [AIERH, Z1TLA TSR LAHE -

I $ oc get route oauth-openshift -n openshift-authentication -o json | jg .spec.host

Y OAuth S5 hEEYIE K &R & FEXT <namespace_routes/oauth/authorize BiE R, K0 FDIIEE
BERIEXMNMHRATRE— N FPEIERE, & OpenShift Container Platform EZiE WET X F & & 15
RERFERIULEIE, X <namespace_routes/oauth/authorize BJiE K AT ALK EH A RE R R AR E K IE
MAFRE, w0CLl, Rk, BRTREXERREN, OpenShift Container Platform 23z 15 F WWW-
Authenticate it i) 174k,

fNSR7E <namespace_route>/oauth/authorize i RETE N E F B FIERIE, BRAKRSEFHEIUERIEN
28 P IR A 3X WWW-Authenticate fiif], MAERREREXNEAXNEEREIRERNERME,
pa -3
I RE IR AR 5 P i T SR UL 1 KO (CSRF) Wi, HiER+7Z7E X-CSRF-Token Frk
W, (REBERFBIIEE, FEEKREAR WWW-Authenticate Ji 1R F i i 4T
bRk iR E N FEZEE,
IR BFHIIERIER T F WWW-Authenticate i1, =& 1R OpenShift Container

Platform B & WA A WWW-Authenticate FIAIMI B0 IREIRRE, I 2AZ7{F BN Y 28
M <namespace_route>/oauth/token/request FFKEX S .

2.3.1.2. API #&{f

&R LABLE X OpenShift Container Platform API BJiEk, EERIINEEZEBTH—RAF., NIFESE
B, 1S Kubernetes X#4A 9 FE &5,

2.3.1.3. Prometheus S5 IFE R
OpenShift Container Platform £ &34 E Z i B2 IR LT Prometheus RETIEHT :
e openshift_auth_basic_password_count 4:if oc login B /' &5 H 2 70R E

e openshift_auth_basic_password_count_result #Z82%5%R (success =% error) %iif oc login
FA P & BB B R B

e openshift_auth_form_password_count 5 it web $#I& &R Rk,

e openshift_auth_form_password_count_result Z8845%R (success =X error) 4iit web 24
BERER.

1
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e openshift_auth_password_total i1t oc login #1 web #2 il & & x2S R ¥,

12



% 3 F RAEAER OAUTH ARSS 8%

£ 3= BENE OAUTH k%2

3.1. OPENSHIFT CONTAINER PLATFORM OAUTH Ak 5525

OpenShlft Container Platform master @& R E/ OAuth BR5588. FIREX OAuth 1i[R] 5 h& RN B &
T API S{p451E,

BANERHFH OAuth FhERS, OAuth RS S AR ER B D IRMHIEF RIAERHIF R AN S M,
RiE, ERBEZEMRNENAS, NIZAFPUBR—MGF S, BROZERNSHE,

3.2. OAUTH SRS KRR EF TN
OAuth RS 28 X FvR BRI IR RIS 22 OAuth BRI,

EFERARERFEIUR (response_type=token) LA X B & 77153k WWW-Authenticate iif] (%0 openshift-
challenging-client) # client_id LIk OAuth ©h&T, FIRESRE /oauth/authorize BIARS52RMTN KR E
I AT AHFARF -

RE RE & P i R
302 Location #1248 & URL REXHH £/ access_token fE{E - OAuth 5hE,

access_token &% (RFC 6749 4.2.2 &%)

302 Location #1i:L & & error TifjE# (RFC K, sHEASERerror (EARNHER
6749 4.1.2.1 884> error_description) ZifjfH

302 Hth Location 1k B ETEMBRE, FHERXEHNTELESER

401 WWW-Authenticate 17k E1E IR 7 KB (40 Basic #INegotiate %)
N JF i, EFTIRAE K, FE Xk
BER,

401 %48 WWW-Authenticate #7:k ToEH TR EM AT, KW, FE RN IE
X (FIee8 & A TIREL OAuth S hERBEE S &
RAERIFEE) .

Hith Hith KN, AT R RN IE S,

3.3. REZf OAUTH IR 25156177
RER OAuth BRSS 23 I {F A JLANBC B 15T,

3.3.1. OAuth 4 h&HA R]E T
IR OAuth AR5 38 E R F S kS

13


https://tools.ietf.org/html/rfc6749#section-4.1
https://tools.ietf.org/html/rfc6749#section-4.2
https://tools.ietf.org/html/rfc6749#section-4.2.2
https://tools.ietf.org/html/rfc6749#section-4.1.2.1

OpenShift Container Platform 4.16 A EFIRAY

wh fed
iRl R TR ARG, TR AP B,
RACHS FER RERM SR, (R FRMRTF S,

AL RMA R NSRBI\, HEEE, A{EH OAuthClient 3R E LB =174 i H
]‘qu
3.3.2. OAuth EFGETR

%4 OAuth RRFFZ2RMEN A P Z AR B HE FIRME F iR BhEIH KRS, OAuth ARS8 RERBIRFEUR F
OAuth & F BRI RES

THRF B OAuth & P im iR B 2 B9 AUERES,
RN R TRINGE -

Bk £ pU
auto B ARG E RIS K,
prompt R F P SR 4R

3.4. BRiE NS OAUTH RS 25 M9 45 FE2 A [H]
0] LAER B N ER OAuth ARSS 2345 hEHA (8] B BRI 170,

- o
BIANERT, SEME 24 NTRER. HEXIERFELE EE EEIE,
INRBCAR AR, WAERUTSRIETENR.

Pt
. Q-1 aafEERETREREX 4. UTXHRILLERRI 48 I, MEFRIME.

apiVersion: config.openshift.io/v1
kind: OAuth
metadata:
name: cluster
spec:
tokenConfig:
accessTokenMaxAgeSeconds: 172800 ﬂ

X i& accessTokenMaxAgeSeconds LR 0GR Ean A HE, EIAEmBERRN 24 /)
8% 86400 #, LLEMARRI N, MREENT, NIEARKIANEHRRER,

14
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2. NR#FEREXH :

v ==
) BT EEHUNER OAuth fRS53:, Rt ZifER oc apply #8535 A E R,

I $ oc apply -f </path/to/file.yaml>

3. BNERESEN :

I $ oc describe oauth.config.openshift.io/cluster

fai tH 7 B

Spec:
Token Config:
Access Token Max Age Seconds: 172800

3.5. HNER OAUTH RSS 25EC & 5 HE A S EAEEHT
AT LU OAuth SHEECE NIE—HAEEAF R EE . BKIABERT, AR RESEARFEE,

JNRIEEY OAuth B i tECE T HEAFFESNEBH, NIZEXBERER OAuth IRF5ERES
BHIRERER,

FeREH
o RETLUFEAEZR cluster-admin A& i A& EE,

o BMELXEET —TEBRMHERF (DP) .
it

1. 37 OAuth E2i&, LUXEBThERIEEN,

a. Yn%E OAuth X :
I $ oc edit oauth cluster

71N spec.tokenConfig.accessTokenlnactivityTimeout & Fi% BB A :

apiVersion: config.openshift.io/v1
kind: OAuth
metadata:

15
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spec:
tokenConfig:
accessTokenlnactivityTimeout: 400s ﬂ

WEAEYHAMBYE, 190 400s KK 400 #, = 30m 3K 30 98, SRIFRIER &/
&} 300s,

b. RTFX LA £,

2. 1&# OAuth fR%52% pod BREEBE/S -

I $ oc get clusteroperators authentication

7£ PROGRESSING 7!y False BIFE4EH# AT —4, MITFAR :

LN
NAME VERSION AVAILABLE PROGRESSING DEGRADED SINCE
authentication 4.16.0 True False False 145m

. RERTEHE Kubernetes API RZ5 2% pod FIFTIEIThRA, X FHE Lo BT A],

I $ oc get clusteroperators kube-apiserver

7£ PROGRESSING 7! 77 False BIRE4EH# AT —4, MITFAR :

i Bl
NAME VERSION AVAILABLE PROGRESSING DEGRADED SINCE
kube-apiserver 4.16.0 True False False 145m

#NR PROGRESSING T~/ True, HEE&F/LoMEBER—R,

. FERRBEH IDP W& 1n & KEIELH.

- PUTESRSH ARSI,

. FFRE A LR BRI B B KMERFEAZD. EXDROIP, FFEEFET 400 #,
. ZHME—E R KIERIITR S,

XD FRERM, BN FREROZE Y AN E KBRS (7] #8 Be & AR B (A o .

i th o Bl

I error: You must be logged in to the server (Unauthorized)

3.6. BE X NER OAUTH fR5525 URL

IRE LLB T 1E 52 Ingress BCE Y spec.componentRoutes FERHINEEE L EH LM TLS IEFEE
E X AER OAuth AR 5525 URL,
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Digk

H
{ o |
MR EEAIEE OAuth R%5 URL, I/ AEATRIFERLNEE S OpenShift OAuth g

552 IS LI R OAuth U7 [F B REBVAHHEYEE. A OAuth In i, FTREME
OAuth IRFEHMAEH TR A2 S L CA AR, Him :

$ oc login -u <username> -p <password> --certificate-authority=<path_to_ca.crt>

ﬂ NFBEERIES, cacrt XHHIEEBE X CAUES, BNEFFITERI,

Cluster Authentication Operator 1£ openshift-config-managed %% 22 (5]
oauth-serving-cert it BT % 7 OAuth BRS5 838 serving IEF, KA LAEEC B MR
5189 data.ca-bundle.crt /R EIE T,

SERFEH
o DHEAERAEEFNMAN BNERER.
e {RETE openshift-config A ARG T B S TLS IEHFEAM secret, MIRBE XL ENA
ERMNISE LSRR LA, NIERELT, MREHTE, secret @HER,
N

XA LUF A oc create secret tls fp 5 0)/& TLS secret,

i =
1. 4niE%5EEE Ingress ECiE -

I $ oc edit ingress.config.openshift.io cluster

2. WEBEXENBZUR LIRSS IE B

apiVersion: config.openshift.io/v1
kind: Ingress
metadata:
name: cluster
spec:
componentRoutes:
- name: oauth-openshift
namespace: openshift-authentication
hostname: <custom_hostname> ﬂ
servingCertKeyPairSecret:

name: <secret_name> e
() QGRS

Q %I openshift-config fp 4 22 [A] A H secret BIBIFH, 1% secret @& TLS iEF ( tis.crt) F1# A

17
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3. REFXHLUEHEE R,

3.7. OAUTH RS 23 To IR

£ OpenShift Container Platform FZ1THIN A2 A BERE B A A XA E OAuth IRF52BRHIER. HI
w, eflTEFEELI <namespace_route> BNtk B FohE &, Fkt, OpenShift Container
Platform ZEHE T IETF OAuth 2.0 21 AR 55 28 TTHUIE ERMSE,

e, EEFFIZTHEMN AIEFERT LUE https;//openshift.default.svc/.well-known/oauth-
authorization-server X i GET &3 KEHRIUTER :

"issuer": "https://<namespace_route>", ﬂ
"authorization_endpoint": "https://<namespace_route>/oauth/authorize", g
"token_endpoint": "https://<namespace_route>/oauth/token", 6
"scopes_supported”: [

"user:full",

"user:info",

"user:check-access",

"user:list-scoped-projects”,

"user:list-projects”
1,
"response_types_supported”: [ 6

"code",

"token"

1,
"grant_types_supported": | G
"authorization_code",
"implicit"
1,
"code_challenge_methods_supported": | ﬂ
"plain”,
"S256"
]
}

BIARSS B ZE L ZIMRE, ©RHER https ARBERE T HHNDREHSH URL, X2 SIRINER
%8585 %5 BM .well-known RFC 5785 BRI A il &,

AV AR S5 28 HOIRA IR s 9 URL, B, RFC 6749,
BIVARSS 25045 R im s 9 URL, B, RFC 6749,

B ELLIRIARSS 28 X HFFHY OAuth 2.0 RFC 6749 SERIEFIZREY JSON #4H, HEE, HIEMAEXE
BEHEEBE RS,

BE IIRIUAR S 285 X FH9 OAuth 2.0 response_type {E 7RI JSON #04H, FERMEBHEES
response_types %1 (#R#E RFC 7591 F1”"OAuth 2.0 Dynamic Client Registration Protocol”%E X.)
fFERAMEHERR,

@ ©® 900 9O

DB M FRAARSS 28 B OAuth 2.0 HAKEUH TR JSON $4H, EAMBAESET
grant_types 2% (#R#& RFC 7591 £"0OAuth 2.0 Dynamic Client Registration Protocol" & )

A AHERER.
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https://tools.ietf.org/html/draft-ietf-oauth-discovery-10
https://tools.ietf.org/html/rfc5785
https://tools.ietf.org/html/rfc6749
https://tools.ietf.org/html/rfc6749
https://tools.ietf.org/html/rfc6749
https://tools.ietf.org/html/rfc7591
https://tools.ietf.org/html/rfc7591

% 3 F RAEAER OAUTH ARSS 8%

SEMIRIRSS 23 H# PKCE RFC 7636 (A5 i) 535512 A JSON %4
‘H, code_challenge_method SRR R AEETE RFC 7636 5 4.3 T AE L. B

3.8. OAUTH API B4t = HErR

ERLEERT, APIRSS#RSIERE— unexpected condition #5138 8 ; EABEEVIN API EBE, R
MRS RS R TR, IZERME R RREA BB, LUBRAEREFHBIIEMNA P RBEXRSFRE

HE R,

XEEFHRI FES RS MK T OAuth BBEB A X, XL HEIER G A I EEFENEHHHK,

OAuth Hi[E[;8F unexpected condition AR5 235512, AiZ1T oc get events 7£ ServiceAccount T &
BiXLEH,

MU T REIZES D IEH OAuth EEM URI BIBR K 7

I $ oc get events | grep ServiceAccount

i tH 7 B

im im 1 proxy ServiceAccount Warning
NoSAOAuthRedirectURIs service-account-oauth-client-getter
system:serviceaccount:myproject:proxy has no redirectURIs; set serviceaccounts.openshift.io/oauth-
redirecturi.<some-value>=<redirect> or create a dynamic URI using
serviceaccounts.openshift.io/oauth-redirectreference.<some-value>=<reference>

1217 oc describe sa/<service_account_name> BJ LUK & 545 E R SSIK 7 2R R BEBYEM OAuth 3=
{#O

I $ oc describe sa/proxy | grep -A5 Events

=1
Events:
FirstSeen LastSeen Count From SubObjectPath Type Reason
Message
3m 3m 1 service-account-oauth-client-getter Warning

NoSAOAuthRedirectURIs system:serviceaccount:myproject:proxy has no redirectURIs; set
serviceaccounts.openshift.io/oauth-redirecturi.<some-value>=<redirect> or create a dynamic URI
using serviceaccounts.openshift.io/oauth-redirectreference.<some-value>=<reference>

T ATREBI A E IR -
T EEM URI FRRIEE T A URI

Reason Message

NoSAOAuthRedirectURIs system:serviceaccount:myproject:proxy has no redirectURIs; set
serviceaccounts.openshift.io/oauth-redirecturi.<some-value>=<redirect> or create a dynamic URI
using serviceaccounts.openshift.io/oauth-redirectreference.<some-value>=<reference>

BT XS H

19


https://tools.ietf.org/html/rfc7636
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Reason Message

NoSAOAuthRedirectURIs [routes.route.openshift.io "<name>" not found,
system:serviceaccount:myproject:proxy has no redirectURIs; set serviceaccounts.openshift.io/oauth-
redirecturi.<some-value>=<redirect> or create a dynamic URI using
serviceaccounts.openshift.io/oauth-redirectreference.<some-value>=<reference>]

e T THHEI AR

Reason Message

NoSAOAuthRedirectURIs [no kind "<name>" is registered for version "v1",
system:serviceaccount:myproject:proxy has no redirectURIs; set serviceaccounts.openshift.io/oauth-
redirecturi.<some-value>=<redirect> or create a dynamic URI using
serviceaccounts.openshift.io/oauth-redirectreference.<some-value>=<reference>]

B SA S
Reason Message
NoSAOAuthTokens system:serviceaccount:myproject:proxy has no tokens

20
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25 4 & FRi& OAUTH & /i
1£ OpenShift Container Platform FRERIABIEZ > OAuth & i, AR LUFMANECE E M OAuth B
i
4.1. B\ OAUTH & /i

JA 5 OpenShift Container Platform API iif & B 8L T OAuth & Fif :

OAuth &' EAAE

openshift-browser-client FERATAERERERNASRIE, £
<namespace_route>/oauth/token/request ik s 4%, [

openshift-challenging-client fEA A2 WWW-Authenticate Fif B R IERIE RS HE,

openshift-cli-client ERAARM HTTP AR FF2RIREUR IR E R 5,

1. <namespace_route> 25 & 22 [AIIRH, Z1TLA T BRI LAHE -

I $ oc get route oauth-openshift -n openshift-authentication -o json | jg .spec.host

4.2. XM EM OAUTH & in

INREFEHM OAuth B IR EIE OpenShift Container Platform &I &2 500, NI LEEM—1.

it =

o SEAREM OAuth & im -

$ oc create -f <(echo'

kind: OAuthClient

apiVersion: oauth.openshift.io/v1
metadata:

name: demo ﬂ

secret: "..." @)

redirectURls:
- "http://www.example.com/" 6

grantMethod: prompt ﬂ
)

OAuth i) name F{EIR3%] <namespace_route>/oauth/authorize #1
<namespace_route>/oauth/token 895K H client_id 534,

secret FH{FIRZZ 1T <namespace_routes/oauth/token H9i% KT # client_secret 531,

%I <namespace_route>/oauth/authorize #1 <namespace_route>/oauth/token #4153k
EER redirect_uri S TZE T redirectURIs SHUE R ATFIMIE — URI SHUAE N ETZ,

o 0 9o

grantMethod F3 FHAE & b & P imiH 3K T S hE BIE KRR A PR T U5 AR R SREREVIRF

21
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4.3. 5 OAUTH & /iR BL & 5 hE A& LB T

HE—HARERB S, ERLUE OAuth B IRECE V& OAuth RS HE, BUABRT, FTRXERE
TIEREKEB,

JNRFEAER OAuth IRSSBREEFhECE T HENELIER, OAuth & inhiX BB &
=iZlE,

FeREH
o RETLUFEAEZS cluster-admin A& i A& EE,

o MBLAEET —NEPIRHER (DP) .
pi% &2
e Eif OAuthClient Bt &, LLXEB SR EILEBIT,
a. ZwtE OAuthClient £ :

I $ oc edit oauthclient <oauth_client> ﬂ

Q ¥ <oauth_client> & ERER OAuth & Fim, 0 #HlE,

710 accessTokenlnactivityTimeoutSeconds FE& 314 & 1S OB (H -

apiVersion: oauth.openshift.io/v1
grantMethod: auto

kind: OAuthClient

metadata:

accessTokenlnactivityTimeoutSeconds: 600 ﬂ

Q RUFHIESR/NEBIE (LML) - 300,

b. RTF XML £,

. EARBEN IDP WEMHE XK, BERERENIFEER OAuth & i,
2. PUTEREFHTIEERE KM,
3. FRME AL R ERVEN I H KMERER HH. EXDPTOP, FEFREiT 600 7,
4. ZIME—FBHRIEHRIIT MR,
XD ZEIRERM, BB hEROZE 9 A& R BT 7] 8 B E HEE A i [ o .

4.4, HhER

22
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® OAuthClient [oauth.openshift.io/v1]
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https://docs.redhat.com/en/documentation/openshift_container_platform/4.16/html-single/oauth_apis/#oauthclient-oauth-openshift-io-v1

OpenShift Container Platform 4.16 A%

£ 5Z TEAFHAR OAUTH /0o hE

RATEEEBS OAuth iS5, FHHFRTBFHFEREM OAuth UilF]FhE,

5.1. 51 AR OAUTH i h] 5 k&
e LIS BB AR OAuth 1510 S5 hE. SHEAMHFHIHR, L ERATEXR,

it
o JSUHATA A IHAR OAuth iR G :

I $ oc get useroauthaccesstokens

ol
NAME CLIENT NAME CREATED EXPIRES
REDIRECT URI SCOPES

<token1> openshift-challenging-client 2021-01-11T19:25:35Z 2021-01-12 19:25:35
+0000 UTC https://oauth-openshift.apps.example.com/oauth/token/implicit ~ user:full
<token2> openshift-browser-client 2021-01-11T19:27:06Z 2021-01-12 19:27:06 +0000
UTC https://oauth-openshift.apps.example.com/oauth/token/display user:full

<token3> console 2021-01-11T19:26:29Z 2021-01-12 19:26:29 +0000 UTC
https://console-openshift-console.apps.example.com/auth/callback user:full

o FIHHFTE OAuth BRI P AR OAuth 1R 45 hE -

I $ oc get useroauthaccesstokens --field-selector=clientName="console"

ol
NAME CLIENT NAME CREATED EXPIRES
REDIRECT URI SCOPES
<token3> console 2021-01-11T19:26:29Z2 2021-01-12 19:26:29 +0000 UTC

https://console-openshift-console.apps.example.com/auth/callback user:full

5.2. & AP B/ OAUTH 1505 iR 1S
IRA LA E A P AR OAuth Ui H] S ERE S,

it =

24

&k A P AR OAuth 1R S RERIIFIE -

I $ oc describe useroauthaccesstokens <token_name>

i =B
Name: <token_name> 0
Namespace:
Labels: <none>



% 5= EHA AN OAUTH N 4h8

Annotations: <none>

API Version: oauth.openshift.io/v1

Authorize Token: sha256~Ksckkug-9Fg_RWn_AUysPolg-_HgmFI9zUL_CgD8wr8
Client Name: openshift-browser-client

Expires In: 86400 6

Inactivity Timeout Seconds: 317 ﬂ

Kind: UserOAuthAccessToken

Metadata:

Creation Timestamp: 2021-01-11T19:27:06Z
Managed Fields:

APl Version: oauth.openshift.io/v1

Fields Type: FieldsV1

fieldsV1:
f:authorizeToken:
f:clientName:
f:expiresin:
f:redirectURI:
f:scopes:
f:userName:
f:userUID:
Manager: oauth-server
Operation: Update
Time: 2021-01-11T19:27:06Z
Resource Version: 30535
Self Link: /apis/oauth.openshift.io/v1/useroauthaccesstokens/<token_name>
uID: f9d00b67-ab65-489b-8080-e427fal3c6181
Redirect URI: https://oauth-openshift.apps.example.com/oauth/token/display
Scopes

User Name: <user_name>
User UID: 82356ab0-95f9-4fb3-9bc0-10f1d6a6a345
Events: <none>

ThEAM, BIGHEEY sha256 lafk. FEAMHATHRE, EXERTER.

EFimAN, AT TEREE,

MG HEBIR R 5 RS BR(RI B0 A] (AR ON #AL)

g05Ry OAuth IRS5 B IXE T BhEATEEREBRT, X Z MO B 58 A 1% 5 he RIS [A],

It RERRISEH .,

QD000

SRR,

5.3. ik B #HAE R OAUTH i/ 7] 45 h&

oc logout 4 REFMRIEH OAuth BREXN. EAILUERAUTSEMMRABEEZNR A HEM
OAuth k&,

MERIZGEIFTA XEHHFR OAuth U7 F 2 B &,

it =

25
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o fHERAFHIBR OAuth ViR HhE :

I $ oc delete useroauthaccesstokens <token_name>

it Bl

I useroauthaccesstoken.oauth.openshift.io "<token_name>" deleted

5.4. BREZ S M IERNERINBEEFAEF

ENSEHEENA, EALLEY URERABAERREEMEILM A~ ARINE OpenShift Container
Platform LT R AGH, REGHEIEMNAATETNEALERAR. IRNERENERER
IR 5T,

A LU AR BRI A P IRIMEIA T REAEF -
® system:scope-impersonation
e system:webhook
e system:oauth-token-deleter

o self-access-reviewer

! e
FEAERREFMIILEITIFE, AR RENNR 20K,

FeREH
o ATLUFEAEA cluster-admin B&IAE iR EEE,

e B% %k OpenShift CLI(0C).

¥ =
1. 8% add-<cluster_role>-unauth.yaml 8§ YAML XX, 3¥HRIMUTARE :

apiVersion: rbac.authorization.k8s.io/v1
kind: ClusterRoleBinding
metadata:
annotations:
rbac.authorization.kubernetes.io/autoupdate: "true"
name: <cluster_role>access-unauthenticated
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: <cluster_role>
subjects:
- apiGroup: rbac.authorization.k8s.io
kind: Group
name: system:unauthenticated

26
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2. BT T RRNARE :
I $ oc apply -f add-<cluster_role>.yaml
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B6E THREMNRHEFEE

OpenShift Container Platform master @ & W& OAuth fRS585. FF A& A SFEIE A IKEL OAuth Vil 45
2, LSS B 58 APl BRI,

BN, BAUAERESHEETERE OAuth RIEEF D RERERF.

6.1. % F OPENSHIFT CONTAINER PLATFORM A 1R TR F

BIANERT, £BHHRE kubeadmin B, BIREFRRERERF, Bog/B—TEELHER (CR)
Fimd iz F iR FFCERMBIEE D,

p= Y=
OpenShift Container Platform P &AREESRIE /. : §1 %o

6.2. XM B DIRIERER
A B E U T RN S DIRERER

RArapiRftEr i

htpasswd ECE htpasswd S0 1RHRRFE, £ #E A htpasswd 4 A STALIE A & B,

Keystone Bt & keystone B{31REF2R, J$ OpenShift Container Platform 52§ 5 Keystone &
UERHRZESHEIE, BEER OpenStack Keystone v3 fRS5 2343 A M F B TR ER EE
R,

LDAP fCE ldap FpiRIERRRF, ERE ST FBIIEREN LDAPV3 iRS52R%51UEFA - A ME
i,

EARFHBIGIE fc & basic-authentication H{31R#t12F, LMER P ERFHER I B IRHEFRIE

(Basic BY$EIE R B 5K OpenShift Container Platform, B A S35 1UE R — @ F 5 im s AL Hl,

authentication)

KPRk
(Request
header)

Github 3% GitHub
Enterprise

GitLab

Google

OpenlD Connect

fCi& request-header B3 1RETER, RERIRLESRMA, a0 X-Remote-
User. B@%5IXERFKIFLENFHIIERE—EER,

B & github B3 RHERF, 1% GitHub 3¢ GitHub Enterprise B OAuth B35 FAR %5
SIUEFA 2,

feE gitlab S31R 2R, EM GitLab.com SUEMEAM GitLab SEBIVEH Hp1RHE2
J?O

fci& google H{71REF2RF, {EM Google #) OpenlD Connect &%

Bo & oidc B3R TR, [FERIEIULIEHRS OpenlD Connect B3R ETEFERK.


http://httpd.apache.org/docs/2.4/programs/htpasswd.html
https://gitlab.com/
https://developers.google.com/identity/protocols/OpenIDConnect
http://openid.net/specs/openid-connect-core-1_0.html#CodeFlowAuth

B e E TRENRHEFKE

EXT BN RMEERFE, ALUER RBAC kE LHMANR,

6.3. ¥ KUBEADMIN A -
EE LT B REERFHOIEHH cluster-admin /5, B LR kubeadmin RiIREEEH L 24,

Digk

==
[=]

HISR7E R —F 2 cluster-admin BHREEX AN STHRIE, N/ BT
OpenShift Container Platform, Lttan4s FoiEBEH,

FeREH
o VWINEDVERET —NENIRERER,
o WEMAFHRIMT cluster-admin &,
o WIBLZUEERFNESR,

pi% &2

e 4[4 kubeadmin Secret :

I $ oc delete secrets kubeadmin -n kube-system

6.4. B P IRHEFSH
T RFH SR REEFERNSY

¥ sk

name IR F B IME VRIS R F A - &80, LULAER S DR,

mappingMethod & X AE A F BRI IANSHT HPBANBIA -, WAL TEZ— :

claim

BNE, ERSMMELRAFARESRAS. IREFZAFNENAFERFARS—F
2, MR,

lookup
ERINENEH. BHSMRRENAS, BEFEEEAFAHSM. XATFEHER
AFHHERARRBXEZ DA, ERLAEFTEFIESER

add
ERSHHELRFZERRF, MREFEEFZAFENAS, LEHFHIREE

B, SRNEIZR P EHIA SRR, MRRE TS SHREREHAT]
FRRR—2 R P B S EERM AR 2, I BB T IR,

29
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ERMIERFPREREFR, E7LLETE mappingMethod S#X &N add, 371
HIEFHRH SRS RIINENAEF,
6.5. Hp iR F CR =l
UTBEENER (CR) BrAXREEZDIREEFHISHMBINE. ABIEA htpasswd FH1REEERF
SRR BIER CR R

apiVersion: config.openshift.io/v1
kind: OAuth
metadata:
name: cluster
spec:
identityProviders:
- name: my_identity_provider ﬂ
mappingMethod: claim
type: HTPasswd
htpasswd:
fileData:

name: htpass-secret 6
Q@ LRGERFEAMEIAIARERRFA SR, LULAR S B AT
© EHIMAELREIRFISAA User 1 R 2 AE MRS,
9 B E#F M htpasswd £ KHISTHERIILE secret,

6.6. [ LOOKUP M5t AxFohBd &AM

BE, FNIAEEFIRPETMRNTAS, lookup BRFFERERAXNBHRE, XFEEFINESTH
Fo INREMER lookup BRET 5%, HHRERESNRHEFENENAFAHMITUTEI,

FoRFM

e B%% OpenShift CLI (oc) .

it

1. fll# OpenShift Container Platform B/ :
I $ oc create user <username>
2. ] OpenShift Container Platform &1 :
I $ oc create identity <identity provider>:<identity provider_user_id>
Hrh <identity_provider_user_id> 2— MM —R R B IZERRFHHE AT,

3. NUIEMAS S0 CIR— RS SRS

30


http://httpd.apache.org/docs/2.4/programs/htpasswd.html

B e E TRENRHEFKE

$ oc create useridentitymapping <identity _provider>:<identity _provider_user_id>
<username>

Hith BHR

e AL LDAP A FIEFAIERA . FRMERKNAF 519, LMERE OAuth BEHFH
mappingMethod /£ lookup

e fNfaI{E OIDC &t AIER . SMRMRHNAF- 512, BT mappingMethod /£ lookup

31
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B7EEESNRHERERF

7.1. B2 HTPASSWD S {01212

BCiE htpasswd ZP1RHERRRF, R1FHE 7 # A htpasswd X HHIEIEE K OpenShift Container
Platform,

BE X htpasswd HPRHERRRF, EHEHITLULTES :
1. AJ8— htpasswd X{4E7Z6# A HBEER.
2. G —" secret kK htpasswd XX {4,
3. X —"htpasswd H3 1R HF2F FTRAFBIAZ secret,

4. FETREN AR BUAR OAuth B2E, LURINBEMIRHMER.,

7.1.1. %F OpenShift Container Platform R E PR ILIEF

BIANERT, £BHHRE kubeadmin B, RIFEFRRERERF, Bog/B—TEELHER (CR)
it iz F R iRHEFFHCERMBIKEH,

v, p= Y=
OpenShift Container Platform AP &AREESRIE /. : F1 %o

7.1.2. %F htpasswd P FE

£ OpenShift Container Platform F{#f htpasswd B35 UE S VFIERYE htpasswd STAFRFI A,

htpasswd X2 — M FEXHE, EFEEEIMAFNAFABHEN, EFLUER htpasswd SLREF 1)
B,

Digk

==
[=]

XNFEFINE, TNEE OpenShift Container Platform {8 htpasswd B35,
NIEFF R IAEHRFEA htpasswd F19%IIE,

7.1.3. flJ# htpasswd X {4
B XNMEGIE htpasswd EFBIUEE, 1HESLUATNTZ— :
o {HF Linux B& htpasswd X4

o {EF Windows fll|& htpasswd X

7.1.3.1. f£F Linux /% htpasswd 304
E(F htpasswd BPIRIEIERF, EXTFER htpasswd EFR— 1N EESEEHA N QMNBIEHX G,

32


http://httpd.apache.org/docs/2.4/programs/htpasswd.html

B7EKEFDRUER

FRFM

o HEfFi)A] htpasswd SCFEFER, 1E Red Hat Enterprise Linux £, %% httpd-tools ¥4 & BN el &
Az AER,

it =
. QIERSEHEA R AT BE I

I $ htpasswd -c -B -b </path/to/users.htpasswd> <username> <password>
% BRI ER S AR A RO B
flan :

I $ htpasswd -c -B -b users.htpasswd <username> <password>
=1
I Adding password for user user1

2. PREEASCHF IR ISR AT EIL -

I $ htpasswd -B -b </path/to/users.htpasswd> <user_name> <password>

7.1.3.2. {8 A Windows {/# htpasswd X {4
E(F htpasswd BPIRIEIERF, EXTFERE htpasswd EFR— 1N EEEEHA N QMNBEHXHE,

SeRFH
e AEWSIJIN] htpasswd.exe, ¥F% Apache httpd & 1THRAM \bin B X8 &t 24,

it
. QIESEHEA R RSB

I > htpasswd.exe -c -B -b <\path\to\users.htpasswd> <username> <password>
BRI ER S AR A RO B

4N -

I > htpasswd.exe -c -B -b users.htpasswd <username> <password>

=1

I Adding password for user user1

2. PREEASCH IR EHTEIL -

I > htpasswd.exe -b <\path\to\users.htpasswd> <username> <password>

33
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7.1.4. Al# htpasswd secret
Z{HF htpasswd SPIRIEFRER, EHIIE L —1NEE htpasswd A X secret,

SeRFH
o O# htpasswd X,

it =3
o QIEEE htpasswd F /3L Secret X :

$ oc create secret generic htpass-secret --from-file=htpasswd=<path_to_users.htpasswd> -n
openshift-config ﬂ

ﬂ aE --from-file SEHIA 7 SUHEH] secret BEWA 6 &7 htpasswd, #01_ERESRTR.

TN
MR AN FALLT YAML £ A secret :

apiVersion: vi
kind: Secret
metadata:
name: htpass-secret
namespace: openshift-config
type: Opaque
data:
htpasswd: <base64_encoded_htpasswd_file_contents>

7.1.5. Sample htpasswd CR
LIFBE N HIR (CR) 7R htpasswd 1R IEFHSEFI AT #EZHE.

htpasswd CR

apiVersion: config.openshift.io/v1
kind: OAuth
metadata:
name: cluster
spec:
identityProviders:
- name: my_htpasswd_provider ﬂ
mappingMethod: claim
type: HTPasswd
htpasswd:
fileData:

name: htpass-secret 6

Q IRHBF ZME VRIS ERMZFRA P &R, MUILHR S0 EH.

34



B7EKEFDRUER

e PREI{T R IR AZ Y S0 F0 User X R 2 AR IIBR ST,
9 B E#H M htpasswd £ RHISTHERIILE secret,

HiBR
o METHAMAEFRRHEREANSEH (11 mappingMethod ) HIER, 1ESH SHRIEERFS
#,

7.1.6. EREPRNME DIRHESF
REERZE, HELPRN—DERRERERE, LUEEHRA ST T HBRIE,

FoRFH

o #]3# OpenShift Container Platform & &%,
e NEMRHERLEBELHEIR (CR) .
o WINBZLIER A B E %,
ik
1. MAEXBCR:
I $ oc apply -f </path/to/CR>
INR—A CRFZFTE, oc apply RAIE—#H CR, HARERMAUTES

Warning: oc apply should be used on resources created by either oc create
--save-config or oc apply, £ X#IERT, BAILIABINES,

2. LREBMRHUEFNAF SMNERER, HERINEAEH,
I $ oc login -u <username>

3. WA EENE, HETAFA.

I $ oc whoami
7.1.7. 7 htpasswd S {RIFEFEH A
IR LMIIA B htpasswd B REFEF RIS IMERE .

SeRFH
o BRI T S htpasswd A LR Secret KR, XEBREETH N htpass-secret.

o MBEET htpasswd HpiRHtERF, XEBEE N my_htpasswd_provider.
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o ERILUEFA htpasswd TEF2F, 7 Red Hat Enterprise Linux £, %% httpd-tools ¥4 & BN
FRZERER,

o BHREAERBEENR

it =3
1. M htpass-secret Secret ¥/ 05 htpasswd X, FHFLZXHREDENHERT

$ oc get secret htpass-secret -ojsonpath={.data.htpasswd} -n openshift-config | base64 --
decode > users.htpasswd

2. M users.htpasswd SZ#F RNk AMIBRFE
o RNII—ANETHAS

I $ htpasswd -bB users.htpasswd <username> <password>

i th 7 Bl

I Adding password for user <username>

o MEF—1HER

I $ htpasswd -D users.htpasswd <username>

i tH 7 B

I Deleting password for user <username>

3. ¥ htpass-secret Secret X &5 users.htpasswd X4 EFHEIHEF :

$ oc create secret generic htpass-secret --from-file=htpasswd=users.htpasswd --dry-
run=client -o yaml -n openshift-config | oc replace -f -

B
IR LA FALAT YAML 3£&#t secret :

apiVersion: vi
kind: Secret
metadata:
name: htpass-secret
namespace: openshift-config
type: Opaque
data:
htpasswd: <base64_encoded_htpasswd_file_contents>

4. MEMRT —DHZANEF, BAEFENENE-HEBRES KR,
a. MR User W :

36



B7EKEFDRUER

I $ oc delete user <username>

Fai tH o Bl

I user.user.openshift.io "<username>" deleted

2

ERIABMERT AP, SUMRAANSELEE S, WA R LR ERE S,
b. MIERFAF# Identity X4 :

I $ oc delete identity my_htpasswd_provider:<username>

it Bl

I identity.user.openshift.io "my_htpasswd_provider:<username>" deleted

7.1.8. fEH web Z2FIGECE SR HEF
BT web #EIATII CLI ERESHRHRER (DP).

FoRFM
o BwIILIREEENFMNETE web 15,

it =

1. 5= Administration - Cluster Settings,
2. 7£ Configuration LW T, Hii OAuth,

3. 7£ Identity Providers #8437, M Add FHIZEHHERENENRERR,

B LLET web 2H & RIEEZ D IDP, MARERIEH IDP,

7.2. 2B KEYSTONE S22 F
BCi& keystone B3R MHF2F, & OpenShift Container Platform 5225 Keystone UG B HZ &4

¥iE, FECERY OpenStack Keystone v3 RSG5 234F A P E i BIAEREUIRE R, WEEER TR ERHE
Keystone il &% OpenShift Container Platform,

7.2.1. %F OpenShift Container Platform RH B P 1RIEERF

BMIANERT, £BHHRE kubeadmin BF, RIREFRRERERF, BugB—TEELHER (CR)
Fimd iz F iR FFICERMBIEE D,

. p= Y=
OpenShift Container Platform AP &AREESRIE /. : F1 %,
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7.2.2. X F Keystone Ep 5
Keystone @— MR ED. B, BRFEIIRSSH OpenStack WiH,

BT LECE S Keystone ISR, LUE OpenShift Container Platform 9% 7 & F Keystone F 7 &5
HMe— Keystone ID, XA EE, B AL AH Keystone B & MBIEHITE R, &
Keystone ID _E#J OpenShift Container Platform AP B %%, ENMREMER Keystone A FH 0I5
BH1ZFHF &89% Keystone A, A8 BRGRIHRA P HIGEIR,

7.2.3. O] secret

B2 1R 172+ E A openshift-config a3 % Z2 [A| B OpenShift Container Platform Secret X RF TSR
P secret, & imIEHAIEH,

pii% &2
o FHLUTEHS, CIB—EEFHMILTH Secret K :

I $ oc create secret tls <secret_name> --key=key.pem --cert=cert.pem -n openshift-config

B
IR LA FALLT YAML A% secret :

apiVersion: vi
kind: Secret
metadata:
name: <secret_name>
namespace: openshift-config
type: kubernetes.io/tls
data:
tls.crt: <base64 encoded cert>
tls.key: <base64_encoded_key>

7.2.4. O 2 ECERRSY

SR F2FE A openshift-config % Z2 (5] 1 #Y OpenShift Container Platform ConfigMap % &3k &
BUEBMANMIIAS. TERTEEGMNREEFMBNIEBIIAE,

it =

o FALUTMS, EXSEIEPHMANIIH OpenShift Container Platform ConfigMap., iE-Hli%
HLF T2 5 7E ConfigMap X5 E9 ca.crt 2,

I $ oc create configmap ca-config-map --from-file=ca.crt=/path/to/ca -n openshift-config
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£
(ER BT LR LA T YAML kOB B BRSY -

apiVersion: vi
kind: ConfigMap
metadata:
name: ca-config-map
namespace: openshift-config
data:
ca.crt: |
<CA _certificate PEM>

7.2.5. Keystone CR =3l

IR BE LHIR (CR) 7R Keystone HPRUREFHNSHM AT #Z(E,

Keystone CR

SO @ 9006009

apiVersion: config.openshift.io/v1
kind: OAuth
metadata:
name: cluster
spec:
identityProviders:
- name: keystoneidp ﬂ

mappingMethod: claim
type: Keystone
keystone:
domainName: default 6
url: https:/keystone.example.com:5000 ﬂ
ca: 6
name: ca-config-map
tisClientCert: @
name: client-cert-secret

tisClientkey: @)
name: client-key-secret

LR IR A ME N RISRIEIREREF A &al, LUK S 12 FF.
EEI AT 1 IR R TE M B2 0 User X R 2 AR ITBR &,
Keystone &%, 7E Keystone #, AP Z B ETIEM, REF—NE,

FAFi%E#E Keystone RSS2 URL (&) . XWFER https.

B7EKEFDRUER

AL N EE PEM ZRAGIE B A NS HRZE 289 OpenShift Container Platform ConfigMap 85|
A, UAFRIEFTECE URL BIBR S5 35 1E 15,

A X EEE S IRIET A OpenShift Container Platform Secret X MBI, ZIE-BERAREE
B9 URL & BRI R,

B EE IR BEAM OpenShift Container Platform Secret X R#I5| ., $8E T tisClientCert
I JE LT,
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HiBR
o METHAMEFNRHEFREANSEH (M1 mappingMethod ) HIER, 1ESH SHRIEERFS
.

7.2.6. ERERRME DRHERF
REERZE, HELPRN—DERRERERE, LUEGHR ST T HBRIE,

FRFM

o #]3# OpenShift Container Platform & &%,
o NEMRHERLUEBE LHER (CR) .
o WINBZELIERE A SHER,

ik
1. MAEXBCR:

I $ oc apply -f </path/to/CR>

v pa -3

fNR— CRAFFTE, oc apply RUE—MHBICR, HARSMAUTES
Warning: oc apply should be used on resources created by either oc create
--save-config or oc apply, EX#IERT, BAILIARBINES,

2. LCRB S RERBEFNAF SR ERER, HERTNEARL,

I $ oc login -u <username>

3. WINASEEM, FETAFA.

I $ oc whoami

7.3.Bidi& LDAP SR &i12%
BoE Idap B1PIRIETER, FERHE LIEFPIIEEE ST LDAPV3 fRS52:551E A - R M EE,

7.3.1. % F OpenShift Container Platform B2 ET2F

BIANERT, £BHHRE kubeadmin B, RIFEFRRERERF, Bog/B—1TEELHER (CR)
Fimd iz F iR FFHICERMBIEE D,

- p= Y=
A OpenShift Container Platform AP &AREESIE /. : F1 %,

7.3.2. xF LDAP E1{355F
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FEHMIIET R, 5k LDAP BXHSRMMARLEHNEE, MRHEE ——im, N2
FiZ%& BRIl 2 # AT (DN) LARIR B2 15 17 18 S48 7
AT T EX LR

1 B HEERN url FREMMITIESRS B REN A R HERERERITIESR.

2. ERERMTIESERE R, MREFRRONVFE—NRE, NHHELTIH,

3. FiAEAMRATRSE B/ DN F A AR EEHE R LDAP IR 2=,

4. MBRHERM, NIFELETTA]

5. WIRHEMT, NHERENBEERESH. BFiahit, BREMMELR-ERWE—IF
7,

BRERY url @ RFC 2255 URL, IEEEFAM LDAP EMMERSH, URL MIEER :

I Idap://host:port/basedn?attribute ?scope ?filter

FEXAN URL A
URL 44 feid
Idap X FEHLDAP, i Idap F#F&H, A F&R4E LDAP (LDAPS), th/ifEf Idaps.
host:port LDAP R558m& MmO, LDAP #AiLH localhost:389, LDAPS NIEKIA K

localhost:636.

basedn A REN MR TR E X2 B DN, E4, XWJE B RWeits, BthrlsE s
KHBFH,
attribute ERZRMEM. RRRFC 2255 RITHEAESHREMIIR, BXRREZIVIENE, #

NERB—TEM. MRXERMEFAESE, NERAER uid, ZUOEF—NMEEERN
FHAERTAE KB A 2 —E M.

scope HEHEE, TTLLZ one s sub, MRKRHESEHE, MEKINERA sub G,
filter BMB) LDAP #3Ri1 JE2%, WMRKIRM, NEILH (objectClass=*)

T RN, B, JIERMRHMAFRREEE—E, BRI TR ERTIESS
I (&(<filter>)(<attribute>=<username>))

pugn, "IEEMT URL :

I Idap://Idap.example.com/o=Acme?cn?sub?(enabled=true)

L FimE i E A A A bob EER, 4RIIEERN EERN S (&(enabled=true)(cn=bob)).

MR LDAP BREEFMRILFREER, HiEER THITHRB#E3H bindDN #1 bindPassword,
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7.3.3. I/ LDAP secret

EFRAGMNRERRE, BYIE X —185 bindPassword FE&H OpenShift Container Platform
Secret X%,

Py =

e 242 bindPassword F & Secret 4 :

$ oc create secret generic Idap-secret --from-literal=bindPassword=<secret> -n openshift-
config ﬂ

ﬂ 8% --from-literal S8 bindPassword B secret #7#5 ) bindPassword,

B
MR AN FALLT YAML A secret :

apiVersion: vi
kind: Secret
metadata:
name: Idap-secret
namespace: openshift-config
type: Opaque
data:
bindPassword: <base64_encoded_bind_password>

7.3.4. Q2 ECERRSY

SR F2FE A openshift-config % Z2 (5] 1 #Y OpenShift Container Platform ConfigMap &3k &
BUEBMANEIIAS. TERTEEGMNRHEEFMBNIEBIIAS,

it

o FALUTMS, EXSSIEPHMANIIH OpenShift Container Platform ConfigMap. iE-Hli%
HLF T2 5 7E ConfigMap 5B ca.crt f .

I $ oc create configmap ca-config-map --from-file=ca.crt=/path/to/ca -n openshift-config

I
IR LA LU YAML SROZ RS ERRST :

apiVersion: vi
kind: ConfigMap
metadata:
name: ca-config-map
namespace: openshift-config
data:
ca.cri: |
<CA _certificate PEM>
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7.3.5. LDAP CR 7=/l
LU FEE YR (CR) R LDAP SR EIEFH S M T ES(H,

LDAP CR

apiVersion: config.openshift.io/v1
kind: OAuth
metadata:
name: cluster
spec:

identityProviders:

- name: ldapidp ﬂ
mappingMethod: claim
type: LDAP
l[dap:

attributes:

id: €
-dn

-cn
preferredUsername: G
- uid

bindDN: " @)
bindPassword: @)
name: ldap-secret

ca: @

name: ca-config-map
insecure: false @
url: "ldaps://Idaps.example.com/ou=users,dc=acme,dc=com?uid" m

iR Bt B AME N RTZTE IR BB - 1D B, LA SR &R,
RN LR M2 B F D User X Rz (A2 ITBREY,

RESHHEMIIR. FRE-THEREN. ELVFE-TEME. MRIEHNEEEREE, FHE
MERKW, EXBHZRRERERR, RVHERZIHHIE,

e FHREH L BIEBITIR, BRAB—IEZEME.

AL REMNENTIR, ERB-EEEMLE.
HEEHBEERANBEELEASEANEMRIIR, ERE-INEERMKE,
SR B AR ERI A% DN, #IRE LT bindPassword, I ili%iE LI,

X B &40 E BB OpenShift Container Platform Secret i RBYA %8I, 1R E X T bindDN,
T A5 1 T

O 999006906 600

AL N2 E PEM ZRAGIE B A NS HRZE 289 OpenShift Container Platform ConfigMap 895|
A, UATFRIEFFESE URL MIARSSERIED, (U7E insecure / false </ {& .
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@ Jotruent, FAXIRS®IT TLS 8, ) false if, Idaps:/ URL fEF TLS #1Ti%H, 3#E
Idap:// URL A2 TLS, ZH{EM Idaps:// URL i, LI false, E XL URL A4 R

m RFC 2255 URL, ¥EEEFAK LDAP EHMIERSH,

EfFHF5I7E LDAP ERMMIB & H A, HEF lookup BRET A A, 1E/7FM LDAP &K
B, SEETEAMNINED LDAP User G| —1 Identity XT R A 4R,

HiBR
o METHAMEFRRHEFREANSEH (M1 mappingMethod ) HIER, 1ESH SHRIEERFS
.

7.3.6. EREPRME M RHERERF
REERZE, HELPRN—DERRERERE, LUEBKR ST T HBRIE,

FERFH

o #]i# OpenShift Container Platform & &%,

o NEMRHERLEBEELHER (CR) .

o WINBZELIER A S5 E %,
ik

1. MAEXBCR:

I $ oc apply -f </path/to/CR>
INR—4 CR RFTE, oc apply RAIE—#H CR, HARERMAUTES

Warning: oc apply should be used on resources created by either oc create
--save-config or oc apply, £ X#IERT, BAILIARBINES,

2. LREBMRUEFNAF SMERER, HERINEAEG,
I $ oc login -u <username>

3. WA EEE, FETAFA.

I $ oc whoami

7.4. lREEAF NI R DRERER

BCiE basic-authentication S31RIEFRERF, LAMERFERIHER BRIRHEEFIEREIERE R
OpenShift Container Platform, B &S {2551k 2 — & A G ims s ALHl,
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7.4.1. %F OpenShift Container Platform ) PR ILIEF

BIANERT, £BHHRE kubeadmin BF, RIREFDRHERERF, Bg/B—TEELHER (CR)
Fimd iz F iR FFHICERNBIEE R,

p= Y=
N OpenShift Container Platform P & REEEIE /. 1 F %o

7.4.2. XTFEEXHHEIE

EAXRGMHEIER—MEAEmEMIE, R UERHHERE SR IRHEF IR EIERE 5
OpenShift Container Platform,

HTFEXRSHEIEZBAN, RLETUESHENEITRERERILSHRHERR.

BE
EXFMISUERIUER HTTPS (EERIL2R 5%, UMIEES A/ ID MBERIRL K+
PN G i

BB T EAFHRRIEE, BANER- &G AL EE OpenShift Container Platform, fAJEi@1d 1R H AR
55 20T AR 55 2R 1E K FHIHE 1E1’Eﬁ§$%1ﬁhfl:ﬁ%ﬂﬁ? %5, PN ITIRARSS BRI IR AR, XBEKAFE
& KHAE @ OpenShift Container Platform &%

X R5&EF ?FﬁF%/Eﬁ%ﬂ%M%U F H OpenShift Container Platform A/l RETS B2 &
PHIERR 5588 & Hi 2415

R EARFHEIERTTFHRE JSON R URL Kk F & FE .,
401 M R 2R R S AR S IE R

3E 200 R HINIEZE "error" B R R HIMEE IR

I {"error":"Error message"}

200 R EFHTH sub (subject) BENIFRIAIS

I {"sub":"userid"}ﬂ

Q FHRMAREZT BRI AR A REER, MERARIENR,

BRI R BT LA L h iR LR hn $dfE, g -
o (i name M EREF, Flu0 :

I {"sub":"userid", "name": "User Name", ...}

o {F/ email #EBYFH FHPEME, L0

45



OpenShift Container Platform 4.16 A%

I {"sub™:"userid", "email":"user@example.com", ...}

e {#fH preferred_username M EEA &, XATAEM — TR ERESEIBEEAS UID BEF
EEZEAMANBER S, WETFREIERNERE S OpenShift Container Platform B, iX
Al AR, Bl -

I {"sub":"014fbff9a07c", "preferred_username":"bob", ...}

7.4.3. Al secret
BRI =% openshift-config #n 4 22 5] BY OpenShift Container Platform Secret X Rk T =&
Flif secret, B IRIE BRI,
pi% &2
o FHLUTHS, UIB—EEBHMILETH Secret I :

I $ oc create secret tls <secret_name> --key=key.pem --cert=cert.pem -n openshift-config

B
IRART AN FALLT YAML A secret :

apiVersion: vi
kind: Secret
metadata:
name: <secret_name>
namespace: openshift-config
type: kubernetes.io/tls
data:
tls.crt: <base64 encoded cert>
tls.key: <base64_encoded_key>

7.4.4. |2 FCERRGY

SR F2FE A openshift-config o % Z2 (5] 1 #Y OpenShift Container Platform ConfigMap &3k &
BUEBMANEIIAS. TERTEEGMREEFMBNIEBIIAE,

AR

o FALUTMS, EXSSIEPHMANIIH OpenShift Container Platform ConfigMap., iE-Hi%
HLF T2 5 7E ConfigMap &R E9 ca.crt 2,

I $ oc create configmap ca-config-map --from-file=ca.crt=/path/to/ca -n openshift-config
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I
(ER BT LR LA T YAML kOB B BRSY -

apiVersion: vi
kind: ConfigMap
metadata:
name: ca-config-map
namespace: openshift-config
data:
ca.cri: |
<CA _certificate PEM>

7.45. EXREPKIE CR A
LUTEELEE (CR) EREASHIIFSHIZEREFNS B TESHE,

HEAXBHEIFE CR

apiVersion: config.openshift.io/v1
kind: OAuth
metadata:
name: cluster
spec:

identityProviders:

- name: basicidp ﬂ
mappingMethod: claim g
type: BasicAuth
basicAuth:

url: https://www.example.com/remote-idp 6
ca: @

name: ca-config-map
tisClientCert: 6

name: client-cert-secret

tisClientkey: @
name: client-key-secret

iR B2 B AME N RTZTE IR BB - 1D A, LA R S5 &R,
RN LR M2 F B F D] User X Rz (Al ITBREY,
BERERFHEIEIRLPEIES URL,

AL N2 E PEM RAGIE B A NS HRZE 289 OpenShift Container Platform ConfigMap BJ5|
A, UAFRIEFTECE URL BIBR S35 1E 15,

A X EEE S IRIET A OpenShift Container Platform Secret X RMBIH, ZIE-BERAREE
B9 URL & K R,

@ & 006009

B EE P ImIE T BEAM OpenShift Container Platform Secret X R#I5| ., 8E T tisClientCert
s JE LT,

HAth B
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o METHAMEFRRHEREANSEH (M1 mappingMethod ) HIER, 1ESH SHRIEERFS
.

7.4.6. EKEFPRNENRHRER
REERZE, HELPRN—DERRERERE, LUEBKRA ST T EBRIE,

FERFH
o #]i# OpenShift Container Platform & &%,
o NEMRHERLEBEELHER (CR) .

o WIBLZUEERFRER.

pi% &2
1. MAEXHCR:

I $ oc apply -f </path/to/CR>

fNR— CRAFFTE, oc apply RUE—THBICR, HARSMAUTES
Warning: oc apply should be used on resources created by either oc create
--save-config or oc apply, £ X#IERT, EAILIARBINES,

2. LRBBMREBRFNRAASHEFER, HAERTHEARH,

I $ oc login -u <username>

3. WA EEME, FETAFA.

I $ oc whoami

7.4.7. ER B DN M Apache HTTPD B & R4

OpenShift Container Platform 4 FREYEAR B34t/ (IDP) BEEZE K IDP ARZ525H9 JSON i B LUK 1S BX
IHANRI, &R LAER Apache HTTPD AH CGI BIASRIARILL BB, ATTIRHERA,

/etc/httpd/conf.d/login.conf < {5l

<VirtualHost *:443>
# CGl Scripts in here
DocumentRoot /var/www/cgi-bin

# SSL Directives

SSLEngine on

SSLCipherSuite PROFILE=SYSTEM
SSLProxyCipherSuite PROFILE=SYSTEM

SSL CertificateFile /etc/pki/tls/certs/localhost.crt
SSLCertificateKeyFile /etc/pki/tls/private/localhost.key
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# Configure HTTPD to execute scripts
ScriptAlias /basic /var/www/cgi-bin

# Handles a failed login attempt
ErrorDocument 401 /basic/fail.cgi

# Handles authentication

<Location /basic/login.cgi>
AuthType Basic
AuthName "Please Log In"
AuthBasicProvider file
AuthUserFile /etc/httpd/conf/passwords
Require valid-user

</Location>

</VirtualHost>

Ivar/www/cgi-bin/login.cgi 7~

#!/bin/bash

echo "Content-Type: application/json"

echo ™

echo '{"sub":"userid", "name":"$REMOTE_USER"}'
exit 0

Ivar/www/cgi-bin/fail.cgi a~fl

#!/bin/bash

echo "Content-Type: application/json"
echo ™

echo '{"error": "Login failure"}'

exit 0

7.4.7.1. STHEEK
LT 21E7E Apache HTTPD Web RS 22 h 0B XHEK :

e login.cgi # fail.cgi /A #1417 (chmod +x) .

e MRFEAT SELinux, login.cgi # fail.cgi FEAEZ M SELinux L7 : restorecon -RFv
/var/'www/cgi-bin, R L TX2 httpd_sys_script_exec_t (iz1T Is -laZ) .

e login.cgi RETE A/ RIE Require and Auth I & LR FHi4T,

o MBRAFFTEER, NIiTfail.cgi, FHH HTTP 401 iR,

7.4.8. EAX B DI EIEHERR
&% LA ALS BIRARSS SRR, BATH B, 7 master LiZfT curl 4, KA

BB, HERUTRAIGS T <users H] <password> B BMMEIL, ENXTHES, HEE
I h FER B &k,
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$ curl --cacert /path/to/ca.crt --cert /path/to/client.crt --key /path/to/client.key -u <user>:<password> -v
https://www.example.com/remote-idp

BT R
200 REFHTH sub (subject) BENIFRZAIS
I {"sub":"userid"}
subject WL SR FIERAFATEERN, MBELTFAEK,
BTN R BT AR e R RS I 254, B -
e {#F name R T REH

I {"sub":"userid", "name": "User Name", ...}
o {HF email A FHE (L -
I {"sub":"userid", "email":"user@example.com", ...}

o {FFH preferred_username $#MIE LA E :

I {"sub":"014fbff9a07c", "preferred_username":"bob", ...}

preferred_username 7] A M — Rl EF S EIBE B A UID BEEEE S HIER
., NETBPEIE B E & OpenShift Container Platform PR, XA A{FRR.

S B R
o 401 MR R &2 K IE R,

o JE 200 R HFHIEE "error" iR /R IR : {"error":"Error message"}

7.5. EEEE RInk B piRHER

BCi& request-header SRR, IHREXRILESRBIAS, 110 X-Remote-User, BB E 5K EIF
KT AR SRR E— R #E A,

7.5.1. % F OpenShift Container Platform FH B D 1R HER

BIANERT, £BHHRE kubeadmin B, RIREFRRERERF, Bolg/B—ITEELHER (CR)
Fimd iz F N iRHEFFCERMBIEE D,

p= Y=
N OpenShift Container Platform R & REEEIE /. 1 F %o

7.5.2. X FiE KRk B 500E
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T RPRSk BRI BTER MIE KR ERR 7, a0 X-Remote-User, ©& & 5% E 1 KRk EK &5
FUERE—EMER, HRILENREEFTEASEMERABERRLNE RN G D IREESSEA
htpasswd. Keystone. LDAP skE A& F{D5IE,

BLRLUERICL B PRUEFATEHRERE, MEERZIFEN SAML 35 50E, 1EE
B, AEAFITMRRAR.

FA P {3 A I B 3 IR MRZ AT AR RIERT, & B35 IR T [A]
https://<namespace_route>/oauth/authorize (R Fi&E) . BLILET, 15 OAuth IRSSEREEE N
£ OAuth B RZ BRI IERTE R EE R E K EE https:/<namespace_route>/oauth/authorize B9
KREBIF R,

EERREFEETHRFEERRNE P IRRREF M IIEEK

e % provider.loginURL S#0i% 1 A5 IEREE URL, ZREREIERAERE FinF R EE KK E
£l https://<namespace_route>/oauth/authorize,

EEMAFEBFE WWW-Authenticate FiiHMZE FiRIKRE FHEIEIEK -

e ¥ provider.challengeURL SHUX B N H A% IR URL, ZRIEREIEHFE WWW-
Authenticate FiiHMIE FinFH S EHE R EE https://<namespace_routes/oauth/authorize,

provider.challengeURL #01 provider.loginURL (7] LA7E URL MEIHER DB E LTS ¢

o ${url} EHH N HEIA URL, #HTH LUEENSHPLLER,
540 : https://www.example.com/sso-login?then=${url}

o ${query} B N LFIMEINFRER, FHITHE L
540 - hitps://www.example.com/auth-proxy/oauth/authorize?${query}

BF

B OpenShift Container Platform 4.1#2, BN mutual TLS,

7.5.2.1. Microsoft Windows _£BJ SSPI £ X #

BF

£ Microsoft Windows L F3 SSPI ##XFREZ—PEORTIN IR, AR INEETR R4
187 mARSFNIIIN (SLA) X, HINBERTREH AT, BT HEEEE~IMEHER

Bl XERARTTIHEERTLMER M RF XA, HENSEFLNBRIREHRHE

]J[_LO

BRIBEATUTRESZFBEENESER, HS0I LT

o RURTIMIZhRESZ RSt

OpenShift CLI (oc) ZHFLZEZFIRHEIEFEDO (SSPI) , LLARYF Microsft Windows £BJ SSO R, 400
RITFERIERITL BIDIRBEF 5 1F GSSAPI BIRERRF Active Directory AR5 23123 %! OpenShift
Container Platform, B A LLELINA T ## Microsoft Windows T EHL{E A oc #n41T 5 3 B shit
T OpenShift Container Platform &%k,
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https://github.com/openshift/request-header-saml-service-provider
https://access.redhat.com/support/offerings/techpreview/
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7.5.3. 32 ECERR Y

SR T2FE A openshift-config % Z2 (5] 1 #Y OpenShift Container Platform ConfigMap &3k &
BUEBMANEIIAS. TERTEEGMNREEFMBNIEBIIAS,

it =

o FRAUTHS, ENLIEIUEHMANIIH OpenShift Container Platform ConfigMap, IiEF7il4%
HLF T2 5 7E ConfigMap 5B ca.crt 2,

I $ oc create configmap ca-config-map --from-file=ca.crt=/path/to/ca -n openshift-config

£
(ER BT AR AR LA T YAML Sk 2B B BRSY -

apiVersion: vi
kind: ConfigMap
metadata:
name: ca-config-map
namespace: openshift-config
data:
ca.cri: |
<CA _certificate PEM>

7.5.4. 175 K5k CR R4l
LT BEE Y HHE (CR) BRiERIT L R BRSBTS (E,

HRPE CR

apiVersion: config.openshift.io/v1
kind: OAuth
metadata:
name: cluster
spec:

identityProviders:

- name: requestheaderidp ﬂ
mappingMethod: claim g
type: RequestHeader
requestHeader:

challengeURL: "https://www.example.com/challenging-proxy/oauth/authorize ?${query}" 6
loginURL: "https://www.example.com/login-proxy/oauth/authorize ?${query}" ﬂ
ca:
name: ca-config-map
clientCommonNames:
- my-auth-proxy
headers: ﬂ
- X-Remote-User
- SSO-User
emailHeaders: 6
- X-Remote-User-Email
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nameHeaders: Q

- X-Remote-User-Display-Name
preferredUsernameHeaders: @
- X-Remote-User-Login

ﬂ LR B IME N RIS BAEIE K In-L B F &R, LUAR &5 BT
Q RN 7E LR R I B9 F0 User X R 2 [0 B 3T AR 5T,

9 ik - JFERZEFHKIER /oauth/authorize 15 R EEMEIR URL, T &5 IEE T2
RIS EIE RS https://<namespace_routes/oauth/authorize, {LIEZ|
https://<namespace_route>/oauth/authorize #J URL @ 7i1LA /authorize 5E (FAERIBHRIAT) LA
RAREB TR, LUE OAuth #UAERATLAIE R T/E, ${url} B hHHFI89 URL, #1178 L EERNS
WhR2FH, 1B ${query} B N URIMNETIHFEFSR, MRKRE LEME, NnmER

loginURL.

Ak fFREAEFBYSIER /oauth/authorize 15K EEMAEIN URL, SR SR IEIHE WWW-
Authenticate challenges & i, ARHEIIEE
https://<namespace_routes/oauth/authorize, ${url} E#: - LYaIM URL, #H1TH LAEEIHSH
L2 EA, 1B ${query} B h YR EINFERE, MRERE VBN, NndiER
challengeURL,

o

9 XEE PEM HRIBIEF 4 &8 OpenShift Container Platform ConfigMap B93|FH, A{EEEENM
FF, LASUETCF2AR 55288 B9 TLS IEF,
HE

B OpenShift Container Platform 4.1#2, HDMRHEFFE ca F&, XBHFRER
BICEE 1 X $F mutual TLS,

Ak BAE (on) BIFIR. MREE, MBHHERTAEREIIRFERET (cn) BERE - imik
B, REFEREFRICLFNAI G, MRNZE, NRTFEMEREH. RES caZitEA,

B =% A -~ SRRk &R, BS—1Ta2ENIRARBERR. ©FE, TRIOKRNE,

R E R FRME A BIPRk BF5, B— D EEEMNICLRAFEFEME b, ATk, RRAKRN
E,

IifF &3 B R AR &, B—1NaSENRCMERELRTRER. 7k, FROKRNE,

RIiFEEREER P &Rk (NR5®1T headers FIEEMITLBEMN T AL HHRRE) .
HE&R, B—TEaENKREEERSG, ik, FROKRNE,

909 99 o

Hi 5w
o METHAMEFNRHEREANSEH (M1 mappingMethod ) HIER, 1B SHRIEERS
.

755 EEBEPRNFHIRERER
RRERLE, FERRRIN— N SMRIRE, UEENR S AT S BRI,
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FRFM

i

@] OpenShift Container Platform &&%,
NEMPREEFUZEBE LFR (CR)

MBI EE N F N E R,

1. MAEXHCR:

I $ oc apply -f </path/to/CR>

o =
fNR— CRI7FTE, oc apply RUE—THBICR, HARSMAUTES
Warning: oc apply should be used on resources created by either oc create
--save-config or oc apply, £ X#IERT, BAILIABINES,

2. LRBBMREBRFNRA-SHETER, HERTHEARH,

I $ oc login -u <username>

3. WMINAFSEEAE, HETAFA.

I $ oc whoami

7.5.6. {F & K52k ##1T Apache K IEIEC B <51

A i KTk B2 1RF2F N OpenShift Container Platform BZi& Apache 3 ERIRAR S5 250

7.5.6.1. BE UEERE

&/ mod_auth_gssapi &5 2 F A 1E Kink F R IREEFEE Apache WIEREBRRITHE, BXHAR
BEMNFEN, MRFHEUTEX, EIREREREMARIE :

54

FELBF S B & 7 iR 1E K89 X-Remote-User #72k LR 1E R 5.
£ RequestHeaderldentityProvider 2 & A 5 fll i 175 F i ik B AE o
f# AR E 3K X-CSRF-Token 173k A B IEE KX B,

HHE R A /oauth/authorize in R A EFRBBTRIBLWNIE, EECAMIHEE, UMERIKIRS
2 LU E P im A X B ERMIALE,

{CIEE| https://<namespace_route>/oauth/authorize #9 URL % /i1LA /authorize 452, BH&E
RAERIFAT. $40 : hitps:/proxy.example.com/login-proxy/authorize?... IR E]
https://<namespace_route>/oauth/authorize?...,

K IEZ| https://<namespace_route>/oauth/authorize B9 URL B F RN EE
https://<namespace_route>/oauth/authorize B F &%, B0 :
https://proxy.example.com/login-proxy/authorize/approve?... K IEE]



B7 5 EESBRIER
https://<namespace_route>/oauth/authorize/approve?....

https://<namespace_route> ik 2 F| OAuth fRZ523HEEH, FIEJiZ21T oc get route -
n openshift-authentication 7%EX,

7.5.6.2. {F AiE KInLECE Apache 1P 551k
XA BI{E A mod_auth_gssapi &5 8 15 KTk F 2 RIEFZEFECE Apache $IEE,

FoRFEMH
e &iT Optional channel 318 mod_auth_gssapi &5, EnFEAMIBRPLEUL TGS -
o httpd
o mod_ssl
o mod_session
o apr-util-openssl
o mod_auth_gssapi

o EMATFEIHRRAIEINLBIIERE CA, EXE& CA M OpenShift Container Platform
ConfigMap X%, XaJLLUBIZITUL TS5

I $ oc create configmap ca-config-map --from-file=ca.crt=/path/to/ca -n openshift-config ﬂ

Q IEP ML NI T HETE ConfigMap B9 ca.crt # 1,

I
IR LA LU YAML SROZ RS ERRST :

apiVersion: vi
kind: ConfigMap
metadata:
name: ca-config-map
namespace: openshift-config
data:
ca.crt: |
<CA _certificate PEM>

o i - WAEBEMRE FUmIE B AT LAMEREMR x509 IEB TRERMXMER. & iHIEH$ S
REM CAZ R, LEIERRZAIMEIRLEIER,
o NEMRMBFOUREE LR (CR) .

b =
HRBFERE S IHIETERET OAuth BRSS %3, 1ZERSS 24 ECE /15 1T X-Remote-User F1-k,
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https://access.redhat.com/solutions/392003
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1. N Apache BCBBIEIEF, 1&i@iT SSLProxyMachineCertificateFile Z#{f 5 EMIEH BIRSS
FIIEREN FEANKRER FmREIER, BY%4ER TLS Web EF S ARIEF T BREHE

pin|

o

2. G132 Apache BECEEXH#, FRAUTERERHMFREME

H e
FAREERNIAS, FREFEEIMEEE LHBNHIREA,

LoadModule request_module modules/mod_request.so
LoadModule auth_gssapi_module modules/mod_auth_gssapi.so
# Some Apache configurations might require these modules.

# LoadModule auth_form_module modules/mod_auth_form.so

# LoadModule session_module modules/mod_session.so

# Nothing needs to be served over HTTP. This virtual host simply redirects to
#HTTPS.
<VirtualHost *:80>
DocumentRoot /var/www/html
RewriteEngine On
RewriteRule  7(.*)$  https://%{HTTP_HOST}$1 [R,L]
</VirtualHost>

<VirtualHost *:443>
# This needs to match the certificates you generated. See the CN and X509v3
# Subject Alternative Name in the output of:
# openssl x509 -text -in /etc/pki/tls/certs/localhost.crt
ServerName www.example.com

DocumentRoot /var/www/html

SSLEngine on

SSL CertificateFile /etc/pki/tls/certs/localhost.crt
SSLCertificateKeyFile /etc/pki/tls/private/localhost.key
SSLCACertificateFile /etc/pki/CA/certs/ca.crt

SSLProxyEngine on

SSLProxyCACertificateFile /etc/pki/CA/certs/ca.crt

# It is critical to enforce client certificates. Otherwise, requests can

# spoof the X-Remote-User header by accessing the /oauth/authorize endpoint
# directly.

SSLProxyMachineCertificateFile /etc/pki/tls/certs/authproxy.pem

# To use the challenging-proxy, an X-Csrf-Token must be present.
RewriteCond %{REQUEST_URI} */challenging-proxy
RewriteCond %{HTTP:X-Csrf-Token} *$ [NC]

RewriteRule *.* - [F,L]

<Location /challenging-proxy/oauth/authorize>
# Insert your backend server name/ip here.
ProxyPass https://<namespace_route>/oauth/authorize
AuthName "SSO Login"
# For Kerberos
AuthType GSSAPI
Require valid-user
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RequestHeader set X-Remote-User %{REMOTE_USER]}s

GssapiCredStore keytab:/etc/httpd/protected/auth-proxy.keytab

# Enable the following if you want to allow users to fallback

# to password based authentication when they do not have a client
# configured to perform kerberos authentication.

GssapiBasicAuth On

# For Idap:
# AuthBasicProvider Idap
# AuthLDAPURL "ldap://Idap.example.com:389/ou=People,dc=my-domain,dc=com?uid?
sub?(objectClass=")"
</Location>

<Location /login-proxy/oauth/authorize>
# Insert your backend server name/ip here.
ProxyPass https://<namespace_route>/oauth/authorize

AuthName "SSO Login"

AuthType GSSAPI

Require valid-user

RequestHeader set X-Remote-User %{REMOTE_USER}s env=REMOTE_USER

GssapiCredStore keytab:/etc/httpd/protected/auth-proxy.keytab

# Enable the following if you want to allow users to fallback

# to password based authentication when they do not have a client
# configured to perform kerberos authentication.

GssapiBasicAuth On

ErrorDocument 401 /login.html
</Location>

</VirtualHost>

RequestHeader unset X-Remote-User

https://<namespace_route> it 2% OAuth ARS52:MVEREH, A& TZ1T oc get
route -n openshift-authentication X EX,

3. BHATE LEIR (CR) H# identityProviders /)77 :

identityProviders:
- name: requestheaderidp
type: RequestHeader
requestHeader:
challengeURL: "https://<namespace_route>/challenging-proxy/oauth/authorize ?${query}"
loginURL: "https://<namespace_route>/login-proxy/oauth/authorize ?${query}"
ca:
name: ca-config-map
clientCommonNames:
- my-auth-proxy
headers:
- X-Remote-User
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4. FUERCE -

a.

58

BITRMEERNE FimiE BRI, EIAER LB IH R SRS -
# curl -L -k -H "X-Remote-User: joe" \

--cert /etc/pki/tls/certs/authproxy.pem \
https://<namespace_route>/oauth/token/request

BT ERAIEPRER TERSE, BOREREE A IRIEPBIERSKI :

# curl -L -k -H "X-Remote-User: joe" \
https://<namespace_route>/oauth/token/request

. %\ challengeURL EEEE/EM :

# curl -k -v -H 'X-Csrf-Token: 1"\
https://<namespace_route>/oauth/authorize?client_id=openshift-challenging-
client&response_type=token

Sl challengeURL EE[M, URAFFT—$%,
BTN ESEER—PNHHE WWW-Authenticate A8, thiEafiEskm N A& ER
401 MR :

# curl -k -v -H 'X-Csrf-Token: 1"\
<challengeURL_redirect + query>

I 7E {8 A Kerberos ticket F17N# FH Kerberos ticket B1E5 T &£ El OpenShift
CLI (oc)

i ARG KinitEM T Kerberos ticket, 1 ELAH®
I # kdestroy -c cache_name ﬂ

ﬂ HRTEIRM Kerberos EFHIEA TR,

i. {FAMEH Kerberos EiFEXE oc :
I # oc login -u <username>
ERTFRHAEH Kerberos B g,

iii. E# oc TR :
I # oc logout

iv. fERER Kerberos FUERG— ticket :
I # Kinit

TR THF EH ANIEH Kerberos F AR,
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v. IR LLERE oc :
I # oc login

MREEILER, BRETHTERRHATIENER FTRIDER.

7.6. F2i& GITHUB = GITHUB ENTERPRISE B3R {t12

BCiE github ZDRMFERE, #1%F GitHub 3 GitHub Enterprise B9 OAuth B34 IERR S5 8835 UE AR 7 & F
B, OAuth A LB OpenShift Container Platform #1 GitHub 3¢ GitHub Enterprise 2 8] 945 i 35 i

s
NlLo

IRET LUE R GitHub SRR % GitHub =X GitHub Enterprise, XIF GitHub Enterprise 5%, &b/t
SX5I89 hostname, FHEAFRMEERS S EKPERHN ca iEHHH S,

pa -3
, PRIEFFTERR, BNLATHERRNERTF GitHub # GitHub Enterprise,

7.6.1. %F OpenShift Container Platform ) P RILTIEF

BIANERT, £BHHRE kubeadmin B, BIREFRRERERF, Bolg/B—TEELHER (CR)
Fimd iz F N iRHEFFHCERMBIEE R,

p= Y=
OpenShift Container Platform AP &AREESRIE /. : F1 %,

7.6.2. X F GitHub B1255 1k
BSiE GitHub Hp45iEfE, A RERA GitHub &iEE Sk OpenShift Container Platform, AR LE EHE

GitHub F /" ID BIfEM A &K OpenShift Container Platform 5%, &a LU RIFFIRRFIZA (B THE
GitHub HZ MR /.

7.6.3. & fft GitHub 2R
Z1¥ GitHub =X GitHub Enterprise B{F &3 fRHtERF, B ITUEMEERIN AR,

pi% &2
1. 7 GitHub LM AR :

application,

® XfF GitHub Enterprise, #iIfE GitHub Enterprise £71, A mil Settings = Developer
settings = Register a new application,

2. BiI AR FATEF &R, f0 My OpenShift Install,
3. HIAZETI URL, #0 https://oauth-openshift.apps.<cluster-names.<cluster-domain>,

4. W% : BN AR,
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https://docs.github.com/en/authentication/keeping-your-account-and-data-secure/authorizing-oauth-apps
https://github.com/settings/profile
https://github.com/settings/apps
https://github.com/settings/developers
https://github.com/settings/applications/new
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5. EIAINEE URL, Hf URL KESE BHIRHEFERF name :

I https://oauth-openshift.apps.<cluster-name>.<cluster-domain>/oauth2callback/<idp-provider-
name>

o -

I https://oauth-openshift.apps.openshift-cluster.example.com/oauth2callback/github

6. mili Register application, GitHub 1Z#t% i ID #1% /i secret, B E(FE X LE(H KT/
B RHEFEE,
7.6.4. i secret
B2 1R 172+ £ openshift-config a3 % Z2 [A| B OpenShift Container Platform Secret X RF B SR
P secret, & imIUEHAIZEH,
it =3
o FALUTHRUE—INEEFRHER Secret KR :

I $ oc create secret generic <secret_name> --from-literal=clientSecret=<secret> -n openshift-
config

B
MR AN FALLT YAML £ A2 secret :

apiVersion: vi
kind: Secret
metadata:
name: <secret_name>
namespace: openshift-config
type: Opaque
data:
clientSecret: <base64 encoded_client_secret>

o HALUFRAUTHESEL—NEEXHEARAEH Secret X R :

I $ oc create secret generic <secret_name> --from-file=<path_to_file> -n openshift-config

7.6.5. B2 ACERR ST

SR T2FE A openshift-config % Z2 (5] 1 #Y OpenShift Container Platform ConfigMap *f &3k &
BUEBMANEIAS. TERTEEGMNRHEEFMBNIEBIIAS,

: =
_ KA GitHub Enterprise BE I,

i
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o FRUTHS, ENLIEIUEBMANIIH OpenShift Container Platform ConfigMap, iiEF7il%
WLF T2 5 7E ConfigMap 5B ca.crt f R,

I $ oc create configmap ca-config-map --from-file=ca.crt=/path/to/ca -n openshift-config

I
IR AR LU YAML SROZ RS ERRST :

apiVersion: vi
kind: ConfigMap
metadata:
name: ca-config-map
namespace: openshift-config
data:
ca.crt: |
<CA _certificate PEM>

7.6.6. GitHub CR 7§l
IR BE LR (CR) 7R GitHub S RMREFHNSHM AT #Z(E.

GitHub CR

apiVersion: config.openshift.io/v1
kind: OAuth
metadata:
name: cluster
spec:
identityProviders:

- name: githubidp 0
mappingMethod: claim g
type: GitHub
github:

ca: @

name: ca-config-map

clientlD: {...}
clientSecret:

name: github-secret
hostname: ... G
organizations: a
- myorganization1
- myorganization2
teams:

- myorganization1/team-a
- myorganization2/team-b

IR IR LI N RIZRAE GitHub B P ID A, DUCAHAR S D &R, B0 = AL
URL,

RN LR M2 B F D User X Rz (A2 ITBREY,

o
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©

@ & o006 o

\

AL ¢ XA PEM JRALIE 0L MU HRZE B B9 OpenShift Container Platform ConfigMap HJ5|
A, RAFIRIEFEE URL MRS SRIEH. (NAFHEIEAFEEBIRIEFH GitHub Enterprise,

FEMEY GitHub OAuth N FATER BI% Fim 1D, N ARF S /iEEAEE URL hitps:/oauth-
openshift.apps.<cluster-name>.<cluster-domain>/oauth2callback/<idp-provider-names,

X 8E GitHub & IR F'ifi Secret B9 OpenShift Container Platform Secret 8#935| .

%I F GitHub Enterprise, AR HSBIRENE, 20 example.com, XMEXIS
/setup/settings X4 H1# GitHub Enterprise hostname {ECE:, BEARTEFIHOS, MRKRIEEX
ME, MIAE X teams = organizations, ¥ F GitHub, iH&EILSH,

HAFIFR, WIUXE organizations s teams FEX, [RIEXE hostname FE&, =HEF
mappingMethod 1%/ lookup, a5 teams FEL5AHEA.

FFAFIZR, /% E teams 5 organizations FE&, FRIEXE hostname FE&, HEF
mappingMethod % lookup. ~7 5 organizations F %25 & A,

INRIEE T organizations = teams, REEVEZ—NFIFIHA K HIHI GitHub FAF &8
FK, R clientlD FEER GitHub OAuth N BRRFEAVTZHAMAE, NAHAAFmREE
R F B = A VIR F Be bk, XATLAEHLAEIR A 5 —RE K GitHub 58
B, A LT GitHub HA% B 52,

L th BT IR
o MFETHAMABSGMRHEFEAMNSE (10 mappingMethod ) HIER., S SMiRHEFS

.

7.6.7. ERERRNMEB DRMERF
REERZE, HEEPRN—DERRERERE, LUEEKR ST T HBRIE,

FRFH

it =

62

e #]i# OpenShift Container Platform & &%,
e NEMRHERFUEBE LHER (CR) .

o WIBLZUEERFMNER.

1. MAEXHCR:

I $ oc apply -f </path/to/CR>


https://github.com/settings/applications/new

B7EKEFDRUER

fNR— CRIFFTE, oc apply RUE—THBICR, HARSMAUTES

Warning: oc apply should be used on resources created by either oc create
--save-config or oc apply, £ X#IERT, BAILIABINES,

2. M OAuth BRZ522IREX T hE.,
HZE kubeadmin f - E#fHER, oc login f 5L RIREANME15 7] o] LIRSS hEBIR TTRY 1 BA,

IR R LB A web #EHIE# (?)15RIETIHE, Help - Command Line Tools— Copy Login
Command.

3. BREIER, RETEEITEMRIL

I $ oc login --token=<token>

% o
. XN EMRUEFIAFHERR S RNEEER,

4. WA ERRY, FHERASR,

I $ oc whoami

7.7. i2& GITLAB BB {2 %
R GitLab.com SR EAM GitLab SLHIVE N BD1RIETRERF, BLE gitlab B0 1R EER.

7.7.1. %F OpenShift Container Platform B &5 iR 2R

BRIANERT, £BHHRE kubeadmin BF, BIEEFRRHERERF, Boig/B—1TEELHER (CR)
Fimd iz F iRz FFHCERMBIEE R,

p= Y=
OpenShift Container Platform AP &AREESIE /. : F1 %o

7.7.2. %F GitLab Q% 1F

B GitLab &%k E, AR LAMEAEHE GitLab &UEE kK OpenShift Container Platform,

WRFER GitLab hikA 7.7.0 B 11.0, &R LUER OAuth SERGHITIHERE., MNRMER GitLab A NI =HES
kA, fERILAER OpenlD Connect (OIDC) #17i%#, mMAEA OAuth,

7.7.3. 0% secret

B 1R T2 =% openshift-config #n 4 22 5] B OpenShift Container Platform Secret xRk a =&
P secret, B imiEPAIEEH,

it =
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https://gitlab.com/
https://docs.gitlab.com/ce/integration/oauth_provider.html
https://docs.gitlab.com/ce/integration/openid_connect_provider.html
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o FHUTHSUE—IEEFEFEN Secret XTR :

I $ oc create secret generic <secret_name> --from-literal=clientSecret=<secret> -n openshift-
config

TN
MR AN FALLT YAML £ A secret :

apiVersion: vi
kind: Secret
metadata:
name: <secret_name>
namespace: openshift-config
type: Opaque
data:
clientSecret: <base64 encoded_client_secret>

o HALFRAUTHESEL—NEESXHEARAH Secret X R :

I $ oc create secret generic <secret_name> --from-file=<path_to_file> -n openshift-config

7.7.4. Q2 B ET

SR T2 E A openshift-config % Z2 (5] 1 #Y OpenShift Container Platform ConfigMap &3k &
BUEBMANEIAS. TERTEEGMNREEFMBNIEBIIAS,

o ==
' RA GitHub Enterprise BE IS,

it =

o FALUTMS, EXSEIEPHMANIIH OpenShift Container Platform ConfigMap., iE-Hli%
HLF T2 5 7E ConfigMap 5B ca.crt 2,

I $ oc create configmap ca-config-map --from-file=ca.crt=/path/to/ca -n openshift-config

£
IR LA LU YAML SROZ RS ERRST :

apiVersion: vi
kind: ConfigMap
metadata:
name: ca-config-map
namespace: openshift-config
data:
ca.crt: |
<CA _certificate PEM>
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7.7.5. GitLab CR 7Rl
LI BE LR (CR) 7R GitLab S RRHEFHS M T #EZE,

GitLab CR

apiVersion: config.openshift.io/v1
kind: OAuth
metadata:
name: cluster
spec:

identityProviders:

- name: gitlabidp ﬂ
mappingMethod: claim
type: GitLab
gitlab:

clientlD: {...}
clientSecret:

name: gitlab-secret
url: https://gitlab.com 6

ca:
name: ca-config-map

LR BN RIZEAE Gitlab 80F A/ ID &, LULAR S B &I, B4 AREER
URL,

RN LR M2 B F D0 User X Rz (A2 ITBREY,

SEMEY GitLab OAuth N ARZF R iR ID ., NARFUABEEARE URL hitps:/oauth-
openshift.apps.<cluster-name>.<cluster-domain>/oauth2callback/<idp-provider-names,

X EE Gitlab & HBIE i Secret B9 OpenShift Container Platform Secret #J58|F,

GitLab IREEFHIEN URL, XA LLZE https:/gitlab.com/ s b B IEE GitLab 524,

Q906 60 9O

AL N2 E PEM ZRAGIE B A NS HRZE 289 OpenShift Container Platform ConfigMap 8935|
A, UAFRIEFTECE URL BIBR S35 1E 15,

Hth BHR

o MFTHAMABSMRHEFERAMSE (10 mappingMethod ) HIE R, ESHSMiRHREFS

.

7.7.6. ERERRNME DRMESF
REERZE, HELPRN—DERRERERE, LUEBKR ST TR BRIE,

FoRFMH

e {i|# OpenShift Container Platform %£&%,

o HWEMRMEFUZAENHIR (CR) .
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https://docs.gitlab.com/ce/api/oauth2.html
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o WINBZLIER RSB E X,
ik

1. MAEXHCR:

I $ oc apply -f </path/to/CR>

fNR— CRA7FTE, oc apply RUE—THBICR, HARSMAUTES

Warning: oc apply should be used on resources created by either oc create
--save-config or oc apply, £ X#IERT, EAILIARBINES,

2. LRBBMREBRFNRA-SHEFER, HERTHEARH,

I $ oc login -u <username>

3. WA EEAE, FETAFA.

I $ oc whoami

7.8. B2 ® GOOGLE S0 Ht1EF

BoiE google B2 72/, £ Google BJ OpenlD Connect £ ,

7.8.1. %F OpenShift Container Platform I &R L2 F

BIAERT, £BHHRE kubeadmin B, RIREFRRHERERF, Bolg/B—TEELHER (CR)
Fimd iz F N iRHEFFHCERMBIEE R,

p= Y=
OpenShift Container Platform P &AREESIE /. : §1 %,

7.8.2. X F Google &2%E
f# [ Google fE N B RIETRFH, £1A Google A M #REES IEHIARSS 22 T BRI IE, & AT LUE
hostedDomain B EE M, (F 5P UERFI N EFLEIHBIE A,
p= =
& Google 1F B D 1R 12 FE K A /- (£ <namespace_route>/oauth/token/request
ARG, UMERFaSITIE,
7.8.3. fl|& secret

B2 1R 172 F £ openshift-config a3 % Z2 [A| B OpenShift Container Platform Secret X RF B EE
P secret, & imIEHAIZEH,

66


https://developers.google.com/identity/protocols/OpenIDConnect
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i

o FAHLUTHSUEB—IEEFEFHEN Secret X R :

I $ oc create secret generic <secret_name> --from-literal=clientSecret=<secret> -n openshift-
config

TN
MR AN FALLT YAML £ A secret :

apiVersion: vi
kind: Secret
metadata:
name: <secret_name>
namespace: openshift-config
type: Opaque
data:
clientSecret: <base64 encoded_client_secret>

o HALFRAUTHESEL—NEESXHEARAH Secret X R :

I $ oc create secret generic <secret_name> --from-file=<path_to_file> -n openshift-config

7.8.4. Google CR R:f5l

LI BE LR (CR) 7R Google B3 IR FHMSEA TR E,

Google CR

o0

apiVersion: config.openshift.io/v1
kind: OAuth
metadata:
name: cluster
spec:
identityProviders:
- name: googleidp ﬂ
mappingMethod: claim
type: Google
google:
clientlD: {...}
clientSecret:
name: google-secret
hostedDomain: "example.com" 9

IR AR 2 FME W RIS Google 3=/ ID &, LULHAMSH &, B e AREENEE
[ URL,

PREI{T T IR AZ R S0 0 User X R 2 AR ITBR AT,
SEMEY Google WiH MIZE Fim ID . WB R AIBCEHBEEM URI https:/oauth-openshift.apps.

<cluster-name>.<cluster-domain>/oauth2callback/<idp-provider-names,
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https://console.developers.google.com/
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Q X 8E Google X MIE ik Secret B9 OpenShift Container Platform Secret 8935| F,

FATFIREIE Rk B E T, MRER T lookup mappingMethod, MIA%, MR HNZE, {FH
Google Mk &8RRI #H4T H D51,

Hith TR

NFET A SR REREFBANSE (410 mappingMethod ) HIE R, HSH SHiRHtiERES
.

7.8.5. ERERRNME MDIRHERF
REERZE, HELPRN—DERRURERE, LUEGKR ST T HBRIE,

FRFM

i
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@] OpenShift Container Platform &&%,
NEMREEFVZEBE LFR (CR) .

WBZUEE N F N E R,

NEE Y H CR:

I $ oc apply -f </path/to/CR>

fNR— CRAFFTE, oc apply RUE—THBICR, HARSMAUTES

Warning: oc apply should be used on resources created by either oc create
--save-config or oc apply, £ X#IERT, BAILIARBINES,

M OAuth AR %528 FKEX T hE,
HZE kubeadmin f - E#fER, oc login f 5L RIREANME15 7] B LIRSS R8I TTRY 1 BA,

IR R LB web #HIE# (?)15RIETIHE, Help - Command Line Tools— Copy Login
Command.

BREERR, RHUSEETEMORIL,

I $ oc login --token=<token>

% o
XN EMRUEFIAZFERR S RNEEER,

WIARP &Y, FERAFA,

I $ oc whoami


https://developers.google.com/identity/protocols/OpenIDConnect#hd-param

B7EKEFDRUER

7.9. fidi& OPENID CONNECT S22
BoiE oidc BpIRIHER, FERZIULIERS OpenlD Connect B3 1R T2 E K.

7.9.1. %F OpenShift Container Platform ) B} RILIEF

BIANERT, £BHHRE kubeadmin BF, RIFEFRRERERF, BogB—TEELHER (CR)
Fimd iz F R iRHEFFICERMBIEE D,

p= Y=
a OpenShift Container Platform AP &AREESIE /. : F1 %,

7.9.2. %F OpenlD Connect 1P

OpenShift Container Platform #1#J Authentication Operator EXKECER) OpenlD Connect {312
53 OpenlD Connect Discovery #14&,

Ve EE
) A 3#¥ ID Token #11 UserlInfo f#%,

HINERT, HE openid SE[fl, MNRNE, FIE extraScopes FEx 15 EZANHISEH,

FEEAAI AR B M OpenlD B REF2FIREH JWT id_token ; Z&IEE, thaiELE M Userinfo URL
IR [E1B) JSON,

WEDEE—NEHR, UBIEFRFBEM. ENSHERR sub.

A LI ERERERERANE R4, BREMAFHMEit, MRIBET SR, NIE
RB—NHEIFEEMAER, TR THAERER :

7=EA 3T

sub “subject identifier" 4EE, FAFESAZELHZES D,

preferred_username BEFAPNMNELAFNE, APAE2FERNE SR, Wjanedoe, &
;T;, S5 BRIERG R AP B RS AN NBIE, R A

email FELF P stk

name ERAR,

MBESIER, HBM OpenlD HBIAY,
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http://openid.net/specs/openid-connect-core-1_0.html#CodeFlowAuth
https://openid.net/specs/openid-connect-discovery-1_0.html
http://openid.net/specs/openid-connect-core-1_0.html#StandardClaims
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BRIEMEHI OpenID Connect B3R IHRFZFHFIRMAE B EIE (ROPC) #AUR, &N
F i M <namespace_routes/oauth/token/request FREXNSHE, FRERMTHEITT

Z7=~o0

7.9.3. X1 OIDC # N E

ZL#87E OpenShift Container Platform ARillit 3 2 #4F EH OpenlD Connect (OIDC) #tK#, OpenShift
Container Platform &332 # LT OpenlID Connect (OIDC) #t5#, £ OpenShift Container Platform
Fh{E R A SEEUTIIRFTH OIDC A E AT RE T AEE T4, (BRAETENI, RILRHIEx

¥
® Active Directory Federation Services for Windows Server
Ba1, 7EERBEXFERER, RZFEIF Active Directory Federation Services for
Windows Server FHF OpenShift Container Platform,
e GitlLab
® Google
® Keycloak
® Microsoft &34 (Azure Active Directory v2.0)
iﬁ o
Bal, HFERSHLIN, TXFHEA Microsoft F15FE A,
® Okta
® Ping B
o TIEERENR
7.9.4. 0] secret

BRI % openshift-config #n 4 22 ] B OpenShift Container Platform Secret X Rk T =&
Pt secret, B imiE P AIEH,

Y=

70

FRAUTHSEE—NEEFEFEM Secret XTR :

I $ oc create secret generic <secret_name> --from-literal=clientSecret=<secret> -n openshift-
config
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N
MR LA FALLT YAML A% secret :

apiVersion: vi
kind: Secret
metadata:
name: <secret_name>
namespace: openshift-config
type: Opaque
data:
clientSecret: <base64 encoded_client_secret>

o HALFEARAUTHESEL—NEEXHEARAEH Secret X R :

I $ oc create secret generic <secret_name> --from-file=<path_to_file> -n openshift-config

7.9.5. G2 ACERRGY

SR T2+ # A openshift-config % Z2 (5] 1 #Y OpenShift Container Platform ConfigMap &3k &
BUEBMANEIIAS. TERTEEGMNRHEEFMBNIEBIIHAE,

' =
. RA GitHub Enterprise BE I,

it =

o FAHLUTMS, EXNSEIEPHMANIIH OpenShift Container Platform ConfigMap., iE-Hli%
HLF T2 5 7E ConfigMap X5 E9 ca.crt 2,

I $ oc create configmap ca-config-map --from-file=ca.crt=/path/to/ca -n openshift-config

I
(BB LR LA T YAML kOB B BRST -

apiVersion: vi
kind: ConfigMap
metadata:
name: ca-config-map
namespace: openshift-config
data:
ca.cri: |
<CA _certificate PEM>

7.9.6. OpenlD Connect CR =/

HUTBEXER (CR) 7~ OpenlD Connect B3R HIEFHS B T2 (E,

MREYIIEE BESERH S, FASEHE. FARPUE RS userinfo URL, EfEATEN
OpenlD Connect CR,
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¥7~AE OpenlD Connect CR

apiVersion: config.openshift.io/v1
kind: OAuth
metadata:
name: cluster
spec:

identityProviders:

- name: oidcidp ﬂ
mappingMethod: claim g
type: OpenID
openliD:

clientiD: ... €
clientSecret: ﬂ
name: idp-secret
claims: 6
preferredUsername:
- preferred_username
name:
- name
email:
- emalil
groups:
- groups
issuer: https://www.idp-issuer.com G

IR FZMENRIARES P RRERT, UAHARS D ET. SATARNENEER URL,
RN LR M2 B F D] User X Rz (A2 ITBREY,

£ OpenID RHREFFEMAE A IHIE Fif ID. 4% indsJige 1 & E M E https:/oauth-
openshift.apps.<cluster_names.<cluster_domain>/oauth2callback/<idp_provider_name>,

X EEE i secret B OpenShift Container Platform Secret X §RE93| A,

RIEEMBIREATIR, ERE—IFERR,

QDO 0090

OpenlD MSER#RBIINIZ E AR, wER https, BAT EAHD RAM,

52% OpenlD Connect CR

apiVersion: config.openshift.io/v1
kind: OAuth
metadata:
name: cluster
spec:

identityProviders:

- name: oidcidp
mappingMethod: claim
type: OpenlD
openliD:

clientlD: ...
clientSecret:
name: idp-secret
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https://openid.net/specs/openid-connect-core-1_0.html#IssuerIdentifier

B7EKEFDRUER

ca: 0

name: ca-config-map
extraScopes: g
- email
- profile
extraAuthorizeParameters: 6

include_granted_scopes: "true"
claims:

preferredUsername: ﬂ

- preferred_username

- email

name: 6

- nickname

- given_name

- custom_email_claim
- email

groups: ﬂ
- groups
issuer: https://www.idp-issuer.com

AL X EE PEM ZRAGIE B A NS HRZE 289 OpenShift Container Platform ECERLSTHISI A, L
FAFIIERrECE URL BIARSS2RIEF,

Fi%E : bR openid SEEIABIRIIETEREH FUSR, ERMEREEREAEER,
A ¢ BRETEIIRAN G RRIE K RS IS 2R G
NEHBEERFPNRFEIAR - ENFBENIIR, ERB—1TIEERER,
R ERBMIERSIR, ERB—NIFEEEH.

RERE FHiME LRI BATIER, HRAS—TIEZEFEHR,

OS992000 O

FA P& xE, T OpenlD Connect R FEHIZHS OpenShift Container Platform @ 897 BAZ1
=, FAE—IEEHER,

Hith 5w
o METHAMEFRRHEREANSEH (M1 mappingMethod ) HIER, 1ESI SHRIEERS
.

7.9.7. ERERRNMEMDIRHER
REERZE, HELPRN—DERRERERE, LUEBHR ST T EBRIE,

FRFH

o #]i# OpenShift Container Platform &&%,
e NEMRHERLEBELHER (CR) .

o WIBLZUEEFMNER.

73



OpenShift Container Platform 4.16 A%

pi% &2
1. MAEXHCR:

I $ oc apply -f </path/to/CR>

fNR— CRA7FTE, oc apply RUE—MHBICR, HARSMAUTES
Warning: oc apply should be used on resources created by either oc create
--save-config or oc apply, £ X#IERT, EAILIARBINES,

2. M OAuth BRZ5Z2IREX T hE,
HE kubeadmin f - E#fBR, oc login f SRl RIREEANMEI15 7] B LIRSS R8I R TTRY 1 BA,

R R LB web #EHIE# (?)15RIETIHE, Help - Command Line Tools— Copy Login
Command.

3. BREIER, RETEEITEMRIL

I $ oc login --token=<token>

==

INRIEH) OpenID Connect HMIRMIBFZFFHIRFAMAEEBILEIE (ROPC) AL
o, BEILUERAR MBI ER, BURREHNITHENNSE, HERRERER
J& F ROPC .

£ OpenShift Container Platform HEZE OIDC FpiRtieF/E, ERILMERMUT
BRExR, RRENAFZMNED -

<api_server_url_and_port>

I $ oc login -u <identity provider_username> --server=

4. WA ERRY, FHERASR,

I $ oc whoami
7.9.8. 8 web ZHI S B E B D IRIERERF
L web =5 & MIE CLI BLE B9 1REFER (IDP),

FRFH
o MwILIEREEENFMETE web 15,

Y=

1. 5= Administration - Cluster Settings,

2. 7£ Configuration LW, Hii OAuth,
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3. 7£ Identity Providers 38, M Add T HEREFRENEDIRERRRF.

(ERTLLES web 2HIARIEES N IDP, TASEZIAEH IDP.

B7EKEFDRUER
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28 8 = {# A RBAC E X F1N AR

8.1. RBAC #ih
ETAGHRIES] (RBAC) M HRAE RS 1A A EHWHITH EHIRE,

SRS O A LUE AR A B E I H ST OpenShift Container Platform L&A S ETEHESR
B IR R BREF L

FA NG UERARASHMAEREFIEATIFMINIE, FiR, RUESEHRIEDFH—1
S, FMIEEAETREITRENANSH,

BAGET ERUTILICRERE

BT &R fed

AL —HN R ERIVTHIRIER S, B, ArSRSIkFESHIE (create) Pod,
Al MNES, TLUSAAMAXKIAER S M AR,

HE A/ S A B ZIEBRE,

R RAEY RBAC A B FIAER M NI -

RBAC 451 ek

&2 RBAC SETETIEYERNACNSE, EHACEETERTER, £HACHNERES BE
BAa,

At RBAC ERTEETENAGBNYE, RAAMACREETHEANUBS, BXMAGRYER

LL/aRB| AR A A B,

SHABAEREAETERIGINAE. AGHEFEETIEIN ., SHAE view w/lE AR A G
EXRAEZAF, WMEZRAFREBERIEH, RASHAGTRHSEBHVAREIIIRESH F N OEAX
hAae,

XFHRMRDRERATFBLIERABRESNIENESEEA, BN RAFEIRRAGENITEHEE
o
FirhidiRS, ENERERARAEMAMAGKE, fl

1. EFRERESEHERY allow HL,
2. R A ER "allow FLII,

3. BILhRE,

811 MNEHAR
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& 8 & {1 RBAC & X M AR

OpenShift Container Platform @& 7T —HRINMWEE AR, ELUESE TR ARSI ER A
F4H,

' .
FRWFNERRINERA R, MXLERGAENEWRATRRMEIEERFER T/,

RARR AR fed

admin HEEEE, MRAEARMAEHRER, I admin ENEFUB PHEMAFEIR, FEEHR
T B A BREC AT A B AR B R

basic-user AP LRI XTIB B NEXRER,

cluster-admin LKA P A UEERE P HITEMRE, SEARMAERSE— TR, Xk
A R LASE £ 1 B & — BRI BRI AT A R .

cluster-status A PR LURER B AR SRR EE R

cluster-reader AP A LRI EBERSHEN R, BERREERE],

edit AP RIMESRIT B P RSN R, BXNEEFHERAEBHHE,
self-provisioner LA ALGEE SR,

view WA EEHTEMENR, BAUEETEPHRSENR, TEEEHERAEIH
Eo

HERAMAMERAE AR, BN, MRERAAMABHER cluster-admin ABHEE—TA

F, XARREMIZASRA TREEEANRKN. FXHIFEMLL. F cluster-admin HERTE EHE—
AA, N&FZIMENBNAEEAFIERTX—A. ZAFEESHAE admin IR, HUKiIZIE

B9 —LLEAAAR,  BIANAE TS Jn 0l B B RS, @i web #HIE Ul RIER WA E DRSS ANBE,
NEFRRIHAEINEERHEEANERARHAE, AM, ERIIHATARAMEE cluster-admin 59
it EHE,

THERRTRHAG, FAG. SFHAGKE. FtAGHE. A/, AMRSIKS ZFEXR,
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= ga A A A

Service account (Bot) Group 1 User1 User 2 User 3
Local role Local role Local role Local role Cluster role
binding binding binding binding binding
Bot can interact with Group 1can edit User 1 can view User 2 can admin User 3 can cluster
specific resources in project in project in project admin in all projects
Local role
(Bot)

Role Role
Project

pToTTTTTTT A 20 A 2 0 A 2
1 1
1 1
E Cluster role Cluster role Cluster role Cluster role i
! (Edit) (View) (Admin) (Cluster admin) !
i i
i Role Role Role Role Role Role Role Role i
1 1

=g =

=

LN A — AR, get pods/exec, get pods/*, #l get * #NI &% FHATIL
PR, R FA&/MEEIEIRNI, (XA ER P R EMENR/I RBAC IR, MEES(E
B, &S RBAC #UNI AR HATHR o

8.1.2. TG 1B

OpenShift Container Platform {5 F LR JLISR AR AT

B4
AP EUKRA P ARBHNIIR,
B4
BHTRRIE, FEASBERT, LTI -

o JiH : EUIMIMNIE. THRZ—Mi T A TR Kubernetes 8 B Z2[H], B—NEXBIAS
ALUESEHMEXRERENIR THANEEERR.

o B{Eghid : #RIEARG : get. list. create. update. delete. deletecollection % watch,

o BRABH : EUIEY APl iR,

HE
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https://access.redhat.com/solutions/6989997

& 8 & {1 RBAC & X M AR

HEMTEIR, ArH5AGZANXE,
OpenShift Container Platform s@id LA R JLAN S IR IRAL

. ERSOMUESEERERERN AR HEHNRERE,

N

ERMERERNANMA A,

w

A A Bk EHN AR A M,

»

AR EERE, AR,

ul

. SOSRREEIECERIAN, TRIAELIZERAF.
R
HiCE, BAMARURNXEIAEISIAE,

HEEEATUER CLI EEAMABNAERER, SREEMAGXKNBFIFAMTRN—NE.

BF

BT AU ERAER T EHERANEFABRBHE—NTERN. TRIEFENE
cluster-admin 2% system:admin R A BIBIEERESTEIE,

SHAGRESHIVIE L NAS, BRI BIHHTHE,

8121 KHABRE

ZRIABY admin, edit. view #l cluster-reader £EABIREHACRES, HhE AGHERNNITE
BT FHANE IS EH, REERSCEBE LHKHREY B Kubernetes API I, LLIIBEFBE L,

8.2. ji B #4p %4 22 [A]
Kubernetes &% ZE/FARMLIX EEEE P FURSEF BNl Kubernetes i HIRIHE X MR ERINEZ(F

/BN o

A 22 AR LU RIR S —SEH -

o IEERMMBIR, LUBRERGZHE,

o FEIR‘GEERFERRN

o [REI X BRHFENIBES,
RS HOT REB R RASEESERE, EB—SENRAERTIBEEGRZEE, W =MAF,
T B2 M A E AR Kubernetes sp & 22|, 2EEBEMA P BURY; RINRMEFEGEK, BIWHE, —
MEXBA AT UES Eiit KIREMEIIR TASMERENS, AP QI REE AR08 BT R
R =&, WRAAENAETER, NE3EFACZTBMDRITGR.
T B o LA kA name. displayName #1 description,

o HAAMER name BWHMM—IRARF, EFEMACLITEHAPINEEN. &M KERS 1 63

NER,
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https://kubernetes.io/docs/reference/access-authn-authz/rbac/#aggregated-clusterroles
https://kubernetes.io/docs/tasks/administer-cluster/namespaces/
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e TR displayName Ui B £ web 1£H|& M ERFER (X1 name) .
e T description BT LAY B IR EINEARFER, WA ERTE web #HIEH,

BUERE T B —4H :

IO 3 sk

X% (object) Pod. RRFHEHIEFIZRF,
%B% (policy) FA P BB B XA RENAT R AR BRI

R Xof & Rt SR 1T PR I B9 EC AT
(constraint)

AR5 ARZ51K B B A B Aok SR 8948 TE U (I A BR AT 1R 4F
SHEENALULRIIE, HaRUENERIRERS A XKAERKA, SHEENBATLURTTF
XA QEBCHIIE,

FRANAFMEIR A LMER CLI =X Web #HIG 5B R A,

3. BTN H

OpenShift Container Platform M7 & FEIATE, &FFL openshift-- FFLHIEXN B MERNE

B, XEHBEREEN Pod 2T EBEHEME R ERMERIDA G, TEXLEn 2 [H fh AT A X
(critical) Pod SEf#H) Pod @REEM, TITRILMRIEHE kubelet N, TEiXLE & 22 (AIFH EBHM0E
B Pod BARiE M critical”s

BE
AEERNIB FizT TENESIHZNRNTE BT FRR. hoTRofaMRE
NNI=

LFENTI B #4 h EESERL : default, kube-public, kube-system, openshift,
openshift-infra, openshift-node, Hth R4 0T B IR openshift.io/run-level #%
WEH 0K 1, KT EAEG (M0 pod REEAN, M ETXAR. SRHEFIRECHM
BRBI RN MThEET EESIIE R Ik,

8.4. EEEHABMHAE
157 oc describe #p 4, WLUER oc CLI EEEEEHABMYIE,

FRFH
e %X ocCLl
o RINEBERHABMAENIIR,

g:;%f;?ﬁméiﬁi? cluster-admin BIASEEF A GBI A LR BTRATEMIRE, SREEEEHA
N4 7E
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https://kubernetes.io/docs/tasks/administer-cluster/guaranteed-scheduling-critical-addon-pods/#rescheduler-guaranteed-scheduling-of-critical-add-ons

%5 8 = {1 [ RBAC & X HKM AR
AR
. AEEHAGRKREXPIINIE
I $ oc describe clusterrole.rbac
LN

Name: admin
Labels: kubernetes.io/bootstrapping=rbac-defaults
Annotations: rbac.authorization.kubernetes.io/autoupdate: true

PolicyRule:

Resources Non-Resource URLs Resource Names Verbs

.packages.apps.redhat.com 1 [ [* create update
patch delete get list watch]

imagestreams 1] I [create delete
deletecollection get list patch update watch create get list watch]

imagestreams.image.openshift.io 1 1 [create delete
deletecollection get list patch update watch create get list watch]

secrets 1 1 [create delete deletecollection
get list patch update watch get list watch create delete deletecollection patch update]

buildconfigs/webhooks 1 1 [create delete
deletecollection get list patch update watch get list watch]

buildconfigs 1] I [create delete
deletecollection get list patch update watch get list watch]

buildlogs [ 1 [create delete deletecollection
get list patch update watch get list watch]

deploymentconfigs/scale 1 1 [create delete
deletecollection get list patch update watch get list watch]

deploymentconfigs [ 1 [create delete
deletecollection get list patch update watch get list watch]

imagestreamimages 1 1 [create delete
deletecollection get list patch update watch get list watch]

imagestreammappings 1 [ [create delete
deletecollection get list patch update watch get list watch]

imagestreamtags [ [ [create delete
deletecollection get list patch update watch get list watch]

processedtemplates [ 1 [create delete
deletecollection get list patch update watch get list watch]

routes 1 [ [create delete deletecollection
get list patch update watch get list watch]

templateconfigs 1 1 [create delete
deletecollection get list patch update watch get list watch]

templateinstances 1 I [create delete
deletecollection get list patch update watch get list watch]

templates 1 1 [create delete
deletecollection get list patch update watch get list watch]

deploymentconfigs.apps.openshift.io/scale [ [ [create delete
deletecollection get list patch update watch get list watch]

deploymentconfigs.apps.openshift.io 1 [ [create delete
deletecollection get list patch update watch get list watch]

buildconfigs.build.openshift.io/webhooks 1 1 [create delete
deletecollection get list patch update watch get list watch]

buildconfigs.build.openshift.io 1 [ [create delete

deletecollection get list patch update watch get list watch]

81



OpenShift Container Platform 4.16 A%

82

buildlogs.build.openshift.io 1 [ [create delete
deletecollection get list patch update watch get list watch]

imagestreamimages.image.openshift.io [ [ [create delete
deletecollection get list patch update watch get list watch]

imagestreammappings.image.openshift.io 1 1 [create delete
deletecollection get list patch update watch get list watch]

imagestreamtags.image.openshift.io 1 1 [create delete
deletecollection get list patch update watch get list watch]

routes.route.openshift.io [ [ [create delete
deletecollection get list patch update watch get list watch]

processedtemplates.template.openshift.io [ 1 [create delete
deletecollection get list patch update watch get list watch]

templateconfigs.template.openshift.io 1 1 [create delete
deletecollection get list patch update watch get list watch]

templateinstances.template.openshift.io 1 1 [create delete
deletecollection get list patch update watch get list watch]

templates.template.openshift.io 1 [ [create delete
deletecollection get list patch update watch get list watch]

serviceaccounts 1 1 [create delete

deletecollection get list patch update watch impersonate create delete deletecollection patch
update get list watch]

imagestreams/secrets 1 1 [create delete
deletecollection get list patch update watch]

rolebindings 1] I [create delete
deletecollection get list patch update watch]

roles 1 1 [create delete deletecollection
get list patch update watch]

rolebindings.authorization.openshift.io [ 1 [create delete
deletecollection get list patch update watch]

roles.authorization.openshift.io [ 1 [create delete
deletecollection get list patch update watch]

imagestreams.image.openshift.io/secrets 1 [ [create delete
deletecollection get list patch update watch]

rolebindings.rbac.authorization.k8s.io 1 [ [create delete
deletecollection get list patch update watch]

roles.rbac.authorization.k8s.io 1 [ [create delete
deletecollection get list patch update watch]

networkpolicies.extensions [ [ [create delete
deletecollection patch update create delete deletecollection get list patch update watch get
list watch]

networkpolicies.networking.k8s.io 1 [ [create delete
deletecollection patch update create delete deletecollection get list patch update watch get
list watch]

configmaps 1 1 [create delete
deletecollection patch update get list watch]

endpoints 1 1 [create delete
deletecollection patch update get list watch]

persistentvolumeclaims 1 1 [create delete
deletecollection patch update get list watch]

pods [ [ [create delete deletecollection
patch update get list watch]

replicationcontrollers/scale 1 1 [create delete
deletecollection patch update get list watch]

replicationcontrollers 1] I [create delete
deletecollection patch update get list watch]

services [ [ [create delete deletecollection
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patch update get list watch]

daemonsets.apps 1 [ [create delete
deletecollection patch update get list watch]

deployments.apps/scale [ 1 [create delete
deletecollection patch update get list watch]

deployments.apps [ [ [create delete
deletecollection patch update get list watch]

replicasets.apps/scale 1 [ [create delete
deletecollection patch update get list watch]

replicasets.apps 1 1 [create delete
deletecollection patch update get list watch]

statefulsets.apps/scale 1 [ [create delete
deletecollection patch update get list watch]

statefulsets.apps 1 1 [create delete
deletecollection patch update get list watch]

horizontalpodautoscalers.autoscaling 1 [ [create delete
deletecollection patch update get list watch]

cronjobs.batch 1 1 [create delete
deletecollection patch update get list watch]

jobs.batch 1 1 [create delete
deletecollection patch update get list watch]

daemonsets.extensions [ [ [create delete
deletecollection patch update get list watch]

deployments.extensions/scale 1 1 [create delete
deletecollection patch update get list watch]

deployments.extensions [ 1 [create delete
deletecollection patch update get list watch]

ingresses.extensions 1 1 [create delete
deletecollection patch update get list watch]

replicasets.extensions/scale [ 1 [create delete
deletecollection patch update get list watch]

replicasets.extensions 1 [ [create delete
deletecollection patch update get list watch]

replicationcontrollers.extensions/scale 1 1 [create delete
deletecollection patch update get list watch]

poddisruptionbudgets.policy [ 1 [create delete
deletecollection patch update get list watch]

deployments.apps/rollback 1 1 [create delete
deletecollection patch update]

deployments.extensions/rollback 1 [ [create delete
deletecollection patch update]

catalogsources.operators.coreos.com 1 1 [create update
patch delete get list watch]

clusterserviceversions.operators.coreos.com 1 1 [create update
patch delete get list watch]

installplans.operators.coreos.com 1 1 [create update
patch delete get list watch]

packagemanifests.operators.coreos.com 1 1 [create update
patch delete get list watch]

subscriptions.operators.coreos.com 1 1 [create update
patch delete get list watch]

buildconfigs/instantiate 1 1 [create]

buildconfigs/instantiatebinary 1 1 [create]

builds/clone [ 1 [create]

deploymentconfigrollbacks 1 [ [create]

deploymentconfigs/instantiate 1 1 [create]
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deploymentconfigs/rollback 1 [ [create]
imagestreamimports [ [ [create]
localresourceaccessreviews 1 1 [create]
localsubjectaccessreviews 1 1 [create]
podsecuritypolicyreviews 1 1 [create]
podsecuritypolicyselfsubjectreviews 1 [ [create]
podsecuritypolicysubjectreviews 1 1 [create]
resourceaccessreviews [ 1 [create]
routes/custom-host [ 1 [create]
subjectaccessreviews 1 [ [create]
subjectrulesreviews 1 1 [create]
deploymentconfigrollbacks.apps.openshift.io 1 1 [create]
deploymentconfigs.apps.openshift.io/instantiate [ 1 [create]
deploymentconfigs.apps.openshift.io/rollback 1 1 [create]
localsubjectaccessreviews.authorization.k8s.io 1 [ [create]
localresourceaccessreviews.authorization.openshift.io  [] 1 [create]
localsubjectaccessreviews.authorization.openshift.io [ 1 [create]
resourceaccessreviews.authorization.openshift.io 1 [ [create]
subjectaccessreviews.authorization.openshift.io 1 1 [create]
subjectrulesreviews.authorization.openshift.io [ 1 [create]
buildconfigs.build.openshift.io/instantiate [ 1 [create]
buildconfigs.build.openshift.io/instantiatebinary 1 [ [create]
builds.build.openshift.io/clone 1 [ [create]
imagestreamimports.image.openshift.io [ 1 [create]
routes.route.openshift.io/custom-host 1 1 [create]
podsecuritypolicyreviews.security.openshift.io 1 1 [create]
podsecuritypolicyselfsubjectreviews.security.openshift.io [] 1 [create]
podsecuritypolicysubjectreviews.security.openshift.io  [] [ [create]
jenkins.build.openshift.io 1] I [edit view view admin
edit view]
builds 1 1 [get create delete
deletecollection get list patch update watch get list watch]
builds.build.openshift.io 1 [ [get create delete
deletecollection get list patch update watch get list watch]
projects 1 1 [get delete get delete get patch
update]
projects.project.openshift.io [ [ [get delete get delete
get patch update]
namespaces 1 1 [get get list watch]
pods/attach 1 1 [get list watch create delete
deletecollection patch update]
pods/exec [ [ [get list watch create delete
deletecollection patch update]
pods/portforward 1 1 [get list watch create
delete deletecollection patch update]
pods/proxy 1 [ [get list watch create delete
deletecollection patch update]
services/proxy 1 [ [get list watch create delete
deletecollection patch update]
routes/status 1 [ [get list watch update]
routes.route.openshift.io/status [ [ [get list watch update]
appliedclusterresourcequotas 1] I [get list watch]
bindings [ [ [get list watch]
builds/log [ 1 [get list watch]
deploymentconfigs/log [ [ [get list watch]
deploymentconfigs/status I 1] [get list watch]
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events 1 1 [get list watch]
imagestreams/status 1 1 [get list watch]
limitranges 1 1 [get list watch]
namespaces/status 1 1 [get list watch]
pods/log 1 [ [get list watch]
pods/status [ [ [get list watch]
replicationcontrollers/status 1] I [get list watch]
resourcequotas/status [ [ [get list watch]
resourcequotas [ [ [get list watch]
resourcequotausages 1 [ [get list watch]
rolebindingrestrictions 1 1 [get list watch]
deploymentconfigs.apps.openshift.io/log 1 1 [get list watch]
deploymentconfigs.apps.openshift.io/status 1 [ [get list watch]
controllerrevisions.apps 1 1 [get list watch]
rolebindingrestrictions.authorization.openshift.io 1 1 [get list watch]
builds.build.openshift.io/log 1 0 [get list watch]
imagestreams.image.openshift.io/status 1 1 [get list watch]
appliedclusterresourcequotas.quota.openshift.io 1 [ [get list watch]
imagestreams/layers 1 1 [get update get]
imagestreams.image.openshift.io/layers 1 1 [get update get]
builds/details 1 1 [update]
builds.build.openshift.io/details [ [ [update]

Name: basic-user

Labels: <none>
Annotations: openshift.io/description: A user that can get basic information about projects.
rbac.authorization.kubernetes.io/autoupdate: true

PolicyRule:

Resources Non-Resource URLs Resource Names Verbs
selfsubjectrulesreviews [ 1 [create]
selfsubjectaccessreviews.authorization.k8s.io 1 [ [create]
selfsubjectrulesreviews.authorization.openshift.io [] [ [create]
clusterroles.rbac.authorization.k8s.io 1] 1 [get list watch]
clusterroles I 1] [get list]
clusterroles.authorization.openshift.io 1 1 [get list]
storageclasses.storage.k8s.io 1 [ [get list]
users I [~] [get]
users.user.openshift.io [ [~] [get]
projects [ [ [list watch]
projects.project.openshift.io 1 1 [list watch]
projectrequests 1 1 [list]
projectrequests.project.openshift.io I 1] [list]

Name: cluster-admin

Labels: kubernetes.io/bootstrapping=rbac-defaults
Annotations: rbac.authorization.kubernetes.io/autoupdate: true
PolicyRule:

Resources Non-Resource URLs Resource Names Verbs

I (] [']
['] I [']
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2. AELINERAGHERS, XETHAEITRAAGHNASMA

I $ oc describe clusterrolebinding.rbac

it Bl

Name: alertmanager-main

Labels: <none>

Annotations: <none>

Role:

Kind: ClusterRole

Name: alertmanager-main

Subjects:

Kind Name Namespace

ServiceAccount alertmanager-main openshift-monitoring

Name: basic-users

Labels: <none>

Annotations: rbac.authorization.kubernetes.io/autoupdate: true
Role:

Kind: ClusterRole

Name: basic-user

Subjects:

Kind Name Namespace

Group system:authenticated

Name: cloud-credential-operator-rolebinding
Labels: <none>

Annotations: <none>

Role:

Kind: ClusterRole

Name: cloud-credential-operator-role
Subjects:

Kind Name Namespace

ServiceAccount default openshift-cloud-credential-operator

Name: cluster-admin

Labels: kubernetes.io/bootstrapping=rbac-defaults
Annotations: rbac.authorization.kubernetes.io/autoupdate: true
Role:

Kind: ClusterRole

Name: cluster-admin

Subjects:

Kind Name Namespace

Group system:masters

Name: cluster-admins
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Labels: <none>
Annotations: rbac.authorization.kubernetes.io/autoupdate: true
Role:

Kind: ClusterRole

Name: cluster-admin

Subjects:

Kind Name Namespace
Group system:cluster-admins

User system:admin

Name: cluster-api-manager-rolebinding
Labels: <none>

Annotations: <none>

Role:

Kind: ClusterRole

Name: cluster-api-manager-role
Subjects:

Kind Name Namespace

ServiceAccount default openshift-machine-api

8.5. BEAMMABIIE

{3 oc describe 5 @iT oc CLI EEEAR A BIL E,
FeREH
o i oc CLI,

o RIMEFAMABIMAERINR :

o MEERSCHEMET cluster-admin BRIAERE A G A 7 o LT EM FRHUTEMRE, S
EEEAhABNLYE,

o FMHET admin MINKHACHAFTUEEHERTBEHHABHHNE,

it =
| AEHAAMACHERS, XETHAEINHRUBENTEAGKAFA -

I $ oc describe rolebinding.rbac

2. EEHMIBENAAGHE, HEGTHRM -n 7S :
I $ oc describe rolebinding.rbac -n joe-project
=1

Name: admin
Labels: <none>
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Annotations: <none>

Role:

Kind: ClusterRole

Name: admin

Subjects:

Kind Name Namespace

User kube:admin

Name: system:deployers
Labels: <none>
Annotations: openshift.io/description:
Allows deploymentconfigs in this namespace to rollout pods in
this namespace. It is auto-managed by a controller; remove
subjects to disa...
Role:
Kind: ClusterRole
Name: system:deployer
Subjects:
Kind Name  Namespace

ServiceAccount deployer joe-project

Name: system:image-builders
Labels: <none>
Annotations: openshift.io/description:
Allows builds in this namespace to push images to this
namespace. It is auto-managed by a controller; remove subjects
to disable.
Role:
Kind: ClusterRole
Name: system:image-builder
Subjects:
Kind Name Namespace

ServiceAccount builder joe-project

Name: system:image-pullers
Labels: <none>
Annotations: openshift.io/description:
Allows all pods in this namespace to pull images from this
namespace. It is auto-managed by a controller; remove subjects
to disable.
Role:
Kind: ClusterRole
Name: system:image-puller
Subjects:
Kind Name Namespace

Group system:serviceaccounts:joe-project

8.6.MAFRINAR
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ALAER oc adm B CLI BEABMAE,

HABAESIRMEAAFAHT LA FEEEZABRFHUIHNR, ER L&A oc adm policy 654
@ A P AR ISR A .

BRI RERRAREABHEERTIE hIAA P 4.

AR
. BEETEFHNAFARNAR :

I $ oc adm policy add-role-to-user <role> <user> -n <project>
B0, ERAILLETUA T &S, & admin AEHRINE joe THFH alice A/ :

I $ oc adm policy add-role-to-user admin alice -n joe

TN
AR AN AT YAML AR RINA R :

apiVersion: rbac.authorization.k8s.io/v1
kind: RoleBinding
metadata:
name: admin-0
namespace: joe
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: admin
subjects:
- apiGroup: rbac.authorization.k8s.io
kind: User
name: alice

2. AEAMAGHE, FHEMEPEIERMBER
I $ oc describe rolebinding.rbac -n <project>
BN, #HEH joe WEMAMBBIHTE :

I $ oc describe rolebinding.rbac -n joe

i~
Name: admin
Labels: <none>
Annotations: <none>
Role:

Kind: ClusterRole
Name: admin
Subjects:
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Kind Name Namespace

User kube:admin

Name: admin-0
Labels: <none>
Annotations: <none>
Role:

Kind: ClusterRole
Name: admin

Subjects:

Kind Name Namespace

Name: system:deployers
Labels: <none>
Annotations: openshift.io/description:
Allows deploymentconfigs in this namespace to rollout pods in
this namespace. It is auto-managed by a controller; remove
subjects to disa...
Role:
Kind: ClusterRole
Name: system:deployer
Subjects:
Kind Name  Namespace

ServiceAccount deployer joe

Name: system:image-builders
Labels: <none>
Annotations: openshift.io/description:
Allows builds in this namespace to push images to this
namespace. It is auto-managed by a controller; remove subjects
to disable.
Role:
Kind: ClusterRole
Name: system:image-builder
Subjects:
Kind Name Namespace

ServiceAccount builder joe

Name: system:image-pullers
Labels: <none>
Annotations: openshift.io/description:
Allows all pods in this namespace to pull images from this
namespace. It is auto-managed by a controller; remove subjects
to disable.
Role:
Kind: ClusterRole
Name: system:image-puller
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Subjects:
Kind Name Namespace

Group system:serviceaccounts:joe

ﬂ alice A 7~ E7~ 0%l admins RoleBinding.

8.7. | EKhAE
Bl LU EAEARthA e, AENEGERIAS,

AR
1. BATBENREAMAE, HSITUTHRS :
I $ oc create role <name> --verb=<verb> --resource=<resource> -n <project>

D, BE

e <name>, A EHIELHR

e <verb>, LUESHMREM. NABIAGNEFDIATIR

e <resource>, AGBLNAEIKTR

e <project>, TiH AT

Blan, EAE—ABABRAITAFEE blue TIEHH Pod, HZTUTHS :

I $ oc create role podview --verb=get --resource=pod -n blue

2. EFFFARHERRF, BTUTHS :

I $ oc adm policy add-role-to-user podview user2 --role-namespace=blue -n blue

8.8. LIBKHAE
BRI LD .

i =
1. EORERAR, HSTUTHS :
I $ oc create clusterrole <name> --verb=<verb> --resource=<resource>
ELaTH, EE
e <name>, A EHELHR
o <verb>, LUES RN, NARABRIRFIIFEFIR

e <resource>, AN BAIIMEIR

o1
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pign, EQR—IERBEAGRAFASTEE Pod, 1HIZTUTHS :

I $ oc create clusterrole podviewonly --verb=get --resource=pod

8.9. KA BHMEMS

EERUTRFE A NAGHEEER I SAHANXEA G, TLUEMA -nIFEREETE, MRKE

E, NERSRIE.,
R LUER U T e it T4 RBAC B,

& 8.1 KihABIERF

DD,
Gl

$ oc adm policy who-can <verbs <resource>

$ oc adm policy add-role-to-user <role>
<username>

$ oc adm policy remove-role-from-user
<role> <usernames

$ oc adm policy remove-user <usernames

$ oc adm policy add-role-to-group <role>
<groupname>

$ oc adm policy remove-role-from-group
<role> <groupname>

$ oc adm policy remove-group <groupname>

8.10. KA BHEMD

ik

FE LS B3 AT LU B — BHRAT B AR AF,

fEEABHER LAY BhEER,

MEEITE REEE R B EA T,

HEREEIE PR ER P REAMAEA R,

4 E A B ER LRI E PR ESH.

MERETIE PR EHB IR EA G,

BERERITME PR EAREEA T,

TR UERAUTREEEEHAGAE, RNEHACHERRIENEERNTR, FLLXLERER

fEA -n 1.
=82 EHABGHTERE
L)

$ oc adm policy add-cluster-role-to-user
<role> <usernames

$ oc adm policy remove-cluster-role-from-
user <role> <username>
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&% Hh

$ oc adm policy add-cluster-role-to-group A EABHERRERAATBIIEEH,
<role> <groupname>

$ oc adm policy remove-cluster-role-from- MEHTABETEMEEHBMRE EA R,
group <role> <groupnames

8. QBB EEN

FE B % cluster-admin A& F BE7E OpenShift Container Platform 5£8f EHUTE IR 51 5| B94ESS, 610
B TR,

FRFH
o BB LIBRTEE ANKHEEANAL,

AR
o [MAFMENNEREEN

I $ oc adm policy add-cluster-role-to-user cluster-admin <user>

8.12. RA B RIEMHMER A BHE

=1
1 OpenShift Container Platform 4.16 Z 8, RZSF DI UERIE TR LG A — L LA R,

1£ OpenShift Container Platform 4.16 Z &1, MIRABFHERESRBXNREFBEIE
BOZH 9175 [ A PR,

T ELEN, OpenShift Container Platform 4.16 ARIFREAE BRI IERIH BB LR A BRI AIFL
PR

EELAMIG, TEEFEERN system:unauthenticated RFINEIEE AR,
SHEEATLIEREGHEIEMAFRMEIUTREARS

e system:scope-impersonation

o system:webhook

e system:oauth-token-deleter

o self-access-reviewer

- e
FEERREFMIILRITIFE, A RIERFRENNT 20K,
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£ 9 = 744 KUBEADMIN A F

9.1. KUBEADMIN A~

OpenShift Container Platform fEZ &I 2 e B 0B — PN EEEE 7 kubeadmin,

e BE1E A cluster-admin B, FHHNEEMN root A, EFHEEINSERM, X OpenShift
Container Platform IMERREM—H, RESTHE, TEREFNHEPRSEINHL, Fa :

INFO Install complete!

INFO Run 'export KUBECONFIG=<your working directory>/auth/kubeconfig' to manage the cluster
with 'oc’, the OpenShift CLI.

INFO The cluster is ready when 'oc login -u kubeadmin -p <provided>' succeeds (wait a few minutes).
INFO Access the OpenShift web-console here: https://console-openshift-
console.apps.demoi.openshift4-beta-abcorp.com

INFO Login to the console with user: kubeadmin, password: <provided>

9.2. #%F4% KUBEADMIN F F
EE LT BRI FEFH OEHD cluster-admin B G, BRI LR kubeadmin RiIREREL S M,

gk

H
[=]

HISRAE T — B/ B cluster-admin STHREX NS BRI, 0 B T

OpenShift Container Platform, Ittan4s FoiEBEH,

FeREH
o WIEMVERET —NEMHIRHERER,
o WIEMAFARIT cluster-admin B,
o WIBLZUEERFNESR,

P =

e F%[& kubeadmin Secret :

I $ oc delete secrets kubeadmin -n kube-system
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310 Z T ERHFAIERSSMK

10.1. BR S5 MK - Ak

AR 51k 7 = —F OpenShift Container Platform ik, ©RVFEEER A APl ARFSIKFAB2E&NTIE &
BFIEM API AR, ARSI AERE API IR T BN AR, FEERZEMAHEIL

&/ OpenShift Container Platform CLI 2% web 1£HI &K, &8 APl S MBS API #1TE8%E,
IR LU A M S ARSI R EX, LUMEZHERENS 0] AP BT B ERAE LA - EiE,

Bin, fEBIARSSMK S -

o SHIIEFIBRATLIL H API SR OIZ MR Pod

o HIMMINARRFR LUK AP R R#HT LI

o AEBNFATERERI LA AP VE A SRA1T In s SR A
BRSKANAF&2EIRE THIIE MR

I system:serviceaccount:<project>:<name>

B—RSKAHBEUTHANEMKA -
| ik
system:serviceaccounts BERGHHFTERS K,

system:serviceaccounts:<project> B EI8ET B PHHFRAERSIK .

10.1.1. B4 RKRIFRIR pull secret

ZINE R T, OpenShift Container Platform H&ENARSS K 7 BB — MR pull secret,

e

£ OpenShift Container Platform 4.16 Z &, 1AM OB NIRSS MK 4 K HIRR 55k
F' API 5554 secret, M OpenShift Container Platform 4.16 14, B OIE ARSI -
API 43h# secret,

FRE 406 5, EAIARKERSIKS APl §58 secret B3IRAWMIKE, FHISMEEST
e, BXRENEREFFERANKE API B8, UREFAFENMREIINER, 1HSHLE
HMIAEESLE OpenShift Container Platform A Long-lived BRZS MK APl 558

54 pull secret EERF OpenShift #21& reqistry R EISEEM A B R RIEFMRARS H,

B2, WMREFEA ImageRegistry Th8E, =& 7E Cluster Image Registry Operator B2 & A 22 FASE R HY
OpenShift & registry, MASAEBNIRS M £ BRI pull secret,

WIEZ RIS FARERE P 2 KB OpenShift Bk registry B, ZBTERBRBIEK pull secret 4% B 5hifl
B
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10.2. O AR S5
AT B QAR S IR A, FH@i IS E e Bl a5 %K P S AR
iz

1 Ak - EEZEIUIE SRR
I $ oc get sa
it Bl

NAME SECRETS AGE
builder 1 2d

default 1 2d

deployer 1 2d

2. FEHEIIE P ORHRSIKS
I $ oc create sa <service_account_name> )

ﬂ EEH—UB PRSI, 1518E -n <project_names,

i th o Bl

I serviceaccount "robot" created

B
IRIAE AN FA LA T YAML RO AR S K P -

apiVersion: vi

kind: ServiceAccount

metadata:
name: <service_account_name>
namespace: <current_project>

3. AL BEERSKFH secret :

I $ oc describe sa robot

i Bl
Name: robot
Namespace: projectt
Labels: <none>
Annotations: openshift.io/internal-registry-pull-secret-ref: robot-dockercfg-qzbhb

Image pull secrets: robot-dockercfg-gzbhb
Mountable secrets: robot-dockercfg-gzbhb
Tokens: <none>
Events: <none>
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10.3. WIRSSIK PR FTAE
R LME I P PR T A e —t, HREK BT AA,

AR

1. BT LB NI BBIARS K. BlE0, 5 view B ERINE top-secret 11 B Y robot AR S5 MK
o

I $ oc policy add-role-to-user view system:serviceaccount:top-secret:robot

72
IR AT AN LU YAML SRR INA &

apiVersion: rbac.authorization.k8s.io/v1
kind: RoleBinding
metadata:
name: view
namespace: top-secret
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: view
subjects:
- kind: ServiceAccount
name: robot
namespace: top-secret

2. Bt AT B R EERSIKSRT IR, G, ERFKOMENTIES, FA -ziE

FIE%E <service_account_name>

I $ oc policy add-role-to-user <role_name> -z <service_account_name>

BF

WNREA B PR ERSIKT R T UIFNER, EEA -z ir&. SRR SE
FHRH SR, FHRRVIBEERRSIKRT IR,
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N
AR AN AT YAML ERINA R :

apiVersion: rbac.authorization.k8s.io/v1
kind: RoleBinding
metadata:
name: <rolebinding_name>
namespace: <current_project_name>
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: <role_name>
subjects:
- kind: ServiceAccount
name: <service_account_name>
namespace: <current_project_name>

3. EBRARAMGRER, ATLUER -n ETiEECENREINTIEGRZEE, TR,
o N, RVFFIAEYIE HMIFMAERS KT EE my-project i E Y FTIR :

I $ oc policy add-role-to-group view system:serviceaccounts -n my-project

B
AR AN AL T YAML ERINA R :

apiVersion: rbac.authorization.k8s.io/v1
kind: RoleBinding
metadata:
name: view
namespace: my-project
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: view
subjects:
- apiGroup: rbac.authorization.k8s.io
kind: Group
name: system:serviceaccounts

e f¥F managers Ui B FBIRT AR 551K 7 i my-project 1 B RBY IR :

I $ oc policy add-role-to-group edit system:serviceaccounts:managers -n my-project
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AR AN AL T YAML ERINA R :

apiVersion: rbac.authorization.k8s.io/v1
kind: RoleBinding
metadata:
name: edit
namespace: my-project
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: edit
subjects:
- apiGroup: rbac.authorization.k8s.io
kind: Group
name: system:serviceaccounts:managers

$B10E T RIFCIRIRSK
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B/ NE ENRREFPEARSKS

1.1, BRS5 1K P Bk

AR 51k 7 = —F OpenShift Container Platform ik, ©RVFEEER A APl ARFSIKFAB2E&NTIE &
BFEM API TR, BRSSIK T N3RS AP FRIRET RBFMAR, TEEXAZENA P NEIL,

&/ OpenShift Container Platform CLI 2% web 1£HI &K, &8 APl S MBS API #1TE8%E,
IR LU A S ARSI REX, LUMEZHERENS 0] AP BT EERAE LA - B EiE,

Bin, fEBIARSSMK S -

o SHIIEFIBRATLIL H API SR OIZ MR Pod

o HIMMINARRFR LUK AP R R#HT LI

o AERN TR R LA AP SRA1T In R s SR A
BRSKANAF&2EIRE THIIE MR

I system:serviceaccount:<project>:<name>

B—RSKAHBEUTHANEMKA -
a ik
system:serviceaccounts BERGHHFERRSIK,

system:serviceaccounts:<project>  SEIBET B FHHFRAERSIK

1.2. BERABRSS R

OpenShift Container Platform 523 @& A TEEHEEMNBIARSIK S, FHFEANENTB EKE LRSS IK
o

1.2.1. BOA SRR 55k

JUAEL AR 36 23 F AR S5k P X Ei21T. AR 23/3 BIE 7E OpenShift Container Platform EfitliZR#4 15
B (openshift-infra) FORLI TR S, HEFEHOTEECHEAR !

AR S5/ sk

replication-controller 4 fg system:replication-controller &

deployment- i system:deployment-controller &£,
controller
build-controller 4 Bg system:build-controller &, 74, build-controller fR%51Kk~tHaE

ERFNZRE ETFXARF, UEIRFFIIE Pod,

100



BN E ENARFPERIRSS K

n.2.2. AT BERS K HIAE
BANTEFRREHBEANREES

BRZ5 K/ ERAE

builder B Pod . #i%F system:image-builder &, fiFERAMNER Docker
registry $F AR HEE R IT B HPRERI TR

2@2 -
INR%E/H A Build 5£2¥2088, A& 0% builder BRS51KF

deployer HERE Pod A FH#I%F system:deployer s, RFEFNEHRTEHHEH
¥LHI28F0 Pod,

INER %45 A DeploymentConfig 5£2#zhaE, NIASGIE
deployer BR 551k,

L

default FRZITHEMATE Pod, FRIFEE T FRBIARSSIK, .

T B R I BRSSIK F #R & #%I% T system:image-puller 2, AV ERNEE SRR registry MITTB &
BME MR TR R AR,

11.2.3. BEE MBI pull secret

ZINE R T, OpenShift Container Platform H&EMNARSS K 7 BB —NER pull secret,

=1

£ OpenShift Container Platform 4.16 Z &1, &N AIEMENIRSS M 4 B K HAAR 55k
F' APl 5554 secret, M OpenShift Container Platform 4.16 14, B LHARSS M-
AP| 5h& secret,

FREF 416 5, FRMAMNEKERSIKS APl S secret BBARLWMIE, FIGLEST

e, BXREMERFFHFEANKE API S8, UREFAFTENMREIINER, 1HSHLE
HMIAFESLE OpenShift Container Platform A Long-lived BRZ5TK F APl 558

55 & pull secret ZESF OpenShift Bl registry ERBIERM A - BHRIEFIRINRE

B2, WMREFEA ImageRegistry Th8E, =& 7E Cluster Image Registry Operator B2 & A 22 FASE AR Y
OpenShift 5if& registry, MR NENIRSS MK £ pull secret,

WIEZ RIS AR E R P 2 A E KB OpenShift Bifk registry B, ZBTERBIEK pull secret 4% B 5hifl
B

11.3. G| AR 55k 7
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BRI LET B ARSI, FEIREAERBENZIKTRTIR,

ik
1 Ak EEEEIUIE MRS
I $ oc get sa
it

NAME SECRETS AGE
builder 1 2d

default 1 2d

deployer 1 2d

2. FEHEIIE P ORHRSIKS
I $ oc create sa <service_account_name> )

ﬂ EESH—UBPOIERSIKS, 1518E -n <project_names,

it Bl

I serviceaccount "robot" created

TN
IRIAET AN FA LA T YAML ROIEAR S K -

apiVersion: vi

kind: ServiceAccount

metadata:
name: <service_account_name>
namespace: <current_project>

3. AL - BEERSKFH secret :

I $ oc describe sa robot

i Bl
Name: robot
Namespace: projectt
Labels: <none>
Annotations: openshift.io/internal-registry-pull-secret-ref: robot-dockercfg-qzbhb

Image pull secrets: robot-dockercfg-gzbhb
Mountable secrets: robot-dockercfg-gzbhb
Tokens: <none>
Events: <none>
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212 E FAIRS K EN OAUTH & Fim

12.1. RS 70 OAUTH & im

R LMERRSIKS, FRARAREAR OAuth B ik, IRSSIKA REEEREHBFE, ATFUIHIRS
KEASHaEERPN—LEEXAFERNETABHIIGE

® user:info

e user:check-access

® role:<any_role>:<service_account_namespace>

® role:<any_role>:<service_account_namespace>:!
TEI9BR S5 F FAE OAuth & im

e client_id 2 system:serviceaccount:<service_account_namespace>:
<service_account_name>,

e client_secret AT LLZ1ZAR 51K 7 BULE] APl 5%, 140 -

I $ oc sa get-token <service_account_name>

e EJREX WWW-Authenticate iiif], iH{$BRS5H " _£B serviceaccounts.openshift.io/oauth-
want-challenges ¥ fi#i% & true,

o redirect_uri 15 ARSI - L REARICEL,

12.1.1. EEAE ) OAuth B FimBIRR 551K - B9 URI

SRR B A RIS serviceaccounts.openshift.io/oauth-redirecturi. X
serviceaccounts.openshift.io/oauth-redirectreference., 40 :

I serviceaccounts.openshift.io/oauth-redirecturi.<name>
7

RXAKE AR, IRTATEREEEMNEER URL, fi0 :

"serviceaccounts.openshift.io/oauth-redirecturi.first": "https://example.com”
"serviceaccounts.openshift.io/oauth-redirecturi.second": "https://other.com”

LB first #1 second B AT oM TNEMRHEER URI,

EEERNERES, #OSEEME URI AL, Fig, ETe8EREMNATE A QBRI NZE M,
X a] {5 @5 serviceaccounts.openshift.io/oauth-redirectreference. FIZAIENASE EM URI,

flan -

"serviceaccounts.openshift.io/oauth-redirectreference.first": "
{\"kind\":\"OAuthRedirectReference\" \"apiVersion\":\"vi\" \"reference\":
{\"kind\":\"Route\",\"name\":\"jenkins\"}}"

HFIERNETEFE JSON #iiE, FET BEXNPAIUERNMES
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{
"kind": "OAuthRedirectReference",

"apiVersion": "v1",
"reference": {
"kind": "Route",
"name": "jenkins"
}
}

fRIIE R LAEE], OAuthRedirectReference ft1T5IF &7 jenkins BIB8H., ALk, ZEREBIFMAEAON
TEE#AT A, OAuthRedirectReference HISZEEME R :

{
"kind": "OAuthRedirectReference",

"apiVersion": "v1",

"reference": {
"kind": ..., @)
"name": ..., 9
"group”: ... 6

}

}

Q kind 5 2#WBIBX RHKE, B, R route,
9 name EN T HIE, NRUINEIRSIK AL TFRE—r& 2 E A,
g group IEMEN RATENE, IEZE, RANKRENEREFRE,

AUEFIMNEMRAL, REZSI AN RIBHOOBE, F0 :

"serviceaccounts.openshift.io/oauth-redirecturi.first": "custompath”
"serviceaccounts.openshift.io/oauth-redirectreference.first": "
{\"kind\":\"OAuthRedirectReference\" \"apiVersion\":\"vi\" \"reference\":
{\"kind\":\"Route\",\"name\":\"jenkins\"}}"

first A TIHEMYIE—#R, X jenkins BEHE 245 A0 https:/example.com, I}
fEhttps://example.com/custompath #5544, {8 https:/example.com I 1T, BB IRMHEZL
EHEXIT :

S Wk

Scheme "https://"
EHA "//website.com"
i O "//:8000"

BRE "examplepath”
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' EEEINEBZNERMBIANRNENZEE, IF—E2FENTN.

MU EEEEESE AT UMER U TRAEITEH -
<scheme:>//<hosthame><:port>/<path>
B =X RETLUKZREIA, LURGEARNRIEN

"serviceaccounts.openshift.io/oauth-redirecturi.first": "custompath”
"serviceaccounts.openshift.io/oauth-redirectreference.first": "
{\"kind\":\"OAuthRedirectReference\" \"apiVersion\":\"vi\" \"reference\":
{\"kind\":\"Route\",\"name\":\"jenkins\"}}"
"serviceaccounts.openshift.io/oauth-redirecturi.second": "//:8000"
"serviceaccounts.openshift.io/oauth-redirectreference.second": "
{\"kind\":\"OAuthRedirectReference\" \"apiVersion\":\"vi\" \"reference\":

{\"kind\":\"Route\",\"name\":\"jenkins\"}}"

Ri% £ jenkins BIEREIEA A O https:/example.com, Il] https://example.com:8000 #1
https://example.com/custompath Z3# 11 N HE K.

Al LARRS R R ST BN ASERR, LULIIFRERRIIT N ¢
"serviceaccounts.openshift.io/oauth-redirectreference.first": "
{\"kind\":\"OAuthRedirectReference\" \"apiVersion\":\"vi\" \"reference\":

{\"kind\":\"Route\",\"name\":\"jenkins\"}}"
"serviceaccounts.openshift.io/oauth-redirecturi.second": "https://other.com”
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B13E RETHEIERAE

13.1. X FRESEERSE

BRI LOIREEE S, BELEIREBRAEMBA P SRSKS. Hla0, HEEEATEFERROE
Pod BITIR.

BERHNTEARMABERP, BURTEEEEENRERF. RERSE cluster-admin BHAF
FrEQIRBSEH T,

I SRR RSE B R S PollcyRuIe%Aﬂéﬁ{E,\Tﬁl RiE, F ﬁA’:}iif_‘tb%)uU“JLﬁrIT_ﬁﬁﬂo THR
B EDEEEEAP—FSEEMN], FaEEE% "normal ?xﬂ*ﬂh# —SFERIGE

13.1.0. A F3EH

AFEHEZERTRARNAERANER. El2ETEREN, RitsB3HECIRMN
o user:full - SoVFE R AP BRTENRY APl #1758 2891/ 515,
e user:info - R RILVIAAANER, MAFML,

e user:check-access - 7217147 self-localsubjectaccessreviews #1 self-
subjectaccessreviews, iXLERIEIERITRAP(EHE AP NHNTE,

e user:list-projects - 81T RiLijj[A], RILAFIE A AU R E,

13.1.2. A &L [H
AEEERATEEE 5L EAGRRASHN IR, %6 6EEiT 6% % i,

e role:<cluster-role name>:<namespace or * for all> - $EF RE NEEA B EMMIN, B

R EM e B ZE A,

AR XA REFALIFIER, BIfEA BRI secret. ABHEMABEHR
. R, BISEHSIBEADFIXLERR, XEBTFHESAAR. 1Z AN edit F
i ABEHTZANAE, BN TV secretMsE, XBEFANAE,

e role:<cluster-role name>:<namespace or * for all>:! - ;X5 LI, ER NSRS ME
1FULSEE R VF A IR,
13.2. FRE G IENHRNNEERA B F
ENEHEEA, WALURT ORERABHENREFHEIUERA - RINE OpenShift Container
Platform FBILATEREABH, REGMNEIEMAFTEREARERAR, XRNAERENEREA
B FR SE K
BRI LU RZ S M EIER A P RIBIA T RE#A GRS -

e system:scope-impersonation

e system:webhook
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e system:oauth-token-deleter

o self-access-reviewer

H e
FEERREFMIILRIVIFE, AR RENMNT 20K,

FeREH
o TATLUFEAEA cluster-admin B&IAE iR EEE,

o B% %k OpenShift CLI(oc).

ff

L=

S

1. 8% 4 add-<cluster_role>-unauth.yaml 89 YAML X, FHRMUTASA :

apiVersion: rbac.authorization.k8s.io/v1
kind: ClusterRoleBinding
metadata:
annotations:
rbac.authorization.kubernetes.io/autoupdate: "true"
name: <cluster_role>access-unauthenticated
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: <cluster_role>
subjects:
- apiGroup: rbac.authorization.k8s.io
kind: Group
name: system:unauthenticated

2. IBTUAT e ok AR E -
I $ oc apply -f add-<cluster_role>.yaml
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%14 & FAAERIRS K 5

ISR LR AR ERS K S, ettt T SN mEninER(AM)IRSEKBIEES, 11 AWS IAM 5
Google Cloud IAM _EBJ OpenShift Container Platform,

14.1. XTFHERSKF B

18] LU A4 E AR S5 IK P 45 R SRR 48 E AR 55K 7 <5 REBORRSE ], X L 45 b 5% FR & AN AT (] B RR R, X
BEITFRS K E IAM A BN EMREIEU R IEHE pod BIREHEIFAIER, K0T LUERER I
TokenRequest API RiE K48 T BIAR 5511 7 45 b

14.2. RSB FAREH ERS I
IEFTMER SIS, 1 pod BB i RAEHIR S 1K/ IR,

FREH
o ATLUFAEA cluster-admin B&M AR EE,

o MBAIEBT —MIRSK,T, XEBRERSIK 4N build-robot,

1 ANE BRI ELE.
MRAERRNERFPER, IEBEFTFEXI—F.

BF

INRIEFARSS IR A E LB — DB E IR, NERIBRARSIK P %X EDHAE
T—1 24 MRS E.

B Lhdd FERERPBIE pod FHUTIREN T REE KGR B A EE
RITHVHE DR, EHITE—IRFRT, F4F Kubernetes API fR5528 pod BIFTETT
FRASREEBAR S Ik S X B R,

a. Jw%E cluster Authentication X5 :

I $ oc edit authentications cluster

b. ¥ spec.serviceAccountlssuer F X E NATERNRSIK S L E -

spec:
I serviceAccountlssuer: https://test.default.svc ﬂ
XAMERZZE URL, @itiXA URL, HEDHEBEIA T UMAPERLIESEE LS
BIANEH, BRILH https:/kubernetes.default.svc,
c. REFEXMHLAFERZ £,

d. F#F Kubernetes API iR55 28 pod BURTIEITIRAHE . FIE T REFEHEITTRATEFTR/L
DEREFE, SZFTEA T a4
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(@.type=="NodelnstallerProgressing")]}{.reason}{"\n"}{.message}{"\n"}'

I $ oc get kubeapiserver -o=jsonpath="{range .items[0].status.conditions[?

& Kubernetes API BR$5 2589 NodelnstallerProgressmg RERE, URIFmETRES
LF RFBNETTIRA, EEFHE, KA IR AllNodesAtLatestRevision :

AlINodesAtLatestRevision
3 nodes are at revision 12 ﬂ

ﬂ EAGIR, SHFEEITRESH 12

MRFE B TRNERRUTFUTHEREC—, NEHDEHTH, FFNLIHEEIL,

e 3 nodes are at revision 11; 0 nodes have achieved new revision 12

® 2 nodes are at revision 11; 1 nodes are at revision 12

DEBIAAE L HUTIRS T REEHERRRTIIFTE pod FiFE KITHIHE S,
o HUTIREITTRER :

DIk

H
[=]

IMREEAER LZTEE XIS, NWARBIITIRI T RE
B, RNEARESBRSFI. HR, FHIEREEINME
pod,

BiFEET R, SETARATLETH, AREE TN R, BXNAHZE, ES5FHST
SO N LEAERRBE, B3N IEEES T 5E,

o FHERERPHFA pod:

AT TS

L= =
E =
TR SERS T, EVeRMRE eEZERFIZITHRE

pod, i % Pod REMMREEIER.

$ for I in $(oc get ns -o jsonpath="{range .items[*]} {. metadata.name}{"\n"} {end}'); \
do oc delete pods --all -n $I; \
sleep 1;\

done
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110

2. ERABKFN pod BE NEAHERSIK . S,
a. flI84 5 pod-projected-svc-token.yaml #9324, HERBMT :

@ 90009

apiVersion: vi
kind: Pod
metadata:
name: nginx
spec:
securityContext:
runAsNonRoot: true 0
seccompProfile:
type: RuntimeDefault 9
containers:
- image: nginx
name: nginx
volumeMounts:
- mountPath: /var/run/secrets/tokens
name: vault-token
securityContext:
allowPrivilegeEscalation: false
capabilities:
drop: [ALL]
serviceAccountName: build-robot 6
volumes:
- name: vault-token
projected:
sources:
- serviceAccountToken:

path: vault-token ﬂ
expirationSeconds: 7200 6
audience: vault

BHIEA2RLL root P B9I21T, AR KTR B RRK R 89 XSS,
HEBBIA seccomp BELBE, BRFEINNAILUMERABEMRSAMR, LBREXSE,
XA AR S5 P BI81 A
A F X EE RENERE, ATRSEBRA.

(ANi%) WEIRSSMK SRR BEAR A] (AR R EAL) . BRNMER 3600 # (1/0hF)
XAMEBAED N 600 F# (10 2% . MR SHE SRR EBE X AMER 80%, =K
FHBiT 24 B, T kubelet &FF A RIS R,

(A) WERETHERE, SENERENEIEERESNESSFENERE
BAICEE, SNBSS, ERAEIRIT AP IRSS SBRBITRRRT,

FTBRIEEA KN, OpenShift Container Platform &{# fH --service-
account-extend-token-expiration (#Xi\}jtrue) &3 expirationSeconds
B, BEHIXBENMNBSEERTFIREN—F, BT EEREE,



14 = FRAHENIRSS K Sh

b. I pod :
I $ oc create -f pod-projected-svc-token.yaml

Kubelet 3k pod & KHF ML, & pod ILME— N ARENXXHRERRESHE, HiE
1245 R B HR R IR 45 R

3. ERAESENARFREESEREN EREASHE,
A0R 4 R AR RO (RIS IX MER) 80%, &S 24 /I, NI kubelet RFFE TR,

14.3. 7£ POD A&} QIR E ARSI 5 h&

FeREH
o MBOIET —MIRSIK,., XBRERSM &N build-robot,

ff

L=
o ZITLUTFE8S., 7E pod AEREIBAERSSIK -~ HhE -

S

I $ oc create token build-robot

it Bl

eyJhbGciOidSUzI1NilsimtpZClelkY2M1N4MHRvc2xFNnFSQIA4eGIGYZzVPdnN3NkhIVOtRW
mFrUDRNcWx4S0kifQ.eyJhdWQiOlsiaHROcHM6Ly9pc3N1ZXlyLnRIc3QuY29tliwiaHROcHM6L
y9pc3N1ZXIxLnRIc3QuY29tliwiaHROcHM6Ly9rdWJlcm5IdGVzLmRIZmF1bHQuc3Zjll0sImV4c
CIBMTY30TUOMzgzMCwiaWFO0ljoxNjcSNTQwMjMwLCJpc3MiOiJodHRwczovL21zc3VIcjludGV
zdC5jb20iLCJrdWJlcm5IldGVzLmivljp7Im5hbWVzcGFjZSI6ImRIZmF1bHQILCJzZXJ2aWNIYW
Njb3VudCleeyJuYW1lljoidGVzdC1zYSIsInVpZCI6ImM3ZjA4MjkwLWIzOTUINGM4NCO4N;jl4L
TMzMTM1NTVhNWY10SJ9fSwibmJmljoxNjcSNTQwWMjMwLCJzdWIiOiJze XNOZWO06c2Vydmlj
ZWFjY291bnQ6ZGVmYXVsdDp0ZXNOLXNhIn0.WyAOPvh1BFMUI3ZLNhBCrQeaB5wSynbnCf
0jWuUNNPSIIT4YvFnKibxwREwmzHpV4LO1xOFZHSi6bXBOMG_o-
MOXNDYL3FrGHd65mymiFyluztxa2lgHVxjw5relV5ZLgNSol3Y8bJgQgmNg3rtQQWRML2kpJB
XdDHNwwOE5XOypmffYkfkadli8INSQQD-
MhsCbiAF8waCYs8bj6V6Y7uUKTcxee8sCjiRMViXKjQtooERKm-
CH_p57wxCljIBeM89VdaR51NJGued4hVV5IxvVrYZFu89IBEAg4oyQN_d6N1vBWGXQMyoihn
t_fQjn-NfnlJWk-3NSZDIluDJAv7e-MTEk3geDrHVQKNEzDei2-Un64hSzb-
n1g1M0OVn0885wQBQAePCOUIZm8YZIMNk1tqgewlUKQTMVv3HPfiSHtBRqVc2eVsOEfMX4-x-
PHhPCasJ6qLJWyj6DvyQ08dP4DW_TWZVGvKImIdOhzwpg59TTcLROICKISEJgAVEEd13Aa_
MO-

faD11L3MhUGxw0gxgOsPczdXUsolSISbefs70KymzFSIKkTAnN9sDQ8PHMOsuyxsK8vzfrR-
EO0z7MAeguZ2kalY7cZgbN6WFy0caWgx46hrkKem9vCKALefEIRYbCg3hcBmowBcRTOgaFHL
NnHghhU1LaRpoFzH70UargX9SGQ

Hith5R
o EEEHMBIFTR

o BIRARSSIK

m
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BE1I5EEERTEMH L TXAR
1£ OpenShift Container Platform A1, f&aILUFERZR LM £ TFXAR (SCC) kiEH|EEE A pod BIFIR,

RRIAEISOEBIN SCC, RE—LE Operator SREMAMH, FANRHBEES, HALAILUER OpenShift
CLI (oc) B 28 SCC,

BE

AEBWBIASCC, BE XLEIL SCC AREE S BIE— & A Pod ERE K OpenShift
Container Platform FZET IR, FH4, BN SCCHAEE—LEMBMATIRRPEEN
RiAME, XEEF XL SCCHmMmEBRE L,

REFZUEHENEBCH SCC, MARIERBINSCC, AXFALE, HEHIER
2% EFXAR,

5.1 X FREM ETFXAR
5 RBAC HREZEHI A AR AREE, EBARTUMERRESM £ TR (SCC) k] Pod BITUR,
XEERFRRTE T Pod AT LAHUTEVRELA R BRI A B 1R, AT AR SCC E X Pod i2fT 41k &
B—ZHSM, LUMEHBERRGES.
Bt Re M ETRXAR, EIE GRS

e pod 2EHLUEH allowPrivilegedContainer i1 75217451 A 25

o {#F allowPrivilegeEscalation /7 BR#l pod

o RFIBALUARMITNAE

o [EHBERAES

o AEH SELinux LT

o RFAMIID

o (M EM 6422 R FI ML

o i pod &8 FSGroup FIL R

o RIFHFFEHMEE

o ABEEBFTENH root XHRLFHITEVIHIFR

o BREMEMR

o fIFH) seccomp BLERMECE

BF

TE1E OpenShift Container Platform HE{E{A 6p % Z2 (7] L% & openshift.io/run-level i1
%, WHRZEH#AER OpenShift Container Platform H4EFREE X E API HHES), M0
Kubernetes API AR %528 #1 OpenShift API BR552%. #1RIXE T openshift.io/run-level 17
%, WAL SCC NARNZS AR pod, MMFBUZS &R HIZITHEMIIER
B SRR

12



B15E EBREM FTFXAR

1511 B Z 2 E TFXAR

SHAELITRINREME L TR (SCC), WITFHRAM, & Operator st EMEHZREZE] OpenShift
Container Platform 5, BIRERZE&RAI4 R SCC,

BF

FEEBWIMINSCC, BE XN SCC AR FRA LTS Pod BFE L OpenShift

Container Platform FZET IR, FH4, BAINSCCHASE—LEMATIRERPEEN
RiAME, XEEF XL SCCHmMmEBRE L,

REFZUEHENEBCH SCC, MARIERBINSCC, AXFALRE, HEH /&L
ML TR,

F 151 AR LM ETFXXAR
LM E TR U

anyuid =24t restricted SCC IR THEE, 1BV 7 EREM UID F{EM[ GID 1217

21T,

hostaccess RV E EN L ZEE, BMERERIEEMAZEEH UID #1 SELinux £ TF

MisfTR#RSE.

Digk

==
[=]

B SCC AU EHHITRBLRIT, THRYR PID, BRI%(T

AR EENETHREER, HEERT,

hostmount-anyuid 1= ft restricted SCC HFRETHEE, BARVFENLMESM UID FIRSABEMR GID &

HAIZTT,

Digk

==
[=]

Ith SCC RVFENMZLAF NEM UID TJilal, &35 UID O,

THIEER T,

13
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et E TR ek
hostnetwork RVHEREVMAHENIGO, EMEXFERSEEARRLZERI UID #1 SELinux £
TETERE.

Digk

==
[=]

WISRTE control plane N EZ1TAINBI TIEf %, 1EIRME

hostnetwork ;i [F]f{fRIFf Ei#1E, 1E control plane E#l L

1217 hostnetwork B9 T{E 1 £ 2 EEF R root A, W1
HNHEEE.

hostnetwork-v2 5 hostnetwork SCC %4, EBHEUTX :
o ALLEEHEMNBRHEFR,
o T LLEZIN NET_BIND_SERVICE Ih&E,
o HiNERT, seccompProfile i%i& runtime/default.

o TEZLLETxHh, FEIUHILE allowPrivilegeEscalation skiF &% h
false,

node-exporter FAF Prometheus 7 g1 5: tH 25,

Digk

H
[=]

I SCC FoiF EMSTHFLHE R AER UID i, S35 UID O,

THIEER T,

nonroot R4t restricted SCC MIFREINAE, BRFA M EREMIE root UID 21T, B
JIEE UID, BNSHAERIETHERBIEE,

14



155 EHES M E TR
ZEMH E TR ek
nonroot-v2

5 nonroot SCC £, BEUTAR :
e ALLBEASMARFREE,

AL 70 NET_BIND_SERVICE 34,

false.

ZKINERT, seccompProfile % & runtime/default,
ERE2 LT, SEBUHLE allowPrivilegeEscalation % 2%

privileged

RS IR E SR ENThEE, FEEWLUEMA . E@4H,. F7 FSGroup 2L
R AEAA SELinux £ 35817,

DIk

H
[=]

[=Q=]
EHX

5

BB SCC, NXATERHEE, HEERT.,

B scc fif -

o RFZiTHIN Pod
e Pod ™MENMBREHNE
[ ]

Pod MEERF B0E1T
Pod [ B{EE MCS W&IE1T
Pod EAXHLH IPC 4p & Z2|q]

Pod {8 EHLAY PID 654 22 [H]
Pod f&F3fE4a FSGroup

Pod fEREM T

Pod f& FA{E{A seccomp BLiE&

Pod &R EIZHAE

E:ﬁ:

=N

L

£ Pod & Hhi%E privileged: true 3 F—ESEFRFIN SCC.
MRABMNER, NE% allowPrivilegedContainer: true
FAEERSEMERM SCC KWk,
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i ol A ok

restricted BRI PRE EHINEE, FHEHERFEARA UID 21TRHRE, URSBEMRZEEMN
SELinux £ T3,
ZPREY sCC:

o IR Pod TiELUEINARNIZT
1R Pod BEHEHENB RS

o K Pod LATiSe A ECHY UID SEEIRBI A FHiZ1T
o X pod AL EM MCS 1335217

o X pod ERATIAER FSGroup i21T

e JiiF pod EREMIN A

TEM OpenShift Container Platform 4.10 Sk B BARAFHBIEEE S, FAZTED
o UERI A P ER I LA XA SCCo RERRAIRF T UiIHIHNBR, FNIFET OpenShift
Container Platform 4.1 (& & i A & T B iz restricted SCC,

restricted-v2 5 rootsCC KL, BEEUTAR :
o ALL#EHEMNBRHEFR,
o T LLEZIN NET_BIND_SERVICE Ih&E,
o BiNERT, seccompProfile i%i& runtime/default.

o TEZL LT, FEIUHILE allowPrivilegeEscalation skiF &% h
false,

XR— M REALRMIERBH SCC, S FHRIENAm2RIAMERE.

; pa -3

restricted-v2 SCC 2RZBI\SEM R SCC, BE, &
AILABE— B8R B E L SCC, i, ErRIUOE—1
SCC, ¥#readOnlyRootFilesystem FRfi - true,

L

15.1.2. 22 M F TR EE
LM RN (SCC) M4l Pod Bl IR SINEEHI R BARIRAR, XL RBHH=NET

eS| 50

/R EEE tE R RIS ERFIA BRI M &5 89, 5130, AllowPrivilegedContainer &>k
BE, Naskh false,

R ITRISR & 12 FIXERARENRBINTE, UBREERRIT.
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eS| fed
FA SRS 224 BEREERENERIRGHIS B IRE LTI ¢

o AMEMINEH, MKk
o MMRIBEEBTAFESESBING,

CRI-O ERLITRIABENTIR, AITAT pod WEBINBE :

e CHOWN

e DAC_OVERRIDE

e FSETID

e FOWNER

e SETGID

e SETUID

e SETPCAP

e NET _BIND_SERVICE

e KILL
BEREALBINTIRAMINEE, 1B Pod JFHRIEE A LUBIT I KANAN ThRE S PRI LERRIATT SR TR T
. f#H allowedCapabilities. defaultAddCapabilities #1 requiredDropCapabilities S 1L 5

BEEMLELRIER, BDXESH, EILHEER LU KIFLIIRE, WLERIURMEIE—1 5, L
NN BRRENEF,

P2 Y=
& 7] L& ¥ requiredDropCapabilities 23X & 77 ALL R EFARWAAEIRE, X2
restricted-v2 SCC B9/EF.

15.1.3. Z2 M T XA RER

RunAsUser

e MustRunAs - EZFZE& runAsUser, FAEEM runAsUser fENEIME, FIXTECER
runAsUser i 1{T51E,

MustRunAs 5 Br=fi

runAsUser:
type: MustRunAs
uid: <id>

17
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e MustRunAsRange - IR~ FEATINEE, WEEE U /MEMKRKIE, ERAKMEENEIA
B ETXTEANRFEREFHITRIE,

MustRunAsRange 15 i B¢~

runAsUser:
type: MustRunAsRange
uidRangeMax: <maxvalue>
uidRangeMin: <minvalue>

e MustRunAsNonRoot - EZ Pod I#X N EH IS runAsUser EFHEHE LH USER 35
o TIRHEEINE,

MustRunAsNonRoot F lia~#l

runAsUser:
type: MustRunAsNonRoot

e RunAsAny - FERHEIME, SRITFIEEEM runAsUser,

RunAsAny X5 R Bt~

runAsUser:
type: RunAsAny

SELinuxContext

e MustRunAs - IR AEAASENE, NFEZEE seLinuxOptions, M seLinuxOptions /£
NERINE. FHX seLinuxOptions #4755 1E,

e RunAsAny - N RHEINE, fSLITFIEEE(T seLinuxOptions,

SupplementalGroups

e MustRunAs - IRAMERTIDEE, NWHEEZVEE—TEHE. ERE—NCHABNRIMEFES
RONE. ¥ A SE BT R,

e RunAsAny - FRHEIME, SLIFIEEE(T supplementalGroups.

FSGroup

e MustRunAs - IIR R EA TS EME, U”ﬁ-agﬁ’l‘?b* NEH, FRE—SEERNRIMEER
EIME, FIXE—NEEAME— ID HTRIE,

e RunAsAny - N RHEIME, SSIFIEEE(T fsGroup ID.
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15.1.4. #2515
IR E SCC B volumes FE%, 1EHIRFESLIMMFEA,
tF BB RVFE S AR BN E LB IR -
e awsElasticBlockStore
e azureDisk
e azureFile
o cephFS
e cinder
e configMap
® csi
e downwardAPI
e emptyDir
e fc
e flexVolume
o flocker
® gcePersistentDisk
e ephemeral
e gitRepo
e glusterfs
® hostPath
® jscsi
® nfs
e persistentVolumeClaim
e photonPersistentDisk
e portworxVolume
e projected
e quobyte

e rbd
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e scalelO
® secret
e storageos

e vsphereVolume

o * (RIFEAMABSLEN—MRFIKE)
e none (RILFERAMESREN—IMREKE (OVAEREMEFE, )

NE SCC HEMRITBR/NERR
configMap. downAPIl. emptyDir. persistentVolumeClaim. secret #1 projected.

RITFBRBFIRHATTE, RABREZHFHFIR OpenShift Container Platform Ff #R& 710
IR EY,

hEEERS, £ allowHostDirVolumePlugin &3 volumes FE& % E, #l40,
gNE allowHostDirVolumePlugin i false, {B7E volumes FE&FREYF, NI
volumes H# hostPath {E,

15.1.5. 4E A 224l
FIFl SCC M A #24)R] LURIBIS T F P BBE 1 SR 0 R A A1 2,

FSCCME, XEWRBEAAZFIZTURE L TFXHRMMAFERURR—HEER SCC, XA
HAR Pod EEHENEIRN, BEBIRHSHEFIMERERBIERIER—HENMAE Pod BV,

HEARTRI Pod B SCCREMMAN FMMAFIBIARARE. A%, MR Pod HHE 7RSI, N
RVFHI SCC KA BRI AV RIBAT A IR,

ﬁ -
A FLRITMER (NEE) B, RBRSIKIAFER SCC, HELRIER Pod,

EANFERLUTAERE Pod WEAREMETX :
1. MRAERAMN SCC,
2. WEKERBENZ2M ETOXEENFRE.
3. XA RARCREIERA R E,
INREN T REMLRES, NEES Pod, MRIEKTEES SCC EEE, NIEL Pod,

Pod /it SCC JEB— 1P FE, UTROIFRBEAHDFERLIINIE |
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B15E EBREM FTFXAR

ol

% E,
X LR RTE RS B (E AR £ T3,

FSGroup SCC %Hl&4 MustRunAs

fNR Pod & X T fsGroup ID, 1% ID /EFEIAK fsGroup ID., &N, Pod AHI% SCC Kk, MR
Pl TF—4 SCC,

#NR SecurityContextConstraints.fsGroup FE&#I{EN RunAsAny, 3 H Pod #MIi&&BE T
Pod.spec.securityContext.fsGroup, NItLFEFIANER, FRARIETES, Hi SCCREFRER
B4 EAME Pod FE&, M5 Pod KM,

SupplementalGroups SCC kB&> MustRunAs

INR Pod A& E LT —1 %1 supplementalGroups ID, ] Pod B ID @715 F v % Z2[A] 19
openshift.io/sa.scc.supplemental-groups S HIE— ID, BN, Pod A&HI%Z SCC JiE, MR
WE T —4 SCC,

#NR SecurityContextConstraints.supplementalGroups FEXHI{E 7 RunAsAny, FH Pod #Ii& &S
T Pod. spec securityContext.supplementalGroups, NItbFE#WIANEN, EBEERILIESR, Hits
SCC i BETRERIRMEM Pod £, MMSE Pod KL,

15.1.6. £ £ T XA R
LM F TR (SCC) EA—MEELTFEE, ©RENIEAIREI22 2RI IFE KT B9HERE

EHERPIEDN 0 BRERAERMAED . nil (EEFBA N 0 HREMLEN. EBFH, KEHEZH SCC RHEHBE
S EHRIHES,

WET—HAIASCCRE, SCCEERUTARNIERE :
. &&ELEN SCC HEHRF.

2. INRMKLEE, N SCCIRIBRFIM &0 B RIBHEF.

3. MNRMERFAREIMEEESE, N SCCIREBAMEERF,
BINBERT, BIAERHEEGM anyuid SCC £ SCCESFERMEI, XAFEREEMBITE
Pod B SecurityContext H135%E RunAsUser, LTI &9121T Pod,
15.2. X FHipELEM L TXARE
HEANIEHIZRFR R LM L TR (SCC) R LR M, XLERGRMACMBRER RELTISERE
FEAIE Pod HIIETE SCC, 81 SCC %H%%B’&_LFEWJ%H%LHIHE BRSO ERE (BEHR
F) 5 Pod HIM&ERE, NiZ1TH Pod HE XHIARRE ID ERR&EAE.
LA SCC S BUE AZEHIZRTE Pod A& & B E EHE RSB (E

1. RunAsUser %% MustRunAsRange B X% BR/INSH&xAME, HEAETHK
openshift.io/sa.scc.uid-range ;T 2B 7T5E H TR,

2. SELinuxContext 585 MustRunAs B RXEJ. ALK openshift.io/sa.scc.mcs 7 f#
KIEFRL A,
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3. FSGroup %k#& % MustRunAs, # A% 1% openshift.io/sa.scc.supplemental-groups .

4. SupplementalGroups &5 MustRunAs. A1, openshift.io/sa.scc.supplemental-
groups JEf#,

TEENMNER, ZE2MLETXIRBREFSRN Pod FREFXENSHEFRARIME, RINEETFRMERSEK
Bg :

1. RunAsAny #1 MustRunAsNonRoot RIS T RIEBINE, MR Pod EESHIE, WA ID, B
TE Pod HlA& A E SGXAMES

2. MustRunAs (Fi{E) RESIRHZERIINME, Hla0, XFHID, BIfE Pod MAEEXLTHE
B IDE, SERZERNMINSKERIHINE Pod BHH,

3. MustRunAsRange #1 MustRunAs (ETF5tH) RESIRMHEHENR/IME. 5H(H MustRunAs
RIE—1F, RZERMNEKIANSEEBIEZITH Pod A, MREFEREREATUERESNME
F, ERRHEENE—MEENZRIME

INRn 4 22 7] ER1F7E openshift.io/sa.scc.supplemental-groups ;X f#, Il FSGroup #1
SupplementalGroups k8% [CliE E| openshift.io/sa.scc.uid-range ;¥ fi#, MR EETE
£, MAAIE SCC,

BIAERT, ET IR FSGroup RIEERAET IMNS/IMERN AN CHREERH
&, g0, wNREHERE L TN 1/3, N FSGroup RBRFERS/NMEMSXNE 1EEHB
&, tNRESRIT FSGroup FEESZ S MH, JLIERERERZEMHEMNEE L SCC,

openshift.io/sa.scc.supplemental-groups ;Ff2##EZ LUE S 2 fRIIRIIEKR, BN
<start>/<length =% <start>-<end>., openshift.io/sa.scc.uid-range ;¥ fi# 3% — L,

15.3. 22 £ T xR =5
PFRBERT 22 M L TR (SCO) HAFMIERE -

A f# privileged SCC

allowHostDirVolumePlugin: true
allowHostIPC: true
allowHostNetwork: true
allowHostPID: true
allowHostPorts: true
allowPrivilegedContainer: true

allowedCapabilities: )

%

apiVersion: security.openshift.io/v1
defaultAddCapabilities: [] €

fsGroup:
type: RunAsAny
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groups: ﬂ

- system:cluster-admins
- system:nodes
kind: SecurityContextConstraints
metadata:
annotations:

B15E EBREM FTFXAR

kubernetes.io/description: 'privileged allows access to all privileged and host
features and the ability to run as any user, any group, any fsGroup, and with
any SELinux context. WARNING: this is the most relaxed SCC and should be used

only for cluster administration. Grant with caution.’

creationTimestamp: null

name: privileged
priority: null
readOnlyRootFilesystem: false
requiredDropCapabilities: null 6
runAsUser:

type: RunAsAny
seLinuxContext: ﬂ

type: RunAsAny
seccompProfiles:

(£

supplementalGroups: G
type: RunAsAny
users:
- system:serviceaccount:default:registry
- system:serviceaccount:default:router
- system:serviceaccount:openshift-infra:build-controller

volumes: @

%

Pod ATLUEKBITNEESISR, ZIIRKRFAARVFEREMIDEE, MEARES

AINZEATAA Pod BIBANTHAETIZR.

FSGroup 5Bg, 1EEAZR2M L TFXMIARTFHE,

B[R]l SCC M4,

M pod ZFHITNREFIR, FFE, 1EE ALL LAEFAAINEE.
runAsUser SRE§ KR, 1EEARE ETFXHIRIFE.
seLinuxContext 5RE§ X R, $EBAR LS ETFXMARIFE.
supplementalGroups %, 1EHARE L TXHIRITFINEH,

Al [A]t SCC BIF s

REETXRIFMBERE, EXNRBIHR, * RTFEAMESRE,

* M FEYHEIZhRE,

SCC HB) users #1 groups FEXIEFIRENS 5 171% SCC A, RINERT, SEHEELA, ey
B EIRF I SCC MTIAIINER, FREZN BRI IERI A F &% F T 1il7 restricted-v2 BIF R,

T EX runAsUser iXB&
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apiVersion: vi
kind: Pod
metadata:
name: security-context-demo
spec:
securityContext: ﬂ
containers:
- name: sec-ctx-demo
image: gcr.io/google-samples/node-hello:1.0

ﬂ LRI Pod BERENZITEHAF ID K, NI4EME UID A H I Pod B9 SCC RE, HFER
INMERT, restricted-v2 SCC REBNAMABLT BBRIEMAF, FrLLEa#rrE B MRSk -
A, HFERZHIERFFEM, restricted-v2 SCC {1 MustRunAsRange kB K2 RF KIS EL
securityContext.runAsUser FEXRIRTRE(H, EABH T LRIUIE L&
openshift.io/sa.scc.uid-range ;¥ RIBEFTEHFE, RAEFRBLIERH, &E, FHEHN
runAsUser [EE FiX—SEREPME—ME, MXHEUTIN, N8N TEEBEFRASEE,

HHER runAsUser iZiE

apiVersion: vi
kind: Pod
metadata:
name: security-context-demo
spec:
securityContext:
runAsUser: 1000 @)
containers:
- name: sec-ctx-demo
image: gcr.io/google-samples/node-hello:1.0

ﬂ RERSM A=A #IR TN fRFE—B 7 ID B SCC i [RIFRES, OpenShift Container Platform
FREZIERIZAF ID WA Pod. SCC AVHMER ID. BFE—SEEM ID, SRFETFIHRNHE
A 1D,

B E X SELinux. fsGroup Mt FEZHAERK,

15.4. 0B LM ETFXAR

MREKINZE M L TXAR(SCOFTEH BN ARFE TEMEHER, EaLUER OpenShift CLI (oc) &
BHE X SCC,

FE

DZFERE R K SCC BHRSBEMTRENSIIRE. MREXNEABEH SCC
BRI, WEECRIIES K. AXRECRIMEFNIFE, §5EXNXH

FoRFMH

e % OpenShift CLI (oc) .

o LIEA cluster-admin &M )& KER,
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e

1. 7£4 /4 scc-admin.yaml B9 YAML XA 7E . SCC :

kind: SecurityContextConstraints
apiVersion: security.openshift.io/v1
metadata:

name: scc-admin
allowPrivilegedContainer: true
runAsUser:

type: RunAsAny
seLinuxContext:

type: RunAsAny
fsGroup:

type: RunAsAny
supplementalGroups:

type: RunAsAny
users:
- my-admin-user
groups:
- my-admin-group

B15E EBREM FTFXAR

4, 1EA LLET T requiredDropCapabilities FE& % AR EMIEEEFH SCC MEFEINBE. AR
BEENINERRMNERFERT. ELFRAENEE
KILL. MKNOD #1 SYS_CHROOT Ih&Em) SCC, i#4S FRZARMEI SCC X & :

e

requiredDropCapabilities:
- KILL

- MKNOD

- SYS_CHROOT

CRI-O 3#F Docker X 4 f#EIMER TN AE(E TR,

2. &

&% SR B SCC -

$ oc create -f scc-admin.yaml

i th < Bl

securitycontextconstraints "scc-admin” created

e Ik SCC BT :

$ oc get scc scc-admin

it Bl

, HEE ALL, i, ZELB—IEFRF

IR EE7IH allowedCapabilities #1 requiredDropCapabilities FHIZHEE,
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NAME PRIV ~ CAPS SELINUX RUNASUSER FSGROUP SUPGROUP
PRIORITY READONLYROOTFS VOLUMES

scc-admin true ] RunAsAny RunAsAny RunAsAny RunAsAny <none> false
[awsElasticBlockStore azureDisk azureFile cephFS cinder configMap downwardAPI
emptyDir fc flexVolume flocker gcePersistentDisk gitRepo glusterfs iscsi nfs
persistentVolumeClaim photonPersistentDisk quobyte rbd secret vsphere]

15.5. Bg & THE M A E KK ER SCC

B TENERENFERENREM E TR (SCC), HEE/FFE SCC EERITIFME, =
EZEMIEERPE S — SCCiphi, XEBEHR.

MBERFEEM SCC, EIEN#E LIXKE openshiftio/required-scc 3, EALIERHE pod & H i
WEEA TR EZ BT, MBS T AL,

SCC wlFETRMH, BuIGERFTIHEME, BN pod EARKI, WRAFABET Pod, =X Pod
BIBR S5 1K IR AE pod dn &2 [ FREY SCC B9 use AUBR, M SCC #AL &R F T M E,

DIk

==
[=]

AEFEH live pod ;& ¥ ] openshift.io/required-scc %, K WX SH
pod AKX, BEREWRAFH SCC, EEMKZ Pod BIRFHGER, X5 pod
IR FH E AR

SeRFMH
o R WIITFTE SCC,

AR

1. NEREQE YAML X, 3587 i% & openshift.io/required-scc ST fZEIE ERTFEH SCC :

deployment.yaml =45

apiVersion: config.openshift.io/v1
kind: Deployment
apiVersion: apps/v1
spec:
#...
template:
metadata:
annotations:
openshift.io/required-scc: "my-scc”
#...

Q EEEER SCC HETR,
2. BT TS RO0BTR :
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15 EEBLTLM ETXAR
I $ oc create -f deployment.yaml

o INIEEREMAIEER SCC:

a. IZ1TLL T84, &E pod B openshift.io/scc SEAZMIE :

$ oc get pod <pod_name> -0 jsonpath="{.metadata.annotations.openshift\.ioVVscc}{"\n"}'

ﬂ ¥ <pod_name> &#: HERE pod HI%& R,

b. KEHIH, FHAINLTRMN SCC 5EEEEHRTE LM SCC L
Ll N ]
I my-scc

15.6. BT & B RN b TS BREI#

ER LU SCC #8E IV RBAC ZLERRIBTIR, XHE, EAILUFEX SCC U HBSERIRE W E—TMEHEBEINE
B, EERAS. HIRFKF 94 SCC AIREBNEEITSEH,

BE
AEERNIB iz T TENESIHZNRNT BT IR, hoTRoKaMRE
NN=

LUFENTI B # h BEESER : default, kube-public, kube-system, openshift,
openshift-infra, openshift-node, Hth x4t 028 B BIH5: openshift.io/run-level #
WEN O 1, KT AEAEG (M0 pod REEA., LM LETXHR, EEFRELMN
HR5| FAAEAT) BIThRETLEE ™I B B TE,

ZHEHABI ST SCC MU, HELURABRIEE scc KR,

$ oc create role <role-name> --verb=use --resource=scc --resource-name=<scc-name> -n
<namespace>

XRERUATABE L :

apiVersion: rbac.authorization.k8s.io/v1
kind: Role
metadata:

name: role-name ﬂ
namespace: namespace 9

rules:
- apiGroups:
- security.openshift.io 6
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resourceNames:

- SCC-name °

resources:
- securitycontextconstraints 6

verbs:
- use

BB,

FRENABNmEZER, HARIEE, NEILY default,

B & SecurityContextConstraints FTJRH API 2H, 1 scc I§E N TR BIE Lo
Z1)j[7]89 SCC MR & FR,

RV F7E resourceNames FEH1ETE SCC & FRBITTIRAH B,

@6@@6

O RIAGHRENATIE,

LA SRR A BEG XN, @id RoleBinding 3 ClusterRoleBinding 5 H 48 89 F & =T LU&E
AP & S #J SCC sce-name,

BF RBAC EEBEJJ:?H}} R ENMET B EE G th %% F SCC AR, BRIAERT,
ARV X SCC BHRFER#EVEDNIA use, E1F restricted-v2 SCC,

15.7. 2 L XA RGEESE
I&AI LAE A OpenShift CLI (oc)f Ll 2t £ RSXAR(SCOVENEM API X RIHATEE,

v -
R E A cluster-admin 4 FEEEIE SCC,

15.7.1. 5B L2 M £ FXXAR
IREX LI SCC FIEK -

I $ oc get scc

=1
NAME PRIV CAPS SELINUX RUNASUSER FSGROUP
SUPGROUP PRIORITY READONLYROOTFS VOLUMES
anyuid false <no value> MustRunAs RunAsAny RunAsAny
RunAsAny 10 false
["configMap","downwardAPI","emptyDir","persistentVolumeClaim","projected","secret"]
hostaccess false <no value> MustRunAs MustRunAsRange MustRunAs

RunAsAny <no value> false
["configMap","downwardAPI","emptyDir","hostPath","persistentVolumeClaim","projected","secret"]
hostmount-anyuid false <no value> MustRunAs RunAsAny RunAsAny
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RunAsAny <no value> false
["configMap","downwardAPI","emptyDir","hostPath","nfs","persistentVolumeClaim","projected","secret"]

hostnetwork false <no value> MustRunAs MustRunAsRange MustRunAs
MustRunAs <no value> false
["configMap","downwardAPI","emptyDir","persistentVolumeClaim","projected","secret"]
hostnetwork-v2 false ['NET_BIND_SERVICE"] MustRunAs MustRunAsRange
MustRunAs MustRunAs <no value> false
["configMap","downwardAPI","emptyDir","persistentVolumeClaim","projected","secret"]

node-exporter true <no value> RunAsAny RunAsAny RunAsAny
RunAsAny <no value> false [
nonroot false <no value> MustRunAs MustRunAsNonRoot RunAsAny

RunAsAny <no value> false
["configMap","downwardAPI","emptyDir","persistentVolumeClaim","projected","secret"]
nonroot-v2 false ['NET_BIND_SERVICE"] MustRunAs MustRunAsNonRoot
RunAsAny RunAsAny <no value> false
["configMap","downwardAPI","emptyDir","persistentVolumeClaim","projected","secret"]

privileged true [ RunAsAny RunAsAny RunAsAny RunAsAny
<no value> false [
restricted false <no value> MustRunAs MustRunAsRange MustRunAs

RunAsAny <no value> false
["configMap","downwardAPI","emptyDir","persistentVolumeClaim","projected","secret"]
restricted-v2 false ['NET_BIND_SERVICE"] MustRunAs MustRunAsRange
MustRunAs RunAsAny <no value> false
["configMap","downwardAPI","emptyDir","persistentVolumeClaim","projected","secret"]

15.7.2. &R E2MH E FTXAR
RET A B4 E SCC ISR, G154 SCC M AZIMLteAf, RSN,

a0, 7 restricted SCC :

I $ oc describe scc restricted

it Bl

Name: restricted

Priority: <none>

Access:
Users: <none> ﬂ
Groups: <none> 9

Settings:
Allow Privileged: false
Allow Privilege Escalation: true
Default Add Capabilities: <none>
Required Drop Capabilities: KILL,MKNOD,SETUID,SETGID
Allowed Capabilities: <none>
Allowed Seccomp Profiles: <none>

Allowed Volume Types:
configMap,downwardAPl,emptyDir,persistentVolumeClaim,projected,secret

Allowed Flexvolumes: <all>
Allowed Unsafe Sysctls: <none>
Forbidden Sysctls: <none>
Allow Host Network: false
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Allow Host Ports: false
Allow Host PID: false
Allow Host IPC: false
Read Only Root Filesystem: false
Run As User Strategy: MustRunAsRange
ulD: <none>
UID Range Min: <none>
UID Range Max: <none>
SELinux Context Strategy: MustRunAs
User: <none>
Role: <none>
Type: <none>
Level: <none>
FSGroup Strategy: MustRunAs
Ranges: <none>
Supplemental Groups Strategy: RunAsAny
Ranges: <none>

@ 5V scc R mBIRA ARSIk
@ i scc AL

Cm EEANIEPREBEE L SCC, BEABHREIIN SCC HWKE,

15.7.3. BEfiL e L TFTXA®R
MNEBEE Y SCC REHENAREIEAFHER, WALUER OpenShift CLI (oc) B SCC,

EHTIAR SCC :

I $ oc edit scc <scc_name>

n e
BEEAPIRPREBE L SCC, ERBRIHEIIN SCC MKE,

15.7.4. filrZ M L FXAR
MRFABFEEBE L SCC, ERILMER OpenShift CLI (oc) kR SCC.

fitlk& sCC :

I $ oc delete scc <scc_name>

BE
TEMBRERIA SCC, MRMIER T BRiL SCC, Cluster Version Operator REFHEKE.

15.8. Eth 5TR
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F16=E THHASIE POD Z2EA

Pod &£ # A& Kubernetes pod Z2ERI L, A pod B2 ARRF pod BI1TH,

16.1. xF POD &2 /E A

OpenShift Container Platform &3& Kubernetes pod @& 4N, TEES B4 B 2205 H]E X H pod
REMEAN Pod FEWESZ LB L EIZ1T.

ELBEFEMN, =5uE privileged BECESE, restricted BRESR A TFESMH .

RIL AT LAESn R 2 R MR E pod REHAEANKE,

BE
AEERNIE 2T TN ESIHZNRNT BB FAR. hoTRof it RE
VNI=

UTFBAI B # BB S ER : default, kube-public, kube-system, openshift,
openshift-infra, openshift-node, Hth x4 0289 B BIH5: openshift.io/run-level #
TEHN O 1, KT AEAEG (M0 pod REHA., LM LETXHR, EEFIREAIMN
BHR5| AAEAT) BIThRETL AT R I E B T1E,

16.1.1. Pod Z2 £ AER
RA LS B2 AERELT pod 2 AR
£ 16.1. Pod £ AER,

BEX R ok

enforce pod- MR pod FRAEEAEES, NIEH pod KB AN
security.kubernetes.io/enfor
ce

audit pod- R pod FRAEEERES, HEHITEH

security.kubernetes.io/audit

warn pod- R pod TREEESEES, N2ETES
security.kubernetes.io/warn

16.1.2. Pod Z£ A ESE
RALUSEA pod REEABR S BN U TEBEZ— -
£ 16.2. Pod ZL£ AR EESE

profile ik

privileged AKBRHIZRES ; RVTEHMRFINFH
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FE16 = THHESE PODREHA

profile ik
baseline RIEFRHI SRS ; Bh Lk B AT
restricted BRI ERISRES ; BB Y EIH pod iR BRAET

16.1.3. il ep & 22 [H]
T RG 2R A SR E H privileged pod R #EABBE :

e default

e kube-public

® kube-system
TR B SUX LR G B ZE AR pod REECES,
Filen & 22 A ACiE I

apiVersion: vi
kind: Namespace
metadata:
labels:
openshift.io/cluster-monitoring: "true"
pod-security.kubernetes.io/enforce: privileged
pod-security.kubernetes.io/audit: privileged
pod-security.kubernetes.io/warn: privileged
name: "<mig_namespace>"
#...

16.1.4. Pod Z2 AN Z2M L TFXAR

Pod Z& M APEMZR S £ LR M MR IL B 85 00 JR Fom B SE i, X0 MEH 2 A LU TR R
TR, LlsfliiTR 2R

. &M ETXAREE S ATRESERYE pod LEH SCC Bl —% e E XX+, Fln, mE
seccomp EEBE NEHKKIZE, R pod WAEH SCC ¥ seccompProfiles FE& i
runtime/default, 1£HI2FFBINKELEH RuntimeDefault,

2. M ETF ARSI ZSSBRIELER SCC KIE Pod &R 2 E T3,

3. pod ZEAEAZFIZRIBEDE LS 65 R ZEH pod REIMERIE pod ERE LT3,

16.2. xF POD Z&EARS

BRT 28 pod REHBEAZHEEN, LEE—NEHZE, CTRRIBELA T M AL (E FHERSIK - #I SCC Y
FRIF pod Ze£ 4 A#EH warn #0 audit b2 5 FE B 6y & 22 6],

23 E ServiceAccount M RIR, UEEB M HEZEFDERAREN ETXAR, Z2E ETXY
R (SCC) IRIEHFE(AMETE| Pod ZLEESR, #£HSEAXEHMFRESR. Pod ZEHEA warn I
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audit TREMRILE N B 22 A A RIFIN pod ZL2EESR, LB LEEAIE pod M ERESEFBFRILKHIT
=1,
9 44 22 [F] FR 2 B T 0 6 44 22 [H] A i AR S5k AN BREY 2 L
BN pod FIREREAIZIT Pod WA B SCC #1ll, B2, EEIMCERRHPFAREER TR,

16.2.1. Pod Z£# AR S n % Z2 A BEFR

HERSEROENGRERFKAER Pod REKEARYT . AT RMNEROENT A openshift i
Zpoer L2 EREA, BETUEURERRS.

BF

IR pod B2 AIRE (pod-security.kubernetes.io/<mode>) # ¥ B8 — MrZE RS B
2o (A B B TR R E AT T18ER, NIK RS W2 A,

MRFE, BUUERAUTAEZ—BRERARY :
o M Z2 A FHFRIEEHI pod REME AR

e ¥ security.openshift.io/scc.podSecurityLabelSync 7554 & 7y true
INREE S RINEFRZE R IR S, NWHEMISSUTH pod REHE AL SEE
==

Mo

16.2.1.1. K AZ R ar &2 (A
EXNEHEMNB—RONBREFRKARH pod REEARS, UTFHRAZEHBKARR :
e default
® kube-node-lease
® kube-system
e kube-public
e openshift

e FiET A openshift- BIZEHIRSIAIE M & Z[H], (B openshift-operators fR4H

16.2.1.2. X ZHAM L LH

INERT, BE openshift- FIZHFT A M AZEZERAEBERT pod REHEARY, ERILUNEF QIR
B openshift-* iy % Z2[7] #1 openshift-operators %% %2 (853 RS,

P2y~
B2 T openshift-operators Z 4}, EFTENEMARLAIER openshift-* &34 22 [H] /= AR
+,

S0RTEFA F AR openshift-* sa B ZE (AR R4 T Operator, NITE#r 4422 (] Fh B KRR IS AR A (CSV)
FEBEREY, BHHERE B &2 R F AR5 BIRR,
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16.3. 1Z4] POD &/ AR S
BN KRS AE S ANEZERBL) pod ZE2HEARS,

BF

BMEEFERELERGOENGREFDEM pod REEABYL ., MFELER, HSM Pod
LEEA T E ZE B

iz
o WTFEERBHENMRZENRE,  security.openshift.io/scc.podSecurityLabelSync /7% % &
— M :
o EBEEMAZRFEM pod REMEANERE, &
security.openshift.io/scc.podSecurityLabelSync i+ % HI{H % E 7 false.
BT e
$ oc label namespace <namespace>
security.openshift.io/scc.podSecurityLabelSync=false
o BAEMAZAFREHA pod ZEEANERY, HY
security.openshift.io/scc.podSecurityLabelSync i+ HI{H X E N true,
BT e
$ oc label namespace <namespace>
security.openshift.io/scc.podSecurityLabelSync=true
/ =
MR BZERAPELRE T IR, R --overwrite RSB R IZ(H,
Hith BTR

o Pod ZEHE AR 68 2[RI HR

16.4. K ZE[HELE POD ZE£/EA

BRI U RAZEFRHIEE pod REHAANKE, W FaREEPHED pod REEARR, ERTLUKE
EEAB pod REEARER,

AR

o WFEEERAZRALEBHED pod REEAER, HETUTHS :

$ oc label namespace <namespace> \ ﬂ
pod-security.kubernetes.io/<mode>=<profile> \ 9
--overwrite

ﬂ ¥ <namespace> X B N EER BRI,

Q ¥ <mode> % &/ enforce, warn, =% audit, § <profile> 1%& 7/ restricted, baseline, =%
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16.5. % F POD &2 H# NZEHR

% Kubernetes API iR 55881k & pod &£ AEHIBRHYE 1T 4000, =fR% PodSecurityViolation %
o LEERFFE—K,

I

% & Kubernetes APl [RSS 23 F 1T HRE, LUAEMAMER, Hla0, RELBHITIZE N restricted pod
REWH|, TENHATRERBINEE,

MEAXIFH Pod LM NEREFITEHMEER, 555 Kubernetes XA Audit SF 7,

16.5.1. 15| pod ZL&E R IER
PodSecurityViolation Z AR 53 pod ZL&IRAM TIE A HBFE, EAI LB EE Kubernetes

API BRZ5 28 BT BERIARI SR MM TR 71 8. HIRF2E A must-gather TEREFHITATS, ABER
pod-security.kubernetes.io/audit-violations %,

SeRFH
o MERKT |q.

o ATLUFEAEA cluster-admin A& iR EEE,

1. BWEFITEE, HWMALTHS

I $ oc adm must-gather -- /usr/bin/gather_audit_logs

2. BEHHZRMPTENEGFRE, HRALTRS
$ zgrep -h pod-security.kubernetes.io/audit-violations must-gather.local.
<archive_id>/<image_digest_id>/audit_logs/kube-apiserver/*log.gz \
| jq -r 'select((.annotations["pod-security.kubernetes.io/audit-violations"] != null) and
(.objectRef.resource=="pods")) | .objectRef.namespace + " " + .objectRef.name’\
| sort | uniq -c
¥ <archive_id> #1 <image_digest_id> & it/ SLPRE& R & 75,
=1

I 1 test-namespace my-pod

16.6. ML R
o EEHITHE

o EERLEM FTXR
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% 17 = &) SYSTEM:ADMIN A/

517 = &4l SYSTEM:ADMIN B F

17.1. APl $4{h

B A LLEC B X OpenShift Container Platform API BiE K, FEXRINEGRRBETF—B-. NEEZE

B, 1554 Kubernetes X8I 1545,

17.2. #&#] SYSTEM:ADMIN F
(XA LUBT B P AR SAS T, system:admin, SXIHE S {1 S ERLEIE 7R,

ik 3
o ERTH NIRRT system:admin, EZTUTHE :

I $ oc create clusterrolebinding <any_valid_name> --clusterrole=sudoer --user=<username>

R
LA AR LR YAML 335 F 184 system:admin BIFRR :

apiVersion: rbac.authorization.k8s.io/v1
kind: ClusterRoleBinding
metadata:
name: <any_valid_name>
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: sudoer
subjects:
- apiGroup: rbac.authorization.k8s.io
kind: User
name: <username>

17.3. #2411l SYSTEM:ADMIN 2H

L@ — MM system:admin A PR FEBESENRE, BRIEMSH IS -as=<user> --as-
group=<group1> --as-group=<group2> SH L& K ELHH,

AR
o ERITERIMKIKAERFE IR REN system:admin LUNA FEFAR, 1H2TUTHS -

$ oc create clusterrolebinding <any_valid_name> --clusterrole=sudoer --as=<user> \
--as-group=<group1> --as-group=<group2>

17.4. MARE B M4 R MBIERA BT
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ENSEHEENA, EALLEY UREEABAERRESMEILM A~ ARINE OpenShift Container
Platform FRILI T REABF., REGMNRIENAATEVFEALERAR, IRANEFTENERER
B 5T

A LU AR SRR A P RIMEIA T REAEF -
e system:scope-impersonation
o system:webhook
e system:oauth-token-deleter

o self-access-reviewer

. o
FEERREFMIILEITIFE, AR RENMNT 20K,

FeREH
o RETLUFEAEZS cluster-admin A& i A& EE,

o B% %k OpenShift CLI(oc).

it =3
1. 41247 add-<cluster_role>-unauth.yaml 89 YAML X4, FHHIMUTRZA :

apiVersion: rbac.authorization.k8s.io/v1
kind: ClusterRoleBinding
metadata:
annotations:
rbac.authorization.kubernetes.io/autoupdate: "true"
name: <cluster_role>access-unauthenticated
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: <cluster_role>
subjects:
- apiGroup: rbac.authorization.k8s.io
kind: Group
name: system:unauthenticated

2. IBTUAT e ok AR E -
I $ oc apply -f add-<cluster_role>.yaml
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% 18 Z R4 LDAP H

ERNEER, WaUERAREERS. BEMR, FmaihE, ENAARTREUET AR, #F
HZ#%7E LDAP fRZ5 237, OpenShift Container Platform B LUiX L LDAP i€ 3X5 OpenShift
Container Platform RERICKEY, iLEREHERE—MIEEEEMA, OpenShift Container
Platform BRIZFFSHEALT =MB AR E LA G FEH LDAP BRF521H1THRY : RFC 2307,
Active Directory #1383 Active Directory,

MEAXEE LDAP WESIS S, HSRE LDAP SR,

, BB A cluster-admin £ F BERH4H,

18.1. X FEE LDAP A%
1Ei217 LDAP A¥ 28I, BEEZEE—TMESEBENX M. WXHIELLT LDAP B IHEEIFIE :

o FTFHEE LDAP RS BHELE,
o KT IR LDAP fRSS 23T AERNE S BB %,

o TIEGE NMEAMMEIFTIR, T OpenShift Container Platform 2H & #FBRETEI LDAP AR5 %5
BV,

BCE SRR BUR T ERFERAMESR, Bl RFC 2307, Active Directory 3(184# Active Directory.

LDAP B imlcE

ELEHH LDAP B IRBCEER D E L5 LDAP IRS58091EEE,

ELEHH LDAP B IRBCEER S E L5 LDAP fRS5a091E L,

LDAP &/ imbciE

® 06 0 99

url: Idap://10.0.0.0:389 )

bindDN: cn=admin,dc=example,dc=com 9
bindPassword: <password>

insecure: false ﬂ

ca: my-ldap-ca-bundle.crt 9

DL, FEESIEEMN LDAP IRSS25H IP il AR EEZMIHRO, #%35 scheme://host:port,

AL R D #E R TR (DN), FBYE4SPE DN, MIRF|EAIISFNF BERRRAFSREIEMISZE, OpenShift
Container Platform &1 I,

RAFHENR LR, MRFEAVFNTERRELSEENSZE, OpenShift Container Platform
KERALTL, WERAEIMELE, ARSI SINE ST iR .

7 false Iif, %&£ LDAP Idaps:// URL {1/ TLS #4T7:%#, FEHA%%L LDAP Idap:// URL 2% FH %
EITLS, Jytrue i), FRXTARS AT TLS i, B EEMERA Idaps:/ URL,

FATFIIERTECE URL BIBRSSERIEPRIIERBIRAE, INRHNZE, OpenShift Container Platform fF &
ARZEENRIEF. 2A insecure &7 false FifF &N LI,
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LDAP &EifE X

ASEERATRLSMERZBM LDAP TifjE X 4HM., LDAP BIHHEAE L BURTF FH¥EIE LDAP ik
ZEPIEERK 01 TR S BB,

LDAP EifE X

Q®o6 o o 9

baseDN: ou=users,dc=example,dc=com ﬂ

scope: sub 9
derefAliases: never 6

timeout: 0 ﬂ

filter: (objectClass=person) 6
pageSize: 0 G

FTERREMN MERFFIRR B XD XA DA (DN), EFRIEE B W, BhaILisE
B XA EF I,

EXREERE,. BXED base. one  sub, MRKE X, NRED sub SEH, TRAPATHKEEH
priAdiL= R Epuis

5 LDAP e £ <02 RT N, BRER never. search, base =X always, MEREXE X, N
KL always fES| A&, FTRAETHKEIBGXHES| BT HRMER,

P IRAI TR RBONS A PR{E (AR N EAL) o 0 R LR FimR.
B LDAP #R11ER, WRREX, NEILT (objectClass=*).

AR S5 2N TTE R/NB PR ER K (E, LA LDAP SREHEE. MRy 0, AT AR 0T E L e K /)N PR
#l. HENERENRERES TEIHHMSHMANRTFIRER, FEXKED TR,

5% 18.1. LDAP #3536 £

LDAP #5358 H fed

base (B B A WA EREA DN IEMN R,

one E RN EIRREA DN MW R E— K EBIRREN K.
sub EERER R N E A ERIEA DN BT,

% 18.2. LDAP f@B|B{TH

fRsImT A fed

never MA#ES| A LDAP I sh BRI 7] &
search (X fRB| AR R &

base FEEHER RIS RS AR5,
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s miTh 3T
always YR?AFRE| FA LDAP SRR BIMIRR B 5l &.
AP E B & FRBR G

FA P E B FRBRETBRHA IS OpenShift Container Platform 4 H9Z FRERETEIR £ LDAP BRSS 88 L3EI
HHIME—PRIRRF, M EREE YAML iEE. A E LHMS I LDAP RS SRFAFENMIE— P&
B, &ENSEXLEHN—NFE, MR LDAP IRSSE LA SRBR A E LHATRRE, AL dfas
BIBVIAIT A2 ERIEE 7 OpenShift Container Platform ZH&FHIE 14,

F P %8 X B9 FRBR &t

groupUIDNameMapping:
"cn=group1,ou=groups,dc=example,dc=com": firstgroup
"ch=group2,ou=groups,dc=example,dc=com": secondgroup
"cn=group3,ou=groups,dc=example,dc=com": thirdgroup

18.1.1. =F RFC 2307 ERi& > {4

RFC 2307 R ERIEIRMHR F MHL B M LDAP FifE X, LURIE OpenShift Container Platform PIER
ILERPRERE(NEME.

FERHEEE I, f&FE OpenShift Container Platform AR AIEMIERN RAIBEf Al D& AN B A T EmM
AASEEAMNTER, F0, & FIRERE OpenShift Container Platform HBIR /7, FHIFIZAEMNSA
MREEREM, UTREXHARTXLEXR

% o
MRFEARAFE LN ATRE, EHEREEXHSEMTRE.
5 RFC 2307 &= 8 LDAP R4 ECE : rfc2307_config.yaml

kind: LDAPSyncConfig
apiVersion: vi
url: Idap:/LDAP_SERVICE_IP:389 €))

insecure: false 9
bindDN: cn=admin,dc=example,dc=com
bindPassword:
file: "/etc/secrets/bindPassword"
rfc2307:
groupsQuery:
baseDN: "ou=groups,dc=example,dc=com"
scope: sub
derefAliases: never
pageSize: 0
groupUIDAttribute: dn 6
groupNameAttributes: [ cn ] ﬂ
groupMembershipAttributes: [ member ] 6
usersQuery:
baseDN: "ou=users,dc=example,dc=com"
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Q®O6 O 09

o

scope: sub

derefAliases: never

pageSize: 0
userUIDAttribute: dn (&)

userNameAttributes: [ mail ]ﬂ
tolerateMemberNotFoundErrors: false
tolerateMemberOutOfScopeErrors: false

FHE1Z4H10 5580 LDAP AR5 25/ 1P Hthiik F1E .,

7 false Iif, %% LDAP Idaps:// URL {1 TLS #4T:%#, FEHAF %L LDAP Idap:// URL 2% H %
EITLS, Jytrue iy, FXARS AT TLS 1%, B EEMERA Idaps:/ URL,

ME—HriH LDAP BRSS 25 E4HROE M. 5 DN BT groupUIDAttribute i, &8T5 3EE groupsQuery
EeR. BEHTRANE, HERBRYE/ BEEAE,

ZEREHEMEM,
TFIER A RS B AR .

ME—H7H LDAP RSS2 LR B M. £ DN BT userUIDAttribute 5, #&JE%18 EusersQuery
iEeR. BEHTHRANLE, HERBRE/ BEEAE,

OpenShift Container Platform Hic 5k R{E A 2RI E M.

18.1.2. X F Active Directory F2i& X {4

Active Directory BN ERIFIRMA LB M LDAP EifE X, MUKRIERER OpenShift Container
Platform HilkAR KRB IHEMHE.

HEAFAER DL, f&7E OpenShift Container Platform HRAIERHN R A gefS Al 2 M2 M UANESER TE M
AAREEGMTER, F0, @i FaRERHE OpenShift Container Platform HBYFR /7, {B3&@iT LDAP
RS 25 EHUH R E LHET, UTREXXHOE T IXLEXSR

{81 Active Directory X8 LDAP RI#FBCi& : active_directory_config.yaml

kind: LDAPSyncConfig

apiVersion: vi

url: Idap://LDAP_SERVICE_IP:389
activeDirectory:

usersQuery:
baseDN: "ou=users,dc=example,dc=com"
scope: sub
derefAliases: never
filter: (objectclass=person)
pageSize: 0
userNameAttributes: [ mail ]ﬂ
groupMembershipAttributes: [ memberOf | 9

OpenShift Container Platform Hic 5k R{E A R E M.

@ FiEmATHEE R L.
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18.1.3. = F 185 Active Directory Bit & 314

@5 Active Directory (augmented Active Directory) BXNERMEIRMEA KB MEHLZ BB LDAP &if
E X, BURIENES OpenShift Container Platform it kAR IHE M,

FERFEEE WL, f&FE OpenShift Container Platform AR EMIERN RAIBE Al D& AN B A T EmM
AFSEE AT, F0, & B FEMEFRIR OpenShift Container Platform ZHBF /7, FIFIZAEME
MAEERAT. UTREXHUET XEXR,

{1855 Active Directory B\ # LDAP [R#B2i& : increaseded_active_directory_config.yaml

kind: LDAPSyncConfig
apiVersion: vi
url: [dap://LDAP_SERVICE_IP:389
augmentedActiveDirectory:
groupsQuery:
baseDN: "ou=groups,dc=example,dc=com"
scope: sub
derefAliases: never
pageSize: 0
groupUIDAttribute: dn ﬂ
groupNameAttributes: [ cn ] 9
usersQuery:
baseDN: "ou=users,dc=example,dc=com"
scope: sub
derefAliases: never
filter: (objectclass=person)
pageSize: 0
userNameAttributes: [ mail ]G
groupMembershipAttributes: [ memberOf | ﬂ

ME—FRiH LDAP BR%53s LAHRE M. ¥ DN BT groupUIDAttribute i, f&JEi%18%E groupsQuery
iEds. HEEITHEMELIE, EERAERY/ REEAE.

EREHATE M.
OpenShift Container Platform Hic 5k F{E A R B M.

oO0® 9o

A R E R A P B,

18.2. 217 LDAP E#¥

BB TRESBENXHEE, BWALLUFHBES, OpenShift Container Platform SRFEE A SR —IRSS 235 1T
ZHMARKREMEY,

18.2.1. ¥ LDAP fR%523 5 OpenShift Container Platform A4

IR LS LDAP ARSS 25 LR EZH S OpenShift Container Platform @4,

SeRFMH
o SIBRRASECEX M.
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o ATLUFAEA cluster-admin B&IAE iR EE,

Pt

o [ LDAP fR%5 28 LHIFRAZH S OpenShift Container Platform A% :

I $ oc adm groups sync --sync-config=config.yaml --confirm

MINERT, FMAHRTEEERZZZ1T (dry-run) , FELERBIIE oc adm

groups sync 5 L% & --confirm i77&, FBEE N OpenShift Container
Platform ZH10 3%,

18.2.2. 1§ OpenShift Container Platform 415 LDAP k%523 E %

IR BT LLE % A B7E OpenShift Container Platform A SEC & S5 E R LDAP ARSS 25 B9ZHFE N R
B94H.,

FeREH
o GIERFEES .
o ATLUFEAEA cluster-admin B&IAE iR EE,

it =3
e % OpenShift Container Platform 15 LDAP fR$58: @4 :

I $ oc adm groups sync --type=openshift --sync-config=config.yaml --confirm

MINERT, FMAHRTEEERZZZ1T (dry-run) , FILERBIIE oc adm

groups sync 45 L& --confirm F1i&, FHEELX OpenShift Container
Platform ZH10 3%,

18.2.3. 5 LDAP A %525 EHIF4H 5 OpenShift Container Platform [E%

BT LMER AL B XHH/HBL MY, & LDAP HMFES OpenShift Container Platform B,
v P2y~

A LEARER XY, BEEAXHIERAFTFERENERASE. BRAMBLHXXHD
MBTEE—TMHE—HRAR, BUEZaSASGHPERSESREYFHE. XLHEN
EATFE LDAP fRS53: LB, LLK OpenShift Container Platform AR BFERAH,

FeREH
o GIERYEES .
o METLUFEAEZS cluster-admin A& i A& EE,
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Y
o 7 LDAP HMFES OpenShift Container Platform @, HEAUTE—HS :

$ oc adm groups sync --whitelist=<whitelist_file> \
--sync-config=config.yaml  \
--confirm

$ oc adm groups sync --blacklist=<blacklist_file> \
--sync-config=config.yaml  \
--confirm

$ oc adm groups sync <group_unique_identifier> \
--sync-config=config.yaml \
--confirm

$ oc adm groups sync <group_unique_identifier> \
--whitelist=<whitelist_file> \
--blacklist=<blacklist_file> \
--sync-config=config.yaml \
--confirm

$ oc adm groups sync --type=openshift \
--whitelist=<whitelist_file> \
--sync-config=config.yaml \
--confirm

MINBERT, FMAHRTEEERZZZ1T (dry-run) , FLEKIIE oc adm

groups sync 45 LIXE& --confirm #1i&, FHEELX OpenShift Container
Platform ZH10 3%,

18.3. iz {THBBI{ES

INROIEER LDAP fR523R LHNICKEARFE, EEAHAILLERM OpenShift Container Platform 103k
RIS, EEESNESRATRSESHERESREEXHUKRBZHHNBLE,

o -

I $ oc adm prune groups --sync-config=/path/to/Idap-sync-config.yaml --confirm

I $ oc adm prune groups --whitelist=/path/to/whitelist.txt --sync-config=/path/to/ldap-sync-config.yaml --
confirm

I $ oc adm prune groups --blacklist=/path/to/blacklist.txt --sync-config=/path/to/ldap-sync-config.yaml --
confirm

18.4. B5i[E# LDAP 4

B LRI ERE cron fE L EEEIBEIEY$ LDAP 4,
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FeREH
o TATLUFEAEA cluster-admin B&IAE 5N EE,

o MOEET LDAP BRRH#FZR (IDP),
LSRR R QI — 1% Idap-secret B9 LDAP secret #1% 7 ca-config-map BIEC B RR 5T,

1. QB—NEHAIZT cron EFSHTIE :
I $ oc new-project Idap-sync ﬂ

Q tEiRFR(FE A %N Idap-sync 9T H .,

2. HESIEECE LDAP SRR FIT AR secret MIECEMST, FRENIEHRIBILIFIIR,
secret AEZBMET7F7E T openshift-config B H, /1S I FI#HH Idap-sync T B,

3. EBRSSMR

Idap-sync-service-account.yamiz=fl

kind: ServiceAccount
apiVersion: vi
metadata:
name: Idap-group-syncer
namespace: ldap-sync

4. BIRARSSIKS

I $ oc create -f Idap-sync-service-account.yaml

5. EXEEAR:

Idap-sync-cluster-role.yamlz~fl

apiVersion: rbac.authorization.k8s.io/v1
kind: ClusterRole
metadata:
name: Idap-group-syncer
rules:
- apiGroups:
- user.openshift.io
resources:
- groups
verbs:
- get
- list
- create
- update

6. UIBREHAR:
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I $ oc create -f Idap-sync-cluster-role.yami

7. EXEHABAERERABCHERERIRSIKS |

Idap-sync-cluster-role-binding.yaml 7=l

kind: ClusterRoleBinding
apiVersion: rbac.authorization.k8s.io/v1
metadata:
name: Idap-group-syncer
subjects:
- kind: ServiceAccount
name: Idap-group-syncer ﬂ
namespace: ldap-sync
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole

name: Idap-group-syncer 9

@ HiuRRamEoRRAR S Ik B3I,
@ SIRLRERAEIENERAE,

8. LIREHABHTE

I $ oc create -f I[dap-sync-cluster-role-binding.yaml

9. EIRERTHEXX M ERST :

Idap-sync-config-map.yaml 7=l

kind: ConfigMap
apiVersion: vi
metadata:
name: Idap-group-syncer
namespace: ldap-sync
data:
sync.yaml: | ﬂ
kind: LDAPSyncConfig
apiVersion: v1
url: ldaps://10.0.0.0:636 (2]
insecure: false
bindDN: cn=admin,dc=example,dc=com 6
bindPassword:
file: "/etc/secrets/bindPassword"
ca: /etc/ldap-ca/ca.crt

rfc2307: (4]

groupsQuery:
baseDN: "ou=groups,dc=example,dc=com" 6
scope: sub
filter: "(objectClass=groupOfMembers)"
derefAliases: never
pageSize: 0
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groupUIDAttribute: dn
groupNameAttributes: [ cn |
groupMembershipAttributes: [ member ]
usersQuery:

baseDN: "ou=users,dc=example,dc=com" G

scope: sub

derefAliases: never

pageSize: 0
userUIDAttribute: dn
userNameAttributes: [ uid ]
tolerateMemberNotFoundErrors: false
tolerateMemberOutOfScopeErrors: false

EX RS REXH,

¥EE URL,

&% bindDN,

AHIER RFC2307 3 ; IRIFFEFEME, HiLa UERTRBR,

i groupsQuery #5%E baseDN,

Q9006009

77 usersQuery 5 baseDN,

10. Q2ECERRSY :

I $ oc create -f [dap-sync-config-map.yaml

1. & cron {E :

Idap-sync-cron-job.yaml 7= 45l

kind: CronJob
apiVersion: batch/v1
metadata:
name: Idap-group-syncer
namespace: ldap-sync
spec: 0
schedule: /30 * * * *" (2]
concurrencyPolicy: Forbid
jobTemplate:
spec:
backoffLimit: 0
ttiSecondsAfterFinished: 1800 6
template:
spec:
containers:
- hame: ldap-group-sync
image: "registry.redhat.io/openshift4/ose-cli:latest"
command:
- "/bin/bash"
- "_C"
- "oc adm groups sync --sync-config=/etc/config/sync.yaml --confirm"
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volumeMounts:
- mountPath: "/etc/config"
name: "ldap-sync-volume"
- mountPath: "/etc/secrets”
name: "ldap-bind-password”
- mountPath: "/etc/Idap-ca”
name: "ldap-ca"
volumes:
- name: "ldap-sync-volume"
configMap:
name: "ldap-group-syncer"
- name: "ldap-bind-password"

secret:
secretName: "ldap-secret” 6
- hame: "ldap-ca"
configMap:
name: "ca-config-map" G

restartPolicy: "Never"
terminationGracePeriodSeconds: 30
activeDeadlineSeconds: 500

dnsPolicy: "ClusterFirst"
serviceAccountName: "ldap-group-syncer”

BR& cron fEL IR E., BX cron FLIXBMEZER, 1ESH"QIE cron /EIL",

LA cron 18N ERVE LT X 3XANRBY cron FRALE 30 2HHZIT—IR, RIBFZEFEIM
X, WREEZRLSIZITARHEEON A,

AP ST AR BIT[R] (BARD O BAL) o IXNOZESFLFERIEARRICES, LUEBIE BRI

RNV FHBAIE R ERER, INFTELER, 1HSH Kubernetes XA TTL-after-finished
Controller,

51T cron YEMLEY LDAP sync a4y, (5 BCERLST A E A& BEiE S
It secret 27EE2E LDAP IDP 513,

HECE M AT 2R E LDAP IDP M,

12. A% cronjob :

I $ oc create -f I[dap-sync-cron-job.yaml

HinBR

o FCE LDAP HpRMH2ER

o % cron job

18.5. LDAP H[E % 7~

AT EE RFC 2307, Active Directory #13&3# Active Directory = BR 1,
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XERBIBREMARIPBREESBAENERNS., BEME, RATMAEANK I ZEM
Ho MFERNARSHREANER, HSLHRERA KRS =,

18.5.1. {§1fH RFC 2307 &R [F#$2H

XF RFC 2307 =X, LUTFRANEEY &N admins B94H, ZAHBH NG Jane F Jim, 13X L 7R ] it
T

o [E¥ 2 [F OpenShift Container Platform &4 Bt 4 H10 5%,

XERBBREMARIPHREESBAEANERNKT., BEME, RATMAEANK N ZEM
H, MFAXRNAELHREHNER, HSLHREMNIN TBREL RO,

ERFC 2307 &R, B (Jane #lJim) FIHEEMENE—KRFZBEET LDAP IRSS 3£, ZHAR 01 HH&
MEEEEMBEED, LT Idif FBEX T XMEXWE A :

{1/ RFC 2307 &X19 LDAP %8 : rfc2307.1dif

dn: ou=users,dc=example,dc=com

objectClass: organizationalUnit

ou: users

dn: cn=Jane,ou=users,dc=example,dc=com
objectClass: person

objectClass: organizationalPerson

objectClass: inetOrgPerson

cn: Jane

sn: Smith

displayName: Jane Smith

mail: jane.smith@example.com

dn: cn=Jim,ou=users,dc=example,dc=com
objectClass: person

objectClass: organizationalPerson

objectClass: inetOrgPerson

cn:Jim

sn: Adams

displayName: Jim Adams

mail: jim.adams@example.com

dn: ou=groups,dc=example,dc=com
objectClass: organizationalUnit

ou: groups

dn: cn=admins,ou=groups,dc=example,dc=com ﬂ
objectClass: groupOfNames

cn: admins

owner: cn=admin,dc=example,dc=com
description: System Administrators

member: cn=Jane,ou=users,dc=example,dc=com 9
member: cn=Jim,ou=users,dc=example,dc=com
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qp /A2 LDAP RS 2BHhmE—£%E,

g Hx 5 R RE B MERITRAB ARSI,

FoRFM

o (EREXH.

o TATLUFEAEA cluster-admin B&IAE iR EEE,

e {#FH rfc2307_config.yaml X{421TRE% :

$ oc adm groups sync --sync-config=rfc2307_config.yaml --confirm

OpenShift Container Platform G/ UL FHICRIE N LB R IERER -

{81 rfc2307_config.yaml X4/ H OpenShift Container Platform %1

000 O

apiVersion: user.openshift.io/v1
kind: Group
metadata:

annotations:

openshift.io/ldap.sync-time: 2015-10-13T10:08:38-0400 0

openshift.io/ldap.uid: cn=admins,ou=groups,dc=example,dc=com 9

openshift.io/ldap.url: LDAP_SERVER_IP:389 G
creationTimestamp:

name: admins ﬂ

users: e

- jane.smith@example.com
- jim.adams@example.com

Itt OpenShift Container Platform H5 LDAP RS2 & fm— RES BT E], K 1ISO 6801
2o

LDAP AR %525 L 4HRIME—FRiART,
TFIEIZLHIC KB LDAP BRS52858Y 1P Huhit A0 E 4,
RIBR 2 18 EHIZH A TR,
BFHMRAKAF, AMERES 4T,

18.5.2. {#F RFC2307 X\ K - & XA MRS K [FH2H
FEEA P E AR RS AN, REXHARSTER NS SIXLEMmE, TR,

{5 RFC 2307 &\ X/ %E LM A FRBRSTH9 LDAP [F4 B

i& : rfc2307_config_user_defined.yaml

I kind: LDAPSyncConfig
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apiVersion: vi
groupUIDNameMapping:
"ch=admins,ou=groups,dc=example,dc=com": Administrators 0
rfc2307:
groupsQuery:
baseDN: "ou=groups,dc=example,dc=com"
scope: sub
derefAliases: never
pageSize: 0
groupUIDAttribute: dn g
groupNameAttributes: [ cn ] 6
groupMembershipAttributes: [ member ]
usersQuery:
baseDN: "ou=users,dc=example,dc=com"
scope: sub
derefAliases: never
pageSize: 0
userUIDAttribute: dn @)
userNameAttributes: [ mail ]
tolerateMemberNotFoundErrors: false
tolerateMemberOutOfScopeErrors: false

A T SLEY B FRBR A

M—FRRREYE, BTFAFE XA A8, & DN AF groupUIDAttribute i, &FEEIEE
groupsQuery 1823, EEIHITRATIE, EFEREEY/BEEAE,

MREME—IMARAERFE LA, FAFIEE OpenShift Container Platform HAHIE M,

oo 09

ME—H7iN LDAP RSS2 LR B M. £ DN BT userUIDAttribute B, #&JE%18 EusersQuery
WEeR. BEHTRANLE, HERBRE/ BEEAE,

SeREH
o OIEEE S,
o REILIMEAER cluster-admin A& 1 n&EE,

e {#fH rfc2307_config_user_defined.yaml X/4i217E% :
I $ oc adm groups sync --sync-config=rfc2307_config_user_defined.yaml --confirm

OpenShift Container Platform I8 FHILREAE N LA SRR R -

{85 rfc2307_config_user_defined.yaml X fllE2H OpenShift Container Platform £H

apiVersion: user.openshift.io/v1
kind: Group
metadata:
annotations:
openshift.io/ldap.sync-time: 2015-10-13T10:08:38-0400
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openshift.io/ldap.uid: cn=admins,ou=groups,dc=example,dc=com
openshift.io/ldap.url: LDAP_SERVER_IP:389
creationTimestamp:
name: Administrators ﬂ
users:
- jane.smith@example.com
- jim.adams@example.com

ﬂ FH AR 7E LR & FRBR A 8 TE B9 ZH A R,

18.5.3. {#F RFC 2307 XA E X R XR L H

KANBRT, MEEFASHWHEHSEEZBEMRLERPE CER AWK, HREPS SRV TR T
1

Error determining LDAP group membership for "<group>": membership lookup for user "<user>" in
group "<group>" failed because of "search for entry with dn="<user-dn>" would search outside of the
base dn specified (dn="<base-dn>")".

B E R usersQuery FEEHH) baseDN E2E 1%, Fid, 0R baseDN EERSHHAPMERD K

=}

51, #B4KIE tolerateMemberOutOfScopeErrors: true T LLiE4H E S A EE31T, SEHE 2 4 B9RR 14
el

>

B, HHRSIRRERIEDIHNE KL, BRUEXIGEERER

Error determining LDAP group membership for "<group>": membership lookup for user "<user>" in
group "<group>" failed because of "search for entry with base dn="<user-dn>" refers to a non-
existent entry".

Error determining LDAP group membership for "<group>": membership lookup for user "<user>" in
group "<group>" failed because of "search for entry with base dn="<user-dn>" and filter "<filter>" did
not return any results".

BB R usersQuery FERECE 1%, i, MMREAHTESCHMBRMNKLZE, BLXE
tolerateMemberNotFoundErrors: true A LLiL4HREH 4425317, BRI ERI AR 515 4 BB,

DIk

==
[=]

BET S IEZRE KRB, R LDAP H[E

LDAP HEZHHABRHERT
S EF B OpenShift Container Platform HFRER DB o

7
SEHENIER, XARERS

{81 RFC 2307 &3+ B 41k 51 BiA& A IAI78IH LDAP 5B : rfc2307_problematic_users.|dif

dn: ou=users,dc=example,dc=com
objectClass: organizationalUnit

ou: users

dn: cn=Jane,ou=users,dc=example,dc=com
objectClass: person

objectClass: organizationalPerson
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objectClass: inetOrgPerson

cn: Jane

sn: Smith

displayName: Jane Smith

mail: jane.smith@example.com

dn: cn=Jim,ou=users,dc=example,dc=com
objectClass: person

objectClass: organizationalPerson

objectClass: inetOrgPerson

cn: Jim

sn: Adams

displayName: Jim Adams

mail: jim.adams@example.com

dn: ou=groups,dc=example,dc=com

objectClass: organizationalUnit

ou: groups

dn: cn=admins,ou=groups,dc=example,dc=com
objectClass: groupOfNames

cn: admins

owner: cn=admin,dc=example,dc=com
description: System Administrators

member: cn=Jane,ou=users,dc=example,dc=com
member: cn=Jim,ou=users,dc=example,dc=com
member: cn=INVALID,ou=users,dc=example,dc=com ﬂ
member: cn=Jim,ou=OUTOFSCOPE,dc=example,dc=com 9

Q LDAP RS 88 L RIFTERIRR .
g ABEIETE, (ERERSESHIEF~EiHH baseDN FHIAK 5.

ERULULERABRER, BUIERSEEXHHRRINATAR

£/ RFC 2307 &= HF 1 H15~89 LDAP B4 BCi& : rfc2307_config_tolerating.yaml

kind: LDAPSyncConfig
apiVersion: vi
url: [dap://LDAP_SERVICE_IP:389
rfc2307:
groupsQuery:
baseDN: "ou=groups,dc=example,dc=com"
scope: sub
derefAliases: never
groupUIDAttribute: dn
groupNameAttributes: [ cn ]
groupMembershipAttributes: [ member ]
usersQuery:
baseDN: "ou=users,dc=example,dc=com"
scope: sub
derefAliases: never
userUIDAttribute: dn )
userNameAttributes: [ mail ]

tolerateMemberNotFoundErrors: true 9
tolerateMemberOutOfScopekErrors: true 6
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@ 15 LDAP RS S LA BB, 4% DN AT userUIDAttribute Y, &A1 EusersQuery
EEs. EEMTREITIE, HERBRS/REHRTE

7 true B, EHESBTFHAREO KA, FEBEATE LDAP SREBIMK AFHR AR, NRET
BAEMG, RAFESHRIAT R

o

© truet, AHESTIFHEHME usersQuery B DN RAER EEZANA, FATE
AR ST IR AR RS, MREAREN R ABLEE, RS E5HERT R RIL

SR M
o OIEEE S,
o REILIMEAER cluster-admin A& 1A &EE,

it =

e {FFH rfc2307_config_tolerating.yaml 3X{421T7RE% :
I $ oc adm groups sync --sync-config=rfc2307_config_tolerating.yaml --confirm

OpenShift Container Platform AL FHICKAE N LR SR FRIZER -

{81 rfc2307_config.yaml ({4 H OpenShift Container Platform %1

apiVersion: user.openshift.io/v1
kind: Group
metadata:
annotations:
openshift.io/ldap.sync-time: 2015-10-13T10:08:38-0400
openshift.io/ldap.uid: cn=admins,ou=groups,dc=example,dc=com
openshift.io/ldap.url: LDAP_SERVER_IP:389
creationTimestamp:
name: admins
users: ﬂ
- jane.smith@example.com
- jim.adams@example.com

ﬂ BTAHMKANAS, RERSXHEE, ROEMNSEIBFHERIIM A,

18.5.4. {1 Active Directory = [E% 2

£ Active Directory &3/, WA (Jane #l Jim) EIEHE—RKFBEFET LDAP RS EH, HM
AN FEERFREER, T Idif FERE LT X MEXH A~ A -

{81/ Active Directory ##) LDAP £&H : active_directory.ldif

dn: ou=users,dc=example,dc=com
objectClass: organizationalUnit
OU: USers

dn: cn=Jane,ou=users,dc=example,dc=com
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objectClass: person

objectClass: organizationalPerson
objectClass: inetOrgPerson
objectClass: testPerson

cn: Jane

sn: Smith

displayName: Jane Smith

mail: jane.smith@example.com

memberOf: admins 0

dn: cn=Jim,ou=users,dc=example,dc=com
objectClass: person

objectClass: organizationalPerson
objectClass: inetOrgPerson

objectClass: testPerson

cn: Jim

sn: Adams

displayName: Jim Adams

mail: jim.adams@example.com
memberOf: admins

AP BHR L AT B BN, R BIF NFRBEETIRS 23S, memberOf BEFR—E A
FRFZEEEMN ; L% LDAP R HH, SHEERIEBHUEHROGLE iR, BERRILHEIE
)%O

FeREH
o OIEEE S,
o ATLUFEAEA cluster-admin B&IAE iR EEE,

ff

L=

S

e {#f active_directory_config.yaml X217 E% :
I $ oc adm groups sync --sync-config=active_directory_config.yaml --confirm

OpenShift Container Platform Q8L FAHILFE N LS RIEMLER -

{88/ active_directory_config.yaml 3 {48/ OpenShift Container Platform

apiVersion: user.openshift.io/v1
kind: Group
metadata:
annotations:
openshift.io/ldap.sync-time: 2015-10-13T10:08:38-0400 0
openshift.io/ldap.uid: admins @)
openshift.io/ldap.url: LDAP_SERVER_IP:389 6
creationTimestamp:
name: admins ﬂ
users: 6
- jane.smith@example.com
- jim.adams@example.com
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Itt OpenShift Container Platform H5 LDAP RS2 & fm— RES BT E], K 1ISO 6801
o

LDAP AR %525 L 4HBIME—FRIART,
TFHEZHIL KB LDAP ARS5 2819 IP thit F1E M.
LDAP AR5 25 H 51 i B9 2H & 75,
BTFHMRAKAF, &MERES SXHEE.

000 9O

18.5.5. @ A5 Active Directory &\ E$4H

1E3858 Active Directory #=® A, P (Jane Ml Jim) FHEEHE—RZBHEET LDAP RS &,
R B AR NI ERETER P RIE MR, LUF Idif FERE X T X MEXBE P FIA -

{1855 Active Directory B\ B9 LDAP 5 H : increaseded_active_directory.ldif

dn: ou=users,dc=example,dc=com
objectClass: organizationalUnit
ou: users

dn: cn=Jane,ou=users,dc=example,dc=com
objectClass: person

objectClass: organizationalPerson
objectClass: inetOrgPerson

objectClass: testPerson

cn: Jane

sn: Smith

displayName: Jane Smith

mail: jane.smith@example.com

memberOf: cn=admins,ou=groups,dc=example,dc=com ﬂ

dn: cn=Jim,ou=users,dc=example,dc=com

objectClass: person

objectClass: organizationalPerson

objectClass: inetOrgPerson

objectClass: testPerson

cn: Jim

sn: Adams

displayName: Jim Adams

mail: jim.adams@example.com

memberOf: cn=admins,ou=groups,dc=example,dc=com

dn: ou=groups,dc=example,dc=com
objectClass: organizationalUnit
ou: groups

dn: cn=admins,ou=groups,dc=example,dc=com 9
objectClass: groupOfNames

cn: admins

owner: cn=admin,dc=example,dc=com
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description: System Administrators
member: ch=Jane,ou=users,dc=example,dc=com
member: cn=Jim,ou=users,dc=example,dc=com

@ FrERATIEIIN AR

g ‘H27E LDAP RS2 LB —%H,

SeRFMH

o (EREXH.

o ATLUFEAEA cluster-admin A& 5N EE,

AR

e {#fH augmented_active_ directory_config.yaml X{4i217E% :

$ oc adm groups sync --sync-config=augmented_active_directory_config.yaml --confirm

OpenShift Container Platform G/ UL FHICRIE N LB R IERER -

{5 augmented_active_directory_config.yaml X1/ OpenShift Container
Platform ¢H

000 O

apiVersion: user.openshift.io/v1
kind: Group
metadata:

annotations:

openshift.io/ldap.sync-time: 2015-10-13T10:08:38-0400 0

openshift.io/ldap.uid: cn=admins,ou=groups,dc=example,dc=com 9

openshift.io/ldap.url: LDAP_SERVER_IP:389 6
creationTimestamp:

name: admins ﬂ

users: e

- jane.smith@example.com
- jim.adams@example.com

Ilt OpenShift Container Platform H5 LDAP fR&5 2 & fm— RES BETE], K 1ISO 6801
2o

LDAP AR %525 L 4HRIME—FRiIART,
%ALY LDAP ARS5 2819 1Ptk F1E .
RIBR 5 18 EHIZHI A TR,
BTFHMRAKAF, AMERES 4T,

18.5.5.1. LDAP EREFRK i1 T #& B & <1
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OpenShift Container Platform RRIAHTERE, 1EHFEBIEZAI, LDAP ARS5 28 W01 R 5 &,
Microsoft By Active Directory Server 5&i3 LDAP_MATCHING_RULE_IN_CHAIN #Jl3z #5X—IhRE, H
OID 77 1.2.840.113556.1.4.1941, 74}, {EFLITESHLNINT REER 5 BAFASIE B & 5 v,

AT HREYRBIER T 185 Active Directory X, ©fFE$—1 %7 admins B4, ZHE—1 A Jane
#—~ %H otheradmins, otheradmins HEHG—NBK A : Jim, XANRBIERT :

o HN{AIFHFNAE FARINE LDAP RSS2,
e | DAP A% Bei&E XIS,
o [@#% Z G OpenShift Container Platform &4 it 2 4Hil K,

1E38 3% Active Directory #= A, A/ (Jane #1 Jim) FIH#RENE—RLXBEFET LDAP RSS2 4,
HEK G EBNEEER P SHENBMS, UT Idif FBE T XMEXMA A :

{81855 Active Directory B\ f1HRERK 5189 LDAP &8 :
increaseded_active_directory_nested.ldif

dn: ou=users,dc=example,dc=com
objectClass: organizationalUnit
ou: users

dn: cn=Jane,ou=users,dc=example,dc=com
objectClass: person

objectClass: organizationalPerson
objectClass: inetOrgPerson

objectClass: testPerson

cn: Jane

sn: Smith

displayName: Jane Smith

mail: jane.smith@example.com

memberOf: cn=admins,ou=groups,dc=example,dc=com ﬂ

dn: cn=Jim,ou=users,dc=example,dc=com
objectClass: person

objectClass: organizationalPerson
objectClass: inetOrgPerson

objectClass: testPerson

cn: Jim

sn: Adams

displayName: Jim Adams

mail: jim.adams@example.com

memberOf: cn=otheradmins,ou=groups,dc=example,dc=com 9

dn: ou=groups,dc=example,dc=com
objectClass: organizationalUnit
ou: groups

dn: cn=admins,ou=groups,dc=example,dc=com 6
objectClass: group

cn: admins

owner: cn=admin,dc=example,dc=com

description: System Administrators

member: cn=Jane,ou=users,dc=example,dc=com
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member: cn=otheradmins,ou=groups,dc=example,dc=com

dn: cn=otheradmins,ou=groups,dc=example,dc=com ﬂ
objectClass: group

cn: otheradmins

owner: cn=admin,dc=example,dc=com

description: Other System Administrators

memberOf: cn=admins,ou=groups,dc=example,dc=com 6 G
member: cn=Jim,ou=users,dc=example,dc=com

QOO A RTINS REIB
OO =7 LDAP [R%5 % LHIE—HKE,
@ otheradmins 12 admins IR .
5 Active Directory A% 8RERANT, EAIIREA - ZEMARZER LDAP HIE X, UKRIENER
OpenShift Container Platform HiLkARKRENNEYE. 74, EEBRRZEFITELER
e oc adm groups sync BRI ATIER R,

o FF#) groupMembershipAttributes /25 "memberOf:1.2.840.113556.1.4.1941:", LLE
5F LDAP_MATCHING_RULE_IN_CHAIN i,

e groupUIDAttribute /7115 dn,
e groupsQuery :
o TFKE filter,
o WAIKERMA derefAliases.
o ARNiIXE basedn, &I {EIGHEZARR,
o FRIXIE scope, FNILIETHRRE,

FERHEEE I, f&FE OpenShift Container Platform AR AIERIE RN RAIBEf Al D& AN B A T EmM
AFsEE AT, f0, BB FEMEFRIR OpenShift Container Platform 2B/, FIFIZEME
MAEBERAEM. UTREXHUET XLEXR

{#fA385% Active Directory B\ HIERER 7189 LDAP RIS ECE :
increaseded_active_directory_config_nested.yaml

kind: LDAPSyncConfig
apiVersion: vi
url: [dap://LDAP_SERVICE_IP:389
augmentedActiveDirectory:
groupsQuery: ﬂ
derefAliases: never
pageSize: 0
groupUIDAttribute: dn g
groupNameAttributes: [ cn ] 6
usersQuery:
baseDN: "ou=users,dc=example,dc=com"
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$E18= F4 LDAP A

scope: sub
derefAliases: never
filter: (objectclass=person)
pageSize: 0
userNameAttributes: [ mail ]ﬂ
groupMembershipAttributes: [ "memberOf:1.2.840.113556.1.4.1941:" ] 6

FoIA1ETE groupsQuery iTiE2R. groupsQuery £ DN A5G [H ERH2BE, groupsQuery 21X
BEN—"TENMH derefAliases,

ME— R LDAP BRS52s LZHRIE M, /1% dn,
EREHETRE M.
OpenShift Container Platform Hic 5k F{E A - &R E M.

L L L E P HxEmail & sAMAccountName,

© FHRANHRERNAS B, & LDAP_MATCHING_RULE_IN_CHAIN H9{E .

oo 9O

FeRE M
o OIEEE S,
o REILIMEAER cluster-admin A& 1 n&EE,

e {#fH augmented_active_directory_config_nested.yaml X{4i217E% :

$ oc adm groups sync \
'cn=admins,ou=groups,dc=example,dc=com' \
--sync-config=augmented_active_directory_config_nested.yaml \
--confirm

v pa Y=
AN W BAHAYS cn=admins,ou=groups,dc=example,dc=com ‘HFI1E H & ¥ A,

OpenShift Container Platform G/ UL FHICRIE N LB R IERER -

{81/ augmented_active_directory_config_nested.yaml X BB OpenShift Container
Platform ¢H

apiVersion: user.openshift.io/v1
kind: Group
metadata:

annotations:

openshift.io/ldap.sync-time: 2015-10-13T10:08:38-0400 )
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openshift.io/ldap.uid: cn=admins,ou=groups,dc=example,dc=com g
openshift.io/ldap.url: LDAP_SERVER_IP:389 6
creationTimestamp:
name: admins ﬂ

users:
- jane.smith@example.com
- jim.adams@example.com

Ilt OpenShift Container Platform H5 LDAP fR&5 2 & m— RES BETE], X ISO 6801
o

LDAP RSS2 EHRIME—FRiR T,
FHEZH10 %80 LDAP AR 25/ IP bk F1E .,
RIBERE S TR EMHM AR,

000 O

BFAHMKAMAFS, ZMBESXHIEE. FiE, REARASEEN, AH
Microsoft Active Directory Server BEER T 24HR 71 % Ro

18.6. LDAP [l Bo & HiA&

BB XXHHT RAEION T, 5FR, TRANERXSREFARNFER, 180, viActiveDirectoryConfig 3%
& groupsQuery FE%, i vI.RFC2307Config # vI.AugmentedActiveDirectoryConfig &G iX N FEX,
H5E

AXFEZHFIEY, FTAREB LDAP RS 2HIBMEEIEER U IR A UTF-8 Jihid S RF SR EIA
Ho BN, tD70%F objectGUID F /i FIEMERF ID Blt. B ERFrEREM.,
20 sAMAccountName =% userPrincipalName,

18.6.1. v1.LDAPSyncConfig

LDAPSyncConfig @& & X LDAP HE % fr HHIEC B 1E T,

B 50

kind KR RATERB REST IR FRESH
FREBE, RFSJBATLUMNE P iHE
HIRRTIH R el TTEE
. RARIEHEE
(CamelCase), %15
B 1 https;//github.com/kubernet
es/community/blob/master/cont
ributors/devel/sig-
architecture/api-
conventions.md#types-kinds
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HFR sk

TE SN R LR R IE B AR A A
Ho ARSSZBBNIZIF R AR R b
NEFHIRERE, FAIELER IR
MiE. EZE

B : https://github.com/kubernet
es/community/blob/master/cont
ributors/devel/sig-
architecture/api-
conventions.md#resources

apiVersion

url N R EEEEIM LDAP RS 2RH9
HE. EHME
O : scheme://host:port

bindDN EHEEI LDAP RS 2RHI AL

DN,

bindPassword TEE RN R B E A LT,

& true, NMRTEEARNERA
TLS, & false, ] ldaps://
URL fEF TLS #17#%%, #F A&
A
https://tools.ietf.org/html/rfc283
0 I EM StartTLS ¥ Idap://
URL #ZH TLS %, MR
insecure % true, MFCEER
Idaps:// URL,

insecure

ca TEMAR S5 28 & H1E KN FA B9 AT L
BYRMEIE B A M S, EH
Z2, U A BIABIRGARIES,

groupUIDNameMapping LDAP 4H UID & OpenShift
Container Platform 41 & FREI AT 1%

BT,

rfc2307 SERTMZER LDAP RS 231R
BEUBEMEE, HERNRLUTF
RFC2307 : E—RAEAMMA %
B, URHFIEERKGEZER

L EHB MR ERZE R A B8,

TEATMIKER LDAP IR55 2312
BHBIENERE, HERX5 Active
Directory FR{EFRRIEML : 55—%
FAF%&E, URHBIIHIEHBR
R (EBMREREMR A T,

activeDirectory

$18 = RS LDAP A

- Eoo

FRE#

FRES

FRE#

v1.StringSource

#/R{E

FRE#

IO S

vI.RFC2307Config

v1.ActiveDirectoryConfig
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£ ek BEX
augmentedActiveDirectory SERATMILER LDAP fR558818  vI.AugmentedActiveDirectoryCon
D#ENEE, ERXS5LEEER fig
B Active Directory Hr{# FEB9ZE

X, BAM—I: BRE—KHER
B, Ik FRFTHEMIEHRK

= Yz
[l N

18.6.2. v1.StringSource

StringSource L IFEERKFRH, HBIINELEBIXHMABIEE. HEREE—PFRHE,
BRHI N —DE H JSON FRFE,

B fed B

value IBEMAXE, NEEMEE (R FRE
f5E T keyFile) .

env EEQSHXERIMEHE (NRE FRS
E T keyFile) BB £,

file BIHEBAXERMEE (NRE  F/HH
E T keyFile) #xxf4,

keyFile SIReERATHREENBEYINX FRES
14:0

18.6.3. v.LDAPQuery

LDAPQuery S 5198 LDAP 2 ifi A AL,

£ Tk B
baseDN FERRGNMFFBENE RS FRA
B9 DN,
scope BHRALEEE, ATLUZ FREB

base ({{EAXIR) . one (H
AYH ERFRBNTR) ssub (B
NFW) . BRITZE, NBIAN
sub,
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$18 = RS LDAP A

B fed koY

derefAliases 5h|aEXMEEERT RN, AT FRE
= never (MAf&5| |
%) . search ([\ixigzF:+E5|
) . base ((MEEHLERNER
K251 ) =k always (A2 #ERA|
) . ERKE, NEKILH
always,

timeout SLEMAXNRSBIIEFRERFE EH
AR 17 AR A5 XE BO T [ BR A6,
LIF AL, MRZO0, MAEE
fe& - im— M B R,

filter fHAEA DN M LDAP RS 2H%R =S
FRIEHEX5B AN LDAP #3RiT
1825,

pageSize RAEETEANDN, ULDAP£B B
HEE, TTEARNN 0 RTAHT
b2 i

18.6.4. v.RFC2307Config

RFC2307Config 2 & EMEE LT, ATFE X LDAP ARS M{EEA RFC2307 5 LDAP IR55 %
RH,

2R ek 5

groupsQuery SEBATREHLBEM LDAP &ifl  vI.LDAPQuery
R,

groupUIDAttribute E X LDAP A H LN BMRN  FRH

AR HME—PRiIARE,
(IdapGroupUID)

groupNameAttributes E X LDAP HRHE EHIFLEMSN  FREHA
21 N FF OpenShift Container
Platform fHA9 & R,

groupMembershipAttributes E N LDAP A& B LML EMHERE FREHNA
BHEKA, XEBEERSENE
/A B UserUIDAttribute 2
o
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£ ik =X

usersQuery SEATREASMEZENLDAPE  vILDAPQuery
TR,

userUIDAttribute E X LDAP AP &E LHWHANENE FRE

MFEREHNHE—TROAR, soils
GroupMembershipAttributes
k5 £ DIERS P

userNameAttributes ENEFERALDAP AP &B LM  FRBEHA
LEM, LUAEH OpenShift
Container Platform &, &
BN EFEENEME. XL
515
LDAPPasswordldentityProvi
der #J PreferredUsername %
EILES, OpenShift Container
Platform ZHic sk B/ER - &
B, ZHREFPEHLmail %

sAMAccountName.,
tolerateMemberNotFoundErr AEEBEIRANA N ZBE /KA
ors LDAP RIFEFSIT N, &EH

true, NIEFIHRAEME I TELIRY
LDAP B, FHBERICFKE
., R false, MNERAAENH
REHIEMAESR, LDAP BSE
FRRN, BRIMED false, 1R
kRN true, MIECEERA
LDAP RE$E55 7 S BUH R 5 7
WRshR, FLERVGEEHE AL

==
18N o

tolerateMemberOutOfScopeE AEEBEBHEEMAAKEN  #W/RE

rrors LDAP E#HAEE TN, WRN
true, NEFBHNFERFENR
YATERE A DN SEE R LDAP B
#=ifl, FELOCRER. B
false, NI EHERRERF
g EMEA DN SEFE 23R
i, LDAP RIZEFMNE, R
teFr&i% N true, NIECEF XS
LDAP RI#{E 557 S RUH iR A
£, BB UGEE SRR,

18.6.5. v1.ActiveDirectoryConfig

ActiveDirectoryConfig @ & M EMECE LT, AT E L LDAP HES WA EF Active Directory R &
LDAP BRS525 %X H
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$18 = RS LDAP A

AT Hah B

usersQuery SEATREASMEZENLDAPE  vILDAPQuery
TRERR

userNameAttributes E X LDAP BB LMt EE FRRHEE

FHERE N E OpenShift Container
Platform FAF %, OpenShift
Container Platform 2Hif 5k & A/
RAraMHEN. 2HREFE
mail 5
sAMAccountName.

groupMembershipAttributes ELDAP A &B LML EME  FREBEHA
SR e,

18.6.6. v.AugmentedActiveDirectoryConfig

AugmentedActiveDirectoryConfig S & % EMEE L, FATFE L LDAP HRFF iN{al 5 F 85k Active
Directory B 5 LDAP R$#8 X H,

AT Hah B

usersQuery SEATROMASMEZEN LDAPE  vILDAPQuery
TRERR

userNameAttributes E X LDAP BB LMtk EE FRFRHE

FHERE N E OpenShift Container
Platform FAF %, OpenShift
Container Platform 2Hi 5k # A/
RAraHEN. 2HREFE
Email 5
sAMAccountName.

groupMembershipAttributes ELDAP A &B LML EME  FREBHA

SRR N e,

groupsQuery SEBATREHLBEM LDAP &ifl  vI.LDAPQuery
R,

groupUIDAttribute E X LDAP A H LN BMERN  FRH

AR HME—PRiIARE,
(IdapGroupUID)

groupNameAttributes E X LDAP AR HE EHIFLEMS  FREHA
#21 N FF OpenShift Container
Platform fHA9 & R,
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F£19E EEHNVEEIE

19.1. X F CLOUD CREDENTIAL OPERATOR

Cloud Credential Operator (CCO) ‘M=#tNEEiEEh B E LFIRE L (CRD) #1178
1, CredentialsRequest B & Y %R (CR) B CCO A%, FiF OpenShift Container Platform ZH{4

AR T BN ENRIE K 4N mEE

@it 7E install-config.yaml XX {471} credentialsMode Z#XBARRMI(E, AR CCO BB NLULFHR
FEEREE, MEEREEREEER, 30T credentialsMode SE B N ERFERFE (") .

19.1.1. &=

@it 7E install-config.yaml XX {471 credentialsMode Z#XBARRMIE, AR CCO BB NTE

mint, passthrough 3% manual = T&E, XL&RITTH CCO AT EIRMIRER P
credentialsRequest CR 12 7 ZEBRAMMRE MY, FHATEE CCO LLENENNMHNREER, T2
B CCO BRI IHFAMAB M E

e Mint: 7 mint R, CCO ERRMMEEANTEILVERPAMQEMFTIL, BREARM
R ERRR,

® Passthrough : 7£ passthrough #xX#, CCO HREMNTEILEHBAIER T REIERAG,
o WAHMHMKHZIEMFIER  ZEFIERP, BAUERKBREIEMAZE CCO,
o AHMMEHEIENFIES N TFELEMNE, BRAUERETREPFER CCO LAER

(ccoctl) HENAMSHEEIIEIR, XEEEIFIE OpenShift Container Platform &£ 4 QI B E
EEQ

7% 19.1. CCO #EA 2 Hfhlzk

=HtNRS i Passthrough R KSR fERmESIE
) )

Amazon Web Services (AWS) X X X X

Global Microsoft Azure X X X

Microsoft Azure Stack Hub X

Google Cloud X X X X

IBM Cloud® x [1]

Nutanix x [

Red Hat OpenStack Platform X

(RHOSP)

VMware vSphere X
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F1oEEHRMHNEEIL
. WEBERLEIEPRER ccoctl TEEE KHEIL,

19.1.2. #87E Cloud Credential Operator =
MNFXFEMEXNPER CCOMES, ERTLUER Web #2HI&5 CLIHAE CCO ZFEAMNER,
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19.1. 7% CCO Eci&

Determine

platform type

v

v

Red Hat Amazon
OpenStack Web Services
Platform
] global IBM Cloud
Red Hat Microsoft Azure
Virtualization
Google
VMware vSphere Cloud Platform
Get value of
“spec.credentialsMode’
*Passthrough’ Tt “Mint® “Manual®
Q Determine if root secret is present
Yes No
Cluster
uses CCO in
mint mode with
the root secret
removed
Get value of Get value of
*.metadata.annotations” *.spec.serviceAccountIssuer’
in cluster root secret in cluster ~Authentication” object
“"cloud- " "cloud-
credential. credential. .
openshift. openshift. [blank] Cloud provider
io/mode" 1o/mode"
:"passthrough"” "mint"”
Cloud credentials
Cluster Cluster Cluster managed from
uses CCO in uses CCO in has long-term outside the
e el mint mode with manually cluster, which
P 9 the root secret maintained was configured
mode h y
present credentials using the
“ccoctl’ utility

Microsoft
Azure
Stack Hub

19.1.2.1. {# F Web &% Cloud Credential Operator &2z

IRET LUE R Web #2HI&#E Cloud Credential Operator (CCO) BEi& M A ER.,
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$19 = ER Mt mEIE

G

% %A Amazon Web Services (AWS). £ /5 Microsoft Azure 1 Google Cloud £ #FH %
e . CCO &=,

FRFM

o REILAMFERAEEEE MIRIGIA OpenShift Container Platform ik /=,

ff

L=

S

1. AR A cluster-admin A &M A - 51985 E| OpenShift Container Platform web $#I&,
2. SfinZE Administration —» Cluster Settings.

3. TE Cluster Settings T{TE™, %t Configuration £+,

4. 7£ Configuration resource F, i%#¥ CloudCredential,

5. £ CloudCredential iF¥1& T #, 1% YAML 1E£5§,

(@)

. £ YAML s, K% spec.credentialsMode F{H, LU FE2RIEERI(E, BENIRIREHFASEME
& EEWF

e " :CCOEMINERTIZIT. EXDEER, CCO LLmint = passthrough ERiz217, Bk
BURF R HA R Y E L,

e Mint : CCO £ mint BX iz 1T,
e Passthrough : CCO 7E passthrough =iz 1T,

e Manual : CCO UFiiER21T,

BF

ZIfE AWS. Google Cloud 2 F Microsoft Azure EEMERECE, HiFFAE "
Mint, 2 Manual #J spec.credentialsMode, &4/ —% 2,

AWS 1 Google Cloud B FEAMIFR T root secret B mint #£3,

FEAFERB AWS, Google Cloud 52 & Microsoft Azure SEEF A RER W EL B
JIMEEFR AWS STS, Google Cloud Workload Identity 3% Microsoft Entra
Workload ID ISR A OB EE = EIL. EaLLE A EEF Authentication
M RRMBESFSTHEM T LIRS,

7. UEABIA(BI AWS 3% Google Cloud &8 : EFAESHE G E mint iA=Z passthrough X2
17, EKEEERE root secret EHERR ¢

a. # AZE| Workloads - Secrets, B&H =N root secret,

QLA EE
p

%\‘% WRE WB ThiHIZEN All Projects,
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& Secret &5
AWS aws-creds
Google Cloud gcp-credentials

b. EEEELHIEAFAMN CCOER, 1= Annotations THY 1 338, HKE value &, B
BESBLTHE :

e Mint : CCO 7£ mint XX 1217,
e Passthrough : CCO 7E passthrough &2 1T,
WMREHEEFER mint B, BHILUBEEREEEERE root secret BIIER FTia17,

8. UfEF mint &2=XH AWS =X Google Cloud 8% : EFAEERE RS TR A root secret HIER Tz
17, 155 M%) Workloads - Secrets F N =N EE L root secret,

% o
WRE WB ThiXHIZEN All Projects,

& Secret &5
AWS aws-creds
Google Cloud gcp-credentials

o MAMBIXL(Ez—, EHEEFFMA mint =X passthrough =, FHA root secret,
o MEEEFIXL(E, MIERTFL mint ERFEH CCO, FHMIF& root secret,

9. EAFHERM AWS, Google Cloud 2/ Microsoft Azure 8 : B TEEHRESHERE
TMEBEAVBRMEEBEREIE, EXIRE cluster Authentication X5 YAML {H,

a. SfinZE Administration —» Cluster Settings.

b. 1E Cluster Settings TTEH, %#% Configuration M,

c. 7E Configuration resource T, i£#¥ Authentication,

d. 1 Authentication details TTE ™, % YAML £,

e. £ YAML Hieh, K7 .spec.serviceAccountlssuer S,

o GAESTMINEFEIM URL MERS CCO FRFHERMAHMEMEEREIF, SR
B N{FEH ccoctl SLHARRFMEREACEMEEREIL,

o E (M RTNEBAEFIEXHRMERA CCO, BEBMEM ccoctl TEHTERE,
19.1.2.2. {8 CLI #%E Cloud Credential Operator &=
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F£10E EBHNEEIE
& LU#E A CLI#AE Cloud Credential Operator (CCO) E2 & & A fiE =X,
p= Y=

A Amazon Web Services (AWS). £ /5 Microsoft Azure 1 Google Cloud & #FH %
CCO &=,

SeRFZ M
o RO LUMERAKEFEIE RGN OpenShift Container Platform M/,

e B% %k OpenShift CLI(0c).

P =
1. LB H cluster-admin AEHNAF B3 E R EEEFH oc,

2. BI%E CCO BB NFEAMER, HHMAUTHS :

$ oc get cloudcredentials cluster \
-o=jsonpath={.spec.credentialsMode}

IRkt ERTRE, B3 3FFmBE A LBAFHMAE

e " : CCOERMIMERTZIT, EXNEER, CCO LA mint 3 passthrough &ERi217, B
BURFREEHA R4 HER9 %

e Mint : CCO £ mint BX iz 1T,
e Passthrough : CCO 7E passthrough &=z 1T,

e Manual : CCO UFiER21T,

BF

ZIE AWS. Google Cloud 2 F Microsoft Azure EBMERECE, HiFFA "
Mint, 2 Manual #J spec.credentialsMode, &/ —% i &

AWS 1 Google Cloud B FHEAMIFR T root secret B mint £,

FERAFHERB AWS,. Google Cloud 52 F Microsoft Azure EEEFTRERWECE
I MEE AWS STS. Google Cloud Workload Identity 8% Microsoft Entra
Workload ID IR ASMEIBM BB &L, EaTLLE TR ESEEE Authentication
M RRMBESBHSTHEM T LIRS,

"B AWS 5% Google Cloud &8 : EIAESRIF RS T mint 1L passthrough IR T

3. {UERE
17, EZITU TS

—\\/—\

-n kube-system \
-0 jsonpath \

sy
$ oc get secret <secret_name> \
--template '{ .metadata.annotations }'
H

i <secret_name > 2 AWS #J aws-creds 5% Google Cloud BJ gcp-credentials,
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Lth#n 45 B 7REEEE root secret X Fh .metadata.annotations S M{E, FTRERBLUTHIHIE
e Mint : CCO £ mint BX iz 1T,
e Passthrough : CCO 7E passthrough #2417,
MREHEFER mint RN, BHRITLRESREFZSERE root secret IER Ti21T,
A mint A AWS 5 Google Cloud 58 : EIAERBF RS E%E root secret BIER iz

=
7N
7, WETUT®S

$ oc get secret <secret_name> \
-n=kube-system

H i <secret_name > 2 AWS BJ aws-creds 5k Google Cloud #J gcp-credentials.

WNRTFTE root secret, XNEHEHIHSREIE X secret WER, HHIRRTIERPATETE root
secret,

5 {UEAFHERE AWS,. Google Cloud £ F Microsoft Azure £ : EMEEHERTREE
NMEHABRIMEEREILE, H2TUTee :

$ oc get authentication cluster \

-0 jsonpath \
--template="{ .spec.serviceAccountlssuer }'

Lt i % & EF Authentication Xf &/ .spec.serviceAccountissuer S,

o S RMHNEKXEH URL Mk ER R CCO HRFINEXMAMHMNBIEIE, ERERE NE
F ccoctl SLAEFMEHANCIERMNEEREIL,

o ZTHIHMRTERLUFIEAMEMR CCO, EREMEM ccoctl TRIHITERE.

19.1.3. BTN

W FEZFSMERMES (AWS, Azure #l Google Cloud), %4 CCO UEINERZ1TH, SRBKHER
WHEIE, AT ]RE LI CredentialsRequest CR BURE R,

HINBERT, CCORERIERBRLUFE mint B (BEEREER) FERXLEIENERFAGOE
BYMEIE, MREBARBLUHRE mint B, SRAEZIERE BLUMRE passthrough iR, MNREHE
T RLUF R passthrough ==, Il CCO TR IEHELL I CredentialsRequest CR,

MRAERFENFILAERZTIRFRRE, RERRNW XT AWS, RERFRENMERRRN, HiET
RADIPLRTRBINER, EEREIRZ A, HtHNVETETRRHERERRRNEGRESR,

MRERERINEEREIE, FE CCOWMEHRIERRE, CCO X4A{EMFTH CredentialsRequest CR
WERMY, "R NETIUERBMIEELIEXLEIE,

ERRATREARHNAE, HHRILRMARWIIR, MRERETEPENER, FEABREE, NTH

CredentialsRequest CR A, 153 fF CCO FiE R CR, 7, BHLUGEEREE HERATH
NEXRFHRREB CCO ER,

19.1.4. Efth ¥R

® Cloud Credential Operator B Cluster Operators & T H
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19 E ERRMtNEEIE

19.2. 4bF MINT == #) CLOUD CREDENTIAL OPERATOR

Mint =X 2 X FE M OpenShift Container Platform BJEki\ Cloud Credential Operator(CCO)EiFi&
Ko Mint R FZ# Amazon Web Services (AWS)# Google Cloud 5£2%,

19.2.1. Mint BER F IS8

SFL mint X ER CCO MR, BEASNIMNEIEEFIETE kube-system 22 (7] F, CCO {FH
admin Zir sk IBEEE R A CredentialsRequest R, FH HEGARIRIAEHECIER T,

HA mint RRAE, BIEHAGRBEMFNEENR. RIEHARBIBFENITHN, HibE4T
LAAT R ERA E LS RAVR I,

BN, —NRIRASEEEFH (J0M OpenShift Container Platform 4.16 B E 4.17) Alat 2 BIEEEHHM

B # CredentialsRequest FiR, L mint 22178 CCO, M admin EiERIE
CredentialsRequest %R, FOIERARINRIA Rl EEHHFBEIEE K,

—

BIAERT, mint RRXF R admin FIEF SR kube-system e & Z2[AH, IR
BERHFEEINMNREER, EBAUEREERFEMREIL,

19.2.1.1. Mint X AR E K

BA mint A CCO I, ERFRERHEMEILFEIZ1THERE OpenShift Container Platform IEE
K, INRBHUMEIETRBLIH R mint X, Il CCO TiELIE IAM B,

&1E Amazon Web Services (AWS)H 4 mint IR IZEHEIE LT E R LU TAGR -
B 19.1. FRRH AWS KPR
e jam:CreateAccessKey
e jam:CreateUser
e jam:DeleteAccessKey
e jam:DeleteUser
e jam:DeleteUserPolicy
o jam:GetUser
o jam:GetUserPolicy
e jam:ListAccessKeys
e jam:PutUserPolicy
e jam:TagUser

e jam:SimulatePrincipalPolicy
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&1E Google Cloud 2/ mint R IB A EUE L E B LLTFANR :
1 19.2. FTEM Google Cloud Fi{BR
® resourcemanager.projects.get
® serviceusage.services.list
e jam.serviceAccountKeys.create
e jam.serviceAccountKeys.delete
e jam.serviceAccountKeys.list
e jam.serviceAccounts.create
e jam.serviceAccounts.delete
e jam.serviceAccounts.get
® jam.roles.create
® jam.roles.get
® jam.roles.list
® jam.roles.undelete
® jam.roles.update
® resourcemanager.projects.getlamPolicy

® resourcemanager.projects.setlamPolicy

19.2.1.2. EIREIF root secret 183k

BN =HNmEEMERA kube-system #p 44 22 B Y — NMEIE root secret, AFHRERAIBRILERFUIEE
T NBY secret, XA LLEIT mint #TEUEFER mint Z20 58K, SX{EM passthrough &zt EHIEIE root
secret,

secret WIEXNE =R, tLAFE CredentialsRequest secret,

Amazon Web Services(AWS)secret 1=,

apiVersion: vi
kind: Secret
metadata:
namespace: kube-system
name: aws-creds
stringData:
aws_access_key_id: <baseb4-encoded_access_key_id>
aws_secret_access_key: <base64-encoded_secret_access_key>

Google Cloud secret &=
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apiVersion: vi
kind: Secret
metadata:
namespace: kube-system
name: gcp-credentials
stringData:
service_account.json: <base64-encoded_service_account>

19.2.2. I =N B EIE

MRENEMRERRESR T HNEELE, E801F51EH Cloud Credential Operator (CCO) FARER
SN EEIER secret,

RESFIEMIRRIURT CCO EMAEN., A NEA mint RANKEFRLEILE, BUFoHR
A BR A IE O 2 R H 4.

FREH
o MHEBRAEZIRFERALEMRAN CCOBRXFIRETEINTE LRE !
o WF mint =R, FF Amazon Web Services (AWS)#1 Google Cloud,
e MERERTHTFSTHNEEANEIL
o MEULARWHINBRRASERPFER CCO KRR,

1. 7 web #Z=5]&#) Administrator i ®, SfnZEl Workloads — Secrets.

2. 7 Secrets TIEMEXS, FHENEM=HLFER root secret,

5 Secret &#R
AWS aws-creds
Google Cloud gcp-credentials
]
H
3. mifi5 secret HREKIT Y Options 35, fA/F1EEE Edit Secret,

4. i3k Value ZEEMRNZE, B UFERAXEEERNIEERREILERZERTAE,
5. FRSHENENFEMNEILE R EH Value ZERHIXA, ARG = Save,

6. HNRERFH CCO BLENERA mint =3, EMERE 1 CredentialsRequest X & 5| BREN MG
secret,

a. LLEA cluster-admin B &M A - 5155 3& OpenShift Container Platform CLI,

b. IREXFFBEB| AMEM secret BIZFRFIEp 22 A] :
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$ oc -n openshift-cloud-credential-operator get CredentialsRequest \
-0 json | jq -r ".items]] | select (.spec.providerSpec.kind=="<provider_spec>") |
.spec.secretRef’

Hrh <provider_spec> BRI =N BRI NAE
o AWS: AWSProviderSpec

® Google Cloud: GCPProviderSpec

AWS Hii i B9ER 5 =51
{

"name": "ebs-cloud-credentials”,

"namespace": "openshift-cluster-csi-drivers"
"name": "cloud-credential-operator-iam-ro-creds",
"namespace": "openshift-cloud-credential-operator”

}
c. MIREABIAMLEH secret :

$ oc delete secret <secret_name> \ﬂ
-n <secret_namespace>

ﬂ 8 7E secret BIE TR,
Q IBEEEE secret ey RZE[H],

HBE AWS secret =

I $ oc delete secret ebs-cloud-credentials -n openshift-cluster-csi-drivers

BEATEMBL BRSNS FMBREIL. MPREIAEAEME secret F 5 CCO MFA HiflbR
WHFIUEFH O EIL.

ik
KiFETrRSE RN :
1. 7 web #Z=H]&#) Administrator i H, SfnZEl Workloads — Secrets.

2. 5iF Value ZEXHIRN B EXZE,

19.2.3. Hfh ¥R
o HRTHER FIEIT

19.3. CLOUD CREDENTIAL OPERATOR %F PASSTHROUGH &=

Amazon Web Services (AWS). Microsoft Azure, Google Cloud. Red Hat OpenStack Platform
(RHOSP)#1 VMware vSphere 3 #f passthrough &3,
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%19 = ER RtV

Tj_: passthrough 3= #1, Cloud Credential Operator (CCO) R EILZ BE1E R = EIERIA K
FUEMMEBHAITRENINR, FHrILAERERPAGEMMERERE, @#THEE_JLA@'JL% ZUERITIBR,
CCO ARZFIAIE passthrough B &4 A FRSEF 1k,

=
" FihEs 2ME—%F Microsoft Azure Stack Hub B9 CCO EZiE.

19.3.1. passthrough =R & >k

TEfEF CCO M passthrough ], ERAFREIRENEILHBIZ1T3RE OpenShift Container
Platform =& K, MNRBHEBFEIEE CCO ZiH45— M CredentialsRequest CR B9ZH 4, NIiZAH

HEEZRARR AR AP| BHR &451%,
19.3.1.1. Amazon Web Services (AWS) F{[R

1R7E AWS ARIRHBY passthrough BRI E UL T E B R IEEIZ TR EZR OpenShift Container
Platform R AT EHIFRA credentialsRequest CR FIFT A 1H KINR,

EH FIFTFEH CredentialsRequest CR, ES 7 7y AWS Fof | 2 KHIE

19.3.1.2. Microsoft Azure Y[R

TR7E Azure FRIREHBY passthrough XY EUEA T E B R IEEIZ TR ER OpenShift Container
Platform R AT EHIFRA credentialsRequest CR FIFT A iH KINIR,

EHEIFTER CredentialsRequest CR, &[54 Azure Foh 2 KEIE

19.3.1.3. Google Cloud #f&

&7E Google Cloud H#R#tH passthrough BRI EUE M ITE B R IEEZ1THRED OpenShift
Container Platform IR AFTEHIFTA credentials Request CR BIFT A 15 KPR,

EHZIFTER CredentialsRequest CR, 152155 Google Cloud Fah i K HiE

19.3.1.4. Red Hat OpenStack Platform (RHOSP) #UBR

BE7E RHOSP %% OpenShift Container Platform 582%, CCO FZE%E member A GBI RIE
ik,

19.3.1.5. VMware vSphere (R

E £ VMware vSphere _£%& % OpenShift Container Platform 5£2%, CCO FEZEHLLTF vSphere X RH
EE

5 19.2. Fr=M vSphere 1R

3| FLBR
BURENE SECZE ]
Bx Create folder. Delete folder
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eS| HUBR

vSphere #riC FRATIBR

B SE

R TR 5 R P
BRI AR

VAPP FATUBR

REFUM 28 AR

19.3.2. EIEEIF root secret 1=,

BN EEERA kube-system 54 22 [ R —NMEIE root secret, ATFHRAMAZILERFUEE
ITA LB secret, X ATLLEIY mint FTEIEER mint 220 58, 3{E R passthrough &zt 8 #ZiE root
secret,

secret WIEXNE =R, tLATFE CredentialsRequest secret,

Amazon Web Services(AWS)secret 1=,

apiVersion: vi
kind: Secret
metadata:
namespace: kube-system
name: aws-creds
stringData:
aws_access_key_id: <baseb4-encoded_access_key_id>
aws_secret_access_key: <base64-encoded_secret_access_key>

Microsoft Azure secret =

apiVersion: vi

kind: Secret

metadata:
namespace: kube-system
name: azure-credentials

stringData:
azure_subscription_id: <base64-encoded_subscription_id>
azure_client_id: <base64-encoded_client_id>
azure_client_secret: <base64-encoded client_secret>
azure_tenant_id: <base64-encoded_tenant_id>
azure_resource_prefix: <base64-encoded_resource_prefix>
azure_resourcegroup: <base64-encoded_resource_group>
azure_region: <base64-encoded_region>

1 Microsoft Azure 1, ZIE secret i8R BIEN DB SERFEMZEN 1D WEME, BNERERERH
£, ZERESTUEEREHE :
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I $ cat .openshift_install_state.json | jq ."*installconfig.ClusterID".InfralD" -r

it Bl

I mycluster-2mpcn

XNMERHTE secret BUBHER, MR :

azure_resource_prefix: mycluster-2mpcn
azure_resourcegroup: mycluster-2mpcn-rg

Google Cloud secret &3

apiVersion: vi
kind: Secret
metadata:
namespace: kube-system
name: gcp-credentials
stringData:
service_account.json: <base64-encoded_service_account>

Red Hat OpenStack Platform (RHOSP) secret 1=

apiVersion: vi
kind: Secret
metadata:
namespace: kube-system
name: openstack-credentials
data:
clouds.yaml: <base64-encoded_cloud_creds>
clouds.conf: <base64-encoded cloud_creds_init>

VMware vSphere secret &=

apiVersion: vi
kind: Secret
metadata:
namespace: kube-system
name: vsphere-creds
data:
vsphere.openshift.example.com.username: <base64-encoded_username>
vsphere.openshift.example.com.password: <base64-encoded_password>

19.3.3. passthrough &R EIE 4

#NR CredentialsRequest CR fEE &£ AN MZ L, EWAIIFEIEFH passthrough B ZIELUH R E

Ko NTEWRAISRPHMEIE G, HEARBRELITHEFH CredentialsRequest CR, E#E|
=N BT R CredentialsRequest CR, 1565 AWS, Azure 8% Google Cloud Fz)a/EEKHE

1Fo

19.3.3.1. I =N EEILE
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MRANEMHREAEBR T HNAEEILE, EX01F5EH Cloud Credential Operator (CCO) FREIR
SN IR secret,

RESFIEMIRRIURT CCO EMAEN., HNEMA mint RANKBFRLEILE, BUFoHR
F A BR A IE O 2 R H 4.

SeRFMH
o THMERAAXFERTEMEAN CCORRFIREREILENTE LRE -

o XJF passthrough =, ¥ Amazon Web Services (AWS). Microsoft Azure, Google
Cloud. Red Hat OpenStack Platform (RHOSP)#1 VMware vSphere,

o HMEEARTHATSTHNEEONGZIL
o HEILABWHINREEERE &R CCOER,

1. 7 web #Z=H]&#) Administrator i ®, SfnEl Workloads — Secrets.

2. 7 Secrets TIEMEXS, FHENEMHLFER root secret,

Secret ¥R
AWS aws-creds
Azure azure-credentials
Google Cloud gcp-credentials
RHOSP openstack-credentials
VMware vSphere vsphere-creds
:
3. =it 5 secret HRAMIT Y Options 325, fA/F1EEE Edit Secret,

4. L3k Value FERMIAA, BAUEAXLEERRIEAEHRFILEZERES TR,
5. ERATHNEHFMIILE R EH Value FERIIXE, ARER Save,

6. INRIEE /%A /5 vSphere CSI Driver Operator #J vSphere S£BEBHTEUE, (R /05 FIH#EH
Kubernetes 14135 E 225 LN A B HHIZIE,

' P2 Y=
SRS A T vSphere CSI Driver Operator, NIAEEX—%,

E N FAEHM vSphere &EilF, ELEA cluster-admin A& 519 & %2 OpenShift
Container Platform CLI, FZ{7 % :
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$ oc patch kubecontrollermanager cluster \
-p="{"spec": {"forceRedeploymentReason": "recovery-"$( date )""}}'\
--type=merge

WA HEH T, Kubernetes Controller Manager Operator BIR A& & Progressing=true,
EEERS, HETUTHS -

I $ oc get co kube-controller-manager
USATl
FAUEEIER B EEN -
1. 7E web #HI&#) Administrator i, S#iEl Workloads - Secrets,

2. 5k Value ZEXHIRN B EXZE,

Hith 5w

® vSphere CSI Driver Operator

19.3.4. ERE GV IR

FEfE M passthrough B, FMAHHMAERNIRHUAMAREMAMHER, MREELEBETHDN
IR, NIFrEHGHE CITRERFIENIZAR,

REfE, BALUFEIERABRED 2 RZITREFFTBRINR, XHEMIEZFE AR OpenShift Container
Platform iR AR 4 17551 1 #9 CredentialsRequest CR & X,

EHE| AWS, Azure 5 Google Cloud Fi&E#J CredentialsRequest CR, 3+ 7 4N/ E X CCO F I
R, HBHN AWS, Azure 5k Google Cloud Fz/8/E KAFFEIF,

19.3.5. HL HHR
o AWS FHf|EKEEIE
o }y Azure FoNOIEKHBEIL

® }5 Google Cloud F& | K HAEIE

19.4. HHHERKRAFIENF RN

Amazon Web Services (AWS). £ Microsoft Azure. Microsoft Azure Stack Hub, Google Cloud.
IBM Cloud® #1 Nutanix X FF3&E=.,

19.4.1. AP EENEIL

EFHERD, AHrEETEIEMARE Cloud Credential Operator (CCO) ., EALLER, Mk
TR THEGTATIZTHEREN OpenShift Container Platform iR A #J CredentialsRequest CR, 7EE/Z
RN R OEN NEEIE, FIEEMAIM & ZE(A O] Kubernetes Secret, LU R &R =t NV EaRIRR
& CredentialsRequest CR, BLEFAFEH CCO LAERF (ccoctl) FEREZLFNFE # it 72 (R # LT 2,
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BFIEXASKPFTIE—EBEATILSMNMSEFHGREEMBENNR, MIFEREFPEMEEATAN
Tk, ZMELFEEEE AWS A IAM IGRFERS . BR, BRAVBBIFINRIREH L ITH
&HA,

BRBoHNAEERE NERFIIRANIFE, HEEENTHNERFEIEEELI |

v pa =

FERAFHERN AWS, £F Azure 5 Google Cloud 2RI sE R ECE ¥ A [F B9 2H 14156 A
REEIE. MRESER, SN TAHANEREIENF RN,

19.4.2. H FIR
o AWS FEh I KHIEIE
o Jy Azure FHIAEKHREIF
e Jy Google Cloud F# 8 KHAEIF
e 7 IBM Cloud® E2i& IAM
e Jy Nutanix BZi& 1AM
o HAHMMBHRAEIENFINER
o AEFERAFINEINEILERERH

19.5. HAHABREE IR F IR

EREFIEP, EALUF Cloud Credential Operator (CCO)EE B WA FshiER21T, FHEA CCO LAR
F= (ccoctl) 1E OpenShift Container Platform S£2$ 4 QI 2 A BB MIL A L e R 2 &Ik,

pa Y=

IR SRBE R 2 Amazon Web Services (AWS). Google Cloud #1£ /& Microsoft
Azure,

X F AWS #1 Google Cloud 8%, NSRRI E HEREHBI OpenShift Container
Platform &8 TR FEA L EREE, BREEEFEAFREILRIBIIIE AWS 3% Google
Cloud &E¥ R {EF LLThEE,

INRITZRETT Azure EREBCE HERZE TR FEA Microsoft Entra Workload ID, 8]
DA EE DG BXNEIES L,

TR TR BRI B 5T R E A AR AIE,
* 19.3. WIS N EATE

=N Provider nomenclature

Amazon Web Services (AWS) AWS Z2G5hERSS (STS)

Google Cloud Platform (GCP) GCP Workload Identity
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=N Provider nomenclature

Global Microsoft Azure Microsoft Entra Workload ID

19.5.1. AWS L2 5 hERSS

EHA STS MFENER A, &4 OpenShift Container Platform S£&#2HAFEH AWS Z2ShARSS(STS)
komiRtEE,. ARIRRESEIEMNANG IAM A6, XEFIESRHET LA AWS APHABNENM S
89 1AM A B XEX,

HiBR
o J§AWS EEBECE N EAEHFIE

19.5.1.1. AWS £ 2 ThER S5 B b 2
AWS £ SR S5 (STS)#1 AssumeRole APl E/ERT pod 103 IAM A BIREE E L BYTH R#HH,
OpenShift Container Platform 52288 & — Kubernetes BRSIK P % LIRSS, HLARSS AR N ARSSIK
7 JSON Web 45 (UWT) %54, RERSIKS SR pod @i pod #MA&IER—1. & pod GIEFH 2
TR, RS MIRSIK P ERRSPFRREAMIRSIKF, FEEEEE pod.
6 STS HEEEHIE H Kubernetes B2 secret F 8 E—1 IAM A8 ID, TEMEHBREL IAM B ID B
515, AIEMEHLHHNEZERMIRSIKSSES AWS hE B —, B AWS STS H T EHH R
FI8E IAM A @1 B,
AWS STS ({Uh @ ETH B LA T SRAFRIBR 551k 7 4 RERTE K IR F 1 R B8 -

o SHEEZMFNM KA R IA 5 AR 55k P & FRAN€p 44 22 [A] IT R,

o SREMSNHTRNEHAE A,

SRHEAMRSIK SR BAN AN FIETE AWS S3 F i, AWS STS B RIIERSSIK -~ ShE%E 4
BEE S3 FREHPEMENATH B

19.5.1.1.1. AWS STS B B P55 IETR
TEER T @A AWS STS B AWS #1 OpenShift Container Platform S8z [F] B &2 55 1E .
o FREE L 2 OpenShift Container Platform 52 E#) Kubernetes BREIK & IRSS .

o pod H# Kubernetes fRZ 1K F % A MIBR 5K - 5 hE.
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19.2. AWS 225 IR F B K IER

Amazon Web Services

~ S3 bucket
> with OIDC configuration

<4— Trust tokens signed — IAM Identity Provider

Public key

AWS services

IAM Role for pod

A
v

e
Kubernetes [
service account .
nShift |
OpenShift : Pod
1
Private key P
I > AWS config file
B e e s e e e »
Kubernetes

Token signing

v
v

service account

fFEAEHEER AWS IAM OpenlD Connect (OIDC) B3R EREFLUK AWS IAM AL B BERFTH
FRIFTEIEIE, AWS IAM EERIBRSSIK S hEH OpenShift Container Platform %54, Fa#%51%] pod
RIFATFHHEIE,

19.5.1.1.2. AWS STS B hERlFT

pod A% ZHIRRSS I 7 S hEIE—ERAT Al PN 8, X7 FE A AWS STS BI5EEE, X/NT[EIER A 3600 #,
H— /BT,

DET pod BT R _EB kubelet, LUBRRBIFTThE. HSREETIXMER 80% I, kubelet RZ IS
ho

19.5.1.1.3. AWS STS #J OpenID Connect Ek

BRI AIE— DN A HM G W S3 FEFREFELN OIDC BB BRAN AR D,

OIDC spec BEMF HTTPS, AWS BRSEZE—ANA$ti#E, Ll USON Web B8 (JWKS) AFIRITH
NFF OIDC XHY, XA AWS IRSSEIER Kubernetes M ESR, HBTEEHREFEIEP,

Itt, S3 FHEMIETEEZEE— NN HTTPS i mAFA A I s

ZHH AWS STS, AWS STS BRFSHINH AWS Fimdbeels 52+ S3 FiEMEsFAE S3 FEmE A H
CloudFront i RiEB(E., BAILUEFERETI2F 40 CredentialsRequest & AT E(F M EAEFRE -

o ZINBERT, CCOLARER (ccoctl) ¥ OIDC BBB X E7E /N S3 = fiftEh, FFEM S3
URL ¥E/A %t OIDC s,

o FH, MRETLUY ccoctl SEATRES OIDC IEBZEE1E IAM B R MR @iT — 4
CloudFront & 1ThR URL i}5[n]A9% A S3 2h&#@h,

19.5.1.2. AWS H{4 secret 1=\
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NFHERXE AWS Z2ThERSS(STS)—REASBESUIRMHL &1 OpenShift Container Platform #H44
B AWS EIEMN S, LU secret 183 -

HAKHAEIER AWS secret 1=

apiVersion: vi
kind: Secret
metadata:

namespace: <target_namespace> 0

name: <target_secret_name>

data:
aws_access_key_id: <base64_encoded_access_key_id>
aws_secret_access_key: <base64_encoded_secret_access_key>

ﬂ HER R e,
9 ‘Hi4% secret BI& TR,

{1 AWS STS B§ AWS secret =

apiVersion: vi
kind: Secret
metadata:

namespace: <target namespace> ﬂ
name: <target_secret_name>
stringData:

credentials: |-
[default]
sts_regional_endpoints = regional
role_name: <operator_role_name> 6
web_identity _token_file: <path_to_token> ﬂ

HER e R ZE(H],
‘Hi% secret B9E TR,
HER IAM AR,

- -

pod FARSSIK - B HERIER R, BEIXZ OpenShift Container Platform 2H489
/var/run/secrets/openshift/serviceaccount/token,

19.5.1.3. AWS H4 secret FUFRE K

OpenShift Container Platform ZH4FRZ LU TINR @ iIXLEEM FENHHAHI CredentialsRequest B 7E L
¥R (CR) A,

% "
XENRERTRAETIR, BRIERRE, SNLIXENRFZEITRFM.

187



OpenShift Container Platform 4.16 A EFIRAY

H

Cluster CAPI Operator

188

BE L BR

openshift-cluster-api-aws

&35 i e BOALBR

EC2

ec2:CreateTags

ec2:DescribeAvailabi
lityZones

ec2:DescribeDhcpOp
tions

ec2:Describelmages

ec2:Describelnstanc
es

ec2:Describelnternet
Gateways

ec2:DescribeSecurity
Groups

ec2:DescribeSubnets
ec2:DescribeVpcs

ec2:DescribeNetwork
Interfaces

ec2:DescribeNetwork
InterfaceAttribute

ec2:ModifyNetworkin
terfaceAttribute

ec2:Runinstances

ec2:Terminatelnstan
ces

Elastic load balancing

elasticloadbalancing:
DescribeLoadBalanc
ers

elasticloadbalancing:
DescribeTargetGrou

ps

elasticloadbalancing:
DescribeTargetHealt
h

elasticloadbalancing:
RegisterlnstancesWit
hLoadBalancer

elasticloadbalancing:
RegisterTargets
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Identity and Access
Management (IAM)

Machine API Operator

openshift-machine-api-aws

iam:PassRole

iam:CreateServicelLin
kedRole

BHEEIRSS (KMS)

EC2

kms:Decrypt
kms:Encrypt

kms:GenerateDataKe
y

kms:GenerateDataKe
yWithoutPlainText

kms:DescribeKey
kms:RevokeGrant!"
kms:CreateGrant!"

kms:ListGrants [!]

ec2:CreateTags

ec2:DescribeAvailabi
lityZones

ec2:DescribeDhcpOp
tions

ec2:Describelmages

ec2:Describelnstanc
es

ec2:Describelnstanc
eTypes

ec2:Describelnternet
Gateways

ec2:DescribeSecurity
Groups

ec2:DescribeRegions
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190

ec2:Runinstances

ec2:Terminatelnstan
ces

Elastic load balancing

elasticloadbalancing:
DescribeLoadBalanc
ers

elasticloadbalancing:
DescribeTargetGrou

ps

elasticloadbalancing:
DescribeTargetHealt
h

elasticloadbalancing:
RegisterlnstancesWit
hLoadBalancer

elasticloadbalancing:
RegisterTargets

elasticloadbalancing:
DeregisterTargets

Identity and Access
Management (IAM)

iam:PassRole

iam:CreateServicelLin
kedRole

BHEEIRSS (KMS)

kms:Decrypt
kms:Encrypt

kms:GenerateDataKe
y

kms:GenerateDataKe
yWithoutPlainText

kms:DescribeKey
kms:RevokeGrant!"
kms:CreateGrant!"

kms:ListGrants [!]
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HiF BE R 1R 55 A /s B A PR
Cloud Credential Operator cloud-credential-operator- Identity and Access
iam-ro Management (IAM)

o iam:GetUser
o iam:GetUserPolicy

e iam:ListAccessKeys
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A

Cluster Image Registry Operator

192

B B

openshift-image-registry

R 55 PR B9 BR

S3

s3:CreateBucket
s3:DeleteBucket

s3:PutBucketTaggin
g

s3:GetBucketTaggin
g

s3:PutBucketPublicA
ccessBlock

s3:GetBucketPublicA
ccessBlock

s3:PutEncryptionCon
figuration

s3:GetEncryptionCo
nfiguration

s3:PutLifecycleConfi
guration

s3:GetLifecycleConfi
guration

s3:GetBucketLocatio
n

s3:ListBucket
s3:GetObject
s3:PutObject
s3:DeleteObject

s3:ListBucketMultipa
rtUploads

s3:AbortMultipartUpl
oad

s3:ListMultipartUploa
dParts



H

Ingress Operator

Cluster Network Operator

AWS Elastic Block Store CSI

Driver Operator

BE L BR

openshift-ingress
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&35 i e BOALBR

Elastic load balancing

e eclasticloadbalancing:
DescribeLoadBalanc
ers

Route 53

R

e route53:ListHostedZ
ones

e route53:ListTagsFor
Resources

e route53:ChangeReso
urceRecordSets

e tag:GetResources

T2 SRS (STS)

openshift-cloud-network- EC2
config-controller-aws
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