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B1E FHMIRE

1.1. CONTROL PLANE &3 F11k & & 1F
ENEREIER, BOREREEE—ERITEARF1E OpenShift Container Platform 5£2%, HEURERSE
B, EREEN—LRRREFENRBEIUTHIT HNHLEREFTRM A, £ OpenShift Container
Platform /, EAILUNERBIITR S XM, UEEUERMNERERH.
IRTTIE R T EBERT 7510 etcd 2B ; eted & OpenShift Container Platform BIBE(EZE, ©SRIREAR

TR RIVIRE, eted FRERMERE PIEE XA B, 7£ OpenShift Container Platform &, &if
AT LAB H AR EEH) etcd FX A o
WIRFBERBRZTH, HLSthERER,

p= Y=

SRNIEPAERERRE—FE T, BAUXHER, HEIEBDERNZEMERE
B, BAKEBNRIHEIMN control plane IEH, BEMEBEMAIEHEZITR(CSR),

IR RERIBE OpenShift Container Platform JFo;A IR T TF89—LeIER, a0 :

o BME—NEERBLEEE TFNER, REANEMR (0077 StbEsk ML EEn) TEEE
T1E,

o MEHRMMIR T EBHPMELIHAR,
o RELKT K%ZH control plane E#Hl, MMEH eted HEEK,
Wi HARER eted HRER, 1R AT LUBT SRR E B 2 RIS RMIOERIRE

1.2. NERRF SR ERE

ERERBERR, ALUER OpenShift APl HETEIRRIT(OADP) R #14 #1Pk E1E OpenShift Container
Platform LizfTHIN TR

BIETE Velero CLI TE MR, RBHREANERSDIIRE Kubernetes FHRFMAER iR, OADP
fERRIRK Restic FFMDFIRERFAMES(PV), HIBEFEE OADP &L,

1.2.1. OADP Z3K
OADP BLITEK :
o EILLEA cluster-admin A& &M B9 5%,
o BB ARTHEMEMINREN, LMUTEHREZ—
o OpenShift Data Foundation
© Amazon Web Services
o Microsoft Azure

o Google Cloud Platform


https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.9/html-single/backup_and_restore/#graceful-shutdown-cluster
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.9/html-single/backup_and_restore/#backup-etcd
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.9/html-single/backup_and_restore/#replacing-unhealthy-etcd-member
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.9/html-single/backup_and_restore/#graceful-restart-cluster
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.9/html-single/backup_and_restore/#dr-recovering-expired-certs
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.9/html-single/backup_and_restore/#dr-restoring-cluster-state
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.9/html-single/backup_and_restore/#velero-obtaining-by-downloading_oadp-troubleshooting
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.9/html-single/backup_and_restore/#oadp-features_oadp-features-plugins
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o S3EBXNREFHE

B

S3 %1% CloudStorage API R 2 — MR M ThRE. HATHETh#E xQImE}“‘nn E%
Tl (SLA) ¥, HINBEWREHATE. AT HEEEIMEREREN], XERK
AT EThee AT LME R iR B BIEE, HENSEFLAMBRRH KRR L.

BRIABRAT G FEEMESER, WSROI F e,

o EFfARE&EMDPY, & M\?Jﬁﬁ?\ﬁﬁi'&ﬂ” API 9= #Zh#, =& Z%F Container Storage
Interface(CSI)IRER, #ILATHEN

o  Amazon Web Services
o  Microsoft Azure
o Google Cloud Platform

o ¥ CSIREBMIT=TFE, W0 Ceph RBD 5% Ceph FS

pa )3
Con INRIEFEERRBED PV, ALUER Restic, iXH OADP Operator &35,

1.2.2. FFIRE N RER
&\ L&Y )2 Backup BE LHTR(CR) RAMNARRF. EAUEREBELL T &%
® Backup hooks, EFDIRIEZRIZGIETTER
e Scheduled backups

® Restic backups

Ea L@ ] — > Restore CR ERE N BRERF. EaILUBLE restore hook, LUETE init Fassi i TR
FAZSHIZITHR,


https://access.redhat.com/support/offerings/techpreview/
https://restic.net/
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.9/html-single/backup_and_restore/#oadp-creating-backup-cr_backing-up-applications
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.9/html-single/backup_and_restore/#oadp-creating-backup-hooks_backing-up-applications
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.9/html-single/backup_and_restore/#oadp-scheduling-backups_backing-up-applications
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.9/html-single/backup_and_restore/#oadp-backing-up-applications-restic_backing-up-applications
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.9/html-single/backup_and_restore/#oadp-creating-restore-cr_restoring-applications
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.9/html-single/backup_and_restore/#oadp-creating-restore-hooks_restoring-applications

B 2E REMXHKRF

B2 E LR KR
AR T R KRBT, T4 A T PRAANRE, BT BB X %R,

2.1 oo RZM
o TERAEBFIIT eted E15.

2.2. R EEEE
ERI 2R AR X IER, LEREERER,

pa -

EHUARERAEN—FRXMER, FHEZeTUERER. ZEXBPE—FF, &
BHEHRITH,

FeREH
o ATLUFAEA cluster-admin B&IAE iR EE,

o T eted &1

BE
PATLLRAZRISS BT eted &40, MEEERKFBREEMAEN AT URE S
¥,

pgn, UTRGTRERESBERNSEFRIN
o XML IEHE etcd EUIE ARG
o REBEMFRERIEM T RLFE

o [LRERE N

MREBRTERE, ERBUTSRKRE B URTNEEHRT,

it =
1 MNREE KK A X SRR, EREILH T ANBE A,

$ oc -n openshift-kube-apiserver-operator get secret kube-apiserver-to-kubelet-signer -o
jsonpath='{.metadata.annotations.auth\.openshift\.io/certificate-not-after}'

FH Pl
I 2022-08-05T14:37:50Zuser@user:~ $ 0

ﬂ NBREHALUERER, BTN ERENBRNCAIEEEH, S8EFELN, TEHE
BF IR IBANIE R BIEK (CSR) RIRE kubelet IEH,


https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.9/html-single/backup_and_restore/#backing-up-etcd-data_backup-etcd
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2. RAEHPHME T R, EHLUMEHNER Web #H]& 5TRlILIEE, SHEDTLUTE

$ for node in $(oc get nodes -0 jsonpath="{.items[*].metadata.name}'); do oc debug
node/${node} -- chroot /host shutdown -h 1; done ﬂ

ﬂ -h 1 R FRTE control-plane 17 sk I RT AT ARFEERINT ] (LA BN EALD) o W TFER
10 NHKES TR AREER, EEXEN 10 DB LKA E, LRRAEITET REBEX
[ﬂo

it Nl

Starting pod/ip-10-0-130-169us-east-2computeinternal-debug ...
To use host binaries, run “chroot /host
Shutdown scheduled for Mon 2021-09-13 09:36:17 UTC, use 'shutdown -c' to cancel.

Removing debug pod ...

Starting pod/ip-10-0-150-116us-east-2computeinternal-debug ...

To use host binaries, run “chroot /host

Shutdown scheduled for Mon 2021-09-13 09:36:29 UTC, use 'shutdown -c' to cancel.

ERLUTAEXAT RALL pod Z22%1E, M EHE AR AT e,

TR AR B VAEE K I IA] -

$ for node in $(oc get nodes -0 jsonpath='{.items[*]. metadata.name}'); do oc
debug node/${node} -- chroot /host shutdown -h 10; done

pa -3
FEXMAET, NEEHEZE OpenShift Container Platform i BIFRAE pod B9

control plane 7 &,

SHETEAMNTRREEHERR, VEESBCHNIEME, MRRNEELT
Ve MR E B X RTHEZ control plane T 58, MEEEEY control
plane TV miric h I AE, RESEHETTUEHREE I/,

3. XA BRENERKII, MRS LDAP RS2, EHTRIERNES B EMEI X
=B

BE
MREETHNUAETES LB TR, HAEXM, EEIMRXKNTHIR, 40

RIEMPRIEEHEMHNAI TR, OpenShift Container Platform B 88 J5E M I 1k
EQ

2.3. HhEHR
o FTHEEHEOER
o REEILIEIMEERE


https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.9/html-single/backup_and_restore/#graceful-restart-cluster
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.9/html-single/backup_and_restore/#dr-restoring-cluster-state

BIFERERER

AXHiel T ERE XM EEREHTRE.

REFRECREMNZANESETE, EURSERNIBRANIERFTRITERE, Fl :

o XM IEHE etcd EUIRE ARG
o HEEMRERIEM T =Lk
o LK RN

MREBRTERE, ERBUTSRKE B URTHREHR T,

3.1 EREHE
o DXL XMERE,

3.2. B KR
B L EERRETEXTRERE.

FeREH
o RETLUFEAEZR cluster-admin A& i A& EE,
o LR RIXERERFER,

Pt =
. BB, WAERTERESK LDAP ARSS 25

2. FAIFRERELE.
FERESENRIMERN A XSG, FIIIMHNER Web #H& E 51185,

F/HARNI10 28, ARBREREE control plane 11 RAPKE,
3. WIEFRA control plane 7 &R S 7ELE .
I $ oc get nodes - node-role.kubernetes.io/master

INFRAIREH Ready, MALATFHIH AR, NS control plane 7 B R :

NAME STATUS ROLES AGE VERSION
ip-10-0-168-251.ec2.internal Ready master 75m v1.22.1
ip-10-0-170-223.ec2.internal Ready master 75m v1.22.1
ip-10-0-211-16.ec2.internal Ready master 75m v1.22.1

4. AR control plane T AL, FEEEAFHAEIERZEZIEK (CSR).

a. FREXHHEI CSR AU -

I $ oc get csr


https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.9/html-single/backup_and_restore/#dr-restoring-cluster-state
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.9/html-single/backup_and_restore/#graceful-shutdown-cluster
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b. EF—1 CSRMIFHERUEIIHELRAM :
I $ oc describe csr <csr_name> ﬂ

Q <csr_names> 24/ CSR 55K H CSR BI& R,

c. EBIMEMRHICSR :
I $ oc adm certificate approve <csr_name>
5. 7E control plane T RELZE G, FLUEFRE worker T REB B,
I $ oc get nodes - node-role.kubernetes.io/worker
RSN Ready, fATFIR, NIHKER worker TR BFLEE ¢

NAME STATUS ROLES AGE VERSION
ip-10-0-179-95.ec2.internal Ready worker 64m vi.22.1
ip-10-0-182-134.ec2.internal Ready worker 64m vi.22.1
ip-10-0-250-100.ec2.internal Ready worker 64m vi.22.1

6. IR worker T AR, HRERTAFIENIERZERAIER(CSR),
a. KEXHAET CSR AU :

I $ oc get csr
b. EF—1 CSRMIFHERUEIIHELRAM :
I $ oc describe csr <csr_name> ﬂ

Q <csr_names> 24/ CSR &K H CSR B4R,

c. #EFPEMHICSR:

I $ oc adm certificate approve <csr_name>

7. BIERHESEIERE.

a. MEZLBEBRNHERE Operator,
I $ oc get clusteroperators

i€ %8 DEGRADED 54 True B9% ¥ Operator,

NAME VERSION AVAILABLE PROGRESSING DEGRADED
SINCE

authentication 49.0 True False False

cloud-credential 49.0 True False False

cluster-autoscaler 49.0 True False False

config-operator 49.0 True False False



FEI=
console 49.0 True False False 62m
csi-snapshot-controller 49.0 True False False 66m
dns 49.0 True False False 76m
eted 49.0 True False False 76m

b. KMEMA T REELT Ready K :
I $ oc get nodes
KRERE T AR ESZ2E H Ready,

NAME STATUS ROLES AGE VERSION
ip-10-0-168-251.ec2.internal Ready master 82m v1.22.1
ip-10-0-170-223.ec2.internal Ready master 82m v1.22.1
ip-10-0-179-95.ec2.internal Ready worker 70m v1.22.1
ip-10-0-182-134.ec2.internal Ready worker 70m vi.22.1
ip-10-0-211-16.ec2.internal Ready master 82m v1.22.1
ip-10-0-250-100.ec2.internal Ready worker 69m vi.22.1

MRKBHITREWRTD), EAIRFEMEA eted F2KRIKERE

Hi 5w
o MREMEERITENRE, HSHIRE S LATHIERRT,


https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.9/html-single/backup_and_restore/#dr-restoring-cluster-state
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4.1. OADP & 173EiC

OpenShift API for Data Protection (OADP) B4 1T3E1CM4A T $HIThEEFNI8 51 ThEE. EFAMITIEE. 7~
B, BENIA AR R (R]

4.1.1. OADP 1.1.2 X 173¥iC
OADP 112 Z1TF I B MBI, BEMEIRFIRA S MR Er R,

4.1.1.1. 7 BRI

VolSync

ZHEE M VolSync 0.5.1 F2:E| VolSync stable #lE FBIFTIR A, L2 1TL T 65 7E openshift-
adp SR RRINLLERE

I $ oc annotate --overwrite namespace/openshift-adp volsync.backube/privileged-movers="true'
Velero
EXNKRITHRAS, Velero M 1.9.2 A E 1.9.5 hRA,

Restic

EARKZITHRAAR, Restic M 0.13.1 FHHE 0.14.0 hRA,

4.1.1.2. BE THER
XANRABRR T LU TIEFEER
e OADP-1150
e OADP-290

e OADP-1056

4.1.1.3. BAAI
XM AR LUT B H01
e OADP BRIFTXZ##H Velero (OADP-778) 4 restic &2 M1k & AWS EFS %,

o CS|&BABESENEA PVC B VolumeSnapshotContent 13 B2 BR i 1 < L,
A LOIER—FAMSFRPVO) T IRIE, BILEHEEHOERE

o XF CephFS, &ALl & PVC 8IE&% 100 NMRER, (OADP-804)
o XfF RADOS Hix# (RBD), EAILLNEA PVC &K% 512 MR, (OADP-975)

MBEELER, HBHBMRE,

4.1.2. OADP 1.1.1 Z173E1iC

10


https://github.com/vmware-tanzu/velero/releases/tag/v1.9.5
https://github.com/restic/restic/releases/tag/v0.14.0
https://issues.redhat.com/browse/OADP-1150
https://issues.redhat.com/browse/OADP-290
https://issues.redhat.com/browse/OADP-1056
https://issues.redhat.com/browse/OADP-778
https://issues.redhat.com/browse/OADP-804
https://issues.redhat.com/browse/OADP-975
https://access.redhat.com/documentation/zh-cn/red_hat_openshift_data_foundation/4.11/html/managing_and_allocating_storage_resources/volume-snapshots_rhodf

B 4E NARFEERN%RE
OADP .11 Z1T3E 10 84 MmEB A B A 7] AR,

4.1.2.1. P amE

EZR% OADP 1118, #iIZEE VolSync 0.5.1 HAKEIE,

4.1.2.2. AR
XA RAAE LT B AR
e OADP BRIFTXZ##H Velero (OADP-778) HH restic &2 M1k & AWS EFS %,

e CS|&BAgESENEA PVC B VolumeSnapshotContent 13 B2 BR i 1 5 L,
A LOIER—FAMSFRPVO TS IRIE, BLEHEEIHOERE

o %IF RADOS HRi%# (RBD), fERLLNEA PVC I2H% 512 MRER, (OADP-804) #
(OADP-975)
MBELER, EBHERE,

4.2. OADP IhEEFNHM
OpenShift API FI F#IBIR I (OADP)IhAE, RALA T &R E N AR,

EIAFRMGE Velero BEW SR ERHNFEEN, FHEHDFIRE OpenShift Container Platform B,

4.2.1. OADP &g
OpenShift API F F#IE &R (OADP) X #LA T ThEE :

Backup

B U RERTHWRAE TR, SEETLIRER, SRR E TR,

OADP &1 ¥ Kubernetes X R A ERFRIRIRTE NI RIFHE LRI FR TP Kubernetes XTRFA
iR, OADP [FRRERIR API @i BEEMEE O (CSH BB IRBR LMD IFAMESPV). HFAR
TRIRBOSHENE, OADP {8 Restic &9 BHRH PV #iE,

e

R LUMEDFIRE TR PV, ERURE S MHPRMANR, HEREGRZEFR. PV HirZEdiE
RE IR R,

R
f&w Lo H E B9 R fR A RS &40
¥

& A LUEF hook £ pod LRI HIZITIMS, 40 fsfreeze LURLE SR, EATLLSF hook BRiE N
ERPFIREZRIHZFIZ1T. RE hook AT LUE init BN AREFE A S FIZIT,

4.2.2. OADP &4

AT HEIERT(OADP)E) OpenShift API 1Rt T S E SN ISR B BIRIA Velero i, UF&EMHMIKE
1B1F, BRI LUIRYE Velero M OIR B E LM,

1


https://issues.redhat.com/browse/OADP-778
https://issues.redhat.com/browse/OADP-804
https://issues.redhat.com/browse/OADP-975
https://access.redhat.com/documentation/zh-cn/red_hat_openshift_data_foundation/4.11/html/managing_and_allocating_storage_resources/volume-snapshots_rhodf
https://velero.io/docs/v1.7/custom-plugins/
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OADP i1/ OpenShift Container Platform R4 {2#0] Container Storage Interface(CSI)IRIRIZ (£ T
%,

¥ 4.1. OADP {&E#

OADP & hae EhHEAIE
aws FERNREESPINRE AWS S3
Kubernetes %1%,
FERREEDNRES, AWS EBS

azure AN REHESEIRE
Kubernetes %4,

ERREBREHNRES.

gcp ERAYRE#EEHRE
Kubernetes ¥4,

HERREBREHNRES.

Microsoft Azure Blob £fi#

Microsoft Azure ‘EIBBYREEL

Google Cloud Storage

Google Compute Engine ik

openshift FERANREREEONRE X RIFHE
OpenShift Container Platform #f
Ho [
csi [E/ CS| B & pikE S, 2 X CSIRIR T TFE
1. WH.

2. csifEE(#E Velero CSl beta [REE API,

4.2.3. %F OADP Velero ¥
I Velero N, A LIERE L BB -
o EATHRIFEN
o BT IEM
FiFh KB IE A D R AT AR, (BAZHAFBAEVEBE— NSRS EELE.

4.2.3.1. B\ Velero =t EaHHH

LIRS E 2P EE oadp_vialphal_dpa.yaml TR, BRI LIZREZELL T RN Velero TN EiEM4 -
® aws (Amazon Web Services)
e gcp (Google Cloud Platform)

® azure (Microsoft Azure)

12


https://velero.io/docs/main/csi/

B 45 NARFEHMKE

e openshift (OpenShift Velero plugin)
e csi(Container Storage Interface)
e kubevirt (KubeVirt)
EEE ISP, EELITE oadp_vialphal_dpa.yaml X435 ErF BB IE S,

B
LIF .yaml XA %% openshift. aws. azure 1 gcp ¥ :

apiVersion: oadp.openshift.io/vialphai
kind: DataProtectionApplication
metadata:
name: dpa-sample
spec:
configuration:
velero:
defaultPlugins:
- openshift
- aws
- azure

-gcep

4.2.3.2. AE X Velero &

R IEERE A A BB oadp_v1alphal_dpa.yaml X, @it i5EfRG REFBHERRERE U Velero
ey

EEE IS, K LITE oadp_vialphal_dpa.yaml X4rhisErF SR B E UEH.

wPUscH

LAF .yaml X &% 2108 openshift, azure 1 gcp i, UR—1BEE LEH, HEFH custom-
plugin-example #1#%{%& quay.io/example-repo/custom-velero-plugin :

apiVersion: oadp.openshift.io/vialphai
kind: DataProtectionApplication
metadata:
name: dpa-sample
spec:
configuration:
velero:

defaultPlugins:

- openshift

- azure

-gcp

customPlugins:

- name: custom-plugin-example

image: quay.io/example-repo/custom-velero-plugin

4.3. ZEFEZE OADP

13



OpenShift Container Platform 4.9 &3 Itk &

4.3.1. xFZ% OADP

ENEREER, EALLRT %% OADP Operator ENHIRRT(OADP)ZR % OpenShift API, OADP
Operator &% Velero 1.7,

M OADP 1.0.4 FF#&, FiE OADP 1.0.z iR A#BRR BEF{E MTC Operator BT, BAE
FAF 3L Operator,

%12 Kubernetes FHRFAR IR, AN REERIEFMLE, MUTHERERZ—
® Amazon Web Services
® Microsoft Azure
® Google Cloud Platform
o LZLRARMK

o S3 FEAXIRTFME, %0 Noobaa = Minio

B

S3 % CloudStorage API R 2— MATI M IIRE, BATEINRER R LG MRS F
Tl (SLA) ¥, BYseaeH T, AT HEREIMEREREN], XL
ARFMETheE AT LME R iR B BIEE, HENSEFLAMBRRHRBEE L.

BRIABRAT G FEEMESER, WSARATIT i F e,

AT AR A IR BR K Restic &2 FFAMESB(PV),

EFRARBED PV, EBUHAA—DIRFERERRE API 3 Container Storage Interface(CSI)RIBE = AL
, MU THNEz—

® Amazon Web Services

® Microsoft Azure

® Google Cloud Platform

o R CSIREBM=MHNF, # OpenShift Container Storage
MREAHN AR ZFRE, HEEIEFHEZ NFS, BRI LUER Restic &N AREF,
IRAI LUN TR N B IR A — 1 Secret YR, ABRREHRERT N AER,

4.3.1.1. BE¢i& NooBaa LUEFE OpenShift Container Storage i fTa kS

INRIETE OpenShift Container Storage £/ NooBaa bucket backupStorageLocation f& FA &£ 2877 i#,
¥ NooBaa EZ B N A ERXT RIF o

14


https://velero.io/docs/v1.7/
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.9/html-single/backup_and_restore/#installing-oadp-aws
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.9/html-single/backup_and_restore/#installing-oadp-azure
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.9/html-single/backup_and_restore/#installing-oadp-gcp
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.9/html-single/backup_and_restore/#installing-oadp-mcg
https://access.redhat.com/support/offerings/techpreview/
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Digk

==
[=]

& NooBaa EeE WA BB REFME A RER S B EMN AT A,

it =

® 1% NooBaa ECE NI REFME, VRS IS ZARMFME TR AT,
Hith 5w

e Velero XA E ML EM R R BB TR

Wo

/) BB EELLT assemblies # :

4.3.1.2. F OADP B¥#/ii&

& %& OADP Operator I, eI LU FHAE, X NHERE BB IEIH OADP Operator #1 Velero
BOWRLE F+ 2, &) LARERS Sl sE

B=1"EHIE :

e stable JiE &S OADP ClusterServiceVersion' IR FTREEFT (y-stream BH) M T (z-

stream BH1). HAHEFNFIAL, OADP Operator BRI ClusterServiceVersion ki il &
R RRERNT

e stable-1.0 /il @& oadp.v1.0.z, EE&#THI OADP 1.0 ClusterServiceVersion,

e stable-11/iiEE & oadp.vl.1.z, EE&HTH OADP 1.1 ClusterServiceVersion,

WA EHIES S ?

o %if% stable B E LRI RETH stable OADP hRA, FHIBUCREBHHM T, tNRELEFL
WiiE, SFIREIRRA x.y.z BIRRA y-stream # z-stream BYE T,

o %% stable-l1y BH/E R LS OADP 1.y, HUSNEBESHHT, MREEFLIIE, EFKE
WA 1y.z BIFR A z-streams

faIis R Y S HTHIE 7

o MRMMELET OADP 1y, FHHARBEMIBA y-stream BN T, NIMFIM stable B HHiE LI HE
stable-1y B8, ARG, TRKEIRA 1.yz BIFRTE z-stream ¥+ T,

MRBMEET OADP 1.0, FEHKE OADP 1.1, REHR#EIL OADP 1.1BIHNT, MM

stable-1.0 B HEYIHE stable-1.1 EHIE, ARE, BFKEIRAE 1.1.2 WFFAE z-stream b
T,

MREELET OADP 1y, Hy KF 0, HEFELIHE OADP 1.0, /i &£ OADP

Operator, AS{EM stable-1.0 E /B EHR LR, AfE, TFKEN.0.z lREBIFTE z-stream
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Gk

KI5 @ DB B M OADP 1y tN#:E| OADP 1.0, & /ENE; Operator, ABREH
£e,

¢

Wt

HiBR
o KRR hRA

4.3.2. 57 Amazon Web Services #H1THIBR L& E OpenShift API

IR LIRS %2k OADP Operator, 7 Velero BB AWS, ARBLEHIFERITN ARRE, TEHHE Amazon
Web Services(AWS)HI#IE{RT (OADP)H] OpenShift API,

i

M OADP 1.0.4 FF#&, FiE OADP 1.0.z iR A#BRR BEF{E MTC Operator BT, BAE
FAF 3L Operator,

BF

S3 T??ﬁ%E’JCIoudStorageAPl,\E MRARTRBIZhEE. AT IREE x?Illlaf‘nn RS
Tl (SLA) ¥, HINBEWREHATE. LT HEEEIMEREREN, %ﬁ
ARINEINE TM@%F&ELJU%%EE’JI?JE&, HENSEF LM BRIRHRBENL

BRIABRAT G FEEMNESER, WSARATIT i F e,

EEZRMAIMEFRRE OADP Operator, & /TE 2 FABIAM OperatorHub JRFH45%1& Operator B
Ko FIEHSHEZRMLZEHER Operator Lifecycle Manager,

4.3.2.1. 2% OADP Operator

EA LUFE A Operator Lifecycle Manager(OLM)7E OpenShift Container Platform 4.9 £%2%& Data
Protection(OADP)Operator #J OpenShift API,

OADP Operator &% Velero 1.7,

FeREH
o LB H cluster-admin F{ER A B8 &%,

it =

1. 7£ OpenShift Container Platform Web 25/, mifi Operators - OperatorHub,
2. {8/ Filter by keyword FE&#% OADP Operator,

3. #%$¥ OADP Operator # = Install,
4. = Install 7£ openshift-adp i B f1% % Operator,

5. = Operators - Installed Operators 4 F &%,

4.3.2.2. Bdi& Amazon Web Services

16


https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.9/html-single/operators/#olm-csv_olm-understanding-olm
https://access.redhat.com/support/offerings/techpreview/
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.9/html-single/operators/#olm-restricted-networks
https://velero.io/docs/v1.7/

B 45 NARFEHMKE

%A LN OpenShift API B2 Amazon Web Services(AWS) LA 1T 8RR (OADP),

FTRFH

o BE&RE AWSCLI,

it

1. Xi& BUCKET Z & :

I $ BUCKET=<your_bucket>
2. %i& REGION % & :

I $ REGION=<your_region>

3. filE AWS S3 1Z{#H :

$ aws s3api create-bucket \
--bucket $BUCKET \
--region $REGION \
--create-bucket-configuration LocationConstraint=$REGION ﬂ

us-east-1 7~ #F LocationConstraint, MNREMX 152 us-east-1, B --create-
bucket-configuration LocationConstraint=$REGION,

4. BIE—NIAM A
I $ aws iam create-user --user-name velero ﬂ

ﬂ INREMFER Velero F1R BB S S3 FERMWER, HHBIERUE—ITH—RF &,

5. fil# velero-policy.json {4 :

$ cat > velero-policy.json <<EOF
{
"Version": "2012-10-17",
"Statement”: |
{

"Effect": "Allow",

"Action": [
"ec2:DescribeVolumes",
"ec2:DescribeSnapshots",
"ec2:CreateTags",
"ec2:CreateVolume",
"ec2:CreateSnapshot",
"ec2:DeleteSnapshot”

1,

"Resource": "*"
"Effect": "Allow",
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"Action": [
"s3:GetObject",
"s3:DeleteObject",
"s3:PutObject",
"s3:AbortMultipartUpload”,
"s3:ListMultipartUploadParts"

1,

"Resource": [
"arn:aws:s3:::${BUCKET}/*"

]

"Effect": "Allow",
"Action™: [
"s3:ListBucket",
"s3:GetBucketLocation",
"s3:ListBucketMultipartUploads"
1,
"Resource": [
"arn:aws:s3::${BUCKET}"
]
}
]
}
EOF

6. FIINZREE, v velero AP AT R BIHAEAR

$ aws iam put-user-policy \
--user-name velero \
--policy-name velero \
--policy-document file://velero-policy.json

7. N velero FA P &1 17 B5H -

I $ aws iam create-access-key --user-name velero
Bl

{

"AccessKey": {
"UserName": "velero",
"Status": "Active",
"CreateDate": "2017-07-31T22:24:41.576Z",
"SecretAccessKey": <AWS_SECRET_ACCESS_KEY>,
"AccessKeyld": <AWS_ACCESS_KEY_ID>

}
}
8. fl]& credentials-velero XX {f :

$ cat << EOF > ./credentials-velero
[default]
aws_access_key_id=<AWS_ACCESS_KEY_ID>

18
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I aws_secret_access_key=<AWS_SECRET_ACCESS_KEY>
EOF

ELEHERE N BEER, RELU#FEA credentials-velero XX {5 AWS ]# Secret %1%,

4323 BATF A MREBAIEN secret
MEFERBRMEIE, ETUNERHIRBAEE— Secret X &,

Secret BIE1\ &5 cloud-credentials.

FeREH

o NREMMTEMMIERBERNEIL,

o N Velero BB X R IFHE,

o HINMLLEYMIR I NN REFEMAIE— credentials-velero XX 14,
-

DataProtectionApplication BE Y FJR(CR)FEZE—1 Secret i {TR%E., MR%
B8 E spec.backupLocations.credential.name &, & {FHERIAEFF,

MNREAREIRESMDMUBSIRRMAE, NATFEHEZ credentials-velero X411
T BRI\ B FREY Secret,

Pt =
o fFERABINZTROIE Secret :

I $ oc create secret generic cloud-credentials -n openshift-adp --from-file cloud=credentials-
velero

1L % Data Protection Application K, secret 27 DataProtectionApplication CR 4
spec.backupLocations.credential H:# 5|,

4.3.2.3.1. AFEMNE PR E A E X IR E secret
INRIE D IIRBAEFERARRMEIL, EALE credentials-velero X403 MMELE %,

R, A LLAIEE— Secret X & F+7E DataProtectionApplication B E X #R(CR)FIEEERBE.

pi% &2
. FEREEMMRBAENMIIEEEDZE — credentials-velero X, N TFHIFFE :

[backupStorage]
aws_access_key_id=<AWS_ACCESS_KEY_ID>
aws_secret_access_key=<AWS_SECRET_ACCESS_KEY>

[volumeSnapshot]

aws_access_key_id=<AWS_ACCESS_KEY_ID>
aws_secret_access_key=<AWS_SECRET_ACCESS_KEY>
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2. {#M credentials-velero 2 #41l|% Secret XI5 :

$ oc create secret generic cloud-credentials -n openshift-adp --from-file cloud=credentials-
velero

3. 7f DataProtectionApplication CR AR INECES, 0 FAIFTR :

apiVersion: oadp.openshift.io/vialphai
kind: DataProtectionApplication
metadata:

name: <dpa_sample>

namespace: openshift-adp
spec:

backupLocations:
- name: default
velero:

provider: aws

default: true

objectStorage:
bucket: <bucket_name>
prefix: <prefix>

config:
region: us-east-1
profile: "backupStorage"

credential:
key: cloud
name: cloud-credentials

snapshotLocations:
- name: default
velero:

provider: aws

config:
region: us-west-2
profile: "volumeSnapshot"

4.3.2.4. BEEBIERT N RAERF
EA LUEC B Velero FHRAEFHIEEBEE S CAIEF,

4.3.2.4.1. % & Velero CPU MINEFSH S

& 7] L@ 4w DataProtectionApplication B 7€ X HR(CR)E 3K 4 Velero pod i% & CPU HINFS
i

FTRFH

o BEET OpenShift API for Data Protection(OADP)Operator,

it

o % DataProtectionApplication CR & H.#]
spec.configuration.velero.podConfig.ResourceAllocations H:FRI{E, M TFHIFFT :
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apiVersion: oadp.openshift.io/vialphai
kind: DataProtectionApplication
metadata:

name: <dpa_sample>
spec:

configuration:
velero:
podConfig:
nodeSelector: <node selector> ﬂ
resourceAllocations:
limits:
cpu: "1"
memory: 512Mi
requests:
cpu: 500m
memory: 256Mi

WE‘EEI’EJ Velero podSpec 12 #tHY T st 25

4.3.2.4.2. FAB%E%A CAUEH

R i@ s 4w DataProtectionApplication B E X HIR(CR)EH R AN REFMHERABE®R CAES, KL
B LE SR JIA A& WL 25 2 BES

FRFH

o BEET OpenShift API for Data Protection(OADP)Operator,

Y=

e %k DataProtectionApplication CR & H.HY
spec.backupLocations.velero.objectStorage.caCert %440
spec.backupLocations.velero.config £#X :

apiVersion: oadp.openshift.io/vialphai
kind: DataProtectionApplication
metadata:

name: <dpa_sample>
spec:

backupLocations:
- name: default
velero:
provider: aws
default: true
objectStorage:
bucket: <bucket>
prefix: <prefix>
caCert: <base64_encoded_cert_string> ﬂ
config:
insecureSkipTLSVerify: "false"
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Q 16 E Base46 JifidH CA IEHFHE,

insecureSkipTLSVerify B & AJ LLEE ) "true” = "false ', INRKEN "true”, NIEMA

SSL/TLS &£, tNRiXEH "false”, NIEHE SSL/TLS &£,

4.3.2.5. REBIRERT N ARER
& L@ A2 DataProtectionApplication API BYSEf5I S &2 2 #UIR IR N FAF2FE (DPA),

FRFM

C"}I

o RN ZEE OADP Operator,

\

o M REFMECE N HDAIE.

o MRMBARBREMD PV, THNEMIZIFRAEIRER API 5 Container Storage Interface(CSI)

AR
W0

o MMRFMIILIBABMFBERANEILL, BUIGETHEBRIAGT cloud-credentials #J Secret,

o MREFMIMEBMABFBARNEIL, N TERERINELFR cloud-credentials 01—
Secret, HE & a%ﬁﬁﬂ'lk BB EIFHRIIERE S,

NBREABELREIRRAHIEESHBIRRAE, EHLUFERZ credentials-velero

XHEOIEEIA Secret, HNIRZBEIA Secret, TR KN,

it =

1. == Operators — Installed Operators #1%# OADP Operator,
2. £ Provided APIs T, = DataProtectionApplication {E##J Create SZfl,

3. = YAML View F5E#7 DataProtectionApplication ;5SS 5] :

apiVersion: oadp.openshift.io/vialphai
kind: DataProtectionApplication
metadata:
name: <dpa_sample>
namespace: openshift-adp
spec:
configuration:
velero:
defaultPlugins:
- openshift ﬂ
- aws
restic:
enable: true 9
podConfig:
nodeSelector: <node selector> 6
backupLocations:
- name: default
velero:
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provider: aws
default: true
objectStorage:
bucket: <bucket_name> ﬂ
prefix: <prefix> 6
config:
region: <region>
profile: "default”
credential:
key: cloud
name: cloud-credentials G
snapshotLocations: ﬂ
- name: default
velero:
provider: aws
config:
region: <region> 6
profile: "default”

openshift iH4 2B, FEEFE OpenShift Container Platform &8 E &3 #1118 4 22
I8,

IR B Restic ik, B false, Restic BE—NFH2E, XEKEZE worker
T m#&RiZ1TA Restic pod. &R LLENT7E Backup CR AN
spec.defaultVolumesToRestic: true EEZ & Restic LA TED.

15 E BIR %A Restic podSpec BYTT ik 8.

BEFERIFEHEMNEMUE. MREERTZ Velero &M% BEMEIE, BRIEE—

ML
MRFEEATSNEM, HH Velero #0EE—18IZ, 10 velero,

EEEOBER Secret M REVET, WMREEBHEIME, NEAIRKINME cloud-
credentials, MREIEET BE XL, NERBELAFEITEMME,

INRIBMERA CSIRIRSK Restic &2 PV, NAFEREERRLAE.,

Q9 90 006 © 9O

REBALE RIS PV L FRE— K,

4. = Create,
5. BT EE OADP HiRFEL &L :

I $ oc get all -n openshift-adp

I
NAME READY STATUS RESTARTS AGE
pod/oadp-operator-controller-manager-67d9494d47-618z8 2/2  Running 0 2m8s
pod/restic-9cg4q 1/1 Running 0 94s
pod/restic-m4lts 1/1 Running 0 94s
pod/restic-pvakr 1/1 Running 0 95s
pod/velero-588db7{655-n842v 1/1 Running 0 95s
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NAME TYPE CLUSTER-IP EXTERNAL-IP
PORT(S) AGE

service/oadp-operator-controller-manager-metrics-service ClusterlP 172.30.70.140
<none> 8443/TCP 2m8s

NAME DESIRED CURRENT READY UP-TO-DATE AVAILABLE NODE
SELECTOR AGE

daemonset.apps/restic 3 3 3 3 3 <none> 96s

NAME READY UP-TO-DATE AVAILABLE AGE
deployment.apps/oadp-operator-controller-manager  1/1 1 1 2m9s
deployment.apps/velero 11 1 1 96s

NAME DESIRED CURRENT READY AGE
replicaset.apps/oadp-operator-controller-manager-67d9494d47 1 1 1 2m9s
replicaset.apps/velero-588db7{655 1 1 1 96s

4.3.2.5.1. £ DataProtectionApplication CR /= CSI
& 7] LATE DataProtectionApplication B 7 Y %T/R(CR)A /5 A Container Storage Interface(CSI) R #&1{%
BFAMS, LUMER CSIRBEMDIFAMS,
SoREH
o LN EM ISR CSIRER,

it =

e %%k DataProtectionApplication CR, I FHIFR :

apiVersion: oadp.openshift.io/vialphai
kind: DataProtectionApplication
spec:
configuration:
velero:

defaultPlugins:
- openshift

-csiﬂ

© 7 csi BtiEL.

4.3.3. 5 Microsoft Azure FIEIRRT L& B E OpenShift API

1 A] L@ T %ok OADP Operator, 4 Velero BRE Azure, REREHIEBRIT N ATER, @M Microsoft
Azure &% OpenShift API for Data ProtectionP,

M OADP 1.0.4 FF#&, FiE OADP 1.0.z iR A#BRRBEF{E MTC Operator BT, BAE
FAF 3L Operator,
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BF

S3?¥ﬁ%B’JCIoudStorageAPl,\E MRARTAEINEE. BORTINTIRE R R LLME T mAR S5
Tethill (SLA) ¥, HINBEWREHAFTE. LT HEELEIMEREREN, X%ﬁ
ARINEINE _Il«/lﬁﬁi)*'hiﬂﬁﬁﬁﬁ’]lﬂﬁb, HENSEF LN BRIRHRBENL

BRIABRATGEREXFEEMESER, WSARATIT i F e,

EEZRMAEAIMEFRRE OADP Operator, & E 2 FABIAM OperatorHub JRFF45%1& Operator B
Ko FIEHSHEZRMLHER Operator Lifecycle Manager,

4.3.3.1. 2% OADP Operator

& BT LUEF Operator Lifecycle Manager(OLM)TE OpenShift Container Platform 4.9 £ %% Data
Protection(OADP)Operator #J OpenShift API,

OADP Operator &% Velero 1.7,

FeRE M
o mILIEA cluster-admin R A F B &%,

it =

1. 7£ OpenShift Container Platform Web 25/, mifi Operators - OperatorHub,
2. {8/ Filter by keyword F & & OADP Operator,

3. #%$% OADP Operator # = Install,

4. = Install 7£ openshift-adp i B F1 %% Operator,

5. = Operators - Installed Operators % iF &%,

4.3.3.2. Bdi& Microsoft Azure

1R A] LN OpenShift API B2& Microsoft Azure LUH4TERIR I (OADP),

FRFM

o &I Azure CLI

Y=

1. &R E Azure:
I $ az login
2. Xi& AZURE_RESOURCE_GROUP %= :

I $ AZURE_RESOURCE_GROUP=Velero_Backups

3. A& Azure HIR4A :
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I $ az group create -n $AZURE_RESOURCE_GROUP --location CentralUS @)

Q@ =xuE,

4. 1%%& AZURE_STORAGE_ACCOUNT ID % & :
I $ AZURE_STORAGE_ACCOUNT _ID="velero$(uuidgen | cut -d - -f5 | tr [A-Z]' [a-z])"

5. BI|# Azure FHEIK T -

$ az storage account create \
--name $AZURE_STORAGE_ACCOUNT_ID \
--resource-group $AZURE_RESOURCE_GROUP \
--sku Standard_GRS\\
--encryption-services blob \
--https-only true \
--kind BlobStorage \
--access-tier Hot

6. 148 BLOB_CONTAINER % & :

I $ BLOB_CONTAINER=velero

7. BIE Azure Blob ZHEA S -

$ az storage container create \
-n $BLOB_CONTAINER \
--public-access off \
--account-name $AZURE_STORAGE_ACCOUNT _ID

8. IRERFFHEM Uy (R B -

$ AZURE_STORAGE_ACCOUNT_ACCESS_KEY="az storage account keys list \
--account-name $AZURE_STORAGE_ACCOUNT ID\
--query "[?keyName == 'key1'].value" -o tsv’

9. LIREAREMBENRMNAE LA

AZURE_ROLE=Velero
az role definition create --role-definition '{
"Name": "$AZURE_ROLE",
"Description": "Velero related permissions to perform backups, restores and deletions",
"Actions": [
"Microsoft. Compute/disks/read",
"Microsoft. Compute/disks/write",
"Microsoft. Compute/disks/endGetAccess/action”,
"Microsoft. Compute/disks/beginGetAccess/action”,
"Microsoft. Compute/snapshots/read",
"Microsoft. Compute/snapshots/write",
"Microsoft. Compute/snapshots/delete”,
"Microsoft.Storage/storageAccounts/listkeys/action”,
"Microsoft.Storage/storageAccounts/regeneratekey/action”
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P
"AssignableScopes": ["/subscriptions//'$AZURE_SUBSCRIPTION_ID"]

}l
10. 1% credentials-velero 314 :

$ cat << EOF > ./credentials-velero
AZURE_SUBSCRIPTION_ID=${AZURE_SUBSCRIPTION_ID}
AZURE_TENANT_ID=${AZURE_TENANT_ID}

AZURE_CLIENT_ID=${AZURE_CLIENT_ID}
AZURE_CLIENT_SECRET=${AZURE_CLIENT_SECRET}
AZURE_RESOURCE_GROUP=${AZURE_RESOURCE_GROUP}
AZURE_STORAGE_ACCOUNT_ACCESS_KEY=${AZURE_STORAGE_ACCOUNT_ACCES
S_KEY} @

AZURE_CLOUD_NAME=AzurePublicCloud

EOF

ﬂ g, 1NR credentials-velero X4+ R B SRS EERZIE, NFTEFHDAEHR,

L% Data Protection N8I, EALUE credentials-velero 32144 Azure ]2 Secret Xt
e

4.3.3.3. 0B2ATF S HNIRBAIERN secret
MNEFRABRMEIE, ETUNERHIRBAEE— Secret X &,

Secret FI2k1\ & #17 cloud-credentials-azure,

FeREH
o NREMMTEMMLIERBERNEIL,
o Il Velero BB X 1765,
o HNLLE YR NN REFEMEAIE— credentials-velero XX 14,
= -

DataProtectionApplication BE X FJR(CR)FEZE—1 Secret i {TR%E., MR%
B8 E spec.backupLocations.credential.name &, & {FHERIAEZFF,

MNREAREIRESMDMUEBSIRRAE, NATFEHEZ credentials-velero X412
T BRI\ B FREY Secret,

Pt =
o fFERABINZTROIE Secret :

$ oc create secret generic cloud-credentials-azure -n openshift-adp --from-file
cloud=credentials-velero

1L % Data Protection Application B, secret 27 DataProtectionApplication CR
spec.backupLocations.credential H:# 5|,
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4.3.3.3.1. I FENERHRE M EZIFAE secret
MBS HIRE B FERATENEIE, HUEM Secret 75 :

it

28

o EHEENAMMEDAIE Secret, BE X AT DataProtectionApplication B E X FR(CR)
B spec.backupLocations Ht 15 7E,

o HHEIALTF cloud-credentials-azure FYR IR & Secret, It Secret A7t
DataProtectionApplication CR 15 €.

1. NWIEHENENRRAEGE— credentials-velero XX 14,

2. FRBRIARHAIRIRAE 2 Secret :

$ oc create secret generic cloud-credentials-azure -n openshift-adp --from-file
cloud=credentials-velero

3. NIEBSREMAUIE— N TP AIER credentials-velero XX,
4. FHBE LG NEMAIIELE Secret :

I $ oc create secret generic <custom_secret> -n openshift-adp --from-file cloud=credentials-
velero

5. ¥ H B E X &M Secret 7R INZE| DataProtectionApplication CR &, 0 FAIFT :

apiVersion: oadp.openshift.io/vialphai
kind: DataProtectionApplication
metadata:

name: <dpa_sample>

namespace: openshift-adp
spec:

backupLocations:
- velero:

config:
resourceGroup: <azure_resource_group>
storageAccount: <azure_storage_account_id>
subscriptionld: <azure_subscription_id>
storageAccountKeyEnvVar: AZURE_STORAGE_ACCOUNT_ACCESS_KEY

credential:
key: cloud
name: <custom_secret> ﬂ

provider: azure

default: true

objectStorage:
bucket: <bucket_name>
prefix: <prefix>

snapshotLocations:
- velero:

config:
resourceGroup: <azure_resource_group>
subscriptionld: <azure_subscription_id>
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incremental: "true"
name: default
provider: azure

Q BEBE LA EPAIE Secret,

4.3.3.4. EEBIRER TN AERF
EA LLUEC B Velero FHRAEFH/IEEBEE S CA LT,

4.3.3.4.1. % & Velero CPU HIRESEC

& 7] L@ 4w DataProtectionApplication B 7€ X HR(CR)E .3k 4 Velero pod i%& CPU HINFS
[

FRFM

o BEET OpenShift API for Data Protection(OADP)Operator,

it =

e %k DataProtectionApplication CR & H.HY
spec.configuration.velero.podConfig.ResourceAllocations HFR{E, M TFHIFFT :

apiVersion: oadp.openshift.io/vialphai
kind: DataProtectionApplication
metadata:

name: <dpa_sample>
spec:

configuration:
velero:
podConfig:
nodeSelector: <node selector> ﬂ
resourceAllocations:
limits:
cpu: "1"
memory: 512Mi
requests:
cpu: 500m
memory: 256Mi

ﬂ EEE M Velero podSpec 12 4LHYTT mE 2%

43342 5RAB%%A CAILD

R i@ 4w DataProtectionApplication B E X HIR(CR)EH R AN REFMHERABE®R CAESR, KL
B LE SR A A& WL 25 2 BES

FoRFH

o B ET OpenShift API for Data Protection(OADP)Operator,
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Y=

e %k DataProtectionApplication CR & H.HY
spec.backupLocations.velero.objectStorage.caCert %440
spec.backupLocations.velero.config 44 :

apiVersion: oadp.openshift.io/vialphai
kind: DataProtectionApplication
metadata:

name: <dpa_sample>
spec:

backupLocations:
- name: default
velero:
provider: aws
default: true
objectStorage:
bucket: <bucket>
prefix: <prefix>
caCert: <base64_encoded_cert_string> ﬂ
config:
insecureSkipTLSVerify: "false"

Q 167 Base46 JRfidH CA IFHFHE,

insecureSkipTLSVerify B & AJ LUK E ) "true” = "false ', IIRKEN "true”, NIEMA
SSL/TLS B2, fNRKEH "false”, NIEA SSL/TLS RE,

4.3.3.5. REBURRT N ARERF
1A LUE T 08 DataProtectionApplication API #9525l S 22 S 8RR I B A2 (DPA).

SeRFH
o RihJi%%E OADP Operator,
o MMM RIFHEERE N D LE.

o MRMARBREM PV, THNEMIZIFRAEIRER API 5 Container Storage Interface(CSI)
’|*/ \O

o MMRFMIILIBABMFBERANEIL, BUI0ETHERIAZT cloud-credentials-azure B9
Secret,

o MREMMRBLABRBAENEIE, BWRHOIEM A Secret :

o WAEMMUENHETE XLAMH secret, EATLUFIEL Secret FRANE!
DataProtectionApplication CR &,

o HAHAEKIALM cloud-credentials-azure # secret, ATIRIBIE, X/ Secret 1T
DataProtectionApplication CR F#%5|F,
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pa -

MRIER ALK IRRPIEEFDNIRBAE, ERILUERAZ credentials-
velero X4 022K\ Secret, WEREZEEIA Secret, ZLEFFKM,

it

1. = Operators — Installed Operators F1%# OADP Operator.,
2. 7£ Provided APIs T, = DataProtectionApplication {E##J Create SZfl,

3. = YAML View F 5 #7 DataProtectionApplication ;5 IS5 :

apiVersion: oadp.openshift.io/vialphai
kind: DataProtectionApplication
metadata:
name: <dpa_sample>
namespace: openshift-adp
spec:
configuration:
velero:
defaultPlugins:
- azure
- openshift ﬂ
restic:
enable: true 9
podConfig:
nodeSelector: <node selector> 6
backupLocations:
- velero:
config:
resourceGroup: <azure_resource_group> ﬂ
storageAccount: <azure_storage_account_id>
subscriptionld: <azure_subscription_id>
storageAccountKeyEnvVar: AZURE_STORAGE_ACCOUNT_ACCESS_KEY
credential:
key: cloud
name: cloud-credentials-azure ﬂ
provider: azure
default: true
objectStorage:
bucket: <bucket_name> 6
prefix: <prefix> g
snapshotLocations:
- velero:
config:
resourceGroup: <azure_resource_group>
subscriptionld: <azure_subscription_id>
incremental: "true”
name: default
provider: azure

openshift iH4 2K, FEEFE OpenShift Container Platform &8 E &3 #1118 4 22
I8,
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90 O 900600

MR EE M Restic 223, %E ) false, Restic BBE—NFIFHTEE, XEKES worker
T m#&RiZ1TA Restic pod. &R L@ IE Backup CR AN

15 E BIR %A Restic podSpec BYTT sk 2R
187E Azure BHRH,

187 Azure FHATKF 1D,

187E Azure 1T15 ID,

MRS A EX/ME, N{EAZRIAE cloud-credentials-azure, MNEEIEETHE LE
o, NFERBE L&A HFITERAIE.

BEFERIFEHEMNEMUE. MREHERTZ Velero &M% BEMEIE, BRIEE—

ML
MREFEEATSNEM, HH Velero #01EE—18IZ, 10 velero,

INRIBERA CSIRIRK Restic &2 PV, NAFEREERRLUE.,

. B Create,

5. @it EE OADP HIREIIERE :

$ oc get all -n openshift-adp

Bl
NAME READY STATUS RESTARTS AGE
pod/oadp-operator-controller-manager-67d9494d47-618z8 2/2  Running 0 2m8s
pod/restic-9cg4q 1/1 Running 0 94s
pod/restic-m4lts 1/1 Running 0 94s
pod/restic-pvakr 1/1 Running 0 95s
pod/velero-588db7{655-n842v 1/1 Running 0 95s
NAME TYPE CLUSTER-IP EXTERNAL-IP

PORT(S) AGE
service/oadp-operator-controller-manager-metrics-service ClusterlP 172.30.70.140
<none> 8443/TCP 2m8s

NAME DESIRED CURRENT READY UP-TO-DATE AVAILABLE NODE
SELECTOR AGE

daemonset.apps/restic 3 3 3 3 3 <none> 96s

NAME READY UP-TO-DATE AVAILABLE AGE
deployment.apps/oadp-operator-controller-manager  1/1 1 1 2m9s
deployment.apps/velero 11 1 1 96s

NAME DESIRED CURRENT READY AGE
replicaset.apps/oadp-operator-controller-manager-67d9494d47 1 1 1 2m9s
replicaset.apps/velero-588db7{655 1 1 1 96s

4.3.3.5.1. £ DataProtectionApplication CR /3 M CSI
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& 7] LATE DataProtectionApplication B Y %TiR(CR)A /5 Container Storage Interface(CSI) R #&1{%
BFAMS, LUMER CSIRBEMDIFAMS,
SoREH

o LN B ISR CSIRER,

it =

e %k DataProtectionApplication CR, 1 FHIFR :

apiVersion: oadp.openshift.io/vialphai
kind: DataProtectionApplication

spec:
configuration:
velero:
defaultPlugins:
- openshift
- CSi

© 7 csi Bt

4.3.4. ZEHECE OpenShift API LLi#1T Google Cloud Platform FIZUE R

& a] LUy %24 OADP Operator, 4 Velero B2 GCP, REREHIERIFNAIERF, A Google
Cloud Platform(GCP)%%& OpenShift API for Data Protection(GCP)s,

¢ pa =

M OADP 1.0.4 FF#&, FiE OADP 1.0.z iR A#RR BEF1E MTC Operator BT, BAE
FAF 3L Operator,

BF

S3 #fi## CloudStorage API R 2— MARTI M IIRE, AT INEERRLLNE ™ MRS F
Jthil (SLA) ¥, BYseaseH T, LAIETHEREIMEREREN], XL
AT BETheerT LUME R IR BIH A BIEE, HENSEFLAMBRRH KRR L.

BRIABRAT G FEEMNESER, WSARATIT i F e,

BEZRMLEIMEH %S OADP Operator, &/ E e 2 FAEIARI OperatorHub JRF & Operator B
Ko FIEHSHEZRMLZHER Operator Lifecycle Manager,

4.3.4.1. 2% OADP Operator

& BT LUEF Operator Lifecycle Manager(OLM)TE OpenShift Container Platform 4.9 £%2%& Data
Protection(OADP)Operator #J OpenShift API,

OADP Operator &% Velero 1.7,

FoRFM
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o WHLLER cluster-admin F R F 19 & %,

it

1. 7£ OpenShift Container Platform Web 25/, mifi Operators » OperatorHub,
2. {8/ Filter by keyword F & & % OADP Operator,

3. #%$¥ OADP Operator # = Install,
4. = Install 7£ openshift-adp i B f1 %% Operator,

5. = Operators - Installed Operators % F &%,

4.3.4.2. Bdi& Google Cloud Platform

X FHIRRIT(OADP), A LN OpenShift API B2 Google Cloud Platform(GCP),

o MZET geloud 1 gsutil CLI TE, i#EEEH Google =X,

pi% =
1. B3RE GCP:

I $ gcloud auth login
2. %8 BUCKET &£ :
I $ BUCKET=<bucket> )

Q EEFhER R,

3. QIR

I $ gsutil mb gs://$BUCKET/

4. ¥$ PROJECT_ID 21X B NEBEEKIE :

I $ PROJECT_ID=$(gcloud config get-value project)

5. QIEARSSIR

$ gcloud iam service-accounts create velero \
--display-name "Velero service account"

6. FUIHARSSIKS

I $ gcloud iam service-accounts list

7. &i& SERVICE_ACCOUNT_EMAIL £, FH5 email {EILE :

34
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8.

1.

12.

$ SERVICE_ACCOUNT_EMAIL=$(gcloud iam service-accounts list \
--filter="displayName:Velero service account" \
--format 'value(email)')

fyinzRRE, v velero AP IRMFTEHRENIUR

$ ROLE_PERMISSIONS=(
compute.disks.get
compute.disks.create
compute.disks.createSnapshot
compute.snapshots.get
compute.snapshots.create
compute.snapshots.useReadOnly
compute.snapshots.delete
compute.zones.get

)
A2 velero.server B E X A :

$ gcloud iam roles create velero.server \
--project $PROJECT_ID \
--title "Velero Server" \
--permissions "$(IFS=","; echo "${ROLE_PERMISSIONS[*]}")"

. RHIE I IAM EEEE -

$ gcloud projects add-iam-policy-binding $PROJECT_ID \
--member serviceAccount:$SERVICE_ACCOUNT_EMAIL\
--role projects/$PROJECT_ID/roles/velero.server

B IAM BRSS I :

B 45 NARFEHMKE

I $ gsutil iam ch serviceAccount:$SERVICE_ACCOUNT_EMAIL:objectAdmin gs://${BUCKET}

FF IAM BR 55k 7 B3 SR Z 21 24 8l B 3k A A credentials-velero XX :

$ gcloud iam service-accounts keys create credentials-velero \
--iam-account $SERVICE_ACCOUNT_EMAIL

1E %% Data Protection Application B, &7 L& credentials-velero 3X {475 GCP fljE

Secret ¥ &,

4.3.4.3. QBT SR HIRBALIER secret
NRFEREREL, BTN RFARBRAAECZE— Secret X R,

Secret B9EKIA &4 cloud-credentials-gcp,

FRFH

N RIFHF eI ERERBEIE,

RN Velero ERB XN R 121,
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o BNLLE YR NN REFEEAIE— credentials-velero XX 14,

Pk =
o fERABINZTROIE Secret :

$ oc create secret generic cloud-credentials-gcp -n openshift-adp --from-file
cloud=credentials-velero

1EZ % Data Protection Application K, secret 21 DataProtectionApplication CR 4
spec.backupLocations.credential H:# 5|,

4.3.4.3.1. AIRRMNED RS MIEXIFECE secret
MBS HIRE B ERATENEIE, HUEM Secret W4 :

o EHEENAMMEDAIE Secret, BE X AT DataProtectionApplication B E X FR(CR)
B spec.backupLocations H: 15 7E,

o HHMILLZR cloud-credentials-gcp FIR BRI E Secret, It Secret ~1E
DataProtectionApplication CR 15 €.

P =
1. NIENENENRRAEGE— credentials-velero XX 14,

2. FRBRIARHAIRIRAECZE Secret :

$ oc create secret generic cloud-credentials-gcp -n openshift-adp --from-file
cloud=credentials-velero

3. NIEBXSTREMAUIE— DT AP AIER credentials-velero XX,
4. FHBEE LG NEMAIIELE Secret :

I $ oc create secret generic <custom_secret> -n openshift-adp --from-file cloud=credentials-
velero

5. ¥ A B E X &M Secret 7~ INZE| DataProtectionApplication CR /1, 0 FAIFT :

apiVersion: oadp.openshift.io/vialphai
kind: DataProtectionApplication
metadata:

name: <dpa_sample>

namespace: openshift-adp
spec:

backupLocations:
- velero:
provider: gcp
default: true
credential:
key: cloud
name: <custom_secret> ﬂ
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objectStorage:
bucket: <bucket_name>
prefix: <prefix>

snapshotLocations:
- velero:

provider: gcp

default: true

config:
project: <project>
snapshotlLocation: us-west1

Q BEBE LA EPAIE Secret,

4.3.4.4. B EBURR N AR
EA LUEC B Velero FHRAEFH/IEEBEE S CAIEP,

4.3.4.4.1.%i& Velero CPU HIRFSH A

& 7] L@ 4w DataProtectionApplication B 7€ X HR(CR)EH.3€4 Velero pod i%& CPU fINEFS
[

FRFM

o RNIZET OpenShift API for Data Protection(OADP)Operator,

=z

it

o % DataProtectionApplication CR & H.#
spec.configuration.velero.podConfig.ResourceAllocations H:FHR{E, M TFHIFFT :

apiVersion: oadp.openshift.io/vialphai
kind: DataProtectionApplication
metadata:

name: <dpa_sample>
spec:

configuration:
velero:
podConfig:
nodeSelector: <node selector> ﬂ
resourceAllocations:
limits:
cpu: "1"
memory: 512Mi
requests:
cpu: 500m
memory: 256Mi

ﬂ EEEM Velero podSpec 12 4LHYTT sE 2%
43.4.42. ]5AB% 4 CAEH
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R i@ 4w DataProtectionApplication B E X HIR(CR)EHR AN REFHERABE®R CAES, K
B LE SR JIA A& AL 25 BE S

FRFM

o MR EET OpenShift API for Data Protection(OADP)Operator,

e %k DataProtectionApplication CR & H.HY
spec.backupLocations.velero.objectStorage.caCert %440
spec.backupLocations.velero.config 44 :

apiVersion: oadp.openshift.io/vialphai
kind: DataProtectionApplication
metadata:

name: <dpa_sample>
spec:

backupLocations:
- name: default
velero:
provider: aws
default: true
objectStorage:
bucket: <bucket>
prefix: <prefix>
caCert: <base64_encoded_cert_string> ﬂ
config:
insecureSkipTLSVerify: "false"

87 Base46 LM CA LB FERF R,

9 insecureSKipTLSVerify B & AJ LLUEE H "true” = "false ', INRKEN "true”, NIEMA
SSL/TLS B2, INR&BEH "false”, MIJEA SSL/TLS R214E,

4.3.4.5. REBEERT N HER
& L@ 02 DataProtectionApplication AP| BYSEf5l S &2 5 SRR N FAFERE (DPA),

FoRFM

o &R EZE OADP Operator,
o MM RIFHEERE N S LE.

o MRMARBREM PV, THNEMIZIFRAEIRER API 5 Container Storage Interface(CSI)
’|*/ \O

o MREMIRBABFEAERNEIE, BSIAIETHBINAF cloud-credentials-gep #Y
Secret,

o MRFMMRBLABFERFRMEIE, BUAOENA Secret :
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o WAEMMUENHETE XLEZMH secret, EATLUFIEL Secret FRiNZE!
DataProtectionApplication CR &,

o HHEILELF cloud-credentials-gcp B secret, FFIRBAIE, X1 Secret R{E
DataProtectionApplication CR F#%5|F,

e

MRIER ALK IRRPIEESFDNIRBAE, ERILUERZ credentials-
velero X402 2K\ Secret, WEREZEEIA Secret, LK,

iz
1. = Operators — Installed Operators F1%# OADP Operator.
2. 7£ Provided APIs T, = DataProtectionApplication {E##J Create SZfl,

3. = YAML View F 5 #7 DataProtectionApplication ;5 SIS 5] :

apiVersion: oadp.openshift.io/vialphai
kind: DataProtectionApplication
metadata:
name: <dpa_sample>
namespace: openshift-adp
spec:
configuration:
velero:
defaultPlugins:
-gcep
- openshift ﬂ
restic:
enable: true 9
podConfig:
nodeSelector: <node selector> 6
backupLocations:
- velero:
provider: gcp
default: true
credential:
key: cloud
name: cloud-credentials-gcp ﬂ
objectStorage:
bucket: <bucket_name> 6
prefix: <prefix>
snapshotLocations:
- velero:
provider: gcp
default: true
config:
project: <project>
snapshotLocation: us-west1 9

ﬂ openshift iH4 2K, FHEFE OpenShift Container Platform &8 E &3 #1118 4 22
[578
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2]

©
o
5]
6]
o
0

INREEH Restic %, B false, Restic BBE— PP HRE, XEWKEE worker
T m#RI21TA Restic pod. &R LLET 7E Backup CR A0

15 E BIR %A Restic podSpec BYTT sk 2R

MR HRBIREXME, NEREIAE cloud-credentials-gep. INREIEE T BE L&A,
NMEFR B & &M T &R AIE.

BEFERIFEHEMNEMUE. MREERTZ Velero &M% BAEMEIE, BRIEE—
NRIZ.

MRFEEATSNEM, HH Velero #01EE—18IZ, 10 velero,
INRIBMERA CSIRIRSK Restic &2 PV, NAFEREERRLUE.,
REBALE RIS PV L FRE— X,

4. = Create,

5. @id

& E OADP FHRFEL UL -

$ oc get all -n openshift-adp

Bl
NAME READY STATUS RESTARTS AGE
pod/oadp-operator-controller-manager-67d9494d47-618z8 2/2  Running 0 2m8s
pod/restic-9cg4q 1/1 Running 0 94s
pod/restic-m4lts 1/1 Running 0 94s
pod/restic-pvakr 1/1 Running 0 95s
pod/velero-588db7{655-n842v 1/1 Running 0 95s
NAME TYPE CLUSTER-IP EXTERNAL-IP

PORT(S) AGE
service/oadp-operator-controller-manager-metrics-service ClusterlP 172.30.70.140
<none> 8443/TCP 2m8s

NAME DESIRED CURRENT READY UP-TO-DATE AVAILABLE NODE
SELECTOR AGE

daemonset.apps/restic 3 3 3 3 3 <none> 96s

NAME READY UP-TO-DATE AVAILABLE AGE
deployment.apps/oadp-operator-controller-manager  1/1 1 1 2m9s
deployment.apps/velero 11 1 1 96s

NAME DESIRED CURRENT READY AGE
replicaset.apps/oadp-operator-controller-manager-67d9494d47 1 1 1 2m9s
replicaset.apps/velero-588db7{655 1 1 1 96s

4.3.4.5.1. 7f DataProtectionApplication CR F/ZH CSI

& 7] LATE DataProtectionApplication B Y ¥T/R(CR)A /5 A Container Storage Interface(CSI) R #&1{%
BFAMS, LUMER CSIRBEMDIFAMS,

H=h IR
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JL/RR}TT

o SN EIMAIR CSIRER,

it =

e %k DataProtectionApplication CR, 1 FHIFR :

apiVersion: oadp.openshift.io/vialphai
kind: DataProtectionApplication

spec:
configuration:
velero:
defaultPlugins:
- openshift

-csiﬂ

© 7 csi BtilEL.

4.3.5. ZEHMBE OpenShift APl LLi#1T Google Cloud Platform BI#UE R

&R LB %2 4% OADP Operator, fll# Secret IR, AELZERBIEFRITNARRE, REZWHE Multicloud
Object Gateway(MCG)HI#IE{RIT(OADP)HI OpenShift API,

. M OADP 1.0.4 FH45, FiE OADP 1.0z hRA#BR BERF MTC Operator BRI, BHAE
" FAFI83I Operator,

MCG 2 OpenShift Container Storage(OCS)M—/NH M, EATLUE MCG BRE N
DataProtectionApplication B & Y ¥R (CR)FHIFD L E.

BF

S3 ##fi## CloudStorage API R 2— MARTIMIIIRE, AT INEERRLLNE ™ MRS F
Tl (SLA) ¥, BYseaseH T =, AIETHEREIMEREREN], XL
ARFMEThee AT LME R iR B BIEE, HENSEFLMBRRH KRR L.

BRIAERATGEEEXFEEMESER, WSARATIT i F e,

MBRENSHNEEFSRERE AP, BERERBAMAE, NMEBENSHNERIZFIRE, HEEFER
NFS, RaLUER Restic &,

ISR FETE Restic =% Container Storage Interface(CSI)Ri&# DataProtectionApplication CR 15 E IR
RBALE,

BEZRMLEIMEH %S OADP Operator, &/ E e 2 FAEIARI OperatorHub JRF & Operator B
Ko FIEHSHEZRMLEHER Operator Lifecycle Manager,

4.3.5.1. %% OADP Operator
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& BT LUEF Operator Lifecycle Manager(OLM)TE OpenShift Container Platform 4.9 %% Data
Protection(OADP)Operator #J OpenShift API,

OADP Operator &% Velero 1.7,

FeREH
o M HLLER cluster-admin F R 19 & %,

it =

1. £ OpenShift Container Platform Web #£#|& 7, ifi Operators » OperatorHub,
2. {8/ Filter by keyword F & & OADP Operator,

3. #%$¥ OADP Operator # = Install,

4. = Install 7£ openshift-adp i B F1% % Operator,

5. = Operators - Installed Operators 4 F &%,

4.3.5.2. NFRE T RMKEIE

R 75T F 38 Multicloud Object Gateway(MCG)&iE, L& OpenShift API Al B FEHERTT (OADP)HY
Secret B & L HIR(CR),

MCG 72 OpenShift Container Storage FJ—/NH 4,

FoRFM

o MEFEEIRIE OpenShift Container Storage EFE IR K EBE OpenShift Container Storage.

it =

1. B X NooBaa B i M HRiZ1T describe fp%, FKEX S3 s, AWS_ACCESS_KEY_ID #[l
AWS_SECRET_ACCESS_KEY.

2. f|# credentials-velero 314 :
$ cat << EOF > ./credentials-velero
[default]
aws_access_key_id=<AWS_ACCESS_KEY_ID>
aws_secret_access_key=<AWS_SECRET_ACCESS_KEY>
EOF

TR % Data Protection Application I, &7 LAf# F credentials-velero X {4/ Secret *f %,

4353 EATFSHMRBAIEN secret
MR FEREREL, BTN RARBRAAECZE—1 Secret X R,

Secret BIE1\ &5 cloud-credentials.

FoRFH
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N RIFEM I IE R AR EIL,
RN Velero ERB XN R 121,

RITLLE B AXT REFHEQIZE —1 credentials-velero ST,

FRAZRINZIROIEE Secret :

I $ oc create secret generic cloud-credentials -n openshift-adp --from-file cloud=credentials-
velero

1L % Data Protection Application B, secret 21 DataProtectionApplication CR 4
spec.backupLocations.credential H:#5|F,

4.3.5.3.1. A FENFRHRE ML EZIFAE secret
MBS HIRE B ERATENEIE, HUEMN Secret W4 :

it =

BEBE LEMBEMAIE Secret. BE L& FRTE DataProtectionApplication B E X %R (CR)
B spec.backupLocations H: 15 7E,

B BAINA TR cloud-credentials FIIRER (I & Secret, Lk Secret F~7&
DataProtectionApplication CR 15 €.

MBI RN E N IRRAE AR — credentials-velero XX 14,

. RN ZFRNIRBAIEC)EZE Secret :

I $ oc create secret generic cloud-credentials -n openshift-adp --from-file cloud=credentials-
velero

IR REHLUE—DNA TSP ER credentials-velero X4,

. BRBE BT EMDLELE Secret :

I $ oc create secret generic <custom_secret> -n openshift-adp --from-file cloud=credentials-
velero

1F1# 8 B E L& Secret 7 INE| DataProtectionApplication CR /1, N IR :

apiVersion: oadp.openshift.io/vialphai
kind: DataProtectionApplication
metadata:

name: <dpa_sample>

namespace: openshift-adp
spec:

configuration:

velero:
defaultPlugins:
- aws
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- openshift
restic:
enable: true
backupLocations:
- velero:
config:
profile: "default”
region: minio
s3Url: <url>
insecureSkipTLSVerify: "true"
s3ForcePathStyle: "true"
provider: aws
default: true
credential:
key: cloud
name: <custom_secret>ﬂ
objectStorage:
bucket: <bucket_name>
prefix: <prefix>

ﬂ BEBE LA EPAIE Secret,

4.3.5.4. EBEBREET N RAERF
EA LUEC B Velero FHRAEFH/IEEBEE S CA LT,

4.3.5.4.1. % & Velero CPU MINEFS S

& 7] L@ 4w DataProtectionApplication B 7€ X HR(CR)E .3k 4 Velero pod % & CPU HINFS
[

FRFH

o BEET OpenShift API for Data Protection(OADP)Operator,

e %8 DataProtectionApplication CR & H.HY
spec.configuration.velero.podConfig.ResourceAllocations H:FHRI{E, M TFHIFFT :

apiVersion: oadp.openshift.io/vialphai
kind: DataProtectionApplication
metadata:

name: <dpa_sample>
spec:

configuration:
velero:
podConfig:
nodeSelector: <node selector> ﬂ
resourceAllocations:
limits:
cpu: "1"
memory: 512Mi
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requests:
cpu: 500m
memory: 256Mi

ﬂ EEEM Velero podSpec 1R 4tHYTT sE 25

435.4.2. BEA%SA CAIEH

R i@ s 4w DataProtectionApplication B E X HR(CR)E H R AN REFHERABE®R CAES, K
B LE SR JIA A& WA 25 2 BE S

FeRFH

o RNIZET OpenShift API for Data Protection(OADP)Operator,

it

e %k DataProtectionApplication CR & H.HY
spec.backupLocations.velero.objectStorage.caCert %440
spec.backupLocations.velero.config 44 :

apiVersion: oadp.openshift.io/vialphai
kind: DataProtectionApplication
metadata:

name: <dpa_sample>
spec:

backupLocations:
- name: default
velero:
provider: aws
default: true
objectStorage:
bucket: <bucket>
prefix: <prefix>
caCert: <base64_encoded_cert_string> ﬂ
config:
insecureSkipTLSVerify: "false"

@ /57 Based6 GBI CAIERHFH &,
9 insecureSkipTLSVerify Bo& r] LUIZEH "true” =X "false ", #IRXES "true”, NIEHA
SSL/TLS Z£&t, WMRLZEN "false”, NIFHA SSL/TLS 22,

4.3.5.5. BERBIEFRT N ARR
& L@ A2 DataProtectionApplication AP| BYSEf5I S &2 2 SRR I N FAF2FE (DPA),

FoRFMH

o RNIZ% OADP Operator,
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o TSN REHRE N EHHE.

o MRMARBREM PV, THNEMIZIFRAEIRER API 5 Container Storage Interface(CSI)

RER
”n \C

o MMREFMIILIBABFBHERANEILL, BUIGETHERILGT cloud-credentials #J Secret,

I:I

o MRFMMRBLABFERFRMEIL, BRAOENA Secret :

o WAEMUENHETE XAMH secret, EATLUFIEL Secret FRANZE!
DataProtectionApplication CR .,

o W HEILNELTF cloud-credentials # secret, FATFIREBAIE, X1 Secret ZHTE
DataProtectionApplication CR F#%5|F,

NBREAEELREIRRPIEESHIRRUE, EILUFEHRZ credentials-

velero X402 2K\ Secret, IMNREHF %ﬂw)\ Secret, ZIEFFKNL,

Y=

1. == Operators — Installed Operators #1%#: OADP Operator,
2. £ Provided APIs T, = DataProtectionApplication {E##J Create SZfl,

3. = YAML View F5E#7 DataProtectionApplication ;5 IS5 :

apiVersion: oadp.openshift.io/vialphai
kind: DataProtectionApplication
metadata:
name: <dpa_sample>
namespace: openshift-adp
spec:
configuration:
velero:
defaultPlugins:
- aws
- openshift ﬂ
restic:
enable: true 9
podConfig:
nodeSelector: <node selector> 6
backupLocations:
- velero:
config:
profile: "default”
region: minio
s3Url: <url>
insecureSkipTLSVerify: "true"
s3ForcePathStyle: "true"
provider: aws
default: true
credential:
key: cloud
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name: cloud-credentials 9
objectStorage:
bucket: <bucket_name> G

prefix: <prefix> a

openshift {H 4218, FEETE OpenShift Container Platform S8t L &Rk E A%
[A]

IR B Restic &%, WiB ) false, Restic BE—NTFH2E, XEKEZE worker
T m#&RiZ1TA Restic pod. &R LLETIE Backup CR AN
spec.defaultVolumesToRestic: true EEZ & Restic LA TE D

EEE IR Restic podSpec BT sk 25,

¥ERE S3 i mBY URL.

INREBEEXME, NEMABRIME cloud-credentials, MRMEIEE T BE L&, NIE
RBE L AMMEITEMAE,

EEFERIFENEMNEMUE. MREHERTZ Velero &M% BEMER, BRIHEE—

GIE <8

MRFEEATSNEM, HH Velero #01EE—18IZ, 10 velero,

oSO 9 960060 o O —mm

4. = Create,
5. BT EE OADP HiRFEL &L :

I $ oc get all -n openshift-adp

I
NAME READY STATUS RESTARTS AGE
pod/oadp-operator-controller-manager-67d9494d47-618z8 2/2  Running 0 2m8s
pod/restic-9cg4q 1/1 Running 0 94s
pod/restic-m4lts 1/1 Running 0 94s
pod/restic-pvakr 1/1 Running 0 95s
pod/velero-588db7{655-n842v 1/1 Running 0 95s
NAME TYPE CLUSTER-IP EXTERNAL-IP

PORT(S) AGE
service/oadp-operator-controller-manager-metrics-service ClusterlP 172.30.70.140
<none> 8443/TCP 2m8s

NAME DESIRED CURRENT READY UP-TO-DATE AVAILABLE NODE
SELECTOR AGE

daemonset.apps/restic 3 3 3 3 3 <none> 96s

NAME READY UP-TO-DATE AVAILABLE AGE
deployment.apps/oadp-operator-controller-manager  1/1 1 1 2m9s
deployment.apps/velero 11 1 1 96s
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NAME DESIRED CURRENT READY AGE
replicaset.apps/oadp-operator-controller-manager-67d9494d47 1 1 1 2m9s
replicaset.apps/velero-588db7{655 1 1 1 96s

4.3.5.5.1. f£ DataProtectionApplication CR #Z fl CSI

& 7] LATE DataProtectionApplication B Y %T/E(CR)A /5 A Container Storage Interface(CSI) R #&1{%
BFAMS, LUMER CSIRBEMDIFAMS,

FRFM
o SN EIMAIR CSIRER,

it =

e ’i%E DataProtectionApplication CR, I FHIFR :

apiVersion: oadp.openshift.io/vialphai
kind: DataProtectionApplication

spec:
configuration:
velero:
defaultPlugins:
- openshift

-csiﬂ

© 7 csiBtilEL.

4.3.6. 7 OpenShift Container Storage IR FR M REEE OpenShift API

& e LU %24 OADP Operator FECE A M BEFIREBAIE, &1 &% OpenShift Container
Storage(OCS)Z& % OpenShift API for Data Protection(OADP), #AJg, EELEMIEFEI N AR,

M OADP 1.0.4 FF#&, FiE OADP 1.0.z iR A#BRR BEF{E MTC Operator BT, BAE
FAF 3L Operator,

2

&0l LA7E DataProtectionApplication B X FFIR(CR)F ¥ Multicloud Object Gateway S{E{A] S3 &R
M REFMERE N FPE.

BF

S3 % CloudStorage API R 2— MEARTIMIIIRE, AT INRER R LG MRS F
Jthil (SLA) ¥, BYseaeH T, AT HEREIMEREREN], XL
ARIREThEE AT LUME A iR BIH R BIEE, HENSEFLMBRRH KRR L.

BRIBEATUTNESZFBEHEMESER, BSHBRTT IR EH,

MRSV EERREIRE API, &7 LL7E DataProtectionApplication CR ¥ =1z fi#El & 1 R BRI
B, MAFEEN Restic 3 Container Storage Interface(CSI) R R15 E IR IR,
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BIEZIRMLEIMEH %S OADP Operator, &8 5t 2 FAEIARI OperatorHub JRF & Operator B
Ko HIRIEBHEZRMZEH{EF Operator Lifecycle Manager,

4.3.6.1. 2% OADP Operator

& BT LUEF Operator Lifecycle Manager(OLM)TE OpenShift Container Platform 4.9 £ %% Data
Protection(OADP)Operator #J OpenShift API,

OADP Operator &% Velero 1.7,

FeREH
o MNHLLER cluster-admin F R D&,

it

1. £ OpenShift Container Platform Web #£#|&H, mifi Operators » OperatorHub,
2. {8/ Filter by keyword F & &% OADP Operator,

3. #%$% OADP Operator # = Install,

4. = Install 7£ openshift-adp i B F1% % Operator,

5. = Operators - Installed Operators % F &%,

==
=% OADP Operator [5, MRTHNEZFRERR AP, N REBRE N SDAIE,
LEENIRRBAE.

MBRAEFAEFLHRE, NEFHER NFS, BALUER Restic SR AR, Restic THE
BRIR .

4.3.6.2. t/EATF SO MRBAIER secret
MEFERAERMEIE, ETUNERHIRBAEE— Secret X &,

FeREH
o NREMMTEMMLIERBERNEIL,
o {TiIfH Velero BRB X 1765,

o BNLLE YR NN REFEMAIE— credentials-velero XX 14,

o fFERABINZTROIE Secret :

I $ oc create secret generic cloud-credentials -n openshift-adp --from-file cloud=credentials-
velero
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£ & %% Data Protection Application i, secret =1t DataProtectionApplication CR HJ
spec.backupLocations.credential H:# 5|,

4.3.6.2.1. AFRAMFESHRE LB X UFACE secret

4.3.6.3. EBERIREET N RAERF
EA LUEC B Velero FHRAEFH/IEEBEE S CAIEP,

4.3.6.3.1. i%X& Velero CPU MINFEFS S

& 7] L@t 4w DataProtectionApplication B 7 X HR(CR)E .34 Velero pod i%& CPU HINFS
i,

o RNIZEET OpenShift API for Data Protection(OADP)Operator,

e %k DataProtectionApplication CR & H.HY
spec.configuration.velero.podConfig.ResourceAllocations H:FRR{E, M TFHIFFT :

apiVersion: oadp.openshift.io/vialphai
kind: DataProtectionApplication
metadata:

name: <dpa_sample>
spec:

configuration:
velero:
podConfig:
nodeSelector: <node selector> ﬂ
resourceAllocations:
limits:
cpu: "1"
memory: 512Mi
requests:
cpu: 500m
memory: 256Mi

ﬂ EEEMA Velero podSpec 12 4tHYTT sE 25

4.3.6.3.2. BEA% %A CAIES

R i@ 4w DataProtectionApplication B E X HR(CR)E H R AN REFHERABE®R CAES, KL
B LE SR JIA A& AL 25 2 BE S

FoRFM

o RNIZET OpenShift API for Data Protection(OADP)Operator,

Y=
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e %k DataProtectionApplication CR & H.HY
spec.backupLocations.velero.objectStorage.caCert %4 #0
spec.backupLocations.velero.config 24X :

apiVersion: oadp.openshift.io/vialphai
kind: DataProtectionApplication
metadata:

name: <dpa_sample>
spec:

backupLocations:
- name: default
velero:
provider: aws
default: true
objectStorage:
bucket: <bucket>
prefix: <prefix>
caCert: <base64_encoded_cert_string> ﬂ
config:
insecureSkipTLSVerify: "false"

Q 16 E Base46 JifidH CA IE HFHE,

insecureSkipTLSVerify B & AJ LLULE H) "true” = "false ', INRKEN "true”, NIEMA
SSL/TLS B2, INR&BE) "false”, MIJEA SSL/TLS R214E,

4.3.6.4. ZRBIEFRT N ARRF
& L@ A2 DataProtectionApplication AP| BYSEf5l S &2 2 SRR I N FAFEFE (DPA),

FRFM

o &R EZE OADP Operator,
o MM RIFHEERE N D LE.

o MRMBARBREM PV, THNEMIZIFRAEIRE API 5 Container Storage Interface(CSI)
’|*/ \O

o MREFMIILIBMABMFBERANEILL, BUIGETHERILAGT cloud-credentials #J Secret,
-

. MRERBELREKIREPIBEESMDHIRBAE, EJLIERZ credentials-velero
h XHOIEEIA Secret, INREAEBIA Secret, RRPF KM,

it

1. = Operators — Installed Operators F1%# OADP Operator.

2. £ Provided APIs T, = DataProtectionApplication {E##J Create SZfl,
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3. = YAML View F ¥ #7 DataProtectionApplication ;5SS 5 :
4. = Create,

5. @it EE OADP HIREIIERE :

$ oc get all -n openshift-adp

I
NAME READY STATUS RESTARTS AGE
pod/oadp-operator-controller-manager-67d9494d47-618z8 2/2 Running 0 2m8s
pod/restic-9cg4q 1/1 Running 0 94s
pod/restic-m4lts 1/1 Running 0 94s
pod/restic-pvakr 1/1 Running 0 95s
pod/velero-588db7{655-n842v 1/1 Running 0 95s
NAME TYPE CLUSTER-IP EXTERNAL-IP

PORT(S) AGE

service/oadp-operator-controller-manager-metrics-service ClusterlP 172.30.70.140
<none> 8443/TCP 2m8s

NAME DESIRED CURRENT READY UP-TO-DATE AVAILABLE NODE
SELECTOR AGE

daemonset.apps/restic 3 3 3 3 3 <none> 96s

NAME READY UP-TO-DATE AVAILABLE AGE
deployment.apps/oadp-operator-controller-manager  1/1 1 1 2m9s
deployment.apps/velero 11 1 1 96s

NAME DESIRED CURRENT READY AGE
replicaset.apps/oadp-operator-controller-manager-67d9494d47 1 1 1 2m9s
replicaset.apps/velero-588db7{655 1 1 1 96s

4.3.6.4.1. Bidi& NooBaa LUEFE OpenShift Container Storage L TR MRS

INRIETE OpenShift Container Storage £ NooBaa bucket backupStorageLocation &£ FH &£ 27z i,
¥ NooBaa EZ B N A ER X RIF o

it =

Digk

==
[=]

& NooBaa ERE WA BRI REFME A RER S B EMN T A A,

® % NooBaa ERE NN REFHE, WVEAZSE ZRINFMHE TR BT,

4.3.6.4.2. 7£ DataProtectionApplication CR /5 CSI
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& 5] LA7E DataProtectionApplication B Y %R (CR)H /5 F Container Storage Interface(CSI)3R#1%
ﬁﬂ'fﬁ% AR CSI REB&E DR A S,
FeRFH
o LN EM ISR CSIRER,

it =

o ’w%E DataProtectionApplication CR, 1 TFHIFIR

apiVersion: oadp.openshift.io/vialphai
kind: DataProtectionApplication

spec:
configuration:
velero:
defaultPlugins:
- openshift
- CSi

ﬂ A0 csi gkl}\?ﬂi—'{q:

4.3.7. WEIRFRIFEIZ OpenShift API

& L@ i Bk OADP Operator 3 E1%; OpenShift API for Data Protection(OADP), 1EIETES 4 MEEE
P& Operator,

4.4. S MWE

4.4, FH N RERF
&R LB 2 Backup B E U HTIE(CR) &P N AR,

Backup CR 7y Kubernetes FIRFIA BN (S3 M REFM) MFAMSPV)LIEEH X, MNREMLN
PR AR IB API 5% Container Storage Interface(CSI) IR, 0 OpenShift Container Storage
4, MEELER, HSMH CSIBRE,

BF

S3 ﬁﬁ%E’JCIoudStorageAPl,\E MRARTRBIThEE. FATIREE x?Iﬁlaf‘nn E%
Jethil (SLA) ¥, BYeaeH T =, AIETHEREIMEREREN], XL
ARINGEINE _Jl«/lﬁﬁﬁ)*'hiﬂﬁﬁ%ﬁﬁ’ﬂbﬁb, HENSEF LM BRIRHR RN

BRIABRAT G FEEMNESER, WSARATIT i F e,

NREMTHNEERRERR APl 532 Container Storage Interface(CSI)#&, ] Backup CR @it
BB RBREMDFALSE, NFFELER, 1ESM OpenShift Container Platform X4FH CSI &R B84
\TRO

MREHNTHNEAZFFIRR, SKEBNHARFAT NFSEIBESH, ErILUER Restic B &7,

IRE LLAIEE backup hook, LAMEESMBIRIEZAISZ BIZITHD.
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AT L& T B8 — Schedule CR A2 Backup CR EVHE &5,

4.4.1.1. QB % CR
&R LB ]2 Backup 7519 B E L HTR(CR)EAD Kubernetes iR, ARERHRRIFAES(PV),

SoRFEH

o (R% L T HIERRI (OADP)Operator B OpenShift AP,

e DataProtectionApplication CR %/l F Ready K75,

o HIRMIBIRREMN :
o IBRWIN Velero BRi& S3 X RIFfE,
o {&¥J1E DataProtectionApplication CR F & T — MNER LB,

o REBAIBSREMN :
o M= HNENIIEBREMRIR API 53 # Container Storage Interface(CSI)IRER,
o XIF CSIIRER, EuFitEZ—1 VolumeSnapshotClass CR &3t CSI IXhierz,

o RW/I1E DataProtectionApplication CR BB T —NEBLE.

it

1. HIALL T 8533 backupStorageLocations CR :

I $ oc get backupStoragelLocations

I
NAME PHASE LAST VALIDATED AGE DEFAULT
velero-sample-1 Available 11s 31m

2. filj#— Backup CR, WITFHIF= :

apiVersion: velero.io/v1

kind: Backup

metadata:
name: <backup>
labels:

velero.io/storage-location: default

namespace: openshift-adp

spec:
hooks: {}
includedNamespaces:
- <namespace> ﬂ
includedResources: [] 9
excludedResources: []
storagelLocation: <velero-sample-1>
ttl: 720h0mO0s
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labelSelector: 6
- matchLabels:
app=<label_1>
- matchLabels:
app=<label_2>
- matchLabels:
app=<label_3>
orlabelSelectors: G
- matchLabels:
app=<label_1>
- matchLabels:
app=<label_2>
- matchLabels:
app=<label_3>

EEE &R KA,

ik FE-NEGEEENPHNTRERNEAH, FHRALUZHSEHAX (B, 'po' kK
'pods') HEEMREMAR. MRKEE, NSBERE TR,

ik IEEBEMED R TREAE, HRATUREEARX (B, 'po' &K pods') =
TERENAR.

15 backupStorageLocations CR FJ£#F,
HIREBMBERENSHNTIR,

EREE-NHEMEEEN TR,

QD0 O 9O

3. 451k Backup CR BIRERZE S Completed :

I $ oc get backup -n openshift-adp <backup> -0 jsonpath='{.status.phase}'

4.4.1.2. (A CSIRB MR AME

7£0/3 Backup CR B, A LUET 012 VolumeSnapshotClass B E X %R(CR)EE M CSI IK5hF2
F, {#F Container Storage Interface(CSHIRIB &N FFAMS,

FRFH

it =

TNV BERIS R CSIRER,

&, 751 7 DataProtectionApplication CR #/= A CSl,

fI/%# VolumeSnapshotClass CR, 1 TF#IFfx :

Ceph RBD

apiVersion: snapshot.storage.k8s.io/v1
kind: VolumeSnapshotClass
deletionPolicy: Retain

metadata:
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name: <volume_snapshot_class_name>
labels:
velero.io/csi-volumesnapshot-class: "true"
snapshotter: openshift-storage.rbd.csi.ceph.com
driver: openshift-storage.rbd.csi.ceph.com
parameters:
clusterID: openshift-storage
csi.storage.k8s.io/snapshotter-secret-name: rook-csi-rbd-provisioner
csi.storage.k8s.io/snapshotter-secret-namespace: openshift-storage

Ceph FS

apiVersion: snapshot.storage.k8s.io/v1
kind: VolumeSnapshotClass
metadata:
name: <volume_snapshot_class_name>
labels:
velero.io/csi-volumesnapshot-class: "true"
driver: openshift-storage.cephfs.csi.ceph.com
deletionPolicy: Retain
parameters:
clusterID: openshift-storage
csi.storage.k8s.io/snapshotter-secret-name: rook-csi-cephfs-provisioner
csi.storage.k8s.io/snapshotter-secret-namespace: openshift-storage

Hib=4tN/rE

apiVersion: snapshot.storage.k8s.io/v1
kind: VolumeSnapshotClass
metadata:
name: <volume_snapshot_class_name>
labels:
velero.io/csi-volumesnapshot-class: "true"
driver: <csi_driver>
deletionPolicy: Retain

I7E, E=JLLAIE—1 Backup CR.

4.4.1.3. {1 Restic {3 N AR
1 A] LB JeiE 410 B E X HTIR(CR)®fH A Restic Backup %R, PEREEERFNIF A M B ED Kubernetes

RsaN
DL iR o

IR AREE7E DataProtectionApplication CR g EIRIRAIE,

B

Restic A% hostPath B, MF/ELER, HSIUHIH I Rustic BRI,

FRFMH

o (R %EE T HIERI (OADP)Operator B OpenShift AP,
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e W/NEERt DataProtectionApplication CR FEJ spec.configuration.restic.enable % & /) false
FEZFHEIAR Restic 2%,

e DataProtectionApplication CR %4t F Ready K75,

Y=

e %k Backup CR, #NTFHIFFR :

apiVersion: velero.io/v1
kind: Backup
metadata:
name: <backup>
labels:
velero.io/storage-location: default
namespace: openshift-adp
spec:
defaultVolumesToRestic: true ﬂ

ﬂ ¥ defaultVolumesToRestic: true 7 1N%I spec i,

4.4.1.4. % CSI HrB&{¢F Data Mover

BF

CSI RERBVBIR N R — TR AT T ThEE, BT L8 MR 55 F KX
(SLA) X%, BUIREAREHTTE, BT HEEEIMERERE ], XERARTIR
RER A R B IXAFEIEE, HANSEF LM BRRMARGEL,

BRIBEATUTNESZFBEEMESER, BESHBRTTIE L,
OADP 1.1.0 #iBEE Tt E AR EFMED (CSI) BREBEMHEZEXN REFM, 5 Data Mover i,

MREI A, BAMIRSLAFERE, BILUMEEFRREBIRSHLN ATERF. OADP 1.1.0 Data Mover
iR T RFEF VolSync B Restic 3£,

& Mover 325 CSI BREBHEMHBMIRE,

B#iI, Data Mover A3 # Google Cloud Storage (GCS) 4 .

FRFM

e i\ StorageClass #1 VolumeSnapshotClass B & Y %R (CR) & CSl,

o MEMIARE— volumeSnapshotClass CR i &/ f# snapshot.storage.kubernetes.io/is-
default-class: true,

o 2N RE—1 storageClass CR i HFf# storageclass.kubernetes.io/is-default-class:
true,

e KB VolumeSnapshotClass CR F & &175% velero.io/csi-volumesnapshot-class: 'true’,
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e B f#M Operator Lifecycle Manager (OLM) %&%& VolSync Operator,

. VolSync Operator REZE SR AT G HIE—&EFEH, FH OADP WA IMEIhEE
- FEE Operator,

o BEf#HA OLM %%k OADP operator,

ik =
1. B OIE— .yaml U4 KESE Restic secret, WA :

apiVersion: vi
kind: Secret
metadata:
name: <secret_name>
namespace: openshift-adp
type: Opaque
stringData:
RESTIC_PASSWORD: <secure_restic_password>

ZINBEMRT, Operator &4~ dm-credential #J secret, INREFHEMEL
5, 1REEFH dpa.spec.features.dataMover.credentialName 3&;7 Data
Protection Application (DPA) CR 38 & #75.

2. DAL T REIA DPA CR, BVAEMHETE CSl,
BURR TS AR (DPA) CR =l

apiVersion: oadp.openshift.io/vialphai
kind: DataProtectionApplication
metadata:
name: velero-sample
namespace: openshift-adp
spec:
features:
dataMover:
enable: true
credentialName: <secret_name> ﬂ
backupLocations:
- velero:
config:
profile: default
region: us-east-1
credential:
key: cloud
name: cloud-credentials
default: true
objectStorage:
bucket: <bucket_name>

58



prefix: <bucket_prefix>
provider: aws
configuration:
restic:
enable: <true_or_false>
velero:
defaultPlugins:
- openshift
- aws
- CSi
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WIN_E— H B Restic secret &#F, MREBEXFEME, NIEREIA secret £ dm-

credential,

OADP Operator Z& M B E L FIRE X (CRD). VolumeSnapshotBackup 7l
VolumeSnapshotRestore,

VolumeSnapshotBackup CRD =l

apiVersion: datamover.oadp.openshift.io/vialphai
kind: VolumeSnapshotBackup
metadata:
name: <vsb_name>
namespace: <namespace_name> ﬂ
spec:
volumeSnapshotContent:
name: <snapcontent_name>
protectedNamespace: <adp_namespace>
resticSecretRef:
name: <restic_secret_name>

ﬂ EESRIBRATER S B 22,

VolumeSnapshotRestore CRD 7~

apiVersion: datamover.oadp.openshift.io/vialphai
kind: VolumeSnapshotRestore
metadata:
name: <vsr_name>
namespace: <namespace_name> ﬂ
spec:
protectedNamespace: <protected _ns> 9
resticSecretRef:
name: <restic_secret_name>
volumeSnapshotMoverBackupRef:
sourcePVCData:
name: <source_pvc_name>
size: <source_pvc_size>
resticrepository: <your_restic_repo>
volumeSnapshotClassName: <vsclass_name>

Q EESRIRATER S B 22,
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9 1EE R L Operator e 22 (A, BAIN{E ) openshift-adp.

3. ERIUHUT A TS RS DB IR -
a. Q&M CR:

apiVersion: velero.io/v1
kind: Backup
metadata:
name: <backup_name>
namespace: <protected_ns> ﬂ
spec:
includedNamespaces:
- <app_ns>
storagelLocation: velero-sample-1

Q 1B R Operator Byap & 22 (A, L E 22 (A2 openshift-adp,

b. F&F10 280, FHAUTHEFEKE VolumeSnapshotBackup CR RS EE H Completed

I $ oc get vsb -n <app_ns>

I $ oc get vsb <vsb_name> -n <app_ns> -0 jsonpath="{.status.phase}"

X RFMER Q2 IRIRZTE DPA HECE,

#N3R VolumeSnapshotBackup CR BR 545/ Failed, 155 H Velero B&
FEATERPEHERR,

4. AT LUHATU TSR IRE BIRER -
a. MIBRER Velero CSI {4 IEEH application #3422 3] 1 volumeSnapshotContent,

b. fll# Restore CR, i restorePV i%i&} true,

Restore CR =l

apiVersion: velero.io/v1
kind: Restore
metadata:
name: <restore_name>
namespace: <protected_ns>
spec:
backupName: <previous_backup_name>
restorePVs: true

c. EF 1098, FEIHALTHSERE VolumeSnapshotRestore CR IR EZEE N
Completed :
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I $ oc get vsr -n <app_ns>

B 45 NARFEHMKE

I $ oc get vsr <vsr_name> -n <app_ns> -0 jsonpath="{.status.phase}"

d. REENNARFERENTREEERE.

#NR VolumeSnapshotRestore CR FIRSZE B 'Failed', 1S [H Velero BHi&

PEAT BB HERR.

o TEHERF L HEME A ZRE Operator

o TEMHE

4.41.5. QB %18 hook

& mr Lo

£ pod &P ENZ1T Pre hook, TE#1PIRIZ1T Post hook,

it =

e 1% Backup CR HJ spec.hooks HA7iN hook, 0 TFHIFAT :

B AR FEE TR 51 F - %% Operator

TR0 B E LR (CR)E 4 # Backup hook BATE pod HiZ 1T A S HIZITM S,

apiVersion: velero.io/v1
kind: Backup
metadata:
name: <backup>
namespace: openshift-adp
spec:
hooks:
resources:
- name: <hook_name>
includedNamespaces:
- <namespace> ﬂ
excludedNamespaces: 9
- <namespace>
includedResources: []
- pods 6
excludedResources: [] ﬂ
labelSelector:
matchLabels:
app: velero
component: server
pre: G

- exec:

container: <container> ﬂ

command:
- /bin/funame 6
--a

61


https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.9/html-single/operators/#olm-installing-operators-from-operatorhub_olm-adding-operators-to-a-cluster
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.9/html-single/operators/#olm-installing-operators-in-namespace

OpenShift Container Platform 4.9 &3 Itk &

9O00090 9000 9O

onError: Fail
timeout: 30s

post: ()

Ak BRI LR RE hook N AAEER & 2[R, MR AREXME, N hook EBRFFIAMA

Z2 ],

A% RATLAIERE hook RN A EIRI a2 1A,
H#l, pod @ME—RLIR A hook MIZ FFHIHTIR,
Ak IRE LB RE hook AN AR EIHI B IR,

ali% ¢ Itk hook fGEA T SFRE BN R, MR ZRBIRREXME, N hook ERATFFIAE R

Z2[dl,
D RIEIZ1THI hook B4H,
ik REEIRERS, LB HHE pod WE—NBHRHIZT.
XRIEFERM init B AOR,
IR A VFRIERZ Fail 1 Continue. EKIAE Fail,
A% - FR/FMSIZTHE, EKIMES 30s.

e E LT E& P RIZTH—H hook, HEE 5 pre-backup hook 8,

4.4.1.6. JAEE &2
& a] LU A8 Schedule B E X HTIR(CR)MAZ Backup CR EiHE &2,

FRFH

Digk

=
RENEDHAEPBEERWHNF, DUEELRS —NEMEITM T HaRE9,

i, BN RALEAHTEHBREE 10 DT R, AENERHE
REIZABITE 15 28— R,

o (R%E T HIERIT (OADP)Operator B OpenShift AP,

e DataProtectionApplication CR %4t F Ready K75,

it =

1. ¥:5% backupStorageLocations CR :
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I $ oc get backupStoragelLocations

I
NAME PHASE LAST VALIDATED AGE DEFAULT
velero-sample-1  Available 11s 31m

2. fijE#— Schedule CR, N1 TFHIFFT :

$ cat << EOF | oc apply -f -
apiVersion: velero.io/v1
kind: Schedule

metadata:

name: <schedule>

namespace: openshift-adp
spec:

schedule: 07 *** ﬂ
template:
hooks: {}

includedNamespaces:
- <namespace> 9

storagelocation: <velero-sample-1> 6
defaultVolumesToRestic: true

ttl: 720h0mO0s
EOF

@ =& cron Rk, U007 REAEX 7.00 JUT &,
Q B RD R £ 22 (A $
9 backupStorageLocations CR FJ& i,

Q A% MRFE Restic £10%4, &N defaultVolumesToRestic: true % -1E%T,

3. EAERNEDIZ1TRIIE Schedule CR RS2 - Completed :

I $ oc get schedule -n openshift-adp <schedule> -o jsonpath="{.status.phase}'

4.41.7. &

&= Lo kR Backup B E LHR (CR) EMIBR 230,

Dig¥
Of

fik% Backup CR FIKHEBIX RIFMHEEIERE, ETEMREMPREVEIE.

FRFH
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o &f3E7 Backup CR,
e {&RKE Backup CR AR S EEHIG A ZEH,
o T VeleroCLI &,

o REILIVIIRISERF Y Velero Z il {4,

¥ =
o LT EZ —FM Bk Backup CR :
o Zfff Backup CR FHRE KBRS REMEIE, HZITUTHE :

I $ oc delete backup <backup_CR_name> -n <velero_namespace>

o ZEffifk Backup CR FHMIFRXEHINT RIEZEMELRIE, HE2TUTHS :
I $ velero backup delete <backup_CR_name> -n <velero_namespace>

Her:

<backup_CR_name>
187 Backup B E L HIRBIE TR,
<velero_namespace>
1EE S & Backup B E L HIRBI6 & ZE [,
Hith BTR

® T# VeleroCLITE

4.4.2. SN FAER
&R LB ]2 Restore B E L HR(CR) EIkE N BHERF&ED.

R Bl LG restore hooks, WUTEN FREF RSO RINIEN AREFRR AT HZTHS.

4.4.2.1. 08 %E CR

15 A] LUE T A2 — Restore CR ¥k E Backup B E X FIR(CR).

SoREH
o (R %EE AT HIBRI (OADP)Operator B OpenShift AP,
e DataProtectionApplication CR %/l F Ready K75,
o BWJIEA Velero Backup CR.

o HEIEKMAND, LUERAMS (PV) BESFHIHERBRNEE,

pi% &2
1. G — Restore CR, M TFHIRFT :
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apiVersion: velero.io/v1
kind: Restore
metadata:
name: <restore>
namespace: openshift-adp
spec:
backupName: <backup> ﬂ
includedResources: [] 9
excludedResources:
- nodes
- events
- events.events.k8s.io
- backups.velero.io
- restores.velero.io
- resticrepositories.velero.io
restorePVs: true

© 19 CREA,

ik, EEZAEEREIRPNHEREH, HRTUZEST AN (Hla0, 'po' kK
'pods') HEEMREMAR., MRKEE, NSERE TR,

2. EiALL T 30IE Restore CR BR S 2 S~ Completed :

I $ oc get restore -n openshift-adp <restore> -o jsonpath="{.status.phase}'
3 MAUTHSBILEERHREEEEME

I $ oc get all -n <namespace> ﬂ

@ «rmmazi,

4. HNREEH Restic kS DeploymentConfig #1%, ZX{# M post-restore hook, EHIALL TS
iZ1T dc-restic-post-restore.sh cleanup I :

I $ bash dc-restic-post-restore.sh <restore-name>
EWRE T2, OADP Velero fH&4E7H DeploymentConfig &, FHI¥ pod &
B WML pod, LARH IEEEEEAE ik & B 3L BN BR 1% 2 #9 DeploymentConfig pod,

F fE1F Restic # post-restore hook TEVkE M pod ESEMHEIRIE, FEMAXMIER
X LB T EEE pod, FHIF{E{T DeploymentConfig X &1 B = & 4RI AL,

5l 4.1. dc-restic-post-restore.sh cleanup fiiZ
if command -v sha256sum >/dev/null 2>&1; then

#!/bin/bash
set -e
# if sha256sum exists, use it to check the integrity of the file
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CHECKSUM_CMD="sha256sum"
else

CHECKSUM_CMD="shasum -a 256"
fi

label_name () {
if [ "${#1}" -le "63" ]; then
echo $1
return
fi
sha=$(echo -n $1|$CHECKSUM_CMD)
echo "${1:0:57}${sha:0:6}"
}

OADP_NAMESPACE=${OADP_NAMESPACE:=openshift-adp}

if [ $# -ne 1 ]]; then
echo "usage: ${BASH_SOURCE} restore-name"
exit 1

fi

echo using OADP Namespace $OADP_NAMESPACE
echo restore: $1

label=$(label_name $1)
echo label: $label

echo Deleting disconnected restore pods
oc delete pods -1 oadp.openshift.io/disconnected-from-dc="%$label

for dc in $(oc get dc --all-namespaces -I oadp.openshift.io/replicas-modified=$label -0
jsonpath='{range .items[*]}{.metadata.namespace}{","{.metadata.name}{","}
{.metadata.annotations.oadp\.openshift\.io/original-replicas}{","}
{.metadata.annotations.oadp\.openshift\.io/original-paused}{"\n"}")
do
IFS=",' read -ra dc_arr <<< "$dc"
if [ ${#dc_arr[0]} -gt 0 ]; then
echo Found deployment ${dc_arr[0]}/${dc_arr[1]}, setting replicas: ${dc_arr[2]}, paused:
${dc_arr[3]}
cat <<EOF | oc patch dc -n ${dc_arr[0]} ${dc_arr[1]} --patch-file /dev/stdin
spec:
replicas: ${dc_arr[2]}
paused: ${dc_arr[3]}
EOF
fi
done

4.4.2.2. 0/, E hook

IRAT LA R E hook, LAETE pod HiZfTHIASRIZITR S, RI@EIT%HE Restore BE X HIR(CR)KRE
N TR,

&R LLA R R BB KR hook :
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init hook ¥ init ZERARMNE pod, LMEEN ARFASRSIEIHITRERES.
MRITBIKE Restic 10, NWETEWE hook init BEFBIIRIN restic-wait init & 25

exec hook £k E ) pod HIARZRFIZITR BRI,

£ Restore CR HJ spec.hooks HAi7i0 hook, #0TFHIFF :

apiVersion: velero.io/v1
kind: Restore
metadata:
name: <restore>
namespace: openshift-adp
spec:
hooks:
resources:
- name: <hook_name>
includedNamespaces:
- <namespace> ﬂ
excludedNamespaces:
- <namespace>
includedResources:
- pods 9
excludedResources: []
labelSelector: 6
matchLabels:

app: velero

component: server

postHooks:
- init:

initContainers:

- name: restore-hook-init
image: alpine:latest
volumeMounts:

- mountPath: /restores/pvci-vm
name: pvci-vm

command:

- /bin/ash

--C
timeout: ﬂ

- exec:
container: <container> 6
command:
- Jbin/bash @
--C
- "psql < /backup/backup.sqgl”
waitTimeout: 5m
execTimeout: Tm 6
onError: Continue Q

ﬂ A% : hook N FARYAR B ZEAIEAH, MRZKBIBEXMNME, M hook &M FRIHEMEZZEM,

H#l, pod @ME—RILIR A hook MIZ FFHIHTIR,
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Itt hook {\3& A F 5% 25 ILBCHINT R,

o

B

1 -

3% BBITIEE T Velero Z ¥ initContainers =B & AN A KB,
AL - MREBIEERSR, LHDEE pod WE—INBHRFIZT,
XRIEFERMA init BRI AOR,

Ak FRETSUANNE, XNZRE K, UERSITLUEE), EEREZPEMLE]
B9 hook AILATER, MREBXE, MEIERTRAFSE.

A FRRISITHN R, FINMEDY 30s.

990 990060600

R IBBI SO F(E N Fail #1 Continue :
o Continue: Rit a4 KL,

o Fail: {£fi] pod FHEMA TR BEE L E hook i£17, Restore CR IR IF 2
PartiallyFailed,

4.5. PR HERR

RE] LAFEF OpenShift CLI TE =X Velero CLI TE i Velero BE X HIR(CR), Velero CLI TEIZ#E
A EERE R

BRI E REMH, £OMKE CR [, LKk Restic [7]#,
&7 LAE A must-gather TERWERE. CR {§2F] Prometheus 18R EIE,
B LLE T LA R 5 7EFRER Velero CLI TR -

® T# VeleroCLITE

o {jjn|EEEAH Velero EREH B Velero Z i Hl4

4.5.1. T#i VeleroCLITE
&R AR ER Velero SUHY U1HE B UEEA F i3 R4 Velero CLI T &,
ZIHEE :

o M Homebrew #J macOS

® GitHub

e {#f Chocolatey #J Windows

FeREH
o AR5 T DNS 1AM Kubernetes 5£2% v1.16 SR = i A,

o MRBEARMZET kubectl,

Y=
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1 ¥TFYEES, 3 AZE Verleo Wil ERY"Z2%E CLIY,
2. 1RB8 macOS. GitHub =X Windows HI3&E 712,

3. RIBLULTFR, THFERT OADP # OpenShift Container Platform iR A#] Velero iR A :

5% 4.2. OADP-Velero-OpenShift Container Platform fR&<Xx%

Velero x4 OpenShift Container
Platform kA
1.0.0 1.7 4.6 REFBIRAE
1.0.1 1.7 4.6 REFBIRAE
1.0.2 1.7 4.6 REFBIRAE
1.0.3 1.7 4.6 REFBIRAE
11.0 {velero-version} 4.9 R BEHHIRRA
111 {velero-version} 4.9 REHHIRRA
112 {velero-version} 4.9 R EHHIRRA

4.5.2. 10 5EEEFH) Velero ZPE A Velero — i il 34
o] LAMEF shell fp5 1/ (A EEEBEH B Velero ERE ) Velero Zi#Hl 34,

FRFH

e {ZH DataProtectionApplication B E . FIRHIIKEH Reconcile complete,
it 3
o HIALTRREEMBENIA

I $ alias velero='oc -n openshift-adp exec deployment/velero -c velero -it -- ./velero'

4.5.3. {8 OpenShift CLI T2 i Velero ¥R

&I LS A OpenShift CLI TERE Velero BE X HIR(CR)H Velero pod B &RV KA & 103k
g,

Velero CR
&M oc describe 4% 5 Backup =% Restore CR XE(FIZEE IR

I $ oc describe <velero_cr> <cr_name>

Velero pod B
5/ oc logs fp 3138 Velero pod H7& :
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I $ oc logs pod/<velero>

Velero pod i B&
& 5] LAFE DataProtectionApplication FFRAF1EE Velero BE&EZ, W TFHIFTR.

IXANETTE M OADP 1.0.3 FF i,
apiVersion: oadp.openshift.io/vialphai
kind: DataProtectionApplication
metadata:

name: velero-sample
spec:
configuration:

velero:
logLevel: warning

A A/ logLevel (HHINTF :

e trace

e debug

® info

® warning

o R

o fatal

® panic

SNFLZHAE, BWER debug.

4.5.4. {FH Velero CLI TE i Velero FiR
&7 LU Backup #1 Restore BE M HIR(CR)FHEA Velero CLI TEMRZERAE.
Velero CLI TELt OpenShift CLI TERHEIFMMER.

Wk

{3 oc exec B 5IZ1T Velero CLI 3% -

$ oc -n openshift-adp exec deployment/velero -c velero -- ./velero \
<backup_restore_cr> <command> <cr_name>

Nl

$ oc -n openshift-adp exec deployment/velero -c velero -- ./velero \
backup describe 0e44ae00-5dc3-11eb-9ca8-df7e5254778b-2d8q|

H B
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& velero --help 7P & Velero CLI 634 :

I $ oc -n openshift-adp exec deployment/velero -c velero -- ./velero \
--help

describe @85
{& 3 velero describe 47135 Backup 5 Restore CR XEFVE S A

$ oc -n openshift-adp exec deployment/velero -c velero -- ./velero \
<backup_restore_cr> describe <cr_name>

Nl

$ oc -n openshift-adp exec deployment/velero -c velero -- ./velero \
backup describe 0e44ae00-5dc3-11eb-9ca8-df7e5254778b-2d8q|

logs A
{& A velero logs s 123 Backup =k Restore CR ®HE :

$ oc -n openshift-adp exec deployment/velero -c velero -- ./velero \
<backup_restore_cr> logs <cr_name>

Nl

$ oc -n openshift-adp exec deployment/velero -c velero -- ./velero \
restore logs ccc7c2d0-6017-11eb-afab-85d0007f5a19-x4lbf

4.5.5. Velero #l £ A\ Webhook BY/A] &

Velero TEMRE 1T F2 2R HE AN Webhook [F[IBIRE DB R, #NRIEE T IE 1 #EH7 B HEAN webhook, EAIEE
EEFAYNB Velero MBI IRE T H1#H,

BE, WAEA Webhook WIEMBZELH VBB ERENT R, MRENITEAEHESFHR,
E AN webhook BEBELEFHIR, NS HILXFER,

Bian, QIERsIRETZEXTSR, 40 service.serving.knative.dev @FEBE0EFHIR, MNBMEEFEIXEE

85, NWAREEFER Velero BIEMIRE;XLETHR, X aE 7 H Velero Bl FRE A Webhook BEETF HR
E’\JI‘EJ Hmo

4.5.5.1. {4 A webhook B Velero &3tk & I R AER
ATNETIEREAN webhook F—L2R B Velero 101k & BTIRAT B HIZI A 5 T,

4.5.5.1.1. %k & Knative ¥R
IR RE B EFEA Velero &2 {F B4 A webhook B Knative B 3REY[A] 5,

HEEDMIREERAEA webhook B Knative BHRES, &R LUET B L KETNZ Service BT iRE FiX D
[ 7l

it
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o RETi/Z service.serving.knavtive.dev Service 7R :

$ velero restore <restore_name> \
--from-backup=<backup_name> --include-resources \
service.serving.knavtive.dev

4.55.1.2. % &€ IBM AppConnect ¥R

INRIBER Velero TkE BB A webhook B IBM AppConnect ¥R A, &0 LATEL R TT

@7&0

it =

. BELESHIEE A kind: MutatingWebhookConfiguration 89745 7 A& :

I $ oc get mutatingwebhookconfigurations

2. ¥E & kind: MutatingWebhookConfiguration B9 YAML X/, LUBREEE NS0 EFE
RN, MEELER, HBIHE T Kuberbetes 3214,

3. REEESPEFEAMN type: Configuration.appconnect.ibm.com/vibetal F#] spec.version #
B &% Operator #,

HibFiR
o EANMEMH

o Webhook 4 AiHH

o Webhook  AfHEFLE

4.5.6. L2 0]
EREHRRI N BN, BB EIE A TN B T8 E R EIE S B &,

45.6.1. TR EHEIESEHE
Velero pod HE R REFIRER, SREMISTHNTLER.

==
,,ﬁ\ A}

NREEDERE Velero B XML H %,

RAR
MRS REMEARERTF Velero, MA@ X E DataProtectionApplication ;& £ 1)

e NS X

spec.backupLocations.velero.objectStorage.prefix SH N EFH#EEIEE — N EI%K,

45.6.2. AWS EIFRIEH

oadp-aws-registry pod HES T REE 15542 InvalidAccessKeyld: The AWS Access Key Id you
provided does not exist in our records.

Velero pod B i R4 1%H S NoCredentialProviders: no valid provider in chain,
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I=15s
FAF1I/% Secret ¥R B credentials-velero X #&5 1%KL,

BARBHE
f3{4% credentials-velero X4 B2 IEfHE 1L, M THIFFR :

credentials-velero 3 {7~

[default] @)

aws_access_key_id=AKIAIOSFODNN7EXAMPLE @
aws_secret_access_key=wJalrXUthFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY

@ AwsEiIEREE.
@ TRERES (") BHEEEX,

4.5.7. 2 FMKE CR v

XA gE =82 F Backup #1 Restore B E X FFIR(CR)BIE W&,

45.7.1. &3 CREENRE

Backup CR Z7~iH1%H 2 InvalidVolume.NotFound: The volume ‘vol-xxxx’ does not exist,
R

BFAMEBPV)MREBAEMLTFARBXE,

RRAR

1. 4@’ DataProtectionApplication ;& ¥ #f4 spec.snapshotLocations.velero.config.region
BIE, FEIREBAEMTS PV HRKXE,

2. DIEEHH Backup CR,

4.5.7.2. %3 CRIR ST #H1THR
Backup CR HIRSREBTE InProgress &, B RS

IRE
NRED M, MTERE,

BRAR
1. %% Backup CR BUIE4HE R :

$ oc -n {namespace} exec deployment/velero -c velero -- ./velero \
backup describe <backup>

2. f#F& Backup CR :
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I $ oc delete backup <backup> -n openshift-adp

BAFTEBEFHMUE, ENEAHTHE Backup CREAE LA XHEX REFMHE.

3. GE%## Backup CR,

4.5.7.3. &9 CRIRTLLTF PartiallyFailed

1£3% 8 Restic {ERANT—4 Backup CR FRSIR B E PartiallyFailed 1 E%, Bi%B5MK. ME PVC Bk
B&FUE,

==
,,ﬁ\ A}

IMRFMDBET CSIRRBEOIREM, BRVIRZE, CSIHRBEEHRITELZRR, Eit, Veleropod &
DRI TRIES IR

+

time="2023-02-17T16:33:13Z" level=error msg="Error backing up item" backup=openshift-adp/user1-
backup-check5 error="error executing custom action (groupResource=persistentvolumeclaims,
namespace=busy1, name=pvc1-useri): rpc error: code = Unknown desc = failed to get
volumesnapshotclass for storageclass ocs-storagecluster-ceph-rbd: failed to get
volumesnapshotclass for provisioner openshift-storage.rbd.csi.ceph.com, ensure that the desired
volumesnapshot class has the velero.io/csi-volumesnapshot-class label" logSource="/remote-
source/velero/app/pkg/backup/backup.go:417" name=busybox-79799557b5-vprq

RRFAR
1. k& Backup CR :

I $ oc delete backup <backup> -n openshift-adp
2. MNRFE, 751 BackupStorageLocation E7=fifHIEE LU B Ze Al
3. J$#5% velero.io/csi-volumesnapshot-class=true %] VolumeSnapshotClass *f & :
I $ oc label volumesnapshotclass/<snapclass_name> velero.io/csi-volumesnapshot-class=true

4. GEF# Backup CR.

4.5.8. Restic [r]/l

TE{EF Restic &N ARFEN, EaRERBEIIX LR,

4.5.8.1. EHT root_squash B NFS BIREM Restic fPREE 1R

Restic pod H& B REE1RE R, controller=pod-volume-backup error="fork/exec/usr/bin/restic:
p
permission denied",

JRX
INERIREY NFS BIESZH T root_squash, Restic B51E| nfsnobody, H3% & I &0 BIFER,

fRRAZE
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& LU N Restic A&+ T4 4940 ID 7N INZEI DataProtectionApplication ;& 5 Ap SRR AN Al
1. 7£ NFS BiE& 7 Restic 0N,
2. £ NFS B EiXiE setgid fi, LUEHKEHRRBEIL

3. I spec.configuration.restic.supplementalGroups Z##14H ID FHH0Z!
DataProtectionApplication jE £/, N TFHIFTT :

spec:
configuration:
restic:
enable: true
supplementalGroups:
- <group_id>

@ =xixEAD,
4. %%F Restic pod &/, UMENHAEX,

4.5.8.2. L fF iR $l /S EH 0/ Restic Backup CR

INRIE N i 22 A B3 Restic Backup CR, EBEX REMMEIE, RENE—hRZHEFHOE
Backup CR, Z|#TfllE#) Backup CR %KM,

velero pod B & ERELTFE15%E 2 « stderr=Fatal: unable to open config file: Stat: The specified key
does not exist.\nls there a repository at the following location?,

=
,,ﬁ\ A

INR Restic B RMXT R DMIBR, Velero A M ResticRepository & E # | 83k B # Restic 7
., MEEZER, HSM Velero [All 4421,

RAE
o ZfTLAT AN, MerRZE[A FHFRIERE Restic 7 ¥

I $ oc delete resticrepository openshift-adp <name_of_the_restic_repository>

FELUTHIRBER, mysql-persistent 257 Restic Fi#E, FiEENRIFREIEEIA
¢O

time="2021-12-29T18:29:14Z" level=info msg="1 errors

encountered backup up item" backup=velero/backup65
logSource="pkg/backup/backup.go:431" name=mysql-7d99fc949-qbkds
time="2021-12-29T18:29:14Z" level=error msg="Error backing up item"
backup=velero/backup65 error="pod volume backup failed: error running
restic backup, stderr=Fatal: unable to open config file: Stat: The
specified key does not exist.\nls there a repository at the following
location?\ns3:http://minio-minio.apps.mayap-oadp-
veleo-1234.qge.devcluster.openshift.com/mayapvelerooadp2/velero1/
restic/mysql-persistenf\n: exit status 1" error.file="/remote-source/
src/github.com/vmware-tanzu/velero/pkg/restic/backupper.go:184"
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error.function="github.com/vmware-tanzu/velero/
pkg/restic.(*backupper).BackupPodVolumes"
logSource="pkg/backup/backup.go:435" name=mysql-7d99fc949-gbkds

4.5.9. ffF must-gather T2
&R LAE A must-gather TEWE B X OADP BE L HIRHARE. #BIFFIER.
must-gather #3E 2 I NEIRT B & - 22161,

FRFM

o TfERAER cluster-admin A& A - &5k E] OpenShift Container Platform 5 &%,

e B% %k OpenShift CLI (oc).

T
1. #HAEEZ % must-gather HIEH B %,

2. NUATEIRIRE LT 2 —i21T oc adm must-gather 743 :
I $ oc adm must-gather --image=registry.redhat.io/oadp/oadp-mustgather-rhel8:v1.1

¥ IEIRTF 7 must-gather/must-gather.tar.gz, ErILUF SO EEBIZTIES ] MG EIZ
R,

$ oc adm must-gather --image=registry.redhat.io/oadp/oadp-mustgather-rhel8:v1.1 \
-- /usr/bin/gather_metrics_dump

LR VERTRE B B R KT A, #IEIRTE S must-gather/metrics/prom_data.tar.gz,

f#f Prometheus 258 & EIBHEURE
A LUFE A Prometheus 12244 & B TR EHE,

it =

1. #2154 prom_data.tar.gz 3X1f :

I $ tar -xvzf must-gather/metrics/prom_data.tar.gz
2. DA Prometheus 5241 :

I $ make prometheus-run

S HitH Prometheus URL,

Fanth

I Started Prometheus on http://localhost:9090

3. JE5) Web H5ids, BSMEI URL LR Prometheus Web ¥ & B &R,
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4. BEBIER, MR Prometheus SEBIFNENIE :

I $ make prometheus-cleanup

4.6. 5 OADP —&{E A API
AR MA X E T LITE OADP — (ML T AP IER -

® \elero API

e OADP API

4.6.1. Velero API

B 45 NARFEHMKE

Velero APl XX#4H Velero 4817, MAHZIIB4ET, ©HIE Velero API 2B E,

4.6.2. OADP API

TRIZHET OADP API BY45H -

5% 4.3. DataProtectionApplicationSpec

Bt

backupLocations

snapshotLocations

unsupportedOverrides

podAnnotations

podDnsPolicy

podDnsConfig

el

[]1 BackupLocation

[1 SnapshotLocation

map [ UnsupportedimageKey ]
string

map [ string ] string

DNSPolicy

PodDNSConfig

sk

EMXATF
BackupStorageLocations 1
EEFIR,

E
VolumeSnapshotLocations
ERANRESIR,

ARATFEZ N R MEBER K
&, %14 velerolmageFqin,
awsPluginlmageFqin,
openshiftPluginimageFqin,
azurePluginimageFqin,
gcpPluginimageFqin,
csiPluginimageFqin,
dataMoverimageFqin,
resticRestorelmageFqin,
kubevirtPluginlmageFqin, and
operator-type.

AT IS EMRINE Operator BB
B pods

7E X Pod B9 DNS HECE,

E X FRT B DNSPolicy 4 I
489 pod B9 DNS ¥,
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https://pkg.go.dev/github.com/openshift/oadp-operator/api/v1alpha1#SnapshotLocation
https://pkg.go.dev/github.com/openshift/oadp-operator/api/v1alpha1#UnsupportedImageKey
https://pkg.go.dev/builtin#string
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https://pkg.go.dev/k8s.io/api/core/v1#DNSPolicy
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=43 RE

backuplmages *bool

Boi& *ApplicationConfig
Thie et

OADP API| BYFEEEERH4 E L,

3 4.4. BackupLocation

=4 KRB

velero *velero.BackupStoragelLocationS
pec

bucket *CloudStorageLocation

BE
bucketﬁéﬁbxm PMRORTIIZNRE. AT ThRE

X3 BackupLocation FI5E%E schema E X,

3 4.5. SnapshotLocation
Bt g1

velero *VolumeSnapshotlLocationSpec

X% SnapshotLocation FJ582 schema & X,

3 4.6. ApplicationConfig

78

ik
ATFEEREEELE registry U5
RN ERFIRE,

T LEHEFRYT N AR S 2R EC
B

7E X DPA MEZE LA AT
Thee.

ik

FHBRBIAMAE, WEHFIE
ERfr,

(BT EE LR NS
Bt MM EIEAL
%O

NSNS MRS FRN I (SLA) X

F, BYREARHARE, MERHERE T INMREhERE]. XERATI TR LUE
Jﬂi)*’?miﬁﬁi%ﬁﬁ’]lbﬁb, HENSEF XM BRRERFEL

BRIABRAT G FEEMNESER, WSARATIT i F e,

ek

ATHE#BRBNAMAE, MmERR
(A


https://pkg.go.dev/builtin#bool
https://pkg.go.dev/github.com/openshift/oadp-operator/api/v1alpha1#ApplicationConfig
https://pkg.go.dev/github.com/openshift/oadp-operator/api/v1alpha1#Features
https://pkg.go.dev/github.com/openshift/oadp-operator/api/v1alpha1#DataProtectionApplicationSpec
https://pkg.go.dev/github.com/vmware-tanzu/velero/pkg/apis/velero/v1#BackupStorageLocationSpec
https://pkg.go.dev/github.com/vmware-tanzu/velero/pkg/apis/velero/v1#BackupStorageLocation
https://pkg.go.dev/github.com/openshift/oadp-operator/api/v1alpha1#CloudStorageLocation
https://access.redhat.com/support/offerings/techpreview/
https://pkg.go.dev/github.com/openshift/oadp-operator/api/v1alpha1#BackupLocation
https://pkg.go.dev/github.com/vmware-tanzu/velero/pkg/apis/velero/v1#VolumeSnapshotLocationSpec
https://pkg.go.dev/github.com/vmware-tanzu/velero/pkg/apis/velero/v1#VolumeSnapshotLocation
https://pkg.go.dev/github.com/openshift/oadp-operator/api/v1alpha1#SnapshotLocation

Bt

velero

restic

e il

*VeleroConfig

*ResticConfig

27 ApplicationConfig #5228 schema & X,

% 4.7. VeleroConfig

Bt

featureFlags

defaultPlugins

customPlugins

restoreResourcesVersionPri
ority

noDefaultBackupLocation

podConfig

logLevel

[] string

[JCustomPlugin

FRES

bool

*PodConfig

FRE

8 VeleroConfig FI5EZE schema & Lo

5 4.8. CustomPlugin

B 45 NARFEHMKE

Hah
E X Velero IR 2R ELE,

7E X Restic [R5 #ELE.

sk

TE SN Velero 52515 FHBOTHhEES
ES

Al AR LT R BIREIA Velero
ey

aws. azure. csi. gcp. kube
virt 1 openshift,

BATREBTE X Velero 4,

ARLIK B E R ER SR
TEOADP plug-ins

KER—DEERN, BEELS
EnableAPIGroupVersions Ijj
REMCA S AN WA, EX
b ERATE Velero IRSS 2R THAER
CHAIN
EnableAPIGroupVersions.,

ZIERBRINF D FHELENER
T % Velero, BINE
noDefaultBackupLocation #r
HEEBINRE,

7E X Velero pod HIEZ &,

Velero fR%588 BES | (TERABH
BB EHERA debug, *f Velero
RUNRBRIXE) . BRLETEE
trace. debug. info. warning
. error, fatal #1 panic,


https://pkg.go.dev/github.com/openshift/oadp-operator/api/v1alpha1#VeleroConfig
https://pkg.go.dev/github.com/openshift/oadp-operator/api/v1alpha1#ResticConfig
https://pkg.go.dev/github.com/openshift/oadp-operator/api/v1alpha1#ApplicationConfig
https://pkg.go.dev/builtin#string
https://pkg.go.dev/builtin#string
https://pkg.go.dev/github.com/openshift/oadp-operator/api/v1alpha1#CustomPlugin
https://pkg.go.dev/builtin#string
https://pkg.go.dev/builtin#bool
https://pkg.go.dev/github.com/openshift/oadp-operator/api/v1alpha1#PodConfig
https://pkg.go.dev/builtin#string
https://pkg.go.dev/github.com/openshift/oadp-operator/api/v1alpha1#VeleroConfig
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Bt KRB
name FREB
image FRE

A CustomPlugin HJ5E 2 schema & X,

3 4.9. ResticConfig

=43 RE

enable *bool
supplementalGroups [lint64
timeout FRE
podConfig *PodConfig

8 ResticConfig FI5EZE schema & Lo

% 4.10. PodConfig

=43 RE

nodeSelector map [ string ] string
A (tolerations) [JToleration
resourceAllocations ResourceRequirements

80

sk
BE AR,

BE AR,

sk

WME& & true, NI{FEF Restic
BR&EHMNRE, NRIEEN
false, NFEEIRE,

E X E [ | Restic pod
Linux 2H,

7 S Restic #B B 1R R RFLE
7 5FEE. ERIMEHR 1hr (170
i) o —MUKRETE R TS,
AUR—HHHRBERS, 81
B E A LA A — N LR 2 8 K
FAIEZ, 40300ms, -15h' sk
2h45m, AT A A2

ns. us (sXus) . ms, s, m
#h,

7 X Restic pod HEZE.

sk

E L E R4 Velero podSpec
= Restic podSpec 19
nodeSelector.

E X ERNAE Velero SE
Restic daemonset ARSI,

“— Velero pod =k Restic
pod B4 E K YRR {E F11H
XK, 0i%E Velero CPU FINESD
[z pu


https://pkg.go.dev/builtin#string
https://pkg.go.dev/builtin#string
https://pkg.go.dev/github.com/openshift/oadp-operator/api/v1alpha1#CustomPlugin
https://pkg.go.dev/builtin#bool
https://pkg.go.dev/builtin#int64
https://pkg.go.dev/builtin#string
https://pkg.go.dev/github.com/openshift/oadp-operator/api/v1alpha1#PodConfig
https://pkg.go.dev/github.com/openshift/oadp-operator/api/v1alpha1#ResticConfig
https://pkg.go.dev/builtin#string
https://pkg.go.dev/builtin#string
https://pkg.go.dev/k8s.io/api/core/v1#Toleration
https://pkg.go.dev/k8s.io/api/core/v1#ResourceRequirements
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.9/html-single/backup_and_restore/#oadp-setting-resource-limits-and-requests_installing-oadp-aws
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labels map [ string ] string ZRIE pod MIFRE,

8 PodConfig BJ58% schema & X,

X 4.11. Thge
B RE ek
dataMover *DataMover E X Data Mover BECE,

B Features BY5EEE schema & Y,
5 4.12. DataMover
=43 KR ik
enable bool NRIZE S true, 1HEREBRE

ek 2R 08T CSI Data Mover
i, WRIZE N false, A&

HBES .

credentialName FREB Data Mover A 12489 Restic
Secret &7,

timeout e abad=s ER

VolumeSnapshotBackup 7l

VolumeSnapshotRestore i

FA P R BORFLENT (M P RF R, BRIA
E»10m (10 &%) . — MR
A EXRYPREER, ATLAR—ZH 4t
FEFFI, SIRFHATLUTE
— N ENERN SRR, W

300ms. -15h'=k 2h45m, B
FHEAAIZ ns, us (X

pus) . ms. s, milh,

OADP API £ OADP Operator H B FyiF4T,

4.7. =% OADP M FThRE

A X H4IR A X OpenShift API for Data Protection (OADP) BIE K IhEE,

4.7.1. ERA—KEHFEATREM Kubernetes API kg A&

4.7.1.1. S ER B Kubernetes APl ZHiRA
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REHARBERIREZ A AP RAE, HAN—THRAZE LN APIIRA, B0, #HE %75 Example B AP
RREE B O] BE B 15 1E example.com/v1 #] example.com/vibeta2 API ZHr,

INRIBFEF Velero &1 FIRE IXFERRERE, Velero (&9 T £ Kubernetes API B LR AE1Z BTIRHY
KR,

ZiRE L, 20R example.com/vl 2E LR API, ] Velero R&D#ERH example.com/v1 B 5 RMIAR
X, AH, BIrEEEEE example.com/vl EEM—4H A API FURSEM, LUE Velero k8 BFr&EEE
LHIBTR,

Rk, BEEEBIRERE LK Kubernetes API HARAFIZR, LIBRE—HTEMN API HRFEMTE
1EEY APl AR AR,

AR
o HIALLT®aSG :

I $ oc api-resources

4.7.1.2. XF/5H API ‘i 2

ZINBR T, Velero R&2EA Kubernetes API BIENIERR AR IR, B2, Velero AEIFE—NHF AP
HEIRATOEE, SEARTXINRE, SERERESTEAN, XNIERE Velero H0ERBPIHN AFE
Kubernetes APIHRRA, MARBELER, UMAGFEEESD tar XHHRRES, ATAEBIRERL
wE el

fian, A% Example B9 AP| BIREEF nIE B IETE example.com/v1 #1 example.com/vibeta2 API
‘Arh, example.com/vl 2E % AP,

INR% B 5 A Enable API Group Versions BhEE, Velero {X & {9 Example BIE %t API ZHiR A, BD
example.com/vl, [ERIZINEERR, Velero &9 example.com/vibeta2,

LEEELER TSR AP HMA"TEER, Velero 4RHE API ZHARA LM 181k S HIRR A,

N J= A3 API R AT A0 T R

Velero AL TEZEN API BRAD B LR, HFHF1ENEEMER :
1. destination EEEHIEERRA
2. source_cluster BIEIERA

3. WA= Kubernetes R ALK BB A IEE LT FHFhRA

Hth

=

]
o S APIARRATHEE

4.7.1.3. RS A API HhRA

IRET LUE R Velero B/ BB API ZHRRAIHAE SR &1 LB M0 A7 A Kubernetes APl ZHkRA, MARZE
AR A,
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https://velero.io/docs/v1.9/enable-api-group-versions-feature/

' F2 AP ERRAD A F IR B8,

Pt

e fZi& EnableAPIGroupVersions ZAEHRIL

apiVersion: oadp.openshift.io/vialpha1
kind: DataProtectionApplication

spec:
configuration:
velero:
featureFlags:
- EnableAPIGroupVersions

L th BTR
o S APIARRATHEE

\

B 45 NARFEHMKE
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2 5% CONTROL PLANE &3 #ixE

5.1. %19 ETCD

etcd & OpenShift Container Platform BILL" - TN H1THE, ©R2EFEEME TR RERE
EHI I EEEM eted #3E, FH7E OpenShift Container Platform IMELUAN ML LU BREFSHDEIE, &
BHEE—MEPRIETHRET (REEM 24 IHA) H#1T eted &7, SNE B HSETHIES, FH,
BRI IEEIER eted &17, EH eted IREBBEE R 1/0 BA,

WBRANEBEEHIT eted &P, XREE, RNHREREEN, WIERME— z-stream ZITARAFIK
BB etcd %12, 5130, OpenShift Container Platform 4.y.z %ﬁﬂ\’ﬁﬁfﬁ}% 4.y.z HiREH eted & 17,

B

BT 7E control plane EHL EHIT—REGHIAREFDERD etcd FIB. FENEN
control plane EHLFHIT 1D,

EHITT eted &P/E, BATLURE 2 —DLIBIRYERHR S,

5.1.1. %12 etcd #44E

RIBLUITHW, @it 02 eted IREBFHF FHFE pod WITERED eted BIE, XNFRALUKRE, FF
HEUEHRENEREERRE etcd HiE.

! .
RIRTEH.— control plane EWHIED. FEMEEHHE control plane EMHAITEMD.

FeREH
o RETLUFEAEZR cluster-admin A& i A& EE,
o MEKMERTSETEEERNRIE,

R

&A@ T & & oc get proxy cluster -o yaml B i EREELEHA, R
httpProxy. httpsProxy#ll noProxy &% & T1H, &SRR,

it =

1. 7 control plane 7 RS 8I—1 debug &R1F :
I $ oc debug node/<node_name>

2. [HRHIRE KN /host :
I sh-4.2# chroot /host

3. MREATERGEHEMWAE, EHEDSHT NO_PROXY. HTTP_PROXY#1 HTTPS_PROXY
INETE,
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4. 217 cluster-backup.sh Bl&, HAREHDHAIE,

Rx

cluster-backup.sh BIZ&F# etcd Cluster Operator BJ—NHABG# 4, B etcdctl snapshot
save in DHIEETERF (wrapper) o

sh-4.4# /usr/local/bin/cluster-backup.sh /home/core/assets/backup

BA R B

found latest kube-apiserver: /etc/kubernetes/static-pod-resources/kube-apiserver-pod-6

found latest kube-controller-manager: /etc/kubernetes/static-pod-resources/kube-controller-
manager-pod-7

found latest kube-scheduler: /etc/kubernetes/static-pod-resources/kube-scheduler-pod-6

found latest etcd: /etc/kubernetes/static-pod-resources/etcd-pod-3
ede95fe6b88b87ba86a03c15e669fb4aadbf0991c180d3c6895ce72eaade54at

etcdctl version: 3.4.14

APl version: 3.4
{"level":"info","ts":1624647639.0188997,"caller":"snapshot/v3_snapshot.go:119","msg":"created
temporary db file","path":"/home/core/assets/backup/snapshot_2021-06-25_190035.db.part"}
{"level":"info","ts":"2021-06-
25T19:00:39.030Z","caller":"clientv3/maintenance.go:200","msg":"opened snapshot stream;
downloading"}
{"level":"info","ts":1624647639.0301006,"caller":"snapshot/v3_snapshot.go:127","msg":"fetching
snapshot","endpoint":"https://10.0.0.5:2379"}

{"level":"info","ts":"2021-06-
25T19:00:40.215Z","caller":"clientv3/maintenance.go:208","msg":"completed snapshot read;
closing"}
{"level":"info","ts":1624647640.6032252,"caller":"snapshot/v3_snapshot.go:142","msg":"fetched
snapshot","endpoint":"https://10.0.0.5:2379","size":"114 MB","took":1.584090459}
{"level":"info","ts":1624647640.6047094,"caller":"snapshot/v3_snapshot.go:152","msg":"saved",
"path":"/home/core/assets/backup/snapshot_2021-06-25_190035.db"}

Snapshot saved at /home/core/assets/backup/snapshot_2021-06-25_190035.db
{"hash":3866667823,"revision":31407,"totalKey":12828,"totalSize":114446336}

snapshot db and kube resources are successfully saved to /home/core/assets/backup

FEXANRBIF, 7E control plane 41 EH) /home/core/assets/backup/ B kO T H N3 -

snapshot_<datetimestamp>.db : ;X342 etcd 1RER, cluster-backup.sh &I\ E
B

static_kuberesources_<datetimestamps.tar.gz : Lt 3X 4 E &S pod WHR, MIREH
T etcd N, BHEE etcd REBHMBE T,

MREAT eted N, BUHTEEERE, BB-IXHS etcd REB2 TR
7. BE, ZBEINXHTBEM eted REBHIFITRE,

THICHE, eted (ONMEZITINE, MAXRIAITING, XEHREHRRKE, B4
Z2[A| RN R BRI B,
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5.2. B AR ETCD A A
AR T B — DR eted AT R,
T RBURTF etecd BATMERBIREE, MHSREEIERIT, HTRARME, = etcd pod 4F crashlooping
K
pa -3

INRIBEKRT KEZE control plane EH, 1HIRB MR E RIZME BILIFTH — D EEHR
&, MABXNTE,

#NR control plane MEHEHEB MR T AT, M THEEMELH control plane HET A
RERF IR, mA2LiTE,

fNR control plane TREXRFHBUBR T — DT R, etcd & Operator AR ERKFT
TLS UEFFIFT RN eted B A,

5.2.1. 5o R F 4
o TEEMAMEEMN eted KH, FEHT etcd 15

5.2.2. HEHH— 1N EEB eted B 5
RET LA B2 T8 R eted BUR.

FeREH
o FHEZXR cluster-admin B &I £,

ik =2
1. R THSE EtcdMembersAvailable A S Z RS -

S

$ oc get etcd -o=jsonpath='{range .items[0].status.conditions[?
(@.type=="EtcdMembersAvailable")]}{.message}{"\n"}'

2. AEWHH
I 2 of 3 members are available, ip-10-0-131-183.ec2.internal is unhealthy
XA RBIEH H R ip-10-0-131-183.ec2.internal etcd B A NEEE.
5.2.3. IENMEREM eted A A BIRE
BT RER etcd AT IEBURTF etcd BILATIRT -
o HBEEDITHE LT RARME
® etcd pod &bF crashlooping YR

LERAZRE T eted AL FIRMNRE. XALLE T BB ERE eted M5 EZEEHIF T,
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%5 5% CONTROL PLANE &3 #1tksS

pa =3

NREMEH IR EZTHT mARzsE, BN ZRBREERRE, BLERAETE
PUTEH etcd BARIRIR, SN T sORLEI—MERK SR, eted cluster Operator ¥
BIIRAY.

FoRFMH

o MATLUFEAEA cluster-admin B&IAE iR EEE,
o REHEITEREH eted AL,

1 & HEREREET

$ oc get machines -A -ojsonpath='{range .items[*]{@.status.nodeRef.name}{"\t"}
{@.status.providerStatus.instanceState}{"\n"}' | grep -v running

it Bl
I ip-10-0-131-183.ec2.internal stoppedﬂ
@ LI T WRURTRNBHRE. MRREFR running, THREHBREET.

MR RBIBTT, BBEUYEFRELTH T RREMZHIHREE eted BT EIIEITIRE,

2. BE TREBRNE.
MRUTEA—MERZERN, NARTEERE.

o MRHBEAZIT, RETRESANHVM :

$ oc get nodes -o jsonpath="{range .items[*]}{"\n"H{.metadata.name}{"\t"}{range
.spec.taints[*]}{.key{" "}’ | grep unreachable

it la Nl

ip-10-0-131-183.ec2.internal node-role.kubernetes.io/master
node.kubernetes.io/unreachable node.kubernetes.io/unreachable ﬂ

ﬂ MR 27 H unreachable /55, M SEARLE.

o MNFRZT RADAF VIR, NIREIZT REE 57 NotReady:
I $ oc get nodes -1 node-role.kubernetes.io/master | grep "NotReady"
Kt Bl
I ip-10-0-131-183.ec2.internal NotReady master 122m v1.22.10

© 1R TIIR N NotReady, NI T RBAEHLE
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MRV RRARE, RREAYEREZTHT RREHEL eted BAKE TERITRAF

3. fARE etcd Pod @&ALTF crashlooping RZ
MENBEEZTHETREIME, ERE etcd pod BELTF crashlooping K3

a. JUERRA control plane 7 s #B%1°% Ready :
I $ oc get nodes - node-role.kubernetes.io/master
I

NAME STATUS ROLES AGE VERSION
ip-10-0-131-183.ec2.internal Ready master 6h13m vi1.22.1
ip-10-0-164-97.ec2.internal Ready master 6h13m vi.22.1
ip-10-0-154-204.ec2.internal Ready master 6h13m v1.22.1

b. 1% etcd pod BRZZE N Error 5% CrashLoopBackOff:

I $ oc -n openshift-etcd get pods -l k8s-app=etcd

it N
etcd-ip-10-0-131-183.ec2.internal 2/3 Ermor 7 6hom @)
etcd-ip-10-0-164-97.ec2.internal 3/3 Running 0 6h6m
etcd-ip-10-0-154-204.ec2.internal 3/3 Running O 6h6m

ﬂ BTt pod BIRE 2 Error, ALt etcd pod 24 crashlooping 3R

N etcd pod 7 crashlooping KA, 1H1RIB E 4 etcd pod £ F crashlooping XS HIT & EHYT
eted AL TR TR R,

5.2.4. BT RERH eted AKX
BIBEBAEEM eted R ARPRES, FERUT—NHRE :

o BN IREE TN RARMEN TR eted B
o EHH etcd Pod #bF crashlooping SR ASEIREER eted X 1

o EHARERBIEN eted M5
5.2.4.1. B AR B I2TH T mARM AR TR etcd A5

R NA T BHENIRZREIZITHT KRR ER TR eted B BIF T,

SoRFM
o MEMHETEERM etcd B,
o TMEMUNIEEIZIT, HEIZLT RARME,
o EELMEMES cluster-admin & &R 1A & EE,
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https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.9/html-single/backup_and_restore/#restore-replace-stopped-etcd-member_replacing-unhealthy-etcd-member
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.9/html-single/backup_and_restore/#restore-replace-crashlooping-etcd-member_replacing-unhealthy-etcd-member
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.9/html-single/backup_and_restore/#restore-replace-stopped-baremetal-etcd-member_replacing-unhealthy-etcd-member

%5 5% CONTROL PLANE &3 #1tksS

o T eted &1,

H -
AT L RAZAT S5 BT eted &7, LUMEIEBENE ([N 7T LUk S &£ 2%,

it =
1. HHERAS R BR B AR 1.

a. EFE—NFEZ RN | E8 pod:
E— KRS H cluster-admin B EERER, 21TUTHS :

I $ oc -n openshift-etcd get pods -l k8s-app=etcd

it N
etcd-ip-10-0-131-183.ec2.internal 3/3 Running 0 123m
etcd-ip-10-0-164-97.ec2.internal 3/3 Running 0 123m
etcd-ip-10-0-154-204.ec2.internal 3/3 Running 0 124m

b. EEE|IEEIZITH etcd By, (FHRBEZ N = LM pod BATR :
FE— PR {EH cluster-admin B EERER, 21TUTHS

I $ oc rsh -n openshift-etcd etcd-ip-10-0-154-204.ec2.internal
c. AEKAIIK :

I sh-4.2# etcdctl member list -w table

it N |
+- -+ + + + -
----------- +
| ID | STATUS | NAME | PEER ADDRS | CLIENT
ADDRS |
+- -+ + + + -
----------- +

| 6fc1e7¢c9db35841d | started | ip-10-0-131-183.ec2.internal | https://10.0.131.183:2380 |
https://10.0.131.183:2379 |

| 757b6793e2408b6¢ | started | ip-10-0-164-97.ec2.internal | https://10.0.164.97:2380 |

https://10.0.164.97:2379 |

| ca8c2990a0aa29d1 | started | ip-10-0-154-204.ec2.internal | https://10.0.154.204:2380 |
https://10.0.154.204:2379 |

+- -+ + + + -

LKD) eted AR ID FNAFF, EABEREERXLLE, $etcdetl endpoint health &5
SRINHSMRIRKR R, BERSEMRE T2 FRM T HK A,

d. @i etcdctl member remove #5514 1D KR EEERM eted B

I sh-4.2# etcdctl member remove 6fc1e7c9db35841d
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A Bl
I Member 6fc1e7c9db35841d removed from cluster ead669ce1fbfb346

e. BREFBMMATIR, FHHIMK G S HMER :

I sh-4.2# etcdctl member list -w table

il N
+- -+ + + +
----------- +
| ID | STATUS | NAME | PEER ADDRS
ADDRS |
+- -+ + + +
----------- +

CLIENT

| 757b6793e2408b6¢ | started | ip-10-0-164-97.ec2.internal | https://10.0.164.97:2380 |

https://10.0.164.97:2379 |

| ca8c2990a0aa29d1 | started | ip-10-0-154-204.ec2.internal | https://10.0.154.204:2380 |

https://10.0.154.204:2379 |

+- -+ + + +

IAEE R LURH T = shell,

. -
PR S, FERIRE eted SEBIEERS, KBFRTRETTIEDIH,

2. BIALLT e B RAMPERT -

I $ oc patch etcd/cluster --type=merge -p '{"spec": {"unsupportedConfigOverrides":

{"useUnsupportedUnsafeNonHANonProductionUnstableEtcd": true}}}'

LS AT AR RIS T AR I EHTOENL 2 FH #E HE S pod,
3. MIBREMEREI AR etcd B H1BYIH secret,
a. FIH EMBREIAREER etcd B T1H secret,

I $ oc get secrets -n openshift-etcd | grep ip-10-0-131-183.ec2.internal ﬂ

@ (REZAEXMNIRAPIRITRE etcd B R BB,

B—NAER, RRSFIEIRM secret, LA THIHATR :

Bl
etcd-peer-ip-10-0-131-183.ec2.internal kubernetes.io/tls
etcd-serving-ip-10-0-131-183.ec2.internal kubernetes.iof/tls

etcd-serving-metrics-ip-10-0-131-183.ec2.internal  kubernetes.io/tls
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I 47m
b. kR EMBREITERER etcd B B secret,
i. MER peer (X1%E) secret:

I $ oc delete secret -n openshift-etcd etcd-peer-ip-10-0-131-183.ec2.internal

i. MER serving secret:

I $ oc delete secret -n openshift-etcd etcd-serving-ip-10-0-131-183.ec2.internal

ii. MB& metrics secret:

$ oc delete secret -n openshift-etcd etcd-serving-metrics-ip-10-0-131-
183.ec2.internal
4. THERFEFOIZ control plane Hl88, EFOIBLANEE, Kbl —NFEITRAFEST B
etcd,
MR EFIZTRERFEBESNEMIEN, HEBEMHEMA Machine API GJNLER, HRBUTHIE
a7, BN, EWusERS0E master B EBIAEE 5 E OB HH master,

a. IKEXABERR AR S HIHL25.
E—PN&iEH{EH cluster-admin B EERER, 21TUTHS

I $ oc get machines -n openshift-machine-api -o wide

I
NAME PHASE TYPE REGION  ZONE AGE
NODE PROVIDERID STATE
clustername-8qw5I-master-0 Running m4.xlarge us-east-1 us-east-1a

3h37m ip-10-0-131-183.ec2.internal aws:///us-east-1a/i-0ec2782f8287dfb7e stopped

clustername-8qw5I-master-1 Running m4.xlarge us-east-1 us-east-1b
3h37m ip-10-0-154-204.ec2.internal aws:///us-east-1b/i-096c349b700a19631 running
clustername-8qw5I-master-2 Running m4.xlarge us-east-1 us-east-1c

3h37m ip-10-0-164-97.ec2.internal aws:///us-east-1c/i-02626f1dba9ed5bba running
clustername-8qw5l-worker-us-east-1a-wbtgd Running m4.large us-east-1 us-east-
1a 3h28m ip-10-0-129-226.ec2.internal aws:///us-east-1a/i-010ef6279b4662ced
running

clustername-8qw5l-worker-us-east-1b-Irdxb  Running m4.large us-east-1 us-east-1b
3h28m ip-10-0-144-248.ec2.internal aws:///us-east-1b/i-Ocb45ac45a166173b running
clustername-8qw5l-worker-us-east-1c-pkg26 Running m4.large us-east-1 us-east-
1c 3h28m ip-10-0-170-181.ec2.internal aws:///us-east-1c/i-06861c00007751b0a
running

ﬂ X2 EERTT s HY control plane #18% ip-10-0-131-183.ec2.internal,

b. IS BEBREEIX BRI R — N -

I $ oc get machine clustername-8qw5I-master-0 \ﬂ
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-n openshift-machine-api \
-0 yaml\
> new-master-machine.yaml

ﬂ FAEREIIT RIEE control plane Hl23H9 & FR,

c. YwiE_E—4 FOIEH new-master-machine.yaml X4, LUDEHEHHFMBRFTLENF

EQO
i. FHFREEA status B4 :

status:

addresses:

- address: 10.0.131.183
type: InternallP

- address: ip-10-0-131-183.ec2.internal
type: InternalDNS

- address: ip-10-0-131-183.ec2.internal
type: Hosthame

lastUpdated: "2020-04-20T17:44:29Z7"

nodeRef:

kind: Node

name: ip-10-0-131-183.ec2.internal

uid: acca4411-af0d-4387-b73e-52b2484295ad

phase: Running
providerStatus:

apiVersion: awsproviderconfig.openshift.io/vibetai

conditions:

- lastProbeTime: "2020-04-20T16:53:50Z"
lastTransitionTime: "2020-04-20T16:53:50Z"
message: machine successfully created
reason: MachineCreationSucceeded
status: "True"
type: MachineCreation

instanceld: i-0fdb85790d76d0c3f

instanceState: stopped

kind: AWSMachineProviderStatus

i. ¥4 metadata.name FEXFE U FT &R,
BEUTRE S BN SEERMERM BT, FHFRERSHBINT—ITREE. X0
i, clustername-8qw5I-master-0 24y clustername-8qw5I-master-3,

o -

apiVersion: machine.openshift.io/vibetai
kind: Machine
metadata:

name: clustername-8qw5I-master-3

iii. fHB& spec.providerlD FE% :

I provider|D: aws:///us-east-1a/i-0fdb85790d76d0c3f
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d. 217U % KBk BareMetalHost X5, % <host_name> & R ERE T mBIEN EH
BB

I $ oc delete bmh -n openshift-machine-api <host_name>

e. IZITLAT oS MBRT AR S OHL2S, F <machine_name> By FERE T /B9 control
plane #l28389%& %5, 20 clustername-8qw5l-master-0 :

I $ oc delete machine -n openshift-machine-api <machine_name>
f. JSIEN SR RS MR

I $ oc get machines -n openshift-machine-api -o wide

it Bl
NAME PHASE TYPE REGION  ZONE AGE
NODE PROVIDERID STATE
clustername-8qw5I-master-1 Running m4.xlarge us-east-1 us-east-1b
3h37m ip-10-0-154-204.ec2.internal aws:///us-east-1b/i-096c349b700a19631 running
clustername-8qw5I-master-2 Running m4.xlarge us-east-1 us-east-1c

3h37m ip-10-0-164-97.ec2.internal aws:///us-east-1c/i-02626f1dba9ed5bba running
clustername-8qw5l-worker-us-east-1a-wbtgd Running m4.large us-east-1 us-east-
1a 3h28m ip-10-0-129-226.ec2.internal aws:///us-east-1a/i-010ef6279b4662ced
running

clustername-8qw5l-worker-us-east-1b-Irdxb  Running m4.large us-east-1 us-east-1b
3h28m ip-10-0-144-248.ec2.internal aws:///us-east-1b/i-Ocb45ac45a166173b running
clustername-8qw5l-worker-us-east-1c-pkg26 Running m4.large us-east-1 us-east-
1c 3h28m ip-10-0-170-181.ec2.internal aws:///us-east-1c/i-06861c00007751b0a
running

g. &/ new-master-machine.yaml 3240 B3 #1285 :

I $ oc apply -f new-master-machine.yaml
h. FHEHFHSERE 20

I $ oc get machines -n openshift-machine-api -o wide

it N |

NAME PHASE TYPE REGION  ZONE AGE
NODE PROVIDERID STATE
clustername-8qw5l-master-1 Running m4.xlarge us-east-1 us-east-1b
3h37m ip-10-0-154-204.ec2.internal aws:///us-east-1b/i-096c349b700a19631 running
clustername-8qw5l-master-2 Running m4.xlarge us-east-1 us-east-1c
3h37m ip-10-0-164-97.ec2.internal aws:///us-east-1c/i-02626f1dba9ed5bba running
clustername-8qw5I-master-3 Provisioning m4.xlarge us-east-1 us-east-1a

85s ip-10-0-133-53.ec2.internal aws:///us-east-1a/i-015b0888fe17bc2c8 running

clustername-8qw5l-worker-us-east-1a-wbtgd Running m4.large us-east-1 us-
east-1a 3h28m ip-10-0-129-226.ec2.internal aws:///us-east-1a/i-010ef6279b4662ced
running
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clustername-8qw5l-worker-us-east-1b-Irdxb  Running m4.large us-east-1 us-east-
1b 3h28m ip-10-0-144-248.ec2.internal aws:///us-east-1b/i-0cb45ac45a166173b
running

clustername-8qw5l-worker-us-east-1c-pkg26 Running m4.large us-east-1 us-
east-1c 3h28m ip-10-0-170-181.ec2.internal aws:///us-east-1c/i-06861c00007751b0a
running

##125 clustername-8qw5l-master-3 fF# 012, FH UM EEM Provisioning 25
Running SR AT LAE A,

BBV AR T RET B /LB A, HHLER T mRE —MEBRIKESHS, eted cluster Operator
HBshRET,
5 BIALTSEFRIT I HERFRT -

I $ oc patch etcd/cluster --type=merge -p '{"spec": {"unsupportedConfigOverrides": null}}'

6. IRAT LUK ALL T 63455 1E unsupportedConfigOverrides £33 2 & B MXT & H it b

I $ oc get etcd/cluster -oyaml

7. HIREA BT = OpenShift, IEFE/FZT M. all, EAERTE etcd FEf Operator FIBEILLTF
FHIR -

it

EtcdCertSignerControllerDegraded: [Operation cannot be fulfilled on secrets "etcd-peer-sno-
0": the object has been modified; please apply your changes to the latest version and try
again, Operation cannot be fulfilled on secrets "etcd-serving-sno-0": the object has been
modified; please apply your changes to the latest version and try again, Operation cannot be
fulfilled on secrets "etcd-serving-metrics-sno-0": the object has been modified; please apply
your changes to the latest version and try again]

1. $ERRA etcd pod B EERIEEIZ1T,
E— PN Xim{EH cluster-admin B EERER, 21TUTHS :

I $ oc -n openshift-etcd get pods -l k8s-app=etcd

it N |
etcd-ip-10-0-133-53.ec2.internal 3/3 Running 0 7m49s
etcd-ip-10-0-164-97.ec2.internal 3/3 Running 0 123m
etcd-ip-10-0-154-204.ec2.internal 3/3 Running 0 124m

IR E—mSHHE B RFIHEMNA pod, ,.,\_Jl«/liﬁﬁﬁﬁﬁﬂi%ﬁﬁﬁg etcd, FE—PKiHH{FEH
cluster-admin A EEEIEEE, ZTUTHS

$ oc patch etcd cluster -p="{"spec": {"forceRedeploymentReason": "recovery-"$( date --rfc-
3339=ns )""}}' --type=merge ﬂ
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ﬂ forceRedeploymentReason {H %/ 2ME—8, X2 2 Mt FRIBRRE.

2. BIFRB= etcd Ko

a. FEIIEEIZITH etcd B2, BB BESRIT R LK pod FIRT
E—PNKiEH{EE cluster-admin B EERER, 2TUTHS

I $ oc rsh -n openshift-etcd etcd-ip-10-0-154-204.ec2.internal
b. EEMKAFIRK :

I sh-4.2# etcdctl member list -w table

ot 7~ B
+ + + + +
----------- +
| ID | STATUS | NAME | PEER ADDRS | CLIENT
ADDRS |
+ + + + +
----------- +

| 5eb0d6b8ca24730c | started | ip-10-0-133-53.ec2.internal | https://10.0.133.53:2380 |
https://10.0.133.53:2379 |

| 757b6793e2408b6¢ | started | ip-10-0-164-97.ec2.internal | https://10.0.164.97:2380 |
https://10.0.164.97:2379 |

| ca8c2990a0aa29d1 | started | ip-10-0-154-204.ec2.internal | https://10.0.154.204:2380 |
https://10.0.154.204:2379 |

+ + + + +

NR E—an RIS T I =1 eted BT, R BR T R ERIBK o

DIk

H
[=]

TARMIBRIEME] eted BRA 5 INRMER T IEFEH eted ANBTRER S
BB ER,

5.2.4.2. &#H etcd Pod 4bF crashlooping IRSEIFEER etcd B
LEFRARIEAI N A T BH]A eted pod ATF crashlooping IR ZAER TR eted A AR TR,

SERFEH
o MEIETRERM etcd Ao
o B\ etcd pod 4F crashlooping K73

o ATLUFAEA cluster-admin A& iR EE,
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o T eted &1,

- -
PATHRAZATSS B BAAT eted &40, LUMEIEEEMEAR [HIRIHS AT LUK S SR8,

ik S
1. f21E40F crashlooping YA H eted pod,

a. X4bTF crashlooping R ASHI T st 1T,
E— KRS H cluster-admin B EERER, 21TUTHS :

I $ oc debug node/ip-10-0-131-183.ec2.internal @)

ﬂ HRATMERT RBBIRRERE,

b. JHERIRBFKB N /host :
I sh-4.2# chroot /host
c. JIA etcd pod XM Kubelet 5EH BrAHFEH -

I sh-4.2# mkdir /var/lib/etcd-backup

I sh-4.2# mv /etc/kubernetes/manifests/etcd-pod.yaml /var/lib/etcd-backup/
d. 1% eted BIEE FHBETRNAE

I sh-4.2# mv /var/lib/etcd/ /timp

AR T LR Y R shell,

2. PR RERBIAK 510

a. EEFE—NFAEZ RN R ER pod,
E— P XimR{EH cluster-admin B EERER, 21TUTHS :

I $ oc -n openshift-etcd get pods -l k8s-app=etcd

iyt B
etcd-ip-10-0-131-183.ec2.internal 2/3  Error 7 6h9m
etcd-ip-10-0-164-97.ec2.internal 3/3 Running 0 6h6m
etcd-ip-10-0-154-204.ec2.internal 3/3 Running 0 6h6ém

b. EEEEEZITM etcd By, FHRREBEZEN T 2 LM pod BEFR,
E— PN Xim{EH cluster-admin B EERER, 21TUTHS :

I $ oc rsh -n openshift-etcd etcd-ip-10-0-154-204.ec2.internal
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c. EEKATIRK :

I sh-4.2# etcdctl member list -w table

it 7~ Bl
+ + + + +
----------- +
| ID | STATUS | NAME | PEER ADDRS | CLIENT
ADDRS |
+ + + + +

| 62bcf33650a7170a | started | ip-10-0-131-183.ec2.internal | https://10.0.131.183:2380 |
https://10.0.131.183:2379 |

| b78e2856655bc2eb | started | ip-10-0-164-97.ec2.internal | https://10.0.164.97:2380 |
https://10.0.164.97:2379 |

| d022e10b498760d5 | started | ip-10-0-154-204.ec2.internal | https://10.0.154.204:2380
| https://10.0.154.204:2379 |

+ + + + +

ILFKABERREY eted A G1HY ID F1&FF, ENMEREXLE.

d. i@iT [ etcdctl member remove SR ID SKMIBR AR eted B :
I sh-4.2# etcdctl member remove 62bcf33650a7170a
Kt Bl
I Member 62bcf33650a7170a removed from cluster ead669ce1fbfb346

e. BREFBRAIIR, FHHIMK G S HMER :

I sh-4.2# etcdctl member list -w table

ot Bl
+ + + + +
----------- +
| ID | STATUS | NAME | PEER ADDRS | CLIENT
ADDRS |
+ + + + +

| b78e2856655bc2eb | started | ip-10-0-164-97.ec2.internal | https://10.0.164.97:2380 |
https://10.0.164.97:2379 |

| d022e10b498760d5 | started | ip-10-0-154-204.ec2.internal | https://10.0.154.204:2380
| https://10.0.154.204:2379 |

+ + + + +

ARSI LURH T shell,

3. BIALL T e B RHAMPERT -
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$ oc patch etcd/cluster --type=merge -p '{"spec": {"unsupportedConfigOverrides":
{"useUnsupportedUnsafeNonHANonProductionUnstableEtcd": true}}}'

i S AT AR RIS A LA T E O ENL 2 F #E H 5K pod,
4. HIFREMPREIAFERE etcd BRI secret,
a. FIHEMBREIAEER etcd B 51 secret,

I $ oc get secrets -n openshift-etcd | grep ip-10-0-131-183.ec2.internal ﬂ

@ (REZAEXMNIRAPICRITRE etcd B R BB,

B—NAER, RRSHIEIRM secret, MNLLTHIHATR :

N
etcd-peer-ip-10-0-131-183.ec2.internal kubernetes.io/tls 2 47m
etcd-serving-ip-10-0-131-183.ec2.internal kubernetes.io/tls 2 47m
etcd-serving-metrics-ip-10-0-131-183.ec2.internal  kubernetes.io/tls 2
47m

b. fHEREMBRAI AR etcd B H1HY secret,

i. MHER peer (X1%E) secret:

I $ oc delete secret -n openshift-etcd etcd-peer-ip-10-0-131-183.ec2.internal

i. kR serving secret:

I $ oc delete secret -n openshift-etcd etcd-serving-ip-10-0-131-183.ec2.internal

ii. ME& metrics secret:

$ oc delete secret -n openshift-etcd etcd-serving-metrics-ip-10-0-131-
183.ec2.internal

5. sl etcd EHLPE,
E— MRS cluster-admin B EERER, 21TUTHS :

$ oc patch etcd cluster -p="{"spec": {"forceRedeploymentReason": "single-master-recovery-
"$( date --rfc-3339=ns )""}}' --type=merge

Q forceRedeploymentReason {H /2 ME—8, XFlE 2 Mt RIBRRE.

% etcd &£B¥ Operator HATEF BN, SRIBMRATA control plane T &R B A IERE TEHY
etcd pod,

6. HIALT e R EHRIT I HEFRT

I $ oc patch etcd/cluster --type=merge -p '{"spec": {"unsupportedConfigOverrides": null}}'
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7. 1A LU A LT A4 %91 unsupportedConfigOverrides £849 2 7 B M &R Ak

I $ oc get etcd/cluster -oyaml

8. MNRMERHT = OpenShift, FEFRIZ T m. BN, EAIBERTE eted 5EF Operator HIBEILLTF
FHIR -

it

EtcdCertSignerControllerDegraded: [Operation cannot be fulfilled on secrets "etcd-peer-sno-
0": the object has been modified; please apply your changes to the latest version and try
again, Operation cannot be fulfilled on secrets "etcd-serving-sno-0": the object has been
modified; please apply your changes to the latest version and try again, Operation cannot be
fulfilled on secrets "etcd-serving-metrics-sno-0": the object has been modified; please apply
your changes to the latest version and try again]

o IBIAFTA AT B2ER.

a. FEEIEREIZITH eted BE5.
E—NAEERFEA cluster-admin AP EESIER, ZTUTHS

I $ oc rsh -n openshift-etcd etcd-ip-10-0-154-204.ec2.internal

b. FIEFTAMARERE

I sh-4.2# etcdctl endpoint health
Bl

https://10.0.131.183:2379 is healthy: successfully committed proposal: took =
16.671434ms

https://10.0.154.204:2379 is healthy: successfully committed proposal: took =
16.698331ms

https://10.0.164.97:2379 is healthy: successfully committed proposal: took =
16.621645ms

5.2.4.3. NSRBI TH T RARM AN BN etcd B A
RN A T BHRENIRZEIZITH T RARFAEER T RARN eted B BIE T,

MREBEEDTRERFESNEMEN, EMEMEM Machine API G412, FERBUTHEIIT. &
T, a7 (5 R B A4 O R R S 1 R AR R AR R 75 & Ol B B9 2R 6 S

FoRFEMH
o HEHHNERRIBR etcd A,

o MEMIINZEREIZIT, HEIXTT AR,
o TATLUFEAEA cluster-admin A& iR EEE,
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it =

100

o T eted &1,

1. JEUEFFAHBRA (R BREO B 5

a. EFE—N FEZENT | E8 pod:
E— P XimHEH cluster-admin B %

HE
HATH RIS BE

4T eted %17,

LUMETEE B Ar m] RS AT DAV B SR8+

FREIKE, 217U

ATame

I $ oc -n openshift-etcd get pods -l k8s-app=etcd -0 wide

it 7~ B
etcd-openshift-control-plane-0 5/5 Running 11 3h56m 192.168.10.9 openshift-
control-plane-0 <none> <none>

etcd-openshift-control-plane-1  5/5
control-plane-1 <none>

Running 0 3h54m 192.168.10.10 openshift-

<none>

etcd-openshift-control-plane-2 5/5 Running 0 3h58m 192.168.10.11 openshift-
control-plane-2 <none> <none>
b. R IETEZITH etcd BEF, KHEBEZRINT R LM pod BAFR
E—MAIRPER cluster-admin £ R &R, Z1TUTHS
I $ oc rsh -n openshift-etcd etcd-openshift-control-plane-0
. BERAIR :

I sh-4.2# etcdctl member list -w table

ot Bl
+- -+ + + +- -
pmmmmm s +
| ID | STATUS | NAME | PEER ADDRS | CLIENT
ADDRS | IS LEARNER |
+- -+ + + +- -
et +

| 7a8197040a5126c¢8 | started | openshift-control-plane-2 | hitps://192.168.10.11:2380/ |

https://192.168.10.11:2379/ | false |

| 8d5abe9669a39192 | started | openshift-control-plane-1 | https://192.168.10.10:2380/ |

https://192.168.10.10:2379/ | false |
| cc3830a72fc357f9 | started | openshift-control-plane-0 | hitps://192.168.10.9:2380/ |
https://192.168.10.9:2379/ | false |

+- -

LSRR eted AR ID FIE TR,
5 EMFREIR 51, BERISSREHIREFRINT FK .

RNBEHEEIXL(E, etcdetl endpoint health &5
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d. #id [ etcdctl member remove 5 1R AL ID KRR eted AR

a5 H-
= A
AA BRI ERE etcd A ; MBEMBT EBMH eted RANETESD
BHEER,
I sh-4.2# etcdctl member remove 7a8197040a5126¢8
A a1
I Member 7a8197040a5126¢8 removed from cluster b23536¢33f2cdd1b
e. BIREBKOIFIR, FHEIAK G SHEMIE
I sh-4.2# etcdctl member list -w table
A a1
+ + + + +
-+ +
| ID | STATUS | NAME | PEER ADDRS | CLIENT
ADDRS | IS LEARNER |
+ + + + +
-+ +

| 7a8197040a5126c¢8 | started | openshift-control-plane-2 | https://192.168.10.11:2380/ |
https://192.168.10.11:2379/ | false |

| 8d5abe9669a39192 | started | openshift-control-plane-1 | https://192.168.10.10:2380/ |
https://192.168.10.10:2379/ | false |

+ + + + +

-+ +

AR LURH T = shell,

. e
HBRAR S, FERIRE eted SEBIEERS, RBERTRETTIEDIH,
2. BIALLR e & KR ERT

$ oc patch etcd/cluster --type=merge -p '{"spec": {"unsupportedConfigOverrides":
{"useUnsupportedUnsafeNonHANonProductionUnstableEtcd": true}}}'

It 6 B R AR R AT AR Zh T B AL B HHEH FS pod.

3. BTLUT S, MIRSHRBIAEER etcd KA RIIE secret,
a. FHEMRETERRE etcd B S1HY secret,
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I $ oc get secrets -n openshift-etcd | grep openshift-control-plane-2

BB IR 2 BIMEX T F2 R0 SR RMERR eted B 51 B9 B TR,
B—NAER, RRSHIEIRM secret, TNLLTHIHATR :

etcd-peer-openshift-control-plane-2 kubernetes.io/tls 2 134m
etcd-serving-metrics-openshift-control-plane-2 kubernetes.io/tls 2 134m
etcd-serving-openshift-control-plane-2 kubernetes.io/tls 2 134m

b. fHIEREMBRAI AR etcd B H1HY secret,

i. MER peer (X1%E) secret:
$ oc delete secret etcd-peer-openshift-control-plane-2 -n openshift-etcd

secret "etcd-peer-openshift-control-plane-2" deleted

i. MER serving secret:
$ oc delete secret etcd-serving-metrics-openshift-control-plane-2 -n openshift-etcd

secret "etcd-serving-metrics-openshift-control-plane-2" deleted

iii. B metrics secret:
$ oc delete secret etcd-serving-openshift-control-plane-2 -n openshift-etcd

secret "etcd-serving-openshift-control-plane-2" deleted

4. MIB& control plane #125,
NREBEEZTRERFESHEMZ, HEMEEA Machine AP G228, BIRBUTHE
W7, BN, B A OSSR R 75 A O B HT e s T m,

a. IKERABERR AR S HIHL25.
E—PNXiEH{EH cluster-admin B EERER, 21TUTHS

I $ oc get machines -n openshift-machine-api -o wide

I
NAME PHASE TYPE REGION ZONE AGE NODE
PROVIDERID STATE
examplecluster-control-plane-0  Running 3h11m openshift-control-

plane-0 baremetalhost:///openshift-machine-api/openshift-control-plane-0/daiebe11-
3ff2-41¢c5-b099-0aa41222964e externally provisioned

examplecluster-control-plane-1  Running 3h11m openshift-control-
plane-1 baremetalhost:///openshift-machine-api/openshift-control-plane-1/d9f9acbc-
329c-475e-8d81-03b20280a3e1 externally provisioned
examplecluster-control-plane-2  Running 3h11m openshift-control-
plane-2 baremetalhost:///openshift-machine-api/openshift-control-plane-2/3354bdac-
61d8-410f-be5b-6a395b056135 externally provisioned

examplecluster-compute-0 Running 165m openshift-compute-0
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baremetalhost:///openshift-machine-api/openshift-compute-0/3d685b81-7410-4bb3-80ec-
1323185824 1f provisioned

examplecluster-compute-1 Running 165m openshift-compute-1
baremetalhost:///openshift-machine-api/openshift-compute-1/0fdae6eb-2066-4241-91dc-
e7ea72ab13b9 provisioned

ﬂ X2 EER T =AY control plane #1288, examplecluster-control-plane-2,

b. IS BEBREFEIXHRLHRI— N -

$ oc get machine examplecluster-control-plane-2 \ ﬂ
-n openshift-machine-api \
-0 yaml\
> new-master-machine.yaml

ﬂ NIRRT IEE control plane Hl23H9 & FR,

c. YwiE_E—4 i OIEH new-master-machine.yaml X4, LUDEHAHFMBRFTLENF

EQQ
i. FHFREEA status B4 :

status:

addresses:

- address: "
type: InternallP

- address: fe80::4adf:37ff:feb0:8aa1%ens1f1.373
type: InternalDNS

- address: fe80::4adf:37ff:feb0:8aa1%ens1f1.371
type: Hosthame

lastUpdated: "2020-04-20T17:44:29Z"

nodeRef:

kind: Machine

name: fe80::4adf:37ff:feb0:8aa1%ens1f1.372

uid: acca4411-af0d-4387-b73e-52b2484295ad

phase: Running
providerStatus:

apiVersion: machine.openshift.io/vibetai

conditions:

- lastProbeTime: "2020-04-20T16:53:50Z2"
lastTransitionTime: "2020-04-20T16:53:50Z"
message: machine successfully created
reason: MachineCreationSucceeded
status: "True"
type: MachineCreation

instanceld: i-0fdb85790d76d0c3f

instanceState: stopped

kind: Machine

5. ¥ metadata.name FEX B N F AR,
BUWGRE S BNSEERNERMET, HFRERSHBIT—ITREF. EXH
/1, examplecluster-control-plane-2 24/ examplecluster-control-plane-3.

a0 -
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apiVersion: machine.openshift.io/vibetai
kind: Machine
metadata:

name: examplecluster-control-plane-3
a. Mk spec.providerlD FE% :

providerID: baremetalhost:///openshift-machine-api/openshift-control-plane-2/3354bdac-
61d8-410f-be5b-6a395b056135

b. Mk metadata.annotations #1 metadata.generation % :

annotations:
machine.openshift.io/instance-state: externally provisioned

generation: 2
c. Mk spec.conditions. spec.lastUpdated. spec.nodeRef #1 spec.phase F£% :

lastTransitionTime: "2022-08-03T08:40:36Z"
message: 'Drain operation currently blocked by: [[Name:EtcdQuorumQOperator
Owner:clusteroperator/etcd}]’
reason: HookPresent
severity: Warning
status: "False"

type: Drainable

lastTransitionTime: "2022-08-03T08:39:55Z"
status: "True"

type: InstanceExists

lastTransitionTime: "2022-08-03T08:36:37Z"
status: "True"

type: Terminable

lastUpdated: "2022-08-03T08:40:36Z"
nodeRef:

kind: Node

name: openshift-control-plane-2

uid: 788df282-6507-4ea2-9a43-24f237ccbc3c
phase: Running

6. IZfTLA TR M%, AR Bare Metal Operator I :
I $ oc get clusteroperator baremetal
I

NAME VERSION AVAILABLE PROGRESSING DEGRADED SINCE MESSAGE
baremetal 4.10.x True False False 3d15h

7. 7T 65 EMIERIBRY BareMetalHost & &R :
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I $ oc delete bmh openshift-control-plane-2 -n openshift-machine-api
Kt Bl
I baremetalhost.metal3.io "openshift-control-plane-2" deleted
8. BITLAT 6o SR MM BRA R BR AX 51 ROHL 25 -
I $ oc delete machine -n openshift-machine-api examplecluster-control-plane-2

fitik% BareMetalHost #1 Machine %% /&, Machine Controller & B5/ftIlR Node *f &,

A0 SRAERA 25 R AR R E & B RS MR ML R TRER, &7 LU BRI AR 0 REL 4588
= B s i U Bk

BF

AEFE TR Ctrl+c FEFHLERMIR, EATRITFSSRELTR, T — DL IR
B O &R F MR finalizer X,

a. BITUT TR HENSFRE
I $ oc edit machine -n openshift-machine-api examplecluster-control-plane-2
b. MER Machine BE L FIRFABIUTFE, RERFEFHUF

finalizers:
- machine.machine.openshift.io

I
I machine.machine.openshift.io/examplecluster-control-plane-2 edited
9. IZfTUA T BRI R 2B S MR :

I $ oc get machines -n openshift-machine-api -o wide

it N
NAME PHASE TYPE REGION ZONE AGE NODE
PROVIDERID STATE
examplecluster-control-plane-0  Running 3h11m openshift-control-plane-0

baremetalhost:///openshift-machine-api/openshift-control-plane-0/daiebe11-3ff2-41¢c5-b099-
0aa41222964e externally provisioned

examplecluster-control-plane-1  Running 3h11m openshift-control-plane-1
baremetalhost:///openshift-machine-api/openshift-control-plane-1/d9f9acbc-329¢c-475e-8d81-
03b20280a3e1 externally provisioned

examplecluster-compute-0 Running 165m openshift-compute-0
baremetalhost:///openshift-machine-api/openshift-compute-0/3d685b81-7410-4bb3-80ec-
1323185824 1f provisioned
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examplecluster-compute-1 Running 165m openshift-compute-1
baremetalhost:///openshift-machine-api/openshift-compute-1/0fdae6eb-2066-4241-91dc-
e7ea72ab13b9 provisioned

$ oc get nodes

NAME STATUS ROLES AGE VERSION
openshift-control-plane-0 Ready master 3h24m v1.24.0+9546431
openshift-control-plane-1 Ready master 3h24m v1.24.0+9546431
openshift-compute-0 Ready worker 176m v1.24.0+9546431
openshift-compute-1 Ready worker 176m v1.24.0+9546431

1. AE# Y BareMetalHost X7 R #1 secret, LL7EfE BMC &Il -

$ cat <<EOF | oc apply -f -
apiVersion: v1
kind: Secret
metadata:
name: openshift-control-plane-2-bmc-secret
namespace: openshift-machine-api
data:
password: <password>
username: <username>
type: Opaque

apiVersion: metal3.io/vialphat
kind: BareMetalHost
metadata:
name: openshift-control-plane-2
namespace: openshift-machine-api
spec:
automatedCleaningMode: disabled
bmc:
address: redfish://10.46.61.18:443/redfish/v1/Systems/1
credentialsName: openshift-control-plane-2-bmc-secret
disableCertificateVerification: true
bootMACAddress: 48:df:37:b0:8a:a0
bootMode: UEFI
externallyProvisioned: false
online: true
rootDeviceHints:
deviceName: /dev/sda
userData:
name: master-user-data-managed
namespace: openshift-machine-api
EOF

FA P AR BT MELAR 2R ENLEY secret F3%E], bme:address F{ERBTILA
LAMEAM: bmh % S FEER,
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BF

INREMILE control plane EHE S {#F BareMetalHost X RE X, ETEN
external Provisioned FEX{R & true,

N5 OpenShift Container Platform Z4:F2F &%, A control plane
BareMetalHost X R A B X1F externallyProvisioned Frit % true,

=S, BareMetalHost X R&tOEHTHE S,

12. {EF AT A/ BareMetalHost *f &I F 0 & TF2 :

$ oc get bmh -n openshift-machine-api

NAME STATE CONSUMER ONLINE ERROR AGE
openshift-control-plane-0 externally provisioned examplecluster-control-plane-0 true

4h48m

openshift-control-plane-1 externally provisioned examplecluster-control-plane-1 true

4h48m

openshift-control-plane-2 available examplecluster-control-plane-3 true 47m
openshift-compute-0 provisioned examplecluster-compute-0 true 4h48m
openshift-compute-1 provisioned examplecluster-compute-1 true 4h48m

a. {#F new-master-machine.yaml X {482 %7 control plane H125 :

I $ oc apply -f new-master-machine.yaml

b. FEHVBEE LR :

I $ oc get machines -n openshift-machine-api -o wide

it N
NAME PHASE TYPE REGION ZONE AGE NODE
PROVIDERID STATE
examplecluster-control-plane-0 Running 3h11m openshift-control-

plane-0 baremetalhost:///openshift-machine-api/openshift-control-plane-0/daiebe11-
3ff2-41¢c5-b099-0aa41222964e externally provisioned

examplecluster-control-plane-1 Running 3h11m openshift-control-
plane-1 baremetalhost:///openshift-machine-api/openshift-control-plane-1/d9f9acbc-
329c-475e-8d81-03b20280a3e1 externally provisioned

examplecluster-control-plane-2 Running 3h11m openshift-control-
plane-2 baremetalhost:///openshift-machine-api/openshift-control-plane-2/3354bdac-
61d8-410f-be5b-6a395b056135 externally provisioned

examplecluster-compute-0 Running 165m openshift-compute-
0 baremetalhost:///openshift-machine-api/openshift-compute-0/3d685b81-7410-
4bb3-80ec-13a31858241f provisioned

examplecluster-compute-1 Running 165m openshift-compute-
1 baremetalhost:///openshift-machine-api/openshift-compute-1/0fdae6eb-2066-
4241-91dc-e7ea72ab13b9 provisioned

#TH1.2% clustername-8qw5I-master-3 R 02, FHIEF XM Provisioning 27
Running 57145,
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108

13.

14.

15.

DRV BRBELDE A, HHZRT RIRE—MERIREN, eted cluster Operator %
B3IRY,

c. BITUTHESEIEENENBREHRES, BRBAMRENE R

I $ oc get bmh -n openshift-machine-api

I
$ oc get bmh -n openshift-machine-api
NAME STATE CONSUMER ONLINE ERROR AGE
openshift-control-plane-0 externally provisioned examplecluster-control-plane-0 true
4h48m
openshift-control-plane-1 externally provisioned examplecluster-control-plane-1 true
4h48m
openshift-control-plane-2 provisioned examplecluster-control-plane-3 true
47m
openshift-compute-0 provisioned examplecluster-compute-0 true
4h48m
openshift-compute-1 provisioned examplecluster-compute-1 true
4h48m

d. BITUTRGEIEN T RESERMILFRERT

I $ oc get nodes
I

$ oc get nodes

NAME STATUS ROLES AGE VERSION
openshift-control-plane-0 Ready master 4h26m v1.24.0+9546431
openshift-control-plane-1 Ready master 4h26m v1.24.0+9546431
openshift-control-plane-2 Ready master 12m v1.24.0+9546431
openshift-compute-0 Ready worker 3h58m v1.24.0+9546431
openshift-compute-1 Ready worker 3h58m v1.24.0+9546431

BT e DEIFITFHRERD
I $ oc patch etcd/cluster --type=merge -p '{"spec": {"unsupportedConfigOverrides": null}}'
AT LU AL R 63555 1E unsupportedConfigOverrides 289 2 & 2 MK &R H B

I $ oc get etcd/cluster -oyaml

INREEAHT R OpenShift, FEFZT M. BN, EAIBERTE etcd £8F Operator HIBEILLT
BHIR

B

EtcdCertSignerControllerDegraded: [Operation cannot be fulfilled on secrets "etcd-peer-sno-
0": the object has been modified; please apply your changes to the latest version and try
again, Operation cannot be fulfilled on secrets "etcd-serving-sno-0": the object has been
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modified; please apply your changes to the latest version and try again, Operation cannot be
fulfilled on secrets "etcd-serving-metrics-sno-0": the object has been modified; please apply

your changes to the latest version and try again]

1. JUFRRA etcd pod 2B EBE HIZ1T,
E— N KimHER cluster-admin A EETIEERE, 2TUTHS

I $ oc -n openshift-etcd get pods -l k8s-app=etcd -0 wide
I

etcd-openshift-control-plane-0  5/5 Running 0 105m
etcd-openshift-control-plane-1 5/5 Running 0 107m
etcd-openshift-control-plane-2 ~ 5/5 Running 0 103m

IR _E—mHikHEHRFE R pod, ,.,\_Jl«/liﬁﬁﬁﬁﬁﬂiﬁﬁﬁé etcd, TE—PNKUHHRER
cluster-admin A i EEEIEEE, ZTUTHS -

I $ oc patch etcd cluster -p="{"spec": {"forceRedeploymentReason": "recovery-"$( date --rfc-

3339=ns )""}}' --type=merge ﬂ

Q forceRedeploymentReason {H /2 ME—B, XFlE 2 Mt FRIBRRE.

BERIERTERTEE= eted A5, EEFIEEZITH eted BEF, ﬂ?leﬁE““‘E’ﬂﬁﬁ Wty

pod &, E—NKimAE cluster-admin F /7 EEEIERE, Z21TUTHS :
I $ oc rsh -n openshift-etcd etcd-openshift-control-plane-0
BEERASIEK :

I sh-4.2# etcdctl member list -w table

il N
+- -+ + + +- —---
______________ .
| D |STATUS| NAME | PEERADDRS | CLIENT ADDRS
| ISLEARNER |
+- -+ + + +- —---
______________ .

| 7a8197040a5126¢8 | started | openshift-control-plane-2 | https://192.168.10.11:2380 |

https://192.168.10.11:2379 | false |

| 8d5abe9669a39192 | started | openshift-control-plane-1 | https://192.168.10.10:2380 |

https://192.168.10.10:2379 | false |
| cc3830a72fc357f9 | started | openshift-control-plane-0 | https://192.168.10.9:2380 |
https://192.168.10.9:2379 | false |

+- -+ + + +- -
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gg% o
Y MR E—aSRIRHFIH T 8T =1 eted B,

3. BITUTHS, JSUEFTA eted AR EREE :

B HIBR AR ERIRR A,

I # etcdctl endpoint health --cluster

it

https://192.168.10.10:2379 is healthy: successfully committed proposal: took = 8.973065ms
https://192.168.10.9:2379 is healthy: successfully committed proposal: took = 11.559829ms
https://192.168.10.11:2379 is healthy: successfully committed proposal: took = 11.665203ms

4. BTUT RS, RIEAMA T RESLTHRFNIEITRA :

ey
$ oc get etcd -o=jsonpath="{range.items[0].status.conditions[?
(@.type=="NodelnstallerProgressing")]}{.reason}{"\n"}{.message}{"\n"}'

I AlINodesAtLatestRevision
5.3. WEMRE

5.3.1. X FRIERE

WMV S SRS N B FR M T #0MR M OpenShift Container Platform $EE¥RIBEH INBY LN REIBEF Ik E
HER., FNEENR, BuUREEERUT 1SN T REERRE N TERS,

“ .
RAEREEREE

EVPH—MEERB control plane EA#l.

2B — P LRIERERE

INREHRL/ERFRE B —DLARTEORERS (Flan, SRR BMER T —LXBER) , NIHUE
FIXNMRERAR, RBFEMEKRT KRS control plane ENFH T M eted EE R, BEBHELNIE
Bo REEPATT eted &2, mMATLURIRX DS RFFERFRE B2 B18PRT.

REM, EWEFEMIT B control plane IEFHIRE

DIk

=
E—NEREZITHEREPRE I URTNRERSERIAER, MAEERNRE.
XN AN S FREIFERE M.

EHTIRER], SR TIRERERTUT B R EHNTITHNESER.


https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.9/html-single/backup_and_restore/#dr-restoring-cluster-state
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.9/html-single/backup_and_restore/#dr-recovering-expired-certs
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.9/html-single/backup_and_restore/#dr-scenario-2-restoring-cluster-state-about_dr-restoring-cluster-state
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= -
» MR KRKZE master BT, BINA eted 7F, ERBUTSBEEL—NTERERN

etcd B o

M control plane ik B HIFER TikE
fNR control plane MEF BT HE, MIATAEAXMERA SR, B0 - EE—RIEBRER (ERERE
24 INFA) KT KR, EMIEPREARER, B, ATLURBUTESEMETHIM control
plane IEFHIRE,

5.3.2. I B — N LARIEERES

NTBEFLRIILFEINRE, Boiia@id 0B REBEH T eted i . BNEEEALRERLRSE

BRE,

5.3.21L X FWMELIKE
BRI LUME A eted AR RE BILEIHPR S, EUTERFPATLUERXNAEHTRE -
o ERTLT KL control plane EHl (hEEX)

o EEAMBRT —LXBAR, UINREFERELE,

Digk

==
[=]

AN EEZTHRFPRER UINSER SEWA MR, MARENEE, XN
NAF R FERER.

INRITATLUFER Kubernetes APl fRSS 2310 REHRE, NIARK etcd AT, BIETNIZE
FA etcd 1D ERE .,

RE etcd SEFRE Y FHREEHLRBIZILEIHN— MRS, BB imaB R —NE 2, F1Th R0
Ko XS kubelet, Kubernetes #2125, SDN 12235 F1HF A MBI HI 255 I M ZH AT H,

Y etcd FIRNB S A R SEFRRBREER, AIgES 53 Operator churn, M5 Kubernetes API
AR5588. Kubernetes #22RE 2%, Kubernetes JAEFR2FH1 etcd B Operator R EMIS 5 eted
YRS R, XA RERBEF IR IERM AR,

ERIFIERT, ERTRESERFTAMSIRIEE, MHRESAEENRBIENS, EFREHRIE, UREE
WA IR 8 CA 4 E,

5.3.2.2. "k ER— P LEINEHRKS
IR LUME IR TR eted F1DRIRE LIRTHIERHR S, HIRE FE KT AZH control plane EHLAVEEE,

B

RS LB, WAERR— z-stream ZITHRAFIRENS eted &7, B0, OpenShift
Container Platform 4.7.2 S£8¥ WA A M 4.7.2 FFiAH eted #17,

m
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SeRF M
o HMAEA cluster-admin & &I iR,
o F{FMRE EHNMIEER control plane E#L,
® SSH X} control plane EALAT A,
o TEME—HMRHIKIN etcd RIBAERS pod FRMEMD B R, %8B FRHITH4B XA

T#3: snapshot_<datetimestamps>.db #1
static_kuberesources_<datetimestamp>.tar.gz,

BF

T FIEMRE control plane T, RNEBEI SSHIEEHIZILERS pod. A LLE MR F
B QB EAIERE control plane Hl25,

1 EFE—NERERE EHM control plane E#l, XZEEEEFZTRERFENEN,

2. BIEIEA control plane Tim (BIEME EWN) BY SSH i%E#E,
RE1IFE/FTNE, Kubernetes API RS 2349 TTiE151R], EIELIETTEIG 1] control plane 7 52,
e, BWFE— AR EILEIE Mcontrol plane EHLEY SSH 1%,

5
MBS B RBIX NS, FFEE A control plane EH R IKE 12, HIGT
SEMX IR RS B,

3. ¥ eted P EREFEFERE control plane EH1L,
SRR RIZ I backup B3k (EAEE eted IRIBFIES pod HiR) EFIEIMRE control plane
FHH /home/core/ B EH,

4. JEfEMEM control plane 17 & E{Z 1 pod,

@ AREFVIELEMREEN LM pod, MEMAFHZERE EH LB pod,
a. iR ARZ2ME ENH control plane E#1.
b. YA etcd pod XM Kubelet SEH BB E :
I $ sudo mv /etc/kubernetes/manifests/etcd-pod.yaml /tmp
c. J0iF etcd pod BREBEZLE,
I $ sudo crictl ps | grep etcd | grep -v operator

WRREHNIZNE, MREFREN, BFEFLIHEBEFRRE,

d. f$IA Kubernetes API fR%5 85 pod X H kubelet JEH Bk :

12
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I $ sudo mv /etc/kubernetes/manifests/kube-apiserver-pod.yaml /tmp

e. BE Kubernetes API fR55%8 pod BB EZ 1k,
I $ sudo crictl ps | grep kube-apiserver | grep -v operator
RRENIZNZE, MREFAEEN, HFERLOHEBENNE,
f. 1§ etcd BB B KB TENLE
I $ sudo mv /var/lib/etcd/ /tmp

g EEMTE2IRE EHM control plane TN ELEEHF T,
5. ViR & control plane E#,

6. MBEMATEESEHEWRIE, EHREDSHET NO_PROXY. HTTP_PROXY#1 HTTPS_PROXY
INET &,

R

& LLEiT & & oc get proxy cluster -o yaml B R EREELEEHA, R
httpProxy. httpsProxy#ll noProxy &% & T 1H, N&ERANKHE,

7. TEWE control plane N LIZITIREBIA, 1REE etcd %510 B RHUBEER -

I $ sudo -E /usr/local/bin/cluster-restore.sh /home/core/backup
BRI gy HH 7 B

...stopping kube-scheduler-pod.yaml

...stopping kube-controller-manager-pod.yaml

...stopping etcd-pod.yaml

...stopping kube-apiserver-pod.yaml

Waiting for container etcd to stop

.complete

Waiting for container etcdctl to stop

............................. complete

Waiting for container etcd-metrics to stop

complete

Waiting for container kube-controller-manager to stop

complete

Waiting for container kube-apiserver to stop
.......................................................................................... complete
Waiting for container kube-scheduler to stop

complete

Moving etcd data-dir /var/lib/etcd/member to /var/lib/etcd-backup
starting restore-etcd static pod

starting kube-apiserver-pod.yaml
static-pod-resources/kube-apiserver-pod-7/kube-apiserver-pod.yaml
starting kube-controller-manager-pod.yam|

13
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14

static-pod-resources/kube-controller-manager-pod-7/kube-controller-manager-pod.yaml
starting kube-scheduler-pod.yaml
static-pod-resources/kube-scheduler-pod-8/kube-scheduler-pod.yaml

INRE LR eted EMBEHFT TR, NKETETERK ST =/ NotReady

R

8. AT RIUBFRENLT Ready IR,

a. IZTLUT &%

I $ oc get nodes -w

Kyt Bl

NAME STATUS ROLES AGE VERSION

host-172-25-75-28 Ready master 3d20h v1.23.3+e419edf
host-172-25-75-38 Ready infra,worker 3d20h v1.23.3+e419edf
host-172-25-75-40 Ready master 3d20h v1.23.3+e419edf
host-172-25-75-65 Ready master 3d20h v1.23.3+e419edf
host-172-25-75-74 Ready infra,worker 3d20h v1.23.3+e419edf
host-172-25-75-79 Ready worker 3d20h v1.23.3+e419edf
host-172-25-75-86 Ready worker 3d20h v1.23.3+e419edf
host-172-25-75-98 Ready infra,worker 3d20h v1.23.3+e419edf

FRE T R ER AT BB B 1L 20 BN Al & HR .

b. MRAFEMT m4TF NotReady IR, EFEIT &, FHFMEANT LM /varlib/kubelet/pki
H

B MERFTE PEM XX, EaTLLSS

BT R, SEA web AL IRE D,

I $ ssh -i <ssh-key-path> core@<master-hostname>

pki B %R fl

sh-4.4# pwd
Ivar/lib/kubelet/pki
sh-4.4# s

kubelet-client-2022-04-28-11-24-09.pem kubelet-server-2022-04-28-11-24-15.pem
kubelet-client-current.pem

kubelet-server-current.pem

9. 7EFRA control plane EHL EEJF kubelet AR5,

a. EMEENFZTU TSRS :

I $ sudo systemctl restart kubelet.service

b. TEFTAEM control plane EHl EEE ILF I,

10. #LEFIIER CSR -
a. FIREXNHE] CSR AR :
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$ oc get csr

oA

NAME AGE SIGNERNAME REQUESTOR
CONDITION
csr-2s94x 8m3s kubernetes.io/kubelet-serving system:node:<node_name>

Pending ﬂ

csr-4bd6ét 8m3s kubernetes.io/kubelet-serving system:node:<node_name>
Pendingg

csr-4h185 13m  kubernetes.io/kube-apiserver-client-kubelet
3tem:serviceaccount:openshift-machine-config-operator:node-bootstrapper Pending
csr-zhhhp 3m8s kubernetes.io/kube-apiserver-client-kubelet
system:serviceaccount:openshift-machine-config-operator:node-bootstrapper Pending

w—ﬂ\ﬁ&ﬁiﬁ'ﬂ kubelet IR%$ CSR (BFAFBEMLRE) .

w—/l\%&i‘iiﬁ’ﬂ node-bootstrapper CSR,

b. E&F—1 CSREHANERUNIEEREEN ¢

$ oc describe csr <csr_name> ﬂ

Q <csr_name> 24/ CSR &K H CSR BI& R,

c. #AESNEMH node-bootstrapper CSR :

$ oc adm certificate approve <csr_name>

d WFAABENRE, FILES AN kubelet FRZ% CSR :

$ oc adm certificate approve <csr_name>

1. FINEADE G control plane B4&EINEH,

a. MREFEHN L, I etcd BEs 2B EEIZTT

$ sudo crictl ps | grep etcd | grep -v operator

HiH Pl
3ad41b7908e32
36f86e2eecaaffe662df0d21041eb22b8198e0e58abeecae8c743c3e6e977e8009
About a minute ago Running etcd 0
7c05f8af362f0

b. MIREEH L, %WIE etcd pod BE EIEIZIT,
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I $ oc -n openshift-etcd get pods -l k8s-app=etcd

NBEKEEZTIX N SENEIT oc login FEWU TR, EHEF—Ln
(] LA(E B AR5 E 12 285 sh H R 22t

I Unable to connect to the server: EOF

it N |
NAME READY STATUS RESTARTS AGE
etcd-ip-10-0-143-125.ec2.internal 1/1 Running 1 2m47s

INRIRERZ Pending, SHEHHAIET ZNEMEZITH eted pod, HEFF/LOH, RAEHE
RIEGE

c. MARME ENBENEEKM control plane TN ESE S,
AE

RETEHEA OVNKubernetes Container Network Interface (CNIE4ET F
TTUTFHIK,

12. 7EFFE EHLLE/S Open Virtual Network (OVN) Kubernetes pod,

a. MBRILEEHEE (nbdb) MR AEIEE (sbdb), #M Secure Shell (SSH) ViiA]1ikE EHFF
R control plane T8, BHZEITUATHS :

I $ sudo rm -f /var/lib/ovn/etc/*.db
b. 1T TS HHERFFA OVN-Kubernetes control plane pod :

I $ oc delete pods - app=ovnkube-master -n openshift-ovn-kubernetes

c. IBITUL T4, HRFTE OVN-Kubernetes control plane pod EEXREE, F4F Running
NI

I $ oc get pods -I app=ovnkube-master -n openshift-ovn-kubernetes

it Bl
NAME READY STATUS RESTARTS AGE
ovnkube-master-nb24h 4/4  Running 0 48s
ovnkube-master-rm8kw 4/4  Running 0 47s
ovnkube-master-zbgnh 4/4  Running 0 56s

d. iZfTLLFen B HBRATE ovnkube-node pod :

$ oc get pods -n openshift-ovn-kubernetes -0 name | grep ovnkube-node | while read p ;
do oc delete $p -n openshift-ovn-kubernetes ; done

16
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e. IZ1TUL T4, HARFTE ovnkube-node pod EFEXERE, F4LTF Running K75 :
I $ oc get pods -n openshift-ovn-kubernetes | grep ovnkube-node

13. ENHRFEF R EMIEIRE control plane ¥l25. EFCIENEE, SimEl—NHIET R
&, eted 2HIT B,

o MRAFEAAIMEFNRNEZE, EALUERARICIREHNERNERAEEROEZ control
plane #lgz. MFERLER, HEH' ERILREA T EEHERR',

DIk

==
[=]

RE R SN B ORALE,

o MRMEMZTRFREFEFHEMEN, FHHEEMEM Machine API BIZHER, HRBRUT
FEIIT -

DIk

=
RE S HE NI B ORALE,

S FRERFE FHEMZERN LRI EZE, T2EHCE control
plane 853, MJ/ELZEL, HS/" BHANEHTE T K"

a. NZEKM control plane EH 2z —KEXHL 25,
E— MR ER cluster-admin B EZRIER, Z1TUTHS

I $ oc get machines -n openshift-machine-api -o wide

Bl
NAME PHASE TYPE REGION  ZONE AGE
NODE PROVIDERID STATE
clustername-8qw5I-master-0 Running m4.xlarge us-east-1 us-east-1a

3h37m ip-10-0-131-183.ec2.internal aws:///us-east-1a/i-0ec2782{8287dfb7e

stopped ﬂ

clustername-8qw5I-master-1 Running m4.xlarge us-east-1 us-east-1b
3h37m ip-10-0-143-125.ec2.internal aws:///us-east-1b/i-096c349b700a19631
running

clustername-8qw5I-master-2 Running m4.xlarge us-east-1 us-east-1c
3h37m ip-10-0-154-194.ec2.internal aws:///us-east-1¢/i-02626f1dba9ed5bba
running

clustername-8qw5l-worker-us-east-1a-wbtgd Running m4.large us-east-1 us-

east-1a 3h28m ip-10-0-129-226.ec2.internal aws:///us-east-1a/i-

17
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010ef6279b4662ced running

clustername-8qwb5l-worker-us-east-1b-Irdxb  Running m4.large us-east-1 us-
east-1b  3h28m ip-10-0-144-248.ec2.internal aws:///us-east-1b/i-
Ocb45ac45a166173b running

clustername-8qw5l-worker-us-east-1c-pkg26 Running m4.large us-east-1 us-
east-1c 3h28m ip-10-0-170-181.ec2.internal aws:///us-east-1c/i-
06861c00007751b0a running

ﬂ X2 AT E5%B control plane E# ip-10-0-131-183.ec2.internal B control plane
.28,

b. IS BEBREFEIX BRI R — N -

$ oc get machine clustername-8qw5I-master-0 \ﬂ
-n openshift-machine-api \
-0 yaml\
> new-master-machine.yaml

ﬂ HEKB control plane EHIE%E control plane M. 2389 & FF.

c. YwiE_E—4 FhOIEH new-master-machine.yaml X4, LD EHAHHFMBRTLESN
?E&O

i. FHFREEA status B4 :

status:

addresses:

- address: 10.0.131.183
type: InternallP

- address: ip-10-0-131-183.ec2.internal
type: InternalDNS

- address: ip-10-0-131-183.ec2.internal
type: Hosthame

lastUpdated: "2020-04-20T17:44:29Z2"

nodeRef:

kind: Node

name: ip-10-0-131-183.ec2.internal

uid: acca4411-af0d-4387-b73e-52b2484295ad

phase: Running
providerStatus:

apiVersion: awsproviderconfig.openshift.io/vibetai

conditions:

- lastProbeTime: "2020-04-20T16:53:50Z2"
lastTransitionTime: "2020-04-20T16:53:50Z2"
message: machine successfully created
reason: MachineCreationSucceeded
status: "True"
type: MachineCreation

instanceld: i-0fdb85790d76d0c3f

instanceState: stopped

kind: AWSMachineProviderStatus

ii. J¢ metadata.name FEXFE UH T & FR,

18
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EUERE S BN SEERMERM BT, FRERSHBINT—ITREE. EXM)
&, clustername-8qw5l-master-0 #2{"} clustername-8qw5l-master-3 :

apiVersion: machine.openshift.io/vibetai
kind: Machine
metadata:

name: clustername-8qw5I-master-3

iii. flB& spec.providerlD FE% :
I provider|D: aws:///us-east-1a/i-0fdb85790d76d0c3f
iv. MR metadata.annotations #1 metadata.generation F£% :

annotations:
machine.openshift.io/instance-state: running

generation: 2
v. MR metadata.resourceVersion 1 metadata.uid % :

resourceVersion: "13291"
uid: a282eb70-40a2-4e89-8009-d05dd420d31a

d. MHERZEKRB control plane EHAIHLES :
I $ oc delete machine -n openshift-machine-api clustername-8qw5I-master-0 ﬂ

ﬂ HEKB control plane EHIERE control plane Hl.25H9 & 5.

e. WIEHERZE BSMIFR :

I $ oc get machines -n openshift-machine-api -o wide

Bl
NAME PHASE TYPE REGION  ZONE AGE
NODE PROVIDERID STATE
clustername-8qw5I-master-1 Running m4.xlarge us-east-1 us-east-1b
3h37m ip-10-0-143-125.ec2.internal aws:///us-east-1b/i-096c349b700a19631
running
clustername-8qw5I-master-2 Running m4.xlarge us-east-1 us-east-1c
3h37m ip-10-0-154-194.ec2.internal aws:///us-east-1c¢/i-02626f1dba9ed5bba
running

clustername-8qw5l-worker-us-east-1a-wbtgd Running m4.large us-east-1 us-
east-1a 3h28m ip-10-0-129-226.ec2.internal aws:///us-east-1a/i-
010ef6279b4662ced running

clustername-8qwb5l-worker-us-east-1b-Irdxb  Running m4.large us-east-1 us-
east-1b  3h28m ip-10-0-144-248.ec2.internal aws:///us-east-1b/i-
Ocb45ac45a166173b running

19
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clustername-8qw5l-worker-us-east-1c-pkg26 Running m4.large us-east-1 us-
east-1c 3h28m ip-10-0-170-181.ec2.internal aws:///us-east-1c/i-
06861c00007751b0a running

f. {#F new-master-machine.yaml X {40/ Z#7 #1285 :

I $ oc apply -f new-master-machine.yaml
g BIEHFNBRE 20 -

I $ oc get machines -n openshift-machine-api -o wide

Bl
NAME PHASE TYPE REGION  ZONE
AGE NODE PROVIDERID STATE
clustername-8qw5I-master-1 Running m4.xlarge us-east-1 us-east-
1b 3h37m ip-10-0-143-125.ec2.internal aws:///us-east-1b/i-096c349b700a19631
running
clustername-8qw5I-master-2 Running m4.xlarge us-east-1 us-east-
1c 3h37m ip-10-0-154-194.ec2.internal aws:///us-east-1c/i-02626f1dba9ed5bba
running
clustername-8qw5I-master-3 Provisioning m4.xlarge us-east-1 us-east-
1a 85s ip-10-0-173-171.ec2.internal aws:///us-east-1a/i-015b0888fe17bc2c8
running

clustername-8qw5l-worker-us-east-1a-wbtgd Running m4.large us-east-1
us-east-1a 3h28m ip-10-0-129-226.ec2.internal aws:///us-east-1a/i-
010ef6279b4662ced running

clustername-8qwb5l-worker-us-east-1b-Irdxb  Running m4.large us-east-1 us-
east-1b  3h28m ip-10-0-144-248.ec2.internal aws:///us-east-1b/i-
Ocb45ac45a166173b running

clustername-8qw5l-worker-us-east-1c-pkg26 Running m4.large us-east-1
us-east-1c  3h28m ip-10-0-170-181.ec2.internal aws:///us-east-1c/i-
06861c00007751b0a running

#TH1.2% clustername-8qw5I-master-3 R 02, FHIEF XM Provisioning 277
Running 57145,

QBN AR T RET B /LD BT A, HHER T sURE —MEEIRER, eted cluster
Operator ¥ B3IES.

h. X A2 E ENHENEEKM control plane ENEE L FTE,

14, E—NHEMMZEEOS, FEUTHSUES cluster-admin AEMA P B &R BIELE .
I $ oc login -u <cluster_admin> ﬂ

Q %t F <cluster_admin>, {#F8 cluster-admin B&iEE—MHF &,

15. w4l etcd EFHE,
E— N KimHEA cluster-admin A EETIEERE, 2TUTHS :

120
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$ oc patch etcd cluster -p="{"spec": {"forceRedeploymentReason": "recovery-"$( date --rfc-
3339=ns )""}}' --type=merge ﬂ

Q forceRedeploymentReason {H %/ 2ME—8, XFlE 2 Mt AIBRRE.
% etcd cluster Operator HUTEFHERER, WA T = FFAER S #%A bootstrap I B R EIBIHT
pod,

16. WIEFAE T me S BB ERTIEITRE,
E— MRS H cluster-admin B EERER, 21TUTHS :

$ oc get etcd -o=jsonpath='{range .items[0].status.conditions[?
(@.type=="NodelnstallerProgressing")]}{.reason}{"\n"}{.message}{"\n"}'

#i%& etcd H¥INodelnstallerProgressing K&, URIFFIE T K2R FTRFTNET, £F
IhE, HiH 4R AlINodesAtLatestRevision :

AlINodesAtLatestRevision
3 nodes are at revision 7 ﬂ

ﬂ EARFIG, RFHEITRASE 7,
MRFHEELSNMEITS, W2ANTRNEITRE 6 ; 1 NMTRNEBITHRE 7, XEKREEHNE
HiTH, FEFILOMHRER,
7. HEHEE etcd [F, 7 control plane 5 &l 1TH# rollout, BT kubelet {5 F POER 11 % 7 2%
ERER API BRS5 28, EIE Kubernetes API ST EM TR EEHREBFD,
E— N XimHEA cluster-admin B ERIEER, Z21TUTHS,

a. N Kubernetes API AR5 255 A T HTROHEHHERE -

$ oc patch kubeapiserver cluster -p="{"spec": {"forceRedeploymentReason": "recovery-
"$( date --rfc-3339=ns )""}}' --type=merge

FIEFrE T REE BB ERTHEITRAE.

$ oc get kubeapiserver -o=jsonpath="'{range .items[0].status.conditions[?
(@.type=="NodelnstallerProgressing")]}{.reason}{"\n"}{.message}{"\n"}'

#%& NodelnstallerProgressing RE&M, LKA T RS FRIFIRA. EEHK
hiE, Hitis E< AllNodesAtLatestRevision :

AlINodesAtLatestRevision
3 nodes are at revision 7 ﬂ

ﬂ EARFIG, RFHEITRASE 7,
MRFEHEELZSMEITS, W2ANTRNEITIRE 6 ; 1 N R ANEBITHRE 7, XEKEEH
PIEHTH, SFEILDHEER,
b. 5 Kubernetes 2l 23 E 1B 23 sm TR B ERE -
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122

$ oc patch kubecontrollermanager cluster -p="{"spec": {"forceRedeploymentReason":
"recovery-"$( date --rfc-3339=ns )""}}' --type=merge

FIEFrE T REE BB ERTNEITRAE.

$ oc get kubecontrollermanager -o=jsonpath="'{range .items[0].status.conditions[?
(@.type=="NodelnstallerProgressing")]}{.reason}{"\n"}{.message}{"\n"}'

#%& NodelnstallerProgressing RE&KM, LKA T RS FRIFIRA. EEHK
hiE, Hitis E< AllNodesAtLatestRevision :

AlINodesAtLatestRevision
3 nodes are at revision 7 ﬂ

ﬂ TEARFIH, RHPEIIREFSE 7.

MRFHEELMES, 02N TRNEUTRE 6 ; 1 M RNEBITRE 7, XIRKREEH
MIEdtTH, EFNIHEEIL,

c. N Kubernetes T2/ i Hl i T HTHIHEHERE -

$ oc patch kubescheduler cluster -p='{"spec": {"forceRedeploymentReason": "recovery-
"$( date --rfc-3339=ns )""}}' --type=merge
FIUEFRE T R E S EMERFRETT A,

$ oc get kubescheduler -o=jsonpath='{range .items[0].status.conditions[?
(@.type=="NodelnstallerProgressing")]}{.reason}{"\n"}{.message}{"\n"}'

#%& NodelnstallerProgressing RE&M, LKA T RS FRIFIRA. EEHK
hiE, Hiti4 E< AllNodesAtLatestRevision :

AlINodesAtLatestRevision
3 nodes are at revision 7 ﬂ

ﬂ TEARFIH, SRHNEIIREFSE 7.

MRFHEELMES, 02N TRNEUTRE 6 ; 1 M RNEBITRE 7, XRKREEH
MIEdTH, EFNIHEEL,

18. EFFA control plane EH2E B/ABhFIIASEEE,
E— M RimFE A cluster-admin B/ E ISR, Z1TUTHS -

I $ oc -n openshift-etcd get pods -l k8s-app=etcd

it N |
etcd-ip-10-0-143-125.ec2.internal 2/2  Running O 9h
etcd-ip-10-0-154-194.ec2.internal 2/2  Running O 9h
etcd-ip-10-0-173-171.ec2.internal 2/2  Running O 9h



55 52 CONTROL PLANE & {31tk &
HBRATA TEASERE S REROE EEERE, FESEMW Kubernetes APIHERBIE pod, XS,
¥& OpenShift Container Platform 2E4F, #0EKREH2S. Operator H1EE=HH/,

HER, Enﬁ%_ MRS, AREEE/LSMWFREREFARS. Fla, EER OAuth RS2 pod i,
&M oc login # 1T &R 5 F AT RE TS ;A YL BN IE & T4,

5.3.2.3. Hth 45
o TERN LRERAFBERIER
o GIEEZ2FHILLEN SSH i/i7] OpenShift Container Platform SE5I#0 control plane i s,

o EHULIEH control plane T &

5.3.2.4. ik EF AR HRSK R EMBRTGE

ZZD%@EI’\J OpenShift Container Platform & EREAEANFAMEME, SENKRTSBEEFEMEAE etcd
AER. B %Tj_: pod HJZ1THY Elasticsearch 8%, =& 1E StatefulSet X RFIZ1THIEIEZE, M etcd
%ﬁ}qﬂ'l‘fﬁlﬁ £k E OpenShift Container Platform AR T{EfEHBRT. BE, R etcd IREBZIH
B, HRESAH Tx”ﬂl‘f, T HA,

BF

BAME (PV) WABHATREET eted HREBII—EE9D. M etcd HRERIRE OpenShift
Container Platform &E&55], FERETEAEHAIRER TN REBEIE, RZIFA,

T RERT RS —EREIER

o MySQL #IBRZEIER PV X RZFFM pod FIZTT, M etcd IRERPRE OpenShift Container
Platform A EFESME RN FHMENE L, BERREKIEEZITH MySQL pod, RE pod REE
ZHE, B IRTEFEEHENERRES, REME PV LIERAHBRXFIHIRE XA pod.

o PodPIERAEA, THMEITRX, MRF— D pod ZETHRY LEAEBNS, NHIT eted Pk
S, pod P1AIRETT/AIEM/GE), EABMAREMINEIT = Y, OpenShift Container Platform
FARMEM N, BRSE9EE. KEIMERS, SBHTMNTRY FI0E, UMESTLUE
TR X LM, RS pod P1 FRILUEE,

o TEHUUT etcd RIRfE, mHNESEEHE TLPEﬁ TIERWEH . X FBUEMMEN T X LEUER CSI
IKENFE K Operator TTEIEE T/E, Balge B EF LB FIXLE %Eﬂjﬁzr_‘k Operator FTEHIE
1k,

o TELK etcd IREBIE, &M OpenShift Container Platform 17 s Pffifas Edp &% 5. Local
Storage Operator & M /dev/disk/by-id 5 /dev B X EEME PV QIEFSHEE, XWE
RARESSBAM PV BB EENILE,

BRI, B AWM

1. FOIIBR B TR EHI PV,
2. MR s A IR RF 5 B e
3. MHP® LocalVolume s LocalVolumeSet %% (15[ Storage — Configuring persistent

storage — Persistent storage — Persistent storage — Deleting the Local Storage Operator
Resources) o

5.3.3. M control plane it &3 HifIE R T IRE
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https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.9/html-single/installing/#installing-bare-metal
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.9/html-single/networking/#accessing-hosts
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.9/html-single/installing/#replacing-a-bare-metal-control-plane-node_ipi-install-expanding

OpenShift Container Platform 4.9 &3 Itk &

5.3.3.1. M control plane IF 8T HIME R Tk E
LR LUMITERBY control plane IFBH B BhIRE,

BZ, ,u\mﬁiﬁﬁ}tt/ﬁﬁiiiﬁ’] node-bootstrapper it % £15K (CSR) RIWKE kubelet ik, *fFH
FEHHERE, EoEEEERFLER kubelet IS5 CSR,

ERLLT SR RF 0328 CSR -

ff

L=

S

1. FREXH AT CSRFUSR -

I $ oc get csr

ot 7~ Bl
NAME AGE SIGNERNAME REQUESTOR
CONDITION
csr-2s94x 8m3s kubernetes.io/kubelet-serving system:node:<node_name>
Pendingﬂ
csr-4bd6ét 8m3s kubernetes.io/kubelet-serving system:node:<node_name>

Pending 9

csr-4h185 13m  kubernetes.io/kube-apiserver-client-kubelet
system:serviceaccount:openshift-machine-config-operator:node-bootstrapper Pendingg
csr-zhhhp 3m8s kubernetes.io/kube-apiserver-client-kubelet
system:serviceaccount:openshift-machine-config-operator:node-bootstrapper Pendingﬂ

QO =2 kubelet BRS5 CSR (RTFRAFBHENEE) .
w—/l\%ﬂ‘iiﬁ’ﬂ node-bootstrapper CSR,

I $ oc describe csr <csr_name> ﬂ

Q <csr_name> 2 /1 CSR &K H CSR BI& R,

3. #itHEFNE B node-bootstrapper CSR :

I $ oc adm certificate approve <csr_name>

4. NFRAEEHRE, HHESNERM kubelet RS CSR -

I $ oc adm certificate approve <csr_name>
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