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1.1. <F OPENSHIFT SERVICE MESH

7 Red Hat OpenShift Service Mesh B4 1717 &5 Red Hat OpenShift Service on AWS
@, H RedHat OpenShift Service Mesh Operator T1FEE % MR AR
ServiceMeshControlPlane, FTLL Service Mesh 3% 7™ G HR MR AES 5L IR A0 TR,
LRIXIEEEA T Service Mesh BIRFTIRA, FRIEERE XS ERERIRMBIEE 7%
E F MR A BIBR I,

INFE A * Red Hat OpenShift Service Mesh £ AT M EEMELER, 1HSHTE
BE e REEEEE,

1.1.1. Red Hat OpenShift Service Mesh &1t

Red Hat OpenShift Service Mesh @53 7 b/ FAFE B | B2 55 A #2851 SRR MR 5 2 A 0 sh 9 K Fhm i, ©
ENAS AN ALRN—NERE, MEFRNNAREHITERER.

ARG RISV N B TE o B ESHERRSS, MmELY BA4E ., (B2, HMEMIRS N E2NE
R RIS RN & e RrIR K, IBAEMBIEZEREME, Service Mesh B LLBIT IR EILIRSS FIHHE
SR RIXLEZR A, FEMER, BEEROIELFIEKREIEHMIRS.
Service Mesh &2 F TR Istio WH, NOIREBHIRSIREL I, AEHHE%E. RSTRSFMEIUE. HE
RE. IR IERIAR S SR T BN AL, RS ML IREE S 012 ETheE, HhaE A/B
. canary ZIThRA, 1512 R Im R iRk,

= -

Red Hat OpenShift Service Mesh 3 BIER A, MHEELER, 1ESH Red Hat
OpenShift Service Mesh 3.0,

1.1.2. D IHEE

Red Hat OpenShift Service Mesh 7EAR %5 FI%% [FlHR 4 7 SCI R ETIBERIZE— A R -

o SRETHE - ZHIRSFKREN AP R, REFAANTSEYE, HEMBERGETEFHNER R

o RFEIFAMBEM - EMEPRHFTIIEF MRS, HREERTRSRENEES, UETLLE
W EEETRBIMSEIT L.

o REESEHI - X ARSS AR BN AN REE, FARCHEDT RS, FHERFE2ERIR, @it iE
PRSI AT LUK SRBEEIT R ER, AR RIEWN ARFH,

o EW - THRARSS IF BRI T LR AR SS A O FRLL IR, AT AT LR s® 4 1l 8L,
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1.2.1. Red Hat OpenShift Service Mesh kiR & 2.6.7


https://access.redhat.com/support/policy/updates/openshift#ossm
https://istio.io/
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Itk Red Hat OpenShift Service Mesh % {ThR A Red Hat OpenShift Service Mesh Operator R A B H &
2.6.7, F}EFELLT ServiceMeshControlPlane FRHRAEH : 2.6.7 #1 2.5.10,

b & {ThRAARR T CVE IREMZLIRAM, F7E Red Hat OpenShift Service on AWS 4.14 & B HHIAR
ENSE S E SN

Red Hat OpenShift Service Mesh Operator BIE#ThR AN 7] 5 ffr B X 589 Service Mesh iR A—i&EE .
Service Mesh BIfRAf& 8 ServiceMeshControlPlane 15 .

0] LU 4L I8 1R MY Kiali Operator BUSRFThR A LA R A B X #F89 Red Hat OpenShift Service Mesh hix
&K, Service Mesh BIkRA{#F ServiceMeshControlPlane RiEE. Service Mesh BIRAS B ohif 1R
Kiali B9 SR A,

1.2.1.0. HEEHR

il

Istio 1.20.8
Envoy Proxy 1.28.7
Kiali Server 1.73.20

1.2.2. Red Hat OpenShift Service Mesh x4 2.5.10

Ltk Red Hat OpenShift Service Mesh Z{ThRA S 1E7E Red Hat OpenShift Service Mesh Operator 2.6.7
1, 3% Red Hat OpenShift Service on AWS 4.14 R EHTR AR HF, ATIRARERT CVE EMZE
EiRE R,

1.2.2.1. HAHEEH

il hiA
Istio 118.7
Envoy Proxy 1.26.8
Kiali Server 1.73.20

1.2.3. Red Hat OpenShift Service Mesh x4 2.6.6

Itk Red Hat OpenShift Service Mesh % {ThR A Red Hat OpenShift Service Mesh Operator R A B &
2.6.6, FEIELLTF ServiceMeshControlPlane FHRMAEH : 2.6.6,2.5.9 # 2.4.15,

b & {ThRAARR T CVE IREMZLIRA M, F7E Red Hat OpenShift Service on AWS 4.14 & B HHIAR
ENSE S E SN

0] LUE 2L I8 1R MY Kiali Operator BUSRFThR A LA KR A B Z#F89 Red Hat OpenShift Service Mesh hix
&K, Service Mesh BIRA{#F ServiceMeshControlPlane %RiEE. Service Mesh BIRAS B ohif 1R
Kiali B9 SR A,
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1.2.3.1. - EH

il hiA

Istio 1.20.8
Envoy Proxy 1.28.7
Kiali Server 1.73.19

1.2.3.2. ¥ 2hee

o TEIXANhRAH, Red Hat OpenShift Service Mesh 2.6 # Operator #{E 3% 5 Red Hat
OpenShift Service Mesh 2, LA&5 Red Hat OpenShift Service Mesh 3.0 & {ThR AR IF— B FH K
BT,

1.2.4. Red Hat OpenShift Service Mesh k& 2.5.9

Ltk Red Hat OpenShift Service Mesh Z{ThRA S 1E7E Red Hat OpenShift Service Mesh Operator 2.6.6
1, 3% Red Hat OpenShift Service on AWS 4.14 R EHTR AR FF, ATIRARERT CVE EMZE
EiRE R,

1.2.4.1. HHEEH

il hiA
Istio 118.7
Envoy Proxy 1.26.8
Kiali Server 1.73.19

1.2.5. Red Hat OpenShift Service Mesh i 2.4.15

Ltk Red Hat OpenShift Service Mesh Z{ThRA S 1E7E Red Hat OpenShift Service Mesh Operator 2.6.6
i, 35 Red Hat OpenShift Service on AWS 4.14 & B #ThRANBIZ .

1.2.5.1. HEE

il hiA
Istio 1.16.7
Envoy Proxy 1.24.12
Kiali Server 1.65.20
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1.2.6. Red Hat OpenShift Service Mesh k& 2.6.5

Itt Red Hat OpenShift Service Mesh % 1 _HJS_(ZM:J‘ Red Hat OpenShift Service Mesh Operator iR ABHZE
2.6.5, FEIELLTF ServiceMeshControlPlane F5RIRAEHT : 2.6.5,2.5.8 1 2.4.14,

b & ThRAARR T CVE IREMZEIRAM, F7E Red Hat OpenShift Service on AWS 4.14 & B HHIAR
ENSE S E SN

& AT LA FRZIE R Y Kiali Operator E’Jﬂ—%ﬁﬁﬁZFU&Fﬁﬁiﬁﬁ’J Red Hat OpenShift Service Mesh hit
&, Service Mesh iR A< {# Fi ServiceMeshControlPlane F{R¥§E. Service Mesh MR A% B 5hHA 1R
Kiali BIZE A hRA

1.2.6.1. ‘HHE-FEF

A hR =

Istio 1.20.8
Envoy Proxy 1.28.7
Kiali Server 1.73.18

1.2.6.2. $1TheE

o |BM Z BI{EZ#¥ Red Hat OpenShift distributed Tracing Platform Stack.

1.2.6.3. 1 E Wy |n] i

o OSSM-8608 AR, 1EZEZEiTFZAZIE Container Network Interface (CNI) pod, RIS & #l =i
B FATRERTE T R REGIHPIRE Istio-CNI IR ST, Eﬁﬁii_fﬁ‘é’%ﬂa—%ﬁ?ﬁ% AR 22
A, ITE, é?ftcﬁii&ﬁh%ﬂ: CNI pod iif, FEE I CNI Z &I XA RISMFRINA G ST,
R RXMGRGAR RE — Dm0,

1.2.7. Red Hat OpenShift Service Mesh x4 2.5.8

Lt Red Hat OpenShift Service Mesh &Z1ThRA S 1E7E Red Hat OpenShift Service Mesh Operator 2.6.5
1, 3% Red Hat OpenShift Service on AWS 4.14 R EHTR AR HF, ATIRAERT CVE iEMZE
SR R,

1.2.7.1. HEEH

il

Istio 118.7
Envoy Proxy 1.26.8
Kiali Server 17318


https://issues.redhat.com/browse/OSSM-8608
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1.2.7.2. B E 89 A) i

e OSSM-8608 LLRl, 1EZETF2AZKIE Container Network Interface (CNI) pod, BB & il =i
FIS AT BERTE T R RGP R Istio-CNIIEH ST, Eﬁﬁii_fﬁ‘é’%ﬂa—%ﬁ?ﬁ% R Ze
B, HRAE, é?ftcﬁii&ﬁh%ﬂ: CNI pod B, FEE &I CNI Z# &I S RIS BRILA I ST, 7
R RXERG A RE—NIE S,

1.2.8. Red Hat OpenShift Service Mesh k7 2.4.14

Ltk Red Hat OpenShift Service Mesh &Z{ThRAE1E7E Red Hat OpenShift Service Mesh Operator 2.6.5
B, 3% Red Hat OpenShift Service on AWS 4.14 R EHTR AR HF, ATIRARERT CVE EMZE
SR R,

1.2.8.1. A4 E#

il

Istio 116.7
Envoy Proxy 1.24.12
Kiali Server 1.65.19

1.2.8.2. (8 E B[] 5

o OSSM-8608 LRI, 1EZETF2AZKIE Container Network Interface (CNI) pod, BB & il =i
FIS AT BERTE T R RGP RE Istio-CNIIIEH ST, Eﬁﬁii_fﬁ‘é’%ﬂa—%ﬁ?ﬁ% R Ze
B, HRAE, é?ftcﬁii&ﬁh%ﬂ: CNI pod i, FEE &I CNI Z# &I RI M BRILA IR ST, 7
RN RXERG AR RE—NIE S,

1.2.9. Red Hat OpenShift Service Mesh ki A& 2.6.4

Itt Red Hat OpenShift Service Mesh % 1 _HJS_(ZM:J‘ Red Hat OpenShift Service Mesh Operator iR ABHZE
2.6.4, #}BIELLTF ServiceMeshControlPlane FHRIRAEHT : 2.6.4, 257 #2.4.13,

b & ThRAARR T CVE IREMEZEIRA M, F7E Red Hat OpenShift Service on AWS 4.14 & B HHIAR
ENSE S E SN

ZIIE1R Y Kiali Operator WERFHTHR AT 5 A X 1Y Red Hat OpenShift Service Mesh hR A —E R,
Service Mesh BJhii A< {§ F ServiceMeshControlPlane #R1EE., Service Mesh Bk A< BEIIR Kiali

BISR B hR AN,

1.2.9.1. ‘HHE-FEF

il hiA
Istio 1.20.8
Envoy Proxy 1.28.7


https://issues.redhat.com/browse/OSSM-8608
https://issues.redhat.com/browse/OSSM-8608
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il hA

Kiali Server 1.73.17

1.2.10. Red Hat OpenShift Service Mesh kx4 2.5.7

Ltk Red Hat OpenShift Service Mesh &Z{ThRA S 1E7E Red Hat OpenShift Service Mesh Operator 2.6.4
1, 3% Red Hat OpenShift Service on AWS 4.14 R EHTR AR HF, ATIRARERT CVE EMZE
EiRE R R,

1.2.10.1. HEE

il hiA
Istio 118.7
Envoy Proxy 1.26.8
Kiali Server 17317

1.2.11. Red Hat OpenShift Service Mesh version 2.4.13

Ltk Red Hat OpenShift Service Mesh &Z{ThRAE1E7E Red Hat OpenShift Service Mesh Operator 2.6.4
1, 3% Red Hat OpenShift Service on AWS 4.14 R EHTR AR HF, ATIRARERT CVE EMZE
EiRE R,

12111 HEEH

il

Istio 1.16.7
Envoy Proxy 1.24.12
Kiali Server 1.65.18

1.2.12. Red Hat OpenShift Service Mesh version 2.6.3

Itt Red Hat OpenShift Service Mesh & 1ThR A ¥F Red Hat OpenShift Service Mesh Operator iR A B #H E
2.6.3, FEFELLT ServiceMeshControlPlane FRIRAE T : 2.6.3,2.5.6 #1 2.4.12,

b & {ThRAARR T CVE IREMZLIRA M, F7E Red Hat OpenShift Service on AWS 4.14 & B HHIAR
ENSE S E SN

ZIHE1R Y Kiali Operator TR AR 5B X #F8 Red Hat OpenShift Service Mesh hik A~ —#21# .,
Service Mesh BhRA{# F ServiceMeshControlPlane FR#EE. Service Mesh BIkRA S B 5hBE Kiali
HIFE AR A,
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1.2.12.1. HEE

il hiA

Istio 1.20.8
Envoy Proxy 1.28.7
Kiali Server 1.73.16

1.2.13. Red Hat OpenShift Service Mesh kA& 2.5.6
Ltk Red Hat OpenShift Service Mesh Z1ThRA S 1E7E Red Hat OpenShift Service Mesh Operator 2.6.3

d, fRRT CVE IEMZLRENE, 3 Red Hat OpenShift Service on AWS 4.14 R BT AR AH S
o

1.2.13.1. HEEH

il hiA
Istio 118.7
Envoy Proxy 1.26.8
Kiali Server 1.73.16

1.2.14. Red Hat OpenShift Service Mesh version 2.4.12

Ltk Red Hat OpenShift Service Mesh Z{ThRA S 1E7E Red Hat OpenShift Service Mesh Operator 2.6.3
d, fRRT CVE IEMRZLRENE, 3 Red Hat OpenShift Service on AWS 4.14 R BT AR AH 3L
o

1.2.14.1. HEEFH

il

Istio 116.7
Envoy Proxy 1.24.12
Kiali Server 1.65.17

1.2.15. Red Hat OpenShift Service Mesh version 2.6.2

Itt Red Hat OpenShift Service Mesh & 1ThR A ¥F Red Hat OpenShift Service Mesh Operator iR A B #H =
2.6.2, FEIELLTF ServiceMeshControlPlane FHRIRAE#HT : 2.6.2,2.5.5 # 2.4.11,
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& 1THRAMRRT CVE IREMELLRANHI(CVE), E81FHEIRMEE, #5 Red Hat OpenShift
Service on AWS 4.14 R EHFIRAM T,

ZIIE1R Y Kiali Operator WERFTMR AR 5B X #F89 Red Hat OpenShift Service Mesh hik A~ —#21# .,
Service Mesh BUhRA{# F ServiceMeshControlPlane ¥R E. Service Mesh BIkRA S B shBR Kiali

BISR B hR AN,

1.2.15.1. HHE-FE 3

il hiA

Istio 1.20.8
Envoy Proxy 1.28.7
Kiali Server 1.73.15

1.2.15.2. HiThEE

® |BM Power, IBMZ #IBM® LinuxONE %% Red Hat OpenShift BJ cert-manager Operator,

1.2.15.3. (B & By |n] i

e OSSM-8099 Hal, HimmAhTF draining FrERit, ZRRAMRIEIEFERM, WE, BLHE
BREIRARTEPF IR R BT %,

e OSSM-8001 AT, % runAsUser #l runAsGroup 7E pod F#Ei%E HHEREMNMER, REGID &
HRHILE N S A EM GID ITEE, M52 Istio CNI N iptables MBI E & K08, TIE,
A LLEAS runAsUser #l runAsGroup BI{EAERE], iptables #&IEHELN A,

e OSSM-8074 FELARTMIAR A, 2 Service Mesh H—MUREFHIMm A ZE(H (40 12345)
i, Kiali Operator ToiA%e%% Kiali BR5588. IMAE, RA numerals B96p 44 22 [A] A LUIE B THE,
1.2.16. Red Hat OpenShift Service Mesh version 2.5.5

Ltk Red Hat OpenShift Service Mesh Z{ThRA S 1E7E Red Hat OpenShift Service Mesh Operator 2.6.2
d, fRRT CVE IEMZLRAEINE, 3 Red Hat OpenShift Service on AWS 4.14 R B AR AM S
o

1.2.16.1. HHEEH

il

Istio 118.7
Envoy Proxy 1.26.8
Kiali Server 1.73.15
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https://issues.redhat.com/browse/OSSM-8099
https://issues.redhat.com/browse/OSSM-8001
https://issues.redhat.com/browse/OSSM-8074
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1.2.16.2. (B E By [n] i

e OSSM-8001 AT, % runAsUser # runAsGroup STt pod R#XE NERMIER, KIE
GID & IRHIZE N5 A3 GID TS, MM Istio CNI KA iptables #LIIHI 7 & &1k 7],
I1E, BESRTLUEES runAsUser # runAsGroup ZEFEREIBIME, iptables MINI&IEMN A,

o OSSM-8074 AR, % Service Mesh B FRIRMm&Z2(H] (40 12345) K, ZLIEIRHLHI Kiali
Operator TLiERE Kiali BR5588. IIFE, RA numerals B9 44 22 (] AT LUIE & TAE,

1.2.17. Red Hat OpenShift Service Mesh version 2.4.11

Ltk Red Hat OpenShift Service Mesh & {ThRA S 1E7E Red Hat OpenShift Service Mesh Operator 2.6.2
d, fRRT CVE IEMRZLREINE, 3 Red Hat OpenShift Service on AWS 4.14 R B AR AH S
o

1.2.17.1. HEE

At

Istio 1.16.7
Envoy Proxy 1.24.12
Kiali Server 1.65.16

1.217.2. BE BRI
e OSSM-8001 AT, % runAsUser # runAsGroup STt pod R# X E NERMIER, KIE
GID KHIRMIEE NS5 A GID Lic, MM S E Istio CNI N iptables #LIIEY5E E &K 717,
I1E, BESRTLUEES runAsUser # runAsGroup ZEFEREIEIME, iptables MINI&IEMN A,
e OSSM-8074 LARl, ¥ Service Mesh B#FRRamZZE(E (40 12345) I}, ZLIEIRERY Kiali
Operator TLiERE Kiali BR5588. IIFE, RA numerals B9 44 22 (] AT LUIE & TAE,
1.2.18. Red Hat OpenShift Service Mesh version 2.6.1

Itk Red Hat OpenShift Service Mesh % TR A Red Hat OpenShift Service Mesh Operator R A B H E
2.6.1, #EHELLT ServiceMeshControlPlane FRIRANERT : 2.6.1,2.5.4 #1 2.4.10, WAIThRAER T
CVE &N ZLRBERH(CVE), eB8&— 1M EFIERMEE, #3 Red Hat OpenShift Service on AWS
414 REFIRABZFH,

ZTIEIR A Kiali Operator IS #THR A A 5T B X #H9 Red Hat OpenShift Service Mesh iR A —i2{# A,

Service Mesh BIRRA{E FH ServiceMeshControlPlane %RiEFE, Service Mesh BIAR A4S B SR Kiali
HFEBhRA,

1.2.18.1. A EH

At hR A

Istio 1.20.8

1


https://issues.redhat.com/browse/OSSM-8001
https://issues.redhat.com/browse/OSSM-8074
https://issues.redhat.com/browse/OSSM-8001
https://issues.redhat.com/browse/OSSM-8074
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il hiA
Envoy Proxy 1.28.5
Kiali Server 1.73.14

1.2.18.2. (B & By [n]| i

e OSSM-6766 LART, ARAFAEEHGZAZER (NEAERZFAN) SHOEEM Istio FR (fl
n, QIERERRE) , N OpenShift Service Mesh Console (OSSMO)iGEMHSKIL, FITE, MEA
PR ETar 2 22 R B EM Istio Kf R, OpenShift Service Mesh Console (OSSMO) i &5k
H‘]&Q

1.2.19. Red Hat OpenShift Service Mesh kR & 2.5.4

Ltk Red Hat OpenShift Service Mesh Z{ThRAE1E7E Red Hat OpenShift Service Mesh Operator 2.6.1
d, fRRT CVE IEMZLRENG, 3 Red Hat OpenShift Service on AWS 4.14 R E#TAR AM S
o

1.2.19.1. HHEEH

il hiA
Istio 118.7
Envoy Proxy 1.26.8
Kiali Server 1.73.14

1.2.20. Red Hat OpenShift Service Mesh version 2.4.10

Ltk Red Hat OpenShift Service Mesh &Z{ThRAE1E7E Red Hat OpenShift Service Mesh Operator 2.6.1
d, fRRT CVE IEMRLREING, 3 Red Hat OpenShift Service on AWS 4.14 R B AR AM S
=R

1.2.20.1. HEEH

il hiA
Istio 116.7
Envoy Proxy 1.24.12
Kiali Server 1.65.15

1.2.21. Red Hat OpenShift Service Mesh version 2.6.0
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https://issues.redhat.com/browse/OSSM-6766
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Itk Red Hat OpenShift Service Mesh % {ThR A Red Hat OpenShift Service Mesh Operator R A B H E
2.6.0, #3IELLT ServiceMeshControlPlane FiRIRAEH : 2.6.0,2.5.3 #12.4.9, WWAITRARMNT
#Ihee, fRRT CVE IREMZLIRAERH(CVE), 3% Red Hat OpenShift Service on AWS 4.14 kB #
i A B2

b & FThRALE R T 4 Red Hat OpenShift Service Mesh ki 2.3 B94E 21, INR{FEF Service Mesh hix
K23, BNIZEHE—NZRFIRRA,

BF

Red Hat OpenShift Service Mesh 4 FIPS %11, Service Mesh I E3232 %! NIST for
FIPS 140-2/140-3 Validation #J RHEL MN% %, FTF x86_64. ppc64le #l s390x Z&i4,
BXNISTEHIFRRFHESER, BSHNBERTIER, BXERZATFEIEN RHEL
INBERNRH NIST IR, 1ES M Compliance Activities #1 Government Standards .

1.2.21.1. HEE 5

At

Istio 1.20.8
Envoy Proxy 1.28.5
Kiali 1.73.9

1.2.21.2. Istio 1.20 X #
Service Mesh 2.6 &F Istio 1.20, TIREHINEEH ™ Mk, HAPpaE :

e Red Hat OpenShift Service on AWS 4.16 B SR AL # R4 sidecar.

ServiceMeshControlPlane %R~

apiVersion: maistra.io/v2
kind: ServiceMeshControlPlane
metadata:
name: basic
spec:
runtime:
components:
pilot:
container:
env:
ENABLE_NATIVE_SIDECARS: "true"

o |[stio 120 FHUREBHRGINEXI RSN ENL, KIEFHREHRGITRANGER, RTFETR
AR 55 hi A~ K B & [F] R W22

F8X Red Hat OpenShift Service Mesh X #1F% Istio 1.20 Thag, {BIFEERLATHIA -

o I #F ambient mesh

13


https://csrc.nist.gov/Projects/cryptographic-module-validation-program/validated-modules
https://access.redhat.com/articles/compliance_activities_and_gov_standards#fips-140-2-and-fips-140-3-2
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o I HF Istio M QuickAssist Technology (QAT) PrivateKeyProvider

1.2.21.3. Istio # Kiali 4 @R IR B M E R
b & THRAEH T Istio AR B Kiali G2, UEFhEAEMBAEHREE .
o |Istio 4B IR . openshift-service-mesh/istio-operator-bundle

® Kiali bundle image name: openshift-service-mesh/kiali-operator-bundle

1.2.21.4. 5 Red Hat OpenShift distributed Tracing Platform 1418438 OpenTelemetry %
FX

e & TRRABIA T 3BT BHENFERERASEM, Red Hat OpenShift distributed Tracing Platform #1
Red Hat build of OpenTelemetry,

&80T LLB T I8 £ 5= opentelemetry 1 i INE] ServiceMehControlPlane TSR HY
spec.meshConfig.extensionProviders #li&#, [ Red Hat OpenShift distributed Tracing Platform 22
FEEREIE, AR, &N EE LFIRE Istio REBEE M UKL trace span, FIFHE A XE| OpenTelemetry
Collector I s,

18] LATE PR 6 4 22 A o ) BB £ T 0E A B2 89 OpenTelemetry 556, FIFHEE VI BEREIE L X EEHRT
B EimRS.
1.2.21.5. Red Hat OpenShift distributed Tracing Platform (Jaeger) i\ 1% B H K

L& 1ThR ABK1L N ServiceMeshControlPlane HREAFT L5122 A Red Hat OpenShift Distributed
Tracing Platform (Jaeger),

¥ ServiceMeshControlPlane T5EHIEIA SLAIE#HZE Red Hat OpenShift Service Mesh it & 2.6 B, 4
# = Tracing Platform (Jaeger) & # B IAE Ao

Red Hat OpenShift Service Mesh 2.6 @& — MR 1ThHRA, SIEX Red Hat OpenShift distributed
Tracing Platform (Jaeger)#1 OpenShift Elasticsearch Operator B9z 5, 2 NBIREA (Jaeger)Fl
OpenShift Elasticsearch Operator f7ELAFBI AR A S PR, BRIEA 2 A RERERFE A (Jaeger)
OpenShift Elasticsearch Operator, NIFEZ#:E] Red Hat OpenShift distributed Tracing Platform #
Red Hat build of OpenTelemetry,

1.2.21.6. W% API £ & % 7 AT Red Hat OpenShift Service Mesh &5t HEIERE

6% 4ThRA 8| A T 7£ Red Hat OpenShift Service Mesh 2.6 H1{# F Kubernetes f>% API k7 1.0.0 #J
General Availability, It API {# B {{BRTF Red Hat OpenShift Service Mesh, 3 #F Gateway API B &
BHIRE XL (CRD),

NRGHTEESEHEN, Wk AP HIER#E IS B (spec.mode: ClusterWide), BIffE&EE /%A
REBE VFRE X (CRD), tLAIUERE.

n .
BT LA MBEHENMNX APHDRZ— DB,

HB I T REHENFE R OpenShift Service Mesh ki AZZEH N X API ARA :
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Service Mesh Rz Istio hk A< B£ APl lA

2.6 1.20.x 1.0.0 N/A

2.5.x 1.18.x 0.6.2 ERALEMES®R, BH
v0.6.2 FRD>
ReferenceGrand,

2.4 1.16.x 0.5.1 N F SO MEEE,

BEM % API CRD #Rhin/i
T, FRTEESX,

R A LA3E59 4% PILOT_ENABLE_GATEWAY_API &7y false S22 FAILIHAE :

apiVersion: maistra.io/v2
kind: ServiceMeshControlPlane
metadata:
name: basic
spec:
runtime:
components:
pilot:
container:
env:
PILOT_ENABLE_GATEWAY _API: "false"

1.2.21.7. B E B9 [0

o OSSM-6754 IELAFIMIAR A, 7E Red Hat OpenShift Service on AWS 4.15 &1, L/ i AR
Service B UUHE I, = Service Mesh LRI RIFTTIE, Service Mesh B TTH AL TF
Service Mesh IBRE R, BIME active EUi k2K Details i£1i£, MWIE, ERIFE, BFE
DAY AR S5 1B TTE A RPRE 0L, mIE A&l

e OSSM-2101 L AIMIRRA S, Istio Operator EARBEEN FaHE&istio-cni-node
DaemonSet flHft CNI FiR, IIE, EHY Operator f5, MPEHPEVIRET 4
SMCP, Operator RHHX4 SMCP, AEMERFARERAN CNIZE (EEIFEIHM CNI AR
A Hv2.0) .

1.2.21.8. Kiali B H[0] 5
e 0OSSM-6099 7E IPv6 & EE 2% OpenShift Service Mesh 2§14 (OSSMC) 14,
ImEHERAE - 1 IPv4 8 L& OSSMC fft,
1.2.22. Red Hat OpenShift Service Mesh kg% 2.5.3

It Red Hat OpenShift Service Mesh % fTHRAE1ETE Red Hat OpenShift Service Mesh Operator
2.6.07, IR T CVE REMNRLTRANE, 732 Red Hat OpenShift Service on AWS 4.12 R E#HHIAR
KB FF,

1.2.22.1. HiE-
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il hA

Istio 118.7
Envoy Proxy 1.26.8
Kiali 1.73.9

1.2.23. Red Hat OpenShift Service Mesh version 2.4.9

It Red Hat OpenShift Service Mesh % fTHRAE1ETE Red Hat OpenShift Service Mesh Operator
2.6.07, IR T CVE REMNRLTANE, 732 Red Hat OpenShift Service on AWS 4.12 R E#HHIAR
KB FF,

1.2.23.1. HEEH

il hiA
Istio 1.16.7
Envoy Proxy 1.24.12
Kiali 1.65.1

1.2.24. Red Hat OpenShift Service Mesh version 2.5.2

It Red Hat OpenShift Service Mesh % fThRZ&<$F Red Hat OpenShift Service Mesh Operator iR A< B
% 2.5.2, #EHELLT ServiceMeshControlPlane BiRARAEH : 2.5.2. 2.4.8#12.3.12, WA {ThR4f#F
RT CVE 5L LRARBI(CVE), BE2BEFHEIRES, 73 Red Hat OpenShift Service on AWS
4.12 REHHIRAFR .,

1.2.24.1. HEEHT

A hR =

Istio 118.7
Envoy Proxy 1.26.8
Kiali 1.73.8

1.2.24.2. EEMn|E

e 0OSSM-6331LLAI, smcp.general.logging.componentLevels spec #3231 LogLevel
{d, ServiceMeshControlPlane FiR{HA#ME, IiE, HJEATHAER KB control
plane i, ZmRER—MERER.
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e 0SSM-6290 LA#il, Istio Config FIKTIMEM Project it i8R FRIMIKREAESE T, A istio
config Ti#ESMAIARAZE b R, BEEMTREAGEE—NMEENTIH, IE, RIRE
RE T HES ThE B LT B K istio ASE T,

e OSSM-6298 LLai, H#i&E =i OpenShift Service Mesh ?“fEIJ"‘(OSSMC)ﬁﬁ:qJEKJIﬁEmFHHT
PREEN2EITAMENEHYTEZA EER, Bit, SHRBERRERITFNLE—
&89 Web DN BRITHE IR, IE, XLEERAFRLE, EMITNNKED R Back A?TFIE
AR T,

e OSSM-6299 LIHiI, £ Red Hat OpenShift Service on AWS 4.15 dh, 4R S:fiRE R bRty
MEHE Node BT FHETN, FRERTRE, Bk, TEEAERNREERE. W,
= Node FE 3 Hiptyial BUE M ERT =B,

e OSSM-6267 LLhil, £ Red Hat OpenShift Service Mesh 2.5 Grafana HEdBHIRRASSBEIE
BWSMEIUEEEIR, AP TTEE Istio REM TR BIERKRPEFRIE. T, FIUA 25
SMCP %%l 2.5.2 K BEFRAA R Grafana ik,

1.2.25. Red Hat OpenShift Service Mesh hix % 2.4.8

It Red Hat OpenShift Service Mesh %X fTHRAE &£ Red Hat OpenShift Service Mesh Operator 2.5.2
i, fRT CVEIREMNEZLRHENE, SISBFIEIREE, 332 Red Hat OpenShift Service on AWS
4.12 R EHFHIRAERI SR,

Red Hat OpenShift Service Mesh Operator MIERHThR A 5T X R Service Mesh kA —i2fE .
Service Mesh Bk Z{#F ServiceMeshControlPlane 5%,

1.2.25.1. ‘A H

il

Istio 116.7
Envoy Proxy 1.24.12
Kiali 1.65.1

1.2.26. Red Hat OpenShift Service Mesh version 2.3.12

It Red Hat OpenShift Service Mesh %X fTHRAE &£ Red Hat OpenShift Service Mesh Operator 2.5.2
i, fRT CVEIREMNEZLRHENE, SIBEFIEIREE, 3732 Red Hat OpenShift Service on AWS
4.12 REHFHIRAERISIRF,

Red Hat OpenShift Service Mesh Operator MIERHThR A 58 X R Service Mesh kA —i2fE .
Service Mesh kR {# fl ServiceMeshControlPlane ¥i&#57E.

1.2.26.1. HHEE 5

A hR A

Istio 114.5


https://issues.redhat.com/browse/OSSM-6290
https://issues.redhat.com/browse/OSSM-6298
https://issues.redhat.com/browse/OSSM-6299
https://issues.redhat.com/browse/OSSM-6267

Red Hat OpenShift Service on AWS 4 Service Mesh

il hA
Envoy Proxy 1221
Kiali 1.57.14

1.2.27. 2 Bk A
2 BIBIRR AT N 7 ThEL RS,

1.2.27.1. Red Hat OpenShift Service Mesh hix# 2.5.1 B Thig

It Red Hat OpenShift Service Mesh % fThRA$F Red Hat OpenShift Service Mesh Operator iR A< B
ZE 2.5.1, FEIELLTF ServiceMeshControlPlane ¥RIRASEH : 2.5.1. 2.4.7 #2.3.11,

A ITHRAMART CVE RENRLEANEI(CVE), B3RFHEIRES, 33 Red Hat OpenShift
Service on AWS 4.12 R EHMIRANZ 5,

1.2.27.1.1. Red Hat OpenShift Service Mesh 2.5.1 B94H {4 hix 4

il hA

Istio 118.7
Envoy Proxy 1.26.8
Kiali 1.73.7

1.2.27.2. Red Hat OpenShift Service Mesh hig s 2.5 B ThaE

It Red Hat OpenShift Service Mesh % fThRZ&$F Red Hat OpenShift Service Mesh Operator iR A< B
ZE 2.5.0, FEFELLTF ServiceMeshControlPlane ¥iRIRASEH : 2.5.0,2.4.6 1 2.3.10,

WA THRAZINT HThee, MRT CVE IREMNRETAFE(CVE), BSBFHEIREESR, 3= RedHat
OpenShift Service on AWS 4.12 &k [GHIkR A8 #,

A fTRALEER T X OpenShift Service Mesh i 2.2 M4 #F. MR A OpenShift Service Mesh
WA 2.2, ENIZARBNZZRBRA,

1.2.27.2.1. Red Hat OpenShift Service Mesh 2.5 F9ZH ik A

il hiA

Istio 118.7
Envoy Proxy 1.26.8
Kiali 1.73.4
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1.2.27.2.2. Istio 1.18 ¥

Service Mesh 2.5 &F Istio 118, EBIA T HThEEHM ™ @i, ER Red Hat OpenShift Service Mesh
XHFFS Istio 118 ThE, {BIFETLUTHISN :

e A 3F#F ambient mesh

o A ¥ Istio FM QuickAssist Technology (QAT) PrivateKeyProvider

1.2.27.2.3. Cluster-Wide P&
R THRAZINT NS RBIBIERCHAENXE, NIRESER, ESHLUITXXH -
o "XTIABIERECHMMIZ"
o " MEREESE H MR kR f R 22
o 5B SUHRLL Ay 72 ] FE SR BESE E M P AR rh BRI sidecar SEA"
o "FAFBKISCHEPERIEA pod”

1.2.27.2.4. =F ARM BERFPM Red Hat OpenShift Service Mesh Operator

A THRATEET ARM 95 EIREL T Red Hat OpenShift Service Mesh Operator, #FHIER ARG

1.2.27.2.5. 5 Red Hat OpenShift distributed Tracing Platform (Tempo) Stack 5E5X

HAITHRASIA THHEERY B4 N FrmARRK. &aT L@ $ 64 o3 H zipkin SRRk NS
spec.meshConfig.extensionProviders #ligh, HEERBIEAF 4 Red Hat OpenShift distributed
Tracing Platform (Tempo)#t, #AiE, 2B E LFHIER Istio KERECSE NI trace FHIFH A XS
Tempo &R 55 % o

& -,
#

IBM Z 32 §F Red Hat OpenShift distributed Tracing Platform (Tempo) Stack,

1.2.27.2.6. OpenShift Service Mesh 22§l & i&#4

A THRABIA T OpenShift Service Mesh #2§il#& (OSSMC)ih {4 FA kR A

OSSMC &2 OpenShift #2HI&E BT B, B HEM Service Mesh 124t 8] Lk, Z%k OSSMC #aft
Ia, web ZHIENSMBKRPIRE T — N Service Mesh 5%, LIKIBTmIIA Workloads fl
Service #HI& TIEMEF Service Mesh Fr% 1,

OSSMC 1EHHThEE 5T Kiali RIS KTHEEIEE L. OSSMC HHAREH: Kiali #EHE, ERE
OSSMC fa#ig, el LLiim¥Rar Kiali #2254,

1.2.27.2.7. Istio OpenShift FH (IOR)ERIA X B B X

Istio OpenShift BH(IOR)MEIANKBE BB, MX AT, X F ServiceMeshControlPlane HiR
T, BAZABIRH,

XtF ServiceMeshControlPlane FHREVFTSEHI, &I LT £ ServiceMeshControlPlane ¥R
gateway .openshiftRoute #l#&H ¥ enabled R E N true EFEA B3R H.
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ServiceMeshControlPlane %R~

apiVersion: maistra.io/v2
kind: ServiceMeshControlPlane
spec:
gateways:
openshiftRoute:
enabled: true

¥ ServiceMeshControlPlane ¥5RIIIAE LHIEFHE Red Hat OpenShift Service Mesh kA& 256, B
IRHSERINE A,

1.2.27.2.8. Istio KRB H A Bd B85

networking.istio APl i concurrency S8 E & Istio fKEIZ 1T worker LR B E,

AT EEBEN—BHE, Istio AERIED AL NEAEM CPU RBIACE concurrency S8, filtn, BRI
2500m 2% concurrency Z2E%iE H 3, MR concurrency SEXE HARBIME, N Istio RfEMAXL
EREERBZTHNEERE, mMALHEMA CPU RS,

T RIMRA S, SEHNEIAEER 2,
1.2.27.2.9. W< API CRD hi#&

BF

Red Hat OpenShift Service on AWS Gateway APl St R B2 — M AT EIhEE, HAT
WINRERZLNET™ MRS FH ML (SLA) %5, BIREFREHATE., LEFHERE
FHMEREREN. XERATEThEER LME A FIRRIKAFNTIEE, HENKEFLH
Bt R IBE M.

BRIEBRATEEZFFEENESER, ESHRATE R EH,

DIERHEE T X APl BE X FRE L (CRD)MHTIRA, HES I FERKHERFEAM OpenShift Service
Mesh RRAZZIFNF X API RiRA :

Service Mesh Rz Istio hkA< M APl liA #HE

2.5.x 1.18.x 0.6.2 ERALEMES®R, BH
v0.6.2 iR
ReferenceGrand

2.4 1.16.x 0.5.1 TSSO MEEE, i

BEM % API CRD #Rhin/i
T, FRIEESX,

1.2.27.3. Red Hat OpenShift Service Mesh k% 2.4.7 BIEZhAE

It Red Hat OpenShift Service Mesh %X fTHRA & &£ Red Hat OpenShift Service Mesh Operator 2.5.1
i, RT CVEIREMNEZLREHRNE, SSBFIEIREE, 332 Red Hat OpenShift Service on AWS
4.12 BEHBR AR S FF,
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1.2.27.3.1. Red Hat OpenShift Service Mesh 2.4.7 BH {4 iR 2

A hR =
Istio 1.16.7
Envoy Proxy 1.24.12
Kiali 1.65.1

1.2.27.4. Red Hat OpenShift Service Mesh kit # 2.4.6 I ZhaE

It Red Hat OpenShift Service Mesh % fTHRA& @ &7 Red Hat OpenShift Service Mesh Operator
25.07, RT CVEHRENLZLTHENE, ASEFEIRES, 332 Red Hat OpenShift Service on
AWS 4.12 B EHTBIR AR,

1.2.27.4.1. Red Hat OpenShift Service Mesh 2.4.6 BY4H#4-hikZ

il hiA
Istio 116.7
Envoy Proxy 1.24.12
Kiali 1.65.1

1.2.27.5. Red Hat OpenShift Service Mesh ki 2.4.5 B ZhaE

It Red Hat OpenShift Service Mesh % fThRZ&$F Red Hat OpenShift Service Mesh Operator iR A< B
Z 2.4.5, FHSFELLTF ServiceMeshControlPlane FRMAEH - 2.4.5. 2.3.9#2.2.12,

A ITHRAMART CVE RENRLEANEI(CVE), BaRFHEIRES, 33 Red Hat OpenShift
Service on AWS 4.11 B Z EHIMR A3 #F.

1.2.27.5.1. Red Hat OpenShift Service Mesh 2.4.5 iR & & BHH iR A

il hiA
Istio 1.16.7
Envoy Proxy 1.24.12
Kiali 1.65.1

1.2.27.6. Red Hat OpenShift Service Mesh ki Z 2.4.4 BIETThAE

It Red Hat OpenShift Service Mesh ZfTIRAMER T CVE ENLZLRRNB(CVE), SEEFHERE
8, 3% Red Hat OpenShift Service on AWS 4.11 BB HMR AL .
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1.2.27.6.1. Red Hat OpenShift Service Mesh 2.4.4 iRFh & & 894H 4 ik

il hiA
Istio 1.16.7
Envoy Proxy 1.24.12
Jaeger 1.47.0
Kiali 1.65.10

1.2.27.7. Red Hat OpenShift Service Mesh hit# 2.4.3 I ZhAE
e ZINT envoyExtAuthzGrpc FB, %FBATHEEM gRPC API BREAIBRIURMER.
o fRRTH WARRBEMMKE(CVE).
o K& 1THRATE Red Hat OpenShift Service on AWS 4.10 R EHBRA b+,

1.2.27.7.1. Red Hat OpenShift Service Mesh 2.4.3 iR h & &4 # iR A

il hiA
Istio 1.16.7
Envoy Proxy 1.24.10
Jaeger 1.42.0
Kiali 1.65.8

1.2.27.7.2. 23 AR (gRPC) API 4 SRR &
IIhEEIRSR AT envoyExtAuthzGrpe FEx, LS gRPC API BE2& A SRR 7S,

1.2.27.8. Red Hat OpenShift Service Mesh hZ 2.4.2 IEThAE

It Red Hat OpenShift Service Mesh Z{ThHRABIA T #HTheE, MRRT CVE &ML LiERMB (CVE),
BERFHIRMES, 33 Red Hat OpenShift Service on AWS 4.10 18 = ik A9 ¥+,

1.2.27.8.1. Red Hat OpenShift Service Mesh 2.4.2 ik h & &4 # iR A

il hA

Istio 116.7
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il hiA
Envoy Proxy 1.24.10
Jaeger 1.42.0
Kiali 1.65.7

1.2.27.9. Red Hat OpenShift Service Mesh i Z 2.4.1 ETZhAE

It Red Hat OpenShift Service Mesh Z{ThRABIA T #HiTheE, MRRT CVE &ML LiERMB (CVE),
BERFHEIRMES, 33 Red Hat OpenShift Service on AWS 4.10 18 = ik A9 ¥,

1.2.27.9.1. Red Hat OpenShift Service Mesh 2.4.1 iR & & BH# R A

il hiA

Istio 1.16.5
Envoy Proxy 1.24.8
Jaeger 1.42.0
Kiali 1.65.7

1.2.27.10. Red Hat OpenShift Service Mesh hit# 2.4 I ThaE

It Red Hat OpenShift Service Mesh Z{ThRABIA T #HTheE, MRRT CVE &ML LiERMB (CVE),
BERFHEIRMES, 33 Red Hat OpenShift Service on AWS 4.10 M8 = ik A9,

1.2.27.10.1. Red Hat OpenShift Service Mesh 2.4 [k & S HIHH R A

il hiA

Istio 1.16.5
Envoy Proxy 1.24.8
Jaeger 1.42.0
Kiali 1.65.6

1.2.27.10.2. £ HMER S

haeigsas| A 7 £ESERMNMEBNEARE, £EECHENBER S —MIRSSMIE control plane, AT
WEIEBAERNTTIE, control plane fEfT A b £ 226 dh 8 F LA SR IR AR BC BRI A Istio =%
Kubernetes %R, HAEESERIMERES control plane HTHE I E TR = HAE,
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1.2.27.10.3. T X Ik FEda

Itzhae@sE 5| A T —4N B A/ meshConfig.discoverySelectors FEEARA, % Ex ol Fl TEESEREMNER
Z R HIRSS M control plane BTLLL BIBIARSS

spec:
meshConfig
discoverySelectors:
- matchLabels:
env: prod
region: us-east1
- matchExpressions:
- key: app
operator: In
values:
- cassandra
- spark

1.2.27.10.4. 5 cert-manager istio-csr 555X

XM RAH, Red Hat OpenShift Service Mesh & cert-manager 1225 # istio-csr {XIB5E K, cert-
manager 7t Kubernetes £EHFIEPHIEBELERM N FIRRDY, FE TR, ZETHERAXEIE
F8#93#2, cert-manager 7 Istio IRt TIE] CAIEF, Sistio-csr R AL Istio REMZE
BIEFE R ERY cert-manager. ServiceMeshControlPlane v2.4 ¥3% cert-manager 1248 CA ik
¥F 1 cacerts secret,

¢ " IBM Power®, IBM Z° fl IBM® LinuxONE 3% ##5 cert-manager flistio-csr £,

1.2.27.10.5. B A ERIRECR G LB

Ishael@mEs| A T —H@E AT KAk, M AuthorizationPolicy %R action: CUSTOM Ef¥ Red
Hat OpenShift Service Mesh SAEIZPCREGIEMK. {# envoyExtAuthzHttp FEXI Ui AR HIZ R 4
518 S E

1.2.27.10.6. 5458 Prometheus 345,

IELIhEEIREBI A T Prometheus ¥ RELN EAHEBARA, ErILLBT7E spec.meshConfig HligH{F
extensionProviders FEHI{EIXE ) prometheus, FEIRAF4 Red Hat OpenShift Service on AWS

WiEHER S B E X Prometheus 3%, Telemetry X RECE Istio KEEFBERERFr. Service Mesh R
X ¥F Prometheus 5138 Telemetry API,

spec:
meshConfig:
extensionProviders:
- name: prometheus
prometheus: {}
apiVersion: telemetry.istio.io/vialpha1
kind: Telemetry
metadata:
name: enable-prometheus-metrics
spec:
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metrics:
- providers:
- name: prometheus

1.2.27.10.7. S HERR IPV6 2HF

HEThEEG SR Bt T X FLHERR IPve SRBFRIE ISR, 1RO SZRY 1P kB9 Vjin]. ARSZRFMHERE IPv4
ﬁ IPv6 %ﬁo

¢ a3
IBM Power®, IBM Z° fll IBM® LinuxONE FRiZ#t 51—t IPv6 i,

1.2.27.10.7.1. /£ AWS 3% API 5 Red Hat OpenShift Service

1 AWS Mx API L5 Red Hat OpenShift Service, 7E ServiceMeshControlPlane BiRK
techPreview.gatewayAPI $4& sh$f enabled FEXBI{EIXIE ) true,

spec:
techPreview:
gatewayAPI:

enabled: true

HELEIARF S, HFEZERTEAMX APL

spec:
runtime:
components:
pilot:
container:
env:
PILOT_ENABLE_GATEWAY_API: "true"
PILOT_ENABLE_GATEWAY_API_STATUS: "true"
PILOT_ENABLE_GATEWAY_API_ DEPLOYMENT_CONTROLLER: "true"

1.2.27.10.8. Istio 1.16 X

Service Mesh 2.4 &F Istio 1.16, ©aIA T FHIEEMN™ MU, RARBZ Istio 116 ThEe# s, BIFE
BELTHIA -

o XIF sidecar B HBONE @ — 1 EKtEThie, SRR,

o R ¥ ARM64 3y LM Service Mesh,

1.2.27.11. Red Hat OpenShift Service Mesh kit 2.3.11 B35 ThaE

It Red Hat OpenShift Service Mesh % fTHRA @ &£ Red Hat OpenShift Service Mesh Operator 2.5.1
i, ERT CVEIREMNEZLRHENE, SIBFIEIREE, 332 Red Hat OpenShift Service on AWS
4.12 BEHBAR AR FF,

1.2.27.11.1. Red Hat OpenShift Service Mesh 2.3.11 BZH £k &
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il hA
Istio 114.5
Envoy Proxy 1221
Kiali 1.57.14

1.2.27.12. Red Hat OpenShift Service Mesh k% 2.3.10 BiThag

It Red Hat OpenShift Service Mesh % fTHRA& @ &7 Red Hat OpenShift Service Mesh Operator
25.07, RT CVEHRENLZLTHENE, ASEFEIRES, 33 Red Hat OpenShift Service on
AWS 4.12 B EHTBIR AR,

1.2.27.12.1. Red Hat OpenShift Service Mesh 2.3.10 B94H #Fhix &

il hiA
Istio 114.5
Envoy Proxy 1221
Kiali 1.57.14

1.2.27.13. Red Hat OpenShift Service Mesh 2.3.9 B3 ThaE

It Red Hat OpenShift Service Mesh % fTHRA@1ETE Red Hat OpenShift Service Mesh Operator
245, BRT CVEREMNLZLRRANG, ASBEFEIRIES, 332 Red Hat OpenShift Service on
AWS 4.11 B IFBIRABI3ZHF,

1.2.27.13.1. Red Hat OpenShift Service Mesh 2.3.9 ik F & &4 # kA

il hiA
Istio 1.14.5
Envoy Proxy 1221
Jaeger 1.47.0
Kiali 1.57.14

1.2.27.14. Red Hat OpenShift Service Mesh hit4 2.3.8 B9 ThaE

It Red Hat OpenShift Service Mesh ZfTIRAMER T CVE ENLZLRRMB(CVE), SEEFHERE
8, 3% Red Hat OpenShift Service on AWS 4.11 BB HMR AL .
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1.2.27.14.1. Red Hat OpenShift Service Mesh 2.3.8 ik @ S 4k A

il hiA
Istio 1.14.5
Envoy Proxy 1221
Jaeger 1.47.0
Kiali 1.57.13

1.2.27.15. Red Hat OpenShift Service Mesh ik 2.3.7 B ThaE

It Red Hat OpenShift Service Mesh Z{ThRABIA T #HTheE, MRRT CVE &ML LiERMB (CVE),
BERFHIZMES, 33 Red Hat OpenShift Service on AWS 4.10 18 = ik A9 ¥,

1.2.27.15.1. Red Hat OpenShift Service Mesh 2.3.7 iRFh @ S 894 ki A<

il hiA

Istio 1.14.6
Envoy Proxy 1221
Jaeger 1.42.0
Kiali 1.57.1

1.2.27.16. Red Hat OpenShift Service Mesh kx4 2.3.6 BiThig

It Red Hat OpenShift Service Mesh ZfThRABIA T #HiTheE, MRRT CVE &ML LiERMB (CVE),
BERFHEIRMES, 33 Red Hat OpenShift Service on AWS 4.10 M8 = ik A9 ¥,

1.2.27.16.1. Red Hat OpenShift Service Mesh 2.3.6 it @ S 4 i A

il hiA
Istio 1.14.5
Envoy Proxy 1221
Jaeger 1.42.0
Kiali 1.57.10
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1.2.27.17. Red Hat OpenShift Service Mesh 2.3.5 BiThig

It Red Hat OpenShift Service Mesh ZfThRABIA T #HiTheE, RRT CVE &ML LIERMB (CVE),
BERFHEIZMES, 33 Red Hat OpenShift Service on AWS 4.10 18 = ik A9,

1.2.27.17.1. Red Hat OpenShift Service Mesh 2.3.5 iR @ & 894 ki A<

il hA
Istio 1.14.5
Envoy Proxy 1.22.9
Jaeger 1.42.0
Kiali 1.57.10

1.2.27.18. Red Hat OpenShift Service Mesh kx4 2.3.4 B9 ThaE

It Red Hat OpenShift Service Mesh Z{ThRABIA T #HiTheE, MRRT CVE &ML LiERFB (CVE),
BERFHEIZMES, 33 Red Hat OpenShift Service on AWS 4.10 18 = ik A9 ¥,

1.2.27.18.1. Red Hat OpenShift Service Mesh 2.3.4 ik @ S 94 4 hk A&

il hiA

Istio 1.14.6
Envoy Proxy 1.22.9
Jaeger 1.42.0
Kiali 1.57.9

1.2.27.19. Red Hat OpenShift Service Mesh kit # 2.3.3 B ThaE

It Red Hat OpenShift Service Mesh ZfThRAMER T CVE ENLZLRRNB(CVE), AEEFHERE
8, 33 Red Hat OpenShift Service on AWS 4.9 R EFHHRAN T,

1.2.27.19.1. Red Hat OpenShift Service Mesh 2.3.3 ik P& &4 # ik A

il hiA
Istio 114.5
Envoy Proxy 1.22.9
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il KR
Jaeger 1.42.0
Kiali 1.57.7

1.2.27.20. Red Hat OpenShift Service Mesh hZ 2.3.2 B9iThig

It Red Hat OpenShift Service Mesh ZfTIRAMER T CVE ENLZLRRMB(CVE), AEEFHERE
8, 3% Red Hat OpenShift Service on AWS 4.9 R EFHHRAN T,

1.2.27.20.1. Red Hat OpenShift Service Mesh 2.3.2 lr @ S 4 i A&

il hiA
Istio 1.14.5
Envoy Proxy 1.22.7
Jaeger 1.39
Kiali 1.57.6

1.2.27.21. Red Hat OpenShift Service Mesh k% 2.3.1 B3 ThaE

It Red Hat OpenShift Service Mesh ZfThRABIA T #iTheE, R T CVE irisMER LA FIE(CVE),
BERFHEIZES, 33 Red Hat OpenShift Service on AWS 4.9 REHMARAN I,

1.2.27.21.1. Red Hat OpenShift Service Mesh 2.3.1 iR P& & B4H #- iR A

il hiA
Istio 1.14.5
Envoy Proxy 1.22.4
Jaeger 1.39
Kiali 1.57.5

1.2.27.22. New features Red Hat OpenShift Service Mesh version 2.3

It Red Hat OpenShift Service Mesh X fThRABIA T #iTheE, AT CVE iri5MER LA FIE(CVE),
BERFHEIZES, 33 Red Hat OpenShift Service on AWS 4.9 REHMARAN I,

1.2.27.22.1. Red Hat OpenShift Service Mesh 2.3 hixth & S H92H kx4
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At hR =
Istio 1.14.3
Envoy Proxy 1.22.4
Jaeger 1.38
Kiali 1.57.3

1.2.27.22.2. {89 Container Network Interface (CNI) DaemonSet &F23#1 ConfigMap

openshift-operators iy & 22 [ @IF— N HM istio CNI DaemonSetistio-cni-node-v2-3 Hl— N4
ConfigMap ¥ istio-cni-config-v2-3,

WHAHZF Service Mesh Control Plane 2.3 K, IIAH istio-chi-node DaemonSet Aa#E N, FHOIE
— g istio-cni-node-v2-3 DaemonSet,

XN EHERARESEMLLRIRAE, HE5ZBIRAIBEM Service Mesh Control Plane KB istio-cni-
node CNI DaemonSet,
1.2.27.22.3. MXF AR

SR ATRRAS I T X RRFEAMIER LK. MXERENABERIEIZETHRMIL Envoy KB, MARS
1RHARSS THE i —MHZ1TH sidecar Envoy V3R, XTIEBAE XRXET, FAMXEARN, ES57E
FERTHARBNG LR BRI TR : Service. Deployment. Role #1RoleBinding.

1.2.27.22.4. Istio 1.14 ¥

Service Mesh 2.3 &F Istio 114, XMW EHTHEEH " MU, BEARZHRS Istio 114 TheE, BFEF
BELTHIA -

® ProxyConfig APl 321t image FE%t.

e SPIREa{TNFARZZIFHNINEE,

1.2.27.22.4.1. B BEESCHIE

LA R ServiceMeshControlPlane X & ic & £ 5L BB E,

ERHERCHENIENE SMCP, A #JiET cluster-admin ClusterRole, MR HEESEHEMEEA
BT SMCP, NE il 2ERFhKE—M SMCP, fEXERF control plane XM Z A SUVEESERN
(FMEESCESCNIZ M) » MRZHS control plane B4, EMHBREIHBIE—NF control

plane,
XA RO ERESEHE AR EALE SMCP,

apiVersion: maistra.io/v2
kind: ServiceMeshControlPlane
metadata:
name: cluster-wide
namespace: istio-system
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spec:
version: v2.3
techPreview:
controlPlaneMode: ClusterScoped ﬂ
1]

JE A Istiod SR IEEH—RHHFIR, MAREES RRZEN,

M, BRARESEHIIRELRE SMMR, XA RACVERISEHMEBERE T SMMR,

|

apiVersion: maistra.io/v1
kind: ServiceMeshMemberRoll
metadata:
name: default
spec:
members:

™ 0

ERBRRMAARAZER, SIEEMEENEReRZR, LUTaEZRF2MIEH—585 :
kube. openshift. kube-* #l openshift-*,

1.2.27.23. Red Hat OpenShift Service Mesh kit 2.2.12 B9 Thie

It Red Hat OpenShift Service Mesh % fTHRAE1ETE Red Hat OpenShift Service Mesh Operator
245, RT CVEiREMNLZLRANG, ASBEFEIRES, 332 Red Hat OpenShift Service on
AWS 4.11 B IFRIRABIZHF,

1.2.27.23.1. Red Hat OpenShift Service Mesh 2.2.12 ixfh @ S 94 - hk A&

A hR =
Istio 1.12.9
Envoy Proxy 1.20.8
Jaeger 1.47.0
Kiali 1.48.1

1.2.27.24. Red Hat OpenShift Service Mesh hitZ 2.2.11 IEZhAE

It Red Hat OpenShift Service Mesh ZfTIRAMER T CVE iENLZLRRANB(CVE), SEEFHERE
8, 3% Red Hat OpenShift Service on AWS 4.11 B HMRAHIEZ .

1.2.27.24.1. Red Hat OpenShift Service Mesh 2.2.11 iRFh & & 8941 ik

At hR A

Istio 112.9
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il hA
Envoy Proxy 1.20.8
Jaeger 1.47.0
Kiali 1.48.10

1.2.27.25. Red Hat OpenShift Service Mesh kit 2.2.10 B ThaE

It Red Hat OpenShift Service Mesh ZfThHRABIA T #HTheE, MRRT CVE &ML LIEAMB (CVE),
BERFHEIZMES, 33 Red Hat OpenShift Service on AWS 4.10 18 = ik A9 ¥,

1.2.27.25.1. Red Hat OpenShift Service Mesh 2.2.10 ix @ S 4 hk A

il hiA
Istio 1.12.9
Envoy Proxy 1.20.8
Jaeger 1.42.0
Kiali 1.48.8

1.2.27.26. Red Hat OpenShift Service Mesh kit 2.2.9 B ThaE

It Red Hat OpenShift Service Mesh ZfThRABIA T #HTheE, MRRT CVE &ML LiERMB (CVE),
BERFHEIZMES, 33 Red Hat OpenShift Service on AWS 4.10 18 = ik A B9 ¥+,

1.2.27.26.1. Red Hat OpenShift Service Mesh 2.2.9 ik & & BH # iR A

A hR =
Istio 1.12.9
Envoy Proxy 1.20.8
Jaeger 1.42.0
Kiali 1.48.7

1.2.27.27. Red Hat OpenShift Service Mesh hk# 2.2.8 B ThaE

It Red Hat OpenShift Service Mesh ZfThRABIA T #HTheE, MRRT CVE &ML LiERMB (CVE),
BERFHIZMES, 33 Red Hat OpenShift Service on AWS 4.10 M8 = ik A9,
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1.2.27.27.1. Red Hat OpenShift Service Mesh 2.2.8 ik @ S 194 kA&

il hiA
Istio 1.12.9
Envoy Proxy 1.20.8
Jaeger 1.42.0
Kiali 1.48.7

1.2.27.28. Red Hat OpenShift Service Mesh hixZs 2.2.7 B9 ThaE

It Red Hat OpenShift Service Mesh Z{ThRABIA T #HTheE, MRRT CVE &ML LiERMB (CVE),
BERFHIZMES, 33 Red Hat OpenShift Service on AWS 4.10 18 = ik A9 ¥,

1.2.27.28.1. Red Hat OpenShift Service Mesh 2.2.7 ixfh @ S 8941 ki A&

il hiA

Istio 1.12.9
Envoy Proxy 1.20.8
Jaeger 1.42.0
Kiali 1.48.6

1.2.27.29. Red Hat OpenShift Service Mesh kx4 2.2.6 B ThaE

It Red Hat OpenShift Service Mesh ZfTIRAMER T CVE ENLZLRRMB(CVE), SEEFHERE
8, 33 Red Hat OpenShift Service on AWS 4.9 R EFHHRAN T,

1.2.27.29.1. Red Hat OpenShift Service Mesh 2.2.6 ik & & BH # iR A

A hR =
Istio 1.12.9
Envoy Proxy 1.20.8
Jaeger 1.39
Kiali 1.48.5
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1.2.27.30. New features Red Hat OpenShift Service Mesh version 2.2.5

It Red Hat OpenShift Service Mesh ZfTIRAMER T CVE ENLZLRRNB(CVE), SEEFHERE
8, 3% Red Hat OpenShift Service on AWS 4.9 R EFHHRAN T,

1.2.27.30.1. Red Hat OpenShift Service Mesh 2.2.5 iR & & 894 kv

il hA
Istio 1.12.9
Envoy Proxy 1.20.8
Jaeger 1.39
Kiali 1.48.3

1.2.27.31. New features Red Hat OpenShift Service Mesh version 2.2.4

It Red Hat OpenShift Service Mesh ZfTIRAMER T CVE ENLZLRRNB(CVE), SEEFHERE
8, 33 Red Hat OpenShift Service on AWS 4.9 R EFHHRAN TR,

1.2.27.31.1. Red Hat OpenShift Service Mesh 2.2.4 iR & & BHH IR A

il hiA
Istio 1.12.9
Envoy Proxy 1.20.8
Jaeger 1.36.14
Kiali 1.48.3

1.2.27.32. Red Hat OpenShift Service Mesh iiZ 2.2.3 B9 ThaE

It Red Hat OpenShift Service Mesh X fThRAfEAR T CVE 5L LRANE(CVE). BFIHFEL,
332 Red Hat OpenShift Service on AWS 4.9 R EHhRAMN I,

1.2.27.32.1. Red Hat OpenShift Service Mesh 2.2.3 iR @ & 894 kv

il hiA
Istio 112.9
Envoy Proxy 1.20.8
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il hA
Jaeger 1.36
Kiali 1.48.3

1.2.27.33. Red Hat OpenShift Service Mesh hitZ 2.2.2 B Thag

It Red Hat OpenShift Service Mesh X fThRAfER T CVE 5L LRANE(CVE). BFIHFEL,
33 Red Hat OpenShift Service on AWS 4.9 R EHAREMN I,

1.2.27.33.1. Red Hat OpenShift Service Mesh 2.2.2 iR @ & 894 kv

il hiA
Istio 112.7
Envoy Proxy 1.20.6
Jaeger 1.36
Kiali 1.48.2-1

1.2.27.33.2. SHIIEHIRE

EXANRAD, BT SHEMN, EATLL) OpenShift RS HIEEMIRS. Red Hat OpenShift
Service Mesh ¥ Istio PIX FRAPEFEMENAREIRSHEM (M kubectl.kubernetes.io FFIEHIEREERS)
S HBIZE OpenShift Route HiRH,

1.2.27.34. Red Hat OpenShift Service Mesh iZ 2.2.1 B3 ThEE

It Red Hat OpenShift Service Mesh X fThRAfRAR T CVE 5L LRANE(CVE). BFIEFEL,
33 Red Hat OpenShift Service on AWS 4.9 R EHARAMN I,

1.2.27.34.1. Red Hat OpenShift Service Mesh 2.2.1 iR & & BHH AR A

il hiA
Istio 112.7
Envoy Proxy 1.20.6
Jaeger 1.34.1
Kiali 1.48.2-1

1.2.27.35. Red Hat OpenShift Service Mesh 2.2 B9 ThatE
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It Red Hat OpenShift Service Mesh & fThRAZIN T HHITHEEMI® R, 33 Red Hat OpenShift
Service on AWS 4.9 REHHRANZFF.

1.2.27.35.1. Red Hat OpenShift Service Mesh 2.2 kb 8 S H92H kA

A hR =
Istio 112.7
Envoy Proxy 1.20.4
Jaeger 1.34.1
Kiali 1.48.0.16

1.2.27.35.2. WasmPlugin API

& fThRAZIN T %F WasmPlugin API 93z 3%, 3+FH ServiceMeshExtension API,

1.2.27.35.3. ROSA 2§

& TRRAB 153 T % AWS(ROSA)_EM) Red Hat OpenShift BUARSS B i, SRS EEEIR,

1.2.27.35.4. istio-node DaemonSet Efp 4

Elt % 1ThkA s, istio-node DaemonSet & $ N istio-cni-node, LAPEHES L Istio HEOEA TR,

1.2.27.35.5. Envoy sidecar P48 X

Istio 110 B T Envoy, ZRIAfHF eth0 MAR lo FHREBRK XN HEFES.

1.2.27.35.6. Service Mesh Control Plane 1.1

NFRBES, WETHRALER T SETF Service Mesh 1.1 B Service Mesh Control Planes B33,

1.2.27.35.7. Istio 112 32 §¥

Service Mesh 2.2 &F Istio 1.12, B EFHIhEEM™ M, BARMPASIZFFZ Istio 112 ThEE, BIEFE
BLUTAREZHFNThEE -

e AuthPolicy Dry Run 2 — MR Tl i ThaE,

® gRPC Proxyless Service Mesh 2 — M A Tl ThaE,
e Telemetry APl @— AT IhEE,

o RIEFRBERZZH.

o A8 control plane A3 #,

o PIXFAFZRIH.
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1.2.27.35.7.1. ZZM % API CRD

EIAERT, WX API CRD AR7E OpenShift £EHhTIRE, £ SMCP H/3AMX API ZHFai&RE
CRD,

$ kubectl get crd gateways.gateway.networking.k8s.io || { kubectl kustomize
"github.com/kubernetes-sigs/gateway-api/config/crd?ref=v0.4.0" | kubectl apply -f -; }

1.2.27.35.7.2. ][5 Kubernetes f3% API

EE XA ThEE, iE1E ServiceMeshControlPlane ) Istiod BRI BL TIMEZSE -

spec:
runtime:
components:
pilot:
container:
env:
PILOT_ENABLE_GATEWAY_API: "true"
PILOT_ENABLE_GATEWAY_API_STATUS: "true"
# and optionally, for the deployment controller
PILOT_ENABLE_GATEWAY_API_DEPLOYMENT_CONTROLLER: "true"

£/ SameNamespace 5k All ZB7E Gateway API WiIr 23 EBRGIFR B INThEERIBE, Istio 72N
listeners.allowedRoutes.namespaces 5RO, HiS DEILATH (SameNamespace).

1.2.27.35.7.3. FE)1SI14 B X BERERI M X BER
MEEA Kubernetes API ERB1ZEHIZR, EAIIFIERE, RBFAORMXEERIGIENRMX TR,

apiVersion: gateway.networking.k8s.io/vialpha2
kind: Gateway
metadata:
hame: gateway
spec:
addresses:
- value: ingress.istio-gateways.svc.cluster.local
type: Hosthame

1.2.27.36. New features Red Hat OpenShift Service Mesh 2.1.6

It Red Hat OpenShift Service Mesh ZfTIRAMER T CVE ENLZLRRMB(CVE), SEEFHERE
8, 3% Red Hat OpenShift Service on AWS 4.9 R EBEFHHRAN T,

1.2.27.36.1. Red Hat OpenShift Service Mesh 2.1.6 lix @ S M4 i A

At hR =
Istio 1.9.9
Envoy Proxy 117.5
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il RRA
Jaeger 1.36
Kiali 1.36.16

1.2.27.37. New features Red Hat OpenShift Service Mesh 2.1.5.2

It Red Hat OpenShift Service Mesh ZfTIRAMER T CVE ENLZLRRMB(CVE), SEEFHERE
8, 3% Red Hat OpenShift Service on AWS 4.9 R EFH MR AN,

1.2.27.37.1. Red Hat OpenShift Service Mesh 2.1.5.2 hix 1 & & 4 # iR A

il hiA
Istio 1.9.9
Envoy Proxy 117.5
Jaeger 1.36
Kiali 1.24.17

1.2.27.38. New features Red Hat OpenShift Service Mesh 2.1.5.1

It Red Hat OpenShift Service Mesh X fThRAfRAR T CVE 5L LRANE(CVE). BFIHFEL,
33 Red Hat OpenShift Service on AWS 4.9 R EHARAMN I,

1.2.27.38.1. Red Hat OpenShift Service Mesh 2.1.5.1 ixfF @ S 94 - hk &

il hiA
Istio 1.9.9
Envoy Proxy 117.5
Jaeger 1.36
Kiali 1.36.13

1.2.27.39. Red Hat OpenShift Service Mesh 2.1.5 B ZhEE

It Red Hat OpenShift Service Mesh X fThRAfRAR T CVE 5L LRANE(CVE). BFIEFEL,
33 Red Hat OpenShift Service on AWS 4.9 R EHARAMN I,

1.2.27.39.1. Red Hat OpenShift Service Mesh 2.1.5 iR & & BHH AR A
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il hA
Istio 1.9.9
Envoy Proxy 1171
Jaeger 1.36
Kiali 1.36.12-1

1.2.27.40. Red Hat OpenShift Service Mesh 2.1.4 B3 ThaE
It Red Hat OpenShift Service Mesh ZfThHRAMR T CVE I&EHNLLRHENE L REFEIR,

1.2.27.40.1. Red Hat OpenShift Service Mesh 2.1.4 ixfh @ S 4 4 hk A&

il hiA
Istio 1.9.9
Envoy Proxy 1171
Jaeger 1.30.2
Kiali 1.36.12-1

1.2.27.41. Red Hat OpenShift Service Mesh 2.1.3 I ZhAE
It Red Hat OpenShift Service Mesh Z{ThHRAMR T CVE IEHNZLRHENE L REFIEIR,

1.2.27.41.1. Red Hat OpenShift Service Mesh 2.1.3 iR & & 194H 4 ik

il hiA
Istio 1.9.9
Envoy Proxy 1171
Jaeger 1.30.2
Kiali 1.36.10-2

1.2.27.42. Red Hat OpenShift Service Mesh 2.1.2.1 3 ThiE
It Red Hat OpenShift Service Mesh Z{ThHRAMFR T CVE &GN LLRHENE L REFEIR,
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1.2.27.42.1. Red Hat OpenShift Service Mesh 2.1.2.1 iR P & & BHH- AR A

il hiA
Istio 1.9.9
Envoy Proxy 1171
Jaeger 1.30.2
Kiali 1.36.9

1.2.27.43. Red Hat OpenShift Service Mesh 2.1.2 B ZhEE
It Red Hat OpenShift Service Mesh ZfTHRAMFR T CVE I&EHNLLRHENE L REFIEIR,

fEiX1hrAH, Red Hat OpenShift distributed Tracing Platform (Jaeger) Operator #{2RIA L2 & F
openshift-distributed-tracing fs & 22|, {ELARIHIARAS, ERiLZIEE7E openshift-operator iy Z2H]
H,

1.2.27.43.1. Red Hat OpenShift Service Mesh 2.1.2 iR & & BHH iR A

il hiA
Istio 1.9.9
Envoy Proxy 1171
Jaeger 1.30.1
Kiali 1.36.8

1.2.27.44. Red Hat OpenShift Service Mesh 2.1.1 3 ZheE
It Red Hat OpenShift Service Mesh Z{THRAMR T CVE &GN LLRHENE L REFEIR,
& AThRAS A AN T 22 B 3 BB R4 SRR A9 ThAE.

1.2.27.44.1. Red Hat OpenShift Service Mesh 2.1.1 iR P @ S HH MR A

il hiA
Istio 1.9.9
Envoy Proxy 1171
Jaeger 1.24.1
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A hR A

Kiali 1.36.7

1.2.27.44.2. 2 Mm% RBE

Red Hat OpenShift Service Mesh HBI{E Service Mesh control plane HIN R fr & 22 A h A B HE
H %4 NetworkPolicies ¥R, X2H T RN AR control plane sl LUEE &S,

NMRELZABshEMERE NetworkPolicies FilR, BI04 TiaflHiT AR R 2HREE, Kl
ServiceMeshControlPlane, ¥ spec.security.manageNetworkPolicy %i&i%i&H false

LIREEA T spec.security.manageNetworkPolicy, Red Hat OpenShift Service Mesh
A8 f£49 NetworkPolicy ¥ %R, REIEM G I HERMAIHES vIsE S BHESH
B,

-

ik
1. £ Red Hat OpenShift Service on AWS web 5, =X Operators = Installed Operators,

2. M Project 32¥irhi¥ %% Service Mesh control plane BT H, #0 istio-system,

3. & Red Hat OpenShift Service Mesh Operator, fE Istio Service Mesh Control Planef=f1, =
ServiceMeshControlPlane B9 %R, 0 basic-install,

4. 7f Create ServiceMeshControlPlane Details TiH, = YAML EUEMNEE,

5. ¥ ServiceMeshControlPlane 2 E% spec.security.manageNetworkPolicy i%i& /) false, #1F
BT,

apiVersion: maistra.io/v2
kind: ServiceMeshControlPlane
spec:
security:
trust:
manageNetworkPolicy: false

6. M= Save,

1.2.27.45. Red Hat OpenShift Service Mesh 2.1 HTZhREMIS 75

XA hRAH Red Hat OpenShift Service Mesh 3811 7 £ Red Hat OpenShift Service on AWS 4.6 EUS,
4.7,4.8,4.9 X Istio 1.9.8, Envoy Proxy 1.17.1, Jaeger 1.24.1, #l Kiali 1.36.5 B35, LIRFFHIThEEFIS
o

1.2.27.45.1. Red Hat OpenShift Service Mesh 2.1 iR P @ S H89H AR A
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At hR =
Istio 1.9.6
Envoy Proxy 1171
Jaeger 1.24.1
Kiali 1.36.5

1.2.27.45.2. Service Mesh Federation

AINT HAE LFRE X (CRD)LAZ FFE IBIRSMIE (federating service mesh) , RSB UES
BIE—E#hERRM OpenShift &, XEHFRIIE :

e ServiceMeshPeer - {8 F SLIMEAR S5 BIE & SUHKFB, TIEMXACE. root FEIEPEEMRER
B, FE—XNEHBMIEH, S MIEREE LE M ServiceMeshPeer i,

e ExportedServiceMeshSet - i& X 43 i ServiceMeshPeshPeer (R 55 0 i T 5 AB9%T S48,

e ImportedServiceSet - & X4 E ServiceMeshPeer HIIRSS 2 M peer FEHR S AR, XLEERRSSE
WL peer B ExportedServiceMeshSet ¥Rz {it,

1£ AWS (ROSA)=k OpenShift Dedicated (OSD)_EH) Red Hat OpenShift Service LRI A R
Service Mesh Federation,

1.2.27.45.3. OVN-Kubernetes Container Network Interface(CN)IER X 15

OVN-Kubernetes Container Network Interface(CNI)LLAI#E Red Hat OpenShift Service Mesh 2.0.1
RYE N FEARTIEThRES I, BI#EBIE7E Red Hat OpenShift Service Mesh 2.1#1 2.0.x 1, FIF Red Hat
OpenShift Service on AWS 4.7.32, OpenShift Container Platform 4.8.12 fl OpenShift Container
Platform 4.9,

1.2.27.45.4. Service Mesh WebAssembly(WASM)§ &

ServiceMeshExtensions BE X FRE XL (CRD)MBIER A4, BERIENBATHINEETERA 2.0 th
#e, ERILUEA CRD MEEE SHfEM, (BLEH A E OIS,

T:_I: Service Mesh 2.1 252 2% Mixer, MEFMA T Mixer, NMEBHIEM Service Mesh 2.0.x 7 FI
T BAREHTEBHET WebAssembly IR,

1.2.27.45.5. 3scale WebAssembly Adapter(WASM)

Mixer BIEIEXMIBR, OpenShift Service Mesh 2.1 73 ¥#F 3scale /R &2 &AC8%. EAH T Service
Mesh 2.1 281, MERET Mixer B 3scale EBcaaH{ERIE{th Mixer &, #A&S, M Service
MeshExtension HiRFHREMACE A Service Mesh 2.1+ B3 3scale WebAssembly 5&fida3.

3scale 2.11 8| A T ETF WebAssembly BIE#H Service Mesh £,

1.2.27.45.6. Istio 1.9 %

- - - - f . A — - - - E e 8 e 8 B el Ml e e o B R 8 s e - - - — e na r—
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Service Mesh 2.1&7 Istio 1.9, BWX f KEHVIEeHl/ " mIgs,. FHIARAKXZZE Istio 1.9 Iegi=zFF, H
HAERLLTHIS -

o BEUNERHFZZHR

e HAXFF Kubernetes FX API

o WMAZRHERIKAVAINE: WebAssembly HTTP il iE28

o EAZFEM Kubernetes CSR API B9E E . CA %5k

o LIEREBNIERDRZ—NBATIEINEE

o BT EREEREEH CUSTOM #ES A ERRPCGR G R BE — IR AR Tl b ThEE

1.2.27.45.7. %G T Service Mesh operator t#E
Red Hat OpenShift Service Mesh #£&4* ServiceMeshControlPlane 3455 #8518 ¥R A E
g%ﬁ”)o XK ERHHAT ServiceMeshControlPlane 883E, FAVFMARIIIA SMCP HEMERhE
1.2.27.45.8. Kiali EHT
Kiali 1.36 @ELL T ThaEMIIS:R -
® Service Mesh ¥EEHFIATIEE
o control plane F1p% iz
o RERFSRE
o Envoy ReEME
o R Envoy REEHIN AR HEL T REMNS— A
o STRFECHRARSS AR AL K B 6 4 22 [H] R SR B
o FMFHE. MSMSHABEREE

1.2.27.46. New features Red Hat OpenShift Service Mesh 2.0.11.1

It Red Hat OpenShift Service Mesh X fTHRAMER T CVE I&EML LT AMBI(CVE)., BEFIEREIL,
33 Red Hat OpenShift Service on AWS 4.9 B S RAMN I,

1.2.27.46.1. Red Hat OpenShift Service Mesh 2.0.11.1 iR Fh & & 894H - ik

At hR#=
Istio 1.6.14
Envoy Proxy 114.5
Jaeger 1.36
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il hiA

Kiali 1.24.17

1.2.27.47. Red Hat OpenShift Service Mesh 2.0.11 B9 ZhEE

It Red Hat OpenShift Service Mesh X fThRAfEAR T CVE 5L LRANE(CVE). BFIHFEL,
332 Red Hat OpenShift Service on AWS 4.9 B S RAMZH,

1.2.27.47.1. Red Hat OpenShift Service Mesh 2.0.11 ixFh & & 894H -k

il hiA
Istio 1.6.14
Envoy Proxy 114.5
Jaeger 1.36
Kiali 1.24.16-1

1.2.27.48. Red Hat OpenShift Service Mesh 2.0.10 B9 That
It Red Hat OpenShift Service Mesh Z{ThRAfR T CVE Ik EMRERRA RIS RERFH IR,

1.2.27.48.1. Red Hat OpenShift Service Mesh 2.0.10 hixfh & S H94H #F hiR A

il hiA
Istio 1.6.14
Envoy Proxy 114.5
Jaeger 1.28.0
Kiali 1.24.16-1

1.2.27.49. Red Hat OpenShift Service Mesh 2.0.9 I ZhAE
It Red Hat OpenShift Service Mesh Z{ThRAfR T CVE Ik EMRERRAFIEL RERF IR,

1.2.27.49.1. Red Hat OpenShift Service Mesh 2.0.9 hixth & & H2H kv A<

il hiA

Istio 1.6.14

4

N
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At hiR#<

Envoy Proxy 114.5
Jaeger 1.24.1
Kiali 1.24.1M

1.2.27.50. Red Hat OpenShift Service Mesh 2.0.8 I ZhAE

It Red Hat OpenShift Service Mesh Z TR AR T RFHEIREIE,

1.2.27.51. Red Hat OpenShift Service Mesh 2.0.7.1 B9 ThaE

It Red Hat OpenShift Service Mesh ZfThHRAMER T CVE &ML L RHEE,

1.2.27.51.1. Red Hat OpenShift Service Mesh Z-¥8 URI i B¥p0 A Rz

Red Hat OpenShift Service Mesh @& — el izi2RI AR CVE-2021-39156, HA HTTP &K HH
FE (KL # FRFFLM URIKEN—1MED) , EALIST Istio URI EEFEBERMIROERER, S, Istio
BAUCRBRIEYE 4 £ B URI B8 /user/profile BiE X, EEAZLRENIRAR, HH URIBEE
luser/profile#section1 BiFRKSET IR 48 5RIE FHEEHBIGH (BT HISEH URIpath
/user/profile%23section1) , AHEKFRLLEH.

MBIREATA DENY 24EH operation.paths BIRHRERE, =& ALLOW B24EM
operation.notPaths, N|&3 3R,

XA hRAES, ERNABBSMERSERE URI FBERD, XA LB LR URI frii i BREIE R GE &
F URI B3&HE R BER 2 B9 RARRE,

EMEBERRFT hRERE, MRS URIKKESES. EaILUF ServiceMeshControlPlane ECiE N
® URI KE&,

Digk

==
[=]

MRISCAE, R EN BREA TS, RN ARL, EAFHEE UR B
B dl, BRERS X AR L2 Ed,

ServiceMeshControlPlane &3~

apiVersion: maistra.io/v2
kind: ServiceMeshControlPlane
metadata:
name: basic
spec:
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techPreview:
meshConfig:
defaultConfig:
proxyMetadata: HTTP_STRIP_FRAGMENT_FROM_PATH_UNSAFE_IF_DISABLED: "false"

1.2.27.51.2. BACKISFr SR S

Istio AENMBEXFHARE LEmOERENG. Fli, AT "httpbin.foo" EHLMIEFIIRST M XS4
P2 "httpbin.foo fl httpbin.foo:*" MECE., B2, TEERDERIE{{SH hosts 5 notHosts FE%
Bt R SR TR,

MNRIEFEAREHRF R RLLEM AuthorizationPolicy SEHE EHLSIETH, NMESMmEAIEE,

IR BITROCRES A, LMERaATkEmA T2k, fii, E£5%—1 AuthorizationPolicy =%l
f1, ¥ hosts: ["httpbin.com™] &i% 4 hosts: ["httpbin.com:*"].

#— AuthorizationPolicy I8 FRIZZ Pt g

apiVersion: security.istio.io/vibeta1l
kind: AuthorizationPolicy
metadata:
name: httpbin
namespace: foo
spec:
action: DENY
rules:
- from:
- source:
namespaces: ["dev"]
to:
- operation:
hosts: [“httpbin.com”,"httpbin.com:*"]

= AuthorizationPolicy I8 FRTZZPCAg

apiVersion: security.istio.io/vibeta1
kind: AuthorizationPolicy
metadata:

name: httpbin

namespace: default
spec:

action: DENY

rules:

- to:

- operation:
hosts: ["httpbin.example.com:*""]

1.2.27.52. Red Hat OpenShift Service Mesh 2.0.7 B3 heE
It Red Hat OpenShift Service Mesh Z{THRAMR T CVE &GN LLRHENE L REFIEIR,

1.2.27.53. Red Hat OpenShift Dedicated _L# Red Hat OpenShift Service Mesh

Red Hat OpenShift Service Mesh IR{E3@13 Red Hat OpenShift Dedicated 3z#,
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https://istio.io/latest/docs/reference/config/security/authorization-policy/#Operation
https://istio.io/latest/docs/reference/config/security/authorization-policy/#Rule

% 13 SERVICE MESH 2.X

1.2.27.54. Red Hat OpenShift Service Mesh 2.0.6 BiThig
It Red Hat OpenShift Service Mesh Z1ThRAMAR T CVE 5B L RR PGS RERFE IR,

1.2.27.55. Red Hat OpenShift Service Mesh 2.0.5 BiThig
It Red Hat OpenShift Service Mesh Z{ThHRAMR T CVE IEHNZLRHENE L REFIEIR,

1.2.27.56. Red Hat OpenShift Service Mesh 2.0.4 B9 ThaE
It Red Hat OpenShift Service Mesh Z{ThHRAMR T CVE IEHNLLRHENE L REFIEIR,

BF

ER R CVE-2021-29492 1 CVE-2021-31920 M8, NS FE o5,

1.2.27.56.1. CVE-2021-29492 §ll CVE-2021-31920 FrEMFsha

Istio @& — M #ZEF ANER, LEARTRENIDGINE, FEZIMRMIESE U NPT
(%2F 2 %5C) B HTTP iE KR oI eE RS54 Istio REUGKER,

Him, fRix Istio EHEIE A E LT —MEIHU DENY 5B, LUEEREE /admin EiE4EHR, ZXF URL
BAE //admin B9IE R A S BIRDERBG 45,

RYE RFC 3986, HAZAMFRILHIRE /admin XA LNFEH NS /admin FRMNEE, BE, —EEik
IR 555 FaHEIE % N RT S H B ARATEMSE URL B8R, XATaESHSHT BEGER (//admin FRILAZ
/admin) , AP ALERKRIEE /admin LURIER, XA £ L2 HE,

INRIEMEA ALLOW action + notPaths 2Et=i# DENY action + paths FFEXRHE, ENEHSZIXAN
RERZm, XEEXTRERFESNRIEST,

ELUTHERT, £SHFARSZRNLIRAEKRIT
o (EERBRPIGER.
o IRIIBTIRIE %A E X paths = notPaths FEX,

o RMIZIERRRMR A ALLOW action + paths SFEx=i DENY action + notPaths SFBYRFHIE, XS
RAaSEANIEYS, MARST R, NTFLULEER, ARIAIEMN,

2 3

BREMSEIEM Red Hat OpenShift Service Mesh BeEfI & 5 Istio BBBEAR[E,

cak

1.2.27.56.2. B EHSEILERE

Istio ZRPCKREATREEL T HTTP iA KM URL BE&E. BEMSELL (HBFEFS9 URIFSEL) . BEbREL
ATHERMBEE, DERBLUIAENARLCEICECHRE, EBRENELE, RSTRBETEEFRN,

Istio FEARIEIRDRBEHER BHIE KA, STRAFKEEEPRLUTISEARE
T1LASBIEBR
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Option Description Example =i

NONE EBHITAEL, Envoy  ./%2Fa../b BIIRIGREE  WIXERZE CVE-
BEBHEARTHR5 PG F AR ENEBIBR S 2021-31920 BIRZHI,
RERFER A B AR

%o

BASE X2 BRT Istio A& /al../b #EHZEAEH % ERZE| CVE-
AR BT, XTE /b, \da ##sEith 2021-31920 BIFZAl,
Envoy {R¥E_ERF /da.

normalize_path it
i, %iETE RFC 3986
Z IEERHA I SE Lk
R AT SR IE AL

MERGE_SLASHES BT STE BASEHSEILE  /al/b #MsE{t ) /alb, AT I B LI R CVE-
‘¥, 2021-31920 By [rl i,

DECODE_AND_MER RURFFIERENNER /a%2fb MsEit)y/a/b, BT R E LI CVE-

GE_SLASHES FERIRE, BRI 2021-31920 #/a)dl, X
&, HEREWITERN MEBENRE, HATHE
ERERBE B T HIEN KN AEF. EEE
e Percent 4afiB#y fIFL b= F2 S s Sy W AN )
MRSBTFRF AR,

(%2F. %2f. %5C #0
%5¢) ARG 13K\,
£ MERGE_SLASHES
Hseibal,
RSB E R IR LU FIRR34T -
1. BRIEBADH %2F,. %2f. %5C #l1%5c¢,
2. RFC 3986 M1H fth7E Envoy i normalize_path B SCEHAMSEL,

3. GIHHHL,

Digk

&
ERXESELETUCRER HTTP PRENE AT SRR, BNARFTRERE

e ENEM AR URL, {EHEAELAERIRE, HMAE T RN ARENT A
o

1.2.27.56.3. i EHSE A E A

#fR Envoy BSGILIHE KRB FULEFimARSSHTH, MENREARELEXEE. UTRAFAERERS
MSE, MG/ URL B8R, MNREE: NONE, NIEIE URL BREN -
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https://tools.ietf.org/html/rfc3986
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https://www.envoyproxy.io/docs/envoy/latest/api-v3/extensions/filters/network/http_connection_manager/v3/http_connection_manager.proto#envoy-v3-api-field-extensions-filters-network-http-connection-manager-v3-httpconnectionmanager-normalize-path

% 13 SERVICE MESH 2.X

1. ATFRERDERRE,
2. BRFEmNRERF,
x®1.2. BETH

MRENNARERF.. BEFE...
I F R TISEE BASE. MERGE_SLASHES =k

DECODE_AND_MERGE_SLASHES

RHE RFC 3986 MSBALIHREEE, BFAGHMML BASE

RYE RFC 3986 MAFHPIMSEILTE RIBE, BFMHE MERGE_SLASHES

EERE S ISR,

RIE RFC 3986 MBI 1E KRR, 1Y &40 b DECODE_AND_ MERGE_SLASHES
FIRIAT LR & FHRIAT,

B\5 RFC 3986 A FEAM A A IEIE KRR, NONE

1.2.27.56.4. W EHSEILECE SMCP

£ 7 Red Hat OpenShift Service Mesh EdiE R ZFHSEIL, 157E ServiceMeshControlPlane RiEELLTF
HNE. FARERGISKEBREENRIINE,

SMCP v2 BB&EHSE1E

spec:
techPreview:
global:
pathNormalization: <option>

1.2.27.56.5. BEX/NEHSEIE

EREENED, ERTCRIEPABEHTHEN AR KNEREREH. Hm, 18 https:/myurl/get #
H15 https://myurl/GeT —Ff, {EXEERT, ERILUEAM TATRE EnvoyFilter, i iEsfFE AT
HEMBRERU RN ARFERNEER, E£XHIH, istio-system =2 Service Mesh control plane TiEH£
ﬂ;o

& EnvoyFilter REFRIXHPIHETUTHS -

I $ oc create -f <myEnvoyFilterFile>

apiVersion: networking.istio.io/vialpha3
kind: EnvoyFilter
metadata:
name: ingress-case-insensitive
namespace: istio-system
spec:
configPatches:
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https://tools.ietf.org/html/rfc3986#section-2.1
https://tools.ietf.org/html/rfc3986
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- applyTo: HTTP_FILTER
match:
context: GATEWAY
listener:
filterChain:
filter:
name: "envoy.filters.network.http_connection_manager"
subFilter:
name: "envoy.filters.http.router”
patch:
operation: INSERT_BEFORE
value:
name: envoy.lua
typed_config:
"@type": "type.googleapis.com/envoy.extensions.filters.http.lua.v3.Lua"
inlineCode: |
function envoy_on_request(request_handle)
local path = request_handle:headers():get(":path")
request_handle:headers():replace(":path", string.lower(path))
end

1.2.27.57. Red Hat OpenShift Service Mesh 2.0.3 B ZhaE
It Red Hat OpenShift Service Mesh Z{ThHRAMR T CVE &EHNZLRHENE L REFIEIR,
A, XABREFBLLTHRHE -

e 7t must-gather BIBWET EhRMT —4N %%, AT MIEER Service Mesh control plane g
BZEFHPBERER. MJ/ESER, HSH OSSM-351,

o RETHABB I MAZLENMM Service Mesh control plane FItEEE

1.2.27.58. Red Hat OpenShift Service Mesh 2.0.2 B9 ThaE
It Red Hat OpenShift Service Mesh Z{ThHRAMR T CVE &GN LLRHENE L REFEIR,

1.2.27.59. Red Hat OpenShift Service Mesh 2.0.1 9§ ThaE
It Red Hat OpenShift Service Mesh Z{THRAMFR T CVE &GN LLRHENE L REFIEIR,

1.2.27.60. Red Hat OpenShift Service Mesh 2.0 B9 ThaE

It Red Hat OpenShift Service Mesh & fThHRAZFIN T %I Istio 1.6.5. Jaeger 1.20.0. Kiali1.24.2,
3scale Istio Adapter 2.0 #l Red Hat OpenShift Service on AWS 4.6 89375,

o, EANMRABLUTHEE -
e f{bT Service Mesh control plane BI%2%E, FEMER,
o 4 Service Mesh control plane B 555 FAtE R # /5 5h 1],
o ETEERMZLIA control plane @il RIS EAE,

o IN% Envoy I Secret Discovery Service (SDS) ¥, SDS 2—AMEMR LA
Envoy side car proxies &% secret B#L#l,
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https://issues.redhat.com/browse/OSSM-351

% 13 SERVICE MESH 2.X

o FT"BEEMFAEAENEZLNFEM Kubernetes Secret,
o ERKIIPHIEDPIRES THE, RARBRBREER R ANFIES,

o &INTX Istio Telemetry v2 R Hr, %ZZEHEH WebAssembly I BHEMN, XANF
2Rk T BEAMRESUHE,

o {FARLMECEF ServiceMeshControlPlane FWERHEHE v2, LUERZHIBETE Service
Mesh Control Plane,

1.2.28. FFAMMEREITHAE
2 BiARAS Fh i — SeTh AR B i 7 F SRR

FRANTHEENA B E1E Red Hat OpenShift Service on AWS h, FH{NA# R, B2, FRAMThEET
BERTELUEMNATRADHENER, BFREIIEHMNSBEPER,

HBRBIZHEER BT M@,

1.2.28.1. Red Hat OpenShift Service Mesh 2.5 th @ F B MR ThEE

v2.2 ServiceMeshControlPlane B AB#H Y. FFLNZEHHEMIEEE, UERAEHHN
ServiceMeshControlPlane ¥%iEhRA<,

%} Red Hat OpenShift distributed Tracing Platform (Jaeger) Operator B FHFH. EREEET
Fl, %8/ Red Hat OpenShift distributed Tracing Platform (Tempo) Stack.

%I OpenShift Elasticsearch Operator B FH.

Istio FHIMERXS =7 JSON Web Sh(JWT)BIZH, Istio MARZIRFE=H JWT,

1.2.28.2. Red Hat OpenShift Service Mesh 2.4 12 F AR BITHEE

v2.1ServiceMeshControlPlane FRAB#H . B NAREMEEE, LMEREHN
ServiceMeshControlPlane %iEhRA<,

%I Istio OpenShift BEEH(IOR)MZIFEFH, FHIELUEHA 1ThRAHER.
Xf Grafana ZRFEFH, FHFELUGHLITARAPMER,
% Red Hat OpenShift Service Mesh 2.3 hEF AN T HEEANZIFEMNE FinfliRS5 25w TLS
b EANSIAFELTIRPMER. SMRELER TLS E&EN, SEVNSEXLEEBESGZ —NIRSH
MR ITEERE.

e ECDHE-ECDSA-AES128-SHA

e ECDHE-RSA-AES128-SHA

e AES128-GCM-SHA256

e AES128-SHA

e ECDHE-ECDSA-AES256-SHA

e ECDHE-RSA-AES256-SHA
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® AES256-GCM-SHA384

e AES256-SHA

1.2.28.3. Red Hat OpenShift Service Mesh 2.3 12 F IR EITHEE

MNUTEEEANSZREFMA, EUENATHRES, BfFMNEmHRSSHRmEER TLS hiasaEiLE
B3RP mER,

e ECDHE-ECDSA-AES128-SHA
e ECDHE-RSA-AES128-SHA

® AES128-GCM-SHA256

e AES128-SHA

e ECDHE-ECDSA-AES256-SHA
e ECDHE-RSA-AES256-SHA

o AES256-GCM-SHA384

e AES256-SHA

Red Hat OpenShift Service Mesh 2.2 2 F Fi ServiceMeshExtension API £ Red Hat
OpenShift Service Mesh 2.3 iR, WR{EA ServiceMeshExtension API, N FF#E
WasmPlugin API SR4k2:{# ] WebAssembly &,

1.2.28.4. Red Hat OpenShift Service Mesh 2.2 2 F FHMTHAE

ServiceMeshExtension API MiRZ 2.2 FFIGEF A, FRELUEHNMRAPHER. #R
ServiceMeshExtension API {B3RTE 2.2 AR iF, BFEF NiZFFEE R WasmPlugin API,
1.2.28.5. M2 T Red Hat OpenShift Service Mesh 2.2 FIEThAE

SFRAEESE, WEITRALZR T MET Service Mesh 1.1 B Service Mesh Control Planes B3,

1.2.28.6. B2 T Red Hat OpenShift Service Mesh 2.1 hpgThaE

1£ Service Mesh 2.1/, Mixer AH#MIER, BFEREEMZIFRE Service Mesh 2.0 4 ip B HALS SR
R,

MRFA T Mixer {itk, MASM Service Mesh 2.0.x K EI 2.1, Mixer i #4752 H#EE] WebAssembly
R

1.2.28.7. Red Hat OpenShift Service Mesh 2.0 12 FFHMThEE

Mixer F4H{ERRAS 2.0 hEZEM, FHSTERRA 2.1 hlER, SBIRTERRA 2.0 chiB3cREEF Mixer RSB
B, B BRGXEEB B WebAsembly LA

Red Hat OpenShift Service Mesh 2.0 FEZRFU T HIRER :

e Policy (38B%) (authentication.istio.io/vlalphal) AE#%#, RIBERKTRETFNEFEE,
B RERERE SN HEREADRFHR.
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https://istio.io/latest/blog/2020/wasm-announce/

% 13 SERVICE MESH 2.X

o {#fH RequestAuthentication (security.istio.io/vibetal)
o {#fH PeerAuthentication (security.istio.io/vibetal)

e ServiceMeshPolicy (maistra.io/v) A B#3%Z .

o f#fl_Luk RequestAuthentication % PeerAuthentication, {B&ETE Service Mesh control
plane fp & Z2[H Hh,

e RbacConfig (rbac.istio.io/vlalphal) FAE#ZH,

o H AuthorizationPolicy (security.istio.io/vibetal)&{t, Hbas
RbacConfig. ServiceRole 1 ServiceRoleBinding 917},

e ServiceMeshRbacConfig ( maistra.io/vl) FAE#ZH.

o f#f_E3k AuthorizationPolicy, {BfRB7E Service Mesh control plane 22|,
e ServiceRole (rbac.istio.io/vlalphal) FE#XZ#F.
e ServiceRoleBinding (rbac.istio.io/vlalphal) FE#%H,

e ff Kiali#, login #1LDAP REEB#FH. FRMMRAE5I A OpenID R FHTUE,

1.2.29. EAA]3
Red Hat OpenShift Service Mesh R#FIELL TR :

® Red Hat OpenShift Service Mesh 8% B 582X FF IPv6, HIt, Red Hat OpenShift Service
Mesh FZFFWLEREF.

o EEAR - Kiali A HERARIBEN ARFHRNZEERNEBIE (IR RBBEERE) MR
RmAmME. BAGER—NS—hmBRMEERK, ML Kiali it T LM FRREIEE. ik
FEAENMRE, BIM Graph Settings EHAREFE—NREM Layout Schema,

o RE—XRM Kiali #HIA i MHEXIRSS, M7 Tracing Platform (Jaeger)fl Grafana, &
AEZIUEBFE AN Red Hat OpenShift Service on AWS E X EIFEHHTHHRIE. X2
R HEZR ] 2. R 12 & B R iE T R A R,

1.2.29.1. Service Mesh 2.H1n] 8

% istio-system hrs 5 A ISR A EERR, SBkidiX2 Red Hat OpenShift Service Mesh B A 7]
i : * OSSM-5556 Gateways = #Bkid.

+ IR AR : FRic control plane 422 [H] LAPCAC A& By, LLB GBS P XACE,

+ .example ServiceMeshControlPlane ¥5i&

apiVersion: maistra.io/v2
kind: ServiceMeshControlPlane
metadata:
name: basic
namespace: istio-system
spec:
mode: ClusterWide
meshConfig:
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+ REESSTHETUTSS :

+

discoverySelectors:
- matchLabels:

istio-discovery: enabled

gateways:
ingress:
enabled: true

I oc label namespace istio-system istio-discovery=enabled

54

e OSSM-3890 XL M/ MEHEBEREAMX API RERREUNTRHEIRER -

2023-05-02T15:20:42.541034Z error watch error in cluster Kubernetes: failed to list
*vialpha2.TLSRoute: the server could not find the requested resource (get
tisroutes.gateway.networking.k8s.io)

2023-05-02T15:20:42.616450Z info kube controller
"gateway.networking.k8s.io/vialpha2/TCPRoute" is syncing...

BESHIPAEIBEPIFMX API, SRPUIEERAMX APl BE XL BHRE X (CRD)X
{4:0

EZHMIEEED, AT CRDH#, Istio BELKIERPEMEWLE CRD, HIL, Istio %
WIS ATE T FHMX API CRD, {BHINIRXL CRD A&, MSEKE R,

Service Mesh 2.3.1 R E#HMIhRAZHF vialpha2 fll vibetal CRD, Hik, %4 CRD hRA#BA
FETERSHF PIEIBE KM X AP,

IR AR : FELLTHIH, kubectl get IRFEZRE vialpha2 flvibetal CRD. iHE
=, URL @3%AM LM R B, FHENERERIIANA :

$ kubectl get crd gateways.gateway.networking.k8s.io || { kubectl kustomize
"github.com/kubernetes-sigs/gateway-api/config/crd/experimental?ref=v0.5.1" |
kubectl apply -f -; }

OSSM-2042 Deployment of SMCP nameddefault &k, MREEGIE SMCP &R, FHE
H version FBIXE N v2.3, NN RAEHFFEE 2RIAN. MREFZE BIA, T control plane
FTEEBE, OpenShift REHR— N HHALLITEEH Warning 4 :

error processing component mesh-config: error: [mesh-
config/templates/telemetryv2_1.6.yaml : % 4REREEIR : A Webhook
"rev.validation.istio.io” : post "https://istiod-default.istio-system.svc:443/validate?
timeout=10s": x509: iE$i%} istiod.istio-system.svc. istiod-remote.istio-system.svc, istio-
pilot.istio-system.svc §3¥, A= istiod-default.istio-system.svc, mesh-
config/templates/enable-mesh-permissive.yaml

OSSM-1655 Kiali {XZFAHR#E SMCP H/5H mTLS |5 B RiEiR.
1£ SMCP )5 A spec.security.controlPlane.mtls %i&J5, Kiali IZHl&SERLTFHIRESR No
subsets defined,

OSSM-1505 RETE OpenShift Container Platform 4.11 fi{gi FiServiceMeshExtension g}
FE2EE, HTE OpenShift Container Platform 4.11 L ServiceMeshExtension i}, ¥Rk
AL R, MEFEM oc describe ServiceMeshExtension # % W], EAFBLL T


https://issues.redhat.com/browse/OSSM-3890
https://issues.redhat.com/browse/OSSM-2042
https://issues.redhat.com/browse/OSSM-1655
https://issues.redhat.com/browse/OSSM-1505

% 13 SERVICE MESH 2.X

ix : stderr: Error create mount namespace before pivot: function not implemented,
ImE R 5 E : ServiceMeshExtension £ Service Mesh 2.2 B2 F M, M
ServiceMeshExtension ;¥#% % WasmPlugin %8, MNERZEE, HSEM
ServiceMeshExtension i¥# F] WasmPlugin ¥i&,

OSSM-1396 MR — I HX R E S spec.externallPs % &, M=
ServiceMeshControlPlane BEHH EH I, NiZMX2#EMRB XK ZA2EEHUE,

OSSM-1168 HELHA YAML #5301l B2 AR 55 BA4& BT RIS, Envoy proxy sidecar ARl SElF
A pod, HHMMBIE SMCP. SMMR fll Deployment ¥GRE, SBERLIESETE,

OSSM-1115 spec.proxy API 93 & FEE BRI istio-proxy. i ProxyConfig iXi&

B, #KX FERAILAEE T, concurrency FEIEEEZ{TH worker REHE, MREFEEHN
0, MIeTAM worker ZEHEF T CPU R, MREBXKEIXFE, NelEHAK worker 12
BEERIAN 2,

ELLTFRABIF, concurrency FEXXE N O,

apiVersion: networking.istio.io/vibetal
kind: ProxyConfig
metadata:
name: mesh-wide-concurrency
namespace: <istiod-namespace>
spec:
concurrency: 0

OSSM-1052 £ NARS5M#E control plane 17/ ingressgateway BCi& ServiceExternallP B, 7~
£BIBIZIRS. SMCP B schema R ZIRSHESH,

IR AR : 22 SMCP spec HRIRXOIE, FIHEBMXERE (BE Service. Role #l
RoleBinding) .

OSSM-882 i&MATF Service Mesh 2.1 RERIRA, 528 [HAIF accessible_namespace FlIzk
th, BRHEIIE Kiali Ul th, BIAERT, Kiali A& EREMLL"kube"F LA ZEH, HRX
eep B2 LA E PR, MAZMBHN—2,

fin, MRECIE—AEI 'akube-a' M6 & ZEEIFFIFHAEME Service Mesh member roll

B, Kiali Ul AR ETXANREZEN, XEERITNTFELNBHBRFE, K42 HBREUE URFMEF 18
=N BREE R ER & 22 H],

i RS : B Kiali B X BTRIXE, MEFEARS (1) sigixE, fim :

api:
namespaces:
exclude:
- "Aistio-operator"
- "Akube-.*"
- "Aopenshift.*"
- "Akiali-operator"

MAISTRA-2692 filiB& T Mixer, fE Service Mesh 2.0.x H5E X BB E X IEHRTSELE 2.1 hEA,
"] LA EnvoyFilter Edi& B & X iEr. BRIEBBAMAICE, 8RR EnvoyFilter BBiE. X2EH
HN5IKE Envoy API A RE, XENELEETINREEREM.

MAISTRA-1959 iF#%)/ 2.0 Prometheus $£HX (spec.addons.prometheus.scrape %i&H
true) EEA mTLS NEEEETIE. 54, HEMA mTLSH, Kiali R EREXEEBEIE,
A RO 15020 MCERECE A BERRSEMRXAN R, Fiin -
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spec:
proxy:
networking:
trafficControl:
inbound:
excludedPorts:
- 15020

MAISTRA-453 SR AIEH W H HILENERE pod, NIRRT sidecar FA, HBIEE pod
B, operator FTi& NN maistra.io/member-of , EHIL A FiMER pod FHEH IR S LIIT sidecar
FEANEE,

MAISTRA-158 N {EMRA—ENEHNZ AN MXE, REBAAEMXEIETE,

1.2.29.2. Kiali B 51[7] 5

¢ pa -3
Kiali BIET RN Z#E OpenShift Service Mesh TiiEHfillE#, Component % Kiali,

Kiali fh EHIE9 A :

OSSM-6299 f£ Red Hat OpenShift Service on AWS 4.15 /1, LR ;7 K a7 3
Wi, FeERTRER. ik, TAXERAERNTERRBE. Bl XANEEBEEAImN
RAAR.

OSSM-6298 %K= OpenShift Service Mesh Console (OSSMC)iE#FHET H 5| AR, ME5%
EIRSHEXM TR EEE, EHSENETAMmEImaPU TSN EER, MREERM TN
Waath = Back, MSITHEHREMNARDTE, MARLE—T ENENFRAR, = BackFiX
S A E—T1,

0OSSM-6290 for Red Hat OpenShift Service on AWS 4.15, Istio Config 5IZ T Project
HIRRITEEE T, BMEMNTREEAARE—MFENTIE, WA ERMA istio W, Bal, X4
[RlBA S B I R A R,

KIALI-2206 H#RE— X ViR Kiali #2RIER, WERFEE Kiali WEERIR, Kiali [RS5FE @
B Metrics FRZE TR “View in grafana” R BEEMBEIRNAME. REES R Kiali
F2HILX AN AEL,

KIALI-507 Kiali 73z #F Internet Explorer 11, iXZHHNIEZHERAFXZHF Internet Explorer, Eijj
[\ Kiali ¥4, i&f#MA Chrome. Edge. Firefox 2 Safari % 2N R hRAZ—,

1.2.30. EE M08
T2 BIBIRRA R R T LUF 6]

1.2.30.1. Service Mesh &5 By [n]5i
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OSSM-6177 LLail, *M7E ServiceMeshControlPlane (SMCP)HE FKIES B, istiod 4L
AAlS, PRIESSAT GatewayAPl ¥, BlfE, ZH/5ARIHERBRAXRF GatewayAPI i, istio
d RERFELaETR,
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OSSM-6163 f#R 7 LA Al :

ELLRIMIkRAF, Service Mesh control plane (SMCP) v2.5 & T — A FaEM
Prometheus 5if&, R/ Xikiiinl Prometheus {34k, I7E, £ Service Mesh operator
2.5.1 1, Prometheus &k #H B,

ELLRIMIkRAF, £ Service Mesh control plane (SMCP)H, Grafana BiEREEH
X BEXGHRIFEN, AL Grafana mesh {({EX#Rh &S Prometheus MEFT,
HifE, Grafana BiBEBEEACEE securedsonData FEE T, IEBIBESENERIRPERE

o

OSSM-6148 LLdl, A/ sili Traffic Graph TUE _EAE{aI 7 s 32 4 ch 4RI 25
iF, OpenShift Service Mesh Console (OSSMC)&E#F & AMIN, B7E, HhhEdEE MBI R
BRI DT I Skemal 7 3 88 AR T8 26 15,

OSSM-6099 LLail, OpenShift Service Mesh ¥4 (OSSMC)iE T A TE IPv6 SEEFHIEH
hn#E, TFE, OSSMC E#ARCECHIEN, LIARTE IPve R PIEMHEA,

OSSM-5960 LLail, OpenShift Service Mesh Console (OSSMC)i#4% A B ~BAIE LR,
MiatRtEiRsk Istio ik, I{E, X @AIRERRA T mA TSR ER & x.

OSSM-5959 LLail, OpenShift Service Mesh Console (OSSMC)#& %A 1E Overview Tl
|+ ER TLS #l Istio AIEER. HIfE, XEEERWMIERHLIR.

OSSM-5902 LAdi, XA 7E Overview TIEH = Istio e BRRAF SN, OpenShift
Service Mesh Console (OSSMC)ii#<EEMEl "Not Found Page" %, H{fE, HHREE
RZIIEMM Istio ALiE 15 TUmL.

OSSM-5541 LA, Istio operator pod fE—: B F & A halsERFHFHSHE, TE, M
SkZSCe e A, DO SR B I AN,

OSSM-1397 L g, MEEMBRZhliBR T maistra.io/member-of 5%, Service
Mesh Operator A2 BEf$nEM ARG L2 M, AL, sidecar FAXLEIEw AP ITE,
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LREX ServiceMeshMember X REf, Operator £FFRE N ARG R LN, Xaflk it
member X R,

e, MepRZeHAERRSthRMA member X R,

OSSM-3647 LAgil, fE Service Mesh control plane (SMCP) v2.2 (Istio 1.12)
i, WasmPlugins {GERF ALGITEF. M SMCP v2.3 (Istio 1.14)FF 14, WasmPlugins 2k
AN BT A EE Y IR2R, XM 3scale WasmPlugin BB 8IATEIH, M, &HNTIA
#5758 APPLY WASM_PLUGINS TO INBOUND ONLY, E#iFfM SMCP v2.2 22 T3

v2.3 fll v2.4,

LUIF&ENZIE SMCP EREH :

spec:
runtime:
components:
pilot:
container:

env:
APPLY_WASM_PLUGINS_TO_INBOUND_ONLY: "true"

HRRREIH, HHTUTSR

£ SMCP v2.2 hi%i& APPLY_WASM_PLUGINS_TO INBOUND_ONLY,

2.

F5E 2.4,
3.

£ WasmPlugins Hi%i& spec.match[].mode: SERVER,
4,

THIBR 2z BIAS IR 2 &

OSSM-4851 LA, % runAsGroup. runAsUser =k fsGroup Z#U4 nil i/, Operator 7£
It AEREH pod IS, FIE, AT yaml FELGE SR nil {E,

0OSSM-3771 LLdi, *FF Service Mesh Control Plane (SMCP)H & X %4 A O X 3%
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M OpenShift BH, I, LU routeConfig HHINEI S %S MIngress BXrh, LIEN
FAMXE AE A OpenShift $&H,

OSSM-4197 LLail, MREIRE T 'ServiceMeshControlPlane’ ¥RM v2.2 = v2.1, NIIFR
£fIE /etc/cni/multus/net.d/ B3k, AL, istio-cni pod FEiEF4E, istio-cni pod BESSLL
THE :

$ error Installer exits with open /host/etc/cni/multus/net.d/v2-2-istio-
chi.kubeconfig.tmp.841118073: no such file or directory

IifE, MRIELRE 'ServiceMeshControlPlane' %R v2.2 =% v2.1, 1
/etc/cni/multus/net.d/ BXE8IE, A istio-cni pod 2% ready,

OSSM-3993 Z gil, Kiali Ri@ittrAE HTTPS im0 443 LHXEEZ#F OpenShift OAuth,
PIfE, Kiali @it IEFRAE HTTPS imO3% K OpenShift OAuth, ZEMiRO, EuFT
spec.server.web_port FE&i%iE N Kiali CR R IEBHIEFRAE HTTPS im0,

OSSM-3936 = #il, injection_label_rev # injection_label_name Bt HEHBG., X
SHAENRBELZEE Kiali BEXHEE X (CRD)Hh4ERM, JifE, BHHEASHESME, EaLl
1f spec.istio_labels ##&# B E X injection_label_rev # injection_label_name EBHMHI1{H,

OSSM-3644 LLai, HXIB egress-gateway W EIFL M Xin = IXEH, MiSBEAMN

mmEB, Wi, ERSHIHEYS T federation-egress FX, LUESEEIBIEHERIRILS M X ik
sy

N0

OSSM-3595 LA, istio-cni #E#FAR &7 RHEL EXW, EJy SELinux RATFIE
iptables-restore $TF /tmp BXHMX#H, I7E, SELinux @it stdin i AGmA 2@ —4N 3L
#41% 3% iptables-restore,

OSSM-3586 #il, ¥4 Google Cloud Platform (GCP)TcHBUBIRSS 23 Aol AR}, Istio KB4
B8, HIEFALT Istio 1.14.6 I, Istio KERTE GCP LiLTiEs), EMEcBIBRSBAT
:: 8

OSSM-3025 Istiod BN LiEFLE. A, HYMBRASIRZEKABRZERE, Istiod pod &
&, AN Istiod RBIFEH, TifE, EHOHEMR, pod BELMPIHES),
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0SSM-2493 Bk nodeSelector 1 tolerations F7E SMCP s {%i6%5 Kiali, #&EHINE
SMCP.spec.runtime.defaults 4 nodeSelector # tolerations BL{E# (%2445 Kiali BT,

OSSM-2492 BNIARPR& B 5184 Jaeger, fEZ&INEI SMCP.spec.runtime.defaults 9
nodeSelector I tolerations IE# (% %45 Jaeger ¥,

0OSSM-2374 R EMER T Hh—4 ServiceMeshMember ¥&, M| Service Mesh
operator fliB& ServiceMeshMemberRoll, FAL&HBR&E—1 ServiceMeshMember i
XETHIT R, BNREeAaSEMG, Operator RRZMIER ServiceMeshMemberRoll,
XA FEILE MR, Operator (NIEE&IE—1 ServiceMeshMember 55 R 45 BRI BR
ServiceMeshMemberRoll,

OSSM-2373 &3k 24K OAuth TTEUBMEHR, TIRIVERRA, HEMA
system:anonymous tk/, ERKEMEIAIRSEE ClusterRole 1 ClusterRoleBinding, E#
PP AT LLE Mtk EUR A<, 2NE system:anonymous K/ E %k T KNSR A B9
BR, OpenShift S35 UEFFF A,

XA FEEEE A Kiali SA RIS IRAKR, XthRVHESRMN LR,

OSSM-2371 54X Kiali BE2i&N "view-only", {HF " alLLifit Workload details B kebab
RPEIRBATIG. XNAFEHEMEAR, 2 Kiali B2EH "view-only" I, "Set Proxy Log
Level" TARETI#EA.

OSSM-2344 Restarting Istiod =53 Kiali £ port-forward i3k X2 CRI-O, ¥ Kiali
TiEERR Istiod, Kiali RN istiod & HKE1E KN RHILXFER. Kiali BIAEBRSIE A& %
¥l istiod HIIFHKEL.

0SSM-2335 S Eirigi e EI Traces scatterchart B&k E, NS5 Kiali #2585 H KN
H & lavmis K 1R,

OSSM-2221 LLHi, ServiceMeshControlPlane #p4&Ze Al AT LT, BN
ignore-namespace 75 2R AR A fp 4 22 H],

1E0E v2.4 control plane I, #3422 [HFER A ignore-namespace 1135, FFRIFHITRX
Elo
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https://issues.redhat.com/browse/OSSM-2492
https://issues.redhat.com/browse/OSSM-2374
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FELLTFRBIR, oc label 54 MILA EBE thitap £ 22 (W] b iliBR ignore-namespace 75 :
I $ oc label namespace istio-system maistra.io/ignore-namespace-

He:

istio_system

}57% ServiceMeshControlPlane #p 422 [ 94 R,

0OSSM-2053 {8 Red Hat OpenShift Service Mesh Operator 2.2 5% 2.3, £ SMCP 1/
F#d, SMMR ZHZBZASM SMMR.status.configuredMembers FHBRE G fp B2, X&S
Bk 5 op 44 22 [A] R YRR 55 7 — LI M| R =T .,

{51/ Red Hat OpenShift Service Mesh Operator 2.2 5 2.3, SMMR ZHIZREM
SMMR.status.configuredMembers HfifRes £ 220H, KR, PEFlSREmEZEEZME
SMMR.status.pendingMembers &, LUERENFAE2&AN. EHhATES, BABIwEAZE
Bl5 SMCP %, f&ZEIABzIM SMMR.status.pendingMembers FflfiER.

OSSM-1962 {1l EndpointSlices BX&1EHlgs. K& HZRIEMA EndpointSlices, iX
REe 7 ABBENEY BREMNMEE. RIABE R T/SHA PILOT_USE_ENDPOINT_SLICE fr&. %t
HiZira e B RS EE,

OSSM-1668 — " #Ft=EX spec.security.jwksResolverCA B & MEIRZA 2.1 SMCP Hh,
BEBHFLET 2.2.0 M1 2.2.1 lkEh, BMFELFER Operator MRAFHH IR D I EXHY
Operator fRAHEf, Il SMCP #i%% .spec.security.jwksResolverCA FE%,

OSSM-1325 istiod pod i+ EREL T HEE{E R : fatal error: concurrent map iteration
and map write,

OSSM-1211 HEfEHR B R B FBIR S5 ML A 1EE TIE,

Istiod pilot H& R RLLTFE# : envoy connection [C289] TLS error: 337047686:SSL
routines:tls_process_server_certificate:certificate verify failed
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OSSM-1099 Kiali #4414 EREE Sorry, there was a problem.Try a refresh or navigate
to a different page.

OSSM-1074 Pod 3 f#%B1E pod HiF A,

OSSM-999 Kiali retention FEiAIRTIHAT/E, (U=t K s B 1 B Bl 28 R%,

OSSM-797 Kiali Operator pod fEZ&2 2=k E# Operator i 4B
CreateContainerConfigError,

M kube FFIEH) OSSM-722 g Z2 (A M Kiali HBz5E.

OSSM-569 Prometheus istio-proxy &23:%#H CPU N#FBR{A. Prometheus istio-proxy
sidecar FI{Ef#FH spec.proxy.runtime.container 1€ X B FIRBR (A,

OSSM-535 #F SMCP iU 2. Service Mesh Control Plane HfY
ValidationMessages FEIIFERILLLE N True, XREAFRKRENAE, XEHTHEDRR
MREH.

OSSM-449 VirtualService # Service 25—/ #4i% - "Only unique values for
domains are permitted.Duplicate entry of domain."

BERLIAFME OSSM-419 fp& Ze[q#B 5R1E Kiali iR Z2E5IKh, B{EdR 2 a gt
3:1E Service Mesh Member Role H7E ¥,

OSSM-296 H#7E Kiali BE X FIR(CR)FAMBREEN, FRFHESEHE Kiali
configmap 1,

OSSM-291 #£ Kiali ##l&+h, £ Applications. Services #l Workloads Tl
f1, "Remove Label from Filters"Sh#EFo3%k IE & T 1,

0SSM-289 #£ Kiali ¥4 h, 'istio-ingressgateway' #l 'jaeger-query’ IRSSHIARSS E1E
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Tl %A R Traces, Jaeger RTFLE trace,

0SSM-287 #£ Kiali #HI& thi%&H 57~ Graph IR55+ M trace,

0SSM-285 i E VA Kiali #EHlARN SBEBILLTFHHRER : "Error trying to get OAuth
Metadata",

IR AR : EF Kiali pod.

MAISTRA-2735 ¥ Red Hat OpenShift Service Mesh 2.1 F{}}] SMCP B, Service
Mesh Operator RHBRE TR, ELLRIAIRRAH, Operator MR T AL TIREHTIE

maistra.io/owner

app.kubernetes.io/version

Ii1E, Operator 27Z2B&% A 2% app.kubernetes.io/managed-by=maistra-istio-operator
WENTR, MRCBEBSHEGE, WARRF app.kubernetes.io/managed-by=maistra-istio-
operator IR AmMBIH A,

MAISTRA-2687 Red Hat OpenShift Service Mesh 2.1 BB XfEERAABIEBHFE K
ESEEMUEHHE, Service Mesh BXFBH OMX{UAER FimitH, BN AOMXRAE
root ik, FRAETEEKIERFEIET, BRI root iEFARMEIEKSES A ConfigMap A,

MAISTRA-2635 E#t 2 # M Kubernetes APl, 7 T {##5 Red Hat OpenShift Service
on AWS 4.8 k%, apiextensions.k8s.io/vibetal API M Red Hat OpenShift Service Mesh
2.0.8 FrEFH.

MAISTRA-2631 WASM Zhee A i2fFf, B9 podman EH nsenter — i HIAF1Em KM
Red Hat OpenShift Service Mesh 4L FHBE5{S 2 : Error: error configuring CNI network
plugin exec: "nsenter": executable file not found in $PATH, AHRHEEINEDS
nsenter, WASM =] LLIE & T4,
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MAISTRA-2534 % istiod iy JWT #NI 5 EMZE L HIKE JWKS I, ZELZERS R
£/ 502 R, XSHREBIRMLE, HEBEEHR. Service Mesh 2.0.7 kAT X+t
XEFRANES,

MAISTRA-2411 % Operator {2/ ServiceMeshControlPlane F#
spec.gateways.additionalngress flIE#HA AR XK, Operator A AEIS#IA O X Bl E
—4* NetworkPolicy, MZRIAH istio-ingressgateway., XS5BT B HMXEEEN 503 MR,

N fRR AR : 1E istio-system £ 22 [A] Fh F5i | NetworkPolicy.

MAISTRA-2401 CVE-2021-3586 servicemesh-operator : NetworkPolicy ¥} ingress
R EEIZMEEDO, 5 Red Hat OpenShift Service Mesh ZZ# NetworkPolicy %% A IE
itsER ViR LR O, XA TFMER pod Ui RLXEBR EMARAERO. MASILUT R
RIERSZENFom

Galley

Grafana

Istiod

Jaeger

Kiali

Prometheus

Sidecar injector

MAISTRA-2378 &£ #ALE 18 A A ovs-multitenant B9 OpenShift SDN, B
S KE6p4Z2R(200+), Red Hat OpenShift Service on AWS R iEH T AR ER B A%
[, Service Mesh &8I 2SBHMIRSMIgRIFEEFwAZN, REEHMA,


https://issues.redhat.com/browse/MAISTRA-2534
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MAISTRA-2370 Handle tombstones in listerinformer, fEfIEE#EM &2 HIE RN
REZEN, BEFRMNEENABERELE tombstones, MTSHIE go I panic B,

MAISTRA-2117 [ operator ZiNal3%M ConfigMap &, CSV A S —al%km
ConfigMap £i£#;, ©aHE# smcp-templates ConfigMap (MR EFE) . MR smep-
templates ConfigMap F%&7E, MIEHMBRNZE, |E ConfigMap I, BxXRIEFR
ConfigMap % B, F £ SMCP.spec.profiles H8|fH, FAREE/T Service Mesh
operator,

{FRHAES CSV 19 2.0 operator £# smcp-templates ConfigMap B9/ /- ol A2 5
Red Hat OpenShift Service Mesh 2.1, #AJJg, EraILURELERIIAM ConfigMap KEHE S
MECESR, MIXRHE CSV. LIaif AR &#M ConfigMap ME R ZE &+ ConfigMap
FIAKISEH CSV.

MAISTRA-2010 AuthorizationPolicy 3z ¥F request.regex.headers =
E%. validatingwebhook RE4afE{nH 5 FEM AuthorizationPolicy, BMEEERI%ZF
B, Pilot i2ZAFAERMNABERIEE, BEXEEEIRF.

MAISTRA-1979 iF#ZF 2.0 1153 SMCP.status M v2 i)y v1 I, it Webhook &%
LUTEEFE :

conditions

components

observedGeneration

annotations

¥ operator 7+ %l 2.0 AIRERMIFEA maistra.io/v1 fRZA<EZEX SMCP RAEME F ik

Xir&SBIEIE1T oc get servicemeshcontrolplanes.vi.maistra.io iif READY #1
STATUS %4 %2,
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MAISTRA-1983 iF# 2 2.0 I8 B FHE LN ServiceMeshControlPlane BIREEH K E
2.0.0 MR B EH A H S, ServiceMeshControlPlane FiRHMEHBIRES S I E R E MI5E
Bo TEXMNRAR, XPMERATLHERE, EaTLUHBRERNETR, FHRHER TR
HWERESHE IR, AXWERENELZEE, ESH A& Red Hat OpenShift Service Mesh
ZE]

MAISTRA-1502 HF1ERRZA 1.0.10 FEEE T CVE, Istio (FRIRFASHINLE Grafana K
Home Dashboard 31, Eijjjn] Istio YKk, mSFHmik$M Dashboard 3, Rk
Manage %£%i &,

MAISTRA-1399 Red Hat OpenShift Service Mesh REBHIEEREFRZHH CNI hill. %
S TELT R 2 oL G

MAISTRA-1089 iFBFI#FE control plane &4 Z2/5 s /A9 2.0 X EIMIER. M
SMCP spec HlRHXE LG, EREFIMHRHILETIR,

MAISTRA-858 Envoy B&HULTS 5 Istio 1.1.x HXMFAETMEBHEXNERRES
B

[2019-06-03 07:03:28.943][19][warning][misc]
[external/envoy/source/common/protobuf/utility.cc:129] Using deprecated option
‘envoy.api.v2.listener.Filter.config's This configuration will be removed from Envoy
soon.

[2019-08-12 22:12:59.001][13][warning][misc]
[external/envoy/source/common/protobuf/utility.cc:174] Using deprecated option
'envoy.api.v2.Listener.use_original_dst' from file LDS.proto, This configuration will
be removed from Envoy soon.

MAISTRA-806 #Z il Istio Operator Pod 253 mesh #l CNI FEEHIRE,

ImiH R AR : MEIEERE control pane i istio-operator pod #ZFH, MER#EZFHN
istio-operator pod,
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https://issues.redhat.com/browse/MAISTRA-1399
https://issues.jboss.org/browse/MAISTRA-1089
https://issues.jboss.org/browse/MAISTRA-858
https://www.envoyproxy.io/docs/envoy/latest/intro/deprecated
https://issues.jboss.org/browse/MAISTRA-806
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MAISTRA-681 ¥4 Service Mesh control plane 5% A ZZEIN, wIEESSBUHIIEREM]
B,

MAISTRA-193 %7y citadel [ T R EThEER, SHIIFHAAKIEHEHEER,

Bugzilla 1821432 Red Hat OpenShift Service on AWS H & X ¥R ¥ 7w sh st e i 4
TR IE#EH CR. Red Hat OpenShift Service on AWS Web $##l& iy Service Mesh
Control Plane (smcp) Overview Tl Ul tIHRHRIAN RSB H RPN AR, E8H
SMCP, BE¥4%i%E YAML NA, SEMBSITEHRRIER, MARRT toggle #24,

1.3. 7 f# SERVICE MESH

Red Hat OpenShift Service Mesh 12t 7 —1EH, ATXIRSMHE (service mesh) HEXFRIGEAR
4TI N T AR VEIEH), @id 8 Red Hat OpenShift Service Mesh, wILLUZERE. 53 Red
Hat OpenShift Service on AWS I FRBIBIIRSS .

1.3.1. {42 Red Hat OpenShift Service Mesh ?
Rt (service mesh) B— AR5 HL:, ©RATE N2 HXNBIRS R DI AR,
HRMFEMRSS HNZEINEE. HIRSMEHMENS RN, THRNEECHASTEIFERNE,

Red Hat OpenShift Service Mesh EF 7 Istio WiH, BEARTEESIRSBEMERT, HUA
Ha BN ARERINT —NEANZ, ErLERSS A% Red Hat OpenShift Service Mesh 32
¥, AERN RN sidecar XRS5 2230 B A TR R HIAR S5 = 7] A P 4% 8 T B AR 55 4%
i, EaILU#E Service Mesh control plane ThEtECEFIETE Service Mesh,

Red Hat OpenShift Service Mesh A il &2 OIERER B AR ST MILS, ZMIZETREL -

&)

BT

AR 35 BBk 55 B9%UE
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MRS

=178

Red Hat OpenShift Service Mesh MRt S MR EThaE, HpaiE -

A/B g,

Canary & fThR%

Access control

1.3.2. Service Mesh Z2&f3

IR 55 P AR RSB ESOEF, thab2il, IRSSPBAMARRNBRIHBIRSHRE, HEW
R, EEAE RSO RBIEH RS,
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Service A Service B Service C

Data plane \ I I I

Ingress gateway

+— Egress traffic
Proxy 4 p Proxy 4 p Proxy »

! I ]

Control plane

istiod (proxy configuration)

=20 L, Red Hat OpenShift Service Mesh H data plane #l—4* control plane Z15%

BETmE—HE5ENRE, 5 pod RN ARSI —EZ1T, ATFEEMNIZEHIIRSMEPBEIRSS ZFHK
ArE AL ZGEE, BUBTETERMNIHARNRCABIKmMA AW (ingress) ML (egress) BI%%
ME, Istio BUETEHS pod HllF ARFAIR—EZ1TH Envoy AadiK. Envoy At HE,
515 pod ARFREMLEE.

Envoy A 25 data plane Fi23XHMME— Istio 2k, RS~ IAIMAATLZA (ingress)
MEH (egress) ML HEBETNAER. Envoy REASIKESMEAIRS REHXNRAR
¥r. Envoy fREEEBE N sidecar, SHRSSTERI—4 pod HiZ1T. Envoy {CEEth AT SCHL RS K
*0

sidecar X HEH T {F i ELHAERA LB iLEE,

MIX2IEHERE A IZ I HTTP/TCP M A TR 2THRE, MXREERA
FEMBIN ST Envoy VI, TR 25#EMIRSS i 8 —RZ1TH sidecar Envoy
KE, EaFAMXRERAGNHILRE, AT EEEEEFANBEFHIERRE.

Ingress-gateway - th# s A O#EHI2%, Ingress X E— 1% HM Envoy £
H, BT ARSMETRE, Ingress FX VPR IR RN S ThEERN
B AL E,

Egress-gateway - AAFRAHOLHZE (Egress Gateway) , Egress RX2—

69



Red Hat OpenShift Service on AWS 4 Service Mesh

LK Envoy (I, ATEREFTIRSMBHRE. Egress MXAVIIRERHM
7 A W PRI RE Eh AR b AE

control plane EEHEEHKBIBETHMNNRE., CREENDEIR, BEEUIRHIEHMERGERE, FHM
IR 55 P& RN BB F5 7o

Istio control plane H Istiod 48, B /L4218 control plane H#f (Citadel.
Galley #1 Pilot) &

— AT Istiod IRELIRS A, BEEMIEBER, SNaZ BB
NEHH Envoy &, FHIEZ1THFHZ#EE sidecar,

Istiod AT LATE HiEFH ML MK (CA), 7E data plane RAERZRFLSE mTLS @IEMIE
Fo EETLUERAAER CA FELILX—HEM,

Istiod fii 54 sidecar {AEEAZHEATIERZEI OpenShift S£H#M T {EfEH,

Red Hat OpenShift Service Mesh {§ istio-operator EEE control plane %2, Operator 2

— A4, BaiHESCIIHIATME OpenShift ER¥PRE WIRIE. BRAEHE, ATFERENERE
B RBATRIRE, AfHI4H Red Hat OpenShift Service Mesh %23,

Red Hat OpenShift Service Mesh R HZ8ELF Istio By INZH#-1F 791%™ @—E 45 -

Kiali - Kiali 2 Red Hat OpenShift Service Mesh ERLHIS, SRHTEFRIR, TR
HELA R i KBS E T UEThRE, il Helrk S it ERIRS MIERIZH, FERMEMERIK

=
Ao Kiali IREGFEHMTEIR. s ABESIUE. 1A Grafana L&k 543 %= Tracing Platform
(Jaeger)iy5E KER .

Prometheus - Red Hat OpenShift Service Mesh ff Prometheus =% B IRS5 82
WSS, Kiali #k5 Prometheus FKEUEITEUE. REKRMMBEHAI.

Jaeger - Red Hat OpenShift Service Mesh ¥4 %= Tracing Platform (Jaeger).
Jaeger 2— MR ELERMEIRS 2R, FILAEHRIH BRSSP IRSS A —iE K XEKM trace, FIA
AHARERTA (Jaeger), EalLUGIERE T ARSI D\ REH 1T HEEDERR,

Elasticsearch - Elasticsearch 2— 1R, %A, T JSON HWEZRHMLH5IZE, 2%
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RIRERT A (Jaeger)#i A Elasticsearch #H T A 1215,

Grafana - Grafana HMEETE SRR T Istio BUEM S K EHFIEIR S HEKR. 5
., Grafana aJLLA NS HTHRSS PG ISR,

LLUF Istio (85 Red Hat OpenShift Service Mesh 3z #¥ :

3scale - Istio IRt 541#8 3scale APl BB R A RMIAIEEK. ¥ F 2.1 ZAIMARZE, X
NERRMT 3scale Istio BACRLHM, XF 2.1 lk&, 3scale £mET WebAssembly 3k
I,

B Xm{a%3k 3scale &2 IFTE, FS%E 3scale Istio &AL H4

1.3.3. T## Kiali

Kiali i3 2 ~AR S5 PG O BAR S5 IR S5 LA BGERE AR, NEREL T — AN RAR S5 PGS,

1.3.3.1. Kiali #k

Kiali 77 Red Hat OpenShift Service on AWS _LiZ1T# Service Mesh 12t T — 1 WREL,
Kiali T LAFEBYRRE L. TUEFF LR Istio IRS5 MG, ERTRHAIRH IR LIFEBIE T MR AR S5 M RS,
¥, FHRHLIRSS PSSR BRORAE 2.

Kiali SEi iRt R HMZEREHAKE, wLE T RENHREEeR. HkE, EREERERF
Thig, Kiali 1R6t7T MM ARFIIRS ARG BEREIAINAHNT R, HaEn5mEEBT il
S8 EFXE R MERMIIE, Kiali iAIR24ETRIE Istio BdE (MMX. BN, EHERSS. MHEREE
F%) MTheE, Kiali IRt T HAMNIEIEBIRE, FrIRAE KRN Grafana EECRHITEHEN, @iTfF
Jaeger £ EI Kiali #2615 kiRt 9 R EBER.

BKIAERT, Kiali £ Red Hat OpenShift Service Mesh H—IB D %2k,

1.3.3.2. Kiali 224

Kiali Z2FFR Kiali 5 H, Kiali HFRANAE4K: Kiali S RARFH Kiali #2515,
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Kiali NARERFE (Bim) - 244 TERSNARREESYD, HE5RSMEHEHT@ET,
KRR EBEGE, X SEIRRMtA S, Kiali NAREAESERM. SEENDHENA
EFEH, ECE7E ConfigMaps fl secret hi%i&,

Kiali #HI5& (Fim) — Kiali #HE&EZ2—1 Web MNARRF. Kiali ARFH Kiali 255124t
MR35, #EHESENERBEFIBBERMASAS.

7%, Kiali i FHE RN AEFFESH Istio REAIAIRIRSS NAH.

Red Hat Service Mesh (Istio) - Kiali &2 Istio, Istio 2Ii24tHIIEHIIRSMEMNAHLE, RAR
Kiali #1 Istio AT LA shedt, B2 Kiali E Istio. MRFRALE Istio, MFTTEIIE. KialiH
EROR Istio BUBHACE, XLEHIBMACE =T LLET Prometheus H15EEF API 3RS,

Prometheus - —4~% FI# Prometheus :fI{EJ5 Red Hat OpenShift Service Mesh &%
H—EoHaiE. S Istio ENE, 1EIBIEEFIETE Prometheus #, Kiali ;X4
Prometheus BiE kR EMKAINGE., ERERBIE. (T8RERKRE. ERTEMNREES,
Kiali 5 Prometheus B398, F{Ri% Istio Telemetry {ERAKEIE schema, Istio #Kifi T
Prometheus, Kiali t8{kifiF Prometheus. 7% Kiali BIZhEE{E% A Prometheus &5 T
EETE,

Cluster API - Kiali {8/ Red Hat OpenShift Service on AWS (cluster API) API 31X
AR5 MAEECE, Kiali Bt EMERE API KEUER, MIKEGRZEM., RS, #8F. pod MH
o SEARRE X, Kiali RREE KRBT A RIER LA ZHMXR. 74, AELLR A iER
API LUKEY Istio Eci&, LLMERIARSS. BEOBN. BREBHN. BX, BEHFESE.

Jaeger - Jaeger 2RI%EM, BN Red Hat OpenShift Service Mesh Z22 i —ER 5 #
BT, HEE BRI Red Hat OpenShift Service Mesh XM —E8 49 %22k Distributed
Tracing Platform (Jaeger)if, Kiali # #8238 E —1 R0 HAEERBIENIRE L. HIEE -
MNREA Istio W HXERRIIEE, NARRMGERBIE, 7EER, AP Ran iR
Service Mesh control plane Mg 22[H], FHEHEEBERBUE,

Grafana - Grafana 2%, {B4#5 Red Hat OpenShift Service Mesh &2t —E8 >4
BARE, MEMAT Grafana, Kiali B metrics Ha8FE—1 8, AP IUERATT
Grafana FHERMNIEREBIR. HEE, AW LLjRI%R% Service Mesh control plane By

Zofa], LMEEEE Grafana {URiRMEEEFHEE Grafana BiiE,

1.3.3.3. Kiali B9Zh&E
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Kiali #4145 Red Hat Service Mesh (5%, 24tLITIhE :

fEER - RF VUM AR, MRS TE T EMR]E,

it - DERAOR R ERMNARRF. RSFITFNEAMENED Kiali #7815,

155 — TilRE LB metrics dashboard I A#E4 R Go. Node.js. Quarkus. Spring Boot
+ Thonttail #l Vert.x BMBRFSME N AEFHREER, . EALRTLARER A E UER
R

BER - BiL 5 Jaeger £, LA — N ARFNS AN HIRS BRI RAEE.

ACE - ERARS AR, SEHMMER Istio IMAMACER AIETHAE, HHFEEEE Kiali Console
B9 YAML %itaarp g, SEFAIMER Istio IRHACE.

1.3.4. TS HBEER

FERAPEENNARFPIT—IUREN, —NMERBIERENRS LT, MXPRETES
ZNLHNTRARSHIRS ST Al MBI ANKmEN, XMEFRNBEEE— 1T 2HANES. SRR
5 (Jaeger) AL EHITAHAER, SRAHAR—MNMARFISNHIRS FHEERHE RN E,

A REREARNFR TR TERREGERNEAR, BERAFRNEXENHNTH, LUE
BRESHAEFSPHNENEHE. 25 ERTILARZAREXBRSREPUECFRRE. SYE#
o, FEATHEERSEREREME,

AHABERT A (Jaeger)it X T EBIRSSHEANHER FIPITHAE K, FHFHEESRDN trace, trace2%
ZNERAUTIRER, HEEREE— 1M HZ1N e,

span N REGRELI. BIENTFAN LN HEZHETEY T, span ATREBiREFIEFLU
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BHRRX R,

1.3.4.1. 2 EERSLE

YenlRSSmAERE, EALMEASHBERRENEMNRS, DBESRSEEBEXHER. ETLUE
FA Red Hat OpenShift distributed Tracing Platform 1%, RZEHEEEL T, FHOK. =RENET
AR 55 B R FATE R A4 44 iz [H] B 32 BT iR HERR

FRASHAARETS, ERILITLUTIhEE

BESHAES

(LAt BEFHE RIS 7]

PATIRIRR 247

1.3.4.2. Red Hat OpenShift distributed Tracing Platform %23

Red Hat OpenShift distributed Tracing Platform HJLNMAHARK, ©iil—RBE. FiEfErE
EREUE.

Red Hat OpenShift distributed Tracing Platform - LbZH#E F & Grafana Tempo 5
H.

FX - XA SRR RIS RE L B2 HhA X EHFTmRRS.

2% - Distributor #Z 8= (@15 Jaeger. OpenTelemetry 1 Zipkin) K
span., Bl tracelD FHF AN —BMEH LA E Ingester,

Ingester - Ingester ¥ trace #4EEIRA, IR bloom FiEdkM*KEl, AREH/HL
BRI R )5 .
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# i) Frontend - Query Frontend fi 53 8% AN E XN EREEH{THR. ARG, 2
RHEMAE A ZEE Queriers, Query Frontend #8:&3&35 Tempo Query sidecar 2 F Jaeger
Ul,

Querier - Querier 15 7E Ingester HiakmfFifh &K IH KM trace ID. IRIESH, ©
A LA i) Ingesters, FMIEIRAIAY Bloom 3&3|, LUMEIEN R{FGEHIZTERL,

compactor - Compactors iR ElgmEEH, LUEDIREH

ZIH8HIEM OpenTelemetry - LA R T FIR OpenTelemetry HiH,

OpenTelemetry Collector - OpenTelemetry Collector 2— A5 @EX XM AR kEE
W, AEBNSHENEE, OpenTelemetry Collector TRFFRAIMRHIERR, W Jaeger
1 Prometheus, ZZER—MHZANFESBE LG, Collector 2EIAPIBE KN ER S HE
ENBHE,

Red Hat OpenShift distributed Tracing Platform (Jaeger) - ltZH#4FE TR Jaeger T
H.

B

Red Hat OpenShift distributed Tracing Platform (Jaeger)2—1~ 25 H
Mzhae, FRAMThEE(HA S S1E Red Hat OpenShift Service on AWS /1, FH
AR, B2, FHAMNETRERTEURHNATHRAPHEMER, BREINIEH
HEREHER.

Red Hat OpenShift distributed Tracing Platform Operator (Jaeger)f${E
LUE#kRAH M redhat-operators BxXhfikR. MEBEEZELR, HSH
OpenShift REZLIE AR AR SZE Jaeger Deprecation #1 Removal,

AP %43 % % Tempo Operator, UAR AT AR ERESHFHENLIIE
OpenTelemetry HE,

B (Jaeger B un, BRERES. IEERF. BFumAE)- 26 RIRERTS (Jaegen)E

75


https://opentelemetry.io/
https://www.jaegertracing.io/
https://access.redhat.com/solutions/7083722

Red Hat OpenShift Service on AWS 4 Service Mesh

fine OpenTracing APl B¥FEIES S, Bl AFRNNARFFHHE&MHIE FIRESR
(#n Camel (Fuse). Spring Boot (RHOAR). MicroProfile (RHOAR/Thorntail). Wild
(EAP)Z,

LE (Jaeger {LH, Server Queue, Processor Workers)- 2% 3, Tracing Platform
(JaegerRE 2 — 1ML 312, Milm@Ed B BiEHk(UDP)% % FH % XE Collector
i span, XMEBNHEREEZERNNAEFNE—IZH L, BEEBRTARRE (0
Kubernetes) 1 sidecar 3T,

Jaeger Collector (Collector, Queue, Workers)- 5 Jaeger {CEER{l, Jaeger
Collector ¥ span, FHFEiIMEEAZATIGHITHIE, XFTF Jaeger Collector IZE]
BEBZEFwmAE, MAEFHF span T HEFMHE.

Storage (Data Store) - HERBE — R ANEiE G, Red Hat OpenShift
distributed Tracing Platform (Jaeger)E BT span Fi#EH Al iEk#HLHl. Red Hat
OpenShift distributed Tracing Platform (Jaeger)3z#F Elasticsearch #Zfif.

Query (Query Service) - Query &—"MEFfEHE:3R trace BIARSS.

Ingester (Ingester Service)- Red Hat OpenShift distributed Tracing Platform =LA
{51/ Apache Kafka #£25 Collector HISZF7f Elasticsearch [GsmfF i [AIBZ .,
Ingester & — M Kafka B EIEFHE A Elasticsearch il [GimfAR S5 .

Jaeger #2#l4 - 5/ Red Hat OpenShift distributed Tracing Platform (Jaeger)fH
PSR, B b EMN S HERBUE. EiERTED, EeILlE trace, FHEBHM
—ANRIT trace B9 span 15,

1.3.4.3. Red Hat OpenShift distributed Tracing Platform ZhgE

Red Hat OpenShift distributed Tracing Platform 12t FIh#E :

5 Kiali %25k - HIEHRECER, EaILM Kiali 8 EE 2 HXBERTFABUE.

=AY B - 2 ERTAEREERA R, HEBRRSERITI R,
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SHRA LT AT - RiFERT A RHGERERIE LA SRR trace,

B Zipkin M5 R3& A - Red Hat OpenShift distributed Tracing Platform &5 API, ©#
k&R Zipkin, BLEEIAZTRAPFZEF Zipkin B3REH,

1.3.5. G4 B

[ ]
AE#51E Red Hat OpenShift Service on AWS i1 %2 % Red Hat OpenShift Service
Mesh,

1.4. IR P ERBREY

Red Hat OpenShift Service Mesh /LA RINIMEER, ©ilaIALAFRRARHE LR EH
W55HEK.

£ Istio #, P B HA—AHBENTENEHAZHRE VISR NAFH, SRS ERE
ARz iRt —ERENEE. EalLlfEHA istio.io SRS FHRHN
NetworkPolicies. AuthorizationPolicies #1 exportTo S f#3EFaEs X AR/ i),

1.4.1. Cluster-Wide (Single Tenant) & &R B 5y

SECERMERE S E— Service Mesh Control Plane, FATWIEBANERHNTIR, WIREMEREY
HIE5 control plane /A i Z2 [l dhfd F BL D F )R IR 42 Istio #1 Kubernetes HIRM Istio ThEEIERE
HEl. R, £ECCHEREBRWBA L XTI API IRSS 232 001E KB,

5 Istio X, E£EEHMNMEEINBIETA istio-injection=enabled & & HIRZ MR LN, £
" LLE T &2 ServiceMeshMemberRoll ¥5i5H spec.memberSelectors FEx B el iR %,

1.4.2. ZHFEPEER

Red Hat OpenShift Service Mesh %23 7 —4* ServiceMeshControlPlane, B©EIAEBEE NS,
Red Hat OpenShift Service Mesh %/ Operator K& Service Mesh control plane 4753
B, EREA, sp&ZeA AT,

Red Hat OpenShift Service Mesh {#fl ServiceMeshControlPlane iR EHEMIELE, ZREE
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FEEVARRFI NS KENBZZEE, FalLl{EA ServiceMeshMemberRoll 1 ServiceMeshMember %
BERBDISFNNBRLEN, SREMIAEISELIMIED, SORBHETLLIRER B
OpenShift &£,

BRIAGAR 55 PR ER E 81 S — Service Mesh control plane ECE P& AR S5 H#9:&{S. Red Hat
OpenShift Service Mesh X" X% ", HbhEANHE/E—1 control plane #M1—"M1&, FH&ER
RR[LABE %I control plane, %H /- &BEHEE RILLIjIA] Service Mesh B91IH, F4¥ Service
Mesh 5Hfth control plane SEHIfEE,

SHEEGEMA Istio control plane [FIZRSEFIFII W, mfE - EEGA Rl EN
Service Mesh. Kiali f1 Jaeger 521,

B LUR P AR, LMEMN TR ESBBRAEMNMAZRHN—HMEZEE, NMRRSHEEE
i $%F mesh-user fifa, A AILIBIE—/ ServiceMeshMember ¥R o & 22 ZNE
ServiceMeshMemberRoll,

1.4.2.1. X FIBREECCHE MG

HEEESEEMNMED, —4 ServiceMeshControlPlane (SMCP)& i BN EMMN AR 2], &
A LA Red Hat OpenShift Service Mesh k% 2.5 iR S RAFHA %ﬁM%iﬂF‘ Mg TR EIREE
FE R P48

MREBINHE S A SMCP, NITTE:TRB BIEEEH IR,

RAERT, KECEHNPABSZIIHARERINMARRZER, B2, ETLUFREEE VAR
e R AES, wRZEREIATEW sidecar F A, EAIEERL R EZEH W sidecar A,

R, EnIEEML pod M sidecar FF A, #EW sidecar S AR ZZEH R Pod AagkE
sidecar ¥ A. ¥ sidecar ;¥ AR AEIGRAZEEH pod 2 ITHESE,

MREETBRRICCHEBIMBNEWRT Istio %, NMEFSNARRF. MREEAERD Istio
IR, B ARFREREERISASEHEAMRRH SMCP, FH&ZH ME—HIF.
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1.4.2.1.1. {1 Web {25 MERREE BRI M th 25 FBEER 68 8 22 A

{81/ Red Hat OpenShift Service on AWS Web ##HI&, EolLIEEESERMEHH
ServiceMeshControlPlane FiRAHRINA LS. ZIEEESRE L control plane B LLZ BiH#p 422
B, control plane ZB&EM 5 Hh— N A ILARE SR AR BRZENH, X2 MBS BERRE 522,

INR7E control plane R EIhREAOSHHOMK, MHAELIEFSRPES
control plane v & 22,

2% % Red Hat OpenShift Service Mesh Operator,

IRBEZET ServiceMeshControlPlane &,

LLEA cluster-admin ABHNAF FH&xK, MRHEH Red Hat OpenShift Dedicated,
MR % dedicated-admin fi B B3 &%,

iz
1.
Z[5% Red Hat OpenShift Service on AWS web #1&,
2.
S#in% Operators — Installed Operators,
3.
= Red Hat OpenShift Service Mesh Operator.,
4,
= Istio Service Mesh Control Plane,
5.

= control plane B,
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6.
= YAML,
7.
& YAML X, LUE ServiceMeshControlPlane ¥Ti8H spec.meshConfig FEXE8S K
PSR,

HRCIE Istiod IRS5 AT LAX BRI ar R ZEH, BERRTATRER S RN RELS P
BURRARSS By an A ZE F],

FELLF B, Istiod BRSS A IAEMIFRIC ) istio-discovery: enabled, SEHFHZF
info. httpbin =% istio-system H#s 22 :

apiVersion: maistra.io/v2
kind: ServiceMeshControlPlane
metadata:
name: basic
spec:
mode: ClusterWide
meshConfig:
discoverySelectors:
- matchLabels:
istio-discovery: enabled ﬂ
- matchExpressions:
- key: kubernetes.io/metadata.name 9
operator: In
values:
- info
- httpbin
- istio-system

BERME LB ERE istio-discovery: enabled By & %2|H],

R mesh & I p 4 Z2[E M info, httpbin I istio-system,

MR R ZE A SERAIEFSRTA, NMESZABRZER, FEHHIRSEM L IERESRS
N S e
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REZ .

1.4.2.1.2. {1 CLI \NERFEH RIS th S FIBERR op & 22 1]

{1/ Red Hat OpenShift Service on AWS CLI, #&eI LU A Bl 2R A BN SE556 H B Mg Y
ServiceMeshControlPlane %, A Ii%EH2RE X control plane ALK HIMaa 422 [A], control
plane ZBR{EM 5 Hh— N LA SR ARG RZE, XMBEPHReae &2,

MR control plane fp B EIhEAOSHOMXK, MHHRELIEFRRPES
control plane v & %2|H],

2% % Red Hat OpenShift Service Mesh Operator,

IRBEZET ServiceMeshControlPlane &,

LLEA cluster-admin ABHNAF &K, MRHEH Red Hat OpenShift Dedicated,
MELE % dedicated-admin fi A B3 &%,

it

EFEEl Red Hat OpenShift Service on AWS CLI,

BT T®S, L YAML XHERATH ServiceMeshControlPlane ¥R :

I $ oc -n istio-system edit smcp <name> ﬂ

<name> {3 ServiceMeshControlPlane %R &R,
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&% YAML X, LUE ServiceMeshControlPlane ¥Ti8H spec.meshConfig FEXE8 K
PSR,

HERCIE Istiod IRS5 AT AR BRI ar R ZEH, BERRTTRER S RN RELS PSR
BURRARSS By An A ZE F],

HELLTF RIS, Istiod fRSS A IEAIFRICH istio-discovery: enabled StEH &R
info. httpbin =% istio-system H#s & Z2H] :

apiVersion: maistra.io/v2
kind: ServiceMeshControlPlane
metadata:
name: basic
spec:
mode: ClusterWide
meshConfig:
discoverySelectors:
- matchLabels:
istio-discovery: enabled ﬂ
- matchExpressions:
- key: kubernetes.io/metadata.name 9
operator: In
values:
- info
- httpbin
- istio-system

BEME X EERE istio-discovery: enabled By & %2|H],

R & Ilap R Z2[H{E 2. httpbin H istio-system,

MR R ZE A SEMAIEFRTA, NRESZABRZER, FERHHIRS ML IERES
N LT S P e
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REXHIHR S AR,

1.4.2.1.3. 1 Web 1255 850 E MRS T E L IFLedp 4 22 R sidecar 3 EA

EIAER T, Red Hat OpenShift Service Mesh Operator {3 Fl B 5 7655 25 e 1R 71 R L s 45 22 ] 1
sidecar F A. 5 ServiceMeshMemberRoll FFiEH5E X H istio-injection=enabled 1+ R IR fp %
Z[H AW sidecar 3 EA,

{3 F & IR 2R Sie 2 e AR mT LL & TR e iy 4 22 [B] X sidecar SEAZ A, &I
ZolH]F# A& sidecar JEARMITAVEE,

B2 %% Red Hat OpenShift Service Mesh Operator,

R EE 77 mode: ClusterWide ;X f## ServiceMeshControlPlanae ¥,

LLEA cluster-admin ABHNAF FH&xK, MRHEH Red Hat OpenShift Dedicated,
MELE % dedicated-admin fi B B3 &%,

ik

1.
E[5% Red Hat OpenShift Service on AWS web #1&,

2.
5S-#E Operators — Installed Operators,

3.
= Red Hat OpenShift Service Mesh Operator,

4,

;| Istio Service Mesh Member Roll,
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5.

21 ServiceMeshMemberRoll %iE,
6.

= YAML,
7.

WL ARNS FA REREHK G EFESR, BS ServiceMeshMemberRoll BEEAH
spec.memberSelectors FE., LA T7RfilfEA istio-injection: enabled :

apiVersion: maistra.io/v1
kind: ServiceMeshMemberRoll
metadata:
name: default
spec:
memberSelectors:
- matchLabels:

istio-injection: enabled ﬂ

Rt ZeE] W sidecar A,

REZ .

1.4.2.1.4. i CLI & X WL sn 45 22 (Rl L 350 RO P& 21K sidecar SEA

EiIAER T, Red Hat OpenShift Service Mesh Operator {85 F B 515545 25 i 1 51 W £ i 45 22 (] BRI
sidecar F A. 5 ServiceMeshMemberRoll FFiEH5E X H istio-injection=enabled 1+ R IR %
ZHF W sidecar 3 E A,

{5 R & IR R 2 S R G AR o UL BB L6 2 22 [H] X sidecar SEAZA M, KM
ZolH]F# A& sidecar JEARMITAEE,

2% % Red Hat OpenShift Service Mesh Operator,
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R EE 77 mode: ClusterWide ;X f## ServiceMeshControlPlanae ¥,

LLEA cluster-admin ABHAF FH&xK, MRHEH Red Hat OpenShift Dedicated,
MELE % dedicated-admin fi A B3 &%,

AR
1.
EFEEl Red Hat OpenShift Service on AWS CLI,
2.
%% ServiceMeshMemberRoll %,
I $ oc edit smmr -n <controlplane-namespace>
3.

B ARG inject PR3 PTRCHIBR 511 HE 2R, fEEX ServiceMeshMemberRoll BFiRHH
spec.memberSelectors FE. LA T7RfilfEA istio-injection: enabled :

apiVersion: maistra.io/v1
kind: ServiceMeshMemberRoll
metadata:
name: default
spec:
memberSelectors:
- matchLabels:

istio-injection: enabled ﬂ

Rt ZeE] W sidecar A,

REXHIHR S AR,

1.4.2.1.5. {1 Web #£HIE MERSEFEIR S P HEER 24 pod

MR LA sidecar.istio.io/inject: true X2, pod 2K sidecar A, FH pod FHET 5RE%E
23k ServiceMeshMemberRoll 357 B9k 51 SR It Aoy & 22 [ dh,
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MR pod FEAR A sidecar.istio.io/inject FEf#, NIFEEW sidecar EA,

FRFM

2% % Red Hat OpenShift Service Mesh Operator,

=245 mode: ClusterWide ;Xf#fE T ServiceMeshControlPlane ¥i&,

LLEA cluster-admin ABHNAF F1&xK, MRHEH Red Hat OpenShift Dedicated,
MELE % dedicated-admin fi A B3 &%,

ik
1.
E[H% Red Hat OpenShift Service on AWS web #1&,
2.
7 AZl Workloads — Deployments,
3.
REBER AT,
4.
= YAML,
5.

B YAML X#, LIERE—EI sidecar SEAMMN AR, UE—INERXENN AR
F, MTHIf :

apiVersion: apps/v1
kind: Deployment
metadata:
name: nginx
spec:
selector:
matchLabels:
app: nginx
template:
metadata:
annotations:

sidecar.istio.io/inject: 'true’ ﬂ
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labels:
app: nginx
spec:
containers:
- hame: nginx
image: nginx:1.14.2
ports:
- containerPort: 80
apiVersion: apps/v1
kind: Deployment
metadata:
name: nginx-without-sidecar
spec:
selector:
matchLabels:
app: nginx-without-sidecar
template:
metadata:
labels:
app: nginx-without-sidecar 9
spec:
containers:
- hame: nginx
image: nginx:1.14.2
ports:
- containerPort: 80

It pod BT sidecar.istio.io/inject ;Xfi, HitEEEW sidecar FF A,

It pod ZEEM, RAEEFEW sidecar T A,

REF%H.

1.4.2.1.6. {1/ CLI MEEEE FIRIME P HERR B4 pod
NN A sidecar.istio.io/inject: true ¥ f#, pod & sidecar ¥ A, FHH pod FHET5HE%E

233k ServiceMeshMemberRoll B E X B 51 5 R PC B ip & 22 (i) dh,

ME pod FEAEN A sidecar.istio.io/inject X, MIFEBEI sidecar S E A,
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FERFH
[}
2% % Red Hat OpenShift Service Mesh Operator,
[}
&2 mode: ClusterWide ;¥fi##8E T ServiceMeshControlPlane iR,
[}

LLEA cluster-admin ABHNAF & 5xK, MRHEH Red Hat OpenShift Dedicated,
MELE % dedicated-admin fi B B3 &%,

ik
1.
EFEEl Red Hat OpenShift Service on AWS CLI,
2.
IBfTLA T a5 R R E -
I $ oc edit deployment -n <namespace> <deploymentName>
3.

B8 YAML X#F, DAERE—MEM sidecar SEAMN ARE, UE—NEEEENNHER
FF, MTHIf=:

apiVersion: apps/v1
kind: Deployment
metadata:
name: nginx
spec:
selector:
matchLabels:
app: nginx
template:
metadata:

annotations:
sidecar.istio.io/inject: 'true’ ﬂ

labels:
app: nginx
spec:

containers:

- hame: nginx
image: nginx:1.14.2
ports:

- containerPort: 80

apiVersion: apps/v1
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kind: Deployment
metadata:
name: nginx-without-sidecar
spec:
selector:
matchLabels:
app: nginx-without-sidecar
template:
metadata:
labels:
app: nginx-without-sidecar 9
spec:
containers:
- hame: nginx
image: nginx:1.14.2
ports:
- containerPort: 80

It pod BT sidecar.istio.io/inject ;Xfi, HitEEEW sidecar FF A,

It pod ZE X, HtEFEMK sidecar FF A,

GREF%.

1.4.3. Multimesh s(E(FREREIEEY

Federation (B#8) R—#EBEHER, wLEAERREMEREPEERFIMPEIEF =R T
ﬁo

Istio % SEFFIERY B E A MAB LRV R M FERMIARA Kubernetes APl RSG5 38EZ IIBERAEERE
f£. Red Hat OpenShift Service Mesh EX3B%1%f Service Mesh BIZERESTHE, %75 A BiX MG 2 ARG
SERD.

B & (federated mesh) ZYEHHEA PRI —HME, =4 BHEHEIARSS o A2 IR AR
%5, BB M A — A RE RS ARSHMERINIRSS, =08 ME i RIRSS RS TN E,

2.X

RUESTAMIHENAS. MATRORAEMEERET AIMEE, SuRARERRERES HIFLERSHM

IR EMME S A, IEBER. EHHERESSF IR ERS BAEP R,
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1.5. SERVICE MESH #1 ISTIO A [H

Red Hat OpenShift Service Mesh 5 Istio ZEM AR Z A FIRHEXIA ThEESN1E Red Hat
OpenShift Service on AWS LB BREZ AL,

1.5.1. Istio 1 Red Hat OpenShift Service Mesh 2 [A] X 5]

Service Mesh 1 Istio FMILL FThEERE.

1.5.1.1. HH5TIE

Red Hat OpensShift Service Mesh M& 51T THERE oc. Red Hat OpenShift Service Mesh F3z#F
istioctl,

1.5.1.2. REMALK

Red Hat OpenShift Service Mesh 3§ Istio ZEBIELE.

Red Hat OpenShift Service Mesh 73z ¥F service mesh ¥ Canary #%.

1.5.1.3. Bo3EA

L Istio # K RERREEMCHT H B 5hf¥ sidecar A pod.

Red Hat OpenShift Service Mesh F&H5T sidecar S EAE pod, MREREEFFEREER
IWHHKNERTEA. INAFERERVHBER, BFAR5HM Red Hat OpenShift Service on AWS Th
#EPZ2, M builder pod. ZIEABIEA, EHEE sidecar.istio.io/inject 2=k EfR, W A5/ sidecar
AR Ak,

3 1.3. sidecar EAREHERILE

Ll 1stio Red Hat OpenShift Service Mesh

R AR TR EAMER TR
Pod Fr% X "true" ] "false” X "true" ] "false”
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L3k 1stio Red Hat OpenShift Service Mesh

Pod ;¥ & R #F "false" T "true" ] "false”

1.5.1.4. Istio T fa riRLEHIThaE

Istio 2T A&V H{2H (RBAC) f24t T o FSRIZHI EA RS B9VT L H. ST LURIER - 4
FERE—HBEMERFRIN KR, FAERHR R VA2,

L Istio #H R RERMMETEIE - PRLAFAE. AL HIGRECH, SITRchrkPamrRE
CIEEA=E 8

Red Hat OpenShift Service Mesh { A IENIFRAR KT B 5E KinLEERCHThaEE, #AENFRER
155€ request.regex.headers HIE %,

Ll Istio #t X PLECIE KRk Bl

apiVersion: security.istio.io/vibeta1l
kind: AuthorizationPolicy
metadata:
name: httpbin-usernamepolicy
spec:
action: ALLOW
rules:
- when:
- key: 'request.regex.headers[username]'
values:
- "allowed.*"
selector:
matchLabels:
app: httpbin

1.5.1.5. OpenSSL

Red Hat OpenShift Service Mesh ¥ BoringSSL &t OpenSSL, OpenSSL R2aZRELEEF
2 (SSL) #if% 52 (TLS) MMM ECIMNE 4. Red Hat OpenShift Service Mesh Proxy — it
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EshAHfF OpenSSL E (libssl #l libcrypto) SIEJZH Red Hat Enterprise Linux #{ERSTiETHE
.

1.5.1.6. AEBTEM

Red Hat OpenShift Service Mesh RZFFAEB LM, MIERVIRSS 3= Lz THRERIL.

1.5.1.7. BN

&SI LA OpenShift Virtualization FEIHLEBZE S OpenShift, A5, HAILAFMIESEEE (10
mTLS =k AuthorizationPolicy) M AZLXEENN, REHEECETFMIEN pod —F.

1.5.1.8. HH-EH

maistra-version 7% B A INBIFR A HiR S,

Fi& Ingress FRERE ¥ #t4 OpenShift Route HiR.

Grafana. #7=\;EER(Jaeger)H Kiali 2#EKIAG A, FH@it OpenShift BRI F.

Godebug B MATE R R

istio-multi ServiceAccount #l ClusterRoleBinding 2#Mik}, REEthilR T istio-reader
ClusterRole.

1.5.1.9. Envoy T iE%%

Red Hat OpenShift Service Mesh &3z EnvoyFilter Bidi&, BRIEEAMfICR, HHTFSIEZ Envoy
APl 2% E, AL EFEFRE#ERAY. EnvoyFilter #h T X} Istio £ Envoy Ed B R IEH BU,
ME Istio ERMEREARZ L, NMKKITERMEHF EnvoyFilter N AR,

1.5.1.10. Envoy BRSS
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Red Hat OpenShift Service Mesh A%z FFE T QUIC MRS,

1.5.1.11. Istio Container Network Interface (CNI) 34

Red Hat OpenShift Service Mesh @& CNI #&#F, ©HAEIRE T EREN AERF pod MAEHENRA
‘. CNIIEHENRT init-container MABECE, wIEAF R ZIRE VIFBRAE S T F IR 551 Fmi B %
ZL ETFXYR (SCC) B,

BIAER T, Istio Container Network Interface (CNI) pod #EfT#& Red Hat
OpenShift Service on AWS 7 s LA, BHERTERET A& CNI pod, ¥
maistra.io/exclude-cni=true FrZ=RN BT o ARIMEARES M s ifiBR Z A EREHY
Istio CNI pod,

1.5.1.12. £/F mTLS i%&

Red Hat OpenShift Service Mesh filE2—4* PeerAuthentication ¥i&, fEMEAERAHER
Mutual TLS &{34%E (mTLS).

1.5.1.13. |

Red Hat OpenShift Service Mesh K\ ZEAOMEOMX, EaLMERALTXEE

ServiceMeshControlPlane (SMCP) ¥R AR XL -

spec.gateways.enabled=false A2 A OfHOM X,

spec.gateways.ingress.enabled=false ZXF A O MX%,

spec.gateways.egress.enabled=false 2 O %,
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Operator Ff# 7 EIAFX, LUEEf1H Red Hat OpenShift Service Mesh
Operator R FHE,

1.5.1.14. 2 HRE

Red Hat OpenShift Service Mesh *f % &3l &2 1 {UBR F B2 N LRIV AR 55 BE ROEL IR

1.5.1.15. A& X% AiEK (CSR)

& X%%% Red Hat OpenShift Service Mesh EZi& it Kubernetes iE a4 #li4 (CA) 4h
CSR.

1.5.1.16. Istio PIXAIER

Istio XA OpenShift #HE Red Hat OpenShift Service Mesh h#{ B EE, =R service
mesh g, FHXMIER Istio WK, #ANOIE. BHMER OpenShift BEH.

£ Istio OpenShift Routing (IOR) i Red Hat OpenShift Service Mesh control plane ZH#a] LA
AkREFHMXEH, MBEZELR, HSHEEHAE.

1.5.1.16.1. catch-all 1=

A%F Catch-all (") . MREMKE LHFEZEI—4, Red Hat OpenShift Service Mesh 7#E
R, {ERUHT OpenShift KAIBE—BEIAEN G, XEKREHUIEMNEEH 7E catch all (") 3&H,
mZf#EHA <route-name> [-<project>].<suffix> B EN B, MEBEXEIATNAN TSR
cluster-admin I B & L ENEZ{E S, EZSH Red Hat OpenShift Service on AWS (4%, MR {EA
Red Hat OpenShift Dedicated, i5$ [ Red Hat OpenShift Dedicated #J dedicated-admin &,

1.5.1.16.2. FI5

XTI (F : ".domain.com™) , {82, Red Hat OpenShift Service on AWS hAREIAZH
BEIhEE, XEMk#&E, Red Hat OpenShift Service Mesh #A$ i Fisifil @&, {HRA7E Red Hat
OpenShift Service on AWS A E N /o e F A,

1.5.1.16.3. ftiER 2t
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Y HRfEmERESME (TLS) . XELKE, MEMXIS tls 84, OpenShift Route fFEE NZFF
TLS.

Hith FHR
[ ]
Bsh& O]
1.5.2. ZH &%

Ll Istio XA M —F /7%, Red Hat OpenShift Service Mesh SIS AN MK control
plane, Red Hat OpenShift Service Mesh {§ % f1 /" Operator SREH control plane 4 EH,

Red Hat OpenShift Service Mesh BRI\ & ZF - control plane, #&aILUIERERILLVIN] Service
Mesh B9TiH, F#§F Service Mesh 5HAth control plane SZHIBEES.

1.5.2.1. ZHPNEIECHERE

SHARENERCH TR AN EZXHETFEANDRER. AHFBHEREESEHEDN Role
Based Access Control (RBAC) ¥5i& ClusterRoleBinding,

ServiceMeshMemberRoll members FIZ&XHHEA 51 B #8815 control plane #8E XEXHIARSS
P #84E—4 RoleBinding, 4" control plane BRI LR ATIH, BIRATEHE—1
maistra.io/member-of 1+%, Hr member-of {2 &3 control plane REMTH,

Red Hat OpenShift Service Mesh BEEEANK RTIH, @i EEAK 71518 B lE NetworkPolicy
WiEEHFEBE. control plane F1Xfthpk 515 B &z RIKEL A, FfoirEhak5i# control plane ElFf
A pod WMALOGRE. MERM Service Mesh HfifiBc 7 —4 B 51, X4 NetworkPolicy BiiRe MY H
TiHIBR,

X tPRE T B 55 H A REBIE, WREZE kB IERK 0 E KA RS EIE,
MFEEGE— NetworkPolicy X Eid,

1.5.2.2. £HSERIAN TR
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Ll Istio &K TR MNERSERE MR, MeshPolicy 1 ClusterRbacConfig, ©fil5 %/ %E#
FEEFCHEN, WMTAR,

ServiceMeshPolicy &1:T A FEC& control-plane-wide %1k skB&H) MeshPolicy, X
/5 control plane £/ —4 % B il &,

ServicemeshRbacConfig #t ClusterRbacConfig LIECEE T control-plane SEFE A
BT AlEl, X#%5 control plane #ZEE—NTE tholEE,

1.5.3. Kiali FAR S5 M4

17+ Red Hat OpenShift Service on AWS LR Service Mesh &3 Kiali 54X Kiali Z&FE. %4
£ Red Hat OpenShift Service on AWS LERERS, 7 RREE, REFATHEEHEERRZ L, *F
Red Hat OpenShift Service Mesh BI{E AN 2 MM,

Kiali B#2A /5 H.

2AEH Ingress ,

%} Kiali ConfigMap 31T 7 £,

%t Kiali B ClusterRole % &7 T B,

AE%i% ConfigMap, R NEMEHAIEER# Service Mesh =% Kiali Operator Z3&. Kiali
Operator EEHIXHA kiali.io/ trEEM. EH Operator XHRN{NBRFESH cluster-admin
WERBIA 7, MNREMA Red Hat OpenShift Dedicated, NS $r Operator XM LB FEHR
dedicated-admin f{REGFE 7,

1.5.4. 3 T BEERHIAR S5 P4

81/ Red Hat OpenShift Service on AWS L Service Mesh Z& 4 # = Tracing Platform
(Jaeger)5# K Jaeger ZEAR[E., 47E Red Hat OpenShift Service on AWS EERERS, Jy T RN
B, REGAThEE B ARREZ 4, *F Red Hat OpenShift Service Mesh BIES AR 24 FH,
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Service Mesh Ei\ 5 D =EER.

77 Service Mesh Ei\/5 A ingress .

Zipkin IO &FRE SN jaeger-collector-zipkin (M http)

%445+ production % streaming #BE AT, Jaeger RERIAE Elasticsearch {E A%

Istio tt KA =24t T — @AM “tracing” M. Red Hat OpenShift Service Mesh f&
FAH Red Hat OpenShift distributed Tracing Platform (Jaeger) Operator 2%/ "jaeger"” i%
B, H#B35F OAuth R,

Red Hat OpenShift Service Mesh 5 Envoy proxy {#F sidecar, Jaeger #2175 Jaeger
agent {8/ sidecar, iXF4 sidecar R MBEEN, FNIZHEERAE. proxy sidecar 2 IEH
pod HIA UL FIHuk4E X span. agent sidecar RN ARRFIRELH span, FHRFHAZET
Jaeger &2

1.6. AE 75 %3 SERVICE MESH

£%& % Red Hat OpenShift Service Mesh 2 gil, #4114 Red Hat OpenShift Service on AWS
HEZFNEBE R ZE Red Hat OpenShift Service on AWS,

1.6.1. BiREM

IRIZLIBIK P _E B A3 Red Hat OpenShift Service on AWS 1T, MIREZHEALIT
B, HRGENHERRLIKEESZER.

%% 5 Red Hat OpenShift Service on AWS kA PLEcH Red Hat OpenShift Service on
AWS BHfTIE(oc HFmITE), HEHAMEEMEERSR,

%A% Red Hat OpenShift Service Mesh &£ AMMZIFNTENESFELR, HSHZREGE
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1.6.2. THMECE

Red Hat OpenShift Service Mesh HaiIA ThRAZ L TRCE.

1.6.2.1. XHHTSH

Red Hat OpenShift Service Mesh Operator 2 ServiceMeshControlPlane ¥ iRNZ MNiA, £

LUTFEESMADBZFLLT 2.6 Service Mesh control plane :

Red Hat OpenShift Container Platform hix 4 4.10 {8 S ik

Red Hat OpenShift Dedicated k4 4

Azure Red Hat OpenShift (ARO) k% 4

Red Hat OpenShift Service on AWS (ROSA)

1.6.2.2. A FNAE

AR e -

OpenShift Online 3% ¥ Red Hat OpenShift Service Mesh,

Red Hat OpenShift Service Mesh R #F{E Service Mesh R A B EER MRS

1.6.2.3. XFFHMSAECE

Red Hat OpenShift Service Mesh LU TR ECE,

OpenShift-SDN
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1.6.2.4.

1.6.2.5.

1.6.2.6.

1.6.2.7.

% 13 SERVICE MESH 2.X

OVN-Kubernetes 7521 Red Hat OpenShift Service on AWS frAHal f,

£ Red Hat OpenShift Service on AWS _EiliEFi&E5t Service Mesh —StHliME=7H
Container Network Interface (CNI)E#. MBEZE L, HS AR OpenShift CNI #H4,

Service Mesh ZFMEE

It Red Hat OpenShift Service Mesh 4 {ThR4~{iZFF Red Hat OpenShift Service on
AWS x86_64,

A4 Service Mesh HH-EE7E ¥4 Red Hat OpenShift Service on AWS & Fhild

B,

FEBABIRSHERE, MELH.

Red Hat OpenShift Service Mesh F3z#f EnvoyFilter &2i&, FRIEBATAICR,
Kiali 3Z#9EciE

Kiali ##l& R 3% Google Chrome. Microsoft Edge. Mozilla Firefox = Apple Safari
D) i 83 B PR A BT iR A

1445 Red Hat OpenShift Service Mesh (OSSM) #8& Kiali I5f, openshift % ik SRl& 2 HE
—ZRRNSHEIEEE,. openshift SkB&IRYE Red Hat OpenShift Service on AWS LHA
BT A aminieHl(RBAC)A kiR Hvm,

SR EERFEE

Jaeger {2 Jaeger Mf—ZRFECE. % %k OpenShift Dedicated A3z #F
Jaeger fF2/y daemonset.

T # WebAssembly £t
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3scale WebAssembly 2Mt—i2{t WebAssembly b, EaILIBIEAE X
WebAssembly £k,

1.6.3. G5B

[
1£ Red Hat OpenShift Service on AWS /35 %3 Red Hat OpenShift Service Mesh,

1.7. 2% OPERATOR

FE &3 Red Hat OpenShift Service Mesh, B57 Red Hat OpenShift Service on AWS %%
Red Hat OpenShift Service Mesh Operator f{E{a =l %t Operator, A, GIE—
ServiceMeshControlPlane #iEkEBE control plane,

X—EFREZIRIBEEIAN OpenShift WEIHTACE, FIHEEITEFIMEREMmIT
M. SEREERARFENILENZRE, RENRFEMERERS M.

S RE Red Hat OpenShift Service Mesh Bt 2,

B2A cluster-admin Ak,

LUF B8R T W 4E Red Hat OpenShift Service on AWS _E %% Red Hat OpenShift Service
Mesh BYEARSHI,

8%

M Red Hat OpenShift Service Mesh 2.5 Fr#5, Red Hat OpenShift distributed
Tracing Platform (Jaeger)#1 OpenShift Elasticsearch Operator 2#FH, HIELE
B & TRRA P HER. ZLIESELaI AT E R X ERERMERF R EENXE,
{BitThEe A BIRESUH, FISHMBER. £75 Red Hat OpenShift distributed Tracing
Platform (Jaeger)MIE £, fEaILIEEMA Red Hat OpenShift distributed Tracing
Platform,
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%5 13 SERVICE MESH 2.X
1.7.1. Service Mesh Operator #xkt

Red Hat OpenShift Service Mesh EZ{#H Red Hat OpenShift Service Mesh Operator, ©ftiT
R, R, ERPURARNARFHIRS . EA LR Operator ki855 IR 55 P& 41,

g

H
[=]

AREZLRZ Operators B Community fkA&. FZFttKX Operator,

FZLLTF Operator :

Red Hat OpenShift Service Mesh Operator

RTEEE. /. SRR ANBIRS. ©iEE L FFHIEER Service Mesh ZHEH
RE, AHMMEER ServiceMeshControlPlane %, BEF IR Istio WiH,

LLUF Operator 2% :
LTHgIR At Kiali Operator

HIERRSS AR IR A AT R, B AR ERShERRE. |
FIR Kiali 5B,

FREMDHT trace, BET
Red Hat OpenShift distributed Tracing Platform

=

RSB R EERS B RAREPNES FTHEDR. SET IR Grafana Tempo

LUFHl% Operator 43 :
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B

M Red Hat OpenShift Service Mesh 2.5 Fr#5, Red Hat OpenShift distributed
Tracing Platform (Jaeger)#1 OpenShift Elasticsearch Operator 243 H, FHELE
& fThRASHER, TIENESIATERRRS X ERERHEFEREENZS,
BitTheE R A EIREUUE, FEEMER. ¥F79 Red Hat OpenShift distributed Tracing
Platform (Jaeger)MIE £, fEAILIEMA Red Hat OpenShift distributed Tracing
Platform,

Red Hat OpenShift distributed Tracing Platform (Jaeger)

RS HEREEEERSHBARTPNESHATHREDRR. SE TR Jaeger TH,

OpenShift Elasticsearch Operator

FASHARERTS (Jaeger) iRt AT EBERMB KL KMNBIRFEEFiE, ©RT IR Elasticsearch
(=

1.7.2. &% Operator

FE %3 Red Hat OpenShift Service Mesh, #E#7i%% Red Hat OpenShift Service Mesh

Operator, XEELZNFANLIN Operator EE XN iT T2,

Hfth Operator 217 :

LT8R LM Kiali Operator

Tempo Operator

F %4 Operator 215 :
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B

M Red Hat OpenShift Service Mesh 2.5 F7r#5, Red Hat OpenShift distributed
Tracing Platform (Jaeger)#l OpenShift Elasticsearch Operator E#FH, FHIFELUE
& fThRASHER, TIENESIATERRRS X ERERHEFEREENZS,
BitTheE R A EIREUUE, FEEMER. ¥F79 Red Hat OpenShift distributed Tracing
Platform (Jaeger)MIE £, fEaILIEMA Red Hat OpenShift distributed Tracing
Platform,

Red Hat OpenShift distributed Tracing Platform (Jaeger)

OpenShift Elasticsearch Operator

[ S
c AR
i
{ .

p |
-,
[P

o) & MREBLZERET OpenShift Elasticsearch Operator 75 OpenShift Logging 91—
‘ . e, MFAFEFRXEE OpenShift Elasticsearch Operator, Red Hat OpenShift

C S distributed Tracing Platform (Jaeger) Operator i B L 289 OpenShift

C ' Elasticsearch Operator fl|& Elasticsearch 26,

it 3
1.
LLE A dedicated-admin fa 289 - 5145 % ¥ Red Hat OpenShift Service on AWS
Ha.
2.
1£ Red Hat OpenShift Service on AWS web {Z§l&H, 2 Operators — OperatorHub,
3.
15T IESRERTI A Operator 8, Mi%ki¥ Operator B9 Red Hat hikZ, F3Z#F Operator
#H XA,
4.
= Install,
5.

£ Operator i Install Operator TIHEH, FEZERIAKE.
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= Install, F£F Operator 23, RENEREKMNT—4 Operator EES K,

Red Hat OpenShift Service Mesh Operator 7£ openshift-operators % Z2[H] 2
x, FUATFEREPMmMAREZEN,

HZLIEE openshift-operators #p % 22| h &3 Kiali Operator, FeIAFEE+HH
it &2,

Tempo Operator ZZ7E openshift-tempo-operator 822 [E b, FalATFEEHN
Rt &2,

Red Hat OpenShift distributed Tracing Platform (Jaeger)Z&Z&{E openshift-
distributed-tracing sp & Z2[AlH, FF ol A FEREPHFRAR G2,

B

M Red Hat OpenShift Service Mesh 2.5 715, Red Hat OpenShift
distributed Tracing Platform (Jaeger)B#FH, FHRELIENAThAdH
MHBR. LIHEYS7E HEnA T M BRPRET XN RN ERFRRES M5,
BXAThEER A BRGS0, FHEMER. £79 Red Hat OpenShift
distributed Tracing Platform (Jaeger)dlE %, EaILUEA Red Hat
OpenShift distributed Tracing Platform,

OpenShift Elasticsearch Operator Z23%7E openshift-operators-redhat #5422 [H]
i, FeTATEREPMmMAEREZEN,

B

M Red Hat OpenShift Service Mesh 2.5 Ff#, OpenShift
Elasticsearch Operator E#3H, FHFELEMATIRADRER. LB E
LAATESRRPRTHXI DENEFRRESENXR, BXAERT
BIREUUH, FISHmER,
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RESTAAMA Operator J5, = Operators — Installed Operators ERIFRELET
Operator,

1.7.3. GESE

[}
1£3BE Service Mesh control plane fi, Red Hat OpenShift Service Mesh Operator A&
fllE Service Mesh HE X HIRE X (CRD), #&uILAf#if] ServiceMeshControlPlane Fifk%&
KHEE Service Mesh HF, MEFEEZFR, HSHOIE ServiceMeshControlPlane,

1.8. fi|l#2 SERVICEMESHCONTROLPLANE

1.8.1. XF ServiceMeshControlPlane

control plane @1% Istiod. Ingress #l Egress X, LAKHEAMAH, M Kiali #1 Jaeger, control
plane %R EFIS Service Mesh Operator #1 data plane M RRFHIRS AREMM L E R, EaTLl
M Red Hat OpenShift Service on AWS Web #2545 E A oc EF i LEMGRSTHRE
ServiceMeshControlPlane(SMCP)IE A L%,

EXNEARRELIRIEERIAMN Red Hat OpenShift Service on AWS XE#HITEE, ©
AHETFESE, FRAKERINRERBIERE, AR NENSTERE
ServiceMeshControlPlane iXi&,

MEEELE Red Hat OpenShift Service on AWS EERE control plane, iHZBIZLIBRIAENE
OpenShift iR 55M4& operator Istio WEAAFEFTE N FHRIEFRMED), BT RNFHBHE
5} pod,

1.8.1.1. M web {HI&5EBE Service Mesh control plane

Al LUE R Web #HISEER A ServiceMeshControlPlane, 7E&fld, istio-system 2 Service
Mesh control plane T H K& FF,

=S5

[}
Wi % Red Hat OpenShift Service Mesh Operator,
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[
LLE A dedicated-admin fa 289 - 5145 %% Red Hat OpenShift Service on AWS £
L=
it 3
1.
LAE A cluster-admin f 28 &19% %%l Red Hat OpenShift Service on AWS il
H. MRFEMA Red Hat OpenShift Dedicated, M#4HE—1EH dedicated-admin ffEaIK
Fo
2.
BIE—1N% N istio-system BT H,
a.
W% ZE Home — Project,
b.
mih Create Project,
c.
1£ Name F i A istio-system, ServiceMeshControlPlane ¥R &3t
istio-system WiB s, H5EMHERSSH Operator 4.
d.
= Create,
3.
S-#El Operators — Installed Operators,
4,
= Red Hat OpenShift Service Mesh Operator, #AJ5 =2 Istio Service Mesh Control
Plane,
5.
1L Istio Service Mesh Control Plane 15+, == Create ServiceMeshControlPlane,
a.
B2 EAM Service Mesh control plane fr4<, EAFIF%™ sBsETAR A IR 4LHTh
fit. control plane BIRRARE T 5 Operator kx4 X B9 = FAZhAE,
b.

71N Red Hat OpenShift Service on AWS FREH
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spec.security.identity.type.ThirdParty 2E%.

= Create,

Operator IBIEEMNEESHOIE pod. ARS5H Service Mesh control plane ZH{, #&aILL
#3/5Hici& ServiceMeshControlPlane %i&.,

ZIE control plane BB 2 IEARE:, 1HRil Istio Service Mesh Control Plane #7%
il

=#HH control plane I FH,

= Resources i TSk EHH Operator fllEHESER Red Hat OpenShift Service
Mesh control plane ¥,

1.8.1.2. {8 CLI #B3& Service Mesh control plane

Rl LUfE AR S TEEEAEM ServiceMeshControlPlane,

AR
[}
W% % Red Hat OpenShift Service Mesh Operator,
[}
Vfiln] OpenShift CLI (oc) .
[}
LLE A dedicated-admin fa a8 - 5195 % %I Red Hat OpenShift Service on AWS,
iz

BIE—1N %N istio-system BT H,
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I $ oc new-project istio-system

ServiceMeshControlPlane F iR/ R EE istio-system HiE A, H5EMBHRSSH
Operator 43 7.

FERLUT R, BI8—1 47 istio-installation.yaml B9 ServiceMeshControlPlane 3
##. Service Mesh control plane B4R E T 5 Operator lRAJC KRR FAThEE.

ServiceMeshControlPlane %R #I

apiVersion: maistra.io/v2
kind: ServiceMeshControlPlane
metadata:
name: basic
namespace: istio-system
spec:
version: v2.6
security:
identity:
type: ThirdParty ﬂ
tracing:
type: None
sampling: 10000
policy:
type: Istiod
addons:
grafana:
enabled: true
kiali:
enabled: true
prometheus:
enabled: true
telemetry:
type: Istiod

#57% Red Hat OpenShift Service on AWS MK ELE,

BfTLL @5 kEBE Service Mesh control plane, Hrh <istio_installation.yaml> 25F|
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B TERE,

I $ oc create -n istio-system -f <istio_installation.yami>
EME pod ERNHE, HZTUTHS :

I $ oc get pods -n istio-system -w
IEROZEBIROM TR -

NAME READY STATUS RESTARTS AGE
grafana-b4d59bd7-mrgbr 2/2 Running 0 65m
istio-egressgateway-678dc97b4c-wrjkp 1/1 Running 0 108s
istio-ingressgateway-b45c9d54d-4qg6n 1/1 Running 0 108s
istiod-basic-55d78bbbcd-j5556 11 Running 0 108s
kiali-6476¢c7656¢c-x5msp 11 Running 0 43m
prometheus-58954b8d6b-m5std 2/2 Running 0 66m

1.8.1.3. {81 CLI 5&uF SMCP &%

RB[ LA MBS 1T5E ServiceMeshControlPlane filE,
SoRF
W% % Red Hat OpenShift Service Mesh Operator,
Vila] OpenShift CLI (oc) .

LB A dedicated-admin fi a#9f F 51738k %I Red Hat OpenShift Service on
AWS,

BTLLTF @S, LUEIE Service Mesh control plane 2%, Hrh istio-system 2%&%&
Service Mesh control plane By & 22[H],
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I $ oc get smcep -n istio-system

34 STATUS %12 ComponentsReady i, ZEMIh5EK.

NAME READY STATUS PROFILES VERSION AGE
basic 10/10 ComponentsReady ["default"] 2.6.7 66m

1.8.2. 5T control plane HISEEHE FIMIERE

£ RENESE@ S — Service Mesh Control Plane, B MIEBEMNEHNNTER, WIEBEMNEHNTE
I55 control plane fEfT A fin £ 22 [A] dhfsE F LA & )R 42 Istio 1 Kubernetes HTiRAY Istio ThEEFEER
. AL, E£EFECRNBERID LEE API BRS53RH91H K.

&aI LU Red Hat OpenShift Service on AWS web #1433k CLI WERSEHEMERERCE Service
Mesh Control Plane,

1.8.2.1. £/ web EHIA NEESCHMIERZERE control plane

oI LA Red Hat OpenShift Service on AWS Web #2514 N EESEREINEEAE
ServiceMeshControlPlane ¥5il&, fE&fid, istio-system & Service Mesh control plane Ti B4
R,

AR
[}
2% T Red Hat OpenShift Service Mesh Operator.
[}
LLE A dedicated-admin fa 289 - 5155 %% Red Hat OpenShift Service on AWS,
i =

BIE—1N% N istio-system T H,

W% = Home — Project,
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mih Create Project,

1£ Name FEh#i A istio-system, ServiceMeshControlPlane ¥iRA/i %2 1E 0T
FIEMBARSS ] Operator BT B h,

XS R istio-system fEfil. RZE Service Mesh control plane 58 & R55
MGIE S, sRaI LU Service Mesh control plane SRERHEAITIH .

= Create,

SinEl Operators — Installed Operators,

= Red Hat OpenShift Service Mesh Operator, #AJ5 =2 Istio Service Mesh Control
Plane,

1% Istio Service Mesh Control Plane i£%iEr, s Create ServiceMeshControlPlane,

= YAML 1., Service Mesh control plane BIiRZARE T 5 Operator x4 <890 FiZh

&4 spec.mode FEXF 7NN spec.security.identity.type.ThirdParty =2 E% :

ServiceMeshControlPlane &R~

apiVersion: maistra.io/v2
kind: ServiceMeshControlPlane
metadata:

name: basic

namespace: istio-system
spec:

version: v2.6

mode: ClusterWide ﬂ

security:

identity:

m
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type: ThirdParty g
tracing:
type: Jaeger
sampling: 10000
policy:
type: Istiod
addons:
grafana:
enabled: true
jaeger:
install:
storage:
type: Memory
kiali:
enabled: true
prometheus:
enabled: true
telemetry:
type: Istiod

B IR TRESEHNERE.

#57% Red Hat OpenShift Service on AWS MK ELE,

= Create, Operator IRIZEMAESHOIE pod. RS Service Mesh control plane 4
. MR ServiceMeshMemberRoll 7#£1E, Operator th2fl|E ServiceMeshMemberRoll.,

E control plane RE S IEMfi%E -

£ Istio Service Mesh Control Plane 5% T,

537 ServiceMeshControlPlane %5 M4&#R,
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= Resources i%iF, #ZH Operator fIEHMAER Red Hat OpenShift Service
Mesh control plane ¥,

1.8.2.2. [ CLI AEREEHMERERSE control plane

IETTLUE A CLI HEESERMEBERCE ServiceMeshControlPlane ¥R, E&fl4, istio-system
72 Service Mesh control plane #3422 [a] & FR,

AR
[}
2% T Red Hat OpenShift Service Mesh Operator,
[}
& LLiJj[n] OpenShift CLI(oc).
[}
LLE A dedicated-admin fa 2B - 5125 % %I Red Hat OpenShift Service on AWS,
i =

BIE—1% N istio-system T H,

I $ oc new-project istio-system

FERUT R, BI8—1 47 istio-installation.yaml B9 ServiceMeshControlPlane 3
# -

ServiceMeshControlPlane %R #I

apiVersion: maistra.io/v2
kind: ServiceMeshControlPlane
metadata:

name: basic

namespace: istio-system
spec:

version: v2.6

mode: ClusterWide ﬂ

13
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security:
identity:

type: ThirdParty g

B HIRA T RESEHNERE.

#57%E Red Hat OpenShift Service on AWS FiEMI%E.

BT T &4 3kE8E Service Mesh control plane :
I $ oc create -n istio-system -f <istio_installation.yami>
Hep:

<istio_installation.yaml>

EEXHHTRERE.

FWYE pod FENHAE, HETUTHS -
I $ oc get pods -n istio-system -w

ERLZBBRLLL TR A5

Rt B
NAME READY STATUS RESTARTS AGE
grafana-b4d59bd7-mrgbr 2/2 Running 0 65m

14
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istio-egressgateway-678dc97b4c-wrjkp 1/1 Running 0 108s
istio-ingressgateway-b45c9d54d-4qg6n 1/1 Running 0 108s
istiod-basic-55d78bbbcd-j5556 11 Running 0 108s

jaeger-67c75bd6dc-jv6k6 2/2 Running 0 65m
kiali-6476¢c7656¢c-x5msp 11 Running 0 43m
prometheus-58954b8d6b-m5std 2/2 Running 0 66m

1.8.2.3. NEFSEHE MG B E . member roll

EEESEENERX D, HIENE ServiceMeshControlPlane %iRN, thafig
ServiceMeshMemberRoll %, #ErILIERIE ServiceMeshMemberRoll ¥R EHE, EXER
&, Service Mesh Operator *HEME. MREFHH Red Hat OpenShift Service on AWS Web i
BEW ServiceMeshMemberRoll %R, iHEESIRREESENR,

A4, EBaLIEERE ServiceMeshControlPlane FRRITIE—4 ServiceMeshMemberRoll ¥R,
1Ef/E ServiceMeshControlPlane ¥Ti&Hf, Service Mesh Operator F&E®
ServiceMeshMemberRoll,

ServiceMeshMemberRoll TR & #r s Jitn 47 default, Hisjis
ServiceMeshControlPlane ¥iR{ER—%iH & ZeE halE,

FFen R ZRRMBIFMBRGEZA N, &L E spec.members Ik higE & FRRA NG £ 22
], SHER—HepR bR RRENIREEREa SR B 2N,

T IETE ServiceMeshMemberRoll RPN ER D, EhalblhBidESIh
Zeja]ch | ServiceMeshMember %8, $F5% 5 R MNEIME S,

1.8.3. [ Kiali $uE SMCP &%

fReILUMEM Kiali #2H1&%0E Service Mesh &%, Kiali #EHI& 1R T —# AR K EIEER Service
Mesh A 2B B EAISBEMNECE,
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=S ts

W% % Red Hat OpenShift Service Mesh Operator,

1iin] OpenShift CLI (oc) .

LLE A dedicated-admin fafa#9H - 5125 %% Red Hat OpenShift Service on
AWS,

it 3
1.
£ Red Hat OpenShift Service on AWS web #24ll& #5# A Networking — Routes,
2.
£ Routes T{E, M Namespace 35 thii#E Service Mesh control plane 5iH, #l
istio-system,
Location %Il /R84 BR A HEREHLL,
3.
NRFE, FATIESREK Kiali EHRHEMEEH, BiHEE L& UEshiEHE,
4.

¥ Log In With OpenShift,

F—rEFD Kiali #HIEK, £4E&3 Overview T, BA2ETRREMIEHEGHNEEHN
ARz, Y4 Overview TR EREANMEAZE, Kiall 2EEEREARERITIENEHaG
2o,
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1.1. Kiali Overview 71

© kiali
Overview Namespace w | Filter by Namespac Name ~ 1% LastlOm ~  EverylSs a
Healthfor Apps v 3@ i

pp
bookinfo H istio-system
3 Labels 4Labels
Istio Config (] Istio Config (]
4 Applications @ 4 8 Applications @8

/\ / No traffic
D ing & .

BB RAEED tile 2 ERIRERE. Istio BAERE. 1 MARKE BERESNEE, UK
AREENRE, MREKIETEHARE, HOAZERDEERMNBIMESR, NelgELEER
istio-system LA B EUE,

Kiali MR, LT TRATLRET Service Mesh control plane I & 22[H], BHEFX

(Y FRIR, iHRidi control plane & 22 [HAYFRE A9 Options 351, #l istio-system, ARGk
BTz — -

[ ]

Istio Mesh Dashboard
[ ]

Istio Control Plane Dashboard
[ ]

Istio Performance Dashboard
[ ]

Istio Wasm Exetension Dashboard

17
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%] 1.2. Grafana Istio Control Plane Dashboard

ntrol Plane Dashboard % <«

Kiali A 2REM 1 FA8 Grafana {3k, E1f "M Grafana Home TiHIXE :

Istio Workload Dashboard

Istio Service Dashboard

F#HE Service Mesh control plane 1752, = Graph TiH, MEHRGERERE
ServiceMeshControlPlane a4 22[H], M istio-system,

mewE, EHd; Display idle nodes,

b.
ETMELEHX Graph TTAMIER, F=ili Graph tour ##%,
c.
EHEMERI, 7EM Namespace 3 H.H M Service Mesh Member Roll EHFE—4
HZ M Ze
7.
EHE istio-system R [ HAN AEFIEK, F =il Applications Tif. Kiali &R
ARFNERIR.

18
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HEEH 2EEEREIRL, LUIESE Details SIfhic FAEMEMER.

E 1t istio-system ;R EF T ETIEK, H=ili Workloads i, Kiali ZRI{E
ABHHEITRR.

HEMEH REEEREIR L, LIESE Details SIfhic FAHEMEMER.

EHE istio-system R FMARSFIKR, = Services HH, Kiali AR5 MECERIE
B

HEEH REEEREIR L, LIESE Details SIfhic FAEMEMER.

EHE istio-system R 22 Istio Configuration X¥RFIZK, == Istio Config Tl M.
Kiali &R,

MBEMIEEHIR, K17, Kiali RITFHEEHIFRN ERER,

1.8.4. Hfb ¥R

Red Hat OpenShift Service Mesh xR B rhE% M 3L control plane, #EBI LA
ServiceMeshControlPlane EBESR BT ES FHNEE. MFEZFEL, FSHOIE control plane
REX.

1.8.5. FEES B

[ ]
£ Service Mesh ZEINTIH, MENARFEAH. NERZER, ESHERSMERE
AR5 .

1.9. TEARS5 P& s AR 55

THHBERS ; B2, RAEERHMARNERSMEH, RS T,
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1.9.1. XTI HRMNEI AR S5 M

2% Operator Ffll& ServiceMeshControlPlane ¥iffE, HF— 1% UiHRMBIRSMES,

£ Red Hat OpenShift Service on AWS 1, TiHEZX E2—MNEAKIN RN
Kubernetes e 226, MWiH A LMEAMAF IDEH. &%, Red Hat OpenShift
Service on AWS Web #Hl&#EAARKETH, CLI AKEGAZEN, ARERFALERS
54 38

&TTLL{8 A Red Hat OpenShift Service on AWS Web ##& 3k CLI S0 H RINBIIA RS ME .,
FBRMBRS B hE=RAE :

1£ ServiceMeshMemberRoll ¥i&E 535 &1 B & #R.

£ ServiceMeshMemberRoll ¥8H spec.memberSelectors FEE g B IR Z %2R,

=i+ Al ServiceMeshMember %i&,

MBFEABE—ANAE, EJi]E ServiceMeshMemberRoll ¥R,

1.9.2. il Red Hat OpenShift Service Mesh member roll

ServiceMeshMemberRoll I EF Service Mesh control plane F5iH, Rf
ServiceMeshMemberRoll F %1 #4555 B 2233 control plane B9850, E55 B AMEIEFE control
plane £8&H member roll Z#i, 5iHAFETFIRSSME.

W JEE ServiceMeshControlPlane FRERIE— AT H A IlE— 4 &4 default B9
ServiceMeshMemberRoll %j&, # istio-system,

1.9.2.1. M Web #5612 member roll

120
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&0 M web #2HIAE Service Mesh member roll HiRIN—AHZ A TH, AP, istio-system

2 Service Mesh control plane i B £&#R,

[} =355
[}
BREHLIEM Red Hat OpenShift Service Mesh Operator,
[}
EZMENAR S5 MR RILE I B S5k,
i =
1.
E% Red Hat OpenShift Service on AWS web Hl&,
2.

MREERBMIERS, HEEMLIHE, FAENNMNARFURE—INTE. BoM5RE

Service Mesh control plane 5 B R~[E,

W% = Home — Project,

b.
£ Name FEHhHEA— 1B,
c.
= Create,
3.
5%l Operators — Installed Operators,
4,
= Project 325, MK EFEEE ServiceMeshControlPlane %iRI5H, #1 istio-
system,
5.
= Red Hat OpenShift Service Mesh Operator,
6.

£ Istio Service Mesh Member Roll i%£5if,
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7.
2 Create ServiceMeshMemberRoll
8.
M Members, SAIG7E Value REhim AT H &R, EaLAMESHENTH, B—1F
TWiH R EEBTF—1 ServiceMeshMemberRoll %,
9.

= Create,

1.9.2.2. @1 CLI 1|2 member roll

fRel LUEAGSTRU R RINE ServiceMeshMemberRoll #1,

ARR A
[}
BREHLIEM Red Hat OpenShift Service Mesh Operator,
[}
EZMNENAR S5 MR B IR,
[}
Vfiln] OpenShift CLI (oc) .
Az

EFH% Red Hat OpenShift Service on AWS CLI,

I $ oc login --username=<NAMEOFUSER> https:/<HOSTNAME>:6443

2.
MBELZERBIRS, HEEMLFR, HFHENNARFUIR-1UH. epi5RE
Service Mesh control plane T B R~E,
I $ oc new-project <your-project>
3.

ERMEBENKRG, HERLLTREA YAMLAZLURINEERENT B, E—1UHEREE
EBF—4* ServiceMeshMemberRoll ¥{i&, fE4Hlis, istio-system Z Service Mesh control
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plane %ii B % %R,

servicemeshmemberroll-default.yaml 7=

apiVersion: maistra.io/v1
kind: ServiceMeshMemberRoll
metadata:

name: default

namespace: istio-system
spec:

members:

# a list of projects joined into the service mesh
- your-project-name
- another-project-name

BITLA T4, 1f istio-system iy & 22 fh_E{ZFG]E ServiceMeshMemberRoll ¥,
I $ oc create -n istio-system -f servicemeshmemberroll-default.yaml

IBfTEATF S, LAKUE ServiceMeshMemberRoll 274 SR Ih &,
I $ oc get smmr -n istio-system default

% STATUS %I/ Configured i, RERKRIHTEHK.

1.9.3. XFf# A ServiceMeshMemberRoll ¥iBRZ N5 AH

{5 ServiceMeshMemberRoll ¥R 255 H A NBIIRS RENRRE B AE, ERMNEE, §7E

ServiceMeshMemberRoll Fi5# spec.members FEHi5ETH &M, ServiceMeshMemberRoll ¥
B EWA T E AR ServiceMeshControlPlane ¥R#Z%H,
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Service Mesh

Namespace: istio-system Namespace: ( my-application Namespace: my-other-app

Service Mesh Control Plane

Service Mesh Member Roll

spec:
members:

Services Pods Services Pods
( - my-application )
D Name matches Name doesn’t match
3 =
pa Y-

FEAkAERNTBEZER T E81HX5HS K update servicemeshmemberrolls
#1 update pod Ftl.

[ ]
MRESEERMBIRSMEHENARRF. TEAEHIRSG, EEGLULTEE
[o]
1£ web #22HIE th{# A ServiceMeshMemberRoll %5358 M sz insk il pa 1 5
[o]
i@t CLI {§f ServiceMeshMemberRoll %8 MB#& sz n=k e B
[ ]

AN, BLE /14N Bookinfo BIRFIN AREHFHZAME ServiceMeshMemberRoll
%iEs, 155 Bookinfo RFIN AREEHE,

1.9.3.1. 7 web 12245 vh{# H ServiceMeshMemberRoll 75 M P#& rb s n sk g 1w B

#&aILAf# A Red Hat OpenShift Service on AWS Web #5589 ServiceMeshMemberRoll BHEM
PRI, ERILEIMESRENTH, BB RERT—1Mig.

YHEXME ServiceMeshControlPlane R #MIBRIE, ServiceMeshMemberRoll 555 th &
%3
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([} =355
[
SR EHE UM Red Hat OpenShift Service Mesh Operator,
[
A ServiceMeshMemberRoll iR
[
#74 ServiceMeshMemberRoll ¥R H &R,
[
2 MBAHE h Nk BRI B B9 4 HR.
ik
1.
EF% Red Hat OpenShift Service on AWS web #2#1&,
2.
S-#El Operators — Installed Operators,
3.
= Project 325, MZIKRAPEFERE T ServiceMeshControlPlane ¥RHITIH, N istio-
system,
4,
= Red Hat OpenShift Service Mesh Operator,
5.
= Istio Service Mesh Member Roll £Ti§,
6.
m default #,
7.
= YAML $5%5,
8.

B YAML iAW B e 5T (Siipam B LU IRA R G) o e LURIMEE R E 0T
B, H— B REEBF—4 ServiceMeshMemberRoll %Ki,
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servicemeshmemberroll-default.yaml =4l

apiVersion: maistra.io/v1
kind: ServiceMeshMemberRoll
metadata:
name: default
namespace: istio-system #control plane project
spec:
members:
# a list of projects joined into the service mesh
- your-project-name
- another-project-name

= Save,

= Reload,

1.9.3.2. flif CLI B9 ServiceMeshMemberRoll %8 M Btz =i a1 B

f=ofLU{g A CLI B9 ServiceMeshMemberRoll FRFS — s Z TR RMEIMNE S, EaLRINES
BE2MTIEH, BUEREET—1HE.

HEXTR M ServiceMeshControlPlane ¥iiE#MBRiE, ServiceMeshMemberRoll 55 th &
k.

(1} =355
[}
BREHLIEM Red Hat OpenShift Service Mesh Operator,
[}
A& ServiceMeshMemberRoll iR
[}

## ServiceMeshMemberRoll %5897 B & #h.
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Z MP#E sh s ik BRI B 8984 #5,

Vfiln] OpenShift CLI (oc) .

ik
1.
EFHEl Red Hat OpenShift Service on AWS CLI,
2.
%48 ServiceMeshMemberRoll ¥,
I $ oc edit smmr -n <controlplane-namespace>
3.
&St YAML LURINSMHBRE I I H . E e LR INEE B ER
F—4* ServiceMeshMemberRoll ¥i&,
servicemeshmemberroll-default.yaml =4l
apiVersion: maistra.io/v1
kind: ServiceMeshMemberRoll
metadata:
name: default
namespace: istio-system #control plane project
spec:
members:
# a list of projects joined into the service mesh
- your-project-name
- another-project-name
4,

REXHIHR NG ER,

1.9.4. XF {1 ServiceMeshMember ¥R MNTH

% 13 SERVICE MESH 2.X

H, B—1HBAR&ERE

ServiceMeshMember ¥Rzt T —FIERE N ServiceMeshMemberRoll ¥RMS R TR0 B 7N
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FIIRS MG A X, BERMUIA, EEEZERMEIRSSMIEHTIE {2 ServiceMeshMember HiE,
% Service Mesh Operator ¥ ServiceMeshMember X &I, TR HIE
ServiceMeshMemberRoll ¥R status.members Zl&Xth, AR5, BF W HPMIRS S R,

Service Mesh

Namespace: istio-system Namespace: my-application Namespace: my-other-app

Service Mesh Member

( Service Mesh Control Plane 4----- & controlPlaneRef

Services Pods Services Pods

~

Service Mesh Member Roll

D SMM references control plane SMM doesn't exist

MEEBELFTENETIMXAF%F 351 A ServiceMeshMember 5
ServiceMeshControlPlane FRHABR. EAXMUBR, MR- ol LS5 B RmaImE s, BiEEiZA
P ARG MBI E K ServiceMeshMemberRoll FBREREVIRITR, MEEZER, ESHE
Red Hat OpenShift Service Mesh B i,

1.9.4.1. 1£ web #Z#Hl& b8 ServiceMeshMember ¥R B Z= N EIp4& &

& mILLE A Red Hat OpenShift Service on AWS Web #2HI&H ServiceMeshMember FFiEfF—4
CE A= VA IES]ZIE

AR
[}
2% % Red Hat OpenShift Service Mesh Operator,
[}
&HM38 ServiceMeshControlPlane B5R#9& TR & BTIR AT E A5 H A FR.
[}
IR ALE R AN B 4S9 B & FR,
[}

AR 55 AR B EE 5 i B 152 37 R 55 PR B D7 (R AUPR . B EE 51 "I LAfEA RoleBinding =k
ClusterRoleBinding A F 1% mesh-user s MR, MEFEZEL, ESH /& Red
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iy =

1.

Hat OpenShift Service Mesh 5t 7,

*o

EFiEl Red Hat OpenShift Service on AWS web 1§15,

5%l Operators — Installed Operators,

= Project 325, ABMTRSIFRPIEFEZERMBMEHTE,

= Red Hat OpenShift Service Mesh Operator.

= Istio Service Mesh Member 7Tk,

™ Create ServiceMeshMember

$:32 ServiceMeshMember BI2KiA & HK,

s=iiLAEFF ControlPlaneRef,

% 13 SERVICE MESH 2.X

fin : istio-system,

1£ Namespace B, % ServiceMeshControlPlane ¥ERFTENTR, #Ii : istio-
system,

1£ Name FEErhi A b dp & Z2 AT B #Y ServiceMeshControlPlane FEE R, Hlin, X

= Create,
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it L T4 BN ServiceMeshMember FEE 61, HHAWESRMBIMIED -

B RATR, W default,

HEREAREIZTRM Conditions 4.

i3Ik Reconciled #1 Ready 54 Status 5 True.

R Status 4 False, 52 Reason #l Message LA TREZ{E L,

1.9.4.2. @51 CLI f1 [ ServiceMeshMember %R0 B A2 M4

eI LGyt CLI A ServiceMeshMember ¥R — 1N 20Z 401 B R NEIM#EH,

AR

[}
2% % Red Hat OpenShift Service Mesh Operator,

%158 ServiceMeshControlPlane ¥iEMN&# &R HATET BM-ETR,

EMEEE RIS a5 8 &5,

AR 55 PR E EE 5 i B 152 37 R 55 PR B U7 (R AUBR . B EE 51 "I LAfEA RoleBinding =X
ClusterRoleBinding A F 1% mesh-user A fa AR, MEFEZEL, ESH /& Red
Hat OpenShift Service Mesh 5t 7,

EFHE Red Hat OpenShift Service on AWS CLI,

77 ServiceMeshMember ;5 YAML XX #, EHI¥ my-application WiHZINEH
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% 13 SERVICE MESH 2.X

istio-system #y & 22 A hERE K ServiceMeshControlPlane ¥R IR IR S P& :

apiVersion: maistra.io/v1
kind: ServiceMeshMember
metadata:
name: default
namespace: my-application
spec:
controlPlaneRef:
namespace: istio-system
name: basic

N YAML X LLBiE ServiceMeshMember i :

I $ oc apply -f <file-name>

BT TS, RiEeEZERZE NMBHN—E8%5. #IME True HI#AE READY Fith,

I $ oc get smm default -n my-application

i

NAME CONTROL PLANE READY AGE
default istio-system/basic True 2miis

7%, &/ ServiceMeshMemberRoll %, LA\ my-application s 22 Al £ R7E
ServiceMeshMemberRoll FFi&H status.members #] status.configuredMembers FExH,

I $ oc describe smmr default -n istio-system

i el

Name: default
Namespace: istio-system
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Labels: <none>
#...
Status:

#...

Configured Members:
default
my-application

#...

Members:

default
my-application

1.9.5. X F AR EFESRAMYE

X FERECHENERE, Ea LU RIRS AR B RNEIMIES, ServiceMeshMemberRoll Fif
rhigEPRESEEgR alik Service Mesh Operator #RE6p 4 22 [A bR A PIAG R IS iBR e &2 22 1], 5wl
LR EigE MRS AWS BRI E AR A Red Hat OpenShift Service @, fEaILUEEA
ServiceMeshMemberRoll ¥igHEE Z MRSk aR.

Service Mesh

Namespace: istio-system Namespace: my-application Namespace: my-other-app
metadata: metadata:
labels: labels:
Service Mesh Control Plane
( my-key: my-value ) my-key: different-value
Service Mesh Member Roll
spec:
memberSelectors:
Services Pods Services Pods
C my-key: my-value )
D Label matches Label doesn’t match

MRBAZMIFES ServiceMeshMemberRoll FiR i e EMxFEaRlie, Na2ER28SE
g e,
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% 13 SERVICE MESH 2.X

£ Red Hat OpenShift Service on AWS w1, TiHEZX E2—MNEAKIN RN
Kubernetes e 22 (7], #NWiHSaILAEANAS IDSEH. #%, Red Hat OpenShift
Service on AWS Web #HIE#EAAE JiH, CLIERARE »&32H, BARERKLEZE
Ei]: 5 8

1.9.5.1. A Web #HIEBIPRIEEFE 235791 B AN p#g b

o LUE AR S 258 Red Hat OpenShift Service on AWS Web #2244 5555 B Z 0% Service
Mesh,

(1} =355
[}
2% % Red Hat OpenShift Service Mesh Operator,
[}
HBEE— 1 IAEM ServiceMeshMemberRoll BHiE,
[}
LLE# dedicated-admin A8 5135 %% Red Hat OpenShift Service on AWS
web #£HI5,
iz
1.
5%l Operators — Installed Operators,
2.

= Project 3%, MTHHHHEFERE ServiceMeshMemberRoll ¥RMTIE, #i0 :
istio-system,

3.

= Red Hat OpenShift Service Mesh Operator.
4.

= Istio Service Mesh Member Roll %&£+,
5.

H: Create ServiceMeshMember Roll,
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}:% ServiceMeshMemberRoll BIZRiA & FR.

# Labels FBHHEIARENS, LUESGRAIRS M EQ S WL R 22 M BIPRE, MR
Ber 22 BAERFEENIRE, NHAGEAZENRESERSMED, EFFERNAEX
B RZE

pisn, HiA mykey=myvalue BIERAIIFENMA R AZRFARBHN—EBD, SkFES
PRRPCECIGRY, 15 H 64 22 AR IR AR 55 PG b,

A myotherkey=myothervalue 2FEE GRS A R ZRENMBH—EES. Hik
B RNy, T8 i 22 E] A 2 AR 55 BAAE R,

= Create,

1.9.5.2. A CLI BIbREEF3RF50 B A InE pl#E th

el LUME RS ST CLI {5 #InZEl Service Mesh i,

AR
[}
2% % Red Hat OpenShift Service Mesh Operator,
[}
HBEBEE— 1AM ServiceMeshMemberRoll ¥,
[}
LLE A dedicated-admin fa 2B - 5145 %% Red Hat OpenShift Service on AWS,
ik
1.
EFHE Red Hat OpenShift Service on AWS CLI,
2.

2w ServiceMeshMemberRoll ¥,
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% 13 SERVICE MESH 2.X

I $ oc edit smmr default -n istio-system

EaI LR Service Mesh control plane SE2E{E M5 A SRSHT B 2 FHHTIE,

& YAML 32, LAfE ServiceMeshMemberRoll ¥5ifH spec.memberSelectors FExH
SR A LRk,

R34 o] LA %% 23 Sh 9 matchExpressions £E%, mAf#EH
matchLabels %,

apiVersion: maistra.io/v1
kind: ServiceMeshMemberRoll
metadata:

name: default

namespace: istio-system
spec:

memberSelectors: ﬂ

- matchLabels: g

mykey: myvalue 6
- matchLabels: ﬂ

myotherkey: myothervalue 9

BEATIRARSS Mg S8 E fr & 2 F MRS, MRTIERRZENRER

ERESREENIE, NHHEeEZFASISERSHED. THaEZAAFTERNTEX
B

00

1 mykey=myvalue FXIgEFAMRAZEN, YHEFRFHLERETN, TiEHGRZ
] 25 hn U AR 55 P& R

006

{8/ myotherkey=myothervalue /"8 EFRA R A ZEE, HkESRIRATRWIN,
Tt B 6 4 22 A A N B AR 55 P& R,

1.9.6. Bookinfo ;=N AR
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& TTLL{$ F Bookinfo <5 A2 3EilliX Red Hat OpenShift Service on AWS Fify Red Hat
OpenShift Service Mesh 2.6.7 &%,

Bookinfo MARFZR—ABHNER, RUTALPBENE—BXER. NASER—1 @, Hif
ok T EBEAES (ISBN. TIBHMHEMER) UKREBHITFL,

Bookinfo 5 2R B LEt AR 5540 B, -

productpage HHRS5HMA details #l reviews SRS ™ £ TN .

details iR BIE T BHES.

review SRS BIE T BHIEL, BRFESVAA ratings MRS

ratings#iR S5 81 T H AN FHIIHLERNIFIER.

reviews MRS E =& :

x4 v1 & ratings IR,

W& v2 M ratings BRS5, HLA—BIRANBRBERRARNETFHTED,

W4 v3 M ratings BRS5, FHEA—BIRANMIBERRRNETFHTED,

1.9.6.1. 23 Bookinfo N ARRF

AHENA T MmETIH. & Bookinfo N AREEERIXUIHFHE Service Mesh R EFIEHEZ
TN AR kA RBIN AR,
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% 13 SERVICE MESH 2.X

=55

&% T Red Hat OpenShift Service on AWS 4.1 S{E S iRkA,

&% T Red Hat OpenShift Service Mesh 2.6.7,

Vfiln] OpenShift CLI (oc) .

LLE A dedicated-admin fa 289 - 5125 % F| Red Hat OpenShift Service on AWS,

4

al}

ATihiee 55 fRi% Service Mesh control plane 5B istio-system, MREH—4
HRZEEh%ET control plane, fEE{THIZEEI RS,

iz
1.
= Home — Projects.
2.
mif Create Project,
3.
1£ Project Name i A info, #iA Display Name & Description, AJ5= Create,
[}
=F, eIl CLIZETX a4 kAl info TiH,
I $ oc new-project info
4,
= Operators — Installed Operators,
5.

= Project 32, {#fH Service Mesh control plane %22, X4 xfld, fEHA istio-
system,
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6.
= Red Hat OpenShift Service Mesh Operator.
7.
= Istio Service Mesh Member Roll :E£5i,
a.
MRMBELME T Istio Service Mesh Member Roll, iF4&#, ARE=Sd YAML 7%
EITFF YAML i35,
b.
MREAZEBOIE ServiceMeshMemberRoll, = Create
ServiceMeshMemberRoll,
8.
K Members, RIS Value Bt rhi AL H &A#K,
9.
= Create RFEHM Service Mesh Member Roll,
a.
&, FLUTROHRER YAML X,
Bookinfo ServiceMeshMemberRoll 7=l servicemeshmemberroll-default.yaml
apiVersion: maistra.io/v1
kind: ServiceMeshMemberRoll
metadata:
name: default
spec:
members:
- info
b.

BT TS EFi%X, FHE istio-system #in& 22 H] dh il &
ServiceMeshMemberRoll iR, fE4fld, istio-system ;& Service Mesh control plane
i B B9 R,

I $ oc create -n istio-system -f servicemeshmemberroll-default.yaml
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1.

12.

% 13 SERVICE MESH 2.X

EBIFLTHS, LG ServiceMeshMemberRoll 27 BB Zh il &,

$ oc get smmr -n istio-system -o wide

% STATUS %I/ Configured B, REKRIHTEHK.

NAME READY STATUS AGE MEMBERS
default 1/1 Configured 70s ["info"]

1£ CLI vh, &jF R bookinfo.yaml 3X#-FE “info T B #h#8ZE Bookinfo :

$ oc apply -n info -f https://raw.githubusercontent.com/Maistra/istio/maistra-
2.6/samples/bookinfo/platform/kube/bookinfo.yaml

EZROZ B BRI T 95

service/details created
serviceaccount/info-details created
deployment.apps/details-v1 created
service/ratings created
serviceaccount/info-ratings created
deployment.apps/ratings-v1 created
service/reviews created
serviceaccount/info-reviews created
deployment.apps/reviews-v1 created
deployment.apps/reviews-v2 created
deployment.apps/reviews-v3 created
service/productpage created
serviceaccount/info-productpage created
deployment.apps/productpage-vi created

B33 B A info-gateway.yaml X BIE A LM% :

$ oc apply -n info -f https://raw.githubusercontent.com/Maistra/istio/maistra-
2.6/samples/bookinfo/networking/bookinfo-gateway.yamil

ERROZ B FRLN T 95

gateway.networking.istio.io/info-gateway created
virtualservice.networking.istio.io/info created
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13.
%i& GATEWAY_URL SEM{H :

$ export GATEWAY_URL=$(oc -n istio-system get route istio-ingressgateway -o
jsonpath='{.spec.host}')

1.9.6.2. ZSINERIA B B9thHLN]

118 Bookinfo N AR, ENAEERIMEA BRI, RIEEZEFEAT mutual TLS 1
ik, TicBeEM A YAML 3244,

ZARMB BN, FETU TSz —

[}
ME%AEFEA mutual TLS :
$ oc apply -n info -f https://raw.githubusercontent.com/Maistra/istio/maistra-
2.6/samples/bookinfo/networking/destination-rule-all.yaml
[}

MPEFBAT nutual TLS :

$ oc apply -n info -f https://raw.githubusercontent.com/Maistra/istio/maistra-
2.6/samples/bookinfo/networking/destination-rule-all-mtls.yaml

EROZEBRLN TR

destinationrule.networking.istio.io/productpage created
destinationrule.networking.istio.io/reviews created
destinationrule.networking.istio.io/ratings created
destinationrule.networking.istio.io/details created

1.9.6.3. KiF Bookinfo &3t

EffiA =Bl Bookinfo M AR E#HMRIIEE, BFHITUTHE,

=55
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% 13 SERVICE MESH 2.X

&% T Red Hat OpenShift Service Mesh,
SeE &% Bookinfo ~HIN ARFENSE,

LLE A dedicated-admin fa 289 - 5125 % %I Red Hat OpenShift Service on AWS,

it CLI B8

1.
RUEFRA pod REEME I THLE -
I $ oc get pods -n info

AR REHRREERH Running, ERIZEFIRLIN THEE

NAME READY STATUS RESTARTS AGE
details-v1-55b869668-jh7hb 2/2 Running 0 12m

productpage-v1-6fc77ff794-nsl8r 2/2 Running 0 12m
ratings-v1-7d7d8d8b56-55scn 2/2 Running 0 12m
reviews-v1-868597db96-bdxgq 2/2 Running 0 12m
reviews-v2-5b64f47978-cvssp 2/2 Running 0 12m
reviews-v3-6dfd49b55b-vcwpf 2/2 Running 0 12m

BT T e ki 3R dn A URL:

I echo "http://$GATEWAY_URL/productpage”
TER DT B 25 rh & I FH R i AR IE R B 288 F 7 Bookinfo 1 & Tl H.

3B Kiali web 2414 85

1.
FEX Kiali web 122841 & pyithit,

Z[H% Red Hat OpenShift Service on AWS web 12#I4&,
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b.
7 A Networking — Routes,

1 Routes TIEH, M Namespace ¥ i Service Mesh control plane %iH,
M istio-system,

Location 5 & a1 B AT HbE,

d.
= Kiali B9 Location Fllhig%#EE,
e.
#i# Log In With OpenShift, Kiali Overview 5% 51N H oy 22 7] bR,
2.
f£ Kiali 1, = Graph,
3.
M Namespace 5IKH%E#F info, M Graph Type 51k hi%fE App graph,
4,
M Display ¥ ¥ 1% Display idle nodes.
XFEREXNT R, BERBBISAEF K. SRIANABRERE X, BRREEM
HRAE,
[}
{8/ Duration 35S [AIE, LAFEBHARIIKIBMRE.
[}

M Refresh Rate X RIFTREENE /N, HERETRFRE.
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% 13 SERVICE MESH 2.X

= Services. Workloads % Istio Config & & info HAMFIRME, FHEIACiIEEE,

1.9.6.4. filik2 Bookinfo N FTER

BBLTSEMER Bookinfo M ARR.

AR

&% T Red Hat OpenShift Service on AWS 4.1 SiE S iRkA,

&% T Red Hat OpenShift Service Mesh 2.6.7,

Vfiln] OpenShift CLI (oc) .

1.9.6.4.1. JliB& Bookinfo 5l H

it 3
1.
E[5% Red Hat OpenShift Service on AWS web #l4,
2.
= Home — Projects.
3.
= info 3£H
]
L]
]
, SRI5= Delete Project,
4,

EWHIFIEEDREA info, AER Delete,

FE, EALER CLIZTXA 4R AR info WH.

I $ oc delete project info

143



Red Hat OpenShift Service on AWS 4 Service Mesh

1.9.6.4.2. M Service Mesh member roll Hjfiif& Bookinfo IiH

ik
1.
Z[5% Red Hat OpenShift Service on AWS web Hl&,
2.
m Operators — Installed Operators,
3.
= Project 325, MZIZ&Krhik istio-system,
4,
74 Red Hat OpenShift Service Mesh Operator £ Provided APIS T = Istio Service
Mesh Member Roll 5%,
5.
= ServiceMeshMemberRoll 3ZH
]
L]
]
FHi%FE Edit Service Mesh Member Roll,
6.
R EABM Service Mesh Member Roll YAML 3+ M members 5 lE& info,
[}
&, EaLU#A CLI 217X 4 5 M ServiceMeshMemberRoll HlllfR info %
H. &4, istio-system 2 Service Mesh control plane i H K% #F.
$ oc -n istio-system patch --type="json' smmr default -p '[{"op": "remove", "path":
"/spec/members”, "value":["""info"""]}]'
7.

21 Save B Service Mesh Member Roll,

1.9.7. GESE

B R, Eai5H sidecar A,

1.10. 2 SIDECAR ¥ A
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% 13 SERVICE MESH 2.X

MasEMRESHNBRZNFMBEIMIEE, T—4% 2ENBAREN Deployment HiRPFABE)
sidecar ;¥ AThiE, EHI BN BB HABL) sidecar A,

MEEBERE Bookinfo IS ARER, NKMENARRF, FHFEAREIEN—EBSEA sidecar,
MREGRBA T BMIRSS, 157 Red Hat OpenShift Service on AWS EIEN R,

BT HRASRERRE ( pod MM ARFERZANZITHET AESR) RALEER
FRE LR, R BRI LR E IR B R HITH K.

AXPBRBEHFEIRSNESER, ESH XA Service Mesh sidecar ¥ pod
i CrashLoopBackOff REVZLIEHIIR AR AR initContainer

1.10.1. R &M

HEDMIEPRIRSS, 0 Bookinfo RAIN AR,

EBERRH.

1.10.2. |5 B3 sidecar 3 A

ELREN ARFN, EWJ6EEF deployment X &R H i spec.template.metadata.labels FEIFRZE
sidecar.istio.io/inject BB true L FEA, LR sidecar F AR RN Red Hat OpenShift
Service on AWS HHfthThAE, #0 Red Hat OpenShift Service on AWS £ ARG S NMEZRERK
builder pod.

=S5

BHE RS P — oM & ZE, URBERBD) sidecar T ARIERE.

EHEIKEBE, HFH oc get f.
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I $ oc get deployment -n <namespace>

fian, BHEEE info A2 A 'ratings-v1' AR5 Deployment YAML 3244, &L
TS YAML X EEHR -

I oc get deployment -n info ratings-v1 -o yaml

SRR ITH N ARFM Deployment YAML X,

% spec.template.metadata.annotations.sidecar.istio/inject Z %I Deployment YAML
i1, F§¥ sidecar.istio.io/inject %i&H true, W TFHIFTR,

info deployment-ratings-v1.yaml R4S i Bl

apiVersion: apps/v1
kind: Deployment
metadata:
name: ratings-v1i
namespace: info
labels:
app: ratings
version: v1
spec:
template:
metadata:
labels:
sidecar.istio.io/inject: 'true’

al

EE ABE) sidecar ¥ ARH#EA annotations 82 #:F# A, N{EM labels
SHER,

{#%F Deployment YAML 32,
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R ame e S RARFRNTE.

I $ oc apply -n <namespace> -f deployment.yaml

EXBFIG, info 283 ratings-vl R AERFH deployment-ratings-vi.yaml BT HK %5
W, XREWENXH.

I $ oc apply -n info -f deployment-ratings-v1.yaml
HRNIUEFR EERNTh, HBiTUTeS -

I $ oc get deployment -n <namespace> <deploymentName> -o yaml
Biugn,

I $ oc get deployment -n info ratings-v1 -o yaml
1.10.3. K 1F sidecar ¥ A
Kiali #Z:HG1R4t T SR AR KB IENAREE. REMNIENEHEESR sidecar KE,

1.3. k4> sidecar badge

Graph IlAER—MT [@hn, BERT UL TERHH Missing Sidecar :

KRR

IRABI R AR

T A
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1.4. fk sidecar Eltr

‘[] Missing Sidecar

Applications TiH{E% A sidecar Hp 45 22 (A R {EMI N FHFE M Details 54 E7~x—4> Missing
Sidecar El#r.

Workloads TiE =+ 3% A sidecar B{E{AI N FFEFM Details 5Ish E"—4 Missing Sidecar EltT,

Services TIETE %A sidecar Bp £ 22 [H] sh £l N FAFEF M Details 5Ifh E~—4* Missing Sidecar
Eltr. UIRSZSAEZMRAR, EaILUER Service Details TIEI A& Missing Sidecar E#7,

Workload Details TiHA — MEFH%IISi— Logs i £, alibEEFNXENARFNREBASE, &
"I LUF Envoy HEM KIS ARRE TEf M sidecar FARNF—MARRESE.

Workload Details TiEAEHEH Envoy LB S #5F A Envoy {CERRIMEM TYEf1EM Envoy 7%
T, %+ ZRANERN Envoy ({FiR, Hbhas
Clusters. Listeners. Routes. Bootstrap. Config 1 Metrics BIFiETik,

AXEA Envoy ViR BERNHE, HSESEHRES.

BXHE Envoy BHENER, 1553 Kiali #2HladhmBEE

1.10.4. @i RS ERBIESE

Envoy sidecar {CZEHEZEH ServiceMeshControlPlane &,

& eI LB 7 injection-template.yaml 34 BYERE F RN pod AR FHEFXE sidecar {4
HAIMETE, IMEZEFEA sidecar,
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%5 13 SERVICE MESH 2.X
injection-template.yaml =%l

apiVersion: apps/v1

kind: Deployment
metadata:

name: resource
spec:

replicas: 7
selector:
matchLabels:

app: resource
template:

metadata:
annotations:

sidecar.maistra.io/proxyEnv: "{ \"maistra_test_env\": \"env_value\",
\"maistra_test_env_2\":\"env_value_2\" }"

g

==
[=]

HEORACHAE RN, 4R EE maistra.io/ PREHUER, XEIREH

FRFRERE Operator £EHIEE, MRMEIELIERSHBLRN M Operator 4

BT ESHAZR, HAEE S maistra.io/ FELMRZ M, & F— M
&rh, Operator fS& 35S BRIX LRSS BHI BTIR,

1.10.5. 7 sidecar {2
EEH sidecar CENEE, NMNARFERAWIESNARR pod,

MREBEEER T A5 sidecar T ATHAE, WA LLET ARINSESCERREHEBEPH pod iR,
BT T a5 REHERE pod :

$ oc patch deployment/<deployments -p {"spec':{"template":{"metadata":{"annotations™:
{"kubectl.kubernetes.io/restartedAt": ""date -Iseconds "'}}}}}'

MRENERE LG AR sidecar FATIEE, NAFHBETENERESK pod FI5EM sidecar FEH
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{&EFTEH sidecar, ARFES pod.

1.10.6. G5

IR EEACE Red Hat OpenShift Service Mesh ThEE,

fEtr. BEHLERR

1.11. #% SERVICE MESH

Fijjln] Red Hat OpenShift Service Mesh MR M AiITHEE, EAHBILRIARE 2.6.7,

1.11.1. TRIRE

ST RARA P ERTE URE. EUREAEHE 3 MES, B X.Y.Z, He:

X RKREREF. ELTRFBERTAEIENZL : RigHEHR, API Hell, BERAEHUKE
P EKXEHR,

Y RFRRAE. RETRASDE THE, RNERFAGHRSYE.

z KR—NMHTHRE (B9 z-stream hRAEK) . #ThRFRATFRHBRE LRRAHIKEE
(CVE) MfBERARE, URRAHHNEFHRES. FFMEEEFRFENTIREAN—EBD X,

1.11.1.1. hlR&XF Service Mesh 2 B2

IRIRERHTHERRSE, AFTEREMAFR,
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% 13 SERVICE MESH 2.X

# T &% - 1 Operator Lifecycle Manager(OLM)ZE I+ T 74 ; #£E 5 Operator & H
1T,

KIRAEH - REEALBIRFTH Red Hat OpenShift Service Mesh Operator ik%&, #F
&M ServiceMeshControlPlane BHEH# spec.version fH,

ERAEH - FIRAARZTEEHESH M Red Hat OpenShift Service Mesh Operator kit
&, HFshEX ServiceMeshControlPlane HiRH i spec.version f. E R ERAKIBEFHATHE
BEFEEFENEY, AMUTRERSEHTHANFIHIER,

1.11.1.2. T f# Service Mesh hixZ

BT RIZEERSG LEBEM Red Hat OpenShift Service Mesh k%A, EEE T RMNAISHEENHLR
*0

Operator & - &HFRAN 2.6.7, Operator i A S (IR HAIREMN Operator HiRA,
5 Red Hat OpenShift Service Mesh Operator 3z$¥ Service Mesh control plane 1% 4Nk
&, FLL Operator URAFR 2R EEEN ServiceMeshControlPlane HFRHIARAS,

B

FREI=HFH Operator fRABAsIN AT B, BFRBIF Service
Mesh control plane A& EIRHHIRhRA,

ServiceMeshControlPlane hix# - ServiceMeshControlPlane A< R E#E M Red Hat
OpenShift Service Mesh kx4, ServiceMeshControlPlane ¥ iR## spec.version FEHI{E
PRI FLEMEE Red Hat OpenShift Service Mesh B2 A E % &, BIE Service
Mesh control plane i, #EaILMERALITHRTHA R Z —i%BRA :

F1E Form View HEZE, i5M Control Plane Version 3 ¥ kbR A<,

1 YAML View HE2E, 57 YAML 32 #Ethi%i& spec.version BIfE,

Operator Lifecycle Manager(OLM)A~ & Service Mesh control plane 7%, HAIt, Operator I
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ServiceMeshControlPlane (SMCP)H kA S algERLHS, FRIEEFEhHI SMCP,

1.11.2. ALEEE

maistra.io/ tRESGERAN AT R BN EE LR, BlhekREIERE Red Hat OpenShift
Service Mesh Operator 43 1% H Red Hat OpenShift Service Mesh Operator B,

g

H
[=]

EFAFTER, Operator FHiTHEN (SIEMBRXEFH) BABELUTHRESE
f#35R~ Operator B FFRMFTIR,

ERRRER P ORNEE LR, HPEBSLUTIRESOER -

maistra.io/ #l app.kubernetes.io/managed-by 7% % &~ maistra-istio-operator (Red
Hat OpenShift Service Mesh)

kiali.io/ (Kiali)

jaegertracing.io/ (Red Hat OpenShift distributed Tracing Platform (Jaeger)

logging.openshift.io/ (Red Hat Elasticsearch)

ERLE, BRERFAREHEROEBEFER, UERAFEEM Operator, MIERIEH
Operator EEH B E L HTIR AR RS ZE MR

BFALBIRZE 2.0 i, Operator RiERS SMCP H8[RIAI6 £ 22 ] fp 8 FX AR H BT IR
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LFLE] 2.1 lRARS, Operator 2MFRFRE b4 22 [A] dh{h X LR A BTIR

1.11.2.1. ATEERFIMAL KIS A n &

E R RIREN AR B B e 1E -

L 72 Operator i, AIRESKRE Jaeger = Kiali B E X A&, EFH2 Operator i, i
= Service Mesh production ZE Jaeger 5 Kiali X REMEM B E X ABXE, LUEET
UEFHEeil.

Red Hat OpenShift Service Mesh A% ¥ EnvoyFilter idi&, BRIEBAMAICE. X=EHA
FNEIEJZ Envoy APl B&'R %, XEKRELEEIMEHRAY, MREMHA Envoy Filters, 3+
HERE AL ServiceMeshControlPlane 5153 7 8 Envoy hik4&53 Istio £ MECE 28X, N
AIEE A IR IR AE B 45238 EnvoyFilter,

OSSM-1505 ServiceMeshExtension J2iZfF Red Hat OpenShift Service on AWS k4
4.11, B ServiceMeshExtension £ Red Hat OpenShift Service Mesh 2.2 2.3, FrLL
XA BHNSR2E%ES, BEWIEY BEBE WasmPluging

OSSM-1396 MIR— I MXBRE S spec.externallPs %i&, MARTE
ServiceMeshControlPlane EFINEFH AR, NHiZMXHMERE KT AEH IR

OSSM-1052 £ RS54 control plane #1°/ ingressgateway Aci& Service ExternallP
B, AEOIBIZRS. SMCP i schema R ZIRSHSEL

iR AR : 22 SMCP spec RHIMRIX IR, FHEEMXERE (G Service. Role
#1 RoleBinding) .

1.11.3. #% Operator

FitLfEM Service Mesh FHRAINEZLES. BFHREENTEEHIETHT, EFERE
Operator NhRA, EalLuAFH2 Operator /5 sh#h T E#,
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B

Operator BIARA T4 REIRSMIEHIRA., #BZEH Service Mesh control plane i
A R5E T &8 Service Mesh hiZ,

A5 Red Hat OpenShift Service Mesh Operator 3z$¥ Service Mesh control plane 9% MR A,
FATLAE 3 Red Hat OpenShift Service Mesh Operator 7= &E#E8ER ServiceMeshControlPlane HJ
spec.version {H, 7iFEER, spec.version [HE— 1 WEF, 2.2, #FTHEFHF (W 2.2.1) FRRAE
SMCP hix#{E .,

Operator Lifecycle Manager (OLM) BE#5 1258+ Operator &%, FAHMET A GBI AR
(RBAC), OLM EXiA7E Red Hat OpenShift Service on AWS #5217, OLM &7 ifja] FHfY Operator KA
BB %% Operator 9%,

F+2% Operator E & A RIURFHEELRE Operator B iEFMILE, RESA Operator i, #HEaATLL
EFE—ANEFIGEN — N RUER, XHMXBRASRET Operator B HEIFIA R,

+ 1.4. Esua Mt A RIENZE

RRA{E5E "Stable" = "Preview" 5@

B3 U VZMARBLR R A B B B 3T NARBEMA, RRAFIENT RA
Operator, FARBEINEFHET—  BEIEH Operator,
DNEZEMA (BD, M 2.0 #ALEE
3.0) . FEEXNALET—H
FEMRAFTFER Operator 173,

Manual (F3h) BEMAREMITHRAZTEF  AAIRA. REREAMHNTRAE
PEH, FUOBRXNARET—D EFHEH
FEMRAFTFER Operator 17 [,

B Red Hat OpenShift Service Mesh Operator I}, Operator Lifecycle Manager(OLM)&IBRIH
Y Operator pod F/351# M pod. #H Operator pod B5hE, HATEREKEE
ServiceMeshControlPlane (SMCP), #I5#z1t =l FF{E{d Service Mesh control plane H#H4MEHAE
R, TAXE Service Mesh control plane pod & AR ERIGNA S,

LIEFAJ Kiali #1 Red Hat OpenShift distributed Tracing Platform (Jaeger) Operator if, OLM f;
FidBASTMER, FRZTELHHAHEIF Operator BIiRA, Fli, MEERF Red Hat OpenShift
distributed Tracing Platform (Jaeger) Operator M 1.30.2 B3 ZE 1.34.1, Operator RI#HZTOHR
Tracing Platform (Jaeger)ScIFF S H A% 2 1.34.1,
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Z{*E Red Hat OpenShift Service Mesh ¥4 T4, HREBEZHBEH, HEBEEX
Operator BRFERRAS,

1.11.4. A% control plane

S FRIRAMERZE, EBFFIEHF control plane, KX Istio BIHBIUHTE£2Z#Z (Canary) F
%, {8 Red Hat OpenShift Service Mesh RX¥flRfiiF+%. Red Hat OpenShift Service Mesh Zk#&
BIRFARBIT—ARERA, B, EHZM 2.0 AEF 2.1 kA&, REEAHED 2.2 kA&, ELEEkEk
M Red Hat OpenShift Service Mesh 2.0 B = 2.2,

FHARS5M1& control plane B, Fif Operator FER (MMX) thamAR,

BAREALUER—EHPEEZ A control plane k4, {B Red Hat OpenShift Service Mesh R~
RSMBHELEA R, thEEi, EaLMfERABEARRER spec.version {HARRE SCMP ¥R, BEN1EX
EEER M.

BXIBT BRNEZER, iHEPIM ServiceMeshExtension 3% % WasmPlugin ¥,

1.11.4.1. FFhrA 2.5 A% F] 2.6 hxA&

1.11.4.1.1. Red Hat OpenShift distributed Tracing Platform (Jaeger)Ei\iiE B X

% fThRA2KiA 7 ServiceMeshControlPlane BHRIHS:HIZEA Red Hat OpenShift Distributed
Tracing Platform (Jaeger).

¥ ServiceMeshControlPlane BTiREIIELHIEHE Red Hat OpenShift Service Mesh hik# 2.6
i, 2% = Tracing Platform (Jaeger)&# 2 A/E .

Red Hat OpenShift Service Mesh 2.6 E&a— 1N A1ThR#A&, 2IEX Red Hat OpenShift
distributed Tracing Platform (Jaeger)#1 OpenShift Elasticsearch Operator B9z $%, H%HABEES
(Jaeger)#1 OpenShift Elasticsearch Operator fFELLUSHMAHHER. HiifEAoHRIRETES
(Jaeger)#1 OpenShift Elasticsearch Operator, % 715¥#% %I Red Hat OpenShift distributed
Tracing Platform #1 Red Hat build of OpenTelemetry.

1.11.4.1.2. Envoy sidecar RN ZBEN
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J3855 pod JABHEHE], Istio BRTEBRKIATE sidecar B2+ &% startupProbe, 1E Envoy sidecar &
i, pod MELZEEIRNA RS .

1.11.4.2. FEAMIRAE 2.4 AL E 2.5

1.11.4.2.1. Istio OpenShift A (IOR) BKiIAZEEHN

Istio OpenShift B (IOR) MEIAIXEE B, HERAFALKIE.

& e[ LL@T £ ServiceMeshControlPlane ¥5iRH spec.gateways.openshiftRoute A& AT
enabled FEXE N true kfEH IOR,

apiVersion: maistra.io/v2
kind: ServiceMeshControlPlane
spec:
gateways:
openshiftRoute:
enabled: true

1.11.4.2.2. Istio KB H L AL EI8H

T HEFERE RN —BE, Istio BIERIEAERANRERSMN CPU BREIEZE concurrency 28,
mn, BR&I 2500m 4% concurrency SHUXE N 3, WIRYF concurrency SEXEN—4ME, Istio F{E
AZEREREREZTHEZERE, MAZMHA CPU R,

HLUERhRAED, SEENXER 2,

1.11.4.3. FHEBM 2.3 AZR 2.4 i

¥+ Service Mesh control plane M 2.3 -5 2.4 #ETUTITHER :

%I Istio OpenShift B8H (IOR) WX F2F M. IOR EEMLATHEARS, BEFELENEA
fThR AR,

DTFBEBEEATBHESR, FHFMNEFmMRSSEM TLS i AsEE SRR,
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ECDHE-ECDSA-AES128-SHA

ECDHE-RSA-AES128-SHA

AES128-GCM-SHA256

AES128-SHA

ECDHE-ECDSA-AES256-SHA

ECDHE-RSA-AES256-SHA

AES256-GCM-SHA384

AES256-SHA

HRHEEE) TLS HiE, [EVNEAXERHEMHNIRS N ARFRTEERE,

1.11.4.4. FEHM 2.2 753 2.3

¥ Service Mesh control plane M 2.2 2%l 2.3 SELU T AEN :

A ITHRARZEMSEH WasmPlugin API, 3i7E, £ 2.2 hFFHH ServiceMeshExtension
API N #HBR. MREFEEA ServiceMeshExtension API B 2572, TIFHHKE K,

1.11.4.5. MRRA 2.1 AR 2.2 97254k

¥ Service Mesh control plane M 2.1 #2%%l 2.2 Bli# T UL FITHEHX :
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istio-node DaemonSet #;&E#p & 7y istio-cni-node, LAPCER_Eiff Istio FEYEFR,

Istio 1.10 T Envoy, A eth0 MAR lo FHAEA XN HEFAS.

WA FTRAZI T X WasmPlugin APl 935, 33 ServiceMeshExtension API,

1.11.4.6. FhR7 2.0 7 F 2.1 ik

#F Service Mesh control plane M 2.0 A% El 2.1 5133 7 LA FREITHER.

FIZRE Y

£ Red Hat OpenShift Service Mesh 2.1 FE252/HER Mixer, MIR/FHAT Mixer, NIZEZEM Red
Hat OpenShift Service Mesh 2.0.x IR ZA&FHZHEI 2.1,

NRIELEM v2.0 AR v2.1 HERILLTER, HEEEH .spec.version FEXRITIIIA Mixer KRH
4 Istiod KR :

An error occurred

admission webhook smcp.validation.maistra.io denied the request: [support for policy.type
"Mixer" and policy.Mixer options have been removed in v2.1, please use another alternative,
support for telemetry.type "Mixer" and telemetry.Mixer options have been removed in v2.1,
please use another alternative]”

fign -

apiVersion: maistra.io/v2
kind: ServiceMeshControlPlane
spec:
policy:
type: Istiod
telemetry:
type: Istiod
version: v2.6

fTHEH
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AuthorizationPolicy 5% :

{5/ PROXY Pihs, NS4 ipBlocks #l notlpBlocks f5Exfe IP ik, &
#BciE LLE A remotelpBlocks A2 RemotelpBlocks,

N T %HEkE JSON Web Token(JWT)ASBAIZ 3,

EnvoyFilter S F 8 5>

W7i{E A typed_config

XDS v2 FE#HEF

F RS IESR B

WIBRRARAER AT e ST MERTRIACEREEIN 1xx =X 204 RERBER Ik 503 KRERE.

1.11.4.7. A% Service Mesh control plane

E 7% Red Hat OpenShift Service Mesh, #&E#7i5E# Red Hat OpenShift Service Mesh
ServiceMeshControlPlane v2 ¥{RMRAFE, ARG, EEENNARE, EFNARRF pod LEHE
4 sidecar K K HEE.

AR
[}
&2 AWS 4.9 skEShkA_Ei=1T Red Hat OpenShift Service,
[}
EB &1 Red Hat OpenShift Service Mesh Operator.
i =
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P RIE & ServiceMeshControlPlane FREMYH, £4fFl4, istio-system =2 Service
Mesh control plane T H K& FF,

I $ oc project istio-system

: 2 v2 ServiceMeshControlPlane ¥EECE LR IFHEE G,
a.
BT T4, FHEM ServiceMeshControlPlane ¥HEM N v2 ¥R,
I $ oc get smcp -0 yaml
7
#12 Service Mesh control plane &,
3.

B # .spec.version B FH N ARE.

fian -

apiVersion: maistra.io/v2
kind: ServiceMeshControlPlane
metadata:
name: basic
spec:
version: v2.6

F4, EaILUER Web 2§15 %45 Service Mesh control plane, ARG ST. £

Red Hat OpenShift Service on AWS Web ##l&, 2 Project FH k&N i AT H &
.

= Operators — Installed Operators,

% ServiceMeshControlPlane 326,
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E YAML view FEH YAML STHBIXA, N EHIRARR,

= Save,

1.11.4.8. ¥ Red Hat OpenShift Service Mesh MhiZ 1.1 TR RIRA 2.0

MERZE 1.1 AR 2.0 REF IS BER TR SN AER IR ELZTHRAR Red Hat OpenShift
Service Mesh B9 HIh,

AR

[
1£7+2:3 Red Hat OpenShift Service Mesh 2.0 Zfil, #E 47172 F Red Hat OpenShift
Service on AWS 4.7,

=18 Red Hat OpenShift Service Mesh hitZ 2.0 operator, MEREFET B A%
&R, Operator FHEITHEFHER. B2, EXIPIT LS B RMEA Red Hat OpenShift
Service Mesh k% 2.0 FHIThEE,

1.11.4.8.1. #% Red Hat OpenShift Service Mesh

ZHY Red Hat OpenShift Service Mesh, W JIfEH 522 [A shfllE2—4 Red Hat OpenShift
Service Mesh ServiceMeshControlPlane v2 ¥5R3EHI, ARG, BEESsRE, SHIRSMNARENIE
1B M I PR B ARSS P&,

K& v1 ServiceMeshControlPlane HiRECE, LUAREEN.

BITUTR4S, 9181 ServiceMeshControlPlane % g0 v2 ¥R,
I $ oc get smcp -0 yaml

HEHIHPH spec.techPreview.errored.message £, LT @A X EATHPE
HER.
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MREM v1 HRPEFETHFER, WZHRAREDHE, BEEFI v2 HiR%H,
v2 FERIFAEHBIBERG v REBE. EBEEXTHFTER, AIUER. HTHHEEHR
B v1 iRAE, ELANUAEREENER THRKR, £XREERE, BALHMHHE, EaLg
HHEE IR v2 hRE,

BT REE IR, A oc get RERWIR, EAMGHEAH, FiFH
RE POV,

$ oc get smcp.vi.maistra.io <smcp_name> > smcp-resource.yaml
#Edit the smcp-resource.yaml file.
$ oc replace -f smcp-resource.yaml

EFEAMTEERIER, F#MA oc patch,

$ oc patch smcp.v1.maistra.io <smcp_names --type json --patch '[{"op™:
"replace”,"path":"/spec/path/to/bad/setting"”,"value":"corrected-value"}]'

Za ARSI IRREEIR, HEMA oc edit
I $ oc edit smcp.vi.maistra.io <smcp_name>

#12 Service Mesh control plane Eci&. PIHiEIEE ServiceMeshControlPlane HiiRH
B, fEAPIT, istio-system & Service Mesh control plane i B 894 %5,

I $ oc project istio-system

BMALTRaRRRYpIMNEE. B <smcp_names fEEH ServiceMeshControlPlane
FiETBIEDIEE, 0 basic-install = full-install,

$ oc get servicemeshcontrolplanes.vi.maistra.io <smcp_names -o yaml >
<smcp_names>.vi.yaml

#F ServiceMeshControlPlane ¥ty v2 control plane k4, HB8SENEERSE/FHE
&

N0

I $ oc get smcp <smcp_names -0 yaml > <smcp_hames.v2.yaml
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BlE—/\WiH, # Red Hat OpenShift Service on AWS #EHIETHEIZHdh, = New
Project, F AT BEAZFM istio-system-upgrade. =&, EILLET CLIBTX 45,

I $ oc new-project istio-system-upgrade

6.
{FERHTIEAFEHF v2 ServiceMeshControlPlane i) metadata.namespace £, £
Afih, {$H istio-system-upgrade,
7.
#F version REEM 1.1 BFHE 2.0, HIFHM v2 ServiceMeshControlPlane B,
8.

222 mhf|#—4 ServiceMeshControlPlane, E#$1TH, ZTUTRS, A
1&1:3&M ServiceMeshControlPlane B v2 iRZAEBE control plane, TEiXANREIHE
'<smcp_name.v2> ' EHi RS HER R,

I $ oc create -n istio-system-upgrade -f <smcp_name>.v2.yaml

H4, EEOILUEREEHIAS B Service Mesh control plane, #E Red Hat OpenShift
Service on AWS web Z#I&, = Project. ZAEIEFENINIH AT B &#h.

= Operators — Installed Operators,
= Create ServiceMeshControlPlane,

P YAML view, IBIKEXE YAML XHHIAR S HIRLX 4T, &7 apiVersion PEX
RESIXEN maistra.io/v2, FHEH metadata.namespace FEXLUERAFHHRZEE, M
istio-system-upgrade.

= Create,

1.11.4.8.2. Bdi& 2.0 ServiceMeshControlPlane

77 Red Hat OpenShift Service Mesh hixZ 2.0 el T ServiceMeshControlPlane ¥, filE
ServiceMeshControlPlane %R v2 liAJG, E3UZFHEUFIAHEHESESENBRE, TN
ServiceMeshControlPlane %Rk}, Z[EX Red Hat OpenShift Service Mesh 2.0 #SEH{T W HETLL
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TEH, EATLISH Red Hat OpenShift Service Mesh 2.0 7= & XA SRR EUE 8 FThEERI S B,
v2 %iR¥% AT Red Hat OpenShift Service Mesh 2.0 %23,

1.11.4.8.2.1. f§ZREH K

Z BRIk A FR9 SRS i op 24K Istiod K, 7£ 2.0 Hh, Service Mesh control plane ZH#
Mixer. Pilot. Citadel. Galley #1 sidecar E ARFEEEEHI—1AHE Istiod,

H 3R Mixer EBYEH control plane A3 F, 1B Mixer SREEHIZ MR A I/E D LUETT Istiodi g
WASM ¥ B, MBEEEEMIAHN Mixer 3E4E, NIT 0 RIEHZN S AREEERE.

HZ2 K IMARSS Service (SDS) AT iE#E:M Istiod [ sidecar 9% IEH M. £ Red Hat
OpensShift Service Mesh 1.1 /1, secret B Citadel 45k, REFHATEEFHE M imiE-HENBEH.

1.11.4.8.2.2. FfEHAX

V2.0 FBEXRFLUTER, MREARP—ATR, NAAERTEIE, AERHEBE v2.0
Service Mesh control plane,

sidecar.maistra.io/proxyCPULimit 2% sidecar.istio.io/proxyCPULimit &{{, MRE
ETEfE LA sidecar.maistra.io i, MHAEBHXETEMNE, HHERHENB

sidecar.istio.io,

sidecar.maistra.io/proxyMemoryLimit 2&#t’5 sidecar.istio.io/proxyMemoryLimit

B sidecar.istio.io/discoveryAddress. 54, Bi\LBiHuEBZM pilot.
<control_plane_namespace>.svc:15010 (M1R/EH mtls, fEA%EO 15011) 2574 istiod-
<smcp_nhames.<control_plane_namespace>.svc:15012,

EERSmOFEILEERE, CHEEMGH 15021, * MREEE X HEXKS®HO, 0
status.sidecar.istio.io/port, NMIAFER TIEHZEFBZE v2.0 Service Mesh control plane Hiffff
MRER. AAEEREMARRLLET FHASmO%EN 0 k5.

Kubernetes Secret KiBEAB T sidecar X E ik, uFHIMLERT Istiod B
SDS [R5 % fh. MREFZEMKITHEEM secret, N v2.0 Service Mesh control plane T {E
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B TEEREN].

1.11.4.8.2.3. T HEX

Red Hat OpenShift Service Mesh 2.0 FH—ThaE 5 2 Gl AR H,

X EREZEE RO S M 15020 #3 15021,

BFrEH T W E1E VirtualService LI &% ServiceEntry ¥, ©81EmA&E:T Sidecar
BrRSC e BR .

NS ABS) mutual TLS, REBEREBESBIEENFER mTLS, MAERESELRE
SN N

LB 5 Service Mesh control plane ;@ifllif, it spec.security.controlPlane.mtls
TENE, FBRLERARLERE, spec.security.controlPlane.mtls B {NEACE Mixer xEill=g
RBRE R,

1.11.4.8.2.4. FZFFHIRHITRIEE
Policy (3k8%) (authentication.istio.io/vialphal) FE#3%#,
RBE TR AT R v2.0 Service Mesh control planes. PeerAuthentication 1

RequestAuthentication B FTRER, RIBEBFTREIHNEKREE, B ERERES N HIRERABR

ME TLS

{81/ security.istio.io/vibetal PeerAuthentication ¥FBReI LUSEHIAE TLS sadHl, X500
spec.peers.mtls.mode P2 B M B FTRA spec.mtls.mode FE., EFEFREBME
spec.targets[x].name thig RS B IS spec.selector.matchLabels FRZEEFESR, £
PeerAuthentication #, FRZE15 BRI iEEMIRSSAFRICE, EMFETmOMNKERRE
Mgt F spec.portLevelMtls,

SH%8IE

£ spec.origins Fi5EMIMI NG IE A A SIS R security.istio.io/vibetal
RequestAuthentication ¥l #, spec.selector.matchLabels %15 PeerAuthentication LEEHEZE
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EXECEHRRLL, spec.origins.jwt TIHRFFET JWT E4MEE XM T spec.rules TR LIFER,

spec.origins[x].jwt.triggerRules 7N EI— 3L 4 security.istio.io/vibetal

AuthorizationPolicy %8, f£{a spec.selector.labels #B47ACE N RequestAuthentication
LEEEFB,

spec.origins[x].jwt.triggerRules.excludedPaths #ZiBS4EI—4> AuthorizationPolicy
th, H spec.action X&) ALLOW, #HHSHBREEZF AR spec.rules[x].to.operation.path
%B.

spec.origins[x].jwt.triggerRules.includedPaths w7 B & — NI Y
AuthorizationPolicy, © spec.action iXi& 4 ALLOW, 58S EICERN
spec.rules[x].to.operation.path &H, LLKk5 Policy FiRHiEER spec.origins[x].jwt.issuer
%I RIM spec.rules.[x].from.source.requestPrincipals 5 H.

ServiceMeshPolicy (maistra.io/v1)

ServiceMeshPolicy #&5d spec.istio.global.mtls.enabled (v1 ¥%i&) =X
spec.security.dataPlane.mtls (v2 ¥¥i&) Bz Service Mesh control plane E¢i&. *fF v2 control
plane, fEZREIRPOIET —1IhaEERM PeerAuthentication ¥R, ItIhAETE Red Hat OpenShift
Service Mesh 4 2.0 FEFH

RbacConfig, ServiceRole, ServiceRoleBinding (rbac.istio.io/vialphal)

XL BERE security.istio.io/vibetal AuthorizationPolicy FiRE X,

13 RbacConfig T HEE 4B EIAM AuthorizationPolicy, Hi%EEURT RbacConfig HigEM
spec.mode,

4 ¥§ spec.mode K& OFF I, AFEMEMBTIR, B NEIAKIEZ ALLOW, BRIEXE
skRf AuthorizationPolicy,

% spec.mode %5 ON I, %& spec: {}. BN M HIRTA RS OIE
AuthorizationPolicy &I,

spec.mode i%& 5 ON_WITH_INCLUSION, #JihE1MasiaiEmdtg—N g
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spec: {} 8 AuthorizationPolicy. AuthorizationPolicy AxiF @& ¥ MRS, HE, H6IE
E4a15E B FZ IR S5 B0 T YE 51489 AuthorizationPolicy J5, REATARIFAIATA HibiE REBIIHE
2@0

% spec.mode % &~ ON_WITH_EXCLUSION i}, AuthorizationPolicy A% #©, alfl
E—14£J3 DENY kg, BAI 88N MEHHENTHEIEDE—1 AuthorizationPolicy,
R y% A ol A Fop 4 22 A =% T # allow-all 5RHBE,

AuthorizationPolicy BEACE & AMEFSRNEE, BELTF ServiceRoleBinding 1R #tHEEX
ServiceRoleBinding, X5iR#tEZ ServiceRole {2,

ServiceMeshRbacConfig (maistra.io/v1)

XA FGEAB{E A Service Mesh control plane s 22 i fhi7 %2 spec.selector i
security.istio.io/vibetal AuthorizationPolicy FriRE#t, 1ZEIEN AT MEHmAE TIELENEIAR
BERRG, MBEAEIHIFE, ESH L@ RbacConfig.

1.11.4.8.2.5. Mixer &

fEhRA 2.0 hERIAZEF Mixer HF, MREBNTIEGEKIE Mixer i&4, HIFF 2.0
ServiceMeshControlPlane IR&BECiE N B S Mixer ZHE,

EE A Mixer SEB8ZHH, £ ServiceMeshControlPlane HZMMLLT KB,

spec:
policy:
type: Mixer

S A Mixer Eill|ZH4, £ ServiceMeshControlPlane HZiILL T K B,

spec:
telemetry:
type: Mixer

B RS EFEARaT LB E WASM, FH{EAMR
ServiceMeshExtension (maistra.io/vialphal) B X HKBRFITENR.
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Red Hat OpenShift Service Mesh 2.0 Fi2ft Lils Istio Z{TAHRKIAE WASM i i85,

1.11.4.8.2.6. WA TLS MZ51L

LR BERE I3 PeerAuthentication $RBE&HI mTLS I, MR T ERIKR S pR L0 /2
BEBAR, WEE—NA MM DestinationRule SERFHE,

auto mTLS BiAS A, {BaLLET ¥ ServiceMeshControlPlane ¥R
spec.security.dataPlane.automtls X&) false k%M. XA B3I mTLS I, ®#HER
DestinationRules #F{TARSSFIMIEE @S, M, F— R ZEEM PeerAuthentication &N
STRICT alaEBHE H fthan 4 22 B pBIRR S5 VAR E1], BRIE DestinationRule Jfp £ 22 [H AR SSACE
TLS &=,

X mTLS Mi¥tE, 55 /3 M mutual Transport Layer Security (mTLS)

1.11.4.8.2.6.1. Hfth mTLS =Hl

1 info RHIN ARFED2Z A mTLS For productpage ARSS5, #E8 Policy ¥iIREZ Red Hat
OpensShift Service Mesh v1.1 #{TLL FECE,

SR BRI

apiVersion: authentication.istio.io/vialpha1
kind: Policy
metadata:
name: productpage-mTLS-disable
namespace: <hamespace>
spec:
targets:
- name: productpage

£ info RHIN ARFEHZE mTLS For productpage BRS5, AL T4 Red Hat
OpenShift Service Mesh v2.0 A& PeerAuthentication i,

PeerAuthentication ¥ iEfl
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apiVersion: security.istio.io/vibeta1
kind: PeerAuthentication
metadata:
name: productpage-mTLS-disable
namespace: <namespace>
spec:
mtls:
mode: DISABLE
selector:
matchLabels:

# this should match the selector for the "productpage" service

app: productpage

% 13 SERVICE MESH 2.X

17 1 info ;~BIR FTER-+4 productpage AR55/EF mTLS, &M Policy ¥ iR#AciE N Red Hat

OpenShift Service Mesh v1.1 #1TF,

SR BRI

apiVersion: authentication.istio.io/vialpha1
kind: Policy
metadata:
name: productpage-mTLS-with-dWT
namespace: <hamespace>

spec:
targets:
- name: productpage
ports:
- humber: 9000
peers:
- mtls:
origins:
- jwit:
issuer: "https://securetoken.google.com”
audiences:
- "productpage”
jwksUri: "https://www.googleapis.com/oauth2/v1i/certs"
jwtHeaders:

- "x-goog-iap-jwt-assertion”
triggerRules:
- excludedPaths:
- exact: /health_check
principalBinding: USE_ORIGIN

169



Red Hat OpenShift Service on AWS 4 Service Mesh

£t info RHINAEF TN productpage IRF5/E5 A mTLS, #ERALITHIN Red Hat OpenShift
Service Mesh v2.0 #i¢i& PeerAuthentication ¥R,

PeerAuthentication ¥ iExfl

#require mtls for productpage:9000
apiVersion: security.istio.io/vibeta1l
kind: PeerAuthentication
metadata:
name: productpage-mTLS-with-dWT
namespace: <hamespace>
spec:
selector:
matchLabels:
# this should match the selector for the "productpage"” service
app: productpage
portLevelMtls:
9000:
mode: STRICT
#JWT authentication for productpage
apiVersion: security.istio.io/vibeta1l
kind: RequestAuthentication
metadata:
name: productpage-mTLS-with-dWT
namespace: <hamespace>
spec:
selector:
matchLabels:
# this should match the selector for the "productpage” service
app: productpage
jwtRules:
- issuer: "https://securetoken.google.com”
audiences:
- "productpage”
jwksUri: "https://www.googleapis.com/oauth2/v1/certs"
fromHeaders:
- hame: "x-goog-iap-jwt-assertion”
#Require JWT token to access product page service from
#any client to all paths except /health_check
apiVersion: security.istio.io/vibeta1
kind: AuthorizationPolicy
metadata:
name: productpage-mTLS-with-dWT
namespace: <hamespace>
spec:
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action: ALLOW
selector:
matchLabels:
# this should match the selector for the "productpage"” service
app: productpage
rules:
- to: # require JWT token to access all other paths
- operation:
notPaths:
- /health_check
from:
- source:
# if using principalBinding: USE_PEER in the Policy,
# then use principals, e.g.
# principals:
#=-
requestPrincipals:
- to: # no JWT token required to access health_check
- operation:
paths:
- /health_check

1.11.4.83. BdBAE

AR SR E S REEU TR,

1.11.4.8.3.1. data plane H I TLS

385 ServiceMeshControlPlane ¥HEHM spec.security.dataPlane.mtls 7y data plane B{SACE
ME TLS, il false,

1.11.4.8.3.2. HEXZZEH

Istiod EFARSS R IBEAMZE FimIE BT, BAERT, Istiod FHBERIEFENER, BE
AIURERE SGEBHIfAH, AXIMMIREZRBRTINESER, HSHEEMAS UL AL 2 SHIIE
St

1.11.4.8.3.3. Tracing

Tracing £ spec.tracing FEdi&E, Bfil, Jaeger EME—ZFFH tracer K&, sampling 2 — M4
BH, &K 0.01% 18K, i : 175 0.01%, 10000 JJ 100%, =ILAEEERREHEFRNMIFER -
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spec:
tracing:
sampling: 100 # 1%
type: Jaeger

Jaeger 7£ ServiceMeshControlPlane 358 addons E4 #1TECE.

spec:
addons:
jaeger:
name: jaeger
install:
storage:
type: Memory # or Elasticsearch for production mode
memory:

maxTraces: 100000
elasticsearch: # the following values only apply if storage:type:=Elasticsearch
storage: # specific storageclass configuration for the Jaeger Elasticsearch (optional)
size: "100G"
storageClassName: "storageclass”
nodeCount: 3
redundancyPolicy: SingleRedundancy
runtime:
components:
tracing.jaeger: {} # general Jaeger specific runtime configuration (optional)
tracing.jaeger.elasticsearch: #runtime configuration for Jaeger Elasticsearch deployment
(optional)
container:
resources:
requests:
memory: "1Gi"
cpu: "500m"
limits:
memory: "1Gi"

BT LIS install ZBEEE X Jaeger T2, RRACE, MFKRRBERE
spec.runtime.components.jaeger HXFEHEEMN., MNRFES spec.addons.jaeger.name {EILES
iy Jaeger ¥R, Service Mesh control plane FECE N EAIAE LR, FRAIIAN Jaeger FiRE5ES
HE X Jaeger BE.,

1.11.4.8.3.4. fiii it

Kiali #1 Grafana £ ServiceMeshControlPlane % &M addons 4 TEdiE.

spec:
addons:
grafana:
enabled: true
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install: {} # customize install
kiali:

enabled: true

name: kiali

install: {} # customize install

Grafana 1 Kiali ZEALLET NS install ZEEEAE X, BEREE X (NEREH) £
spec.runtime.components.kiali ll spec.runtime.components.grafana FidE, MREFESZFRMET
BCBYBIA Kiali ¥R, Service Mesh control plane &2& T control plane B Kiali ¥1i&, Kiali ¥5iR
R — PR E RS, W access_namespaces 513k, LK Grafana. Prometheus #:BERMm .
FEAIARERRTEBE X Kiali 23,

1.11.4.8.3.5. KiREAMAE

BIRTE spec.runtime.<component> FEE., IIFLITHE AT

At Uiy SRR A
ZE Citadel &2% v1.0/11
galley Galley B2x v1.0/1.1
pilot Pilot/Istiod & 25 v1.0/1.1/2.0
mixer istio-telemetry #[ istio-policy &8s  v1.0/1.1
mixer.policy istio-policy B28 v2.0
mixer.telemetry istio-telemetry 28 v2.0
global.oauthproxy 5 R RIME In4H ¢4 B BL 5 R Y v1.0/1.1/2.0

oauth-proxy =28

sidecarlnjectorWebhook Sidecar injector Webhook & 2% v1.0/1.1
trace.jaeger B Jaeger B 2% - ATRER RN v1.0/11/2.0

B IXE. @I 7E Service Mesh
control plane BEZE s EIA
Jaeger R, XRZTLBEE L
Jaeger &,

trace.jaeger.agent HET Jaeger KEMIZE v1.0/1.1/2.0

tracing.jaeger.allinOne ETF Jaeger alllnOne K% B v1.0/1.1/2.0
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Her ek SRR A

tracing.jaeger.collector 3 Jaeger SR EBRHIIXE v1.0/1.1/2.0

tracing.jaeger.elasticsearch HETF Jaeger elasticsearch E8& v1.0/1.1/2.0
BYIXE

trace.jaeger.query HET Jaeger BIMIILE v1.0/1.1/2.0

prometheus prometheus B 2% v1.0/1.1/2.0

kiali Kiali &28 - B1J7E Service Mesh v1.0/1.1/2.0

control plane BEEHEEIA Kiali
FURE X Kiall REMNTEBE

Yo
grafana Grafana &2 v1.0/1.1/2.0
3scale 3scale iz v1.0/1.1/2.0
wasmExtensions.cacher WASM "B F A& v2.0 - BT b

—EHAAZRHHRREMAE. MBELSER, FSHEMtENTT Bt

1.11.4.84. IBNARFN TR BNEES R

RN ARF TN EB RS, MHERBSEHILSERERNTRK,

1.11.5. AFBIET@E (data plane)

F% control plane f5, EHNBIEFEMDATLILEE T, B2, 7Y Envoy {CEEN AR
MR ENERER, BUHESNBARS pod T E.

1.11.5.1. BN ARFN TR

BT, EEMEPNRENARRE pod, UFAH Envoy sidecar (VR R HEE,

BEXNEBEBNITIREIEH, FHEAUTHS :
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I $ oc rollout restart <deployment>

BN AT H B RAR BN R F TR E #r.

1.12. EBEAPNERESE

1.12.1. fll& Red Hat OpenShift Service Mesh B¢ 51

ServiceMeshMember %87 Red Hat OpenShift Service Mesh & 512t 7 —#F 55 B Z TR
S RRREORIBR, BRfEXT R R A RS ME T E =k member roll MIE R RIAR, RATEEE AL
BFEHTIE IR ServiceMeshMember ¥RIAR, BEfIFERHIigREM
ServiceMeshControlPlane, EZIRSMEERE R ERIRT RSB VIRNR, B G LLE T %F
mesh-user I f (3% F A P Ui R RAERHBR. E£4pId, istio-system 2 Service Mesh control
plane Jil H B9 & .

$ oc policy add-role-to-user -n istio-system --role-namespace istio-system mesh-user
<user_name>

EM A FLMEH Service Mesh control plane WiH ) mesh-user fAAHE, LUEER T Ui HTR
HAFPf4H. ServiceMeshMember 3351 HAINEIE 5| M Service Mesh control plane TiH i)
ServiceMeshMemberRoll,

apiVersion: maistra.io/v1
kind: ServiceMeshMember
metadata:
name: default
spec:
controlPlaneRef:
namespace: istio-system
name: basic

mesh-users A EEETEG AR ServiceMeshControlPlane ¥REBSfIE., SEARSHALT
S AP RNAR,

I $ oc policy add-role-to-user

EE G thal LIfE IR ServiceMeshControlPlane ¥iERif/E mesh-user AAfad8E, N, EE G A
LIfE 5 ServiceMeshControlPlane ¥5iR1HEM oc apply #REH IR E,

175



Red Hat OpenShift Service on AWS 4 Service Mesh

ABIh alicemm— I ABRHEE :

apiVersion: rbac.authorization.k8s.io/v1
kind: RoleBinding
metadata:
namespace: istio-system
name: mesh-users
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: Role
name: mesh-user
subjects:
- apiGroup: rbac.authorization.k8s.io
kind: User
name: alice

1.12.2. fi| Service Mesh control plane ECE%E

& eI LL{#EH ServiceMeshControlPlane B BB ES FANEE. T AR ALURIBEHSHEE
EAIINENEESE. REEthaUMEfhEEERAKRBER. flm, EarLlys5EBAfIE—
% control plane, JthizEIFA I —/ 3% control plane, MREGIE T — N L EIRT—A ™ M
ik, NIt AR 51 FIW 55 FIRA B 51 5 =T LARTE B 2 AR &R FF & BRI A R R B T R,

LEKCE Service Mesh control plane BEEESI, BE#ES ServiceMeshControlPlane #HRHE
i, APPSR ANIERKIXE,. Operator M7 —4~ Bl Bdi&EE, ¥ Red Hat OpenShift Service
Mesh BIEIAIXE,

1.12.2.1. fil# ConfigMap

ERMBENERESE, EWNJIE openshift-operators B R lIE—4 %~ smcp-templates Y
ConfigMap. Operator &Fa%=Hz5##E: ConfigMap.

AR

[}
BLEFHLIEM Service Mesh Operator,

B2 cluster-admin fafafgik/, MR {EA Red Hat OpenShift Dedicated, A% —
A HBAE dedicated-admin a8k,
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Operator BBERHLIE,

ila] OpensShift CLI (oc) .

LA cluster-admin &{3&%%| Red Hat OpenShift Service on AWS CLI, #E{#EA Red
Hat OpenShift Dedicated, M %iF— " E% dedicated-admin f KK,

1£ CLI 217X/ 6045, 7E openshift-operators i H |7y smcp-templates i
ConfigMap, 1% <profiles-directory> Bt AL E# ServiceMeshControlPlane XX
BALE -

$ oc create configmap --from-file=<profiles-directory> smcp-templates -n openshift-
operators

EaI LU ServiceMeshControlPlane F# profile S8 E— 1% 1M iR,

apiVersion: maistra.io/v2
kind: ServiceMeshControlPlane
metadata:
name: basic
spec:
profiles:
- default

1.12.2.2. B IE R P24 SR BE

Service Mesh 7£ Service Mesh control plane 15 i fin £ 22 [A] Fh B B2 44 5RBE, LLASYFEiilZiEn
hE, EERERI, HERELUUTERMS, LARZANET Red Hat OpenShift Service on AWS FREZAFFH
IR 55 A& R B9 AR 55

ARSI AR NIRRT ingress-gateway FHE(S Istio IE# T 4.

HEATEEAAR S5 PG h B9 3 3T n 44 22 0] b o R 55 PG BB B AR 55
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EEERSS PRI H 6 & 22 H thER B MIE mesh RS %R H maistra.io/expose-
route: "true”, XA LLfifR Red Hat OpenShift Service on AWS FH ELX RS {HRI LAEE T
k.

1.13. Z4t

NREMIRSS BN AEFH — HE AR5 AN, #ErILI#ERA Red Hat OpenShift Service
Mesh 3EEHLX LIRSS HIKBE R 21, Red Hat OpenShift Service on AWS BIEAZEFI LUK Service
Mesh B 2SR IhEE R 7B BNEEEN ARFNS AENZ 2 WIRS .

FHGE

MREAE—ANTH, FFTEZRME ServiceMeshMemberRoll ¥i&EH,

MREEAWIH, 1H%RE Bookinfo R=HINARER FHRFHEHZAEIME ServiceMeshMemberRoll F i,
RPN AREAUEERLZ 2R,

1.13.1. 3¢F mutual Transport Layer Security(mTLS)

Mutual Transport Layer Security(mTLS)@—Hil, ®IiEMAEELRIE, F£—2Hi (IKE.
SSH) th, EREMKIFMBIAER, EHEM D (TLS) RuEN, EaERBS N ARFHRIRS
RHNER TR mTLS, TLS E2HIRSMIGEMMELLE, FHEMND sidecar VI Z AT AE,

EiAER T, Red Hat OpenShift Service Mesh i mTLS #/5 AFHiXE N permissive 1
3, Service Mesh H1# sidecar #FEZBASCHREMFEHA mTLS INFERERE., MRFMBHNIRSEBRE E
™ #81 mTLS SMEARIRSBE, WHXLERS FIKBETRER BT, B mTLS FEEX i
MRS REEBRBELRIUGRA], TR IEMETBE Service Mesh K[ permissive X, AiF, &
LAERE. 22 mIsk i FTERE A S A A8 mTLS,

£ Service Mesh control plane Z5j5 A mTLS al{RFIRSHIEPFRMAERE, MEREENAERF
MIEfME,. EaILIIE ServiceMeshControlPlane H5REH ) data plane Z AR R & Z2(H],
EHE U REMEERE, 58 M PeerAuthentication #l DestinationRule ¥5BR1ERN A EACE fp & 22
I‘H]O

1.13.1.1. FERRS MK S5 ™8 mTLS

MPEEN TR BEERESNBIRSBIE, ERILIEREESESH mTLS, mAPREHERE. EaLlhE
i$7£ ServiceMeshControlPlane ¥R $F spec.security.dataPlane.mtls i%i&H true EZHE.
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Operator IR F iR,

apiVersion: maistra.io/v2
kind: ServiceMeshControlPlane
spec:
version: v2.6
security:
dataPlane:
mtls: true

AT LLE A Red Hat OpenShift Service on AWS web #2145 B mTLS,

it 3

1.

EXE web #ZHI&,
2.

= Project 325, %fE%Ek Service Mesh control plane F9%j1H, 0 istio-system,
3.

= Operators — Installed Operators.
4.

= Provided APIs T Service Mesh Control Plane,
5.

= ServiceMeshControlPlane ¥iRE&FR, i basic,
6.

1f Details TUE, i Data Plane Security B Security 84 it

1.13.1.1.1. HFERSHE AL EEACE sidecar

A mr il Gl SREE 9 & MRS ECE mTLS,

FEAUTRAICIE YAML 3XH -
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PeerAuthentication $KB&R=#I policy.yaml

apiVersion: security.istio.io/vibeta1
kind: PeerAuthentication
metadata:

name: default

namespace: <namespace>
spec:

mtls:

mode: STRICT

¥ <namespace> &%k TR 8 22,

BITUTRS, ERSMENGEZERPARTIR. o5 ENF 0N Policy HiRd
i namespace L,

I $ oc create -n <namespace> -f <policy.yaml|>

k

N
p
;

il

MPERAEHBSH mTLS, FHZER PeerAuthentication i%i&J STRICT, N|A%1
FIRBAR S B — 4 DestinationRule %iE,

L

1.13.1.1.2. L% EEE sidecar

fE— P BIrHNEF Service Mesh Bi&E b1 F1 PA4& v B fth Bl 55 % 2515 KIS E F mTLS,

FERAUTRAICIE YAML 3XH -

DestinationRule 7~fjl destination-rule.yaml
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apiVersion: networking.istio.io/vialpha3
kind: DestinationRule
metadata:
name: default
namespace: <namespace>
spec:
host: "*.<namespace>.svc.cluster.local"
trafficPolicy:
tls:
mode: ISTIO_MUTUAL

¥ <namespace> &%k TR 8 22,

BT TS, ERSAEMNGEZRDURTR. RS &N ol
DestinationRule iR # namespace FExItH,

I $ oc create -n <namespace> -f <destination-rule.yaml|>
1.13.1.1.3. REH/M R K HBURE

NREMIAEN RSB RHMEREREAE R, AJLLETTE ServiceMeshControlPlane g
%i& spec.security.controlPlane.tls.minProtocolVersion =%
spec.security.controlPlane.tls.maxProtocolVersion il LM IhEE, XLEAFHFE Service Mesh
control plane FiRHECE, EXMEHHTEET TLS L BENERAMZ/NIRKX TLS kA,

A TLS_AUTO, HFIERE TLS kA,

*x1.5. B8UE
(i1 ik
TLS_AUTO default
TLSv1 0 TLS BiA 1.0
TLSv1_1 TLS kA1
TLSv1_2 TLS kRA 12
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H s
TLSv1 3 TLS bRA& 1.3
Pt =
1.
&3 web ZHI5.
2.

= Project 3251, %F%%k Service Mesh control plane % H, # istio-system,

3.

m Operators — Installed Operators,
4.,

= Provided APIs TH Service Mesh Control Plane,
5.

m ServiceMeshControlPlane ¥iRM&#k, #liN basic.
6.

= YAML 3%,
7.

£ YAML Z 2 him A LL TS B B - 55 minProtocolVersion REg{EEH N TLS kA
. FTEABIh, H/ TLS Ai%iEHN TLSv1 2,

ServiceMeshControlPlane i3 B

kind: ServiceMeshControlPlane
spec:
security:
controlPlane:
tls:
minProtocolVersion: TLSv1_2
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= Save,

Hi# Refresh UK IF R E2E S EREH.

1.13.1.2. £ Kiali X uFneE

Kiali #ERI&SRE T AR L IENBER. REMITEAEEESHET mTLS INE.

1.5. masthead ElfrMI#&SEHE mTLS

Mesh-wide mTLS is enabled 8 A © anonymous w

1£ masthead Afill, Kiali & x— 1 BiEEP, LMK ANENMRSMEERET mTLS B, XEKEM
KRR @EEREEA mTLS,

K 1.6. masthead EItrMESER mTLS #8495 A

Mesh-wide TLS is partially enabled 5 A © anonymous w

L8 LL PERMISSIVE X SFMIESEH mTLS Ed& BRI, Kiali 222 hollow Hi%E El#7.
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1.7. REWR

© kiali

Namespace: bookinfo v App graph  + < LastSm v  Everylss ~ ﬂ

@ Graph tour

rrrrr

%/details

http Tota

il ==

° istio-_ingressgateway productpage = " ———
(istio-system) —_—t

reviews ratings

S0 BnEZa

Graph TWEA XD, "TLAERFE N LR R Security badge ki R~/5H mTLS. EHKE LERA%L
2%, FM Display 3 ¥ §’R Badges FikfF £ Sk, HIEZERPEEN, BRR"ELE
— AT mTLS MiEK, MERNFE mTLS M1IEMTLS iHK, M side-panel R E~EH mTLS B
WHWERBADH.

Applications details Overview TI&ER %% £ ER—4 Security Eltr, HhELE—NBHT
mTLS 8K,

Workloads details Overview I &EEWiN% £ ER—4 Security Elirx, HHpESF—-INSHT
mTLS 85K,

Services Details Overview TIREEN% L ER— Security Eit5, HBELF ST
mTLS 89iEK, HAEER, Kiali £ Network I4 E <A mTLS &M O ZEM8E Bz,

1.13.2. REE T AENUINEH (RBAC)

BT A aMnEEH (RBAC) MRRERE AT HIRSEY BAPITAENRME, EaTLUy Mg
B T e 3EE X mesh-. namespace- #1456 Bl Ui ali2H,

FhiE RBAC, TEERE VTR Z2E h | —4 AuthorizationPolicy 5, MRERE
BESEE Vi, EERER B ZRE Service Mesh control plane B955iH, #l istio-system,
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$itn, *fF RBAC, #EaILABIEELITERES -

ACETHAERAELE.

FVFIRLAE B 68 22 H AR TR BB e 2 U517,

RFFHELEA OB X5,

wRETET RV,

RACRBE S5 RS, BAFRANZIER -

selector P B EHRIEHIB Tr,

action P ERE o FskindaiE k.

rules 7B 5 7E eIl il & #4F .

from RS E 15 K EIEABR I,

to PRI R B ir IS HBBR S,

when FEHETE R FZAUN M E fh S 4,

fll# AuthorizationPolicy 5T, LU TFRHIERT —4HEH ingress-policy
AuthorizationPolicy B3R, LUE4E IP #ibkvh A OMX,
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apiVersion: security.istio.io/vibeta1
kind: AuthorizationPolicy
metadata:
name: ingress-policy
namespace: istio-system
spec:
selector:
matchLabels:
app: istio-ingressgateway
action: DENY
rules:
- from:
- source:
ipBlocks: ['1.2.3.4"]

EREHRUEER A EZR PR ETRESTUTRS, faZAUE
AuthorizationPolicy ¥&## metadata.namespace FExICH,

I $ oc create -n istio-system -f <filename>

BESR

ZIEUTRAIRATHbERRE.

1.13.2.1. ECiEVi B NEREE

oI LA AuthorizationPolicy ACi& Service Mesh control plane 3t iFskin4t 5 Mg h Mg sk
R55EEHRE,

1.13.2.1.1. BR#IXS p 45 22 (6] A BR 55 89 V5 7]

EA LA LLF AuthorizationPolicy BHRRHIIE4EK B info fp 44 22 [H] Fhi& B HRIE K.

apiVersion: security.istio.io/vibeta1
kind: AuthorizationPolicy
metadata:
name: httpbin-deny
namespace: info
spec:
selector:
matchLabels:

app: httpbin

version: v1
action: DENY
rules:
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- from:
- source:
notNamespaces: ["info"]

1.13.2.1.2. B/E allow-all 1 default deny-all IZFURIE

UTFRBIERT —1 allow-all #=E05EE8, R1TX info b ZEiH FpEATA TN EHTZEVIAL

apiVersion: security.istio.io/vibeta1l
kind: AuthorizationPolicy
metadata:

name: allow-all

namespace: info
spec:

action: ALLOW

rules:

- {}

LUFRBIER T 455} info an44 22 A Fh AT TE 61 By 7] B 5RBE,

apiVersion: security.istio.io/vibeta1
kind: AuthorizationPolicy
metadata:

name: deny-all

namespace: info
spec:

{}

1.13.2.2. foiFsiibdaxt A QM XB91 1]

R0 LS E —NRPUERIE SEAR R IP Hhhik 7N allow = deny 53K,

apiVersion: security.istio.io/vibeta1l
kind: AuthorizationPolicy
metadata:
name: ingress-policy
namespace: istio-system
spec:
selector:
matchLabels:
app: istio-ingressgateway
action: ALLOW
rules:
- from:
- source:
ipBlocks: ['1.2.3.4", "5.6.7.0/24"]
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1.13.2.3. BRI JSON Web 45 h&841j5 (7]

=T LIfEF JSON Web Token (JWT) BREIRILARIERMEHNAS. BikE, APsRES LY
MIRREH, S5ZShERBIIRS.

fil8 RequestAuthentication ¥, BATE X THAEIZRNEHERIESAR, TERNHIFESH
http://localhost:8080/auth/realms/master Xl JWT,

apiVersion: "security.istio.io/vibetal”
kind: "RequestAuthentication”
metadata:
name: "jwt-example”
namespace: info
spec:
selector:
matchLabels:
app: httpbin
jwtRules:
- issuer: "http://localhost:8080/auth/realms/master”

jwksUri: "http://keycloak.default.svc:8080/auth/realms/master/protocol/openid-
connect/certs"

Rig, EE—®RZAhEjE—4 AuthorizationPolicy ¥R, LIRTEGIEMN
RequestAuthentication %R, LA FRHIFER httpbin TYEf#H A %iERE, FEA Authorization Frk
hE— JWT,

apiVersion: "security.istio.io/vibetal”
kind: "AuthorizationPolicy"
metadata:
name: "frontend-ingress"
namespace: info
spec:
selector:
matchLabels:
app: httpbin
action: DENY
rules:
- from:
- source:
notRequestPrincipals: ["*"]

1.13.3. B E RS EHH ECDH curves (GRE)

S EMM Elliptic-curve Diffie-Hellman (ECDH 3RE) AIUEBEERIRSHENL S, EalLlE
F spec.security.controlplane.tls.cipherSuites #l ECDH $R&7E ServiceMeshControlPlane Hi&A{$
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% 13 SERVICE MESH 2.X

i spec.istio.global.tls.ecdhCurves & X L2 SRFNBEERTIZR. NREDER—NBEHHIZE, T
SERARKIAE.

MBRMIPRSS PG TLS 1.2 HERIRA, cipherSuites KBRAAN. SEFEA TLS 1.3
i&o

HELESSFNIIRPEEFRLEHE, MLARINFHTHS, #M, ecdhCurves: CurveP256,
CurveP384 8 CurveP256 i%i& 1t CurveP384 BB &L N,

ERBNZELN, SES1E TLS ECDHE_RSA WITH_AES_128_GCM_SHA256
= TLS_ECDHE_ECDSA_WITH_AES 128 GCM_SHA256, HTTP/2 W% ¥ELESEH
h— P MEEH.

XRMBEEHZ -

TLS_ECDHE_RSA_WITH_CHACHA20_POLY1305_SHA256

TLS_ECDHE_ECDSA_WITH_CHACHA20_POLY1305_SHA256

TLS_ECDHE_RSA_WITH_AES_128 GCM_SHA256

TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256

TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384

TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384

TLS_ECDHE_RSA_WITH_AES_128 CBC_SHA256
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TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA

TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA256

TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA

TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA

TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA

TLS_RSA_WITH_AES_128 GCM_SHA256

TLS_RSA_WITH_AES_256_GCM_SHA384

TLS_RSA_WITH_AES 128 CBC_SHA256

TLS_RSA_WITH_AES_128 CBC_SHA

TLS_RSA_WITH_AES_256_CBC_SHA

TLS_ECDHE_RSA_WITH_3DES_EDE_CBC_SHA

TLS_RSA_WITH_3DES_EDE_CBC_SHA

¥ ¥ ECDH Curves £ :



% 13 SERVICE MESH 2.X

CurveP256
CurveP384
CurveP521

X25519

1.13.4. Bidi& JSON Web FHH & iE M 23Uk 15 Wik i

=l LM ServiceMeshControlPlane (SMCP) spec BECE#E H2H JSON Web Key Sets (JWKS)f##T
SUEB A MAI(CA).

%4k ServiceMeshControlPlane spec 34§ :

I $ oc edit smcp <smcp-name>

W1t $F ServiceMeshControlPlane spec i) mtls EXIXIE N true, HBETE/GA
mtls, M THIFADR :

spec:
security:
dataPlane:
mtls: true # enable mtls for data plane
# JWKSResolver extra CA
# PEM-encoded certificate content to trust an additional CA
jwksResolverCA: |

{#E 2%, Red Hat OpenShift Service on AWS £EFINAET .

191



Red Hat OpenShift Service on AWS 4 Service Mesh

—A* ConfigMap (#0 pilot-jwks-cacerts-<SMCP name>) ZHH CA .pem data filEH,

ConfigMap pilot-jwks-cacerts-<SMCP name> ~fjl

kind: ConfigMap
apiVersion: v1
data:

extra.pem: |

1.13.5. ZRINAEBUEF & LA BB A FIUE TS

EAfER T, Red Hat OpenShift Service Mesh £ B %4 root IE-FMBEH, FEAEITAIER
HIEFE R, A wLMER AP E XIS HEHAERR P E M root IEH AN THEREIESER. HE
BN T — M REB MBI A Service Mesh BIRH,

AR
[ ]
/5 AT mutual TLS EEUEHHENR TR % Red Hat OpenShift Service Mesh,
[ ]
AHIHEM Maistra CERRUES, XFEHEE, HHAEEDMUEH A PR ERUE
:F'o

#8Z Bookinfo =R AR LURR LT Ui BASIESS R,

FE openssl| FHEKUFIET,

1.13.5.1. ZIN— AU A

EEABAES (CA) EHMEH, wMtE—MSEXHE, Hba$E CAIESE. BYHH root ik
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% 13 SERVICE MESH 2.X

Fo EBRAITNBANFBIEBERALTERXHERATF. CAIETHAN ca-cert.pem, FiHZ ca-key.pem,
%4 ca-cert.pem M root iF-H %4 root-cert.pem, MBIEMTIE i FfEATENES, NHBLE cert-
chain.pem X#HiEEET .

AR 1F Maistra repo RERBIES,, 1 <path> HHiEHBREEER.

2.
%7 cacert M9 secret, Hh@AEHAXH ca-cert.pem. ca-key.pem. root-cert.pem
# cert-chain.pem,
$ oc create secret generic cacerts -n istio-system --from-file=<path>/ca-cert.pem \
--from-file=<path>/ca-key.pem --from-file=<path>/root-cert.pem \
--from-file=<path>/cert-chain.pem
3.
1£ ServiceMeshControlPlane ¥R} spec.security.dataPlane.mtls i%&4 true, Fid
i& certificateAuthority FEX, M THIFTR. 2K\ rootCADir 2 /etc/cacerts, MREIRIAGLIE
EH T BHMIED, WAEELE privateKey, Service Mesh M secret-mount X4 istAUIE
HHHEH.
apiVersion: maistra.io/v2
kind: ServiceMeshControlPlane
spec:
security:
dataPlane:
mtls: true
certificateAuthority:
type: Istiod
istiod:
type: PrivateKey
privateKey:
rootCADir: /etc/cacerts
4,
fIEE/BES/EUHEIXE cacert secret J5, Service Mesh control plane istiod #1 gateway
pod HHEE, UERNRENR, FALLTHHSER pod :
$ oc -n istio-system delete pods -l 'app in (istiod,istio-ingressgateway, istio-
egressgateway)’
Operator 27t pod #M R G BohEH IR,
5.

&BJg info AR pod, LUE sidecar fXEIKHX secret B, FALITHSES pod :
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I $ oc -n info delete pods --all
IEROZBRIROIN TR -

pod "details-v1-6¢cd699df8c-j54nh" deleted

pod "productpage-vi-5ddcb4b84f-mtmf2" deleted
pod "ratings-v1-bdbcc68bc-kmng4"” deleted

pod "reviews-v1-754ddd7b6f-Ighsv" deleted

pod "reviews-v2-675679877f-q67r2" deleted

pod "reviews-v3-79d7549c7-c2gjs" deleted

FERALTHAEIE pod 2B EOIEHE -
I $ oc get pods -n info
1.13.5.2. T IUEERAIEH

{1/ Bookinfo RN AR ERIE TR EIEHEEHBEAR CA MIEHER. INMTRERERE
MR LZ=%E openssl,

FEM info TYEfMEPIRIUET, HEALLTHS -

$ sleep 60

$ oc -n info exec "$(oc -n bookinfo get pod -l app=productpage -0 jsonpath=
{.items..metadata.name})" -c istio-proxy -- openssl s_client -showcerts -connect
details:9080 > bookinfo-proxy-cert.txt

$ sed -n '/-----BEGIN CERTIFICATE-----/{:start /-----END CERTIFICATE-----/!{{N;b
start};/.*/p}’ info-proxy-cert.txt > certs.pem

$ awk 'BEGIN {counter=0;} /BEGIN CERT/{counter++} { print > "proxy-cert-" counter
".pem"} < certs.pem

BT SE, BRIEBRPNEE=ANXH - proxy-cert-1.pem. proxy-cert-2.pem
# proxy-cert-3.pem,

Kk root IF B RESERAIEEIEEHER. ¥ <path> HHNiEBHREEE,

I $ openssl x509 -in <path>/root-cert.pem -text -noout > /tmp/root-cert.crt.txt

194



88 1% SERVICE MESH 2.X
EXmBOREITUATEE -
I $ openssl x509 -in ./proxy-cert-3.pem -text -noout > /tmp/pod-root-cert.crt.txt
B A mE O RET TNk,
I $ diff -s /tmp/root-cert.crt.txt /tmp/pod-root-cert.cri.txt

BN BRILLTSR : Files /tmp/root-cert.crt.txt and /tmp/pod-root-cert.crt.txt are
identical

R CAEHRESERAERILBHEE. & <path> FHITIEHREBE,

I $ openssl x509 -in <path>/ca-cert.pem -text -noout > /tmp/ca-cert.crt.txt
EXmBOREITUATEE -

I $ openssl x509 -in ./proxy-cert-2.pem -text -noout > /tmp/pod-cert-chain-ca.crt.txt
B A mE O RET TNk,

I $ diff -s /tmp/ca-cert.crt.txt /tmp/pod-cert-chain-ca.crt.txt

BN BRILLTSER : Files /tmp/ca-cert.crt.txt and /tmp/pod-cert-chain-ca.crt.txt are
identical.

M root IF B BITEfiBuE PR UFUE e, 5 <path> BN BREER.

I $ openssl verify -CAfile <(cat <path>/ca-cert.pem <path>/root-cert.pem) ./proxy-cert-
1.pem

IENERILLTER - /proxy-cert-1.pem: OK

1.13.5.3. HIB&IEH
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ERBRERMENED, HRBUTSEIRE,

MR secret cacert, E4&flsh, istio-system & Service Mesh control plane TiHK#
R,

I $ oc delete secret cacerts -n istio-system

1£ ServiceMeshControlPlane ¥R B % % root ik P EFHEPE Service Mesh,

apiVersion: maistra.io/v2
kind: ServiceMeshControlPlane
spec:
security:
dataPlane:
mtls: true

1.13.6. X F¥F Service Mesh 5 cert-manager 1 istio-csr £E5%

cert-manager TEE Kubernetes £ X.509 it HEERHNFR AR, BIRMET —IN5—1 API, N
EFRSHASAARMER (PKI) 55, M Vault. Google Cloud Certificate Authority Service. Ret
#9 Encrypt 1AL #tR .,

cert-manager T &l Z AR E RN A 21T, REFIEBAME R

XIF Istio FF*, cert-manager if12#t5 istio-csr £, ©RE— MR Istio REBHRIEBERIE XK
(CSR) Byt B & Hlfg (CA) BRS523. RE, RSB/ ZER/ZEILL cert-manager, ©%f CSR R A FI&E
i CA BR55%%.

5 . T H5 istio-csr Fl cert-manager 5. ZLIERIRHLN] istio-csr ALK cert-
manager HAHMERER, KEFRRMEEEX cert-manager B ATFEREMN,

X% cert-manager fRA~Z — :
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o

cert-manager Operator for Red Hat OpenShift 1.10 stE g hik 4
o

#t X cert-manager Operator 1.11 S H ShR&
o

cert-manager 1.11 B ShRA

OpenShift Service Mesh Operator 2.4 & & kA

istio-csr 0.6.0 S E S kA

TR GIEfE A jetstack/cert-manager-istio-csr Helm chart 223 istio-csr IRS5 23}
AR PO EMS, 7E istio-csr.yaml SX#HHERLLITX
i& : app.controller.configmapNamespaceSelector: "maistra.io/member-of: <istio-
namespaces>",

1.13.6.1. &% cert-manager

EaILL%2% cert-manager TERER TLS iFPHEMRAR, HBREIIEREEH. MREEEN
EHIZTT Istio, A RILAZEk istio-csr WEPMIA AL (CA) BRS52%, ZMRSS3RALEE Istio RERFHAYIUES
Z#1EK (CSR), istio-csr CA FZE A ZEIKY cert-manager TR, ZTEZIEABEM CA,

BIEE root EEZELE -
Bl cluster-issuer X%, M THIFFR :

cluster-issuer.yaml 7~

I apiVersion: cert-manager.io/v1
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kind: Issuer
metadata:
name: selfsigned-root-issuer
namespace: cert-manager
spec:
selfSigned: {}
apiVersion: cert-manager.io/v1
kind: Certificate
metadata:
name: root-ca
namespace: cert-manager
spec:
isCA: true
duration: 21600h # 900d
secretName: root-ca
commonName: root-ca.my-company.net
subject:
organizations:
- my-company.net
issuerRef:
name: selfsigned-root-issuer
kind: Issuer
group: cert-manager.io
apiVersion: cert-manager.io/v1
kind: Clusterlssuer
metadata:
name: root-ca
spec:
ca:
secretName: root-ca

selfsigned-root-issuer issuer $1 root-ca k{38654 Z2 A 2 cert-
manager, 77 root-ca RS A&, HIt cert-manager REH B2
e sh &S| M secret, £ Red Hat OpenShift i cert-manager
Operator i, #p#&Z2[HFR cert-manager,

FRAUTHSOIRNR :

I $ oc apply -f cluster-issuer.yami
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Bl istio-ca X%, M THIFRD: -

istio-ca.yaml 7~fl

apiVersion: cert-manager.io/v1
kind: Certificate
metadata:
name: istio-ca
namespace: istio-system
spec:
isCA: true
duration: 21600h
secretName: istio-ca
commonName: istio-ca.my-company.net
subject:
organizations:
- my-company.net
issuerRef:
nhame: root-ca
kind: Clusterlssuer
group: cert-manager.io
apiVersion: cert-manager.io/v1
kind: Issuer
metadata:
name: istio-ca
namespace: istio-system
spec:
ca:
secretName: istio-ca

FERLLT DR OIENE -
I $ oc apply -n istio-system -f istio-ca.yaml
& istio-csr :

$ helm install istio-csr jetstack/cert-manager-istio-csr \
-n istio-system \
-f deploy/examples/cert-manager/istio-csr/istio-csr.yaml
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istio-csr.yaml =l

replicaCount: 2

image:
repository: quay.io/jetstack/cert-manager-istio-csr
tag: v0.6.0
pullSecretName:

app:
certmanager:
namespace: istio-system
issuer:
group: cert-manager.io
kind: Issuer
name: istio-ca

controller:
configmapNamespaceSelector: "maistra.io/member-of=istio-system
leaderElectionNamespace: istio-system

istio:
hamespace: istio-system
revisions: ["basic"]

server:
maxCertificateDuration: 5m

tls:
certificateDNSNames:
# This DNS name must be set in the SMCP spec.security.certificate Authority.cert-

manager.address
- cert-manager-istio-csr.istio-system.svc

#BE SMCP :

I $ oc apply -f mesh.yaml -n istio-system

mesh.yaml ;=6

apiVersion: maistra.io/v2
kind: ServiceMeshControlPlane
metadata:
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name: basic
spec:
addons:
grafana:
enabled: false
kiali:
enabled: false
prometheus:
enabled: false
proxy:
accesslLogging:
file:
name: /dev/stdout
security:
certificateAuthority:
cert-manager:
address: cert-manager-istio-csr.istio-system.svc:443
type: cert-manager
dataPlane:
mtls: true
identity:
type: ThirdParty
tracing:
type: None
apiVersion: maistra.io/v1
kind: ServiceMeshMemberRoll
metadata:
name: default
spec:
members:
- httpbin
- sleep

4

ol

% 13 SERVICE MESH 2.X

LACE T security.certificateAuthority.type: cert-manager B Ji% &

security.identity.type: ThirdParty.

{#EAZHI httpbin BRS5H sleep N AR REERBAOMXK mTLS BE, FHERIUELRET cert-

manager T8,

8 HTTP 1 sleep M ARER :
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I $ oc new-project <namespace>
$ oc apply -f https://raw.githubusercontent.com/maistra/istio/maistra-
2.4/samples/httpbin/httpbin.yaml

$ oc apply -f https://raw.githubusercontent.com/maistra/istio/maistra-
2.4/samples/sleep/sleep.yaml

2.
UE sleep & T LAViA] httpbin ARS5 :
$ oc exec "$(oc get pod -l app=sleep -n <hnamespace> \
-0 jsonpath={.items..metadata.name})" -c sleep -n <namespace> -- \
curl http://httpbin.<namespace>:8000/ip -s -0 /dev/null \
-w "%{http_code}\n"
LTl N
I 200
3.

KBEFEB ingress MXZFI httpbin BRS589 mTLS L :

$ oc apply -n <namespace> -f https://raw.githubusercontent.com/maistra/istio/maistra-
2.4/samples/httpbin/httpbin-gateway.yaml

IKHY istio-ingressgateway F&H :

INGRESS_HOST=$(oc -n istio-system get routes istio-ingressgateway -o
jsonpath='{.spec.host}')

KHEM ingress BXZ httpbin iR55# mTLS & :

I $ curl -s -l http://$INGRESS_HOST/headers -o /dev/null -w "%{http_code}" -s

1.13.7. Htb 55iE
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% 13 SERVICE MESH 2.X

A XM} Red Hat OpenShift Service on AWS %% cert-manager Operator Bi¥1g, 1H5% :
79 Red Hat OpenShift Z% cert-manager Operator,

1.14. EBRS MK HHRE

{#/ Red Hat OpenShift Service Mesh, #ErILAFRHIRSS FIBREM APl FAAGR. RS MG HH—LL
RS5IRER BZEMBAATERS, HAbIRSNZ RN, Ea L EEREREERERmRS. AR
%, SIBNAKRARE, XEE—HRSPRMERLE,

1.14.1. EHMX

R MEAMEEBABMBINRE, ISEEREHASRBERMNENRE. MXEEERATEM
B 21T MK Envoy RE, AR E5ENIRS fi#E—R21TH sidecar Envoy {CEE,

BRI ARSI EMREMHHIARR, W Kubernetes Ingress API, Red Hat OpenShift Service
Mesh FX ARG RERBMEANE MR EM,

Red Hat OpenShift Service Mesh RXFIRAI )2 4-6 fiE9EREY, LMNMEAFMEE Red Hat
OpenShift Service Mesh TLS &i&EM RO, ErILUFEHL Red Hat OpenShift Service Mesh EE#ARSS
HEFMRK, FHERRSHEPHHEBETORAE —HEEMXRE, MANNAREFZRERB((L7)HR
IEERK API RS,

MXETZATFERAORE, BEBTUEEROMX, HORMXAHESFHBNREERES A
BT R, X AEERBIGFLEARS AT LU RIA GRS, XRIVIERARSS Mg MR eEH, Sl
KBS B LEBRACER,

EE AN

K BT iRt 7 AR Son TR M B9 E SR, BB AL MR HTTP/TCP i3, ZRISERud N =
AFH—HigO, EEAHIEEE, URNEIEGEHSRN SNI EEEF,

UTFRAIERTHE HTTPS AQRENMXEETH :

apiVersion: networking.istio.io/vialpha3
kind: Gateway
metadata:
name: ext-host-gwy
spec:
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selector:
istio: ingressgateway # use istio default controller
servers:
- port:
number: 443
name: https
protocol: HTTPS
hosts:
- ext-host.example.com
tls:
mode: SIMPLE
serverCertificate: /tmp/tls.crt
privateKey: /tmp/tis.key

XA MXBECE STk ext-host.example.com K HTTPS Jis:@itinm O 443 HEAME, {HEEHR
E=iEEKH.

BIEEWHIFLFXIETH T, EoIMX A EREIIRSS . &7 LA A AR 5589 X 7 Bt
fTILEF, MTHIFRE -

apiVersion: networking.istio.io/vialpha3
kind: VirtualService
metadata:

name: virtual-svc
spec:

hosts:

- ext-host.example.com

gateways:

- ext-host-gwy

RIE, EET LA R AR5 2 A0EE AL Ad & R UL AR 55,

1.141.1. EBAORE

1£ Red Hat OpenShift Service Mesh #1, Ingress Gateway foiF i, ZEMMEEBMNISThEER
AR AEBMRE, [ Service Mesh FIXTEARSSFEA A FFIRS .

1.14.1.1.1. REAQ IP flimO

AORERBEMIMERS AR N BHEEMAMAR. EEHFMAD IP MkOPKE—H
iEaEE. BERESSHINBMBIGEREE 7TEHN IP MmO, HETUTeN. E46
i, istio-system 2 Service Mesh control plane i H K% FF,
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I $ oc get svc istio-ingressgateway -n istio-system

ZHSAEREGZLA RS EK NAME. TYPE. CLUSTER-IP. EXTERNAL-IP, PORT(S) fl
AGE,

MRET EXTERNAL-IP fH, ERIRSE—MAERIEIGESE, fERATAOMX,

N EXTERNAL-IP {2 <none>, =% <pending>, NMIEMIAER SN A OMKIREA R 51 H19%
%EO

1.14.1.1.1.1. FAAESHSRHEA QRO

MRERIAMRE AN BIGE S, ERBUTSRERF,

iz
1.
BITUTeSREEAD IP MmO, keatEXmbrELE.
$ export INGRESS_HOST=$(oc -n istio-system get service istio-ingressgateway -o
jsonpath='{.status.loadBalancer.ingress[0].ip}')
2.
BT TFaaRikEAORO,
$ export INGRESS_PORT=$(oc -n istio-system get service istio-ingressgateway -o
jsonpath='{.spec.ports[?(@.name=="http2")].port}')
3.
BT e RAERESANRO,
$ export SECURE_INGRESS_PORT=$(oc -n istio-system get service istio-
ingressgateway -o jsonpath="{.spec.ports[?(@.name=="https")].port}’)
4,

BfTLL T a4 3ki%E TCP AQ#wRO,

$ export TCP_INGRESS_PORT=$(kubectl -n istio-system get service istio-
ingressgateway -o jsonpath="{.spec.ports[?(@.name=="tcp")].port}’)
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HEXEERRT, AB9GETEKEAINAMNARZ IP it AF, EXFERT,
AORMXH EXTERNAL-IP (ERZ2—4 IP ik, R, X2—1FEW4A, E—wHEEX
i& INGRESS_HOST M#ET £,

EXHERT, EALTHSEIE INGRESS_HOST 14 :

$ export INGRESS_HOST=$(oc -n istio-system get service istio-ingressgateway -o
jsonpath='{.status.loadBalancer.ingress[0].hostname}')

1.14.1.1.1.2. JAEER B M E9ERNA ORO

MRERIAR R AN BIEESR, FHEAQROFRAT RO,

it

wEAOmO,

$ export INGRESS_PORT=$(oc -n istio-system get service istio-ingressgateway -o
jsonpath='{.spec.ports[?(@.name=="http2")].nodePort}’)

BITUTeRSRXEREAORO,

$ export SECURE_INGRESS_PORT=$(oc -n istio-system get service istio-
ingressgateway -o jsonpath="{.spec.ports[?(@.name=="https")].nodePort}’)

IBfTEL T a4 3kixE TCP AQimA,

$ export TCP_INGRESS_PORT=$(kubectl -n istio-system get service istio-
ingressgateway -o jsonpath="'{.spec.ports[?(@.name=="tcp")].nodePort}')

1.14.1.2. EEEAOMX

AORXZ2EMBAZZTINEGESR, BREARN HTTP/TCP %, EEEAFNROMIL,
BEFEFEEMASRHRE. ADRENRERHICIEARBANEE, X5REBIRSHERIER,
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LAFHESER T Mo 82 M < HECE VirtualService, LAfE Bookinfo RHIN ARRE RS AFF4E
%1% /productpage 1 /login AEBRE,

BIEMXLIERRE,

Il YAML 324, FHELLF YAML SHIRIH G -

% gateway.yaml =4l

apiVersion: networking.istio.io/vialpha3
kind: Gateway
metadata:
name: info-gateway
spec:
selector:
istio: ingressgateway
servers:
- port:
number: 80
name: http
protocol: HTTP
hosts:

Wy

MA YAML XX,
I $ oc apply -f gateway.yaml
BIE VirtualService X REEE EHIrk,
I YAML 3X#, F5SLLT YAML SHIEIHES -
B AR S5 =B
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apiVersion: networking.istio.io/vialpha3
kind: VirtualService
metadata:
name: info
spec:
hosts:
gateways:
- info-gateway
http:
- match:
- uri:
exact: /productpage
- uri:
prefix: /static
- uri:
exact: /login
- uri:
exact: /logout
- uri:
prefix: /api/vi/products
route:
- destination:
host: productpage
port:
number: 9080

M YAML 3244,
I $ oc apply -f vs.yaml

WA XH VirtualService 2 EMf%E.

iERX URL,

export GATEWAY_URL=$(oc -n istio-system get route istio-ingressgateway -o
jsonpath='{.spec.host}')

BwBEmOS, FEAMISh, istio-system 2 Service Mesh control plane T B 94 #7,
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export TARGET_PORT=$(oc -n istio-system get route istio-ingressgateway -o
jsonpath='{.spec.port.targetPort}’)

X2 AT A FFEY TTE,
I curl -s -1 "$SGATEWAY_URL/productpage"”

FHARSE Ry 200,

1.14.2. TRBAZRH

B

Istio OpenShift #H (IOR) 2— 1~ 2FAMNTheE. FHAMNIIEENAS S Red Hat
OpenShift Service on AWS w1, FHH{NA#H R, B2, FHAMNDIEERRESELENA
fThRAPHEMER, BRBIIEHERERHEA,

A% Red Hat OpenShift Service on AWS th2 F AR EEThEEM R,
1531 Red Hat OpenShift Service on AWS X 772061 B 7 FIRINEREGZHEE TR o

1 Service Mesh  AZHEERM XM OpenShift M, BRTE service mesh RIEE. FH=kilER
Istio Xy, FMBEIFIE. BFHMER OpenShift & H,

£ A xxh H\E%
E .
N M Service Mesh 2.5 Fr#4, XF ServiceMeshControlPlane ¥R LA, BRiAZE
4 i -
c . HB3%H,
SO

1.14.2.1. FAFENEEH

Red Hat OpenShift Service Mesh {#f FiZ &M, {H4FIAE Red Hat OpenShift Service on
AWS F e B, XfFFE, M *.domain.com, HERIAER FTAZXH. EEE R EHMXH,
BdiE Red Hat OpenShift Service on AWS @R FFRIE.

1.14.2.2. Bl FIERH
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LUFRHBIFE Bookinfo AN ARFHEIERT —1HX, BB TFHEHER.

apiVersion: networking.istio.io/vialpha3
kind: Gateway
metadata:
name: gateway1
spec:
selector:
istio: ingressgateway
servers:
- port:
number: 80
name: http
protocol: HTTP
hosts:
- www.info.com
- info.example.com

Gateway BFEROIEELLT OpenShift BH : Al LMEAUTHSREERT R TBH, A5
i, istio-system ;2 Service Mesh control plane JiH#& %,

I $ oc -n istio-system get routes

Ttk
NAME HOST/PORT PATH SERVICES PORT TERMINATION WILDCARD
gateway1-lvifn info.example.com istio-ingressgateway <all> None
gateway1-scqhv www.info.com istio-ingressgateway <all> None

MEMIBR THX, Red Hat OpenShift Service Mesh &1l H. B2, EFHIERNBHIEHE
Red Hat OpenShift Service Mesh &,

1.14.2.3. BBHFRZHIER

AR}, OpenShift B PR ERENIREER,

S XA MEAAFI, Red Hat OpenShift Service Mesh &¥F Istio B% %R MIFT A RS HIE R
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% 13 SERVICE MESH 2.X

(BR kubectl.kubernetes.ioFFIaBIEMES) EFIFISZE OpenShift Route HiRH,

NSRRI Service Mesh fIIEH OpenShift Routes PR EREMNIRZSEM, 7 Istio WX FHRHBA]
Befil, #HSEHBIH Service Mesh EIEA OpenShift Route ¥,

1.14.2.4. XA AR B

EIAMER T, ServiceMeshControlPlane FR&B3h1F Istio X TIRS OpenShift ifHEL, £
B AR, MREFRKERNBEEXFHILHEEH, EaLlEREbIEHIEEH,

1.14.2.4.1. W EBREAB KRR

NREFZANRE Istio WXH OpenShift B BsHER, BAFEMR maistra.io/manageRoute:
false ZINBNMXTHIBE X #H., Red Hat OpenShift Service Mesh 15 ZB&H A1 X AN TR Istio BX,
FRHRIFHEE Istio MXMBATHE,

1.14.2.4.2. A RAEABRHACE

LU G IR A XS A B 5 E R OpenShift B,

B 5F ServiceMeshControlPlane =£E% gateways.openshiftRoute.enabled i%i&} false 2
Istio FX#1 OpenShift A Z AR, #HiMN, EHLUT IR R .

apiVersion: maistra.io/vialphai
kind: ServiceMeshControlPlane
metadata:

namespace: istio-system
spec:

gateways:

openshiftRoute:
enabled: false

1.14.3. TR %H

BR%55HEM Red Hat OpenShift Service Mesh NERAEHIBRSS registry RRIM—1%H, &Nk
%%BJE, Envoy REBFNRELEIZIRS, AEEMEPMRS —H. RSFBARVFEHFITULUTERE -
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ETEARSS PIHE S THIIRSS R &

BEMAMELZABERBEGEE, MKA web B9 API A, ZF% A& BIBE MR ARS8

i

MBI E X EHZA. BN REAKE,

HEEMHL (VM) Rz fTHBIRSS, HERRERMERERMELL.

RS MAREERIMEIRKE, LUEE Kubernetes EACE % %% Red Hat
OpenShift Service Mesh FI#&,

IR355% BBl

LUF Rl mesh-external fR555< B ¥ ext-resource S &R X RZAMEI Red Hat OpenShift
Service Mesh fR%5 registry:

apiVersion: networking.istio.io/vialpha3
kind: ServiceEntry
metadata:
name: svc-entry
spec:
hosts:
- ext-svc.example.com
ports:
- number: 443
name: https
protocol: HTTPS
location: MESH_EXTERNAL
resolution: DNS

M hosts FRIGEAMHIR, EALIZLRER, thrlLlfERBREAIZIEA.

LR E RS M B BN, DHERBIRSRERE, HAXSEMIEPREmE RS
RERERER, FiM, LUTEBINRESEEHAE M mutual TLS KEFEI ext-
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svc.example.com A #BIRSGSHER:. ©HRCE FEARSM -

apiVersion: networking.istio.io/vialpha3
kind: DestinationRule
metadata:
name: ext-res-dr
spec:
host: ext-svc.example.com
trafficPolicy:
tls:
mode: MUTUAL
clientCertificate: /etc/certs/myclientcert.pem
privateKey: /etc/certs/client_private_key.pem
caCertificates: /etc/certs/rootcacerts.pem

1.14.4. {8 VirtualServices

50 LA I EEFLAR 5538351 Red Hat OpenShift Service Mesh $5i& K 51758 B BIHAR 55 AR R AR A,
SFRAENRS, EaILL -

B i —EIRS RS AN ARFIRS . MNRMIEER Kubernetes, &0 LUEdE E AR
Sk B A N hMNmARS. EURSEEEE AN AR VMEETEETE
AL AR E SR 55 4H BRI AR 55

EERENNESMXBLEE, DEEHADMEORE.

1.14.4.1. Bdi& VirtualServices

{3 A AR 554915 K B A BIAR S5 MG thMAR S5 . B EARSS H—AHBR BN, FHRIE N A,
Red Hat OpenShift Service Mesh RFEANAE 4 BEIIRSS 891 K 5 W& AR E S B f b PTid,

MREBERIRS, Red Hat OpenShift Service Mesh 21ERTA RS SLHIH ERAZRERK (least
requests) fEMHIERE. FRAELIRSN, EaAEE— P HZ P ENGHRET . EHRSH
R EAN5 50 Red Hat OpenShift Service Mesh #{alf§ EFIIR SR E L XRE LM BE N, BRHEK
el LR R —RSSRA, 22 FRBIRSS .

EALLTRAIGE YAML X4, RIBAF &N ARFNARRRAFSEKEHE
Bookinfo =il AR FFIR SR R MR E,
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VirtualService.yaml

apiVersion: networking.istio.io/vialpha3
kind: VirtualService
metadata:
name: reviews
spec:
hosts:
- reviews
http:
- match:

- headers:

end-user:
exact: jason
route:

- destination:
host: reviews
subset: v2

- route:

- destination:
host: reviews
subset: v3

IBfTLL B LAR A VirtualService.yaml, Hh VirtualService.yaml &3 &%,

I $ oc apply -f <VirtualService.yaml>

1.14.4.2. VirtualService id@S%

¥ 30

hosts FE& I 7 B8 B MLV 2 A 21 B9 R FULAR 55 89 B B

spec: ik, X2 TFRERS AZXFRMbI, EIARS E
hosts: MA T AR HTLREL A IP ik, DNS &FR
EALPSEZL 0%
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¥ sk

http B2 G2 EIARSHIEREMN, X LA R R

spec: B HTTP/1.1. HTTP2 #1 gRPC &5 hosts FE& g
http: ER BT SR FIIRE, ERERMNIBEHER
- match: EEAH B8 RAE A8 EBI B SRAARK, 2Pl

REE— PN ERHNAE — L match FERFFLBI5
B, TEXANRBIFR, XNBHERTFRERERF jason
BFrEE R, &0 headers. end-user #1exact i
SRIAFEE B RIE K,

route 288 destination FERIEE S XN ITED

spec: BRERSLPRE M, SEVRSHENTE, B8
http: HEIEHLTZ Red Hat OpenShift Service Mesh B

- match: %5 registry REEMEL B, XATLLEWHERE
- destination: BORIMEARSS, SIER service Sk BRI — N IEMIMEAR

%5, TEARBIGR, EHRR— Kubernetes RS FR :

1.14.5. 7 @B 89HbAL

B B G EE IR SS RE RN I R A, BN ARRENESLENM, EURSHRERHE
B, He9HNIECE % B eaamLE R E.

ZKIMER T, Red Hat OpenShift Service Mesh {8 A BiE K i H3a Mg, HeithriiRsS LR
DEVGEEBIERGE R, Red Hat OpenShift Service Mesh ;A HF LA TR, &0 LUA7E B #ith I s g
EXRFERSS SRS FEME K.

[ ]
Random : #HRBEHFE K Bt B #95EH,
[ ]
Weighted : 1RIERFE G 9 HiE K & Elith gL 4,
[ ]
Least requests : fFiFRKE A BERBERDHBLH,
B Bt FL B

LT BE9AIRGDY my-sve BEBIRSFEE="FRNTFE, BEEFRNMEIGERE

apiVersion: networking.istio.io/vialpha3
kind: DestinationRule
metadata:
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name: my-destination-rule
spec:
host: my-svc
trafficPolicy:
loadBalancer:
simple: RANDOM
subsets:
- hame: vi
labels:
version: vi
- hame: v2
labels:
version: v2
trafficPolicy:
loadBalancer:
simple: ROUND_ROBIN
- name: v3
labels:
version: v3

1.14.6. T R4S RIE

Red Hat OpenShift Service Mesh EIZI#E Service Mesh control plane F1N 2R fin 4 Z2 ] dh i &
MEMEZ 4 NetworkPolicies i, X224 T RN ATESH control plane RAILMEEEIE.

Fn, MEESHE Red Hat OpenShift Service on AWS (% &fAidi& Jy{8iF SDN ###:, Red Hat
OpenShift Service Mesh RTEEA B 519 H Il NetworkPolicy B, iXaT ik MHE i pI4& pk 51
control plane XfFIt&HhEFTA pod BIA LML EUIE,. XBFREI T B AW B ABMARIE. NRFE
kBB AGRMARIE, WHRZUE—1 NetworkPolicy kA iFX RS @it, MREM
Service Mesh HflfiBRdp 226, M|tk NetworkPolicy HF i< M3 B AfiHiBR,

1.14.6.1. Z£H B3 NetworkPolicy &

NREEA NetworkPolicy iR BshAIEMER, HlMNsmkCHARRLRE, HERFEREVIHM
B8 pod, ERILUXFEM. #EeILI%i ServiceMeshControlPlane, i
spec.security.manageNetworkPolicy i%i&} false,

HIREEH T spec.security.manageNetworkPolicy, Red Hat OpenShift Service
Mesh A fll& {£4a NetworkPolicy X%, REIEEG i SIEBMAHES TS BNE
faT [l 8L,

=S5
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[}
L% T Red Hat OpenShift Service Mesh Operator 2.1.1 BSR4,
[}
ServiceMeshControlPlane FREHE 2.1 HEEMRA,
ik
1.
1£ Red Hat OpenShift Service on AWS web #4l5H, == Operators — Installed
Operators,
2.
M Project %% Service Mesh control plane B9551H, #1 istio-system,
3.
= Red Hat OpenShift Service Mesh Operator, 7f Istio Service Mesh Control Plane =
th, = ServiceMeshControlPlane B&#R, 0 basic-install,
4.
£ Create ServiceMeshControlPlane Details T{#1, == YAML {ESUEHNACE,
5.
#+ ServiceMeshControlPlane B spec.security.manageNetworkPolicy X&) false,
M THIFRR.
apiVersion: maistra.io/v2
kind: ServiceMeshControlPlane
spec:
security:
manageNetworkPolicy: false
6.

™ Save,

1.14.7. IA=2EHE/E sidecar

ZKIMER T, Red Hat OpenShift Service Mesh BE2i&& 4 Envoy B, EHAXAEMAAEROL

BWCRE, HERARENEARMEPNEN NS, EAILUER sidecar BEEEFHTLL TR -

#A Envoy RE R MNiROMBPES,
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FR# Envoy RER A5 RIARSS SR &

ZIRSMERIERE, EEERS Envoy KEEE.

1£ Bookinfo RN ATERH, BZiE Sidecar LMERAIRSSER A LLJj Rl R — @ & Z2[E ] control

plane FiZ2fTHIHARSS. {1/ Red Hat OpenShift Service Mesh SREEHIEMIThAET EX 4 Sidecar id
B

FEALTRAME YAML X4, LUISEEAE sidecar RBEN AR EMZZ R PHRET
efidk, B, M workloadSelector R EM TVEMH,

sidecar.yaml =6l

apiVersion: networking.istio.io/vialpha3
kind: Sidecar
metadata:
name: default
namespace: info
spec:
egress:
- hosts:

- u./*u

- "istio-system/*"

IBfTLA TR LAR A sidecar.yaml, Hrh sidecar.yaml &3 #HIEE R,

I $ oc apply -f sidecar.yaml

EITUL T4, LUIRIE sidecar BB EHIIOIE.,
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I $ oc get sidecar
1.14.8. IR

Fi5mfE A Bookinfo IR AR RIZHRHIN AREFPREEEARA, R Bookinfo MARFLUT
fRX LB B = I 04l TAF,

1.14.8.1. Bookinfo B¥Hii5

Service Mesh Bookinfo RIN ARFESSUMRIIMHIRS, ENRSBEZSMEE, o3
Bookinfo RBIN ARRFEE, reviews SIRFEZ M= FRRRABNZ1T.

LIR{EN 2R S 1A Bookinfo B /product T FH % REIFHE, ARPERELHEBPIRIEESS
%, mEBNENESR, NREATHRENEXEIARSREA, Service Mesh 2FFiFE KM TIFAE A
A<,

AP EBEN RS AERERABMRSH v (RA 1) BEN, 25, EaTLUREE HTTP 5K
LS U0 R SEWIIE 521 : v

FRFM

#8Z Bookinfo BN AR LAERA LU T A,

1.14.8.2. M HENWIRS

HELUFRED, EHIRS BTN AR ZERARANELRS, SrraRERaIEI RS
i v,

Iz Rl EEFUAR 55

$ oc apply -f https://raw.githubusercontent.com/Maistra/istio/maistra-
2.6/samples/info/networking/virtual-service-all-v1i.yaml
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ERIUERENA T EIRSS, EERALT RS ERE A :
I $ oc get virtualservices -o yaml

%R M—4 kind: VirtualService %, A YAML #&=X,

X2 5F Service Mesh 2@ i H T Bookinfo ARSSH v1 kA, SIE reviews IRSShRA 1,

1.14.8.3. M iAFH B HACE

173 Rl Bookinfo B FI#2F-# /productpage kil iX#HACE.

Wi GATEWAY_URL SEH, ErILELISHERXN 27 Bookinfo 7 STl MmN
URL, 7E&#fidh, istio-system =2 control plane 5ji B K& #F.

export GATEWAY_URL=$(oc -n istio-system get route istio-ingressgateway -o
jsonpath='{.spec.host}')

BT T4, LUGSRr™ & UEAY URL:

I echo "http://$GATEWAY_URL/productpage"”

£ % 23T FF Bookinfo Mk,

TEIFLE S B REEIHE, TRERIFZ VIR, XERNECDH Service Mesh A& 1 iF
reviews RS E ZEBHEIIRAE review:vl, WRANIRS TEiHERDHRS.

1ER9ARSS AR DL R E R I BIIR 55— R A,

1.14.8.4. R TR SA 8K H
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BHEHEE, MERFERAFNAME RSB HESENRS A, EXHERT, MEXE4EN
Jason WA FNREM WA TIIRSSH review:v2 i,

Service Mesh X i/ &% B EARHRNRE TR, XN RAIZEHEM, B productpage RS H
Bl reviews IRSHAAE L HTTP iEkKE7400 T —4 B E XM end-user 5k,

IBITLL TS 1E Bookinfo RBIN AR5 AET AP NEH.

$ oc apply -f https://raw.githubusercontent.com/Maistra/istio/maistra-
2.6/samples/info/networking/virtual-service-reviews-test-v2.yaml

BT TS, LIABIRR TN, a5 :R0 YAML #AMFrE kind:
VirtualService,

I $ oc get virtualservice reviews -o yaml

£ Bookinfo NI 21 /productpage &, LAAF jason SR ELRHEENER FTHTE
o

BN, EXSRSEHERRITILE.

DEMAFPGHER (GEEERELAH) . RFNKES. HEAFSKIES S, E, B
Jason 4, FAIERAFHREEHHEERAE review :v1,

ZEThECE T Bookinfo RBINARER, LURIEA S BHRE,

1.15. {5F5. BEHERR

SN AERERAMBIMEE, EaTLsEd N ARFNEIER. MREEELRZECHNARR, AL
Wi %% Bookinfo =FIN 2R3 T f# Red Hat OpenShift Service Mesh HREal W22 404l T 4E,

1.15.1. & B2 & Hhht
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Red Hat OpenShift Service Mesh 1R#tLL 25 & Sk EFERIARSS PR EUE -

Kiali ##l% - Kiali 2 Red Hat OpenShift Service Mesh FIEBIRHI&,

Jaeger console - Jaeger 2 Red Hat OpenShift distributed Tracing Platform FEE 1%
#a,

Grafana #2#l4& - Grafana MRS G 124t Istio BUEM S HEHHIEIR S HEKR. 5
., Grafana aJLLA S HTHR S BIE ISR,

Prometheus 4 - Red Hat OpenShift Service Mesh {1/ Prometheus 7#i# 3k E RS
BEMME R

% Service Mesh control plane i, 2NN RENAHBIERIEH, KEHELbHLE, &9
LU Kiali. Jaeger. Prometheus =% Grafana 24 & &M EERIEMIRS MEEEE,

AR &M
[ ]
WS AFREA M. fii, MREEERES>MBE, ERILEVIN Jaeger #2515,
M OpenShift 5 & KNS E

1.
LB % cluster-admin f{BRIIF F 515 & X Red Hat OpenShift Service on AWS Web, 0
SR{#MH Red Hat OpenShift Dedicated, N# i —1E% dedicated-admin AR,

# A Networking — Routes,

£ Routes TIE, M Namespace ¥ H k¥ Service Mesh control plane WiH, #l

istio-system,

Location 7 i Rig 1 B& A EEEEh It
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MARE, FRATIESRREREEVINNBHNAAERES, RHRE L DS sHEHE,

¥ Log In With OpenShift,

it CLIHRERS IR

1.
LB % cluster-admin f 29[ F &5 & %% Red Hat OpenShift Service on AWS CLI,
MRfEA Red Hat OpenShift Dedicated, N#4iF—1EH dedicated-admin A &EIK,

I $ oc login --username=<NAMEOFUSER> https:/<HOSTNAME>:6443

2.
142l Service Mesh control plane 5iH., fE4&fl#, istio-system & Service Mesh
control plane WiH, ZfTLA TS :
I $ oc project istio-system
3.
EIKEEF Red Hat OpenShift Service Mesh 2HIAMNEEH, HZTUTHRS :
I $ oc get routes
XA ep4RE| Kiali. Jaeger. Prometheus #1 Grafana web #2514 LUk R 55 B R H
feBE A URL, fEROZEFRLUN TR
NAME HOST/PORT SERVICES PORT TERMINATION
info-gateway bookinfo-gateway-yourcompany.com istio-ingressgateway
http2
grafana grafana-yourcompany.com grafana <all>
reencrypt/Redirect
istio-ingressgateway istio-ingress-yourcompany.com istio-ingressgateway 8080
jaeger jaeger-yourcompany.com jaeger-query <all> reencrypt
kiali kiali-yourcompany.com kiali 20001 reencrypt/Redirect
prometheus prometheus-yourcompany.com prometheus <all>
reencrypt/Redirect
4,

FHEEM HOST/PORT 5iljj | A9HI 5 89 URL SHIRIN W28 LT FFER S,
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5.
¥ Log In With OpenShift,

1.15.2. iJi|v] Kiali ##Hl&

EZA LU Kiali #HlaHEENAEFIHRIN. BEMER. MRENRSSBNE, Kiali #£HE9
iR RS EERIER. EAUEETRIGIPHSHBAAEXNER, SFMRNAER. RS
By, Kiali AL REE 22 ENEDERAE,

FEiinl Kiali #5l&, B45iZEHEE T Red Hat OpenShift Service Mesh,

ZEFEAIE T Uil Kiali #2455 8988H,

RENE Kiali #5589 URL, ErIlEEDWE, MREFTE URL, EERAUTER :

EEANS R

1.
S G A EE X Red Hat OpenShift Service on AWS Web #HI4,

2.
= Home — Projects.
3.
MAENE, £ Projects TiAL, AT IESREERTBHAFR,
4.
RIEKERR, H info,
5.
£ Project details T{HE®, = Launcher Z48 Kiali &,
6.
{#/M5ijiin] Red Hat OpenShift Service on AWS #2HI&HERM A~ & MEHEEXE Kiali
PHE,
BE—REBFD Kiali 2HER, EAED Overview T, BAERRSMEHEGNERN
A&z,
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MRERUE T PERARE, BaRZRERARMBIMES, NAEEITEED istio-system
LA B B

FINRL e

1.
A4 & A EE X Red Hat OpenShift Service on AWS Web 12#1&,

2.
Hif Project,
3.
MAEWE, £ Project Details Tim L, T EREEHTBNERR,
4,
RUEMETR, Flm info,
5.
1£ Project TiE ™, s Launcher #8438 Kiali ##&,
6.

¥ Log In With OpenShift,

1.15.3. 7£ Kiali #2515 h EBIRSS MR IR

Kiali Graph JyfERIPIIE R ER AL T oa KB LThEE. HIMFERHERRESEN Istio ASES B
46, WiERELIRSMENTH, SHERRBEATFERRENTE NSRS HIN, BRI
BRI N AR .

ATLLERERLAN A -

App B ErmARCER N RARFRE TELE.

Service K 2 RMIEHENRSHT R, BMANARFANTFEAEBIIBEXTER,
ERHET —ITELHNUE, HRETEXNRSHRERE.
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Versioned App K B SN NMABRAKNT <. NARFNAAERFESBLHE—E.

Workload B S RIRES M REN TERENT &R, WRAREREGSHANBARENRAR
%, MBEON BARFRZBMHEA version #1715, EfEALLE,

E T A S ME R TN, BREMIRS MRS FEFEMIBHEHRET, LURMSESE AT
BRFRHHEE, BRG] mTLS [, ZERFHE, HiXAES, Graph SEAARE, AILERAE
o, FEFEAM Find 1 Hide Th&E,

Hif; Legend $%Hl, UAEBEHERHAXER. B, s HSRNESR.

EHEFEFOSRER, FEERPERERT RIS U EEBR I miR b RS,

1.15.3.1. #£ Kiali PR EEH B

Kiali EI89%6 R AR RIBENN ARFRMNE ESNBENTRANARAR, fim, ERT =6
BERHZBEALURE Kiali AN AR, BAXEUBEESSMERNE—HR, Kiali 2T
AR RIERE,

FoRFM

[ ]
MREZBLEACHNARR, HZE Bookinfo RHINARR, RE, BidLREALL
Tf4 73 Bookinfo M ARFEMRE.

I $ curl "http://$GATEWAY_URL/productpage”

SRR R R K productpage SRS,

it

JB5h Kiali #5145,

¥ Log In With OpenShift,

226
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3.

£ Kiali #H&H, = Graph EEHAZHE,
4,

1£ Namespace X H RN AR ®EZ2E, I info,
5.

BRFARNERAR, EHITUTE—HEF -

MBI THERBISE B i FE A R R E R BUE 5 4.

BRI

AR 55 &

IRAEACR A (BRIN)

TR

MEFESHERPEFFRNER AR,

mHEIA dagre

5 1 cose-bilkent

#E 2 cola

1.15.3.2. £ Kiali #®HIAhEEHE

B LUE Kiali #2238 EETENEMNAR. Workload Detail THEEE—4 Logs Wik, Bx—
A ERNARFRNNREAENS—AEUE, S LA Kiali B Ex B ER5E,
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EEY Kiali hE2RHOBAENEAETI, SRR TFMEHAENBSEE,

AR
[ ]
REMBEE Service Mesh,
[ ]
EREHEET Kiali
[ ]
Kiali 5 & 89t
[ ]
ERE SR T B AR Bookinfo RN AR,
ik =
1.
Ja5h Kiali #5145,
2.
#:; Log In With OpenShift,
Kiali Overview Tl &R ZINEIEAFBRE R H 865 4 Z2 ],
3.
¥ Workloads,
4,
1£ Workloads TiE ™, M Namespace ¥ rhikfEIiH,
5.
MERE, FRATEREREREEEFENEEN TR, A TERSENR. fim, B
ratings-vi,
6.

1£ Workload Details i, Hifi Logs kWi kR AE TEMEHMNAZE,
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% 13 SERVICE MESH 2.X
R

MRPREEIUEMAFRE, ETETEME Time Range 5 Refresh [[F.

1.15.3.3. £ Kiali #&H&hEEER

. ERILAE Kiali #ERIS P EENARF. THEMSMRSHAMMB TSR, FHEITESBUTIRE

T :
AR RS
R A FE R
At T EIEIR
s T e B3R

AR S5 1EtR

XEEHRE TR R PE BRI ERR, BIRIBIAXNARRF. TFAESRS T ES. NMA
BFATEOEHEIEERERAMREDS, M8, FERE, XKk TCP RE. RFSHHEUEMNE
AL BB R AR PR

Kiali 8Bk FRERIR kB E X chart, Kiali A aLL S RiES BirCIRIg R S89i8iR. &
A, Kiali ATLLE S ISR LM trace,

AR

[ ]
LZEEHACE Service Mesh,

BEREHEET Kiali,
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Kiali 255 89ithht,

(AI3%k) REMBE T 2HER.

¥ =2
1.
Jash Kiali #ZH15,
2.
#:# Log In With OpenShift,
Kiali Overview TlH R Z 7 MNEIE G BRAIFIE ch 6 8 22 [H],
3.
Hi; Applications. Workloads =% Services,
4.
£ Applications. Workloads =k Services Tl £, M Namespace Hi%EFTiH,
5.
MAEVE, FRATERREREEEEHASHNNAREF. TEASERS. $ii Name,
6.

1£ Application Detailstail. Workload Details =% Service Details TiE®, #ifi Inbound
Metrics = Outbound Metrics £ £k EEH T,

1.15.4. 24 B

S BRI BRERN A H AR S5 A A BORE R SRIRER N AP £ RSSO RERN T 2. BRA PN A
RRITEIN, FHETIER, ZEKRTRBEIT SRS ATRERERNN, WERNEEHRID RS
o

Red Hat OpenShift Service Mesh {2 Red Hat OpenShift distributed Tracing Platform 3k&E&
AR 55 N AR R RS A R,

1.15.4.1. Edi& Red Hat OpenShift distributedracing Platform #1 Red Hat build of OpenTelemetry
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fEa LA i ep e 3R opentelemetry #E5 ki INEI ServiceMeshControlPlane Hif
spec.meshConfig.extensionProviders #l#&#, [ Red Hat OpenShift distributed Tracing Platform
ATHEERIRE, AR5, BN AE KRR Istio KIEBAE JIBEE trace span, FHIFH & XE
OpenTelemetry Collector ¥ s,

IR A LATE 4G op 2 Z2 (Rl ch IR LT IBHEE A9 OpenTelemetry SEfil, S HECE N IHBEREIE X X8
BRYA EmRSS .

FRFM

R 1E tracing-system & 22 Al th{$f Red Hat Tempo Operator £/ TempoStack Zf,
MEHEZFEE, HSH"RE Red Hat OpenShift distributed Tracing Platform",

IR HEFF M B 22 H] =X openshift-operators fp 22 R %22 T Red Hat build of
OpenTelemetry Operator, MIZEZ{FE, HESH "% Red Hat build of OpenTelemetry",

INE{EMA Red Hat OpenShift Service Mesh 2.5 S{ERIRA, &5
ServiceMeshControlPlane %5 spec.tracing.type % & None, LU{EBEREIETLUL
*£Z| OpenTelemetry Collector,

¥ =
EME 2 E h]E OpenTelemetry Collector S, XANRHIER info iy Z[H :

OpenTelemetry Collector Edi& = Hl

apiVersion: opentelemetry.io/vialpha1
kind: OpenTelemetryCollector
metadata:

name: otel

namespace: info ﬂ
spec:

mode: deployment

config: |

receivers:
otlp:
protocols:
grpc:
endpoint: 0.0.0.0:4317
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exporters:
otlp:
endpoint: "tempo-sample-distributor.tracing-system.svc.cluster.local:4317" 9
tls:
insecure: true
service:
pipelines:
traces:
receivers: [otip]
processors: []
exporters: [otlp]

1£ ServiceMeshMemberRoll R FIFRP A S fp & Z2H],

1E&pHId, TempoStack SEZHIFE tracing-system fpZ 22 EIIZ T, EARBIE
ServiceMeshMemberRoll B i FlZ& A8 & TempoStack fp&422[H, #0 'tracing-system’,

4

il

EH P —4 ServiceMeshMemberRoll B 5 f % 22 [a] fh il &
OpenTelemetry Collector #5—5L6,

&I LLET 7E OpenTelemetryCollector ¥Rz N
sidecar.istio.io/inject: 'true' 371N otel-collector {E MBI —ER 2.

K% otel-collector pod H&F 4 F pod @B IELETT -

otel-collector pod H&K A=A

I $ oc logs -n info -l app.kubernetes.io/name=otel-collector
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1f istio-system fp R 22 A P AIEKEH A ServiceMeshControlPlane HE X ¥E(CR) :

SMCP B & L HiRzH

kind: ServiceMeshControlPlane
apiVersion: maistra.io/v2
metadata:
name: basic
namespace: istio-system
spec:
addons:
grafana:
enabled: false
kiali:
enabled: true
prometheus:
enabled: true
meshConfig:
extensionProviders:
- name: otel
opentelemetry:
port: 4317
service: otel-collector.info.svc.cluster.local
policy:
type: Istiod
telemetry:
type: Istiod
version: v2.6
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al}

LM SMCP 2.5 #2:El 2.6 i}, $§ spec.tracing.type SHi%& 7 None :
SMCP spec.tracing.type ZERHI
spec:

tracing:
type: None

1t istio-system & Z2 A Fh Al Telemetry BT :

Telemetry 5RRAI

apiVersion: telemetry.istio.io/vialpha1
kind: Telemetry
metadata:
name: mesh-default
namespace: istio-system
spec:
tracing:
- providers:
- hame: otel
randomSamplingPercentage: 100

IS9F istiod A&,

BCiE Kiali BTRAMELUS A Kiali T BERIRGGRIR, B UERANERREEBERERS
%0

Kiali 35861
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apiVersion: kiali.io/vialpha1
kind: Kiali
#...
spec:
external_services:
tracing:
query_timeout: 30 ﬂ
enabled: true
in_cluster_url: 'http://tempo-sample-query-frontend.tracing-
system.svc.cluster.local:16685'
url: '[Tempo query frontend Route url]'

use_grpc: true @

ZIAM query_timeout BH{H N 30 #, MRFEHIZ N 30 ¥, EAFiEH Kiali CR
Y .spec.server.write_timeout, Fi$Ff# haproxy.router.openshift.io/timeout=50s
#AINE Kiali B8H. .spec.server.write_timeout #1 haproxy.router.openshift.io/timeout=

WK TF query_timeout,

MREEEHEAEKIAMN HTTP =X gRPC @0, 5 in_cluster_url: imOE &K
HE imO,

4

ol

Kiali 1.73 [ Jaeger Query API, X5 BURHE Tempo BTRBRHIE L
KB R E], MRERTE Kiali Ul HEE| Could not fetch span (Hi55HE, 1Ek
# Tempo ECiE, 4 Kiali hEAEiHKIERE,

FHERAXRIEAIN A,

48 istiod pod H&H] otel-collector pod Hi&,

1.15.4.1.1. 7t mTLS % Service Mesh B\ i fin % Z2[A|FhECiE OpenTelemetryCollector
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WwRIS A Service Mesh dataPlane mTLS INER, ARSI TLS N,

E /5 AMIES OpenTelemetryCollector k55815, @ity OpenTelemetryCollector AR55 M
DestinationRule 3k%5f TLS trafficPolicy :

DestinationRule Tempo CR =l

apiVersion: networking.istio.io/vialpha3
kind: DestinationRule
metadata:

name: otel-disable-tls
spec:

host: "otel-collector.info.svec.cluster.local”

trafficPolicy:

tls:
mode: DISABLE

1.15.4.1.2. 7t mTLS % Service Mesh B\ i Z2[A|FhfCiE Red Hat OpenShift distributed Tracing
Platform

4

al

MRIEHAZ Service Mesh B il taH 2RI B ZE[H I T TempoStack 524,
NAFTE X FIH DestinationRule ECiE,

Lf&/5 A Service Mesh dataPlane mTLS MNEFH1E Service Mesh B i iy £ 22 [v] ch | 2
TempoStack SLHlEf, A REER2E TLS IN%, #0 tracing-system-mtls, XM NEEATIHEE
Tempo 4RSS, FHRE—4 TLS ik,

EEE TLS #51%, #E@id N Tempo # Kiali ff DestinationRule 3Z:F TLS trafficPolicy :

DestinationRule Tempo 5l
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apiVersion: networking.istio.io/vialpha3
kind: DestinationRule
metadata:
name: tempo
namespace: tracing-system-mtls
spec:
host: "*.tracing-system-mtls.svc.cluster.local"
trafficPolicy:
tls:
mode: DISABLE

DestinationRule Kiali =45l

apiVersion: networking.istio.io/vialpha3
kind: DestinationRule
metadata:

name: Kiali

namespace: istio-system
spec:

host: kiali.istio-system.svc.cluster.local

trafficPolicy:

tls:
mode: DISABLE

1.15.4.2. FEEMAN S M ERR Jaeger L4

INRIE S Red Hat OpenShift Service on AWS i 5¥ A1 Red Hat OpenShift distributed
Tracing Platform (Jaeger)S:fil, #&aILLf§ ServiceMeshControlPlane B5iRECE N %L HHT0%H
NIRRT A,

B

M Red Hat OpenShift Service Mesh 2.5 Fr#5, Red Hat OpenShift distributed
Tracing Platform (Jaeger)#1 OpenShift Elasticsearch Operator 2#FH, TG
& fTRRA PR, ‘LIESEL T AT E R X EREIRMER R EENXE,
BRI A BIREUUE, FHEMER. 679 Red Hat OpenShift distributed Tracing
Platform (Jaeger)l&{XikE, #EaILI{E Red Hat OpenShift distributed Tracing
Platform,
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SeRFH
[}
REMECE Red Hat OpenShift distributed Tracing Platform 524,
it 3
1.
1£ Red Hat OpenShift Service on AWS web #Hl5H, = Operators — Installed
Operators,
2.
= Project 325, %fE%Ek Service Mesh control plane 9351 H, 0l istio-system,
3.

= Red Hat OpenShift Service Mesh Operator., 7t Istio Service Mesh Control Plane %l
i, = ServiceMeshControlPlane ¥5iRE&#E, #1100 basic,

o MR A (Jaeger) L HIH A TR AT ServiceMeshControlPlane,

= YAML #7535,

4273\ Tracing Platform (Jaeger)=: Il & #R7ZINEI ServiceMeshControlPlane
FiR+H spec.addons.jaeger.name H, fELLTFRAIH, distr-tracing-production 247
3 Tracing Platform (Jaeger)=LHI#&HR,

AR IEERECE RS

spec:
addons:
jaeger:

name: distr-tracing-production

= Save,
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£ Reload k% 1iF ServiceMeshControlPlane %R 2 # EfARE,

1.15.4.3. MR
trace RSP HIRS FIBHITEER., —1 trace H—1MHZ N EFEYK. span EEE&M. T4
B TR A 2R RIS R TAF o, WEESRIRE T trace BT AMESIEE,

Envoy fRIEBMIFEREIAIZLE MRS ME T trace B9 100%, SiMFFRAHFEER RN, BER
RIERRAR, 477 EhE2E Red Hat OpenShift Service Mesh #il, EFHEXE HH/M trace
B, i, ¥ spec.tracing.sampling & 100 3ERH trace B9 1%,

£ Envoy REBHIFE A E N 0.01% IBEMT BREHL

fEE A%, spec.tracing.sampling iX&> 10000, XK 100% B trace £FE, HliN :

FHEXEH 10 1 trace B 0.1% FEA,

FHE RN 500 NMHEA 5% K trace.

Envoy REHIEESEMA T Service Mesh sl AN FAER, F A Envoy KE, X4
HFFERET Envoy KEINEHRERHBIES.

Jaeger 2R ZEMT Service Mesh A MM ARE, FE#H Envoy {LH,
MBUBFE, XFMFERE T 24 h R BERRGBENFHENIBURE.

1£ Red Hat OpenShift Service on AWS web #4l5H, == Operators — Installed
Operators,
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= Project 32 ik FE%LE control plane B5iH, #1 istio-system,

= Red Hat OpenShift Service Mesh Operator., 7t Istio Service Mesh Control Plane %l
i, = ServiceMeshControlPlane ¥GEREZFR, Hli0 basic,

TSR, iHh spec.tracing.sampling X B R RMHE,

= YAML 7%,

73 ServiceMeshControlPlane %fi&AH spec.tracing.sampling X &f{H. 7ELATFRHI

B, FEeiEN 100,

Jaeger HiFERAI

spec:
tracing:
sampling: 100

= Save,

= Reload 3% iF ServiceMeshControlPlane %R 2 # 1 EfARLE,

1.15.5. ijjin] Jaeger =&

Ejin] Jaeger #EHlEA, EiLREFHACE T Red Hat OpenShift Service Mesh,

RETESOBEAN A Jaeger 2HIA.
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MRENE Jaeger #HEH URL, EAILIERVIME, MRERHAE URL, HEAUTET :

B

M Red Hat OpenShift Service Mesh 2.5 F7r#5, Red Hat OpenShift distributed
Tracing Platform (Jaeger)#1 OpenShift Elasticsearch Operator 243 H, FHELE
A fThRA SRR, IENESIATE RSP RENIIDENEFRRES X
¥, BXMheERAEREU0E, FS#EMER. 675 Red Hat OpenShift distributed
Tracing Platform (Jaeger)ME L, EaILfEA Red Hat OpenShift distributed
Tracing Platform,

M OpenShift #HI &S E

1.
LLEH cluster-admin BRI 515 &%k Red Hat OpenShift Service on AWS Web, N
R{#M Red Hat OpenShift Dedicated, N %iH—1Bf dedicated-admin f &K,

2.
£ A Networking — Routes,
3.
£ Routes T, M Namespace 35 fhii#F Service Mesh control plane WiH, #l
istio-system,
Location %Il /R84 BR A HEREH L,
4.
mawneE, FEHTESREEY jacger BH, HHERMA AHE UE5IHEHIE,
5.

¥ Log In With OpenShift,

Kiali #2514 895 5

1.
JB5h Kiali #2515,

B AN S M B Distributed Tracing,
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¥ Log In With OpenShift,

it CLI RS IR

1.
LLEH cluster-admin f 29[ F &5 & %% Red Hat OpenShift Service on AWS CLI,
MR A Red Hat OpenShift Dedicated, N4 —1 B dedicated-admin f &K,

I $ oc login --username=<NAMEOFUSER> https:/<HOSTNAME>:6443

ZFEAGSTENBHRTE, FRALTHS, E£XHID, istio-system 2 Service Mesh
control plane iy & %2|H],

I $ oc get route -n istio-system jaeger -o jsonpath="{.spec.host}'

3.
BN 2R FEEA https://<JAEGER_URL>, Hr <JAEGER_URL> 2 Et—4 K
& A,
4.
SR A% 7] Red Hat OpenShift Service on AWS #EHI& MR —A T B EER,
5.
NBECIRS AMBIARS R FER T trace, A LUE AT #E2RH Find Traces i#H1iE
% trace BUE,

NREMELIFEH S RE, NAE R trace BUE.

1.15.6. iJ/il] Grafana #ZHl&

Grafana 2— 19T E, aTATFEER. BHHSINRSMIEER. £4614, istio-system 2
Service Mesh control plane 8 22[H], Eijj[7] Grafana, HEHITLA TR -

ZF% Red Hat OpenShift Service on AWS web #H1&,
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2.
= Project 325, %fE%Ek Service Mesh control plane F9351H, 0 istio-system,
3.
¥ Routes,
4,
mili Grafana 1789 Location FIdh gk,
5.

{#/ Red Hat OpenShift Service on AWS FuF &% ¥ Grafana %414,

1.15.7. iJiln] Prometheus 2414

Prometheus 2— P RIEZEMERTE, THFREMIRSHEHXNSERIE, E4HIH, istio-system
7 Service Mesh control plane #3422,

it =3
1.
Z[% Red Hat OpenShift Service on AWS web #H1&,
2.
= Project 325, %fE%Ek Service Mesh control plane F9351H, 1 istio-system,
3.
¥ Routes,
4,
H; Prometheus 1789 Location il iy,
5.

{8/ Red Hat OpenShift Service on AWS il &% ¥ Prometheus £Hl&,

1.15.8. A T s 5 m

EIAERT, Red Hat OpenShift Service Mesh (OSSM)f&E % FIf Prometheus SEf% % Service
Mesh control plane (sSMCP), FTFMMEEEET. B2, £-RATEESAMNEIERSE, W Red
Hat OpenShift Service on AWS YW F e LT H,
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LIS EER T MAYF Service Mesh 5 user-workload 5124 i,

AR

[ ]
J&F user-workload !5i%,

%% 7T Red Hat OpenShift Service Mesh Operator 2.4,

B %%k Kiali Operator 1.65,

¥+ cluster-monitoring-view 5% % Kiali BRS5MKS -

apiVersion: rbac.authorization.k8s.io/v1
kind: ClusterRoleBinding
metadata:
name: kiali-monitoring-rbac
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: cluster-monitoring-view
subjects:
- kind: ServiceAccount
name: kiali-service-account
namespace: istio-system

9 user-workload W1 & Kiali :

apiVersion: kiali.io/vialpha1
kind: Kiali
metadata:
name: kiali
namespace: istio-system
spec:
auth:
strategy: openshift
deployment:
accessible_namespaces: #resiricted setting for ROSA
- istio-system
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image_pull_policy: "
ingress_enabled: true
namespace: istio-system

NR{EA Istio Operator 2.4, H{FEMAILASE N user-workload 1R E Kiali :

apiVersion: kiali.io/vialpha1
kind: Kiali
metadata:
name: Kiali-user-workload-monitoring
namespace: istio-system
spec:
external_services:
istio:
config_map_name: istio-<smcp-name>
istio_sidecar_injector_config_map_name: istio-sidecar-injector-<smcp-name>
istiod_deployment_name: istiod-<smcp-name>
url_service_version: 'http://istiod-<smcp-names.istio-system:15014/version’
prometheus:
auth:
token: secret:thanos-querier-web-token:token
type: bearer
use_kiali_token: false
query_scope:
mesh_id: "basic-istio-system"
thanos_proxy:
enabled: true

url: https://thanos-querier.openshift-monitoring.svc.cluster.local:9091
version: v1.65
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Red Hat OpenShift Service on AWS X Il ¥R FH A S/ Red Hat
managed fp & 22 B R EIE Kiali ¥RA @SN BRE,

XEBkE OpenShift ¥ LD AR IUFEH
spec.deployment.access_namespaces HLL @A XIE :

o
[**1 (FrE®RZEE)
o
default
o
codeready-*
o
openshift-*
o
redhat-*

FEH PO RRE T A X R R ZE A MZEIIR.

JI54-E8 Prometheus BZi& SMCP :

apiVersion: maistra.io/v2
kind: ServiceMeshControlPlane
metadata:
name: basic
namespace: istio-system
spec:
addons:
prometheus:
enabled: false ﬂ
grafana:
enabled: false 9
kiali:
name: kiali-user-workload-monitoring
meshConfig:
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extensionProviders:
- name: prometheus
prometheus: {}

M OSSM 24t ERIA Prometheus SEHi,

M Grafana, 48 Prometheus EHIFEIEE,

B2 B 7 L SRIE LA 1Tk B i iRen R 2 M A R E -

apiVersion: networking.k8s.io/v1
kind: NetworkPolicy
metadata:

name: user-workload-access

namespace: istio-system ﬂ
spec:

ingress:

- from:

- namespaceSelector:
matchLabels:
network.openshift.io/policy-group: monitoring

podSelector: {}

policyTypes:

- Ingress

B X 4 SRig AN A BIFT At & 221,

N Telemetry 3T REUS A Istio (RER R AOHRE R

apiVersion: telemetry.istio.io/vialpha1
kind: Telemetry
metadata:

name: enable-prometheus-metrics

namespace: istio-system ﬂ
spec:

selector: 9

matchLabels:
app: info

% 13 SERVICE MESH 2.X
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metrics:
- providers:
- name: prometheus

£ control plane & Z2 [ h IR Telemetry X RN A RIMEhATA TEMH,
ERENN AR — A R ZeH, E7E B e & ZeE o Al EEN K.

2]

al %k : %i& selector.matchLabels spec, ¥ Telemetry %f %5 AR B brop 4 Z2E ch
B%F B T £ 8o

I ServiceMonitor % %3k 1512 Istio control plane :

apiVersion: monitoring.coreos.com/v1
kind: ServiceMonitor
metadata:
name: istiod-monitor
namespace: istio-system ﬂ
spec:
targetLabels:
- app
selector:
matchLabels:
istio: pilot
endpoints:
- port: http-monitoring
interval: 30s
relabelings:
- action: replace
replacement: "basic-istio-system"” 9
targetLabel: mesh_id

1£ Istio control plane fa & 22 A i It ServiceMonitor %R, E AT Istiod
k55, TEApBId, & ZEHZ istio-system,

2]

FHFE "basic-istio-system” & SMCP &k Hp £ RKAE, BREFALKEH+
AP TEABIEZENENMBEBEM K, sTLEREMIRE. £ 2 FHhEEM Kiali FR
i spec.prometheus.query_scope 72 PLHdXMHE.
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¥ SER
t‘iy E$
Ve
O * MRMEA user-workload IR EF—1 WM&, N Kiali TR mesh_id &
‘i‘) RicH spec.prometheus.query_scope ZEXERZ Al EM ({BHIE mesh_id 7

Q
S

MR, Nkad%5 M query_scope ZEERNIZEMIER) o

<$

>
>4
‘i’

S

R

MREHPHZN MR EHITRERHE A user-workload 112, NIFE Kiali
¥E i mesh_id relabelings #1 spec.prometheus.query_scope %, Xkt
AR Kiali REFH XBKBIFIE PSR,

>
¥

S

e, *‘

$

MBS ALE Kiali, EHARLINA mesh_id Efiric, WMERBAFRRM
B FR ol LK 2 A R B,

+y(¢=+ﬁ¢:+y(

<$

[.F PodMonitor Xf&R M Istio fCERBEESS I -

apiVersion: monitoring.coreos.com/v1
kind: PodMonitor
metadata:
name: istio-proxies-monitor
namespace: istio-system ﬂ
spec:
selector:
matchExpressions:
- key: istio-prometheus-ignore
operator: DoesNotEXxist
podMetricsEndpoints:
- path: /stats/prometheus
interval: 30s
relabelings:
- action: keep
sourcelLabels: [ _meta_kubernetes_pod_container_name]
regex: "istio-proxy"
- action: keep
sourcelabels:
[__meta_kubernetes_pod_annotationpresent_prometheus_io_scrape]
- action: replace
regex: (\d+);(([A-Fa-f0-9]{1,4}::?){1,7}[A-Fa-f0-9]{1,4})
replacement: '[$2]:$1'
sourcelLabels: [ __meta_kubernetes_pod_annotation_prometheus_io_port,
__meta_kubernetes_pod_ip]
targetLabel: __address___
- action: replace
regex: (\d+);((([0-9]+?)(\.|$)){4})
replacement: $2:$1
sourcelLabels: [ __meta_kubernetes_pod_annotation_prometheus_io_port,
__meta_kubernetes_pod_ip]
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targetLabel: __address___

- action: labeldrop
regex: " __meta_kubernetes_pod_label_(.+)"

- sourceLabels: [ __meta_kubernetes_namespace]
action: replace
targetLabel: namespace

- sourceLabels: [ __meta_kubernetes_pod_name]
action: replace
targetLabel: pod_name

- action: replace
replacement: "basic-istio-system" 9
targetLabel: mesh_id

B~ Red Hat OpenShift Service on AWS %122 Z1% ServiceMonitor #]
PodMonitor X% F i) namespaceSelector #ii&, FrLUERAFILERTA BIHE v 22| dh v
PodMonitor X%, @1F control plane #5%&Z2[H],

FFFh "basic-istio-system"” ;2 SMCP &k Hap £ RIMNA S, BREMFAER+
AP TEABEZENESN MBI —8, sTLMEREMRS. £ 2 FHhEEM Kiali FR
i spec.prometheus.query_scope &2 PLHgX M.

MNR{EMA user-workload EIERBF—4 Mg, N Kiali FEHH mesh_id &
iR # spec.prometheus.query_scope FE#ZaIEM ({HINE mesh_id #r
ZWMER, MEA45HE query_scope FEXRZ#EMIER)

NREHPNZ NI EHI T gE A user-workload %12, MIFE Kiali
FiIRAE mesh_id relabelings 1 spec.prometheus.query_scope &, Xtf
AR Kiali REFHKEKBIMIE REERT.

MBS HLE Kiali, HHARLINA mesh_id Efiricd, WMERBFRRM
3 SE SPGBV, N ST R

}TF Red Hat OpenShift Service on AWS Web 45, BERIFEET L,

1.16. HEEEfIa i B

250



% 13 SERVICE MESH 2.X

2Rl ServiceMeshControlPlane #BARERFEHE, SHXITAE—TEIAN Red Hat
OpenShift Service on AWS Z#EmhpiThZk, EiAH OpenShift Container Platform &2 — AR
BRI, E5UE T RIhRE SMCP |5, ERZES SMCP e X MikiE L& R R RIAE,

1.16.1. HE T EFRAR S

KIMBER T, spec.proxy EF1%E cpu:10m 1 memory:128M, MR {EH
Pilot, spec.runtime.components.pilot EG1HREKNEKIAE,

LUTFRAIPEEEET 1000 MRS LR E#1000 MNiEK, EATLIEH ServiceMeshControlPlane
19 cpu Hl memory B,

iz
1.
1£ Red Hat OpenShift Service on AWS web 2Hl&H, = Operators — Installed
Operators,
2.
= Project 325, %fE%Ek Service Mesh control plane F9%j1H, 0 istio-system,
3.
= Red Hat OpenShift Service Mesh Operator, 7t Istio Service Mesh Control Plane 7l
i1, = ServiceMeshControlPlane BI&#5, i basic.
4,

FHT Jaeger LB A FRAINE ServiceMeshControlPlane,

= YAML #7355,

1£ ServiceMeshControlPlane ¥iRhi%&E
spec.proxy.runtime.container.resources.requests.cpu,spec.proxy.runtime.container.r
esources.requests.memory,components.kiali.container, 1
components.global.oauthproxy B{g,

x4 2.6 ServiceMeshControlPlane =l
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apiVersion: maistra.io/v2
kind: ServiceMeshControlPlane
metadata:
name: basic
namespace: istio-system
spec:
version: v2.6
proxy:
runtime:
container:
resources:
requests:
cpu: 600m
memory: 50Mi
limits: {}
runtime:
components:
pilot:
container:
resources:
requests:
cpu: 1000m
memory: 1.6Gi
limits: {}
kiali:
container:
resources:
limits:
cpu: "90m"
memory: "245Mi"
requests:
cpu: "30m"
memory: "108Mi"
global.oauthproxy:
container:
resources:
requests:
cpu: "101m"
memory: "256Mi"
limits:
cpu: "201m"
memory: "512Mi"

7 Red Hat OpenShift distributed Tracing Platform (Jaeger)iXi&{H, HE " "&
BENESRES HBERTS Jaeger',

mif Save,
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= Reload &% E ServiceMeshControlPlane ¥R S IF A&,

1.16.2. hnEHAE5 R

Hith 5w

k% Istio #E X 7 i MI4& B 1000 MRS5S H] 2000 4 sidecars, A 70,000 4M#&3E i K57
Hek, A Istio 1.12.3 217K, £RLULTER -

Envoy {CER SRS 1000 4B A ERAGIE KM 0.35 vCPU #1 40 MB K77,

Istiod €/ 1 vCPU f1 1.5 GB R+

Envoy fCEEX} 90th percentile E;RI8MT 2.65 ms,

551 istio-telemetry IRS5 (7£ Service Mesh 2.0 REKIAEFA) AT A Mixer ERE,
5 1000 FISEEPE RS HEA 0.6 vCPU ik, BUBFEAH (Envoy KIE) LEL@ET REE
HEEF. Service Mesh control plane 4 Istiod BESEHIEFH (data plane) . data plane
1 control plane AR R,

1.16.2.1. Service Mesh Control plane #4&E

Istiod IBRIBA " X HNEE X NRSE YR SAE sidecar fLH, 7£ Kubernetes (£55dh, HEX
%iRE X (CRD) HEERRSMNEBHIRESHMR, Istio BBENR, HWMMXHERRS, IREtA %
NHECE, EERAEMNESE, Istiod M Kubernetes S EHIA P SR E M HARBNRSRS.

Service Mesh control plane X8 F 1 kS, 2HRKTFLEBH pod, EIIMAFVEEELIRSH
HihE BN RBEHELL, Istiod B CPU MINEFEXRT B, UKEREREMNATRENRIKE. CPUHREY
BALUTHER :

mEBESE,
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ACEE A&,

R Istiod S EEE,

(EB55 o N b (I S

1.16.2.2. data plane t+&E

data plane MIHEEEUR FEAEHR, HiliN :

&P imiE

BiriaRE

T 3R K /NFHIWE LA/

K worker &M E

CPU I

RIS IR ENRE, FH2EN v2 BXET i8S,

R, HHELRAER CPU MR HFEF X LRERThEERN £,

1.16.2.2.1. CPU fIN{FHFE

B4 sidecar (REEN BRI R HITHNNIIE, FRELERERE CPU #1RE. M Istio 1.12.3 FFi4,
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RIEEFRE 1000 MFRALIHEFE 0.5 1 vCPU,

RENAEHEIUATREAANERERS. KELHTSE. SHEAMBHTLUSMREFRE.

EHAREEEF RS PEHOBIE, ALERERIRMAEHEE.

1.16.2.2.2. AR

Hh Istio EHIRIRZR L3E A sidecar K, FILUERE—NEERRR, Istio MAERZMNE UET g
2%, BT ESRMTBIE T IESRR. SN ERSESFNIREBEANKEKED, FHRWER,

Envoy REREME Fim A £ EBEERIBZNEIR. i KIBERRB 2N TSR B AR 2E K5
BOZiE KBS R, B2, HTF worker fCTFAHEIER, At worker R EIFHAME FT—MiEK, X
NI T —NERMATIEFN FZN, FHREERMELRIER, LhrMERERIUR T RERE
.

EMgs, HRaGTE IR, RERRSRmAIE, 7 Istio 1.12.3 (Istio 77 A telemetry
v2) MEARCES, FMCEEAXT 90th 1 99th percentile ZER #1810 1.7 ms #l 2.7 ms GRiIE A4
BETENIER) .

1.17. HE~ R E SERVICE MESH

LIEAETMERLETIBREINERN, ENJIECE control plane. EBERMZ2UFFLIHREE
Ko

([} =353
LZHHAECE Red Hat OpenShift Service Mesh,
EHESERISENEE.,

1.17.1. HEFI B/ E ServiceMeshControlPlane &

MPHRBRET —/NEHZEXH ServiceMeshControlPlane #i&E3EMlif Service Mesh, M7 HidE
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Ju4 A 5K Red Hat OpenShift Service Mesh,

R EEURIA ServiceMeshControlPlane ¥iRH metadata.name £, X FE“HIEERE, Eib
A E X BRIAER,

it

HNEFIMEERE 2 H R RERT S (Jaeger),

%i% ServiceMeshControlPlane ¥iELA{# A production EBEREE, AiEEN
spec.addons.jaeger.install.storage.type %i& 5 Elasticsearch, 7t install higEZIH
MACE LT, EalLLolEHECE Jaeger 56, FH¥F spec.addons.jaeger.name %&H
Jaeger LBl AR,

2\ Jaeger S, 1E Elasticsearch

apiVersion: maistra.io/v2
kind: ServiceMeshControlPlane
metadata:
name: basic
spec:
version: v2.6
tracing:
sampling: 100
type: Jaeger
addons:
jaeger:
name: MyJaeger
install:
storage:
type: Elasticsearch
ingress:
enabled: true
runtime:
components:
tracing.jaeger.elasticsearch: # only supports resources and image name
container:
resources: {}
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REFHREEMNE, MBEESER, FSHEREANTT BRERS.

W MABBIEB WA MM RERSIEY, BRENRSIEHEHRE, NRESER, HSH
2,

1.
B AL TS YEE ServiceMeshControlPlane KR 2B 2 EIARHT, £4HId, basic 2
ServiceMeshControlPlane %iEMEHR,
I $ oc get smcp basic -o yaml
1.17.2. Hb5iR

BxtEaEHEE Service Mesh WEZ{ER, ESHMEEN AT Bt

1.18. R S5 PR

Federation (B#8) R—#EBEHER, wiLEAEFREMEREPEEFIMPINEF =R T
o

1.18.1. BEFR4R

Federation (B(3B) R—ZHuliLERIEi MR EEERSMTIEE, RITFESANTFRMNEREhEER
Service Mesh TheE, MBHEUE. BEFHRE2EE,

BTSRRI, EAILLETT. EERMWERES A OpenShift £FPIZTHHAANIRS MG, Red
Hat OpenShift Service Mesh B:FBEI%T Service Mesh MIZ B HE, XA EBRIXMIEZEINEEER
{/‘o

Service Mesh federation [RiXE1 MRS EHMERE, HEABHCHNERL.,. RANTHEFRRTEM
s, HREZERAERZELR, EMEHEZEEE2RTHAEEEN, BHBRETHNEMRAZHAEH]
2, BRIEAREHTTEE, ﬂEiFJiﬁY. BB RESEF G ER S BMEhREAH,

RE[ USRS & PECE ServiceMeshControlPlane, US| EZAFESMAOMEORME, 3+
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JIRgIEE ST,

B A QIR BN BRI, UTHRATENT IS T MBAREKS,

ServiceMeshPeer 58 75 Bl — X AR 55 P 2 6] FOEXFR,,

ExportedServiceSet 7 ilf 75 BARIE B — AN % AR S5 mT 400 F g3 AL

ImportedServiceSet 5T BAXTFME 5 MRS 5 A BIRE .

1.18.2. BXIBRiE

Red Hat OpenShift Service Mesh ¥X3B 77 ;AN A RI&EIThEE BIE -

SR REERER root IEH,.

IZREMHENFRBIES,

Mesh EE G MFIREIL . RSA MR, FHEEE, SUAT RU mesh Z489H
.

G /T A EE MBI Z RS,

RINTEHRPHBFBHZERENTEABNGER. L S RS EH Hib
R, FHRFEEBEBSREANITFIERNER,

B SRS TS AR S — T MiES, SERE LN TEAEREBIRERAXRSA
Egﬂﬁ%o
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X g iz Rl BE S T I

ZRAEFX IR E N T G BMAKIB R EREN S — N R BN TG Ei AR E B F
5,

LRSI S — D REE, SR LBITUTERSF -

APFREEIRAE X B SEETHE.

X IURFB R BS EHR.

AR RAEXHE 55 HRFSIER.

R IHRFR PG S HH BIAR S5 B94E B

1.18.3. X &%

Red Hat OpenShift Service Mesh EX3B%1%} Service Mesh %R CHE, %A EBIXMIE Z RIK{E

Ex. BRSO —ER 2 L,

BRI ME—ES, EERENEL,

BRI IO A R AR — P M — B

BB 2 (B fFE 24 A mutual Transport Layer Security(mTLS)E BN,

Kiali U 2 ~ESANBIEHRS. EXTEEILEASABMEPREREHIRS.

1.18.4. BXFRPR

259



Red Hat OpenShift Service on AWS 4 Service Mesh

Red Hat OpenShift Service Mesh B3B8 /75N A P& A LLTFERH -

OpensShift Dedicated AR M SE,

1.18.5. BKIBFERFMH

Red Hat OpenShift Service Mesh B3 B A EMA R R ZLL T REM -

B HEZ 4 Red Hat OpenShift Service on AWS 4.6 =8 SR A EEE,

BX#B (Federation) 27 Red Hat OpenShift Service Mesh 2.1 {EERAHB| AK, £
W EHEEERENEF M ELET Red Hat OpenShift Service Mesh 2.1 S{E S/
Operator,

1B IR BRI S MG EEE 2.1 SkESRAM ServiceMeshControlPlane,

IR IECE T R S BB X KBRS M 1 Bda63s, LIRS TLS 8. A REaiE
BFAIH HTTPS MAFIRS REMERIBINE TCP,

ESHHS AR, BNZBEEATFA S — AT MBHIRS . EXF2EEK, &q]
LiIEES /S AMAFENIRS . HEEELL ExportedServiceSet Fl
ImportedServiceSet e ZRIMARSSH, Bil&BIRMHEGESH/FA.

1.18.6. LK AR EXFR

TR E ISR AT, EA %R T — i SRR R S e,

TR 2 D RS I A RIS ? B AT ae MM A BRBERN B TR, ATREEMN T H=1MHE.

TRV RS S AR s R A E ? fEATIUE e 22 ER B TR EMMEEHBR, £
BRI ETREERRRNEG, ERZRE—NeRAE, CAEBEREEHIANE
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BE M, UERUTRSHR

S22

e 3T T R

Mesh & #RHl684 22 (A

Federation ingress B3%

Federation egress f%x

REEHEE

al

BB hag s MR ER LA B CRME— S EiE.

SR MESA RS P LT LR 55 BUBE PR 2 SNBSS ST LR St AT
55 AR

EAREERATIRSwRZER ?

AR AT S HIRS ?

BARET RIS AL S HBRS ? ST RER S A SRR .

ERERBATSARRS ?
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1.18.7. ££8 A9 Mesh &

Z49 OpenShift Service Mesh BM— LB S ERRERFPZTHEHERE, INIESEER—%
HhBENHTRERIERRATRE. B2, —A MK ingress WX o] LA 7 — A B4& iR,
RX—R—MAEER, MPREHZRXTHEMNRS, FMXRSSEEH LoadBalancer ARS5.

ZARSS LB OSI BRRIREE 4 ZinfTM i BT &SR AT

1.18.7.1. EEHN Li2THEH L ATFHKAEAO

INREHEEN LiZ1TH 5L LoadBalancer ARS5, ] ingress B Service XTRH
.status.loadBalancer.ingress.ip FEH K IP #ihtSi#5EH ServiceMeshPeer xR
.spec.remote.addresses FEHHNEZHZ —.

NREBHAZHF LoadBalancer AR5, MIANRT el Miz T H AL AOEERED R, T =T LAfEF
NodePort fk55. £ ServiceMeshPeer X%, ff .spec.remote.addresses FEXHIEETI =M IP i
nt, 3£ .spec.remote.discoveryPort #l .spec.remote.servicePort FEEH#gEIRSS T MmO,

1.18.7.2. #£ Amazon Web Services(AWS) EAFFEFA O,

BIAMERT, £ AWS LiETHER M LoadBalancer IRES A L4 fi#39%, 7 Red Hat

OpenShift Service Mesh EXFB eI LLEE T {E, #414E ingress FIXARSS PARILLT A -

service.beta.kubernetes.io/aws-load-balancer-type: nlb

£ ingress P& Service XK .status.loadBalancer.ingress.hostname FErhi52 £ bR E I8 & N
f57EH ServiceMeshPeer ¥ RM .spec.remote.addresses ZEEHMEHZ —,

1.18.8. BXFBLHEAEH

EXFBARSS AR IR LU T A S -

O EEERIBR SRR H] Ao & %%,
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O EEE R S IR KRR S B M B9 ds, LSRRI TLS RE,

O 522k Red Hat OpenShift Service Mesh kkZ 2.1 SiE = hii4<H Operator,

O NN EERERE 2.1 HESIRAH ServiceMeshControlPlane,

O NEZRBHFANMAEACE SMCP :

O NEEHHRNEFNEEE—NEFRHOMX

O NEEHHROEFNERE—NEKFHBAOMX

O ESiEME— RS i,

O @i E Mg IR ServiceMeshPeer ¥ SEECGRF N 2% M8,

O @it A —4™ ExportedServiceSet FilR 5 RS, 535 BRIAE BT LAT; [liX LAk 55,

O @it 88— ImportedServiceSet FiRE S AIRS, SARENEREZHRS,

1.18.9. NEXFBECE Service Mesh control plane

TEPIE BT LA IE IR A, RaAF1 MR FBECE ServiceMeshControlPlane, EHHEFEIBEL A ATA
RRERAEFN, FHFESITMRESMIER, FRLURSAL &7 I ABKFBRMEESE SMCP,

ELLTRBIH, red-mesh WEGFECE SMCP LLRE A green-mesh f blue-mesh 1Tk
#30

Red-mesh 5 SMCP x4

263



Red Hat OpenShift Service on AWS 4 Service Mesh

apiVersion: maistra.io/v2
kind: ServiceMeshControlPlane
metadata:
name: red-mesh
namespace: red-mesh-system
spec:
version: v2.6
runtime:
defaults:
container:
imagePullPolicy: Always
gateways:
additionalEgress:
egress-green-mesh:
enabled: true
requestedNetworkView:
- green-network
routerMode: sni-dnat
service:
metadata:
labels:
federation.maistra.io/egress-for: egress-green-mesh
ports:
- port: 15443
name: tls
- port: 8188
name: http-discovery #note HTTP here
egress-blue-mesh:
enabled: true
requestedNetworkView:
- blue-network
routerMode: sni-dnat
service:
metadata:
labels:
federation.maistra.io/egress-for: egress-blue-mesh
ports:
- port: 15443
name: tls
- port: 8188
name: http-discovery #note HTTP here
additionallngress:
ingress-green-mesh:
enabled: true
routerMode: sni-dnat
service:
type: LoadBalancer
metadata:
labels:
federation.maistra.io/ingress-for: ingress-green-mesh
ports:
- port: 15443
name: tls
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- port: 8188
name: https-discovery #note HTTPS here
ingress-blue-mesh:
enabled: true
routerMode: sni-dnat
service:
type: LoadBalancer
metadata:
labels:
federation.maistra.io/ingress-for: ingress-blue-mesh
ports:
- port: 15443
name: tls
- port: 8188
name: https-discovery #note HTTPS here
security:
identity:
type: ThirdParty
trust:
domain: red-mesh.local

3 1.6. ServiceMeshControlPlane EX8Ed B S

S Uiy
SHNEN, BAFTEHR FHH N/A
spec: EERAT, BEMTFIH
cluster: FTERFEHERR,
name:
EHEMBHNETR, BFYy FRES N/A
spec: NI E R, BXE
cluster: EMEHFRR BB,
network:

1.18.9.1. T fRELFBA X

A LMER FX SREEAGMHISAE, ATFEEEEEIANBETRIGENRE,

Rl MERA OB OMXEERHEAMB RS MIE (North-South &) MRE, MSIEMIEHIE
PUARET, ERILABIBGAMAO/MBORMX, LUEHKIBMERIMNIRS L. BHBME 2 FEEE, URER
R MG (East-West iiE) = IEMNRET.
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7T R ER RGP, EXSCENMROIRFRMAEOMAORMX, §iM, red-meshFE
A OmMx, AT AZEZ green-mesh Fl blue-mesh K7 £,

R 1.7. KHBRXSH
¥ sk fH 2RAE

TEER IR K2 TR N
spec: FRTE SRS B O K
gateways:

additionalEgress:

<egress_name>:

XNSHEANZEREF  true/false true
spec: H0,
gateways:

additionalEgress:

<egress_name>:
enabled:

55 HBIAR S5 REHIR K& Mg SMCP Ry
spec: 28, spec.cluster.network
gateways: 5, BNEA
<ServiceMeshPeer-
additionalEgress: name>-network, I,
INSRAB PR HY
<egress_name>: ServiceMeshPeer ©%
Rén s west, %M
requestedNetwork 7S &4 5 west-
View: network.

HFKIEE— D HE—H7
spec: %, LABpLEERFR R E @i
gateways: SRR KT,

additionalEgress:
<egress_name>:
service:
metadata:

labels:

federation.maistra.i
o/egress-for:
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spec:
gateways:

additionalEgress:
<egress_names:

service:
ports:

spec:
gateways:

additionallngress:

spec:
gateways:

additionallgress:

<ingress_name>:
enabled:

spec:
gateways:

additionallngress:

<ingress_name>:
service:

type:

spec:
gateways:

additionallngress:

<ingress_name>:
service:

type:

sk

EERT TLS MRS 4
Ii# port: #1 name:,
BFRERRS RENR
JAINEE TCP ZHMX.

TERKFR AR £ 1 POAEXT
FREHAEIA ORI X
M%O

WWSEE AEREKIBA

H,

A BFXERSS i@ fE
OSI R 4 [R121T75F
RFFFT AT ED SR A

7o

MREBHITE
LoadBalancer AR5,

M= L@+ NodePort
RS AFAOMEKIRS.

&5 13 SERVICE MESH 2.X

{8 LS WINE]

1 TLS BRS51HE KA X
R Fh B EL At P45 35 i
[ 15443, FARSS & H
TER A EBIRLFR ARy H At
MisFHEimCD 8188,

true/false true

LoadBalancer

NodePort
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sk

N RIEE — N HE— IR
spec: %,
gateways: EREHBOARTM KR,

additionallngress:

<ingress_name>:
service:
metadata:
labels:

federation.maistra.i
o/ingress-for:

BEMRT TLS MRS A
spec: Ii# port: 1 name:,
gateways: B ERRS RENR

YRINEE TCP M. BXFB

additionallngress: MEBHTTPS BT A

Mo
<ingress_names>:
service:
ports:
FAF4E%E nodePort :
spec: INREHATH
gateways: LoadBalancer f&%5.

additionallngress:

<ingress_name>:
service:
ports:
nodePort:

LARA IEEXFRIR &l

TEEECFR R R E At A% 1
W TLS BRS5 1A KRS, FH
ik 15443, 1EMAGE
A E AL IS IR AR S5
RIERLS, FEIHO
8188,

INRIEE, BT port:
name: 4, AFRERT
TLS #ARSS 4

7, NodePort : S5
FE730000-32767,

ELUTRAIR, S5 E A NodePort iR555 green-mesh F#diE SMCP,

NodePort B SMCP =6l

268
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kind: ServiceMeshControlPlane
metadata:

name: green-mesh

namespace: green-mesh-system
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spec:
#...
gateways:
additionallngress:
ingress-green-mesh:
enabled: true
service:
type: NodePort
metadata:
labels:
federation.maistra.io/ingress-for: ingress-green-mesh
ports:
- port: 15443
nodePort: 30510
name: tls
- port: 8188
nodePort: 32359
name: https-discovery

1.18.9.2. TR EEEHSE

B4 Mg AR 21E 25 C M — SR, XAMERTFE ServiceMeshPeer FFiEHACE mesh

federation,

kind: ServiceMeshControlPlane
metadata:

name: red-mesh

namespace: red-mesh-system
spec:

security:

trust:
domain: red-mesh.local

x1.8. FHLESH

¥ sk {H AAE

BFHMRIEEREEEN  <mesh-names.local N/A

spec: ME—& R, HX FEFRAF
security: BFMBE LA 2 ME—
trust: 8.
domain:
PERENSR

RBLUTS %, {#/ Red Hat OpenShift Service on AWS Web #2144k

269



Red Hat OpenShift Service on AWS 4 Service Mesh

ServiceMeshControlPlane, Z&#il{& M red-mesh fE =M,

LLE A cluster-admin AR 5135 %El Red Hat OpenShift Service on AWS %4l

AN
Ho
2.
S-#El Operators — Installed Operators,
3.
= Project 325, %F %% Service Mesh control plane B9%iH, #I#l : red-mesh-
system,
4,
= Red Hat OpenShift Service Mesh Operator,
5.
1L Istio Service Mesh Control Plane £k, =i ServiceMeshControlPlane f4
#K, 10 red-mesh,
6.
1 Create ServiceMeshControlPlane Details Tish, == YAML {EXUEMECE.
7.
{&tX ServiceMeshControlPlane EAAIMEE A OB OMX, FHiEEFESE.
8.

™ Save,

it CLI RS IR

BB TS EHAMS TS ServiceMeshControlPlane, Z#l{& A red-mesh {341,

LLE A cluster-admin f 289 515 % %%l Red Hat OpenShift Service on AWS CLI,
BALTHS, REERRNRAENAFANED,

I $ oc login --username=<NAMEOFUSER> https:/<HOSTNAME>:6443

PIHaEIZ % Service Mesh control plane B%5iH, #0 red-mesh-system,
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I $ oc project red-mesh-system

%4 ServiceMeshControlPlane 3, MBS AOQMBORMX, HigEEHEE,

ZTLL TS 4% Service Mesh control plane, H red-mesh-system 2 R Z %2
[, red-mesh 2 ServiceMeshControlPlane X RHIZHR :

I $ oc edit -n red-mesh-system smcp red-mesh

BALLT D, Hrhred-mesh-system 2%5itp&Z2[H, LIEE Service Mesh control
plane Z3HKE,

I $ oc get smcp -n red-mesh-system
% READY Ui AHAEE AN, REMIHTHK.

NAME READY STATUS PROFILES VERSION AGE
red-mesh 10/10 ComponentsReady ['default"] 2.1.0 4m25s

1.18.10. M ABXFB AR

EaT LA Bl ServiceMeshPeer HR 37 BAR AN M4E 2 Bl B9EXFB, ServiceMeshPeer HHlRE LT
ARG 2 [ BECHR, Eal LUME e X EMEECE A TIThEE, VinlxrEMEME, URATFRIEHRM
W& meuESs,
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< --p Federated service mesh peers

Red service mesh Blue service mesh Green service mesh
App App B App App
| |
App ] App App I App
\ o
Gateway 4----Pp Gateway Gateway 4----Pp Gateway App
| |
Control plane Control plane Control plane

PR LL—XF— A RAEECIS, R EXNFREBEE X ServiceMeshPeer %R E 5 H b iR 55 M A9k
PR, i, BE4N red 1 green IFH AN RBREEMH D ServiceMeshPeer 3,

£ red-mesh-system £, JLfapigaIE—4 ServiceMeshPeer,

1£ green-mesh-system Lk, HZ EMIEAIE—4 ServiceMeshPeer,

%4} red, blue, #l green =R IHTHIBETE ServiceMeshPeer 3+,

£ red-mesh-system £, HZBRMIEAIE—4 ServiceMeshPeer,

2.

£ red-mesh-system £, JEMIEAIE—4 ServiceMeshPeer,
3.

1£ green-mesh-system t, HZ EMIEAIE—4 ServiceMeshPeer,
4,

£ green-mesh-system £, HIERIEAIE—4 ServiceMeshPeer,
5.

£ blue-mesh-system £, A4 BHIEAIE—4 ServiceMeshPeer,
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£ blue-mesh-system £, A4 BMIEAIE—4 ServiceMeshPeer,

ServiceMeshPeer FRHPHEEBESIRLLT :

[ ]
HAbMHEM ingress BXMHbE, AT RXIMMIRSE K.
[ ]
AT S5i5Er FMg 3 r A A O H O XZFR,
[ ]
FHE 3R & B bk A s el Ho Atk B4R 32 FR R i 1D,
[ ]
FL{th P& £ FH O S (3L
[ ]

BEIRIETH ConfigMap &#, FATFILIEHHbFiEEANEEES DR iR,

HFELLFRBIH, red-mesh EER G green-mesh EEBEFE,

red-mesh B ServiceMeshPeer %R <H

kind: ServiceMeshPeer
apiVersion: federation.maistra.io/v1
metadata:
name: green-mesh
namespace: red-mesh-system
spec:
remote:
addresses:
- ingress-red-mesh.green-mesh-system.apps.domain.com
gateways:
ingress:
name: ingress-green-mesh
egress:
name: egress-green-mesh
security:
trustDomain: green-mesh.local
clientlD: green-mesh.local/ns/green-mesh-system/sa/egress-red-mesh-service-account
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certificateChain:
kind: ConfigMap

name: green-mesh-ca-root-cert

% 1.9. ServiceMeshPeer EZE S

¥

metadata:
name:

metadata:
namespace:

spec:
remote:
addresses:

spec:
remote:
discoveryPort:

spec:
remote:
servicePort:

spec:

gateways:
ingress:
name:

spec:

gateways:
egress:
name:

274

U {H

It B IR EC B HX & BN AR & 7R, FRES

LRgE RS R ZER, MRRT  FHH

Service Mesh control plane,

X RS IR 1 K BT ingress R

B9/ k713K,
Hbdik 2B % FE KB O, 2RIME T 8188
Mok 4hERAR 551 K A0SR O BRIAE N 15443

LRI £ M peer PR IR A1E
KIRHAR S5 HIRIAE Y ingress &
. 40 : ingress-green-
mesh,

LERAE £ 4 3 E peer PR HYIE
RIBHARSS RO O &R, )
M, egress-green-mesh,



% 13 SERVICE MESH 2.X

¥ sk {H

peer WM& FE RIS T, <peerMeshName>.local
spec:
security:
trustDomain:

X EMAGTE A FA L RIAE I (EFHB9% <peerMeshTrustDomain>/ns/<pe

spec: F¥ 1D, erMeshSystem>/sa/<peerMeshEg
security: ressGatewayName>-service-
clientID: account
SERIEPBHIFIR kind (40 kind: ConfigMap name:
spec: ConfigMap) #M&#, BATFIIEHE  <peerMesh>-ca-root-cert
security: peer PR IR LG XN WAGHIR - i
certificateChain: MRS ERIED . SEIEPHEER
kind: ConfigMap W BEMEAN S Z root-
name: cert.pem,

1.18.10.1. f|& ServiceMeshPeer %R

AR H
[ ]
A HEZ 4 Red Hat OpenShift Service on AWS 4.6 = s kA HEEE,
[ ]
ERWFBEEKM,
[ ]
RSB K KRB IR 55 19 f B9 8 3 AR B W /R TLS .
[ ]
BNERBYFRCE 2.1 FESMRAM ServiceMeshControlPlane 3378 EMELIE,
[ ]

B2A cluster-admin Ak,

it CLI RS IR

REBLUTHE, MBHiT0IE ServiceMeshPeer ¥R, Afl#X, red-mesh 7y green-mesh fllE
— BT,
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LB % cluster-admin f 29[ F &5 & %% Red Hat OpenShift Service on AWS CLI,
BALTHS, REERRNRAENAFANED,

I $ oc login --username=<NAMEOFUSER> <API token> https://<HOSTNAME>:6443

P RI%%: control plane B9%iH, #1 red-mesh-system,

I $ oc project red-mesh-system

BIELL T R B IR B SR AN M 82—/ ServiceMeshPeer 324+,

red-mesh E| green-mesh i ServiceMeshPeer BilgER%A1

kind: ServiceMeshPeer
apiVersion: federation.maistra.io/v1
metadata:
name: green-mesh
namespace: red-mesh-system
spec:
remote:
addresses:
- ingress-red-mesh.green-mesh-system.apps.domain.com
gateways:
ingress:
name: ingress-green-mesh
egress:
name: egress-green-mesh
security:
trustDomain: green-mesh.local
clientlD: green-mesh.local/ns/green-mesh-system/sa/egress-red-mesh-service-
account
certificateChain:
kind: ConfigMap
name: green-mesh-ca-root-cert

BITUTHSREBERER, Hrh red-mesh-system 2R5imA%
[, servicemeshpeer.yaml S5 E4aH N ERE -

I $ oc create -n red-mesh-system -f servicemeshpeer.yaml
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BRI ERBHSEMIEE I T F8E, 1T red-mesh-systemp 4 22 [A| P 7
green-mesh ServiceMeshPeer IR :

I $ oc -n red-mesh-system get servicemeshpeer green-mesh -o yaml

red-mesh #1 green-mesh 2 [A]# ServiceMeshPeer ##=6l

status:
discoveryStatus:
active:
- pod: istiod-red-mesh-b65457658-9wq5j
remotes:
- connected: true
lastConnected: "2021-10-05T13:02:25Z"
lastFullSync: "2021-10-05T13:02:25Z2"
source: 10.128.2.149
watch:
connected: true
lastConnected: "2021-10-05T13:02:55Z"
lastDisconnectStatus: 503 Service Unavailable
lastFullSync: "2021-10-05T13:05:432"

status.discoveryStatus.active.remotes FEXZ 7~ peer mesh i istiod (fEAHIH %k
BRE) FERYEMEPR istiod (EFIFHIERMIE) .

status.discoveryStatus.active.watch FEx /R M HIMIE R istiod FEEEEIX FEMEHRY
istiod,

INR1E green-mesh-system Fi:#E % red-mesh B servicemeshpeer, E&MEkEM
BHAERIEXRA—F M EENER.

LA PRz AR ERILEER, ServiceMeshPeshPeer tRATE
status.discoveryStatus.inactive £+ ERIERE.

BREESAAMMNEZER, HRA Istiod B, ViRAZCENERMLPHEORE,
LUR S BB A% b Y R PR B A O R 28 ingress X,
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Himn, MR EREITEFEDSERE, HREUTHES

[}

red-mesh-system H# Istiod-red-mesh
[}

red-mesh-system H1# egress-green-mesh
[}

green-mesh-system Hfj ingress-red-mesh

1.18.11. MEXFBRIRE S5 iR S5

SRS RV RIS SRR S — P R A R E— P HE RS

- Exported service set

Red service mesh Blue service mesh Green service mesh

______________________________________

______________________________________

& AT LA ExportedServiceSet B, 7£—4 Mg AR R AL BRI R 7 — N FE R
R55. EHBAHERENRSESRLRSFHE.

AT LUR SR fr B 22 A K B AR FE IR S5
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[ ]
1Rol LAE R BECRT A RS ; B, SHeRZERPNrREIRS.
[ ]
Ea L MER 25 HBIRSS. Flm, EaL foo/bar BRSS S H N custom-ns/bar,
[ ]
EREESHA MRS AZE R KRS, i : £5— 4 e, &
networking.istio.io/exportTo tR35XE N . KIRF A2 S HARES.
[ ]

XN FRHBNRS, EMNNBEFRRSHREIRAAOMXNRE, MARRBERE (B,
BIIASETRAHBRMERHE OMXIZE i ID SR B E KRB TFRE)

LU FRHIZ red-mesh 5= green-mesh MRS,

ExportedServiceSet ¥R Hl

kind: ExportedServiceSet
apiVersion: federation.maistra.io/v1
metadata:
name: green-mesh
namespace: red-mesh-system
spec:
exportRules:
# export ratings.mesh-x-info as ratings.bookinfo
- type: NameSelector
nameSelector:
namespace: red-mesh-info
name: red-ratings
alias:
namespace: info
name: ratings
# export any service in red-mesh-info namespace with label export-service=true
- type: LabelSelector
labelSelector:
namespace: red-mesh-info
selector:
matchLabels:
export-service: "true"
aliases: # export all matching services as if they were in the info namespace
- hamespace: """
name: ™"
alias:
namespace: info
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% 1.10. ExportedServiceSet S

¥

metadata:
name:

metadata:
namespace:

spec:
exportRules:
- type:

spec:
exportRules:
- type: NameSelector
nameSelector:
namespace:
name:

spec:
exportRules:
- type: NameSelector
nameSelector:
alias:

namespace:
name:

spec:
exportRules:
- type: LabelSelector
labelSelector:
namespace:
<exportingMesh>
selector:
matchLabels:
<labelKey>:
<labelValue>

280

sk

TR S A FFEA HY
ServiceMeshPeshPeer B9,

SELFRNIE/ SR ZERNE
M (RIZZMIBEIRGm R ZE
) o

B AR SSHY S BRI R B, Oy
RS HEINBE - EMNFRTF

St

Z ()| NameSelector #ill|, i
EEARS tpfAZeH] LUK Service
BRHPE Y BIARSS TR,

B1E MRS BIERE R &8
NameSelector #l|, £ MRS
5E nAZEE & E, iEE
E fpfaZe ] B9 LR A TR
EiE =Y iN: R e

Z 1) LabelSelector #ill], %
EERSHRAZENFHIEE
Service FRAE LK label, 1
EfIsR, $R%Z export-
service,

{E

w5 ServiceMeshPeer %R
M E name {EPCED,

NameSelector,LabelSelector



¥ sk

ENRFSURERER
spec: LabelSelector #i/ll, 157 i
exportRules: B 5 ERERTRSS
- type: LabelSelector MR 5%, ELB

labelSelector: H, FrAEEERSB A ZEA G4
namespace: #B2 info,

<exportingMesh>
selector:
matchLabels:
<labelKey>:
<labelValue>
aliases:
- hamespace:
name:
alias:
namespace:
name:

fEFRAFR"ER MRS M A 4 22 H 5 H B blue-mesh,

kind: ExportedServiceSet
apiVersion: federation.maistra.io/v1
metadata:
name: blue-mesh
namespace: red-mesh-system
spec:
exportRules:
- type: NameSelector
nameSelector:
namespace: """
name: ratings

#$ west-data-center fp&Z2 AT A RS S B green-mesh

kind: ExportedServiceSet
apiVersion: federation.maistra.io/v1
metadata:

name: green-mesh

namespace: red-mesh-system
spec:

exportRules:

% 13 SERVICE MESH 2.X
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- type: NameSelector
nameSelector:
namespace: west-data-center
name: "*"

1.18.11.1. & ExportedServiceSet

IEa] LABIE— 4~ ExportedServiceSet % ik & X BE TR 45 Mg X FRIARSS .

fR%5 5t <export-names>.<export-namespaces.svc.<ServiceMeshPeer.name>-
exports.local, EffB3IEEHABIBIIRS . XESHMNRSESHMEHEMMEHR. JIAOMXBEIA
FHAHRKEKE, SERANES BNCPRIRSS. HM, MNRHEH ratings.red-mesh-info BIiRSSS:
= green-mesh {7 ratings.bookinfo, MRS IFEHLF ratings.bookinfo.svc.green-mesh-
exports.local T5i, HIZEN A ingress MXFEVHEERTEEH T ratings.red-mesh-bookinfo ik
%o

LIZHT importAsLocal ZHIXIEN true LU Binm S & MARSSREN, EHATH
ZIRS AN B, HERESH false i, FREHH.

FIMREFBECE T £ 8 ServiceMeshControlPlane,

B2A cluster-admin Ak,

Ea AR E RS LTS, BEXERS MAFE. HEE S ExportedServiceSet
rhigEME AR S, RS HIZRS.

it CLI RS IR
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BRUTHE, Men4s1T6I8 ExportedServiceSet,

LB H cluster-admin f 2 F &5 & %% Red Hat OpenShift Service on AWS CLI,
BMAUTRES, REERRNEAENEAF-&NTEDG,

I $ oc login --username=<NAMEOFUSER> <API token> https://<HOSTNAME>:6443

UIHaEIZ % Service Mesh control plane B95iH, #1 red-mesh-system,

I $ oc project red-mesh-system

RIELLT R BIfIEE ExportedServiceSet 3, Hrh red-mesh f$ik55 5 HF green-
mesh,

M red-mesh Fl green-mesh B ExportedServiceSet F &Rl

apiVersion: federation.maistra.io/v1
kind: ExportedServiceSet
metadata:
name: green-mesh
namespace: red-mesh-system
spec:
exportRules:
- type: NameSelector
nameSelector:
namespace: red-mesh-info
name: ratings
alias:
namespace: info
name: red-ratings
- type: NameSelector
nameSelector:
namespace: red-mesh-info
name: reviews

N

TUUF®4, 1 red-mesh-system @4 22 [H]th L% F6]E ExportedServiceSet %,
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I $ oc create -n <ControlPlaneNamespace> -f <ExportedServiceSet.yaml|>
Hin -

I $ oc create -n red-mesh-system -f export-to-green-mesh.yami

RIBFRZENEKE MBS PR E0BRLIA8 ExportedServiceSets,

BITUTHRSELBIEI a5 HE green-mesh 1 ZMARSS -
I $ oc get exportedserviceset <PeerMeshExportedTo> -0 yaml
Biln -

I $ oc -n red-mesh-system get exportedserviceset green-mesh -o yaml

MEBRE S HIR SR IE S 4 B Mg H Z AR,

status:
exportedServices:
- exportedName: red-ratings.info.svc.green-mesh-exports.local
localService:
hostname: ratings.red-mesh-info.svc.cluster.local
name: ratings
namespace: red-mesh-info
- exportedName: reviews.red-mesh-info.svc.green-mesh-exports.local
localService:
hostname: reviews.red-mesh-info.svc.cluster.local
name: reviews
namespace: red-mesh-info

status.exportedServices BUHIM T HaiFHMRSS (XRS5 ExportedServiceSet
M RPEZHANEER) . BAEPHEANFREAEBERASHNRSOER, LIRS HNARIIRS
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BEAER.

MERVEESHMIRS, 5 Service W REHE, HEMINRES
ExportedServiceSet X & Hi7E X i exportRules PLfd, FH Service X RMy & L M HACE N
{81/ ServiceMeshMemberRoll 2 ServiceMeshMember X & {F 7 IR 55 PR BIBR 51,

1.18.12. FHiRS5 5 A RIECFB S

SRS AL AR BARAHE E M 75— IS5 B9 AR 55 DL AE AR 55 AR R 5 7]

re=a
| Imported service set

Red service mesh Blue service mesh Green service mesh

___________________

___________________

————————————————————————

________________________

Ea] LA ImportedServiceSet BHREERE S ARRS . ME R el EABME peer S HIFAHS A
MRS, E5%AERSANRSFAREMIEDIRE.

[ ]

AT LUR SR fp B 22 A S B AR R IR 5.
[ ]

AT LU B R R RIE R AR SS, A, S HMAARS S ARGRZEN,
[ ]

EALMERAREERSE (AURERBIIME) SERTRERGhAZERRERATFSHEN
&35,
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AT LUMEANE S ARS. B0, EelLLE custom-ns/bar R%55 A5 other-mesh/bar,

B LR E— 1 AT B, Z%ERSH B S ARS# name.namespace K52 2R
&5 ; Hi bar.other-mesh.imported.local,

LUFRfIZ green-mesh 5 A &t red-mesh §:HHRSS .

ImportedServiceSet =fl

kind: ImportedServiceSet
apiVersion: federation.maistra.io/v1
metadata:
name: red-mesh #name of mesh that exported the service
namespace: green-mesh-system #mesh namespace that service is being imported into
spec:
importRules: # first matching rule is used
# import ratings.info as ratings.bookinfo
- type: NameSelector
importAsLocal: false
nameSelector:
namespace: info
name: ratings
alias:
# service will be imported as ratings.info.svc.red-mesh-imports.local
namespace: info
name: ratings

% 1.11. ImportedServiceSet S

¥ 50

FHAR S5 5 B FR MG B9

metadata: ServiceMeshPeer & FR,
name:
85 ServiceMeshPeer iR (W
metadata: MREMAZERE) HHEEHEEL
namespace: o
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spec:
importRules:
- type:

spec:
importRules:
- type: NameSelector
nameSelector:
namespace:
name:

- type: NameSelector
importAsLocal:

spec:
importRules:
- type: NameSelector
nameSelector:
namespace:
name:
alias:
namespace:
name:

spec:
importRules:

sk

WEIZRS T ABRINIRE, iR
FHENE—PEEMNFATS

NS

Zf)|# NameSelector ¥, i
BESHMRS R RAZE 4

R,

HE N true, LU RRRRES A
ARSSERE., HUFtrue RSS A

5 <names.

<namespaces.svc.cluster.loc
al if, Hytrue i), FE—1J
%, HfalseFf, TEEF|4,

B1E MRS BIERE R &8
NameSelector ¥, 1E 7RSS
15 ep R ZE M F1 AR &, &
& fpfaZe ] M7 LR B TR

SBMBGE.

£ "info/ratings"BRS5 MZL 2 5 A Bl blue-mesh

kind: ImportedServiceSet

apiVersion: federation.maistra.io/v1

metadata:
name: red-mesh

namespace: blue-mesh-system

spec:
importRules:

- type: NameSelector
importAsLocal: false
nameSelector:

namespace: info
name: ratings

i1

% 13 SERVICE MESH 2.X

NameSelector

true/false
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¥$ red-mesh i west-data-center #5422 [H| PRI A MRS 5 A green-mesh fpZ 22 A, XLEARSS AT
£}y <name>.west-data-center.svc.red-mesh-imports.local j[al

kind: ImportedServiceSet
apiVersion: federation.maistra.io/v1
metadata:

name: red-mesh

namespace: green-mesh-system

spec:

importRules:

- type: NameSelector
importAsLocal: false
nameSelector:

namespace: west-data-center
name: ™"

1.18.12.1. fJ& ImportedServiceSet

IEA] LLBIE—4 ImportedServiceSet B iRk 5 X AR E 5 A BRI haAR S5

fR 55 £ R <exported-names.<exported-namespace>.svc.<ServiceMeshPeer.names>.remote
SA, ER—1"hidden"lR55, (NAEHOMXBRZEHEPRIN, #55HMRSENGEXEK. RAER
T, ZRSSSFEHMIE N <export-name>.<export-namespaces.<domainSuffix> 124, Hrh
domainSuffix & svc.<ServiceMeshPeshPeer.name>-imports.local, BRJE importAsLocal %i&EH
true, &N domainSuffix 4 svc.cluster.local, % importAsLocal %4 false, &K S AN
FRES. e LURMEEMEMRS — N RAS A, Bl EOMXa5EH, eNEERE
S HIRSSHLEE AT,

AR &4
[ ]
FIPSECHBBCE T £ ServiceMeshControlPlane,
[ ]

B cluster-admin A~
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4

al

EaEERATSANRS, BFEEilEkSH. Y4BBEHSHS
ImportedServiceSet FigEH{EHILEMIRSSH, BR#EEIITA.

REBLUTHE, @it aaiT0lE ImportedServiceSet,

LB % cluster-admin f 29[ F &5 & %% Red Hat OpenShift Service on AWS CLI,
BALTHS, REERRNRAENAFANED,

I $ oc login --username=<NAMEOFUSER> <API token> https://<HOSTNAME>:6443

P RI% % Service Mesh control plane B5iE, Ml green-mesh-system,
I $ oc project green-mesh-system

BIBELLTRBIGIEE—4 ImportedServiceSet 3X#f, H green-mesh 5 A Z i@ red-
mesh S:HHIARSS.

M red-mesh El green-mesh B ImportedServiceSet ¥Rl

kind: ImportedServiceSet
apiVersion: federation.maistra.io/v1
metadata:

name: red-mesh

namespace: green-mesh-system

spec:

importRules:

- type: NameSelector
importAsLocal: false
nameSelector:

namespace: info

name: red-ratings

alias:
namespace: info
name: ratings
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IBfTLL PR 7E green-mesh-system fip 228 fh_E £ 3] ImportedServiceSet H iR,
I $ oc create -n <ControlPlaneNamespace> -f <ImportedServiceSet.yaml>

Fln -

I $ oc create -n green-mesh-system -f import-from-red-mesh.yaml

RIB R Z N RGN RS F O B &4 89 ImportedServiceSet B,

BT TGRS, DEIERSEEE5 ARl green-mesh /1 -

I $ oc get importedserviceset <PeerMeshimportedinto> -o yaml

{8 importedserviceset/red-mesh’ object in the 'green-mesh-system g Z2[d]Fh 4 status
WA RIEMI BRI S HNRS REEF ARISBRMEH

I $ oc -n green-mesh-system get importedserviceset/red-mesh -o yamli

status:
importedServices:
- exportedName: red-ratings.info.svc.green-mesh-exports.local
localService:
hostname: ratings.info.svc.red-mesh-imports.local
name: ratings
namespace: info
- exportedName: reviews.red-mesh-info.svc.green-mesh-exports.local
localService:
hosthame: ""
name: ""
namespace:
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ELEHIG, (X5 A ratings BRSS, #l localService FHIEZR AR, reviews IRSSETATF
gA, BEfHAFA, BANES ImportedServiceSet X RHM{ES importRules FITHC,

1.18.13. NS LB ACE — IR

WS IhEERT UL B . YRR R SEMN SRS, HIANtDHLE S —5IRSS%R. MRZ2HKH
PIAE, EALE— RS PECERSS, LMEES — Rt RIRS.

#&a] LLEIT fE ImportedServiceSet HFiRHi% & importAsLocal # locality % i& Jehc & SR 895k
FB, SASECE DestinationRule, $AR55#ECE N ImportedServiceSet HhigERI Attt

=S5

[ ]
B %1 Red Hat OpenShift Service on AWS 4.6 5 = AR 74T T BXRFIEE
ﬁo

B KBRS H B9 A B I RIS s il B ExportedServiceSet B,
B NEFR A4S S 98N PG Fh B P AE X < s Bl ImportedServiceSet B,

B cluster-admin A,

1.18.13.1. M fEF#BLiE ImportedServiceSet

EEODAARMARAETEAETSE, BBEBRENERNL LM EEFHRERHEMND R, XEEX
i EFRESIEIEE, B {region})/{zone}/{sub-zone} WIERIEE T — 10 EREHHNA#IZE,

EXTIRBIsh, green-mesh fiiF us-east #1X, i red-mesh iiF us-west Xig,

M red-mesh El green-mesh FjimportedServiceSet 5iRRHA1

I kind: ImportedServiceSet
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apiVersion: federation.maistra.io/v1
metadata:
name: red-mesh #name of mesh that exported the service
namespace: green-mesh-system #mesh namespace that service is being imported into
spec:
importRules: # first matching rule is used
# import ratings.info as ratings.bookinfo
- type: NameSelector
importAsLocal: true
nameSelector:
namespace: info
name: ratings
alias:
# service will be imported as ratings.info.svc.red-mesh-imports.local
namespace: info
name: ratings
#Locality within which imported services should be associated.
locality:
region: us-west

£ 1.12. ImportedServiceLocality 2Bk

E4 iy ek FR
X1 : S ABBRSATIER X I, FFER
FRX: SARSHFX (zone) U FHP, |  FFHE
Subzone #I8%E, ILWIIETE
Zone,
zone : SABBRSAIENKX, INREET FREB

Zone, 1L IETE Regions,

iz
1.
LB % cluster-admin f B f - &5 &% Red Hat OpenShift Service on AWS CLI, %
BWALLTF®S :
I $ oc login --username=<NAMEOFUSER> <API token> https://<HOSTNAME>:6443
2.

PEABIZZ Service Mesh control plane BT H, HHMALTRS :

I $ oc project <smcp-system>
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#itn : green-mesh-system,
I $ oc project green-mesh-system

%iH ImportedServiceSet 3X#4, Hrh <ImportedServiceSet.yaml> G5 EE 593 £+
TERE, HRWALTRS :

I $ oc edit -n <smcp-system> -f <ImportedServiceSet.yami>

Fim, MEEFM red-mesh-system 5 AZ| green-mesh-system B34 (MATER
ImportedServiceSet RHIFIT)

I $ oc edit -n green-mesh-system -f import-from-red-mesh.yaml

UL -
¥+ spec.importRules.importAsLocal &} true,
#F spec.locality i%i& 7 region, zone, =% subzone,

REFENEY,

1.18.13.2. N EH B A& DestinationRule

fEEE L TFAAM DestinationRule iR :

RZ5H9 Outlier 1oll, HFEWTF REFEHERBIEE T, FilE, ©RACE sidecar £
B, DURAIRS e FARERE, HREMAS FT—IMIERNWERR.

X 2 [AIAT RS B SRR, X HE rI A ERER X 150 SR A B9 MBS SN Ui B A AT HiUL Y,
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LB % cluster-admin f 2R F &5 E %% Red Hat OpenShift Service on AWS CLI,
WMALTRS, REERINEAENAF2NEH,

I $ oc login --username=<NAMEOFUSER> <API token> https://<HOSTNAME>:6443

YIHeBI% % Service Mesh control plane BT H,
I $ oc project <smcp-system>

#lin : green-mesh-system,
I $ oc project green-mesh-system

RIBLLT R~BIGIE—4 DestinationRule 32, #1F green-mesh e, NEEENM us-
east Xigsh#y green-mesh EHE us-west FH red-mesh,

DestinationRule =%l

apiVersion: networking.istio.io/vibetal
kind: DestinationRule
metadata:
name: default-failover
namespace: info
spec:
host: "ratings.info.svc.cluster.local”
trafficPolicy:
loadBalancer:
localityLbSetting:
enabled: true
failover:
- from: us-east
to: us-west
outlierDetection:
consecutive5xxErrors: 3
interval: 10s
baseEjectionTime: 1m

294



% 13 SERVICE MESH 2.X

#RE DestinationRule, i <DestinationRule> A& IEMXHMERR, HEHWALUT
e

I $ oc create -n <application namespace> -f <DestinationRule.yaml>
4N -

I $ oc create -n info -f green-mesh-us-west-DestinationRule.yaml
1.18.14. MIXFB A% I BRARSS

MREFEMEFBRIEPMERRSS, H140, MRMRSS S HNECHEMIRSS B, EATLUXFE,

1.18.14.1. M4 pa#& o I BR AR 55

MAERIZLT RIZIR S BB 8 ImportedServiceSet ¥Rl IRSS &8,

1.18.14.2. MEEANEFR RS ch I BRAR 55

MIBIZIRSS M E ExportedServiceSet ¥R IBRIRSS B,

1.18.15. MIEXFR P& o I B P 4%

RIETEMITIFBAPRBRPINE, AT LU,

TR R RIPI4E B ServiceMeshControlPlane ¥, LUMBRFRA %25 A& AR A O Y
*0

X F S MBRRB RN PR E S, EPITATRE -
i B B 2= 5 N PIAG Y ServiceMeshPeer %R,

%% peer mesh By ServiceMeshControlPlane ¥, LUMBRIRSS CHIBRMERH O
ﬂ*o
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1.19.7' B

Ea] LAUEF WebAsembly § B B 55 2haE7 N2 Red Hat OpenShift Service Mesh f{E 1, Xa]
LEMN AR EESE ILNThEE, FEMR%IFR WebAssembly 2T A —FST LB,

1.19.1. WebAssembly b

WebAsembly SEIRAILIER ST H LizfT, BFENRE, HAIZESIR. REITUERDERERE

ﬁo

Red Hat OpenShift Service Mesh §"EB 2 Envoy HTTP Filters, N iRt 5ZAIThEE :

F22 5137 SR AW B2 B9 1E STRIFRK

MNAEHERBEPIIRS (MR E) B4 HTTP 15K,

sk EBIEM sidechannel BiBFEHT IE2REA 51,

1E0IEHH WebAsembly § i, i#{#HA WasmPlugin
API, ServiceMeshExtension API £ Red Hat OpenShift Service Mesh k& 2.2 hEF
Fl, 37 Red Hat OpenShift Service Mesh hixZ 2.3 B4,

435 Red Hat OpenShift Service Mesh I BEFH N4 :

R IRt proxy-wasm API B SDK 2B Y &, FISHZES] WebAssembly ik,

RE, EuiREIRYTaRESR.
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XFEHIES

& o] LA I % 3 B WebAssembly P11 iSH97E S 3k%4# %5 Red Hat OpenShift Service Mesh 3™
B, BUTESBEA2F proxy-wasm APl B931A SDK, LMEEEFHT,

%= 1.13. XRWES
Maintainer BHGFE

AssemblyScript solo.io solo-io/proxy-runtime

C++ proxy-wasm Z]PA (Istio #1X) proxy-wasm/proxy-wasm-cpp-
sdk

Go tetrate.io tetratelabs/proxy-wasm-go-sdk

Rust proxy-wasm HFIFA (Istio #£X) Proxy-wasm,/proxy-wasm-rust-
sdk

1.19.2. WasmPlugin &&=

Istio ZEH Wasm Plugin #l#Ish3z#F OCI (Open Container Initiative) 5%, EaILUT Wasm #&E#
PRABRGIHR, EAILUERA spec.url FECEBIHAER registry L&, 130 : quay.io/my-
username/my-plugin:latest.

B WASM EIREENHITHE (runtime)#BB el LERFE 2T NWEESH, Hit WASM H&HAM
N ZHRK -

pluginwasm (&%) - NERE. XNEEE—1 33 WebAssembly EIRFT5H .wasm
ZAkRIscHE, BHIETNINE. ESSET X H4eEN plugin.wasm,

runtime-config.json (7%) - BE&Z. XTESE—1 JSON BAMFRH, ATFHERE
PRaTRERATTEE. RIBENZTN, BEZtirlasHeBdE. #a, WASM Envoy
Filter MECIE® 273 1825 LB root_ids,

1.19.3. WasmPlugin APl &%

WasmPlugins API 124t 7 3&i+ WebAssembly i #E3:1 B Istio {CER IR BLITHAERINLE,
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BT LIERE %4 WasmPlugins, phase # priority iX&RE T HITIFE (65 Envoy BT i8R 5EM
—&45) , R REM WasmPlugin #l Istio AT IERARBES %X H,

HEUTRBIh, BT iESRSCHE OpenlID 7, F{#EH JSON Web Token(JWT)EF
Authorization t53L, Istio BB IFREFEL S EFREBERAOMX, WasmPlugin XHERE
sidecar X RGHERE. HERFE url,

apiVersion: extensions.istio.io/vialpha1
kind: WasmPlugin
metadata:
name: openid-connect
namespace: istio-ingress
spec:
selector:
matchLabels:
istio: ingressgateway
url: file:///opt/filters/openid.wasm
sha256: 1ef0c9a92b0420cf25{7fe5d481b231464bc88f486ca3b9c83ed5cc21d2f6210
phase: AUTHN
pluginConfig:
openid_server: authn
openid_realm: ingress

UT2HEENRE, BiX—X{EEH OCl GikmARXHRE R H. 0%
url, imagePullPolicy. imagePullSecret ] imagePullSecret %,

apiVersion: extensions.istio.io/vialpha1
kind: WasmPlugin
metadata:
name: openid-connect
namespace: istio-system
spec:
selector:
matchLabels:
istio: ingressgateway
url: oci://private-registry:5000/openid-connect/openid:latest
imagePullPolicy: IfNotPresent
imagePullSecret: private-registry-pull-secret
phase: AUTHN
pluginConfig:
openid_server: authn
openid_realm: ingress

% 1.14. WasmPlugin &%
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FB

spec.selector

spec.url

spec.sha256

spec.imagePullPolicy

ES.!

WorkloadSelector

FRE

FREER

PullPolicy

sk

FAF 43 B 1% R L R
BEERIHFE pod/VM &
BHRME. NRAE, It
RENNATR—h&ZE
(5] FR B AT A T AE £ 38
B, NR config root &
ZE AR IFTE

WasmPlugin F£&, &
TSN T AT 6p 44 Z2 [A] FR
BIRT A& T k.

Wasm &5k OCl B2
B URL, INREEA

=, MBI H oci://, £
% OCl #ifgk, HtbBK
AR file:// (BF3I
RAREARRNAL
wasm L

%) ; hitp[s]:// BTt
RIEEH .wasm B
#%,

FBATFEUE Wasm &L s
OCI & 238 SHA256
checksum, AR url
REs|IHA SHA256 (fEF
@sha256: ®~i%) ,
CILAS thFERRIE T
fid. f0E tagB5IA T OCI
Bk, FEREZBTIE
B, NIFERIEEERIEL
FEHNABRRIEERE
M.

FRER OCI 5 &I ZE LN A
BHIERIT N, REMERET
PREMA R SHA B3I B%E
& FHEX. BN
IfNotPresent {&, &3k
Eurl ZEH35|HT OCI
HIRFEFERT latest
FREZERS, XFIER TRIA
&5 Always, %k K8s
17N, MR url FRE
A file:// =
http[s]:// E#%5|H
Wasm &5, I 72B&I%
&,

% 13 SERVICE MESH 2.X

4

#

7|

iy

7|

7|
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4

#

FE Sl ik

spec.imagePullSecret FREB AT OCI FHARHI AR E S
iF, 5 WasmPlugin %}
RABE I & 22 (A R Ay
secret &, HASEMH
FAERLEVRAR IS %F
registry 1T &35S IERY
pull secret,

iy

spec.phase PluginPhase RE SRR HE A E A XD
WasmPlugin % &84z
&,

iy

spec.priority int64 AEHFE— phase EHY
WasmPlugins % &/
iR, %A
WasmPlugins % 5
AFR—F&ER—IF
MBS, eiHRIER
PR A, MREFX
i& priority £, =&
mMABAEEEES
WasmPlugins % £,
TUIHER 45 M
WasmPlugins % §#
BB ZERRE, B
IMEH 0,

spec.pluginName FREB Envoy Boi& AR {# Y4
#FR. BL Wasm &
AIRER B X MERLFE
PUTHI Wasm .

iy

spec.pluginConfig Struct NELBLTEGNEE. S

spec.pluginConfig.verific =~ F#F & RAFEIEZ & OCI Hilg B
ationKey = Wasm =R 25,
WL PEM R 1R,

WorkloadSelector xf &i5E A Tt iR 2 S M ATRENZY, TREF4SFESKEXEKNT
BIE. TEMEEHIER, MR pod/VM B9bRE, SACEREAIGIEFHIAR Istio RHAMEMEMIE
B. MREETSIERM, WMARMBIECLEYEEFTHENEEA. Bal, REFETIRERNER
Bl

3K 1.15. WorkloadSelector
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FE KRR ik WiE

matchLabels map<string, string> 18 7E N N A SRBE BYRE TE =
pod/VM &K — 1%
M. PREEFRTEE N
RFEFEFRRNEEDS
Z2 ],

PullPolicy X &g & EEIKEN OCI BRI A pull TH,
5% 1.16. PullPolicy
i} ek
<empty> BAE R IfNotPresent, {BEFIRE latest 9 OCI

BifgRRA, HEOAME D Always,

IfNotPresent NRIE BRI T HGMITERA, NI&FERE. W
RAMEEHRIRAE, BlTFHERIFRAE.

Always R R IR, SR BV R B R AT AR AN

Struct {RGEHEBUEHE, HNBIESISMARENFERAR, EFEESH, Struct ATEESZEIRE
FRXHE., i, 7ElIAIES S, JavaScript astruct EHAXIESRTIANR,

& 1.17. Struct

FE S e

fields map<string, Value> B AR (B RIBRET

PluginPhase 15E% 3 A B 495 828 55 ch BYlT EX.

% 1.18. PluginPhase

T 23U

<empty> control plane REHABHMLLE, XBBAFLIE
SRR, TEIRHZRAIE, MREHRI T HibE
&, MAEHE PluginPhase,

AUTHN 1E Istio Bk JE 2R B iE A TE 4.
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PR fisah

AUTHZ 1E Istio AT IELSH Istio BRIIET IEss BiE AR
#,

STATS 1% Istio stats 1 JE25 0 Istio FAUT IR 28 5 Hf A fffk,

1.19.3.1. £BE WasmPlugin %R

& mI LS A WasmPlugin ¥ 5/5 A Red Hat OpenShift Service Mesh § B, fE4fl4, istio-
system & Service Mesh control plane WIH#&#, LA TRBIBIET —1 openid-connect i1 iE8, ©
4T OpenlD Connect 5 UERA /.

BIRLLUTRAIBR

plugin.yaml -~

apiVersion: extensions.istio.io/vialpha1
kind: WasmPlugin
metadata:
name: openid-connect
namespace: istio-system
spec:
selector:
matchLabels:
istio: ingressgateway
url: oci://private-registry:5000/openid-connect/openid:latest
imagePullPolicy: IfNotPresent
imagePullSecret: private-registry-pull-secret
phase: AUTHN
pluginConfig:
openid_server: authn
openid_realm: ingress

FERALLTHSRA plugin.yaml 3 :

I $ oc apply -f plugin.yaml
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1.19.4. ServiceMeshExtension &23#& 3%

EWHE a8 S WebAssembly B TH509 .wasm X, LUIRB R XY RGRHBH manifest.yaml
X, LUEERAREERBCI AT B &,

al}

TERIEHM WebAsembly § &I, iH{#A WasmPlugin
API, ServiceMeshExtension API £ Red Hat OpenShift Service Mesh k& 2.2 hEF
Fl, 37 Red Hat OpenShift Service Mesh hixZ 2.3 B4,

manifest.yaml

schemaVersion: 1

hame: <your-extension>
description: <description>
version: 1.0.0

phase: PreAuthZ

priority: 100

module: extension.wasm

% 1.19. manifest.yml WFEESE

P Hah WE
schemaVersion BFERRMMARA, BriME—a XD HREFER,
HERI(EZE 1.

name T'B%. XN EERRARTHIEA BRI A F
o

description b3 0 pus XN FERARTHIEEBINEERE
.

version " BE&MARA, ENFERRAZTHIERBINREFE
.

phase T BRBIATITI R, XN N SIETF .
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FE Uiy Wik
priority T BHERIMLER, AN N IIETFER,
module Bes XHERGH root El XN HAEFER,

WebAssembly #HHIAEXT BE 1R,

1.19.5. ServiceMeshExtension &%

ServiceMeshExtension API {24t 7 @5 WebAssembly i3iE2:1 [ Istio {CER {2 HEA9ThAERIHLHI,

48 WebAssembly I BAEMAES :

{# 1R # proxy-wasm API B9 SDK mEY &, FHiIFHZFE] WebAssembly £,

Heiransdsd.

4

al}

EOIEHE WebAsembly ¥ &R, 1A WasmPlugin API, Red Hat OpenShift
Service Mesh 2.2 R 2 5 H# ServiceMeshExtension APl E7£ Red Hat OpenShift
Service Mesh 2.3 shiflfif&,

# 1.20. ServiceMeshExtension 2 53#

T 30

metadata.namespace ServiceMeshExtension JEH
metadata.namespace T EBRFHIIE L : IR5
Control Plane #p & ZZ[AI#8%, RGN A E Service
Mesh #5 workloadSelector & ILEHIFA TE i
o HEEIEMEM Mesh ta 2 HIN, ©REM
FE—an 4 2R R TR G 3,

spec.workloadSelector spec.workloadSelector FE&HIiE L 5 Istio
Gateway iR #J spec.selector FEX R, TR
EBH Pod IR T3, MREEEE
workloadSelector {&, " BN AEIe&ZE[EHH

A e E
spec.config XE—NMEMICFE, NEBRET B4, HiE U
RFIEEEENT RE,
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% 13 SERVICE MESH 2.X

=2 ik
spec.image Emaay BMWHRERHNASRTER URL
spec.phase I ERIRIBINA Istio THAE, MMBEMWIE. BAFNIEIR

R, RELIESREPNT BEEHEA. BRE
1t PreAuthN. PostAuthN. PreAuthZ.
PostAuthZ. PreStats. PostStats, LtLFERERIANT
&1 manifest.yaml XXX EMI(E, BRILIHKA
P&,

spec.priority IR FEHFHER spec.phase [EHZ N RN AEIR
—TYEf#ESEH, ] spec.priority fE& R EHITIIN
F. MENERNT BRISELENT. XAVFHEERE
MY B, FERIANT B4 manifest.yaml 324
R ERE, ERTLEE B,

1.19.5.1. Z82 ServiceMeshExtension %

&I LU ServiceMeshExtension i85 Red Hat OpenShift Service Mesh &, 7E4<fl
i, istio-system =2 Service Mesh control plane TiH K% #F,

al

O WebAsembly 5 &I, i&{H WasmPlugin
API, ServiceMeshExtension API £ Red Hat OpenShift Service Mesh k& 2.2 hEF
F, 37 Red Hat OpenShift Service Mesh hixZ 2.3 B4,

B XA Rust SDK HEMSZRRA, HEINEMINTER. XR—PMRENTESR, S —1=H
ZAPRLMEINE HTTP rapich, HARMEMT EH config FEHIRE, HSHUTRE BRI
EEEO

BIRLUTRAIBR

ServiceMeshExtension ¥ extension.yaml 7=

I apiVersion: maistra.io/v1
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kind: ServiceMeshExtension
metadata:
name: header-append
namespace: istio-system
spec:
workloadSelector:
labels:
app: httpbin
config:
first-header: some-value
another-header: another-value
image: quay.io/maistra-dev/header-append-filter:2.1
phase: PostAuthZ
priority: 100

FERALLT SR A extension.yaml 34 :

I $ oc apply -f <extension>.yaml
1.19.6. M ServiceMeshExtension i¥#%%| WasmPlugin ¥R

ServiceMeshExtension API £ Red Hat OpenShift Service Mesh ik 2.2 2255, 7 Red Hat
OpenShift Service Mesh hix4 2.3 Bk, MR{EA ServiceMeshExtension API, NI4T 2
WasmPlugin APl LI4k2E{8EF WebAssembly §7/&,

API JEEREL, TBHM S TRAK
EaRENEA A FERRERITE,

ARSI A EHMNERGEMN WasmPlugin FiR.

1.19.6.1. API &
##9 WasmPlugin APl 5 ServiceMeshExtension |, {BE—%Xj|, %2 EFERAHE :

% 1.21. ServiceMeshExtensions 1 WasmPlugin [AIF=FE& 25t
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ServiceMeshExtension WasmPlugin

spec.config spec.pluginConfig
spec.workloadSelector spec.selector

spec.image spec.url

spec.phase A%(H : PreAuthN. PostAuthN, spec.phase B[ : <empty>. AUTHN,
PreAuthZ, PostAuthZ. PreStats. PostStats AUTHZ, STATS

LUFR2MAE ServiceMeshExtension iR~ WasmPlugin FRA9RE,

ServiceMeshExtension %R

apiVersion: maistra.io/v1
kind: ServiceMeshExtension
metadata:
name: header-append
namespace: istio-system
spec:
workloadSelector:
labels:
app: httpbin
config:
first-header: some-value
another-header: another-value
image: quay.io/maistra-dev/header-append-filter:2.2
phase: PostAuthZ
priority: 100

89 WasmPlugin ¥5REFRF_LWA ServiceMeshExtension

apiVersion: extensions.istio.io/vialpha1
kind: WasmPlugin
metadata:
name: header-append
namespace: istio-system
spec:
selector:
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matchLabels:
app: httpbin
url: oci://quay.io/maistra-dev/header-append-filter:2.2
phase: STATS
pluginConfig:
first-header: some-value
another-header: another-value

1.19.6.2. ARGHHBAEN

#H WasmPlugin B235{&#E 5 ServiceMeshExtensions 28, HEXHIMTF :

ServiceMeshExtension AHR A FEZERH XHREMIRB k* 47 manifest.yaml Bt
BIEX . WasmPlugin A3 AHRE manifest.yaml 3,

wasm X (CEfrfEer) LLaielse EREMIX A, EXFifEN plugin.wasm, Hi
AL F AR REMIRE E .

1.19.6.3. 5IBE| WasmPlugin ¥i&

E$ WebAsembly §"EM ServiceMeshExtension API #+2¢E| WasmPlugin API, #Ea[LIE &I
BfRe S

AR
[ ]
ServiceMeshControlPlane #ZZl 2.2 SKE SR,
ik =
1.
BERENAREGR. NREBE4CHESR[AN /plugin.wasm i, NBET—4, MEEE :
a.
BRES X4 plugin.wasm, ERERT BXH4% 7 plugin.wasm,
b.

HRBESXHEALT root ()BXRH, EoIRY BRXHFHEERSXHRENRE R
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BRBRRREERIFTHAEERIES registry,

Bk ServiceMeshExtension Hif, FIE—4 WasmPlugin 5iE¥ks| AEHBEAHE SR
iR,

1.20. {1f] 3SCALE WEBASSEMBLY #&k

threescale-wasm-auth B 1{f 3scale APl B 2.11 B Shk4&5 Red Hat
OpenShift Service Mesh 2.1.0 HH = A ERIZE1T.

threescale-wasm-auth B2 —4 WebAssembly &3, S#EA—HEO, #FoAMAZHFRED
(ABI), XH Proxy-WASM#SERE X, Wshthe ABl BEMEY, LMETHEHBIRI HTTP 3 KEHXT
3scale,

YE75 ABI HI5E, Proxy-WASM E X &7y host WE#H5S 51— & £ BFHT FE A RNRE,
FNATF—HHERATHITES IR, FHIPATLELEITK,

FHIAEH WebAsembly EEFUNAR, SHHEH1TRE, FFHIFH HTTP R,

BERAxG5ARHAREZT, RTEEEMI LZ1TIESH Proxy-WASM $55E8 ABI BR%. X2
NEHRMT BRROREHE - I RREUHARE XA SEVNMENITRE, ZXERMET —#
ITREERNSAESHERANNBIER,

1.20.1. ¥4

threescale-wasm-auth &% it 5 Proxy-WASM ABI HiSEMf A Liee L ER. Am, WHRZE
F T2miliFaES Envoy REEERESHEA,

1.20.2. EAFJIRIT IR
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HTFHBaEMNXIT, TUFIHESEE N 5T Service Mesh B Proxy-WASM {GEE LUK
3scale Istio &SRB ERSHEA.

1.20.3. Bdi& threescale-wasm-auth £t

Red Hat OpenShift Service on AWS ERSERER 5] LARCE threescale-wasm-auth #3R, @i
R FRRRR i §lE O (AB)RI HTTP #3K#1T 3scale APl ., ABIE X EHMESRZFINZE, AF
FNRS, HARTFESEREICELEBAERIEK,

1.20.3.1. WasmPlugin APl I &

Service Mesh 12t T — P BENFIRE X, HATFH sidecar {H (725 WasmPlugin ) f§EFHF A
Proxy-WASM §"[&., Service Mesh it BE X FiRMN ABIREMHA 3scale EE HTTP API I {Efi#

AN
Ho

Edi& WebAssembly "B EHAIRE— M FahdiE. LA THRAFHEHRENT 3scale
FRGIKER S5 B BRI F.

IHHIERN ALK Service Mesh E83E L Kubernetes I fi Hiffp & Z2H],

B — 3scale M, 550 SaaS =k 3scale 2.11 On-Premises, HPEXT
P AC B9 AR 55 #1485 B R A Fs r.

LUFfBIZ threescale-wasm-auth &R HE LR YAML &2, FFlEH=E
Service Mesh B_Lil% Maistra likz&~ WasmPlugin APl, #4717 BAEBE threescale-wasm-
auth BRI R 2], DAR— AR RIRABEREN ABINN AREES -

apiVersion: extensions.istio.io/vialpha1
kind: WasmPlugin
metadata:
name: <threescale_wasm_plugin_name>
namespace: <info>
spec:

selector: 9
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% 13 SERVICE MESH 2.X

labels:
app: <product_page>
pluginConfig: <yaml_configuration>
url: oci://registry.redhat.io/3scale-amp2/3scale-auth-wasm-rhel8:0.0.3
phase: AUTHZ

priority: 100
namespace.
PEFEER.

spec.pluginConfig FEEUAFEREE, BEBEELHIPER, X/ rHHER
<yaml_configuration> &I fHEH. el LA B & L RRAIER.

spec.pluginConfig FEAMN AREFTR. AiAHEhFEREZEE LTRSS L6
[AIERFFE. B -

url : (NIESREZ B AR A BRI Heg,

phase : FREHERMNER, EAHMERFTEENESEREAARBDUS A, m
ZE OpenID Connect(OIDC)5 h&.

£ spec.pluginConfig fIHRBE X FHEPEE TERE, M oc apply BT :

I $ oc apply -f threescale-wasm-auth-info.yaml

Hith 5w

[ ]
M ServiceMeshExtension sT#E| WasmPlugin ¥i&

B CHR
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1.20.4. N FH 3scale 438 ServiceEntry %%

il threescale-wasm-auth BEHURFE X 3scale B3R, ZEHWIAR R 3scale BRS5. #&a]
LU B SR ServiceEntry XRHIATF TLS B EHIXI Y DestinationRule %% k7t Red Hat
OpenShift Service Mesh FHifTILIRME, LMER HTTPS HHil,

B X BHR(CR) KBRS B MBI, LIEM Service Mesh A& £1jjl1] 3scale £& (SaaS),
ATFRSEE API Mk EE APl NGRNRSHE. Service Management API B2 E RBGIRAL
REH M, KFAEE API AENIRSIRE AP EERERE.

it =

XTEERHIH 3scale IEENEEL ALL T4 EE ServiceEntry CR #14H%#9 DestinationRule
CR:

¥+ ServiceEntry CR ZINEI£ 4 service-entry-threescale-saas-backend.yml f3C
4 -

ServiceEntry CR

apiVersion: networking.istio.io/vibetal
kind: ServiceEntry
metadata:
name: service-entry-threescale-saas-backend
spec:
hosts:
- sul.3scale.net
ports:
- number: 443
name: https
protocol: HTTPS
location: MESH_EXTERNAL
resolution: DNS

#f DestinationRule CR Z1N%I4 4 destination-rule-threescale-saas-backend.yml
B3 -
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DestinationRule CR

apiVersion: networking.istio.io/vibetal
kind: DestinationRule
metadata:
name: destination-rule-threescale-saas-backend
spec:
host: sui.3scale.net
trafficPolicy:
tls:
mode: SIMPLE
shi: su1.3scale.net

IBITEA T8, 7 3scale #£& Bimh A FH{REF 458 ServiceEntry CR :

I $ oc apply -f service-entry-threescale-saas-backend.yml

BT T4, N 3scale Hosted J5imM FAFF R EF 458 DestinationRule CR :

I $ oc apply -f destination-rule-threescale-saas-backend.yml

SIEEREAIH 3scale FEEMNRSIM ALL T4 ServiceEntry CR #1485 DestinationRule
CR:

¥+ ServiceEntry CR ZINEI$ N service-entry-threescale-saas-system.yml 3
# -

ServiceEntry CR

apiVersion: networking.istio.io/vibeta1l
kind: ServiceEntry
metadata:
name: service-entry-threescale-saas-system
spec:
hosts:
- multitenant.3scale.net
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ports:
- number: 443
name: https
protocol: HTTPS
location: MESH_EXTERNAL
resolution: DNS

## DestinationRule CR Z1N%l44 destination-rule-threescale-saas-system.yml
D g

DestinationRule CR

apiVersion: networking.istio.io/vibeta1l
kind: DestinationRule
metadata:
name: destination-rule-threescale-saas-system
spec:
host: multitenant.3scale.net
trafficPolicy:
tls:
mode: SIMPLE
sni: multitenant.3scale.net

IBITEAT 84D, 9 3scale 68 RSN AFHREFSEE ServiceEntry CR :

I $ oc apply -f service-entry-threescale-saas-system.yml

BT T4, 7 3scale Hosted 4N AFFRESER DestinationRule CR :

I $ oc apply -f <destination-rule-threescale-saas-system.ymi>

HE, ELIERE— P mesh 3scale IRS5. EEEE in-mesh 3scale IRS5, #HiBIEE 3scale FHiE#E
PIERE kBN CR HIRSMAIE,
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=
=
58

AR 55 5% B 1 E 893t B0 324

1.20.5. 3scale WebAssembly #iciE

WasmPlugin BE X FRMAEIREL T Proxy-WASM IR M iR ACE.,

% spec R A EHLH, FH Proxy-WASM &3REE, #%E, EEXAZMITREIRE JSON X4
3, {8 WasmPlugin BTIRBTLASE spec EEREN YAML, FHiSFHFHCN JSON LAt EE A,

MRS P EEA Proxy-WASM &35, NAZJifEA JSON X mERE, A JSON BRAE
BKETE host EEEXHHiRIBF EM AR XH51A, 0 Envoy, H#EFF WebAssembly £k 5
WasmPlugin ¥RERGSEAN, AREFXA YAML &1, EXMELT, T3NEESEHETIRIER
JSON FXRiF2H B =5 sidecar A FRICEK .

B

EnvoyFilter BE X ¥FBA 22 M AP, RART1E 3scale Istio 5&AI235X Service
Mesh AR, REEA EnvoyFilter BE X ¥R, 1 WasmPlugin APl A2
EnvoyFilter B X %R, MREREEM A EnvoyFilter BE X FGR, MA%EL JSON R
157 spec.

1.20.5.1. A& 3scale WebAssembly &3

3scale WebAssembly & EIEEURT 3scale ik FIRIIRSS, U RBELEMIRSFIR,

AR

HMAEREYD, ERRAMRE2—HRELREFE :

XIF 3scale M FIIZFUARSS : backend-listener URL.

BRI - IRSS ID MIED—NERERAEUREL S E.
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BB userkey. LUK appkey B9 appid, L% OpenID Connect(OIDC)E i
ZI_KﬁJo

WebAssembly SR FEREEHSEEPIEENEE. Hlm, MRERBEDRAZIIRE L]
BSiE, ©fHRY%GSEH, BM#E 3scale B & XHRBRGHIN, HARH WasmPlugin HiEH
%% spec.pluginConfig YAML & B7F4E.

1.20.5.2. 3scale WebAssembly &1 api X%

3scale WebAssembly &5 api T PR ehE XA IRE MR E R A,

api TR BRI

apiVersion: extensions.istio.io/vialpha1
kind: WasmPlugin
metadata:
name: <threescale_wasm_plugin_name>
namespace: <info>
spec:
pluginConfig:
api: v1
#...

api FAEXEENHRE, W—ERMER vi. BFSHAIRKERTEIAFTEESHEA v1 BER
TR RN P ERN R EARBE

1.20.5.3. 3scale WebAssembly B REix &

system TR &35 € {7 AR E MK - 89 3scale & APL, upstream FEEN RxBEBEHER
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4. upstream XfRErRIER, BEEH, BRIEEE) 3scale WebAssembly EHIZit5E 2 #EMEC
B, MBIEFBRMT 3scale 9 system HE#ERE, MEETTR — %L,

LT system M RZIMHRHUFSHEN RIS, FHFSRENRIBL T,

apiVersion: extensions.istio.io/vialpha1
kind: WasmPlugin
metadata:
name: <threescale_wasm_plugin_name>
spec:
pluginConfig:
system:
name: <saas_porta>
upstream: <object>
token: <my_account_token>
ttl: 300
#...

5 1.22. system X RFEX

B4 ik NE

name 3scale lRGSMIIMARF, BRIEEE  LE
HIALBIA,

upstream THRBIM L ENBFEAE =

2. upstream { 3scale Mk~
EIE API M, FFH systems

token BE IR 3scale P ASIH] =
ShE.
ttl EZERET RN B, FMIEEE EIE

N RBNEEN AR DR
., Rilh600# (1049

) . R RARKNIE, BESR
BESTELL TTL apsaps 2 &2
i (] EX AR BT L B

1.20.5.4. 3scale WebAssembly £ EiExf &

upstream X R R ER A Lo BT A R A BB 4.

apiVersion: maistra.io/v1
upstream:
name: outbound|443||multitenant.3scale.net
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url: "https://myaccount-admin.3scale.net/"
timeout: 5000
#...

% 1.23. upstream X RFE%

4

1)

B 23U

name name T2 BHABANITATT. € =
EAMENMIRAET, MAEEE
FRTE L. X FHIZ Envoy B2
&, CRRFE—NEEHNETT,
EHMAEH I EiF
(upstream) . & : XMFE&
BY1E, &N Service Mesh #
3scale Istio S&HE 2% control plane
REHERAZEZNENZNFEDIR
R REB LM, W TFIE
B, IR RME
3 : outbound|<port>||
<hostname>,

url FF 15 7] PRk AR 25 B9 52 28 URL,
IRIEME A RIS R, BUEXRTE
4 TCP O,

]

Timeout (&) B E (ZF) , BESmNE H]
R T e 7 ] B 2 SR A A B
%o WAWAEY 1000 #,

o
b

1.20.5.5. 3scale WebAssembly & Fimf &

backend THiZ &5 E MW 3scale Service Management API SERZAIIR &S HTTP i5K, LR
45H 3scale B Backend “H{124t,

apiVersion: extensions.istio.io/vialpha1
kind: WasmPlugin
metadata:

name: <threescale_wasm_plugin_name>
spec:

pluginConfig:
#...
backend:

name: backend

upstream: <object>
# ...

£ 1.24. backend X RFEE
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&5 13 SERVICE MESH 2.X

£ ek W
name 3scale BEImMIFLIARE, BRERBEE  LE
LB,
upstream ERRWMBENFFAGER. X B. REEMNEFE,

WABB | 3scale ik &R APl £
#, ENEmRE:,

1.20.5.6. 3scale WebAssembly IR S % &

services T4 %45 H module BY%FE LB b FRIF L AR 55 iR 7T
HFikPBEZ MRS, EoigEEBFERS, HAMNERESFESMAERERS.

services FRREV RN, EEVMELAE—NIRSHEA, A,

apiVersion: extensions.istio.io/vialpha1
kind: WasmPlugin
metadata:

name: <threescale_wasm_plugin_name>
spec:

pluginConfig:
#...

services:

- id: "2555417834789"
token: service_token
authorities:

- "*-app"
-0.0.0.0
- "0.0.0.0:8443"
credentials: <object>
mapping_rules: <object>
# ...

services HUHPHIETA THRA K 3scale RS,

% 1.25. services M RFE&

4

el

£1 sk

ID Itt 3scale BRGSHIPRIATE, BENE 2
BEHALBIA,
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4

B4 ik NE

token Itt token BT LATE & B9 % 58 A 9 AR IR
SHRIBEEHIKE, tLATLUER
LUF curl s S MRS RE -

curl
https://<system_host>/admin
/api/services/<service_id>/pr
oxy/configs/production/lates
t.json?access_token=
<access_token>" | jq
'.proxy_config.content.backe
nd_authentication_value

authorities —NFREHE, BIFHEREK
EICERH URL AL HI1Y, ixXLe
FREESZHES)MS(H
(A5 (?) AL 2SR glob &=,

il

credentials ENEEFNEMEERNERN
R,

il

b

mapping_rules KREaPIRFHINIFD 3scale 5 i
EB—HIT R,

1.20.5.7. 3scale WebAssembly BHEIEN &

credentials ¥R 2 service MR, credentials IEEEEHRMNEIFER, URPITIRENS
%0

AR NEE, BEWHEDPEE— user_key = app_id, IESNMNERENIIFELXEE, E
NEHRERTILR., (s NEIEN—El,

apiVersion: extensions.istio.io/vialpha1
kind: WasmPlugin
metadata:
name: <threescale_wasm_plugin_name>
spec:
pluginConfig:
#...
services:
- credentials:
user_key: <array_of lookup_queries>
app_id: <array_of_lookup_queries>
app_key: <array_of_lookup_queries>
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£ 1.26. credentials ¥ RFE

£

user_key

app_id

app_key

fed W

XE—HEH, BTFE N 3scale i
Br®iH, BrBiaEsh AP
.

XE—HEH, AFENL 3scale
N RATRARE. NAREIMARTH
3scale 12, = {F M Red Hat
Single Sign-On (RH-SS0) 5k
OpenlD Connect(OIDC)ZE 5 171=
Mz RIRH. HOBEENERE
R (RERMIHFETH A
H) , BRKEapp_id#
app_key.

-
b

Xe—HRATE N 3scale N AR pri
#E i, &BMENTH app_id BIR.
AREFBHETAEN, REE

7E app_id 15 E It F %,

b

1.20.5.8. 3scale WebAssembly #7575

% 13 SERVICE MESH 2.X

lookup query Xf %2 credentials X RAPERIFEMN—EBD . BIEEMAERNLGREE EEIEFE.
Wiz g, BIETEREED—ARE M. KBERR S RERE & B HRIMEMAE.

lookup queries BIEAH KR T —NMEHEEBHXR : BRIIEHHD— N EHRE LG ERIRIRER,
FHIHEASKE P RIS ENEIERE, BAPNENEIIEERT,

lookup queries HHEAANFE (—PNENR) HK, EAIURENERBz—, iF

apiVersion: extensions.istio.io/vialpha1

kind: WasmPlugin
metadata:

name: <threescale_wasm_plugin_name>

spec:
pluginConfig:
#...
services:
- credentials:
user_key:

- <source_type>: <object>
- <source_type>: <object>

app_id:

S WLLTFRA -

321


https://access.redhat.com/products/red-hat-single-sign-on

Red Hat OpenShift Service on AWS 4 Service Mesh

- <source_type>: <object>

app_key:
- <source_type>: <object>

1.20.5.9. 3scale WebAssembly R &
source X R{ENEA credentials X RFEXPHIRBUHN —B o FE. NRFBEA, #) source
RBRRUTEE— -
header : EHEHIEW HTTP &KL VENHIA.
query_string : lookup query £ URL HifFRHBSBUEHEIA.

filter : lookup query HlUT 28 T BUIRE Ao

i source KRBT REVEFUTHINFRE :

% 1.27. source REIN RFEE

B b WiE
keys —NEFREHEH, FENN— =
key, BIRHIABIEHLBINSE
EO
ops BT HUT key T ERHIRVE 2K I

H, ZEHRBREET—MREL
BRI AFERFEENEE, R
operation TERHE— M HER
W74 lookup query K,
BAEREEIFRE T I,

filter FERAMERMEN path B, AT ETHATEBRBEIENTEIEPIEE,

4 key SEIABURLAN, FRHEERNEY, MARBITEERBLIDITEENE
fF (ops) , MRHFHE. MPKHBIEE ops, NREIPTE key LRIE (BH) o
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Operations 1Rt 7 —#AR, AFEEE—HEERK key B NRAIEEELERAMEH., YERE
i, B\ SENN, 158 Operations, {BEIFREKRANIES K BMAR KIH®RY Turing-
completeness,

#26i# operations HitHEHERE, PEALET, lookup query &it EHERR ISR O RCE AR, B4R
ARFERERNE,

1.20.5.10. 3scale WebAssembly BHUZ/EX &

B TFHE source type B ops BUUHHMIEA JTREBE operation XK, BILUN R HEIE ST
e ATFHENRMFEAIRZE operation KEHEFR, EMI{EERR operation WS, wILLRSSHIXT
R, B, FTEFEME. JIRIFHFRIME,

K% operation S5 —IMHZENHA, FE—IHZ N HiH. YelTEERASERBLBN, ©
15— HEEAR X - IRVEERENS MEMMEER Y, RUIEFREM source LR, Tl HAERH#
ERIHEE, Hfth operations R AMFANENRNEHAEFHANSEREY, BECEENEER,

SRS, T—HRINE, FAmfHEoES app_id. app_key =k user_key, HY
B HERREER(E,

ABNAFREH operations 25 :

decode : @i EIEEEHBAME, FREKEGARRNKER,

string : XIUFRBREENRA, FNRRFRPITERRAKGE,

stack : BTDARN—AHE, PUTSIHERLE, URMERPRERERNLR,

check : XHEBAT LU ARIFANA T E—HREFNREL.
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control : B IHUT R HESUT G RIIESE,

format : BEITHAENERRESN, FHEHEPERHE,

A BREBREHRIFRAFUF R EE.

Hith 5w

AT R RSIRAF

1.20.5.11. 3scale WebAssembly 3t mapping_rules X%

mapping_rules X R:E service X RM—F5, B©IEE—4H REST BEEXHIMEX 3scale #5tr, 3
EEXCENEEZ 5 ARFIS R

ME system X RPEFREDESERE, NREXH, MENRE system THHFB AR, M
B &1 mapping_rules X%,

mapping_rules @ — PN EAXN R, ZBUHNE tHREZE mapping_rule ¥R, % AiFRK ELIFHHIT
BB BLNIR 6t T —%H 3scale methods, FAF#EANFFF APIManager fixts. 4% EEHNEERN
methods I, [ 3scale FIaE—4" deltas BE45, HlMN, MRHAHNIER deltas 1 §1 3 5 Hits
HEEMMR, MHkEZE 3scale B Hits B —AAFZBEK delta 7 4,

1.20.5.12. 3scale WebAssembly & mapping_rule X%

mapping_rule R 2 mapping_rules X R B —ER S,

mapping_rule X RFEIEELUTELR :

FILERM HTTP 5K 5%
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% 13 SERVICE MESH 2.X

PeECRS AR

EREM 3scale HEURERENHE, BEEFEMNINERE T & ITE,

5 1.28. mapping_rule X R

4

#

B sk

Hk EBERK HTTP iE KA ENF R
B, W verb, EXNESER
B HTTP J3iE& Mz — i, FX
DRNE, (HATFEER AR A
{Ho

]

pattern 5 HTTP 153KM URI BR R4 ITER
RN, HEXEES 3scale A
ILEMERIEE. BRIFERAXE
5 (I {this}) ZFMNERFRF
NEABER (ERES()F
FF)

il

]

usages usage ©f R, HHNITE
i, FrE#HAH deltas F7A 4B
KININEN % %2 3scale B75355
=, LUHFTENNRE.

FERUTREFERERA usages *f
E-

e name: EREM
method %%: 4.

o delta: method #2NH9%K

=
==k

last LRSS LHNICE, BENELE  ANEAR(E, BIMEN false
AL L BRES AL

LUFRHIMIITF 3scale Ak RIBILAZ RS, thEl2Yi, 7E 3scale iZ{TRERABSEHBFR
ZHIZ, FI0, Hits BRI IR LR, RALEFEMET 4 2h, BABRPGEKRPHmEIREHE
H, F#AH 3scale Authrep API i,

LUFfiE AR A HLNI &R /products/1/sold B9 GET 153K,

mapping_rules GET &k Rfl
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apiVersion: extensions.istio.io/vialpha1
kind: WasmPlugin
metadata:
name: <threescale_wasm_plugin_name>
spec:
pluginConfig:
#...
mapping_rules:
- method: GET
pattern:/
usages:
- hame: hits
delta: 1
- method: GET
pattern: /products/
usages:
- hame: products
delta: 1
- method: ANY
pattern: /products/{id}/sold
usages:
- hame: sales
delta: 1
- hame: products
delta: 1

A usages BRXARMBIEERPUTHE Kb HEHIE 3scale, M -

[ ]

ez 1
[ ]

Fam2n
[ ]

HE -1

1.20.6. LN 3scale WebAssembly 3Rl
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IERER KBRS RN ARES TR, EiFRERIRSS PIRIUTIE,

LUF 2 credentials 7=, fEal LA HHTERUTERERAFHNEK,

o LA FEREN], REYEEBEZSNENRIECHKH lookup queries i, SRBIRFEX ST
HE, ERHB—ADRIh#ET I,

1.20.6.1. EHFRFESH BB API # (user_key)

UTFREIEENFHESBIERBIHFIIRL A user_key :

apiVersion: extensions.istio.io/vialpha1
kind: WasmPlugin
metadata:
name: <threescale_wasm_plugin_name>
spec:
#...
services:
#...
credentials:
user_key:
- query_string:
keys:
- <user_key>
- header:
keys:
- <user_key>

1.20.6.2. MR ID M1%H

T RBIEE SR L P E app_key #l app_id &£,

apiVersion: extensions.istio.io/vialpha1
kind: WasmPlugin
metadata:
name: <threescale_wasm_plugin_name>
spec:
#...
services:
#...
credentials:
app_id:
- query_string:
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keys:
- <app_id>
- header:
keys:
- <app_id>
app_key:
- query_string:
keys:
- <app_key>
- header:
keys:
- <app_key>

1.20.6.3. bRk

& R1E authorization trkh &S app_id fl app_key, MRBREEVHH T —AHFHME, EaTLL
fc app_key.

MRKERH T — AN, AR RS ES app_key,

authorization iR L AR RS EM, HAE%S N Base6d, XEME, ErILluEd ZI&FRIEX
SHE, BEZal, RARFERASSFIoRFAERSEE. fil, MRESERXHEX
app_id:app_key, M#HrLRELLT B credential :

I aladdin:opensesame: Authorization: Basic YWxhZGRpbjpvcGVuc2VzYW1|
B ERNEIRCLFBRAR, MTHIRE :

apiVersion: extensions.istio.io/vialpha1
kind: WasmPlugin
metadata:
name: <threescale_wasm_plugin_name>
spec:
#...
services:
#...
credentials:
app_id:
- header:
keys:
- authorization
ops:
- split:
separator:
max: 2
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- length:
min: 2
- drop:
head: 1
- base64_urlsafe
- split:
max: 2
app_key:
- header:
keys:
- app_key

LIk AfIREIEF authorization PRk :

CESFHRAFBT RS, RECEREEVERMA credential KEH] credential
X5, RIEEF credential K8,

2.
R, CRFEAERMBERENE_/ME, HEASS()FRIETHRS, FHEE—1E8
app_id BIRVEHELR, JRAGMRTS app_key (B/HETE) o
a.
MRFEFRL P ARELE app_key, NIFHRERKER, fMAfdhiG% app_key 9
*’i“%o
3.

FE 1 credentials FINZIAN &4, FoiF Basic &1, Hr app_id 2 aladdin 2k admin, =k
HEM app_id KEEDH 8 IFH.

app_key I8 E—ME, HFEAELVESR 64 MR, MTHIFE :

apiVersion: extensions.istio.io/vialpha1
kind: WasmPlugin
metadata:
name: <threescale_wasm_plugin_name>
spec:
#...
services:
#...
credentials:
app_id:
- header:
keys:
- authorization
ops:
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- split:
separator:
max: 2

- length:
min: 2

- reverse

- glob:

- Basic

- drop:
tail: 1

- base64_urlsafe

- split:
max: 2

- test:
if:
length:
min: 2
then:
- strlen:
max: 63
- or:
- strlen:
min: 1
- drop:
tail: 1
- assert:
- and:
- reverse
- or:
- strlen:
min: 8
- glob:
- aladdin
- admin

EHY authorization #rkfHfE, eI LLET B AHEEREIKAX Basic credential Z58Y, fsH
BB LETIER,

EH bizfm@akclthid, BiEEEF B XEHEMENs3E, SRHKEHIRELM app_id, £
Al REIR S TEREY app_key.

BT W - INRHEERDERNME, RREIKE app_key.

BRFHFEKENT 1 8 63 2iH, @1 app_id fl app_key, MREBHANKEHNE,
MFHEZEF, HEFEFEEY -4, MRRE—A app_id B&H app_key, NRDH
Hith 5 2R AL BT,
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assert, XE—TRIEXRTEHECHAERZERIIER, RABETLUSSHER -

HiEIHEER, fF app_id S F TSR,

T BEEFE app_key, BVHER AR app_id &b F T4,

{5/ and FENAH AR BHEERAR,

REERAL TRz — -

R app_id OFFHBEKEEDH 8,

#afR app_id 5 aladdin =k admin Pt#g,

1.20.6.4. OpenID Connect(OIDC)FA#l

X}F Service Mesh 1 3scale Istio &fdas, EAAMEBE—1 RequestAuthentication, M THIFR

~, BEAZBA NI EREBIER jwiRules:

apiVersion: security.istio.io/vibeta1
kind: RequestAuthentication
metadata:
name: jwt-example
namespace: info
spec:
selector:
matchLabels:
app: productpage
jwtRules:
- issuer: >-
http://keycloak-keycloak.34.242.107.254.nip.io/auth/realms/3scale-keycloak
jwksUri: >-
http://keycloak-keycloak.34.242.107.254.nip.io/auth/realms/3scale-
keycloak/protocol/openid-connect/certs

N F RequestAuthentication I, B&#ERAFEEEHEE Envoy LURIE JWT ©5h8. REREETE

R UEFrEANS, HIEMRBETEREBF T EH AL XTI 3scale WebAssembly 51,
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Tk JWT g, KEREASEFEERIBCBEN RS, HBIRTHR4NEGRE, &d3X1TH
B, ERLLEE S RABH R —FREREREHNR,

OIDC i 3scale app_id 5 OAuth client_id PtEg, iXaJ{E JWT 5hE8 azp 3% aud FEHIEE,

ZEM Envoy BER4E JWT SAKIET IE2RIKE app_id B, HSHLLTRA -

apiVersion: extensions.istio.io/vialpha1
kind: WasmPlugin
metadata:
name: <threescale_wasm_plugin_name>
spec:
#...
services:
#...
credentials:
app_id:
- filter:
path:
- envoy.filters.http.jwt_authn
-"0"
keys:
-azp
-aud
ops:
- take:
head: 1

BIERESER filter IRXERM EnvoyRER JWT SH{A5 LR & idHF th B0 R 18 2R o B,
HRA4aE JWT 56, FHIEFENKENHERE RSN REO—E8S. /A 0 ISR #
T%H.

SBER—AGH, EERTUTRAFR

azp : HF app_id M.

aud: th e LI RLXNME B {E.
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ZEFTRE RS —METoR.

1.20.6.5. MirkHhEHEY JWT 5558

—EREMRER JWT SENEIERE, RIS A& JSON R BPR L Ui n AR,

FIKE app_id, HESHLLTRA :

apiVersion: extensions.istio.io/vialpha1
kind: WasmPlugin
metadata:
name: <threescale_wasm_plugin_name>
spec:
#...
services:
#...
credentials:
app_id:
- header:
keys:
- x-jwt-payload
ops:
- base64_urlsafe
- json:
- keys:
- azp
- aud
- take:
head: 1
#JJJ

1.20.7. 3scale WebAssembly &/ T {FliciE

LLUF 2 3scale WebAssembly £ z/N THEEREERIRGI : oIS RIFHIGHAR, HRHTCLUER
HECHEE.

apiVersion: extensions.istio.io/vialpha1
kind: WasmPlugin
metadata:
name: <threescale_wasm_plugin_name>
spec:
url: oci://registry.redhat.io/3scale-amp2/3scale-auth-wasm-rhel8:0.0.3
imagePullSecret: <optional_pull_secret_resource>
phase: AUTHZ
priority: 100
selector:
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labels:
app: <product_page>
pluginConfig:
api: v1
system:
name: <system_name>
upstream:
name: outbound|443|multitenant.3scale.net
url: https://istiodevel-admin.3scale.net/
timeout: 5000
token: <token>
backend:
name: <backend_name>
upstream:
name: outbound|443||su1.3scale.net
url: https://sul.3scale.net/
timeout: 5000
extensions:
- no_body
services:
- id: '2555417834780'
authorities:
credentials:
user_key:
- query_string:
keys:
- <user_key>
- header:
keys:
- <user_key>
app_id:
- query_string:
keys:
- <app_id>
- header:
keys:
- <app_id>
app_key:
- query_string:
keys:
- <app_key>
- header:
keys:
- <app_key>

1.21. {8/ 3SCALE ISTIO i&fcds

3scale Istio BECHRE— N AIEERSR, FIFEIE Red Hat OpenShift Service Mesh FtRitiZ TR
%, LIRSS 3scale API EEEARAREM. Red Hat OpenShift Service Mesh REEIXERD
2o
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% 13 SERVICE MESH 2.X

B

& #E7E Red Hat OpenShift Service Mesh hix% 2.0 & LA T 3scale Istio 5&&
#5o Mixer HHFEMRA 2.0 FEFH, FHIERRZE 2.1 BBk, *IF Red Hat OpenShift
Service Mesh 2.1.0 R Z G0iRA, #ER%fEA 3scale WebAsembly #5k,

INREMFA 3scale Istio EELZR/G M 3scale FimskE, 45 A Mixer sRBgH]
Mixer 2, HZ£4E8E Red Hat OpenShift Service Mesh control plane,

1.21.1. §¥ 3scale i&&235 Red Hat OpenShift Service Mesh 5%

REI LA g X S RISk RC E X {1 F 3scale Istio &R0 2RSS HYIE K,

SeRFMH

[ ]
Red Hat OpenShift Service Mesh hfz4 2.x

— NN BRI 3scale ik (SaaS = 3scale 2.9 On-Premises)

BHREREFEE 3scale 2.9 HESRA

Red Hat OpenShift Service Mesh M5 R 54+

BT Mixer s2HIThaE, “EBH Mixer REEE G S0 124L T A 8T Mixer SREGSCHEIRZASH
o AR R ESNER,

MREERRSSREE, Wi RESSRIEHEN,

HEN, REZIEHARSE Service Mesh Control Plane (SMCP)
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b

N
p o
;

il

ERdE 3scale Istio iEAL2R, S % “Red Hat OpenShift Service Mesh B X ¥
BRBE R E L HREX AR INER RSB,

33
HRAER Kkind: handler B5R, 471 3scale Ik KIEEHE. Bl LUEER

4l

service_id ARIMEIAEBER, HXNATRERAYE, BHeRELBERE{T 3scale
kPR — MRS A B, MR service id RN ERRE, N hHEMARS S A 3scale
FEFATEM service ids BIBEBEZ N EER,

BRBUTHE, 81 3scale ik HA— RS -

AR
1.
HEEH 3scale ik AR — MM RRER, FHHEEERKS R, AREMRS AR,
apiVersion: "config.istio.io/vialpha2"
kind: handler
metadata:
name: threescale
spec:
adapter: threescale
params:
system_url: "https://<organization>-admin.3scale.net/"
access_token: "<ACCESS_TOKEN>"
connection:
address: "threescale-istio-adapter:3333"
1RO LURFRIE params S5 1RHE—1 backend_url ZEEE S 3scale BdE R 409 URL, N
FiERLER 5 3scale REBSEHIER—KEhiz1T, BEFLERAREREL DNS, XaIsEREM,
2.

S ENET 3scale ik HIATA RSB Deployment %R, TR -

7N "service-mesh.3scale.net/service-id" #1715, H{E5HHM service_id R,

#I0 "service-mesh.3scale.net/credentials” ¥1%, H{E N 1 H il handler 78
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% 13 SERVICE MESH 2.X

B9E o

BLERERMEZRSE, HHTH 2 SREEEDIERN 3scale fk P FEIERHEIRSSPRA
HO

i 3scale BeE R EXHNIEE, TN A XTI 3scale L EESS,

RN B iE A

apiVersion: "config.istio.io/vialpha2"
kind: rule
metadata:

name: threescale
spec:

match: destination.labels["service-mesh.3scale.net"] == "true"

actions:

- handler: threescale.handler
instances:
- threescale-authorization.instance

1.21.1.1. 4 H 3scale BE X ¥R

ERSaET — A aLLHES4ERK handler. instance fl rule BE X REHRTIE,

+1.29. EAAE

-h, --help ERITRATHESER T2
--name XA URL B9ME— B 7, =
RS
-n, --namespace A R AR AR B £p 44 22 ] S istio-system
-t, --token 3scale Vi [A] &4 =
-u, --url 3scale Admin Portal URL &
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--backend-url 3scale faim URL, #IR =2
KE, ERBEEMNRSER
B LAY (E,
-s, --service 3scale API/Service ID =2
--auth 3scale BIAIEA A = RE
(1=API| Key, 2=App
Id/App Key, 3=0IDC)
-0, --output RIF EBE R 2 TR H

--version i CLIBRAFIIEDERE T2

1.21.1.1.1. M URL =514 Bidsiti

p= =1
[
it oc exec iZfTLL T4 M 3scale adapter A& ENRF Y ((FSH
M—EREM adapter ERGEH) .
[
{81 3scale-config-gen & BEE R YAML 15 A4S R,
[
MREAEMR, LA --service,
[

s wimit oc exec NASREIGNEH,

i =
[ ]
{81/ 3scale-config-gen a4 BEhERERXH, RITFSH. URL X{ERHAANNIREHS
MRS H=E -
$ 3scale-config-gen --name=admin-credentials --url="https://<organization>-
admin.3scale.net:443" --token="[redacted]"
[ ]

DUFRBIAE R B iR AL EZHBIIRSS ID B9
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$ 3scale-config-gen --url="https://<organization>-admin.3scale.net" --name="my-unique-id" --
service="123456789" --token="[redacted]"

[ ]
NAME ERFRiRE A 3scale EEMARSSMFRIHEAT.
[ ]
CREDENTIALS NAME BIHZ— MRiREF, N FHNEE S match 38
o, MNREER CLITE, X&AF%EN NAME RRAF,
[ ]

HEFABEEMARKERNS : REEMNYNSHANNRTTE, NTESE
B, HSHEERRBHRS RS,

BITIXA e D MIE istio-systemip 4 22 (6] h ER B HSEBCIS ERRE . -

$ export NS="istio-system" URL="https://replaceme-admin.3scale.net:443" NAME="name"
TOKEN="token"

oc exec -n ${NS} $(oc get po -n ${NS} -o jsonpath="{.items[?
(@.metadata.labels.app=="3scale-istio-adapter")]. metadata.name}') \

-it -- ./3scale-config-gen \

--url ${URL} --name ${NAME} --token ${TOKEN]} -n ${NS}

2.
X ELmbhREH R, MRFTE, HHEEXLEHEER, FHEH oc create fp R I K,
3.
WiERBAE AN, Ehcaym = M8 IR SS N i5 B — 4™ 3scale 9 APL, #&EaILLLL
AR REXINMER -

Fric (label) TeEfid: (HFE)
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E4aiS A EER T service_id

(SRR ERER T

MRIRSS ID ZAHRARNEE D, BRFRFERARHIHIRS ID. 4
BRPREREEM,

$ export CREDENTIALS_NAME="replace-me"

export SERVICE_ID="replace-me"

export DEPLOYMENT="replace-me"

patch="$(oc get deployment "${DEPLOYMENT}"

patch="$(oc get deployment "${DEPLOYMENT}" --template="{"spec":{"template":{"metadata":
{"labels":{ {{ range $k,$v := .spec.template.metadata.labels }}"{{ $k }":"{{ $v }}".{{ end
}}"service-mesh.3scale.net/service-id":""${SERVICE_ID}"","service-
mesh.3scale.net/credentials":""${CREDENTIALS_NAME}""}}}}' )"

oc patch deployment "${DEPLOYMENT}" --patch ""${patch}""

1.21.1.3. Wit SRR IR S A E

BRBLUTHE, @il 3scale &hcds HIEHARS KSR E.

FEREMH
[
3scale EX G EIEMARS 1D,
it 3
1.
PCAC/ELARI O EEAAC B Y destination.labels["service-mesh.3scale.net/credentials"]
== "threescale" (£ kind: rule &) ,
2.

1EEREB B AN PodTemplateSpecsn L EMIFRELUIERMIRS . threescale@ERKH
AIBRMELTR, XNGERERGFHE T VA 3scale A B 5 hE,

T HEf1 %% destination.labels["service-mesh.3scale.net/service-id"] == "replace-
me" #1755, LUEIEE KIEE LHIFFIRSS ID 51844 &R Es.
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1.21.2. #£ 3scale PR EEMIXE

HRBRU TS BERE 3scale £ IXIE,

%F 3scale SaaS E)f*, Red Hat OpenShift Service Mesh ¥4 Early Access TiH
H—&R o2 #E A,

iz
1.
77 A [your_API_name] — Integration
2.
Hi; Settings.
3.
£ Deployment Tk Istio 1%,
[
Authentication T# APl Key (user_key) A& BIAERE,
4,
#i; Update Product LURTFIRIIEFE,
5.
#i; Configuration,
6.
#i; Update Configuration,
1.21.3. ZETH

1E5&R2h, kH 3scale System APl BIN S # BN 7. B AN BT
cacheTTLSeconds Fifs EHIENT, ZBSMEEREKR . H4, RIABAT, B
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EcacheRefreshSeconds MIfH, TEZ&EFNFBTHaI*FZXHTEIRE. @t kEaaT
cacheTTLSeconds B3k H B Rl .

8 cacheEntriesMax % iE N — P IFEHN{ET USE 2 2 A% =,

Wit ERRERThEE, BERRSEEVIFNENNEEFDT, SEHTBHREBMERITETRZtT
KL%O

1.21.4. B35 UEE K

XN ZAThRAZ R AT RUE Ak -

otk API B - [ — BN R R RS H EE AR IRAFTH secret BhE,

N RRFPRARRIEY : AR A R R PR .

OpenID %iE /3% : M JSON Web Token f#4THIZ5 /i ID 2HFER.

1.21.4.1. N AKIUEER

MULT R ERAIFTR, B instance BE X BIRREE R PRIERIAE, EAIEZUTHBE
UESEE -

HKMHRL (header)

HREH
[ ]
HRICLHE RS
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L@k iEEEN, RANNE, fil, MRERFBELAE NP User-Key, NIFE
Bk E A request.headers['user-key"] EERE.

1.21.4.1.1. APl #50F A%

IBIB1E subject B KBRS HM user £, Service Mesh EE S HMIE KirLh#E K API
B, ERBEBEE RGP AENRFREXEE, EKaLLEd B FEEMET, B API #iiE
FRHIH RIERENSHH R FTHRIT L,

EiXABlsh, Service Mesh 7E user_key HifjS ¥ & API ., MR API BREHE NS
i1, Service Mesh &K% user-key 7k,

API B35 UE 7 35l

apiVersion: "config.istio.io/vialpha2"
kind: instance
metadata:
name: threescale-authorization
namespace: istio-system
spec:
template: authorization
params:
subject:
user: request.query_params|["user_key"] | request.headers["user-key"] |
action:
path: request.url_path
method: request.method | "get"

MREFLEESRBREFENERNSHIERRL, HRIBERENRAMH. HIM : ZEEH "key"
BB EHKAE API#, 1B request.query params['user_key"] &N query_params["key"].

1.21.4.1.2. MR ID AN AREREN U %

B8 subject BE L FRSH M properties £, Service Mesh fEE IS MG KIR Lk hEHN
AEF ID fINARFRE, NARFEIEMEN, SAaRBAE R4 A BMIRF R XL, &8
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EAERAFREINET, "TLUHERE RS RERENSHIRERFRIR L,

XA wBIs, Service Mesh RELEHENSHPEKNARER ID INAEFR, MRTE, B
R TER.

N F2RF ID FIR AR Rk 5w fl

apiVersion: "config.istio.io/vialpha2"
kind: instance
metadata:
name: threescale-authorization
namespace: istio-system
spec:
template: authorization
params:
subject:
app_id: request.query_params["app_id"] | request.headers[ app-id"] | "
app_key: request.query_params["app_key"] | request.headers["app-key"] | "
action:
path: request.url_path
method: request.method | "get"

MREFLERFLEFRNERNSHIERRL, HRIBEREREH. fim, EEaH
identification M SHhEHN AR ID, T request.query_params["app_id"] & H
request.query_params["identification"],

1.21.4.1.3. OpenlID 5k A3k

ZE{#H OpenID Connect (OIDC) %:uF75/%, {#H subject FEXHH properties {Hi%7E client_id &
Al %K) app_key.

EALUE AR E R EREX TN R, A TENTARESD, FHMAR (RARE ID) EMR

% azp TH JSON Web Token (JWT) T i kM, EaLIRIESEENE.

OpenlID k&R Bl
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apiVersion: "config.istio.io/vialpha2"
kind: instance
metadata:
name: threescale-authorization
spec:
template: threescale-authorization
params:
subject:
properties:
app_key: request.query_params["app_key"] | request.headers["app-key"] | "
client_id: request.auth.claims["azp"] | ""
action:
path: request.url_path
method: request.method | "get"
service: destination.labels["service-mesh.3scale.net/service-id"] | ""

BEXMERRSTLUEE T, OIDC AAIE 3scale h5Emk, LUEZR FimESP=H4tE (IdP) H
B, ENZNEERTFNIRSES ZIRSHEHBNG R ZEHE IR Request 1, JWT HiEFKK
Authorization tr3L {538,

£ TmEE X8 RequestAuthentication R~ ffld, RIBEREH issuer. jwksUri §1 selector.

OpenlD REERHI

apiVersion: security.istio.io/vibeta1
kind: RequestAuthentication
metadata:
name: jwt-example
namespace: info
spec:
selector:
matchLabels:
app: productpage
jwtRules:
- issuer: >-
http://keycloak-keycloak.34.242.107.254.nip.io/auth/realms/3scale-keycloak
jwksUri: >-
http://keycloak-keycloak.34.242.107.254.nip.io/auth/realms/3scale-
keycloak/protocol/openid-connect/certs
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1.21.4.1.4. BRI AE

A LLEFAEFGER —NMEERNRIES X, MEEZEMARNEIL, MR API BN AR ID/

N RRRFEEEBHIRAL, ] Service Mesh &8/ APl #,

XA RpFldh, Service Mesh EEHSHHBE— AP, ARBEEiEKRRL. MR%A API #,

MefEfASHPRAENARER ID Mg, REEIERRL,

BRI R

apiVersion: "config.istio.io/vialpha2"
kind: instance
metadata:
name: threescale-authorization
spec:
template: authorization
params:
subject:
user: request.query_params|["user_key"] | request.headers["user-key"] |
properties:
app_id: request.query_params["app_id"] | request.headers[ app-id"] |
app_key: request.query_params["app_key"] | request.headers["app-key"] |
client_id: request.auth.claims["azp"] | ""
action:
path: request.url_path
method: request.method | "get"
service: destination.labels[""service-mesh.3scale.net/service-id"] |

1.21.5. 3scale Adapter f5irEUE

TEEIABRT, SR EiT /metrics s B 8080 IRt &#h Prometheus I5Hr8RE. XL
PralibiE T R5ERC 2R 3scale Z MM H Z2MMAHITH, ZIRSS#FrC N H Prometheus B34 BIMIF

M.

N
4]

B ZhifY Service Mesh 1.x ik#&#ftk, 3scale Istio EA SIS AR ESTHNEL,
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1£ Prometheus 1, ¥SIFEME NEREFHIIEET, LUELE Service Mesh 2.0 FEFELL TS
P

# 1.30. Prometheus Etr

=171 KRR ik

threescale_latency Histogram EACER AN 3scale 2 [HIHIEREE
J‘EO

threescale_http_total T El| 3scale [FIHANIERKEY HTTP K
AR A

threescale_system_cache_hi  it#& MESE % FIKENE 3scale RETH

ts K E

threescale_backend cache  if#k MEIRZ F KR 3scale fRIRAY

hits TH KRB

1.21.6. 3scale FiwERF

3scale FimZk1E A 3scale [RSEE APl ME PRI EZRE, XN ERESRATERS
fh, EFEUER TR LB ERNEE, BIXEEAESAENmAZ.

4

al}

BAE R 5 M 3scale 5imsk{7. 3scale RinZFIhRER T IERERSI, LUIKE L
BENAEFPRRERBEELNESHERE, B EREAF LSRR ERRL.

1.21.6.1. BHABWERENL =

UTREREREZFNLR

LIRTEUiIR R 3scale Istio Adapter EERMIBRSSHT, HEZBIN, BHARREE.

B ARWREERE LSRR TH S 3scale API EEEZEFERIZIN, XHERTRHEIER,

X B — 3scale Istio &ACZRM 3scale BINAEFESLEE, LB AR 3scale
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APl Manager JREURTRIZH T EMES A, XHE—K, RFIRLEZRDEIN HEZER
%0

LR MIZ1T 3scale Istio ERCZRAIAR S MR H Atk 1th IR 47 B EE 3scale APl manager I,
EmEERER,

XBEZ 3scale IEE (SaaS) FAMER. 74 ,Z A 3scale APl Manager & 1%
FH—ABE DI A FARKEBANE M TFARNTAX, REEZEEX 3scale API EEEH
R FFENE R Tth2mit,

1.21.6.2. EABEIERHFIHG K

UTREABREERNHEEGEK

81 3scale BEEHNFIRERXEST R flush ZENEH,

XERE, WAHE SN SR LONIFHERH R S ARS R,

RFAZIERNNEFESIREHBIARETH, IRFH—EHERELE, DUR—EF
KEATH, XBURFEMNERHFELENIFTK,

MEBERBEZELEEREABEHEHHEIZEDYSE, AR APl Manager #iti5HER, T
CN: 35 2 E3::

HBEREREFILEREFTRKREBHERTIHRLN,, KN A—RIMET IR E XK
B8, XAIaE2E N5 APl Manager Ik R IN f7 12 B 45 % He 0],

HEERRN (BERESIFERRENE KN FRAEER) , Hif API EHEGHNXIEX
$ER,

BRBEZFUAETERN MRS TE, MABEREE, IRHEFELERTR,
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REBKRESHEAFEENRE. NARFMRSOHERLAR K,

1.21.6.3. B EEEXE

LUFRET BmkFREXE :

1 3scale S ELTIH P A TFEE R inZEFNTE.

&Il 3 EZEHE RRRERF

PARAM_USE_CACHE_BACKEND - &} true LU Al G i 17,

PARAM_BACKEND_CACHE_FLUSH_INTERVAL_SECONDS - LUy B A1 i &%
SR APl ERSREFEUEMNH (LA N EBALD) .

PARAM_BACKEND_CACHE_POLICY FAIL_CLOSED - ¥43&4 RS EIER X
7&Xk 3scale APl Manager I, &R & R VFATFFRIELEN IRS5H9E K.

1.21.7. 3scale Istio Adapter APIcast emulation

L HIILU TSR, 3scale Istio Adapter &L APIcast MR HT -

WIEKRTEES B L AEIBR s L] e i, REIR HTTP X755 404 Not Found., Z A2
403 Forbidden,

L —NE KA BT BRI #EELN, ROE HTTP 554 429 Too Many Requests,
Bl 403 Forbidden,

EE CLI A REIAERES, NFikEATIEmASEZ%, i : user_key A2
user-key,
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1.21.8. 3scale Istio &R 2RI UE

IERRERER A 3scale Istio SRR ERXHTF, MRENSRBIXEEETLE, FERRUTS
TREBBhHERRIL ],

e

1% 3scale-adapter pod 7£ Service Mesh control plane iy & 22 [A]hiE1T :

I $ oc get pods -n istio-system

Ke#& 3scale-adapter pod BEE BB XBESIFHER, LMEHMREA :

I $ oc logs istio-system

X} 3scale BRI E R MRS PUTIE KRR, HIRA KR ERTIERNIFER, FHRRE
IR, & 3scale i&Ecds HSSRBEHMER.

HAth B

RESBENSSHAE.

1.21.9. 3scale Istio ;EAC RS HERRE
YE N ETE R L3k 3scale Istio 5EHc2, EAEER TARESSBUENERTEEE T, AT
FRHEBR LSRR -
YAML 45 HARIE,

&2 YAML 5843,

SICH YAML s A EISRE,
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% 13 SERVICE MESH 2.X

Sic{E A service-mesh.3scale.net/credentials #ric BRSS TG %k,

LHEERAFDS service_id KM BIERFNT, Sic{#EM service-mesh.3scale.net/service-id
LIRS TEfE, SBEMKPIUESEFEAS].

Rule B X BHREAEIROAEREZFHLHI B E LR, ESIRRDXNMKN6HHZERE
%0

Rule B X B{IRE match B AIREEE S ERENRS LR, IEBELIMRBZTIF
FHEMBIR IR,

AR 3scale BRIV 5 s URL i,

Instance B X ¥R params/subject/properties 0Tk FIH app_id. app_key =k
client_id MIEHSH, EACIHEETHRMAE, MEASH. IELHEEGER, ES8E
5 BT sE KRR,

EARBRIEELhFRAEESRSTRE SR, HARE ocexec FATBMERT, KRaefEA
Ao 4 s,

1.22. R55 PGS G

ATigaR T {5 F1fRR Red Hat OpenShift Service Mesh FfE WLa[58l, £ Red Hat
OpenShift Service on AWS L#8E Red Hat OpenShift Service Mesh I, %53 LU &8 & BhBERR X
B 3 1k 1] L,

1.22.1. T f# Service Mesh k4

BT RIZERSG LEEEM Red Hat OpenShift Service Mesh k&, EEE T RMNAIESHEEMNHMIR

Operator & - =HFRAH 2.6.7, Operator i A S {IERHAIREMN Operator KiRA,
B4 Red Hat OpenShift Service Mesh Operator S2$¥ Service Mesh control plane 9% 4Nk
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A, FiLL Operator BIRAFR R ELPEN ServiceMeshControlPlane FRHIARA,

B

FR B Operator ikA=BsIN AT B, BFR=BF Service
Mesh control plane A& EIRHFHIRARA,

ServiceMeshControlPlane hfiZ - ServiceMeshControlPlane kA& & #&{# K Red Hat
OpenShift Service Mesh kx4, ServiceMeshControlPlane ¥ iR## spec.version B
PRI T LEMEE Red Hat OpenShift Service Mesh 2R HIECE % &, BIE Service
Mesh control plane i, #EaILMERALITHFHA R Z —i%BRA :

F1E Form View &, i5M Control Plane Version 3 kbR A,

£ YAML View HE2E, 57 YAML 32 #Ehi%i& spec.version BIfE,

Operator Lifecycle Manager(OLM)A~E Service Mesh control plane #%%, HIit, Operator I
ServiceMeshControlPlane (SMCP)H kA& S alsE AL, BRIEEFEIHAL SMCP,

1.22.2. & MEEHERR Operator

1.22.2.1. 531k Operator &%

%% Red Hat OpenShift Service Mesh Operator K, OpenShift RTERIIZ % Operator K A5l

BLUTXNR :

AoiE R

B BHRE X

HmE
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[

pods
[

A%
[

fafa
[

AfgE
[

secrets
[

AR 551k
[

services

M Red Hat OpenShift Service on AWS &

ReILUfEF Red Hat OpenShift Service on AWS #EHI&%5UE Operator pod 27 ol A3Hi51T.

E#1%] Workloads — Pods.,

YEFE openshift-operators #3422,

RUELLF pod BREHFE, KEREH running :

istio-operator

jaeger-operator
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kiali-operator

4,
YEFE openshift-operators-redhat #4422,
5.
4Gk elasticsearch-operator pod @& FE, KAZE N running,
M 51T
1.
EALLTa4%, J5UE Operator pod B FHFF{E openshift-operators p 22 B HE1T :
I $ oc get pods -n openshift-operators
it
NAME READY STATUS RESTARTS AGE
istio-operator-bb49787db-zgr87 1/1  Running 0 15s
jaeger-operator-7d5c4f57d8-9xphf 1/1 Running 0 2m42s
kiali-operator-f9c8d84f4-7xh2v. 1/1 Running 0 64s
2.

FRAL TS KIE Elasticsearch Operator :

I $ oc get pods -n openshift-operators-redhat

Ll N
NAME READY STATUS RESTARTS AGE
elasticsearch-operator-d4f59b968-796vq 1/1 Running 0 15s

1.22.2.2, fR55M#E Operator BEEHEER
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M85 Operator |73 :

Ik Operator 1T IR,

FUEEZR N Operator 22X FFMLIEMNRAE, MAELXMRA.

FUEEA cluster-admin a3k % % Red Hat OpenShift Service Mesh,

K:# Operator pod BEHEREFLES L Operator HHXH[H]E,

’;-\

R R EEd@T OpenShift & %% Operator, FiEMA45 1T/ OperatorHub,

1.22.2.2.1. & F Operator pod B&

BT LI{E M oc logs fR A& Operator B, LB AE A B KIZ 4t A 5 EBBI R R R Inl /8,
i =
EHE Operator pod BiE, HHIALLTHS :
I $ oc logs -n openshift-operators <podName>

B,

I $ oc logs -n openshift-operators istio-operator-bb49787db-zgr87
1.22.3. control plane #EEHER

Service Mesh control plane H Istiod HBK, BEF/LALLEIA control plane 4 (Citadel.
Galley. Pilot) B&H—ZHHIXH, B8 SerwceMeshControIPIane IR Red Hat
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OpenShift Service Mesh By fthZH {4, %21 iRk,

1.22.3.1. 5&1F Service Mesh control plane &2

1Efi|EE Service Mesh control plane i, Service Mesh Operator {§ F#R7E

ServiceMeshControlPlane FiE 3415 €S EOHITLU TR -

IR Istio HHFHEBELLTF pod :

istiod

istio-ingressgateway

istio-egressgateway

grafana

prometheus

A Kiali Operator #2#& SMCP = Kiali B X FRHPMEE SR Kaili HE,

&e[ LA E Kiali Operator Y Kiali H#, A2 Service Mesh
Operator,

5 Red Hat OpenShift distributedracing Platform (Jaeger) Operator, LUE#E SMCP
= Jaeger BE X FEHMEEIES I Tracing Platform (Jaeger)4i {4,
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4

al}

&0 LIfE Red Hat OpenShift Distributed Tracing Platform (Jaeger)
Operator #1 Red Hat Elasticsearch Operator ] Elasticsearch H#h&EH
Jaeger A, mMA=Z Service Mesh Operator,

M Red Hat OpenShift Service on AWS 25

&0 LAfE Red Hat OpenShift Service on AWS web #2445k Service Mesh control
plane 3%,

Sin% Operators — Installed Operators,

2.
VEFE istio-system #p & 22|,
3.
PeFE Red Hat OpenShift Service Mesh Operator.
a.
= Istio Service Mesh Control Plane #7201,
b.
= control plane &%, Il basic.
c.
EEBENEMUBENTNR, 9HE Resources Wik, &0l LU A B3R
INMERE, fia, KREMRE Pod BIRARE N running,
d.
NR SMCP KEIBEMAE, HRE YAML X4 status: HitBA T f@E %
4.
& [E@]%] Operators — Installed Operators,
5.

£ OpenShift Elasticsearch Operator.
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= Elasticsearch I+ 1,

b.
HIPBHATR, 10 elasticsearch,
c.
LEEFMENRNEIR, F= Resources L1k,
d.
MBEREFIEEM NG, FBE YAML ETE 5K status: HitHULTREZE
o
6.
;R [O1F Operators — Installed Operators,
7.
7%+ Red Hat OpenShift Distributed Tracing Platform (Jaeger) Operator,
a.
= Jaeger Fi%& 1,
b.
SIREBRLTR, 10 jaeger,
c.
LEEEWREMOIBNEIR, 4§ Resources Ui,
d.
MERAES B REMEE, HEE YAML E£5 £ status: BBl T REBEZE
é(.)
8.
S#n%El Operators — Installed Operators,
9.

1E$E Kiali Operator,

2 Istio Service Mesh Control Plane 5% T,
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b.
MEPENLFR, M Kiali,
C.
EEHEEDREMMIBRNEE, oTHE Resources HEliE,
d.
MBRAFNEEMAE, EHRE YAML ZT-EHE status: HilBATREZE
=,

Mea 51T

BfTLA T4, LIEZE Service Mesh control plane pod & FIEE21T, Hrh istio-
system 2%&% SMCP W& Ze(H,

I $ oc get pods -n istio-system

Rt 6
NAME READY STATUS RESTARTS AGE
grafana-6776785cfc-6fz7t 2/2 Running 0 102s

istio-egressgateway-5f49dd99-19ppq 1/1 Running 0 103s
istio-ingressgateway-6dc885c48-jjd8r 1/1 Running 0 103s
istiod-basic-6c9cc55998-wg4zq 11 Running 0 2m1i4s

jaeger-6865d5d8bf-zrfss 2/2 Running 0 100s
kiali-579799fbb7-8mwc8 11 Running 0 46s
prometheus-5¢579dfb-6qhjk 2/2 Running 0 115s

FEALLTHHRE Service Mesh control plane EBBHIRE, FAEEE SMCP K& 2|
i istio-system,

I $ oc get smcp -n istio-system
%4 STATUS %112 ComponentsReady i, RERIN5EMR.

ik
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NAME READY STATUS PROFILES VERSION AGE
basic 10/10 ComponentsReady ["default"] 2.1.3 4m2s

MEERFHEHLE T Service Mesh control plane, HIRENIZAER
UpdateSuccessful,

LTl
NAME READY STATUS TEMPLATE VERSION AGE
basic-install 10/10 UpdateSuccessful default v1.1 3di16h

MR SMCP K& T ComponentsReady U HEMIAZE, iEK7E SCMP FiRHPH
status: HiELRKINESZE L.

I $ oc describe smcp <smcp-names -n <controlplane-namespace>

i

I $ oc describe smcp basic -n istio-system

FEALTHORAE Jaeger BBEMIRE, Hrb istio-system ZEBE SMCP Hap & 22 [H],

I $ oc get jaeger -n istio-system

i el
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NAME STATUS VERSION STRATEGY STORAGE AGE
jaeger Running 1.30.0 allinone memory 15m

FAUTHHRE Kiali SBENRE, Hr istio-system 2&8E SMCP Hdp & 22,

I $ oc get kiali -n istio-system

ik

NAME AGE
kiali 15m

1.22.3.1.1. 7] Kiali #ZH&

AT LUE Kiali ##l5EENAEFHRI. #ERMER. MRENRSERNE, Kiali #HE59
iR RS EERIER. EAUEETRIGIPHSHBAAEXNER, SFMRNAER. RS
Bfi#, Kiali f&5H R RNEDERAE.

Fjin] Kiali #2515, Eu5iREHEET Red Hat OpenShift Service Mesh,
RETEAE T Vi Kiali 2HE&ENEEH,

REME Kiali #5589 URL, ErIlEEViE, MREFHE URL, HERALLTES :

EEANS R

1.
EREHEG A EE%T Red Hat OpenShift Service on AWS Web #5114,
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2.
= Home — Projects.
3.
mAENE, 7£ Projects Tim. L, FEMITIERREEHTIBNATR.
4,
SUIBMEHR, Fli info,
5.
£ Project details GIE™, = Launcher 88438 Kiali ##%.
6.
A5 1Jjl] Red Hat OpenShift Service on AWS #EHI& RN A 2 MEBEBEEXE Kiali
®HE.
F—REFD Kiali #2235 F, EAET Overview IHE, ©aERRSHKHEAENES
BT A fe 4 22 H],
NREEIE T EHAERE, HEAERLEERMEIMES, NeTgEIE LR istio-system
LA B eI B0
Frk A BB
1.
SR X &EMAEET Red Hat OpenShift Service on AWS Web #5114,
2.
#iH Project,
3.
mAENHE, £ Project Details Tim L, T ESREEHRTBNEFR,
4,
RUEMATR, F info,
5.

1£ Project TiE ", s Launcher Z848 Kiali 8%,
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% 13 SERVICE MESH 2.X

¥ Log In With OpenShift,

1.22.3.1.2. Jjji7] Jaeger EHlE

Zijjin] Jaeger EHIA, EAIREHEE T Red Hat OpenShift Service Mesh,

R ESAIBREANVIN Jaeger 2HIA.

MREMIE Jaeger #HEH URL, EAILIERVIFE, MRERAE URL, HEALUTER :

B

M Red Hat OpenShift Service Mesh 2.5 744, Red Hat OpenShift distributed
Tracing Platform (Jaeger)fl OpenShift Elasticsearch Operator E#FH, FHIFELUE
& fThRA R, ‘LIESELSTIATE R RET XN IENEFRRESENX
¥, BXA1 DA EREUuH, FHiS9#EMER,. YF9 Red Hat OpenShift distributed
Tracing Platform (Jaeger)ME L, EaILAfEA Red Hat OpenShift distributed
Tracing Platform,

M OpenShift 51 & KSE

1.
LIE A cluster-admin FBRIIF F* &3 &% Red Hat OpenShift Service on AWS Web,
MRfEA Red Hat OpenShift Dedicated, N#%4iF—1EH dedicated-admin A &EEIK,

2.
#EA Networking — Routes,
3.
£ Routes GIE, M Namespace ¥ ¥ rhifi#¥: Service Mesh control plane i H, #
istio-system,
Location 7 &R B& A9 EEEesh It
4,

MEKE, FHTIERESH jacger BRH., HHERE LB LUSTHEHA.
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¥ Log In With OpenShift,

Kiali #Hl1& 895 5

1.
fash Kiali #5145,

B A M S ES#&sh i Distributed Tracing.

¥ Log In With OpenShift,

it CLIHRERS IR

1.
LLE# cluster-admin f 29[ F* &5 & %% Red Hat OpenShift Service on AWS CLI,
MNR{EMA Red Hat OpenShift Dedicated, M /iE—4 8% dedicated-admin A 8K,

I $ oc login --username=<NAMEOFUSER> https:/<HOSTNAME>:6443

ZHEAGSTHENBRERE, HWMALTHS, EXPHIh, istio-system & Service Mesh
control plane v & %2|H],

I $ oc get route -n istio-system jaeger -o jsonpath="{.spec.host}’

Bshin %23 A https://<JAEGER_URL>, Hf <JAEGER_URL> 2 Lt—4h LI
I A,

SRR A%Jin] Red Hat OpenShift Service on AWS #ZHI& MR — A & MBI E%,

NRESFHIRS HMBIIRS PR FHERT trace, ErILUERA T IESSM Find Traces &l
5% trace B,

NREMBLIHEHI S RE, WASEXR trace BUE.

1.22.3.2. Service Mesh control plane #EEHk
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% 13 SERVICE MESH 2.X

INRIEIEERE Service Mesh control plane B2 [7] [,

#afR ServiceMeshControlPlane FiR&LHE—15EMRS5H Operator 4 FRITIH .
A HEfER istio-system TiHEARAI, HREES5EE Operator fiRSSH5E 257, Fhelld
{17 H B E8E control plane,

#fafR ServiceMeshControlPlane #1 Jaeger B X iR HMEER—TWB D, i, HE
#B{E A istio-system WiH,

1.22.4. M BHRTEE TR

#ETE 2—HERNAE, RATESHZEHRRSS M PRS2z FIBFTA A H R 2hEiE,

Red Hat OpenShift Service Mesh #&#ii F 5 2R pod HH proxy sidecar & N R 1R 6LR 55
PIt&ThEE,

1.22.4.1. sidecar 3 A MEEHR

Red Hat OpenShift Service Mesh A& B sidecar 3F A pod, #EiJiEFE sidecar F A,

1.22.4.1.1. Istio sidecar 3 AMEEHERR

KREENONARFNSBERRESRATENEA. ME N Envoy KESATAZEEA, T
spec.template.metadata.annotations # Deployment ¥R 1% —4" sidecar.istio.io/inject:"true
ﬁﬁo

1.22.4.1.2. Jaeger V¥ sidecar ¥ A#FEHERR

REENONARFNSBBEREESRATENEA. MRBAT Jaeger KEHNBADIE
A, Deployment ¥iEH R 1%ZE—4 sidecar.jaegertracing.io/inject:"true" ;E &,

MBAEX sidecar TANESER, HSHASABIEA

1.23. ENVOY CER M FEHERR
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Envoy RERBIKIRS MR PRAEIRSHABMBILRE, Envoy A IWER FH i 5 Bk 55 MIHE L BE
l, Envoy R7ER—4 pod H#ERE NIHXIRSSH sidecar,

1.23.1. J3 A Envoy JilW B3

Envoy Viin| B AF 2R ERENR, HEBRIRAERS .

E N A istio-proxy FEEAVIMBR, #E4%f ServiceMeshControlPlane (SMCP) X %y H &
BRI,

P

LLE A cluster-admin A B{3&5% OpenShift Container Platform CLI, ¥iALLTF
D, ARERTINEHAENEF2NBD.

I $ oc login --username=<NAMEOFUSER> https:/<HOSTNAME>:6443
tIHBI% % Service Mesh control plane B%iH, 0 istio-system,

I $ oc project istio-system
%i%8 ServiceMeshControlPlane 3.

I $ oc edit smcp <smcp_name>

MU TFRPIFrR, A name IEERBHENXHE. MEREHN name FBEMH, NIFRE
ABEZEA.

apiVersion: maistra.io/v2
kind: ServiceMeshControlPlane
metadata:

name: basic

namespace: istio-system
spec:

proxy:

accesslLogging:
file:
name: /dev/stdout  #file name
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% 13 SERVICE MESH 2.X

1.23.2. FKEZFF

MRIEERITA SR AT R N7 F2 2% Red Hat OpenShift Service on AWS BH&ZI IS, &5 21
1B 11 Rk,

BT LR T 1 P -

BRFJEVRGAMENIRE, TREAE REXNXENRRAE,

R Inl S AR S o

] ELA ™ i ST

FNGIERRMNEE, EaLIE OpenShift Cluster Manager H{#[ Insights, Insights 124t T v/
HiEAER, FEATHNERT, RET MERRNENER,

INRIEN A A EMSGHEIR, AT EMEER, 5 AEEIEHAIRR JIRA [, HiREtEHE
15, WMET72#H Red Hat OpenShift Service on AWS kit

1.23.2.1. X FLEARE

TR RSFENAB U E S AREZE BT BLEN RMEAR, LEMRESREXE. &
A, BT RE, REMEAIET RNRELER. 754, SLTLURkRENFBIRRAE,
HIR BRI AR R R b F B e,

1.23.2.2. ERAEAIRE

MR I Red Hat OpenShift Service on AWS [rid, #EaILLE#{TESR, LIARLERNREPRS
BFEEHEXMERAR,

FRFM

ERIEEST 1P REKE,
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https://issues.redhat.com/secure/CreateIssueDetails!init.jspa?pid=12332330&summary=Documentation_issue&issuetype=1&components=12367614&priority=10200&versions=12385624
https://access.redhat.com/knowledgebase
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b =
1.
FXE OEE ST Mg,
2.
= Search,
3.
HEERFEP, MASRBEXHXBEFZNFZRSR, O
[ ]
Red Hat OpenShift Service on AWS ZH# (0 etcd)
[ ]
HXFTE (Lin 2=3%)
[ ]
24, BSCHEME S SR ERIREIE X
4.
= Enter #,
5.
a3k : 7% Red Hat OpenShift Service on AWS /= St iE2%.
6.

A%k : £ Documentation RARA TS,

1.23.2.3. IR K In] i

SeRFMH

el LB dedicated-admin A& i £,

2% % OpenShift CLI (oc) .

#&aTLLiji] Red Hat OpenShift Cluster Manager,
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% 13 SERVICE MESH 2.X

T
1.
ERBEES TP MEMNE 27/ T,
2.
= Get support,
3.
£ E/ % # TEM Cases Ei£b :
a.
Ak - RIERE BT E MK A E S
b.
TR B ] RS 2400255, 0 Bug =% Defect, A5 #.ili Continue,
4,
MALTER :
a.
£ Summary FE, AR E{E#ERMRBEI®R, LUREXEHNIERAFEHE
2, LRENTIH,
b.
M Product FhisZH #i%# Red Hat OpenShift Service on AWS,
5.

BEMENIEMAERRARIER, STk 5EERENNEEX, NRBNXE

AR B, = Continue,
6.

BEERMNHELBANAEBRARIKR, el SEBERENNEEX, X/FERN
SEER%N, ANEERRESRATEPRRTESER, MRBINMNESEBRRIXANE
i, 1Em Continue,

7.
HBRRENK A E SR IERN, NMRERE, HHENHE,
8.

& B 3hEZM Red Hat OpenShift Service on AWS %2 ID EFIE#. MBEARIEMH, F
FEhiR LR ID,
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https://access.redhat.com/support/cases/#/case/list
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{81/ Red Hat OpenShift Service on AWS Web 1Z#HI& F5hiREGER D :
E#i 5 Home — Overview,
%A BI¥57E Details h# Cluster ID Tid,

74, thalLL@id Red Hat OpenShift Service on AWS Web il & B #O0IBHIN
R, FashETER ID,

MIERESMZE (?) help —» Open Support Case,
Cluster ID AR EIIETR ,

Z{#F OpenShift CLI (oc) FREVAEE ID, HZfTULTHS -

I $ oc get clusterversion -0 jsonpath='{.items[].spec.clusterID}{"\n"}'

TR RTRMIAE, R Continue:

B AER ? EHEREHAER?

RE SO RS 55 B (E SR,

A EBERT N ? AR ?

AT MR AL ? REWE? EELE ? REREREN F 4% ?
EERXBZEBUES I =il Continue,
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1.

BAMEXPEREREFR, R Continue,

12.

il i,

RS, = Submit,

1.24. SERVICE MESH CONTROL PLANE Ei&E&%

% 13 SERVICE MESH 2.X

el LB T E R ERIAK ServiceMeshControlPlane (SMCP) iRk filE 2L HE X SMCP ¥iEkAE
X Red Hat OpenShift Service Mesh, &&E 4k 7 JAF SMCP FiRAIAS &L,

1.24.1. Service Mesh Control plane 2

T&RHH T ServiceMeshControlPlane F R TS,

% 1.31. ServiceMeshControlPlane % ES 3

B

apiVersion

kind

metadata

spec

sk

APIVersion & XU RBXNRTGEK
BIRRA{EB schema, ARG 22IFiR

HIRER N SR FTBIORER(E, FF
EEiEEcE STV

&, ServiceMeshControlPlan
e iRA 2.0 E N

maistra.io/v2,

kind B—MN=®FHEE, KRLEGR
ATAERM REST %R,

KFXAN
ServiceMeshControlPlane
BB TTEIE. BRI LR Service
Mesh control plane iRt — 1
AIMRERERIEB T 4E, 4N
basic,

Itt ServiceMeshControlPlane
FTER RS RIAG, X EIEAM
Service Mesh control plane BYFfT

BHHHE BT

el

ServiceMeshControlPlane hix
7 2.0 M98y maistra.io/v2,

ServiceMeshControlPlane 2
ServiceMeshControlPlane ByME—
BMIE,

FRES

WREZER, HEHE 2
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£

status

fk

It ServiceMeshControlPlane
H AR S LUK ZE B Service Mesh
control plane B9ZH 4,

el

MRELER, FEHEK3,

TR T ServiceMeshControlPlane FiRMAE, BHUXLESHAECE Red Hat OpenShift Service

Mesh 4H#t,

¥ 1.32. ServiceMeshControlPlane % EHA&

B

B nZH 4

cluster

gateways

general

policy

profiles

proxy

runtime

372

50

addons S ECERR Service
Mesh control plane ZH44 2 4+ BY%
S ThEE, AL SRIBIR R,

cluster S EEHNEBHELE
(RBERTR, MLSETR, SEE.
Mg BEE)

&AL A gateways SEUH W
MEEADOFMEORX,

general SR KREHESEAMLE
#AERME L Service Mesh
control plane EZi&.

& A LAE R policy 3405 Service
Mesh control plane fid &SRB
spec.policy.enabled % &
true /5 AR A,

& LUE A profile SHUILBAT
HIMER
ServiceMeshControlPlane f&c
B,

&) LU proxy SHUERE
sidecar FIERIATT N,

&R LAEF runtime 28R E
Service Mesh control plane 28

.

3scale. grafana. jaeger. kia
li 71 prometheus.

meshExpansion. multiClust
er. name 1 %%

enabled. additionalEgress.
additionallngress. egress. i
ngress # openshiftRoute

logging #0
validationMessages

mixer remote = type. type &
Lg% & Istiod. Mixer =5
None.

default

accessLogging. adminPort
. concurrency
envoyMetricsService

components # defaults



e ek

security ZEITEN Service
Mesh control plane EoBZ £ M7
(=18

techPreview S/t /- B H517 7]
FRTIE R BIThEE,

techPreview

LIS
spec.mixer.telemetry.enable

d #RiXE S true, NIZENSHH
}Eﬁo

Telemetry

tracing 1A LAE tracing S8 MR R

A2 HEER.

IS LUE R version SHIEEE
ZEE M) Service Mesh control
plane #J Maistra kA, H{EMAZE
kR A ]
ServiceMeshControlPlane
Ff, 4 Webhook &R AKE
NERIARA, B 2R ABIFTHY
ServiceMeshControlPlanes
WE N V2.0, NEFERRAR
ServiceMeshControlPlanes
KIRBHEKE,

version

ControlPlaneStatus f4FRARSS MK LKA,

3K 1.33. ServiceMeshControlPlane #%j& ControlPlaneStatus

AR ik

annotations S F B,
BELZRIKEER, W
ServiceMeshControlPlane 8
ENHEGEHE, dBITIEREoc#E
AXLERE, BERRIFE
JSONPath FRiA T AT ET &,

annotations

% 13 SERVICE MESH 2.X

certificateAuthority. control
Plane. identity. dataPlane 7
trust

N/A

mixer, remote, #ltype.type &I
Lg% & Istiod. Mixer =
None,

sampling, type type AT % B

5y Jaeger = None,

FRE

ES.!

TERE
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E4 iy ek FR

conditions RF|N R YIRS RET A B S FREB
i, Recoveryd %7 Operator
BEBERZRE

ServiceMeshControlPlane %
RS E T E B 5 B 4R SEPrR
K&, Installed B RRERET
Service Mesh control

plane, Ready ERE&EAE
Service Mesh control plane ZH#4
R,

components LB ERER Service Mesh FRE
control plane ZH#HBIR

appliedSpec NMAMARESREERMNEE LT  ControlPlaneSpec
A,
appliedValues FATF &R chart B9 values.yaml, ControlPlaneSpec
chartVersion RE—RON RN IR B9 EIFR kR FRE
o
observedGeneration BRI ERAIHER AR RNE B
Ko REFHEREHRUFEE
REX. MR

status.observedGeneration
F %5 metadata.generation ~
CfEZ, ] status.conditions &~

KR

operatorVersion REALIR I BHIRAY operator AR FRIEB
&,

readiness AHEFIFHAE TR IR T, FrFE

X4 = ServiceMeshControlPlane & X S &fFAXENSH,

ServiceMeshControlPlane %iE<#I

apiVersion: maistra.io/v2
kind: ServiceMeshControlPlane
metadata:
name: basic
spec:
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version: v2.6
proxy:
runtime:
container:
resources:
requests:
cpu: 100m
memory: 128Mi
limits:
cpu: 500m
memory: 128Mi
tracing:
type: Jaeger
gateways:
ingress: # istio-ingressgateway
service:
type: ClusterlP
ports:
- name: status-port
port: 15020
- hame: http2
port: 80
targetPort: 8080
- name: https
port: 443
targetPort: 8443
meshExpansionPorts: []
egress: # istio-egressgateway
service:
type: ClusterlP
ports:
- name: status-port
port: 15020
- hame: http2
port: 80
targetPort: 8080
- name: https
port: 443
targetPort: 8443
additionallngress:
some-other-ingress-gateway: {}
additionalEgress:
some-other-egress-gateway: {}

policy:
type: Mixer
mixer: # only applies if policy.type: Mixer
enableChecks: true
failOpen: false

telemetry:
type: Istiod # or Mixer
mixer: # only applies if telemetry.type: Mixer, for v1 telemetry
sessionAffinity: false
batching:
maxEntries: 100
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maxTime: 1s
adapters:
kubernetesenv: true
stdio:
enabled: true
outputAsJSON: true
addons:
grafana:
enabled: true
install:
config:
env: {}
envSecrets: {}
persistence:
enabled: true
storageClassName:
accessMode: ReadWriteOnce
capacity:
requests:
storage: 5Gi
service:
ingress:
contextPath: /grafana
tls:
termination: reencrypt

kiali:
name: kiali
enabled: true
install: # install kiali CR if not present
dashboard:
viewOnly: false
enableGrafana: true
enableTracing: true
enablePrometheus: true
service:
ingress:
contextPath: /kiali
jaeger:
name: jaeger
install:
storage:
type: Elasticsearch # or Memory
memory:
maxTraces: 100000
elasticsearch:
nodeCount: 3
storage: {}
redundancyPolicy: SingleRedundancy
indexCleaner: {}
ingress: {} # jaeger ingress configuration
runtime:
components:
pilot:
deployment:
replicas: 2
pod:
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affinity: {}
container:
resources:
requests:
cpu: 100m
memory: 128Mi
limits:
cpu: 500m
memory: 128Mi
grafana:
deployment: {}
pod: {}
kiali:
deployment: {}
pod: {}

1.24.2. spec ¥

1.24.2.1. BB

% 13 SERVICE MESH 2.X

TER2—1=pl, ©EST=T ServiceMeshControlPlane X% spec.general 38, LUK aI S

EHIER.

ERSE A

apiVersion: maistra.io/v2
kind: ServiceMeshControlPlane
metadata:
name: basic
spec:
general:
logging:
componentLevels: {}
# misc: error
logAsJSON: false
validationMessages: true

x 1.34. Istio BEHLSH
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SH (301 {1 BRAE

FAF 7 Service Mesh N/A

I logging: control plane A4 EEE

B&ILTR,

FAFEEHEBER, AIBERIER - N/A
logging: debug. info. warn,
componentLevels: error, fatal.

AFEMA=ER JSON true/false N/A
logging: Bi&.
logAsJSON:

FF £ istio.io FHRAIR true/false N/A

validationMessages &SFBRHEAHEREIE
; B2, XN FHMBRS
MBI IRIEEE M,

1.24.2.2. EBESH

& eI LU ServiceMeshControlPlane X REEER AR ES FAMNERE. MEEEEE profile i%
i&, Red Hat OpenShift Service Mesh fHEREIAERBEE.

TER2—1 =PI, BFERT ServiceMeshControlPlane %4 spec.profiles % :

REESETRH

apiVersion: maistra.io/v2
kind: ServiceMeshControlPlane
metadata:
name: basic
spec:
profiles:
- YourProfileName

BXOIBEEERNIENE, FSHEAE control plane ER&Sk,
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AXRLREMNIEYS, 5204 Mutual Transport Layer Security(mTLS),

1.24.2.3. BIESH

% 13 SERVICE MESH 2.X

LUFBIiER T ServiceMeshControlPlane X% spec.tracing S8, LUKk aTASBIENER.

BERSERA

apiVersion: maistra.io/v2
kind: ServiceMeshControlPlane
metadata:
name: basic
spec:
version: v2.6
tracing:
sampling: 100
type: Jaeger

* 1.35. Istio BIESH

¥ 30

HIESRRE T Envoy £
AR trace BIFIER, &
AT LAfsR A 4 S SR il
BERERIGREIERE D
tt.

tracing:
sampling:

Bl Jaeger 2ME—Z#F
BRI E, BINERA
Jaeger, EEMELR,
HE type SHUEEN
None.

tracing:
type:

1.24.2.4. version

{E

0 3/ 10000 % [A|HIEEEL
fH, % 0.01% IR
(0 E100%) . f540,
FHERE N 10 M
0.1% 895K, FEXH
100 HFE 1% BIIE K,
WiE 7 500 SiE 5% B
1K, WE 10000 <
FE100% B9iE K,

None, Jaeger

LS WINE]

10000 (100% trace)

Jaeger
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Red Hat OpenShift Service Mesh Operator ¥ F& & AR [ER4<H ServiceMeshControlPlane, &
A LUE version SBUEEELEM Service Mesh control plane ki<, MREFEGIE SMCP K3&H1HE
iE version ¥, Operator 2fFHHIXB NERITIRAE : (2.6). IA ServiceMeshControlPlane X R&1E
Operator ALt P ERBEHREKXE,

1.24.2.5. 3scale idi&

TXRMBET ServiceMeshControlPlane ¥%iEH ) 3scale Istio 5&E RIS HL,

3scale Z#RHI

apiVersion: maistra.io/v2
kind: ServiceMeshControlPlane
metadata:
name: basic
spec:
addons:
3Scale:
enabled: false
PARAM_THREESCALE_LISTEN_ADDR: 3333
PARAM_THREESCALE_LOG_LEVEL: info
PARAM_THREESCALE_LOG_JSON: true
PARAM_THREESCALE_LOG_GRPC: false
PARAM_THREESCALE_REPORT_METRICS: true
PARAM_THREESCALE_METRICS_ PORT: 8080
PARAM_THREESCALE_CACHE_TTL_SECONDS: 300
PARAM_THREESCALE_CACHE_REFRESH_SECONDS: 180
PARAM_THREESCALE_CACHE_ENTRIES_MAX: 1000
PARAM_THREESCALE_CACHE_REFRESH_RETRIES: 1
PARAM_THREESCALE_ALLOW_ INSECURE_CONN: false
PARAM_THREESCALE_CLIENT_TIMEOUT_SECONDS: 10
PARAM_THREESCALE_GRPC_CONN_MAX SECONDS: 60
PARAM_USE_CACHED_ BACKEND: false
PARAM_BACKEND CACHE_FLUSH INTERVAL_SECONDS: 15
PARAM_BACKEND_CACHE_POLICY_FAIL_CLOSED: true

# 1.36. 3scale ¥

BH ik A IAH
enabled =& 3scale &L 2s true/false false
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¥

PARAM_THREESCA
LE_LISTEN_ADDR

PARAM_THREESCA
LE_LOG_LEVEL

PARAM_THREESCA
LE_LOG_JSON

PARAM_THREESCA
LE_LOG_GRPC

PARAM_THREESCA
LE_REPORT_METRI
CS

PARAM_THREESCA
LE_METRICS_PORT

PARAM_THREESCA
LE_CACHE_TTL_SE
CONDS

PARAM_THREESCA
LE_CACHE_REFRES
H_SECONDS

PARAM_THREESCA
LE_CACHE_ENTRIE
S_MAX

PARAM_THREESCA
LE_CACHE_REFRES
H_RETRIES

PARAM_THREESCA
LE_ALLOW_INSECU
RE_CONN

PARAM_THREESCA
LE_CLIENT_TIMEOU
T_SECONDS

sk =1

7y gRPC RFSEBRIXENIT  BRHAS

ik

W&/ B &R HIG,

REFRBERRAS
JSON

HEREER gRPCER

B EUEE 3scale REH
BRI EBIRF RS S

Prometheus

% & 3scale /metrics i
PR LMABS B8O

EMZEFRBERT AR
AT RFRIIS(A] (LLFD O

fir)

Fl RIS TR AL 1A
fsf 8]

TEAE RIS Al /T LMRFAE SR
FHHRATIER, &H
0 xERA%F

ES BB PRRT
SEVIRI B E AR E

1z EF 3scale API i £
ban2 SURTIRS P TATI ¢
= A tbThae.

& 1E3 3scale RAEMGE
THE RETFFNE

debug. info. warn,
errorsx none

true/false

true/false

true/false

BRImOS

I E][RIRR (LARDy BAAL)

I E] (AT RR (LARD Sy BAAL)

BNHE

BNEE

true/false

I E] (A1 R (LARD S BAAL)

% 13 SERVICE MESH 2.X

AE

3333

info

true

true

true

8080

300

180

1000

false

10
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¥

PARAM_THREESCA
LE_GRPC_CONN_M
AX_SECONDS

PARAM_USE_CACH
E_BACKEND

PARAM_BACKEND_
CACHE_FLUSH_INT
ERVAL_SECONDS

PARAM_BACKEND_

CACHE_POLICY_FAI

L_CLOSED

1.24.3. KESH

TSR MR B R
RAME (+/-10% #

MRERT BRin%EE, X
1 3scale I ERIFT
SRIFHORT A E] R (AR

{E

RN true, MZEH true/false
BIUERAUIE— T RE
apisonator &7

BURMEREFELENRIZ  true/false
TR, Tib_iEY
(BxXiH) 2T (3T

LS WINE]

TRl E R (LAFRD - L) 60

false

I [F] [a] R (LARDH HiiL) 15

true

status SE R T RS FEH LIRS, X5 2 H Operator £, BRI,

¥ 1.37. Istio IRAESH

£

observedGeneration

annotations

readiness

operatorVersion

382

23U

YR B3 1E ST D R R (B L ER B By A
Mo REFRHEESHRUFEE
MAEX. MR
status.observedGeneration
F %5 metadata.generation ~
cEg, N status.conditions &~
EX35E

annotations S F EHI Y.
BELZRIKEER, WH
ServiceMeshControlPlane X
REMENHERE, HTIE
oc FRAXLRE, SR ARTE
JSONPath FRiA R it ET &R,

HHFIINE RIS,

& EANER I BHRR Operator hiv
z:o

B

TERE

FRE#

FRE



% 13 SERVICE MESH 2.X

B sk RE

components LB ERER Service Mesh FRE
control plane 4B

appliedSpec NMAMARESREERMNEE LT  ControlPlaneSpec
A&,

conditions RERNREFPREN S TR FRE
i, Recoveryd %7 Operator
BERS

ServiceMeshControlPlane %
RS E T E B 5B H 4RI SEPrR
KB, Installed RR&RET
Service Mesh control

plane, Ready FR=~Fi& Service
Mesh control plane A& & E 7t

2R

chartVersion RE—RON RN IR 89 E SRk FRE
o

appliedValues 4y values.yaml x4, BT ControlPlaneSpec
4R chart,

1.24.4. Hib ¥R

£XM{a7E ServiceMeshControlPlane FiRPACEINREMN B ZE R, HSPILI TR -

)
ZeH

)
REEH

)
LI BT S

1.25. KIALI i¢i@S#

%4 Service Mesh Operator fll&# ServiceMeshControlPlane i}, ©th&4E Kiali i, A&, 3
Kiali Operator f]& Kiali SZfli &8 RX MR,
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1.25.1. £ SMCP 55 Kiali B &

#EA] LA{E ServiceMeshControlPlane %8 addons 4 E Kiali, BIAER TEA Kiali , 2%
A Kiali, ¥¥ spec.addons.kiali.enabled i%& ) false,

Err bl LT R AR 2 —67E Kiali B :

[
£ spec.addons.kiali.install Fi5%E ServiceMeshControlPlane ¥E# 8 Kiali id&, X4
HiEA—ERE, BN SMCP #%f Kiali BBt EIRK,
[

BCEMEE Kiali 5561, 35 Kiali TR AFFEEH ServiceMeshControlPlane HiEH#
spec.addons.kiali.name B{f, #E7I#ES Service Mesh control plane HHEM & % 22 (A ]
E CR, 0 istio-system, MRFIES name {ALEH Kiali HTiIR, control plane A& % Kiali
¥GELLATF control plane, iXANAARLERTE Kiali HiEPsEL£BE X Kiali BBE, HES, &
Ik, Kiali BN AEZEB A4 Service Mesh Operator B3, HilE
accessible_namespaces 513, Ll Grafana. Prometheus #iBERMif =,

Kiali B9 SMCP S#URHi

apiVersion: maistra.io/v2
kind: ServiceMeshControlPlane
metadata:
name: basic
spec:
addons:
kiali:
name: kiali
enabled: true
install:
dashboard:
viewOnly: false
enableGrafana: true
enableTracing: true
enablePrometheus: true
service:
ingress:
contextPath: /kiali

£ 1.38. ServiceMeshControlPlane Kiali &%

384



spec:
addons:
kiali:
name:

kiali:
enabled:

kiali:

install:

kiali:
install:

dashboard:

kiali:
install:

dashboard:
viewOnly:

kiali:
install:

dashboard:
enableGrafana:

kiali:
install:

dashboard:

enablePrometheus:

sk {H

Kiali B & X BTIRH & R, FRE
INREFES name (HIE

EZf Kiali CR, Service

Mesh Operator &JF1%
CRAT%ZR%, MREE

Kiali CR, Operator &
FixXA B#RF SMCP

B EMBCE LI AR —

N
"o

XNSHEANER true/false
Kiali, ERINER TEHA
Kiali o

MRBE Kiali HRATE
1, BRE Kiali BHR,
LIPS
addons.kiali.enabled
% false, Il install
B2 BEE,

Kiali {2t B (LSRRI EC E

H Kiali #2241 & 5 A true/false
AREMEEX, HAR
A EERE, BPEE
fE A Kiali #2468 kB

Service Mesh,

HTF true/false
spec.addons.grafana
BdiEH Grafana ifi s

HTF true/false
spec.addons.promet

heus EZEH
Prometheus i 5,

&5 13 SERVICE MESH 2.X

LS WINE]

kiali

true

false

true

true
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SR b {& - WINE]
BERIRYE Jaeger HE XL true/false true
kiali: BR AL B & R .
install:
dashboard:

enableTracing:

5 Kiali ZEXBH

kiali: Kubernetes IRSSHIEZ &
install: S,
service:
RAFEEMNBRFTRENG  N/A N/A
kiali: AR,
install:
service:
metadata:
BFEEaAEHGEN FFE N/A
kiali: R 55 IR S R
install:
service:
metadata:

annotations:

BFHEEENAREGN FHE N/A
kiali: R 55 BRI PR
install:
service:
metadata:
labels:
MFiE@iT OpenShift  N/A N/A
kiali: Route 1Jj A4 HIRR 55 B
install: FEHER,
service:
ingress:
BFEEaAEHGEN FFE N/A
kiali: BRS5 A ORYZN AL EFR,
install:
service:
ingress:
metadata:

annotations:
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B¥ ik {8 IAH
BFEEANBIAGEN F/FH N/A
kiali: AR 55 A QBB AR5
install:
service:
ingress:
metadata:
labels:
BT hHE5HEXRENRS  true/false true
kiali: H7E X OpenShift
install: Route,
service:
ingress:
enabled:
BTFEERSHWLETXE F&HH N/A
kiali: =
install:
service:
ingress:
contextPath:
FF A8 OpenShift FREB N/A
install: BAHEE—DNENSZ, &
service: FHARTERBENERIAE
ingress: M.
hosts:
FF 5 OpenShift B&H N/A
install: Fgi& TLS,
service:
ingress:
tls:
BT HAHBRRS B N/A
kiali: Values.
install: <components.servic
service: e.nodePort.port {5E
nodePort: nodePort

1.25.2. #£ Kiali BE X FRAFIEE Kiali ioE

EaILLET 1 Kiali BE X ¥GER(CR)MIA =2 ServiceMeshControlPlane (SMCP)¥E A E Kiali BE
kse£BE X Kiali 3BE. XM EEANHKHF N "A88 Kiali", B HEEEZE SMCP ZAH5EM,
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) BN IIER—f R 22 A thiBE ServiceMeshControlPlane 1 Kiali BE X ¥R, i
{ ” i : istio-system,

o IR EMEBE Kiali 261, AEF Kiali BRI name I5%EH SMCP FHEHPH
spec.addons.kiali.name M{f, #NRFFES name {HILEA Kiali CR, Service Mesh control plane %
FERNAERE, XMAETLETELAE X Kiali BE&E,

1.26. JAEGER RiES%E

4 Service Mesh Operator %83 ServiceMeshControlPlane ¥igi, SRS BERAIE T
i&. Service Mesh {#f Jaeger #{T9HAEER.

B

Jaeger A {EMA%ZE FIPS RiFpanssEte,

M Red Hat OpenShift Service Mesh 2.5 715, Red Hat OpenShift
distributed Tracing Platform (Jaeger)B#FH, FRELLRNA ThRA b
R IERELSIATERBRDRT XN N ERRREES N, BX4
hEEN A BIRESuH, FHi94ER. £ Red Hat OpenShift distributed
Tracing Platform (Jaeger)ME{VEHE:, ERILIEMA Red Hat OpenShift
distributed Tracing Platform,

1.26.1. J5 AMZ MG

#&a LLEIE 7 ServiceMeshControlPlane ¥R s EBERRE BN RE S AL H R BER.

2L all-in-one Jaeger 23

apiVersion: maistra.io/v2
kind: ServiceMeshControlPlane
metadata:
name: basic
spec:
version: v2.6
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tracing:
sampling: 100
type: Jaeger

1£ Red Hat OpenShift Service Mesh 2.6 /1, BERRE! Jaeger BEFFH, HWEIAERA.

1£ Red Hat OpenShift Service Mesh 2.5 RER kA, EBERRE Jaeger REHRINEH. BEFH
Jaeger iBPR, ¥ ServiceMeshControlPlane ¥Rl spec.tracing.type SHi%i& N None,

WHEEERE T Envoy fRIBAERK trace BSIER, &0l LU A KA EIPH RERR AR ENERA
o, EADARERE PR EUREBRERERBIBEE KRB XE, ErLUF sampling BZE N —
NEEH, KK 0.01% 18K, i, FEXEHN 10 SHikE 0.1% trace, FHEIXE N 500 K 5%
trace, & 10000 &K MFE 100% trace.

SMCP A& ETHEHl Envoy HHEEE, EaILIfE Jaeger BE X HHRPACE Jaeger
BERHEEER,

1.26.2. /£t SMCP H{5%E Jaeger Edi&

&0 LA{E ServiceMeshControlPlane %R addons 84 ECi& Jaeger, B2, #KaILI{E SMCP Fid
BEMNREE LR,

% SMCP A E(S B %34 Red Hat OpenShift distributed Tracing Platform (Jaeger) Operator
B, Sk =fI8ERKZ— : alllnOne. production = streaming,

1.26.3. E R HBERTES

P BERTA (Jaegen) EETE L HERERIE, Bl LIfE Jaeger BE X R (CR) X#4rhiEEIRE
RIE, HIENESHABRERTS (Jaeger)LHIF), Red Hat OpenShift distributed Tracing Platform
(Jaeger) Operator & {f L ECIE X AR ER B AT R X Ko
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Red Hat OpenShift distributed Tracing Platform (Jaeger) Operator Haiz A TP B 5REE -

allinOne (BXi\) - WEBEERATHL. WLMEREN, SFATETHE. TENGR
H¥f Agent. Collector #1 Query IRFSEBIT AR B I HITXH, (BRIN) EEENERARERE
fif. #EEILI7E SMCP g & L3R E SRR,

N
a1

.

ANEEERARRFANN, XEBREME Jaeger LHIXH. BEs@EH, &

~ i trace BIBNRZEX, WA, REFHEITEN R, B84 Pod #3EEC2HA
Fo NTFEAMEM, BJifEA production 5% streaming $RBE, XSRS
_ Elasticsearch ¥E N EKiIATE (%,
KN,

production - production SREE EE A FE K, EEHIER, X trace BiEHTKHEF
HIEEE, ANFEERZT ENSETANKEE, Alt, S/MEmAHSAMEBE,
Agent RILME IR FAFRR LK sidecar ¥ A, Query 1 Collector [R5 #ACE N FERA—1 3%
SRMEFERR - HEi) Elasticsearch, ATLURIBMHREMR S BE WMWFRIRUEBNHHMZ X
Bil, ERILAE SMCP RECE LLERE RS, B A TREEEN, EYUHE Jaeger CR HIEEEM
BCE, FFEEEEEI SMCP,

streaming - streaming 3kB& §7E@i1 124 Collector 1 Elasticsearch JGimfzfif Z A B Th
AESR185 production KB, XHHMIFLGRESNEER TRERREMED, FHArrH
trace F A ERThREE ML HITES (AMQ Streams/ Kafka) RFIFSER) span BB, AT
SMCP HEdE L ERE TREE ; B4 JiEdE Jaeger CR FHEHEEI SMCP,

il

streaming SREEFEX14-89 AMQ Streams T,

1.26.3.1. I\ D H X RERT A (Jaeger)ZiE

MEXAIEE Jaeger BB %, ServiceMeshControlPlane FRfFENIAfE M allinOne Jaeger %
RIE, HFAZKIAR alllinOne ERERIEHS, 15 spec.addons.jaeger.install.storage.type %iEH
Memory, ErIEZERIAET, thalLUE install shis ek inkd & £,

control plane EKi\ Jaeger S (Memory)
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apiVersion: maistra.io/v2
kind: ServiceMeshControlPlane
metadata:
name: basic
spec:
version: v2.6
tracing:
sampling: 10000
type: Jaeger
addons:
jaeger:
name: jaeger
install:
storage:
type: Memory

1.26.3.2. £ RS RS (Jaeger)ZBE (&/M)

% 13 SERVICE MESH 2.X

Z(# M production EPBREEHMBKINIXIE, 15T spec.addons.jaeger.install.storage.type %i&H

control plane Eki\ Jaeger S (Elasticsearch)

apiVersion: maistra.io/v2
kind: ServiceMeshControlPlane
metadata:
name: basic
spec:
version: v2.6
tracing:
sampling: 10000
type: Jaeger
addons:
jaeger:
name: jaeger #name of Jaeger CR
install:
storage:
type: Elasticsearch
ingress:
enabled: true
runtime:
components:

Elasticsearch, F7f install higEFAN WA E X, 1HE2, SMCP R Ffidi& Elasticsearch FiRH
BIRAM,
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tracing.jaeger.elasticsearch: # only supports resources and image name
container:
resources: {}

1.26.3.3. £ BN HABERT S (Jaegen)TBE (E2HEX)

SMCP {{(Zz#m/I\# Elasticsearch 8, B2 HE X £ EH i pA Elasticsearch BBES
#, WHEMA Jaeger BE X FTR (CR) kACE Jaeger,

BIEFHACE Jaeger LB, FIF spec.addons.jaeger.name i% & Jaeger SLHIBNEFR, FEAHIH N
MydJaegerinstance,

A5 Jaeger production CR #J control plane

apiVersion: maistra.io/v2
kind: ServiceMeshControlPlane
metadata:
name: basic
spec:
version: v2.6
tracing:
sampling: 1000
type: Jaeger

addons:
jaeger:
name: MyJaegerinstance #name of Jaeger CR
install:
storage:
type: Elasticsearch
ingress:

enabled: true

1.26.3.4. ;i Jaeger 5fE

E{f A streaming ZEBRIE, HEEUBMEE Jaeger :fl, RS spec.addons.jaeger.name
®EBN Jaeger SEHIEHFR, TEABIF Mydaegerinstance,
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A5 Jaeger streaming CR B control plane

apiVersion: maistra.io/v2
kind: ServiceMeshControlPlane
metadata:
name: basic
spec:
version: v2.6
tracing:
sampling: 1000
type: Jaeger
addons:
jaeger:
name: MyJaegerinstance #name of Jaeger CR

1.26.4. 1t Jaeger BE X FHIREHIEE Jaeger iciE

Eal L@ E Jaeger B E KR (CR) A2 ServiceMeshControlPlane (SMCP) ¥R EciE
Jaeger k2 BE X Jaeger FBE. EEEANHEIRN "HEB Jaeger", HNEERTE SMCP ZAEE
9,

B E—dp %22 A hEBE SMCP #1 Jaeger CR, filill : istio-system,

Nid
]

[ ]
L

BB E IR B IRIL Jaeger SLfl, AR Jaeger BRI name 5 SMCP HiRK
spec.addons.jaeger.name M, MREIES name {HICHH Jaeger CR, Service Mesh control
plane FERAMARE, XMAZEAILESTELAE X Jaeger BBiE.

1.26.4.1. BERETHK

[
Red Hat OpenShift distributed Tracing Platform Sl & # s 2HE—K, MREEFZEN
Red Hat OpenShift distributed Tracing Platform (Jaeger)5:fjl, HIE#EfEM sidecar ¥ A
X2, Il Red Hat OpenShift distributed Tracing Platform (Jaeger):fIN iZEHHE—HZ
R, EAEMPBAMIEE Red Hat OpenShift distributed Tracing Platform (Jaeger)sifil, [
ZiEBEREE,
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MRERSZHELI, HEFBAeRZESF, 5 Red Hat OpenShift distributed
Tracing Platform (Jaeger)S:fiIE8E BIE /- a & 22 iH .

1.26.4.2. NIRFSHBERES B BERR M

A HABEERTA (Jaeger){Ef OAuth #HTEINGHEIE, {HZ, Red Hat OpenShift Service Mesh
/& htpasswd 1 secret SESCHKIARSS (M0 Grafana. Kiali #1973 Tracing Platform
(Jaeger)Z [HIBEIS) . HIEIE ServiceMeshControlPlane HECE £ R IRERTE & (Jaeger)i, Service
Mesh RB3IRBERLKELEA htpasswd,

MRETE Jaeger BE L FHEPIEES HAIRERT A (Jaegen)AEE, ENIFIIACE htpasswd %
&, R htpasswd secret HEHZF Jaeger LI, LUE Kiali BES 5 HE{E.

1.26.4.2.1. M web &G IR MBRES B EBERR M

IR LB Jaeger FHREACE 7R Tracing Platform (Jaeger)&Z£tE, LUETE web 2HI& T A
F Service Mesh,

FRFM

[
B LA B cluster-admin ARBA Ui RI%KE. WR{EEH Red Hat OpenShift
Dedicated, NZiF—41E%H dedicated-admin fABEIKF,

W% % Red Hat OpenShift Service Mesh Operator,

IRE F| & EEH ServiceMeshControlPlane,

#&aI LLijjln] Red Hat OpenShift Service on AWS Web #£4l5.,

LAE A cluster-admin f 289 F 515 & %%l Red Hat OpenShift Service on AWS il
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% 13 SERVICE MESH 2.X

S#in% Operators — Installed Operators,

= Project 325, MFIFKAPEFEERE ServiceMeshControlPlane YRR, M istio-
system,

= Red Hat OpenShift Distributed Tracing Platform (Jaeger) Operator,

£ Operator Details TIEIH, == Jaeger #7535 bl,

= Jaeger SLHIRIBA TR,

1 Jaeger i¥t571m E, = YAML & EESIENEE,

SuH Jaeger HE BRI, LAAM htpasswd K&, M THIFTT.

[ J

spec.ingress.openshift.htpasswdFile
[ J

spec.volumes
[ J

spec.volumeMounts

7R htpasswd ECEM Jaeger F iR

apiVersion: jaegertracing.io/v1
kind: Jaeger
spec:
ingress:
enabled: true
openshift:
htpasswdFile: /etc/proxy/htpasswd/auth

sar: '{"namespace’: "istio-system”, "resource": "pods”, "verb": "get"}'
options: {}
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resources: {}
security: oauth-proxy
volumes:
- name: secret-htpasswd
secret:
secretName: htpasswd
- configMap:
defaultMode: 420
items:
- key: ca-bundle.crt
path: tis-ca-bundle.pem
name: trusted-ca-bundle
optional: true
name: trusted-ca-bundile
volumeMounts:
- mountPath: /etc/proxy/htpasswd
name: secret-htpasswd
- mountPath: /etc/pki/ca-trust/extracted/pem/
name: trusted-ca-bundile
readOnly: true
#...

= Save,

1.26.4.2.2. FRABRSITARSMEERES HBRZ M

&0l LL@T 21T OpenShift CLI (oc)k &t Jaeger ¥R, LIBECE 7R3\ Tracing Platform (Jaeger)
ZetH, LMEMBSTTATF Service Mesh,

SeRFMH

EoILIEAESA cluster-admin ABKNAF &R, MEMSA Red Hat OpenShift
Dedicated, N4%iE—418E% dedicated-admin fi ik,

W% % Red Hat OpenShift Service Mesh Operator,

ERETIEEEM ServiceMeshControlPlane,
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#&aLLijj ] 5 Red Hat OpenShift Service on AWS higA&PtEZfg OpenShift CLI (oc),

i =
1.
BT ®S, LLAESA cluster-admin [ &3 & % OpenShift CLI (oc), MRfE
M Red Hat OpenShift Dedicated, M|#JiE—18% dedicated-admin ik,
I $ oc login https://<HOSTNAME>:6443
2.
AL TS EERLE control plane BYWIH, 1 istio-system :
I $ oc project istio-system
3.
BT TSRS Jaeger BE LR -
I $ oc edit -n openshift-distributed-tracing -f jaeger.yaml
4.

%itH Jaeger BE X BRI, LUZMN htpasswd E2i&, N TFHIFR.

spec.ingress.openshift.htpasswdFile

spec.volumes

spec.volumeMounts

£~ htpasswd BEZ&EH Jaeger BiERH

apiVersion: jaegertracing.io/v1
kind: Jaeger
spec:
ingress:
enabled: true
openshift:
htpasswdFile: /etc/proxy/htpasswd/auth
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sar: '{"namespace’: "istio-system”, "resource": "pods”, "verb": "get"}'
options: {}
resources: {}
security: oauth-proxy
volumes:
- hame: secret-htpasswd
secret:
secretName: htpasswd
- configMap:
defaultMode: 420
items:
- key: ca-bundle.crt
path: tis-ca-bundle.pem
name: trusted-ca-bundie
optional: true
name: trusted-ca-bundie
volumeMounts:
- mountPath: /etc/proxy/htpasswd
name: secret-htpasswd
- mountPath: /etc/pki/ca-trust/extracted/pem/
name: trusted-ca-bundile
readOnly: true

BITUUT a3k 42 pod FERIVEL :
I $ oc get pods -n openshift-distributed-tracing
1.26.4.3. S BEERENARCE 1L

Jaeger HE X ¥iIR(CR)E X BIE 9% R Tracing Platform (Jaeger) % iEH B AN MIXE, &
o LUESLX LS BLURIRER SF KRB E L 9% Tracing Platform (Jaeger)sihE,

Jaeger CR #y:@f YAML =4I

apiVersion: jaegertracing.io/v1
kind: Jaeger
metadata:
name: name
spec:
strategy: <deployment_strategy>
allinOne:
options: {}
resources: {}
agent:
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options: {}
resources: {}
collector:
options: {}
resources: {}
sampling:
options: {}
storage:
type:
options: {}
query:
options: {}
resources: {}
ingester:
options: {}
resources: {}
options: {}

% 1.39. Jaeger ¥

B2 Hh

apiVersion : IR RIS EE AR AP
H.Jixo

kind : E N E QM
Kubernetes % R By Fh
%,

metadata : BEFH—IREN R
&, 8% name =#F
g, UID f0=h%
namespace.

name : X RBIE TR,

spec : Z ORI REGFIE,

{E

jaegertracing.io/v1

jaeger

2 IBERFE A (Jaeger)
SLAFIB9 & R,

FELHARETE
(Jaeger)LHIMIFR G EE
¥, HFERE
Jaeger HHERIE R E XL
if, R7Espec TmTE
NE, HIZELGHNMH
HREXE, BRRERE
spec/<component>
TR T

% 13 SERVICE MESH 2.X

SN E]

jaegertracing.io/v1

Red Hat OpenShift
Service on AWS & B %)
4% UID F45 A Q122 %S
KRBT E BAFFSTA
namespace.

jaeger-all-in-one-
inmemory

N/A
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BH Uiy {1 - WINE]
strategy : Jaeger ERE R allinOne. production allinOne

5 streaming

allinOne : & alllnOne & {R1EH
™ pod FERET
Agent, Collector,
Query. Ingester
Jaeger Ul, FrRLALLERZE
BIECE /7 alllnOne
SHTHREHGRE.

agent : E AR ES &L,

collector : 7E Y. Jaeger Collector By
Bo B,

sampling : E AT BERA SRS
BYBC & L,

storage : E X FFEMBCE LT, PR
B 5 EF BB XBETIER
JIIAE storage &,
A2 7E alllnOne s H

b 2B AT T

query : E M Query IRFSHIBLE
eI,

ingester : 7E X Ingester BRF5HIED
B LI,

LUFRHI YAML 2ERERIA%ERE Red Hat OpenShift distributed Tracing Platform (Jaeger)&B
ENREEK,

BAEE K HI dist-tracing-all-in-one.yaml
apiVersion: jaegertracing.io/v1
kind: Jaeger

metadata:
name: jaeger-all-in-one-inmemory
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1.26.4.4. Jaeger Collector Bg&E T

Jaeger Collector ZH#4 11 Ti 3 tracer %KM span, 7E{8f production RIEHFEBEARFAY
Elasticsearch 7£fii, =i{#ifl streaming RIZHFHE A AMQ Streams,

Collector 2FXRAEM, HILE% Jaeger Collector LI LAFH1Ti21T. BR T Elasticsearch &1
&, WERNLIEFZEERMRE.

< 1.40. Operator Fsk3E X Jaeger Collector IS

S ek {E
e EENEM Collector BIAEL, 2B, W5,
collector:
replicas:

& 1.41. {53845 Collector BB S
S gk &

7E X Jaeger Collector FIEZ &%

spec: T,
collector:
options: {}
MEAF A hI NS worker X2, 2, 50,
options:
collector:

num-workers:

Collector BABUBIR /N, EE, 402000,
options:
collector:
queue-size:
topic SEITIARESRFARERNE  producer BIITRE,
options: BH Kafka BEBEUAREFEAHEEMN
kafka: ingester,
producer:

topic: jaeger-spans
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b

=

402

£ 4

options:
kafka:
producer:
brokers: my-cluster-
kafka-brokers.kafka:9092

options:
log-level:

options:
otlp:
enabled: true
grpc:
host-port: 4317
max-connection-age: 0s
max-connection-age-
grace: Os
max-message-size:
4194304
tls:
enabled: false
cert: /path/to/cert.crt
cipher-suites:
"TLS_AES 256 _GCM_SHA
384, TLS _CHACHA20_POL
Y1305_SHA256"
client-ca:
/path/to/cert.ca
reload-interval: Os
min-version: 1.2
max-version: 1.3

sk

FRiH Collector FAR4EAGH B
Kafka BBE. fIREBFIEENE,
FHZET AMQ Streams
1.4.0+, Red Hat OpenShift
Distributed Tracing Platform
(Jaeger) Operator fFE BB &
Kafka,

Collector BIHFEILFKH Ao

ZHF OTLP/gRPC, iEEBIEE A

otlp. A HMLIiERE Ak,

AIRERYEA :
debug. info. warn. error. f
atal. panic.



% 13 SERVICE MESH 2.X

B8 b fig

TR OTLP/HTTP, ERAME R
options: otlp. A HthiLIiER =2 Al LM,
otlp:
enabled: true
http:
cors:
allowed-headers:
[<header-name>[, <header-
name>]*]
allowed-origins: *
host-port: 4318
max-connection-age: 0s
max-connection-age-
grace: Os
max-message-size:
4194304
read-timeout: 0s
read-header-timeout: 2s
idle-timeout: Os
tls:
enabled: false
cert: /path/to/cert.crt
cipher-suites:
"TLS_AES 256 _GCM_SHA
384, TLS CHACHA20_POL
Y1305_SHA256"
client-ca:
/path/to/cert.ca
reload-interval: Os
min-version: 1.2
max-version: 1.3

1.26.4.5. 2/ BER MBS E LT

Red Hat OpenShift distributed Tracing Platform (Jaeger) Operator o F T & USRS, LUt
YABCiE N FEF2 sampler B tracer,

BIREN T A trace, HRAJLIM B, NEA trace #HTHFERIRICIL trace ATFH—F 48
*ﬂ#%o

al}

MR— trace K Envoy RE/F3), MIAREX, AR ERERBHEN, R
BENARFEERE WSS trace I, Jaeger it REF X,
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LIRSBRIFREE trace L TXMIERE, BFma/ashi#itd trace, NEoE—1BEH trace ID, FF
RIE YRR EMHMEE SRR M IR R, R EHE BT trace PFIEREIEXR, UEHMBIRS TS
PR R E,

PHRBERTA (Jaeger)FET LU -

Probabilistic (%) - sampler #ti— BV RE, HiMEFENBIRET
sampling.param B84, H40, {E/A sampling.param=0.1 {f$&K k%79 10 4 trace H#iFf 1
;ko

Rate Limiting GEZRHI) - sampler R EEREIERHIZERMALR trace FAEMME
EEEJITHIEE, HlM, {#/A sampling.param=2.0 #ifEiER, ERHEH 2 4 trace,

5 1.42. Jaeger HFEET

BH 30 & A
E SR TFBERH I SRER IR B IRHEES
spec: BIEC &1L, &, Collector &RE12k
sampling: ARSI R, ARE
options: {} AR 558~ 0.001(0.1%) 48
default_strategy: x,

service_strategy:

ZHEAMMTERE, 1§25 BWERE probabilistic  probabilistic
default_strategy: G Puit 1::puiis #1 ratelimiting,
type:
service_strategy:
type:

P EHIE SRBREO S L, NUEFNEER(E (O, 1,1, 1
default_strategy: 10)
param:
service_strategy:
param:

XAROIE LT — B R RIBO A SRR, trace SCHIBHMFERILE 50%.

B RA
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apiVersion: jaegertracing.io/v1
kind: Jaeger
metadata:
name: with-sampling
spec:
sampling:
options:
default_strategy:
type: probabilistic
param: 0.5
service_strategies:
- service: alpha
type: probabilistic
param: 0.8
operation_strategies:
- operation: op1
type: probabilistic
param: 0.2
- operation: op2
type: probabilistic
param: 0.4
- service: beta
type: ratelimiting
param: 5

MREEAFIREMEE, 9%\ Tracing Platform (Jaeger)fH{EALLTFXIE -

BIARIEE

spec:
sampling:
options:
default_strategy:
type: probabilistic
param: 1

1.26.4.6. 2/ BERTEFEBRCE LT
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1&a] LAE spec.storage Ty Collector. Ingester 1 Query BRS5ECE N, ATLURIBMERERITR S AE
THFERESNMHEBNZ AL,

5 1.43. Red Hat OpenShift distributed Tracing Platform (Jaeger) Operator fi3EE X S IBIERFE
H—REHESH

SH fed {1 - N
EAMEPEANEMHR  memory = memory
spec: B, elasticsearch, R%E%F
storage: fEPGERTFF 4. M,
type: SENFII BRI,

1EXM] pod I, #IET
2RE, NFEFINE,
DHENIRIRES (Jaeger)
X # Elasticsearch #17

FAMERE.
secret &5, 40 N/A
storage: tracing-secret.
secretname:
E LI R B,
storage:
options: {}

3R 1.44. Elasticsearch &35S

BH ik fH
L {# M Elasticsearch 77 true/ false true
storage: iy, BRARAIE—ME
esIndexCleaner: % KFEREIFHIA
enabled: trace, XMNSEATH

RAERARIIFEES.

THBRZRB | A E IR EL, BHE 7
storage:
eslndexCleaner:
numberOfDays:
) Elasticsearch 3&3|89 Cron RiAZ "G5 23 * ¢ *"
storage: SEIRAER E SUMR
eslndexCleaner:
schedule:

1.26.4.6.1. Bh& %5 Elasticsearch 241
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RE Jaeger HE X FTERK, Red Hat OpenShift distributed Tracing Platform (Jaeger) Operator
{81/ OpenShift Elasticsearch Operator 18488 & X BTRX ## storage &4 PiRHNERE OIE—1
Elasticsearch &£&, ME1%&E 7 LI A&, Red Hat OpenShift distributed Tracing Platform
(Jaeger) Operator &7 Elasticsearch :

spec.storage:type X&)y elasticsearch

spec.storage.elasticsearch.doNotProvision iX&} false

spec.storage.options.es.server-urls & E#E X, B%EEEE] OpenShift
Elasticsearch Operator Ki& % Elasticsearch £,

&% Elasticsearch i/, Red Hat OpenShift distributed Tracing Platform (Jaeger) Operator &=
¥ Elasticsearch B X HiR&FKIE) Jaeger BE X BRI spec.storage.elasticsearch. name H
{H, WR%HBH spec.storage.elasticsearch.name §E—ME, Operator 2fEF elasticsearch,

PR
[ J
AR RgEE— 1 EHA HBIE® Elasticsearch LMo R RERFE A (Jaeger),
Elasticsearch £ EETX AT H 14273\ Tracing Platform (Jaeger)s:fl,
[ J
BB ZE R R EEA—1 Elasticsearch,
N -
c?{i{ v 3- FE
s g MREBL%LET Elasticsearch ¥E75 OpenShift Logging B—#B4*, Red Hat
OpensShift distributed Tracing Platform (Jaeger) Operator B LAf§ F B &M
OpenShift Elasticsearch Operator & % 17 fif.

UTRESBAT—1 A&7 Elasticsearch =£fil, ;X2H Red Hat OpenShift distributed
Tracing Platform (Jaeger) Operator f£f OpenShift Elasticsearch Operator SI/EH:Hl, {EACESC
#h, fEAILLTE spec:storage:elasticsearch Ty BBhi&E# Elasticsearch 15 EE &%,

£ 1.45. Elasticsearch TR B S

407



Red Hat OpenShift Service on AWS 4 Service Mesh

¥

elasticsearch:

properties:

doNotProvision:

elasticsearch:

properties:
name:

nodeCount:

I elasticsearch:

resources:
requests:
cpu:

resources:
requests:
memory:

resources:
limits:
cpu:

resources:
limits:
memory:

408

elasticsearch:

elasticsearch:

elasticsearch:

elasticsearch:

sk

FAF1E7%E Red Hat
OpenShift distributed

Tracing Platform

(Jaeger) Operator %
1% & # Elasticsearch
S,

Elasticsearch LRy
. Red Hat OpenShift
distributed Tracing
Platform (Jaeger)
Operator AL SEH
8 E M Elasticsearch 5
Bl R 2

Elasticsearch,

Elasticsearch 7 513k

2, NTadAk FE
EDIANTR, FERFE
B2 R, ENETES
H IR i 2 ]

RIEEIMRECE, EK
By CPU &,

RIFERIMEECE, "TH
FiFRBAE.

RIBEBIIFRED
B, CPUXERIRIE,

RIFEIMEECE, "TH
IR TFRRE,

{E

true/false

string

BHE, fim, SiRIiE
=1, &/NERE =3

LA S millicores 38
7E, 540 200m, 0.5, 1,
flan, BEEUEER =
500m, m/NERE =1

Pl BALgE, B0
200Ki, 50Mi, 5Gi, fl
m, #ERIUERR =1Gi, &
INERZE = 16Gi*

LA E millicores 38
E, 540 200m, 0.5, 1,
Blan, #ESIEER =
500m, m=/NERE =1

DA N EALHRE, Blin
200Ki, 50Mi, 5Gi, fl
m, #ERIUERR =1Gi, &
INERZE = 16Gi*

LS WINE]

true

elasticsearch

3

16Gi



28 Rk
IR S HIRES & L AN{AITE
elasticsearch: EBHDHIBIFETRZAE

#l Elasticsearch 2 F :
INREBIEE, RedHat
OpenShift distributed
Tracing Platform
(Jaeger) Operator &8
PIRET RBERERE
EREH,

redundancyPolicy:

AFHEE2HAAREEE

(Jaeger)2 &N fE A

OpensShift Elasticsearch

useCertManageme  Operator BJIEHEIEL)

nt: BE. LETHEE#EARINEI Red
Hat OpenShift Service
on AWS 4.7 fhiy
{logging-title} 5.2 &,
BEH Jaeger HEME
HRE,

elasticsearch:

% 13 SERVICE MESH 2.X

{8 LS WINE]

ZeroRedundancy (%
BlA&5

F) . SingleRedunda
ncy (—PalExS

F) . MultipleRedun
dancy (B1M%R51928

F—¥8) Data 17

=) . FullRedundanc
y (BN RBIEEHSH
B Data TRLEZERE
&) .

true/false true

WX IRERLAEFA Elasticsearch 77 R ABERFFITERMF, BN TFETIMEERE, TEW
XEH, XNFEFIE, ERAZERUNEA pod SEAF DT 16Gi R, HERIFHEA pod &S HE

64Gi 17,

SR A

apiVersion: jaegertracing.io/v1
kind: Jaeger
metadata:
name: simple-prod
spec:
strategy: production
storage:
type: elasticsearch
elasticsearch:
nodeCount: 3
resources:
requests:
cpu: 1
memory: 16Gi
limits:
memory: 16Gi

409



Red Hat OpenShift Service on AWS 4 Service Mesh

BERRAMEFHEINEERE

apiVersion: jaegertracing.io/v1
kind: Jaeger
metadata:
name: simple-prod
spec:
strategy: production
storage:
type: elasticsearch
elasticsearch:
nodeCount: 1

storage: ﬂ

storageClassName: gp2
size: 5Gi
resources:
requests:
cpu: 200m
memory: 4Gi
limits:
memory: 4Gi
redundancyPolicy: ZeroRedundancy

KA GFHERE, £A04, AWS gp2 MKX/VH 5Gi, MREEIEEHE, 2HAREKTES
(Jaeger)f${#F emptyDir, OpenShift Elasticsearch Operator &% PersistentVolumeClaim ]I
PersistentVolume, B 1FR&ES%HR Tracing Platform (Jaeger)LHlthffika. MNRECIEREAIE
R&#MH M2 ZHKS %R Tracing Platform (Jaeger)scfl, MafLUEHE—E.

1.26.4.6.2. #¥FIIIAH Elasticsearch =Zf)

IR LA AP Elasticsearch £HH T B RRERT AF#E. IAM Elasticsearch %8 (1B#5
A ZB Elasticsearch 5:fjl) 2H Red Hat OpenShift distributed Tracing Platform (Jaeger) Operator
=% OpenShift Elasticsearch Operator 2256,

ERE Jaeger HE XFHEN, MR XETLLTEE, Red Hat OpenShift distributed Tracing
Platform (Jaeger) Operator "*&# Elasticsearch :
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spec.storage.elasticsearch.doNotProvision % & true
spec.storage.options.es.server-urls §—MH

spec.storage.elasticsearch.name EF—4\H, & Elasticsearch SLHIZHE
elasticsearch,

Red Hat OpenShift distributed Tracing Platform (Jaeger) Operator {§
spec.storage.elasticsearch.name H155%EM Elasticsearch Sfl%##F] Elasticsearch,

PR

EABEFT Red Hat OpenShift Service on AWS Hi&il 5k Elasticsearch Ll 55 H=
Tracing Platform (Jaeger) 3t Z=XE S A, Elasticsearch £ EELTHATHIN RN
Tracing Platform (Jaeger)<:f,

UTERESBEHTELEFEM Elasticsearch SEfill, th#R7 #458 Elasticsearch 56l fE4HIH,
BT LU B B R SC 8 spec:storage:options:es Ty Elasticsearch 15 ERE LT,

3 1.46. EM ES RBESH
¥ sk {H 2RAE

Elasticsearch SZfjlAY Elasticsearch AR5 259 http://elasticsearch.
es: URL, TEREE A, <hamespace>.svc:92
server-urls: 00
I e

M Elasticsearch EifiR 10000
S: OISR AREHE, Xt
max-doc-count: BERATRE. MREMZ

&7 es.max-doc-

count # es.max-

num-

spans, Elasticsearch

T35 F P & SR B9 N

(=N

4n


http://:9200
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¥ sk {H AAE

[BFH - BELUEMAR 10000
es: AR, A
I max-num-spans: es.max-doc-count 1t
. ] 7 Elasticsearch 1
BNERERIMEERX
span &, MREN%
&7 es.max-num-
spans # es.max-doc-
count, Elasticsearch

{5 FA P & SR B9 N
B,
Elasticsearch A span By 72h0OmO0s
es: RAEIH,
max-span-age:
Elasticsearch BI1i122 25 true/ false false
es: BB, &/ g
sniffer: BEEOEEMET =, B
TAZEF L% 0,
125 ¥ Elasticsearch & true/ false false
es: B A TLS BYIEIA,
sniffer-tls- B ImERMRTEES)
enabled: BHEAAAET R, RAZEH
BFENER, Hixh Os
es: F, MEEEN,
timeout:
Elasticsearch RS/
es: &, NREE, EXH
username: REIEtEmME: CA, 7
E5 17 es.password,
Elasticsearch FrEE Y25
es: B, HiEBHE
password: es.username,
FEM Elasticsearch kR 0
es: x, MEKREEE, %
version: {EF M Elasticsearch &
EpsiEIEN

3k 1.47. ES BUEEHIZH
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2 Hah {E RIAH
Elasticsearch HEM & 1
es: S EE S
num-replicas:
Elasticsearch B & 5
es: 589 F =
num-shards:
5 1.48. ES &5 ESH
E 2 Hah & BRIAH
wiEH true i, MR true/ false true
es: FiE it B shfl g5k
create-index- o FOhREERNT, 1%
templates: &} false.
2 IBERFEA (Jaeger)
es: FEIMAERIZ, Fa,
index-prefix: fFEFEN "production”

B84 "production-
tracing-*" B93&31,

% 1.49. ES #t 24 B REESH

S ik A RAE
EHENEIRERBE 1000
es: R BH AT ANINEILAT
bulk: B K,
actions:
Rt EF K E9mf [a]. 200ms
es: At E IR ERERRF]
bulk: MR, HREXENS,
flush-interval:
T ENIBRATERS 5000000
es: e, #tEiERALU
bulk: BT
size:
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b

=

% 1.50. ES TLS B¢ @S

b

=

 1.51. ES IR ES 3

414

£ 4

es:
bulk:
workers:

£ 4

es:
tls:
ca:

es:
tls:
cert:

es:
tls:

enabled:

es:
tls:
key:

es:
tls:

server-name:

es:
token-file:

sk

o] LRI L 205 KR
3% Elasticsearch B9
worker 8 £,

sk

FAFIRIETIZAR 552509
TLS UEPA HLIE(CA)
X HIRE R,

TLS IE P 4RIRE, H
SR A IR BT AR SS
2%

BB AR5 AR TERE A
ERE&RE(TLS), #IA
M T,

TLS FAHIXHRIERE, A
IR AR B2 AR S5
Ao

EILFRAR S5 AR UL
HAB TLS AR5 85T,

& bearer TREMISIH
HIERR. INRIEEIZLIT

&, UhrsthRBAINE
Wk (CA) X,

true/ false

LS WINE]

LS WINE]

MR EARAEER
o

false



es-archive:
bulk:
actions:

es-archive:
bulk:

flush-interval:

es-archive:
bulk:
size:

es-archive:
bulk:
workers:

es-archive:
create-index-
templates:

es-archive:
enabled:

es-archive:
index-prefix:

es-archive:

max-doc-count:

es-archive:

max-num-spans:

sk

TEHL B AL TR AR R TE MR 7
R FEHTAI A AN EIA S
BIE K,

R R & RIS [A].

A ELERERRA
fB, HRHEXENE,

EHELEBIRRERR
Rl HEIFKALUL
EHF T,

o] DU L 205 KR
3% Elasticsearch B9
worker #2,

WE N true B, MR
FFiashit Beh 8 3R5 &
o FohREBMRT, %
&N false,

J& RN BT,

2 HNEBERT A (Jaeger)
FE|IMALLATZ. fFlan,
FHEKE N "production”
=0IE %N "production-
tracing-*" BIZR51,

M Elasticsearch Zif)3&
EIMRAERE, Xth

ERTRE,

[BFFH - HIELUGHIAR
AR, EHes-
archive.max-doc-
count &, ]
Elasticsearch FBIEN
I —RREN ER K

span #&,

true/ false

true/ false

&5 13 SERVICE MESH 2.X

LS WINE]

Os

false

false
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es-archive:
max-span-age:

es-archive:
num-replicas:

es-archive:
num-shards:

es-archive:
password:

es-archive:
server-urls:

es-archive:
sniffer:

es-archive:
sniffer-tls-
enabled:

es-archive:
timeout:

es-archive:
tls:
ca:

416

sk

Elasticsearch i span B9
BRI,

Elasticsearch B &
Cl:SER

Elasticsearch BN &
B9 H#E,

Elasticsearch FRERZ
B, HiEsH
es.username,

LUE S 2 RH
Elasticsearch IR 552551
K, WIEERENTERE
B URL, f5l%0
http://localhost:9200

o

Elasticsearch BOfiZR 25
BiE, & imERANET
RENEKRETR. B
INESFR LRI,

1E W52 Elasticsearch &
BERF R A TLS BOIETHA,

B imERIRIERD
HEIRFAAE T R. RIAEA
[l SrATIN

BT &HINREN, Hixh
FH, NRAB,

AFRIETiERSS 2589
TLS iEHBIA HF(CA)
XAHHIERTE,

true/ false

true/ false

LS WINE]

Os

false

false

Os

RARERRAEER
o
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¥ sk {H AAE

TLS iEPXEHIERE, B

es-archive: SR A bt R B AR AR 55
tls: 280
cert:
Binf2RS G A true/ false false
es-archive: REIZR2(TLS). BiA
tls: E=y=2Y s Bria i
enabled:

TLS FAEASUHRIRR R, H

es-archive: SR 5t R B e RR AR 55
tls: 280
key:

I FEAR S5 SR UL HR T
es-archive: BRI TLS AR S5 28 B TR,
tls:
server-name:

BE& bearer ShERIS
es-archive: HERR, WRIBEIZIR
token-file: &, st ESE AL

Mg (CA) X,

Elasticsearch FrEsrIFE

es-archive: &, NREE, EXH
username: BRIt EINE CA, 1
2[4 es-

archive.password,

FEM Elasticsearch i 0
es-archive: N, MREBEE, W%
I version: Y5 M Elasticsearch H
B iR El,

FRBSEENEERE

apiVersion: jaegertracing.io/v1
kind: Jaeger
metadata:
name: simple-prod
spec:
strategy: production
storage:
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type: elasticsearch

options:
es:

server-urls: https://quickstart-es-http.default.svc:9200
index-prefix: my-prefix
tls:
ca: /es/certificates/ca.crt
secretName: tracing-secret
volumeMounts:

- name: certificates
mountPath: /es/certificates/
readOnly: true

volumes:

- name: certificates

secret:

secretName: quickstart-es-http-certs-public

LUFRAIERT ERAMEGETE secret B A /BIBHEE T TLS CA ik #9458 Elasticsearch
£ 811 Jaeger CR,

#EB Elasticsearch =%l

apiVersion: jaegertracing.io/v1
kind: Jaeger
metadata:
name: simple-prod
spec:
strategy: production
storage:

type: elasticsearch

options:
es:

server-urls: https://quickstart-es-http.default.svc:9200 ﬂ
index-prefix: my-prefix
tls: 9

ca: /es/certificates/ca.crt

secretName: tracing-secret G

volumeMounts:

- name: certificates
mountPath: /es/certificates/
readOnly: true

volumes:

- name: certificates

secret:
secretName: quickstart-es-http-certs-public
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EB A fr R 22 a2 1TH Elasticsearch lR55 URL.

2]

TLS EBi&, EXMERT, KA CAEH, {BfEEA mutual TLS H, shallads
es.tis.key #l es.tls.cert,

©

E N EZEE ES_PASSWORD #1 ES_USERNAME i Secret. H kubectl create secret
generic tracing-secret --from-literal=ES_PASSWORD=changeme --from-
literal=ES_USERNAME=elastic fil|&

L4

BEEHIIFAFHAGNEEENE.

1.26.4.7. iR E LI
Query B2— 1MEEHRFR trace FHIEEA A Rk ERENNIRS.

5 1.52. Red Hat OpenShift distributed Tracing Platform (Jaeger) Operator i3 X Query IS
SR 1 pu 1 2IAMA
EEZ 0™ Query &l B, m2,

spec: L

query:
replicas:

% 1.53. 584 Query WEESH

S Uiy (i1 AE
TE X Query BRSSHIECE
spec: eI,
query:
options: {}
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¥ sk {H AAE

Query BB &ILEKI o FIBERY{EE :
options: debug. info. warn,
log-level: error, fatal. panic.

FiA jaeger-query HTTP  /<path>

options: B EARREE A XE
query: N3 root {H, I
base-path: m, /jaeger [FSHrE

Ul URL K /jaeger F+
ko BERBREEEEZ
1T Jaeger-query i, X
REH.

=~ Query EciE

apiVersion: jaegertracing.io/v1
kind: "Jaeger"
metadata:
name: "my-jaeger"
spec:
strategy: alllnOne
allinOne:
options:
log-level: debug
query:
base-path: /jaeger

1.26.4.8. Ingester B &L

Ingester 2— M Kafka i HE A Elasticsearch Ffi5 GRS, MEEMEF alllnOne =
production EEKEE, NAFTERE Ingester iR55.

5 1.54. {53845 Ingester i Jaeger 28
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¥ sk

7E X Ingester AR S5 BL B LT,

spec:
ingester:
options: {}

topic SR IAIR SRR AR ERUH

options: BB Kafka BLi&, FHEFA
kafka: Ingester,
consumer:
topic:

Ingester FA & FH B M Kafka Bt

options: BRI,
kafka:
consumer:
brokers:

Ingester B H&ILRKE A,

options:
log-level:

Fif&%i Collector # Ingester =fl

apiVersion: jaegertracing.io/v1
kind: Jaeger
metadata:
name: simple-streaming
spec:
strategy: streaming
collector:
options:
kafka:
producer:
topic: jaeger-spans
brokers: my-cluster-kafka-brokers.kafka:9092
ingester:
options:
kafka:
consumer:
topic: jaeger-spans

187 Ingester FEA ILRIN I EFFH
options: BHrfaEfR (UARD A Baa) o BR
deadlockinterval: INERT, FRHI (A B bR 2 A
(EEBNO) , LABRERTHEA
bt F2 %A 15 REL Ingester,

% 13 SERVICE MESH 2.X

SEPFIF, B0 1m0s, FRIMEH
OO

consumer BIFRZEBIN, jaeger-
spans.

RERITZ, 0 my-cluster-
kafka-brokers.kafka:9092,

ATRERIEE -
debug,info,warn error fatal dp
anic,panic.
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brokers: my-cluster-kafka-brokers.kafka:9092
ingester:
deadlockinterval: 5
storage:
type: elasticsearch
options:
es:
server-urls: http:/elasticsearch:9200

1.27. HE SERVICE MESH

Z MIIEH Red Hat OpenShift Service on AWS LfllHIZ Red Hat OpenShift Service Mesh Fi
BAEBTR, R JUHER control plane. MER Operator, FZ1T 4 KFohifiBRIELEFTIR,

1.27.1. JifiB® Red Hat OpenShift Service Mesh control plane

FEMIIEM Red Hat OpenShift Service on AWS =filEIEk Service Mesh, BE4%EilBR Service Mesh
control plane #1 Operator., Af5, & 1T6e 4 RMERERA TR,

1.27.1.1. [ Web 1§15 1HBR Service Mesh control plane

BT LUE Web #2#151HBR Red Hat OpenShift Service Mesh control plane,

Pk S
1.
EF% Red Hat OpenShift Service on AWS web ##1&,
2.
= Project 325, %fE%Ek Service Mesh control plane F9%51H, 1 istio-system,
3.
S-#El Operators — Installed Operators,
4,
= Provided APIs T Service Mesh Control Plane,
5.
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= ServiceMeshControlPlane 34

= Delete Service Mesh Control Plane,

E£AiAE O = Delete Ml ServiceMeshControlPlane,

1.27.1.2. {8 CLI #iB& Service Mesh control plane

oI LA CLI MIB& Red Hat OpenShift Service Mesh control plane, fEZ&fl, istio-system 2
control plane i H K% #R,

i =
1.
EF% Red Hat OpenShift Service on AWS CLI,
2.
IBITLL T a5 LARIBR ServiceMeshMemberRoll iR,
I $ oc delete smmr -n istio-system default
3.
BTXA R RIRBREN ServiceMeshControlPlane B H5 :
I $ oc get smcp -n istio-system
4,

AL Eda5 ik B i <name_of custom_resource>, EITXA N4 EMBRE E UK
=

I $ oc delete smcp -n istio-system <name_of_custom_resource>

1.27.2. MFR% %M Operator

1R R Operator F AT LARZHiIER Red Hat OpenShift Service Mesh, flfiB Red Hat OpenShift
Service Mesh Operator J5, & 7iflliEk Kiali Operator. Red Hat OpenShift Distributed Tracing

423



Red Hat OpenShift Service on AWS 4 Service Mesh

Platform (Jaeger) Operator 1 OpenShift Elasticsearch Operator,

1.27.2.1. filB& Operator

REBLUTSEMPRZHK Red Hat OpenShift Service Mesh B9 Operator, ¥LAF&E4 Operator £8

Mabui: 2 X

Red Hat OpenShift Service Mesh

Kiali

Red Hat OpenShift distributed Tracing Platform (Jaeger)

OpenShift Elasticsearch

¥ =
1.
EFF Red Hat OpenShift Service on AWS web #H1&,
2.
1£ Operators — Installed Operators T{EH, R TIEZE Filter by name i A XEF
LI#E B4 Operator, #AJg =i Operator &,
3.

£ Operator Details GIEH, M Actions 3 Hdhifi#¥ Uninstall Operator, ZRBRIZREE S
4 Operator,

1.27.3. ;5 Operator ¥

& L& Red Hat OpenShift Service on AWS Web #2415 F5illikk Red Hat OpenShift Service
Mesh Operator F{RBHITHR,

=S5

BEEHERYNABRMINK S, NESEH Red Hat OpenShift Dedicated, N%iA—1 8B
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£ dedicated-admin f& 8K,

Viln] OpenShift CLI (oc) .

LUE#BET 5 515 &% Red Hat OpenShift Service on AWS CLI,

1EH# Operators [FiZfTUA T GBERKIERE. MREBEREFHASHARETS (Jaeger)fE

FFRERSPBMIIRS, EFEMBR Jaeger TR,

3
}c
St

t.-' ',

OpenShift Elasticsearch Operator R\ 2% 7E openshift-operators-
redhat 1, Hfth Operator BRI\ R ZE7E openshift-operators e Ze[i]rh, INRLE
H—A R EhRET Operator, ¥ openshift-operators E#t &% T Red
Hat OpenShift Service Mesh Operator i35 B & #R,
$ oc delete svc maistra-admission-controller -n openshift-operators
$ oc -n openshift-operators delete ds -Imaistra-version
$ oc delete clusterrole/istio-admin clusterrole/istio-cni clusterrolebinding/istio-cni

$ oc delete clusterrole istio-view istio-edit

$ oc delete clusterrole jaegers.jaegertracing.io-v1-admin jaegers.jaegertracing.io-v1-
crdview jaegers.jaegertracing.io-v1-edit jaegers.jaegertracing.io-vi-view

$ oc delete cm -n openshift-operators maistra-operator-cabundle
$ oc delete cm -n openshift-operators istio-cni-config istio-cni-config-v2-3

$ oc delete sa -n openshift-operators istio-cni
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