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1.1. CONTROL PLANE &3 F11k & & 1F
ENEREIER, BOREREEE—ERITEARF1E OpenShift Container Platform 5£2%, HEURERSE
B, EREEN—LRRREFENRBEIUTHIT HNHLEREFTRM A, £ OpenShift Container
Platform /, EAILUNERBIITR S XM, UEEUERMNERERH.
IRTTIE R T EBERT 7510 etcd 2B ; eted & OpenShift Container Platform BIBE(EZE, ©SRIREAR

TR RIVIRE, eted FRERMERE PIEE XA B, 7£ OpenShift Container Platform &, &if
AT LAB H AR EEH) etcd FX A o
WIRFBERBRZTH, HLSthERER,

p= Y=

SRNIEPAERERRE—FE T, BAUXHER, HEIEBDERNZEMERE
B, BAKEBNRIHEIMN control plane IEH, BEMEBEMAIEHEZITR(CSR),

IR RERIBE OpenShift Container Platform JFo;A IR T TF89—LeIER, a0 :

o BME—NEERBLEEE TFNER, REANEMR (0077 StbEsk ML EEn) TEEE
T1E,

o MEHRMMIR T EBHPMELIHAR,
o RELKT K%ZH control plane E#Hl, MMEH eted HEEK,
Wi HARER eted HRER, 1R AT LUBT SRR E B 2 RIS RMIOERIRE

1.2. NERRF SR ERE

ERERBERR, ALUER OpenShift APl HETEIRRIT(OADP) R #14 #1Pk E1E OpenShift Container
Platform LizfTHIN TR

BIETE Velero CLI TE MR, RBHREANERSDIIRE Kubernetes FHRFMAER iR, OADP
fERIRIREK Restic XEF D FIREFAMESE(PV), #HIEIESH OADP IhEE,

1.2.1. OADP Z3K
OADP BLITEK :
o EILLEA cluster-admin A& &M B9 5%,
o BB ARTHEMEMINREN, LMUTEHREZ—
o OpenShift Data Foundation
© Amazon Web Services
o Microsoft Azure

o Google Cloud Platform


https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.10/html-single/backup_and_restore/#graceful-shutdown-cluster
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.10/html-single/backup_and_restore/#backup-etcd
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.10/html-single/backup_and_restore/#replacing-unhealthy-etcd-member
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.10/html-single/backup_and_restore/#graceful-restart-cluster
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.10/html-single/backup_and_restore/#dr-recovering-expired-certs
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.10/html-single/backup_and_restore/#dr-restoring-cluster-state
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.10/html-single/backup_and_restore/#velero-obtaining-by-downloading_oadp-troubleshooting
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.10/html-single/backup_and_restore/#oadp-features_oadp-features-plugins
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B

S3 T??ﬁ%E’JCIoudStorageAPl,\E MR INEE. RTINS INEE xQImE}“‘nn AR 55
Tthil (SLA) X<, BB REHATE, AEFHETETIMERFEREN %ﬁ
ARG ThE _Il«/lﬁﬁﬁ)j?zeil_tﬁﬁ%ﬁﬁ’ﬂﬂﬁb, HENKEF LM BRRERGEL

BRIABRAT G FEEMESER, WSROI F e,

o EFfARE&EMDPY, & M\?Jﬁﬁ?\ﬁﬁi'&ﬂ” API 9= #Zh#, =& Z%F Container Storage
Interface(CSI)IRER, #ILATHEN

o  Amazon Web Services
o  Microsoft Azure
o Google Cloud Platform

o ¥ CSIREBMIT=TFE, W0 Ceph RBD 5% Ceph FS

pa )3
Con INRIEFEERRBED PV, ALUER Restic, iXH OADP Operator &35,

1.2.2. &M MR E N ARERF

f&eT LLE N B —> Backup BE L HR (CR) R&DNARRF. 1HSH 0E Backup CR, &R LAEZE L
AR

® Backup hooks, TE&PIREIEZAINZGIEITER
® Scheduled backups

® Restic backups

f&e LR A8 —1 Restore (CR) RIS N REF &8, 155 0/ Restore CR, EAILUERE restore
hook, LMETE init e ARFBRFZITHS.


https://access.redhat.com/support/offerings/techpreview/
https://restic.net/
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.10/html-single/backup_and_restore/#oadp-creating-backup-cr_backing-up-applications
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.10/html-single/backup_and_restore/#oadp-creating-backup-hooks_backing-up-applications
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.10/html-single/backup_and_restore/#oadp-scheduling-backups_backing-up-applications
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.10/html-single/backup_and_restore/#oadp-backing-up-applications-restic_backing-up-applications
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.10/html-single/backup_and_restore/#oadp-creating-restore-cr_restoring-applications
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.10/html-single/backup_and_restore/#oadp-creating-restore-hooks_restoring-applications

B 2E REMXHKRF

B2 E LR KR
AR T R KRBT, T4 A T PRAANRE, BT BB X %R,

2.1 oo RZM
o TERAEBFIIT eted E15.

2.2. R EEEE
ERI 2R AR X IER, LEREERER,

pa -

EHUARERAEN—FRXMER, FHEZeTUERER. ZEXBPE—FF, &
BHEHRITH,

FeREH
o ATLUFAEA cluster-admin B&IAE iR EE,

o T eted &1

BE
PATLLRAZRISS BT eted &40, MEEERKFBREEMAEN AT URE S
¥,

pgn, UTRGTRERESBERNSEFRIN
o XML IEHE etcd EUIE ARG
o REBEMFRERIEM T RLFE

o [LRERE N

MREBRTERE, ERBUTSRKRE B URTNEEHRT,

Pk
1 WNREIT RIS A R F15R 8, FRESEHE B AR B A,
MEETIEDIHAIERE. SEEHESN, TREFEEFIIMERFCIEMNIEBERIEK
(CSR) 1% & kubelet iE,
a. Ko& kube-apiserver-to-kubelet-signer CA iE 89T BiH 4R :

$ oc -n openshift-kube-apiserver-operator get secret kube-apiserver-to-kubelet-signer -o
jsonpath='{.metadata.annotations.auth\.openshift\.io/certificate-not-after}{"\n"}'

it la Nl

I 2023-08-05T14:37:50Z


https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.10/html-single/backup_and_restore/#backing-up-etcd-data_backup-etcd
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b. ¥ kubelet IEFATHIRHA :
LUT&4, NEEIEE (control plane) 1M 5) debug &ifF :

i 1817
I $ oc debug node/<node_name>

TR ae, HiRE RN /host :

i. 151
I sh-4.44# chroot /host

T4, A kubelet B imiEHiTHIEHER :

e s
1.

B1T
sh-5.1# openssl x509 -in /var/lib/kubelet/pki/kubelet-client-current.pem -noout -
enddate

A a5
I notAfter=dun 6 10:50:07 2023 GMT

iv. BT TS, BT kubelet RSS2[IUEFTHIRHE -

sh-5.1# openssl x509 -in /var/lib/kubelet/pki/kubelet-server-current.pem -noout -
enddate

A 7~
I notAfter=dun 6 10:50:07 2023 GMT

v. ;B debug &if,

vii BEEXESE, UKREMEZRHITE T S EMIFR TR, WBRERTUERESERE,
HITNERRNIEPIHIER S,

2. RMERPHME T R, EHLUMTHNER Web & 5TRILIEE, SHEDTLUTE

$ for node in $(oc get nodes -0 jsonpath="{.items[*]. metadata.name}'); do oc debug
node/${node} -- chroot /host shutdown -h 1; done ﬂ

ﬂ -h 1 RRITF27E control- plane% Lk AR AR SRR (WA 5P R kL) . ST ER
0 NHKES T RPAREER, EEXEN 10 DB LA E, LRRAEITET REBEX
o

it la Nl

Starting pod/ip-10-0-130-169us-east-2computeinternal-debug ...
To use host binaries, run “chroot /host
Shutdown scheduled for Mon 2021-09-13 09:36:17 UTC, use 'shutdown -c' to cancel.

Removing debug pod ...

Starting pod/ip-10-0-150-116us-east-2computeinternal-debug ...

To use host binaries, run “chroot /host

Shutdown scheduled for Mon 2021-09-13 09:36:29 UTC, use 'shutdown -c' to cancel.



5 25 REWMKXMEKR
ERLUTAERXMT RALL pod 2%, M EHE AR AT e,

TR AR EF A EE KA IA] -

debug node/${node} -- chroot /host shutdown -h 10; done

pa -3
EXMAET, NEEHEZE OpenShift Container Platform Hrfi 5 BIFRAE pod B9

I $ for node in $(oc get nodes -0 jsonpath="{.items[*]. metadata.name}'); do oc

SHEEAMNTRREEHERR, VEESBCHNIFEMHE, NRRNEENLT
Ve MR E B X HBITHEZ control plane T 58, MEEEE control
plane TV mFric h I A, RESEHT TLUEHREE I/,

3. XA BRENERKII, MRS LDAP RS2, EHTRIERNES B EMEI X
=B

BF

MREECHNEFES ERE TR, BFAEXM. EEIMPRXKNTHIR, 0
RIEMPRIEEHEMHNAI T TR, OpenShift Container Platform B 88 J5E I 1k
EQ

2.3. Hh R
o FTHEEOER
o REEILIRIMEERE


https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.10/html-single/backup_and_restore/#graceful-restart-cluster
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.10/html-single/backup_and_restore/#dr-restoring-cluster-state

OpenShift Container Platform 4.10 &3tk €

BIEEBERER
AR T RS R E E R,
REEEHEEBNAATLES T, ETERENBMCRERTHEIARE, A -
o XA etcd HIBHAA
o DRSS AL T R
o BHIEEAY

MREBRTERE, ERBUTSRKE B URTHREHR T,

3.1 EREHE
o DXL XMERE,

3.2. B KR
B L EEBRETEXTRERE.

FeREH
o RETLUFEAEZR cluster-admin A& i A& EE,
o LR RIXERERFER,

Pt =
. BB, WAERTERESK LDAP ARSS 25

2. FAIFRERELE.
FERESENRIMERN A XSG, FIIIMHNER Web #H& E 51185,

F/HARNI10 28, ARBRERE control plane 17 RAPKE,
3. WIEFRA control plane 7 &R S #ELE .
I $ oc get nodes - node-role.kubernetes.io/master

INRREH Ready, WMLATFHIE AR, N control plane T REFL :

NAME STATUS ROLES AGE VERSION
ip-10-0-168-251.ec2.internal Ready master 75m v1.23.0
ip-10-0-170-223.ec2.internal Ready master 75m v1.23.0
ip-10-0-211-16.ec2.internal Ready master 75m v1.23.0

4. AR control plane T R ZAMLE, FEESAFHAEIERZEZIEK (CSR).

a. FREXHHEI CSR AU -

I $ oc get csr


https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.10/html-single/backup_and_restore/#dr-restoring-cluster-state
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.10/html-single/backup_and_restore/#graceful-shutdown-cluster

b. EF—1 CSRMIFHERUEIIHELRAM :
I $ oc describe csr <csr_name> ﬂ

Q <csr_names> 24/ CSR 55K H CSR BI& R,

c. HEBIMEMRHICSR :
I $ oc adm certificate approve <csr_name>
5. 7E control plane T RELZE G, FLUEFRE worker T REB B,
I $ oc get nodes -l node-role.kubernetes.io/worker
RSN Ready, fATFIR, NIHKER worker TR BFLEE ¢

NAME STATUS ROLES AGE VERSION
ip-10-0-179-95.ec2.internal Ready worker 64m v1.23.0
ip-10-0-182-134.ec2.internal Ready worker 64m v1.23.0
ip-10-0-250-100.ec2.internal Ready worker 64m v1.23.0

6. IR worker T AR, HRERTAFIENIERZERAIER(CSR),
a. KEXHAE] CSR AU -

I $ oc get csr
b. EF—1 CSRMIFHERUEIIHERAM :
I $ oc describe csr <csr_name> ﬂ

Q <csr_names> 24/ CSR &K H CSR BI& R,

c. #EFPEMHICSR:

I $ oc adm certificate approve <csr_name>

7. BRIERHESEIERE.

a. MEZLBEBRNHERE Operator,
I $ oc get clusteroperators

i€ %8 DEGRADED 54 True B9%Ef Operator,

NAME VERSION AVAILABLE PROGRESSING DEGRADED
SINCE

authentication 4.10.0 True False False  59m
cloud-credential 4.10.0 True False False  85m
cluster-autoscaler 410.0 True False False  73m
config-operator 4.10.0 True False False 73m
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console 4.10.0 True False False 62m
csi-snapshot-controller 410.0 True False False 66m
dns 4.10.0 True False False  76m

etcd 4.10.0 True False False  76m

b. KMEMA T REELT Ready K :
I $ oc get nodes
KRERE T AR ESZ2E H Ready,

NAME STATUS ROLES AGE VERSION
ip-10-0-168-251.ec2.internal Ready master 82m v1.23.0
ip-10-0-170-223.ec2.internal Ready master 82m v1.23.0
ip-10-0-179-95.ec2.internal Ready worker 70m v1.23.0
ip-10-0-182-134.ec2.internal Ready worker 70m v1.23.0
ip-10-0-211-16.ec2.internal Ready master 82m v1.23.0
ip-10-0-250-100.ec2.internal Ready worker 69m v1.23.0

MRKBHITREWTD), EAIRFEMEA eted #12KRIKERE

HihBR
o MREMEERITERE, HSHIRE S LATHIERRT,

10


https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.10/html-single/backup_and_restore/#dr-restoring-cluster-state

5 4% AR & RTINS
BA4ENARFEMMNRE

4.1. OADP & 173EiC

OpenShift API for Data Protection (OADP) B4 1T3E1CM4A T $HIThEEFNI8 51 ThEE. EFAMITIEE. 7~
B, BENIA AR R (R]

4.1.1. OADP 1.2.0 Z173FiC
OADP 1.2.0 1T XL BEEXFEE. HREEMEMNENER,

4.1.1.1. FiThae

iy T

#TH resourceTimeout LT3R EHFHF R Velero TURBEBHIEA] (WA ENEBAL) o XAETERF &
B, 10 Velero CRD AT 4. volumeSnapshot fHI&F1 & D68 ET A, BOIARZE ETIEWJ 10 235,
AWS S3 A F R EIEHLL

RA LATE AWS S3 AN M L& RANIRR,

41110, BoR Tl va she

data Mover

OADP Data Mover AILE#4F Container Storage Interface (CSI) BiRBED BN REFME, MBREAT
Data Mover, HHINEANMIER, SEEHEEEIRARTE RS, BTLUERMY RFEFHHER CSI SRk
Bk E /RSN BRF.

BF

OADP Data Mover,\E PMRORTIIINEE. AT T IhEER ZLLNE ™ MAR S5 TN
(SLA) ZFr, BYemaEH TR, AETHERE - IMNEhERE], XERARTIE
ThA _Jl«/lﬁﬁﬂ)*'hiﬂﬁﬂ%ﬁﬁ’]ﬂmb, HENSEF LM BRIRHRBE L.

BRIABRAT G FEEMESER, WSARATIT i F e,

411.2. BE TR
XNRAERR T LT -

e OADP-144
e OADP-639
o OADP-1741
e OADP-1152
e OADP-1143
o OADP-1931

e OADP-148

1


https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.12/html/backup_and_restore/application-backup-and-restore#installing-oadp-aws
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.11/html/backup_and_restore/application-backup-and-restore#oadp-s3-compatible-backup-storage-providers_about-installing-oadp
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.9/html/backup_and_restore/application-backup-and-restore#installing-and-configuring-oadp
https://access.redhat.com/support/offerings/techpreview/
https://issues.redhat.com/browse/OADP-144
https://issues.redhat.com/browse/OADP-639
https://issues.redhat.com/browse/OADP-1741
https://issues.redhat.com/browse/OADP-1152
https://issues.redhat.com/browse/OADP-1143
https://issues.redhat.com/browse/OADP-1931
https://issues.redhat.com/browse/OADP-148
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e OADP-1067
e OADP-1332
o OADP-1164
e OADP-1105
e OADP-2009
e OADP-1370
e OADP-969
e OADP-1672
e OADP-1151
e OADP-988
o OADP-1941
e OADP-1830
e OADP-1821
e OADP-1783
e OADP-1719
e OADP-1833
e OADP-1872
e OADP-2047
e OADP-1932
e OADP-1844
o OADP-1182
e OADP-1183
e OADP-1798
o OADP-1726
e OADP-821
e OADP-1/81
e OADP-697
e OADP-1281

e OADP-1077

12


https://issues.redhat.com/browse/OADP-1067
https://issues.redhat.com/browse/OADP-1332
https://issues.redhat.com/browse/OADP-1164
https://issues.redhat.com/browse/OADP-1105
https://issues.redhat.com/browse/OADP-2009
https://issues.redhat.com/browse/OADP-1370
https://issues.redhat.com/browse/OADP-969
https://issues.redhat.com/browse/OADP-1672
https://issues.redhat.com/browse/OADP-1151
https://issues.redhat.com/browse/OADP-988
https://issues.redhat.com/browse/OADP-1941
https://issues.redhat.com/browse/OADP-1830
https://issues.redhat.com/browse/OADP-1821
https://issues.redhat.com/browse/OADP-1783
https://issues.redhat.com/browse/OADP-1719
https://issues.redhat.com/browse/OADP-1833
https://issues.redhat.com/browse/OADP-1872
https://issues.redhat.com/browse/OADP-2047
https://issues.redhat.com/browse/OADP-1932
https://issues.redhat.com/browse/OADP-1844
https://issues.redhat.com/browse/OADP-1182
https://issues.redhat.com/browse/OADP-1183
https://issues.redhat.com/browse/OADP-1798
https://issues.redhat.com/browse/OADP-1726
https://issues.redhat.com/browse/OADP-821
https://issues.redhat.com/browse/OADP-1833
https://issues.redhat.com/browse/OADP-697
https://issues.redhat.com/browse/OADP-1281
https://issues.redhat.com/browse/OADP-1077

4.1.1.3.

WA ATIRA R B E R 2 AFE,

4.1.2. OADP 1.1.4 A 173FiC
OADP 1.1.4 Z4T3E 105 TEMFThEE. ARRBYIREFIEE 15 K& B 5089 0] 3,

OADP-1076
OADP-1670
OADP-1307
OADP-1640
OADP-1987

OADP-1934

7]

4.1.2.1. §rrhie

IXDHRA OADP B —MRF ZITIRAE, HIRARSRNINFHIEE,

41.2.2. BE THHER
XA BRARR T LU T2 R

4.1.2.3.
XN RAB LT 2[R

e OADP FMHERERKIN, ENERENARFIER LA

OADP-1557
OADP-1822
OADP-15T1

OADP-1642
OADP-1398
OADP-1267
OADP-1390
OADP-1650

OADP-1487

7]

B 45 NARFEHMKE

B UID/GID 35, Hit OADP

AE&PFIRE OpenShift Container Platform UID/GID SEE To#iiE, ERGixX AN n#, 1R
FONARFEEREN UUID, HHREMENSEE TR, —MIANERRAEZRT OADP 1E

PR E R AF R O] A 4 22 A

o FEMEFRAMRMEAT ArgoCD, NIKERRERKI, XEE ArgoCD R —PIRE

13


https://issues.redhat.com/browse/OADP-1076
https://issues.redhat.com/browse/OADP-1670
https://issues.redhat.com/browse/OADP-1307
https://issues.redhat.com/browse/OADP-1640
https://issues.redhat.com/browse/OADP-1987
https://issues.redhat.com/browse/OADP-1934
https://issues.redhat.com/browse/OADP-1557
https://issues.redhat.com/browse/OADP-1822
https://issues.redhat.com/browse/OADP-1511
https://issues.redhat.com/browse/OADP-1642
https://issues.redhat.com/browse/OADP-1398
https://issues.redhat.com/browse/OADP-1267
https://issues.redhat.com/browse/OADP-1390
https://issues.redhat.com/browse/OADP-1650
https://issues.redhat.com/browse/OADP-1487
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app.kubernetes.io/instance &, ZIn% AT ArgoCD BEEENKIR, BARERTE
5 OADP AR E I 2 EERTRMIITEA HZE, EimE#RX A, ¥ ArgoCD YAML £
.spec.resourceTrackingMethod % & 7 annotation+label =X annotation, 1R [AI (AT

£, HEFERERIZEM ArgoCD, HEMESRKERRXESAE.

4.1.3. OADP 1.1.2 X {73¥iC
OADP 112 Z1TF I B MBI, BEMEIRSIRA S5 Er R,

4131 T mEIL

VolSync

Z A M VolSync 0.5.1 #Z:El VolSync stable #lERHIRITRA, EAIHZ1TL TS 1E openshift-
adp % 22 [A] RN AR -

I $ oc annotate --overwrite namespace/openshift-adp volsync.backube/privileged-movers="true'
Velero
EXNKRITHRAS, Velero BM 1.9.2 A E1.9.5 hRA,

Restic

EARKZITHRAAR, Restic M 0.13.1 FHHE 0.14.0 kA,

41.3.2. BE THE R
AH&ZK%J&TM'F&F’%HBQ:

e OADP-1150
e OADP-290

e OADP-1056

4.1.3.3. BAA)
XARAA LT B AR
e OADP BRIFTXZ##H Velero (OADP-778) HH restic &2 M1k & AWS EFS %,

e CS|&BAgESENEA PVC B VolumeSnapshotContent 13 B2 BR i 1 5 L,
A LOIER—FAMSFRPVOMITFZIRIE, BLEHEEIHOERE

o XIF CephFS, &ALl A& PVC 8IE&% 100 NMRER, (OADP-804)
o XfF RADOS Hix# (RBD), EAILLNEA PVC &K% 512 MR, (OADP-975)

MBEELER, HBHBMRE,

4.1.4. OADP 1.1.1 £173FiC
OADP .11 Z1T3 310 88 MmEB A B A 7] Ak,
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https://github.com/vmware-tanzu/velero/releases/tag/v1.9.5
https://github.com/restic/restic/releases/tag/v0.14.0
https://issues.redhat.com/browse/OADP-1150
https://issues.redhat.com/browse/OADP-290
https://issues.redhat.com/browse/OADP-1056
https://issues.redhat.com/browse/OADP-778
https://issues.redhat.com/browse/OADP-804
https://issues.redhat.com/browse/OADP-975
https://access.redhat.com/documentation/zh-cn/red_hat_openshift_data_foundation/4.11/html/managing_and_allocating_storage_resources/volume-snapshots_rhodf
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4.1.4.0. 7" mEE L

EZ% OADP 1118, #iI%EE VolSync 0.5.1 HAKEIE,

4.1.4.2. BHAH
XM AR LUTF B H01)
e OADP BRIFTXZ##H Velero (OADP-778) H# restic &2 #1k & AWS EFS %,

o CS|&pBABESENEA PVC B VolumeSnapshotContent 13 B2 BRI 1 5 L,
A LOIER—FAMSFRPVO RIS IRIEE, BLEHEEIOERE

o #F RADOS Hif# (RBD), EAILNEA PVC BIE&% 512 MRER, (OADP-804) #l
(OADP-975)
MBELER, EBHERE,

4.2. OADP ThEEFIE M

OpenShift API FI FT#IBIR I (OADP)IhAE, AT &AMk E N AR,

EIAFRME Velero BB SR ERHNFEERN, FHEDFIRE OpenShift Container Platform %,

4.2.1. OADP &g
OpenShift API i F#HE&RT(OADP) X #LA T ThEE :

Backup
&eI LUER OADP %14 OpenShift Platform FEIRT B N TR, SEERILIRIERE, &2 [H =R
BT TR,
OADP &1 ¥ Kubernetes X RN ER AR IRIF X RIFME _EEFERXHRE S Kubernetes X RFA
EREEIR. OADP FHRETMHRIR APl @ B FHEEOCSHOUIBIRBEELDFALEPV). TR
TRIRBIEMHNE, OADP f#H Restic &0 ¥HRH PV #UE,

% o
: 1B M. A2 B9 7 19 F HEBR Operator, LUERTH &R MIIRE.

e

BRI LUME D FIRE TR PV, ERURESMPHMANR, HEREGRZEFR. PV HirZEdiE
RE IR R,

ol

% 100477 FRARFE 9 1R FR IR Operator, MUBRLTH #AFIIRE.
R

f&w Lo f E B R fR A RS &40
¥4F
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https://issues.redhat.com/browse/OADP-804
https://issues.redhat.com/browse/OADP-975
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& A LUEF hook £ pod EMIRZHIZITMS, 40 fsfreeze LUFRLE SR, EATLLSF hook BRiE N
EEHNHREZBIHZ FI21T. RE hook ATLUE init BEssiN ARRFASR D217,
4.2.2. OADP #&Ef%

AT HEIERT(OADP)EY OpenShift API 1Rt T S EHE N ISR B BIRIA Velero i, UFF&MHMIKE
1B1F, BRI LUIRYE Velero M OIR B E LM,

OADP £ OpenShift Container Platform BHR& 2. OpenShift Virtualization BR &3 #] Container
Storage Interface(CSI)RERIZ 4 T #H 4.

¥ 4.1. OADP &

OADP & Thie HFEAIE
aws FARFRE Kubernetes X %, AWS S3
EARRE M NIRES. AWS EBS
azure FARFRE Kubernetes X K, Microsoft Azure Blob #Zfi#
ERRREOHNRES, Microsoft Azure & ER AR AL
gcp FPFME Kubernetes X K, Google Cloud Storage
FERARBEHHIKES, Google Compute Engine ik
openshift FIPFNME OpenShift Container X RIFHE

Platform %iE, [

kubevirt FPFIMRE OpenShift S RIFE

Virtualization ¥¥&, [4]

csi M CS| B & pRE s, 3 X FF CSI RIB TR #

2. EPMEEEER CSIIRB Restic &12,

3. csiifHHEFA Velero CSlbeta [RE8 API,

4.2.3. %F OADP Velero ¥
I Velero N, AT LIERE FFhL BB -
o ENATHRIFEN
o BT IEM
FiFh K B IRA D R AT ER), (BAZHAFBAEVEBE— NSRS EELE.
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https://velero.io/docs/v1.7/custom-plugins/
https://velero.io/docs/main/csi/
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4.2.3.1. B\ Velero =4t N giaH
LR E 2P EE oadp_vialphal_dpa.yaml TR, BRI LIZREZELLTEIA Velero TN EiEM4 -
® aws (Amazon Web Services)

e gcp (Google Cloud Platform)

azure (Microsoft Azure)

openshift (OpenShift Velero plugin)

csi (Container Storage Interface)
e kubevirt (KubeVirt)
EEE IS, EELITE oadp_vialphal_dpa.yaml X435 ErF BB IAIE 4,

B
LIF .yaml XA %R % openshift. aws. azure 1 gcp ¥ :

apiVersion: oadp.openshift.io/vialphai
kind: DataProtectionApplication
metadata:
name: dpa-sample
spec:
configuration:
velero:
defaultPlugins:
- openshift
- aws
- azure

-gcep

4.2.3.2. AE X Velero &

IR IEERE A A B & oadp_v1alphal_dpa.yaml X, @it i5EfRG BREFBHERRERE U Velero
.

EEE IS, K LITE oadp_vialphal_dpa.yaml X418 ErFEH B E UEH.

P

LAF .yaml X% E1AB openshift, azure 1 gcp #H, UR—1BEE LEH, HEFH custom-
plugin-example #1#%{%& quay.io/example-repo/custom-velero-plugin :

apiVersion: oadp.openshift.io/vialphai
kind: DataProtectionApplication
metadata:
name: dpa-sample
spec:
configuration:
velero:
defaultPlugins:
- openshift

17
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- azure

-gcp

customPlugins:

- name: custom-plugin-example

image: quay.io/example-repo/custom-velero-plugin

4.3. ZEFEZE OADP

4.3.1. xFZ% OADP

ENEREER, EALLRIT %% OADP Operator N HIRRT(OADP)ZR % OpenShift API, OADP
Operator R%&%% Velero 1.7,

M OADP 1.0.4 FF#&, FiE OADP 1.0.z iR A#BRR BEF{E MTC Operator BT, BAE
FAF 3L Operator,

FE %P Kubernetes BHRFMAE R, BIEN REFHRFESMMAIE, WATEMREZ—:

Amazon Web Services
Microsoft Azure
Google Cloud Platform
ESVSENTPS

AWS S3 AN REME, 90 Noobaa = Minio

BF

CloudStorage API (E BN REFMHLUIBE—INFIER) RE—TEARTINIIE, BRI
TINEEARRILNE ™ MERSFSFH NI (SLA) ¥, BWREAREHFATE, IETHERLE
PIMERERE], XERRTIIIRE R ER P IREXAHNThE, FENIEFLM
BRiRMRIBE N,

BRIABRATGEEEXFEEMESER, WSROI F e,

Al LA R IR BR K Restic &2 FFAMESB(PV),

EFERARBED PV, EBUHA—DIRFERERRE API 3 Container Storage Interface(CSI)RIBE = AL
i, MU THNEz—

Amazon Web Services
Microsoft Azure
Google Cloud Platform

JA A CSI R =AES, 40 OpenShift Data Foundation

INREHTHNERZIFIRE, HEBENEFER NFS, Bl U REERER Restic &1 RED R

2.
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https://velero.io/docs/v1.7/
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.10/html-single/backup_and_restore/#installing-oadp-aws
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.10/html-single/backup_and_restore/#installing-oadp-azure
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.10/html-single/backup_and_restore/#installing-oadp-gcp
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.10/html-single/backup_and_restore/#installing-oadp-mcg
https://access.redhat.com/support/offerings/techpreview/
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.10/html-single/backup_and_restore/#installing-oadp-aws
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.10/html-single/backup_and_restore/#installing-oadp-azure
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.10/html-single/backup_and_restore/#installing-oadp-gcp
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.10/html-single/backup_and_restore/#installing-oadp-ocs
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.10/html-single/backup_and_restore/#oadp-backing-up-applications-restic_backing-up-applications

%45 NARFEHNRE
ZRI LA — 1 BAA Secret, ARREHIERT N ARR.

4.3.1.1. AWS S3 A S EEH NS

OADP S E M REFMMHNERE, ATFARNEMNMIREERE —ENKREEHNERTEIRE, —&
FAEZFHERUIERETE, HA—LE2MBIRE,

4.3.1.1.1. IR FELLN RS
BiF AWS fafF, LAUT AWS S3 REX RIFHEHEN M OADP T2 FHE N &3 7 -
e MinlO
e 7 NooBaa % =X &M% (MCG)
e Amazon Web Services (AWS) S3
XRUTRBNKREFMEENE, FHBCH Velero X RIEFHEEMG -
e Google Cloud Platform (GCP)

® Microsoft Azure

4.3.1.1.2. R NS EELN R

BT AWS HEE, BUF AWS S3 AN REIHBRFITLLS Velero —RIES T h &R EHE, BB
R, BibRAET IR -

e |BM Cloud

® Oracle Cloud

® DigitalOcean

® NooBaa

® Tencent Cloud

® Ceph RADOS Vv12.2.7
® Quobyte

® Cloudian HyperStore

4.3.1.1.3. F A RTINS EEMN S
WBiF AWS 34, LUF AWS S3 BN REMENETLLE Velero HBEER, BE—LBXMAIRE

o Swift - ERILME N &M FHNEMEELE, BN FETFXHRINEEMHMIRE, B5 Restic
TRE.

4.3.1.2. f£ OpenShift Data Foundation £ 9 ¥tk S & NooBaa

19
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INRIEIE OpenShift Data Foundation _£°5 NooBaa bucket backupStorageLocation {# 5 E¥726#, &
¥ NooBaa BLi& H A BB RIFHE.

DIk

==
[=]

& NooBaa EEE WA BB REFME A RER S B E M T A A,

it =

® % NooBaa ERE NN REFHE, MIVEASSE ZRINFHE TR RAmR.
HiBig

o \Velero X B D ALEFNIRIBALE R,
/) BB EELLT assemblies # :

4.3.1.3. xF OADP B¥/ii@

2 %& OADP Operator I, eI FFHAE, X NHERE BB IEIH OADP Operator #1 Velero
HIWRLE F+ 2, & a] LARERS Sl #5038,
AITAMEFRENT -

e stable /EIEFH A, stable /iEEE oadp.v1.1.z #1H oadp.v1.0.z WEERAR OADP
ClusterServiceVersion B9#h T (z-stream FE#T).

e stable-1.0 /il @& oadp.v1.0.z, EE&#THI OADP 1.0 ClusterServiceVersion,

e stable-11/iiEE & oadp.vl.1.z, EE&HTH OADP 1.1 ClusterServiceVersion,
Jh)\\

e stable-1.2 /i@ 2§ oadp.v1.2.z, &#HJ OADP 1.2 ClusterServiceVersion,
RN EHTLEE S 1 ?

o stable EIEFMH. MRMEEE stable #iii&, MALEIM oadp.v1.1.zFKENEH,
Wi
WA 1y.z BIFR A z-streams

® JLf¥ stable-ly BHSERRE OADP 1y, FHARLLNEESZH T, MRMEEFELIGE,
A BECDEHIGE ?

R
o MMRIMLZET OADPly, #FH

148

7 N/CN

EIHBAS y-stream BIFNT, TIRAZIM stable BEHTHHE BIHLE]
stable-1y B HE, ARG, TRKEIRA 1.yz BIFRE z-stream ¥+ T,

Gl
o HIRMEET OADP 1.0, FEFHE OADP 1.1, SAEREEW OADP 11BN T, MM
T,

stable-1.0 B HEYIME stable-1.1 BHUE, ARE, BFKEIRAE 1.1.2 WFFA z-stream b

o MRMMEET OADP 1y, HyXF 0, HEFHLELIHEI OADP 1.0, Mzl #Z; OADP
%bTO

Operator, AS{EM stable-1.0 BB EHR LR, AfE, TFKEN.0.z lREBIFTE z-stream


https://access.redhat.com/documentation/zh-cn/red_hat_openshift_data_foundation/4.11/html/managing_hybrid_and_multicloud_resources/adding-storage-resources-for-hybrid-or-multicloud_rhodf#doc-wrapper
https://velero.io/docs/v1.7/locations/
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k

N
pa
:

¢l

BTk Ul EFHTHVLEM OADP 1y t1# 2] OADP 1.0, & TENE Operator, AEEH
BEE,
43.1.4. EZ N R ZEFPRE OADP

BRI AR OADP ZEREIE — SRS N R EAF, UEZANTEMEETUEERCH OADP 5L
f5il, XIS ET Restic #1 CSI %k,

BRHUREAXEP I ENF DI TERBEEREESN OADP L4, FELUTHANEK :

o FE—KEHTBFA OADP HEHLIERIRA, #0114, FXFFHER—KEFF %X OADP HWAFE
R AR

e F OADP BRE# /T EHE —HM—rEIULFIME —# BackupStorageLocation BZi&,
o FHINBERT, 81 OADP BREETRIAYE & 22 [H hEA EEE LM PR, OpenShift

Container Platform B i FEZF AR ERZR MM RBAC K&, HXT el HTEMER, UHE
B OADP L&A IEEHBEIAER,

Hi 5w
o KRR hRA

4.3.2. 73 Amazon Web Services #H1THIRFRT L& MEE OpenShift API

IRET LB %2 OADP Operator, & Amazon Web Services (AWS) &% OpenShift API for Data
Protection (OADP), Operator &% % Velero 1.7,

M OADP 1.0.4 FFt#&, FiE OADP 1.0.z IR A#BRR BEF{E MTC Operator BT, BAE
FAF 3L Operator,

RATLLN Velero EEiE AWS, AIEE—ERi Secret, ABEREHIRFRTT N AR,

BEZRMLEIMEH %I OADP Operator, &/ E e 2 A EIARI OperatorHub JRF & Operator B
Ko HIRIEBMEZRMZEH{EF Operator Lifecycle Manager,

4.3.2.1. 2% OADP Operator

& BT LUEF Operator Lifecycle Manager(OLM)TE OpenShift Container Platform 4.10 £%& % Data
Protection(OADP)Operator #J OpenShift API,

OADP Operator &% Velero 1.7,

FeREH
o WHLLER cluster-admin F R D&,

it =

1. £ OpenShift Container Platform Web #£#|& 7, ifi Operators » OperatorHub,

21


https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.10/html-single/operators/#olm-csv_olm-understanding-olm
https://velero.io/docs/v1.7/
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.10/html-single/operators/#olm-restricted-networks
https://velero.io/docs/v1.7/
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2. {8/ Filter by keyword F &% OADP Operator,
3. #%$¥ OADP Operator # = Install,
4. = Install 7£ openshift-adp i B F1% % Operator,

5. = Operators - Installed Operators % F &%,

4.3.2.2. Bdi& Amazon Web Services

%A LN OpenShift API B2 Amazon Web Services(AWS) LA 1T 8RR (OADP),

FRFM

o BE&RE AWSCLL
iz
1. Xi& BUCKET Z & :
I $ BUCKET=<your_bucket>
2. %i& REGION % & :
I $ REGION=<your_region>
3. BIE AWS S3 77 1i#H :

$ aws s3api create-bucket \
--bucket $BUCKET \
--region $REGION \
--create-bucket-configuration LocationConstraint=$REGION ﬂ

us-east-1 7~ #F LocationConstraint, MNREMX 152 us-east-1, B --create-
bucket-configuration LocationConstraint=$REGION,

4. BIE—NIAM A
I $ aws iam create-user --user-name velero ﬂ

ﬂ INREMER Velero F1R BB S S3 FERMWER, HHEBIMERIE—ITH—RAF &,

5. fil# velero-policy.json XX {4 :

$ cat > velero-policy.json <<EOF

{
"Version": "2012-10-17",

"Statement”: |

{
"Effect": "Allow",

"Action™: |
"ec2:DescribeVolumes",

22


https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-welcome.html

"ec2:DescribeSnapshots”,
"ec2:CreateTags",
"ec2:CreateVolume",
"ec2:CreateSnapshot",
"ec2:DeleteSnapshot”

1,

"Resource": "*"

"Effect": "Allow",

"Action": [
"s3:GetObject",
"s3:DeleteObject",
"s3:PutObject",
"s3:AbortMultipartUpload”,
"s3:ListMultipartUploadParts"

§

"Resource": [
"arn:aws:s3:::${BUCKET}/*"

]

"Effect": "Allow",
"Action™: [
"s3:ListBucket",
"s3:GetBucketLocation",
"s3:ListBucketMultipartUploads"
1,
"Resource": [
"arn:aws:s3::${BUCKET}"
]
}
]
}
EOF

6. FIINZREE, v velero A IRFLFTRBIRAEAR

$ aws iam put-user-policy \
--user-name velero \
--policy-name velero \
--policy-document file://velero-policy.json

7. N velero FA F &1 17 B5H -

I $ aws iam create-access-key --user-name velero
I

{

"AccessKey": {
"UserName": "velero",
"Status": "Active",
"CreateDate": "2017-07-31T722:24:41.576Z",
"SecretAccessKey": <AWS_SECRET_ACCESS_KEY>,

B 45 NARFEHMKE
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"AccessKeyld": </AWS_ACCESS_KEY_ID>

}
}

8. fl|# credentials-velero 314 :

$ cat << EOF > ./credentials-velero

[default]

aws_access_key_id=<AWS_ACCESS_KEY_ID>
aws_secret_access_key=<AWS_SECRET_ACCESS_KEY>
EOF

ELEHIRE N BIEER, RELU#EA credentials-velero XX {5 AWS ]# Secret %1%,

4.3.23. XF &Mk S A& K H secret
& 7] LATE DataProtectionApplication B Y 5R(CR)F1EE & A FIIRER AL E R H secret,

w/IHIE
IR LG S3 AN REM (80 Multicloud Object Gateway. Noobaa 8k Minio ) $8§E W& LE.

Velero & OpenShift Container Platform %R, Kubernetes X RFMERGR AR AT R1FHE LHITERE ST
{¢°

MREATHNAENRERR AP FHFAMS, BRI EEENIRRAE,

INREA Container Storage Interface(CSIRER, NAFEIBERRBLAE, RANEZUE—D
VolumeSnapshotClass CR 3t CSI IK5hi2 R,

INRFEA Restic, NMAEEIRERIBAIE, EN Restic &N RIEMPBITHE R,

Secrets

MREMDIRBLABFEAERNEILL, HEBEBFAREZRBAE, HUE—1EKIA Secret,
MRADFIRE LB FERATRAMEIE, EAILIBIEFA secret MR :
e X1 DataProtectionApplication CR g EMEAAIEME E X Secret.

o [RER(IEBEAIENIA Secret, £ DataProtectionApplication CR #:% &3],

BE
BIRRT N ARFHFE—TRIAR Secret, B, REFERN,

NREAEELREIRAIEESHIRRAE, ELUFEHRZ credentials-velero X541
#EA Secret,

4.3.2.3.1. fllEEEKIA Secret
MBI EDHRBABFERBERNEILE, HERAETERBAE, NOE—1EIL Secret,

Secret BIEk1\ &5 cloud-credentials.

24
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DataProtectionApplication B & Y %R(CR)EZE— BRI\ Secret, Fl, REFK
W, wNREZEBEIEESDAE Secret WATR, NISFERHEINGTR.

MREAEERETEPFEASDALAEEIE, FALUERZ credentials-velero {40 #
T8 BRI\ & FREY Secret,

FeREH
o MMV REMNEEME GBA) LiFEHRAHEBMEIE,
o RAH Velero BREB N R 170,

o BNLLE YR NN REFEMHEAIE— credentials-velero XX 14,

o fFERABINZTROIE Secret :

I $ oc create secret generic cloud-credentials -n openshift-adp --from-file cloud=credentials-
velero

1EZ % Data Protection Application K, secret 27 DataProtectionApplication CR 4
spec.backupLocations.credential H:# 5|,

4.3.2.3.2. W FAZIFIEREESE
INRE D IIRBAEFERARRMEIL, EALE credentials-velero X403 MMETE %,

R, BRI LLOIEE— Secret Xf & F+7E DataProtectionApplication B E X #R(CR)FIEEERBE.
gL
. EAEMMRBAENMRIIEESRCUE— credentials-velero X, W TFHIFT :
[backupStorage]
aws_access_key_id=<AWS_ACCESS_KEY_ID>
aws_secret_access_key=<AWS_SECRET_ACCESS_KEY>
[volumeSnapshot]

aws_access_key_id=<AWS_ACCESS_KEY_ID>
aws_secret_access_key=<AWS_SECRET_ACCESS_KEY>

2. {#M credentials-velero 2 #41l|% Secret XI5 :

$ oc create secret generic cloud-credentials -n openshift-adp --from-file cloud=credentials-
velero

3. 1f DataProtectionApplication CR AR INECES, 0 FAIFTR :

apiVersion: oadp.openshift.io/vialphai
kind: DataProtectionApplication
metadata:
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name: <dpa_sample>
namespace: openshift-adp
spec:

backupLocations:
- name: default
velero:

provider: aws

default: true

objectStorage:
bucket: <bucket_name>
prefix: <prefix>

config:
region: us-east-1
profile: "backupStorage"

credential:
key: cloud
name: cloud-credentials

snapshotLocations:
- name: default
velero:

provider: aws

config:
region: us-west-2
profile: "volumeSnapshot"

4324 BEFREET N AERF
IRET L@ E Velero ¥R TS BB %4 CA P RE BB RN AR,

4.3.2.4.1. % & Velero CPU MINEFS S

& 7] L@t 4w’ DataProtectionApplication B 7 X HR(CR)E .3 4 Velero pod i% & CPU fINEFS
fic.

o RNIZET OpenShift API for Data Protection(OADP)Operator,

it

o % DataProtectionApplication CR & H.#
spec.configuration.velero.podConfig.ResourceAllocations H:FHRI{E, M TFHIFFT :

apiVersion: oadp.openshift.io/vialphai
kind: DataProtectionApplication
metadata:

name: <dpa_sample>
spec:

configuration:
velero:
podConfig:
nodeSelector: <node selector> ﬂ
resourceAllocations:
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limits:
cpu: "1"
memory: 512Mi
requests:
cpu: 500m
memory: 256Mi

WE‘EE%EE{%?% Velero podSpec BT s 4% 2%,

4.3.2.4.2. FAB%E%& CAUEH

R i@ 4w DataProtectionApplication B E X HR(CR)EH R AN REFHERABE®R CAES, KL
B LE SR A A& WA 25 RS

FoRFH

o BEET OpenShift API for Data Protection(OADP)Operator,

it =

e %k DataProtectionApplication CR & H.HY
spec.backupLocations.velero.objectStorage.caCert %440
spec.backupLocations.velero.config £X :

apiVersion: oadp.openshift.io/vialphai
kind: DataProtectionApplication
metadata:

name: <dpa_sample>
spec:

backupLocations:
- name: default
velero:
provider: aws
default: true
objectStorage:
bucket: <bucket>
prefix: <prefix>
caCert: <base64_encoded_cert_string> ﬂ
config:
insecureSkipTLSVerify: "false"

Q 16 Base46 JifidH CA IFHFHE,

insecureSkipTLSVerify BC& r] LUIZEH "true” =X "false ", #IRXES "true”, NIEHA
SSL/TLS Z£&tE, MRKLE N "false”, NIFH SSL/TLS 22,

4.3.2.5. ZEHEET N HAERF
& L@ A2 DataProtectionApplication AP| BYSEf5l S &2 2 SRR N FAF2FE (DPA),
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SoREH
o BJi%%E OADP Operator,
o MLIBNRIFMECE N FDUE,
[}

it

28

INRFEARBRED PV, =HNENIIZRFRERE API 5 Container Storage Interface(CSI)

MR EHFRBAEFEABRNEIE, SO0 521\ &F5 cloud-credentials B Secret.

MREHMIRBAEFERRRAEIE, N /0iEREIALFR cloud-credentials I/ —1
Secret, EHEE&HMRBLAEZIEHIRIIEESE,

MNREABAELREIRRPIEESHBIRRMAE, EHLUFERZ credentials-velero
X G2 Secret, HNREAEEIN Secret, ZEIEIFKRIN,

= Operators — Installed Operators 377£4% OADP Operator,

. 7£ Provided APIs T, s DataProtectionApplication ¥/ Create 3,

= YAML View 3 ¥ #7 DataProtectionApplication ;5 SIS 5 :

apiVersion: oadp.openshift.io/vialphai
kind: DataProtectionApplication
metadata:
name: <dpa_sample>
namespace: openshift-adp
spec:
configuration:
velero:
defaultPlugins:
- openshift ﬂ
- aws
resourceTimeout: 10m g
restic:
enable: true 6
podConfig:
nodeSelector: <node_selector> ﬂ
backupLocations:
- name: default
velero:
provider: aws
default: true
objectStorage:
bucket: <bucket _name> 6
prefix: <prefix> G
config:
region: <region>
profile: "default”
credential:
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key: cloud
name: cloud-credentials ﬂ
snapshotLocations: 6
- name: default
velero:

provider: aws

config:
region: <region> g
profile: "default”

openshift & 2 FEH,

IBEEBIN X ERIFRFZ A Velero HIRMIHH, 40 Velero CRD ATA. volumeSnapshot fifl
PRENE D EMEERT A, BROAEH 10m,

IR B Restic &k, B false, Restic BE—NTFH2E, XEKEZE worker
T m#&BiZ1TA Restic pod. &R L@ 7E Backup CR AN
spec.defaultVolumesToRestic: true 3kEZ & Restic LLE {7,

§7E Restic TEMFLET s ERTFH, FRINVERT, Restic fEFTA T M L£i51T.

EEFERFEHEMNEMUE. MREHERTZ Velero #0M% BEMEIE, BRIHEE—

NI
MRFEEATSNEM, HH Velero #31EE—18IZ, 10 velero,

EEEROIZEH Secret X RIAM, WMREREIREXME, NIFEBEIME cloud-
credentials, MNREIBE T BE XL, NFEABE XL HAITHHRAAE.

EERRBAE, PRIEMHER CSIIRIRK Restic &12 PV,

REBALE RIS PV L FRE— X,

90 90 96 O o009

4. = Create,
5. BT EE OADP HiRFEL &L :

I $ oc get all -n openshift-adp

Bl
NAME READY STATUS RESTARTS AGE
pod/oadp-operator-controller-manager-67d9494d47-618z8 2/2 Running 0 2m8s
pod/restic-9cg4q 1/1 Running 0 94s
pod/restic-m4lts 1/1 Running 0 94s
pod/restic-pvakr 1/1 Running 0 95s
pod/velero-588db7{655-n842v 1/1 Running 0 95s
NAME TYPE CLUSTER-IP EXTERNAL-IP

PORT(S) AGE
service/oadp-operator-controller-manager-metrics-service ClusterlP 172.30.70.140
<none> 8443/TCP 2m8s

NAME DESIRED CURRENT READY UP-TO-DATE AVAILABLE NODE
SELECTOR AGE
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daemonset.apps/restic 3 3 3 3 3 <none> 96s

NAME READY UP-TO-DATE AVAILABLE AGE
deployment.apps/oadp-operator-controller-manager  1/1 1 1 2m9s
deployment.apps/velero 11 1 1 96s

NAME DESIRED CURRENT READY AGE
replicaset.apps/oadp-operator-controller-manager-67d9494d47 1 1 1 2m9s
replicaset.apps/velero-588db7{655 1 1 1 96s

4.3.2.5.1. £ DataProtectionApplication CR /2 CSI

& 7] LATE DataProtectionApplication B Y %TiE(CR)A /5 A Container Storage Interface(CSI) R &%
BFAMS, LUMER CSIRBEMDIFAMS,

FRFH
o SN EIMAIZR CSIHRER,

it =

e %k DataProtectionApplication CR, 1 FHIFR :

apiVersion: oadp.openshift.io/vialphai
kind: DataProtectionApplication

spec:
configuration:
velero:

defaultPlugins:
- openshift

-csiﬂ

© 7 csiBtiEL.

4.3.3. ) Microsoft Azure I RFRITZEFEE OpenShift API

IRET LB %2 OADP Operator, {#F Microsoft Azure %%k OpenShift API for Data Protection
(OADP), Operator &% % Velero 1.7,

M OADP 1.0.4 FF#&, FiE OADP 1.0.z iR A#BRRBEF{E MTC Operator BI&HiT, BAE
FAF 3L Operator,

&R LN Velero BCEE Azure, BIE—EKIA Secret, ARREKERT N ARERF.

BEZRMLEIMEH %S OADP Operator, &/ E 5t 2 FAEIARI OperatorHub JRF & Operator B
Ko HIRIEBHEZRMZEH{EF Operator Lifecycle Manager,

4.3.3.1. 2% OADP Operator

30
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& BT LUEF Operator Lifecycle Manager(OLM)TE OpenShift Container Platform 4.10 %% Data
Protection(OADP)Operator #J OpenShift API,

OADP Operator &% Velero 1.7,

FeREH
o MNFLLEH cluster-admin F R B9 &5,

it =

1. £ OpenShift Container Platform Web #£#|& 7, ifi Operators - OperatorHub,
2. {8/ Filter by keyword F & &% OADP Operator,

3. #%$¥ OADP Operator # = Install,

4. = Install 7£ openshift-adp i B F1% % Operator,

5. = Operators - Installed Operators % F & %%,

4.3.3.2. Bdi& Microsoft Azure

17T LN OpenShift API BZ& Microsoft Azure BUH4TERIR I (OADP),

FoRFM

o &I Azure CLI,

it =

1. &RE Azure:
I $ az login
2. #%i& AZURE_RESOURCE_GROUP Z'£ :
I $ AZURE_RESOURCE_GROUP=Velero_Backups
3. AIE Azure HIRA :
I $ az group create -n $AZURE_RESOURCE_GROUP --location CentralUS ﬂ
ﬂ BEME.
4. % & AZURE_STORAGE_ACCOUNT ID £ :
I $ AZURE_STORAGE_ACCOUNT _ID="velero$(uuidgen | cut -d ' -5 | tr [A-Z]' '[a-z]))"

5. BI|# Azure FFHREMK -

$ az storage account create \
--name $AZURE_STORAGE_ACCOUNT_ID\
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--resource-group $AZURE_RESOURCE_GROUP \
--sku Standard_GRS\\

--encryption-services blob \

--https-only true \

--kind BlobStorage \

--access-tier Hot

6. 148 BLOB_CONTAINER % & :

I $ BLOB_CONTAINER=velero

7. BIE Azure Blob ZHEA DS :

$ az storage container create \
-n $BLOB_CONTAINER \
--public-access off \
--account-name $AZURE_STORAGE_ACCOUNT _ID

8. IRERFFHEM ™ Iy [ B -

$ AZURE_STORAGE_ACCOUNT_ACCESS_KEY="az storage account keys list \
--account-name $AZURE_STORAGE_ACCOUNT ID\
--query "[?keyName == 'key1'].value" -o tsv’

9. LIREAREMBEIRNAE LA

AZURE_ROLE=Velero
az role definition create --role-definition '{
"Name": "$AZURE_ROLE",
"Description": "Velero related permissions to perform backups, restores and deletions”,
"Actions": [
"Microsoft. Compute/disks/read",
"Microsoft. Compute/disks/write",
"Microsoft. Compute/disks/endGetAccess/action”,
"Microsoft. Compute/disks/beginGetAccess/action”,
"Microsoft. Compute/snapshots/read",
"Microsoft. Compute/snapshots/write",
"Microsoft. Compute/snapshots/delete”,
"Microsoft.Storage/storageAccounts/listkeys/action”,
"Microsoft.Storage/storageAccounts/regeneratekey/action”

1,
"AssignableScopes": ["/subscriptions//'$AZURE_SUBSCRIPTION_ID™"]

}l
10. 1% credentials-velero 314 :

$ cat << EOF > ./credentials-velero
AZURE_SUBSCRIPTION_ID=${AZURE_SUBSCRIPTION_ID}
AZURE_TENANT_ID=${AZURE_TENANT_ID}

AZURE_CLIENT_ID=${AZURE_CLIENT_ID}
AZURE_CLIENT_SECRET=${AZURE_CLIENT_SECRET}
AZURE_RESOURCE_GROUP=${AZURE_RESOURCE_GROUP}
AZURE_STORAGE_ACCOUNT_ACCESS_KEY=${AZURE_STORAGE_ACCOUNT_ACCES
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S_KEY} @
AZURE_CLOUD_NAME=AzurePublicCloud
EOF

ﬂ WHE, 1NR credentials-velero X4 R B SRS EEREIE, NFTEFHDAEHR,

L% Data Protection N F#I, EHALUE credentials-velero 3244 Azure ]2 Secret Xt
e

4333. XFHFMkEAEKRH secret

& 7] LATE DataProtectionApplication B Y 5R(CR)F1EE & D FIIRER AL E R H secret,

w/HIE
IR LIS S3 AN REME (80 Multicloud Object Gateway. Noobaa 8k Minio ) ¥§E W& LE.

Velero & OpenShift Container Platform %R, Kubernetes X RFNERGR &SR AT R1FHE LHITERE ST
{¢°

MREATHNAENRERR AP FHFAMS, BRI EEENIRRAE,

INREA Container Storage Interface(CSHIRER, NMAFEIBERRBLAE, RAEZUE—D
VolumeSnapshotClass CR 3t CSI IK5hi2 R,

INRFEF Restic, NMAEEIREMRIBAIE, EN Restic FIPN REFMAPIERS,

Secrets

MREMIRBLAEBFEAERNEILL, HEBFARFEZRBAE, HUE—1EKIA Secret,
MRADFIRE LB FERAFRAMEIE, EAILIBIEFA secret MR :
e X1 DataProtectionApplication CR g EMEAGIEME E X Secret.

o [RER(IEBEAIENIA Secret, £ DataProtectionApplication CR #:% &3],

BE
BIRRT N ARFHFE—TRIAR Secret, B, REFE,

NBREAEELREIRRAIEESMBIRRAE, ELUFEHRZ credentials-velero 3241
#EA Secret,

4.3.3.3.1. BRI\ Secret
MR EDHRBABFERBERNEILE, HEFAETERBAE, NOE—EIL Secret,

Secret FI2k1\ & #17 cloud-credentials-azure,

33



OpenShift Container Platform 4.10 &3tk €

W, IREBIEEFDAUE Secret A, NEERARRILAGF,

A BRINBFRE Secret,

FoRFM
o BHINREHMEEW (EAR) wilERERNEIL

o il Velero BB X S 174E,
o BNLLE YR NN REFEMHEAIE— credentials-velero XX 14,

o fFERABINZTROIE Secret :

$ oc create secret generic cloud-credentials-azure -n openshift-adp --from-file
cloud=credentials-velero

1EZ % Data Protection Application K, secret 27 DataProtectionApplication CR 4
spec.backupLocations.credential H:# 5|,

4.3.3.3.2. HFRREZEIEDE secret
MBENFDMIREMBFERRRNEL, EXHTEEMA Secret XK :

o EHEENAMMENAIE Secret, BE X AT DataProtectionApplication B E X 5t
B spec.backupLocations H: 15 7E,

o HHEILLTF cloud-credentials-azure IR BB & Secret, Lt Secret 7t
DataProtectionApplication CR H3§ %,

pri% =
1. WIENENENRRAECE— credentials-velero XX 14,

2. FRBRIARHARIRAE 2 Secret :

$ oc create secret generic cloud-credentials-azure -n openshift-adp --from-file
cloud=credentials-velero

3. NIEHSTREMAUIE— N T EPAIER credentials-velero XX,
4. FHBEE LA NEDAIELE Secret :

I $ oc create secret generic <custom_secret> -n openshift-adp --from-file cloud=credentials-
velero

5. [ E B E X &AM Secret 7 101%I DataProtectionApplication CR /1, #1TFfIFF=

34
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apiVersion: oadp.openshift.io/vialphai
kind: DataProtectionApplication
metadata:

name: <dpa_sample>

namespace: openshift-adp
spec:

backupLocations:
- velero:

config:
resourceGroup: <azure_resource_group>
storageAccount: <azure_storage_account_id>
subscriptionld: <azure_subscription_id>
storageAccountKeyEnvVar: AZURE_STORAGE_ACCOUNT_ACCESS_KEY

credential:
key: cloud
name: <custom_secret> ﬂ

provider: azure

default: true

objectStorage:
bucket: <bucket_name>
prefix: <prefix>

snapshotLocations:
- velero:

config:
resourceGroup: <azure_resource_group>
subscriptionld: <azure_subscription_id>
incremental: "true”

name: default

provider: azure

ﬂ BEBE LA EPAIE Secret,

4.3.3.4. BB EBUER TN AER
IRET L@ E Velero ¥HRA RS BB %4 CA PR BB RN B,

4.3.3.4.1. % & Velero CPU HIRESEC

& 7] L@ 4w DataProtectionApplication B 7€ X HR(CR)E .3k 4 Velero pod i%& CPU fINFS
[

FRFH

o REE T OpenShift API for Data Protection(OADP)Operator,

it =

e %k DataProtectionApplication CR & H.HY
spec.configuration.velero.podConfig.ResourceAllocations H:FHR{E, M TFHIFFT :

apiVersion: oadp.openshift.io/vialphai
kind: DataProtectionApplication
metadata:
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name: <dpa_sample>
spec:

configuration:
velero:
podConfig:
nodeSelector: <node selector> ﬂ
resourceAllocations:
limits:
cpu: "1"
memory: 512Mi
requests:
cpu: 500m
memory: 256Mi

ﬂ 5 E BIR M2 Velero podSpec BT ik #E2R,

43.3.4.2. 5RAB%%A CAILD

R @ 4w DataProtectionApplication B E X HIR(CR)EHR AN REFHERABE®R CAESR, KL
B LE SR A A& WA 25 2 BE

FRFH

o REET OpenShift API for Data Protection(OADP)Operator,

it =

e %k DataProtectionApplication CR & H.HY
spec.backupLocations.velero.objectStorage.caCert %440
spec.backupLocations.velero.config £X :

apiVersion: oadp.openshift.io/vialphai
kind: DataProtectionApplication
metadata:

name: <dpa_sample>
spec:

backupLocations:
- name: default
velero:
provider: aws
default: true
objectStorage:
bucket: <bucket>
prefix: <prefix>
caCert: <base64_encoded_cert_string> ﬂ
config:
insecureSkipTLSVerify: "false"

Q 167 Base46 Jifidfy CA IEHFHFE,

36
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insecureSkipTLSVerify B & AJ LLULE H) "true” = "false ', INRKEN "true”, NIEMH
SSL/TLS =2, fNRKEH "false”, NIEA SSL/TLS RE,

4.3.3.5. REBURRT N AERF
1A LUE T 08 DataProtectionApplication API #9552 S 8RR I B B2 (DPA).

SeRF M
o R iiZ% OADP Operator,
o BN RIFMIE N EMLE.
o MRMBARBREM PV, THNEMIZIFRAEIRER API 5 Container Storage Interface(CSI)

RHR,

o MMREFMIILIBABMFBERANEIL, BUI0ETHERILAZT cloud-credentials-azure B
Secret,

o MREHMMRBLAEBFEATBIEIE, ELTLIEMA Secret :

o WAEMMUENHETE XAMH secret, EATLUFIL Secret FRANZE!
DataProtectionApplication CR &,

o HHEILNLTFF cloud-credentials-azure #J secret, FHTIRIBAIE, X4 Secret 7t
DataProtectionApplication CR F#%5|F,

MRER ALK IRRPIEESFDNIRBAE, ERILUERZ credentials-
velero X402 2K\ Secret, IMNREHF %ﬂw)\ Secret, TR,

it =

1. s Operators - Installed Operators F1%:#¥ OADP Operator,
2. £ Provided APIs T, = DataProtectionApplication {E##J Create SZfl,

3. = YAML View F 5 #7 DataProtectionApplication ;5 IS5 :

apiVersion: oadp.openshift.io/vialphai
kind: DataProtectionApplication
metadata:
name: <dpa_sample>
namespace: openshift-adp
spec:
configuration:
velero:
defaultPlugins:
- azure
- openshift ﬂ
resourceTimeout: 10m g
restic:
enable: true 6
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38

4.

00 9 990066 O OO0

podConfig:
nodeSelector: <node_selector> ﬂ

backupLocations:

- velero:

config:
resourceGroup: <azure_resource_group> 6
storageAccount: <azure_storage_account_id>
subscriptionld: <azure_subscription_id>
storageAccountKeyEnvVar: AZURE_STORAGE_ACCOUNT_ACCESS_KEY

credential:
key: cloud
name: cloud-credentials-azure 9

provider: azure

default: true

objectStorage:
bucket: <bucket_name> Q
prefix: <prefix>

snapshotLocations:

- velero:
config:
resourceGroup: <azure_resource_group>
subscriptionld: <azure_subscription_id>
incremental: "true"
name: default
provider: azure

openshift &4 2 FEH,

IREEBIN X ERIFRFZ A Velero IR HH, 40 Velero CRD AT, volumeSnapshot fifl
PRENE D EMEERT A, BRAEH 10m,

INREZH Restic %, B false, Restic BBE— NP HRE, XEWKEE worker
T m#&BiZ1TA Restic pod. &R LLETIE Backup CR AN
spec.defaultVolumesToRestic: true EZE Restic LL& 14

187 Restic EHFLL T R LRI, BOINERT, Restic EfFE T M Liz1T,

187 Azure ¥R,

187 Azure FHATK 1D,

87 Azure 1115 1D,

MRS EIEEX/ME, N{EAZRIAE cloud-credentials-azure, MNEREIEETHE LE
o, NFERBE LA HFITERAIE,

EEFERIFEHEMNEMUE. MREHERTZ Velero &M% BEMERE, BRIEE—

N2
MRFEEATSNEM, HH Velero #1018 E—18IZ, 10 velero,

INRIBMER CSIRIRSK Restic &2 PV, MNAFEREERRLUE.,

= Create,
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5. @it EE OADP HIREIIERE :

I $ oc get all -n openshift-adp

I
NAME READY STATUS RESTARTS AGE
pod/oadp-operator-controller-manager-67d9494d47-618z8 2/2 Running 0 2m8s
pod/restic-9cg4q 1/1 Running 0 94s
pod/restic-m4lts 1/1 Running 0 94s
pod/restic-pvakr 1/1 Running 0 95s
pod/velero-588db7{655-n842v 1/1 Running 0 95s
NAME TYPE CLUSTER-IP EXTERNAL-IP

PORT(S) AGE
service/oadp-operator-controller-manager-metrics-service ClusterlP 172.30.70.140
<none> 8443/TCP 2m8s

NAME DESIRED CURRENT READY UP-TO-DATE AVAILABLE NODE
SELECTOR AGE

daemonset.apps/restic 3 3 3 3 3 <none> 96s

NAME READY UP-TO-DATE AVAILABLE AGE
deployment.apps/oadp-operator-controller-manager  1/1 1 1 2m9s
deployment.apps/velero 11 1 1 96s

NAME DESIRED CURRENT READY AGE
replicaset.apps/oadp-operator-controller-manager-67d9494d47 1 1 1 2m9s
replicaset.apps/velero-588db7{655 1 1 1 96s

4.3.3.5.1. £ DataProtectionApplication CR H1j3 M CSI
& 7] LATE DataProtectionApplication B 7 Y %T/R(CR)A /5 Container Storage Interface(CSI) R #&1{%
BFAMS, LUMER CSIRBEMDIFAMS,
SoREH
o LN EW ISR CSIRER,

it

e %k DataProtectionApplication CR, 1 FHIFR :

apiVersion: oadp.openshift.io/vialphai
kind: DataProtectionApplication

spec:
configuration:
velero:
defaultPlugins:
- openshift

-csiﬂ

© 7 csi BtiEL.

39



OpenShift Container Platform 4.10 &3tk €

4.3.4. REHECE OpenShift API LU 1T Google Cloud Platform BI##ER

IRET LB %22 OADP Operator, {#f Google Cloud Platform (GCP) %%k OpenShift API for Data
Protection (OADP), Operator &% % Velero 1.7,

e

M OADP 1.0.4 FF#&, FiE OADP 1.0.z iR A#BRR BEF{E MTC Operator BT, BAE
FAF 3L Operator,

RAT LN Velero ECiE GCP, AIEE—1 2B\ Secret, ABEREHIRFRTT N AR,

BHEZRMLEIMEH %S OADP Operator, &/ E 5t 2 A EIARI OperatorHub JRF & Operator B
Ko FHIEIESREZRMLHER Operator Lifecycle Manager,

4.3.4.1. 2% OADP Operator

& BT LUEF Operator Lifecycle Manager(OLM)TE OpenShift Container Platform 4.10 %% Data
Protection(OADP)Operator #J OpenShift API,

OADP Operator &% Velero 1.7,

FeREH
o W HLLER cluster-admin F R D&,

iz
1. 7£ OpenShift Container Platform Web 25/, mifi Operators - OperatorHub,
2. {8/ Filter by keyword FE&#% OADP Operator,
3. #%$% OADP Operator # = Install,
4. = Install 7£ openshift-adp i B f1% % Operator,

5. = Operators - Installed Operators 4 F &%,

4.3.4.2. Bdi& Google Cloud Platform

X FHIRRIT(OADP), A LN OpenShift API B2 Google Cloud Platform(GCP),

o &% T gcloud # gsutil CLI TE, #151EEE Google =4,

pi% =
1. BRE GCP:

I $ gcloud auth login

2. #%i& BUCKET £ :
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I $ BUCKET=<bucket> )

Q EEFhER R,

3. QEEMER -
I $ gsutil mb gs://$BUCKET/
4. ¥$ PROJECT_ID 21X B NEBEEKIE :
I $ PROJECT_ID=$(gcloud config get-value project)

5. QIEARSSHR

$ gcloud iam service-accounts create velero \
--display-name "Velero service account"

6. FUHARSSIKS

I $ gcloud iam service-accounts list

7. &i& SERVICE_ACCOUNT_EMAIL £, FH5 email {EILE :

$ SERVICE_ACCOUNT_EMAIL=$(gcloud iam service-accounts list \
--filter="displayName:Velero service account" \
--format 'value(email)')

8. FIINZREE, v velero A3 IRILFTFEHIHAEAR

$ ROLE_PERMISSIONS=(
compute.disks.get
compute.disks.create
compute.disks.createSnapshot
compute.snapshots.get
compute.snapshots.create
compute.snapshots.useReadOnly
compute.snapshots.delete
compute.zones.get
storage.objects.create
storage.objects.delete
storage.objects.get
storage.objects.list
iam.serviceAccounts.signBlob

)
9. fi|E velero.server HE X A :

$ gcloud iam roles create velero.server \
--project $PROJECT_ID \
--title "Velero Server" \
--permissions "$(IFS=","; echo "${ROLE_PERMISSIONS[*]}")"
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10. NIBEZHM IAM KRS E -

$ gcloud projects add-iam-policy-binding $PROJECT_ID \
--member serviceAccount:$SERVICE_ACCOUNT_EMAIL\
--role projects/$PROJECT_ID/roles/velero.server

1. E|#H IAM RS -

I $ gsutil iam ch serviceAccount:$SERVICE_ACCOUNT_EMAIL:objectAdmin gs://${BUCKET}

12. ¥ 1AM R S51K P OB R 7 5 24 51 B Sk 89 credentials-velero U4 :

$ gcloud iam service-accounts keys create credentials-velero \
--iam-account $SERVICE_ACCOUNT_EMAIL

1E %% Data Protection Application &, &7 LA{#F credentials-velero X475 GCP fljE
Secret 1 &,

43.43. X F &R NRELERH secret

& 7] LATE DataProtectionApplication B Y 5R(CR)F1EE & D FIIRERALE R H secret,

H/HIE
IR LUG S3 AN REM (80 Multicloud Object Gateway. Noobaa 2 Minio ) $§E W& LE.

Velero & OpenShift Container Platform %R, Kubernetes ¥ RFAERER IR &0 X R1FE LITERSST
{¢°

MREATHNAENRERR AP FHFAMS, BRI HENEEE NIRRAE,

INREA Container Storage Interface(CSIRER, NAREIBERRBLAE, RANEZUE—D
VolumeSnapshotClass CR 3t CSI IK5hi2 R,

INRFEA Restic, NMAFEEIBERIBAE, E N Restic &N RIEMPHITHE RS,

Secrets

MREHIRBLABFEAERNEILL, HEBFARFEZRBAE, HUE—1EKIA Secret,
MRADIIRE LB FERAFRAMEIE, EAILIBIEFA secret MR :
e X1 DataProtectionApplication CR g EMEAGIEME E X Secret.

o [RER(IEBEAIENIA Secret, £ DataProtectionApplication CR #:% &3],

BE
BIRRIT N ARFHFE—TRIAR Secret, B, REFEN,

NBREAEELREIRRAIEESHBIRRAE, ELUFEHRZ credentials-velero 3241
#EA Secret,

4.3.4.3.1. BQIEREKIA Secret
MR EDHRBABFERBERNELE, HERAETERBAE, NOE—DEIL Secret,
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Secret B9EKIA &N cloud-credentials-gcp,

DataProtectionApplication B & Y ¥R(CR)YBEE— MBI\ Secret, Fl, REFK
W, wNREZEBEIEEFDAE Secret WATR, NISFERHEINGTR.

MREAEERETEPFEASDALAEEIE, FALUERZ credentials-velero {40 #
A BRI\ B FREY Secret,

FeREH
o MMV REMNEEME GBA) LiFERAHEBMEIE,
o RAJH Velero BREB N R 1F i,

o HILLE YR NN REFEEAIE— credentials-velero XX 14,

o fFERABINZTROIE Secret :

$ oc create secret generic cloud-credentials-gcp -n openshift-adp --from-file
cloud=credentials-velero

1EZ % Data Protection Application B, secret 27 DataProtectionApplication CR 4
spec.backupLocations.credential H:#5|F,

4.3.4.3.2. N ARRZIEAIE secret
MBENFDMIREMBFERRRNEL, EXHTEEMA Secret XK :

o EHBEENAMMEDAIE Secret, BE AT DataProtectionApplication B E X FR(CR)
B spec.backupLocations H: 15 7E,

o HHMILLZR cloud-credentials-gcp FIR B E Secret, It Secret ~1E
DataProtectionApplication CR 15,

P =
1. WIENENENRRAECE— credentials-velero XX 14,
2. FRBRIARHNIRIRAECZE Secret :

$ oc create secret generic cloud-credentials-gcp -n openshift-adp --from-file
cloud=credentials-velero

3. NIEHXSTREMAUIB—NETEPAIER credentials-velero XX,
4. FHBEE LA NEDAIIELE Secret :

I $ oc create secret generic <custom_secret> -n openshift-adp --from-file cloud=credentials-
velero
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5. ¥ A B E X &M Secret 7R INZE| DataProtectionApplication CR /1, 0 R :

apiVersion: oadp.openshift.io/vialphai
kind: DataProtectionApplication
metadata:

name: <dpa_sample>

namespace: openshift-adp
spec:

backupLocations:
- velero:
provider: gcp
default: true
credential:
key: cloud
name: <custom_secret> ﬂ
objectStorage:
bucket: <bucket_name>
prefix: <prefix>
snapshotLocations:
- velero:
provider: gcp
default: true
config:
project: <project>
snapshotlLocation: us-west1

ﬂ BEBE LA EPAIE Secret,

43.4.4. BeEBBURERT N HEF
IRET L@ E Velero ¥HRA RS S A B %4 CA PR BB RN AR,

4.3.4.4.1. Xi& Velero CPU fIREFS S

& 7] L@t 4w DataProtectionApplication B 7€ X HR(CR)EH.3€4 Velero pod i% & CPU fINFS
i,

FRFH

o RNIZEET OpenShift API for Data Protection(OADP)Operator,

it

e %k DataProtectionApplication CR & H.HY
spec.configuration.velero.podConfig.ResourceAllocations H:FHRI{E, M TFHIFFT :

apiVersion: oadp.openshift.io/vialphai
kind: DataProtectionApplication
metadata:

name: <dpa_sample>
spec:

configuration:
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velero:
podConfig:
nodeSelector: <node selector> ﬂ
resourceAllocations:
limits:
cpu: "1"
memory: 512Mi
requests:
cpu: 500m
memory: 256Mi

ﬂ 15 E BIRMH2A Velero podSpec BT ik 2R,

43.4.42. ]5FAB%A CAIUES

R i@ st 4w DataProtectionApplication B E X HIR(CR)EH R AN REFHERABE® CAES, KL
B LE SR JIA A& WA 25 2 BE S

FeRFH

o RNIZET OpenShift API for Data Protection(OADP)Operator,

Pt

e %k DataProtectionApplication CR & H.HY
spec.backupLocations.velero.objectStorage.caCert %4 #0
spec.backupLocations.velero.config 44 :

apiVersion: oadp.openshift.io/vialphai
kind: DataProtectionApplication
metadata:

name: <dpa_sample>
spec:

backupLocations:
- name: default
velero:
provider: aws
default: true
objectStorage:
bucket: <bucket>
prefix: <prefix>
caCert: <base64_encoded_cert_string> ﬂ
config:
insecureSkipTLSVerify: "false"

Q 167 Base46 L CA IEHFHE,

insecureSkipTLSVerify Bo& r] LUIZEH "true” =X "false ", #IRXES "true”, NIEHA
SSL/TLS £, WMRKEN "false”, NIFH SSL/TLS 22,
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4.3.45. ZERERT N AERF
157 L@ 02 DataProtectionApplication API 895151 S 22 S IR R I N FF2E (DPA).

FRFM

o RJi%E OADP Operator,
o MIINN RIFMHEERE N SR LE.

o MRMBARBREM PV, THNEMIZIFRAEIRER API 5 Container Storage Interface(CSI)
’|*/ \Q

o MREMMRBAEMAERNEIE, BYI0IETHEINE cloud-credentials-gcp B9
Secret,

o MREMMRBLABRBABNEIE, BWHHOIEMA Secret :

o WAEMMUENHETE XEZMH secret, EATLUFIEL Secret FRANZE!
DataProtectionApplication CR &,

o HHEILELF cloud-credentials-gcp B secret, FFIRBAIE, X1 Secret R{E
DataProtectionApplication CR F#%5|F,

MNBREABELREIRPIBEESHIRRAE, ELUFEHRZ credentials-
velero X402 2K\ Secret, WEREZEEIA Secret, LK,

Pt

1. 5= Operators — Installed Operators #1%: OADP Operator,
2. £ Provided APIs T, = DataProtectionApplication {E##J Create SZfl,

3. = YAML View 35 #7 DataProtectionApplication ;5 IS5 :

apiVersion: oadp.openshift.io/vialphai
kind: DataProtectionApplication
metadata:
name: <dpa_sample>
namespace: openshift-adp
spec:
configuration:
velero:
defaultPlugins:
-gcp
- openshift ﬂ
resourceTimeout: 10m g
restic:
enable: true 6
podConfig:
nodeSelector: <node_selector> ﬂ
backupLocations:
- velero:

46



B 45 NARFEHMKE

provider: gcp

default: true

credential:
key: cloud
name: cloud-credentials-gcp 6

objectStorage:
bucket: <bucket_name> G
prefix: <prefix> a

snapshotLocations:
- velero:

provider: gcp

default: true

config:
project: <project>
snapshotLocation: us-west1 Q

openshift &4 2 FEH,

IBEEBIN X ERIFERFZ A Velero HIRMIHH, 40 Velero CRD ATA. volumeSnapshot fifl
PRED D FIEET . BIAEH 10m,

INREZH Restic BRI, %iE N false, Restic BB —PNFHATRE, XEKEE worker
T m#RiZ1TA Restic pod. &R LLET 7E Backup CR AN

spec.defaultVolumesToRestic: true 3kEZ & Restic LLE {7,

187 Restic TEHFL T LA A, BINERT, Restic EE T R LiE1T,

MRHRBREXME, NEREIAE cloud-credentials-gep. INREIBE T BE L&A,
NIfE R B E LB FMHITHE R AIE,

EEFERIFENEMNEMUE. NMREHERTZ Velero &M% BEMER, BRIEE—
-IES

MRFEEATSNEM, HH Velero #1018 E—18IZ, 10 velero,
EERRBAE, PRIEMER CSIIRIRK Restic 12 PV,
REBAEIE XIS PV AL FR— X,

@@9@@9 @@G

4. = Create,

5. Wi EE OADP HTRRHRIERE :

I $ oc get all -n openshift-adp

I
NAME READY STATUS RESTARTS AGE
pod/oadp-operator-controller-manager-67d9494d47-618z8 2/2  Running 0 2m8s
pod/restic-9cg4q 1/1 Running 0 94s
pod/restic-m4lts 1/1 Running 0 94s
pod/restic-pvakr 1/1 Running 0 95s
pod/velero-588db7{655-n842v 1/1 Running 0 95s
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NAME TYPE CLUSTER-IP EXTERNAL-IP
PORT(S) AGE

service/oadp-operator-controller-manager-metrics-service ClusterlP 172.30.70.140
<none> 8443/TCP 2m8s

NAME DESIRED CURRENT READY UP-TO-DATE AVAILABLE NODE
SELECTOR AGE

daemonset.apps/restic 3 3 3 3 3 <none> 96s

NAME READY UP-TO-DATE AVAILABLE AGE
deployment.apps/oadp-operator-controller-manager  1/1 1 1 2m9s
deployment.apps/velero 11 1 1 96s

NAME DESIRED CURRENT READY AGE
replicaset.apps/oadp-operator-controller-manager-67d9494d47 1 1 1 2m9s
replicaset.apps/velero-588db7{655 1 1 1 96s

4.3.4.5.1. 7£ DataProtectionApplication CR F/ZH CSI

& 7] LATE DataProtectionApplication B Y ¥TiR(CR)A /5 A Container Storage Interface(CSI) R #&1{%
BFAMS, LUMER CSIRBEMDIFAMS,

FRFM
o SN EIMAIR CSIHRER,

it =

e %k DataProtectionApplication CR, 1 FHIFR :

apiVersion: oadp.openshift.io/vialphai
kind: DataProtectionApplication

spec:
configuration:
velero:
defaultPlugins:
- openshift
- CSi

© 7 csi BtiEL.

4.3.5. ZEHBE OpenShift API LLi#1T Google Cloud Platform BI#UiE R

& A LUl T %2 OADP Operator, {8 Multicloud Object Gateway (MCG) %% OpenShift API for Data
Protection (OADP), Operator &% %k Velero 1.7,

M OADP 1.0.4 FF#&, FiE OADP 1.0.z iR A#BRR BEF{E MTC Operator BT, BAE
FAF 3L Operator,
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BT LU Multicloud X &M% BB W& AIE. MCG 2 OpenShift Data Foundation B9—NHE, &7
LU MCG EZi& ) DataProtectionApplication B E X ¥R (CR)FME LB,

BF

CloudStorage API (E BN REFMHOUIBE—INEFIER) RE—TEARTINIIEE, BRI
EINEEARRILNE T MERSFSFHR NI (SLA) ¥, BWREAREHFITE, IETHERLE
FPIMERERE], XERRTIIIRER ER P IREXAHNIE, FENIEFLM

BRiRMRIBE N,

BRIBEATUTNESZFBEEMESER, BSHBRTTIE L,

HEDAIEQE— Secret, ARFEREHIFERINBRRE,

BEZIRMLEIMEH %I OADP Operator, &/ E e 2 FAEIARI OperatorHub JRF & Operator B
Ko FIEHSHEZRMLZHER Operator Lifecycle Manager,

4.3.5.1. %% OADP Operator

& BT LUEF Operator Lifecycle Manager(OLM)TE OpenShift Container Platform 4.10 £ %% Data
Protection(OADP)Operator #J OpenShift API,

OADP Operator &% Velero 1.7,

FeREH
o MNFLLERH cluster-admin F R B9 &5,

it =

1. £ OpenShift Container Platform Web #£#|&H, mifi Operators » OperatorHub,
2. {8/ Filter by keyword FE&# OADP Operator,

3. #%$¥ OADP Operator # = Install,

4. = Install 7£ openshift-adp i B F1% % Operator,

5. = Operators - Installed Operators 4 F &%,

4.3.5.2. NFRE T RMKEIE

R 75T 38 Multicloud Object Gateway(MCG)&iE, A&y OpenShift API Al B FEHERTT (OADP)HY
Secret B E L HIR(CR),

MCG 72 OpenShift Data Foundation FJ—/NH {4,

FRFM

o HIRHEME XM OpenShift Data Foundation B8 & 157 & OpenShift Data Foundation,

it

1. B X NooBaa B i M HRiZ1T describe fp %, FKEX S3 s, AWS_ACCESS_KEY_ID #[l
AWS_SECRET ACCESS_KEY.
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2. /& credentials-velero 3Z{4 :

$ cat << EOF > ./credentials-velero

[default]

aws_access_key_id=<AWS_ACCESS_KEY_ID>
aws_secret_access_key=<AWS_SECRET_ACCESS_KEY>
EOF

TR % Data Protection Application I, &7 LAf&# F credentials-velero X {4 Secret *f %,

4.353. XF &R MkSAEKH secret
& 7] LATE DataProtectionApplication B Y %R (CR)F1EE & A FIIRERLLE R H secret,

H/HIE
IR LIS S3 AN REM (80 Multicloud Object Gateway. Noobaa 2 Minio ) $8§E W& LE.

Velero $ OpenShift Container Platform R, Kubernetes X RFMER IR 1D WA RIEFME LHEFERX
{¢°

MREATHNAENRERR AP FHFAMS, BRI EEENIRRAE,

INRMEA Container Storage Interface(CSHIRER, NMAFEIBERRBLAE, RAEZUE—D
VolumeSnapshotClass CR 35t CSI IK5hi2 .

INRFEA Restic, NMAEEIBERIBAE, E N Restic &N RIEMPBITHE RS,

Secrets

MREMIRBABFEAERNEILL, HEBEBFAREZRBAE, HOUE—1EKIA Secret,
MRHEDREMBEBRRANEIE, EATLLAIEMA secret KR :
e X1 DataProtectionApplication CR g EMEAGIEME E X Secret.

o [RER(IEBEAIENIA Secret, £ DataProtectionApplication CR #:% &3],

BE
BURRI N ARFHFE—TRIAR Secret, B, REFERI,

NREAEELREIRRPIEESHIRRAE, ELUFEHRZ credentials-velero X541
#EIA Secret,

4.3.5.3.1. 2K\ Secret
MR EDHRBABFERBERNEILE, HEFAETERBAE, NOE—EIL Secret,

Secret BIEk1\ &5 cloud-credentials.
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DataProtectionApplication B & Y %R(CR)EZE— BRI\ Secret, Fl, REFK
W, wNREBEIEESDAE Secret WATR, NISFERHEINGTR.

MREAEERETEPFEASDALAEEIE, FALUERZ credentials-velero {40 #
A BRI\ B TR Secret,

FREH
o MMV REMNEEME GBA) LiFERAHEBMEIE,
o RAH Velero BREB N R 170,

o BNLLE YR NN REFEMEAIE— credentials-velero XX 14,

o FERABINZTROIE Secret :

I $ oc create secret generic cloud-credentials -n openshift-adp --from-file cloud=credentials-
velero

1EL % Data Protection Application B, secret 27 DataProtectionApplication CR
spec.backupLocations.credential H:# 5|,

4.3.5.3.2. WFREZIUEG]E secret
MBENFDHMIREMBFERRRNEIL, EXHTEEMA Secret XK :

o EHEENAMMEDAIE Secret, BE AT DataProtectionApplication B E X FR(CR)
B spec.backupLocations H: 15 7E,

o THEILELF cloud-credentials HIIRIRAIE Secret. Lt Secret Rt
DataProtectionApplication CR 15,

P =
1. WIEHENENRRAEGE— credentials-velero XX 14,

2. FERRKIARFRHIRIBAEO]E Secret :

I $ oc create secret generic cloud-credentials -n openshift-adp --from-file cloud=credentials-
velero

3. NIEHSTREMAUIE— N T EPAIER credentials-velero XX,
4. FHBEE LA NEDAIIELE Secret :

I $ oc create secret generic <custom_secret> -n openshift-adp --from-file cloud=credentials-
velero

5. ¥ A BE X &M Secret 7~ INZE| DataProtectionApplication CR /1, 0 R :
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apiVersion: oadp.openshift.io/vialphai
kind: DataProtectionApplication
metadata:

name: <dpa_sample>

namespace: openshift-adp
spec:

backupLocations:
- velero:

config:
profile: "default”
region: minio
s3Url: <url>
insecureSkipTLSVerify: "true"
s3ForcePathStyle: "true"

provider: aws

default: true

credential:
key: cloud
name: <custom_secret>ﬂ

objectStorage:
bucket: <bucket_name>
prefix: <prefix>

Q BEBE LA EPAIE Secret,

4354 BEFERT N ARERF
IRET L@ E Velero ¥R TS S BB %4 CA P RE BB RN AR,

4.3.5.4.1.1%i& Velero CPU HIN{ES B

& 7] L@ 4w’ DataProtectionApplication B 7€ X HR(CR)E .3k Velero pod i% & CPU HIN&FS
[

SeRFH

o REE T OpenShift API for Data Protection(OADP)Operator,

it =

e %k DataProtectionApplication CR & H.HY
spec.configuration.velero.podConfig.ResourceAllocations H:FHpI{E, M TFHIFFT :

apiVersion: oadp.openshift.io/vialphai
kind: DataProtectionApplication
metadata:

name: <dpa_sample>
spec:

configuration:

velero:
podConfig:
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nodeSelector: <node selector> ﬂ
resourceAllocations:
limits:
cpu: "1"
memory: 512Mi
requests:
cpu: 500m
memory: 256Mi

ﬂ 15 E BIRH4A Velero podSpec BT ik 2R,

435.4.2. BEA%SA CAIEH

R i@ 4w DataProtectionApplication B E X HIR(CR)E H R AN REFHERABE®R CAIES, KL
B LE SR JIA A& AL 25 2 BES

FRFM

o BEET OpenShift API for Data Protection(OADP)Operator,

it =

e %k DataProtectionApplication CR & H.HY
spec.backupLocations.velero.objectStorage.caCert %440
spec.backupLocations.velero.config 44 :

apiVersion: oadp.openshift.io/vialphai
kind: DataProtectionApplication
metadata:

name: <dpa_sample>
spec:

backupLocations:
- name: default
velero:
provider: aws
default: true
objectStorage:
bucket: <bucket>
prefix: <prefix>
caCert: <base64_encoded_cert_string> ﬂ
config:
insecureSkipTLSVerify: "false"

Q 16 E Base46 JifiLH CA IE HFHE,

insecureSkipTLSVerify Boi& r] LUIZE N "true” =X "false ", #IRXES "true”, NIEEHA
SSL/TLS Z£&tt, MRKE N "false”, NIJFH SSL/TLS 22,

4.3.5.5. BERBIEFRT N ARR
& L@ (]2 DataProtectionApplication AP| BYSEf5I S &2 5 #UIR IR N FAFEFE (DPA),

53



OpenShift Container Platform 4.10 &3tk €

SeRFH
o BJi%%E OADP Operator,
o MM RIFMHEERE N S LE.

o MRMARBREM PV, THNEMIZIFRAEIRE API 5 Container Storage Interface(CSI)
’|kl \O

o MMREFMIILIBABMFBERANEILL, BUIGETHERILAGT cloud-credentials #J Secret,
o MBEMIMIRBLABFATBNEIE, EHTOIEH Secret :

o WAEMMUENHETE XAMH secret, EATLUFIEL Secret FRANZE!
DataProtectionApplication CR .,

o HHBILNZH cloud-credentials # secret, BT IRIBAIE, X/ Secret ZETE
DataProtectionApplication CR F#%5|F,

MRER ALK IEPIEESFDHIRBAE, ERILUERZ credentials-
velero X402 2K\ Secret, IMNREHF %ﬂw)\ Secret, ZIEFKNL,

Pt

1. 5= Operators — Installed Operators #1% OADP Operator,
2. £ Provided APIs T, = DataProtectionApplication {E##J Create SZfl,

3. = YAML View F ¥ #7 DataProtectionApplication ;5 IS5 :

apiVersion: oadp.openshift.io/vialphai
kind: DataProtectionApplication
metadata:
name: <dpa_sample>
namespace: openshift-adp
spec:
configuration:
velero:
defaultPlugins:
- aws
- openshift ﬂ
resourceTimeout: 10m g
restic:
enable: true 6
podConfig:
nodeSelector: <node_selector> ﬂ
backupLocations:
- velero:
config:
profile: "default”
region: minio
s3Url: <url> @
insecureSkipTLSVerify: "true"
s3ForcePathStyle: "true"
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provider: aws
default: true
credential:
key: cloud
name: cloud-credentials G
objectStorage:
bucket: <bucket_name> ﬂ

prefix: <prefix> 9
openshift & 2 FEH,

IBEEBI X ERIFRFZ A Velero HIRMIZHH, 40 Velero CRD AT, volumeSnapshot fifl
PRENE R EMEERT A, BRIEH 10m,

INREZH Restic ®RE, B false, Restic BBE— NP HRE, XEWKEE worker
7 m#&RiZ1TA Restic pod. &R L@ IE Backup CR AN
spec.defaultVolumesToRestic: true EZE Restic LL& 14

187 Restic EHFLL T R LRI, BOINERT, Restic EfFE T M Liz1T,

187 S3 Ik URL,

INREBEEXME, NEMABINE cloud-credentials, MRMEIEE T BE L&, NIE
RBE AT EME,

BEFERIFEHEMNEMUE. MREHERTZ Velero &M% BEMEIR, BRIEE—

NI

SO 906 O o009

MRFEEATSNEM, HH Velero #01EE—18IZ, 10 velero,

o

4. = Create,
5. BT EE OADP HiRFEL &L :

I $ oc get all -n openshift-adp

Bl
NAME READY STATUS RESTARTS AGE
pod/oadp-operator-controller-manager-67d9494d47-618z8 2/2 Running 0 2m8s
pod/restic-9cg4q 1/1 Running 0 94s
pod/restic-m4lts 1/1 Running 0 94s
pod/restic-pvakr 1/1 Running 0 95s
pod/velero-588db7{655-n842v 1/1 Running 0 95s
NAME TYPE CLUSTER-IP EXTERNAL-IP

PORT(S) AGE
service/oadp-operator-controller-manager-metrics-service ClusterlP 172.30.70.140
<none> 8443/TCP 2m8s

NAME DESIRED CURRENT READY UP-TO-DATE AVAILABLE NODE
SELECTOR AGE

daemonset.apps/restic 3 3 3 3 3 <none> 96s

NAME READY UP-TO-DATE AVAILABLE AGE
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deployment.apps/oadp-operator-controller-manager  1/1 1 1 2m9s
deployment.apps/velero 11 1 1 96s

NAME DESIRED CURRENT READY AGE
replicaset.apps/oadp-operator-controller-manager-67d9494d47 1 1 1 2m9s
replicaset.apps/velero-588db7{655 1 1 1 96s

4.3.5.5.1. £ DataProtectionApplication CR /3 CSI

& 7] LATE DataProtectionApplication B Y %T/E(CR)A /5 A Container Storage Interface(CSI) R #&1{%
BFAMS, LUMER CSIHRBEMDIFAMS,

FeRFMH
o SN EIMAIZR CSIHRER,

it

e %k DataProtectionApplication CR, I FHIFR :

apiVersion: oadp.openshift.io/vialphai
kind: DataProtectionApplication
spec:
configuration:
velero:

defaultPlugins:
- openshift

-csiﬂ

© 7 csi Bt

4.3.6. [ OpenShift Data Foundation 4 #1ECiE OpenShift API for Data
Protection

& e LU %24 OADP Operator FECE F A I BEFIRIRAIE, £ OpenShift Data Foundation A& %
OpenShift API for Data Protection (OADP), ARG, EEREHIRRI N AR,

M OADP 1.0.4 FFt&, FiE OADP 1.0.z iR A#BRR BEF1E MTC Operator BI& i1, BARE

F3F¥h31 Operator,

&AL Multicloud 3R M % SHEM S S3 BN REMHEE N EDALIE,
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BF

CloudStorage API (E BN REFMHLUIBE—INEFIER) RE—TEARTINIIEE, BRI
TINEEAR RLLNE T MARSFFH NI (SLA) ¥, BMREAREHFATE, IETHERELE
PIMEREREN], XERRTGIIE R ER P IREIXAHNIE, FENSEFLM

BRiRMRIE N,

BRIBEATUTNESZFBEHEMESER, BSHBRTT IR EH,

HEDAIEQE— Secret, AFREHIFBRINBRRE,

BEZIRMLEIMEH %S OADP Operator, &8 5t 2 FAEIARI OperatorHub JRF & Operator B
Ko FIEHSHEZRMLZHER Operator Lifecycle Manager,

4.3.6.1. 2% OADP Operator

& BT LUEF Operator Lifecycle Manager(OLM)TE OpenShift Container Platform 4.10 %% Data
Protection(OADP)Operator #J OpenShift API,

OADP Operator &% Velero 1.7,

FeREH
o MNFLLESH cluster-admin F R AP B9 &5,

it =

1. £ OpenShift Container Platform Web #£#|& 7, mifi Operators - OperatorHub,
2. {8/ Filter by keyword F & OADP Operator,

3. #%$¥ OADP Operator # = Install,

4. = Install 7£ openshift-adp i B f1% % Operator,

5. = Operators - Installed Operators % F &%,

43.6.2. XF&HpHIREMERH secret

& 7] LATE DataProtectionApplication B Y 5R(CR)HF1EE & D FIIRER LI E R H secret,

w/HIE
IR LIS S3 AN REM (80 Multicloud Object Gateway. Noobaa 2k Minio ) $8§E W& LE.

Velero & OpenShift Container Platform %R, Kubernetes X RFNERGIR D WX R1FME LHITERE ST
{¢°

MREATHNAENRERR AP FHFAMS, BRI EEENRRAE,

INREA Container Storage Interface(CSIIRER, NAREIBERRBLAE, RANEZUE—D
VolumeSnapshotClass CR 3t CSI IK5hi2 .

INREA Restic, NMAEEIRERIBAIE, EN Restic &N RIEMPBITHE RS,

Secrets
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MREMDIRBLABFEAERNEILL, HEBFARFEZRBAE, HUE—1EKIA Secret,
MRADFRE L BFERATRAMEIE, EAILIEIEFA secret MR :
e X1 DataProtectionApplication CR g EMEAAIEME E X Secret.

o [RER(IEBEAIENIA Secret, £ DataProtectionApplication CR #:% &3],

BE
BIRRT N ARFHFE—TRIAR Secret, B, REFERI,

NREAEELREIRRPIEESHIRRAE, ELUFEHRZ credentials-velero X541
#EIA Secret,

4.3.6.2.1. BB Secret
MBI EDHRBABFERBERNELE, HEFAETERBAE, NOE—1EIL Secret,

Secret FIEKIA & F5H cloud-credentials, FRIEFIDEMEENEE—PNEIAEM, W0 aws, azure =X
gcp. EXMBERT, RIANBRMBERE THIAFEH OADP &I 2HIEE,

DataProtectionApplication B & Y ¥R(CR)EE— MBI\ Secret, Fl, REFK
W, wNREFBEIEESDAE Secret WEATR, NISFERHEINGTR.

MREAEERETEPFEASDLAEEIE, FALUERZ credentials-velero {40 #
T BRI\ & FREY Secret,

FeREH
o MMV REMNEEME GBA) LiFERAHEBMEIE,
o RAH Velero BREB N R 1F ik,

o HILLE YR NN REFEMEAIE— credentials-velero XX 14,

Pt =
o fFERABINZTROIE Secret :

I $ oc create secret generic cloud-credentials -n openshift-adp --from-file cloud=credentials-
velero

1L % Data Protection Application B, secret 27 DataProtectionApplication CR
spec.backupLocations.credential H:#5|F,

4.3.6.2.2. AFREZEIEAIEE secret
MR FDMIRELMBFERRRNEL, EXHTEEMA Secret XK :

o EHEENAMMEDAIE Secret, BE X AT DataProtectionApplication B E X FR(CR)
B spec.backupLocations Ht 15 7E,
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a2\ & ¥R cloud-credentials BYIRIR(I & Secret, Lt Secret ~1E
DataProtectionApplication CR H3§ %,

. NIERENENIRRAEAE— credentials-velero XX 14,
. RN BFR N IRBAIE D) Secret :

I $ oc create secret generic cloud-credentials -n openshift-adp --from-file cloud=credentials-
velero

IR REECUE—NA T DA ER credentials-velero X4,

. ERBE BTN EMDLELE Secret

I $ oc create secret generic <custom_secret> -n openshift-adp --from-file cloud=credentials-
velero

1F1# 8 B E L& Secret 7 1NE| DataProtectionApplication CR /1, #1 FIFF=

apiVersion: oadp.openshift.io/vialphai
kind: DataProtectionApplication
metadata:

name: <dpa_sample>

namespace: openshift-adp
spec:

backupLocations:
- velero:

provider: <provider>

default: true

credential:
key: cloud
name: <custom_secret> ﬂ

objectStorage:
bucket: <bucket_name>
prefix: <prefix>

ﬂ BEEBE LA EPAIE Secret,

4.3.6.3. EEBER N AEF
IRAI LB X E Velero BB DB/ A B% 4 CA B REBHBFRITNARRE.

4.3.6.3.1. i%X& Velero CPU MINEFS S

& e LU 4w DataProtectionApplication B E L HTRE(CR)EH K Velero pod 1XE& CPU F1RES

58

FRFM

BR % T OpenShift API for Data Protection(OADP)Operator,
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iy =

e %k DataProtectionApplication CR & H.HY
spec.configuration.velero.podConfig.ResourceAllocations H:FHRI{E, M TFHIFFT :

apiVersion: oadp.openshift.io/vialphai
kind: DataProtectionApplication
metadata:

name: <dpa_sample>
spec:

configuration:
velero:
podConfig:
nodeSelector: <node selector> ﬂ
resourceAllocations:
limits:
cpu: "1"
memory: 512Mi
requests:
cpu: 500m
memory: 256Mi

ﬂ 5 E BIR M2 Velero podSpec BT ik 2R,

4.3.6.3.2. FAB%EA CAILD

R i@t 4w DataProtectionApplication B E X HIR(CR)EHR AN REFHERABE®R CAESR, K
B LE SR JIA A& WA 25 2 BE S

FRFM

o RNIZET OpenShift API for Data Protection(OADP)Operator,

it =

e %k DataProtectionApplication CR & H.HY
spec.backupLocations.velero.objectStorage.caCert %440
spec.backupLocations.velero.config 44 :

apiVersion: oadp.openshift.io/vialphai
kind: DataProtectionApplication
metadata:

name: <dpa_sample>
spec:

backupLocations:
- name: default
velero:
provider: aws
default: true
objectStorage:
bucket: <bucket>
prefix: <prefix>
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caCert: <base64_encoded_cert_string> ﬂ
config:
insecureSkipTLSVerify: "false"

Q 16 E Base46 il CA IEHFHE,

insecureSkipTLSVerify B & AJ LLUEE ) "true” = "false ', INRKEN "true”, NIEMH
SSL/TLS =2, fNRKEH "false”, NS SSL/TLS RE,

4.3.6.4. ZERBIEFRT N ARRF
1% A] L@ T ]2 DataProtectionApplication API BYSEf) S 2 S 8RR 7 M B2 (DPA).

SERFEH
o (RiNJ% % OADP Operator,
o MNITEN RIFMHECE N &P ALE,

o MRMBARBREM PV, THNEMIZIFRAEIRER API 5 Container Storage Interface(CSI)

o MMREFMIILIBMBMFBERANEILL, BUIGETHERILZAT cloud-credentials #J Secret,
o MBEMIMRBLABFATBNEIE, EHTOIEH Secret :

o WAEMMUEMNHETE XEZMH secret, EATLUFIEL Secret FRANZE!
DataProtectionApplication CR ,

o HHBILNZF cloud-credentials #J secret, BT IHRIBAIE, X/ Secret ZETE
DataProtectionApplication CR F#%5|F,

MRIER ALK IRPIEESTDHIRBAE, ERILUERZ credentials-
velero X4 022K\ Secret, IMNREHF %ﬂw)\ Secret, TR,

Y=

1. == Operators — Installed Operators #1%# OADP Operator,
2. 7£ Provided APIs T, = DataProtectionApplication {E##J Create SZfl,

3. = YAML View F ¥ #7 DataProtectionApplication ;5SS 5] :

apiVersion: oadp.openshift.io/vialphai
kind: DataProtectionApplication
metadata:

name: <dpa_sample>

namespace: openshift-adp
spec:

configuration:

velero:

61



OpenShift Container Platform 4.10 &3tk €

62

@ 009 O 9 609

=

defaultPlugins:
- kubevirt
-gcp @
- csi
- openshift ﬂ
resourceTimeout: 10m 9
restic:
enable: true G
podConfig:
nodeSelector: <node_selector> ﬂ
backupLocations:
- velero:
provider: gcp G
default: true
credential:
key: cloud
name: <default_secret> Q
objectStorage:
bucket: <bucket_name> @

prefix: <prefix> m
A% : kubevirt {4 FF OpenShift Virtualization,
MR EsEERIAES, Mgep (MREA) .

INREM CSIRIB&D PV, 1HIEE csi BIAEM. csif@FER Velero CSlbeta 12
APl, ERFERERRALE,

openshift & 2 FEH,

IBEEBIN X ERIFRFZ A Velero HIRMIHH, 40 Velero CRD ATA. volumeSnapshot fifl
PRENE D EMEERT A, BRIEH 10m,

INREZH Restic %, B false, Restic BBE— NP HRE, XEWKEE worker
T m#&RiZ1TA Restic pod. &R L@ IE Backup CR AN
spec.defaultVolumesToRestic: true EZE Restic LL& 14

187 Restic EHFLE R LRI, BROINERT, Restic EfFE T M Liz1T,

18 TE #10 BEN A,

MR AR EER—PNBIAES, H Secret 35 EEMAIBKIAEF, 0 cloud-
credentials-gcp, MIRIEET — M BEEXLM, NERAEEXZTATFEMUE. NRE
B1587E Secret &FF, NIfEABRINEH,

EEFERIFVENEEUE. WRFHRBTZ Velero &M% AR, EQIHEE—

N2

MRFEEATSNEM, HH Velero #01EE—18IZ, 10 velero,

4. = Create,

5. @it EE OADP HIRELIERE :


https://velero.io/docs/main/csi/
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$ oc get all -n openshift-adp

Hpl

NAME READY STATUS RESTARTS AGE
pod/oadp-operator-controller-manager-67d9494d47-618z8 2/2 Running 0 2m8s
pod/restic-9cg4q 1/1 Running 0 94s

pod/restic-m4lts 1/1 Running 0 94s

pod/restic-pvakr 1/1 Running 0 95s
pod/velero-588db7{655-n842v 1/1 Running 0 95s

NAME TYPE CLUSTER-IP EXTERNAL-IP

PORT(S) AGE

service/oadp-operator-controller-manager-metrics-service ClusterlP 172.30.70.140
<none> 8443/TCP 2m8s

NAME DESIRED CURRENT READY UP-TO-DATE AVAILABLE NODE
SELECTOR AGE

daemonset.apps/restic 3 3 3 3 3 <none> 96s

NAME READY UP-TO-DATE AVAILABLE AGE
deployment.apps/oadp-operator-controller-manager  1/1 1 1 2m9s
deployment.apps/velero 11 1 1 96s

NAME DESIRED CURRENT READY AGE
replicaset.apps/oadp-operator-controller-manager-67d9494d47 1 1 1 2m9s
replicaset.apps/velero-588db7{655 1 1 1 96s

4.3.6.4.1. £ OpenShift Data Foundation £l 9 itk S A& NooBaa

INRIEFIE OpenShift Data Foundation _£°5 NooBaa bucket backupStorageLocation {# 5 E¥726%, 15
¥ NooBaa BLi& 4 BB RIFHE.

it =

Digk

==
[=]

& NooBaa FeE WA BB REFME A RER S B EMN AT A,

® % NooBaa EZE NN REFHE, MIVEAZSE ZRINFMH TR R,

4.3.6.4.2. 7£ DataProtectionApplication CR /5 CSI

& 7] LATE DataProtectionApplication B 7 Y %T/E(CR)A /5 A Container Storage Interface(CSI) R #&1{%
BFAMS, LUMER CSIRBEMDIFAMS,

FRFM

o SN EIMAIR CSIHRER,
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iy =

e %%k DataProtectionApplication CR, I FHIFR :

apiVersion: oadp.openshift.io/vialphai
kind: DataProtectionApplication

spec:
configuration:
velero:
defaultPlugins:
- openshift

-csiﬂ

© 7 csiBtiEL.

4.3.7. WEIRFRFEIZ OpenShift API

& A L@ Bk OADP Operator 3 E1%; OpenShift API for Data Protection(OADP), 1EIETES 4 MEEE
P& Operator,

4.4, Fin IR E

4.4, F1 N RERF

f&a] LLE 8 —4> Backup B E YR (CR) K& AR, HEH AESD CR.

Backup CR 7y Kubernetes FIRFIABR MR (S3 W REFM) MIFAMSPV)LIEEMD X, MNREMLN
fFE R4 RIR API 5 Container Storage Interface (CSI) E6I#2#£8, 0 OpenShift Data Foundation
4,

BXCSIBREMNESER, HSM CSIBRE,

BF

S3 ##{#H CloudStorage APl R /\ZE PMRORTIIENRE. AT ThAE x?Iﬁlaf‘nnHE
Tl (SLA) ¥, HINBEWREH T TE. éIﬁlaTﬁ?tEir*ﬂiﬁqﬂﬁﬁi el %ﬁ
AR BT Thee AT LA A F’?z%iifﬁﬁi %ﬁEI’\JIjJ , FENKEF LN BRRERGE L,

BRIABRAT G FEEMNESER, WSARATITiEFEH,

o MREHHNEAHRERR API HZH Csl RER, N Backup CR & OZBRRREMDFAM
B (PV). BXEMA CSIRRNESER, HSMHER CSIHRBENRAMLSE,

o MRBMHUTHENEAZFILRR, HENARRFAMAT NFS #IEEH, ETLUFER Restic B/
1. 1ES [ E A Restic &N FHRRRFE.

BE
OpenShift API for Data Protection (OADP) A R4 R E 4 QI BB IR B 1T 515

BRI LB ED hook, MUBAEFMBRIEZAINZFZITHRT. HSHUEED hook,
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845 NHARFSHRNRE
&0 LB 1 — Schedule CR A2 Backup CR RHE &R, 1ESH AE D,

4.4.1.1. QB %4 CR
&AT LUE I ]2 Backup 719 B E L HTR(CR)EAD Kubernetes fifR. ARERHRIFAES(PV),

SeRFEH

o (R%E AT HIERRIT (OADP)Operator By OpenShift AP,

e DataProtectionApplication CR %/t F Ready K75,

o HIRRIBIREMN -
o BN Velero BLi& S3 X RIFfE,
o {&¥/1E DataProtectionApplication CR FEE T — MNER LB,

o REBAIBSREMN :
o M= HNENIIIERREIRIR API 53 #F Container Storage Interface(CSI)I#RER,
o XIF CSIIRE, EnFitEZ—1 VolumeSnapshotClass CR 3t CSI IK5hierz,

o RI1E DataProtectionApplication CR BB T —NEBLE.

it

1. HIALL TR 843K 3R backupStorageLocations CR :

I $ oc get backupStoragelLocations

I
NAME PHASE LAST VALIDATED AGE DEFAULT
velero-sample-1  Available 11s 31m

2. flj#— Backup CR, MITFHIF= :

apiVersion: velero.io/v1

kind: Backup

metadata:
name: <backup>
labels:

velero.io/storage-location: default

namespace: openshift-adp

spec:
hooks: {}
includedNamespaces:
- <namespace> ﬂ
includedResources: [] 9
excludedResources: []
storagelLocation: <velero-sample-1>
ttl: 720h0MO0s
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labelSelector: 6
matchLabels:
app=<label_1>
app=<label_2>
app=<label_3>
orLabelSelectors: G
- matchLabels:
app=<label_1>
app=<label_2>
app=<label_3>

EEE &R ZE KA,

ik FE—NEGEEENPHNTRERNEH, FHRALUZHESHAX (B, 'po' kR
'pods') HEEMREMAR. MRKREE, NSERE TR,

ik IEEBEMED PRI TREAE, HRATUREEAX (B, 'po' &K pods') =
TERENAR.

157 backupStorageLocations CR FJ£#F,

BEEMARENER &0 HIRE {key,valuel MBREY,

QDO O ®9O

BEAE—AHSMEEMRENEMD FRE {key,value} XTBRET,

3. 451k Backup CR BREZ S~ Completed :

I $ oc get backup -n openshift-adp <backup> -0 jsonpath='{.status.phase}'

4.4.1.2. (A CSIRB MR AME

7£0/3 Backup CR B, EAI LIRS F1%89 VolumeSnapshotClass B E X #R(CR)E& D HA LS
(CSDIRE,

FRF
o SN EIMAIR CSIRER,

e {RYJI1E DataProtectionApplication CR #1/ZF CSl,

it

¢ IJ metadata.labels.velero.io/csi-volumesnapshot-class: "true" & {E %} R ANE]
VolumeSnapshotClass CR :

apiVersion: snapshot.storage.k8s.io/v1
kind: VolumeSnapshotClass
metadata:
name: <volume_snapshot_class_name>
labels:
velero.io/csi-volumesnapshot-class: "true"
driver: <csi_driver>
deletionPolicy: Retain
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7E, E=LLAIE—1 Backup CR.

4.4.1.3. {1 Restic &3 N AR
AT LB JeiE &0 B E X HTIR(CR) 3 fH A Restic Backup %R, PERE RN A M B ED Kubernetes

YR
g s

IR FEETE DataProtectionApplication CR 15 ERIBRALE.

BF
Restic A% hostPath B, MF/EELER, HSIIHIHI Rustic BRI,

SERFEH
o (R%E T HIERRI (OADP)Operator B OpenShift AP,

o R EESF DataProtectionApplication CR ##4J spec.configuration.restic.enable % &7 false
SRZ IR Restic R¥%,

e DataProtectionApplication CR %/t F Ready K75,

it =

e ke Backup CR, #TFHIFFR :

apiVersion: velero.io/v1
kind: Backup
metadata:
name: <backup>
labels:
velero.io/storage-location: default
namespace: openshift-adp
spec:
defaultVolumesToRestic: true 0

ﬂ ¥ defaultVolumesToRestic: true 71N%I spec i,

4.4.1.4. % CSI HB&{¢F Data Mover

BF

CSI RERBVBIR N R — TR AT T ThEE, BT L8 MR 55 F KX
(SLA) 3%, BUIREAREH A TE, BT HEEEIMERERE ], XERARTIR
RER A R B IXAFEIZEE, HANSEF LM BRRMARGEL,

BRIABRAT G FEEMESER, WSARATIT i F e,

OADP 1.1.0 BUEBIER L B NRSBEMHED (CS) BIRBEMEIZEN REFM, /5 Data Mover i,
MREI A, BAMBRSIAFERE, BILUMEEFRREBIRSHLN ATERF. OADP 1.1.0 Data Mover
iR 7T REF VolSync B Restic 3£,
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-

& Mover 325 CSI BREBHEMHMIKRE,

B#iI, Data Mover A% # Google Cloud Storage (GCS) 4 .

FRFH

it =

B\ StorageClass #1 VolumeSnapshotClass B & X 7R (CR) ¥ CSl,

K2l RE—1 volumeSnapshotClass CR 7 & f# snapshot.storage.kubernetes.io/is-
default-class: true,

BN RE— storageClass CR 7 G /Efi# storageclass.kubernetes.io/is-default-class:
true,

&2 7E VolumeSnapshotClass CR & &175%: velero.io/csi-volumesnapshot-class: 'true',

B8 Operator Lifecycle Manager (OLM) &%k VolSync Operator,

v p= )1
VolSync Operator REZES AT G BIE—&EFEH, FH OADP WA IMEIhEE
REE Operator,

B OLM Z%& OADP operator,

BT B —1 .yaml X4 EECE Restic secret, 0T :

apiVersion: vi
kind: Secret
metadata:
name: <secret_name>
namespace: openshift-adp
type: Opaque
stringData:
RESTIC_PASSWORD: <secure_restic_password>

ZINBERT, Operator &4~ dm-credential 9 secret, INREFHEME
5, 1B EFH dpa.spec.features.dataMover.credentialName i&;J Data
Protection Application (DPA) CR 38 & #F.

2. DAL T REIA DPA CR, BVAEMHETE CSl,

68

BURR TS AR (DPA) CR =l

apiVersion: oadp.openshift.io/vialphai
kind: DataProtectionApplication
metadata:

name: velero-sample
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namespace: openshift-adp
spec:
features:
dataMover:
enable: true
credentialName: <secret_name> ﬂ
backupLocations:
- velero:
config:
profile: default
region: us-east-1
credential:
key: cloud
name: cloud-credentials
default: true
objectStorage:
bucket: <bucket_name>
prefix: <bucket_prefix>
provider: aws
configuration:
restic:
enable: <true_or_false>
velero:
defaultPlugins:
- openshift
- aws
- CSi

WIN_E— H B Restic secret &#F, MREAEXFEMR, NIEREIA secret £ dm-
credential,

OADP Operator Z& M B E L FIRE X (CRD). VolumeSnapshotBackup #l
VolumeSnapshotRestore,

VolumeSnapshotBackup CRD =l

apiVersion: datamover.oadp.openshift.io/vialphai
kind: VolumeSnapshotBackup
metadata:
name: <vsb_name>
namespace: <namespace_name> ﬂ
spec:
volumeSnapshotContent:
name: <snapcontent_name>
protectedNamespace: <adp_namespace>
resticSecretRef:
name: <restic_secret_name>

Q EESRIRATER S B 22,

VolumeSnapshotRestore CRD 7~

I apiVersion: datamover.oadp.openshift.io/vialphai
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kind: VolumeSnapshotRestore
metadata:
name: <vsr_name>
namespace: <namespace_name> ﬂ
spec:
protectedNamespace: <protected _ns> 9
resticSecretRef:
name: <restic_secret_name>
volumeSnapshotMoverBackupRef:
sourcePVCData:
name: <source_pvc_name>
size: <source_pvc_size>
resticrepository: <your_restic_repo>
volumeSnapshotClassName: <vsclass_name>

ﬂ EESRIRATER S B 22,

Q EERE Operator Byan &% [E], BKILE Y openshift-adp,

3. ERIUHUT A TS RS DB IR -
a. Q&% CR:

apiVersion: velero.io/v1
kind: Backup
metadata:
name: <backup_name>
namespace: <protected_ns> ﬂ
spec:
includedNamespaces:
- <app_ns>
storageLocation: velero-sample-1

ﬂ 1EE R L Operator M 22 (A, BAINEp & ZE[H] 2 openshift-adp.
b. H&F10 280, FHAUTHSEKZE VolumeSnapshotBackup CR RS ZEE H Completed

I $ oc get vsb -n <app_ns>

I $ oc get vsb <vsb_name> -n <app_ns> -0 jsonpath="{.status.phase}"

X R FMER Q2 IRIRZTE DPA HECE,

p= Y=
#NR VolumeSnapshotBackup CR BIR 545/ Failed, 155 H Velero B&
FEATERPEHERR,

4. WA LUHATU TS BRI E BIRER -
a. MIBRER Velero CSI {48 EEH application #3422 3] 1 volumeSnapshotContent,
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b. fI|# Restore CR, I restorePV i%i&} true,

Restore CR =l

apiVersion: velero.io/v1
kind: Restore
metadata:
name: <restore_name>
namespace: <protected_ns>
spec:
backupName: <previous_backup_name>
restorePVs: true

c. EF 1098, FEIHALTHSERE VolumeSnapshotRestore CR IR EZEE N
Completed :

I $ oc get vsr -n <app_ns>

I $ oc get vsr <vsr_name> -n <app_ns> -0 jsonpath="{.status.phase}"
d REZHNARFBENTRESERE,

’ pa -3

#NR VolumeSnapshotRestore CR FIREZE Y 'Failed', 1S [H Velero BH&
FEATERPEHERR,

4.4.1.5. 778 OADP 1.1#J Data Mover #{T#13 IG &R,
%IF OADP 1.1, TEEREIRAH Data Mover HUT& DG, EBHIHITHIESE,
BRI RERMPRUATHRIR

o FHERABIIRER

o HEHHIR

o TEH—MHEZITHNESZTHEMIREENEIREBEHD (VSB)

4.4.1.5.1. HER =GR P AR R

E&DE, BIE Mover IREREFMBHRE —DHLSNRIR, &= LUHBRFR A (R IR SMIFR A IRER,
it =

o EMIRFHMPHIRTEIRE, FHREREER D ATERF(DPA)
.spec.backupLocation.objectStorage.bucket 75/EH15EH /<protected_namespace> {4

*.
o JHEREANIRER :

1. W' EI7E DPA .spec.backupLocation.objectStorage.bucket %R 15 ERY
/<protected_namespace>.

71



OpenShift Container Platform 4.10 &3tk €

2. HBREIZE N /<volumeSnapshotContent names>-pve BIiE L 2452, Heh
<VolumeSnapshotContent_name> 2#R#E& 1~ PVC fllZ# VolumeSnapshotContent,

4.415.2. MBRER TR
Data Mover TRERRBEMR TR, TILRERINEMNBSRFHEED (CSI) BIRE,

4.415.2.1. f£{8H Data Mover BT &S G, MERERTR

& Data Mover BRI EPFIRE T, ATLUMHBRER B EERIN TR0 % 22 (B R Y
VolumeSnapshotBackup =X VolumeSnapshotRestore CR,

it

1. 7£fEF Data Mover &3 /&, MR TR ARFaRZEFR B, HHENBRERF PVC B &ZERRE
PRI EBREF TR

I $ oc delete vsb -n <app_namespace> --all
2. MHIBRTEM#E A Data Mover 1k 8 IR BBHIERE VTR
I $ oc delete vsr -n <app_namespace> --all
3. MNRFE, MFRMEEF Data Mover &3 F11k & 5= B #IE{T VolumeSnapshotContent %z :

I $ oc delete volumesnapshotcontent --all

4.4.1.5.2.2. f£8[ Data Mover #2358 B Zh sk KU HHBREEE TR

INR{EF Data Mover TR IR BRSO TLRMN, BEEFENAREFMAZAPEFE
BJ{E{a VolumeSnapshotBackup (VSB) 5 VolumeSnapshotRestore B & Y %RE X (CRD), FHiEHE
1 5420 ) 2% Al B YA AT AT A4 BT TR

pi% &2
1. BiALL T 6458 # Data Mover AR EGIREMER TR
a. MIBRN FEEFEm&ZEEFE VSB CRD, HAMNBRRRF PVC M H BT &HMRE -

I $ oc delete vsb -n <app_namespace> --all

b. fllE& VolumeSnapshot CR :

I $ oc delete volumesnapshot -A --all

c. Bk VolumeSnapshotContent CR:

I $ oc delete volumesnapshotcontent --all

d. MERZ R B E 22 B FBEM PVC, TEHARE Operator B 22 (A,

I $ oc delete pvc -n <protected_namespace> --all
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e. fMHkRe & 22 AR HIFTA ReplicationSource %R,

I $ oc delete replicationsource -n <protected_namespace> --all

2. WIALLT 64, EEFEA Data Mover TR S 12 BREMNERB TR

a. B VSR CRD :
I $ oc delete vsr -n <app-ns> --all

b. & VolumeSnapshot CR :

I $ oc delete volumesnapshot -A --all

c. Bk VolumeSnapshotContent CR:

I $ oc delete volumesnapshotcontent --all

d. MHEREs 22 A R EIFTAE ReplicationDestination FF R,

I $ oc delete replicationdestination -n <protected_namespace> --all

Hith BHR
o TE5EEF L HEE A ZRE Operator

o TEfnZZEAFNIEETR 51 P RE Operator

4.4.1.6. /B #15 hook
AT LOET JeiE 410 B E X HTIR(CR) E 12 Backup hook LATE pod HiZ TR FIZITH S,

£ pod E12 81217 Pre hook, TE&2/EiZ1T Post hook,

i =
e 1% Backup CR B spec.hooks /71N hook, 0 TFHIFRT :

apiVersion: velero.io/v1
kind: Backup
metadata:
name: <backup>
namespace: openshift-adp
spec:
hooks:
resources:
- name: <hook_name>
includedNamespaces:
- <namespace> ﬂ
excludedNamespaces: 9
- <namespace>
includedResources: []
- pods 6
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09O00090 9000 9O

excludedResources: [] ﬂ
labelSelector:
matchLabels:
app: velero
component: server
pre: G
- exec:
container: <container> ﬂ
command:
- /binfuname 6
--a

onError: Fail
timeout: 30s

post: ()

Ak AT LUERE hook N AEER & 2[R, MR AEEIXME, N hook ERFFAMA
Z2 ],

A% - WA LUEE hook b FARIRY 6y & 22 H],
H#l, pod @ME—RLIR A hook MIZ FFHIBTIR,
A%k A LIEE hook AN B EIKFTR,

AL It hook (UERFEINELERN R, MREKEREXNE, N hook ERTFHEM®

Z2[dl,
HDRIEIZ1THI hook B4H,
Ak REEIRERSR, LB HHE pod WE—NBHRHIZT.
XRIEFERMA init B AOR,
IR AVFHIERZ Fail 1 Continue. EKIAE ™ Fail,
A% - FR/MSIZITHNE, EKIMEN 30s.

e E LT E&PRIZTH—H hook, HEE 5 pre-backup hook 8,

4.4.1.7. HE &3
& a] LLE T A8 Schedule B E X HTIR(CR)MAZ Backup CR EHE &2,
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=
HEENFMDHEEHBERREHEF, UEEQERS - EMRITMR T HE0 &0,

B, MR —RRLRANT & DEEBE 10 D FEse, NIAREN &A%
AR 15 S E—R,
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SeRFH
o (R%EE AT HIERRI (OADP)Operator B OpenShift AP,
e DataProtectionApplication CR %/t F Ready 75,

it =3

1. k5% backupStorageLocations CR :

I $ oc get backupStoragelLocations

Bl
NAME PHASE LAST VALIDATED AGE DEFAULT
velero-sample-1  Available 11s 31m

2. fijE#— Schedule CR, N1 TFHIFFT :

$ cat << EOF | oc apply -f -
apiVersion: velero.io/v1
kind: Schedule
metadata:
name: <schedule>
namespace: openshift-adp
spec:
schedule: 07 *** ﬂ
template:
hooks: {}
includedNamespaces:
- <namespace> g
storagelocation: <velero-sample-1> 6
defaultVolumesToRestic: true
ttl: 720h0mO0s
EOF

@ A& cron Rk, I 07 REAEX 7:00 PUT &5,
Q B RD R % 22 (R $ .,
9 backupStorageLocations CR FJ£& i,

Q A% : MRFE Restic £10%4, &N defaultVolumesToRestic: true % -1E%T,

3. EAERNEDIZITRIIE Schedule CR IR Z2ZE ) Completed :

I $ oc get schedule -n openshift-adp <schedule> -o jsonpath='{.status.phase}'

4.41.8. MR &4
&R LB BR Backup B E SUBTIR (CR) EMIBR#E1D ST
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Digk

==
[=]

==

Ik% Backup CR FIXEXBIN REFHEEIES,

BT B E MIFREOE =,
FRFH

o &3 T Backup CR

e [THIE Backup CR ALK B EERIGRZEH
e T# Velero CLITE,

B LU R L EE Y Velero =

i | D N
i

FELUT#4F 2 — KMk Backup CR

o ZEfHkk Backup CR F R B XELX RIEFMEEIE, )

EETUAT &S :
I $ oc delete backup <backup_CR_name> -n <velero_namespace>

o Zfkk Backup CR FMIFRKEXBIX RIEFMEEIE, 1

db

Hiz{TLL T
I $ velero backup delete <backup_CR_name>
Hep:

n <velero_namespace>
<backup_CR_name>

157 Backup HE L HIRERM AR,
<velero_namespace>

IEE S S Backup BHE LK

TREY B 22
HiBR

7],

® T# VeleroCLITE

442 . WENEERF

&) LB 18— Restore B E ¥R (CR)
&R LLOIEEMRE hook, LAMETE pod RHIAZRHIZTT
S 08K E hook

TAp PApAN

kRSN BRFEED. 155 02 Restore CR
p4y, EIFRHEIT

Y5 Restore (CR) k& N T2
4.4.2.. /%S CR

IR LR B Z—1 Restore CR %1% &S Backup B E X
SeRFH

TIR(CR),
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https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.10/html-single/backup_and_restore/#oadp-creating-restore-cr_restoring-applications
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o (R%EE AT HIERRI (OADP)Operator B OpenShift AP,
e DataProtectionApplication CR %/l F Ready K75,
o RiIE A Velero Backup CR,

o JHEIEKMAND, LUERAMS (PV) BESFHIHERIKRNEE,

1. G — Restore CR, W TFHIRFT :

apiVersion: velero.io/v1
kind: Restore
metadata:
name: <restore>
namespace: openshift-adp
spec:
backupName: <backup> ﬂ
includedResources: [] 9
excludedResources:
- nodes
- events
- events.events.k8s.io
- backups.velero.io
- restores.velero.io
- resticrepositories.velero.io
restorePVs: true 6

© 19 CRIEA

Q ik EERGESENRELRPHNTREE., HRITURHEAX (B0, po =k pods)
FRERENAR, WRAKEE, NELEREHR,

9 Al : restorePV SR LI IXE H false, LMEIEECE T VolumeSnaphshotLocation fif
M VolumeSnapshot Container Storage Interface (CSI) &8RF X[l PersistentVolume.

2. EiALL T 65 30IE Restore CR BR S 2 E H Completed :

I $ oc get restore -n openshift-adp <restore> -o jsonpath="{.status.phase}'
3. WAL TSRS HREEERE

I $ oc get all -n <namespace> ﬂ

@ «rnmazi,
4. INRIEFEA Restic kS DeploymentConfig &, =X{H post-restore hook, HHI AL TS

iZ1T dc-restic-post-restore.sh cleanup I :

I $ bash dc-restic-post-restore.sh <restore-name>
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78

EWRE T 2H, OADP Velero {41 DeploymentConfig R, FI¥ pod &
8 NI pod, LARH IEEEEFIE Pk 15 31 BBk & 9 DeploymentConfig pod,
FFUF Restic # post-restore hook ZERE# pod LM HIEIE, BEIEMARM R
X LB TR EEE pod, FHIF{E{T DeploymentConfig X &1 B = & 4 MBI A%,

1l 4.1. dc-restic-post-restore.sh cleanup filZ

#!/bin/bash
set -e

# if sha256sum exists, use it to check the integrity of the file
if command -v sha256sum >/dev/null 2>&1; then
CHECKSUM_CMD="sha256sum"
else
CHECKSUM_CMD="shasum -a 256"
fi

label_name () {
if [ "${#1}" -le "63" ]; then
echo $1
return
fi
sha=$(echo -n $1|$CHECKSUM_CMD)
echo "${1:0:57}${sha:0:6}"
}

OADP_NAMESPACE=${OADP_NAMESPACE:=openshift-adp}

if [ $# -ne 1 ]]; then
echo "usage: ${BASH_SOURCE} restore-name"
exit 1

fi

echo using OADP Namespace $OADP_NAMESPACE
echo restore: $1

label=$(label_name $1)
echo label: $label

echo Deleting disconnected restore pods
oc delete pods -1 oadp.openshift.io/disconnected-from-dc="%$label

for dc in $(oc get dc --all-namespaces -I oadp.openshift.io/replicas-modified=$label -0
jsonpath='{range .items[*]}{.metadata.namespace}{","{.metadata.name}{","}
{.metadata.annotations.oadp\.openshift\.io/original-replicas}{","}
{.metadata.annotations.oadp\.openshift\.io/original-paused}{"\n"}"
do

IFS=",' read -ra dc_arr <<< "$dc"

if [ ${#dc_arr[0]} -gt 0 ]; then
echo Found deployment ${dc_arr[0]}/${dc_arr[1]}, setting replicas: ${dc_arr[2]}, paused:
${dc_arr[3]}
cat <<EOF | oc patch dc -n ${dc_arr[0]} ${dc_arr[1]} --patch-file /dev/stdin
spec:



replicas: ${dc_arr[2]}
paused: ${dc_arr[3]}
EOF
fi
done

4.4.2.2. 0/ E hook

RAI LAOIE MR E hook, LAETE pod HIZITHE

R,
&R LLG R R BB KR hook :

e init hook ¥ init B2 AINE pod, LUMETEN AIEFASSEHIRIHT

B 45 NARFEHMKE

i3 %% Restore B E X ¥R(CR)IRE

T EBES.

NRIEWRE Restic 10, NETEWE hook init BESRININ restic-wait init B85,

e exec hook FERE ) pod B ZFHIZTT

it =

e 7£ Restore CR Y spec.hooks A0 hook, M TFAIFRR :

apiVersion: velero.io/v1
kind: Restore
metadata:

name: <restore>

namespace: openshift-adp

spec:
hooks:
resources:

- name: <hook_name>
includedNamespaces:
- <namespace> ﬂ
excludedNamespaces:
- <namespace>
includedResources:

- pods 9

excludedResources: []

labelSelector: 6
matchLabels:

app: velero

component: server

postHooks:
- init:

initContainers:

- name: restore-hook-init
image: alpine:latest
volumeMounts:

- mountPath: /restores/pvci-vm
name: pvci-vm

command:

- /bin/ash

--C
timeout: ﬂ
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- exec:
container: <container> 6
command:

- /bin/bash @

--C

- "psql < /backup/backup.sql”
waitTimeout: 5m
execTimeout: Tm 6
onError: Continue Q

A% : hook N FARYAR B ZEAIEAH, MRKBIB/EXMNME, M hook &M FRIHEMEHZEM,

il
=t

pod 2ME—AT LU B hook BT M BTIR,

1 kb hook (& A F SRt Fas IR EC RIS R,

e —-
(S

: BBIEE T Velero Z4£F initContainers =AY & AT E] KB,

 MREBIBERS, LB TRE pod WE—DPEHZFIZT,

5

Gl
X IETERMB init BEFAIA O R

Ak FREFHUANNE, XML K, UERSITLUEE), EEREZPEMLE]
B9 hook AILATER, MREBXE, MEIERTRAFE.

A - FRERISITRN R, FINMEDY 30s.

R IBRY SO F(E N Fail #1 Continue :

90 9909906006009

o Continue: Rt a5k,

o Fail: {£fi] pod AMEMARFEERELIKE hook 1217, Restore CR PR ZE
PartiallyFailed,

4.5. = HERR

IRE LAFEF OpenShift CLI TE =X Velero CLI TE i Velero BE X HFIR(CR). Velero CLI TEIZ#tE
AN EERE R

RAT LR E REMH, SHMKE CR A&, UK Restic A,
&8 LAE A must-gather TERKERE. CR {§2F] Prometheus 1EIREIE,
AT LB AR 73R KB Velero CLI TR ¢

® T#H VeleroCLITE

o iR M Velero EREH B Velero Z i Hl4

45.1. F# VeleroCLITE
fRAT LAYRBE Velero R4 71 E AV TLEA T3 3 %L Velero CLITE,

ZIIE S
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https://velero.io/docs/v1.8/basic-install/#install-the-cli

B 45 NARFEHMKE

e {#HF Homebrew B9 macOS
e GitHub

e {#f Chocolatey B9 Windows

FeREH
o AR5 T DNS 1AM Kubernetes 522 v1.16 S = i AS,

o MRBEARMZET kubectl,

pi% &2
1 ITFIYEES, HEAZE Verleo Wi ERY"Z2%E CLIY,
2. RB8 macOS. GitHub 3% Windows HI3&E 712,

3. RIBLULTFR, THEFERT OADP # OpenShift Container Platform iR A#] Velero iR A :

5% 4.2. OADP-Velero-OpenShift Container Platform fR&Xx%

Velero x4 OpenShift Container
Platform hixA
1.0.0 1.7 4.6 REFBIRAE
1.0.1 1.7 4.6 REFBIRAE
1.0.2 1.7 4.6 REFBIRAE
10.3 1.7 4.6 REFBIRAE
11.0 {velero-version} 4.9 R BEHHIRRA
111 {velero-version} 4.9 R BEHHIRRA
112 {velero-version} 4.9 RBEHHIRRA

4.5.2. 10 5EEEHH) Velero ZPE A Velero — il 35
o] LAMEF shell fp5 1/ R EEEBEH B Velero ERE M Velero Zi# il 34,

FRFH

e {&H) DataProtectionApplication B7E Y FRHIIRE 1 Reconcile complete,

it
o HIALTSRGIEMBIGA :

I $ alias velero='oc -n openshift-adp exec deployment/velero -c velero -it -- ./velero’
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4.5.3. {8 OpenShift CLI TE iz Velero ¥R

R B LA#E A OpenShift CLI TERE Velero BE X HR(CR)# Velero pod H &Rt K MHY #5479 2K 1k
EQ

Velero CR
&M oc describe M43 5 Backup =% Restore CR X E & 15BN

I $ oc describe <velero_cr> <cr_name>

Velero pod Hi&
5/ oc logs fp 138 Velero pod A& :

I $ oc logs pod/<velero>

Velero pod i B&
& 5] LA7E DataProtectionApplication FFRAF1EE Velero B&EZ, W TFHIFTR.

' IXANEIREI M OADP 1.0.3 FFi4.

apiVersion: oadp.openshift.io/vialphai
kind: DataProtectionApplication
metadata:

name: velero-sample
spec:

configuration:

velero:
logLevel: warning

AT A logLevel HHINTF :

e trace

e debug

® info

® warning

o R

o fatal

® panic

X—J_:.F%ﬁy A& SNy Eﬁ(ﬁﬁﬁ debugo

4.5.4. {F Velero CLI TEJHix Velero #iR
&7 LU Backup #1 Restore BE M HIR(CR)FHEA Velero CLI TEMZERAE,

Velero CLI TELt OpenShift CLI TERHEIFMMER,
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Wk

{3 oc exec M 5IZ1T Velero CLI 5% -

$ oc -n openshift-adp exec deployment/velero -c velero -- ./velero \
<backup_restore_cr> <command> <cr_name>

Nl

$ oc -n openshift-adp exec deployment/velero -c velero -- ./velero \
backup describe 0e44ae00-5dc3-11eb-9ca8-df7e5254778b-2d8q|

HE BT
& velero --help 7IHFi & Velero CLI 63 :

I $ oc -n openshift-adp exec deployment/velero -c velero -- ./velero \
--help

describe a4y

{# 3 velero describe #4735 Backup = Restore CR XEFRVE & 1A

$ oc -n openshift-adp exec deployment/velero -c velero -- ./velero \
<backup_restore_cr> describe <cr_name>

Nl

$ oc -n openshift-adp exec deployment/velero -c velero -- ./velero \
backup describe 0e44ae00-5dc3-11eb-9ca8-df7e5254778b-2d8q|

logs A
& velero logs s 123 Backup =k Restore CR ®HE :

$ oc -n openshift-adp exec deployment/velero -c velero -- ./velero \
<backup_restore_cr> logs <cr_name>

Nl

$ oc -n openshift-adp exec deployment/velero -c velero -- ./velero \
restore logs ccc7c2d0-6017-11eb-afab-85d0007f5a19-x4lbf

455 HHRERRH CPU EM pod FRIRHER

#NR Velero % Restic pod B ARV WTFS CPU M5B ARE, EaILUAEFEMR—

TRIE Ko

4.5.5.1. 7 Velero pod %i& %iRiEK

IRE LUEF oadp_vialphal_dpa.yaml X {4

B 45 NARFEHMKE

N
Vo

MRS E R ER B

configuration.velero.podConfig.resourceAllocations #i&FE& /) Velero pod % &% & HI FTIRIE K.

Y=
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o 7E YAML X% & cpu 1 memory BFHRIEK :

Velero X4l

apiVersion: oadp.openshift.io/vialphai
kind: DataProtectionApplication

configuration:
velero:
podConfig:
resourceAllocations:
requests:
cpu: 500m
memory: 256Mi

4.5.5.2. 7 Restic pod % & ¥R iEK

& LU# A configuration.restic.podConfig.resourceAllocations specification 2}y Restic pod %
BREMFIRIEK,

Pt =

® 7E£ YAML X% & cpu 1 memory BHRIEK ¢

Restic X461

apiVersion: oadp.openshift.io/vialphai
kind: DataProtectionApplication

configuration:
restic:
podConfig:
resourceAllocations:
requests:
cpu: 500m
memory: 256Mi

BF

FIRIERFEEMESLIHETES Kubernetes HIREKRERNER. AN, MREEBFERE
configuration.velero.podConfig.resourceAllocations =X
configuration.restic.podConfig.resourceAllocations, [l Velero pod =k Restic pod HJ
2K\ resources #MAEHITF :

requests:
cpu: 500m
memory: 128Mi

4.5.6. Velero #1# A Webhook (]

Velero TEMRE T F2 R HE AN Webhook [R[IBIRE DB R, #NRIEE T IE 7 #EH7 B AHEAN webhook, EAIEE
FEFAYNB Velero M EMMAIRE T 1%,
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WE, TWAEAN Webhook WITEMEBEEMD Eﬁ'ﬁﬁ']Lﬁ;E?%*”E’J KR, MRV ITEMBERFHR,
E N AEAN webhook BHEELEF R, N&SHIXFIE

B, fIRsIRETZEXTSR, 40 service.serving.knative.dev @F & B0/ FEIR, &D%@Ef'ﬁl_ﬁ

8, NAREEFEA Velero BIEMIRE IXLETHR, XA % H Velero AR A Webhook BB B F %
E’JIEJ Jﬁo

4.5.6.1. H{EHMEA webhook B Velero &3k & IR A
ATNETEREAN webhook F—L2R BRI Velero 101k & BTRAT B HIZI N 5 T,

4.5.6.1.1. % & Knative ¥R
IR RE B EFE A Velero &2 {F 4 A webhook B Knative B 3REY[A] 5,

HEEHDMIREERAEAN webhook B Knative BHRES, &R LUET B L KETNZ Service BT iRMME FiX D
IEJ Dzio

i

o RETI/Z service.serving.knavtive.dev Service 7R :

$ velero restore <restore_name> \
--from-backup=<backup_name> --include-resources \
service.serving.knavtive.dev

4.5.6.1.2. % & IBM AppConnect ¥R

INRIBMER Velero kE EA A webhook B IBM AppConnect ¥R A, &0 LATEL TR TT
BE,

i =
1. REEREHIESHE kind: MutatingWebhookConfiguration #9745 7 A& :

I $ oc get mutatingwebhookconfigurations

2. ¥E & kind: MutatingWebhookConfiguration B9 YAML X4, LURBREEE NS0 EFE
RN R, MNEEZEL, HSHE A Kuberbetes X1,

3. REEESDEFEAMN type: Configuration.appconnect.ibm.com/vibetal F#] spec.version #%
B &% Operator #,

Hith BT
o EARRM
e Webhook # Af&E {4+
® Webhook A A E

4.5.7. L&A
TEREHURRI N BN, EaAeS 85I A TN B T8 E RS 5 B 5,
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4571 #RFEEASENE =
Velero pod HELRIERER, SR EMASTHHIEB X,

EE&A
NREMEEDERE Velero H XML EH %,

fRRAZE

MRS REEARERTF Velero, MA@ X E DataProtectionApplication ;& £ H)
spec.backupLocations.velero.objectStorage.prefix S h F #iE 15 E — NI,

45.7.2. AWS EIFARIETA

oadp-aws-registry pod HE&ER R4 1% 2 InvalidAccessKeyld: The AWS Access Key Id you
provided does not exist in our records.

Velero pod B& Z 7~ iH15%H 2 NoCredentialProviders: no valid provider in chain,

EE&A
FAF11/% Secret ¥R B credentials-velero X #&5 %K1k,

BRARBE
44k credentials-velero X4 B2 IEfHE 1L, W THIFFR :

credentials-velero 3 {7~

[default] @)

aws_access_key_id=AKIAIOSFODNN7EXAMPLE @
aws_secret_access_key=wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY

@ AwsEiEREE.
@ TRERES (") BHEEEX,

4.5.8. %2 E CR [7]#

XA gE =82 F Backup #1 Restore B E X FIR(CR)BIE W&,

4.5.8.1. 19 CR BEKFRE

Backup CR Z7~iH1%H 2 InvalidVolume.NotFound: The volume ‘vol-xxxx’ does not exist,
R
BFAMEPV)MIRBAEMLTFARBXE,

RRAR

1. 4@’ DataProtectionApplication ;& ¥ #f4 spec.snapshotLocations.velero.config.region
BIE, FEIREBAEMTS PV HRKXE,

2. DIEHH Backup CR,
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4.5.8.2. %13 CRIR ST 1T
Backup CR HJIRSREBTE InProgress 1 &, HER5K.

=S
MR DT, NITERE,
BRAR
1. %% Backup CR BUIE4HE R :

$ oc -n {namespace} exec deployment/velero -c velero -- ./velero \
backup describe <backup>

2. f#F& Backup CR :
I $ oc delete backup <backup> -n openshift-adp
BABEFEAMUE, FNEEHITHH Backup CR %A L& XXHEIN RIFH,

3. fIEHH Backup CR,

4.5.8.3. &1 CR K EALTF PartiallyFailed

1£3% 8 Restic {ERANT—4 Backup CR FRSIR B E PartiallyFailed 1 E%, Bi%B5MK. ME PVC BIR
B&FUE,

-
[RE

IMRFMDBET CSIRRBEOIREM, BRVIRE, CSIHRBEEHRFITEQZRR, Eit, Veleropod &
DRI T RIES IR

+

time="2023-02-17T16:33:13Z" level=error msg="Error backing up item" backup=openshift-adp/user1-
backup-check5 error="error executing custom action (groupResource=persistentvolumeclaims,
namespace=busy1, name=pvci-useri): rpc error: code = Unknown desc = failed to get
volumesnapshotclass for storageclass ocs-storagecluster-ceph-rbd: failed to get
volumesnapshotclass for provisioner openshift-storage.rbd.csi.ceph.com, ensure that the desired
volumesnapshot class has the velero.io/csi-volumesnapshot-class label" logSource="/remote-
source/velero/app/pkg/backup/backup.go:417" name=busybox-79799557b5-vprq

RRFAR
1. k& Backup CR :

I $ oc delete backup <backup> -n openshift-adp

2. MNRFE, 751 BackupStorageLocation 7z fifHIEE LB B Ze A,

3. J$#5% velero.io/csi-volumesnapshot-class=true i %] VolumeSnapshotClass *f & :

I $ oc label volumesnapshotclass/<snapclass_name> velero.io/csi-volumesnapshot-class=true
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4. QIEEHH Backup CR,

4.5.9. Restic [n]l

TE{EF Restic &N ARFN, EARERIBEIX LR,

4.5.9.1. EHT root_squash B NFS BIEEM Restic I REER

Restic pod HE R R H1%H &, controller=pod-volume-backup error="fork/exec/usr/bin/restic:
permission denied",

JRX
INERITEY NFS BIEEZ H T root_squash, Restic B51E| nfsnobody, H3%H I &0 BIFR,

BRAR

& LU h Restic A&+ T4 9940 ID 7N INZEI DataProtectionApplication j& 5 A S fif )R AN A -
1. 7£ NFS B#E& 7 Restic O 74,
2. 7 NFS B EiXiE setgid i, LUEHKEHRRBEIL

3. I spec.configuration.restic.supplementalGroups Z#(#14H 1D FH 0%
DataProtectionApplication &£ &, N TFHIFT :

spec:
configuration:
restic:
enable: true
supplementalGroups:
- <group_id>

@ =xixE4D,
4. %1 Resticpod EfF, UMENAEH,

4.5.9.2. i F RIS EH 0/ Restic Backup CR

INRIE N 4 22 A B3 Restic Backup CR, EBEXN REMMNEIE, RENE—hREHEFHOE
Backup CR, Z|#TfllE##) Backup CR 25K,

velero pod BE& B R THIZHE R  stderr=Fatal: unable to open config file: Stat: The specified key
does not exist.\nls there a repository at the following location?,

-
[RE

INR Restic B X MITRIELEBMIFR, Velero &M ResticRepository 75 E# | E = B #H Restic 7714
E, NFBEZER, ESM Velero Al 4421,

fRRAR
o ZfTEAT A, MenRZ[A HHIPRIE XA Restic 7 i#)%E

I $ oc delete resticrepository openshift-adp <name_of_the_restic_repository>
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B 45 NARFEHMKE

FELUTHIRBER, mysql-persistent 25 A Restic Fi#E, FiEENRIFREIEEIA
¢O

time="2021-12-29T18:29:14Z" level=info msg="1 errors

encountered backup up item" backup=velero/backup65
logSource="pkg/backup/backup.go:431" name=mysql-7d99fc949-qbkds
time="2021-12-29T18:29:14Z" level=error msg="Error backing up item"
backup=velero/backup65 error="pod volume backup failed: error running
restic backup, stderr=Fatal: unable to open config file: Stat: The
specified key does not exist.\nls there a repository at the following
location?\ns3:http://minio-minio.apps.mayap-oadp-
veleo-1234.qge.devcluster.openshift.com/mayapvelerooadp2/velero1/
restic/mysql-persistenf\n: exit status 1" error.file="/remote-source/
src/github.com/vmware-tanzu/velero/pkg/restic/backupper.go:184"
error.function="github.com/vmware-tanzu/velero/
pkg/restic.(*backupper).BackupPodVolumes"
logSource="pkg/backup/backup.go:435" name=mysql-7d99fc949-qbkds

4.5.10. £ must-gather TE

&R LAE A must-gather TEWEHF X OADP BE L HIRHARE. #EIFFIER.
must-gather #3E 2 INBIRT B & - 22461,

FoREM

o T ilfERAESA cluster-admin & &I &K E] OpenShift Container Platform &2%,

e B% %k OpenShift CLI (oc).

iz
1. #AEEZ % must-gather BB B %,
2. NUATEIRIRE T2 —i21T oc adm must-gather 743 :
I $ oc adm must-gather --image=registry.redhat.io/oadp/oadp-mustgather-rhel8:v1.1
#IERTF 7 must-gather/must-gather.tar.gz, ErTLUF SO EEBIZTIES S ] MG RIZ
R,

$ oc adm must-gather --image=registry.redhat.io/oadp/oadp-mustgather-rhel8:v1.1 \
-- /usr/bin/gather_metrics_dump

LR RERER K H], #IBR1FH must-gather/metrics/prom_data.tar.gz,

fffl Prometheus 258 E&EEIBHEUR
A LUFE A Prometheus 12244 & BT8R,

it =

1. f#[E%% prom_data.tar.gz 15 :

I $ tar -xvzf must-gather/metrics/prom_data.tar.gz
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2. G AH# Prometheus 245 :

I $ make prometheus-run

S HiH Prometheus URL,

Fanth

I Started Prometheus on http://localhost:9090
3. 551 Web Hiids, BSMEl URL LMEMR Prometheus Web #HI&8 BEEHIE,
4. BEFIERE, MER Prometheus SLBIFIEE :

I $ make prometheus-cleanup

4.6. 5 OADP —i&2{F 1 API
ARSI IR LITE OADP — B ALl APl B9 A :
e \/elero API

e OADP API

4.6.1. Velero API
Velero API X4 H Velero 4547, MAHZIIB4ET, B©HIE Velero API 2B A E,

4.6.2. OADP API
TRIZM T OADP API BY45#5 -

5% 4.3. DataProtectionApplicationSpec

=43 el sk

backupLocations [1 BackupLocation EXHATF
BackupStorageLocations
BEiE 7R,

snapshotLocations [1 SnapshotLocation E X
VolumeSnapshotLocations
FERAMEETIR,
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https://velero.io/docs/main/api-types/
https://pkg.go.dev/github.com/openshift/oadp-operator/api/v1alpha1#BackupLocation
https://pkg.go.dev/github.com/openshift/oadp-operator/api/v1alpha1#SnapshotLocation

B 45 NARFEHMKE

unsupportedOverrides map [ UnsupportedimageKey ] AR FEE NI A BB BRI
string f&. %174 velerolmageFqin,

awsPluginlmageFqin,
openshiftPluginimageFqin,
azurePluginimageFqin,
gcpPluginimageFqin,
csiPluginimageFqin,
dataMoverimageFqin,
resticRestorelmageFqin,
kubevirtPluginlmageFqin, and
operator-type.

podAnnotations map [ string ] string BT EEARRIE Operator E8E
B pods

podDnsPolicy DNSPolicy 7E X Pod #J DNS M &,

podDnsConfig PodDNSConfig 7E X FR'T B DNSPolicy 4 HILL

489 pod BJ DNS Z#L,

backuplmages *bool BATREEREEIE reqgistry LU
RAHREHNEHHRE,

BCiE *ApplicationConfig FAF & SCEHER T N AR 55 25 B
[

Theg Kt T . DPA MEC B LUS AR T
IhEE.

OADP API| BYFEEEERH4 7E L,

3 4.4. BackupLocation

=4 KRR ek
velero *velero.BackupStoragelLocationS  EfEBIRIBMAIE, MEHDFEA
pec [EfZipu
bucket *CloudStoragelocation [FARTE ) EEESFEENEL
B 0EEFEERE, BESOFEAL
&,

o1


https://pkg.go.dev/github.com/openshift/oadp-operator/api/v1alpha1#UnsupportedImageKey
https://pkg.go.dev/builtin#string
https://pkg.go.dev/builtin#string
https://pkg.go.dev/builtin#string
https://pkg.go.dev/k8s.io/api/core/v1#DNSPolicy
https://pkg.go.dev/k8s.io/api/core/v1#PodDNSConfig
https://pkg.go.dev/builtin#bool
https://pkg.go.dev/github.com/openshift/oadp-operator/api/v1alpha1#ApplicationConfig
https://pkg.go.dev/github.com/openshift/oadp-operator/api/v1alpha1#Features
https://pkg.go.dev/github.com/openshift/oadp-operator/api/v1alpha1#DataProtectionApplicationSpec
https://pkg.go.dev/github.com/vmware-tanzu/velero/pkg/apis/velero/v1#BackupStorageLocationSpec
https://pkg.go.dev/github.com/vmware-tanzu/velero/pkg/apis/velero/v1#BackupStorageLocation
https://pkg.go.dev/github.com/openshift/oadp-operator/api/v1alpha1#CloudStorageLocation
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BF

bucket %iﬁlnm MRORTIIINEE. HARTATIHRER RIS RARSS FHMIL (SLA) X
F, BYREARHATE, MEFHERLE T IMREHRERE]. XERATI TR LUE
ﬁiF’TmEﬁﬁi%ﬁEl’JIjJﬁb, HENSEF XM BRRERGE L.

BRIABRAT G FEEMNESER, WSARATIT i F e,

Z:# BackupLocation B955 % schema & X,

3 4.5. SnapshotLocation

velero *VVolumeSnapshotLocationSpec AT EFHEBSREBIAE, WaHRE
frig,

Z: % SnapshotLocation 5% schema & X,

3 4.6. ApplicationConfig

=4 KRB b
velero *VeleroConfig TE X Velero lR%5#REEE .
restic *ResticConfig 7E X Restic fRF5FRECE.

& ApplicationConfig FI5E%E schema & X,

% 4.7. VeleroConfig

featureFlags [] string TE MM Velero SEf5IfE BRI ZHRES
=,

defaultPlugins [] string AT AR LT R BIREIA Velero
EGE ol

aws. azure. csi. gcp. kube
virt #1 openshift,

customPlugins []CustomPlugin AT LREETE L Velero $&Eff,

ARk BE X HESHERIE
TEOADP plug-ins
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https://access.redhat.com/support/offerings/techpreview/
https://pkg.go.dev/github.com/openshift/oadp-operator/api/v1alpha1#BackupLocation
https://pkg.go.dev/github.com/vmware-tanzu/velero/pkg/apis/velero/v1#VolumeSnapshotLocationSpec
https://pkg.go.dev/github.com/vmware-tanzu/velero/pkg/apis/velero/v1#VolumeSnapshotLocation
https://pkg.go.dev/github.com/openshift/oadp-operator/api/v1alpha1#SnapshotLocation
https://pkg.go.dev/github.com/openshift/oadp-operator/api/v1alpha1#VeleroConfig
https://pkg.go.dev/github.com/openshift/oadp-operator/api/v1alpha1#ResticConfig
https://pkg.go.dev/github.com/openshift/oadp-operator/api/v1alpha1#ApplicationConfig
https://pkg.go.dev/builtin#string
https://pkg.go.dev/builtin#string
https://pkg.go.dev/github.com/openshift/oadp-operator/api/v1alpha1#CustomPlugin

B 45 NARFEHMKE

restoreResourcesVersionPri FTER RE—DPEEMY, SEENLE
ority EnableAPIGroupVersions )

REMCA S AN WA, EX
b= ER R TE Velero BRSS 2R TNEENT
LAY
EnableAPIGroupVersions,

noDefaultBackupLocation bool EEESERAS D ERUIENER
T &% Velero, A&
noDefaultBackupLocation #r

BRI LE,
podConfig *PodConfig 7E X Velero pod WAL E,
logLevel FRE Velero fR%53s HEN A (TExFEH

BB EHRERA debug, *f Velero
RUNRBRIXE) . BRLETEE
trace. debug. info. warning
. error, fatal #1 panic,

8 VeleroConfig FI5E2E schema & Lo

5 4.8. CustomPlugin

Bt el fed
name FRES B R rI R,
image FRES B E MBI R.

B CustomPlugin BJ5E 2 schema & X,

3 4.9. ResticConfig

2352 ' s

enable *bool WME& & true, NI{FEF Restic
EREDNRE, NREEN
false, NFEEIRE,

supplementalGroups [lint64 E X Z N %I Restic pod B
Linux 4,


https://pkg.go.dev/builtin#string
https://pkg.go.dev/builtin#bool
https://pkg.go.dev/github.com/openshift/oadp-operator/api/v1alpha1#PodConfig
https://pkg.go.dev/builtin#string
https://pkg.go.dev/github.com/openshift/oadp-operator/api/v1alpha1#VeleroConfig
https://pkg.go.dev/builtin#string
https://pkg.go.dev/builtin#string
https://pkg.go.dev/github.com/openshift/oadp-operator/api/v1alpha1#CustomPlugin
https://pkg.go.dev/builtin#bool
https://pkg.go.dev/builtin#int64
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timeout FREB T Y Restic BB 1R8O 5F4E
7 rFEE. BRINMEHR 1hr (170
i) o — MUK RIBRIN TS,
AUR—H AR ERS, 81
B E A LA A — AN AR 2 8 K
FATEZ, 40300ms, -15h' sk
2h45m, AT A A2
ns. us (sXus) . ms, s, m
#h,

podConfig *PodConfig 7 Y Restic pod WAL E,

B ResticConfig B58 2 schema & X,

% 4.10. PodConfig

nodeSelector map [ string ] string E L E R4 Velero podSpec
5% Restic podSpec #J

nodeSelector.

ZABR (tolerations) [JToleration E BN AR Velero ERESK
Restic daemonset H&ERFIK.

resourceAllocations ResourceRequirements J1—4~ Velero pod =k Restic
pod B4 E K ¥ IRBRIE ATE
X, WMi%E Velero CPU FMIRESD

[z pu
labels map [ string ] string ZRINE pod MIFRZE,
B PodConfig FI582 schema & X,
+* 4.11.3hie
dataMover *DataMover 7E Y Data Mover HEZ &,

KA Features B5E%E schema & Yo

X 4.12. DataMover

Bt

4

9


https://pkg.go.dev/builtin#string
https://pkg.go.dev/github.com/openshift/oadp-operator/api/v1alpha1#PodConfig
https://pkg.go.dev/github.com/openshift/oadp-operator/api/v1alpha1#ResticConfig
https://pkg.go.dev/builtin#string
https://pkg.go.dev/builtin#string
https://pkg.go.dev/k8s.io/api/core/v1#Toleration
https://pkg.go.dev/k8s.io/api/core/v1#ResourceRequirements
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.10/html-single/backup_and_restore/#oadp-setting-resource-limits-and-requests_installing-oadp-aws
https://pkg.go.dev/builtin#string
https://pkg.go.dev/builtin#string
https://pkg.go.dev/github.com/openshift/oadp-operator/api/v1alpha1#PodConfig
https://pkg.go.dev/github.com/openshift/oadp-operator/api/v1alpha1#DataMover
https://pkg.go.dev/github.com/openshift/oadp-operator/api/v1alpha1#Features

B 45 NARFEHMKE

enable bool MRIZE N true, 1HERESRIR
et 23 FE LAY CSI Data Mover
i, WRIZE N false, A&

EBES .

credentialName FREB Data Mover B 1248 Restic
Secret &7,

timeout FREE ERER

VolumeSnapshotBackup 7

VolumeSnapshotRestore i

FA P R B RFLENT (M P RF R, BRIA
E»10m (10 &%) ., —MExR
A EXRPREER, ATLAR—ZH 4t
FEFFI, SIRFHATLUTE
— N ANER SRR EL, W

300ms. -15h'=k 2h45m, B
FHEEAIZ ns, us (X

pus) . ms. s, milh,

OADP API £ OADP Operator 8 HiF4,

4.7. &% OADP 4 MF1ThAEE

AR X OpenShift API for Data Protection (OADP) B2 ZhAE,
4.7.1. ERE—EEHPEATRAB Kubernetes API iR A

4.7.1.1. SIHERF P Kubernetes API ZHiRA

REHARERIREZ N AP IRAE, HABN—MHRAZE LN APIIRA, B0, #HE %7 Example B AP
RREE B T BE B 151 example.com/v1 #] example.com/vibeta2 API ZHrh,

INRIBFE Velero &1 FIRE IXFERRERE, Velero (X192 T £ Kubernetes API B LR A% BTIRHY
kR,

ERME LEI, 1R example.com/vi EIEE API, Il Velero & {3EM example.com/v1 BIHHREIAR
X, AH, BIrEEBEFREE example.com/vl TS —AH 0T API BHREAEM, LUE Velero kS BFR&ER#
FHIBTR,

Rk, BEEEBIRERE E4ERK Kubernetes API HARAFIR, UUMBERAE—HITEN AP FHRAPEFMTE
B9 API BRA,

it
o HMALUTHS

I $ oc api-resources
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4.7.1.2. XF/5H API ‘i &

ZINER T, Velero RE2#E A Kubernetes APl FIE LR A KR, ER, Velero EIFE—1NA A AP
HERATHEE, BRRTIXANRRS, YUERERHEAN, XPNIMEERE Velero &R EED N ATE
Kubernetes API ZHiRA, MARBEIEEEE, URAGFHEESD tar XMEPRRER, TUEBIRER L
REeA],

fian, #AE %N Example B9 AP| BIREEF rE B HETE example.com/v1 #1 example.com/vibeta2 API
‘Hrh, example.com/vl 2E % AP,

INSR%AF 5 A Enable API Group Versions ThEE, Velero {X &% Example BIE %t API ZHiR A, BD
example.com/vl, [ERIZINEERE, Velero &% 19 example.com/vibeta2,

LEEELER TSR AP HMATEER, Velero 4RHE API ZHARA LM 181k S HIRR A

J= A3 API R AT AL T B

Velero FALUTEZEN API RAD B LR, FHFH1ENZEMER :
1. destination EEEHIE1ERRA
2. source_ cluster BIEIERA

3. WA= Kubernetes R AL AN BB A IEE LT FHFhR A

Lth

=5

i
o =M API HERATHEE

\

4.7.1.3. ER/E A API HhRA

EA LUFEE Velero BIJE FE AP ZHhR ATHRE K =10 B P T80 AF A Kubernetes AP HRRA, MTARERE
AR,

I APERRA AT,

it

e fZi& EnableAPIGroupVersions AEHRIL

S

apiVersion: oadp.openshift.io/vialpha1
kind: DataProtectionApplication

spec:
configuration:
velero:
featureFlags:
- EnableAPIGroupVersions

Lth B

\
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https://velero.io/docs/v1.9/enable-api-group-versions-feature/

B 4E NABRFSFHONRE
o [ZF AP ARRAINAS
4.7.2. N\—NEEREDEIE, FRERER A 1K

4721 XRTFMN—TEREPF0E8EE, HES—ISRRPRERE

{oadp-first} ETETER — OpenShift Container Platform SE&E &R FIRE N RRRFEIE. MTC
(Migration Toolkit for Containers) EE{3 & 2% (SIENARFEHIE) M— OpenShift Container
Platform &8I H% 2 7 — &8+,

KB LUEF OADP M— OpenShift Container Platform 8t &0 N REFHIE, FHEH — 1 EEH
MEE., B2, XHEMLER MTC SfER OADP R —SEHASHMRER NE 24,

EMINER OADP M— MR BIEHNERER A —1 58, RTEMA OADP &M MIKEHETE
BERFEMETN, LREZBEUTER :

® Operator
e {HF Velero

e UID#1 GID 3B

4.7.2.1.1. Operator

1B M. R B 7 9 F HEBR Operator, LUERTH &R FMIIRE.

4.7.2.1.2. 8 Velero
Velero (EF OADP i) AXRFESHENEHREIBFAMESIRE, EESTEEZAEREIRIBI

&, EFZSH Velero Restic R #&ADET, AR EX RN A ERERNSR, BFER OADP
Data Mover #1T CSI 288,

7£ OADP 1.1 RERhrAH, Velero Restic X4 R4 &k #KH#H restic, 7£ OADP 1.2
REFRAR, Velero Restic X HRYL & 19ATF A file-system-backup.

A=
" Velero BISTHRET 5 13 THBE S #F Kopia 1 Restic, {BE /T OADP {{XZ#F Restic,

o RIBWATFER Velero By XRS50 £ AWS X i53% Microsoft Azure X182 [8] 5T 5 5UE,
o Velero A HFMHBUBIKE BILLRER FL2A7Kubernetes IR ABIEEE,
o FIELE, LU T{EMETREILLRE F&HI Kubernetes iRA, BIENFEZESNEE EKERN

SRREIA] APIHBIFR AR M, 1R Kubernetes IRAFH R RPN IR E API HEFRE M, Rl
EABEHZRMEE KR,

4.7.21.3.UID 1 GID 3B

HEM—IEREOREFRERER S -1 KR, UD (BFID) F1GID (4HID) SEHEAREREIN
BERNE, THEHRIERD AR T X LB R A% R EE
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[ AR ek

EBEERS, HBRZEEMUID A GID SEFATEERE, OADP A& P FIMRE OpenShift UID SE
TTHIE, MRLZFHNNAERFEEREN UID, BRFERRERSEETE, M5EA % OpenShift B UID
# GIDSEREMEZER, ES M OpenShift #1 UID BYER .

] R 2 i et

IR oc create namespace 7 OpenShift Container Platform F @4y & 22 [B]E, OpenShift
Container Platform &N & 2 [H A B —MME— B ID (UID) SB[, BN Supplemental Group (GID)SE
FEIFIME— Y SELinux MCS 1155, 16 RIEMEE S A metadata.annotations F &, ILERRRE
ML TR (SCC) SFRM—ERSY, ©HUTHMEAERMK :

e openshift.io/sa.scc.mcs
e openshift.io/sa.scc.supplemental-groups
e openshift.io/sa.scc.uid-range

wWiHA OADP IkEHR AN, ©4aB5){# A metadata.annotations FHE R, MEE HBEIER
EEE, Alt, MEHIUTERMEL—, TENSETRETENEHEEE

o FHE—TEETR SCCEMNIALHFENMEZEN, INETRERFF. EXIMERT, &
#PH), OADP REEMATAHFENMEBER, MAZEEREN6HEZEA,

o HRERAIELESR, BHEHLIZITMIEREMNGAZREEINE., EXMERT, OADP R
KB EE, MEERE SRR UB— I HNmAEE, ZhRZRAFaFEE a4
T EERR, XESBUSHM UID SEE DA B R ZEE,

#NR OpenShift Container Platform RIEBMIF A S EIBE DI BRI & 22 B3EAE N pod
“Jy securityContext UID, [l AT gE& H HHjm] &,
o AHBUID FABEESXHFIBEHEMN UID A,

o KHEER, N OpenShift Container Platform & E &K B ir&EE8 UID SEF, UIEER&HDSE
BEMEIE, Fit, #MEHSENRERENUID AR, XEKENBREFLER BIFEEIEEK
B AHIE,

RRAR
B LUFER U T — 1SN R A R R UID #1 GID SEH R -
o THHMEBEARE

o MNRIEFE Backup CR REAMEEFRTIEESSEFMPINR, HHFRFIIIREE
FSRANE S TERMRZRZERF,

o AZFHERAMEBAMNGLZERF, HHRENSE LERNSFENSEZERRE,
o EWRMBHR :
BT EEIBEHITIEE UIDSEEME 1-4 H3RIEE UID S5H ., 8B152RIERN,

i}

o

&% OpenShift Container Platform #1 UID #1 GID SEFEIRIIFEM 12, ERBRE—NEEHPSDEIEFE
FH—NEEF P IREFIRIT KN, FS [ OpenShift #1 UID B918E o

4.7.22. M= EEFP e 8dE, HRERER S 155
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https://cloud.redhat.com/blog/a-guide-to-openshift-and-uids
https://access.redhat.com/articles/6844071
https://cloud.redhat.com/blog/a-guide-to-openshift-and-uids

B 45 NARFEHMKE

BE, BT LM— OpenShift Container Platform 255108, FUSFHBESHHIRERIE —%£R
7 RTE 7 — 1 OpenShift Container Platform 528 LIk E##E. 1BZ, M—1 OpenShift Container
Platform &B &R HIEN, KB —LHANTIRZENFARZL, HFEF—IEHFHREE,

FRFH

o FIEEFELEMIIRERMERAERZME (W0 AWS, Microsoft Azure, GCP %) , Hil2HIE
I 2R (DPA) BYSE RS,

Y
o ENENTRRHUMBEZFRMUTASE

o MREMEMALE (BSL) MBRBAUEEFHERNAMHIEE, UNTRKRERS—15%
¥,

o FEEMAHAZHERMNREFEMUBERIL.
o NIKBmELR, HFER OADP I BInEE B H & 22 H,

o MRM{EH Velero file-system-backup 127, %217 T 4H/5FH --default-volumes-to-
fs-backup IT&ELMEE &SP F2PEA -

$ velero backup create <backup_name> --default-volumes-to-fs-backup
<any_other_options>

TB
a 1£ OADP 12 REEhRA, Velero Restic %1% N file-system-backup.

4.7.3. HB R
BX APl HRAMEZER, 1ESHER -SSP FEHETER Kubernetes APl iR A,
% OADP Data Mover WE%{E R, iESH )y CSI [REE{FEFEEIE Mover,

B XTE OADP H{# A Restic WEZ{E R, 1ESHEA Restic &1 N HERF,
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2 5% CONTROL PLANE &3 #ixE

5.1. 13 ETCD

etcd & OpenShift Container Platform BILL S -(H BN TN, ©REBME TR RIPRE
EHI I EEEM eted #3E, FH7E OpenShift Container Platform IMELUAN ML LU BREFSHDEIE, &
BREFE-NMEPRETKRET (RERFH 24 MFR) 31T eted &2, BNEDFELHEIER. A4,
BURIEIEEIEHAER eted &7, BN eted IREBEREM 1/0 KA,

WBRANEREEHIT eted &P, XREE, RANHMREREEN, WIERME— z-stream ZITARAHIK
BB etcd %12, 5130, OpenShift Container Platform 4.y.z %ﬁﬂ\’ﬁﬁfﬁ}% 4.y.z HiREH eted & 17,

BF

1L TE control plane EN EHUT —RED AR S ERM eted FIE. FENEAN
control plane EHLFHIT 1D,

TEHATT eted &P/E, BATLURE B —PLIBTRSERHR S,

5.1.1. %1% etcd #44E

BEBLUTH, @it 02 eted IREBFHFFHHE pod WITERED eted BIE, XNFRALUKRE, FF
HEUERENEREERRE etcd HiE.

' .
HI{RF ¥ — control plane W&, FEMEEEFHE control plane EWIFHFITED

FeREH
o RMETLUFEAEZR cluster-admin A& i A& EE,
o MEKMERTSETEEERNRIE,

R

& LLEiT & & oc get proxy cluster -o yaml i i EREELEFA, MR
httpProxy. httpsProxy#ll noProxy &% & T1H, &SRR,

it =

1. 7 control plane 7 RS 8I—1 debug &R1F :
I $ oc debug node/<node_name>

2. HRHIARE KN /host :
I sh-4.2# chroot /host

3. MREATERGEHEMWAE, EHEDSHT NO_PROXY. HTTP_PROXY#1 HTTPS_PROXY
INET &,
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4. 217 cluster-backup.sh Bl&, HAREHDHAIE,

R

cluster-backup.sh FIZ&F# etcd Cluster Operator BJ—NHBG#E, ©=E etcdctl snapshot
save in DHIEETERF (wrapper) o

sh-4.4# /usr/local/bin/cluster-backup.sh /home/core/assets/backup

BA R B

found latest kube-apiserver: /etc/kubernetes/static-pod-resources/kube-apiserver-pod-6

found latest kube-controller-manager: /etc/kubernetes/static-pod-resources/kube-controller-
manager-pod-7

found latest kube-scheduler: /etc/kubernetes/static-pod-resources/kube-scheduler-pod-6

found latest etcd: /etc/kubernetes/static-pod-resources/etcd-pod-3
ede95fe6b88b87ba86a03c15e669fb4aa5bf0991¢c180d3c6895ce72eaade54a

etcdctl version: 3.4.14

APl version: 3.4
{"level":"info","ts":1624647639.0188997,"caller":"snapshot/v3_snapshot.go:119","msg":"created
temporary db file","path":"/home/core/assets/backup/snapshot_2021-06-25_190035.db.part"}
{"level":"info","ts":"2021-06-
25T19:00:39.030Z","caller":"clientv3/maintenance.go:200","msg":"opened snapshot stream;
downloading"}
{"level":"info","ts":1624647639.0301006,"caller":"snapshot/v3_snapshot.go:127","msg":"fetching
snapshot","endpoint":"https://10.0.0.5:2379"}

{"level":"info","ts":"2021-06-
25T19:00:40.215Z","caller":"clientv3/maintenance.go:208","msg":"completed snapshot read;
closing"}
{"level":"info","ts":1624647640.6032252,"caller":"snapshot/v3_snapshot.go:142","msg":"fetched
snapshot","endpoint":"https://10.0.0.5:2379","size":"114 MB","took":1.584090459}
{"level":"info","ts":1624647640.6047094,"caller":"snapshot/v3_snapshot.go:152","msg":"saved",
"path":"/home/core/assets/backup/snapshot_2021-06-25_190035.db"}

Snapshot saved at /home/core/assets/backup/snapshot_2021-06-25_190035.db
{"hash":3866667823,"revision":31407,"totalKey":12828,"totalSize":114446336}

snapshot db and kube resources are successfully saved to /home/core/assets/backup

EXANRBIF, FE control plane E#1_EH) /home/core/assets/backup/ B kI T H AN -

snapshot_<datetimestamp>.db : ;X342 etcd 1RER, cluster-backup.sh &I\ E
B

static_kuberesources_<datetimestamps.tar.gz : Lt 3X 4 E &5 pod WHR, MNREH
T etcd N, BHEE etcd REBHMBE T,

MREAT eted INEE, BUHTEEERE, BB-IXHS eted REB2 TR
7. BE, FBEINXHTBEM eted REBHIFITRE,

THICHE, eted (ONMEZEITINE, MAXRIAITING, XEHREHRRKE, B4
Z2[A| RN RGN B,
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5.2. B AR ETCD A A
AR T B — DR eted AT R,
T RBURTF etecd BATMERBIREE, MHSREEIERIT, HTRARME, = etcd pod 4F crashlooping
K
pa -3

INRIBEKRT KEZE control plane EH, 1HIRB MR E RIZME BILIFTH — D EEHR
B, MABXNT R,

#NR control plane MEHEHEB MR T AT, M THEEMELH control plane HET A
REMF IR, mALitiE,

fNR control plane TREXRFHBUBR T — DT R, etcd & Operator AR ERKFT
TLS UEFFIFTT RN eted B A,

5.2.1. 5o R F 4
o TEEMAMEEMN eted KH, FEHT etcd 15

5.2.2. HEH — 1N EEB eted B 5
A LR ERER T E R eted B T,

SR M
o FHEZXR cluster-admin B &I £,

ik =2
1. FEARELLTHSE EtcdMembersAvailable A S Z RS -

S

$ oc get etcd -o=jsonpath='{range .items[0].status.conditions[?
(@.type=="EtcdMembersAvailable")]}{.message}{"\n"}'

2. AEWH
I 2 of 3 members are available, ip-10-0-131-183.ec2.internal is unhealthy
XA RBIEHH E R ip-10-0-131-183.ec2.internal etcd B 5 RNEEE.
5.2.3. IENMEREM eted A A BIRE
BT RER etcd AT IEBURTF etcd BILATIRT -
o HBREDITHE LT RARRMEE
® etcd pod 4bF crashlooping YR

LRIERE T eted AL FIRDNRE. XALLE T BB ERE eted M5 EZEEIF T,
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MREBAENRREZTHT mAMYE, BelINIZERROERRS, BLEMIAITE
HUTEH: etcd XA RIRFR, BHLERS T mURE—MERIKSHES, etcd cluster Operator ¥
EHIEEZR

FeREH
o MATLUFEAEA cluster-admin B&IAE iR EEE,

o MEHBEITEREN eted KA,

Pt =

1. & HEREREET

$ oc get machines -A -ojsonpath='{range .items[*]{@.status.nodeRef.name}{"\t"}
{@.status.providerStatus.instanceState}{"\n"}' | grep -v running

I
I ip-10-0-131-183.ec2.internal stopped ﬂ
ﬂ EEET I T 17 mA R mALERER S, IR REFRZ running, MRV R EEIZ1T.

RN BIBTT, BBEUYEFRELTH T RREMZIIIREE eted BT EIEITIRF,

2. HE TREBRNE.
MRUTEA—MERZERN, NARTEERE.

o MRHBZEAZIT, RETRESAIVIM :

$ oc get nodes -o jsonpath="{range .items[*]}{"\n"H{.metadata.name}{"\t"}{range
.spec.taints[*]}{.key{" "}’ | grep unreachable

it Nl

ip-10-0-131-183.ec2.internal node-role.kubernetes.io/master
node.kubernetes.io/unreachable node.kubernetes.io/unreachable ﬂ

Q ISR =454 unreachable 15, Y7 & AR,
o MNRIZT RIMARViA], NMKEIZ T REETIH NotReady:
I $ oc get nodes -1 node-role.kubernetes.io/master | grep "NotReady"
Bl
I ip-10-0-131-183.ec2.internal NotReady master 122m v1.23.00

© 1R TIIR N NotReady, 11| T AR
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MRV RBRE, BBEUYEFRELITH T RREZH eted B HIE FOEITIRE,

3. #ARE etcd Pod @&ALTF crashlooping RZ
MENBEEZTHETREIME, ERE etcd pod BELTF crashlooping K E.

a. JUERRA control plane 7 s #B%1°% Ready :

I $ oc get nodes - node-role.kubernetes.io/master
I

NAME STATUS ROLES AGE VERSION
ip-10-0-131-183.ec2.internal Ready master 6h13m v1.23.0
ip-10-0-164-97.ec2.internal Ready master 6h13m v1.23.0
ip-10-0-154-204.ec2.internal Ready master 6h13m v1.23.0

b. 1% etcd pod BIRERZE N Error 5 CrashLoopBackOff:

I $ oc -n openshift-etcd get pods -l k8s-app=etcd

it N
etcd-ip-10-0-131-183.ec2.internal 2/3 Ermor 7 6hom @)
etcd-ip-10-0-164-97.ec2.internal 3/3 Running 0 6h6m
etcd-ip-10-0-154-204.ec2.internal 3/3 Running O 6h6m

ﬂ BTt pod BIRE 2 Error, ALt etcd pod 24 crashlooping 3R

INR etcd pod 7y crashlooping K3, 151RIR &/ etcd pod LM F crashlooping KA HIT1EREHT
eted AL TR TR R,

5.2.4. B TEERH eted AT
RIBTRRERM eted RAKPRTS, MAMT—HE
o BUNERAEIDTRT RARMENTREE etcd AR
o EfiH etcd Pod 40 F crashlooping RS HITALER eted A 5

o BHLTERBIRN eted BT
5.2.4.1. BHHSRA TR T RAMREBITEER etcd KX T

R NG T BHREANGRZREZITHT RARFHER TR eted B A BIF T,

FRFH
o HEHHARERM eted B,

o BEMINRREIZTT, FEZTRRMUE.

o ATLUFAEA cluster-admin A& iR EE,
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o /T eted &1,

- -
AT L RAZAT S5 BT eted &17, LUMETEBEER (IR 7T LUk S &£ 2%,

nie
1. MBS EEERBIRK 51,
a. EFE—NFEZ RN A LB pod:
E—PN&iEHR{EE cluster-admin B EERER, 21TUTHS

I $ oc -n openshift-etcd get pods -l k8s-app=etcd

it N |
etcd-ip-10-0-131-183.ec2.internal 3/3 Running 0 123m
etcd-ip-10-0-164-97.ec2.internal 3/3 Running 0 123m
etcd-ip-10-0-154-204.ec2.internal 3/3 Running 0 124m

b. EEE|IEEIZITH etcd By, (FHERBEZ N = LM pod AT :
FE— PR {EH cluster-admin B EERER, 21TUTHS

I $ oc rsh -n openshift-etcd etcd-ip-10-0-154-204.ec2.internal
c. AEKAIIK :

I sh-4.2# etcdctl member list -w table

it N
+- -+ + + + -
----------- +
| ID | STATUS | NAME | PEER ADDRS | CLIENT
ADDRS |
+- -+ + + + -
----------- +

| 6fc1e7¢c9db35841d | started | ip-10-0-131-183.ec2.internal | https://10.0.131.183:2380 |
https://10.0.131.183:2379 |

| 757b6793e2408b6¢ | started | ip-10-0-164-97.ec2.internal | https://10.0.164.97:2380 |

https://10.0.164.97:2379 |

| ca8c2990a0aa29d1 | started | ip-10-0-154-204.ec2.internal | https://10.0.154.204:2380 |
https://10.0.154.204:2379 |

+- -+ + + + -

LKD) eted AR ID FNAFF, EABEREERXLLE, $etcdetl endpoint health &5
SRINHSMREIR R, BERSEMREHTRZFRM T H KA,

d. @i etcdctl member remove #5514 1D KR EEERM eted B

I sh-4.2# etcdctl member remove 6fc1e7c9db35841d
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A a1
I Member 6fc1e7c9db35841d removed from cluster ead669ce1fbfb346

e. BREFBMMATIR, FHHIMK G S HMER :

I sh-4.2# etcdctl member list -w table

il N
+- -+ + + +
----------- +
| ID | STATUS | NAME | PEER ADDRS
ADDRS |
+- -+ + + +
----------- +

CLIENT

| 757b6793e2408b6¢ | started | ip-10-0-164-97.ec2.internal | https://10.0.164.97:2380 |

https://10.0.164.97:2379 |

| ca8c2990a0aa29d1 | started | ip-10-0-154-204.ec2.internal | https://10.0.154.204:2380 |

https://10.0.154.204:2379 |

+- -+ + + +

ARSI LURH T = shell,

- -
PR S, FERIRE eted SEBIEERS, KBFRTRETTIEDIH,

2. BIALLT e B RAMPERT -

$ oc patch etcd/cluster --type=merge -p '{"spec": {"unsupportedConfigOverrides":

I {"useUnsupportedUnsafeNonHANonProductionUnstableEtcd": true}}}'

LS AT AR RIS T AR I EHTOENL 2 FH #E HE S pod,
3. MIBREMBREI AR etcd B H1BYIH secret,
a. FIH EMBREAREER etcd B T1H secret,

I $ oc get secrets -n openshift-etcd | grep ip-10-0-131-183.ec2.internal ﬂ

@ (REZAEXMNIRAPIIRITRE etcd B R BB,

B—NAER, RRSHIEIRM secret, MNLLTHIHATR :

I
etcd-peer-ip-10-0-131-183.ec2.internal kubernetes.io/tls
etcd-serving-ip-10-0-131-183.ec2.internal kubernetes.iof/tls

etcd-serving-metrics-ip-10-0-131-183.ec2.internal  kubernetes.io/tls
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I 47m
b. kR EMBREITERER etcd B B secret,
i. MER peer (X1%E) secret:

I $ oc delete secret -n openshift-etcd etcd-peer-ip-10-0-131-183.ec2.internal

i. kR serving secret:

I $ oc delete secret -n openshift-etcd etcd-serving-ip-10-0-131-183.ec2.internal

ii. MB& metrics secret:

$ oc delete secret -n openshift-etcd etcd-serving-metrics-ip-10-0-131-
183.ec2.internal
4. THERFEFOIZ control plane Hl88, EFOIBLANEE, Kbl —NFEITRAFEST B
etcd,
MREEFZTRERFBESNEMIEN, HEBEMHEMA Machine API GJNLER, HRBUTHIER
a7, BN, EWusERS0E master B EBIAEE 5 E OB HH master,

a. IKEXABERR AR S HIHL25.
E—PN&iEH{EH cluster-admin B EERER, 21TUTHS

I $ oc get machines -n openshift-machine-api -o wide

I
NAME PHASE TYPE REGION  ZONE AGE
NODE PROVIDERID STATE
clustername-8qw5I-master-0 Running m4.xlarge us-east-1 us-east-1a

3h37m ip-10-0-131-183.ec2.internal aws:///us-east-1a/i-0ec2782f8287dfb7e stopped

clustername-8qw5I-master-1 Running m4.xlarge us-east-1 us-east-1b
3h37m ip-10-0-154-204.ec2.internal aws:///us-east-1b/i-096c349b700a19631 running
clustername-8qw5I-master-2 Running m4.xlarge us-east-1 us-east-1c

3h37m ip-10-0-164-97.ec2.internal aws:///us-east-1c/i-02626f1dba9ed5bba running
clustername-8qw5l-worker-us-east-1a-wbtgd Running m4.large us-east-1 us-east-
1a 3h28m ip-10-0-129-226.ec2.internal aws:///us-east-1a/i-010ef6279b4662ced
running

clustername-8qw5l-worker-us-east-1b-Irdxb  Running m4.large us-east-1 us-east-1b
3h28m ip-10-0-144-248.ec2.internal aws:///us-east-1b/i-Ocb45ac45a166173b running
clustername-8qw5l-worker-us-east-1c-pkg26 Running m4.large us-east-1 us-east-
1c 3h28m ip-10-0-170-181.ec2.internal aws:///us-east-1c/i-06861c00007751b0a
running

ﬂ X2 EERTT s HY control plane #18% ip-10-0-131-183.ec2.internal,

b. IS BEBREEIX BRI R — N -

I $ oc get machine clustername-8qw5I-master-0 \ﬂ
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-n openshift-machine-api \
-0 yaml\
> new-master-machine.yaml

ﬂ FRERBITT =38 TE control plane #2539 R,

c. YwiE_E—4 FOIEH new-master-machine.yaml X4, LUDEHEHHFMBRFTLENF

EQO
i. FHFREEA status B4 :

status:

addresses:

- address: 10.0.131.183
type: InternallP

- address: ip-10-0-131-183.ec2.internal
type: InternalDNS

- address: ip-10-0-131-183.ec2.internal
type: Hosthame

lastUpdated: "2020-04-20T17:44:29Z7"

nodeRef:

kind: Node

name: ip-10-0-131-183.ec2.internal

uid: acca4411-af0d-4387-b73e-52b2484295ad

phase: Running
providerStatus:

apiVersion: awsproviderconfig.openshift.io/vibetai

conditions:

- lastProbeTime: "2020-04-20T16:53:50Z"
lastTransitionTime: "2020-04-20T16:53:50Z"
message: machine successfully created
reason: MachineCreationSucceeded
status: "True"
type: MachineCreation

instanceld: i-0fdb85790d76d0c3f

instanceState: stopped

kind: AWSMachineProviderStatus

i. ¥4 metadata.name FEXE S FT AR,
BEUTRE S BN SEERMERM BT, FHFRERSHBINT—ITREE. X0
i, clustername-8qw5I-master-0 24y clustername-8qw5I-master-3,

o -

apiVersion: machine.openshift.io/vibetai
kind: Machine
metadata:

name: clustername-8qw5I-master-3

iii. fHB& spec.providerlD FE% :

I provider|D: aws:///us-east-1a/i-0fdb85790d76d0c3f
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d. MBRAGEER A S RIHLER -
I $ oc delete machine -n openshift-machine-api clustername-8gqw5I-master-0 ﬂ

ﬂ FAERERIIT RIEE control plane Hl23H9 & FR,

e. WILHERZE MR :

I $ oc get machines -n openshift-machine-api -o wide

it Bl
NAME PHASE TYPE REGION  ZONE AGE
NODE PROVIDERID STATE
clustername-8qw5I-master-1 Running m4.xlarge us-east-1 us-east-1b
3h37m ip-10-0-154-204.ec2.internal aws:///us-east-1b/i-096c349b700a19631 running
clustername-8qw5I-master-2 Running m4.xlarge us-east-1 us-east-1c

3h37m ip-10-0-164-97.ec2.internal aws:///us-east-1c/i-02626f1dba9ed5bba running
clustername-8qw5l-worker-us-east-1a-wbtgd Running m4.large us-east-1 us-east-
1a 3h28m ip-10-0-129-226.ec2.internal aws:///us-east-1a/i-010ef6279b4662ced
running

clustername-8qw5l-worker-us-east-1b-Irdxb  Running m4.large us-east-1 us-east-1b
3h28m ip-10-0-144-248.ec2.internal aws:///us-east-1b/i-Ocb45ac45a166173b running
clustername-8qw5bl-worker-us-east-1c-pkg26 Running m4.large us-east-1 us-east-
1c 3h28m ip-10-0-170-181.ec2.internal aws:///us-east-1c/i-06861c00007751b0a
running

f. {#F new-master-machine.yaml X {40/ Z#7 #1285 :

I $ oc apply -f new-master-machine.yaml
g. BIEHFNBRE 20 :

I $ oc get machines -n openshift-machine-api -o wide

it N |

NAME PHASE TYPE REGION  ZONE AGE
NODE PROVIDERID STATE
clustername-8qw5l-master-1 Running m4.xlarge us-east-1 us-east-1b
3h37m ip-10-0-154-204.ec2.internal aws:///us-east-1b/i-096c349b700a19631 running
clustername-8qw5l-master-2 Running m4.xlarge us-east-1 us-east-1c
3h37m ip-10-0-164-97.ec2.internal aws:///us-east-1c/i-02626f1dba9ed5bba running
clustername-8qw5I-master-3 Provisioning m4.xlarge us-east-1 us-east-1a

8053 ip-10-0-133-53.ec2.internal  aws:///us-east-1a/i-015b0888fe17bc2c8 running
clustername-8qw5l-worker-us-east-1a-wbtgd Running m4.large us-east-1 us-
east-1a 3h28m ip-10-0-129-226.ec2.internal aws:///us-east-1a/i-010ef6279b4662ced
running

clustername-8qw5l-worker-us-east-1b-Irdxb  Running m4.large us-east-1 us-east-
1b 3h28m ip-10-0-144-248.ec2.internal aws:///us-east-1b/i-0cb45ac45a166173b
running
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clustername-8qw5l-worker-us-east-1c-pkg26 Running m4.large us-east-1 us-
east-1c 3h28m ip-10-0-170-181.ec2.internal aws:///us-east-1c/i-06861c00007751b0a
running

#1123 clustername-8qw5l-master-3 S #0, FH UM EXM Provisioning 254
Running SR AT LAE A,

QBN AR T RET B /LD BT A, HHLER T mRE —MEBRIKSHS, eted cluster Operator
NBshRET,
5. BIALTSEFRIT I HERFRT -

I $ oc patch etcd/cluster --type=merge -p '{"spec": {"unsupportedConfigOverrides": null}}'

6. IRAI LUK ALL R 6455 1E unsupportedConfigOverrides £33 2 & B MXT & H it &

I $ oc get etcd/cluster -oyaml

7. IREA BT = OpenShift, IFE/FIZT M. &, WAERTE etcd FEf Operator FIBEILLTF
FHIR -

it

EtcdCertSignerControllerDegraded: [Operation cannot be fulfilled on secrets "etcd-peer-sno-
0": the object has been modified; please apply your changes to the latest version and try
again, Operation cannot be fulfilled on secrets "etcd-serving-sno-0": the object has been
modified; please apply your changes to the latest version and try again, Operation cannot be
fulfilled on secrets "etcd-serving-metrics-sno-0": the object has been modified; please apply
your changes to the latest version and try again]

1. $ERRA etcd pod R EERIEEIZ1T,
E— ML EA cluster-admin A EESIER, ZTUTHS

I $ oc -n openshift-etcd get pods -l k8s-app=etcd

it N |
etcd-ip-10-0-133-53.ec2.internal 3/3 Running 0 7m49s
etcd-ip-10-0-164-97.ec2.internal 3/3 Running 0 123m
etcd-ip-10-0-154-204.ec2.internal 3/3 Running 0 124m

MR E—HSHHEERFEHA pod, Bl LIFDaHEFHEE eted, E—NRiIHHFER
cluster-admin F 7 E#EEIER, 2TUTHS

$ oc patch etcd cluster -p="{"spec": {"forceRedeploymentReason": "recovery-"$( date --rfc-
3339=ns )""}}' --type=merge ﬂ

Q forceRedeploymentReason {H %/ 2 ME—B, X2 2 Mt RIBRRE.
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2. BIFRB= eted Ko

a. FEIIEEIZITH eted BEs, BB BESRIT R LB pod FIATR
E— MRS H cluster-admin B EERER, 21TUTHS :

I $ oc rsh -n openshift-etcd etcd-ip-10-0-154-204.ec2.internal
b. EEKMAFIK :

I sh-4.2# etcdctl member list -w table

it B
+ + + + +
----------- +
| ID | STATUS | NAME | PEER ADDRS | CLIENT
ADDRS |
+ + + + +
----------- +

| 5eb0d6b8ca24730c | started | ip-10-0-133-53.ec2.internal | https://10.0.133.53:2380 |
https://10.0.133.53:2379 |

| 757b6793e2408b6¢ | started | ip-10-0-164-97.ec2.internal | https://10.0.164.97:2380 |
https://10.0.164.97:2379 |

| ca8c2990a0aa29d1 | started | ip-10-0-154-204.ec2.internal | https://10.0.154.204:2380 |
https://10.0.154.204:2379 |

+ + + +

IR E—ap SRS T I =1 eted BT, R BR T R ERIBK A,

Digk

==
[=]

BRI ERD eted A ; MEMIST EXB eted RANBTELS
ey

5.2.4.2. &#H etcd Pod 40F crashlooping IR SBIFEER etcd B 7
LERARIEAI N R T B ]A eted pod ATF crashlooping IR AER TR eted A AR TR,

FoRFM
o MEHHTRRM etcd B,
o B\ etcd pod 4F crashlooping K73
o EELMEMES cluster-admin & &K 1A & EE,

o /T eted &1

m
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H -
AT L RAZAT S5 BT eted &7, LUMETEEEE (IR 7T LUk S &£ 2%,

ff

L=

S

1. {Z1E4F crashlooping R eted pod.

a. W4bTF crashlooping SR ASHIT sifE 1T,
E— PR S cluster-admin B EERER, 21TUTHS :

I $ oc debug node/ip-10-0-131-183.ec2.internal @)

ﬂ HRARNMERT RBBIRRERE,

b. &R B KL /host :
I sh-4.2# chroot /host
c. J9IA etcd pod XM Kubelet 5EH BRAFEH :

I sh-4.2# mkdir /var/lib/etcd-backup

I sh-4.2# mv /etc/kubernetes/manifests/etcd-pod.yaml /var/lib/etcd-backup/
d. ¥ etcd BIEB XHBENFRNALE :

I sh-4.2# mv /var/lib/etcd/ /timp

AR T LR Y & shell,

2. PR EERBIA 510

a. EEFE— DN FEZ T R LM pod,
E— N Kimp{E A cluster-admin B EESIERE, Z2T7UTHS :

I $ oc -n openshift-etcd get pods -l k8s-app=etcd

Kot Bl
etcd-ip-10-0-131-183.ec2.internal 2/3  Error 7 6h9m
etcd-ip-10-0-164-97.ec2.internal 3/3 Running 0 6h6m
etcd-ip-10-0-154-204.ec2.internal 3/3 Running 0 6h6ém

b. EEEEEZITH etcd By, FHRRBEZEWT 2 LM pod BEAFR,
FE— PR {EH cluster-admin B EERER, 2TUTHS .

I $ oc rsh -n openshift-etcd etcd-ip-10-0-154-204.ec2.internal

c. EEKATIEK :

12
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I sh-4.2# etcdctl member list -w table

it B
+ + + + +
----------- +
| ID | STATUS | NAME | PEER ADDRS | CLIENT
ADDRS |
+ + + + +

| 62bcf33650a7170a | started | ip-10-0-131-183.ec2.internal | https://10.0.131.183:2380 |
https://10.0.131.183:2379 |

| b78e2856655bc2eb | started | ip-10-0-164-97.ec2.internal | https://10.0.164.97:2380 |
https://10.0.164.97:2379 |

| d022e10b498760d5 | started | ip-10-0-154-204.ec2.internal | https://10.0.154.204:2380
| https://10.0.154.204:2379 |

+ + + + +

ILRABERREY eted A 519 ID A&, EANMEREXLE.

d. i@iT A etcdctl member remove 51 ID SKMIBRFEEREH eted B
I sh-4.2# etcdctl member remove 62bcf33650a7170a
it Bl
I Member 62bcf33650a7170a removed from cluster ead669ce1fbfb346

e. BREFBMMATIR, FHHIAMK G S HMER :

I sh-4.2# etcdctl member list -w table

it Bl
+ + + + +
----------- +
| ID | STATUS | NAME | PEER ADDRS | CLIENT
ADDRS |
+ + + + +

| b78e2856655bc2eb | started | ip-10-0-164-97.ec2.internal | https://10.0.164.97:2380 |
https://10.0.164.97:2379 |

| d022e10b498760d5 | started | ip-10-0-154-204.ec2.internal | https://10.0.154.204:2380
| https://10.0.154.204:2379 |

+ + + + +

ARSI LURH T = shell,

3. BIALL T e & RAMPEMRT -

13
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$ oc patch etcd/cluster --type=merge -p '{"spec": {"unsupportedConfigOverrides":
{"useUnsupportedUnsafeNonHANonProductionUnstableEtcd": true}}}'

RS AT R IR T AR S E T 0 AL B FHHEH 5 pod,
4. MIEREMRETERE etcd KX IHIIH secret,
a. FHEMRETERRE etcd B 5B secret,

I $ oc get secrets -n openshift-etcd | grep ip-10-0-131-183.ec2.internal ﬂ

@ (REZAERMNIRAPIRITRE etcd B R BB,

B—NAER, RRSFIEIRM secret, NLLTHIHATR :

I
etcd-peer-ip-10-0-131-183.ec2.internal kubernetes.io/tls 2 47m
etcd-serving-ip-10-0-131-183.ec2.internal kubernetes.io/tls 2 47m
etcd-serving-metrics-ip-10-0-131-183.ec2.internal  kubernetes.io/tls 2
47m

b. fHIEREMBRAI AR etcd B H1HY secret,

i. MR peer (%) secret:
I $ oc delete secret -n openshift-etcd etcd-peer-ip-10-0-131-183.ec2.internal
i. kR serving secret:
I $ oc delete secret -n openshift-etcd etcd-serving-ip-10-0-131-183.ec2.internal
iii. #HB& metrics secret:

$ oc delete secret -n openshift-etcd etcd-serving-metrics-ip-10-0-131-
183.ec2.internal

5. sl etcd EHFPE,
E— PR {EH cluster-admin B EEREER, 21TUTHS

$ oc patch etcd cluster -p="{"spec": {"forceRedeploymentReason": "single-master-recovery-
"$( date --rfc-3339=ns )""}}' --type=merge

Q forceRedeploymentReason {H %/ 2ME—8, XFlE 2 Mt RIBRRE.

% etcd &£B¥ Operator HATEF BN, SRIBMRATA control plane T &R B A IERE TEHY
etcd pod,

6. HIALT e R EHRIT I HEFRT

I $ oc patch etcd/cluster --type=merge -p '{"spec": {"unsupportedConfigOverrides": null}}'

14



%5 5% CONTROL PLANE &3 #1tksS

7. 1EE LU A LT A4 %51 unsupportedConfigOverrides £ 2 7 B M &R Ak

I $ oc get etcd/cluster -oyaml

8. MNRMERHT = OpenShift, FEFRIZ T m. BN, EAIBERTE eted 5EF Operator HIBEILLTF
FHiR -

it

EtcdCertSignerControllerDegraded: [Operation cannot be fulfilled on secrets "etcd-peer-sno-
0": the object has been modified; please apply your changes to the latest version and try
again, Operation cannot be fulfilled on secrets "etcd-serving-sno-0": the object has been
modified; please apply your changes to the latest version and try again, Operation cannot be
fulfilled on secrets "etcd-serving-metrics-sno-0": the object has been modified; please apply
your changes to the latest version and try again]

o IBIAFTA AT B2ER.

a. FEEIEREIZITH eted BE5.
E—NAEERFEA cluster-admin AP EESIER, ZTUTHS

I $ oc rsh -n openshift-etcd etcd-ip-10-0-154-204.ec2.internal

b. FIEFTAMARERE

I sh-4.2# etcdctl endpoint health
Bl

https://10.0.131.183:2379 is healthy: successfully committed proposal: took =
16.671434ms

https://10.0.154.204:2379 is healthy: successfully committed proposal: took =
16.698331ms

https://10.0.164.97:2379 is healthy: successfully committed proposal: took =
16.621645ms

5.2.4.3. NSRBI TH T RARM AN BN etcd B A
RN A T BHRENIRZEIZITH T RARFAEER T RARN eted B BIE T,

MREBEEDTRERFESHEMEN, HEEMEM Machine API G112, FRBUTSENIT. &
T, a7 s B a4 DR R T E T R Eﬂ%ﬁiE’J*HH?‘:‘%@'JL%EE’J?”“%UIFEQ

FoRFEMH
o HEHHNERRIBR etcd A,

o MEMIINZEEIZIT, HEIXT AR,
o ATLUFAEA cluster-admin BA&IAE iR EEE,
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=

16

L=

o /T eted &1,

B
HATHERRRIS N E

1. JEUEFFAHBRA R BREO B 5

a. WEFE—NFEZRN T RER pod:
E— N A&iEH#EA cluster-admin A %

4T eted %12,

LAfEFE 8 B e (R RIF AT LUK 2 SR B

FREIKE, 2TUTeS

I $ oc -n openshift-etcd get pods -l k8s-app=etcd -0 wide

A

etcd-openshift-control-plane-0  5/5
control-plane-0 <none>
etcd-openshift-control-plane-1  5/5
control-plane-1 <none>
etcd-openshift-control-plane-2  5/5
control-plane-2 <none>

Running 11 3h56m 192.168.10.9 openshift-

<hone>

Running 0 3h54m 192.168.10.10 openshift-

<none>

Running 0 3h58m 192.168.10.11 openshift-

<none>

b. HEEEIEZITH eted BEF, HIBRBEZRNT R LB pod BIRF :

E— N A&EEREA cluster-admin A EESIER, STUTHS

I $ oc rsh -n openshift-etcd etcd-openshift-control-plane-0

. EERSIR :

I sh-4.2# etcdctl member list -w table

it N
+- -+ + + +- -
B +
| ID | STATUS | NAME | PEER ADDRS | CLIENT
ADDRS | IS LEARNER |
+- -+ + + +- -
B +

| 7a8197040a5126c¢8 | started | openshift-control-plane-2 | https://192.168.10.11:2380/ |

https://192.168.10.11:2379/ | false |

| 8d5abe9669a39192 | started | openshift-control-plane-1 | https://192.168.10.10:2380/ |

https://192.168.10.10:2379/ | false |
| cc3830a72fc357f9 | started | openshift-control-plane-0 | hitps://192.168.10.9:2380/ |
https://192.168.10.9:2379/ | false |

+- -

LSRR eted AR ID FIE TR,
5 EMFRBIER 51, BRISSREIREFRINT FK A,

RNBEHEEIXL(E, etcdetl endpoint health &5
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d. 3@i3 A etcdctl member remove #4514 1D MR EEERM eted B

a5 H-
= A
AA BRI ERE etcd A ; MBEMBT EBMH eted RANETESD
BHEER,
I sh-4.2# etcdctl member remove 7a8197040a5126¢8
A a1
I Member 7a8197040a5126¢8 removed from cluster b23536¢33f2cdd1b
e. BIREEBKOIFIR, FHIAKGSHEMER :
I sh-4.2# etcdctl member list -w table
A a1
+ + + + +
-+ +
| ID | STATUS | NAME | PEER ADDRS | CLIENT
ADDRS | IS LEARNER |
+ + + + +
-+ +

| 7a8197040a5126c¢8 | started | openshift-control-plane-2 | https://192.168.10.11:2380/ |

https://192.168.10.11:2379/ | false |

| 8d5abe9669a39192 | started | openshift-control-plane-1 | https://192.168.10.10:2380/ |

https://192.168.10.10:2379/ | false |
+ + + + +

-+ +

AR LURH T = shell,

' e
PR fE, EFIRE eted SEHIEERS, RBFRTRETIEDIH,
2. WIALUR e & KR ERT

$ oc patch etcd/cluster --type=merge -p '{"spec": {"unsupportedConfigOverrides":
{"useUnsupportedUnsafeNonHANonProductionUnstableEtcd": true}}}'

6B AT AR IR BT AR Sh E T 0 AL B FHH#HEH 58S pod,
3. BT TS, MIRSHRBITEER etcd KK ARIIA secret,
a. FHEMRETEE etcd B S1HY secret,

17
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I $ oc get secrets -n openshift-etcd | grep openshift-control-plane-2

BB IR 2 BIMEX T F2 R0 SR RMERR eted AR 51 B9 B TR,
B—NAER, RRSHIEIRM secret, LA THIHATR :

etcd-peer-openshift-control-plane-2 kubernetes.io/tls 2 134m
etcd-serving-metrics-openshift-control-plane-2 kubernetes.io/tls 2 134m
etcd-serving-openshift-control-plane-2 kubernetes.io/tls 2 134m

b. fHIEREMBRAI AR etcd B H1HY secret,

i. MER peer (X1%E) secret:
$ oc delete secret etcd-peer-openshift-control-plane-2 -n openshift-etcd

secret "etcd-peer-openshift-control-plane-2" deleted

i. kR serving secret:
$ oc delete secret etcd-serving-metrics-openshift-control-plane-2 -n openshift-etcd

secret "etcd-serving-metrics-openshift-control-plane-2" deleted

iii. B metrics secret:
$ oc delete secret etcd-serving-openshift-control-plane-2 -n openshift-etcd

secret "etcd-serving-openshift-control-plane-2" deleted

4. MIB& control plane #125,
NREBEEZTRERFERWEMEN, HFEMERA Machine API 828, 1HRBUTSE
Pz, BN, B0 {5 R a0 O B2 2R £ m 0 s I B9AE R 75 A O R Fr e 4Rl SE m

a. IKERABERR AR S HIHL25.
E— PR EH cluster-admin B EERER, 21TUTHS :

I $ oc get machines -n openshift-machine-api -o wide

Bl
NAME PHASE TYPE REGION ZONE AGE NODE
PROVIDERID STATE
examplecluster-control-plane-0  Running 3h11m openshift-control-

plane-0 baremetalhost:///openshift-machine-api/openshift-control-plane-0/daiebe11-
3ff2-41¢c5-b099-0aa41222964e externally provisioned

examplecluster-control-plane-1  Running 3h11m openshift-control-
plane-1 baremetalhost:///openshift-machine-api/openshift-control-plane-1/d9f9acbc-
329c-475e-8d81-03b20280a3e1 externally provisioned
examplecluster-control-plane-2  Running 3h11m openshift-control-
plane-2 baremetalhost:///openshift-machine-api/openshift-control-plane-2/3354bdac-
61d8-410f-be5b-6a395b056135 externally provisioned

examplecluster-compute-0 Running 165m openshift-compute-0

18
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baremetalhost:///openshift-machine-api/openshift-compute-0/3d685b81-7410-4bb3-80ec-
1323185824 1f provisioned

examplecluster-compute-1 Running 165m openshift-compute-1
baremetalhost:///openshift-machine-api/openshift-compute-1/0fdae6eb-2066-4241-91dc-
e7ea72ab13b9 provisioned

ﬂ X R EER T ==Y control plane #1288, examplecluster-control-plane-2,

b. IS BEBREFEIX BRI R — DT -

$ oc get machine examplecluster-control-plane-2 \ ﬂ
-n openshift-machine-api \
-0 yaml\
> new-master-machine.yaml

ﬂ NIRRT IEE control plane Hl23H9 & FR,

c. YwiE_E—4 FOIEH new-master-machine.yaml X4, LUDEHAHHFMBRFTLENF

EQO
i. FHFREEA status B4 :

status:

addresses:

- address: ™"
type: InternallP

- address: fe80::4adf:37ff:feb0:8aal1%ens1f1.373
type: InternalDNS

- address: fe80::4adf:37ff:feb0:8aal1%ens1f1.371
type: Hosthame

lastUpdated: "2020-04-20T17:44:29Z7"

nodeRef:

kind: Machine

name: fe80::4adf:37ff:-feb0:8aa1%ens1f1.372

uid: acca4411-af0d-4387-b73e-52b2484295ad

phase: Running
providerStatus:

apiVersion: machine.openshift.io/vibetai

conditions:

- lastProbeTime: "2020-04-20T16:53:50Z"
lastTransitionTime: "2020-04-20T16:53:50Z"
message: machine successfully created
reason: MachineCreationSucceeded
status: "True"
type: MachineCreation

instanceld: i-0fdb85790d76d0c3f

instanceState: stopped

kind: Machine

5. ¥ metadata.name FEX B N F AR,
BEUERE S BN SEERMER BT, FRERSHBIN T —ITREE. EXM)
/1, examplecluster-control-plane-2 24/ examplecluster-control-plane-3.

o -

19
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apiVersion: machine.openshift.io/vibetai
kind: Machine
metadata:

name: examplecluster-control-plane-3
a. Mk spec.providerlD FE% :

providerID: baremetalhost:///openshift-machine-api/openshift-control-plane-2/3354bdac-
61d8-410f-be5b-6a395b056135

b. Mk metadata.annotations #1 metadata.generation % :

annotations:
machine.openshift.io/instance-state: externally provisioned

generation: 2
c. Mk spec.conditions. spec.lastUpdated. spec.nodeRef # spec.phase F£% :

lastTransitionTime: "2022-08-03T08:40:36Z"
message: 'Drain operation currently blocked by: [[Name:EtcdQuorumQOperator
Owner:clusteroperator/etcd}]’
reason: HookPresent
severity: Warning
status: "False"

type: Drainable

lastTransitionTime: "2022-08-03T08:39:55Z"
status: "True"

type: InstanceExists

lastTransitionTime: "2022-08-03T08:36:37Z"
status: "True"

type: Terminable

lastUpdated: "2022-08-03T08:40:36Z"
nodeRef:

kind: Node

name: openshift-control-plane-2

uid: 788df282-6507-4ea2-9a43-24f237ccbc3c
phase: Running

6. i{TLA T4, HafR Bare Metal Operator A1 Ff :
I $ oc get clusteroperator baremetal
I

NAME VERSION AVAILABLE PROGRESSING DEGRADED SINCE MESSAGE
baremetal 4.10.x True False False 3d15h

7. 7T S MIERIBRY BareMetalHost X &R :
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I $ oc delete bmh openshift-control-plane-2 -n openshift-machine-api
i Bl
I baremetalhost.metal3.io "openshift-control-plane-2" deleted

8. IZTLAT an 5 SR BRASBERR AR B BI85

I $ oc delete machine -n openshift-machine-api examplecluster-control-plane-2

fitik% BareMetalHost #1 Machine %4 /&, Machine Controller & B5/ftIl& Node *f £,

0 RAERA 25 BRI R E & o B RS D LR ML R TR, &AT LUE IS BRI AR R 458
= B sk o M Bk

BF

AERITIR Ctrl+c BTSSR, BT SHEiTmR, FTF—DEBNAE
B O &R F MR finalizer FEX,

a. BITU TSR HFRE
I $ oc edit machine -n openshift-machine-api examplecluster-control-plane-2
b. MER Machine BE L FIRFABIUTFE, RERFEFHUF

finalizers:
- machine.machine.openshift.io

I
I machine.machine.openshift.io/examplecluster-control-plane-2 edited

9. BITUTHESRILN RS MR :

I $ oc get machines -n openshift-machine-api -o wide

it N
NAME PHASE TYPE REGION ZONE AGE NODE
PROVIDERID STATE
examplecluster-control-plane-0  Running 3h11m openshift-control-plane-0

baremetalhost:///openshift-machine-api/openshift-control-plane-0/daiebe11-3ff2-41¢5-b099-
0aa41222964e externally provisioned

examplecluster-control-plane-1  Running 3h11m openshift-control-plane-1
baremetalhost:///openshift-machine-api/openshift-control-plane-1/d9f9acbc-329¢c-475e-8d81-
03b20280a3e1 externally provisioned

examplecluster-compute-0 Running 165m openshift-compute-0
baremetalhost:///openshift-machine-api/openshift-compute-0/3d685b81-7410-4bb3-80ec-
1323185824 1f provisioned
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examplecluster-compute-1 Running 165m openshift-compute-1
baremetalhost:///openshift-machine-api/openshift-compute-1/0fdae6eb-2066-4241-91dc-
e7ea72ab13b9 provisioned

10. ZTUAT R RERIET R2R MR :

openshift-control-plane-0 Ready master 3h24m v1.24.0+9546431
openshift-control-plane-1 Ready master 3h24m v1.24.0+9546431
openshift-compute-0 Ready worker 176m v1.24.0+9546431

$ oc get nodes

NAME STATUS ROLES AGE VERSION

openshift-compute-1 Ready worker 176m v1.24.0+9546431
fi

1. AE# Y BareMetalHost X7 R #1 secret, LL7EfE BMC &Il -

$ cat <<EOF | oc apply -f -
apiVersion: v1
kind: Secret
metadata:
name: openshift-control-plane-2-bmc-secret
namespace: openshift-machine-api
data:
password: <password>
username: <username>
type: Opaque

apiVersion: metal3.io/vialphat
kind: BareMetalHost
metadata:
name: openshift-control-plane-2
namespace: openshift-machine-api
spec:
automatedCleaningMode: disabled
bmc:
address: redfish://10.46.61.18:443/redfish/v1/Systems/1
credentialsName: openshift-control-plane-2-bmc-secret
disableCertificateVerification: true
bootMACAddress: 48:df:37:b0:8a:a0
bootMode: UEFI
externallyProvisioned: false
online: true
rootDeviceHints:
deviceName: /dev/sda
userData:
name: master-user-data-managed
namespace: openshift-machine-api
EOF

FA P AR BT MELAR 2R ENLEY secret F3%E], bme:address F{ERBTILA
LAMEAM: bmh % S FEE,
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BF

INRIEMILAE control plane EHLEE # FH BareMetalHost X RE X, EAREF
external Provisioned FEZ{R &/ true.,

#N3R OpenShift Container Platform R 2FE®, IIA control plane
BareMetalHost X R A B X1F externallyProvisioned Frit % true,

=S, BareMetalHost X R&tOEHTHE S,

12. {EF AT A/ BareMetalHost % 55 F 0 & 72 :

$ oc get bmh -n openshift-machine-api

NAME STATE CONSUMER ONLINE ERROR AGE
openshift-control-plane-0 externally provisioned examplecluster-control-plane-0 true

4h48m

openshift-control-plane-1 externally provisioned examplecluster-control-plane-1 true

4h48m

openshift-control-plane-2 available examplecluster-control-plane-3 true 47m
openshift-compute-0 provisioned examplecluster-compute-0 true 4h48m
openshift-compute-1 provisioned examplecluster-compute-1 true 4h48m

a. {#F new-master-machine.yaml X {4822 %7 control plane H125 :

I $ oc apply -f new-master-machine.yaml

b. FEHVBEE LR :

I $ oc get machines -n openshift-machine-api -o wide

it N
NAME PHASE TYPE REGION ZONE AGE NODE
PROVIDERID STATE
examplecluster-control-plane-0 Running 3h11m openshift-control-

plane-0 baremetalhost:///openshift-machine-api/openshift-control-plane-0/daiebe11-
3ff2-41c5-b099-0aa41222964e externally provisioned

examplecluster-control-plane-1 Running 3h11m openshift-control-
plane-1 baremetalhost:///openshift-machine-api/openshift-control-plane-1/d9f9acbc-
329c-475e-8d81-03b20280a3e1 externally provisioned

examplecluster-control-plane-2 Running 3h11m openshift-control-
plane-2 baremetalhost:///openshift-machine-api/openshift-control-plane-2/3354bdac-
61d8-410f-be5b-6a395b056135 externally provisioned

examplecluster-compute-0 Running 165m openshift-compute-
0 baremetalhost:///openshift-machine-api/openshift-compute-0/3d685b81-7410-
4bb3-80ec-13a31858241f provisioned

examplecluster-compute-1 Running 165m openshift-compute-
1 baremetalhost:///openshift-machine-api/openshift-compute-1/0fdae6eb-2066-
4241-91dc-e7ea72ab13b9 provisioned

#1#1.25 clustername-8qw5l-master-3 20, FHEMEXM Provisioning 227y
Running 57145,
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124

13.

14.

15.

BB ARRZ LA P A, HAERET RIRE—MEERIR SRS, eted cluster Operator %
B3E%,

c. BITUTHARIERIENZEEHES, BRBIREHER

I $ oc get bmh -n openshift-machine-api

I
$ oc get bmh -n openshift-machine-api
NAME STATE CONSUMER ONLINE ERROR AGE
openshift-control-plane-0 externally provisioned examplecluster-control-plane-0 true
4h48m
openshift-control-plane-1 externally provisioned examplecluster-control-plane-1 true
4h48m
openshift-control-plane-2 provisioned examplecluster-control-plane-3 true
47m
openshift-compute-0 provisioned examplecluster-compute-0 true
4h48m
openshift-compute-1 provisioned examplecluster-compute-1 true
4h48m

d. BITUTHARIEH T RESERMALTFRERE -

I $ oc get nodes

Kot Bl
$ oc get nodes
NAME STATUS ROLES AGE VERSION
openshift-control-plane-0 Ready master 4h26m v1.24.0+9546431
openshift-control-plane-1 Ready master 4h26m v1.24.0+9546431
openshift-control-plane-2 Ready master 12m v1.24.0+9546431

openshift-compute-0 Ready worker 3h58m v1.24.0+9546431
openshift-compute-1 Ready worker 3h58m v1.24.0+9546431

BT e DEIITFHRERD

I $ oc patch etcd/cluster --type=merge -p '{"spec": {"unsupportedConfigOverrides": null}}'
&0 LU A LT €355 551E unsupportedConfigOverrides 2343 2 & 2 MAT &R AR -

I $ oc get etcd/cluster -oyaml

INRFEFET R OpenShift, HEFIZ T M. BN, EAIBERTE eted £ E¥ Operator HIEEILLTR
43 E
HER -

it

EtcdCertSignerControllerDegraded: [Operation cannot be fulfilled on secrets "etcd-peer-sno-
0": the object has been modified; please apply your changes to the latest version and try
again, Operation cannot be fulfilled on secrets "etcd-serving-sno-0": the object has been
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modified; please apply your changes to the latest version and try again, Operation cannot be
fulfilled on secrets "etcd-serving-metrics-sno-0": the object has been modified; please apply

your changes to the latest version and try again]

1. BIEFRA etcd pod BREEBIE EIiZ1T,
E— N KimHER cluster-admin A EETIEERE, 2TUTHS

I $ oc -n openshift-etcd get pods -l k8s-app=etcd -0 wide
I

etcd-openshift-control-plane-0  5/5 Running 0 105m
etcd-openshift-control-plane-1 5/5 Running 0 107m
etcd-openshift-control-plane-2 ~ 5/5 Running 0 103m

IR _E—mHikHEHRFE R pod, /u\TLJ\%EKngE%UE%ﬁﬁﬁg etcd, TE— PN KImA{ERH
cluster-admin [ i EEEIEEE, ZTUTHS -

$ oc patch etcd cluster -p="{"spec": {"forceRedeploymentReason": "recovery-"$( date --rfc-

I 3339=ns )""}}' --type=merge ﬂ

Q forceRedeploymentReason {H /2 ME—B, XFlE 2 Mt FRIBRRE.

ER IR ERTEE= N etcd K01, HHEFIEFEIZITH etcd B2, FIERBESRIT = LK

pod &, E—NKimAE cluster-admin F /7 EEEIERE, Z21TUTHS :
I $ oc rsh -n openshift-etcd etcd-openshift-control-plane-0
BEERASIEK :

I sh-4.2# etcdctl member list -w table

il N
+- -+ + + +- —---
______________ .
| ID |STATUS| NAME | PEERADDRS | CLIENT ADDRS
| ISLEARNER |
+- -+ + + +- —---
______________ .

| 7a8197040a5126¢8 | started | openshift-control-plane-2 | https://192.168.10.11:2380 |

https://192.168.10.11:2379 | false |

| 8d5abe9669a39192 | started | openshift-control-plane-1 | https://192.168.10.10:2380 |

https://192.168.10.10:2379 | false |
| cc3830a72fc357f9 | started | openshift-control-plane-0 | https://192.168.10.9:2380 |
https://192.168.10.9:2379 | false |

+- -+ + + +- -
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IR E—S HEEI I T =1 eted BB,

B HIBR AR ERIRR A,

3. BITUTeE, WIUEAA etcd AR EREE :
I # etcdctl endpoint health --cluster
I
https://192.168.10.10:2379 is healthy: successfully committed proposal: took = 8.973065ms
https://192.168.10.9:2379 is healthy: successfully committed proposal: took = 11.559829ms
https://192.168.10.11:2379 is healthy: successfully committed proposal: took = 11.665203ms
4,

TUTERS, WIEMA T RESATRFNIEITRA :

$ oc get etcd -o=jsonpath="{range.items[0].status.conditions[?
(@.type=="NodelnstallerProgressing")]}{.reason}{"\n"}{.message}{"\n"}'

I AlINodesAtLatestRevision
5.3. WEMRE

5.3.1. X FRIERE

RMEVRE TR A B G1IR ML T #0{a M OpenShift Container Platform $E&F AT RE BB LD OB ik S
HER. (FANEEA, BURFEEBEUT MRS N TENERHRE N ITERS.

! .
RAEREEREE

EDF—MEREM control plane 1.

2B — P LRIBERERE

NREHLNERFRE R — N LARIRPRESE (Fln, SEAEIRMMRT —LXBER) , NIaLUE
FXMNMERAR, XBIEEEKRT KEH control plane EHH G eted HEE R, BEEBELNE
Mo REIBPITT eted 17, FATLURIBIX NS EFERRE B Z AIHIR S,

WRER, FTEEILNEEMITHEIR control plane IETHIRE

Digk

==
[=]

AN ERZITHEEPIRE S MURTNEERNSERIFER, MATEERRE.
XN AN S FREIFERE M.

EHTIRER], SR TIRERERTLUT B R ERNIITNESER.
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3 p= )1
MR KRKZE master BT, BINA eted 7F:, ERBUTSEEL—NTERERN
) etcd A o

M control plane ik B HIFER TikE
fNR control plane MEF BT HE, MIATAEAXMERA SR, B0 - EE—RIEBRER (ERERE
24 INFA) KT KR, EMIEPREARER, B, ATLURBUTESEMETHIM control
plane IEFHIRE,

5.3.2. I B — N LARIEERES

NTBEFLRIILFEINRE, Boiia@id 0B REBEH T eted i . BNEEEALRERLRSE

BERE,

5.3.2.1. X FRELFHKS

IR LA eted ST ERRE BILIBIARS, EUTIERPITLUERXNEHTIRE
o ERFERT KLH control plane W (HEFELK) .
o TMAMMRT —LXBRE, WIS FHEREER,

DIk

==
[=]

E—NERZTHREPRE S URTNEER SRR, MARERNRE, XN
NAF R FERER.

INRITATLUER Kubernetes AP fRSS 2310 REHRE, NIARK etcd AT, BIERNIZE
FA etcd 1D ERE .,

RE etcd SEFRE Y FHREEHLRBIZILEIHN— MRS, BB imaB R —NE 2, F1Th R0
Ko IXEREN kubelet, Kubernetes #2425, SDN 3226 2504 A M4 B4 25 5 s M1 H A 91T 1,

Y etcd FHIRB SIS LR LPFRARREER, AIBER S Operator churn, MISE Kubernetes API
fR55%%. Kubernetes 1£HI2RE 25, Kubernetes IEFRF# etcd B9 Operator 7R AL LI5S eted
RBIREHRZEN R, XA REHR B Fohig/E SRR L,

ERIFIERT, ERTRESERFTAMSIRIEE, MRESAEENRBIENS, EFREHRIEG, UREE
WA IR 8 CA 4 E,

5.3.2.2. "k ER— P LEINEHRKS
IR LUME IR TR eted F1DRIRE LIRTHIERHR S, HIRE FE KT AZH control plane EHLAVEEE,

8%

RE LB, WIERE— z-stream ZIThRAHIKENE etcd &9, BlE0, OpenShift
Container Platform 4.7.2 £ 8 ERM 4.7.2 FFIAH etcd %17,
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FeREZ M
o EIT—PMETFIUEFH kubeconfig EFHEA cluster-admin A &BIFE 0 5EEE, WNLLEHAEIA

B,
o FFRE ENBIEE control plane E#l.
e SSH ¥t control plane ZEHLEifil,
o TEMRB—FPHIRINM etcd HRIBFIEES pod TR B R, ZBFKAMISXER B IIFEA

T#3: snapshot_<datetimestamps>.db #1
static_kuberesources_<datetimestamp>.tar.gz,

B

T FIEMRE control plane T &, FAHEERIL SSH FEHIZIEEES pod, EA LULERMHBRF
B QB EAIERE control plane Hl25,

1 EFE—NERERE EHM control plane E#l, XRBEEEEFBTRERFENEN,

2. BIE|EA control plane TR (BIEME EH) B SSH E#,
RE T FRIEENE, Kubernetes API BRZS 3 TTiAVIR], B LLIEITEA A control plane 7 5,
e, BIWIE— MR L E M eontrol plane EHHY SSH %1%,

5T
MNEERATERIXNES B, FFTEVIA control plane EN KRR IKE T2, FHFEL
EMIXNIRE IR E B,

3. ¥ eted HPEXEFEFZERE control plane EH1L,
LSRR RIZ ST backup B3k (HEAEE eted IRIBFES pod HiR) EFIEIMRE control plane
FHH /home/core/ B R,

4. TEEAEAM control plane 7 s E{F 1L pod.,

y . EREE(EIHRE A EBES pod.

a. VA2 E £ control plane E#l.

b. YA etcd pod XM Kubelet S5 BKAFBE :

I $ sudo mv /etc/kubernetes/manifests/etcd-pod.yaml /tmp
c. Bk etcd pod BEBBEZELE,

I $ sudo crictl ps | grep etcd | grep -v operator

WRREHNIZNE, MREFREN, BFEFLIHEBEFRRE,

d. f$IA Kubernetes API fR%5 88 pod X H kubelet JEH B :
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I $ sudo mv /etc/kubernetes/manifests/kube-apiserver-pod.yaml /tmp

e. BE Kubernetes API fR55%8 pod BB EZ 1k,
I $ sudo crictl ps | grep kube-apiserver | grep -v operator
RRENIZNZE, MREFAEEN, HFERLOHEBENNE,
f. ¥ etcd BB B KB TENLE
I $ sudo mv /var/lib/etcd/ /tmp

g EEMTZ2E EHM control plane TN EES HF T,
5. ViR & control plane E#,

6. MBEMATEESEHEWRIE, EHREDSHET NO_PROXY. HTTP_PROXY#1 HTTPS_PROXY
INET &,

R

& LLEiT & & oc get proxy cluster -o yaml B R EREELEEHA, R
httpProxy. httpsProxy#ll noProxy &% & T 1H, N&ERANKHE,

7. TEWE control plane N LIZITIREBIA, 1REE etcd %510 B RHUBEER -

I $ sudo -E /usr/local/bin/cluster-restore.sh /home/core/backup
B =l

...stopping kube-scheduler-pod.yaml

...stopping kube-controller-manager-pod.yaml

...stopping etcd-pod.yaml

...stopping kube-apiserver-pod.yaml

Waiting for container etcd to stop

.complete

Waiting for container etcdctl to stop

............................. complete

Waiting for container etcd-metrics to stop

complete

Waiting for container kube-controller-manager to stop

complete

Waiting for container kube-apiserver to stop
.......................................................................................... complete
Waiting for container kube-scheduler to stop

complete

Moving etcd data-dir /var/lib/etcd/member to /var/lib/etcd-backup
starting restore-etcd static pod

starting kube-apiserver-pod.yaml
static-pod-resources/kube-apiserver-pod-7/kube-apiserver-pod.yaml
starting kube-controller-manager-pod.yam|
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static-pod-resources/kube-controller-manager-pod-7/kube-controller-manager-pod.yaml
starting kube-scheduler-pod.yaml
static-pod-resources/kube-scheduler-pod-8/kube-scheduler-pod.yaml

IR LR eted EMFEHFT TR, NKETETES ST =i/ NotReady

" R

8. AT RIUBFRENLT Ready IR,

a. IZTLUT &%

I $ oc get nodes -w

it N |

NAME STATUS ROLES AGE VERSION

host-172-25-75-28 Ready master 3d20h v1.23.3+e419edf
host-172-25-75-38 Ready infra,worker 3d20h v1.23.3+e419edf
host-172-25-75-40 Ready master 3d20h v1.23.3+e419edf
host-172-25-75-65 Ready master 3d20h v1.23.3+e419edf
host-172-25-75-74 Ready infra,worker 3d20h v1.23.3+e419edf
host-172-25-75-79 Ready worker 3d20h v1.23.3+e419edf
host-172-25-75-86 Ready worker 3d20h v1.23.3+e419edf
host-172-25-75-98 Ready infra,worker 3d20h v1.23.3+e419edf

FRE T R ER AT BB B 1L 20 BN Al & HR .

b. MRAFEMT m4TF NotReady IR, EFEIT &, FHFMEANT LM /varlib/kubelet/pki
H

B MERFTE PEM XX, EaTLLSS

BT R, SEA web AL IRE D,

I $ ssh -i <ssh-key-path> core@<master-hostname>

pki B %R fl

sh-4.4# pwd
Ivar/lib/kubelet/pki
sh-4.44# |s

kubelet-client-2022-04-28-11-24-09.pem kubelet-server-2022-04-28-11-24-15.pem
kubelet-client-current.pem

kubelet-server-current.pem

9. 7EFRA control plane EHL EEJF kubelet AR5,

a. EMEENFZTU TSRS :

I $ sudo systemctl restart kubelet.service

b. A EM control plane EH EES L F T,

10. #L/ERFIIER] CSR -
a. IRENHE] CSR AR :
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$ oc get csr

oA

NAME AGE SIGNERNAME REQUESTOR
CONDITION
csr-2s94x 8m3s kubernetes.io/kubelet-serving system:node:<node_name>

Pending ﬂ

csr-4bd6ét 8m3s kubernetes.io/kubelet-serving system:node:<node_name>
Pendinge

csr-4h185 13m  kubernetes.io/kube-apiserver-client-kubelet
3tem:serviceaccount:openshift-machine-config-operator:node-bootstrapper Pending
csr-zhhhp 3m8s kubernetes.io/kube-apiserver-client-kubelet
system:serviceaccount:openshift-machine-config-operator:node-bootstrapper Pending

w—ﬂ\ﬁ&ﬁiﬁ'ﬂ kubelet IR%$ CSR (BFAFBEMLRE) .

w—/l\%&i‘iiﬁ’ﬂ node-bootstrapper CSR,

b. E&F—1 CSREHANERUNIEEREEN ¢

$ oc describe csr <csr_name> ﬂ

Q <csr_names> 24/ CSR 7&K H CSR B4R,

c. #AESNEMH node-bootstrapper CSR :

$ oc adm certificate approve <csr_name>

d MFAPBANRE, HAS AR kubelet BB CSR :

$ oc adm certificate approve <csr_name>

1. FINEADE G control plane B4&EINEH,

a. MREFEHN L, I etcd BEs 2B EEIZTT

$ sudo crictl ps | grep etcd | egrep -v "operator|etcd-guard”

HiH Pl
3ad41b7908e32
36f86e2eecaaffe662df0d21041eb22b8198e0e58abeecae8c743c3e6e977e8009
About a minute ago Running etcd 0
7c05f8af362f0

b. MIREEH L, %IE etcd pod BE EIEIZIT,
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I $ oc -n openshift-etcd get pods -l k8s-app=etcd

R
NAME READY STATUS RESTARTS AGE
etcd-ip-10-0-143-125.ec2.internal 1/1 Running 1 2m47s
INRIRERZ Pending, SHEHHEFPIET S NEEZITH eted pod, EFF/LOH, RAEHE
RESH
pa -3
RAETEHEA OVNKubernetes Container Network Interface (CNI){E4ET F i
TTUUTE I,

12. 7EFFAE EHLLE/S Open Virtual Network (OVN) Kubernetes pod,

a. MBRILEEHEE (nbdb) FEAEIEE (sbdb), #M Secure Shell (SSH) ViiA] ik E E MR
R control plane T s, BHZITUATGRS :

I $ sudo rm -f /var/lib/ovn/etc/*.db
b. 2T RS MIFRATAE OVN-Kubernetes control plane pod :

I $ oc delete pods - app=ovnkube-master -n openshift-ovn-kubernetes

c. IBITUL T4, RIE OVN-Kubernetes control plane pod EEXREE, F4F Running
NN

I $ oc get pods -I app=ovnkube-master -n openshift-ovn-kubernetes

Kt Bl
NAME READY STATUS RESTARTS AGE
ovnkube-master-nb24h 4/4  Running 0 48s

d. iIZ1TLA T e B MIFRFTAE ovnkube-node pod :

$ oc get pods -n openshift-ovn-kubernetes -0 name | grep ovnkube-node | while read p ;
do oc delete $p -n openshift-ovn-kubernetes ; done

T T4, #BIRFTE ovnkube-node pod EBREFE, F4F Running K7 :

®
(™

I $ oc get pods -n openshift-ovn-kubernetes | grep ovnkube-node

BB EFOEEMIERE control plane #1285, EHOIENSRGE, SimE—NEEITHR
&, eted 2HIT B,

o MRGAAFEFNGRIEZE, EAUGERASILREHNERMMERGEEHOEZ control
plane &5, WH/ELZER, HEH'"ERIN LZEANEEHNRE'
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Digk

==
[=]

RE R SN B ORALE,

o NMREBEMZITRERFESHNEMEN, HEEMEA Machine API BIEN2S, HREBUT
TEHAT ¢

Digk

=
RE N SN B ORALE,

N FRERRFESIEMZEEN ENENZE, T2EHUIE control
plane #1288, MBEZER, 1ESH"BHENZEHER TR

a. NZEKM control plane EHz —KEXHL 25,
E—NEIRPEA cluster-admin B EERIERE, 2TUTHS :

I $ oc get machines -n openshift-machine-api -o wide

Bl
NAME PHASE TYPE REGION  ZONE AGE
NODE PROVIDERID STATE
clustername-8qw5I-master-0 Running m4.xlarge us-east-1 us-east-1a

3h37m ip-10-0-131-183.ec2.internal aws:///us-east-1a/i-0ec2782{8287dfb7e

stopped ﬂ

clustername-8qw5I-master-1 Running m4.xlarge us-east-1 us-east-1b
3h37m ip-10-0-143-125.ec2.internal aws:///us-east-1b/i-096c349b700a19631
running

clustername-8qw5I-master-2 Running m4.xlarge us-east-1 us-east-1c
3h37m ip-10-0-154-194.ec2.internal aws:///us-east-1c¢/i-02626f1dba9ed5bba
running

clustername-8qw5l-worker-us-east-1a-wbtgd Running m4.large us-east-1 us-
east-1a 3h28m ip-10-0-129-226.ec2.internal aws:///us-east-1a/i-
010ef6279b4662ced running

clustername-8qwb5l-worker-us-east-1b-Irdxb  Running m4.large us-east-1 us-
east-1b  3h28m ip-10-0-144-248.ec2.internal aws:///us-east-1b/i-
Ocb45ac45a166173b running

clustername-8qw5l-worker-us-east-1c-pkg26 Running m4.large us-east-1 us-
east-1c 3h28m ip-10-0-170-181.ec2.internal aws:///us-east-1c/i-
06861c00007751b0a running

ﬂ X2 TFEKB control plane E# ip-10-0-131-183.ec2.internal B9 control plane
.28
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b. IS BEBREFEIX BRI R — N -

$ oc get machine clustername-8gqw5I-master-0 \ﬂ
-n openshift-machine-api \
-0 yaml\
> new-master-machine.yaml

ﬂ HEKB control plane EHIE%E control plane Hl.23#9 & FF.

c. YwiE_E—4 FOIEH new-master-machine.yaml X4, LD EHAHFMBRTLESN
FEE,

i. FHFREEA status B4 :

status:

addresses:

- address: 10.0.131.183
type: InternallP

- address: ip-10-0-131-183.ec2.internal
type: InternalDNS

- address: ip-10-0-131-183.ec2.internal
type: Hosthame

lastUpdated: "2020-04-20T17:44:29Z2"

nodeRef:

kind: Node

name: ip-10-0-131-183.ec2.internal

uid: acca4411-af0d-4387-b73e-52b2484295ad

phase: Running
providerStatus:

apiVersion: awsproviderconfig.openshift.io/vibetai

conditions:

- lastProbeTime: "2020-04-20T16:53:50Z"
lastTransitionTime: "2020-04-20T16:53:50Z2"
message: machine successfully created
reason: MachineCreationSucceeded
status: "True"
type: MachineCreation

instanceld: i-0fdb85790d76d0c3f

instanceState: stopped

kind: AWSMachineProviderStatus

i. ¥4 metadata.name FEXE S F &R,
BUGRE S BNFERNEMATT, FEERSEBHT—ITREF. EXH6
&, clustername-8qw5l-master-0 2%/ clustername-8qw5Il-master-3 :

apiVersion: machine.openshift.io/vibetai
kind: Machine
metadata:

name: clustername-8qw5I-master-3

iii. fH& spec.providerlD FE% :
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I providerlD: aws:///us-east-1a/i-0fdb85790d76d0c3f

iv. MR metadata.annotations #1 metadata.generation F£% :

annotations:
machine.openshift.io/instance-state: running

generation: 2
v. MR metadata.resourceVersion 1 metadata.uid % :

resourceVersion: "13291"
uid: a282eb70-40a2-4e89-8009-d05dd420d31a

d. MIBRZE%KE control plane EHLHIHLES -
I $ oc delete machine -n openshift-machine-api clustername-8gqw5I-master-0 ﬂ

ﬂ HEKB control plane EHIERE control plane Hl.2§H9 & 5.

e. WIEHERZE MR :

I $ oc get machines -n openshift-machine-api -o wide

ol
NAME PHASE TYPE REGION  ZONE AGE
NODE PROVIDERID STATE
clustername-8qw5I-master-1 Running m4.xlarge us-east-1 us-east-1b
3h37m ip-10-0-143-125.ec2.internal aws:///us-east-1b/i-096c349b700a19631
running
clustername-8qw5I-master-2 Running m4.xlarge us-east-1 us-east-1c
3h37m ip-10-0-154-194.ec2.internal aws:///us-east-1c¢/i-02626f1dba9ed5bba
running

clustername-8qw5l-worker-us-east-1a-wbtgd Running m4.large us-east-1 us-
east-1a 3h28m ip-10-0-129-226.ec2.internal aws:///us-east-1a/i-
010ef6279b4662ced running

clustername-8qw5l-worker-us-east-1b-Irdxb  Running m4.large us-east-1 us-
east-1b  3h28m ip-10-0-144-248.ec2.internal aws:///us-east-1b/i-
Ocb45ac45a166173b running

clustername-8qw5l-worker-us-east-1c-pkg26 Running m4.large us-east-1 us-
east-1c 3h28m ip-10-0-170-181.ec2.internal aws:///us-east-1c/i-
06861c00007751b0a running

f. {#F new-master-machine.yaml X {46/ 2#125 :

I $ oc apply -f new-master-machine.yaml
g. BIEHFNBRE 20

I $ oc get machines -n openshift-machine-api -o wide
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Bl
NAME PHASE TYPE REGION  ZONE
AGE NODE PROVIDERID STATE
clustername-8qw5I-master-1 Running m4.xlarge us-east-1 us-east-
1b 3h37m ip-10-0-143-125.ec2.internal aws:///us-east-1b/i-096c349b700a19631
running
clustername-8qw5I-master-2 Running m4.xlarge us-east-1 us-east-
1c 3h37m ip-10-0-154-194.ec2.internal aws:///us-east-1c/i-02626f1dba9ed5bba
running
clustername-8qw5I-master-3 Provisioning m4.xlarge us-east-1 us-east-
1a 85s ip-10-0-173-171.ec2.internal aws:///us-east-1a/i-015b0888fe17bc2c8
running

clustername-8qw5l-worker-us-east-1a-wbtgd Running m4.large us-east-1
us-east-1a 3h28m ip-10-0-129-226.ec2.internal aws:///us-east-1a/i-
010ef6279b4662ced running

clustername-8qwb5l-worker-us-east-1b-Irdxb  Running m4.large us-east-1 us-
east-1b  3h28m ip-10-0-144-248.ec2.internal aws:///us-east-1b/i-
Ocb45ac45a166173b running

clustername-8qw5l-worker-us-east-1c-pkg26 Running m4.large us-east-1
us-east-1c  3h28m ip-10-0-170-181.ec2.internal aws:///us-east-1c/i-
06861c00007751b0a running

#TH1.2% clustername-8qw5I-master-3 R 02, FHIEF XM Provisioning 27
Running 7145,

QBN AR T RET B /LD BT A, HHER T sURE —MEEARESR, eted cluster
Operator ¥ B3IES.
h. X A2 E ENHENEEKM control plane EHNEE LT TE,
14, FIALLT S RAHERT -

$ oc patch etcd/cluster --type=merge -p '{"spec": {"unsupportedConfigOverrides":
{"useUnsupportedUnsafeNonHANonProductionUnstableEtcd": true}}}'

It 6 B R AR R AT AR Zh T B AL B HHEH FS pod.
15. AREENHHI—DERBOZIFEOF, ZTUTHERFHKE kubeconfig 3044 :

$ export KUBECONFIG=/etc/kubernetes/static-pod-resources/kube-apiserver-
certs/secrets/node-kubeconfigs/localhost-recovery.kubeconfig

. il eted EFTERE,
E—rﬂj'V'E kubeconfig XHHIE—%4imE O H, ZITUTHS

$ oc patch etcd cluster -p="{"spec": {"forceRedeploymentReason": "recovery-"$( date --rfc-
3339=ns )""}}' --type=merge

Q forceRedeploymentReason {H %/ 2ME—8, X2 2 Mt FRIBRRE.

% etcd cluster Operator HUTEFEREN, AT R FF1aFEHAS#A bootstrap R LIAIHT
pod,
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7. WIEFAE T et BB ERTEIT A,
FE— PR {EH cluster-admin B EEREER, 21TUTHS

$ oc get etcd -o=jsonpath='{range .items[0].status.conditions[?
(@.type=="NodelnstallerProgressing")]}{.reason}{"\n"}{.message}{"\n"}'

#i%& etcd HINodelnstallerProgressing K&, URIFFIE T RE2B L FTRFNET, £F
IhE, HiH 4R AlINodesAtLatestRevision :

AlINodesAtLatestRevision
3 nodes are at revision 7 ﬂ

ﬂ TEARFIH, RHNEIIREFSE 7.

MRFHEELMES, 2N TRNEUTRE 6 ; 1 M ROVEBITIRE 7, XRKREEHNE
TR, FRNDHREL

18. IEEFTERE etcd J§, 7 control plane 5 HlH1T3#HY rollout, EITF kubelet {8 F ISR 7 2 i 2%
R API BRS5 28, EIE Kubernetes API ST EM TR EEHREHD,
E—NAEER#EA cluster-admin B EERIER, Z21TUTHS,
a. N Kubernetes API AR5 255 A T HTBOHEHHERE -

$ oc patch kubeapiserver cluster -p="{"spec": {"forceRedeploymentReason": "recovery-
"$( date --rfc-3339=ns )""}}' --type=merge

FIEFFE T REE BB ERTHEITRAE.

$ oc get kubeapiserver -o=jsonpath="'{range .items[0].status.conditions[?
(@.type=="NodelnstallerProgressing")]}{.reason}{"\n"}{.message}{"\n"}'

#:& NodelnstallerProgressing K554, LUEIEAA T RS FRFRA, EEHK

IhfE, Hit4 5 AlINodesAtLatestRevision :

AlINodesAtLatestRevision
3 nodes are at revision 7 ﬂ

ﬂ TEARFIH, RHEIIREFSE 7.

MRFHEELMES, 02N TRNEUTRE 6 ; 1 DT RNEBITRE 7, XRKREEH
MIEdTH, EFNIHEEI,

b. & Kubernetes 124l 23 E 12 25 0m Hl A 1T B ERE -

$ oc patch kubecontrollermanager cluster -p="{"spec": {"forceRedeploymentReason":
"recovery-"$( date --rfc-3339=ns )""}}' --type=merge

FIEFrE T REE BB ERTHEITRAE.

$ oc get kubecontrollermanager -o=jsonpath="'{range .items[0].status.conditions[?
(@.type=="NodelnstallerProgressing")]}{.reason}{"\n"}{.message}{"\n"}'
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#%& NodelnstallerProgressing RE&&M, LA T REE L FRIFIRA. EEHK
hiE, #4577 AlINodesAtLatestRevision :

AlINodesAtLatestRevision
3 nodes are at revision 7 ﬂ

ﬂ TEARFIH, RHEIIREFSE 7.

MRFHEELMES, 2N TRNEUTRE 6 ; 1 DT RNEBITRE 7, XRKREEH
MIEdtTH, FFNIHEEIL,

c. N Kubernetes TR/ i Hl i T HTHIHEHERE -

$ oc patch kubescheduler cluster -p='{"spec": {"forceRedeploymentReason": "recovery-
"$( date --rfc-3339=ns )""}}' --type=merge

FIEFrE T REE BB ERTHEITRAE.

$ oc get kubescheduler -o=jsonpath='{range .items[0].status.conditions[?
(@.type=="NodelnstallerProgressing")]}{.reason}{"\n"}{.message}{"\n"}'

#%& NodelnstallerProgressing RE&M, LKA T RS FRIFIRA. EEHK
hiE, Hitis E< AllNodesAtLatestRevision :

AlINodesAtLatestRevision
3 nodes are at revision 7 ﬂ

ﬂ TEARFIH, RHEIIREFSE 7.

MRFHEELMES, 02N TRNEUTRE 6 ; 1 M RNEBITRE 7, XRKREEH
MIEdTH, FFNIHEEL,

19. BSUEFRA control plane EHEE B/REhFINALERE,
E—N LI E A cluster-admin B EEERIERE, Z1TUTHS -

I $ oc -n openshift-etcd get pods -l k8s-app=etcd

it N
etcd-ip-10-0-143-125.ec2.internal 2/2  Running O 9h
etcd-ip-10-0-154-194.ec2.internal 2/2  Running 0 9h
etcd-ip-10-0-173-171.ec2.internal 2/2  Running O 9h

HIBRATA TEMHERE T REROEEERE, EESEMM Kubernetes APIE RHIEA pod, XS
& OpenShift Container Platform 2HF, #NE&E2%. Operator FEHE=HHH,
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2 3

SEREIEARES RE, EARESESELLH, AR RO RIS MRS, B,
EE/S OAuth BRS525 pod B, 18 oc login 1T B IIE AT RETS RSB IE 3 T4k,

cak

Z B system:admin kubeconfig X3 ENHFTHQ L, XNAEETF SSL/TLS &
FIRIEF SN OAuth SRR FDIIE, EeILUL H LT 64 6 A b SUE# 1T BRI 00E -

I $ export KUBECONFIG=<installation_directory>/auth/kubeconfig
REU TSR RENEIENAF 4 -

I $ oc whoami

5.3.2.3. Hfth BFiR
o TERN LREZRAFBERIER
o AIEEZ2FHLLEL SSH 17 OpenShift Container Platform SEf5I#0 control plane 7 /R,

o EHLIEN] control plane i s

5.3.2.4. ik EFAMFHRSK R EMERTE

INRIEH OpenShift Container Platform £ ER T M AN FA LGN, EEHNRSEEEHEE etcd
N8B, BFRIBERTE pod HIZ1THY Elasticsearch 8%, =& 7L StatefulSet X RHIZTHEIEZE. M etcd
FHRhIRER, 121k E OpenShift Container Platform f T/EAEAPRE. B2, MR etcd RIRZIA
By, HWRESRgeTt #.

BF

BAMS (PV) HABRLARRET eted tREBHI—ER 9. M etcd IRERIRE OpenShift
Container Platform &85, FER#TEAEHAIRER TN REBEIE, RZIFA,

T RERT RS —EREIER

o MySQL #IBRZEIER PV X RZFFM pod FIZTT, M etcd IRERPRE OpenShift Container
Platform A EFESMERNFHMENE L, BERAREKIEEZITH MySQL pod, RE pod REE
ZE, BRIRTEFEEHNERRES, REHME PV LIERAFHBXFIIRE XA pod.

o PodPIfERE A, EMMEITAX, MIRFE—Dpod ETRY LERERNS, NHIT eted Pk
SN, pod P HEETLIEIEMEE), R NBMAEMINEIT = Y, OpenShift Container Platform
HFARMEMMN, BEARASEIPBEE. KEXMERS, SUWIMNTEY FHOE, LESTLUE
TR X LM, $RE pod P1FEILUS T,

o TEHUIT etcd 1REBE, SHNEHFEENEEITFEEET, XS5 BUEAMRT X LEIFR CSI
IRENFEFFBX Operator TTIEIEE TIE, EAEREF OB HIXLINENFEF K Operator FTFEHE
Fo

o TELEMK etcd IREB/E, &M OpenShift Container Platform 7 sa iR E A L% . Local
Storage Operator &4 M /dev/disk/by-id % /dev Bk EEMEN PV QBT SHEE, X5
RARER S BAN PV B BABEENLE,

BRI, EEEWIM
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1. FEIMERT B TRIL &/ PV,
2. MKFRETT R A PR 5 B
3. MER LocalVolume =X LocalVolumeSet /5 (1§55 Storage — Configuring persistent

storage — Persistent storage — Persistent storage — Deleting the Local Storage Operator
Resources) o

5.3.3. M control plane iE$ 213 BB R TR E

5.3.3.1. M control plane IFF 83 HIMTE R Tk E
LRI LUMITERBY control plane IEBHR B BhIRE,

BZ, ,u\mﬁiﬁﬁ}tt&ﬁkiiﬁ’] node-bootstrapper it % £15K (CSR) RIWKE kubelet ik, *fFH
FEHEHNERE, EoEEEERFLER kubelet IRSS CSR,

ERLLT S P RF 0328 CSR -

ff

L=

S

1. FREXH AT CSRFUSR -

I $ oc get csr

it N
NAME AGE SIGNERNAME REQUESTOR
CONDITION
csr-2s94x 8m3s kubernetes.io/kubelet-serving system:node:<node_name>
Pendingﬂ
csr-4bdét 8m3s kubernetes.io/kubelet-serving system:node:<node_name>

Pendingg

csr-4h185 13m  kubernetes.io/kube-apiserver-client-kubelet
system:serviceaccount:openshift-machine-config-operator:node-bootstrapper Pendingg
csr-zhhhp 3m8s kubernetes.io/kube-apiserver-client-kubelet
system:serviceaccount:openshift-machine-config-operator:node-bootstrapper Pendingﬂ

QO L2 kubelet BRS5 CSR (RTFRAFBANEE) .
w—/l\%&i‘iiﬁ’ﬂ node-bootstrapper CSR,

HE— CSRIFHAERUBIIERERTENY
I $ oc describe csr <csr_name> ﬂ

Q <csr_names> 24/ CSR &K H CSR BI& R,

3. #itHEFNE B node-bootstrapper CSR :
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I $ oc adm certificate approve <csr_name>

4. HFAFBENRE, WHES MR kubelet Bi% CSR :

I $ oc adm certificate approve <csr_name>
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