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&5 13 OPENSHIFT CONTAINER PLATFORM Z22E48h

25 1Z OPENSHIFT CONTAINER PLATFORM ZZE 4t

1.1. < F OPENSHIFT CONTAINER PLATFORM &%
OpenShift Container Platform RERRFIRHE THUNEBEFNAGE, BAXERBFERELUTIIRS :

o HA : EMELIMFERET Web By HiBIZRZIEF (Assisted Installer) ZREEEE, X F ol LUEREE
BERBMZ, X2—PMEEAE, Assisted Installer @ %% OpenShift Container Platform
MBI HEFE, CRESERIME, HEREEEHFIHITIEIERIE, BifRH#® T — RESTfUI
APl BT BB NEEY =,

o XETREN : X TR EZENIMEREMERFIMINE, ETUFERETRENZERER.
CIRM T Assisted Installer BIiF 2L, BEMIEL TEHRBEE TRENZERER, FH®
SITRERNREE, XA EER T EZENIMNE,

o BT : BAURRREFEFNEMBUPRERN., REEFERSIEHINNEREER
#l8% (BMC) 1T E®. ERILAREESMERNINEHERBERE,

o e BRI LITE A SR LE BERZNY LEBRE, IMITERHETRRNESME. &
AR S ST TR R R MR AR B R A

BMAEMBNEREGUTHRIE :
o LAEHIMENEHAMEMEN, BIATH,
o EIR G A DUEHI RN FARERT, LUK AR E,

111 R TFLERERF

BRI LMERARREFNEEMER., REEFRSEKRTEN™, MW bootstrap. control plane it &E#l25
B Ignition BEE X, ERILUERIX=MH2REE FF A A OpenShift Container Platform &8f, B©H&
RE T EMmEEENEMZ,

OpenShift Container Platform Z&E2FF A —HBEIMFMEKHITREEERRE., REBFEF—HUII
SCHIR B PR, FE8ABEE —HETT, RASNBEMUKER B SR, AURERFETLH
THSEH S AN B, REAHAR—PNERZITHNER, REEFRSVGIFERIAELANG, MARZTHS
BRAEE], RNEREHRKRIIL,


https://access.redhat.com/documentation/zh-cn/assisted_installer_for_openshift_container_platform
https://console.redhat.com/openshift/install/metal/agent-based
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1.1. OpenShift Container Platform %22k B bRl KiHi5

Config datain

every deployment
y aepioy \ Cluster name

clusterl

Base domain
companyname.com

Pull secret
from console.redhat.com

install-config.yaml

SSH key
your public key

Bootstrap node

Specific to your

infrastructure \

Platform

. — Ignition Control plane
infrastructure type 9 P

Platform info

— Compute node
username/password

Customize for

your workload \

Node configuration
control plane and compute

1.1.2. X F Red Hat Enterprise Linux CoreOS (RHCOS)

ERER, B—1NSENBEEA Red Hat Enterprise Linux CoreOS (RHCOS) {E NIRVERYE,
RHCOS =& Red Hat Enterprise Linux (RHEL) IR B Z R 2R ENMA, EFBINEH SELinux B RHEL
M#%, RHCOS SIE{EH Kubernetes 17 AR kubelet, L%/ Kubernetes fi1E#) CRI-O B23i21T

i},

OpenShift Container Platform 4.17 &£&#F#9%E — control plane #Hl23#8 L {EH RHCOS, HaFE—1
FEMNEREHBETIE, #M Ignition, X—TEILERREVEREN S, BERABHIENTEISFEES

R ({#F OSTree fEialH) R, %5 &HA Machine Config Operator JEEBEHERE, SLFRMIIRIER
SiEBURY H A rpm-ostree TE AV LIENREFIRERMATT, BEEFEAXER A, OpenShift

Container Platform Al LMEEIRE R ENEMEMN AREF —IFEERRERS, BIRAAREENTS
RIFSITINS, XL R AL 5T ] LU 2 4E A IPA B 7148,

INRIF RHCOS AEFASENSRNIRIERY:, NEFNEEEAHMNSNMELT, SFERIERSHE
A, At, REREZREFEH Machine Config Operator X RN 25. RERFEFE Ignition BLE XH1%
BEANBIBEIRS, REFNA Machine Config Operator S ML 23T Z Bk, B4 REFIES
HEHE,

1.1.3. OpenShift Container Platform &5 IR TER
KNIBRE LT SRENBEXNERAIE, SHUTAIEIRUEFH] T RRETTE,

ZRNREERF

1E console.redhat.com FIEEMRERET, TIRMHET web A/ FES RESTful API BB T 0l LR
B, Assisted Installer RER— N KNG, SRV HRFERBALAIMRHRAITES, EERE RHCOS fK
I8, Assisted Installer IV —2 HERHIR M T TR ELIEF IR EINEE,

ETRENRZERF


https://console.redhat.com/openshift/assisted-installer/clusters/~new
https://access.redhat.com/documentation/zh-cn/assisted_installer_for_openshift_container_platform
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=

B Assisted Installer KU RERRF, BEWVIITELATHETRENGZERR, ETRENZERERS
R EENIMER IR LR,

Bootstrap i s

—NIERNLER, BIETRAEEN Kubernetes BEi&E R ERE OpenShift Container Platform 2 E
(control plane) &

Control plane (3%=#I3Fm)
— " BRREZ, ATAFAPIHEORE L., SENBERHFNEGEL. I control plane
%%Q

Compute T
ARHITERR S TEAEMNT R, I worker 7 8,

BT R Tk

EEERRT, BESOWEIIMNERIRETEVIF KM, EEXEBTRIERSSRVIF. BMHAE
X LI R %24k OpenShift Container Platform, {BEREZESL TEAMENIENGGR, HEEREEES
MR,

OpenShift Container Platform RERF
BREMRLFBERENER.
RERFE SREMRE
REREFREHELEICTREFNERMEN,
Ignition Bci&E ST

Ignition TEAFEBRERZ WAL IR EE Red Hat Enterprise Linux CoreOS (RHCOS)E’JB‘C#F
RREFEMARD Ignition EZE XA EH#IAIE bootstrap. control plane # worker 7 5%,

Kubernetes j5H

JSON 5% YAML &= BJ Kubernetes APl & REGIIAIE, BREXHALUEESEE, BLEMET. secret #

daemonset &,
Kubelet

EEENBN T RESTH—DETRNKE, UBERESRE pod FiB1T.
gzl E

AEIIE R BE P IRE Bk, APl BYf #3398 237E control plane 7 mZ [A] 2% % AR =,
Machine Config Operator

— Operator, BEEHNAERRZERSGNBRSTHNERENES, SIBEARKH kubelet Z [AIHIFR
HEEME,

Operator

£ OpenShift Container Platform B #3iTa. FMEMEE Kubernetes N ARFHNE LA E.,
Operator fF AR BRERIAGRILEI — N MRS, ZTFHaHEEIHE,

R P E & O ELRERA

KA LATE B D IR R EiZ2 4 £ %% OpenShift Container Platform, EaLMFERARERFEER B &
SREMBMPTRNTE T, BAIREFEMIEN, RARNEHNEINTRENEMENLH,

11.4. & T2

BRT Assisted Installer 44, %% OpenShift Container Platform &&EH], M OpenShift Cluster
Manager Hybrid Cloud Console EHI5E X Cluster Type THE FHZERF, ITHESHE :

o KFBY REST API,

o registry ©hg, XZATFIRIFTRAHH pull secret,


https://console.redhat.com/openshift/install/metal/agent-based
https://console.redhat.com/openshift/create
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o KRIM, BERIMSEMLIIIBIKAMERE, UEKEERBE.

£ OpenShift Container Platform 4.17 /1, REHRFIEF 2N —H B HIT—RIISUF R Go Z# I
., SLRERFXENARREMRERBNR %f';Ll'FﬁﬁﬁﬁWU :

o Z(HF Assisted Installer SBBEEE, EAILUER Assisted Installer EEBEEREIXE. RKBRERER
AUTEHNEE, *BREHEER, BAUTEHLIISO, REFEAZHESRSISRENE. &
AT LAFEF Assisted Installer 7ESE 25 A HY Nutanix, vSphere FI#EH L L2EEEEE, URLENES
SRR REER, MRERV LLE, TEZRUMESEHEMBHONTIER, SEMLES,
fEdat. FEFMmMAESRENSR.

o EFAETREMZERFMEBELEN, CBUUEBLETHETRENZERR. AE, EUURE
SHAERAIER. EAUERLZHERSISRENSR, ERRE—INSLEEFITBEN
RIE, FANEABES, BFFRESREBFITIREHBITREESREFNEG, BRRIRMAM
BEEEMBMMEIR, QEMS%. NEHSEE. FEMNADNKENG. INVARSA TSR
BIIAR,

o WTFRARERFESHNEMEBMER, CALREMRNEIMESRRELTERSF, MR
RENT, REBFFUEBHRHMBNAEMS. HSTMRIERS, RIECERNILRE,
MRERNLRE, BRIURHMAMASFEMRIIFER, 2 bootstrap Hlgs. MWL, MEH1IS
1. FHEFENREILES,

o MFEBNEHESMEEEMERN, NBIURMATEKEFEMIRWATIR, & Bootstrap #l
2. ML MESE. FHEFMIIEEIES.

W FRERRE, ELREIRPRFER=ZHXE - &4 install-config.yaml IR E X 4. Kubernetes
B, DUREHER LI Ignition BoE X4,

B

ELRE RS, EaUstiesl £l RHCOS #/ERSIH Kubernetes 1 Ignition BRiE X
. B2, BB HAMISIENESRIBIAEAXEN RATMIEN R E LM, MRBI T XL
W, REURAKTELZIT. BFEEIMIXLE, B Kubernetes # Ignition BEi&E S
S35, BRIECEREICKPRAENELIE R T EE.

BB E SN Kubernetes EH, AREHEREE Ignition BEX 4, RERFFHEAIXL Ignition
Fo B SR AR B

BTREREFN, MAREXHRHEES, FFSeahRERRERNMAREXH,

- -
RElE, BTEERAELRFIBRFIXENSH, BalMENR—LREFREL.

FRHBREREFNRETRE

ERNBZERFHITRES RMERET Web WA~ REHEM RESTful API LR )5 OB ERFEC
B, Assisted Installer AP RAEKRTEHAMENE, HFHAEKRSBUIRHEENEIME, RIFEHFAR
EHEA APl REWE ], Assisted Installer £ A MER, ERILATEFARSI SRR, HGRRE
RHCOS fKIE, R NENEBE R, EAILAER Assisted Installer 2% OpenShift Container
Platform, F7E Nutanix. vSphere fI#RHlLT2EMK. HH, BRI LIEREMEBEEKER TEH
Assisted Installer Z2% OpenShift Container Platforms

OpenShift Container Platform EBEHMNAAAE, SERERTEAE, SANSERYNERNEE
BIREMANEHPRENTR, MEBARTERENAERNTBTER


https://access.redhat.com/documentation/zh-cn/assisted_installer_for_openshift_container_platform
https://console.redhat.com/openshift/install/metal/agent-based
https://access.redhat.com/documentation/zh-cn/assisted_installer_for_openshift_container_platform
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SNSRFIRE, HfEMA Assisted Installer ThRg R & T HAMEEE FRENRERF,

ETREMEMRARE 2

ETHREMNRESERA Assisted Installer KL, W—MNTEEHFEERI FTEHREETRENRER
FFo HIEF/EF A Assisted Installer BT RMZE, HEBREMIERRIMERLEERN, TUGERAE
FRENRE.

WRETRE, HEAETRENREINGERE R OET A bootstrap BB EERFHE, AFEFMYE
T ERRF AN RN,

RARERFESNEMRIBNRETE

MNL R LB N FERAREEFEFNEMRE, RMNERT, REEFRILREAS, RTEMACTE
BITHRENE, FHVERSEREHSENRAE. TLTUAE NREIRRIFENEMELIR. &
LREFHNERHESEZEMIEN,

IRET D REIEER A E LER, W TiESER, TEREREEHMENSEREIFMER, NTH
ENER, BALUEEEXTEMESIFMER, M control plane AN SHE. ERHHBEHELHH
J5BY, 8 Kubernetes AR5 M%&) CIDR SEH,

EATRE, AILMEALThAERE R E & M4 RB AN, ERTEREMIMNEH, TUGRARERFRE
BB & SR A R SR R R B

N FRERFBAIEMZIEIIEERE, OpenShift Container Platform B VBB LRI E AT, &R
EXRGAE, BEVSEEINERANEES BEMANEEPRENTR, WEERTERENAER
METEE,

AR EENEMEENRETTE

1840 LATE B SR ERH £ &2 25E OpenShift Container Platform, &R RERRFRERE S
SREMBMPTRNTE T, BAIREFEMIEN, RARNEHNEINTRENEMENLH,

MRTERARERFEFNEMEN, GpJECEEMATRETR, UTNREANETHP—LH
BREEMHIR :

o HNERH control plane AT EHESHIEZ £ Al ZEH
o fEMEIR
o EBYML, SIE DNS ILEMFAENTFM
o SREMZBRMAN AR
MREHERERAFBEHNEMIEN, EaLUERN RHEL ITENZRRINEIEEH,
RENRRIEMER
BEEEN, £SEPNEENRTREAXEHMNER. OpenShift Container Platform E4IAEL B L2
FR{#E IR bootstrap #l28 A7K A control plane IRFIFHEHIE R, IHES bootstrap #2358 A — N AfEid

a0{n] B B EEBEHT Ignition BCE SUE#1T5| 5. bootstrap Hl2s BB MKIZHIFEME (control plane) B
control plane 8%, RS, control plane Hl2RAIEITE (compute) Hl2&, TEIUATX—it72 :


https://console.redhat.com/openshift/install/metal/agent-based

OpenShift Container Platform 4.17 L2248t

1.2. Bl bootstrap. control plane Hlit&#H18%

Cluster installer

lCreate

Bootstrap node

Datacenter
(cloud/on-premise)

Controller node 1 Controller node 2 Controller node 3
Control plane Control plane Control plane
RHCOS RHCOS RHCOS

; i }

Compute node 1 Compute node 2 Compute node 3

SENERAIA1EE, Bootstrap W2 iF#EEH %, PTESKEHERE Bootstrap I 2R MNALEER, BEER
CESSRHNEMIEN, NTFINERITETE,

BF

o ﬁﬁfifiiﬁiﬁg Ignition BEE XS ETE 24 N\ et BRRIES, SRETE BT
TEAT, ﬁD%E%%ﬁfb%ﬁﬁ%l‘ﬂ%ﬁ, BEBHE 24NN EER, SH28RE
THEEI’JIEJFJ — oIS E, B Fohitt R0 IEM node-bootstrapper iiE5E

THR(CSR)E M E kubelet ik, WIHRELER, HSHMIHIR control plane
ZE% H kS B9 STH,

o EIEIE Ignition BEEBEXXHAEMKEH 12 /MNTREREN], Eh 24 NNTHIEBRTE
%ﬁﬁcﬁ}:m 16 /NISFE 22 /N [RL AT RO S, aBId7E 12 /NN R A Ignition B &
X, A LLRRER RS RRPEANHIT TR B S B R & KA A,

bootstrapp &% KU T

1. bootstrap Hl23/5 EhFH FFIATEE control plane Hl253| SRR TR, NREE 75 E 240,
LS EEEATTF,

2. bootstrap #2885 5h# 7T R eted B —NIEET Kubernetes control plane,

3. control plane #188 M bootstrap HERIREUERE FIRFTMRE 5. MREE S EMZRN, LT RE
EANIFi,

4. 1IfE control plane 4 7 M5 control plane AR B4 7 #11% control plane Hl25.

5. Cluster Version Operator (CVO) fE%&F %% etcd Operator, etcd Operator ZEffA control
plane 1= E¥ & etcd,

6. Ilmfi control plane k#l, FFIFEHITN IS4 =M% control plane,
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7. bootstrap #1234 OpenShift Container Platform £H443F A4 7115 control plane,
8. REMFE X bootstrap 25, IREB A EMEN, FBEFEANITFI,
9. control plane W EBIT&E T /.
10. control plane LA—%H Operator B R &= H AR %,
SER L bootstrap it #2 /5, FFEK—NEMEZER OpenShift Container Platform &&f, RfE, £BHKT
HHARERBCFMENEREAYN, SBEEZITRIPIMERUZEITE (compute) #l25.
Hth B

® Red Hat OpenShift Network Calculator

11.5. ZEFEUET RIS

LT REBBIOEKINGT, OpenShift Container Platform Z4&R 5%
o BETERFE LA OpenShift Container Platform Web 25,
e A control plane i REREFLLE,

o FEEEf Operator & A F,

RETRE, 7T worker T mBUEFEEEEE Operator HELEIH B & A worker T s, TEFRT
A worker T &R 5N READY 2RISR E—EIT A, X FEFENLHRE, HEFED
60 28, RIEX worker T BRI ITHERR, W TFRAIEHMES LRE, BEEFED 40
DENEEXT worker T i TEBEHERR, 15T worker 17 mAYEEEE Operator # DEGRADED
IREEBURTF Operator BEHIHIR, AR mAPRE.

TERTHRGE, ER ARSI R R P SR

FRFH
o LRBFELXIRHPERINARR,

it =

1. ERATA worker T HBVRE -

I $ oc get nodes

i tH o Bl

NAME STATUS ROLES AGE VERSION

example-computei.example.com Ready worker 13m v1.21.6+bb8d50a
example-compute2.example.com Ready worker 13m v1.21.6+bb8d50a
example-compute4.example.com Ready worker 14m v1.21.6+bb8d50a
example-controll.example.com Ready master 52m v1.21.6+bb8d50a
example-control2.example.com Ready master 55m v1.21.6+bb8d50a
example-control3.example.com Ready master 55m v1.21.6+bb8d50a

plil

=


https://access.redhat.com/labs/ocpnc/

g
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2. BRARA worker H128 1T RBAMTER -

I $ oc get machines -A

=1
NAMESPACE NAME PHASE TYPE REGION ZONE AGE
openshift-machine-api example-zbbt6-master-0 Running 95m
openshift-machine-api example-zbbt6-master-1 Running 95m
openshift-machine-api example-zbbt6-master-2 Running 95m
openshift-machine-api example-zbbt6-worker-0-25bhp Running 49m
openshift-machine-api example-zbbt6-worker-0-8b4c2 Running 49m
openshift-machine-api example-zbbt6-worker-0-jkbgt Running 49m
openshift-machine-api example-zbbt6-worker-0-grl5b Running 49m
Hfh BR

e JXEY BareMetalHost #5iR

o INPEREIIE

o IiFZRE

o HTHRENZRERRF

® OpenShift Container Platform XML ERF

%3350
OpenShift Container Platform ZZEREZFHEREHESRXITRELEERE, ©ERERLRIEFRERKD.
RESTHE, BAILERESMEEES,

Heth BTR
e %A X OpenShift Container Platform L& FHREVIFHER, 1HSHATRAMNEREEE L

1.1.6. OpenShift Local

OpenShift Local ZHFIREN ARFEF L, LAFIEIEE OpenShift Container Platform &8, OpenShift
Local Wit AHEAMITEN LIZ1T, LUEXEMIL, HEAFLXETARNNAMBENMEIEER
AR IR,

T EFERM L mI2IES, OpenShift Local #BAl LUIEE BN B, H&/I\TIEER Red Hat
OpenShift Container Platform 5£8£5| A& PC, MEXFE TR SJRAEMEGEN,

ERREIMER, OpenShift Local aJ LLGIEMARSS, M1 H NG, FIEI21T Linux, macOS =X
Windows 10 i E S RAMZE IC AN EE L EZEZTEN

INFEA X OpenShift Local WEZE R, 155 Red Hat OpenShift Local Overview o

1.2. OPENSHIFT CONTAINER PLATFORM &8 Y HWEES
£ OpenShift Container Platform 4.7 1, BEILAELA T E S LR EFRARERFE arEMZRIER

® Amazon Web Services (AWS)

10


https://docs.redhat.com/en/documentation/openshift_container_platform/4.17/html-single/deploying_installer-provisioned_clusters_on_bare_metal/#bmo-getting-the-baremetalhost-resource_ipi-install-post-installation-configuration
https://docs.redhat.com/en/documentation/openshift_container_platform/4.17/html-single/deploying_installer-provisioned_clusters_on_bare_metal/#ipi-install-following-the-progress-of-the-installation_ipi-install-installing-a-cluster
https://docs.redhat.com/en/documentation/openshift_container_platform/4.17/html-single/validation_and_troubleshooting/#validating-an-installation
https://docs.redhat.com/en/documentation/openshift_container_platform/4.17/html-single/installing_an_on-premise_cluster_with_the_agent-based_installer/#preparing-to-install-with-agent-based-installer
https://access.redhat.com/documentation/zh-cn/assisted_installer_for_openshift_container_platform
https://docs.redhat.com/en/documentation/openshift_container_platform/4.17/html-single/postinstallation_configuration/#available_cluster_customizations
https://developers.redhat.com/products/openshift-local/overview
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o il
® Google Cloud Platform (GCP)
e |BM Cloud®
® Microsoft Azure
® Microsoft Azure Stack Hub
® Nutanix
® Red Hat OpenStack Platform (RHOSP)
o &## OpenShift Container Platform RAX FF&#THY RHOSP KA e R ANFN A I AR A, 40
iﬁ%g RHOSP Z1ThRAFEBMRE R, 1ESH RHOSP £H OpenShift Container Platform

® VMware vSphere

SFRTAIXLEER, SRR TREIREIITENERNMNFIENZSE NI Al BT R BB, LUENFE
BRSNS SR IFELIIEIRAE telemetry £1E,

BE
RxE, FNXFLUATEN:
o EATHINETA.

o EREATHNEAM, BN, EREERHNTELERS - N FarFAMEIEIE
2R,

£ OpenShift Container Platform 4.17 /1, A LUELTES EREFAA B SHERMZRIRE
o AWS
® Azure
® Azure Stack Hub
o RH
e GCP
® |BM Power®
e |BMZ® 8 IBM® LinuxONE
e RHOSP
o &## OpenShift Container Platform RANX FF&#THY RHOSP KA e R ANFN A (Al AR A, 40
iﬁ%g RHOSP Z1ThRAFEBMRE R, 1ESH RHOSP £H OpenShift Container Platform

e AWS By VMware Cloud

® VMware vSphere

1


https://access.redhat.com/articles/4679401
https://access.redhat.com/articles/4679401
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RFETAZFNER SAUERFESNEMEN ETRE, WEEALLZTREEREEKM IR
25, HEHBRE—TRENGE, HEWTHFERNRE,

TERT M LS 2k, AL T RRERFIEMNRGE (image) , HENIBRIESER registry (mirror
registry) B, AEFEAIRLEHEREER. RABTEVNERMENTEAEBSHAEEER, BT vSphere
SRV AR LTI S Mg LR, EHNEENBITTEBH T N E KM,

OpenShift Container Platform 4.x Tested Integrations TUE ARt 7B XX AREAH TR E
MER.

Hit 5w
o METHRBIIFNEETANRERENELER, FEHAIRTEZFNEETE,
o BXRERREAZURMEEHETRNER, WEMIAEERRESEH A EE,

e Red Hat OpenShift Network Calculator AIZSBHEREERENT BN ERILITEREML, ERRTS
SEEMAERBIE WA, FHLAAER JSON SR IRMHH.

12


https://access.redhat.com/articles/4128421
https://access.redhat.com/labs/ocpnc/

B 2B EREERREARIFIAIERE

B2EAFRHREAEHF VAN ESET

TEZ 4 OpenShift Container Platform #l, 1EMERIHE N 5 EEMENM AR KR,

2.1. 1%

ER % OpenShift Container Platform 871, J{EAFRERE UM, FZERENUTRENEE, KL

R LA

PR R,

211 IMEH O REMEE OpenShift Container Platform 5 E£15 ?

INREHDREMEIE OpenShift Container Platform, B UEUTES LLEE :

64 fif x86 Sl _E#J Amazon Web Services (AWS)
64 iL ARM SZf5l B9 Amazon Web Services (AWS)
64 fif x86 SEf_EBY Microsoft Azure

64 fiL ARM SE6_EB9 Microsoft Azure

Microsoft Azure Stack Hub

64 fif x86 Sl _E# Google Cloud Platform (GCP)
64 fif ARM S£f5l_E#9 Google Cloud Platform (GCP)
Red Hat OpenStack Platform (RHOSP)

IBM Cloud®

IBM Z° =% IBM® LinuxONE

IBM Z° or IBM® LinuxONE for Red Hat Enterprise Linux (RHEL) KVM
IBM Power®

IBM Power® Virtual Server

Nutanix

VMware vSphere

B E M T A EAHIZR

& 0] LU OpenShift Container Platform 4 SSEERBRINIMEMHINE, KBRS ERS S, BEEF
BBV ERE AN FHEENEER O EERS F.

IR EEFA OpenShift Container Platform, {BEREBITEEER, EALUMILNZERS LT AL
., MRELHAEETEMNER, BALUER OpenShift Dedicated, EIAAILAIE Azure, AWS, IBM
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https://docs.redhat.com/en/documentation/openshift_container_platform/4.17/html-single/installing_on_azure/#installing-azure-vnet
https://docs.redhat.com/en/documentation/openshift_container_platform/4.17/html-single/installing_on_gcp/#installing-gcp-vpc
https://docs.redhat.com/en/documentation/openshift_container_platform/4.17/html-single/installing_on_gcp/#installing-gcp-vpc
https://docs.redhat.com/en/documentation/openshift_container_platform/4.17/html-single/installing_on_ibm_cloud/#installing-ibm-cloud-vpc
https://docs.redhat.com/en/documentation/openshift_container_platform/4.17/html-single/installing_on_ibm_power_virtual_server/#installing-ibm-powervs-vpc
https://docs.redhat.com/en/documentation/openshift_container_platform/4.17/html-single/installing_on_aws/#installing-aws-government-region
https://docs.redhat.com/en/documentation/openshift_container_platform/4.17/html-single/installing_on_azure/#installing-azure-government-region
https://docs.redhat.com/en/documentation/openshift_container_platform/4.17/html-single/installing_on_aws/#installing-aws-secret-region
https://docs.redhat.com/en/documentation/openshift_container_platform/4.17/html-single/installing_on_aws/#installing-aws-china-region
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https://docs.redhat.com/en/documentation/openshift_container_platform/4.17/html-single/installing_on_aws/#installing-aws-user-infra
https://docs.redhat.com/en/documentation/openshift_container_platform/4.17/html-single/installing_on_aws/#installing-aws-user-infra
https://docs.redhat.com/en/documentation/openshift_container_platform/4.17/html-single/installing_on_azure/#installing-azure-user-infra
https://docs.redhat.com/en/documentation/openshift_container_platform/4.17/html-single/installing_on_azure/#installing-azure-user-infra
https://docs.redhat.com/en/documentation/openshift_container_platform/4.17/html-single/installing_on_azure_stack_hub/#installing-azure-stack-hub-user-infra
https://docs.redhat.com/en/documentation/openshift_container_platform/4.17/html-single/installing_on_gcp/#installing-gcp-user-infra
https://docs.redhat.com/en/documentation/openshift_container_platform/4.17/html-single/installing_on_gcp/#installing-gcp-user-infra
https://docs.redhat.com/en/documentation/openshift_container_platform/4.17/html-single/installing_on_openstack/#installing-openstack-user
https://docs.redhat.com/en/documentation/openshift_container_platform/4.17/html-single/installing_on_bare_metal/#installing-bare-metal
https://docs.redhat.com/en/documentation/openshift_container_platform/4.17/html-single/installing_on_bare_metal/#installing-bare-metal
https://docs.redhat.com/en/documentation/openshift_container_platform/4.17/html-single/installing_on_vmware_vsphere/#installing-vsphere
https://docs.redhat.com/en/documentation/openshift_container_platform/4.17/html-single/installing_on_ibm_z_and_ibm_linuxone/#installing-ibm-z
https://docs.redhat.com/en/documentation/openshift_container_platform/4.17/html-single/installing_on_ibm_z_and_ibm_linuxone/#installing-ibm-z-kvm
https://docs.redhat.com/en/documentation/openshift_container_platform/4.17/html-single/installing_on_ibm_power/#installing-ibm-power
https://docs.redhat.com/en/documentation/openshift_container_platform/4.17/html-single/installing_on_any_platform/#installing-platform-agnostic
https://docs.redhat.com/en/documentation/openshift_container_platform/4.17/html-single/installing_on_bare_metal/#installing-bare-metal-network-customizations
https://docs.redhat.com/en/documentation/openshift_container_platform/4.17/html-single/installing_on_bare_metal/#installing-bare-metal-network-customizations
https://docs.redhat.com/en/documentation/openshift_container_platform/4.17/html-single/installing_on_vmware_vsphere/#installing-vsphere-network-customizations
https://docs.redhat.com/en/documentation/openshift_container_platform/4.17/html-single/installing_on_aws/#installing-restricted-networks-aws
https://docs.redhat.com/en/documentation/openshift_container_platform/4.17/html-single/installing_on_aws/#installing-restricted-networks-aws
https://docs.redhat.com/en/documentation/openshift_container_platform/4.17/html-single/installing_on_gcp/#installing-restricted-networks-gcp
https://docs.redhat.com/en/documentation/openshift_container_platform/4.17/html-single/installing_on_gcp/#installing-restricted-networks-gcp
https://docs.redhat.com/en/documentation/openshift_container_platform/4.17/html-single/installing_on_bare_metal/#installing-restricted-networks-bare-metal
https://docs.redhat.com/en/documentation/openshift_container_platform/4.17/html-single/installing_on_bare_metal/#installing-restricted-networks-bare-metal
https://docs.redhat.com/en/documentation/openshift_container_platform/4.17/html-single/installing_on_vmware_vsphere/#installing-restricted-networks-vsphere
https://docs.redhat.com/en/documentation/openshift_container_platform/4.17/html-single/installing_on_ibm_z_and_ibm_linuxone/#installing-restricted-networks-ibm-z
https://docs.redhat.com/en/documentation/openshift_container_platform/4.17/html-single/installing_on_ibm_z_and_ibm_linuxone/#installing-restricted-networks-ibm-z-kvm
https://docs.redhat.com/en/documentation/openshift_container_platform/4.17/html-single/installing_on_ibm_power/#installing-restricted-networks-ibm-power
https://docs.redhat.com/en/documentation/openshift_container_platform/4.17/html-single/installing_on_gcp/#installing-gcp-user-infra-vpc
https://docs.redhat.com/en/documentation/openshift_container_platform/4.17/html-single/installing_on_gcp/#installing-gcp-user-infra-vpc
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5 3 F KAThEE
SERHEIE R A RS A AR A R M A, ERETE R T LR R PR,

SHEEATEEDREHEERERIE.

3.1. )5 &R ThEE
MREEREEEE NERNRERZE, Bid0/2 install-config.yaml X4, EaLUEFEEEEREFPT
FERERETNEE,

INRE E A ERRERHINER E KR, NIEFEZEFI4EY install-config.yaml XX
., #THJ OpenShift Container Platform BHTRIBER NINBH G FRFBITHEE IR, HNE
TLBIAFHAHM., BE X install-config.yaml X PN 1% A TE OpenShift
Container Platform BE#i| EHAE# H install-config.yaml 34,

-

BRI UER U TERESEBORIEERRFIIRE ¢

capabilities:
baselineCapabilitySet: v4.11 ﬂ

additionalEnabledCapabilities: g
- CSISnapshot

- Console

- Storage

VBN —HEETIRE, BE N None. vCurrent #1 v4.x, H18%% None, NIZBRAE
EIhEE, BRIAME N vCurrent, ©/E B TRFBRIIETNRE,

==
vax RERGEB N HRIEERA (SEYFIRA) WEME, B2, OpenShift
Container Platform 4.12 £E#HEREH v4.11 7 v4.12,

Q E N E LG ANINEETIZR, BRT baselineCapabilitySet A5 EMIIHAES, XLEETHREL R/,
==

EARFIGR, BRIAEED#HIXE S v4.11, additionalEnabledCapabilities E% /= A T 2k
ABY v4.11 THEE SR AT AL ThBE,

Tt T baselineCapabilitySet fE.,

5 3.1. £ B¥ThEE baselineCapabilitySet Ak
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=

fH ek
vCurrent LIRE FIIRMETHR AP BI ABFTIRERS, 18EX NI,
va4.11 L FE ¥y OpenShift Container Platform 4.11 5 B3 BRIAZHAERT 8 X

NI, BIIEE vA.11, FREREEHTRAR OpenShift
Container Platform 5| ABIZHEE, OpenShift Container
Platform 4.1 FREYERIATHEE R

baremetal. MachineAPIl. marketplace #1 openshift-
samples.

v4.12 LIRE }y OpenShift Container Platform 4.12 J5 FAEIAThRER #5
EIX ML, @ITIEE v4.12, F/5RABETARARM OpenShift
Container Platform F5| ABIZHEE, OpenShift Container
Platform 4.12 RHIERIAThEE R
baremetal Machine APl marketplace,openshift-
samples,Console Insights Storage, 1 CSISnapshot.

v4.13 L FEH OpenShift Container Platform 4.13 j5 FABRIATHEERS, 18
XL, Bt iEE v4.13, T/ RBHThRAH OpenShift
Container Platform 5| ABIZHEE, OpenShift Container
Platform 4.13 RREIAINEER
baremetal Machine APl marketplace openshift-
samples,Console Insights Storage CSISnapshot, i
NodeTuning.

v4.14 L F )y OpenShift Container Platform 4.14 5 FABRIAZhEERT 4B E
XA, B TEE va.14, FRERBETHRAR OpenShift
Container Platform 5| ABIZHEE, OpenShift Container
Platform 4.14 FEYERIAINEER
baremetal Machine APl marketplace openshift-
samples,Console Insights Storage CSISnapshot NodeT
uning ImageRegistry Build, 1 DeploymentConfig.

v4.15 L F ¥y OpenShift Container Platform 4.15 J5 FAEIATHEERT $8 E
XA, B ERE v4.15, FR/ERBETHRAE OpenShift
Container Platform 5| ABIZHEE, OpenShift Container
Platform 4.15 FEYERIATHRE R
baremetal Machine APl marketplace OperatorLifecycleM
anager,openshift-
samples,Console Insights Storage CSISnapshot NodeT
uning ImageRegistry Build CloudCredential, I
DeploymentConfig,
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=1 sk

v4.16 L F )y OpenShift Container Platform 4.16 & FABRIAZhBER 4B E
XML, BITIEE v4.16, TR/5RABSETARAR OpenShift
Container Platform 5| ABIZHEE, OpenShift Container
Platform 4.16 FREYBAIAZNEE R baremetal, MachineAP],
marketplace, OperatorLifecycleManager, openshift-
samples, Console, Insights, Storage, CSISnapshot,
NodeTuning, ImageRegistry, Build, CloudCredential,
DeploymentConfig, #1 CloudControllerManager.

None EEEMEAAKR, EXREEAMPEE, HNERE BT FNH
EnabledCapabilities i 1711,

Hi 5w
o FRABENIEAWS L RELR
o HAHBEE NI GCP LREEE

3.2. OPENSHIFT CONTAINER PLATFORM 4.17 el L £ 24 ThaEE
E§1, £ Operator XL ETHAEIRMINAL, LU /MLE T P TIELIRAAOTNEL, FHIE2 RN £ LM

Hbo

Hth BHR

o £3# Operator %

3.2.1. R&Hl2h8E

A&
Cluster Baremetal Operator “/ baremetal ThBE1R £ IhEE,

Cluster Baremetal Operator (CBO) REFEFERNRFS /KN — NI TR ER TN RLLBTT
OpenShift Container Platform i+ 87 mAf MR E H . CBO R metal3 FE (H Bare Metal
Operator (BMO) # Ironic F2840M) 1E OpenShift Container Platform EEERBI— control plane 7 s
FiZ17, CBO IA&Milfr OpenShift Container Platform % %R EHT, ©& MM FHRIGE HH9E7E,

FRREREFBRANEMEMEEEZEENINE, ZRENINETRES SBUXLEIE HINE A R,
B EREIE AT A £ S A T/ BareMetalHost %R A F & & BOELTZe i 2 B RN ThEE,

BF

MNRZFENIIEE, EHNTEIESHNEEEN T R, REEEE S %S BareMetalHost
TR F 2 Fi%3h8E, baremetal B2 0EUR T MachineAPlI ThgE, 1R /= B baremetal Zf
gE, 1L /f5 A MachineAPI,
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https://docs.redhat.com/en/documentation/openshift_container_platform/4.17/html-single/installing_on_aws/#installing-aws-customizations
https://docs.redhat.com/en/documentation/openshift_container_platform/4.17/html-single/installing_on_gcp/#installing-gcp-customizations
https://docs.redhat.com/en/documentation/openshift_container_platform/4.17/html-single/operators/#cluster-operator-reference
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o ERN LHMEBRERFESIER
o HEMRIERRE

e {FFH Bare Metal Operator EZi&

3.2.2. 12 IhEE

A&
Build Zh&E/5 A Build AP, Build API &2 Build #1 BuildConfig %I &894 dp B HA,

B

WNRIEEF Build 2haE, SEFEERHUTHR :
e Build #1 BuildConfig %R
e builder fR 551K

NAEARZFE Build 3¢ BuildConfig %R, sN&E A builder BRS5H I, FZMA Build
IjJ BEo

3.2.3. ciRHIRR EEARINEE

A&
Cloud Controller Manager Operator 4 CloudControllerManager 12 &E.

Bal, ERMAFE LEAZFERA CloudControllerManager &g,

B LR I RN R LR B (install-config.yaml) X4 (ERBEEHR RS HEA
CIoudControIIerManager IhRE.

1£ install-config.yaml X ¥/, %%/ platform &%,

o 1R platform S (2 Baremetal =k None, Ea]LIESEE#F22 [ CloudControllerManager
IjJ BEo

e IR platform S H{E=Z External, 1%l platform.external.cloudControllerManager %X,
#NR platform.external.cloudControllerManager Z#{H{E° None, ERILAEEEFHEMA
CloudControllerManager Ih&E,

BF

MEXESHASMRINHEAEUANNEME, WEEERFEHEA
CloudControllerManager IhAE,
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https://docs.redhat.com/en/documentation/openshift_container_platform/4.17/html-single/deploying_installer-provisioned_clusters_on_bare_metal/#ipi-install-overview
https://docs.redhat.com/en/documentation/openshift_container_platform/4.17/html-single/installing_on_bare_metal/#preparing-to-install-on-bare-metal
https://docs.redhat.com/en/documentation/openshift_container_platform/4.17/html-single/deploying_installer-provisioned_clusters_on_bare_metal/#bmo-config-using-bare-metal-operator_ipi-install-post-installation-configuration
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XFF Amazon Web Services (AWS), Google Cloud Platform (GCP), IBM Cloud®, global
Microsoft Azure, Microsoft Azure Stack Hub, Nutanix, Red Hat OpenStack Platform
(RHOSP), #1 VMware vSphere, X4 Operator WIRERIERAZH (GA)

%7 F IBM Power® Virtual Server, Operator {Eh$ ATl i H4t

Cloud Controller Manager Operator HEEFH B #7E OpenShift Container Platform LB =1LH| SR EE
#3. Operator &TF Kubebuilder {£Z2#0 controller-runtime /%, ©:@&i¥ Cluster Version Operator (CVO)
7&K,

CEEUTAHH
® Operator
o LEEWE

ZIAER T, Operator i@id metrics AR5 /A FF Prometheus 8RR,

3.2.4. = EUFThEE

A&
Cloud Credential Operator -5 CloudCredential 12 Ih&E,

=)
Bal, 2H CloudCredential RTEEN ERE PRI,

Cloud Credential Operator(CCO)S =N IUE/E N Kubernetes B E Y HRE X (CRD)#HITE
I¥, CredentialsRequest B7E X %R (CR) BJCCO @, FiF OpenShift Container Platform 44 {#
A& 1T RIS ERRIE K =4t ML,

ol

@it 7E install-config.yaml XX {471}y credentialsMode Z#XBRRM(E, A CCO BB HLULFHR
FEEREE, MBEEREEREER, 3T credentialsMode SE B N ERFERFE (") .
Heth TR

® X 7F Cloud Credential Operator

3.2.5. 52f Image Registry I#E

A&
Cluster Image Registry Operator »7 ImageRegistry ThAEIR I EE,

Cluster Image Registry Operator B OpenShift ik registry BIEANLS], BEIE registry BIFTAED
B, SiEEEHE,

HEADIRIEEIES, Operator REFEE PR FIMECE O/ 2R INB image-registry FHRLA], XRKRTR
EoHMNEBEERANTEERE,

INFR&%AB RWHIE BRE L ZEM image-registry TR, NRE X — PN FRZEMNFEIR, Operator fFEHT
TSR R RN B,
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https://access.redhat.com/support/offerings/techpreview
https://docs.redhat.com/en/documentation/openshift_container_platform/4.17/html-single/authentication_and_authorization/#about-cloud-credential-operator
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— ,—

Cluster Image Registry OperatorfE openshift-image-registry s & 22 5] iz 1T, FHEBIZAEFH
registry 2L, registryBRR A BCiE 1 T E 1 3 BT IR ER AL F % an 44 22 (6] AR,

EFHHR registry KREEIRFH A FHRIEMTRICREH, SHEBRPHENRSIK T ER— M

pull secret,

BF

INRIEEFH ImageRegistry ThaE, =&E7E Cluster Image Registry Operator ER B R 2%
B9 OpenShift B registry, MRS NENIRSEIK £ pull secret,

INREF ImageRegistry ThEE, BRI LAE Telco PMREHIEA OpenShift Container Platform BIEE K iR
S FAZEE, RIBENHE, MRFZE, JLZAAH,

=
cluster-image-registry-operator
Heth BT
® OpenShift Container PlatformfifJimage Registry Operator

o BHiHEB secret

3.2.6. £RETEEINRE

A&
Cluster Storage Operator NFEINBEIR HEThEE,

Cluster Storage Operator % i& OpenShift Container Platform EEERENMNEERIEE. SHERT
OpenShift Container Platform 5287 E BINEER ., ©iL %% Container Storage Interface (CSI) JX5)

12rF, EEMEVHERSMEWEER.

BF

MR THEBFHINEE, SRR AEIM storageclass S {T{a CSI ehiEF, BEEE
EARNNA T LICRRIEMEE, FEEREEFHINEEN FoiR%k CSI KRR,

Pz

e Operator B/EBIFMER AT LUET S T ARSRSLINIEROAIXE, {ERE Operator i21T, XNEF
fE R A TTIEAR M PR,

3.2.7. HIBThEE

A&
Console Operator /7 Console IhBEIR I EE,

Console Operator TE5EEE R L& F4EH OpenShift Container Platform web #24l&, Console Operator
KFEINRE, FHENETEEE

Hth TR

e Web &R
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https://github.com/openshift/cluster-image-registry-operator
https://docs.redhat.com/en/documentation/openshift_container_platform/4.17/html-single/registry/#configuring-registry-operator
https://docs.redhat.com/en/documentation/openshift_container_platform/4.17/html-single/nodes/#auto-generated-sa-token-secrets_nodes-pods-secrets
https://docs.redhat.com/en/documentation/openshift_container_platform/4.17/html-single/web_console/#web-console-overview
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3.2.8. CSI R ER#=HI 25 2N BE

A&
Cluster CSI Snapshot Controller Operator -4 CSISnapshot ZhAEIR LI EE,

Cluster CSI Snapshot Controller Operator Z&F4E4" CSI Snapshot Controller, CSI Snapshot
Controller 157 %71 VolumeSnapshot CRD X5, FHEIE&RIBAIOIZFNMBRE S EH,

Hth BHR
o CSIBIRER

3.2.9. DeploymentConfig Zh&E

A&
DeploymentConfig Zh&E/S FF1EIE DeploymentConfig AP,

BT
INRZ A DeploymentConfig Thae, EEFPNEEFERAUTIR :

e DeploymentConfig iR
e deployer IRk

XIEAREZE DeploymentConfig FTRLA K EE A deployer AR 51K F i 22
DeploymentConfig Ih&E.

3.2.10. Insights ZhAE

A&
Insights Operator 7 Insights IhagIR L INEE,

Insights Operator Y& OpenShift Container Platform BCB#IEHHFH L EEILIIE, BIEATEXREXRE
AR R BRNEE MM E S TR, XEEVGET console.redhat.com £ Insights Advisor 558
EEABEE,

wiE

Insights Operator 7 OpenShift Container Platform Telemetry,

Hith BTIR

e {#fH Insights Operator

3.2.11. 123 API Zh&E

A&

machine-api-operator. cluster-autoscaler-operator #11 cluster-control-plane-machine-set-
operator Operator 12t 7 5 MachineAPI ThEEtEXThEE, RAEEFERAA M BEEMEHREER
i, FeeBRFLIIRE,

Machine API Shig 1 % B R IFT A NS IRBAEE, MREARETRBEMA Machine API HhEE, TIBE
FHEBATE SRS,

25


https://docs.redhat.com/en/documentation/openshift_container_platform/4.17/html-single/storage/#persistent-storage-csi-snapshots
https://console.redhat.com/
https://docs.redhat.com/en/documentation/openshift_container_platform/4.17/html-single/support/#using-insights-operator
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HAth 5
o HlEE IR
® Machine API Operator
® (Cluster Autoscaler Operator

® Control Plane Machine Set Operator

3.2.12. Marketplace &g

A&
Marketplace Operator 12 7 marketplace Ih&E,

Marketplace Operator @i fff A5 H B —HBRIA Operator Lifecycle Manager (OLM) B3 &b T 3
55 B¥ Operator 5| ASEEERIT T2, L2 Marketplace Operator fif, E©2 1 openshift-marketplace %%
Ze[A], OLM H{R7E openshift-marketplace #p 4 22 [A| R &5 B SRR ] B FREF PRI A R 2,

INRZEF marketplace Ih8E, Marketplace Operator A f)i# openshift-marketplace & 22 [F], Bx
RN AIEEREPEEMEE, {H OLM {KifiT openshift-marketplace f8 & 22 (6], LUE B KAl {EEEEHH
B &z ER, BIGET openshift- BIZIMIMRZZEH (MNRSINEHEIER) WA TLFoh
# openshift-marketplace %4 227,

#NR 5 A marketplace &g, &R LLEIT EZE Marketplace Operator /5 AFIZ A £ NE X,

HbBR
o “THEIRMHAY Operator B3k

3.2.13. T RIFThRE

A&
Node Tuning Operator &) NodeTuning IhEEIR L IHAE,

Node Tuning Operator B LAEE B &@ T JmdE TuneD SHFHFZ SR E IR T I MM RE AL, FHEFA
Performance Profile #EHlI28 SKFRIE IR ERE, REMBMREN ARFHNEE—ERENRZIMREL,
Node Tuning Operator WA R T — M —M. TR—% 8 sysctl EEEO, HAILURBEEFRAH
FERFEMRME E LHREEIXE,

INREZEAT NodeTuning Thag, —LEINMREILIEXEAR SR AE control-plane 7 s, XA RERR
HIEH 900 N =k 900 BHM KB LR Y BIEFMEE.

Hith BHR

e {#f Node Tuning Operator

3.2.14. OpenShift =HIZhAE

A&
Cluster Samples Operator /7 openshift-samples Zhag iR I EE,

Cluster Samples Operator E 2 Z % 7E openshift iy 22 B] Fr B9 5l 55 &S AR
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https://docs.redhat.com/en/documentation/openshift_container_platform/4.17/html-single/machine_management/#index
https://docs.redhat.com/en/documentation/openshift_container_platform/4.17/html-single/operators/#machine-api-operator_cluster-operators-ref
https://docs.redhat.com/en/documentation/openshift_container_platform/4.17/html-single/operators/#cluster-autoscaler-operator_cluster-operators-ref
https://docs.redhat.com/en/documentation/openshift_container_platform/4.17/html-single/operators/#control-plane-machine-set-operator_cluster-operators-ref
https://docs.redhat.com/en/documentation/openshift_container_platform/4.17/html-single/operators/#olm-rh-catalogs
https://docs.redhat.com/en/documentation/openshift_container_platform/4.17/html-single/scalability_and_performance/#using-node-tuning-operator
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EHmE/EsIET, Operator RUIERIAERECE HIRK /G FRERIERNTE, BEENRE—TFRESE
FIRMT R, B E— cluster M52 configs.samples,

B R 2ET Red Hat Enterprise Linux CoreOS (RHCOS) BJ OpenShift Container Platform £3{&5, 38
[ registry.redhat.io ERR, B, BEiRMB#HEITZES OpenShift Container Platform 14,

IMREHERTAEIZNEE, BPTETFERHANGEGRR. SOFER, RIFEHHRE, NMRTHFE, ETRE
FEFZMLAEM,

Hth BHR

e figi&E Cluster Samples Operator

3.2.15. Operator Lifecycle Manager Zh&E

A&
Operator Lifecycle Manager (OLM) ®IESBIFE &4, BHHMNEBEIEFA Kubernetes RERN ARRZF
(Operator) ALK 7E OpenShift Container Platform &EE8fFZ1THIRERARSSHIE AR, © & Operator

Framework W—&84%, BER—NHEIERES, ATUEN. BitAa BMAXNERE Operator,
#NR Operator MELLT API, IL4%0 /= A OperatorLifecycleManager IhgE

® ClusterServiceVersion

e CatalogSource

e il4

e [nstallPlan

® OperatorGroup

BF

marketplace ZhAEEUR T OperatorLifecycleManager ThiE, T2
OperatorLifecycleManager Th#EEF /5 F§ marketplace Zh&g,

Hith BHR

e Operator Lifecycle Manager B &#1 51R

3.3. EEER IR
ENEREIER, MALUFEHA clusterversion FRIRSEEEINEE,

FoRFM

e B%% OpenShift CLI (oc) .

it =
o EHELMYBENRE, HTUTHS :

I $ oc get clusterversion version -0 jsonpath='{.spec.capabilities}{"\n"}{.status.capabilities}{"\n"}'

27


https://docs.redhat.com/en/documentation/openshift_container_platform/4.17/html-single/images/#configuring-samples-operator
https://operatorframework.io/
https://docs.redhat.com/en/documentation/openshift_container_platform/4.17/html-single/operators/#olm-understanding-olm
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it Bl

{"additionalEnabledCapabilities":["openshift-samples"],"baselineCapabilitySet":"None"}
{"enabledCapabilities":["openshift-samples"],"knownCapabilities":
['CSISnapshot”,"Console","Insights","Storage","baremetal”,"marketplace","openshift-
samples"]}

B i EE RS S AR IR

ENEBEER, EALLAITI%E baselineCapabilitySet At ES%1, £ OpenShift Container Platform
R M IE S BEThRE,

FRFM

e B%%E OpensShift CLI (oc) .
iz
o E & baselineCapabilitySet BLES %, 1HZTU TS :

$ oc patch clusterversion version --type merge -p '{"spec":{"capabilities":
{"baselineCapabilitySet":"vCurrent"}}}' ﬂ

Q %fF baselineCapabilitySet, f&FILAEZE vCurrent. v4.17 5 None,

A B H M S AT EER S FSREEThAE

ENEREER, EALLRiT1ZE additionalEnabledCapabilities BZiE 2%, 1E OpenShift Container
Platform &k [ERENT 5 FASREEINRE,

FRFM

e B%% OpenShift CLI (oc) .
Pk
1 BT TR EERING ARITHIEE

$ oc get clusterversion version -o jsonpath="{.spec.capabilities.additionalEnabledCapabilities}
ll\n" 1

it I
I ["openshift-samples”]
2. Ei% & additionalEnabledCapabilities B ES%1, E 21T THS :

$ oc patch clusterversion/version --type merge -p '{"spec":{"capabilities":
{"additionalEnabledCapabilities":["openshift-samples”, "marketplace"]}}}'
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55 3 5 REThEE

BF

THEERERPELERYRE, ERMRA Operator (CVO) HETNHAKEFHELE AN
ThEE.

MREEAEAEANTIEE, I CVO R EREXH spec:

$ oc get clusterversion version -o jsonpath="{.status.conditions[?
(@.type=="ImplicitlyEnabledCapabilities")]}{"\n"}'

i th o Bl

{"lastTransitionTime":"2022-07-22T03:14:35Z2","message":"The following capabilities could not be
disabled: openshift-

samples”,"reason":"CapabilitiesimplicitlyEnabled","status":"True","type":"ImplicitlyEnabledCapabilities"}
EEBEAYIRES, JUERERSEINRE, MREANFSEER LZTHR, BLF
[ERBTHIRNEMIIEE, fln, EEBFALIRES, EAERPZITHHRERR R

ZiBE4E 7 marketplace ThEERI—Ef 9. BIESREEIR GBS A T marketplace If
B, BReWRILERER.
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OpenShift Container Platform 4.17 &8k

B 4 Z X F FIPS &

BT LUE A FIPS &% OpenShift Container Platform 5£2%,

OpenShift Container Platform &5 FIPS %1, LA FIPS #2i21T Red Hat Enterprise Linux (RHEL) 5%
Red Hat Enterprise Linux CoreOS (RHCOS)HT, OpenShift Container Platform #&:/O(H44EFH RHEL 0
B, 1Ex86_64, ppcb4le Fls390x Z2F4_E1R3IEI NIST FIPS 140-2/140-3 Validation,

BXNISTEIFRRFHNELSER, BSHNBEREIERER, BXAEIERRH RHEL 11 R B ik AR A
BIEHFT NIST IR, 1ES 4 Compliance Activities 1 Government Standards,

HE

ZNEHEAFIPS ER, BRHAM—NESE N L FIPS ERi21789 RHEL 9 it B HIZTT

RERR, BWIFERRERFEZEN FIPS A, 55 @ 'oc adm extract' B9 FIPS
BIZ R o

AR RHEL HECE FIPS RRAMELER, HSNE FIPS RAPREIZRT.

X FEEEH M Red Hat Enterprise Linux CoreOS(RHCOS)#1288, #1251R#7 install-config.yaml 324
BETRR ST ERENT, RNMAXNENR, ZXHEEANERENEIRP I ERNERAT, T
Red Hat Enterprise Linux(RHEL)#l287, B4R 1E worker Hl2R09M 85 £ REERE RGN /5 A
FIPS &=,

R FIPS IFEREERBI SRR SRS A, AUETRREERERHEEA FIPS,

4.1. {§ 3 oc Abm EXTRACT FRENZ ¥ FIPS MR EEFEF

OpenShift Container Platform & E A X #F FIPS B9 & Z A IS4 R1E FIPS X AR5 ER., TRl
{1 OpenShift CLI (oc) MATHHRFIRENIZ i Bl S0 . RN ZHHIXEE, ERILURSERRE,
openshift-install &5 5 BIFTE L& N openshift-install-fips,
FEREMH

o BEFAIRA 4.16 EHTHRAZE T OpenShift CLI (0c).

it

L ZTU TS, MRERFHRINH FIPS B9 734 -

$ oc adm release extract --registry-config "${pullsecret_file}" --command=openshift-install-
fips --to "${extract_dir}" ${RELEASE_IMAGE}

==

<pullsecret_file>
IEESE pull secret BISXXHRIZ TR,
<extract_dir>
BEMERIN A HIX AR E R,
<RELEASE_IMAGE>

18 E B E R OpenShift Container Platform & 1ThRABI Quay.io URL, BXREIK A (THIKH
B%ER, 1557 #£E OpenShift Container Platform Z#&/EF.
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https://csrc.nist.gov/Projects/cryptographic-module-validation-program/validated-modules
https://access.redhat.com/articles/2918071#fips-140-2-and-fips-140-3-2
https://access.redhat.com/documentation/zh-cn/red_hat_enterprise_linux/9/html/security_hardening/assembly_installing-the-system-in-fips-mode_security-hardening

28 4% R FIPS N5
2. IREERBEREE, ¥ openshift-install o SHIFTESLHIEHL ) openshift-install-fips.,

Hth BHR

e 1REY OpenShift Container Platform &2

4.2. At OPENSHIFT H&IKEN #f FIPS MR KRR
OpenShift Container Platform & E A X #F FIPS B9 & Z A XX 4 R1E FIPS X AR5 ER, TRl

T M OpenShift Hilk T ERIRER L Z 36, RIRZHEIXHE, #HTEBEFRE, 1Y openshift-
install Z IS 4RIFRE LB &N openshift-install-fips,

FTRFH
o EAILAA BEXM.,

it =

1. M https://mirror.openshift.com/pub/openshift-v4/clients/ocp/latest-4.17/openshift-install-
rhel9-amd64.tar.gz FERERF,

2. RMRERF, i, 7EEA Linux BIERSMITEN LZITUTHS -

I $ tar -xvf openshift-install-rhel9-amd64.tar.gz

3. IREERBEREE, ¥ openshift-install o SHIFTESLHIEHL ) openshift-install-fips.,

4.3. OPENSHIFT CONTAINER PLATFORM ##] FIPS %iiE

OpenShift Container Platform £ RHEL #1 RHCOS /s FARFER FIPS %5 1Es Modules In Process #&5k
AFEATIRERGESE, 1§55 RHEL #OMBAH, F10, HAF#EA SSH ##E] OpenShift
Container Platform SRR, XL EBERIWIEFRMNE,

OpenShift Container Platform LA Go EEERE, FHEALIIEM golang JiiFisiaiE, LW ANEHEHA
FIPS R, BEMBRZLLMIARA OpenShift Container Platform H#4-# A RHEL 1 RHCOS &
jﬁc

5 4.1. OpenShift Container Platform 4.17 i FIPS & B R T

B B -

RHEL 9 #1 RHCOS #/ERGi ¥ FIPS, FIPS SLHL& B FBER —SHAPITHRE ITEME &
AR EIERITNRE, TELUEHI OpenShift Container

CRIO SRS 5 FIPS. Platform KRR, FEARSETAE3HBLIRAL,

OpenShift Container Platform fR$5 # FIPS,

M RHEL 9 #1 RHCOS — # 4z - f g h ik Em
FIPS W iFsiE N iR f 1 &%,
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https://docs.redhat.com/en/documentation/openshift_container_platform/4.17/html-single/deploying_installer-provisioned_clusters_on_bare_metal/#retrieving-the-openshift-installer_ipi-install-installation-workflow
https://mirror.openshift.com/pub/openshift-v4/clients/ocp/latest-4.17/openshift-install-rhel9-amd64.tar.gz
https://access.redhat.com/articles/3655361

OpenShift Container Platform 4.17 L2248t

&M FIPS & golang 4wi¥ 23, TLS FIPS HAR5%E, {BifRI7ERF3kH OpenShift
Container Platform hRA P #F,

XFLNREFH FIPS, Bril, REEFMH x86_64. ppcb64le #1s390x L1
OpenShift Container Platform Z8E& ¥ #F FIPS,

4.4, ER{FEAMHHEHE FIPS

F 4R OpenShift Container Platform 8RB # M FIPS 5 iEs3Modules In Process &1, {BiEMWRZH
OpenShift Container Platform SE2¥BIREUE A FIPS B iERISIEER In Process #&HH4TINE,

4.4.1. etcd

ERIRFHETE eted BB secret [ FIPS F1ER/Modules in Process 1123, LLFIPS BXB|5 T H, £
LLFIPS A RELRE, EALMER FIPS #t £ aes cbe MR &R etcd #iE,

4.4.2. Storage

SFFAMER, FH RHEL RN NZSER RHEL IR NEZN R SRREEM, BT HmEHK
EEHEEER RHEL IREMNMANENSS, FAHENERSHFIPS B, F#SBUEMERRR IR

=5 44 BB AR = Bl FIPS % 1ERY/Modules in Process TN BIRT, B LUSERERE HINBEESN T RHR
XHRG, W BE LT R B,

4.4.3. runtimes

EREASNECIEEA FIPS KIER/Modules in Process MBI EH] _Ei21T, EFEHE CRI-O &
BIRE 21T,

45. 7 FIPS B T REEH

ZEA FIPS HARERER, HRBEELEMEN LREBTE LERBNURHT, EEELER, EH
TE1E install-config.yam| XFRXE T fips: true.

H5E

BEHEEEFIPS BR, E/MEE N FIPS R IEVEM RHEL 1T ENZ1TRER
. BHXTE RHEL HEE FIPS BN ELER, HSWHEFIPS BRXHLREIZRT .

® Amazon Web Services
® Microsoft Azure

o R

® Google Cloud Platform
o |BM Cloud®

® |BM Power®
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https://docs.redhat.com/en/documentation/openshift_container_platform/4.17/html-single/security_and_compliance/#encrypting-etcd
https://docs.redhat.com/en/documentation/openshift_container_platform/4.17/html-single/installation_configuration/#installing-customizing
https://access.redhat.com/documentation/zh-cn/red_hat_enterprise_linux/9/html/security_hardening/assembly_installing-the-system-in-fips-mode_security-hardening
https://docs.redhat.com/en/documentation/openshift_container_platform/4.17/html-single/installing_on_aws/#installing-aws-customizations
https://docs.redhat.com/en/documentation/openshift_container_platform/4.17/html-single/installing_on_azure/#installing-azure-customizations
https://docs.redhat.com/en/documentation/openshift_container_platform/4.17/html-single/installing_on_bare_metal/#installing-bare-metal
https://docs.redhat.com/en/documentation/openshift_container_platform/4.17/html-single/installing_on_gcp/#installing-gcp-customizations
https://docs.redhat.com/en/documentation/openshift_container_platform/4.17/html-single/installing_on_ibm_cloud/#installing-ibm-cloud-customizations
https://docs.redhat.com/en/documentation/openshift_container_platform/4.17/html-single/installing_on_ibm_power/#installing-ibm-power

% 4= H FIPS &

e |BMZ® #1 IBM® LinuxONE
e |BM Z® #0 IBM® LinuxONE with RHEL KVM
® Red Hat OpenStack Platform(RHOSP)

® \/Mware vSphere

’ INREA Azure File F6#, NTEE R FIPS R,

EF AES CBC MNE M AE eted BIEFEH, FEREERERR MNE etcd HUE I RITERE.

INREEERFRN RHEL TR, HRFRENSZNEEISEIEA FIPS &R, 1556 RHEL THEVLERR
B0%E OpenShift Container Platform &%, UKL FIPS R LERS:,
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https://docs.redhat.com/en/documentation/openshift_container_platform/4.17/html-single/installing_on_ibm_z_and_ibm_linuxone/#installing-ibm-z
https://docs.redhat.com/en/documentation/openshift_container_platform/4.17/html-single/installing_on_ibm_z_and_ibm_linuxone/#installing-ibm-z-kvm
https://docs.redhat.com/en/documentation/openshift_container_platform/4.17/html-single/installing_on_openstack/#installing-openstack-installer-custom
https://docs.redhat.com/en/documentation/openshift_container_platform/4.17/html-single/installing_on_vmware_vsphere/#installing-vsphere
https://docs.redhat.com/en/documentation/openshift_container_platform/4.17/html-single/security_and_compliance/#encrypting-etcd
https://docs.redhat.com/en/documentation/openshift_container_platform/4.17/html-single/machine_management/#adding-rhel-compute
https://access.redhat.com/documentation/zh-cn/red_hat_enterprise_linux/9/html/security_hardening/assembly_installing-the-system-in-fips-mode_security-hardening
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