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HFEE
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& BIE R SR
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o % Telemetry M Prometheus ERRIEMETIZR, 1ESH L7 cluster-monitoring-operator R
(TR

12


https://docs.redhat.com/en/documentation/openshift_container_platform/4.14/html-single/updating_clusters/#updating-cluster-web-console
https://www.redhat.com/en/about/privacy-policy
https://github.com/openshift/cluster-monitoring-operator/blob/master/manifests/0000_50_cluster-monitoring-operator_04-config.yaml

B 4 E A E R TR R TR

o FEFINBERT, Telemetry RWREHEA. MREFEBAFTERLRRRIRG, HSHATE
RIS,

4.1.2. X F Insights Operator

Insights Operator & BN EE BFAGHERSE R, BREM /NI ELEREXLEHIE, XEELALE
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ESAEMEBEEERLHZEE (TLS) M mutual IEBIIE@E T MBEIEF1T, FrESIEELRH X
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LIRS ET ATELINE N ER @ Telemetry # Insights Operator £ ZEINEREE, LIRFAENAFFE, 4118
AREARLILEM ARG LS EFEKERZENMEBLRE, ZRBUEHESFKEREFHTHEREVSRE
BFAXLIE” MBER, NEBRRINEG LS KRN .

B=A
AMEFTRER S ELER =8, MEIKE. 2WHFEENMEERE.

R/ 5 AAE A EN M E BEIE

&0 LUR BB A (5 F i A2 2 B 1 5 A 91 BAZE A OpenShift Container Platform Telemetry # Insights
Operator,

4.2. Bt @R IR EE

YERNEIEG, EALLEE Telemetry # Insights Operator WEEMIHEIT,

4.2.1. 7R Telemetry WS HIEIE
IR LLEE Telemetry YRS RIS BEFNZH (A RIS [A] B FU B4,

AR

e B.% % OpenShift Container Platform CLI (o€).

o mOJLIERAEA cluster-admin £ &5k cluster-monitoring-view & & 17 A& 8%,

iR
1. BREEER,

2. BT TS, ©REINERM Prometheus RS FHIREIA Telemetry YXEE R STEERS 8] FEFIEE
£6:

$ curl -G -k -H "Authorization: Bearer $(oc whoami -t)" \
https://$(oc get route prometheus-k8s-federate -n \
openshift-monitoring -o jsonpath="{.spec.host}")/federate \
--data-urlencode 'match[]={__name__=~"cluster:usage:.*"}'\
--data-urlencode 'match[]={__name__="count:up0"}'\
--data-urlencode 'match[]={__name__="count:up1"}'\
--data-urlencode 'match[]={__name__="cluster_version"}'\
--data-urlencode 'match[]={__name__="cluster_version_available_updates"}'\
--data-urlencode 'match[]={__name__="cluster_version_capability"}"\
--data-urlencode 'match[]={__name__="cluster_operator_up"}'\
--data-urlencode 'match[]={__name__="cluster_operator_conditions"}' \
--data-urlencode 'match[]={__name__="cluster_version_payload"}'\
--data-urlencode 'match[]={__name__="cluster_installer"}' \
{
{
{_
{
{
{
{

--data-urlencode 'match[]={__name__="cluster_infrastructure_provider"}'\
--data-urlencode 'match[]={__name__="cluster_feature_set"}'\

--data-urlencode 'match[]={__name__="instance:etcd_object_counts:sum"}'\
--data-urlencode 'match[]={__name__="ALERTS",alertstate="firing"}' \
--data-urlencode 'match[]={__name__="code:apiserver_request_total:rate:sum"}'\
--data-urlencode 'match[]={__name__="cluster:capacity_cpu_cores:sum"}'\
--data-urlencode 'match[]={__name__="cluster:capacity_memory_bytes:sum"}' \

15



OpenShift Container Platform 4.14 X #

16

--data-urlencode 'matchl]=
--data-urlencode 'matchl]=
--data-urlencode 'matchl]=
--data-urlencode 'matchl]=
--data-urlencode 'match(]
--data-urlencode 'matchl]=
--data-urlencode 'match(]
--data-urlencode 'matchl]=
--data-urlencode 'matchl]=
--data-urlencode 'matchl]=
--data-urlencode 'matchl]=
{__name__="node_role_os_version_machine:cpu_capacity_cores:sum"}'\

--data-urlencode 'matchl]=
{__name__="node_role_os_version_machine:cpu_capacity _sockets:sum"}'\

--data-urlencode 'match[]={__name__="subscription_sync_total"}' \

--data-urlencode 'match[]={__name__="olm_resolution_duration_seconds"}' \

--data-urlencode 'match[]={__name__="csv_succeeded"}'\

--data-urlencode 'match[]={__name__="csv_abnormal"}'\

--data-urlencode 'matchl]=
{__name__="cluster:kube_persistentvolumeclaim_resource_requests_storage_bytes:provisione
r:sum"}'\

--data-urlencode 'matchl]=

{_ _name__="cluster:kubelet_volume_stats _used_bytes:provisioner:sum"}' \

--data-urlencode 'match[]={__name__="ceph_cluster_total_bytes"}'\

--data-urlencode 'match[]={__name__="ceph_cluster_total_used_raw_bytes"}'\
--data-urlencode 'match[]={__name__="ceph_health_status"}'\

--data-urlencode 'match[]={__name__="odf_system_raw_capacity_total_bytes"}'\
--data-urlencode 'match[]={__name__="odf_system_raw_capacity_used_bytes"}'\
--data-urlencode 'match[]={__name__="odf_system_health_status"}'\

--data-urlencode 'match[]={__name__="job:ceph_osd_metadata:count"}' \

--data-urlencode 'match[]={__name__="job:kube_pv:count"}'\

--data-urlencode 'match[]={__name__="job:odf_system_pvs:count"}'\

--data-urlencode 'match[]={__name__="job:ceph_pools_iops:total"}"\

--data-urlencode 'match[]={__name__="job:ceph_pools_iops_bytes:total"}' \

--data-urlencode 'match[]={__name__="job:ceph_versions_running:count"}'\

--data-urlencode 'match[]={__name__="job:noobaa_total_unhealthy_buckets:sum"}'\
--data-urlencode 'match[]={__name__="job:noobaa_bucket_count:sum"}'\

--data-urlencode 'match[]={__name__="job:noobaa_total_object_count:sum"}'\
--data-urlencode 'match[]={__name__="odf_system_bucket_count", system_type="OCS",
system_vendor="Red Hat"}' \

--data-urlencode 'match(]={
system_vendor="Red Hat"}'
--data-urlencode 'match[]={__name__="noobaa_accounts_num"}'\

--data-urlencode 'match[]={__name__="noobaa_total_usage"}'\

--data-urlencode 'match[]={__name__="console_url"}'\

--data-urlencode 'matchl]=

{_ _name__="cluster:ovnkube_master_egress_routing_via_host:max"}' \

--data-urlencode 'matchl]=

{_ name__="cluster:network_attachment_definition_instances:max"}' \

--data-urlencode 'matchl]=

{_ _name__="cluster:network_attachment_definition_enabled_instance_up:max"}'\
--data-urlencode 'match[]={__name__="cluster:ingress_controller_aws_nlb_active:sum"}' \
--data-urlencode 'matchl]=

{_ _name__="cluster:route_metrics_controller_routes_per_shard:min"}' \

--data-urlencode 'matchl]=
{__name__="cluster:route_metrics_controller_routes_per_shard:max"}'\

__name__="cluster:cpu_usage_cores:sum"}'\
__name__="cluster:memory_usage_bytes:sum"}'\
__name__="openshift:cpu_usage_cores:sum"}' \
__name__="openshift:memory_usage_bytes:sum"}' \
__name__="workload:cpu_usage_cores:sum"}'\
__name__="workload:memory_usage_bytes:sum"}'\
__name__="cluster:virt_platform_nodes:sum"}'\
__name__="cluster:node_instance_type_count:sum"}'\
__name__="cnv:vmi_status_running:count"}' \
__name__="cluster:vmi_request_cpu_cores:sum"}' \

et N ate N atn R et et s i ate i wtn i st i mtn)

name__="odf_system_objects_total", system_type="OCS",

—



--data-urlencode 'match(]=

B 4 E A E R TR R TR

{_ _name__="cluster:route_metrics_controller_routes_per_shard:avg"}' \

--data-urlencode 'match(]=

{__name__="cluster:route_metrics_controller_routes_per_shard:median"}' \

--data-urlencode 'match(]=

{
--data-urlencode 'match[]={__
{

--data-urlencode 'match(]=
--data-urlencode 'match(]=

name__ ="cluster:openshift_route_info:tls_termination:sum"}' \
name__="insightsclient_request_send_total"}' \
name__="cam_app_workload_migrations"}' \

{_ _name__="cluster:apiserver_current_inflight_requests:sum:max_over_time:2m"}'\

--data-urlencode 'match[]={__
--data-urlencode 'match[]={__
--data-urlencode 'match[]={__

--data-urlencode 'match(]=

name__="cluster:alertmanager_integrations:max"}' \
name__="cluster:telemetry_selected_series:count"}' \
name__ ="openshift:prometheus_tsdb_head series:sum"}'\

{_ _name__="openshift:zprometheus_tsdb_head_samples_appended_total:sum"}' \

--data-urlencode 'match(]=

{_ _name__="monitoring:container_memory_working_set_bytes:sum"}' \

--data-urlencode 'match(]=

{__name__="namespace_job:scrape_series_added:topk3_sumih"}'\

--data-urlencode 'match(]=

{__name__="namespace_job:scrape_samples_post_metric_relabeling:topk3"}' \

--data-urlencode 'match(]=

{__name__="monitoring:haproxy_server_http_responses_total:sum"}' \

--data-urlencode 'match[]={__

--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]
--data-urlencode 'match(]
--data-urlencode 'match(]
--data-urlencode 'match(]=

--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=

{_
{_
{_
{_
{_
{_
--data-urlencode 'match[]={__|
{_
{_
{_
{_
{_
{_

name__="rhmi_status"}'\

name__ ="status:upgrading:version:rhoam_state:max"}' \
name__ ="state:rhoam_critical_alerts:max"}' \
name__="state:rhoam_warning_alerts:max"}' \
name__="rhoam_7d_slo_percentile:max"}' \
name__="rhoam_7d_slo_remaining_error_budget:max"}' \
name__="cluster_legacy_scheduler_policy"}' \
name__="cluster_master_schedulable"}'\
name__="che_workspace_status"}'\
name__="che_workspace_started_total"}'\
name__="che_workspace_failure_total"}' \
name__="che_workspace_start_time_seconds_sum"}'\
name__="che_workspace_start_time_seconds_count"}'\
name__="cco_credentials_mode"}' \

{_ name__="cluster:kube_persistentvolume_plugin_type_counts:sum"}'\

--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=

{|
{|
{|
{
{
{|
{
{

name__="visual_web_terminal_sessions_total"}'\
name__="acm_managed_cluster_info"}' \
name__="cluster:vsphere_vcenter_info:sum"}' \
name__="cluster:vsphere_esxi_version_total:sum"}' \
name__ ="cluster:vsphere_node_hw_version_total:sum"}' \
name__="openshift:build_by_strategy:sum"}'\
name__="rhods_aggregate_availability"}' \
name__="rhods_total_users"}'\

{__name__="instance:etcd_disk_wal_fsync_duration_seconds:histogram_quantile",quantile="0.
99"\

--data-urlencode 'match[]={__name__="instance:etcd_mvcc_db_total_size in_bytes:sum"}'\
--data-urlencode 'matchl]=
{__name__="instance:etcd_network_peer_round_trip_time_seconds:histogram_quantile",quant
ile="0.99"}'\

--data-urlencode 'matchl]=

{_ _name__="instance:etcd_mvcc_db_total_size in_use_in_bytes:sum"}'\

--data-urlencode 'match(]=

17
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{_ _name__="instance:etcd_disk_backend_commit_duration_seconds:histogram_quantile",quan
tile="0.99"}'\

--data-urlencode 'match[]={__name__="jaeger_operator_instances_storage types"}'\
--data-urlencode 'match[]={__name__="jaeger_operator_instances_strategies"}' \
--data-urlencode 'match[]={__name__="jaeger_operator_instances_agent_strategies"}'\

--data-urlencode 'match(]=
--data-urlencode 'match(]
--data-urlencode 'match(]=
--data-urlencode 'match(]
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]
--data-urlencode 'match(]=
--data-urlencode 'match(]
--data-urlencode 'match(]=
--data-urlencode 'match(]
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=

{|
{
{|
{
{
{
{|
{|
{
{|
{
{|
{
{
{
{
{|
{
{|
{
{|
{
{
{
{
{|
{
{|
{
{
{
{

name__="appsvcs:cores_by product:sum"}'\
name__="nto_custom_profiles:count"}' \
name__="openshift_csi_share_configmap"}'\

name__ ="openshift_csi_share_secret"}'\

name__ ="openshift_csi_share_mount_failures_total"}' \
name__="openshift_csi_share_mount_requests_total"}' \
name__="cluster:velero_backup_total:max"}'\
name__="cluster:velero_restore_total:max"}' \
name__="eo_es_storage_info"}' \
name__="eo_es_redundancy_policy_info"}"\
name__="eo_es_defined_delete_namespaces_total"}'\
name__="eo_es_misconfigured_memory_resources_info"}'\
name__="cluster:eo_es_data_nodes_total:max"}'\
name__="cluster:eo_es_documents_created_total:sum"}'\
name__="cluster:eo_es_documents_deleted_total:sum"}'\
name__="pod:eo_es_shards_total:max"}' \
name__="eo_es_cluster_management_state_info"}' \

name__="imageregistry:imagestreamtags_count:sum"}' \
name__="imageregistry:operations_count:sum"}' \
name__="log_logging_info"}'\
name__="log_collector_error_count_total"}' \
name__="log_forwarder_pipeline_info"}' \
name__="log_forwarder_input_info"}' \

name__="log_forwarder_output_info"}' \
name__="cluster:log_collected_bytes_total:sum"}'\
name__="cluster:log_logged bytes_total:sum"}'\

name__ ="cluster:kata_monitor_running_shim_count:sum"}' \
name__="platform:hypershift_hostedclusters:max"}' \
name__="platform:hypershift_nodepools:max"}' \

{_ name__="namespace:noobaa_unhealthy_bucket_claims:max"}'\

--data-urlencode 'match[]={__

--data-urlencode 'match(]=

name__="namespace:noobaa_buckets_claims:max"}'\

{__name__="namespace:noobaa_unhealthy_namespace_resources:max"}'\

--data-urlencode 'match[]={__

--data-urlencode 'match(]=

name__="namespace:noobaa_namespace_resources:max"}'\

{__name__="namespace:noobaa_unhealthy _namespace_buckets:max"}' \

--data-urlencode 'match[]={__

--data-urlencode 'match(]=
--data-urlencode 'match(]=

--data-urlencode 'match(]=
--data-urlencode 'match(]=

{_
{_
--data-urlencode 'match[]={
{_
{_

name__="namespace:noobaa_namespace_buckets:max"}' \
name__="namespace:noobaa_accounts:max"}' \
name__="namespace:noobaa_usage:max"}' \
name__="namespace:noobaa_system_health_status:max"}' \
name__="ocs_advanced_feature_usage"}'\
name__="os_image_url_override:sum"}'

4.2.2. i 7% Insights Operator I EHE
KRB LLEE Insights Operator AR HIELIE.

AR
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o (HFHEZH cluster-admin A& A &EEE,

iz
1. 7 Insights Operator Z# HRIIEFEIZITH pod B9 H :

$ INSIGHTS_OPERATOR_POD=$(oc get pods --namespace=openshift-insights -o custom-
columns=:metadata.name --no-headers --field-selector=status.phase=Running)

2. 8l Insights Operator ENRITHIEER :

I $ oc cp openshift-insights/$INSIGHTS_OPERATOR_POD:/var/lib/insights-operator ./insights-
data

Insights Operator &3EF#4 A 7E insights-data B #Z,

4.3. NME Rz @Rk S8
A BA T IR o SRR BN 5 FB 1 R B,
B AR RS, QA
1. 1532 RER pull secret, LUBARLTIRERER L,

2. BEITERE, DMERAXMEREM pull secret,

431 ZERATERRIRENER
£ OpenShift Container Platform &, AP RILLEFERIREFERE R, B2, 88 EENEER IR
SR ERE, WEFIREEGFXZRE, RANEFT# RAR SN, EENER LA EE
BT P FIAF) T F2, FFik OpenShift Cluster Manager BRSS IR LS BE B HAT A SR
g, BMERERETINEREPREAXNIIE, A IMNEERBERNER /S A REME
AERREINEE, . XFFEEAEEINEHRS S5 OpenShift Container Platform 2R H #%, FXT
7% R A B R R R
EERNMEREENERN—EEREE -

o NMFELBRINEE, IEFHITENET"RARBERI, UREHERFIERIKR.

o /[IENTEFEREBEREREF Y REFER, BEAFEFIANHIHKEENEE.

® OpenShift Cluster Manager S 7C& B R EMEHKE, SERBENERBERLER.

A EIERBRIREIIRE, BN FOET console.redhat.com FEEhH A EHIT FIIEHE B,

ENfETEZBRMLEH, Telemetry # Insights BB @i EMREE B IERRE.

4.3.2. 1L BER pull secret, UZRLERERIRS

R BRI B 2 BEEE pull secret, UERLEREERE, ZIRIEFRANZA Telemetry # Insights
Operator,

FRFM
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o AELUEMESA cluster-admin & &I 10 EE,
Pk

1. IELBEEE pull secret FEEIAMSTH RS,

I $ oc extract secret/pull-secret -n openshift-config --to=.

2. TEXAYREESR PR RT T 28 .dockerconfigjson XX {4,

3. Mk cloud.openshift.com JSON &8, 0 :

I "cloud.openshift.com™:{"auth":"<hash>","email":"<email_address>"}

4. REFVZ M,
ITE, EREILAEERE, FERENER pull secret,

4.3.3. F Mr RN ERT

1 Red Hat Hybrid Cloud Console LT FF %R OpenShift Container Platform &8%, LUMEERHER
2% F|£&H "Consequences of disable remote health reporting"” £ 43 71 H B f3 SR 2201,

HE

BT E AT TR R EE, R LIRS MR IR ST E AR R, Rk, LR LLRE]

SEITHMBAXMERERENSEEY, UERETUERREMNE SEIFhHEARE K
IR AT D EC.

FRFH

e L) cluster-admin F ' &1 &% E| OpenShift Container Platform Web &,

o (RALIEFE Red Hat Hybrid Cloud 414,

it

1. 3 A Red Hat Hybrid Cloud Console H# Register disconnected cluster 171,

2. A% : EM Red Hat Hybrid Cloud Console F 711/ [7] Register disconnected cluster F 7T, i
A Clusters i3, SAEHE Register cluster &5,

3. 7 Register disconnected cluster 71 PR LM F ERHI A SR EF 1S,
4. TET1EH Subscription settings B34, 13%5E A FEBILLIETT [~ B Fi7 [H% &,

5. BEIMETFEEMERE, 15F Register cluster 125,

o ZRnPEEFRIRENER
o TR I B RIEIT HEEE ? GTHRS AT

20


https://console.redhat.com/openshift/register
https://access.redhat.com/documentation/zh-cn/subscription_central/2023/html/getting_started_with_the_subscriptions_service/con-how-does-subscriptionwatch-show-data_assembly-viewing-understanding-subscriptionwatch-data-ctxt

B 4 E A E R TR R TR

4.3.4. BHEBHEE pull secret
e LUR T B M BT8Y pull secret ST INETHY pull secret REFHEEHL B pull secret,

LR EREMB registry FHEFRGEMAFE R RESEPM registryff, FEXMITIE,

FeREH
o RETLUFEAEZR cluster-admin A& i A& EE,

¥ =
1 AE - BT pull secret MEANZEIELA pull secret A1, HSERIATHEE ¢

a. BIALLTFeR T E pull secret :

$ oc get secret/pull-secret -n openshift-config --template='{{index .data
".dockerconfigjson" | base64decode}}' ><pull_secret_location>

ﬂ R4 pull secret XHRIERE,

b. HIALLTfp 4 3RANME pull secret :

$ oc registry login --registry="<registry>" \
--auth-basic="<username>:<password>"\
--to=<pull_secret_location>

Q REEHTH registry, EAILUIER—1 registry FEESNHHECE, F40 @ —-registry="
<registry/my-namespace/my-repository>",

@ RU registry MR,
9 R4 pull secret XHRIERE,

A, B L pull secret SXEHITFENEH,
2. MIALLT oS NENEREHLBE pull secret :

$ oc set data secret/pull-secret -n openshift-config --from-file=.dockerconfigjson=
<pull_secret_location>

ﬂ REH pull secret THMIERE,
VR ZERET R, JEFE—LNHE, EFBURTEREKX/N,
AE

M OpenShift Container Platform 4.7.4 FF18, *f £/ pull secret BN ABALAL
TREPFZEHES,

4.4. G AR RERE
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MREHNIEER TinERRIRE, BOUERERXNIEE. EALIE OpenShift Container Platform
Web Console Overview T1E A #J Status FR@l AR Status tral R 2 AR E RIS

BERRRRRERIRE, BoIERRBRNSE ERER/EE pull secret,

% .
B BT AR BRI & AT R /5 A Insights Operator #1 Telemetry,

4.4.1. 1B LBEE pull secret, UERL2@BERIRE

BRI LUESBUN B £ R5%EE pull secret, LIS FAEERRIREG. MIREZARA T REEREE, BoiE
%t M Red Hat OpenShift Cluster Manager T#i77 console.openshift.com 171 FEHIET pull secret,

FeREH
o FHEZR cluster-admin B &I 1 £E,

e ijj[A] OpenShift Cluster Manager.

it

1. # A https://console.redhat.com/openshift/downloads,

2. M Tokens — Pull Secret, = Download,
85 cloud.openshift.com 7] 5L JSON #& = FEBISX4 pull-secret.txt :

{

"auths": {
"cloud.openshift.com”: {
"auth": "<your_tokens>",
"email": "<email _address>"

}
}
}

3. IBLFEEE pull secret FHBIARMTH R,

$ oc get secret/pull-secret -n openshift-config --template='{{index .data ".dockerconfigjson" |
base64decode}}' > pull-secret

4. 5 pull secret &P EIZA,
I $ cp pull-secret pull-secret-backup
5. TEXAYREERFITF pull-secret S5,
6. f¥ pull-secret.txt F# cloud.openshift.com JSON 5 B iNZ! auths A,

7. REE .
8. BHTEREEHH secret,

I oc set data secret/pull-secret -n openshift-config --from-file=.dockerconfigjson=pull-secret

22


https://console.redhat.com/openshift/downloads

B 4 E A E R TR R TR

AREEENLOHE, secret TEEH, SHFTFHIRE.
1. 5%l OpenShift Container Platform Web Console Overview T1H,

2. Status irEIFR ] Insights &R & & IB A EE,

4.5. {F A INSIGHTS % &R rhay o)

Insights &R & 24T Insights Operator X EXMI#EIE, OpenShift Container Platform F B LATE Red Hat
Hybrid Cloud Console £BY Insights Advisor ARZS 1 G R IR &

4.5.1. X F OpenShift Container Platform J Red Hat Insights Advisor
& T LU#E A Insights Advisor 32 F1 1% OpenShift Container Platform 2B RIS, TLER
FERNEHALRENEMEN, #HMOH T RAFEHEMBIIXIRS TR, B, MHRENR2 MM
ulﬁjo
& Insights Operator INEERIEREFEIE, Insights RE S IHZEIES recommendations FEFITHEL, &
NEIWVE R —HERIMERR, TRESR(E OpenShift Container Platform &N F ISR, Insights 4
MrE925 R B FETE Red Hat Hybrid Cloud Console _£BY Insights Advisor BR%5 /., 1EIEHIEH, BRI LAHIT
LUTH84E -

o HESHZRERIMIIEE.,

o (FRATIERITIETIRE, FERMA TN LRI,

o THMELAXHFREIL. THRE(IFENNKIFEAER, HINENANRERESEFIRRS
e

o SHMAMBMBERESFLR.

4.5.2. 7 f# Insights Advisor 1

RANT@EBFHALER, SITTENRENRS TR, A, HRARESMERTEIN, XEER

£ 7E Insights Advisor IR, HIEUTER :

e Name : BXEIUMFEZHR
e Added: fEFE A E Insights Advisor V44

e Category: MHIZ2EA AN RS ATAM. B, MiENEEMER N EFZMN

® Total risk: MM ELRUZRILE A 1 ESINTEY B RERIE, URAZEUTERB XRIFR 22

i
e Clusters : 1o EIRIHIERTIR
e Description : XN EEME, SIEEN BRI

® Link to associated topics:ZLIEHIHEXE 2

4.5.3. B REEFHBVEERH
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https://console.redhat.com/openshift/insights/advisor/
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AL T 20 FE OpenShift Cluster Manager LB Insights Advisor # [Z 7R Insights &,

HER, Insights REE DITEMERF D RRMAR, XELERARRNE, WERRT —NRE, =
KT — DRI

SeRFH
o EB¥TE OpenShift Cluster Manager A3EMf,
o FHATIZERERRE (XERINXE) .

o EXREF| OpenShift Cluster Manager,

it =

1. ¥ A OpenShift Cluster Manager _£#J Advisor - Recommendations,
RIBELER, Insights Advisor R LR TZ—

o MR Insights AL IEM A, NFRKINTERIELL,
e Insights BB AIREGISR, BNESH (K. . EZM™E) .

e Noclustersyet, IR Insights & BRER. XTOMKREERLRE. FMHEEIE
Eﬂén}:_LEﬂFﬁno

2. MR EREMEE, 1ERTGREEN > BRI T BB ZiFE,
RIEBEA N, F4ERLTUEERELEE XL NHNE S (E R,

4.5.4. L 7RFRA Insights Advisor i
ZINER T, Recommendations flEI (R REE PN BRI, B2, EALLEE advisor IHi4 Y
AR
SoREH

o HATEEEEMRE (XZRINEE) .

o EETE Red Hat Hybrid Cloud Console £

o EXREF| OpenShift Cluster Manager,

it =

1. ¥ A OpenShift Cluster Manager _£#J Advisor - Recommendations,

2. $ Clusters Impacted # Status i3 E2335189 X BT,
WAE, ERILAN SR BEIRTE BEE I

4.5.5. Advisor 1T ERS

Insights AERFSATRERBREIAEE I, BEXFTREEMEI, ERILUSTIESRN A Advisor #1131
=, LUBEBRMEMEREI

BAERT, JIBSRRLKENRETERANEN, XERWI— PSR, EEE Insights FEFRT
BHRIHFERANRI, EAILEE LTSS,
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https://console.redhat.com/openshift
https://console.redhat.com/openshift
https://console.redhat.com/openshift
https://console.redhat.com/openshift
https://console.redhat.com/openshift/register
https://console.redhat.com/openshift
https://console.redhat.com/openshift
https://console.redhat.com/openshift/insights/advisor/recommendations

P 4 F @ EEER TR R T
BN RS, HRFETESRRE, ARREBETHIRFTANETLEEE, BaTLUFZ NI IESRNE
BB WNFIRA,
B LU B LA Ees kA .
e Name : IREFIEREIL,

® Total risk: M Critical, Important, Moderate, #1 Low FiEFE—PHENME, KRR EBENAET
FNB AT REMERN T B,

® Impact: M Critical, High, Medium, #1 Low FiEF— N ZME, KRN EEHEFRIESMES
M,

e Likelihood: MCritical, High, Medium, 1 Low FiEFE— NS ME, RFRYEBIH PG B
BT E S T R,

e Category: RIEEFTXEM AT, M Service Availability, Performance, Fault Tolerance,
Security, I Best Practice FiEF—N % PNEF,

e Status : mHEIRH EREBENEN (BN . ZEBUSMERE.

® Clustersimpacted: X &I JESR LR R HRIRNT— DL NEBFNEW. SBERMBIEINHFE
2,

° RISk of change: M High. Moderate. low #] Very low FiEFE—NHLMNME, RBEHTEISEIR
BEXT SRBFIR T SR B S

4.5.5.1. 74 Insights Jii[A] 321

EH OpenShift Container Platform BB G, A LUTIEERINFIRD TRIIEIL, @it A g
25, WAILURAIRENRIUEE, HEETHMERNEIL

PUFRIEES 7 i EFMIBR Category it 82, (BiZREERTFHMIEIFRE,
FEREH

B & E OpenShift Cluster Manager Hybrid Cloud Console o

it =

1. ## A Red Hat Hybrid Cloud Console—» OpenShift - Advisor recommendations,
2. 1 main, filter-type FHI5I3R™H, £ Category i JE2FKEY,

3. B’FF filter-value THIFIR, BAHEEEENENEFERIIZINELE, FRFBLEHRAB
SIRAE,

4, _.I- . //J\\DD%J\%E’J {ﬁ%ﬁﬂ% — E%ﬁi}(ﬁll%o
HISR AU RPTIA R BRI,

o NAIERE, EAUUEFEHOEEIIR, NAKTESRKERITIEERFSLRM.

4.5.5.2. M Insights Advisor 1% Al Bt 25
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BRI LU Z LIRS N ARBIWIIRD, £EpdE, BUUERRRE(ISTEEEE],

YR HBRIS 38R
o REMTIEERFZ AN X K, SEBRINTIER, UaBIHEREN],

MerrRAEIEBR T IESS
® 5 Reset filters RfIFRIE N AT EES, REBRINTIESS.

4.5.6. 2H Insights Advisor Ei
A AR EENEARREI, UEe(ITBRIERER, AAUERRNEERFAERENEIL

L SN ERME I ER TR,

FERFH
o FHATIZEERRE (XEBRINXE) .
o EB¥TE OpenShift Cluster Manager A3EM,

o EREF| OpenShift Cluster Manager,

iz
1. #£ A OpenShift Cluster Manager £#J Advisor » Recommendations,
2. mi% : RIBEEMFMA Clusters Impacted 1 Status i E%s.
3. FERAUTAHEZ—BRER :
o HEEIWR:

a. NHEXMER R Options 3 H , #A/5 = Disable recommendation,
b. M AUIBAF R L REF.
o EEFZAEBMAIEEZHERTMAER
a. REZAMBIET, TRWEMEIH—HEZIE,
b. &EE Affected clusters E3 9 RHIEREETIZR,
c. m Actions - Disable recommendations ZX A S BT E .

d. EIAULBAFF # i &REF.

4.5.7. B2 BIZ M Insights Advisor i
LR BEEENEA TR, EABEE Insights Advisor IR, A LIERELT .
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SeRFH
o FHATIZEERRE (XERBRILNXE) .
o EB¥TE OpenShift Cluster Manager A3EM,

o EREF| OpenShift Cluster Manager,

ik
1. #£A OpenShift Cluster Manager £L#J Advisor » Recommendations,
2. IEEREANEIN EERIEIL

a. 1 Status FHIZH AL Status,
b. 1E Filter by status T3 #AH1%% Disabled.
c. Ak : EB& Clusters impacted 3£ 23,

3. HEE AR

4. == Options 3 , $AJ5 = Enable recommendations,

4.5.8. £ web |5 LR Insights K&

Insights REE DT IEHIEEEE, A LIFE OpenShift Container Platform web $4I& & B R B IHFINEREE
FERERRS, RS ERAE LG P REEE, LUKk OpenShift Cluster Manager iz &5 BI5EE.

SeRFH
o EB¥TE OpenShift Cluster Manager A3EMf,
o HATIZEERRE (XEBRILNXE) .

o B E[fiE| OpenShift Container Platform Web #Z#I&

it =

1. £ OpenShift Container Platform Web % & A7 A Home - Overview,
2. ) Status *_EM Insights,
FHEBE O TR ARBERE, KRiMIIEAHEE Insights Advisor FEIFTA LY
UETREZIFE,
4.6. £ INSIGHTS OPERATOR
Insights Operator R EHIN KR EFAGHHEREER, BREM/NNMEILIERESILHE, XLEEFRIE

TIEHEECE, TIRME T Telemetry IREFRAMEIE, OpenShift Container Platform A/ al LATE
Red Hat Hybrid Cloud Console LB Insights Advisor BRZSH BRIk,

Hth BHR
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® |Insights Operator BN\ REFHEH. NMREBFEBEFEAERTERRIRE, HFSRHAERT
feRRIRE

o HBXHEH Insights Advisor X IEE NN EZE R, 1HSHHEMA Insights H 5| SRR H]
5y

4.6.1. T f# Insights Operator Z4i

Insights Operator #@i Prometheus I 4i M Alertmanager BFERE, EWAILMFERUTAEZ—E
OpenShift Container Platform Web 2l & B Alerting Ul R E B IXLEIR :

e 1 Administrator i/, = Observe - Alerting,
e 7£ Developer flfif1, s Observe — <project_name> — Alerts F:%5 11,
B#l, Insights Operator fEi#i & SR 2 X AT ER -

£ 4.1. Insights Operator 1

ik i::3T1Y

InsightsDisabled Insights Operator ##Z2 .

SimpleContentAccessNotAvailable Red Hat Subscription Management A AN A {7 BLH
SESER

InsightsRecommendationActive Insights BB REFHIEILEIL

4.6.2. 2 Insights Operator £}

ZRALE Insights Operator fFE & X EIEEE Prometheus S5, &7 LA%%E support secret, #13R
support secret R FE, BRERRINEE XEENQEE, EER, supportsecret FPE’JEB%#?H:
pod.yaml X4 E L BIERIAIKE., ERSIE Insights Operator FFEH & X B 5EEE Prometheus SEl, &7
LIY#%E support secret, 1HEE, BIAAGIELL secret, support secret REEMESE (% T pod.yaml
X FRIEEEMBRINZE.
SoREH

o FRTIEEERKNE (XRMIANXE) .

e L/ cluster-admin i /7 514 &k E| OpenShift Container Platform Web £ &

it =

1. 5% Workloads — Secrets,

2. 7£ Secrets TIE_E, M Project 5K A%#FE All Projects, #A/E1% Show default projectsi% &N
o

3. M Projects Fll&x 1% openshift-config T H.

4. {# Search by name F %1838 support secret,
o IR secret FE :
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5. mili Options 3 H , ARG = Edit Secret,

6. ¥ Add Key/Value,

a. 1£ Key FE&H, HiA disablelnsightsAlerts,
b. 7E Value FE&H, #iA True,
o R secret NFE :
c. | Create —» Key/value secret,
i. 1£ Secret name FE&H, HiA support,
ii. 7£ Key FE&H, %A disablelnsightsAlerts.,
iii. £ Value FE&H, HiA True,

d. &= Create,

RERENG, Insights Operator NI ER A EFIEEE Prometheus £,

4.6.3. |5 A Insights Operator £

BREIRN, Insights Operator TEBYFER A X EIEEF Prometheus S2fll, &ATABECLLIT A,

FRFM

Pt =

5.

6.

FRTZEERRE (XRMIANKE) .

LA cluster-admin F J' 515 &% El OpenShift Container Platform Web &,

Ef1E) Workloads — Secrets,

£ Secrets Tl L, M Project FIZ&Ai%#E All Projects, sA/54% Show default projects X &N
ON,

M Projects 5IR A1 openshift-config Wi H,

{5 Search by name FE#52 support secret,

mii Options 3 # , AR = Edit Secret,

%I F disablelnsightsAlerts ##, % Value FE&i%E ™ false.

REENE, Insights Operator B RAISKEE Prometheus LI 4 E R,

4.6.4. T #; Insights Operator 7714

Insights Operator fHEE IR F E1EEEEM openshift-insights i & 2 A h M ERF, EAIUTEHHAE
& Insights Operator YWEHIEIE.
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FeREH
o ATLUFAEA cluster-admin B&M A iR EE,

iz
1. 77 Insights Operator B IEFEIZ1THI pod BIEFF :

$ oc get pods --namespace=openshift-insights -o custom-columns=:metadata.name --no-
headers --field-selector=status.phase=Running

2. 8l Insights Operator ENRITHIEER :

I $ oc cp openshift-insights/<insights_operator_pod_names>:/var/lib/insights-operator ./insights-
data ﬂ

Q 1% <insights_operator_pod_name> &}y E— s pod &5 H.

Insights Operator &3EF#4 A 7E insights-data B %,

4.6.5. &£ & Insights Operator Y& 4LHT [A]
IR AT LAEE Insights Operator WEFEMH S 2HE BATERMNTE, XBBTFET # Insights Operator
VR AIE R A Insights Advisor B[R],
SoREH
® Insights Operator 48T &I A,

Pt

1. 7E)3#47h, #T7F /insights-operator/gathers.json,
X85 Insights Operator ERIEFIRK :

{

"name": "clusterconfig/authentication”,
"duration_in_ms": 730, ﬂ
"records_count": 1,

"errors": null,

"panic": null

}

Q duration_in_ms 28 MNRERENEE (W) .

2. RESMMEREESHERERBR.

4.6.6. 2ZH Insights Operator 52 1F
&) LAZE A Insights Operator W& F, ZARERFERLLEIRENMBNIER, EY Insights Operator

FEWEHMLIIEA X Insights EEH RS, XNZERAKED Insights 2RI, MARMEEZSLE
(AR L)) AT BENHEMBOINEE. ERLIM Insights Operator 745 #] /insights-
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operator/gathers.json X4 EEFRHRERENZRIIR. IR, REVRFERGBEEHIE
IRBOERY TR AR, FRiAFT—EIRERE,

HE
InsightsDataGather B E X FIRR 2 — MATI N ThEE, AT HIhEER ZL00E MRS5S

FERMIL (SLA) X¥r, BWREAREHATE, MERHERE M RHhERE ], XL
RAT R LMER P RB IR, HENSEF LN BRRERGE L,

BRIABRAT G FEEMNESER, WSARATIT i F e,

INREEHPEATEATE, Insights Operator RTEHEA pod HIZTINEERIE, X2
Com Insights Operator IR T TIRER B — 80, F+Fr#T IR IR TN RE.

FoRFM

e LIEF cluster-admin A& A 5155 E| OpenShift Container Platform Web #5145,

it =

1. # A %] Administration » CustomResourceDefinitions,

2. 1 CustomResourceDefinitions T £, fMA Search by name FERE
InsightsDataGather H{RE L H =T,

3. £ CustomResourceDefinition i#{& /1, m Instances %&£,
4. | cluster, AFE= YAML iE£Ti+,
5. BiI4 InsightsDataGather BS & S HUATLA T onlE 2 — R AR IR/E -

a. EXAFREWER/E, 51T disabledGatherers ¥ THiA all :

apiVersion: config.openshift.io/vialphal
kind: InsightsDataGather
metadata:

spec: @)

gatherConfig:
disabledGatherers:

-2l @
Q spec BHE EIRERE.
9 all [ EZRAmMBERERE,

b. EREMNINER/E, 57T disabledGatherers i T A S THIE :
spec:

gatherConfig:
disabledGatherers:
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- clusterconfig/container_images ﬂ
- clusterconfig/host_subnets
- workloads/workload_info

Q@ o uERETA

6. mifi Save,
REFNE, Insights Operator WEEREREHT, BIENABALE,

% E,E
4 p 2 FHERIRVEREY Insights Advisor BIZhAE, A MIRMIEEHRBAERNELL

4.6.7. J3 F Insights Operator Y& i&/F
IR T UWERME, EALUSH Insights Operator W RE,

B

InsightsDataGather B & Y ¥ ﬁ/\m MR EINEE, AT INBEAR ZLLNE ™ s AR5
EML (SLA) X, BINETREH TR, AEAHETEE“MERFERE], XL
RS ThE Tklﬁﬁi)*’?mifﬂﬂi%ﬁﬁ’]%ﬁb, HENKEFLM BRRERGEL

BRIABRAT G FEEMNESER, WSARATITiEF e,

TR

e LIEF cluster-admin A& A 51553 E| OpenShift Container Platform Web 1515,

it =

1. # A %] Administration » CustomResourceDefinitions,

2. 1 CustomResourceDefinitions TiELt, £ Search by name FE&XFEH
InsightsDataGather H{RE L H =T,

3. 7£ CustomResourceDefinition FE{E 1@, = Instances %+,
4. R cluster, AR YAML JETI+F,
5. B HATIL TR 2 — K5 FIRSEIRF -

o EEAMARAMIRERE, FMkR gatherConfig /N7 :

apiVersion: config.openshift.io/vialphal
kind: InsightsDataGather
metadata:

spec:

gatherConfig: ﬂ
disabledGatherers: all
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5 4% SE R TR R
© 7% gatherConfig /17 B FA A i MR R 4%,

o EEAENKERIE, EMER disabledGatherers # FHI(HE :

spec:
gatherConfig:
disabledGatherers:

- clusterconfig/container_images ﬂ
- clusterconfig/host_subnets
- workloads/workload_info

ﬂ PR —D L MR,

6. mifi Save,
REBENE, Insights Operator WEER B EFH, SRMBNERIESD,

‘ pa -3
2 FHERIRVEREY Insights Advisor BIZhAEE, A MIRMEEHRBAERNELL

4.6.8. 1217 Insights Operator IS 1F

IRAI LIRIEFZE 21T Insights Operator BIBWERE, LU RTERE T a0fI{E A OpenShift Web &
;K CLI 2 TBHANEIRESIR, BT LLEE L on demand gather ZhEE, LUBERIEIEFHEMIRERE,
2 AMBIATIR A IULEE IR VEREYL Insights Advisor FITHEE, NEEBHREAENMRIN, MREZIZERAT
LB Insights Operator EER/E, XN T RNEZXLESE,

BE

DataGather B E X 5HRRZ—MIATATIIRE, BORTIIIRER L8 MR 55 F X
(SLA) %, BMIREAREHTTE, BT HEEE T IMERERE ], XERARTIR
RER A R B IXAFEIIEE, HANSEF LM BRRMARGEL,

BRIABRAT G FEEMESER, WSARATIT i FEH,

IMREEHPEATEATE, Insights Operator RTEHEA pod HIZTINEERIE, X2
Insights Operator U AT IIEESRIN— Ry, FHZFERTEVEIE IR DRE,

4.6.8.1. {# F Web 12 &3121T Insights Operator Y& &/

& BT LUEF OpenShift Container Platform Web #2#%&3124T Insights Operator IR 1E,

TR

e LIEF cluster-admin A& AF 5155k E| OpenShift Container Platform Web 1515,

it

1. # A %] Administration » CustomResourceDefinitions,
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2. 7 CustomResourceDefinitions T{H £, {#F Search by name FE&K#E 1% DataGather FiR
EXFHRE.

3. £ CustomResourceDefinition i#{& /1, m= Instances %&£,
4. /= Create DataGather,

5. Ef|E#H DataGather &/, HoRERE XM :

apiVersion: insights.openshift.io/vialpha
kind: DataGather
metadata:

name: <your_data_gather> ﬂ
spec:
gatherers: g

- name: workloads

state: Disabled

¥ <your_data_gather> & h KR VEHIME— & FR,

Ey NEIRRINERRIE, LUE gatherers S TR, X /~EIZH workloads BN &%
5, FMHZTRIBRENERIY, E2TRIANERENTETIR, 51T spec S
72, fRA LATE Insights Operator XS AR BN EIREREFIRK,

1)
2]
6. mifi Save,

1. 5fn%l Workloads - Pods,
2. 1£ Pods TiE £, #%£# Project THIZH, SRAEFTF Show default projects,
3. M Project THIZH A% openshift-insights T E,

4. MEENFRERERS BT BRI openshift-insights 77 B 1 pod 53R Fi% & FRE R
%, SeAfE, Insights Operator & B BhF8UIE L (L EIZLIE 1T IR,

4.6.8.2. {# 3 OpenShift CLI ;2T Insights Operator I 5121

& eI LUEF OpenShift Container Platform #3457 EIZ 1T Insights Operator YEIRE,

FERFH
e LIEF cluster-admin A& A 5155k E| OpenShift Container Platform,

it =

o HIALLTREn4IZ1T gather 12/F :
I $ oc apply -f <your_datagather_definition>.yaml

FERLTSHUT <your_datagather_definition>.yaml & B & ST :
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apiVersion: insights.openshift.io/vialphai
kind: DataGather
metadata:

name: <your_data_gather> ﬂ
spec:
gatherers: g

- name: workloads

state: Disabled

I <your_data_gather> &t INE R EBIHE— L TR,

Ey NEIRRINERIR(E, LUE gatherers ST R, X ~EIZH workloads BN &%
5, FMHZETRIBRENERIY, E2THRIARERENTETIR, 51T spec S
72, fRA LATE Insights Operator A4 FR B NE IR EREEFIRK,

1]
2]

o MRS IE R DA TE openshift-insights B F Y pod B TiFEHIHE AT
2. 5ERE, Insights Operator & B oG8R _ L& B8 T A0,
4.6.9. B2i& Insights Operator

1] LAER & Insights Operator & BHIIBIZERK, Insights Operator {8 [ Insights Operator Config B
FH pod.yaml XHHERINELE, LR TFHETE openshift-config oy % 22 (5] R support secret FIIEZE
HHEFHITECE. support secret BIARFE, WAEBERANINBE LEREN O, supportsecret ARy
LB E = pod.yaml X4 BEHEIAE,

TRfEd T ITRNEREREN

% 4.2. Insights Operator AIECERIE

EHaH fiR e BAE
enableGlobalObfusc 5 IP it fEEHEH A mIRME false
ation K2 BN IE
scalnterval BEERARHRENT  WEERE 8h
(3N
scaPullDisabled PHERRTHHNFT  mRE false
#
clusterTransferinterv 157 Insights Operator I ] 1] Beg 24h
al 12 OpenShift Cluster
Manager =& A o
SR L MBIIE
disablelnsightsAlert = ZM%2f Prometheus 3£ #/R1E False
s 589 Insights Operator
Eik
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BEATR fed fERE AAE

httpProxy, 4 Insights Operator % URL EBERAE
httpsProxy, noProxy  EHE X

eI T a0l iE&E B 7 X Insights Operator BEi&,

HE
LIIBRIURTE BRI Insights Operator Ee B BT R LI ¥,

FRFH

it =

e LIEF cluster-admin A& AF 5155 E| OpenShift Container Platform Web #5185,

. 5% Workloads — Secrets,

. 1 Secrets T{E_E, M Project 55K i%E#EE All Projects, #Af51F Show default projectsiX&

ONo

. M Project 55k A% openshift-config HiE.

. {¥F Search by name FEX1E5z support secret, JARAFEFE, Emil Create - Key/value

secret B|&E,

. i secret B Options 3 & , ARG = Edit Secret,

. M Add Key/Value,

. MABRBEHENEMEEM (FBHLER) , ABR Save,
SHMEMEMRESES LRSI,

4.7. T ZRMZ P ERALEERIS
I&A LAF ISR L% Insights Operator 1744, LUE M ZBRFILE Fhi2 1 (],

BIEZRMLHF A Insights Operator, AT :

o B]# Insights Operator BB,

® f¥ Insights Operator 744 £ %% console.redhat.com,

B4, ARE LOEFRTE _E A RTERI LI Insights Operator $43E,

36
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\\\

7.1. 7247 Insights Operator &2 /F
THZITUIRE R E RO Insights Operator 744,


https://console.redhat.com

B 4 E A E R TR R TR

FRFH

e Ll cluster-admin 5 519 & 5 OpenShift Container Platform,

¥ =
1. ERALEROIESRN gather-job.yaml B934 :

apiVersion: batch/v1
kind: Job
metadata:
name: insights-operator-job
annotations:
config.openshift.io/inject-proxy: insights-operator
spec:
backoffLimit: 6
ttiSecondsAfterFinished: 600
template:
spec:
restartPolicy: OnFailure
serviceAccountName: operator
nodeSelector:
beta.kubernetes.io/os: linux
node-role.kubernetes.io/master: ™"
tolerations:
- effect: NoSchedule
key: node-role.kubernetes.io/master
operator: Exists
- effect: NoExecute
key: node.kubernetes.io/unreachable
operator: Exists
tolerationSeconds: 900
- effect: NoExecute
key: node.kubernetes.io/not-ready
operator: Exists
tolerationSeconds: 900
volumes:
- name: shapshots
emptyDir: {}
- name: service-ca-bundle
configMap:
name: service-ca-bundle
optional: true
initContainers:
- name: insights-operator
image: quay.io/openshift/origin-insights-operator:latest
terminationMessagePolicy: FallbackToLogsOnError
volumeMounts:
- name: snapshots
mountPath: /var/lib/insights-operator
- name: service-ca-bundle
mountPath: /var/run/configmaps/service-ca-bundle
readOnly: true
ports:
- containerPort: 8443
name: https
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resources:
requests:
cpu: 10m
memory: 70Mi
args:
- gather
- -v=4
- --config=/etc/insights-operator/server.yaml
containers:
- name: sleepy
image: quay.io/openshift/origin-base:latest
args:
- /bin/sh
--C
- sleep 10m

volumeMounts: [{name: snapshots, mountPath: /var/lib/insights-operator}]

2. B4l insights-operator fZ &R A :

I $ oc get -n openshift-insights deployment insights-operator -o yami

it Bl

apiVersion: apps/v1
kind: Deployment
metadata:
name: insights-operator
namespace: openshift-insights
#...
spec:
template:
#...
spec:
containers:
- args:
#...
image: registry.ci.openshift.org/ocp/4.15-2023-10-12-
212500@sha256:a0aa581400805ad0... ﬂ
#...

ﬂ 187 insights-operator 53 &R A,

3. FERHRRAIEE gather-job.yaml 1 :

apiVersion: batch/v1
kind: Job
metadata:
name: insights-operator-job
#...
spec:
#...
template:
spec:
initContainers:
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- name: insights-operator
image: image: registry.ci.openshift.org/ocp/4.15-2023-10-12-
212500@sha256:a0aa581400805ad0... €

terminationMessagePolicy: FallbackToLogsOnError
volumeMounts:

Q FHEMINA E & IEH insights-operator F R iR A,

. BIBWEFI

I $ oc apply -n openshift-insights -f gather-job.yaml

. BHARL pod B9F&TT

I $ oc describe -n openshift-insights job/insights-operator-job

=1
Name: insights-operator-job
Namespace: openshift-insights
#...
Events:
Type Reason Age From Message

Normal SuccessfulCreate 7m18s job-controller Created pod: insights-operator-job-
<your_job>

Hrp
insights-operator-job-<your_job> & pod H9%&#F,

B EREE RN ¢
I $ oc logs -n openshift-insights insights-operator-job-<your_job> insights-operator
i Bl

I 10407 11:55:38.192084 1 diskrecorder.go:34] Wrote 108 records to disk in 33ms

. REQIEIAY

$ oc cp openshift-insights/insights-operator-job-<your_job>:/var/lib/insights-operator
/insights-data

. EEE -

I $ oc delete -n openshift-insights job insights-operator-job

4.7.2. £{% Insights Operator 744

IR BT LU Insights Operator R4 F 5 £ E| console.redhat.com, LUZBTETERI A,
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SeRFH
e Ll cluster-admin 5 519 & 5 OpenShift Container Platform,
o A —/ANEEEIM; R PREIAI T IFiL,

o RBBIET Insights Operator JIH4MIEIA,

iy =

1. F#: dockerconfig.json SZ{4 :

I $ oc extract secret/pull-secret -n openshift-config --to=.
2. E#I&k 8 dockerconfig.json XX {4H "cloud.openshift.com” "auth" 5 :

{

"auths": {
"cloud.openshift.com”: {
"auth": "<your_tokens>",
"email": "asd@redhat.com”

}
}

3. JF1FERS _E1EE console.redhat.com :

$ curl -v -H "User-Agent: insights-operator/one10time200gather184a34f6a168926d93c330
cluster/<cluster_id>" -H "Authorization: Bearer <your_token>" -F
"upload=@<path_to_archive>; type=application/vnd.redhat.openshift.periodic+tar"
https://console.redhat.com/api/ingress/v1/upload

Heh <cluster_id> 2% D, <your_tokens E¥H pull secret BI55HE, <path_to_archives 2
Insights Operator JHR4HIER 1R,

INREIERTD, ZpHSRERE "request_id" #1 "account_number" :

i tH o Bl

* Connection #0 to host console.redhat.com left intact
{"request_id":"393a7cf1093e434ea8dd4ab3eb28884c","upload":
{"account_number":"6274079"}}%

1. &XE https:;//console.redhat.com/openshift,

2. mAMmERFEB Cluster &,

3. BEETREETE, REBAM.

4. FTFEEEEH Insights Advisor 1E1E,
MR EERKI, MERETRUTZ—

e INR Insights Advisor &8 & IR [, KRREMERHSET TMERI
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® Insights Advisor R EIBFRIRIFISR, LNFLLHIHES (B, . EEFTE) .

4.7.3. [ F Insights Operator B/ M2

RIS BRI, DURRRENRR. =1iRAIRY IPv4 Hitit LA K Insights Operator A 35 E|
console.redhat.com BYEEE¥ Efiti3s,

Digk

==
[=]

AR A, BIERINERRELRSEARIZF KL,

BRI IERMIFNRELEAER IPv4 i, HERRBEARERNEZRER, TREELER
console.redhat.com Z &I, FEEA Insights Operator T4 IP ik B el HAERIBI AR A

S FERBEEG, BMOIERGEIR B NERG FFERFH, B, cluster-
api.openshift.example.com %/ cluster-api.<CLUSTER_BASE_DOMAIN>,

LUF R #2# B openshift-config 4% 22 ] Y support secret /5 FIRE.

FRFM

it =

LA cluster-admin F J' 515 &% El OpenShift Container Platform Web &,

. 5% Workloads — Secrets,

1%+ openshift-config TiH,

&/ Search by name FE# 3R support secret, MIRARFE, 1= Create » Key/value
secret |2,

mii Options 3 #. , AR = Edit Secret,

¥ Add Key/Value,

. 01]&% 5 enableGlobalObfuscation FJ%, {5 true, A5 = Save,

1# A Workloads = Pods
7%+% openshift-insights 7 E.

% insights-operator pod,

. BEJH insights-operator pod, s Options 3 # , A5 = Delete Pod.
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1. FMZEl Workloads - Secrets.,
2. 1% openshift-insights T H,
3. {8 Search by name FE&#58 obfuscat ion-translation-table secret,

N8R obfuscat ion-translation-table secret 777, N2 AREFHIEE IT{F,

=&, EAILATE Insights Operator 74412 % /insights-operator/gathers.json BJ{E
"is_global_obfuscation_enabled": true,

Heth BT
o HNFEH XM T %L Insights Operator FHEMNEZER, 1ESMH LT Insights Operator W& HIEL
}EQ

4.8. A INSIGHTS OPERATOR 5 A& IR &1 7] AFl

Insights Operator i M OpenShift Cluster Manager S A EERARRINF, FHIFEFHIE openshift-
config-managed % % 22|71 #Y etc-pki-entitlement secret F1, & BRI RV FIINBR 2 LLIET 1 T2
BIThEE, WL TIFITEMIT N, BT LEThEE, ATLAERRMERIEIT HREHNAR, MEHEREIT
TENEIRME,

Insights Operator & 8 /NI 5 ATA LIRS U7 [RIAFI, B LAEF openshift-config @44 22 ] R HY

%

support secret BLE K F,

LNV P E IR RS AR BRI, FEESATIRE,

HAth BTiR
o Ax FIHRNAEVINIEMNESER, 1ESH Red Hat Subscription Central A4 A% F 14 H A
A7 RIARR,

e HNFEAXTE OpenShift Container Platform BRI L ARV FNFINEZER, HSHEME
FR s FZINETT 17,

4.8.1. B & fal LI &7 7] 5 A [H] e
& LU# F openshift-config v 4 22 [5] &Y support secret EZ& Insights Operator 5 A& B AR AIFL
FIRSER, NFSFABEE//NEEE, BINREEH Red Hat Subscription Management FREYfE L AR
VIAECE, & LERX A E R,
thRRE R 7 A0S 5 A Al FR B o — AN,
SeRFH

e LIEF cluster-admin A& A 51553 E| OpenShift Container Platform Web 1515,

Pt =
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B 4 E A E R TR R TR

1. 5fn% Workloads — Secrets,
2. % openshift-config T H,

3. {8/ Search by name F &£ 3% support secret, MIRFFE, 1Hmifi Create » Key/value
secret &,

o NR secret IF7£ :

1. = Options 3 , A5 & Edit Secret,
2. Hi Add Key/Value,
a. 7 Key FE, %A scalnterval,
b. £ Value FE&/, %A 1h,
o IR secret FEIE :
a. = Create —» Key/value secret,
i. 1£ Secret name FE&H, HiA support,
ii. £ Key FE&h, HiA scalnterval,
iii. £ Value FEH, HiA 1h,
b. = Create,
p= =1

[F]fg 1h =] LI A 60m (60 %) .

4.8.2. ZAMERNBUIFIFA
& A LUE F openshift-config a4 22 [H] B support secret 22 F & B AF VI RIAFI S A,

FERFH
e L) cluster-admin F 7 &1 & % E| OpenShift Container Platform Web &,

it

1. FMZEl Workloads - Secrets.,

2. 1% openshift-config T H,

3. {8 Search by name F &1 5% support secret,
o MR secret F7L :

1. = Options 3ZH# , ARG s Edit Secret,
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2. ¥ Add Key/Value,

a. 1£ Key FE&rh, #iA scaPullDisabled,
b. 7 Value FE&x, HiA true.

o IR secret FEIE :
a. = Create —» Key/value secret,

i. 1£ Secret name FE&H, HiA support,
ii. £ Key FE&h, HiA scaPullDisabled,
iii. £ Value FE&H, HiA true.

b. = Create,

HUAE, TRIFRBIRBDFNF S A BRER.

==
EERERERARAISA, &% support secret 7k scaPullDisabled
B,

4.8.3. 0 EIZAME ERBTIN S A

INREZA T HARARTIFAFIS A, Insights Operator A& 5 AR HMAB L AIIF], Ea ABESLLIT
%Q

FERFH
e LIEF cluster-admin A& A 515 &KX E| OpenShift Container Platform Web 1515,

it =

1. 5fn% Workloads — Secrets,
2. % openshift-config T H,

3. {8 Search by name F 1852 support secret,

4. m=ili Options 3 & , ARG & Edit Secret,

5. %/ F scaPullDisabled £, ¥ Value FEXXE N false,
TE, FEHEMARVRNFISABHEZR,
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55 F WEKEFHE
TEIRR A ST BRI REHE R, AU BN S N IR T HERR AR,
BIEIR M
e {#FH oc adm must-gather 55 U EHIEIE

o ME—MEEEID

5.1. X F MUST-GATHER T &
oc adm must-gather CLI (s S RIINE R BN FRARFENERFER, 2% :
o HHRE X
e RFAE
FINER T, oc adm must-gather 63 A RINRIEH R, HE A ./must-gather.local,
HH, EHLUERELNSH TR TRERERKRER, WELTERD A

o EBREE—PHRLNFEINBENEXIIEIE, 15EMA -image SIS, NLLTER AR,
a0 -

$ oc adm must-gather \
--image=registry.redhat.io/container-native-virtualization/cnv-must-gather-rhel9:v4.14.10

o TWEHITHR, 15@ M -- /lust/bin/gather_audit_logs 2%, LA TR AR,
f5gn -

I $ oc adm must-gather -- /usr/bin/gather_audit_logs

% -
FEARINERESHN—ED, TRWEHITBERENIHIIKRN,

L1%i21T oc adm must-gather v, 2B EH P OB — N BREN B FFHIFT pod, 1E1% pod LUK
SHIE, FAREEHFIIIFEBFEH L must-gather.local FFLFT B3RS,

flan :
NAMESPACE NAME READY STATUS RESTARTS AGE
openshift-must-gather-5drcj must-gather-bklx4 2/2 Running 0 72s

openshift-must-gather-5drcj must-gather-s8sdh 2/2  Running 0 72s

74, EELAER --run-namespace 1ETTE R E 69 % 22 (6] H351T oc adm must-gather 3%,
4N -

I $ oc adm must-gather --run-namespace <namespace> \
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--image=registry.redhat.io/container-native-virtualization/cnv-must-gather-rhel9:v4.14.10

511 MEX IR BRI KR

5]

SR

i

46

&3 oc adm must-gather CL| 5 &R X IEHEEMIEIHE R,
M

o MATLUFAEA cluster-admin B&IAE iR EE,

e B %% OpenShift Container Platform CLI (o¢).

1. #AEEZ % must-gather HIEH B %,

INREKEEM I EEAIMES, NFEITHNNS R, MREGENBRHEERE

EB—MEER CA, BoilE X NMEER CARMBEIRKRF . X FEMFE
BRI E SR, TS ARIAR must-gather BHR1F BRI,

I $ oc import-image is/must-gather -n openshift

21T oc adm must-gather # 5 :

ey
I $ oc adm must-gather

BF

INRIENL T FHEZEE S 15 # B --image H7&E - must-gather BI—E8 4,
EEICIE=EY GIESRT X N

H XN ERBINEIEZFE—DBEHL control plane T 58, AL pod FATBESR
Z|4:F NotReady #1 SchedulingDisabled X2 control plane 77 s,

a. ORELaHRI, B0, ELEEESREFFIE pod, NIEM oc adm inspect &% R UNESF
EHRNE R,

THIRES LB ST R LURBUEF IR B BTRE B

3. MIINIFEEEY T 4E B P 0228 must-gather B RO — DN ESES0 4, 10, £ Linux &4F
REBITEN LZTUTRS -

I $ tar cvaf must-gather.tar.gz must-gather.local.5421342344627712289/ €))
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@ 5243 must-gather-local.5421342344627712289/ &y L7 B T &7,

4. [EZLIEZ 1 WUEBIE PSR TE A, L SN BN R R S i R e,

5.1.2. WEA X ENREREIE

&0l 877 % oc adm must-gather CLI 955 --image =X --image-stream S35 & AR KER XFE
TheeryififE 2. must-gather TEX LN, XFEEERTRBITZITENPRRES N IRERNEIE.

3 5.1. T must-gather Hifk
Image

registry.redhat.io/container-native-
virtualization/cnv-must-gather-rhel9:v4.14.10

registry.redhat.io/openshift-serverless-
1/svis-must-gather-rhel8

registry.redhat.io/openshift-service-
mesh/istio-must-gather-rhel8:
<installed_version_service_mesh>

registry.redhat.io/rhmtc/openshift-migration-
must-gather-
rhel8:v<installed_version_migration_toolkit>

registry.redhat.io/odf4/odf-must-gather-
rhel9:v<installed_version_ODF>

registry.redhat.io/openshift-logging/cluster-
logging-rhel9-
operator:v<installed_version_logging>

quay.io/netobserv/must-gather

registry.redhat.io/openshift4/ose-csi-driver-
shared-resource-mustgather-rhel8

registry.redhat.io/openshift4/ose-local-
storage-mustgather-
rhel8:v<installed_version_LSO>

registry.redhat.io/openshift-sandboxed-
containers/osc-must-gather-
rhel8:v<installed_version_sandboxed_contai
ners>

i}

OpenShift Virtualization BIZIRINE.

OpenShift Serverless BIZIE IS,

Red Hat OpenShift Service Mesh BIEIE IS,

MTC BIEIRIRE.

Red Hat OpenShift Data Foundation BU##EINEE,

AT BEICFHEEEE,

Network Observability Operator BIZE IS,

OpenShift #£ZHHR CSI I ENT2FRIEIEIE.

Local Storage Operator FU%IRINE.

OpenShift 2 2R RHEITEILE.
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Image &

registry.redhat.io/workload-availability/node-  Red Hat Workload Availability Operator BJ£#E UK

healthcheck-must-gather-rhel8:v<installed- £, 8¥E Self Node Remediation (SNR) Operator,

version-NHC> Fence Agents Remediation (FAR) Operator.
Machine Deletion Remediation (MDR) Operator.
Node Health Check Operator (NHC) Operator #[I
Node Maintenance Operator (NMO) Operator,

registry.redhat.io/numaresources/numaresou  NUMA Resources Operator (NRO) BIEIE &,
rces-must-gather-rhel9:v<installed-version-
nro>

registry.redhat.io/openshift4/ptp-must- PTP Operator FIEIB IR,
gather-rhel8:v<installed-version-ptp>

registry.redhat.io/openshift-gitops-1/must- Red Hat OpenShift GitOps FIZ#EIR S,
gather-rhel8:v<installed_version_GitOps>

registry.redhat.io/openshift4/ose-secrets- Secret Store CS| Driver Operator FIEUIEINE.
store-csi-mustgather-
rhel8:v<installed_version_secret_store>

registry.redhat.io/lvms4/lvms-must-gather- LVM Operator FIZ#EIR SR,
rhel9:v<installed_version_LVMS>

ghcr.io/complianceascode/must-gather-ocp Compliance Operator FI$HE ISR,
registry.redhat.io/rhacm2/acm-must-gather- Red Hat Advanced Cluster Management (RHACM)
rhel9:v<ACM_version> 210 KRB hR AR IR ISR

registry.redhat.io/rhacm2/acm-must-gather- RHACM 2.9 R E R IRAEITEIIE,
rhel8:v<ACM_version>

<registry_name:port_number>/rhacm2/acm- TEMTFREERIEMER, RHACM 2.10 R E#HThRABIER
must-gather-rhel9:v<ACM_version> B,

<registry_name:port_number>/rhacm2/acm- TEMTTHEERIMER, RHACM 2.9 kBRI AR
must-gather-rhel8:v<ACM_version> 15gs,

p= Y=
ZE OpenShift Container Platform AHHFRBIRITARA, 1HSHLLIER S 1 Wb
B Red Hat OpenShift Container Platform &£z B HIEIEK M T,

FRFH
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B 5 B WERERHER

e LAMEREA cluster-admin & &R i 0] £,

B &% OpenShift Container Platform CLI (o¢),

. 3 ATZ % must-gather HIEH B %,

. FE—15%1 —-image = --image-stream #1217 oc adm must-gather £,

o EIWEMRIFEINGELHIEA BN must-gather 3B, 50 --image-
stream=openshift/must-gather 23,

o HXINEHXBTE X Metrics Autoscaler WEIRMIIENE, H5E TEMMMNTE
. TRERY .

fBlgn, FERLT S RIERRIAERFEIEF OpensShift Virtualization FFERF S :

$ oc adm must-gather \
--image-stream=openshift/must-gather \ ﬂ
--image=registry.redhat.io/container-native-virtualization/cnv-must-gather-rhel9:v4.14.10 g

ﬂ ZX1A OpenShift Container Platform must-gather £ {5

9 OpenShift Virtualization BJ must-gather 53§

IR LU must-gather TESHASEBIBECER, IREEEH S OpenShift Logging #1 Red
Hat OpenShift Logging Operator 8 XBI##E., *FF OpenShift Logging, iZfTLA T4 :

$ oc adm must-gather --image=3$(oc -n openshift-logging get deployment.apps/cluster-
logging-operator \

-0 jsonpath="{.spec.template.spec.containers[?(@.name == "cluster-logging-
operator")].image}')

| F—— clusterlogforwarder_cr
| fF——cr

| pb——csv

| F—— deployment

| L—— logforwarding_cr

—— collector

| F—— fluentd-2tr64

——eo

| pb——csv

| F—— deployment

| L—— elasticsearch-operator-7dc7d97b9d-jb4r4

il 5.1. OpenShift Logging B must-gather i =l
——es

—— cluster-logging
| F——clo

| | F—— cluster-logging-operator-74dd5994f-6ttgt
|

|

|

|

|

|

|

|

|

|

|

|
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—— cluster-elasticsearch

| |—— aliases

| F——health

| F——indices

| |—— latest_documents.json
| F——nodes

| F——nodes_stats.json

| L——thread_pool

—ocr
L—logs
—— elasticsearch-cdm-Ip8I38m0-1-794d6dd989-4jxms
—— pvc-0a8d65d9-54aa-4c44-9ecc-33d9381e41c1.yaml
F—— event-filter.html
L namespaces
—— openshift-logging

I
|
|
|
|
|
|
|
| —— elasticsearch-cdm-1p8I38m0-1-794d6dd989-4jxms
|
|
| F——nstall
| | p——co_logs
| | F——install_plan
| | F——olmo_logs
| | L—— subscription
| L——kibana
| p—cr
| —— kibana-9d69668d4-2rkvz
—— cluster-scoped-resources
| L——core
| F—— nodes
| | F——ip-10-0-146-180.eu-west-1.compute.internal.yami
| L—— persistentvolumes
|
—— gather-debug.log
| F——apps

| |F—— daemonsets.yaml

| |—— deployments.yaml
| |F—— replicasets.yaml

| L—— statefulsets.yaml
—— batch

| |—— cronjobs.yaml

| L——jobs.yaml

—— core

—— configmaps.yaml
—— endpoints.yaml
—— events

—— events.yaml

—— persistentvolumeclaims.yaml
—— pods.yaml

—— replicationcontrollers.yaml

—— secrets.yaml
L—— services.yaml

—— openshift-logging.yaml
—— pods

50

| |—— elasticsearch-im-app-1596020400-gm6nl.1626341a296c16a1.yaml

| |—— elasticsearch-im-audit-1596020400-919n4.1626341a2af81bbd.yaml

| |—— elasticsearch-im-infra-1596020400-v98tk.1626341a2d821069.yaml

| |F—— elasticsearch-im-app-1596020400-cc5vc.1626341a3019b238.yaml

| |—— elasticsearch-im-audit-1596020400-s8d5s.1626341a31f7b315.yaml

| |—— elasticsearch-im-infra-1596020400-7mgv8.1626341a35ea59ed.yaml
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—— cluster-logging-operator-74dd5994f-6ttgt
| |F—— cluster-logging-operator
| | Y—— cluster-logging-operator
|| L—— logs
|| —— current.log
|| —— previous.insecure.log
|| L—— previous.log
| L—— cluster-logging-operator-74dd5994f-6ttgt.yaml
—— cluster-logging-operator-registry-6df49d7d4-mxxff
| |F—— cluster-logging-operator-registry
| | L—— cluster-logging-operator-registry
|| L——logs
|| —— current.log
|| —— previous.insecure.log
|| L—— previous.log
| |F—— cluster-logging-operator-registry-6df49d7d4-mxxff.yaml
| L—— mutate-csv-and-generate-sqlite-db
| L mutate-csv-and-generate-sqlite-db
| L——logs
| —— current.log
| —— previous.insecure.log
| L—— previous.log
—— elasticsearch-cdm-Ip8I38m0-1-794d6dd989-4jxms
—— elasticsearch-im-app-1596030300-bpgcx
| |—— elasticsearch-im-app-1596030300-bpgcx.yaml
| L—— indexmanagement
| L—— indexmanagement
| L——logs
| —— current.log
| —— previous.insecure.log
| L—— previous.log
—— fluentd-2tr64
—— fluentd

|

| | b——fluentd

|| L——logs

|| —— current.log
|| —— previous.insecure.log
|| L—— previous.log
| —— fluentd-2tr64.yaml
| L—— fluentd-init

| L—— fluentd-init

| L——logs

| —— current.log

| —— previous.insecure.log
| L—— previous.log

—— kibana-9d69668d4-2rkvz

| ——kibana

| | L——kibana

|| L——logs

|| —— current.log
|| —— previous.insecure.log
|| L—— previous.log

| —— kibana-9d69668d4-2rkvz.yaml
| L—— kibana-proxy

| L—— kibana-proxy

| L——logs
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| ] —— current.log
| —— previous.insecure.log
|

L—— previous.log
L—— route.openshift.io
| L—— routes.yaml
L— openshift-operators-redhat

3. FERA—1=% 1 --image =X --image-stream Z#;21T oc adm must-gather 5%, 40, fEHA
U T ep BRI IR BN SR B EUEH KubeVirt FEE R -

$ oc adm must-gather \
--image-stream=openshift/must-gather \ ﬂ
--image=quay.io/kubevirt/must-gather

ﬂ ZR1\ OpenShift Container Platform must-gather £ {5

9 KubeVirt B must-gather 2§

4. MIAEB A NINI IR must-gather B RO — 4630, Fla0, FEEA Linux BIERSH
HENLZITU TGRS :

I $ tar cvaf must-gather.tar.gz must-gather.local.5421342344627712289/ €))

Q %5 5% must-gather-local.5421342344627712289/ £ i 1 5LFr B £ & 5.

5. HLMEZE 1 MISEE SR TIE A, IS4 S4M InB R SR # AR,

5.2. H IR
e I HE X Metrics Autoscaler W& i #01E,

® Red Hat OpenShift Container Platform 4 3 EHIEER

5.2.1. WERLE A E
R AT LAIE B R AR 7 S L E 2% B

it

1. {3 -- gather_network_logs i21T oc adm must-gather 345 :

I $ oc adm must-gather -- gather_network_logs

FINBERT, must-gather TEMEEEHIFTE T7 U5k OVN nbdb 1 sbdb #3iE%E, &
i -- gather_network_logs %1, FHEEEEE OVN nbdb #1EZEH OVN-Kubernetes
EHEFNBE.
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1. MI{EB &AFNINIAER must-gather B X AIE— N4, B0, 7EFEA Linux BIERSIH
R LB T HS -

I $ tar cvaf must-gather.tar.gz must-gather.local.472290403699006248 @)

ﬂ ¥ must-gather-local.472290403699006248 & #4255 B 5 & 5.
2. ELMER 1 MSSBIZ P SZRF UTE A, 5 46 ST B I B R B S 5 () LB AR,

5.3. JKEX&EEE ID
ERIEZFREERN, REEBNHMITATRBRERER., ELUFER OpenShift Container

Platform Web 12HI& BoEFRER ID, AT LUER web #2H]A K OpenShift CLI (oc) FIIKEXSEEF
D,

FeREH
o MATLUFEAEA cluster-admin BA&MAE iR EEE,

o REILLI] Web #EHIB RS T OpenShift CLI (oc).

it =
o {HM Web #HIA FF X FF I 3 BEhETE SRR ID
a. MIEESME (?) help Fi%F Share Feedback,
b. M Tell us about your experience 0 52 Open a support case,
o {HM web A FINIRENER ID :
a. #AZ| Home - Overview,
b. Z{ESIETE Details F#J Cluster ID T,
e EfEM Openshift CLI (oc) FREXSEEF ID, HZITAT oS :
I $ oc get clusterversion -o jsonpath='{.items[].spec.clusterID}{"\n"}'
5.4. %xF SOSREPORT

sosreport —“M"M Red Hat Enterprise Linux((RHEL)#0 Red Hat Enterprise Linux CoreOS(RHCOS)%
GWEREIFE. REGEMZIMIENTIE, sosreport I8t 7T —FIER A IERINER KT B2
& 2 A LR AR LIIE ST R LU AT IZ B,

E—EERT, LIEXFATRESERENREE OpenShift Container Platform 7 s I 5 sosreport 744,
flan, BN UREFSEEERS HEHEMEE IIETE oc adm must-gather Hij B BIFH0F 17 s BIRFE K
?EO

5.5. 7 OPENSHIFT CONTAINER PLATFORM ££5£ 77 sR £ Bt SOSREPORT
JRL =
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 OpenShift Container Platform 4.14 & 8£™7 s 4 X sosreport FIE1 52 @iT debug pod.

FRFM

it

54

&R LUER B cluster-admin & &R 150 EE,
BEEABEIENE SSH Ui AR,

B &% OpenShift CLI (oc) .
EBLINEVRAETT S m T B,

BALER PRk,

HEB—NLIEX R R E D,

CIRENEREF T RIIEK -

I $ oc get nodes

FEBEWT REHFA— debug Rifi, EEFBERHIEN—1 %N <node_name>-debug HY
debug pod:

I $ oc debug node/my-cluster-node

EIE B IR s i AT E NoExecute SR debug &1, 1EME dummy & ZERIN—INE
FR, FF7E dummy a4 22 (B F/E5h debug pod :

I $ oc new-project dummy

$ oc patch namespace dummy --type=merge -p '{"metadata": {"annotations": {
"scheduler.alpha.kubernetes.io/defaultTolerations™: "[{\"operator\": \"Exists\"}]"}}'

I $ oc debug node/my-cluster-node

¥ /host X i&EH debug shell HEIIR B3, debug pod £ pod H1# /host F#EH, EHE root ST
25, MREFRWN /host, EAILUEITENATHITERERHSDEN ZHFISXH

I # chroot /host

1217 Red Hat Enterprise Linux CoreOS(RHCOS)HJ OpenShift Container
Platform 4.14 =& 1T mA A 4L, T T Operator N FAEEFN, FEIER
SSH i RI&ERETT =, B2, R OpenShift Container Platform APl RATf, =X
kubelet ZEB IR T mLTTEIE R THE, oc BIERSZRIRN, TXMERT, L
{58 ssh core@<node>.<cluster_names.<base_domain> 31777 s,

. JA35) toolbox B2y, HASEIEIZIT sosreport FrEelI —# 6l ST FIEH -
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I # toolbox

==
INR—NBEFED toolbox pod E1E;217, Il toolbox fi v fiH 'toolbox-'

already exists.Trying to start....{#F§ podman rm toolbox- fiifR EE7EiZ1THY
toolbox® 28, FHEMITHI toolbox 25 LU 72 sosreport 3& {4 H T A]

5. J5% sosreport 914,

a. 1517 sos report f84y, 1E crio fl podman EIRE N ERIFEHEPREE :

i
I # sos report -k crio.all=on -k crio.logs=on -k podman.all=on -k podman.logs=on ﬂ

Q Kk ALEERRINEZ S E XL sosreport EESE,

b. Ak : BEEHXMEFT SH OVN-Kubernetes MZELEMIER, HZTUTHS
I # sos report --all-logs
c. IR7NE1R Enter BE4RLL,
d. RIS FFRHE ID, sosreport I ID HRINEIFREHISTE L,
e. sosreport HiHIRME T VIRBIAIER checksum, AT RAIHH 51 A #FREE ID 01234567:

Your sosreport has been generated and saved in:
/host/var/tmp/sosreport-my-cluster-node-01234567-2020-05-28-eyjknxt.tar.xz ﬂ

The checksum is: 382ffc167510fd71b4f12a4140b97a4e

sosreport IS ERERTE chroot IMEZ 4, Eh toolbox BEFRTE /host HEFEH
BIAR B %,

6. HRALUTAEZ —NIEZFFIRH sosreport TR LU 2 #T,
o JITHEEREM OpenShift Container Platform &E8F_E (&R INA LI # 0] i,

a. 1f toolbox F2:M, =17 redhat-support-tool 57414 B M AN BN EA L1 08 T 1m0l 5
A, XANRBIE R REE 1D 01234567:

# redhat-support-tool addattachment -c 01234567 /host/var/tmp/my-sosreport.tar.xz

toolbox B2 T ENMIAR B FHEHE /host, HIEEE @I redhat-support-tool &
o EERRISTHRT, [ toolbox RERMIRE & (BIE /host/) BILENTBRR,

o fixxf ERBIHALIES R,
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a. 1517 oc debug node/<node_name> 51 sosreport 95, FrRHHHEE A2 X4
B, e S ERIEEERHLEIH oc debug =i :

$ oc debug node/my-cluster-node -- bash -c 'cat /host/var/tmp/sosreport-my-cluster-
node-01234567-2020-05-28-eyjknxt.tar.xz' > /tmp/sosreport-my-cluster-node-

01234567-2020-05-28-eyjknxt.tar.xz )

debug B ENMR B FEH T /host, EIEERTEEM B XER, 318
debug BERHIIR B KB4 ERR, SE /host,

k

-

1217 Red Hat Enterprise Linux CoreOS(RHCOS)HJ OpenShift Container
Platform 414 &8 R AR A4, BKWITF Operator RN AERBEN. T
BIUER scp MERET =L fil sosreport 914, B2, IR OpenShift
Container Platform API RA[FH, X kubelet £ B #5717 s L B3R IEE T1F,
oc BIFHSZEIFM, EXMIBERT, TLLETIZIT scp
core@<node>.<cluster_names.<base_domain>:<file_path>
<local_path> M7 52 2l sosreport V3143044,

b. 1EZIEZE 1/ ML) Customer Support T1E ik AIIA B35 Al R,

Wi Attach files FHRIRR L% %301

5.6. &1 BOOTSTRAP " mHE
INREE| S bootstrap #HXBIF#, BILLM bootstrap 17 mUi& bootkube.service journald 5 5t H & #]
AHRBER.

SERFEH
o EBEHZ bootstrap 1 s SSH 1 AT R,

e EH bootstrap T RHITLREE A,

it

1. 1£ OpenShift Container Platform Z&&id 21, #1f] bootstrap 17 s bootkube.service
journald =5t A, & <bootstrap_fadns> E iy bootstrap TV mMTEREE S :

I $ ssh core@<bootstrap_fqdn> journalctl -b -f -u bootkube.service

bootstrap i s L #) bootkube.service HE&HiH etcd connection refused %%
%, X bootstrap AR5 283 TIATE control plane 7 s LiE# %] eted, EED
control plane TR E/F5) etcd BT REMAREGE, ERNIZREL,

2. {8 bootstrap 7 | _£BJ podman M bootstrap TV mA2KEREK,. ¥ <bootstrap_fqdn> &t
M bootstrap T REISTERIREFH S :
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$ ssh core@<bootstrap_fqdn> 'for pod in $(sudo podman ps -a -q); do sudo podman logs
$pod; done'

5.7. &R TV = JOURNAL H&
&R ATEIRIT SR BE T 289 /var/log 4R journald H ot HEFE AR B,

FoREZMH
o EATLUEAEE cluster-admin & &5 IH EEE,
o API RS HIRRLUER T1F,
o B &% OpenShift CLI (oc)

o EMEEAEFIEHAE SSH 7 FHR.

1. #&if) OpenShift Container Platform 5£8f 77 R B9 kubelet journald H2TH&, LA RHEIE IR
control plane 775 :

I $ oc adm node-logs --role=master -u kubelet ﬂ

ﬂ RIBIS REH: kubelet LB R EM A ITHE,

2. MEET =L /var/log/ THEEFBRKERRE.

a. KEX /var/log/ FERHMENHEEIR. LLTFRAEIFIHFE control plane 77 s _EHY
/var/log/openshift-apiserver/ IS4 :

I $ oc adm node-logs --role=master --path=openshift-apiserver

b. K% /var/log/ FEEHMEERR, LT RAIH EEBRE control plane 7 sy
/var/log/openshift-apiserver/audit.log A& :

I $ oc adm node-logs --role=master --path=o0penshift-apiserver/audit.log

c. MR API TEEBTIIE, 5HEASSH REFEBANTREMAR, UTRAIZ
/var/log/openshift-apiserver/audit.log FIEZHIA A :

$ ssh core@<master-node>.<cluster_names>.<base_domain> sudo tail -f
/var/log/openshift-apiserver/audit.log
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2 3

cak

1217 Red Hat Enterprise Linux CoreOS(RHCOS)HJ OpenShift Container
Platform 4.14 &8 TT AR 2, ©KIIF Operator KN AL RN, FEIL
5 SSH Vi RI&REE T M, EZ 0B SSH INEZRTEERT, 151217 oc adm
must gather &AMt oc BB ENREATURMEBHEIE, B2, MR
OpenShift Container Platform API "I f, =K kubelet £ B IR T R EFTIEIE
BILF, oc BIERAEZEIRMN, EXMIERT, JLUER ssh core@<nodes.
<cluster_name>.<base_domain> 3 1ijj[7]77 s,

5.8. M4&BER A A

WEMLLBE (UHESHRICKNFER) B LAEEBIZIIE ST REXT R4S (a3 1T i FE HERR

OpenShift Container Platform ZHFLAB A X AT BER. BEE FTRIALFEFEEBNEEMN S L,
7= 5.2. TR EER L

Ak L= HIThAEE

WEENMLEER — EAUE—IHENT R ERREENR FHUTEIE SR, El R ERFEN H,
BRI S R MTY R HEIE F imilas.

ISR ABERR S IR F AR A MA@ E M M RE. iTRIESHIR, HUTHRA L HErR
&, F{ERBEKIZHRE,

M OpenShift BRAILE— DT RH— N BRPHTHRESHK, BTUUREARZ1T tcpdump &
Container 4, LMEET LURSIBURE SRR A,

Platform 7 ms &

BRI LB ER BRI UFIEohEIEamK, MLMSBENE AEFiEEREamK.

(trace)
b 5% A cat 50 shell EEMANBIEEMNT RSB RHAHRIESEFREE M IHITEN
*,

5.9. W& ENMNEIEER
B, BIERZEEFRIHEKZAN T m EMEEE L T 5 M4 <M n] B EHERR

& LU#E A oc adm must-gather #3570 registry.redhat.io/openshift4/network-tools-rhel8 & 2557 {5
HAERBERE T RNEIES. DR TE BN ML B(E A AT EEHERR,

oc adm must-gather &% B TR E 17 = L pod HiZ21T tcpdump %4, tcpdump &0 pod A
HIRMEIEE, % tcpdump 5 EHA, oc adm must-gather &85 &AM pod HIKHIEIE S L HBIE
HIE iRl ER.

b7

LU R B Rflar 85 7 A tepdump s SHITRIEE IR, B2, ETLUFE -image ZHHIEE
MAREGEPZITERNGS, UERNMESDT RUEHIEHIRES.

SeRFH
e LIEF cluster-admin A& A 5155k E| OpenShift Container Platform,
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e B% %k OpenShift CLI(0C).

1L BITUTeS, ARELETRLZTREATHRSREESHIX

$ oc adm must-gather \
--dest-dir /tmp/captures \ <.>
--source-dir 'timp/tcpdump/'\ <.>
--image registry.redhat.io/openshift4/network-tools-rhel8:latest \ <.>
--node-selector 'node-role.kubernetes.io/worker' \ <.>
--host-network=true \ <.>
- tlmeout 30s\ <.>

tcpdump -ilany \ <.>
-w /tmp/tcpdump/%Y -%m-%dT%H:%M:%S.pcap -W 1 -G 300

<> --dest-dir 25 E oc adm must-gather IR S H K EIEN FE w2 L
/tmp/captures BB 5k/, ERILIEEREMATEBR, <> % tcpdump £ oc adm must-gather
JATHETEY debug pod HIZ1THS, --source-dir S35 E IR S KMIHET Z6E7E pod LY
/tmp/tcpdump BkA, <> The --image S#HIEE DS tcpdump i SRR FH K. <> --node-
selector S RAIEIEETE pod LB /tmp/tecpdump B X HUTEIEEHIK, ENEBRAR,
IRAI LB E --node-name S MABE LN T R EZITHIESHIK, MNRAE --node-selector
# --node-name ¥, NIEIEDHIRTERE TV R LEHIT. <> --host-network=true S 2 )
FH, LUMEET SIMLEO LHITEIB S/, <> --timeout ZEFN{ETEEIZ1T debug pod i
B 30 7, INRFRAIE --timeout SEFNIFLNTA], NI debug pod &IZ1T 10 %, <> -i any
SHAT tepdump &4, IBEMKAMAMSED LNEED, FHERAR, ETLIEERML
BEOAM,

2. PUTUIIR Web N AERIE, 1ERZBEREIREIE AL W25 & (5 )&,
3. #%& oc adm must-gather M pod X% F imAl 25 B BURE SR U -

tmp/captures
F—— event-filter.html

—— ip-10-0-192-217-ec2-internal )
| L—— registry-redhat-io-openshift4-network-tools-rhel8-sha256-bca...
| L 2022-01-13T19:31:31.pcap
—— ip-10-0-201-178-ec2-internal @)
| L—— registry-redhat-io-openshift4-network-tools-rhel8-sha256-bca...
| L 2022-01-13T19:31:30.pcap

F—ip-...

L—— timestamp

MRS RKREET IR ENG. BRNXERETH, NREREIEE --node-
selector 2%, NEHRH B EXHHFEFE,

5.10. M OPENSHIFT CONTAINER PLATFORM T7 Ak A= N E MR8
(TRACE)
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FEIHAE S ML RXE OpenShift Container Platform [RIFRS, ZLIEFIRER MBFER OpenShift Container
Platform &8 1T R MEFE R 2RI RS EIEEERR, 7E OpenShift Container Platform ARIEIEM4
trace BB 75 /E 281 debug pods

FTRFH

it

60

&R LUER B cluster-admin & &R 150 EE,
B&% OpenShift CLI (oc) .
ERBLINEVRAETT S m T [,

BALER PRk,

HEA— DB R ID,

=

EHREB B EHE SSH Ui FITLRR,

IRENERRE T RFUK -

I $ oc get nodes

. EBET RE#H#FA—1 debug RiF. LEFEBEEHEH—1 % <node_name>-debug #Y

debug pod:

I $ oc debug node/my-cluster-node

¥ /host % debug shell HBYIRE %, debug pod 7£ pod HBY /host H#E#E EHLH root XHEF
Yio [HREREBCN /host, EAILLZTENAIHUTIRZE RS E/ ZHHISTH -

I # chroot /host

k

-

1217 Red Hat Enterprise Linux CoreOS(RHCOS)HJ OpenShift Container
Platform 4.14 S8 AR A 4F, ©KIITF Operator N LR TN, FENER
SSH i RIERETT R, B2, R OpenShift Container Platform APl RaEf, =
kubelet ZE BT T mEFEERE T, oc BIENESZRIF M, EXMIFERT, "L
{58 ssh core@<node>.<cluster_names.<base_domain> i/ [7] 77 s,

4. 1E chroot IMEIEH| & FREXN T miEORKM -

I #ip ad

5. J55) toolbox F2%, HAGIEIZ1T sosreport FrEs B Z &l ST FIIE M -

I # toolbox
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IMR—PEFEM toolbox pod B7EiZ1T, I toolbox =it "toolbox-'
already exists.Trying to start.... 2 tcpdump LA, 15EA podman
rm toolbox- fIFRIEFEIZITHI toolbox 25, FHEMFT toolbox B2,

6. EERET RH/E5) tepdump 1%, FFHMHEEEREIFER G, XNRBIER ens5 /EhH#EO
B

$ tcpdump -nn -s 0 -i ens5 -w /host/var/tmp/my-cluster-node_$(date +%d_%m_%Y-
%H_%M_%S-%Z).pcap )

ﬂ tcpdump ﬁﬁj{ﬁ:%?éﬁ Chroot i%i%zg*, % t00|bOX ?é?%%%& /host EF'T%?@ZIHLE’\]*E
E QZKLO
7. MRV RENEESERE topdump 1K, HERELITH R,

a. AEBIrA25 ID, chroot host 5T iX—4 A H crictl 85, E M toolbox B231E /host
RIEEHENARE X :

I # chroot /host crictl ps

b. AERZRMIIIZ ID, EABIH, &FEsID 2 a7fe32346b120:

I # chroot /host crictl inspect --output yaml a7fe32346b120 | grep 'pid' | awk {print $2}'

c. EAE LS tepdump &1, FHiFHEEERERR G, RBIEER 49628 1FH AR
##2 1D, ensSE%D%ﬂ\ nsenter e A BIrH RN R 22 B FHEM R EE i T
T, E ARG B IR — N RIBFHHR ID, tepdump EMENIER DR LA F

1217 :

# nsenter -n -t 49628 -- tcpdump -nn -i ens5 -w /host/var/tmp/my-cluster-node-my-
container_$(date +%d_%m_%Y-%H_%M_%S-%Z).pcap ﬂ

tecpdump IR SCHERRTE chroot IMEZ 4, EN toolbox BEFRTE /host HEEE EH
BIAR B 3K,
8. HRLTAZEZ —MALIEZFFIRME tepdump IR STHFH T DM,
o I3 EHREM OpenShift Container Platform $£&% £ % BIHI A LGS # A/,

a. 7Etoolbox A23M, 1217 redhat-support-tool 1% 3 {4 B M AN EIEN A 2108 2 35 [ /i
R, XARBIER REE 1D 01234567:

# redhat-support-tool addattachment -c 01234567 /host/var/tmp/my-tcpdump-
capture-file.pcap ﬂ

toolbox B2 T ENAIAR B FHEHE /host, HIEEE @I redhat-support-tool &
o ERRISTHRT, E toolbox RERMIRE & (BIE /host/) BILENTBER,

o fixf ERBIHALIE A,
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a. i21T oc debug node/<node_name> 1%L sosreport /944, FIEHIHEERE 4
., LS EBREESRHLEIN oc debug &1F :

$ oc debug node/my-cluster-node -- bash -c 'cat /host/var/tmp/my-tcpdump-capture-
file.pcap' > /tmp/my-tcpdump-capture-file.pcap ﬂ

debug BEF ENBIR B FHEEEF /host, EIEER TERMBIIHER, 518
debug BHERMIR B RILXTRE, SIE /host.

2 3

1217 Red Hat Enterprise Linux CoreOS(RHCOS)HJ OpenShift Container
Platform 414 &8 SR A%, BKITF Operator RN FAERBEN. T
BIUER scp MEEET =& #i tecpdump X, BE, R
OpenShift Container Platform API e[, K kubelet £ BT m EFE
EETE oc BIERRZRIRN, EXFERT, ATLUZTT scp
core@<node>.<cluster_names.<base_domain>:<file_path>
<local_path> M—77 =&l tepdump K

cak

b. 1EZIIEZE 1/ MiLEY Customer Support T1E it ABIA B iF AIRI .,

c. Wi Attach files FHRIRR L% 301,

5.01. NALIE R iE
TEfi# )R OpenShift Container Platform [A@}, 4TI AIBER B RIFIZMEIE LE RIS RIASR A, X

AILLEIAIIEE ] Mihsk A redhat-support-tool #3435 E# M OpenShift Container Platform 5%
EERIST R,

SeRF M
o RAELUEMESA cluster-admin & &I 10 EE,
o MEBEEBRIIEHA SSH 17 [FITLRR,
e B%% OpenShift CLI (oc) .
o (EBELINETETT KBTI,
o MBLIIEE MK,

o MEA—NIEZFFFRIFA ID,

it =
o SEIILMEE T MISFHZ TR £ 1% BB LIS I R A,

1. {£F oc debug node/<node_name> i 5 EE— OpenShift Container Platform 77 s &
BWIZEXE, FNREEERRIXES, LUTREE debug B2 /host/var/tmp/my-
diagnostic-data.tar.gz £ %%l /var/tmp/my-diagnostic-data.tar.gz:
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$ oc debug node/my-cluster-node -- bash -c 'cat /host/var/tmp/my-diagnostic-data.tar.gz'
> /var/tmp/my-diagnostic-data.tar.gz ﬂ

debug BAFENMIRE FHEEET /host, FEIFER T HEEMBIIXMHR, 51 debug
BERHRE R4 ERE, B1F /host,

p= Y=

1217 Red Hat Enterprise Linux CoreOS(RHCOS)HJ OpenShift Container
Platform 414 &8 MR AI 28, KT Operator KN FAERBEN, FEIX
5 scp MEEE T mIEHISXXF. 1BRZ, AR OpenShift Container Platform
API RETH, =X kubelet EE IR T m ETRIEE TE, oc BIERESZTRIFM,
EXMERT, TLUER scp core@<nodes.<cluster_names.
<base_domain>:<file_path> <local_path> M\—7 R E i T4

2. TELLIEZE T MIGH) Customer Support U1 F i AINA B9S2 F A i,

3. ¥ Attach files FHiRIRR L% 30t

5.12. = F ToOLBOX

toolbox = —“NE Red Hat Enterprise Linux CoreOS (RHCOS) R4 LEHIBRHBMNIE, LIEFEH
FE5I 8 E1217 sosreport # redhat-support-tool &y ST Z 5 ST AR I A 25

toolbox AHMNEEBHMNZRELIE R NERMRLIEXR. B2, URFEHANZIE, &
LA 0 RPM B @S2 TR ST 1 TR BRI B R,

S22 % toolbox A2
KiINBERT, 217 toolbox ML =/G5NT A registry.redhat.io/rhel8/support-tools:latest &I A 25,

ZHEGEEREANIEIR, NMRFE-ITTEHKN—RNONFIERBERETEAT REVE
17, AURERIANTMGE,

FRFM

e #f oc debug node/<node_name> #3451/ [A] T m.

it =

1. ¥ /host % debug shell HEIR B %, debug pod 7£ pod HBY /host H#EEH EHH root XHEF
Yio [HRERECN /host, EAILLZTTENAIHUTIRZR RO E/M T HIS0HF -

I # chroot /host

2. B3 toolbox B2 :

I # toolbox

3. REFANNTHES, 0 wget:

I # dnf install -y <package_name>
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{5 3 toolbox JA B/ & R I&
KiINBERT, 217 toolbox ML =/G5NTH A registry.redhat.io/rhel8/support-tools:latest 7RI A 25,
& 7] L& ]2 .toolboxre X FHiEE B R ITHB& K E shH M Fi R,

FRFM

e #/ oc debug node/<node_name> #3517 T m.

1. H /host % debug shell FEJIRE 5%, debug pod 7E pod HH] /host REEEENH root XHHR
i, MRBFRK N /host, EALLZITENAHITHREHE SN ZHHIEF -

I # chroot /host

2. #Eroot BFPHEBRS, GIE—1 .toolboxrc 3T :

I # vi ~/.toolboxrc

REGISTRY=quay.io (1]
IMAGE=fedora/fedora:33-x86_64 @)
TOOLBOX_NAME=toolbox-fedora-33 €}

@ Tt EEEREFH registry.
@ EEBEPHERBHE
© Tt : #5E toolbox FHHEN AT

0

3. ER&BHRARED) toolbox B2s :

# toolbox

-

IMR—PEFEH toolbox pod B7EiZ1T, I toolbox =it "toolbox-'
already exists.Trying to start....{# F§ podman rm toolbox- fiifR IE7EiZ1THY
toolbox® 28, FHEMITHI toolbox B25 LU 72 sosreport 1& {4 H TR,
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56 B REMMBEL

6.1. [ AR A AR A XS RS LS REF VAR

& A LR &1 clusterversion BHREFREL— 4 OpenShift Container Platform SRR AIA& B S A5 B4R,

FRFM

e LAMEREA cluster-admin & &I i 0] £,

B&% OpenShift CLI(oc).

. BIWERRA, ATAM. BTN EUREIRE

I $ oc get clusterversion

Fai tH o Bl

NAME VERSION AVAILABLE PROGRESSING SINCE STATUS
version 4.13.8 True False 8h Cluster version is 4.13.8

IRERERRRIIAG. BEHTH AR R RIC KAV I

I $ oc describe clusterversion

i th o Bl

Name: version
Namespace:
Labels: <none>
Annotations: <none>
API Version: config.openshift.io/v1
Kind: ClusterVersion
#...
Image: quay.io/openshift-release-dev/ocp-
release@sha256:a956488d295fe5a59¢c8663a4d9992b9b5d0950f510a7387dbbfb8d20fc5970ce

URL:  https://access.redhat.com/errata/RHSA-2023:4456
Version: 4.13.8

History:
Completion Time: 2023-08-17T13:20:21Z
Image: quay.io/openshift-release-dev/ocp-

release@sha256:a956488d295fe5a59c8663a4d9992b9b5d0950f510a7387dbbfb8d20fc5970ce

Started Time: 2023-08-17T12:59:45Z

State: Completed
Verified: false
Version: 4.13.8
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5B 7 E IEHkR

7.0 RS HERR

7L BERRAEERE L E

L%} OpenShift Container Platform &% [n|#li 1T EBEHERRIT, BT LAR R % A& RAEEW N ER BN
i, RE, KRESZYEABEXFZERETE,

OpenShift Container Platform RS2 GIELU TN ER -
1. BI& Ignition BE & ST,
2. bootstrap #2885 S F FFIAFEE control plane #1288 | S AT EHIILIE FHR.
3. control plane HL23M bootstrap #2831k EULAR ¥R FH 52 E 51,
4. control plane #1231 F bootstrap Hl2s2HK etcd &%,
5. bootstrap H28FE A etcd B FBNImAT Kubernetes control plane,
6. IImH} control plane 4 7 ££58 control plane V%! control plane #12%.
7. Ikt control plane k#l, FIFEHITNER 45 £ 7% control plane,
8. bootstrap #1234F OpenShift Container Platform H{4 7 INZEI4E 7 £ control plane,

9. LR KM bootstrap Hl2%.

1. control plane LA—%H Operator I RN REHMARS .

2. EBRTHHEEARZFAENERAY, SRAEZIFHIIMEH IR worker 125,

71.2. AP EmABEMRL R RERED

BNRE S EHEARERFBENEMRN, W FRERFBHOEMRIINELR, OpensShift Container
Platform A ERERHMAA AT, LERERALG. BETHE, TLUERAILMERERBEMNATE
BEETHZRI,

IR T LAE B IR AR E R 2K _E R % OpenShift Container Platform 4.14, MRIEFER XN RE S,
HREBEAMBENEMBNREXEIHNRNE. HH, EREMEEEUTE

e #FE Red Hat Enterprise Linux (RHEL) 48R40 RBIRE R E SR E AR SS SFE S E U
PAME A LUK 889 Red Hat Enterprise Linux CoreOS (RHCOS) X H T #FHI5,

o REEMELHMENRFEAET " RREFRAHLERE, BRGIEREFE BT FIHRER
ENTRCIHENEHRE,

o MRF|EMNEEM. BRFRFHEHA. TRENBE Kubernetes ENAMTUKRER BT BE
TRE, HRERDHNEEREN.
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B 7 = HEEHRR

p= =1
A REERRHENRE, SEBESMIENKENTFSB OpenShift Container

Platform EMEH S AT HN RN, T RESEREFISTRIVFERBIME G
FAAERBY T RININEISR R, BEXEBES DN EEN,

o MREBMANBENKB Y BEBELIE S OpenShift Container Platform 277 s, MIEEEH
FHE N B Machine API SZE],

o KMEEMETHNAERESIRME TS Ignition EBEXMEAEHMAEENEMAETREMN—ERD,
INRAIXEM, NMFBEFEAH HTTP RSSRIEE Ignition BLESXHE, 2R Ignition BL & ST A K
SRAKREE 7 XH WA ENATRmMAEMTR,

o MREF AT EMMELSRHEM, MERARX SR registry. Elasticsearch 5 Prometheus, NEEF5)
BRfEi. FRIEBAIITTEE, ArBanNEREREPRE LEKIAFEEE,

o EET A OpenShift Container Platform IfEH, TE—NMAEHIE2IRIEFTA control plane

TR % APLIER, &0 LUEBE#E OpenShift Container Platform DNS & E #1025k
HETF TCP M EFEARR AR,

7.1.3. 7€ OpenShift Container Platform a0 7 i #1€ 25 ECE

TEFF4A OpenShift Container Platform &R, 15 E B HI9ERECE.

FoRFM

o ERBAFEE T AR M EIIE SR, 4 OpenShift Container Platform &%, MU TRAIETFE
FA HAProxy WEEBHIR (4 71 9 #1AR 5589 Red Hat Enterprise Linux (RHEL) F#l.

e JifE% OpenShift Container Platform ZEBHECE T DNS 45,
o BIMEHEIRM SSH 17 [FITLRR,
AR
1. 127 haproxy systemd RS2 EEEX
I $ ssh <user_name>@x<load_balancer> systemctl status haproxy

2. WM Bt ST RIRFrERO, LT REISIARDO 80. 443, 6443 1 22623,

® XIF1E Red Hat Enterprise Linux (RHEL) 6 LjZ4TH HAProxy L, &£ netstat &5
EIm R -

I $ ssh <user_name>@-<load_balancer> netstat -nltupe | grep -E ':80:443|:6443|:22623'

e ¥IF7E Red Hat Enterprise Linux (RHEL) 7 5% 8 L2179 HAProxy 5L, E{#F ss s
B RS -

I $ ssh <user_name>@-<load_balancer> ss -nltupe | grep -E ":80|:443|:6443|:22623'
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p= =1
ZIPEEEIAE Red Hat Enterprise Linux(RHEL)7 SiE SR AF{EFH ss R M~

7= netstat, SS H iproute SR, BX ss T HIFIFIFSE Red Hat
Enterprise Linux (RHEL) 7 M#E1E 15/,

3. KEBECHT DNS 0% 2B WA 1 H 35

I $ dig <wildcard_fqdn> @<dns_server>

7.1.4. $8 € OpenShift Container Platform 2 F H &S

MBS T, OpenShift Container Platform 222/ BEN X E S info, MNRITIZRI KA
OpenShift Container Platform 22N & ERIFMHMBFRILE, Ea LUIEEH AR EN ¥ openshift-
install H&43/1R& 5 debug,

SR
o HUMREFHEFTR,
Pt
o HEEMRENFRERTIHXES debug:

$ ./openshift-install --dir <installation_directory> wait-for bootstrap-complete --log-level debug

Q Al BERI B &4 23E info, warn . error 1 debug.

7.1.5. openshift-install 345 (7] R B FE R
INRIBZIEIZ1T openshift-install S SEHEE A, HREUTHE :
o RIEFIRIE Ignition EBE XM OIERE 24 NRED, 21T T HSE A& Ignition X :

I $ ./openshift-install create ignition-configs --dir=./install_dir

e install-config.yaml X 5L ERFMUTFR—1MExP. NREMA Jopenshift-install --dir 177
BT Hth A EMNRERE, HXIE install-config.yaml X4 R EEFETIZE R,

7.0.6. WEREIE

& B LATE OpenShift Container Platform Zedkid f2fh MBI R%&. bootstrap # control plane B,
XiRE T RETENAYE, FEBTFIRMIRERBHIN .

SeREH
o MATLUFEAEBA cluster-admin £ A BMNAF 5015 R EE,

o B% %k OpenShift CLI(oc).
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IREEGEEHA SSH 1 RIFR,
%4 bootstrap # control plane 17 SR EE &,
==

#1A kubeadmin L a] £ 22 4% F 1B <install_directory>/auth/kubeadmin-
password F#EE,

Eﬁﬁ *EI:F'”P ""’KEE/U :

I $ tail -f ~/<installation_directory>/.openshift_install.log

2. 7E bootstrap 77 mB8|F/a, % bootkube.service journald #.t A&, XALLE T RE—

control plane #J bootstrap. ¥ <bootstrap_fqdn> &t bootstrap T LR EH A :

I $ ssh core@<bootstrap_fqdn> journalctl -b -f -u bootkube.service

bootstrap i s L H) bootkube.service HE&HiH etcd connection refused %
PR, X3RN bootstrap BRE523F;ETE control plane 7 s L% eted, RN
control plane 7 s EJE 5 etcd BT RBMAKEE, XMERNZREL,

3. 815 E, I control plane 7 s LM kubelet.service journald Bt HE, XA[LLE T f# control

plane 17 RACEREL,
a. ﬁﬁﬁ ocC ll/‘j:'mEu_.\ :

I $ oc adm node-logs --role=master -u kubelet

b. #NR API BEEETIE, £ SSHREFHE, ¥ <master-node>.<cluster_name>.
<base_domain> & hiE L M(E :

$ ssh core@<master-node>.<cluster_name>.<base_domain> journalctl -b -f -u
kubelet.service

4. 8|55, W1 control plane 7 £ crio.service journald HETHE, XATLEE T # control

plane 77 s CRI-O B2z T BED,

a. ﬁﬁﬁ ocC ll/‘j:'mEu_.\ .

I $ oc adm node-logs --role=master -u crio

b. #NR API BEEETIE, £ SSHEREFHE, ¥ <master-node>.<cluster_name>.
<base_domain> & hiE L M(E :

I $ ssh core@master-N.cluster_name.sub_domain.domain journalctl -b -f -u crio.service
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7.1.7. Y85 bootstrap 7 RiZ Wi EiE

L3825 bootstrap #8XHIAE, BTLAM bootstrap 17 mUi%E bootkube.service journald £ TBENE
%% E ljlll:\O

SR

o EHZ| bootstrap 7 s SSH 1 AT R,
o EH bootstrap T RHITLREE A,

o MNRMER HTTP RS 2RIEE Ignition BEEEXXH, NIIEE HTTP RSS2 T LR EE MmO
B MWBE HTTP EHHY SSH 15 R AR,

AR
1. S0R ALY A] bootstrap 7 mBYIEHIE, HRIEEEIE, BRI RAILURHEFRIRR.
2. JIE Ignition XFECE.
o MREER HTTP IR EFEE Ignition EZiE T4

a. IIF bootstrap 77 = Ignition X4 URL, ¥ <http_server_fqdn> iy HTTP AR5 2384
TEREES

I $ curl -I http://<http_server_fqdn>:<port>/bootstrap.ign ﬂ

-1 T RRERL, SNRIEER URL A Ignition X4, ZfH=iRE 200 OK K
B WIREA, ZenH RO 404 file not found,

b. BXIE bootstrap 1 s A UE! Ignition X, EEIHRS EN LM HTTP RS 2REE.
fBign, WNREFER Apache web AR5 ER1R 4L Ignition X, 1HMIALL TGS :

I $ grep -is 'bootstrap.ign' /var/log/httpd/access_log

INRUWE] bootstrap Ignition X, HEXHIHTTP GET HEEENEE 200 OK A Ihik
B, IXRTNIERKI,

c. TNRKRIE Ignition X, HIEE Ignition XHEREEFE, REERSENLESEYN
CHEFN Web AR5 251X R

o INRE[FERATHENFENHET Ignition BEE XA EAEHAE W EANREREN—ERS .
a. BE bootstrap T mBIZHEIE, LHENHIEE IEMEA bootstrap T s Ignition 34,
3. BF bootstrap T MO EMEME X EEE T A,
4. B bootstrap 1 mE S B M DHCP BRSSO E T — 4 IP Hutit,

5. M bootstrap 7 545 bootkube.service journald ®tHE, ¥ <bootstrap_fqdns &ty
bootstrap T mMITTEREHKS :

I $ ssh core@<bootstrap_fqdn> journalctl -b -f -u bootkube.service
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bootstrap i s L H) bootkube.service HE&HiH etcd connection refused %%
R, IXFR bootstrap BRZ5 23 TTiATE control plane 17 s Li%#El etcd, EEN
control plane 7 m L/E5) etcd BT REMAEE G, RN ZRFILE,

6. M bootstrap T A KERE,

a. f#f[ bootstrap 77 m_L# podman EWERE. 1§ <bootstrap_fqdn> E#fi 7}y bootstrap 7
mMERREEA :

$ ssh core@<bootstrap_fqdn> 'for pod in $(sudo podman ps -a -q); do sudo podman
logs $pod; done'

7. W03 bootstrap it F2KM, BHRIELLTHA,

o (R MZE EHFEHT api.<cluster_names.<base_domains>,

o MEIMEIRNIBIFO 6443 i£#E bootstrap # control plane 1R, BFRREEREHE
OpenShift Container Platform Z23 &K,

7.1.8. & control plane 77 s 22 2% 7]l

gNRIEE

Z control plane TI &M, HHATE control plane 17 ) OpenShift Container Platform 54

TE L HIRZ% (SDN) FIRILS Operator K7, U5 kubelet.service. crio.service journald ¥t H&F
control plane T mAZHERE, LA control plane TR IE, CRI-O B23217HIH1 pod BIIE .

FoRFM

°
°
°
°

iz

&R LMEREA cluster-admin & &R 15 A &2,
B &% OpenShift CLI (oc) .

EBREABENH SSH 1 FIFLRR,

&4 bootstrap # control plane 7 RBIE LR EH .

ﬁﬂ%ﬁﬁﬁ HTTP fRZ52:¥EE Ignition BECEX M, NITIEE HTTP RS 2T 2R ES & MmO
ANTEE HTTP EHLEY SSH 15 AT AR,

#1E kubeadmin Z Y A] FE R % EH18Y <install_directory>/auth/kubeadmin-
password F#5E,

1. SNRIERA L] control plane 11 mBYIRHIA, EiHEEH S, BT RATURHERRT. %

EiT 2, Ignition BESHRHIHEIEHIS

2. BE Ignition XEBCLE,

o MMRIEEER HTTP RSSEFITE Ignition BoE X4,
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a. 4uk control plane 77 /) Ignition X4 URL, f <http_server_fqdn> &#:4 HTTP RS
BT LRERS :

I $ curl -l http://<http_server_fqdn>:<port>/master.ign ﬂ

I PETRIRERL, HIRIEEM URL A Ignition X4, Ze&$aiRE 200 OK IR
. MERE, ZmHS=RME 404 file not found,

b. %Eﬁ_nfl: control plane 7 G ULE! Ignition X4, EEIRRSEN LB HTTP fR%52:H
B. BN, wRIEEA Apache web BRE523 1R Ignition X4 :

I $ grep -is 'master.ign' /var/log/httpd/access_log

INR U E] master Ignition X4, 1EXE HTTP GET HEEEMEE 200 OK AINRE,
FRRIE KRB,

c. FIRARULE Ignition X, FRRERSEEFETRSIN L. HEREHBITHIFRF]
P T AR 55 28 T BR

o MIREER BN EHEI Ignition BLE T A ENAFE W EANIGEREN—EBD

a. &%& control plane T RHIIEHIA, LUIAENGIRE EREA control plane 7 & Ignition
X4,

3. RRELEL control plane 1T RMIEFEHE X ERE A A,
4. B control plane 11 =2 & E M DHCP IR 2308 T — 4 IP Hutlt,

5. A7 control plane 17 sURTS.

a. #if] control plane 77 gURZS
I $ oc get nodes

b. WIER— control plane 7 si% B4 F Ready IR, KFRIFMBYT sk

I $ oc describe node <master_node>

IR FEAN %L 0] 5 B OpenShift Container Platform AP| I&izfT, =HE
kubelet i BEEBN T RLIZTT, NFTHEZIToc sy :

6. FATE OpenShift Container Platform SDN k75,

a. 1f openshift-sdn & Z2[A| A& & sdn-controller. sdn 1 ovs SRR -

I $ oc get daemonsets -n openshift-sdn

b. WMRIXLFTIRFH Not found, & F openshift-sdn 3% Z2 (A R #Y pod :

I $ oc get pods -n openshift-sdn
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c. 17 openshift-sdn %4 22 A b 5 KA OpenShift Container Platform SDN pod #85%HH
=+ .

I $ oc logs <sdn_pod> -n openshift-sdn
7. IESBEMAEERS,
a. AEEHNMARBEREFAE

I $ oc get network.config.openshift.io cluster -o yaml

b. MNRLERFEITEVNEMLSEE, HHREMR Kubernetes ;ERFH AT EHEH L :

I $ ./openshift-install create manifests

c. #%& openshift-network-operator #n 4 22 [A|FH ) pod K, LA Cluster Network
Operator (CNO) R&EEZ1T :

I $ oc get pods -n openshift-network-operator

d. M openshift-network-operator #n £ 22 [5] UK EE M 4% Operator pod B :

I $ oc logs pod/<network_operator_pod_name> -n openshift-network-operator

8. BISfE, Wi¥E control plane 7 = E#J kubelet.service journald #5t AR, XA LR T ## control
plane 11 RKERED,

a. [ oc KRR AE :

I $ oc adm node-logs --role=master -u kubelet

b. MR API EIEER I, #H SSHRXREFHE. ¥ <master-node>.<cluster_name>.
<base_domain> & iE L M(E :

$ ssh core@<master-node>.<cluster_name>.<base_domain> journalctl -b -f -u
kubelet.service

1217 Red Hat Enterprise Linux CoreOS(RHCOS)HJ OpenShift Container
Platform 414 &8 | A A[ 48, BIKITF Operator KN FAEBEN, FEIX
A SSH iR &REE T s, EZ OB SSH INE 2 RTEERT, 151217 oc adm
must gather f1E Ak oc S HEENREATURHMEBHEIE, B2, MR
OpenShift Container Platform API R f, 5k kubelet EB IR T R EFTIEIE
B I, oc BIERAEZ RN, EXMIERT, JLUER ssh core@<nodes.
<cluster_name>.<base_domain> 3 ijj[7] 77 &,

9. BIS g, 7E control plane 17 s EH:3& crio.service journald ¥t AR, XA LR T ## control
plane 77 R CRI-O B2HZ 1T BIED,

a. [ oc KRR AE :
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I $ oc adm node-logs --role=master -u crio

$ ssh core@<master-node>.<cluster_name>.<base_domain> journalctl -b -f -u
crio.service

10. M control plane i | L8 /var/llog/ FHHEEF B RIKNERE.

a. KEX /var/log/ FERHMENHEEIR. LLTRAEIFIHAE control plane 77 s £
/var/log/openshift-apiserver/ IS4 :

I $ oc adm node-logs --role=master --path=openshift-apiserver

b. K% /var/log/ FEEHMEERR., UWTRAIH EEBRE control plane 77 sy
/var/log/openshift-apiserver/audit.log A& :

I $ oc adm node-logs --role=master --path=o0penshift-apiserver/audit.log

c. MR APITEEETE, 1HHEASSH REFBNMNTREMBAE, UTRAIZ
/var/log/openshift-apiserver/audit.log E’\JE‘%‘&BE’JP\JQ :

$ ssh core@<master-node>.<cluster_names>.<base_domain> sudo tail -f
/var/log/openshift-apiserver/audit.log

1. {#f SSH & & control plane TT A HE.
a. FIHASS
I $ ssh core@<master-node>.<cluster_name>.<base_domain> sudo crictl ps -a
b. £/ crictl 3RAHEE :

$ ssh core@<master-node>.<cluster_name>.<base_domain> sudo crictl logs -f
<container_id>

12. t0REBE control plane 77 mECE A&, EJIUE MCO, MCO if=# DNS I K2 EER ITE.
Machine Config Operator (MCO) fEZE T IEh EIRRIERY LEE% BB R GE I B
T DU ROIE B B 3R

a. M MCO IR E T M. J¥ <cluster_name> E i )5& U H(H :
I $ curl https://api-int.<cluster_name>:22623/config/master
b. MNRIHRARMIN, HIIER B RRE, HBRRREEBENERD 22623 £ia17,
c. HUE MCO I B9 DNS 1Lk 25 BECE FH AT EI 71 H91 4.
i. X EXH MCO tin R & #za1T DNS & :

I $ dig api-int.<cluster_name> @<dns_server>
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55 7 F MR
i. fEfESESR L2 E MCO IP il AT ¥ M -
I $ dig -x <load_balancer_mco_ip_address> @<dns_server>

d. %iE MCO @& E M bootstrap 7 miz1T. ¥ <bootstrap_fqdn> &t/ bootstrap 7
E'—Eélﬁiﬁﬁ% :

I $ ssh core@<bootstrap_fqdn> curl https://api-int.<cluster_name>:22623/config/master

e. RUIHIERETE]AJIFE bootstrap. master #l worker T RIE[REFERYL, REENT R RGE
%EP;Q%ETIEH*DETIEHH-}? LJ/—I"{IZIII_.\ .

I $ ssh core@<node>.<cluster_name>.<base_domain> chronyc tracking

f. REIEPHBERME

I $ openssl s_client -connect api-int.<cluster_name>:22623 | openssl x509 -noout -text

7.1.9. f R etcd Z& |0

NRELETRFBE eted (7, EALUEE etcd pod IRAFUE eted pod BiE, &L LUSIE eted
DNS it X F 1 E control plane 77 s £ DNS & 4,

FoRFM

it =

&R LUMER B cluster-admin & &R 150 £ R,
B &% OpenShift CLI (oc) .

BEEBEIENE SSH Ui AHR,

A control plane W AT LR E .

. F&7 eted pod BIRES,

a. & openshift-etcd 22 A A pod K :
I $ oc get pods -n openshift-etcd
b. #%& openshift-etcd-operator 34 22 (5] A fY pod R :

I $ oc get pods -n openshift-etcd-operator

2. MR L4 HEEM pod %A &7~ Running 5 Completed A2, 157 pod K IZBFE

/GNO

a. & pod BEH :

I $ oc describe pod/<pod_name> -n <namespace>
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76

b. % pod B :

I $ oc logs pod/<pod_name> -n <namespace>

c. IR pod EZ1 AR, ULHHRNNE—NMERFTEZDEHRPRUIRELH. REBITE
%EE’JEIL;\ :

I $ oc logs pod/<pod_name> -c <container_name> -n <namespace>

3. MR API TEEE T, EEA SSHREFBE control plane 77 s £ etcd pod F1A 28 H &
¥ <master-node>.<cluster_names>.<base_domain> &t /3& H891H,

a. BIHEA control plane 7 s £ etcd pod :

$ ssh core@<master-node>.<cluster_name>.<base_domain> sudo crictl pods --
name=etcd-

b. XfF% %A &= Ready RSB pod, HAIKE pod IR&. 1§ <pod_id> &l E—aHkH
FHE pod ID:

$ ssh core@<master-node>.<cluster_name>.<base_domain> sudo crictl inspectp
<pod_id>

c. G pod HHRHIESES :

$ ssh core@<master-node>.<cluster_name>.<base_domain> sudo crictl ps | grep
'<pod_id>'

d. ¥ F%&%E L~ Ready REMAR:, HIFARERINKS, ¥ <container_id> & h E—
S H5 HEESR ID:

$ ssh core@<master-node>.<cluster_name>.<base_domain> sudo crictl inspect
<container_id>

e. MEEMK T Ready KEMARMBER. & <container_id> &t h E—amSHiHH5IH
H&a2s ID:

$ ssh core@<master-node>.<cluster_name>.<base_domain> sudo crictl logs -f
<container_id>

k

-

1217 Red Hat Enterprise Linux CoreOS(RHCOS)HJ OpenShift Container
Platform 4.14 &8 MR A48, KT Operator KN FAERBEN, FEIX
5 SSH ViR &REE T M, EZ OB SSH INE 2 RTEERT, 151217 oc adm
must gather f1E Ak oc S HEBENRE AT URMEBHEIE, B2, MR
OpenShift Container Platform API "I f, =K kubelet EBIn T R EFTIEIE
BILF, oc BIERASZ RN, EXMIERT, JLUER ssh core@<nodes.
<cluster_name>.<base_domain> 3ijj (7] 77 52,

4. F3E control plane 77 sRBYEFIMIE DNS AR5 2515
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7.1.10. 5% control plane 7 & kubelet #1 API iz 55 25 7] &

%Etz%foqﬂﬂﬁ control plane "7 &% kubelet 1 API fR5525 R/, 15f:E DNS, DHCP #lfi#ii9tss
Theg. HH, IEMRIIER&ETE,

SeRF M
o RAELUEMESA cluster-admin & &I 10 EE,
e B%%E OpenShift CLI (oc) .
o MEBEBEAIIEHA SSH 1 [FITLRR,

e {&®A control plane T T LR EE L,

it =

1. 98E API BRZ5 2389 DNS 1L R AR control plane 7 s _E#J kubelet EME! https://api-int.
<cluster_name>.<base_domain>:6443, @{Ric &38| A %R,

2. WBRAEIEIRMIRDO 6443 E X BB control plane 7 &,
3. 27 DHCP @& RMH T HE—8 control plane T REH B,
4. BB control plane 77 s £ kubelet.service journald #. T H .

a. [ oc KRR AE :

I $ oc adm node-logs --role=master -u kubelet

b. #NR API EEEE I, £ SSHREFHE, ¥ <master-node>.<cluster_name>.
<base_domain> & hiE L M(E :

$ ssh core@<master-node>.<cluster_name>.<base_domain> journalctl -b -f -u
kubelet.service

k

-

1217 Red Hat Enterprise Linux CoreOS(RHCOS)HJ OpenShift Container
Platform 4.14 &8 | R A[ 48, BKIITF Operator KN FAEBEN, FEIX
8 SSH i &EE T R, EZE@T SSH K IZBEERT, 15217 oc adm
must gather &AMt oc S/ HEENREATURMEBHEIE, B2, MR
OpenShift Container Platform API R f, 5k kubelet £ BIn T R EFTIEIE
EITF, oc BIENSZRIRN, 1EXFIER T, ATLAMER ssh core@<nodes.
<cluster_name>.<base_domain> 3 ijj[7]77 &,

5. K% control plane 7 s kubelet B BIIE T HE B
a. A oc fREHE :

I $ oc adm node-logs --role=master -u kubelet | grep -is 'x509: certificate has expired'
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b. IR API TEEEL(F, £H SSHREEBHRKR, £ <master-node>.<cluster_names.
<base_domain> & hiE L M(E :

$ ssh core@<master-node>.<cluster_name>.<base_domain> journalctl -b -f -u
kubelet.service | grep -is 'x509: certificate has expired'

T e

7.1.11. V37 worker 77 S 223 n]

INRIBE worker T mRE (MM, BLAEE worker TI mAUIRE. U5 kubelet.service. crio.service
journald BT BEH worker TR AR, LUEE worker T7 R IE, CRI-O B2321TH#0 pod H1E
Mo FHH, BEALUEE Ignition X4EF] Machine AP Operator 8 IE%IVF INR worker 1T MERZFH
BRI, £:E Machine Config Operator (MCO) #1DNS @HBEEITE, EiAaLASIE bootstrap.
master ] worker T mZ ARG R ERSE, FHIUEES,

FERFZFH
o MAETLUMFAESR cluster-admin A& 15 H &R,

o B%%E OpenShift CLI (oc) .
o MEBEHIIEMNH SSH 1R RR,
o &% bootstrap #1 worker T R LREE &,

° ﬁﬂ%ﬁﬁﬁ HTTP fRZ52:¥EE Ignition BECEXX M, NI IEE HTTP RS 2T 2R EE R MmO
AHTEE HTTP EHEY SSH 15 AT AR,

p= Y=
#1E kubeadmin Z Y A] FE R & EH1BY <install_directory>/auth/kubeadmin-
password F#5E,

it

1. SR AL worker ¥ RBUEHIA, WLIREHA, HETATUIMETER, ERETRE
I:P, Ign|t|on EIL;\/%/U\EHUH:IIEIJ*V‘U%U

2. BE Ignition XEBCLE,
o MMRIMEER HTTP RSSEFITE Ignition BoE X4,

a. 3 worker 7 52 Ignition X4 URL, ¥ <http_server_fqdn> & HTTP AR%5 23895
EIREEA :

I $ curl -I http://<http_server_fqdn>:<port>/worker.ign ﬂ

I PERRERL, HIRIEEM URL A Ignition X4, Ze&$aiRE 200 OK IR
To MREE, ZpHRIRE 404 file not found,

b. EIUE worker 11 s 2B U E Ignition X4, THEIE HTTP EHL LM HTTP BRSS 2B E.
Blan, INRIEFER Apache web ARS5 25124t Ignition X4 :

I $ grep -is 'worker.ign' /var/log/httpd/access_log
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INRUE] worker Ignition X, XM HTTP GET HEHENES 200 OK ARINIKE,
RRIEKRB,

c. FIRAKRULE Ignition X, FRRERSEEFETRSIN L. HEREHBITHIRRF]
P T AR 55 28 T RR

o INREERTHERENEIR Ignition BLB ST A ENE N EAAEEN—ERS
a. A& worker TTRIUEHIE, LUAENGIEE EREA worker 17 Ignition 3T,
3. 18 worker T RABMFH X ERE T M,
4. B9IF worker T 2 A B M DHCP IR 230 B T — 1 IP Hhhit,

5. M7 worker 7 sk,
a. BHTTRIRE :
I $ oc get nodes
b. FKEUE A L Ready KRB worker 17 REYTFEA T mi@h
I $ oc describe node <worker_node>

INREANLEE 0] F B OpenShift Container Platform APl T5i%121T, =&
kubelet iIN&BEBNT R Liz1T, NFEEIZIT oc 4,

6. 5 control plane 77 s R, worker i s{&H Machine AP| Operator EREF1Y B, 7 Machine
API Operator B

a. & Machine API Operator pod A7 :
I $ oc get pods -n openshift-machine-api
b. #15R Machine API Operator pod %8 4F Ready K, 1HIFHMFIE pod BIEH :
I $ oc describe pod/<machine_api_operator_pod_name> -n openshift-machine-api

c. f:¥ machine-api-operator 33 H&. A #s1E machine-api-operator pod FiZ17 :

$ oc logs pod/<machine_api_operator_pod_name> -n openshift-machine-api -c machine-
api-operator

d. EHE kube-rbac-proxy F2EHE. A#sthRTE machine-api-operator pod HiZ17 :

$ oc logs pod/<machine_api_operator_pod_name> -n openshift-machine-api -¢ kube-
rbac-proxy

7. BIS g, Wi worker 7 m_E kubelet.service journald BBt A&, XA L& T ## worker 17 4%
HED,

a. [ oc KRR AE :
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I $ oc adm node-logs --role=worker -u kubelet

b. #NR API BEEE I, £ SSHEREFHE, ¥ <worker-node>.<cluster_name>.
<base_domain> & hiE L M(E :

$ ssh core@<worker-node>.<cluster_name>.<base_domain> journalctl -b -f -u
kubelet.service

k

-

1217 Red Hat Enterprise Linux CoreOS(RHCOS)HJ OpenShift Container
Platform 414 &8 | AR A[ 48, BKIITF Operator KN FAERBEN, FEIX
A SSH iR &REE T . EZ OB SSH INEZRTEIERT, 151217 oc adm
must gather f1E At oc S HEERE AT URHMEBHEIE, B2, MR
OpenShift Container Platform API "], =k kubelet EBIn T R EFTIEIE
B ILE, oc BIERSZRIRN, EXFERT, AILIER ssh core@<nodes.
<cluster_name>.<base_domain> 3ijj[7] 77 52,

8. BIS &, 7E worker 77 m_EFKEX crio.service journald BT HE, XA LR T #2 worker 17 s CRI-
O BB ITHBYETD,

a. [ oc KRR AE :

I $ oc adm node-logs --role=worker -u crio

$ ssh core@<worker-node>.<cluster_name>.<base_domain> journalctl -b -f -u
crio.service

9. M WOI’keI’ TR J:E’J /Var/log/ TE’]*#IE.? B %”&% E iTho

a. IKEX /var/log/ F B xHMErBEEIIR. UTREIZIHAAE worker 19 L /var/log/sssd/ #
BT

I $ oc adm node-logs --role=worker --path=sssd

b. 1% /var/log/ FEEHMEERER, WA HEBRE worker 11 s
Ivar/log/sssd/audit.log HA :

I $ oc adm node-logs --role=worker --path=sssd/sssd.log

c. MR APITEEETE, 5HASSH REFEBNTREMWBAE. UTRAIER
Ivar/log/sssd/sssd.log FIEZRE S :

$ ssh core@<worker-node>.<cluster name>.<base domain> sudo tail -f
/var/log/sssd/sssd.log

10. ﬁﬁﬁ SSH EE worker jﬁ" ‘@“%EE/L.\Q
a. JHASR:
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I $ ssh core@<worker-node>.<cluster_name>.<base_domain> sudo crictl ps -a

b. £ crictl R AEREE :

$ ssh core@<worker-node>.<cluster_name>.<base_domain> sudo crictl logs -f
<container_id>

1. INREBE worker TV mECE R, f&& MCO, MCO ifim#l DNS I KB B IEEIiZ1T. Machine
Config Operator (MCO) EREIEZHEFERRERGRE, RN EERERGNHERELUR
UEF YA R,

a. M MCO IR E T M. J¥ <cluster_name> E i 5& U H(H :

I $ curl https://api-int.<cluster_name>:22623/config/worker
b. MNRIHRARMIN, HIIER B RRE, BRIRREEBENERD 22623 £ia1T,
c. $UE MCO i RH DNS IL % 2 & BB F AT B 7 #9125,

i. X E X MCO tin & #ZA1T DNS & :
I $ dig api-int.<cluster_name> @<dns_server>
ii. TEMEIIE R EXTOER MCO IP Ml #4753 @ & i) -
I $ dig -x <load_balancer_mco_ip_address> @<dns_server>

d. %iE MCO @& B M bootstrap 7 mi21T. ¥ <bootstrap_fqdn> &t/ bootstrap i s
TRREFS

I $ ssh core@<bootstrap_fqdn> curl https://api-int.<cluster_name>:22623/config/worker

e. RUTEENET Rl ATITE bootstrap. master # worker T mIERFRS ., REFEN T RBRLGH
PhSENT EFIN ARSI ER -

I $ ssh core@<node>.<cluster_name>.<base_domain> chronyc tracking
f. RREIEHRBERME

I $ openssl s_client -connect api-int.<cluster_name>:22623 | openssl x509 -noout -text

7.1.12. B4 [5E 1) Operator K&

IR LATERZLERITI A Operator IR, KR A AB Operator WiZEi#iE, KERASH Pending
HEFHIRIKEM Operator pod HEE, $IEA R pod R AR EMITER,

FeREH
o ATLUFAEA cluster-admin BAE&IAE iR EEE,

e B% %k OpenShift CLI(0C).
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A
| RERELERN, BEFAS%E Operator A A,

I $ oc get clusteroperators

2. BIFFRERSBEMIEBERZ1ER (CSR) BR B, BET AL EA%L N Ready IR, BAEL
L& B¥ Operator JRETLIAHEA (MNRFEFLIER CSR)

a. T# CSR AT, FHBERRFIMEIEREHNEAENE40E Pending st Approved REHE
ImANAR S5 2R1FK -

I $ oc get csr

it Bl

NAME AGE REQUESTOR CONDITION
csr-8b2br 15m  system:serviceaccount:openshift-machine-config-operator:node-
bootstrapper Pendingﬂ

csr-8vnps 15m  system:serviceaccount:openshift-machine-config-operator:node-
bootstrapper Pending

csr-bfd72 5m26s system:node:ip-10-0-50-126.us-east-2.compute.internal
Pendingg

csr-c57lv. 5m26s system:node:ip-10-0-95-157.us-east-2.compute.internal

Pending

@ =/ iR CSR,
@ mHBIKCSR,

TEARBIH, FHEVSMATERR, EURREINRFPEIELS AR CSR,

b. #NR CSR&BIREHE, EMARMANEFNFTEFRFLIE CSR &4 TF Pending KRE 5, Fit
HEEERENLZRRY CSR

BT CSR B, RILEERVISSRINEIERE—/NTREEN
CSR, MERBE—/NNR#EEH], IEBFERE, BN TASEESMNE
Fo WIHERTA XIS, #ERLE CSRE, %28 kube-controller-
manager & B Bl # B S8 Mm% % CSR,

S FERS AR AP FEA/FZTHER, ENAEMA - B HrEMZR
o, IR RE—7EEB A kubelet 3IRHHEFHIER (CSR) . MREAH
HER, ] oc exec. ocrsh #l oc logs S G AN, FEN API RS 2:5E
3 kubelet FEERSSIEE. 5 Kubelet It Bt RIEIREEREBULIER
#AE, ZAELIEETA CSR, 1A CSR H system: node 5
system:admin -8 node-bootstrapper iR 551K F11R3S, FHHAILNT R
s
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o THHLE, WENEBNEWM CSRIBITLUTHMS
I $ oc adm certificate approve <csr_name> ﬂ

Q <csr_names> 24/ CSR &K H CSR B4R,

o ZHLHEFTBRALIER CSR, EHZITUTHRS :

$ oc get csr -0 go-template="{{range .items}}{{if not .status}}{{.metadata.name}}
{{"\n"}{{end}}{{end}}' | xargs oc adm certificate approve

3. &%& Operator E14 :
I $ oc describe clusteroperator <operator_name>
4. &% Operator fp#4Z2 (] FH) Operator pod KA :
I $ oc get pods -n <operator_namespace>
5. FREUEELTF Running SR ASH pod BOIEZH R
I $ oc describe pod/<operator_pod_name> -n <operator_namespace>

6. & pod B :

I $ oc logs pod/<operator_pod_name> -n <operator_namespace>

7. BE5 pod EMMEERB R AR, HEEEMBGRS
a. IKEXA IR pod f FRVERL B AT

$ oc get pod -0 "jsonpath={range .status.containerStatuses[*]}{.name}{"\t'}{.state}{"\t'}
{.image}{\n'{end}" <operator_pod_name> -n <operator_namespace>

b. FIHERBHRLITER -

I $ oc adm release info <image_path>:<tag> --commits

7113 MR ZEFIRERE
INSRE- R RETREIRME T SSH B85, I ET LUREE A LR =R,

SEMERZTHEFHEREEL, EaLiERH e wH&%ﬁELﬂZ&&E’JEMQ DRI
MIEFEZITHERHFIKNEBRR, E#MH oc adm must-gather f5,

FRFM

® 7 bootstrap i1 #25EKHET, OpenShift Container Platform ZE &K, bootstrap 7 sIE{EIZ
17, FEE SSH 1AL,
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e ssh-agent FRREEHITEN L FERRTE, FEHP ssh-agent HREMNREREFRETHEHN
SSH B,
o MREAEMEFEMEIY L REER, NWITEE bootstrap # control plane 7 5T LR
ElF A,
Pk S
1. E M bootstrap #1 control plane Hl23FKEN L& HEM RS ¢

o MRMHEARREFEFNEMEN, FHUHINTERERFHER, FBTUTHS

I $ ./openshift-install gather bootstrap --dir <installation_directory> ﬂ

— =

installation_directory 2 &£z 171§ EME % . /openshift-install create cluster,
b B k8 & R ERFELER OpenShift Container Platform & 3244,

NFRERFESHEMEN, RERFRREFEXREHNER, ALETBIEEINEH
P it

o MRMEHEAEBEFMEMRN, FIMITEREREFNER, HZTUTHS :

$ ./openshift-install gather bootstrap --dir <installation_directory> \ﬂ
--bootstrap <bootstrap_address> \9
--master <master_1_address> \
--master <master_2_ address> \
--master <master_3 address> 9

Q %1 F installation_directory, 1% EEIEZTHIEEMRE—BEX . /openshift-install
create cluster, It B X3 EREREFUER OpenShift Container Platform T S XX,

9 <bootstrap_address> 2% bootstrap #3852 E LS P Hitl,

T FEREFBEA control plane X master #1825, ¥ <master_*_address> ity
HELREEAS P thil,
==

FINEE T E=H control plane Hl28. HIFTA, FUHFATAE control plane #l
2, TREHNEREERTZL1,

it Bl

INFO Pulling debug logs from the bootstrap machine
INFO Bootstrap gather logs captured here "<installation_directory>/log-bundle-
<timestamp>.tar.gz"

MRFBEOBRREKRMEVZIIESIFF AR, H1E R A K48 B S,

7.1.14. H KR
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o INETMREL S OpenShift Container Platform 2 R A M2 RFEAER, BHEHRET
2.

7.2. 55 UET mERRIROR

721 EET RS, WRERENEE
EEERTABERRL. BREESITNTRES. A%, EHENT S LEEH kubelet IR 5

FeREH
o ATLUFAEA cluster-admin BAE&MAE iR EEE,

e B% %k OpenShift CLI(0c).
ik
o JIHERBPMAT RMNEM, KEMAE :

I $ oc get nodes

o HIEERHRBNT R CPUMREEARER

I $ oc adm top nodes

o HIEEETFIEM CPUMIREFEAER

I $ oc adm top node my-node

7.2.2. 1577 5 £ & kubelet 84

TR UEERE T RERKR. HREESITNTRAE. H4, TEAUEEAT R EEH kubelet 1R
K

/tho

FeREH
o RETLUFEAEZR cluster-admin A& i A& EE,

o AP|IIRSGSMATLUIESR TE,

o B &% OpenShift CLI (oc)

Pt =

1. kubelet B BN R LM systemd BRSSKREIE, Bif7E debug pod A& kubelet systemd AR
FFEE kubelet BIIRFS

a. N1 /a3 debug pod:

I $ oc debug node/my-node
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p= =1
INRIBTE control plane 7 s _E3iZ1T oc debug, FTLATE

/etc/kubernetes/static-pod-resources/kube-apiserver-
certs/secrets/node-kubeconfigs B kA EIEE kubeconfig ST,

b. ¥F /host B debug shell FEIMR B K, debug pod 7E pod 1 /host FIEE EHA root
XHRGL, [FREFHH /host, ERILLZTENTHITIRERPSEH ZFHHISTH :

I # chroot /host

2 3

cak

1217 Red Hat Enterprise Linux CoreOS(RHCOS)HJ OpenShift Container
Platform 4.14 &8 R R A[ 28, KT Operator KN FAEBEN, FEIX
6 SSH Vi 5EE T ==, B2, #03R OpenShift Container Platform API R 8]
F, 2#& kubelet TER TR ETEEETIE, oc BIENAKZRNRM, X
iERT, TLUER ssh core@<nodes.<cluster_names>.<base_domain>
SEVTIRT R

c. 17 kubelet systemd RSB ETEZL T m LB :

I # systemctl is-active kubelet

d. HiHE 4 kubelet.service 1A S8R :

I # systemctl status kubelet

7.2.3. BT R journal BE
&R ATE R IT SR BE 7T 289 /var/log & journald H ot HEFEAR B,

FeREH
o RETLUFEAEZR cluster-admin A& i A& EE,

e APIBRSMAR LUER T,
e B%% OpenShift CLI (oc) .
o MEBEBIIENM SSH Vi[RI RR,

it =

1. #&if) OpenShift Container Platform 52877 s kubelet journald £t H&. LA TRAEIEH
control plane 775 :

I $ oc adm node-logs --role=master -u kubelet ﬂ

Q RAR ISR E 1 kubelet LLZ i HAth 2T A 5.
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2. MEET =L /var/log/ THEEFBRKERRE.

a. FKEX /var/log/ FBRXHMMEMBE &R, LLTFREFIHEATE control plane 17 s ERY
/var/log/openshift-apiserver/ IS4 :

I $ oc adm node-logs --role=master --path=openshift-apiserver

b. K% /var/log/ FBERXAMFERE. AT REIHERBRA control plane 7 Y
/var/log/openshift-apiserver/audit.log A& :

I $ oc adm node-logs --role=master --path=o0penshift-apiserver/audit.log

c. IR API TEEE T, 15EMSSH REFESNTRLEMERE. UTRAIZ
/var/log/openshift-apiserver/audit.log FIE AR A :

$ ssh core@<master-node>.<cluster_names>.<base_domain> sudo tail -f
/var/log/openshift-apiserver/audit.log

pa -

1217 Red Hat Enterprise Linux CoreOS(RHCOS)HJ OpenShift Container
Platform 4.14 &8 R AR A48, KT Operator KN FAERBEN, FEIX
5 SSH iR &REE T M, EZ OB SSH INEZRTEERT, 151217 oc adm
must gather f1E Ak oc S HEERE AT URHMEBHEIE, B2, MR
OpenShift Container Platform APl REIF, =X kubelet ZEBHR 7 R EFTIEIE
B ILE, oc BIEREZRIRN, EXFERT, ILIER ssh core@<nodes.
<cluster_name>.<base_domain> 3 iJj[7] 77 s,

7.3. CRI-O B 23217 [n] @R FE HEFR

7.3.1. %F CRI-O B2z 1THB| &

CRI-O 2 Kubernetes IRAE A28, A SRERFEBEMEIRESRFMIEE Kubernetes 1k
¥, CRI-O B25IZ4EH systemd BRFFSTEE OpenShift Container Platform &8V s _EiZ 1T,

U IR SIZ T AR, BIEEA T R LB crio systemd FRSSBVIRS. MEAE RSB IZITH AR T =
Y% CRI-O journald #tH &,

7.3.2. 561F CRI-O ;247 BB RE

A LR B NERT 2 EIIF CRI-O 22217 BIERE,

FeREH
o ATLUFEAEA cluster-admin B&IAE iR EEE,

o B% %k OpenShift CLI(0c).

it 3
1. @77 s £ 718 debug pod HHY crio systemd RS EEE CRI-0 K.
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a. N1 /a3 debug pod:

I $ oc debug node/my-node

b. ¥¥ /host 1% debug shell FEIRB X, debug pod 7 pod ) /host FREEH EHH root X
HXR5, MIRBFREH /host, EALLEZTENAHITHREDSEM ZHHIE -

I # chroot /host

2 3

Gk

IRER=W

c. t# crio systemd [RGSEILTT M L2E B ¢
I # systemctl is-active crio

d. HiHFEIFAE crio.service KSR ¢

I # systemctl status crio.service

7.3.3. I1%E CRI-O journald ¥t HE
INRIBE CRI-O [rJ#, A LAMTTRFREX CRI-O journald It H &,
FoREZH

o RAELUEMAESA cluster-admin & &R 10 R,

o API RSN T AEE TAF,

o B% %k OpenShift CLI(oc).

e KA control plane 2 control plane #1235 LR EE 4.

1217 Red Hat Enterprise Linux CoreOS(RHCOS)#J OpenShift Container
Platform 4.14 81T AR 2, ©KIIF Operator KN AL RN, FEIL
5/ SSH ViR T m. B2, #1R OpenShift Container Platform API R a]
F, =k kubelet EBIT T R LETTAILEE T, oc BIENAEZRIRM, EXFHE
RF, AILAMEA ssh core@<nodes.<cluster_names>.<base_domain> 3 1ijj

1. 155 CRI-O journald #5tH&. LATRBIMATE control plane T (TEEREH) WEHE :

I $ oc adm node-logs --role=master -u crio

2. MEFET =IKE CRI-O journald Bt A :

I $ oc adm node-logs <node_name> -u crio
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3. MR API TEAEFE IR, A SSHREEFHE, ¥ <node>.<cluster_names.<base_domain>

B S HmE
I $ ssh core@<node>.<cluster_name>.<base_domain> journalctl -b -f -u crio.service

T

1247 Red Hat Enterprise Linux CoreOS(RHCOS)#J OpenShift Container
Platform 4.14 5811 m AR 45, ©KIfiF Operator N FAEEFN, FEIER
SSH iR &EE T s, EZ 0B SSH INEZITENERT, 151217 oc adm must
gather F1E M oc S EECIRE AT LURHERHHIEIE, B2, 3R OpenShift
Container Platform API "8I, = kubelet BT R LA IEE TE, oc #1F
NHSZE IR, EXMER T, ALMER ssh core@<nodes>.<cluster_names.
<base_domain> 3 ijj[A] 7 s,

7.3.4. 5518 CRI-O 72
MEBRILLT R, Bel LAF55ERR CRI-O G 1214 -

T RIETEAE pod £i517, FHIMLITFHR
Failed to create pod sandbox: rpc error: code = Unknown desc = failed to mount container

XXX: error recreating the missing symlinks: error reading hame of symlink for XXX: open
/var/lib/containers/storage/overlay/XXX/link: no such file or directory

BITEETET R LOIBFHEER, FHI “can't stat lower layer” £515% :

can't stat lower layer ... because it does not exist. Going through storage to recreate the
missing symlinks.

EEBRANBIEZAERT RIS, EBTRALTF NotReady K.
BEBITHI LN (crio) TEIEE TIF,

& FCiE# A oc debug node/<node_names 7£ 17 s £ /5 3/ debug shell, FE A BRZRZ1THI L]
(crio) TTEIER TE,

RIBLIT S RTE LR CRI-O T H AR IR,

FoRFH

it

e LIMEREA cluster-admin & &I i 0] £ 8,

B&% OpenShift CLI(oc).

. AT RLEMEA cordon, X2 T#RE T mITF Ready RSN FEEM TR E. HEN

Status #$4> F1777E SchedulingDisabled 5 i fE # 22

I $ oc adm cordon <node_name>

LA cluster-admin A B9 HEZE T m
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90

I $ oc adm drain <node_name> --ignore-daemonsets --delete-emptydir-data

pod = pod #E#xHJ terminationGracePeriodSeconds & 1%l %2 4 4% 1E BT
A, LEREMMFINMES 30 %, ERURESEHNENNARFHTAEE L M
RIZEMEARTF 90 #, N pod TEEATMLH SIGKILL, BITERIhZALE,

. BT RORERS, &1 SSH SIRHIAEET R, ABFIEEE root A

$ ssh core@node1.example.com
$ sudo -i

. FHZLE kubelet :

I # systemctl stop kubelet

. {ZIEFE pod :

a. FEALUT@S{E1E HostNetwork 3% B 1 pod, Al EEMERE], ERNEIHKETT
HostNetwork BRI %% 1@ pod.

.. for pod in $(crictl pods -q); do if [[ "$(crictl inspectp $pod | jq -r
.status.linux.namespaces.options.network)" = "NODE" ]]; then crictl rmp -f $pod; fi; done

b. {FIEFIAEAM pod :

I # crictl rmp -fa

. FZ1E crio IRSS :

I # systemctl stop crio

TIXEaSE, BRUSZEERRIENFE

ey
I # crio wipe -f

. JE5h crio # kubelet BRSS :

# systemctl start crio
# systemctl start kubelet

. B0 crio # kubelet BRZ5/53), B miF Ready KSR, KFXBFEZRFEESEIF :

I $ oc get nodes

it Bl
NAME STATUS ROLES AGE VERSION
ci-In-tkbxyft-f76d1-nvwhr-master-1 Ready, SchedulingDisabled master 133m v1.27.3
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10. W RRCHATLAE, YREHAEE SchedulingDisabled FIAER/ERA T HE :

I $ oc adm uncordon <node_name>

i th Bl

NAME STATUS ROLES AGE VERSION
ci-In-tkbxyft-f76d1-nvwhr-master-1 Ready master 133m v1.27.3

7.4, BAERGN IS BERR

OpenShift Container Platform 7£ RHCOS £i21T, &R LURERLLT 5 BHER 512/ RSB XM ] #,

7.4.1. KB N ERI

kdump AR 55 2IE7E kexec-tools kB, TRM T — MBI ENS. EILUERXMRSRERS
REARR, UERBIETIN.

x86_64 ZRf97#F kdump b FIER A (GA) K, HAZRMZHEF kdump L FHEARTIE (TP) R,
TRIZHE T H X AR LRFIH kdump ZERFIBHEAE R,

3 7.1. RHCOS Hg kdump ZHF

R4 R
x86_64 GA
aarch64 TP
s390x P
ppc64le P

BF

kdump XRERFEI=PRIE, RE2—PEORTIGEIIRE. RATEIEERZLNE ™ MIRSS
FRMI (SLA) X¥r, BWREAREHATE, MIERHERE - IMRHhERE], XL
RAT R LMER P RBIX AT, HENSEF LN BRRERGE L,

BRIABRATGEREXFEEMNESER, WSARATIT i F e,

7.4.1.1. 5 A kdump

RHCOS 7 kexec-tools #{4+ 8, BEEFLhECEF 8E/5 F kdump R,
i =

BUTLUL TS B4E RHCOS EE A kdump.

o1
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1. BEEBRAKEI SRR NBRETRAKERERE, FRAU TGS RERARSH

I # rpm-ostree kargs --append='crashkernel=256M'

%fF ppc6dle F£5, crashkernel By {EH crashkernel=2G-4G:384M,4G-
16G:512M,16G-64G:1G,64G-128G:2G,128G-:4G,

2. Ak BRI MSE AR, SNEBEAREMMEMAREINBAL /var/crash (L&, &%
& /etc/kdump.conf Eoi& 314,
=

INRIBBYT s fFEF LUKS INER ¥, a7 fE B LS5 E N kdump A5 5ER
AR AE R LUKS B &,

BXBE kdump BRSHIFEIE, EEE letc/sysconfig/kdump. /etc/kdump.conf #[]
kdump.conf FM TTHBER, BXREBELEBIRRFEE, 1§5% RHEL kdump X1,
BE

MREETHHELERT SWE, HHEBIRRIIE NFS 3 SSH iR %, BILFE
M /etc/kdump.conf B2 & ST AR HEFR multipath &3k,

3. 5 A kdump systemd BR%5.

I # systemctl enable kdump.service

4. BEREBNRY,

I # systemctl reboot

5. #A{R kdump 2I0%: T BRI, %7 kdump.service systemd RS BERINESIFEHE, cat
/sys/kernel/kexec_crash_loaded &5 H1E 1.

7.41.2. 7% 1 X5 A kdump

kdump fRS5 EENEBDNT RERFAHAKA-,. EAER kdump 2774 —EMA, BXERAEZFD
JERT kdump BORIA 17 mBOIZ NG AN, HILBRWRAEFENENT <HE A kdump RSS. £
=5 kdump IRSSEVEERAELE -

o N NERHARKERE TR, AT RAM B,
o AR TR A,
o RATHEERBELENIN 2R,
SNSRIR T #2/5 A3 kdump AR5 AR SRESZAE, IR ARIEE R B RAERESEERE A kdump, BARILRZ

B ETHISRMNSERE, BT MachineConfig R H{E A systemd HTENFE I REE N, F
EEBTPMRAET R BB kdump, A LLEIEE MachineConfig X5, FHZNTREA Ignition TE5EEE
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WELRRFEANEEXHREH,

2 3

INFEAXWMMAEEA Ignition BEERIE %5 RFNRH, 1S Installing — Installation
configuration BB A" BE XL TR,

cak

i =
NEEEESE[H ER & 13 MachineConfig X & :

1. B/ — Butane BCi& X4 99-worker-kdump.bu, FBFEEF/E A kdump :

variant: openshift
version: 4.14.0
metadata:
name: 99-worker-kdump ﬂ
labels:
machineconfiguration.openshift.io/role: worker e
openshift:
kernel_arguments: 6
- crashkernel=256M
storage:
files:
- path: /etc/kdump.conf ﬂ
mode: 0644
overwrite: true
contents:
inline: |
path /var/crash
core_collector makedumpfile -I --message-level 7 -d 31

- path: /etc/sysconfig/kdump 6
mode: 0644
overwrite: true
contents:
inline: |

KDUMP_COMMANDLINE_REMOVE="hugepages hugepagesz slub_debug quiet
log_buf_len swiotlb"

KDUMP_COMMANDLINE_APPEND="irgpoll nr_cpus=1 reset_devices
cgroup_disable=memory mce=off numa=off udev.children-max=2 panic=10 rootflags=nofail
acpi_no_memhotplug transparent_hugepage=never nokaslr novmcoredd hest_disable" G

KEXEC_ARGS="-s"

KDUMP_IMG="vmlinuz"

systemd:
units:
- name: kdump.service
enabled: true

wz‘tﬂq control plane ¥ &1/ MachineConfig % K, J% worker &t 7 4N B #Y

master.

©
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REAKSBERNBEGAKREARNE. IREE, BILURNEMAKRSE, X F ppc6dle
&, crashkernel B9EiY{E crashkernel=2G-4G:384M,4G-16G:512M,16G-

INREMBVINEN /etc/kdump.conf WAZ, 1S ELLERD FIENHIED inline FE89

®9

INREMBRINEN /ete/sysconfig/kdump AR, EE S hER 9 FH AR HER inline FEB
ﬁj\o

6 %1 F ppc6dle &, ¥ nr_cpus=1&ifiy maxcpus=1, XIELTE EFEIH,

BT HEINFS B, ®/7BHR nfs RRZESRINEIRE X -

/etc/kdump.conf 4RI

nfs server.example.com:/export/cores
core_collector makedumpfile -I --message-level 7 -d 31
extra_modules nfs

-

1. {8/ Butane L2 ECE YAML X4 99-worker-kdump.yaml, S&ERA4A T SAHNEE :

I $ butane 99-worker-kdump.bu -0 99-worker-kdump.yami

2. TEEEHN B2 YAML X4 IE <installation_directory>/manifests/ Bk, &8 a] LUE
A YAML TR B X B 5 0/ Ltk MachineConfig X/ £ :

I $ oc create -f 99-worker-kdump.yami
7.4.1.3. izt kdump BB
BX kdump BIfE R, 1ESH RHEL XA AR EINEL kdump B2 E BR4

7.4.1.4. DT %
BX kdump IS R, 1ESH RHEL XA EY 9 L B4

% .
BRI MR RHEL REiHH4T vmcecore 4#f,

® 7 RHEL Hi%i& kdump
® Linux %3 kdump
e kdump.conf(5)- /etc/kdump.conf BEi& SFHIBRF T, & AiEUH TR X

® kexec(8)- kexec ¥ EH man page
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58 7 &= WiSEHERR
o HX kexec M kdump BIZLHE RN IHE L E

7.4.2. i Ignition KK

MRFEEBEFES, Ignition KK, RHCOS 45| 5 E KR shell, FERLUTHERIRE R,
TR

1 BT a5 BRI ARSS TR

I $ systemctl --failed

2. °ik  EEANRS AT EEITUTH S EHRES

il]
¢

I $ journalctl -u <unit>.service

7.5. P2 [n] EA RS HERR

7.5.1. B0fal e R 4% 4 O

MFERNLRE, HEEFLIMLEOZLGIZE (NIC) BEUNAREN, OpenShift Container
Platform FiF5 Kubernetes AP| fRZ525:@ 15 #9 NIC H17 s8] 5K} systemd 12178 nodeip-
configuration.service iR 55 ¥ 7T R E. nodeip-configuration.service M5 ZR 1A B B X BXHY$E O ik
P,

£ nodeip-configuration.service R 55 E IEMH NIC [5, ZRFS=0IE
letc/systemd/system/kubelet.service.d/20-nodenet.conf X4, 20-nodenet.conf 3Z{45F
KUBELET_NODE_IP IfMEZr 1% B WARSS AR IP Hhtik,

Y kubelet BRZ5EBIES, ©5 M 20-nodenet.conf XA EEEEMEL BHIE, FIF IP H#Hiti%E S --node-
ip kubelet M H1T5, IJH:, kubelet BRS5 fH FARRIE IP Stk #5417 55 1P Hbiit,

MRELEGEFEE TEEIMG, HEET R IP AYEBBRAKBEOMNMLESR, 1 nodeip-
configuration.service [R5 FIRERTEE /S A FEAR R NIC, EELIERT, oc get nodes -o wide @
SHHHFH INTERNAL-IP IR Al gE 2 B EEFE T — PN REB NIC,

INREA FEHE T AR NIC ﬁ'ﬁ—rrilﬂ?%ﬁ{nqﬂliﬁ‘%aweﬁﬂﬁ, IEATRES B UL RS ¢
EtcdCertSignerControllerDegraded., &R LAGIE— MR, HABEE NODEIP_HINT TE2XEE

AW 1P %525, NMEREZER, HSH ik : %Eﬁﬁiﬁi.ﬁﬂ |P LD,
7.5.11. 1% : BEEIAT = IP EFZE

EEERIN P LD, ‘EZ_JJ«X@JL NEE NODEIP_HINT ZE£MIR X HEBEEZIAN IP EF 2
B, WITOER hint XX, AT LIM NODEIP_HINT ZZ&FR {5 ERY IP Mtk F R A e AR EM T & IP
ik,

B0, MBENTSAWHNDED, etho ity 10.0.0.10/24, M eth1 ity 192.0.2.5/24, FHEIAE
F3#5M eth0 (10.0.0.10), 7 & IP Hhib @& A 10.0.0.10 IP b,

FA BT LU NODEIP_HINT Z 2B & hismFMHh 240 1P, F1i0 192.0.2.1 BIFMM%, LUEEFEHMF
™ 192.0.2.0/24, FH Lk, eth1 £/ 192.0.2.5 IP itk BT 17 &,
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UFRER T N ESRIATY R IP L2,
TR

1. E1&H /etc/default/nodeip-configuration XX {4 FRINIRZ 4, 40 -

I NODEIP_HINT=192.0.2.1

BF

o FEMAT SMIAL] IP it #E 5 hint, HI40 192.0.2.5, T SAIHAEL] IP it
WESFT SR hint IP bt TR FREE,

e hint XY IP it (XA FHREERNFMN, EFRSRERNIRTXHHHIE
LERMIEWORE.

2. IBTLU TS 4R base-64 JRiZ A :

I $ echo -n 'NODEIP_HINT=192.0.2.1' | base64 -w0

it Bl

I TKOERUIQXOhJTIQIMTKyLjAUMCxxxx==

3. TEEREBLEERT, v master #l worker A AIEN SR E B L EBEERET :

99-nodeip-hint-master.yaml

apiVersion: machineconfiguration.openshift.io/v1
kind: MachineConfig
metadata:
labels:
machineconfiguration.openshift.io/role: master
name: 99-nodeip-hint-master
spec:
config:
ignition:
version: 3.2.0
storage:
files:
- contents:
source: data:text/plain;charset=utf-8;base64,<encoded_content> ﬂ
mode: 0644
overwrite: true
path: /etc/default/nodeip-configuration

¥ <encoded_contents> &t/ /etc/default/nodeip-configuration SL4EH base64 ZRid
K%, Bt TKOERUIQXOhJTIQOMTKYLjAUMCxxxx==, %3, TEESEHEHNRE
ZBITNEER 2248,

99-nodeip-hint-worker.yaml

96



B 7 = HEEHRR

apiVersion: machineconfiguration.openshift.io/v1
kind: MachineConfig
metadata:
labels:
machineconfiguration.openshift.io/role: worker
name: 99-nodeip-hint-worker
spec:
config:
ignition:
version: 3.2.0
storage:
files:
- contents:
source: data:text/plain;charset=utf-8;base64,<encoded_content> ﬂ
mode: 0644
overwrite: true
path: /etc/default/nodeip-configuration

ﬂ ¥ <encoded_contents> &t/ /etc/default/nodeip-configuration SL4EH base64 Ziid
K%, fli0 TKOERUIQXOhJTIQOMTKYLjAUMCxxxx==, %3, TEESEHSHEHRE
Z BRI EER 2248,

4. HERREFIRELBHEENB RS, W ~/clusterconfigs,
5. EREBEEE,

7.5.1.2. Fi2i& OVN-Kubernetes LU{FE B M OVS R

1Al LLBIR B BIEE M (secondary) Open vSwitch (OVS) B# br-ex1, OVN-Kubernetes BIELI K& %
NHERM % (MEG)3EHE, FTFE X OpenShift Container Platform 77 sBIAERM %, & 7] LATE
AdminPolicyBasedExternalRoute B & Y %R (CR) FE . MEG, MEG LHRMH T —1 pod, VA
LAWK, EMALBREF(ECMP)EREHLUR AL & (BFD)SE I,

ZEZ L HAEMAX(MEG)THEER M pod BAHFI, HEEGFEET R EEREROZHMED, 0 br-
ex1l, A% MEG &8 pod WHOREREBEEIEIAE OVS br-ex M,

BF

Brl, MEG AXFESHMHOEE—RMER, ME0IP. HOFAESKEOKESS, i
FRTAEHDOIP FHOMEEN MEG TR S BERBMRE M3, XZF N OVN-
Kubernetes #0{a] 2 BB & EH AR M5 HhHE 5548 (SNAT), XX EBBEHA—, HAREKE
IR [ B R A TS FME N BR R M — LEEA 5 AR Fh i 5,

IR AEN ZRECE 7B H U O B AR E A A BRI, Machine Config Operator fEFEH, fEEH
E#Y /etc/ovnk/extra_bridge FOIE— N34, FIXHSLEEN N RERER OVS MFTHIMLSEO &
*ﬂ‘o
B FH RS X R, Machine Config Operator ¥RBBLL T FERRAES -

1. RIBATIENIZSESE M, LA singular ITFEHEZE T =,

2. & Ignition EEEXHEABN TR, LUESDT KEWHAE br-ex1 MR ECE.
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3. 5k br-ex MAC it 2B 5 br-ex AT M4 %91 O MAC bl PTED,

4. 4T configure-ovs.sh shell FIZALE| A#HEOE X,

5. ¥ br-ex #1 br-ex1 FANEIEHTT &=,

6. BUHICKT Mo

A T m#RRE Ready A5 /G, OVN-Kubernetes Operator 216 EIFEE br-ex #
br-ex1, Operator &% k8s.ovn.org/I3-gateway-config ;T 25 FAEIEN T =.

BXHAM br-ex1 MFHAE BIERURIBAEZEIA br-ex WIFHIER, HESH" localnet RN E",

AR

1 OANE B SRS, SR EN M br-ex1 BOEOIERE, =OIF
HRMHED, XEgEOMENSIRES R XHHRE L, D4 MITER MachineConfig f & k7

FREA IR ERE O,

BF

T BIBHT A E R

AEFH Kubernetes NMState Operator 3 X 5K
NodeNetworkConfigurationPolicy (NNCP)& ¥ X4 3£ & LAA8E O,

A4, ERREE BREON, FANBEOSKFEORSHEINEN br-ex OVN
Kubernetes M44EREF .,

a. QBT EOE X, XEXHRRMEINSFEEST XX, BN KR FE

S

#77 enoi.config BIEE—AMEE O E LSRRI

[connection]

id=eno1

type=ethernet
interface-name=eno1
master=bond1
slave-type=bond
autoconnect=true
autoconnect-priority=20

$#7H eno2.config B8 MO E BB

[connection]

id=eno2

type=ethernet
interface-name=eno2
master=bond1
slave-type=bond
autoconnect=true
autoconnect-priority=20
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$77 bond1.config BI5E MR O E XX B

[connection]

id=bond1

type=bond
interface-name=bond1
autoconnect=true
connection.autoconnect-slaves=1
autoconnect-priority=20

[bond]

mode=802.3ad

miimon=100
xmit_hash_policy="layer3+4"

[ipv4]
method=auto

TUTES, FE LMD Base64 JiSHIF R

I $ base64 <directory_path>/en01.config
I $ base64 <directory_path>/eno2.config

I $ base64 <directory_path>/bond1.config

2. HEINELE, ¥ <machine_role> Bt iR AE, 40 worker, ¥ <interface_name> E#t
FIETA B br-ex M & F5.

I $ export ROLE=<machine_role>

3. ENSREEFEXHHRELEMEOE XL
4 bond1, enot, 1 en02 FIN T & X I 23 BC & X4~

apiVersion: machineconfiguration.openshift.io/v1
kind: MachineConfig
metadata:
labels:
machineconfiguration.openshift.io/role: ${worker}
name: 12-${ROLE}-sec-bridge-cni
spec:
config:
ignition:
version: 3.2.0
storage:
files:
- contents:
source: data:;baseb4,<base-64-encoded-contents-for-bond1.conf>
path: /etc/NetworkManager/system-connections/bond1.nmconnection
filesystem: root
mode: 0600
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- contents:
source: data:;base64,<base-64-encoded-contents-for-eno1.conf>
path: /etc/NetworkManager/system-connections/eno1.nmconnection
filesystem: root
mode: 0600
- contents:
source: data:;base64,<base-64-encoded-contents-for-eno2.conf>
path: /etc/NetworkManager/system-connections/eno2.nmconnection
filesystem: root
mode: 0600
#...

4. ERIRREALT 5 ROBN S ES XXM REEMLS AN

I $ oc create -f <machine_config_file_name>

5. f8A OVN-Kubernetes FI44HH7E T m L BIEE—> Open vSwitch (OVS) WM br-ex1, LLAIE
extra_bridge 34, AR SUHFRFEENE /etc/ovnk/extra_bridge B8R A, XHERIIIEAR
BN MGREOZT, MARXE brex WRIAED, BEES T SE IP i,

extra_bridge 3X{f /etc/ovnk/extra_bridge BB ERH, % X8| AEEO

I bond1

6. QBN SBERESF XM, UXHENAEEHPERNEMT RLEEE brex1 WMBEFHTED :

¥ bond1 & X NIEE br-ex1 BEEOMHSBEE X =HI

apiVersion: machineconfiguration.openshift.io/v1
kind: MachineConfig
metadata:
labels:
machineconfiguration.openshift.io/role: ${worker}
name: 12-worker-extra-bridge

spec:
config:
ignition:
version: 3.2.0
storage:
files:
- path: /etc/ovnk/extra_bridge
mode: 0420
overwrite: true
contents:

source: data:text/plain;charset=utf-8,bond1
filesystem: root

7. ¥% machine-configuration N A BIRFIE T & -

I $ oc create -f <machine_config_file_name>

8. Ak : EAILLEI 2 — PSR E XM R BE T R br-ex 1EFEZH, 12X HOIR

/var/lib/ovnk/iface_default_hint %7,
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pa -

FURFIE T br-ex HERAFNZEOLT, BAERT, brex REENAFMLHH
IP Stk F R RBIERE O, FLENZMARERTEEE brex RS EN T
RIEFERINEO S E,

a. EENT R EQENSEEXH, UBZRMIED,

BF

A ITTENRBXX 4, BAFEXR brex L% H, FXFFERANXHEHETNR
SEFRUAET =M P ik,

BRI EOMNSEEXH A

apiVersion: machineconfiguration.openshift.io/v1
kind: MachineConfig
metadata:
labels:
machineconfiguration.openshift.io/role: ${worker}
name: 12-worker-br-ex-override
spec:
config:
ignition:
version: 3.2.0
storage:
files:
- path: /var/lib/ovnk/iface_default_hint
mode: 0420
overwrite: true
contents:
source: data:text/plain;charset=utf-8,bond0 ﬂ
filesystem: root

ﬂ TR ERECE SN AR AT, IERAMR T R E7F7E bondO,

b. ENEENAREBNMEHR T REH, HEHRISFENT R, LULIE br-ex HEFETIHIRE
O, BRR5ETE br-ex1 F7E BT O3,

c. SR EXHN REIKEPIRER TR

I $ oc create -f <machine_config_file_name>

1. EAKE P exgw-ip-addresses HR5 1577 s B9 1P fitik, LUSIETY 23 6 AR
2RI -

I $ oc get nodes -0 json | grep --color exgw-ip-addresses

it Bl
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"k8s.ovn.org/I13-gateway-config":
\"exgw-ip-address\":\"172.xx.xx.yy/24\" \"next-hops\":[\"xx.xx.xx.xx\"],

2. BEEFEINT REMNMKBEOLH, URETT R EFETHBRT

I $ oc debug node/<node_name> -- chroot /host sh -c "ip a | grep mtu | grep br-ex"

it Bl

Starting pod/worker-1-debug ...

To use host binaries, run “chroot /host’

#...

5: br-ex: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 qdisc noqueue state
UNKNOWN group default glen 1000

6: br-ex1: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 qdisc noqueue state
UNKNOWN group default glen 1000

3. A% : aNREER /var/lib/ovnk/iface_default_hint, 5% br-ex B MAC it BB 5 F 5 FE
K MAC ik PTEg

I $ oc debug node/<node_name> -- chroot /host sh -c "ip a | grep -A1 -E 'br-ex|bond0'
R br-ex ¥E24 bond0f 3= 12 O A% H =< B

Starting pod/worker-1-debug ...
To use host binaries, run “chroot /host
#..
sh-5.1# ip a | grep -A1 -E 'br-ex|bond0’
2: bond0: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 qdisc fq_codel master
ovs-system state UP group default glen 1000
link/ether fa:16:3e:47:99:98 brd ff:ff:ff:ff:ff:ff
5: br-ex: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 qdisc noqueue state
UNKNOWN group default glen 1000
link/ether fa:16:3e:47:99:98 brd ff:ff:ff:ff:ff:ff
inet 10.xx.xx.xx/21 brd 10.xx.xx.255 scope global dynamic noprefixroute br-ex

HAth B
o FEFRINMLEHEESERM X

7.5.2. Open vSwitch [A] R fEHERR

HEN—L Open vSwitch (OVS) [ TERIEHER, EAIRRREEBERATIAIUTZES

=|
/CNo

aifi

INRIHEHME T R EMBERH, HEREALUEUT RO —HMT R LN SREE T AR ERBEHE

JCN =

E0514 12:47:17.998892 2281 daemon.go:1350] content mismatch for file /etc/systemd/system/ovs-
vswitchd.service: [Unit]

NBFBESRLEEXNBETHEL, EETKREBRERE BE55 B,
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7.5.2.1. Isf B & Open vSwitch B &5

TR ER SRR HERR, AT LUGITEEE Open vSwitch (OVS) BES . U TREAEEZEEF LT R 7
4, BREEHSIST RN, BEERHFIREFE.

HIT T ERRBERINE, EaEkckaiSREETTHEMBEHER, 127 #12EE ovs-
vswitchd.service WRAARLE, ERAZEAEER, HESENRTE, FREELIIEENRBE,

SERFEH
o EHLUFERER cluster-admin A &K H&EE,
o B% %k OpenShift CLI(0C).

it 3
1. 77 sJE 5N debug pod:

I $ oc debug node/<node_name>

2. ¥ /host 1% &N debug shell FEIIR B %, debug pod M pod EF'E’\J /host FREIEMNFEEEL root X4
%, HRBERSH /host, BRI LUIMENERG A IniT Z IS -

I # chroot /host
3. BE OVS BRI T syslog 2l
I # ovs-appctl viog/list
IR RBIEH ZRT syslog KEH info B H &L,
=1

console syslog file

backtrace OFF INFO INFO

bfd OFF INFO INFO
bond OFF INFO INFO
bridge OFF INFO INFO
bundle OFF INFO INFO
bundles OFF INFO INFO
cfm OFF INFO INFO

collectors OFF INFO INFO
command_line OFF INFO INFO
connmgr OFF INFO INFO
conntrack OFF INFO INFO
conntrack_tp OFF INFO INFO

coverage OFF INFO INFO
ct_dpif OFF INFO INFO
daemon OFF INFO INFO

daemon_unix OFF INFO INFO
dns_resolve OFF INFO INFO
dpdk OFF INFO INFO
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4. 87 /etc/systemd/system/ovs-vswitchd.service.d/10-ovs-vswitchd-restart.conf {4/ #)H
Gl

Restart=always

ExecStartPre=-/bin/sh -c '/usr/bin/chown -R :$${OVS_USER_ID##*:} /var/lib/openvswitch'
ExecStartPre=-/bin/sh -c '/usr/bin/chown -R :$${OVS_USER_ID##*:} /etc/openvswitch'
ExecStartPre=-/bin/sh -c '/usr/bin/chown -R :$${OVS_USER_ID##*:} /run/openvswitch'
ExecStartPost=-/usr/bin/ovs-appctl vlog/set syslog:dbg

ExecReload=-/usr/bin/ovs-appctl vlog/set syslog:dbg

ERIEMREIHR, BEIGNIZEN dbg. ENZEMTT, 1 syslog:<log_level> % iEH
off. emer. err. warn. info =k dbg., off H&EJ ST EiefE BEHE R,

5 EERS :

I # systemctl daemon-reload

I # systemctl restart ovs-vswitchd

7.5.2.2. X ABZ & Open vSwitch B &5
XFFXT Open vSwitch (OVS) BERABKHEATE R, ErRILUKAERRBER 5,

FeREH
o RETLUFEAEZS cluster-admin A& i A& EE,

e B% %k OpenShift CLI(oc).

¥ =
1. AR LLLTRAIM MachineConfig X ROIE— 3, 40 99-change-ovs-loglevel.yaml :

apiVersion: machineconfiguration.openshift.io/v1
kind: MachineConfig
metadata:
labels:
machineconfiguration.openshift.io/role: master 0
name: 99-change-ovs-loglevel
spec:
config:
ignition:
version: 3.2.0
systemd:
units:
- dropins:
- contents: |
[Service]
ExecStartPost=-/usr/bin/ovs-appctl vlog/set syslog:dbg g
ExecReload=-/usr/bin/ovs-appctl vlog/set syslog:dbg
name: 20-ovs-vswitchd-restart.conf
name: ovs-vswitchd.service
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ﬂ PUT S BRLAREE control plane TTmfa, BEEXMIRE, FNABIEES worker LIERE
worker 7 R,
@ %E syslog:<log_level> &, B4 off. emer. err. warn, info sk dbg, ¥ {HiXE
7 off R ERABREHEE,
2. NFANZRECE -

I $ oc apply -f 99-change-ovs-loglevel.yaml|

Hith TR
e T f# Machine Config Operator
o KENIAFEELRE

7.5.2.3. [ 7~ Open vSwitch B

FERALU TS LR Open vSwitch (OVS) B,

SERFEH
o EALUFERER cluster-admin & &K 5 HEEE,
e B% %k OpenShift CLI(0c).

ik
o ZfTUUTFE—®S :

FEHEEEEENN oc S ERAR :

o

I $ oc adm node-logs <node_name> -u ovs-vswitchd

o EFRIEHIMTRAEERERE :
I # journalctl -b -f -u ovs-vswitchd.service

BT MM — % 23 M oc debug node/<node_names &4,

7.6. TROUBLESHOOTING OPERATOR H[r] i

Operator 2—Ff3$T8. EEFEIE OpenShift Container Platform NARFEMAE. ©AHUBEIERK
I B TRRFIAMY B, A LUIE OpenShift Container Platform Wi i 482 T1E R, FARBHER Y
AR S SEHH RS, Operator #i% T AR TTAE A B AT, FEt MBS R B shif TR, T
BASEKIER" (kI HE &2k EnE)

OpenShift Container Platform 4.14 &35 T —2H2KIAM Operator, Ef 1S ER TIERTHEMN, XLEKIA
Operator B Cluster Version Operator (CVO) &I,

ENEREEIE A, EA# A OpenShift Container Platform Web #5148 CLI Z25 3£ H OperatorHub #Y

N AR Operator, ARG, &A™ fF Operator i I E—NKZ MR 2], HEH WAL ARFER, N
FA#2 R Operator B Operator Lifecycle Manager (OLM) #{TEE,
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NRiBE Operator []#, EISIE Operator 1T HRE, EERFHM Operator pod BERR, FHKE
Operator BELLFHITIZ B,

7.6.1. operator 1] [ 4R 2K BY
TR AT s AR RO 2R 8
R 7.2 TR R

KR fed

CatalogSourcesUnhealthy RAF@ETHN— DS DB KRR,

InstallPlanMissing ER DT IR R E TR,
InstallPlanPending RN REIT X IEEREH,
InstallPlanFailed TR & 1T X R
ResolutionFailed T 5] ARG L AR AT SR T

EKIL OpenShift Container Platform £2% Operator HH Cluster Version Operator (CVO)
B, ©fi%% Subscription X%, 2R Operator H Operator Lifecycle
Manager (OLM) &, Ef 8% Subscription X &,

Hih 5w
o BEREREX

7.6.2. {§ A CLI & & Operator 1] [FR S

&R LUER CLI ZF& Operator 1T KR,

FeREH
o RETLUFEAEZR cluster-admin A& i A& EE,

o B% %k OpenShift CLI(oc).

AR

1. FJH Operator 1T :

I $ oc get subs -n <operator_namespace>

2. {#F oc describe fp 5% Subscription FR :

I $ oc describe sub <subscription_name> -n <operator_namespace>
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3. IEMHHIHA, $HE Operator 1T KR K EH Conditions #84. 7ELLTRAI

#, CatalogSourcesUnhealthy 44XV EH false R, FE NFTAER B FIREBEE :

it Bl

Name: cluster-logging

Namespace: openshift-logging

Labels: operators.coreos.com/cluster-logging.openshift-logging=
Annotations: <none>

APl Version: operators.coreos.com/vialphat

Kind: Subscription

#...
Conditions:
Last Transition Time: 2019-07-29T13:42:57Z
Message: all available catalogsources are healthy
Reason: AllCatalogSourcesHealthy
Status: False
Type: CatalogSourcesUnhealthy
#...

ZKIN OpenShift Container Platform & 2% Operator H Cluster Version Operator (CVO)

B, ©fi%% Subscription X%, 2R Operator H Operator Lifecycle
Manager (OLM) &I, ©1 &% Subscription X%,

7.6.3. fff CLI &%& Operator BRIRIRE
IEAILMEA CLI & Operator B3R IREIA 5.

FoRFMH

=

L=

o ATLUFEAEA cluster-admin BAE&IAE iR EEE,

o B% %k OpenShift CLI(oc).

1. SIS REEPEFIE, B, KLk openshift-marketplace #3422 (6], 1%n 4422 (A F

THRESEEMBRR

I $ oc get catalogsources -n openshift-marketplace

i th o B

NAME DISPLAY TYPE PUBLISHER AGE
certified-operators Certified Operators grpc Red Hat  55m
community-operators Community Operators grpc Red Hat 55m
example-catalog Example Catalog grpc  Example Org 2m25s
redhat-marketplace Red Hat Marketplace grpc Red Hat 55m
redhat-operators ~ Red Hat Operators grpc Red Hat 55m

2. {#H oc describe TSR ENE * B RIBEHFEBIIAS ¢
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I $ oc describe catalogsource example-catalog -n openshift-marketplace

i Bl
Name: example-catalog
Namespace: openshift-marketplace
Labels: <none>

Annotations: operatorframework.io/managed-by: marketplace-operator
target.workload.openshift.io/management: {"effect": "PreferredDuringScheduling"}
API Version: operators.coreos.com/vialphat
Kind: CatalogSource
#...
Status:
Connection State:
Address: example-catalog.openshift-marketplace.svc:50051
Last Connect: 2021-09-09T17:07:35Z
Last Observed State: TRANSIENT_FAILURE
Registry Service:
Created At: 2021-09-09T17:05:45Z
Port: 50051
Protocol: grpc
Service Name: example-catalog
Service Namespace: openshift-marketplace

ELEAIE YD, REMRIMIRSE TRANSIENT FAILURE, IHiRASRT B FBREILERER
H R A] R,
3. BB B RRIE R 2R B M pod :

I $ oc get pods -n openshift-marketplace

=1

NAME READY STATUS RESTARTS AGE
certified-operators-cvonn 1/1 Running 0 36m
community-operators-6v8Ip 1/1 Running 0 36m
marketplace-operator-86bfc75f9b-jkgbc 1/1  Running 0 42m
example-catalog-bwt8z 0/1  ImagePullBackOff 0 3m55s
redhat-marketplace-57p8c 1/1 Running 0 36m
redhat-operators-smxx8 1/1° Running 0 36m

EaRZEFPAEE RN, fEiZemAZERGHBFKRUE— pod, ERIEAIRAGI
&, example-catalog-bwt8z pod HIRZA 2 ImagePullBackOff, LHIRASRRIIE B RIRIZES|
B FE R,

4. {#F3 oc describe S E pod LUKENE Z1F4E & -
I $ oc describe pod example-catalog-bwt8z -n openshift-marketplace
it Bl

I Name: example-catalog-bwt8z
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Namespace: openshift-marketplace
Priority: 0
Node: ci-In-jyryyg2-f76d1-ggdbqg-worker-b-vsxjd/10.0.128.2

Events:

Type Reason Age From Message

Normal Scheduled 48s default-scheduler Successfully assigned openshift-
marketplace/example-catalog-bwt8z to ci-In-jyryyf2-f76d1-fgdbg-worker-b-vsxjd

Normal AddedInterface 47s multus Add eth0 [10.131.0.40/23] from
openshift-sdn

Normal BackOff 20s (x2 over 46s) kubelet Back-off pulling image
"quay.io/example-org/example-catalog:v1"

Warning Failed 20s (x2 over 46s) kubelet Error: ImagePullBackOff
Normal Pulling 8s (x3 over 47s) kubelet Pulling image "quay.io/example-
org/example-catalog:v1"

Warning Failed 8s (x3 over 47s) kubelet Failed to pull image

"quay.io/example-org/example-catalog:v1": rpc error: code = Unknown desc = reading
manifest v1 in quay.io/example-org/example-catalog: unauthorized: access to the requested
resource is not authorized

Warning Failed 8s (x3 over 47s) kubelet Error: ErrlmagePull

FERImErRAE S, EHERRETBENRS|FRGER R Em I AR E. Fla, 3R
SR IE AT BE EEE R BB K EIUEM registry A,

Heth TR
® Operator Lifecycle Manager #:&F175/E — Catalog j&
e gRPC X#5 : EREIRE

o MFE registry 1jI7] Operator U4

7.6.4. #1f) Operator pod A%
BRI LA HEE B R Operator pod R ERE, B4 LUK 1418 Operator pod Bk,

FeREH
o METLUFEAEZR cluster-admin A& i A& EE,
o APIRSSMARRILUIEE TIE,

o B &% OpenShift CLI (oc)

ff

nie
1. B ERPZITH Operator, HiH&1E Operator frA. A AMFLZITHEMER -

S

I $ oc get clusteroperators

2. BIHTE Operator #pZ Z2[A|FRIZ{TH Operator pod, A% pod KA. EFEMFH :

I $ oc get pod -n <operator_namespace>
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3. HiH1E#) Operator pod ik :

I $ oc describe pod <operator_pod_name> -n <operator_namespace>

4. MR Operator [MEFFEFENT R, MFEIZT = LEIH Operator FERKS,

a. T RA3) debug pod :

I $ oc debug node/my-node

b. ¥F /host 1% debug shell IR B, debugpod 7E pod 4 /host FRIEE EHLA root X
HRYE, FHREFUH /host, ERILLZTENTHITIRRP S EH ZFHHISTH :

I # chroot /host

k

p= Y=

1247 Red Hat Enterprise Linux CoreOS(RHCOS)#J OpenShift Container
Platform 4.14 &1 AR 2, ©KIIF Operator KN AL RN, FEIL
5/ SSH ViR T m. B2, #1R OpenShift Container Platform API R a]
F, =k kubelet EBIR T R LTTAILEE T, oc BIENAEZRIRM, EXFHE
RF, AILAMEA ssh core@<nodes.<cluster_names>.<base_domain> & 1ijj
IREF-=W

c. T RBBRNFEMAER, SIBRTFMRKEXM pod ID:
I # crictl ps

d. FIET R ERFTE Operator B83MIER. LA TRBIZIE T network-operator 23R :
I # crictl ps --name network-operator

e. 1B debug shell,

7.6.5. L% Operator HE

INRBE Operator [Af, EETLLM Operator pod B &N ZHE B,

SoRFM
o AELUEMESA cluster-admin & BB 10 R,
o APIERFS DA LUEE THF,
o B OpenShift CLI(0C).

e KA control plane 2 control plane #2355 LR EE 4.
1. BUHTE Operator £ & 22 [0 2 {TH Operator pod, UK pod KA. EFFMER :
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I $ oc get pods -n <operator_namespace>

2. &

Operator pod BIH :

I $ oc logs pod/<pod_name> -n <operator_namespace>

fNR Operator pod EFEN A2, N LAGSHEE7E—NiER, HPEEE5/)IRNEH. M
5E—L‘§‘%§ 1/jEn_.\:

I $ oc logs pod/<operator_pod_names> -c <container_name> -n <operator_namespace>

3. MR API TEEETE, EEA SSH EKEFEA control plane 77 s £ Operator pod f1& 25 H
&, I <master-node>.<cluster_names>.<base domain> & J75& &8I {E,

a.

o

o

o

o

FHEA control plane 7 s LB pod :

I $ ssh core@<master-node>.<cluster_name>.<base_domain> sudo crictl pods

X FAEME R 2R Ready KSR Operator pod, AT Pod BIIRE. 1F
<operator_pod_id> &t E—an S Hid # 5 HEE Operator pod ID:

$ ssh core@<master-node>.<cluster_name>.<base_domain> sudo crictl inspectp
<operator_pod_id>

FH 5 Operator pod #HXH A2 :

$ ssh core@<master-node>.<cluster_name>.<base_domain> sudo crictl ps --pod=
<operator_pod_id>

S FEMREZ T Ready HREH Operator s, HIFARERIAIRS, I <container_id>
BHh E—ofHmHPyHIASR ID:

$ ssh core@<master-node>.<cluster_name>.<base_domain> sudo crictl inspect
<container_id>

EEAEMR TR Ready R Operator 2B E. f <container_id> it h E—&H 5k
H AR5 A SR ID:

$ ssh core@<master-node>.<cluster_name>.<base_domain> sudo crictl logs -f
<container_id>

k

= -3

1217 Red Hat Enterprise Linux CoreOS(RHCOS)#J OpenShift Container
Platform 4.14 8T AR 2, ©KIIF Operator KN AL TR, FEIL
8 SSH 1R EEE T R, EEELERT SSH K12 MEIERT, 1E121T oc adm
must gather M1 Efth oc A HEEITEE T URMEVWHNEE, BZ, MR
OpenShift Container Platform API "R, = kubelet £ BH5T7 m EFIEIE
EIE, oc RENZEIRM, EXMIERT, AILLER ssh core@<nodes.
<cluster_names.<base_domain> 3151077 52,

m
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7.6.6. 2/ Machine Config Operator BhE#HE| 5

% Machine Config Operator (MCO) #{TECERE AN, Red Hat Enterprise Linux CoreOS (RHCOS)
WHEEFTREEREN. TREBRREENERFIM, RHCOS TREEENER, MIFCEHRY

=,

UTERTEMA T REHEIF
e 4 MCO RMEBILUTEMERN, EREAHFERER T RBVER TN AR

o 7EHZRELEM spec.config.passwd.users.sshAuthorizedKeys 2 &k
SSH B 5,

o 7t openshift-config &5 % Z2 AR E £ F pull secret 3 pull secret,

o Kubernetes API Server Operator B #1524 /etc/kubernetes/kubelet-ca.crt
WEBIAN (CA) .

e % MCO il ZI%T /etc/containers/registries.conf X -BIEERET, AN SnkE
ImageDigestMirrorSet. ImageTagMirrorSet =% ImageContentSourcePolicy
MR, BREZENNMTR, MARRHFIUHILRT R, SN FUTER, TRz
REREE :

o IBINT — registry, TWENEBNEBE (mirror) KET pull-from-mirror =
"digest-only" 54,

o IINT—E& (mirror) , HWHE—1 registry FiZER pull-from-mirror =
"digest-only" 54,

o 7 unqualified-search-registries FIZ&RFRINTI B,
T B ABHER R, EaLUENEREEM (MCP) LIS IETE Operator Bt 2REcBERE BEIE/D,

7.6.6.1. {252 A Machine Config Operator BZIE#H B 5

7 BEFBXT Machine Config Operator (MCO) FRMFIEBUE MR N A EBIFRMT, EEILUERA OpenShift
Container Platform Web $E#| &{&ea B EM (MCP) , LARSIE MCO TEFRAN AR 17 s (TR R
W, XEFFIEEMEERET MCO BEfdia—HoMER,

==
. BB EZNE X 2 Machine Config Operator HEIE#H 5| 5 & E.
SERFEH
o EATLUEAER cluster-admin & &5 EEE,

i
Y EHECHEEBEE) MCO BHEHBIS -

o TEHHNBIFITE
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1. LLEHA cluster-admin & &8 AP 519K E OpenShift Container Platform web #2#l&,
2. = Compute —» MachineConfigPools,

3. 7£ MachineConfigPools T{E®, =i master 5 worker, EFERTEEL{EEHEISH
TR

4. 7£ master 5 worker TUE T, = YAML,

5. 7 YAML &, ¥ spec.paused FEXFEHH true,

MachineConfigPool ¥} &Rl

apiVersion: machineconfiguration.openshift.io/v1
kind: MachineConfigPool
#...
spec:
#...
paused: true ﬂ
#...

ﬂ ¥ spec.paused FEXEH N true LLEEEFHE| T,
6. BXIE MCP 2B E2H1E, 15REIEI MachineConfigPools 11,
£ MachineConfigPools TIEH, RIEXH MCP k& T Paused /4 True,
NS MCP =i A& EBMZ5 1L, Updated 54 False, Updating %y False, 4
Updated 7y True B Updating 7y False i}, AFEEFLENEN,
HE
MRBERHATHEN (Updated 1 Updating FEXERE False) EIUER

RAE— M EORTER. FRUTSRICEE FAEISEE, HUNA
E—REFEHABIEL,

o EUHE{EEZIEISTEE :
1. LR A cluster-admin A &M A 7 519 &K E| OpenShift Container Platform web $I&,
2. = Compute —» MachineConfigPools,

3. 7£ MachineConfigPools T{E®, =i master 5 worker, EFERTEEL{EEHSISH
TR

4. 7 master = worker TUEH, = YAML,
5. 7£ YAML &, ¥ spec.paused FEXFE#/ false,

MachineConfigPool ¥} &Rl

apiVersion: machineconfiguration.openshift.io/v1
kind: MachineConfigPool

#...

spec:

13
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#

paused: false ﬂ
#...

ﬂ ¥ spec.paused FEXEHH false LLRITESS,

BT BUHEE MCP, MCO NAMBEEMEN, RIFBFEES Red Hat
Enterprise Linux CoreOS (RHCOS) .

6. BXIE MCP 2B E2HE, 15REIEI MachineConfigPools 11,
£ MachineConfigPools TIEH, RIEXH MCP k& Paused 7 False,

SN MCP IETEN F{EM&F LB EDN, Updated 5 False, Updating 575 True,
Updated 7y True B Updating & False i, RAaBE#ITEMEN.,

7.6.6.2. {#f CLI ZH Machine Config Operator HZhE#8| 5

77 EEFBXT Machine Config Operator (MCO) FRfMHIBEBUE R N A EBI YT, EEILUERA OpenShift
CLI (oc) EiEeaHBE B (MCP) , LABAIE MCO TEIRN AT mif T EM RS, X IEEE
EET MCO BEfidfE—anNEH.

P2 Y=
B2 % ZNE X 2 Machine Config Operator BZIE#H5| 5 M E.
SeRFH
o AEILUEMESA cluster-admin & &I 1] R,
o B% %k OpenShift CLI(oc).

i
ZYEHECHEEEE) MCO BHEHBIS -

o HERDEIFIILIE :
1. %7 MachineConfigPool B L 7R, f§ spec.paused FEIXEN true,

Control plane (master) Tim

I $ oc patch --type=merge --patch="{"spec":{"paused":true}}' machineconfigpool/master

Worker 5
I $ oc patch --type=merge --patch="{"spec":{"paused":true}}' machineconfigpool/worker
2. $UEMCP BREBBEHE = :

Control plane (master) Tim
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I $ oc get machineconfigpool/master --template="{{.spec.paused}}'

Worker 1758

I $ oc get machineconfigpool/worker --template="{{.spec.paused}}'

it Bl

I true

spec.paused F& 5 true, MCP 1%,
3. fAE MCP BREBEHFAEMEN :

I # oc get machineconfigpool

i th 7 Bl

NAME CONFIG UPDATED UPDATING
master rendered-master-33cf0a1254318755d7b48002¢c597bf91 True False
worker rendered-worker-e405a5bdb0db1295aceal8bccal33fab0 False False

N3 UPDATED 7%l2 False, UPDATING J False, NE#FLEHNEN, % UPDATED H
True H UPDATING /i False i, AR IBHEN, £ B4, worker T mA RIS
{b. control plane 7 SR B AIFLEHER,

BF

MRBHAHTHER (Updated 1 Updating FEXERE False) BIER
RAE—NMEFBEORTERS. FRAUTSRICEE a5 538, UNA
E—REFEBHINRER,

o EUHE =B85 :
1. BEE#T MachineConfigPool B7E X iR, ¥ spec.paused FEXIXZE N false,

Control plane (master) Tim

I $ oc patch --type=merge --patch="{"spec":{"paused":false}}' machineconfigpool/master

Worker 175

I $ oc patch --type=merge --patch="{"spec":{"paused":false}}' machineconfigpool/worker

BT BUHEE MCP, MCO NAMBEEMEN, RIF\BFEEET Red Hat
Enterprise Linux CoreOS (RHCOS)

2. BIEMCP BREEIUHE = :
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Control plane (master) Tim

I $ oc get machineconfigpool/master --template="{{.spec.paused}}'

Worker 175

I $ oc get machineconfigpool/worker --template="{{.spec.paused}}'

it Bl

I false

spec.paused FE& 7 false, MCP #EUHE =,
3. HBE MCP BEERFILEMEN

I $ oc get machineconfigpool

ol
NAME CONFIG UPDATED UPDATING

master rendered-master-546383f80705bd5aeaba93 True False
worker rendered-worker-b4c51bb33ccaaebfc4abas False True

SR MCP IEfE N AR IERE, UPDATED %1% False, UPDATING 577 True, ¥4
UPDATED § True B UPDATING 5y False I}, &BH—4$mMEN, £ LHIA, MCO IEHE
B3 worker 77 £,

7.6.7. RlIFTRICEIL] 7

£ Operator Lifecycle Manager (OLM) #h, #NRMEITHBES| ML ITEV M BI5E &I Operator,
& a] LATE openshift-marketplace fp % 22 [A] R B B LU R SR BVE L -

it Bl

ImagePullBackOff for
Back-off pulling image "example.com/openshift4/ose-elasticsearch-operator-
bundle@sha256:6d2587129c846ec28d384540322b40b05833e7e00b25cca584e004af9a1d292e"

i th o Bl

rpc error: code = Unknown desc = error pinging docker registry example.com: Get
"https://example.com/v2/": dial tcp: lookup example.com on 10.0.0.1:53: no such host

A, ITHSAEFIINKRBORTS, Operator TTiEZREZSH TN,

IR LOB MHBRIT . SEEFARSHRA (CSV) KREMME XX RERIFTRMBITH, EFHOUEITHE, OLM
SEHFRE Operator BIEFARRA,

FoRFMH
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BE—NRWBTH, FERERETH BN & B R,
BN LI A| IERRR I S

. MZ%E Operator By#r % 22 |7 R 1K EX Subscription #1 ClusterServiceVersion X REJ & :

I $ oc get sub,csv -n <namespace>

i Bl
NAME PACKAGE SOURCE CHANNEL
subscription.operators.coreos.com/elasticsearch-operator elasticsearch-operator redhat-
operators 5.0
NAME DISPLAY VERSION
REPLACES PHASE

clusterserviceversion.operators.coreos.com/elasticsearch-operator.5.0.0-65 OpenShift
Elasticsearch Operator 5.0.0-65 Succeeded

. THIBRAT I -

I $ oc delete subscription <subscription_name> -n <namespace>

. MHBRERFARSS ARA -

I $ oc delete csv <csv_name> -n <namespace>

. 1£ openshift-marketplace &5 22 [i] IR EXAR A SR I AV 1B & FRANAE K EC B PR &Y

I $ oc get job,configmap -n openshift-marketplace

LN
NAME COMPLETIONS DURATION AGE
job.batch/1de9443b6324e629ddf31fed0a853a121275806170e34¢c926d69e53a7fcbcch  1/1
26s 9m30s
NAME DATA AGE

configmap/1de9443b6324e629ddf31fed0a853a121275806170e34¢c926d69e53a7fcbcch 3
9m30s

. MHIERYEL -
I $ oc delete job <job_name> -n openshift-marketplace

B RTRB RS A R S 7 1B SR B Pod RAM B 01,
AR

I $ oc delete configmap <configmap_name> -n openshift-marketplace
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7. 7E Web #2%I& F{F FH OperatorHub E# %% Operator,

o MERBEMINEHFRE Operator:

I $ oc get sub,csv,installplan -n <namespace>

7.6.8. HlE KW FEH L Operator

EZREFHETLRE— Operator &, ENIMBHINFTEENZE T Operator, FiEIEFAEIE; Operator AJLL

ERMRB R, mUWBsxeREE, F Terminating"RE, FEBEEABFTRES, H10 :
Project B iRk 2~

message: 'Failed to delete all resource types, 1 remaining: Internal error occurred:
error resolving resource'

IX L2 BRI 0] 3 AT BE S BE IE Operator BN E L%,

DIk

==
(==}

SEEIIBR A 2 Z2 W] AT AL TSR AER "Terminating” RS, HATMESBREERES
P EERT H, B BT o 2 B A A R LU & 2o IR BOAR 2 R, N
ZER, 1ESNLABAIAERRAE #4165791, BT X T EENELSID,

LT RIEETR T MR TIEEH T2 Operator B FHTERIEBERR, RN A% Operator HHIE E L HIR

7 X (CRD) =PFEIEAE KBy 65 % 22 (8] B Zh A PR

Py
1. BEREHS Operator HXMI & ZE [ ZE L F Terminating" IR :

I $ oc get namespaces
it Bl
I operator-ns-1 Terminating

2. NEHERXWEREFES Operator #HXH) CRD :

I $ oc get crds

18
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CRDEé)%%ﬁ/EX 5 CRD #XBEFRE E L HIR (CR) SEHIRTRE AL T H Aty
ZEfEd, thATLIR 2 RERFLHA,

3. WIRBE I CRD B Operator IRt EE, FEENEEMER CRD :

I $ oc delete crd <crd_name>

4. I EVEEREMATES Operator HXMRR CREH, MBEH, HMIRCR:
a. BHERM CR R TREBEMREEZE, FET M Operator EIEMFLE CRD, {0, wNRME
EXT{R 1t EtcdCluster CRD B etcd Operator EIEHHFITHEERERR, EATLIEM G2 H FiE5%R
F|£H EtcdCluster CR :
I $ oc get EtcdCluster -n <namespace_name>
A, BIEALER A R ZE A 2R -
I $ oc get EtcdCluster --all-namespaces

b. MRBEMFIRE CR MIZWMIBR, IEMIBREH -

I $ oc delete <cr_name> <cr_instance_name> -n <namespace_name>

5. feEar R 22 A MHFRE S S ARINARR

I $oc get namespace <namespace_name>

- INRepZZE A HEH A Operator FIR{MAERBTZEEE, 1HFHKRIAEZHF.
6. 7E Web ¥l & F{#F OperatorHub E#T% % Operator,
e REZBIDHMINEFHRE Operator:

I $ oc get sub,csv,installplan -n <namespace>

HAth BT
o MEEEHHER Operator
L E%g¥ I:FI Vil Operator

7.7. K27 POD [A)i

OpenShift Container Platform # A Kubernetes B pod #1:8, ©R2HXRAMBEER—FENLBH—PHZ
s, pod EETE OpenShift Container Platform 4.14 £ Y. HEMEENZ/IMTE R T,

19
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HEEXT pod 7, ERSRETRLEIZTT, BERRFRY, HNEICHMERLE, REREIREA
4, Pod AITE:RH S REEMIER, UMEVIFIHEBER,

BHRERE pod HILAEES pod BPRE. INR% 4 pod BFE, 1MW pod BIEHRIR A LUR A4 E B R,

B2 pod ML, BRI %hj‘%EP JHTEIEIRSE. EE pod BHHEELK pod HIBSRATER.

B 1R S THIZITE pod, ZiiRIE Pod HIEREE B /S 512 A root IHIRIARBYVE I pod EBN1Z IR
5

7.7.1. T & pod IR IRE

pod KIMGRE ZXEIRIK, A7E oc get pods 4 # status FEXHFMERE], Pod iR EREHER
%, BT IEMLEXHBEE,

TRIBMT pod HEiRREREH®RTIR,
xK 7.3. Pod iRk A

Pod 853K ek
ErrimagePull i A ARG TR 1R

ErrimagePullBa  F&iFREKNL
ckOff

Errinvalidimage  f8EHKATTH.
Name

Errimagelnspec &R EEBERI,
t

ErrimageNeverP  PullPolicy % &% NeverPulllmage, BirEi§& B R EE,
ull

ErrRegistryUna LM registry T FREHRIT, SEIHTTP X,
vailable

ErrContainerNot 8 EARERAM pod FARFIESHKMH kubelet B,
Found

ErrRuninitConta &3 #1181L KM,
iner

ErrRunContaine  pod MZARZRENR B KINE D,
r

ErrKillContainer %% pod BRI LE,

ErrCrashLoopB  &HREX L, kubelet BFARIKEEHE,
ackOff
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Pod BHRRZ fed

ErrVerifyNonRo A& Hi&Z1EA root IURIZ1T,
ot

ErrCreatePodSa Pod i &0IEEERIY,
ndbox

ErrConfigPodSa Pod &R E &GRS,
ndbox

ErrKillPodSand pod SSFEEBMRINELLE
box

ErrSetupNetwor  RIZ#15A1E R,
k

ErrTeardownNet  M%&%#& 12K,
work

7.7.2. %L\ pOd 'Ik/[_;\
R EN pod KGR RIS, BILATLLE N pod HHEXERELRE, HEBEEMBIRIIA AL,

FeREH
o TATLUFEAEA cluster-admin A& 5N EEE,
o B &% OpenShift CLI (oc)

o B&ET skopeo,

1. PIHLEIIR -
I $ oc project <project_name>
2. JIBTESRZEFIRZITH pod, UKk pod R, HIRRE, ESFMER

I $ oc get pods

\]

3 AEGRREFEEHMEREEE !

I $ oc status

MRMAZAENEREEE, HHOEBERERMMEMFERSI A,
4. B EmSHE P AREMEE
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I $ skopeo inspect docker://<image_reference>

5. MMREMBHRSIBFER, FEFHBEREPHNSIA

I $ oc edit deployment/my-deployment

6. UMBREBERHEF, BENBIEHINE, EWESTEFM Watch pod BIIRTE,  LUATE X AN ] @
=LEHER

I $ oc get pods -w
7. IAEMAEFPNEL, UTHS pod KBAEXHZERER :

I $ oc get events

7.7.3. K% pod MR EE

BRI URE pod MIAHEE, UEBFSER pod RUAEXRHESMEIRER, RI\REABRHL, pod
BB KL pod KL FHAR M.

FeREH
o RETLUFEAEZR cluster-admin A& i A& EE,
o APIRSSBARRILUIEE TIE,

o B &% OpenShift CLI (oc)
iz
1. HIHRE pod WA :
I $ oc logs <pod_name>
2. Hif) pod FEFERSRMAS :
I $ oc logs <pod_name> -c <container_name>
FAIER oc logs fr H AT IS H SR A % E pod B ZR R stdout BI1E B

3. K% pod FHY /var/log/ FEEHI B,

a. 5 pod A /var/log FFIEM B EXHENFEX :

I $ oc exec <pod_name> -- Is -alh /var/log

it Bl

total 124K

drwxr-xr-x. 1 root root 33 Aug 11 11:23 .
drwxr-xr-x. 1 root root 28 Sep 6 2022 ..
-rw-rw----. 1 root utmp 0 Jul 10 10:31 btmp
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-rw-r--r--. 1 root root 33K Jul 17 10:07 dnf.librepo.log
-rw-r--r--. 1 root root 69K Jul 17 10:07 dnf.log

-rw-r--r--. 1 root root 8.8K Jul 17 10:07 dnf.rpm.log
-rw-r--r--. 1 root root 480 Jul 17 10:07 hawkey.log
-rw-rw-r--. 1 root utmp 0 Jul 10 10:31 lastlog

drwx------ .2rootroot 23 Aug 11 11:14 openshift-apiserver
drwx------ .2rootroot 6 Jul 10 10:31 private

drwxr-xr-x. 1 root root 22 Mar 9 08:05 rhsm

-rw-rw-r--. 1 root utmp 0 Jul 10 10:31 wtmp

b. &ifl pod # /var/log FFTEFFE BE X :

I $ oc exec <pod_name> cat /var/log/<path_to_log>

it Bl

2023-07-10T10:29:38+0000 INFO --- logging initialized ---

2023-07-10T10:29:38+0000 DDEBUG timer: config: 13 ms

2023-07-10T10:29:38+0000 DEBUG Loaded plugins: builddep, changelog, config-
manager, copr, debug, debuginfo-install, download, generate_completion_cache, groups-
manager, needs-restarting, playground, product-id, repoclosure, repodiff, repograph,
repomanage, reposync, subscription-manager, uploadprofile

2023-07-10T10:29:38+0000 INFO Updating Subscription Management repositories.
2023-07-10T10:29:38+0000 INFO Unable to read consumer identity
2023-07-10T10:29:38+0000 INFO Subscription Manager is operating in container mode.
2023-07-10T10:29:38+0000 INFO

c. FIBKERSN /var/log BB EXHFRFEX ¢
I $ oc exec <pod_name> -c <container_name> Is /var/log
d. HiHEERBTH /varllog PRISHEEREXH :
I $ oc exec <pod_name> -c <container_name> cat /var/log/<path_to_log>
7.7.4. 5 nli217# pod
TR LLEIEE pod ETFF shell, it iin O & IRENMZE T R], RHNEEEF ELZTH pod,

FeREH
o TATLUFAEA cluster-admin BAE&MAE iR EE,
o APIRZSMARRILUIEE TIE,

o B &% OpenShift CLI (oc)

1. B EEEY I pod BUIH, XZLER, E7ocrsh G AZEER -n BTHEER A

Z8H] :

I $ oc project <namespace>
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2. BB pod BIILFE shell:
I $ oc rsh <pod_name> ﬂ

IR pod EZ1NE2, BRIEFEHA -c <container_names> I5E T — 1 &2, &l oc rsh &%
IMERE—ITAS

3. JAEIZE pod HHIFFER eI —NZTE shell :
I $ oc rsh -c <container_name> pod/<pod_name>
4. AE— MmO L RIGEE pod ERIRO :
I $ oc port-forward <pod_name> <host_port>:<pod_port> ﬂ

Q A Ctrl+C REUYH O & &1F,

7.7.5. 551 EA root 1 AT PRH debug pod

BRI UEF—NENHN pod BEHMEBLE, HNEBERYFTIRE debug pod, pod A @HE A
3E root RIZ1T, EZITEBIMES root Kl pod HHATERFEHERRIS T & (M RA A

FeREH
o ATLUFAEA cluster-admin BA&MAE iR EEE,

o AP|IRSGSMATLUIESR TE,

o B%% OpenShift CLI (oc) .

1. RIE—NEEEENEA root 1i[]ABREY debug pod.
a. RERUIBEZE R

I $ oc get deployment -n <project_name>
b. RIELREH 7 AH root IERMI debug pod:

I $ oc debug deployment/my-deployment --as-root -n <project_name>

2. RIFTEERESNES root 1R RA debug pod.
a. RN BEMEBEER :

I $ oc get deploymentconfigs -n <project_name>

b. IRIFHERE, FA root fUR/EEN debug pod:
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I $ oc debug deploymentconfig/my-deployment-configuration --as-root -n <project_name>

& B LU -- <command> M INZEIRTER oc debug a5, LAETE debug pod FIZITH
NG, MARIZITRER shell,

7.7.6. X252 pod #1AER, M pod MESEFHEH
AT LU SR HIE pod M pod B, DU E B sl RE | E B,

FeREH
o ATLUFAEA cluster-admin B&IAE iR EE,
o APIRSSHIA R LUE & T,

o B &% OpenShift CLI (oc)

bk =
1. X HEHE pod:

I $ oc cp <local_path> <pod_name>:/<path> -c <container_name> ﬂ

@ AR T, NKREE pod REIE—PEER,

2. M pod Sl :
I $ oc cp <pod_name>:/<path> -c <container_name> <local_path> ﬂ

@ AR T, MR pod REIE—PEER,

4 p= Y=
Zffi occp EETE, BERANMIIA tar,

7.8. % SOURCE-TO-IMAGE #1785 = HE[R

7.8.1. Source-to-Image #FEHERR REE

Source-to-Image (S2I) 2 —MA TR EE £KH Docker RABRFENIE, ©EIFNAERR
RIGEABRRGR, FILRFHEERERTRENZITHGGR. FRGMSE 7T B G (WER) MEEN
5)/?\0

TIAE S21 R IEE L £ AIE, EAIUMERSLUT S2I B ERHEXM pod IR -

. EHEEEME, W pod BFMERMBGRINARFRAHEOENARFRSREIR.
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2. EMERENER, #BF pod AT MIREEN RITRIIN AEF B IRTEE L AR pod.
#8E pod AREEHM TR, MARSHMEEH, MBEEEWREERE TR,

3. E3E pod BN AR pod 5, N ARFEHETRESTEZITHN ARRRF pod RA %, Hlgn, B
{85 FF2FF pod 40 F Running ka‘ N ARFIIT N ATREA X INTIHER, EXFERT, &
LUK RIETEZ TN AR pod, LUAE pod RBIN AR,

W S21 [ AT IR HERRIT, T IRERIX AN RBRIRE
1 IR, BEMNARR pod RKE
2. FAEREN S21 HF2H .
HES KW B BB &

7.8.2. IN% Source-to-Image ZHiE R
S2| TERNIF21THE pod F1ERE pod, EZRE pod M T RIBHEMN R AIBIN AEF AR EN A

2R pod. MEIGE, EREBEFIN AR pod KA, LEE S2I P HMEL EME, RiE, EREED
T 254
FRFM

o ATLUFAEA cluster-admin B&IAE iR EE,
o APIRSSMARRILUIEE TIE,

o B &% OpenShift CLI (oc)

it
1 B S21 R pod KA, LARBEEWRN A 545

I $ oc get pods -w ﬂ

@ ©F-wkLHEpod EEALIL, BIEMERA CirleCBEHASD

2. & pod KIHY B &L R R
o MEME pod kM, HKEEME pod WEE :

I $ oc logs -f pod/<application_name>-<build_number>-build

F4, EELMEA oc logs -f be/<application_names k& EEE BN H
I:l'la:\o *@Eﬁﬂﬁﬁ’\] H Ib\@?ﬁ* E*ij pOd D) A& Tho

o MNRIE pod KM, HEEEEE pod WEE :

I $ oc logs -f pod/<application_name>-<build_number>-deploy

126



B 7 = HEEHRR

k

= -

779*, I&E LUEF oc logs -f be/<application_names> & B EER B H
&o WRERMERE pod liEBE, BEIERE pod IR L, GNRIEER
ZE pod X EIZ1T, MmEMHEEBN AR pod WHE, #E pod 5T
&, {hHEL&1T 21T oc logs -f pod/<application_name>-<build_numbers-
deploy &i/i[n H B &,

o MRNARR pod KW, HENRAEFEEMIEELZITHRNARREF pod hAE, FE
Erﬁﬁ*ﬁr pOd HWHEE :

I $ oc logs -f pod/<application_name>-<build_number>-<random_string>

7.8.3. RN 22 M R LAV 2 0 R AR R

N AR RE R R IZfTRIN FRRRF pod A L, HXLERERT, BRHUERUTRIBRRIIMER -
o KMESNMARF pod HXMEH,
o HEN AR pod WHE, SIEFRZH OpenShift Logging HEZRINEME E N AR B &R,
o LIEHANNMIKNARFIE, HENARFRSRHCTZHIA

FeREH
o EELMEMAES cluster-admin & &K 1A & EE,
o B OpenShift CLI(0C).

it =

1. S SHREN AR pod XBEH., LUTFREIKFES my-app-1-akdlg B9S2 pod IS
15

I $ oc describe pod/my-app-1-akdig

2. TeERN TR pod WEE :

I $ oc logs -f pod/my-app-1-akdig

3. EIEELHE’JTTH&F% pod FEHRERE, 4 3EE stdout WWHEH OpenShift Logging FE4R
K&, HagsEL—oeMEiHEP. UTEARBEATREELEE stdout WK,

a. MNRNEAEFHETLUE pod HARFHE root I RAIIER FRb el LLH TR, RN T A4
iEE/L;\i{q:

I $ oc exec my-app-1-akdlg -- cat /var/log/my-application.log

b. MIRFE root ViRHRFREEEN AR ERE, EALUAEIES root FUBRH debug &FEs,
REMNBRRNEEFBEXMH. MITEB DeploymentConfig X /=5 debug &B28. pod A
BEERIE root FBRIETT, BIZ1TEBIRES root ¥V pod #1475 FEHERR T 7E Vi 2 [n] REHSS
BREH:
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I $ oc debug dc/my-deployment-configuration --as-root -- cat /var/log/my-application.log

INRIEZTAER -- <commands #Joc debug
dc/<deployment_configuration> --as-root, A LL7k1§ debug pod WA
root FRMI—NE BN shell .

4. YESh ARG BRI, FE T AR shel WM BREFEARSTZTEHIE,
a. ENAREFASRLE—1MRE shell:

I $ oc exec -it my-app-1-akdlg /bin/bash

b. 7E shell R AEZh A MK RARRFIIEE, FlN, EALLZITRSNAORGEHINERLR,
RiE, EEHFRNEIEL S21 HRRERN ARFASRA, EEMGSITIIHEN.

c. IBITR R RBVZR ZHHIS

BT — L2 ISR E root AR, EiXLERT, ERILLAITIZ1T oc
debug dc/<deployment_configuration> --as-root, R#EH A pod B
DeploymentConfig *f RE5)— 7 A root Vi[AIIXPRAY debug pod. A,
I&B LM debug pod AL root B F* B1252 1712 b Z 3l ST

5. MRABHBHEE M ZHEIXH, ELUER nsenter EA A6 & 22 (A HZ 1T ENBIIZ B Z i
HSt, UUTFEBE—DBHRNDEZERFIZIT ip ad, ERAEHB ip =R,

a. EEHTREHA— debug Rif. HHFTRELHFIMEH—1 % <node_name>-debug HJ

debug pod:

I $ oc debug node/my-cluster-node

b. ¥¥ /host 1%/ debug shell FEIR B X, debug pod 7 pod Y /host FEEH EHH root X
HXR5, MIRBFREH /host, EALLEZTENAHITHREDSEM ZHHIE :

I # chroot /host

1247 Red Hat Enterprise Linux CoreOS(RHCOS)#J OpenShift Container
Platform 4.14 S8 AR 2, ©KIITF Operator KN AL RN, FEIL
5/ SSH ViR 1T m. B2, #1R OpenShift Container Platform API R a]
F, =k kubelet EBIR T R LETTAILEE T, oc BIENASZRIRM, EXFHE
RF, AILAMEA ssh core@<nodes.<cluster_names>.<base_domain> 3 1ijj
IREF-=W

c. BEBIREE ID:

I # crictl ps
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d. BESRSHIMRE D, EAEIH, BIrEEs D Z7fe32346b120:

I # crictl inspect a7fe32346b120 --output yaml | grep 'pid:' | awk '{print $2}'

e. EARMELZEPZTTipad, FRAINB ip ZiF IR, AHIER 31150 /E A S8R
ID nsenter A BIHENG R R HEMRZEHEAPZTHS. RARE B PR
—PNEIEMHIE ID, Frllip ad S EENHI RSP R ZEHAIZIT ¢

I # nsenter -n -t 31150 -- ip ad

-

e
G

RAEEGRAFENAES (M0 debug TTR) B, FREERSBHGRERPIZITE
MLB9IZ i — #EHIRS,

7.8.4. H At BTR
o MFEAX S2MBRERBMWEZIEMER, 1HS M Source-to-Image (S21) HE,

7.9. IFHE B FEHERR

7.9.1. RS MR IR

LT s BRSNS BN K AT, TR ER & AT s EDE M DAY ReadWriteOnce(RWO)E LAE B 5 — 17 s £ #Y
pod &,

B2, AETEETEFT T mAp 3, R R A T s JT A BN IR 4
RE T — multi-attach £5i% :

i th Bl

Unable to attach or mount volumes: unmounted volumes=[sso-mysql-pvol], unattached volumes=
[sso-mysql-pvol default-token-x4rzc]: timed out waiting for the condition

Multi-Attach error for volume "pvc-8837384d-69d7-40b2-b2e6-5df86943eef9" Volume is already used
by pod(s) sso-mysql-1-ns6b4

AR
EHR multi-attach [ IEFERAUTEREAARC—

o HEMH RWXBFEBZ M,
X F RS EAFMERR R AR BT LUER ReadWriteMany(RWX) & LABS 1k % My N 15%,

o fH RWO B, k& s BREXFE T o
X FARZHE RWX BI7EHE, 30 VMware vSphere, 2 N {E A RWO %, B2, RWO BT A E
E2(NRED =W =N

INREBEH A RWO BRZMAHEIRER, 15 BITE R A ARIREY T R EMIBR pod, LLEEFEX
HITEREPOBIERR, GIMEMRMISEA LS,

I $ oc delete pod <old_pod> --force=true --grace-period=0
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L RRTE 6 2FEMRG T RAHARTR T R RS,
7.10. WINDOWS &85 T {F 171 % /] i X P& HEBR

7.10.1. % B %%k Windows Machine Config Operator

INRBE5EMK T ZZ& Windows Machine Config Operator (WMCO) #9542, {B Operator —BELF
InstallWaiting [T E%, (1] =] BE 2 HH R0 4% [n] 2E A B

WMCO EKEH OVN-Kubernetes Eti& OpenShift Container Platform E£E R &M %%, WMCO Tj_:/x
BREMENER TR ETHNELEZ TR, XEEELMRERS (0S) M OS ZHM T AT ER, X
M\éﬁ?ﬂ?%ﬁ&ﬁ R SER,

MBESES, HBHRERARY,

7.10.2. 18 &1+ 2 Windows HlEB2 BN NITET R

Windows #l2s% B NIt E T mMERERS, HAERBM&ETEZIE Windows Machine Config
Operator (WMCO) Hi&,

FeRFMH

o B2 f#M Operator Lifecycle Manager (OLM) %% Windows Machine Config
Operator (WMCO) &

o MBEAIET Windows iTEH 255,

o ZITUTaHEKE WMCO BE :

$ oc logs -f deployment/windows-machine-config-operator -n openshift-windows-machine-
config-operator

7.10.3. 1Jj|7] Windows 7 55

Windows 7 R 5% {# F oc debug node e 1i[F] ; SRR BEZL T RLEIZTHRN pod, 1B Windows 147
FHEIXA pod, ALUFEA SSH 5% Remote Desktop Protocol (RDP) i[7] Windows i s, A EERE
F—1 SSH &2,

7.10.3.1. {1/ SSH i/j[F] Windows 7 5%

TR R LASE A SSH VilA] Windows T 5,

FoRFMH

e B Operator Lifecycle Manager (OLM) %% T Windows Machine Config
Operator (WMCO)

o REHET Windows ITEHRE.
o REYY cloud-private-key secret A5 FHRIEREA LR Q3R L BF I 68 A R B EARINE] ssh-agent,
RN, FHICEEFEREM ssh-agent FIFREEH,
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o B f# M ssh-bastion pod E#E Windows T s,

=

AR
o Z{TLAT a3 Windows T :

$ ssh -t -0 StrictHostKeyChecking=no -0 ProxyCommand='"ssh -A -0
StrictHostKeyChecking=no \

-0 ServerAlivelnterval=30 -W %h:%p core@$(oc get service --all-namespaces -I run=ssh-
bastion \

-0 go-template="{{ with (index (index .items 0).status.loadBalancer.ingress 0) }}{{ or

.hostname .ip }}{{end}}")' <username>@<windows_node_internal_ip> ﬂ 9

EESHENFEA 4, 0 Amazon Web Services(AWS)H) Administrator =% Microsoft
Azure B capi,

@ RTINS IP i, AEIGETU T RNRL LML -

$ oc get nodes <node_name> -o jsonpath={.status.addresses[?\
(@.type==\"InternallP\"\)].address}

7.10.3.2. {3/ RDP iJi[7] Windows 7 5

& AT LAfE A Remote Desktop Protocol (RDP) /i[] Windows 77 52,

FRFM

o B2 f#M Operator Lifecycle Manager (OLM) %% Windows Machine Config
Operator (WMCO) &

o MBEAIET Windows iTEH 255,

e (KB cloud-private-key secret A {8 FABI B HH LA I O 3R SE BEAT {52 FR B BRI EY ssh-agent,
RN, FHICEEFERAEM ssh-agent FIFREH,

o B f# M ssh-bastion pod E#E Windows 7 s,

1. BT SSIXE SSH tunnel :

$ ssh -L 2020:<windows_node_internal_ip>:3389 \ ﬂ
core@$(oc get service --all-namespaces -I run=ssh-bastion -o go-template="{{ with (index
(index .items 0).status.loadBalancer.ingress 0) }}{{ or .hostname .ip }}{{end}}")

Q 18T SHIRIER IP ik, ALEIHETIL TSR L Lt

$ oc get nodes <node_name> -o jsonpath={.status.addresses[?\
(@.type==\"InternallP\"\)].address}

2. TEERH shell # SSH B Windows 782, T TS A OB -
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I C:\> net user <username> * ﬂ

ﬂ RESHNEAF %, 10 AWS B Administrator 5t Azure B capi,

AR LAEF RDP & ik 7E localhost:2020 7tF217 7] Windows T £,

7.10.4. 5 Windows & 235 Kubernetes T m Hi&

Windows BB HEICTEE Linux B BEEHICHEARE, Windows TEf M Kubernetes 77 s B & B (%
HiZE C:\warllogs B®., ELt, EXFIMIZE T KEE Windows 7 s B &,

FoRFH

2{#F Operator Lifecycle Manager (OLM) %% Windows Machine Config
Operator (WMCO) &

RENIE T Windows iTEH 855,

. B7E C:\var\logs FHFTEERHEFHRE, HZTU TS

$ oc adm node-logs -l kubernetes.io/os=windows --path=\
/ip-10-0-138-252.us-east-2.compute.internal containers \
/ip-10-0-138-252.us-east-2.compute.internal hybrid-overlay \
/ip-10-0-138-252.us-east-2.compute.internal kube-proxy \
/ip-10-0-138-252.us-east-2.compute.internal kubelet \
/ip-10-0-138-252.us-east-2.compute.internal pods

BHEALUERRENG S B RPHIXHHEFRNEEXHE, Fi, EEF kubelet B
&, EIZITU TS -

I $ oc adm node-logs -l kubernetes.io/os=windows --path=/kubelet/kubelet.log

7.10.5. J‘I&% Windows E[iﬁﬁ*if%{q: E TN
kubelet logs s _£H Get-WinEvent shim & F§F M Windows Hl28 &N ARRFSEHEE.

FeRFM

132

2{#F Operator Lifecycle Manager (OLM) %% Windows Machine Config
Operator (WMCO) &

RENIE T Windows iT &85,

g*ﬁl‘“ﬁﬁfpﬁﬁ&rﬁuﬂiﬂ Windows*REEJ:E@%#E,L,\E’JE,L,\, lﬁjé?—f

I $ oc adm node-logs -l kubernetes.io/os=windows --path=journal

{5 oc adm must-gather 5 H &N HUTEHEH® S,
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A LLBIT R -u SR EENRS KB EXBEHHENEE Windows N ERRFHEHE. 4l
M, EALLBITA TS EWE docker runtime BRFSHIEE -

I $ oc adm node-logs -l kubernetes.io/os=windows --path=journal -u docker

7.10.6. ) Windows &23l4% Docker HE&

Windows Docker RS A8 BE R EHIE stdout, MaitkE Windows WEH4RAEH, EITUEE
Docker EHAE, LUAEMRIAJE Windows Docker PR 553 B A 0] &,

FRFH

o B f#M Operator Lifecycle Manager (OLM) %% Windows Machine Config
Operator (WMCO)

o MBAIET Windows iTEH 255,

AR
1. SSH EJ Windows 7 s F i A PowerShell:
I C:\> powershell
2. BT TS EEE Docker HiE :

ey
I C:\> Get-EventLog -LogName Application -Source Docker

7.10.7. EthHTIR
e Windows FESHIBIEHEMR
o HERAEHHIA S G IRy 5]
o FF Windows #IFEHEIREI Docker

e Windows FBYE I Kubernetes [A] &

7.0 E 2R R

OpenShift Container Platform S — P&, TiZ&ENE R EHHAIGIEHER, T OFEHGIRE
i1%, 1E OpenShift Container Platform 4.14 /R, SEEHEIE 61 o] UL M R P & 891 B 5 A 1.

NS IR A] R, IEE XS TR
o MECHIEIFA AT,
® Prometheus HEXERELZE A,

e KubePersistentVolumeFillingUp ZR1IE7Ef 4 Prometheus.

7ML AER P E BT B R A BRRE
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‘it ServiceMonitor %R, &R LA E MM B B - & LB R BIAR S A FFEIiE R, INREOIET
ServiceMonitor ¥R, {BTETE Metrics Ul REEMEMN N B9HETR, BIIZRR PR S HigHE,
FeREH

o ATLUFEAEBA cluster-admin BA&IAE iR EE,

o B% %k OpenShift CLI(oc).
o MENAFENMINEHAHEE T

o REfNIET ServiceMonitor ¥,

P =
1. 7ERRS5# ServiceMonitor ¥R ECE P EX MRS =& TAL,

a. REVARSS HE LB, LARRBITE ns1 1B &1l prometheus-example-app AR5 :

I $ oc -n ns1 get service prometheus-example-app -0 yaml

it Bl

labels:
app: prometheus-example-app

b. % ServiceMonitor % JREZE F#J matchLabels & X 2 &5 _£—% bR 5 H TR,
T RABITE ns1 TiE &1 prometheus-example-monitor AR5 1225 :

I $ oc -n ns1 get servicemonitor prometheus-example-monitor -o yaml

it Bl

apiVersion: vi
kind: ServiceMonitor
metadata:
name: prometheus-example-monitor
namespace: nsi
spec:
endpoints:
- interval: 30s
port: web
scheme: http
selector:
matchLabels:
app: prometheus-example-app

= -
B UE N EBUIE EEN R A4 E R EIRSS N ServiceMonitor FRTT
s
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2. 1f openshift-user-workload-monitoring 71 B ##:# Prometheus Operator IH .

a. 3l openshift-user-workload-monitoring 1 B 7 #J Pod :

I $ oc -n openshift-user-workload-monitoring get pods

i th 7 Bl
NAME READY STATUS RESTARTS AGE
prometheus-operator-776fcbbd56-2nbfm 2/2  Running 0 132m
prometheus-user-workload-0 5/5 Running 1 132m
prometheus-user-workload-1 5/5 Running 1 132m
thanos-ruler-user-workload-0 3/3 Running 0 132m
thanos-ruler-user-workload-1 3/3 Running 0 132m

b. M prometheus-operator Pod FfJ prometheus-operator Z23iKEXHE. £ TRAI
#, Pod %} prometheus-operator-776fcbbd56-2nbfm :

$ oc -n openshift-user-workload-monitoring logs prometheus-operator-776fcbbd56-
2nbfm -c prometheus-operator

SNRARSS iR Il A, BEAREEERURBREER

level=warn ts=2020-08-10T11:48:20.906739623Z caller=operator.go:1829
component=prometheusoperator msg="skipping servicemonitor" error="it accesses file
system via bearer token file which Prometheus specification prohibits”
servicemonitor=eagle/eagle namespace=openshift-user-workload-monitoring
prometheus=user-workload

3. 7£ OpenShift Container Platform Web & Ul B Metrics B¥r Tl A A EHENGEG =8B iR
K&

a. FxZ| OpenShift Container Platform web #Z#l%&, # A Administrator 1 ##) Observe
- Targets.

b. EFIRPFKBIEIRIRR, FFE Status P EE BIRHIRES,
c. HIER Status 7y Down, mimmH) URL & ZIEFRB LM Target Details TEMNESZEL.

4. 7f openshift-user-workload-monitoring i1 E #-5 Prometheus Operator E2i& debug 251
B&ILK.

a. 1f openshift-user-workload-monitoring i B #1475 user-workload-monitoring-config
ConfigMap %4 :

I $ oc -n openshift-user-workload-monitoring edit configmap user-workload-monitoring-
config

b. 7£ data/config.yaml T/ prometheusOperator 5/l logLevel: debug, ¥ BEHKHIKEH
debug :

apiVersion: vi

kind: ConfigMap
metadata:
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name: user-workload-monitoring-config
namespace: openshift-user-workload-monitoring
data:
config.yaml: |
prometheusOperator:
logLevel: debug
#...

c. REXHLUESRZEN, ZHMA prometheus-operator Pod 2 BEIEHEE,

d. #ai\ debug BERFI 2L FEE openshift-user-workload-monitoring i B 1 #9
prometheus-operator Z33E :

$ oc -n openshift-user-workload-monitoring get deploy prometheus-operator -o yaml |
grep "log-level"

it Bl
I - --log-level=debug

Debug 4 B &0 R fF T~ Prometheus Operator & HHIFFAE 1 A,

e. ’@# prometheus-operator Pod @B IEEIZTT ¢

I $ oc -n openshift-user-workload-monitoring get pods

MBEREBEMSFHEES T — MR Prometheus Operator loglevel &, I
prometheus-operator Pod RIEE TSI ERK TN E

f. &%& debug B, LLT#E Prometheus Operator @& E{# F ServiceMonitor 7R, &Z&H
SR EMAE X R,

Hib ¥R
o OEFFE VBT M3 51 B ik T
o HNFEAXMAHIEE ServiceMonitor 2 PodMonitor BIFEAIE B, ES 35 E 0 5 LAk 55

o EZIREEIRBIRBIIFEAER

7.11.2. E 71t 4 Prometheus SEfE K2R L 20 4]

FFENA R A RREX R iEinE LB, BENRBENHESBUNAREREN Y. BETR
HETTRENBMERINIREERM. B, customer_id BHEAHE, HEANECELRL N ATEERIE.

E:/I\ﬁj\ﬁEE’J%LTES’T%BﬁU’E IR E S, ERERFERTFLZRBERME S EBATQIEIN E FFEkE BT
UL, XFTRES N Prometheus M8E, FEFEREMET22H],

Y Prometheus JHFEXERAR, EATLUFERUTAEE
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B 7 = HEEHRR

e {#fH Prometheus HTTP API Ko I I AIBHEA (TSDBYIRE, LLT B RIBLIRE AR &R LI
FIFFIHIENESER. XHMEEREEE AR

o RAIFABENENTHKE,
o EEDOIEMME—IFFIIBE, EW LU D2 ECL P E BRI R E B MR E

ey
Ei% % RS EE—HAERA R ENBME T A BENRE-EHERE,
o Xl E XY B iR R FIEE SRS, XTEERHEE AR

SR M
o IAILUFEAEA cluster-admin £ A BMNAF 51015 R £,

e B% %k OpenShift CLI(0c).

Y=

1. £ Administrator #fi&H, 3 AF| Observe —» Metrics,

2. 7E Expression FE&H % A Prometheus Query Language (PromQL) &ifl, T REIEIHEENTF
R AT RE S RS A B R E RN = R

o FETZETUTER, EALLAMEARSRIVEAIEEI+NEL

topk(10, max by(namespace, job) (topk by(namespace, job) (1,
scrape_samples_post_metric_relabeling)))

o ETIZITUTER, EALLETIRMELE—/NSRAET RS HFENEHIER+NEL, M
3k H AR KB FFE 5

I topk(10, sum by(namespace, job) (sum_over_time(scrape_series_added[1h])))

3. MNRIEITHREUVRAIB AT, EREDEAEITHARAERE EHE

o MPEIRERAFPENXMTAEX, FEESRA BN I REREIRE-EY, eil@diA
2R R0 Prometheus & P imZEE e, 2 REIFEH S BHRAEBERE.

o WIRIEIRS OpenShift Container Platform B/ BMEX, EELLIES | Mg LOE—
MNELIE TR,

4, PEMEBENBHEZRN, RBUTHEMER Prometheus HTTP API & TSDB A -

TLA RS FREL Prometheus APl B H URL :

151
$ HOST=$(oc -n openshift-monitoring get route prometheus-k8s -ojsonpath=
{.status.ingress[].host})

SRIBNE D LIS

b. 11T
I $ TOKEN=$(oc whoami -t)
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c. IBITUT %, #if) Prometheus B9 TSDB RS :

I $ curl -H "Authorization: Bearer $TOKEN" -k "https://$HOST/api/v1/status/tsdb”

it Bl

"status": "success","data":{"headStats":{"numSeries":507473,
"numLabelPairs":19832,"chunkCount":946298,"minTime":1712253600010,
"maxTime":1712257935346},"seriesCountByMetricName":
[{"name":"etcd_request_duration_seconds_bucket","value":51840},
{"name":"apiserver_request_sli_duration_seconds_bucket","value":47718},

Hth BHIR
o MFAXMMIXERRFIRFIF CIRBRERMNEIFAER, S NAE LHNIE E
1RER B BR !

7.11.3. f#;% Prometheus #J KubePersistentVolumeFillingUp 2§ fit 4 B9[] &

EREREIER, WA LUENT Prometheus it X B KubePersistentVolumeFillingUp 4k,
4 openshift-monitoring 71 B H#) prometheus-k8s-* pod FEAMIIF A M4 (PV) I, XBEREERR
B 22 B D F 3% IR, XA BES 3N Prometheus IEH IEE T,

p= Y=

A KubePersistentVolumeFillingUp 24 :

o Critical 81k : L#EHHM PV /T 3% MEZFN, 2MELER
severity="critical" /1% BIZIR,

e Warning & : HEHM PV R ZEMET 5%, A HE
severity="warning" TR E R, BFHATEPUX IR,
BRI R, EET LR Prometheus I AR FIEKHEE (TSDB) H3k ) PV QI E % 22 H],

FeREH
o MATLUFEAEA cluster-admin £ A BNAF 51015 R EE,

o B% %k OpenShift CLI(0c).

Pt =

1 BITLAT e, FUHFTAE TSDB S K/D, MZIBRIEISHHEE -

-c prometheus --image=%$(oc get po -n openshift-monitoring <prometheus_k8s_pod_name> \

(2]

-0 jsonpath='{.spec.containers[?(@.name=="prometheus")].image}') \

i
$ oc debug <prometheus_k8s_pod_name> -n openshift-monitoring \ﬂ
-- sh -c 'cd /prometheus/;du -hs $(Is -dt */ | grep -Eo "[0-9|A-Z]{26}")'
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B 7 = HEEHRR

¥ <prometheus_k8s_pod_name> &1y KubePersistentVolumeFillingUp Z it/
R EIM pod,

Fai th o Bl

308M 01HVKMPKQWZYWS8WVDAYQHNMW6
52M 01HVK64DTDA81799TBROQDECEZ
102M  01HVK64DS7TRZRWF2756KHST5X
140M  01HVJS59K11FBVAPVY57K88Z11

90M  01HVH2A5Z58SKT810EM6BYATS0

152M  01HV8ZDVQMX41MKCN84S32RRZ1
354M  01HV6Q2N26BK63G4RYTST71FBF
156M  01HV664H9J9Z1FTZD73RD1563E

216M 01HTHXB60A7F239HN7S2TENPNS
104M  01HTHMGRXGSOWXA3WATRXHR36B

2. HAERTLAMBRIBL I AR S Dk, REMBRIE, LATFRBIE %M prometheus-k8s-0 pod At Bk
=1 &IBH Prometheus TSDB #t :

$ oc debug prometheus-k8s-0 -n openshift-monitoring \
-c prometheus --image=$(oc get po -n openshift-monitoring prometheus-k8s-0 \
-0 jsonpath="{.spec.containers[?(@.name=="prometheus")].image}") \

-- sh -c 'ls -latr /prometheus/ | egrep -0 "[0-9]A-Z]{26}" | head -3 | \
while read BLOCK; do rm -r /prometheus/$BLOCK; done'

3BTRS, RUEEEN PY NERHBRAE WA RZEME -
$ oc debug <prometheus_k8s_pod_name> -n openshift-monitoring \ﬂ
--image=%(oc get po -n openshift-monitoring <prometheus_k8s_pod_name> \9

-0 jsonpath="{.spec.containers[?(@.name=="prometheus")].image}') -- df -h /prometheus/

‘—} <prometheus_k8s_pod_name> &1t/ KubePersistentVolumeFillingUp & $#h
?%EU B pod,

LU TFRHIERT B prometheus-k8s-0 pod FEABIHE M PV, 1% pod Fl4k 63% :

i th o Bl

Starting pod/prometheus-k8s-0-debug-j82w4 ...
Filesystem  Size Used Avail Use% Mounted on
/dev/invmeOnip4 40G 15G 40G 37% /prometheus

Removing debug pod ...

7.12. Z i OPENSHIFT CLI (oc) [a]ii

7.12.1. T & OpenShift CLI (oc) BHE&EZF|

f&Bf OpenShift CLI (oc) , fEaJLAMAimAIEEN FAFEFFHEIE OpenShift Container Platform TiH,
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IMRBINEE T oc B, F oc HELFIRE MK APIER. API N R MSERNRB curl iE
KRB, XIRETHEN oc BSNEZREER, UREBET EHENAT,

ocC E/L.\ ))—273]/['1.}‘* 1 EIJ 10, T%*ﬁ%géT oC E/L.\ &71]5”%&?3%5&0

£ 7.4. OpenShift CLI (oc) B&EZF

HEZ5 Uiy

18]5 BB ERICKE stderr,

6 H stderr 123K APl E K,

7 £ APIE K FIHRLIC K E stderr,

8 L APHER, PRk FIIESC, BAR APIRERIFR L FNIE XE] stderr,

9 IRBEEAPHER, PRLFIEX, APIEMARAFIEX, MK curl ifKE] stderr,

10 ILRER APHER, RLMIES, APHIEMNFRLFIES, L% curl i5KE] stderr, 103K

E’J{E NI %iié&lo

7.12.2. 87 OpenShift CLI (oc) HEZH
A LRI IR S S SR B B HIREE OpenShift CLI (oc) A1,

OpenShift Container Platform IS AIRIGFHES S EEICKM curl iEKH, EAFTLAFEhIRER S
AR RIESHE, UEENN oc HHMEZARMENAEER,

FRFH

e % OpenShift CLI (oc) .

iy =

[ ]
Bt

11T oc B BIN1EE oc HELA -
I $ oc <commands --loglevel <log_level>

Hep:

<command>
EEMELZITHR D,
<log_level>

*EE%&FHE”HP'DE’JEIL;\&%UO
o ERMYFIAFANREDH, HETUTHS :

I $ oc whoami -t
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ol

I sha256~RCV3Qcn7H-OEfqCGVIOCvNnZ6...
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