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https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux_atomic_host/7/html/overview_of_containers_in_red_hat_systems/introduction_to_linux_containers#linux_containers_architecture
https://access.redhat.com/articles/5059881
https://access.redhat.com/documentation/en-us/openshift_container_platform/3.11/html-single/cri-o_runtime/index
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.4/html-single/nodes/#allocate-node-enforcement_nodes-nodes-resources-configuring
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.4/html-single/authentication_and_authorization/#managing-pod-security-policies
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.4/html-single/architecture/#available-platforms_architecture-installation
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.4/html-single/installing/#installation-requirements-user-infra_installing-bare-metal
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.4/html-single/architecture/#rhcos-configured_architecture-rhcos
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.4/html-single/architecture/#rhcos-about-ignition_architecture-rhcos
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.4/html-single/installing/#installation-special-config-kargs_installing-customizing
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.4/html-single/installing/#installation-special-config-kmod_installing-customizing
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.4/html-single/installing/#installing-fips
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.4/html-single/installing/#installation-special-config-encrypt-disk_installing-customizing
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.4/html-single/installing/#installation-special-config-chrony_installing-customizing
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.4/html-single/updating_clusters/#update-service-overview_updating-cluster-between-minor
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https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/8/html-single/security_hardening/index#scanning-container-and-container-images-for-vulnerabilities_scanning-the-system-for-security-compliance-and-vulnerabilities
https://kubernetes.io/docs/concepts/workloads/controllers/daemonset/
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https://access.redhat.com/articles/5059881
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.4/html-single/architecture/#rhcos-deployed_architecture-rhcos
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.4/html-single/nodes/#nodes-nodes-managing
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.4/html-single/installing/#installation-initializing-manual_installing-bare-metal
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.4/html-single/installing/#installation-user-infra-generate-k8s-manifest-ignition_installing-bare-metal
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.4/html-single/installing/#installation-user-infra-machines-iso_installing-bare-metal
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.4/html-single/installing/#installing-customizing
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.4/html-single/nodes/#nodes-nodes-kernel-arguments_nodes-nodes-working
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.4/html-single/installing/#installation-configuration-parameters_installing-aws-customizations
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.4/html-single/installing/#installing-fips
https://access.redhat.com/articles/3359851
https://access.redhat.com/articles/5059881
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.4/html-single/installing/#installing-fips-mode_installing-fips
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https://access.redhat.com/articles/4238681
https://access.redhat.com/documentation/en-us/red_hat_quay/3/html-single/manage_red_hat_quay/index#container-security-operator-setup
https://catalog.redhat.com/software/containers/explore
https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/8/html-single/building_running_and_managing_containers/index#using_red_hat_universal_base_images_standard_minimal_and_runtimes
https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/8/html-single/security_hardening/index#scanning-the-system-for-configuration-compliance-and-vulnerabilities_security-hardening
https://access.redhat.com/documentation/en-us/red_hat_quay/3/html-single/manage_red_hat_quay/index#container-security-operator-setup
https://access.redhat.com/documentation/en-us/red_hat_quay/3/html-single/manage_red_hat_quay/index#quay-security-scanner
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1.5.4. £ ERFIHE

OpenShift Container Platform fE X RIE LY BINEE, A ITE (WRBEHMRER) AT LAMER TR
TR RANIERR, LU S RMIES Pod H4T. AT TIZOEMHAN IR, UEEZRGI ST
SEReENBF ERERNEIE.

1.5.4.1. &R o B8R

BGMEREESHARNAE, aBEYGaRBMIREMG (OSS) IFriEEMit. 74, ZaiiEN
VRN L=, vkt, RETUTEEEN

I quality.images.openshift.io/<quality Type>.<providerld>: {}

1L ERERR

HiF h ARER{E

qualityType TCEEREY vulnerability
license
operations
policy

providerld BN ID 2R openscap

redhatcatalog
redhatinsights

blackduck
jfrog
1.5.4.1.1. F R HRGI
quality.images.openshift.io/vulnerability.blackduck: {}
quality.images.openshift.io/vulnerability.jfrog: {}
quality.images.openshift.io/license.blackduck: {}
quality.images.openshift.io/vulnerability.openscap: {}
Bt 2 R ER Y /IHETELL TR RIS L #E
F 1.2 XA ERX
FE s ? feid RE
hame = IV R i FREB
timestamp = TS (] 2% FREB
description S [ap kR FREB
reference = S RRIRM URL ES FREB

FAER. »F, UER
FR] LSS IR
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https://kubernetes.io/docs/concepts/overview/working-with-objects/annotations/

FE Wik ? Uiy
scannerVersion S R FRA
compliant S AMET SRE T
summary & HEIB AR E
summary FEUIHEELTER -
% 1.3. Summary ZEREER
P Uiy RE
label TRAMRZ (FIE0 : "critical” FREB
"important”. "moderate”. "low"
= "health")
data AR (B0 : RIBRE RS
TS E)
severitylndex ARSI, RIFERRTHETHE B
FMae. ZEEFE7 0.3, Hf
0 = low,
reference £ 2R URL KBS 14 FREB

l%\o E—"jﬁo

1.5.4.1.2. F R ERH
FROIERT —DEARE OpenSCAP 2, AR DREIEUR — S MR /IE

OpenSCAP Xfi#

"name": "OpenSCAP",

"description™: "OpenSCAP vulnerability score",
"timestamp": "2016-09-08T05:04:46Z",
"reference": "https://www.open-scap.org/930492",

"compliant": true,
"scannerVersion": "1.2",
"summary": [

{ "label":

"critical", "data": "4", "severitylndex": 3, "reference": null },

{ "label": "important", "data": "12", "severitylndex": 2, "reference": null },
{ "label": "moderate", "data": "8", "severitylndex": 1, "reference": null },
{ "label": "low", "data": "26", "severitylndex": 0, "reference": null }

e il

FRE#

#/R{E

SR (SR TR

1
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APER T — T HIREY Red Hat Container Catalog %, THERIKRSHRESIBIBELLLIEERAEZFIERN—
MHER URL :

Red Hat Container Catalog 3 f#

"name": "Red Hat Container Catalog",
"description™: "Container health index",
"timestamp": "2016-09-08T05:04:46Z",
"reference": "https://access.redhat.com/errata/RHBA-2016:1566",
"compliant": null,
"scannerVersion": "1.2",
"summary": [
{ "label": "Health index", "data": "B", "severitylndex": 1, "reference": null }

]
}

1.5.4.2. MRS RN R

F SR OpenShift Container Platform &4 F XTI ZHRERN R, BRXFERRETEIENFIETR
WIERE, RN REEESCHEM, EAATERS NMEERIGSS| AR E—HR&,

1.5.4.2.1. & CLI fp 55l

1% <image> B NRSREE, W
sha256:401e359e0f45bfdcf004e258b72e253fd07fba8cc5c6f2ed4f4608fb119ecc? :

$ oc annotate image <image> \
quality.images.openshift.io/vulnerability.redhatcatalog='{ \
"name": "Red Hat Container Catalog", \
"description”: "Container health index", \
"timestamp": "2020-06-01T05:04:46Z", \
"compliant": null, \
"scannerVersion": "1.2",\
"reference": "https://access.redhat.com/errata/RHBA-2020:2347", \
"summary": "\
{ "label": "Health index", "data": "B", "severitylndex": 1, "reference": null } ]" }'

1.5.4.3. 2%l Pod 47
{5 /3 images.openshift.io/deny-execution & 5REE, LURTE A RITHIGERE AT LU 1T.

1.5.4.3.1. F#ERH

annotations:
images.openshift.io/deny-execution: true

1.5.4.4. £ SE
ERZHEERLT, RAAHEFEABITESTF L —PMHARSE G R G MEGEE, HUTHR, FERYS

FRAOEXNBERNRANINER. BE, XPEIEIERIIA OpenShift Container Platform 4.4 REST
AP| KRB MR, BX REST APIIEHIER, 1S OpenShift Container Platform REST API,
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https://catalog.redhat.com/software/containers/explore

1.5.4.4.1. REST API AR

LUFERA curl WRBIHRSBREMRE, 15588 <token>, <openshift_server>. <image_id> #ll
<image_annotation> BJ1E,

&1 API VE

$ curl -X PATCH \
-H "Authorization: Bearer <token>"\
-H "Content-Type: application/merge-patch+json" \
https://<openshift_server>:8443/oapi/vi/images/<image_id>\
--data '{ <image_annotation> }'

LUF =2 PATCH B3 i S8 BRI :
&40 R

{

"metadata”: {
"annotations": {
"quality.images.openshift.io/vulnerability.redhatcatalog":
"{ 'name": 'Red Hat Container Catalog', 'description’: '‘Container health index', 'timestamp': '2020-
06-01T05:04:46Z', 'compliant”: null, 'reference': 'https://access.redhat.com/errata/RHBA-2020:2347",
'summary': [{'label': 'Health index', 'data’: '4', 'severitylndex': 1, 'reference’: null}] }"

o ERRMIR

1.6. K £M{EME S REGISTRY
B 25 registry FHER SRR LUE -

o (HEFKEIHtEM A i

o [FHRIRHNBTDE L MERRAMEFREER

o EFEMEMARIEAR EH F DI IUE A ERBIN BHRAE], REFEE AT L FER
BN HRE registry (80 Quay.io #1 Docker Hub) AIERZ M AL ZHE R, 2118 Registry 12
W FRRZIEMS SR, MIBESRE BT X EEGRME T AR iERRESRE, B8
B 2H registry, EALUEE—PA2S registry, 1 Red Hat Quay,
MEEHERV, BL registry IR T RARNIBERM EH B HFBEBRIRTE. B0, Red Hat Quay

B Clair R2HWREFRETHFBIIMINE, REMEMAL LI GitHub MEMAIBERRAB L ER
A B EREGR, HFERETAGRYIREEE (RBAC) KR HRHVITH,

1.6.1. XiE Rk BWE ?

BRI UER—ETERARMREE THAMBENRRGERNAE, B, FRGHBARSAHRR, &
ERRHELS registry I, BRI LUEARMERRIIN—ZERT,
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https://access.redhat.com/documentation/en-us/openshift_container_platform/4.4/html-single/images/#images-imagestream-use_images-understand
https://access.redhat.com/products/red-hat-quay
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1.6.2. R BINEN B2
EBE A TLEH, BRTEEFALHEE, FAULRREELINKEFREANER, SEHEFR
AIAREN, BRERNALEEZITHERSRRKEHR —NHNS N 2B HE., MRIEARRY, ERUERH
BNHERNNBRGIRUBHRENBTER, MARRNLZER.
AN SMNIRE - 3

o HEEEAGSHZHEBEHRA

e 7 RHEL FAFFS, MRNEIRIRK

o FITIEXHF
BEAREIIRAMYT B, FEni—BRIFSENRSFHRERHOANBLURT FEMNGES, EoTUERZIIE
ZE2NE (RHSA) FIZEEREME I IERSRGE P BRI EMF I, FHiE5IEKRIEHNFER. 5
A, R RI UG R E S RE B R ERENIERENE MR 2B KA,
1.6.3. MZL1E Registry fIELS R B RIKINA 2R

MR E TSRS B XM AR ERE DI T &R TR KM FKHT RRNENERSER. %
B3, BRAUEFESMEGRFEE, 2% CVE. R4aRMEFRRKEDH.

CINEERAR SLPITEETERRIE Y 2105 Registry 1, HEMFAKR N HRLES registry
(registry.access.redhat.com) #4511 B DG IER] registry (registry.redhat.io), X &EEAZIER—H
DR, Hrb registry.redhat.io @3E T —LFEEFBLLIETT I EUEHT B IIERIZIAN F IR,

IS RERFNBTUTRINR, HEHHITEH. BABAHRELLEH (40 glibcc. DROWN 5 Dirty
Cow MEEER) I, EAZRMHNBHRREESWERFHEXE Red Hat Registry,

ZI1EME A health index & RGBT ZIIE 4 SRS B FHREHN BN RHENR LN, ATRBRHEFELIEIR
WG FIENRRRE, B, INMNEETRE, MeEHaSNELRE,

NT UBARBRMER, AEAREXER—INFERE. MHEESEAE—MEETRANEKIA. RTENR
LNEEEIE, AL FREER. NFTRINENRENESHE, ES0 Red Hat Container
Catalog WEMERA AR ERIREEREIFN,

MBI T SRV HRXNREEHIRE, HSHLE"mZeh D, AFIELZENEURERE
A& CVE,

1.6.4. OpenShift Container Registry

OpenShift Container Platform &% OpenShift Container Registry, Eri{F N EBERHLEZITHRE
registry, AT EEAMRF R, OpenShift Container Registry IRtE T A GBI IR, HESE T
LURTBR FOHE K P LE R 2R F R

OpenShift Container Platform it X 55 E MR AT 88 B 2 F FRIFARE registry 2B, %0 Red Hat Quay,

A3

Hth ¥

o M BIOpenShift Container Platform registry

TR

=

1.6.5. {# A Red Hat Quay F£ A 25

Red Hat Quay @ZLIgMI— NIV A 2s registry " dh. Red Hat Quay B9FF & @@t L5 Project Quay
SER Y. Red Hat Quay AT FHFIERERERE, =Xi8;Y Red Hat Quay £ Quay.io ITEMAIRE,
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https://access.redhat.com/security/security-updates/#/security-advisories
https://catalog.redhat.com/software/containers/explore
https://access.redhat.com/security/vulnerabilities/drown
https://access.redhat.com/blogs/766093/posts/2757141
https://access.redhat.com/articles/2803031
https://access.redhat.com/security/
https://access.redhat.com/security/security-updates/#/security-advisories
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.4/html-single/registry/#architecture-component-imageregistry
https://access.redhat.com/products/red-hat-quay
https://docs.projectquay.io/welcome.html
https://quay.io

B1EARTEM

5% 2 M%) Red Hat Quay ZhEESHE :
o [AIHLER : RUFH A ARSI RIE — BRSER 7] F s E T B P R 50 BR8] A,

o FhtEHE  ILEHTRELRE N EHM registry B, WMEA R AIEEEH Red Hat Quay
FHREAHREWHE, SHETHEERRAL registry BiEEFERMAE.

o BFAEEN : I Red Hat Quay BHEHIHRTEER Elasticsearch 7ZfiE, LAMEMBEHITERNSD
*ﬁ-o

e Clair Z& 1 : RIEBBNAHRGURAKIR, &R Linux IRBEWE ZERE &,

o RNEBHFMEIE : FRAKIAARMEIEZLIEEMA Red Hat Quay B9 RBAC F245IE, SHEM
LDAP. Keystone (OpenStack). JWT BE X &9k External Application Token &34k
SR EEN

o AIERIBIY (OAuth) : VFET GitHub, GitHub Enterprise % Google B34 IEXT Red Hat Quay
HATERIL

o KB : ERSHE, UM docker, rkt. EB&USR. B GIRBMKS. BRSO IHBESEI%
FA % B85 7] Red Hat Quay.

Red Hat Quay A~#f5 OpenShift Container Platform #2425, S& /L MEHETS X EH OpenShift
Container Platform Operator, Quay Bridge Operator AI1Ef&YF OpenShift Container Platform AIER

registry &#: Red Hat Quay, Quay Container Security Operator AI L& ETE OpenShift Container
Platform #2473 M Red Hat Quay registry H1 XIS R BVRIA,

1.7. RIPMESTE

HERBINES, THWEIRREaBAT N ARFRESAHRIZTHN ERSRB R, ERILEEITRE
R RT HERR R K B

1.7.1. —RI9%E, BEALERE

{8 OpenShift Container Platform {E A R IWENTVETF S A RIEHWBEIMEN RS, BF —RIWE,
BE AL ERE BRI AT AR R I R RN L B R A MR R ER B B S

REFBNTIALHBRREEN, BEFNIZENZTHNESE, MAZERFERBEILES.

REE R E S AN, MAMET PR, HARPHHAENTELINZAREN, TERERTHES
A/ HAE G A R RREF TR
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https://access.redhat.com/documentation/en-us/red_hat_quay/3/html-single/manage_red_hat_quay/index#repo-mirroring-in-red-hat-quay
https://access.redhat.com/documentation/en-us/red_hat_quay/3/html-single/manage_red_hat_quay/index#proc_manage-log-storage
https://access.redhat.com/documentation/en-us/red_hat_quay/3/html-single/manage_red_hat_quay/index#quay-security-scanner
https://access.redhat.com/documentation/en-us/red_hat_quay/3/html-single/manage_red_hat_quay/index#quay-bridge-operator
https://access.redhat.com/documentation/en-us/red_hat_quay/3/html-single/manage_red_hat_quay/index#container-security-operator-setup
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S A

Trusted code repo CCB rapid ATO
A
S I
Unit Code Sec Int QA v
EEE—

Req Dev. > test [*| Qual [*| Scan [*| Test [*| uvatr [ *| Prod

Jira Che, GitHub Cucumber, Sonarqube, AtomicScan, Automated Quality Sysdig, EFK
JUnit Fortify Anchore,

Twistlock cM cS

OpenShift Software Factory

OpenShift Container Platform J LS B E IS EMEE (40 GitHub) MFLFESE (40 Che) &M, AT
BHMEER2RE, ol BUKHT Cucumber 1 JUnit, &R LLUEIT Anchore 2% Twistlock 1o B A 2%
FESREM A, FEAFEGHMIE, 20 AtomicScan = Clair, Sysdig T2 LUREHT RERE
N FATE PR RS 122,

1.7.2. BN

IRE LUEF Source-to-Image (S21) fHRAR A EMFIRHEGRE, HELHZEF B S2| IR A4 iz
BHIABEE L AT ER £ BIMNERF A /E. X Fa/E@AEMSEE (UBI) $R1&M Red Hat S21 #7
&, SIEATLMERMES RHEL RPM ¥ S BB ERIHi R B R E O & B, ZLIEECHE 7115
PRI LS 17X — $R4E

LR LN EREBEFERET Git iIRRFEANNARRFHARIEE, OpenShift Container Platform & LT
LAFIhEE -

o B RIS EFNEE LB Webhook SUE At B IHFEEER ML (CI) i RRIE1TARA, LAMAT BT,
S2I F AR BIRFIFT IR R BIAHS Fh B 0 FERT iR

o BIEREI BRI ITMIH,
o X GRIRFABIE - EIMER, LUER Clid Bt ITERE,
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https://cucumber.io/
https://junit.org/
https://anchore.com
https://sysdig.com

Development
Configure triggers
' Git repository
Developer
Build
Container registry —> Builder image —> Build

Deployment

Node (xN)
Base image
Pod (xN)
<« <
Container image Code

& a] LU FASE A B OpenShift Container Registry SRE N &y AR EMIG 7, S21 IREMBIFBRBD)
#£5%£ % OpenShift Container Registry,

BRTEEMRAT CIH Jenkins 4, EA A LUER RESTful API IH&E B S B ER Cl EAES OpenShift
Container Platform &/, FHERAS5 APl J&BHHIE registry.

1.7.3. TR HA A1 R g A

EREEBELT, WERESEZIEFE KN TGR, BXEFIFREAEEERTHEERIRLNH
BRF&E&PITRE, BaLUE A secret LUEILX— BB,

Blan, FEFJER Node.js M TR, EALUAN Nodejs EHIGBIAEF IR, BEMZAEEG TEESL, &
WITHEE URL, AP &MFEEMERESE LS .npmrc X4, NEEEN, TNENBRRFGEGS
NFHRHIEIL,

HERLEREIZER, S LEH BuildConfig X R H AN A secret :

1. #0R secret NFTE, MHEITOEE :
I $ oc create secret generic secret-npmrc --from-file=.npmrc=~/.npmrc

X AE—D%E N secret-npmrc B3 secret, HEE ~/.npmrc XH4H base64 iGN A,

2. f1% secret HANZEIILA BuildConfig % R # source o :

source:
git:
uri: https://github.com/sclorg/nodejs-ex.git
secrets:
- destinationDir: .
secret:
name: secret-npmrc

17
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3. Z1E#7 BuildConfig X R B E1% secret, 1HZITU TS :
$ oc new-build \

openshift/nodejs-010-centos7~https://github.com/sclorg/nodejs-ex.git \
--build-secret secret-npmrc

1.7.4. SOt R iR T 2
RA L B G EEMM BT BT MERRRE, UEET S Frits),

Core build Core build Core build
/ / Middleware 4 Middleware

A A / A
/ Application

Operations Architects Application developers

B, —zdEEIA T ST E A, MRS ERR R, BT, BREEMEMRRER,
REFXANATURETFNARFEZH LT ETHRENH.

HTFEXHAKNFHHMHFR RLEEFE-—EXIREFSAR. EHIX—R, BNIZREHREN
EREIN S Cl 2, FIan :

® SAST/DAST - B8 SR TE,

o RIFEMBEIFTENENITREERF. IRTESNENBRPNFRIAHSRE, SmEME
*RTR R, #EZHUJ’HT’*E’J%\#@qﬂﬁf)ﬁﬁﬁﬂﬁﬁ‘ﬁﬂﬁ XHTE B

B8 Cl RN Z S SRS, AHEMCHE TR EAMA MBI, LUEEREIPAREN RINE Y
TRNRARIXLER, EAZANBE B RRESR, UBREMBRINBEZAFKEREMRE,

FIF GitOps A%, EARNTLUMEREEL ClI/CD HFIkEENARFEE, A TUEE OpenShift
Container Platform EmiZe,
1.7.5. #9E Knative IR BN HIEE

f&Bf Kubernetes # Kourier, #&AL7E OpenShift Container Platform & Knative i, ZHEME
BRSNS AER. MEMEER—, EaILUER S2I g kivERs, ABMER Knative RFIRHEE
file i OpenShift Container Platform Web & # Topology LK & Knative N FARFIE.

Hth 5R

o IBMRRINE

=5

o fLFIEWIE

18


https://knative.dev/
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.4/html-single/builds/#understanding-image-builds
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.4/html-single/builds/#triggering-builds-build-hooks

B1EARTEM

o QEMEEA

o Ui\ secret FFd & MLES
e CIl/CD A&

e Knative Serving 2244

o f{fF Topology MK EEN ARRFAEKIER

1.8. BREA

B LMERAEMEARBRAASENER IS HZTNETRNANSD, HHRRILERIEIZERIBN, XLEHAR
SIEREMEML SJUNARFORE, URFRAEZELEBRTSEXETERARBEN,

1.8.1. (Al 4 So 4 S 2 R B

INREBARPLEEMER, HERETHEERREAIN—IFRE, EaFERAETEREMNBESMEEET

BitTEE., EUUERMA SR RERMBMNEE, BETILHNESRIRE, MAZENEEZTHE
&, IXMECER T HEFR,
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https://access.redhat.com/documentation/en-us/openshift_container_platform/4.4/html-single/builds/#creating-build-inputs
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.4/html-single/builds/#builds-input-secrets-configmaps_creating-build-inputs
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.4/html-single/architecture/#cicd_gitops
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.4/html-single/serverless_applications/#serverless-serving-architecture
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.4/html-single/applications/#odc-viewing-application-composition-using-topology-view
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Can configure triggers for
automated deployments,

git O builds, and more.

Reqgistry

Can configure different
deploymant sirategies |ike
AMB, Rolling upgradea,
Automated basa updates,
and more.

BN, EERSASREGRENET —MNERE  &D. REENNEBRFE, BFEROEGPLIT
—NA, ZEEERER. WESRE, XBHREHEIEE] OpenShift Container Registry, OpenShift
Container Platform 1B HFR EE, HIRBEE LWL R ENERHBENARFHE. X—BERD
ETEENE, FBE”RAEESHERE N,

& LA#E F oc set triggers fe RN BEEBBALAL 2R, BIH0, TN deployment-example HIERE X E
A& 28

$ oc set triggers deploy/deployment-example \
--from-image=example:latest \
--containers=web

1.8.2. #HI T LIS B R HHRIR

FOEBRETHRETAENGR, CEHRFRIEIFABNEERETER, BRREN. MEZLIR
H T X—{RIUE, OpenShift Container Platform el i BB G N AT 2 IRBH R LHKEE, URNEE
INEIREER, ZRBANNSEE L :

o — BN AR B 6422 B registry

20



o SERE, MER. BUHFERR

R LME R LERIRSHR A IT. RAEN registry. #B registry HEMBHEGR, HEBEKRKBHREEX
%o FERATERY, EATUBERUMENARNEIER. ZREANMAT T R, RETUERE T RBPS
—NA, SENAREETRIEE (B0 . Kigsifz) AN A,

HHR R SR SR A

{
"default": [{"type": "reject"}],
"transports”: {
"docker": {
"access.redhat.com": |
{
"type": "signedBy",
"keyType": "GPGKeys",
"keyPath": "/etc/pki/rpm-gpg/RPM-GPG-KEY-redhat-release”
}
]
b
"atomic": {
"172.30.1.1:5000/0penshift": [
{
"type": "signedBy",
"keyType": "GPGKeys",
"keyPath": "/etc/pki/rpm-gpg/RPM-GPG-KEY-redhat-release”
}
1,
"172.30.1.1:5000/production": |
{
"type": "signedBy",
"keyType": "GPGKeys",
"keyPath": "/etc/pki/example.com/pubkey”
}
1l
"172.30.1.1:5000": [{"type": "reject"}]
}

}
}

2 RBE R LATE T s LR 7E 1 /etc/containers/policy.json, =xiF{F A #THI MachineConfig X7 SR 1tk 304
RERT R XA RO EIHAT AT

e E3R Red Hat Registry (registry.access.redhat.com) R ERBALIIE NHE L,
e E3K openshift &% 22 [F] ) OpenShift Container Registry B &H Red Hat A% 4,

e 3k production 34 22 8|9 OpenShift Container Registry IR H example.com H9/A%A
%o

o RUHRMER BIN EIEERIFTA EA registry.

1.8.3. A% &Lk
%2 L 2 — I R R T 415 4 blob M5, SR EHAM TR,
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e Atomic : B OpenShift Container Platform API E &,

e Docker : fEARMI @IS Web AR55 851 4.
OpenShift Container Platform AP i 5T & 2 {# FH atomic ZHIRBMNE &, B IFER LSRR RNE
{&1FHE7E OpenShift Container Registry H1, BT docker/distribution extensions AP| & B h & & Z
Zinm, REAZEEFHNEE.

73 docker f¥HiIRBEBZZA A HFE Web fRF5ARIRMA, XEZTLEHNRE, BALURMEKBE
ARG registry BIBIR, FERMIIMARS & RIBH Z I A,

B2, docker (ZHIRBMEZHITHMANERE, BHINT REBZLIRSHRH UR, AE2EMENGE
B YAML XHEBIEEN RS LB EH, BRILH /etc/containers/registries.d. YAML BBEX4E5
registry URI #1%: % AR 5588 URI, =X sigstore :

Registries.d X4 Hl

docker:
access.redhat.com:
sigstore: https://access.redhat.com/webassets/docker/content/sigstore

EXANRBIF, Red Hat Registry access.redhat.com 277 docker (£ i BRI L ML LIRSS 25. H
URI 7£ sigstore S HE X, EILUF 464 /etc/containers/registries.d/redhat.com.yaml,

F {8 F Machine Config Operator BEIS X BRIESRBHNEN T =L, BTEEEM registry.d XHEHRE
ST ENASME, EHAEEERRS.

1.8.4. 0% secret FEZ E R GT

Secret N RABIRE T —FHLFIRREFERME SR, MEE, OpenShift Container Platform & F ikt E X
. dockercfg XHMFIBIRFMZEZIE. Secret HERENAS Pod 98, A LUERSH T secret

EREHEIASRP, REWBAILUERA secret {3k Pod HUT# 1,

pign, BESBEERRN secret, UEEH UV RIFAERIRFMEE, EHITLLTRE

it

1. B[EF OpenShift Container Platform Web 6 &,

2. AIg#FHUIE,

3. 5fin% Resources — Secrets 3l # secret, & Secret Type %7 Image Secret, FHI%
Authentication Type %7 Image Registry Credentials, LUk A BT 57 R B Bt e fiE HERE
e

4. TECIEEREBE BN (40, M Add to Project— Deploy Image T1H) , f¥ Pull Secret %i& N
IRAYHT secret,

EMRS S secret K, BHITHEZFSFSHRIERNFHHEESHEM. ConfigMap X REEZEE
BIRRBE(ER, XEBURERITE Pod HHFAS A TGS S RAHGNEERE.

1.8.5. BbLIFELERE
IR LU B S EFEERE (CD) TR S OpenShift Container Platform &K,
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B1EARTEM

FIF CI/CD #1 OpenShift Container Platform, f&a]LAESIHUTERN AREFIIRE, DUMWARITHE
8. Wi, FRECEIMERRBLERE,

Hth 5R

o N secret FIHECE ST

=5

1.9. &RI'aH=TA
OpenShift Container Platform #1 Kubernetes AP| R KB B b B B M X, APIBT :
o IUEFHESE Pod. BRSNS HIHLHBRAVEUE,
o TEREIE NERBHUTII LI, FEMEERGAMFHRML R,
OpenShift Container Platform R F Kubernetes IR 2AEXINEESIE -
o I/, METAGMVIFZEFIMMLRIBHEER, UESIM LREER.
o EANIEM, 7E APIFNMA API & HiE KBIE 2 BB R R

OpenShift Container Platform {8 Operator B 1L 11t Kubernetes 45| £ IHREMEIE,

191 FERASHAREAZ

% ¥ fo1F OpenShift Container Platform &8 ERZ N A HBFHELS N EN M en & 2 E R THIN A
RFRFEEREHSASHEREE. BRESHES, EaTLUSE T A B2 (RBAC) N AE
Kubernetes #n 44 Z2[H],

1E Kubernetes /1, & 2E/5= N TR/ oI LA F H AL N AREFZ21TMX IS, OpenShift Container
Platform A B AEFEMA X 2RMBANGERE, SDIEIE SELinux B MCS 1%, FHEXLEY B
RZEFNAN T, W BEERN, AU B eNERTIR, SRSk, R, REIMEH
HAbX R,
AIY RBAC M RABLAW B, LUERANFTAR P RXLEmE, ZBENEBAAN, AelAEnfX

o HI&E PRI B A Al MR A,

o ABEEALSERIFLAFSENMIIES.

o HNERTENAFHASEAEZIEBIKIEK,
A RBAC A BMAES A SAMMEFET B, £ RBAC NSRS HEMA BT EM INEIELR

FEFFETIE., BRUNERAETUYE, AXiZH admin, basic-user. cluster-admin #1 cluster-
status 157,

1.9.2. {FFE AEHRY control plane

RBAC a2 A F #1405 7] Ui B Z 18935 [r#L], T EA 7 AER] FE U6 OpenShift Container Platform
F API B9 R, A ARG — BT ER 9 H AR BE

o FUUEANIEM @ X EIRMEEI T —H BRI FTIRRSILLR A F OpenShift Container
Platform control plane B92H {4,

o LRMEANEMY  XEBAIDTHY RANEE, B©11HA Webhook AR5 8, NUAXFIERIFT
BAUIIE, A PME SR BT IR,

23


https://access.redhat.com/documentation/en-us/openshift_container_platform/4.4/html-single/builds/#builds-input-secrets-configmaps_creating-build-inputs

OpenShift Container Platform 4.4 &£t

o JUIEAEARM  XEH/ERILAMARIREIERK, FAUARIBER, LTABRERT2BRESL.

AP R —NERBE AR, REiEMRESSBUERKEREN. SMEARERSEERIR
REK, BRI XLE BRETIE K,

1.9.2.1. Z4&H E FXAH(SCC)
ISR LA 22 £ FX 25 (SCC) X Pod T B —HE M, UEHBEWRRIES,
AIH SCC EEM—LHmaiE :
o ZITHIIA S
o ASHBENHKARMAITIEE
o NENBRBES,
o AZRM SELinux T3,
o A& ID,
MREBFAEIINR, EAILRIEFEENBIL SCC RIBHEE BTN,

1.9.2.2. NRRFS K BRF AR

R NAFPEETABNIA—E, EALNRSIKF2BEAR, NENTEUEMNRIARSKAE=
o BRESMEF

o SEFEREINREETE
o ZHRBHIIBE
o XWEIDBE— API THEFEIER IR OpenShift Container Registry

BAMRBBIIR K P B AE R B,
1.9.3. A UFFIIRAY

1.9.3.1. fEF OAuth #2177

e  LLR S F R UEFIRANE R AP U7 R2RE) SRR B2 A, OpenShift Container Platform master &
ENEM OAuth IRZ528. A RTLURER OAuth TilRIShESRX B Bi#1T APl SRLIIE,

ENERA, EAILMER A S7#,/# (30 LDAP, GitHub 2% Google) EZE& OAuth LLU#HITH1255

ik, P BN 2B F#H# OpenShift Container Platform 288, (BRI LIIEMALENSHRER
HITHEE.

1.9.3.2. APl i [0{Z=HI I E

N LUAAE Z N HIIH AP RS, XERFSEEFAAMNIGRFTEERE, OpenShift Container
Platform @& 3scale AP| XA SEARA, LUEEEE API FIEHI A,

3scale NIFREA T AP SR RIEMZ S MR EFIELT, S fMsAHEERAT L A EIEFEs
PiIA] B API BB5H, N EBTERE ID FZEN LLR OAuth 2.0,
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F1EARRLH
R LRGN R E R R, FEMIRSEVT R, FHURAEHNMA VISR, &R Lusd N ARE TR &
HIF L NGIKE AP EFRZERE FHEHIRE,

BXREHAAZRIER 3scale API X APlcast v2 FIF2, 15 [H 3scale IAEHHITE Red Hat OpenShift £
JZ{T APlcast,

1.9.3.3. 21 b8 & ok

Wi AINE B SR ARG 2%, B LURME T RN Web ¥ B XINEE, &©3F SAML 2.0. OpenlD
Connect #1 OAuth 2.0, MMRIFN R, %R 37 HETF SAML 5 OpenlD Connect B9 & 15
BN (IdP), HRETIENSEREGHNELVEBXBATERERNE=Z AR BNHNESEN

N AR R (AT R, AT LUSLIIE A R B R S & TF LDAP BB KRS EM, SIE Microsoft Active
Directory #1 Red Hat Enterprise Linux Identity Management,

1.9.3.4. Z£HBIRSS Web #2#l5

OpenShift Container Platform 124t 7 — 1 BEIARSS Web #51&, LAARAPATE SR BENMIER LAY
R EAbEIAE, OpenShift Container Platform 3@id Rt L FINBERBR R 2% FH ™ master :

o FRELHIZRE (TLS) Iiln] master
e f{HF X509 iFfaK OAuth 1jIF] SRR R API BRSS 28
o Eid 1 B ECKIPR Fl 7 & 45 h& T LE A BB R

e Etcd RFTEEREFLT

1.9.4. HIEEEBIE
OpenShift Container Platform BIAEZRFPE L NHM, SIERET REST W HTTPS &8, &1 TLS ik
FFIAINEINEE, OpenShift Container Platform MR ZEREFRAERE I EPEEXLIET, EMRITE
H—LEFZHAFMT :

e master (APIfRZS25F012HIZS)

® etcd

o R

® registry

o [RFAEE

19.4.1. BEEHE IEH

ERILENR R &S RRARHEEH BTN )y API ARS8 F0 Web #HI SR A K N REE B E LIRS
EF, ELATLMER B E X CA,

q

Hith 5HR

=)

® OpenShift Container Platform & 1v
o M RBAC & X F05 TR
o XTHANIEH
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o THRLM FTXHR

e SCCHEMmD

o NRFIKFIRT A EKRA
o FLEMEBR OAuth fRS5%%

o THREMRHEFERE

o IEPRENMR

o RIBIEPH

1.10. fRIF %%

ALUESNG|EEME L2 M, 7E Pod U] £, M%%er& 2 Ao LUBE BRI ML DT Rk IE B EREE
Hfth Pod UENRGL, MLRES A LLEEGI R SIE TR, B UEEARHFENARFHNAOMED

p ol =1
AILE o

1.10.1. R4S M & 22 [H]

OpenShift Container Platform R4 E LM% (SDN) FIZE—NF—HIEEENLE, BRITFEEEHIR
EASREEFHTEE.

BIAERT, MERISENETIE PRIATE Pod # A #EM Pod MM LR R Vi, BE—NUIEHRE
—NHE D Pod, EELAEIZIE # 0/# NetworkPolicy *f REIETRAIFRIAILIERE, FRASHEAER
X, B Pod FIARSS IR ALIIE 25 HOFRE.

1.10.2. {F MRS Pod

R 2k ns, SR LAER—TE 5 Pod HERE. MZARIER LB Pod FFEMLE IR, KA
PFA O SR BDERE, B4 EMITE PR Pod B9EEE, FOHMKBIT AR ILER MBI,

q

Hth 5w
* KT

A

1.10.3. %1 Pod M%%

BANBRT, BDZITHNERRE—TMEED. Multus CNIHESHELEEOIZ S CNI L%, REE
AL LA AN EIRRY Pod, X, ERILIHUT—L484F, HIANNFAAE SR FRMIE R ) 2 RAIMLS
£, #FEBIMTREERSIMEED,

q

Hth 5R
o ERZML

A

110.4. [RE N BiEF

OpenShift Container Platform FRiFE N AN ERE EMMLTREDBRUNIR LA &R, MRS, HB.
N ARFENIES LB HRES,

q

Hith BHR

A
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https://access.redhat.com/documentation/en-us/openshift_container_platform/4.4/html-single/authentication_and_authorization/#security-context-constraints-command-reference_configuring-internal-oauth
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.4/html-single/authentication_and_authorization/#service-accounts-granting-roles_understanding-service-accounts
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.4/html-single/authentication_and_authorization/#configuring-internal-oauth
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.4/html-single/authentication_and_authorization/#understanding-identity-provider
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.4/html-single/certificate_types_descriptions/#cert-types-user-provided-certificates-for-the-api-server
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.4/html-single/certificate_types_descriptions/#cert-types-proxy-certificates
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.4/html-single/networking/#about-network-policy
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.4/html-single/networking/#understanding-multiple-networks

F1ERBTEN
e {HF OpenShift SDN EC B 44 R

1105. &I AORE

SNfAIECE M OpenShift Container Platform &E£ 4% Kubernetes BRSBIT MR HE RS R LR, FRT
AFFHTTP FIHTTPS BEAA, AOBELARTEIZE NodePort 3¢ LoadBalancer )KEI?%’J.:UQ NodePort
MBANERE worker RRFF N FAFRFRIBRSS API KT R, f&Eh LoadBalancer, &7 LURFAMER 7 #3925 2 BC
4 OpenShift Container Platform & X EXBIARSS API X,

Hth 5R

o MESHAORE

=51

110.6. RIFHOR=E

OpenShift Container Platform 24t 7 1% FA & B 25 S Br A R HI H CURE/RITIEE, Blgn, AT LAER
IP B4 BRI HIN SR ZERN VR, SEEE G LN OpenShift Container Platform SDN %% {4 5 F& A
B E 2B — DL N O P ilk, B, REFEIE A LAER H OB AKIER L ORE A E
OpenShift Container Platform &8 4k,

it AEREESH O P ik, &R USSR EYERTA HIRE 2% 1P ik, A E O AKER, f
AL IE Pod HEEERIAERMZE, BALk Pod ERERINERMSE, BRI Pod X E MERFMBEYT [,

Hth 5R

o FiE i MR AR SRFRHINT 458 1P stk 8915 (]

=51

e NUIEEEHOIP

111 RIFHME INE 1

OpenShift Container Platform X#F & #EMHKE, SEAREMMN=HENE, RHl2, OpenShift
Container Platform BT LA 2 #F Container Storage Interface MIfF %I EL,

TN FAMEREMY

AN TRREMBRSHNARFBRER. ®PMMNFEFE2ERTERERSH—PXETR, B
F3 Container Storage Interface (CSI), OpenShift Container Platform A A8 & # CSI #EOMTRELE
EimHEIFiE,

OpenShift Container Platform N % fEEiREE MG, 2E :

Red Hat OpenShift Container Storage *

AWS Elastic Block Stores (EBS) *
® AWS Elastic File System (EFS) *
® Azure Disk *

® Azure File *

® OpenStack Cinder *

® GCE Persistent Disks *
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® \/Mware vSphere *
o ML HFRYTE (NFS)
® FlexVolume

® Fibre Channel

® (SCSI

BEEYSEFNEFEHRENEGIMCHES (*). N TFHEEBEEHIRTA OpenShift Container Platform 41
#, FErIBERER S HTTPS RiIN%,

EALEAAREEN LEERARSE (PV) . TANFHEAREEETRANINE, &1 PVHUIFER
AR E R ES IR ERR,

g0 : NFS A HFL N/ BER Fin, E—NMFEM NFSPV JESURIEARTH, 819 PVEER
SR —Hi R R R R E PV B9Z08E, 40 ReadWriteOnce. ReadOnlyMany #1 ReadWriteMany,
N2 HE=E6E

XTF NFS EHREEMENFE, PV INHEZ D (GID) FMN PV IR EMERE, AF, % Pod =B PV AT,
SERRRY GID RIRINEI Pod MIFMFRZHA, HiZ pod ZFHEF AT FIFTR.,

1.1.3. R

%TF AWS Elastic Block Store (EBS). GCE Persistent Disk 1 iSCS| &7z fE 4N #, OpenShift
Container Platform {8 8 SELinux SHAE N IE4FN Pod RIFHEEHEMRE %, MMEREEMNBHSHEHX
IR SRATAEFH R 2889 Lo

Hth 5R

T R A

=5

o fHF NFS B AMLELE
e {#FH AWS Elastic Block Store ByiF A M1

e {3 GCE Persistent Disk B3 R 17 fiE

112, WA EHFAE
R FNH #% OpenShift Container Platform &2 HITIRE BB L B R HEA A B A L FEANEEEE.

AWM EEZNERLERRKRTARELINX—BM : EHEMAEKILR.

1121 I EEREEH

BIEHFEE AN Event HRKE, HAEERAFMHINRUBEEBRIEINEL. FHEHBEN X
B, AIURSEelEXNERINGEZER, W FREEY, WHLUZE default 8 ZZE[A, default ey Z2[H
ES REFHZEREXNES, N7 REGMSEMBMAMERNTRES,
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https://access.redhat.com/documentation/en-us/openshift_container_platform/4.4/html-single/storage/#understanding-persistent-storage
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https://access.redhat.com/documentation/en-us/openshift_container_platform/4.4/html-single/storage/#dynamic-provisioning
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Master API #1 oc 5 N RIT IR SHE R M EHIIRIGEFRE W5 T REXNEG, —NEENFER
&5 FA grep :

$ oc get event -n default | grep Node
1h 20h 3 origin-node-1.example.local Node Normal NodeHasDiskPressure ...

BRENAERUEM T B BN EMS, Fl0, LU RBIETST JSON Hit#EA jg TELY
$2EY NodeHasDiskPressure =14 :

$ oc get events -n default -0 json \
| jq ".items][] | select(.involvedObject.kind == "Node" and .reason == "NodeHasDiskPressure")'

{
"apiVersion": "v1",
"count": 3,
"involvedObject": {
"kind": "Node",
"name": "origin-node-1.example.local",
"uid": "origin-node-1.example.local"

2
"kind": "Event",

"reason": "NodeHasDiskPressure",

FOROIZE. ERFMPREXNEGHRRESARCNBEEARBER. fla, UTFERTURARERT
F;?iﬁi’%ﬁ%

$ oc get events --all-namespaces -0 json \
| jq [.items][] | select(.involvedObject.kind == "Pod" and .reason == "Pulling")] | length'
4

fhpRep 2RI, thRMPRESM, e OEE 4T AR EMBRU L S A eted 7
ff. FUHFENFALTEME, BREFSHITMEBERNRISERIOT B8R,

1.12.2. E /u\la%

M oclog 5, EWAILLENEERERAE. WEEBMNIHE, FRNAS X BEERERRTIAN
R :

o BHNANUBEMAMBRIANTUEFRZINBMNAE.,
L Wﬁ admin ﬁ@ﬂ’]ﬁﬁ)ﬂjl’llﬁlﬂ):ﬁﬁ@%ﬁa/mo
BREFEABEUHE—SFKMNOM, ETLUS A cluster-logging MiiNZheEE W E., BENEERS. B

FHMHITBE, ,.,\_JL/hE iJ Elasticsearch Operator #1 Cluster Logging Operator 288, EEM AL EEE
H /..,\152:%

112.3. it B&

A #FiAE ESAURESES. EEO5EAM OpenShift Container Platform 4417 H AR
—XRF5ED), API EF'T,‘E lb\lﬂ%&ﬁ/l\ﬂﬁ%%ﬁijﬁﬁi
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Hlh HR
o RUEMHIIR
o TRRERHEKILE

o EEHITHE®

30


https://access.redhat.com/documentation/en-us/openshift_container_platform/4.4/html-single/nodes/#nodes-containers-events
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.4/html-single/logging/#cluster-logging
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% 2 % BB
F2E BEIE
2.1 BB OIES

211 TEEERUAOUEP

ZIAER T, OpenShift Container Platform f# 3 Ingress Operator GlIERER CA FH 4 Xl .apps FI T
N RREFEAEREBERAIEP. web #HIEH CLI thERILLIEH,

WERELALZRI CA IE B R BE AR, RRXMRBRELR S PKI FACH B EME, EXERXG
FED. BREEIEIERNE IRNERFFNEMAL, FABRFIEHEL A CAbundle FE

SEHNRAHE CALZHWIES, ZIEPHRSAFEEIRY, RFARE iR EMEES apps FHE T2
TN AR,

2.1.2. BHEBRIAAOIETD

MR LA apps FETAMAENBRFMEIAADIER, B TIEEE, &% web ZHIEM CLIERM
BN ARFHRSEEEEIEPRENNE,

FRFM

o MWNBERTRERE apps Fig M EN N AARBERIET, B4 XHEN1ZE B BB PEM
B

o FAPHWMIIBUEIE, MRENFAZIMER, EEFH S AT OpenShift Container Platform i
X EGHITRRE,

o IFPBNIEE ET *.apps.<clustername>.<domain> #J subjectAltName § &,

o IERXHAUBESHAN—PHESMER, BEMEBLMEXHHRE—MEH, REATLL
IRBEFTA HIAIES, XMLl root CAIEHESRE.

e ¥ root CAIEBEHIBIFANA PEM R X,
i =
1. AN aE BT HBERIEHERRN root CAIEBRBCEMST :
$ oc create configmap custom-ca \
--from-file=ca-bundle.crt=</path/to/example-ca.crt> \ﬂ

-n openshift-config

Q </path/to/cert.crt> 2 root CA IEH XA E A S R HEEE,

2. ERAFUENEERN ERRESTHINERE !

$ oc patch proxy/cluster \
--type=merge \
--patch="{"spec":{"trustedCA":{"name":"custom-ca"}}}'

3. IR aEBERHEP MBI secret :
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$ oc create secret tls <secret> \ﬂ
--cert=</path/to/cert.crt> \g

--key=</path/to/cert.key> \6
-n openshift-ingress

<secret> 2 E T UL PHHEMNFAHI secret B9 TR,
</path/to/cert.crt> 2 IE PHEEAR IS R AP,

HrOIEEM secret BH Ingress Controller BLi& :
$ oc patch ingresscontroller.operator default \
--type=merge -p \

{"spec"{"defaultCertificate": {"name": "<secret>"}}}' \ﬂ
-n openshift-ingress-operator

9 </path/to/cert.key> 25 LhilF 5 X EXBIFAFHAIRES X,
4. f£F

Q I <secret> Bt E—FH BT secret AT,

2. %500 API BRSS 28 EH

XA APl IRSS 23T A ER OpenShift Container Platform 5£8f CA A%, BVANER T, MTFEEANE
FUmRTTERE APl BRSS2:BUIE T, MIE P IEH N BB RS Er CA X HmHBgIEf,

2.2.1. [@ API RSS2 7N IN3E TE B FRAIE S

XA APl RSS 23 1E T AR ER OpenShift Container Platform 5£8% CA A%, EAILURIN—1NE%Z 4 APl AR
FREREE M ImERNTLRRESSL (FQDN) REIRIUES, Fa06#H R S G E9%E3R,

FRFH

o i FQDN REXTNFAVARIER, BANSUEERN ZF A M PEM B,

o FAIAMIBUHMNE., MMREMBHAZINED, 1HEMES AE| OpenShift Container Platform &l
X EGHITRRE,

o BB EERFQDN B subjectAltName 7 &,

IER XIS EHEHRHN—PHE LS NMIET, API RS2 FQDN BIIEH 712 XA Y 5 — Mk
B ARETLERBAARIAIESR, XML root CAIERERE.

s5
AEHNWER M E9MEE (EVLE api-int. <cIuster_name>.<base_domain>) R1tE
E T BMBNES, XFELERECTFRERICRE
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2% &I

it =3
1. I8 —18& openshift-config # % 22 (5] fh i P EEFI M secret,

$ oc create secret tls <secret> \ﬂ
--cert=</path/to/cert.crt> \g
--key=</path/to/cert.key> \6
-n openshift-config

Q <secret> 2IFES S PHEFATIN secret IR,
9 </path/to/cert.crt> 2iiF P HEIEA M4 RS PR,
9 </path/to/cert.key> 25 IthilF B * B BIFAFIRIER R,

2. B3 APIBRS5 3 LAS| FARR G228 secret,

$ oc patch apiserver cluster \
--type=merge -p \
'{"spec"{"servingCerts": {"namedCertificates":
[{"names": ['<FQDN>"], €
"servingCertificate": {"name": "<secret>"}}1}}}' 9

Q % <FQDN> &4 AP| BR%5 28 K H IR HHIFH# FQDN,
Q 1% <secrets &y E—F AT secret BIEZ TR,

3. f2# apiserver/cluster X RFHHHINIZ secret TIE# 5| A,
$ oc get apiserver cluster -o yaml

spec:
servingCerts:
namedCertificates:
- names:
- <FQDN>
servingCertificate:
name: <secret>

2.3. EARSSIRMBVIET SECRET RIFIRSSRE

2.3.1. TRERRSS BIET

RS AIEF EENTEMBHNE PRGN ARFRHESE, IEIEBRFEN TLS web RS HW[IUEH L
8.

service-ca 124125/ A x509.SHA256WithRSA % & &% sk 4 AR 55 1E

ERBIEBMEZEFRA PEM AR, DHIFMEEREIR secret B9 tis.crt 7 tis.key . IEH MBI
FUHAR B Eh .
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BT ABIRFIETHIRSS CAIEHE 26 PRRER, HEARELTF 6 MAMHTEIRE, REE,
LTRSS CA RREMEWEEERH T VL, XF VB RTIIIRSS B — R, LU R0
RIFFEBHRE. MRIBEINERAANEETAN ARKERRSHRIFEZY) , ETESE
EFNEERS LR RE L — MRS CA T HIE B IR,

Iy =c
=

EOLFERUTOSEFNECSEEHTNAE pod. LEHSESBERS ST, R e
BREN AR EFZITHARAE pod, XL Pod REMMEEER.

$ for I in $(oc get ns -o jsonpath="{range .items[*]} {. metadata.name}{"\n"} {end}'); \
do oc delete pods --all -n $I; \
sleep 1;\
done

2.3.2 //J\\jJ[IH& I/IE:FE\'
ZRIEERFBEENET L, HESRSERBGR G ZEE FRHERBRSIEB BN LK secret,

HE
4 ABYIE RO REBARSS DNS %75 <service.names.<service.namespace>.svc G3§,
FERERATFRIREE,

FRFMH
o WE T RS,

iy =

1. f£/ service.beta.openshift.io/serving-cert-secret-name ;¥ fiZ1% iR %5 :

$ oc annotate service <service_name> \ﬂ
service.beta.openshift.io/serving-cert-secret-name=<secret_name> 9

ﬂ I¥ <service_name> & HERTFHIIRS IR,

9 <secret_name> KM secret BIRTR, 1% secret @FUEPHBHANT, HABERN, B
IR{EH S <service_name> AR E TR,

BN, ERLTaDRERRS testt:

I $ oc annotate service test1 service.beta.openshift.io/serving-cert-secret-name=test1
2. RAERSUB\SEEETRE

I $ oc describe service <service_name>

BrUEH RS AR

I Annotations: service.beta.openshift.io/serving-cert-secret-name: <service_name>
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2% &I

service.beta.openshift.io/serving-cert-signed-by: openshift-service-serving-
signer@1556850837

3. EEBENIRSEM secret |7, Pod spec AILE#H B, pod MEAAEIZT.

2.3.3. {}BR55 CA fl4F e RN BL E BR 4T

Pod mI@7d ##{# F service.beta.openshift.io/inject-cabundle=true ;X2 ConfigMap % & 317 7] AR
% CAIEH, EfRfE, £HKEVINRS CAIET T ARBMET LM service-ca.crt i, 1Atk CAIEP
ALY TLS &P imf RS AL P IS IER S5 .

HE

JXAE BRI E MRS G, SMMRERMFEIEEEE, B R A MAE Bt
ka3 & service-ca.crt, MARFEBEMHEN Pod EBEMRE—EE LS,

it =

1. {4 service.beta.openshift.io/inject-cabundle=true ; fZfc E 5T :

$ oc annotate configmap <config_map_name> \ﬂ
service.beta.openshift.io/inject-cabundle=true

ﬂ 1% <config_map_name> &t /3 B MR T HY & 5.

EBHEEH RS A service-ca.crt AL Lk pod 53, BEIEEEMSFER CA
THEEEANIE, F@IT HEM serving IEF 1 optional FERIXE N true KEB=
AT,

BN, {ERLT a5 REAREERST testt:

I $ oc annotate configmap test1 service.beta.openshift.io/inject-cabundle=true

2. BEREMRS, LUBFRIEATIRS CAHH :
I $ oc get configmap <config_map_name> -o yaml
CA 4 &1 YAML %t #h{E - service-ca.crt HERY{E T 7 :
apiVersion: v1

data:
service-ca.crt: |

2.3.4. [3BR % CA HHEERINEI API BRSS
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WAl LAEH service.beta.openshift.io/inject-cabundle=true £ f# APIService XIR, FH
spec.caBundle FERHARSS CA I4FEIETE, X AL Kubernetes API BRSS 2835 1E B TR Btk Mm%
£MIARSS CA IEH,

it =

1. {3 service.beta.openshift.io/inject-cabundle=true ;¥ f# API iR 5 :

$ oc annotate apiservice <api_service_name> \ﬂ
service.beta.openshift.io/inject-cabundle=true

ﬂ % <api_service_name> & #i ) Z X R API IRS5HI B TR,

BN, AT aRER AP RS test1:
I $ oc annotate apiservice test1 service.beta.openshift.io/inject-cabundle=true

2. BE APIRS, LIFAGREATAIRS CAISS :
I $ oc get apiservice <api_service_name> -o yaml
CA #R4F a7 YAML it B9 spec.caBundle FE¢H 7R :

apiVersion: apiregistration.k8s.io/v1
kind: APIService
metadata:
annotations:
service.beta.openshift.io/inject-cabundle: "true"

spec:
caBundle: <CA BUNDLE>

2.3.5. [¥iRSS CA A ERMIEI B E XL FIRE XL H

I&E LUEF service.beta.openshift.io/inject-cabundle=true 3 fi#

CustomResourceDefinition (CRD) *f%, f#H spec.conversion.webhook.clientConfig.caBundle
FEX HARSS CA S EIET, XA LE Kubernetes API AR S5 2330 UE A TR Y B brih m I & £ BIARSS CA iE
F,

2 3

HRETE CRD #BLE N{FE A webhook #1748k, FHARS CA WS EFEAN CRD, RETE
CRD By webhook EEF RS CAIEBE, FARS CAIFGaFEE L,

cak

it =

1. {#8 service.beta.openshift.io/inject-cabundle=true £ CRD :

$ oc annotate crd <crd_name> \ﬂ
service.beta.openshift.io/inject-cabundle=true
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% 2% RETS
@ 'S <crd_name> BHHEEMRE CRD MBS,

BN, fEALLTaSRER CRD test1:
I $ oc annotate crd test1 service.beta.openshift.io/inject-cabundle=true

2. BECRD, LMARZEANT RS CAHRHE :
I $ oc get crd <crd_name> -0 yaml

CA #4881 YAML %t Fh#Y spec.conversion.webhook.clientConfig.caBundle =% [,
N

apiVersion: apiextensions.k8s.io/v1
kind: CustomResourceDefinition
metadata:
annotations:
service.beta.openshift.io/inject-cabundle: "true"

spec:
conversion:
strategy: Webhook
webhook:
clientConfig:
caBundle: <CA_BUNDLE>

2.3.6. A% CA R4 B RINEIZ 78 webhook BZiE H

& LUfE A service.beta.openshift.io/inject-cabundle=true ;¥ f# MutatingWebhookConfiguration %
K, EE webhook Y clientConfig.caBundle FEXHARSS CA IR EIER, X A1k Kubernetes API iR
ZaIE R TR Binih /R £MARS CA RS,

AE ) admission webhook EC B X E ILERR, TR webhook BEEIEEAEM CA HHE]
a8, MBEXFEM T, NEHFAE webhook S AXMERSS CA HH4F &,

it

1. {3 service.beta.openshift.io/inject-cabundle=true ;¥ 2% % Webhook EZi& :

$ oc annotate mutatingwebhookconfigurations <mutating_webhook_name> \ﬂ
service.beta.openshift.io/inject-cabundle=true

Q % <mutating_webhook_name> &1 h BF 725 7 Webhook FRi&HI 4 .

BN, FERUTHSEEML R Webhook BRiE testd:

$ oc annotate mutatingwebhookconfigurations test1 service.beta.openshift.io/inject-
cabundle=true
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2. BELR Webhook BtiE, UUMRFEAT RS CA TS -
I $ oc get mutatingwebhookconfigurations <mutating_webhook _name> -o yaml

CA #f @7E YAML fitE R webhook B clientConfig.caBundle FE& A &7k :

apiVersion: admissionregistration.k8s.io/v1
kind: MutatingWebhookConfiguration
metadata:
annotations:
service.beta.openshift.io/inject-cabundle: "true"

webhooks:
- myWebhook:
- vibetal

clientConfig:
caBundle: <CA_BUNDLE>

2.3.7. [FiRSS CA flH &R INENIE webhook EE & A

& LUfE A service.beta.openshift.io/inject-cabundle=true ;¥ ## ValidatingWebhookConfiguration
TR, EE webhook B clientConfig.caBundle % HHARSS CA i EIETR, X A1k Kubernetes API
AR %5 28951 A F R Birim MBI L2 £ 8IAR S5 CA IEH,

AE} admission webhook EC B X E LLERR, TR webhook BEEIEEAEM CA ]
a8, MBEXFEM T, NEHFAE webhook S AXMERS CA HH4F &,

AN

it

1. {3 service.beta.openshift.io/inject-cabundle=true ;¥ 2% F Webhook EZiE& :

$ oc annotate validatingwebhookconfigurations <validating_webhook_name> \0
service.beta.openshift.io/inject-cabundle=true

@ = <validating_webhook_name> &1y ZEREVEIIE webhook BEEHIA T,

Blan, {FEALT SR EREIUE webhook EZE testl:

$ oc annotate validatingwebhookconfigurations test1 service.beta.openshift.io/inject-
cabundle=true

2. BERIUE Webhook BtiE, UMRFEAT RS CA TS -
I $ oc get validatingwebhookconfigurations <validating_webhook _name> -o yaml

CA #f @7 YAML fitE R webhook B clientConfig.caBundle FE& A &R :

apiVersion: admissionregistration.k8s.io/v1
kind: ValidatingWebhookConfiguration
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metadata:
annotations:
service.beta.openshift.io/inject-cabundle: "true"
webhooks:
- myWebhook:
- vibetai

clientConfig:
caBundle: <CA_BUNDLE>

2.3.8. FEC R E IR SSIE D

18R] LB BR KB secret RFCHARSSIE T, MIFR secret RS EE B0 HT secret, FHMAERFTHIIE
H,

FeREH
o WITHIRFGSERT BEUEPH BT secret,

it =

1. REZRSUBESSIEPH secret, XA LLTE service-cert-secret-name ST #El, W T
7_|__\o

$ oc describe service <service_name>

service.beta.openshift.io/serving-cert-secret-name: <secret>

2. MR NARSS LB secret, LT IRF B EIEFHOIE secret,
I $ oc delete secret <secret> ﬂ

Q 15 <secret> B HET—4 FBY secret LFF,

3. @it FEENET secret 10 E AGE R\ EEHOIE TIFFH,
$ oc get secret <service_name>

NAME TYPE DATA AGE
<service.name> kubernetes.io/tls 2 1s

2.3.9. Fi RS CAIED
ARSS CAIFHTE 26 NEMNAN, HEAMHLTF 6 B HTRIF,
MBEE, B LURBIUTSEFIIRIFIRS CA,
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%”‘%

FoHBIIRSS CA FREREX E—1NIRSS CAREE. AR pod BEFTHK

Sz

A, AR ATRERInE AT, pod E/E AT LUAR Pod SEAMHTARSS CA A MBYIES

ARS5.

FRFH
o WILKHEENFNER.

Pt
1 ERAUTRS, EELRS CAIEBEIEBH.

$ oc get secrets/signing-key -n openshift-service-ca \
-0 template='{{index .data "tls.crt"}}'\
| base64 -d \

| openssl x509 -noout -enddate

2. FoRILIRSS CA, WWIBRER—MHTEIARS CA, ARNHFRFSIENZES.

I $ oc delete secret/signing-key -n openshift-service-ca

3. ERETIEB N AEIRERS, WEREMTHMA pod, Lhis S RATA RS EEAEHIE
+

$ for 1 in $(oc get ns -o jsonpath="{range .items[*]} {.metadata.name}{"\n"} {end}'); \
do oc delete pods --all -n $I; \

sleep 1;\
done

s
=]

AA e mR
e

SREBERS T, EANCEHED FMEREA 684 22 [ 2 T8 Pod,
Po

EMBREBESER.

o



2 3 E F P RB MR
3.1. API AR &5 239 B P R LR

3.1 Fg

SR LIANME T Im@ETT api.<cluster_names.<base_domain> /(7] API iRS52%, B RER L&/ imfE
AARRENRVIF] API IRS52%, THEAR M inAAERFEEENIERIANM (CA) IEH, BFEAWUINER
HAARIZE APl IR 2R AE E LEINES,

312 &

FA PR HBYIE 714 openshift-config 44 22 [H] B kubernetes.io/tls 2K Secret 12, F# API
AR 55 23 £ X EZ B ( apiserver/cluster T5R) , LUS AR PR EAGIES,

3.1.3. B

AARMMIEPHA N EE,

3.1.4. i1 Bf
A 2 RIE B B A P,

3.15. BE X
BIEEE, EFESHEEBMNIEPH secret,

Hth 5%

o NN API RS EBIEH
3.2. RIBIUEP

3.2.1. A%

BRI, AAALNEE, EFEAHACIRE DEENERN—IE D8 ESUERM A NI (CA)
HEH,

Proxy X8 trustedCA F 2% S & A P IR AN IE B IUL A (CA) A SN EBRSHEIAH, X
MEZFE 5 Red Hat Enterprise Linux CoreOS (RHCOS) S48 E&FH, FHEARERHO HTTPS i
RAMESHENEEEESR, B0, image-registry-operator il A ZREER registry & T iEGR, IR
BB trustedCA, I|RAE RHCOS EEMRAST A FRIE HTTPS i£#. MREREFERESHIED
EfilZR1, 18R RHCOS EEMHBRMHBE L CAIEH,

trustedCA F &N H (IR IESRME A, KIUERERF 157 MATERE ca-bundle.crt FiLEUIE B RS,
F ¥ H S HIZ openshift-config-managed 74 22 [A| R 4/ trusted-ca-bundle FIEZERRGT A, #%
trustedCA 5| FARIEC EBRGTHYER & Z2 7] 2 openshift-config :

apiVersion: vi
kind: ConfigMap
metadata:

name: user-ca-bundle

a1
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namespace: openshift-config
data:
ca-bundle.crt: |

o MESIEHAE

322 ERENTEHEEBEREBIED
ZEEFEER additionalTrustBundle (E B TR ZRE I EAIEEEMREE TN CAIES, H0

$ cat install-config.yaml

proxy:
httpProxy: http://<HTTP_PROXY>
httpsProxy: https://<HTTPS_PROXY>
additionalTrustBundle: |

3.23. &

AP REMEFIA IR EMSTRR. BEMSNEESEIHT HTTPS WAMESHGNXXHREH, B
&, Operator RIFECEMETEHF] /etc/pki/ca-trust/extracted/pem/tis-ca-bundle.pem, BEREHRE
RXFE, IR LUBSREE HTTPS 8, EXMMIERT, RIBERQ N RS BRFTIE T F e
F&E4.

TENREXHERE SRR ENRERSHIFEECMERNMAES S, A, FEILAFEE—T
FENRAS, MEEMEERZAERIIEFERREE.

INREA RHCOS FEIR4E, 15 CA IEHRIE /ete/pki/ca-trust/source/anchors |,

%1524 Red Hat Enterprise Linxu XM ER £ Z 250U,

3.2.4. 17
F P PR RIS IR 2% E T oo BREARR,
FINEIHARHH CAIETASZE X, 7E OpenShift Container Platform 8¢ RHCOS £ F#1, H CAEEH
FUEFH B EIXMNIETF,
p= =1

BRI CAMANEIE, B2, HF CAMKESAR, XABFRE1ME, EBE,
B REFEEAAEEREERA S,

3.2.5. IR%

42
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https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/8/html/security_hardening/using-shared-system-certificates_security-hardening

5 3 & UETRBIAN

B

KAERT, FrEEEREEOHTTPS HAMESHMSEA RHCOS SERHE., MRENT
trustedCA, ©IFS#FEA,

EAI7E RHCOS 7 R EiZ4TBIRR S5 ER /T LR A 1% 17 m 9SSR &2,

3.2.6. 512
REIEFBERAMA R EE,

3.2.7.BE X
B3 IR E RS S aE

e 7f trustedCA 5| FRECERRST R EHT PEM ZRIGBNIES, =

o 1{Efp#Z2[A] openshift-config FOIREEMET, HATEFMERIRI T HESH trustedCA 3K
5| FA#TBC & R 5 F9 24 F5o

¥ CAIEHE A RHCOS S IG5 FHREXHEA RHCOS (HANEREE) T2ER. 4
Machine Config Operator (MCO) NS &% CA L BHFVESRER BN, TaRNER. £ TR3I5i11E
&, ARZ5 coreos-update-ca-trust.service 7£ RHCOS 7 | biz1T, % T m LERFH CAILFBEhEH
SEmgra, Han -

apiVersion: machineconfiguration.openshift.io/v1
kind: MachineConfig
metadata:
labels:
machineconfiguration.openshift.io/role: worker
name: 50-examplecorp-ca-cert
spec:
config:
ignition:
version: 2.2.0
storage:
files:
- contents:
source: data:text/plain;charset=utf-
8;base64,LS0tLS1CRUAJTIBDRVJUSUZJQOFURSOILSO0tCk1JSUVORENDQXh5Z0F3SUJBZ0IKQU5
1bkkwRDY2MmMNuTUEWRONTcUdTSWIzZRFFFQKN3VUFNSUdsTVFzdONRWUQKV1FRROV3SIZVek
VYTUJVROEXVUVDQXdPVG05eWRHZ2dRMkZ5YjJ4cGJtIRXhFREFPQmMdOVkJBY01CMUpoYkdWcA
pBMmd4RmpBVUJNTIZCQWINRFZKbFpDQkIZWFFzSUVsdVI5SNHhFekFSQmdOVkJBcO1DbEpsWk
NCSVIYUWdTVIF4CkheQVpCZ05WQKFNTUVsSmxaQ0JJWVhRZ1NWUWdAVbTI2ZZENCRFFURWhAN
QjhHQ1NxR1NJY]NEUUVKQVJZU2FXNWOKWGpDQnBURUXNQWIHQTFVRUJoTUNWVk14RnpBY
kdnTIZCQWANRGs1dmNuUm9JRU50Y205c2FXNWhNUKF3RGAZRApXUVFIREFkU1IXeGxhV2RvTV
JZd0ZBWURWUVFLREEXU1pXUWdTROYWTENCSmMJtTXVNUk13RVFZRFZRUUXEQXBTCkFXUWd
TROYwSUVsVU1Sc3dHUVIEVIFRRERCSINaV1FnUOdGMEIFbFVJRKkp2YjNRZ1EwRXhJVEFmMQmdrc
WhraUcKMHcwQkNRRVdFbWx1WmO05elpXTkFjbVZrYUdGMExtTnZiVENDQVNJAORRWUpLb1pJaH
ZjTKFRRUJCUUFEZ2dFUApCRENDQVFvQ2dnRUJBTFFOOU9KUWg2ROM1TFQxZzgwcU50MHU1
MEJRNHNaL3laOGFFVHhOKzVsbIBWWDZNSEt6CmQvaTdsRHFUZIRjZkxMMm55VUJKMmMZRRGsx
QjBmeHJza2hHSUlaM2ImUDFQczRsdFRrdjhoUINVYjNWdAE5xU28KSHhrS2Z2RDJQS2pUUHhEUFdZ
eXJ1eTlpckxaaWINZmZpM2kvZON1dDBaV3RBeU8zTVZINXFXRIi9lbki3Z1BFUwpZOXBvK1RkQ3ZS
QiI9SVU9IQMFNNzYxRWNyTFNNMUdXSE51ZVNmcW50bzNBakxRNmRCbIBXbG82MzhabTFWZWJ
LCKNFTHIoa0OxXTVNGa0t3RG1uZTBqUTAYWTRnMDc1dkNLdkNzQOF3RUFBYU5qTUdFdOhRWUR
WUjBPQkJZRUZIN1IKNXIDK1VIaEIJUGV1TDhacXczUHpiZ2NaTUI4ROExVWRJd1FZTUJhQUZIN1I10
eUMrVWVoSUIQZXVMOFpxdzNQegpjZ2NaTUE4ROExVWRFdAOVCL3dRRk1BTUJBZjh3RGdZRFZS
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MFBBUUgvQkFRREFNROANQTBHQ1NxR1NJY]NEUUVCCKR3VUFBNEICQVFCRE52RDJWbTIzQT
VBOUFsTOpSOCtIbjVYejloWGN4Skl1cGh4Y1pROGpGb0cwNFZzaHZKMGUKTUVUVXJNY2ZGZ0laN
G5qTUtUUUNNNFpGVVBBaWV5THg0ZjUySHVEb3BwM2U1SnlJTWZXKO0tGY05JcEt3Q3NhawpwU?2
9LJEIVT3NVSks3cUJWWnhjckl5ZVFWMnFjWU9SIWmhOUzV3QnFJd09BaEZ3bENFVDdaZTU4UUhtUz
Q4c2xqCjVIVGtSamIi2QWxFeHJGektjpGpDNGF4S1Fsbk92VkF6eitHb TMyVTB4UEJGNEJ5ZVBWeEN
KVUh3MVRzeVRtZWwWKU3hORXA3eUhvWGN3bitmWG5hK3Q1SIdoMWd4VVp0e TMKLSOtLS1FTKQ
gQOVSVEIGSUNBVEUtLSOtLQo=

filesystem: root

mode: 0644

path: /etc/pki/ca-trust/source/anchors/examplecorp-ca.crt

MERREEFEL LI FF B T REEEFE,

3.2.8. 847
%% Operator AT LABZE#HT RHCOS i s LHIIET,

IER RN CAMANEIER, B2, HF CAMKESAR, XAEFRE1MME, EBR,
[y B REFEEAAEEREERA S,

3.3. R CA LS

3.3.1. A%

service-ca 2EBE OpenShift Container Platform 8T I B % & CA B9— Operator,

3.3.2. 1 Hf

AEFEE GITHFRYE., B% 4 CABFMIE—RE® N service-ca/signing-key # secret 1, BIE
tls.crt (certificate(s)). tls.key (private key) #1 ca-bundle.crt (CA bundle) Tir,

HthfR %S 7183 service.beta.openshift.io/serving-cert-secret-name: <secret name> ;¥ fi#— /R
FHIRRKIFER— service serving ik, #EAMIR, Operator R NIEEM secret B —MHTIES,
tis.crt, LUR—NFAEH, tls.key, ZIEBHIBERER N E,

HAb RS AT & 3 5 service.beta.openshift.io/inject-cabundle:true ST 25 KIFARSS CA B CA 45
23F A APIService =% ConfigMap FFiR, LASZHm@idfRss CA £RHIIES, {ERNER, Operator fSHH
B CA #4585 A APIService %JRE9 CABundle F=E&, =JF service-ca.crt B Afl B AT,

B OpenShift Container Platform 4.35 2, Z#FBIRE, FNHEABEBERI—L 4221 4.3.z kA
., NFEAZFRNRENRE, RS CAILERE 26 NEREN, HEAREDLT 13 NER#HITRI
. MMRFE, EAILUFIRIFRS CA,

AR5 CA 26 /™ B 893 HBR 18] tE 2 589 OpenShift Container Platform EEERITIEAF 2 B fRE K, EIL{E
AR5 CA IEFHIFE control plane REFRTE CA R ERIFT. XL £ERERIERAN CA L HIFE,
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Digk

&
FIRIMMARS CA TRREXN E—1IRS CAREE. EEEPH Pod EF M

A, EHIRRS A RERInE #T. Pod EfE A LUAR Pod ABHARS CA XHHIILE
FIRS.

3.33.EH
X LEIEF R A 2 A B,

3.3.4.BR%5
HERARS CAIEPHIRSSEE -
® cluster-autoscaler-operator
® cluster-monitoring-operator
® cluster-authentication-operator
® cluster-image-registry-operator
® cluster-ingress-operator
® cluster-kube-apiserver-operator
® cluster-kube-controller-manager-operator
® cluster-kube-scheduler-operator
® cluster-networking-operator
® cluster-openshift-apiserver-operator
® cluster-openshift-controller-manager-operator
® cluster-samples-operator
® cluster-svcat-apiserver-operator
® cluster-svcat-controller-manager-operator
® machine-config-operator
® console-operator
® insights-operator
® machine-api-operator

® operator-lifecycle-manager
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XA —PTEMIIE,
i

ftb 5HIR

o FIR#% service serving IEH

=5

o (FAIRSIRMEHIETD secret RIFIRSHRE
3.4. T REF

3.4.1. A%

T RIEP KRS, IETRB M bootstrap I BERBIEBMA N (CA). REREE, TRIEPEE
Lo

342 &E1H

2
XEEFBRREMAEA A EE,
i

3.5.BOOTSTRAP ifFH

3.5.1. F&

OpenShift Container Platform 4 & Z FBIAR A F#I kubelet I F /etc/kubernetes/kubeconfig F1#4
bootstrap iF 535 5h bootstrap, ARG bootstrap #A{LIT 2 M kubelet AU E— CSR,

T2, kubelet 7Ei@1d bootstrap FEHITREN 4N — CSR, 1£HI2REESR N CSRE A,
BLE R kubelet EEAYIER,

3.5.2. &1#
XL %/JLWTEFH FEE,

3.5.3. 74
Itk bootstrap CA &3S 8] 10 &,
kubelet EXEBNIEFHBEME N —F, FHE—FET T KL 80% M TEBIHEL,

3.5.4.BF L
&= B E X bootstrap ik,

3.6.ETCD itH

3.6.1. A&
etcd IEF H etcd-signer % 44; IE5 3k B B bootstrap 1 F2 4 B BYIE T AT A MUK (CA).

46
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B
w
1
=
+
ok
e
2
BF
r%r_

3.6.2. 1188
CAIERERME N 10 F, WFIEH, EFMRIERMRSFILEHHERE =

3.6.3. B
XL ;F%/JLWETIEFH FEE,

3.6.4. R%S

etcd IEFATF etcd FMEMK O FRREMMNE, URMEBEFimRE, UWTIEHH etcd IEME etcd BE
BOFRR A R FNE R :

o WIZHIEPF (Peer cerfificate) : AT etcd Bk 51 2 [AIHIE(E,
o ZEumIEf (Client certificate) : FFIMNEIRSGSZH[ME S inEIFEE. BEl, APIRS2RREH
BT, BRACIES, HARRSEANIZBEEEEE etcd, &/ secret(etcd-client, etcd-

metric-client. etcd-metric-signer #1 etcd-signer)7s10% openshift-config. openshift-
monitoring #1 openshift-kube-apiserver 3% Z2 (7] Fh,,

o [RS583IUEF (Server certificate) : etcd AR 28 A RIIUER F iH1E Ko

BIMET (Metric certificate) : FREEAEIFHIRLIERE A metric-client IEFEREEIEE,
Hfth 57IR

o k& FEKB) master 4,

Y

3.7.OLM iEH

371 EE

OpenShift Lifecycle Manager (OLM) ZH{4(olm- operator\ catalog-operator. packageserver 1
marketplace-operator) IR IE AR RS E R

ZRE B ClusterServiceVersion (CSV) X RAZETE webhook 5t API iRS58) Operator
B, OLM & XL vHRAIBMICHIET, openshift-operator-lifecycle-manager #p 45 22 7] /h 89 ¥R A4
EHE OLM B,

OLM A EHEEREBIMEREEH Operator IEH, XLEIEHWIIHB A ERITHEREB I TEE,
3.8. A RRHEHEIAA OIUES

3.8.1. A&

N R @ E#i <route_names>.apps.<cluster_names>.<base_domain> X/AF, <cluster_name>
#0 <base_domain> kB REREX ., <route_name> BEHAMENFER (NRIEE) HEHELH, F
0, hello-openshift-default. apps username.devcluster.openshift.com, hello-openshift 2 HE%
5, BREGLTF default 8 R 2], EBAIRERER MmN AREMEERE N im X MEEEIEMN CA L
F, TIRHNARFRAN, BEANINZEBE LEBIAES,
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Digk

==
[=]

Ingress Operator 7/ Ingress Controller £ EIAUET, URHBHAR, BREEET
BEXIINER L, REEEFIMEERFFRFER Operator £ BHIEIAIES,

3.8.2.fUE&E
FA PR HBYIE T 4 openshift-ingress ap & 22 (A FREY tis K BY Secret FRFIRME, FH openshift-

ingress-operator iy % Z2 7] Y IngressController CR, LUE A B IREMIEBMER, AXxIiTENE
ZER, HENXERE LEINES,

3.83. BH
A R EIE B A B,

3.8.4. 1T HA
AR BMiIE A SR,

3.8.5. k%
T BRI B MR PSR 6 R A S R A BT BAE A BAA O,

3.8.6. HE X
BIEEE, EFESHEEBMNIEPH secret,
Hth 553

o EFMEUAADOUP
3.9. AOIE+H (INGRESS CERTIFICATE)

3.9.1. A&
Ingress Operator ERLATFUET :
o {RiF Prometheus /RIS R £,

o RIEXEREHBIVIF R E,

3.9.2. &

T RIUEXS Ingress Operator # Ingress Controller ¥§FRfA A% £, Ingress Operator {# F service
serving iE15, Operator i B 2RISR M service-ca 122575 KiET, service-ca IZ2HI23 I IE P EE
openshift-ingress -operator #5%Z2 [1] % 7y metrics-tls I secret 1, 4, Ingress Operator &/
B Ingress Controller I53K—/MES, service-ca I2HI2F 2 FFUE T IFER N router-metrics-certs-
<name> M secret 1, Hr <name> 2 Ingress Controller & F; (£ openshift-ingress & 22 ]

F) .
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B 3 = IEBREM

B Ingress Controller B3 E —1EIANIES, AT EEEEEBFIEPHNELKH, MRIEEBETBE E
i, Operator RINEA B AIES, Operator B SMB X FZIUET N E & RREMBIETE
. Operator £ ILZERZIET, FHHEEET openshift-ingress-operator @3 % 22 5] 4 7 router-ca
B secret A, ¥ Operator £MERINIETR, ERMBINIETIRTE openshift-ingress #3428 A F &
router-certs-<name> (H 1 <name> 2 Ingress Controller B9 #5) B secret A,

DIk

==
[=]

Ingress Operator 2/ Ingress Controller £EAIAUET, AFEHGAFF, BEEERET
BEXIINER R, REEEFIMNEERFFRFER Operator £ BHIEIAIES,

3.9.3. TR

K 3.1 B GEBITER

---Pp Reference

]
— Contents are copied J

namespace/openshift- namespace/
ingress-operator ingress

ingresscontrollers/

deployments
default

default ::J

A 3.2. B IF B TER

-]
---Pp Reference

— Contents are copied J

namespace/openshift- namespace/
ingress-operator ingress

ingresscontrollers/

deployments
default

default ::J

o 22 defaultCertificate i {# Ingress Operator FFE B 2% &8 CA ENIEEMIZLERK serving
EH.

o Ingress Operator £ BHIBRIA CA IEFFEEH, FAR N Operator £RKBIEIA serving IEF%5 %,

e FEROLNTIERA, BEFFRMIARSIES, H Ingress Operator OIE, FHEREMBIRIA CAIEFL
%, HBEXI/ERSD, XZAFRHIIES,

e RS ERE, {#A secrets/router-certs-default FHEYIEF{EHHERIA

RV ENRIT]

AIImAR 55 28 UE T3,
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o&%i)\lf‘ﬁiﬁﬁh, BECABUIAIRSSIES (AHFMBEEMS) WRBELES, LUSA OAuth &K,
EBEXIERD, XZAFRHIIES,

e S & Operator £RBIFIN CAIEF (RHERS) BIBTR; B OAuth 1 Web #H & ELER LR IIE1E,
XA RAFIE LT B A& AT hR A AR 4 PR

e FIABRSSIEHHI R FE (certificate) B89, E#: configmaps/router-ca FF iR,

o F P {E %] ingresscontroller serving IEHE&H CA IEHBEHEFHNRIERE, XAk
auth. console # registry F4HHS{E serving IEf,

e B &4 FH Red Hat Enterprise Linux CoreOS (RHCOS) 1 F R4t CA 48 E (INRKIRMA
W) HEESEHRIE CA IHF S,

9 BE Y CAIEBIHHE, BFEREMAEMLH (40 auth 71 console) EEERE T BE IEHH
ingresscontroller,

@ trustedCA FEX AR5 A A IRHEH CA 4 a2,
0 Cluster Network Operator J$ 8 {§ CA {48 &E A\ proxy-ca Eo B4,

@ 1£ OpenShift Container Platform 4.4 /1 7 L5420 {4 IE 7£ M{F 3 router-ca 54t £ default-
ingress-cert.

3.9.4. 1151
Ingress Operator IEFHT BRI T
e service-ca i3 A EAIEIMEP RIS SRR E N B2 BB ERIM &
e Operator WERZIEPHT AR BAZ IZBEEHME.
e Operator £RMIBIAIE B HA B HA R 1E 032 B A5 P AR B9 [A],
IEABEE T X Ingress Operator 5 service-ca 2523 G| 2 A9IEF BT HI R,
% OpenShift Container Platform i, ZBEN Ingress Operator 5 service-ca 12425 O BigE

L HISRK,

3.9.5. k%S
Prometheus ¥ F 89 A kRN R ESMIE T,

Ingress Operator {EHEHZE AL 3 A Ingress Controller ZZEINIED, EARENEIGE BT LEIAIE
:FJQ

ERZLRENEREHA A ERBIA Ingress Controller BRIAIE T,

BT R EE AL A OB Ingress Controller IERIAIES, ZIEF[MUIRIZEEH, PRIFIZEREBTE
E T HEmMIEH,
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3.9.6. B
ADIEBHAFEE, IFESEL, HESWERKIAADILS,

3.9.7. 847

service-ca ¥EHI2s B E A MANIET, B2, "LAER oc delete secret <secret> £ F 5%
service serving iE45,

Ingress Operator AL H B BHZERUEBREEKRBEINIET, Operator £ERHIBINE BRI BEHIZIEN
RECER B E L BRINIE T S L&,
3.10. I #EFISE ¥ H 510k OPERATOR H4HIEH

3.10.1. ;- HA

WA M FERRS CAIEBRIPERE, XEIEPAEN 2 &, HAERS CAREN BB, RivEE
13 MR HIT—R,

SNSRIEFTE openshift-monitoring = openshift-logging 8 & %2 (A, ©RWEBEFHIIL,

3.10.2. €32
XEIEHBRAMA A EE,

3.11. CONTROL PLANE it

3N A&
Control plane IEf B E{E XL R ZEE A :
® openshift-config-managed
® openshift-kube-apiserver
® openshift-kube-apiserver-operator
® openshift-kube-controller-manager
® openshift-kube-controller-manager-operator

® openshift-kube-scheduler

3n.2. 8
Control plane IE B ERSEERFH B,

% control plane iEF HINZE LA T HRIERES, 1ES6H k&2 HI8 control plane 1k
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BAZETEFEFITEAR

FIMRE—HL LB XRNRN ABEFIILE, ERETNAF. EEAREMRAHGRNREN—RIE
Bflo

4.1. %F APl HitB &
H1TTE API IRSS B R A/E, IEFFABEEARIRS 2:ERK, ENHITASESSELUTER :
X 41 HITAERE

B 3T

level ERRE MBI IO,

auditlD REBMERERBIME—HIT ID,

stage A P A SE BN SR AL IR BB ER

requestURI & FimE AR 55 38 A EBIIE K URL,

verb 5iE R KELH Kubernetes #R4EZNIE, X FIEFRIER, X2NE
HTTP /3%,

user Zit G AP ER.

impersonatedUser Ak, MMRIEREINT H— A, MARENHEFER,

sourcelPs "k, IR IP, 1E KA EIRFEMR AR,

userAgent Ak, BFmIRENAFRERERSR, HER, APREARRiRRE,
By A EEE,

objectRef Ak, XMEKRBBIRNREIA, XAERTF List KBUER, EIHK
TRIE K,

responseStatus A, MR, Eﬂﬁ ResponseObject 72 Status LA th a4

B WFRZHENEN, XRRBENH, W FIRRERBERIER, X5
B ETER.

requestObject A, 1K API X R, KA JSON R, FE#HT version
conversion, defaulting. admission 8% merging X &1, TEIERAH
RequestObject itk (AIBER#ELHL T JSSONAER) . XZ—HEBIR
AMEMIRTRER, TJEBFHAR— DA R, W FIHFRFR, X
S RARE, BRIE Request K HI =B & 5l A0 %,

responseObject Ak, RN AIREE APIXTR, B/ JSON R, 1R AR E
=, ResponseObject #il3x, F#F7LH JSON #iiE, EIFIRF
KA E, BIUE Response i dit sk,
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T sk

requestReceivedTimestamp THKEIE API AR S5 25RO [H],

stageTimestamp TR EIA R0 T BRI AL,
annotations A, —DNEARREMRS, BEEE—NHITSEED, ATLESERF

KRGS HEERIHANEGRIEEE, SFINE BUFEEAES. HEE,
XM AT H TSRS, BS5ATRZA KM metadata.annotations (%
BRI, RERAMRERN Z M — R LU R EFORZE, Fimn
podsecuritypolicy.admission.k8s.io/policy. fERiZi5E, EfRa
&1 Metadata 21 Hh,

Kubernetes API Ak 5525 9% =151 -

{"kind":"Event","apiVersion":"audit.k8s.io/v1","level":"Metadata","auditID":"ad209ce 1-fec7-4130-8192-
c4cc63f1d8cd","stage":"ResponseComplete”,"requestURI":"/api/v1/namespaces/openshift-kube-
controller-manager/configmaps/cert-recovery-controller-lock?timeout=35s","verb":"update","user":
{"username":"system:serviceaccount:openshift-kube-controller-manager:localhost-recovery-
client","uid":"dd4997e3-d565-4e37-80f8-7fc122ccd785","groups":
['system:serviceaccounts","system:serviceaccounts:openshift-kube-controller-
manager","system:authenticated"]},"sourcelPs":["::1"],"userAgent":"cluster-kube-controller-manager-
operator/v0.0.0 (linux/amdé4) kubernetes/$Format","objectRef":
{"resource":"configmaps","namespace":"openshift-kube-controller-manager","name":"cert-recovery-
controller-lock","uid":"5¢57190b-6993-425d-8101-
8337e48c7548","apiVersion":"v1","resourceVersion":"574307"},"responseStatus":{"metadata:
{},"code":200},"requestReceivedTimestamp":"2020-04-

02T08:27:20.2009622","stage Timestamp":"2020-04-02T08:27:20.206710Z","annotations":
{"authorization.k8s.io/decision":"allow","authorization.k8s.io/reason":"RBAC: allowed by
ClusterRoleBinding \"system:openshift:operator:kube-controller-manager-recovery\" of ClusterRole
\"cluster-admin\" to ServiceAccount \"localhost-recovery-client/openshift-kube-controller-manager\""}}

42. EEFEFHITAE

R LAE E OpenShift Container Platform API fR55288 & master 17 ;B Kubernetes API iR 552889 H
=+

AR
HEEHITARE :

1. && OpenShift Container Platform API fR45%8 B &

a. MRFTE, KNEEEFEAETHT [EH
$ oc adm node-logs --role=master --path=openshift-apiserver/

ip-10-0-140-97.ec2.internal audit-2019-04-09T00-12-19.834.log
ip-10-0-140-97.ec2.internal audit-2019-04-09T11-13-00.469.log
ip-10-0-140-97.ec2.internal audit.log
ip-10-0-153-35.ec2.internal audit-2019-04-09T00-11-49.835.log
ip-10-0-153-35.ec2.internal audit-2019-04-09T11-08-30.469.log
ip-10-0-153-35.ec2.internal audit.log
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54

ip-10-0-170-165.ec2.internal audit-2019-04-09T00-13-00.128.log
ip-10-0-170-165.ec2.internal audit-2019-04-09T11-10-04.082.log
ip-10-0-170-165.ec2.internal audit.log

b. EERE master 17 AT B BA OpenShift Container Platform APl iR$58: B, HEEE
% master WFFBEH & :

I $ oc adm node-logs <node-name> --path=openshift-apiserver/<log-name>

o -

$ oc adm node-logs ip-10-0-140-97.ec2.internal --path=openshift-apiserver/audit-2019-
04-08T13-09-01.227.log
$ oc adm node-logs ip-10-0-140-97.ec2.internal --path=openshift-apiserver/audit.log

i RBE R T RA -

{"kind":"Event","apiVersion":"audit.k8s.io/v1","level":"Metadata","auditID":"ad209ce1-fec7-
4130-8192-
c4cc63f1d8cd","stage":"ResponseComplete”,"requestURI":"/api/v1/namespaces/openshift-
kube-controller-manager/configmaps/cert-recovery-controller-lock?
timeout=35s","verb":"update","user":{"username":"system:serviceaccount:openshift-kube-
controller-manager:localhost-recovery-client","uid":"dd4997e3-d565-4e37-80f8-
7fc122ccd785","groups":["system:serviceaccounts”,"system:serviceaccounts:openshift-
kube-controller-manager”,"system:authenticated"]},"sourcelPs":
["::1"],"userAgent":"cluster-kube-controller-manager-operator/v0.0.0 (linux/amd6é4)
kubernetes/$Format","objectRef":{"resource":"configmaps","namespace":"openshift-kube-
controller-manager”,"name":"cert-recovery-controller-lock","uid":"5¢57190b-6993-425d-
8101-8337e48c7548","apiVersion":"v1","resourceVersion":"574307"},"responseStatus":
{"metadata™:{},"code":200},"requestReceivedTimestamp":"2020-04-
02T08:27:20.2009627","stage Timestamp":"2020-04-
02T08:27:20.206710Z","annotations":
{"authorization.k8s.io/decision":"allow","authorization.k8s.io/reason":"RBAC: allowed by
ClusterRoleBinding \"system:openshift:operator:kube-controller-manager-recovery\" of
ClusterRole \"cluster-admin\" to ServiceAccount \"localhost-recovery-client/openshift-
kube-controller-manager\""}}

2. &&E Kubernetes API RS2 HE -

a. IRFE, KMEREEFRETHT KA

$ oc adm node-logs --role=master --path=kube-apiserver/

ip-10-0-140-97.ec2.internal audit-2019-04-09T14-07-27.129.log
ip-10-0-140-97.ec2.internal audit-2019-04-09T19-18-32.542.1og
ip-10-0-140-97.ec2.internal audit.log

ip-10-0-153-35.ec2.internal audit-2019-04-09T19-24-22.620.log
ip-10-0-153-35.ec2.internal audit-2019-04-09T19-51-30.905.log
ip-10-0-153-35.ec2.internal audit.log
ip-10-0-170-165.ec2.internal audit-2019-04-09T18-37-07.511.log
ip-10-0-170-165.ec2.internal audit-2019-04-09T19-21-14.371.log
ip-10-0-170-165.ec2.internal audit.log



BAFEHFWHITAS

b. BERTE master T SFIN [AIBEBY Kubernetes API RSS2 A G, HEEFIZ master WATEH

I $ oc adm node-logs <node-name> --path=kube-apiserver/<log-name>
4N -

$ oc adm node-logs ip-10-0-140-97.ec2.internal --path=kube-apiserver/audit-2019-04-
09T14-07-27.129.log
$ oc adm node-logs ip-10-0-170-165.ec2.internal --path=kube-apiserver/audit.log

BRI T RA) -

{"kind":"Event","apiVersion":"audit.k8s.io/v1","level":"Metadata","auditID":"ad209ce1-fec7-
4130-8192-
c4cc63f1d8cd","stage":"ResponseComplete”,"requestURI":"/api/v1/namespaces/openshift-
kube-controller-manager/configmaps/cert-recovery-controller-lock?
timeout=35s","verb":"update","user":{"username":"system:serviceaccount:openshift-kube-
controller-manager:localhost-recovery-client","uid":"dd4997e3-d565-4e37-80f8-
7fc122ccd785","groups":["system:serviceaccounts”,"system:serviceaccounts:openshift-
kube-controller-manager”,"system:authenticated"]},"sourcelPs":
["::1"],"userAgent":"cluster-kube-controller-manager-operator/v0.0.0 (linux/amd6é4)
kubernetes/$Format","objectRef":{"resource":"configmaps","namespace":"openshift-kube-
controller-manager”,"name":"cert-recovery-controller-lock","uid":"5¢57190b-6993-425d-
8101-8337e48c7548","apiVersion":"v1","resourceVersion":"574307"},"responseStatus":
{"metadata":{},"code":200},"requestReceivedTimestamp":"2020-04-
02T08:27:20.200962Z","stage Timestamp":"2020-04-
02T08:27:20.206710Z","annotations":
{"authorization.k8s.io/decision":"allow","authorization.k8s.io/reason":"RBAC: allowed by
ClusterRoleBinding \"system:openshift:operator:kube-controller-manager-recovery\" of
ClusterRole \"cluster-admin\" to ServiceAccount \"localhost-recovery-client/openshift-
kube-controller-managen\""}}
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6 5 F RIFMEMENKST APl RSS2 1TE T JAVASCRIPT 891
3]

5.1. RVFMEMENN API BRS5 2575 TE T JAVASCRIPT 891717
ZXIABI OpenShift Container Platform BE&E (X 27T OpenShift Web $#EHlIE& M API B 5588 & 15 Ko
INRFBEFAEMEMNRM JavaScript M AREFEVIF API iRZ5885K OAuth fRS52%, = LIBCERIAAIEM,
ZRAVFIX Mo
SeRF M

o (FAEH cluster-admin & &M iR KR,

it =

1. Yw%E APIServer iR :
I $ oc edit apiserver.config.openshift.io cluster

2. 7£ spec %4 T 70 additional CORSAllowedOrigins %, FHIEE—MHENHHN XS :

apiVersion: config.openshift.io/v1
kind: APIServer
metadata:
annotations:
release.openshift.io/create-only: "true"
creationTimestamp: "2019-07-11T17:35:37Z2"
generation: 1
name: cluster
resourceVersion: "907"
selfLink: /apis/config.openshift.io/v1/apiservers/cluster
uid: 4b45a8dd-a402-11e9-91ec-0219944e0696
spec:
additional CORSAllowedOrigins:
- (?i)//my\.subdomain\.domain\.com(:\z) €}

Q FHEH Golang ENFRARIEE, SXEN API RSS2 F] OAuth RS 2RH HTTP 15 K89
CORS #Fr3k T,

A=

L RBIR AL TEE -

o (2 FEFRRIKRNE,

o //BEERIFEHFFL, FEIE http: sk https: FERINRIAT,
o \ WA BB RIEITEL

o (:\2) EESIEHEAKRE (\2) Him 2R (2)o
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% 5 F RITFMHEMENN API RSS2/ TETF JAVASCRIPT B9ijjA]

3. REFEXMHLAERZER.
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56 Z % ETCD #4E

6.1. xF ETCD 1Nz

FINBERT, OpenShift Container Platform RIN% etcd #E, EEEE /5N eted FHTINBRITHEER
NEFENREMEIRBAANRTZE, fli0, 0R etcd EMBBLEFNIZEBXNBHWAL, ERE
R BUREUIE,

[EF etcd INEERS, LA OpenShift API BR5525#0 Kubernetes API iR 55 28 FIRIF # N 2

® Secrets

o FCiERRSY

® Routes

e OAuth Ji[n] k&
e OAuth BN S

LHIEE M eted MNBE,, RORBMEBRY ., IEBRAXIFAMTRL. BoiEXLEBHTEM eted &2
ik S #iE.

6.2. 2 F ETCD jnzs
AT LUS B eted IR I B EBEHBBURR TR,

Digk

==
[=]

FRERUWENRINB TR TN D eted, MRMBIBIDEBTN, NEHE
B INE,

FRFH

o {HFHEZH cluster-admin A& A &EEE,

it =

58

1. 182X APIServer X :
I $ oc edit apiserver
2. 18 encryption ik Bi% & )y aescbc :
spec:

encryption:
type: aescbc

Q aescbc £ EIZRR AES-CBC {#f PKCS#7 padding 1 32 75 B R HATINE,



%5 6= IN%E ETCD £

3 RIS LAES L E
MELRFFIR, REBEEFHNAD, INLRATEFEE 20 28R KB AIF BETE M.

4. E eted MBS K.

a. && OpenShift API lRS52589 Encrypted RS54, UKIEEFRESERINNE :

$ oc get openshiftapiserver -o=jsonpath='{range .items[0].status.conditions[?
(@.type=="Encrypted")]}{.reason}{"\n"}{.message}{"\n"}'

ERIHINE 5% K 7~ EncryptionCompleted :

EncryptionCompleted
All resources encrypted: routes.route.openshift.io, oauthaccesstokens.oauth.openshift.io,
oauthauthorizetokens.oauth.openshift.io

NREH T~ EncryptioninProgress, XEKREME DA TH, FF/LOHEER,

b. && Kubernetes API [R552580 Encrypted RS54, UKIEEFRESERINMNE :

$ oc get kubeapiserver -o=jsonpath="'{range .items[0].status.conditions[?
(@.type=="Encrypted")]}{.reason}{"\n"}{.message}{"\n"}'

ERNRIHINE B K .7~ EncryptionCompleted :

EncryptionCompleted
All resources encrypted: secrets, configmaps

NR%H 7~ EncryptioninProgress, XEBREMB DA HITH, FFLOWEER,

6.3. ZFH ETCD %
A ATEEREHEA eted FURBMIINE,

FeREH
o FHEZXR cluster-admin B &I £,

ik
1. {&ck APIServer X :
I $ oc edit apiserver
2. f% encryption FER B E ) identity :
spec:
encryption:

type: identity ﬂ

Q identity KR 2RINE, BREREHITEMMNE.
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60

3 RIS LAES L E
BT EIR, REBEFHA/D, INIREATEFEE 20 2H=E KA FBET M.

4. B eted BB R BRI,

a. & & OpenShift API [R552589 Encrypted RS54, UKITEFRESERINAER

$ oc get openshiftapiserver -o=jsonpath='{range .items[0].status.conditions[?
(@.type=="Encrypted")]}{.reason}{"\n"}{.message}{"\n"}'

TERR AR fe i i 7~ DecryptionCompleted :

DecryptionCompleted
Encryption mode set to identity and everything is decrypted

INR%iH 7~ DecryptionInProgress, XEREMR BN HITH, FF/LOWEER,

b. && Kubernetes API [R552580 Encrypted IR 55%H, UKITEFRESERINAER

$ oc get kubeapiserver -o=jsonpath="'{range .items[0].status.conditions[?
(@.type=="Encrypted")]}{.reason}{"\n"}{.message}{"\n"}'

TERRIHAR R fe ki 2.7~ DecryptionCompleted :

DecryptionCompleted
Encryption mode set to identity and everything is decrypted

INR%iH L7~ DecryptionInProgress, XEREMR BN HITH, FF/LOWEER,



% 75 % POD #HITRERFHME

87 Z X POD i#17L LR EHIE

#BILEA Container Security Operator (CSO) , #&FLAj ] OpenShift Container Platform Web #2i
B ATEE EEK pod AR, 177 OpenShift Container Platform Web 12l & % £ ET
R, CSO:

o NHESmMARIEEMAZEFR P pod XEXHIA SR

o HWHNARKBREGEEMASS registry, RIEIERH registry IETEIZ1THG&HR (40 Quay.io S
A& Clair {33## Red Hat Quay registry)

e &l Kubernetes API 1] ImageManifestVuln X R/~ FFiRHE
RIFX BB, CSO Zi7E openshift-operators fy & 22 [Ald, H Itk OpenShift 5285 EMIFRAE &K%
[E#R AT LA A E,
7.1.1219T CONTAINER SECURITY OPERATOR

& A LIS M Operator Hub £ 3 %2 4%1% Operator, M OpenShift Container Platform Web $%I& &
#f] Container Security Operator, #0TFATik,

FEREMH
e B OpenShift Container Platform IR F 454U

o kEHLEEFIZITH Red Hat Quay 2k Quay.io registry IR 2%

Pt =

1. 5%l Operators —» OperatorHub 1% Security,
2. 1%%¥ Container Security Operator, #AEi%FE Install i A Create Operator Subscription T,
3. KMEXE, AE6&ZERF B Shit E RIS ER R E AL

4. %% Subscribe, 7 Installed Operators BEAH /LA MESHIN Container Security
Operator,

5. 74, EREILLEAFETE CSO RiRmMBE SGEF, EARGIF, EHFIERPUE—EH quay.crt
BIUEH, AREZITUTaSSHERRME CSO # :

$ oc create secret generic container-security-operator-extra-certs --from-file=quay.crt -n
openshift-operators

6. MARAIMT BEUES, 1HES Operator Pod LAFEHTIEF £ 34,
7. ¥TF OpenShift Dashboard (Home — Overview) . ZE Quay Image Security U5 HINTE

status 84, HAFIH T BEIAMMRERE, ©SFEZEEUES Quay HRIgEZE9E, T
s :
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— RedHat
— OpenShift
atf

Container

Home

Overview

Projects Details

View settings Status

rch

Cluster APl Address @ Cluster Quay Image Security x
Explore https//api.cnegus- breakdown
Eans ocp44c.devcluster.openshift.com:6443 o Quay Image Securi

Cluster ID L L Container images from Quay are analyzed

55247¢cle-9ced-4013-82ea-cd79bc7e045e to identify vulnerabilities. Images from other

registries are not scanned

OpenShift Cluster Manager & o Acluster version update is

Severity Fixable

Provider Jun 26, 3:30 pm
A ; 1High ]
AWS Automatic image pruning i
referenced by ImageStrea 1total

OpenShift Version
remains healthy. To remowe

443 . "
imageprunerimageregistry
@ Update Ensure that the “suspend”
Update Channel Jun 26, 3:30 pm Fixable Vulnerabilities
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Quay Security Scanner has detected 6 vulnerabilities.

Patches are available for 6 vulnerabilities.

|

A 6 High-level vulnerabilities.

@

Vulnerabilities Filter Vulnerabilities Only show fixable
CVE SEVERITY | PACKAGE CURRENT VERSIOI FIXED
RHSA-2019:4190 AH gl nss-util 3.44.0-3el7 © 0:3.44.0-4.el7_7

o %f¥ namespaces B 3L A ImageManifestVuln R, BRI EH P EEFMEHEHNATR
U RZEIREECITHMERAZER, TRRT, —IMEERFERRBNHESKER quay-
enterprise #p % 22 [A| 51T :

Project: all projects =

ImageManifestVuln

Create ImageManifestVuln Filter by name

Name T Namespace Created
VAR sha256 f54fd70e06e745c2d8406 @ quay-enterprise 9 minutes ago H

53b8b%0ac79b55d55e7a25bcd4
b83d5512a846575a2
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£/ oc 445, ALLER Container Security Operator Il BIM % £KRAE 2.

FoRFM

® 7f OpenShift Container Platform ] _E3iZ1T Container Security Operator

ik =
° g 1’71‘/\@' IJE’J%\“%E%R{%/E/H, Iﬁ%ﬂl

$ oc get vuln --all-namespaces
NAMESPACE NAME AGE
default sha256.ca90... 6m56s
skynet sha256.ca90... 9m37s

o EERKIFERAMIENE, 1 oc describe S HIRERERZRMEEMELLEH, KEAERT —1NE
AL, HEGRESESEEREM RPM BEE -

$ oc describe vuln --namespace mynamespace sha256.ac50e3752...
Name: sha256.ac50e3752...
Namespace: quay-enterprise

Spec:

Features:
Name: nss-util
Namespace Name: centos:7
Version: 3.44.0-3.el7

Versionformat: rpm
Vulnerabilities:
Description: Network Security Services (NSS) is a set of libraries...
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