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2 13 X F MIGRATION TOOLKIT FOR CONTAINERS (MTC)

MTC (Migration Toolkit for Containers) IiLf&iRER6r &2 A RSN BARE TEAEERE
OpenShift Container Platform 4 S£&¢H] 71T,

SNRE M OpenShift Container Platform 3 3%, 1525 %F M OpenShift Container
Platform 3 sT# %l 4LL &7 OpenShift Container Platform 3 &% |HM MTC Operator,

BRI UERRTEIR, ER—KHITREHFTIBRNARERF,

MTC IRt 7 — 1 ETF Kubernetes BE X ¥RH web 1Z5I&F1 API, BIEBNEILGETRFH/IMEN BERF
=ML AL,

MTC #ZHI S BRINLEEBirEE P, BATLUIEE MTC Operator, LB L2 ER R RERSHIA,
BXRUTELRIFE, BSRSYSTRIE :
o (FHMEF hook #l MTC API BT,

o EEEIMITHIBRFIR, R/HAMEITRE, FNERSIRERB PV KINAE,

1.1 RiE
£ 1.1. MTC KiE
Ai& 3'8
TREERE MAER LN A RIEEE,
Bl N RRFF R BIBREE.
SHTGCE BT EREIBIRPEHE K. B Kubernetes X RIIW K7, HERTE
EAIBREETRITIBEE Kubernetes X RN RIZHE,
B I8 PR A T RT LARE R A SR BT 19,
ENER 1217 migration-controller pod 1 Web £HI & M&EE, THEESEEE
B, BXTRLEN.
FNEBRTEBE NI registry Bk EEIBE&.
o ¥ 53 TR BERREN, EXTRLEN,
LR EE— 124 migration-controller iR 551K /7 4 k¢ #0 Secret B E LK
o
IREBREE—NMNTFHNRE registry BB FREETBRHE,
AT BER. B Kubernetes M RMEERHE RIS HIFMEE, AEMEHIEHZESS

E=Rae =N


https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.8/html-single/migrating_from_version_3_to_4/#about-migrating-from-3-to-4
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.8/html-single/migrating_from_version_3_to_4/#migration-installing-legacy-operator_installing-3-4
https://access.redhat.com/articles/5064151
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.8/html-single/migration_toolkit_for_containers/#advanced-migration-options-mtc
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R& X

BEEET% FRAMBSEEMREREHIE BInER,
EEHGRIR BREZENMNRERHEHEIBITER.

W EERS AEMMEENARFNERT, BEHEHEBIRER.

% RIZTI BT R Y65 T R B9 SR 1A,

BIYiER N ARERERHEL, HERIBEBIREKE.
RETR B ENF AN S FRAE R B IrREERES M ARF RS,
ERER EREBRER—E5EKETERE.

17 MTC web 2B h GFEEH,

1.2. MTC T

fRAI LUEE MTC web #1885k Kubernetes API 5 Kubernetes %R, HAMSHIBENAI IS HIK TR
E| OpenShift Container Platform 4.8,

MTC ERBLUTHIR :
o TEERITRIRIEER B2,

o HEZRLWESHEEMEE : 4 MTCITIRBRGRLAN, BE2TRBE LZﬁ%zEl‘éJ?éE%B’JFﬁﬁﬁ%u‘
B, MRS Pod, FH4, tNR— /\’ﬁ?ﬁ&np% R EEEREERLS], XA TR T&E
BRI EENSH—NER, MTC &EBXFHA TR,

BN, REMETXAR (SCC) B—NEHETERNGIMNEGE, REKST (SA) BEETHA
THEHIM TR, MR MTC EBHNHGRZERREFE SA, MTC REKEIHEE SA WFTE
SCC, FFiT#ixXLk SCC, B, MTC & IBHEEMAERFAMESHNFAMSEHA,

RIFFHIR, TRERFBRFIIIBEISEHEBTIR,

o HE IR (CR) MBEEXFHRE X (CRD) : MTC 1E6p & 22 8] 5| B 5hiE# CR # CRD,
A MTC Web &I NARES RUTSE !

1. EAMESEFRE MTC Operator,
IR AR RIS B BB 1 [n] B9 = fRIFME H 5 Containers Operator &% Migration Toolkit,
TR BRI R LAIEAR B BTN, & Al AR registry BI5E(&  (mirror) .

2. BEEFIEME, X2 MTC BRI EIBIIHEN RE,
TR BERERLITEN S5 CENTRZRFINMSE AR, EZRIAEH, EALUER Multi-
Cloud Object Gateway (MCG), WMRFERKIERS 2, EXIEEEENRTEH CEMERH
B TR,
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3. # MTC web #2514 iR IEAER,
4. 7E MTC web HEI & SRR ME I (42,
5. QESEBIT, SENUTRBTBRIZ—
o Copy: MTC BEUEMREREHEIEHFIE, BNEHEHFEIREHEIE RER,
MBEEAEREHGTHRERSTS, IHERELEENFEREHNIE

PREERE.
> Replication
repository
Backup Restore
‘ Volume | ‘ Volume ‘
Persistent volume Persistent volume
Source cluster Target cluster

® Move : MTC MREBEHENE—MEEE (B30 NFS) , FEBIRER LAUE—NMERIX T
BEM PV KR, RAEEEINERPETITRES, Tj_:ETT%ﬁqﬂl_ﬁE’prFﬁ&rﬁFﬁﬁ%ﬁﬁ
RAME—ZEE, TRV UBIRERE BrER N,

%ég% o
Y AREH CEEEHIELEEXRF, BIRFEE,

 EEEEEE R b‘ Remote volume ‘4

Persistent volume Persistent volume

Source cluster Target cluster

6. IZfTERIL, ERAUTETZ— :

stage FEMZ LN AR FRIER TRBESHIE B IrER.
MEBER RS RIZTT, UEEIRIIRASHEEEFR BN, TS ITMERES
RI4E 5 T F BOHRF AL A

e cutover RIFILREH LN ARRE, HNRERIBIINER.
A% @ IRATLUERR Halt transactions on the source cluster during migration% %1% &,



MyApplication

Kubernetes
objects

PV1 PV 2

Internal images

Source cluster

I Velero

1.3. X FHUEEHI A E
Migration Toolkit for Containers (MTC) XS HUIBMIREE TB EI B IR 4 RS FIR R EIBRE F

Ak, ERLERES TERIMEH

1.3.1. XHRGEHITTE
MTC TEFMBEHMNRERSHIZISHFMEE, FNIBREHIZIBIRE,

% 13 %F MIGRATION TOOLKIT FOR CONTAINERS (MTC)

Replication
repository

MyApplication

Kubernetes
objects

]

Restore

PV1 PV 2 l

Internal images MyApplication

i Velero | Kubernetes
1 objects

OpenShift PV1 PV 2

Container Platform
Migration API

Internal images

Target cluster

BT AN P ST R T 0,

XHRGEFI T EERA Restic HHTF#ETR, FEM Rsync HTEESTH%.

xR 1.2. XU RGIEHELLR

L=

o HEHAILIATRANFME.

o i S3 IEfEHt N Eal X,
e (M checksum JSiEHIE (A3%E)
o THEESTIR, X

PRI

o LLIRIBEHIAEIE,

o HIEMNEBERL AR TEREMRE,

DERSMRE.

Restic #1 Rsync PV IR 1% Z#H PV {2 volumeMode=filesystem, 73%#HE X%
435E#% H{# A volumeMode=Block.,
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1.3.2. REBEHIAE
MTC [REHHENRBEF S ZHNENESICFE, BIETEEELRE.
IREBE A AR FHF Amazon Web Services. Google Cloud Provider #1 Microsoft Azure,

& 1.3. REBE G EBE

L= BRI

o EXHRGEERISIER, o LHNERITZHEIRR,
o SR THRRNEHIE.
o R TRA—AIENKE.,
o SHWINERBRMNEFIHE,
o FHERMMESIRBIHRE,
o FXREELIH.

1.4. ERBIBMERGRIN
EALMER BRI (DIM) MEESITEH (DVM) SHEHIRIEEREMWRERSTHE B I,

MREERCT AR AR 21T DVM, IR AREKKI, REBH pod TEV FFAMSERE
EHQ

DIM #1 DVM BE BZuyMae i, R WBTR x4 MRER &S R0 ZE LR ME FITF IR E 2
BRERERIHREF I, HA Rsync (CHIEUE,

DIM #1 DVM A8 Efb e )1 &4,


https://rsync.samba.org/
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25 2 = MIGRATION TOOLKIT FOR CONTAINERS 4 173F1iC

MTC (Migration Toolkit for Containers) BIiL &3R8 6p 44 22 (515 b T2 FF TIE A EAE AR R OpenShift
Container Platform &8¢ [H]1#1T7iE#.

& B LLA OpenShift Container Platform 3 3% %] 4.8, F7E OpenShift Container Platform 4 5£&%2 [H]
T,

MTC 24t 7 — N ETF Kubernetes B E L HUREI web #HIEH API, RIFBIEESIER FRIMEN AR
(ELIENEIR
21 BFeIB TR 1.6 ZITFIL
1ZhR A 1.6 B9 Migration Toolkit for Containers 1.6 Z4T3FICNA T #EITHREFIIQ 5 NRE. EF FARITHEELL
K B AE A,
2.1 FTIRE KR ThEEIg o
YR AThRAB LA Thaef1ig s
o RETR : MU LUEFBFENRFAMSER (PVC) RITHEEN. URRTHEHR.

® "new operator version available"3@%1 : MTC web $£#|& 8 Clusters TIEEG HHI MTC
Operator & AN T 7@ Al

2.1.2. EFFHMIhEE
LTIhEEEEM :

o MTC hRA 1.4 REHHE,

2.1.3. B&0[8] &
XA BRAA LU B0 A

® 7f OpenShift Container Platform 3.10 #1, MigrationController pod &/ i id 4, Bugzilla &
SO IENAERAR, (BZ#1986796)

e 7EM IBM Cloud EBJEEE! OpenShift Container Platform JR5EE¥ BT B, Stage pod &%k
e 1BM SRFHEEER LI E—SEEEIR -7 RmBZ 4 pod. ALL, PVC TERFHEHE
Rsync pod FIN T2 pod £, BRI, FETIHEE LN BRE pod.
(BZ#1887526)

o Y AWS gp2 PVC BB AZEES, MigPlan BE X FHRAS BREE, (BZ#1963927)

¢ |BM Cloud BISREFERI FR—T AR A, HSHEENRLE ZREFHER 1BM 5 L] AR
s

Ho

2.2. MIGRATION TOOLKIT FOR CONTAINERS 1.5 % 173E1C

ZhRA 1.5 B9 Migration Toolkit for Containers (MTC) hRA 1.5 ZT3E LA T $iIhee. 1&imThEEf B A
[ R

2.2.1. HiTheE R INAE I


https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.8/html-single/migrating_from_version_3_to_4/#about-migrating-from-openshift-container-platform-3-to-4
https://bugzilla.redhat.com/show_bug.cgi?id=1986796
https://bugzilla.redhat.com/show_bug.cgi?id=1887526
https://bugzilla.redhat.com/show_bug.cgi?id=1963927
https://cloud.ibm.com/docs/vpc?topic=vpc-block-storage-vpc-faq
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A ATRRAB LU T #TRERI 5

e Web #ZHIE B Migration 15 T1HE  #9 Migration FEEN 853 B F MM IR EM TR
Kubernetes 4 ALK ESAE BT 731858,

o Web & HHBNIH T,

o RepBZEFALIEIH TR PRFBTRNBIren R, FEURTEIRRAR, JRey %% ARG E
B FEREY B ren 22 (],

o TEIMIIREH, Web #HA PR ERFEIREERM hook k.
o TEEEEIHTEP, web EHAEFRET Rsync B EIHHIHE,
o FLUNEESIRER/FAMS (PV) KN, UBRBINERET S I 2 AR B8R,

o L PVEHENKNNIBEEALEE, EURIMMRAS, SEERAERT o7% i, PV EH
TE LK,

o Velero BEEFZE 1.6 liA, BIRHET KEESE L5,

o FILUERZER Kubernetes & F i iR & ML,

2.2.2. BFHHITIRE
LIFThREEFA -
® MTChRA 1.2 F11.3 NHEBXF,
o FEIEFMA API BUFIRE MBI EEHERRER O P IER, E9 oc convert ss T EF A,

2.2.3. BRI
XA RRAA LU B0

o MMRMEAIEIT 400 NiEFiTH, N Microsoft Azure ZiEAR T H, MigStorage B E X %R T
~ELTER : The request is being throttled as the limit has been reached for operation
type. (BZ#1977226)

o MEPIFBRIM, FHITUNFARNHEKM pod FEETENLFANS (PV) XB, EBHIFHEE,
THERER TR, FHER PV IXEAIRMATRITR, (BZ#1784899)

o WF AWS gp2 77, PV KNEHE XTAIEE TIE, FRIE pv_resizing_threshold 5 42% =5
HE., (BZ#1973148)

o FELUTERT, PVEFHENKNERTF OpenShift Container Platform 3.7 #1 3.9 JRE&EE* :
o NARFEAREMTC FREN.,
o BEMTICRE, NARK pod RHEFHAERIHART = L,
OpenShift Container Platform 3.7 #1 3.9 A3 #f Mount Propagation ZhgE, BT Velero

1E Restic pod FE#I#EE, PV, MigAnalytic BE X %R (CR) TTiAM Restic pod M4k PV
iR, FRERRE SN 0, MigPlan CR G RELIIN THPRA :

it Bl

10


https://bugzilla.redhat.com/show_bug.cgi?id=1977226
https://bugzilla.redhat.com/show_bug.cgi?id=1784899
https://bugzilla.redhat.com/show_bug.cgi?id=1973148
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status:
conditions:
- category: Warn
lastTransitionTime: 2021-07-15T04:11:44Z
message: Failed gathering extended PV usage information for PVs [nginx-logs nginx-
html], please see MigAnalytic openshift-migration/ocp-24706-basicvolmig-migplan-
1626319591-szwd6 for details
reason: FailedRunningDf
status: "True"
type: ExtendedPVAnalysisFailed

EBEA PV X/NAE, O LR RER ST FLNES Restic daemonset, HETES N FHZFHE
BT = _EEE Restic pod, MR&EE/S Restic, IEXAHE PV WER FZTEREST
#. (BZ#1982729)

2.2.4. FREME
WA TFARAB U THEA TR :

e |HHY MTC Operator hftA 1.5.1 7£ OpenShift Container Platform k7 3.7 Bl 4.5 RFEIRE,

® Migration Toolkit for Containers Operator iR 1.5.1 7£ OpenShift Container Platform kg4 4.6
R BEFH AR A F F Operator Lifecycle Manager &2,

2.3. MIGRATION TOOLKIT FOR CONTAINERS 1.4 % 17310

Migration Toolkit for Containers (MTC) iRA 1.4 ZITFICNA T X MNRAFBIFINEE. R IIEEFE R
[A] &

2.3.1. B&0[8) &

o MTC 1.4.6 FT;EEREE OpenShift Container Platform 3.9 (BZ#1981794) 5% 3.10
(BZ#1981537),

1


https://bugzilla.redhat.com/show_bug.cgi?id=1982729
https://bugzilla.redhat.com/show_bug.cgi?id=1981794
https://bugzilla.redhat.com/show_bug.cgi?id=1981537
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B 3E X MTC

&\ LLTE OpenShift Container Platform 4 &% MTC,

Z £ OpenShift Container Platform 3 £%&%& MTC, 15 [# 1T OpenShift Container
Platform 3 £Z& % (|HA MTC,

ZKILNER T, MTC web #2440 Migration Controller pod £ Bir&EEEF1217. EALIEZE Migration
Controller B E X FRE HIE L2 E R 21T MTC web #24I& 0 Migration Controller pod.

REMTC R/, BUTEEN REEUBESHEEZE,
BHE MTC, ESHEE MTC FHHR R,

3.1 ERMERE

IR&REE S OpenShift Container Platform R A& AM MTC,

L
B¥EA&
OpenShift Container Platform 4.5 X & B iR A&,
HES
OpenShift Container Platform 4.6 R E#HIAR A,
IB Operator
X EZER TR MTC Operator,
P operator
X ELAR A % 1TEY MTC Operator,
PEIERE
IZ4T MTC #5128 70 GUI BUEREE,
IIREERY
21T Velero HIER IR, B 175E8f, Control Cluster i1 Velero API Sif2 8@ 15, UIKDhER.

* 3.1. MTC 3 A : MEGIEATR

OpenShift Container Platform 4.5 & OpenShift Container Platform 4.6 s{&

BhRA =R

FaE MTC fRA MTC1.7.z MTC 1.7z

|BhR 1.7 ;25 %F : 27 operator.yml xx# &M OLM &%, %17/i:& release-v1.7
FihRE,

o I
Nesd AR B R AL S I B,

12


https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.8/html-single/migrating_from_version_3_to_4/#migration-installing-legacy-operator_installing-3-4
https://access.redhat.com/articles/5064151
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.8/html-single/migration_toolkit_for_containers/#migration-uninstalling-mtc-clean-up_installing-mtc

EREEERT, MAMRETERELEMREFEEEITIBRHEZ S RWEMER, 6
N, LBMAEERH) OpenShift Container Platform 3.1 S£EH: TR B =EMEHBIIIA OpenShift
Container Platform 581}, , ISR IEEREEI OpenShift Container Platform 3.1 5
E¥Q

SFMTC17, INR—DIERREHR M REITMIEESEEERATEIE, H#EM crane
tunnel-api %45,

S FIERE (stable) B9 MTC Z4ThRA, RARENIZIBARRINAERERIEE HIEHISE
B, BREZIMIBERLT, TRFBMANEREE VERER, FRIFEMEHERITE
SN

3.2. 7£ OPENSHIFT CONTAINER PLATFORM 4.2 %l 4.5 FZ4%&|HH MTC
OPERATOR

& B LATE OpenShift Container Platform kA 4.2 £l 4.5 AF5)%EIHH MTC Operator,

FoRFM

it =

WIERIEFTESEEH RS cluster-admin FFRI A F &%,
IR R registry.redhat.io,

W% podman ,

FEREIIIER 1 Wislk - G2 registry.redhat.io :

I $ sudo podman login registry.redhat.io

. BIALL T 64 Tk operator.yml U4 :

$ sudo podman cp $(sudo podman create \
registry.redhat.io/rhmtc/openshift-migration-legacy-rhel8-operator:v1.7):/operator.yml ./

i ALLT 8945 T % controller.yml 344 :

$ sudo podman cp $(sudo podman create \
registry.redhat.io/rhmtc/openshift-migration-legacy-rhel8-operator:v1.7):/controller.yml ./

B EIRAIRERE,

S UFSEBE AT LUTE registry.redhat.io T B D EGIE ¢

I $ oc run test --image registry.redhat.io/ubi8 --command sleep infinity
|8 MTC Operator X[ &R Migration Toolkit:

I $ oc create -f operator.yml

&5t — IRl

13
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RGUESERA DY V4]

namespace/openshift-migration created
rolebinding.rbac.authorization.k8s.io/system:deployers created
serviceaccount/migration-operator created
customresourcedefinition.apiextensions.k8s.io/migrationcontrollers.migration.openshift.io
created

role.rbac.authorization.k8s.io/migration-operator created
rolebinding.rbac.authorization.k8s.io/migration-operator created
clusterrolebinding.rbac.authorization.k8s.io/migration-operator created
deployment.apps/migration-operator created

Error from server (AlreadyExists): error when creating "./operator.yml":
rolebindings.rbac.authorization.k8s.io "system:image-builders" already exists
Error from server (AlreadyExists): error when creating "./operator.yml":
rolebindings.rbac.authorization.k8s.io "system:image-pullers" already exists

KB LLZZBE Error from server (AlreadyExists) 52, ©f12H MTC Operator N R HRA

#J OpenShift Container Platform 4 Q2 FTRIEM B, XL FRELIEMMA R ERE,

7. QI3 MigrationController ¥ £ :

I $ oc create -f controller.ymi

8. WE MTC Pod & ETEIETT :

I $ oc get pods -n openshift-migration

3.3. 7£ OPENSHIFT CONTAINER PLATFORM 4.8 L %% MTC
OPERATOR

& AT LAE A Operator Lifecycle Manager £ OpenShift Container Platform 4.8 £ %% MTC Operator,

FoRFH

it =

14

WAEREFTA SR ST EA cluster-admin FBRHIFE &%,

. 7& OpenShift Container Platform Web ##&H, i Operators —» OperatorHub,

£/ Filter by keyword FE&#E#; MTCs Operator,
1% Migration Toolkit for Containers Operator 3 52 Install,

m=if Install,
1E Installed Operators 7T/, openshift-migration B A& HINIRE N Succeeded B9
Migration Toolkit for Containers Operator,

= Migration Toolkit for Containers Operator,

. 7£ Provided APIs T, #Z| Migration Controller /57, B Create Instance,

mifi Create,



8. | Workloads - Pods E4iiE MTC pod IEFEIZ1T .

3.4. REEE

X F OpenShift Container Platform 4.1 R ERRRA, EiFERE Migration Toolkit for Containers
Operator f&, 7E MigrationController B & X iR (CR) B ARENRE, EANXLERARNZFEETH
B9 proxy % R,

%fF OpenShift Container Platform 4.2 £l 4.8, MTC Ak AEESEHMREBIXE, MREBEZSIESCH
MAEIZE, ALUEMRIESH,

3.4 BEEEIR

MTC14.2 5| A7 BE#EEH(DVM), DVM RZHF—NME, MREREHEATREEE, NRER
FTiE1h n B VRSB RR o

IMREMREFERERNIT DV, EiRE— TCP R, ZREAELRHZMTERLE,
ERERABECH SSLIEPBIER T A SSL ##. Stunnel KR Z R ERYRA,

3.411.DVM K TCP REXE

R LLE TCP RIBEIRM BirsR B A X B E#15H, F7E MigrationController CR FEZE
stunnel_tcp_proxy Z =R FERAKIE :

apiVersion: migration.openshift.io/vialphai
kind: MigrationController
metadata:
name: migration-controller
namespace: openshift-migration
spec:
[.-]

stunnel_tcp_proxy: http://username:password@ip:port

BESIH(OVM A FHRENEXRFMHLIL, b4, DVM (UER T AEMAMEH TCP ERMNKE, #
man-in-the-middle XK HTTP/HTTPS NIRIDEAE R TIF. HANKEEHMNERT A ZFIT
Ho Eitk, DVM MKIBLERS MTC R E LMK ET R,

3.4.1.2. HHHfEA TCP REMAR HTTP/HTTPS {ER ?

&7 L@ OpenShift BEETEIRFI B Ar5REE 2 [FiZ1T Rsync 3R/ DVM, REi@it TCP R (Stunnel)
&, ERER EZ1TM Stunnel 22515 BFR Stunnel B TLS i, FH@ N8R /78 sk (L s,

OpenShift FEYEEESEE HTTP/HTTPS RIEBEETE man-in-the-middle B {TEE, EFeilFES

B TLS 155 A ERRSS 2. 1BR, XAEET Stunnel, Stunnel EXRRIERGEEH TLS &1, &
A EFEREE N —NERNRRE, REREEEL TCP %k, AL, EA7iER TCP K,

3.4.1.3. 2 HAE

EBKIMF < Upgrade request required 1%

T FIEH AR ER SPDY HUIEILIE pod PTG, MRTEBERFMFREHARIZR SPDY HilBIFE X
e, IBEFSRIITENTEREGRS, IBRUGEERHEES Upgrade request required, [ #2
RAR : ERAHE SPDY MBI ER,
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BRT S2FF SPDY Wil 4, RERSKBL KIEIA T Upgrade HTTP FR3k(Z3845 APl IRS58%. B/ infE AL
FrakiT 5 APl BRZS 2389 websocket 1%, IR B AIEFELE Upgrade trk, NEBESKN, FH&E
TH S B Upgrade request required, Ifff R AR : IBRAEE L Upgrade ik,

3.4.2. NER VP4 SR

OpenShift ZIFIRIBER FERMLIEYS, BREIFER NetworkPolicy 3% EgressFirewalls B &, 0REM
B RAFFERYR 6 44 22 (A5 AR L R AL R R E R B E pod, BRHEIFIRERTEEFB T2 {Z1EE Rsync pod

E’J /}Ibio

ERMBIREEE L2178 rsync pod 713810 OpenShift Route HHE##, ASIIAR NetworkPolicy =5
EgressNetworkPolicy T RECE H Mix e £ R %I B 5h#ERR Rsync pod.

3.4.2.1. NetworkPolicy Eci&

3.4.2.1.1. 32 H Rsync pod B O E

INRIEK B bR & 226 B9 NetworkPolicy Bt FH 1E X FhR BRI E, A LMER Rsync pod HIME— T
ZERAFHOREMNSIZiE, LR ITFEEMABZEE A Rsync pod HAIEHORE :

apiVersion: networking.k8s.io/v1
kind: NetworkPolicy
metadata:
name: allow-all-egress-from-rsync-pods
spec:
podSelector:
matchLabels:
owner: directvolumemigration
app: directvolumemigration-rsync-transfer
egress:
-{}
policy Types:
- Egress

3.4.2.1.2. Bl Rsync pod WA ORE

apiVersion: networking.k8s.io/v1
kind: NetworkPolicy
metadata:
name: allow-all-egress-from-rsync-pods
spec:
podSelector:
matchLabels:
owner: directvolumemigration
app: directvolumemigration-rsync-transfer
ingress:
-{}
policy Types:
- Ingress

3.4.2.2. EgressNetworkPolicy ACi&

EgressNetworkPolicy %/ 5=k Egress Firewalls & OpenShift f45&, FAFRELEBEFEENEORE,

16



B 3T LE MTC

5 NetworkPolicy *f RA [, egress Firewall MBI T, EHEERTFHRAZEFRARBAAE pod.
Itt, Rsync pod BIME—FRE R F R A Rsync pod B Rsync pod /422, B2, EeaLUHRER S BIrERt
B CIDR SEFEIRINEIZRBRHY Allow FLUNIFR, LUE R LIE R NSRS 2 (AKX B B iEiE i,

RIEFTE Egress Firewall BUSEEE, R LURINEMERFH CIDRSERFRAVFHERIBH ORE -

apiVersion: network.openshift.io/v1
kind: EgressNetworkPolicy
metadata:
name: test-egress-policy
namespace: <namespace>
spec:
egress:
- to:
cidrSelector: <cidr_of_source_or_target_cluster>
type: Deny

3.4.2.3. 5y Rsync pod B2 EfM 54

L PVC ERHEZEMER, EA LB supplemental ZHNIN1E Rsync pod & X EECE X FHERIVI R, LA
& pod FBIFIHIA] -

5 3.2. Rsync pod BIMtINZHEE

Default (BRil)

src_supplemental_g F#Fs5 RNXE FAFIE Rsync pod HILL
roups ES ORI EAHIIR
target_supplemental F7F&$ RNXE B#r Rsync pod B4, 1L
_groups oAbl SIS R4 TIES

FETHI
A LAE # MigrationController CR, LUE JyiX &4 FAH B ¢

spec:
src_supplemental_groups: "1000,2000"
target_supplemental_groups: "2000,3000"

3.43. FLENHE

FeREH
o YEREMASEEFER cluster-admin F R 7 &R,

it =

1. KEX MigrationController CR ;& ¥ :

I $ oc get migrationcontroller <migration_controller> -n openshift-migration

17
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2. BHARESH

apiVersion: migration.openshift.io/vialphai
kind: MigrationController
metadata:
name: <migration_controller>
namespace: openshift-migration

spec:
stunnel_tcp_proxy: http://<username>:<password>@<ip>:<port> ﬂ
noProxy: example.com

ﬂ AT EESTIBH stunnel RI2 URL,
© EHRARENBIREA. B, 1P hiHEMmR% CIOR KESHRIIE,

EEETEmNL . LU CEFE, B30 0 .y.com EE x.y.com, {BREE y.com, FMH * wIXfiA
BMtST rrAERIE, RET BT REEERELREF networking.machineNetwork[].cidr
FETE LB worker, AU ENIRINEILLTIZRA, LA b8 A,

INRKXE httpProxy #1 httpsProxy FE%, |t FR R4 28K,

3. i #1%72 1 migration-controller.yaml,

4.

AT

I $ oc replace -f migration-controller.yaml -n openshift-migration

MBEZER, HEHLESRISEHNE,

3.5 . BREZFIFEWEE
BTSN RIEEERE VBEEREREE, MTC HEBUEMBRERSHIEISHIEMEZE, AEMNETIEMEE
SRR BirERE,

MTC ZHRFHEEMRERIZ I B IR XX REFRBEIEEH A%, BALUERES FENIMNE
FRIGHIFAEH N PSR,

MTC LA EEHN R -

LA RMK (MCG)

Amazon Web Services (AWS) S3
Google Cloud Platform (GCP)
Microsoft Azure Blob

WA S3 X &AM, 5130 Minio 3% Ceph S3

3.5.1. FRE G
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https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.8/html-single/networking/#nw-proxy-configure-object_config-cluster-wide-proxy
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.8/html-single/migration_toolkit_for_containers/#migration-understanding-data-copy-methods_about-mtc

B 3T LE MTC
o NMRMHREBIRSBZSHNHIEENEFFEEERLREER, BOLTBERRER LTINS HEFEEE,

35.2. BEEZ X RM*K

& Bl LA 4 OpenShift Container Storage Operator, F4$—4 Multi-Cloud Object Gateway (MCG) 7
fi#HBECE N Migration Toolkit for Containers (MTC) BYE &I 4%,

3.5.2.1. Z% OpenShift Container Storage Operator

& LLM OperatorHub &% OpenShift Container Storage Operator,

it =

1. £ OpenShift Container Platform Web #£#|& 7, Rifi Operators —» OperatorHub,
2. {£F Filter by keyword (&fIf} OCS) K#E#k OpenShift Container Storage Operator,

%% OpenShift Container Storage Operator 35 Install,
7 — Update Channel. Installation Mode #] Approval Strategy.
5. mif Install,

1E Installed Operators TIE®, OpenShift Container Storage Operator & HI7E openshift-
storage B H, KEH Succeeded,

3.5.2.2. il Multi-Cloud Object Gateway f#fi5##

& A LLBIJE Multi-Cloud Object Gateway (MCG) F#EMBEE LR (CR) .

iy =

1. &%ZF| OpenShift Container Platform 2% :

I $ oc login -u <username>

2. FRALLTRAGIZE NooBaa CR EZE XX, noobaa.yml :

apiVersion: noobaa.io/vialphai
kind: NooBaa
metadata:
name: <noobaa>
namespace: openshift-storage
spec:
dbResources:
requests:
cpu: 0.5 ﬂ
memory: 1Gi
coreResources:
requests:
cpu: 0.5 9
memory: 1Gi

QO TR KR, ERLUSEIN 0.1,
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3. fl|# NooBaa ¥ % :

I $ oc create -f noobaa.yml

4. FRAMUTRAENR BackingStore CR ECE X, bs.yml :

apiVersion: noobaa.io/vialphai
kind: BackingStore
metadata:
finalizers:
- noobaa.io/finalizer
labels:
app: noobaa
name: <mcg_backing_store>
namespace: openshift-storage
spec:
pvPool:
numVolumes: 3 ﬂ
resources:
requests:
storage: <volume_size> g
storageClass: <storage_class> 6
type: pv-pool

Q BEFAMESLFHNEHE,
Q BESHIA/N, 180 50Gi,
g EEEMEE, W0 gp2.

5. /% BackingStore X% :

I $ oc create -f bs.yml

6. FALLTARAME BucketClass CR EZE XX+, be.yml :

apiVersion: noobaa.io/vialphai
kind: BucketClass
metadata:
labels:
app: noobaa
name: <mcg_bucket_class>
namespace: openshift-storage
spec:
placementPolicy:
tiers:
- backingStores:
- <mcg_backing_store>
placement: Spread

7. 1I]E BucketClass % :

I $ oc create -f bc.yml

20



8. FALLTHALIE ObjectBucketClaim CR EZiEXC {4, obc.yml :

apiVersion: objectbucket.io/vialpha1l
kind: ObjectBucketClaim
metadata:
name: <bucket>
namespace: openshift-storage
spec:
bucketName: <bucket> ﬂ
storageClassName: <storage_class>
additionalConfig:
bucketclass: <mcg_bucket_class>

ﬂ ILKFE MTC web 12155 FR AN E B 77 i R B0 R iR R 5.

9. fi|# ObjectBucketClaim X% :
I $ oc create -f obc.yml

10. Ws¥E ¥R GRS A2 LUSIE ObjectBucketClaim BUA 75454 Bound :
I $ watch -n 30 'oc get -n openshift-storage objectbucketclaim migstorage -o yaml'
XL RRERR 28

N REFHERUTE, HERERIFMEZERNE MTC web #HI AR FE2IXL(E

o S3imM:
I $ oc get route -n openshift-storage s3
® S3 provider access key:

$ oc get secret -n openshift-storage migstorage \
-0 go-template="{{ .data.AWS_ACCESS_KEY_ID }}' | base64 --decode

® S3 provider secret access key:

$ oc get secret -n openshift-storage migstorage \
-0 go-template="{{ .data.AWS_SECRET_ACCESS_KEY }}' | base64 --decode

3.5.3. fici Amazon Web Services S3

IR BT LU Amazon Web Services (AWS) S3 Zi#HRECE 7 Migration Toolkit for Containers (MTC) B
SHIGE,

FoRFM

o AWS S3 FhEtgp i LR AN B iR RE T 1],
o MMEET AWS CLI,

o MREHEMRBESTIE -
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o RAEFTA] EC2 Elastic Block Storage (EBS).
o RIBMEBHMIMTR—XH,

o RMBINERVIERAERMNEEZE,

o FHERMBINFRBRE,

pi% =
1. DI AWS S3 1FhE#E -

$ aws s3api create-bucket \
--bucket <bucket> \
--region <bucket_region> g

Q 1BE S3 FhEA &,
Q 1E%E S3 Fi#M X, fI40 us-east-1.

2. & IAM B F velero :

I $ aws iam create-user --user-name velero
3. fIE EC2 EBS [REBERR :

$ cat > velero-ec2-snapshot-policy.json <<EOF
{
"Version": "2012-10-17",
"Statement”: |
{

"Effect": "Allow",

"Action": [
"ec2:DescribeVolumes",
"ec2:DescribeSnapshots”,
"ec2:CreateTags",
"ec2:CreateVolume",
"ec2:CreateSnapshot",
"ec2:DeleteSnapshot”

1,

"Resource": "*"

}

]
}
EOF

4. N—NEFAE S3 FEHEROIE AWS S3 15| 5RHEE :

$ cat > velero-s3-policy.json <<EOF

{
"Version": "2012-10-17",

"Statement”: |

{
"Effect": "Allow",

22



"Action": [
"s3:GetObject",
"s3:DeleteObject",
"s3:PutObject",
"s3:AbortMultipartUpload”,
"s3:ListMultipartUploadParts"

1,

"Resource": [
"arn:aws:s3:::<bucket>/*" 0

]

"Effect": "Allow",
"Action™: |
"s3:ListBucket",
"s3:GetBucketLocation",
"s3:ListBucketMultipartUploads"
1,
"Resource": [
"arn:aws:s3:::<bucket>"

]
}
]

}
EOF
RF A — S3 FEREIT AR, IHEEFHERAN. ERTIE AWS S3 FFi#iEN
WIFAER, 1KHEE * MARFHRAN, WTHIR
it e

"Resource": |
"arn:aws:s3:::*"

5. FF EC2 EBS RE&HI ANE! velero :

$ aws iam put-user-policy \
--user-name velero \
--policy-name velero-ebs \
--policy-document file://velero-ec2-snapshot-policy.json

6. F AWS S3 SKE&HMIINZE! velero :

$ aws iam put-user-policy \
--user-name velero \
--policy-name velero-s3 \
--policy-document file://velero-s3-policy.json

7. N velero SJ& 1A% 4EH :

$ aws iam create-access-key --user-name velero

{

"AccessKey": {
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"UserName": "velero",

"Status": "Active",

"CreateDate": "2017-07-31T22:24:41.576Z",
"SecretAccessKey": <AWS_SECRET_ACCESS_KEY>, ﬂ
"AccessKeyld": <AWS_ACCESS_KEY_ID> 9

}
}

i AWS_SECRET_ACCESS_KEY #1 AWS_ACCESS_KEY_ID, & LU FEiEF AWS 7
-k & FEE,

3.5.4. it & Google Cloud Platform

IR B LI Google Cloud Platform (GCP) Ff# 8B E N Migration Toolkit for Containers (MTC) FIE &l &
[,

FRFH
o AWS S3 T i AT LA#RR ] B R s B 7 7,
o WINREKT gsutil,
o MREHEMRBESTIE -
o JRIBIRER VI TR— X1,
o RFMBNEEHYVINEEHERNEMEXL,
o FHERLMERIRER.

ik
1. &xE gsutil:
I $ gsutil init
it

Welcome! This command will take you through the configuration of gcloud.
Your current configuration has been set to: [defauli]

To continue, you must login. Would you like to login (Y/n)?
2. iX& BUCKET Z£ :

I $ BUCKET=<bucket> )

Q00 ==iswais,

3. QIR

I $ gsutil mb gs://$BUCKET/
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https://cloud.google.com/storage/docs/gsutil_install

1.

¥ PROJECT_ID Z£%E NIEHEIIIR :
I $ PROJECT_ID="gcloud config get-value project’

A velero IAM RS 1K P -

$ gcloud iam service-accounts create velero \
--display-name "Velero Storage"

fil# SERVICE_ACCOUNT_EMAIL & :

$ SERVICE_ACCOUNT_EMAIL="gcloud iam service-accounts list \
--filter="displayName:Velero Storage" \
--format 'value(email)”

] ROLE_PERMISSIONS & :

$ ROLE_PERMISSIONS=(
compute.disks.get
compute.disks.create
compute.disks.createSnapshot
compute.snapshots.get
compute.snapshots.create
compute.snapshots.useReadOnly
compute.snapshots.delete
compute.zones.get

)
A2 velero.server B E X A :

$ gcloud iam roles create velero.server \
--project $PROJECT_ID \
--title "Velero Server"\
--permissions "$(IFS=","; echo "${ROLE_PERMISSIONS[*]}")"

HIB IR 1AM ERRETE -

$ gcloud projects add-iam-policy-binding $PROJECT_ID \
--member serviceAccount:$SERVICE_ACCOUNT_EMAIL\
--role projects/$PROJECT_ID/roles/velero.server

. B IAM BRSSP

I $ gsutil iam ch serviceAccount:$SERVICE_ACCOUNT_EMAIL:objectAdmin gs://${BUCKET}

£ IAM fR 55k P B3 B AR Z 2 24 8l B 3k 1 A credentials-velero XX H :

$ gcloud iam service-accounts keys create credentials-velero \
--iam-account $SERVICE_ACCOUNT_EMAIL

A LUFE A credentials-velero XIS GCP i E 5116,
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3.5.5. fidi& Microsoft Azure Blob

& T LU Microsoft Azure Blob 7% R 23ECE& v Migration Toolkit for Containers (MTC) BIE#I 6%,

SERFEH
o IMWIMBER Azure FHEIK .

o MMM ERET Azure CLI,
® Azure Blob Fi#& 28w/ & AR ] B Fr&eB¥ 717,
o INRMERRBESHTE :
o RFIBIRERF LA TR — X,
o R¥BIrERLINEBHEBNEIEE,
o HFHEMINESRERS
i =

%i& AZURE_RESOURCE_GROUP % :

I $ AZURE_RESOURCE_GROUP=Velero_Backups
2. AIE Azure R4 :

I $ az group create -n $AZURE_RESOURCE_GROUP --location <CentralUS> ﬂ
ﬂ BEAME,
3. %i& AZURE_STORAGE_ACCOUNT IDZ'£ :

I $ AZURE_STORAGE_ACCOUNT_ID=velerobackups

4. BIJE; Azure FFHEIK T -

$ az storage account create \
--name $AZURE_STORAGE_ACCOUNT_ID \
--resource-group $AZURE_RESOURCE_GROUP \
--sku Standard_GRS\
--encryption-services blob \
--https-only true \
--kind BlobStorage \
--access-tier Hot

5. #%i& BLOB_CONTAINER &£ :

I $ BLOB_CONTAINER=velero

6. Q8 Azure Blob FiER2s :
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https://docs.microsoft.com/en-us/azure/storage/common/storage-quickstart-create-account?toc=%2Fazure%2Fstorage%2Fblobs%2Ftoc.json&tabs=azure-portal
https://docs.microsoft.com/en-us/cli/azure/install-azure-cli?view=azure-cli-latest

$ az storage container create \
-n $BLOB_CONTAINER \
--public-access off \
--account-name $AZURE_STORAGE_ACCOUNT _ID

7. N velero SJ&AR %S EAFZEIE

$ AZURE_SUBSCRIPTION_ID="az account list --query '[?isDefault].id"' -o tsv" \
AZURE_TENANT_ID="az account list --query '[?isDefault].tenantld’ -o tsv" \
AZURE_CLIENT_SECRET="az ad sp create-for-rbac --name "velero" \
--role "Contributor" --query 'password' -0 tsv' \
AZURE_CLIENT_ID="az ad sp list --display-name "velero" \
--query '[0].appld' -0 tsv’

8. 1E credentials-velero {4 F 1R FARSS EHMENL

$ cat << EOF > ./credentials-velero
AZURE_SUBSCRIPTION_ID=${AZURE_SUBSCRIPTION_ID}
AZURE_TENANT_ID=${AZURE_TENANT_ID}
AZURE_CLIENT_ID=${AZURE_CLIENT_ID}
AZURE_CLIENT_SECRET=${AZURE_CLIENT_SECRET}
AZURE_RESOURCE_GROUP=${AZURE_RESOURCE_GROUP}
AZURE_CLOUD_NAME=AzurePublicCloud

EOF

& e LIMEFE credentials-velero U445 Azure NN & HIEMEE,

3.5.6. Hfth iR

e MTC I

o XTHEEHSE

e £ MTC web & RIS H F k%

3.6. HZ MTC HHR SR
el LUEDE MTC, FHtBRE TR EIEERE,

8

it =

fitlk& velero CRD & MEEFHFEFR Velero,

WHILLEA cluster-admin fURHIFE 7 B0 &%,

1. MHBRFFAES%EEH A MigrationController B & 3L ¥ (CR) :

I $ oc delete migrationcontroller <migration_controller>
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https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.8/html-single/migration_toolkit_for_containers/#migration-mtc-workflow_about-mtc
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.8/html-single/migration_toolkit_for_containers/#migration-understanding-data-copy-methods_about-mtc
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.8/html-single/migration_toolkit_for_containers/#migration-adding-replication-repository-to-cam_migrating-applications-with-mtc
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28

2. f#F Operator Lifecycle Manager £ OpenShift Container Platform 4 £ E1%; MTC Operator,
3. BT Ta%, MIRAMESETRNEESEHETIR :

e migration B X HIREE Y (CRDs) :

I $ oc delete $(oc get crds -0 name | grep 'migration.openshift.io")
Velero CRD :

I $ oc delete $(oc get crds -0 name | grep 'velero')

migration £ A :

I $ oc delete $(oc get clusterroles -0 name | grep 'migration.openshift.io')
migration-operator 522 A & :

I $ oc delete clusterrole migration-operator

velero £ AE :

I $ oc delete $(oc get clusterroles -o name | grep 'velero')

migration £EABHE :

I $ oc delete $(oc get clusterrolebindings -0 name | grep 'migration.openshift.io’)
migration-operator 522 A B E :

I $ oc delete clusterrolebindings migration-operator

velero EE¥ A B :

I $ oc delete $(oc get clusterrolebindings -o name | grep 'velero')



B 4E EZRMLKIMERRE MTC

B4 ZE EZRMEIMNEHRE MTC

1A LUBT AT LT $ R IE Z IR ML EAEE A OpenShift Container Platform 4 &% MTC :

1. BB BE&H Operator B3%,

it RO — mapping.txt X, HHEE registry.redhat.io fRRFEAIIRIE registry %
&2 A H9BREY, mapping.txt LR TE OpenShift Container Platform 4.2 & 4.5 R h R %

/HBIMTC Operator FTERE ER/,

2. {# A Operator Lifecycle Manager £ OpenShift Container Platform 4.8 Bir5& L &% MTC

Operator,

ZILNER T, MTC web #2440 Migration Controller pod £ Bir&E 1217, EAILERE
Migration Controller B & X FR/F R L2 £ EF 21T MTC web #£%I5 0 Migration

Controller pod,

3. TER&ER LR & MTC Operator:

® OpenShift Container Platform 4.6 S8 &R A :

MTC Operator,

® OpenShift Container Platform 4.2 Ell 4.5: fE @

4. EEENREME, URESHEFMEE.

{8 A Operator Lifecycle Manager %%

ITREREL S MTC Operator,

ZE £ OpenShift Container Platform 3 £%&%& MTC, 1S [#1E OpenShift Container

Platform 3 E&ZZ|HH MTC,

EHE MTC, ESHEEE MTC MR TR,

4. TR M=

IR RES OpenShift Container Platform iR AR MTC,

xE X
B¥S
OpenShift Container Platform 4.5 R E R iR A,
TS
OpenShift Container Platform 4.6 R BE#HIAR A,
IB Operator
X E SR IR MTC Operator,
X operator
XIS TR % ITHI MTC Operator.
RIS
54T MTC #2570 GUI BIEREE,
R

J&4T Velero BT MRS B 17&EE%, Control Cluster @i Velero APl 52 & EHEE, LIIKEhER,

F 41 MTC A : MEGTEETR
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https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.8/html-single/operators/#olm-mirror-catalog_olm-restricted-networks
https://access.redhat.com/articles/5064151
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.8/html-single/migrating_from_version_3_to_4/#migration-installing-legacy-operator_installing-restricted-3-4
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.8/html-single/migration_toolkit_for_containers/#migration-uninstalling-mtc-clean-up_installing-mtc-restricted
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OpenShift Container Platform 4.5 & OpenShift Container Platform 4.6 s{&

BhRA =R

FaE MTC fRA MTC1.7.z MTC 1.7z

|BhR 1.7 ;25 %F : 273 operator.yml xX# &M OLM £%&, %17/i:& release-v1.7
FhRE,

SOAN

BN L

&%

N B EE R T AL R I B,

EELEERT, MAMREATERELEMREFEEITIBRHEZ S RWEMER, F
N, LBMAEERHY OpenShift Container Platform 3.11 5£E:T R B =EMEHBIIIA OpenShift
Container Platform &8}, , IMARERFTIEEREE] OpenShift Container Platform 3.1 &
E¥Q

SFMTC17, INR—DERREHR M REITIEE S ERATEIE, HEM crane
tunnel-api &5,

SFIERE (stable) B9 MTC Z4ThRA, RARENIZIBARRINAERERIEE VIEHISE
B, BREXMIBERLT, TRIFBMANEREE VERER, FRIFEMEHERITE
SN

4.2. £ OPENSHIFT CONTAINER PLATFORM 4.8 %% MTC
OPERATOR

& AT LAE A Operator Lifecycle Manager 7E OpenShift Container Platform 4.8 £ %% MTC Operator,

FeREH
o YEREMASERFTER cluster-admin FFRAI 7 &%,

o RAIIMAM registry AR GIE Operator B %,

it =

1. £ OpenShift Container Platform Web #£#|& 7, ifi Operators » OperatorHub,
2. {¥F Filter by keyword FE& & #%k MTCs Operator,
3. % Migration Toolkit for Containers Operator 3 5= Install,

4. Rifi Install,
1E Installed Operators 71/, openshift-migration B A& HIIRE N Succeeded B9
Migration Toolkit for Containers Operator,

5. = Migration Toolkit for Containers Operator,

6. 7 Provided APIs T, #£Z| Migration Controller i/, = Create Instance,
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7. mi Create,

8. | Workloads - Pods E4iiE MTC pod IEFEiZ1T .

4.3. 7£ OPENSHIFT CONTAINER PLATFORM 4.2 ¥ 4.5 &% |HH MTC
OPERATOR

& B LATE OpenShift Container Platform kA 4.2 £l 4.5 AF5)% & IHH MTC Operator,

FRFM

i

WAERAEMBESREFEA cluster-admin R 7 &5%,

IR R registry.redhat.io,

W% podman .

IR — N ML RIABRA Linux TYEILF BEM registry.redhat.io T304,
IRA /618 Operator B kMR 5K,

1R M OpenShift Container Platform 4.8 #%{%&8J Operator B3k %% MTC Operator,

FEREIIER 1 F Wislk - G2l registry.redhat.io :

I $ sudo podman login registry.redhat.io

. BIALL T 64 Tk operator.yml 304 :

$ sudo podman cp $(sudo podman create \
registry.redhat.io/rhmtc/openshift-migration-legacy-rhel8-operator:v1.7):/operator.yml ./

i ALLUT 8943 T & controller.yml 344 :

$ sudo podman cp $(sudo podman create \
registry.redhat.io/rhmtc/openshift-migration-legacy-rhel8-operator:v1.7):/controller.yml ./

. IBITLU TR S IREX Operator $RRIRET :

I $ grep openshift-migration-legacy-rhel8-operator ./mapping.txt | grep rhmtc

mapping.txt X274 Operator BRFFITHKI AR, Wit ERT registry.redhat.io Hif%k
FIEBER reqgistry Bl [A] HIBR ST,

it Bl

registry.redhat.io/rhmtc/openshift-migration-legacy-rhel8-
operator@sha256:468a6126f73b1ee12085ca53a312d1f96ef5a2ca03442bcb63724af5e2614e8
a=<registry.apps.example.com>/rhmtc/openshift-migration-legacy-rhel8-operator

£ operator.yml 3X{/,  ansible #1 operator ZZ3E %7 image {H, FFE#7 REGISTRY {4 :
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containers:
- name: ansible
image: <registry.apps.example.com>/rhmtc/openshift-migration-legacy-rhel8-
operator@sha256:
<468a6126f73b1ee12085ca53a312d1f96ef5a2ca03442bcb63724af5e2614e8a> 0

- name: operator
image: <registry.apps.example.com>/rhmtc/openshift-migration-legacy-rhel8-
operator@sha256:
<468a6126f73b1ee12085ca53a312d1f96ef5a2ca03442bcb63724af5e2614e8a> g

env:
- name: REGISTRY
value: <registry.apps.example.com> e

WEE@E’\J%{% registry #1 Operator £ {&89 sha256 {E.,
9 B ERAIIRIR registry,

6. BREIEHIRER,
7. A MTC Operator X &R # Migration Toolkit:

I $ oc create -f operator.yml
=1

namespace/openshift-migration created
rolebinding.rbac.authorization.k8s.io/system:deployers created
serviceaccount/migration-operator created
customresourcedefinition.apiextensions.k8s.io/migrationcontrollers.migration.openshift.io
created

role.rbac.authorization.k8s.io/migration-operator created
rolebinding.rbac.authorization.k8s.io/migration-operator created
clusterrolebinding.rbac.authorization.k8s.io/migration-operator created
deployment.apps/migration-operator created

Error from server (AlreadyExists): error when creating "./operator.yml":
rolebindings.rbac.authorization.k8s.io "system:image-builders" already exists
Error from server (AlreadyExists): error when creating "./operator.yml":
rolebindings.rbac.authorization.k8s.io "system:image-pullers" already exists

& LA 2B Error from server (AlreadyExists) S 2. ©f1=2H MTC Operator R HiiR A
#J OpenShift Container Platform 4 Q2 FTRIEM B, XL FRELIEMMA R ERE,

8. f|& MigrationController X :

I $ oc create -f controller.yml
9. %iE MTC Pod @& IEEIATT :

I $ oc get pods -n openshift-migration
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4.4. KEEE

X F OpenShift Container Platform 4.1 R ERRAR A, EiFERE Migration Toolkit for Containers
Operator [&, 7E MigrationController B & X iR (CR) B ARENRE, ENXLERARNZFEETH
8 proxy X &,

%I F OpenShift Container Platform 4.2 2| 4.8, MTC &M &AEEERMREINE., MREBESEECHE
HAEIZE, ALUEMRIESH,

441 EEESTH%

MTC14.2 5| AT BE#EEH(DVM), DVM RZHF—NME, MREREHEATREEE, NRER
FTiE1h n B VRSB RIRR o

MRBEMREEEARSKEHNIT DV, EUIEE— TCP RE, ZREAELHZMTERLE, #
AR E S SSLIERRIER T4 SSL iE#E., Stunnel RIEZ L RAEBEIRA,

4.4.1.1.DVM K TCP KBk &

e Ll TCP RIBFERM BrE R Z AKX BB E#, F1E MigrationController CR FEZE
stunnel_tcp_proxy =R FERAKIE :

apiVersion: migration.openshift.io/vialphai
kind: MigrationController
metadata:
name: migration-controller
namespace: openshift-migration
spec:
[.-]

stunnel_tcp_proxy: http://username:password@ip:port

BESTIH(OVM A FHRENEXRFMHEIL b4, DVM (UER T AEMAMEH TCP ERMNKE, #
man-in-the-middle XK HTTP/HTTPS IBFDEAE R TIF. HANKEEHMNERT A ZFIT
Ho Eitk, DVM MKIBLERS MTC R E LMK ET R,

4.412. N+ 4fEA TCP RKEMAR HTTP/HTTPS {CHE ?

&R L@ OpenShift BEETEIRF BAr5REE 2 [FiZ1T Rsync 3R/ DVM, REi@it TCP K (Stunnel)
%, ERER EZ1TM Stunnel 22315 BFrR Stunnel B TLS i, FH@ N8R /78 sk (L s,

OpenShift HEYEEESEHE HTTP/HTTPS REBEE 7 man-in-the-middle BX#H{TEEE, HPeilHED
B TLS &IE5AEIRS B IE, BRE, XAERT Stunnel, Stunnel ERREBRLEEH TLS &1F, &
ANEGERER AN —NEANRRE, REREHLR TCP ER, b, W IifER TCP R,

4.4.1.3. BHEE)G

EBKIMF < Upgrade request required 1%

TIRIEHIZRME A SPDY HAEILEE pod AHATI R, &D%i&%ﬁﬂﬁ?ﬁfiﬁvﬁﬁﬁ SPDY FMBIRE X
flE, IBEHRSTEHIITERR S, TBREUGFEREFEE R Upgrade request required, Il %
RAZE : FEAZR SPDY MK E,

PR T Sz SPDY thil s, HERSRA KL Upgrade HTTP TRk %25 API IRS588, & imfEA L

FrkiT 5 API BRZS 2389 websocket JZE% INRAER KB AIEBE IE Upgrade 1k, NIEBSKK, F5E
TH S B Upgrade request required, Ifff R AR : IRRAEE L Upgrade ik,
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4.4.2. 73T RS SRS

OpenShift ZIFIRIBEE FERHIM L IEMSE, BREIFER NetworkPolicy 3% EgressFirewalls B &, 0REM
B RAFFERYR 6 44 22 (A5 AR L R AL R R E R B E pod, BREIFIRERTEEF 2 {Z1EE Rsync pod

R E,

ERMBIREEE L2178 rsync pod 713810 OpenShift Route #HEE#, ASIIAR NetworkPolicy 55
EgressNetworkPolicy T SRECE H MixX L& Z R %I B 5h#ERR Rsync pod.

4.4.2.1. NetworkPolicy ACi&

4.4.2.1.1. 38 Rsync pod W O E

INSRIR S B brép & 226 89 NetworkPolicy ER&FE b X F R BIpRE, EALUER Rsync pod BIME—17
ZERATFHORENEEZ R, LUTRERITFRBMAZAAF Rsync pod WA HORE :

apiVersion: networking.k8s.io/v1
kind: NetworkPolicy
metadata:
name: allow-all-egress-from-rsync-pods
spec:
podSelector:
matchLabels:
owner: directvolumemigration
app: directvolumemigration-rsync-transfer
egress:
-{}
policy Types:
- Egress

4.4.21.2. Bl Rsync pod WA OFE

apiVersion: networking.k8s.io/v1
kind: NetworkPolicy
metadata:
name: allow-all-egress-from-rsync-pods
spec:
podSelector:
matchLabels:
owner: directvolumemigration
app: directvolumemigration-rsync-transfer
ingress:
-{}
policy Types:
- Ingress

4.4.2.2. EgressNetworkPolicy ECiE
EgressNetworkPolicy XI5\ Egress Firewalls & OpenShift 143&, FAFFEILEBEFEENEORE,
5 NetworkPolicy *f RA [, egress Firewall TR B2 T, EHEERTFHRAZEFRARBAAE pod.

Itt, Rsync pod BIME—FRE AR F R A Rsync pod B Rsync pod /422, B2, EaLUHRER K BirERt
B CIDR SEHEIRINEISREERY Allow MR, LUERLATERNERE (A% B B EEE.
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RIEFTE Egress Firewall BYSEEE, AT LURINEMERFH CIDRSERRAVFE R ORE -

apiVersion: network.openshift.io/v1
kind: EgressNetworkPolicy
metadata:
name: test-egress-policy
namespace: <namespace>
spec:
egress:
- to:
cidrSelector: <cidr_of_source_or_target_cluster>
type: Deny

4.4.2.3. 5 Rsync pod Be B+ FE4H

Y PVC ERHEEEMHET, WA LUET T supplemental ZH5INE Rsync pod E X EECE X Z BRI R], LA
& pod FBIFIHIA] :

5 4.2. Rsync pod MK inZHE¥

Default (BRil)

src_supplemental_g F#FS5 RNXE FAFI&E Rsync pod FJLL
roups ES ORI AR
target_supplemental F7F&$ RNXE B#5 Rsync pod B9, LA
_groups oAbl NS R4 TIES

ARG
AT LLE#7 MigrationController CR, LUE X EErh I B IE -

spec:
src_supplemental_groups: "1000,2000"
target_supplemental_groups: "2000,3000"

4.4.3. FCERE

FeREH
o YERTEMASEEFER cluster-admin F R &%,

it =

1. KEX MigrationController CR ;& # :
I $ oc get migrationcontroller <migration_controller> -n openshift-migration
2. EHRESE

apiVersion: migration.openshift.io/vialphai
kind: MigrationController
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metadata:
name: <migration_controller>
namespace: openshift-migration
spec:
stunnel_tcp_proxy: http://<username>:<password>@<ip>:<port> ﬂ
noProxy: example.com

ﬂ AT EESTIBH stunnel RI2 URL,
© EHRARENBIREA. B, 1P i HMmR% CIOR KESHRIIE,

EEETEmNL . LB FiE, B30 0 .y.com TE x.y.com, {BREE y.com, FMH * ?IXfiA
BMtST AR, RET BT REEERELREH networking.machineNetwork[].cidr
FETE LB worker, A ENIRINEILLTIZRA, LA b8 A,
INRKKE httpProxy 1 httpsProxy FE%, |t FRRF 1 28K,

3. 15 #1%72 ) migration-controller.yaml,

4. NFAEHBLER

I $ oc replace -f migration-controller.yaml -n openshift-migration

MBEZER, HEHLESRISEHRE,

4.5. L E S HFhE)E
U S A7 (AERE PR R b, MTC MR MIRAERE S HIZIS HITEhEE, KB MBI

SRBIBIERE. NTF—PMRRMAINME, SENRMX (MCG) ZMeE—RRNET,

MTC ZHRFHEEMRERIZ I B IR X REFRBEIEEH A%, BRALUERES FENIMNR
FRIGHTF AN PSR,

451 FRrF G
o FRASEREER Y B AN & HI7F 4 A B AN 6] W7 RO 17 [T FCR
o INRMISRIBIRS BRSNS HESIFEEERER, BULFBERRER NS SIFEE,

452 FBREZ XN RMK

& BI LA 4 OpenShift Container Storage Operator, F{$— Multi-Cloud Object Gateway (MCG) 7
fi#HBECE N Migration Toolkit for Containers (MTC) BYE &G,

4.5.2.1. % OpenShift Container Storage Operator

&/ LLM OperatorHub &% OpenShift Container Storage Operator,

it =

1. £ OpenShift Container Platform Web #£#|& 7, mifi Operators » OperatorHub,
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https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.8/html-single/networking/#nw-proxy-configure-object_config-cluster-wide-proxy
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.8/html-single/migration_toolkit_for_containers/#migration-understanding-data-copy-methods_about-mtc
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2. {#F Filter by keyword (&I} OCS) K&k OpenShift Container Storage Operator,
3. #%#¥ OpenShift Container Storage Operator 352 Install,
4. % — Update Channel. Installation Mode #1 Approval Strategy.

5. m|if Install,

1E Installed Operators TIE®, OpenShift Container Storage Operator & HI7E openshift-
storage B H, KEH Succeeded,

4.5.2.2. 8] Multi-Cloud Object Gateway Fi##

& A LLBIJE Multi-Cloud Object Gateway (MCG) F#EMEBE LR (CR) .

it =

1. &%ZF| OpenShift Container Platform 2% :

I $ oc login -u <username>

2. FRALLTRAGIZE NooBaa CR 2B XX+, noobaa.yml :

apiVersion: noobaa.io/vialphai
kind: NooBaa
metadata:
name: <noobaa>
namespace: openshift-storage
spec:
dbResources:
requests:
cpu: 0.5 ﬂ
memory: 1Gi
coreResources:
requests:
cpu: 0.5 g

memory: 1Gi

QO TR KR, ERLUSEIN 0.1,

3. fl|# NooBaa %% :

I $ oc create -f noobaa.yml

4. {FRAMUTARAENIR BackingStore CR ECE X, bs.yml :

apiVersion: noobaa.io/vialphai
kind: BackingStore
metadata:

finalizers:

- noobaa.io/finalizer

labels:

app: noobaa
name: <mcg_backing_store>
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namespace: openshift-storage
spec:

pvPool:

numVolumes: 3 ﬂ

resources:

requests:
storage: <volume_size> g
storageClass: <storage_class> 6

type: pv-pool
ﬂ EEFAMSLPNBHE.
@ fsEBmAA, BN 50Gi.
© e, mgp2.

5. /% BackingStore X% :

I $ oc create -f bs.yml

6. FEALLTARAME BucketClass CR EZ& X1+, be.yml :

apiVersion: noobaa.io/vialphai
kind: BucketClass
metadata:
labels:
app: noobaa
name: <mcg_bucket_class>
namespace: openshift-storage
spec:
placementPolicy:
tiers:
- backingStores:
- <mcg_backing_store>
placement: Spread

7. 1)]E BucketClass % :

I $ oc create -f bc.yml

8. FALLTHALIE ObjectBucketClaim CR EZiEXC {4, obc.yml :

apiVersion: objectbucket.io/vialpha1l
kind: ObjectBucketClaim
metadata:
name: <bucket>
namespace: openshift-storage
spec:
bucketName: <bucket> ﬂ
storageClassName: <storage_class>
additionalConfig:
bucketclass: <mcg_bucket_class>
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@ 115 MTC web IRHIA RIRINE HIE BT HERE B

9. fi|# ObjectBucketClaim X% :
I $ oc create -f obc.yml

10. s BtE GRS A2 LUSHE ObjectBucketClaim BUA 75455 Bound :
I $ watch -n 30 'oc get -n openshift-storage objectbucketclaim migstorage -o yaml'
XL RRERR 28,

N REFHERUTE, HERERIFMEZERNE MTC web #HI AR FEXL(E

o S3ifM:
I $ oc get route -n openshift-storage s3
® S3 provider access key:

$ oc get secret -n openshift-storage migstorage \
-0 go-template="{{ .data.AWS_ACCESS_KEY_ID }}' | base64 --decode

® S3 provider secret access key:

$ oc get secret -n openshift-storage migstorage \
-0 go-template="{{ .data.AWS_SECRET_ACCESS_KEY }}' | base64 --decode

4.5.3. Hh IR
Red Hat OpenShift Container Storage SCA%HRRIRT FF £ BRI EM IR,

MTC e

RTHEEEAE

FE MTC web #2 & FR 7R NS I 77 i

4.6. H# MTC HHR &R
el LUENE MTC, FtRE TR EIEERE,

- fitlk& velero CRD & MEEEHFEFR Velero,

FeREH
o W HLLER cluster-admin F R F 19 & %,

it
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https://access.redhat.com/documentation/zh-cn/red_hat_openshift_container_storage/4.8/html-single/planning_your_deployment/index#disconnected-environment_rhocs
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.8/html-single/migration_toolkit_for_containers/#migration-mtc-workflow_about-mtc
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.8/html-single/migration_toolkit_for_containers/#migration-understanding-data-copy-methods_about-mtc
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.8/html-single/migration_toolkit_for_containers/#migration-adding-replication-repository-to-cam_migrating-applications-with-mtc
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1. HIBRARA £EEHH MigrationController B & S ¥ (CR) :

I $ oc delete migrationcontroller <migration_controller>

2. f#F Operator Lifecycle Manager £ OpenShift Container Platform 4 £ E1%; MTC Operator,
3. BT Ta%, MIRAMESETRHNERESEHETIR :

e migration B L HIREE Y (CRDs) :
I $ oc delete $(oc get crds -0 name | grep 'migration.openshift.io")
e Velero CRD :
I $ oc delete $(oc get crds -0 name | grep 'velero')
e migration £E A :
I $ oc delete $(oc get clusterroles -0 name | grep 'migration.openshift.io’)
® migration-operator £E¥E :
I $ oc delete clusterrole migration-operator
e velero KEAE :
I $ oc delete $(oc get clusterroles -o name | grep 'velero')
® migration £ ABIE :
I $ oc delete $(oc get clusterrolebindings -o name | grep 'migration.openshift.io’)
e migration-operator £E A BYIE :
I $ oc delete clusterrolebindings migration-operator
e velero £ ABHE :

I $ oc delete $(oc get clusterrolebindings -o name | grep 'velero')
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#B5E AR MTC
fRAI L8 A Operator Lifecycle Manager 7£ OpenShift Container Platform 4.8 E#% MTC,

IRel LLB T EF %%k Containers Operator BJf%%4¢ Migration Toolkit for Containers Operator, £
OpenShift Container Platform 4.5 R B EBMARA EFH% MTC,

H o
MREAREIMTC1.3, ERIHITHN LB MigPlan BE X R (CR) .

5.1. 7t OPENSHIFT CONTAINER PLATFORM 4.8 F#%; MTC

&AL A Operator Lifecycle Manager 7£ OpenShift Container Platform 4.8 E#% MTC,

FeREH
o MNFLLEH cluster-admin F R A B9 &5,

it =

1. 1£ OpenShift Container Platform & # 51 E Operators — Installed Operators,
WFHFEFHE operator & 7~ Upgrade available K75,

2. = Migration Toolkit for Containers Operator,

3. = Subscription TR T, EAIFHEHERFLERTE Upgrade Status 10 7R, HI40 : EFEE
£ 7R 1requires approval,

4. = 1requires approval, A5 Preview Install Plan,
5 BEIEAAFHEMEIR, FF= Approve,

6. iIR[0] Operators — Installed Operators T EE R IEHALMTIR, THRE, KEKEN
Succeeded # Up to date,

7. = Workloads = Pods 35%iE MTC pod IETEIZ1T o
5.2. 7£ OPENSHIFT CONTAINER PLATFORM kA& 4.2 FJ% MTC H2: %1
4.5

IRE LOB I F5h%E|HM MTC Operator, f§ OpenShift Container Platform kR4 4.2 £ MTC FZE|
4.5,

SEREH
o RILIEA cluster-admin A RBIFE - B9 & %,
o BB IA registry.redhat.io,

o W &R%E podman,

it =
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1 BALTS, ERMENIIEES 1 MiGEiEE %5 registry.redhat.io :

I $ sudo podman login registry.redhat.io

HIALLTF 639 T % operator.yml 344 :

+

$ sudo podman cp $(sudo podman create \
registry.redhat.io/rhmtc/openshift-migration-legacy-rhel8-operator:v1.7):/operator.yml ./

1. By ALL T &t Containers Operator B9 Migration Toolkit :

I $ oc replace --force -f operator.yml
2. BiALUF 64 migration-operator SR EY R E 0 LUZILERE -

I $ oc scale -n openshift-migration --replicas=0 deployment/migration-operator
3. HIALLF 64 migration-operator SREY EE 1 LUSShERBFH N AEXN :

I $ oc scale -n openshift-migration --replicas=1 deployment/migration-operator
4. ¥ ALLF a4 30IE migration-operator EE 24 -

$ oc -o yaml -n openshift-migration get deployment/migration-operator | grep image: | awk -F
""" print $NF }'

5. HIALLF 4 T # controller.yml ({4 :

$ sudo podman cp $(sudo podman create \
registry.redhat.io/rhmtc/openshift-migration-legacy-rhel8-operator:v1.7):/controller.yml ./

6. 21T T 4342 migration-controller X & :
I $ oc create -f controller.ymi
7. BIALLTFSEIE MTC pod BB IEFEIZTT :

I $ oc get pods -n openshift-migration

5.3. [ MTC 1.3 #4217

INRERF MTC MRA 1.3 x FHEN 1.7, B4 FEHi21T MigrationController Pod FI5EEH) MigPlan B
E MR (CR)E

BF MTC 1.3 R 7F7E indirectimageMigration #1 indirectVolumeMigration 5%, ©1{/17E 1.4 hkH 8

BIANERD false, XEHRECDA T BEEFEGHGIBNERES TR, BTRENRERIBER, ITHITH
FE%Z ) Ready IR, BRIEFHXLSEIER N true.

FRFM
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o WHLLER cluster-admin F R F 19 & %,

it

1. &XEZ1T MigrationController Pod HI5 2%,
2. KEX MigPlan CR &
I $ oc get migplan <migplan> -o yaml -n openshift-migration
3. BHLUUTSEE, HEFS0HREH migplan.yaml :
spec:
indirectimageMigration: true
indirectVolumeMigration: true
4. i MigPlan CR B LN FEXK :
I $ oc replace -f migplan.yaml -n openshift-migration
5. FREXEHTHY MigPlan CR BH LIS IER K -

I $ oc get migplan <migplan> -o yaml -n openshift-migration

B 5 & A% MTC
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B 6 E TR EIIR

1EfEF Migration Toolkit for Containers (MTC) RN AR IEMEHR], BEEEUTRETIR,

6.1 SR ERCER

O&HERETENRERAE (PINERL) NSREEHEK,
O M RBAA MTC JoRE M,

O FrE T S E8E —NEMH OpenShift Container Platform 1117,
O 2%0E T R,

O M iRHEFERIF,

O TR ER/NELE H 10 Gbps.

O £BHFRVHNTIRIATIR.

™

%ﬁm%gﬁﬂﬁﬁlﬂﬁ\ CPU Mz fifl, MEIEER TR LIZfTEB. SKine

FRERIURFENTRBITRIPTBH Kubernetes TR E, MU TIEIELETIL
iﬁqﬂ(ﬂ'ﬂﬁfg PUEMEITTEHRE K,

O B2fEA fio I & T EEH eted B MR,

6.2. REROETIR

44

OEEETIZITUTHSRERTERERBMNLT Terminating KEHFAMES (PV)
I $ oc get pv

OE2RZITU TSR E 7 IREFRZ Running 3 Completed B pod :

I $ oc get pods --all-namespaces | egrep -v 'Running | Completed'

O Eg@BL eI TNk ERERERREM pod :

$ oc get pods --all-namespaces --field-selector=status.phase=Running \
-0 json | jq ".items][]|select(any( .status.containerStatuses[]; \
.restartCount > 3))|.metadata.name’

Bl pod 4bF Running R, BEEEMER RV ARERTEZSE M.,
O KEBFUEFEIB I RRPRE N,

OEEBHZITU TR SR ERSEFLEMIEPERIEK :

I $ oc get csr -A | grep pending -i

O registry {FR#EZHFHE R,


https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.8/html-single/installing/#minimum-resource-requirements_installing-bare-metal
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.8/html-single/migration_toolkit_for_containers/#migration-prerequisites_migrating-applications-with-mtc
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.8/html-single/support/#verifying-node-health
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.8/html-single/authentication_and_authorization/#supported-identity-providers
https://access.redhat.com/solutions/4885641
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.8/html-single/scalability_and_performance/#recommended-configurable-storage-technology_persistent-storage

$ 6 ElIBRAENR

O & 0] LU AR ILENFI B A El registry,
Oetcd £ 2 REEM,
O IREBEHRHITES API AR 25 2500 M [A] ZNF 50 ms,

6.3. BIrEEREEH

OKBHERVINAMIRS (NBEEE. RABEEE. FHREK registry #1 ClI/CD TR) BIIEH
P24 S E AN AR,

O FERASRHRHMIRS BB ARRF RS R U5 M REH ERMAREFIR.
O 7 R RER AR 2R B R T R BRI ZE K,
O BrERME 5 ER R HFME 2R,
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https://access.redhat.com/articles/3093761
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.8/html-single/post-installation_configuration/#create-a-kubeletconfig-crd-to-edit-kubelet-parameters_post-install-node-tasks
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B7EMBERE
2SR I T B A O PR R P SR,

7.1. DNS 3F =170
BIr&EEER DNS B 5 REEHNEARE, BANERT, NBARFREI¥ KB IREEEM FQDN,
ERBIRN BRFR DNS 18, 1HEE TE#ERaHAMET 2 —,

7.1.1. [ B AR DNS B 5 & inims
{@jﬂuﬁﬁﬁ%ﬂﬁ%ﬁﬂ’g DNS BM%E FimiE K0 BER&EEEH) DNS 2%, MR M EINEHATFEARS
Ufo
iz
1 AR ESG (AN AREFNESEESREIRANIE) REREFimMBIirE#ZFA,
2. H%7 DNS R85 LHOREBE IV TS FQDN, LURE] exterior FI4E4HA4H] IP Hatit,
3. EEEBMLSAM, RN RIS KA ER B R B g iy B0 88,

4. 7 *.apps.source.example.com I 32— MEERF DNS 1055, EMIRERFHN N EI9E R P
ik,

5. NENNARFEUE— DNS IR, f5MBIREEERIEM exterior MLSHMR IP i, $HFER
DNS it kML am FRERICE, FRILIEFRNE FQDN B RS A 442,

o HAERMLGAEMG LA ILBEREN TLS H, MREREG S BIERNEHEE
27, BIRN RS FQDN SAFEE Fin, B A EHIR,

o NHAREASIYE| ABIFERENEEREAE P, B, NANE LIRS L
TR MNE R E S T,
7.1.2. 1% E BInSERELUES R DNS 35
AT LLA B B ITERE, LUESIEERM DNS BTN ARREIER,

ke
SFIERL HTTP i fIRL HTTPS i1, HHITUTEE :

1. EENEENTEPLE-IBE, ZRHRE W EZRERPLERNN AER FQDN BIEK :

$ oc expose svc <app1-sve> --hostname <app1.apps.source.example.com> \
-n <app1-namespace>

HMERERALE, IRSIS[EZXNZ FQDN BAEMIER, FHHELXRR NN ARESR. A%, &
TIRNAREN, RSEEBNSEEPLRA -1 REH, ERESEAIEENZZ—EATBEIN
Fﬁo
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2. ﬁmﬁans#ﬁﬁ@LDNsﬁi FHREEHBIN IR0 FQDN 15[@ B IrEE BRI 71 519
ZRE0 IP i, XRFRBREHMREBEEMEBIRER.
fﬁ&?%ﬂEN%ﬁﬂEﬁ%ﬁ%ﬁﬁﬁ@%o%%lﬂ%ﬂ%%ﬁ%%%ﬁﬁﬁmN%%
K, EARFTIZENRREEH,

SFLE HTTPS A, EHATUTEIE !
. O ERE S EPOEMEIAA ORHIZRH x50 UEHE# N B E ik,
2. FHXAMIETECE M1 subjectAltName FEX A R B KB S S BECRF DNS 1=,
FF PN FRIE A DNS S TR EE M,

HiBR
o MERLFER, HHHEBRIINADIUES,

7.2. M4 R EE E MRS
SEBRING, ENAUSTERASN BRMS R EMBERE EHE B e,

EEM HQ%/MLEE"J%H}%E?JJ-Fﬁ)ﬁﬁ :
N AR pod TEIREEF B in&k R Liz1T.

o FNMVAHE-—ITELEREHINLNEEHA,

o RERINBHNKMAITE CAILS,
o XFHTTPS, BiriHa CAIEHEE AT RERFIHERSAT DNS iCKH Subject & A&,

E BT RBE FHAFFF AR B IRRIRES,

o RANEEMAMANANMEMERE
HUURERRBER DNS i05%, HHEIEMBEERERBEFMEN P #Hik (VIP),

It SRS A T R AR R =/ BU MR BT RS

o NEANNAEERMSLTRE
FRERBINEEHKRES VIP WEREBEENZ NENARFUE—D DNS L%, X1 DNSIE

LS TIRERHBEM DNS 105%,

o NEANNARLBEEBMLRE

1 fE—IME, BFEREERIENNARFIIRERFIKRMLRN VIP FB RS HERN
VIP,

2. ERERRENRERENE NE DN ARFOE— DNSIEX,

3. BENANAKRELXE, SHREASLKAHAIEERKASIN VIP, FARERKRERATIRE
EXEREERHI VIP,

4. FRINEMBAEIBIrERIREE VIP RRER 2, ERMAEMLREREER L,

o ETRAIFMENNARFREEER
fEFA LSRR, EWLUTIEM FIEREI TCP/IP iRk, LMENTIE XA HEERAMLRE.,
RFEEEERENMLARE ATl AP B ERANEERTE,
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1 fE—ME, BFEREERIEMNNARFIIREFIKMLRN VIP FB RS HERN
VIP,

2. EREARENREFEING NE N ARFOEZ—D DNS L%,

3. BENANRESRE, BEREATELMERNREZE (00 WiXEF ) BEEBRERREZRN
VIP, HERBERHEIRERIRAZM VIP,

4. BRESMBREEORBIMEHIRMARM VIP, BEFEREMNLTBEINERHIRBESEM VIP
LQ

48



B8 EIBNARER

58 E IBNARER
&\ LUE A Migration Toolkit for Containers (MTC) web 1£§|& 5@ 517 XTI N ARERF.

REPEREEHMTRILZ AR MTC 438, RN ARFRESISCHNER, NREEEEER
EFEoiE.

BRI MR BE BB TR AR TR N AR

o [NERTF (Stage migration) REME LN ARFHIERL TRHEEMREREHZ BIER. B
LL% RIBAT — I BT 78 SR 4 58 3T RS B RS (A

o BIt]5EF (Cutover migration) FHEZILIRERFMES, HNFKREREIBIRER.
A AR RS T B N ARFRRE -

o RETBEHIFMERFAMESBFEER (PVC),

o A LUMERREIR IR E —LREPRBRZEN,
EEBL R, MTC 2REBLU TR ZERFAE

e openshift.io/sa.scc.mcs

e openshift.io/sa.scc.supplemental-groups

e openshift.io/sa.scc.uid-range

XEFRRRE UIDSEH, MERSFEENEHTRBEXGHRANIR, XAREFE—ENN
b, EOviEREI UID AREE A T B IrRB A SR kpyf & 2 (A A,

8.1. IR FM
o YEREMASEEFEA cluster-admin R 7 &%,

[SE::3557 0 SN

BIARRR BN L 2 AT registry AT

&

-

o BB IEMA T registry BIERH,

BEEIHB
o MMREMEREANE, EYIECE Stunnel TCP RIE,

£
o SEEBVNIANEIZHH MTC z-stream R A&,
o TEFRESEEEP, MTC iRANIFEME,

Network
o SMAEMENAIRHIMIMLILA, FrILlvn &6 FEE,
o MRIEEHHE B WIFAMS, SEVWINEFNZEEHNAZREIRIMLE T R ER,
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o (RWJIITE OpenShift Container Platform 4 &S AL FImO :
o 6443 (APIfR%5ER)
o 443 (M)
o 53(DNS)

o MNRMER TLS, MWAIIEESIEMEEHERinO 443,

BatE (PV)

° PV RIAN,

o PV ERRFAMSEER,

o MRGEARBES PV, NFRHELUTHNLRRM
SRV ER IS ERER,

o

PV I E AR HENE.,

o

PV 4L F B — X 3,

o

PV Wl EBHERENEMEE,

o

8.2. {8 MTC WEB 1Z4I &3 N ARRF
B LUMER MTC web #EHI B EREEBNMEREMEE, AR, EAILUOIEFTIERITH,

8.2.1. 25 MTC web 415
SRa] IED Y 22 R 2 5 MTC web =414,

FEREMH
e MTC web ###& 2 A E| OpenShift Container Platform Web 12244 BRI 45 15 (7 AL R,
o MTC web & /B A E OAuth IR S 23 IR 4% U5 AT R

ik =
1. BRFIE%RE MTC 9 OpenShift Container Platform 5%,

2. HIALLUF 8B 3RIKE MTC web #2414 URL:
I $ oc get -n openshift-migration route/migration -o go-template='https://{{ .spec.host }}'
EIHELIFLUT - https:/migration-openshift-migration.apps.cluster.openshift.com,

3. BEhitEas A MTC web #2515,
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INRERSE MTC TEEH Operator EERILENGR MTC web $£HI&, NiZ%iE
FIBFTRETTEMNE, EN Operator MATEERESRE., F/H/LOVWEEI,

4. MREFERABFERH CAILT, NARIRREEZIRER APIIRFS5HRH CAIES, MIKB|ISEE
RRRIEFHHT IR,

5. {1 OpenShift Container Platform B9 P & MBS 17 BT,

8.2.2. 7t MTC web & IR INERE

IRB LLTE MTC web 5 & AR — N5 E£Z] Migration Toolkit for Containers (MTC) web 214,

SeRF M
o MMRE(EMH Azure RIBE HIEIE :
o MRINITHEREHETE Azure FIRH AT,
o HEBEMIIMITFE— Azure BHRAH,
o RN TFE—HIEME,

o MRFEABEEFEGKIN, NBIRFEREE

pi% =2
1. BREEERE,

2. JKEY migration-controller BR 551k /= 4552 -

I $ oc sa get-token migration-controller -n openshift-migration
it Bl

eyJhbGciOidSUzI1NilsImtpZCl61id9.eyJpc3MiOidrdWdlcm5IldGVzL3NIcnZpY2VhY2NvdW50liwi
alViZXJuZXRlcy5pby9zZXJ2aWNIYWNjb3VudC9uYW1Ic3BhY2UiOiJtaWciLCJrdWJlcm5IdGV:.
LmivL3NIcnZpY2VhY2NvdW50L3NIY3JIdC5uYW1lljoibWInLXRva2VuLWs4dDJyliwia3ViZXJuZ
XRlcy5pby9zZXJ2aWNIYWNjb3VudC9zZXJ2aWNILWFjY291bnQubmFtZSI6Im1pZylsimt1YmV
ybmV0ZXMuaW8vc2VydmljiZWFjY291bnQvc2VydmljZS1hY2NvdW50LnVpZCl6ImE1YjFiYWM
WLWMxYmYtMTFIOS05Y2NiLTAyOWRmMODYwYjMwOCIsInN1Yil6InN5c3RIbTpzZXJ2aWNIY
WNjb3VudDptaWc6bWInIin0.xqeeAINK7UXpdRgAtOj70ghBJPeMwmgLomV9iFxr5RoqUgKchZ
RG2J2rkgmPm6vr7K-
cm7ibD11BpdQJCcVDuoHYsFgV4mp9vgOfn9osSDp2TGikwNz4Az95e81xnjVUmzh-
NjDsEpw71DH92iHV_xt2sTwtzftS49LpPW2LjrV0eviNBP_t_RfskdArt5VSv25e0ORI7zScqfe1CiM
kcVbf2UgACQjo3LbkpfN26HAI0O20HOECPiIRzT0OXyh-KwFutJLS9Xgghyw-
LD9kPKcE_xbbJ9Y4Rqajh7WdPYuB0Jd9DPVrsimzK-F6cgHHYo0ZEvOSvLQi-

POOrpDrcjOEQQ

3. £ MTC web % & # = Clusters,
4. = Add cluster,

5. BELUTFE :
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e Cluster name : £ &2 &/ NEFH (a-z) IFFE (0-9) ., EXFEESERSKEHLF
.

e URL : 157 API fR%52% URL, #5140 https:/<www.example.com>:8443,

® Service account token : #4/lfi migration-controller JR 551K 7 45 F&.

o NAFHFRAFIEIGER registry : MREFABERERG TR, HIEERERFIR registry 2FF
ggg%ﬁﬂl HIBITUTSRS :

o XfF OpenShift Container Platform 3 :

I $ oc create route passthrough --service=docker-registry --port=5000 -n default

o XfF OpenShift Container Platform 4 :

$ oc create route passthrough --service=image-registry --port=5000 -n openshift-
image-registry

® Azurecluster : IR Azure RIBS HIHUIE, EX UL LLIETT
® Azureresource group : fAREFE T Azure cluster, & R RIEEFER, 1IBE Azure THIR4A,
o F/ESSLEE : Al : IEFLX MR IR R EFH0 SSLERE,

e CAbundle file : MREFET Requwe SSL E’uﬁE & EREFE, NREHNBERIEDOIE
THEENX CAIUEBIRYEXH, % s Browse, % CA SIS HH EEE,

6. = Add cluster,
£ HINIE Clusters FIERH,

8.2.3. T MTC web #Z=Hl& RIS HIFEE

IR LU RFF (VR S BB R INEI MTC web #HIE B9 Migration Toolkit for Containers (MTC)
web #ZHIEH,

MTC XFLATEHEHN
e Amazon Web Services (AWS) S3
o LZRIRMRK (MCG)
o BEMA S3NRENM, FIA0 Minio 3 Ceph S3
e Google Cloud Provider (GCP)

® Microsoft Azure Blob

FoRFM
o IEWIURN REMECE Y EHIFIEE,

it
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1. £ MTC web & # 52 Replication repositories,
2. = Addrepository.
3. %#¥ Storage provider type FEELUTFE :
o T S3#NEEH AWS, SFE AWS #1 MCG:
o Replication repository name : #§%E MTC web 12§ & RS B F 6,
o S3bucket name : 5% S3 FEREHIATT.

o S3bucketregion : I8 S3 FEMXIE., AWS S3 wAE, X FE L S3 HN Ak
B, fO#& S3 HNEN @Iy, LURERTIEA{E,

o S3ims : HE S3 ARSI URL, MAEEMEHE, 140 : hitps:/<s3-
storage.apps.cluster.com>, &M S3 N ERE, KA https:/ B4,

o S3 provider access key : /) AWS 8§ <AWS_SECRET_ACCESS_KEY>, &N
MCG FHh S3 N EHEE S3 HR v B,

o S3provider secret access key : 7 AWS ¥§E <AWS_ACCESS_KEY_ID>, =/
MCG FHE M S3 N8 E S3 provider secret ViR %5,

o Require SSL verification : MIREFEAMZEA S3 #tLm, NSMRILERIE,

o MBI MNBEZLIUETAUETBE N CAIEPHLIE, = Browse F W E| Base64 4wty
X,

e GCP:
o Replication repository name : #§%E MTC web 12§ & RS B F 6,
o GCP bucket name : $§%E GCP Z{#E A TR,
o GCP credential JSON blob : 7£ credentials-velero {8 EF T .

® Azure :

o

Replication repository name : #§ MTC web & B E FIF M E,

o Azure resource group : {§7E Azure Blob &R HTIRH,
g P

o

Azure storage account name: 1§ Azure Blob 7Zf£K F* & #5.
o Azure credentials - INI file contents: 7E credentials-velero X/ 18 EF £,
4. = Add repository HERFEERIE,

5. = Close,
O FE S HINTE Replication repositories 55K H,

8.2.4. 7£ MTC web #Z=HI & QTR TR

&\ LAFE Migration Toolkit for Containers (MTC) web $#%I& Al — N TERITH,

FoRFH

53



OpenShift Container Platform 4.8 R IBITEEH (MTC)

it =

1.

12.

13.

14.

54

WTERIEFE £ ESR cluster-admin FRBY A &,
B ITARIEFT A SRR EMRBN MTC IRA,
IRAIIE MTC web #2418 IR INEREN S FIF 68 %,

INREER move BIEERIHFEIBRFHAMSE (PV) , MR B IREER 0 IA X LIRS A A B
AL 5 [ AR

IMRBERAERGRGRIS, BUITEERERIFER registry AFFBIRRE, XELUREER MTC
web 25 S E T MigCluster B E X HIRE 535 L,

1£ MTC web & A /2 Migration Plan,
= Add migration plan,

i Plan %R,
ERIT R BIARBERRT 253 NMNEZBMFEER (a-z,0-9) , BFREEEERI TR () .

1%%¥ Source cluster, Target cluster #1 Repository,
= Next,

iR Pum 2 IRII= 8

Ak - R B B B KRR B e B ren & 221,
= Next,

NEA PV EFE— IBRE -

o Copy IEUUFRERTH PV RS HZIEFIFMER, REEEREHFREFRLUENE
BRUUKFER PV _EROEE,

® Move ETMREEHEEH MRS (BIIINFS) , EBIRER LR MERXDILE
B PV R, RAEEEWERTPEIERES, AENEHT TN ARFERRERER
R —Z2E.

. = Next,

HEA PV %L Copy method :
o HREBEHIFHAHENEIRBINESDIIRELRIE. EH Filesystem copy BE115%,

® Filesystem copy &R IRERHIIXH, HEBREHFREEN]
BEESIRFEMAXHRARH G E,

IR LL%EFE Verify copy SEIIE#E A Filesystem copy sEBHEE. $ERE T HEMNREXHE
B checksum FERE FHE checksum G IE, BRI AIRER B EREMARE,

HiiE BV EER,
MNR%EFET Filesystem copy, Al LIE M BIRERER,

= Next,
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15. 1E Migration options TIHE L, MRENREEEIEE T L FFHHER registry B8H, M7
Direct Bif5:3T# 1501, tNRFEM Filesystem copy sI#%4#E, Direct PV migration L& # 1%
T%Q
BEEIB ARG XX EEMNEEH S HEIBInER, X MRS RERNGREIXHE
FREHREFEEZE, AEBMEHEEESSIE BIrREER,

16. = Next,

17. ®i% : = Add Hook 7E5E# 11 %l & 00 hook,
hook iZ{THE LR, EAIUERN IR TP RZ RN hooke B hook EREHIEHR S
BRIz 1T,

a. T web 124 & i A E TR hook & FF.

b. W& hook 2—" Ansible playbook, %% Ansible playbook, #A/E = Browse Ef%
playbook, S(IEFEEH NG playbook IAZA,

c. A% : WMRFEHEIA hook Filgk, 1E1ETE Ansible 21T Ek,

d. #08 hook & Ansible playbook, i%£# Custom container image 318 EH KL FFFERE,
HE LARHFRALLEE Ansible playbook,

e. %% Source cluster 5 Target cluster,
f. %A Service account name#] Service account namespace,
g. 7 hook TR H IR
e preBackup : £ AR T MEERERPEDR
e PostBackup : fENARRF TENHERERPEDE
e preRestore : L BIEREEHIRE N ARERFTIEMERE
e postRestore : fE BIEEHRE N BRFITENEE
h. = Add,

18. = Finish,
X E/R7E Migration Plan 75k,

BFAMESERAENHEAL TR
o MTC XHZRFKEFAHE
o MTCREREHIAE

8.2.5. 7t MTC web & H 2T IR I

% A] LUE FBE Migration Toolkit for Containers (MTC) web 3244 s 8RBT 1T RISk ER N IR FH
iz,
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¢ pa -3

% ER, EEEREHR, MTCEHIBHNFAMS (PV) MEHFIHRIELZE N
Retain,

Backup BHE X FREE— PVOriginalReclaimPolicy ;¥f#, ATIERRAEFFAR
B&. WA LAF IR E TR PV B ERT A EATRES,

SeRFH

MTC web #ZHIGRMBEZUTHEA :
o bF Ready RKRESHRERE
e 4tF Ready RSB IREEE
o SEHYMHOE
o BHMHEHITL

iz
1. BEEI MTC web 1248 7 = EBITHI.
H
2w T B Options 328, F7E Migration FEFE U TRz — -

o stage EAFEIENARFHER FTREEMRERSHIZ B IirER,

o cutover RIFILRER LMES, HFHKRBIIBINER,
A% : £ Cutover it MTiGHEAH, EBAILLUEBR Halt transactions on the source cluster
during migration %% &,

e State REHIFMARAMERFRAPVC).

BE
FEFERRTIBRAERR AT HEZER, FA stage 3 cutover
migration,

o FEREIBIEEFILFE—PHE D PVC H = Migrate,

3. sEIM5EME, 1€ OpenShift Container Platform web &8 FEIABRINER TN ARRE :

a. = Home - Projects,

b. RIBHUIEEFHKE.

c. 7£ Routes 4>, mifi Location Wb FREF RS IEEIZ T,

d. = Workloads - Pods 51 pod @ B1EEHHI R ZE(H 21T,

e. = Storage - Persistent volumes REIF BB ERE S T EXBHRFAMS,
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589 & /YT

& LU B 51EiT R 31528 MigPlan #1 MigrationController B E X R, UPUTAMETIHBHIREMHEE.

9.1. R
£ 9.1. MTC KiE

NS 3'8

TREERE MAER LN AR EE,

Bl R AR R BB,

SHTGCE BT EREIBIRRP S HEK. B Kubernetes X RN K7, HERTE
EAIBREETRIIBENE Kubernetes X RN RIZHE,
B BI04 PR A T RT LARE R A SR BV 1,

ENEER 1217 migration-controller pod 1 Web 5|5 MEE, EHEESEEE
B, BXTRLEN,
FNEBRTEBE NI registry Bk EEIB K.

PO ¥ 53 R BRERREN, EXARYLEN,
LR EREE— 124 migration-controller iR 551K /7 4 k¢ Secret B E L%
Ro
IEREHEE—NMRTFHNRE registry BB R EE TGS,

AT B, B Kubernetes M RMEEREHE RIS FIFMEE, AEMEHIEMHZESS
ZIB &R,

BEESTH% BFAMSEEMREHS HIE BIrER.

BEERGRIH RIREEMRER S TR BirEE,

M ERER HERBELENAREHERT, BUBNEHEIBRER.,
%R BB R U R ST R MR A,

BIt5ER N ATERERPEL, EFRIBIBIRER

REEH B E R A S FRE R B R IB N ARERERS.

ERE# ERFBROAE B RMRATR,

T7E MTC web 2B h GE7EEH,
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9.2. (A HITERN AR
BT LMFERSSITHRE (CL) A MTC API I N AR, UWEBSHITER.

9.2.1. IR IR FM
o YERTEMASERFEA cluster-admin FFRAIFHE 7 &K,

EkBi T

B ITARIRER BN R 2 AT registry AT

&

-

o BB IEA T registry BIERH,

BEEIR
o MMREMEREANE, EYHECE Stunnel TCP RIE,

£
o SEEBVNIANEIZHH MTC z-stream A&,

o TEFTESKEFHR, MTC AR,

Network
o SHHEAENIBXREIMMLE IR, FELII RS HIFFEE,
o MREEHIE B MIFAMS, EHEVITEFNZREEHIRZREIBIF LS TR,
o RNJTE OpenShift Container Platform 4 £t E AU FimO -
o 6443 (APIfR%%R)
o 443 (F&H)
o 53 (DNS)

o MNRMER TLS, MWAIIEESIEMEEHERinO 443,

BFAE (PV)

° PV RIAN,

o PV ERFAMSEER,

o MRGEARBES PV, NFRHEUTHNLRRM
o THNEUINZFIFIRR,
o PV EEHERNEHLE,
o PV LT E—KiH,
o PV IIEEHERNEEXR,
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9.2.2. | A FEEHRITIBEM registry IRH
ZEHEFGRIR, EUIINEMBLEEEFUEEILFHIANEE registry BIEEH,

FERFH
o [NER registry AT 4RI B IR B EMIAERRE,
OpenShift Container Platform 4 registry BRIAA FF.
Pk

o E T OpenShift Container Platform 4 registry BIEEH, H2TUTHS :

I $ oc create route passthrough --service=image-registry -n openshift-image-registry

9.2.3. REEE

X F OpenShift Container Platform 4.1 R ERRIARA, EifE&RE Migration Toolkit for Containers
Operator [&, 7E MigrationController B & X iR (CR) B ARENRE, EANXLERARNZFHEETH
B9 proxy % R,

%I F OpenShift Container Platform 4.2 £l 4.8, MTC Ak AEESEHMREBIZE, MREBEZSIESEH
HAEIZE, ALUEMKIESH,

9.2.3.1. BB T#H

MTC14.2 5| AT BE#EEH(DVM), DVM RZHF—ME, MREMEHEATREEE, NRER
FTiE1h n B VRSB RYRR o

MREBEMREEEAREKEHNIT DV, EUIEE— TCP RE, ZREARELHZMTERLE, #
AEAEAECH SSLIERRIER T4 SSL iE#E., Stunnel RIEZ LR EHIRA,

9.2.3.1.1. DVM i TCP K Ei% &

R L@ TCP RIBEIRM BirsR Bz A X B E#15H, F7E MigrationController CR FEZE
stunnel_tcp_proxy ZERERAKIE :

apiVersion: migration.openshift.io/vialphai
kind: MigrationController
metadata:
name: migration-controller
namespace: openshift-migration
spec:
[.-]

stunnel_tcp_proxy: http://username:password@ip:port

BESIBOVM A FHRENERZMHEIL b4, DVM (UER T AEMAMEH TCP ERMNKE, #
man-in-the-middle XK HTTP/HTTPS RIBIDEAE R TIF. HANEEEHMNERT A FIT
Ho Ei, DVM MKIBLERS MTC R E LMK ET R,

9.2.3.1.2. At nfEH TCP KEMARE HTTP/HTTPS V2

&7 L@ OpenShift BEETEIRF B Ar5REE 2 [FiZ1T Rsync 3R/ DVM, REi@it TCP R (Stunnel)
NE, ERER LZ1TM Stunnel 22515 BFR Stunnel B TLS i, FH@ N8R 78 sk (L s,
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OpenShift REYEEESERE HTTP/HTTPS REBEE man-in-the-middle BXi#1TEE, HPefllHED
M TLS &I 5AEIRS B E,. BER, XAEBAT Stunnel, Stunnel EXRRIEBARLIEBEM TLS &15, &
ANEFERENR AN — N EANRRE, RFRENLL TCP %R, ALk, Sy ifEA TCP R,

9.2.3.1.3. 2HIH&

IR KW F B R Upgrade request required 5%

TIRIEHIZREEA SPDY HAEILEE pod AHATEIR G, MRZEEFM TR AR SPDY Wil BIFE A
wiE, SIRERIRNITENTERG S, TR EWFH I REEES Upgrade request required, il
RAZR : FEAZR SPDY MK E,

B& T ¥ SPDY il 4, KERSRE NEEL L TF Upgrade HTTP FRk & 48 API IRSS28. B/ iRE AL
L ITFF 5 API AR5 2580 websocket i£#%, NIRA IR AIERE L Upgrade 773k, NEERBRXW, FHE
T~ HE{E S Upgrade request required, Ihiff2RAR : BERAEEL L Upgrade 1k,

9.2.3.2. I EB AT AL KB

OpenShift ZIFIRIBER FERHIMLIEMSE, BREIFER NetworkPolicy 3% EgressFirewalls B &, 0RE
5 RSERBHR & 22 BE A BN EER L REREIZE] pod, FREIATEERIETH T FEH{Z1EE] Rsync pod

R E,

ERMBIREEE L2178 rsync pod 713817 OpenShift Route #HEE#., A{SIIAR NetworkPolicy 55
EgressNetworkPolicy T SRECE H MixX e E R %I B 5h#ERR Rsync pod.

9.2.3.2.1. NetworkPolicy Bdi&

9.2.3.2.1.1. 328 Rsync pod B O E

NSRS B irép £ 22 (5] R B9 NetworkPolicy Eoi&pH EiXFR AR E, EALIER Rsync pod BIME—HT
FZRAVFHOREMENEE. UTRBAVFRBHEZERH Rsync pod BIFTA H HRE :

apiVersion: networking.k8s.io/v1
kind: NetworkPolicy
metadata:
name: allow-all-egress-from-rsync-pods
spec:
podSelector:
matchLabels:
owner: directvolumemigration
app: directvolumemigration-rsync-transfer
egress:
-{}
policy Types:
- Egress

9.2.3.2.1.2. Bl Rsync pod WA O E

apiVersion: networking.k8s.io/v1
kind: NetworkPolicy
metadata:
name: allow-all-egress-from-rsync-pods
spec:
podSelector:
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matchLabels:
owner: directvolumemigration
app: directvolumemigration-rsync-transfer
ingress:
-{}
policy Types:
- Ingress

9.2.3.2.2. EgressNetworkPolicy BCi&E

EgressNetworkPolicy XSk Egress Firewalls & OpenShift f43&, BAFREIEEFEENEORE,

5 NetworkPolicy *f RA [, egress Firewall B T, EHEERTFHRAZEFRARBAAE pod.
Itt, Rsync pod BIME—FRE AR F R A Rsync pod B Rsync pod /422, B2, EaILUHRER S BirERt
89 CIDR SEHERINEISKEEH Allow FLFR, LUERILATE M NEREZ X E BT,

RIEFTE Egress Firewall BUSEEE, R LURINEMERFH CIDRSERFRAVFERIBH ORE -

apiVersion: network.openshift.io/v1
kind: EgressNetworkPolicy
metadata:
name: test-egress-policy
namespace: <namespace>
spec:
egress:
- to:
cidrSelector: <cidr_of_source_or_target_cluster>
type: Deny

9.2.3.2.3. 7y Rsync pod B2 &M 4l

Y PVC FERHEZEMER, EA LB supplemental ZH5IN1Z Rsync pod & X EECE X FHERIVIR], LA
& pod SRUFIHIA -

5 9.2. Rsync pod MK inZH&f

Default (BRil)

src_supplemental_g F#&Fs RNXE FAFI&E Rsync pod FJLL
roups ES ORI IEATIR
target_supplemental F7F&$ RNXE B#r Rsync pod B4, LA
_groups oAbl NS R4 TIES

FETBI
B LAE# MigrationController CR, LUE JyiX &4 FAH B ¢

spec:
src_supplemental_groups: "1000,2000"
target_supplemental_groups: "2000,3000"
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9.2.3.3. BgEHE

FeREH
o WIlERTEFAEEEFESR cluster-admin F BRI &%,

it =

1. 3XEX MigrationController CR ;&

I $ oc get migrationcontroller <migration_controller> -n openshift-migration

2. BHARESH

apiVersion: migration.openshift.io/vialphai
kind: MigrationController
metadata:
name: <migration_controller>
namespace: openshift-migration

spec:
stunnel_tcp_proxy: http://<username>:<password>@<ip>:<port> ﬂ
noProxy: example.com

ﬂ AT EESTIBH stunnel RI2 URL,
© EHRARENBIEA. B, 1P hiHEMmR% CIOR KESHRIIE,

EEETEmN L LU CEFiE, B30 : .y.com EE x.y.com, {BREE y.com, FEfH * wIX A
BMtST R AERIE, RET BT RIEERELREH networking.machineNetwork[].cidr

FETE LB worker, IS ENIRINEILLTIZRA, LA b8 A,
INRKXE httpProxy 1 httpsProxy FE%, |t FRRF 1 28K,
3. i #1%72 1 migration-controller.yaml,

4. NRAEHENER

I $ oc replace -f migration-controller.yaml -n openshift-migration

9.2.4. A MTC API ;TN HEF

REI LAE R MTC APl MEs TR N R,

i =
1 WEHEEE— MigCluster CR &

$ cat << EOF | oc apply -f -
apiVersion: migration.openshift.io/vialphai
kind: MigCluster
metadata:
name: <host_cluster>
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namespace: openshift-migration
spec:

isHostCluster: true
EOF

2. NENTEERAE— Secret CRE

$ cat << EOF | oc apply -f -
apiVersion: vi
kind: Secret
metadata:
name: <cluster_secret>
namespace: openshift-config
type: Opaque
data:
saToken: <sa_token> ﬂ
EOF

e E IR E RN base64 FifiH) migration-controller BRSSHK (SA) Sk, EAILLZITEL

TEnSRIRER RS

$ oc sa get-token migration-controller -n openshift-migration | base64 -w 0

3. NEMERERUE— MigCluster CR B :

0009

$ cat << EOF | oc apply -f -
apiVersion: migration.openshift.io/vialphai
kind: MigCluster
metadata:
name: <remote_cluster> ﬂ
namespace: openshift-migration
spec:
exposedRegistryPath: <exposed_registry_route> 9
insecure: false
isHostCluster: false
serviceAccountSecretRef:
name: <remote_cluster_secret> ﬂ
namespace: openshift-config
url: <remote_cluster_url> 6
EOF

e EILTEEEEM Cluster CR,

a|

E

% BEERGRGRIR, HRELTH registry BEH,

fNR false N5 A SSL %k, #ARA true, NIFHFE CA IEHHARE CAIEH,
1B ELIZEEEM Secret CR XK,

R ELIZEREFHI URL,

4. IR B LR ST Ready KT
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I $ oc describe cluster <cluster>

5. WERIFEEQIEE Secret CR &

$ cat << EOF | oc apply -f -
apiVersion: vi
kind: Secret
metadata:
namespace: openshift-config
name: <migstorage_creds>
type: Opaque
data:
aws-access-key-id: <key_id_base64> ﬂ
aws-secret-access-key: <secret_key_ base64> 9
EOF

ﬂ 8 TE base64 B EEA ID,
e 8 7€ base64 MM secret B,

AWS ZUEBRIA N base64 Faf, X FHMEMEENE, EBLIFERENEHZITU TSRS E
WEH AT YRS

I $ echo -n "<key>" | base64 -w 0 ﬂ

ﬂ IEETHH ID K secret B, XM NBHE LA base64 Jwtid,

6. NEHIFHEZEE—1 MigStorage CR j&

$ cat << EOF | oc apply -f -
apiVersion: migration.openshift.io/vialphai
kind: MigStorage
metadata:
name: <migstorage>
namespace: openshift-migration
spec:
backupStorageConfig:
awsBucketName: <bucket> ﬂ
credsSecretRef:
name: <storage_secret> g
namespace: openshift-config
backupStorageProvider: <storage_provider> 6
volumeSnapshotConfig:
credsSecretRef:
name: <storage_secret> ﬂ
namespace: openshift-config
volumeSnapshotProvider: <storage_provider> 6
EOF

B EEERAT,
IBEXNTREFENEH Secrets CR, B FAREMIEN REMER Secrets CR FHIREIEZIEH

1]
2]
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© =EEiEE

Q Ak MREFEARRBERIKE, EEES REMHD Secrets CR, RN THARFHIENR
12589 Secrets CR FRYEIF 2 EWBM,

© Tt MREERRBESBIR, HEEEENE

7. KUk MigStorage CR 254 F Ready K&

I $ oc describe migstorage <migstorage>
8. fIlE— MigPlan CR & :

$ cat << EOF | oc apply -f -
apiVersion: migration.openshift.io/vialphai
kind: MigPlan
metadata:
name: <migplan>
namespace: openshift-migration
spec:
destMigClusterRef:
name: <host_cluster>
namespace: openshift-migration
indirectimageMigration: true
indirectVolumeMigration: true 9
migStorageRef:
name: <migstorage> 6
namespace: openshift-migration
namespaces:
- <source_namespace_1> ﬂ
- <source_namespace_2>
- <source_namespace_3>:<destination_namespace> 6
srcMigClusterRef:
name: <remote_cluster> G
namespace: openshift-migration
EOF

RN false, NS AEREFEGKIR,

RN false, NS AEERSTH.

5 MigStorage CR LB & F5,

BE—ANHSNRBEENE, KNERT, BirteaZAEFHERNATR,
NRBIreRERSRGBERRE, HEEBRHmEZEN,

15 E R & & MigCluster SE5IH9 & F5.,

QD000

9. %k MigPlan S22 %4 F Ready K&

I $ oc describe migplan <migplan> -n openshift-migration
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10. B/ —4 MigMigration CR &5, LUFZ) MigPlan SLf)d E L #9iTF -

$ cat << EOF | oc apply -f -
apiVersion: migration.openshift.io/vialphai
kind: MigMigration
metadata:
name: <migmigration>
namespace: openshift-migration
spec:
migPlanRef:
name: <migplan> ﬂ
namespace: openshift-migration
quiescePods: true

stage: false 6
rollback: false ﬂ
EOF

187 MigPlan CR &7k,
RN true, NREEE LM pod R1ETIHBEIZIE,
RN true, NIFHITHER (stage) T, BIERE LN ARFHIER TS HIKS HEIE.

gnRM true, MKERE—E KBTS,

0009

1. @i WER MigMigration CR 7 30 IEER ¢
I $ oc watch migmigration <migmigration> -n openshift-migration
B R EIFLTF -
=1

Name: c8b034c0-6567-11eb-9a4f-0bc004db0fbc

Namespace: openshift-migration

Labels: migration.openshift.io/migplan-name=django

Annotations: openshift.io/touch: €99f9083-6567-11eb-8420-0a580a81020c
API Version: migration.openshift.io/vialphal

Kind: MigMigration

Spec:
Mig Plan Ref:
Name: migplan
Namespace: openshift-migration

Stage: false
Status:

Conditions:
Category: Advisory
Last Transition Time: 2021-02-02T15:04:09Z
Message: Step: 19/47
Reason: InitialBackupCreated
Status: True
Type: Running
Category: Required
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Last Transition Time: 2021-02-02T15:03:19Z7

Message: The migration is ready.
Status: True
Type: Ready
Category: Required
Durable: true
Last Transition Time: 2021-02-02T15:04:05Z
Message: The migration registries are healthy.
Status: True
Type: RegistriesHealthy
ltinerary: Final

Observed Digest:

7fae9d21f15979¢71ddc7dd075cb97061895caac5b936d92fae967019ab616d5

Phase: InitialBackupCreated
Pipeline:
Completed: 2021-02-02T15:04:07Z
Message: Completed
Name: Prepare
Started: 2021-02-02T15:03:18Z
Message: Waiting for initial Velero backup to complete.
Name: Backup
Phase: InitialBackupCreated
Progress:

1

=

"

3

RT ik

Backup openshift-migration/c8b034c0-6567-11eb-9a4f-0bc004db0fbc-wpc44: 0 out of
estimated total of 0 objects backed up (5s)

Started: 2021-02-02T15:04:07Z

Message: Not started

Name: StageBackup

Message: Not started

Name: StageRestore

Message: Not started

Name: Directlmage

Message: Not started

Name: DirectVolume

Message: Not started

Name: Restore

Message: Not started

Name: Cleanup

Start Timestamp: 2021-02-02T715:03:18Z
Events:

Type Reason Age From Message

PN

/

a7

N

Normal Running 57s migmigration_controller Step: 2/47
Normal Running 57s migmigration_controller Step: 3/47

Normal Running 57s (x3 over 57s) migmigration_controller Step: 4/47

Normal Running 54s
Normal Running 54s

migmigration_controller Step: 5/47
migmigration_controller Step: 6/47

Normal Running 52s (x2 over 53s) migmigration_controller Step: 7/47
Normal Running 51s (x2 over 51s) migmigration_controller Step: 8/47

Normal Ready 50s (x12 over 57s) migmigration_controller The migration is ready.

Normal Running 50s
Normal Running 50s

migmigration_controller Step: 9/47

E%

migmigration_controller Step: 10/47
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&\ LUE A Migration Toolkit for Containers(MTC)ER AR N AR IR ST AMEFHPVC), T
AIEEM. (CRETR, BRI LB MERITTRIPBERREM PVC REBIEER PVC, ERTLABRST PVC
LIFARIREFIB IR PVC A%, HAMS (PV) BUREHZIBIrER. PV 3IAASHEBE), NARR pod ¥
ML IREREPIZIT,

State IR % 1&IT AT AER CD #%l, #0 OpenShift Gitops, FEfA MTC ISR, EaLUER
GitOps X% N AREFiE #.

WNRIEE CI/CD BiE, BB EENERFHELRTAHSERIRE]. RE, ERUUER MTC T
BERTHE,

BRI AR RB A KR — KRB HITIRTER,

BE
RIS OEERBA BN RSB, INREBTIBEAN R ZER, HEM stage 3 cutover
migration,

FeREH
o SREHMMN ARREIRASEET PersistentVolumeClaims & % PersistentVolume F{£55,

o NVARFHFEREFREHERTA, SR MR BIREERH,

it =

1 FHREAMESEEMRIHSE BIrER,
EALREFELS RUUTI S K, RN ARFASHZ1T.

2. BERN ARRRF.
R LB ERER L EES TEAEHTRRIAIZE N 0 KM ILEME, EFFH GitHub FHY
EHEFEFHRS Argo CD N ARR,

3. [N ARFERRER B IR,
&R LAER Argo CD N AR FF B AR R BirERT,

4. FRIRBHEEMRIBE B IRER,
B PTRABIETR, ERSERLREFINNARRRF QBRI EMHFEE.

5. WREREMNARELTHIRRT, BFEUHERLEE,
6. 1 DNS ICRUIMEIBInks, MR REENEDE S IBRHNNARERF,

FEHITIRASEBE,, MTClLe TEBTFILNARR. BREETH PV EIE, Fit, Bui
fEF3 CD #LHIR R S EUHR LN AR,

MTC 1.7 8| A T ER#f3#Y Stage # Cutover i, EAILMRIBEFRE, FRYFERIITHREE
BH, RE, ERILUHIT— NI 838 RN AR,

FeREH
o SREHMMN ARREIRASEET PersistentVolumeClaims & % PersistentVolume F{£55,
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o NVARFHIBFREFREHERTA, SR MERMBIREERH,

it

1 FHRAMESEEMRISE BIrER,
EALREFELS RUUTI S I, RN ARFASHZ1T.

2. BERN ARRRF.
R DO ERER L ERS TEAEHFTRRIAIZE N 0 KEMRIELEME, EFFH GitHub FHY
EHEFEFHRES Argo CD N HRR,

3. [N ARFERRER B IR,
ER AR Argo CD 0 A2 fF B AR IR BirERT,

4. FRIRBEEMRIBE B IRER,
B PUTRARIETR, ERSERLREFINNARERF QR EMHFEE.

5. MREEMNARELTHIRRT, HEUHELEE,
6. 1 DNSICRUIMEIBinks, MR REENERE S IBRHNNARERF,

=1
EPUTIRESTEBET, MTCl6 BEBIEFHLENBRER, SREEEH% PV EIRE., AL, &
& CD #lHlsk &% IESKEUEES: LN AR,
MTC 1.7 8| A T ER#f3#Y Stage # Cutover i, EAILMRIBEFE, FERYFERIITHRERE
R, RE, EBRAILUHIT— NI 8508 RN AR,

Hth B IR

o HHFMTRHHIE PVC LUERRETRM PVC,
o ES MAY PVC, FHE PV BT INENERE LESAM PVC,

o ES 5T Kubernetes IR LUER AN FARFE IR S Kubernetes X &R,

9.3. &% HOOK

ERILAE AT R RRINZR S TR hook, B hook FEEBTRIFRINEIZ1T, T hook i
THESSRBEEXNARFRIN. FHEIBAZIHFNBERBEURETIR EERNARERF,

T hook RTELL T EB LRz —H, EIRFBIIERF LiZT :
e PreBackup : 7EJR&ER F 510 FRAT,
e PostBackup : TERERFA D TIREE.
e PreRestore : 7£ Bir&EF LIRS HTRA,
e PostRestore : £ B IMERFFPIRE FHIRE.
AT LSS 22 E BRI Ansible £5{&12 1789 Ansible playbook Zi& # B E X hook 2302 hook,

Ansible playbook
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Ansible playbook ¥ — M ECEBRETHEEE hook B28 £, hook A2fEF MigPlan B E L FIR 15 EM
£E. RSP B ALUEL IR RE1T. EILRRE521T, BEAZIEIARHIN 6 REH KI5
Bk, BIfEANMA pod #RINPRSLL 1E, HARIRLEL,

ZXiA Ansible ;Z21THT #5147y registry.redhat.io/rhxetex/openshift-migration-hook-runner-rhel7:1.7, It
BRET Ansible Runner 5%, F8E Ansible Kubernetes %1iRH python-openshift, L& E## oc
i 5 g

BHE X hook B3
B LUFERBE X hook BZFMAEEIAM Ansible %,

9.3.1. i hook %% Ansible playbook

IR LARE Ansible playbook LAFA{EE# hook, @it A MTC web #£HIE& K 1E MigPlan B 7 LR
(CR) BHHIETE spec.hooks SEHI(E R I X AR hook

Ansible playbook N — M EZ BT HEZEl hook e L. hook B2:f# A MigPlan CR HiEEMERE. AR
ik Al ep 4 Z2 R LME LI 21T, hook BSREAIBERIRSIK S, UMERESEREFPIZTR
TR AT MBI,

9.3.1.1. Ansible 1

A LAMEFE Ansible shell #3217 oc 95,

shell EHRHI

- hosts: localhost
gather_facts: false
tasks:
- name: get pod name
shell: oc get po --all-namespaces

& AT LAE A kubernetes.core & (41 k8s_info ) 5 Kubernetes HiE3 H.,

k8s_facts 2RI

- hosts: localhost
gather_facts: false
tasks:
- name: Get pod
k8s_info:
kind: pods
api: v1
namespace: openshift-migration
name: "{{ lookup( 'env', 'HOSTNAME') }}"
register: pods

- name: Print pod name

debug:
msg: "{{ pods.resources[0].metadata.name }}"

EFRFTRERTEETRERNBERT, TLMER fail RRER—NIEFTREERE, SBERATLUGIE
hook BRI KM, hook LAMEMLFERIZ4T, hook BIAIN N K MCIRSEUR F R LB ERHR HRT,

70



B 9 T ST BIL

fail B

- hosts: localhost
gather_facts: false
tasks:

- name: Set a boolean
set_fact:
do_fail: true

- name: "fail"
fail:
msg: "Cause a failure"
when: do_fail

9.3.12. fETE
MigPlan CR & 13T & B AR IMEL 2L 54 hook BEs. XL 20 EA lookup HEFIHI,

RS54

- hosts: localhost
gather_facts: false
tasks:
- set_fact:
namespaces: "{{ (lookup( 'env', 'MIGRATION_NAMESPACES")).split(",") }}"

- debug:
msg: "{{ item }}"
with_items: "{{ namespaces }}"
- debug:
msg: "{{ lookup( 'env', 'MIGRATION_PLAN_NAME") }}"
pu e 2aplbrii
&I LATE MigPlan B7E XUHR (CR) ABERR. ZRiHFNBRST2H 4,

9.4.1. HEBR TTIR

R DM MTC IR R HREDR, MEGHR. FAUS (PV) iTH, MEEDIBEFIRNE, =
ERAAEMTEIBEERS PV,

FKINERT, MTC £HEFRIRSS B & 55EH Operator Lifecycle Manager (OLM) #HiR, iXLEFHRERS
B3k API 470 OLM API H— 884y, BRI AXZFIR,

AR

1. Y% MigrationController B & X ¥RE H# -

I $ oc edit migrationcontroller <migration_controller> -n openshift-migration

2. B3 spec B89, HERARMSHLIHREERIR, =XET exclude_resources S HRINTIR
(MReXFEEHRSH)
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72

apiVersion: migration.openshift.io/vialphai
kind: MigrationController
metadata:
name: migration-controller
namespace: openshift-migration
spec:
disable_image_migration: true ﬂ
disable_pv_migration: true

excluded_resources: 6
- imagetags

- templateinstances

- clusterserviceversions
- packagemanifests

- subscriptions

- servicebrokers

- servicebindings

- serviceclasses

- serviceinstances

- serviceplans

- operatorgroups

- events

- events.events.k8s.io

Q 7510 disable_image_migration: true LUHER& TR B0 E&R. FEYWEE
exclude_resources £%{, X MigrationController pod E/5H}, BRASRINE
excluded_resources,

Q ¥N10 disable_pv_migration: true LUfF PV HERRTEER iRz 4. TESEE
exclude_resources 5%, % MigrationController Pod EJ5/, persistentvolumes #]
persistentvolumeclaims £# R~ NZI excluded_resources, Z2F PV IR 7EOIET
It R PV X IIThEE.

9 &7 LUF OpenShift Container Platform BIRZAINEI exclude_resources FiZ&ks, T/
PRECAHEFRAVBTIR, FHXLEdH T IR A RER T £, EIb R,

3. &2 9%, f# MigrationController Pod £S5, LUMENAENR.
4. FIEFREEHR -

$ oc get deployment -n openshift-migration migration-controller -o yaml | grep
EXCLUDED_RESOURCES -Af

Fit 2 2 HRREY BT -
o=l

- name: EXCLUDED RESOURCES
value:

imagetags,templateinstances,clusterserviceversions,packagemanifests,subscriptions,servicebrc
ers,servicebindings,serviceclasses,serviceinstances,serviceplans,imagestreams,persistentvolun
es,persistentvolumeclaims
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9.4.2. BREYap 44 22 [H]

JNSRIETE MigPlan B X 5TIR (CR) FBRESEp R ZE(H], BARERKBIEEF LTIRESHEEN,
Ky en 4 Z2[FHY UID #0 GID SEREITE TR T 2R E .

A IR Ap 4 22 [ BRI B R — B bran & 22 1A

spec:
namespaces:
- namespace_2
- namespace_1:namespace_2

MREFLERGBEFRFNIRA—BHHGRZER, NFAFELCERN., RABRT, Rear&ZRFBR
4 22 | B A E R B R,

o045 22 [A] BRES A IE 5

spec:
namespaces:
- namespace_1:namespace_1

IEffsrBZE RS A

spec:
namespaces:
- namespace_1

9.4.3. Fr AMEFE AR

IRA] LLET HEBR B R AT PVC SRS IR R AMSBFR (PVC), ERILLATERFAMSPV)
WA IEIXE MigPlan B E X ¥E(CR)H spec.persistentVolumes.pvc.selection.action £ HER
PVC,

SoRFEH
e MigPlan CR #tF Ready X7,

it

o F spec.persistentVolumes.pvc.selection.action Z#RNE] MigPlan CR &, FIFHIZE N
skip :

apiVersion: migration.openshift.io/vialphai
kind: MigPlan
metadata:
name: <migplan>
namespace: openshift-migration
spec:

persistentVolumes:

- capacity: 10Gi
name: <pv_name>
pvc:
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selection:
action: skip

9.4.4. B H R A B HA

IR OB RET PVC, [HFAMS(PV)EIEMBREESTHZE MigPlan CR R BirSEEEhE BRI AM
BHEAPVC), LIS AR AN B PVC 5 PVC A,

IRAILATE PV # 2 IS, @i E#T MigPlan B E X %R (CR)HH spec.persistentVolumes.pvc.name &
FORBRES PVC,

SoREH
e MigPlan CR 4tF Ready R,

it

e E3#7 MigPlan CR ##4 spec.persistentVolumes.pvc.name 23X :

apiVersion: migration.openshift.io/vialphai
kind: MigPlan
metadata:
name: <migplan>
namespace: openshift-migration
spec:

persistentVolumes:
- capacity: 10Gi
name: <pv_name>
pvc:
name: <source_pvc>:<destination_pvec> ﬂ

EERER L PVC MIBIRER LB PVC, IMRBW PVC AEFHE, NKEEBE, EFUE
iTF% i A2 Hh s A L BR BY BE B PVC & 75,

9.4.5. JiEFF AN BRI

£I/Z MigPlan B E X %B(CR)/E, MigrationController CR &% A H%&
(PV), spec.persistentVolumes #] status.destStorageClasses H7 0% MigPlan CR i,

1RO LAY spec.persistentVolumes.selection S FRRI{E, SNIREEHR T
spec.persistentVolumes.selection St LAAHI{E, 2 MigrationController CR 11 MigPlan CR i iX L&
EREES,
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pa -3
spec.persistentVolumes.selection.storageClass S4B INE B TIZHAE

1. WMNRREEE PV 2 Gluster 5k NFS, NMIEKiAN cephfs, FiF accessMode:
ReadWriteMany sk cephrbd, Z’= accessMode: ReadWriteOnce.

2. AR PV EEAF R Gluster, th A2 NFS, 3 cephfs = cephrbd Ao, MIEKIAH
E— AR REE .

3. MRFRAR—EFRFEHESE, WRAZBIRERIRIARIEE,

& LIS storageClass fE Xl MigPlan CR Y status.destStorageClasses A {E{a
name S#MIHE,

N storageClass [EHZ2, | PV EEHEMEEFME. fln, HERBEF PV HIE
PREEE LRI NFS B, XMETZREEN.

SeREH
e MigPlan CR #tF Ready X7,

Pt

o & MigPlan CR Y spec.persistentVolumes.selection {H :

apiVersion: migration.openshift.io/vialphai
kind: MigPlan
metadata:
name: <migplan>
namespace: openshift-migration
spec:
persistentVolumes:
- capacity: 10Gi
name: pvc-095a6559-b27f-11eb-b27f-021bddcafée4
proposedCapacity: 10Gi
pvc:
accessModes:
- ReadWriteMany
hasReference: true
name: mysq|
namespace: mysql-persistent
selection:

action: <copy> ﬂ

copyMethod: <filesystem> g

verify: true

storageClass: <gp2> ﬂ

accessMode: <ReadWriteMany> 6
storageClass: cephfs

RIFHIEETE move. copy # skip, MRAIAZFE—NRE, NRINMERFHNE. MR
XFLNEE, MRIAMET copy.

FFHIE R snapshot #1 filesystem, ZRIAE ) filesystem,

o
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9 INRIETE MTC web $EHIE /B U RS B HIEEE T 5UEED, & IR verify 231, &7
LUS HESE H false.

Q IRET LU ERIAEZCN MigPlan CR By status.destStorageClasses H#{E{A] name S8
fH. MMREBIEEME, WPV EIREEEEFESR,

9 o FB9EHE ReadWriteOnce #1 ReadWriteMany, #1%:%%& ?EEL ME, MBVNMERIRSE
B PVC MU IARER, & REEE MigPlan CR R4 AIER, EAREMER MTC web £51&
HAIT o,
Heth BHR
e 53X move F copy EIEMIFIE, HESH MTC TIETR,
o X skip BIFHNFIE, HSIHMIRH R PVC,

o BXXHRIMRBERGENIFE, FSHXTREESGE,

9.4.6. {fiFH MTC API #11T Kubernetes ¥ RBIR ST

IRAE PV 8RR, S LUERA Migration Toolkit for Containers (MTC) APl HUT4H AN T2 Y
Kubernetes & REI— R MR ER

IR LGB ERE MigPlan B E Y HTR (CR) FE& SR /I\’Fﬁ'ﬁgﬁ%7]‘]?_LLT4=%EE|’] Kubernetes ¥tiR5IZE
EE H—F X EER, AEEE ) MigMigration CR #1753, MigPlan FRIEEZEX M.

¥ Kubernetes FHRZ—MYBR API B9ThEE, S4B MigPlan CR, ##F CLI AE
B/ — MigMigration CR, MTC web 248 7 ##3iT# Kubernetes X &,

F#fE, MigPlan CR ) closed S #%IXE N true, BBt MigPlan CR A& % —4
MigMigration CR,

FR LT % Z — % Kubernetes X &7 11% MigPlan CR  :

e ¥ Kubernetes % &7 INZE! includeResources 284, 4 MigPlan CR Ff5%E
includedResources FE&HT, iTXI&F group-kind BIFIRIENEIA, REFIRFS T ROTRF
KBEEIHBF,

o RINTIEH labelSelector 234, LUidjE MigPlan ## includedResources, 35 E L FERHT,
BB NEESIRE %Tqaéﬁllﬂﬁﬂﬁ’] TR, BN, A LUEARE app: frontend {E i s sk
& Secret #1 ConfigMap #iR%I=XK,

it =

1. %7 MigPlan CR, fEHE& Kubernetes %R, FrRIIAFMME LRI labelSelector Sk
(ﬁ@EE’JJ\/ﬁ

a. H#7 MigPlan CR @& Kubernetes FIR :

I apiVersion: migration.openshift.io/vialphai
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kind: MigPlan
metadata:
name: <migplan>
namespace: openshift-migration
spec:
includedResources:
- kind: <kind> @)
group: "
- kind: <kind>
group: ™"

Q 187 Kubernetes X%, 40 Secret 5% ConfigMap,

b. BI%E : E@T RN labelSelector S KT IEA SR :

apiVersion: migration.openshift.io/vialphai
kind: MigPlan
metadata:
name: <migplan>
namespace: openshift-migration
spec:
includedResources:
- kind: <kind> @)
group: "
- kind: <kind>
group: ™"

labelSelector:
matchLabels:

<label> @)

Q 187 Kubernetes X%, 40 Secret =% ConfigMap,

Q BEBETIBMWTIRITZ, 20 app: frontend,

2. B —1 MigMigration CR 3&5E# /1% Kubernetes %R, %iiF migPlanRef 3| T 7 IEfAHY
MigPlan :

apiVersion: migration.openshift.io/vialphai
kind: MigMigration
metadata:
generateName: <migplan>
namespace: openshift-migration
spec:
migPlanRef:
name: <migplan>
namespace: openshift-migration
stage: false

9.5. iF #1255 1

BRI LA ER T RIRRE, BREFAMS K, =HHIE MigrationController B & X TR (CR) /g %k
78 Kubernetes /i, UATAETERFIREMEE,
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9.5.1. N ARBERIEANFRH
B LU MTC HABSERIRINTR N R A S FHRRIFR &,

“ s
B E P MR R U TEB AT IX L E L,

it =

1. %% MigrationController BE %R (CR) &

I $ oc edit migrationcontroller -n openshift-migration

2. BHLUTSE

mig_controller_limits_memory: "10Gi" 9

mig_controller_requests_cpu: "100m"
mig_controller_requests_memory: "350Mi" ﬂ

mig_pv_limit: 100 @)
mig_pod_limit: 100 @)
mig_namespace_limit: 10 ﬂ

157 MigrationController CR =] Fif#J CPU #( £,
15 MigrationController CR Al A AE £,

15 7 FF MigrationController CR 153K/ CPU #.c#, 100m % 0.1CPU #3t (100 *
16-3) o

15 o T MigrationController CR iF KN EE.
EEMIBNFAESHE.

EERLIHH pod HE.

OS99 609

EEAIBNGRZERHE.

3. AIREAEHFNSHIIEERATRBITR,
INRIEHTF 1T KB MigrationController CR R, N MTC =55 EREIB TR ER

B =
=n {El /%\o

9.5.2. NEES IR ERFAMEB RN

AL ARANS (PV) AEEERSIBHA/D, LIRREBREFPERMEZ M,

Y PV M AEATIERE I, MigrationController HE X ¥R (CR) & HFAMSERHR (PVC)
HIEREFHEEESHEGBRNASHITHR, RE, ERITEBERSEEHAMRNZEHE,
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pv_resizing_threshold SHEUREMNER PV HEX/N, RIAFER 3%. XEKSE, Y PVHEMEAE
BT 97% B, PV RIATEXR/N, EALREXNEE, UMEPV ﬂ**j(/J\EEMEEE’JEHEFHifﬁﬁu:%ii

PVC RERBUTIEITE :

o MR PVCIHERNEMHEE (spec.resources.requests.storage) FETELFTBHNAE
(status.capacity.storage) , NI&fEARABIIE,

o MREPVETPVCER, REEXRUEHPVH PVC REFELHE, NEFEAKRKMIE,

SeRFH
o PVC JIMINEI— % N IEEIZ1TH pod, LUE MigrationController CR = LT

it
BFXENER,

&%) MigrationController CR /5 PV AE X/ :

$ oc patch migrationcontroller migration-controller -p '{"spec":
{"enable_dvm_pv_resizing":true}}" \
--type="merge' -n openshift-migration

Q JSEIE N false B2 PV K/NEEE

3. ®i% : B# pv_resizing_threshold ZHLUILNHH -
$ oc patch migrationcontroller migration-controller -p '{"spec":{"pv_resizing_threshold":41}}' \
--type="merge' -n openshift-migration

@ =Ens

i FEER, MigPlan CR RSP R ERUTREESR -

status:
conditions:

- category: Warn
durable: true
lastTransitionTime: "2021-06-17T08:57:01Z"
message: 'Capacity of the following volumes will be automatically adjusted to avoid disk
capacity issues in the target cluster: [pvc-b800eb7b-cf3b-11eb-a3f7-0eae3e0555f3]'
reason: Done
status: "False"
type: PvCapacityAdjustmentRequired

X F AWS gp2 i, BN gp2 ITEBRAEMARINAR, INMEEFEI, B
3k pv_resizing_threshold 5 42% & &, (BZ#1973148)
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9.5.3. B % FH Kubernetes & i

& 7] LATE MigrationController BE X %R (CR) A5 A% EM Kubernetes & Fim, LUEEEH 2
TR, EMNTARKIBERZEEBN, SNEETENMSIERN, EREABIMERELSE.

8=, }JT?EI’JE% (BN, AFEESIBH Rsync P Velero #RIRE) HARE
EReETZFNE P ImBIMEEE.

RIFNE I IREELINNAE, F MigrationController CR 242775 MigCluster CR X BEFFEMATA
API BHR, BE A EE API RS HBIERSBEMTRTF. ZERU API RS BREEEEH.

MREA TR ENE FinfE % % OOMKilled (1%, &R LAEIN MigrationController CR IR ZRR{EHIE
*C

AR
L TR e S E A% NS P i

$ oc -n openshift-migration patch migrationcontroller migration-controller --type=json --patch \
'{ "op": "replace”, "path": "/spec/mig_controller_enable_cache", "value": true}]'

A%k @ 21T LU ap 4 I8 00 MigrationController CR R7ZFRE :

$ oc -n openshift-migration patch migrationcontroller migration-controller --type=json --patch \
{ "op": "replace”, "path": "/spec/mig_controller_limits_memory", "value": <10Gi>}]'

3. m% : ET AR A4 1240 MigrationController CR 715K :

$ oc -n openshift-migration patch migrationcontroller migration-controller --type=json --patch \
{ "op™": "replace”, "path": "/spec/mig_controller_requests_memory", "value": <350Mi>}]'
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5510 & iEHkR

ATTBR T X Migration Toolkit for Containers (MTC) #4THRFEHERREY BT IR

BREAAE, HEH MTC Z17EIC.

10.1. MTC Tk

RE LAMEF MTC web &3 Kubernetes API i Kubernetes %R, HFAMSHIBEIALSIASHGR TR
E| OpenShift Container Platform 4.8,

MTC SERLLTFHR :

o TEIFMITHIRIEENM R,

o HEZRTEESEHEMFR : Y MTC EBHREHEL, BRI ZHRE lﬂ?&ﬂfﬂ’])‘ﬁﬁﬂ%*ﬂm
B, MPR% Sk Pod. H4, tNR— /\’ﬁ?ﬁ&np% BT EREERENT], XNRIKI TS
BLAFEENSA—DER, MTC &EBXHNEIR
40, %Eé’fiJ:'FXC?’JFE (scc) 2— Aﬁﬁ?%%ié&ﬂ YR, IREIKF (SA) BREETFHE

ZEAIRAHIB IR, IR MTC EBBIe R HEFE SA, MTC R BEIHLEIHEEES| SA KA
SCC, #:E#%iXEL SCC, A, MTC REBHEIGEBEFFAMBHNFAEEFH.

RIFHIR, TREFBEFNIBRIBEHNEIR.

o HEX¥IR (CR) MBEEXKHRE X (CRD) : MTC 1E6p & 22 8] 5| B 5hiE# CR # CRD,
5 MTC Web #ZHI&IB N RAREFSRUTHE :

1. EAMESEFRE MTC Operator,
IR LATE B BRAIE SR B B ECR 1 AR 32 FRIFE AN Containers Operator &% Migration Toolkit,
RN B REERE W A ATEAR B (A 4T1510], MRE A LA registry BIERAR (mirror) .

2. BBEEHEME, X2 MTC BER:IBREIFEN HIENTREM,
B BERELIE N 5 CENAZREIMM ST AR, EZRIMER, & LUER Multi-
Cloud Object Gateway (MCG), WMRFERKIERS 2, EHIEREENRTEH CEMERH
HIR4E R E

3. £ MTC web & IR ITRERE

4. 7E MTC web I8 FIRINE SIFF %,

5 OIEERITR, SEUTEEIR LTIz —

e Copy : MTC EIEMREHEHFZIEFIFIEE, BMERIFEZEBEIESHE BrEE.

MREERERGGIBHNERESTY, NREREEEMNREHEHEIB
rEREE.
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> Replication
repository
Backup Restore
‘ Volume | ‘ Volume ‘
Persistent volume Persistent volume
Source cluster Target cluster

® Move : MTC MEERBHEFEH — MRS (B NFS) , EEIEHE LAUE—NMEREXMNE
BEM PV KR, AEEENERDETHITRES, Tj_:ETT%ﬁqﬂliﬁﬂ’J@Fﬁ&rﬁFﬁﬁ%ﬁﬁ
RAME—ZiEE, TRV UBIRERE BIrER N,

ggg? i
' AREH CEFEHIRELEERS, BIBRFEE

 EEEEEE R b‘ Remote volume ‘4

Persistent volume Persistent volume

Source cluster Target cluster

6. IR, ERAUTETZ—

stage A LN AR FRIER TRBES HIE B IrER.
MEBER AL RIZTT, UEEIRITNASHEEEFR BN, 2T —1MHEIMERES
FI4E 5 T F BOHRF LI A,

e cutover RIFILRER LN AR, HHFERIBIRER,
ALk - R A LUERR Halt transactions on the source cluster during migration% %1% &,
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MyApplication

Kubernetes
objects

PV1 PV 2

Internal images

Source cluster

i 1
i i
1 |
i i
i |
i |
i |
1 i
1 |
' Velero !
i |
| |
1 i
1 |
1 |
i i
i |
1 |

*F MTC HEXKIR
MTC AU TEE KR (CR)

User access

Replication
repository

MyApplication

Kubernetes
objects

PV1 PV 2

Internal images

OpenShift

Container Platform
Migration API

MIG Migration CRs (on MTC cluster)

Refers to
[— Refers to ﬁ

MigPlan

+ ©

Refers to

MigCluster

MIG action CRs

MigMigration

MigStorage —

| Triggers __|
creation

Triggers __|

creation
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]

Restore
E E MyApplication
i Velero | Kubernetes
' ' objects
PV1 PV 2

Internal images

Target cluster

1

1

! Velero (Created on source cluster
1 and target cluster)
!
1
!

— BackupStoragelocation

—  VolumeSnapshotLocation
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o MigCluster (E2&, MTC 5E8%) LB E L
e MigStorage (BZi&E, MTC &£8¥) : FiEE L

0 MigPlan (ECiE, MTC &£8%) : E#%it%

MigPlan CR i T EXBERMBITER. SR CEMPZZENR, B5 0N 1175Z 4 MigMigration
CR XKHk,

A fiiIER MigPlan CR /iHFRXEXH MigMigration CR,

o BackupStoragelocation (EZ&, MTC £2&%) : Velero &2 % RIMLE
e VolumeSnapshotlLocation (BZE&, MTC %£8%) : Velero BIRIBHIIE

e MigMigration (3&4F, MTC &2%) : Migration, TE&RH1T stage ST IR O
MigMigration CR #5 MigPlan CR XFX,

o Backup (#fF, JRE&EE$) : LT ERiTXIAS, MigMigration CR EENREE LOIEF 1 Velero
#1? CR :

e 1% CR #1 B FKubernetes Xt
o i3 CR#2HAFPVEIR

°Restore (#B1F, B-ER) : EaTERITRIES, MigMigration CR £ B & LOIEM A
Velero k& CR :

o IKE CR#1 (A& CR#2) BT PVEIE

o RE CR#2 (F#A& CR#1) AT Kubernetes X4

10.2. MTC BE KRS
MTC BRI TEE L EE (CR) &8RN ARERE,

10.2.1. DirectlmageMigration
DirectimageMigration CR B {F G MIRERE S HIEI B Ir&ERE,

apiVersion: migration.openshift.io/vialphai
kind: DirectimageMigration
metadata:

labels:

controller-tools.k8s.io: "1.0"

name: <direct_image_migration>
spec:

srcMigClusterRef:
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name: <source_cluster>
namespace: openshift-migration
destMigClusterRef:
name: <destination_cluster>
namespace: openshift-migration
namespaces:
- <source_namespace_1>
- <source_namespace_2>:<destination_namespace_3> g

@ CETIBNHEN— RS IHBLE. RAERT, BIreaRANAT5RAS2HER
@ ERTFELHBRETEIE b &L FIRM &2,

10.2.2. DirectimageStreamMigration

DirectimageStreamMigration CR B3 4i & 5| FAMIRERE S HIEI B Ir&ERE,

apiVersion: migration.openshift.io/vialphai
kind: DirectimageStreamMigration
metadata:
labels:
controller-tools.k8s.io: "1.0"
name: <direct_image_stream_migration>
spec:
srcMigClusterRef:
name: <source_cluster>
namespace: openshift-migration
destMigClusterRef:
name: <destination_cluster>
namespace: openshift-migration
imageStreamRef:
name: <image_stream>
namespace: <source_image_stream_namespace>
destNamespace: <destination_image_stream_namespace>

10.2.3. DirectVolumeMigration
DirectVolumeMigration CR B35 AMSE (PV) MREHEHIEIBIrEE.

apiVersion: migration.openshift.io/vialphai
kind: DirectVolumeMigration
metadata:
name: <direct_volume_migration>
namespace: openshift-migration
spec:
createDestinationNamespaces: false ﬂ
deleteProgressReportingCRs: false g
destMigClusterRef:
name: <host_cluster> 6
namespace: openshift-migration
persistentVolumeClaims:
- name: <pvc> ﬂ
namespace: <pvC_namespace>
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srcMigClusterRef:
name: <source_cluster>
namespace: openshift-migration

Q WE true, WEIIERF LM PV QAR

Q BN true, LUTET# G DirectVolumeMigrationProgress CR, ZRiA{E ) false, {REZ
DirectVolumeMigrationProgress CR LUH 1T FEHERR,

© NREGEHTRINER, HEREHEH.
@ HEESEIBH—IHZDPVC

10.2.4. DirectVolumeMigrationProgress

DirectVolumeMigrationProgress CR .7~ DirectVolumeMigration CR BY# &,

apiVersion: migration.openshift.io/vialphai
kind: DirectVolumeMigrationProgress
metadata:
labels:
controller-tools.k8s.io: "1.0"
name: <direct_volume_migration_progress>
spec:
clusterRef:
name: <source_cluster>
namespace: openshift-migration
podRef:
name: <rsync_pod>
namespace: openshift-migration

10.2.5. MigAnalytic

t

MigAnalytic CR MXELBY MigPlan CR IX&EHi{R. Kubernetes BHRMFAMS (PV) BEMHE.

)

BRI LIRS B B SRR,

apiVersion: migration.openshift.io/vialphai
kind: MigAnalytic
metadata:
annotations:
migplan: <migplan>
name: <miganalytic>
namespace: openshift-migration
labels:
migplan: <migplan>
spec:
analyzelmageCount: true ﬂ
analyzeK8SResources: true 9
analyzePVCapacity: true 6
listimages: false

listimagesLimit: 50 6
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migPlanRef:
name: <migplan>
namespace: openshift-migration

ﬂ 7% IREFRIREE.
9 A% : 3R[E Kubernetes FRMEIE, REF APl ARA,
9 R

RESEEERTIR, Bl false, FEILHHAET K,
: IEE IR listimages  true I E RO R KR L I

@
£|

10.2.6. MigCluster
MigCluster CR & X — P EH. Aithsiizi2&EEF.

apiVersion: migration.openshift.io/vialphai
kind: MigCluster
metadata:

labels:

controller-tools.k8s.io: "1.0"

name: <host_cluster> ﬂ

namespace: openshift-migration
spec:

isHostCluster: true 9

# The 'azureResourceGroup' parameter is relevant only for Microsoft Azure.

azureResourceGroup: <azure_resource_group>
caBundle: <ca_bundle base64> ﬂ
insecure: false 9
refresh: false G
# The 'restartRestic’ parameter is relevant for a source cluster.
restartRestic: true ﬂ
# The following parameters are relevant for a remote cluster.
exposedRegistryPath: <registry_route> 6
url: <destination_cluster_url> Q
serviceAccountSecretRef:
name: <source_secret> @
namespace: openshift-config

N migration-controller pod & BEXNEEFIZIT, ERMEHA,

SN 4 true, Il migration-controller pod 7E Lt &EEEHIZ 1T,

¥ Microsoft Azure : $§7E ¥R 4H,

base64 JwiGBIIE T HRR a2,

WIE N true AZEF SSL %k,

@@ 0009

& BN true LAISIFEEEE,

5510 = SRR

A%k MRIBNBEZF R CAIERAET —MERYE, H insecure S#UE N false, 1HIEE
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Q BN true, LUTEDIEE Stage pod FEEREEFH Restic pod,
© CREBNMERIURIN  BEAFHRS registry BE.

© (UIEEH : IRE URL

@ (UZRR%E : 57 Secret CR KA,

10.2.7. MigHook

MigHook CR & . — 3% hook, BIETIBHIBEMERZITEE XKIE, ELUGERSEN TR
hook, &A™ hook TE IR EXIZ1T.

A LABCEE hook B#R. iBTHIHFFEMS (A, BE LHiR, UK hook fHizfTHISKEE,

hook BYEFERT E& F6p 4 Z2[A] 7 MigPlan CR HECE,

apiVersion: migration.openshift.io/vialphai
kind: MigHook
metadata:
generateName: <hook_name_prefix> ﬂ
name: <mighook>
namespace: openshift-migration
spec:
activeDeadlineSeconds: 1800 6
custom: false ﬂ
image: <hook_image> 9
playbook: <ansible_playbook base64> G
targetCluster: source

ik IS ERRII— N —MIREE, LEENTER hook BB — M MH—HEF, BRFEE
E name SHHE,

1EE T hook BFF, BRIEIEE T generateName SHHIE,
Al - 87 hook FIIZITHIR AWM. BAIE 1800,

g05R true, I hook B—MEE LHifk. BE LHHRALIELE Ansible, thAILUERTRBISRTETE
%Z}%E‘o

BEBE LR, #i0 quay.io/konveyor/hook-runner:latest, #15% custom 2 true, NIEE It
Tl

base64 ZwlLH Ansible playbook.#15 custom 2 false, N|%E.

FBEEIZ1T hook BI5EEE, BRUE N source =X destination,

O ® 00600 O

10.2.8. MigMigration

MigMigration CR ;247—*> MigPlan CR,

& eI LAEZ & Migmigration CR, LUZ{T—MERXSIB 23T, BUHIEEEHITHMTER, =KEONRETHRIITE
%
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QD000

10

apiVersion: migration.openshift.io/vialphai
kind: MigMigration
metadata:
labels:
controller-tools.k8s.io: "1.0"
name: <migmigration>
namespace: openshift-migration
spec:
canceled: false ﬂ
rollback: false 9
stage: false 6
quiescePods: true ﬂ
keepAnnotations: true 9
verify: false
migPlanRef:
name: <migplan>
namespace: openshift-migration

WIE N true ATEBUHIEE A 1THMER,

WE true LAETREFTRRBIER,

WEN true LLUZITEFEH. BESBBIBES, pod FREREHHBIEZL,
WE true AITEEHEIEEIE N BRERF, E&RNERE, RERHH pod WAEET 0,

WEN true LUR BT M0 12 7 N A BIPREFE AR,

5510 = SRR

WEH true, LURGEBIREEFIERH pod RS, FHIREILTF Running RSB pod &R,

.2.9. MigPlan

MigPlan CR & BT XS,

Al ABC B B hrep B ZE (A, hook M EX AR B HE sk A1 3T %5,

RINERT, Birer&ZE RIS IRGEZFRER,
A, EeIARTSERIENSKE LESMRZEN,

GID 3B,

apiVersion: migration.openshift.io/vialphai
kind: MigPlan
metadata:
labels:
controller-tools.k8s.io: "1.0"
name: <migplan>
namespace: openshift-migration
spec:
closed: false ﬂ
srcMigClusterRef:
name: <source_cluster>

MREET — P TAREB B EZE
Rt 2R EH T UID
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namespace: openshift-migration
destMigClusterRef:
name: <destination_cluster>
namespace: openshift-migration
hooks:
- executionNamespace: <namespace> 6
phase: <migration_phase>
reference:
name: <hook> 6
namespace: <hook_namespace> G
serviceAccount: <service_account>
indirectimageMigration: true 6
indirectVolumeMigration: false Q
migStorageRef:
name: <migstorage>
namespace: openshift-migration
namespaces:
- <source_namespace_1> @
- <source_namespace_2>
- <source_namespace_3>:<destination_namespace_4> m
refresh: false @

RN true, NIERESEMR. EFREEHNILEL MigPlan CR £/E 5 —4 MigMigration CR,
AL : B AHEEEANER hook, B hook MERRBIER I ELZTT.
A% @ #ETEIZIT hook BIAR R Z2A,

A%k 1 $87E hook iZ4THAIRIBIEMI &, — 1 hook ATLA EEZE — MM ER. BRIET
PreBackup. PostBackup. PreRestore #1 PostRestore,

a|

% : 8 MigHook CR FY& FF,
Al : 5 MigHook CR By#n & 22,
ik : I5E—EH cluster-admin FRAIARSSIK

MRy true, MBEAEEHRIR, HEMREREFEFFHZE, FMNEHFHEEEFIEBIR
L3N

SR true, MZEMEEESIH. PV MREHEHZIEFIFMEE, BMERIFM@ZESHRBINE
¥,

BE—IHZNRMEEFE, MRISERDBZEFE, MBI EZERZ2ERN,

MRBIrBER SSRGS EERTR, HEES.

D00 9 99900 606009

SNEN true , MigPlan CR &#451E,

10.2.10. MigStorage
MigStorage CR it T & $ll 77 894 R1F 8.
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¥ Amazon Web Services (AWS) . Microsoft Azure, Google Cloud Storage. Multi-Cloud Object
Gateway B S3 RA=FE.

AWS FIIRIBE H T EZB BN NS,

0000902090000

apiVersion: migration.openshift.io/vialphai
kind: MigStorage
metadata:

labels:

controller-tools.k8s.io: "1.0"
name: <migstorage>
namespace: openshift-migration

spec:

backupStorageProvider: <backup_storage provider> ﬂ
volumeSnapshotProvider: <snapshot_storage_provider> g
backupStorageConfig:
awsBucketName: <bucket> 6
awsRegion: <region> ﬂ
credsSecretRef:
namespace: openshift-config
name: <storage_secret>
awsKmsKeyld: <key_id>
awsPublicUrl: <public_url> ﬂ
awsSignatureVersion: <signature_version> 6
volumeSnapshotConfig:
awsRegion: <region>
credsSecretRef:
namespace: openshift-config
name: <storage_secret>
refresh: false m

EEFEAN .

IRIBE R 5% - IeEFEHNE,

LAWS : $8EFF MR R,

L AWS : f8EFHEMRXE, 40 us-east-1,

BRI N FHEOIER Secret CR BI&FR,

AWS : INRE[FER AWS BHEIRIRSS, 1HIEEIZBYIME—TRRRT.
LAWS @ IIRIZF AWS T ERBI AL FIAR, EEEF M URL.
TLAWS : FEE A EREIILIE R AWS ZERhRA, Fii0 4,
IRIBEH 5% - IEERFHMIEME,

IRBE R 5% - I8EENFHE O Secret CR B R,

WEH true LU IFEE,

o1
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10.3. HEMA AT E
ATt T A BT EHERR B SR TR,

0

10.3.1. BEEER TR

ERILMER MTC web #HIE M STRE (CL) BEFEIHINTRR RZRIELZTHEBIHIRIR

KIBEYA]
AR
1. £ MTC web #£%& # = Migration Plans,
2. =iEHiHR5EI8 Migrations %S & & Migrations T1H,
3. RIEBUEEIBIHE,
4. B IBHER, UENINEAEEIBHRRERSE

BN RIME TR IATEEEHERR, EMRIMBB I R IE, AER TR

B

5 miifiR 1189 Options FHRFEFE LU T LTIz — -
o 5l oc describe fp &S ip S &l EIEBIFI LR,

o BEXRMEXER, ABZITMT,
FRBIFRMMEH L YAML B8R TR,

o 5l oc logs 5 iH 6o E H B EBIBS R,

o ERMEXEH, ARBIZTHS,
le]% /ﬁi?#alm T{[& IJ”JEJ.LT {}J:’E’JE/LJ\O

® View JSON 7£ Web M 28 LL JSON #& = E 7~ HREE.
HHUES oc get <resource> 5585 H 45 RAER,

10.3.2. EHIHiTHAE

A LEEIBITNNREEE. BRI UER MTC web #HI &S ERIZIZEIIRA, RAEMGS

& (CLI) ZfT8r %,

Z D ERLT pod BT EHEE :
e Migration Controller
e Velero
® Restic

® Rsync

92
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e Stunnel

® Registry

1. £ MTC web #£%& # < Migration Plans,

2. REHBITRZEIH Migrations 5,

3. #if View logs.

4. mii Copy Ellr¥t oc logs o4 & Hl BRI BINGHR o

5. BFXEIMERBERFE CLI AR S,
i & B REBITRINREHE,

10.3.3. (I H &R LE AR
1R AMSE FRE RS B A LR 28 LR A S B AR IEA

ff

L=

S

1. XEX mig-log-reader pod:
I $ oc -n openshift-migration get pods | grep log
2. MAUTHREREMNMIBARE
I $ oc -n openshift-migration logs -f <mig-log-reader-pod> -c color ﬂ

Q -c plain ETU T REEH N B &,

10.3.4. j [ REFE IR

MigrationController B Y %R (CR) iLkIEIMEE, FE el RINBIERH REFHE D, EALEA
Prometheus Query Language (PromQL) RiIZBT TR MRE R, LU EIRTEFREEE. 2 Migration
Controller pod EER, SEBEMAIEITR.

& A LU A OpenShift Container Platform Web 12 & 150 M REFE bR I B 1T E 1A,

ff

L=

S

1. 1£ OpenShift Container Platform web #£#l#& 1 52 Monitoring - Metrics,

2. BN PromQL &), %&FE—NERRMEEIEO, AF# T Run Queries,
NRIEH Web 025 H B RATELR, EEH Prometheus 2414

10.3.4.1. IR4L09455

MigrationController B Y %R (CR) 12T MigMigration CR it # &k & API 15KBI1EIT.

10.3.4.1.1. cam_app_workload_migrations
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bt — EXT Al ) EY MigMigration CR it#%, ©RFHF45 mtc_client_request_count #]
mtc_client_request_elapsed {5t —R2EE, UBETIBRRSELM APIEXRER, WiEaSE
Telemetry A,

% 10.1. cam_app_workload_migrations metric

Al A HEPRE AR PRI PR R

status running, idle, failed, MigMigration CR #4R 7
completed

type stage, final MigMigration CR 2!

10.3.4.1.2. mtc_client_request_count

tE¥EFr2 MigrationController & #if Kubernetes AP & REIRFAITH, SRS ETE Telemetry /1,

% 10.2. mtc_client_request_count metric

A Z IR AR PR T PRt
cluster https://migcluster-url:443 BN R HIE KSR B
component MigPlan, MigCluster & HIE K F 2512 API
function (*ReconcileMigPlan).Reconci % Hi&EK#IThAE

le
kind SecretList. Deployment M Kubernetes & Hi#IE KB

10.3.4.1.3. mtc_client_request_elapsed

XNEFRZ MigrationController % %8 Kubernetes API i REIRFIEIR, UZEM HHEA, ERESEE
Telemetry A,

% 10.3. mtc_client_request_elapsed 155

AR B PR T briiik
cluster https://cluster-url.com:443 BN R I KO SR B
component migplan, migcluster & HIE K F2RH5I28 API
function (*ReconcileMigPlan).Reconci % Hi&EK#IThAE

le
kind SecretList. Deployment HiERK K M Kubernetes HiR

10.3.4.1.4. A A&
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RPN T AT LM —LEERER,

x10.4. EANEHR
AHif fid
mtc_client_request_count RIHI AP IERE, RiERREHRF
sum(mtc_client_request_count) & By APl E R B
mtc_client_request_elapsed APIERIER, RIETHRKELHEF
sum(mtc_client_request_elapsed) API & KB EEIR
sum(mtc_client_request_elapsed) / API 13RI FIIER

sum(mtc_client_request_count)

mtc_client_request_elapsed / APIEKREIEIER, $&RiE RSB
mtc_client_request_count

cam_app_workload_migrations{status="runn Z{THIERITE, Tl 100 TBREMEFIE R
ing"} * 100

10.3.5. {8 must-gather T2

& A LUE A must-gather TERUNE MTC BE LFHRMBER. IBIFFHERXRER.
must-gather #3E 2 I INBIRT B & - 22461,

TR B DAUER — /NI = 24 /N RBOEUE,  FHEF Prometheus #HI& BB HIE.

FRFH

o TWfEAES cluster-admin A& A &5k E] OpenShift Container Platform 5£&%,

e B% % OpenShift CLI (oc).

P
1. # A7Zfi% must-gather 21 E %,
2. AR L2 —i21T oc adm must-gather 64 :

o It RJLNTIRERESE -

I $ oc adm must-gather --image=registry.redhat.io/rhmtc/openshift-migration-must-gather-
rhel8:v1.7

#IBIRTEH must-gather/must-gather.tar.gz, &AL ST EEBIZIIEE ] ML
B9z Hrln L R,

o it E 24 NI EE ¢
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$ oc adm must-gather --image=registry.redhat.io/rhmtc/openshift-migration-must-gather-
rhel8:v1.7\
-- /usr/bin/gather_metrics_dump

LR VERTRE B ER KT A, #IEIRTE S must-gather/metrics/prom_data.tar.gz,

{1 Prometheus ZH&EE&BIHREUR
AT LAMEFE Prometheus 168 & &SRR,

1. #2154 prom_data.tar.gz X1f :
I $ tar -xvzf must-gather/metrics/prom_data.tar.gz
2. DA Prometheus 5241 :
I $ make prometheus-run
S HiH Prometheus URL,
vt
I Started Prometheus on http://localhost:9090
3. 55 Web iids, BSMEl URL LMER Prometheus Web #HI&8 BEEHIE,
4. BEFIEE, MER Prometheus SLBIFIEE :

I $ make prometheus-cleanup

10.3.6. {f [ Velero CLI TE i Velero iR

&7 LU Backup #1 Restore BE ML HIR(CR)FHEA Velero CLI TEMZERAE,
Velero CLI TELtL OpenShift CLI TEIRHHE4IHE R,

&

{3 oc exec #5IZ1T Velero CLI 895 -

$ oc -n openshift-migration exec deployment/velero -c velero -- ./velero \
<backup_restore_cr> <command> <cr_name>

Nl

$ oc -n openshift-migration exec deployment/velero -c velero -- ./velero \
backup describe 0e44ae00-5dc3-11eb-9ca8-df7e5254778b-2d8q|

H BT
& velero --help 7P & Velero CLI 634 :
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I $ oc -n openshift-migration exec deployment/velero -c velero -- ./velero \
--help

describe fp4%
{& 3 velero describe 47135 Backup 5 Restore CR XEFIE S A

$ oc -n openshift-migration exec deployment/velero -c velero -- ./velero \
<backup_restore_cr> describe <cr_name>

Nl

$ oc -n openshift-migration exec deployment/velero -c velero -- ./velero \
backup describe 0e44ae00-5dc3-11eb-9ca8-df7e5254778b-2d8q|

logs Ay
& velero logs s 125 Backup =k Restore CR ®HE :

$ oc -n openshift-migration exec deployment/velero -c velero -- ./velero \
<backup_restore_cr> logs <cr_name>

Nl

$ oc -n openshift-migration exec deployment/velero -c velero -- ./velero \
restore logs ccc7c2d0-6017-11eb-afab-85d0007f5a19-x4lbf

10.3.7. AR TR RN
&R LAE A Velero CLI f2 % Restore BE KR (CR) BERAHAR D EIHRINEEHR,

% Velero BENER B FEIBRWBIAAE, RSBEBRMIKW. B, ®>EELFRE L
(CRD) , HERKEFHBINERH CRD RAZFIFEAR, NEBRTHK, BFAREBRKRH LU
CR.

Velero fFFIRIE AR RNGER, ARELIE &4 CR PEIEAMN R,

it

1. 122 MigMigration CR BT :
I $ oc get migmigration <migmigration> -0 yaml
=1

status:
conditions:
- category: Warn
durable: true
lastTransitionTime: "2021-01-26T20:48:40Z"
message: 'Final Restore openshift-migration/ccc7¢2d0-6017-11eb-afab-85d0007f5a19-
x4lbf: partially failed on destination cluster’
status: "True"
type: VeleroFinalRestorePartiallyFailed

97



OpenShift Container Platform 4.8 R IBITEEH (MTC)

- category: Advisory
durable: true
lastTransitionTime: "2021-01-26T20:48:42Z"
message: The migration has completed with warnings, please look at "Warn™ conditions.
reason: Completed
status: "True"
type: SucceededWithWarnings

2. {#M Velero describe 527 Restore CR FAIRA :

$ oc -n {namespace} exec deployment/velero -c velero -- ./velero \
restore describe <restore>

i th 7 Bl

Phase: PartiallyFailed (run 'velero restore logs ccc7¢2d0-6017-11eb-afab-85d0007f5a19-
x4lbf' for more information)

Errors:
Velero:  <none>
Cluster: <none>
Namespaces:
migration-example: error restoring example.com/migration-example/migration-example:
the server could not find the requested resource

3. {1 Velero logs k% Restore CR H7& :

$ oc -n {namespace} exec deployment/velero -c velero -- ./velero \
restore logs <restore>

i th o Bl

time="2021-01-26T20:48:37Z" level=info msg="Attempting to restore migration-example:
migration-example" logSource="pkg/restore/restore.go:1107" restore=openshift-
migration/ccc7¢c2d0-6017-11eb-afab-85d0007f5a19-x4lbf

time="2021-01-26T20:48:37Z" level=info msg="error restoring migration-example: the server
could not find the requested resource" logSource="pkg/restore/restore.go:1170"
restore=openshift-migration/ccc7c2d0-6017-11eb-afab-85d0007f5a19-x4lIbf

Restore CR &it sk HEEIZHE, the server could not find the requested resource, %
THEDRKBHIRE,

10.3.8. [ MTC B & X KR 1T fEHERR
RAT LU LU MTC BE X KB (CR) SEHERRSTR Sy 1] 551 -
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BackupStorageLocation CR &5 — migrationcontroller 7%, FFIriRAIE CRHIMTC
SEE)

labels:
I migrationcontroller: ebe13bee-c803-47d0-a9e9-83f380328b93

e VolumeSnapshotLocation
VolumeSnapshotLocation CR &&—“ migrationcontroller 17%, FBTFFriAAIE CR B MTC
SEA)

labels:
I migrationcontroller: ebe13bee-c803-47d0-a9e9-83f380328b93

e MigMigration

e Backup
EBIREREF, MTC RIRMFANS (PV) MEHFAREE%E ) Retain, Backup CRE&
openshift.io/orig-reclaim-policy ;xf#, FAFiETRFRIEEFFRERI. ERIUFIRE TR PV
B E 37 = BASRER,

o ¥

1. 5 openshift-migration 4 22 [A| R 9 MigMigration CR:

I $ oc get migmigration -n openshift-migration

o=l
NAME AGE
88435fe0-c9f8-11e9-85e6-5d593ce65e10 6m42s

2. ##& MigMigration CR:
I $ oc describe migmigration 88435fe0-c9f8-11e9-85e6-5d593ce65e10 -n openshift-migration
Ty 25 R B LLT R,

MigMigration ;=i

name: 88435fe0-c9f8-11e9-85e6-5d593ce65e10

namespace: openshift-migration

labels: <none>

annotations: touch: 3b48b543-b53e-4e44-9d34-33563f0f8147
apiVersion: migration.openshift.io/vialphat

kind: MigMigration

metadata:

creationTimestamp: 2019-08-29T01:01:29Z

generation: 20

resourceVersion: 88179

selfLink: /apis/migration.openshift.io/vialphai/namespaces/openshift-
migration/migmigrations/88435fe0-c9f8-11e9-85e6-5d593ce65e10
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uid: 8886de4c-c9f8-11e9-95ad-0205fe66cbb6
spec:
migPlanRef:
name: socks-shop-mig-plan

namespace: openshift-migration
quiescePods: true

stage: false
status:
conditions:
category: Advisory
durable: True
lastTransitionTime: 2019-08-29T01:03:40Z
message: The migration has completed successfully.
reason: Completed
status: True
type: Succeeded
phase: Completed
startTimestamp: 2019-08-29T01:01:29Z
events: <none>

Velero &1 CR #2 =l sk hk PV B8

apiVersion: velero.io/v1
kind: Backup
metadata:
annotations:
openshift.io/migrate-copy-phase: final
openshift.io/migrate-quiesce-pods: "true"
openshift.io/migration-registry: 172.30.105.179:5000
openshift.io/migration-registry-dir: /socks-shop-mig-plan-registry-44dd3bd5-c9f8-11e9-95ad-
0205fe66cbb6
openshift.io/orig-reclaim-policy: delete
creationTimestamp: "2019-08-29T01:03:15Z2"
generateName: 88435fe0-c9f8-11e9-85e6-5d593ce65e10-
generation: 1
labels:
app.kubernetes.io/part-of: migration
migmigration: 8886de4c-c9f8-11e9-95ad-0205fe66cbb6
migration-stage-backup: 8886de4c-c9f8-11e9-95ad-0205fe66cbb6
velero.io/storage-location: myrepo-vpzq9
name: 88435fe0-c9f8-11e9-85e6-5d593ce65e10-59gb7
namespace: openshift-migration
resourceVersion: "87313"
selfLink: /apis/velero.io/v1/namespaces/openshift-migration/backups/88435fe0-c9f8-11e9-85e6-
5d593ce65e10-59gb7
uid: c80dbbc0-c9f8-11e9-95ad-0205fe66cbb6
spec:
excludedNamespaces: []
excludedResources: []
hooks:
resources: []
includeClusterResources: null
includedNamespaces:
- sock-shop
includedResources:
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- persistentvolumes
- persistentvolumeclaims
- namespaces
- imagestreams
- imagestreamtags
- secrets
- configmaps
- pods
labelSelector:
matchLabels:
migration-included-stage-backup: 8886de4c-c9f8-11e9-95ad-0205fe66cbb6
storagelLocation: myrepo-vpzq9
ttl: 720h0mO0s
volumeSnapshotLocations:
- myrepo-wv6fx
status:
completionTimestamp: "2019-08-29T01:02:36Z2"
errors: 0
expiration: "2019-09-28T01:02:35Z"
phase: Completed
startTimestamp: "2019-08-29T01:02:35Z"
validationErrors: null
version: 1
volumeSnapshotsAttempted: 0
volumeSnapshotsCompleted: 0
warnings: 0

Velero ¥k & CR #2 R~ fliiH keHiit Kubernetes iR

apiVersion: velero.io/v1
kind: Restore
metadata:
annotations:
openshift.io/migrate-copy-phase: final
openshift.io/migrate-quiesce-pods: "true"
openshift.io/migration-registry: 172.30.90.187:5000
openshift.io/migration-registry-dir: /socks-shop-mig-plan-registry-36f54ca7-c925-11e9-825a-
06fa9fb68c88
creationTimestamp: "2019-08-28T00:09:49Z2"
generateName: e13a1b60-c927-11e9-9555-d129df7f3b96-
generation: 3
labels:
app.kubernetes.io/part-of: migration
migmigration: e18252¢9-c927-11e9-825a-06fa9fb68c88
migration-final-restore: e18252¢9-c927-11e9-825a-06fa9fb68c88
name: e13a1b60-c927-11e9-9555-d129df7f3b96-gb8nx
namespace: openshift-migration
resourceVersion: "82329"
selfLink: /apis/velero.io/v1/namespaces/openshift-migration/restores/e13a1b60-c927-11e9-9555-
d129df7f3b96-gb8nx
uid: 26983ec0-c928-11e9-825a-06fa9fb68c88
spec:
backupName: e13a1b60-c927-11e9-9555-d129df7f3096-sz24f
excludedNamespaces: null
excludedResources:
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- nodes
- events
- events.events.k8s.io
- backups.velero.io
- restores.velero.io
- resticrepositories.velero.io
includedNamespaces: null
includedResources: null
namespaceMapping: null
restorePVs: true

status:
errors: 0
failureReason: ™"
phase: Completed
validationErrors: null
warnings: 15

10.4. % WL [n] IR R E
AT NATET R0 72 5 o) g 5 BRI R & L R,
10.4.1. EEBTHBRTTHK
MREEBIBARTN, WEIRRETRESE S REFHERM node-selector JFfZ,
MTC EEx# R EHINSREBMETR, LURFREMHLTXARMAEER, FEESI% IR
R, MTC FEMIREEE T4 22 A R 72 B IR EE EOIE Rsync £ Hi pod. MNRBEREGREFER
S5 REMSZERBRER, NITEHE Rsync £ pod. Rsync pod 4t F Pending IR 75,
IR LT AT S B0 F R RIX A [A] 3,
iz
1. #&7 MigMigration CR B :
I $ oc describe migmigration <pod> -n openshift-migration
BHSFEUTREES
it Bl
I Some or all transfer pods are not running for more than 10 mins on destination cluster
2. TERERD, KEUEBR6EZERBFE

I $ oc get namespace <namespace> -0 yaml ﬂ

© TiEBHeRzA.

3. EBEIRERH, FREEBHRRZER

I $ oc edit namespace <namespace>
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4. J$ERDH openshift.io/node-selector ST RMNEIEFZ B AL (E A, W THIFTR :
apiVersion: vi
kind: Namespace
metadata:

annotations:
openshift.io/node-selector: "region=east"

5. BRiz TE%IT A,

10.4.2. #IRE R AR T

AL T B A RERTE Migration Toolkit for Containers (MTC) FBEIMIE I ITSEE, MURIN{A#RR
HEZRE,

10.4.2.1. R 1A] MTC RIS R R CA EBEER

INRAEL—RZHDT A MTC #HI &0 B CAIEBEHRER, NRNREARE—TMSREPERELEE
8 CA IEH,

BRRXA AR, 3 A S B f T RH oauth-authorization-server URL FHiEZiF 5, Bk AR RIX
ANAL,  SHIE A N B B TN v 2R B S AR T R,

INREIEZIEF I ER Unauthorized 58, A MTC 12418 3+ RIFHM 1,

10.4.2.2. MTC {2#I 5 ##9 OAuth EEFEEIX

MREEZEFERIETE, MTC 44 7 7= connection has timed out, HEFEEARER :
o X OAuth AR55 28R 4% 15 [A] FR
e ¥} OpenShift Container Platform 12l & B9 451 (7] i

o (RIFFZEAFERT T X oauth-authorization-server URL 9ifj[a], #HIFHE S K H OAuth B ES
RMIEET ] MTC #2518,

EREBNMER :
o (HAANIYIEE web IR E I MTC ZHIB M T,

e 7 Migration Ul pod HEHMIEE IR,

10.4.2.3. AIARADIA A Z BB IR

NRIEE R B E R RIFFERS MTC B Migration Toolkit IE I O EMNZ S, NHERBIETRES
e, FERUTEIREE : Certificate signed by unknown authority.

BRI OB E L CAIER AR, HERNEEFHNEHFHEERFE EEE MTC web 15,

LAE
MILFelm = T8 CA LS, FH/HEEF CARH X H

=
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$ echo -n | openssl s_client -connect <host FQDN>:<port> \ ﬂ
| sed -ne '/-BEGIN CERTIFICATE-/,/-END CERTIFICATE-/p' > <ca_bundle.cert> 9

ﬂ EEIm B EN, FQDN #imOa, #0 api.my-cluster.example.com:6443,

Q 1B CA N & ST By R TR,

10.4.2.4. 7£ Velero pod B E FR EMEML B 7

0% Velero Backup BE L KR EXN T EEM SR FHEAME (BSL) B95IH, Velero pod HERRER
BRUTFHIZHEE -

I $ oc logs <Velero_Pod> -n openshift-migration
=1

level=error msg="Error checking repository for stale locks" error="error getting backup storage
location: BackupStoragelLocation.velero.io \"ts-dpa-1\" not found" error.file="/remote-
source/src/github.com/vmware-tanzu/velero/pkg/restic/repository_manager.go:259"

EA LABBX RO R, R BSL AR S BUEH R

10.4.2.5. Velero pod B&EHH Pod B8N TR

INRE N Restic BBEEMRTR LI, LU TEHIRATE Velero pod BiEH FR,

level=error msg="Error backing up item" backup=velero/monitoring error="timed out waiting for all
PodVolumeBackups to complete"
error.file="/go/src/github.com/heptio/velero/pkg/restic/backupper.go:165"
error.function="github.com/heptio/velero/pkg/restic.(*backupper).BackupPodVolumes" group=v1

restic_timeout FIBRIE N — /NI, IERILUA RBIERIBINIXNSEE, EEE, BNETESER RO

HEHE R
Pt

1. £ OpenShift Container Platform web 125 # 5:fiiE Operators - Installed Operators,
2. = Migration Toolkit for Containers Operator,
3. 1E MigrationController 1% I # /2 migration-controller,

4. £ YAML iR TR, BEHUTSHIE -

spec:
restic_timeout: 1h ﬂ

Q BMETEh M) . m (9 #Fs () , 5150 3h30m15s,

5. mi Save,
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INRIRERAHRABIEE R RN S EIEIIEKR, 7 MigMigration CR

o
i o Bl

status:
conditions:
- category: Warn
durable: true
lastTransitionTime: 2020-04-16T20:35:16Z

message: There were verify errors found in 1 Restic volume restores. See restore "<registry-

example-migration-rvwcms"

for details ﬂ

status: "True"
type: ResticVerifyErrors 9

Q R4 B 38E T Restore CR &,

Q ResticVerifyErrors @ — M2 ER IR —REFRE S R,

BIREILER T & S BERIL R KL,

RE LIRS T Restore CR, LUHRIEUIBRLIGIEFEIRBISEIR,

1 BEREIBEIER,

2. &A% Restore CR :
I $ oc describe <registry-example-migration-rvwcms -n openshift-migration
HiH AR A PodVolumeRestore 212803 A M5,

it B

status:

phase: Completed

podVolumeRestoreErrors:

- kind: PodVolumeRestore
name: <registry-example-migration-rvwcm-98t49>
namespace: openshift-migration

podVolumeRestoreResticErrors:

- kind: PodVolumeRestore
name: <registry-example-migration-rvwcm-98t49>
namespace: openshift-migration

3. && PodVolumeRestore CR:

KERUTEE

5510 = SRR

105



OpenShift Container Platform 4.8 R IBITEEH (MTC)

I $ oc describe <migration-example-rvwcm-98t49>
i PRI T 0 SRS Restic pod.

it Bl

completionTimestamp: 2020-05-01T20:49:12Z
errors: 1
resticErrors: 1

resticPod: <restic-nr2v5>
4. #%& Restic pod HEMUERKE IR ¢

I $ oc logs -f <restic-nr2v5>

10.4.2.7. MJSH T root_squash B NFS 7 th TR B Restic FUBREE R

INRIMBIM NFS ZiETHEUE, FHEAT root_squash, Restic 251 E nfsnobody, E3&HH
T EBHIFR, Restic pod HEH R TEIR,

it Bl

backup=openshift-migration/<backup_id> controller=pod-volume-backup error="fork/exec
/usr/bin/restic: permission denied" error.file="/go/src/github.com/vmware-
tanzu/velero/pkg/controller/pod_volume_backup_controller.go:280"
error.function="github.com/vmware-tanzu/velero/pkg/controller.
(*podVolumeBackupController).processBackup”
logSource="pkg/controller/pod_volume_backup_controller.go:280" name=<backup_id>
namespace=openshift-migration

&7 LLEIS N Restic BN FRAHFGA ID 112 MigrationController CR & 5L 3 2 R AN 0] i,

ff

L=

S

1. 7 NFS #Zfi £ Restic BJ&#M 3T,
2. £ NFS B EiXiE setgid fi, LUEHKEHRRBEIL

3. ¥ restic_supplemental_groups SHRNINEEH B 752 LB MigrationController CR ;&

spec:
restic_supplemental_groups: <group_id> ﬂ

@ =xixEAD,
4. %1 Resticpod EfF, LUMENAEH,

10.5. [ER—1NEF

TZRILAME R MTC web &5 CLI BVR TR,
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LA AF B ERER,

10.5.1. /8 MTC web $Z#HI & 0E:T#%

& 7] LUE A Migration Toolkit for Containers (MTC) web $HI& EIAER.

A=

UTFRREBEIBNMEZERF, DUEEEESTH (DVM) KU HITHEI
o FEMRS CRFBEIRER)
e Secret CR (RFMBERE)
e Rsync CR (JR%ZEf)

XEFRARMENR, SR UFHEREN],

IR ERINZTRBEER TR, N&BHERRIGES PR,

WIRNRRFEIBRNEHEILE, BoENRER, LB A SR BIER,
MRNARFEIRIRPEEEL, WARELER, EARKNBEFDATERERHIZIT,

AR

1. £ MTC web #%& A = Migration Plan,

2. R EBITK 551719 Options 3., F1E Migration Ti%# Rollback.

3. 5= Rollback F# & OATMH.
1E5E#% 1T X#E 4 E 7R Rollback succeeded,

4. BUFRERER OpenShift Container Platform Web 22 & R 2B RINENER :
a. = Home - Projects,
b. RIEBHIIEEFHIRE,
c. 7£ Routes &4, =il Location KiFN ARRF RS ERIZIT.
d. = Workloads —» Pods F%1E pod @ BIEI BRI & ZE R FiE1T,

e. M= Storage — Persistent volumes i\ EFAE % T HOTRHIFAMES,

10.5.2. FRAGHTHRELRRTHS
1A U@ Man S TSR A2 MigMigration B E X ¥R (CR) kERTER.
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A=

UTFRRBEIBNGMEZERF, LUEEEESTH (DVM) KU HITHI
o FEMRS CRHFBEIRER)
e Secret CR (CRMBRERE)
e Rsync CR (JR%&Ef)

XEFRARMENR, SR UFHEREN],

NREFRERIZTHERBERITR, NS BshEREIGER PR,

WIRN RRFEIBRNEHZILE, BeEVRER, LB A SRS EER,

MRNARFEIRIRPEEEL, WAFELER, EARKNBEFDATERERSIZIT,

¥ =
1. RIBLUTFRHBIOIE—/ MigMigration CR :

$ cat << EOF | oc apply -f -
apiVersion: migration.openshift.io/vialphai
kind: MigMigration
metadata:

labels:

controller-tools.k8s.io: "1.0"

name: <migmigration>

namespace: openshift-migration
spec:

rollback: true

migPlanRef:

name: <migplan> ﬂ
namespace: openshift-migration
EOF

ﬂ 15 € <A MigPlan CR & #5,

2. FEMTC web &G H, BIETHHTE KRES S MBS FEER,

3. WIEEBMIE HRESHFETREMF, HENARFRESERZT,.

10.5.3. FHEIE TR
RAT L@ IR stage pod FHERNEE L FRAR R Sk F 57 EVA R0 E R,
MNRIERINZTHERER TR, TS BMRELGER R R,
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Gk

o FLEME (RABIREERE)
e Secret CR (RFIBEREEE)
e Rsync CR (JR%EE¥)

XEFRARMENR, SR UFHEREN],

1. MHBRAR B &EBE R stage pod :

HEEEESIZRKW (DVM) F, UTHIRERRBEIZHGEZER AP

5510 = SRR

I $ oc delete $(oc get pods -I migration.openshift.io/is-stage-pod -n <namespace>) ﬂ

Q MigPlan CR F#5E#I 6 & 22 A,

2. BIFEIART BEIETERSS, EREFHPEUEHINARERS

I $ oc scale deployment <deployment> --replicas=<premigration_replicas>

Deployment CR #1#J migration.openshift.io/preQuiesceReplicas ;X fi# T /R T &I A% :

apiVersion: extensions/vibetal
kind: Deployment
metadata:
annotations:
deployment.kubernetes.io/revision: "1"
migration.openshift.io/preQuiesceReplicas: "1"

3. BIEN AR pod @B EIRERFHIZIT :
I $ oc get pod -n <namespace>

HAth B IR
o i Web 255 MEEEH R Operator
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