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IIASCHEATEERR D A, ZLIE SRR GRS meolE, MRMFMAY. MR EE. FH/
AR5 Rom, AR RN BREHERR, SRR RS, R AL, ARIEER R AR B8,

- =Y CA

CTHE R F — LR AN M SR R I I SR A B B 2.

H#H=

LIRS ET ATELINE R ER @1 Telemetry # Insights Operator £ ZEINEREIE, LIRFAENA I FE, 4118
AREARLIL BN ARG LS EFEKERZENMEBLRE, ZRBUEHESHFKEREFHTHEREVSRE
BFAXLIE” MBER, NEBRRINEGXLES KRN .

B=h

IERRER SR L E=H A, BIKRE. SHFIEMEZNFEESIE.

R PRl S MR AR EBERE
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https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.8/html-single/monitoring/#monitoring-overview_monitoring-overview
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] LR B
Operator,

B A2 (2 R 1R S PR B9 BAZE A OpenShift Container Platform Telemetry #1 Insights

4.2. TRIEi2 R I R IR R RO

ENEEN,

IRA] LAEE Telemetry # Insights Operator WEHIFE T,

4.2.1. 7R Telemetry W EEHIEIE
IR LLEE Telemetry YRS BIERBEFNZH (A RIS [A] B U B4,

FRFM

e L% OpenShift CLI (oc) o

o EBfERAES cluster-admin A5} cluster-monitoring-view B &I - &K £,

it

1. EI7E OpenShift Container Platform &E£/iZ1TH) Prometheus ARZ5HI URL :

$ oc get route prometheus-k8s -n openshift-monitoring -o jsonpath="{.spec.host}"

2. ViRl URL,

3. 7E Expression A A& 54 F X Execute :

{_ name__=~"cluster:usage:.*|count:upO|count:up1|cluster_version|cluster_version_available_u
pdates|cluster_operator_up|cluster_operator_conditions|cluster_version_payload|cluster_install
er|cluster_infrastructure_provider|cluster_feature_set|instance:etcd_object_counts:sum|ALERT
S|code:apiserver_request_total:rate:sum|cluster:capacity_cpu_cores:sum|cluster:capacity_mermr
ory_bytes:sum|cluster:cpu_usage_cores:sum|cluster:memory_usage_bytes:sum|openshift:cpu_
usage_cores:sum|openshift:memory_usage_bytes:sum|workload:cpu_usage_cores:sum|worklo
ad:memory_usage_bytes:sum|cluster:virt_platform_nodes:sum|cluster:node_instance_type_coL
nt:sum|cnv:vmi_status_running:count|node_role_os_version_machine:cpu_capacity _cores:sum
node_role_os_version_machine:cpu_capacity_sockets:sum|subscription_sync_total|csv_succee
ded|csv_abnormal|ceph_cluster_total_bytes|ceph_cluster_total_used_raw_bytes|ceph_health_s
tatus|job:ceph_osd_metadata:count|job:kube_pv:count|job:ceph_pools_iops:total|job:ceph_pool
s_iops_bytes:totalljob:ceph_versions_running:count|job:noobaa_total_unhealthy buckets:sum|j
b:noobaa_bucket_count:sum|job:noobaa_total_object_count:sum|noobaa_accounts_num|noob
aa_total_usage|console_url|cluster:network_attachment_definition_instances:max|cluster:netwao
rk_attachment_definition_enabled_instance_up:max|insightsclient_request_send_total|cam_apy

_workload_migrations|cluster:apiserver_current_inflight_requests:sum:max_over_time:2m|clust

er:itelemetry_selected_series:count”,alertstate=~"firing|"}

EIHE# Telemetry X IETEjZ21TH9 OpenShift Container Platform ££2£# Prometheus BRZ5FR

MBgiER, FREIA Telemetry YWEM TZEER H]F 5 £,

4.2.2. i 7% Insights Operator I EHE
KRB LLEE Insights Operator AR HIELIE.

FoRFH

14


https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.8/html-single/support/#opting-out-remote-health-reporting

P 4 F @ EEER TR R T
o (HFHEZH cluster-admin A& A &EEE,

iz
1. 7 Insights Operator Z3 HRIIEFEIZITH pod B9 H :

$ INSIGHTS_OPERATOR_POD=$(oc get pods --namespace=openshift-insights -o custom-
columns=:metadata.name --no-headers --field-selector=status.phase=Running)

2. 8l Insights Operator ENRITHIEER :

I $ oc cp openshift-insights/$INSIGHTS_OPERATOR_POD:/var/lib/insights-operator ./insights-
data

Insights Operator &3EF#4 A 7E insights-data B #Z,

4.3. NME iz @Rk S
A A T o SRR BN 5 FB 1 R B,
B AR RS, R
1. 1532 RER pull secret, LUBARLTIRRREH L,

2. BEITERE, DMERAXMEREM pull secret,

431 ZERATERRIRENER
£ OpenShift Container Platform &, AP RILLEFERIREFERE R, B2, 88 EENEER IR
SR N ERE, WEFIREEGXZRE, RANEFT# SR SN, EENER LA EE
FRMEIT P FIAF) T 72, FF1E Red Hat OpenShift Cluster Manager ARZS 1R BEEEBE R ELUT 15 4R 54852k
g R, BMEREREINEREPREAXNIIE, A IMNEERBERN R /S A REE
AERREIEE, . XFFEEATEEINMEHRS S5 OpenShift Container Platform JI2RH #%, FXT
7 & [ U B IR R N
MERNEAEENEEN - LRI -

o MNREHRRMAE, IIBFHIEERETMANRERD, UKREHERFHRRRKRT,

o /[IENTEFEREBEREREF Y RE/FER, BEAFEFIANHNHKEENEE.

® Red Hat OpenShift Cluster Manager §70/& B R EHIERBEIE, SERRIMEABRER.

WA EIERBRIREIIRE, BN FOET console.redhat.com FEEhH A BT FIIEHE B,

ENETEZBRMLEH, Telemetry # Insights BB @i EMRE B IERRE.

4.3.2. 5L BER pull secret, UZRLERERIRS

R BRI B 2 BEEE pull secret, UEREREERE, ZIRIEFRANZA Telemetry # Insights
Operator,

FRFMH
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https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.8/html-single/support/#insights-operator-new-pull-secret_opting-out-remote-health-reporting
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o ATLUFEAEA cluster-admin B&MAE iR EEE,

T
1. IELBEE pull secret FEEIAMSTH RS,

I $ oc extract secret/pull-secret -n openshift-config --to=.

2. TEXAYREESR SRR T 28 .dockerconfigjson XX {4,

3. Mk cloud.openshift.com JSON &8, 0 :

I "cloud.openshift.com™:{"auth":"<hash>","email":"<email_address>"}

4. REFVZM,
WAE, WATLAERER, EREWNEM pull secret,

4.3.3. B HE&Ef pull secret
e LUR T B M BT8Y pull secret ST INETHY pull secret REBEFHEEHL R pull secret,

LR EREMB registry FHEFRGEMAFE A RESEPM registryff, FEXMITIE,

FeREH
o RETLUFEAEZR cluster-admin A& i A& EE,

i =
1 EE - BYEETE pull secret MEINZEIELA pull secret A1, HSERIATHEE ¢

a. HIALL TR TE pull secret :

$ oc get secret/pull-secret -n openshift-config --template='{{index .data
".dockerconfigjson" | base64decode}}’ ><pull_secret_location>

ﬂ R4 pull secret XHRIERE,

b. HIALLT6p 4 3RANME pull secret :

$ oc registry login --registry="<registry>" \
--auth-basic="<username>:<password>" \
--to=<pull_secret_location>

REEHTH registry, EAILIER—1 registry FEESNHECE, F40 @ —-registry="
<registry/my-namespace/my-repository>",

RIEH registry BIER.

R4 pull secret XHRIERE,

o0 o
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A, BT L pull secret SXEHITFENEH,
2. MIALLT oS NENEREHLBE pull secret :

$ oc set data secret/pull-secret -n openshift-config --from-file=.dockerconfigjson=
<pull_secret_location>

ﬂ REH pull secret THMIERE,
VR ERET R, JEFEE—LNE, EFBURTEREKX/N,

M OpenShift Container Platform 4.7.4 FF1&, *f 2/ pull secret BN ABALAL
TRPFZEHES,

4.4. {FFH INSIGHTS & Pl &£ chay|n] i

Insights &R & 24T Insights Operator X EXMIEIE, OpenShift Container Platform F F B LATE Red Hat
Hybrid Cloud Console L&Y Insights Advisor ARZS 1 G RIR &

4.4.1. X7F OpenShift Container Platform BJ Red Hat Insights Advisor

& LUE A Insights Advisor & F1 1% OpenShift Container Platform B MBEERIRES. TIERX
SFHEANEHAR SERNEMIPIERX, BTN EARERFMRSATRE. B, RSN
Eljﬁo
Insights REEFH—1 ZV WEUIREEKEE D47 Insights Operator & EHIEIE, XR2AF OpenShift
Container Platform & FRIIREHFRMEE, AT, EHIBIEN £1£ 2] Red Hat Hybrid Cloud
Console £H Insights Advisor fRSS, AT LAHUTLAT#24E -

o HESHZRERIMIIEE,

o ([FRATSENTIEINGE, MERMAIXLEREIL

o THMELAXHFREIL, THRE(IFENNKIFEMAER, HINENAIRERESERIRRS
e

o SHMAMBMBERESFLR,

4.4.2. 7 f& Insights Advisor Ei¥

SEAT R RASER, CIITe RENRS TR, B, HeEREMER A M, XEER
57 Insights Advisor IR, HIEUTER :

e Name : BXEIUMFEZHR
® Added: TEFE WA E Insights Advisor V44
e Category: NHERE BTN RS ATRAM. B, ML MEEK A ER

e Total risk: MM ELRUIZRIEE A T ESINTEY 7B RERIE, URKZEUTERB XRIFN 2
)
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https://console.redhat.com/openshift/insights/advisor/
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e Clusters : IO EIBINHIERTIR
e Description : XN AN EEME, SIEEN BRI

® Link to associated topics:ZLIEHIHEXE 2

4.4.3. GRER P RETE R

AT T 1A 7 Red Hat Hybrid Cloud Console _£BY Insights Advisor & (77K Insights /&

HER, Insights REESMENERF ETRHEHER, JEERTRERSWY, MEFERT MR, =
KT — DRI

SERFEH
o RREELETE Red Hat Hybrid Cloud Console #3E#,
o SHTIERERE (XRBIANKE) .

o ZEXE| Red Hat Hybrid Cloud Console,

it =

1. # A Red Hat Hybrid Cloud Console _£#J Advisor - Recommendations,
RIBELER, Insights Advisor R LR TZ—

o MR Insights AL IEM A, NFRKINTERIEIL,
e Insights BB AIREGISR, BNEHH (K. . EZN™E) .

® Noclustersyet, IR Insights & B HER. XTONMKREERBHRE. FMHEEIE
E?é[—”:_LEﬂFﬁno

2. MR EREMFE, EREFREEIEE > IR T BESZIFE,
RIFBEAF, FAERLALUEERBABEXLNUNES(E R,

4.4.4. 5 7RFRA Insights Advisor 1Y
FINER T, Recommendations ML RERFFRNEINEI, BZ, EAILEE advisor JTHEHHY
A&
SoRFEH
o FRTIEEERKE (XRMIAXE) .
o LEETE Red Hat Hybrid Cloud Console £

o ZEXE| Red Hat Hybrid Cloud Console,

it =

1. # A Red Hat Hybrid Cloud Console _£#J Advisor - Recommendations,

2. $ Clusters Impacted # Status i3 23351089 X BT,
WAE, ERILAN SR BEBIRTE BRI
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https://console.redhat.com/openshift
https://console.redhat.com/openshift
https://console.redhat.com/openshift
https://console.redhat.com/openshift
https://console.redhat.com/openshift/register
https://console.redhat.com/openshift
https://console.redhat.com/openshift

B 4 E A E R TR R TR

4.4.5. 2 Insights Advisor 1
A IR ARMEFENEFREIN, UEeTBHNERS ., TURARNEESMAERNEI

BRNPAESEBENEINLERTHRESEH.

SERFEH
o HHTIERERE (XRBMIANKE) .
o REEELETE Red Hat Hybrid Cloud Console #3E##,

o ZEXE| Red Hat Hybrid Cloud Console,

Y=

1. # A Red Hat Hybrid Cloud Console _£HJ Advisor - Recommendations,
2. REZEANEBINEN, BFERRS—HEI@E,
3. BRBEANEENEI

a. R 1Z&EEH Options , ARG = Disable recommendations for cluster,
b. HAUIBAF T &RTF,

4. ZAMBSREFNEI
a. = Actions — Disable recommendations,

b. HIAULBAF # i &REF.

4.4.6. )5 A2 BIZ2 M Insights Advisor &1
URTESERHNEZRAT —PMEIUE, HEARBEEAEZ Insights Advisor FEIEIL, EATLLESULIT N,
SERFEH

o SHTIERERE (XRBMIANKE) .

o RREELETE Red Hat Hybrid Cloud Console #3E#,

o ZEXE Red Hat Hybrid Cloud Console,

1. # A Red Hat Hybrid Cloud Console _£#J Advisor - Recommendations,
2. % Status — Disabled T 81,

3. HEE AR
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https://console.redhat.com/openshift
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4. mifi Options FH# , $AJE = Enable recommendations,

4.4.7. 7f web 12§ & # 7R Insights K&

Insights REE DT IEHIEEEE, A LIFE OpenShift Container Platform web $%I& & B R B IHFINEREE
FERERRS, RS ERAE LG FREEE, LUKk OpenShift Cluster Manager iz &5 BI5EE,

FERFH
o EB¥TE OpenShift Cluster Manager A3EMf,
o FRATIZEERRE (XERBRINXE) .

o B E[fiE| OpenShift Container Platform Web #2415,

i =

1. £ OpenShift Container Platform Web & #i# A Home - Overview,

2. R Status F_EB Insights,
HHE O T RN G 2 HAEE R, KREMIIEH|IHEE Insights Advisor REIFTAEELL
UEREZIFIE,

4.5. /A INSIGHTS OPERATOR
Insights Operator R E MK EFAMMIRRTER, MEM/NEIEREXLEHRE XEERTL

LINEITEERE, TIRM T Telemetry IRE TR ABEHE. OpenShift Container Platform 7 & LATE
Red Hat Hybrid Cloud Console £ Insights Advisor fR%% & Rk,

HiBR
® Insights Operator AN REH A, MREFELEFTERLRRERE, HSATERILE
BRI,

e HX{HA Insights Advisor KIERF PRI ESER, HESEMA Insights R &R EYA

2

4.5.1. 7 Insights Operator 714

Insights Operator fHE IR F E1EEEEM openshift-insights i & 2 A h M ERG, EAIUTEHHAE
% Insights Operator AR HIEHIE.

FREH
o FHEZXR cluster-admin B &I £,

iz
1. 7 Insights Operator B3 IEFEiZ1THI pod I H :

$ oc get pods --namespace=openshift-insights -o custom-columns=:metadata.name --no-
headers --field-selector=status.phase=Running
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https://console.redhat.com/openshift
https://console.redhat.com/openshift
https://console.redhat.com/openshift/insights/advisor/
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.8/html-single/support/#opting-out-remote-health-reporting
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.8/html-single/support/#using-insights-to-identify-issues-with-your-cluster

B 4 E A E R TR R TR

2. 8l Insights Operator ENRITHIEER :

$ oc cp openshift-insights/<insights_operator_pod_names>:/var/lib/insights-operator ./insights-
data

Q 1% <insights_operator_pod_name> &}y E—ay$ s pod &I,

Insights Operator &3EF#4 A 7E insights-data B %,

4.5.2. & & Insights Operator W FFLEHT (]

IR AT LAEE Insights Operator WEFEMH S 2HE BATERMNTE, XBBTFE T # Insights Operator
VR AIE R A Insights Advisor B[R],

FeRFH
® Insights Operator 4B &I A,

Y=

1. 7£)9#47h, #T7F /insights-operator/gathers.json,
X85 Insights Operator ERIEFIRK :

{

"name": "clusterconfig/authentication”,
"duration_in_ms": 730, ﬂ
"records_count": 1,

"errors™: null,

"panic": null

}
Q duration_in_ms 28 MREREMNRE (Z)

2. RESMMEREESHERERBR.

4.6. EXZ RSP ERLZERIREG
IRE LLF IR £ 1% Insights Operator 7744, LUE M 32 FR P44 FRiZ I A] &,
BEEZRMLAHER Insights Operator, &AM :

e % Insights Operator JR4BIBRIA,

® f¥ Insights Operator F44 L {ZE| console.redhat.coms

B4, A LOEFETE _E (LR R LN EE Insights Operator 38,

4.6.1. 3217 Insights Operator W52 1F
WITHE TR EIRVEEBIEE Insights Operator 7744,
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FRFH

e Ll cluster-admin /" 519 & 5 OpenShift Container Platform,

A
1. ERLER G2 SN gather-job.yaml B934 :

apiVersion: batch/v1
kind: Job
metadata:
name: insights-operator-job
annotations:
config.openshift.io/inject-proxy: insights-operator
spec:
backoffLimit: 6
ttiSecondsAfterFinished: 600
template:
spec:
restartPolicy: OnFailure
serviceAccountName: operator
nodeSelector:
beta.kubernetes.io/os: linux
node-role.kubernetes.io/master: ™"
tolerations:
- effect: NoSchedule
key: node-role.kubernetes.io/master
operator: Exists
- effect: NoExecute
key: node.kubernetes.io/unreachable
operator: Exists
tolerationSeconds: 900
- effect: NoExecute
key: node.kubernetes.io/not-ready
operator: Exists
tolerationSeconds: 900
volumes:
- name: shapshots
emptyDir: {}
- name: service-ca-bundle
configMap:
name: service-ca-bundle
optional: true
initContainers:
- name: insights-operator
image: quay.io/openshift/origin-insights-operator:latest
terminationMessagePolicy: FallbackToLogsOnError
volumeMounts:
- name: snapshots
mountPath: /var/lib/insights-operator
- name: service-ca-bundle
mountPath: /var/run/configmaps/service-ca-bundle
readOnly: true
ports:
- containerPort: 8443
name: https
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resources:
requests:
cpu: 10m
memory: 70Mi
args:
- gather
--v=4
- --config=/etc/insights-operator/server.yaml
containers:
- name: sleepy
image: quay.io/openshift/origin-base:latest
args:
- /bin/sh
--C
- sleep 10m
volumeMounts: [{name: snapshots, mountPath: /var/lib/insights-operator}]

. &%l insights-operator 2 &R A :
I $ oc get -n openshift-insights deployment insights-operator -o yami
. FHEBIEE R IR ARG 2] gather-job.yaml A :
initContainers:
- name: insights-operator
image: <your_insights_operator_image_version>

terminationMessagePolicy: FallbackToLogsOnError
volumeMounts:

. DI -
I $ oc apply -n openshift-insights -f gather-job.yaml
. BRI pod 9B :

I $ oc describe -n openshift-insights job/insights-operator-job
I

Events:
Type Reason Age From Message

Normal SuccessfulCreate 7m18s job-controller Created pod: insights-operator-
job-<your_job>

H b insights-operator-job-<your_job> & pod B &R,
L BIHRER B ETM ¢

I $ oc logs -n openshift-insights insights-operator-job-<your_job> insights-operator

A
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I 10407 11:55:38.192084 1 diskrecorder.go:34] Wrote 108 records to disk in 33ms

7. REQIENIAY

8.

$ oc cp openshift-insights/insights-operator-job-<your_job>:/var/lib/insights-operator
/insights-data

BB -

I $ oc delete -n openshift-insights job insights-operator-job

4.6.2. t1% Insights Operator 7744

IR BT LU Insights Operator R4 F 5 £ E| console.redhat.com, LUZBTETERI A,

FERFH
e Ll cluster-admin 5 519 & 5 OpenShift Container Platform,
o A —/NEEEIKM; R PREIA T FiL,
o REBIET Insights Operator TR,
ik
1. F#: dockerconfig.json 3Z{4 :
I $ oc extract secret/pull-secret -n openshift-config --to=.
2. E#I&k 8 dockerconfig.json XX {4 "cloud.openshift.com” "auth" 5 :
{
"auths": {
"cloud.openshift.com”: {
"auth": "<your_tokens>",
"email": "asd@redhat.com”
}
}
3. FER EfZ R console.redhat.com :

24

$ curl -v -H "User-Agent: insights-operator/one10time200gather184a34f6a168926d93c330
cluster/<cluster_id>" -H "Authorization: Bearer <your_token>" -F
"upload=@-<path_to_archive>; type=application/vnd.redhat.openshift.periodic+tar"
https://console.redhat.com/api/ingress/v1/upload

Heh <cluster_id> 258 ID, <your_tokens EXH pull secret BI55HE, <path_to_archives 2
Insights Operator JHR4HIER R,

INRIEIERTD, ZpHRERE "request_id" #1 "account_number" :

oA


https://console.redhat.com
https://console.redhat.com

56 4 F BRI TR R i
* Connection #0 to host console.redhat.com left intact

{"request_id":"393a7cf1093e434ea8dd4ab3eb28884c","upload":
{"account_number":"6274079"}}%

1. &XE https:;//console.redhat.com/openshift,
2. mEMmEIRAE Cluster 35,

3. BERRERHEE, REHEMT.
4. FTFFEEEH Insights Advisor 1E1E,
IR ERRTH, HERERUTEZ— :
e MR Insights Advisor &8 L HUEM A&, KEREMERSEL TAREEIL
e Insights Advisor I BIBRIIZIZR, BN ZIHES (B, . EEFMTE)
4.6.3. J5 A Insights Operator #iEE #4018

AT LS BRI, DURRRENRR. =1iRAIR IPv4 Hitit AR Insights Operator A 35 E|
console.redhat.com BYEEE¥ Efitiss,

Digk

==
[=]

AR A, BIERINERRELRSEARIZFH KL,

BERIANIE RSV E D BL A SRR IPv4 Htilt, HERARBEAFEPRILMSE, TEBIBLER
console.redhat.com Z &I, TEEA Insights Operator IF#4 S IP ik B el AR bR A

S FERBEEG, BMOERGEIRBERNERG FFERFH, B, cluster-
api.openshift.example.com %%/ cluster-api.<CLUSTER_BASE_DOMAIN>,

LUF R %2/ F openshift-config 4% 22 [B] Y support secret /5 FIRE.
SeRFH

e L) cluster-admin F /' &1 &% E| OpenShift Container Platform Web &,
ik

1. 5% Workloads — Secrets,

2. % openshift-config T H,

3. {8 Search by name F %138 support secret, MIRFFE, 1Hmifi Create » Key/value
secret &,

25
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4. m=ili Options 3 & , ARG = Edit Secret,
5. ¥ Add Key/Value,
6. fll#% ) enableGlobalObfuscation #9%#, N true, A= Save,
# A Workloads » Pods
8. 1%#¥ openshift-insights 11 B,
&

¥ insights-operator pod,

10. EEJZ insights-operator pod, == Options 3 , A5 = Delete Pod.

1. FMZEl Workloads - Secrets.,

2. 1% openshift-insights T H,

3. {8 Search by name FE&# 58 obfuscat ion-translation-table secret,
02 obfuscat ion-translation-table secret %77€, N5 MAREHFEE I,

&, EAILATE Insights Operator 74412 % /insights-operator/gathers.json BJ{E
"is_global_obfuscation_enabled": true,

Hith BT
o HNFEH XM TEL Insights Operator FHEMNEZER, 1ESMH LT Insights Operator W& HIZL
}EQ
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https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.8/html-single/support/#insights-operator-showing-data-collected-from-the-cluster_showing-data-collected-by-remote-health-monitoring

B 5 B WERERHER

55 F WEKREHE
TEIR R AL B R R R EHE R, AT LAESBhZLIE I fr N IR AT HERR IR R,
BRI IR M
e {#FH oc adm must-gather 55 YK HIEIE
o [IE—HEYSREE ID

5.1. xF MUST-GATHER T &
oc adm must-gather CLI (s S RIINE R BB FRARFENERHER, % :
o FHRE L
e RFAE
FINERT, oc adm must-gather 63 {5 FARINRIEH R, HEA ./must-gather.local,
A4, EALERSENSRZTHTRREEFKER, WELITER2 AT

o EBREE—PHRLNFEINBENEXIEIE, 15EMA -image SEFESR, NLLTERD AR,
o -

$ oc adm must-gather --image=registry.redhat.io/container-native-virtualization/cnv-must-
gather-rhel8:v4.9.0

o EWLEHITHRE, 1EF M -- /lusr/bin/gather_audit_logs 2%, LTI R,
BN

I $ oc adm must-gather -- /usr/bin/gather_audit_logs

@ E,E
| FEARINERESHN—ED, TRWEHITBERENIHIIKRN,

L1%i21T oc adm must-gather I, 28 IIEH P OB — N BREN B FFHIFT pod, 1E1% pod LUK
SHBUE, FHREFZELL must-gather.local FFLHI— PN ETERA, EREYFITEBERPOIE

flan :
NAMESPACE NAME READY STATUS RESTARTS AGE
openshift-must-gather-5drcj must-gather-bklx4 2/2 Running 0 72s

openshift-must-gather-5drcj must-gather-s8sdh 2/2  Running 0 72s

5.1.1. HAMEZFFIRE BN ERIFIE
& A £ oc adm must-gather CLI f5 5 R X ERERNFHE R,
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FeREH
o FHEZR cluster-admin B &I 1 £EE,

e B %% OpenShift Container Platform CLI (o¢).

ik
1. # A7=f% must-gather 2iEH B %,
' MREBFFERAZREMEE, NIFEHITHANSE, NREHEENERFRCER—
MEER CA, BE LI MEER CARMEIER A, X FZIRMLARIFT
. BEE, s AL must-gather SRR 1E N RIKTR.
I $ oc import-image is/must-gather -n openshift
2. 1217 oc adm must-gather f5% :
I $ oc adm must-gather

p= Y=
- E XN FERBRINSIEFE— N control plane T8, AL pod ATRES AR
Z|4:F NotReady #1 SchedulingDisabled X2 control plane 77 s,

a. fORELaHRI, B0, BLEEESREFFIE pod, NIEM oc adm inspect &% R INESF
EHRIE R,

THIRES LB ST R LURBUEF IR B BTRE B

3. MIINIFEEEY T 4E B P A28 must-gather B RO — DN ESES0 4, B0, 1A Linux &4F
REBITEN LZTUTRS -

I $ tar cvaf must-gather.tar.gz must-gather.local.5421342344627712289/ €))

Q %50 5% must-gather-local.5421342344627712289/ £ i /5L B £ & 5.

4. FELLNEE 11 Hp o IR B Im] A A b 20 S48

5.1.2. WEE XK ENREREIE

&0l 877 % oc adm must-gather CLI 955 --image =X --image-stream S35 & AR KER XFE
TheeryiiifE 2. must-gather TEX LN, SXFEEERTRBITZITEN P RRES N IREREIE.

3 5.1. T must-gather Hifk
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Image Hi

registry.redhat.io/container-native- OpenShift Virtualization BIEE ISR
virtualization/cnv-must-gather-rhel8:v4.8.7

registry.redhat.io/openshift-serverless- OpenShift Serverless BFIEEINE,
1/svis-must-gather-rhel8

registry.redhat.io/openshift-service- Red Hat OpenShift Service Mesh BIEIEINE,
mesh/istio-must-gather-rhel8

registry.redhat.io/rhmtc/openshift-migration- ~ MTC FZIEIEE,
must-gather-rhel8:v1.7

registry.redhat.io/ocs4/ocs-must-gather-rhel8  Red Hat OpenShift Container Storage FIZ IS,

registry.redhat.io/openshift-logging/cluster- OpenShift Logging BB S
logging-rhel8-operator

registry.redhat.io/openshift4/ose-local- Local Storage Operator BI$#EIIER,
storage-mustgather-rhel8

B INERMRIE EIHRESIE A ML must-gather #3E, 157N --image-
stream=openshift/must-gather 23,

FeREH
o FHEZXR cluster-admin B &I £,

e B %% OpenShift Container Platform CLI (o€).

T
1. #E ATZf% must-gather 21 E %,

2. ERA—1=% 1 --image =X --image-stream Z#;21T oc adm must-gather 5%, 40, &M
LUF ap 5 e ISR BRIV BEEUIEFD OpenShift Virtualization $FEE & -

$ oc adm must-gather \
--image-stream=openshift/must-gather \ ﬂ

--image=registry.redhat.io/container-native-virtualization/cnv-must-gather-rhel8:v4.8.7 g

ﬂ 2R\ OpenShift Container Platform must-gather £ {5

9 OpenShift Virtualization BJ must-gather 53§
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AT LUKt must-gather TE SN SEEBECER, LURESREH S OpenShift Logging #1 Red
Hat OpenShift Logging Operator #XBIEHE, *fF OpenShift Logging, iZ{TLAT& 4 :

$ oc adm must-gather --image=$(oc -n openshift-logging get deployment.apps/cluster-

logging-operator \
-0 jsonpath='{.spec.template.spec.containers[?(@.name == "cluster-logging-
— health
—— indices
—— elasticsearch-cdm-Ip8I38m0-1-794d6dd989-4jxms
—— logs

operator")].image}’)
— latest_documents.json
|— elasticsearch-cdm-Ip8I38m0-1-794d6dd989-4jxms

il 5.1. OpenShift Logging B must-gather i =l
— cluster-logging
F—clo
—— cluster-logging-operator-74dd5994f-6ttgt
—— clusterlogforwarder_cr
—— cr
—— Csv
—— deployment
—— logforwarding_cr
— collector
| |— fluentd-2tr64
F—eo
—— Ccsv
—— deployment
—— elasticsearch-operator-7dc7d97b9d-jb4r4
—— nodes
— install

— cluster-elasticsearch
— aliases
—— thread_pool
—cr

F—es
—— nodes_stats.json
—— co_logs

— install_plan

—— olmo_logs

—— subscription

L— kibana

—— cr
kibana-9d69668d4-2rkvz

— cluster-scoped-resources
L— core

— nodes

| —ip-10-0-146-180.eu-west-1.compute.internal.yaml
L— persistentvolumes

— pvc-0a8d65d9-54aa-4c44-9ecc-33d9381e41c1.yaml
— event-filter.html
—— gather-debug.log
L namespaces

— openshift-logging
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— apps
—— daemonsets.yaml
—— deployments.yaml
— replicasets.yaml|
—— statefulsets.yaml
— batch
—— cronjobs.yam|
—— jobs.yaml
— core
configmaps.yaml
—— endpoints.yaml|
—— events
—— elasticsearch-im-app-1596020400-gm6nl.1626341a296¢c16al.yaml
—— elasticsearch-im-audit-1596020400-919n4.1626341a2af81bbd.yam|
—— elasticsearch-im-infra-1596020400-v98tk.1626341a2d821069.yam|
—— elasticsearch-im-app-1596020400-cc5vc.1626341a3019b238.yaml
—— elasticsearch-im-audit-1596020400-s8d5s.1626341a31f7b315.yaml|
—— elasticsearch-im-infra-1596020400-7mgv8.1626341a35ea59ed.yaml|
—— events.yaml|
—— persistentvolumeclaims.yaml
—— pods.yaml
— replicationcontrollers.yaml
—— secrets.yaml|
—— services.yaml
—— openshift-logging.yaml
—— pods
|— cluster-logging-operator-74dd5994f-6ttgt
|— cluster-logging-operator

L— cluster-logging-operator
L— logs

|
|
| — current.log
|
|

—— previous.insecure.log
—— previous.log
L cluster-logging-operator-74dd59941-6ttgt.yaml
|— cluster-logging-operator-registry-6df49d7d4-mxxff
|— cluster-logging-operator-registry

L cluster-logging-operator-registry

L— logs
—— current.log
—— previous.insecure.log
—— previous.log
—— cluster-logging-operator-registry-6df49d7d4-mxxff.yaml
—— mutate-csv-and-generate-sqlite-db

L— mutate-csv-and-generate-sqlite-db

L— logs

—— current.log
—— previous.insecure.log
—— previous.log
—— elasticsearch-cdm-Ip8I138m0-1-794d6dd989-4jxms
—— elasticsearch-im-app-1596030300-bpgcx
—— elasticsearch-im-app-1596030300-bpgcx.yaml|
—— indexmanagement

L— indexmanagement

L— logs

—— current.log
—— previous.insecure.log
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| L previous.log
— fluentd-2tr64

F— fluentd

L— fluentd
L— logs
—— current.log
—— previous.insecure.log
—— previous.log
—— fluentd-2tr64.yaml
fluentd-init
L— fluentd-init
L— logs
—— current.log
—— previous.insecure.log
—— previous.log

— kibana-9d69668d4-2rkvz

— kibana
L— kibana
L— logs
—— current.log
—— previous.insecure.log
—— previous.log
—— kibana-9d69668d4-2rkvz.yaml
—— kibana-proxy
L kibana-proxy
L— logs
—— current.log
—— previous.insecure.log
—— previous.log
L— route.openshift.io
L— routes.yaml
L openshift-operators-redhat

3. FERA—1=% 1 --image =X --image-stream Z#;21T oc adm must-gather 5%, a0, fEHA
AT ep BRI IR BN SRR EUEH KubeVirt FEE R -

$ oc adm must-gather \
--image-stream=openshift/must-gather \ ﬂ

--image=quay.io/kubevirt/must-gather

ﬂ ZRi\ OpenShift Container Platform must-gather £ {5

9 KubeVirt B must-gather &

4. MIAEBRAHNINI IR must-gather B RO — 4630, Fla0, EEA Linux BIERSH
HENLZITU TGRS -

I $ tar cvaf must-gather.tar.gz must-gather.local.5421342344627712289/ €))

Q %50 5% must-gather-local.5421342344627712289/ & i /5L B £ & 5.
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%5 % KWESHEIE
5. TEZLMEE [ 1P fR O B [a] R R B b e 4 ST

513. WEHITEE

BEHHDREHFITEE, BIRSREMXNEN EBIFNICE, IERETMAF. EEAFHEMRAHNGR
RGN —RIED, ERILURELITHHEITAE !

e ctcd RSS2
e Kubernetes API fR5525
® OpenShift OAuth API iR%5 23

e OpenShift API lR552%

it =

1. f£F3 -- /usr/bin/gather_audit_logs #57i&;iZ1T oc adm must-gather &5
I $ oc adm must-gather -- /usr/bin/gather_audit_logs

2. MIEBRHNINIGIER must-gather Br O — N E4E30 4, B0, EEA Linux BIERSH
HENLZITUTRS -

I $ tar cvaf must-gather.tar.gz must-gather.local.472290403699006248 @)

ﬂ ¥ must-gather-local.472290403699006248 # {1y 5277 B Sk & .
3. TELLNEE P17 R R B )RR B b R ST

5.2. JREXEEE* ID
ERLEZFREE RN, REEEMNM—INAFTSBRAEERER., EALUER OpenShift Container

Platform Web %158 BB &R ID, &4 TJ«M%FH web ?"””rﬁ']"“)?. OpenShift CLI (oc) FIIRENEEE
ID,

FeREH
o FHEZR cluster-admin B &I £,

o iR &EH web A OpenShift CLI (oc) o

it =
o {HM Web #HIAFF X FF I 3 BEhETEEEE D
a. MIERESME (?) help— Open Support Case,
b. Cluster ID IER#BNETE ,
o {HM web #HIAFINIRENER ID :

a. S % Home - Dashboards —» Overview,
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b. Z{HEIETE Details 789 Cluster ID T,

e Z{FF OpenShift CLI (oc) FKEXZEEf ID, HiZITLA TS :

I $ oc get clusterversion -0 jsonpath='{.items[].spec.clusterID}{"\n"}'

5.3. X F SOSREPORT

sosreport —“™"M Red Hat Enterprise Linux((RHEL)#0 Red Hat Enterprise Linux CoreOS(RHCOS)%
GWEREIFE. REGEMZIMIENTIER, sosreport I8t T —FITER A IERINER KT mB921T

E—EERT, LIEXFATRESERENREE OpenShift Container Platform 7 s I 5 sosreport 744,
flan, BN UREFEEERS HEHEMEE IIETE oc adm must-gather Hij B BIFH0 F 17 s BIRFE K
?EO

5.4. /) OPENSHIFT CONTAINER PLATFORM &2 17 R 45 SOSREPORT
BL =

y OpenShift Container Platform 4.8 ££877 s & X sosreport FIE I /5 iEA 2 @1 debug pod.

SeRF M
o AEILUEMESA cluster-admin & &I 10 R,
o MEFEEAIIEHA SSH 1 [FITLRR,
e B%% OpenShift CLI (oc) .
o (EBELINEIETT KB I .,
o MBLIIEEF MK,
o HEA—NIIEXFFFE D,
AR
1 IRERERF T RFUK -

I $ oc get nodes

2. EEWHTREH A= debug Rif. HFTRELHFIMEH—1 % <node_name>-debug HJ
debug pod:

I $ oc debug node/my-cluster-node

TIE B PR m i AT E NoExecute 3R debug &1, 15 dummy & ZEFRIN—1NE
FR, FF7E dummy a4 22 (B F/E5h debug pod :

I $ oc new-project dummy

$ oc patch namespace dummy --type=merge -p '{"metadata": {"annotations": {
"scheduler.alpha.kubernetes.io/defaultTolerations": "[{\"operator\": \"Exists\"}]"}}'
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I $ oc debug node/my-cluster-node

3. ¥ /host i% &7 debug shell HR B, debug pod 1E pod 1 /host F#EE EHLH root ST
RE%, [FREFH /host, ERILLZTENTHITIREPSEH ZHHISTH -

I # chroot /host

1217 Red Hat Enterprise Linux CoreOS (RHCOS) B OpenShift Container
Platform 4.8 £ T A A%, BT Operator KN AL HN, FEIUER
SSH i &EEE T R, 1T mIFRFRICH accessed 15 m. {B2, 1ER OpenShift
Container Platform API Ra[F, K kubelet EBHR T s ETTSERIEE TE, oc 2 1F
MaZEIRM, EXMERT, TLUER ssh core@<nodes>.<cluster_names.
<base_domain> 3 ijj[A] 17 s,

4. J35) toolbox B2y, HATIEIZIT sosreport FTEEHI — 3§l ST FIEHF -

I # toolbox

INR—NBEFED toolbox pod E1E;217, Il toolbox fi & fiH 'toolbox-'
already exists.Trying to start....{# F§ podman rm toolbox- fiifR EE7EiZ T8
toolbox& 2y, FEMITH toolbox BesLLE sosreport &4 H I 7] 7,

5. J5% sosreport 914,

a.

17 sosreport 53 F /5 A crio.all 71 crio.logs CRI-O B235|2 sosreport &5 :

i
I # sosreport -k crio.all=on -k crio.logs=0n ﬂ

Q -k AEEIEBIMEZ A E X sosreport iE4 S,

b. #RRE#R Enter BEAREL,

c. IRELIIELFFRHE ID, sosreport I ID RINEIFREHISTEL R,

d. sosreport ¥iiHHIRHE T VIRSBIAIEBH checksum, AT RAIHIH BB ## A ID 01234567

Your sosreport has been generated and saved in:
/host/var/tmp/sosreport-my-cluster-node-01234567-2020-05-28-eyjknxt.tar.xz ﬂ

The checksum is: 382ffc167510fd71b4f12a4f40b97a4e

Q sosreport IS HFERETE chroot &2 4, Eh toolbox BEFRTE /host HEFEH
BIAR B %,

6. FERAUTAHEZ —NIIEZHFIZHE sosreport TR LUE DT,
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o I3 EHREM OpenShift Container Platform $£&% £ % B I A LGS # A/,

a. 7£ toolbox &23M, =17 redhat-support-tool 57z 14 & # M N B I L1082 FF 0]l 5
o IXANRBIERFEE 1D 01234567

# redhat-support-tool addattachment -c 01234567 /host/var/tmp/my-sosreport.tar.xz

Q toolbox BT EHNBIMRE FHH T /host, LIEFEEE T redhat-support-tool &
o EERSUERT, A toolbox BERHIRE & (21F /host/ ) BI4EXTERER,

o fixf ERBIHALIE A,

a. 1217 oc debug node/<node_name> 1%L sosreport /944, FIEHIHEEREI 4
F, S EBREESRHLEIN oc debug &1F :

$ oc debug node/my-cluster-node -- bash -c 'cat /host/var/tmp/sosreport-my-cluster-
node-01234567-2020-05-28-eyjknxt.tar.xz' > /tmp/sosreport-my-cluster-node-
01234567-2020-05-28-eyjknxt.tar.xz )

ﬂ debug BEF ENBIR B FHEEEF /host, EIRERTERMBIIHER, 518
debug BHERMIR B RILXTRE, SHE /host.

2 3

cak

21T Red Hat Enterprise Linux CoreOS (RHCOS) #J OpenShift
Container Platform 4.8 &8V m A a4, ©KiiF Operator KN AR
B, TENER scp MERET = (45 sosreport /348, XTIl
accessed {58, {BE, 1R OpenShift Container Platform APl A& F,
% kubelet B T RETEERE LI, oc BRIENEZRIRN, EXFHE
R, TLLUEBITIZE1T scp core@<nodes.<cluster_names.
<base_domain>:<file_path> <local_path> M7 52 £l sosreport 74
X4,

b. # A https://access.redhat.com/support/cases/ BN S5 A .,

i
c. %#¥ Attach files FiRIRR L %1%,

5.5. &1 BOOTSTRAP T2 H &

INREE| S bootstrap #HXBIF#, BILLM bootstrap 17 mUi& bootkube.service journald 5 5t B & #]
';?é\%% E le:‘:\O

FRFH

o EHZ| bootstrap 7 s SSH 1 AT R,

o BB bootstrap " RHITLREE A,

it
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1. 1£ OpenShift Container Platform Z&&i1#2r1, #1f] bootstrap 17 s bootkube.service
journald =5t A, 5 <bootstrap_fadns> &ty bootstrap 7 mMTEREE S :

I $ ssh core@<bootstrap_fqdn> journalctl -b -f -u bootkube.service

bootstrap i s L H) bootkube.service HE&HiH etcd connection refused %%
%, X bootstrap BRS5 88 ToiETE control plane Tim (H#H master Tis) L

R etcd, FEE control plane TT R L/E5) etcd BT mBIMALKRE, XA
BRIZREL,

2. {8 bootstrap 7 smi_£BI podman M bootstrap TV mAZKEREK, ¥ <bootstrap_fqdn> &t
M bootstrap T REITERIREFH S :

$ ssh core@<bootstrap_fqdn> 'for pod in $(sudo podman ps -a -q); do sudo podman logs
$pod; done'

5.6. HifEEE T = JOURNAL BiE&
IRB] AE RIS BT B /var/log AR ISR journald BT HEMEARBE.

FeREH
o ATLUFEAEA cluster-admin A& iR EEE,

e APIBRSMAR LUIER T,
e B%% OpenShift CLI (oc) .
o MEBEBIIENM SSH Vi[RI RR,

Pt

1. #if] OpenShift Container Platform & &7 s #J kubelet journald £t H&, LA TFRAEINEH
control plane 7 s (BFFH master 7 )

I $ oc adm node-logs --role=master -u kubelet ﬂ

ﬂ RIBIS R E#: kubelet U EHEM A ITHE,

2. MEET =L /var/log/ THEEFBRKERSE.

a. KEX /var/log/ FERHMENHEEIR. LLTFRAEIFIHAE control plane 77 s £
/var/log/openshift-apiserver/ IS4 :

I $ oc adm node-logs --role=master --path=openshift-apiserver

b. K% /var/log/ FEEHMEERR., UWTFRAIHEEBRE control plane 17 sy
/var/log/openshift-apiserver/audit.log A& :

I $ oc adm node-logs --role=master --path=openshift-apiserver/audit.log
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c. MR API TEEE I, 15HEMSSH REFESNTRLEMERE. UTRAIZ
/var/log/openshift-apiserver/audit.log FIE AR A :

$ ssh core@<master-node>.<cluster_names>.<base_domain> sudo tail -f
/var/log/openshift-apiserver/audit.log

1217 Red Hat Enterprise Linux CoreOS (RHCOS) B OpenShift Container
Platform 4.8 & RA A2, BT Operator RN LR HEN, FEIN
63 SSH Vi SEBE T s, T s RPRIC N accessed {5 m, TE BT SSH
WE 2 EIERT, 151217 oc adm must gather F1Efth oc HHEENIRER
DR R WHIEIE, B2, MR OpenShift Container Platform API A& F,
= kubelet EER T R ETEEE TE, oc BIERSZEIRN, TXFERT,
A LUEF ssh core@<nodes>.<cluster_names>.<base_domain> 3ijj[n] 7
&5

™o

5.7. M, OPENSHIFT CONTAINER PLATFORM 7 sk A B IR EM KB IR
(TRACE)

EHE S ML XH OpenShift Container Platform [AIRIRS, ZL08 AT AEA MEFERT OpenShift Container

Platform &8 T R MEFE R EIH KWL EIEEERR, 7E OpenShift Container Platform ARIEIEM%%
trace BV 75 /E 281 debug pods

SeRF M
o RAEILUEMESA cluster-admin & &1 R,
e B%% OpensShift CLI (oc) .
o (EELINEIET KB IIT .,
o MBLIIEEF MK,

o MEA—NIEZFFFIFA ID,

=

EHRER B EHE SSH Ui FITLRR,
it
1. REREEF T RIS ¢

I $ oc get nodes

2. EEWHTREHAA— debug Rif. HHFTRELHFIEH—1 % <node_name>-debug HJ
debug pod:

I $ oc debug node/my-cluster-node

3. ¥ /host %1y debug shell FETR B, debug pod 7 pod ) /host FRHEH EHLH root X F
Gt FRERZN /host, EAILLUETENAIHATIR R PSS Z 5S04 -

I # chroot /host

38



B 5 B WERERHER

k

= -

1217 Red Hat Enterprise Linux CoreOS (RHCOS) Y OpenShift Container
Platform 4.8 & 1T mA A 4L, BT Operator XN KR FN, TNEIER
SSH RIS &, TR IMCH accessed 15, B2, #IR OpenShift
Container Platform API RA[F, K kubelet EB T s ET/RIEE TE, oc 2 1F
MaZEIRM, EXMERT, TLUER ssh core@<nodes>.<cluster_names.
<base_domain> 3 ijj[A] 17 s,

4. 7E chroot IME#EHIE RIRER T RO &
I #ip ad
5. A7) toolbox B2, HAGIEIZ1T sosreport PRI Z 5S4 F0iEMA -
I # toolbox
pa -3
INR—NBEFED toolbox pod E1E;217, Il toolbox fiw&fiH 'toolbox-'

already exists.Trying to start.... Z# & tcpdump HIL A&, EEA podman
rm toolbox- fiFRIEFEIZ1THI toolbox 25, FHEMFT toolbox H2s.

6. TEEE T mH/E5) tepdump 215, FRHHEEBEIFE X EH, XNRHIER enss /EAHEAO
EZ% I

$ tcpdump -nn -s 0 -i ens5 -w /host/var/tmp/my-cluster-node_$(date +%d_%m_%Y-
%H_%M_%S-%Z).pcap )

@ tcrdump BISTHBREIE chroot FEZ 5, B toolbox FERTE /host At H EHHIIR
S

7. MR R LHBERRBE topdump W, HEBU TS BRI,

a. TAEBT1A25 ID, chroot host S5 FiX—4 A H crictl 85, E M toolbox B231E /host
RIEHENRE R :

I # chroot /host crictl ps
b. AERRMIIRE ID, EAHIFR, & ID 2 a7fe32346b120:

I # chroot /host crictl inspect --output yaml a7fe32346b120 | grep 'pid' | awk {print $2}'

c. ERZHB LB tepdump 1, FEHEEREHEIKA IS, AFIFEH 49628 1E R
L&ID ens5 E%D%ﬂ\ nsenter e A BirH R R 22 B FHEM R E(E i T
T, B ARG B IR — NBRHIHIZ ID, tepdump 5 MENIES SR ZZ2H F

1217 :

# nsenter -n -t 49628 -- tcpdump -nn -i ens5 -w /host/var/tmp/my-cluster-node-my-
container_$(date +%d_%m_%Y-%H_%M_%S-%Z).pcap.pcap ﬂ
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tecpdump IR S BRRAE chroot IMEZ 4, EH toolbox BERRTE /host FiEHEA,
BIAR B %,

8. HRLTAZEZ —MALIEZFFIRME tepdump KT H T DM,
o I3 EHREM OpenShift Container Platform $£&% £ % BIII A LGS # A/,

a. Tf toolbox &23M, 1217 redhat-support-tool 1% X {4 B M N EI N A 108 X 35 n] i
R, XARBIER REE 1D 01234567:

# redhat-support-tool addattachment -c 01234567 /host/var/tmp/my-tcpdump-
capture-file.pcap ﬂ

Q toolbox BT EHNBIRE FHH T /host, LIEFEEE T redhat-support-tool &
o BRSNS, A toolbox BEFHIRE & (21F /host/ ) BI4EXTERER,

o fixf ERBIHALIE A,

a. iB17 oc debug node/<node_name> 45 H%E sosreport 714, FIEHIHEER IS4
B, SR EERHELEIN oc debug £1F :

$ oc debug node/my-cluster-node -- bash -c 'cat /host/var/tmp/my-tcpdump-capture-
file.pcap' > /tmp/my-tcpdump-capture-file.pcap ﬂ

debug BEF ENBIR B FHEEEF /host, EIEER FERMBIIHERN, 518
debug BHERMIIR B KL RE, S1E /host.

k

= -

21T Red Hat Enterprise Linux CoreOS (RHCOS) #J OpenShift
Container Platform 4.8 &8V m A a4, ©KiF Operator KN KR
B, FEUER scp MEEET s (FH) tcpdump RS, XRFET R
HI accessed {5, 1BZ, #1R OpenShift Container Platform API &)
F, =k kubelet EBIR T R LTTALEE T, oc BIEFAEZRIRM, X
iERT, TLUZ1T scp core@<nodes.<cluster_names.
<base_domain>:<file_path> <local_path> M—/T7 s E ] tcpdump

FR T
b. # A https://access.redhat.com/support/cases/ FBIEIA Al E,,
c. 1% Attach files FIRIR R L1514 3014,

5.8. NWLIEX Friiti2 B #iiz
TEfi# )R OpenShift Container Platform [A]@}, 4TI AIBER B RIFIZMEIE LE B RIAR A, X

AILLEITAIIEE ] Mtk fE A redhat-support-tool #4345 E## M OpenShift Container Platform 5%
ERB TR,

FeREH
o RETLUFEAEZS cluster-admin A& i A& EE,
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it =

B 5 B WERERHER

o MEBEZHEIEMNB SSH 1 IR,
e B%% OpensShift CLI (oc) .

o (MELIEIET HKEHIT I,
o MAELLIBE 1/ KL

o MEA—NIEZFFRIFA ID,

o SEILIMER T MISFHZ TR £ 1% BB LSS I R e,

1. {8/ oc debug node/<node_name> 3 fE— > OpenShift Container Platform i R &
BRI, FREEEEREIXMEH, L/L'FTW'JH debug &25H# /host/var/tmp/my-
diagnostic-data.tar.gz £ #lZ| /var/tmp/my-diagnostic-data.tar.gz:

$ oc debug node/my-cluster-node -- bash -c 'cat /host/var/tmp/my-diagnostic-data.tar.gz'
> /var/tmp/my-diagnostic-data.tar.gz ﬂ

debug BAFENMIRE FHEHEET /host, FEIRER T HEEMBIIXMHR, 51 debug
BERHRE R4 ERE, 81 /host,

k

-

i21T Red Hat Enterprise Linux CoreOS (RHCOS) Y OpenShift Container
Platform 4.8 &8 m A A 4%, Eﬁ@fﬂ: Operator RN FARBHER, FAEIL
5 scp MEBETT mfFHist, XET B accessed {58, 1HZE, AR
OpenShift Container Platform API AATA, =X kubelet BRI R EFLIEIE

EIF, oc BENSZRIRM, EXFERT, ATLUER scp core@<nodes.

<cluster_name>.<base_domain>:<file_path> <local_path> \— 1= &
HIIZ R ST

2. i https:;//access.redhat.com/support/cases/ HEIFNA Sz 35 | &,
3. i Attach files FiRIRR L£Z 30,

o FIZMIEIEEEM OpenShift Container Platform $8% L (& BN A LG 7] i s e,
1 IRERERF T RFUK -

I $ oc get nodes

2. EEWHTREH A= debug Rif. HFTRELHFIEH—1 % <node_name>-debug HJ
debug pod:

I $ oc debug node/my-cluster-node

3. ¥ /host 1% 4 debug shell IR B %K, debug pod 7 pod R /host qﬂhjﬂiiﬂ‘ﬂ,ﬂ’ﬂ root X
HXR5, FMIRBRUN /host, EAEILLZITENAIHUITEREH ST EM ZHHIS :

I # chroot /host
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1217 Red Hat Enterprise Linux CoreOS (RHCOS) #J OpenShift Container
Platform 4.8 £ T m A A%, BT Operator KN AL HN, TEIL
B SSHIREEBET R, TRERMILH accessed 15, BZ, AR
OpenShift Container Platform API R f, 5K kubelet £ BIn T R EFTIEIE
BILF, oc BIEREZ RN, EXMIERT, TLMER ssh core@<nodes.
<cluster_name>.<base_domain> 3 ijj[7] 77 s,

4. 37/ toolbox B35, HAES1Z21T redhat-support-tool Fff & HI Z i §l ST -

I # toolbox

INR—NBEFED toolbox pod E1E;217, Il toolbox fi & fiH 'toolbox-'
already exists.Trying to start....{# F§ podman rm toolbox- fiIfR EE7EiZ T8
toolbox &%%, FHEMHTH toolbox ey LU F I A &,

a. 1217 redhat-support-tool ¥ debug pod FISZ# B M AN EI A BILLIE X R0 & H AR,
XA BIE A FFEE 1D '01234567" Fl7R IS4 &2 /host/var/tmp/my-diagnostic-
data.tar.gz:

# redhat-support-tool addattachment -c 01234567 /host/var/tmp/my-diagnostic-
data.tar.gz ﬂ

Q toolbox BT EHNBIRE FHH T /host, LIETEEE T redhat-support-tool &
o BRSNS, A toolbox BERHIRE & (21F /host/ ) BI4EXTERER,

5.9. %7 ToOLBOX

toolbox = —“NE Red Hat Enterprise Linux CoreOS (RHCOS) R4 LEHIBRHBMNIE, LZIEFEH
FE5h 8 E121T sosreport # redhat-support-tool E &y ST Z 5 ST AR I A 25

toolbox AFHNETEBHNZRELIE R NERHRLIEXR. B2, URFEHANSHIE, &
LA 0 RPM B @S2 TR ST 7 T R BRI B R,

R aREE toolbox S
BINER T, 1217 toolbox 555N A registry.redhat.io/rhel8/support-tools:latest 55 &R 25,

ZHEREEREANIEIR, NMRFE-ITTEHRN—RONFIERBERETEAT REE
17, AURERINNTGE,

FRFM

e #f oc debug node/<node_name> 51/ [R] T m.

it =

1. ¥ /host % debug shell HEIR B %, debug pod 7£ pod HBY /host H#EE EHH root XHEF
Yio FHREREUN /host, EAILLZITENAIHUTIRZR R I EM ZHHIS0HF -

I # chroot /host
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2. JA5) toolbox 2% :
I # toolbox
3. REFANNTHES, 90 wget:
I # dnf install -y <package_name>

{5/ toolbox /& &) & A Hifk

BINER T, 1217 toolbox 555N A registry.redhat.io/rhel8/support-tools:latest (&R 25,
f&A LLE T A2 .toolboxre X4 F18 & Bz TR IR B s Eth iR

FRFH

e #f oc debug node/<node_name> 51/ [A] T m.

Pt

1. H /host 1% debug shell FEYIRB 5K, debug pod £ pod A #Y /host R ENLE root SXHXR
5, FRBRZN /host, BRI LLZTENAIHUTIRRP S ER 31T -

I # chroot /host
2. Eroot AP EBFRH, fIE—1 .toolboxrc XX 14 :

I # vi ~/.toolboxrc

REGISTRY=quay.io (1]
IMAGE=fedora/fedora:33-x86_64 @)
TOOLBOX_NAME=toolbox-fedora-33 €}

ﬁ ik - IEEB AL registry,
9 EEBERNERE R,
9 A% : 8E toolbox BEMIE K Z TR,

3. ER&BHRARED) toolbox B2s :

# toolbox

==
INR—NBEFED toolbox pod E1E;217, Il toolbox fiw&fiH 'toolbox-'

already exists.Trying to start....{#F§ podman rm toolbox- fiifR EE7EiZ1THY
toolbox& 28, FHEMITHI toolbox B2s LU 72 sosreport 1& {4 H TR,
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%6 B REMMBEL

6.1. 3877 CLUSTERVERSION /ol 25 52 B¥ HI A&

TAE LR T 1A clusterversion ¥R EIREL— OpenShift Container Platform SRR B R 458,

FeREH
o TATLUFAEA cluster-admin BE&MAE iR EEE,

e B% %k OpenShift CLI(0C).

it =
1 BINRERA. TR, BINANREIRE

I $ oc get clusterversion

2. IREVERREAIAG, BT AR SRIC KA R -

I $ oc describe clusterversion
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5B 7 E IEHkR

7.1, REEEHERR

7L BERRAEERELE

L%} OpenShift Container Platform &% (| #li TS BEHERRIT, BT LAR R R & B & RAEEW N ER BN
i, RE, KRESZYEABEXFZERETE,

OpenShift Container Platform Z2& i 2 GIE LTI ER -
1. BI& Ignition BE & ST,

2. BEhBI ST ENFFFIREEEE M control plane Hl85 (18F5 7 master H185) FREMIILIZE
5)/?\0

3. control plane #1288 M bootstrap #1288 1K EULTE BRI RS 5,

4. control plane #2318 F bootstrap Hl2s2H K etcd &%,

5. bootstrap H23fE AT etcd EEFE BNIMIT Kubernetes control plane,

6. G} control plane 4 7 ££15% control plane JE %! control plane #1825,

7. Imff control plane k#l, FIFRHIMZZ 444 1% control plane,

8. bootstrap #1234F OpenShift Container Platform H44 7 INZEI4E 7 2155 control plane,

9. REFRRF XM bootstrap Hl.25.

11. control plane LA—4H Operator IR L HMARSS .

2. EBRTHHEEARZFAFENERAYN, SREAEZIFHIIEH IR worker 125,

71.2. B BEERNEMERRE TS ED

MNERAEEARREFEFNEMENE, N FRERFESHEMBRIIIER, OpenShift Container
Platform AT EREHNAEAE, SERFERAEXT, HE TR, TLUERALTIRERERE &MY &
BRELAIZRI,

IRt A LATE B SR E RN &% OpenShift Container Platform 4.8, MREFERXNRERIE,
FRE2BEAMBENEMRBHREEPHNNE, HH, EREFNEEEUTSE :

e #%E Red Hat Enterprise Linux (RHEL) 45340 RHYRI A SRR E & AT A BIAR 55 28 B8 (4 s RE UL
PR A LUK 889 Red Hat Enterprise Linux CoreOS (RHCOS) X H X #FHIZ5,

o REEMELHNENRFEAET " RRFRAPLENE, BRGILEREFE BT FIFRER
ENTRCIHENEHRE,

o MRF|EMNEEM. BFERFHEHA. T RENBE Kubernetes ENEAMTUKRER BT BE
TRE, WRERDHNEEREN.
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p= =1
A REERRHENRE, SEBESMIENKENTFSB OpenShift Container

Platform EMEH S AT HN RN, T RESEREFISTRVFERBIME G
FAAERBY T RININEISR R, BEXEBES DN EEN,

o MREBMANBENKB Y BEBELIE S OpenShift Container Platform 277 s, MIEEEH
FHE N B Machine API SZE],

o KMEEMETHNAERESIRME TS Ignition EBEXMEAEHMAEENEMAETREMN—ERD,
INRAIXEM, NMFBEFEAH HTTP RSSRIEE Ignition BLESXHE, 2R Ignition BL & ST A K
SRAKRIE 7 XH M A ENATRMAEMTR,

o MREF AT EMMELSRHEM, MERARX SR registry. Elasticsearch 5 Prometheus, NEEF5)
BRfEiE. MRIEBRIITTEE, ArBaNEREREPRE LEKIAFEEE,

o EET A OpenShift Container Platform IfEH, TE—NMAEHIE2IRIEFTA control plane

TR (BFH master TTm) ZIED% APHER, EAILUEREMETHE OpenShift Container
Platform DNS B&E#ix O ZKETF TCP B f P AR A K,

7.1.3. 7€ OpenShift Container Platform a0 7 i #1€ 25 ECE

TEFF4A OpenShift Container Platform &R, 15 E B HI9ERECE.

FRFM

o CIRBAFEE T AL MM, S OpenShift Container Platform &%, T REIETFE
FA HAProxy WEEBHIR (4 71 9 #1AR 5589 Red Hat Enterprise Linux (RHEL) F#l.

e JifE% OpenShift Container Platform ZEBHECE T DNS 45,
o BRI SSH 15[ RR,

iz
1. #2% haproxy systemd RS2 ETEEX :

I $ ssh <user_name>@x<load_balancer> systemctl status haproxy

2. Wik E RS ELRRAMERO, UTRAISIAEO 80. 443, 6443 #1 22623,

® XIF1E Red Hat Enterprise Linux (RHEL) 6 LjZ4TH HAProxy SEfl, &£ netstat &5
EIm RS -

I $ ssh <user_name>@-<load_balancer> netstat -nltupe | grep -E ':80|:443|:6443|:22623'

e ¥IF7E Red Hat Enterprise Linux (RHEL) 7 2% 8 L2179 HAProxy 5L, E{#F ss s
T RS -

I $ ssh <user_name>@-<load_balancer> ss -nltupe | grep -E ":80|:443|:6443|:22623'
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==
ZIHEEEINAE Red Hat Enterprise Linux(RHEL)7 = ‘EEEH&Z!KEPEFH ss S MA

/& netstat, SS H iproute X IRMH, BX ss MHHIFEIFESE Red Hat
Enterprise Linux (RHEL) 7 MAEVE T8,

3. KEBECHT DNS 0% 2B WA 1 H 35 -

I $ dig <wildcard_fqdn> @<dns_server>

7.1.4. $8 € OpenShift Container Platform 52 F H &S

MBS T, OpenShift Container Platform &2/ BEN 1% E S info, MNRIEIZRI K
OpenShift Container Platform Z&ENBEZRIFMHBEEKILEK, EaIUEEFHFIRLEN T openshift-
install H&43/1R& 5 debug,

FRFM
o HUMREFHEFTR,
it =
o HEEMRENFRERTIHXES debug:

$ ./openshift-install --dir <installation_directory> wait-for bootstrap-complete --log-level debug

ﬂ Al BERI B &4 24E info, warn . error 1 debug.

7.1.5. openshift-install #3457 R B FE HERR

INRIKIEIZ1T openshift-install S HFNEEI A, EREUTRE :

o REITRTE Ignition BEEEXHAIRESE 24 NNRE5N, BITLAT e mif Al Ignition XX :

I $ ./openshift-install create ignition-configs --dir=./install_dir

e install-config.yaml X5 RERFMUTFR—1ExP. NREMA Jopenshift-install --dir 177
BT Hth A EMNRERE, HRIE install-config.yaml X4 R EEETIZE R,

7.0.6. WEREIE

& 8] LAFE OpenShift Container Platform &t 2/ IR im0 | 245, bootstrap #1 control plane B &,
XiEE T RESE IS, HEBTFIRMIRERMMN .

FeREH
o ATLUFEAEA cluster-admin BA&IAE iR EEE,
o B &% OpenShift CLI (oc)

o EMEEAEFIEHAE SSH I FHR.
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it

e %A bootstrap # control plane T mBITERREFE (BFH master TTR) o

#tA kubeadmin 1 ] 7 &2 4% F 1BV <install_directory>/auth/kubeadmin-
password F 5,

EaN

. Eﬁﬁ *E':P”PEKEE/L.\:

I $ tail -f ~/<installation_directory>/.openshift_install.log

. 1E bootstrap TIm3|5/&, ¥ bootkube.service journald #THE, XA LK T fRE—

control plane #J bootstrap. ¥ <bootstrap_fqdn> &4 bootstrap 11 LR EH A :
I $ ssh core@<bootstrap_fqdn> journalctl -b -f -u bootkube.service

bootstrap i s L H) bootkube.service HE&HiH etcd connection refused %%
¥, IXFIR bootstrap BRZ5 23 TTiATE control plane 17 s %8l eted, EEN
control plane 7 s EJH5) etcd B RBMAKEE, XMERENZREL,

. BIFE, W#E control plane 17 m_E# kubelet.service journald Lt HE. XA L& T ## control

plane 17 RACEEEL,
a. ﬁﬁﬁ ocC ll/‘j:'mEu_.\ .

I $ oc adm node-logs --role=master -u kubelet

b. #NR API BEEE I, £ SSHREFHE, ¥ <master-node>.<cluster_name>.
<base_domain> & hiE L M(E :

$ ssh core@<master-node>.<cluster_name>.<base_domain> journalctl -b -f -u
kubelet.service

4. 3155, "2 control plane 77 s _EH crio.service journald ¥t A, XALLE T #2 control

plane 77 R CRI-O B2HZ 1T BIED,

a. ﬁﬁq ocC W‘j:wE/L.\ .

I $ oc adm node-logs --role=master -u crio

b. #NR API BEEE I, £ SSHREFHE, ¥ <master-node>.<cluster_name>.
<base_domain> & iE L M(E :

I $ ssh core@master-N.cluster_name.sub_domain.domain journalctl -b -f -u crio.service

7.1.7. Y85 bootstrap T RiZ Wi EiE
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%38 %5 bootstrap #8XHIAE, BTLAM bootstrap 77 mUi%E bootkube.service journald £ TBEHNE
%% E ljlll:\O

FoRFM

it =

o BHZ bootstrap 1 s SSH 1 AT R,
o EH bootstrap T RHTLREE A,

o MR{EMA HTTP IRSS5ERIEE Ignition BECESLH, NIAIEAR HTTP RSS2 REE A MmO
Bo IEWAEI HTTP EHEY SSH U5 IAIF R

1. SR AT LU A bootstrap 17 mBUIRHIA, EAIREHIE, BRI A LUREERRT,
2. J8IE Ignition XFECE.
o MREER HTTP RS EFEE Ignition EZiE X4

a. IIF bootstrap 17 s Ignition X4 URL, ¥ <http_server_fqdn> iy HTTP AR5 2384
TEREES

I $ curl -I http://<http_server_fqdn>:<port>/bootstrap.ign ﬂ

Q R RRE R, RIS EM URL A Ignition X, %4 4aIRE 200 OK ik
B WIREA, ZenH RO 404 file not found,

b. BXIE bootstrap 11 s A UE! Ignition X, EEIHRS EN LM HTTP RSB E.
fBign, WNRIEFER Apache web AR5 ER1Z 4 Ignition X, 1HFMIALL TGRS :

I $ grep -is 'bootstrap.ign' /var/log/httpd/access_log

INRUE] bootstrap Ignition X, HEXHIHTTP GET HEEENEE 200 OK A Ik
B, IXRTNIERKI,

c. TNRKRIE Ignition X4, HEIEE Ignition XHEREEFE, REERSENLESEYN
CHEFN Web AR5 251X R

o MNRE[FERTHENFEHNHET Ignition BEE XA EAEHAE W EANREREN—ERS
a. &%& bootstrap TV RHIIEHIA, LUAENGIREEREA bootstrap 7 s Ignition 34
3. BE bootstrap T MO EMEE X EEE T A,
4. B bootstrap 11 B B M DHCP BRSSO B T — 4 IP Hutit,

5. M bootstrap 7 545 bootkube.service journald HtHE, ¥ <bootstrap_fqdns &ty
bootstrap T mMITTLREHKS :

I $ ssh core@<bootstrap_fqdn> journalctl -b -f -u bootkube.service
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6.

bootstrap i s L H) bootkube.service HE&HiH etcd connection refused %%
%, IXF bootstrap IRZ5 23 TETE control plane s (B#H master TTm) E
E#EE eted, EE control plane TR LG5 eted BT mBMAERE, XME
BNIZRELE,

M bootstrap T Az NEH &,

a. f#ff bootstrap 77 m_L# podman EWERE. 1§ <bootstrap_fqdn> &ty bootstrap 7
mMERREEA :

$ ssh core@<bootstrap_fgdn> 'for pod in $(sudo podman ps -a -q); do sudo podman
logs $pod; done'

7. W03 bootstrap it F2KN, BFRIELLTHA,

o (R MZE EHFEHT api.<cluster_names.<base_domains>,

o MEHMERNRIEIRDO 6443 i##EE bootstrap # control plane T m., WERAEEEHE
OpenShift Container Platform &2 &K,

7.1.8. & control plane 7 s 22 %5 1] fl

gNRIEE

Zl control plane TR (B#H master TR) RE&E M, 1HHEE control plane 77 ;)2 OpenShift

Container Platform EM#;EXB’JH?% (SDN) FIM %% Operator K, Y& kubelet.service. crio.service
journald ¥.5c B & #0 control plane I mA#HRE, LUEE control plane 1 VR, CRI-O B2z 1THIAN

pod BB,
FERFH
o EHALUFERER cluster-admin A& &K HEE,
e B%% OpenShift CLI (oc) .
o MEBEBIIENM SSH ViR RR,
e &4 bootstrap # control plane T/ TR E 4.
° ﬁﬂ%ﬁﬁﬁ HTTP fRZ52:¥EE Ignition BECEXX M, NITIEE HTTP RS 2RMT LR EE & MmO
AR HTTP EHEI SSH i[RI R,
p= =1
#th kubeadmin 1 0] £ &2 2% E 1BV <install_directory>/auth/kubeadmin-
password F#EE,
ik
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a. BE control plane 7 & Ignition 32 URL. ¥ <http_server_fqdn> &#: 4 HTTP iR
FHTELRERS :

I $ curl -I http://<http_server_fqdn>:<port>/master.ign ﬂ

(1] -| HIRRE L, INRIEEM URL B Ignition X, ZH4SAREE 200 OK
B WIREA, ZenH RO 404 file not found,

b. B control plane T R E2F KR Ignition X4, EEIARS EN LM HTTP BRS 25
B, BN, wRIEEA Apache web BRS523 IR Ignition X4 :

I $ grep -is 'master.ign' /var/log/httpd/access_log

INR W E] master Ignition X4, EXE HTTP GET HEEEMEE 200 OK A INRE,
FRRIE KRB,

c. FIRAKRULE Ignition X, FRRERDEEFETRSIN L. HER S HBISTHIRRF]
P T AR 55 28 T BR

o MIREER BN EHEI Ignition BLE T A ENAFE W EANIGEREN—EBD

a. &%& control plane T RHIIEHIA, LUIAENGIRE EREA control plane 7 & Ignition
X4,

3. RRELEL control plane 1T RMIEFEHE X ERE A A,
4. BE control plane 11 =2 & E M DHCP IR 2308 T — 4 IP Hutit,

5. A7 control plane 17 sURTS.

a. #if] control plane 77 gURZS
I $ oc get nodes
b. WIER— control plane 7 % B 4 F Ready R, KFRIFMBYT sk

I $ oc describe node <master_node>

MR ENREE R FE OpenShift Container Platform API F5i&iZ21T, =&
kubelet ISR BEEN T R LiZ1T, MFEEIZIT oc % :

6. M7 OpenShift Container Platform SDN K7

a. 7f openshift-sdn & Z2[A| A& & sdn-controller. sdn 1 ovs S HIZEARE -

I $ oc get daemonsets -n openshift-sdn
b. MRIXLFTIRFH Not found, & F openshift-sdn 3% Z2[A] R #Y pod :

I $ oc get pods -n openshift-sdn
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c. 7 openshift-sdn %4 22 A b 5 KA OpenShift Container Platform SDN pod #85%HH
=+

I $ oc logs <sdn_pod> -n openshift-sdn

7. WEERMSBEERS.
a. AESEHNNARERSHFE

I $ oc get network.config.openshift.io cluster -o yaml

b. MNRLERFEITEVEMLSEE, HHREMN Kubernetes ;ERFH AT EHEH L :

I $ ./openshift-install create manifests

c. #%& openshift-network-operator #n 4 22 [A|F ) pod K, LA Cluster Network
Operator (CNO) 2&EEZ{T :

I $ oc get pods -n openshift-network-operator

d. M openshift-network-operator #n £ 22 [5] UK EE M 4% Operator pod B :

I $ oc logs pod/<network_operator_pod_name> -n openshift-network-operator

8. BISfE, Wik control plane 7 s E# kubelet.service journald 5t B, XA L& T ## control
plane 11 R ERELD,

a. [ oc KRR AE :

I $ oc adm node-logs --role=master -u kubelet

b. MR API EIEEE I, #H SSHRXREFHE. ¥ <master-node>.<cluster_name>.
<base_domain> & hiE L M(E :

$ ssh core@<master-node>.<cluster_name>.<base_domain> journalctl -b -f -u
kubelet.service

1217 Red Hat Enterprise Linux CoreOS (RHCOS) B OpenShift Container
Platform 4.8 & RA A2, BKIITF Operator RN LR HEN, FEIN
63 SSH Vi SEEBE T s, T s RPRIC N accessed {5/, TES 0BT SSH
WE 2T EIERT, 151217 oc adm must gather F1Efth oc HHEENIRER
DR R WHIEIE, B2, MR OpenShift Container Platform API A& F,
2 kubelet EEMR T R ETEEE TE, oc BERSZEIRN, TXFERLT,
AT LUEF ssh core@<nodes>.<cluster_names>.<base_domain> 3ijj[n] 77

ino

9. BISg, 7E control plane 17 s EH:3& crio.service journald ¥t AR, XA LR T ## control
plane 77 R CRI-O B2RZ 1T BIED,

a. [ oc KRR AE :
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I $ oc adm node-logs --role=master -u crio

$ ssh core@<master-node>.<cluster_name>.<base_domain> journalctl -b -f -u
crio.service

10. M control plane i ) L8 /var/llog/ T EF B RIKNERE.

a. FKEX /var/log/ FBRXHMEMBE &R, LLTFREFIHERTE control plane 17 s _ERY
/var/log/openshift-apiserver/ IS4 :

I $ oc adm node-logs --role=master --path=openshift-apiserver

b. K% /var/log/ FEEHMEERR., UWTFRAIH EFEBRAE control plane 7 sy
/var/log/openshift-apiserver/audit.log A& :

I $ oc adm node-logs --role=master --path=openshift-apiserver/audit.log

/var/log/openshift-apiserver/audit.log E’\JJ%‘&BE’JP\JQ :

$ ssh core@<master-node>.<cluster_names>.<base_domain> sudo tail -f
/var/log/openshift-apiserver/audit.log

1. {#f SSH & & control plane TT A HE.
a. JHASR:

I $ ssh core@<master-node>.<cluster_name>.<base_domain> sudo crictl ps -a

b. £ crictl %R AEREE :

$ ssh core@<master-node>.<cluster_name>.<base_domain> sudo crictl logs -f
<container_id>

12. t0REBE control plane 77 mECE A&, EJIUE MCO, MCO if=# DNS It K2 EER ITE.
Machine Config Operator (MCO) fEZE T2 EIRRIERY LEE% CIERpER:: Y SRoe gz 3
T DU R IE B B 3R

a. M MCO IR E T M. J¥ <cluster_name> E i /)5& U H(H :
I $ curl https://api-int.<cluster_name>:22623/config/master
b. MNRIHRARMIN, HIIER B RERE, BREREEBENERD 22623 £ia17,

c. J5iE MCO iR #J DNS 1L % 28 B ES B F AR B 7 #3915 288,

i. X E X MCO tin R & #zE1T DNS & :
I $ dig api-int.<cluster_name> @<dns_server>

ii. TEfM %L LA EH MCO IP Hhii #7388 M &) :
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I $ dig -x <load_balancer_mco_ip_address> @<dns_server>

d. %k MCO @& B M bootstrap T mi21T. ¥ <bootstrap_fqdn> &t/ bootstrap 7 s
TRREFS :

I $ ssh core@<bootstrap_fqdn> curl https://api-int.<cluster_name>:22623/config/master

e. RUTEENET Al AITE bootstrap. master # worker T mIEREFRS ., BEFEN T RBRLGH
PhSENT EFIN ARSI ER -

I $ ssh core@<node>.<cluster_name>.<base_domain> chronyc tracking
f. RREIERRBEME

I $ openssl s_client -connect api-int.<cluster_name>:22623 | openssl x509 -noout -text

7.1.9. f R etcd Z& |0

MNBARETEPBE eted M, EALKRE eted pod RAEFINE eted pod BiE, AT LUIE eted
DNS it ¥ F 2 Z control plane 7 s E#J DNS ATt (HHFRN master Tim) o

SeRF M
o AEILUEMESA cluster-admin & &I 1 EE,
e B%% OpenShift CLI (oc) .
o MEBEEARIIEHA SSH 17 [FITLRR,

e &4 control plane 1T R LREEZ,

1. &7 eted pod BYIR .

a. & openshift-etcd 22 (A A pod KA :
I $ oc get pods -n openshift-etcd

b. #%& openshift-etcd-operator 34 22 (5] A fY pod IR :
I $ oc get pods -n openshift-etcd-operator

2. MR LSBT HEMER pod %A iR Running  Completed X7, 154 pod EZHTE

/BN o

a. & pod BEH :
I $ oc describe pod/<pod_name> -n <namespace>
b. f&% pod HIHE :

I $ oc logs pod/<pod_name> -n <namespace>
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c. IR pod HEZN AR, ULBSTRUE-—MERFHEEZERPRERHEGMN, REEBITS
#HAE :

I $ oc logs pod/<pod_name> -c <container_name> -n <namespace>

3. MR API TEEETE, EEA SSH XKEFBE control plane 77 s £ etcd pod #1A 28 H &
¥ <master-node>.<cluster_names>.<base_domain> &t /& H4891H,

a. BIHEA control plane 7 s £ eted pod :

$ ssh core@<master-node>.<cluster_name>.<base_domain> sudo crictl pods --
name=etcd-

b. X Fi%%A Zx Ready KM pod, HHKE pod K. [ <pod_id> Bl £ —aShH
FIH I pod ID:

$ ssh core@<master-node>.<cluster_name>.<base_domain> sudo crictl inspectp
<pod_id>
c. G pod HHRHIESES :

$ ssh core@<master-node>.<cluster_name>.<base_domain> sudo crictl ps | grep
'<pod_id>'

d. ¥F%HA B~ Ready REMELE, BHIHFMEERBIRS, I <container_id> &l £—
SHH BRI HAELR ID:

$ ssh core@<master-node>.<cluster_name>.<base_domain> sudo crictl inspect
<container_id>

e. MEEMEK T Ready KEMARMER. ¥ <container_id> &t h E—amSHiHH5IH
H&E2s ID:

$ ssh core@<master-node>.<cluster_name>.<base_domain> sudo crictl logs -f
<container_id>

k

-

1247 Red Hat Enterprise Linux CoreOS (RHCOS) By OpenShift Container
Platform 4.8 &2 17 m A Al 4%, Eﬁ@fﬂ: Operator RN FARBHER, FEIL
{8/ SSH Uﬂﬂ%ﬁﬁ, 3, KFRCHN accessed {5 m. TEZFOENT SSH
WEIZ M EERT, 1Fi21T oc adm must gather #1Efth oc HHEE(ZE
DR B ISHIEIE. B2, W3R OpenShift Container Platform API T_IFH,
2k kubelet BT m ETEEE T/, oc BIENRZEIZM, EXMHERT,
" LUFF ssh core@<nodes.<cluster_names.<base_domain> 3 ij[7] 77

no

4. J3E control plane 77 sRBIEFIMIE DNS AR5 2515 #

7.1.10. 7 control plane 77 X kubelet #1 API iz 55 28 7] &
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BHREREIRFPIHE control plane ﬁ"? (t2#5 master T7m) kubelet #1 API IRS5 251717, 5 E
DNS. DHCP flfi#35%esZhee, 7o, HMIEHEETH,

FoRFM
o AELUEMESA cluster-admin & &I 10 R,
e B%%k OpenShift CLI (oc) .
o MEBEEARIIEHA SSH 1 [FITLRR,

e {&RA control plane T T LR EE L,

1. 38E API BRZ5 2389 DNS 1L R AR control plane 7 s _E#J kubelet E M E! https:/api-int.
<cluster_name>.<base_domain>:6443, @{Ric &38| #H%S.

2. WBRAEIEIRMIRDO 6443 E X BIFAEA control plane 7 &,
3. 17 DHCP &1 # T ME—# control plane 7 R EH A,
4. FEEA control plane 77 s _EB kubelet.service journald #. T H .

a. [ oc KRR AE :

I $ oc adm node-logs --role=master -u kubelet

b. #NR API EEEE I, £ SSHEREFHE, ¥ <master-node>.<cluster_name>.
<base_domain> & hiE L M(E :

$ ssh core@<master-node>.<cluster_name>.<base_domain> journalctl -b -f -u
kubelet.service

==

1247 Red Hat Enterprise Linux CoreOS (RHCOS) By OpenShift Container
Platform 4.8 5817 m ﬁ@ﬁﬂ: Operator N FAEEER, FEIL
& SSH Uilﬂ%ﬁﬂ, 3, KFMLEH accessed 15 m. @Y SSH

WEIZMEERT, 1Fi21T oc adm must gather F1Efth oc BEEEIIEE
DR R HEE, (B2, R OpenShift Container Platform API T_JFH,
= kubelet EE T m L TTEERE TIF, oc BENSZRIRM, EXFHERLT,
AT LUEF ssh core@<nodes>.<cluster_names>.<base_domain> 3ijj[7] 77

ino

5. K27 control plane 7 5 kubelet B&EFHIIE T HAE B
a. A oc f0EBE :

I $ oc adm node-logs --role=master -u kubelet | grep -is 'x509: certificate has expired'

b. #NR API BEEE I, £ SSHREFHE., ¥ <master-node>.<cluster_name>.
<base_domain> & hiE L M(E :
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$ ssh core@<master-node>.<cluster_name>.<base_domain> journalctl -b -f -u
kubelet.service | grep -is 'x509: certificate has expired'

7.1.11. A& worker 7 sRZ2 3 (0]

INFRIBE worker T B, ALLEF worker 71 mBIIRS, Y& kubelet.service. crio.service
journald 5o B&H] worker T m AR AR, LUGHE worker 7T LIE, CRI-O A#21THF0 pod MK
Mo FHH, BEALUEE Ignition XHEF] Machine APl Operator BB IEH TF. 1R worker I R FHE
BRI, & Machine Config Operator (MCO) #1DNS @B E®EITE, EiAaLAIE bootstrap.
master 1 worker 1 RZ ARG B2 B RS, FILUEIET,

FRFM

it =

1.

EAILAMERAEA cluster-admin & &R 15 A &2,
B&% OpenShift CLI (oc) .

BEEABEIENE SSH Ui AFR,

&4 bootstrap #1 worker 77 mEISE 2R EEH B,

INRFEA HTTP RS EFIEE Ignition BBESE, MAITEAR HTTP IR 2L EF A MiHA
B MWBE HTTP EHHY SSH 15 R AR,

#1E kubeadmin Z YA FE R % EH1HY <install_directory>/auth/kubeadmin-
password F#5E,

MR ATLLA ] worker 1/ RIS, HIRBEIE, EITATHURMERER, ERETR
i, Ignition FI &M B EIREIA,

2. BE Ignition XEBLE,

o MNREER HTTP IR EIEE Ignition EZiE T4

a. JiE worker 7 52 Ignition X4 URL, ¥ <http_server_fqdn> & HTTP AR5 23895
EIREEA :

I $ curl -l http://<http_server_fqdn>:<port>/worker.ign ﬂ

Q -ETRRE R, I1RIEEM URL A Ignition X4, %4 4&IRE 200 OK ik
B WIREA, ZenH 2RO 404 file not found,

b. BIXE worker 11 2 EWE! Ignition 3T, EEIHHTTP EH LM HTTP RS 2RBE.
Blan, INRIEFER Apache web ARS5 25124t Ignition X4 :

I $ grep -is 'worker.ign' /var/log/httpd/access_log
INRILE worker Ignition X4, HXBIHTTP GET HiEE B E S 200 OK FINIRE,
RE KR,
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c. FIRAKRULE Ignition X, FRRERDEEFETRSIN L. HER S HBISTHIRRF]
P T AR 55 28 U RR

o INREERTHERENEIR Ignition BLB ST A ENE N EAAEBEN—ERD
a. A& worker TTRIUEHIE, LUAENSHIEE EREA worker 17 mR Ignition 3T,
3. 1 worker T RABMNFH KX ERE T M,
4. B9IF worker T 2 A B M DHCP BR300 B T — 1 IP Hhhit,

5. HE worker T SRS,

a. BHTTRIRE :
I $ oc get nodes

b. FKEUE A L Ready KRB worker 17 REVTFEATY mi@h
I $ oc describe node <worker_node>

T

INREAN L L [F[HFE OpenShift Container Platform API TBi&i51T, =&
kubelet & BEBN T RLIZTT, NFELEZIT oc 43,

6. & control plane 7 (1BFFH master T752) AR, worker 77 R{# A Machine API Operator 58&
MY B, & Machine API Operator BJ4R 7.

a. &%& Machine API Operator pod 7 :
I $ oc get pods -n openshift-machine-api
b. #15R Machine API Operator pod %8 4F Ready K, 1HIFHFIH pod BIEH :
I $ oc describe pod/<machine_api_operator_pod_name> -n openshift-machine-api
c. 1% machine-api-operator 525 H&., & 2:7f machine-api-operator pod FiZ1T :
I $ oc logs pod/<machine_api_operator_pod_name> -n openshift-machine-api -c machine-
api-operator
d. Efff:%E kube-rbac-proxy &2 Hi&., A2t =7 machine-api-operator pod HiZ1T :

$ oc logs pod/<machine_api_operator_pod_name> -n openshift-machine-api -¢ kube-
rbac-proxy

7. BIS G, Wi worker 7 s _E kubelet.service journald Bt A&, XA L& T ## worker 7 A%
HED,

a. [ oc KR AE :

I $ oc adm node-logs --role=worker -u kubelet

58



B 7 = HEEHRR

b. MR API EIEER I, #H SSHRXREFHE. ¥ <worker-node>.<cluster_name>.
<base_domain> & hiE L M(E :

$ ssh core@<worker-node>.<cluster_name>.<base_domain> journalctl -b -f -u
kubelet.service

2 3

Gk

1217 Red Hat Enterprise Linux CoreOS (RHCOS) B OpenShift Container
Platform 4.8 & RA A2, BT Operator RN LR HEN, FEIN
63 SSH ViR SEBE T s, T s RPRIC N accessed {5/, TES 0BT SSH
WE M EIERT, 151217 oc adm must gather F1Efth oc HHEENIRER
DR R WHIEIE, B2, MR OpenShift Container Platform API A& F,
= kubelet EEMR T M ETEEE TE, oc BIERSZEIRN, TXFERLT,
AT LUEF ssh core@<nodes>.<cluster_names>.<base_domain> 3ijj[A] 7

nno

8. BIS &, 7E worker 77 s_EFKEY crio.service journald Bt HE, XA LR T #2 worker 17 s CRI-
O RS ITIBYED,

a. [ oc KRR AE :

I $ oc adm node-logs --role=worker -u crio

b. MR API TEEBITF, FHSSHEXKEFRE :

$ ssh core@<worker-node>.<cluster_name>.<base_domain> journalctl -b -f -u
crio.service

9. M worker 7 R LR /var/log/ THIHRFE F B xINERE,

a. IKEX /var/log/ F B xHFMEBEIIR. UTREIZIHAE worker 19 R L /var/log/sssd/ #
BT

I $ oc adm node-logs --role=worker --path=sssd

b. % /var/log/ FEXFAMSFERE. LT RBIFHEBFA worker 17 mBY
Ivar/log/sssd/audit.log HA :

I $ oc adm node-logs --role=worker --path=sssd/sssd.log

c. MR API TEEE T, 15ER SSH REFENTRLEMERE. UTFRAIET
Ivar/log/sssd/sssd.log FIEZRE S :

$ ssh core@<worker-node>.<cluster name>.<base domain> sudo tail -f
/var/log/sssd/sssd.log

10. £ SSH & worker TTERASAE,

a. AL :

I $ ssh core@<worker-node>.<cluster_name>.<base_domain> sudo crictl ps -a
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b. £ crictl R AEREE :

$ ssh core@<worker-node>.<cluster_name>.<base_domain> sudo crictl logs -f
<container_id>

. INRIEEER worker TTERECERE, & MCO., MCO ifS#l DNS I REREEI21T. Machine
Conflg Operator (MCO) ERESEPFEERERAERE, BNEERE RGN HUERME LR
IEF AR,

a. M MCO Imm 2B . ¥ <cluster_name> & fELHME :

I $ curl https://api-int.<cluster_name>:22623/config/worker

b. MNRIFKRARMINL, IEIIE A HIEREE, BRRREENERD 22623 £iE{T.
c. Bk MCO i RBY DNS iL %2 5 S i E FH BT R MB35 2.

i. X E X MCO tin & #za1T DNS & :
I $ dig api-int.<cluster_name> @<dns_server>
i. TEMEIIE R EXTOER MCO (P Ml 47 @ & i) -
I $ dig -x <load_balancer_mco_ip_address> @<dns_server>

d. %k MCO @& E#EM bootstrap T mi21T. ¥ <bootstrap_fqdn> &t bootstrap 7 s
xélﬁmﬂz%

I $ ssh core@<bootstrap_fqdn> curl https://api-int.<cluster_name>:22623/config/worker

e. RUTEENET Al ATITE bootstrap. master # worker T mIEREFRS ., BREFEN T mBRGH
%EP%%ET]EH*DET]EHnidhl—lﬂ{nn_.\ .

I $ ssh core@<node>.<cluster_name>.<base_domain> chronyc tracking
f. RREIERRBEMME

I $ openssl s_client -connect api-int.<cluster_name>:22623 | openssl x509 -noout -text

7.1.12. RE jF 71 Operator K745

IR LATERZ LRI A Operator IR, KERA A AB Operator W2 MR, KEFAS)N Pending
HEGHIRIR M Operator pod IEE, J0UEH A pod Fi#E E’JE&H%E{%

FeREH
o RETLUFEAEZR cluster-admin A& i A& EE,

e B% %k OpenShift CLI(0C).

A
1. RERELERN, BEFAS%E Operator A A,

60



B 7 = HEEHRR

I $ oc get clusteroperators

2. BIFFRBERSEMIEBERZ1ER (CSR) BR B, BETREEEEAL N Ready IR, BAEL
L& B¥ Operator TRETLIAE A (MNRAFWIER CSR)

a. TE CSRARE, FHBERRMIMEIEREHHEANE4EE Pending st Approved IR EHE
im AR 55 2R1FK -

I $ oc get csr
I

NAME AGE REQUESTOR CONDITION
csr-8b2br 15m  system:serviceaccount:openshift-machine-config-operator:node-
bootstrapper Pendingﬂ

csr-8vnps 15m  system:serviceaccount:openshift-machine-config-operator:node-
bootstrapper Pending

csr-bfd72 5m26s system:node:ip-10-0-50-126.us-east-2.compute.internal
Pendingg

csr-c57lv. 5m26s system:node:ip-10-0-95-157.us-east-2.compute.internal

Pending

@ =/ iR CSR,
@ mHEBIKCSR,

TEARFIH, FHEVSMATERR, EURREINRFPEIELS S AER CSR,

b. #IR CSREBERGHAE, TERMBINBRIFTERLIE CSR #4F Pending KA &, FHiHt
HEEERENLZRHY CSR

BT CSR &8, RILEERVESRINEIERE—/NTRIEEN
CSR, MERABE—/NNR#EEH], IEBFERRE, SN TASEESMNE
Fo MATHERTAXEUET, #ERLE CSRE, %28 kube-controller-
manager & B Bl # B S8 Mm% i CSR,

S FIERSANER AP IFEA/FZTHERR, ENAEME - B HrEMZR
o, WIS RE—M7EEB A kubelet 3RHHEFHER (CSR) . MREAH
HER, ] oc exec. ocrsh #l oc logs S FTERIN, EN APl RS 2:E
3 kubelet FFEEIRSIER. 5 Kubelet i sEE REE(MIRER B Z L IE S
#AE, ZAELIEETR CSR, 1A CSR H system: node 5
system:admin -8 node-bootstrapper iR 551K F11R3S, FHHAILNT mME
s

o FEHIMHLAE, IEXNEDEMM CSRIZITUTHS ¢

I $ oc adm certificate approve <csr_name> ﬂ
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Q <csr_names> 24/ CSR &K H CSR B4,

o THLHERTERALIEM CSR, EHZITUTHRS :

$ oc get csr -0 go-template="{{range .items}}{{if not .status}}{{.metadata.name}}
{{"\n"}{{end}}{{end}}' | xargs oc adm certificate approve

3. && Operator E£14 :
I $ oc describe clusteroperator <operator_name>
4. &% Operator fp#4Z2 [ FH) Operator pod KA :
I $ oc get pods -n <operator_namespace>
5. FREUE AL T Running A58 pod BYIE4H R -
I $ oc describe pod/<operator_pod_name> -n <operator_namespace>
6. 28 pod B :

I $ oc logs pod/<operator_pod_name> -n <operator_namespace>
7. BE5 pod ERFEEERBRERN, EEEEMBGRE
a. REVERIIR pod 5 FABIEA FRARAYIEIS -

$ oc get pod -0 "jsonpath={range .status.containerStatuses[*]}{.name}{"\t'}{.state}{"\t'}
{.image}{\n'{end}" <operator_pod_name> -n <operator_namespace>

b. FIHERBHRLITER -

I $ oc adm release info <image_path>:<tag> --commits

7113 MR ZREHRERE
IIRENRERFRBT SSH T, NI LUKRES XKW & =R,

SEMERZTHEFHIREREEL, EaLiERH e wH&%ﬁELﬂZ&&E’JEMQ R
MIEFEZTHERHFIKNEBRR, E#FH oc adm must-gather f5,

FRFM

® 7 bootstrap i1 #25EKHEI, OpenShift Container Platform ZE &K, bootstrap 17 sIE{EIZ
17, FEE SSH 1AL

e ssh-agent JFRREEHITEN L FEHRTE, FEH ssh-agent HREHREREFRETHEHN
SSH B 5,
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o MREZHEMEFOEMENY EREERE, NIIEA bootstrap # control plane s (HB#FH
master T 5) ME2REEZ,

Az
1. 4EBM bootstrap #1 control plane Hl23 KR LEE HEM RS
o MREFEALERFEFIEAMEN, HUNINTEREEFNER, HTUTHS :

I $ ./openshift-install gather bootstrap --dir <installation_directory> ﬂ

Q installation_directory 2 & {Ei21T 1§ EBE % . /openshift-install create cluster,
b B k8 & R ERFELER OpenShift Container Platform & X 3244,

NFRERFESHEMEN, RERFRREFEXREHNER, ALETRIEEINEH
P it

o MRMEHEAMEFMEMRN, FIMITEREREFNER, HZTUTHS :

$ ./openshift-install gather bootstrap --dir <installation_directory> \ﬂ
--bootstrap <bootstrap_address> \9
--master <master_1_address> \
--master <master_2_ address> \
--master <master_3_address>" 9

%} F installation_directory, i518ERIEIZTHIEENR—B>x . /openshift-install
create cluster, It B8 S %REEF R OpenShift Container Platform & X 314,

9 <bootstrap_address> 2% bootstrap Hl3HE LR E LS P Hil,
mqq:%ﬁqﬂﬂ’ﬂﬁ/l\ control plane % master #1288, ¥ <master_* address> &}

Hx2MRER®K P #ilt,

FINEE T A =5 control plane Hl28. HIFT, FUHFRAE control plane #l
2, TREHNEREERTZL1,

it la Nl

INFO Pulling debug logs from the bootstrap machine
INFO Bootstrap gather logs captured here "<installation_directory>/log-bundle-
<timestamp>.tar.gz"

NRFBEOBRREKRMEVZIIESIFF AR, HTE R A K48 B S,

7.1.14. H KR

o MNETMREL S OpenShift Container Platform 2= R A M2 RFEAER, BHEHRET
2.
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7.2. 5 UET mERRIROR

721 EET RS, HRERENEE
EEERTABERRL. BREESITMNTRES. A%, EHENT SR LEEH kubelet IR 5

FeREH
o MATLUFAEA cluster-admin B&IAE iR EE,
e B% %k OpenShift CLI(0C).

pi% =
o FIHEEAMET mIEH. REMABE :

I $ oc get nodes

o HIEKRHRBENT R CPUMREEABR

I $ oc adm top nodes
o HIEFET =M CPUMAEFHERER

I $ oc adm top node my-node

7.2.2. 1517 5 £ & kubelet 824

BAUEEREERTRERRKE. WREESINTEAR. B4, EBAOTLUIEREANT A L1 kubelet 38
s

ANY]

FeREH
o RETLUFEAEZR cluster-admin A& i A& EE,
o APIRSSMARRILUIEE TIE,

e B%% OpenShift CLI (oc) .

it =

1. kubelet @I BN RLEM systemd RS FEEE, @iTTE debug pod H7E1H kubelet systemd AR
FFEE kubelet BIIRFS

a. N7 sRA3) debug pod:

I $ oc debug node/my-node

b. ¥ /host %/ debug shell FRIHRE %, debug pod 7£ pod FH /host qﬂiijﬂiiﬁl,ﬂ’\] root X
HXR5, MIRBRUN /host, EAILLEITENAIHITEREH T EM ZFHHISF :

I # chroot /host
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1217 Red Hat Enterprise Linux CoreOS (RHCOS) #J OpenShift Container
Platform & T7 mA A4, BRI T Operator EN KB FN, TEIER
SSH iR TT m, 1T mIFRFRICH accessed 15 m. {B2, 1R OpenShift
Container Platform API Aa[FH, X kubelet 7£ B F177 s £ oA IE & TE, oc
BEBESZRRM, EXFERT, "LUER ssh core@<nodes.
<cluster_name>.<base_domain> 3 ijj[7] 77 5,

c. 17 kubelet systemd RSB ETEL T m LR :
I # systemctl is-active kubelet
d. HiHEIFAR kubelet.service 1A S48

I # systemctl status kubelet

7.2.3. BT R journal BE&
&R ATE IR IT SR BE T 289 /var/log &R journald Bt HEFE AR B,

FTeREH
o EATLUEAEA cluster-admin & &5 IH EEE,
o API RS BIRRTLUER T,
e B%% OpenShift CLI (oc) .
o MEBEZEHEIEMNB SSH 1 [FIANR.,

it

1. #&if) OpenShift Container Platform 5£8# 77 s BY kubelet journald £t &, LA TRAEIEH
control plane 7 s (BFFH master 7 )

I $ oc adm node-logs --role=master -u kubelet ﬂ

Q RARIS R kubelet LT H b 2T A 5.

2. MEETT =L /var/log/ THEEFBRKERRE.

a. KEX /var/log/ FERHMENHEEIR. LLTFRAEIFIHAE control plane 17 s _EHY
/var/log/openshift-apiserver/ IS4 :

I $ oc adm node-logs --role=master --path=openshift-apiserver

b. K% /var/log/ FBERXAMFERE. AT REHERBRTA control plane 7 A
/var/log/openshift-apiserver/audit.log A& :

I $ oc adm node-logs --role=master --path=o0penshift-apiserver/audit.log
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c. MR API TEEE I, 15EMSSH REFSNTRLEMERE. UTRAIZ
/var/log/openshift-apiserver/audit.log IR AR A :

$ ssh core@<master-node>.<cluster_names>.<base_domain> sudo tail -f
/var/log/openshift-apiserver/audit.log

1217 Red Hat Enterprise Linux CoreOS (RHCOS) B OpenShift Container
Platform 4.8 £ T m A A%, BT Operator KN AL HHN, FEIL
6 SSH Vi SEBE T s, T s RPRIC N accessed {5 m, TES 0BT SSH
WE 2 IERT, 151217 oc adm must gather #1Efth oc HHEENIRER
DR R WHIEIE, B2, MR OpenShift Container Platform API A& F,
= kubelet EEMR T M ETEEE TE, oc BERSZEIRN, TXFERLT,
AT LUEF ssh core@<nodes>.<cluster_names>.<base_domain> 3ijj[n] 7
=1

™o

7.3. CRI-O B23ia 1T [n] @R FEHEFR

7.3.1. %F CRI-O B25i21THB| &

CRI-O 2 Kubernetes IRAE AT L, AT SBRERSZBEMRFERESRMIILE Kubernetes
A%, CRI-O, REBAT21T. FLEMESRHRNIE,

CRI-O BA#121TH BIZHIEE OpenShift Container Platform &7 s L8 systemd RS H1TE

1B, YHINAESETH R, BIEEDT R LM crio systemd BRESHIRS. MIB AR IZITHAIHIH
T UK CRI-O journald BT AE,

7.3.2. 569F CRI-O ;217 B EE RS

IRAI LR B NERT 2 EIIF CRI-O B221TH BIZRE,

FeREH
o RETLUFEAEZR cluster-admin A& i A& EE,

e B% %k OpenShift CLI(0c).

it 3
1. @77 s £ debug pod HH crio systemd RS EEE CRI-0 K.

a. N7 A3 debug pod:

I $ oc debug node/my-node

b. ¥F /host % debug shell FEIR B %, debug pod 7E pod B9 /host F#EE EHLE root X
B3R5, MRERZN /host, BRI LLZTENATHUTIRERP S ER ZHHHITHF -

I # chroot /host
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pa -3

1217 Red Hat Enterprise Linux CoreOS (RHCOS) #J OpenShift Container
Platform 4.8 & RA A2, BT Operator RN LR HN, FEIN
B SSH U ISR R, TRIEARVRCLH accessed 15 R, BE, MR
OpenShift Container Platform APl "a] i, K kubelet £ Bir 1 m_EFIEIE

B I, oc REFMZEIRM, EXMIBERT, AILUERA ssh core@<nodes.
<cluster_name>.<base_domain> 3 ijj[7] 77 s,

c. & crio systemd [RGSEL T RLBEEK ¢
I # systemctl is-active crio
d. i EIFEA crio.service R SR

I # systemctl status crio.service

7.3.3. I%E CRI-O journald ¥t HE

INSRIEEI CRI-O []#, &AM RIKEX CRI-O journald #ItH .

FERFH
o EHALUFERER cluster-admin A &K HI&EEE,
o APl RSS{BARFTLUEE TIF,
e B% % OpenShift CLI(0c).
e A control plane 5 control plane HlZRHISERREFH S (BFFH master H27)
TR
1. 15 CRI-O journald tH&. LATRBIMATE control plane T (TEEREH) WEBE :
I $ oc adm node-logs --role=master -u crio
2. MEFET =K% CRI-O journald Bt A :

I $ oc adm node-logs <node_name> -u crio

3. MR API TEAEFE TR, A SSHREEFHE, ¥ <node>.<cluster_names.<base_domain>
B EEMIE -

I $ ssh core@<node>.<cluster_name>.<base_domain> journalctl -b -f -u crio.service
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i21T Red Hat Enterprise Linux CoreOS (RHCOS) Y OpenShift Container
Platform 4.8 £ T S AR 2, BHKHITF Operator XN AEREN, FEVFER
SSHiFRIERT R, T arit N accessed 15m, EZHEIT SSH INE L #RT
#IEAI, 151217 oc adm must gather f1Hfth oc MESEEI 2T T LR EIH
¥iE, B2, 2R OpenShift Container Platform API NAIf, = kubelet £ BFr
TRETEESET, oc RIENSZERM, EXMIERT, AILUER ssh
core@<nodes>.<cluster_names.<base_domain> 31777 /.,

7.3.4. ;512 CRI-O 17
MRS TR, &8 LF 55 CRI-O G126 -

T RIDETEAE pod £i517, FHILITFHR
Failed to create pod sandbox: rpc error: code = Unknown desc = failed to mount container

XXX: error recreating the missing symlinks: error reading hame of symlink for XXX: open
/var/lib/containers/storage/overlay/XXX/link: no such file or directory

BEEIET R EOBHFAS, FHHI “can't stat lower layer” #515% :

can't stat lower layer ... because it does not exist. Going through storage to recreate the
missing symlinks.

AEEBRAPBIEZAER T RE, EBT R4TF NotReady K.
BEBITHIEHE (crio) TIEIEE TIE,

& T%f# A oc debug node/<nodenames> 7 17 R _E/5 3/ debug shell, ENA2RZ1TH L4
(crio) TTEER ITE,

RIBLUTH R LER CRI-O Fh#FH AR IR,

FRFM

it =

68

e LAMEREA cluster-admin & &I i) 0] £ 8,

B&% OpenShift CLI(oc).

ETRLEMEA cordon, X2 N TEARET RAOTF Ready KSR HEEM TEME. HIEN
Status #$4 F1#27E SchedulingDisabled 5 i £ #22 F

I $ oc adm cordon <nodename>

. LU cluster-admin AP B9 BEZE T & -

I $ oc adm drain <nodename> --ignore-daemonsets --delete-emptydir-data
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A=
pod = pod Rk HJ terminationGracePeriodSeconds & 1%l 22 4 44 1E BT

A, LEMBIFRINMET 30 %, EFUREFRHNEMNARFTEE L. WM
RILEMEARTF 907, Nl pod IEERIRICH SIGKILL, BIEMIHA L,

3. BT RREN, @it SSH SiERFIEEET R, REEEE root A/ :

$ ssh core@node1.example.com
$ sudo -i

4. Fihf=1E kubelet :

I # systemctl stop kubelet

5. {ZIE&EEM pod :

a. FERALUT@m4SZ1E HostNetwork 3% B 1) pod, B EMEREN], RAel KT
HostNetwork A #9445 3E 4 pod,

.. for pod in $(crictl pods -q); do if [[ "$(crictl inspectp $pod | jq -r
.status.linux.namespaces.options.network)" |= "NODE" ]]; then crictl rmp -f $pod; fi; done

b. {FIEFAEHEM pod :
I # crictl rmp -fa
6. FZIE crio BRZS :
I # systemctl stop crio
7.

TIXERTE, BUUTEERIEN 776

# crio wipe -f

# systemctl start crio

i
8. JaB) crio # kubelet AR5 :
I # systemctl start kubelet

9. AR crio # kubelet BR55/E3), BT mRATF Ready JREN, KFKBFEBRFSESIE

I $ oc get nodes

it N
NAME STATUS ROLES AGE VERSION
ci-In-tkbxyft-f76d1-nvwhr-master-1 Ready, SchedulingDisabled master 133m v1.22.0-
rc.0+75ee307

10. [T RIMCHAIEE, HREFAREE SchedulingDisabled I HAKREA T HE :
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I $ oc adm uncordon <nodename>

A

NAME STATUS ROLES AGE VERSION
ci-In-tkbxyft-f76d1-nvwhr-master-1 Ready master 133m v1.22.0-rc.0+75ee307

7.4. BRG] AR HERR

OpenShift Container Platform £ RHCOS £iz1T, eI LURERLLT 5 BHER 512 RSB XM ] #,

7.4.1. KB N ERR

kdump fR55 SIETE kexec-tools 1, BIRH T — ARG MENE., ERILUERXMRSRERILAERN
A, LMEBEHTO.

kdump RS R B2 —MIARTN A, BT ISR LI RARSS TR (SLA) 28, BHEIHE/EDh
REAEARE, IERHEETETMEREREl]. XERATIEINEERT LUER M RB I AHThEE, 7+
BNSEFLN BIRER R L,

BRIERAT IR FSEEIRIEE, H5E
https://access.redhat.com/support/offerings/techpreview/,

7.4.1.1. 5 kdump
RHCOS Mt kexec-tools, BEFEEFHIEEF 8E/5H kdump,

P
BUTUL TS B4E RHCOS L5 A kdump :

1. BEFERAKBISHIRPNARBARERERT, BERALTHGRERNRSEH
I # rpm-ostree kargs --append='crashkernel=256M'

2. Wk BEAMSEARREW, SHESEARMUBEMASBIARAN /var/crash (1, 155
i /etc/kdump.conf B &4,

B LUKS BB AE, kdump 28R LUKS I A& B A H AR5 iF

BXEE kdump RSSBVIERE, 1HEE /etc/sysconfig/kdump. /etc/kdump.conf 1
kdump.conf FM TTHEFE, BXREBHHEBMNIER, 1HSH RHEL kdump XX,

3. /5 F kdump systemd AR%5 :

I # systemctl enable kdump.service

4. ERRY :

I # systemctl reboot
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5. ¥l kdump BI0E T BRI, KA kdump.service ERXINE3IFFIRE, cat
/sys/kernel/kexec_crash_loaded i 1,

7.4.1.2. 75 1 X/3H kdump

kdump RS EENEN T RERFXAKEE, HFEAT kdump LKA, BXERFEE5ERA
7 kdump B354 1T R —EAR, EHBWRERTENT RPEA kdump, £ RF/EA kdump 8
BEMATIE

o RN NERHAKERE TR, ATLLATA RAM B,

o NRZEMERBZN T RAT A,

o RATHEERBELERIN A,

e X7y kdump BRF5RE— BATIN, FAAEHRZEFIMEMEN,

INSRAE T 25 A kdump BRZSFRH RIS, TR LURIEE KIS REELESEHN/E A kdump, SALAE]
BAEZRHRETEFNVSRHVZSRES, (BERIJLIEESE 1 XK@ MachineConfig X ) systemd H.7T3k
PUTEIEMS B, FEEEMME T SRR kdump, A LLAIE MachineConfig &R, FHIFiZ&E
A Ignition EEE S BIREPERAFEXGESR, NHEAXMNMAER Ignition EBEBEMEZE X
B, 15&I4 Installing = Installation configuration &8 B E LT ",

i =
NEERESE[H ER & 13 MachineConfig X4 :

1. I — Butane B2 &4 99-worker-kdump.bu, FFEEFH/5H kdump :

variant: openshift
version: 4.8.0
metadata:
name: 99-worker-kdump ﬂ
labels:
machineconfiguration.openshift.io/role: worker g
openshift:
kernel_arguments: 6
- crashkernel=256M
storage:
files:
- path: /etc/kdump.conf ﬂ
mode: 0644
overwrite: true
contents:
inline: |
path /var/crash
core_collector makedumpfile -I --message-level 7 -d 31

- path: /etc/sysconfig/kdump 6
mode: 0644
overwrite: true
contents:
inline: |
KDUMP_COMMANDLINE_REMOVE="hugepages hugepagesz slub_debug quiet
log_buf_len swiotlb"
KDUMP_COMMANDLINE_APPEND="irgpoll nr_cpus=1 reset_devices
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cgroup_disable=memory mce=off numa=off udev.children-max=2 panic=10 rootflags=nofail
acpi_no_memhotplug transparent_hugepage=never nokaslr novmcoredd hest_disable"
KEXEC_ARGS="-s"
KDUMP_IMG="vmlinuz"
systemd:
units:

- name: kdump.service
enabled: true

£4 control plane 7 s 8/ MachineConfig X &REf, I worker E#: N NI B
master,

g REAKSBERNBEHAKREARNE. IREE, BILURNEMAKRSE.
Q INREMEILNEN /etc/kdump.conf WNZ, 5SS LLERD FH AR HEEK inline F3845 .

6 INREMBINEN /ete/sysconfiglkdump HRE, EE S ER 9 FHHERNHER inline FEB
ﬁo

2. {1 Butane £ EECE YAML X4 99-worker-kdump.yaml, S&ERMEA T SMEE :

I $ butane 99-worker-kdump.bu -0 99-worker-kdump.yami

3. EEHXEIERN YAML XHRAFEP, EATLUMER YAML XEEEERERIRZL
MachineConfig % & :

I $ oc create -f ./99-worker-kdump.yaml

7.4.1.3. izt kdump ECiE

BAX kdump BER, 1ES 1 RHEL X AR kdump BCiE BB 43

7.4.1.4. PR %
BX kdump ISR, 1ESH RHEL X AEY 9 R B4,

% .
BRI MR RHEL REiHHAT vmceore 2#,

Hth BHR

e 1f RHEL Hi%i& kdump

Linux A% 32 kdump

kdump.conf(5)- /etc/kdump.conf Ee B XA VIBA 1571, SET FHLTRISE RS

kexec(8)- kexec ¥4 SR man page

A% kexec #l kdump BYZLIERIIHE X E
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7.4.2. i Ignition KK

MRFEEBEFNES, Ignition KK, RHCOS 5|5 E KR shell, FERLUTHERINRE R,

it
IZAT AT S RN AR 55 B ST AR

1 iz
I $ systemctl --failed
2. "Wk HEANRGS AT LEZITUTHSERESER -

I $ journalctl -u <unit>.service

7.5. %% [n] AR RS HERR

7.5.1. B0fal e R 4% 4 O

SFERN LR, KEEFLS ML EOLETIE (NIC) MEMNARER, OpenShift Container
Platform FF5 Kubernetes AP| fRZ525:@ 15 #9 NIC H°17 =8| 5K} systemd 12178 nodeip-
configuration.service fR%5 £ ITTRE, ZRFEKEMEE T RENEBIMLED, HE—NERE T HLL
FAF API iR 552589 IP tthilk 89F [ B9 0 4% 42 O #% %875 F SR 04T OpenShift Container Platform i@ifl

£ nodeip-configuration.service R 55 E IEMH NIC [5, ZRFS =0
letc/systemd/system/kubelet.service.d/20-nodenet.conf X4, 20-nodenet.conf 3Z{45F
KUBELET_NODE_IP IfE2r 215 8 WARSS AR IP Hhtik,

Y kubelet fRSS BT, B4 M 20-nodenet.conf XEFIEEIMEZ 2/MI(E, FIF IP #iHi% &N --node-
ip kubelet fp51T5 8., EIt, kubelet ARSSEFARME IP Hhlik #5417 = IP Hbtl,

MBAREFEHRE TEAHHMS, nodeip-configuration.service RS HREAEER FEFEAREHN
NIC, TE¥LIERT, oc get nodes -o wide ap 5 HY%iH H#) INTERNAL-IP 7R Al e ERAFET —1
REM NIC,

SNRANEFE T —NFRB NIC S BMLEEFMTRECE R, EA—NRIESRB R LRI Z A
WEIEAN IP ik, UTIIRBE T SRS ERMTREI :

o OE— shell A, LUfAERAT OpenShift Container Platform i@{58Y IP ik, 1EBIAOIEE—
MNEE BT, i /etc/systemd/system/kubelet.service.d/98-nodenet-override.conf,
A B E T4 98-nodenet-override.conf, 5 KUBELET _NODE_IP I EZEXE N IP
ik,

o TEEE /etc/systemd/system/kubelet.service.d/20-nodenet.conf X1, I5ER—BREKE
I BER SRR, 10 98-nodenet-override.conf, XFEMBIBE IR EE B E LA TTIXHTE
20-nodenet.conf Z [5i21T, HEBEZINMELEME,

o (HH shell IAABE—MBREEN R, FH base64 JiGF R, FHEMA Machine Config
Operator fFHIAE B BISTHFRGEEE (40 /usr/local/bin/override-node-ip.sh ) BJ77 5,

e Tf{R systemctl daemon-reload 7% shell IA&IZ1T/5i121T. &AI LA ERENBEEPIEE
ExecStart=systemctl daemon-reload, #0 TR,

AT & kubelet W% OMH R ERH
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apiVersion: machineconfiguration.openshift.io/v1
kind: MachineConfig
metadata:
labels:
machineconfiguration.openshift.io/role: worker
name: 98-nodenet-override
spec:
config:
ignition:
version: 3.2.0
storage:
files:
- contents:
source: data:text/plain;charset=utf-8;base64,<encoded_script>
mode: 0755
overwrite: true
path: /usr/local/bin/override-node-ip.sh
systemd:
units:
- contents: |
[Unit]
Description=0verride node IP detection
Wants=network-online.target
Before=kubelet.service
After=network-online.target
[Service]
Type=oneshot
ExecStart=/usr/local/bin/override-node-ip.sh
ExecStart=systemctl daemon-reload
[Install]
WantedBy=multi-user.target
enabled: true
name: nodenet-override.service

7.5.2. Open vSwitch [A] I FEHERR
& BN —LE Open vSwitch (OVS) [AlEATTHERERR, BRIt REZRERSTHHIILEEELZER.

o

INRIEAHER T R EWBERS, EERETLURUATRE —FMT R LR SREE TR R A EH

N -

E0514 12:47:17.998892 2281 daemon.go:1350] content mismatch for file /etc/systemd/system/ovs-
vswitchd.service: [Unit]

NBFBEFLEEXNETHEL, EETKREBRERE BE50 R,

7.5.2.1. A A2 Open vSwitch B2 5

X F iR ERSPEHERR, AT LUEITESE Open vSwitch (OVS) BESJ, U TREAEEZEEFT L TR 7
4, BREEHSIST RN, BEERHFIREFE.

HAT P ERRBERINE, EaiEkckaiSRERETTHEMBEHER, 1271 #12EE ovs-
vswitchd.service WRAARLE, ERAZEEER, HEENRSE, FREELIEENRBE,
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FeREH
o ATLUFAEA cluster-admin B&MAE iR EEE,
e B% %k OpenShift CLI(0C).

pi% =
1. 7T sJE5) debug pod:

I $ oc debug node/<node_name>

2. ¥ /host 1% &N debug shell FEIIR B R, debug pod M pod A /host AR EHNIEE: root X4
R4, FREFUN /host, BRI LM EHNSIHRGFIZIT Z i HISTH -

I # chroot /host
3. A& OVS ERBI AT syslog 47 :
I # ovs-appctl viog/list
IR RBIEE ZRT syslog &N info BIE B,
it Bl

console syslog file

backtrace OFF INFO INFO

bfd OFF INFO INFO
bond OFF INFO INFO
bridge OFF INFO INFO
bundle OFF INFO INFO
bundles OFF INFO INFO
cfm OFF INFO INFO

collectors OFF INFO INFO
command_line OFF INFO INFO
connmgr OFF INFO INFO
conntrack OFF INFO INFO
conntrack_tp OFF INFO INFO

coverage OFF INFO INFO
ct_dpif OFF INFO INFO
daemon OFF INFO INFO

daemon_unix OFF INFO INFO
dns_resolve OFF INFO INFO
dpdk OFF INFO INFO

4. 87 /etc/systemd/system/ovs-vswitchd.service.d/10-ovs-vswitchd-restart.conf {4/ #)H
Gl

Restart=always
ExecStartPre=-/bin/sh -c '/usr/bin/chown -R :$${OVS_USER_ID##*:} /var/lib/openvswitch'
ExecStartPre=-/bin/sh -c '/usr/bin/chown -R :$${OVS_USER_ID##*:} /etc/openvswitch'
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ExecStartPre=-/bin/sh -c '/usr/bin/chown -R :$${OVS_USER_ID##*:} /run/openvswitch'
ExecStartPost=-/usr/bin/ovs-appctl vlog/set syslog:dbg
ExecReload=-/usr/bin/ovs-appctl vlog/set syslog:dbg

ERIEBRAIFR, BEY5IXES dbg. 1*35(3—}:9\3?17, ¥+ syslog: <Iog_|eve|> WEH
off. emer. err. warn. info =k dbg. off H&EJ ST EiefE BEHE R,

5 EFRS :

I # systemctl daemon-reload

I # systemctl restart ovs-vswitchd

7.5.2.2. K ABCE Open vSwitch B2 5
XTFXRF Open vSwitch (OVS) BEA B KEAEDY, ERILUKAE B &L,

FeREH
o RETLUFEAEZS cluster-admin A& i A& EE,

e B% %k OpenShift CLI(0c).

A
1. EARLLLTRAIM MachineConfig X RO — 3, 40 99-change-ovs-loglevel.yaml :

apiVersion: machineconfiguration.openshift.io/v1
kind: MachineConfig
metadata:
labels:
machineconfiguration.openshift.io/role: master ﬂ
name: 99-change-ovs-loglevel
spec:
config:
ignition:
version: 3.2.0
systemd:
units:
- dropins:
- contents: |
[Service]
ExecStartPost=-/usr/bin/ovs-appctl vlog/set syslog:dbg g
ExecReload=-/usr/bin/ovs-appctl vlog/set syslog:dbg
name: 20-ovs-vswitchd-restart.conf
name: ovs-vswitchd.service

PUT I S 5% L/LEE control plane W[5, EEXMNIRE, HEABKEN worker LIRS E

worker 7 m,

XE syslog:<log_level> B, BH&Z:54 off. emer. err. warn. info 5% dbg, HEXE
jj off & j’(ﬁ?ﬁ)‘ﬁﬁﬁ/u/%uo
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2. NANREE :

I $ oc apply -f 99-change-ovs-loglevel.yaml|

Hth

=

iR
e T f# Machine Config Operator

o MENBEEMRRKE

7.5.2.3. [7x Open vSwitch H&

FEAL TSI TR Open vSwitch (OVS) B,

FeREH
o ATLUFAEA cluster-admin B&IAE iR EEE,

e B% %k OpenShift CLI(oc).

it =
o ZTUTE—®F :

o fFRARBEKEHNN oc N IERAK :

I $ oc adm node-logs <node_name> -u ovs-vswitchd
o BERIEBHIMNTRELZRBARE

I # journalctl -b -f -u ovs-vswitchd.service

BT MM — %23 A oc debug node/<node_names &4,

7.6. TROUBLESHOOTING OPERATOR H[r] i

Operator 2 —##T&. ZHEMEE OpenShift Container Platform N ARRFEHAE, BAUBEERN
B BN ITRANMYT B, A LTE OpenShift Container Platform Wi A2 TIE R, FHRIBHM4RY
BPRSSERT RS, Operator #i%iT AR TLE M IBAILTFE, FHOF B IR R B shidk T,
BRSFEER" (MBI S 2sg T &nE) .

OpenShift Container Platform 4.8 @35 T —HEIAM Operator, B |BEHFIERE TFAAHMN, XLEIA
Operator B Cluster Version Operator (CVO) &HIE,

ENEREE R, A EA OpenShift Container Platform Web 2 &8k CLI %53 B OperatorHub #J
M FATERF Operator, ARG, &R Operator IHE—NHE AN MR, HEHTWFLARER, N
FA#2 R Operator B Operator Lifecycle Manager (OLM) #{TEE,

NRiBE Operator [J#, EISIE Operator 1T HRE, EEBFHM Operator pod BEKR, FHKE
Operator BELLHAITI2H#,

7.6.1. operator 1] [ 4R T 2K BY

T AT &5 LA TR K8 -
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#F 70T EKOR SRR

KR ik

CatalogSourcesUnhealthy RF@ETH— DL DB FKIRT R,

InstallPlanMissing ER DT IR R E TR,
InstallPlanPending RN REIT X IEEREH,
InstallPlanFailed TR R & 11 X1 R

EKIL OpenShift Container Platform £2% Operator HH Cluster Version Operator (CVO)
B, Biili%HF Subscription XI5, 2% Operator B Operator Lifecycle
Manager (OLM) &I, ©1 &% Subscription X%,

7.6.2. {§ A CLI & & Operator 1] [FR S

I&A LUER CLI &F Operator 1T KR,

FeREH
o RETLUFEAEZR cluster-admin A& i n & EE,

o B% %k OpenShift CLI(oc).
T
1. FH Operator 1T :
I $ oc get subs -n <operator_namespace>
2. {#F oc describe fp 5% Subscription HR :
I $ oc describe sub <subscription_name> -n <operator_namespace>

3. ek, $E Operator 1T AR 2B H Conditions #f 4. 7ELL T RAHI
#, CatalogSourcesUnhealthy &4 XEVEH false K&, R NFTAER HBRIREEERE :

Bl
Conditions:
Last Transition Time: 2019-07-29T13:42:57Z
Message: all available catalogsources are healthy
Reason: AllCatalogSourcesHealthy
Status: False
Type: CatalogSourcesUnhealthy
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==
ZXI\ OpenShift Container Platform & &% Operator H Cluster Version Operator (CVO)

&, ©fi%% Subscription X%, 2R Operator H Operator Lifecycle
Manager (OLM) &I, ©1 &% Subscription X%,

7.6.3. fffH CLI &%& Operator BXIRIRE
IEAILMEA CLI & Operator BEIREIA S,

FeREH
o TATLUFEAEA cluster-admin BA&MAE iR EE,

e B% %k OpenShift CLI(0c).

ff

L=

1. SIS REEPEFIE, B, KLk openshift-marketplace #3422 (6], 1%n 422 (A
FERESCRMBXIR :

S

I $ oc get catalogsources -n openshift-marketplace
I

NAME DISPLAY TYPE PUBLISHER AGE
certified-operators Certified Operators grpc Red Hat  55m
community-operators Community Operators grpc Red Hat 55m
example-catalog Example Catalog grpc  Example Org 2m25s
redhat-marketplace Red Hat Marketplace grpc Red Hat 55m
redhat-operators  Red Hat Operators grpc Red Hat 55m

2. {# oc describe M5 RENE * B RIBEHIFEBIIAS ¢

I $ oc describe catalogsource example-catalog -n openshift-marketplace
Bl

Name: example-catalog
Namespace: openshift-marketplace

Status:
Connection State:
Address: example-catalog.openshift-marketplace.svc:50051
Last Connect: 2021-09-09T17:07:35Z
Last Observed State: TRANSIENT_FAILURE
Registry Service:
Created At: 2021-09-09T17:05:45Z
Port: 50051
Protocol: grpc
Service Name: example-catalog
Service Namespace: openshift-marketplace
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Hth

80

ELEAIRE YD, REMRIMIRSE TRANSIENT FAILURE, IHiRASRT B BREILERER
H R A] R,

3. B OIR B SRRy & 22 (R BN pod -

$ oc get pods -n openshift-marketplace

it Bl

NAME READY STATUS RESTARTS AGE
certified-operators-cvonn 1/1 Running 0 36m
community-operators-6v8Ip 1/1 Running 0 36m
marketplace-operator-86bfc75f9b-jkgbc 1/1  Running 0 42m
example-catalog-bwt8z 0/1  ImagePullBackOff 0 3m55s
redhat-marketplace-57p8c 1/1 Running 0 36m
redhat-operators-smxx8 1/1 Running 0 36m

EaRZEE PR E RN, fEiZemAZEAGHBFKRUE— pod, ERIEAIRAGI
&, example-catalog-bwt8z pod HIRZ 2 ImagePullBackOff, LHIRASRRAIE E RIRIZES|
BREFE R,

4. {#F3 oc describe S E pod LUKENE Z1F41E & -

¥

I $ oc describe pod example-catalog-bwt8z -n openshift-marketplace

i B
Name: example-catalog-bwt8z
Namespace: openshift-marketplace
Priority: 0
Node: ci-In-jyryyg2-f76d1-ggdbg-worker-b-vsxjd/10.0.128.2
Events:
Type Reason Age From Message
Normal Scheduled 48s default-scheduler Successfully assigned openshift-
marketplace/example-catalog-bwt8z to ci-In-jyryyf2-f76d1-fgdbg-worker-b-vsxjd
Normal AddedInterface 47s multus Add eth0 [10.131.0.40/23] from
openshift-sdn
Normal BackOff 20s (x2 over 46s) kubelet Back-off pulling image
"quay.io/example-org/example-catalog:v1"
Warning Failed 20s (x2 over 46s) kubelet Error: ImagePullBackOff
Normal Pulling 8s (x3 over 47s) kubelet Pulling image "quay.io/example-
org/example-catalog:v1"
Warning Failed 8s (x3 over 47s) kubelet Failed to pull image

"quay.io/example-org/example-catalog:v1": rpc error: code = Unknown desc = reading
manifest v1 in quay.io/example-org/example-catalog: unauthorized: access to the requested
resource is not authorized

Warning Failed 8s (x3 over 47s) kubelet Error: ErrlmagePull

ERIErRAE S, ERHERRETBENRSHRGER R EmIE AR E. Fla, R
SR IE AR EEE R BB K EIUEM registry A,

i
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Operator Lifecycle Manager #:&F155IR —» Catalog /&
gRPC X1y : EERE

MFLH registry i/j7] Operator B4

7.6.4. #1f) Operator pod A5
IRE LB &R BE B Operator pod RERE, LT LUK E H#4H89 Operator pod ik,

SoREH
o AELUEMESA cluster-admin & &R 10 EE,
o APIBRFSLIRT AEE TAF,
o B%%E OpenShift CLI (oc) .
iz
1. 5 EEIZ4TH Operator, it &3& Operator frRA. ATRAMANZITHEER :
I $ oc get clusteroperators
2. BIHTE Operator #3422 [A] 2 4TH) Operator pod, B % pod R, EESFER :
I $ oc get pod -n <operator_namespace>
3. K4 Operator pod #it -
I $ oc describe pod <operator_pod_name> -n <operator_namespace>
4. fNR Operator MFFEFENT R, NTEZT R EEIH Operator F2RK .

a. T sRA3) debug pod :

I $ oc debug node/my-node

b. ¥% /host 1% debug shell FEIRB K., debug pod 7 pod Y /host FEH EHH root X
B3R5, MRERZN /host, BRI LLZTENATHUTRERH S ER ZHHITHF -

I # chroot /host

k

-

1217 Red Hat Enterprise Linux CoreOS (RHCOS) B OpenShift Container
Platform 4.8 & RA A2, BT Operator RN LR HEN, FEIN
A SSH MR R, TRERFILH accessed 15, BZ, AR
OpenShift Container Platform API R, =k kubelet £ B IR T R EFTIEIE
BILF, oc BIEREZ RN, EXMIERT, TLMER ssh core@<nodes.
<cluster_name>.<base_domain> 3 ijj[7]77 s,

c. ST RAFIFEMER, SIEREMKEE pod ID:
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I # crictl ps
d. FIHT R _ERFTE Operator B2MIE R, AT RAIFIH T network-operator F2RHIER :
I # crictl ps --name network-operator

e. 1B debug shell,

7.6.5. L% Operator HE

INRIBE Operator 7], EALIM Operator pod BEFRE LML EER.

FeRFH
o EAELUEMESA cluster-admin f& &I 10 EE,
o APIRFSLIRT AEE TAF,
o B% %k OpenShift CLI(0c).
e {&7A control plane 2% control plane HlZRHTEMREFH L (B master Hl.28)
iz
1. 5 7E Operator #p & 22 8] FiZ1TH Operator pod, LK pod KA. EFFER :
I $ oc get pods -n <operator_namespace>
2. #&# Operator pod A :
I $ oc logs pod/<pod_name> -n <operator_namespace>

402R Operator pod BEZ 1 Rés, N LSS HE~E—1MiER, HP@asg /I anEh. M
MUARHFENAE :

I $ oc logs pod/<operator_pod_names -c <container_name> -n <operator_namespace>

3. MR API TEREEITE, E/ER SSH EEEFE control plane 77 s _E#) Operator pod =25 H
&, I <master-node>.<cluster_names>.<base domain> & )75& &8I 1E,

a. BIHEA control plane 7 s £ pod :
I $ ssh core@<master-node>.<cluster_name>.<base_domain> sudo crictl pods

b. X F{EfIk E 7~ Ready KM Operator pod, HAIEE Pod B, &
<operator_pod_id> &t E—an S Hid A5 HEH Operator pod ID:

$ ssh core@<master-node>.<cluster_name>.<base_domain> sudo crictl inspectp
<operator_pod_id>

c. BIHH5 Operator pod 1 XA :
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$ ssh core@<master-node>.<cluster_name>.<base_domain> sudo crictl ps --pod=
<operator_pod_id>

d. X FEIKER Ready SKEH Operator B2r, HITHRERRIKSE, ¥ <container_id>
Bl E—Shitd s HIASS ID:

$ ssh core@<master-node>.<cluster_name>.<base_domain> sudo crictl inspect
<container_id>

e. IMEEMEK T Ready SK5H Operator B2 HE. ¥ <container_id> &y £ — &4
H e P H B35 ID:

$ ssh core@<master-node>.<cluster_name>.<base_domain> sudo crictl logs -f
<container_id>

==

1217 Red Hat Enterprise Linux CoreOS (RHCOS) HJ OpenShift Container
Platform 4.8 &1 m CAKIF Operator KN FAEEFHEN, TEIL
{8 SSH Uﬂﬂ%ﬁﬁ, =% H%ﬁwﬂﬁ accessed {5, 1EZ0ET SSH

WEIZ M EERT, 1Fi21T oc adm must gather F1Efth oc BEEEIIEE
DR R HEE, (B2, R OpenShift Container Platform API T_JFH,
= kubelet EE T m L TTEERE TIF, oc RENSZRIRM, EXFHERLT,
AT LUEF ssh core@<nodes>.<cluster_names>.<base_domain> 3ijj[n] 7

ino

7.6.6. 2 [ Machine Config Operator BhE#HE| 5

% Machine Config Operator (MCO) #H{TECERE AN, Red Hat Enterprise Linux CoreOS (RHCOS)
WHEETRREEREN. TREBRREENEERFEIM, RHCOS TREEENERE, MIFCEHRY

1=
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LUTERTEMA T mEHEIF
e 4 MCO RMEBILUTEMERN, ERERHFERER T RBVER TN AER

o 7EHZRELEM spec.config.passwd.users.sshAuthorizedKeys S+ &k
SSH B,

o 7t openshift-config fp % Z2[A| A B AL /F pull secret 3 pull secret,

o Kubernetes API Server Operator B #4254 /etc/kubernetes/kubelet-ca.crt
WERIA MM (CA)

e % MCO il ZI%T /etc/containers/registries.conf ST {-BIEERET, NN SnkE
ImageDigestMirrorSet =% ImageTagMirrorSet X7 R, ©aHFZEM MM R, N
AESFHICHICE T R, TREERRLELTEN

o IBINT— registry, TWENEBNEBE (mirror) KET pull-from-mirror =
"digest-only" ¥,

o IINT—E& (mirror) , HWHE—1 registry FiZER pull-from-mirror =
"digest-only" ¥,

o 7 unqualified-search-registries FI &R RINTIH,

#= MCP B LE MCO TEXREKM T R LN FAEMEE RN, &1 MCP A" LARG IEEA B

SIFCEGRIIE B B KRB T =, 23E B 3010 kube-apiserver-to-kubelet-signer CA
iE#, INR7TE kube-apiserver-to-kubelet-signer CA IE i #1H MCO 2 B &L TIEF
i, MCP & {®, EXRRETYEMN MCP BT RMAFIET, X25FHE oc v h

W, SIEFEEARFRTF oc debug. oclogs. oc exec # oc attach, 1EE{E MCP KN 1%IEE
D, BEFMZEFE kube-apiserver-to-kubelet-signer CA iEFid #if0 (0] @, BINFERERS
[ R =

FCAIEPREBREHEEM 202 REMK, HEBIZBHEEMN 365 XEMR, ERET
—/NBE CAIERRE, 5 Red Hat OpenShift 4 9T ## CA IFBBEENEET

7.6.6.1. i AIZHIA 2 M Machine Config Operator HZIE#H B 5
7 #ERXT Machine Config Operator (MCO) FRIBIESUERK A BRI FRRT, SR LIER OpenShift

Container Platform Web Z2&| & B SEEM (MCP) , LARSLE MCO FEBRAN A i 17 it TR &
N, XERFIEEMEERTF MCO Bt ia—oMER,
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#= MCP & B LE MCO TEXREXM T R LN A MEE RN, &1 MCP A" LARG IEER B

SIFCERRIIE B B KRB T R, 23E B30 kube-apiserver-to-kubelet-signer CA
iE$, INR7TE kube-apiserver-to-kubelet-signer CA IE i #H MCO 2 B s &L TIE+
i, MCP & {®, EXRRETYEMN MCP BT RMAFIET, X25FHE oc v h

g, SIEEARFRTF oc debug. oclogs. oc exec # oc attach, 1EE{E MCP K Ni%IEE
D, FBEFMZEFE kube-apiserver-to-kubelet-signer CA iEFid #if 0] @, BINFERERS
BN =,

FCAIEPREBREHEEM 202 REMK, HEBZBEEMN 365 XEMKR, ERET
—/NBE CAIERRE, 5 Red Hat OpenShift 4 9 T ## CA IFBBEENEET

FeREH
o RETLUFEAEZS cluster-admin A& i A& EE,

iz
Y EHECHEEBEE) MCO BHEHBIS -

o HERIEIFIILIE :
1. LLEH cluster-admin & &8 AP 519K E OpenShift Container Platform web ##l&,
2. = Compute —» MachineConfigPools,

3. 7£ MachineConfigPools TIE®, =il master 5 worker, EFERTFEEL{EEHEISH
TR

4. 7 master = worker TUE®, m= YAML,
5. 7 YAML &, ¥ spec.paused FEXFEHH true,

MachineConfigPool % &Rl

apiVersion: machineconfiguration.openshift.io/v1
kind: MachineConfigPool

spec:
paused: true ﬂ

Q 19 spec.paused FEEHTH true LEEEFHEI T,

6. BXIE MCP 2B E2HE, 15REIEI MachineConfigPools 11,
£ MachineConfigPools TITEH, FIEHH MCP k&5 7 Paused 5If ) True,

R MCP EE =R A FL Bk, Updated 5174 False, Updating y False, 2
Updated &y True B Updating & False fif, RF&ERFLEMENL,
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BF

MRBERHATHEN (Updated 1 Updating FEXERE False) EIUER
RAE—NMETFBORTER. FRAUTSRICEEEE35 53, UNA
E—REFEHPAHER,

o HEUHE{=EIIBITHRE
1. LLEH cluster-admin & &8 AP 519K E OpenShift Container Platform web 1##l&,

2. = Compute —» MachineConfigPools,

3. 7£ MachineConfigPools T{E®, mii master 5 worker, EFERTFEEL{EZEHSISH
TR

4. 7 master = worker TUE®, m= YAML,
5. 7£ YAML /1, ¥ spec.paused FEXFE#/ false,

MachineConfigPool % &Rl

apiVersion: machineconfiguration.openshift.io/v1
kind: MachineConfigPool

spec:
paused: false ﬂ

ﬂ ¥ spec.paused FEXE N false LLRITESS,

@it BUEEE MCP, MCO N AMAEFIEY, RIFEFZE/S Red Hat
Enterprise Linux CoreOS (RHCOS)

6. BXIE MCP 2B E2HE, 15REIEI MachineConfigPools 11,
£ MachineConfigPools TIEA, RIEXH MCP k& Paused 75 False,

SN MCP IE7EN R{EMFLIENED, Updated 74 False, Updating 74 True,
Updated 7y True B Updating & False i, AaBEH#ITEMEN.

7.6.6.2. f#if CLI M Machine Config Operator BhE#H 8l F
7 BEFEXT Machine Config Operator (MCO) FRMBIEBUER N A BRI MY, EEILUERA OpenShift

CLI (oc) EfEAMAFEEM (MCP) , LABALE MCO FEFRMN AN T R TEMEN, XRFHIEERLE
EET MCO BEifid iR —#oNES,
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#= MCP B LE MCO TEXREXM T R LN A MEE RN, &1 MCP A" LARG ILER B
SIFCERRIIE B B KRB T =, S3E B30 kube-apiserver-to-kubelet-signer CA
IE, INR7TE kube-apiserver-to-kubelet-signer CA IE i #1 H MCO 2 B &8 TiIE+
i, MCP 2E{E, BRKELEN MCP AET RNAHFIER. XI2FHEZ1 oc H

W, SIEEARFRTF oc debug. oc logs. oc exec # oc attach, 1EE{E MCP K Ni1%IEE
N, BEFMZEFE kube-apiserver-to-kubelet-signer CA iEF i #if9 0] @, BINFERERNS
[ R =,

¥ CAILPREERERIRMN 292 XEM, FEBZBEHEMN 365 XEMk. BEHET
—/NBE CAIERRE, S Red Hat OpenShift 4 9 T ## CA IFBBEENEET

FeREH
o ATLUFAEA cluster-admin BAE&IAE iR EEE,
o B% %k OpenShift CLI(0c).

e
ZYEHECHEEB5) MCO BHEHBIS -

o HEREIFIILIE :
1. %7 MachineConfigPool B L 7R, f§ spec.paused FEIXE N true,

Control plane (master) Tim

I $ oc patch --type=merge --patch="{"spec":{"paused":true}}' machineconfigpool/master

Worker i s

I $ oc patch --type=merge --patch="{"spec":{"paused":true}}' machineconfigpool/worker
2. $UEMCP BREEE = :

Control plane (master) Tim

I $ oc get machineconfigpool/master --template="{{.spec.paused}}'

Worker i s

I $ oc get machineconfigpool/worker --template="{{.spec.paused}}'

oA

I true

spec.paused F& 5 true, MCP 1%,

3. BE MCP B2E BRI

I # oc get machineconfigpool
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it

NAME CONFIG UPDATED UPDATING
master rendered-master-33cf0a1254318755d7b48002¢597bf91 True False
worker rendered-worker-e405a5bdb0db1295aceal8bccal33fa60 False False

#NR UPDATED %12 False, UPDATING 7/ False, NIBRFLENER, % UPDATED #
True H UPDATING 7/ False i, &ZBERFVMIEBHER, ELHIF, worker TRAFULEND
{t. control plane T s8 (FFH master T iR) FEFEMRFLHENER,

BF

MRBERHATHEN (Updated 1 Updating FEXERZE False) EIUER
RAE—NMETFBORTER. FRAUTSRICEE 355018, LUNA
E—REREHPAHER,

o EUHE{=EIISIFITE
1. %7 MachineConfigPool B L 5R, f§ spec.paused FiXE ) false,

Control plane (master) Tim

I $ oc patch --type=merge --patch="{"spec":{"paused":false}}' machineconfigpool/master
Worker i s

I $ oc patch --type=merge --patch="{"spec":{"paused":false}}' machineconfigpool/worker

BT BUHEE MCP, MCO NAMABEEMEN, RI\EFEET Red Hat
Enterprise Linux CoreOS (RHCOS) .

2. Bk MCP BREEEUHE = -
Control plane (master) Tim
I $ oc get machineconfigpool/master --template="{{.spec.paused}}'
Worker i s
I $ oc get machineconfigpool/worker --template="{{.spec.paused}}'
Kyt Bl
I false

spec.paused FF& 7 false, MCP #EUHE =,

3. BE MCP B2E BRI
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I $ oc get machineconfigpool
o B
NAME CONFIG UPDATED UPDATING

master rendered-master-546383f80705bd5aeaba93 True False
worker rendered-worker-b4c51bb33ccaaebfc4abas False True

SR MCP IEfE N AR IERE, UPDATED %15 False, UPDATING %7y True, ¥4
UPDATED § True B UPDATING 5y False [}, &EH—4MEN, £ LHIA, MCO IEHE
B3 worker 77 £,

7.6.7. RlIFTRICEL] ]

£ Operator Lifecycle Manager (OLM) #h, #NRMEITHBES| ML ITEV M BI5 &I Operator,
& 5] LATE openshift-marketplace #p# 22 [A] R B B LU R SR BVE L -

it N
ImagePullBackOff for

Back-off pulling image "example.com/openshift4/ose-elasticsearch-operator-
bundle@sha256:6d2587129c¢846ec28d384540322b40b05833e7e00b25cca584e004af9a1d292e"

oA

rpc error: code = Unknown desc = error pinging docker registry example.com: Get
"https://example.com/v2/": dial tcp: lookup example.com on 10.0.0.1:53: no such host

A, ITHSAEFIINKRBORTS, Operator TTiEREZSH TN,

IR LOB MHBRIT . SEEFARSHRA (CSV) KREMME X RERIFTRMBITH, EFHOEITHE, OLM
SEHRE Operator BIEFARRA,

SEREMH
o ME—NKRMBITEH, FoERERREED RIS 2 5itk.
o AR LAY R EE MR 4P S itk
it 3
1. MZ%E Operator B9y % 22 (7] X EX Subscription #1 ClusterServiceVersion X REI & :

I $ oc get sub,csv -n <namespace>
FiHpl

NAME PACKAGE SOURCE CHANNEL
subscription.operators.coreos.com/elasticsearch-operator elasticsearch-operator redhat-
operators 5.0

NAME DISPLAY VERSION
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REPLACES PHASE
clusterserviceversion.operators.coreos.com/elasticsearch-operator.5.0.0-65 OpenShift
Elasticsearch Operator 5.0.0-65 Succeeded

2. THIBRITI -
I $ oc delete subscription <subscription_name> -n <namespace>

3. MHFREREFAR S hRA

I $ oc delete csv <csv_name> -n <namespace>

4. 7% openshift-marketplace &p 4 22 [f] IR EX A A SR AV 1 B9 & FRFNAE K EC B PR &Y

I $ oc get job,configmap -n openshift-marketplace

it N |

NAME COMPLETIONS DURATION AGE
job.batch/1de9443b6324e629ddf31fed0a853a121275806170e34c926d69e53a7fcbccb  1/1
26s 9m30s
NAME DATA AGE
configmap/1de9443b6324e629ddf31fed0a853a121275806170e34c926d69e53a7fcbccb 3
9m30s

5. MERVEL -

I $ oc delete job <job_name> -n openshift-marketplace

BORE TR U R TS O BHR Y Pod TR B #7132,
6. MBEEMS

I $ oc delete configmap <configmap_name> -n openshift-marketplace
7. 1E Web 2% & & B OperatorHub EHr &% Operator,

o MERTDHRINEFHRE Operator:

I $ oc get sub,csv,installplan -n <namespace>

7.7. 17 POD [}

OpenShift Container Platform # A Kubernetes B pod #1:8, ©R2HXRAMBEERA—FENLBH—PHZ
Ais. pod BHATE OpenShift Container Platform 4.8 £ X, ZHEMEBEMR/NITE ¥ T,

HEEXT pod 7, ERSRETRLEIZTT, BERRFRY, HNEICSHMIERLE, REREIREA
4, Pod AITE:RHSNRE EMIER, UEDFEBR,
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BHRERE pod HILAEES pod BPRE. INRKL 4 pod BUFE, 15MER pod BIEHRIR A LUR A4 E IR,
B2 pod FILS AL, RIBHH %h’“%qﬂ ZETEIRIEE ., BB pod EHHEELK pod IRHZHEER.

B RS THIZ1TE pod, =iiRIE Pod HIEREEE/S 512 A root I IRIARBYVEE pod EBh12HFIH]
5

7.7.1. T & pod IR RS

pod KIGRE X EIRIKS, A7E oc get pods 4 H status FEXHFMERE], Pod iR EREHER
&, DI 25MLHEXHBEE,

TRIEMT pod FHIRRERERRTIR,

& 7.2. Pod iR
Pod 853K ek
ErrimagePull i A ARG TR 1R

ErrimagePullBa  F&FREKNL
ckOff

Errinvalidimage  f8EHKATRTH.
Name

Errlimagelnspec &R EEBERD,
t

ErrimageNeverP  PullPolicy % &% NeverPulllmage, BirEi&&ERhEE,
ull

ErrRegistryUna %22 M registry IOREFRT, SHILHTTP £5i%,
vailable

ErrContainerNot {8EARERAM pod FARFIESHKMH kubelet B,
Found

ErrRuninitConta &2 #1181L KM,
iner

ErrRunContaine  pod MZARZRENR B KINE D,
r

ErrKillContainer %% pod AT LE,

ErrCrashLoopB  &HREX L, kubelet BRARIKEEHE,
ackOff

ErrVerifyNonRo  BFBRBHHEK A root HPRIZIT,
ot
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Pod BHRRZ fed

>

ErrCreatePodSa Pod &0 &AM,
ndbox

ErrConfigPodSa Pod ) &ERESXEKS.
ndbox

ErrKillPodSand pod SFEEBMRINE L
box

ErrSetupNetwor  RIZE#15A1ERIL,
k

ErrTeardownNet  M4&%#& 1k K04,
work

7.7.2. %‘L\ pOd 'Ik/[_;\

R AEN pod REFE RIS, BILATLLE N pod HHEXERELRE, HEBEEMBIRIA A,

FeREH
o ATLUFEAEA cluster-admin A& 5N EEE,
o B &% OpenShift CLI (oc)

o B&ET skopeo,

(RRIIE RS
I $ oc project <project_name>

2. SIHTESREAFIZITH pod, UK pod IRA. HEIRRA. EEMNER
I $ oc get pods

3 MBEMBERZSHMEREESE !
I $ oc status

MRMAZFAENEREEE, HHOERERERMMEMFERS A,
4. B LS5 AREMERE

I $ skopeo inspect docker://<image_reference>

5. INREMBHRSIBAFER, FEFHBEREPHNSIA
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I $ oc edit deployment/my-deployment

6. UMBRBERHEF, BENBIEHINE, EWESTEFM Watch pod BIIRT,  LUATE X AN ] @
=LERER

I $ oc get pods -w
7. BEMAERPNELS, UTHS pod KBAEXHZEER :

I $ oc get events

7.7.3. %L\ pOd iﬂ]‘@“%ﬁ HE

@EIJ«)W\ pod %Dé%ﬁElu_.\, JQVKE’—?T- 13 pod KR RME S IRER, RIVRBFHEEAM, pod

FeREH
o ATLUFAEA cluster-admin A& iR EEE,
o APIRSSMARRILUIEE TIE,

e B%% OpenShift CLI (oc) .
iz
1. BIHRE pod WA :
I $ oc logs <pod_name>
2. Bifl pod FFERERMAE :
I $ oc logs <pod_name> -c <container_name>

FRIER oc logs ARSI H & B X E B pod A 2R HI stdout HIfE BZHMK.

3. &% pod A /var/log/ FEESHHEE,
a. F pod A /var/log FFTEMBEXHFNFE X -

I $ oc exec <pod_names> Is -alh /var/log

b. &ifl pod # /var/log FFTEFFE BE X :

I $ oc exec <pod_name> cat /var/log/<path_to_log>

c. FIBKFERSN /var/log FEBEMBEEXHFRFEX ¢

I $ oc exec <pod_name> -c <container_name> Is /var/log

d. HiHEERBTH /varllog PRISHEEREXH :
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I $ oc exec <pod_name> -c <container_name> cat /var/log/<path_to_log>
7.7.4. 5 [nli217H pod
BRI LLBIT TE pod HITFF shell, i@t im O ZRERMLE Ui 1R], SRS EFELZITH pod,
SeRFMH
o EHALUFERER cluster-admin A &K HI&EEE,

o AP|IRSGSMATLUIESR TE,

o B%%k OpenShift CLI (oc) .

it =

. RS EEED R pod MUIH, XZLERN, E7 ocrsh S GAEER -n L4

Z2[H] :
I $ oc project <namespace>
2. BB pod BIILFE shell:

I $ oc rsh <pod_name> ﬂ

Q IR pod EZ1NE2, BRIEFEHA -c <container_names> I5E T —1&2%, &l oc rsh &%

INERE—1TBE.

3. JA3IE pod RIS ERSRFH—MNZTE shell :
I $ oc rsh -c <container_name> pod/<pod_name>
4. AE— MmO L RIGEE pod ERIRO :
I $ oc port-forward <pod_name> <host_port>:<pod_port> ﬂ

Q A Ctrl+C REUYH O & &1F,

7.7.5. 551 EA root 1 [AITNBRH debug pod

BRI UEF—NENHW pod BEHMEBLE, HNEBERYFTIRE debug pod, pod A @HE A

3E root WPRIZ1T, (EIZTRAIGRS root FEY pod HHATEEHERRIS R R E R I RA R :

FeREH
o ATLUFAEA cluster-admin B&MAE iR EE,
o APIRSSMARRILUIEE TIE,

e B%% OpenShift CLI (oc) .
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s}
e

1. RIE—NEEFENEA root 1i[ABREY debug pod.
a. RERUIBEZE R

I $ oc get deployment -n <project_name>
b. RIELREHh7HH root IERM debug pod:

I $ oc debug deployment/my-deployment --as-root -n <project_name>

2. RIFETEERESNES root 15IFF R debug pod.
a. RN BMEBEER :

I $ oc get deploymentconfigs -n <project_name>

b. IRIFHERE, FA root FR/EEN debug pod:

I $ oc debug deploymentconfig/my-deployment-configuration --as-root -n <project_name>

cak

0

K el LY -- <commands> M NEIRTER oc debug @5, LAETE debug pod FIZITH
B, MARZITRER shell,

s

2

7.7.6. X+ E5E pod #1AE, M pod MESEFHEH
A LU SR HIE] pod M pod B, BUIAERBERSKEILEIER

FeREH
o ATLUFEAEA cluster-admin A& iR EE,
o APIRSSMARRILUIEE TIE,

o B &% OpenShift CLI (oc)

1. FXHEEFHIE pod:
I $ oc cp <local_path> <pod_name>:/<path> -c <container_name> ﬂ

@ nREAEE T, NKREE pod REIE—PEER,

2. M pod Sl :
I $ oc cp <pod_names>:/<path> -c <container_namex><local_path> ﬂ

@ REAEE T, MR pod REIE—PEER,
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% s
E{f occp ERELIF, BHAMIE tar,

7.8. %f SOURCE-TO-IMAGE 31T [=HE[R

7.8.1. Source-to-Image #FEHERRSREE

Source-to-Image (S2I) 2 —MA TR EE £/KH Docker RABRFENIE, ©EIFHNBAERFR
RIGEABRRGR, FILMFHRERERTRENZITNGGR. FRGRMSE 7R MG (WER) MUEN
o
BWE S2| #ARRPHNMIEL EME, EILIMERSLLT S2I FrEEtE X pod R -

. EMEREME, WE pod AT MEMBGIIN ARFERRECIENAREFERFH R,

2. EMEREN R, #BF pod ATMIREEN RITRIIN AEF B GRTEELN AR pod.
#8E pod MREEHM TR, MARSMEEE, MBEEEWREERE T,

3. 1EE58E pod BN HARR pod g, N ARFEHERIREEAREIZTHN ARRRE pod R4 L, Flg0, B
{85 FF2FF pod 46 F Running ka‘ N ARFENIT AR, EXMERT, &9
LU IR IETE2 T HIR. A2 pod, LAAE pod AHIN. AR FHIFE,
WX S21 (AT IR BEBERRET, 1HIRIRIX RS IRE ¢
1 WS, EREAIN AR pod K&
2. MATER & S2| HTEM

3. WE'—TF%}\&B}I EXXT}_‘#E’J BHE

7.8.2. 185 Source-to-Image KR

S2| TRIZIF1Z1THIEE pod FERE pod. #RF pod M TIRTEWEM EROIZRIN AR F A ERHKERZE N A
2R pod. MEITE, EREBEFN AR pod KA, LRBE S2I iPHMELEME, RE, EREED
RGN

FeREH
o RETLUFEAEZR cluster-admin A& i A& EE,
o APIRSSMARRILUIEE TIE,

o B &% OpenShift CLI (oc)

Pt =
1 B S21 R pod KA, LABBEEWRN A 54k

I $ oc get pods -w ﬂ

@ A -wkiiZpod REALE, BIEMER CirleCBIEAHSD

2. @ﬁ pod QEJH\QE"]E/L.\L/LBZHZ}%EIBE
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o MEME pod kM, HKEEME pod WEE :

I $ oc logs -f pod/<application_name>-<build_number>-build

k

= -

F4, EELMEA oc logs -f be/<application_names k& EEE BN H
o I:l'la:\o *@LEE%E’J H Ib\@*ﬁ* E*‘jL pOd D] A& Tho

o MRIE pod KM, HEEEEE pod WEE :

I $ oc logs -f pod/<application_name>-<build_number>-deploy

k

P2 Y=

779*, & AT LAEF oc logs -f bc/<appllcat|on name> K EEEEEENH
. HIRESMERE pod WiEEHE, BEEREE pod HIN5EMR ML, MNRTELR
= pOd X EIZTT, ﬁ%’%%?ﬁﬂﬂj%ﬁﬁﬁﬁ*ig pOd HEE, EE pOd SERX

&, {ba@i3i217 oc logs -f pod/<application_names-<build_numbers-
deploy kiR EH&,

o MRNMARR pod KW, HENRAEFZEMIEELZTHRNARREF pod hAE, FE
Erm*ﬁr pOd HWHEE :

I $ oc logs -f pod/<application_name>-<build_number>-<random_string>

7.8.3. RN A2 2 M R LAV 2 0 AR e R

N AR RE R FEIZfTRIN FRRRF pod A L, HEXLEERT, BRHLUERUTRIBRRIIMIER -
o KMESNMRF pod HXMEH,
o EEN AR pod WHE, SIEFREH OpenShift Logging HEZRINEME E N AR B EXH,
o LIEHANNMIKNARFIE, HENARFRSRHCTZHIA

FeREMH
o EELUMEMAES cluster-admin & &K 1A & EE,

o B% %k OpenShift CLI(0c).

it

1. S SHREN AR pod HXBEH., LITFREIKFES my-app-1-akdlg B FRT2F pod IS
-

I $ oc describe pod/my-app-1-akdig
2. IENARERF pod WHE :

I $ oc logs -f pod/my-app-1-akdlg
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3. HETEZITHN ARRER pod FEIRFEHE. K& stdout BIHEH OpenShift Logging 142
”&% HAEEL— F'F'-I—JE’J$HUII:EI|:F' LLFE&E 1@/\1@% :.F/xﬁﬁﬁﬁu stdout BWHE.

a. INRNARFBERUE pod RAFEE root TRRHYIER TR LUAITUI R, MHRIMT AR
BREXH :

I $ oc exec my-app-1-akdlg -- cat /var/log/my-application.log

b. MNRFBZE root MINRFREEENARFERE, EAILUSIESA root IRM debug B2s,
REMBRANEEBEXH. MIIEH DeploymentConfig XT%QF’EJJ debug &#3. pod A
BEFEAIE root FURZ1T, Bi21TEAEIEN root BEFAY pod 4T EXFEHERRA 1V 25 7] FAsS
BREA:

I $ oc debug dc/my-deployment-configuration --as-root -- cat /var/log/my-application.log

pa Y=
INRIEZTAER -- <commands FJoc debug

dc/<deployment_configurations --as-root, |7 Lk debug pod R &
root FBREI— PN EENR shell .

4. LR AN RRFEE FHET B ED) shell WM AREFRBHZT2ITE,
a. ENARFASLE—1MRERN shell:

I $ oc exec -it my-app-1-akdlg /bin/bash

b. £ shell R EFHAXMNASN AEFIIEE. FliN, BALLZITRSHNAORGSHUELER
RiE, EERFREREIHET S2| #EERNARFRRA, BEREMSSTIINER,

c. IBITAERPBNIZE IS,
pa -3
BT — LB T EI SR E root TR, EXEERT, MAELLBITET oc
debug dc/<deployment_configuration> --as-root, #R#EH K pod A

DeploymentConfig *f R E5)— N7 A root Vi[AIIXPRAY debug pod. AfF,
&R LM debug pod H LA root A 7 BADIZ T2 T Z 3l ST

5. MIRABHHRB M ZAFIH, ERTLUER nsenter ER B A Z 22 IEUEFLFJEHLE’\JV?I%E:JE
H3t, UUTFEBE—DBHRNDEZEFRFIZIT ip ad, ERAEHB ip =R,

a. BT RLEFEA—1D debug RiF. P EHEHEH—D%EH <node_name>-debug HY
debug pod:

I $ oc debug node/my-cluster-node

b. ¥ /host %/ debug shell FBIHRE %, debug pod 7£ pod Ff /host qﬂhjﬂiiﬂ‘ﬂ,ﬂ’ﬂ root 3
B4, FIRERMHN /host, ERILLUZITEN AIHUTRERHR S SH ZHHISXH -

I # chroot /host
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k

= -3

1217 Red Hat Enterprise Linux CoreOS (RHCOS) Y OpenShift Container
Platform 4.8 £8¥ T S AR 2, BHKHITF Operator XN AERERN, FEIN
A SSHIREET R, TRERIMILH accessed 15, BZ, AR
OpenShift Container Platform API "R, = kubelet fEBH5 17 m EFIEIE
EILE oc BIEREZRIRNM, EXFERT, ALUER ssh core@<nodes.
<cluster_name>.<base_domain> 3 ijj[7]77 52,

c. WEBASRID:
I # crictl ps
d. WESHKNHRE D, EXRAIH, BIRESs D 271e32346b120:
I # crictl inspect a7fe32346b120 --output yaml | grep 'pid:' | awk '{print $2}'

e. ERSRMAEEFZITipad, FEAEHH ip ZHFIRIE, ABIFER 31150 /FHRIFHIFHE
ID, nsenter @S HIABIMARRKH S EERHESREEFZITMS, BAARG S EIRH
—NAERBHIZ ID, P ip ad e BIEENMIA SRR ZEAHIEIT ¢

I # nsenter -n -t 31150 -- ip ad

2 3

RAEGRFENAS (M debug TTR) B, FReERSKHGRERPIZITE
HLBY2 i — IR,

cak

7.8.4. Hfh ¥R
o INEAX S2 MERERMES NS, H8M Source-to-Image (S21) ME,

7.9. IFHE AL PE HERR

7.9.1. R SRR

LT s BRSNS BN K AT, T ER & AT s EDE B DAY ReadWriteOnce(RWO)E LAE# B 7 — 17 s £/
pod fF A,

B2, AETEETEFT T mAp 3, B R m T A BN IR 4,
RE T — multi-attach £5i% :

it

Unable to attach or mount volumes: unmounted volumes=[sso-mysql-pvol], unattached volumes=
[sso-mysql-pvol default-token-x4rzc]: timed out waiting for the condition
Multi-Attach error for volume "pvc-8837384d-69d7-40b2-b2e6-5df86943eef9" Volume is already used
by pod(s) sso-mysql-1-ns6b4

AR

EHR multi-attach [ IEFERAUTEREAARC—
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o (M RWX &2 H% MM,
X F RS EAFE AR R A R BT LUEF ReadWriteMany(RWX) % LABA 1E % Mt 10815,

o fH RWO B, k& s BREXFE T
X FARZHE RWX BI7EHE, 30 VMware vSphere, e N {EH RWO %, B2, RWO BT A E
E2(NRED =W =

INREBEH A RWO BRZMAHE IR, 158 mBITE R A ARITREY T R EMIBR pod, LLEEFEX
RITENEPNBIEERR, PIEMRMEISE S,

I $ oc delete pod <old_pod> --force=true --grace-period=0

LA ATE 6 DESIHBRLL T % S AREI Y & LA,
7.10. WINDOWS & 28 T {F fi 2% 0] Bl s FE HE R

7.10.1. % B &%k Windows Machine Config Operator

INRBE5EMK T ZZ& Windows Machine Config Operator (WMCO) #9i4#2, {B Operator —BELF
InstallWaiting [/ B, |7 =] &E=2 B 0 4% (A RIS R Y

WMCO EK{E OVN-Kubernetes Bt i@ OpenShift Container Platform &R &ML, WMCO 7E3%
BREMEIER TR ETRNLE TR, XEBELMEERS (0OS) # OS BHMT mFTHER, X
WIMTE SRR R E T R TE A,

MBESEL, HEHRERAM%.

7.10.2. 18 &1+ 2 Windows #2828 BN NITET R

Windows #l2s% B NIt E T mMERABERS, HAEIRHN&ETERINE Windows Machine Config
Operator (WMCO) Hi&,

FoRFEMH

o B f# Operator Lifecycle Manager (OLM) %% Windows Machine Config
Operator (WMCO)

o MMBENIET Windows H25%.

o ZITLAT e mRINE WMCO B3 :

$ oc logs -f deployment/windows-machine-config-operator -n openshift-windows-machine-
config-operator

7.10.3. iJj[n] Windows 7 &2

Windows 7 s T5i&fE A oc debug node 517 ; e B EEZ T m L2174 pod, 1B Windows i&4
FHEIXA pod. ATLUMFEF SSH 8 Remote Desktop Protocol (RDP) /i[A] Windows 7 m. HiAEERS
E—/SSH 8%,

7.10.3.1. {8 SSH j/7] Windows 7 &
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R R LAE R SSH VilA] Windows 77 5,

FRFH

e B Operator Lifecycle Manager (OLM) %% T Windows Machine Config
Operator (WMCO) &

o MMBENIET Windows #2855,

e (KB cloud-private-key secret A {8 FiBI A 5H LA Ik O 3R S BRI {52 FB B BRI EY ssh-agent,
RN, FHICEEFERAEM ssh-agent FIFREH,

o B f# M ssh-bastion pod E#E Windows 7 s,

o ZATLAT S HIHA] Windows iR :

$ ssh -t -0 StrictHostKeyChecking=no -o ProxyCommand='"ssh -A -0
StrictHostKeyChecking=no \
-0 ServerAlivelnterval=30 -W %h:%p core@$(oc get service --all-namespaces -| run=ssh-

bastion \
-0 go-template="{{ with (index (index .items 0).status.loadBalancer.ingress 0) }}{{ or

.hostname .ip }}{{end}}")' <username>@<windows_node_internal_ip> ﬂ 9

EESHENFEA 4, 0 Amazon Web Services(AWS)# Administrator =% Microsoft
Azure B capi.

@ BETVRMNEIP i, ARSI TAYRL AL -

$ oc get nodes <node_name> -o jsonpath={.status.addresses[?\
(@.type==\"InternallP\"\)].address}

7.10.3.2. {1 RDP iJi[7] Windows 7 5

&7 LUFE B Remote Desktop Protocol (RDP) i/i[A] Windows 7 m.

FoRFMH

o B2 f#M Operator Lifecycle Manager (OLM) %% Windows Machine Config
Operator (WMCO) &

o MMBENIET Windows 255,

o REYY cloud-private-key secret A8 FHBIEREA LR Q3R L BF I (68 A MU B EA RN R ssh-agent,
RN, FHICEEFERAEM ssh-agent FMIFREH,

e B f# M ssh-bastion pod E#E Windows 7 s,

Y=

TERSIXE SSH tunnel :

2

1 3217
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$ ssh -L 2020:<windows_node_internal_ip>:3389 \ )
core@$(oc get service --all-namespaces -l run=ssh-bastion -o go-template="{{ with (index
(index .items 0).status.loadBalancer.ingress 0) }}{{ or .hostname .ip }}{{end}}")

Q EET RMRER P thlt, FEETU TSR A%t

$ oc get nodes <node_name> -o jsonpath={.status.addresses[?\
(@.type==\"InternallP\"\)].address}

2. TEAEBY shell f SSH E| Windows T s, FiziTU TS AP AIESB :
I C:\> net user <username> * ﬂ

ﬂ IRESHNEAF %, 10 AWS B Administrator 5k Azure B capi,

IR BT LA A RDP & F i 1T localhost:2020 2#21)5 7] Windows 7 5,

7.10.4. 5 Windows & 235 Kubernetes T m Hi&

Windows B2 HEILRE Linux B2 EEHILKARE, Windows TIEME M Kubernetes 17 s B R EIAR(E
&= C:\arllogs B, EIt, E@4IMIZEB xHIKE Windows TR B,

FoRFEMH

o B f#M Operator Lifecycle Manager (OLM) %% Windows Machine Config
Operator (WMCO)

o MMBENIET Windows 255,

1. Z1E C:\varllogs #MFiE Bk EERE, HoTUTHS :
$ oc adm node-logs -I kubernetes.io/os=windows --path=\
/ip-10-0-138-252.us-east-2.compute.internal containers \
/ip-10-0-138-252.us-east-2.compute.internal hybrid-overlay \
/ip-10-0-138-252.us-east-2.compute.internal kube-proxy \

/ip-10-0-138-252.us-east-2.compute.internal kubelet \
/ip-10-0-138-252.us-east-2.compute.internal pods

2. WA UERARENSSIHBEFRINXHHAEEFTRDIBEXMH, Fn, EEE kubelet B
&, EIZITU TR -

I $ oc adm node-logs -l kubernetes.io/os=windows --path=/kubelet/kubelet.log

7.10.5. J‘I&% Windows E[iﬁﬁ*if%{q: E TN
kubelet logs i _£H Get-WinEvent shim & F§F M Windows Hl28 &N ARRFSEHHEE,

FoRFM
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7.10.6.

B 7 = HEEHRR

2{#F Operator Lifecycle Manager (OLM) %% Windows Machine Config
Operator (WMCO) &

RE0IE T Windows H255,

EKEFﬁﬁTLFﬁ&r—E ﬂi?” Windows *}‘L%EJ:E,J%{L‘FEIL,\E,JE iChy IHJQ?—J-
I $ oc adm node-logs -l kubernetes.io/os=windows --path=journal

{5 oc adm must-gather 5 H &M HUTEFEN® S,

A LORIT R -u SR EMENRS KR EXBEHHENEE Windows N ERRFHEHE. 4l
M, EALLBITUA TS EIKE docker runtime BRFSHIEE -

I $ oc adm node-logs -l kubernetes.io/os=windows --path=journal -u docker

5 Windows B2314% Docker H&

Windows Docker RS A BE R G HIE stdout, Mait >k Windows WEH4RAEH, EIUEE
Docker EHAE, LUAEMRIAJE Windows Docker PR 553 B A 0] &,

FRFH

i

7.10.7.

2{#F Operator Lifecycle Manager (OLM) %% Windows Machine Config
Operator (WMCO)

RE 02T Windows #1255,

SSH EJ Windows 7 s 3 #ii A PowerShell:

I C:\> powershell

LT TS EE Docker HE -

C:\> Get-EventLog -LogName Application -Source Docker

Hh 5
Windows & 23 I FEHERR

s

HERR EN AR B R A TEC B[R]
FF Windows ¥ FEHEFREY Docker

Windows HHYE Il Kubernetes [7] &

7.0 E R R
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OpenShift Container Platform @& — M IECE. TMREMN B HEH G EZEHR, AFREROFESE
%, 1E OpenShift Container Platform 4.8 /i, SEE$EIE 5wl UL/ - e LT B J3 A a3,

INRICBECHIEIRAATA, HE Prometheus JEFE T KEM A ZEH, NAHRERULT S HZE,

7N RE N B E XA el B

@it ServiceMonitor TR, AT LARETE sNRI A AR 7 RE LB B AR B9AR S5 R FFEYEE TR, IIREOET
ServiceMonitor %R, {EJEIETE Metrics Ul B EMEIX N BIHEDE, TEIRIZRIEHATRE S IR IF,

FeREM
o EHALUFERER cluster-admin A& &K 5 HEE,
e B%%k OpenShift CLI (oc) .
o MENAFENNINHERHFEET N,
o {REHIE T user-workload-monitoring-config ConfigMap *f &,

o RENIET ServiceMonitor ¥,

1. 7EAR5%0 ServiceMonitor F5iRED & PR B X MRS 2 & TR,
a. REVARSS HE LB, LARRBITE ns1 1B &1l prometheus-example-app AR5 :

I $ oc -n ns1 get service prometheus-example-app -0 yaml

oA

labels:
app: prometheus-example-app

b. 17 ServiceMonitor ¥5REZE F#) matchLabels app 1% 255 _£— % REIPRZ i H T
Bc :

I $ oc -n ns1 get servicemonitor prometheus-example-monitor -o yaml
it N

spec:
endpoints:
- interval: 30s
port: web
scheme: http
selector:
matchLabels:
app: prometheus-example-app
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cak

1

S
5=

A LUENEFUE EEN R A B EIRSF ServiceMonitor %R

o

&%

2. 1f openshift-user-workload-monitoring i1 B ##:# Prometheus Operator IH .

a. 3 openshift-user-workload-monitoring 1l B 7 #J Pod :

I $ oc -n openshift-user-workload-monitoring get pods

it N
NAME READY STATUS RESTARTS AGE
prometheus-operator-776fcbbd56-2nbfm 2/2  Running 0 132m
prometheus-user-workload-0 5/5 Running 1 132m
prometheus-user-workload-1 5/5 Running 1 132m
thanos-ruler-user-workload-0 3/3 Running 0 132m
thanos-ruler-user-workload-1 3/3 Running 0 132m

b. M prometheus-operator Pod 1) prometheus-operator Z23iKEXHE. £ TRAI
#, Pod %} prometheus-operator-776fcbbd56-2nbfm :

$ oc -n openshift-user-workload-monitoring logs prometheus-operator-776fcbbd56-
2nbfm -c prometheus-operator

JIRARSS IR HINF R, BHEAREE & RMUARFIBIEEIR

level=warn ts=2020-08-10T11:48:20.906739623Z caller=operator.go:1829
component=prometheusoperator msg="skipping servicemonitor" error="it accesses file
system via bearer token file which Prometheus specification prohibits”
servicemonitor=eagle/eagle namespace=openshift-user-workload-monitoring
prometheus=user-workload

3. [E#ETE Prometheus Ul FEFHBMBIRRE.

a. BIinO%% %4 % openshift-user-workload-monitoring 77 B R Prometheus 2451 :

I $ oc port-forward -n openshift-user-workload-monitoring pod/prometheus-user-workload-
09090

b. 1E Web H|% 288/ $TFF http://localhost:9090/targets, FF1E Prometheus Ul REEEE B
HBERIRE, A5 BRI IREE,

4. 7f openshift-user-workload-monitoring i1 E #-5 Prometheus Operator E2i& debug 251
B&ILK.

a. 1f openshift-user-workload-monitoring i B 475 user-workload-monitoring-config
ConfigMap %4 :

I $ oc -n openshift-user-workload-monitoring edit configmap user-workload-monitoring-
config
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b. 7f data/config.yaml bt~ prometheusOperator 77l logLevel: debug, fHEMFIKEN
debug :

apiVersion: vi
kind: ConfigMap
metadata:

name: user-workload-monitoring-config

namespace: openshift-user-workload-monitoring
data:

config.yaml: |

prometheusOperator:
logLevel: debug

c. BRITFXMHLUGRRZ LN,

EN B BENHIERE, openshift-user-workload-monitoring 71 B 1 #
prometheus-operator R HE/H.

d. #i\ debug BEH I 2 FE openshift-user-workload-monitoring 7 B 89
prometheus-operator & :

$ oc -n openshift-user-workload-monitoring get deploy prometheus-operator -o yaml |
grep "log-level"

oA

I - --log-level=debug

Debug 2% % B &1t 4% R Prometheus Operator & HBIRFA i A,
e. & prometheus-operator Pod & IE1EIZ1T ¢

I $ oc -n openshift-user-workload-monitoring get pods

NREBEMEHETE T —PNKIHFIE Prometheus Operator loglevel &,
prometheus-operator Pod RIEE T ER TN E

f. &%& debug B, LLT & Prometheus Operator @& E{# F ServiceMonitor 7R, &Z&H
SRR E AR X R,

Hith 5w
o QIR E BT E M E U R ED B A

o HFEAXMAHIEE ServiceMonitor 2 PodMonitor BIFEAIE R, ES M35 E a0 5 AR 55

7.11.2. H8E 71t 2. Prometheus JH3E K2R 20 [H]
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AN R LME RBEX R Ve E LB M. BENRENHESBUHNAREREN Y. BEIR
HETTRENBMERIN IR ERM, B, customer_id BHEARAHE, EANECELRL N AIEERIE.

B OER R EX A M- FFI, EREPERTFSRAERM A S BT ORI A 778 E LI
BRI, XERERRN Prometheus RE, FIHFEAEMA 22,

L Prometheus JHFEXERAR, EATLUFERUTAEE -
o RAIFAEWENRIURAIBE.

o & Prometheus Ul RN R FESIBEEE (TSDB) RELLT 38 KUFLEFRE OIR & % I (A 51
MWELER. IFERHEEAR

o EHEDOIERMIME—IFFIIE, EH LU 2 ECE R E LREIRRI R E B IR E,

@ -
: ERAER —HAERAEENEEAEHDBENRE-EHEHE.
o XIAFER T E BT iR IR I E RS, XFERFEE AR

FeREH
o ATLUFAEA cluster-admin B&MAE iR EE,

e B% %k OpenShift CLI(0c).

it

1. £ Administrator i, SfinZl Monitoring - Metrics,

il

2. 1£ Expression FEXHIZ{TLLF Prometheus Query Language (PromQL) 1, iX&iREIEH
=S RIURAIEA BT -

I topk(10,count by (job)({__name__=~".+"}))

3. MMRIEIHREUREIB AT, EREDBAEITHRAEREEHRE,

o MREIHSAPENMNTBEIEX, EEELRAEMIIENENIERE-EY, el E
BFRHIH Prometheus & im/ELE, S REITRE RSN ERI EBIERE,

o WIRIEIRS OpenShift Container Platform B/ BMEX, EELLIES | Mg LOE—
MNELIE SRR,

4. F&# Prometheus Ul B TSDB R
a. 7 Administrator i/, SfiiZ Networking - Routes,
b. ¥ Project 5% 1 openshift-monitoring 11 8.
c. 1% prometheus-k8s 1T B URL 3&$TFF Prometheus Ul BO& K TTE.
d. 7% Log in with OpenShift 3E{# A f&# OpenShift Container Platform #EiEFH 783K,

e. 7 Prometheus Ul A, # A% Status - TSDB Status,
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Hi 5w
o MFAXMMAIXERBRFIRFIF CIRBRERMNEIFAER, WS A E LHWIE E
HRER B BR !

7.12. 21 OPENSHIFT CLI (oc) [r]fi

7.12.1. T & OpenShift CLI (oc) BE&EZH|
f&Bf OpenShift CLI (oc) , EaJLA MK imAIEEN FAFEFFHEIE OpenShift Container Platform TiH,

INRHIEFETF oc MBI, I oc HELAIRE NHIE APIIEXR. APIIRN R BSERNRB curl iF
KiFtE, XRETHETEH oc BSHEZIRIFER, BB T BHENAT,

oc BEHANBEEM1E10, TRIRMT oc BEYHFIR R E i,

% 7.3. OpenShift CLI (oc) BE%H|

BEZ fik

185 ERBRABEKILKE stderr,

6 H stderr it5% APl 153K,

7 & APLIE RANPRL L KR stderr,

8 03K APLIE R, FRELFIIESC, LA API IR FRLFIIE B stderr,

9 IR AE APHER, PRLFIIEX. APIHERFRAFIES, UK curl iEXKE stderr,

10 LXK AT APHER, PRLFIES. APIARNMFRLFIES, LK curl iEKE stderr, it
BE BB A,

7.12.2. 1§ 7€ OpenShift CLI (oc) AEZH

ma L@ RS S MR BRI EHE OpenShift CLI (oc) [/,

FRFH

e % OpenShift CLI (oc) .

1. 75217 oc Ap BHTETE oc BHEZH :

I $ oc <options> --loglevel <log_level>

2. OpenShift Container Platform B HRIRTESEEE S EILKM curl 15K, AT LLF
RINERIA M NRESE, UEEN oc e SHEZHENE N AEIEA :

I $ oc whoami -t
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