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1% FRINIUEFRIRIELR

-

1.1. OPENSHIFT DEDICATED & /2% uF fl#IZiN B E R ESR
LEARTERE X T OpenShift Dedicated B 258 UEFN IR A Y& A E,

S5k
B2 %UERTE T X OpenShift Dedicated M5 7], FHBER R BT B2 % EAI R o LU [H]
OpenShift Dedicated %%,

B
BACREIRDI R P RS BN RRHUTATE KBIE/E,

bearer &h#

bearer k& F i@ F13% Authorization: Bearer <tokens [@ AP| i#1T B2 451IF,

[ 5]

FCERRSTRUS BB HIEE A pod 957K, EHELIERE ConfigMap BYEH 5| FFHETE RS B PR &Y
REYEIE, 1E pod HUBITHIN AR AT LA A XN EE,

containers
SR REMBERGINZEXFMT TR, BTRREDLRERS, ERETLUERES
D NECHIETHAMENAFIZITESS.
B B (CR)
CR 2 Kubernetes API B9¥ &,
group
HR—HBAF, A9BAF—XREAZDNEAEFIR,
HTPasswd
htpasswd BH1FiE HTTP A KIER A - & B LR X,
Keystone
Keystone —" Red Hat OpenStack Platform (RHOSP) Tl H, ##&%. Sk, BRAKKIRS.
BRERZBEXVIFPY (LDAP)
LDAP 2E MM E R8I
namespace
AT FREMAHER LN ERSA TR, E— MR A AR, RERFZamRZERINARRETEE
Bl L R,
node
T M2 OpenShift Dedicated &£EEHH worker #l88, T REREAL (VM) ST B,
OAuth & i
OAuth & i F FIKEX bearer S5 h&,
OAuth lR%5%%
OpenShift Dedicated control plane @ & WEH OAuth fR%5%, AT RAER M BHEEEBENEHIR
HIEFFH AR T,
OpenlID Connect

OpenlID Connect @—M MY, FAFILUER A # R ERK(SSO)XILIfEA OpenlD RETEFRIIL
=

™o

pod
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pod & Kubernetes FHIE/NEHEHIT, pod H— ML NEEREMK, FI1E worker T7 & Eiz1T,
EHLA P

BURE R S0ET API BENOIBMIA .,
KRk (Request header)

HRILZ—ANHTTP ik, AFRHEBEXHTTP IER ETXMES, LUEIRSS 28 AT LABRERIE KH9AA
AVA

ETFAEmi;niEs] (RBAC)
BEEMREEH, LAREHAFNIEARSRREVFHTEABMEN TR,
AR 55k P
AR S5k SR B s N AR A
REGHAF
REEHN BEhOIERNA .
users

FA P 2RI LAM APl & B 1 SRS,

1.2. %F OPENSHIFT DEDICATED H B 5946 1IF

T #EHI%T OpenShift Dedicated &£8£#914 7], 24 dedicated-admin B &HWERE A TLIERE A 515
Kk, FHEREHERE SR,

E 5 OpenShift Dedicated 583X H, A WlEFLLEM S XA OpenShift Dedicated API i#1T &35

ik &R LLBILFENS OpenShift Dedicated API BYiE K iRt OAuth 7[R 5 hEEk X.509 & imik+ ki
1T B RYIIE,

MR BRUERNY M GESHIES, NEERSREFHEIE, ERWE HTTP 401
- EiRo
EEAALRTEE SN REEFREEF DRI, B LIE OpenShift Dedicated HE AR RIS HFH S
PiRMRER, FRERMBIERES,
1.3. X F OPENSHIFT DEDICATED HHJ#%HY
RS RIAER P 2 S B NREIITIH RAVRE,

B AR UE AR, FHEA RBAC M5 (Wl AEMAE) FelloReRr. BT @B
OpenShift Dedicated I TEAR, S HIFEHZRIL

854 A] LA T 1 B #1664 22 (5] 2RI % OpenShift Dedicated SEEEAY 1),

BRT GRS EERUTFIS, AT DUES] Pod TLABITRYIRME, UREHER 22M EF XK
(SCC) Vi B iR,

1 A] LUOET LU FESSEE OpenShift Dedicated BUIRAY -
o IE AHMEE ABNME.
o AR KA G FHIHELELS KA,
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o NEHABHELEAFIHA : OpenShift Dedicated @& —4H BRI AR, A LUt 1750
HAAHA

o MAFZFERARN : AL N E 7 #%F dedicated-admin HfR,

o BIRERSSIK : ARSSIKT NIRHI API TP IRE T RENAR, MEBHEEMABEIL. A
AR ARRF RO FHER— MRS, WA MER—1 OAuth & i,

o FLEHTH : AEHATHME—MTEE, BEREITHERFNHRERS. BULLIEEEHS
B8, RRLEAPREIRS B AP SRS,

o [ LDAP A : EeILLB I 764 7E LDAP R 283 RIZH5 OpenShift Dedicated FF4HE
&, UM—PE—pth A EEA A,



B2% TREHEIE

£ 28 THRERIIE
ZFMA 5 OpenShift Dedicated R B, WlEENREATHREIE, FHEIEZINAT S5 OpenShift
Dedicated APl 1ERXEXBIA . AR, BINZEREXIERKAFNERRBERSRITIZIEK,
2. AF
OpenShift Dedicated H 8/ /2 & LA OpenShift Dedicated APl & HiEKHIL{K, OpenShift
Dedicated User X RN KIEEE, BimEISAMENARNAENEEFREPHNR, BE, XK€
%5 OpenShift Dedicated X B FF A4 A K E IR 51 TR o

AREFAENAFREE LM
RFRE sk

HEHLA XRARZHRZ AN OpenShift Dedicated A HIRE, BHA A FERERNERS
PRSI, sSEWERT AP AR, MA@ User X &%kx, 520, joealice

REGHEF TSRO EEMBYE N BEh0R, TERTEREMRNES API ZE£HBRE, X
AEEHEES (AR —ER) . BREFT DT RAS, HEBBERH registry &
BAMAF, UR—EHMAF, &F, ©B—Fanonymous R45iHA, RIAMERES
PIIFRERER, B0 : system:admin system:openshift-registry
system:node:node1.example.com

AR 55k P AR S5 P R 501 B REKMRIA RS P s BLREROIET BN B 08, mUBE
B AN RiF BN B R E S BIRRS K. ARSI BiS ServiceAccount X 5
xR, 0 : system:serviceaccount:default:deployer
system:serviceaccount:foo:builder

BF— AP WIHEE EME RS HEIEF 82V H] OpenShift Dedicated, To B3I IESE S0 %0 IE TS0 H
APl IER &% EE N HE anonymous R4 A HBER, S BMRILE, RERER P #IREIITH
BIE,

2.2. 78

AAAUSRE—1HZN 2, SMRREENAIES. AEERIGREN, AIEALHRN hZD
AARFHRR, HIIRFHH—DHEFNSDNR, MABERETRAPIR.

PR T BRIATE LA N, EBERGAESEN A, el mERFaESR,
IR T REEMFRIAEMA
B sk

system:authenticated B 5AAL T SRR A PRI,

system:authenticated:oa  BzI5FIAER OAuth UilH TS B3 I0IERY A - KK,
uth
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A 50

system:unauthenticated B 5AARZ G HIIER AP XK,

2.3. APl 2%k
% OpenShift Dedicated API B91E 3K &1 AT A 4T SR 4E
OAuth iJila] 5 h&

e f{#F <namespace_route>/oauth/authorize 1 <namespace_route>/oauth/token i, M
OpenShift Dedicated OAuth AR5 25 K EX,

e {E’} Authorization: Bearer... I3LF N A 2%,

e [l base64url.bearer.authorization.k8s.io.<base64url-encoded-token> =, 1E
websocket 153K HI websocket F il bRk & 3%,

X.509 & Fimik
o FTEE APIRS M HTTPS i£#,

o 3 API BRSS SR FIN IS UE B ML M AR & TR0,
o API RSB OIBIEFH O XK BEFIE, U BEHITEHRIE.

EREALTN ST BEERB B F MR 401 #HRAHELL,

MREBHETRRISHENKIET, BB%IEZSF system:anonymous E A~ #
system:unauthenticated E{IH A EE4A1E K, XEERNVZREPREELAAATUL EIFLE (10F7) &
*Q

2.3.1. OpenShift Dedicated OAuth iR 5525

OpenShift Dedicated Control Plane & A&/ OAuth RS525, FAFIKEX OAuth U5 R]$5hE X B B i#1T
API S35,

BANERHFH OAuth FhERS, OAuth RS S AR ER B D IRMHIEF RIAERHIF R AN S M,
RiE, ERBEZEMRNENAS, NIZAFUBR—NGF S, BROZERNSHE,

2.3.1.1. OAuth &gk

BN OAuth SREBTE RER AT E EINAF B S M OAuth B i, /A5 OpenShift Dedicated
AP| F& BB LLF OAuth B/ :

OAuth &' EAAE

openshift-browser-client FERATAERERERNASARE, £
<hamespace_route>/oauth/token/request ik

whg,
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OAuth &' ERAE

openshift-challenging-client fEFA A2 WWW-Authenticate J5iif)#g - {CE sk
HRDE,

1. <namespace_route> 25 E 22 [AIERH, Z1TLA TSR LAHE -
I $ oc get route oauth-openshift -n openshift-authentication -o json | jg .spec.host

Y OAuth S5 hEE0IE K &R & FEXT <namespace_routes/oauth/authorize BJiE R, K0 FDIIEE
AR R TEIX N AT E — N F PRI, =& T OpenShift Dedicated BLi& N X & B IRIMERF
KEfEUE, % <namespace_route>/oauth/authorize 91K AT8E R B P RE E R R EXE R TEMA IR
B, WCLl, Fik, BRTRERERREMN, OpenShift Dedicated th3Z A WWW-Authenticate /it
WA TSR

fNSR7E <namespace_route>/oauth/authorize i RETE N E F B FIERIE, BRAKRSEFHEIUERIEN
b2 P IR A 3X WWW-Authenticate fiif], MAERRERERTEAXNEEREIRENE FME,

B LN 2R B P B B2 B Uk K fliE (CSRF) Bifi, HiE KA 1F1E X-CSRF-Token 173k
i, UREERFHEIELUE, FEEWEXR WWW-Authenticate Jit i) B % 7 i 6 10
PRk B N FERE.,

MR BFHIIERIER T WWW-Authenticate 716, =& NR OpenShift Dedicated 2
B HEBAARTF WWW-Authenticate UM BDIRMERRR, NI AERN KE2EM
<namespace_route>/oauth/token/request F1 KA hE,
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3B 3E BEEAAHAR OAUTH IR T HE

RATEEEBS OAuth iS5, FHHFRTBFHFEREM OAuth UilF]FhE,

3.1 5B HBER OAUTH R4 k8
e LIS B AR OAuth 1510 S h. SHEATFHIHR, ©LERATEXR,

it
o JSUHATA A IHAR OAuth iR G :

I $ oc get useroauthaccesstokens

it
NAME CLIENT NAME CREATED EXPIRES
REDIRECT URI SCOPES

<token1> openshift-challenging-client 2021-01-11T19:25:35Z 2021-01-12 19:25:35
+0000 UTC https://oauth-openshift.apps.example.com/oauth/token/implicit ~ user:full
<token2> openshift-browser-client 2021-01-11T19:27:06Z 2021-01-12 19:27:06 +0000
UTC https://oauth-openshift.apps.example.com/oauth/token/display user:full

<token3> console 2021-01-11T19:26:29Z 2021-01-12 19:26:29 +0000 UTC
https://console-openshift-console.apps.example.com/auth/callback user:full

o FIHHFTE OAuth BRI P AR OAuth 1R 45 hE -

I $ oc get useroauthaccesstokens --field-selector=clientName="console"

ol
NAME CLIENT NAME CREATED EXPIRES
REDIRECT URI SCOPES
<token3> console 2021-01-11T19:26:29Z2 2021-01-12 19:26:29 +0000 UTC

https://console-openshift-console.apps.example.com/auth/callback user:full

3.2. BERA AN OAUTH 0] 4 RS
IRA LA E A P AR OAuth Ui H] S ERE S,

it

10

&k A AR OAuth 1R S RERIIFIE -

I $ oc describe useroauthaccesstokens <token_name>

i =B
Name: <token_name> 0
Namespace:
Labels: <none>
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Annotations: <none>

API Version: oauth.openshift.io/v1

Authorize Token: sha256~Ksckkug-9Fg_RWn_AUysPolg-_HgmFI9zUL_CgD8wr8
Client Name: openshift-browser-client

Expires In: 86400 6

Inactivity Timeout Seconds: 317 ﬂ

Kind: UserOAuthAccessToken

Metadata:

Creation Timestamp: 2021-01-11T19:27:06Z
Managed Fields:

APl Version: oauth.openshift.io/v1

Fields Type: FieldsV1

fieldsV1:
f:authorizeToken:
f:clientName:
f:expiresin:
f:redirectURI:
f:scopes:
f:userName:
f:userUID:
Manager: oauth-server
Operation: Update
Time: 2021-01-11T19:27:06Z
Resource Version: 30535
Self Link: /apis/oauth.openshift.io/v1/useroauthaccesstokens/<token_name>
UID: f9d00b67-ab65-489b-8080-e427fal3c6181
Redirect URI: https://oauth-openshift.apps.example.com/oauth/token/display
Scopes

User Name: <user_name>
User UID: 82356ab0-95f9-4fb3-9bc0-10f1d6a6a345
Events: <none>

ThEAM, BIGHEEY sha256 lafk. FEAMHATHRE, EXERTER.

P imAN, AT TEREE,

MG REBIR R 5 RS BR (R RO A] (AR ON BGL)

g0R7y OAuth IRS5 B IXE T THEAITEEREBRT, TXZ MO B 58 F1% 5 he (R B9 [A],

S RERRISEH .,

QD000

SRR A B,

3.3. MR A AR OAUTH 5045 k&

oc logout 4 REFIRIEH OAuth BREXM. EAILUERUTSEMMRABEEZNR A HEM
OAuth k&,

MERIZGEIFTA X EHRHER OAuth U7 F 2 B &,

i

1
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o fHBRAFHIBR OAuth ViR HhE :

I $ oc delete useroauthaccesstokens <token_name>

it Bl

I useroauthaccesstoken.oauth.openshift.io "<token_name>" deleted

3.4. BREFHIIENARMEIREAEH

ENRRBEEN, BB dBERARHE, BAREFMINIERA A HRINEl OpenShift Dedicated H1
HUTREFARH, REFORIENAFTED R EARHERAR, XRNERENERERBIH T,

A LU R S MR P RIMEIA T EEAERF -
® system:scope-impersonation
o system:webhook
e system:oauth-token-deleter

o self-access-reviewer

“ e
FEERREFMIILRITIFE, AR RENNR 20K,

FeREH
o ATLUFAEA cluster-admin A& iR EE,

o B% %k OpenShift CLI(0c).

¥ =
1. 8% add-<cluster_role>-unauth.yaml 8§ YAML X, 3¥HRIMUTARE :

apiVersion: rbac.authorization.k8s.io/v1
kind: ClusterRoleBinding
metadata:
annotations:
rbac.authorization.kubernetes.io/autoupdate: "true"
name: <cluster_role>access-unauthenticated
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: <cluster_role>
subjects:
- apiGroup: rbac.authorization.k8s.io
kind: Group
name: system:unauthenticated

2. BITUTRSRNAEE :

12
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I $ oc apply -f add-<cluster_role>.yaml

13
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B 4EMESMNRMHER

/3 OpenShift Dedicated &8 fa, B E SR IRMEIER, LUAER - &Rkl AR,

4.1. TREMmiRHER

OpenShift Dedicated @& A& EI’J OAuth fR55%8. FF& AR FIEIR AIKER OAuth iR 5hE, LUSERBE S
B9 APl BR%HE, 1EABEA, BAUEREEHERIRE OAuth RIEEFNIRIER. BESRIR
HIZRE AT LA P &SR N R B,

411 TRV B DIRERER
AT LAFR B LA T 2L B i SR IR LR -

RArapiRftEr  fid

Github 2% GitHub BCiE GitHub B1REFERF, #4F GitHub 3% GitHub Enterprise By OAuth B35 IR 55
Enterprise IR A P A,

GitLab BCiE GitLab B{21REFER, LUEM GitLab.com SR HEHAM GitLab SLHIVE N B DR HRR
F.

Google {8/ Google's OpenlD Connect integration B¢ i& Google B3R 2.

LDAP fLE LDAP SMRMAER, ERAHHHEZDIIERE LDAPV3 AR5 23R40 IER - &
=i,

OpenlD Connect BZi& OpenlD Connect (OIDC) 1R 2R, LUMERBINARILRS OIDC 512z
&M

htpasswd HNENBSEEAFEE htpasswd FPRMIERF. EAILALLAF S0 &5 R EISE R BR

(A1,

BF

htpasswd {3 1RIEFEF AT A F OB R —#SEEAM, htpasswd
AL FHVEH OpenShift Dedicated HEFA B PR, BXEESRD
RS, 152 WEE htpasswd B HHEARERE

41.2. BIPIRERERFSH
LT 2AE SRR EE RN

2 Hah
name IR A MME NS RIT IR B &a1, AR E D BT,

14


https://gitlab.com/
https://developers.google.com/identity/protocols/OpenIDConnect
http://openid.net/specs/openid-connect-core-1_0.html#CodeFlowAuth

¥

B 45 BEFPRUER

sk

mappingMethod & X AE P BRSSP BIA -, WAL TEZ— :

-

claim

RNME, ERSMMELRAARESRAS. IREFZAFNENAFERFATS—5F
2, MR,

lookup

HEHRNENED, BPSOBRANAR, BEFEBEFRIAHGN. XAFEHERE
AFFERABRBXESDHAS. ERLASEFEFHESH,.

add

ERENNELER-ZESAN. NMREFEEFZAFAENAN, HEDHEREE
WAERF, NMENZAFNNESBRE S, MREET SNFHREEFHAEN]
AR —HA P HRNEIERMA &, NHEEITIERE,

ERMHER SR IRHEFN, SR LLET 8 mappingMethod S#1%XE ) add, 131
HIRFFN SRR ENR .

4.2. it & GITHUB B{0iRHTEF

BB GitHub B2 1RMARR, F1XT GitHub =X GitHub Enterprise B9 OAuth B35 IEAR S5 28 0L 1 & 1
F5, FUiAER OpenShift Dedicated £2%, OAuth BBIF OpenShift Dedicated #1 GitHub 3%
GitHub Enterprise Z [B]F SRR3R,

FRFH

Digk

==
[=]

BoiE GitHub BR5iEfE, A AILAMER GitHub &iEE & OpenShift Dedicated, &
F5 L BB FEAM GitHub A/ ID B9 A B 3K E) OpenShift Dedicated 5£8%, &/
Vi RIFUBRBR &N RAEHEE GitHub HLI sk HIFA B9 i),

e OAuth N ARRFEMIERER GitHub FLIYEIE H 7E GitHub HL41% B R EI &,

® GitHub HAFRHIPA TEERI GitHub I X E,

it

1. #£ OpenShift Cluster Manager &, 5%l Cluster List TE, BAFEEENHEE SHDIRM
eI EE,

2. B Access control I,

3. = Add identity provider,

15


https://docs.github.com/en/github/setting-up-and-managing-organizations-and-teams/managing-organization-settings
https://docs.github.com/en/github/setting-up-and-managing-organizations-and-teams
https://console.redhat.com/openshift

OpenShift Dedicated 4 IAUEFIFRAY

LA U REERIERE D TIWESE S PR Add Oauth BSE #EHERECE H 1712
iz,

4. MTHIZFEAIES GitHub,
5. MIABMRMBFHM—ET., ZETERERUAM,
o FERMMFERHPBETIER OAuth M URL, EIFERAERIM GitHub N A,

https://oauth-openshift.apps.<cluster_names>.
<cluster_domain>/oauth2callback/<idp_provider_name>

flan :
I https://oauth-openshift.apps.openshift-cluster.example.com/oauth2callback/github

6. 1£ GitHub E3EMN AR,

7. IR[EE| OpenShift Dedicated, fAFEMTHIRAREFERN TR, ERSHBERTHEER
HBO

8. HIA GitHub REHZE F i ID A1 s secret,
9. MIA—1NENSB. EFBEEE GitHub Enterprise SLHIRS, 7k A—NEN .

10. "I : IRAI LB EIUEBIA MY (CA) SUHREIEESE R GitHub Enterprise URL BIAR S5 281IE
Fi. = Browse HEIFIMN CA XHE SRR MHER,

1. 1%$¥ Use organizations 5 Use teams ABRHIXHFE GitHub HZHEk GitHub FFARYIA A,

12, B NIEEREDT BRI H NI B, =R Add more ¥8ER P AT LUK I B P ATIEEYZ ML
OEAET

13. B Confirm,

o FEBEM B DIRHEIZFEIMIEIE Cluster List TIERI Access control 3EIEH A I,

4.3. fidi& GITLAB BB IHTREF
Fii& GitLab HDRMHEFEE, LUEMR GitLab.com S{EMEM GitLab SLHIE N BRI IETERE,

AR

o WNR{EM GitLab A 7.7.0 £ 11.0, EAILUER OAuth EaHITIHEE, NRMEHH GitLab kR4 111
HEEIRA, ERLUFER OpenlD Connect (OIDC) #1Ti%#E, MAER OAuth,

it

1. ¥£ OpenShift Cluster Manager &, 5%l Cluster List T, BXFEEENHEES DM
TERFHIEEEE,

16


https://docs.github.com/en/developers/apps/creating-an-oauth-app
https://gitlab.com/
http://doc.gitlab.com/ce/integration/oauth_provider.html
https://docs.gitlab.com/ce/integration/openid_connect_provider.html
https://console.redhat.com/openshift

B 4E RREFRHIRMER
2. B Access control 3£,

3. = Add identity provider,

. LA U REERIERE T TWESE S PR Add Oauth BSiE #EHERECE H 1712
A iz,

4. MTHIFHHES GitLab,
5. MIABMRMBFHM—ET, ZETEERURM,
o FERMHFEPBEZNENK OAuth B URL, fERFRALL URL B GitLab.

https://oauth-openshift.apps.<cluster_names>.
<cluster_domain>/oauth2callback/<idp_provider_name>

o -

I https://oauth-openshift.apps.openshift-cluster.example.com/oauth2callback/gitlab

6. 1£ GitLab FNINF N BEF.
IR [E1E] OpenShift Dedicated, AEM THIIZHAPEFEMHN LR, ERSHIER THELR &
HHQ

i GitLab 12tHE Fim 1D F1& il secret,
9. i A GitLab /&8I URL,

10. A% : A LMERIEBIA N (CA) XHEIIFESER GitLab URL BIARSS 231, = Browse

HEIFHMI AN CA SXTHEI B 1D IREER.
1. ¥ Confirm,
o FEMZNIRMHIZFINIELE Cluster List TIER Access control :ET & H A I,

4.4. iti& GOOGLE S{piR1i2F

BCiE Google Hp1RHRRRF, LUMER 78T Google Fiki#iT &A%k,

%

FA Google fE N B P IRIIEFHRT, 1T Google &R EES IR S5 28 11T B 1050
ik, f&EILAEF hostedDomain BREEE, B PRIERG N EFEE A,

DIk

==
[=]
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https://docs.gitlab.com/ee/integration/oauth_provider.html
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it

. 1£ OpenShift Cluster Manager 1, S %l Cluster List 71, BAFEEEHNEHEEBSHIRM

EFIERR,

= Access control 1£F,
= Add identity provider,
p= )1

LT U REERIERE T TIHWESE S PR Add Oauth BSE HEHERECE H 1712
iz,

.

MTHIZ B LR Google,
MAZDIREEFNE—ET, BT EREHLATT.

o TEIRMHIFERHPBIIEM OAuth B URL, &7 Google f2H#ELEL URL.

https://oauth-openshift.apps.<cluster_names>.
<cluster_domain>/oauth2callback/<idp_provider_name>

flan :
I https://oauth-openshift.apps.openshift-cluster.example.com/oauth2callback/google

A Google's OpenlD Connect integration BZi& Google {21 HIZF,

R[EE] OpenShift Dedicated, fAFMTHIAREERN TR, ERSHERTHEER S
HBO

. HIAEM Google T BMIZ i ID, LUK Google & B & P secret,
. WMIAESE, MSEFBRHIE Google Apps i,

. B Confirm,

BB B0 1R A2 FINTETE Cluster List T1EHMI Access control £ £ A i,

4.5.ft & LDAP SRR HtIEE
BoiE LDAP B{p1RIHER, LUERHE BRI E R K IUEET ST LDAPY3 fRZS5 2555 1E A - A B,

AR

18

EEE LDAP B pIRMAREFN, HEEH AEER LDAP URL, EZEM URL & RFC 2255
URL, EEZEFAM LDAP EHFMIERSH, URL UIEER :

I Idap://host:port/basedn?attribute ?scope ?filter


https://console.redhat.com/openshift
https://developers.google.com/identity/protocols/OpenIDConnect

B 45 BEFPRUER

URL ¢ fd

Idap X FEHM LDAP, {#H Idap F#/ &, % F%&2 LDAP (LDAPS), B H{EH
Idaps.

host:port LDAP R558m& im0, LDAP #AiLH localhost:389, LDAPS NIEKIA K

localhost:636.

basedn FIEERBN MNP TR B RO DN, E4, X2 B X, B4
1EE B X BT,
attribute ZRZRMEM. R RFC 2255 RITEAESSREMSIR, BXRREHZ LD

B, WUEAB—ITEME. MREXERMAETAENE, NERIAER uid, Z1I0%
F— N REERNFHHIAARE R EH—NELE.

scope BHREERHE, FTLLZ one s sub, MRKRAEE, NIBRIAER sub SEH,
filter BB LDAP 3Rt JE2%, WRAKIRM, NEILH (objectClass=*)

EHTHERN, B, TESMRHNAFESESTE—R, QEE LN THERTIES

I (&(<filter>)(<attribute>=<usernames))

B

INR LDAP BREEFMRILFREER, HiEER THITHBE M bindDN #l
bindPassword,

. 1E OpenShift Cluster Manager 1, S %l Cluster List T, BiAFERENHEEBSHDIRE
TEREHIEEEE,

. B Access control 1%+,

. = Add identity provider,

LA U REERIERE T TWESE S PR Add Oauth BSE #EHERECE H 1712
iz,

. MR H %R LDAP,
. BIABRIRUEFAM—EH, 2ETERESULATR,
. M RIS iR P 3%, FERZEE R FHZE A B,

. A LDAP URL Ui EEFHAH LDAP RS,
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https://console.redhat.com/openshift
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A% : Hi A 985%E DN 1 4P E =,
9. HIAJF LDAP BHRE B F BB 14,
o HIAIDEM, HENBERAF ID, & Add more EHKNZ 1 ID Bk,

e Tk : HIA— Preferred username B, HEENAELTEM., = Add more ERIN%
MEEBFEEL,

o Tk : HiA Email B, HMENBEHFHEI, = Add more SERINZ N FHMER
'I‘io

10. A% : ;R Show advanced Options fFIE A HHE (CA) XHRMEI LDAP B3R IEREFH,
LG IERRECE URL BIARSS2RIEF . = Browse . EIFMIN CA R S DRI,

N ®hk - ERYOEIT, EELUEFEME LDAP HNBARS, MRMEERX LT, NEEER
CA X4,

BF

NRIEERATLLE LDAP i## (Idapy// ik 0 389) MM FERER S HRE
Insecure %,

12. Hif Confirm,

o BN B DIRHIZFEIMIEIE Cluster List TIEAI Access control 3EIE A I,

4.6. Bt & OPENID BRI 2F
BLi& OpenlD 1R, LUERZEINAILES OpenlD Connect B IRIETZF R,

B

OpenShift Dedicated 1 #J Authentication Operator Z3KEZER OpenlD Connect &1712
#HFEF L OpenlD Connect Discovery #14&,

A EAAIILEX B M OpenlD {122 REHY JWT id_token ; HHEIEE, tHAIZEXE M Issuer URL iR [T
By JSON,

W EDEE—NER, URERFNEMR.

A LR ERERERANE LR &, DRERMAFHMEIt, MREET SRR, NIE
RE— DT EHREENFR, TERNFRR -

7 EA ek

preferred_username BFAPNMNELASNE, APEEFERNE SR, Wjanedoe, &
B, 5EGRRIERGHRB SRS AN NBE, P AR
%,
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http://openid.net/specs/openid-connect-core-1_0.html#CodeFlowAuth
https://openid.net/specs/openid-connect-discovery-1_0.html

B 45 BEFPRUER

=0 Hah
email R btk
name ERAR,

MBESIER, HBM OpenlD HBIAY,

FEREMH
e 7EfEZ& OpenlD Connect B, EREEERTF OpenShift Dedicated EEFHILIIE ™ RKAR S I %
RIREM
¥ =

1. #£ OpenShift Cluster Manager &, 5%l Cluster List TE, BAFEEENHEESDIRMG
TERFHIEEEE,

2. = Access control &I,

3. = Add identity provider,

LA U REERIERE D TIWESE S PR Add Oauth BeE #E R ECE H 1712
iz,

4. MTFHIZE A% OpenlD,
5. MABRRBEFNH—ZH. ZELERHLE.
o ERMMFEFBINEM OAuth B URL

https://oauth-openshift.apps.<cluster_names>.
<cluster_domain>/oauth2callback/<idp_provider_name>

o -

I https://oauth-openshift.apps.openshift-cluster.example.com/oauth2callback/openid

6. IRIBUIERILERBPMS IR, 1 OpenlD B IREREFE FEMETHI OpenlD Connect B/ i,

7. IR[EE| OpenShift Dedicated, fAFEMTHIRAREFRN TR, ERSHERTHEERF
HHQ

8. HiA Openl|D RHEHIZ P ID 1% /4w secret,

9. HiA Issuer URL, ;X2 OpenlD I FIHTS J Issuer FHNEFH URL, B JifE %A URL il
SEEK K R hitps B,

10. HiA Email B, HE{ENBERFHMEHE, R Add more SERINE AN FHMEEME,
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http://openid.net/specs/openid-connect-core-1_0.html#StandardClaims
https://console.redhat.com/openshift
https://openid.net/specs/openid-connect-core-1_0.html#AuthRequest
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1. %A Name B, EENBEE LA %, | Add more ERMEZNEEA %,

12. #iA Preferred username B, HEENBFEREF. = Add more EHMEZ N B REHR,

13. A3k : = Show advanced Options ik F A& H5 (CA) XHARMEI OpenlD S REEFH,

14. "N - AR POETT, SRR HSEE. BIAERT, 15K OpenlD SEH,

15. B Confirm,

o BN HDIRHIZFEIMIETE Cluster List TIEAI Access control 3£ H A I,

4.7.F2E& HTPASSWD SRR

BCE htpasswd 3 RRMHER, UOIBEEEHERBFIMNENHESRA, BIULBF SHE LK

HEBR AR,

BF

htpasswd S RIEFEF LT A FAIRE—FBSEEA. htpasswd TXFER
OpenShift Dedicated #5& A &2 1RILF2RF.

ik
1. £ OpenShift Cluster Manager &, il Cluster List TTEFAFEHIERE,

2. 1%%¥ Access control - Identity provider,

3. = Add identity provider,

4. M Identity Provider FHi3Z B Ai$E HTPasswd,

5. EBHRMAEFB Name FEEHIRINME— BT,

6. NESHPEREENR-ANEN, HEBTLE,

FEUTHREAERE Add [5, WHERPEXHFIERT N, MREXTRIL,

MEH O SN IRMBFFHERE LEIL,

L

7. %FE Add 08 htpasswd B3 RIEFEFFH — 85 .

- BFHTSAATERREEER

9]

a. 1E Access control = Cluster Roles and Access T, 1%#: Add user,
b. M AEE L—hO|EMNESHAAEF ID,

c. 1%FE Add user AP R T EEIR,

22
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https://console.redhat.com/openshift

£ 4E BESHRUER
o FCER htpasswd BPIRIEFZFTE Access control — Identity provider TTEI A 1,

SN RHUEFE, RLSBEENOHRATRH, ERLIE htpasswd Fp R H2
FHRBURFBHEFER.

e . EIFF FIE Access control = Cluster Roles fl Access TMEIA A L, B ERAFAMEIEA
ﬁz 7\’
4.8. 1/ [n| EEBF

BB B0 IRMEEF R, B/ A M Red Hat OpenShift Cluster Manager 5[0 58 8%,

FRFH

o BEE[HEE| OpenShift Cluster Manager.

o BB T OpenShift Dedicated &%,

o CHEMEESNIRHMER.

o GBI KR INEIEE M SR IRHIEF .

it

1. £ OpenShift Cluster Manager H, A E 0] ERE,
2. = Open console NEREHTFF Web #2HA&,

3. IEFFMRHEFHEACNTIEUS RIER. THR B ERHN EREARIOE
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https://console.redhat.com/openshift
https://console.redhat.com/openshift
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5 = BESABEF T LA n] OPENSHIFT DEDICATED (2%
ENEREFRA R, A LUREE admin FUBRAIA 7 % OpenShift Dedicated SR &R AT R,

51. MBFREEEIE AR
RIBAT RS M A F #%E dedicated-admin FUBR,

FRFM

o B EfTiE| OpenShift Cluster Manager,
o RAIET OpenShift Dedicated 5£2%,
o MENEKEMET GitHub HPRMRER, HAMT SRRHEEFRA.

e N 1% dedicated-admin 1R,

Pt

1. #AZF] OpenShift Cluster Manager FiEFEHERE,

2. = Access control %I,

3. Tt Cluster Roles and Access &£, A E/ ¥ & Delete,

o HWEINRIE, RIS AHESNEIERER OpenShift Cluster Manager TTEIH# Access control
- Cluster Roles and Access TH dedicated-admins ZH89—E8 4%

5.2. T SRAF RO R U AR
BT S S D IR GHR A P NS B B0 B 19 R AR FF oh R S B R BT VLR,

&R LY OpenShift Dedicated SRAFELE N RRBEM HPIRMRERF. UTRARE NV IREFRESHH
GitHub 2Rk 1A B9 BK S BEH SR B U7 (] A RR

FRFM

o BB — OpenShift Dedicated & &%,

o EBE— GitHub K,

o MENEHIET GitHub HPRHMRER, HAMT SR RHEERFRA.
gz

1. #A github.com FHEREEH GitHub T/,

2. M GitHub AU E IR HBRIZ A -

o MREHNHMIRUBFEEMM GitHub HH, THIRIR GitHub ST AR B MIEEIALI A i PR AL
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https://console.redhat.com/openshift
https://console.redhat.com/openshift
https://github.com

55 5 = WESPBR I A LLJiIR] OPENSHIFT DEDICATED %8

SEE BEEATIRE,

o MREMEMDIRERRFEEMEE GitHub HLFIFRMIFILRA, 1EIRIR GitHub ST EAATEA F i
BRI RN 01 O35 SR AT 1R 1

$E
o MEMERHMEFFHIFAGE, BATEERFEPIITEMRIL
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https://docs.github.com/en/organizations/managing-membership-in-your-organization/removing-a-member-from-your-organization
https://docs.github.com/en/organizations/organizing-members-into-teams/removing-organization-members-from-a-team
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FeETCETEAGNMAS
6.1. TRREEAR

6.1.1. cluster-admin A&

ENBBEF I (CCS) B9 OpenShift Dedicated EEFMEIE A, & LLJTIA cluster-admin A &,
QREEFI A A1 LU cluster-admin AP A&RMEIKSF, FREESSKEEASN. UIBEEN,
XA R B EBRAMMAIKF, @ cluster-admin BE&EZFEIIKFE, BFS%EEEE M
BEBNTZRFAIMIRABR, Webhook &BHIE—LFE B LUBGIEEEMENR, HERTENHK
OpenShift Cluster Manager B, FFLMEAEBEANERMEWES. cluster-admin AENFEAIURT
ISR 4 SLIIERIME % 4 P ARSI HHBIBRS, VENERESLEL, ¥ cluster-admin B M ERFIHRED,

6.1.2. dedicated-admin &

YE75 OpenShift Dedicated ERFHIEIR 61, BTk -~ EEX YA rrE B - 010 B RIZITA AR #0177 7] AL
fR. {#F dedicated-admin A &EFEIK R, FAZAL CLI 4% (£ oc 5 F) ®iLERSEIIBEXT
KT N EFEETIRE, MEEMA CLIMS (£ ocadm @5 T) ALLEERAISNHIIRIE,

ARIEHK - BAEX LR, EXPRRSERAT M ENE BT E OpenShift #4EHIIATA
?i-o

6.2. £ OPENSHIFT DEDICATED &£ i

BB ABMEREREDM cluster-admin = dedicated-admin ZHiHTEIE, thHPAIINAE K A BT LLE T
OpenShift Cluster Manager 4riEA% 51 5.

6.2.1. ;R mA

it =

1. 7 A Cluster Details T1E#] Access Control £,
2. 1%#% Cluster Roles and Access i1 F, B Add user.
3. BiANB P RF LA,

4. i Add user,

. A PR INE cluster-admin Al BERE /LD P F BESE

6.2.2. MR

Y=

1. 7 A Cluster Details T1E#] Access Control £,
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https://console.redhat.com/openshift
https://console.redhat.com/openshift

2. mAFMAHEEMB Options 3 H

3 &2 Delete,

BeoEEHEHABMAN,
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2 7 & {#H RBAC & XN AR

7.1. RBAC 5t
ETABHIRIES] (RBAC) M HIAE RS 1A A E HWHITH EHIIRTE,

B 7% dedicated-admin B &HEE 7 o] AT BEE A BRSPE FIEH ST OpenShift Dedicated A A
BHFrETIE B8 &R .

FAANGRUERARABHMAEREFIERNIFMINTE, HiR, RUESEHRIEDFH—1
TR, FMIEEAETREITRENANSH,

BAGET ERUT LR ERE !

BT &R fed

AL —HN R ERIVTHIRERS, B, APSRSIKkFESHIE (create) Pod,
Al MNES, TLUSAAMAXKIAER S AR,

HE A/ A5 A B BRE,

R RAEY RBAC A B FIAER M NI -

RBAC 451 ek

&2 RBAC SErETEYERNAENSE, EHACETETERTER, £HACHNERES BE
BAa,

At RBAC ERTEETENAGNYE, RAAMACREETHEANUBS, BXMARYER

LL/ERB| AR A A B,

SHABAEREAETERIGINAE. AGHEFEETIEIG ., SHAE view w/lE AR A G
EXRAEZAF, WMEZRAFRBEFIEH, RASHABTRHEEBHAREIIIRESH F MO
e,

XFRMREDRERARTFBELIERABRESNIENESEFEA, BN RAFEIARAGENITEREE
o

FEiFhidiRRS, ENERERARAEMAMAGKE, fl
1. RS allow M,
2. R A ER "allow FLII,

3. BRIANIBYE,

711 BINEHEAE
OpenShift Dedicated @15 T —HEBMA ISR A6, E0] LIEERESEFE A S0 E I & .,
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% 7 %= {1/ RBAC & SLHIN FIFUR

H -
FRWFNMERRINERFA G, MXLERGAENEWRATRRMEIEERFERTF,

RAKRAR 1]

[

admin HEEEE, MRAEARMAEHRER, I admin ENEFTB PHEMAFER, FEEBHR
T B A BREC A A B AR B R

basic-user AP LRI XTIB B HNERER.

cluster-admin LB R P Al ATEEE T B TR E, SFERARMYERIE— DB, XL
A LS £ 5T Bt E— TURAECTIA AR A 12 1E.

cluster-status AP A LURERE ANERRSE A,

cluster-reader BAraUERSEERSHNR, BREEBREN

edit WAPAMERTE P ASENR, BEENEEHERABHIE,

self-provisioner AR LIOEESHITE,

view AP EEITEMENR, BAUEETEPHRSENR, TEEEHERAEIH
Eo

HERAMMERAE AR, BN, MRERAAMABHER cluster-admin ABHEE—PA

L, XARREMZASRA TREEEANRN. FXFHFFEMLL. F cluster-admin HERTE EHE—
AA, N&FZIMENBNAEEAFIERTX—A. ZAFEESHAE admin IR, HKiIZIE

B9—LLEIAAR, BIANAEE TS 0l B B R R, @i web #HIG Ul RIER WA E DRSS NEBE,
NEFRRIHAEINEERHEEANERABRHAE, AM, ERIHAARAMIE cluster-admin 59
it BHE,

THBRTRTRHAG, FAG. SFHAGKE. FtAGHE. A/, AMRSIKS ZFEXR,
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= ga A A A

Service account (Bot) Group 1 User1 User 2 User 3
Local role Local role Local role Local role Cluster role
binding binding binding binding binding
Bot can interact with Group 1can edit User 1 can view User 2 can admin User 3 can cluster
specific resources in project in project in project admin in all projects
Local role
(Bot)

Role Role
Project

pToTTTTTTT A 20 A 2 0 A 2
1 1
1 1
E Cluster role Cluster role Cluster role Cluster role i
! (Edit) (View) (Admin) (Cluster admin) !
i i
i Role Role Role Role Role Role Role Role i
1 1

=g

=K

LN A — N AR, get pods/exec, get pods/*, #l get * #NI &% FHATIL
R, N ASR/INMENBERN], (NoERFRERMENZR/ RBAC IR, MEEZE
2, 1ES [ RBAC HLNI S HUTAGR .

7.1.2. PHAEIRAL
OpenShift Dedicated A T ap B IFAGIRAL :

B4
A EUKB P ARBHNIIR,
B4
IHTRRIE, FEASBERT, XL FILTAI -

o JiH : EUIRIMNIIE. THZ—Mi T A TR Kubernetes 8 B Z2[H], B—NEXBIAS
ALUESEHMEXRERENIR THANEEERR.

o BEDh : #RIEARG : get. list. create. update. delete. deletecollection =% watch,

o BRABH : EUiEY APl R R,

HE

30


https://access.redhat.com/solutions/6989997

& 7 = {5/ RBAC & X HIN AR

HEMTEIIR, ArsHSARZARXE,
OpenShift Dedicated it LA H HEPFARIRAL -

. ERESOMUESEERERERN AR HEHNARERE,

N

ERMAERERNANMA AR,

w

A Bk E SN ABRTA N,

»

NIRRT ERE, AR,

ul

- SOSRREEIECESRIAN, TRARLIZERAF.
R
HicE, BAMARURNXEKIAEISIAE,

HEEEATUER CLI EEAMABNAERER, SREEMAGXKNBFIHAMTRN—NX.

BF

BT AU ERAER T EHERANEFABRBHE—NTERN. TRIEFNE
cluster-admin 2% system:admin &R A BIBIEEREESTREIAE,

SHAGRESHIVIE L NAS, BRI BIHHTHE,

712 1L 5BHABRE

ZRIABY admin, edit. view #l cluster-reader £EABTREHACRE, HhE AGMERNNITE
BT FHANE SRR, REERSCIEBE LHKIREY B Kubernetes API I, LLIHEEFBE L,

7.2. T E MR 22 [H]
Kubernetes 7% ZZ/7iR % EEEBE R VRSB MBUMAL Kubernetes TR RIRIE X BB R FIMES(E

/BN o

A 22 AR LU RIR S —SEH -

o IEERMMEIR, LUBRERDEZHZE,

o FEIR‘GEERFERRN

o [REI X BIRHFENIBES,
RO RS HOT REB R RASEESERE, E—ENRAENTIBREGRZEE, W =MAF,
i B2 M AL E AR Kubernetes sp & 22|, 2EEEMAF BURY; RINRME K, BIWHE, —
MEXWAFATUES Eiit KIREMEIR TASNERENS, AP QI REE R0 B BT R
R =&, WRAAENAETER, NE3EFACZTBMDRITGR.
T B o LA kA name. displayName #1 description,

o HAAMER name 27U HMM—TRARF, EFEMACLITEHAPINEEN. A KERSE 1 63

NER,
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https://kubernetes.io/docs/reference/access-authn-authz/rbac/#aggregated-clusterroles
https://kubernetes.io/docs/tasks/administer-cluster/namespaces/
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e T displayName 271 B £ web #£#|& M ERERX (AL name) .

poin
o %M description AT LUA T B R EINEANBHR, A BRTE web HIEH,

BUERE T B —4H :

IO 3 sk

X% (object) Pod. RRFHEHIEFIZRF,
%B% (policy) FA P BB B XA RENAT R AR BRI

R Xof & Rt SR 1T PR A B9 EC AT
(constraint)

BR S5 AR5k - B shidE A B th T RA9IE E V5 RIF R 4T3 4E
B dedicated-admin AGBHEE AR LCIETIE, HFHUEMNEENRERS B XBERK G,
B4 dedicated-admin AENER AR URFFAZARCEESHIE,

FRANAFMER A LMER CLI =X Web #HIG 5B R A,

7.3. R\ H

OpenShift Dedicated Mt & TFEIATE, ZFFLL openshift-- FLMTEXN AN MERNEE, XL
BREEEH Pod iZTHEBHAMGME BB, TEiXLedn 22 A R AR H B X (critical) Pod
SRR Pod RREEM, ©TAILURIER kubelet A, TEiXLdp 28 (A EBHHFAIEM Pod EFR
184 critical”s

BE
AEERNIB iz T TERESIHZNRNT BT FRR. hoTRoKaMRE
NNT=

LFENTI B # h EESERI : default, kube-public, kube-system, openshift,
openshift-infra, openshift-node, Hth x4t 0E8I B BIH5% openshift.io/run-level #
TEHN O 1, KT AEAEG (M0 pod REHA., LM LETXHR, EEFIRELIMN
HR5| FAAEAT) BIThRETL AR FINIE B Tk,

74 EESHABHNAE

BT oc describe 4%, WLUFER oc CLI kK EFEHA BN E,

FRFM

o i oc CLI,

o RMEBERRABHMAENNR,

it =
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https://kubernetes.io/docs/tasks/administer-cluster/guaranteed-scheduling-critical-addon-pods/#rescheduler-guaranteed-scheduling-of-critical-add-ons

& 7 = {5/ RBAC & X HIN AR

| BESHAGREXEKIHNILE :
I $ oc describe clusterrole.rbac
L b ]l

Name: admin
Labels: kubernetes.io/bootstrapping=rbac-defaults
Annotations: rbac.authorization.kubernetes.io/autoupdate: true

PolicyRule:

Resources Non-Resource URLs Resource Names Verbs

.packages.apps.redhat.com 1 [ [* create update
patch delete get list watch]

imagestreams 1] I [create delete
deletecollection get list patch update watch create get list watch]

imagestreams.image.openshift.io 1 1 [create delete
deletecollection get list patch update watch create get list watch]

secrets 1 1 [create delete deletecollection
get list patch update watch get list watch create delete deletecollection patch update]

buildconfigs/webhooks 1 1 [create delete
deletecollection get list patch update watch get list watch]

buildconfigs 1] I [create delete
deletecollection get list patch update watch get list watch]

buildlogs [ 1 [create delete deletecollection
get list patch update watch get list watch]

deploymentconfigs/scale 1 1 [create delete
deletecollection get list patch update watch get list watch]

deploymentconfigs [ 1 [create delete
deletecollection get list patch update watch get list watch]

imagestreamimages 1 1 [create delete
deletecollection get list patch update watch get list watch]

imagestreammappings 1 [ [create delete
deletecollection get list patch update watch get list watch]

imagestreamtags [ [ [create delete
deletecollection get list patch update watch get list watch]

processedtemplates [ 1 [create delete
deletecollection get list patch update watch get list watch]

routes 1 [ [create delete deletecollection
get list patch update watch get list watch]

templateconfigs 1 1 [create delete
deletecollection get list patch update watch get list watch]

templateinstances 1 I [create delete
deletecollection get list patch update watch get list watch]

templates 1 1 [create delete
deletecollection get list patch update watch get list watch]

deploymentconfigs.apps.openshift.io/scale [ [ [create delete
deletecollection get list patch update watch get list watch]

deploymentconfigs.apps.openshift.io 1 [ [create delete
deletecollection get list patch update watch get list watch]

buildconfigs.build.openshift.io/webhooks 1 1 [create delete
deletecollection get list patch update watch get list watch]

buildconfigs.build.openshift.io 1 [ [create delete
deletecollection get list patch update watch get list watch]

buildlogs.build.openshift.io 1 [ [create delete
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34

deletecollection get list patch update watch get list watch]

imagestreamimages.image.openshift.io [ [ [create delete
deletecollection get list patch update watch get list watch]

imagestreammappings.image.openshift.io 1 1 [create delete
deletecollection get list patch update watch get list watch]

imagestreamtags.image.openshift.io 1 1 [create delete
deletecollection get list patch update watch get list watch]

routes.route.openshift.io [ [ [create delete
deletecollection get list patch update watch get list watch]

processedtemplates.template.openshift.io [ 1 [create delete
deletecollection get list patch update watch get list watch]

templateconfigs.template.openshift.io 1 1 [create delete
deletecollection get list patch update watch get list watch]

templateinstances.template.openshift.io 1 1 [create delete
deletecollection get list patch update watch get list watch]

templates.template.openshift.io 1 [ [create delete
deletecollection get list patch update watch get list watch]

serviceaccounts 1 1 [create delete

deletecollection get list patch update watch impersonate create delete deletecollection patch
update get list watch]

imagestreams/secrets 1 1 [create delete
deletecollection get list patch update watch]

rolebindings 1 1 [create delete
deletecollection get list patch update watch]

roles 1 1 [create delete deletecollection
get list patch update watch]

rolebindings.authorization.openshift.io [ 1 [create delete
deletecollection get list patch update watch]

roles.authorization.openshift.io [ 1 [create delete
deletecollection get list patch update watch]

imagestreams.image.openshift.io/secrets 1 [ [create delete
deletecollection get list patch update watch]

rolebindings.rbac.authorization.k8s.io 1 [ [create delete
deletecollection get list patch update watch]

roles.rbac.authorization.k8s.io 1 [ [create delete
deletecollection get list patch update watch]

networkpolicies.extensions [ [ [create delete
deletecollection patch update create delete deletecollection get list patch update watch get
list watch]

networkpolicies.networking.k8s.io 1 [ [create delete
deletecollection patch update create delete deletecollection get list patch update watch get
list watch]

configmaps 1 1 [create delete
deletecollection patch update get list watch]

endpoints 1 1 [create delete
deletecollection patch update get list watch]

persistentvolumeclaims 1 1 [create delete
deletecollection patch update get list watch]

pods [ [ [create delete deletecollection
patch update get list watch]

replicationcontrollers/scale 1 1 [create delete
deletecollection patch update get list watch]

replicationcontrollers 1] I [create delete
deletecollection patch update get list watch]

services [ [ [create delete deletecollection

patch update get list watch]
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daemonsets.apps 1 [ [create delete
deletecollection patch update get list watch]

deployments.apps/scale [ 1 [create delete
deletecollection patch update get list watch]

deployments.apps [ [ [create delete
deletecollection patch update get list watch]

replicasets.apps/scale 1 [ [create delete
deletecollection patch update get list watch]

replicasets.apps 1 1 [create delete
deletecollection patch update get list watch]

statefulsets.apps/scale 1 [ [create delete
deletecollection patch update get list watch]

statefulsets.apps 1 1 [create delete
deletecollection patch update get list watch]

horizontalpodautoscalers.autoscaling 1 [ [create delete
deletecollection patch update get list watch]

cronjobs.batch 1 1 [create delete
deletecollection patch update get list watch]

jobs.batch 1 1 [create delete
deletecollection patch update get list watch]

daemonsets.extensions [ [ [create delete
deletecollection patch update get list watch]

deployments.extensions/scale 1 1 [create delete
deletecollection patch update get list watch]

deployments.extensions [ 1 [create delete
deletecollection patch update get list watch]

ingresses.extensions 1 1 [create delete
deletecollection patch update get list watch]

replicasets.extensions/scale [ 1 [create delete
deletecollection patch update get list watch]

replicasets.extensions 1 [ [create delete
deletecollection patch update get list watch]

replicationcontrollers.extensions/scale 1 1 [create delete
deletecollection patch update get list watch]

poddisruptionbudgets.policy [ 1 [create delete
deletecollection patch update get list watch]

deployments.apps/rollback 1 1 [create delete
deletecollection patch update]

deployments.extensions/rollback 1 [ [create delete
deletecollection patch update]

catalogsources.operators.coreos.com 1 1 [create update
patch delete get list watch]

clusterserviceversions.operators.coreos.com 1 1 [create update
patch delete get list watch]

installplans.operators.coreos.com 1 1 [create update
patch delete get list watch]

packagemanifests.operators.coreos.com 1 1 [create update
patch delete get list watch]

subscriptions.operators.coreos.com 1 1 [create update
patch delete get list watch]

buildconfigs/instantiate 1 1 [create]

buildconfigs/instantiatebinary 1 1 [create]

builds/clone [ 1 [create]

deploymentconfigrollbacks 1 [ [create]

deploymentconfigs/instantiate 1 1 [create]

deploymentconfigs/rollback 1 [ [create]
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imagestreamimports [ [
localresourceaccessreviews 0 [
localsubjectaccessreviews 1 1
podsecuritypolicyreviews 1 1
podsecuritypolicyselfsubjectreviews 1

podsecuritypolicysubjectreviews 1 1

resourceaccessreviews 1] 1
routes/custom-host [ 1
subjectaccessreviews 1 [
subjectrulesreviews 1 1
deploymentconfigrollbacks.apps.openshift.io 1
deploymentconfigs.apps.openshift.io/instantiate [
deploymentconfigs.apps.openshift.io/rollback 1]
localsubjectaccessreviews.authorization.k8s.io 1
localresourceaccessreviews.authorization.openshift.io  []
localsubjectaccessreviews.authorization.openshift.io [
resourceaccessreviews.authorization.openshift.io 1
subjectaccessreviews.authorization.openshift.io 1
subjectrulesreviews.authorization.openshift.io [
buildconfigs.build.openshift.io/instantiate I
buildconfigs.build.openshift.io/instantiatebinary 1]
builds.build.openshift.io/clone 1 0
imagestreamimports.image.openshift.io [
routes.route.openshift.io/custom-host 1
podsecuritypolicyreviews.security.openshift.io 1
podsecuritypolicyselfsubjectreviews.security.openshift.io []
podsecuritypolicysubjectreviews.security.openshift.io  []
jenkins.build.openshift.io 1 1
edit view]
builds 0 I
deletecollection get list patch update watch get list watch]
builds.build.openshift.io 1 1]
deletecollection get list patch update watch get list watch]
projects I (l
update]
projects.project.openshift.io [ [
get patch update]
namespaces I 1]
pods/attach 1 1
deletecollection patch update]
pods/exec [ [
deletecollection patch update]
pods/portforward 1 1
delete deletecollection patch update]
pods/proxy I [l
deletecollection patch update]
services/proxy 1 [
deletecollection patch update]
routes/status 1 1]
routes.route.openshift.io/status [ [
appliedclusterresourcequotas [ [
bindings I 1]
builds/log 0 I
deploymentconfigs/log [ [
deploymentconfigs/status I I
events 1 1
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[create]
[create]
[create]
[create]
[create]
[create]
[create]
[create]
[create]
[create]
1 [create]
1 [create]
1 [create]
[ [create]
1 [create]
1 [create]
[ [create]
1 [create]
1 [create]
[create]
[ [create]
[create]
1 [create]

1 [create]

1 [create]
I [create]
1] [create]
[edit view view admin

[get create delete

[get create delete

[get delete get delete get patch

[get delete get delete

[get get list watch]
[get list watch create delete

[get list watch create delete
[get list watch create
[get list watch create delete
[get list watch create delete
[get list watch update]

[get list watch update]
[get list watch]

[get list watch]
[get list watch]

[get list watch]
[get list watch]

[get list watch]
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imagestreams/status 1 1 [get list watch]
limitranges 1 1 [get list watch]
namespaces/status 1 1 [get list watch]
pods/log 1 [ [get list watch]
pods/status [ [ [get list watch]
replicationcontrollers/status 1] I [get list watch]
resourcequotas/status [ [ [get list watch]
resourcequotas [ [ [get list watch]
resourcequotausages 1 [ [get list watch]
rolebindingrestrictions 1 1 [get list watch]
deploymentconfigs.apps.openshift.io/log 1 1 [get list watch]
deploymentconfigs.apps.openshift.io/status 1 [ [get list watch]
controllerrevisions.apps 1 1 [get list watch]
rolebindingrestrictions.authorization.openshift.io 1 1 [get list watch]
builds.build.openshift.io/log 1 1] [get list watch]
imagestreams.image.openshift.io/status 1 1 [get list watch]
appliedclusterresourcequotas.quota.openshift.io 1 [ [get list watch]
imagestreams/layers 1 1 [get update get]
imagestreams.image.openshift.io/layers 1 1 [get update get]
builds/details 1 1 [update]
builds.build.openshift.io/details [ [ [update]

Name: basic-user

Labels: <none>

Annotations: openshift.io/description: A user that can get basic information about projects.
rbac.authorization.kubernetes.io/autoupdate: true

PolicyRule:

Resources Non-Resource URLs Resource Names Verbs
selfsubjectrulesreviews [ 1 [create]
selfsubjectaccessreviews.authorization.k8s.io 1 [ [create]
selfsubjectrulesreviews.authorization.openshift.io [] [ [create]
clusterroles.rbac.authorization.k8s.io 1] 1 [get list watch]
clusterroles I 1] [get list]
clusterroles.authorization.openshift.io 1 1 [get list]
storageclasses.storage.k8s.io 1 [ [get list]
users I [~] [get]
users.user.openshift.io [ [~] [get]
projects [ [ [list watch]
projects.project.openshift.io 1 1 [list watch]
projectrequests 1 1 [list]
projectrequests.project.openshift.io I 1] [list]

Name: cluster-admin

Labels: kubernetes.io/bootstrapping=rbac-defaults
Annotations: rbac.authorization.kubernetes.io/autoupdate: true
PolicyRule:

Resources Non-Resource URLs Resource Names Verbs

I (] [']
['] I [']

2. AELINERAGHERS, XETHAEITRAAGHNASMA
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I $ oc describe clusterrolebinding.rbac

Ll N
Name: alertmanager-main
Labels: <none>
Annotations: <none>
Role:

Kind: ClusterRole
Name: alertmanager-main
Subjects:
Kind Name Namespace

ServiceAccount alertmanager-main openshift-monitoring

Name: basic-users

Labels: <none>

Annotations: rbac.authorization.kubernetes.io/autoupdate: true
Role:

Kind: ClusterRole

Name: basic-user

Subjects:

Kind Name Namespace

Group system:authenticated

Name: cloud-credential-operator-rolebinding
Labels: <none>

Annotations: <none>

Role:

Kind: ClusterRole

Name: cloud-credential-operator-role
Subjects:

Kind Name Namespace

ServiceAccount default openshift-cloud-credential-operator

Name: cluster-admin

Labels: kubernetes.io/bootstrapping=rbac-defaults
Annotations: rbac.authorization.kubernetes.io/autoupdate: true
Role:

Kind: ClusterRole

Name: cluster-admin

Subjects:

Kind Name Namespace

Group system:masters

Name: cluster-admins
Labels: <none>
Annotations: rbac.authorization.kubernetes.io/autoupdate: true
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. EREYRIAMARHESRS,

Role:

Kind: ClusterRole

Name: cluster-admin

Subjects:

Kind Name Namespace
Group system:cluster-admins

User system:admin

Name: cluster-api-manager-rolebinding
Labels: <none>

Annotations: <none>

Role:

Kind: ClusterRole

Name: cluster-api-manager-role
Subjects:

Kind Name Namespace

ServiceAccount default openshift-machine-api

7.5. BEXRMABMIAE

{3 oc describe 5 &iT oc CLI EEEAR A BIMLE,

%% oc CLI,

IRINEEA A B ERINR

% 7 %= {1/ RBAC & SLHIN FIFUR

o FMHET admin MINKHACHAFTUEEHERTBhHABHHNE,

I $ oc describe rolebinding.rbac

. BEEEMUBNAMAGRHE, BERSTHRM-nIRE

I $ oc describe rolebinding.rbac -n joe-project

LN
Name: admin
Labels: <none>
Annotations: <none>
Role:

Kind: ClusterRole
Name: admin
Subjects:

XERAER LRI ENTEAGKEFFAH
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Kind Name Namespace

User kube:admin

Name: system:deployers
Labels: <none>
Annotations: openshift.io/description:
Allows deploymentconfigs in this namespace to rollout pods in
this namespace. It is auto-managed by a controller; remove
subjects to disa...
Role:
Kind: ClusterRole
Name: system:deployer
Subjects:
Kind Name  Namespace

ServiceAccount deployer joe-project

Name: system:image-builders
Labels: <none>
Annotations: openshift.io/description:
Allows builds in this namespace to push images to this
namespace. It is auto-managed by a controller; remove subjects
to disable.
Role:
Kind: ClusterRole
Name: system:image-builder
Subjects:
Kind Name Namespace

ServiceAccount builder joe-project

Name: system:image-pullers
Labels: <none>
Annotations: openshift.io/description:
Allows all pods in this namespace to pull images from this
namespace. It is auto-managed by a controller; remove subjects
to disable.
Role:
Kind: ClusterRole
Name: system:image-puller
Subjects:
Kind Name Namespace

Group system:serviceaccounts:joe-project

7.6. AAFARMAE

TLUFEH oc adm BIED CLI EEEABMIE,

HAGHEIRNNEIAFFATILAPSHEEZABRTHUIHIIR, ERLER oc adm policy 654
@ A P RIS RR A .
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Ba LR ECA SR A B E R B By A A P s4H,

it
1. BEETEFNAFARNAR :

I $ oc adm policy add-role-to-user <role> <user> -n <project>
BN, ERILLZITUA T &%, & admin AEHRINE joe THEFH alice A/ :

I $ oc adm policy add-role-to-user admin alice -n joe

B
AR AN AT YAML BAFRINA R :

apiVersion: rbac.authorization.k8s.io/v1
kind: RoleBinding
metadata:
name: admin-0
namespace: joe
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: admin
subjects:
- apiGroup: rbac.authorization.k8s.io
kind: User
name: alice

2. BEEAMABHE, FHERHPEIERMER :
I $ oc describe rolebinding.rbac -n <project>
fian, EE joe MEMNAMBBIHE :

I $ oc describe rolebinding.rbac -n joe

it~
Name: admin
Labels: <none>
Annotations: <none>
Role:

Kind: ClusterRole

Name: admin

Subjects:

Kind Name Namespace

User kube:admin
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Name: admin-0
Labels: <none>
Annotations: <none>
Role:

Kind: ClusterRole
Name: admin

Subjects:

Kind Name Namespace

Name: system:deployers
Labels: <none>
Annotations: openshift.io/description:
Allows deploymentconfigs in this namespace to rollout pods in
this namespace. It is auto-managed by a controller; remove
subjects to disa...
Role:
Kind: ClusterRole
Name: system:deployer
Subjects:
Kind Name  Namespace

ServiceAccount deployer joe

Name: system:image-builders
Labels: <none>
Annotations: openshift.io/description:
Allows builds in this namespace to push images to this
namespace. It is auto-managed by a controller; remove subjects
to disable.
Role:
Kind: ClusterRole
Name: system:image-builder
Subjects:
Kind Name Namespace

ServiceAccount builder joe

Name: system:image-pullers
Labels: <none>
Annotations: openshift.io/description:
Allows all pods in this namespace to pull images from this
namespace. It is auto-managed by a controller; remove subjects
to disable.
Role:
Kind: ClusterRole
Name: system:image-puller
Subjects:
Kind Name Namespace

Group system:serviceaccounts:joe



% 7 = {§1f RBAC & X FHIN AR

ﬂ alice /i 27 0%l admins RoleBinding.

7.7. CIBRAE
A LU BN At AR, AENERERM,
i =
1. BATBENRAMAE, HSITUTHRS :
I $ oc create role <name> --verb=<verb> --resource=<resource> -n <project>
LS, EE -
e <name>, KA EHELHR
o <verb>, LUES MR, NARABRIRFIFEGIR
e <resource>, AGLN AR
® <project>, 1B &ZF
Bin, ZOE—AMAERELITHASEE blue B M Pod, 1HZTUTHS :

I $ oc create role podview --verb=get --resource=pod -n blue

2. EFFFARHERRF, BTUTHS :

I $ oc adm policy add-role-to-user podview user2 --role-namespace=blue -n blue

7.8. At BHERT

EERUTRFE I AMAGHEEER AN XEA G, TLUEA -nIFEREETE, MRKE
E, NfEREmIA.

EE SR T e ST A RBAC B,
7). KAy ERE
w4 ik

$ oc adm policy who-can <verb> <resource> 18 HLWIRLE A P ] DU B — BRI T R e,

$ oc adm policy add-role-to-user <role> HEEABHERHFINE RIEERF,
<username>
$ oc adm policy remove-role-from-user MR B R ER P BIRIEEA R,

<role> <username>

$ oc adm policy remove-user <username> BEREaIERMEER - REMEAE,
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% i

$ oc adm policy add-role-to-group <role> FEEABHEERZFIE RHEEH,
<groupname>

$ oc adm policy remove-role-from-group MEEIT B P EHB MR EA R,

<role> <groupname>

$ oc adm policy remove-group <groupname>  #HIREFIUIEAHNIEEAREFEAE,

79. KB AGHAESRS

A LUEAUTREEEERAGHE, RNERAGHEFRLYEDREENKR, AALUXLERER
fEA -n 1,

R72KBACHERF

$ oc adm policy add-cluster-role-to-user NEEABHERRERAMANIBNIEER .
<role> <usernames

$ oc adm policy remove-cluster-role-from- MEHTRMAETENIEERFBIREERE,
user <role> <username>

$ oc adm policy add-cluster-role-to-group NEEABHERRERAALNBWIEEHA
<role> <groupname>

$ oc adm policy remove-cluster-role-from- MERBFRIAETERNEEHBREEA S,
group <role> <groupnames

7.10. AR FEE AR

NEREESNRERFF BN SHRRERRER, EYLUNEF T dedicated-admin 214+
o

FRFH

o B EfTiE| OpenShift Cluster Manager,
o RAIET OpenShift Dedicated 5£2%,

o EHEHEEFMNIRHUER.

1. #AZF] OpenShift Cluster Manager FiEFEHERE,

2. = Access control £k,
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https://console.redhat.com/openshift
https://console.redhat.com/openshift

& 7 = {5/ RBAC & X HIN AR

3. 1 Cluster Roles and Access i H, = Add user,
4. WIANBRREREFBIMES D,
5. 52 Add user N % F dedicated-admin &5,

o BFIRE, %P #5HEEEM Access control = Cluster Roles and Access THY
dedicated-admins Z4HH—ER 4

7N REBSHEIEMENERARYE

==
1£ OpenShift Dedicated 4.17 Z 8, REFRIUERHT LG A —LEBEAE, £

OpenShift Dedicated 4.17 Z BIMMRA B R KRB IXNREZ F DL IERIZHBI T R
R

HTRERIN, OpenShift Dedicated 4 RARTFARZF IR UERHE B EEA BB FIFR,
EELAMIG, TREEFEERN system:unauthenticated RINEIEEAEH,
EREEAY LN REFHBEIEMNA A RIMBIATEEA RS

e system:scope-impersonation

o system:webhook

e system:oauth-token-deleter

o self-access-reviewer

. e
FEERREFMIILRITIFES, AR RENNT 20K,
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38 & TRRFUIERSIKS

8.1. AR 551 7 Bk

AR S5 P @ —% OpenShift Dedicated Tk, ©RFHBERDA AP, RSKFABENTEPEFEEN
API X R, BRZSIK RS AP TR T RIEN AR, TRERZENAHNEIL,

{8 F OpenShift Dedicated CLI % Web I &N, &8 APl SERAEME AP T HHBI0IE, eI LUG
PSRRI RKER, LUBHMEEET TR API BXBFE RS A T HEIL,

BMRS K A- REREE THIIB AR
I system:serviceaccount:<project>:<name>

B—RSIKABRLUTHANHBE G

il Wi

system:serviceaccounts BERGHHFTERRS K,

system:serviceaccounts:<project>  S&18ET B FHHFRAERSIK .

8.1.1. B EKAITRIE pull secret
EINER T, OpenShift Dedicated NEMIRSSIK 7 AIEE— MR pull secret,

T

1 OpenShift Dedicated 4.16 &, AN OIEMARS K APl 5k secret £ B K HAAR
Sk 458 secret, M OpenShift Dedicated 4.16 FF#4, B AIZLLARSS K APl $5h%
secret,

FHEE 4 F, FAIHAENKBRSIKS APl S5 secret RRBMIFR, FIFALLIEETIE,
BRIEMEREPFERANKE API B8, UREFAZTENMREIINER, 1HSHLEMIA
JEESLE OpenShift Container Platform 189 Long-lived BRZ5MK - APl 45h&

554 pull secret EERF OpenShift #21& reqistry SRR EISEEM A B R RIEMRARS H,

B2, WMRETE A ImageRegistry Th8E, (& 7E Cluster Image Registry Operator B2 & A 22 FASE AR HY
OpenShift 5if& registry, MR NENIRSSMF ERKREE pull secret,

WIEZ RIS FARE R P 2 AR OpenShift Bifk registry B, ZBTERRBIE pull secret &4 B 5hifl
B&o

8.2. fII AR 551K
e AET B PO BIRSIK 7, F@E RS ERIA G LK R F IR,

Y=
1 Ak EE LA FRRSIKS
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B 8 & THRIHAIRIRS K

I $ oc get sa

i tH 7 Bl

NAME SECRETS AGE
builder 1 2d

default 1 2d

deployer 1 2d

2. TEHRIUIE P AIEHRSS K
I $ oc create sa <service_account_name> ﬂ

ﬂ EESH—UB PRSI, 1518E -n <project_names,

i th o Bl

I serviceaccount "robot" created

B
RIAET AN FALAT YAML RO AR S K P -

apiVersion: vi

kind: ServiceAccount

metadata:
name: <service_account_name>
namespace: <current_project>

3. HE - BEERSIK B secret :

I $ oc describe sa robot

i Bl
Name: robot
Namespace: projectt
Labels: <none>
Annotations: openshift.io/internal-registry-pull-secret-ref: robot-dockercfg-qzbhb

Image pull secrets: robot-dockercfg-gzbhb
Mountable secrets: robot-dockercfg-gzbhb
Tokens: <none>
Events: <none>

8.3. NIRFIKFRTFAE
ERLLAMGH BALA I BT A e~ ARSI ETAE,

it =
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1. BT LB NI BBIARSS K. BlE0, 5 view B ERINE top-secret 11 B Y robot AR S51K
o

I $ oc policy add-role-to-user view system:serviceaccount:top-secret:robot

TN
AR AN AT YAML sERINA R :

apiVersion: rbac.authorization.k8s.io/v1
kind: RoleBinding
metadata:
name: view
namespace: top-secret
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: view
subjects:
- kind: ServiceAccount
name: robot
namespace: top-secret

2. A AT B R ERSIKSRT IR, G, ERFKOMENTIES, FA -ziE

FIE%E <service_account_name>

I $ oc policy add-role-to-user <role_name> -z <service_account_name>

B

WNREA B PR ERSIK R T UIFNER, EEA -z &, SRR SE
FTHRH SR, FHRRVIBEERRSIKRT IR,

R

AR AN AL T YAML ERINA R :

apiVersion: rbac.authorization.k8s.io/v1
kind: RoleBinding
metadata:
name: <rolebinding_name>
namespace: <current_project_name>
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: <role_name>
subjects:
- kind: ServiceAccount
name: <service_account_name>
namespace: <current_project_name>

3. BEBYWTRAMGRZER, ALER -nETiEECEN AN EGRZEE, MTEIRT.
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B 8 & THRIHAIRIRS K

o fBln, ARIFFIAEYIEHMIAMAERS KT EE my-project i E Y FTIR :

I $ oc policy add-role-to-group view system:serviceaccounts -n my-project

B
AR AN AL T YAML ERINA R :

apiVersion: rbac.authorization.k8s.io/v1
kind: RoleBinding
metadata:
name: view
namespace: my-project
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: view
subjects:
- apiGroup: rbac.authorization.k8s.io
kind: Group
name: system:serviceaccounts

e ftiF managers i B R HIFT A AR 551 7 4R EE my-project i E B TTIR ¢

I $ oc policy add-role-to-group edit system:serviceaccounts:managers -n my-project

B
AR AN AL T YAML ERINA R :

apiVersion: rbac.authorization.k8s.io/v1
kind: RoleBinding
metadata:
name: edit
namespace: my-project
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: edit
subjects:
- apiGroup: rbac.authorization.k8s.io
kind: Group
name: system:serviceaccounts:managers
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59 E N ARFHRERRSIKS

9.1. AR5 MK~ B

AR S5 P @ —% OpenShift Dedicated Tk, ©RFHBERDA AP, RSKFABENTEPEFEEN
API X R, BRI RS API TR T RIEN AR, TRERZENAFHNEIL,

{8 F OpenShift Dedicated CLI % Web I &N, &8 APl SERAEME AP T HHBI0IE, eI LUG
HHEERRSS K RKEL, LUBHMEEET TR API BXBE RSB HEIL,

BORSKANA - &2EIRE THIIE MR
I system:serviceaccount:<project>:<name>

B—RSIKABRLLTHANHBER G

il 50

system:serviceaccounts BERGHHFERS K,

system:serviceaccounts:<project>  SE18ET B PHHIFRAERSIK .

9.2. BRINAR SR
f&BY OpenShift Dedicated £ B E A TEBHEEMEINIRS K, HFNBNUIBEREZ RS,

9.2.1. BRI B RR S5MK

JUADETiZR e e 28 6 A AR 5k R EiI2 1T, BRS52:/2 B 7E OpenShift Dedicated EfitiZR14 11 H
(openshift-infra) FORLITRSIKS, HEFEOTERESCHAR !

AR S5/ ik

replication-controller 4 fg system:replication-controller &

deployment- i system:deployment-controller &,
controller
build-controller 4 B2 system:build-controller &, 74, build-controller fR&51Kk~tHaE

RN ZRE ETFXARF, UEIREFIIE Pod,

9.2.2. AT B RS K AR
BANTEFRLREHBEANREES
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$ 9 F N AERFhEARSIKS

AR S5/ ERAE

builder B Pod . #i%F system:image-builder &, fiFERMNER Docker
registry G HEIXEI LT B AT

2@2 -
INR%EH A Build 5£2¥2088, A& 013 builder BRS51KF

deployer HERE Pod A FH#I%F system:deployer s, RFEFNEHRTEHHEH
L5280 Pod,

5 INER %45/ A DeploymentConfig 5£25zhaE, NS0
P deployer BR 551k,

default FRZITHMATE Pod, FRIEIEE T FRBIARSSIK, .

T B R I A BRSSIK F #R & % I% T system:image-puller 2, AUFERRNEE SRR registry MITTB &
BETER AR TR R ER R 1R o

9.2.3. BEI%E KB R pull secret

FINERT, OpenShift Dedicated BRI O — DR pull secret,

£ OpenShift Dedicated 4.16 &, E NN OIEMARS K APl 5k secret 4 B K HAAR
Sk 458 secret, M OpenShift Dedicated 4.16 FF#4, B LIRSS K APl $5h%
secret,

FHRE 4 F, EAIHAENKBRSIKS APl S5 secret RRBMIBR, FIFALLIEETIE,
BREMEREPERANKE API B8, UREFAZTENMREIINER, 1HSHLEMIA
JEESLE OpenShift Container Platform 189 Long-lived BRZ5MK - APl 45h&

55 1& pull secret ZEYF OpenShift Bl registry ERTIERM A ' BHRIEFIRINRES

B2, WMREFE A ImageRegistry ThEE, =& 7E Cluster Image Registry Operator B2 & Fh 22 FHSE AR HY
OpenShift & registry, MFASAEBNIRS M EBERER pull secret,

WIEZ RIS AR E R P 2 KB OpenShift Bifk registry B, ZBTERBIEK pull secret &4 B 5hil
B&o

9.3. BB AR 55K
e LAET B PO IRSIK 7, F@E RS ERIA G NILK R PR,
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Pk
1 Ak - EEEEIUIE SRS
I $ oc get sa
it

NAME SECRETS AGE
builder 1 2d

default 1 2d

deployer 1 2d

2. FEHEIIE P ORHRSIK |
I $ oc create sa <service_account_name> )

ﬂ BEESH—UBPOIERSIKS, 1518E -n <project_name>,

it Bl

I serviceaccount "robot" created

B
RIAE AN FALAT YAML EOIEAR S K 7

apiVersion: vi

kind: ServiceAccount

metadata:
name: <service_account_name>
namespace: <current_project>

3. AL BEERSIKFH secret -

I $ oc describe sa robot

i Bl
Name: robot
Namespace: projectt
Labels: <none>
Annotations: openshift.io/internal-registry-pull-secret-ref: robot-dockercfg-qzbhb

Image pull secrets: robot-dockercfg-gzbhb
Mountable secrets: robot-dockercfg-gzbhb
Tokens: <none>
Events: <none>
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%510 = FARSIAEN OAUTH B /i

% 10 & EARS K7 F ) OAUTH &' iim

10.1. BR &5k £ OAUTH & /i

BRI LMERRSIKS, FRARARPAR OAuth B ik, IRSSIK REEEREHBFE, ARTFUIHRS
KEASHaEERPN-—LEEXAFERNETAGHIIEE

® user:info

e user:check-access

® role:<any_role>:<service_account_namespace>

® role:<any_role>:<service_account_namespace>:!
TEI9BR S5 F FAE OAuth & im

e client_id 2 system:serviceaccount:<service_account_namespace>:
<service_account_name>,

e client_secret "I LLZ1ZAR S5 7 BUME APl 5%, 40 :

I $ oc sa get-token <service_account_name>

e EJIREX WWW-Authenticate iiif], i5i$RS5M - _£B serviceaccounts.openshift.io/oauth-
want-challenges ¥ fi#i% & true,

o redirect_uri 15 ARSI - L REARICEL,

10.1.1. EE A{E N OAuth & FimBIAR 55K Y URI

SRRV B A RIS serviceaccounts.openshift.io/oauth-redirecturi. 5
serviceaccounts.openshift.io/oauth-redirectreference., 40 :

I serviceaccounts.openshift.io/oauth-redirecturi.<name>
7

RXAKE AR, IRTATEREEEMNEER URL, fi0 :

"serviceaccounts.openshift.io/oauth-redirecturi.first": "https://example.com"”
"serviceaccounts.openshift.io/oauth-redirecturi.second": "https://other.com"

LB first #1 second B AT oM TNEMRHEER URI,

EEEAMEER, FHFSEEM URI ATRELTRY, i, ErERERENATE A OB 2 ERH,
X B BT {d F@5d serviceaccounts.openshift.io/oauth-redirectreference. BIZXEIEN S E E A URI,

o -

"serviceaccounts.openshift.io/oauth-redirectreference.first": "
{\"kind\":\"OAuthRedirectReference\" \"apiVersion\":\"vi\" \"reference\":
{\"kind\":\"Route\" \"name\":\"jenkins\"}}"

HFIERNETEFE JSON #iiE, FET BEXNPAUERNMES
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{
"kind": "OAuthRedirectReference",

"apiVersion": "v1",
"reference": {
"kind": "Route",
"name": "jenkins"
}
}

RIIE R LLEE], OAuthRedirectReference f21T5IF &7 jenkins BIB8H ., HLL, ZEREBIFMAEAO
TEE#AT A, OAuthRedirectReference FISZEEME R :

{
"kind": "OAuthRedirectReference",

"apiVersion": "v1",

"reference": {
"kind": ..., @)
"name": ..., g
"group”: ... 6

}

}

Q kind 5 2#WBIBX RHKE, BRI, RX# route,
9 name EN T HKE, NRUITNEIRSIK AL TFRE—6r&2EE A,

9 group EMEN RFTEMAH, LIEZE, FNBHNHREFRES,

AUEFIMNERAIL, REZSI AN REBHOOBE, F0 :

"serviceaccounts.openshift.io/oauth-redirecturi.first": "custompath”
"serviceaccounts.openshift.io/oauth-redirectreference.first": "
{\"kind\":\"OAuthRedirectReference\" \"apiVersion\":\"vi\" \"reference\":
{\"kind\":\"Route\",\"name\":\"jenkins\"}}"

first A TIHEMYIE—#R, X jenkins BEHE 28 A0 https:/example.com, I}
fEhttps://example.com/custompath # 1 }E%4, {8 https:/example.com I 1T, BB IRMHEEZL
EHEXIT :

& il ik

Scheme "https://"
FHA "//website.com"
g "//:8000"

BRE "examplepath”
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cak

y 2
% EEEINEBZNERMBIANRNENZEE, IF—E2FENTN.

MU EEEREEEE AT UMER U TRAEITEFH -
<scheme:>//<hosthame><:port>/<path>
B =X RETLUKZREIA, LURGEARNRIEN

"serviceaccounts.openshift.io/oauth-redirecturi.first": "custompath”
"serviceaccounts.openshift.io/oauth-redirectreference.first": "
{\"kind\":\"OAuthRedirectReference\" \"apiVersion\":\"vi\" \"reference\":
{\"kind\":\"Route\",\"name\":\"jenkins\"}}"
"serviceaccounts.openshift.io/oauth-redirecturi.second": "//:8000"
"serviceaccounts.openshift.io/oauth-redirectreference.second": "
{\"kind\"\"OAuthRedirectReference\" \"apiVersion\":\"vi\" \"reference\":
{\"kind\":\"Route\",\"name\":\"jenkins\"}}"

Ri% £ jenkins BIEREIEA A O https:/example.com, Il] https://example.com:8000 #1
https://example.com/custompath Z3# 11 N HE K.

A LA RN A S SERE, LUSLIIRrERRITh ¢
"serviceaccounts.openshift.io/oauth-redirectreference.first": "
{\"kind\":\"OAuthRedirectReference\" \"apiVersion\":\"vi\" \"reference\":

{\"kind\":\"Route\",\"name\":\"jenkins\"}}"
"serviceaccounts.openshift.io/oauth-redirecturi.second": "https://other.com”
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BNERESHIERE

N1 X FRESEIERE

ERUOIREEE S, BELEIRBRAEMA SRS KS. Hla0, HEEEATERFERROE
Pod BITIR.

BEHEMSERERGERS, BRTEEREEENSEERE. REEE dedicated-admin A EH
B FeEtI2EERE S,

WIS R RSE RS S PohcyRuIe%AﬂEﬁ{E,Jﬁl Rig, 18 YA'a_-iZ‘tbﬂWJLfrIT_UEEO =
BHEXNINEDEEER—FSEHEN, FEEZIEL "normal” Txﬂ&r# — IR E

na ArseH

AFEHEEERTRARNAERANER. EBl2ETEREN, RitsB3HECIRMN
o user:full - SoVFER A P BRTENBRY APl #1758 2891/ 51,
e user:info - R RIELVIRAANER, MAFML,

e user:check-access - 7217147 self-localsubjectaccessreviews #1 self-
subjectaccessreviews, XLERIEIERITRAPEHERHFFHNTE,

e user:list-projects - SS1FRi%Lijj[a], RILAFIE A AU R E,

Nn.1.2. AEEHE
AEEEAEESSAEAGHERSEMIRNIE, %8686 %% T,

e role:<cluster-role name>:<namespace or * for all> - $FEF RE NEEA GBI EMMN, B

R EM e R ZE A,

AR XA REFALIFIER, BMfEA BRI secret. ABHAEMABEHR
R, BLSEH B FIXLETFIR, XEBTFHESAAR. FZ AN edit F
ABEHTZANAE, BN TV secretMsE, XBEFANAE,

e role:<cluster-role name>:<namespace or * for all>:! - X5 LI, ER NS ERENSME
1FULSEE R VF A IR,

N.2. MAREZ MBI AERINBEREA RS

ENRREEN, BB TBERARHE, HAREFMILIER A~ RINEl OpenShift Dedicated H1
BMUTRBEAGH, REGHEIEHMAATETFFAREEAR, IRNEFTENERERAIHRTH,

A LU R SR EIER R P RIMEIA T EEA RS -
® system:scope-impersonation

o system:webhook
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e system:oauth-token-deleter

o self-access-reviewer

BE
FEERREFMIILRIVIFE, AR RENMNT 20K,

FeREH
o ATLUFEAEA cluster-admin B&IAE iR EEE,

e B% %k OpenShift CLI(0C).

i =
1. 8%~ add-<cluster_role>-unauth.yaml 85 YAML X, FHRMUTAR :

apiVersion: rbac.authorization.k8s.io/v1
kind: ClusterRoleBinding
metadata:
annotations:
rbac.authorization.kubernetes.io/autoupdate: "true"
name: <cluster_role>access-unauthenticated
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: <cluster_role>
subjects:
- apiGroup: rbac.authorization.k8s.io
kind: Group
name: system:unauthenticated

2. IBTUAT e ok AR E -
I $ oc apply -f add-<cluster_role>.yaml
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12 F FERAEMIRS KT T hE

ISR LUEAAERS K S, et T S MNmEniiRER(AM)RSEKBIEESN, 11 AWS IAM 5
Google Cloud IAM EBJ OpenShift Dedicated,

12.1. X FHEMRS K B h&

BRI LA RSP E AR 55K 7 S hE SR BRHIZE B AR 551K - B RERIR RSB [, X LE5 kR 32 (R F & A0[RI RO RR . 3X
AETFRSIK R IAM BB HBIRIE R EFE pod MIGEHEIERIER, & LUERSI%EMN
TokenRequest API 315 K40 E BIAR 551K 7 45

12.2. FRABRPEBEHERS K™ 5
IEFTMERSIRE, 1 pod BB RAEHIR S 1K/ SR,

FeREH
o AILIFAEAR dedicated-admin & &A1) A EEE,

o MBOIET —MIRSIK,., XBRERSM &N build-robot,

¥ =
1. ERABHRFE pod BLE 7 {E R E RS - S hE,
a. flI84 5 pod-projected-svc-token.yaml #9324, HERBMT :

apiVersion: vi
kind: Pod
metadata:
name: nginx
spec:
securityContext:
runAsNonRoot: true 0
seccompProfile:
type: RuntimeDefault 9
containers:
- image: nginx
name: nginx
volumeMounts:
- mountPath: /var/run/secrets/tokens
name: vault-token
securityContext:
allowPrivilegeEscalation: false
capabilities:
drop: [ALL]
serviceAccountName: build-robot 6
volumes:
- name: vault-token
projected:
sources:
- serviceAccountToken:
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B 12 & EARENRSKS 5B

path: vault-token ﬂ
expirationSeconds: 7200 9
audience: vault

B L2 root AP FADIZT, IR KR EEREE R AI XU,

WEBEERIA seccomp BREBE, FREINNATLUERUBENRGER, LUBREXEE,

SN AR5 K 895 | A

PR F R R BN B, AT RSREBA,

(AIk) BRI BHEEBOBIERNS (8] (AR N EAL) o BRIMETI 3600 # (1/hE)

XAMEBTED N 600 F (10 08y . MRS AL EBEIXAMER 80%, =
E#BiT 24 N, T kubelet &FF A ZAREDFE SRS,

@ 9006009 —

(Arif) RESHENTIHAGERE, SENERENIEERE PSS NGRS
BAICEE, SN ShE, ERAEIITY AP ARSS SBRBIPRRRT,

==
T BHIEEAKN, OpenShift Dedicated & --service-account-

extend-token-expiration (EKi\ ftrue) &3 expirationSeconds ff, FH
WEHNMIESEERTFIREN—F, BRERRRIXE,

b. A& pod :
I $ oc create -f pod-projected-svc-token.yaml

Kubelet {3 pod ERHFMH SRR, # pod AIME— N A REMXHBRERREDHE, HiE
1% R B AR R 45 R

2. BRHESENARFREETELEN ERNEATHE,
YNSR 5 hRME R BR BHB I X NMER) 80%, SHEHEIT 24 /M, I kubelet REFL T,

12.3. 7£ POD A &R G S EBR S5 K 5 &

FeREZ M
o MBOIET —MRSIK,. XBRERSM &N build-robot,

i =
o ZITLATFM4, 1E pod AERAIBRIEIRSIK S SHE -
I $ oc create token build-robot
it

eyJhbGciOidSUzI1NilsImtpZCI6lIkY2M1N4MHRve2xFNnFSQIA4eGOGYzVPAnN3NKhIVOtRW
mFrUDRNcWx4S0kifQ.eyJhdWQiOlsiaHROcHM6Ly9pc3N1ZXlyLnRIlc3QuY29tliwiaHROcHM6L
y9pc3N1ZXIxLnRIc3QuY29tliwiaHROcHM6Ly9rdWJlcmSldGVzLmRIZmF1bHQuc3Zjll0sImV4c

59



OpenShift Dedicated 4 IAUEFIFRAY

CIBMTY30TUOMzgzMCwiaWFO0ljoxNjcSNTQwMjMwLCJpc3MiOiJodHRwczovL21zc3VIcjludGV
zdC5jb20iLCJrdWJlcm5IldGVzLmivljp7Im5hbWVzcGFjZSI6ImRIZmF1bHQILCJzZXJ2aWNIYW
Njb3VudCleeyJuYW1lljoidGVzdC1zYSIsInVpZCI6ImM3ZjA4MjkwLWIzOTUINGM4NCO4N;jl4L
TMzMTM1NTVhNWY10SJ9fSwibmJmljoxNjcSNTQwWMjMwLCJzdWIiOiJze XNOZWO06c2Vydmlj
ZWFjY291bnQ6ZGVmYXVsdDp0ZXNOLXNhIn0.WyAOPvh1BFMUI3ZLNhBCrQeaB5wSynbnCf
0jWuUNNPSIIT4YvFnKibxwREwmzHpV4LO1xOFZHSi6bXBOMG_o-
MOXNDYL3FrGHd65mymiFyluztxa2lgHVxjw5relV5ZLgNSol3Y8bJgQgmNg3rtQQWRML2kpJB
XdDHNwwOE5XOypmffYkfkadli8INSQQD-
MhsCbiAF8waCYs8bj6V6Y7uUKTcxee8sCjiRMViXKjQtooERKm-
CH_p57wxCljIBeM89VdaR51NJGued4hVV5IxvVrYZFu89IBEAq4oyQN_d6N1vBWGXQMyoihn
t_fQjn-NfnlJWk-3NSZDIluDJAv7e-MTEk3geDrHVQKNEzDei2-Un64hSzb-
n1g1M0OVn0885wQBQAePCOUIZm8YZIMNk1tqewlUKQTMVv3HPfiSHIBRqVc2eVsOEfMX4-x-
PHhPCasJ6qLJWyj6DvyQ08dP4DW_TWZVGvKImIdOhzwpg59TTcLROICKISEJgAVEEd13Aa_
MO-
faD11L3MhUGxw0gxgOsPczdXUsolSISbefs70KymzFSIKTAn9sDQ8PHMOsuyxsK8vzfrR-
EO0z7MAeguZ2kalY7cZgbN6WFy0caWgx46hrkKem9vCKALefEIRYbCg3hcBmowBcRTOgaFHL
NnHghhU1LaRpoFzH70UargX9SGQ

HiBR
o BIRARSSIK
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B13E ERREM FTXAR

BRBEEEREM ETXAR

1£ OpenShift Dedicated A1, A LMFERZ £ M £ FXXAR (SCC) FILHIEEEH pod MIFIR,

REHF R ARBIN SCC, RE—L Operator AEHMA M, ENRBEEIEA, ELRLUMER OpenShift
CLI (oc) 2B 28 SCC,

BF

FREEBWIMINSCC, BE XN SCC AR FRAR LTS Pod BiFE K OpenShift
Dedicated A HILAIR, 74+, BAIASCCEHRKE—LEHATIREPEE HRIAE,
EREFAXLE SCCHMBBE Lo

REFZUEHENEB M SCC, MARIERBINSCC, AXFAMLE, HEHIIER
2% TR,
£ OpenShift Dedicated B3ZEH, EREENFEREATITH(CCS) BEMNEHIIEZEEH

SCC, 1&Fi% MM Red Hat cloud i F7 89 OpenShift Dedicated 5£&8£1/E SCC, K
SCC FREIBEE cluster-admin R,

131 XFLZe2MLETXAR

5 RBAC HIRZEHI R Ui MB AR KL, BEATLUERAZEM E TR (SCC) 24 Pod TR,
IXERPRRE T Pod AILIHATERIRELAR ENA AT HBIBIR, ERILUER SCC E X Pod 12T 1 &
B—HRM, UEHERRAER.

Bt Re N ETFXAR, EIE G AR

pod 2% A LA{E A allowPrivilegedContainer 17512 1T I A 25
{# /3 allowPrivilegeEscalation #ric R pod
B2 AT LUIA KAYThRE

FMENBFRES

A 2RH SELinux LT

e ID

158 F M6 44 22 (W] A P 2%

A pod &M FSGroup B9

VPRI FEHBIBC B

BREERENH root XHRGHITE T RIFRR
BRBBEA

FLIFH) seccomp ECEEMIELE
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BF

TETE OpenShift Dedicated HRHI{EfaI6p 44 22 [A] L 1% & openshift.io/run-level /75, LGt
ZHEAER OpenShift Dedicated ‘B FREREE API HBI/E5), 0 Kubernetes API iRS5
#2#0 OpenShift API BR%525. HIERIXE T openshift.io/run-level 7%, NIAR&YF SCC M
FEIZe R ZE A pod, MSRZe&ZEFFZITHERTENBREESER

1311 RN RE M ETFTXXAR
SHAELITRINREME L TR (SCC), tITFHRAMR, & Operator st EMEHREE] OpenShift

Dedicated A,

ARER &=L SCC,

BF

FEEWIMINSCC, BE XA SCC AR FRAR LTS Pod BiFE L OpenShift
Dedicated A LA, 74+, BAILNSCCERKE—LEHATIRAEE HRIAE,
EREFAXLE SCCHMBBE Lo

REFZUEHENEBCH SCC, MARIERBINSCC, AXFMLRE, HEH /L
ML TR,

R 131 AR EM E TR

LM E TR fed

anyuid

{21t restricted SCC WUFRETHAE, B YFA A EREM UID FM{EM GID IE1T,

nested-container 5 restricted-v2 SCC 2481, BHUTEH :

nhonroot

nonroot-v2

62

e selLinuxContext #%i& % MustRunAs, seLinuxOptions.type 2
container_engine_t.

e runAsUser i%i& 5 MustRunAsRange.
e requiredDropCapabilities i%& 7 null,

e userNamespacelevel % & RequirePodLevel, ©x7i i pod 7
Linux A #n & 228 (hostUsers: false).

Itk SCC FFF ' £ OpenShift Dedicated pod 21T A 2R8I,

1R fit restricted SCC WIFTETHAE, BARVFAFEREMI root UID 21T, AP
AIEE UID, BN ERRITERPIEE,
5 nonroot SCC &4, BELUTAME :

o ALLEEHEMNBZHEFR,

o T LLEZI1 NET_BIND_SERVICE Ih&E,

o HiNERT, seccompProfile i%i& runtime/default.

o TEZXLLETxHh, FEIUHILE allowPrivilegeEscalation skiF &% h
false,



B13E ERREM FTXAR

i ol A ok

restricted BRI PRE EHINEE, FHEHERFEARA UID 21TRHRE, URSBEMRZEEMN
SELinux £ 3,
ZPREY sCC:

o IR Pod TiELUEINARIZT
iR Pod BEHEHENB RS

o K Pod LTS ECHY UID SEEIRBI A FH21T
o X pod AL SEM MCS 1335217

o 3k pod ERTIAER FSGroup 1217

e JiiF pod EREMIN A

TEM OpenShift Dedicated 4.10 S B R AFARHIEREH, ERZSFHEIERA
FERRTLAE XA SCC, BRIEBAIBIRT T UiMIAR, ENIF OpenShift Dedicated
41 B SR AN R ZEARB AT LUFE A restricted SCC,

restricted-v2 5 rootsCC KL, EEUTAR :
o ALLEEHEMNBRHEFR,
o T LLEZIN NET_BIND_SERVICE Ih&E,
o BNERT, seccompProfile & runtime/default.

o TEZL LT, FEIUHILE allowPrivilegeEscalation skiF &% h
false,

It SCC BB T &d B Ut A -,

restricted-v3 5 restricted-v2 SCC 2481, BHUTEH :

e UserNamespacelevel & RequirePodLevel, ©x7i il pod 7
Linux A #n & 225 (hostUsers: false).

XR— MR EALIRMIEREH SCC, S FHRIENAm2RIAMERE.

restricted-v3 SCC 2 RZBI\SIEM R SCC, BE, &
AILABIE— B8R BE L SCC, I, AU —1
SCC, % readOnlyRootFilesystem [Rfi % true,

L

ol

13.1.2. 22 L T XXAREE
LM TN (SCC) M4l Pod B AR L INEEHI R BAEIRAR, XLERBHHN=NET
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eS| sk

F7R /R E R LSRRI FER RN BREI M &5 89(E, 5130, AllowPrivilegedContainer &>k
BE, sk false,

R VTRISR & 12 FIERAREN KRBT, UBREERRIT.
FA SRS 225 BERERENERRBHIFBRMHLIT I ¢

o AMEMNE, UKk
o MRIEEEBTAFESESBING,

CRI-O EBLITRIARENTIR, AITAT pod WEBINBEE :

e CHOWN

e DAC_OVERRIDE

e FSETID

e FOWNER

e SETGID

e SETUID

e SETPCAP

e NET _BIND_SERVICE

e KILL
BEREABIATIRAMINEE, 1B Pod JFHRIEE AT LURBIT I KENAN ThRE S BRI LERRIATT SR TR T
. f#H allowedCapabilities. defaultAddCapabilities #1 requiredDropCapabilities S 1L 5

BEEMLELRIER, BXESE, ETLHEER LU KIFLIIRE, WLERIURMEIE—1 B, L
NEB T BRFEIEHIEFR,

& 7] L& ¥ requiredDropCapabilities Z#i% & 71 ALL R EFARWAAEIRE, X2
restricted-v2 SCC B9/EF.

13.1.3. &M £ T XXYRE

RunAsUser

e MustRunAs - EZFZE& runAsUser, FAEEM runAsUser fENEIME, FIXTECER
runAsUser F1T751E,

MustRunAs 5 Br=fi
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runAsUser:
type: MustRunAs
uid: <id>

e MustRunAsRange - MIRFEATISEE, NFEE LFKMEMNRKE, FRKIMEFEHRIL
Ho FIRTENARVFEHE TR,

MustRunAsRange 15 F Bl

runAsUser:
type: MustRunAsRange
uidRangeMax: <maxvalue>
uidRangeMin: <minvalue>

e MustRunAsNonRoot - EZ Pod I#X N EH IS runAsUser EFHREHE LH USER 35
. TRHEINE,

MustRunAsNonRoot H ¥~

runAsUser:
type: MustRunAsNonRoot

e RunAsAny - FERHEINME, SRIFEEEM runAsUser,

RunAsAny X5 i Bt~

runAsUser:
type: RunAsAny

SELinuxContext

e MustRunAs - IR AEAASEHE, NFEZEE seLinuxOptions, i seLinuxOptions /E
NERINE. FHX seLinuxOptions #4755 1E,

e RunAsAny - FEEEIME. RIFIEEEM seLinuxOptions,

SupplementalGroups

e MustRunAs - IR AMERTIDEE, WHEEZVEE—TEHE. ERE—EHABNRIMEFES
RONE. ¥ A SE TR,

e RunAsAny - N RHEIME, SOITFIEEE(T supplementalGroups.

FSGroup
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e MustRunAs - IR AR~ EB T EME, U”m%“’l‘?b*

RINE, FXFEB—EERBIE— ID T,

e RunAsAny - FEEERIME, RIS

13.1.4. 124l CCS L& B

%8 SCC ) volumes FE FIRAIIHS T AL R AT E S 1T (CCS) £ OpenShift
Dedicated,

BRI VHE S QIR B E LBIERIRN N -

66

e awsElasticBlockStore

azureDisk

azureFile

cephFS

cinder

configMap

csi

downwardAPI
emptyDir

fc

flexVolume

flocker
gcePersistentDisk
ephemeral

gitRepo

glusterfs

hostPath

iscsi

nfs
persistentVolumeClaim
photonPersistentDisk

portworxVolume

NeH. ERB—ERERB&IMEEN

E{E{A fsGroup 1D,


https://kubernetes.io/docs/concepts/storage/volumes/#awselasticblockstore
https://kubernetes.io/docs/concepts/storage/volumes/#azuredisk
https://kubernetes.io/docs/concepts/storage/volumes/#azurefile
https://kubernetes.io/docs/concepts/storage/volumes/#cephfs
https://kubernetes.io/docs/concepts/storage/volumes/#cinder
https://kubernetes.io/docs/concepts/storage/volumes/#configmap
https://kubernetes.io/docs/concepts/storage/ephemeral-volumes/#csi-ephemeral-volumes
https://kubernetes.io/docs/concepts/storage/volumes/#downwardapi
https://kubernetes.io/docs/concepts/storage/volumes/#emptydir
https://kubernetes.io/docs/concepts/storage/volumes/#fc
https://kubernetes.io/docs/concepts/storage/volumes/#flexvolume
https://kubernetes.io/docs/concepts/storage/volumes/#flocker
https://kubernetes.io/docs/concepts/storage/volumes/#gcepersistentdisk
https://kubernetes.io/docs/concepts/storage/ephemeral-volumes/#generic-ephemeral-volumes
https://kubernetes.io/docs/concepts/storage/volumes/#gitrepo
https://kubernetes.io/docs/concepts/storage/volumes/#glusterfs
https://kubernetes.io/docs/concepts/storage/volumes/#hostpath
https://kubernetes.io/docs/concepts/storage/volumes/#iscsi
https://kubernetes.io/docs/concepts/storage/volumes/#nfs
https://kubernetes.io/docs/concepts/storage/volumes/#persistentvolumeclaim
https://kubernetes.io/docs/concepts/storage/volumes/#portworxvolume

B13E ERREM FTXAR

® projected
e quobyte
e rbd

e scalelO
e secret

e storageos

e vsphereVolume

* (RIFERBBSREN—RRE)

none (RIEFEAMAESREN—MEKE, (OIREHREMEE. )

NE SCC HEMRITBR/NERR
configMap. downAPIl. emptyDir. persistentVolumeClaim. secret #1 projected.

% o
RFBLRBFRATTE, RN REHHIR OpenShift Dedicated FI &R & AR INFT LB,

hEEERS, £ allowHostDirVolumePlugin &3 volumes FE&HH%E, #l40,
fNE allowHostDirVolumePlugin i false, {B7E volumes FEFREYF, NI
volumes FH hostPath {E,

13.1.5. A A3z
FIF SCC M A #24)R] LURIBIS T F P BBE 11 SR 0 R A A1) 2,

FSCCME, XEWRBEAEAZRFIRZTURE LT XHRMNAFERURR—HEEN SCC, XA
HAR Pod EEHENERN, BEBIRHSHEFIMERERBIERIER—HENMAE Pod BV,

HEARTRI Pod B SCCREMAN BMMAFIBIARARE. A, MR Pod HE 7RSI, N
RVFHI SCC KA BRI AV RIBAT A LI,

% -
- FLRITNER (NEE) B, RERSIKTAFER SCC, HELRI#R Pod,

EANFERLUTAEROE Pod WERAREMETX :
1. MRAAERAM SCC,
2. WEKERBENZ 2N ETOXEENFRE.
3. XA AARCREIERA R E,

IIRIE T EEHZRES, MEER Pod, MRIFRTEES SCC LA, NIHEL" Pod,
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Pod /it SCC JEB— 1M FER, UTROIFRBEEAHDFERLIINIE |

XL R R TE R TS B (Y SRME £ T3,

FSGroup SCC 5%H&5 MustRunAs

#NR Pod E T fsGroup ID, % ID /EFEIAM fsGroup ID, &, Pod A&MH1% SCC Kk, MR
WE T —4 SCC,

N SecurityContextConstraints.fsGroup FEHI{E 7 RunAsAny, 3 H Pod #lig 488 T
Pod.spec.securityContext.fsGroup, NILLFEFIANER, FRALIETES, Hi SCCREFRER
B4 EAME Pod FEX, M5 Pod KM,

SupplementalGroups SCC kB&y MustRunAs

INR Pod HIAEE LT —1 % 1 supplementalGroups ID, ] Pod B ID @A77 Ffn % Z2[A] 9
openshift.io/sa.scc.supplemental-groups ¥ fHHIE— ID, BN, Pod A&HI% SCC JiE, MR
WE T —4 SCC,

#NR SecurityContextConstraints.supplementalGroups FEXHI{E "~ RunAsAny, B Pod Ml &B&
T Pod.spec.securityContext.supplementalGroups, NLLFEBEIANEN, FEEL LIRS, Hib
SCC K BAgEaIBiEH b Pod FE&, MM Pod KK,

13.1.6. ZE M E FXARMEEH
L2 TR (SCC) BE—MLERTE, BRPIEARHISL RIS R 85,

LHERIEN 0 BERAKMAED . nil (EEFB N 0 HREMLEN. FHFH, KENEZH SCC RHEHBE
S EHRIHES,

WET—HAIASCCHE, SCCEERUTARIERE :

. &&ELEH SCC HEHRF,

2. INRMLKLEE, N SCCIRIBIRFIM &0 B RIBHEF.

3. MNRMERFAREIMEEESE, N SCC BRI,
BINBERT, BIAERHEEGM anyuid SCC £ SCCESFHERMEN, XAFEREEBIIE
Pod B SecurityContext 135 % RunAsUser, LTI &2121T Pod,
13.2. X FHioREE % L TXYRE
EANEHIZRFR R LM L TR (SCC) R LR M, XLERGRMACMBRERRERTSERE
HIELE Pod BIETE SCC, B SCC SRBEEN ML T H MR SRBGH T A, BRSO RE (B
F) 5 Pod HIM&ERE, NiZ1TH Pod HE XHIARRE ID ERK&EAE.
LA SCC S BUE AZEHIZRTE Pod A& & B E EHE IR FNS B E

1. RunAsUser FB%5 MustRunAsRange BRI XBR/NHEAEH. HEATH
openshift.io/sa.scc.uid-range ;X 2 EIETTSEE T,
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EREERLEM FTXAR
2. SELinuxContext 5&E&5 MustRunAs B RiXEJ. # ALK openshift.io/sa.scc.mcs 7 f#
IEF R,
3. FSGroup %k#&% MustRunAs, # A% $% openshift.io/sa.scc.supplemental-groups .

4. SupplementalGroups &/ MustRunAs. A%, openshift.io/sa.scc.supplemental-
groups JEf#,

TEENMNER, ZE2MLETXIRBREFSN Pod FREFLXENSHEFARIME, RINEETFRMERSEK
BR :

1. RunAsAny #1 MustRunAsNonRoot RIS T iRIEBINE, MR Pod EESHIE, WA D, &b
NTE Pod HlA& A E SGXAMES

2. MustRunAs (Fi{E) RESIRHAZERIINME, Hla0, *FHID, BIfE Pod MAEENLTHE
891D E, &RZERNMINSKERIHINE Pod HAHH,

3. MustRunAsRange #1 MustRunAs (ETF5tH) KEIRMHEHENR/IME, 5H(H MustRunAs
RIE—1F, RZERIMNEKIASEEBIEZITH Pod A, MREFSERNREATUERESNME
Fl, ERRHEENE—MEENRIME

INRdn 4 22 7] ER1F7E openshift.io/sa.scc.supplemental-groups X2, Il FSGroup #1
SupplementalGroups k8% [CliE F| openshift.io/sa.scc.uid-range ¥ fi#, MR EETE
£, MAAIE SCC,

BIAERT, ET IR FSGroup RIEERAET EMNS/IMERN ENCHREERH
5. g0, wNRERERE T TN 1/3, N FSGroup RBRFERS/NMEMSXNE 1EEHB
5. WNRESIT FSGroup FERER SN, HLUREREREMAIEE L SCC,

openshift.io/sa.scc.supplemental-groups ;F 2 Z LUE S0 fRHIIRIIEKR, BN
<start>/<length =% <start>-<end>., openshift.io/sa.scc.uid-range ;¥ fi# 3% — ML,

13.3. &M £ T AR5
DFRBERT 22 M L TR (SCC) HAFMIERE -

A f# privileged SCC

allowHostDirVolumePlugin: true
allowHostIPC: true
allowHostNetwork: true
allowHostPID: true
allowHostPorts: true
allowPrivilegedContainer: true

allowedCapabilities: )

(£

apiVersion: security.openshift.io/v1
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O0090900609

70

defaultAddCapabilities: [] €}
fsGroup:
type: RunAsAny
groups:
- system:cluster-admins
- system:nodes
kind: SecurityContextConstraints
metadata:
annotations:
kubernetes.io/description: 'privileged allows access to all privileged and host
features and the ability to run as any user, any group, any fsGroup, and with
any SELinux context. WARNING: this is the most relaxed SCC and should be used
only for cluster administration. Grant with caution.’
creationTimestamp: null
name: privileged
priority: null
readOnlyRootFilesystem: false
requiredDropCapabilities: null 6
runAsUser:
type: RunAsAny
seLinuxContext: ﬂ
type: RunAsAny
seccompProfiles:

(£

supplementalGroups: G
type: RunAsAny

users:
- system:serviceaccount:default:registry

- system:serviceaccount:default:router

- system:serviceaccount:openshift-infra:build-controller

volumes: @

Pod ATLUERMITHEETIR, ZHIRKRFARIVFERTMAINEE, MRKRAS * NI ARVHEMINEE,
AINZEATAA Pod BB ANTHAETIZR.

FSGroup 5Bg, 1EEAZR2M L TFXMIARFHE,

B[R]l SCC B4,

M pod ZFHITNREFIR, FE, 1EE ALL LAEFAAINEE.

runAsUser SRE§ KR, 1EAAR S ETFXHIRIFE.

seLinuxContext SRE&§ X R, $EBAR LS ETFXMRIFE.

supplementalGroups %, IEHZRE L TXHRITFINTH,

Al [A]t SCC BIF s

REETXRIFMBRE, EXNRBIHR, * RITFEAMESRE,



B13E ERREM FTXAR

SCC HB users #1 groups FERIEFIRENS 5 171% SCC A, RINERT, SEEELA, T afy@ie
FIBR IR F I SCC MTIAIINER, FREZN BRI IERI A F &% T 1il7 restricted-v2 BIF IR,

T EX runAsUser iX&

apiVersion: vi
kind: Pod
metadata:
name: security-context-demo
spec:
securityContext: ﬂ
containers:
- name: sec-ctx-demo
image: gcr.io/google-samples/node-hello:1.0

ﬂ LRI Pod BERENZITEHAF IDE, NI4EME UID B4 H I Pod B9 SCC RE, HFER
INMERT, restricted-v2 SCC REBINAMABLZT BBRIEMAF, FrLLEa#irrE B MRSk -
A, HFERZHIERFFER, restricted-v2 SCC {1/ MustRunAsRange ZRB& K2 RF KIS EL
securityContext.runAsUser FEXRIRTRE(H, EABHSELRIUIE L&
openshift.io/sa.scc.uid-range ¥ RIBEFTEHFE, RAEFRBELIERH, &E, BFHEHN
runAsUser [EE FiX—SEREPME—ME, MXHEUTIN, R8N TEEBEFRAEE,

HHER runAsUser iZiE

apiVersion: vi
kind: Pod
metadata:
name: security-context-demo
spec:
securityContext:
runAsUser: 1000 @)
containers:
- hame: sec-ctx-demo
image: gcr.io/google-samples/node-hello:1.0

Q RAERSIK A HRF X RFE—R ID 89 SCC AR, OpenShift Dedicated ¥ &%
HKIZEF ID AEEEE Pod, SCC AFEE ID. BTE—SEEMID, SEFEFiHFKNBLIES
1D,

HERE X SELinux, fsGroup F#MFEHBER,

13.4. /) CCS £ BT LM E TR

MREKINZE M ETXNR(SCOFTEH BN ARFE TEMEHER, EaLUER OpenShift CLI (oc) &
BHE X SCC,

FE

OZFERE R O SCC BHRSBEMTRENSIIRE. MREXNEABEH SCC
BRI, EECRILIES K. AXRECRIVEFNIFE, H5EXNXH
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£ OpenShift Dedicated B, EREENFERAE 1T (CCS) ERMNEHUEB2H
SCC, #&Fi% N Red Hat cloud K F' B9 OpenShift Dedicated £8£6|3 SCC, ®H
SCC FRAIBEE cluster-admin R,

FTRFH

e % OpenShift CLI (oc) .

e LIEA cluster-admin B &M )& k&R,

Pk
1. 7£4 4 scc-admin.yaml B YAML X447 . SCC :

kind: SecurityContextConstraints
apiVersion: security.openshift.io/v1
metadata:

name: scc-admin
allowPrivilegedContainer: true
runAsUser:

type: RunAsAny
seLinuxContext:

type: RunAsAny
fsGroup:

type: RunAsAny
supplementalGroups:

type: RunAsAny
users:
- my-admin-user
groups:
- my-admin-group

4, & LLET T requiredDropCapabilities FE& % AR B X EFH SCC M EINEE. AR

BIRENDBEHREMNETRTER., EEFMENREN, HIEE ALL, 0, ZEAE—1NEF
KILL, MKNOD #1 SYS_CHROOT ZhAEH SCC, #SIL FRARIMEI SCC XK :

requiredDropCapabilities:
- KILL

- MKNOD

- SYS_CHROOT

p= Y=
_ XA BE7IH allowedCapabilities #1 requiredDropCapabilities FHIZHEE,

CRI-O 3#F Docker X4 fEIME R T EE(E TR,
2. @it LB kAR SCC

I $ oc create -f scc-admin.yaml
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B13E ERREM FTXAR

it Bl

I securitycontextconstraints "scc-admin” created

e ik SCC BT :

I $ oc get scc scc-admin

it Bl

NAME PRIV ~ CAPS  SELINUX RUNASUSER FSGROUP SUPGROUP
PRIORITY READONLYROOTFS VOLUMES

scc-admin true ] RunAsAny RunAsAny RunAsAny RunAsAny <none> false
[awsElasticBlockStore azureDisk azureFile cephFS cinder configMap downwardAPI
emptyDir fc flexVolume flocker gcePersistentDisk gitRepo glusterfs iscsi nfs
persistentVolumeClaim photonPersistentDisk quobyte rbd secret vsphere]

13.5. B & TAE M E A B RFER SCC

B THENERENFERENREME ETFXAR (SCC), HEE/FFE SCCEERITIEME, =
EZEMIEERFPES— SCC o b, XEBEHR.

MR EREEEM SCC, EIENM#E LIXKE openshiftio/required-scc 3, EHALIERE pod & HiE
WREEM TR EZ B IERR, NEBHTIHAEE,

SCC WIEETERED, BTERTIEMNE, &N pod ALK, IMRAFLET Pod, = Pod
BIBR SR BB pod SR 2 [E A EY SCC B9 use FUBR, M| SCC ##l NERF TIE M EH,

Digk

H
== |
AEFEHW live pod ;& ¥ ] openshift.io/required-scc %, K WiXEHESH

pod AR, BEHRAMFR SCC, IERHEZ Pod BEIRFBVER, X255 pod
WA BRI EH O

FTRFH
o SR WIITFTE SCC,

TR
1. NEREOIE YAML X, Fi@idi%iE openshift.io/required-scc TR I5 EFTER SCC :

deployment.yaml 7=l

apiVersion: config.openshift.io/v1
kind: Deployment
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apiVersion: apps/v1

spec:

#...

template:
metadata:
annotations:
openshift.io/required-scc: "my-scc”

#...

Q EEEER SCC HE TR,

2. BITUT SRR

$ oc create -f deployment.yaml

o INIEEREMAEER SCC:

a. IZ1TLL T84, &E& pod B openshift.io/scc SEAZMI(E :

$ oc get pod <pod_name> -0 jsonpath="{.metadata.annotations.openshift\.ioVVscc}{"\n"}'

ﬂ ¥ <pod_name> Bt} ERE pod BIE R,

b. &M, FHIAZRM SCC 5EELHEHE LA SCC LA :
i~ B
I my-scc

13.6. ET A BN 2 £t £ T XXREIBI; R

ER LU SCC #87E IV RBAC ZLERRIBTIR, 1XHE, EAILUREX SCC U HBSERIRE W E—TEHEBEINE
E¥ EENAF. AIRSIKFA DEL% SCC TRBBNEHAEH,

BE
AEERNIB iz TERESIHZNBRNT BT FIR. hoTRoKaMRE
VNI=

DTN B # hEB S ER : default, kube-public, kube-system, openshift,
openshift-infra, openshift-node, Hth R4 0B IR openshift.io/run-level #%
WEHN O 1, KT AEAEG (M0 pod REHA, LM LETXHR, EEFRELIMN
BiRBI RN MThEET E TS IIE h Ik,

EFEHABI ST SCC MU, HELURABRIEE scc KR,

$ oc create role <role-name> --verb=use --resource=scc --resource-name=<scc-name> -n
<namespace>
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XRERUTABE X :

0009

6]

apiVersion: rbac.authorization.k8s.io/v1
kind: Role
metadata:

name: role-name ﬂ
namespace: namespace g

rules:

- apiGroups:
- security.openshift.io 6
resourceNames:

- SCC-name °

resources:
- securitycontextconstraints 9

verbs:
- use

A BE B,

FE X ABmmRZER, HREE, ML default.

B13E ERREM FTXAR

@& SecurityContextConstraints 5EH API 4H, 7£ scc 5 E N FEIRIN BEIE Lo

Z1[FH SCC MRPI&TR,

foUFA P 1 resourceNames F &35 E SCC A MMHIFTIRZE LR,

R B SRR ESNIA SR,

YRS ERE A G EAEXFEMNHNIE, @it RoleBinding 5% ClusterRoleBinding 5 H 4 & B9 3 (A 7T LUF
AP & L9 SCC sce-name,

13.7. 22 M L TFXANRBHSE

BT RBAC E1EM LA, EILEMED BEE A thITERZT SCC ViniR, RIVERT,
AREFMATR SCC BREREIELNI use, 23E restricted-v2 SCC,

fRET LAEF OpenShift CLI (oc)fF LBl &£t £ FXAR(SCO)ENEM AP A RFFTEIE,

13.7.1. 5= 2t ETFXAR
IREX AT SCC FISK -

$ oc get scc

it Bl
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NAME PRIV CAPS SELINUX RUNASUSER FSGROUP
SUPGROUP PRIORITY READONLYROOTFS VOLUMES

anyuid false <no value> MustRunAs RunAsAny RunAsAny
RunAsAny 10 false
["configMap","downwardAPI","emptyDir","persistentVolumeClaim","projected","secret"]
hostaccess false <no value> MustRunAs MustRunAsRange MustRunAs

RunAsAny <no value> false
["configMap","downwardAPI","emptyDir","hostPath","persistentVolumeClaim","projected","secret"]
hostmount-anyuid false <no value> MustRunAs RunAsAny RunAsAny
RunAsAny <no value> false
["configMap","downwardAPI","emptyDir","hostPath","nfs","persistentVolumeClaim","projected","secret"]

hostnetwork false <no value> MustRunAs MustRunAsRange MustRunAs
MustRunAs <no value> false
["configMap","downwardAPI","emptyDir","persistentVolumeClaim","projected","secret"]
hostnetwork-v2 false ['NET_BIND_SERVICE"] MustRunAs MustRunAsRange
MustRunAs MustRunAs <no value> false
["configMap","downwardAPI","emptyDir","persistentVolumeClaim","projected","secret"]

node-exporter true <no value> RunAsAny RunAsAny RunAsAny
RunAsAny <no value> false ["™"]
nonroot false <no value> MustRunAs MustRunAsNonRoot RunAsAny

RunAsAny <no value> false
["configMap","downwardAPI","emptyDir","persistentVolumeClaim","projected","secret"]
nonroot-v2 false ['NET_BIND_SERVICE"] MustRunAs MustRunAsNonRoot
RunAsAny RunAsAny <no value> false
["configMap","downwardAPI","emptyDir","persistentVolumeClaim","projected","secret"]

privileged true [ RunAsAny RunAsAny RunAsAny RunAsAny
<no value> false ™"
restricted false <no value> MustRunAs MustRunAsRange MustRunAs

RunAsAny <no value> false
["configMap","downwardAPI","emptyDir","persistentVolumeClaim","projected","secret"]
restricted-v2 false ['NET_BIND_SERVICE"] MustRunAs MustRunAsRange
MustRunAs RunAsAny <no value> false
["configMap","downwardAPI","emptyDir","persistentVolumeClaim","projected","secret"]

13.7.2. KELZEM ETXAR
RET A B4 E SCC ISR, G154 SCC M AZIMLtAf, RS,

a0, # 7 restricted SCC :

$ oc describe scc restricted

=1
Name: restricted
Priority: <none>
Access:
Users: <none> ﬂ
Groups: <none> 9
Settings:
Allow Privileged: false
Allow Privilege Escalation: true
Default Add Capabilities: <none>
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Required Drop Capabilities: KILL,MKNOD,SETUID,SETGID
Allowed Capabilities: <none>
Allowed Seccomp Profiles: <none>

Allowed Volume Types:
configMap,downwardAPIl,emptyDir,persistentVolumeClaim,projected,secret

Allowed Flexvolumes: <all>
Allowed Unsafe Sysctls: <none>
Forbidden Sysctls: <none>
Allow Host Network: false
Allow Host Ports: false
Allow Host PID: false
Allow Host IPC: false
Read Only Root Filesystem: false
Run As User Strategy: MustRunAsRange
ulD: <none>
UID Range Min: <none>
UID Range Max: <none>
SELinux Context Strategy: MustRunAs
User: <none>
Role: <none>
Type: <none>
Level: <none>
FSGroup Strategy: MustRunAs
Ranges: <none>
Supplemental Groups Strategy: RunAsAny
Ranges: <none>

@ 5V scc R mBIRA AR Sk
@ )i scc AL

13.8. Efth 5HR
o RENZHF
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F14= THEASIE POD Z2EA

Pod &£ # A& Kubernetes pod Z2 R, A pod B2 AERH pod BI1TH,

14.1. xF POD &£ A

OpenShift Dedicated @3& Kubernetes pod Z2 /A, FEERBHNEZE AW E L pod REHEAN
B Pod A EZ EIEKE B LEIZ1T.

ELBEFEMN, &5uH privileged BECESE, restricted BRESR A TFESH .

RIL AT LAESn R 2 R MR E pod REHAEANKE,

BE
AEERNIB iz T TENESIHZNRNT BB AR, hoTRoKEaMRE
VNI=

DTN B # BB S ER : default, kube-public, kube-system, openshift,
openshift-infra, openshift-node, Hth x4 028 B BIH5E openshift.io/run-level #
TEHN O 1, KT AEAEG (M0 pod REHA., LM LETXHR, EEFIREAIMN
HR5| FAAEAT) BIThRETLEE ™I B T1E,

14.1.1. Pod Z2 HEAER
RA LS B2 AERELT pod 2 AR
= 14.1. Pod Z£ A AER

BEX R ok

enforce pod- MR pod FRAEEAEES, NIEH pod KB AN
security.kubernetes.io/enfor
ce

audit pod- R pod FRAEEERES, HEHITEH

security.kubernetes.io/audit

warn pod- R pod TREEESEES, NRETES
security.kubernetes.io/warn

14.1.2. Pod Z£ £ ABESE
RE LSS pod REEABREB WU TEBE2— :
F14.2. Pod Z£HEARESE

profile ik

privileged AKBRHIZRES ; RVTEHMRFINFH
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B14E TRHASE PODREHA

profile ik
baseline KR HISREE ; Bh Lk B AT
restricted BRI HISRES ; BB Y EIH pod iR BRAET

14.1.3. il ep % 22 [H]
TR R2E A SR E J privileged pod R #EABBE :

e default

e kube-public

® kube-system
TR RO RN B 22 B pod Z2BCES,
il o 4 22 ] Bg B 7

apiVersion: vi
kind: Namespace
metadata:
labels:
openshift.io/cluster-monitoring: "true"
pod-security.kubernetes.io/enforce: privileged
pod-security.kubernetes.io/audit: privileged
pod-security.kubernetes.io/warn: privileged
name: "<mig_namespace>"
#...

14.1.4. Pod Z2 AL LM ETXAR

Pod Z& M APEMZR 2 £ XL R N RIL B 85 1) VR Fom B SE i, X0 MEH 2 A LU T 2R
TR, Lls$liiTR 2R

1. &M ETXAREHBARERRIE pod DB SCC EH—LtRL FTXFER, Fla, MR
seccomp ECBE N EHKKIZE, R pod WAEH SCC ¥ seccompProfiles FE& i
runtime/default, 1£HI2FFBINKELE S RuntimeDefault,

2. M ETF ARSI ZSSBRIELER SCC KIE Pod &2 E T3,

3. pod ZEAEAZFIZRBEDE L 6r R ZEH pod REIIAERIE pod WERE LT,

14.2. %F POD R ARAE

BRT 2R pod REMKEANIEHIREN, LEE—NIEHIZE, CRIRELEM R PRSI B SCC L
FRIF pod 22 4 A2 warn F1 audit #7255 FA El 6y £ 22 4],

2 & ServiceAccount A RIR, UEAEEB M GHEEFDERAREN ETXAR, Z2M ETXY
R (SCC) IRIEHFE(AMETE| Pod ZLEESR, #HHSERAXLEHFRESR. Pod ZEHEA warn I
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audit FREHRILE N B ZE A PR RFN pod RERESR, LUBFIEELIR pod B B RESMBKICKHIT
=14,

a3 22 (A HREE T X 6 22 (A A AR S5 0K AN BR B9 E TR,
B A pod ATRERERAIZIT Pod WA SCC L. BRE, HBICIBPRIERERFTR.

14.2.1. Pod Z & /£ AR & 6p % 22 [A] BEFR

EXRGNENG R K AZEE Pod Z2# AR, openshift Block BIZEHI6r £ Z2[A],
EXNEHEMN B —BONBREFRKARH pod REEARS, UTHAZERBKARR :
e default
® kube-node-lease
® kube-system
e kube-public
e openshift

e AT A openshift-AIZEHI RS Ol By 4 22 A,

14.3. 14| POD & AR S
BN RSB E AN EZERBE) pod ZEHEARS,

BF

BEEERNOENGREEPEA pod REEARL . MEFESZER, FSH Pod £
EA [ 505 ZE ] R

Pt =

o WTFEERBHENMRZENRE,  security.openshift.io/scc.podSecurityLabelSync /7% % &
—/ME :

o EBEEMBLNHMEM pod REHKEANERYE, &
security.openshift.io/scc.podSecurityLabelSync 1+ % HI{H % E W false.
LT a4

$ oc label namespace <namespace>
security.openshift.io/scc.podSecurityLabelSync=false

o EfEMELLENGEMEpod ZLHEANRERY, 1EF
security.openshift.io/scc.podSecurityLabelSync i+ HI{H X E N true,
LT a4

$ oc label namespace <namespace>
security.openshift.io/scc.podSecurityLabelSync=true
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n MREBEFPELIRNE T IIRE, £ --overwrite IREEZIZ(E.

HiBR
® Pod ZE /AR 68 2[RI HFR

14.4. N ZZE[HECE POD ZE£/EA

BRI S AZEFRHIEE pod REHAANKE, W TFaREEPHED pod REEAERR, ERTLUNKE
EEAM pod REEARER,

i
o WTFEBEGLEINLEBNEAN pod REENER, HEFLUTHS :

$ oc label namespace <namespace> \ ﬂ
pod-security.kubernetes.io/<mode>=<profile> \ g
--overwrite

Q ¥ <namespace> % & H EE B & LA,

¥t <mode> 1% & enforce, warn, 5 audit, ¥ <profile> i%i& ) restricted, baseline, =X
privileged,

14.5. % F POD &£ /N &R

% Kubernetes API iR 55881k & pod &£ AEHIBRHE 1T 4000, =fR% PodSecurityViolation %
it LEEBRFFE—K,

I

& Kubernetes API IRSS 22 FITHE, LUAEAAER, Fl0, R[MFLBHITIZEN restricted pod
BENA], TEHERTEER I,

MERXIFAH] Pod LM NEREFITEHMEEE, 55 Kubernetes XA B Audit SF 7,

14.6. Efh 55R
o HEWITHRE

o EERLEM FTXR
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515 & [@4 LDAP H
181 EH dedicated-admin & EHNEEA, ERUUGRHAREERF. BRENRIREME. E9H
Znge e 0IBE T A, FIFHFMEE LDAP RSS2, OpenShift Dedicated BT LA5 PIER OpenShift
Dedicated il k@ #F XL LDAP i3k, AIEEE—NMIBEEY, OpenShift Dedicated BRI S
LDAP B2 1TAHRY, eiER=MBRARNARE LAHMK AT : RFC 2307, Active Directory #1318
5i Active Directory,

INEBKEE LDAP WESER, 1HSHEE LDAP SR iRHER.

-3
B A dedicated-admin 55 F gERE 4 4H.,

15.1. X FECE LDAP B4
£i217 LDAP B# 2 dl, BEFEEF— I RSEEXXH. WXHDELUT LDAP & IR E IS

o FTiF#E LDAP RS BMEE.

o (KIITFIME LDAP RS 35T RN BRI & BL B ik .

o FIROE WHAMLEFIZR, FTFIF OpenShift Dedicated & FRBRTEI LDAP AR 5525 FHIA,
BB X HMEABUR TERFERANER, Bl RFC 2307, Active Directory 183 Active Directory.

LDAP & imlic &
BLEAH LDAP B iRBLBER D E L5 LDAP RS 2:HIEREE,

BLEHH LDAP B IRECERR S E L5 LDAP fRS52=091EEE,

LDAP &/ imbciE

url: Idap://10.0.0.0:389 )

bindDN: cn=admin,dc=example,dc=com 9
bindPassword: <password>

insecure: false ﬂ

ca: my-ldap-ca-bundle.crt 9

DL, FEESIEEM LDAP IRSS250 IP itk AR EEEMIRO, #%35 scheme://host:port,

AL AT D #E R TR (DN), FYE4SPE DN, MIRF|EAIISFNF BERRRA T REIEMEZE, OpenShift
Dedicated & A 1L,

AFHENREEE, ﬁﬂ%ﬁﬁ%ﬂfﬁﬁﬂ? EfbZRESREMISL B, OpenShift Dedicated &AL
Wi, WWEBATEMETE, AEBSTH NS iR,

7 false Iif, %% LDAP Idaps:// URL {1/ TLS #4T:%#, FEHAF %% LDAP Idap:// URL 2 H %
EITLS, Jytrue iy, FERXTARSSARHAIT TLS 1%, B EEMERA Idaps:/ URL,

@6@@6

FRAFEIEFTECE URL BIARSS#RUE T ROIE RS, #1R WZE, OpenShift Dedicated f${%
system-trusted roots, 27 insecure %/ false st & 5 8 L7,



$15= @Y% LDAPAH

LDAP &EifE X
ASEERATRLSMERZBM LDAP TifjE Y HM., LDAP EIHHEFE L BURTF FH¥EIE LDAP iR
P ERERK 01 TR S BB,

LDAP EifE X

baseDN: ou=users,dc=example,dc=com ﬂ

scope: sub 9
derefAliases: never 6

timeout: 0 ﬂ

filter: (objectClass=person) 6
pageSize: 0 G

FTERREMN ME R FFHIRR B XD XA DA (DN), EFRIEE B W, BhaLsE
B XA EF I,

EREERE, BXED) base. one F sub, MRKEX, NRED sub SEH, TRAPAHKIEH
priAdiL= R Epuis

5 LDAP e 2 <08 FR1T N, BRER never. search, base =X always, MEEXE X, N
KL always fES| A&, FTRAEAHEIGXHES| BT HRRER,

P IRAI TR RBINS A PR(E (AR N EAL) o 0 R LHER FimfRE.

B LDAP #3R1$ER, WRRKREX, NEILD (objectClass=*).

Q®o6 o o 9

AR S5 2N TTE R/NR PR ER K, LLLDAP SRE8EE. MRy 0, AT Ai R 0T E L e K /)N PR
#l. HENRENRERES TEIHHRSHMARTFIRER, FEXKED TR,

5% 15.1. LDAP {2 5&36 k10

LDAP #5358 H fed

base (& BN A A ERIE A DN IEMN R,

one E RN EHREA DN B R E— K EBIFREN K.
sub EERER R N E WA ERIEA DN BT,

# 15.2. LDAP 8|17 H

fRsImTh fed

never MAES| F LDAP I sh R BB E R 7] &
search (X fRB| AR BT &

base NFEEHER R ESI AR5,



OpenShift Dedicated 4 IAUFFIFZA

s miTh 3T
always YR?AFRE| FA LDAP SRR BIMIRR B 5l &.
AP E B & FRBR G

FA P RE LB FRBR BT BA A OpenShift Dedicated HAY R FRARET EIFE LDAP JRS5 85 £ HAHBOME— R
R, MSEATE YAML iEE. AP E XHBSTA N LDAP lRFS5&=FENMHEE—1TFRE, HEN
TEXLEHN—NFE., R LDAP RSB LEEEERAFE LHWETRMSFNAH, RS IREAHBRINGT
N EFERIEE N OpenShift Dedicated ZH & BB M,

F P %8 X B9 FRBR &t

groupUIDNameMapping:
"cn=group1,ou=groups,dc=example,dc=com": firstgroup
"ch=group2,ou=groups,dc=example,dc=com": secondgroup
"cn=group3,ou=groups,dc=example,dc=com": thirdgroup

15.1.1. *F RFC 2307 B2 & 304

RFC 2307 ERAEREIRMEA T FMAEZ BB LDAP EiHE X, LLRTE OpenShift Dedicated RERID KA
KRellnEM,

JBAtEEE L, fETE OpenShift Dedicated FRAIEMAN RO AT MM A UANBER FEAB - HNE
AR, BN, @i HEFHMEFRIR OpenShift Dedicated 4HBIF 7, FHERHBIEFRME @B &R,
UTFEREXHARETXLEXR

% o
, MRFEARAFE LN ATRE, EHEREEXHSEMTRE.
5 RFC 2307 &= 8 LDAP R4 ECE : rfc2307_config.yaml

kind: LDAPSyncConfig
apiVersion: vi
url: Idap://LDAP_SERVICE_IP:389 ﬂ
insecure: false 9
bindDN: cn=admin,dc=example,dc=com
bindPassword:
file: "/etc/secrets/bindPassword"
rfc2307:
groupsQuery:
baseDN: "ou=groups,dc=example,dc=com"
scope: sub
derefAliases: never
pageSize: 0
groupUIDAttribute: dn 6
groupNameAttributes: [ cn ] ﬂ
groupMembershipAttributes: [ member ] 9
usersQuery:
baseDN: "ou=users,dc=example,dc=com"
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scope: sub

derefAliases: never

pageSize: 0
userUIDAttribute: dn (&)

userNameAttributes: [ mail ]ﬂ
tolerateMemberNotFoundErrors: false
tolerateMemberOutOfScopeErrors: false

FHEZH 105580 LDAP AR5 25/ 1P bk F1E M.,

7 false Iif, %% LDAP Idaps:// URL {1 TLS #4T7:%#, FEHA %% LDAP Idap:// URL &% H %
EITLS, Jytrue i), FXTARS AT TLS i, EAFEEMEMRA Idaps:/ URL,

ME—HRiH LDAP BRSS 25 E4HRIE M. 5 DN BT groupUIDAttribute i, &8T5 38E groupsQuery
WEeR. BEHTRANTE, HERBRE/ BEEAE,

ZERFEHEMEM.
TFIER A RS B AR .

ME—H7H LDAP RSS2 LR B M. £ DN BT userUIDAttribute 5, #&JE%18 EusersQuery
iEeR. BEHTHRANLE, HERBRE/ BEEAE,

QD6 O 09

1 OpenShift Dedicated A1tk /R R{E A - AFRHIE M.

o

15.1.2. % F Active Directory Bl & X4

Active Directory BB ERIFIRMHA LB M LDAP EifE X, MUKRIEREE OpenShift Dedicated 2Hid 5%
RERREITHNEME,

HBAFAER L, #&7E OpenShift Dedicated FRAIEMHN R AN Al M AFUANBERATFEEA I XE
BAMFEE, Hl0, @it HEFEMERR OpenShift Dedicated 4HBIF -, {B3&iT LDAP fRS5 %5 EHIH &R
FENHET, UTERBXHOET XEXR

{81/ Active Directory B\ 8 LDAP RI#BCi& : active_directory_config.yaml

kind: LDAPSyncConfig
apiVersion: vi
url: Idap://LDAP_SERVICE_IP:389
activeDirectory:
usersQuery:
baseDN: "ou=users,dc=example,dc=com"
scope: sub
derefAliases: never
filter: (objectclass=person)
pageSize: 0
userNameAttributes: [ mail ]ﬂ
groupMembershipAttributes: [ memberOf | g

ﬂ 1 OpenShift Dedicated Hit 5k /R F{E A ATFRHIE K.
@ FiEmA R E R L.

85



OpenShift Dedicated 4 IAUEFIFRAY

15.1.3. X F 18 Active Directory Bo & 34

@55 Active Directory (augmented Active Directory) B EREREHE LB MAEKZBEH LDAP Eif
TN, LURIEMNER OpenShift Dedicated ZHid kRARKREI MBI,

NBAtEEE L, fETE OpenShift Dedicated FRAIEIAN RO REF AT MM A UANBER FEAB - HE
AR, BN, @i HEFEMEFRIR OpenShift Dedicated 4HBIF 7, FHERHBIEFRE @B &R,
UTFEEXHAIE T iXLEXR,

{1855 Active Directory B\ # LDAP R4 B2i& : increaseded_active_directory_config.yaml

kind: LDAPSyncConfig
apiVersion: vi
url: [dap://LDAP_SERVICE_IP:389
augmentedActiveDirectory:
groupsQuery:
baseDN: "ou=groups,dc=example,dc=com"
scope: sub
derefAliases: never
pageSize: 0
groupUIDAttribute: dn ﬂ
groupNameAttributes: [ cn ] g
usersQuery:
baseDN: "ou=users,dc=example,dc=com"
scope: sub
derefAliases: never
filter: (objectclass=person)
pageSize: 0
userNameAttributes: [ mail ]6
groupMembershipAttributes: [ memberOf | ﬂ

ME—HriH LDAP fRS525 LAERIE M. & DN BTF groupUIDAttribute i, 1&TC/A$E%E groupsQuery
HERR. BERMTIRALE, HEABRRY/BRERFE,

ZREHETNEE.
1 OpenShift Dedicated Hit 5k /R FR{E A - ATFRHIE M.
TFiE R R GRS BRI A P B .

oO0® 9O

15.2. 7217 LDAP [E#

SIETRSBEXHE, EHLUFKRREY, OpenShift Dedicated RITFEE I 5 R —RF/IHITEHAE
RENESL,

15.2.1. 15 LDAP R 5585 5 OpenShift Dedicated [E#

IR BT LU LDAP R 5522 RRIFTEZE 5 OpenShift Dedicated F#,

FRFM
o SIRRASECEX M.
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o KAILIMEAEE dedicated-admin f& & F 0] &%,
it
e ¥ LDAP lR$528 P HIATAZH S OpenShift Dedicated A% :

I $ oc adm groups sync --sync-config=config.yaml --confirm

==
INBERT, MEAHARTREREEZTT, EIEJIE oc adm groups sync
s _EXE --confirm 177&, FBEE N OpenShift Dedicated HiC%,

15.2.2. 5 OpenShift Dedicated 415 LDAP fRS5 25 E %

& LAE S P B7E OpenShift Dedicated ¥ 5B i&E U4 1EERT LDAP AR 5525 AR B XT N HIZH,

FRFM
o SIRRASEEXMH.

o TAILUFAEAR dedicated-admin & &A1) A EEE,

i =
e % OpenShift Dedicated 415 LDAP fR&528:E % :
I $ oc adm groups sync --type=openshift --sync-config=config.yaml --confirm

MINBERT, MEAHARTREREEZTT, EIEE oc adm groups sync
9 EXiE --confirm #17&, FEEE N OpenShift Dedicated 410,

15.2.3. ¥ LDAP fR %5288 R B9F4H 5 OpenShift Dedicated %

BRI LMERA AR XN/ HBL A, 5 LDAP HBF5%ES OpenShift Dedicated A%,
A=

A LMEAREHR XY, BREAXHIERAFTFEENERAS. BRANBLHXXHD
MBTAE—MHE—HRAR, BUEZaSASGHPERSESREYFEE. XLHEN
BT LDAP fR%5 2 L3R EIMIZH, LK OpenShift Dedicated A B FFERIAH,

-

FoRFM
o SIRRASECEX M.

o TAILUFAEAR dedicated-admin & &A1) [ EEE,

it =
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o EIY LDAP HMIFES OpenShift Dedicated @4, HFEAUTHS :

$ oc adm groups sync --whitelist=<whitelist_file> \
--sync-config=config.yaml  \
--confirm

$ oc adm groups sync --blacklist=<blacklist_file> \
--sync-config=config.yaml  \
--confirm

$ oc adm groups sync <group_unique_identifier> \
--sync-config=config.yaml  \
--confirm

$ oc adm groups sync <group_unique_identifier> \
--whitelist=<whitelist_file> \
--blacklist=<blacklist_file>\
--sync-config=config.yaml \
--confirm

$ oc adm groups sync --type=openshift \
--whitelist=<whitelist_file> \
--sync-config=config.yaml \
--confirm

=1
INBERT, MEHRTREREEZTT, EIEPJIE oc adm groups sync
% LR E --confirm #1&, FBEFE X OpenShift Dedicated AHil K,

15.3. iIZTHIETEESS

RGN LDAP RSS2 LMK EBAEE, BEABALULEFEM OpenShift Dedicated i K FAFEFRIX
e, BEESNEZATRASESNERRSREXHURARAKNBLH,

o -

I $ oc adm prune groups --sync-config=/path/to/Idap-sync-config.yaml --confirm

I $ oc adm prune groups --whitelist=/path/to/whitelist.txt --sync-config=/path/to/ldap-sync-config.yaml --
confirm

I $ oc adm prune groups --blacklist=/path/to/blacklist.txt --sync-config=/path/to/ldap-sync-config.yaml --
confirm

15.4. LDAP H[E % =l

AT EE RFC 2307, Active Directory #1383 Active Directory = B7R 1,
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XERBBREMARIPBREESBAENERNS. BEME, RATMAEANK I ZEM
H, MFAXRMAEALHREHWER, HSLHRENI TBRESL RO,

15.4.1. {8 RFC 2307 &#R REH2H

XF RFC 2307 =X, LUTFRANEEY &N admins B94H, ZAHBH NG Jane F Jim, 13X L 7R ] it
T

e [% 2 Jg OpenShift Dedicated A& & B A+ 4 2Hi0 5%,

XEROBREMER-BEESBHANERENRT. BAMS, BRAETMHNNK G2 H At
H, MFAXRNAELHREHNER, HSLHREMNIN TBREL RO,

ERFC 2307 &R, B (Jane #lJim) FIHEEMENE—KRFZBEET LDAP IRSS 3£, ZHAR 01 HH&
MEEEEMBEED, LT Idif FBEX T XMEXWE A :

{1/ RFC 2307 &X19 LDAP %8 : rfc2307.1dif

dn: ou=users,dc=example,dc=com

objectClass: organizationalUnit

ou: users

dn: cn=Jane,ou=users,dc=example,dc=com
objectClass: person

objectClass: organizationalPerson

objectClass: inetOrgPerson

cn: Jane

sn: Smith

displayName: Jane Smith

mail: jane.smith@example.com

dn: cn=Jim,ou=users,dc=example,dc=com
objectClass: person

objectClass: organizationalPerson

objectClass: inetOrgPerson

cn:Jim

sn: Adams

displayName: Jim Adams

mail: jim.adams@example.com

dn: ou=groups,dc=example,dc=com
objectClass: organizationalUnit

ou: groups

dn: cn=admins,ou=groups,dc=example,dc=com ﬂ
objectClass: groupOfNames

cn: admins

owner: cn=admin,dc=example,dc=com
description: System Administrators

member: cn=Jane,ou=users,dc=example,dc=com 9
member: cn=Jim,ou=users,dc=example,dc=com
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@ 4= LDAPREBTME—XEE.

Q Hx G R RE B MERITRAB ARSI .

FRFM

o (EREXH.

o TAILIFEAEA dedicated-admin & &A1) [ EEE,

it

e {#FH rfc2307_config.yaml X{421TRE% :

$ oc adm groups sync --sync-config=rfc2307_config.yaml --confirm

OpenShift Dedicated B LU FHICRIE N LB S BRIEFHILER -

{81/ rfc2307_config.yaml X H OpenShift Dedicated 4

0009

apiVersion: user.openshift.io/v1
kind: Group
metadata:

annotations:

openshift.io/ldap.sync-time: 2015-10-13T10:08:38-0400 0

openshift.io/ldap.uid: cn=admins,ou=groups,dc=example,dc=com 9

openshift.io/ldap.url: LDAP_SERVER_IP:389 6
creationTimestamp:

name: admins ﬂ

users: 9

- jane.smith@example.com
- jim.adams@example.com

It OpenShift Dedicated ‘ARG — k5 LDAP RS 22ASHIFFH], #&= 1ISO 6801,
LDAP AR %525 L HRIME—FRiIART,

TFHEZHIL KB LDAP ARS5 2819 1Ptk F1E .

RIBR S 18 EHZHI A TR,

BTFHMRAKAF, AMERES SXHEE.

15.4.2. {6 RFC2307 iR\ & B 7 & XA FRI G KR H
FEEAFE AR RS AN, REXHASTER NS EIXLEMmE, TR,

{5/ RFC 2307 &\ K/ %E LM A FRRGTHY LDAP [F4

i& : rfc2307_config_user_defined.yaml

kind: LDAPSyncConfig
apiVersion: vi
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groupUIDNameMapping:

'‘cn=admins,ou=groups,dc=example,dc=com": Administrators 0

rfc2307:

oo 09

groupsQuery:

baseDN: "ou=groups,dc=example,dc=com"

scope: sub

derefAliases: never

pageSize: 0
groupUIDAttribute: dn 9
groupNameAttributes: [ cn ] 6
groupMembershipAttributes: [ member ]
usersQuery:

baseDN: "ou=users,dc=example,dc=com"

scope: sub

derefAliases: never

pageSize: 0
userUIDAttribute: dn @)
userNameAttributes: [ mail ]
tolerateMemberNotFoundErrors: false
tolerateMemberOutOfScopeErrors: false

A T LY AR A

$15= @Y% LDAPAH

ME—IRRREY, BATRAE LRI 89, 5 DN AT groupUIDAttribute i, EIIEIETE

groupsQuery i1 823, EEIHITRATIE, EFEREEY/BEEAE,

INREME—IHARRER - E LR IRBRGH, N84 OpenShift Dedicated ZHEE .

ME—#HriH LDAP fRSS 283 LA OB M. % DN FAF userUIDAttribute B, f&JEi%38E usersQuery

WiEes, BHERITHATIE, FEABEHA/ RERHE

FoRFMH

Pt =

o (EREXH.

o IAILIFAEAR dedicated-admin & &A1) [ EEE,

e {#fH rfc2307_config_user_defined.yaml X4i217E% :

I $ oc adm groups sync --sync-config=rfc2307_config_user_defined.yaml --confirm

OpenShift Dedicated I LA FHICRAE N ik F R EMEER -

{85l rfc2307_config_user_defined.yaml Xl H OpenShift Dedicated 4H

apiVersion: user.openshift.io/v1
kind: Group
metadata:
annotations:
openshift.io/ldap.sync-time: 2015-10-13T10:08:38-0400

openshift.io/ldap.uid: cn=admins,ou=groups,dc=example,dc=com

o1
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openshift.io/ldap.url: LDAP_SERVER_IP:389
creationTimestamp:

name: Administrators ﬂ
users:
- jane.smith@example.com
- jim.adams@example.com

ﬂ FH AR E LR & FRBR A S TE B9 2H A R,

15.4.3. {6 RFC 2307 XA E X IR KRE S 4H

KANBRT, MEREFASHWHEHEEEZBEMRLERPE CER AWK, HREPS SRV TR T
1

Error determining LDAP group membership for "<group>": membership lookup for user "<user>" in
group "<group>" failed because of "search for entry with dn="<user-dn>" would search outside of the
base dn specified (dn="<base-dn>")".

>

B E R~ usersQuery FEE Y baseDN BLiEfE %, FiF, #13R baseDN BEAR S A HPHIERD K
51, #B4KIE tolerateMemberOutOfScopeErrors: true BT LLiE4H E S 40317, SEHE 2 4 B9RR 514
7 Bg,

B, HHRSIRRERIEDIHNE KL, BRUEXBGTERER

Error determining LDAP group membership for "<group>": membership lookup for user "<user>" in
group "<group>" failed because of "search for entry with base dn="<user-dn>" refers to a non-
existent entry".

Error determining LDAP group membership for "<group>": membership lookup for user "<user>" in
group "<group>" failed because of "search for entry with base dn="<user-dn>" and filter "<filter>" did
not return any results".

BB R usersQuery FERECE 1%, i, MMREHTESCHMBRMKLFZE, BLXE
tolerateMemberNotFoundErrors: true A LLLEZH R H 4425317, BRI EIRI AR 515 4 BB,

DIk

H
[=]

7 LDAP AR¥ 5 RS BES IR A N HENMAKE. MR EEEHRIE
LDAP HEH, XFIgER S AL OpenShift Dedicated HERA Y 1o

{81 RFC 2307 &3+ B 41k 51 BiAR A 778180 LDAP 5B : rfc2307_problematic_users.|dif

dn: ou=users,dc=example,dc=com
objectClass: organizationalUnit

Ou: users

dn: cn=Jane,ou=users,dc=example,dc=com
objectClass: person

objectClass: organizationalPerson
objectClass: inetOrgPerson
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cn: Jane

sn: Smith

displayName: Jane Smith

mail: jane.smith@example.com

dn: cn=Jim,ou=users,dc=example,dc=com
objectClass: person

objectClass: organizationalPerson

objectClass: inetOrgPerson

cn: Jim

sn: Adams

displayName: Jim Adams

mail: jim.adams@example.com

dn: ou=groups,dc=example,dc=com

objectClass: organizationalUnit

ou: groups

dn: cn=admins,ou=groups,dc=example,dc=com
objectClass: groupOfNames

cn: admins

owner: cn=admin,dc=example,dc=com
description: System Administrators

member: cn=Jane,ou=users,dc=example,dc=com
member: cn=Jim,ou=users,dc=example,dc=com
member: cn=INVALID,ou=users,dc=example,dc=com ﬂ
member: cn=Jim,ou=OUTOFSCOPE,dc=example,dc=com 9

Q LDAP ARS8 L RIETERIRR .
g BBEIETE, (ERERSESHIEF~EiHH baseDN FHIAK 5.

ERTFLULERAHRER, BUIERSEEXHRRINATAR

fff RFC 2307 & HF 151589 LDAP B4 BCi& : rfc2307_config_tolerating.yaml

kind: LDAPSyncConfig
apiVersion: vi
url: Idap://LDAP_SERVICE_IP:389
rfc2307:
groupsQuery:
baseDN: "ou=groups,dc=example,dc=com"
scope: sub
derefAliases: never
groupUIDAttribute: dn
groupNameAttributes: [ cn ]
groupMembershipAttributes: [ member ]
usersQuery:
baseDN: "ou=users,dc=example,dc=com"
scope: sub
derefAliases: never
userUIDAttribute: dn )
userNameAttributes: [ mail ]

tolerateMemberNotFoundErrors: true 9
tolerateMemberOutOfScopekErrors: true 6

Q ME—FRiH LDAP BRS5 88 LR BB M. % DN BT userUIDAttribute B, #ET5i%$EEusersQuery

93



OpenShift Dedicated 4 IAUEFIFRAY

2]
o

FoRFM
BIRECE S,

WiEar, BERIATHRUMINE, HEMABBE/ABELE

7 true B, EHESBTFHAREO KA, FEBEAE LDAP SREBIR FHR AR, NRET
FAHEMG, RAFESHRIATRERI

N true B, EHESBIFEE DR usersQuery 74 DN A ERFSEE 2 ABE, FETE
B B ST A S R ARG, NRAPENKR BT, MRS ESHEIAT SR,

A LMFEAER dedicated-admin A& A iR EEE,

&£ rfc2307_config_tolerating.yaml SX{4217RE % :
I $ oc adm groups sync --sync-config=rfc2307_config_tolerating.yaml --confirm
OpenShift Dedicated BB LA FHICFAE N ik RS R IEMIEER -

{81/ rfc2307_config.yaml X/ H OpenShift Dedicated 4H

apiVersion: user.openshift.io/v1
kind: Group
metadata:
annotations:
openshift.io/ldap.sync-time: 2015-10-13T10:08:38-0400
openshift.io/ldap.uid: cn=admins,ou=groups,dc=example,dc=com
openshift.io/ldap.url: LDAP_SERVER_IP:389
creationTimestamp:
name: admins
users: ﬂ
- jane.smith@example.com
- jim.adams@example.com

ﬂ BTAHMKANAS, RERSXHEE, ROEMNSEIBTFHERIIK A,

15.4.4. {# 8 Active Directory IR R % H
1E Active Directory 23X, WA (Jane 1 Jim) #BENE— KX BEET LDAP RSS2, HK

= YR

D15t

BUFEERFBEMEHR, LT Idif FERE LT X MREXBAE A A

{81/ Active Directory ##) LDAP £ H : active_directory.ldif

dn: ou=users,dc=example,dc=com
objectClass: organizationalUnit
ou: users

dn: cn=Jane,ou=users,dc=example,dc=com
objectClass: person
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objectClass: organizationalPerson
objectClass: inetOrgPerson
objectClass: testPerson

cn: Jane

sn: Smith

displayName: Jane Smith

mail: jane.smith@example.com

memberOf: admins 0

dn: cn=Jim,ou=users,dc=example,dc=com
objectClass: person

objectClass: organizationalPerson
objectClass: inetOrgPerson

objectClass: testPerson

cn: Jim

sn: Adams

displayName: Jim Adams

mail: jim.adams@example.com
memberOf: admins

AP BHRR L AT B BN, R BIFNFRBEETIRS 2T, memberOf BEFR—EZA
FRFZEEEMN ; L% LDAP R HF, SHEERIEHUEFRLOLE iR, BERRILEIE
)%O

FoRFH
o (EREXH.

o TATLUFAEA dedicated-admin & &A1) [ EEE,

e {#f active_directory_config.yaml X217 E% :
I $ oc adm groups sync --sync-config=active_directory_config.yaml --confirm

OpenShift Dedicated B LA FHICFAE N ik A F R IEMEER -

{85 active_directory_config.yaml 3|/ OpenShift Dedicated ZH

apiVersion: user.openshift.io/v1
kind: Group
metadata:
annotations:
openshift.io/ldap.sync-time: 2015-10-13T10:08:38-0400 0
openshift.io/ldap.uid: admins
openshift.io/ldap.url: LDAP_SERVER_IP:389 6
creationTimestamp:
name: admins ﬂ

users: 6

- jane.smith@example.com
- jim.adams@example.com
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@ it Openshift Dedicated 1B /E—R5 LDAP BR55 8% T [H, #=XJ91SO 6801,
Q LDAP fR%5 85 £ HB9ME— PR AT,

© FhHZZIIR LDAP RS589 1P LRI,

Q LDAP BR %5237 5l HE B9 4H £ 7R

© ETHNRANAF, LHBESXHEE,

15.4.5. {1877 Active Directory R [E% 2

1E38 8 Active Directory A1, P (Jane Ml Jim) FHEEHE—RZBHEET LDAP RS &,
R AR NI ERETER BB MR, LU Idif FERE X T X MEXBE P4 -

{51835 Active Directory B\ LDAP %8 : increaseded_active directory.ldif

dn: ou=users,dc=example,dc=com
objectClass: organizationalUnit
ou: users

dn: cn=Jane,ou=users,dc=example,dc=com
objectClass: person

objectClass: organizationalPerson
objectClass: inetOrgPerson

objectClass: testPerson

cn: Jane

sn: Smith

displayName: Jane Smith

mail: jane.smith@example.com

memberOf: cn=admins,ou=groups,dc=example,dc=com ﬂ

dn: cn=Jim,ou=users,dc=example,dc=com

objectClass: person

objectClass: organizationalPerson

objectClass: inetOrgPerson

objectClass: testPerson

cn: Jim

sn: Adams

displayName: Jim Adams

mail: jim.adams@example.com

memberOf: cn=admins,ou=groups,dc=example,dc=com

dn: ou=groups,dc=example,dc=com
objectClass: organizationalUnit
ou: groups

dn: cn=admins,ou=groups,dc=example,dc=com 9
objectClass: groupOfNames

cn: admins

owner: cn=admin,dc=example,dc=com

description: System Administrators

member: ch=Jane,ou=users,dc=example,dc=com
member: cn=Jim,ou=users,dc=example,dc=com

96



$15= @Y% LDAPAH

@ FIERATIEIIN A .
@ 27 LDAP RS & EMBE—XKE,

FRFM
o (EREXH.

o TAILIFEAEA dedicated-admin & &A1) [ EEE,

it

e {#fH augmented_active_directory_config.yaml X{4i217E% :
I $ oc adm groups sync --sync-config=augmented_active_directory_config.yaml --confirm

OpenShift Dedicated I LA FHICFKAE N ik F R IFMIEER -

{5 augmented_active_directory_config.yaml 3X#4-fI|E# OpenShift Dedicated 21

apiVersion: user.openshift.io/v1
kind: Group
metadata:

annotations:

openshift.io/ldap.sync-time: 2015-10-13T10:08:38-0400 0

openshift.io/ldap.uid: cn=admins,ou=groups,dc=example,dc=com 9

openshift.io/ldap.url: LDAP_SERVER_IP:389 6
creationTimestamp:

name: admins ﬂ

users: e

- jane.smith@example.com
- jim.adams@example.com

It OpenShift Dedicated ‘ARG — k5 LDAP RS 22ASHIFFH], #&= 1ISO 6801,
LDAP AR %525 L HRIME—FRiIART,

TFHEZHIL KB LDAP ARS5 2819 1Ptk F1E .

RIBR S 18 EHZHI A TR,

1]
2]
o
4]

BTFAHMMRGANAS, BMHERS XHEE.

®

15.4.5.1. LDAP EREFK 1 TTi& B & =1

OpenShift Dedicated FHIARBERRE, TEHFEHIEZAI, LDAP RS EBRMITFERAM A %M, Microsoft
B Active Directory Server @73 LDAP_MATCHING_RULE_IN_CHAIN i3z X —3heg, H OID K
1.2.840.113556.1.4.1941, 574, fEMILICEHININ RBER 4 BRFASITE B & S R,

AT AR REER T 1858 Active Directory iR, BRI ES$ —1% N admins 94, 1Z4HE—1HF Jane
#1—~ “H otheradmins, otheradmins ZHEA—1HE KA : Jim, XN RGIER T :
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o HNMISFAHFAEFARINEI LDAP fRSS5 259,
o | DAP RIF Boi& XX RIS,
e [% 2 Jg OpenShift Dedicated A& B A+ 4 2Hi0 5%,

1E383% Active Directory #= A, A/ (Jane #1 Jim) FH#RENE—RLXBEFET LDAP RS2 4,
HEK G EBNEEER P SHENBMR, UT Idif FBE T XMEXMA A :

{81855 Active Directory B\ fIHRERK 5189 LDAP &8 :
increaseded_active_directory_nested.ldif

dn: ou=users,dc=example,dc=com
objectClass: organizationalUnit
ou: users

dn: cn=Jane,ou=users,dc=example,dc=com
objectClass: person

objectClass: organizationalPerson
objectClass: inetOrgPerson

objectClass: testPerson

cn: Jane

sn: Smith

displayName: Jane Smith

mail: jane.smith@example.com

memberOf: cn=admins,ou=groups,dc=example,dc=com ﬂ

dn: cn=Jim,ou=users,dc=example,dc=com
objectClass: person

objectClass: organizationalPerson
objectClass: inetOrgPerson

objectClass: testPerson

cn: Jim

sn: Adams

displayName: Jim Adams

mail: jim.adams@example.com

memberOf: cn=otheradmins,ou=groups,dc=example,dc=com 9

dn: ou=groups,dc=example,dc=com
objectClass: organizationalUnit
ou: groups

dn: cn=admins,ou=groups,dc=example,dc=com 6
objectClass: group

cn: admins

owner: cn=admin,dc=example,dc=com

description: System Administrators

member: cn=Jane,ou=users,dc=example,dc=com
member: cn=otheradmins,ou=groups,dc=example,dc=com

dn: cn=otheradmins,ou=groups,dc=example,dc=com ﬂ
objectClass: group

cn: otheradmins

owner: cn=admin,dc=example,dc=com
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description: Other System Administrators
memberOf: cn=admins,ou=groups,dc=example,dc=com 9 G
member: cn=Jim,ou=users,dc=example,dc=com

QOO M RSN RHIB
OO =7 LDAP [R5 % LHIB—HKE,

6 otheradmins 4.2 admins HE9R 7.

5 Active Directory A% 8RERAHNT, SR EA - ZEMARZER LDAP HIE X, UKRIENER
OpenShift Dedicated HilkHFRKRENIHEMN. A4, HEEHFEHTELEH :

e oc adm groups sync 5 BRFESATITER R B,

o FFH) groupMembershipAttributes /25 "memberOf:1.2.840.113556.1.4.1941:", LLE
5F LDAP_MATCHING_RULE_IN_CHAIN #i],

e groupUIDAttribute /7% dn,
e groupsQuery :
o TFKE filter,
o WAIKERMH derefAliases.
o FNXE basedn, K (E %2R,
o FRIXIE scope, FNILIETHRRE,

JBAEARE WL, fB1E OpenShift Dedicated ORI N RATBERF AT 2 FR AN EMER TERE A&
AT, Hla0, &idEFHMEPRN OpenShift Dedicated 4HBOF Y, F 8 A4 M FRME @R E TR,
UTFERESXHOIE T XEXR

{#fA185% Active Directory B\ HIERERK 7189 LDAP RIS ECE :
increaseded_active_directory_config_nested.yaml

kind: LDAPSyncConfig
apiVersion: vi
url: Idap://LDAP_SERVICE_IP:389
augmentedActiveDirectory:
groupsQuery: ﬂ
derefAliases: never
pageSize: 0
groupUIDAttribute: dn 9
groupNameAttributes: [ cn ] 6
usersQuery:
baseDN: "ou=users,dc=example,dc=com"
scope: sub
derefAliases: never
filter: (objectclass=person)
pageSize: 0
userNameAttributes: [ mail ]ﬂ
groupMembershipAttributes: [ "memberOf:1.2.840.113556.1.4.1941:" | 9
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@ 75 groupsQuery ifiE#. groupsQuery 7 DN FIEH (4288, groupsQuery L&
BEN—"TENMH derefAliases,

ME—FRiR LDAP fRS58s EAHMIEME, W% dn,

ZERFEHEMEM.

- o

1£ OpenShift Dedicated Hic 5k A/EA - 2B M.

I8
A L L E P HxEmail 3 sAMAccountName,

g EHERR B AR E R M B M., = LDAP_MATCHING_RULE_IN_CHAIN 89{£H,

FoRFH
o (EREXH.

o AILUFAEA dedicated-admin & &A1) A EEE,

e {#fH augmented_active_directory_config_nested.yaml X{4i217E% :

$ oc adm groups sync \
'cn=admins,ou=groups,dc=example,dc=com' \
--sync-config=augmented_active_directory_config_nested.yaml \
--confirm

W BAHAYS cn=admins,ou=groups,dc=example,dc=com HFI1E 0 & ¥ A,

OpenShift Dedicated B LA FHICRIE N LB S BRIEHILER

{8/ augmented_active_directory_config_nested.yaml 3441/ OpenShift
Dedicated

apiVersion: user.openshift.io/v1
kind: Group
metadata:
annotations:
openshift.io/ldap.sync-time: 2015-10-13T10:08:38-0400 0
openshift.io/ldap.uid: cn=admins,ou=groups,dc=example,dc=com 9
openshift.io/ldap.url: LDAP_SERVER_IP:389 G
creationTimestamp:
name: admins ﬂ
users:
- jane.smith@example.com
- jim.adams@example.com
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It OpenShift Dedicated ‘ARG — k5 LDAP RS 28RS HIFTH], #&=X 1SO 6801,
LDAP AR %525 L 4HRIME—FRIART,

FHEZHIL KB LDAP ARS5 2819 1Ptk F1E M.

RIBR S 18 EHIZHI A TR,

BFAHAMNKAMNAFS, EMBESXHIEE. FiE, REARASEEN, AH
Microsoft Active Directory Server BEE R T 24HR 71 % Ro

0009

15.5. LDAP B BB A&

BLESXHFBIN RGN T, HER, TRENEXREARARANFER, 0, viActiveDirectoryConfig 3%
& groupsQuery FE%, i vI.RFC2307Config # vI.AugmentedActiveDirectoryConfig #E iX N FEX,
HE

AEFithlEMY. FTERE LDAP RS RMEMHIBER LR A UTF-8 JnidF fFERrME

Ho BN, tD70%F objectGUID F = i/iFIEMERF ID Blt. BoERFEREM.,
20 sAMAccountName =% userPrincipalName,

15.5.1. v.LDAPSyncConfig

LDAPSyncConfig @& & X LDAP HE % i B HIEC B 1E T,

B fed [ Eo

kind KR RATRERB REST IR FRESH
FREBE, RFSJBATLUMNEFimE
HIRRIH R s, FTEE
. RARIEHEE
(CamelCase), B%f5
B : https://github.com/kubernet
es/community/blob/master/cont
ributors/devel/sig-
architecture/api-
conventions.md#types-kinds

apiVersion BN R RTENRAZGE  FRS
Ho ARSSZBENIZIF R AR R b
NERFTHIRERE, FErELER I
MiE. EZE
B 1 https;//github.com/kubernet
es/community/blob/master/cont
ributors/devel/sig-
architecture/api-
conventions.md#resources

url IR EEEEIMW LDAP RSS2 FRE
AR, ENME
O : scheme://host:port
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E4Y ik B
bindDN E4ER LDAP RSS2 AT % FrFE
DN,
bindPassword EERN BEHENRLLERL, v1.StringSource
insecure & htrue, NIRREEARNEA m/RME

TLS, & false, ] ldaps://
URL fEF TLS #17i%8, #FAME
A
https://tools.ietf.org/html/rfc283
0 5 EM StartTLS ¥ Idap://
URL #Z 0 TLS %, MR
insecure % true, NFCEER
Idaps:// URL,

ca MRS SR A HIERNERIAE  FRFH
BYRMEIE B A M S, & h
Z2, U A BB RGIARIE S,

groupUIDNameMapping LDAP 4H UID & OpenShift object
Dedicated 2B & #RBY AT 1% B $ Ak
5o
rfc2307 SEATMXER LDAP iR55818  vI.RFC2307Config

BHENEE, EEXELUTF
RFC2307 : E—RAMAF &

B, URHBIFIEEMKANEZEN
ZAERB MR E R 5 T,

activeDirectory SEBATFTMXER LDAP iR55818  v1ActiveDirectoryConfig
BEIENEE, HEXS Active
Directory FR{EFRRIEML : F—%K
AF%&B, UKRBIIHTEHBIR
% ERBMERERIHK R 518,

augmentedActiveDirectory SERATFTMLER LDAP fR558818  vI.AugmentedActiveDirectoryCon
DHENEE, ERS5ELE#ER fig
B9 Active Directory Hr{# FE9ZE

K, BAM—I: BRE—KAER
B, efllfkFRFTHIEMIEHRK
i *%O

pil
=N

15.5.2. v1.StringSource
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StringSource L IFEERKFRH, BT INETLEIXHMABIEE. HEREE—PFRBEN,
BRHI N — DR H JSON FRFE,

£ fed kY

value IBEMAXE, NEEMEE (R FRE
f5E T keyFile) .

env EEQSHAXERIMEE (NRE FRE
E T keyFile) I ELE,

file BIHEAMAXERMEE (MNRE  F/HH
7 T keyFile) #xxf4,

keyFile SIReERATHREENBEYINX FRES
14:0

15.5.3. vI.LLDAPQuery

LDAPQuery S 5198 LDAP 2 iH)i A AL,

£ ek

baseDN FERRGNMFFBENE RS FRSA
B9 DN,

scope BHRALEEE, ATUZE FRE

base ({{EAXIR) . one (H
A H| ERFRBENTR) ssub (B
NFW) . BRIZE, NBIAN
sub,

derefAliases 5| aEXMEEERT RN, AL FRE
= never (MAf#5| 7|
%) . search ([\ixigzk:+E5|
) . base ((MEEHLERNER
FrA251 ) =k always (A2 ERA|
M) . BEREE, MEKIAH
always,

timeout SEMANRSBIIEFRERFE EH
AR 17 AR A5 XE BO T [ BR A6,
LI AL, MRZO0, MAEE
& F i — M B R,

filter fHAEA DN M LDAP RS 2H%R =S
FRIEHEX5B AN LDAP #3RiT
825,
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B

pageSize

15.5.4. v1.RFC2307Config

sk

RAELIEA/N, L LDAP %8
s, TEADNNO0RRAHIT
DT,

- Eoo

RFC2307Config 22 EMEE LT, ATFE X LDAP ARS M{EfEA RFC2307 5 LDAP IR55 %

&EQ

B

groupsQuery

groupUIDAttribute

groupNameAttributes

groupMembershipAttributes

usersQuery

userUIDAttribute

userNameAtiributes
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SEBTIREHEZER LDAP &if
R,

7E X LDAP A% B LA B
R B M — PRI,
(IdapGroupUID)

7E . LDAP A% B LML E M
21N T OpenShift Dedicated
HIIEFR,

TE X LDAP ‘HZ B LHFLe B2
BRERD., XEEMEPaEESE
WA B UserUIDAttribute &
o

SERTREAMZEM LDAP &
R,

7E X LDAP B % B LBy E M
MR NEE—IRNRR. siE
GroupMembershipAttributes
R BB (E X R,

E N EFF LDAP B/ &8 LA
LEM, LURAEH OpenShift
Dedicated A/ %, ERASE—
BHEEMNEM, XNIZSEH
LDAPPasswordldentityProvi
der #J PreferredUsername %
EICHL, 7£ OpenShift Dedicated
AiLxHPAERFEHTHNENE. %
HEEhEEmail %
sAMAccountName,

koo

VI.LDAPQuery

FRE#

FRBHA

FREBHA

VILDAPQuery

FRE#

FREBHA
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E4 Y Rk B
tolerateMemberNotFoundErr AEEBEIRENA N ZBE /R 1E
ors LDAP RIFESHIIT N, &EH

true, NIFTFIHRAEME I ITE LR
LDAP B, HERICFKE
., R false, MMBERAAENH
REHIEMAESR, LDAP BSE
FRRN, BRIMED false, IR
kRN true, MIECEERA
LDAP RE$E55 A S BUH R 7 7
WRshR, HLERVGEEFE AT

==
I8N0

tolerateMemberOutOfScopeE AEEBBHEEMAAZKEN  #/RE

rrors LDAP E#AEE TN, WRN
true, NEFBHNFERFENR
YATERE A DN SEE R LDAP B
=ifl, FELOCRER. B
false, ML EHERBRF
G EMEA DN SEFE A 2%
i, LDAP RIFZEFHFR, R
teFR&i% N true, NIEEEF X8
LDAP RI#{E55 7 S HUH P R A
£, FAEBUGEE SRR,

15.5.5. v1.ActiveDirectoryConfig

ActiveDirectoryConfig @ 2B E LT, T E L LDAP ARF t{aE A Active Directory X5
LDAP fR%5883X E,

¥R Hah B

usersQuery SEATROMASMEZEN LDAPE  vILDAPQuery
THRERR.

userNameAttributes E N LDAP BB LMtk EE  FRRHE

FFHRF N E OpenShift Dedicated
/4, £ OpenShift Dedicated
AiLxHPAERFEHTNENE. %
HREPHEmail 5
sAMAccountName.

groupMembershipAttributes ELDAP A &B LML EME  FREHA
SR N ErmEMZA.,

15.5.6. vi.AugmentedActiveDirectoryConfig
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AugmentedActiveDirectoryConfig S & % EMEE L, FATFE L LDAP HRES iN{al 5 A5 Active
Directory B 5 LDAP RS2 X H,

¥R Hah B

usersQuery SEATROMASMEZEN LDAPE  vI.LDAPQuery
TRERR

userNameAttributes E N LDAP BB LIt EE FAFREE

FFHRFE N E OpenShift Dedicated
/4, £ OpenShift Dedicated
AiLxHPAERFEHTNENE. %
HREPHEmail 5
sAMAccountName.,

groupMembershipAttributes ELDAP A &B LML EME  FREBEHA

SRR e,

groupsQuery SEBATREHLBEM LDAP &ifl  vI.LDAPQuery
R,

groupUIDAttribute E X LDAP A H LN BMERN  FRH

AR HME—PRIARE,
(IdapGroupUID)

groupNameAttributes E X LDAP H&KHE EHIFLEMS  FREHA
21 N T OpenShift Dedicated
HE B R,
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