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1.1. %F OPENSHIFT DEDICATED !5z

£ OpenShift Dedicated A, AT IREEEMUIE, #HES5 Red Hat Site Reliability Engineering
(SRE) F&ERE. BAUEEEEHNIE, MEBHTHNNRIEERAR,

1.2. 7 AR PR HERR

OpenShift Dedicated Wi HEREF Prometheus FHRIME RE B ZMET RS, RIEHERSEUTA
% :

o BRITFHLIEHM., 7 OpenShift Dedicated &kt 27, BKIARTE openshift-monitoring i B
RRE—HEL LA, Red Hat Site Reliability Engineers (SRE) {8 FAiX L840 {4 s 15 80 &
B, S3E Kubernetes fRS5. X BIEXIEIS, 10 CPU MG, MBI HRAZEHFIMEL
e IR,

THERBINREE 9108 T X LA 4,

o AT WA/ EXTEMNAM, 1E OpenShift Dedicated REiF727, BRILATE openshift-user-
workload -monitoring 7l B &5 —H A E LI E A M, SR LUE R LA Ak A
FE X BT E FEARSS M Pod, TSR AR UiBR 7 X LA 4,


https://prometheus.io/
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OpenShift User-Defined
Projects Projects
Installed by default \ l
Deploy Alerts
Platform User
Deploy Deploy
Pg&?ﬁggrs Prometheus Alertmanager Prometheus Pg&?:':irs
A A
KSM | i
i Alerts i
OsMm i : Deploy
| i
NE | |
1 ]
a a v
M i Sl Thanos i_ Limie Thanos
_______________ Querier D T Ruler —
TDep)‘oy
Telemeter P Cluster
Client < Monitoring
Deploy Operator
TDepon
Cluster
Version
Operator

1.2 BOA R EEETR
LUF 2 OpenShift Dedicated (88 # H Red Hat Site Reliability engineerss (SRE) 128 B 1=/l :
® CoreDNS
® etcd
® HAProxy
o iR registry
® Kubelets
® Kubernetes API iR%5 2%
e Kubernetes 2R EIE R
® Kubernetes FEREF

® OpenShift API 552
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® OpenShift Controller Manager

® Operator Lifecycle Manager (OLM)

%g i
BHEMIRATREEEKHENEENAE M.

HiBR
o JREXNAXIEM B HHAME R

1.2.2. BT R E T B B 4

OpenShift Dedicated G3E Wi IR HERG RO BT 0e3@ 5, 4

RERLFE LTS ¢
X1 AT EEERA S E AT AR A S

e

Prometheus Operator

Prometheus

Thanos Ruler

Alertmanager

EAT PR E B E R AR5 Pod, IEZh

50

openshift-user-workload-monitoring i B 789
Prometheus Operator (PO) FER— i E H . EE
FIEE Prometheus #1 Thanos Ruler 45l

Prometheus & 77 F 7 & X B9 B 1R 1 R R 42 5%
5t, Prometheus & 4 X E| Alertmanager #4174k
I,

Thanos Ruler & Prometheus B9— M INIEH B2,
EN—AIRILBHFEEERZE, 7 OpenShift
Dedicated 1, Thanos Ruler JyWi#eF 7 & B9 E
RN FIERITAE,

Alertmanager iR 554022 M Prometheus #1 Thanos
Ruler #IBVER, Alertmanager A7 TR~ E XL
BN A R BN B RT. BEZRS 2L,

X LEH A ER R HERR 32, FF1E OpenShift Dedicated BHHT B B E#.

1.2.3. AP E X B R Bin

OpenShift Dedicated F /7 & X I E FRINE A k{2, &R DU

o &I AE LT E F AR 55 i R IR HERYEE IR,

o TERFEXBIIEHIZITH Pod,

1.2.4. TS RAMEE AR

RAERT, BZTREREP, UTHHUSHRAMHARRIZIT, LUBIEHHEZE KRS I
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® Prometheus
® Alertmanager
® Thanos Ruler

HHEMD pod ZIAIEH], T pod ERMHT R LT, XEWRERIEHERALURE—1 pod BE
%O

Prometheus Z&bF HA &3
o XM EIAEMIIIRINE— BT ER L,
o ERIXTRMBEBE, AL, FIEE pod A HTEEBARE,
A-F HA BB Alertmanager
o XMANBIANFRMMBIHRSHEER S, XFEATHERBMBRMNEDLIE—R,
o MRBIATERE, HEEWIRE G, NBEBRDARKLE, BAIERES,

HE
Prometheus, Alertmanager #] Thanos Ruler B8 RESH M. NBRESTRM, EpIifE
AR AMEHATRE.,

Hi 5w
o SR AMESET RERQIFISFF
o FERAMEH

o FCiE I RHERL

1.3. OPENSHIFT DEDICATED 5#Epy & I A iESR
EEARIERE X T OpenShift Dedicated 281 A& FBYE W ARIE,

Alertmanager
Alertmanager £b# M Prometheus EWBIER, Alertmanager i il 5HIFER & 2B ERB I RS,
SR
BN e AR KPR ERESNRYE, SXERAEBRN ML ER. THERNNDE—
NEEMRE LERIERE AR,
Cluster Monitoring Operator

Cluster Monitoring Operator (CMO) R ¥H O AE Y, ©EEMNERE Prometheus 21, 10
Thanos Querier, Telemeter Client #1 metrics B¥5, LABRENTRFRITIKS. CMO H Cluster
Version Operator (CVO) E8&,

Cluster Version Operator

Cluster Version Operator (CVO) &EI24Ef Operator A RAERE, HATFZSBEIALLETE OpenShift
Dedicated /1,

[ 5]


https://docs.redhat.com/en/documentation/openshift_dedicated/4/html-single/operators/#osdk-ha-sno
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FCERGIRM B ERIEIE A pod B9757%, ERLIFERELY ConfigMap BYEH 5| B i TEEC ERR ST
REYEIE, 1E pod HUZITHIN AR AT A A X8R,

Container

R — TREFWITITER, SEVGREMEEIT, FSFEDCRIERS. Rit, EaTLN
FHEHRO. AHFIRETURFLZANABEZILABKPIZTES.

B B (CR)

CR & Kubernetes API 99 &, &R LLAIE B E L HIR,
etcd

etcd & OpenShift Dedicated BIBHETZ(E, BEMATAE TR REKE.
Fluentd

Fluentd 2 — P BAHWES, BATEA OpenShift Dedicated T £, BUIREN IR, EIZFF0
it BERFFHE LB TR .

»
Fluentd B FH, TIEURNRITRASBMR, LIERMELRIAITEMERRRRNR
HEXTIXANIHEER bug IBEE M, BLINEERABRESH, FH Fluentd WER L
» £, fEEILUER Vector,
Kubelets

AT REZITHIIMBREE. BRE UMAREHEAELZIT,
Kubernetes API IR553%
Kubernetes API fR55 235 IE FHECE API X REVEHIE.
Kubernetes #2HIZR E e
Kubernetes #2552 B R ERIRT.
Kubernetes HERKF
Kubernetes 2 F ¥ pod 2 B4 T .
labels
ERATAFAHATEENRFE (M0 pod) BIBEXT,
EtriRS 38
Metrics Server (187rAR%52%) HHRURE RIS, F7E metrics.k8s.io Metrics API R 55 A 2 FFiX
LHRENS, UMEEMTEM AP EREN], XM UERDOFS Prometheus HRE AT AR BALIE
thThEE,
node
OpenShift Dedicated £ &£ worker #1838, 17 ma B (VM) SR TTEAH.
Operator

1£ OpenShift Dedicated &5 /TE. EBEBFEIE Kubernetes N ATRFMEIL AL, Operator fFA
FEREMARLE— N HREFRS, ZTHaHEEIHE,

Operator Lifecycle Manager (OLM)

OLM mI BN R R, BFHMEE Kubernetes REN BREFHNESRER, OLM2— 1M HEREIEE, B
FLEM. 8B BMARNERE Operator,

A
BMETE I A X R EERYE. Kubernetes AR AMSREEN ARFHIE,
BAMERH (PVC)
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R LUE A PVC ¥ PersistentVolume ##E Pod #, EAILUER TR IMERIFENER TR EF
fifo
pod
pod & Kubernetes B E/NEHHIT, pod H— NS NMERERAMK, BIIE worker 19 s LI 1T,
Prometheus

Prometheus & OpenShift Dedicated i MR FTRIBAYIE IR R SE, Prometheus & —N A5 &R
FEF B FHre MBI, Prometheus FFER &% F Alertmanager #4740 EE,

Prometheus Operator

openshift-monitoring 1 B F7 84 Prometheus Operator (PO) i i 6/, EEEMEE IS Prometheus
# Alertmanager £, BIARIRYE Kubernetes &k B shER KB IrECE.

B
AT ERN AR, B EERFAH RN X B, EEEFLERENENRN, ERIEDSG
BHIEHEREE,

storage

OpenShift Dedicated 2 AWS #l GCP LML FERE, &7 LITE OpenShift Dedicated &EE A
EEFAMMERFAMRIBENDRFE,

Thanos Ruler

Thanos Ruler & Prometheus BJ— ML BIZE, {EH—MEIZBHEFERERE, 1 OpenShift
Dedicated 1, Thanos Ruler 7y W12 F8 7 & AL B 12 AL R T4

Vector

Vector 2— M HEINESS, BEBEEIE OpenShift Dedicated 7T . BMENT mlE B EEIE,
BRI L L BB E R,

Web #£Hl&
AT &2 OpenShift Dedicated B 5 (Ul),
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10

5B 2 & U5 A E T B B

& %& OpenShift Dedicated 52, BAOIASRANAAE XWIBNEE, FRAAFE NI ENEZRE,
IR LLUE 2 8 28 OpenShift Dedicated TH, MEEAMSB G IRERRAE,

dedicated-admin B~ 28X B - & LI B B & #0177 1 = ERIAARR

e

pa -3
B % Y. Prometheus SLBIF0:&1d Operator Lifecycle Manager (OLM) Z%&#) Prometheus

Operator AIRERSHA A E X HIIE HIE (WNRER) HIE#E, FAZHFEEE L
Prometheus Z4l,

Ao, ELALUAERBEREIRPRLRE VA E XITE AT,



53 B REIER
% 3 F & L%
AUNALHHABRE, BT IR E LTIERE RN, SRR T — Ll L RESR,

BF

FIEFRB R IEHRNRES IR LT, RETE Cluster Monitoring Operator B Config
map 5| AR FIHNSEMFERT IR TR E.

3.0 K IR A R

FIEFRA W R AL BC B L TER N FF. BOE OpenShift Dedicated Wi ZEBME— 755k 2 # A Cluster
Monitoring Operator (CMO)#J Config map 51 F FR AT B LR EEE Cluster Monitoring Operator
(CMO), ENEAHMAEE, RANFZZHE.

&4 Prometheus ZITIRANERESLHITRESALL, REZETAMETRNERE, FreltZZ XX
MEEZ b, MNREMFEE Cluster Monitoring Operator #J Config map 5|f #i#hIEBEUAMNEE, &

MENAIEERER, BN CMO 2BIMARMER, FREATIFNEREENRNE LHRE, 7
BT TEE,

HE
Red Hat Site Reliability Engineer (SRE) Az %% 5 — 1 Prometheus 524§,

31N R FE R E I

ﬁ E,E
" BhR. LA BN A E R B M T ER R,

BRFARN X FFLL T EDR -

e 7f OpenShift Dedicated &2 B %E X Prometheus £fll, B E LR (CR) H Prometheus
Operator B2/ Prometheus B E X FR (CR).

o BUMBIATEL LA H, EARNIZBW cluster-monitoring-config it & &Y Hh E X AI{EEZH
%, Red Hat SRE i FAixX £e40 {4 S W5 =% D SR BHH 4 A0 Kubernetes BR%5.

3.1.2. A MR B RR A T R
BUFFIR B EH X OpenShift Dedicated 4.12 R BH AR ARG IEHGRANER -

5 3.1. OpenShift Dedicated HIZH ki A

OpenShi  Prometh  Prometh 35#rBRS5  Alertma  kube- monitori  node- Thanos
ft eus eus i nager state- ng- exporte

Dedicat Operato metrics plugin r fCER

ed r 1wl

417 0.75.2 2.53.1 0.7 0.27.0 213.0 1.0.0 1.8.2 0.35.1
416 0.73.2 2.52.0 0.7 0.26.0 2.12.0 1.0.0 1.8.0 0.35.0

1
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OpenShi  Prometh Prometh 15#5lR35  Alertma  kube- monitori  node- Thanos
ft eus eus = nager state- ng- exporte

Dedicat Operato metrics plugin r fCER
ed r pwe

415 0.70.0 2.48.0 0.6.4 0.26.0 2.10.1 1.0.0 1.7.0 0.325

414 0.67.1 2.46.0 N/A 0.25.0 292 1.0.0 1.6.1 0.30.2

413 0.63.0 2420 N/A 0.25.0 281 N/A 15.0 0.30.2

412 0.60.1 2.391 N/A 0.24.0 26.0 N/A 1.4.0 0.28.1
v pa -

openshift-state-metrics {2 #] Telemeter Client 245 %E F OpenShift B2H#4, AL, €
ITHIkR A5 OpenShift Dedicated BIRRARKT I,

3.2. Fo & I 1ot
£ OpenShift Dedicated A1, KB LA{# A user-workload-monitoring-config ConfigMap & i& i %2 8

E Y BB TE M E MR, ECBEBMRETESE Cluster Monitoring Operator (CMO) , CMO &ECE #E
TR AOZH

AR
o EATLUEAEHR dedicated-admin A& iR EEE,
e user-workload-monitoring-config ConfigMap XT R7F7E. TEEE IR RIAQIRB LN R,

o B% %k OpenShift CLI(oc).

it =3
1. Yw%E ConfigMap X%,

a. 1f openshift-user-workload-monitoring i B #4755 user-workload-monitoring-config
ConfigMap %4 :

I $ oc -n openshift-user-workload-monitoring edit configmap user-workload-monitoring-
config

b. [HEMEE LLHEXT <component_names: <component_configurations F9 = R INE]
data/config.yaml T :

apiVersion: vi
kind: ConfigMap
metadata:
name: user-workload-monitoring-config

12
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namespace: openshift-user-workload-monitoring
data:
config.yaml: |
<component>:
<configuration_for_the_component>

FEN #hE it <components #1 <configuration_for_the_components.

LT 7R ConfigMap *f 5/ Prometheus ERB#IBE R B ABNRERT R TRE K, X5
¥R P E I E B9 Prometheus SEBIFE X :

apiVersion: vi
kind: ConfigMap
metadata:
name: user-workload-monitoring-config
namespace: openshift-user-workload-monitoring
data:
config.yaml: |
prometheus:
retention: 24h g
resources:
requests:
cpu: 200m 6

memory: 2Gi ﬂ
7 X Prometheus B4, FE@EJLITIIE LHEE.
Fi e E L BTTE B Prometheus SEAIERE 24 /NS BIEUER B B HR.

5 Prometheus 28 € L &{& 200 EM I FIRIE K.

0009

A Prometheus B2 € X &K 2 GiB NEM Pod FHRIEK,

2. REXHLIFERR AR ConfigMap XK,

13
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Digk

=

ConfigMap X R A REREE XK FRARLER :

Pod A"REHEE., FHLt, ZRAERS I,
SRR pod FEHTERE :

o

NFETRER, XRFRBIEN RS BT,

o

NFETRER, BTN,
HERR AR AT

= 2/
KR

MBS pod B HTHEH, HitE

FTieE e AMENFE, REMERE LHAEESHNRN ML R STHIRS
I:Flll—*ﬁo

B FERRRERN P R LIFHTTHALER,

Hth BHR

e user-workload-monitoring-config B2 &R &I HIECE &%
3.3. I ER I R H

TRERTETURBH EIEHM, LUK user-workload-monitoring-config ConfigMap X 5k &1 f 315
TEJX LE2H {4 A 5,

Digk

==
=

TE{E cluster-monitoring-config ConfigMap *f R 12204, Red Hat Site
Reliability Engineers (SRE) {8 FHixX £ 20 {4 R IR ¥ D SR BFZH 440 Kubernetes AR 55,

* 3.2, TRCER R4

e user-workload-monitoring-config Bt &R
Alertmanager

alertmanager
Prometheus Operator prometheusOperator
Prometheus prometheus
Thanos Ruler thanosRuler

14
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3.4. AT RIAFERB O EES

i1 IF nodeSelector 2R EHRCH T IR EFEA, EHLUSHEMIGIEHRAEHERIEEN T S, @it
IXFEM, A LRI E R R S R H B R D A,

BTSSR A RBIIS &, EHLARER EERSUER LRI FORER. RS MAFIRE TIER
Hio
3.4.1. T RiEFSREE MR —EER
SRR R RS AR BB BN R, B B AT AR T E M PR I S pod YA
o IR AT AL FRUB IR A 342 pod HUB,

® Prometheus. Thanos Querier. Alertmanager F1E fth G IRHESKBRE R FZPEHN], LR
XEEHHEN S pod IBAABEIRAMN T KL, HBAEEETRME.

& pod EEIT RE, pod HERFRERRE pod MEN ZIXHRAAEINARRE, thp2Eid, % pod
ERFREMIL pod MEEIFLT R LR, FIBLAREBRHF.

Fitb, WMREEBET REFERAR, BEXEHBNENAR, pod HERFELESMAENRETE, thRs
VA pod MIBEIT ML,

NERFEEAGREEN ST AN, FRRERYNT RYMA, HERET EFaRfRUB AR T
AT B LR,

HitBR
o {3 pod #h¥h o 7 BRI i 22

® Kubernetes XA X7 mikfEes

3.4.2. SRR MR R EMT =

R W] U R A P TE BT B B9 TR I B IR E R worker TR, A ARVFHMFSEIEH T E
ARSI R

AR
o EATLUFEAEHR dedicated-admin A& iR EEE,
e user-workload-monitoring-config ConfigMap XT R7F7E. TEEE IR RIAQIRB LN R,

o B% %k OpenShift CLI(0c).
AR
1. INRELRE XY, EEEIZTIRIEAGRT SRR
I $ oc label nodes <node-name> <node-label>

2. Y@%E ConfigMap XT& :

a. 1f openshift-user-workload-monitoring i B #4755 user-workload-monitoring-config
ConfigMap %4 :

15
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I $ oc -n openshift-user-workload-monitoring edit configmap user-workload-monitoring-
config

b. 7£ data/config.yaml 14415 E nodeSelector #J5RITT IR

apiVersion: vi
kind: ConfigMap
metadata:
name: user-workload-monitoring-config
namespace: openshift-user-workload-monitoring
data:
config.yaml: |
<component>:
nodeSelector:
<node-label-1>
<node-label-2>
<...>

¥ <component> &1 73& 24 B R HER AH 4 B FR.

5t <node-label-1> & AR IMNEIT mAFRE,

-

mk : IEEMINIRE. WREIEE THMNBIRE, AR pod UAERIGEFBERRE
ERTT R E,

INR7EBE nodeSelector 2R 5 W IEA M AL TF Pending IR, 1EKRE
Pod B 575 KA R XAIEHR,

3 REXHUERLEN, HREPRENHHSBIBIF TR LE, IHEERITH pod RRE
HERE,

Hith BHR

e & i Kubernetes 344 31¥4H T f# nodeSelector 25

3.5 NGAEAHELERER (TOLERATIONS)

BRI LU A P E T ENHGDEER, UEREBETT =B worker 17, FEFRH T EKEIZR
T R ERRFHE,

s 3as
o EAILUFAEA dedicated-admin & &A1) [ EEE,

e user-workload-monitoring-config ConfigMap %/ &k #Z7£ T openshift-user-workload-
monitoring fe & 22 [F] iR, TESREEOIZENBIAQIR N R,

o B% %k OpenShift CLI(oc).

it =

16
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1. %%E ConfigMap %R :

a. 1f openshift-user-workload-monitoring i B #4755 user-workload-monitoring-config
ConfigMap %4 :

I $ oc -n openshift-user-workload-monitoring edit configmap user-workload-monitoring-
config

b. NS TE tolerations :

apiVersion: vi
kind: ConfigMap
metadata:
name: user-workload-monitoring-config
namespace: openshift-user-workload-monitoring
data:
config.yaml: |
<component>:
tolerations:
<toleration_specification>

MR EH: <component> # <toleration_specification>,

540, oc adm taint nodes node1 key1=value1:NoSchedule &fF—/ i key1 BEH
value1 8975 =R INEl nodel, XA&BHIEWIRHMATE nodel EERE Pod, FRIENIZISRECE
TAMR, LUTRAEIE thanosRuler AR E N B IFRHEITE =

apiVersion: vi
kind: ConfigMap
metadata:
name: user-workload-monitoring-config
namespace: openshift-user-workload-monitoring
data:
config.yaml: |
thanosRuler:
tolerations:
- key: "key1"
operator: "Equal”
value: "valuel"
effect: "NoSchedule"

2. REXHLMERZER. ZHEERTH Pod R ETNEHEE.,
Hith 5w

o & Kubernetes X A XITRHMBRHNAR

3.6. B IS A A CPU IRNERR
8B LB X el A R BR B RIS RIE E H BRI IT I AMNBI S ER BWH CPU FINER

N
WiTlvo

& BT LM openshift-monitoring p & 22 B BV O & 1 A A BB X LR HIFNIE K, LUK IEEE
openshift-user-workload-monitoring #n % 22 [A] R #9 F - 8 L B95I B BYH 1.
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3.6.1. X Ty R - 1 RE PR AR 3K
A LU0 A M AR R 2 A P R B A IR B VORIR EANE KL E, SRUTAN

e Alertmanager (BAF&OFEELIEZEFAFE L HITER)
® kube-state-metrics

® monitoring-plugin

® node-exporter

® openshift-state-metrics

e Prometheus (AF&OFARZEMAFE LHIER)
o IEPRARSS AR

® Prometheus Operator & E 4 A Webhook AR%S

® Telemeter Client

® Thanos querier

® Thanos Ruler

WL E L FIRR(E, S UREIASFMFRERER, XRELERSFET CPUMRERRIEENZRA

it E HFRIER, BALUEERSREHESRARY CPUMRERRINT R, MUEEIHERIIFIR,

3.6.2. Jy i PR 45 TE IR BIFDIE K

BB CPU MAE TR, A ARENSRZRIMSEY ConfigMap X R h BHRR(EIE KIEE
g :

o RAF#ROTFE LIEH openshift-monitoring 3 % Z2[A] I HY cluster-monitoring-config 2 & ik 57

e openshift-user-workload-monitoring #p % 22 (6] A #Y user-workload-monitoring-config B &
BRET FE T I 22 P B AT B Y ZE 14

FoRFM
o MREEBESZOLTERIEAN -
o RAELUEMESA cluster-admin 8 A BN B2 15 &EE,
o RBNIRT £ N cluster-monitoring-config B9 ConfigMap * &,
o MREEREMTILEAF E AT B KA

o EAEILMEAER cluster-admin £EABKNA I MEE, WA LAERTE openshift-user-
workload-monitoring 17l B ## 2 & user-workload-monitoring-config-edit £ &/ F F 177
£

o B% %k OpenShift CLI(oc).

<10

18



5 3 & RE R IPHEE

. BEREEZOTESNEAM, &Y openshift-monitoring & 22 8] 1Y cluster-monitoring-
config AL B RRETHT R -

I $ oc -n openshift-monitoring edit configmap cluster-monitoring-config

2. WIME, MENEERENSMROTE HERAHHTRREMIER.

BE
BRARHEIXENEBRAS T HERLENE, B, KEMEHR, FE[FFRE
7.

Example

apiVersion: vi
kind: ConfigMap
metadata:
name: cluster-monitoring-config
namespace: openshift-monitoring
data:
config.yaml: |
alertmanagerMain:
resources:
limits:
cpu: 500m
memory: 1Gi
requests:
cpu: 200m
memory: 500Mi
prometheusK8s:
resources:
limits:
cpu: 500m
memory: 3Gi
requests:
cpu: 200m
memory: 500Mi
prometheusOperator:
resources:
limits:
cpu: 500m
memory: 1Gi
requests:
cpu: 200m
memory: 500Mi
metricsServer:
resources:
requests:
cpu: 10m
memory: 50Mi
limits:
cpu: 50m
memory: 500Mi
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kubeStateMetrics:
resources:
limits:
cpu: 500m
memory: 1Gi
requests:
cpu: 200m
memory: 500Mi
telemeterClient:
resources:
limits:
cpu: 500m
memory: 1Gi
requests:
cpu: 200m
memory: 500Mi
openshiftStateMetrics:
resources:
limits:
cpu: 500m
memory: 1Gi
requests:
cpu: 200m
memory: 500Mi
thanosQuerier:
resources:
limits:
cpu: 500m
memory: 1Gi
requests:
cpu: 200m
memory: 500Mi
nodeExporter:
resources:
limits:
cpu: 50m
memory: 150Mi
requests:
cpu: 20m
memory: 50Mi
monitoringPlugin:
resources:
limits:
cpu: 500m
memory: 1Gi
requests:
cpu: 200m
memory: 500Mi
prometheusOperatorAdmissionWebhook:
resources:
limits:
cpu: 50m
memory: 100Mi
requests:
cpu: 20m
memory: 50Mi
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3. REXHLMERZER. ZHEERTH Pod RETNEHEE.,

HibhFFR
® Kubernetes &K HIFRE X1

3.7. EEEFRF AL
R MR RIS TR B R SUR AR T A

o EITHEIEIRBEFHEERANSPV)FRFTENERMERKE. Rit, eiT0E
pod ERHEFHOIRERE.

o EFGIRENESHHE, FFTE Alertmanager pod BEEHTEKERESER,
EEFIMER, BB ERFAMEE,

BF

ELZ T RERER, BTN Prometheus, Alertmanager #1 Thanos Ruler BB BR A MEE
fiff, LABIRE AT,

3.7 B AMEEI SR EGE
o [HFERTFEERE,

3.7.2. iEEFAMERFR
B AMS(PV)BF IR AL, EYFEBREAMSEHEPVC),

AR
o EALUEAEHR dedicated-admin A& iR EEE,
e user-workload-monitoring-config ConfigMap XT R7F7E. TEEECIER RGBT R,

o B% %k OpenShift CLI(0c).

it =3
1. Yw%E ConfigMap 4 :

a. 1f openshift-user-workload-monitoring i B #4755 user-workload-monitoring-config
ConfigMap %4 :

I $ oc -n openshift-user-workload-monitoring edit configmap user-workload-monitoring-
config

b. A #H PVC BZERINZ data/config.yaml T :

apiVersion: vi
kind: ConfigMap
metadata:
name: user-workload-monitoring-config

21
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i

namespace: openshift-user-workload-monitoring
data:

config.yaml: |
<component>: ﬂ
volumeClaimTemplate:
spec:
storageClassName: <storage_class> 9
resources:
requests:

storage: <amount_of_storage> €)
BEMEHEEE PVC A E UIEERHA K,
(=1

© EEIAEIEE. MBREEEFES, NEBREREL,
© EETRNEIE,

INFA XA E volumeClaimTemplate FIE 2, &S Kubernetes X145
PersistentVolumeClaim xR A,

LUFRHIEE T —4 PVC EFBAT Thanos Ruler By A M 1FHE -

apiVersion: vi
kind: ConfigMap
metadata:
name: user-workload-monitoring-config

namespace: openshift-user-workload-monitoring
data:

config.yaml: |
thanosRuler:
volumeClaimTemplate:
spec:
storageClassName: my-storage-class
resources:
requests:
storage: 10Gi

thanosRuler ZH 477 (EE KEUR F E IEE IR E LUK B I & R A

2. REXHLERZEN. ZHEERIH Pod 2 AShEHEREH N AHNEHEE,

Digk

==
[=]

LIREA PVC ECEEEATECERRSTHS, RSMTH) StatefulSet W RELERT 1
2, Mm-S BUER AR SS .

22


https://kubernetes.io/docs/concepts/storage/persistent-volumes/#persistentvolumeclaims

5 3 & RE R IPHEE

3.7.3. 18t Prometheus IR EIERIR BB (A1 FD K/
BRAIERT, Prometheus &1E LA T HEENT A N{R BB I8P E0U3E -

[ ] ,(ll}qzﬁ‘ﬂ:'i Z 15 9€

o N AIHE: 24 /N
e U IA 1R A E LY B BY Prometheus SEBIRYREBETB], UIERESZ A GBRERE, EL7 L0
EBRBIENMMIBEBFEFANGAEERRE, MREHBFEEXEXNDNKRNRE], Prometheus &8 5ilbR & B RIEL
&, BEXIEREE L EFETRS,

HERXERERERENT

ETFTXR/NWIREEIREAHT /prometheus BxFRFAERIERB X, S/ER/AER. BEALBE
(WAL)E#EF] mmapped H,

e /wal #1 /head_chunks BB TT ARE K/NREI, {H Prometheus KIZARBIBEF KN
SE T AR R BB SRBE MiX e B kiR SR, AL, MREEETHRBA/DRE, ©NhFh
/wal #] /head_chunks B XX BHRARE, NXRREFRAERENFRE /prometheus FiE
B kT A EuEL,

o R BTE Prometheus YIBTETHIEUREELET, FSNBAETRK/NHRE R, BI7E WAL RZES5=/)D
IR R BN N 1T,

o HNR%HE ) retention =X retentionSize BAFAE Y AH, NHREHEEIAN 15K, BFROES R
e, A EXRIB ISR 24 N, REBRE KN,

o 1R retention #1 retentionSize £ . TH, NN AXHME, MNREMEBBHEL E LR
BBIHAE S E X BIANRE], Prometheus &35 IX LEHIEIR,

o INRIK) retentionSize & X T1H, B&XABE X retention, IR/ retentionSize fE.
o IRITEH ) retentionSize & X {E, HR ) retention E X T{H, IR A retention {E.

o HNRFF retentionSize =X retention HIXE N 0, NINARINKE, BRIAKEMZOES LRIZHN
REBETENEE N 15 X, B EXBTIR WIEN 24 /N, BRUBERT, FAEXBERE KX,

FARIEME B /ANEHIT— R, Eit, FAMS (PV) JRERELHIICHEIER, TaEET
retentionSize fR#l, 7EXFIER T, KubePersistentVolumeFillingUp Zikaft%, &
El PV ERZE[EETF retentionSize [Rl,

FeREH
o TAILUFAEA dedicated-admin & &A1) [ EEE,

e user-workload-monitoring-config ConfigMap XT R7F7E. TEEE IR RIAQIRB LN R,

e B% %k OpenShift CLI(oc).

it =3
1. Yw%E ConfigMap 4 :

a. 1f openshift-user-workload-monitoring i B #4755 user-workload-monitoring-config
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ConfigMap %4 :

I $ oc -n openshift-user-workload-monitoring edit configmap user-workload-monitoring-
config

b. 1E data/config.yaml FRIMRBE HIFAIANEE :

apiVersion: vi
kind: ConfigMap
metadata:

name: user-workload-monitoring-config

namespace: openshift-user-workload-monitoring
data:

config.yaml: |

prometheus:
retention: <time_specification> ﬂ

retentionSize: <size_specification> 9

ﬂ REIHE : HFEEMEms (ZER) . s () .. m (28 . h (M) d
(R) v w (A) sy () . BAETUHSIEERFEE, % 1h30m15s,

REBX/AN : FEEIL B (bytes), KB (kilobytes), MB (megabytes), GB (gigabytes),
TB (terabytes), PB (petabytes), 3t EB (exabytes),

PURRBIH R A E X BB B Prometheus SEAIHR RS [BIEE 7 24 N, (REK/NE
5 10GB :

apiVersion: vi
kind: ConfigMap
metadata:
name: user-workload-monitoring-config
namespace: openshift-user-workload-monitoring
data:
config.yaml: |
prometheus:
retention: 24h
retentionSize: 10GB

2. REXHLERZER. ZHEERITH Pod RETNEHEE.,

3.7.4. 18tX Thanos Ruler 1SR EE IR EZ T A
BNBERT, XFRAPEXHIE, Thanos Ruler &7E 24 /NS AR B IHR B8R EEE, o LL@ T 7E

openshift-user-workload-monitoring #p % Z2 (A #5 E user-workload-monitoring-config Bt &Lt
B time B SRAETHXLEARHI R B I [,

FeREH
o AILUFAEAR dedicated-admin & &A1) [ EEE,

e user-workload-monitoring-config ConfigMap XT R7F7E. TEEE IR RIAQIRBLN R,

e B% %k OpenShift CLI(0C).
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iy =

1. 7£ openshift-user-workload-monitoring 5 B f %% user-workload-monitoring-config
ConfigMap %4 :

I $ oc -n openshift-user-workload-monitoring edit configmap user-workload-monitoring-config
2. FREN B ERINE data/config.yaml T :

apiVersion: vi
kind: ConfigMap
metadata:

name: user-workload-monitoring-config

namespace: openshift-user-workload-monitoring
data:

config.yaml: |

thanosRuler:
retention: <time_specification> ﬂ

Q DM THRAEERBNE  HFEEFEEmMs (W) . s () . m (D) . h (7
i) . d (R) . w (B) sy () . ATLUEAEENEE, o0 1h30mi15s, FKiLME
5 24h,

LUFRHIHF Thanos Ruler #iEAREHTE&ZE 7 10 X :

apiVersion: vi
kind: ConfigMap
metadata:

name: user-workload-monitoring-config

namespace: openshift-user-workload-monitoring
data:

config.yaml: |

thanosRuler:
retention: 10d

3. REXHLERZER. ZHEERTH Pod RETNEHIE.

Hth

=

P
o TERFEAMEHE

3.8. BB E B AN

BB iR B AGEME, F Prometheus RBESIF SRELEMIIEIR A EBILIE RS, LUHITKEREE, X
AR Prometheus fZ 518 Rr9 7 AN K,

FeREH
o AILUFAEA dedicated-admin & &A1) A EEE,

e user-workload-monitoring-config ConfigMap XT R7F7E. TESEE IR RIAQIRB LN R,

e B% %k OpenShift CLI(0c).
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ool

BERET —MzEREARRmS (M Thanos) , FHEANEMmR URL, X525 AThEE
BNImRMER, 1HSH Prometheus izl R FNFF# 301,
. . o . ] ) Eg

ARRRMEELREALEENRER, MAREAEXEERKSHERIES. &
FMITRERCHRR, XERRSLEEARS, HRERSEENHUTEE
LR R,

o B NZERE AiRmRIE Secret X RHIXEFPEIEEIE, E7I7E openshift-user-workload-
monitoring 5 % 22 ] A Al secret,

%a.t

D222 M,

THER HTTPS F1& 95k M = A & 81T,
Y=

1. YWk ConfigMap 4 :

a. 1f openshift-user-workload-monitoring i B #4755 user-workload-monitoring-config
ConfigMap %4 :

config

$ oc -n openshift-user-workload-monitoring edit configmap user-workload-monitoring-

b. £ data/config.yaml/prometheus T/I1—** remoteWrite: &85>, #1 FHIRTR
apiVersion: vi

kind: ConfigMap
metadata:

namespace: openshift-user-workload-monitoring
data:

config.yaml: |
prometheus:
remoteWrite:

name: user-workload-monitoring-config

- url: "https://remote-write-endpoint.example.com” ﬂ
<endpoint_authentication_credentials> 9

2B A B9 URL,

©

R B PIEIEAENERE. BRIXHFNEMNEIEAERS AWS ZLRE 4, FHAHTTP
Authorization i5Krk, EXRFHIIE, OAuth 2.0 #1 TLS B imi T HHRIE, A
XEFHWEREIEAEROEE, 2 WUT ZHRHMTEEA BRI KE,

c. EFMEUEENLRARI write relabel BREH :

I apiVersion: v1


https://prometheus.io/docs/operating/integrations/#remote-endpoints-and-storage

5 3 & RE R IPHEE

kind: ConfigMap
metadata:
name: user-workload-monitoring-config
namespace: openshift-user-workload-monitoring
data:
config.yaml: |
prometheus:

remoteWrite:

- url: "https://remote-write-endpoint.example.com”
<endpoint_authentication_credentials>
writeRelabelConfigs:

- <your_write_relabel_configs> ﬂ

@ iEELEIERERMIEITRIRE,

¥R 2N my_metricB BN EIRHRE

apiVersion: vi
kind: ConfigMap
metadata:
name: user-workload-monitoring-config
namespace: openshift-user-workload-monitoring
data:
config.yaml: |
prometheus:
remoteWrite:
- url: "https://remote-write-endpoint.example.com”
writeRelabelConfigs:
- sourcelabels: [ _name__]
regex: 'my_metric'
action: keep

£ my_namespace 5 A 22 [H] R & B0 my_metric_1 1 my_metric_2 B9I5FrRHI

apiVersion: vi
kind: ConfigMap
metadata:
name: user-workload-monitoring-config
namespace: openshift-user-workload-monitoring
data:
config.yaml: |
prometheus:
remoteWrite:
- url: "https://remote-write-endpoint.example.com”
writeRelabelConfigs:
- sourcelabels: [__name__,namespace]
regex: '(my_metric_1|my_metric_2);my_namespace'
action: keep

2. REFXMHLERZEN, FHEERWEINA.

3.8.1 XFHILRRBEAFRIIERNE
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ERLMERARB A ERIDEREE AR R T MR, BRSNS HEIESEE AWS EEMRE 4,
EXFMIGIE, B OAuth2.0 M1 TLS & iR, FTRIEMAXATLREANIZFI M IS ERE
'I‘ﬁc

BHREAE A i BRI = By sk

AWS Z & A 4 sigv4 e AWS B hRA 4 B1)
KU NERE R, BB
L. OAuth 2.0 KEAE KT UER

FHE At A%,
EAXFHIUE (Basic basicAuth AR HIULFEREEMNR &
authentication) BINEEMNTLREEANEFREXER
Rk,
B AL B ERREENSEEENLIREE
AiE R _Ei%iE& Authorization #r
OAuth 2.0 oauth2 OAuth 2.0 BEE B R E FinEiER

F 28, Prometheus ERAEER
& i 1D 1% Fif secret M
tokenUrl FXER 1 7] 45 h& Sk 1) [m]5zE
BEAmE, BRESENL AWS
HAMA 4 HEX GBI R
Lt A%,

TLS & tisConfig TLS BFMECEIRE CAIUEH. &
FIRIE RS P IRRAXHEER,
FAF#EA TLS 525 Al s AR
ST EHREIE, T™ERERE
MENIRT CAIERXH. BiG
UEF S FIE P i e B S .

3.8.2. L2 B AF P RIERE TG

UFRBIRBRT TRATFEEITREE AiRRNTRSHEIEEE. 8N RLERTNAEES S S0
IEERAMEMAB R LB N Secret X R, BNRBIREHH301E, LA T openshift-user-workload-
monitoring & % 22 ] R B9 IR - B LR,

3.8.2.1. AWS Z A A 4 KUkl YAML =5

LUFERT openshift-user-workload-monitoring 34 22 [A] R 47 sigv4-credentials 89 sigv4 secret
B &,

apiVersion: vi
kind: Secret
metadata:
name: sigv4-credentials
namespace: openshift-user-workload-monitoring
stringData:
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accessKey: <AWS_access_key> ﬂ
secretKey: <AWS_secret_key>
type: Opaque

Q AWS API i} 8] B85,
9 AWS API secret B%H,

5 3 & RE R IPHEE

TEITRT—1 AWS Signature Version 4 212 B A 355 1E BB, ©fE A openshift-user-

workload-monitoring 4 22 [7] 1 % ) sigv4-credentials B Secret X% :

apiVersion: vi
kind: ConfigMap
metadata:
name: user-workload-monitoring-config
namespace: openshift-user-workload-monitoring
data:
config.yaml: |
prometheus:
remoteWrite:

- url: "https://authorization.example.com/api/write"

sigv4:
region: <AWS_region> ﬂ
accessKey:
name: sigv4-credentials 9
key: accessKey
secretKey:
name: sigv4-credentials ﬂ
key: secretKey
profile: <AWS_ profile_name> G
roleArn: <AWS role_arn> a

Q AWS Xig,
w@”é AWS API 1 [Al4EiF 8 Secret T REIE .

g TE{57E Secret AR A S AWS AP 57 B A M B
g TE1EE M Secret MRS E AWS API secret SR,

© FTRIEAWS BEENET.

Q S ERZ f BH Amazon FHRAFR(ARN)HIME—FRIA A,

3.8.2.2. AFEXFMHE IR YAML R4l

LIFZ7R T openshift-user-workload-monitoring 14 22 (5] 14 rw-basic-auth £ Secret % B9 E

RE PRI E RS :

apiVersion: vi
kind: Secret
metadata:

name: rw-basic-auth
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namespace: openshift-user-workload-monitoring
stringData:

user: <basic_username> ﬂ

password: <basic_password> g
type: Opaque

Q® =%
® =H.

LU RBIER T £ openshift-user-workload-monitoring % 22 [A] £/ rw-basic-auth 9 Secret
KRB basicAuth it2EARE, BRIXEENHRKE T FHBEIEERE.

apiVersion: vi
kind: ConfigMap
metadata:
name: user-workload-monitoring-config
namespace: openshift-user-workload-monitoring
data:
config.yaml: |
prometheus:
remoteWrite:
- url: "https://basicauth.example.com/api/write"
basicAuth:
username:
name: rw-basic-auth ﬂ
key: usere
password:
name: rw-basic-auth 6

key: password ﬂ
w%%%ﬁ%ﬁiftﬁﬁﬁ’ﬂ Secret M REIETT,
Q TEHEER Secret MRHPAE A RHEH,
Q TEHETE Secret M RHPBEBEMLHIEH,

3.8.2.3. {1 Secret ¥ Ri@it bearer ST HRTRIEA YAML =B

LIFZ7R T openshift-user-workload-monitoring 34 22 (5] 14/ rw-bearer-auth #J Secret % i
bearer THIXE :

apiVersion: vi
kind: Secret
metadata:
name: rw-bearer-auth
namespace: openshift-user-workload-monitoring
stringData:
token: <authentication_token> ﬂ
type: Opaque

© =H%iEam.

30



5 3 & RE R IPHEE

LAUF 7R T 1 openshift-user-workload-monitoring %34 22 (5] R Fi 47/ rw-bearer-auth #J Secret *f
R bearer DRI BEM X BERE :

apiVersion: vi
kind: ConfigMap
metadata:
name: user-workload-monitoring-config
namespace: openshift-user-workload-monitoring
data:
config.yaml: |
enableUserWorkload: true
prometheus:
remoteWrite:
- url: "https://authorization.example.com/api/write"
authorization:
type: Bearer ﬂ
credentials:
name: rw-bearer-auth 9

key: token 6
@ RWIIEREL BRILED Bearer.
Q EHPLILEIER Secret X REIAFR,
9 TEHEER Secret M RH I E F R FIETEIEH,

3.8.2.4. AF OAuth 2.0 B5UERg YAML =<6l

LUFERT openshift-user-workload-monitoring %5 % 22 (7] b £/ oauth2-credentials FJ Secret & &
BJ OAuth 2.0 &R :

apiVersion: vi
kind: Secret
metadata:
name: oauth2-credentials
namespace: openshift-user-workload-monitoring
stringData:

id: <oauth2_id> ﬂ
secret: <oauth2_secret> g
type: Opaque

Q Oauth 2.0 ID,
9 OAuth 2.0 secret,

TEITRT—1 ocauth2 ;2B A SB35 IERFIEEE, ©fEMA openshift-user-workload-monitoring &3
£ 72 [7]dh & /) oauth2-credentials B Secret T & :

apiVersion: vi

kind: ConfigMap

metadata:
name: user-workload-monitoring-config
namespace: openshift-user-workload-monitoring
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data:
config.yaml: |
prometheus:
remoteWrite:
- url: "https://test.example.com/api/write"
oauth2:
clientld:
secret:
name: oauth2-credentials ﬂ
key: id @
clientSecret:
name: oauth2-credentials 6
key: secret ﬂ
tokenUrl: https://example.com/oauth2/token 9
scopes:
- <scope_1>
- <scope_2>
endpointParams:
parami: <parameter_1>
param2: <parameter_2>

TRB Secret X REILF, EER, Clientld ATLLE| A ConfigMap *1%, 1B clientSecret 4773|
FA Secret X%,

WHE‘E Secret AR A I E OAuth 2.0 FIFHEH,

6 FAF@it 18 EH clientld 7 clientSecret 7XEX % FEH URL,

G BAGERE OAuth 2.0 SEH], XLE3E HRRHI T kR aT LA [ B $RE,
@ FIURFSBATEN OAuth 2.0 BIUERBH,

3.8.2.5. TLS B im B2 UER YAML =61

LUFZ7R T openshift-user-workload-monitoring 34 22 (5] 45 mtls-bundle ¥ tls Secret % §#Y
TLS & iR E R,

apiVersion: vi
kind: Secret
metadata:
name: mtls-bundle
namespace: openshift-user-workload-monitoring
data:

ca.crt: <ca_cert> ﬂ

client.crt: <client_cert> g

client.key: <client_key> e
type: tls

ﬂ Prometheus &28# A FHRIEARS FFIUEHBI CAEH,
© RAT5SRSBITHBIENE IS,
© zrEmi,
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UTFREIERT #FER%E N mtis-bundle B TLS Secret X7 & # tisConfig Li2 5 A P ILER B,

apiVersion: vi
kind: ConfigMap
metadata:
name: user-workload-monitoring-config
namespace: openshift-user-workload-monitoring
data:
config.yaml: |
prometheus:
remoteWrite:
- url: "https://remote-write-endpoint.example.com”
tIsConfig:
ca:
secret:
name: mtls-bundle ﬂ

key: ca.crt 9

cert:
secret:
name: mtls-bundle 6
key: client.crt ﬂ
keySecret:
name: mtls-bundle 9

key: client.key G

m%% TLS S35 UEEIERINT R Secret X RBIEZ R, EER, cafl cert JLA5|H ConfigMap
XI5, 1B keySecret /15| Secret &R,

9 {57 Secret MR P A, HbITEHAM CAILEF,
Q 8 7E Secret X RPN, HPEEIHRMNE M IHIET,
6 BEE MM secret I E Secret X R HHIEEA,

3.8.3. it E ARSI ECE A

&I LAfE A queueConfig M RFKEEE A, LUAMEREANIISE, UTFROIERT queue B8, LU
R e T 4% openshift-user-workload-monitoring %4 22 5] R B9 R ' 7E X B9 T01 B B ZRIAMEL,

ERRAMELHTIEREE ASHEERA

apiVersion: vi
kind: ConfigMap
metadata:
name: user-workload-monitoring-config
namespace: openshift-user-workload-monitoring
data:
config.yaml: |
prometheus:
remoteWrite:
- url: "https://remote-write-endpoint.example.com”
<endpoint_authentication_credentials>
queueConfig:
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capacity: 10000 ﬂ
minShards: 1

maxShards: 50 6
maxSamplesPerSend: 2000 ﬂ
batchSendDeadline: 5s 6
minBackoff: 30ms )
maxBackoff: 5s a
retryOnRateLimit: false @)
sampleAgeLimit: Os Q

M EZFEBN 2 REIEN 2 F 2% ROIEE,

xN\DHRHBE,

DHHRRBE.

B RER RN,

T 5% A X R R s I B B AT [

FEEIRKMENERATFFRRIAN E, BREIXE] maxbackoff i [ B (&R AN,
FEEIRKMEERATEFRFRRKEE,

RS true, DEMLZEE AFHER 429 REREREXIFK,

990990299000

BT sampleAgeLimit [REIBIROIS MR EF, MRERE L, FLEN 0s, NRBRIZSH,

=

wiR
o WEILIEEAFEAIRMR (Prometheus X1Y)

o VIETIEE A% & (Prometheus 3X4%)

39 ETE‘W#%»?JD%E?— ID 7FT»_\L

INRMEE L OpenShift Dedicated &8, FHEFTEE AIBEHEEIB MIX L LB L E BN ZE
A&, MATLURINERERE ID FRZERIAGR B R REEEMNIBINEIE. AR, B ULE X LR RIRRER
BIREEE, FHX OS5 HMER L EMRLUETEIRREIE.

X, MRENSNEFEERSIERE, FHRIENBELZRENKRPEHERS, EALUERSEKE D IR
EENFEREHTHE,

OB HERARE D IESREDEMSIR
o BELEEAFHNEERINCILE,
o FFEREF ID MREARINEET.
o EIXLENELUIMAIRERNIEIE

3.9.1. NIEPROIEEEF ID I
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5 3 & RE R IPHEE

&7 LB Jw i openshift-user-workload-monitoring #3422 7] 1 89 user-workload-monitoring-
config E2 & LGS A EY IR B SR N IEIR OISR B ID PR,

FoRFM
o EELUMEMEH dedicated-admin & &K 1A & EE,
e user-workload-monitoring-config ConfigMap X R1F7E, TESEEECIER BRI &R,
e %% OpenShift CLI(0C).

o MERE TIREEAF,

it =3
1. Yw%E ConfigMap 4 :

a. 1f openshift-user-workload-monitoring i B #4755 user-workload-monitoring-config
ConfigMap %4 :

I $ oc -n openshift-user-workload-monitoring edit configmap user-workload-monitoring-
config

b. 7E data/config.yaml/prometheus/remoteWrite THJ writeRelabelConfigs: Z84 1, &l
5 ID EFICACEE ¢

apiVersion: vi
kind: ConfigMap
metadata:
name: user-workload-monitoring-config
namespace: openshift-user-workload-monitoring
data:
config.yaml: |
prometheus:
remoteWrite:
- url: "https://remote-write-endpoint.example.com”
<endpoint_authentication_credentials>
writeRelabelConfigs: ﬂ

- <relabel_config> 9

ﬂ NIEEZERLR R BRI S AEFINCEEBSIR,
Q B ORRER S AR BRI B E.

LURRBIER 7 S0MAI1E user-workload Y12 rh{FE FAEEEE ID #1% cluster_id # 4 3547 :

apiVersion: vi
kind: ConfigMap
metadata:
name: user-workload-monitoring-config
namespace: openshift-user-workload-monitoring
data:
config.yaml: |
prometheus:

35



OpenShift Dedicated 4 5%

remoteWrite:
- url: "https://remote-write-endpoint.example.com”
writeRelabelConfigs:
- sourcelabels:
- __ tmp_openshift_cluster_id___ ﬂ
targetLabel: cluster_id 9
action: replace

ﬂ RERAMAZ N _tmp_openshift_cluster_id__ BYIGFT£EE ID RIFE, LLIEERFRE
HRIEIEEREEE ID InE & ME .,

‘9 BEREILREAFHEIISIREER ID IFZ LM, NREFEREIREEENIRES
r, MEZERERXNER D RENEMER. W TFREEM, FEFER
__tmp_openshift_cluster_id__, &EEH LT ESMBRE B L ZFRHIRE,

9 replace write relabel 34, (FIRFIREB A E HIBITHBEIRITG . X MEERBRINT
H, MMRERBEIREEMRE, NESBNH,

2. REFXMHLERZEN, FHEERWEINA.

Hth BHR

o EERLZE AT

3.10. #4H F F E B9 B R RSP E FE PRIE M RIS

AN R LMERBRE R VIETE LB, BENRENHESBUHNAREREN Y. BETR
HETTRENBMERIN IR ERM. B, customer_id BHEAHE, EANECELRL N ATEERIE.

B OERREX AW - FRFI, EREPERTFSRAERM AT S BT O A 778 E LI
BHURIN. XA RERFNT Prometheus a8, FHFEAEMA 22,

dedicated-admin RTLAfSE F LA T 7535422610 B P & L B9W B AR REF EFE TR B MBI RN -
o REMAEUNIEBENBEIMRI T EZHREINE
o RHEIRIINEHE. MEBMKEURINEEKE
o OIRTEIAFHREURAIE ETTIEIRER B Frif il & B9E ik
A=
PREVIR ARG AT B BORA L FEFR SRR IN S D RAE B S BBIFR, FF & AL H Gt

REIE VIR E LHARH ERERERMIEEZRRE, ERAAES—HERTEENEYE
AR BB -ENHERE.

3.10.1. N E B E i E R IR A IR RR

R LRSI R A E LT E RSN BRI EZNRARE, L URERIINEHE. ERMK
BEURIREEKE,
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Digk

==
[=]

INRITKE T sample K label limits, MIEARIREIE, F&7ZBIMRIRGHE—
&R BIEE.

FRFM

e LIE R E A dedicated-admin A& i A EE,

e user-workload-monitoring-config ConfigMap XT R7F7E. TEEE IR RIAQIRLEN R,
e B% %k OpenShift CLI(0C).

iy =

1. 7£ openshift-user-workload-monitoring 1 B %% user-workload-monitoring-config
ConfigMap %4 :

I $ oc -n openshift-user-workload-monitoring edit configmap user-workload-monitoring-config

2. 1% data/config.yaml FR10 enforcedSampleLimit E2i&, ARSI & LB E FE BiriR
IS RAIBE :

apiVersion: vi
kind: ConfigMap
metadata:
name: user-workload-monitoring-config

namespace: openshift-user-workload-monitoring
data:

config.yaml: |
prometheus:
enforcedSampleLimit: 50000 ﬂ

MRIEELSE, WEE—NME. X1 enforceSampleLimit =AIFRA - E LTI RED
BirR IR R B =R 50,000,

3. ¥* enforcedLabelLimit, enforcedLabelNameLengthLimit, #]

enforcedLabelValueLengthLimit E2 &7 NZE data/config.yaml, LIRFIFIPRIUIFZEENE. 7%
BRI KELRAFE I E RS EKE

apiVersion: vi
kind: ConfigMap
metadata:
name: user-workload-monitoring-config

namespace: openshift-user-workload-monitoring
data:

config.yaml: |
prometheus:
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enforcedLabelLimit: 500 )
enforcedLabelNameLengthLimit: 50 g
enforcedLabelValueLengthLimit: 600 6

" EEBSREBRHUEAINER, BIMEN 0, REREBIEERS,
‘9 BENERBMFRNERAKE. BIAMEN 0, KFREAERERS,
g BEWEEFHNEAKE, BIMEN 0, REREEEERS,

4. REXHUGERZER, RESEHINA,
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$ 4= BEBENE ALERTMANAGER 241

55 4 = FRE S 28 ALERTMANAGER 5243

OpenShift Dedicated Wik & & — N AHh Alertmanager S5, BT M Prometheus BREHZR, &7
LUARINAER Alertmanager SEf5ISRES BA AR P 7E RO 0T B RO HR,

IMRENZNERRMBRBAEE Alertmanager BSi&, HFENENEHEZRAAMEHE, e MEREAD
8B Alertmanager SEBIE IR S MRV ERIRE,

FEREMH
o EATLUFEAEHR dedicated-admin A& iR EEE,
e user-workload-monitoring-config ConfigMap XT R7F7E. TEEE IR RIAQIRBLEN R,

o B% %k OpenShift CLI(0c).

it =3
1. Yw%E ConfigMap X%,

a. 4w’ openshift-user-workload-monitoring % B 1 #J user-workload-monitoring-config
FCE RS

I $ oc -n openshift-user-workload-monitoring edit configmap user-workload-monitoring-
config

b. 7E data/config.yaml/ 11— <component>/additionalAlertmanagerConfigs: £33,

c. TEARTTHRMEM Alertmanager ECE 11 :

apiVersion: vi
kind: ConfigMap
metadata:
name: user-workload-monitoring-config
namespace: openshift-user-workload-monitoring
data:
config.yaml: |
<component>:
additionalAlertmanagerConfigs:
- <alertmanager_specification>

%I F <component>, BN ZIFHIAER Alertmanager 4142 — : prometheus 5%
thanosRuler,

%I F <alertmanager_specification>, FEHZINHI Alertmanager SH5IHY & 4755 1E A H Ath
BB if1E. BRIXENBPIIEAESE bearer 5h2 (bearerToken) 1% F'if TLS
(tlsConfig), AT RABIEREMETERT A bearer HHEFE ik TLS H2%1ER Thanos
Ruler BEREZIA-BI Alertmanager :

apiVersion: vi
kind: ConfigMap
metadata:
name: user-workload-monitoring-config
namespace: openshift-user-workload-monitoring
data:
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config.yaml: |
thanosRuler:
additionalAlertmanagerConfigs:
- scheme: https
pathPrefix: /
timeout: "30s"
apiVersion: v1
bearerToken:
name: alertmanager-bearer-token
key: token
tIsConfig:
key:
name: alertmanager-tls
key: tls.key
cert:
name: alertmanager-tls
key: tls.crt
ca:
name: alertmanager-tls
key: tls.ca
staticConfigs:
- external-alertmanager1-remote.com
- external-alertmanager1-remote2.com

2. REXHLERZER., ZHEERIH Pod RETNEHEE,
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& 53 Jy ALERTMANAGER E2i& SECRET

% 52 y ALERTMANAGER 2 & SECRET

OpenShift Dedicated Wi & ¥E Alertmanager, BIFZM Prometheus B HEiR miglds, MRE
FEETEWESEZHAITEMREIUELUE Alertmanager BER A 'S A X ZEH, ERILUE Alertmanager B2iE 1 {#E
BEEKEFMEILEIEDN secret,

g0, EATLUS Alertmanager BRiB W {EF secret SEEHRFAEIETMA N (CA) & FrBIE T B s 3
BRI T BB IE, LRI LU Alertmanager BB 1 {E A secret SHREERTEAR HTTP SR 5 IEEE XX
R B AT EMDRIE, EXHMERT, BHEIEFIEESSTE Secret X R, MARSHEE
ConfigMap X/,

5.1. £ ALERTMANAGER EZi& 740 SECRET

&0l LLE T 4w openshift-user-workload-monitoring il B A #J user-workload-monitoring-config &
BT, 1 secret WINEIA P E LB E M Alertmanager E2E .

I secret RINEEEMREF, secret fE—NE1EEE Alertmanager Pod #J alertmanager & 23 Y
/etc/alertmanager/secrets/<secret_name BJ%& H,

SEREMH
o EATLUEAEHR dedicated-admin A& iR EEE,
e user-workload-monitoring-config ConfigMap XT R7F7E. TEEE IR RIAQIRB LN R,

o RE N3 T E7E openshift-user-workload-monitoring 5l B 18 Alertmanager FECER]
secret,

e B% %k OpenShift CLI(oc).

it =3
1. Yw%E ConfigMap X%,

a. 4w’ openshift-user-workload-monitoring % B 1) user-workload-monitoring-config
FCERRST

I $ oc -n openshift-user-workload-monitoring edit configmap user-workload-monitoring-
config

b. EFALLTEE, 7£ data/config.yaml/alertmanager/secrets T7&I1—4" secrets: £84% :

apiVersion: vi
kind: ConfigMap
metadata:
name: user-workload-monitoring-config
namespace: openshift-user-workload-monitoring
data:
config.yaml: |
alertmanager:

secrets: 0

- <secret_name_1> 9
- <secret_name_2>
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AT EEEHEHE Alertmanager Y secret, secret AL TS Alertmanager X 548
BBy 22 (A,

BEEKERFMEILEIERN Secret M RIIELFF, MRERMZA secret, HHFEFN
secret AEFTITH,

AR R IBC EBRGTIXEHF Alertmanager BCi& A& test-secret # test-secret-api-
token BI > Secret XK :

apiVersion: vi
kind: ConfigMap
metadata:
name: user-workload-monitoring-config
namespace: openshift-user-workload-monitoring
data:
config.yaml: |
alertmanager:
enabled: true
secrets:
- test-secret
- test-api-receiver-token

2. REXHLMERLZEN. FNEESKBTIN A,

5.2. TE/ [ = U AN E SRk A B AR A P 2

EA LUFEE Prometheus BIAERIRZTHRE, 1B E XIRZEMIINEIE FF Prometheus BIFRA B (8] 51 F1E
?&Q

FEREMH
o EALUEAEHR dedicated-admin A& iR EEE,
e user-workload-monitoring-config ConfigMap XT R7F7E. TEEE IR RIAQIRLEN R,

e B% %k OpenShift CLI(0C).

it =3
1. Yw%E ConfigMap 4 :

a. 1f openshift-user-workload-monitoring i B #4755 user-workload-monitoring-config
ConfigMap %4 :

I $ oc -n openshift-user-workload-monitoring edit configmap user-workload-monitoring-
config

b. ff data/config.yaml T & L& MEIRERMBITR LS

apiVersion: vi

kind: ConfigMap

metadata:
name: user-workload-monitoring-config
namespace: openshift-user-workload-monitoring
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data:
config.yaml: |
prometheus:
externallLabels:
<key>: <value> 0

ﬂ FFRREXT B <key>: <value>, H <key> ZHFIrZHIME—EZFE, <values 2B
(EER

Digk

==
[=]

o RE(HF prometheus 5 prometheus_replica /£ & FF,
HNElRREBNHIBES.

o T ZE(#H cluster 3 managed_cluster fF N BiAEH, FEATIIT
BERSREBTETET R A G FRIRPERIEIER A,

£ openshift-user-workload-monitoring B &, Prometheus 1 Tt {15
¥R, 0 Thanos Ruler 7 57 LB ERFNIC KM, 7E user-workload-

monitoring-config ConfigMap # /) prometheus % externalLabels R &
NIEVAECE A BRI, AR AT AL ES B A SRR,

plan, BRAXMEXIMEMERTEIERINE S A E L899 B 8RBT A I E F 2R E R
B, EEBLUTRA

apiVersion: vi
kind: ConfigMap
metadata:
name: user-workload-monitoring-config

namespace: openshift-user-workload-monitoring
data:

config.yaml: |
prometheus:
externalLabels:
region: eu
environment: prod

c. REXHUMHRLTEN, ZHEERINDN Pod RBEHEE.
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5 6 & {E/ POD 1h¥h 43 75 PR K i 22

% OpenShift Dedicated pod EBBEIZ NI FARXA, A LAER pod R 2 SRRIESI WA N A - E
M BYIEE pod BRI 4 RN,

Pod fa#h 2 HARESE D RIS pod HE, T ROMEITRNOEMEIG], MXEXFHRH
MWEHMXE, A4, BEEBERBRAEE pod, BEAUARLRER TMREEMSIER,
HiBR

® Kubernetes Pod Topology Spread Constraints 3X#4

6.1. BZi& POD #hFh 9 % PRl

ERILUN R A E RS HEERE pod #RFM 2 RRHE, LURSIANME K FE R RB pod BIA, XFERTHAER
pod EASHAMHEARMIZT, EHITENEIBERBNEEHOHDZEMEBRY KA,

& LU# A user-workload-monitoring-config BCiB R ST 11512 pod EZ& pod $R$h 2 BRI,

FEREMH
o EALUEAER dedicated-admin A& i REEE,
e user-workload-monitoring-config ConfigMap XT R7F7E. TEEE IR IR R,

e B% %k OpenShift CLI(0c).

Pt =

1. 4% openshift-user-workload-monitoring % B ## user-workload-monitoring-config £ &
BRET :

I $ oc -n openshift-user-workload-monitoring edit configmap user-workload-monitoring-config

2. 1f data/config.yaml FEXFRIMU T X EREE pod b2 HIRH

apiVersion: vi
kind: ConfigMap
metadata:
name: user-workload-monitoring-config
namespace: openshift-user-workload-monitoring
data:
config.yaml: |
<component>:
topologySpreadConstraints:
- maxSkew: <n>
topologyKey: <key> 6
whenUnsatisfiable: <value> ﬂ
labelSelector: 9
<match_option>

Q@ EEEENHEE pod HIMDHIRBINAIE AT,
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https://kubernetes.io/docs/concepts/scheduling-eviction/topology-spread-constraints/

%5 6 = {1 POD #h#h 2 R BRFIsk

7 maxSkew F§ERFEEH, BENLT RITFARHEEDDH pod WIRE,

o0

., HERFRZIHNNAE pod REEENEH,

& whenUnsatisfiable 5§ —ME, " A% E$E DoNotSchedule 7l

o

ScheduleAnyway, #1REFHE maxSkew EE LBt lEBH/IMEPEER pod =
Z B S FHIERK(E, NI¥EE DoNotSchedule, MREFEHERZFENMAVE pod, BHA

BEFRME skew BT R FERMILSEN, 1HIEE ScheduleAnyway.

1 topologyKey 187 7 min% i, A EA WEAERERSNT S ER—H

11y
mIT

© 57 labelSelector EEHILEM pod. S ULHRELIFBICEM Pod #ITE, AR

RFME B pod BE,

Thanos Ruler ¢ & =~

apiVersion: vi
kind: ConfigMap
metadata:
name: user-workload-monitoring-config
namespace: openshift-user-workload-monitoring
data:
config.yaml: |
thanosRuler:
topologySpreadConstraints:
- maxSkew: 1
topologyKey: monitoring
whenUnsatisfiable: ScheduleAnyway
labelSelector:
matchLabels:
app.kubernetes.io/name: thanos-ruler

3. REXHLERZER. ZHEERNIH Pod RETNEHIE.

6.2. 7y RAE M1 E B &5
f&AT LR Alertmanager. Prometheus Operator, Prometheus #1 Thanos Ruler B2 i& H &5,
LU BEL A A A2 user-workload-monitoring-config ConfigMap A E9%E <404 -

e debug, ik, FR. BEMERER.

e info, ILRER. BEHEMEHER,

e warn, [ULREBEEMHERHER.

e error, [ULREEIEHR,

BIABEL 5 info,

lEis Sas
o EAILUFAEAR dedicated-admin & &A1) A EEE,

e user-workload-monitoring-config ConfigMap XT R7F7E. TEEE IR RGBT R,
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o B% %k OpenShift CLI(0c).

it =3
1. Y%k ConfigMap 4 :

a. 1f openshift-user-workload-monitoring i B #4755 user-workload-monitoring-config
ConfigMap %4 :

I $ oc -n openshift-user-workload-monitoring edit configmap user-workload-monitoring-
config

b. 1 data/config.yaml T 44710 logLevel: <log_level> :

apiVersion: vi
kind: ConfigMap
metadata:

name: user-workload-monitoring-config

namespace: openshift-user-workload-monitoring
data:

config.yaml: |

<component>:
logLevel: <log_level> 9

Q MEHERERTI| I RS A, S TFRAIEERE, JTRARESR
alertmanager. prometheus. prometheusOperator #1 thanosRuler,

Q N RRHENBENS, ATR{ES error. warn, info 1 debug. ZRiAE ) info,

2. REXHLERZER. ZHEERTH Pod RETEHIE.

3. BT EEEXIIEFHEES Pod EEBRBINBNAT BEHNF. UTRAIKE openshift-
user-workload-monitoring 1l B H#J prometheus-operator & F I HEL )

$ oc -n openshift-user-workload-monitoring get deploy prometheus-operator -o yaml | grep
"log-level"

=1

I - --log-level=debug

4. EAMH Pod BB ERIZTT. ULTFRBIZIE T openshift-user-workload-monitoring %i B #
Pod B :

I $ oc -n openshift-user-workload-monitoring get pods

fNR ConfigMap &5 7T — PN KRIFAIH loglevel {E, NI/ Pod RTEETTIRAK
A hEf,
6.3. 7 PROMETHEUS E B & EEXH
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%5 6 & {1/ POD it 7R BR$IR I

E7 LS Prometheus BB WS B1 82T E BIHE AR B EX .

BF

HTFAZFATRE, R FERE A TS PRI & Imff /5 RLLIheE. FemiifE
HebRE, @ RE SN ConfigMap M RATMEVESCRER EWBRILT, LIS RIZIEE,

FeREH
o TAILUFAEA dedicated-admin & &A1) [ EEE,

e user-workload-monitoring-config ConfigMap XT R7F7E. TEEE IR RIAQIRB LN R,

e B% %k OpenShift CLI(oc).

it =

1. 7£ openshift-user-workload-monitoring 5 B F %% user-workload-monitoring-config
ConfigMap %4 :

I $ oc -n openshift-user-workload-monitoring edit configmap user-workload-monitoring-config

2. 1% data/config.yaml 5 prometheus 1l queryLogFile: <path> :

apiVersion: vi
kind: ConfigMap
metadata:
name: user-workload-monitoring-config
namespace: openshift-user-workload-monitoring
data:
config.yaml: |
prometheus:

queryLogFile: <path> ﬂ

ﬂ FEHEPICRERR X HBIRRE,

3. REXHLERZER. ZHEERTH Pod RETNEHEE.

4. BEAME pod BB IEEIZTT. UTRBlRSFIE T openshift-user-workload-monitoring i
BB pod SR :

I $ oc -n openshift-user-workload-monitoring get pods

5. &Hy El]’/jEIL;\ :

I $ oc -n openshift-user-workload-monitoring exec prometheus-user-workload-0 -- cat <path>

. "
ARETICENENERE, RERERNIKE.
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B7E NASENHTB A

Hth TR

£ dedicated-admin, fEET L\ A LB T, BRI LUM A TAE A B R HERR & AT
EO

70 MRS EXRIIB AR

SR T, AN E TEN LR, MREREE RN B R A E L TE, BT

UEHAE,

FRFM

o B EfTiE| OpenShift Cluster Manager,
it 3
1. 1€ OpenShift Cluster Manager Hybrid Cloud Console Fi%#—1N&EE%,

2. m Settings &I,

3. m Enable user workload monitoring &%, LABUHIERF LT, A= Save,
ZREAS TEMAENEE, Prometheus. Prometheus Operator #1 Thanos Ruler ZH441E
openshift-user-workload-monitoring T B #{Z Ik,

7.2. FF R E HI B M R HERR

AP T E R R eI AR AN A A P E LBIIE,. Mk, RFFF openshift.io/user-monitoring F1%5 7%
BN B8 ZE ], A% false,

it =

1 RN B dp & 22 A -
I $ oc label namespace my-project 'openshift.io/user-monitoring=false'
2. BEFFANE, 1EMa 22 R BRIZIRE -

I $ oc label namespace my-project 'openshift.io/user-monitoring-'

-
MR B A EANEKMN LB FR, Prometheus BIBEEZE /L9 E RIE RIS G
{ZIEREE ],
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B 8 & A E XM E S AEREH

8 & A E NI E FRAERIEH

£ OpenShift Dedicated A1, dedicated-admin AT LA A& LT E B BEREH, XMTRREFNE
FLB R RK

o NAMENMIIESRAERKE, LUFEREMA Alertmanager 24l
o BFRAFPPRENAFE KNI B REERER.
SERIX LSRG, FAARMEMRAATLUNEFE W BERE B E CERMEREH,

8.1. TR & X i B MERIKH

Y77 dedicated-admin, ERILUCH A E L HIUE 5 A EREEH, FALIIEE, ERILUATREFERA
alert-routing-edit A A A E LT ERBER B EMEKES, XLEBHETATHIAE
N H 3R Alertmanager SEBIEEH,

RIE, BFELLET A E X B g2 nEE AlertmanagerConfig X SREOIBMEEFE ' E L HWE
RE&ER, MEHEEEGMEE,

AFNRAAEXHTBE N TERRBGE, A EXNERBRFEHEE openshift-user-workload-
monitoring 3% Z2 |5 1Y alertmanager-user-workload Pod.

p= Y=

LUF 2 R E L8951 B B E R B& R RIPR I

o XITFHAFENBERMN, BFENMNBBAEREEIE LR SRZEE, Flin, 6
72 /8] ns1 PR AECE (GER FRE—Mm &% (H H 8 PrometheusRules TR,

o UMZERATIFBER/E XM LA, 4 %EAA AlertmanagerConfig
YRS A Alertmanager BRBRI—E84),

8.2. N E N HEREHEE B —1HMA ALERTMANAGER 24l

£ OpenShift Dedicated &, &AIRERRE N E X BEBE L F Alertmanager £, BIREAFE
YHERSRINESERD T, EXEERT, EaLLEFE RSB — 5B Alertmanager 5261, 1L
AP E BB & X E R,

FeREH
o AILUFAEA dedicated-admin & &A1) A EEE,

e user-workload-monitoring-config ConfigMap XT R7F7E. TESEE IR RIAQIRB LR,
e B% %k OpenShift CLI(oc).

Az
1. %%k user-workload-monitoring-config ConfigMap % :

I $ oc -n openshift-user-workload-monitoring edit configmap user-workload-monitoring-config
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2. 1f data/config.yaml T, 710 alertmanager %f4 8 enabled: true #1
enableAlertmanagerConfig: true :

apiVersion: vi
kind: ConfigMap
metadata:
name: user-workload-monitoring-config
namespace: openshift-user-workload-monitoring
data:
config.yaml: |
alertmanager:
enabled: true

enableAlertmanagerConfig: true g

ﬂ ¥ enabled 1%/ true, NEEEHMIAF E LHIEE A Alertmanager € FSEHl, JHEX
) false K& RS RIS A € BT E 2 Alertmanager. RS ILEIZE D false,
SEMNMREIE T B, NAFEXHWERSKKBEIBIATES Alertmanager S£fl,

9 1% enableAlertmanagerConfig {E % & true, LUER ' {#H AlertmanagerConfig % §
N EHOWERKRBRE.

3 REXHUERZEN, BFRAELHITER Alertmanager ¥ LI BNE,
e U5iF alert-manager-user-workload pod @& IE{EIZ1T :

I # oc -n openshift-user-workload-monitoring get pods

=1
NAME READY STATUS RESTARTS AGE
alertmanager-user-workload-0 6/6 Running 0 38s
alertmanager-user-workload-1 6/6 Running 0 38s

8.3. &% T M/ AR F I AP E B B Bo B Bk B
BT LR T A P RURSR ) P 7 LM B R B R B e,

FeREMH
o EELUMEMEH dedicated-admin & &I 1A & EE,
e user-workload-monitoring-config ConfigMap XT R7F7E. TEEEOCIERRIAQIRB LN R,
o EFAGLRIAIKSEFE,

e B%% OpenShift CLI (oc) .

ik =
o I alert-routing-edit £35S E4 A E L HUIBRBIEF -
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I $ oc -n <namespace> adm policy add-role-to-user alert-routing-edit <user> ﬂ

Q %IF <namespace>, Bt E X HUIEGAZEE, W nsl, XfF <users, BifEE
HEAEZABRIKFRA B,

Hith 5w
o JAFEXRIE IR ERIRH
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59 E BB
Rl LU ESEIR, LUGIEEEHAENE B M T EREHRINIE R,

9.1. T f&¥str

£ OpenShift Dedicated #1, SEAMREZEA R ZIRIVBTIRFIHRAFEEIR. ZARTLUYAFE X
WIMBEEEIRES. EBED, SRR ESEAHNEE ST EMNRIER.

IR LB TN AR A8 A Prometheus & i 43R E IR E R B S TR M B3R BIIETT.
£ OpenShift Dedicated A1, 1§ir@id /metrics #SEHEM T HTTP RS IR M AT, &R LUBFx)

http://<endpoint>/metrics iZ1T curl H i35 E ARSI A AT AiEIR. fla0, EFILAA prometheus-
example-app RBINARFLAFEE, REZTUTHOREEEMETAET :

I $ curl http://<example_app_endpoint>/metrics
i Bl

# HELP http_requests_total Count of all HTTP requests
# TYPE http_requests_total counter
http_requests_total{code="200",method="get"} 4
http_requests_total{code="404",method="get"} 2

# HELP version Version information about this binary

# TYPE version gauge

version{version="v0.1.0"} 1

Hh iR
® Prometheus & /% X4

9.2. MR EXKIMB R EEINES

B LLEEE—1 ServiceMonitor 53R, MBI B YIRS in IR EIE IR, XRIXIEHIN AR
£ Prometheus & P % A /metrics #1582 FRA FF T,

ATNE T WAERFE L E pEERAIIRS, ARELIE—1 ServiceMonitor TR E YN 1Z a0
WEIRIZARSS

9.2.1. BRE R HIARSS
T E T E ARSI s, R AT AR B R AIAR S

=55
o EAILIMEMARE cluster-admin £ A BHEAGAEREEIRMAF F1iH%EE,

i =
1 WARSEEQIR YAML X, EARBIFR, %% N prometheus-example-app.yaml.,
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apiVersion: vi
kind: Namespace
metadata:
name: nsi
apiVersion: apps/v1
kind: Deployment
metadata:
labels:
app: prometheus-example-app
name: prometheus-example-app
namespace: nsi
spec:
replicas: 1
selector:
matchLabels:
app: prometheus-example-app
template:
metadata:

labels:
app: prometheus-example-app

spec:

containers:

- image: ghcr.io/rhobs/prometheus-example-app:0.4.2
imagePullPolicy: IfNotPresent
name: prometheus-example-app

apiVersion: v1i
kind: Service
metadata:
labels:
app: prometheus-example-app
name: prometheus-example-app
namespace: nsi
spec:
ports:
- port: 8080
protocol: TCP
targetPort: 8080
name: web
selector:
app: prometheus-example-app
type: ClusterIP

ERBSTER M E LK ns1 T H HEE & - prometheus-example-app FIIRSS. WIRFZ AT
B 7E X version 515,

3. MECERNREIER -
I $ oc apply -f prometheus-example-app.yami

EREZIR S FEE— LA,
4. AR EZ Pod B & IEFEIRTT ¢

I $ oc -n ns1 get pod
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i th o Bl
NAME READY STATUS RESTARTS AGE
prometheus-example-app-7857545cb7-sbgwq  1/1 Running 0 81m

9.2.2. {5 E A A AR 55

EFARS A FFHEDE, I OpenShift Dedicated Wi IZREZE y M /metrics i s RIRENIE bR, &H
LUEFR—4 ServiceMonitor B & X FRE X (CRD) NiZu{a iR SS, ={FEH—4 PodMonitor CRD
BN Z AN NI pod, AIEHRE Service W R, MEENAFEE, FfIF Prometheus EEM Pod AFF
BITE i s IR ER TS FTe

LESRARSE R T a04al o A P E RO B R R 55 6112 ServiceMonitor H5IR,

(1} =355
o OJLIfEAESA dedicated-admin £ 5k monitoring-edit A &A1 A&,

o EABIF, EETE ns1 HIBFEET prometheus-example-app ~HIARS .

p= Y=
s prometheus-example-app =R ST ZHF TLS F15%0E,

it =

1. /%5 example-app-service-monitor.yaml 8937 YAML E2& 34,

2. 1% ServiceMonitor FRARIMNEI YAML 32/, LUFRBIAE—1 % prometheus-example-
monitor BIAR 55 51238, FATFIREX ns1 fn & ZE[H Y prometheus-example-app k552 FFRYE
B

apiVersion: monitoring.coreos.com/v1
kind: ServiceMonitor
metadata:
name: prometheus-example-monitor
namespace: nsi
spec:
endpoints:
- interval: 30s

port: web g

scheme: http

selector: 6

matchLabels:
app: prometheus-example-app

Q@ EERSZINMAIELMREEN,
Q 8 EEH Prometheus 1REXBY IR sim .
9 BoE L ER, RIEBETHIERZ TSRS,
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-

FA P 7 LB 6r 4 227 FR ) ServiceMonitor B RUAE % IR — 8y 4 22 A RO AR 5
thFi 214, ServiceMonitor 75/REH namespaceSelector F % o\ 2 # 2B,

3. [HEEN AR
I $ oc apply -f example-app-service-monitor.yaml

ERZE ServiceMonitor 7R EE —LEh[H],

4. %F ServiceMonitor KR 2B IETIAIT :

I $ oc -n <namespace> get servicemonitor

i Bl
NAME AGE
prometheus-example-monitor 81m

9.2.3. RS IR = F P EIE IR E R

& e] LA#E A ServiceMonitor #1 PodMonitor B X R E X (CRD) 4 F F & X 951 B i 12 e & AR 55 i
S1PUIE,

LUFRRBIFERT ServiceMonitor R AR MR E, BN RAERT NAEES S BHRILESRE
FEMBRLBHIXT . Secret TR,

9.2.3.1. ¥/ bearer ThEH YAML B35 uE=fI

UTFREIERT ns1 oL 22 A fF 47y example-bearer-auth # Secret X7 E bearer SHXIE :

bearer k& secret =i

apiVersion: vi

kind: Secret

metadata:
name: example-bearer-auth
namespace: nsi

stringData:
token: <authentication_token> ﬂ

ﬂ EEF DI IESRE,

LUFRBIERT ServiceMonitor CRD B bearer S &R KIEXE. XN RBIERSES example-
bearer-auth B Secret %% :

bearer T B35 iE R~ HI

apiVersion: monitoring.coreos.com/v1
kind: ServiceMonitor
metadata:
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name: prometheus-example-monitor
namespace: nsi
spec:
endpoints:
- authorization:
credentials:

key: token 0
name: example-bearer-auth 9
port: web
selector:
matchLabels:
app: prometheus-example-app

ﬂ 1EIEEH Secret K RAEE F DRI SN,
Q SBE BRI ERERN Secret X RHIZ R,

BF

AE(FEFH bearerTokenFile E & bearer 5hé., WR{EMA bearerTokenFile E2
&, ServiceMonitor %R #RIE,

9.2.3.2. HFEX R RN YAML Bl
UTFRBIERT nst1 a2 [H 45 example-basic-auth 9 Secret X REAXFHEIFLE :

BEABHPRIE secret =

apiVersion: vi

kind: Secret

metadata:
name: example-basic-auth
namespace: nsi

stringData:
user: <basic_username> ﬂ

password: <basic_password> 9

Q@ EERTEARIEMASE.
@ EERTEHRIENED,

LUFRBIERT ServiceMonitor CRD FIEARBRKIEINE, XN RAI{FERA% N example-basic-auth B9
Secret &R :

EXF ORI E A

apiVersion: monitoring.coreos.com/v1
kind: ServiceMonitor
metadata:
name: prometheus-example-monitor
namespace: nsi
spec:
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endpoints:
- basicAuth:
username:
key: userﬂ
name: example-basic-auth 9
password:

key: password 6
name: example-basic-auth ﬂ
port: web
selector:
matchLabels:
app: prometheus-example-app

Q 1E18EM Secret X RHAEE B LHITH,
wﬂﬁgiiéﬁgﬁiftﬁ’\] Secret % RBIEZ R,
9 1E187E Secret MR T EHIEHHEEH,

9.2.3.3. f#if OAuth 2.0 By YAML &350k Bl

LT RAIERT ns1 pg 22 a4 example-oauth2 #J Secret X & #) OAuth 2.0 ¥ i& :

OAuth 2.0 secret 7=l

apiVersion: vi
kind: Secret
metadata:
name: example-oauth2
namespace: nsi
stringData:
id: <oauth2_id> ﬂ

secret: <oauth2_secret> g

Q 57 Oauth 2.0 ID,

9 87 Oauth 2.0 secret,

LUFRBIERT ServiceMonitor CRD B9 OAuth 2.0 B3 %% E., XN REIFER%E N example-oauth2
B Secret T4 :

OAuth 2.0 B35 IEXE A

apiVersion: monitoring.coreos.com/v1
kind: ServiceMonitor
metadata:
name: prometheus-example-monitor
namespace: nsi
spec:
endpoints:
- oauth2:
clientld:
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secret:

key: id @)

name: example-oauth2 g
clientSecret:

key: secret 6
name: example-oauth2 ﬂ
tokenUrl: https://example.com/oauth2/token 9
port: web
selector:
matchLabels:
app: prometheus-example-app

Q 1E387E Secret X RHEE OAuth 2.0 ID HIEH,
wﬂﬁ OAuth 2.0 EIFH Secret X RHEZ R,
9 18 %€ Secret X RHEE OAuth 2.0 secret BIEHH,

g FAFEiTIEED clientld #1 clientSecret 7XEX 5 k&Y URL,

Hi 5w
o HNMEIERMAE XHTIE F TLS {REE T

9.3. HifIEIT

OpenShift Dedicated ¥ (YRR AT 181247 Prometheus Query Language (PromQL) EifjskEF KR
R E2IBIIEIR. LEIREIRMA XRERHUKRZE R IR EM A E L TE M HRIRERE B,

Ll dedicated-admin B9 513, ER RN Ei—NHLS N apRZEE, LURIRE XA E XTI EBE
*/j_io

AT RE, BRI EESN B &M, e EErRENRY sEEE LT B ER.

9.3.1. IR EIE O B &R E U B BB IR

Y74 dedicated-admin SXEAGFFENIE EENRBAF, &R LUTE Metrics Ul i [RIFRE BRI
OpenShift Dedicated #1F F & X 8951 B BI4E 1T,

P2y~
. RAETRAEE A BN OpenShift Dedicated Monitoring IRHEHIEE =7 Ul,

FeREH
o A LI{FAER dedicated-admin AENA i HERE, NEBMEUEHMNEENR,

e B% %k OpenShift CLI(oc).

it

1. M OpenShift Dedicated Web 2%l & F#) Administrator #1f, % Observe - Metrics,
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2. gmﬂﬂ_/\_ﬁ%/l\%?ﬁ, ‘LFJ%)“ TUT#EEZ—

PIBBE L&, ¥ Prometheus Query Language (PromQL) 2]
S INZEI Expression FE&H,
LI PromQL RiERN, BIEREUREH
AR THIFISR AP, XL TIENRE. #BI5. T
ZRONT A ShE, AT LAME R A S L R —
TEWHTE, AER Enter U1 B R INEEH
FREAH, EAATLUGBEIEH B IR INAMIIE
£, UEFZIE 8 RS,
AINZAEM, %% Add query.
SHIMANEI, .
.
H
PEFEE 5518 Options 354 N prites
Duplicate Zif,
EHERIELEZT, .
.
H
PEFEE 551 Options 354 Frak#E

Disable query,

3. &z T?E@'JLEI’J W], E1%EFE Run queries, AERAPESENEME IR, MMREWITR, N

Ul & KJ_L_/ %Eﬂi

/é /Cho

MRBE KEBIRATIZE, XATRERTELHIN K E R b 238 E 5T 2o
BRI FIENR, 1E1ERE Hide graph HFE(UERIEIRRER AL, RiE, EH
BT ERE, BRERRSHER.

BMERT, iR TR— P RIFNNE, SIS METRIE L, AL
7 RBIMEE R,

4. °% : TIE URL IESSE21THE R, EEURBRERX EiH), HRFIXD URL,

5. RFRUHALIET, B, 3R ERAERRNE REREET, BTGB T RIER
7% LR A T -

i}

FE iR 2R R IR A $8 7.

25U

=B Options 3 & F =2 Hide all
series,
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i}
FE R AR .
KRB RFFERA FSEHL

EERFSEHE,

TERFRE T B] R LA EI BRI H.

Hith BHR

sk

FERR, BREGEHELNTHERNS

F£—:

o RITERIEKERMA LD, UATMET
IR AISE F,

o fERZE LA H LR FSEH.,

1%+% Reset zoom,

NEmtirREERRLE, BHERRERER
Hit,

%% Hide graph,

o HXIE PromQL BIHMEZEER, HSH Prometheus &1 3 14,

9.3.2. UFF A E B AR EIR R P E AT B s R

BRI UL L EHEETE BB RA - 207 R B - E 0 E B R,

1E Developer flfAH, Metrics Ul S ERTED B B—LLTiE L CPU, AFE. W RANMEHESER, &
ARSI BB CPU. RfE. Wi, SIS BREFIERZ1TBE X Prometheus Query

Language (PromQL) Zifi,

Fr 4 & REEfEA Developer f1f, MABEMER Administrator i, FANFAE, E—R
ReeFi— DU EMIEIR. FFRAGRTED A OpenShift Dedicated NIRRT =7F

Ul,

FRFH

o NFEEEFENNIIE, BALMFAFLZERREREETIRNA UMK,

o MENAFEXWITBRAT WL,
o MEERFENNITEPEHET RS,

o ME NIZIRSDIE T ServiceMonitor B E X5

it =

TRE L (CRD) , LAE Nl %R %,

1. M OpenShift Dedicated Web 1%l & #1#) Developer 113, 1%# Observe —» Metrics.,

2. 1 Project: FIR i FEEAEBIBITHITIR,
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3. M Select query FIZRApiLiFEHEH), E BT Show PromQL AREFTIEE QIR B E X
PromQL &if], KXRASEN SN ERBIER.

' p= =1
, £ Developer i/, R—RRBEIZT— &,

4. @i PAT AT BRAF SRR B AL BTE L

T Hh

BKRERF B EEEHE, F—:
o HLERHMEKEARE LS, AR

RS [RISE

o [HFZ L AMISE IR ESER,

EENESER, 1%FE Reset zoom,

TEERT 9] s TR E EIE R . SRR EEERKRLE, TRk NS HIER
HEOH,

Hh iR

o HXMIE PromQL BIHMEZEER, S Prometheus &1 3C 14,

9.4. KEXNE XIETR B IrRIE4HE R

7 OpenShift Dedicated Web %I & #) Administrator Ml &/, EaLU#EH Metrics Targets THE
. BEMIIELHAFRRMGR, AT RIMPRE-, fln, SeUEEB RSk
7, LLEZE OpenShift Dedicated Monitoring Foi& M B FRZH 4 AR R EXIE TR,

Metrics BHRITE T P E CH T B B T,

FeREH
o EAILIFEAEA dedicated-admin & &A1) A EEE,

it

1. 1€ Administrator A, % Observe —» Targets, ILHf&$TF Metrics targets TiHE, H
SE NIRRT A IR i = B ir8951R,
ATTE/RT OpenShift Dedicated BN B A - & MU EMWBEIRBFEAER. ATIAIETE
NEFRHLUTER :
o IF/EIRENHIARS5UfH = URL
o #IAEM ServiceMonitor ZH 4
e B8 up X down K&

o aRZ[A

h=)
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o RIEHRENHIES [H]
o RE—RIZENFFLEAINS A
2. w3k fEPRBARFIRATRELE K, BEBREBS, WHUTUTRIFZ—

il s
AR SRS B T 1E Filter SIS rh 24355 i,
A B BTN T

e Status jTESS :

o Up, BrHEEIEEs), EREIMEE
o

o Down, BFIrHaicE, RERIUE
Fro

® Source jTjESs :

o Platform, FEAZHIKBIMIS AWS
ZRIATI H B Red Hat OpenShift Service
MR, XL B R Red Hat
OpenShift Service on AWS /0N EE,

o User, A Bir5HME X HITIEE
X, XLEEZA MG, "TLET

BE Lo
RIEATR IR R B T, TEIEFRIEZINH Text =X Label FEE i A 23R
1A,
Bt THERF . =m— %4 Endpoint
Status,Namespace,Last Scrape, 1 Scrape
Duration Fl¥r%,

3. #i BHr8 Endpoint BT URL, USMMEIE Target i¥fEmE. ATIRHEXBHRNER, &
&

iR I AR & URL

EPRHIZET Up 3¢ Down K&

Bl en 4 22 (R B BE I

2l ServiceMonitor ¥ BB HE

B InE B ARE PR
JE bR ER B AREY R K A
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10 & EEER
£ OpenShift Dedicated 4 A1, AT L& Alerting Ul BEIR &R, FREAAIZIRANI,

o ERMN, BN E—HMDRERFPRHERSHRYE, SXEREHRNIMEAENR. TH
BN 2B — D EM R E LERIEHR A

o EfRR, HEWRMNIAPELHERHENHEN ML ER, BIRRHT —FEH, BUHBATE
OpenShift Dedicated BB —HIE R,

o FER. PIUEIRL AR, LUBEEERFMARN ZXBA. SR LUER BN EFHRER,
R TR SRR I [A] &,

Pz
Alerting Ul el RV ETR, BEFMERANSE 5 RTIEEX, F0, mREUESR
cluster-admin B BHEAF BHER, ER LU RIREER,. BEFERANI,
10.1. 7£ ADMINISTRATOR #1 DEVELOPER #1.f8 F11Jjj/n] ALERTING Ul
Alerting Ul ®T3@55 OpenShift Dedicated Web #& B9 Administrator Y1 Developer L Vi [F],

e 7£ Administrator i/, A Observe — Alerting, LA FH Alerting Ul FRI=NEETIHE
2 Alerts. Silences 1 Alerting #L)UI| 71,

e 7£ Developer fifa/1, A Observe — <project_name>— Alerts, TEXNIAR, LRk, #HE
FERINERET Alerts TIEHEIE, Alerts AT H R RIEETFAMET B,

p= Y=
1E Developer i/, ZATLLMEIE Project: <project_name> FlIZR AR iJj[A] B #% /D)
OpenShift Dedicated #1F - & LI B ke, B2, MREEFUEHEERASGHE
%, MAEESRS OpenShift Dedicated # /DI BAERXEENR, FHERFNEIRANI,

10.2. BRI IEER. FREIFNZARAN

IREI LS E Alerting Ul AR B/ RBYE ., BBAERIN, KTNEEA A AR =L,

T RERT kSR

£ Administrator &/, Alerting Ul B Alerts TTEIRHH X5 B\ OpenShift Dedicated M F &
YT BEXERMIFAER, ZIHASFESNERN™EYE., KEMRERE, HlaERERHE
AH HRDRASRIT [,

R DUREICRS, mEMFRRITEE. BAERT, RR|ETLT Firing SRS Platform &k,
TEER T BN ERIEIE

e State TJESS :

o Firing, EiRETMA, RNHBERSEM, BrIEM for FLENE BT, HRERE true
I, BRI,

© Pending, ZERLGTFEHRT, BEAFFERMNPIEENRSNE, REEMRLE
Mo
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o Silenced, IMfE, BEIRETE LB RN TFERIVRT. #MSREBEEE LH—HIRFZLFE
RnrER#ES, Y TEMRAEIIEMNESRENRARNCRENER, TRALEBEH,
® Severity i1iE2S :

o Critical. A TERMFGTRERTEERTMN, ZEREMANFTEINRE, HEES
RIEED N K IR ATEA

o Warning, ZERIHTXIRESFSEIENSEHREEEEBR, UBLEREHELE, EEBER
B FH B — AN A) R SR S AT FE BN B E 5

o Info, ZEMRMNATFRHAER.

© None, ZEMEEE L™ EM,

o AR LN SR E LI EBXNERIBZBE U EME L.
® Source i1 2 :

o Platform, FE&KFINEIRINS OpenShift Dedicated BRIAITBHEX, XL B 124
OpenShift Dedicated /DI EE.

o User, AFEMRSAAEXNIEERX, XEERIAA0UEN, HTEEL. AFENH
THEMEEETEREREER, WMEEUNRECHIFEMNE,

N5l -SuRies
1£ Administrator M, Alerting Ul By Silences T E R #H X A ZEI OpenShift Dedicated #1F
E NI E P ERNHBRAFEAER. Z N ESEE NSRS LR ER IS RIS R,

BRI LURBR IR ST, BONERT, (UER Active 1 Pending 83, THE#R T BN RS
IE8R I

e State TJES :

o Active, FRVLTEIURT, EFMEER, BHEFEHS,

o Pending, FRERKFARE, BILEFRE,

o Expired, #EETH, MRFHBERSIZM, FAEEH,
T RPN iR SR
£ Administrator #lA M, Alerting Ul R Alerting Rules T1E R #5H %5 OpenShift Dedicated BRiA
B E BT B X ERANFFEAE R, ZNESFEESENERANERE, mEEMRREHE,

IR DR ECRE, W EMARIRT IEERAN, BAERT, RRER Platform BRI, TEEDR
TEANBERANE T -

o BT TIES

o Firing, EiRETMA, RNHEBERSEM, BrIEM for FLEENE BT, HRERE true
i, BRI,

© Pending, ZERLGTFEHRT, BEAFFERMNPIEENRESNE, REEMLE
Mo

o Silenced, ITE, BEIRTETE LBINAIRALTFHIRT. BMIRBEE LB —HIREER
R EIREE, S’ﬂ“.F'—?‘rFﬁ“ﬁ‘ﬁUtHE’\JTEEEIEU!'J%ﬁTIT_EﬁEE’JiZ%’( FERRIEBH,
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o NotFiring, ERAKMMAE,
e Severity iTJE25 :

o Critical. ZEIRMNIAPE LHREATRESTEEATM, MRBRBIXLRM, FEILNXE,
SN X ENEE RS D NSRBI FFA,

© Warning, ERMNPELHRGTRFETR, UBEFRENLE, SZANEXER
B R B — R R ST AT IR BN B 5

o Info, EIRMNIIURMIERER,

© None, ZERMNEEE L&,

o AR LAER 5 M P E 89T B KB EIRMNI A B E ST EMEE Lo
® Source it 2 :

o Platform, F&HFIZHRIMNSBINE OpenShift Dedicated T E X, X L1 R4
OpenShift Dedicated /[0 IHEE,

o User, AFEXMIFREERMNERAEXWIHNERR, XEERAMNZR LR,
HABENL. AFEXNIENEEETERERER, WMELURBCHWIFEMNE,

1t Developer AR RALTIRE K. FHERIMEIRAN
£ Developer flfR, Alerting Ul Y Alerts TIE IR T 5 AL B HEXBIEMRMERRWAES A, *F
FEANDRIWER, ERE T HXERMN R,

FZAER, S LERERRSTTERTEE. BAERT, WRERFFMETE AR, &
TEPRAREER, XL B8RS Administrator &R BT 525 R,

10.3. FRERR TEM. I ERANIBE SR
Alerting Ul 125 KB R EAB X ERANFIHIIIEAIME &,

FRFM
o NFEEEFESNIIE, BALMFAFAEREREETIRNA UMK,

AR
ZE1E Administrator flAPIRKIAXERNE :

1. ¥TF OpenShift Dedicated Web #£#l&, i AZl Observe - Alerting - Alerts I,

o

2. AN : fERERIIRBE Name FEIRE M EREN.

3. B @RS Filter ZIRAP YT ESRFIRKE, MEMFRIRIIEE R,
4. Wik : & Name. Severity, State #1 Source FUFREFE)— Nk % Ml B4 THER .

5. RERMNBMEEH Alert details TTH, % NESEE—MIBRERN EFNHEENET, LR
1ﬁ‘ﬁ_9€iz?&E’JJ«A'F{=. B

LI &1 :0ET:pun
o SEIRXHBPER
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o [ MNEIERBITRZE
o HMXEMRMNI s5E
o ERMIHER (MRED)
£1E Administrator #i A hIRENE XFHRAER -
1. #EA Observe — Alerting - Silences 7.
2. A% : fEF Search by name FEIRA TR T IEERE,

3. B @ IR Filter ZIR AT EERRIRR S JEERE. BUANIER TR A Active
Pending 125,

4. "k : m—A =% Name, Firing Alerts., State # Creator 1= LHEBIFRL X BRI 1THE
F.

5. EFFFHRMEHEEEH Silence BT H, ZNESEUTHIS :
o TRIEERM
o FFANTH]
o ZETRHAA|
o FEKE
o fMRERMEBIIR

FE7E Administrator fLA RINA X ERAMBHER
1. # A Observe — Alerting — Alerting rules T/,

2. FIIE @i EE Filter SURABTIESRRIRINE, M EMRSRIRT IERE RN,
St

o

Name Severity Alert state, #1 Source FUFRE AR B — N84 % N PR RN 4T HE

Wt &

4. FFERANNBIFREFH Alerting NS TIE, Z THRHAAE RBERMNBILLTIEE
o ERMNIBM, FEMMER,

o TE AR EBIMMEHHNRIAR,
o il K BRI SAF R B I H]
o ZERHMNARNENERNER, HPLRTMALZERNE
o ZERMNNRIAMBERITIR
E1E Developer A IRIA X EHR. HRMERAMNBER :
1. # A Observe — < project_name> — Alerts T,
HELR, HRIERANIBHE
o FLUBIHEBREMBIRATFHSOVREEEIRIEE, RABEMIIRFPEFER,
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o TILUEIT7E Alert details T{EH Silenced by 284 mE#EFIE R T EHEIFE. Silence
details TAISZFELULTER :

o ERIEERM

o FHEAMS(A]

o LETRHA]

o FEKRE

o fREERMEBMIIK

o TLUEITTE Alerts TIHEH REIREHN KRR EE ERANFESE, ABR View
Alerting Rule,

% .
; Developer "l {\{ERERTET B EXNENR, FRERFIZERANI,

Hith BHR

e &S Cluster Monitoring Operator runbooks , LAESBNIZ TR R Ak 4 FFE OpenShift
Dedicated i #E &R B[R],

10.4. EIE&F I

& 7] LATE Administrator #1 Developer 1 F1#) OpenShift Dedicated Web #2#& F &R G2 E 2K,
OIEFHRE, TREEMAMANITINEE XERBA,

LMRE TR BB, FEFRERBRS XD MIAERBREZ W YR E O AR K (7]
AR A VBB, A0,

EOEERRET, EBXIIEECRIENEE, TRMERE. TLUIlXERRES K—ENAERIH,
EOEBRRE, BaUEER. WX R, HIUERTH,

==

EQEE#EES, B 1A Alertmanager pod 2 [AIE#], B2, MNREEEH

Alertmanager BoBEFF AT, BEOUERER, Hla, WRFAE Alertmanager pod [&
NEH, SEIXHER,

HiBR
o FERAMEH

10.4.1. B2 EAEZR
R AT LA B BR S TE IR S B B 51 T N B HIAS TE B B4,

FRFH
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o MRMEEHTER, WLAFEHES dedicated-admin & & R &8,
o NMRMEIFEEAAF, BULUEREEUTHABBHAF IR
o cluster-monitoring-view & A/, RIFEDIA] Alertmanager,

o monitoring-alertmanager-edit B, RITFERTE web #2515 # Administrator Pl R AIE
BB

o monitoring-rules-edit £3¥ A, FIFEIE web 2H A Developer 1A AIEFEERE
?&O

i
£ Administrator M /& FREE R EE R -

1. 7 A OpenShift Dedicated web & H#) Observe — Alerting - Alerts,

2. NTFEFBRENER, = , 1%E+% Silence alert $TFF Silence alert 71, EAEIE T AMEZRM
RINERE,

3. Fk : EEREBBROAREIFS,

. xE
C EREBHERE, SERI—MERES

4. BiREFHM, = Silence,
£ 7% Developer M HEBFEER
1. i A OpenShift Dedicated web 25 H B Observe - <project_name> - Alerts,
2. MARE, BT RFEREHENFESO)RT BRERIERE,
3. BT BRAE R RENCH R LT EIRR Alert details T1H,
4. R Silence alert, FJFHHERIMINEL ERFRBRER 1T,

5. Fik : EeREBMEIAREIFS,

ERERRE, FERMI—MNERER.

6. ERFHM, = Silence,

£ Administrator fLf f G| 2 E# R EC B R EHR —HE
1. A OpenShift Dedicated web 5 H B Observe - Alerting - Silences,
2. = Create silence,

3. 7E Create silence TIEH A, WEZERMHE., RHEFAFFEESE,
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HERERRE, FERMI—MNERER.

4. BHEEEG AT LR ER A8, 5= Silence,
1E Developer 13 OB B KRR —HER -
1. 7 A OpenShift Dedicated web 12l & H B Observe - <project_name> — Silences,

2. = Create silence,

3. 1 Create silence TIE A, WEZERAIFFENT RIATRE 1S,

v xE
EREHRE, BERI—NEREL.

4. BHEEEANIELRNEROZFHR, 5= Silence,

10.4.2. JRia %2R
AT — N B, XA IARIRIE, RABUBR— N EEHELEBT LR,

o MRMEEHTER, WLAFEHES dedicated-admin & B iR &8,
o NMRMEIFEEAAF, BULUEREEUTHABBHAF IR
o cluster-monitoring-view %2 Af, RIFEVIA] Alertmanager,

o monitoring-alertmanager-edit B, RITFERTE web #2515 # Administrator FILA R AIE
BB

o monitoring-rules-edit £3¥ A, FIFEIE web 2HA B Developer 1A A|EFNFERE
?&O

ke
E7f Administrator 1A P ZRiEER2

1. # A Observe — Alerting - Silences,

2. EINHEEEERAERE, = F %% Edit silence,
FHE, BALLE Actions, AETEFRERRY Silence details T1E A% Edit silence,

3. 1£ Edit silence TIEH, #HITENFHF = Silence, XIEMEFEINAHETIE, HOBEWEEHFNE
B

E7E Developer A JmiEERER :

1. #£ A Observe —» <project_name> - Silences,
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2. FHEEEEBURMERER, = F %% Edit silence,
&, BALLs Actions, SAISTERRERRY Silence details T1E #:%F Edit silence,

3. 1£ Edit silence TIEH, #HITENFHF = Silence, XIEMESFEINAHETIE, HOBEWEBEHFNE
B

10.4.3. {FEHEAEIER
AT LME AN BRSNS MBI, FHRTHRRE, AAIYEEE.

% E,E
Cm BIEMPRETH. BREER, #8120 NTET RS RIS,

SeRF M
o MRMBEHEEN, JLUEMAES dedicated-admin A& ViR &EEE,
o MRERFEEWHMAF, BAUEREEUTHFBBNAF V%R
o cluster-monitoring-view & A&, SRIFEH] Alertmanager,

o monitoring-alertmanager-edit B, RITFERTE web #2515 # Administrator FILA R AIEEN
BB

o monitoring-rules-edit £3¥AE, IFEIE web 2H&A B Developer 1A A|E2FNFERE
?&O

P
Z1E Administrator Ml A EFRETH -
1. # A Observe — Alerting — Silences,
2. NFEEITHIRERER, N RATRIE IR,
3. = Expire 1silence fi—NE2ETHA, =0 Expire <n>silences ES NI H (Heh <n> 2R
LEERFREEBD .
BH, BEANEHRIVE, EILALLS Actions, AFTEREE Silence details TTE % FF

Expire silence,
Z 1T Developer Ml AR HEFREEIH :
1. #£ A Observe —» <project_name> - Silences,
2. NFEETHIRERER, N RATRIE IR,
3. = Expire 1silence fi— M 2ETHA, =02 Expire <n>silences ES NI H (Heh <n> 21R
IR ERE)
Bh, BEANDEHRIVE, EILA LIS Actions, AFTEREE Silence details TTE % FF

Expire silence,

10.5. 7y A P E B9 B E IR E R
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OpenShift Dedicated W3 —HEINEIRANI, ENRBEEIER, ERIUEFHINZIRAMN,

£ OpenShift Dedicated 4 #1, EAILER A E XMW E R, EF. HEFBERERMAN,

BR
R E I B B IR RAN(XAE OpenShift Dedicated i 4.11 REBRAHR A,

EmANGEEED
o EZI\EIRMINETHTF OpenShift Dedicated £2%,
o HLZERMIFRFERERNET. SllAEXTRE—EHEEERAREN/KAR"EMENE
o
o MREEMERERS " EMEMRALWEINARA, ZIEHINE R IETEXFER T A %8

.

10.5.1. WA E X8I B L ER
BRI E ST E B, (KA ORI L TR

o RulgERAE AT H BN ERMNBE, CEERMNEIH N SEMENEGRRE, MRE
NARFIIEAFRGEERZNENR, WEHELUEEREXIER,

o JIFRMARERREBERIN, CIBEHRMNEHTZERMNE, MELREARRZMT 2. R
BRI LUAERRA, MRENERMNBRASFERREX, WHEEBLSERAN, RE, TR
B — e RE,

o EmMBERMNFIHTHI., BENBEEEMNERUR —B X EERBERI L18E, REH
BMEREERAN,

o IRMAIHMERER., TEHCH R UEAERMHETFIRIE,

o HFERMNBbITES™EMLF, EHRM™EEBURT LIREVERL EMNEFENAME RN,
B, MRERFBEN AL AIPAIIENRE, FLNZAR AL REENR,

HibFR
o MEBLHXMALERMIERE, 1S Prometheus 3

10.5.2. XF MR & SR B Sl E A
NSRS AP LB B BIRERAN, TETERE STAUNI EE BT X AT H A E R -

PRT RO A HENERIAERS, AP EXHERANtTUSEREB ST E AFER. &
TreE & HAbA M E LB B BiETT.

flgn, ns1 AP E LI EBERMNREOFE SRR (30 CPU FIREFEIR) SARTLUER nst
B AFHER. B2, ZANTESESEKETRE ns2 AP E LB E BRI,

FURIERF RAME DTS R IEAEm 7 E, &7 LT openshift.io/prometheus-rule-
evaluation-scope: leaf-prometheus H5 RANEIFNI A, BEI7% RiE ] openshift-user-
workload-monitoring 11 B A ERE 8 Prometheus SEFIEEZHRANI, FF51E Thanos Ruler L4
IXFEH,
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BF

MREMRAMN BB, NEERMNREERE R AP E LB E AT E0X s
o BETFRNFEAEIQRIERMN ATRETEMR A BN,

10.5.3. Jy A E R B O SR
ST P 7 LTI QIR R AN, X LB R AN A ARSB AT 4 P (L A A IR

¢ pa -

o HOBRBEIRMNES, WMRAEHRMITEPEEEBBERBIREIAINI, I E 5556 A
B PR3,

o NTHEBAFTHRERNTMAERE, HHRECNERANISEEREEZMN™EMK
{E.

SEREMH
o MENAMENMIBERT i,
o NWFEEOBERMNMNTIAR, EE/FE%AE monitoring-rules-edit £E¥ A G AT &%,

e B%% OpenShift CLI (oc) .

¥ =
1 WERINGIE YAML X, EARBIFR, %% H example-app-alerting-rule.yaml,

2. A YAML XXHRIMERMNEE. LLTRBIEIE— %N example-alert BOFTEHRAMM], 2R3l
AR5 A FFEY version $5FRAE N O B, ZHRANI S fd 4 ik -

apiVersion: monitoring.coreos.com/v1
kind: PrometheusRule
metadata:
name: example-alert
namespace: nsi
spec:
groups:
- name: example
rules:
- alert: VersionAlert ﬂ

for: 1m9

expr: version{job="prometheus-example-app"} == 0 e
labels:

severity: warning ﬂ
annotations:
message: This is an example alert. 9

EE Q2B AN BB TR,
AR EIRBISRAF R true BOFFEERS (],

E N ETHINE PromQL EifRIAR,

909
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©® TS ERABRN™TEL,
© SEmEMIER,

3. FMEEN ML AEIKR

I $ oc apply -f example-app-alerting-rule.yami

Hth BHR

o HNFE T #RA X OpenShift Dedicated 4 W IEZMBNFAER, 1ES W L IRE®,

10.5.4. Vi[n] A 7 E BT B B ZE R A
ZHIE A E LI ENERAN, S5 249 E1%5 B8 monitoring-rules-view 53 A &,

FEREMH
o MENAFMENMIIBERT i,
o RLIEATIEA monitoring-rules-view £ A GBHAF S1HE T,

e B%% OpenShift CLI (oc) .
iz
1. 3 <project> FRYEHRAN] :
I $ oc -n <project> get prometheusrule
2. BIHERMNNEE, HSTU TS :

I $ oc -n <project> get prometheusrule <rule> -o yaml

10.5.5. £ S Fp 5 i e 201 B BB R AL

¥E7 dedicated-admin, #&BILUIE AL E R —i251H OpenShift Dedicated #%:/01 B #1F F & X B H
BOEEFRHI,

FeREH
o IAILIFEAEA dedicated-admin & &A1) A EEE,

e B% %k OpenShift CLI(0C).

it

1. 7 Administrator {1, 7 AZE| Observe - Alerting - Alerting rules,

2. 7E Filter FHIZEH % Platform #1 User iR,
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: = -
i\ &R Platform EJR,

10.5.6. 7y F3 /7 2 B9 B I BREE SR ML)
ST LU B P 7 SLB T BRI

SeREH
o WENAFMENMIBFAT Wik,
o WFEEAIBEMMINMTIE, EE2/FEHE monitoring-rules-edit £85 A BHIA &%,

e B%% OpenShift CLI (oc) .

it

o E[HPR <namespace> FHIHNI <foo>, HIZITLUUTHD :

I $ oc -n <namespace> delete prometheusrule <foo>

Hth TR

o HS[H Alertmanager 314

10.6. B A X BINEB RS

£ OpenShift Dedicated 4 A1, BI{E Alerting Ul FEERA ZR, RINARFEREE A EZEMEN
R, RETLUE OpenShift Dedicated BEiB MIFEH A X B LA T EINEIRE -

® PagerDuty
® Webhook
o FLFHE

® Slack

® Microsoft Teams

Wi RIS R BB RS, BT AR R & SRR LR @R, BN, REEIRFEILEX
x, BEREEDASRBINATL, 8R, RHFREESBHNNERITEIRBHAE—NA-ERS
FEATIERNIS B 5,

{#/ watchdog ERKEEZERES TIFES

OpenShift Dedicated Wi R @ IERFEHR A B watchdog ik, Alertmanager E8 M 2B &R MR EERF
&% watchdog BB, LRHEFEERME NEEE LT watchdog BIRITBHEE R, XFHHL
il AT B B IR R I Al Alertmanager A8 N1R TR FF 2 [ R A& 1S 7],

10.6.1. NRAFEEERMA S E XWEREERNRANERIZNRES
EALNBATABRAA S E WS RRBETRNERELE, UBRUTHR
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o FIARNTEAERE LB H AR, DIREBUX EER,
o FIERIE XMEREMAXE S —NERES, UEIPARRELTETFIEER.

& LUE A Cluster Monitoring Operator SRINEIFFE E&ZEHRH
openshift_io_alert_source="platform" 1% LI EHY :

e {#FH openshift_io_alert_source="platform" matcher EILEERINE S LK,

o {#fH openshift_io_alert_source!="platform" =X 'openshift_io_alert_source="" [CEZF2 3T
Be A P e R,

p= Y=
_ MEEERTEATHSE LHERM Alertmanager 241, NI tLEEEARER.

10.6.2. 7y A E LB B Q2 Bk R H

MREE—H A alert-routing-edit £ ABNIEBEGR T, BRI LIOIESGRERFE L HITTENE
RE& A,

SeRFH
e HWAFENMNUBERTEIRIKE.
o MUBEREENHOUBEREHMWITIEM alert-routing-edit £EABMAF 55 &%,

e B% %k OpenShift CLI(0c).

it

1. QA TFERBEN YAML X4, RTEFBIRBIEFE &7 example-app-alert-routing.yaml
BT,

2. IEXXHHEI AlertmanagerConfig YAML & X, 40 :

apiVersion: monitoring.coreos.com/vibetal
kind: AlertmanagerConfig
metadata:
name: example-routing
namespace: nsi
spec:
route:
receiver: default
groupBy: [job]
receivers:
- name: default
webhookConfigs:
- url: https://example.org/post

S F RS E BB, P E RS ESEREEIE LR R ZEE, fl

0, AlertmanagerConfig R Hen&ZE(E ns1 E XA EGERTFR—
4 228 # PrometheusRules 7R,
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3. REFIZM
4. FFERN AEIKE -
I $ oc apply -f example-app-alert-routing.yaml

BiE = B3I FAE Alertmanager pod,

10.7. B2 ALERTMANAGER LL%& 3% @40

AT LOET JeiE S E AU BY alertmanager-user-workload secret $F Alertmanager B2 h & 2@
0,

OpenShift Alertmanager Bi& pth X F 15 Liff Alertmanager WFFEIHEE. BRES X
R _E s Alertmanager IRAMIFTEBLEILTA, 1HS W Alertmanager BLi&,

10.7.1. AP E X BEEBEH

MBEERTEATAHSE XWEREBEL Alertmanager 361, &7 LUEIT 4w%E openshift-user-
workload-monitoring 4 22 [5] 1 4 alertmanager-user-workload secret 3 B & S 3051 % 2% @ MO AL &
*D?‘j_ito

FeREH
o AILUFAEA dedicated-admin & &A1) A EEE,

e B% %k OpenShift CLI(0C).

it =3
1. {9 HAUEB Alertmanager Boi&%iHi 2l alertmanager.yaml 324 :

$ oc -n openshift-user-workload-monitoring get secret alertmanager-user-workload --
template='{{ index .data "alertmanager.yaml" }}' | base64 --decode > alertmanager.yaml|

2. YwiH alertmanager.yaml FAHECE :

route:
receiver: Default
group_by:
- name: Default
routes:
- matchers:
- "service = prometheus-example-monitor" ﬂ
receiver: <receiver>
receivers:
- name: Default
- name: <receiver>
<receiver_configuration> e
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B10E EHEW

Q© HBESBREETE, XMRAIL service="prometheus-example-monitor” 113 B
PRERR A L4,

Q EERTERAEANZERSEE.
g EERNEEE.

3. NAXHHBHECE

$ oc -n openshift-user-workload-monitoring create secret generic alertmanager-user-
workload --from-file=alertmanager.yaml --dry-run=client -o=yaml | oc -n openshift-user-
workload-monitoring replace secret --filename=-

10.8. Hfth FTiR
® PagerDuty B A AR
® PagerDuty Prometheus 387

o N HMBII R AR
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BN E BEFREURKR
OpenShift Dedicated 1Rt T ISR, RIFEBIE T A2 A P E LBy B BT,
8/ Administrator ¥ 1/[a] OpenShift Dedicated &/ HAMIURIR, SIFELULTIE :
® APIE8E
® etcd
® Kubernetes ITE IR
® Kubernetes FI%% ¥R
® Prometheus
o ST RMBEMERXE USE FIEIURIR
o TimMERERETR

B 11.1. Administrator #if R { R~ HI

Time Range Refresh Interval
Dashboards Last 30 minutes = 30seconds w
Dashboard Job Instance
Prometheus / Overview = prometheus-kBs = 100282119091 -
v Prometheus Stats
Prometheus Stats Inspect
Instance T Job Version Uptime
101282119091 prometheus-k8s 2260 BSk
1-10f1 = 1 of 1
v Discovery
Target Sync Inspect Targets Inspect
14k
12k
Tk
800
600
400
200
4] . - = o
330PM 3:35PM 3:40 PM 3:45PM 350 PM 355PM 330PM 3:35PM 340 PM 345 PM 350 PM 355PM
W Targ

{5 Developer Ml A V1A AL B 1R LA B TR FHE118 Kubernetes THE HHR{UERR :
e CPUHEZ
s NFAZ
o WHER

o HEGEXRER
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11.2. Developer #iLf FRE{ SRR~ B

= RedHat - . i
- OpenShift i# A3 O © kubezadmin

You are logged in as a temporary administrative user. Update the cluster OAuth configuration to allow others to log in.

<> Developer
Project: openshift-monitoring v

+Add
Observe
Topology
Dashboard ~ Metrics ~ Alerts  Events
Observe
Search Dashboard Type Time Range Refresh Interval
Kubernetes / Compute Resources / Namespace (Workloads) + daemonset v Last 30 minutes  ~ 30seconds ~
Builds
Pipelines v CPU Usage
Helm
CPU Usage Inspect

Project

004
ConfigMaps

0.0
Secrets

0.01

4:20 PM 4:25PM 4:30 PM 4:35PM 4:40 PM 4:45PM
M node-exporter - d: t
quota - request
B quota - limits

v CPU Quota

CPU Quota Inspect

Workload T Workload ... Running P... CPU Usage CPU Requ... CPU Requ... CPU Limits CPU Li..

1E Developer i/, E—RREEEF— B BIUERR,

1. UERBEE N MR EE M IEIRR
1£ Administrator fifd, EALUEEFS OpenShift Dedicated & D AH 4 X B KRR,

FeREH
o EAILUMFAER dedicated-admin BEKAE iR EEE,

=
e

1. 7E£ OpenShift Dedicated web % & A #) Administrator I, S %l Observe —»
Dashboards,

2. 7£ Dashboard FISRAZERFE—MUFKMR. BL(LFMR (40 etcd Fl Prometheus {L5RAMR) EHELH
& 4 AT B9 F 3

3. ®% : 7 Time Range ZIZ& A B — AN 3G F,
o EEETIE MBI B,
o @iTi%SF Time Range FIRAHI Custom B RISEH Fi1%E B & X HISEH,

a. Wi A%EEE From #1 To date and time,
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b. ¥ Save LURTFHEE XHESEH,
4. \% : %EFE— Refresh Interval,

5. BEMESEENRRINEINER L, UEREATENIFNER.

N.2. LF L E B EFIRIZUERR

£ Developer A/, ERAILIEFSAETEBEXBERR, S@EE RETBRY R, FaEE
BHUERER.

FRFMH
o EAILMERFF LA UiFISEE,
o Hidid (UFRIREFNWINENEFIR,

1. 7£ OpenShift Dedicated Web 12#I& B Developer 1A, # AZE| Observe —» Dashboard,
2. M Project: Fhi5I&RAFPEFE—NTH,
3. M Dashboard TFHIFIFRAEFE—NMUERNR, UEETIEBIET.

==

R, FREMRIRSERGIANBFEE, (B Kubernetes / Compute
Resources / Namespace(Pods) f&4t,

4. Bk : £ Time Range FIFR A A EF L iFE— 0T BB
o JELEETIRE LB A] B,
e &EiTi%EFE Time Range FIFER A H) Custom B EISER ik & B E X FSEH,
a. i A% From #1 To date and time,
b. Hii Save LMRTFBE LI FSEH.
5. A% : % —4 Refresh Interval,

6. BENSFEENRRFHENER L, U REATENFIMER.
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512 2= [ CLI ijjla]%iE API

212 = {#H CLI in]i5iE API

£ OpenShift Dedicated 4 A1, &R LAMEGIT5RE (CLI) Vila] LT ER2H 4 E Web ARSS AP,

BF

AERLEERT, Uil AP R A RE R EERAMEM AT B, Fh2EERRRER
R, ZOEHERKEIRIEIER,

ER R IX LA, 1B TR :
o EGIIERIRS, FEIAREINE I0HWEZ—,
o FEZKEIT Prometheus H /federate i S i RAT B eI EiE, REEEEKNSER

AR, RAEPWEEENTER, FN, RREMEREEDTF 1,000 MEE, B
BT R RAE B P M BE TR AO XS

12.1. X F 0] i #2 WEB fRS5 API
TR LA ST EREDT [P AT W R HE AR 4 4 B9 Web ARS5 AP Ui -
® Prometheus
® Alertmanager
® Thanos Ruler
® Thanos querier

ZE1i/j[7] Thanos Ruler #1 Thanos Querier fRZ5 API, 1 RKBIMK - wh il B A i 4 22 [F] BRI
get FIfR, XLEFFRALET Mk~ #%F cluster-monitoring-view &£/ B3R 5Tk,

k]

LI RIS 4B Web BRSS APl iR, TETRELTRRS) -
o MRBEMEM bearer FhEFPIULRTH] API Ui,
o MRBEVIFIERERM /api BEPIRR, MNREEHETE Web WWERH I APl RS, MSHI—

4~ Application is not available F%51R, BE7ER TN %28 P17 [n] I #EThEE, E{EF OpenShift
Dedicated Web 12l & & F IR KRR,

Hith 5w
o EELEAEKRIR

12.2. i) 5 #E WEB AR5 API

LU RBIER T A0 & AR SS AP| i 2s LUREUZ O & IR #E R Alertmanager R%5. &R LR
R ARV R #%IOFEH Prometheus B prometheus-k8s fR%5, LA&% Thanos Ruler ) thanos-ruler iR
%O

FoRFM
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it

—

™

o KB EXEI5 openshift-monitoring 4r 4 22 [7] 1 HJ monitoring-alertmanager-edit f& B4 E#Y

T,
BEFEEI—NEKEL Alertmanager API B EEIIK 77,

AE
INRIBHIK 3% B FREX Alertmanager API BRERRIFIR, SEEFEIE A o LURMERH
B URL,

N

{1

TTUT e RIRER G PRI SR
$ TOKEN=$(oc whoami -t)
TLL T %412 EX alertmanager-main AP| 2§ E URL :

$ HOST=$(oc -n openshift-monitoring get route alertmanager-main -ojsonpath=
{.status.ingress[].host})

TUUT a4, #if) Alertmanager BIBRSS API #1435 -

I $ curl -H "Authorization: Bearer $TOKEN" -k "https://$HOST/api/v2/receivers"

12.3. {@F PROMETHEUS BYEX R i S &R FE bR
BBl LUEF Prometheus KRR s MEBEN RIS AL BIREVES R A F E X iR, Mitt, H&iT

BE
5 ARG SRIB P BURBVIE R, I XMEIR A BER SN IR BRI PR A AR ME AN R 2.

S BRI m th AT A RHE SR AF RO RERN T I R, F5| B AR IR R RIN K E IR
BURHS, ZRRIXLER, HEEU TR

o FAEZFINEIT Prometheus LR IHG RICRAT B BN EE. REELZERRABIR.
RENBUEENF2EH, fim, KEREMERBED T 1,000 MER, ABTFER
RIZEREMERE T REBIXES,

o EHRIIFEE N Prometheus FIEXFRIm R, HEREINE 30 WHRE—1,

MREFECRHNEARERE, HERLEEA. NFRLER, wEHLELES
AR o

FoRFM
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o B% %k OpenShift CLI(oc).

o EATLUEMAEAR cluster-monitoring-view & A GIA T, HERI TN wRLEH KRES

get PPRAY bearer 4 FEE 1 M LR,



&£ 12 3 {F/ CLIVja%iE API

I

% 1R REE(# M bearer SR B3 IIESE 7] Prometheus BXFR i s,

o EE[HEI—NEFIIREL Prometheus BEFREE BB

ANRIRBINK 3% BIKE Prometheus BXFREEFREVIIR, SRAFEIE O A LURAESEREY
URL,

pi% &2
1. BT TS ERER bearer 5HE :

I $ TOKEN=$(oc whoami -t)
2. IZ{TLUL T 645 FFEE Prometheus BFFREE R URL :

$ HOST=$(oc -n openshift-monitoring get route prometheus-k8s-federate -ojsonpath=
{.status.ingress[].host})

3. &l federate BRHEIBIIETT. LU TFRHIGS up $EiT -

$ curl -G -k -H "Authorization: Bearer $TOKEN" https://$HOST/federate --data-urlencode
'match[]=up’

i th o Bl

# TYPE up untyped

up{apiserver="kube-

apiserver",endpoint="https",instance="10.0.143.148:6443" job="apiserver",namespace="default
" service="kubernetes",prometheus="openshift-
monitoring/k8s",prometheus_replica="prometheus-k8s-0"} 1 1657035322214
up{apiserver="kube-
apiserver",endpoint="https",instance="10.0.148.166:6443",job="apiserver",namespace="default
" service="kubernetes",prometheus="openshift-
monitoring/k8s",prometheus_replica="prometheus-k8s-0"} 1 1657035338597
up{apiserver="kube-

apiserver",endpoint="https",instance="10.0.173.16:6443" job="apiserver",namespace="default",
service="kubernetes",prometheus="openshift-
monitoring/k8s",prometheus_replica="prometheus-k8s-0"} 1 1657035343834

12.4. MEEEEALER T W) B TE N R R B9HE IR

EEAAFE NI R E 2BIARSE, A LUIMEREAERE I Prometheus 1811, f#F thanos-
querier 28 H MEBF A BB 1A )X L B3R,

b5 10X S 3 F F bearer 55 BT D TIIE,

FRFH
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it

84

o HMERRAFAENMNIEERREEHET 8BRS,

o TEILUEF cluster-monitoring-view 52 A BRI, ©1RMH14M Thanos Querier API By

PR,

o EEE—NEIIKEL Thanos Querier API B EIHIMK F

1 ZfTF

IR IRAGK 3% BT BRIREY Thanos Querier AP| B8 H, £EFEIE A AT LUR MR H
B URL,

wme, RINBGEIESELLEREE] Prometheus :

I $ TOKEN=$(oc whoami -t)

2. BT

4, 1REX thanos-querier APl B URL :

$ HOST=$(oc -n openshift-monitoring get route thanos-querier -ojsonpath=
{.status.ingress[].host})

ERAUTEHS, HeBZERRENZTRSIMEZER :

I $ NAMESPACE=ns1

4. ZITUTHS, EHRITHPENEECSHRSHIE

$ curl -H "Authorization: Bearer $TOKEN" -k "https://$HOST/api/vi/query?" --data-urlencode
"query=up{namespace="$NAMESPACE'}"

i 27N Prometheus IREXRBIE NN FARER pod FIRTE :
KRB HIH

{

"status": "success",
lldatall . {

"resultType": "vector",
"result": [
"metric": {
"—name ", "up ,

"endpoint": "web",
"instance": "10.129.0.46:8080",
"job": "prometheus-example-app",
"namespace": "ns1",
"pod": "prometheus-example-app-68d47c4fb6-jztp2",
"service": "prometheus-example-app"
b
"value": [
1591881154.748,
nqn
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o RAMWRAHBFEALETE (W0jq) RZHENECBLEHE JSON, BXHE
HijgWEZER, B3 jg Manual (jg 3X1),

o 4iEK Thanos Querier lRGSMIENN Tk m, B&— KiIHEEFESS,

12.5. CLUSTER MONITORING OPERATOR B 55R 5| F
A4 HR T B Cluster Monitoring Operator (CMO)EREBFIZ IR T HHR
® Routes
o RS

LIEERE AP I sUEE LGSR, AR EIRER, HEALESR.

BF

AERLEERT, Uil AP R A RERRERRAMEM AT B, Fh2EERRRER
R, ZOEHEWREIRIREIER,

ER R IX LA, 5B TR ¢
o EGIIERIRS, FEIARENE I0HWEZ—,
o FEZKEIT Prometheus H /federate i S RAT B fEIriiE, REEEREKNSER

AR, RAEPWEEENTER, FiN, RREMEREEDTF 1,000 MEE, B
BT R RAE B P M BE TR AO XS

12.5.1. CMO IR %R

12.5.1.1. openshift-monitoring/alertmanager-main

@it B 28 /A 7T alertmanager-main RS589 /api i s

12.5.1.2. openshift-monitoring/prometheus-k8s

Wit B A28 /A FF prometheus-k8s ARS5H /api i s

12.5.1.3. openshift-monitoring/prometheus-k8s-federate

Wit B 28 A FF prometheus-k8s R S5 /federate Ui 5=,

12.5.1.4. openshift-user-workload-monitoring/federate

Wit B 2R A FF prometheus-user-workload iR 25H) /federate s,
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12.5.1.5. openshift-monitoring/thanos-querier

@it B A28 /A FF thanos-querier BRS5EY /api i s

12.5.1.6. openshift-user-workload-monitoring/thanos-ruler

Eit B 28 A FF thanos-ruler BRS58Y /api i s
12.5.2. CMO R %5 HHR

12.5.2.1. openshift-monitoring/prometheus-operator-admission-webhook
NFFAEAN Webhook ARSS, 7EiRO 8443 45 1E PrometheusRules #1 AlertmanagerConfig B & X ¥t
o
12.5.2.2. openshift-user-workload-monitoring/alertmanager-user-workload
ELTImALEAFAFE XA Alertmanager Web ARS8 :
e iR 9095 RALXT Alertmanager B mBI [l 1%F ViR B 2% A F 48 E El monitoring-
alertmanager-api-reader 2 (FIFR1L#EE) =L openshift-user-workload-monitoring 7 B

F 89 monitoring-alertmanager-api-writer &,

o I 9092 RN BRFIFELS I B A Alertmanager Ui B, P RIAREEG A EE
monitoring-rules-edit 552 A 25X monitoring-edit K& A&,

e UimM 9097 [URALXS /metrics IR mEIVT M), thinOAFREER, TERILEMER,

12.5.2.3. openshift-monitoring/alertmanager-main
ELL T imOSEE /AT Alertmanager Web fR55 23 :
o Ui 9094 1RIHXIFIAE Alertmanager Im B [7], #F 150 R T EIF A F 4P E 2l monitoring-
alertmanager-view B (FFRi13%4E) =X openshift-monitoring 71 B ##J monitoring-

alertmanager-edit &,

o IR 9092 RN RRHITELS E W E B Alertmanager i s 7], #2F U5AIRBERA 4 ER
monitoring-rules-edit ££2f £ 2 2% monitoring-edit £3¥ A &,

e UinM 9097 fURALXS /metrics IR mEIDT M), thinOAFREER, TERILEMER,

12.5.2.4. openshift-monitoring/kube-state-metrics

ELULTFmO LA FEEESH kube-state-metrics /metrics I a2 :
o Ui 8443 RMEXT Kubernetes BRI FREVT IR, thim OB FARERER, TEFRIEEMER,

o Ui 9443 IRAXTAER kube-state-metrics F/IRHYTAA], tim OB FRIER, FTEFIEEHAMGE
ﬁo

12.5.2.5. openshift-monitoring/metrics-server

EimO 443 EAFF metrics-server Web fRS525. ttimOBTAREER, TiEERILEEMER,
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12.5.2.6. openshift-monitoring/monitoring-plugin
EiR O 9443 ERFFIRRIEMHRSS. inOBFASRER, TERIEEMER,

12.5.2.7. openshift-monitoring/node-exporter

im0 9100 £AFF /metrics iR, timOFFRERER, THERIEEMER,

12.5.2.8. openshift-monitoring/openshift-state-metrics
ELL TR O LA FFEEEEH openshift-state-metrics /metrics I s :
o Im[ 8443 1R 4L4F OpenShift FHIRIETIAII IR, thim OB FREMER, FTERIEEMER,

o Ui 9443 RN AER openshift-state-metrics f5FREYUT 1A, tinORFRSBER, THEFRIEHE
ftufE M,

12.5.2.9. openshift-monitoring/prometheus-k8s
ELU TR OSEE /AT Prometheus Web RS 25 :

o i 9091 RN FTE Prometheus iR B [F], XTI RFZER A~ E R cluster-
monitoring-view 52 A &,

o Ui 9092 [IRMEXS /metrics #1 /federate immBYI1A], tim O FARIBER, TEFRIEEHME
Fﬁo

12.5.2.10. openshift-user-workload-monitoring/prometheus-operator

1EiH 0 8443 E/AFF /metrics s, i OBTFREFER, TEFRIEEMGEA,

12.5.2.11. openshift-monitoring/prometheus-operator

1EiH 0 8443 E/AFF /metrics s, iR OBTFREFER, TEFRIEEMGEA,

12.5.2.12. openshift-user-workload-monitoring/prometheus-user-workload
LT iR OSEE R/ FF Prometheus Web IRZ5 25 :
e Im[ 9091 RN /metrics ImRBYVj R, Min OB FHERER, TEFRIEEMER,

o iH[ 9092 (iR XS /federate i m B[R], P 1jIRARFE RN A HEE cluster-
monitoring-view & A &,

X ERIEIROA 10902 L/AFF Thanos sidecar web fRZ525H /metrics i, ttin AR FAREER, TiERFE
IEHAhER,

12.5.2.13. openshift-monitoring/telemeter-client

1EiH 0 8443 E/AFF /metrics s, i OBTFREER, TEFRIEEMGFER,

12.5.2.14. openshift-monitoring/thanos-querier

FELL TR OMEE R /A FF Thanos Querier web RS 28 :
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o Im[ 9091 RN FFA Thanos Querier i m B [A], =T 15 RFEES A4 E R cluster-
monitoring-view 52 A &,

o Ix[ 9092 RN /api/vi/query. /api/vi/query range/. /api/vi/labels. /api/vi/label
configured/values. #1/api/vi/series immBiAmR], LURINBRTFLEED BB /api/vi/series i
o BFPVINNREENAFAHERTIEFH view £EAE,

o KM 9093 RHEX] /api/vi/alerts BIUARIFLR, LA /api/vi/rules ik s RFINAETE, BFiH
(A A PR B E Y A 40 E B monitoring-rules-edit 522 A 8. monitoring-edit 221 A B3
monitoring-rules-view & A &,

e UM 9094 (URMX] /metrics iR =EYVT M), tbinOAFREER, TERILEMER,

12.5.2.15. openshift-user-workload-monitoring/thanos-ruler
LU T IR O B9 EEFR /A FF Thanos Ruler web AR%525 :

o Ui 9091 IR-MEXFRA Thanos Ruler immBI[7], =P RABREEMN B EE cluster-
monitoring-view 52 A &,

e UimM 9092 URALRS /metrics IR mEIVT M), thinOAFREER, TERILEMER,

XMEAERO 10901 EAFF gRPC Imm, thim O FREMER, TEFRIEEMER,

12.5.2.16. openshift-monitoring/cluster-monitoring-operator

1EiH 0 8443 E/AFF /metrics s, i OBTFREFER, TEFRIEEMGEA,
12.6. Efth HR

o FELIEE AFHE

o EIREHR

o EIHER
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5613 & iR W R R R HERR

EHA P E B9 R R L] R SRS HE RS TR

1BLEE N T LB ENIBIgE A A A
BOSRAE NS P BT B SR SRR, R R R L S TR I L,

%3
IR G, FHEIUE RS IER :
a. M web #HIE& FH Developer 11, 171 Observe —» Metrics,
b. 1E Project: JIKXRAEFEEEFIBITNTIBR,

c. M Select query FIFRFEFEEIW], BT Show PromQL iZ{TBE X PromQL #Eifj,
B ERTE IR,

HNFEETENIE., EREERSEEFENTEEX,

2. WIEHEERBEM pod @& ETKIRHIER. T—1 pod FIZ1TLLT oc exec 4y, LA
podIP. port, and /metrics B ¥r.

I $ oc exec <sample_pod> -n <sample_namespace> -- curl <target_pod_IP>:<port>/metrics

i 31
N MIERET curl B pod LiB1T64%,

BURRBU R T BB MARAE IR,
ol

% Total % Received % Xferd Average Speed Time Time Time Current
Dload Upload Total Spent Left Speed
# HELP version Version information about this binary-- --:--i-- --:--:-- = 0
# TYPE version gauge
version{version="v0.1.0"} 1
100 102 100 102 O O 51000 O --:--:-- --i--:-- --1--1-- 51000

TERR B H Fons B N PR R R A AT

3. #NR{#EA PodMonitor CRD, 5% iE PodMonitor CRD 2% S & N # A ir S ItEligm EMHRN
pod. MNFEZER, 1S Prometheus Operator X134,

4. INRIEEA ServiceMonitor CRD, 1R pod B /metrics Ui m ‘BRI IR, 1HIRBUTSEE
IEBRE :

a. WIFZIRS BB CIEMEHRM /metrics i =, HiH PRSI E L/ SIRSS I bR M fE 4k
HIRAIRS E XA /metrics 5 S PTAC,

I $ oc get service
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it Bl

apiVersion: v1
kind: Service )
metadata:
labels: 9
app: prometheus-example-app
name: prometheus-example-app
namespace: nsi
spec:
ports:
- port: 8080
protocol: TCP
targetPort: 8080
name: web
selector:
app: prometheus-example-app
type: ClusterlP

Q@ EEXR—ERSAPL
@ EERTURSHONE,

b. #if servicelP, port #l /metrics ifisR, LAEFHIEE pod LiZ1TH curl s S BIERTE
R

T T e R EHRSS IP -

™

i
I $ oc get service -n <target_namespace>

ii. 7if) /metrics if s :

$ oc exec <sample_pod> -n <sample_namespace> -- curl <service_IP>:
<port>/metrics

LU BB B ARG .
it

% Total % Received % Xferd Average Speed Time Time Time Current
Dload Upload Total Spent Left Speed

100 102 100 102 O 0 51000 O --i--:-- —-i--i-- --i---- 99K

# HELP version Version information about this binary

# TYPE version gauge

version{version="v0.1.0"} 1

c. [FERAMRZLERLUE ServiceMonitor X R 2SS B E NIEAMHERS. Nk, ¥ oc get
service ¥iH F#Y Service &5 oc get servicemonitor Ffi H# ServiceMonitor ¥ &t
ITH, WERISE D RAIETRILES,

BN, ERIEAE D, X Service X RN EH app: prometheus-example-app 1
%, T ServiceMonitor XI5 2548 EH app: prometheus-example-app CEIR%,

5. MIR—IEEMBEEIMIATA, BRI FHIPALUR G —F BB,
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13.2. AT 142 PROMETHEUS 3 K271 20 ]

FFA N R LME RBEX R Ve E LB M. BENRENHESBUHNAREREN Y. BETR
HETTRENBMERINNREERM, B, customer_id BHEAHE, REANECELRL N ATREHIE.

B O R EXEHA W —EFRFT, EREPERTFSRAERM A S BT OB A 778 E LI
EBUM, XEBERFINN Prometheus 18E, FHHFEREWAZEH,

L Prometheus JHFEXERART, EATLUFERUTAEE

e {3 Prometheus HTTP API Ko E I R FEFIBHEAE (TSDBYIRE, LA T f@E XM Lii s a2 & 2 0
FIFEFHIENESER. XHMBEEREEE AR

o RAEFFBENRIVRAIRE,
o EREIDOIEMME—IFFIIBE, EW LU 2 ECL P E BRI RAER MR E

: fe 0 7 Bl — 2EL A TR T B [ B0 B M BTV B TE B - (B A BB
o XIEIEME XA hiR i R ISR SRR, X BB RS SR,

FeREH
o AILUFAEAR dedicated-admin & &A1) [ EEE,

o B% %k OpenShift CLI(oc).

AR

1. £ Administrator A&, # AZF| Observe - Metrics,

2. 7f Expression FE&H %A Prometheus Query Language (PromQL) &ifl, U TFREIEIHEENTF
R RE S RS B FE RN = R

o FTZETUTEN, B EARSRIIAIEEI+NEL

topk(10, max by(namespace, job) (topk by(namespace, job) (1,
scrape_samples_post_metric_relabeling)))

o ETIZITUTEN, ERALLETIRMTEL—/NYREAET RS HFENEHERN+NEL, M
4k H AR KBS FFE 5

I topk(10, sum by(namespace, job) (sum_over_time(scrape_series_added[1h])))

3. MMRIEIHREVRAIB AT, HREDEAEITHARAERE EHE

o MBRHFSHA/ENMTEEX, FEELBRA TN IIENENIERE-EX, eilh@dNE
RE A8 Prometheus & i, ZRREITRE 5 ARNARAEBHERE.

o MRIEIRS OpenShift Dedicated B IBMX, EELLIEE | | Wb LOE—NMIIEX
R,

4. LA dedicated-admin 517 &kEf, RIBLU TS IEER Prometheus HTTP APl &%& TSDB R4 :

o1
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a. IZ{TLUL T 645 £ FKEL Prometheus API B&H URL :

iz
$ HOST=$(oc -n openshift-monitoring get route prometheus-k8s -ojsonpath=
{.status.ingress[].host})

b. BITUTHSRIZMBBEIUESHE
I $ TOKEN=$(oc whoami -t)
c. iIBTLAT &4, il Prometheus B TSDB RS :

I $ curl -H "Authorization: Bearer $TOKEN" -k "https://$HOST/api/v1/status/tsdb"

i th o Bl

"status": "success","data":{"headStats":{"numSeries":507473,
"numLabelPairs":19832,"chunkCount":946298,"minTime":1712253600010,
"maxTime":1712257935346},"seriesCountByMetricName":
[{"name":"etcd_request_duration_seconds_bucket","value":51840},
{"name":"apiserver_request_sli_duration_seconds_bucket","value":47718},

o

Lt B
o M CLIVAIAILATE API
o AP E XU X EREURSIR ]
o RIXXZFFFHE
13.3. fi#; R PROMETHEUS B KUBEPERSISTENTVOLUMEFILLINGUP &
b & B[]
ENEREEIEA, B LUEM Prometheus fif % B KubePersistentVolumeFillingUp k.

4 openshift-monitoring 71 B H#) prometheus-k8s-* pod FEAMIIF A M4 (PV) I, XBEREERR
By ZE A D TF 3% iR A, XA 8T Prometheus IER IEE TIE,

A=
AW KubePersistentVolumeFillingUp Z1 :

o Critical 81k : LHEHHM PV /T 3% MEZFN, fMELES
severity="critical" /1% BIZIR,

e Warning it : HiEHM PV SR EET 15% B, ML HE
severity="warning" TR E R, BFHATEPUX IR,

BRI, EB MR Prometheus B AR5 84z % (TSDB) $3E0h PV G2 E % 22 ],

FoRFMH
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A LMFEAER dedicated-admin B &I A iR EEE,

B&% OpenShift CLI(oc).

BT, FIHPRAE TSDB MK/, MEIBREISHHF

$ oc debug <prometheus_k8s_pod_name> -n openshift-monitoring \ﬂ
-c prometheus --image=$(oc get po -n openshift-monitoring <prometheus_k8s_pod_name> \

-0 jsonpath="{.spec.containers[?(@.name=="prometheus")].image}") \
-- sh -c 'cd /prometheus/;du -hs $(Is -dt */ | grep -Eo "[0-9|A-Z]{26}")'

‘—} <prometheus_k8s_pod_name> &5 KubePersistentVolumeFillingUp &t
TEE'J # pod.

it Bl

308M 01HVKMPKQWZYWS8WVDAYQHNMWG6
52M 01HVK64DTDA81799TBROQDECEZ
102M 01HVK64DS7TRZRWF2756KHST5X
140M  01HVJS59K11FBVAPVY57K88Z11

90M  01HVH2A5Z58SKT810EM6B9ATS0

152M  01HV8ZDVQMX41MKCN84S32RRZ1
354M 01HV6Q2N26BK63G4RYTST71FBF
156M  01HV664H9J9Z1FTZD73RD1563E

216M 01HTHXB60A7F239HN7S2TENPNS
104M  01HTHMGRXGSOWXA3WATRXHR36B

. BE LA BRI LA R % D, SREMIBRIL, LAUTFRBI4 4 M prometheus-k8s-0 pod Al B
=1 &IBH Prometheus TSDB #t :

$ oc debug prometheus-k8s-0 -n openshift-monitoring \

-¢c prometheus --image=$(oc get po -n openshift-monitoring prometheus-k8s-0 \
-0 jsonpath="{.spec.containers[?(@.name=="prometheus")].image}') \

-- sh -c 'ls -latr /prometheus/ | egrep -o "[0-9]A-Z]{26}" | head -3 | \

while read BLOCK; do rm -r /prometheus/$BLOCK; done'

CIBITUTR e, WU PV WERHBAE RV R R ZEME -
$ oc debug <prometheus_k8s_pod_name> -n openshift-monitoring \ﬂ
--image=%$(oc get po -n openshift-monitoring <prometheus_k8s_pod_name> \9

-0 jsonpath='{.spec.containers[?(@.name=="prometheus")].image}') -- df -h /prometheus/

‘—} <prometheus_k8s_pod_name> &5 KubePersistentVolumeFillingUp &t
E'J # pod.

LT RHIERT B prometheus-k8s-0 pod FEABIEHE M PV, 1% pod Fl£k 63% :

it Bl
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Starting pod/prometheus-k8s-0-debug-j82w4 ...
Filesystem  Size Used Avail Use% Mounted on
/dev/invmeOnip4 40G 15G 40G 37% /prometheus

Removing debug pod ...
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5 14 =& CLUSTER MONITORING OPERATOR HMEid E 548 |

14.1. CLUSTER MONITORING OPERATOR fd ES#

OpenShift Dedicated & I 2N — 2B AKERN. % AP FIET IXE & FEEMRS P E LS
I‘ﬂc

o EFEBEINIFEMAM, H%HE openshift-monitoring f & %2 [HFEIE ) cluster-monitoring-config
B ConfigMap X R, XLEEEH ClusterMonitoringConfiguration & X,

o EFRERTNIEASE LM BEMIEIEAY, E%E openshift-user-workload-monitoring %
£ 72 [5]F £/ user-workload-monitoring-config B ConfigMap X5, iXLEZEHH
UserWorkloadConfiguration % X,

Bo & S 1A 4R B B B ST BB R config.yaml ## T E

BF

o FHImMANEHRNEESHAIRAT. RELSIARIHNSEMFRY &
TR E. AXXFNEENESER, FSHAET M,

o MBS INIEE AL,
o MREEANFESNZE, NIEARINE,

o MMREEFLI YAML £#&, Cluster Monitoring Operator 27F Operator K54
friE Ik PhiE 5R 1k & Degraded=True,

14.2. ADDITIONALALERTMANAGERCONFIG

14.2.1. ¥

AdditionalAlertmanagerConfig 7R E X AH 4 a0 5 HAth Alertmanager LB ERKE.

14.2.2. %
e apiVersion

SHINTE : PrometheusK8sConfig. PrometheusRestrictedConfig, ThanosRulerConfig

=43 el sk

apiVersion FRE 7 Y. Alertmanager B9 API iR 7,
ATRERI{EAR v s v2, BRIMEN
V2,

bearerToken *v1.SecretKeySelector E X 8E Alertmanager E9%5E
P M bearer S 2R secret
®EABI A,
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Lt ESd Hd

pathPrefix FFER TE B EHE X B R BT mE AN
BRI,

scheme TR TE X 5 Alertmanager L@ SRS

EFREMN URL AE, TTEENEE
http =X https. ZXIAE W hitp.

staticConfigs []string A <hosts>:<port> R EES
Bt BHY Alertmanager ik m %K,

timeout *string T N AR BRI {5 FARE I .
tlsConfig TLSConfig E XL FHTF Alertmanager i£#H8)
TLS %i&,

14.3. ALERTMANAGERMAINCONFIG

14.3.1. fEak
AlertmanagerMainConfig %R . openshift-monitoring 3% 22|54 Alertmanager 2HEHINE,

HIWFE : ClusterMonitoringConfiguration

enabled *bool LA /REMRRE, BT EASER
openshift-monitoring x4 224
FREYE Alertmanager 226, BRIA

B true,
enableUserAlertmanagerConfig bool — N/RERE, BFEASER

Z AT AlertmanagerConfig #
HKHE P E L pRER, REEXR
JE A Alertmanager B9 - THE
FRRSLBINT, HXEBEFIER, B
IME T false,

logLevel FRE TE X Alertmanager B B &%
&, PIRERIIE
A : error,warn,infodebug. 2

INME W info,

nodeSelector map[string]string 7E X Pod #HE BB T R,

YR *v1.ResourceRequirements H Alertmanager B2 LRI
KANBRIE,

96



%5 14 3 CLUSTER MONITORING OPERATOR B BB

secrets []string E X E#H#E Alertmanager F1#Y
secret 51K, secret ML TS5
Alertmanager % 8RB & 22
[/, ei1¥E &) secret-
<secret-name> B RN, FHi
# % Alertmanager pod fJ
alertmanager F23H#H
/etc/alertmanager/secrets/<s
ecret-name>,

AR (tolerations) [Iv1.Toleration 1 pod E XL AR,

topologySpreadConstraints [Iv1.TopologySpreadConstraint E X pod MIFRIM D LR,

volumeClaimTemplate *monvl.EmbeddedPersistentVolu 7y Alertmanager & X #AEE
meClaim fifle BERAXMXERERAMEE

B, SfEEHR SRNNAH.

14.4. ALERTMANAGERUSERWORKLOADCONFIG

14.4.1. $#k
AlertmanagerUserWorkloadConfig FiRE Y FF - & X B B8 Alertmanager SR % &,

HIMFE : UserWorkloadConfiguration

enabled bool LA /REMRE, BT EASER
openshift-user-workload-
monitoring 4 22 A dh F 7 E
BIZ M Alertmanager % 5L
B, FIME false,

enableAlertmanagerConfig bool 7 AlertmanagerConfig #1k/5
FISE AP E & 2 E B
IRIERS. BRIME N false,

logLevel FRE TE X Alertmanager F3F* T %
PR EENGKE, TRENER
error. warn, info #1debug.
FIME info,

%R *v1.ResourceRequirements 4 Alertmanager & %8 & L HRIE

RHAFR(E,
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=43 e il sk

secrets []string E X E#H#E Alertmanager F1#Y
secret 51K, secret ML TS5
Alertmanager % 8RB & 22
[/, ei1¥E &) secret-
<secret-name> B RN, FHi
#H % Alertmanager pod #J
alertmanager F23H#H
/etc/alertmanager/secrets/<s
ecret-name>,

nodeSelector map[string]string ENFEH LFE pod B9 =,

AR (tolerations) [Iv1.Toleration 7 pod E XLER,

topologySpreadConstraints [Iv1.TopologySpreadConstraint E X pod MIFRIM D LR,

volumeClaimTemplate *monvl.EmbeddedPersistentVolu 7y Alertmanager & XA EE
meClaim fif, AXMXEEERALSE

B, SfEEHER. SRNNAH.

14.5. CLUSTERMONITORINGCONFIGURATION

14.5.1. #k

ClusterMonitoringConfiguration %R i1 openshift-monitoring #p# 22 [A] 8 cluster-
monitoring-config F2 B4t B £ LB\ F & I IEHRIZE,

alertmanagerMain *AlertmanagerMainConfig AlertmanagerMainConfig &
7 openshift-monitoring
2o (5] Fh Y Alertmanager 2H{489

WiE.

enableUserWorkload *bool UserWorkloadEnabled 2—1
wRMERE, ATAR P EHITE
B iRz,

kubeStateMetrics *KubeStateMetricsConfig KubeStateMetricsConfig & X
kube-state-metrics XIERY%
&,

metricsServer *MetricsServerConfig MetricsServer i 3 Metrics B
S HHMIXE,
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=4 3l b

prometheusK8s *Prometheusk8sConfig PrometheusK8sConfig i 3
Prometheus AR &,

prometheusOperator *PrometheusOperatorConfig PrometheusOperatorConfig
7 Y. Prometheus Operator ZH44
KB,

prometheusOperatorAdmissionW *PrometheusOperatorAdmission PrometheusOperatorAdmiss

ebhook WebhookConfig ionWebhookConfig & 3.
Prometheus Operator B4 A
webhook HHHILE.

openshiftStateMetrics *OpenShiftStateMetricsConfig OpenShiftMetricsConfig &
openshift-state-metrics {12
X B,

telemeterClient *TelemeterClientConfig TelemeterClientConfig -y
Telemeter Client A E A E,

thanosQuerier *ThanosQuerierConfig ThanosQuerierConfig & .
Thanos Querier ZH{RIX B,

nodeExporter NodeExporterConfig NodeExporterConfig i 3.
node-exporter XIEHIKE,

monitoringPlugin *MonitoringPluginConfig MonitoringPluginConfig & 3

T ¥ console-plugin 4H 48914
[

14.6. KUBESTATEMETRICSCONFIG

14.6.1. #45k

KubeStateMetricsConfig 7R X kube-state-metrics X IEHXE,

HIWFE : ClusterMonitoringConfiguration

= KR ek

nodeSelector map[string]string ENTEH LFE pod B9 =,

B *v1.ResourceRequirements i KubeStateMetrics B23E
IR IE R HBRE,

AR (tolerations) [Iv1.Toleration 7 pod E XL ER,
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Bt

topologySpreadConstraints

ES.!

[Iv1.TopologySpreadConstraint

14.7. METRICSSERVERCONFIG

14.7.1. 5k

MetricsServerConfig %R E . Metrics Server ZHFRIILE,

HIMFE : ClusterMonitoringConfiguration

Bt

audit

nodeSelector

PR (tolerations)

topologySpreadConstraints

map[string]string

[Jv1.Toleration

*v1.ResourceRequirements

[Jv1.TopologySpreadConstraint

14.8. MONITORINGPLUGINCONFIG

14.8.1. #5k

sk

TE X pod B9FRIMN D AR,

sk

7E Y. Metrics Server S2{5I{s FARY FF
HEEE, AlRENEEEED

% : Metadata, Request,
RequestResponse, #1 NoneZk
IMEH Metadata.

EXFEHE EHE pod BITT R,

7 pod E LA,

2

7 Metrics Server B2 E W
SKRAFRIE.

TRIE

\g

TE X pod BIFRIMN D AR,

MonitoringPluginConfig 75/RE Y. openshift-monitoring &5 % 22 [7] R Y web 1£H| & iHE A HERRE,

HIWFE : ClusterMonitoringConfiguration

Bt

nodeSelector

PR (tolerations)

100

S

map[string]string

*v1.ResourceRequirements

[Jv1.Toleration

sk

EXFEH EHE pod BITT R,

i console-plugin &5 ¥R
THRARIE,

7 pod E LA,
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topologySpreadConstraints [Iv1.TopologySpreadConstraint E X pod MIFRIN LR,

14.9. NODEEXPORTERCOLLECTORBUDDYINFOCONFIG

14.9.1. #5k

NodeExporterCollectorBuddylnfoConfig /R 7 % node-exporter XI2H) buddyinfo 1852589 on/off
Fx. BUAERT, buddyinfo &R,

HIMFE : NodeExporterCollectorConfig

enabled bool

A A=A buddyinfo It 2389
B RET .

14.10. NODEEXPORTERCOLLECTORCONFIG

14.10.1. #ak

NodeExporterCollectorConfig 7R E Y. node-exporter {CIER I INEZRHT X E

HINFE : NodeExporterConfig

=43 e il ik

cpufreq NodeExporterCollectorCpufreqC & X cpufreq I&EZRHEE, A
onfig FUs CPU MR Stit, BRI
v
tcpstat NodeExporterCollectorTcpStatC 7E X tepstat WERWEE, AT
onfig IR&E TCP iE&ESITHER. BRAE
FA BE32E T,
netdev NodeExporterCollectorNetDevCo & X netdev WM E, BT
nfig IWEMSEEGITER. BN
[l AvsiN
netclass NodeExporterCollectorNetClassC & ¥ netclass & 2HECE, A

onfig

TRERRMHLFRER, AL
J& R L%
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Bt ]

buddyinfo NodeExporterCollectorBuddyInfo
Config

mountstats NodeExporterCollectorMountSta
tsConfig

ksmd NodeExporterCollectorKSMDCon
fig

iz NodeExporterCollectorProcesses
Config

systemd NodeExporterCollectorSystemdC

onfig

sk

7 X_buddyinfo IN & 2RHELE,
©M node_buddyinfo_blocks
?aﬁﬂ&%ﬁ KRR R GTHE
2. LLETEM /proc/buddyinfo
H&%iﬂz?ﬁo BROAZE A e T,

E X mountstats X% 25HIED
B, ATKBEEFEXRNFSEI/0E
ST ER. BN %D,

E X ksmd WESBHEE, ZIK
£ 23 MARLH same-page merger
FIHARPRESIHER, BRIAR
2] vy

7 Y_processes KEBRMELE,
©MREHH IR FNATE P IR T
ER. BIAZAILI,

E X systemd WESRZNEE, A
FUEE systemd SFHHHRERHESE

RFBIGITER. BOARAILLE
i,

14.11. NODEEXPORTERCOLLECTORCPUFREQCONFIG

14.11.1. 3k

f& F3 NodeExporterCollectorCpufreqConfig 775 /5 Fi=kZ F node-exporter {XIEH) cpufreq & 25,

FIANBE R TEH cpufreq I5R23. THELBRT,

J5 A cpufreq &SR SIBINH B Z PN AKBINVLEE LB

CPU ERE, MREEALBESRFEFTTFZAKNNEG, FEIRRENRSLT T8 CPU AE.

HIMFE : NodeExporterCollectorConfig

Bt

enabled

U

B =2 cpufreq K287
MBI

14.12. NODEEXPORTERCOLLECTORKSMDCONFIG

14.12.1. #5k

£/ NodeExporterCollectorKSMDConfig
1550 T2 ksmd &2,

5t RS A S

HIMFE : NodeExporterCollectorConfig

102

‘2 F node-exporter {{I2H) ksmd U535, FiL



%5 14 3 CLUSTER MONITORING OPERATOR B BB

B FR Hh
enabled bool = s A ksmd E B R
ErE.

14.13. NODEEXPORTERCOLLECTORMOUNTSTATSCONFIG

14.13.1. #k

f#F NodeExporterCollectorMountStatsConfig #/R/5 FAZi 22 node-exporter fX3£H mountstats &
£33, BANBERTEMA mountstats W& 2%, MNMRSAKESR, NLATEIRATA :
node_mountstats_nfs_read_bytes_total hode_mountstats_nfs_write_bytes_total, #
node_mountstats_nfs_operations_requests_total. 1535, XLEEIrAERESEIINRSBLLKE
2%, 15BN prometheus-k8s Pod M 7Z &80,

HIMFE : NodeExporterCollectorConfig

23:2 ' s
enabled bool 2 AZZ A mountstats W& 2s
AR RERE.

14.14. NODEEXPORTERCOLLECTORNETCLASSCONFIG

14.14.1. #5k

{&F3 NodeExporterCollectorNetClassConfig 7R /5 FAsZ F node-exporter fXI£# netclass 5
28, BUAER T/EM netclass Y1525, NIREZAILINESR, NLATHERT A : node_network_info,
node_network_address_assign_type, node_network_carrier,
node_network_carrier_changes_total, node_network_carrier_up_changes_total,
node_network_carrier_down_changes_total, node_network_device_id, node_network_dormant,
node_network_flags, node_network_iface_id, node_network_iface_link,
node_network_iface_link_mode, node_network_mtu_bytes, hode_network_name_assign_type,
node_network_net_dev_group, node_network_speed_bytes,
node_network_transmit_queue_length, #1 node_network_protocol_type.

HIMFE : NodeExporterCollectorConfig

B it} Hah

enabled bool B &2 netclass &SN H
IRERE.

useNetlink bool BUE netclass W& 2389 netlink

SRR ERE. BOAMER
true, X&ECE netlink &&=, It
SIHNARE T netclass W& BmM

LB
AEo

103



OpenShift Dedicated 4 5%

14.15. NODEEXPORTERCOLLECTORNETDEVCONFIG

14.15.1. #h

&/ NodeExporterCollectorNetDevConfig 5iR/= FA =2 F node-exporter {CI2H) netdev I&E25. A
INER T/E A netdev W& 2R, INRERA, LUTEIRATHA : node_network_receive_bytes_total,
node_network_receive_compressed_total, node_network_receive_drop_total,
node_network_receive_errs_total, node_network_receive_fifo_total,
node_network_receive_frame_total, node_network_receive_multicast_total,
node_network_receive_nohandler_total, node_network_receive_packets_total,
node_network_transmit_bytes_total, node_network_transmit_carrier_total,
node_network_transmit_colls_total, node_network_transmit_compressed_total,
node_network_transmit_drop_total, node_network_transmit_errs_total,
node_network_transmit_fifo_total, #1 node_network_transmit_packets_total,

HIMFE : NodeExporterCollectorConfig

B it} Hah
enabled bool B2 A netdev INEE M /K
fErE.

14.16. NODEEXPORTERCOLLECTORPROCESSESCONFIG

14.16.1. 5k

&K

f&F NodeExporterCollectorProcessesConfig %iiR /5 Fis 22 node-exporter {XI2# processes I&
3R, MREATWESR, NWUATETATHA :
node_processes_max_processes,node_processes_pidsnode_processes_state,node_processes
threads node_processes_threads_state.351~ node_processes_state #[]
node_processes_threads_state X% A LB AN R, EAFEURTFHARBMEEIRE, HARESEER T
BERS N © D (UNINTERRUPTABLE_SLEEP), R (RUNNING & RUNNABLE), S
(INTERRUPTABLE_SLEEP), T (STOPPED), or Z (ZOMBIE), ERIAIENR TZA processes & 23,

HIMFE : NodeExporterCollectorConfig

=4 RE ik
enabled bool ¥ /5 A% processes 5
S RERE.

14.177. NODEEXPORTERCOLLECTORSYSTEMDCONFIG

14.17.1. #45k

{& F3 NodeExporterCollectorSystemdConfig %R /5 FA =2 node-exporter fXI£H systemd W5
5. INERTEH systemd &2, WMREH, NEATEIRATA -
node_systemd_system_running,node_systemd_unitsnode_systemd_version {1R £ ofERA—1MNE
BF, elbERUTE

#r : node_systemd_socket_accepted_connections_total node_systemd_socket_current_connecti
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ons node_systemd_socket_refused_connections_total, &A™ LUE A units SH%F systemd &
2 EEM systemd H o, FREH TTA T LK node_systemd_unit_state $5i5, HbEZREN
systemd TR E, BR, IMENTHEHRTRERE (BNTRELANRY) . MREFEAMLE
ARG A LESS, 5T AL prometheus-k8s SRELU T T ERNEFERE, 53R, RATEN units
SHBEEE N logrotate.timer i & £ ’~ node_systemd_timer_last_trigger_seconds 3577,

HIMFE - NodeExporterCollectorConfig

Bt KRR £ pU

enabled bool B2 systemd &R HH
IRMER o

units []string 5 systemd &R EH

systemd B TR ENIZRIAR
(regex)fHEFIZR, BRINERT,
RN, HLLBERTRIRFF
systemd H.ITHIFE T,

14.18. NODEEXPORTERCOLLECTORTCPSTATCONFIG

14.18.1. ¥k

NodeExporterCollectorTcpStatConfig 7T/E 7 2 node-exporter XIEH tcpstat Y& 25# on/off FF
Ko BUANERT, tcpstat WEEARHEEH,

HIMFE : NodeExporterCollectorConfig

2352 ' s
enabled bool A s tepstat 237 /R
(T

14.19. NODEEXPORTERCONFIG

14.19.1. #3b
NodeExporterConfig 7R . node-exporter XIEHIZE,

HIWFE : ClusterMonitoringConfiguration

=4 KRR ik
&3R8 NodeExporterCollectorConfig T JE AWk I &R 35 Kk H A4 BV B
BB,
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Bt

maxProcs

ignoredNetworkDevices

resources

ES.!

uint32

*[]string

*v1.ResourceRequirements

14.20. OPENSHIFTSTATEMETRICSCONFIG

14.20.1. #h

sk

21T node-exporter 8 CPU I H
R E. BIMENO, XBKE
node-exporter ZEffG CPU Liz
7. RAZERNKIED, HE LR
BF M sysfs LU HERE RS, (&7
DUSXAMEEN 1, X% node-
exporter BR&IHE— CPU L1z
7. X FEAE CPUKEMT
=, A LU LR E S —ME
BIEE, XAILARG LSS Go BIFRiH
ERfrE CPU L£Eiz1T, MMk
IREFRRMEN, B2, MR
maxProcs EXERFKE, FI
ERZIEIR, N 1/0 HRERMFE,

IRE MR NI E P HERREIM
MR, tlnetdev
netclass., MR &EEET!

3R, Cluster Monitoring Operator
FHERTIE LB FIIRERIME
S NERENRN, INRINERN
2, MASPERERLE. ARE
T RE, EEY N
prometheus-k8s & LL T f#id
ERNEFRE.

5 NodeExporter Z23 & X HiR
THRARIE,

OpenShiftStateMetricsConfig %R E Y. openshift-state-metrics {LIBHIZE.

HIMFE : ClusterMonitoringConfiguration

Bt

nodeSelector

resources

PR (tolerations)

topologySpreadConstraints

106

el

map[string]string

*v1.ResourceRequirements

[Jv1.Toleration

[Jv1.TopologySpreadConstraint

sk

EXFEH EHE pod BITT R,

7 OpenShiftStateMetrics &35
T SLBIRIE R AN FRIE,

7 pod E LA,

TE X pod BIFR 2 1R R,
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14.21. PROMETHEUSK8SCONFIG

14.21.1. #5k

PrometheusK8sConfig 7R E Y. Prometheus A HHXE,

HIMFE : ClusterMonitoringConfiguration

=43 el sk

additionalAlertmanagerConfigs [JAdditionalAlertmanagerConfig Bo B89 Alertmanager 5245,
M Prometheus H4 2 ER, 2R
INERT, SRBREHND
Alertmanager 5241,

enforcedBodySizeLimit FRE ) Prometheus $2EXBIFE 1R i il S5
MEIESCR/NRS, WNRIZERH B in
IESTA R, K FRRE, MIIRENF K
W, UTFHERBERH : —22fE,
RAFiREEERE. L
Prometheus X/NM&= (40
64MB) HEIF(EH, HEFRKH
automatic, XRTHRIBEHS
=B8TERS, RIMENZE, X
RFEBRHE,

externalLabels map[string]string ENTESA SRR ERINE
AN (B B 5 S B R PR S, Nk
#. EIEEFEMEF Alertmanager,
INER FTARRRIMERITE,

logLevel FRE T Y. Prometheus B9 B &A%
B, FTRERVIER :
error. warn, info #1debug.
FIME D info,

nodeSelector map[string]string ENTEH LFE pod B9 =,

querylLogFile FRE 5 E L% PromQL EIHHIST
R BRI X M4, TXMIER
T, BAREERGT
/var/log/prometheus &9
emptyDir &, SEEZIEE
emptyDir BRI EHITERRE,
HFRELH, X/HEA
/dev/stderr. /dev/stdout =%
/dev/null, BEFRZHE AEMH
fib /dev/ B&1%, FZIFHEX R,
RIAERT, PromQL TR
103K
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Bt

remoteWrite

resources

R

retentionSize

PR (tolerations)

topologySpreadConstraints

collectionProfile

volumeClaimTemplate

e il

[JRemoteWriteSpec

*v1.ResourceRequirements

FRE#

FRE#

[Jv1.Toleration

[Jv1.TopologySpreadConstraint

CollectionProfile

*monvl.EmbeddedPersistentVolu
meClaim

14.22. PROMETHEUSOPERATORCONFIG

14.22.1. #h

sk

EXEiR B ABRE, 2 URL. &
IR EHIRICILE,

X

J5 Prometheus &% X1
SRADFRIE.

TR

=)

TE Y. Prometheus & & B A9 4L
IFE], IXANTE L/ FR LA E
FIFXERIEE : [0-9]+
(ms|s|m[h|d|w]y) (ms =
milliseconds, s= seconds,m =
minutes, h = hours, d = days, w =
weeks, y = years), ERIAME N

15d.

E BRI E AN R KA ZEHE
BNk write-ahead log (WAL), 3
#mEa4E B, KB, KiB, MB, MiB,
GB,GiB, TB, TiB, PB, PiB, EB,
FEIB, BIMER TAE AR
il

7 pod E LA,

TE X pod BIFR 2 R IR,

7E X Prometheus FARMIEEH A
IWEIBIRIEIT RS S MRES, X
882 full 5 minimal, 7 full
BoiESE (BA1N) &, Prometheus
KINETEHBE R FHIFETET.
£ minimal &%

f1, Prometheus RINEERINES
Bk, 0N, EFIESIE (N
FIRFT R EIIE T,

h Prometheus & XA M1,
FRXMYEREZFALESER,
BEEWER. BRDIEFF.

PrometheusOperatorConfig FR7E Y. Prometheus Operator ZH I E,

HIITE : ClusterMonitoringConfiguration,UserWorkloadConfiguration
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logLevel FRE 7 Y. Prometheus Operator #9H
SIOIKE, FTRENER
error. warn, info #1debug.
FINME N info,

nodeSelector map[string]string ENFEH LFE pod B9 =,

iR *v1.ResourceRequirements 77 PrometheusOperator &25
T SLBIRIE R AN FRIE,

AR (tolerations) [Iv1.Toleration H pod E XL AR,
topologySpreadConstraints [Iv1.TopologySpreadConstraint 7E X pod BRI FR BRI,

14.23. PROMETHEUSOPERATORADMISSIONWEBHOOKCONFIG

14.23.1. 3R

PrometheusOperatorAdmissionWebhookConfig TR E Y. Prometheus Operator B9 A Webhook T
{E MBI E,

HIWFE : ClusterMonitoringConfiguration

xRE ek
BIR *v1.ResourceRequirements 77 prometheus-operator-
admission-webhook ZE23E X
BIRIE KR E,
topologySpreadConstraints [Iv1.TopologySpreadConstraint E X pod MIFRIN LR,

14.24. PROMETHEUSRESTRICTEDCONFIG

14.24.1. #k
PrometheusRestrictedConfig HTiRE Y 1A - & LB E B Prometheus AL E,

HIMFE : UserWorkloadConfiguration

additionalAlertmanagerConfigs [JAdditionalAlertmanagerConfig BB AT Alertmanager SE431,
M Prometheus AN ER, B
INERT, BRBEEREHND
Alertmanager 5241,
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Bt

enforcedLabelLimit

enforcedLabelNamelLengthLimit

enforcedLabelValueLengthLimit

enforcedSampleLimit

enforcedTargetLimit

externallLabels

logLevel

110

*uint64

*uint64

*uint64

*uint64

map[string]string

FRE

sk

18 B AT 2 FFR 409 per-
scrape R, SNRIFZEHEEIRIR
BFhC BT AR, EAD
RIS R, ERINEN O,
XRTEBILBERE,

NRBITEEIRE B KER per-
scrape [Rl, MRIFEBMIIKE
TEIBPREFTIRIC IS8 iX AN PR,
M EEAN R AR R IL, BRIAE
N0, XRIEBHERS,

NRBIIEEFREE K EH per-
scrape [R1E., SIRIREENKERE
B EHIRIC BB XN RE,
BRI R BIMESR
0, XRFEEHERT,

EE—MEZHRINGIBEN S
BrR&, MREXRTF
enforcedTargetLimit, T/iti%
BEBEEEMAFENLH
ServiceMonitor =X
PodMonitor *f & Hi%ER
SampleLimit {5, &2 517 L&
FA MR B SR AR RS T B SRR 2L
2, BMENO, XRTEFEE
BR 1l

EERDBIMRENEBRE, 10
REXTF
enforcedSampleLimit, ithi%
EREBEEEMAFENLH
ServiceMonitor =X
PodMonitor % & HiXER
TargetLimit (£, EE 5 AT LUMERA
X BREFREI T B RS 8.
IMEH 0,

ENESA SR BENERINE
AN (B B 5 S E R IPR S, Nk
#R. EFEEFMEF Alertmanager,
INER FTARRRIMERITE,

T X Prometheus BB 725 A%
B, FTREMER

error. warn, info #1debug.
N E D info,
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Bt el

nodeSelector map[string]string

queryLogFile FREE

remoteWrite [IRemoteWriteSpec

BIR *v1.ResourceRequirements
=& FRE

retentionSize FREB

AR (tolerations) [Iv1.Toleration

topologySpreadConstraints [Jv1.TopologySpreadConstraint

*monvl.EmbeddedPersistentVolu
meClaim

volumeClaimTemplate

14.25. REMOTEWRITESPEC

14.25.1. #ih

sk

EXFEH EHE pod BITT R,

EEIL T PromQL EifR ST,
b E R AR X4, EXFIER
T, BEBRREIMT
/var/log/prometheus &9
emptyDir &, sEEHIEE
emptyDir BN ETTERRR,
HEREEN, XFEA
/dev/stderr. /dev/stdout =X
/dev/null, BEFRXZHFEAEMRE
ftt /dev/ BB, FZREXERE,
ZINBERT, PromQL EHAEH
L%,

iR B ABRE, 2 URL. &
PIEMEFRIRCILE.

4 Prometheus 23 & X HFIRIE K
FOFR{E,

7E X Prometheus & & B9 4L
BFIE], SXANTE L/ FR LA E
FIFXERIEE : [0-9]+
(ms|s|m[h|d|w]y) (ms =
milliseconds, s= seconds,m =
minutes, h = hours, d = days, w =
weeks, y = years), ERIAEN
24h,

E BRI E AN R KA E
BNk write-ahead log (WAL), 3
#mEa4E B, KB, KiB, MB, MiB,
GB,GiB, TB, TiB, PB, PiB, EB,
# EiB, BRAEH nil,

7 pod E LA,
TE X pod BIFR 2 R R,

h Prometheus & XA M1,
FRIISBRESNEMEEINKR

N,

m
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RemoteWriteSpec %R E L2 B A FHERXE.

14.25.2. 3R

e url

SHINTE : PrometheusK8sConfig. PrometheusRestrictedConfig

Bt & i 300

B *monvl.SafeAuthorization E TR S AFHEIERIGRE,

basicAuth *monvl.BasicAuth EGERE Almm URL EER S
VLTINS g

bearerTokenFile FRE E N BEIxEE Alnm B bearer

LSRN, B2, ENELEE
pod FHE#H secret, FTLATESLE
, mREES|IFARSIK ISR,

PRk map[string]string EBEEERENTREANER—EL
EEE X HTTP bRk,
Prometheus X BBITRL FEEHE

=,

metadataConfig *monvl.MetadataConfig E N MR E AFiE & %E—RIITT
BIRRIXE,

name FRE& E TR E A\ FIBI B FR, It AFR

FAFEmr# B SiD TR K 2PAT,
WRIERE, LRRMITEME—H,

oauth2 *monv].OAuth2 E R E Al s B9 OAuth2 514
WUFXE,
proxyUrl FREB E X AEREE URL, WREA,

TR RS E AR,

queueConfig *monv].QueueConfig RFHIHTIRE A\ FISHH R
=9

remoteTimeout FREB TE SRR A i s B 17 3K BB
{Ho

sendExemplars *bool A @R T AL %

exemplars, JBARE, WXERN
Prometheus BB W TENTFEHIF(E
2% 100,000 4 exemplars, Itbi%
BICERATRFE KL, &
BAF&OTEAR R,
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=43 KRR ek

sigv4 *monv1.Sigv4 TESLAWS ZEZRRAE 4 FBHIEIL
&,

tlsConfig *monv1.SafeTLSConfig EGEFRE Alm R B TLS 51955
A&,

url FREB E N ERH L EREIRIERE A
=M URL,

writeRelabelConfigs [Jmonvi.RelabelConfig E B AEFHIMLE BRI
Ko

14.26. TLSCONFIG

14.26.1. ##5k

TLSConfig %RECE TLS HEH%E,

14.26.2. &
® insecureSkipVerify

HINFE : AdditionalAlertmanagerConfig

=43 el sk

ca *v1.SecretKeySelector E N SERTFTBENBIEHIA
HLK (CA) B secret ZEH3| A,

cert *v1.SecretKeySelector EXSERTEREENNLHIER
B secret A5 F,

key *v1.SecretKeySelector EX &R T EREENFAHAN
secret 5|,

serverName FRE FAFIIEREHIIET EHE,
insecureSkipVerify bool LiZE N true I, MERZEE
HUBIEH 1 4 FREV S IE,

14.27. TELEMETERCLIENTCONFIG

14.27.1. #k

TelemeterClientConfig /7 Telemeter Client 2H4E % &,

13



OpenShift Dedicated 4 i

14.27.2. HE
o nodeSelector
e AR (tolerations)

HIWFE : ClusterMonitoringConfiguration

= RE Uiy

nodeSelector map[string]string EXEE EFE pod BT =

B *v1.ResourceRequirements 71 TelemeterClient &35 & %
TRIE RFRIE,

AR (tolerations) [Iv1.Toleration 7 pod E XLER,

topologySpreadConstraints [IV1.TopologySpreadConstraint 7E X pod ByFRIM D FR BRI,

14.28. THANOSQUERIERCONFIG

14.28.1. ik
ThanosQuerierConfig %R E Y. Thanos Querier A% &,

HIWFE : ClusterMonitoringConfiguration

enableRequestlLogging bool JE ASERIE KRB K ILKIMA/RE
Pris. BRIAE false,

logLevel FrF e 7 3 Thanos Querier 898 &2
KB, ABENEAR
error. warn, info #1debug.
EONED info,

enableCORS bool JE X E CORS TrkHfR /R AR
Ho FRLAVFMEMEIRIG R, B
NMEH false,

nodeSelector map[string]string ENTFEH LFE pod B9 =,

%R *v1.ResourceRequirements 4 Thanos Querier 23 E X HR
T KPR,

AR (tolerations) [IV1.Toleration H pod E XL AR,

topologySpreadConstraints [IV1.TopologySpreadConstraint 7E X pod BRI FR BRI,
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14.29. THANOSRULERCONFIG

14.29.1. ##45k

ThanosRulerConfig %R E X E M A F & B E # Thanos Ruler SXBIKEEE.

HIMFE : UserWorkloadConfiguration

Bt

additionalAlertmanagerConfigs

logLevel

nodeSelector

PR (tolerations)

topologySpreadConstraints

volumeClaimTemplate

el

[JAdditionalAlertmanagerConfig

FRE#

map[string]string

*v1.ResourceRequirements

FRE#

[Jv1.Toleration

[Jv1.TopologySpreadConstraint

*monvl.EmbeddedPersistentVolu
meClaim

14.30. USERWORKLOADCONFIGURATION

14.30.1. $#k

sk

Bt & Thanos Ruler 2B NI 5 &
ftt Alertmanager S£5l@1E. EKIA
H4 nil,

7 X Thanos Ruler B B &% 7%
B, FENEAR

error. warn, info #1debug.
FIME D info,

TE X Pod #IAE EIBT T R,

H Alertmanager 23 R
KABRIE,

TE X Prometheus & & B A9 4L
WAL, SXANTE S/ FR LA E
FIAXERIEE : [0-9]+
(ms|s|m[h|d|w]y) (ms =
milliseconds, s= seconds,m =
minutes, h = hours, d = days, w =
weeks, y = years), ERIAEN

15d.

7 pod E LA,

TE X pod BIFR I R R,

A Thanos Ruler & X AtETE
i, FERLLEBEBESMNEEE
KN,

UserWorkloadConfiguration %R Y. T £ openshift-user-workload-monitoring % 22 [A| B9 user-
workload-monitoring-config B2 EMR SRR AT E XM ERIXE. RAETE openshift-monitoring 67 &
2] A#Y cluster-monitoring-config B2 &M 5 H) enableUserWorkload i E# 4 true /&, &FaILL
f= B UserWorkloadConfiguration,
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Bt

alertmanager

prometheus

prometheusOperator

thanosRuler

S

*AlertmanagerUserWorkloadConf
ig

*PrometheusRestrictedConfig

*PrometheusOperatorConfig

*ThanosRulerConfig

sk

FERFIEASIEZERE L
Alertmanager A4 HIIL B,

ERF TEfAEGERE L
Prometheus AH4HZE,

TERF e EIEIERE X
Prometheus Operator £ #i%
[

ERF TEfAEGERE L
Thanos Ruler H{EBIE B,
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