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o THAALRL,
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Operator B/ SECEFAHBER S, Insights Operator BEITF :

o FEnhiRHIBEMERERH,
o 7£ Red Hat OpenShift Cluster Manager FR$Z 2R 75 SR A FIRA MR 1E.
IRAI LLEEENE R,

MREER T InERERE, R Insights RIFIEREFRFR, B LUEFERTERERE,

1.3. WEB R ERF TR

WEAXERHE (SR A HEANREENANER, XATFLEFITRARR
2. SEHEEAALUERUTHERER KRR

must-gather TR : £/ must-gather T EE G X ER(E B FH Il AR,
e sosreport : f#f sosreport TEWEREIFIE. REMEEMZEEIERTFHKXBN,
o £ ID : EMAIEZRRHMERK, RENEEMM—ITART,

o £ A journal Bi& : W5 journald T HEMIMIIERE T = LW /var/log FRIBEE, LABERR
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BR, LABEBOHERRS M48 48 K B9 AR,

1.4. HREEHERR R
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o TR : KEBAEEAALETERT RERE.
A, WA UEHLUTREA :

o M kubelet 3R,

IR 2 A E R UEFBERR 77 A8 XA

%

o EHTRAR
e Operator [F]ill : ERFEIR G AT APUTLL TR VERARR Operator A7 :
o IiF Operator 1] 4R,
o &% Operator pod BEIR .
o Ji& Operator B,
e Pod Al : REHEE A AR EE pod BPREHTHRUTRERIIRS pod XM
o #HE pod MEHRARE.
o JHBNEE root VilAHFREI debug pod,

® Source-to-image 1@l : SEEEE A A LR S2I fiEk, LA S2| #RRAmsE L £ME, I
LU TRAEEMRR Source-to-Image(S21) ] :

o Source-to-lmage Z ¥ EE.
o AT HENRREFMENLN REFIZETEIE,

o TFhfAIE : HITEEH T RPEEEN, SRESWINEMEER, ERIKET R TTEENEHN
BB, KHEEATIITUATRFERRS M G# R

o A RWXBEAZ M.
o fEF RWO B, k& S FREXEE T =

o IS¥Rin|l : EEFEIR O AR IR G IS S HERR TUE P B9 IR ATIRE, MREHIR P E YR B
EMRAAT A, =& Prometheus SEFE T KEMEEZEHE, HFREUTRE :

o WERFENMIERTTRMNER,
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e OpenShift CLI (oc)FJ&i : 5@iT3@hn B &% 2K % OpenShift CLI (oc) 1],
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&7 LATE OpenShift Dedicated N AL BEEE £, Operator EREF A N X LEREBEIXE.

2. BEEBETRERE

& BT LUEF OpenShift Dedicated B OpenShift CLI(oc) TE S5 £ TR HE, j21T oc api-resources
PR EEEIMER TR LU,

FeREH
o EAILIFAEA dedicated-admin & &A1) A EEE,

o A LUijin] web #2RHIAHERET oc CLI TE,

it =

. BEEENATWLEEE Operator, HEIZITUTHRS :

I $ oc api-resources -0 name | grep config.openshift.io

2. EEFEURENSHTIR, HoTUTHS :

I $ oc explain <resource_name>.config.openshift.io

3. EEEEHIHNBEELHIRE L(CRD)NREE, HETUTHS :
I $ oc get <resource_name>.config -o yaml

4. BYVHEBRRREE, HoTUTeS :

I $ oc edit <resource_names>.config -o yaml
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3.1 RENZFF
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o HRKEFN'EAMERIAE, THREAET REXHNXENBRAAR,

o R AIIERH,

o jn E M " S,

FN G| LRI AR, KA LAE OpenShift Cluster Manager A& [ Insights. Insights 3244t 7 [A]AY 140
ER, HFEETANBERT, RETNAARRFHHER,

INREXT A B EMSUHEN, AT EMER, EAERSEAHRR JIRA 1, 1HREEERFE
&, SNZE L OpenShift Dedicated R A,

3.2. X FAMERIAE

IR R IR EEMR B U R R ARRE A BB R A, AEMAFESEXE. R
AT, BT %k, REMFERLE” RN&RELEK. 74, BLAUEREANIENFERAAR, HiZ
AT AR R R b FO R e

3.3. BRI RN E

SNSRI OpenShift Dedicated [P, AT AT R/ ELIERIAEF RS EFERARAAR.

FRFM
o [MBLMEEST MK,

AR

1 BFE LR M,

2. /M Search,

3. EERTFEH, WMASHHEXNXEFHNFRE, S8
® OpenShift Dedicated A% (40 etcd)
o MEXFIK (bban RE)
o EE HRHEMEMEM S REN R FEX

4. = Enter #,

5. A% : %% OpenShift Dedicated /™ & it &%,

N
N

1% 1 %3 Documentation RA KBTI ESS,

o
a


http://access.redhat.com
https://console.redhat.com/openshift
https://issues.redhat.com/secure/CreateIssueDetails!init.jspa?pid=12332330&summary=Documentation_issue&issuetype=1&components=12367614&priority=10200&versions=12385624
https://access.redhat.com/knowledgebase
http://access.redhat.com

B 3 & RAGHr

3.4. R3S ¥ [l A

FeREH
o EAILUFAEA dedicated-admin & &A1) EEE,
o B% %k OpenShift CLI(0C).

o {&A LU Red Hat OpenShift Cluster Manager.

i =
1 BFBZEE ]~ Wi - 32 &F TH.
2. | Getsupport,
3. 7 BF3ZFF TIER Cases AR :
a. ik : RIEFERQINCETHK P A E TS,
b. NEBRELEFSE HMIEA], M Bug =k Defect, #A/E R Continue,
4. MALUTER :

a. 7£ Summary FEH, AR AR FEEE, URE XL ERBFIAES, B
RABHITIEA,

b. M Product THI3 § A% E OpenShift Dedicated.

5. AEMENARMINERRAARIK, Bl TRESEERENFEER, MREUNXER

FRRIXAA, 16 Continue,
6. EEBEMMMFIENINERRARIIR, ElTRKSEEREHNFEER, XNIIRESERH

Y50, RNEEQRNSHEATERPRETELZER, NRBUNXESERRZINAE, 1§
= Continue,

7. HRRRENIK S EERERN, MREE, FHENAZ,
8. T HENEFM OpenShift Dedicated 5£8% ID G EM, MRFIEM, HFohiRHEE D,
e {#F OpenShift Cluster Manager FEEIKENEEE ID :
a. 3%l Cluster List,
b. RIEFENHAE R H IR R,
c. 1E Overview 1T Details 848 Cluster ID FEAFIXEI(HE.
o {FFH OpenShift Dedicated Web %Il & F 55K EXVEEEE ID -
a. 17 A%l Home - Overview,
b. Z{ESIETE Details F#J Cluster ID T,

o 74, tAETLLET OpenShift Dedicated Web 12 & S # B9 #F AR, FHEIETER
D,

a. MIEESMZE (?) help » Open Support Case,


https://access.redhat.com/support/cases/#/case/list
https://console.redhat.com/openshift
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b. Cluster ID WES#BIIET

e Ef#H OpenShift CLI (oc) FREXEKEE ID, HZTUAT@S :

I $ oc get clusterversion -0 jsonpath='{.items[].spec.clusterID}{"\n"}'

9. TR TRTHA, = Continue:

o MBI LER?MAELERNLIER?

o Sl SSHIRIMMN(E.,

o MIEMEBEBILITH ? HLIME?

o WITHRAINAE? LEME?EERE? BEREREN AL E?
10. EEHEXBZETEHE X4 R Continue,
N. FAMEXFMAEEERE, < Continue,

12, TiY A RS, s Submit,

3.5. Hfth BR
o AXINFIKRFFHIENE, 1HSUERA Insights B &EF BRI,
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OpenShift Dedicated Y& EFFBENFELELE, FH{EM Telemeter Client # Insights Operator [4L1E
. RHELELIIIERIEIE AT SCULA SRR B 57 420,

T Telemetry # Insights Operator ML S EIBARI R BEMRHIN N £ ZAHISEFF (connected cluster)

Telemetry 24118 %k OpenShift Dedicated Telemeter &/ imEZLIE A X ME BHATE, KENRE
MEMEERNERAGERIZNE, MERRITHEEBNME. RIEEHNERRE. RUEIHURSUHEFF
%o

Insights Operator 158 OpenShift Dedicated BEe B IR FHIGH L X RILIIE, XLEHIBRATEME XK
AR EFEN N FN A IRE. XL insights @1 OpenShift Cluster Manager SEBEIE AH TR

s
Nibo

AXEFRBTARIF I LENESZRER

Telemetry 1 Insights Operator {5
Telemetry #1 Insights Operator WA AR TR :

o @i TIABIMMREBHEEN, NF-LEEH4, REBAIAURRKUNZEREN, BMETZRA
BAERYL, BN XEEHNRINETRNIT, Rib, —LLREn LR E IR A
R, MARBERFOR—DFREHEK Jira issue,

o SHMIKRAEIR, OpenShift Dedicated 1214t candidate. fast #[1 stable % 17578, ALK EFE—
NEHEMR, HRAM fast Z stable B FREUR FEFHMRELURFA TS IRPNEG, BidEE
ISEBHRMMER, LIIERT LU L TIRA I 21REE] stable 518, FHXI7E fast SiiiE A & B0
RO B R R R

o AErxT NI FThAE E‘Jﬁﬂilﬁ TS HF, WERNEBIERLLE T AL OpenShift Dedicated
KR ERRZEA, BT XEER, LEUURETFRAINER A ERNMF IR,

o EIFESIRFALE, EILIEZ ML BRI RRRUER, ATLUNEENRRRHEER D, X
AULAIEET EREENER, FERAIANXEEL, AXHRHERQINIFFENESE

/GNO

o Filo#r, BT MEEMERFIEMNER, 1£ OpenShift Cluster Manager £ ERERFM insights
2WER. AIBEESHNARAZS], NFIMEEBE, LIEBIAA] OpenShift
Dedicated R R TR,

£ OpenShift Dedicated #, EREEREEEHEEH. BRELFERFERE.

4.1.1. XF Telemetry

Telemetry REZLIE A X —HBEMER BT FR. Telemeter B iRE M =+#IKEN—RIEHR
{H, FFREUREERRIZINE, AP T iX LR,

CTHEMR I —EUR R SR SL I s de B, BTN & ﬂﬁ@)*’ﬁ’]lﬂwﬁﬁﬁﬂj}if © RN A TLIEEE
#H OpenShift Dedicated Fr4l, MERAREMREIRS T, FFEUTFAHRTE,

XK IIAE RIHR MBS IE R IFFI TR, HiiRREIZFR T U5 R@ 5 & Bk SR, L8+ AT
BiFEERE R FEBNUUH OpenShift Dedicated, IREHZRAM.
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HAth BT
o BXAPEHMESZELR, 5B OpenShift Dedicated F4 30 #4,

4.1.1.1. Telemetry WERNER

Telemetry WELITER :

41111 RGEER
o IRAEE, BI¥E OpenShift Dedicated EEEIRAFRET BT RAEBHIRAT BN EIIFE

o FHER, BREBIMEHITANEFRY. ATEHRNIENGGREFIMWE BMIEEEURERR
H & BIE R SR

o LEHAA 4 A BIME—BEALIRIART

o EENIEI/HNENREEAIHNEELE, SEREMENRHNT REEEB. EHA. IPib
k. Kubernetes pod &%k, @+ Z2 A FNARSS

o TEERFZREM OpenShift Dedicated EZR4A# R AR RFRE
o HB&Z Operator 5 H N "related objects" BIFFA fn 4 22 (R M4
o AXBIHHHER

o AXIEPHEMMENESR

e #8FE OpenShift Dedicated BN BT AL R EIEFH OLE

4111.2. K/MER
o BXRE&EE. HHBEEMYBUKNMER, S CPUARBMENVESTERN RAM 2
o ctcd FRAEFNFHETE eted EREFHN REE

41113. FHER
o BXUEMH. NEEMY BRMFERBERER
o HRBATHMAZIZFRENFR LS

Telemetry FRIEEMBMIAFNER, WA ELHEN, LEFIBENIAER. MRLBLIADA
ERMBA KR, LIERMFRXEER, BXRABREILENESER, HSELLIERTFR,

4.1.1.2. i/ Telemetry

IEMI SR IR E R A P R, IMERBIESEER T ENENAMAKINA T IIE. WREf K
IRRE,

HthFEE :
o FFEHH, Fh— SHA-1I8%,
e FFHIP HutiH{E4E 7 0.0.0.0,

10


https://docs.redhat.com/en/documentation/openshift_dedicated/4/html-single/upgrading/#osd-upgrades
https://www.redhat.com/en/about/privacy-policy

B 4 E A E R TR R TR

o RFAF IP ik KL R RFREF N AIRBIE,

Hth BT
o MNFETMRANMIIE Telemetry IEERIE B OpenShift Dedicated BB MRIEAMER, HSM LR
Telemetry IS BIEIE.

e % Telemetry M Prometheus ERRIBMETIZR, 1HSH L7 cluster-monitoring-operator JRX
e

4.1.2. X F Insights Operator

Insights Operator & BN EE BFMAGHERSE R, BREM /NN ELEREXLEHIE, XEERALE
IIEHEECE, BIRME T Telemetry IREE R ANEIE.,

OpenShift Dedicated FA 7 8T LA7E Red Hat Hybrid Cloud Console £ Insights Advisor iR%S & R8N
SHMIRE. MRAUMT EMEE, Insights RIRMEIFMANGER, FHERTREMNIER TRAMMAIRRREX
m] B 5

Insights Operator A& WEEMEF P AFNER, WAF K, BESKIUET, 0FH X Red Hat Insights ##E
WEMEEIER, ESM Red Hat Insights BB N BAEFERESM,

LB R AR R EHE B LS -

o NAETEMEELNE, F7E Red Hat Hybrid Cloud Console £BY Insights Advisor ARS5 iR 7
R ARG L EhE

o BN MANEFANREREMEZE R RKUH OpenShift Dedicated

e {# OpenShift Dedicated EEM

4.1.2.1. Insights Operator I&EHIE B
Insights Operator MELLTER :
o BXREBMHEHAMMEINER, LURBIFET OpenShift Dedicated MR A B A,
o SHMEEBEXMH (MM registry BBE) RIATEIXESH A ERBXEMRH,
o ERAMRKRERNER,
o ZITEHMBNHEFR, LUAREMAHEHBHRE,
e #BE OpenShift Dedicated BT & LA KRR B AR 1E K I B iF1H

o IR Operator &5 T —A A, N&UEE openshift-* #1 kube-* 77 B f1 OpenShift Dedicated
b pod IE R, XBERE. HIR. Z2LETX. BEEE

Heth BT
® 7E OpenShift 1, Insights Operator & WS MFLEEIE ?

o A AILIEE Insights Operator BRI, FXHEHITTE. 2058 Insights Operator BT
B3UXK, 155 Insights Operator Li1H,

1


https://github.com/openshift/cluster-monitoring-operator/blob/master/manifests/0000_50_cluster-monitoring-operator_04-config.yaml
https://console.redhat.com/openshift/insights/advisor/
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4.1.3. T fi Telemetry # Insights Operator HIEi

Telemeter Client M Prometheus API Y &R IZEBIRS (Bl R 5UER, W RIF5IERE 4 2 30 # L1ZE|
api.openshift.com #F{T4bE,

Insights Operator M Kubernetes API #1 Prometheus API IR RTIEBI SR H HITEM. ZAEEM /D
f_Ef£Z] OpenShift Cluster Manager #1740, Insights Operator ifM OpenShift Cluster Manager T
R Insights 24, XA TFIEF OpenShift Dedicated Web 1£§]& 8 Overview TTEHREEH
Insights REHHE O,

ESAEMEEEER LK ZEE (TLS) M mutual IEBIIE@E T MBEIEF1T, FrESIEELRH X
IEFRBIE R FTE W INE,

FHALIEE A BRI RS EET LSRRI S RIRH SRZH8. HRTRMIXERETHEN, X
BRF £ 0 B BRAE,

telemetry 1 Insights Operator &

OpenShift Red Hat
Container Platform Web
console } Insights
analysis engine
Kubernetes Insights ¢ HTTPS (443) > cloud.redhat.com Red Hat
API Operator Support
Prometheus Telemeter abi.openshift.com Subscription
API Client HTTPS (443) pl.op management
) OpenShift
Cluster Manager
PR3
HAth B

e #NFEAHX OpenShift Dedicated IR MEBELER, 15SMXTF OpenShift Dedicated 1%,

41.4. BRUOAERCERREEBENEZ TS
Telemetry &S B Minsights Operator WEHIE B PRI T 55 MERG TR RAEXBIERENE

/BN o

IIASCHHATEERR D A, ZLIE SRR E RIS maolE, MRMFMAY. MICREEE. FH/
SO, RARNFN R, ERPEBERR, SROHRAAA AL, AL REERIR ALK R B B,

e 3=y SN
ZINER A — LR M R R I R A EEUE,

H=
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https://console.redhat.com/openshift
https://console.redhat.com/openshift
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B 4 E A E R TR R TR

LIRS R ATELINE R ER @ 1T Telemetry # Insights Operator £ ZEINEREE, LIRFAENA LR, 4118
AREARLICEMN ARG LS EFEKERZENMEBLRE, ZRBUEHSHFEKEREFHTREVSRE
BFAXLIE” MBIER, NEBRRIIEE LSRN .

B=A
AIEFTRER S ELERE=8F, MEIKE. 2WHFEENMEERE.

—_——

4.2. Bt R IR EE

AP/ /S RS A E N A E BUE B E
YENEIEG, EALLEE Telemetry # Insights Operator WEEMIFEIT,

4.2.1. 7R Telemetry W EEHIEIE
IR LLEE Telemetry YRS BIERBEFNZH (RO [A] B U B4

FIE=S 0
o B2 %% OpenShift Container Platform CLI (oc)s.
o EALUMEMEH dedicated-admin & &I 1A & EE,
i =
1 EREIERE.
2. iéijl«)l'l:fp"%, CREIHERH Prometheus RS FHIREIH Telemetry YNSRI STEER 8] FFIEE

8

$ curl -G -k -H "Authorization: Bearer $(oc whoami -t)" \
https://$(oc get route prometheus-k8s-federate -n \
openshift-monitoring -o jsonpath="{.spec.host}")/federate \
--data-urlencode 'match[]={__name__=~"cluster:usage:.*"}'\

LT REAIBERETF AWS E£B OpenShift Dedicated By—LE1E,

--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=

{
{|
{|
{
{|
{
{|
{
{
{
{|
{|
{
{|
{
{

name__="count:up0"}'\

name__="count:up1"}'\
name__="cluster_version"}' \
name__="cluster_version_available_updates"}' \
name__="cluster_version_capability"}' \

name__ ="cluster_operator_up"}' \

name__ ="cluster_operator_conditions"}' \
name__="cluster_version_payload"}' \
name__="cluster_installer"}' \
name__="cluster_infrastructure_provider"}'\
name__="cluster_feature_set"}'\
name__="instance:etcd_object_counts:sum"}'\
name__="ALERTS" alertstate="firing"}' \
name__="code:apiserver_request_total:rate:sum"}' \
name__ ="cluster:capacity_cpu_cores:sum"}' \
name__ ="cluster:capacity_memory_bytes:sum"}'\

13
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--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=

--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=

{_
{_
{_
{_
{_
--data-urlencode 'match[]={__|
{_
{_
{_
{_
{_

name__ ="cluster:cpu_usage_cores:sum"}'\
name__="cluster:memory_usage_bytes:sum"}'\
name__="openshift:cpu_usage_cores:sum"}'\
name__="openshift:memory_usage_bytes:sum"}'\
name__="workload:cpu_usage_cores:sum"}'\
name__="workload:memory_usage_bytes:sum"}' \
name__="cluster:virt_platform_nodes:sum"}' \
name__ ="cluster:node_instance_type count:sum"}'\
name__="cnv:vmi_status_running:count"}' \
name__="cluster:vmi_request_cpu_cores:sum"}'\
name__="node_role_os_version_machine:cpu_capacity_cores:sum"}' \

{__name__="node_role_os_version_machine:cpu_capacity _sockets:sum"}'\

--data-urlencode 'match[]={__

--data-urlencode 'match(]=

{
--data-urlencode 'match[]={__
{

--data-urlencode 'match(]=
--data-urlencode 'match(]=

name__="subscription_sync_total"}' \
name__="olm_resolution_duration_seconds"}' \
name__="csv_succeeded"}' \
name__="csv_abnormal"}' \

{_ _name__="cluster:kube_persistentvolumeclaim_resource_requests_storage bytes:provisioner:sum"}'

\

--data-urlencode 'match[]={__

\

--data-urlencode 'match[]={
--data-urlencode 'match[]={
--data-urlencode 'match[]={
--data-urlencode 'match[]={

--data-urlencode 'match[]={:

--data-urlencode 'match[]={

--data-urlencode 'match[]={:

--data-urlencode 'match[]={

--data-urlencode 'match[]={:

--data-urlencode 'match(]

{

--data-urlencode 'match[]={:

--data-urlencode 'match[]={

--data-urlencode 'match[]={:

--data-urlencode 'match[]={

--data-urlencode 'match[]={:
--data-urlencode 'match[]={__
system_vendor="Red Hat"}'\

--data-urlencode 'match(]=

{
system_vendor="Red Hat"}'\

--data-urlencode 'match(]=
--data-urlencode 'match(]=

--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=

{_
{_
--data-urlencode 'match[]={__
{_
{_

name__="cluster:kubelet_volume_stats_used_bytes:provisioner:sum"}'

name__="ceph_cluster_total bytes"}'\
name__="ceph_cluster_total_used_raw_bytes"}'\
name__="ceph_health_status"}'\
name__="odf_system_raw_capacity_total_bytes"}'\
name__="odf_system_raw_capacity _used_bytes"}'\
name__="odf_system_health_status"}'\

name__ ="job:ceph_osd_metadata:count"}'\
name__="job:kube_pv:count"}'\

name__ ="job:odf_system_pvs:count"}' \

name__ ="job:ceph_pools_iops:total"}' \
name__="job:ceph_pools_iops_bytes:total"}' \

name__="job:ceph_versions_running:count"}"\
name__="job:noobaa_total_unhealthy buckets:sum"}'\
name__="job:noobaa_bucket_count:sum"}' \
name__="job:noobaa_total_object_count:sum"}' \

name__="odf_system_bucket_count", system_type="0OCS",
name__="odf_system_objects_total", system_type="OCS",

name__="noobaa_accounts_num"}'\
name__="noobaa_total_usage"}'\

name__="console_url"}"\

name__ ="cluster:ovnkube_master_egress_routing_via_host:max"}' \
name__="cluster:network_attachment_definition_instances:max"}' \

{_ name__="cluster:network_attachment_definition_enabled_instance_up:max"}'\

--data-urlencode 'match[]={__

name__ ="cluster:ingress_controller_aws_nlb_active:sum"}' \

--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
\

--data-urlencode 'match[]={__name__="cluster:openshift_route_info:tls_termination:sum"}'\
--data-urlencode 'match[]={__name__="insightsclient_request_send_total"}'\

__name__="cluster:route_metrics_controller_routes_per_shard:min"}'\
__name__="cluster:route_metrics_controller_routes_per_shard:max"}'\
__name__="cluster:route_metrics_controller_routes_per_shard:avg"}' \
__name__="cluster:route_metrics_controller_routes_per_shard:median"}'

et et et i )



--data-urlencode 'match[]={__

--data-urlencode 'match(]=

B 4 E A E R TR R TR

name__="cam_app_workload_migrations"}' \

{_ _name__="cluster:apiserver_current_inflight_requests:sum:max_over_time:2m"}'\

--data-urlencode 'match[]={__
--data-urlencode 'match[]={__
--data-urlencode 'match[]={__

--data-urlencode 'match(]=

name__="cluster:alertmanager_integrations:max"}' \
name__="cluster:telemetry_selected_series:count"}' \
name__="openshift:prometheus_tsdb_head_series:sum"}'\

{_ _name__="openshift:zprometheus_tsdb_head_samples_appended_total:sum"}' \

--data-urlencode 'match[]={__
--data-urlencode 'match[]={__

--data-urlencode 'match(]=

name__="monitoring:container_memory_working_set_bytes:sum"}'\
name__="namespace_job:scrape_series_added:topk3_sum1h"}'\

{__name__="namespace_job:scrape_samples_post_metric_relabeling:topk3"}' \

--data-urlencode 'match[]={__

--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]

--data-urlencode 'match(]
--data-urlencode 'match(]
--data-urlencode 'match(]
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=

{_
{_
{_
{_
{_
{_
{_
{_
{_
{_
{_
--data-urlencode 'match[]={__ |
{_
{_
{_
{_
{_
{_
{_
{_
{_
{_
{_

name__="monitoring:haproxy_server_http_responses_total:sum"}' \
name__="rhmi_status"}'\
name__="status:upgrading:version:rhoam_state:max"}'\
name__ ="state:rhoam_critical_alerts:max"}' \
name__="state:rhoam_warning_alerts:max"}' \
name__="rhoam_7d_slo_percentile:max"}'\
name__="rhoam_7d_slo_remaining_error_budget:max"}' \
name__="cluster_legacy_scheduler_policy"}' \
name__="cluster_master_schedulable"}'\
name__="che_workspace_status"}'\
name__="che_workspace_started_total"}'\
name__="che_workspace_failure_total"}' \
name__="che_workspace_start_time_seconds_sum"}'\
name__="che_workspace_start_time_seconds_count"}'\
name__="cco_credentials_mode"}' \
name__="cluster:kube_persistentvolume_plugin_type_counts:sum"}' \
name__="visual_web_terminal_sessions_total"}'\
name__="acm_managed_cluster_info"}' \
name__="cluster:vsphere_vcenter_info:sum"}' \
name__="cluster:vsphere_esxi_version_total:sum"}' \
name__ ="cluster:vsphere_node_hw_version_total:sum"}' \
name__="openshift:build_by_strategy:sum"}'\
name__="rhods_aggregate_availability"}' \
name__="rhods_total_users"}'\

{_ name__="instance:etcd_disk_wal_fsync_duration_seconds:histogram_quantile",quantile="0.99"}" \
--data-urlencode 'match[]={__name__="instance:etcd_mvcc_db_total_size in_bytes:sum"}'\
--data-urlencode 'match(]=

{_ _name__="instance:etcd_network_peer_round_trip_time_seconds:histogram_quantile",quantile="0.9¢
"

--data-urlencode 'match[]={__name__="instance:etcd_mvcc_db_total_size_in_use_in_bytes:sum"}'\
--data-urlencode 'match(]=

{_ _name__="instance:etcd_disk_backend_commit_duration_seconds:histogram_quantile",quantile="0.9
9"\

--data-urlencode 'match[]={__name__="jaeger_operator_instances_storage types"}'\

--data-urlencode 'match[]={__name__="jaeger_operator_instances_strategies"}' \

--data-urlencode 'match[]={__name__="jaeger_operator_instances_agent_strategies"}'\

--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=

{
{
{
{
{
{
{
{
{
{

name__="appsvcs:cores_by product:sum"}'\
name__="nto_custom_profiles:count"}' \
name__="openshift_csi_share_configmap"}'\
name__="openshift_csi_share_secret"}'\
name__="openshift_csi_share_mount_failures_total"}' \
name__="openshift_csi_share_mount_requests_total"}' \
name__="cluster:velero_backup_total:max"}'\
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--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=

{
{
{|
{
{_|
{
{|
{
{|
{|
{
{|
{
{_|
{
{|
{
{
{|
{
{_|
{
{_|
{

name__="cluster:velero_restore_total:max"}' \
name__="eo_es_storage_info"}' \
name__="eo_es_redundancy_policy_info"}'\
name__="eo_es_defined_delete_namespaces_total"}'\
name__="eo_es_misconfigured_memory_resources_info"}' \
name__="cluster:eo_es_data_nodes_total:max"}'\
name__="cluster:eo_es_documents_created_total:sum"}'\
name__="cluster:eo_es_documents_deleted_total:sum"}'\
name__="pod:eo_es_shards_total:max"}' \
name__="eo_es_cluster_management_state_info"}' \

name__="imageregistry:imagestreamtags_count:sum"}' \
name__="imageregistry:operations_count:sum"}' \
name__="log_logging_info"}'\
name__="log_collector_error_count_total"}' \
name__="log_forwarder_pipeline_info"}' \
name__="log_forwarder_input_info"}' \
name__="log_forwarder_output_info"}' \

name__ ="cluster:log_collected_bytes_total:sum"}'\
name__="cluster:log_logged bytes_total:sum"}'\

name__ ="cluster:kata_monitor_running_shim_count:sum"}' \
name__="platform:hypershift_hostedclusters:max"}' \
name__="platform:hypershift_nodepools:max"}' \
name__="namespace:noobaa_unhealthy bucket_claims:max"}'\
name__="namespace:noobaa_buckets_claims:max"}'\

{__name__="namespace:noobaa_unhealthy_namespace_resources:max"}'\

--data-urlencode 'match[]={__

--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=

{|
{
{_|
{
{|
{
{|
{

name__="namespace:noobaa_namespace_resources:max"}' \
name__="namespace:noobaa_unhealthy namespace_buckets:max"}' \
name__="namespace:noobaa_namespace_buckets:max"}' \
name__="namespace:noobaa_accounts:max"}' \
name__="namespace:noobaa_usage:max"}'\
name__="namespace:noobaa_system_health_status:max"}' \
name__="ocs_advanced_feature_usage"}'\
name__="os_image_url_override:sum"}'\
name__="openshift:openshift_network_operator_ipsec_state:info"}'

4.3. {#F INSIGHTS & Il & & b Y n] &

Insights ®E & 247 Insights Operator X XMIEIE, HA2IEREB Deployment Validation Operator
(DVO) M TE i #i1, OpenShift Dedicated A3/ BILAFE Red Hat Hybrid Cloud Console £ 7R

Insights Advisor RZSHILE R,

4.3.1. X F Red Hat Insights Advisor for OpenShift Dedicated

IR LUE M Insights A &5 AR S5 P& 112 OpenShift Dedicated EEIERIRS. TRERXETHNE
BLREEAEMZRN, AT A TR EMBIIN RS AT A, B, MeesR 2 MmN,

INREBLLE T Deployment Validation Operator (DVO), ERHEEE AR 5 BRI R 1M T/
:&Q

Insights 24T #945 R & 3E7E Red Hat Hybrid Cloud Console £ Insights A5 R%5 ., 7 Red Hat Hybrid
Cloud #HI &/, ERAIUPUTLLTRE -

o EEZREBRIWAIBERMIIFNE,
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https://console.redhat.com/openshift/insights/advisor/
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o (ERTSERITIETNAE, FMLERMALIXLERIL

o THMELAEXHFREIL. THRE(IFENNKIFEMAER, HINENANEERESERRRS
e

o SHMAMBMBERESFLR,

Hith BHR

e 7f Red Hat Insights for OpenShift T{E A {# F Deployment Validation Operator

4.3.2. T f# Insights Advisor 1Y

Insights AERFSIHATEREHEFRSHNAGRENER, el RSN RENTERENRSATH
M. B MRERREMEM M ERN, XEERET Insights AERSHI AR, REMWEILTIELL
-F{EI%\ .

Name : BXENHHEER#B
e Added: 7&K #E Insights Advisor ARZS JTR4HT
e Category: MR EBARENRSATRAME. B, MHRENR M ISR 7 @&

o Total risk: Bt SNHRHERE K THE M EER M ERINN TEIERENE, MBESLXE, XiEE
B &2

e Clusters : OB ILHIERETIZR

Description : XN HN R ZHE, SIEEH BRI

4.3.3. RS HRBE R

AL T 21 7E OpenShift Cluster Manager £B Insights Advisor # 2 7% Insights &5,

HER, Insights REE D ITEMERF D RRHMAR, XELERARINE, WERRT —NRE, =
KT — DRI

FRFH

o EB¥TE OpenShift Cluster Manager A3EMf,
o FHATIZEERRE (XEBRINXE) .

o FEREF| OpenShift Cluster Manager,

it

1. # A OpenShift Cluster Manager £L#J Advisor » Recommendations,
RIBEAFENER, Insights RERFSKETUTZ—

o MR Insights B L IEM A, NFARKINTERIELL,
e Insights BB AIREGISR, BNESH (K. . EZN™E) .

® Noclustersyet, IR Insights BB RHER. XTOMKREERBELRE. FMHEEIE
B fR YL B FF 4R,
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https://docs.redhat.com/en/documentation/red_hat_insights_for_openshift/1-latest/html-single/monitoring_your_openshift_cluster_health_with_insights_advisor/index#using-the-deployment-validation-operator
https://console.redhat.com/openshift
https://console.redhat.com/openshift
https://console.redhat.com/openshift
https://console.redhat.com/openshift
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2. NREREMAE, 15RTREREN > FFR T B8 i,
RIBEMARE, FHAER LTS ERBLAIEE XN EZE SMEE,

4.3.4. TRATA Insights NSRS
ZKINER T, Recommendations MlEI (U REERPRMN BRI, B2, BAIUEELERSFEEHH
AR
SoREH

o HATEEEEMRE (XERINEE) .

o EETE Red Hat Hybrid Cloud Console £

o ZXEl OpenShift Cluster Manager,

it

1. ¥ A OpenShift Cluster Manager _£#J Advisor - Recommendations,

2. $ Clusters Impacted # Status i3 E23351089 X BT,
IAE, (&R LA R BEIFR BB IE

4.3.5. Advisor BT E%

Insights AERFS ATRERRBIAEE I, BEXFTREEMEI, ERILUSTIESRN A Advisor #1131
=, LUHEBRMEMEREI

BAERT, JIBSRRKENRETERANEN, XERWHI— ISR, EEE Insights FEFRT
BHRIHERANRI, EALEE LTS,

ENVASESS, EEFTIESRRE, RERETRNRPITAETINERE, SN ERRN E
Ef= AR TIESE

R LOR B T B8R RE -
e Name : BREMEREIL

® Totalrisk: M Critical, Important, Moderate, #1 Low FiEFE—PHENME, KRB ERBEN AT
FNBY AT REMERN T B,

® Impact: M Critical, High, Medium, #1 Low FiEFE— N ZME, KR EEHEFIIESMES
M,

e Likelihood: MCritical, High, Medium, 1 Low FiEFE— NS ME, RFRYEBIH PG B
B E S T R,

e Category: RIEEFTXEM AT, M Service Availability, Performance, Fault Tolerance,
Security, I Best Practice FiEF—N % N,

e Status : mHEIRH EREENEN (BN . ZEBUSMERE.

® Clusters impacted: ¥ &I JESR LR R H RIS — DL NEBFNEI. BRI
2,
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https://console.redhat.com/openshift/register
https://console.redhat.com/openshift
https://console.redhat.com/openshift
https://console.redhat.com/openshift/insights/advisor/recommendations

B 4 E A E R TR R TR

° RISk of change: M High. Moderate. low #1 Very low FRiEFE—THZMNME, R-BHHTRISCIN
BEXNT SRBFIR T SRR XS,

4.3.5.1. 11 Insights N EARSSEIL

875 OpenShift Dedicated £EFE R, ERAILUTIER IR L BRBVEIL, @it M AT 18R, ERILUE
DIRENEUEE, HLETHUENRIL

PUFRIEES 7T i EFMIFR Category it 82, BZREER TFHMIEIRRE,
FREH

F[ifiZl Hybrid Cloud & #H B OpenShift Cluster Manager,

it =

1. 1# A OpenShift > Advisor > Recommendations,
2. 1 main, filter-type FHIFIZRAH, £ Category i JE2RKEY,

3. B’FF filter-value THIFIR, BAHEEEENENEEFERIIZINELE, BRTBLERAB
SIRAE,

4, _.I- . //J\\j]ﬂgﬁ%ﬁ’] {ﬁ%ﬁﬂ% — E%ﬁiﬁ(ﬁﬂi\%o
FISR AU RPTIA R IL,

o NAERE, EAUUEEEHOEEIIR, NAKNTESRKERITIEERFSZLRM.

4.3.5.2. M Insights /2 £5 AR 55 & 15 A BRI I8
WA LU N ERR N A EIBIAIRS, EEmEE, BalladiiiRelIize2EaEEEN

B HBRI 38 2R
o [EMTIEERFZ AN X K, SEBRINTIER, UaBIHEREN],

UZIPIESE 2 NN R 2
® =X Reset filters RHIFREN AR IEER, REBBMINLIES.

4.3.6. 2 H Insights AN &5 ARSS I
A U ZRPMERENEERREY, UEC(IFABRINERSES, TUREAENEENFARENELL

- BRENMPIAESEBRNEINEERTHRESREH.

FRFH
o HRTIRERERRGE (XERMINKE) .
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o EB¥TE OpenShift Cluster Manager A3EM,

o FE3REF| OpenShift Cluster Manager,

1. #£ A OpenShift Cluster Manager £#J Advisor » Recommendations,
2. Hi%E : RIBEEMFMA Clusters Impacted 1 Status i E%3.

3. FERAUTAHEZ —BRER :
o ZRMEIR:

a. RTIZERM Options K H , R[5 = Disable recommendations,
b. M AUEAFH L REF.
o ERZAEMMAEEZIERIINMER
a. REZAMBIELT,. TRWEMEIH—HEFIE,
b. &E Affected clusters 2 HHIEEETIR,
c. # Actions - Disable recommendations 2 T A £ ER,

d. EIAULBAFF # i &REF.

4.3.7. ERAZEIZAM Insights N &SRS EIL
LT R T — MR, AT Insights ASIRSFERIZRIL, HETURMLA N,

SeRFH
o FHATIZEERRE (XERINXE) .
o BT OpenShift Cluster Manager AEMf,

o FEREF| OpenShift Cluster Manager,

ik
1. #£ A OpenShift Cluster Manager £L#J Advisor » Recommendations,
2. IEEREANEIN EERIEIL

a. 1f Status FHIFHAIEE Status,
b. 1E Filter by status T3 #H1%¥ Disabled.
c. Ak : 5B Clusters impacted i1 £ 25,

3. HEE AR

20


https://console.redhat.com/openshift
https://console.redhat.com/openshift
https://console.redhat.com/openshift
https://console.redhat.com/openshift
https://console.redhat.com/openshift
https://console.redhat.com/openshift

B 4 E A E R TR R TR

4. s Options 35 , #AJ3 5 Enable recommendations,

4.3.8. X F TEH M Insights N EIRSSEIX

& AT LA#E A Red Hat InS|ghts for OpenShift A ERFSEEMNE RN ENRFN TEAENENER.
SRS AERELRILThAE, #EB) OpenShift EEFEE A A E"‘B%%%E’JFEEJLHNL&' 5 Mo 12"\_JJJT_
Red Hat Hybrid Cloud Console #J OpenShift > Advisor > Workloads F#EE TYEMEHMEINL., NEFELE
B, BB XLEHMEIR

® 3% Kubernetes TYEfA#MIER

e {#f Workloads #J Deployment Validation #[I Insights Advisor 1858 S B¥ 12 {F

o SRt A 2 A TR BRI

o BESHPMAENMIEREEIN

o MR TR BRI HERRN R

4.3.9. 7f web 12l & # 7R Insights K&

Insights REE DHTIEREEE, BTLLTE OpenShift Dedicated web & A i R B R A BO SR BEE 1E (] REAY
RS WREETRFAREH P EEE, LK% OpenShift Cluster Manager i &5 HI5E#,

SeRFH
o EB¥TE OpenShift Cluster Manager A3EMf,
o HATIZEERRE (XEBRILNXE) .

o B E[fiF| OpenShift Dedicated Web 12Hl&

it =

1. £ OpenShift Dedicated Web ! & A/ A Home — Overview,

2. R Status *_LEH Insights,
HHE O T RN HAEE R, KREGMIIEH|IHEE Insights Advisor REIFTEEELL
LEREZIFR.

4.4. £ INSIGHTS OPERATOR
Insights Operator R EHIRNEE EFAMBIRRTER, MEM/NEIEREXLEHRE XLEERTL

TIETEEECE, TIRME T Telemetry IREFRAMEIE, OpenShift Dedicated A/ A LATE Red Hat
Hybrid Cloud Console £BY Insights Advisor ARZS 1 G R IR &

Heth TR
o BX{EHA Insights RERSFFAEEHPNFENELSER, FSHEA Insights 7 &EREHHA
2

4.4.1. 7 f# Insights Operator Zi
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https://console.redhat.com/openshift/insights/advisor/workloads
https://kubernetes.io/docs/concepts/workloads/
https://www.redhat.com/en/blog/boost-your-cluster-operations-with-deployment-validation-and-insights-advisor-for-workloads
https://docs.redhat.com/en/documentation/red_hat_insights_for_openshift/1-latest/html-single/monitoring_your_openshift_cluster_health_with_insights_advisor/index#identifying-workload-recommendations-for-namespaces-in-clusters_using-insights-advisor
https://docs.redhat.com/en/documentation/red_hat_insights_for_openshift/1-latest/html-single/monitoring_your_openshift_cluster_health_with_insights_advisor/index#viewing-workload-recommendations-for-namespaces_using-insights-advisor
https://docs.redhat.com/en/documentation/red_hat_insights_for_openshift/1-latest/html-single/monitoring_your_openshift_cluster_health_with_insights_advisor/index#excluding-objects-from-workload-recommendations_using-insights-advisor
https://console.redhat.com/openshift
https://console.redhat.com/openshift
https://console.redhat.com/openshift/insights/advisor/
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Insights Operator #@i Prometheus I 4i M Alertmanager BFEREHR, EALUFERUTAEZ—E
OpenShift Dedicated Web 2l & I Alerting Ul R E B iX L4 -

e 1 Administrator flfi/, = Observe - Alerting,
e 7£ Developer flfif1, s Observe — <project_name> — Alerts T2 11,
B#l, Insights Operator fEi#i & SR 2 X AT ER -

£ 4.1. Insights Operator 1

ik i::3T1Y

InsightsDisabled Insights Operator ##Z2F,

SimpleContentAccessNotAvailable Red Hat Subscription Management A AN A fa] BLHY
SESIIR

InsightsRecommendationActive Insights BB EEFHIEILEIL

4.4.2. tE#40 12 Deployment Validation Operator #1&

RINBERT, HELE Deployment Validation Operator (DVO)Ff, HHRMEFRAME—IFHFF(UID)ESE
£ OpenShift Dedicated B Insights Operator fIAFIAM R EIES, SRFEIE G AT LY Insight Operator
BCiE N#ERISE B Deployment Validation Operator (DVO) B8R, B0, EaLATER A LTIER TR ST
{4 SR A0 28 T4 1 S AR

BREMGETREH, EUIE insights-config ConfigMap X &R 5)i% & obfuscation BiE, HH
& workload_names &, LT AT,

SeREH
o FRTIEEERKE (XRMIAXE) .
o {HF "cluster-admin” & % E| OpenShift Dedicated Web &
e insights-config ConfigMap *| & 777 F openshift-insights #p+Z 22 [A] #,

o EHWERERE, HRET Deployment Validation Operator,

AR
1. #f X\ Workloads —» ConfigMaps #i%f¥ Project: openshift-insights.
2. = insights-config ConfigMap * RiT &,
3. = Actions F1%4F Edit ConfigMap.
4. = YAML P kiR

5. £, {5 workload_names {Hi% & obfuscation B4,

apiVersion: vi
kind: ConfigMap
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#...
data:
config.yaml: |
dataReporting:
obfuscation:
- workload_names
#...

6. mil Save, insights-config config-map 1#1& T E T FF.

7. %5k config.yaml obfuscation EBHHEEE 21X & - workload_names.
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5 5 F WEKEFHE
TEIR R ARSI BN R E R EHE R, ATLAESBhZLIE S fr N IR AT HERR IR R,
BIEIR M
e {#FH oc adm must-gather %5 K HIEIE

o ME—MEEEID

5.1. xF MUST-GATHER T &
oc adm must-gather CLI (s S RIINE R BB FRARFENERFER, 2% :
o FHRE L
o RFEE
FINER T, oc adm must-gather 6p T FARINRIEH R, HEA /must-gather.local,
Ao, EALERSENSRZTHTRBREEFKER, WELITER2 AT :

o EBREE—PHRLNFEINBENEXIIEIE, 15EMA —-image SEFESR, NLLTER AR,
o -

$ oc adm must-gather \
--image=registry.redhat.io/container-native-virtualization/cnv-must-gather-rhel9:v4.19.3

o EWLEHITHRE, 1E#F M -- /lusr/bin/gather_audit_logs 2%, LTI FTER,
a0 -

I $ oc adm must-gather -- /usr/bin/gather_audit_logs

. FRARAMEREAHN—ED, TRWEFITHERFNIHBIKRN,

® 7 Windows BFR% £, &% cwRsync &/ 'if, FHiRMMEl PATH &£
F, LUMES oc rsync S —iEfE.

L1Ri21T oc adm must-gather v, & IIEH PR OE— N BREN B FFHIFT pod, 1E1% pod LUK
SHE, FREEHFIIIFEBFEH L must-gather.local FFLBFT B3RS,

flan -
NAMESPACE NAME READY STATUS RESTARTS AGE
openshift-must-gather-5drcj must-gather-bklx4 2/2 Running 0 72s
openshift-must-gather-5drcj must-gather-s8sdh 2/2  Running 0 72s

74, EEILAMEA --run-namespace iU E 67 4 22 (8] FHiZ 1T oc adm must-gather 45,
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o -

$ oc adm must-gather --run-namespace <namespace> \
--image=registry.redhat.io/container-native-virtualization/cnv-must-gather-rhel9:v4.19.3

5.1.1. HAMEZFFIRE BN ERFAIE
&0l {5 oc adm must-gather CLI iy S IRE R X EREEMIERE K.

FeREH
o RETLUFEAEZS cluster-admin A& i A& EE,

1 OpenShift Dedicated FEH, RMEAR I H(CCSREMA - TEHERA
oc adm must-gather 6643, EHEHEZE cluster-admin R,

e B%%E OpenShift CLI (oc).

i =5
1. #AEEZ % must-gather HIEH B %,

2. 1517 oc adm must-gather 4%

I $ oc adm must-gather

==
| M X NS EBINEIEE—DHENL control plane 51, Al pod ATRER IR HE

E|4-F NotReady #1 SchedulingDisabled X2 control plane 77 s,

a. MRLEEHFRM, BN, EFTEEREFFFE pod, NIER oc adm inspect 545 RIS KF
L-E.J'_l I}?E’J'fn /Gho

;:.;
%\

THIRES LB ST R LURBUEF IR B BTRE B

3. MI{EBRHNINIGIER must-gather B RO — N E4E S, HBIRIME—BI must-gather 27
REBHIIERE D, BXNAERER IDMWESELR, 1HSHI{IE OpenShift S£8F L E]
cluster-id &8, a0, 1EER Linux BIERFEITEN EZTUTHS :

$ tar cvaf must-gather-"date +"%m-%d-%Y-%H-%M-%S" -<cluster_id>.tar.gz
<must_gather_local_dir> ﬂ

Q J% <must_gather_local_dir> &1 5255 B T & #,
4, FELAMERF 1 MILHE P ZRFIIEA, R4 UM BN EB 5 Al A,
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5.1.2. must-gather #7ic!

TRAFTEHIRCET AT oc adm must-gather 645,

% 5.1. oc adm must-gatherff] OpenShift Dedicated Fri&

--all-images

--dest-dir

--host-network

--image

--image-stream

--node-name

--node-selector

=-=run-
namespace

--since

26

oc adm must-
gather --all-
images=false

oc adm must-
gather --dest-
dir="<directory_
name>'

oc adm must-
gather --host-
network=false

oc adm must-
gather --image=
[<plugin_image
>]

oc adm must-
gather --image-
stream=
[<image_stream
>]

oc adm must-
gather --node-
name='<node>'

oc adm must-
gather --node-
selector="<node
_selector_name

>

oc adm must-
gather --run-
hamespace='<n
amespace>'

oc adm must-
gather --since=
<time>

HEEBER T A operators.openshift.io/must-gather-image
SEFRBIFRA Operator EAEINFERINE must-gather £1E,

ERFRERENAS EIXE—MEENE R,

1217 must-gather pod /£ 7y hostNetwork: true. R4 E

THEGRBERIRENSETE, TEX.

IEEZEi21TH must-gather fHH 5K, MRERBIEE, NIERA
OpenShift Dedicated B 1A must-gather {5

EE— <image_stream>", {FERA— & ZE A5 namespace
or name:tag {[H 23— must-gather &4 £217.

REEEANBET R, MRXEHEE, MRIAER— R

master,

REEEAN—MET RIEFESR. NEEERERNEKR—H
ST R EHNBENS S &RN T AR,

must-gather pod NEEFZITH— PN INA BRI B ZE(H, 0
REBRE, RER—NIEH B EZEHE,

OREILLIEEFEM RIEFNESE. BRI NERS. N TXE
XANThee, WEFEREG, EXHAZKIBN, REEFEHH since-
time = since 2 —,
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w~Plee s

--since-time oc adm must- NEREERMNEEREBRE, A(RFC3339)AF R, Eil
gather --since- NABEBRE. NTXFXIEE, MEEREE, BEXHFAZL
time='<date_an /8. REEMEM since-time = since ¥ —.
d_time>'

--source-dir oc adm must- BEBEMNEHEFKENEIEN pod FH—MFEB X,
gather --source-
dir="/<directory_

name>/'
--timeout oc adm must- TEBI AT ESURIN B K E, R, opisk/NFRR, #03s.
gather -- 5m =X 2h, FEEMIESEIMHTARTE, NEREEEE, NEIAHN 10

timeout='<time> 7%,

--volume- oc adm must- 15 o A F must-gather #J pod D EEEHNHZRAE DL, WRE
percentage gather -- HHXANRE, must-gather 2fF1EIRE, BNEHIEREEE,
volume- MREREEE, MEILH 30%.
percentage=
<percent>

5.1.3. W& A X E T RERIEHE

&0l 877 % oc adm must-gather CLI 955 --image =X --image-stream S35 S AR KER XFE
TheeryiiifE 2. must-gather TEX LN, XFEEERTRBITZITENPRRES N IEEREIE.

5 5.2. % Ff must-gather 5%
Image A%

registry.redhat.io/container-native- OpenShift Virtualization FIZ#EILER,
virtualization/cnv-must-gather-rhel9:v4.19.3

registry.redhat.io/openshift-serverless- OpenShift Serverless FIZIRINE.
1/svis-must-gather-rhel8

registry.redhat.io/openshift-service- Red Hat OpenShift Service Mesh BIZIEINE,
mesh/istio-must-gather-rhel8:
<installed_version_service_mesh>

registry.redhat.io/multicluster-engine/must- & control plane HIEUIEINE,
gather-rhel8

registry.redhat.io/rhmtc/openshift-migration-  MTC HZIEIE,
must-gather-
rhel8:v<installed_version_migration_toolkit>
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Image 3:D=3

registry.redhat.io/openshift-logging/cluster- AT BEHICFHBTERE.
logging-rhel9-
operator:v<installed_version_logging>

quay.io/netobserv/must-gather Network Observability Operator BB S,

registry.redhat.io/openshift-gitops-1/must- Red Hat OpenShift GitOps HIZ#EIR S,
gather-rhel8:v<installed_version_GitOps>

registry.redhat.io/openshift4/ose-secrets- Secret Store CS| Driver Operator FIEUIEINE.
store-csi-mustgather-
rhel9:v<installed_version_secret_store>

ZE OpenShift Dedicated A HEMIRIIRA, HSHLIER 17 Mih R
OpenShift Operator £ & EHA M T,

SeRFH
o EATLUEAER cluster-admin & &5 &R,
e B%%E OpenShift CLI (oc).
L
1. # AT=f% must-gather 2iEH B %,
2. EH—1=H% ) -image =X --image-stream £#{;21T oc adm must-gather %,
p= =1

o EIWEMRRFEINGELHIEA BN must-gather 3B, 550 --image-
stream=openshift/must-gather 23,

fBlan, FERLT SRR ERFEIEF OpenShift Virtualization FHFERF S :

$ oc adm must-gather \
--image-stream=openshift/must-gather \ ﬂ
--image=registry.redhat.io/container-native-virtualization/cnv-must-gather-rhel9:v4.19.3 g

ﬂ 2R\ OpenShift Dedicated must-gather £ {5

9 OpenShift Virtualization BJ must-gather 53§

& LURE must-gather TESHIASEIRECER, USSR DS OpenShift Logging #1
Cluster Logging Operator $5 718 XBIEIE, *FF OpenShift Logging, iZfTLA T4 :
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$ oc adm must-gather --image=3$(oc -n openshift-logging get deployment.apps/cluster-
logging-operator \

-0 jsonpath="{.spec.template.spec.containers[?(@.name == "cluster-logging-
operator")].image}’)

il 5.1. OpenShift Logging B must-gather i =l

—— cluster-logging

——clo

| |F—— cluster-logging-operator-74dd5994f-6ttgt
| F—— clusterlogforwarder_cr
| fF——cr

| pb——csv

| F—— deployment

| L—— logforwarding_cr

—— collector
| b—— fluentd-2tr64

—— curator
| L—— curator-1596028500-zkz4s
——eo
| pb——csv
| F—— deployment
| L—— elasticsearch-operator-7dc7d97b9d-jb4r4
——es
| |F—— cluster-elasticsearch
| F—— aliases
| F—— health
| F——indices
| F—— latest_documents.json
| F——nodes
| F——nodes_stats.json
| L——thread_pool
—ocr
—— elasticsearch-cdm-1p8I38m0-1-794d6dd989-4jxms
L—logs
—— elasticsearch-cdm-Ip8I38m0-1-794d6dd989-4jxms

—— install

| F——-co_logs

| ——nstall_plan
| F——olmo_logs

| L—— subscription
L—— kibana
F——ocr
—— kibana-9d69668d4-2rkvz

—— cluster-scoped-resources
| L——core

| F—— nodes

| | F——ip-10-0-146-180.eu-west-1.compute.internal.yaml
|

|

L persistentvolumes
—— pvc-0a8d65d9-54aa-4c44-9ecc-33d9381e41c1.yaml
F—— event-filter.html
—— gather-debug.log
L namespaces
—— openshift-logging
| F——apps
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30

—— daemonsets.yaml

—— deployments.yaml

—— replicasets.yaml
L—— statefulsets.yaml

—— batch

—— cronjobs.yaml
L—— jobs.yaml

—— core

—— configmaps.yaml
—— endpoints.yaml
—— events

—— curator-1596021300-wn2ks.162634ebf0055a94.yaml
—— curator.162638330681bee2.yaml
—— elasticsearch-delete-app-1596020400-

gm6énl.1626341a296¢16a1.yaml

—— elasticsearch-delete-audit-1596020400-

919n4.1626341a2af81bbd.yaml

—— elasticsearch-delete-infra-1596020400-

v98tk.1626341a2d821069.yaml

—— elasticsearch-rollover-app-1596020400-

cch5ve.1626341a3019b238.yaml

—— elasticsearch-rollover-audit-1596020400-

s8d5s.1626341a31f7b315.yaml

—— elasticsearch-rollover-infra-1596020400-

7mgv8.1626341a35ea59ed.yaml
—— events.yaml

—— persistentvolumeclaims.yaml

—— pods.yaml

—— replicationcontrollers.yaml

—— secrets.yaml
L—— services.yaml

—— openshift-logging.yaml
—— pods

—— cluster-logging-operator-74dd5994f-6ttgt

—— cluster-logging-operator

| L—— cluster-logging-operator

| L—— logs

| —— current.log

| —— previous.insecure.log

| L previous.log

L— cluster-logging-operator-74dd5994f-6ttgt.yaml|

—— cluster-logging-operator-registry-6df49d7d4-mxxff

—— cluster-logging-operator-registry
| L—— cluster-logging-operator-registry
| L—— logs
| —— current.log
| —— previous.insecure.log
| L previous.log
—— cluster-logging-operator-registry-6df49d7d4-mxxff.yaml
L mutate-csv-and-generate-sqlite-db
L mutate-csv-and-generate-sqlite-db
L—logs
—— current.log
—— previous.insecure.log
L—— previous.log

—— curator-1596028500-zkz4s



—— elasticsearch-cdm-Ip8I38m0-1-794d6dd989-4jxms
—— elasticsearch-delete-app-1596030300-bpgcx
—— elasticsearch-delete-app-1596030300-bpgcx.yaml

L— indexmanagement
L— indexmanagement
L—logs
—— current.log
—— previous.insecure.log
L—— previous.log

—— fluentd-2tr64

—— fluentd
| L——fluentd
| L—— logs
| —— current.log
| —— previous.insecure.log
| L previous.log
—— fluentd-2tr64.yam|
L—— fluentd-init
L—— fluentd-init
L—logs
—— current.log
—— previous.insecure.log
L—— previous.log

—— kibana-9d69668d4-2rkvz

—— kibana
| L——kibana
| L—— logs
| —— current.log
| —— previous.insecure.log
| L previous.log
—— kibana-9d69668d4-2rkvz.yaml
L—— kibana-proxy
L—— kibana-proxy
L—logs
—— current.log
—— previous.insecure.log
L—— previous.log

L—— route.openshift.io

L— routes.yaml

L—— openshift-operators-redhat

3. ERA—1=% 1 --image =X --image-stream Z#;21T oc adm must-gather 5%, 40, fEFHA

BUR 5 AT R BOA SR AR BUR AN KubeVirt HFEE R -

$ oc adm must-gather \
--image-stream=openshift/must-gather \ ﬂ
--image=quay.io/kubevirt/must-gather

ﬂ 2R\ OpenShift Dedicated must-gather £ {5

9 KubeVirt B must-gather 2§

B 5 B WERERHER
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4. MIAEB NN AR must-gather B RO — N E4E 3, BRI HE—BI must-gather 27
R BHATIERE D, AXUAEHRER DMEBEZER, ESHI{ATE OpenShift S8 EHE
cluster-id & #5, H10, FEFER Linux BAERZBITEN LZ2TUTHS :

$ tar cvaf must-gather-"date +"%m-%d-%Y-%H-%M-%S" -<cluster_id>.tar.gz
<must_gather_local_dir> ﬂ

Q J% <must_gather_local_dir> & 5255 B T & #,

5. HLMEE MBS TIE A, S S 4M InR R SR # AR,

Hith B

® OpenShift Dedicated BHT & £r A HA

5.1.4. WEMLBAE
RE] AR EBE R IARE T i E I E % B 7,

iy =

1. {3 -- gather_network_logs i21T oc adm must-gather 343 :

I $ oc adm must-gather -- gather_network_logs

EINER T, must-gather TEMEEHIFTE T/ U OVN nbdb #1 sbdb %
&, ANh0 -- gather_network_logs 77, FHEEESE OVN nbdb #iEEH
OVN-Kubernetes E55B%I4 B 5.

2. MIEBRHNINIGIER must-gather B RO — R4S, HBIRIME—BI must-gather 27
R BHATIERE D, AXUAEHRER DMNEBEZER, 1ESHI{ATE OpenShift S8 EHE
cluster-id & #5, H10, FEFER Linux BAERZBITEN LZ2TUTHS :

$ tar cvaf must-gather-"date +"%m-%d-%Y-%H-%M-%S" -<cluster_id>.tar.gz
<must_gather_|ocal_dir>ﬂ

Q J% <must_gather_local_dir> & 5255 B T 2 #,

3. HLMEE S I MISEE SR TIE A, S48 S IR RO S HF R AR,

5.1.5. Bl must-gather Z#% Rl

% {#F oc adm must-gather e SRR, ERNRIINRAEEEARNEMHIEN 30%, AE
30% PRIEfE, BEsmAl, WETRNEL, KEINERSTHREHWAREE S, BEERIZIT must-
gather &89y, BMRE—NEEELEMHBENESR, AEHBRREEDLL.

INRBIBABIEAEBRE, T4 AR LT RBIBIESHE B

i th 7 Bl
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o5 5 & WERERRUE
I Disk usage exceeds the volume percentage of 30% for mounted directory. Exiting...

FeREH
o ATLUFEAEA cluster-admin B&IAE iR EEE,

e B%ZE OpenShift CLI (oc).

it =

e {#FH volume-percentage 171217 oc adm must-gather ©845, #{ERAEHBIT 100,

I $ oc adm must-gather --volume-percentage <storage_percentage>

5.2. KEXEEEE ID

HERESFHRMMERR, RUEHNE—IOARRBRERB. EALUER OpenShift Dedicated Web
EHABIIETEER ID, TAR LUIEA web #H A5 OpenShift CLI (oc) FIIRENEEF ID,

FeREH
o EAILUFEAEA dedicated-admin & &A1) A EEE,

o REILLIA ] Web 2l & %% T OpenShift CLI (oc).

AR
e {#fH OpenShift Cluster Manager FFEh3KEVEEEE D :
a. SinZE Cluster List,
b. RIEFENHLB— DKM A RERLH.
c. 1 Overview 1ETI£H Details #3438 Cluster ID FEXH I E(E,
o {Hf Web #HIAFF X FF L 3 BEhETEEEE D
a. MIERSME (?) help Fi%F Share Feedback,
b. M Tell us about your experience & 0 52 Open a support case,

o {EM web A FINIRENER ID :

a. 1 AZl Home - Overview,
b. Z{ES¥E1E Details F8Y Cluster ID Tid,

e Z{FF OpenShift CLI (oc) FKEXZEEf ID, HiZ{TLA TS :

I $ oc get clusterversion -0 jsonpath='{.items[].spec.clusterID}{"\n"}'

5.3. &R T = JOURNAL BiE&
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&) ATE SR IT SR B 17 s MY /var/log FRISER journald ot HEFMEMB K.

FeREH
o RETLUFEAEZR cluster-admin A& i A& EE,
= -

1 OpenShift Dedicated FEH, RMEAR I H(CCSREMA - TEHERA
oc adm node-logs © 45, ENEHRBE cluster-admin R,

e B% %k OpenShift CLI(oc).

it =

#1f) OpenShift Dedicated 5277 /R 89 kubelet journald ¥t B, LU FRHUE I control

I $ oc adm node-logs --role=master -u kubelet ﬂ

Q RARIE R kubelet LT H b 2T A 5.

2. MEBT =L /varllog/ THREFBERIERRE.

a. KEX /var/log/ FERHMENHEEIR. L TRAEIFIHFE control plane 77 s _EHY
/var/log/openshift-apiserver/ IS4 :

I $ oc adm node-logs --role=master --path=openshift-apiserver

b. 1% /var/log/ FEFHHEERE. UTRAHHEEBRAE control plane 17 s H
/var/log/openshift-apiserver/audit.log A& :

I $ oc adm node-logs --role=master --path=o0penshift-apiserver/audit.log

5.4. M45IBERAE

WEMLLBE (UHBESHRICKNFE) B LAEEBIZIIE ST REXT R4S [nl A 1T S FE HERR
OpenShift Dedicated ZHFF LA F A R HITM LS BER. BE FTRHAEERFEENZTENSE,
7 5.3. XRNIBERZBER AL

Ak L= HThAEE

WEENMLEER — EAUE—NRENT R ERREENR FHUTEIE SR, EH R ERE H i,
iﬂl:‘ﬁ@ﬁzﬂ'{#h‘i)\ﬂ RIEHEEIE FimHl s,

IR AR E R AR AR A MG BS M MR R, 2TBIRSREK, HATRAZ b A A1
{’E ;‘Fﬁﬁﬁ E /L.\'V Ii‘ﬁ'lﬁ‘[%)@o
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PP T FThAE

M OpenShift BRAILE— DT RH— N BRPHTHRESHRK, BTUUREARZ1T tcpdump &

Dedicated 7 sz o, LUBIER LRI 8 S R s 22 (A,

BRIEMLBER
BRI UFIEohEIEamK, MAMSEENE AEFIEERESmK.
WA cat 50 shell EERFHIEEM T RSB R ABIBE HIZIE ik EN
L.

5.5. K& EH, ML B ER
B, BIERMZEEFRIHEKZ AN T m LIRS L T 5 MEHE < n] B EHERR,

I&E LUEF oc adm must-gather £33 #1 registry.redhat.io/openshift4/network-tools-rhel8 =23 £ {5
FHERINERB T REIE S, 2HTEIE IR AT ES BT 458 15 (] s 1T iR BE HERR

oc adm must-gather s % A FERE T RLM pod HIZ1T tcpdump 45, tcpdump #4510 pod A
HIRMEIEE, % tcpdump 5 EHA, oc adm must-gather &3S &AM pod HIKHIEIE S L HBIE
HIE iRl E.

R

LT R sRE6SER T EA tecpdump S SHATEIE MK, B2, EILUE —-image SHAIETE
MR EFRHEEPZTEMAS S, UERNME DT QUEREEEERE R

FEREMH

e LIEZF cluster-admin A& 515 & X2 OpenShift Dedicated,

1 OpenShift Dedicated FpEH, RMEAR I H(CCSREMA - TEHERA
oc adm must-gather 6645, EHEHREZE cluster-admin R,

e B%%E OpenShift CLI (oc) .

it =
1L BTG S, ARELET RLZTRE TN RSREESHIX

$ oc adm must-gather \
--dest-dir /tmp/captures V/ <.>
--source-dir '/tmp/tcpdump/' V/ <.>
--image registry.redhat.io/openshift4/network-tools-rhel8:latest V/ <.>
--node-selector 'node-role.kubernetes.io/worker' V/ <.>
--host-network=true V/ <.>
--timeout 30s V/ <.>
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-\
tcpdump -i any V/ <.>
-w /tmp/tcpdump/%Y -%m-%dT%H:%M:%S.pcap -W 1 -G 300

<> --dest-dir 25 E oc adm must-gather [FEIE S H KBS FE - imALE L
/tmp/captures B 5kf, ERILMEEFEM AT EBHR, <> % tcpdump £ oc adm must-gather
JATHETEY debug pod HIZ1THS, --source-dir S35 E IR M KMIHET Z6E7E pod LY
/tmp/tcpdump BkH, <> The --image S#HIEE DS tcpdump i SRR K. <> --node-
selector 2 RAIEIEETE pod LB /tmp/tecpdump B X HUTEIEEHIK, ENEBERAR,
&R LIEE --node-name S M AR EN T | LI THIES K, MNREE --node-selector
# --node-name ¥, NIEIESHIRZERE TV R LEHIT. <> --host-network=true S 2 )
F=H, MEET RPMSEO LHTBIR SR, <> --timeout S FNEIEEIZ1T debug pod 15
330 ¥, INEREIETE --timeout SEFNFEATE, M| debug pod £121T 10 2%8h, <> -iany
SHAT tepdump 45, IBERMAFAMSEZEOD LMNEIES, FEHIERAR, ETUIEEMSE
BEOAM,

2. PATVTIR] Web N FERMF, EMSBERFIREIE QR fRZ MBS,

3. #%& oc adm must-gather M pod Z3XEI% F imA 25 B BURE SR U -

tmp/captures

F—— event-filter.html

—— ip-10-0-192-217-ec2-internal )

| L—— registry-redhat-io-openshift4-network-tools-rhel8-sha256-bca...
| L 2022-01-13T19:31:31.pcap

—— ip-10-0-201-178-ec2-internal @)

| L—— registry-redhat-io-openshift4-network-tools-rhel8-sha256-bca...
| L 2022-01-13T19:31:30.pcap

F—ip-...

L—— timestamp

MRS RREET IR ENG. BRNXERMEFH, NREREIRE --node-
selector 2%, N|EHRH B EXHHFEFE,

5.6. M\ OPENSHIFT DEDICATED T sk AR N E ML B i

EAES ML XH OpenShift Dedicated AR, L8R BES MAFER OpenShift Dedicated SEEE™T s
R ERRERMEEIETEBER. £ OpenShift Dedicated FRIEMLE trace BRI /5% 21T debug

pod,

FeREH
e LIMEREA cluster-admin & &I i 0] £,

36
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oc debug 8%, ENEHRE cluster-admin TR,

e B%% OpenShift CLI (oc) .

BEA—NLIEFFREH D,
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1. REREEF T RIS -

I $ oc get nodes

2. EEWHTREH A= debug Rif. HHFTRELHFIEH—1 % <node_name>-debug
debug pod:

I $ oc debug node/my-cluster-node

3. J¥ /host %l debug shell FEITR B, debug pod 7 pod ) /host FHEH EHLH root XHH
Gt FRERZN /host, EAILLUETENAIHATIR R PSS Z 514 -

I # chroot /host
4. 7E chroot IMEHEHIE RIRER T RO &
I #ip ad
5. J55) toolbox F25, HAGIEIZ1T sosreport e B Z &l ST FIIEM -
I # toolbox
pa -3
IMR—PEFEM toolbox pod B7EiZ1T, I toolbox =it "toolbox-'

already exists.Trying to start.... Z# & tcpdump HIL A, EEA podman
rm toolbox- fIFRIEFEIZ1THI toolbox 25, FHEMFT toolbox B2,

6. TEEE T mAE5) tepdump 215, FRHHEEBEIFE X EH, XNREIER ens5 /EAHEAO
2FE

$ tcpdump -nn -s 0 -i ens5 -w /host/var/tmp/my-cluster-node_$(date +%d_%m_%Y-
%H_%M_%S-%Z).pcap )

@ tcpdump BISTHBRREIE chroot FEZ 5, B toolbox FERTE /host At E EHHIIR
E%Q

7. MR R MR ERRBE topdump W, HEBU TS BRI,

a. TAEBTrA25 ID, chroot host 5T iX—4 A H crictl i85, E M toolbox B231E /host
REEHENAREF :

I # chroot /host crictl ps

b. AERZRMIIIZ ID, EABIFH, &L ID 2 a7fe32346b120:

I # chroot /host crictl inspect --output yaml a7fe32346b120 | grep 'pid' | awk {print $2}'
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c. ER#HB LB tepdump 1%, FHEHEEEREIKA IS, AFIFEH 49628 1E R
##2 1D, ens5 %?&D%ﬂ\ nsenter e A BIrH RN R 22 B FHEM R EE iz TH
%, EARFIPHEIRHARE—NBHRHE D, tecpdump S MENER SRS R L Hp

1217 :

# nsenter -n -t 49628 -- tcpdump -nn -i ens5 -w /host/var/tmp/my-cluster-node-my-
container_$(date +%d_%m_%Y-%H_%M_%S-%Z).pcap ﬂ

tcpdump IR S BRRAE chroot IMEZ 4, EH toolbox BERRTE /host FIEHEH,
BIAR B %,
8. HRLTAZEZ —MALIEZFFIRME tepdump K STHFH T DM,

o fixf B BIHALIE A,

a. i21T oc debug node/<node_name> 1%L sosreport /944, FIEHIHEE RIS H
B, LSS EREEERH LA oc debug &1 -

$ oc debug node/my-cluster-node -- bash -c 'cat /host/var/tmp/my-tcpdump-capture-
file.pcap' > /tmp/my-tcpdump-capture-file.pcap ﬂ

debug BT EHNMRE FHHE /host, EIFERTIEZEMBEIRXER, 5H
debug B#RHIIR B RHVLEXTERZE, SIE /host,
b. EZIIEZE 1 LB Customer Support T1E it AIIA B3 Al R,

c. 1%&H Attach files FHIRIR = L4 F,

5.7. WA FFR M2 M EURE

FEHE OpenShift Dedicated [, 287 FFAIRER BRI M IR L RIS H A, AT LLEIT
ZINEE ] s SO B S RIS R R AR,

FeREH
o ATLUFEAEA cluster-admin BA&IAE iR EEE,
-
1 OpenShift Dedicated FEH, &BMAR - TIH(CCORIME - TAFERH

oc debug &%, EHNEFEE cluster-admin 1R

e B%% OpenShift CLI (oc) .

o MEA—MIEEFHA D,

it =
o SEILMER T RIS T2 MR £ 1% BB LIS S I R
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B 5 B WERERHER

a. £/ oc debug node/<node_name> s 531 OpenShift Dedicated T AR S 2 HIIZ I XX
%, FHHEEEREIXXHF, LT debug FEFHH /host/var/tmp/my-diagnostic-
data.tar.gz £ %1%/ /var/tmp/my-diagnostic-data.tar.gz:

$ oc debug node/my-cluster-node -- bash -c 'cat /host/var/tmp/my-diagnostic-data.tar.gz'
> /var/tmp/my-diagnostic-data.tar.gz ﬂ

debug BEHF ENHIIRE FHEEE /host, TIEERATEEMBIRXER, 51 debug
ARMIRE KB BRE, B1E /host,
b. EZIIEZE 1 MiLEY Customer Support Tl E it AIIA B35 Al R,

c. Wi Attach files FHRIRR L% 30 1.

5.8. %7 ToOLBOX

toolbox 2 —“ME Red Hat Enterprise Llnux CoreOS (RHCOS) RZiEFIAB/NWIE, ZTEFEM
FHEI B E121T sosreport EFa S RTFHI Z 5 X AR H A 25

toolbox FENTEENZRELIERHHERMSLAEXE. B2, NMRFRHANZIIE, &
LA RPM B @S2 TR ST 7 T R BRI B XK.

R B REE toolbox 23
KILNER T, 1217 toolbox w43 registry.redhat.io/rhel9/support-tools:latest 53 /&5 I — N B 25,

ZHEGREEREANIEIR, NMRFE-ITTEHRN—HNONFIERBERETEAT REE
17, ATURERIANTMGE,

FoRFH

e B.{#MH oc debug node/<node_name> #5517 7] 77 s,

o MAILUMFERESA root IXPRHIFE i R iKY RS,

it

1. F} /host 1%} debug shell FBIIR B K, debug pod E pod /host FRIEEENLE root TR
Gt FRERZN /host, EAILLUEFTENAIHATER R PSS/ Z 5S04 -

I # chroot /host

2. B3 toolbox B2 :

I # toolbox
3. REFANNTMHSE, 0 wget:
I # dnf install -y <package_name>

{# A toolbox J5 5/ %5 FA 5 1%
BB R T, 51T toolbox &4 1 registry.redhat.io/rhel9/support-tools:latest {5155 51— N B8,
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2 3

cak

EH L 82 .toolboxre XHHIEEZIZITHRGE DN HME . BE, OpenShift
Dedicated 4 RN #5217 support-tools #&HIIBARA, 40
registry.redhat.io/rhel8/support-tools:latest,

FRFM

e Z#f oc debug node/<node_name> #3451/ [A] T m.

o BALUFAER root INRMI A i RO RS,

it =

1. ¥ /host % debug shell HEIR B %, debug pod 7£ pod H1BY /host H#E#E EHH root XHF
Yio FHREREBUN /host, EAILLZITENAIHUTIRZE RS EM ZHHISTH -

I # chroot /host

2. Hik : REFEFEABNHERM ARG, 6 root BF IDWEBRHOE—D
toolboxrc X214, FiEEHRITHE :

REGISTRY=quay.io (1]
IMAGE=fedora/fedora:latest 9
TOOLBOX_NAME=toolbox-fedora-latest €)

ﬂ ik - IEEB A2 registry,

Q?‘é‘

EE LGN BREE.
9 A% 1 5 toolbox BEMENRETR.

3. BIALLTESEE) toolbox B :

I # toolbox

INR—NBEFED toolbox pod E1E;217, Il toolbox fiw&fiH 'toolbox-'
already exists.Trying to start....”}s 7 &% sosreport #f{H IR &, &R
podman rm toolbox- fflBR IE1Ei21THY toolbox 2%, ABEMKFTHI toolbox &
2o

-
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56 B REMMBEL

6.1. [ AR A AR A XS RS LS REF VAR

87T L@ S &4 clusterversion FRRIKEX OpenShift Dedicated SREE AR BER,

FRFM

o IAILUFAEA dedicated-admin & &A1) [ EEE,

o B% %k OpenShift CLI(oc).

1 HINRERAE. TR, BTN ANREIRE

I $ oc get clusterversion

Fai tH o Bl

NAME VERSION AVAILABLE PROGRESSING SINCE STATUS
version 4.13.8 True False 8h Cluster version is 4.13.8

2. IREVERREAIAG, TR MR RIC KA R -

I $ oc describe clusterversion

i th o Bl

Name: version
Namespace:
Labels: <none>
Annotations: <none>
API Version: config.openshift.io/v1
Kind: ClusterVersion
#...
Image: quay.io/openshift-release-dev/ocp-
release@sha256:a956488d295fe5a59¢c8663a4d9992b9b5d0950f510a7387dbbfb8d20fc5970ce

URL: https://access.redhat.com/errata/RHSA-2023:4456
Version: 4.13.8

History:
Completion Time: 2023-08-17T13:20:21Z
Image: quay.io/openshift-release-dev/ocp-

release@sha256:a956488d295fe5a59c8663a4d9992b9b5d0950f510a7387dbbfb8d20fc5970ce

Started Time: 2023-08-17T12:59:45Z

State: Completed
Verified: false
Version: 4.13.8
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5B 7 E IEHR

7.1. % GCP £2#52Z 8 OPENSHIFT DEDICATED # 1Tt = HEfR

Google Cloud Platform (GCP)%5EE$ER & 44 1% L HJ OpenShift Dedicated ATRERE N T REMA £, &
BRAREFIIERR. HRMANSE. THRENEESE.

ELUTE D NA T t0{7E GCP R R &R LT E LAY OpenShift Dedicated,

7.1.1. % GCP &5 18 LB OpenShift Dedicated i {T#IFEHER

TRIIE T Google Cloud Platform (GCP) &R &1 RS _E B OpenShift Dedicated, LARERRIXLEER
BIThEE,

% 7.1. GCP REHZ S LM OpenShift Dedicated

R £ pU BRFAE
OCM3022 oM GCP I E 1D, 1£ Google =& FISIETE

ID, HEIXERNE,

OCM3023 BEE GCP SEFIZEEY, JOUE S KB H B R RO,
MEG* GCP LHRE FRY

OpenShift Dedicated BIE % {5
B, iFELIRIINEIREE S A
Google Cloud 425 #,

OCM3024 GCP precondition 5%, I UEHLAE SRBE A SR I SR B O
EO

BXRVNMKRBARNESER, &
2 WD ERBERR .

OCM3025 #B1d GCP SSD ECAArRHl. £ Google Cloud ¥##I&
gcloud CLI #r # 7T F B9 %7 A B
SSD Bedil, wnZESH 896 GB
SSD AT, 310 SSD e &R
B LR,

BREEFAMERAE SSD BAIHY

BEER, HSM 2B,
OCM3026 Hid GCP it EECHIBR !, 20 CPU T BEHIHE KRR

AE

2o

BXCPUITEEHMESER,
B2 Compute Engine EZZIFNFR
AL
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BRI fed RRAR

OCM3027 it GCP AR5 BERIBR . HRENEHA VPN RERN
ARSSMK . tE GCP K~ R BCAT
HLEIGEAER, REEI,

BREELNEINESER, 7
S AR & E A,

Heth TR
o HNEA X GCP LKA LM OpenShift Dedicated IEZE R, 15514 Google Cloud 5512
ggo
7.2, IR T RERIRR

72LEETRRE, WRERENEE
EEERTABRERRL. KREESITNTRES. A%, TEHENT S LEEH kubelet IR 5

FeREH
o AILUFAEA dedicated-admin & &A1) [ EEE,

o B% %k OpenShift CLI(0c).
ik
o JIHEHPMAT RMNEM, KEMAE :

I $ oc get nodes

o LUEBMHENT RN CPUMREFERARR

I $ oc adm top nodes

o HIERFET R CPUMAREFHERABER

I $ oc adm top node my-node

7.3. TROUBLESHOOTING OPERATOR H[r]zf

Operator @—f3iT8. EEFEIE OpenShift Dedicated N ARRFNAER, BRI UBEERIET @i
TREHPAMIY E, FILAIE OpenShift Dedicated ISR RS ITIE R, FRARIEYUHBI 2 AR S SER R
. Operator #1%1 N AR IBAHIITE, FOFHIIBIEE R B shidt TN, mEASFE{E

&7 (nBkt s sk T AN E) .

OpenShift Dedicated 4 85 T —2HERIAKI Operator, B I2EEIER TIFFFEN, XLEIL Operator
9 Cluster Version Operator (CVO) B,
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ENEREER, EA{EA OpenShift Dedicated Web 4] & 5 CLI ZE 3£ B OperatorHub BN FHFEFE
Operator, #AfE, &7 Operator I HE—NHLNanA LR, HEFHLWFALARFER, NAERF
Operator B Operator Lifecycle Manager (OLM) #H{TEE,

INRIBE Operator [A#l, 1HGIE Operator VIR, M EEEEHH Operator pod EIRR, FHKE
Operator BELLHITIZ B,

7.3.1. operator 1] AR LK EY
T AR &S AR R B
R 7.2 RR KR

KR fed

CatalogSourcesUnhealthy BFETH—D S DB TR R,

InstallPlanMissing ERADIT IR R E TR,
InstallPlanPending RN RE X IEEREH,
InstallPlanFailed TR & 1T X R
ResolutionFailed T 5] ARG L AR AT SR T,

XN OpenShift Dedicated & &# Operator H Cluster Version Operator (CVO) B, ©
1% Subscription %, [ T2 Operator B Operator Lifecycle Manager (OLM)
&1, ©flEH Subscription X%,

Hith 5w
o BEREREX

7.3.2. {# A CLI &%& Operator ] HIRA

IREI LUER CLI &% Operator A

SERFEH
o EATLUEAEHR dedicated-admin A& iR EEE,
e B% %k OpenShift CLI(oc).

ik =
1. FJH Operator 1T :

I $ oc get subs -n <operator_namespace>
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https://docs.redhat.com/en/documentation/openshift_dedicated/4/html-single/operators/#olm-cs-health_olm-understanding-olm

2. {#F oc describe fp 5% Subscription HR :

I $ oc describe sub <subscription_name> -n <operator_namespace>

3. ek, $E Operator 1T 4R 2 EYH Conditions #f493. 7ELL T /RfI

B 7 = HEEHRR

#, CatalogSourcesUnhealthy {4 XEVEH false R, R NFTAER A BRIREEER :

it Bl

Name: cluster-logging

Namespace: openshift-logging

Labels: operators.coreos.com/cluster-logging.openshift-logging=
Annotations: <none>

API Version: operators.coreos.com/vialphat

Kind: Subscription

#...
Conditions:
Last Transition Time: 2019-07-29T13:42:57Z
Message: all available catalogsources are healthy
Reason: AllCatalogSourcesHealthy
Status: False
Type: CatalogSourcesUnhealthy
#...

EKIL OpenShift Dedicated &% Operator B Cluster Version Operator (CVO) B, ©
113%% Subscription %, [ T2 Operator B Operator Lifecycle Manager (OLM)

&1, ©flEH Subscription X%,

7.3.3. ffifH CLI &%& Operator BXRIAS
IREILUER CLI &%& Operator BSRIRAPIRA.

FeREH
o EAILUFAEA dedicated-admin & &A1) [ EEE,

e B% %k OpenShift CLI(0C).

it

1. FIHAGREEFEFIE, Fl0, KLk openshift-marketplace #3422 (6], 1%an 422 (A

FEESEHE TR -
I $ oc get catalogsources -n openshift-marketplace
it Bl

NAME DISPLAY TYPE PUBLISHER AGE
certified-operators Certified Operators grpc Red Hat  55m
community-operators Community Operators grpc Red Hat 55m
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example-catalog Example Catalog grpc  Example Org 2m25s
redhat-operators ~ Red Hat Operators grpc Red Hat 55m

2. {# oc describe M5 RENE * B RIBEHIFEBFIAS ¢

I $ oc describe catalogsource example-catalog -n openshift-marketplace

i Bl
Name: example-catalog
Namespace: openshift-marketplace
Labels: <none>

Annotations: operatorframework.io/managed-by: marketplace-operator
target.workload.openshift.io/management: {"effect": "PreferredDuringScheduling"}
API Version: operators.coreos.com/vialphai
Kind: CatalogSource
#...
Status:
Connection State:
Address: example-catalog.openshift-marketplace.svc:50051
Last Connect: 2021-09-09T17:07:35Z
Last Observed State: TRANSIENT_FAILURE
Registry Service:
Created At: 2021-09-09T17:05:45Z
Port: 50051
Protocol: grpc
Service Name: example-catalog
Service Namespace: openshift-marketplace

ELEBIRE YD, KEMRIAIASE TRANSIENT FAILURE, IHiRASRT B FBREILERER
H R A] R,

3. B OIR B SRRy & 22 (R BN pod :

I $ oc get pods -n openshift-marketplace

=1
NAME READY STATUS RESTARTS AGE
certified-operators-cvonn 1/1° Running 0 36m
community-operators-6v8Ip 1/1 Running 0 36m
marketplace-operator-86bfc75f9b-jkgbc 1/1  Running 0 42m
example-catalog-bwt8z 0/1  ImagePullBackOff 0 3m55s
redhat-operators-smxx8 1/1 Running 0 36m

EaRZEE PR E RN, fEiZemAZERGHBFKRUE— pod, ERIEAIRAGI
&, example-catalog-bwt8z pod FIRZ 2 ImagePullBackOff, LHIRASRRIIE B RIRIZES|
B EFE R,

4. f#F oc describe fr G pod LURENE ZH4HER -

I $ oc describe pod example-catalog-bwt8z -n openshift-marketplace
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=1

Name: example-catalog-bwt8z

Namespace: openshift-marketplace

Priority: 0

Node: ci-In-jyryyg2-f76d1-ggdbg-worker-b-vsxjd/10.0.128.2

Events:

Type Reason Age From Message

Normal Scheduled 48s default-scheduler Successfully assigned openshift-
marketplace/example-catalog-bwt8z to ci-In-jyryyf2-f76d1-fgdbg-worker-b-vsxjd

Normal AddedInterface 47s multus Add eth0 [10.131.0.40/23] from
openshift-sdn

Normal BackOff 20s (x2 over 46s) kubelet Back-off pulling image
"quay.io/example-org/example-catalog:v1"

Warning Failed 20s (x2 over 46s) kubelet Error: ImagePullBackOff
Normal Pulling 8s (x3 over 47s) kubelet Pulling image "quay.io/example-
org/example-catalog:v1"

Warning Failed 8s (x3 over 47s) kubelet Failed to pull image

"quay.io/example-org/example-catalog:v1": rpc error: code = Unknown desc = reading
manifest v1 in quay.io/example-org/example-catalog: unauthorized: access to the requested
resource is not authorized

Warning Failed 8s (x38 over 47s) kubelet Error: ErrlmagePull

FERIErRAE S, ERHERRETBENRSFRGER R EmIE AR E. Fla, 3R
SR IE A BE EEIE R BB R EIUEM registry A,

Hith BHR

® Operator Lifecycle Manager B2 #175/E — Catalog j&

e gRPC X# : iEEIRAS

7.3.4. #1f] Operator pod A7
IRET LB &R BB Operator pod RERE, LT LUK E 1#4H89 Operator pod ik,

FeREH
o AILUFAEA dedicated-admin & &A1) A EEE,
o APIRZSSMARRILUIEE TIE,

e B% %k OpenShift CLI(oc).

Pt =
1. B ERDIZITH Operator, HiH&1E Operator frA. A AMFLZITHEMER -

I $ oc get clusteroperators

2. HIHTE Operator #p & 22 7] FRZ1THY Operator pod, LA pod K7, ERFER :
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I $ oc get pod -n <operator_namespace>

3. 4R Operator pod Ak

I $ oc describe pod <operator_pod_name> -n <operator_namespace>

7.3.5. Y% Operator H&

INRBE Operator 7], EALIM Operator pod BHEFWRE ML EER.
FERFH
o EHLUFEAER dedicated-admin & BRI 10 &R,
o API RS {BIARFTLUEE TIF,
e B% %k OpenShift CLI(oc).
e &4 control plane 2% control plane 23T 2R EEH &,
ik
1. 5 7E Operator #p & 22 8] FiZ1TH Operator pod, LK pod KA. EFFER :
I $ oc get pods -n <operator_namespace>
2. #&# Operator pod A :
I $ oc logs pod/<pod_name> -n <operator_namespace>

402R Operator pod BEZ M Rés, N Ll SHE-E—1MiER, HPBasg /I anEh. M
MUBRFENAE :

I $ oc logs pod/<operator_pod_names -c <container_name> -n <operator_namespace>

3. MR API TEEETE, EEA SSHEREFEA control plane 77 s £ Operator pod M1& 2R H

&, I <master-node>.<cluster_names.<base domain> & )75& &8I 1E,

a. BIHEA control plane 7 s E# pod :

I $ ssh core@<master-node>.<cluster_name>.<base_domain> sudo crictl pods

b. X F{EfIk E~ Ready JREH Operator pod, HAIEE Pod BIRE. &
<operator_pod_id> &ty £ —apHid A7 # Operator pod ID:

$ ssh core@<master-node>.<cluster_name>.<base_domain> sudo crictl inspectp
<operator_pod_id>

c. BIHH5 Operator pod 1 XM :

$ ssh core@<master-node>.<cluster_name>.<base_domain> sudo crictl ps --pod=
<operator_pod_id>
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d. X FEMIKER Ready KB Operator B8, 1HIFMCERRIIRT. ¥ <container_id>

BHh E—ofHHPyHASR ID:

$ ssh core@<master-node>.<cluster_name>.<base_domain> sudo crictl inspect
<container_id>

e. IMEEMEK T Ready SK5H Operator B2 HE. ¥ <container_id> &l £ — &4

H ARSI A RS D

$ ssh core@<master-node>.<cluster_name>.<base_domain> sudo crictl logs -f
<container_id>

f

pa -3
1217 Red Hat Enterprise Linux CoreOS (RHCOS)HJ OpenShift Dedicated 4

ST R, EEEGE SSH MK IZEREERT, 15217 oc adm must gather
MEAM oc AR EEIIRETLURHEVHEIE. B2, R OpenShift
Dedicated API A, =X kubelet EB 5TV m ETTEIERE TF, oc BIENS
SRR, FEXMIER T, AILUER ssh core@<nodes.<cluster_names.
<base_domain> 3 ijj[A] 17 s,

7.4. 1% POD 7]

OpenShift Dedicated #IF Kubernetes B pod #i/&, BRFRAMEBEER —EN LN —ITHZ P EEE
pod A 7E OpenShift Dedicated 4 L& Y. EREMEBENR/MIEHTT,

T:T:E)‘(T pod E, Hﬁ@ﬂﬁuiﬁﬁiiﬁ, ﬁUé%EJEH:'. HEZSHEMR AL, RIBREFLRER

BEERE pod HILAHE pod IR, ARA L pod #kE, 1EMER pod BIEEIRIK S LUR A EH &,
B2 pod LSRR, BIBEIRRSEDZEBIELRLE. TF pod EMHEELUK pod IBHRHEEE R,

B iR S 1THIZ 1T pod, SXiRIE Pod MEREBECE /S 51EHE root ViR RRAIIEIR pod KN iZ#R]
a5

7.4.1. T & pod iR

pod KIMGRE ZXEIRIK, A7E oc get pods 4 H status FEXHFMERE], Pod iR EREHER
%, BRI LHEXHBE,

TRIBM T pod HiHREREHRIIRK,
% 7.3. Pod iR E

Pod iR 3T
ErrimagePull B AR RE DR,

ErrimagePullBa  fH{&3RKN,
ckOff

LT RATE, BEIEIT Operator RN AL EN, NEIER SSH i/jH
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Pod BHRKZ fed

Errinvalidimage  f8EHKATRTH.
Name

Errimagelnspec & KRE R BRI,
t

ErrimageNeverP  PullPolicy i%i& % NeverPulllmage, BirE§& B R EE,
ull

ErrRegistryUna LM registry T FREHRIT, B HTTP X,
vailable

ErrContainerNot {8 ERRERAM pod FRFIESHKMH kubelet B,
Found

ErrRuninitConta &2 #1181b KM,
iner

ErrRunContaine  pod MZARZRENR B KINE D,
r

ErrKillContainer %% pod ISR HAINA L,

ErrCrashLoopB  &HREX L., kubelet BRARIKEEHE,
ackOff

ErrVerifyNonRo  &FHRBHHEKZAEFA root HPRIZIT,
ot

ErrCreatePodSa Pod & 0IE&ERIY,
ndbox

ErrConfigPodSa Pod ) &RELXEKS.
ndbox

ErrKillPodSand pod WFEEBRHINZLE,
box

ErrSetupNetwor  RIZ#15A LRI,
k

ErrTeardownNet  M%&%#& 1k K04,
work

7.4.2. 1% pod K&
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IRE L) pod RAEFERRT, AT LLEH pod MEXIBELRE,

FRFH

iy =

A LMFEAEAR dedicated-admin A& A iR EEE,
B&% OpenShift CLI(oc).

BZ&% 7T skopeo.

. B -

I $ oc project <project_name>

FIHTE e & ZE A RIS 1THY pod, LA pod KA, RS, BEREMER :
I $ oc get pods

WERGERZEHNELEEE :

I $ oc status

MRGBBEFABELEEE, it aERERERTMEMEIEREIRA.

. RELL Ea ke RRVEEA

I $ skopeo inspect docker://<image_reference>

INREREHRBI A IER, FREMBBELEFHBIA

I $ oc edit deployment/my-deployment

LEMEBERERLN, BREMNBNEHRME, EEHEBLIREFH Watch pod BPRT,

R OER
I $ oc get pods -w
KMEMZZERPNEYS, UTH#HS pod KMMEXHIZEER :

I $ oc get events

7.4.3. % pod 1BZHR A K

BRI URE pod MIAHEE, UEESLER pod RUAEXRHESMEIRER, RI\REABRHL, pod
BB KTE pod KL FHAR M.

FRFM

Re LIfE R EA dedicated-admin A& i A EE,

B 7 = HEEHRR

HEFEME G RN,

LA TEX A A
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it =

52

o AP|I RS MATLUIESR TE,

o B &% OpenShift CLI (oc)

. BIHRE pod WEE :
I $ oc logs <pod_name>
. B pod FRIERSRNEE :
I $ oc logs <pod_name> -c <container_name>
FRIER oc logs e ARSI H & B X E 2 pod A 2R HI stdout HIfE BZHMK.

. 127 pod Y /var/log/ FEESHIEE,

a. 5 pod A /var/log FFIEM B EXHENFEX :

I $ oc exec <pod_name> -- Is -alh /var/log

it Bl

total 124K

drwxr-xr-x. 1 root root 33 Aug 11 11:23 .

drwxr-xr-x. 1 root root 28 Sep 6 2022 ..

-rw-rw----. 1 root utmp 0 Jul 10 10:31 btmp
-rw-r--r--. 1 root root 33K Jul 17 10:07 dnf.librepo.log
-rw-r--r--. 1 root root 69K Jul 17 10:07 dnf.log
-rw-r--r--. 1 root root 8.8K Jul 17 10:07 dnf.rpm.log
-rw-r--r--. 1 root root 480 Jul 17 10:07 hawkey.log
-rw-rw-r--. 1 root utmp 0 Jul 10 10:31 lastlog
drwx------ .2rootroot 23 Aug 11 11:14 openshift-apiserver
drwx------ .2rootroot 6 Jul 10 10:31 private
drwxr-xr-x. 1 root root 22 Mar 9 08:05 rhsm
-rw-rw-r--. 1 root utmp 0 Jul 10 10:31 witmp

b. &ifl pod # /var/log FFTEFFE BE X :

I $ oc exec <pod_name> cat /var/log/<path_to_log>

it Bl

2023-07-10T10:29:38+0000 INFO --- logging initialized ---

2023-07-10T10:29:38+0000 DDEBUG timer: config: 13 ms

2023-07-10T10:29:38+0000 DEBUG Loaded plugins: builddep, changelog, config-
manager, copr, debug, debuginfo-install, download, generate_completion_cache, groups-
manager, needs-restarting, playground, product-id, repoclosure, repodiff, repograph,
repomanage, reposync, subscription-manager, uploadprofile

2023-07-10T10:29:38+0000 INFO Updating Subscription Management repositories.
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2023-07-10T10:29:38+0000 INFO Unable to read consumer identity
2023-07-10T10:29:38+0000 INFO Subscription Manager is operating in container mode.
2023-07-10T10:29:38+0000 INFO

c. FIHKEFERSN /varlog P EEMNHEXHMFEX :
I $ oc exec <pod_name> -c <container_name> Is /var/log
d. HiHEERBTH /varllog PRISHEEREXXH :
I $ oc exec <pod_name> -c <container_name> cat /var/log/<path_to_log>
7.4.4. Ji[Aliz1TH pod
TERILLEIEE pod FTFF shell, it iin O & IRENMLZE T R], RHNEEBELZTH pod,

FeREH
o EATLIFEAEA dedicated-admin & &A1) A EEE,

o AP|IRSGSMATLUIESR TE,

e B%% OpensShift CLI (oc) .

it =
1. RS EEEY R pod MUIH, X2LER, E7ocrsh S SAEER -n BTHEER &

ZE0H] -

I $ oc project <namespace>
2. J55h% pod BUILE2 shell:

I $ oc rsh <pod_name> ﬂ

IR pod EZ 1AL, FMRIEMFM -c <container_names I8 7 — 1A%, &l oc rsh &2
INMERSE 1B,

3. JABIE pod RIS ERSRFH—MNZTE shell :
I $ oc rsh -c <container_name> pod/<pod_name>
4. BIE—MmO% LK 21ER pod LMIRA :
I $ oc port-forward <pod_name> <host_port>:<pod_port> ﬂ

@ i culCREUHIRO LRI,
7.4.5. JAEEA root ViR HRH debug pod
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BRI UEF—NENHW pod BEHIEBLE, HNEBERVFTIRE debug pod, pod A @A
JE root fUFRIZ1T, {EIZFTEAIMAT root I pod HATEFEHRRIT R EFHRRE R :

FeREH
o EAILUFAEAR dedicated-admin & &A1) A EEE,
o APIRZSMARRILUIEE TIE,

o B &% OpenShift CLI (oc)

ik =
1. RIE—NEEEENEA root 1[R]ABREY debug pod.
a. RERIIBERERFR :

I $ oc get deployment -n <project_name>
b. RIELREH5h7E root IERMI debug pod:

I $ oc debug deployment/my-deployment --as-root -n <project_name>

2. RIFETEERESNES root 1A R debug pod.
a. IV EERERER :

I $ oc get deploymentconfigs -n <project_name>

b. IRIFHERE, FA root fUR/EEN debug pod:

I $ oc debug deploymentconfig/my-deployment-configuration --as-root -n <project_name>

k

N
ya
]

0

REJLLF -- <commands> MEINEIRTER oc debug fpsH, LAETE debug pod HIZ1TH
NEE, MARIZITRER shell,

7.4.6. FFXHEFIE pod &, M pod MIAHZHEH
A LU SR HIE] pod M pod B, DU E E S REL#E B,

FeREH
o TAILUFAEA dedicated-admin & &A1) [ EEE,
o APIRZSMARRILUIEE TIE,

e B%% OpenShift CLI (oc) .

A
1. FXHEEFHE pod:
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I $ oc cp <local_path> <pod_name>:/<path> -c <container_name> ﬂ

@ AR T, MK pod REIE—PEER,

2. M pod EHI3H4 -
I $ oc cp <pod_name>:/<path> -c <container_name> <local_path> ﬂ

@ nREAEE T, NKREE pod REIE—PEER,

A EE occp EELF, BEARINA tar,

7.5. % SOURCE-TO-IMAGE #1THEHER

7.5.1. Source-to-Image #FE B RS

Source-to-lmage (S21) 2 — A FHERIEE £ MM Docker IEABFRREMNITE, ©EINNARRFR
KRIDEARRHGR, FILRFEREERARINZITHGR, FEGEHMES TEMEGR (WER) NWEN
o
EIHE S21 R IEEL EAE, EAIUMBRELT S2I BB XA pod IR :

. fEBREREBMER, M pod AT MEMBHRFIN ARFRA LN BAREFA RS,

2. EMEREN R, #BF pod AT MIREEN RITRIIN REF ARG RTEEL AR pod.
EBE pod RREEHEM TR, MARSHMEEH, MBEEEWREERE A,

3. E58E pod BHINHARR pod g, N ARFEHERIREEAREIZTHN AR pod R4 L, Flg0, B
N FBRERF pod 40F Running K75, NAREMT HETEERSMTIEE, EXHHERT, &
LUK RIETEZTRN AR pod, LUAE pod RBIN AR,
WX S21 AT IR REBERRRT, EIRIBIX N REGIRAE -
1 WSRFIER, EREFIN FAFERE pod R
2. ME A KRR S21 #HARH B

3. BESKRMH B VB A E

7.5.2. I8 & Source-to-Image Z ¥ EiE
S2I TERINFZ1TH8 pod #EBE pod. ERE pod fi STIRIEIIEEM X ORI N A2 B2 R ERE N A

2R pod. MEIGE, EREFN AR pod K, LAE S2I ARPHHMELEME, RE, ERKBES
RGN
FoRFM

o AILUFEAEA dedicated-admin & &A1) A EEE,

o AP|IRSMATLUIESR TE,
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e B% %k OpenShift CLI(oc).

AR
1 BB S21 R pod KA, LABBEEWRN A £k

I $ oc get pods -w ﬂ

Q A -w R pod EEAEDE, BIEHER Cirl+CBHA S,

2. & pod KIHY B &L B R
o MEME pod kM, HKEEME pod WEE :

I $ oc logs -f pod/<application_name>-<build_number>-build

k

-

F4, EELMEA oc logs -f be/<application_names k& E W EE BN H
I:l'la:\o *@LEE%E’J H Ib\@*ﬁ* E*ij pOd D] A& Tho

o INREE pod KM, HEEIE pod WHK :

I $ oc logs -f pod/<application_name>-<build_number>-deploy

k

= -

779*, RE LUEF oc logs -f be/<application_names> & B EER B H
&, HIRESMERE pod HHBAR, BEEEE pod RIMSER NIE, WRIELR
E pod B EIETT, S HEIHEBNARERF pod WHE, 38F pod ST
&, ba@i3i217 oc logs -f pod/<application_names-<build_numbers-
deploy i/ n H B &,

o INRNAER pod KW, HENARFAAMFMAIEAZTHNNARER pod AL, HE
Erﬁﬁ*ﬁr pOd HHEE :

I $ oc logs -f pod/<application_name>-<build_number>-<random_string>

7.5.3. Y& N A2 12 W R DA 2 B P A2 R IL

RIS AT RIS TRIN AR pod A4, EXLEERT, EAUMEAUTRIERFLSMES :
o MISRAIRF pod AXRIEH,
o HENMRE pod WA, GIFFEH OpenShift Logging EZRINEE MK TE N FIFERF B RS2,
o NEMNARNIANABRFENE, HINARFSBRPSTIHMIE,

FeREH
o AILUFAEA dedicated-admin & &A1) A EEE,
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e B% %k OpenShift CLI(oc).

1. S SHREN AR pod HXHEH, LUTFRAEIKFES my-app-1-akdlg B9S2 pod IS
15

I $ oc describe pod/my-app-1-akdig

2. IENARERF pod WHE :

I $ oc logs -f pod/my-app-1-akdig

3. HEZITHN AR pod FEFRFEHE. X&EE stdout BIEEH OpenShift Logging 122
”&% #@EEJ: F'F"I'JE’J%UH:III:F LJ\-F ’lxﬁﬁﬁ?&ﬁﬁ%ﬂ stdout E’JEIL;\O

a. MR ARERFBETLUE pod ITRHE root HRBITER TEL AT LTI R, MR T ARk
EBRHEXXE :

I $ oc exec my-app-1-akdlg -- cat /var/log/my-application.log

b. IRBE root MR FEEEENARRFERE, EAILUSEHESR root fURM debug 3%,
REMNBRANEEBEXH. MIIEH DeploymentConfig XT%QF’EJJ debug &#3. pod A
BEFEAIE root FUBRIZ1T, {BiZ1TE AR root FNEY pod 74T HRRE HERRES 12 1 2 ] s}
BREA:

I $ oc debug dc/my-deployment-configuration --as-root -- cat /var/log/my-application.log

INRIEZTAER -- <commands HJoc debug
dc/<deployment_configuration> --as-root, |7 ik debug pod R A&
root I FREI—PNEZIR shell ,

4. DEHANMIAN BRFDEE HETERD shel W ARFRGFIZITEMIR.
a. ENARFASLE—1MRERN shell:

I $ oc exec -it my-app-1-akdlg /bin/bash

b. £ shell R EFHAXNAN AEFIIEE. HliN, BRALLZITRSHNAORGSHUELER
RE, EEMREREIHET S2| #EERNARFRHA, BEREMASTINNER,

c. IBITR R RBVZR ZHHIS

BT — 2B ISR E root AR, EiXLERT, ERILLAITIZTT oc
debug dc/<deployment_configurations> --as-root, RIEH A pod B
DeploymentConfig *f R E5)— N7 A root Vil PRAY debug pod. A,
I&E LM debug pod AL root B F* B4252 1712 i Z 3l ST
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7.6. TFHE RS FEHERR

7.6.1. FRRZ MR

U1 s BRSNS BN K AT, TR & AT s EDE M INAY ReadWriteOnce(RWO)E LAE B A — 17 m _E#Y
pod &,

B2, AETRETEFT T mAp 3, B R T s JT R NS IR 45
& T — multi-attach 5% :

it Bl

Unable to attach or mount volumes: unmounted volumes=[sso-mysql-pvol], unattached volumes=
[sso-mysql-pvol default-token-x4rzc]: timed out waiting for the condition

Multi-Attach error for volume "pvc-8837384d-69d7-40b2-b2e6-5df86943eef9" Volume is already used
by pod(s) sso-mysql-1-ns6b4

AR
EHR multi-attach [ IEFERAUTEREAARC—

o (FHF RWX &BF AL MMHE,
W F RS EAFMERR R AR BT LUER ReadWriteMany(RWX) & LABS 1E % M AN 15,

o fH RWO B, k& s BREXFE T
X FARZHE RWX BI7EHE, 40 VMware vSphere, 2N E RWO %, B2, RWO BT EEHE
E2(NRED =W =

INREBEHH RWO BRZMAHEIREE, 155 BITE R A ARIREI T R EMIBR pod, LULEEFEX
RITENEPNBIEERR, PIIEMRMEISEAESH,

I $ oc delete pod <old_pod> --force=true --grace-period=0

ZEB BRI 6 D HEMFRIL T R R EBE,

7.7. JE 5 WA $5e ] i

OpenShift Dedicated @3F— M IERE. MZREMERBHMWEIEHEE, IR OTEHMFRERZE, &£
OpenShift Dedicated 4 &, SEFEIR G AT LLAEE M N B - B XA B 5 A 1R,

NS H IR AR, IEE XS TR
o MECHIEIAHHA,
® Prometheus HEXERELZE A,

e KubePersistentVolumeFillingUp ZR1IE7Ef X Prometheus.

7.7 &R E BB VA A R E

‘it ServiceMonitor %R, &R LA E WA B B - & LT E IR S A FFEIiE R, INREOIET
ServiceMonitor %R, {BFETE Metrics Ul R & BUERINT N BOIETR, HIRIZORIZ P AR iy 5 B2 E,

58



5 7 = WSS
FeREH
o ATLIFAEA dedicated-admin & &A1) A EEE,
e B% %k OpenShift CLI(0C).
o MENAFENMIIEFEBAHEE T Wi,

e RENIET ServiceMonitor ¥,

it =
1 BERENTIEMFREETSEER -~ TEMEEES, UTRAIER ns1 TH.

a. WHETIE &AM i openshift.io/user-monitoring=false /7% :
I $ oc get namespace ns1 --show-labels | grep 'openshift.io/user-monitoring=false'

’ pa -

AP T30 B X B MEIARZ - openshift.io/user-monitoring=true.
B2, MIEFHNATIZRE, BNFRERE I,

b. ik ServiceMonitor #1 PodMonitor %R ;& &H{ i openshift.io/user-monitoring=false 1
%, LU RAIE prometheus-example-monitor AR 55 11225,

$ oc -n ns1 get servicemonitor prometheus-example-monitor --show-labels | grep
'openshift.io/user-monitoring=false'

c. RN T IR, IHMPRIZIRZE -

M5 B H BRI Z AR R

I $ oc label namespace ns1 'openshift.io/user-monitoring-'

MBI R AR Bl

$ oc -n ns1 label servicemonitor prometheus-example-monitor 'openshift.io/user-
monitoring-'

it Bl

I namespace/ns1 unlabeled

2. 1TERR55%0 ServiceMonitor FRECE S, AN MRS RS EE, LU TRAIEEA prometheus-
example-app fR%5. prometheus-example-monitor J& 5515120 ns1 i H,

a. RERBRSS HRE LAIPRZE,

I $ oc -n ns1 get service prometheus-example-app -0 yaml

it Bl
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labels:
app: prometheus-example-app
b. 17 ServiceMonitor F5REZE F# matchLabels & X 2855 £ —% hogbr % i H T,

I $ oc -n ns1 get servicemonitor prometheus-example-monitor -o yaml

it Bl

apiVersion: vi
kind: ServiceMonitor
metadata:
name: prometheus-example-monitor
namespace: nsi
spec:
endpoints:
- interval: 30s
port: web
scheme: http
selector:
matchLabels:
app: prometheus-example-app

cak

14

P2

T NEFUE EEN R A EREIRSF ServiceMonitor 5RTT

o

&) ¢

3. 1f openshift-user-workload-monitoring 7l B #{2 % Prometheus Operator B H &,

a. 3 openshift-user-workload-monitoring 1 B 7 # Pod :

I $ oc -n openshift-user-workload-monitoring get pods

it Bl
NAME READY STATUS RESTARTS AGE
prometheus-operator-776fcbbd56-2nbfm 2/2  Running 0 132m
prometheus-user-workload-0 5/5 Running 1 132m
prometheus-user-workload-1 5/5 Running 1 132m
thanos-ruler-user-workload-0 3/3 Running 0 132m
thanos-ruler-user-workload-1 3/3 Running 0 132m

b. M prometheus-operator Pod 1) prometheus-operator Z23iKEXHE. £ TRAI
#, Pod %} prometheus-operator-776fcbbd56-2nbfm :

$ oc -n openshift-user-workload-monitoring logs prometheus-operator-776fcbbd56-
2nbfm -c prometheus-operator

SNRARSS iR I A, BEAREEERURBREEIR

I level=warn ts=2020-08-10T11:48:20.906739623Z caller=operator.go:1829
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component=prometheusoperator msg="skipping servicemonitor" error="it accesses file
system via bearer token file which Prometheus specification prohibits"
servicemonitor=eagle/eagle namespace=openshift-user-workload-monitoring
prometheus=user-workload

4. 7£ OpenShift Dedicated Web & Ul 1 Metrics Bir THE H EEFENH A EIRRE.
a. &K OpenShift Dedicated Web %%, HBi# A Observe - Targets,
b. FEFIRAFHLENIEINH R, FFE Status P EE BIRHRS.
c. HIER Status 7y Down, mimmAH) URL & ZIEFRBIRM Target Details TEMNEZEL.

5. 1f openshift-user-workload-monitoring i1 E # /) Prometheus Operator Bti& debug 45 B &
L%,

a. 1t openshift-user-workload-monitoring % B %% user-workload-monitoring-config
ConfigMap %4 :
I $ oc -n openshift-user-workload-monitoring edit configmap user-workload-monitoring-
config

b. 7£ data/config.yaml & prometheusOperator 5/l logLevel: debug, ¥ BEHKHIKEH
debug :

apiVersion: vi
kind: ConfigMap
metadata:

name: user-workload-monitoring-config

namespace: openshift-user-workload-monitoring
data:

config.yaml: |

prometheusOperator:
logLevel: debug

#...

c. REXHLUMESRZEN, ZFHIMA prometheus-operator Pod 2 BEIEHEE,

d. 1A debug B & A BN A E openshift-user-workload-monitoring 71 B 1 #
prometheus-operator & :

$ oc -n openshift-user-workload-monitoring get deploy prometheus-operator -o yaml |
grep "log-level"

it Bl

I - --log-level=debug

Debug A B &0 R fF T~ Prometheus Operator & HBIFFAE 1 A,

e. f2¥ prometheus-operator Pod @& IETEiZ1T ¢

I $ oc -n openshift-user-workload-monitoring get pods
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MBEEBEMHFHEST — MR Prometheus Operator loglevel &, I
prometheus-operator Pod RIRE T/ E

f. &%& debug B, LLT#E Prometheus Operator @& £{# F ServiceMonitor 7R, &Z&H
SRR E A AE X R,

Hi 5w
o IEEMMIIIERSS

o JREXNAXIEMBETHHAMER

7.7.2. 4} 1t 4 Prometheus JH3E K ERLEL 22 [H]

FFA NG R LME RBEX R Ve E LB M. BENRENHESBUHNAREREN N, BEIR
HETTRENBMERIN RS ERM. B, customer_id BHEAHE, EANECELRL N AIEEHIE.

BO R EX AW —EFFI, EREPERTFSRAERM A S BT Q2N A 778 E LI
EHURIN. XA RERFNT Prometheus 88, FHFEAEMA 22,

Y Prometheus JBFEXERAR, EATLUFERUTAEE

o {#fd Prometheus HTTP API {e &N R FFFIEBHARFE (TSDBYRE, LT A XL Z 8RS
FFIBBENESER. XIFEHEEEHEE QRN

o RAIFABENENTHHE,
o EEDOIEMME—IFFIIBE, EW LU D2 ECL P E BRI R E B MR E

% ERAER —HAERATEENBEAEHDBENRE-EXHEHE.
o XIAfER T E LB A iR IR I E RS, XFERFEE AR
FRFM

o TATLIFAEAR dedicated-admin & &A1) [ EEE,

e B% %k OpenShift CLI(oC).

it =

1. 1£ OpenShift Dedicated Web ###lI& R, 7 A Observe - Metrics,

2. 7£ Expression FE&H%i A Prometheus Query Language (PromQL) i), M TFREIEHEBNT
AT EE S RS ML 2 R H R B R 1R 1T

o RITIZITUTEN, EHLUAGERRSRIVRAIEA+NEL
I topk(10, max by(namespace, job) (topk by(namespace, job) (1,

scrape_samples_post_metric_relabeling)))
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o EITIZITUTEN, EALLELIRMTEL—/NYRAET RS HFENEHER+NMEL, M
3k H AR X BT F R

I topk(10, sum by(namespace, job) (sum_over_time(scrape_series_added[1h])))

3. MNRIEIHREVRAIB AT, HREDEAEITHARAERE EHE

o MBEEIFSH/ENNTBREX, HEELERATNIENENIEIRE-EX., eih@IrNE
REA8 Prometheus & P imE e, ZRREITRE 5 ARARAEBHERZ.

o MRIEIRS OpenShift Dedicated B IBMX, EELLIER | | Wb LOE—NIIEX
R,

4. LA dedicated-admin 519 &xkEf, RIBRLUU TS IEER Prometheus HTTP APl &%& TSDB KA :

a. TLLT 685 EIREX Prometheus API & H URL :

151
$ HOST=$(oc -n openshift-monitoring get route prometheus-k8s -
ojsonpath='{.status.ingress[].host}')

b. 21T SRIBNE D LIS

f“

I $ TOKEN=$(oc whoami -t)

c. iIBfTLA T4, il Prometheus B TSDB RS :

I $ curl -H "Authorization: Bearer $TOKEN" -k "https://$HOST/api/v1/status/tsdb"

it Bl

"status": "success","data":{"headStats":{"numSeries":507473,
"numLabelPairs":19832,"chunkCount":946298,"minTime":1712253600010,
"maxTime":1712257935346},"seriesCountByMetricName":
[{"name":"etcd_request_duration_seconds_bucket","value":51840},
{"name":"apiserver_request_sli_duration_seconds_bucket","value":47718},

HiBR
o RAFE BB R ERERAIRR, 1 F]FRE A 5 5 5L e PR

Z B OPENSHIFT CLI (oc) [a]

7.8.1. T f# OpenShift CLI (oc) BEZH|
f# M OpenShift CLI (oc), RETLAMZAiRAIEEN FFRRFFH B OpenShift Dedicated T H,

INRHIEFET oc M SHIAE, ¥ oc HELAIRE NHIE APIEXR, APl RS ERNB curl iF
KRB, XIRETHEN oc DSNEZRFEER, UREBET EHMENAT,

oc HEHANBEEM 110, THRIRMT oc BEIHFIR KR E i,

63


https://access.redhat.com/
https://docs.redhat.com/en/documentation/openshift_dedicated/4/html-single/monitoring/#setting-scrape-and-evaluation-intervals-limits-for-user-defined-projects_configuring-performance-and-scalability-uwm

OpenShift Dedicated 4 2 #F

5 7.4. OpenShift CLI (oc) BEZS

BEZ fik

185 BN EKILKE stderr,

6 H stderr i3% APl 153K,

7 £ APHERFIRLIC T E stderr,

8 03K APLIE R, FRELFIIESS, LA API IR FRLFIIE B stderr,

9 LXK AE APHER, FRLFIIEX. APIHERFRAFIES, UK curl iEXKE stderr,

10 LXK AR APHER, FRLFIES. APIFRNFRLFIES, AR curl iEKE stderr, i03%

E’J{I:l ISNIN EI$QEH

7.8.2. #§ OpenShift CLI (oc) HE&EZLH|
15 E LRI 1R S B 54 ISR OpenShift CLI (oc) [,

OpenShift Dedicated Fi A BIRTESHEEE S ETTICKM curl FKA, AT UIFShikERHFIA - #Y
RIEGHE, UEENI oc e SHEZHENE N AEIEA,

FRFH

e &% OpenShift CLI (oc) .
iz
e 1217 oc A BITHEE oc HEL :
I $ oc <commands --loglevel <log_level>

Hep:

<command>
EEMELZITHR D,
<log_level>

*EE%&%E”DP'DE’JE/L.\&%UQ
o ERIURIAIMKESHE, 1HZITUTHS :
I $ oc whoami -t
LN

I sha256~RCV3Qcn7H-OEfqCGVIOCvNnZ6...
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7.9. 282 EHIR

7.9.1. R

LUTF3®EE T B Service Reliability Engineering Platform (SRE-P)FIFA B2 SR HIFF A OpenShift
Dedicated HiR, &/~ NFHESHXLTIR, EAHXFMATREESREETLE,

7.9.2. Hive S& %R

BLTFFIR G R T B OpenShift Hive EIEH) OpenShift Dedicated %R, EIEFREBEE RS, BT %X
LEHA A A B9 OpenShift Container Platform BiR4b, X FTRIAMRS . OpenShift Hive 2 2t R FFFR
& OpenShift Dedicated FREFHI—E M., F1Z8Bi OpenShift Cluster Manager % OpenShift Dedicated
FIRHAITEN, LUE OpenShift Cluster Manager #1 Hive A%, 13 OpenShift Cluster Manager A2 #F
BRI EHR, 1556% ocm-feedback@redhat.com,
name: cluster-monitoring-config
- namespace: openshift-monitoring
name: managed-namespaces
name: sre-dns-latency-exporter-trusted-ca-bundle
- namespace: openshift-monitoring
name: sre-ebs-iops-reporter-code

Bl 7.1. Hive X EBTRSIER
Resources:
ConfigMap:
- namespace: openshift-config
name: rosa-brand-logo
- namespace: openshift-console
name: custom-logo
- namespace: openshift-deployment-validation-operator
name: deployment-validation-operator-config
- namespace: openshift-file-integrity
name: fr-aide-conf
- namespace: openshift-managed-upgrade-operator
name: managed-upgrade-operator-config

- namespace: openshift-monitoring

- namespace: openshift-monitoring

name: ocp-namespaces

- namespace: openshift-monitoring

name: osd-rebalance-infra-nodes

- namespace: openshift-monitoring
name: sre-dns-latency-exporter-code
- namespace: openshift-monitoring
- namespace: openshift-monitoring
name: sre-ebs-iops-reporter-trusted-ca-bundle
- namespace: openshift-monitoring
name: sre-stuck-ebs-vols-code
- namespace: openshift-monitoring
name: sre-stuck-ebs-vols-trusted-ca-bundle
- namespace: openshift-security
name: osd-audit-policy
- namespace: openshift-validation-webhook
name: webhook-cert

- namespace: openshift
name: motd
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Endpoints:
- namespace: openshift-deployment-validation-operator
name: deployment-validation-operator-metrics
- namespace: openshift-monitoring
name: sre-dns-latency-exporter
- namespace: openshift-monitoring
name: sre-ebs-iops-reporter
- namespace: openshift-monitoring
name: sre-stuck-ebs-vols
- namespace: openshift-scanning

name: loggerservice
- namespace: openshift-security
name: audit-exporter
- namespace: openshift-validation-webhook
name: validation-webhook
Namespace:
- name: dedicated-admin
- name: openshift-addon-operator
- name: openshift-aqua
- name: openshift-aws-vpce-operator
- name: openshift-backplane
- name: openshift-backplane-cee
- name: openshift-backplane-csa
- name: openshift-backplane-cse
- name: openshift-backplane-csm
- name: openshift-backplane-managed-scripts
- name: openshift-backplane-mobb
- name: openshift-backplane-srep
- name: openshift-backplane-tam
- name: openshift-cloud-ingress-operator
- name: openshift-codeready-workspaces
- name: openshift-compliance
- name: openshift-compliance-monkey
- name: openshift-container-security
- name: openshift-custom-domains-operator
- name: openshift-customer-monitoring
- name: openshift-deployment-validation-operator
- name: openshift-managed-node-metadata-operator
- name: openshift-file-integrity
- name: openshift-logging
- name: openshift-managed-upgrade-operator
- name: openshift-must-gather-operator
- name: openshift-observability-operator
- name: openshift-ocm-agent-operator
- name: openshift-operators-redhat
- name: openshift-osd-metrics
- name: openshift-rbac-permissions
- name: openshift-route-monitor-operator
- name: openshift-scanning
- name: openshift-security
- name: openshift-splunk-forwarder-operator
- name: openshift-sre-pruning
- name: openshift-suricata
- name: openshift-validation-webhook
- name: openshift-velero
- name: openshift-monitoring
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- name: openshift

- name: openshift-cluster-version

- name: keycloak

- name: goalert

- name: configure-goalert-operator

ReplicationController:

- namespace: openshift-monitoring
name: sre-ebs-iops-reporter-1

- namespace: openshift-monitoring
name: sre-stuck-ebs-vols-1

Secret:

- namespace: openshift-authentication
name: v4-0-config-user-idp-0-file-data

- namespace: openshift-authentication
name: v4-0-config-user-template-error

- namespace: openshift-authentication
name: v4-0-config-user-template-login

- namespace: openshift-authentication

name: v4-0-config-user-template-provider-selection

- namespace: openshift-config
name: htpasswd-secret
- namespace: openshift-config
name: osd-oauth-templates-errors
- namespace: openshift-config
name: osd-oauth-templates-login
- namespace: openshift-config
name: osd-oauth-templates-providers
- namespace: openshift-config
name: rosa-oauth-templates-errors
- namespace: openshift-config
name: rosa-oauth-templates-login
- namespace: openshift-config
name: rosa-oauth-templates-providers
- namespace: openshift-config
name: support
- namespace: openshift-config
name: tony-devlab-primary-cert-bundle-secret
- namespace: openshift-ingress
name: tony-devlab-primary-cert-bundle-secret
- namespace: openshift-kube-apiserver
name: user-serving-cert-000
- namespace: openshift-kube-apiserver
name: user-serving-cert-001
- namespace: openshift-monitoring
name: dms-secret
- namespace: openshift-monitoring
name: observatorium-credentials
- namespace: openshift-monitoring
name: pd-secret
- namespace: openshift-scanning
name: clam-secrets
- namespace: openshift-scanning
name: logger-secrets
- namespace: openshift-security
name: splunk-auth
ServiceAccount:
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- namespace: openshift-backplane-managed-scripts
name: osd-backplane
- namespace: openshift-backplane-srep
name: 6804d07fb268b8285b023bcf65392f0e
- namespace: openshift-backplane-srep
name: osd-delete-ownerrefs-serviceaccounts
- namespace: openshift-backplane
name: osd-delete-backplane-serviceaccounts

- namespace: openshift-cloud-ingress-operator
name: cloud-ingress-operator
- namespace: openshift-custom-domains-operator
name: custom-domains-operator
- namespace: openshift-managed-upgrade-operator
name: managed-upgrade-operator
- namespace: openshift-machine-api
name: osd-disable-cpms
- namespace: openshift-marketplace
name: osd-patch-subscription-source
- namespace: openshift-monitoring
name: configure-alertmanager-operator
- namespace: openshift-monitoring
name: osd-cluster-ready
- namespace: openshift-monitoring
name: osd-rebalance-infra-nodes
- namespace: openshift-monitoring
name: sre-dns-latency-exporter
- namespace: openshift-monitoring
name: sre-ebs-iops-reporter
- namespace: openshift-monitoring
name: sre-stuck-ebs-vols
- namespace: openshift-network-diagnostics
name: sre-pod-network-connectivity-check-pruner
- namespace: openshift-ocm-agent-operator
name: ocm-agent-operator
- namespace: openshift-rbac-permissions
name: rbac-permissions-operator
- namespace: openshift-splunk-forwarder-operator
name: splunk-forwarder-operator
- namespace: openshift-sre-pruning
name: bz1980755
- namespace: openshift-scanning
name: logger-sa
- namespace: openshift-scanning
name: scanner-sa
- namespace: openshift-sre-pruning
name: sre-pruner-sa
- namespace: openshift-suricata
name: suricata-sa
- namespace: openshift-validation-webhook
name: validation-webhook
- namespace: openshift-velero
name: managed-velero-operator
- namespace: openshift-velero
name: velero
- namespace: openshift-backplane-srep
name: UNIQUE_BACKPLANE_SERVICEACCOUNT_ID
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Service:
- namespace: openshift-deployment-validation-operator
name: deployment-validation-operator-metrics
- namespace: openshift-monitoring
name: sre-dns-latency-exporter
- namespace: openshift-monitoring
name: sre-ebs-iops-reporter
- namespace: openshift-monitoring
name: sre-stuck-ebs-vols
- namespace: openshift-scanning
name: loggerservice
- namespace: openshift-security
name: audit-exporter
- namespace: openshift-validation-webhook
name: validation-webhook
AddonOperator:
- name: addon-operator
ValidatingWebhookConfiguration:
- name: sre-hiveownership-validation
- name: sre-namespace-validation
- name: sre-pod-validation
- name: sre-prometheusrule-validation
- name: sre-regular-user-validation
- name: sre-scc-validation
- name: sre-techpreviewnoupgrade-validation
DaemonSet:
- namespace: openshift-monitoring
name: sre-dns-latency-exporter
- namespace: openshift-scanning
name: logger
- namespace: openshift-scanning
name: scanner
- namespace: openshift-security
name: audit-exporter
- namespace: openshift-suricata
name: suricata
- namespace: openshift-validation-webhook
name: validation-webhook
DeploymentConfig:
- namespace: openshift-monitoring
name: sre-ebs-iops-reporter
- namespace: openshift-monitoring
name: sre-stuck-ebs-vols
ClusterRoleBinding:
- name: aqua-scanner-binding
- name: backplane-cluster-admin
- name: backplane-impersonate-cluster-admin
- name: bz1980755
- name: configure-alertmanager-operator-prom
- name: dedicated-admins-cluster
- name: dedicated-admins-registry-cas-cluster
- name: logger-clusterrolebinding
- name: openshift-backplane-managed-scripts-reader
- name: osd-cluster-admin
- name: osd-cluster-ready
- name: osd-delete-backplane-script-resources
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- name: osd-delete-ownerrefs-serviceaccounts

- name: osd-patch-subscription-source

- name: osd-rebalance-infra-nodes

- name: pcap-dedicated-admins

- name: splunk-forwarder-operator

- name: splunk-forwarder-operator-clusterrolebinding
- name: sre-pod-network-connectivity-check-pruner

- name: sre-pruner-buildsdeploys-pruning

- name: velero
- name: webhook-validation
ClusterRole:
- name: backplane-cee-readers-cluster
- name: backplane-impersonate-cluster-admin
- name: backplane-readers-cluster
- name: backplane-srep-admins-cluster
- name: backplane-srep-admins-project
- name: bz1980755
- name: dedicated-admins-aggregate-cluster
- name: dedicated-admins-aggregate-project
- name: dedicated-admins-cluster
- name: dedicated-admins-manage-operators
- name: dedicated-admins-project
- name: dedicated-admins-registry-cas-cluster
- name: dedicated-readers
- name: image-scanner
- name: logger-clusterrole
- name: openshift-backplane-managed-scripts-reader
- name: openshift-splunk-forwarder-operator
- name: osd-cluster-ready
- name: osd-custom-domains-dedicated-admin-cluster
- name: osd-delete-backplane-script-resources
- name: osd-delete-backplane-serviceaccounts
- name: osd-delete-ownerrefs-serviceaccounts
- name: osd-get-namespace
- name: osd-netnamespaces-dedicated-admin-cluster
- name: osd-patch-subscription-source
- name: osd-readers-aggregate
- name: osd-rebalance-infra-nodes
- name: osd-rebalance-infra-nodes-openshift-pod-rebalance
- name: pcap-dedicated-admins
- name: splunk-forwarder-operator
- name: sre-allow-read-machine-info
- name: sre-pruner-buildsdeploys-cr
- name: webhook-validation-cr
RoleBinding:
- namespace: kube-system
name: cloud-ingress-operator-cluster-config-v1-reader
- namespace: kube-system
name: managed-velero-operator-cluster-config-vi-reader
- namespace: openshift-aqua
name: dedicated-admins-openshift-aqua
- namespace: openshift-backplane-managed-scripts
name: backplane-cee-mustgather
- namespace: openshift-backplane-managed-scripts
name: backplane-srep-mustgather
- namespace: openshift-backplane-managed-scripts
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name: osd-delete-backplane-script-resources
- namespace: openshift-cloud-ingress-operator
name: osd-rebalance-infra-nodes-openshift-pod-rebalance
- namespace: openshift-codeready-workspaces
name: dedicated-admins-openshift-codeready-workspaces
- namespace: openshift-config
name: dedicated-admins-project-request
- namespace: openshift-config
name: dedicated-admins-registry-cas-project
- namespace: openshift-config
name: muo-pullsecret-reader
- namespace: openshift-config
name: oao-openshiftconfig-reader
- namespace: openshift-config
name: osd-cluster-ready
- namespace: openshift-custom-domains-operator
name: osd-rebalance-infra-nodes-openshift-pod-rebalance
- namespace: openshift-customer-monitoring
name: dedicated-admins-openshift-customer-monitoring
- namespace: openshift-customer-monitoring
name: prometheus-k8s-openshift-customer-monitoring
- namespace: openshift-dns
name: dedicated-admins-openshift-dns
- namespace: openshift-dns
name: osd-rebalance-infra-nodes-openshift-dns
- namespace: openshift-image-registry
name: osd-rebalance-infra-nodes-openshift-pod-rebalance
- namespace: openshift-ingress-operator
name: cloud-ingress-operator
- namespace: openshift-ingress
name: cloud-ingress-operator
- namespace: openshift-kube-apiserver
name: cloud-ingress-operator
- namespace: openshift-machine-api
name: cloud-ingress-operator
- namespace: openshift-logging
name: admin-dedicated-admins
- namespace: openshift-logging
name: admin-system:serviceaccounts:dedicated-admin
- namespace: openshift-logging
name: openshift-logging-dedicated-admins
- namespace: openshift-logging
name: openshift-logging:serviceaccounts:dedicated-admin
- namespace: openshift-machine-api
name: osd-cluster-ready
- namespace: openshift-machine-api
name: sre-ebs-iops-reporter-read-machine-info
- namespace: openshift-machine-api
name: sre-stuck-ebs-vols-read-machine-info
- namespace: openshift-managed-node-metadata-operator
name: osd-rebalance-infra-nodes-openshift-pod-rebalance
- namespace: openshift-machine-api
name: osd-disable-cpms
- namespace: openshift-marketplace
name: dedicated-admins-openshift-marketplace
- namespace: openshift-monitoring
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name: backplane-cee
- namespace: openshift-monitoring
name: muo-monitoring-reader
- namespace: openshift-monitoring
name: oao-monitoring-manager
- namespace: openshift-monitoring
name: osd-cluster-ready
- namespace: openshift-monitoring
name: osd-rebalance-infra-nodes-openshift-monitoring
- namespace: openshift-monitoring
name: osd-rebalance-infra-nodes-openshift-pod-rebalance

- namespace: openshift-monitoring

name: sre-dns-latency-exporter
- namespace: openshift-monitoring

name: sre-ebs-iops-reporter
- namespace: openshift-monitoring

name: sre-stuck-ebs-vols
- namespace: openshift-must-gather-operator

name: backplane-cee-mustgather
- namespace: openshift-must-gather-operator

name: backplane-srep-mustgather
- namespace: openshift-must-gather-operator

name: osd-rebalance-infra-nodes-openshift-pod-rebalance
- namespace: openshift-network-diagnostics

name: sre-pod-network-connectivity-check-pruner
- namespace: openshift-network-operator

name: osd-rebalance-infra-nodes-openshift-pod-rebalance
- namespace: openshift-ocm-agent-operator

name: osd-rebalance-infra-nodes-openshift-pod-rebalance
- namespace: openshift-operators-redhat

name: admin-dedicated-admins
- namespace: openshift-operators-redhat

name: admin-system:serviceaccounts:dedicated-admin
- namespace: openshift-operators-redhat

name: openshift-operators-redhat-dedicated-admins
- namespace: openshift-operators-redhat

name: openshift-operators-redhat:serviceaccounts:dedicated-admin
- namespace: openshift-operators

name: dedicated-admins-openshift-operators
- namespace: openshift-osd-metrics

name: osd-rebalance-infra-nodes-openshift-pod-rebalance
- namespace: openshift-osd-metrics

name: prometheus-k8s
- namespace: openshift-rbac-permissions

name: osd-rebalance-infra-nodes-openshift-pod-rebalance
- namespace: openshift-rbac-permissions

name: prometheus-k8s
- namespace: openshift-route-monitor-operator

name: osd-rebalance-infra-nodes-openshift-pod-rebalance
- namespace: openshift-scanning

name: scanner-rolebinding
- namespace: openshift-security

name: osd-rebalance-infra-nodes-openshift-security
- namespace: openshift-security

name: prometheus-k8s
- namespace: openshift-splunk-forwarder-operator
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name: osd-rebalance-infra-nodes-openshift-pod-rebalance
- namespace: openshift-suricata
name: suricata-rolebinding
- namespace: openshift-user-workload-monitoring
name: dedicated-admins-uwm-config-create
- namespace: openshift-user-workload-monitoring
name: dedicated-admins-uwm-config-edit
- namespace: openshift-user-workload-monitoring
name: dedicated-admins-uwm-managed-am-secret
- namespace: openshift-user-workload-monitoring
name: osd-rebalance-infra-nodes-openshift-user-workload-monitoring
- namespace: openshift-velero
name: osd-rebalance-infra-nodes-openshift-pod-rebalance
- namespace: openshift-velero
name: prometheus-k8s
Role:
- namespace: kube-system
name: cluster-config-v1-reader
- namespace: kube-system
name: cluster-config-v1-reader-cio
- namespace: openshift-aqua
name: dedicated-admins-openshift-aqua
- namespace: openshift-backplane-managed-scripts
name: backplane-cee-pcap-collector
- namespace: openshift-backplane-managed-scripts
name: backplane-srep-pcap-collector
- namespace: openshift-backplane-managed-scripts
name: osd-delete-backplane-script-resources
- namespace: openshift-codeready-workspaces
name: dedicated-admins-openshift-codeready-workspaces
- namespace: openshift-config
name: dedicated-admins-project-request
- namespace: openshift-config
name: dedicated-admins-registry-cas-project
- namespace: openshift-config
name: muo-pullsecret-reader
- namespace: openshift-config
name: oao-openshiftconfig-reader
- namespace: openshift-config
name: osd-cluster-ready
- namespace: openshift-customer-monitoring
name: dedicated-admins-openshift-customer-monitoring
- namespace: openshift-customer-monitoring
name: prometheus-k8s-openshift-customer-monitoring
- namespace: openshift-dns
name: dedicated-admins-openshift-dns
- namespace: openshift-dns
name: osd-rebalance-infra-nodes-openshift-dns
- namespace: openshift-ingress-operator
name: cloud-ingress-operator
- namespace: openshift-ingress
name: cloud-ingress-operator
- namespace: openshift-kube-apiserver
name: cloud-ingress-operator
- namespace: openshift-machine-api
name: cloud-ingress-operator
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- namespace: openshift-logging
name: dedicated-admins-openshift-logging
- namespace: openshift-machine-api
name: osd-cluster-ready
- namespace: openshift-machine-api
name: osd-disable-cpms
- namespace: openshift-marketplace
name: dedicated-admins-openshift-marketplace
- namespace: openshift-monitoring
name: backplane-cee

- namespace: openshift-monitoring
name: muo-monitoring-reader
- namespace: openshift-monitoring
name: oao-monitoring-manager
- namespace: openshift-monitoring
name: osd-cluster-ready
- namespace: openshift-monitoring
name: osd-rebalance-infra-nodes-openshift-monitoring
- namespace: openshift-must-gather-operator
name: backplane-cee-mustgather
- namespace: openshift-must-gather-operator
name: backplane-srep-mustgather
- namespace: openshift-network-diagnostics
name: sre-pod-network-connectivity-check-pruner
- namespace: openshift-operators
name: dedicated-admins-openshift-operators
- namespace: openshift-osd-metrics
name: prometheus-k8s
- namespace: openshift-rbac-permissions
name: prometheus-k8s
- namespace: openshift-scanning
name: scanner-role
- namespace: openshift-security
name: osd-rebalance-infra-nodes-openshift-security
- namespace: openshift-security
name: prometheus-k8s
- namespace: openshift-suricata
name: suricata-role
- namespace: openshift-user-workload-monitoring
name: dedicated-admins-user-workload-monitoring-create-cm
- namespace: openshift-user-workload-monitoring
name: dedicated-admins-user-workload-monitoring-manage-am-secret
- namespace: openshift-user-workload-monitoring
name: osd-rebalance-infra-nodes-openshift-user-workload-monitoring
- namespace: openshift-velero
name: prometheus-k8s
Crondob:
- namespace: openshift-backplane-managed-scripts
name: osd-delete-backplane-script-resources
- namespace: openshift-backplane-srep
name: osd-delete-ownerrefs-serviceaccounts
- namespace: openshift-backplane
name: osd-delete-backplane-serviceaccounts
- namespace: openshift-machine-api
name: osd-disable-cpms
- namespace: openshift-marketplace
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name: osd-patch-subscription-source
- namespace: openshift-monitoring
name: osd-rebalance-infra-nodes
- namespace: openshift-network-diagnostics
name: sre-pod-network-connectivity-check-pruner
- namespace: openshift-sre-pruning
name: builds-pruner
- namespace: openshift-sre-pruning
name: bz1980755
- namespace: openshift-sre-pruning
name: deployments-pruner
Job:
- namespace: openshift-monitoring
name: osd-cluster-ready
CredentialsRequest:
- namespace: openshift-cloud-ingress-operator
name: cloud-ingress-operator-credentials-aws
- namespace: openshift-cloud-ingress-operator
name: cloud-ingress-operator-credentials-gcp
- namespace: openshift-monitoring
name: sre-ebs-iops-reporter-aws-credentials
- namespace: openshift-monitoring
name: sre-stuck-ebs-vols-aws-credentials
- namespace: openshift-velero
name: managed-velero-operator-iam-credentials-aws
- namespace: openshift-velero
name: managed-velero-operator-iam-credentials-gcp
APIScheme:
- namespace: openshift-cloud-ingress-operator
name: rh-api
PublishingStrategy:
- namespace: openshift-cloud-ingress-operator
name: publishingstrategy
ScanSettingBinding:
- namespace: openshift-compliance
name: fedramp-high-ocp
- namespace: openshift-compliance
name: fedramp-high-rhcos
ScanSetting:
- namespace: openshift-compliance
name: osd
TailoredProfile:
- namespace: openshift-compliance
name: rhcos4-high-rosa
OAuth:
- name: cluster
EndpointSlice:
- namespace: openshift-deployment-validation-operator
name: deployment-validation-operator-metrics-rhtwg
- namespace: openshift-monitoring
name: sre-dns-latency-exporter-4cw9r
- namespace: openshift-monitoring
name: sre-ebs-iops-reporter-6tx5g
- namespace: openshift-monitoring
name: sre-stuck-ebs-vols-gmdhs
- namespace: openshift-scanning
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name: loggerservice-zprbq

- namespace: openshift-security
name: audit-exporter-ngfdk

- namespace: openshift-validation-webhook
name: validation-webhook-97b8t

Filelntegrity:

- namespace: openshift-file-integrity
name: osd-fileintegrity

MachineHealthCheck:

- namespace: openshift-machine-api
name: srep-infra-healthcheck

- namespace: openshift-machine-api
name: srep-metal-worker-healthcheck

- namespace: openshift-machine-api
name: srep-worker-healthcheck

MachineSet:

- namespace: openshift-machine-api
name: sbasabat-mc-ghgkn-infra-us-east-1a

- namespace: openshift-machine-api
name: sbasabat-mc-ghgkn-worker-us-east-1a

ContainerRuntimeConfig:

- name: custom-crio

KubeletConfig:

- name: custom-kubelet

MachineConfig:

- name: 00-master-chrony

- name: 00-worker-chrony

SubjectPermission:

- namespace: openshift-rbac-permissions
name: backplane-cee

- namespace: openshift-rbac-permissions
name: backplane-csa

- namespace: openshift-rbac-permissions
name: backplane-cse

- namespace: openshift-rbac-permissions
name: backplane-csm

- namespace: openshift-rbac-permissions
name: backplane-mobb

- namespace: openshift-rbac-permissions
name: backplane-srep

- namespace: openshift-rbac-permissions
name: backplane-tam

- namespace: openshift-rbac-permissions
name: dedicated-admin-serviceaccounts

- namespace: openshift-rbac-permissions
name: dedicated-admin-serviceaccounts-core-ns

- namespace: openshift-rbac-permissions
name: dedicated-admins

- namespace: openshift-rbac-permissions
name: dedicated-admins-alert-routing-edit

- namespace: openshift-rbac-permissions
name: dedicated-admins-core-ns

- namespace: openshift-rbac-permissions
name: dedicated-admins-customer-monitoring

- namespace: openshift-rbac-permissions
name: osd-delete-backplane-serviceaccounts



Velerolnstall:
- namespace: openshift-velero
name: cluster
PrometheusRule:
- namespace: openshift-monitoring
name: rhmi-sre-cluster-admins
- namespace: openshift-monitoring
name: rhoam-sre-cluster-admins
- namespace: openshift-monitoring
name: sre-alertmanager-silences-active
- namespace: openshift-monitoring
name: sre-alerts-stuck-builds
- namespace: openshift-monitoring
name: sre-alerts-stuck-volumes
- namespace: openshift-monitoring
name: sre-cloud-ingress-operator-offline-alerts
- namespace: openshift-monitoring
name: sre-avo-pendingacceptance
- namespace: openshift-monitoring
name: sre-configure-alertmanager-operator-offline-alerts
- namespace: openshift-monitoring
name: sre-control-plane-resizing-alerts
- namespace: openshift-monitoring
name: sre-dns-alerts
- namespace: openshift-monitoring
name: sre-ebs-iops-burstbalance
- namespace: openshift-monitoring
name: sre-elasticsearch-jobs
- namespace: openshift-monitoring
name: sre-elasticsearch-managed-notification-alerts
- namespace: openshift-monitoring
name: sre-excessive-memory
- namespace: openshift-monitoring
name: sre-fr-alerts-low-disk-space
- namespace: openshift-monitoring
name: sre-haproxy-reload-fail
- namespace: openshift-monitoring
name: sre-internal-slo-recording-rules
- namespace: openshift-monitoring
name: sre-kubequotaexceeded
- namespace: openshift-monitoring
name: sre-leader-election-master-status-alerts
- namespace: openshift-monitoring
name: sre-managed-kube-apiserver-missing-on-node
- namespace: openshift-monitoring
name: sre-managed-kube-controller-manager-missing-on-node
- namespace: openshift-monitoring
name: sre-managed-kube-scheduler-missing-on-node
- namespace: openshift-monitoring
name: sre-managed-node-metadata-operator-alerts
- namespace: openshift-monitoring
name: sre-managed-notification-alerts
- namespace: openshift-monitoring
name: sre-managed-upgrade-operator-alerts
- namespace: openshift-monitoring
name: sre-managed-velero-operator-alerts
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- namespace: openshift-monitoring
name: sre-node-unschedulable
- namespace: openshift-monitoring
name: sre-oauth-server
- namespace: openshift-monitoring
name: sre-pending-csr-alert
- namespace: openshift-monitoring
name: sre-proxy-managed-notification-alerts
- namespace: openshift-monitoring
name: sre-pruning
- namespace: openshift-monitoring
name: sre-pv
- namespace: openshift-monitoring
name: sre-router-health
- namespace: openshift-monitoring
name: sre-runaway-sdn-preventing-container-creation
- namespace: openshift-monitoring
name: sre-slo-recording-rules
- namespace: openshift-monitoring
name: sre-telemeter-client
- namespace: openshift-monitoring
name: sre-telemetry-managed-labels-recording-rules
- namespace: openshift-monitoring
name: sre-upgrade-send-managed-notification-alerts
- namespace: openshift-monitoring
name: sre-uptime-sla
ServiceMonitor:
- namespace: openshift-monitoring
name: sre-dns-latency-exporter
- namespace: openshift-monitoring
name: sre-ebs-iops-reporter
- namespace: openshift-monitoring
name: sre-stuck-ebs-vols
ClusterUrlMonitor:
- namespace: openshift-route-monitor-operator
name: api
RouteMonitor:
- namespace: openshift-route-monitor-operator
name: console
NetworkPolicy:
- namespace: openshift-deployment-validation-operator
name: allow-from-openshift-insights
- namespace: openshift-deployment-validation-operator
name: allow-from-openshift-olm
ManagedNotification:
- namespace: openshift-ocm-agent-operator
name: sre-elasticsearch-managed-notifications
- namespace: openshift-ocm-agent-operator
name: sre-managed-notifications
- namespace: openshift-ocm-agent-operator
name: sre-proxy-managed-notifications
- namespace: openshift-ocm-agent-operator
name: sre-upgrade-managed-notifications
OcmAgent:
- namespace: openshift-ocm-agent-operator
name: ocmagent



- namespace: openshift-security
name: audit-exporter

Console:

- name: cluster

CatalogSource:

- namespace: openshift-addon-operator
name: addon-operator-catalog

- namespace: openshift-cloud-ingress-operator
name: cloud-ingress-operator-registry

- namespace: openshift-compliance
name: compliance-operator-registry

- namespace: openshift-container-security
name: container-security-operator-registry

- namespace: openshift-custom-domains-operator
name: custom-domains-operator-registry

- namespace: openshift-deployment-validation-operator
name: deployment-validation-operator-catalog

- namespace: openshift-managed-node-metadata-operator
name: managed-node-metadata-operator-registry

- namespace: openshift-file-integrity
name: file-integrity-operator-registry

- namespace: openshift-managed-upgrade-operator
name: managed-upgrade-operator-catalog

- namespace: openshift-monitoring
name: configure-alertmanager-operator-registry

- namespace: openshift-must-gather-operator
name: must-gather-operator-registry

- namespace: openshift-observability-operator
name: observability-operator-catalog

- namespace: openshift-ocm-agent-operator
name: ocm-agent-operator-registry

- namespace: openshift-osd-metrics
name: osd-metrics-exporter-registry

- namespace: openshift-rbac-permissions
name: rbac-permissions-operator-registry

- namespace: openshift-route-monitor-operator
name: route-monitor-operator-registry

- namespace: openshift-splunk-forwarder-operator
name: splunk-forwarder-operator-catalog

- namespace: openshift-velero
name: managed-velero-operator-registry

OperatorGroup:

- namespace: openshift-addon-operator
name: addon-operator-og

- namespace: openshift-aqua
name: openshift-aqua

- namespace: openshift-cloud-ingress-operator
name: cloud-ingress-operator

- namespace: openshift-codeready-workspaces
name: openshift-codeready-workspaces

- namespace: openshift-compliance
name: compliance-operator

- namespace: openshift-container-security
name: container-security-operator

- namespace: openshift-custom-domains-operator
name: custom-domains-operator
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- namespace: openshift-customer-monitoring
name: openshift-customer-monitoring

- namespace: openshift-deployment-validation-operator
name: deployment-validation-operator-og

- namespace: openshift-managed-node-metadata-operator
name: managed-node-metadata-operator

- namespace: openshift-file-integrity
name: file-integrity-operator

- namespace: openshift-logging
name: openshift-logging

- namespace: openshift-managed-upgrade-operator
name: managed-upgrade-operator-og

- namespace: openshift-must-gather-operator
name: must-gather-operator

- namespace: openshift-observability-operator
name: observability-operator-og

- namespace: openshift-ocm-agent-operator
name: ocm-agent-operator-og

- namespace: openshift-osd-metrics
name: osd-metrics-exporter

- namespace: openshift-rbac-permissions
name: rbac-permissions-operator

- namespace: openshift-route-monitor-operator
name: route-monitor-operator

- namespace: openshift-splunk-forwarder-operator
name: splunk-forwarder-operator-og

- namespace: openshift-velero
name: managed-velero-operator

Subscription:

- namespace: openshift-addon-operator
name: addon-operator

- namespace: openshift-cloud-ingress-operator
name: cloud-ingress-operator

- namespace: openshift-compliance
name: compliance-operator-sub

- namespace: openshift-container-security
name: container-security-operator-sub

- namespace: openshift-custom-domains-operator
name: custom-domains-operator

- namespace: openshift-deployment-validation-operator
name: deployment-validation-operator

- namespace: openshift-managed-node-metadata-operator
name: managed-node-metadata-operator

- namespace: openshift-file-integrity
name: file-integrity-operator-sub

- namespace: openshift-managed-upgrade-operator
name: managed-upgrade-operator

- namespace: openshift-monitoring
name: configure-alertmanager-operator

- namespace: openshift-must-gather-operator
name: must-gather-operator

- namespace: openshift-observability-operator
name: observability-operator

- namespace: openshift-ocm-agent-operator
name: ocm-agent-operator

- namespace: openshift-osd-metrics
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name: osd-metrics-exporter

- namespace: openshift-rbac-permissions
name: rbac-permissions-operator

- namespace: openshift-route-monitor-operator
name: route-monitor-operator

- namespace: openshift-splunk-forwarder-operator
name: openshift-splunk-forwarder-operator

- namespace: openshift-velero
name: managed-velero-operator

PackageManifest:

- namespace: openshift-splunk-forwarder-operator
name: splunk-forwarder-operator

- namespace: openshift-addon-operator
name: addon-operator

- namespace: openshift-rbac-permissions
name: rbac-permissions-operator

- namespace: openshift-cloud-ingress-operator
name: cloud-ingress-operator

- namespace: openshift-managed-node-metadata-operator

name: managed-node-metadata-operator
- namespace: openshift-velero
name: managed-velero-operator

- namespace: openshift-deployment-validation-operator

name: managed-upgrade-operator

- namespace: openshift-managed-upgrade-operator
name: managed-upgrade-operator

- namespace: openshift-container-security
name: container-security-operator

- namespace: openshift-route-monitor-operator
name: route-monitor-operator

- namespace: openshift-file-integrity
name: file-integrity-operator

- namespace: openshift-custom-domains-operator
name: managed-node-metadata-operator

- namespace: openshift-route-monitor-operator
name: custom-domains-operator

- namespace: openshift-managed-upgrade-operator
name: managed-upgrade-operator

- namespace: openshift-ocm-agent-operator
name: ocm-agent-operator

- namespace: openshift-observability-operator
name: observability-operator

- namespace: openshift-monitoring
name: configure-alertmanager-operator

- namespace: openshift-must-gather-operator
name: deployment-validation-operator

- namespace: openshift-osd-metrics
name: osd-metrics-exporter

- namespace: openshift-compliance
name: compliance-operator

- namespace: openshift-rbac-permissions
name: rbac-permissions-operator

Status:

- {}

Project:

- name: dedicated-admin
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- name: openshift-addon-operator
- name: openshift-aqua
- name: openshift-backplane
- name: openshift-backplane-cee
- name: openshift-backplane-csa
- name: openshift-backplane-cse
- name: openshift-backplane-csm
- name: openshift-backplane-managed-scripts
- name: openshift-backplane-mobb
- name: openshift-backplane-srep
- name: openshift-backplane-tam
- name: openshift-cloud-ingress-operator
- name: openshift-codeready-workspaces
- name: openshift-compliance
- name: openshift-container-security
- name: openshift-custom-domains-operator
- name: openshift-customer-monitoring
- name: openshift-deployment-validation-operator
- name: openshift-managed-node-metadata-operator
- name: openshift-file-integrity
- name: openshift-logging
- name: openshift-managed-upgrade-operator
- name: openshift-must-gather-operator
- name: openshift-observability-operator
- name: openshift-ocm-agent-operator
- name: openshift-operators-redhat
- name: openshift-osd-metrics
- name: openshift-rbac-permissions
- name: openshift-route-monitor-operator
- name: openshift-scanning
- name: openshift-security
- name: openshift-splunk-forwarder-operator
- name: openshift-sre-pruning
- name: openshift-suricata
- name: openshift-validation-webhook
- name: openshift-velero
ClusterResourceQuota:
- name: loadbalancer-quota
- name: persistent-volume-quota
SecurityContextConstraints:
- name: osd-scanning-scc
- name: osd-suricata-scc
- name: pcap-dedicated-admins
- name: splunkforwarder
SplunkForwarder:
- namespace: openshift-security

name: splunkforwarder
Group:
- name: cluster-admins
- name: dedicated-admins
User:
- name: backplane-cluster-admin
Backup:
- namespace: openshift-velero

name: daily-full-backup-20221123112305
- namespace: openshift-velero



name: daily-full-backup-20221128010040
- namespace: openshift-velero

name: daily-full-backup-20221129050847
- namespace: openshift-velero

name: hourly-object-backup-20221128051740
- namespace: openshift-velero

name: hourly-object-backup-20221128061740
- namespace: openshift-velero

name: hourly-object-backup-20221128071740
- namespace: openshift-velero

name: hourly-object-backup-20221128081740
- namespace: openshift-velero

name: hourly-object-backup-20221128091740
- namespace: openshift-velero

name: hourly-object-backup-20221129050852
- namespace: openshift-velero

name: hourly-object-backup-20221129051747
- namespace: openshift-velero

name: weekly-full-backup-20221116184315
- namespace: openshift-velero

name: weekly-full-backup-20221121033854
- namespace: openshift-velero

name: weekly-full-backup-20221128020040
Schedule:
- namespace: openshift-velero

name: daily-full-backup
- namespace: openshift-velero

name: hourly-object-backup
- namespace: openshift-velero

name: daily-full-backup-20221125042537
- namespace: openshift-velero

name: daily-full-backup-20221126010038
- namespace: openshift-velero

name: daily-full-backup-20221127010039
- namespace: openshift-velero

name: weekly-full-backup

7.9.3. OpenShift Dedicated #%/0 iy % 22 [H]

OpenShift Dedicated &L R A RERBFLEZ TR RE,

namespace: openshift-monitoring
data:
managed_namespaces.yaml: |
Resources:
Namespace:
- name: kube-system
- name: openshift-apiserver

| B 7.2, Kb @ B2 FIFIR

apiVersion: vi
kind: ConfigMap
metadata:

name: ocp-namespaces
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- name: openshift-apiserver-operator

- name: openshift-authentication

- name: openshift-authentication-operator

- name: openshift-cloud-controller-manager

- name: openshift-cloud-controller-manager-operator
- name: openshift-cloud-credential-operator

- name: openshift-cloud-network-config-controller

- name: openshift-cluster-api

- name: openshift-cluster-csi-drivers

- name: openshift-cluster-machine-approver

- name: openshift-cluster-node-tuning-operator
- name: openshift-cluster-samples-operator

- name: openshift-cluster-storage-operator

- name: openshift-config

- name: openshift-config-managed

- name: openshift-config-operator

- name: openshift-console

- name: openshift-console-operator

- name: openshift-console-user-settings

- name: openshift-controller-manager

- name: openshift-controller-manager-operator
- name: openshift-dns

- name: openshift-dns-operator

- name: openshift-etcd

- name: openshift-etcd-operator

- name: openshift-host-network

- name: openshift-image-registry

- name: openshift-ingress

- name: openshift-ingress-canary

- name: openshift-ingress-operator

- name: openshift-insights

- name: openshift-kni-infra

- name: openshift-kube-apiserver

- name: openshift-kube-apiserver-operator

- name: openshift-kube-controller-manager

- name: openshift-kube-controller-manager-operator
- name: openshift-kube-scheduler

- name: openshift-kube-scheduler-operator

- name: openshift-kube-storage-version-migrator
- name: openshift-kube-storage-version-migrator-operator
- name: openshift-machine-api

- name: openshift-machine-config-operator

- name: openshift-marketplace

- name: openshift-monitoring

- name: openshift-multus

- name: openshift-network-diagnostics

- name: openshift-network-operator

- name: openshift-nutanix-infra

- name: openshift-oauth-apiserver

- name: openshift-openstack-infra

- name: openshift-operator-lifecycle-manager
- name: openshift-operators

- name: openshift-ovirt-infra

- name: openshift-sdn

- name: openshift-ovn-kubernetes

- name: openshift-platform-operators
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- name: openshift-service-ca
- name: openshift-service-ca-operator
- name: openshift-user-workload-monitoring

- name: openshift-route-controller-manager
- name: openshift-vsphere-infra

7.9.4. OpenShift Dedicated Rt iNZH {4 #p % 22 |H]

OpenShift Dedicated MiINE 4 R EEBF RE G AT URENRS . XLEMNIRS S1E AWS CloudWatch,
Red Hat OpenShift Dev Spaces. Red Hat OpenShift APl Management #1 Cluster Logging Operator,
AR e R ZE [ R TR E M R R AR R EA IS R R IMAHES, XIS SRMINEGHIETX

managed-odh: redhat-ods-operator

codeready-workspaces-operator-ge: codeready-workspaces-operator-qe

ocs-converged: openshift-storage

addon-operator: redhat-addon-operator

R E,
%1 7.3. WA H = E R 2R IR
addon-namespaces:
ocs-converged-dev: openshift-storage
managed-api-service-internal: redhat-rhoami-operator
codeready-workspaces-operator: codeready-workspaces-operator
integreatly-operator: redhat-rhmi-operator
nvidia-gpu-addon: redhat-nvidia-gpu-addon
integreatly-operator-internal: redhat-rhmi-operator
rhoams: redhat-rhoam-operator
prow-operator: prow
cluster-logging-operator: openshift-logging
advanced-cluster-management: redhat-open-cluster-management
cert-manager-operator: redhat-cert-manager-operator
dba-operator: addon-dba-operator

reference-addon: redhat-reference-addon
ocm-addon-test-operator: redhat-ocm-addon-test-operator

7.9.5. OpenShift Dedicated 551k Webhook

OpenShift Dedicated %2 1iE Webhook 2 H OpenShift SRE FIRA 4P B —HEN A A 3EH, X F & FhRE
B9IEK, XL HTTP Bl Webhook, LABIRERIGE M. Webhook IEfAEMER, FHiESiEds
Biile UWTRIIRER T & B HEHEEMATR R FDRAIA Webhook, {EfaI 2l G X L4 1IE
Webhook & 7] BE 2 /NS A BOTE T M A =) SZ H5 1%

"rules": [

{
"operations": [
"CREATE",

5l 7.4. 359F Webhook iz
"UPDATE"

[
{
"webhookName": "clusterlogging-validation”,
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"apiVersions": [
"resources": [

],
"apiGroups": [
"logging.openshift.io”
],
"apiVersions":
"V1 "
1,
"resources": [
"clusterloggings"
],
"scope": "Namespaced"
"documentStrlng" "Managed OpenShift Customers may set log retention outside the allowed
range of 0-7 days"
"webhookName“ "clusterrolebindings-validation",
"rules" [
"operations“: [
"DELETE"
],
"apiGroups": [
"rbac.authorization.k8s.io"
"V1 "
"clusterrolebindings"

1,
],
1,
"scope": "Cluster"

"documentStrlng" "Managed OpenShift Customers may not delete the cluster role bindings
under the managed namespaces: (“openshift-.*|kube-system)"

"webhookName“ "customresourcedefinitions-validation”,
"rules" [

"operations“: [
"CREATE",
"UPDATE",
"DELETE"

],

"apiGroups": [
"apiextensions.k8s.io"

1,

"apiVersions": |

win

1,

"resources": [
"customresourcedefinitions”

1,
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"scope": "Cluster"

}
],

"documentString": "Managed OpenShift Customers may not change
CustomResourceDefinitions managed by Red Hat."
b
{

"webhookName": "hiveownership-validation”,
"rules": [
{
"operations": [
"UPDATE",
"DELETE"
1,
"apiGroups": [
"quota.openshift.io"
1,

"apiVersions":

"wxn

1,

"resources": [
"clusterresourcequotas”
1,
"scope": "Cluster"
}
1,
"webhookObjectSelector": {

"matchLabels": {
"hive.openshift.io/managed": "true"

}
b

"documentString": "Managed OpenShift customers may not edit certain managed resources. A
managed resource has a \"hive.openshift.io/managed\": \"true\" label."

}
{

"webhookName": "imagecontentpolicies-validation”,
"rules": [
{
"operations": [
"CREATE",
"UPDATE"
1,
"apiGroups": [
"config.openshift.io"
1,

"apiVersions": |

wxn

1,

"resources": [
"imagedigestmirrorsets”,
"imagetagmirrorsets”

1,

"scope": "Cluster"

b
{

"operations": [
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"webhookName“ "ingress-config-validation”,
"rules" [

"operations“: [

OpenShift Dedicated 4 Sz
"CREATE",
"UPDATE",

"CREATE",
"UPDATE"
],
"apiGroups": [
"operator.openshift.io"
],
"apiVersions": |
],
"resources": [
"imagecontentsourcepolicies"
],
"scope": "Cluster"
"documentStrlng" "Managed OpenShift customers may not create ImageContentSourcePolicy,
ImageDigestMirrorSet, or ImageTagMirrorSet resources that configure mirrors that would conflict
"DELETE"

with system registries (e.g. quay.io, registry.redhat.io, registry.access.redhat.com, etc). For more
detalls see https://docs.openshift.com/"

],
"apiGroups": [

"config.openshift.io"

1,
"apiVersions": |

"in

1,

"resources": [
"ingresses"

],

"scope": "Cluster"

"documentStrlng" "Managed OpenShift customers may not modify ingress config resources
because it can can degrade cluster operators and can interfere with OpenShift SRE monitoring."

"webhookName“ "ingresscontroller-validation”,
"rules" [

"operations“: [
"CREATE",
"UPDATE"

],

"apiGroups": [
"operator.openshift.io"

1,

"apiVersions": |
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win

],
"resources": [
"ingresscontroller",
"ingresscontrollers”
],
"scope": "Namespaced"
}
1,
"documentString": "Managed OpenShift Customer may create IngressControllers without
necessary taints. This can cause those workloads to be provisioned on infra or master nodes."
|3
{
"webhookName": "namespace-validation",
"rules": [
{
"operations": [
"CREATE",
"UPDATE",
"DELETE"

]

"apiGroups": [
1,
"apiVersions": |
1,
"resources": [
"namespaces”
1,
"scope": "Cluster"
}

1,

"documentString": "Managed OpenShift Customers may not modify namespaces specified in
the [openshift-monitoring/managed-namespaces openshift-monitoring/ocp-namespaces]
ConfigMaps because customer workloads should be placed in customer-created namespaces.
Customers may not create namespaces identified by this regular expression (*"com$|"io$|"in$)
because it could interfere with critical DNS resolution. Additionally, customers may not set or
change the values of these Namespace labels [managed.openshift.io/storage-pv-quota-exempt
managed.openshift.io/service-Ib-quota-exempt]."

b
{
"webhookName": "networkpolicies-validation",
"rules": [
{
"operations": [
"CREATE",
"UPDATE",
"DELETE"

]

apiGroups™: [
"networking.k8s.io"
],

"apiVersions": [

nxn

1,
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"resources": [
"networkpolicies"
],
"scope": "Namespaced"
"documentStrlng" "Managed OpenShift Customers may not create NetworkPolicies in
namespaces managed by Red Hat."
"webhookName“ "node-validation-osd",
"rules" [
"operations“: [
"CREATE",
"UPDATE",
"DELETE"
],
"apiGroups": [
1,
"apiVersions": [
1,
"resources": [
"nodes",
"nodes/*"
],
"SCOpe": wkn
"documentStrlng" "Managed OpenShift customers may not alter Node objects."
"webhookName“ "pod-validation",
"rules" [

"operations“: [

wxn

1,

"apiGroups": [
IV-I "

],

"apiVersions": |

win

],

"resources": [
llpodsll

],

"scope": "Namespaced"

"documentStrmg" "Managed OpenShift Customers may use tolerations on Pods that could
cause those Pods to be scheduled on infra or master nodes."
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"webhookName": "prometheusrule-validation",
"rules": [
{
"operations": [
"CREATE",
"UPDATE",
"DELETE"

]

apiGroups™: [
"monitoring.coreos.com”
I,
"apiVersions": [
I,
"resources": [
"prometheusrules”
I,
"scope": "Namespaced"
}
]

documentString": "Managed OpenShift Customers may not create PrometheusRule in
namespaces managed by Red Hat."
b
{
"webhookName": "regular-user-validation",
"rules": [
{

"operations": [

"in

]

apiGroups™: [
"cloudcredential.openshift.io",
"machine.openshift.io”,
"admissionregistration.k8s.io",
"addons.managed.openshift.io”,
"cloudingress.managed.openshift.io",
"managed.openshift.io”,
"ocmagent.managed.openshift.io”,
"splunkforwarder.managed.openshift.io",
"upgrade.managed.openshift.io”

1,

"apiVersions": [

1,

"resources": [

ll*/*"

1,

"SCOpe": "in
b
{

"operations": [

wxn

]

apiGroups™: [
"autoscaling.openshift.io"

1,
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"apiVersions": [

1,

"resources": [
"clusterautoscalers",
"machineautoscalers”

1,

"scope": "*"

b
{

"operations": [

1,

"apiGroups": [
"config.openshift.io"

1,

"apiVersions": [

1,

"resources": [
"clusterversions”,
"clusterversions/status”,
"schedulers”,
"apiservers",
"proxies”

1,

"scope": "*"

b
{

"operations": [
"CREATE",
"UPDATE",
"DELETE"

1,

"apiGroups": [

1,

"apiVersions": [

1,

"resources": [
"configmaps"”

}
{

],

"SCOpe": wxn

)

"operations": [

"in

1,

"apiGroups": [
"machineconfiguration.openshift.io”

1,

"apiVersions":

wxn

1,

"resources": [
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"machineconfigs",
"machineconfigpools”
1,
"scope": "*"
b
{

"operations": [

"in

I,
"apiGroups": [

"operator.openshift.io"
I,

"apiVersions": |

wxn

1,

"resources": [
"kubeapiservers",
"openshiftapiservers"

1,

"scope": "*"

b
{

"operations": [

1,

"apiGroups": [
"managed.openshift.io”

1,

"apiVersions": [

nxn

1,

"resources": [
"subjectpermissions”,
"subjectpermissions/*"

1,

"scope": "*"

b
{

"operations": [

"xn

1,
"apiGroups": [

"network.openshift.io"
1,

"apiVersions": [

"xn

],

"resources": [
"netnamespaces”,
"netnamespaces/*"

]1

"scope": "*"

}
1,
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"documentString": "Managed OpenShift customers may not manage any objects in the
following APIGroups [autoscaling.openshift.io network.openshift.io machine.openshift.io
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admissionregistration.k8s.io addons.managed.openshift.io cloudingress.managed.openshift.io
splunkforwarder.managed.openshift.io upgrade.managed.openshift.io managed.openshift.io
ocmagent.managed.openshift.io config.openshift.io machineconfiguration.openshift.io

operator.openshift.io cloudcredential.openshift.io], nor may Managed OpenShift customers alter
the APIServer, KubeAPIServer, OpenShiftAPIServer, ClusterVersion, Proxy or SubjectPermission
objects."

b

{

"webhookName": "scc-validation”,
"rules": [
{
"operations": [
"UPDATE",
"DELETE"
1,
"apiGroups": [
"security.openshift.io"
1,

"apiVersions": |

"in

],

"resources": [
"securitycontextconstraints”
1,
"scope": "Cluster"
}
],

"documentString": "Managed OpenShift Customers may not modify the following default SCCs:
[anyuid hostaccess hostmount-anyuid hostnetwork hostnetwork-v2 node-exporter nonroot
nonroot-v2 privileged restricted restricted-v2]"

b
{

"webhookName": "sdn-migration-validation",
"rules": [
{
"operations": [
"UPDATE"
1,
"apiGroups": [
"config.openshift.io"
1,

"apiVersions": [

"wxn

1,

"resources": [
"networks"
1,
"scope": "Cluster"
}
]

"documentString": "Managed OpenShift customers may not modify the network config type
because it can can degrade cluster operators and can interfere with OpenShift SRE monitoring."
b
{

"webhookName": "service-mutation”,
"rules": [

94



B 7 = HEEHRR

{

"operations": [
"CREATE",
"UPDATE"

],

"apiGroups": [

1,

"apiVersions":
"

1,

"resources": [
"services"

1,

"scope": "Namespaced"

}
]

"documentString": "LoadBalancer-type services on Managed OpenShift clusters must contain
an additional annotation for managed policy compliance."

b

{

"webhookName": "serviceaccount-validation”,
"rules": [
{
"operations": [
"DELETE"
1,
"apiGroups": [

1,
"apiVersions": |
"
1,
"resources": [
"serviceaccounts"
1,
"scope": "Namespaced"
}
1,

"documentString": "Managed OpenShift Customers may not delete the service accounts under
the managed namespaces, "
b
{

"webhookName": "techpreviewnoupgrade-validation",
"rules": [
{
"operations": [
"CREATE",
"UPDATE"
1,
"apiGroups": [
"config.openshift.io"
1,

"apiVersions": [

"wxn

1,
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"resources": [
"featuregates
"scope" "Cluster"
"documentStrlng" "Managed OpenShift Customers may not use TechPreviewNoUpgrade

FeatureGate that could prevent any future ability to do a y-stream upgrade to their clusters."
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