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Red Hat OpenShift %% 2 —NIhEE. HEMBENMETHEEE SRS, B8 T Kubernetes M5 &%
MLEEXRIIEE, ERFEEE—IHNEINEAEHNMERE. IMMETHEEESRSGER T AO, H
0. AEHE. SHETHE. REMMEHRNITREEE, Red Hat OpenShift FI% 4 S RTTM IR E
FAHBMANRTERFEEESRE M,
UT &P —LRE MM Red Hat OpenShift Networking ZhEE :

o HATMLIHHEIER Cluster Network Operator

e FHLLTF Container Network Interface (CNI) #fiff 2 —1RIEHI E BEEFRLE

o OVN-Kubernetes MZ5#E 4, X2EIAHI CNI #H4,

o OpenShift SDN B4 3@, 1ZIEHTE OpenShift 416 FEFA, FF1E OpenShift 4.17 Haf
B%O

B

18I53R 138 A SDN LS5 OpenShift 4.16 £8£5T 7% % OpenShift 4.17,
Eh SRR FETBERE,

e OpenShift SDN CNI £ OCP 4.17 k&
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2.1. OPENSHIFT DEDICATED ##J DNS OPERATOR

£ OpenShift Dedicated A1, DNS Operator SR BFIEE CoreDNS 24, HEBEAFH pod 1R ATREMNT
AR55, JEFET DNS B9 Kubernetes AR5 43, FEEHTAIER cluster.local &7,

2.1.1. }2 7 DNS Operator BJIR

DNS Operator M operator.openshift.io API 415C] dns API, Operator ff S #H2E R E
CoreDNS, JSHP#HRREIE— MRS, FIF kubelet BR& 187 pod f#f CoreDNS RS IP ik 74T
BN,

P
R 2 #H Deployment X RERE DNS Operator,

. M oc get R EFEERS :

I $ oc get -n openshift-dns-operator deployment/dns-operator

i Bl
NAME READY UP-TO-DATE AVAILABLE AGE
dns-operator 1/1 1 1 23h

2. {£/ oc get in &3k EE DNS Operator BPIRT :

I $ oc get clusteroperator/dns
i Bl

NAME VERSION AVAILABLE PROGRESSING DEGRADED SINCE MESSAGE
dns 4.1.15-0.11 True False False 92m

AVAILABLE, PROGRESSING #1 DEGRADED $2# T A% Operator RAKIE B, %
CoreDNS SHF# 2R ZE D E—4 pod #i% B4 Available K75, AVAILABLE 3y True, DNS
BRS5E— 58 1P Hhtlk,

2.1.2. #FFIA DNS

BETHY OpenShift Dedicated &EEBHE — >4 7y default B dns.operator.

it =

1. {8 oc describe fn X EFE I dns :

I $ oc describe dns.operator/default
it B

I Name: default
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Namespace:

Labels: <none>

Annotations: <none>

API Version: operator.openshift.io/v1
Kind: DNS

Status:
Cluster Domain: cluster.local ﬂ
Cluster IP:  172.30.0.10 @

Q Cluster Domain &2 AR ETLREM pod FARSS 1L HIEA DNS H,
Q Cluster IP £ Pod N &FMETEIHAHhIE, 1P BHERSS CIDR SEEARBYE 10 Mt E Y,

2.1.3. {5/ DNS # 4
IR LUMER LT /5% A DNS # % kB2 /etc/resolv.conf X BEINE L ECE :

o NENMXIBERLMIRS S (spec.servers), MR % X2 OpenShift Dedicated HEEM A O,
] k5 46 FRAR 55 25 Wb AU M IR AN

BE
BRNEVEE—TK, BN, KEFTERSERDBE.

o IRt s DNS BR55233715 (spec.upstreamResolvers),
o FHMBINL LKL,
p= Y=

ZRA I DNS #5 4 B & B LUEIAT 1 /etc/resolv.conf SXEFN Ll DNS RS 2215 E BRI
fR%5 25

it =

1. {8th£& 7 default #9 DNS Operator & :
I $ oc edit dns.operator/default

K E—&4%JE, Operator 21R1E spec.servers 0/ FH F#H L) dns-default BIFRBERRSY,
FERABANBIARSSBRECE IR,

BF

47 zones ZHEURE(EN, HMRALLERERE, MENAM, EoMED
BEE—IX, &, SEARRERIE,

INRAT RSS2 E0E E 52 R X S, &R SRE i DNS ARS 25,
BCi& DNS # %
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apiVersion: operator.openshift.io/v1
kind: DNS
metadata:
name: default
spec:
cache:
negativeTTL: Os
positiveTTL: Os
logLevel: Normal
nodePlacement: {}
operatorLoglLevel: Normal
servers:
- name: example-server 0
zones:
- example.com g
forwardPlugin:
policy: Random
upstreams:
-1.1.11
-2.2.2.2:5353
upstreamResolvers: 6
policy: Random G
protocolStrategy: " ﬂ
transportConfig: {} 6
upstreams:
- type: SystemResolvConf Q
- type: Network
address: 1.2.3.4 @
port: 53 m
status:
clusterDomain: cluster.local
clusterlP: x.y.z.10
conditions:

WIFFA ric6335 IR 55 & R I%,

TS rfe1123 RS BIME LI FIBIE L, EEEE cluster.local 2% zones F &
TR F

TE M F %5 forwardPlugin A5 H 8 LR AT 25 HIREE, BAIMME N Random, f&47 LA
£/ RoundRobin, #1 Sequential {H,

8 forwardPlugin &% ft1F 15 1> upstreams,

& LA#E A upstreamResolvers ZEBINFE A SRBE, FI5 DNS BT H L BIBIAS IR E
DNS fgtfras (LiFfEeR) . MRSAREEM EMAENTS, DNS ZME AR H A
letc/resolv.conf A BAAIARSS 25

REERFE LRSI HE R upstreams BRSS5 2 AT EBMIINE, B EXLEHEZ—
Random. RoundRobin = Sequential, ZXi\{E Sequential.

MRWAR, FAREFE—IRIME, BERRKBE IR ROL, XEH TCP, LUEE
FANIZXARA Liff DNS iERKER TCP, BMERFiniEKER T UDP,
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BFEREEH AR, RES[LMMAEBE L CAS CAMAE, LUEEN DNS IEKEL
B iR asi R R,

IRE LB E AN K BUM upstreams : SystemResolvConf 55
Network, SystemResolvConf % _Lif%ECE }1{#F /etc/resolv.conf #1 Network & L —1
Networkresolver, ErRILUEEE P — M EEIEE,

WRIETEREE Network, NAJ7IR4E IP Hitlt, address FEENTTEHMH IPv4 = IPv6
ik,

O 9 o6 9

INRIEEREZ Network, ERTLUEFMIIREIHO, port FERAIIZ 1 &l 65535 2 [A]HY
B, MBMEEENLHEEERD, NEIAGHD N 853,

Hi 5w
e HX DNSHEKXMIEE, 1HEE CoreDNS ¥4 X014,

2.1.4. 127 DNS Operator A7

& LA#E A oc describe fip 53k IG E IR B FH EF DNS Operator BI1¥1H,

it 3
e #%& DNS Operator BIRA :

I $ oc describe clusteroperators/dns

BRAEREREHNERNBPETREFRTR, EFHFPRTHEHDT

Status:
Conditions:

Last Transition Time: <date>
Message: DNS "default" is available.
Reason: AsExpected
Status: True
Type: Available
Last Transition Time: <date>
Message: Desired and current number of DNSes are equal
Reason: AsExpected
Status: False
Type: Progressing
Last Transition Time: <date>
Reason: DNSNotDegraded
Status: False
Type: Degraded
Last Transition Time: <date>
Message: DNS default is upgradeable: DNS Operator can be upgraded
Reason: DNSUpgradeable
Status: True
Type: Upgradeable

2.1.5. &%& DNS Operator Hi&


https://coredns.io/plugins/forward/
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& AT LAEF oc logs fn 4R E & DNS Operator Hik,

it

e #& DNS Operator WHE :

I $ oc logs -n openshift-dns-operator deployment/dns-operator -¢c dns-operator

2.1.6. 1% & CoreDNS HEZ 5

CoreDNS # CoreDNS Operator WHEIHMERAR RN AR XE. ERTLEE CoreDNS HEJ0 KM
HEICKIERE RFHIFEIEE, CoreDNS BEZHIHIEMIE S Normal, Debug #1 Trace, FXik
IogLeveI 7 Normal,

CoreDNS iR A& B 2B H. UUTFBAELRHKEIRSE RS RIN
e logLevel: Normal j5f "errors” 2&: log . { class error }.

e loglevel : Debug /5 F "denial" 2&: log . { class denial error },

e loglLevel: Trace /5 A "all" 2&: log . { class all }.
iz

e i logLevel X&) Debug, AL :

I $ oc patch dnses.operator.openshift.io/default -p '{"spec":{"logLevel":"Debug"}}' --type=merge
o ZYF logLevel %i& Trace, HIALL TS :

I $ oc patch dnses.operator.openshift.io/default -p '{"spec":{"logLevel":"Trace"}}' --type=merge
o ZIARXETAHRNAETIS, HKEEEMS

I $ oc get configmap/dns-default -n openshift-dns -o yaml

a0, 7E5F logLevel K& Trace fa, ERIZEE server SRAFELXANNT

errors
log . {
class all

}

2.1.7. % & CoreDNS Operator By H &2 Fl

CoreDNS #1 CoreDNS Operator WHELAMERRRIMNAEXRE, KEHEIEN A LIEE Operator Hi&
25| kB R #ERER OpenShift DNS [A7l, operatorLogLevel F95E%4{E% Normal. Debug #1
Trace, Trace EEHFMMIER. B operatorlogLevel 7 Normal, Operator [A]#iA N HEKICEHK
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| : Trace, Debug, Info, Warning, Error, Fatal, #1 Panic, %E& T BELAE, EBIZ™EMHLHIHKL LR
IMFERBBRILKNEERE,

SO SO

e operatorLogLevel: "Normal" i%i& logrus.SetLogLevel("Info"),
e operatorLogLevel: "Debug" 1% & logrus.SetLogLevel("Debug"),

e operatorLogLevel: "Trace" iXi& logrus.SetLogLevel("Trace"),
ik
e EIf operatorLoglLevel X&) Debug, HH AL T4 :

$ oc patch dnses.operator.openshift.io/default -p '{"spec":{"operatorLogLevel":"Debug"}}' --
type=merge

e ZIF operatorLoglevel X&) Trace, HHIAL TGS

$ oc patch dnses.operator.openshift.io/default -p '{"spec":{"operatorLogLevel":"Trace"}}' --
type=merge

1. EEEENBIER, HHRALTHS :
I $ oc get dnses.operator -A -oyaml

MM IZEBETHANBERHZEB. operatorLoglevel ;& T OpenShift DNS Operator [
@, logLevel & F CoreDNS pod By daemonset :

logLevel: Trace
operatorLoglLevel: Debug
2. EEE daemonset WAE, EMALUTSHS :

I $ oc logs -n openshift-dns ds/dns-default

2.1.8. Ji%& CoreDNS %17

XfF CoreDNS, & LAERE B INE R IN BT I B KFFLERT (8], AN IEZREFSRM%F, HZE DNS &
el 7 B 2% A R B2 (8] /] Vel AME{r] L 5iF DNS 2 #fras e 1%,

Digk

H
[=]

FTTL FEAENBEFT RS SEER. B LIEARTE S & B 7 8 m,

it
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1 BT TS EmiES 7 default 8 DNS Operator X% :
I $ oc edit dns.operator.openshift.io/default

2. (BEREFNE] (TTL) &EFE -

Edi& DNS &17

apiVersion: operator.openshift.io/v1
kind: DNS
metadata:
name: default
spec:
cache:
positiveTTL: 1h @)
negativeTTL: 0.5h10m @)

CoreDNS &JFF#F & E th FHHOVHMBNMFE, MREMEILFE, NREZEDN 0s, &
AR A PIERACIA(E 900s 1F @R,

FRBETUZHTHAES (40 0.5h10m) , 34 CoreDNS L HENFHE, MRERET
=Bk, MBREIZETD 0s, SENEAREIINE 30s fFHEIR.

o

. BEEERR, HTUTHSEREEREEMRS :
I oc get configmap/dns-default -n openshift-dns -o yaml
2. WIEEEEEIRLUUTRAIEE -

cache 3600 {
denial 9984 2400

}
Hth TR

BEEEMESIER, ESM CoreDNS %1z,
2.19. BRIES

2.1.9.1. X DNS Operator managementState

DNS Operator &2 CoreDNS H4, NEEEHM pod RS IRIELFMAERIRS . BIAERT, DNS
Operator B managementState % &7 Managed, iXE#%& DNS Operator R ESHERH KR, EATLL
[ HEEHH Unmanaged, XEBRZE DNS Operator FEEHE FTIR,

LU 25X DNS Operator managementState B9l :

o ME—IFALRE, FENALERIREEFECEEHRT CoreDNS Y[R, &7 ORI
managementState i% &~ Unmanaged 3&{Z 1t DNS Operator B&EE & B i,

10


https://coredns.io/plugins/cache/
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o MB—AEKEEMEMA, MET CoreDNS WA, (BEFRRXA R HIRIEE N A—NMu R A
£, A LU DNS Operator B managementState FE&i% & 7 Unmanaged LLR A IGE 2R 5
=

o

it =

1. 1£ DNS Operator 1% managementState X% Unmanaged :

oc patch dns.operator.openshift.io default --type merge --patch '{"spec":
{"managementState":"Unmanaged"}}'

2. {5/ jsonpath 51T JSON fZ#fT23 & DNS Operator #J managementState :

I $ oc get dns.operator.openshift.io default -ojsonpath="'{.spec.managementState}'
i Bl

I "Unmanaged"

4 pa -3
% managementState % &5 Unmanaged I, &TEFH,

2.1.9.2. =% DNS pod &

DNS Operator B ANFiF#I2EE : — AT CoreDNS, —/HTFEES N node - resolver #J
letc/hosts X1,

IBORER L, TEEHIMLT RS2 FI21TT CoreDNS pod, REXAZ—1NE Wig/E. Hln, w0
REHTHEORE 7T A LR ET 24T R ABENEEREE, XTEEMRS CoreDNS j21T daemonset #
TRE&ES, MR DNSpod AEEFNELT R LiZTT, BEHBIZ1T DNS pod BI77 55247 DNS pod By
T BEEMYERE, T DNS RSN ERTFFIE pods
node-resolver P HARENNEBN T RENLIZTT, BN HERGER registry RIN— N RERZHF
FIENER{R. node-resolver pod RE—MEIL : Z 1k image-registry.openshift-image-registry.svc k%5
BUSEEE P Hhik, FFERMBT REHN LR /etc/hosts 1, LUEARSRIZITH AT LUERATAR 55 & 5.
ENEREER, WALMERBE LT mEFSRT CoreDNS W HREERE NEX LT & LiZTsAF
51T,
FERFH

e &% oc CLl,

o LIEH cluster-admin H PRI A B 15 & R &R,

e {&KH) DNS Operator managementState % &5 Managed.

Y=
e FERU CoreDNS HFIFHRREARE T RLZ1T, HEETRHAMR :

1. 182447 default #J DNS Operator X% :

1
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I $ oc edit dns.operator/default
2. NEREBEGREN—IMBRE :

spec:
nodePlacement:

tolerations:

- effect: NoExecute
key: "dns-only"
operators: Equal
value: abc
tolerationSeconds: 3600 ﬂ

ﬂ N3R5 =2 dns-only, ERILERAME AT, EATLIEES tolerationSeconds,

2.1.9.3. {8/ TLS Kidi& DNS # %

EEERENIMER TR, EREEEAENERE LR EBMETIRAERN DNS RE, UEER LIAE
A9 DNS B FEIER R,

HER, CoreDNS ZR7F1E 10 ML L %R, MRZRBFIEFK, CoreDNS [ H1% 10 #ITFH TCP i##E, XI
TFREVEERE, 1HBRER DNS RS AEFREE LN RRETF, ANETUEENTRLER
iR, NI E DNS 2R 45 LIk G RE n) &,

BF

%479 zones ZEURE(EN, HMRRAKAIRERE, MENAM, BoMEDPEE—D
X, &N, REFATERERIIEE.

it 3
1. 18247 default #9 DNS Operator X :

I $ oc edit dns.operator/default

SHEEATLEEZHZRE(TLS)FRE % DNS &ifl,
{85/ TLS Bdi& DNS ¥ %

apiVersion: operator.openshift.io/v1
kind: DNS
metadata:
name: default
spec:
servers:
- name: example-server 0
zones:
- example.com g
forwardPlugin:
transportConfig:
transport: TLS 6
tls:

12
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caBundle:
name: mycacert
serverName: dnstls.example.com ﬂ
policy: Random
upstreams:
-1.1.141
-2.2.2.2:5353
upstreamResolvers: ﬂ
transportConfig:
transport: TLS
tls:
caBundle:
name: mycacert
serverName: dnstls.example.com
upstreams:
- type: Network 6
address: 1.2.3.4 Q

port: 53 @

AR A ric6335 IR 55 &R %,

TS rfe1123 RS BIME LRI FIBE L, EEEE cluster.local 2% zones F &
T FI13, £EE cluster.local 2 zones FH— NG H subdomain,

£ H#% DNS HHERE TLS I, 9 transport FEX X E HEBE TLS,

L WA DNS TIHESE TLS B, X2 BERSS 25 B FRH—ER 9 (SN R Hll IR 55 8 R FRsk
IS £ TLS BRSS B UFPF.

YT % LRk, RiIAMEN Random, &4 7 LA# A RoundRobin,
Sequential {H.

W, FRTRMEEEETSS. 51 forwardPlugin 5B &% 01F 15 1 upstreams 5 H.
Ak, EALMEATRESIRIAKE, FI9 DNS @it 4 BBV EMIEE DNS fi#ffrds (L
TERTER) o RSB IRMEEM LFMEFTEE, DNS ZFFE AR A /etc/resolv.conf HHIAR
%20

TEFEA TLS B, RAFMZER, BIIEGIRME P thit, MKREIRR, 1% LEETERN
2RI TF /etc/resolv.conf 5 H B Ltz fRAR 25 SR IRAD IR AL & TE 3K,

address FER 2B WY IPv4 =% IPv6 Hhilt,

BRI LUARR RO, port w712 1 2 65535 Z[AIFE., MREEE N LBEERD, N
FikimOh 853,

990 9 090 ® 90 09

% o
IR servers KE LT, NEEMEG REIEEINIRS 25

1. EEECERS :

13
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I $ oc get configmap/dns-default -n openshift-dns -o yaml
T TLS # % =HIH DNS ConfigMap =fI

apiVersion: vi
data:
Corefile: |
example.com:5353 {
forward . 1.1.1.1 2.2.2.2:5353
}
bar.com:5353 example.com:5353 {
forward . 3.3.3.3 4.4.4.4:5454 §)
}
.:56353 {
errors
health
kubernetes cluster.local in-addr.arpa ip6.arpa {
pods insecure
upstream
fallthrough in-addr.arpa ip6.arpa
}
prometheus :9153
forward . /etc/resolv.conf 1.2.3.4:53 {
policy Random
}
cache 30
reload
}
kind: ConfigMap
metadata:
labels:
dns.operator.openshift.io/owning-dns: default
name: dns-default
namespace: openshift-dns

ﬂ %} forwardPlugin B9 &fi % CoreDNS SFF#H 2 BRI B #,

Hi 5w
e HX DNSHEKXMIEE, 1HEE CoreDNS ¥4 XX,

2.2. OPENSHIFT DEDICATED A HJ INGRESS OPERATOR

Ingress Operator 2£3ll IngressController API, =Zf1 75 A% OpenShift Dedicated SR E£AR 55 I BB 1A
] SEERER

2.2.1. OpenShift Dedicated Ingress Operator

TEOI OpenShift Dedicated &, EEEFHIZITH pod MIIRFSEBPECHCHI IP ik, P ik eI ft
MbEiZ TR R AR REMARSS ViR, (BAEE A RITTIEVI XL P i,

Ingress Operator BIF B EE— DKL PNETF HAProxy B Ingress Controller SR IRERH, HEHAERE
P Al LU A BBR S5, Red Hat Site Reliability engineerss (SRE) 77 OpenShift Dedicated 522 & 12

14
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Ingress Operator, HAREIEEH Ingress Operator i E, {BETILIEERRIAR Ingress Controller B
B. IREMBEBELURK Ingress Operator K.
2.2.2. Ingress ERiE K

REEFEF1E config.openshift.io API ZHR 4 AT & Ingress FIRI T ™, cluster-ingress-02-
config.yml,

Ingress BHIRA YAML & X

apiVersion: config.openshift.io/v1
kind: Ingress
metadata:
name: cluster
spec:
domain: apps.openshiftdemos.com

RERFIFIXN K RTFE manifests/ B X T8 cluster-ingress-02-config.yml XX/, It Ingress %
JRTE X Ingress FIEEHSSEHEIECE, It Ingress BoBRI LRI TR ¢

® Ingress Operator {8 FA5EEE Ingress BRE R, {EERIA Ingress Controller B3,

® OpenShift API Server Operator i FA%5E2¥ Ingress BoE RIS, £ KRIEE LA ENH Route 7
TRERRBIAENSS, AR ERALLE,

2.2.3. Ingress Controller EtiE S

IngressController BE X FIR(CR)B AL ESE, BB E S RHBEMTMBEER K.

BH ek
domain domain =2 Ingress Controller fR5589—1> DNS &7, ATFEEZINEE :

e %fF LoadBalancerService s % f5klg, domain # A& &
DNS it3%, &2 % endpointPublishingStrategy.

o LEAEMMBIIERE, ZIEBHIBREFEENR, E5H
defaultCertificate.

o IZEASKXMEMIIH Route R, LMEMF THEBIRSHER DNS 1038
&,

domain {H7EFA Ingress EHSHHEEZM—H, HREEEH.

NER-MZe, BIMEH ingress.config.openshift.io/cluster.spec.domain.,

replicas replicas 2 Ingress Controller BIA#E., MREEXE, NEIMEH2,

15
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BH ek
endpointPublishingStr  endpointPublishingStrategy AT R tif%4% % %5 Ingress Controller i,
ategy LIS R BI9EEREM, FRAC HM RG89,

X F=EME, /A loadBalancer FE% 7 Ingress Controller BR &l s 4 fr sk
B&.

& LABS & LT endpointPublishingStrategy % :
o loadBalancer.scope
o loadBalancer.allowedSourceRanges

mMEEREXE, NERIAMEET infrastructure.config.openshift.io/cluster
.status.platform :

e Amazon Web Services (AWS): LoadBalancerService (i85 #4558
)

e Google Cloud Platform(GCP) : LoadBalancerService (E&4I8
SEH)

SFRSHES, ALLEF endpointPublishingStrategy &, 7£ GCP L,
& LAES & LT endpointPublishingStrategy % :

o loadBalancer.scope
e loadbalancer.providerParameters.gcp.clientAccess

MR HEEE LRI EREH endpointPublishingStrategy 1B, & LIEE L
F endpointPublishingStrategy F£ :

e hostNetwork.protocol
e nodePort.protocol

e private.protocol

defaultCertificate defaultCertificate #9{E 2 — M EISFEH Ingress controller IR ELAIBRIAIE T #Y
secret 938X, % Routes BEIBEHEB HIEPN, {#/A defaultCertificate.

secret WIS E LT BHAMEBIE : *tls.crt : IEPXHERR * tis.key : BEHXH
NS

MERAXE, NBShERFMERBERIER, ZIEHX Ingress Controller
Bolsk FIFIRE R, ATAERMIEHH CA R A5 SRNETEEENR.

AL (BRRERNIEFBAZAIBEMIET) BihS OpenShift
Dedicated REH) OAuth AR5 255 .

namespaceSelector namespaceSelector fkit IEH Ingress 122/ IR IR — AR ZEH, X
S B (shard) FEEE,

routeSelector routeSelector T H Ingress Controller 12 #tfR 5589 —4H Routes, XX LI
F (shard) EEHH,

16
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BH ek
nodePlacement NodePlacement j5 % Ingress Controller Vi #9 & X2,

MRFRBIE, NERRIME.

p a3

nodePlacement S# 2 1EF 1584 nodeSelector #l
tolerations. %40 :

nodePlacement:
nodeSelector:
matchLabels:
kubernetes.io/os: linux
tolerations:
- effect: NoSchedule
operator: Exists

tisSecurityProfile tisSecurityProfile #5% Ingress Controller B TLS i£#M% &,

MRREEE, NEIAEET apiservers.config.openshift.io/cluster %
Ro

L#MA Old. Intermediate #1 Modernfd BE KRN, AMNEBETRESTE
TRAZITIRAE BRI, Bl : FEREMRA X.Y.Z FEZEH Intermediate &t
BE, AREMAXY.Z+1 TERSEFMNEEEREENAE Ingress
Controller, M5 — rollout 4,

Ingress Controller WEAK TLS kA= 1.1, &= TLS kA 71.3,
pa -3

MHENRENREEEENZ/ TLS R4 RERTE TLSProfile
KA,

BF

Ingress Operator $¥ Old 2 Custom EZB&EH TLS1.0 #i
1.1,
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¥ sk

clientTLS clientTLS St & im xS BEMARSSHU51A] 5 Att, JEA T mutual TLS &{5H5%
ik, WMEREAERE, NABEE I TLS,

clientTLS E&GFfrEHFFEL spec.clientTLS.clientCertificatePolicy #l
spec.clientTLS.ClientCA,

ClientCertificatePolicy FFE#Z LI TMMEZ — : Required =k
Optional, ClientCA FFE&E7E openshift-config fp % 2[Rl R ECERR ST, BC
BHHENEE CA RIS,

AllowedSubjectPatterns 2 —Maik(EH, AFREEENRARIIRK, %%
S58WME P imIET LR AR E LGS EIE K, ENRAXVITER PCRE
i, EV—MEXLINEE P imiEBR R 2 HAFRTE ; BN, ADEREIZRE
daybds, FIRGEIERE, MERRBIETE, ingress BHIBRASIRIE DAL TRE

HPEF,
routeAdmission routeAdmission & X T M EH R A FAAIERES, WS FsiEL a4 22 A [H] 8
=1z 8

namespaceOwnership &t 7 iN{A B ES dp & 22 (R EN B AR, BIA N
Strict.

e Strict : TRIFEEHA TR ZE A A FEAERNENZ.

o InterNamespaceAllowed : fVFEE7Er % 22 A [ EBAMEE 44
OENGilE

wildcardPolicy ##® 7 Ingress Controller #0{a4h 2 3 FA i@ AL R SR A& R ER HB.

e WildcardsAllowed : 7= Ingress Controller f8 1% FR{E @B F R
BREIRRER,

e WildcardsDisallowed : 3% Ingress Controller R#%3% % F None
BECFRIEMERER, £ wildcardPolicy M WildcardsAllowed F#t
1 WildcardsDisallowed, <53 %H Subdomain &R 5RE&HY
BEZRAFELETE, XERAXTERCE A None BEFFR
B%, it Ingress Controller EfT#%, WildcardsDisallowed E#ik
Kig,
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¥ sk

IngressControllerLoggi  logging & X T HXEMRIL KA LABTNSE,. MRILFENZE, NEKEREZ
ng 7RE, BERVIFAE.

e access il T FFIRIERMBEKICEKAR, MRLFENZE, NEA
=

o destination #t HE&HE R B #,
m type EHEH BT

e Container {8 B&MN 1% A sidecar 2%, Ingress
Operator 1£ Ingress Controller pod LEEE %/ logs A
#%, FFBECIE Ingress Controller ¥ HEBEARER. BER
NIZEE—TMBE L ABFTILRBAAR, MZEHILEIA
T HARREAEEKRSE, NRAEEXRBIBLRSTH
FEELHERAARNBE, NATRESHINAEE K

(A1,

e Syslog {5 HE A EE Syslog I, BEIEWAIIEER
DU Syslog JHERIm R, BEANIZEZEE T —1
B X Syslog L4,

m container #5: T Container B&ir 5k BERyith R EIB S5,
B EASRETICESEH, WL FERWITCHE,

m syslog it 7 Syslog B&ir & B KBS -
e address REWHEHEEM syslog ImmBy IP Hidlk,

o port 2EWHEHEEM syslog i =8 UDP iz O S,

e MaxLength 2 syslog JEEMHRAKE, ST 480
214096 FTizlAl, MNRILFEEHNZE, NRKKEEEN
ZRIAE 1024 =77,

o facility 35 EHEHEEM syslog TR, MMRILZFE N,
MITE locall, &N, EIEEE—NBMM syslog T
8 : kern. user. mail. daemon. auth. syslog,
Ipr, news, uucp, cron, auth2, ftp, ntp, audit, alert,
cron2, localO,
local1l. local2. local3. local4. local5. local6 =k
local7,

o httpLogFormat {5 HTTP i5 kB &HE BEN. NRILFEEH

ZE, AXHEREASSHHREIAHTTP BEKR, B X HAProxy
BIFIA HTTP BEAE, 165 HAProxy X4,
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SH 3T
httpHeaders httpHeaders & HTTP 173k & U 5REE.

@11 IngressControllerHTTPHeaders ixi& forwardHeaderPolicy, &
AT LB RE Ingress ¥l 23 {a i #40{aTi% & Forwarded. X-Forwarded-

For. X-Forwarded-Host. X-Forwarded-Port. X-Forwarded-Proto #I
X-Forwarded-Proto-Version HTTP #1:k,

KINBERT, KBEXEN Append,

e Append {57 Ingress Controller Rt 0t7%, FRBEMAIMEHITE

o

e Replace 57 Ingress Controller K&k, MIBRAEMIIA TRk,
o IfNone #57 Ingress Controller £ MR BIRLIFIZBEN .

e Never 157 Ingress Controller FRIZEIRK, FREBEMIMERIT
%,

i1 % & headerNameCaseAdjustments, ErILUEE HTTP PRk &% K/
B, BMHBHEE—D HTTP IRk EMBEHITHEXNKRNEFE, H
1, 15 X-Forwarded-For %&’% x-forwarded-for HTTP 7k R A A8 N B9
XE,

IXEEVHREUN A FIAX, ASKLIEMEIRMBERE, BOUEGRAHTTP/1NE
Mo

M FERIR, XLEEGERFEA haproxy.router.openshift.io/hi-
adjust-case=true MR, X FMNFRL, XEREERFRA HTTP I
Ro MNRILFEHNZE, NARRFHEEMMIERTk,

actions IEEN IR LHAT R EARERNLET, TTiEH TLS BILERXE M PRIT
3k, actions FEEBHNHTFEL spec.httpHeader.actions.response
#0 spec.httpHeader.actions.request :

e response TFEIEEEXBEIMFRE HTTP M N AR LTI,

o request FFRRIEEZERBEMIFRE HTTP HERIFLTIR,

httpCompression httpCompression & . HTTP 2+ 45895KEK,

o mimeTypes & XN IZAF 46N A EIF MIME RB151%R, I
i, text/css; charset=utf-8, text/html, text/*, image/svg+xml,
application/octet-stream, X-custom/customsub, &=
type/subtype; [;attribute=value]. types 2 : application, image,
message, multipart, text, video, \—MNEE KB (FrmHaE—1 X-;
INF/EIEAN MIME XBMFRBNER, HSH RFC1341

httpErrorCodePages httpErrorCodePages 15 B & L HTTP #5i3 iS5 T, BRAIER
F, IngressController & IngressController 55 {& P F4 BRI EES TTHE
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BH ek
httpCaptureCookies httpCaptureCookies & E R E £ 1 7] B &K HTTP cookie, #13R

httpCaptureCookies & %2, N|iJj[nBEF K Cookie,

X FIREIRHIEST Cookie, U TS LIALTF IngressController EZEH :
e nhame 157 Cookie IR,
e MaxLength 57 Cookie IR AKE,
e matchType 57 Cookie By name FEX RS 51k Cookie KETR

ILfig, k& 2K Cookie HBEMRIZ. matchType FE{# A Exact
#0 Prefix 24,

fin -
httpCaptureCookies:
- matchType: Exact
maxLength: 128
name: MYCOOKIE
httpCaptureHeaders httpCaptureHeaders 15 EZ7E Vil7 B &R HEIRH HTTP #7k, R

httpCaptureHeaders FE& 722, NijH B ER MRk,

httpCaptureHeaders @& W N EE V0] B &KL TIR, XHANRE
FEFIFRZE request Flresponse, XM NFIFRA, name FEEWIIEET
% #F maxlength &, SAIEEMKMRAKE, F40 :

httpCaptureHeaders:

request:

- maxLength: 256
name: Connection

- maxLength: 128
name: User-Agent

response:

- maxLength: 256
name: Content-Type

- maxLength: 256
name: Content-Length

tuningOptions tuningOptions 15 7E F F % Ingress Controller pod MERERIILIT,
o clientFinTimeout 35 E1EEEE R - IR N K E R R FHT FFEY
K, BRINENH 1s,

e clientTimeout {5 E £ BESEFE IR N IHRFIT K, BB
574 30s.

o headerBufferBytes */y Ingress Controller £ X 1EIEERB LV NE
(U= REAL) o B8R A Ingress Controller BT HTTP/2, NI
Z4757716384, MR LB KE, NEIMES 32768 F1i, FEIVGKE
tb=E%, K headerBufferBytes fEAX/NAIBERFEIF Ingress
Controller, i headerBufferBytes {Eif KA[8E5 55 Ingress
Controller ERLENELHNTF,

e headerBufferMaxRewriteBytes 157 M headerBufferBytes 7y
Ingress Controller Z#RTEHRELZVRE (UFTHEAM) , BF
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¥

BEE, WBIMEHR 8192 FT, REIGKBRFE, AN
headerBufferMaxRewriteBytes {E A g8 R IF Ingress
Controller, headerBufferMaxRewriteBytes A XAl gE& S5
Ingress Controller LM EXRBLHNTE,

e healthCheckinterval {5 E R ERBERE 2 [ FFHRHE, BRiA
ETN

e serverFinTimeout 15 & EEFFIRSS 230N K FIEZRHRIFIT T
IR, BRIAEBR N 1s,

o serverTimeout #5EEEEFRFIRSS BN REFITFF RIS, BOA
HHJy 30s,

e threadCount {5 E &1 HAProxy 20| BMELRRHME, (IBFSARE
ATLEEA Ingress Controller pod 2B E %1%, MAMNSEIMFTERN
ROTEIR. HAProxy %14 64 NERR, INRILFERNZ, Ingress
Controller 3 EABINE 4 NERE, BINERIBERTEUEHIRA K
B, FEVOXKETER, FE N8I HAProxy 28 E AT 1k Ingress
Controller pod TEf# FEAE % CPU KA, FHFHIEEM pod NEIF
ZEHITH CPU iR, HAERIEHE I EES T3 Ingress Controller #U4T
T,

o tisinspectDelay #5 7 % H 23 AT LUR T2 3048 LA 2 $k P AL A9 B& BB A S K
MRICXNMEZBS K, X F edge-terminated, reencrypted, 5%
passthrough BB H, NAlgEs SRR CEREIGERBIAIET, BlME
EAEFER—NEMEENIEBN B2k, KIAGEZERS 5s,

e tunnelTimeout 15 ER2EEZIERRE H BRI R FFIT AN, SFE
websockets, ZRIAERHSH 1h,

e maxConnections 5E & HAProxy H T2 Al B3 i KR 1% 3
. EILXAMERLEEAN A ORI 2R pod LUAIABIRE FHRMR AN EE
%%, SRITMER 0. -1, LAKSERE 2000 12000000 FIHI{EA
1, REFHRATUZZE,

o MNRIFEXREZE, =HEE MO0, Ingress Controller FHEABIAE
50000, XAMERBETELAERIM AR BRI,

o MMRFEEMIESN -1, N HAProxy FRIEZ{TH BRI
ulimits 25T E&RAE, 5HRIRIAE 50000 48LL, LitiEs
S RANAFRE.

o MRFERMEXRTHIHRIERSHIRE, T HAProxy HE2FAR
ISEzuN

o MRMEFET —TERIE, FEMHESE pod TBEFT R, WHFHT
=A AR B ECEME R ulimit, FEXMIERT, pod BEH.

o MRMEEET AR ulimits W77 R, FEMEFBERE, MR
NIZFERER -1 BE, UEEZTIHTEEENEARE,
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BH 301
logEmptyRequests logEmptyRequests 15 E & B EIRFNIC TG K ERE, XEEIHRER N EH

2SR ERIRMISR Web JYE 281 5E % (preconnect), FilFiXLEiER, BE,
XEETERPTRER ARSI IR TR, EXMERT, ICREFEKATHF 2
o XK RERHIHOAM TR, ILREBHERBEFRIAERZS, KT
EX o IFHI(E A Log #Ignore, EXIAfE W Log.
LoggingPolicy XREHZ LU THMEZ — :

o log : MIL(EIEKE N Log "RARMNICKE—FM4,

e ignore : fFIL{EIXE H Ignore &7E HAproxy BB % B
dontlognull 355,

HTTPEmptyRequestsP HTTPEmptyRequestsPolicy ##:f 7 £ EIE KET A £ B, fnfaihe
olicy HTTP %8, FEArHERE Respond #llgnore. 2L Respond.

HTTPEmptyRequestsPolicy KA #ESZ LI THMEZ — -
e Respond : INRFEL%EH Respond, Ingress Controller 4%
HTTP 400 =408 iRy, /=M T V7R BERERER, FHEEHUmE
PR RUE R,
e ignore : fHXNIEITE N Ignore &7E HAproxy BLi& Fi70 http-
ignore-probes ¥, MRFKIXE N Ighore, Ingnore KRIERL X
AN B T KR, AR DR SR8 e T,
XL SR B MED 2R RIRNIS Web JINTERHEERE (TERE) , AIUR
LA, B, XEIFKRATERAMSHEERN, EFEFERLZEN
Ignore FIBRERIHESAT [FIRRRIRLIN AN IS W, X LE1E K 7T e 2 FRim O 1# 5 B,
EXMIERT, ILRETEREHFRINAEZE L,

2.2.3.1. Ingress Controller TLS Z2iEE
TLS ZeEEXH NRSHRE T —MAR, LHBEERNE P infE £ RSS20 vl LUE AL i,

22311 TR TLS Z2ERES

A LAMER TLS ((RHZRE) REEEERE LEM OpenShift Dedicated HEHFREMFLE TLS B,
OpenShift Dedicated TLS Z2BELESEETF Mozilla HEMWEE,

BRI NEMAMIEEUT TLS Z2EES —:

F21TLSZLRESE

profile
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profile ik

Old WEREEATFHNETFmSZE. ZERESETFHNRAGRAEENRE,

Old e ERZE K&K TLS A 1.0,

@ -
% F Ingress Controller, /N TLS kRAM 1.0 ¥4 1.1,

Intermediate EXNMREBEBERAZHEFIHHNEINEE. B2 Ingress Controller,
kubelet #1 control plane FIZRIA TLS L ECEE. ZEEBEET
Intermediate A MHEFMEE.

Intermediate B2 EEFE E &/ TLS hiiA 1.2,

Modern MERBEFERATAEERRRRNIIRE K, XNMEEEET
Modern AR MHENE &,

Modern B B E E &K TLS kA 1.3,

Custom B EEARVFIRE L EFERM TLS AT EHEH,

Digk

==
[=]

FH Custom EREENTEiE1E, R NTHEE

Al RER 5 BUR -,

4 &

LEAPE LHNRERREN, ARNEEREEVRIELITRAZFIEmMHE, B

o, {FERIEARAE X.Y.Z REREM Intermediate EEBEIRE 7T — DMK, FAHBIRRA X.Y.Z+
ARESSBN AFNEEELERE, MMSRHHEE,

2.2.3.1.2. y Ingress Controller Bdi& TLS Z2AEE

ZJ Ingress Controller Bt TLS Z2ELEL, 154w IngressController B E X ¥R (CR) EIEETIE
VHBEENL TLS RLEBE, MRELERE TLS RL2EESE, NEIMEETH AP RFGSJ|EBEH TLS R
LRESE.,

Bdi& Old TLS Z2 B EEM IngressController CR <4l

apiVersion: operator.openshift.io/v1
kind: IngressController
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spec:
tisSecurityProfile:
old: {}
type: Old

TLS RLBLESEE Y Ingress Controller B TLS i &IE TLS hRAF TLS B,

& LI7E Status.Tls Profile #1 Spec.Tls Security Profile &£/ IngressController B X %R (CR)
FEEMN TLS ZLEBEMZEIEBHM /N TLS fRA, X F Custom TLS REEEE, XHIMSHTIHT
REMEIDFIRK TLS A4,

pa -3
HAProxy Ingress Controller #if§3z%F TLS 1.3 #1 Modern BB,

Ingress Operator ;A& ¥ Old 2 Custom ECEEM TLS 1.0 il 1.1,

FeREH
o RETLUFEAEZS cluster-admin A& i A& EE,

it =

1. %i%E openshift-ingress-operator 1l B #1# IngressController CR, LIEZE TLS RLEESE :

I $ oc edit IngressController default -n openshift-ingress-operator

2. #hn spec.tisSecurityProfile FE% :

Custom ECiE4M IngressController CR 7~ fl

apiVersion: operator.openshift.io/v1
kind: IngressController

spec:
tisSecurityProfile:

type: Custom ﬂ
custom:

ciphers: e

- ECDHE-ECDSA-CHACHA20-POLY 1305
- ECDHE-RSA-CHACHA20-POLY 1305

- ECDHE-RSA-AES128-GCM-SHA256

- ECDHE-ECDSA-AES128-GCM-SHA256
minTLSVersion: VersionTLS11

Q 8E TLS Z2BEE A (Old. Intermediate ¢ Custom) . EiA{E )y Intermediate.
@ FEAREEE LN

e old:{}
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e intermediate: {}
e custom:

9 %7 F custom LB, iHEE TLS BEIIRMSEESH TLS A4,

3. RIS LAES L E

e IS IngressController CR AR B RE TEESE :

I $ oc describe IngressController default -n openshift-ingress-operator

i th o Bl
Name: default
Namespace: openshift-ingress-operator
Labels: <none>

Annotations: <none>
API Version: operator.openshift.io/v1
Kind: IngressController

Spec:

Tls Security Profile:
Custom:

Ciphers:
ECDHE-ECDSA-CHACHA20-POLY 1305
ECDHE-RSA-CHACHA20-POLY1305
ECDHE-RSA-AES128-GCM-SHA256
ECDHE-ECDSA-AES128-GCM-SHA256

Min TLS Version: VersionTLS11

Type: Custom

2.2.3.1.3. idi& mutual TLS 3 50E

B LIRS 1% & spec.clientTLS {H, ¥F Ingress Controller B2i& /3 A mutual TLS (mTLS) &35

ik, clientTLS {E¥¥ Ingress Controller Eg& W5 UER FimiE i, WEEESIEXE clientCA (H, XZEX
BMHNNEIAH, BEMRFTE PEM JIGH CAIERRAE, AFRIERFWHMIET, 74, LRI
BT E T IEERIIR,

INR clientCA {HIEE T X509v3 IERBIMEHFIR (CRL) 94 =, Ingress Operator & FEFEEETEAN

REHIET H$EER HTTP URI X509v3 CRL 44 sa#y CRL B2 &M &Y. Ingress Controller £ mTLS/TLS
s P A BB, FREBIEH NG RKIFHIEL,

FeREH
o RETLUFEAEZS cluster-admin A& i A& EE,

o EHF— PEM JmiGEy CAIEPIRFE,
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o IMRIZEY CAMEEEIH CRL AR, M &EAR Akttt HaEsE® im CA MG F,
LEUEBATE CRL A S Fa & HTTP URI, @1 RFC 5280 Ay, a0 :

Issuer: C=US, O=Example Inc, CN=Example Global G2 TLS RSA SHA256 2020 CA1
Subject: SOME SIGNED CERT X509v3 CRL Distribution Points:
Full Name:
URI:http://crl.example.com/example.crl

iz
1. £ openshift-config fn & Z2[A|Hh, M CA {4 SO ECBERLST -

$ oc create configmap \
router-ca-certs-default \
--from-file=ca-bundle.pem=client-ca.crt \ﬂ
-n openshift-config

ﬂ Ao B MR ST EIR A T2 ca-bundle.pem, HIEELIIRZ PEM &M CAIEF,

2. % openshift-ingress-operator i B 789 IngressController FiE :

I $ oc edit IngressController default -n openshift-ingress-operator

3. 7N spec.clientTLS FE&#FF B KEZE mutual TLS :

et B clientTLS BCE4M IngressController CR =4l

apiVersion: operator.openshift.io/v1
kind: IngressController
metadata:
name: default
namespace: openshift-ingress-operator
spec:
clientTLS:
clientCertificatePolicy: Required
clientCA:
name: router-ca-certs-default
allowedSubjectPatterns:
- ""/CN=example.com/ST=NC/C=US/O=Security/OU=0OpenShift$"

4. di%, MIALTHSIRE foiFSubjectPatterns BRI ##H & FR(DN),

$ openssl x509 -in custom-cert.pem -noout -subject
subject= /CN=example.com/ST=NC/C=US/O=Security/OU=0penShift

2.2.4. & E1\H Ingress Controller

Ingress Operator /& OpenShift Dedicated BI—/N%/0IhaEE, FFFEENA.
B OpenShift Dedicated REL#E — 1487 default B ingresscontroller, & & LUEIT &4+ HY Ingress

Controller 3% 38, MMEM IR T ZiLB ingresscontroller, Ingress Operator RE— 2 HR B EhEH G
EQ
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iy =

o EEBNIAH Ingress Controller :

I $ oc describe --namespace=openshift-ingress-operator ingresscontroller/default

2.2.5. &% Ingress Operator k&

B LB B FE Ingress Operator B,

it =

o EEHIRM Ingress Operator IR :

I $ oc describe clusteroperators/ingress

2.2.6. &%& Ingress Controller Hi&

&R LAEE Ingress Controller HE,

Y=

o TE Ingress Controller B :

$ oc logs --namespace=openshift-ingress-operator deployments/ingress-operator -c
<container_name>

2.2.7. &% Ingress Controller A

BT LEEBRE Ingress Controller BIIR .

it =

e & Ingress Controller BIR T :

I $ oc describe --namespace=openshift-ingress-operator ingresscontroller/<name>

2.2.8. {2 B & X Ingress Controller

TENEREIER, EATLIBIEHAIEE X Ingress Controller, 2RI Ingress Controller 7 OpenShift
Dedicated B#T I AP TRESEMZ(L, FLA4ET—NMEEFERMTEZHRENEEN, GEZBE L
Ingress Controller JE&E &,

XA BI B E X Ingress Controller 2 &x/Milt&, B —FBE L EE L Ingress Controller, 155
% "BC & Ingress Controller”,

FoRFM

e L% OpenShift CLI (oc) o

o LIEA cluster-admin B AE 7 B9 & %K,
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&
it

1. gl E X BE X IngressController XI5 YAML X4 :

custom-ingress-controller.yaml 3 {7~

apiVersion: operator.openshift.io/v1
kind: IngressController
metadata:

name: <custom_name> ﬂ

namespace: openshift-ingress-operator
spec:

defaultCertificate:

name: <custom-ingress-custom-certs> g

replicas: 1 e

domain: <custom_domain> ﬂ

ﬂ 187 IngressController X R E E L&,

2]

ERAESCRRRFHEBIERE secret B#R,

©

&/EIFFEZ ONE

IEEENIg GRS, IngressController X 4R fiE E Bk LA Fl Tk 45 88k s 25 P .,
Fin, MR domain {E "custom_domain.mycompany.com”, NIEH#AIEA SAN.
<custom_domain.mycompany.com ({fERIisishZiN.com) .
BT T oo SR AT R -

I $ oc create -f custom-ingress-controller.yaml

2.2.9. Bdi& Ingress Controller

2.2.9.1. EHESENAIES

YEnEG, EaLhEid Al Secret HiRFF4mE IngressController HE X ¥R (CR), #F Ingress
Controller B¢ & A B & Gk,

FRFH
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R PEM a5 X B —NEB/EYN, HbixiE Bl EimEs, HE
REE—NBAE X PKI pRENRE TEIEHAENAEE R,

ERUE BRI TEK :
ZUEH X A OER.
UEH {8 subjectAltName ¥~ &3ki5EEEC R, 1 *.apps.ocp4.example.com,

1B —1 IngressController CR, #&a]LA{# FBRIA{A :

I $ oc --namespace openshift-ingress-operator get ingresscontrollers

i

NAME AGE
default 10m

al

mMREARELED, NAZEEISEESSEELRKINEDH secret B tls.crt 34
i, IEEUEPNIEEMINE XN ; EEERSSIET EFIHEN AL,

L

it =

UTHEBE B E SGEBMEAMN LT Hai TEBXTH tis.crt # tis.key 32 frh, &t tis.crt I
tls.key MISLFrp& R4, TEOIE Secret FHRFHTE IngressController CR 85| HER, EthalLUfF
custom-certs-default s 75— & .

e

k

N
p
;

ol

R ER S BUR RSB E RIS EHEBE Ingress Controller,
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{85/ tis.crt A tis.key X4, BIETE openshift-ingress fp &2 A &S B E UEHK

Secret iR,

$ oc --namespace openshift-ingress create secret tls custom-certs-default --cert=tls.crt
--key=tls.key

B IngressController CR, LAS| AL Secret :

$ oc patch --type=merge --namespace openshift-ingress-operator
ingresscontrollers/default \
--patch '{""spec":{"defaultCertificate":{"'name":"custom-certs-default"}}}’

ESATL: b Py ek X5 g

$echoQ|\

openssl s_client -connect console-openshift-console.apps.<domain>:443 -showcerts
2>/dev/null |\

openssl x509 -noout -subject -issuer -enddate

He:

<domain>

EERFNEES,

i

subject=C = US, ST = NC, L = Raleigh, O = RH, OU = OCP4, CN = *.apps.example.com
issuer=C = US, ST = NC, L = Raleigh, O = RH, OU = OCP4, CN = example.com
notAfter=May 10 08:32:45 2022 GM
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72
ISR A AN FALLT YAML k& B E X ERAUET -

apiVersion: operator.openshift.io/v1
kind: IngressController
metadata:

name: default

namespace: openshift-ingress-operator
spec:

defaultCertificate:

name: custom-certs-default

UEP Secret BFRN %5 X EH CR K{ETE,

&2 T IngressController CR J5, Ingress Operator ¥ #7 Ingress Controller R ELIFERABE
SEF.

2.2.9.2. fiHERE & LEIAUES

ENERR, EaILUNPRECE T Ingress Controller BE E X EH.

SERFEH
[ ]
B LSRR cluster-admin & G i R$EEE,
[ ]
B2 %% OpenShift CLI(oc).
[ ]
&2 80 Ingress Controller B¢i& T H & L EIAIES,
ik =5

ZHpR A E XGEBH %S OpenShift Dedicated KiFBYIE, EHWAUTHS :

$ oc patch -n openshift-ingress-operator ingresscontrollers/default \
--type json -p $'- op: remove\n path: /spec/defaultCertificate’
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SRR B EN RSB ER,

EARIGRFFL P EMRE, HFRALUTHS :

$echoQ|\

openssl s_client -connect console-openshift-console.apps.<domain>:443 -showcerts
2>/dev/null |\

openssl x509 -noout -subject -issuer -enddate

He:

<domain>

EERFNEES,

i

subject=CN = *.apps.<domain>
issuer=CN = ingress-operator@1620633373
notAfter=May 10 10:44:36 2023 GMT

2.2.9.3. H5h¥ & Ingress Controller

=] LA 3 & Ingress Controller AZhAiH R MR TAKE R, MReEHEMNEK.

LUT#HRER# T B2 Ingress Controller BRHl,

SR

[}
B %% OpenShift CLI (oc),
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EoILIE RS cluster-admin A& &R OpenShift Dedicated &,

2ZRZEBE X Metrics Autoscaler Operator #1<H:# KEDA Controller,

Rl LIE Web #HI& # {8 OperatorHub %224k Operator, %% Operator 5, f&n]
LIt KedaController 24,

gz
1.
BITUTaS, SIE—NIRSKF S Thanos #HTH35IE -
$ oc create -n openshift-ingress-operator serviceaccount thanos && oc describe -n
openshift-ingress-operator serviceaccount thanos
Tl R
Name: thanos
Namespace: openshift-ingress-operator
Labels: <nhone>
Annotations: <hone>
Image pull secrets: thanos-dockercfg-kfvf2
Mountable secrets: thanos-dockercfg-kfvf2
Tokens: <hone>
Events: <hone>
2.
FEAL TR SFhAIRIRSK S
$ oc apply -f - <<EOF
apiVersion: vi
kind: Secret
metadata:
name: thanos-token
namespace: openshift-ingress-operator
annotations:
kubernetes.io/service-account.name: thanos
type: kubernetes.io/service-account-token
EOF
3.
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FRARSIKF SR, £ openshift-ingress-operator #p& 22 A/ E L —
TriggerAuthentication X%,

il TriggerAuthentication ¥R, F{¥ secret TEM{AL 4 TOKEN SH :

$ oc apply -f - <<EOF
apiVersion: keda.sh/vialpha1
kind: TriggerAuthentication
metadata:
name: keda-trigger-auth-prometheus
namespace: openshift-ingress-operator
spec:
secretTargetRef:
- parameter: bearerToken
name: thanos-token
key: token
- parameter: ca
name: thanos-token
key: ca.crt
EOF

BRI A ELUM Thanos EEUIE: :

BIEE—1 it thanos-metrics-reader.yaml, M pod HI77 siZEUE#HR :

thanos-metrics-reader.yaml

apiVersion: rbac.authorization.k8s.io/v1
kind: Role
metadata:
name: thanos-metrics-reader
namespace: openshift-ingress-operator
rules:
- apiGroups:
resources:
- pods
- nodes
verbs:
- get
- apiGroups:
- metrics.k8s.io
resources:
- pods
- nodes
verbs:
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36

- get
- list
- watch
- apiGroups:
resources:
- hamespaces
verbs:
- get

BT TSR ARAE :
I $ oc apply -f thanos-metrics-reader.yaml
WAL T SERSSIK RN

$ oc adm policy -n openshift-ingress-operator add-role-to-user thanos-metrics-reader
-z thanos --role-namespace=openshift-ingress-operator

$ oc adm policy -n openshift-ingress-operator add-cluster-role-to-user cluster-
monitoring-view -z thanos

k

N
p 4
;

i

REHEFEABGRZNEIER, FEESH add-cluster-role-to-user, LLF
S REH kube-metrics iR T HhEH, ZHAZHEZTELSHE,

I —ANETHY ScaledObject YAML 34 ingress-autoscaler.yaml, i%3X#LAEKIA
Ingress Controller $BE N B :

ScaledObject & S =l

apiVersion: keda.sh/vialphai
kind: ScaledObject
metadata:
name: ingress-scaler
namespace: openshift-ingress-operator
spec:
scaleTargetRef: ﬂ
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apiVersion: operator.openshift.io/v1

kind: IngressController

name: default

envSourceContainerName: ingress-operator
minReplicaCount: 1
maxReplicaCount: 20 9
cooldownPeriod: 1
pollinginterval: 1
triggers:
- type: prometheus

metricType: AverageValue

metadata:

serverAddress: https://thanos-querier.openshift-monitoring.svc.cluster.local:9091

©

namespace: openshift-ingress-operator ﬂ
metricName: 'kube-node-role’
threshold: '1’
query: 'sum(kube_node_role{role="worker",service="kube-state-metrics"})’ 9
authModes: "bearer"
authenticationRef:
name: keda-trigger-auth-prometheus

ZARMBE R, f£4HI4, Ingress Controller,

A% RARIAE, MREBLFE, NEIASKAHBZES 100 MEIEX,

openshift-monitoring #5422 [A] A Thanos R 555w,

Ingress Operator iz Z2jH],

ARG S, BENEHPEERS worker T,
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B

MRERABREZENENR, NI serverAddress FEHEPrRO 9091
MmA RO 9092, AR AFRIEI, FHEMILER O SEEE R,

IBATLAUT Sk B A B R SCHEIRAE X -

I $ oc apply -f ingress-autoscaler.yaml

B T®4S, FUEEKIA Ingress Controller 252 BLCHAS kube-state-metrics #if]
RERE :

{8/ grep 45125 Ingress Controller YAML XU EHEIE :

I $ oc get -n openshift-ingress-operator ingresscontroller/default -o yaml | grep
replicas:

it

I replicas: 3

3KEX openshift-ingress JiH i pod :

I $ oc get pods -n openshift-ingress

il

NAME READY STATUS RESTARTS AGE
router-default-7b5df44ff-I9pmm 2/2 Running 0 17h
router-default-7b5df44ff-s5s15 2/2 Running 0 3d22h
router-default-7b5df44ff-wwsth 2/2 Running 0 66s
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2.2.9.4. ¥ & Ingress Controller

F 5P B’ Ingress Controller LAH B HEEEK P FHEE K, MIRSEMEMNERK, oc BHATIE
IngressController %, LATFRER# T EEKIA IngressController B7Rfl,

i =
1.
EHEHBI IngressController B 247 o] FRIAE :
$ oc get -n openshift-ingress-operator ingresscontrollers/default -o
jsonpath='{$.status.availableReplicas}'
i
| -
2.

{#f oc patch #8455, JFBRIA IngressController I BEMEMNEIAR, LT RAFERIA
IngressController " EBZE 3 PRI :

$ oc patch -n openshift-ingress-operator ingresscontroller/default --patch '{""spec":
{"replicas": 3}}' --type=merge

Bl

I ingresscontroller.operator.openshift.io/default patched
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KEEKIA IngressController 2E BT BEEIEEMNRIZE -

$ oc get -n openshift-ingress-operator ingresscontrollers/default -o
jsonpath='{$.status.availableReplicas}'

ik

K

=
B8 eI AN FLLT YAML $F Ingress Controller ™ B A=/ gl= :

apiVersion: operator.openshift.io/v1
kind: IngressController
metadata:

name: default

namespace: openshift-ingress-operator
spec:

replicas: 3 ﬂ

MEFEFREHEMRIE, FEX replicas {Ho

2.2.9.5. B2i& Ingress A A&

& eI LABCE Ingress Controller LAUSAVIN K. MREMEFSEEBITZRE, BLETLUSH
HILKE sidecar, MREMEFHBAERE, HTRHGBHARICKHERNAE, =5 OpenShift
Dedicated 2 A B FZICREMZPREERNK, EalLUFEAETEALAEIAE X syslog s, EiAaILUHEEIF]
HEMIER,

{1 Syslog BRI KERMMREN, FRAKICKIRTRBREEHPEAVNASE, HEHLE
ZH# Ingress Controller B 31T 5@ M.
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XFijin Bl gERi#8id OpenShift Logging R ZENEREELE, XFTEMMHETICEBRAR
5 Syslog BEICREMPEEERNINE, NFE syslog. Syslog ABIIEESEEES,

FRFM

LB A cluster-admin Bt S5 &%,

it

Edi& Ingress ijjn| H&Z sidecar,

ERE Ingress il BEFICE, EAJifER spec.logging.access.destination {5%E—1H
pith, Z2FBAEKFICFKIEEE sidecar B35, 45 E Container
spec.logging.access.destination.type, LA Frffil2fF H&ICxEl Container B
Ingress Controller & ¥ :

apiVersion: operator.openshift.io/v1
kind: IngressController
metadata:
name: default
namespace: openshift-ingress-operator
spec:
replicas: 2
logging:
access:
destination:
type: Container

%4¥ Ingress Controller E¢i& ) H&1C k% sidecar I, Operator 27E Ingress
Controller Pod HfllEE—1 & logs NESS :

I $ oc -n openshift-ingress logs deployment.apps/router-default -c logs

i el

2020-05-11T19:11:50.135710+00:00 router-default-57dfc6cd95-bpmk6 router-default-
57dfc6cd95-bpmk6 haproxy[108]: 174.19.21.82:39654 [11/May/2020:19:11:50.133] public
be_http:hello-openshift:hello-openshift/pod:hello-openshift:hello-
openshift:10.128.2.12:8080 0/0/1/0/1 200 142 - - --NI 1/1/0/0/0 0/0 "GET / HTTP/1.1"
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Bdi& Ingress iJjj[n H&ICXF Syslog i sto

ERE Ingress i BFICE, EAJifER spec.logging.access.destination {5%E—1H
B, ZFBAEFICKIEEE Syslog i Hrglh, EAFiH
spec.logging.access.destination.type 153 Syslog. MRBMHEEZ Syslog, w7
spec.logging.access.destination.syslog.address 5% Biriis, &rILUEH
spec.logging.access.destination.syslog.facility 5 E—1 T2, UTRARFAEFICED
Syslog B Ingress Controller E X :

apiVersion: operator.openshift.io/v1
kind: IngressController
metadata:
name: default
namespace: openshift-ingress-operator
spec:
replicas: 2
logging:
access:
destination:
type: Syslog
syslog:
address: 1.2.3.4
port: 10514

Syslog H#tthim 4712 UDP,

syslog Blfrithiit 422 IP ik, ©F K DNS £Hl4,

FEAKENAEBEE Ingress VilA A&

&AL E spec.logging.access.httpLogFormat £ HE X BEERX. LTFRAIZ—F
Ingress Controller & X, B AZICKE IP #hitH 1.2.3.4. #&ON 10514 i syslog ¥ :

apiVersion: operator.openshift.io/v1
kind: IngressController
metadata:

name: default
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namespace: openshift-ingress-operator
spec:
replicas: 2
logging:
access:
destination:
type: Syslog
syslog:
address: 1.2.3.4
port: 10514

& 2 = M4 OPERATOR

httpLogFormat: '%ci:%cp [%t] %ft %b/%s %B %bq %HM %HU %HV'

M Ingress ijiln]| B,

EEH Ingress PilM A%, ERY spec.logging =% spec.logging.access HZe :

apiVersion: operator.openshift.io/v1
kind: IngressController
metadata:

name: default

namespace: openshift-ingress-operator
spec:

replicas: 2

logging:

access: null

#F Ingress Controller fE{# A sidecar K, & HAProxy HEKE,

MEMEEEA spec.logging.access.destination.syslog.maxLength, & {#

spec.logging.access.destination.type: Syslog,

apiVersion: operator.openshift.io/v1
kind: IngressController
metadata:
name: default
namespace: openshift-ingress-operator
spec:
replicas: 2
logging:
access:
destination:
type: Syslog
syslog:
address: 1.2.3.4
maxLength: 4096
port: 10514
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MEMEEEA spec.logging.access.destination.container.maxLength, & {#
spec.logging.access.destination.type: Container,

apiVersion: operator.openshift.io/v1
kind: IngressController
metadata:
name: default
namespace: openshift-ingress-operator
spec:
replicas: 2
logging:
access:
destination:
type: Container
container:
maxLength: 8192

2.2.9.6. i%i& Ingress Controller Z:i23

EHREWEONELER, DUSMER T LU ALRFEES, EaEHNIREN Ingress
Controller I8 INEREE,

FEREMH
[ ]
LT BEEB AR T Ingress Controller,
it 3
[ ]

B Ingress Controller UKL E -

$ oc -n openshift-ingress-operator patch ingresscontroller/default --type=merge -p
{"spec":{"tuningOptions": {"threadCount": 8}}}'

NREAT RBEREDBITRERIR, B LIFEASHHET /B2 CRMIRE
Bdi& spec.nodePlacement.nodeSelector, FiF
spec.tuningOptions.threadCount E& H— & LS (H,

2.2.9.7. idi& Ingress Controller LAfsE FIER {1 it as

YHETTS LB Ingress Controller B}, Ingress Controller BKiAH— M AR = i H9E2R X 7.
EREMR, EAILOB—MEARSBE NS94 Ingress Controller,

44



B

2.1. LoadBalancer EX

Cloud Provider

DNS

apps.foo.openshift.example.com

www.yourappl.openshift.com

Node 1
Pod
Cluster

(Service yourapp1:8080, yourapp2:4200)

=:

foo.az.lb.cloudprovider.com

Node 2

A

Client

.

!

Ingress
load balancer

Pod

10.0.128.5

& 2 = M4 OPERATOR

MR EHW IngressController 9 scope, EATLUERIEH E LR (CR)EEH
.spec.endpointPublishingStrategy.loadBalancer.scope S,

Load balancer

www.yourapp2.openshift.com

Node N

Pod

10.0.128.6

+H BT 5 OpenShift Dedicated Ingress LoadBalancerService i s 4 7 5RB& 1 < LU T 4

Ea] LU$EF OpenShift Ingress Controller Load Balancer 7E4 2B F =t N /1 1945 2%

HAERIE S E.

IR LA A S EG SRR A 1P thhk LUK ERERIER O, 40 8080 #1 4200, #NE S Hhmt

SE S 30
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kA A SHEHRIEEERE pod, FHAMAFHEREE, NT T RLHIHAR,
XIS E RS Kubernetes RS

SEREH
[ ]
%= OpenShift CLI (oc) .
[ ]
LB A cluster-admin BiflA - S5 &%,
iR

£4 7 <name>-ingress-controller.yam! B934+ fill# IngressController B3 X ¥ iR
(CR), MTFHIFRR :

apiVersion: operator.openshift.io/v1
kind: IngressController
metadata:

namespace: openshift-ingress-operator
name: <name>

spec:
domain: <domain> 9
endpointPublishingStrategy:

type: LoadBalancerService
loadBalancer:

scope: Internal 6

£ <name> E#il IngressController 3 REIE TR,

2]

fEELEHIZR A MBI AEFE domain,

©

52— Internal {EL S SR i1 Hii9 s

BT T ae, G E—FhiE X H Ingress Controller :

46
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I $ oc create -f <name>-ingress-controller.yaml ﬂ

£ <name> il IngressController i REIE TR,

ik BRI TS IABIR T Ingress Controller :

I $ oc --all-namespaces=true get ingresscontrollers
2.2.9.8. % & Ingress Controller BRI HIFE

SREERALIZERRR AR, LUEGRRBEN T ESRRREZ FIFEFRNNFE, XMERF
HFARHBERAEATERMNA. BIAMEN 58,

SeRFH
[ ]
T EEEBHIE T Ingress Controller,
it 3

B #7 Ingress Controller, LASE ol 5 B 7 iz 5] 6% /H] B -

$ oc -n openshift-ingress-operator patch ingresscontroller/default --type=merge -p
{"spec":{"tuningOptions": {"healthCheckinterval": "8s"}}}'

BEE = U IKRHM healthCheckinterval, & FAKEER
router.openshift.io/haproxy.health.check.interval

2.2.9.9. FHEEEMBIA Ingress Controller A& N AER

BT LGB MR I EH© FEFBRIA Ingress Controller BdiE I ER,
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B

NEEHW IngressController 9 scope, EaTLAERIEH E L HFIR(CR)EEH
.spec.endpointPublishingStrategy.loadBalancer.scope Z#,

SEREH
[ ]
%= OpenShift CLI (oc) .
[ ]
LB A cluster-admin BiflA - S5 &%,
iR

it R EFOIEREEE, & Bl Ingress Controller B2 HER,

$ oc replace --force --wait --filename - <<EOF
apiVersion: operator.openshift.io/v1
kind: IngressController
metadata:
namespace: openshift-ingress-operator
name: default
spec:
endpointPublishingStrategy:
type: LoadBalancerService
loadBalancer:

scope: Internal
EOF

2.2.9.10. Fci&E B% i AE A SRR

BEEAMMNARFEFXAGTES MR ZRPZTEAEREGENNARER, X2 ETF
RE, ER—ENA LA FEEERS BN,

RAERRAEFFEEENERY REABEGEZEN Z KNSR, SNESRA
W&, Hit, BARAEARBER RS R 2R AIEAEN A,

a
&
Hp
W
i
H-|o
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SeRFMH
[}
BB RHERE SR,
i =
[}

#ERALL T D% ingresscontroller HFiR2 EM.spec. routeAdmission P :
$ oc -n openshift-ingress-operator patch ingresscontroller/default --patch '{""spec":
{"routeAdmission":{"namespaceOwnership":"InterNamespaceAllowed"}}}' --
type=merge

Ingress EHIBAESH
spec:
routeAdmission:
namespaceOwnership: InterNamespaceAllowed
7

AR AR FLLT YAML Sihc & B B A SRBS -

apiVersion: operator.openshift.io/v1
kind: IngressController
metadata:

name: default

namespace: openshift-ingress-operator
spec:

routeAdmission:

namespaceOwnership: InterNamespaceAllowed

2.2.9.11. {§ BB FFEEH

HAProxy Ingress Controller X¥r@BEefFigH, Ingress Operator {#f wildcardPolicy k&2 &
Ingress Controller B ROUTER_ALLOW_WILDCARD_ROUTES /5% &,

Ingress Controller IERIATT 282K A None BECFIRISNERH, ZRIESIA
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IngressController FREFREES.

Pt =

Ao & AAC i oRkBg,

ERALL T3S IngressController B :

I $ oc edit IngressController

£ spec T, ¥ wildcardPolicy FEi%i& 74 WildcardsDisallowed =
WildcardsAllowed :

spec:
routeAdmission:
wildcardPolicy: WildcardsDisallowed # or WildcardsAllowed

2.2.9.12. HTTP frkEciE

OpenShift Dedicated 124t T ARMER HTTP ki 3%, EXBESIMERIRLE, Ea7llEm
Ingress Controller FRi%FE S EX =k ARSI SRIEESUE R MR bRk, 0wl LA R I B L
k. BEEFRLIEMA R R TEN aTaER e kit,

& QBETE IngressController 5 Route CR shikiEskflfibairk, EEEMmeil. M
REAEKE HTTP trk, MIZEXERKR, BEUEFREESHM. EMmMiRL (0 X-
Forwarded-For ¥53k) B, i%{#M spec.httpHeaders.forwardedHeaderPolicy FE%, T
A= spec.httpHeaders.actions,

_,f"

2.2.9.12.1. (kiR

17£ Ingress Controller FIFRH HESIERAM HTTP t5LEf, HAProxy £iRIESRiE KL RIMRIR
LSRR e R F,

*fF HTTP mMaRFR3k, Ingress Controller FiEERIREREBAPIEERRERIIT, X
EBk# Ingress Controller this EMREE R L5FL
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XHF HTTP iEkink, AT IEERIEIFRTE Ingress Controller 15 EMIREETT.
XEGRERHAP I ENREERLEN.

pitn, E£HERGHEHALITEREXE X-Frame-Options Wik, H{E DENY :

IngressController spec R~fl

apiVersion: operator.openshift.io/v1
kind: IngressController
#...
spec:
httpHeaders:
actions:
response:
- name: X-Frame-Options
action:
type: Set
set:
value: DENY

RHATAEIXE Ingress Controller hixEMERIRNFRL, {BfEFALITFEE#H SAMEORIGIN :

Route #A&<Hl

apiVersion: route.openshift.io/v1
kind: Route
#...
spec:
httpHeaders:
actions:
response:
- name: X-Frame-Options
action:
type: Set
set:
value: SAMEORIGIN

51



OpenShift Dedicated 4 %%

% IngressController spec #1 Route spec ##EE X-Frame-Options MR #7LEf, Ingress
Controller 2B LA RELEBENEERLEN, BE—MFEMBBHRI I XFiFKRm
3k, Route spec ffia%E = IngressController spec fH.

iXZHJ haproxy.config X#HEALL T2, H Ingress Controller #4117y fism, H4E&H#AL
ek, NAEAREERPCLE DENY A G IXERNE SAMEORIGIN Z=HERBRL |

frontend public
http-response set-header X-Frame-Options 'DENY’

frontend fe_sni
http-response set-header X-Frame-Options 'DENY’

frontend fe_no_sni
http-response set-header X-Frame-Options 'DENY’

backend be_secure:openshift-monitoring:alertmanager-main
http-response set-header X-Frame-Options 'SAMEORIGIN'

5%, Ingress Controller kg E XAl /E 5P o= 5 ARG S I B MY E.

2.2.9.12.2. KFiERIRL

DFPRkargE R SR B E S MR, HEEREFR TR

* 2.2. KGR bRLEC BT

kTR e i {5/ Route #ligit FIEWERA
IngressControll TRdE
er spec H{TRCE
proxy S 5 proxy HTTP &K s
FRk mT LA S5
LEEAN
HTTP_PROXY
PRS2 3R R X
M REIREM CCl
MR, proxy
HTTP iEkink 1

IR, TER
BEHAE 7 .
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PRk HR A {2/ Route #ligdt HRIEMERE
IngressControll ThE
er spec H{TRCE
FH & i LA ES
IngressControll
er CR %i& host
HTTP 1& K5k
i, HAProxy f£&
HAEFABIER ER I AT
RERKIL,

strict-transport-

iy

iy

strict-transport- =& :

security security HTTP il haproxy.router.
RSk B {5 ARG openshift.io/hst
ERRAE, FRE s_header & H3E
¥ s i
cookie # set- S S HAProxy 589 &
cookie Cookie AFXIER
B, ATEESH e haproxy
SRR E R A Touter
RHRRZ%E. i Hiodis
WEIX PR AT RE able co
2T HAProxy B okie B
RIERIEK, FFIRHI pasyd
HAProxy B
Cookie FIFT B, e haproxy
.router.
openshi
ft.io/coo
kie_nam
e REE

fi#

2.2.9.13. 7£ Ingress Controller i ESMBR HTTP & KM R bRk

HTFEHNER, Sl BESMEREL HTTP EkHm Rk, #ALLA Ingress Controller 124t
BRI B B S RE B R 1 iE S PR 2 Ak

ftn, fEeraEAENERP TN AR IBRMEA mutual TLS, XFREENNAERFRE X-
Forwarded-Client-Cert i& k5L, 1B OpenShift Dedicated 2Xi\ Ingress Controller 124t T —4 X-
SSL-Client-Der iFK#7rk,

LU TR EH Ingress Controller 3Ei%i& X-Forwarded-Client-Cert i&kirk, FHMiBR X-SSL-
Client-Der 153k 5k,
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SeRFH
[ ]
B2 %% OpenShift CLI(oc).
[ ]
EeILIE RS cluster-admin A& &R 1] OpenShift Dedicated &,
it 3

%i%8 Ingress Controller ¥R :

I $ oc -n openshift-ingress-operator edit ingresscontroller/default

$¥ X-SSL-Client-Der HTTP & k#rL&# X-Forwarded-Client-Cert HTTP & k#rk :

apiVersion: operator.openshift.io/v1
kind: IngressController
metadata:

name: default

namespace: openshift-ingress-operator
spec:

httpHeaders:

actions: ﬂ
request: 9

- name: X-Forwarded-Client-Cert 6
action:

type: Set ﬂ
set:
value: "%{+Q}[ssl_c_der,base64]" 9
- name: X-SSL-Client-Der
action:
type: Delete

F1E HTTP ik EPUTRORIERISR,
EEERIICLRE, EFRAP, HRRL,

EEERNICLIER. BXRETLURESMBRETAIRLIIR, HSH HTTP £3%
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ERLRPUTRRERR, WFEBAILLER Set =% Delete MI{H,

& HTTP TRk, AR Mt—A4 value, Z{ERILAR LR LAI ] i G HIxRH
B=FFFER, 0 DENY, thelLL2#ERA HAProxy Mo SMEEERBEMNDISE, EXMER
T, KEN—1hEH,

XF HTTP M ix & shBbnk{H, fLiFapl fetchers 2 res.hdr fl
ssl_c_der, XF HTTP i KiXBshBInLMH, ARIVFRFIFKENEEH req.hdr 1
ssl_c_der, F RN shAEER LU lower 1 base64 1%,

GRS LUESE 43

2.2.9.14. {# X-Forwarded #r3k

&0 LLSF HAProxy Ingress Controller BdiE HiEE MM ER HTTP irkposkRg, Hpafd

Forwarded #1 X-Forwarded-For, Ingress Operator {8/ HTTPHeaders FEXACi& Ingress Controller

) ROUTER_SET_FORWARDED_HEADERS 5% &,

it =

77 Ingress Controller Bdi& HTTPHeaders %,

FERALL T 5334 IngressController FiR :

I $ oc edit IngressController

1£ spec F, ¥ HTTPHeaders $KBEFEi%& 7 Append. Replace. IfNone =%
Never:

apiVersion: operator.openshift.io/v1
kind: IngressController
metadata:

name: default
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namespace: openshift-ingress-operator
spec:
httpHeaders:
forwardedHeaderPolicy: Append

£ ES R
ERSERBEEG, &l :

Bdi&fS X-Forwarded-For ik E ABMNERBASBRE, ABEFHEALE Ingress
Controller,

Z4¥ Ingress Controller Eg& it RERMIIRL 1518, BBEIEE never Kg, A
5, Ingress Controller FxixiEbrk, MAREFIERABKIBREMNIR,,

5 Ingress Controller Egi& it REWMIN B BENSBER K L& X-Forwarded-
For t5k,

Z4¥ Ingress Controller Ee& HE A @it A SRR AERER B F K LiX& X-Forwarded-
For t53k, HIERE if-none $RB%, MR HTTP iFRkEBLAT A IEE T3k, M Ingress
Controller 2f8BE. MRRIIRL, BARNEKEREINE, Ingress Controller 2FMFR
%o

EANREFFAANGR, &AL :

EEFETNAERFRMASBREIETEA X-Forwarded-For 7k,

ER& Ingress Controller, LUEFEARZ M H b ig ASREAITE R FRRLE SR EIN AEFN
R, EEN ARFENERH EFAEMR haproxy.router.openshift.io/set-forwarded-headers:
if-none =% haproxy.router.openshift.io/set-forwarded-headers: never,

R LURIE SN H1%E haproxy.router.openshift.io/set-forwarded-
headers ¥f#, JIITF Ingress Controller WL Fi%EHE,

2.2.9.15. [5G HTTP/2 A%

&R LA{E HAProxy /5 MR B HTTP/2 . ILTheEEN ARFEMAERE HTTP/2 Bl
Thie, SRBEBR—ERE. kK. = ARRESF.
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IEAT LU A Ingress Controller SUEAMNERF A HTTP/2 7%,

ZHEMEFmE] HAProxy BEEHR/S A HTTP/2, BHISIIEE—TAESGES. SERARIAERRE
AR HTTP/2, X—BREIZEGEREF L FB (% imy 8 AR UEH A R S A%
) PSR,

M HAProxy ZIN 2R pod B R EER HTTP/2 AT re-encrypt #8H, MA&MT edge-
terminated =X insecure M, FEXNRHEINERZ, E£5EmHE#ER HTTP/2 i, HAProxy £
FA ALPN (Application-Level Protocol Negotiation) , ©2—4 TLS W B, XEBkE, mElmm
HTTP/2 &R F passthrough 1 re-encrypt #§H, MA&MTF nsecure = edge-terminated B H.

B

%} FIE passthrough #&H, Ingress Controller £33 F & imbEE kI E@E 5N
AEFNERE. XEKE, T imaLUEESl Ingress Controller 3117
HTTP/1.1, Ingress Controller Rl EBIN AER, Phaa HTTP/2 3EEA HTTP/2 8%
B4 HTTPA.1 R AR, MRE P imbaiE i B EEREM HTTP/1.1 A3
WebSocket i, X&5BAE, E} Ingress Controller B3k WebSocket % El
HTTP/2, tRFTEH HTTP/2 A% E]l WebSocket. HitL, MREF—NNAERF
S1E¥S WebSocket 8%, NS TFEER HTTP2 hil, HEHEEFmiSTLEFAH
¥ WebSocket 113,

it =

£ 51— Ingress Controller Lj5fH HTTP/2,

E1£ Ingress Controller Lj5 HTTP/2, i&EfHiA oc annotate a4 :

$ oc -n openshift-ingress-operator annotate
ingresscontrollers/<ingresscontroller_names ingress.operator.openshift.io/default-

enable-http2=true

#$ <ingresscontroller_name> E#t N EF M Ingress Controller B9 FF,

HEEANEKHPSHA HTTP/2,
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BERNEANELRSH HTTP/2, EHiA oc annotate 45 -

I http2=true

$ oc annotate ingresses.config/cluster ingress.operator.openshift.io/default-enable-

7
AR AR LA YAML SRZINER -

apiVersion: config.openshift.io/v1
kind: Ingress

metadata:

name: cluster
annotations:

ingress.operator.openshift.io/default-enable-http2: "true"

2.2.9.16. ¥ Ingress Controller E¢i& PROXY %

4 Ingress Controller {1/ HostNetwork. NodePortService =% #hf i m X 1 SRBE L BIN, S£HE
M el LAECE PROXY #1ill. PROXY Bl f#E fi E39ME2REEW 7 Ingress Controller B EER B R 1G

Eumibht, FRIAEimitbht el AFi0E, JFEMEA HTTP 5k, E£2KIAEEH, Ingress Controller
BREMEER S8 5 M B8R XKAR I,

g

H
[=]

{81 Keepalived Ingress Virtual IP (VIP)EIEEES LA RERFERNE
BEMERIA Ingress Controller 732 PROXY i3,

PROXY Pis{s fi #39236E45 7y Ingress Controller HIWME R R B RIAE M imtbit, FRIAE i
it eT AFidsk. FIEMEA HTTP #5k. EEKIAECEH, Ingress Controller #MEER A S 5 %
R X EXA0R 1P Hhil,


https://www.haproxy.org/download/2.8/doc/proxy-protocol.txt

& 2 = M4 OPERATOR

B

%} F passthrough ¥HAELE, OpenShift Dedicated £ HMIIRS BT EMRRIAE
Fimig 1P ik, MREFEAEFRIBE iR IP Hiht, i#4 Ingress Controller &
Ingress VilA|BAiCE, LMEEAUESE iR IP i,

S FEHFMBMIAZEEE, OpenShift Dedicated #§H23i%i& Forwarded fl X-
Forwarded-For 113k, LMENARFIENERERFimR IP it

MFEAEX Ingress VilM BEMEZEL, HSH"BE Ingress VilRIHE",

{1/ LoadBalancerService ¥iis2 % 1 5K BE R BN R K7 Ingress Controller BZi& PROXY i,
XA BRBIZE )Y OpenShift Dedicated fE =T & HIE1TH, Ingress Controller 357 M {5 F R 55 i #
2%, Ingress Operator & i E394T 25 IR S5 H R IEAR R RIS ZE K5 H PROXY Wil

B

{E7515% OpenShift Dedicated 15158 1 £ 198 23R E J {8 F PROXY 1=k TCP,

LB RFIIhEE, XA RHEZE Y OpenShift Dedicated fE A HIZTTH, Ingress
Controller 5N FAIRS 7159423, Ingress Operator Bdi& {1 H 98 R IR S FHRIBEFRBUNTS
ERFH PROXY i,

8

% OpenShift Dedicated FI-5B /i B39 ¥R A& 8 PROXY thilsifE A%

HiEHl i (TCP).
FERFH
[
28— Ingress Controller,
it 3

£ CLI A ALLF i 53k % Ingress Controller ¥R :
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I $ oc -n openshift-ingress-operator edit ingresscontroller/default

&i& PROXY Ei& :

IMRHEM Ingress Controller {1/ HostNetwork lin s X i sRBER R, &5
spec.endpointPublishingStrategy.hostNetwork.protocol F=E%i% &~ PROXY :

hostNetwork Bdi& 5y PROXY B9l

#...
spec:
endpointPublishingStrategy:
hostNetwork:
protocol: PROXY
type: HostNetwork
#...

MREM Ingress Controller {1 NodePortService i & i sRBERE, HF
spec.endpointPublishingStrategy.nodePort.protocol FFE&i%i&y PROXY :

nodePort BEdi& y PROXY =4l

#...
spec:
endpointPublishingStrategy:
nodePort:
protocol: PROXY
type: NodePortService
#...

MRIEM Ingress Controller {1 Private st & ftkBg KB,
spec.endpointPublishingStrategy.private.protocol FFEXi%i& 5 PROXY :

Fl PROXY KA ECiE A
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#...
spec:
endpointPublishingStrategy:
private:
protocol: PROXY
type: Private
#...

=
=
3

BE Ingress Vil A&

2.2.9.17. {#if appsDomain £ E &k E R

ENERERG, EaLlLEd AL E appsDomain RN A BN BIEERNEHEERRA
A. appsDomain FE&=Z OpenShift Dedicated AR Alk%, TAZEIAE, BRIAEIE domain FB
FigE. MRERBETHEE, S2BESHVHRAREKIAEHINERN,

fign, ERILAREARIR DNS B FRRH2 TR AR FREREHA QRERIAE,

FeREH
[ ]
28 E T OpenShift Dedicated &%,
[ ]
2% oc S ITHRM@.
b =

@ A P AR EE 5 B Ak BRA S kA& appsDomain X,

4w ingress £EGR -

I $ oc edit ingresses.config/cluster -o yaml
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% YAML 328 -

il appsDomain BZi&Jy test.example.com

apiVersion: config.openshift.io/v1

kind: Ingress

metadata:
name: cluster

spec:
domain: apps.example.com ﬂ
appsDomain: <test.example.com> g

HERNE, EFghRERRENRRIASE,

2]

A%k : BTN AEFEEKBEN OpenShift Dedicated EiliZefyis, #RaILIER il
i FENRBIZ apps, MAREIABIZ,

B AFRRAFHE IR RIEESN, BIFEHRARE S S appsDomain FEXH15EMN IS
4 :

al

EATFHEHET, 5% openshift-apiserver SERREI R #.

AFFREE -
I $ oc expose service hello-openshift

route.route.openshift.io/hello-openshift exposed

i
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$ oc get routes

NAME HOST/PORT PATH SERVICES PORT
TERMINATION WILDCARD

hello-openshift hello_openshift-<my_project>.test.example.com
hello-openshift 8080-tcp None

2.2.9.18. ¥#t HTTP ik k/NE

ZIAESR T, HAProxy /NE HTTP #rk&#5 ; #iliM, $¥ Host: xyz.com By host: xyz.com,
RIBN AREREX HTTP ik &R X/NEBUE, 75# M Ingress Controller
spec.httpHeaders.headerNameCaseAdjustments API ZEx i {TIAEJE R I ARRFE, BEITiI#H
oz,

B

OpenShift Dedicated @1& HAProxy 2.8, MIREEHET web B HIGE 2RI
A&, &R spec.httpHeaders.headerNameCaseAdjustments 24 F T LR A
BEXHh,

VERNEBERLR, EaILMEMA oc patch 4, =& Ingress Controller YAML 3 #FHiy
HeaderNameCaseAdjustments FEx 3t HTTP ik K/INE,

FeREH
[}
B2 %% OpenShift CLI(oc).
[}
A LUEABA cluster-admin AGKA iR EE,
Pt =

{#M oc patch ip K5 HTTP #rk.

BTEAT a4, fF HTTP #52k MEHL EBdCh Host -

$ oc -n openshift-ingress-operator patch ingresscontrollers/default --type=merge -
-patch="{"spec":{"httpHeaders":{"headerNameCaseAdjustments":["Host"]}}}'
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fll Route ¥Filf YAML 3¢, LMEFBE o ARINBERE,

% my-applicationf9E& H R A1

apiVersion: route.openshift.io/v1
kind: Route
metadata:
annotations:
haproxy.router.openshift.io/h1-adjust-case: true ﬂ
name: <application_name>

namespace: <application_name>
# ...

Xi& haproxy.router.openshift.io/h1-adjust-case, LA Ingress Controller
e R IEEMNEN HRIRL,

3@1T7E Ingress Controller YAML Bdi& X ¥4 Edi& HeaderNameCaseAdjustments FE 15

EE,
a.
LUFfl Ingress Controller YAML X35 HTTP/1 753K host Pk %)y Host,
LUSE 2 133 fRRR R -

Ingress Controller YAML =6

apiVersion: operator.openshift.io/v1
kind: IngressController
metadata:
name: default
namespace: openshift-ingress-operator
spec:
httpHeaders:
headerNameCaseAdjustments:
- Host
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LUFRBIEB@E A haproxy.router.openshift.io/h1-adjust-case 3 f#ji5 F HTTP
M R BRk B FR AN EE -

BXE YAML =6

apiVersion: route.openshift.io/v1
kind: Route
metadata:
annotations:
haproxy.router.openshift.io/h1-adjust-case: true ﬂ
name: my-application
namespace: my-application
spec:
to:
kind: Service
name: my-application

#+ haproxy.router.openshift.io/h1-adjust-case % &7 true,

2.2.9.19. KM REL

#ERI LU HAProxy Ingress Controller E2i&E )9 9% € MIME KB 2515 EMM SR LS, EJLUER
mimeTypes ZF 2 & X E45MN AR MIME KRB R, XKBEIE : application, image, message,

multipart, text, video, i —4 "X-" BIZZMEE KB, EHE MIME RBHFRBNTERTE,
iH&5 RFC1341,
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NEGEDENREFTRIEMRAERE, L4, MNRBZHXEEY 685 SR,
MIFE S RMENRA A KB KA ENFREARTIE,

F#IERTA MIME KB MELSEh323S, {8 HAProxy {B2K (% A SO R RN 2R 4.
BEMES, XFERX (M0 html, css Ml js) SEFHRRNKRE, HELEGEOER (NE
« BN ATRERRNREEGRIEFMLEREAZHFL,

77 Ingress Controller Bi& httpCompression &,

FRALL T 5 s IngressController B :

I $ oc edit -n openshift-ingress-operator ingresscontrollers/default

1 spec T, ¥ httpCompression SRE&FEXE N mimeTypes, FHI8EN LN A
4569 MIME 5895115 -

apiVersion: operator.openshift.io/v1
kind: IngressController
metadata:
name: default
namespace: openshift-ingress-operator
spec:
httpCompression:
mimeTypes:
- "text/html"
- "text/css; charset=utf-8"
- "application/json"

2.2.9.20. AFFEHIRER

ST ERRIAST TR O 1936 £LL Prometheus X 2 FF HAProxy BHIZ . ASBISABENR
A%5: (4 Prometheus) ®ILAV;R] HAProxy BEHIZRIER. #ERILAEN R+ LL HTML WX HLLES
2BEMME (CSV) X EH HAProxy iH 15T,

FoRFM
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RN X ERCE VT IBRA ST BUEER O 1936,

IBTLA T o RIS 2% pod &F :

I $ oc get pods -n openshift-ingress

Rt Bl
NAME READY STATUS RESTARTS AGE
router-default-76bfffb66¢c-46qwp 1/1 Running 0 11h

RIS AF A MEG, BM3R Pod FE1E /var/lib/haproxy/conf/metrics-
auth/statsUsername 1 /var/lib/haproxy/conf/metrics-auth/statsPassword 3 {4 :

BT TaSRKIAF 4 -
I $ oc rsh <router_pod_name> cat metrics-auth/statsUsername
BT T a4 SRR -
I $ oc rsh <router_pod_name> cat metrics-auth/statsPassword
BT T, IKENEEHER IP MIfEPRES -
I $ oc describe pod <router_pod>

ZfTLL T4, LA Prometheus SR IKINURBSITHER -

I $ curl -u <users>:<passwords> http://<router_IP>:<stats_port>/metrics
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68

BT T e o kR £ yilEts -
I $ curl -u user:password https://<router_IP>:<stats_port>/metrics -k
BT @4, Vin2RiAM stats 0 1936 :

I $ curl -u <users>:<passwords> http://<router_IP>:<stats_port>/metrics

Bl 2.1. Bl
# HELP haproxy_backend_connections_total Total number of connections.
# TYPE haproxy_backend_connections_total gauge
haproxy_backend_connections_total{backend="http",namespace="default",route=
7

"hello-route"} 0
haproxy_backend_connections_total{backend="http",namespace="default",route=
"hello-route-alt"} 0
haproxy_backend_connections_total{backend="http",namespace="default",route=
"hello-route01"} 0

# HELP haproxy_exporter_server_threshold Number of servers tracked and the
current threshold value.

# TYPE haproxy_exporter_server_threshold gauge
haproxy_exporter_server_threshold{type="current"} 11
haproxy_exporter_server_threshold{type="limit"} 500

# HELP haproxy_frontend_bytes_in_total Current total of incoming bytes.
# TYPE haproxy_frontend_bytes_in_total gauge
haproxy_frontend_bytes_in_total{frontend="fe_no_sni"} 0
haproxy_frontend_bytes_in_total{frontend="fe_sni"} 0
haproxy_frontend_bytes_in_total{frontend="public"} 119070

# HELP haproxy_server_bytes_in_total Current total of incoming bytes.
# TYPE haproxy_server_bytes_in_total gauge

haproxy_server_bytes_in_total{namespace=
service=""} 0
haproxy_server_bytes_in_total{namespace=
ice=""}0
haproxy_server_bytes_in_total{namespace="default",pod="docker-registry-5-
nk5fz" route="docker-registry",server="10.130.0.89:5000",service="docker-
registry"} 0
haproxy_server_bytes_in_total{namespace="default",pod="hello-rc-
vkjgx",route="hello-route",server="10.130.0.90:8080",service="hello-svc-1"} 0

,pod="",route="",server="fe_no_sni",

,pod="",route="",server="fe_sni",serv

W EN AR PHEIALLT URL Ej55) stats &0 -

I http://<user>:<password>@<router_IP>:<stats_port>
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Al BN AR I ALLT URL RIKEX CSV BRAMSTHER -
I http:/<user>:<password>@<router_ip>:1936/metrics;csv

2.2.9.21. B X HAProxy F5i% S0 R 7T

YERERFETRG, &0l 503, 404 s ANE IR DUIEE B B RN sim,. XA Pod %
Hiz17iF, HAProxy iRHIZFRIZEt—4 503 $#5ix0Im, MRIHFKK URL R{E4E, Nl HAProxy iHZR=
R4t 404 FHiR UM, BN, MREBE N 503 HHiRAEMETImE, WA Pod K27 Riz4t5im, ¥
H HAProxy BEH2x A A IEMMEE A A EFERREHIR IR 404 F5R S HTTP MR bl .

B RIS N R &S s E, REEHE Ingress Controller, BoiEMSTEA A
M4, SRR : error-page-503.http #1 error-page-404.http.

B 3 HTTP £5iR(CHS MR T E A S84 HAProxy HTTP (iR TmELEfE . U TR
OpenShift Dedicated HAProxy B33 http 503 £ ACHgma . il m iR, Eal AFEREIAARSTENE
Rk flE B 2 E E T,

KABRT, HNAREETHRERBFEMRBIFFLN, HAProxy BEHSRF{URE—4 503 FHiR T
Mo XAMEKINITHE OpenShift Dedicated 4.8 R ERAMITHIER., MELXEREATEHE X HTTP
RN AR BN, BEGRAMNEAE X HTTP 82 CHEmAN TlmE, BARaiREtEiAn 404 =
503 FE1R AN B D .

MNREEA OpenShift Dedicated ERiA 503 FHRCHI TTE/E I B E X HEMR, X
bRk B EHH AR A2 CRLF 745 .

£ openshift-config s % 22 [H] Fh il B2 — 4 £ 5 my-custom-error-code-pages HIfCE M

$ oc -n openshift-config create configmap my-custom-error-code-pages \
--from-file=error-page-503.http \
--from-file=error-page-404.http
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B

MREA A E R HERA TR ERRNER, NHIEHES pod
Fi, EERICAET, SRR E IEACERN FHIHBRZ N B9ER 2R pod, LA
EERIERNERERMREEN].

% Ingress Controller #17#h T LIBIE & K51 my-custom-error-code-pages ACi&EM
5

$ oc patch -n openshift-ingress-operator ingresscontroller/default --patch '{""spec":
{"httpErrorCodePages":{"name":"my-custom-error-code-pages"}}}' --type=merge

Ingress Operator £ my-custom-error-code-pages ECEBLST M openshift-config fin 522
B Z#HIF openshift-ingress #8226, Operator #21& openshift-ingress fid % 22 & h
<your_ingresscontroller_names-errorpages fp B RS,

ERElE -

I $ oc get cm default-errorpages -n openshift-ingress

finth Bl
NAME DATA AGE
default-errorpages 2 25s ﬂ

BoEBLS AR BI default-errorpages, B4 default Ingress Controller B3E X
¥R (CR) B+,

A aE 8 E EHRAN N TN ERA SRR SRS, HPREMRFREEEEAE L
HTTP $5RACH M NS4 -

XF 503 AE X HTTP B LA CIEmRL -
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$ oc -n openshift-ingress rsh <router_pod> cat
/var/lib/haproxy/conf/error_code_pages/error-page-503.http

X 404 B X HTTP BE A CIEmRL -

$ oc -n openshift-ingress rsh <router_pod> cat
/var/lib/haproxy/conf/error_code_pages/error-page-404.http

Bk B R HTTP faky -

Bl B N AER :

I $ oc new-project test-ingress

I $ oc new-app django-psql-example

XF 503 BE X http FEIFCIGMERY -
I ANFAE A RE.

IZfTLLTF curl Se BN AR R Ui FBREBAENS -
I $ curl -vk <route_hostname>

XF 404 HE X http 53 IR -
VAR EFERNR =B ER.,

IBITELT curl e HHAENERPUIFIRRE NS -

I $ curl -vk <route_hostname>
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4.

F:#& haproxy.config X errorfile B EIEH :

I errorfile

$ oc -n openshift-ingress rsh <router> cat /var/lib/haproxy/conf/haproxy.config | grep

2.2.9.22. % & Ingress Controller & KXFEH

SHEHAFLUXE OpenShift SR ENR KRN FER, EaILEHIIAM Ingress
Controller SRiRE R AEREE,

FRFH

LT BREEB AR T Ingress Controller

Pt

B # Ingress Controller, LLAEEX HAProxy IS KiEHH -

$ oc -n openshift-ingress-operator patch ingresscontroller/default --type=merge -p
"{"spec":{"tuningOptions": {"maxConnections™": 7500}}}'

g

H
[=]

MRIEFE T AT LR IFREHN

spec.tuningOptions.maxConnections {E, /ll HAProxy A5 5,
BERXINSBNEZESE, 1§50 "Ingress Controller BSES &0 i
o

2.2.10. OpenShift Dedicated Ingress Operator Bdi&

THRIFEHNET Ingress Operator B2H4, LUK Red Hat Site Reliability T#2/ii (SRE) {£
OpenShift Dedicated £&f L4 IL4H ¢,

% 2.3. Ingress Operator T {F&]



% 2 = 4% OPERATOR

Ingress 0 HIAECE ?
Scaling Ingress Controller SRE =
Ingress Operator thread count SRE =
Ingress Controller 1j[7] B & SRE =
Ingress Controller 4 i SRE =
Ingress Controller B&H# A SR SRE =
Ingress Controller BEZFFE& SRE =
Ingress Controller X-Forwarded #73k SRE =
Ingress Controller & H %4 SRE =
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25 3 2 OPENSHIFT DEDICATED &8#HIRI4& %5k

L R4 OpenShift Dedicated £ EFIMAM Virtual Private Cloud (VPC) S AL HTFM
BBIANEhE, REAKIFRERATZET. RERRIFENMSEREHZH ERER, AFEEREMN
R R ECE 7] 8,

BT AF e T M IE R E R IE A R ECE,

3.1. T7f# OPENSHIFT DEDICATED 5E$#9P4% 58 ik

L R4F OpenShift Dedicated &I ERIIAM Virtual Private Cloud (VPC) #, s{SHEMMNHT
Mt EA IR, RBRIERBEHETT. XBBTFEEIBERRGFH R REE N &,

% {5/ Red Hat OpenShift Cluster Manager & REEHNI, R7E Virtual Private Cloud (VPC)F
Mli% & ol mE IS F R AR FM ID PP zTEIIRE,

HIERN— SR, EFANTRESREZRNFRN, BRERIERREFMN, LBEREES
2 th Al v LU A

BEMARIEENRE, SFCFEAXRS S, ILRRERIERENSR, SFEARSEERIX.
AR B R R IBAE, MmEERE R SE X,

AR LU BIE SRR F s TRSRIE, XAitEERERNRRIERFNNARE, AXFNzTH
WML ENSR, HSH FIIETHELIE.

3.2. BRIk BRI

RZEIE BB TENEK :

FERXEMRER (VPC).

miAiEEFHMEBET VPC,
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VPC 2/5H T enableDnsSupport.

VPC 2/2H T enableDnsHostnames,

egress AT AWS BhAESERFEH BoahiEEMNmMBRENRO4HE,

3.3. it B RS AIE

INRERH A S MMSEE W EM OpenShift Dedicated £EEBERIAM Virtual Private Cloud
(VPC) Hh, =LAt BshMI4E5SuE,

MREECRERN ST MSEIE, SRNIFPRESEARN, REG, BRI NE, REF
afTE% UL, ARG, BRESTRERESBIMER.

% {5/ Red Hat OpenShift Cluster Manager 5B ZERNIAM VPC I, ErILLATFE Virtual
Private Cloud (VPC) FMi%i& 1l Hi%#: Bypass network verification 358t B35 IE.

3.4. FEhafTRLEIE

& eI LL{# Red Hat OpenShift Cluster Manager Fz%/ ¥l OpenShift Dedicated £E21TRI%E%:
A,

FEREMH
[ ]
&5 — 1 IEM OpenShift Dedicated &%,
[ ]
EREHMAE, EASHmESRAR,
i =
1.
7 AF OpenShift Cluster Manager F AR ERIERE,
2.

M Actions ThI3H shykEE Verify networking,
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% 45 RERISCHHE

MEEAMAR Virtual Private Cloud (VPC), #&waILL{E OpenShift Dedicated LK TEEPHE
KEHERESIHCCHAE, YESRAEN, SROEHAHRBIRATIREKRM, BREBRTA S
TEfiE

RAESHRGHORESENE, SEN AN API TR,

B NERAZE =T (CCS) &A1 OpenShift Dedicated S &5 F{CHEE,

MRFEAKICEENE, ZREAVISHNNAETAY. MRNEBEFRTH, XAERPERaRER
MR,

4.1. BEERESCHE AR EREM

ERESICoHINRE, BoMHRUTER, SEAREZIEPIREGRENEN, XEERE

BREHmEE.

Ea9k P A RBHIEER,

S35 —1IAM Virtual Private Cloud (VPC).

ENEREREI I (CCS) &AL,

CERRI LAY FI4RE¥8 VPC H1 VPC L FFM, thRAEEHEILIM VPC BIEEFLIK VPC %
R-FHEviiA,
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[}
5B VPC i Hiain T LU M= -
o
ec2.<aws_region>.amazonaws.com
o
elasticloadbalancing.<aws_region>.amazonaws.com
o
s3.<aws_region>.amazonaws.com
EEXtmaFEEsen T =5 AWS EC2 API 9iFk, ATFREBERRIGIMARET
RIGNTAE, ELESAHET AWS % RMZRHXLETEKEEE AWS EC2 API, ECERARSS
P MRiFFIRPZRI EC2 APl /A 3L IP it 2R EM,
5
EFEAEREHEAEN, EKJF s3.<aws_region>.amazonaws.com
i BCE KR Gateway,
PIZEEE K
[}
MRENRBERLAMHORE, WAy MEOHE RBRRT, TRERM T XLEHAN
55

R IR HERRLLT OpenShift URL EHRINE :

observatorium- htt WE, ATEEM OpenShift 45 E 2,
mst.api.openshift.com ps/

443
sso.redhat.com htt https://cloud.redhat.com/openshift i s

ps/  f{#F sso.redhat.com FEIEPIIFE T EH;

443 &F* pull secret, F{EF Red Hat SaaS f#
RARKEACIT ., EEEFRMIT RS
B9 %,
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ZEREBIPRRU TR ST 2 (SRE) fIEE URL :

*.osdsecuritylogs.splunkcloud.com tcp splunk-forwarder-operator N —1H

/99 EELLIEA, #RedHat SRE HFEFH
HE 97 SRR,

inputsi.osdsecuritylogs.splunkclou
d.cominputs2.osdsecuritylogs.splu
nkcloud.cominputs4.osdsecuritylog
s.splunkcloud.cominputs5.osdsecu
ritylogs.splunkcloud.cominputs6.os
dsecuritylogs.splunkcloud.cominpu
ts7.osdsecuritylogs.splunkcloud.co
minputs8.osdsecuritylogs.splunkcl
oud.cominputs9.osdsecuritylogs.sp
lunkcloud.cominputs10.osdsecurity
logs.splunkcloud.cominputs11.osds
ecuritylogs.splunkcloud.cominputs
12.osdsecuritylogs.splunkcloud.co
minputs13.osdsecuritylogs.splunkcl
oud.cominputsi4.osdsecuritylogs.s
plunkcloud.cominputs15.osdsecurit
ylogs.splunkcloud.com

http-inputs- htt splunk-forwarder-operator 8 —1H
osdsecuritylogs.splunkcloud.com ps/  &EKiRS, it RedHatSRE AFETH

443  EBER.

=
o
B

AXEAZ S TITH(CCS)ERIA OpenShift Dedicated R ML IS REMH, BB AWS
EMEFAEITH 3 GCP EMEF &I,

4.2. Ht{SERF RIS

MRERMFBANGEERAST, EFEHATUTEK :

PREMEERAIHRETER

WIS (BFEPELEE) asEHAnGEERAarh, BRIH
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B 45 BESISCHAE

IREREIH, FHoOMmEEREAEhBEMIEBHIITRENSIT

S AEHNFMSERA T TR EHEKE

4.3. ARFIEPEENRE

LI AZ I (CCS) (21 OpenShift Dedicated Z22:FIIAR Virtual Private Cloud
(VPC) i, #&eILIARGE HTTP =k HTTPS X3, #&wILA{#EA Red Hat OpenShift Cluster Manager f£%
I EPEERE,

4.4. £l OPENSHIFT CLUSTER MANAGER &3t 2 EdE VIR

MEER OpenShift Dedicated SEEFLZEFIINAM Virtual Private Cloud (VPC) &, #&aLIEA Red
Hat OpenShift Cluster Manager £ &% 2 /5 FEEEERER HTTP =k HTTPS RE, HEREENFEHE
F=iTld (CCS) HERMER S AR,

TR, ERAISIERT LM VPC Ui, ZNEEETMZESIN VPC B, XL SATM
VPC 9% R-FMil,

XA OpenShift Cluster Manager fE Rt 2P ECE LS H A EMIFHLS R, 1ESH Creating
a cluster on AWS with CCS =k Creating a cluster on GCP with CCS,

Hth BHR

{31/ CCS £ AWS LfilE&Es

{81/ CCS 7= GCP LflE5a*

4.5. ZEEREERE

LI AR T (CCS) (21 OpenShift Dedicated ZZ2:FIIAR Virtual Private Cloud
(VPC) i, #&EeILARGE HTTP =k HTTPS X3, #&wLA{#EA Red Hat OpenShift Cluster Manager f£%&
KEECENE,

4.6. {1 OPENSHIFT CLUSTER MANAGER fr & Gl EE

79


https://docs.redhat.com/en/documentation/openshift_dedicated/4/html-single/installing_accessing_and_deleting_openshift_dedicated_clusters/#osd-create-aws-cluster-ccs_osd-creating-a-cluster-on-aws
https://docs.redhat.com/en/documentation/openshift_dedicated/4/html-single/installing_accessing_and_deleting_openshift_dedicated_clusters/#osd-create-gcp-cluster-ccs_osd-creating-a-cluster-on-gcp

OpenShift Dedicated 4 FI%%

& aI LI Red Hat OpenShift Cluster Manager fHE£$5E HICERECE A INE Virtual Private
Cloud (VPC)#EA OpenShift Dedicated k&, EREENFAZF =T (CCS) EEMEHE AR
H,

&5 I LAfSEF OpenShift Cluster Manager EFIIAMERSCHENEREE, M, MRAEBAEMIE
PHANETH, ETEESERHABRAMELE, KESRHENNETHESS.

B

SN HEEEN AR control plane Mt HE TR, ENAREN, S1MRETREN
BFARAFHERSE, FHEHTERS. 80TR8N —EBIES.

EBE— 1 ERAZE =T (CCS) #AH OpenShift Dedicated 5Ef.

EREREE VPC Hh,

it =

7 AF OpenShift Cluster Manager F AR EMIERE,

1£ Networking Tl LR Virtual Private Cloud (VPC) #849F, = Edit cluster-wide
proxy,

£ Edit cluster-wide proxy i+, RENEEEIFE -

EVPHEUTFERZ—HHAE :

EERWM HTTP {$32 URL,

B/ HTTPS AIE URL,
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https://console.redhat.com/openshift

B 45 BESISCHAE

1£ Additional trust bundle FEh, 1Rfft PEM %ifi% X.509 it B, MNRE
EERMANGEEIRE S, EEFE replace file EEEFR. WAARMBIERHT =
RS IE B 5D, MBEGER TLS-inspecting (I, NIEEHANEERS S 4,
BRIEER M BB Red Hat Enterprise Linux CoreOS (RHCOS){S{E 45 & B &
NHEf, TeREEEHLI2EEMHMA http-proxy # https-proxy ZHEXEE, X
NEREEA,

¥ Confirm,

1£ Networking T _EB Virtual Private Cloud (VPC) #4F, RiFE#MNABEEBEREM

Titk,
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%5 5 Z CIDR SEREE X

B ATHELT CIDR SERERFHESTEH.

k

'
£ ] E:

il

c%h BIRRRELEE NS CIDR SEH.

Li5E FM CIDR SERF, H#f{RFM CIDR SERAITE X8 Machine CIDR /1, EFIiRIREEIEE
HES, BiEFM CIDRSEREEE T BEH IP bk AT A PiHAr T4 i .

B

OVN-Kubernetes 2 OpenShift Dedicated 4.14 &~ I5#IhRA< R BRI\ LR LN 7,
ERIBERALUT IP HhhlSEH -
100.64.0.0/16. 169.254.169.0/29,100.88.0.0/16,fd98::/64,fd69::/125, 1 fd97::/64, HIE
IR EHEA OVN-Kubernetes, HAEEER AR PRERIHAL CIDR B X HE
XLt |P Hhh SR,

%fF OpenShift Dedicated 4.17 R EHMIARA, £EEMA 169.254.0.0117 AF
IPv4, fd69::/112 AT IPv6 {ERERIADhETFM. A tRHeRXEsai, MFARAEHE
B, B\ masquerade FRIZ AL,

5.1. MACHINE CIDR

1£ Machine classless inter-domain routing (CIDR)ZErh, EFUNHSRHER T migE IP #hihss
Flo XANEHE®BIISEENIE T (VPC) FMMATA CIDR #hlltSERE., FRASIZESEN, $490 AR
EXRRVE 128 MNibhtay IP i SEE (1A FMFIZE /25) . ZRTAKEERZFRD 256 bk IP
HobtSEFE (fE TR /24)

BOAMEDN 10.0.0.0/16, XASEHERESEMIEERIRL HZE,

5.2. SERVICE CIDR

1£ Service CIDR £Etrh, BAFSUNIRSSTEE IP it SEE, Bl (BEREHEMN) it EEite b
ZHERKN, XFACIE IP bl hZe, SEEWMRHEKR, LENENTENE, iR E5 MEEE
AR R EM A RIRS ES, BRiAN 172.30.0.0/16,
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% 5% CIDRIGHEE X

5.3. POD CIDR

£ pod CIDR FErh, #0104 pod 367E IP HkSE.

Bil (BF2oBH) ibRERS A 2ERN. XFFARE IP it HhR, SERUARBEKX, KL
BN TS, ZIERF RS MERARUINNEAASBRSES. Rl 10.128.0.0/14,

5.4. THRIZ

1 Host Prefix FEHh, EHAIIEESBEATAERIENIERMN pod WFRBIRKE. EHASRETE
BH12389 pod IP Hbiitsth,

i, MRIEMAEISXED /23, MEEHLEEM pod CIDR i SEHE R 2B —4 /123 FM, BRIMEH
123, FotF 512 NERBTRUKREBN TR 512 4 pod (HPHN B BEITRAZR) .
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56 = MKREM

6.1. T fRMIZSSREE API

Kubernetes 124t 7 ¥~ P o A T3l SC e = £ 09ThEE.  fovF A P s fI T P2 SREG A — AN Th g
7 NetworkPolicy APl, XZRTNARFFAZAGMGRZEEES, @it 0l 2 HE E R RS E
P HEapRZEN,

B4 TheER AdminNetworkPolicy, ©HK A API 415k : AdminNetworkPolicy (ANP) API #
BaselineAdminNetworkPolicy (BANP) APl, ANP #1 BANP 2 H&EMMMAEE Ri%ite, LuEide)
BRI SRR HBANER, TR LMERA ANPs SR HICHE{E % F NetworkPolicy X
KA EENRRE, SR TLUER BANP & & 55 HI S al AR RS E R M RIS, 4TFE
i, AP AL NetworkPolicy X REHET. H—ifANR, ANP. BANP FIM%4E5EEE ol LASCHI S22
MRS, EEATATRIFHSER,

OpenShift Dedicated i) OVN-Kubernetes CNI {i Fi i [n] 2l 5115R (ACL)JZ 14 1 B F X B A 2%
$RBg, ACL IZEBM Tier 1 Bl Tier 3 MR T1E4A.

% 1 it AdminNetworkPolicy (ANP)X&R., 28 2 Z:iF{h NetworkPolicy ¥R, 28 3 JiF{h
BaselineAdminNetworkPolicy (BANP)%| &,

Evaluated

AdminNetworkPolicy first

(Tier 1ACLs)

v

No matching ANP ANP pass rule

v v

NetworkPolicy
(Tier 2 ACLs)
Cluster admin Application developer
No matching NP
v
BaselineAdminNetworkPolicy

(Tier 3 ACLs) Evaluated
last

v

BETEE ANP, H4PEEC2 ANP allow =% deny #IlIE, SEEdhiEMIPIA NetworkPolicy
BaselineAdminNetworkPolicy (BANP) X &GF#iITih. H“PLESE ANP pass, iH&E2M ACL HY
1 EBRE 2 2, EHA T NetworkPolicy kg, #HR%A NetworkPolicy 5ii=PCHe, NITEHM
&5 2 F ACL BEI1¥44 BANP M58 3 £ ACL,
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6.1.1. AdminNetworkPolicy #1 NetworkPolicy B X ¥R~ Al E EX 5|

£t

TR T E£E5EHM AdminNetworkPolicy API fl4s 4 Z2[A]5E F NetworkPolicy API Z RIEEKX

il

RBEITR

&R~

AU PN

SRBE AR EIALII L e

SRER LM

ThEEL SRR

ICEE pod £

SRHORE

SBRAORE

2R EE A (FQDN)WEZ#H

R 2 A FER

6.2. PALE SRR

6.2.1. XTF ML RN

AdminNetworkPolicy
SHEENANFRTIE
Cluster

XS L Deny #IFIZE N
i,

5 Pass #1FEF— DN,

TS E R Allow action EE&E N
FL,

BURT B THIE ANP FRBJJI
o MMNITEMLAE RS HALER

o

il

1£ ANPs /1, priority FEX X BT
B, SRE&ILSEMBARBI S
WAL IR,

BH@id 12 ACL 1 BANP ¥
&, =@ 32 ACL ¥4,

B LATE A 45 22 7] iz [A] B2 FR A B B9 AL
i,

@it TR HILE &

P FF

A FF

XA
namespaces.matchLabels =
BRIt Ten B 2 I B S P £

NetworkPolicy
EZEEMEE
namespaced

TESRBE AR @ E 5 Deny fRE
%,

Not applicable

AT ML B2V ER 2 allow,

M2y

SR 2 (MR B REEHEE.

1£ ANP #1 BANP 2 B4 & 52 H,
E1&7E ACL JZ 2 it T4,

A LATE i —ap B 22 (R AR B pod &2 [H]
Rz A BB AL

@it ipBlock FEELKRESZH
CIDR R,

T FF

A FF

¥ ##{# FH namespaceSelector
FEXRE TR 422 A5
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ERFrAE, EAILUE LRI RBR ISR pod HIRE.

6.2.1.1. X F ML EIE

B 82 MR NetworkPolicy ¥4,

HKIERT, BiEHDMAAE pod #a#HM pod MWL iE=iA, EE—PUEBREE—IHZHD
Pod, #&eILIfEIZY1H # I NetworkPolicy X &EiERAVFHALER. UiHEME G °ILEH SR

ME—1 pod H—1=% 4 NetworkPolicy X &RHEEFSRCES, 2% pod FRESZEVHHH
—4 NetworkPolicy X R ITHIERE. KR#BEMR NetworkPolicy X &RiEFEH pod RILASE R,

P2 RS GEATF TCP. UDP. ICMP #1 SCTP thill, HfbihilFE&ZRISmm,

g

H
[=]

PIZESRIE A& F ENMMB a2 M, J5AENMLER Pod 732 R%E SRB& HLN|
i, B2, EFET host-networked pod H pod £ 32 Tl 4% SRBE LI B S0,

2% SRR T PR AE SE B localhost Sk B HE BT ik

i

LUF 7R NetworkPolicy ¥ &ER T X RHARAMESR -

IBERMARE :

ZHEHBARANELERE, FRM— P EERHA pod BREZEMGRERN NetworkPolicy
MR -

kind: NetworkPolicy

apiVersion: networking.k8s.io/v1
metadata:

name: deny-by-default
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B eoE MuREM

spec:
podSelector: {}
ingress: []

KR F¥F OpenShift Dedicated Ingress Controller B4 :

E(FEWIH R iF OpenShift Dedicated Ingress Controller BI7%#E, ERMLLT
NetworkPolicy X%,

apiVersion: networking.k8s.io/v1
kind: NetworkPolicy
metadata:

name: allow-from-openshift-ingress
spec:

ingress:

- from:

- namespaceSelector:
matchLabels:
network.openshift.io/policy-group: ingress

podSelector: {}

policyTypes:

- Ingress

RiFEZHE S pod BY%FEE -

B

ERITFR—MmAZ A PFK hostNetwork pod BIA UL ERE, EEERT allow-
from-hostnetwork $kB&5 allow-same-namespace RBg—i2i A,

Z{f pod EZR—iHhH pod BiER, BIRAHMTIBPMEA pod BERE, HRMEL
T NetworkPolicy {4 :

kind: NetworkPolicy
apiVersion: networking.k8s.io/v1
metadata:

name: allow-same-namespace
spec:

podSelector: {}

ingress:

- from:

- podSelector: {}
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NARFET pod t+Z58 HTTP #1 HTTPS & :

B HARERS (LT REIHH role=frontend) B pod {3 A HTTP #1 HTTPS i,
AN TH NetworkPolicy X% :

kind: NetworkPolicy
apiVersion: networking.k8s.io/v1
metadata:
name: allow-http-and-https
spec:
podSelector:
matchLabels:
role: frontend
ingress:
- ports:
- protocol: TCP
port: 80
- protocol: TCP
port: 443

A RZEEH pod EFERESEE :

Tl HAE AR A ZE R pod 28R ITECRZE 5 &, 15w LS AR LU T
NetworkPolicy %% :

kind: NetworkPolicy
apiVersion: networking.k8s.io/v1
metadata:
name: allow-pod-and-namespace-both
spec:
podSelector:
matchLabels:
name: test-pods
ingress:
- from:
- hamespaceSelector:
matchLabels:
project: project_name
podSelector:
matchLabels:
name: test-pods

NetworkPolicy X & 287K ; W2V, EaILIHE %4 NetworkPolicy X &K B 8 Z:rp%%
=K,

Fln, *FFLLERBIFE LE NetworkPolicy X%, EalLAfER—4 TiH#5E X allow-same-
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B eoE MuREM

namespace # allow-http-and-https B8, AL, IFHHERE role=frontend B pod #3285 —RE&FT
RUFREAER:, B, im0 tkBR—maZ RGN pod MR, LIKkinO 80 1 443 ERRBER
g ZejE s pod MEHEE,

6.2.1.1.1. {8 allow-from-router %% 5EB&

{EALLTF NetworkPolicy AN ERRE, MAEERASREKE :

apiVersion: networking.k8s.io/v1
kind: NetworkPolicy
metadata:
name: allow-from-router
spec:
ingress:
- from:
- namespaceSelector:
matchLabels:
policy-group.network.openshift.io/ingress: ﬂ
podSelector: {}
policyTypes:
- Ingress

policy-group.network.openshift.io/ingress:"" }72%%¥ OVN-Kubernetes,

6.2.1.1.2. & allow-from-hostnetwork P45 sERE

ZAINLLT allow-from-hostnetwork NetworkPolicy * &REEF 3B EHML pod K7 E,

apiVersion: networking.k8s.io/v1
kind: NetworkPolicy
metadata:

name: allow-from-hostnetwork
spec:

ingress:

- from:

- namespaceSelector:
matchLabels:
policy-group.network.openshift.io/host-network: "

podSelector: {}

policyTypes:

- Ingress

6.2.1.2. {81 OVN-Kubernetes M4 i@ (k1 4% S Rg
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90

HIOTHERIRIZE RIS, HESELUTER -

X FEHHHR spec.podSelector spec FIM%EKRE, AT HE %1 ingress 3 egress HL
H— PRI RIE A ingress =X egress FEMNZ ML RISE =3,

#1ET podSelector =% namespaceSelector spec [ ingress =% egress HlI& 4k —
M OVS Fi¥E, ©E5HMLERIEEREMN pod BE + H ingress =k egress M pod HE K
HHIRL, =iFEAE— NN UEREMRR pod B podSelector =
namespaceSelector #li&, TAEHEA pod BIIEELIMAGHLII,

i, LUTSREBEESH AN -

apiVersion: networking.k8s.io/v1
kind: NetworkPolicy
metadata:
name: test-network-policy
spec:
podSelector: {}
ingress:
- from:
- podSelector:
matchLabels:
role: frontend
- from:
- podSelector:
matchLabels:
role: backend

LU SRB& SRS B AL 5 LU 48 R A

apiVersion: networking.k8s.io/v1
kind: NetworkPolicy
metadata:
name: test-network-policy
spec:
podSelector: {}
ingress:
- from:
- podSelector:
matchExpressions:
- {key: role, operator: In, values: [frontend, backend]}

HRMIERE{E RERT spec.podSelector spec, MERRMIMLEEIEGHERM ingress =

egress Hll, NgIE—A 4 A@MAK spec.podSelector spec FATREBRANE, HlM, LUTHA
RIEA R RBH
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apiVersion: networking.k8s.io/v1
kind: NetworkPolicy
metadata:
name: policy1
spec:
podSelector:
matchLabels:
role: db
ingress:
- from:
- podSelector:
matchLabels:
role: frontend
apiVersion: networking.k8s.io/v1
kind: NetworkPolicy
metadata:
name: policy2
spec:
podSelector:
matchLabels:
role: client
ingress:
- from:
- podSelector:
matchLabels:
role: frontend

LU P2 SRBESHX B R R B A4 9 — 4 -

apiVersion: networking.k8s.io/v1
kind: NetworkPolicy
metadata:
name: policy3
spec:
podSelector:
matchExpressions:
- {key: role, operator: In, values: [db, client]}
ingress:
- from:
- podSelector:
matchLabels:
role: frontend

HBRBESNERERRT I —DRFESRN, SN AER . MBREREETARENIRE,
AT REFEEN AL L. FXERERT, 65 BRI R A — SR,

6.2.1.3. G54 H
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Ulp=TEAS o

6.2.2. BIERMILS SRR

YE8BA admin AEMAF, ERILUy 684 22 (6] 6 22 RI2% SRS,

6.2.2.1. <fl NetworkPolicy &

T3 fERE T =4 NetworkPolicy %R :

kind: NetworkPolicy
apiVersion: networking.k8s.io/v1
metadata:
name: allow-27107 ﬂ
spec:
podSelector: 9
matchLabels:
app: mongodb
ingress:
- from:
- podSelector: G
matchLabels:
app: app
ports:
- protocol: TCP
port: 27017

NetworkPolicy % RIHI&FR,

2]

R SRBE S FAEIM pod BUERSR. SRE&XTR REEEEEE X NetworkPolicy X R B iy
pod,

©

SR RAVTFMPAORERN pod LEMERESR. KRS NetworkPolicy 7ER—fp 22 [H
f i pod PLEC,

L4

EZREN—1 S BiraOMNIEK,
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B eoE MuREM

6.2.2.2. {#1[ CLI M RIS

FE AN SRR R R pap R 2RI RFRA O ORMSRE, Er L8 — PSR,

MREREA cluster-admin ARKAF &R, Nl LIEEEHREM S 2 df)
B ERIE,

S B A% NetworkPolicy X REMZEIEH, 1 OVN-Kubernetes M%&1@#, FHiXiE
mode: NetworkPolicy.

B2 %% OpenShift CLI (oc) .

R LMER BA admin BRI - SFERISKE,

IRE R SR N AR s R ZE ],

Y=

BIEESRBEAL -

BIE—4 <policy_names.yaml X4 :
I $ touch <policy_names.yaml

Hep:

<policy_name>

5 7E P2 SRS ST
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R F BRSO E SCRZ%SRREE, M TFHIRTD

B4k AmARAZERBRIAA pod MAORE

XR—PEFNERE, BHiEAEHRLZRIEAT R THES pod RELUAKAARE pod
ﬂgﬁo

kind: NetworkPolicy
apiVersion: networking.k8s.io/v1
metadata:
name: deny-by-default
spec:
podSelector: {}
policyTypes:
- Ingress
ingress: []

RIFRBMARAZEPRMA pod MAOGRE

kind: NetworkPolicy
apiVersion: networking.k8s.io/v1
metadata:

name: allow-same-namespace
spec:

podSelector:

ingress:

- from:

- podSelector: {}

RIFMEFES R ZRHE— pod MAOGE

IR Se VT RE MIE namespace-y HiZTHASREEIFRIC pod-a B pod,

kind: NetworkPolicy
apiVersion: networking.k8s.io/v1
metadata:

name: allow-traffic-pod
spec:

podSelector:

matchLabels:

pod: pod-a
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B eoE MuREM

policyTypes:
- Ingress
ingress:
- from:
- namespaceSelector:
matchLabels:
kubernetes.io/metadata.name: nhamespace-y

BT T e 5 SR OB P4 SR AT &R -
I $ oc apply -f <policy _names.yaml -n <hamespace>

Hep:

<policy_name>
15 7E L4 SR S
<namespace>

% RN RAS LA A ZERATENGRERPEN, EREREERRAZER,

i

I networkpolicy.networking.k8s.io/deny-by-default created

N
al

MR cluster-admin FBRE XTI web #2HlE, EaLLUAREERPNEAG S
ZejE L YAML =% web 164 TR O 2R 2% SRR

6.2.2.3. BB IE4E A L% SR

XR— P EARRREE, B HAEEMLERIEA TS REUAMNMAEE pod M4, iR HIE
2RI\ deny-by-default $&i&,
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MREREA cluster-admin ABRKAF &R, Nl LELERHREM S 2 df)
B M4 RBE,

TR

LB AR NetworkPolicy X REMZEIEH, 1 OVN-Kubernetes M%&i@#, FHiXiE
mode: NetworkPolicy.

B2 %% OpenShift CLI (oc) .

R LMER BA admin FBRAIA - SFERIKE.

IRE R SRS N AR s R ZE A,

it

BIELLF YAML, LLE L deny-by-default 3kBg, LAE4imA & ZEAIMIARA pod MALO
FiE, I YAML £%Z deny-by-default.yaml X :

kind: NetworkPolicy
apiVersion: networking.k8s.io/v1
metadata:
name: deny-by-default
namespace: default ﬂ
spec:
podSelector: {} 9
ingress: []

namespace : default it RBEEBE S default dp 4 Z2H],

2]

podSelector: HZE, XEKKEESMA pod i, Ak, ZKIEEHT default 8
Ze[Al AT A pod.

©
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BRABIBRE ingress i, X2SBUZ ARREEFEMA pod,

i A LUT o5 R P SR

I $ oc apply -f deny-by-default.yaml

i

I networkpolicy.networking.k8s.io/deny-by-default created

6.2.2.4. BIEMLZRIELLAR IR AN EBE P bR E

{#/ deny-by-default $lg, ErILRSRCERDE, ARITMARBE W AIRE app=web & pod

B E.

MREREAF cluster-admin ARKAF &R, Nl LIEEEHREM S 2 df)
B ERIE,

RELU TS REERE, DEBEMARBRMAITAEIRS, Z{#EA Load Balancer Vilf] pod. RE
BHR%E app=web i pod FRiFHE,

FoRFMH

B+ NetworkPolicy X REIMZEIEH, 0 OVN-Kubernetes %% a4, FHi%iE
mode: NetworkPolicy.

B2 %% OpenShift CLI (oc) .
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[ ]
eI LMERBA admin BRI - SFERIKE,
[ ]
IR SRS T N A BIAg e B 22 A eh,
AR

fERTREg, Ll M A E BRI ES A 71 #5398 83757 pod. 1 YAML &% web-
allow-external.yaml 3C#F :

kind: NetworkPolicy
apiVersion: networking.k8s.io/v1
metadata:

name: web-allow-external

namespace: default
spec:

policyTypes:

- Ingress

podSelector:

matchLabels:
app: web
ingress:

-{}
i A\ LU an 45 L P SR -

I $ oc apply -f web-allow-external.yaml

i

I networkpolicy.networking.k8s.io/web-allow-external created

RBAVFREMAHRINAR, 8B TEMRNARRE
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B eoE MuREM

OpenShift cluster

i o app = foo
s . 9
' i
! ] i
! 1
1
]
RHEL client !'
!
! o app = bar

MREREA cluster-admin ARKAF SR, Nl LIEERHREM S 2 df)
ML REE,

BREUTHSREEARTFMAARAZRPNAA pod RERREN AEFHHRE,

AR

S B A NetworkPolicy X REIMZEIEH, 1 OVN-Kubernetes %% i@#, FHiXiE
mode: NetworkPolicy.

[}
B2 %% OpenShift CLI (oc) .
[}
EeI LU EAEAR admin HBRBI A P EFGEIKE.
[}
IR FILE SRR N A BIR dp 44 22 R] h,,
Pk

BIEE—AN R, ARVFMATARAZEHPIMMAE pod RERRNENMA. & YAML FF web-
allow-all-namespaces.yaml 34+ :
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kind: NetworkPolicy
apiVersion: networking.k8s.io/v1
metadata:
name: web-allow-all-namespaces
namespace: default
spec:
podSelector:
matchLabels:
app: web ﬂ
policyTypes:
- Ingress
ingress:
- from:
- namespaceSelector: {} 9

(U SEBE N AE default fpf22[A 9 app:web pod.

2]

PR R 22 A P E9FTA pod,

BIAERT, MBEAIE T #E namespaceSelector A 2L F A4
2o, XEHRE R R AT ML RIS ERN G R RINAEE,

i A LUT 65 S P SR

I $ oc apply -f web-allow-all-namespaces.yami

i

I networkpolicy.networking.k8s.io/web-allow-all-namespaces created
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% 6= ML stt
BALL T 65 1E default S8 222 Fh/5 5 web RS :

I $ oc run web --namespace=default --image=nginx --labels="app=web" --expose --

port=80
2.
IBfTLL PR 1E secondary fp 22 (AR ERE alpine Bif&kFF/E3) shell :
I $ oc run test-$RANDOM --namespace=secondary --rm -i -t --image=alpine -- sh
3.

# shell HzfTUAT oS, HUREERFFHK :
I # wget -qO- --timeout=2 http://web.default

iUk

<!DOCTYPE htmi>

<html>

<head>

<title>sWelcome to nginx!</title>

<style>

html { color-scheme: light dark; }

body { width: 35em; margin: 0 auto;

font-family: Tahoma, Verdana, Arial, sans-serif; }
</style>

</head>

<body>

<h1>Welcome to nginx!</h1>

<p>If you see this page, the nginx web server is successfully installed and
working. Further configuration is required.</p>

<p>For online documentation and support please refer to
<a href="http://nginx.org/">nginx.org</a>.<bt/>
Commercial support is available at

<a href="http://nginx.com/">nginx.com</a>.</p>

<p><em>Thank you for using nginx.</em></p>
</body>
</html>

6.2.2.6. BIEMZREE, RITM—rRZERPINARFIAS
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MREREA cluster-admin ARKAF &R, Nl LEEEHREMR S 2 df)
B ERIE,

REBUTSEREARTFMNEERZZ R D IIHA app=web F75 8 pod HIEEE, EREESEHTUT
e

FRERBI B L T BRI B ZEH,

FRARENFEMGEANEZETE, DMYaT6eEZEHPRIUER.

=55

B+ NetworkPolicy X REIFZEIEH, 0 OVN-Kubernetes %% a4, FHi%iE
mode: NetworkPolicy.

B2 %% OpenShift CLI (oc) .

R LMER B A admin BRI - SFERIKE.

IRE R SRS N AR s R ZE [,

BE—ANERE, RVrkBREmAZEPRA pod WRE, HIFEH
purpose=production, ¥ YAML {ff7F%I web-allow-prod.yam| 3 {4 :

kind: NetworkPolicy
apiVersion: networking.k8s.io/v1
metadata:
name: web-allow-prod
namespace: default
spec:
podSelector:
matchLabels:

app: web ﬂ

102



B eoE MuREM

policyTypes:
- Ingress
ingress:
- from:
- namespaceSelector:
matchLabels:
purpose: production g

g SRBE R A default s Z2[AIFEY) app:web pod,

2]

REMRFINEGIRE purpose=production B 22 pod.

2.
WAL 6o B A SRS -
I $ oc apply -f web-allow-prod.yaml
Tl R
I networkpolicy.networking.k8s.io/web-allow-prod created
1.
BMALLT 5 1E default s5 & Z2H H /53 web RS :
$ oc run web --namespace=default --image=nginx --labels="app=web" --expose --
port=80
2.
BT T iR 3 0IE prod R Z8)H] -
I $ oc create namespace prod
3.

BITLL R a4 kRic prod fp 22| :
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I $ oc label namespace/prod purpose=production
BT T ek AR dev AR ZE(H :
I $ oc create namespace dev
BITLL R e 4 3kARiC dev s 22| :
I $ oc label namespace/dev purpose=testing
BT T H1E dev tp &R ZE A hERE alpine HitkIF/E ) shell :
I $ oc run test-$RANDOM --namespace=dev --rm -i -t --image=alpine -- sh
£ shell FiE1TLA TG, FHUBRIFRISEHEL -

I # wget -qO- --timeout=2 http://web.default

gk ik

I wget: download timed out

BITLATFa4%, 7E prod 22 [AhERE alpine HitkIF/E3) shell :
I $ oc run test-$RANDOM --namespace=prod --rm -i -t --image=alpine -- sh
1t shell PETUTRS, HUREERTEK :

I # wget -qO- --timeout=2 http://web.default

gk ik
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<!DOCTYPE htmi>

<html>

<head>

<titlesWelcome to nginx!</title>

<style>

html { color-scheme: light dark; }

body { width: 35em; margin: 0 auto;

font-family: Tahoma, Verdana, Arial, sans-serif; }
</style>

</head>

<body>

<h1>Welcome to nginx!</h1>

<p>If you see this page, the nginx web server is successfully installed and
working. Further configuration is required.</p>

<p>For online documentation and support please refer to
<a href="http://nginx.org/">nginx.org</a>.<bt/>
Commercial support is available at

<a href="http://nginx.com/">nginx.com</a>.</p>

<p><em>Thank you for using nginx.</em></p>
</body>
</html>

6.2.2.7. fiF OpenShift Cluster Manager {45 5BE

B NSNS R R hap R 2RI RFRA O ORMSRE, Er LB — PSR,

SeRFH
[}
2 & kiE OpenShift Cluster Manager.
[}
1EBIE T OpenShift Dedicated &%,
[}
ENENEESHIRIUER,
[}

RENR KA RMBREN S HRHER .
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OpenShift Dedicated 4 FI%%

#&1£ OpenShift Dedicated £&fhfilEE— 4 TiH,

it 3
1.
#£ OpenShift Cluster Manager H s R Zijjn| LT,
2.
= Open console LU/t A ¥l OpenShift Web #£#l5.,
3.
REHBRHUER, FRUEMNEIIELIERBIEH.
4.
FHAEEGMA, 7£ Networking T NetworkPolicies.
5.
= Create NetworkPolicy,
6.
£ Policy name R, RELRIEHIETR,
7.
ik - MRLFERIGER TN HZMNMEEN pod, EATLUNREE pod IRERE LS.
RSB EFRE pod, NILRIE &M TFER#HPMMA pod.
8.
ok : #Ra LGB R Deny all ingress traffic & Deny all egress traffic £ %HE3PR1IEFT
AAO0MEORE.
9.
EARLAMAOMEOHNMESHSE, RATFEEREEIENKRO. PERZER IP R,
10.

HEIERISRBE T AN A TSR] -

PEFE Add ingress HLlIskBCEFHNI, LEiRVFIE Add allowed source FhiZEH Ffll
BE— 1M Ingress rule 17, AT EEEMMBRHIAMRE., FThI3 AR =ETRH
ERALORE :

Allow pods from the same namespace i 2RHE N EIR—tp A2 PK
pod, fEEILATEMR&ZEHPHEE pod, BIFILETEZE R VKB %4 ZEHPRREA pod
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B eoE MuREM

Allow pods from inside the cluster 5 2R HIE 5 KIEERMER M pod,
EA R EERTFALRENGZZHH pod. FILETE Lk A LERPRER
A ZEEF pod BAULRE,

Allow peers by IP block BR#IHEETLFEIREH (CIDR) IP RRERE, ErTLEA
BIA LRI REER IP, ¥ CIDR FEXBZEAVFATA N EBRENMA AR E.

LA ARERF VRO, MRERFIMEMEGRD, WS LA A s
Do

1.
HER P SRIE ANt O

PefE Add egress rule SEECEH NI, LIRERBIE—NFHE Add allowed
destination"* FHI3Z R Egress #ll 17, ERIFEREEMFRRGIHIGRE, ThHiR
PE=ANETCRRHFIEMHORE -

Allow pods from the same namespace 5 k7 £ R B0 R —fp & 22 [ h i
pod. ERILAfE &2 AIRIERE pod, {BFFILETIRZfVrk B %M &2 HFIIFE pod

B E,

Allow pods from inside the cluster ;i =R HIE 5 REEHERNEHFHH pod,
B EEARFHILAEENMZZZHH pod., FHXMMETBEERFEBLERP A
LR 2R GRS pod R bR E,

Allow peers by IP block BR#I#5E CIDR IP Hi7E, eI LU FFIS %R 1E
REM IP. ¥ CIDR PEBERITAANIBRERHILTEE,

LU ISR E ROV RO, MRERFINEMEGRO, WSS LAY A
Do

6.2.3. EEMLREE

LEA admin ABHNAF, A LEE S 2[R BIMLHEE,
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6.2.3.1. =fl NetworkPolicy X%

TR T =4 NetworkPolicy %R :

kind: NetworkPolicy
apiVersion: networking.k8s.io/v1
metadata:
name: allow-27107 ﬂ
spec:
podSelector: 9
matchLabels:
app: mongodb
ingress:
- from:
- podSelector: 6
matchLabels:
app: app
ports:
- protocol: TCP
port: 27017

NetworkPolicy % &RHI&FR,

2]

kSRR N AR pod BOERESR. SREBEXTR REELFEE X NetworkPolicy % &% H # i
pod,

©

SEBNRATMPAOREN pod LEMERSR. KRS NetworkPolicy 7ER—fp 22 [H]
f i pod PLEC,

L4

EZREN—IHZBirmOKNIIR,

6.2.3.2. [ CLI HEE MR

5] LURS 7 fip 45 22 (7] o B P 48 SR
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MREHREAF cluster-admin AARKNAF &R, EolIESEHPIT M L R,

AR
[
B2 %% OpenShift CLI (oc) .
[
el LAEFE A admin FIBRI A - SFEEIKE.
[
IR IE ML SRR e ee & 22 (] rh,
it 3

Bt 645 22 (7] o B9 B £ SR -

BEHEBRAZEPE IR RIEN R, HHALL TGRS

I $ oc get networkpolicy

ik . BRERENMSERE, HRALTRS
I $ oc describe networkpolicy <policy_name> -n <namespace>

Hep:

<policy_name>
B ER AR RIEN A TR,

<hamespace>

A RN RES SRR ZERAFRNGEERPEY, FREREEREE
I‘Eﬂ o
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fign -

I $ oc describe networkpolicy allow-same-namespace

oc describe #5895 H

Name: allow-same-namespace
Namespace: ns1
Created on: 2021-05-24 22:28:56 -0400 EDT
Labels: <none>
Annotations: <none>
Spec:
PodSelector: <none> (Allowing the specific traffic to all pods in this
namespace)
Allowing ingress traffic:
To Port: <any> (traffic allowed to all ports)
From:
PodSelector: <none>
Not affecting egress traffic
Policy Types: Ingress

4

il

MEEFEA cluster-admin FBRE XTI web #2HlE, EaLLUEREERPNEAG S
Zejal L YAML =% web HI& MR EE ML KRR,

6.2.3.3. [ OpenShift Cluster Manager 7 & P4 5RBE

& T LIFE Red Hat OpenShift Cluster Manager 7 & M4 RIRMACE 115,

AR

[}
2 & FiE OpenShift Cluster Manager.

=BT OpenShift Dedicated &%,
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B eoE MuREM

ENEHEESNRMER.

FER AP IK A RBERREN SRR,

RO T PILE SRS,
it 3

1.

M OpenShift Cluster Manager Web 1®#&5 8 Administrator #1f, £ Networking F =
NetworkPolicies.

2.
R e =i TIEAY 5 R

3.
1£ Network Policy i#1ETImEA, EeILIEFFAEXA DML ORI,

4.

PEFEMIZE IR ETE £ YAML L YAML I8 BB FRIZACE,

EREEERX LRI, SRS X s,

~

6.2.4. fiHIBRMIZS SRS

LIEA admin ABIAF, LM 5 Z2 (A dhfl BREIL: SRBg.

6.2.4.1. fFH CLI fHBRPALE SRRE

120 LA B 6 2 Z2 (7] ch B B 28 SRt

MREREAF cluster-admin ABRKAF &R, &0 LUHBRER ch Ol P24 SRR,

m
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AR

S B A% NetworkPolicy X REIMZEIEH, 1 OVN-Kubernetes M%&1@#, FHiXiE
mode: NetworkPolicy.

B2 %% OpenShift CLI (oc) .
el LAEFE A admin FBRI A - SFGEIKE,

MR RIE TR e B ZE A,
i =
EHBRPIZASRBEN R, ERALL TGS
I $ oc delete networkpolicy <policy _name> -n <namespace>
Hep:

<policy_name>
5 7E P24 SRR B & 7R
<namespace>

A RN RAES Suiee R EAFRNGAZERPEY, FREREEmRZER,

i

I networkpolicy.networking.k8s.io/default-deny deleted
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NR{EFA cluster-admin HBREXE] web #HlE, EelLUEFEIESERE ELL YAML =X
3BT Actions FH M web FeHlE dh B SRBE I BR P 2% SR B,

.'--)

6.2.4.2. fiF OpenShift Cluster Manager JlHB&PI4% SBE

120 LA B 6 4 Z2 (7] ch B B 2 SRt

[} =355
[}
2 &kiE OpenShift Cluster Manager.
[}
=BT OpenShift Dedicated &%,
[}
ENEHEESHIRIUER,
[}
HENA KA RNDIREN S B IRUERF D,
iz

M OpenShift Cluster Manager Web 1##&5#) Administrator #1f3, £ Networking F ==
NetworkPolicies.

{55 R LU 75 SR I BRAZ B9 P 2% SR

M Network Policies & llipasERS :

1£ Network Policies &, EFEEMRAMLZRIETHHERIEE, RER
Delete NetworkPolicy.

{5 ARSI 4 SRBR IR Y Actions T HISZHAMBRSRRE
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OpenShift Dedicated 4 FI%%

S EREAY Actions THIEH,

MFEHhi%$F Delete NetworkPolicy,

6.2.5. (F M4 RIRACE S/ FRE

EOVSRBFETE R, EnLIACE R4S SRS LU % - LR HLRR RS ThaE.

MAT A E ML SRS, 24t TS5 OpenShift Dedicated IR AR A OpenShift
SDN & EX R LML EEE.

_,f"

6.2.5.1. ML KIRRCEZ A RE

EULRREYH, SEHSHMTE®RZERBE pod MRS S E.

=S5

B A NetworkPolicy X REIMZEIEH, 1 OVN-Kubernetes %% i@#, FHiXiE
mode: NetworkPolicy.

B2 %% OpenShift CLI (oc) .

R LMER B A admin FBRAIA - SFERIKE.

it =

BIEELLF NetworkPolicy X4 :

47 allow-from-openshift-ingress HIEEE,

$ cat << EOF| oc create -f -
apiVersion: networking.k8s.io/v1
kind: NetworkPolicy

14
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metadata:
name: allow-from-openshift-ingress
spec:
ingress:
- from:
- namespaceSelector:
matchLabels:
policy-group.network.openshift.io/ingress: ""
podSelector: {}

policyTypes:
- Ingress
EOF

policy-group.network.openshift.io/ingress: """ & OVN-Kubernetes
BB p 4 28 A] R 2R PR

#77 allow-from-openshift-monitoring BIZEHEE :

$ cat << EOF| oc create -f -
apiVersion: networking.k8s.io/v1
kind: NetworkPolicy
metadata:

name: allow-from-openshift-monitoring
spec:

ingress:

- from:

- namespaceSelector:
matchLabels:
network.openshift.io/policy-group: monitoring

podSelector: {}

policyTypes:

- Ingress
EOF

477 allow-same-namespace HRBE :

$ cat << EOF| oc create -f -
kind: NetworkPolicy
apiVersion: networking.k8s.io/v1
metadata:

name: allow-same-namespace
spec:

podSelector:

ingress:
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- from:
- podSelector: {}
EOF

47 allow-from-kube-apiserver-operator B5RBE :

$ cat << EOF| oc create -f -
apiVersion: networking.k8s.io/v1
kind: NetworkPolicy
metadata:
name: allow-from-kube-apiserver-operator
spec:
ingress:
- from:
- namespaceSelector:
matchLabels:
kubernetes.io/metadata.name: openshift-kube-apiserver-operator
podSelector:
matchLabels:
app: kube-apiserver-operator
policyTypes:
- Ingress
EOF

METRBEZIFMER, ESH Frlkube-apiserver-operator Webhook #2355 1uE
Webhook BRI BRI,

AIE - ERIAYNEIT E P E SRR, HRAL TGRS -

I $ oc describe networkpolicy

i

Name: allow-from-openshift-ingress
Namespace: examplel
Created on: 2020-06-09 00:28:17 -0400 EDT

Labels: <hone>
Annotations: <none>
Spec:

PodSelector: <none> (Allowing the specific traffic to all pods in this namespace)
Allowing ingress traffic:
To Port: <any> (traffic allowed to all ports)
From:
NamespaceSelector: network.openshift.io/policy-group: ingress
Not affecting egress traffic
Policy Types: Ingress
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B eoE MuREM

Name: allow-from-openshift-monitoring
Namespace: example
Created on: 2020-06-09 00:29:57 -0400 EDT
Labels: <hone>
Annotations: <none>
Spec:
PodSelector: <none> (Allowing the specific traffic to all pods in this namespace)
Allowing ingress traffic:
To Port: <any> (traffic allowed to all ports)
From:
NamespaceSelector: network.openshift.io/policy-group: monitoring
Not affecting egress traffic
Policy Types: Ingress

17



OpenShift Dedicated 4 FI%%

88 7 2 OVN-KUBERNETES W% {&#

7.1. XF OVN-KUBERNETES W% & #+

OpenShift Dedicated 2 B2 AT pod AR S5 MI%E,

Red Hat OpenShift Networking B9—&B4>, OVN-Kubernetes R%&3E{#F =2 OpenShift Dedicated i
EIAMLEHLLEE, OVN-Kubernetes &F Open Virtual Network (OVN) , SR#tT—4ET overlay
IS SCH, {8 OVN-Kubernetes i#HBRE A EE AT = _EiZ4T Open vSwitch (OVS), OVN &
AT R EECE OVS KLU ABAMML A E.

OVN-Kubernetes 2 OpenShift Dedicated #1¥.77 22 OpenShift SBZHIERIA PRI R
hx.

OVN-Kubernetes (kB OVS %iH) ERZHEHRMNSMH, MABCRAMN, LUEERIES BT RMLEE
AR, MEEZEL, 1§50 Open Virtual Network Fih,

OVN-Kubernetes & OVS B—XRFIsrir 2, ATFRENMLEERERH ) OpenFlow #L
M, OpenFlow 22— AT 5MZEZHHMEEHIBENIY, FmBEsl L% & LRR% R ERRe
2R, LEREEREAREEE. SENRIERLRENR.

OVN-Kubernetes 124t 7 OpenFlow Rt E % 5%TheE. OVN ZiFoHmELRE. 2HNEZHR
B, vilaliedl. ShAENEBPH(DHCP)H DNS, OVN 752 R Lia X ERKE, SiIFRAT
Fi7. B, MREF—A pod §§ DHCP iFK A X BIM%E £ DHCP BRS538, NIE K dh g2 5 At
Al Bh OVN-Kubernetes b EEBUIR S, LAMEARS 2 AT LA PIX. DNS iR558s. IP HutfIHMESR

OVN-Kubernetes 811 R LizfT— 1 srirdti2. BUEAEF OVN RIS EETINHESE, 81T
3Z§789 OVN #4123, OVN ?“%'J%EEF = Xt Open vSwitch SPF R THIZ, ML IREE
FFIhee - O IP, BAANS. BEHER. EAML%. IPSEC INZE. IPv6 . MR HR. MZEIEA
& EHHENZE,

7.1.1. OVN-Kubernetes H#Y

OVN-Kubernetes % iE#H=R— 1R, ZhaE5T £ Kubernetes CNI &+, ©1#H Open Virtual
Network (OVN)RERM4E R E. OVN zE—A*iIZﬁZi Sfthra R X ELER AR, OVN-
Kubernetes M%&iE#EFALLTHA -
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% 7 % OVN-KUBERNETES M4&iH4

OVN EE ML & .

Kubernetes R4 5RIEZ AR, SiEAOFME ORI,

B AR EME R (Geneve) MY, TIAREL AT BEIEM(VXLAN), LIET =2 Bz
=,

OVN-Kubernetes M2 ia#E LA TIhEE -

B LLZ4T Linux #l Microsoft Windows T Bl B & LR, WIMEM N EES M,

TSR BUR IR M EHL I A8 55 (CPU) HIE BIFR A MM £ FBUE LB $ 55 (DPU), XFR
Jy fE#EEI# (hardware offloading) .

IPv4-primary MUM%%, #£#24l. VMware vSphere. IBM Power®. IBM Z® il RHOSP
&L,

BRI TE ER IPv6 HiHEREPIZE,

E£#Hl. VMware vSphere =% RHOSP & iz fTH5E M IPv6-primary RUERMLS,

H O K EMHO IP ik,

DEEEERZTHE ORBARIR S,

SEIREEH IPsec INE,

7.1.2. OVN-Kubernetes IPv6 F13UE R

OVN-Kubernetes M iE#E LU TRRE -

19
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N F AR EEERERE, IPv4 fl IPv6 REBIEASRIAMXERNMZERED, M
RAWRIER, M ovnkube-node S HRERIEN LA ZREH A CrashLoopBackOff
RE, MNREMFEA oc get pod -n openshift-ovn-kubernetes -l app=ovnkube-node -o yaml| &
2R pod, N status FEREASZENEXRERIAMXEER, ML TR :

11006 16:09:50.985852 60651 helper_linux.go:73] Found default gateway interface br-
ex 192.168.127.1

11006 16:09:50.985923 60651 helper_linux.go:73] Found default gateway interface
ens4 fe80::5054:ff:febe:bcd4

F1006 16:09:50.985939 60651 ovnkube.go:130] multiple gateway interfaces detected:
br-ex ens4

WE—EfEHT R ERECE THLE, LMERA IP RAEBEBRA R X G AERNMSED,

XNFRHREMBECERIERE, IPv4 # IPv6 BBHARMIA S EIAMK, MRFHRBILEK,
] ovnkube-node HHEE P EN LA IREH A CrashLoopBackOff IKE, MREMEH
oc get pod -n openshift-ovn-kubernetes -l app=ovnkube-node -o yaml F#:5 5= pod, M)
status FEASEZMNAXRIARMXAER, MU TFREARR :

10512 19:07:17.589083 108432 helper_linux.go:74] Found default gateway interface br-
ex 192.168.123.1
F0512 19:07:17.589141 108432 ovnkube.go:133] failed to get default gateway interface

K—mETEEREEINMS, LERA IP RSB SEIARX,

7.1.3. &iE R B

RHFREKMERZE AT Kubernetes Service X REIThEE, MREMR T RERES] <service_VIP>:
<Port> Itf, EeILAMER KFKEM, RERAENEIIR—GiR. NFEZER, SIEUMTIRIEER ik
Y 1P b X B RTE R, HSHRTE RN,

SRR RGBT
OpenShift Dedicated #] OVN-Kubernetes R EHIRIERE — 1 BB BERBE ARG
BT, flm, MRIEZT curl 65 10 R, NFERETTNEMNBEHAMBIESH R, MARE—IHE

2. Hit, NMEEF AP RIZIRS, NRIEKERABI, YIRS ZEWE timeoutSeconds S8
B RE RN [ BRI, BETFFE.
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%5 8 Z OPENSHIFT SDN %% &4t

25 8 2 OPENSHIFT SDN P%& {4

8.1. AHHERA% &

8.1.1. XT%i&

W ER IP Z18, BETTRNT EEFS IP fhit,

B

BAl, SR&ERATETEDHAIRIZA. EF2— 1T EFEERAE.

RAERT, MR nRZERPNRATE, B2, SBTZRS
SREGEIRN, MRESMLRISHERNG RN REAT ZE, WKL RITSE,
EMER— deny-all FIZE5REE, 1£/5 FAMZESREGHT, REEME N EENS BN

S,

EIAER T, OpenShift Dedicated pod FINZ EREHEH. MRHEH OVN-Kubernetes M%51H
#, ALURIBESAUHEEBRSZ .

8.1.2. j5 M pod A1 %1%

EALUATE G A pod A %1,

AR
[}
%% OpenShift CLI (oc) .
[}
BB cluster-admin =% dedicated-admin A A &R EEE,
pi% =

BT TS, ANBREAZE, fREERAZ %N ENZIER <namespace>,

$ oc annotate namespace <namespace> \
k8s.ovn.org/multicast-enabled=true
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7

R LA FELT YAML RIS -

apiVersion: v1
kind: Namespace
metadata:
name: <namespace>
annotations:
k8s.ovn.org/multicast-enabled: "true"

BERIETBERBEAT 2%, HRBUTHER

HEN YRR ESU S A BMNYH, SR%WHEAEM <project>,
I $ oc project <project>
I pod LAMEN S 1EEES -

$ cat <<EOF| oc create -f -
apiVersion: vi
kind: Pod
metadata:
name: mlistener
labels:
app: multicast-verify
spec:
containers:
- hame: mlistener
image: registry.access.redhat.com/ubi9
command: ["/bin/sh"”, "-c"]
args:
["dnf -y install socat hostname && sleep inf"]
ports:
- containerPort: 30102
name: mlistener
protocol: UDP
EOF

I pod LME NS HEA XSS -
I $ cat <<EOF| oc create -f -
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apiVersion: vi
kind: Pod
metadata:
name: msender
labels:
app: multicast-verify
spec:
containers:
- nhame: msender
image: registry.access.redhat.com/ubi9
command: ["/bin/sh", "-c"]
args:
["dnf -y install socat && sleep inf"]
EOF

ERNZmEOHETFh, BISRERER.

3X%5 Pod 1Y IP il :
I $ POD_IP=$(oc get pods mlistener -0 jsonpath='{.status.podIP}’)
BALTRSEZBRREERS

$ oc exec mlistener -i -t --\

socat UDP4-RECVFROM:30102,ip-add-membership=224.1.0.1:$POD _IP,fork
EXEC:hostname

B 5% & &,

IKEY pod FI%% IP HhlitSEH -

$ CIDR=$(oc get Network.config.openshift.io cluster \
-0 jsonpath='{.status.clusterNetwork[0].cidr}')

BLESHER, HHWALTRS :

$ oc exec msender -i -t --\
/bin/bash -c¢ "echo | socat STDIO UDP4-
DATAGRAM:224.1.0.1:30102,range=$CIDR,ip-multicast-ttl=64"

MRSHEEATF, N E—PSREILIFHH
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I mlistener
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9.1. MHAE

9.1.1. fllEETF HTTP MEi&H

BHATHEAEA URL KENARF. RIENARFNASRZEEKE, BANREIFRRT. &F
HTTP MR — M FZETHRE, SEAEXN HTTP BB, HERZESNNAERFROLEAF
HE%O

LUF #2487 i/ hello-openshift b AR AIBET HTTP MR, Fhrfl.

([} =355
[
B %% OpenShift CLI (oc) .
[
LIER 5 5138,
[
BE—1 web A, AFAFHROMMITEGROLFREN TCP ins.
ik

IBTLL RS, fIE—4%H hello-openshift B95iH :

I $ oc new-project hello-openshift

2.
BT TS, HEYHEPEE pod :
$ oc create -f
https://raw.githubusercontent.com/openshift/origin/master/examples/hello-
openshift/hello-pod.json
3.

BT TS, BIE4HAA hello-openshift BIARSS :

I $ oc expose pod/hello-openshift
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4,
BT aS, fIBR— 1 EAERERZLHIKMAE hello-openshift N AER :

I $ oc expose svc hello-openshift

ERIHEORNEHR R, HaTUTHS -

I $ oc get routes -0 yaml <name of resource> ﬂ

EXpIG, EEHAN hello-openshift,

BIRBIRZ£IBHE YAML E Bl

apiVersion: route.openshift.io/v1
kind: Route
metadata:
name: hello-openshift
spec:
host: hello-openshift-hello-openshift.<Ingress_Domain> ﬂ
port:
targetPort: 8080 9
to:
kind: Service
name: hello-openshift

<Ingress_Domain> 2EIAMAOEE, ingresses.config/cluster A REERE TP OIE
B, BEEER, NMEEREFARMNE, EaTLlEH appsDomain ETiHEE kL,

2]

targetPort 2 H L& IS MAIAR 551558 pod LR B RO,
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ZEREMEAAOE, HETUTHS :

I $ oc get ingresses.config/cluster -o jsonpath={.spec.domain}

9.1.2. Bd & R& BN

MREMRSREEEN (HRRSZS A (SLA) BH) SE@En (RAEEERIER) , &
AU B B A E BB

=50

EREERLCTHNEEPEET Ingress Controller,

f/ oc annotate 4y, NERHRIMNEBEE :

$ oc annotate route <route_name> \
--overwrite haproxy.router.openshift.io/timeout=<timeout><time_unit> ﬂ

RS A AL R BYFD (us). =P (ms). BN (s). 28F (m). EF (h). X (d)e

LUFRBIFESR I myroute FIEEH i E B #YBGBIT :

I $ oc annotate route myroute --overwrite haproxy.router.openshift.io/timeout=2s

9.1.3. HTTP ™Ktk e

HTTP " #&fc ikt (HSTS) RIRE—F& 218, MNEHREFI/ mAXES, RABHAIH LR
P HTTPS ji&E. HSTS tilid {55 HTTPS f&Hisk{iit Web iE, FTHEMA HTTP EERM, HSTS XF
RS MEERN3Z B IFER .

sl HSTS SRBEHT, HSTS ML= HTTP #] HTTPS MR Z1HN Strict Transport Security #73k,
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ST LER T A insecureEdgeTerminationPolicy {8, LA HTTP E|EMEI HTTPS, ## HSTS
B, BPmAfEREE KafmRAaIERKM HTTP URL E&Ch HTTPS, TEEEM,

SRRFETE 5 MY HSTS BE NPUTLUUTERSE -

RIFEFNBBE A HSTS

RIEF M EEBASA HSTS

o —HiEsE B =M HSTS, RELSFERAGEENRESE

B8

HSTS {GERA TR LM, TLLZ edge-terminated =k re-encrypt, HEEFE HTTP
i H LXMW,

9.1.3.1. RIBFFNKHFA HTTP Rtk el

HTTP F#&f&5&= 2 (HSTS) SLHE1E HAProxy ik, FHNARIESR
haproxy.router.openshift.io/hsts_header I8N M EHMBEK A,

AR
[
=] LA F BB 70 H N E R S e P SR RIERE.
[
B2 %% OpenShift CLI (oc) .
it 3

EIERA LS A HSTS, i&fF haproxy.router.openshift.io/hsts_header {E# 0%l edge-
terminated =k re-encrypt B8HIH, EAILLZTLA T4k oc annotate TERLIILA
(3

$ oc annotate route <route_name> -n <namespace> --overwrite=true
"haproxy.router.openshift.io/hsts_header"="max-age=31536000;\ ﬂ
includeSubDomains;preload”
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%9 E REKH

EXRBIh, SKHRXE 31536000 ms, X%Jy 8.5 /i,

pa -3
XN THP, FS (=) BFESISE, XREBIITERGSATLREN.
BCiE 7 AR A

apiVersion: route.openshift.io/v1
kind: Route
metadata:
annotations:
haproxy.router.openshift.io/hsts_header: max-
age=31536000;includeSubDomains;preload ﬂ 9 6

spec:
host: def.abc.com
tls:
termination: "reencrypt"

wildcardPolicy: "Subdomain”

W3, Max-age JIZ HSTS SREEAMBINS A KEE, LA HHAL, MRXEN 0, BF
X SR TR R

%k, S&F, includeSubDomains SHE M HENMARAE FEBLTSENER
R/ HSTS KBS,

oIk, % max-age XF 0, #&B[LL{E haproxy.router.openshift.io/hsts_header
fhIN preload, LA VFAEBARSS IS XA i R SIETE HSTS Tiiinz5ukh, #liM, Google
Fuh AT LUE % preload BYuh 95k, %025 AT LAfs A X L 51 2 Skl 72 B L ik s mT LA
Bt HTTPS @18, B efl5MaRRBEzaiti2mit, MREHIXE preload, MRy
M@t HTTPS SihRXH (ES—R) FeERIRk.
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9.1.3.2. IRIBEFNKHEM HTTP ™Kk iEHiL et

EEM HTTP iR M% 2t (HSTS), EalLUN RPN max-age HIZEN 0,

AR
[}
=] LAfE F BB H N E TR 5 e P &R RIS R
[}
B2 %% OpenShift CLI (oc) .
Pk
[}

FEM HSTS, HMAL T DN EEEMRPM max-age HIXKEN 0 :

$ oc annotate route <route_name> -n <namespace> --overwrite=true
"haproxy.router.openshift.io/hsts_header"="max-age=0"

R
RAAT AN LT YAML SO EERC & M -
RIEETBAZA HSTS K6
metadata:

annotations:
haproxy.router.openshift.io/hsts_header: max-age=0

Eohen [ ERIPRATARMZEA HSTS, HHMALLT&GS :

$ oc annotate route --all -n <namespace> --overwrite=true
"haproxy.router.openshift.io/hsts_header"="max-age=0"
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EHENMARHEERE, TRALTHS

$ oc get route --all-namespaces -0 go-template='{{range .items}}{{if
.metadata.annotations}}{{$a := index .metadata.annotations
"haproxy.router.openshift.io/hsts_header"}}{{$n := .metadata.name}}{{with $a}}Name:

{{$n}} HSTS: {{$a}{{"\n"}H{{else}{{""}H{end}}{{end}H{{end}}'

i

I Name: routename HSTS: max-age=0

9.1.4. 8/ Cookie EfRKFIEMAREM

OpensShift Dedicated {Z#tiME 1S, B HARAAAREEBEAR—im =R EMA RSN ARFR
£, HE, MRER pod LER. JEINEREENAABMLIL, IHEREUTERER,

OpenShift Dedicated aILA{§ [l Cookie SKECER1ERFAY. ingress Hl23tHE— i s SRR o]
AFER, FARIENE—A Cookie, Cookie EMIRN IFKIHRE], A M@ RIERET—iEKAD]
Cookie, Cookie FHIAOEHIBLE AT, WERZmiEKHEMXA Cookie fHiFKEHBIE—1
pod.

Joik1E passthrough B8H_Ei%i& Cookie, A NELEFEI HTTP RE, Kk, RIBR
IP bt HHE T, Xt RE T B,

MREMWEN, TLUFREEAREIRIRSS, FEERTT, MRECLRNTBIGEHS
SRESER IP, WS WA EEARER AL XTI — pod WEHREF,

e

9.1.4.1. {5/ Cookie trEREH

RO LLIXE Cookie BFREE = WM EIIERNEIAGTR, X, BWERHAFRENN AERFHRERD
3 Cookie &#R. MIBRx Cookie alisfll F—iEkEFEFma. S22, MRRSF[IIE, ZRSBE
HAME PP RRERFEHFI LS.
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Pk

{HEAEEMN Cookie AFFFRERKH :
I $ oc annotate route <route_names router.openshift.io/cookie_name="<cookie_name>"

He:

<route_name>

{5 E B BB FR,
<cookie_name>

¥5%E Cookie BI&TR,

i, £ cookie Z#R my_cookie FriEREH my_route :

I $ oc annotate route my_route router.openshift.io/cookie_name="my_cookie"
EZEHhHERBHENS -

I $ ROUTE_NAME=$(oc get route <route_name> -o jsonpath="{.spec.host}’)

Hr :

<route_name>

EERHBIATR,

£R77 cookie, ARV :
I $ curl SROUTE_NAME -k -c /tmp/cookie_jar
A E— e BAEERERIRR I R#FH9 cookie :

I $ curl SROUTE_NAME -k -b /tmp/cookie_jar
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9.1.5. AL FRAEMIEEA

HFRENKHEE T M ER4A4H4, oTLlS5 URL #THE, % URL EEHT HTTP MERHRE.
Rit, AIUEAR—ENGIREZINEHR, SPIVNABEFRANER, BRESNZCEETREARR
FIRRH,

TRESRT Bl REAJRIMHRA -

% 9.1. AR At

Route (F&H) El:aE Bl j[a]

www.example.com/test www.example.com/test =
www.example.com S

www.example.com/test F www.example.com/test =

www.example.com
www.example.com =

www.example.com www.example.com/text yes (HENLEE, mMAZKEH)
www.example.com =

HTHBRENRZLEH

apiVersion: route.openshift.io/v1

kind: Route
metadata:
name: route-unsecured
spec:
host: www.example.com
path: "/test"
to:

kind: Service
name: service-name

R ERE T IRENRRHAME—REL.
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{#f8 passthrough TLS i, EFEREFHEHAARTH, ENBHBAREIMERTL
it TLS, BEEERUAFKMAR,

9.1.6. HTTP tikEE

OpensShift Dedicated {2t 7 ARIBIEA HTTP #ikB53k, HESMERIRLES, #EaILifsEm
Ingress Controller FB9RFE By =k L IRBYRE H SRAE SUR R AR bRk #E0ARTLARE A RS FR S RS B R L
ke BEEPRLBIE TR R TN TaE R R Bk,

& BETE IngressController =% Route CR FixiEskilliBRink, ELEMmMeEil. MR
FERAERE HTTP frk, NhZEASB5KR, BEULEFEEN M, 7EMmbrL (30 X-
Forwarded-For ¥53k) B, i%{#M spec.httpHeaders.forwardedHeaderPolicy FE%, T
A= spec.httpHeaders.actions,

9.1.6.1. (LRI

47£ Ingress Controller FFRHHESRIERAM HTTP t5kif, HAProxy SiRIETRE KA MR
S I prnEs: L

XFF HTTP miRi#53k, Ingress Controller FigEMIRIEFRERAPIEENRERIIT, X
E k& Ingress Controller s EMIZEE R 5L

SHF HTTP iEkirk, BBADIEENEEST Ingress Controller higEREERIIT. X
EhRERAPIEENIREER LN,

fn, £EHERLASALLTRBEIXE X-Frame-Options MR Frk, H{EH DENY :

IngressController spec R~fl

apiVersion: operator.openshift.io/v1
kind: IngressController
#...
spec:
httpHeaders:
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actions:
response:
- name: X-Frame-Options
action:
type: Set
set:
value: DENY

A& %E Ingress Controller FiZERIERENIN 7L, {BEALITEREE SAMEORIGIN :

Route A& x<Hl

apiVersion: route.openshift.io/v1
kind: Route
#...
spec:
httpHeaders:
actions:
response:
- name: X-Frame-Options
action:
type: Set
set:
value: SAMEORIGIN

% IngressController spec #1 Route spec ##EE X-Frame-Options MR #7LEf, Ingress
Controller B£ /B0 LR RERMEEREN, BE— N RERNBBR DL XFiEKRR
3k, Route spec ffia%E = IngressController spec fH.

XZEA} haproxy.config X#HERALL T2, Heh Ingress Controller #41 aim, AN
Hiakm. N ABRREENIR LA DENY /A Bk IXERE SAMEORIGIN ZHHERBERL

frontend public
http-response set-header X-Frame-Options 'DENY'

frontend fe_sni
http-response set-header X-Frame-Options 'DENY'

frontend fe_no_sni
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http-response set-header X-Frame-Options 'DENY’

backend be_secure:openshift-monitoring:alertmanager-main

http-response set-header X-Frame-Options 'SAMEORIGIN'

7%, Ingress Controller kg H5E XAl /E R o= 6 AR S E M.

9.1.6.2. FEktE R IRk

DFPkagE R SRR E MR, HEEREFR TR

* 9.2. K& S bR KBS BT

TP =M {2/ Route #ligd FRiIEMERE
IngressControll TRdE
er spec H{TRCE

proxy ES S proxy HTTPiEXk &
PRk AT LLE I R
LEFEAN
HTTP_PROXY
PMEAS 8 SR F X
M 2IFERN CGl
MR, proxy
HTTP iE KRkt
IRV, TEEC
BHINA S B,

FH & 2 LA ES
IngressControll
er CRiXi& host
HTTP 1& K5k
i, HAProxy f£&
FIERBRIER BRI AT
RERKIL,

strict-transport- & S strict-transport- =& :

security
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security HTTP 1
NFRSk B {5 & R
FRRNE, TRE
FREY LI,

haproxy.router.
openshift.io/hst
s_header #&H3E
iz



PRk B TR f=H {2/ Route Aifgt  FIEMIRE ER A EETT

IngressControll  fTECE BciE
er spec H{TECE
cookie # set- 5 5 HAProxy 89 =
cookie Cookie HF&IEIR
B, ATFNESR e haproxy
SR B B R B Touter
RSB, R fio/dis
B IXLEPRL P BE able _co
ST HAProxy #J okie & H
RIEREL, FFIRH AR
HAProxy B
Cookie BIRFE L, e haproxy
.router.
openshi
ft.io/coo
kie_nam
e BREE

fi#

9.1.7. FERR I EHER HTTP & kM R brk

HFAHMERE, Sl EsMEREL HTTP kMR Rk, #EaILLA Ingress Controller 124t
BRT A B B S e B R 1 iE S PR 2 Ak

fmn, MEABEAZSHESHE, EoHEil Web NARFHESAMBRMAZR, BIfE Ingress
Controller HiEHIEENEIALBAIE,

LITHREAMIE—M%E Content-Location HTTP & KFrLMEEH, LUES R AR XEH URL
https://app.example.com EEFIAIE https://app.example.com/lang/en-us, N ARFEHAEEREIL
78 kA {5 %R E B A (e] A BB AT LAV [ AEE RTE 4 B Web RA,

SeRFH
[
B %% OpenShift CLI(oc).
[
LU B &1 5 515 & %% OpenShift Dedicated $2f.
[

EA— web MARAT RO, LARMFiEOGREN HTTP =% TLS .
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AR

BIE—NEHE X, FHFeRERSN app-example-route.yaml B34 :

5 HTTP PRk S OIERE B YAML E X

apiVersion: route.openshift.io/v1

kind: Route
#...
spec:
host: app.example.com
tls:
termination: edge
to:

kind: Service

hame: app-example
httpHeaders:

actions:

response: 9
- name: Content-Location 6
action:

type: Set ﬂ
set:
value: /lang/en-us 9

B HTTP Rk EHUTRIRIESISR,

2]

EEERRICCRE, EFRAP, mpbrk,

EEERRICLIER. BXRETLUESMBRE T ALK, HSH HTTP 4724
KB,

L4

ERLRPITHRERR, B AILLESR Set =k Delete 91,

©
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%9 E REKH

E%E HTTP PRk, EAAHREE—A value, ZERTLAR ZIRLB A s AR
B=FFFeER, 0 DENY, thelLL2fEA HAProxy Mo SMEEERBREMNDISE, EXMER
T, ZEBRENRTHENALE.

ERFAIRMREHRE L, GEINAE Web N AEFHIEEH

I $ oc -n app-example create -f app-example-route.yamli

XFF HTTP &Kk, BBHE X higEMIRIEST Ingress Controller 1% HTTP i RirLHITHE
RERIIT, XEE, BEPXEFERILZENEREEF LT Ingress Controller ik &R
. HX HTTP IR BIRFNESER, HSMH HTTP (2L EE.,

9.1.8. FE TRAHRIT

Ingress Controller BILUA B AR ABIXEERIALET, BB LB ERERPRSER
ERBSXLEEINLE, IEARZIFE Operator EXR MK A AN B,

B

ZOBRTASNERIP XFHNBAY, SHEANEHEIRIIR, EMEARERE
RFBBIBIIR, MALHEESHHIRER,

3 9.3. AR

RARINMRLE

haproxy.router.openshift.io/b  %E&Ef#EHTEEZE, "IHETIR passthrough B 18

alance random. source. roundrobi ROUTER_TCP_BALANCE_S
n #1leastconn, *fF TLS &% CHEME . &, &=
A, BAIAEN source, XfFAT ROUTER_LOAD_BALANCE _
BHMEEE, FKiIAEH random, algorithm,

haproxy.router.openshift.io/d ZMH{#EHA cookie RIRERIE X%

isable_cookies B, MRKEN 'true’ =
'TRUE', NERSEHEELFES
MEN HTTP 53R EiHAR S5 %
B,

router.openshift.io/cookie_n EE—DAEER, FAFLIERB

ame cookie, HMRBETEAREFEM
NEFR, BEF "R BIA
BRI B B AT IE A L B,
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haproxy.router.openshift.io/p
od-concurrent-connections

haproxy.router.openshift.io/r
ate-limit-connections

haproxy.router.openshift.io/r
ate-limit-
connections.concurrent-tcp

haproxy.router.openshift.io/r
ate-limit-connections.rate-
http

haproxy.router.openshift.io/r
ate-limit-connections.rate-
tcp

haproxy.router.openshift.io/ti
meout

haproxy.router.openshift.io/ti
meout-tunnel

ingresses.config/cluster
ingress.operator.openshift.io
/hard-stop-after
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KERBISRZIFN pod RITFHIRAK
F : IREBEEL A pod, B pod
WEXERHENERE, MREZD
BHER, elIZFRENHAXER,
B BHRBIRERL RiERE, W
REBXE, HEFEFHIXEN O,
TIJ3% A BRI,

%& 'true’ 2 'TRUE' AT &R
FREITHEE, ZIhEe@it BN B L
B4 E 5 i B G T SE e

F o ERCERIRME T XELR S
Wi R AR,

PR IR B —IR P Huhb T893
R TCPE#EH., eEZ—IMHF
{Ho
AR ARR M T HELARSS
Wl B R AR

R4 EAERER P it % ik
AILLL H HTTP iERMER, B
Z—NFE,

S ERICERIRME T ELRSS
W HERRY,

FREIEFERIR P il HZ - im
AT TCP i EMER, B
Z—PHFE,

o EREAR M T HELARSS
W B9 R AR

BRI E AR 55 2R iR o
(TimeUnits)

XA S TR 8 %R, NeA

X, A%, EFMESEEERE,
EAAX. NEHEFMBEEE
B, WEBENTENEBNER
FBATRREN A, X F passthrough
BRERE, SEMIETREEMI
BRI,

& LU & IngressController
ingress ERiB, LLEREHEBER
Mg, FEHARERENELR
[& % H haproxy hard-stop- after
2/ %, BFE XHITFEBIR
F LB T AT [,

ROUTER_DEFAULT_SERVE
R_TIMEOUT

ROUTER_DEFAULT_TUNNE
L_TIMEOUT

ROUTER_HARD_STOP_AFT
ER



RARINMRL B

router.openshift.io/haproxy.h
ealth.check.interval

haproxy.router.openshift.io/i
p_whitelist

haproxy.router.openshift.io/h
sts_header

haproxy.router.openshift.io/r
ewrite-target

router.openshift.io/cookie-
same-site

0 e v RS B RE (BB
(TimeUnits)

NEREEEBEARITFIIR. RITFFIR

(allowlist) ZLAZEH& FFHY IP #Hh
Ht#0 CIDRSEHEFIZR, AR
AR, AEEBRITFIIRA
B 1P Hudik B R 2R A T

£ haproxy.config XX E#:
A AR A IP H#iEF] CIDR SEHEI%K

61,1

7 edge terminated =% re-encrypt
R ERIXIE Strict-Transport-
Security ¥rk,

EEmPIXEIFRNEFRE,

BE—MERRS cookies, IE

= -

Lax: '8 A EB L mIER L
A 3% Cookie, /7 MAMERIL st
SR B FRIA L 5B & 2% Cookie,

L k$5E SameSite (Y, X2
BRIAHID BT 2R1T

Strict : PYIER(ETXS R — ik s0E
K% 3% Cookie,

None : %23 Ak s A1AE R L
m=IH R & 1% Cookie,

XAMEGER T EFH MBI
H., MEEZELR, ESH
SameSite cookies 344,

ROUTER_BACKEND_CHEC
K_INTERVAL
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haproxy.router.openshift.io/s % ERTLEENKBEHN ROUTER_SET_FORWARDE
et-forwarded-headers Forwarded # X-Forwarded- D _HEADERS
For HTTP #r-kHYSRES, BER :

Appendfftinfrk, REEEINAE
BIbRk. IXERRINE,

replace : &Rk, MBREAIL
BrIbRk,

Never : A ERL, MEREBE
{AIA RSk,

if-none : MREFHERL, N
WES.

NRAVFFIZRPE IP bt F] CIDR SEHET 61, BIiFHE AR — AN MIIA 4+
i1, haproxy.config =51 XA, WIXHFHETE var/lib/haproxy/router/whitelists Xk
¢0

4

al}

FaRbU B A SRR, HRE Ingress Controller BB X2 E
HT CIDR SGHIMSEEFIR, eted X RA/MRS T EEHFMIIK/N, Rk, BE
Fr 2 HERTUERTFINRDESH IP il CIDR SEENSARKENE—1EH
{Eo

BB E

TimeUnits H— I R — M A LAI KR © us *(microseconds), ms (£, K
N s@®) .m (28) . h*(hi), d (XR) .

ENREKXE : [1-9][0-9]*(us\|ms\|s\|m\|h\|d).
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Description

ROUTER_BACKEND_CHECK_INTE
RVAL

ROUTER_CLIENT_FIN_TIMEOUT

ROUTER_DEFAULT_CLIENT_TIME
ouT

ROUTER_DEFAULT_CONNECT_TI
MEOUT

ROUTER_DEFAULT_SERVER_FIN_
TIMEOUT

ROUTER_DEFAULT_SERVER_TIME
ouT

ROUTER_DEFAULT_TUNNEL_TIME
ouT

ROUTER_SLOWLORIS_HTTP_KEE
PALIVE

ROUTER_SLOWLORIS_TIMEOUT

RELOAD_INTERVAL

ROUTER_METRICS_HAPROXY_TIM
EOUT

Wil B E GBI BRE

5000ms

1s

30s

5s

1s

30s

1h

300s

10s

5s

5s

&t £ R RE R E Z AR,

PR R BIRR B S iR TCP FIN 8
B, NRAGERKMHERER FIN E4E
P& A EE, HAProxy &% EHE,
IR BENBIE(E, FHFEERMSHFLEER
BOEIR, MXAREEAHME.

& P iR A SR SRR K,

B RO HERT ],

15 R A8 B T FFRE AT pod B9 TCP FIN
=l

AR S5 2R W AN AR BHR R K,

TCP = WebSocket iR 4T FF RIS
Ko T HAProxy EF NN, XAEBE
MRS EE,

HEBEFHIE HTTP 15 R &K KA 1A,
MREBER/AE, FTRER FHUN EARFL
RRRFIEIER /M keepalive (H,

HEBMHEN Hr 2R LT EMN L,
M, MAZRENTEREN, Fa0 -
ROUTER_SLOWLORIS_HTTP_KEE
PALIVE i% timeout http-keep-
alive, BIAERT, BXE 300s, B
HAProxy th27£ tcp-request inspect-
delay L%, ©#WIXENSs, EiXFhiE
ST, BRI AR 2 300s 1N 5s.

HTTP i 3K (£ 5 aT LATE T RO A A B,

RYFRERE DT B MEAES
R EE,

IEE HAProxy 38FRE9-BAT AT A],
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apiVersion: route.openshift.io/v1
kind: Route
metadata:
annotations:
haproxy.router.openshift.io/timeout: 5500ms ﬂ

{51/ HAProxy XA BAT (us, ms, s, m, h, d) IEEHEGBNE A, MRZATREN A 5
fiI, ms SHEEIAFER.

al

MR passthrough FEHIZERIRSS 2R umASEN HAE, N5 WebSocket i
EIR S L2 E H OB 1R

RAWF—1RE IP it rigH

metadata:
annotations:
haproxy.router.openshift.io/ip_whitelist: 192.168.1.10

RUFEA IP bR H

metadata:
annotations:
haproxy.router.openshift.io/ip_whitelist: 192.168.1.10 192.168.1.11 192.168.1.12

fF IP ik CIDR FI%&AIRE
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metadata:
annotations:
haproxy.router.openshift.io/ip_whitelist: 192.168.1.0/24

ST IP Hbht 0 IP Hikt CIDR MI4SHIEE

metadata:
annotations:
haproxy.router.openshift.io/ip_whitelist: 180.5.61.153 192.168.1.0/24 10.0.0.0/8

EEESNRIEEH

apiVersion: route.openshift.io/v1
kind: Route
metadata:
annotations:
haproxy.router.openshift.io/rewrite-target: / ﬂ

B/ 7 ERERNEST R,

1ER&H L& haproxy.router.openshift.io/rewrite-target 3Xf#, 357 Ingress Controller E5Fi%3K
BRBGEHNBERFEZE, MZERLEBRE HTTP ERPEBRKRRE, 5 spec.path higENEEEITE
FiE KRR E BB ERPIEENEEN R,

TRREMT # spec.path. HFRBEMNEEN RMUZSHASHEFTHNBEETL.
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5 9.4. rewrite-target <6l

Route.spec.path = HEBR

/foo /foo / /

/foo /foo/ / /

/foo /foo/bar / /bar

/foo /foo/bar/ / /bar/

/foo /foo /bar /bar

/foo /foo/ /bar /bar/

/foo /foo/bar /baz /baz/bar

/foo /foo/bar/ /baz /baz/bar/

/foo/ /foo / FEA (FRBERTER
B EEER)

/foo/ /foo/ / /

/foo/ /foo/bar / /bar

haproxy.router.openshift.io/rewrite-target R AR PRI R ERHRGE, RSB MIEREE
Xo HSH TRUT BiX P RHGEAR,

x 9.5. ARFHRAAE

X FPEF RS p: 3
# \# BRER# EANERKXLEEER
B
% % K %% ERFEFS, W0 %%%
\ B, RANERZE

I HbBME URL PR LR (A9ER TR,

9.1.9. &t Ingress ¥ & AEIA UL I EIEH
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MREIEREIEE TLS BEEMNTER FAIE Ingress X%, OpenShift Dedicated REKR— PN FREN
i, ZOREAKAADUEBERREDSLKILEHN Ingress ¥R, EaIiEE—1Z2M TLS &

B, T :

AR

AT EATFHIRS.

&0 LLiji] OpenShift CLI(oc).

it =

7 Ingress XTRAIE YAML 32, EAGIH, %3044 example-ingress.yaml :

Ingress XRHE YAML &

apiVersion: networking.k8s.io/v1
kind: Ingress
metadata:

name: frontend

spec:
rules:

tls:

0@

FEAIEBHRRNEEEE TLS, mAEERESGES,

IBITLL T o4k 02 Ingress X4 -

I $ oc create -f example-ingress.yaml
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ZTLL T4, JIF OpenShift Dedicated 2757 Ingress X REIEE T HiHANERH :

I $ oc get routes -0 yaml

i

apiVersion: v1
items:
- apiVersion: route.openshift.io/v1
kind: Route
metadata:
name: frontend-j9sdd ﬂ

insecureEdgeTerminationPolicy: Redirect
termination: edge

HBHENEFREIE Ingress S REETH, ER—IHEIKEZ,

2]

EZHEAKIAIED, HMBFRMIEE spec.certificate,

©

HHMNIEE edge X IESREE,

9.1.10. {£ Ingress F M {EHABIR CA ik OIEKH

£ Ingress &R _ERILUEF route.openshift.io/destination-ca-certificate-secret X3k e A H
L BFr CA IEHHERH,

AR
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[ ]
EZPILME PEM %93 eh A —NEB/BHY, HhpiEBxgmENEaH.
[ ]
XA LAE PEM %S XA — N HLIRE9 CA B SRAM S IUEHEE,
[ ]
ZAE PEM %S XA BB BR CA iEH,
[ ]
B AEBEATTHIRS.
Y

£+ route.openshift.io/destination-ca-certificate-secret ZINEl Ingress EfiErh :

apiVersion: networking.k8s.io/v1
kind: Ingress
metadata:
name: frontend
annotations:
route.openshift.io/termination: "reencrypt"
route.openshift.io/destination-ca-certificate-secret: secret-ca-cert ﬂ

%3¥f#3| A kubernetes secret,

MRS RRHLERHEA B E BB .,

ik

apiVersion: route.openshift.io/v1
kind: Route
metadata:
name: frontend
annotations:
route.openshift.io/termination: reencrypt
route.openshift.io/destination-ca-certificate-secret: secret-ca-cert
spec:

tls:
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insecureEdgeTerminationPolicy: Redirect
termination: reencrypt
destinationCACertificate: |

HAth BHiR
[
{81/ appsDomain &5 E & E R
9.2. LM

REBMMARMLUT L TLS ZbThEeskon B PimiRgUEH. TN NE T AR aE SGEB IR
EWME. D5HBEEHER,

B

MERIETE Microsoft Azure FE T A i SNEEH, NFEELHSZRRG, EF
BEO AR LR ENTGRE. MNFE Azure BRENIATERNFIR, ES5 Azure ST H AR R TI
BRI R,

9.2.1. FAAE GEH AR ERMBEIREA

&aI LA oc create route i, ERAEHIME TLS LKIEMAE GEHEBELZ£KH,

AR

B PEM %ifS 3 eh A —NEB/BHY, HbpiEBxgmENEaH.

BRI PEM 4SS0 sh A — N H3RE9 CA IR sRA R IE 35,

BRI PEM %S XA BB BR CA iEH,
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%9 E REKH

AR EERPOBHXME, EMETISCHPREREN, ERAUTHS :

I $ openssl rsa -in password_protected_tls.key -out tls.key

AR EE SGEBHEFNE TLS ZILOIE Route R, T BBREUEH/FBHM M F LT
YEBXTM tis.crt H tis.key X frh, A NIIEE—1BFr CA UEH, f# Ingress Controller {S{EARSS
BHES, EhaIARIERERE CA iEHkiI It 5. Bt tis.crt. tls.key. cacert.crt#l (T
&) ca.crt SLPREER LR, BHHIEEN frontend 2 FFH Service FRIEHR, HRAZELMENLEE R

www.example.com,
FEAERME TLS ZAEMAE SGES, AR 2L Route KR :

$ oc create route reencrypt --service=frontend --cert=tls.crt --key=tls.key --dest-ca-
cert=destca.crt --ca-cert=ca.crt --hostname=www.example.com

MRERE LN Route BTR, BNMIZRLTFOT :

RZEWH YAML E X

apiVersion: route.openshift.io/v1
kind: Route
metadata:
name: frontend
spec:
host: www.example.com
to:
kind: Service
name: frontend
tls:
termination: reencrypt
key: |-
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METREZET, EZ25 oc create route reencrypt --help.

9.2.2. A A E SGEH AN ZEH

#RE LT oc create route 4y, EMANZ TLS Xt E FPREBRLSKH. FANZ%KRH
I5f, Ingress Controller fEXF A EF X BIBIR pod ZEIZXIE TLS IN%, XEEHEIEE T Ingress
Controller ATFRHAE TLS iE-HHIZEH.

AR

B PEM ZifS 3 eh A —MEB/BHY, HhpiEBxgmENEaR.

XA LAE PEM %S XA — N HLIRE9 CA IR RAM S UEFEE,

AR EERPOBHXME, EMEFCHPREREN, ERAUTHS :

I $ openssl rsa -in password_protected_tls.key -out tls.key

IR A E GBI TLS ZIEBIE Route %R, LTS BREIrB/BH AT 4aiTHR
SKFH tis.crt #l tis.key X #hrh, BIALURIBFREIEE CA IEH kAR UEHEE, &t tis.crt. tis.key Fl
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(AI%) ca.crt USEFRER R &AM, EHHEED frontend AFFHIIRS &R, FRENMIN LS

www.example.com,

fEAA% TLS ZaEMBE SGEH, %2 Route Hil.

I $ oc create route edge --service=frontend --cert=tls.crt --key=tls.key --ca-cert=ca.crt --

hostname=www.example.com

MRERELENK Route BIR, BMNIZRLTFMTF :

ZEWH YAML E X

apiVersion: route.openshift.io/v1
kind: Route
metadata:
name: frontend
spec:
host: www.example.com
to:
kind: Service
name: frontend
tls:
termination: edge
key: |-

NETREZET, 1HS5 oc create route edge —-help,

9.2.3. fll& passthrough i&H
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EaILU#E oc create route fiR{# A passthrough Z ItEEBER £ H. WME passthrough £k,
mENRERBEZEALI BN, mEABRARRM TLS X1k, Att, BARFEERHHUED,

FIE =S5
[ ]
!l.a\’\ \ﬁﬁgﬁg{h\ﬁﬂgﬂﬁ%ﬂ
Pt =

filE Route K& :

$ oc create route passthrough route-passthrough-secured --service=frontend --
port=8080

MRIERELE Route TR, BMNIZRLITFMTF :

i/ Passthrough X ILIZ £ H

apiVersion: route.openshift.io/v1
kind: Route
metadata:
name: route-passthrough-secured ﬂ
spec:
host: www.example.com
port:
targetPort: 8080
tls:
termination: passthrough 9
insecureEdgeTerminationPolicy: None 6
to:
kind: Service
name: frontend

RO, KERT 63 MFH.

2]
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termination FEi% &N passthrough, XZ2H—FE tls KFE,

©

A%/ insecureEdgeTerminationPolicy, 2 EM—AMM{EZ None. Redirect
HHZE,

B#r pod i F vl LRRERAIES, Bal, XM —XFFEF M WIEBIAE, B
pU{ L EATN

9.2.4. FAABZEILHAIERRA

B

£ TLS secret FEAABIEBRTEBHRAR—MEATREIIRE, BRATUKGIIERRLL
W MRS FRHW (SLA) 2F, BIEAREHATE, LEFHEREIMEPER
Efll. XERATEIHEER LAER P iREIXAHNIIEE, FENSEFAMBRRHREE
PUS

BRIABRATUTREXFSEENESER, HEABATEE S RHERH,

BT LS R API B .spec.tls.externalCertificate ZEt KRB =AIL HEBRAHEAE
OpenShift Dedicated ¥§H, #EaILLET secret SIFAAMEREMN TLS uEH, TEFINEHER. EAHN
BEZEIEH R RFRIE S ERTEHEAER, § OpenShift BEHIZREEW BN IR HAGIES,

k

.
: A3

il

%%.%\ S P T £ e R 4 N B

18715 A RouteExternalCertificate ZhaEl 1.
1R WIAE routes/custom-host £ B2 create #1 update Fi{BR,

EBWAA—NEE PEM SGiSHEXMAEBIEE/BHAN M secret, 2Ry kubernetes.ioltls,
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HehaiF tis.key # tis.crt #,
[
RS B secret BT S ER TR HARB6 B2 M,
it 3
1.
BT T 8%, £5 secret HREIMGZZEE RO A€, LAVFRERRS KA EIH
BB :

$ oc create role secret-reader --verb=get,list,watch --resource=secrets --resource-
name=<secret-name> \
--namespace=<current-namespace> 9

¥8E secret BI=CFR& R,

2]

1873E secret A AER R ZE(H],

BT T a9, 5 secret iR & ZE[E R AIE rolebinding, 31 router RS54 5E
B oIRRNA R -

$ oc create rolebinding secret-reader-binding --role=secret-reader --
serviceaccount=openshift-ingress:router --namespace=<current-namespace> ﬂ

1873E secret MIEHAER R ZE(H],

BIB—AE X BEHE YAML XX, FHERLUTRAHEEISIETM secret.

LZEMHHEB YAML E X

apiVersion: route.openshift.io/v1
kind: Route
metadata:
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name: myedge
namespace: test
spec:
host: myedge-test.apps.example.com
tls:
externalCertificate:
name: <secret-name> ﬂ
termination: edge

[...]
[..]

187 secret BISCFR&HR,

BT a4k O EERE R BTIR -

I $ oc apply -f <route.yaml> ﬂ

TEEEMM YAML X#4,

MR secret FEFERIUER/BEYIN,, MRMBRAMALREY, WHBFHRAERIIES,

N
p
;

4l

MEHxGIREE .spec.tis.externalCertificate, & HH 235587 BRI 4 B HIUET,

{#/ .spec.tls.externalCertificate FBtIf, fBFEERHE .spec.tis.certificate FEXZX
.spec.tls.tls.key %,

=
o
=

BXREAABERIETX BB THEDRR, HKE OpenShift Dedicated B&H2% pod H
APMER, HSH A pod [AE,
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