& RedHat

OpenShift Container Platform 4.19

A& M 45X E

OpenShift Container Platform HR R HL M4 BE B 1 72

Last Updated: 2025-12-10






OpenShift Container Platform 4.19 Bt @ 45X &

OpenShift Container Platform B & 4% Bt &1 72



Legal Notice

Copyright © 2025 Red Hat, Inc.

The text of and illustrations in this document are licensed by Red Hat under a Creative Commons
Attribution-Share Alike 3.0 Unported license ("CC-BY-SA"). An explanation of CC-BY-SA is
available at

http://creativecommons.org/licenses/by-sa/3.0/

. In'accordance with CC-BY-SA, if you distribute this document or an adaptation of it, you must
provide the URL for the original version.

Red Hat, as the licensor of this document, waives the right to enforce, and agrees not to assert,
Section 4d of CC-BY-SA to the fullest extent permitted by applicable law.

Red Hat, Red Hat Enterprise Linux, the Shadowman logo, the Red Hat logo, JBoss, OpenShift,
Fedora, the Infinity logo, and RHCE are trademarks of Red Hat, Inc., registered in the United States
and other countries.

Linux @ is the registered trademark of Linus Torvalds in the United States and other countries.
Java @ is a registered trademark of Oracle and/or its affiliates.

XFS @ is a trademark of Silicon Graphics International Corp. or its subsidiaries in the United States
and/or other countries.

MySQL @ is a registered trademark of MySQL AB in the United States, the European Union and
other countries.

Node.js ® is an official trademark of Joyent. Red Hat is not formally related to or endorsed by the
official Joyent Node.js open source or commercial project.

The OpenStack ® Word Mark and OpenStack logo are either registered trademarks/service marks
or trademarks/service marks of the OpenStack Foundation, in the United States and other
countries and are used with the OpenStack Foundation's permission. We are not affiliated with,
endorsed or sponsored by the OpenStack Foundation, or the OpenStack community.

All other trademarks are the property of their respective owners.

Abstract

AL T 7£ OpenShift Container Platform FECEMASHIAR, 7 mimORSS. 1P #kSER.
|P tPERL % R SR B S0 [ AR,



B 2E RET imORSSEH

B 3 E BESHMLYSEH

45 B IPHEER

FEoeoERRERENPKI

1= RARGRERSEEHNEOREY

1.1. {8 TUNING CNI B2 & R 55124

1.2. @AM CNI EFH ALL-MULTICAST &=

1.3. E %R

217 R’ im0 SEE
2.2. A BR

LT BRERML P thitsEH
32 Hih R

4. 1P HERBIMEL &

42 TEEBRECE IP SE

4.3 BERENBMEA

4.4, B2 VRRP it &

45 EEZA P MFEHEBSE

4.6. Bt 254 it Fo @ P tpEL#
4.7. EXTERNALIP 8= =]l

4.8. kg 1P ERFE L

B 5 E RESREHENARE
5.1 FeRG M

52. GRS EEAE

5.3. MEREESEH A IERSS 2R
5.4. WIFEESEHNRERE
5.5 HthBHR

6.1 ERF I EHRERIOHMNE
6.2. A RSRESEHNE
6.3. i f OPERATOR JHTIEHEA

Table of Contents

Table of Contents



OpenShift Container Platform 4.19 B¢ &M% iE




1% mAARSRERSENNEOREY

B1E FRANBHEERAZEGMEORY

£ Linux B, B O AL@N sysctl FEZTHHESE NS, ERILUERA VL Container Network
Interface(CNDFTIEHE I OH ML sysctl, tuning CNI meta FEEE—NEFIZ1T, £ CNIUEEOTAR
7_|__\o

Network

v

Main CNI plug-in Handover Tuning plug-in Namespace
——————————— » (Additional interface

(Interface creation) configuration)

Container

F CNI i 2O, FRIEOEZITHME B tuning CNI meta i, BT LUEA tuning CNI meta
TR 4% o 4 22 B R B — L& sysctl ML EOE M, 40 promiscuous X, all-multicast ., MTU
# MAC Hbiit,

1.1. {5 TUNING CNI B2 & RS54l

PUFRARM AR CNI B2 B ez A2 M 4% net.ipv4.conf.IFNAME.accept_redirects sysctl, XN/l
JFREZMAZE ICMP EERAMEBIEE, 7E tuning CNI meta IEHECE S, FEOLME IFNAME SRR
™, FEH 2T EOMNSEPRER,

¥ =
1. ERALTREAEMZHINE X, %0 tuning-example.yaml :

apiVersion: "k8s.cni.cncf.io/v1"
kind: NetworkAttachmentDefinition
metadata:
name: <name> 0
namespace: default 9
spec:
config: '{
"cniVersion": "0.4.0", 9
"name": "<name>", °
"plugins": [{
"type": "<main_CNI_plugin>" 6
b
{
"type": "tuning", G
"sysctl": {
"net.ipv4.conf.IFNAME.accept_redirects": "1" a
}
}
]
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EEZCIRAVKIN P MBI R, BT E B0 6n % 22 A Fh i /2 e — B,
HEE S RRIA 6 22 (],

157 CNI HAShR AR,

EERENEMT. BIUEHEERISMLZHINE L8 name [HILE,
EEEBENE CNI HRHEFRIBTR,

¥EE CNI meta fEHBIR TR,

9O99000®9

BEEIXER sysctl, EOZME IFNAME SRR, FEHR TR EOREPRAR,

THELETRT = YAML XA :

apiVersion: "k8s.cni.cncf.io/v1"
kind: NetworkAttachmentDefinition
metadata:
name: tuningnad
namespace: default
spec:
config: {
"cniVersion": "0.4.0",
"name": "tuningnad"”,
"plugins": [{
"type": "bridge"
b
{
"type": "tuning",
"sysctl": {
"net.ipv4.conf.IFNAME.accept_redirects": "1"
}
}
]
y

2. TS ENE YAML :

I $ oc apply -f tuning-example.yaml

i tH 7 B

I networkattachmentdefinition.k8.cni.cncf.io/tuningnad created

3. EARUUTRAIBMSHINE X, S/2=A pod.yaml :

apiVersion: vi

kind: Pod

metadata:
name: tunepod
namespace: default
annotations:

k8s.v1.cni.cncf.io/networks: tuningnad 0



spec:
containers:
- name: podexample
image: centos
command: ["/bin/bash", "-c", "sleep INF"]
securityContext:
runAsUser: 2000 @)
runAsGroup: 3000 @)
allowPrivilegeEscalation: false ﬂ
capabilities:
drop: ["ALL"]
securityContext:
runAsNonRoot: true G
seccompProfile: ﬂ
type: RuntimeDefault

FRBZHEE,

@ & 0009

5 E i &M NetworkAttachmentDefinition B9 Fii,
runAsUser 1Z5{FEBWHANA P ID 217828,

runAsGroup % HIF2&FERWNEEH ID,

1% mAARSRERSENNEOREY

allowPrivilegeEscalation JRE pod @B EKRAVHFNAN, MARKEE, MEILN true,
XA BT E R AP 2 EXE T no_new_privs i1,

capabilities oV F4FIIRIE, MAIRETEM root ViRIFR, MRS ETIBEM pod FEFRT

runAsNonRoot: true ZXA2:FH 0 LIABIE( UID 1217,

a RuntimeDefault 7j pod S & 28 T{F 71 2= FABIAR seccomp BRESR.

4. TS RN A yaml:
I $ oc apply -f examplepod.yaml
5 ZfTUT@SRIE pod REEHIE -
I $ oc get pod

i th o B

I NAME READY STATUS RESTARTS AGE

tunepod 1/1  Running 0 47s
6. IZfTL TR ERE pod :

I $ oc rsh tunepod

7. BOEBCERY sysctl FRCHVE. B, BILZITUTRGERK

net.ipvd.conf.net1.accept_redirects 1% :
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I sh-4.4# sysctl net.ipv4.conf.net1.accept_redirects

Ttk

I net.ipv4.conf.net1.accept_redirects = 1

1.2. AL CNI 5 ALL-MULTICAST &=
& BT LUE R tuning Container Network Interface (CNI) meta ¥4 /5 3 all-multicast &=,

PUTF R 7 afa B & AL CNI 32 B all-multicast R,

¥ =
1. ERALTREAIEMZHINE X, %0 tuning-example.yaml :

apiVersion: "k8s.cni.cncf.io/v1"
kind: NetworkAttachmentDefinition
metadata:

name: <name> ﬂ
namespace: default 9
spec:
config: '{
"cniVersion": "0.4.0", 9
"name": "<name>", °
"plugins": [{
"type": "<main_CNI_plugin>" 6
b
{
"type": "tuning", G
"allmulti": true

}
}
]
}

1B EEZOZRYRIA PILAME INBI AR, BFRTERE B & 22 ] R s 2 HE— B,
HEE S RKRIA 6 22 (],

5E CNI AUAShR A

EERENEH. HEELTS MM INE L8 name {EHIEES,
EEEBENE CNI HRHEFRBTR,

¥EE CNI meta f&EHBI R TR,

999200609

BEoEOR all-multicast X, MREA, EOFEENLS ENMAESBRIES.

THEETRT = YAML XX#4RA)
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apiVersion: "k8s.cni.cncf.io/v1"
kind: NetworkAttachmentDefinition
metadata:
name: setallmulti
namespace: default
spec:
config: '{
"cniVersion": "0.4.0",
"name": "setallmulti",
"plugins": [
{
"type": "bridge"
b
{
"type": "tuning",
"allmulti": true
}
]
y

2. BT TSN A YAML XHERIEENIXE :
I $ oc apply -f tuning-allmulti.yaml
LN
I networkattachmentdefinition.k8s.cni.cncf.io/setallmulti created

3. FERAZELILLT examplepod.yamIsZ {45 E BRI 25 ME AN E LA pod -

apiVersion: vi
kind: Pod
metadata:
name: allmultipod
namespace: default
annotations:
k8s.v1.cni.cncf.io/networks: setallmulti 0
spec:
containers:
- name: podexample
image: centos
command: ["/bin/bash", "-c", "sleep INF"]
securityContext:
runAsUser: 2000 @)
runAsGroup: 3000 6
allowPrivilegeEscalation: false ﬂ
capabilities: 6
drop: ["ALL"]
securityContext:
runAsNonRoot: true G

seccompProfile: ﬂ
type: RuntimeDefault
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ﬂ 15 EBCEH NetworkAttachmentDefinition B9 i,
EBECITEHAS, D,
EERSERWPNERAID,
T pod BE LU KA R, RKIEE, NEILN true, XDHA/REERZEFES

o)
©
Q HZFPEELIZET no_new_privs tri&.
(5
6
7]

IEERIRINEE. drop: ["ALL"] EARTIAAA Linux ZHEEERAEM pod REF, RAEE™HKH
ZLREES.

EEBSMEAEM UID H 0 A FIBTT.

IBEA M seccomp BLES., EXMIERT, type #1%E 7 RuntimeDefault, seccomp
&— Linux I#IhEE, ©RE T ARTAMRSIAR, BRIt GmERIRETEME.,

4. T TS NA YAML XEhisEMIZE
I $ oc apply -f examplepod.yaml

5 ZfTUT@SRIE pod REEHIE -
I $ oc get pod
=1

NAME READY STATUS RESTARTS AGE
allmultipod 1/1  Running 0 23s

{

6. ZITUTHHERE pod :

N

I $ oc rsh allmultipod

7. i2fTLUF S, FIHE pod KEXMIFRA DO :

I sh-4.44# ip link

i th o Bl

1:10: <LOOPBACK,UP,LOWER_UP> mtu 65536 qdisc noqueue state UNKNOWN mode
DEFAULT group default glen 1000

link/loopback 00:00:00:00:00:00 brd 00:00:00:00:00:00
2: eth0@if22: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 8901 qdisc noqueue state
UP mode DEFAULT group default

link/ether 0a:58:0a:83:00:10 brd ff:ff:ff:ff:ff:ff link-netnsid 0 ﬂ
3: net1@if24: <BROADCAST,MULTICAST,ALLMULTI,UP,LOWER_UP> mtu 1500 qdisc
noqueue state UP mode DEFAULT group default

link/ether ee:9b:66:a4:ec:1d brd ff:ff:ff:ff:ff:ff link-netnsid 0 9

Q eth0@if22 2 X #0O
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net1@if24 RHZE T network-attachment-definition I ZZ3EO, © X #F all-multicast &
X (ALLMULTI #77)

1.3. Efth 55R
o ERIFIHMEM sysctl
® SR-IOV M%7 mECEXT R

e 7}y SR-IOV RIS EL B O LS sysctl WBFN all-multicast &=


https://docs.redhat.com/en/documentation/openshift_container_platform/4.19/html-single/nodes/#nodes-containers-sysctls
https://docs.redhat.com/en/documentation/openshift_container_platform/4.19/html-single/hardware_networks/#nw-sriov-networknodepolicy-object_configuring-sriov-device
https://docs.redhat.com/en/documentation/openshift_container_platform/4.19/html-single/hardware_networks/#configuring-interface-level-sysctl-settings-sriov-device
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B2ERET RimHRSSEH

AEBEREIED, BAURET RIROCERMBREENNER, AREHRERE, RESHEEATLE
SEHTT R NRERES. IRENKHEAARET RGO, HEERBEFNERIEINT BinOSEH,

MREHRBERFREIRPIE T [RIFCSERE, NIFIASERE 30000-32768 L AZIEHIEERE. HiXFHE
AT, ERUEE—RT RBSERH, BELTENROSEEHRE 30000-32768.
BE

IR B ERNIABIIR OSEE 30000-32768 2 A T, W F R IAIR OSE B A BISE H,
HRENNAMEILY BT RIGSEE A SRR, FhlE, 5k -

o HESFNHIBEAFEANEMKAOES
o LXESELEHERENMABEREN pod FRMNKOES
REY RSEHE IR O ERFA, 15 IR RR I W H X EMERSER,

R BT ik OsEE# OpenShift CLI (oc)iHE 1L T4, HE NixAS OpenShift
Container Platform API fR5535 %2, 1Bl &EEE,

217 R RimO3EH

IRAl LY BT AR OSEH., & OpenShift Container Platform 5685, T ETE HRTECEAISE H
P4 /NTT i D S

HE

LINER B ERIARIIR OSEE 30000-32768 2 A 34Tl X FERIAIROSEE LA HISE ],

ERRNE LSS BT ik OSeE AR ENERE, NMRET BREHEMRO 2R
A, EOEMERI VA NEMBEIEE.

FeREH
e B%%E OpenShift CLI (oc).
o LIEA cluster-admin R - 510 & k&R,

o EIMREREMBMAFTFT BEHPEFENRO, fin, MREFT [imOSEET BE
30000-32900, #ZBYRAH K EESEE ST IEER &Y/ R 1S &% OSE E 30000-32900,

it =

o T EREEMAREIE pod REM network.config.openshift.io X R HHY
serviceNodePortRange SHEEH, HHAUTHS :

$ oc patch network.config.openshift.io cluster --type=merge -p \
{
"spec":
{ "serviceNodePortRange": "<port_range>" }

10



$ 2% EE T im0k SEHE

<port_range>
BEMSY BHISERE, 0 30000-32900,
7
A LA AT YAML RE 7T sl OSE
apiVersion: config.openshift.io/v1
kind: Network
metadata:
name: cluster
spec:

serviceNodePortRange: "<port_range>"
#...

it Bl

I network.config.openshift.io/cluster patched

o ZIFUEHNERELFERRE, HWAUTHS, NAEHATEREE/LDFHE,
$ oc get configmaps -n openshift-kube-apiserver config \

-0 jsonpath="{.data['config\.yamlI']}" | \
grep -Eo "service-node-port-range":["[[:digit:]]+-[[:digit:]]+"]'

it Bl

I "service-node-port-range":["30000-32900"]

2.2. HBTR
o (M NodePort BEEEEAORE
® Network [config.openshift.io/v1]

® Service [core/V]

1


https://docs.redhat.com/en/documentation/openshift_container_platform/4.19/html-single/ingress_and_load_balancing/#configuring-ingress-cluster-traffic-nodeport
https://docs.redhat.com/en/documentation/openshift_container_platform/4.19/html-single/config_apis/#network-config-openshift-io-v1
https://docs.redhat.com/en/documentation/openshift_container_platform/4.19/html-single/network_apis/#service-v1

OpenShift Container Platform 4.19 B8 B4 1% &

33 E RESRHEMLEHE

FERNEHERENA, BAUEEHZRRT REEMSAEEH, MRINNTREEES P ik, ETESE
B REHMLEH,

WJ&D ﬁD%‘TﬁB%T$E¥ #F} 10.128.0. 0/19? ENEBMLSEHE, EHAETZS N 23, NIBREIDY 16 D11

Y REREMSMUSEER, AR YIER OVN-Kubernetes 43154, A2 FFH LR8I,
BB ML 1P ik SEREII 2B LU TR

e IETEM CIDR BHAX/NMAE 2N FHAIEER CIDR IR/, EHEREERSRENERRM
B % RGN 1P 22 ]

o FTEREWENILR
o HABZMINMKEEN Pod RIERRMST REEMOIE

30T BRERML IP thitsEH

BRI LAY BRER M P #b SR, BT XN ERFTEEERFPHEEFH Operator BB&, FILARZ I8
FTE 30 o FEEEN.

FRFH
o L% OpenShift CLI (oc) .
o {HFHEXA cluster-admin I RAIFE - E[ERIERE,

o TRIRERF A OVN-Kubernetes M4&FEHE,

it =
1 ERIEHNERERMZSEEMENEE, AL TS

$ oc get network.operator.openshift.io \
-0 jsonpath="{.items[0].spec.clusterNetwork}"

i tH 7 Bl

I [{"cidr":"10.217.0.0/22","hostPrefix":23}]

2. B REHML P HUSEH, WAL TGS, EAL—aSHTiRO/ CIDRIP #ibSEHFE
GINIE S

$ oc patch Network.config.openshift.io cluster --type="merge' --patch \
{
"spec":{
"clusterNetwork": [ {"cidr":"<network>/<cidr>","hostPrefix":<prefix>} ],
"networkType": "OVNKubernetes"

}
p

12


https://docs.redhat.com/en/documentation/openshift_container_platform/4.19/html-single/ovn-kubernetes_network_plugin/#about-ovn-kubernetes

B 3 B RERRMLSEHE

Her:
<network>

EEIRE L — S FhREH cidr FERBIRIZEER . ETIERSUXME,
<cidr>

EEMBSIAIE, Fm, 14, FERESOIL E—S Pkt ENEE, S BEREMLE

o

<prefix>

EERBNSRIENR, X MELMESEE E—5 IR hostPrefix FEXHIEMER.

e
$ oc patch Network.config.openshift.io cluster --type="merge' --patch \
{
"spec":{
"clusterNetwork": [ {"cidr":"10.217.0.0/14","hostPrefix": 23} ],
"networkType": "OVNKubernetes"

}
p

i tH 7 B
I network.config.openshift.io/cluster patched

3. EMNRERERN, HRMAUTHS, WEHEE 30 D F et EREK.

$ oc get network.operator.openshift.io \
-0 jsonpath="{.items[0].spec.clusterNetwork}"

it Bl

I [{"cidr":"10.217.0.0/14","hostPrefix":23}]

3.2. H HR
® Red Hat OpenShift Network Calculator

® XF OVN-Kubernetes M4& 54

13


https://access.redhat.com/labs/ocpnc/
https://docs.redhat.com/en/documentation/openshift_container_platform/4.19/html-single/ovn-kubernetes_network_plugin/#about-ovn-kubernetes
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5 4% RE IP HELH
A T8 T 4 OpenShift Container Platform $8% £ pod fMARSECLE IP HEHEF.

IP tFEE R Keepalived E—HEN LB —HAEBIRBIETL IP (VIP) Hbtik, &4 VIP k(R E
N ENIRMARS. Keepalived RAEMEEHERTT R (VRRP) REZEENESHHEANENIRMH
VIP fR%5. SARENAAA, =& Keepalived IEE R MIHIARSSZ B, T VIP REIHEIFENEFFH
HA—DEN. XEKRBERZENATH, FEHRATLURME VIP RS

EE5FHEN VIP B HMNESFEFENT RIRERSS. MRENTTRETA, NSR# VIP, BEFS VIP &
AOKRBTRLE, RATREEFEESRE VIP T RMEMEEZ N VIPE T R, MRIE—1NT =, WA
VIP #1EE H,

EEAIRARIE VIP it R LT EXK -
o HESMAMEENEN LI,
o FRTERETNEMEMBN.

BT R LM keepalived AEFTEIRFS BEEIZ1T. MARZ, MZE VIP, Keepalived 5 1178 3 E Wl
NI ERS VIP, X FESEMT &, RESUIRF VIP LHWREO, KEBEULTNZRARE,

% e
EEHHEN VIP A BT R T Ri.

IP MFEHEBEEEN VIP EMmO, LBEIZIRORESE T R LV, WREAFTEDF, MWARET
ROBLVIP, IIRmO¥N 0, NKFIERE, EMAHITARFRINK,

41217 Keepalived B9 s K ERIART, %717 S 80 VIP BT LR & 11 552080 24 B master BIfEFE25% LA
R G SRR E A master 1K,

EREIE G A L@ OPENSHIFT_HA _NOTIFY _SCRIPT ZE12#t— M HIA, S4TSR EM VIP BIIRE
KEDCRISARLEIA, keepalived TE4 VIP 1RLARSSES A master IR ; 5 — N7 sz VIP RS
if, IR backup ; YR EBIAKIET, RN fault, BLIREEWA, notify MIA#ESWIER, HE
TRETBVRES,

& 8] LATE OpenShift Container Platform L0132 |P tHfE¥ B EBBE R B, P WELBIBLEIEE VIP i
WMEE, UERRSENN—HT R, —MEHETUEES) IPHERBHERE, SEEEBECHN—
HME—HY VIP ik, 1P SELBECE PRI T RIE1T IP BIBEL pod, It pod iZ1T Keepaliveds,

8 VIP 1) 8 EN ML pod B, R TR pod 1Ei21T IP #FEEEHS pod BIARAE T R L1217, XA
EEM IP BEEB TR NET R, FESEN I VIP RS, INRNARRF pod XEEMEEE IP tifE
RN T R EIZ1T, AL IPHEER T AASN VIP RS, siEFELN A pod RS BREMFR
2, 0 IP SEEBRINARREFEAARNEFSRNESE, LUERIXFHARTE,

EFEA VIP U5 IRBRSSES, BRI S&ETUMT T S8 IP 8EEBER, RATINASRERENEZ
17, ZIRSSERRI LAEFRE T m L], EA] IP BUFEFEFE T s o] LABERT 2R A E 17 . ARSS AT LAE R AAER 1P
MRS O, sHETLUEA NodePort, i%& NodePort 2 —PMFIIRE,

RS E L AREAAER IP I, VIP #iXEHAER IP, P SREEH MmN RS RO, EERT R
ImOR, ZmOERENEN TR ETF, RSNMBRIRS T VIP BERT mREMT N EFE, &£
XHIERT, PSRRI EROERS E L Hi%E NodePort,

14


http://www.keepalived.org/

FEASEE IPHEES

BF

BIfE—NARSS VIP BE ST AY, BUEMNER IR, keepalived BREA VIP #HES
ERNEDNT RIRMHARS, BEEMTYR%E, BAUER—TTREEASDVIP, HIP
HEEBER—T REBRES D VIP I, FE—H VIP [AIFHTAER 1 E AR RIS T RE SR
R,

LR ExternallP I, EA LU IP $HfE%# X E NS ExternallP SEEAERM VIPSEHE, EiAa UEH
Wm0, EXWERT, B VIP B IEEREFRMNE— T s, FAAELUER ExternallP 1%
BERSHEESERTH,

“ o
£HPREE 254 1 VIP,

4.1. IP B EE BRI R &
TROSATFRE P HEEBHTE,

X 4.1 1P HEEBISELE

A2 Z AR default ik
OPENSHIFT_HA_MONITOR_POR 80 IP #EFE pod REHESNEIIP (VIP) LEITFH
T Etbim O/ TCP i%#, MREIERE, ARSI
HNIETEIZ1T, fNRUEEIHmOE N 0, NIMK A48
it
OPENSHIFT_HA_NETWORK_INT IP B FEE 2 T AOE B RR 2R TU R (VRRP) 7]
ERFACE ENEOR/T, KINES ethO,

INRIEEELFE A OVN-Kubernetes RIZiEM, 151
tbfE1XE N br-ex LB REIER XK, X FHEA
OVN-Kubernetes RI4%iEERIERE, FRAEMIITEEOER
&5 VRRP 1240k %5, M ALRERET
br-ex Fi#17,

OPENSHIFT_HA_REPLICA_COU 2 ZOIEMBIAL, XI5 P HELBIELEP

NT spec.replicas {EITEL,

OPENSHIFT_HA _VIRTUAL_IPS ZEHIR 1P i SEE IR, SR AN, 1.2.3.4-
6,1.2.3.9,

OPENSHIFT_HA VRRP_ID OFFS 10 BAFXEBEEMEKBS D WESEE, FRFRANREREE

ET AILER—SKHPEES) P MELBEE. RAR

®%{E9 10, SVFRISER]DY 0 E 255,

OPENSHIFT_HA _VIP_GROUPS 4 VRRP QI ERHEE, MEEEXRE, N hEid
OPENSHIFT_HA VIP_GROUPS T i EmED
REHL P SERIOIE— 1,

15
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3

FREH

K

OPENSHIFT_HA_IPTABLES_CHA
IN

OPENSHIFT_HA_CHECK_SCRIP
T

OPENSHIFT_HA_CHECK_INTER
VAL

OPENSHIFT_HA_NOTIFY_SCRIP
T

OPENSHIFT_HA_PREEMPTION

4.2 IEEEPEE IP MEELIHT

default

LIDN

preempt

_nhodelay

300

sk

iptables #ER&#F, AT BIIRIMAIT VRRP REN
iptables #lll, MREBIXEE, NFRHRM
iptables #ill, MRERFE, NAKUEE,

EHIZITRIMIAR] pod XRS5t HBISTEER X BT,
LUSUEN AR & ETEIZ 1T,

REMANZITHRE (RN EAL) .

YIRELZ ELAERHTITHEIAR pod XHRTIHITE
HBEB.

IR E R B LANENBKE, nopreempt
RIEAR 2 master MEAR LB ENFBEIL LN E
=HIEN.

FERNEHEERA, EAUEBIEHAHERFN AT R (AIRZETERE L) FEE IP HIEK

%, ML UASRHFEES D IP HIELHBEE,

B IP RS ER B BRI,

P S FEHL B BB A REELT pod ERFSIRFIHFEANIFENEN T REIZIT,

Ltk pod 21T Keepalived, BRI LAIEIRS, FES T RFEEVIAIR S skifk sE{E A Virtual Router
Redundancy Protocol (VRRP) M—T1 s I#EI A — N1 s MIEHLIP (VIP) &

MFEFNRE, KE—MEFS (selector) , ATFRFEDHANTR, HFXESAMET RERERFHE

x,

FRFH

o LIEA cluster-admin ffRE A " B0 B R ERE,

o 20— pull secret,

e {YfR Red Hat OpenStack Platform (RHOSP) :

o RIEBIIMEREET RHOSP &/ (RHCOS 1Y),

o XL T#H, T RHOSP openrc.sh rc X4 (RHCOS XX#4).

it
1. IR IP BB ARSS I

I $ oc create sa ipfailover
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FEASEE IPHEES

2. 77 hostNetwork E# &£ £ TFXAR (SCC)

I $ oc adm policy add-scc-to-user privileged -z ipfailover
I $ oc adm policy add-scc-to-user hostnetwork -z ipfailover

3. {¥FR Red Hat OpenStack Platform (RHOSP) : e T4 5, fH7E RHOSP ik _E =T LAY [Al#K
FEH%F5 VIP Hhilt,

a. A RHOSP CLI £ RHOSP %&£ allowed_address_pairs S+ [ ~E I\ RHOSP
API 0 VIP Hhiit :

I $ openstack port show <cluster_name> -c allowed_address_pairs

i th o Bl

*Field* *Value*
allowed_address_pairs ip_address='192.168.0.5', mac_address='fa:16:3e:31:f9:cb’
ip_address='192.168.0.7', mac_address="fa:16:3e:31:f9:cb'

b. N IP EEREBXERRA VIP #ilt, 783 7E RHOSP CLI i ALL F &4 {# RHOSP
i O _EAgHb b A, REIHEMEIAB RHOSP API #1 VIP b % & IP thfEi5 528 Z IR
PEE5F% VIP il

£ RHOSP s A s 7N 1.1.1.1 HEEFR 1P Hhbk 45 8 S s ithhit #9761,

$ openstack port set <cluster_name> --allowed-address ip-address=1.1.1.1,mac-
address=fa:fa:16:3e:31:f9:cb

c. BIEEERE YAML X4, NIEEREERE IP HEIHt, ES M ESSBERN"|IP HEEBE B
BIERZE YAML 36",

d. 7£ IP MRS IRB PIEE LA TG, LUEREEES VIP thit (Zi04
OPENSHIFT_HA_VIRTUAL_IPS I{iF & :

£ 1.1.1.1 VIP #1750 %) OPENSHIFT_HA_VIRTUAL_IPS B4

apiVersion: apps/v1
kind: Deployment
metadata:
name: ipfailover-keepalived
#...
spec:
env:
- name: OPENSHIFT_HA_VIRTUAL_IPS
value: "1.1.1.1"
#...

4. QIERERE YAML SUEREZE P sRFEHD,

17
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%fF Red Hat OpenStack Platform (RHOSP), AZEEFHOIEEE YAML X
., IWEAENZRIBAN— SR 0IR 7 b2

IP WE B ENEEE YAML Al

apiVersion: apps/v1
kind: Deployment
metadata:
name: ipfailover-keepalived 0
labels:
ipfailover: hello-openshift
spec:
strategy:
type: Recreate
replicas: 2
selector:
matchLabels:
ipfailover: hello-openshift
template:
metadata:

labels:
ipfailover: hello-openshift

spec:

serviceAccountName: ipfailover

privileged: true

hostNetwork: true

nodeSelector:
node-role.kubernetes.io/worker: "

containers:

- name: openshift-ipfailover
image: registry.redhat.io/openshift4/ose-keepalived-ipfailover-rhel9:v4.19
ports:

- containerPort: 63000
hostPort: 63000

imagePullPolicy: IfNotPresent

securityContext:
privileged: true
volumeMounts:

- name: lib-modules
mountPath: /lib/modules
readOnly: true

- name: host-slash
mountPath: /host
readOnly: true
mountPropagation: HostToContainer

- name: etc-sysconfig
mountPath: /etc/sysconfig
readOnly: true

- name: config-volume
mountPath: /etc/keepalive

env:

- name: OPENSHIFT_HA_CONFIG_NAME
value: "ipfailover"



FEASEE IPHEES

- name: OPENSHIFT_HA_VIRTUAL_IPS g
value: "1.1.1.1-2"

- name: OPENSHIFT_HA_VIP_GROUPS 6
value: "10"

- name: OPENSHIFT_HA_NETWORK_INTERFACE ﬂ
value: "ens3" #The host interface to assign the VIPs

- name: OPENSHIFT_HA_MONITOR_PORT 6
value: "30060"
- name: OPENSHIFT_HA_VRRP_ID_OFFSET G
value: "10"
- name: OPENSHIFT_HA_REPLICA_COUNT ﬂ
value: "2" #Must match the number of replicas in the deployment
- name: OPENSHIFT_HA_USE_UNICAST
value: "false"
#- name: OPENSHIFT_HA UNICAST_PEERS
#value: "10.0.148.40,10.0.160.234,10.0.199.110"

- name: OPENSHIFT_HA_IPTABLES_CHAIN 6
value: "INPUT"
#- name: OPENSHIFT_HA_NOTIFY_SCRIPT 9
# value: /etc/keepalive/mynotifyscript.sh
- name: OPENSHIFT_HA_CHECK_SCRIPT@
value: "/etc/keepalive/mycheckscript.sh”
- name: OPENSHIFT_HA_PREEMPTION m
value: "preempt_delay 300"
- name: OPENSHIFT_HA_CHECK_INTERVAL @
value: "2"
livenessProbe:
initialDelaySeconds: 10
exec:
command:
- pgrep
- keepalived
volumes:
- name: lib-modules
hostPath:
path: /lib/modules
- name: host-slash
hostPath:
path: /
- name: etc-sysconfig
hostPath:
path: /etc/sysconfig
# config-volume contains the check script
# created with "oc create configmap keepalived-checkscript --from-file=mycheckscript.sh”
- configMap:
defaultMode: 0755
name: keepalived-checkscript
name: config-volume
imagePullSecrets:

- name: openshift-pull-secret @

IP B EE TS 2R B H & FR
ESHR P tUSEEFIFR, SR E A0, 1.2.3.4-6,1.2.3.9,

®9
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© ' VRRP IEMAKE, MRBAEE, 12081 OPENSHIFT_HA_VIP_GROUPS &
BEMFNENL IPSERAIB— N,
IP ERFE YDA T 4% VRRP RENE O A, RINER TEA eth0,

IP BIFEFE# pod RZHFEE D VIP LT RIbIR OB TCP e, MREILERE, NARSE
WALN EMEIZTT, MRIEHO 0, MNLiX&mLET. BIMES 80,

AT REEMKEES D WRZE, FRTENFEBETUER—KHFEES D IP HRIERK
BEE, RIMRBE 10, RIFHISEHE D 0 I 255,

EOEMBIRE. XNT5 P MELBIREEE T8 spec.replicas [EILAL, BRIMEN 2,
iptables $:89& %5, BT BIARINARYF VRRP REM iptables #I|, tNR&EHIHEME, N
&I iptables #M], MRHEREFE, WA 0IEEE, Keepalived TEHRIBER TIZ1T,
BN INPUT,

LR L ETEEHZITHIARN pod KRG SEEBRR L,

EHIIZ1TRIBAR pod ST R RIS R R AT, LUISIEN AR T EEIE1T,

IR E AR SENENBKEE, BRINE N preempt_delay 300, X255, #H—
BMR AR S5 master 124t VIP B, Keepalived SEI7E 5 D EREE VIP,

REMARZTIEE (URNEA) . BRINMER 2

090 900 O©09O O OO

TEOIRERE AT pull secret, BNERFFE A ERFI B EH IR,

4.3. e EREMN @R

keepalived @i EHZ 1T AL R A IRHMBVG ERASKE RN ARRFRRERR. Hli, ZEAR ORI 4
HE R FFRENTR R Web BRS5 88, FAREBEENRA, ERURHE—INIERN notify A, ZHEXS
RS R EZ R A,

REFBNE P MEEBRSETCTHREE, HAERARREXHRS, MARENXHRS. B

=, |P B pod MENNMHRSE hosts HHBET AR, HARERESBRBEAR, ZBIiRM
AR TREEER, REMANEINSEZHEA ConfigMap # %K.

1602 A8 F A B ST ELRR R B AR INE] Keepalived Bo B X4 _/etc/keepalived/keepalived.conf /7, 1%
XHATE Keepalived RS ShE INE, FTLAEF ConfigMap X RIFHIARINE pod, LT &R,

RERF

TR ERARRS, 21T —DNERBBIIA KNS TCP 8, iRm0 0 5, ZRiEthEIAN
o

B IP kEH % pod EE— Keepalived SF#18, 1£121T pod BT s LEE—PHZ N EHL IP (VIP)
ik, Keepalived SFIFH#RRNIZT R BEN VIP BIRE. HET R LHRFE VIP LT

master. backup = fault X7,

MEREMARDOIES, TTREHA backup R, FETHENEM VIP HEFHE.

notify BI&

keepalived LA T = NS EE LA notify BIA :

20
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e $1- group X instance
e $2- group =X instance FI&FF

o $3-#FIRA : master. backup =X fault

FRFM

e B%% OpenShift CLI (oc) .

o {HFEA cluster-admin I RAIFE - E[ERIERE,

Y=

1. BIEERTEHIA, O/ ConfigMap M REXBMNE. HALERASE, FELIERE 0 (OK)
M1 (fail) ,
7 HIA, mycheckscript.sh :

#!/bin/bash

# Whatever tests are needed

# E.g., send request and verify response
exit 0

2. fl|#& ConfigMap X% :
I $ oc create configmap mycustomcheck --from-file=mycheckscript.sh

3. MEARINEIASREE, HEHM ConfigMap X RH defaultMode . /EETS A oc H K ImiEER
EffERZ1T, EBEH 0755, 493 (i)

$ oc set env deploy/ipfailover-keepalived \
OPENSHIFT_HA_CHECK_SCRIPT=/etc/keepalive/mycheckscript.sh

$ oc set volume deploy/ipfailover-keepalived --add --overwrite \
--name=config-volume \
--mount-path=/etc/keepalive \
--source='{"configMap": { "name": "mycustomcheck", "defaultMode": 493}}'

v a3
: oc set env AR HA EEEUR, = FESHIHNTREER 1%
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R’
&40 LR ipfailover-keepalived EREELE :

I $ oc edit deploy ipfailover-keepalived

spec:
containers:
-env:

- name: OPENSHIFT_HA_CHECK_SCRIPT @)
value: /etc/keepalive/mycheckscript.sh

volumeMounts: 9
- mountPath: /etc/keepalive
name: config-volume
dnsPolicy: ClusterFirst

- volumes: 6

- configMap:
defaultMode: 0755 @)
name: customrouter

name: config-volume

@ 7= spec.container.env F&h, 7l OPENSHIFT_HA_CHECK_SCRIPT {525 @ U35

HEHRRA ST,
7510 spec.container.volumeMounts =X L0 H#H =,

ININFTH spec.volumes FEXLUIR &L B ES,
LB SRR ITIR, EEHILE, HIETRN+HiHEH 493,

REFXRFBREFESR, XRE/S ipfailover-keepalived.

4.4. fit & VRRP . 5

LU—DTREMEIIP (VIP) RN@E TREMANKGEMRE fault IRASE, NREETET L]
4bF master RSB TT S LRI VIP, 77 S LB VIP 55 A backup A7, nopreempt SRS R F
master MEN EEAK LR VIP BEIEN LB AL ESH VIP, H“ERAEKILK preempt_delay 300
if, Keepalived ®ERFEEM 300 ¥, FHIF master BRI EN EHLELESZH VIP,

it =3
o TIETEIt &, HiA oc edit deploy ipfailover-keepalived L\ 4niH R EREEE :

I $ oc edit deploy ipfailover-keepalived

spec:
containers:
- env:
- name: OPENSHIFT_HA_PREEMPTION ﬂ
value: preempt_delay 300
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€@ i OPENSHIFT_HA_PREEMPTION % :

o preempt_delay 300 : Keepalived REFRFIEER 300 ¥, FHIF master BRI EN LB
SHRBEEZHVIP, X2BIAE.

o nopreempt : F&YF master MENL EREIEILEH VIP BRI EN LN ESH
VIP,

4.5. BREZ N IP HFEFE S

B IP %% pod H IP MELBHMBREERE, N1 =1 D pod, LL— Keepalived ST #2217,

BREELZ IPMELKSHRERER, S0UBEZS pod, ELZHNSTHFHREMAT WM EMEBEIITTRTNL
(VRRP) i, LLVPEEHFTE Keepalived SFHFHTESERK, ©RE T LT RARS 2 EM

P (VIP) ,

Keepalived RER-HEA VIP DB —NME—B vrrp-id. TR AX—2H vrrp-ids, FEMHIRERRES, HEHE
vrrp-id % 89 VIP f$7ERE 89T = EBR S5,

Hit, XF IP MEERESMBE B E LBEN VIP, P EFELTS pod 2 EN M EY vrrp-id, XA LM
OPENSHIFT_HA_VRRP_ID_OFFSET 748, FiRINFF vrrp-ids 2ECE VIP FIRESLH, vrrp-ids B9
{ERI1E 1..255 =2 A,

WEES IP MEEBHRBEEN, B/JiiEE OPENSHIFT_HA VRRP_ID OFFSET, UfE1EZfEE
BRI VIP WEE, FEEE vrp-id SEFEE,
4.6. N8Byt 254 i FRE IP thFEiLF

P tpEL B EIEA 254 NMAEM 1P (VIP) HilitaIRRHl, BRINERT, OpenShift Container Platform &
NENESBE— P Hit, EEILIEE OPENSHIFT _HA_VIP_GROUPS & #1TH K, HESE 1 HF
AL IP ik, HERE P #ERBNE LB EMRBEFTRIML (VRRP) SLEIRTAH VIP HE

==Y

1E VRRP #E¥ %= HF, X VIP #1T0HSNEDN VRRP QIBETZH VIP K ESEHE, FHESRETH
i ENLERBE W MAM G R ARSI RE A, B0, RS ET ExternallP 2 FFHT,

L

p= =1

FERANEEBEN— N NE, B7EBHSRSREZ—MEENEN. HR, RFENE
FIEIE—ENMLE, LUEE IP BELBE, ToEHmENLEHRUERS,

p= =1

INRMEA OpenShift Container Platform @RI 7E, IP SRR BMNANME T EFRETRK
EHBPMFRAELHF, Rk, HIUER Kubernetes f2E I & EMRIRSS A FiENIR S,

FeREH
o FHEZXR cluster-admin f{PRAIF /&[T I £ B,

it =
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OpenShift Container Platform 4.19 B8 B4 1% &

o EHEUWAELENAN IP S, 15F K OPENSHIFT _HA_VIP_GROUPS Z"E£M{H, £l
a0 -

IP S BCiE # Deployment YAML =41

spec:
env:

- name: OPENSHIFT_HA VIP_GROUPS ﬂ
value: "3"

@ WREELA VIP KIS OPENSHIFT_HA_VIP_GROUPS X B 3, ©&E=4
H, "ENVIP DBRBIE—NEH, HRKWFHNEEDEH D VIP,

EE
mns OPENSHIFT_HA_VIP_GROUPS WENHBED T XENWERN IP it #E, WA
BE%4 P tt, ERTEHEERE R — BT,

4.7. EXTERNALIP 9= At

EIEERSD, TLUASER IP HEYIHLFN ExternallP BIfRSS . X F{FF ExternallP Q&R M E
7, ERI2ERMRS.

FERIBEEEBMLKE BN spec.ExternallP.autoAssignCIDRs SB[, AR IP =L E BN F
FAtERBISE .,

RN IP SR % o T RFEANEREM 255 1 VIP, FRLL spec.ExternallP.autoAssignCIDRs w77
124 HFE N,
Heth BT

e foi&E ExternallP

e Kubernetes 3X#4 - ExternallP

4.8. R 1P HFEH)H#h

EAESE P SRS, SRBEHHY worker TV RAfEF iptables #LNETR, ZHNIERFARIT
Keepalived 7£ 224.0.0.18 EZEHIES. BTN TTREN, %R IP HEDHEFEEZT—MMEI KR
iptables #1LIUIF R Keepalived B IP Hbtlt,
it =3

1 mE - IHA R TEGE O Be B PR S BRI R EALE R A

a. FAEAEMAT IP BELIHE pod REEAREBEMRSIENS :
$ oc get pod - ipfailover \

-0 jsonpath="\
{range .items[?(@.spec.volumes[*].configMap)]}
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FEASEE IPHEES

'Namespace: '}{.metadata.namespace}

'Pod: "{.metadata.name}

'Volumes that use config maps:'}

range .spec.volumes[?(@.configMap)]} {'volume: "{.name}
{'configMap: "{.configMap.name}{"\n'}{end}

{end}"

{
{
{
{

it Bl

Namespace: default
Pod: keepalived-worker-59df45db9c-2x9mn
Volumes that use config maps:

volume: config-volume

configMap: mycustomcheck

b. MR E—HRHU T BIEBHEERF AT, HHREERS

I $ oc delete configmap <configmap_name>

2. v IP B HGH AN A ERE

I $ oc get deployment -l ipfailover

fai tH 7 B

NAMESPACE NAME READY UP-TO-DATE AVAILABLE AGE
default ipfailover 2/2 2 2 105d

3. MIFRERE -

I $ oc delete deployment <ipfailover_deployment_name>

4. & ipfailover RRSSMK ™ -

I $ oc delete sa ipfailover

5. izf7—MEN, ZELRMREAESE P PRSI ARINA 1P RHALN -
a. BB—13f4, 0 remove-ipfailover-job.yaml, ERZEFLELUAT R :

apiVersion: batch/v1
kind: Job
metadata:
generateName: remove-ipfailover-
labels:
app: remove-ipfailover
spec:
template:
metadata:
name: remove-ipfailover
spec:
containers:
- name: remove-ipfailover
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image: registry.redhat.io/openshift4/ose-keepalived-ipfailover-rhel9:v4.19
command: ["/var/lib/ipfailover/keepalived/remove-failover.sh"]

nodeSelector: ﬂ

kubernetes.io/hostname: <host_name> g
restartPolicy: Never

Q nodeSelector F&E5 A IP sRFE4LT5ER B rh AL FSEE,

@ EHRERE P HEDRNEN T RETEL, FERERENE,

b. B1TEI :
I $ oc create -f remove-ipfailover-job.yaml
i tH o B
I job.batch/remove-ipfailover-2h8dm created
o HINEIMPRT IP SRFELIHBIAIIAEC B,

I $ oc logs job/remove-ipfailover-2h8dm

it Bl

remove-failover.sh: OpenShift IP Failover service terminating.
- Removing ip_vs module ...
- Cleaning up ...
- Releasing VIPs (interface eth0) ...

26



% 5 E ERFCEEE

5 E RERICHNE

SRR eI ER T R EER, MRREHTTP S HTTPS R, EaLUBH IS la £
Proxy X RN TE#FT & EFH install-config.yam| XA AREEIEIXE, ¥ OpenShift Container Platform B2

B fERHE,

EXHFNTEEFHERSREESEREMH ORISR, RedHat Enterprise Linux CoreOS (RHCOS)& &
X RS LFER install-config.yaml XX {4 #J networking.machineNetwork([].cidr,
networking.clusterNetwork[].cidr, #1 networking.serviceNetwork[] FXH({EIE T status.noProxy &

.

ENRERES, ERLUUEH networking.clusterNetwork[].cidr 18, {ERAEEH
networking.machineNetwork[].cidr #1 networking.serviceNetwork[] {5, MFEZE
B, H5M'RBEREMLEHE"

X FTE Amazon Web Services (AWS). Google Cloud. Microsoft Azure #1 Red Hat OpenStack Platform
(RHOSP) £%4%, status.noProxy S#th 1B T LAl IEIR R 169.254.169.254,

B RHCOS ZInEl Proxy % &M status: ExFhHI{ERBI

apiVersion: config.openshift.io/v1
kind: Proxy
metadata:
name: cluster
#...
networking:
clusterNetwork: ﬂ
- cidr: <ip_address_from_cidr>
hostPrefix: 23
network type: OVNKubernetes
machineNetwork: g
- cidr: <ip_address_from_cidr>
serviceNetwork: 6
-172.30.0.0/16
#...
status:
noProxy:
- localhost
- .cluster.local
- .SVC
-127.0.0.1
- <api_server_internal_url> ﬂ
#...

8 EMHPDED Pod IP #i4ik8Y IP ik, ZRIAEH 10.128.0.0/14, FHLETZE N /23,
FEENZRHY IP #hht s, BK1A{EH 10.0.0.0/16,
FERSSIEE IP st e, BRIA(EH 172.30.0.0/16,

& LLE T 29T oc get infrastructures.config.openshift.io cluster -o
|sonoath '{.status.etcdDiscovervDomain}' <& #H AEE API AR55 2587 URL.,

6@@0

27



OpenShift Container Platform 4.19 B8 B4 1% &

- - - - Ce e e — e e =

BF

IR LE LB R4 E networking.machineNetwork[].cidr FE&, NIATIE
.status.noProxy FEXFF B ENES IP Hhllk, LMET Rz ERErT s T RE,

5.1. SR G

BEEHTZUNNIESPNAS, AEXLEAFNEMEREERTESIRE, BWABRAT, iE%E
HRENBILREMREETRIE, SENEEEENTHENTE APIMIAR, RESEREMRENEMRYIH
%, MARFWMEAS TEME, NEXE, [Mih=RINE Proxy 5T RH spec.noProxy 5%, LIGTH
EEQ

5.2. G AEASEHENE

Proxy WM& ATFEREEECHEORE, YIEXERERENER FTREXAIEEN, HREM Proxy
MR, (HEB—12EM spec, #40 :

apiVersion: config.openshift.io/v1
kind: Proxy
metadata:

name: cluster
spec:

trustedCA:

name: "

status:

==
R LN cluster B Proxy X R, BEECIETHHRIE,

ST LLUBIIESGX A cluster Proxy X &R EECE OpenShift Container Platform BI{XEE,

Digk

&
ENEHEAEECHENREIEEHRT Proxy X RXH/E, Machine Config

Operator (MCO) *ERKHBPMMAE TR, UEENT K ATLU RIRENBIER,
BAREEFNEHSI FXET R,

FRFH
o BEBEEANR,

e B% %k OpenShift Container Platformoc CLI T &,

Pt
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¥ 5% REEHEHRRE
1. OIS ENRIE HTTPS EEMHRAIEIA CA IEFH ConfigMap.

INRREMHHIUEHHE Red Hat Enterprise Linux CoreOS (RHCOS) {S4EH4 & 1Y
AN, SRk IX—%,

a. 8% user-ca-bundle.yaml F93 4, FiRM PEM GmidiE-HAO(E :

apiVersion: vi
data:
ca-bundle.crt: | ﬂ
<MY_PEM_ENCODED_CERTS> g
kind: ConfigMap
metadata:
name: user-ca-bundle 6
namespace: openshift-config ﬂ

ﬂ XN EAE W /i 68 48 ca-bundle.crt,
@ S PEMGHKI X509 IEH, FARNRIBHHHIEHEE,
9 M Proxy % 5| BB BT R TR,

Q BB ST 7E7E T openshift-config fy & 22 8],

b. #HIALL T4 M user-ca-bundle.yaml XX {402 Fd B ST :

I $ oc create -f user-ca-bundle.yaml

2. {4 oc edit A 31X Proxy X :

I $ oc edit proxy/cluster

3. IREREMHRHTFE :

apiVersion: config.openshift.io/v1

kind: Proxy

metadata:
name: cluster

spec:
httpProxy: http:/<username>:<pswd>@<ip>:<port> ﬂ
httpsProxy: https://<username>:<pswd>@<ip>:<port>

noProxy: example.com
readinessEndpoints:

- http://www.google.com ﬂ
- https://www.google.com
trustedCA:

name: user-ca-bundle 6

@ FTOEERN HTTPIEEMRIE URL, URL ARLJIZ htip,
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2
o

o
5]

AT OIBERS HTTPS JEEEMARIEE URL, URL A2 /Z http 3 https, $EE 3 URL
ARIRER URL, BN, MRASHAERKEE HEM https, NIASBREHRREH

ZHRARENB RS, =, 1P it (FHEMWMNZ CIDR) MizOSH5IR (LLESS

fR) .

cak

@ .
RBEEEE IPv6 Hltl, FXFimAS, EE IPv4 it FZFROS,

EEATEMN . RN TEFig, 140 @ .y.com EFE x.y.com, {ERIES y.com, & * =Xt
FrE BRthST A R,

IMREH noproxy FEREE A ML, B ITE noproxy F & ERAIEE 1% FQDN =XA]
ZRICE T, (BTREE SR IP #hik sk CIDRSERE., XRE NEHARED KK A TR
BI%#F DNS R[] P ik, FHAR$EEKAMGE, B, MREE— CIDRRE, 0
10.0.0.0/24, noproxy FEXFFE& 21117 https://10.0.0.11, T|ihik =T LARKIHICES, {8
2, Zidi57) https://exampleserver.externaldomain.com (E A if5%%H 10.0.0.11

) 2K, XF noproxy FE, ITEZHIHH .externaldomain.com (£,

MBIEY BT REESELERE D networking.machineNetwork[].cidr FE& E X AT &
=, B eITARMEIL IR, LR % A,

INRKKXE httpProxy 5 httpsProxy FE%, |t FRRF 1 28K,

¥ httpProxy 01 httpsProxy HEEH RS 28], HUTMEEREN BEFERAMN—I RS INER
4488 URL,

3| openshift-config #3422 || R B ConfigMap, HEBENRIE HTTPS £ EMNEIS CA
WEH, EE ConfigMap M B%&7FE, ARETRTXESIAE. KFBRIELEN, RIER
B FMESEEB RHCOS BRI SMIA MZE 4,

4. REFEXXHLAN FAE R,

5.3. HEREESEEICER S %=
cluster Proxy AT S REEMMR, BMERPIMIRCIR, IR Proxy WRHIFFH spec T,

FRFM

it =

30

o SEEMEONR

e B %% OpenShift Container Platformoc CLI T&

1. {#/8 oc edit fn S FIEHLIE :

I $ oc edit proxy/cluster

2. Bk Proxy X REIFTE spec FE&. 0 :



% 5 E ERFCEEE

apiVersion: config.openshift.io/v1
kind: Proxy
metadata:

name: cluster

spec: {}

3. RFFSCHLAES L E

5.4. BiERESCH N ERE
MEEICCHRBRER, SUURTCRTRTBIE. REBUTSERERSHRILLE.

FoRFM

it

BEHEE IR,

B &% OpenShift Container Platform oc CLI T&,

. [ oc HEREREBEREEBRE :

I $ oc get proxy/cluster -o yaml

- BIEMEHRRKRETE, DUBARESENEERE, B4k, RE

spec.httpProxy,spec.httpsProxy,spec.noProxy, # spec.trustedCA F£%,
1eE Proxy X REPIAE :

I $ oc get proxy/cluster -o jsonpath='{.status}'
i Bl

{

status:

httpProxy: http://user:xxx@xxxx:3128

httpsProxy: http://user:xxx@xxxx:3128

noProxy:
.Cluster.local,.svc,10.0.0.0/16,10.128.0.0/14,127.0.0.1,169.254.169.254,172.30.0.0/16,localhost,
test.no-proxy.com

}

K2 Machine Config Operator (MCO) B, LAAFRMIIN AEEEX

$ oc logs -n openshift-machine-config-operator $(oc get pods -n openshift-machine-config-
operator -I k8s-app=machine-config-operator -0 name)

ERETRERENES, AERENERT R,

BT E R BAEIE KA HE E SR IE RS A M RS ERNRIEE, 0 Cluster Version Operator
(CVO) :

I $ oc logs -n openshift-cluster-version $(oc get pods -n openshift-cluster-version -I k8s-
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I app=machine-config-operator -o name)

7. ERETRARSERE BT NERENEERE,

5.5. HL FR
o FLEREMLEH
o THECASIIUET
o (CIBiFP

o HESERIMNARIEBIZEMML AE OpenShift Container Platform s ?
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EEREAE X PKI

% 6 E ECiE B E L PKI

BLETLAM, 90 Web #2H5, £ Routes UHTEIE, BREEHMAMHMILEPSERE, MREME
FAMZEBE LAHAEMIZN (PK), BoilBHEEENERREPAFEBBEZLH CAILES,

&R LUEF Proxy APLRINEESEEI RS CA I, BUAE RS SRS TR HUTICRIE,

o T ZEIEW, MESISLHEMNIE, BFEZET install-config.yaml SX4AHH]
additionalTrustBundle % &R E XA B A/ CA IEH,
RERFELEM SN user-ca-bundle #J ConfigMap, EFSEEE LM CAEH, A
&, Cluster Network Operator &1i|# trusted-ca-bundle ConfigMap, J$iXRZES Red Hat
Enterprise Linux CoreOS (RHCOS) S A EFH, Proxy X KM trustedCA FE Hhth x5
Itt ConfigMap,

o TEi&fTh], , 1BEKIA Proxy MREHSEELELAMW CAILET (EEREBRIEREN—
D) . IXHROUBSSEHNETINTIAEZER CAIETH ConfigMap, #A/G{# A trustedCA 5|
AFAEZRIEFH ConfigMap B IEIRSS 25 KR,

Z&RFZFEER additionalTrustBundle FEXF proxy FTIREY trustedCA FE&# FA R EIE
EESEEE RIS A, EREN&# A additionalTrustBundle , H 1Tz T {EHANKIE
HtrustedCA,

trustedCA FEREX SR AMFERMNE E UEBEHN B ConfigMap FI5| .

6.1. TR = IR PR ESRFE HKE

SRR RERIBABE RV R EER, MERMEHTTP X HTTPS 3, &7 LIET 7E install-
config.yaml XH4HEENEIXE, [F#HB OpenShift Container Platform &£EECE /v A,
FeRFH

o BH—IAEH install-config.yaml 3 {5,

o MRETEHZTENNER, HBECIIPHNIMLREERESTIRE, RNERT, G
SHEOREBEINRIE, SENRETHNE APIBHH, NMREFE, TS Proxy MRE
spec.noProxy FE& Fizs N MR 58T I,

p= Y=

Proxy %% status.noProxy FEX{F i R E & Y
networking.machineNetwork[].cidr. networking.clusterNetwork[].cidr #
networking.serviceNetwork[] FE&HIHIETE,

X FFE Amazon Web Services(AWS). Google Cloud. Microsoft Azure # Red

Hat OpenStack Platform(RHOSP) L %%, Proxy %% status.noProxy F
SfE LB T EE LR s IE 7E(169.254.169.254),

it 3
1. 44%H install-config.yaml SXFRIMAREXE, B0
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O 06009

apiVersion: vi
baseDomain: my.domain.com
proxy:

httpProxy: http:/<username>:<pswd>@<ip>:<port> ﬂ
httpsProxy: https://<username>:<pswd>@<ip>:<port>
noProxy: example.com e

additionalTrustBundle: |

additionalTrustBundlePolicy: <policy_to_add_additionalTrustBundie> @)

AT OIREREA HTTP £ E URL, URL ARWXIIZ hitp.
FAFOIRERN HTTPS HEEMAIE URL,

EMKREFRER B A,. IP HttskH A% CIDR BES 2RI, Eigaimmnt . L
N ICESFi%, 5140, .y.com [TEL x.y.com, {BRICHE y.com, £/ * 5 g BRHAIR
EEO

IR, REFEFSTE openshift-config #3422 [A] R4 X %/ user-ca-bundle BB E R
5, HGENRIE HTTPS EEMEN— ML MM CAIES, RE, Cluster Network
Operator R — trusted-ca-bundle EZEM S, 1FiXLANAE S Red Hat Enterprise
Linux CoreOS (RHCOS){S1E4 8 A3, Proxy H&RHE trustedCA FEHhth L8| HILEE
Bi5Y, additionalTrustBundle FEXZ W EM, FRIEREMHDIUEHHEERE RHCOS M
IR Ao

ALk - RTE Proxy X RMIECELLS| A trustedCA FE&# user-ca-bundle B &SRR
B, fIFHI{EZ Proxyonly #1 Always, {{7EBCE T http/https KIERf, £ Proxyonly
5| user-ca-bundle E2EM ST, {FF Always 15245|F user-ca-bundle BZEMET, FKik
&y Proxyonly,

. LRIEF T ZFCER readinessEndpoints FER.

IRLERZFEBN, EEHERAZERFN wait-for s B 5TERE, FlM0 :

I $ ./openshift-install wait-for install-complete --log-level debug

2. RELXEFHERE OpenShift Container Platform 5| F,

REEFRAUB—NEN cluster ERESERIE, 1ZRE A R8I install-config.yaml X4 I
BB, NREERHRBIZE, MAKLE— cluster Proxy ¥R, BERXE—1Z spec,

8
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6.2. A RERESEHCE

Proxy XA TEBEECHHORIE, HELXEREERENER TRESFANERN, HREMK Proxy
SR, BEE—1EH spec, i :

apiVersion: config.openshift.io/v1
kind: Proxy
metadata:

name: cluster
spec:

trustedCA:

name: "

status:

=
_ K% FF4N cluster B9 Proxy XK, BILEOIBEARIKIE,

ST LLUBIIESGX A cluster Proxy X &R EECE OpenShift Container Platform BI{XEE,

Digk

==
[=]

ENERES ARESERNIEINEEHRF Proxy X R4 E, Machine Config
Operator (MCO) RE/FERMBFHAMAET R, UEENT KA LG RISREANERE,
BAEEFEHS| FXLET R

FRFH
o BEBEEANR,

e B% % OpenShift Container Platformoc CLI T &,

pri% =
1. BIBEERIE HTTPS EEFTFEMIZIS CA IEH R ConfigMap,

INBREMHHIUEH B Red Hat Enterprise Linux CoreOS (RHCOS) {SEH4 & 1Y
AN, SRS IX—%,

a. 8% user-ca-bundle.yaml F93 4, FiRM PEM 4midiE-HAO(E :

apiVersion: vi
data:
ca-bundle.crt: | ﬂ
<MY_PEM_ENCODED_CERTS> g
kind: ConfigMap
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36

b.

metadata:
name: user-ca-bundle 6
namespace: openshift-config ﬂ

ﬂ XN EAE W i 68 45 ca-bundle.crt,
@ S PEMGHHKI X509 IEH, ARNREBHHHIEHEL,
9 M Proxy % 5| BB BT R TR,

Q BB g7 7E T openshift-config fy & 22 8],

EIANLL T 6545 M user-ca-bundle.yaml S 44 032 L BRRET :

I $ oc create -f user-ca-bundle.yaml

2. {4 oc edit a3 1ETH Proxy X :

$ oc edit proxy/cluster

3. IREREMHBHTFE :

®9

apiVersion: config.openshift.io/v1
kind: Proxy
metadata:
name: cluster
spec:
httpProxy: http:/<username>:<pswd>@<ip>:<port> ﬂ
httpsProxy: https://<username>:<pswd>@<ip>:<port>
noProxy: example.com
readinessEndpoints:
- http://www.google.com ﬂ
- https://www.google.com
trustedCA:
name: user-ca-bundle 6

AT OIREREA HTTP £ E URL, URL ARWLIIZ hitp.

AT OEERA HTTPS 1E MR URL, URL A RMIZ http =X https., #5E X #F URL
ARINER URL, Hla0, MRAZSHNEREEVER https, NIKZSHAEHSREH
%, BEfIRXH http, LLAVCHSIRIECEIER, HARE R AMSEZERI, 40
REANITREEED https FEMNIE, EURFELESFLUIEIAIEFERMN CAFIE
+

ZHRAENB NS, =, 1P it (FHEAMWMNLZ CIDR) MixOSH5IKR (LLESS

fR) .

Gk

. 23
§é RAEERE IPv6 1itH, FXHHOS, BE IPv4 IR X HHROS,



o
5]

EEREAE X PKI

EEIEN . R CEFi5, 5120 : .y.com LA x.y.com, {BREHE y.com, {FFH * vk
A BRIt S A R,

IMREH noproxy FEREE A ML, B ITE noproxy F & ERATEE 1% FQDN =XA]
ZRICE T, (RTREfE SR IP #hik sk CIDRSERE., XRE NEHARED KA TR
BI%#F DNS R P ik, FHAREEKPAHGE, B, MREE— CIDRRE, 0
10.0.0.0/24, noproxy FEXFFE& 21117 https://10.0.0.11, T|ihik =T LARKIHICES, {8
2, Zidi57) https://exampleserver.externaldomain.com (E A if5%%E 10.0.0.11

) 2K, XF noproxy FE, ITEEHISH .externaldomain.com (£,

MBEY BT RESHELERE D networking.machineNetwork[].cidr FE& & X BT &
=, B EITARMEBEILE AR, LR % A,

INRKKXE httpProxy 5 httpsProxy FE%, |t FR R4 28K,

1% httpProxy #01 httpsProxy [HEEH RS 28], HUTMEEREN BEERAMN—I RS INER
4488 URL,

3| F openshift-config f3 & 22[7] R B ConfigMap, HEBERIE HTTPS £ EMNEIS CA
iEH, EE ConfigMap M B%&A7FE, RETRTXESIHAE. KFBRIELEN, RIER
B FMIEEEB RHCOS EERSSMMAL MMZE 4,

4. REFXMHLAGRRZ £,

6.3. {1 OPERATOR #{TIEF3E A

FEEMBE L CAEH@iT ConfigMap JRINEIEE /G, Cluster Network Operator &5 F 1Rt HYIE
FHRG CAIEBEHINE—MESH, FHESHNMESIENEREEMI S IEAR Operator,

BF

EERBEM ST RN config.openshift.io/inject-trusted-cabundle="true" /3% 5, =k
HA I EEIE, Cluster Network Operator FREXEC B STHIFR AL, H R %S ca-
bundle FN#IE. B IERLIMMEEMRSZ0E service-ca.crt, HiEEHEA
service.beta.openshift.io/inject-cabundle=true ;X fZsk KN EE, £R—EEMEH
751N config.openshift.io/inject-trusted-cabundle="true" 1% %11
service.beta.openshift.io/inject-cabundle=true X2 7 gt & 5 B,

Operator @1 3 — N B LA TIRZEHIZE ConfigMap SRIEKIEEA -

I config.openshift.io/inject-trusted-cabundle="true"

%2 ConfigMap =l :

apiVersion: vi

data: {}

kind: ConfigMap

metadata:
labels:

config.openshift.io/inject-trusted-cabundle: "true"
name: ca-inject
namespace: apache
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ﬂ $EEZE ConfigMap &R,
Operator X4 ConfigMap ## EI RS A S EEZEH,

HATE Red Hat Enterprise Linux CoreOS (RHCOS) SEMHE R R B FILBN T EE
AINEEH9 CAIEH,

IEFBFEARNRTF Operator, X4# A config.openshift.io/inject-trusted-cabundle=truet7ic (label) 3
E—/NZ2M ConfigMap B, Cluster Network Operator&Esap & 22 [BE AL .

ConfigMap AT LA BB IE(E A& & 226, 1B ConfigMap i FIVE W EHEHINEEHE L CA B Pod hHNE
Mg, B0 -

apiVersion: apps/v1
kind: Deployment
metadata:
name: my-example-custom-ca-deployment
namespace: my-example-custom-ca-ns
spec:

spec:

containers:
- name: my-container-that-needs-custom-ca
volumeMounts:
- name: trusted-ca
mountPath: /etc/pki/ca-trust/extracted/pem
readOnly: true
volumes:
- name: trusted-ca
configMap:
name: ca-inject
items:
- key: ca-bundle.crt ﬂ

path: tls-ca-bundle.pem g

Q CA-bundle.crt ZEZFy ConfigMap B4,

Q TLS-ca-bundle.pem EZ 1y ConfigMap HIEEE,
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