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18 XTI HFEREINR
BT FFEERNIMER — N EET 2V M BB BINE,
OpenShift Container Platform & EHUTEUR T EEXRERERTFS BEIThEE, 2IM registry Fo3R A 1THi &
RO REFHNEIBREMEN, MREEEEERMERE, SELIPUTHNANIXEMEE, FrETrF
IR R ST BRI RE,
1.1, Bp FFE MR AR IE R
HRIRETE OpenShift Container Platform X#4/ {8, (B ATHF#&ZEI2/E (disconnected
environment) B— AT ZHIRIE, BARERKREERARERMEREN NG, S F—MFEXHNH
BEEREREE, ANAMRERFEREMAIEEARR, XEBTEZSETNN. FHOEE,
TRERT BT AEREREEHMEENIMENRRARE

R I ERAIAEARTE
N fhk

Air-gapped FA%# TESABMAERERIIMEHML,
X TP R BUR T PIER ML, £ BIHLER-5 A BRI B R EL R B8 0 i [ B EE

PENER", air-gapped MERERATEA " RELEHHEERNIT
Ao

W TR SRR EA R FE— QU £S5 AN ER L PR RO PR B 4%
IXFHEEE AT OIS FE R ER LS A A BRI L% £ B9 T AL 2 (R E AT 4R s e
DERLIN, TILSHEBMLHREIG, TERTFFEERNIMERBIERE
FTEVI N BIIEFEERN AR, FEMNILERLE TEAERT)

s
AEBo

ZRRFI%E S A ERMLE A BRI R ME S ILE,

YIRS AN BRI LS ERINER 2 A AT REFF R IR E 3, (BRMZRERKHE
fECERIRRSY, ARG MIEFRER,

1.2. R FHEERRIMERE I T

ISR AE S MR E IR FE R RIME RV EREE, B30, 7E mirror BHERET, RTLLEEEER oc-mirror
OpenShift CLI (oc) #f4, NfEFA ocadm 4,

B2, ALhuiirFEEsiMEr AR T ERE, FENAAERE, RIERTLME &L,
PRIEMSBINI BB — ki, BNMEALITAE mirror #fRk. RESHMEIER
o A oc-mirror i v2 Hif&.
o FRETRENZEEFTEER.
o HERAAH OpenShift Update Service SLfl E#TEEEY.


https://docs.redhat.com/en/documentation/openshift_container_platform/4.19/html-single/installing_an_on-premise_cluster_with_the_agent-based_installer/#installing-with-agent-based-installer

B 2 B MR BRI R M T R R R

55 2 B EENRR R N R R R
EFEEERT, EEEEEER OpenShift Container Platform SEEE MBI BE L N T THEZ ISR,

MTFF R (AN RIRER) RESERMBERERE. HLL, BRE& registry FIRENTH
NA. SRR LT[R BRI RIS B9 ] P 4% B E AL £ OB LR registry, SEFERE IR AT B
L RBRBYILE

AE AT T RIE E RN R RO T RN — R,

2.1. x F51& REGISTRY

TR Rl LALE R BRI SRR EXFT R IR 2R 5 iR (R — DB registry BBRE, 1 mirror registry J7E
—ANE[ 5 [ AR RO R 4% LA R BLEX R B mirror EHL LS

& A LUBR OpenShift Container Platform REIHEMGR, UKRBERGIUE registry BG4~ @EHT, M0
Red Hat Quay. JFrog Artifactory. Sonatype Nexus Repository 2 Harbor, SARETTE I IM AR AR
registry, A LUMEF mirror registry for Red Hat OpenShift, & &3&1E OpenShift Container Platform 1T
[ B9 — N NBUABF registry,

IR LUER S Docker v2-2 BI{E{AI A 23 registry, 1 Red Hat Quay, mirror registry for Red Hat
OpenShift, Artifactory, Sonatype Nexus Repository, % Harbor, FTTILIEFfIL registry 1t 74, #HRNHE
B _EATIE B I m AR B REIFRE & registry MR, HIENARE, BERENEREE HMER
registry RIOFRIEAR

HE
OpenShift HifR registry NEERE BT registry, ENEAXFRRAIMEHIMHEE, EHET
BRRZEINEEX,

INRIEFEBIB SR registry N2 mirror registry for Red Hat OpenShift, NIEBEELEHESNEANSRET
LAVSIRE, 1R registry FTBiEViIR], RF., BHRENRE (WMITEABEHRELM) TERKN. Hit,

IR B E R A B THAR registry, iR registry E 715 OpenShift Container Platform 5
BERYAE PR ENE R A AR T RL,

{8 F OpenShift Container Platform $R{&IEFT 551K registry I, TTLUEBUTHMIER. MNREMENT
AR 15 [r] BB R AR B EER registry, MABERIEHNEREFT R, EILEEMZISEPHEERIZAA.
XA RIS FEEAGEE B (mirror). TIREEXFHMEMN, NI ZEEXHFERBIXGRSH, A
ERZENHEBTZNNTMAZRIMER, XALRWIS BT LR 5,
S FEHIRM registry, EEAEFREURIRIIEKIR, EBHEE Trying LLJiH CRI-O BEFRKBAES

. BERGNEBURNEMAE (QIET R LR crictl images ©4) T RIFFREGRET, BEHE
B MIRIRALE hI AN,

p= Y=
A LT8R B E T OpenShift Container Platform Jllix 58 =7 registry.
2.2. FoREM
o BER% oc B/,

o —NEEZITHERRE,


https://docs.docker.com/registry/spec/manifest-v2-2
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o LREMEER registry, XREBXIFFEE OpenShift Container Platform EEEHIAIER Docker v2-2 BY
BERER registry, HILLF registry 2 — :

o Red Hat Quay

o JFrog Artifactory

o Sonatype Nexus %
o Harbor

INRIEA Red Hat Quay 11, 1ES WA XEBE Red Hat Quay A TS0 1E BISCHY, =K{ER
Quay Operator,

o WIHRIRFHERLE NHZER, B0, RedHat Quay BERE iy FeEHZHIR,

o j[n| EHMRIREXFr BRI A 2 Bilko

2.3. WEHREFREF

TEMR TR BE R IERT, BB R (mirror) B & Hl (mirror) S & il (mirror) 3% & HlI 5§ (mirror) registry, &
BRI, M08 AT A EERER

o JFERR registry UETARINEI EN LR A {E CA TR,

o (BEEEMER pull secret B9 .dockerconfigjson X1, %343 H cloud.openshift.com 4
=R

it =
1. BEERVFEREHREVEIL

a. JHEK registry B9 CAIEF (RAF ¥ PEM 3 DER XA R) HINFIEE CAFIKRA, Fl
an

I $ cp </path/to/cert.crt> /usr/share/pki/ca-trust-source/anchors/

Hrh, </path/to/cert.crt>
EEAMHRSERIFBERZR,

b. BE¥# CAEHE. Hlt0, 7E Linux A :
I $ update-ca-trust
c. MZF pull secret H12EX .dockerconfigjson {4 :

I $ oc extract secret/pull-secret -n openshift-config --confirm --to=.
i B
I .dockerconfigjson

d. 4%k .dockerconfigjson {4 LURINIERIEEAR registry MFHETIEEILE, FHEEERENFIX
% :


https://docs.docker.com/registry/spec/manifest-v2-2/
https://www.redhat.com/en/technologies/cloud-computing/quay
https://jfrog.com/artifactory/
https://www.sonatype.com/products/repository-oss?topnav=true
https://goharbor.io/
https://access.redhat.com/documentation/zh-cn/red_hat_quay/3/html/deploy_red_hat_quay_for_proof-of-concept_non-production_purposes/
https://access.redhat.com/documentation/zh-cn/red_hat_quay/3/html/deploying_the_red_hat_quay_operator_on_openshift_container_platform/index
https://access.redhat.com/documentation/zh-cn/red_hat_quay/3/html-single/use_red_hat_quay/index#user-org-intro_use-quay

2.4.

B 2 B MR BRI R M T R R R

{"auths":{"<local_registry>": {"auth": "<credentials>","email": "you@example.com"}}},"
<registry>:<port>/<namespace>/":{"auth":"<token>"}}}

)hlt |

==

<local_registry>

18 registry %, MUREEE registry ARIRHRBNA %KD,
auth

HIEBYER registry 38T base64 YmiG A - L FEFL,
<registry>:<port>/<namespace>

18 E R registry 115,
<token>

HIRHIEE R registry T8 XE base64 RiH) username:password,
a0 -

$ {"auths":{"cloud.openshift.com":
{"auth":"b3BlIbnNoaWZ0Y3UjhGOVZPTOIOMEFaUjdPUzRGTA==","email":"user@exa
mple.com"},

"quay.io":
{"auth":"b3BlbnNoaWZ0LXJIbGVhc2UtZGOVZPTOIOMEFaUGSTd4VGVGVUjdPUzR
GTA==","email":"user@example.com"},

"registry.connect.redhat.com”
{"auth":"NTESMTMwNDB8dWh|LTFEZIN3VHkxOSTd4VGVGVU1MdTpleUpoYkdjaUail
A==","email":"user@example.com"},

"registry.redhat.io”:
{"auth":"NTESMTMwNDB8dWh|LTFEZIN3VH3BGSTd4VGVGVU1MdTpleUpoYkdjaU9
fZw==","email":"user@example.com"},

"registry.svc.ci.openshift.org":
{"auth":"dXNIcjpyWjAWWVFSEJiT2RKVW1pSmg4dW92dGp1SXRxQ3RGN1pwajJhN1
ZXeTRV"},"my-registry:5000/my-namespace/":
{"auth":"dXNlcm5hbWU6cGFzc3dvemQ="}}}

B SRHERITER IR E(MIRROR)

EAREREE, SIS E PR R BRI 6%,

it =

1. 5% Operator Lifecycle Manager(OLM)%5i44 :

$ oc adm catalog mirror registry.redhat.io/redhat/redhat-operator-index:v{product-version}
<mirror_registry>:<port>/olm -a <reg_creds>

Hep:

product-version
IEEE S OpenShift Container Platform kAT N EIFR%:, 40 4.8,

mirror_registry
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BT 5% Operator REBIBE registry Men & 2 HH5E LR E A (FQDN), He
<namespace> s registry EH{ERIIIA B L L (HE,

reg_creds
B EEIEHH .dockerconfigjson SXEFHINLE,

a0 -

$ oc adm catalog mirror registry.redhat.io/redhat/redhat-operator-index:v4.8
mirror.registry.com:443/olm -a ./.dockerconfigjson --index-filter-by-os="."'

2. NAETEABLIIEIRAEHY Operator FHIRAR :

$ oc adm catalog mirror <index_image> <mirror_registry>:<port>/<namespace> -a
<reg_creds>

Hep:

index_image
EEEEREH B FMFEBI 5K,
mirror_registry

IEEENT Operator REEIREIMIB L registry M EpR (A FQDN, HrA <namespaces 2
registry L BEIINA 6p 22 [H],

reg_creds
Ak NRBE, BT registry BUEXHFHIGLIE,

o -

$ oc adm catalog mirror registry.redhat.io/redhat/community-operator-index:v4.8
mirror.registry.com:443/olm -a ./.dockerconfigjson --index-filter-by-os="."'

3. Bif& OpenShift Container Platform B fzfiE %

$ oc adm release mirror -a .dockerconfigjson --from=quay.io/openshift-release-dev/ocp-
release:v<product-version>-<architecture> --to=<local_registry>/<local_repository> --to-
release-image=<local_registry>/<local_repository>:v<product-version>-<architecture>

Her:

product-version
TS ELEH OpenShift Container Platform hRA X N IFR%, 20 4.8.15-x86_64.
2R
NIEWIRSSERIEEIIZREEY, 1N x86_64,
local_registry
B EFIRENEER registry 18,
local_repository
1EE BT registry PAIRNZFMEZERTR, 40 ocpd/openshiftd,

a0 -
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$ oc adm release mirror -a .dockerconfigjson --from=quay.io/openshift-release-dev/ocp-
release:4.8.15-x86_64 --to=mirror.registry.com:443/ocp/release --to-release-
image=mirror.registry.com:443/ocp/release:4.8.15-x86_64

i th o Bl

info: Mirroring 109 images to mirror.registry.com/ocp/release ...
mirror.registry.com:443/
ocp/release
manifests:
sha256:086224cadce475029065a0efc5244923f43fb9bb3bb47637e0aaf1f32b9cad47 ->
4.8.15-x86_64-thanos
sha256:0a214f12737cb1cfbec473cc301aa2c289d4837224c9603e99d1e90fc00328db ->
4.8.15-x86_64-kuryr-controller
sha256:0cf5fd36ac4b95f9de506623b902118a90ff17a07b663aad5d57c425ca44038¢ ->
4.8.15-x86_64-pod
sha256:0d1c356c26d6e5945a488ab2b050b75a8b838fc948a75c0fa13a9084974680cb ->
4.8.15-x86_64-kube-client-agent

sha256:66e37d2532607e6c91eedf23b9600b4db904ce68e92b43c43d5b417cabe8e63c
mirror.registry.com:443/ocp/release:4.5.41-multus-admission-controller
sha256:d36efdbf8d5b2cbc4dcdbd64297107d88a31ef6b0ec4a39695915¢c10db4973f1
mirror.registry.com:443/ocp/release:4.5.41-cluster-kube-scheduler-operator
sha256:bd1baa5c8239b23ecdf76819ddb63cd1cd6091119fecdbf1a0db1fb3760321a2
mirror.registry.com:443/ocp/release:4.5.41-aws-machine-controllers

info: Mirroring completed in 2.02s (0B/s)

Success

Update image: mirror.registry.com:443/ocp/release:4.5.41-x86_64
Mirror prefix: mirror.registry.com:443/ocp/release

4. BEZERGTMEM registry :

I $ oc image mirror <online_registry>/my/image:latest <mirror_registry>

HibFR
o MNFEA KR Operator B XMELER, 1ES N /& Operator B,

e fNFAX oc adm catalog mirror (e THELE R, 1HS M OpenShift CLI BEAGHSESE,

2.5. %% REGISTRY BRiB &R

TERFFRR OB FH R (mirron) BIEER registry |7, BAITHERERE, LUE pod AT LLMER registry FHHIEX
R,

TR
o JHHRR registry BUERINEIL pull secret A,
o TEEEERRINERIR registry RS ZRIE T,

e {I|# ImageContentSourcePolicy B7E X FR(ICSP), BiF#Hii& registry 5 registry XEX,


https://docs.redhat.com/en/documentation/openshift_container_platform/4.19/html-single/cli_tools/#oc-adm-catalog-mirror
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1. fFEER registry FIERINEIERE LS pull-secret A :

$ oc set data secret/pull-secret -n openshift-config --from-file=.dockerconfigjson=
<pull_secret_location>

ﬂ REH pull secret THMIERE,

o -

$ oc set data secret/pull-secret -n openshift-config --from-
file=.dockerconfigjson=.mirrorsecretconfigjson

2. 9 CAZZBEER registry BRFSERIUE B RIMEIERF R T R -
a. NIBEEE& registry BIBRSS 231IE 1 BV EC B PR 5

$ oc create configmap <config_map_name> --from-file=<mirror_address_host>..
<port>=$path/ca.crt -n openshift-config

o -

S oc create configmap registry-config --from-
file=mirror.registry.com..443=/root/certs/ca-chain.cert.pem -n openshift-config

b. {#FAECEM ST FE H image.config.openshift.io/cluster B E X %R (CR), OpenShift
Container Platform X}t CR BB A BB ERBFPHIFIE T = -

$ oc patch image.config.openshift.io/cluster --patch '{"spec":{"additional TrustedCA":
{"name":"<config_map_name>"}}}' --type=merge

o -

$ oc patch image.config.openshift.io/cluster --patch '{"spec":{"additional TrustedCA":
{"name":"registry-config"}}}' --type=merge

3. BB—NICSP, JHE4 registry FEIRIRAIANE R E E B EIER registry :

a. 1/ ImageContentSourcePolicy B E X ¥R :

apiVersion: operator.openshift.io/vialphal
kind: ImageContentSourcePolicy
metadata:

name: mirror-ocp
spec:

repositoryDigestMirrors:

- mirrors:

- mirror.registry.com:443/ocp/release ﬂ

source: quay.io/openshift-release-dev/ocp-release 9
- mirrors:

- mirror.registry.com:443/ocp/release

source: quay.io/openshift-release-dev/ocp-v4.0-art-dev

10
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Q@ =TS registry T HEERI BT
9 B EMEBRNBIIEL registry MEFEEE,

b. G/ ICSP X4 :
I $ oc create -f registryrepomirror.yaml
=1
I imagecontentsourcepolicy.operator.openshift.io/mirror-ocp created
OpenShift Container Platform =X}t CR By FABI B PRI E 17 &G

4. BIEE RN T BR registry BIEIE, CA I ICSP :

a. BRETR:
I $ oc debug node/<node_name>

b. ¥ /host % & debug shell FEIIREF :
I sh-4.4# chroot /host

c. BAERKIER config.json XX{4 :

I sh-4.4# cat /var/lib/kubelet/config.json

it Bl

{"auths":{"brew.registry.redhat.io":{"xx=="},"brewregistry.stage.redhat.io":
{"auth™:"xxx=="},"mirror.registry.com:443":{"auth":"xx="}}}

ﬂ WIRTFIE R registry MEIL,

d. #A certs.d BX
I sh-4.44# cd /etc/docker/certs.d/
e. FlH certs.d BRABIIES :
I sh-4.4# s
=1
image-registry.openshift-image-registry.svc.cluster.local:5000

image-registry.openshift-image-registry.svc:5000
mirror.registry.com:443

1
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@ iR registry T FHIEH,

f. Ko ICSP BB FH1& registry FI1E! registry.conf ST -

I sh-4.4# cat /etc/containers/registries.conf

it Bl

unqualified-search-registries = ["registry.access.redhat.com”, "docker.io"]

[[registry]]
prefix ="

location = "quay.io/openshift-release-dev/ocp-release”

mirror-by-digest-only = true

[[reqistry.mirror]]

location = "mirror.registry.com:443/ocp/release”

[[registry]]
prefix ="

location = "quay.io/openshift-release-dev/ocp-v4.0-art-dev"

mirror-by-digest-only = true

[[reqistry.mirror]]

location = "mirror.registry.com:443/ocp/release”

registry.mirror SEFRRIERIA registry BITEFRFR registry,

g BHT R,

I sh-4.44# exit

2.6. ARN BRI F

TERTFFERBF 5 LA B AT, IRIARERHRTIA
iz

FERUTHSREREIRT

12

o MBEMEM pod IEFEIRTT :

I $ oc get pods --all-namespaces

i th o Bl

NAMESPACE
STATUS RESTARTS AGE
kube-system
1/1 Running 0 39m
kube-system
1/1 Running 0 39m
kube-system

1217, 3R N AR ER IR TF,

NAME READY
apiserver-watcher-ci-In-47ltxtb-f76d1-mrffg-master-0
apiserver-watcher-ci-In-47ltxtb-f76d1-mrffg-master-1

apiserver-watcher-ci-In-47ltxtb-f76d1-mrffg-master-2



B 2 B MR BRI R M T R R R

1/1 Running 0 39m

openshift-apiserver-operator openshift-apiserver-operator-79c7c646fd-5rvr5
1/1 Running 3 45m

openshift-apiserver apiserver-b944c4645-q694g 2/2
Running 0 29m

openshift-apiserver apiserver-b944c4645-shdxb 2/2
Running 0 31m

openshift-apiserver apiserver-b944c4645-x7rf2 2/2

Running 0 33m

o HEMBYT RILTF READY R :

I $ oc get nodes

i th 7 Bl

NAME STATUS ROLES AGE VERSION
ci-In-47Itxtb-f76d1-mrffg-master-0 Ready master 42m v1.32.3
ci-In-47Itxtb-f76d1-mrffg-master-1 Ready master 42m v1.32.3
ci-In-47Itxtb-f76d1-mrffg-master-2 Ready master 42m v1.32.3
ci-In-47Itxtb-f76d1-mrffg-worker-a-gsxbz Ready worker 35m v1.32.3
ci-In-47Itxtb-f76d1-mrffg-worker-b-50qdx Ready worker 35m v1.32.3
ci-In-47Itxtb-f76d1-mrffg-worker-c-rikpqg Ready worker 34m v1.32.3

2.7. Wi FFEREE 5 LS YIS 2
GHEFE R BT O A BB AR MR T RS, (T BT R S P B,

WERTE R T BERIEIER, Insights Operator &N, A LUETIRZEA Insights
Operator B FRIXN A, BEEATURE S,

e

2.8. Ik E &89 INSIGHTS OPERATOR

MBI R R R S RERERHEIMIERE, Insights Operator 24, ENEEEISA Red Hat
Insights,

AT T a04a MBS B Insights Operator TR &,

it 3
1. %i%E .dockerconfigjson X4 LUIER cloud.openshift.com &H, #I10 :

I "cloud.openshift.com":{"auth":"<hash>","email":"user@example.com"}

2. REEXXMH,
3. {EAY%EER .dockerconfigjson Ui E TR secret :

$ oc set data secret/pull-secret -n openshift-config --from-
file=.dockerconfigjson=./.dockerconfigjson
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4. BE Insights Operator NEREL :

I $ oc get co insights

it Bl

NAME  VERSION AVAILABLE PROGRESSING DEGRADED SINCE
insights 4.5.41 True False False 3d

2.9. k& M %%
MR ESHE RSB ER H MTES registry RATEVRE, EMIBREREH

ImageContentSourcePolicy(ICSP)X &R, MWIR&A ICSP, X4ER registry AIEBUE R A B EEMEIHE
registry,

b =
. BEEEEDPRICSP R :

I $ oc get imagecontentsourcepolicy

i tH 7 B
NAME AGE
mirror-ocp 6d20h

ocp4-index-0 6d18h
qe45-index-0 6d15h

2. MHIBRYTFFERBFES B2 BIFTA ICSP MR :
I $ oc delete imagecontentsourcepolicy <icsp_name> <icsp_name> <icsp_name>
flan :

I $ oc delete imagecontentsourcepolicy mirror-ocp ocp4-index-0 ge45-index-0

it Bl

imagecontentsourcepolicy.operator.openshift.io "mirror-ocp" deleted
imagecontentsourcepolicy.operator.openshift.io "ocp4-index-0" deleted
imagecontentsourcepolicy.operator.openshift.io "qe45-index-0" deleted

3. EFMAET RERIROE READY R, HIIE registry.conf LR EIEMAIRIA registry,
TR registry :

a. BRETR:

I $ oc debug node/<node_name>

b. ¥ /host &} debug shell HERE 3 :

14



B 2 = MERMER IO T E AR

I sh-4.44# chroot /host

c. I registry.conf ({4 :

I sh-4.4# cat /etc/containers/registries.conf
it =Bl
I unqualified-search-registries = ["registry.access.redhat.com”, "docker.io"] ﬂ

Q IEHBREY. B ICSP G2 registry 1 registry.mirror 5B B #MHIkR.

15
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8 3 B XTWFERNZRER

A= TERBEEER, BRILUERBER registry ERERF RERBENN AMABEZH NS S E K.

3.1 BT EERIMER R R NHIR REGISTRY

BRI FR R SRR EUR (mirron) BIMTFHE IR, REFTRLZEFESTER. B miror XER

N

MR, BLTTE— mirror registry, ZELULT AT EEMER mirror registry B

16

o MRBEBBIRIER registry, #0 Red Hat Quay, &ALUFERES/ENEH mirror registry, 1R

1BIL% A registry, EAIBIE—,

B registry l5, BEERBKRIE, BEEMFEEMNIMESE OpenShift Container Platform %
&IFHEE mirror Bl mirror registry, &R LUEF oc-mirror OpenShift CLI (oc) #ffF, oc-mirror
HwHER—NE—T8, ©RNFEMER OpenShift Container Platform WA E L& mirror
ZIEB mirror registry, oc-mirror 4 2RI E L L,

o F4, IEELMERA oc adm f4 mirror OpenShift Container Platform #9% 1ThR AF1 B F iR,



& 4 %= {#1fH MIRROR REGISTRY FOR RED HAT OPENSHIFT fiJ&2 MIRROR REGISTRY

%8 4 = {1/ MIRROR REGISTRY FOR RED HAT OPENSHIFT 1}
#£ MIRROR REGISTRY

mirror registry for Red Hat OpenShift &— N NEURERI A 2R registry, ENBEIR, BT A EENRE
R (mirror)BJ OpenShift Container Platform PRI R 255 %K.

RSB BRER registry, #1 Red Hat Quay, f&a]LABKIL AT FiE#E mirror OpenShift Container
Platform iR %,

HE
mirror registry for Red Hat OpenShift BB HIH R 2 &N Red Hat Quay FI&E IR ERE,

4.1, FoR M
e OpenShift Container Platform ][5,
o LT Podman 3.4.2 iEEMRALLKE OpenSSL ¥ Red Hat Enterprise Linux (RHEL) 8 #1 9,
® RedHat Quay lRFSHTZLREF K, B0 TEIT DNS AR 2REFT,

o BIREN EMETFTEAN SSH E#, HARMEBRBTNER SSH B, MFTREN, Beiis
BB B SSH B,

o 2/ EkE% vCPU,
e 8 GBRAM,

® OpenShift Container Platform 4.19 Z TR KXLIHE 12 GB ; OpenShift Container Platform
419 K 4TE&RHN OpenShift Container Platform 4.19 Red Hat Operator & XAFEE 358 GB,

BE
o BTREEFRBITBHESZZEN,

o XEEFEREFAMMIALER, BRINNKT LZITHIRH Operator Hitk. FHE
Kl gE 2 REHAANTERMAEMRAR, A0, HEHKRT 2 z-streams i,
MegeEER L ZEE, KA LUFERPRE Red Hat Quay THEE BB B AP i A
& MR L ERFRGRFRERZE A,

4.2. MIRROR REGISTRY FOR RED HAT OPENSHIFT 1144

XF F R FFiEEEEY OpenShift Container Platform 238, TBE— 1A 28 registry RREER, BEETXFHNE
B2 1T production-grade registry RZ5, AN — N HEIRM registry BRERREE— I E

B%. mirror registry for Red Hat OpenShift BJ LABRR XA AIF, HEBEZEE OpenShift Container
Platform 7T# &, B8 AT M OpenShift #24IE Downloads I HE T,

mirror registry for Red Hat OpenShift 17 F{#£F mirror-registry i S 1TRME(CLH) TERE -/
B9 Red Hat Quay R AR EFRERH M. mirror registry for Red Hat OpenShift B HhERE, A TlschED
BRNAMFENALEIEE. ©LaEaEMRMA IR RNR, EPFRE-—1HMAL, BFEE
AN BB I,

mirror registry for Red Hat OpenShift 12t 7 — ML HEMMBEE, FERIHN R EHEEEEIE
Hij1A URL, AL RM T —HERMALEEMA, MELRERA(FQDN)IRS. B2 A A%
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i, URBENTLSIER, X ABAFRET —1NA%8 registry, LUBEZRMLEIFEHIZIT OpenShift
Container Platform B, ###\BIEFFA OpenShift Container Platform % {ThR AR BRI B &L 5 R,

MRAEREZINMEREE 7 —1 A 25 registry, NEER mirror registry for Red Hat OpenShift &Rl %EH,

4.2.1. Mirror registry for Red Hat OpenShift [R !

LURERHISEFF mirror registry for Red Hat OpenShift :

® mirror registry for Red Hat OpenShift A 2— N &EE R Al registry, BRZFAMIXHREEF

i, ©FHAERT OpenShift Container Platform &E#t Red Hat Quay SR ER R R registry,
mirror registry for Red Hat OpenShift BB HIH R 2 &N Red Hat Quay FI&E IR ERE,

mirror registry for Red Hat OpenShift R X HEE R F1E#B OpenShift Container Platform
S8 (MA1THRREN Red Hat Operator 5if&) FTERMVERR. ©#EFA Red Hat Enterprise
Linux(RHEL)#28 LRIARMZ(E, M RHEL XEFRIFHERIE mirror registry for Red Hat OpenShift
X

E 1 mirror registry for Red Hat OpenShift fEFAAMFE, FTLAERIZ T A& mirror
BERERNEMERE, FEA Red Hat Quay BYL7 I B U ThAE S L% AR 1E A 0]
. ., BXILINENESER, 1HS0"Red Hat Quay S B,

XTHEEE mirror registry for Red Hat OpenShift bootstrap FIZLIE ™ MR H AW ENEN ™
MBI R, F—4 5 R bootstrap KILEIFIAFIR AT IE B BN EEHY Red Hat OpenShift
PN IR ARIAIE =T Lk £ N

HE S OIEMARZEARRN. B mirror registry for Red Hat OpenShift 358,

TEVUF mirror registry for Red Hat OpenShift 5% MNEE—RER, RNSNEHTLUERR
SRR ERR PR, &Rz, R mirror registry for Red Hat OpenShift 23— NERE, 17568
AUFEE—NEELGIN., SEA AN registry, %01 Red Hat Quay, A¥F OpenShift
Container Platform AR #45 Hth & 2%,

4.3. {@FH MIRROR REGISTRY FOR RED HAT OPENSHIFT & — 1At E

M

LESRAZARTE T A0 EF mirror-registry ZRERF T EEARMEN _EREE mirror registry for Red Hat
OpenShift, iXFE, FFRILIOIEERO 443 LiZTHIARMEN registry, LAFES# OpenShift Container
Platform IR,

it
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& A mirror-registry CLI TEZ % mirror registry for Red Hat OpenShift &I HL23# 1T/
NEW, RERF, 20— SHOME/quay-install B, HEha@gRiExxi. Kbzl

MEEBEWH D, NMRHEERESARMEN, WAEKAE SSHBH, FHFEKEENITENL
B systemd X, LIARBSRZTNFA, 74, KOUEBE—DELNinit WwBAEF, #8

BIERBE, FREUREIESRRIEREHFEHEREITHL


https://www.redhat.com/en/resources/self-managed-openshift-sizing-subscription-guide

& 4 %= {#1fH MIRROR REGISTRY FOR RED HAT OPENSHIFT fiJ&2 MIRROR REGISTRY

1. M OpenShift console Downloads T T EEEHTARABI mirror registry for Red Hat OpenShift B
mirror-registry.tar.gz ¥4 &,

2. {£F3 mirror-registry TR, EAMEN, _EZEE mirror registry for Red Hat OpenShift, X7 A
FrEMsEE SR, 1S "mirror registry for Red Hat OpenShift flags",

$ ./mirror-registry install \
--quayHostname <host_example_com>\
--quayRoot <example_directory_name>

3. BTy, FRREHEIERMIE - B IEE K registry :

-p <password> \
<host_example_com>:8443> \

iz
$ podman login -u init \
~tis-verify=false @)

IRE LOB A B RTER B NS LRI rootCA iE 3kt %12 1T -tis-verify=false, &
Ey{nm, HBM" R Red Hat Quay"fI"f$ R4 EE B NG FEIEH A A",

cak

Lo LA LIE R 5581 https://<host.example.com>:8443 1j[f] Ul &%,

4. B LIIEE R GE& OpenShift Container Platform 5, WRIBENEE, 1HSHAR UM 5K
OpenShift Container Platform iR 77 (% "2 " Hitk Operator B3K"88 93 LA F It 3044,

le]%ljﬂ-?—ﬁ%‘ (R & 53X mirror registry for Red Hat OpenShift T iEHIER IR 7]
5, A LAFE— AE%?‘»EE’\JT?%‘JZE%E mirror OpenShift Container Platform
1%, Eﬁi%ﬁflﬁ mirror registry,

4.4 \— A EHEZH MIRROR REGISTRY FOR RED HAT OPENSHIFT

LERFEARRE T aNfaIfE A upgrade &35 MA ENLEHT mirror registry for Red Hat OpenShift, B3 E &
hRARTHBRITTHEE. FHIREENLLRAES.

B
L MARAS 1 FREBIRRA 2 B, 15 ERLLUTBRA
e worker HEMHKXKE N1, EH SQLite FARRTFENE A,
o {ETREEMEF mirror registry for Red Hat OpenShift FA 30 (UP),
o REHEFAYTFEAHIGA sqlite-storage Podman £,
o ik registry RHINEIERIEFHSF, R NEREHIOIRPES,

® PostgreSQL ##E1E /$HOME/quay-install/quay-postgres-backup/ B & T #&
12, LUHITIRE.,

19
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FRFM

o WBIEAMEN EZRLEET mirror registry for Red Hat OpenShift,

it =

o WNRIRESE mirror registry for Red Hat OpenShift M 1.3 7+ & 2.y, BIEMREBRKEIAN
letc/quay-install, ERILUEIALL TS :

I $ sudo ./mirror-registry upgrade -v

o mirror registry for Red Hat OpenShift ¥ Red Hat Quay BJ Podman %.
Postgres ##&#0 /etc/quay-install Z3E:T# 2% $HOME/quay-install {if
&, XAHRELERNA LSRR EA%E --quayRoot HTRiLEY mirror
registry for Red Hat OpenShift,

o 7E{# M ./mirror-registry upgrade -v t7iC F+2% mirror registry for Red Hat
OpenShift Ff BB SFETE QIR mirror registry B8 FAMMERMEIE, F10, 0
R{#EHA --quayHostname <host_example_com> #[I --quayRoot
<example_directory_name> L% T mirror registry for Red Hat OpenShift,
M7 S 3E 1% F/F 88 SR IEFA I A2 mirror registrys

o WNRIBESF mirror registry for Red Hat OpenShift M 1.3 F+2E| 2.y, BIEIE 1y BEHRFHRABEE L
quay BEBMEME B, MiJifLi#-- quayRoot #1- quayStorage fr&, 40 :

$ sudo ./mirror-registry upgrade --quayHostname <host_example_com> --quayRoot
<example_directory_name> --quayStorage <example_directory_name>/quay-storage -v

o MNRIBEM 1.3 HEI 2.y mirror registry for Red Hat OpenShift, F&HEIEEHBE X SQLite Zfi#
R, Bt —-sqliteStorage Fr, 140 :

I $ sudo ./mirror-registry upgrade --sqliteStorage <example_directory _name>/sqlite-storage -v

1. IZ1TLLT %4, #1R mirror registry for Red Hat OpenShift BSE#T :
I $ podman ps
=1
I registry.redhat.io/quay/quay-rhel8:v3.12.10

4.5. £ MIRROR REGISTRY FOR RED HAT OPENSHIFT 7Eizf2 4l L
MIRROR

LERARAERE T a0{rI {5 A mirror-registry TEEiniZ M EZREE mirror registry for Red Hat OpenShift, X
FE, BRI LABIEE registry 3E4R7E OpenShift Container Platform #R{&BIE 1R,
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& 4 %= {#1fH MIRROR REGISTRY FOR RED HAT OPENSHIFT fiJ&2 MIRROR REGISTRY

&£ mirror-registry CLI TE2%%& mirror registry for Red Hat OpenShift X287 /L
NEW, RERF, 20— SHOME/quay-install B%, HEha@gRiExxi. Kihizhs
MEEBENH D, NMRHEEIRESAMEN, WAERKAE SSHBH, FEKEENITENL
B systemd X, LUBARBRZITNRFA, A4, ROEBE—NL N init E©BAS, #8
SHEMMEE, BV EIESMREREZHRENREITH,

. M OpenShift console Downloads T FE & #ThRABY mirror registry for Red Hat OpenShift B

mirror-registry.tar.gz ¥4,

. {¥F mirror-registry T&, FEARMIEN_LZEE mirror registry for Red Hat OpenShift, BxTIH

FrEHISEEEFIR, ES I "mirror registry for Red Hat OpenShift flags”,

$ ./mirror-registry install -v \
--targetHostname <host_example_com> \
--targetUsername <example_user> \
-k ~/.ssh/my_ssh_key \
--quayHostname <host_example_com>\
--quayRoot <example_directory_name>

BT R, ERAREHRE 4RI A R EKE mirror registry :

$ podman login -u init \
-p <password> \
<host_example_com>:8443> \

~tis-verify=false @)

BT LLORIT RN RSB E N EEE MR rootCA IEF B 52 1T --tls-verify=false. INF
BZER, ESH"RY Red Hat Quay' " RSB E NS EIEBIMA ",

N
Gk

ﬁ B LA REG@T https://<host.example.com>:8443 5[] Ul &%,

4. B LIIEE R G E& OpenShift Container Platform £, RIBENEE, 1HS AR 5K

OpenShift Container Platform iR #F (% "2 " Hitk Operator B3K"88 93 LA F It 3044,

=

. IR R N EZ6EZ S mirror registry for Red Hat OpenShift 1B I&A 7]

A, A E—NEREMFRE _EEH mirror OpenShift Container Platform £
R, HEFELE mirror registry,

4.6. \— M £F2EWNL N RED HAT OPENSHIFT E#7 MIRROR REGISTRY

LESRARARRE T AN upgrade 3455 MIZF2 ENLEHT mirror registry for Red Hat OpenShift, B E &
A REFERMEENRERE.

21


https://console.redhat.com/openshift/downloads#tool-mirror-registry

OpenShift Container Platform 4.19 B FFEE9EA 5

B
LUMARA 1 AREBIRRA 2 5, HERLUTRE
e worker MEMHKXKE N1, EH SQLite FARRTFENE A,
o {RABEfER mirror registry for Red Hat OpenShift i #0 (UP).
o FREHEFAYLTIEAIA sqlite-storage Podman £
o [E{& registry RHIFAIBRMEENNF, BhEREAFIRPES.

® PostgreSQL ##E1E /$HOME/quay-install/quay-postgres-backup/ B & T #&
12, LUHITIRE.,

FRFH

o WBHEXBENLZREET mirror registry for Red Hat OpenShift,

it =

o BMILIRENFI mirror registry for Red Hat OpenShift, HEHIAMU TS :

$ ./mirror-registry upgrade -v --targetHostname <remote_host_url> --targetUsername
<user_name> -k ~/.ssh/my_ssh_key

1EfEA /mirror-registry upgrade -v ¥RiCFHZK mirror registry for Red Hat
OpenShift B BB SFETEQIEE mirror registry B {EAMNMEREIE, Fl0, RE
Fd --quayHostname <host_example_com> #1 --quayRoot
<example_directory_name> L% T mirror registry for Red Hat OpenShift, i
MBIEZF R REMI A mirror registry,

o MNRIBEM 1.3 HUEI 2.y mirror registry for Red Hat OpenShift, F&HEIEEHBE X SQLite Zfi#
BR, 1%k --sqliteStorage 1r, 40 :

$ ./mirror-registry upgrade -v --targetHostname <remote_host_url> --targetUsername
<user_name> -k ~/.ssh/my_ssh_key --sqliteStorage <example_directory_name>/quay-
storage

1. IZ1TLUT %4, #R1R mirror registry for Red Hat OpenShift BT :

I $ podman ps

i th o Bl

I registry.redhat.io/quay/quay-rhel8:v3.12.10

4.7. & MIRROR REGISTRY FOR RED HAT OPENSHIFT SSL/TLS iEF
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EFRLEERT, T8 E N mirror registry for Red Hat OpenShift %t SSL/TLS iE+,

RIREA :
o MMBIBEBE M YEIM mirror registry for Red Hat OpenShift IE,
o MRIEEER L5 ZHI mirror registry for Red Hat OpenShift %258 EMIET,
o MRIEFHLEEEEH mirror registry for Red Hat OpenShift IET5,

FERLLTEIEEH: mirror registry for Red Hat OpenShift SSL/TLS iE¥,

SeRF M
e KB M OpenShift &1 Downloads TIH F#HFH &% T /mirror-registry

it

1. BIALLT S RE: mirror registry for Red Hat OpenShift:

$ ./mirror-registry install \
--quayHostname <host_example_com> \
--quayRoot <example_directory_name>

XFELLTIER

RIS A

X &4F mirror registry for Red Hat OpenShift &%%%| $HOME/quay-install B &,

2. HEE—NIFHNER AN (CARGE, FERFTH ssl.key # ssl.crt BHX ., MERZE

B, 125 Red Hat Quay ECi& SSL #1 TLS,

3. WIALLTF @4 H /ISHOME/quay-install 2B —NMAEAE, 11 QUAY

I $ export QUAY=/$HOME/quay-install

4. B AL TS ssl.ort X4 #IEl /$SHOME/quay-install B3 :
I $ cp ~/ssl.crt $QUAY/quay-config
5. BIAT e B8 ssl.key XS HI%] /SHOME/quay-install B :

I $ cp ~/ssl.key $QUAY/quay-config

6. BIALL TS ER quay-app M ATER pod :

I $ systemctl --user restart quay-app

4.8. E1Ek MIRROR REGISTRY FOR RED HAT OPENSHIFT

FERUTEEMAEENEE, Red Hat OpenShift B9 mirror registry o

FRFH

o MBIEARMEN LEZREET mirror registry for Red Hat OpenShift .
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Y=

o ZfTLAT®S, MAMENAEE mirror registry for Red Hat OpenShift :

iz
$ ./mirror-registry uninstall -v \
--quayRoot <example_directory_name>
= 2

o Bk mirror registry for Red Hat OpenShift SIEMIFREIIR=A ., A LUER
--autoApprove F ki lhiR R,

cak

o MMRFEH --quayRoot TREZREE T mirror registry for Red Hat OpenShift, Il
EHEthFEEME A --quayRoot 1i&. B, MRERE THHE --quayRoot
example_directory_name B9 Red Hat OpenShift B9 mirror registry, N7
SDELFRBFEEIEMEIZL mirror registry,

4.9. MIRROR REGISTRY FOR RED HAT OPENSHIFT #rit

LA FRIC A FF mirror registry for Red Hat OpenShift -

Pric sk

--autoApprove ERAXERNRTNA/RE, NREE N true, MITEENEER reqgistry BB ohl kR
quayRoot B, IIRAKI:EE, NEILY false.

--initPassword £ Quay BE IO init BFPMEL, WIEPSENNER, BFAEEE
o

--initUser string EROBAFMAF &, BRIEE, NEILH init

--no-color,-c RUTAFERIIERS, TofTRE. HEMARGSHFEEEL Ansible,

--quayHostname B im R registry IR registry 2R EE A, FET Quay

config.yaml /189 SERVER_HOSTNAME., @/ 7] LA# DNS f##fr, aNRKi5
E, MLY% <targetHostname>:8443, (1]

--quayStorage =% Quay FFAMFEEBIER XK, BN quay-storage Podman &, EHEHE
Z root FUBR,
--quayRoot, -r REARHEEZNRERIENE R, 2 rootCA.key. rootCA.pem #

rootCA.srl iE, fNRKEE, NEILH $HOME/quay-install,

--sqliteStorage "% SQLite BTBEHBIEN MR, MREEEE, NEILH sqlite-storage
Podman %, HI#HFEE root,

--ssh-key -k SSH SABIAMRE, INRAKIEE, NEIL) ~/.ssh/quay_installer,
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Fric ek

--sslCert SSL/TLS AH/IEBMEREZE, BN {quayRoot}/quay-config, FH1ERigEN
SHESA

--ssICheckSkip Bkid % config.yaml x4+ SERVER_HOSTNAME (b & 1E+ £ 4, [2]

--sslKey FAF HTTPS @589 SSL/TLS FAHERE. BIL N {quayRoot}/quay-config,
HERIBEN B EK,

--targetHostname,-H = ZE&% Quay MBI ENZ. AN SHOST, mAMEN, (MRKEE) .

--targetUsername, -u BinEN LR/, AT SSH, 8Lk SUSER, fitn, tRREE, MWEIAH

LHEIAS,
--verbose-v i B E# Ansible playbook i,
--version L7 mirror registry for Red Hat OpenShiftIhR 7,

1. MNREHRGH LI DNS S ARMENLARE, NHiEN --quayHostname, 754, --
quayHostname FTRERZHE A IP it ik, SEFERENGHITRE,

2. YR registry ERIEBEFEXER, @A --ssICheckSkip, FEAFHENZSWE Quay
NBaARE, YAFAEEEREIEFNIRMEMN Quay ENAEIFERE, BallfERE,
4.10. MIRROR REGISTRY FOR RED HAT OPENSHIFT X 173¥12

mirror registry for Red Hat OpenShift &— N NEURER A 2R registry, ENBEIR, BT A EENRE
EE R (mirror)BJ OpenShift Container Platform PRI R 255 %K.

AEITEICNHT OpenShift Container Platform B mirror registry for Red Hat OpenShift .

4.10.1. Mirror registry for Red Hat OpenShift 2.0 X 17310

AR /NN T mirror registry for Red Hat OpenShift B9 2.0 K 1ThRA,

4.10.1.1. Mirror registry for Red Hat OpenShift 2.0.8
KB - 2025910 B 16 H

Mirror registry for Red Hat OpenShift ¥I#E &¥&7E Red Hat Quay 3.12.12 /1,
LURREZERTF mirror registry for Red Hat OpenShift :

® RHBA-2025:17062 - mirror registry for Red Hat OpenShift 2.0.8

4.10.1.2. Mirror registry for Red Hat OpenShift 2.0.7
KB : 2025714 H
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Mirror registry for Red Hat OpenShift II#E &¥&7E Red Hat Quay 3.12.10 /1,
LURREERTF mirror registry for Red Hat OpenShift :

® RHBA-2025:9645 - mirror registry for Red Hat OpenShift 2.0.7

4.10.1.3. Mirror registry for Red Hat OpenShift 2.0.6

KfEH 20259 4B 28 H

Mirror registry for Red Hat OpenShift II#£ &¥&7E Red Hat Quay 3.12.8 /1,
LU AEERTF mirror registry for Red Hat OpenShift :

® RHBA-2025:4251 - mirror registry for Red Hat OpenShift 2.0.6

4.10.1.4. Mirror registry for Red Hat OpenShift 2.0.5

K¥EH 2025 %1813 H

Mirror registry for Red Hat OpenShift II#E &3&71E Red Hat Quay 3.12.5 F1,
LU AEERTF mirror registry for Red Hat OpenShift :

® RHBA-2025:0298 - mirror registry for Red Hat OpenShift 2.0.5

4.10.1.5. Mirror registry for Red Hat OpenShift 2.0.4

K#fEHE : 2025F 18 6H

Mirror registry for Red Hat OpenShift I1#£ &¥&7E Red Hat Quay 3.12.4 /1,
LU AEERTF mirror registry for Red Hat OpenShift :

® RHBA-2025:0033 - mirror registry for Red Hat OpenShift 2.0.4

4.10.1.6. Mirror registry for Red Hat OpenShift 2.0.3

KFEHE : 2024 ENA 251

Mirror registry for Red Hat OpenShift I1#£ &3E1E Red Hat Quay 3.12.3 /1,
LU AEERTF mirror registry for Red Hat OpenShift :

® RHBA-2024:10181 - mirror registry for Red Hat OpenShift 2.0.3

4.10.1.7. Mirror registry for Red Hat OpenShift 2.0.2

%% B : 2024 %10 B 318

Mirror registry for Red Hat OpenShift II#£ &3E571E Red Hat Quay 3.12.2 /1,
LU AEERTF mirror registry for Red Hat OpenShift :

® RHBA-2024:8370 - mirror registry for Red Hat OpenShift 2.0.2
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4.10.1.8. Mirror registry for Red Hat OpenShift 2.0.1
k#2024 59 B 26 B

Mirror registry for Red Hat OpenShift II1E &3&1E Red Hat Quay 3.12.1 /1,
LU AEERTF mirror registry for Red Hat OpenShift :

® RHBA-2024:7070 - mirror registry for Red Hat OpenShift 2.0.1

4.10.1.9. Mirror registry for Red Hat OpenShift 2.0.0
ZfBH : 20245983 H
Mirror registry for Red Hat OpenShift II#£ &¥E7E Red Hat Quay 3.12.0 /1,
LU AEERTF mirror registry for Red Hat OpenShift :
® RHBA-2024:5277 - mirror registry for Red Hat OpenShift 2.0.0
LUR#INRE S IRTE mirror registry for Red Hat OpenShift 2.0.0 & :
o [&EF&E mirror registry for Red Hat OpenShift BI&Z %5, REREWEZES M PostgreSQL FH 4 E!
SQLite, At, FHIBIIEERIAFAETE sqlite-storage Podman &, EA tarball K/NETE D

300 MB,

IR EEEIER SQLite, EFANEI 2.0 281, HSH"RIBEBIME, "MARENEHT mirror
registry for Red Hat OpenShift"s%" MizZ#2 EHLE#T mirror registry for Red Hat OpenShift”,

o NINT #ThEetr& —-sqliteStorage, FEFRIXMrE, ERILLFINLERT SQLite BB EEIER
fIiE,

® Mirror registry for Red Hat OpenShift BI1E = FAF IBM Power #11BM Z 2214 ( s390x 1 ppc64le)

o

4.10.2. Mirror registry for Red Hat OpenShift 1.3 &£ 1T5F1C

FHE mirror registry for Red Hat OpenShift 1.3 Z4T3 10, 1EE [ Mirror registry for Red Hat OpenShift
1.3 Z4T3E1C,

4.10.3. Mirror registry for Red Hat OpenShift 1.2 & 173F1C

FHE mirror registry for Red Hat OpenShift 1.2 Z1T5F12, 1EBIH Mirror registry for Red Hat OpenShift
12 Z4T5F .

4.10.4. Mirror registry for Red Hat OpenShift 1.1 £ 1T3¥iC

ZHE mirror registry for Red Hat OpenShift 11 &Z4TiEIL, ES A Mirror registry for Red Hat OpenShift
11 &Z473E18,

4.11. MIRROR REGISTRY FOR RED HAT OPENSHIFT tXf=HERR

7T BBEIXS mirror registry for Red Hat OpenShift FE{THFEHERR, BT LUKEH mirror registry REEHY
systemd RSB K., RELUTRS :

® quay-app.service
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https://access.redhat.com/errata/RHBA-2024:5277
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https://docs.openshift.com/container-platform/4.15/installing/disconnected_install/installing-mirroring-creating-registry.html#mirror-registry-release-notes-1-1_installing-mirroring-creating-registry
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® quay-redis.service

® quay-pod.service

FRFH

o MBRET mirror registry for Red Hat OpenShift

P2

Y=

o IR root ARZRE mirror registry for Red Hat OpenShift, 1&a LU AL T ey iRERE
Systemd HE&E,J‘lk/LnL:I /%\ .

I $ sudo systemctl status <service>

o NRVENIRMER T LEE mirror registry for Red Hat OpenShift, #&AI LU AL T e S RERE
SYStemd HE&E,J‘lk/LnL:I B

I $ systemctl --user status <service>

4.12. HAhBHIR
® Red Hat Quay 5% B4
e {Z¥ Red Hat Quay
o RRGECE NEEIUEHIAZ I
o %% OpenShift Container Platform Btz E

o R{RFTUrF EEREREM Operator B3
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https://access.redhat.com/documentation/zh-cn/red_hat_quay/3/html/manage_red_hat_quay/garbage-collection#doc-wrapper
https://docs.redhat.com/en/documentation/red_hat_quay/3/html-single/securing_red_hat_quay/index
https://docs.redhat.com/en/documentation/red_hat_quay/3/html-single/securing_red_hat_quay/index#configuring-system-trust-ca
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28 5 Z {#F OC-MIRROR #H 4 V2 HkrFEEr %% MIRROR #Hi{§

INRMILE registry FHEIEI & OpenShift Container Platform a8 iRk 258, NIFEM A EENINES
DITER, BUERZTN, I registry TIETEIZTT,

&R LA A oc-mirror flf v2 TR 2SR ER 2 M FFEEBIEME RIF 5K mirror Elmirror registry, EME A
Y108 registry FEFTFEHE, BOITIMEEBEMIERENREHZ1T oc-mirror 1l v2,
5.1. XxF OC-MIRROR ffi{4f V2

oc-mirror OpenShift CLI (oc) R — M E—T 8, ®EAARMER OpenShift Container Platform I
BHMEMITE (mirror) FRIKENEHIERIR registry,

E{#F oc-mirror BIETERA, ETE oc-mirror &M v2 S8 817NN --v2 Pri&.
oc-mirror G v2 EHFLLTFINAS :

o IR OpenShift Container Platform & ThRAs. Operator. helm chart M1 EMRFRBIEH T
Eo

o NIFHBRXEREFIEENTEHBERS EHBRICHKRN registry, TIRHBRZATREREEK

(mirror)s

o HAZFROIMARTTHIE, XA LA LTS TR —& fh ISR 5 ) R R 72,
o RITNHTR A FH BT P RLET R/ANFR KN,

o MA@ EHRBEAFENRNBERGHRFM,

o TILL4ERK ImageDigestMirrorSet (IDMS)#1 ImageTagMirrorSet (ITMS) iR, XLEVHRBEE T
HA VI NENBERESIEIRE, Mo ImageContentSourcePolicy (ICSP)%R, ©8#ET
BN RIRIELBHRERN,

o FHUTEINMET. v2 HITE[EH Delete Thag, X®ikf - BFHIRHIN FE4& TR,

e 5| ATX registry.conf XHIZ R, WWENBENFEFEABERMNEZFENHEREIZ A enclaves,

5.1.1. &40 TR
BUR S P80k T 804a 48 8 oc-mirror 344 v2 4545 4& mirror Bl mirror registry MR TAES -
1 ORI BB,
2. HRAMT IR — I HEERILE N BVFEHE registry :
o [FEEREREEILE ) BIREHUR registry (mirror Bl mirror),

o JHIRIKIZXE N disk (mirror to disk), ¥ tar XHEXEEIBIRAE, ABRNRGEKENBIRHEE
registry (disk to mirror),

3. EEEEELUF A oc-mirror M v2 £ RHI IR,
4. BEFESE XS IELUEHF BIRHIR registry,

5.1.2. oc-mirror 1 v2 AN ZFHF
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OpenShift Container Platform S oc-mirror {4 v2,

£ aarch64 ppc64le, 1 s390x ZR#4H, oc-mirror & v2 R OpenShift Container
Platform 4.14 & BE# IR A

& oc-mirror & v2 EFTRIFAMA, TILEREHERD OpenShift Container Platform A2t
/-LAQ

5.2. Fo k&4

o [RWIIEIEE OpenShift Container Platform S£EHAIE (41 Red Hat Quay) B —1XHF
Docker V2-2 R 21K registry,

o INRFEM Red Hat Quay, IHTE oc-mirror iEHEAEAE 3.6 XESRAE, S
[#7E OpenShift Container Platform _£&8& Red Hat Quay Operator (Red Hat
Quay X1%). INREEBZZNIEEBIRILFEF R registry, 1HIHRBERHE
RERFLIELH,

o MRIMEEBARRFMR registry WIIERERAZE, OpenShift Container
Platform 1T [#& &Y EI— mirror registry for Red Hat OpenShift, IthE{&
registry @2 EBIITH A, HRIB/NBEER registry, ERILUERLE registry
BT IR RS & OpenShift Container Platform FREMIA 235 1%,

o BEMEBHTNNEMNBIBLT BN registry. f1R registry ik, RE., BHHE
HIREERES (MIEAEHEFRENM) TRESKM, B registry AL B BER A RIZTT,
WRETTAMS OpenShift Container Platform S84 IMERT AE—H.

5.3. HEF MR EN,

BT oc-mirror $E#E V2 BT HURHIR, BREREEMFERAERIUKEIFORIA, BEMEEMIIE
BT,

5.3.1. Z% oc-mirror OpenShift CLI #H14
&4 oc-mirror OpenShift CLI {4 LATERT FEERIME B IRIRIRE,

SeRF M
e &4 OpenShift CLI(oc), MREETEMFERIIMERRKHGSE, HFHRAEAUTRE
o MBEEHVINEEMMENLRET oc-mirror &,
o TEWTFFIERERIENE B EAL AT LA [F] B ATRER AR registrys
o REIEER oc-mirror BIRIERYGIH, ¥ umask SEIEEH 0022,

o MENEEMAM RHEL AR E T IEMHR — 1 HI X4,
it

30


https://docs.docker.com/registry/spec/manifest-v2-2
https://access.redhat.com/documentation/zh-cn/red_hat_quay/3/html/deploying_the_red_hat_quay_operator_on_openshift_container_platform/index

% 5 %= {1/l OC-MIRROR ¥&#f V2 R FERMZE MIRROR i

1. F# oc-mirror CLI $&4 :
a. i AZl Red Hat Hybrid Cloud Console 8§ Downloads T,

b. 1£ OpenShift disconnected installation tools 8% F, MTHIF ¥ % OpenShift
Client (oc) mirror plugin BJOS type #1 Architecture type,

c. s Download {R%F 314,
2. BT T ep 4 R BEUFA -
I $ tar xvzf oc-mirror.tar.gz
3. MAYE, ZITUT SRR SRR AT

I $ chmod +x oc-mirror

A=
TREEdn# oc-mirror 3T,

4. Z1TAT 4, SSXERIE PATH & (40 /usr/local/bin ) EZ2%4% oc-mirror CLI #& {4 :
I $ sudo mv oc-mirror /usr/local/bin/.
[ ]

BT TS EAE oc-mirror 4 v2 REEHRINERE :

I $ oc mirror --v2 --help

5.3.2. BE SRV B BRI T HRRBFEIE

BB RTUR registry FIEXXMH, AEEUIFHARMELIE mirror IR TR, EREEN LTHRUATEE,

Digk

H
[=]

REEHN A EFER MR registry BIESXEVE N pull secret, WMRERKERFIZ
e, ERHPIMAENSESNEE TR registry IBE AR,

FRFH

IR registry BLE N FERT FFEEBOEMT A,

. 7.

IBEGR registry FIRR T BHR CERAGLE, LURBRSREEREKR(miron) BIXMIE,

. 7.

BT —MHR registry k7, RVPREGREEIZRECE,
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https://console.redhat.com/openshift/downloads
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o W& registry B EAUR,

it

1. M Red Hat OpenShift Cluster Manager F# registry.redhat.io pull secret,
2. IZITLLTFE4S, LLJSON R ERK pull secret BIA :

I $ cat ./pull-secret | jq . > <path>/<pull_secret_file_in_json>

EEZHE pull secret BIE SRBIERER, LUREOIEM JSON STHEHHL TR,

pull secret <l

{
"auths": {
"cloud.openshift.com”: {
"auth": "b3BlbnNo...",
"email": "you@example.com"
b
"quay.io": {
"auth": "b3BlbnNo...",
"email": "you@example.com"
},
"registry.connect.redhat.com™: {
"auth": "NTE3Njg5N;...",
"email": "you@example.com"
},
"registry.redhat.io”: {
"auth": "NTE3Njg5N;...",
"email": "you@example.com"
}
}

1
1. 405 $XDG_RUNTIME_DIR/containers B EAETE, EHAMUTHSRMIE :

I $ mkdir -p $XDG_RUNTIME_DIR/containers

2. ¥ pull secret X4 {#7F 7 $XDG_RUNTIME_DIR/containers/auth.json,

3. BITUTHS, MBI registry £/ base64 JiiGHI A -~ 2 BIDHSHE -

D

I $ echo -n '<user_name>:<password>' | base64 -w0
®id <user_name> #1 <passwords> 157 registry B9 7 L FEL,
i Bl
I BGVibYk3ZHAtgXs=
4. YnlE JSON SCHAFFRINHER registry BIERS -

I "auths": {
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https://console.redhat.com/openshift/install/pull-secret

"<mirror_registry>": {
"auth": "<credentials>",
"email": "

}

b

you@example.com"

& 52 {#f OC-MIRROR &t V2 HErFE M ZEE MIRROR 5%k

XFF <mirror_registry>, 187E registry 54, LAREHIEIR registry FRIRIER BB R LR
A, 540 : registry.example.com =% registry.example.com:8443,

%I F <credentials> £, 1518 mirror registry B base64 4wfid A F & B,

&M pull secret RHI

{
"auths": {

"registry.example.com™: {
"auth": "BGVtbYk3ZHAtgXs=",
"email": "you@example.com"

b

"cloud.openshift.com”: {
"auth": "b3BlbnNo...",
"email": "you@example.com"

}

"quay.io": {
"auth": "b3BlbnNo...",
"email": "you@example.com"

},

"registry.connect.redhat.com™: {
"auth": "NTE3Njg5N;...",
"email": "you@example.com"

},

"registry.redhat.io": {
"auth": "NTE3Njg5N;...",
"email": "you@example.com"

}

}
}

541 QBB XERE

TEEM oc-mirror # {4 v2 mirror iR Z AT, IR RGXEBEEX 4, WHERIXEREXXHE LHFL
OpenShift Container Platform Z4ThRA<. Operator Ff1EME mirror BI5#R, LK oc-mirror 34 v2 B9
Hithfg B K&,

5.4, [H IR E S & (MIRROR) EI & REGISTRY
FHRIGEHRBREFR registry IBRAMENREBELTLBSZEIMEFR T A, MMEHEREEHE,. FHA

o MELIBRT BB reqgistry RIEXM, BEHFER, HSRLELTHREZREIZIL,
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e fijE ImageSetConfiguration YAML 3, FHiFTIENERTEFRENTER.

ImageSetConfiguration YAML 3 {47~

kind: ImageSetConfiguration
apiVersion: mirror.openshift.io/v2alphai
mirror:
platform:
channels:
- name: stable-4.19 ﬂ
minVersion: 4.19.2
maxVersion: 4.19.2
graph: true g
operators:
- catalog: registry.redhat.io/redhat/redhat-operator-index:v4.19 6
packages:
- name: aws-load-balancer-operator
- name: 3scale-operator
- name: node-observability-operator
additionallmages: @)
- name: registry.redhat.io/ubi8/ubi:latest
- name:
registry.redhat.io/ubi9/ubi@sha256:20f695d2a91352d4eaa25107535126727b5945bff38ed36a
3e59590f495046f0

FFHE 1B N M ERER OpenShift Container Platform 2%,

500 graph: true LU FH#ERE graph-data SRARHEEEIER R registry, fIE OpenShift
Update Service (OSUS) & E graph-data #iffk. graph: true FEiT 24K UpdateService
BE LHIREH, oc fam{THRME (CLI) ATLAEA UpdateService B & X HTIRIE 3R A &
OSUS, MEEZFELR, 15SIH X F OpenShift Update Service

®9

¥ Operator B K% & N MAFZR OpenShift Container Platform £ f&.

PHEER B SR BREPHEL Operator BHE, MFRILFERLIGSR B FHBIFTEEH
28

EEERAERGEPLENTMEMBTR,

® 00

1 oc-mirror 4 v2 &, &7 additionallmages T3 HBIFR A SR FER B
registry EWl%, BN, HESWHREI T ERNBEIRERER,

Hith BHR

® X TF OpenShift Update BR%5

5.4.2. oc-mirror T{ERBILLER

A TR EEEL mirror-to-disk (m2d), disk-to-mirror (d2m), 1 mirror-to-mirror (m2m) Sz #9 A5l
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https://docs.redhat.com/en/documentation/openshift_container_platform/4.19/html-single/updating_clusters/#update-service-about_understanding-openshift-updates

% 5 %= {1/l OC-MIRROR ¥&#f V2 R FERMZE MIRROR i

Mirror To Disk (m2d)#]l Mirror To Mirror (m2m)

Disk To Mirror (d2m)

BiT registry FAE TR B BB U5 7] B & B A &R Ui 7] 4
HEfE R,

BT registry TR B BRI R{ERT LAMH— v
WBRUi I BENER, B0, BFE registry fi {_L:F‘%Efé
A,

B ER—IMESE (IER USB %) FBRA v
% BT R EAR

TERBARBEREBEIBIT registry 1, MEBEMR ,
FhE] tar X1,

TEREA—TABEFUERNERE, BFEN 4
S BT 22 ]

TERTMERSE, ERUETEERFHRENT 4
12, BRFERTS T2,

5.4.3. TE#3 0 Wi FHE RV EME BRI B R B AR
BRI DR A ZIREHM U7 A I R R A oc-mirror i v2 FHEHUREEHURE registry.

SeRFH
® X217 oc-mirror flf v2 BIENE, R LAV [P B EXMFNEEER registry,

it =
TUTHE, FHEEGRRAERLEFIEERFEREIEEDN registry :

$ oc mirror -c <image_set_configuration> --workspace file://<file_path>
docker://<mirror_registry_url> --v2 ﬂ

i

\|

<image_set_configuration>
B E R IX B BC B X R B R,
<file_path>
EEENERTIRIE 3,

<mirror_registry_url>

18 E R ME T M A HIBREEIR registry B9 URL siihit,

1. #A <file_path> B X/ 4K working-dir/cluster-resources B3%,
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2. 3 ImageDigestMirrorSet. ImageTagMirrorSet #1 CatalogSource %R EFE YAML XX
.

BESR
o FIEEELUFEMA oc-mirror FEE v2 £ E IR,

5.4.4. R TR TR MR P IR ER R

& B] LAFE OpenShift Container Platform &E¥ A1 M B EX MBI T2 BT FHEZIIARE PR EERE, LT
SN TVET R T R RE

1. Mirror to disk : JF5{%%E mirror El— N ER,
2. Disk transfer : Fo{FFR4 (%5 B BT FFIEERIER IR registry BORIZE,

3. Disk to mirror. f$ R EE mirror E BT FHEREM registry,

5.4.4.1. MiRRFIRBIEL

R LAMER oc-mirror i v2 £REIRE, FRABRER#ME. E, ERUFERNERTE I
FEERINE, FHREEUREIBIT registry,

oc-mirror & v2 MEERIXBECEPIEENRPIORE RS, HRETSREXMBEFHH tar F4
#,

it =

TUTERS, FHiEEREEREFNEREEREEL -

$ oc mirror -c <image_set_configuration> file://<file_path> --v2

o —

==

<image_set_configuration>
IBERFEERE S HHIRTR,
<file_path>
BEEHEPERISHEBRENEHNE R,
1. ANERE <file_path> B %,

2. PIEFEXHARE S E M.

BESR
o MEH BHRBIH B

5.4.4.2. M BHR B &
IR LA A oc-mirror fl v2 fSEEE R BHR R BB B AR HUR registry.
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oc-mirror 1 v2 MAIE S RIS FARF I H L X B8 E IR registry.

i =
1. F¥EE mirror FREMRE ZHEIS S BINHR registry IR,

Az

TUAT a4, ACERRE ERVBRGREXH, FHIERBERE BIFHER registry :

$ oc mirror -c <image_set_configuration> --from file://<file_path>
docker://<mirror_regqistry_url> --v2

==

<image_set_configuration>
IBERFEERE SRR,
<file_path>

EESESFHENME LB, kxXHRIras "J’jj%ﬁiﬁ)ZE’J%ﬁmﬁ a0
ImageDigestMirrorSet (IDMS) 5 ImageTagMirrorSet (ITMS) %R

<mirror_registry_url>

18 A F B IR B mirror registry B9 URL skithilt,

1. # AF working-dir 4 cluster-resources Bk, E7E <file_path> B X4,

2. % ImageDigestMirrorSet. ImageTagMirrorSet #1 CatalogSource %R EEFE YAML XX
.

BESR
o FIEEELUFEA oc-mirror FE v2 £ B EIR,

5.5. %F OC-MIRROR & V2 £ M B E VKR
oc-mirror ¥ v2 KB HTEMRL T B E LFEIR

ImageDigestMirrorSet (IDMS)

HEEREGGREEREIARR AR registry BEMN], MMRED—NMERENFRERBESR, %
FXo

ImageTagMirrorSet (ITMS)

FEERBERIRE pull ABHLIE registry BHEAN. I1RE DB IRER BRE R —DEFITE
REM.

CatalogSource

KRB KR registry AT Operator BIf§ 2. H Operator Lifecycle Manager (OLM) Classic {#
Ao

ClusterCatalog

10 FRE KRR registry R FEEY & (¥ Operator) HIEE. H OLM VI {EMH,
UpdateService

FET R IR IR E IR EIE. B OpenShift Update Service .
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Hith BHR

® (CatalogSource

ImageDigestMirrorSet

ImageTagMirrorSet

*F OLM vl 9B F

5.5.1. 18T H oc-mirror {4 £ KA ¥R BYRE &

L&A oc-mirror &M v2 B FTIRRECERAFN, FEFRIERN. BRUXLEFERARER SRR
BB,

TRIHT DITFRBFIRATHTRREFE :
K 5.1. FEHEN oc-mirror &M BRI AR EY

i TEEE BB

CatalogSource apiVersion, kind, spec.image

ClusterCatalog apiVersion, kind, spec.source.image.ref
ImageDigestMirrorSet apiVersion, kind, spec.imageDigestMirrors
ImageTagMirrorSet apiVersion, kind, spec.imageTagMirrors

% % ConfigMap apiVersion, kind, metadata.namespace, binaryData
UpdateService apiVersion, kind, spec.graphDatalmage, spec.releases

BRXLEFRNES(ER, 152 H CatalogSource. ImageDigestMirrorSet #1 ImageTagMirrorSet #
OpenShift APl XX#4,

5.5.2. FoEE AL LU#E A oc-mirror i v2 & I KTR

TEIHIB BV EEREE mirror BIEER registry J&, /5S4 B #0 ImageDigestMirrorSet

(IDMS). ImageTagMirrorSet (ITMS). CatalogSource #1 UpdateService %R A EIEEE,

BE

1E oc-mirror 14 v2 A, IDMS 1 ITMS XXHHEE T BNMRIRE, X5 oc-mirror i v
# B ImageContentSourcePolicy (ICSP)X AR, Fit, BMEE(EEEHR G IRPR
IR, IDMS 1 ITMS XL S & & EMTE iR,

FeREH
o RETLUFEAEZS cluster-admin A& i A& EE,
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& 52 {#f OC-MIRROR &t V2 HErFE M ZEE MIRROR 5%k

T
1. AR A cluster-admin A& A - 51585k OpenShift CLI,

2. IBITUT &S, [EREXPFH YAML X4 N ARIKE

I $ oc apply -f <path_to_oc_mirror_workspace>/working-dir/cluster-resources

3. WREAR(mirron) iR, HIZITU TS RTRAHEGE BN ARIEE

I $ oc apply -f working-dir/cluster-resources/signature-configmap.json

BF

INRIBELRR Operator MARERE, HAEZTRIEMNG S, BIHSFEE
B, EEEENENLITEEES,

A4, TEHERME 5 working-dir/cluster-resources/ R T YAML X, &
AT LAEA JSON 5k YAML #& 3,

1. 21T TS 5IE ImageDigestMirrorSet TR S BRI &L -
I $ oc get imagedigestmirrorset

EREE oc-mirror S| FTIR, 1E21TUATMS :

$ oc get imagedigestmirrorset -o jsonpath="{.items[?
(@.metadata.annotations.createdBy=="oc-mirror v2")].metadata.name}'

T T H45IE ImageTagMirrorSet TR S BRI &4 -

N
™

I $ oc get imagetagmirrorset
EHE oc-mirror QIEMTHR, HTUTHS :

$ oc get imagetagmirrorset -o jsonpath="{.items[?(@.metadata.annotations.createdBy=="oc-
mirror v2")].metadata.name}'

T T4 3IE CatalogSource HRETEMRINERLE :

w
™

I $ oc get catalogsource -n openshift-marketplace
EHEE oc-mirror QIEMTHR, HTUTHS :

$ oc get catalogsource -0 jsonpath='{.items[?(@.metadata.annotations.createdBy=="oc-
mirror v2")].metadata.name}'

4. T T4 %L ClusterCatalog FHR 2B BRI R E ¢

I $ oc get clustercatalog
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EREE oc-mirror S| FTIR, 1E 21T TMS :

$ oc get clustercatalog -o jsonpath="{.items[?(@.metadata.annotations.createdBy=="oc-
mirror v2")].metadata.name}'

TEFERFECE M EF oc-mirror &4 v2 £ THRG, 1ES T — LT #A K& LUER mirror Hilg
HUTHIESSHIME B

Hb iR
o OLM vl HHBTFFE B IMNE S FF

5.6. TERTFF I AUIAME AP BRE R

IR ZFIER oc-mirror i v2 TRBER, 180T LUMIBRIX L5 R R U R registry FBYZE[H], oc-
mirror {4 v2 T4 B 5HEE5% A &35 1E ImageSetConfiguration XM R, X A5 IETEXS
ImageSetConfig.yaml {4317 5 S B A IR s B RISk 2R B Y R R

BB — DeletelmageSetConfiguration 3214, LUEEE MR,
ELLTFRAIH, DeletelmageSetConfiguration X MR L5 -

e OpenShift Container Platform 4.13.3 B9 B & 1T &

e aws-load-balancer-operator vO.0.1 41 & & B HE X%,

® ubi #1 ubi-minimal BYRIAN IR, BB MAIFEESI A,

DeletelmageSetConfiguration X474

apiVersion: mirror.openshift.io/v2alphai
kind: DeletelmageSetConfiguration
delete:
platform:
channels:
- name: stable-4.13
minVersion: 4.13.3
maxVersion: 4.13.3
operators:
- catalog: registry.redhat.io/redhat/redhat-operator-index:v4.12
packages:
- name: aws-load-balancer-operator
minVersion: 0.0.1
maxVersion: 0.0.1
additionallmages:

- name:
registry.redhat.io/ubi8/ubi@sha256:bce7e9f69fb7d4533447232478fd825811¢c760288f87a35699f9c8f03
0f2c1a6

- name: registry.redhat.io/ubi8/ubi-
minimal@sha256:8bedbe742f140108897fb3532068e8316900d9814f399d676ac78b46e740e34e
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BE
o E[E(HF mirror-to-disk F disk-to-mirror T {E T3 A IR 0] &,

® 7f oc-mirror &4 v2 Fr, 1E@47H additionallmages 51 HEIRRT B R IRE R E
registry EMlf. BN, HESFIREIRTERBEIREBE,

oc-mirror @ v2 IMIFRIFIRBTE L, XFARED registry 5 FARITFRE.

EMARLENTG (0FEMRESR) hRBEREHEEE, EATERSS registry LB ARRKESR. B
RIS, registry SRR S| RETE LA Blob, M4 ZBIHEMER Blob & AKE
fiti. JE AR E IR T TR B 23 registry Mo

MBELER, HEHN"ED X registry REERIFMHIFE A",

BF

o ETLMMPR Operator HfRIT Bk MIBR Operator Bk Hifgk, B /iE
DeletelmageSetConfiguration {475 H Operator B3R HR FHIRFE
Operator, XIEAIHAR RAIEEN Operator #MHER, AR B FHERK,
INRRIETE Operator B3R5, NIZBRHPHIFTAE Operator LR BRRIEA S
ER I 45 MM PR

e oc-mirror & v2 A2 BEhIBR Operator B3R5, E NHEM Operator ATEE(D
AR ERE F RN FixX L ik,
INRIETRHE B KB Operator R B RBBIE registry SkE&ERH, EAJLUIE
DeletelmageSetConfiguration R ERHfEF B xHi{&k A NE additionallmages LA
BIRE.

o LI EURIT HEURT registry, BLE registry A& BIIMREMRIE R, TER
TR 5 I ohfh & 7 I B IR SRR e ],

HbBER
o fRRNK registry RYTEAEEER ]

5.6.1. IR K registry FHYTEAE B IR (]

DK registry RE)—E M A IRE IR RN SR TR R AF M. A Red Hat Quay Bf R HILXAD
[ 78,

Pk =
o EFEKAT reqgistry HENINHAELY % ¢

o EFEDA registry, HBITUTHS :
I $ podman restart <registry_container>
o Effregistry BBEHRRRALE, BHUTU TSR !
i. EZH blobdescriptor 277, 1515t /etc/docker/registry/config.yml X4 :

version: 0.1
log:
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fields:
service: registry
storage:
cache:
blobdescriptor: "
filesystem:
rootdirectory: /var/lib/registry
http:
addr: :5000
headers:
X-Content-Type-Options: [nosniff]
health:
storagedriver:
enabled: true
interval: 10s
threshold: 3

i. BENAXEEDN, EH2TUTmESERRES registry :

I $ podman restart <registry_container>

5.6.2. MBTFF B IAE A PR R 1R
EFF oc-mirror & v2 METFFIEZERIMERMIBRETR, SIRBUTSRERE

FRFH
o MEAEIMEHFEMTHIREUNY, LUHERTESIAE HHER,

iz
1. B8 —1 delete-image-set-config.yaml X4, HEELUTHE :

DeletelmageSetConfiguration 344

apiVersion: mirror.openshift.io/v2alphai
kind: DeletelmageSetConfiguration
delete:
platform:
channels:

- name: <channel_name> ﬂ
minVersion: <channel_min_version> g
maxVersion: <channel_max_version> e

operators:
- catalog: <operator_catalog_name> ﬂ
packages:

- hame: <operator_name> 6
minVersion: <operator_max_version>
maxVersion: <operator_min_version>

additionallmages:
- name: <additional_images>

WE‘EEWB%EI’\J OpenShift Container Platform #iiERI& 5, 40 stable-4.15,

42



%8 5% ffifl OC-MIRROR #&# V2 JMFFEEM RS MIRROR iR
OO - == EERHBHBHRIRAEE, I, 4.15.0 HEMRA, 4.15.1 ARAMRE. BER
fHBR— N hRABIEE R, 7£ minVersion 1 maxVersion = E& 3 B B M BRAIRR A S

Q 1B E SR EMPRBY Operator B9 Operator B3xHif%k, W registry.redhat.io/redhat/redhat-
operator-index:v4.14, Operator B SRBFBRA MR, X FREPRREM
Operator, HJREFEEE registry FETE,

9 15 E ZMPRAI%FE Operator, 41 aws-load-balancer-operator.

OO@'= = Operator MRHIBHRIRASEE, MB/NRAH 0.0.1, HBAIRA0.0.2,

2. BTLUT&HE, OIE— delete-images.yaml 3Xff :

$ oc mirror delete --config delete-image-set-config.yaml --workspace
file://<previously_mirrored_work_folder> --v2 --generate docker://<remote_registry>

==

<previously_mirrored_work_folder>
B EERLLFIHE mirror EIBISKAE mirror T 2R EMERRIRHIE %,
<remote_registry>

B E S M A BRERBVILIZ R 2R registry B URL Siithit,
BE
FEMBRERE, IWEERNTHERER, FEMKFFREERIHER SR

B%, MixE— MR, WRNGFERNERARER, TRIWAFILI—F
B BRI AF,

3. i ALIER <previously_mirrored_work_folders/delete B %,
4. BE delete-images.yaml X2 E 2 £ K.
5. FIWBEXERINHNEBNMIETBRERTE, TUREHM registry HHER,

6. 4B delete-images YAML X5, iZ1TLA TR RMIEHE registry FRHIFRER :

$ oc mirror delete --v2 --delete-yaml-file <previously_mirrored_work_folder>/working-
dir/delete/delete-images.yaml docker://<remote_registry>

He:

<previously_mirrored_work_folder>
B EERLLFIHE mirror ZIAISKAE mirror T 2R EMERR GBI E K.
<remote_registry>

1B E R M A BRER R BDICIZ R 25 registry B URL Siitait,
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BF

L{E A mirror-to-mirror 5% mirror SR, HRIEFREARMLEE, FLET
5 MA 22 15 AR BRER A5

5.7. WL BRI TR

BB LAME A oc-mirror i v2 T A LR BRREM R EBNEGZ1T(dry run), XL EEBHGIGR
FK, BB LERFERAEZITRBRSHRITBEREMNEME IR, EREREMETERLZ1TEZT
if, oc-mirror i v2 R ERGEFHWMERIGESEREREFF TR, missing.txt SEFFFIE T EM[
BROMEGR, EHEEIIINITEIZITE, missing.txt 1 mapping.txt XHE S S HEENEEKIIR,

5.7.1. & oc-mirror $fHH v2 HITZi2 T
B EREERNERL THITEZTERRBIEENRGRIYE, XEAREREXEER, FHIEEAERNR,

i

o THUTIMIHIZTT, 151217 oc mirror ip %, FHEGSHFER --dry-run S5 :
I $ oc mirror -c <image_set_config_yaml> file://<oc_mirror_workspace_path> --dry-run --v2

Her:

<image_set_config_yaml>
BE OB RN B R E XX
<oc_mirror_workspace_path>
BATFREBEML,
<mirror_registry_url>
HBAZMA GRS PRATIZFIZ A 25 registry B9 URL itk

it Bl

[INFQO] ::wave: Hello, welcome to oc-mirror

[INFO] ::gear: setting up the environment for you...

[INFO] : :twisted_rightwards_arrows: workflow mode: mirrorToDisk

[INFO] : :sleuth_or_spy: going to discover the necessary images...

[INFO] ::mag: collecting release images...

[INFO] ::mag: collecting operator images...

[INFO] ::mag: collecting additional images...

[WARN] ::warning: 54/54 images necessary for mirroring are not available in the cache.
[WARN] : List of missing images in : CLID-19/working-dir/dry-run/missing.txt.

please re-run the mirror to disk process

[INFO] ::page_facing_up: list of all images for mirroring in : CLID-19/working-dir/dry-
run/mapping.txt

[INFO] :mirrortime :9.641091076s

[INFO] ::wave: Goodbye, thank you for using oc-mirror
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HANERNTER B :

I $ cd <oc_mirror_workspace_path>

2. BEEKB mapping.txt # missing.txt XX, XL HTEF[EHENFMBEHRERNTIE,

5.7.2. oc-mirror ¥&G v2 S tRFEHERR
oc-mirror M v2 IESE RGP ICRAIAERER TSR, MM BHERHERERFDIZ BT KN,

BF

INRFEMBR (mirror) KITHRAS A ITHEEREE HIEE R, SZEXEE, XML
& (mirror) %2,

%R (mirror) Operator, 5 Operator HXBFREHEMFRIIERTARE LT R
(mirror) 18, HGTREEE, oc-mirror i v2 27E working-dir/logs B X N RF
— AN, H#HBRIPLE Operator FToiREL &R (mirror),

Y= NEBRTTEEETR (mirror) B, ZBIERIEN—1% 4 Operator {4 I —EB D #E R
(mirror), oc-mirror i v2 BHFAF Operator A2, MMBAMIREZENERNITM Operator 41 &
HIE R

AR
1 B SRS IRE XA

R B

[ERROR] : [Worker] error mirroring image localhost:55000/openshift/graph-image:latest
error: copying image 1/4 from manifest list: trying to reuse blob
sha256:edab65b863aead24e3ed77ceal94b6562143049a9307cd48f86b542db9eechbe at
destination: pinging container registry localhost:5000: Get "https://localhost:5000/v2/": http:
server gave HTTP response to HTTPS client

a. 7£ oc-mirror ¥ v2 it Bk, FTFF working-dir/logs X4k F#y
mirroring_error_date_time.log 015

b. EHFTARS AIRIHAVESRES, 0 HTTP 500 $45i%. R Mk,
c. MMRFIEMAFE, BEHBERIBIHRRAZR,

2. TREXF Operator HHTHIGHIT R TE -
BRI

error mirroring image docker://registry.redhat.io/3scale-amp2/zync-
rhel9@sha256:8bb6b31e108d67476cc62622f20ff8db34efae5d58014de9502336fcc479d86d
(Operator bundles: [3scale-operator.v0.11.12] - Operators: [3scale-operator]) error: initializing
source docker://localhost:55000/3scale-amp2/zync-
rhel9:8bb6b31e108d67476cc62622f20ff8db34efae5d58014de9502336fcc479d86d: reading
manifest 8bb6b31e108d67476cc62622f20ff8db34efae5d58014de9502336fcc479d86d in
localhost:55000/3scale-amp2/zync-rhel9: manifest unknown

error mirroring image docker://registry.redhat.io/3scale-amp2/3scale-rhel7-operator-
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metadata@sha256:de0a70d1263a6a596d28bf376158056631afd0b6159865008a72632a8e9bf0
c7d error: skipping operator bundle docker://registry.redhat.io/3scale-amp2/3scale-rhel7-
operator-
metadata@sha256:de0a70d1263a6a596d28bf376158056631afd0b6159865008a7263a8e9bf0
c7d because one of its related images failed to mirror

error mirroring image docker://registry.redhat.io/3scale-amp2/system-
rhel7@sha256:fe77272021867cc6b6d5d0c9bd06c99d4024ad53f1ab94ec0ab69d0fda74588e
(Operator bundles: [3scale-operator.v0.11.12] - Operators: [3scale-operator]) error: initializing
source docker://localhost:55000/3scale-amp2/system-
rhel7:fe77272021867cc6b6d5d0c9bd06c99d4024ad53f1ab94ec0ab69d0fda74588e: reading
manifest fe77272021867cc6b6d5d0c9bd06c99d4024ad53f1ab94ec0ab69d0fda74588e in
localhost:55000/3scale-amp?2/system-rhel7: manifest unknown

a. EEFIASKEEXHROEEXNES, LT I Operator ARE,
IR — Operator WATIC N ATE, 5% Operator HRMBRATRERTEE MR (mirror),

b. FoNEI& (mirror) FRDBVRERHE TR (mirror) BT FE,

3. RESERMNERTTERAXNE IR, BMETLTEFRE (mirror) ELLEMR, oc-mirror v2 BN EK
Ihiit& (mirror) BYBHREMEREFIR, 10 IDMS.yaml #1 ITMS.yaml XX {4,

a. TEfiH BRI E S RBIX M.
b. MRRFEEMGRIIRD T XXM, EHREGR (mirror) IRARELE XA,
REBUTHIR, B0 LR hio W a]EH AR R B it T 5tk

5.8. ENCLAVE X #ryiF4b

enclave ZRFBRHIPIER 15 R ML HIF EER D, 5 — demilitarized zone (DMZ)MZEARE, ©RFEITFHA
HFRRAIH LR E 7], enclaves RESBH A IEFR IR,

#TE enclave XFFZNEEEA T AEE D — DA AT FFEEM M FRTBZ D enclave BB EHK

(mirror),
enclave AL TFIA :
o MAILUFRRZ N enclaves AR, FHNHHEEFREI—DAER registry . RNBLEE A FEEHE
HARLZTREEE, FAULEEMITTU—RIEZTXERE, RE, EREEITHE
enclaves Z#l, AAKRWRHE,

o MOJLlEEMEFRXAE registry FIFIRNE, MEZ HEA enclave EEHREFITFE,

o BRI LIER/IME ML VB LR, LURALR Blob SRR IUM — BT EREHIEI A — N R

5.8.1. enclave E& ek
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Environment

with internet
connection

A

User

Execute mirror

to disk
oc-mirror
plugin V2
Internet |
Save to disk

\

Disk directory

(home/user/
enterprise)

—» Input —¥ Out put

Airgap environment (enterprise)
without internet connection

User v User
i Execute I
| ‘— mirror to disk I
enclave I
Execute disk ! | Execute disk
to mirror I : to mirror
v o : v
, v
1 oc-mirror oc-mirror oc-mirror -
f plugin V2 > @_’ plugin v2 E plugin V2 > .,.
: enterprise- :
registry.in
Use Save to disk

]
archive content |

: 1 i
1

1

i Disk directory
i (enterprise-
H content)

1

Transfer

1

] ] i
i i !
| . Update —»  registries.conf
i l ;
1 1
] |
] |
] ]
]

]
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Enclaves
without internet connection

2

enclave-
I registry.in

Disk directory
(local disk)

1

|

| Diskdirectory 0
] (disk-enc) 1
i i
I \
Transfer J

=GR T AT RIMERER oc-mirror FEHRVURIZ, SIEER BRPIEEFR A BRMEZRIL

THHT,

WA BEKPEREAIEAE
1. AP AT oc-mirror $f v2, JETELL registry BRI B R B A AL B .
2. BRAAREIMEDS, BTEBLIMEPER.

EFRE RS IME CRARKM )
o i1:

o MFE1T oc-mirror #EfF v2, MR B RAPMEGERNOANST CRBELMIME) NEE
enterprise-registry.in registry,

o 2:

a. B registry.conf X /E, FFHUUT oc-mirror i v2 LU E enterprise-registry.in
registry IR B R EI enclave HEAH,

b. NEWRFE— MU B %R, ATHEHEE enclave,
Enclave /5% G BEHEEM):
e FIZE1T oc-mirror M v2, B & MAEEE B3R IN#EE enclave-registry.in registry A,

FER T X LEIMEREIER, METER oc-mirror SRAMIRRT FHERIMNERE B B KM EERIME,

5.8.2. &% El enclave
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LERE enclave I, BITE LMYV ENFEEM—IHZ A enclaves (FE BB R registry H,

R registry fITREMEH, 572 EENINE, BEFRBEREEIAHRBERM, B2, BRIl
E—NER A H BB EAE R H14T oc mirror,

ik
1. TERTFEERIMEAIZ1T oc-mirror &M v2 281, EAIE—1 registry.conf X, %3
TOML &0 T :
=1

B X417 1#%7E $HOME/.config/containers/registries.conf =
/etc/containers/registries.conf T,

registry.conf {5l

[[registry]]
location="registry.redhat.io"
[[registry.mirror]]
location="<enterprise-registry.in>"

[[registry]]

location="quay.io"
[[registry.mirror]]
location="<enterprise-registry.in>"

2. ERHRF,

a. EFFA OpenShift Container Platform PRI UREE B £ H9— A 344 &
(<file_path>/enterprise-content) , EHZ{TUATHS :

I $ oc mirror --v2 -c isc.yaml file://<file_path>/enterprise-content

isc.yaml =5l

apiVersion: mirror.openshift.io/v2alphai
kind: ImageSetConfiguration
mirror:
platform:
architectures:
- "amd64"
channels:
- name: stable-4.15
minVersion: 4.15.0
maxVersion: 4.15.3

EFEE, ©RECERMFEREAIMER, CELEIRZ oc-miror & v2 —82, &
AV LR BT 51 7R E 11 T A X R BR

ARLEERT, RERFITME, BIIMAE—MRAERSERNIMES, M — R

MR, FBAZAA—DRY. EHMBERT, GRREXXHEHETIL (SFTP) SiH
il
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3. SEREHEERE, ERILABRIAT oc-mirror i v2, LMEMHEXFEABHRMSRE registry (B
f5#h 2 entrerpise_registry.in), 0 TFHIF :

$ oc mirror --v2 -c isc.yaml --from file://<disconnected_environment_file_path>/enterprise-
content docker://<enterprise_registry.in>/

He .
o -from IEASEFEEIXHKR, BLL file// k.
e docker:// itk (mirror) B/, XERRENSH. EHER— docker registry,

e -c (--config)&— P SE, BAE 1L oc-mirror i v2 ZA MU FRANTFE O BEEKD
registry, —NERAREE &L OpenShift Container Platform kA, {BETFFERERIEIESK
enclave AIBER R ILA

4. #7 imageSetConfig YAML X4, %30k 7 2HIRE enclave AR :

Al isc-enclave.yaml

apiVersion: mirror.openshift.io/v2alphai
kind: ImageSetConfiguration
mirror:
platform:
architectures:
- "amd64"
channels:
- name: stable-4.15
minVersion: 4.15.2
maxVersion: 4.15.2

IR TAE BTG [A] B T 3R registry BINL2S £i21T oc-mirror 3 v2, E LB, BT LT IR BT FF
TEFEMYELEE enterprise-registry.in,

5. EHTER URL
INRIEER graph:true, oc-mirror i v2 &1 1A cincinnati AP| ifis, BT LLEMERTFFE
#, ALiES Y5 HIfELE UPDATE_URL_OVERRIDE, L3I OpenShift Update Service
(OSUS)#7 URL :

I $ export UPDATE_URL_OVERRIDE=https://<osus.enterprise.in>/graph

B XTE OpenShift £ L iXE OSUS WE%ZER, 1S "# A OpenShift Update Service 7E#T
FERERINE R EEREE

% 1E OpenShift Container Platform KB X #F (EUS) hRARFHITEHFE, £
EEOREELRIIRAN B A BB A EDR AR ABI R oc-mirror #fH v2 FTREFF
AEZ BN ER, RiERE Red Hat OpenShift Container Platform
Update Graph TTLAMBIA S 3E T AR B AR (A AR AR,

8/ Update Graph TT &M ARFHEFN AR ELRARA, A oc-mirror &4 v2
if, 7£ ImageSetConfiguration 3 {4 A S IE XL A,
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6.  enclave M1V registry F4E B IR TS,
%) enclavel #&FH, BAPERENI enclave T AR imageSetConfiguration 7£ )\ #f
FHEEMIMERHIT oc-mirror i v2, IXFERTARUEE R enclave BERE ¢

$ oc mirror --v2 -c isc-enclave.yaml
file:///disk-enc1/

L3R ESERT A OpenShift Container Platform AWK EIFEH, FEME EEREFM,
7. EBFHEE, BR%EEE enclavel F%%, ZHINEIRZ oc-mirror i v2 BITHE,

8. FANAHRE enclave registry
SERREFEREEE, B TUERIIT oc-mirror &4 v2, LUEMHEXEFREARBREERE registry.

I $ oc mirror --v2 -c isc-enclave.yaml --from file://local-disk docker://registry.enc1.in

enclave1 F#J OpenShift Container Platform SEEHIE IR T 1L Al AR RS H L KBS,

5.9. OC-MIRROR ## V2 X HFHRIEBRE

oc-mirror ¥ v2 A AER IR BRIMEFIZIT. ZEE T LUEA RS EBIZERKER OpenShift
Container Platform, Operator B3k #0 additionallmages registry B%E{%.

Hith BT
e {#FH OpenShift Update Service FEMT T iEIEREME R B LR
o fERNDK reqgistry RAITENE B IR A]

5.10. 7£ OC-MIRROR {4 V2 &R M IR IR % 2

M OpenShift Container Platform 4.19 744, oc-mirror 4 v2 ZHEEIE LR REEET cosign
PR,

5.10.1. 5 oc-mirror & v2 [ B A5G

KINER TREAZ LR, EALLRIT N oc mirror 41X E --remove-signatures=false 153 Wi
Bi&E AR AR,

JERE, oc-mirror i v2 LA FHiR &R E T Sigstore TRZEHE4 ¢
® OpenShift Container Platform % {75
® Operator &
o HMERK

® Helm chart
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MR SBIRMHEEXH, oc-mirror i v2 R7E{#F --remove-signatures=false 17&Mf
FINE BB HRERNE AT R,

ZIREBE LEREBEBX, HHEMA -registries.d i1,

NETREBELIFMER, 5B containers-registries.d (5) manual,

it
L MRENABGRGEERAZERER, HoTUTHS

I $ oc mirror --remove-signatures=false

2. MRENFETHR (WNEEHL registry. BERIHERR) FRIFAEREHE, HERUT

HIE

a. £ $HOME/.config/containers/registries.d/ =X /etc/containers/registries.d/ Bk # lji&
YAML X4,

b. #&7%E use-sigstore-attachments S#, HEMEZEFINRETR THHIKED true =X
false, #NTFHIFTR :

=PI : 2H quay.io registry % & 5tk

#...
docker:
quay.io:
use-sigstore-attachments: false
#...

=B : HFRA registry GRS A5

#...

default-docker:
use-sigstore-attachments: true

#...

5.10.2. i oc-mirror & v2 [ BE LK

M OpenShift Container Platform 4.19 FF#8, oc-mirror i v2 XHZRIIE, XBINEZR, BAG, &
HRPIERFHEEEESHERANER, BRENNZERER, FRETER, MERNBIELTTE, 5
& RIS KL

it =
1. MRENABRGDAERIIE, HETUTHS -

I $ oc mirror --secure-policy=true

2. MRBNEFETR (WEHEHL registry. SFRZEFFER) ERIFERAERIIE, HRRUT
TRIRIF -
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a. 7£ $HOME/.config/containers/ =% /etc/containers/ B3XHfI]& policy.json X4,

-
ﬁD%f&ZE’J%WﬁﬁE%Y#{ﬁ?%ﬁU\E%Z%, & B[ LLTE oc mirror oS {EH --
policy Pr&RIEE R,

ME|EELZEELR, 5S4 containers-policy.json (5),

b. HAEYMKRIBECE, HATHRASERE (M0 registry SR B ISUEHN, S LURITES
MITFRPIEE R AR LB IEE K.

B POV ESGRS ARE, FR4AA B

{
"default": [{"type": "reject"}],

"transports”: {
"docker": {
"hostname:5000/myns/sigstore-signed-image":
{
"type": "sigstoreSigned",
"keyPath": "/path/to/sigstore-pubkey.pub”,
"signedldentity": {"type": "matchRepository"}

5.11. 1387 OPERATOR Bk H e T/

oc-mirror $& v2 @13 40 imageSetConfig IS B 3k%F B T HANHFETIR,

Y oc-mirror M v2 EFE A TREENIHA SR, BRSHERT Group Version Kind (GVK) sl 46 & ki
i, MEigEHREKREl]. Bk, ©&ERBAFES. EW/IRHEE TSR G S R ER
&,

X 5.2. FATREFEFRAI D IBRFLRA LR

ImageSetConfig operator i i€ TiHAR RS R A

k4 NFEFRRENES, — MG, WY FIZETE SRS HE R R
o,
mirror:
operators:
- catalog:

registry.redhat.io/redhat/red
hat-operator-index:v4.10

52
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% 5 %= {1/l OC-MIRROR ¥&#f V2 R FERMZE MIRROR i

ImageSetConfig operator i i€ TiHAR RS R A

Yz 2 8E B XA BRI B A e,

mirror:
operators:

- catalog:
registry.redhat.io/redhat/red
hat-operator-index:v4.10

full: true

&3 — NI, XNFIZRHSNENIERL (head) hRA.

mirror:
operators:

- catalog:
registry.redhat.io/redhat/red
hat-operator-index:v4.10

packages:

- name: compliance-
operator

&4 EEYH IR AIEINA S,

mirror:
operators:

- catalog:
registry.redhat.io/redhat/red
hat-operator-index:v4.10

full: true
- packages:
- name:
elasticsearch-operator

=5 ArAEMERMFREHZE (M minVersion ) ELZEEER5RE L,
mirror:
operators:
- catalog:

registry.redhat.io/redhat/red
hat-operator-index:v4.15
packages:
- name: compliance-
operator
minVersion: 5.6.0

53
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ImageSetConfig operator i i€ TiHAR RS R A

Y56 AFE WE IR A TS0 2 E#MME T 12 B 2 89 maxVersion,

mirror:

operators:

- catalog:
registry.redhat.io/redhat/red
hat-operator-index:v4.15

packages:
- name: compliance-
operator
maxVersion: 6.0.0

U7 FIESERBIRR B E, RN HSH minVersion
maxVersion 2 i, #ELAE R, BIEIERDESNINE,
mirror:
operators:
- catalog:

registry.redhat.io/redhat/red
hat-operator-index:v4.15
packages:
- name: compliance-
operator
minVersion: 5.6.0
maxVersion: 6.0.0

58 L BRTESER LIRS, MR IEMIER ZRIASIE, NE
F defaultChannel =%,
mirror:
operators:
- catalog:

registry.redhat.io/redhat/red
hat-operator-index:v4.15
packages:
- name: compliance-
operator
channels
- name: stable

54



% 5 %= {1/l OC-MIRROR ¥&#f V2 R FERMZE MIRROR i

ImageSetConfig operator i i€ TiHAR RS R A

&9 BENTHSMIENREIRA S, MRLIENIERZERINGE, NN
{# A defaultChannel.,
mirror:
operators:
- catalog:

registry.redhat.io/redhat/red
hat-operator-index:v4.10

full: true

- packages:

- name:
elasticsearch-operator
channels:
- name: 'stable-v0'

&0 ZH M B FTEIER LIRS S,

mirror:

operators:

- catalog:
registry.redhat.io/redhat/red
hat-operator-index:v4.15

packages:
- name: compliance-
operator
channels
- name: stable
- name: stable-5.5

s EZPESrmESESR, FIAMAEL minVersion 73k, BEXHHE
ko AR IERFER 2 BOINGE, T 7ifE A defaultChannel £,
mirror:
operators:
- catalog:

registry.redhat.io/redhat/red
hat-operator-index:v4.15

packages:

- name: compliance-
operator

channels
- name: stable
minVersion: 5.6.0
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ImageSetConfig operator i i€ TiHAR RS R A

e 12 EZEarmEEs, FrElRAE&=Y maxVersion, MELTE
Z, METEREEZNE, MRILSESBEFEL N LE, E7
mirror: BESBRER, MR ENTER2EVUINE, NFER

operators: defaultChannel %,

- catalog:
registry.redhat.io/redhat/red
hat-operator-index:v4.15

packages:
- name: compliance-
operator
channels
- name: stable
maxVersion: 6.0.0

=3 TEZE M SHFTESTER, minVersion #1 maxVersion 2 7] #AfA ik
F, fEkras, MEdERasSEMtE, MRETESETESZD
mirror: LBMGE, ERIRERFRIR, MRLIENIERZRIIGE, MHAifE
operators: F3 defaultChannel £,
- catalog:

registry.redhat.io/redhat/red
hat-operator-index:v4.15
packages:
- name: compliance-
operator
channels
- name: stable
minVersion: 5.6.0
maxVersion: 6.0.0

Y214 TEFAXMIR, BEEDE, URARITFHE minVersion =X
maxVersion #9514+,
mirror:
operators:
- catalog:

registry.redhat.io/redhat/red
hat-operator-index:v4.15
packages:
- name: compliance-
operator
channels
- name: stable
minVersion: 5.6.0
maxVersion: 6.0.0
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ImageSetConfig operator i i€ TiHAR RS R A

U515 HNEALYR, EEEFER full:true #1 minVersion st maxVersion
HTILIE,
mirror:
operators:
- catalog:

registry.redhat.io/redhat/red
hat-operator-index:v4.15
packages:
- name: compliance-
operator
channels
- name: stable
minVersion: 5.6.0
maxVersion: 6.0.0

U516 HNEALYR, EEEFERA full:true #1 minVersion st maxVersion
HTILIE,
mirror:
operators:
- catalog:

registry.redhat.io/redhat/red
hat-operator-index:v4.15
full: true
packages:
- name: compliance-
operator
channels
- name: stable
minVersion: 5.6.0
maxVersion: 6.0.0

5.12. OC-MIRROR #H4 V2 B9 IMAGESET B2 52K

oc-mirror & v2 BEE—MRBIFEERE X, %2 XHE LR ERER K (mirror), FTRIIKET
ImageSetConfiguration 55RAI T FHSEK,
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o TENBRIEFMA B, oc-mirror i v2 A& BN group/version/kind
(GVK) FIFEPE AR, A 1E ImageSetConfiguration XX 4 ERHfIE ERTE
B Operator, EAEH Operator A, WIHEELER, S "opm CLISE",

e {#fH minVersion #1 maxVersion &% 847 Operator IRASEE FAIRER FH %
MELEE R, EIAERNETRESMIES, XRENENATIES
if, Operator BB HTE &R,

o OLM EKREA Operator MEMBSHR — PN EFHERMIRE, ERE—ih
==, Bl Operator MER#TRA. 7ERFEIR B IESRSE RN, AILLEARDHZ D
W REE S Nin s ER.

o B FIXMNER, IHEAETIE Operator WERFTHRA, MREMABEIFE IR, Bk
EURTF Operator, N 7i810 maxVersion BfE, =& minVersion B 27
b, BB Operator FERRILUARRE, FTLAERIRER BRI XL H, BRI IRMA
FRik,

S Tk (i1
apiVersion ImageSetConfiguration IE# API ik~ FRFEBETRB :
. mirror.openshif

t.io/v2alpha1

archiveSize BEREPHEBNERUENEAKRDN (2L BERA - 4
GiB WHAL)
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S Uiy 2
kubeVirtContainer LiZE N true I, @EKB HyperShift ImageSetConfig
KubeVirt CoreOS BRI IR. uration X%
IRE R
apiVersion:

mirror.opensh
ift.io/v2alpha1l
kind:
ImageSetCon
figuration
mirror:
platform:

channels:

- name:
stable-4.16

minVersion:
4.16.0

maxVersion:
4.16.0

kubeVirtConta
iner: true

mirror RIREMEE, PO

mirror.additionallmages BIREMEIN RIRECE, X REA

Example:

additionallma
ges:

- name:
registry.redha
t.io/ubi8/ubi:lat
est

mirror.additionallmages.name £ mirror BRI S S E, FRBR
4l : registry.red
hat.io/ubi8/ubi:l

atest
mirror.blockedimages FAFBE L 5E & (tag) SN E (SHA) R E R 51 FREHAR
Ko 5 : docker.io/li

brary/alpine
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¥

mirror.helm

mirror.helm.local

mirror.helm.local.name

mirror.helm.local.path

mirror.helm.repositories

mirror.helm.repositories.name

mirror.helm.repositories.url

60

sk

AR EM helm BL&. oc-mirror IHHA
FERAFIENM values.yaml ST

helm chart,

EHERAIA helm chart,

B RAAM helm chart BIE R,

B RAA helm chart BIES 1R,

MEFRERBIFILIE helm B4 G,

ME AHEER (mirror)B helm FHEFEHE
ﬂ‘o

MEBEE & (mirror)BY helm fEfEERY
URL,

i1

ISE S

RFREAH, B

local:
- name:
podinfo
path:
/test/podinfo-
5.0.0.tar.gz

FRE.HI -
podinfo,

FRE.HI -
/test/podinfo-
5.0.0.tar.gz.

RFREAH, Bl

repositories:
- name:
podinfo
url:
https://exampl
e.github.io/po
dinfo
charts:
- name:
podinfo
version:
5.0.0

imagePaths:

{.spec.templat
e.spec.custom
[*].image}"

FRE.HI -
podinfo,

FRFER.BIN
https://example.
github.io/podinf
0,



% 5 %= {1/l OC-MIRROR ¥&#f V2 R FERMZE MIRROR i

SH fd {1
mirror.helm.repositories.charts EHRAYILE helm chart, X REH,
mirror.helm.repositories.charts.na EERRH helm chart B9 TR, FRFER.BIN
me podinfo,
mirror.helm.repositories.charts.ima  helm chart FARHEHEE LEE, FREBHH, f
gePaths -
+ {.spec.template.
spec.custom[*].
pE =1 image}",

oc-mirror ;@1 =B

BIBR R M H R helm

chart MR FKR. &

A LMEREFRIEER
. E SRR,

mirror.operators TR &M Operator BCi&, X REH

Example:

operators:

- catalog:
registry.redha
t.io/redhat/red
hat-operator-
index:4.19

packages:
- name:
elasticsearch-
operator

minVersion:
'2.4.0'

mirror.operators.catalog SIFEHRIRE P Operator K, FRETRA
registry.redhat.i
o/redhat/redhat-
operator-
index:v4.15

mirror.operators.full 7 true B, TESTEBBN. Operator wm/RME, BIMER
P4 &5, Operator #ilE, false,

61
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62

¥

mirror.operators.packages

mirror.operators.packages.name

mirror.operators.packages.channel
s

mirror.operators.packages.channel
s.name

mirror.operators.packages.channel
s.maxVersion

mirror.operators.packages.channel
s.minVersion

mirror.operators.packages.maxVers
ion

mirror.operators.packages.minVers
ion

mirror.operators.targetCatalog

sk

Operator K4+ BELE,

BREHETEM Operator SRR,

Operator ¥4+ B EE

Operator SiBEM (EEHMH—) EQ
BREGBRER,

Operator HifRHRmARA, EEPFEM
BINE,

Operator WAEIRA, FATFHREEFEZHIRR
BIE

Operator &xmhRA, FIBAAEFENILE
HATHAR,

Operator WAEIRA, FAFHREFEZHIRR
BINE,

R RN B REGIVNE BT L
2 [H] J2 R4 14

i1

ATREA

Example:

operators:

- catalog:
registry.redha
t.io/redhat/red
hat-operator-
index:4.19

packages:
- name:
elasticsearch-
operator

minVersion:
'5.2.3-31'

FRHBET
5l : elasticsearc
h-operator

IOE S

FREBTRA - fast
=% stable-v4.15

FRIEBET
1 : 5.2.3-31

FRIET
5 : 5.2.3-31

FRIET
1 : 5.2.3-31

FRIET
5 : 5.2.3-31

FrrERG : my-
namespace/my-
operator-
catalog



% 5 %= {1/l OC-MIRROR ¥&#f V2 R FERMZE MIRROR i

BH ek i

mirror.operators.targetCatalogSour  FF5ERK oc-mirror ffH v2 £ FRETR

ceTemplate catalogSource B & X FTIRAIIER Y EE 4l : tmp/catalo
= g-

source_templat
e.yaml &4

Al

apiVersion:
operators.cor
eos.com/vialp
hat
kind:
CatalogSourc
e
metadata:
name:
discarded
namespace:
openshift-
marketplace
spec:
image:
discarded
sourceType:

grpc

updateStrateg
y:

registryPoll:
interval:
30m0s

mirror.operators.targetTag KianE targetName =% targetCatalog FREBRA ;v
BRI,

mirror.platform BIRENTAEE, ISES

63



OpenShift Container Platform 4.19 B FFE AR

64

¥

mirror.platform.architectures

mirror.platform.channels

mirror.platform.channels.full

mirror.platform.channels.name

mirror.platform.channels.minVersio
n

mirror.platform.channels.maxVersi
on

mirror.platform.channels.shortestP
ath

mirror.platform.channels.type

mirror.platform.graph

sk

EHRITE L TRAB R EAIZR,

BRENTAIBEE.

J7 true B, ¥ minVersion % & HiiiE

hEE— DL ITHRA, 1§ maxVersion i%

BNIZIERI R G — D RITRRAN.

hRA S8 B9 2 FF

EHEREI AT EHRERSE.

EHRRSI AT ENRSRE.

P RENBEGRATEEHG R,

BEREHNTERRER

AR A OSUS BFRINME BitkEH,
REZBRER.

i1

FREBATRH

architectures:
- amd64
- arm64
- multi
- ppcbéle
- s390x

HIMER
amd64. & multi
WBREGRZFME
AT, TFE
EHBAGRI,

X REATA -

channels:

- hame:
stable-4.12
- hame:
stable-4.19

W/RME, BRiAh
false

FHFER
5 : stable-4.15

FRER
5l : 4.12.6

FRIET
i : 4.15.1

W/RME, BiAH
false

FRERA : ocp
=z okd, LN
ocp.

W/RME, BiAH
false



% 5 %= {1/l OC-MIRROR ¥&#f V2 R FERMZE MIRROR i

¥ sk =1

mirror.operators.packages.defaultC £ MiTIERHEBREVSTERT, WIE Lo FREH, BN
hannel
mirror:
operators:

- catalog:
registry.redha
t.io/redhat/red
hat-operator-
index:v4.19

packages:
- name:
rhods-
operator

defaultChann
el: fast

channels:

name: fast

5.12.1. DeletelmageSetConfiguration Z#{

ZIIMIBREER S oc-mirror Hl v2 HEERER, E44%1#E A DeletelmageSetConfiguration.yaml g i& 32
43R E LB MR registry FRIBRIFLE R, T&R5IH T DeletelmageSetConfiguration F5RHI A S
@Q

% 5.4. DeletelmageSetConfiguration 23

S Uiy i1
apiVersion DeletelmageSetConfiguration W&  FRFHRRG :
API FR7A, mirror.openshif

t.io/v2alpha1

delete BREZMPRAECE, xR
delete.additionallmages THER AR SRR BN R R BC B X REHRB -
additionallma
ges:
- name:

registry.redha
t.io/ubi8/ubi:lat
est
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66

¥

delete.additionallmages.name

delete.operators

delete.operators.catalog

delete.operators.full

sk

E PRV EREI R E I,

fHBREZIRER Operator BLIE.

E1E delete RIREFTEH Operator B
i“o

R true, NIMHPRTZEE . Operator
B4 &5, Operator HiliE,

i1

FREBR

il : registry.red
hat.io/ubi8/ubi:l
atest

KRBT -

operators:

- catalog:
registry.redha
t.io/redhat/red
hat-operator-
index:
{product-
version}

packages:
- name:
elasticsearch-
operator

minVersion:
'2.4.0'

FREBRO
registry.redhat.i
o/redhat/redhat-
operator-
index:v4.15

W/RME, BiAh
false



¥

delete.operators.packages

delete.operators.packages.name

delete.operators.packages.channel
s

delete.operators.packages.channel
s.name

delete.operators.packages.channel
s.maxVersion

delete.operators.packages.channel
s.minVersion

delete.operators.packages.maxVers
ion

delete.operators.packages.minVers
ion

delete.platform

& 52 {#f OC-MIRROR &t V2 HErFE M ZEE MIRROR 5%k

sk

Operator M TECE

E1E delete HRIEEF T EM Operator X
HaLm,

Operator ¥4+ SSiEEE

Operator FIEZTR (EHHEHhEM—
B)) SF¥ETE delete BiRER,

TERTIEVIE R IFREY Operator BIER = AR
&,

EFERNEFEFMER Operator BIEIKRR
xo

EFENFEIEH R Operator WS
iR A,

EFENFEIE SR Operator &K
H&xo

BRENTAECE

i1

X REATA -

operators:

- catalog:
registry.redha
t.io/redhat/red
hat-operator-
index:
{product-
version}

packages:
- name:
elasticsearch-
operator

minVersion:
'5.2.3-31'

FRHEBET
5l : elasticsearc
h-operator

ISE S

FrrERG : fast
=% stable-v4.15

FRIET
5 : 5.2.3-31

FRIET
1 : 5.2.3-31

FRIET
1 : 5.2.3-31

FREBET
1 : 5.2.3-31

IOE S
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¥

delete.platform.architectures

delete.platform.channels

delete.platform.channels.full

delete.platform.channels.name

delete.platform.channels.minVersio

n

delete.platform.channels.maxVersi
on

delete.platform.channels.shortestP
ath

delete.platform.channels.type

delete.platform.graph

Hth BHR

e opmCLI&ZE
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sk

EHBREV T B L AT RRAB R EAIZRA,

BRENTAIBEE.

Y7 true B}, ¥ minVersion % & HiiiE

hEE— DL ITHRA, 1§ maxVersion %

BNIZIERI R G — D RATRRAN.

R A S8 B9 & FR

ZHIFREE| AT AR RIERE.

ZHIFREEI BT AR RE.

T M Bk B R B 43 FH A PR ST 25T [z (A7)
?ﬁo

EHIFRE T SRR E

HE B S EFR registry _EHhiFR OSUS
El#.

i1

FREBATRH

architectures:
- amd64
- arm64
- multi
- ppcbéle
- s390x

EINE T amd64

AREA

Example:

channels:

- hame:
stable-4.12
- hame:
stable-4.19

w/R1E, BiAh
false

FHFER
5 : stable-4.15

FRER
5l : 4.12.6

FRIEBET
i : 4.15.1

W/RME, BiAH
false

FRERA : ocp
=z okd, FiLH
ocp

W/RME, BRiAH
false


https://docs.redhat.com/en/documentation/openshift_container_platform/4.19/html-single/cli_tools/#cli-opm-ref

% 5 %= {1/l OC-MIRROR ¥&#f V2 R FERMZE MIRROR i

5.13. OC-MIRROR ffif V2 Mifp 5 5%
TREER T oc mirror FE<5H1 oc-mirror & v2 BIFRE :

2K 5.5. oc-mirror & v2 BFH SR

Frd

#HEh

version

delete

2 5.6. oc mirror fric
ic

--authfile

-c, --config <string>

--cache-dir <string>

--dest-tls-verify

--dry-run

--from <string>

-h--help

--image-timeout duration

--log-level <string>

-p,--port

23U

EREREMFRERER

it oc-mirror kRA

HHIBRITAR registry FIA MR R BB IR,

ik

EREMIIEXHNFRRRE, BN
${XDG_RUNTIME_DIR}/containers/auth.json,

EEGRNELEX4HEE.

FERLATERIERE oc-mirror I TE 5K Blob FiE AL B RIRIEILIEHE
ARNFARENE . oc-mirror A disk-to-mirror #1 mirror-to-
disk T/ERFPBLZE, ERKTE mirror-to-mirror T{ER A FER%EF,
BB ERRERINTIEEHRER, HERENRERAETANGRR, X7
AR EFEHDMGE T EERAE. RIANZEFEEX N SHOME, NEESE
8, EB"XF --cache-dir ] --workspace #7it",

TEVIIF R 25 registry ISP ERERS, TBEHTTPS HILIUEIEF. FIMES
true,

TEXR mirror $RIRAIIE R T T ENIRIE,

BREED

mirror SE{&EBIT, EKIMEH 10mOs, BB [ HAIZ ns, us or Us, ms,
s,m, #fh,

RRFFEEAERI . ZHMESFE info. debug. trace. error, Eik
& info,

TA%E oc-mirror i v2 AMAEFHLAIERB HTTP im0, FIAEDS
55000,
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5.13.1. MR EFIRHI S SE
TR SRR

Pric

--parallel-images <unit>

--parallel-layers <unit>

--max-nested-paths <int>

--secure-policy

--since

--src-tls-verify

--strict-archive

-v, --version

--workspace

--retry-delay duration

--retry-times <int>

--rootless-storage-path
<string>

--remove-signatures

--registries.d

--secure-policy=true

--policy

TREE T oc mirror F&p

70

=
AN
e

sk

EEHTEENGGEE, RIMEN 4,

BEEHTEENEGRZRE. IAEDS.

EERFIREREN B registry WRAREBRER. IAEN O,

R

EOAE S false. INRMXE T HIAE, wHFEAELRIE, XX
RITIER R £ 5RES,

SEZEEEHBLRMMEHRNS (BX : yyyy-mm-dd) . MREE
R, BLRTRYEE R (mirror) R A B S W&,

LSRR 25 registry SUSFIP#ERENT, FBE HTTPS FHYSIEIET,

EOMED false, MIRBKETH, DL imageSetConfig B
E X HHR (CR) % ER archiveSize F7F#Y, MR IETEVIRIAIST4#E T
archiveSize (GB), NHEEFE.

7R oc-mirror 1 v2 BIRRA,

A LA A --workspace RS iE E— 1N B, HA oc-mirror f&HHF1#
CERGRESEPUENIEXH, 0ImageDigestMirrorSet #l
ImageTagMirrorSet 55, FERALLEISERMNEEN ARSHHAES
HIRBRE. MFEEZER, 1HSH"XF --cache-dir I --workspace 7
it

2 REHAZARER, FIMEN 1S,

ZEHAORE. RIMEN 2,

BERMNASTREHREE (BEN
etc/containers/storage.conf) .

FMREREFIZE S,

IEESE registry BLEXEFHIE R,

N AGHRE RE R,

HRE S R IIE RIS S RIER R,



& 52 {#f OC-MIRROR &t V2 HErFE M ZEE MIRROR 5%k

& 5.7. AT HERE&REF o SRS

Frd

30

--authfile <string>

--cache-dir <string>

-c <string>, --config <string>

--delete-id <string>

--delete-v1-images

--delete-yaml-file <string>

--dest-tls-verify

--force-cache-delete

--generate

-h--help

--log-level <string>

--parallel-images <unit>

--parallel-layers <unit>

-p <unit>, --port <unit>

--retry-delay

--retry-times <int>

--src-tls-verify

B INIE X HREEE, BIAMEH
${XDG_RUNTIME_DIR}/containers/auth.json,

FERLATERIERE oc-mirror I TEAE R Blob FiE AL B RIRIEILIEHE
ARNFAZENE . oc-mirror M disk-to-mirror #1 mirror-to-
disk T/ERFBLZE, EARKTE mirror-to-mirror T{ERAFER%EF,
ZEHERRERINTIEEHRER, HEAREFRERAETRANGRR, X1
AR EFEHDMGE T EEAE. RANZEFEEX N SHOME, NEESE
&, EB"XF --cache-dir M --workspace #7it",

MR imageset BC & SXHRIER R,
A F X4 B ffIFRIhBE B B A9 ST BIRR AR

EE#% s (5 --generate —i2) , LAY 2 BIfE R oc-mirror f&E {4
V1 BT R B B T,

INRNE, EREMRBINEHE yaml SXHEMFFRE,

5 &2 registry SSFPHRENER, FTE HTTPS FHILUEIE, BIMERN
true.

F3F s il I BR A 3t 22 4758 #H0 blob,

TN MARIZZ TR registry FoiHIBRES 5 A B9E £.50 blob FIFRERK

delete yaml,

BrEEB,

BH&EZLS], & info,debug,trace, flerror z—, EKiAHE info,

SEAFTMIPREV R EE. RINMED 4,

EEAFTEENEGRZHRE. IAEDNS.

oc-mirror ARG LHIERM HTTP 0. 2RIAE 55000,

2 REIZ [FIBOFFEEI RIEEIR, BUAE N 1S,

ZEHAORE. RIMEN 2,

5 &2 registry SSFPHRRNER, TE HTTPS FHILUEIE, BIMERN
true.
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Foas Uiy
--workspace <string> &AL A --workspace RS iE E— 1N B, HA oc-mirror f&HHF1#

CERGRIEET 2PN T, 0ImageDigestMirrorSet
ImageTagMirrorSet j55., ERALLEFSERMNEBEN ARSHHAES
HIRBRE, MFEEZER, 1HSH"XTF --cache-dir #l --workspace 1
it

5.13.2. %= F --cache-dir #1 --workspace Frit.

fREI LAE A --cache-dir iR EIEE—MNE X, HA oc-mirror I FE T Hii%k Blob FIFHAIE KR EERA
ERBREALE,

oc-mirror ¥E{E{E FH mirror-to-disk #1 disk-to-mirror T{ERHHETE, BARSTE mirror-to-mirror T/
TR ERRE, ZEHERRERIITIREHE, FEEENFRAERMGRER, XRTTEN B FHE DM
o TERE,

S ERNEERE RN ERRFENEEE, MREMRHIFEERR, oc-mirror MR HERAL
EXEifk Blob M7, XA LLsaHl T2 EH BRI IB NN ERE,

1B E LUE A --workspace IFRIEE— N B, HAP oc-mirror I CEHEGIRET 2P OB TIEX
4, %0 ImageDigestMirrorSet 1 ImageTagMirrorSet &%, EiL AT LUER TEK B RHITULTERE :

o L AThRAF] Operator B 17 ifi AR T 4E RO TTEAR

o 4K tar 1744, LUMEE disk-to-mirror TYEFRA{EM,
o [FAREIECE N A EIKE,

o EHSNIRE LARIMGIRIZIE.,

INRIEMIBRZIE D workspace B3, NIFSRABFGRIRFAREESKRIN, FEEFTRIEAT—RHEE
TRo

Digk

&
HPRFIE R X TEX B RMAR AR ST :
o HRIEFRIHFTE,
o EEHBKRIIEEXK,
o TEEMEUKHIERLUKIBINBIMLFFHH,
PRIFETE T RREXIIRN, SNARENR. EFEMIMRXLR S, ERIE

&R, CIERENEZFEER. TREENHIAFEXESR, BNENHEEKERHE
SEFEREAR.
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HERBUTRELE, UEAUEFHERZEMNTHEREX
o FRFAME  EHEMEMNEFE LREZFNTFEKER,
o EMMBREREED : BMENEFER, HiRETHEEREERE.

o KE :IRHIBIERR, HEMENHREEZFNTERER, UEETITRBEFRHENE
R RE BRIRE.

o MITMIMNE : NABBINEMERE T B F LB LT,
1£i247 oc-mirror s R, EALLTRBIFEE cache #1 workspace B3k :

$ oc mirror --config=imageset-config.yaml \
file://local_mirror \
--workspace /mnt/mirror-data/workspace \
--cache-dir /mnt/mirror-data/cache
--v2

BB FRRE, BRBEFEWMT

/mnt/mirror-data/

—— cache/

| F—— manifests/
| |—— metadata.db

| L—— previous-mirror-state.json
L— workspace/
—— imageset-config-state.yaml

—— manifests/

L—icsp/
BRRINEGRER, E051419 /mnt/mirror-data/cache B %,

Hh iR
o FEEELUFER oc-mirror £ M TR

5.14. B

& oc-mirror i v2 5 mirror BB FHERMIMNERE, ERLHUTUUTRE
o TEMTFFERRIMNER RIS
o TEMTFFIERERIEMEFHE M Operator Lifecycle Manager,

e {#FH OpenShift Update Service FEMT T iE B EME R B R
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2 6 = M OC-MIRROR #H#H4 V1:i3#F V2

oc-mirror v2 AR mirror TYERFIT T EXFN, KR NTIBRET S HUA, RARNBERE oc-
mirror &4 v2 A,

B

IRIHBITER AP R AHMREFANFTERRFIEFEE. NFEZEE, HSH"'M
oc-mirror & v1 2 v2'

6.1. M OC-MIRROR #&#4 V1280h V2
TEM oc-mirror ¥4 v1 3EF R v2 28I, 1S oc-mirror 4 v #1 v2 Z [EIBILL TR F -

o EIFRAER - /£ oc-mirror B, B RBABIERE -v2, WRZBREMRE, NEFIAIT
AT AT R TELUERIRRA PR, HAp --v2 2ROAIXE,

L E%ﬁ? AP T-l : %R{%I{"EUILE’J PP E':Eaf(jj'i‘_- oc-mirror j’ﬂi’ﬁ: v2 E’J%ﬁI'ﬂE/}IL{%j:# KQ
o ¥fF mirror-to-disk, EHIZITULTHSE :

I $ oc-mirror --config isc.yaml file://<directory_name> --v2
o XIF disk-to-mirror, BT TFHS :

I $ oc-mirror --config isc.yaml --from file://<directory_name> docker://<remote_registry> --
v2

o XfF mirror-to-mirror, Z{TLA TS :

$ oc-mirror --config isc.yaml --workspace file://<directory_name>
docker://<remote_registry> --v2

mirror-to-mirror ¥ {EI7E F E --workspace.

o AP|RAE#H : ImageSetConfiguration AP| fRZM vialpha2 (v)&&h v2alphal (v2), %
jI, BIFohEIECE X,

o FUEHEN:
o storageConfig W /i{E oc-mirror & v2 HHIER,
o IFE, BYITEBREIAMEE BB EH A,

o TEHARBXPEN : ENAIMFEENEHNMERE LK RBREIREN
<workspace_path>/working-dir/cluster-resources B k4K,

o oc-mirror i v2 RBIEIH A S EFEMEIES oc-mirror 4 vI HEMIALE.
o IRFIREE T 4B XM cluster-resources X RLUE I TEIR :
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®  |mageDigestMirrorSet (IDMS)
® |mageTagMirrorSet (ITMS)

m  CatalogSource

m  ClusterCatalog

m  UpdateService

o TFRMBRME : BIEHH oc-mirror v2 U, LG IEFERRRAF TR BEREER
—

o oc-mirror 4 vl oc-mirror-workspace B X B EE,
oy oc-mirror $&E4 v2 {F FAFT B & LU R 3E,

e I ImageContentSourcePolicy (ICSP) ¥R &# /) IDMS/ITMS :

BF

HIBRFFA ImageContentSourcePolicy (ICSP) BR A RERM RS oc-mirror To%
HBLE,

T EEREANEE, 1ETEMBRBIIRS] oc-mirror £ AEY ICSP ¥R, MR T
iE, i%'—-}%ﬁ%i?émﬁ ThE, MERLZER, 1ESH"ER oc-mirror & V2 5
B i RERREEGR

o 7 oc-mirror {f v2 #, ICSP %EH ImageDigestMirrorSet (IDMS)#
ImageTagMirrorSet (ITMS) FHRE X,

T %] OC-MIRROR ##f4 V2

EM oc-mirror i VI SERBEI v2, BB FEIEH ImageSetConfiguration X, Bt GMmSFHER
VI TH, #RBLUTSHRERTR,

ik S
1. 182X API kR A F B4 ImageSetConfiguration FHIEFAFR,

WA oc-mirror il v BECiERI ImageSetConfiguration 3442~

kind: ImageSetConfiguration
apiVersion: mirror.openshift.io/vialpha2
mirror:
platform:
channels:
- name: stable-4.17
graph: true
helm:
repositories:
- name: sbo
url: https://redhat-developer.github.io/service-binding-operator-helm-chart/
additionallmages:
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- name: registry.redhat.io/ubi8/ubi:latest

- name: quay.io/openshifttest/hello-openshift@sha256:example_hash
operators:

- catalog: oci:///test/redhat-operator-index

packages:
- name: aws-load-balancer-operator
storageConfig: # REMOVE this field in v2

local:

path: /var/lib/oc-mirror

WA oc-mirror {E# v2 BCiEM ImageSetConfiguration X7~

kind: ImageSetConfiguration
apiVersion: mirror.openshift.io/v2alphai
mirror:
platform:
channels:
- name: stable-4.17
graph: true
helm:
repositories:
- name: sbo
url: https://redhat-developer.github.io/service-binding-operator-helm-chart/
additionallmages:
- name: registry.redhat.io/ubi8/ubi:latest
- name: quay.io/openshifttest/hello-openshift@sha256:example_hash
operators:
- catalog: oci:///test/redhat-operator-index
packages:
- name: aws-load-balancer-operator

M oc-mirror & VI IR EI v2 I, &0/ additionallmages 5 HHIFT A iR
BER TN registry EHlH. B, FERIWHRKEITERMNB IR,

-

2. BT TS, KREIEERHMIDMS, ITMS, CatalogSource #1 ClusterCatalog %R A #Y
cluster-resources Bk :

I $ Is <v2_workspace>/working-dir/cluster-resources/
3. EIBEMRE, WIFRRNREGEINERXESETHE

o MAREFIBPEFLERNES,

o ARR A ERES R 4 (working-dir/logs/mirroring_errors_YYYYMMdd_HHmmss.txt).
4. FRAUTHSRIFREHREMERXEEAA :

I $ oc get catalogsource -n openshift-marketplace

I $ oc get imagedigestmirrorset,imagetagmirrorset
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MEBRLELR, ESH"EA oc-mirror i v2 HETFFE AR EGREGR"
5. A% : A oc-mirror M V1 NG EG -
a. {#H oc-mirror & V1 & E R,

b. J¥ ImageSetConfiguration L4 HE) API kR4 M vialpha2 (vV)E#ZE v2alphat (v2), A&
LTS

I $ oc-mirror -c isc.yaml file://some-dir --v2

storageConfig =~ ImageSetConfiguration #[I
DeletelmageSetConfiguration X {4HHHIBERF R, HFAE] oc-mirror f{F

v2 ISR L = B
c. BITLLT an 0 A I BRSE B FF I BR W1 Btk
$ oc-mirror delete --config=delete-isc.yaml --generate --delete-v1-images --workspace
file://some-dir docker://registry.example:5000 --v2
B
oc-mirror ¥t v2 AR BEIMEE BT registry, iX5 oc-mirror f&f v1 FE,
ZEEABEENGER, EEA v2 ABHERIHEE X --delete-v1-images %
Prio
THERFR A oc-mirror #& {4 vI MEiRE, BABREEBEITE. IREF
EMFREER oc-mirror 1l v2 g, 1HFEXE --delete-vi-images.
BAMREERNESER, ESH" METFHERERIAE AP HBRER
d. BITUToS, RIBERBE LR

i
$ oc-mirror delete --delete-yaml-file some-dir/working-dir/delete/delete-images.yaml
docker://registry.example:5000 --v2

6.3. Hfth TR
o EEAMTFERNIMERRRIZBERIRE
o R MEENIMERIZTENGEE
o BXREEBEEMMIFIE, ESHM oc-mirror HfF vIEH v2 .
o BXMIRIFIGMEZER, 1S METFFE B IE PR SR
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5 7 & {1/ OC-MIRROR i i FhE BN R EF R IR

AR R B EENERKMERENZRMEFZITRE, AE2ERE—THRE registry B9 mirror
OpenShift Container Platform B 23R LK., SEZITHAITIRLIZITIL registry, MIFEZE
B, BB LR EES.,

IR BT LAFE A oc-mirror OpenShift CLI (oc)if 4 E ST 2 S ER 2 BT FFE I MR R R R R IR B R R
registry, EHIMER BB MEZEBRTHIZIT oc-mirror, LUEME S8 registry R FE AR IR,
BT

oc-mirror VI EFH, ERFIETELUGEMRARKI, 1EEE --v1 FrEsRIrEFER v i
%, SEBEZEFN V2 EE, FH-v2 i5&. B oc-mirror v2 i, LUBARERS
BRI, Gri

7.1. X F OC-MIRROR #& {4

& BT LAFE A oc-mirror OpenShift CLI(oc)1E 4, ER RN T EMMARER OpenShift Container
Platform AT EMFR(mirror) IRREIIERFRIR registry. ©IRELLITINEE :

o IR OpenShift Container Platform & ThRAs. Operator. helm chart M1 EMRFEERBIEH T
%o

o 4 OpenShift Container Platform #] Operator B # X,

o [FAFPNFBRNELRESHERNIEEEFTHER OpenShift Container Platform & TR A,
Operator M &

o HUTHENIR, MmMEFHEERENK,

o ME—HUTURE, MEREREDHIRM BTG registry RIETIHIRIIRIR.

e (A#) & OpenShift Update Service (OSUS) {4 Mz 1 T4
5 oc-mirror {HEFRT, EAILERGAXBREEXGHPIEEERENAR, EXD YAML X4, EalL
JFECEB A N (LB S EEFEEM OpenShift Container Platform & {THRA#] Operator, X AIHAME T #;
MEHFTRIEBIEE, oc-mirror AR AT LURIRIER helm chart FIMIINA 2R 5&R, LAEBIRHEIE
TR B & registry /A,
BE—RIZ1T oc-mirror {EHR, CREAMBARERENRR registry, UHUTEI I EENERFRESN
B3, BT EMNERMIIRSEH, BUIEER registry, BEFEHIHRE registry, HERAS
E—RiZ{THREMNEEIZ1T oc-mirror i, oc-mirror 3EEB| B RIRMITEIE, R TH LRKEZET
VIBRFRIAFRHITEIRE. X H OpenShift Container Platform #1 Operator 124t 7 BH KX, FHiRES
FEHITERIIT AR,
7.1 A TER
THILS IR 7 0l oc-mirror H A RRIRREIFRIR registry IR PRI TVER -

1. QBRI BEE X .

2. FRNUTAHEZ —FEGILE N B registry :

o FHREENENBINHIR registry.
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o HIREARRGREINA, MEGXENEININMNE, RBERNEGLEEBIRHRR registry,
3. EEEERLUF A oc-mirror IEE 4 KA FTR,
4. BEFESE XS ELUEHFBIRHIR registry,

BF

U{HEF oc-mirror CLI FEHIE TR registry B, @ 7# A oc-mirror AN B FRER&
registry 1T —FBIER,

7.2. OC-MIRROR i B MM %

oc-mirror 235 OpenShift Container Platform iR 4.12 & 2 [FHIAR A8 5% & OpenShift Container
Platform B3 # 5 &0 Operator B 3%,

£ aarch64, ppc64le, # s390x i/, oc-mirror R OpenShift Container
Platform iR A& 4.14 R BE#HHIAR A,

A oc-mirror fEAHIRITHRA, TILEFEHEMRB OpenShift Container Platform AR AR 20

Hh iR
o HXEH oc-mirror BIFIE, BESHEEHGNEUR,

7.3. x F5 & REGISTRY

75 Al LA R BRI SRR EXFT R U R 2R 5 iR (R — DB registry BBRE, 1 mirror registry I7E
—ANE[ 5 [ RO R 4% LA R BLEX R B mirror EHL L,

IR BT LI OpenShift Container Platform &[540~ da B #T 22 %5 Docker v2-2 (40 Red Hat
Quay) B2 mirror registry, BIRIETTE R KEVRER registry, BILUER mirror registry for Red Hat
OpenShift, Xz OpenShift HEEH/NEIR 2T registry.

TILIRRIE registry @1t 4, ERFEEKM ELIERE I RPN ARREIPRERRE registry HE, HK
NBRE, BENESNEHEE NMBER registry PRZBEEAR.

HE
OpenShift HifR registry NEERE BT registry, ENEAXFRAMEHIHEE, EHET
BHRRZEINEX,

INRIEFERIAB SR registry N2 mirror registry for Red Hat OpenShift, NIEBEELEHESNEAISRET
LAVSIRE. 1R registry FTBiEViIR], RFE., BHRENRE WMITEABEHRELM) TERKKW. Hit,

IR B E R B A B THR registry, iR registry E 715 OpenShift Container Platform 5
BERY A IR R F MM T RL,

{8 F OpenShift Container Platform $R{&IEFT 551K registry I, TTLUERUTHMIER. MNREMENT
AR 15 [r] B EX R AR B EER registry, MR RIEHNEREFET R, EILEZEMZISEPHEERIZAR.
XA RIS FEREATEE B (mirror). TIREEXFHEMEMN, NI ZEEHFERBIXGRSH, A
ERZENHEBTZNNTRMAZRIMER, XALRWINS BT ERERT 5
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X F B R registry, HEEERNIREIRR, BUHNEE Trylng LAijilm] CRI-O HEHRBKAES
B, BEGGIURNEMAE (ET R LMEMA crictl images 49) TRIEGRTEAT, BIEHE
= MEHRAL BRI,

P2y~
LTHE %R B E T OpenShift Container Platform i 58 =7 registry.

Hi 5w
o EEHRAEUR,

7.4. T REH

o RWNIIEFEE OpenShift Container Platform £28¥BIAIEE (40 Red Hat Quay) RAE—/1XH
Docker v2-2 BB 2R registry,

AE
INRFEA Red Hat Quay, NIMATIFE oc-mirror 4 {FFH 3.6 SHE = ARABIAR
A, WNRIEAE Red Hat Quay I Fl, 1HSHHE XEBE Red Hat Quay LL T R LS

IEI Y, 3X{EF Red Hat Quay Operator, WREBFEXNEE B EFEHRE
registry, IHIAASIRMHERRILIBEL R,

INRIEIDZERBRHMR registry, OpenShift Container Platform B LUNIT [# & IR —A mirror
registry for Red Hat OpenShift, mirror registry for Red Hat OpenShift @ S1EEMIT S, B2
—MNNBURES registry, Bl A TFEBTFFEEMNREFRHFR OpenShift Container Platform FTEREHIA
R,

7.5. /E%u_,\ EIJ%EA%EE*[L

TEEA oc-mirror IEEHEE (mirron)dll, B IIREIE G FH BB RFIR registry FIEXMH, LUSITFMELLIE
RIREERFRSR.

7.5.1. &% oc-mirror OpenShift CLI i
&4 oc-mirror OpenShift CLI {4 LATERT FEERIME R B IRIRIRE,

SeRFMH
o BZRE OpenShift CLI(oc). MREETEMIERMIMEPEERFGRE, HHAUTRE :
o MEAEWVIMEKMMEN LRET oc-mirror &,
o FEMTFFIERERIEME BN RT LAY [F] BARERR registry,

o RBETE(FEF oc-mirror BIRERSH, ¥ umask SEULE N 0022,

o MENEEMAM RHEL AR E T IEMHR — 1 HI X4,

1. %k oc-mirror CLI {4 :
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58 7 Z {fifl OC-MIRROR - Nl N R R G

a. 7 AZl Red Hat Hybrid Cloud Console B9 Downloads T,

b. 1£ OpenShift disconnected installation tools 8% F, M TR ¥ % OpenShift
Client (oc) mirror plugin BJOS type #1 Architecture type,

c. = Download & 7F {4
2. BT T ep o R BENFA -
I $ tar xvzf oc-mirror.tar.gz

3. MABEBE, BTUTRERHEG XHEHR N THIT

I $ chmod +x oc-mirror

=
TE &4 oc-mirror X1,

4. Z1TAT 4%, SSXERIE PATH & (40 /usr/local/bin ) 3EZ2%4% oc-mirror CLI #& {4 :

$ sudo mv oc-mirror /usr/local/bin/.

o ZITLLTESEIE oc-mirror i vI EB S ZRE -
I $ oc mirror help
Heth BT

o LEMEMA CLIiEH

7.5.2. RE VPR BRI BHRITHRRBFEIE

BIEBRHR registry FIEXMH, AEEIFHARMILIE mirror BIEHHR, EREEN LR TEE,

Digk

==
[=]

REEHN A EFER MR registry BIESXEVED pull secret, WMRERKERFNIZ
e, ERHPRMAENSENET TR registry I AR,

FRFH

IEERBR registry BLE N FERT FHIEEEROEMT M,

o EBIEHR registry FIRR T BR CERAIE, LUNBRHRERBEKR(mirron) X MIE,
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e I

RiE

& T =D& registry Bk, RVFFHE LEEIZE&R O,

o W& registry B EAUR,
TR
1. M Red Hat OpenShift Cluster Manager F# registry.redhat.io pull secret,
2. 3517

AR, LLJSON &AM pull secret @lA

I $ cat ./pull-secret | jq . > <path>/<pull_secret_file_in_json>

EI7F 4% pull secret BB KHIEEE, UUREQIER JSON XHETR,
pull secret <l

{

"auths": {

"cloud.openshift.com”: {
"auth": "b3BlbnNo...",

"email": "you@example.com"

1,
"quay.io": {

"auth": "b3BIbnNo...",
llemailll. "

: "you@example.com”

2

"registry.connect.redhat.com": {
"auth": "NTE3Njg5N;...",

"email": "you@example.com"

2
"registry.redhat.io": {
"auth": "NTE3Njg5N;...",

"email": "you@example.com"

}
}
}

3. [t {R7E N ~/.docker/config.json =t $XDG_RUNTIME_DIR/containers/auth.json

a. MR .docker =X $XDG_RUNTIME_DIR/containers B 1E1E, EHAUT RS EAIE :
I $ mkdir -p <directory_name>

i <directory_name> & ~/.docker s $XDG_RUNTIME_DIR/containers,
EIALLT &5 pull secret EHIEIE LB R -

I $ cp <path>/<pull_secret_file_in_json> <directory_name>/<auth_file>

<directory_name> 2 ~/.docker =% $XDG_RUNTIME_DIR/containers ; <auth_file> &
config.json =k auth.json

1. 21T

D

T TS, NIBMER registry £/ base64 ZRiGEIE F LM B IG S hE

I $ echo -n '<user_name>:<password>' | base64 -w0
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%5 7 & {1/ OC-MIRROR f&# 1y FFF N R R Bl Bitk

1t <user_name> 1 <password> 157 registry B - & B,
it

I BGVibYk3ZHAtgXs=

2. YmlE JSON SXHFFANINEI registry BB :

"auths": {
"<mirror_registry>": {
"auth": "<credentials>",
"email": "you@example.com"

}
}

e XfF <mirror_registry>, 187 registry 5%, LARIBHVERIR registry FSRIBIRA AR BT i
A, 540 : registry.example.com =% registry.example.com:8443,

e XIF <credentials> {E, 1518 mirror registry B base64 4wfid A F & B,

& pull secret RHI

{
"auths": {
"registry.example.com™: {
"auth": "BGVtbYk3ZHAtgXs=",
"email": "you@example.com"
}
"cloud.openshift.com™: {
"auth": "b3BlbnNo...",
"email": "you@example.com"
}

"quay.io": {
"auth": "b3BlbnNo...",
"email": "you@example.com"
},
"registry.connect.redhat.com": {
"auth": "NTE3Njg5N;...",
"email": "you@example.com"
},
"registry.redhat.io": {
"auth": "NTE3Njg5N;...",
"email": "you@example.com"
}
}
}

7.6. B HEIXERE
FEME M oc-mirror EHFEIRELZ A, BSEURIHGILBRE . WG BREXHE LI

OpenShift Container Platform & T4, Operator M1EMEEEE &, LUK oc-mirror iEHEMEMEE
WiE,
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B ESGYEEEXHHIEEREER. L ERTUZE B X3 HF Docker v2-2 B
registry. oc-mirror 1 QBRI R PR TEIBF XN FHEE R,
BE

TEMIBRAETL oc-mirror LRI TTEIE. BREN R —H& registry i21T oc-mirror
RS, ZB (R AR R R E 0 TS i

FRFM
o MELIBRT ARG registry RIEXH, BARFTHFSI" RRERITEAREHRIEILE

it

1. ¥/ oc mirror init S8 S AR IXBRE ORER, FEEEFEFEIZS imageset-config.yaml #Y
X

I $ oc mirror init --registry <storage_backend> > imageset-config.yami ﬂ

ﬂ IEEEEEHRMALIE, 0 example.com/mirror/oc-mirror-metadata.

2. EZXHHRBEFTEABRE :

kind: ImageSetConfiguration
apiVersion: mirror.openshift.io/vialpha2
archiveSize: 4 (1]
storageConfig: g
registry:
imageURL: example.com/mirror/oc-mirror-metadata 6
skipTLS: false
mirror:
platform:
channels:

- name: stable-4.19 ﬂ
type: ocp
graph: true 9
operators:
- catalog: registry.redhat.io/redhat/redhat-operator-index:v4.19 G
packages:
- name: serverless-operator ﬂ
channels:
- name: stable 9
additionallmages:

- name: registry.redhat.io/ubi9/ubi:latest Q
helm: {}

70 archiveSize LK BHREESTHNENXHEHHERAKN (LLGB HHAL) .

Q HERWMME, LHRELXETEIBREE, WABERLLZ registry kA B &, WIRE
storageConfig fE.

9 KB EFMEEIRD registry URL,
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%5 7 Z {1/ OC-MIRROR {4 MM BN R E GGG

FHTE 1% B N MR 2SR OpenShift Container Platform 2%,

®9

00 graph: true LU FH#EX graph-data SRARHEEEIER R registry, fIE OpenShift
Update Service (OSUS) & E graph-data #iffk. graph: true FEiT 24K UpdateService
BE LHIREHR, oc faw{T5RME (CLI) ATLAEA UpdateService B & X HTRIE 3R A &
OSUS, MEEZFER, 1HSIH X F OpenShift Update Service

¥ Operator B %1% & 3 MAFEFR OpenShift Container Platform &,

PHEER B SR BREPHEL Operator BHE, MFRILFERLUG SR B FHBIFTEEH
2,

o9

B EE D ETEHRREPM Operator BRI LSTE, BMEEHE R RIZIE AR RIHISD
a2, BRIIRAEE Operator R4 BHEINAGE, EAILLZITUA T 64 R BN BRI

18 : oc mirror list operators --catalog=<catalog_name> --package=
<package_name>,

o

@ EEERAERGEP L ENTMEMBTR,

==

graph: true FEEIL 2R ubi-micro 53k, UREMBGRIFR,

L F2 OpenShift Container Platform ZEKBEHZ#F (EUS) AR, EHFIFE
PR A Z (B eI R R BE— N AR A, B0, MRURIRARZ 4.14, BFrhRAN

4.16, WAJREFEIEER oc-mirror &4 v1 I 7E ImageSetConfiguration A3
hRA, #04.15.8,

oc-mirror ¥ VI ATREH A G BB, REILERE Cincinnati FEIFZ R 01 LURBIA
R EHF A AR A F F R INE B E E A,

BXREMEGRAL, HEH"GRAEERESH N"GHRLXERETA .

3. REBHHIE,
EHBEARAR, oc mirror S REMFG N ERE XM,

HithBR
o HRHNEBEEESH
o RN EEERH

o TTETFHERERIAMERE A OpenShift Update Service

7.7 [HEE IR EFIR(MIRROR) EI5: & REGISTRY

TZRILAME R oc-mirror CLI FRHAFTE 2R W FHE R AR A S 5E £ T FHE RV NG R SR AR B SRR
registry,

XS RBREREINE T HIR registry,

7.7.0. FEER S T TS VIR P BRI B R B R
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EED R FEREAIMNER, B IERREKE BIAEIR registry BIEEK,

7.7.1.1. B R (mirror) BIEE& (mirror) BO 5 (R
IRAT LU A oc-mirror IS HHR B IXE N AKX BT IR A1 R B B FREHE registry,

BRAEGRYEREXHRIEEFMEER, XN ERA LE 4 B 55 Docker v2 registry, oc-
mirror FEHE QIR BRI B PR TBEBEFHEI D FEERP.

BF

TEMIBRAETL oc-mirror LK TTEIE. BREN R —H& registry i21T oc-mirror
RS, ZB (R AR R 1E 0 TS i

FeREH
o AT LU [n] BLEK W SRR EX AT FR B A 28 BE 1R
o B%% OpenShift CLI (oc) .
e BER% oc-mirror CLI f&f4.
o CHIBRBHESBREN M.
iz
® JZ4T oc mirror Gp I E IR KRB FI TR TR EIIEEM registry:

$ oc mirror --config=./<imageset-config.yaml> \0
docker://registry.example:5000

BEMOENRREBEE X, i, imageset-config.yaml,

EBBE RSB XM registry, registry is1LL docker:// FF3k, IR N registry I8E
TZM&zeE, MBTERSHITH R &ZeE,

1. #EAERH oc-mirror-workspace/ B3k,
2. SMBILERE>, 60, results-1639608409/,
3. %ZiE ImageContentSourcePolicy # CatalogSource FiRZ2 & F/E YAML X4,
‘ p= Y=
ImageContentSourcePolicy YAML X {4#) repositoryDigestMirrors Zf 9 £ R & F2
FAF install-config.yaml {4,
BRESR

e % ImageContentSourcePolicy YAML RZ, UBTFhEEE CRI-O,

86



%5 7 & {1/ OC-MIRROR f&# 1y FFF N R R Bl Bitk

o MRFEE, M mirror PFHREIS B, UIEMTIEZENIMESBLIMERFER,
o FEEELUFF oc-mirror £ABI TR,

RS HERR
o TERRBRH R,

7.7.2. R E RS M T E ENIME R IR ERRR

ERGE T2 E RN ERITENGLR, BYIgENRERERGIEE, AR EEREX
HERE — MR,

7.7.2.1. MR R EIRGAL

IRATLAME A oc-mirror lEHENRGRRE, HNHARREERE., AE, E£RIGERE R UL BT T
BEMER, FHEREEIBIE registry,

5

REFGRXBEREXHHIEEMNEE, EM oc-mirror WK ATRERNLE CGB BB T
Sl g

IRIE TR registry BRI #IIBEREE THBERRAT K. FAANERTHE LXZITTHSU
SRR, FTLABERIZTT oc-mirror 3HEEERT, FATERRBYEGERE LI,

B ERGREBREEXHPIEERMEEIR. XNEMEEIRA LLEAH B X5k docker v2 registry, oc-
mirror fR{EFTE QI BRI IR P T BB E M E XN FEHE B IR,
BE

TEMIFRBAETL oc-mirror LRI TTEIE. BREN R —H& registry i21T oc-mirror
RS, ZB (R AR R R E 0 S i

FREH
o fRE LAV R ELEX W SRR EX P R O B 28 i R
e B %% OpenShift CLI(oc).
e BER% oc-mirror CLI f& 4.
o MENRETHFXEREXH.
iz
® JZ4T oc mirror Bp IR E IR KRB TR EIRE -

$ oc mirror --config=./imageset-config.yam| \ﬂ
file://<path_to_output_directory>

ﬂ RO ENRREBREN Y. R/ IXE A imageset-config.yaml,
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Q EEEMHEEREXHNETE R, BIirBXBELIU file:/ 7k,

1 E BRI B

I $ cd <path_to_output_directory>

2. WUEREB QR T HBXE tar XX :

I $ls

it Bl

I mirror_seq1_000000.tar

BESR
o HHRE tar XU EIRTFIEEBIMEF,

BB
o TERFRIRE K.

7.7.2.2. MR B
IRE] LAFE A oc-mirror S 4 BRI RIS R I B R R B B IRERIR registry.

SeRF M
o METEMTFIERMIMEFRZE T OpenShift CLI(0C),
o METEMTFIERMIMERLE T oc-mirror CLI #&f¥,
o B oc mirror 5 E R R RE .

o BB ERESM L X IR ERRII R R,

it
® 21T oc mirror 854y, LUCIRREEE EHREXH, FHRRBHKEBIRHER registry :

$ oc mirror --from=./mirror_seq1_000000.tar \ﬂ
docker://registry.example:5000 9

ﬂ BBRIRE tar SUEFLLHITIRIR, TEABIFEN mirror_seq1_000000.tar, NREFEFX
BEEXFAHIEE T archiveSize {H, NRRERTRERID NEA tar KF. EXTHIER
T, EAIUEBE—NEEHEBRKE tar XEHEMBE R,

B BHRRNE XM registry, registry a7 LA docker:// FF2k, MR NEER registry I87E
TZM&zeE, MBTERSHITHFER L& ZeHE,
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%5 7 & {1/ OC-MIRROR f&# 1y FFF N R R Bl Bitk

LS FERBERERRHEG registry, F 4K ImageContentSourcePolicy # CatalogSource

YR
J'_‘\I o

1. #EAERRH oc-mirror-workspace/ B 3%,

2. SMEIERE®, B, results-1639608409/,

3. %21 ImageContentSourcePolicy # CatalogSource FiRZ2 & FE YAML X4,
BESR

o FBEELUFEM oc-mirror £MRBI R,

BB
o TERTRH R,

7.8. ILBEEF LI{FE A OC-MIRROR 4K KR

BRI B MR registry &, BTG 4E KR ImageContentSourcePolicy. CatalogSource #1417
hi A B A5 55 4 BRI FA B SR %,

ImageContentSourcePolicy 7RG & registry SR registry XBX, FIFTEL registry ﬂFE’J’%ﬂ%hH&Lﬁ

KEEBEIER registry, Operator Lifecycle Manager (OLM) Classic {# f CatalogSource %1iR¥i 3R
B R5i& registry A Operator WfER. A1THE%E 4 A TRIEHSRINLZTHEBR,

P2y~
OLM v1 f& [ ClusterCatalog R K 53R E Xl registry FrRI KT BME R,

oc-mirror $& v1 TAEEJJEJSBZ ClusterCatalog %R ; 8 /MFshalEel]l. BXUEH
[ FE ClusterCatalog FHRMEZER, ESH"Y B "B RRINEIEE"

SR M
o MBS HBNE NI FFEZEIINMERB registry Filk.
o REILIMEAER cluster-admin A& 1 A&,

1. LLEH cluster-admin & &8 519 E 5% OpenShift CLI (o).
2. BITUTHS, HERERPH YAML XXHNARIEE
I $ oc apply -f ./oc-mirror-workspace/results-1639608409/
3. MRER(mirror) Bifg, HZITU TR/ A ITIRAFER SN ARIEEE

I $ oc apply -f ./oc-mirror-workspace/results-1639608409/release-signatures/
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p= =1

INREHR Operator MAEER, NIFRFEEIZ1T$ oc apply -f ./oc-mirror-
workspace/results-1639608409/release-signatures/, iz{TZ M SR EF %,
R & B E RN A TIRAGHRE Ao

1. 21T T4 5IE ImageContentSourcePolicy FHRR S B RIN &R ¢

N

I $ oc get imagecontentsourcepolicy

N

2. IZ1TLL S I0IE CatalogSource FRE B EMRINRE :

I $ oc get catalogsource -n openshift-marketplace

Hith 5w
o &' R'HFBEFRNNEKES

7.9. B ITMER{R REGISTRY A

BRI LU B RN B R B X H R E TR B IR reqgistry XEHHMR registry BB, TRIZIT
oc-mirror IHEE, KRER—NMEERE, ZEEBENEEZITHITARMFH BT HSR.

R registry B, BBIEEUATERSEM

o MRBEABESEERMBEERNEHEGRED, NEMBEIRER registry FIEBIHR. HLL,
ERER AU T XA ERNHESEHER, UERUBRHGETRNGEGRE

o RFXBREE
o B#rregistry
o TFhEECE
o M3 mirror 5k mirror B mirror TYEFET, ATLUSEIE &,

o AR E L IIRINFEHEE I BARRAR registry. BRI LAM A RBIER R % B TS TR U &
KEFIIS.

o TEMPRIAEN oc-mirror T4 KHY TR R,

o MNBIBEMRFERECETIEP N registry IBETNZ R RAZRIE, NEREXE—EE registry
1247 oc-mirror AT ER WA ZI (R FR ItE 3 4 22 [H]

BREBHRR registry AR TERMNEZER, ESH" BRI TIER"EBD.

7.9.1. 51K registry BRI
AT T IFERIR registry MEEEL S HTEIFRIRAI AR B,
AR F 5% ImageSetConfiguration X {4 7=fl
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%5 7 Z {1/ OC-MIRROR {4 MM BN R E GGG

apiVersion: mirror.openshift.io/vialpha2
kind: ImageSetConfiguration
storageConfig:
local:
path: /home/user/metadata
mirror:
platform:
channels:
- name: stable-4.12
minVersion: 4.12.1
maxVersion: 4.12.1
operators:
- catalog: registry.redhat.io/redhat/redhat-operator-index:v4.14
packages:
- name: rhacs-operator
channels:
- name: stable

7.9.1.1. BT BB B IR R KRR ER OpenShift Container Platform fr &

B T ImageSetConfiguration 3X {4

apiVersion: mirror.openshift.io/vialpha2
kind: ImageSetConfiguration
storageConfig:
local:
path: /home/user/metadata
mirror:
platform:
channels:

- name: stable-4.13 ﬂ
operators:
- catalog: registry.redhat.io/redhat/redhat-operator-index:v4.14
packages:
- name: rhacs-operator
channels:
- name: stable

ﬂ {# 3 stable-4.13 {82 stable-4.12 BIFR B 551K,

7.9.1.2. B BB A G FH Y E Operator BIERFTHR A&

B T ImageSetConfiguration 3X {4

apiVersion: mirror.openshift.io/vialpha2
kind: ImageSetConfiguration
storageConfig:
local:
path: /home/user/metadata
mirror:
platform:
channels:

o1



OpenShift Container Platform 4.19 B FFEE9EA 5

- name: stable-4.12
minVersion: 4.12.1
maxVersion: 4.12.1
operators:
- catalog: registry.redhat.io/redhat/redhat-operator-index:v4.14
packages:
- name: rhacs-operator
channels:

- name: stable ﬂ

=

ﬂ ERERNIETMR AR ERAREINE R, FERRMRAREEITER,

7.9.1.3. BiI BB E B Operator %% Operator

B T ImageSetConfiguration 3X {4

apiVersion: mirror.openshift.io/vialpha2
kind: ImageSetConfiguration
storageConfig:
local:
path: /home/user/metadata
mirror:
platform:
channels:
- name: stable-4.12
minVersion: 4.12.1
maxVersion: 4.12.1
operators:
- catalog: registry.redhat.io/redhat/redhat-operator-index:v4.14
packages:
- name: <new_operator_name> ﬂ
channels:
- name: stable

£/ new_operator_name &t rhacs-operator 183 Red Hat Advanced Cluster Security for
Kubernetes Operator,

7.9.1.4. IBEIf1 A OpenShift Container Platform 71§

B T ImageSetConfiguration 3X {4

apiVersion: mirror.openshift.io/vialpha2
kind: ImageSetConfiguration
storageConfig:
local:
path: /home/user/metadata
mirror:
platform:
channels:
operators:
- catalog: registry.redhat.io/redhat/redhat-operator-index:v4.14
packages:
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58 7 Z {fifl OC-MIRROR - Nl N R R G

HinBR
o RN EEERH
o TEEROMTFEERIMRE R RIER R
o HRETEMTEENIMERIRENHE
o FEESRFLUERA oc-mirror &£ B BT

7.10. HfTZ2i5 1T
BB LAMERA oc-mirror EHUTZRIZ1T, MILFT PR (mirror), XAIEEEREHRENFERIIK, Uk

MEGER registry IBBIRIFRB BilR, EAZZIT (dry run) IERFEERIRA PR S RIGEERBERXH
R, SEAERBEGRIIRUKE M T BEHITHGIRE,

FoREH
o IRE LA A BRI SR AR AR AR R I 25 F 1%
e B %% OpenShift CLI(oc).
e BER% oc-mirror CLI f& 4.

o HEOETHBRXERENXH,

1. {E/ --dry-run $7351217 oc mirror &5 EHITLEIZT -

$ oc mirror --config=./imageset-config.yam| \ﬂ
docker://registry.example:5000 \
--dry-run

ﬂ R OIBENGRREBREN Y. R/ IXE A imageset-config.yaml,
9 IEE R registry, TE@E M --dry-run IREE, TREHKIX registry.

g A -dry-run ITERERZET IH, MAREFRIEGIYE T,

it Bl

Checking push permissions for registry.example:5000

Creating directory: oc-mirror-workspace/src/publish

Creating directory: oc-mirror-workspace/src/v2

Creating directory: oc-mirror-workspace/src/charts

Creating directory: oc-mirror-workspace/src/release-signatures

No metadata detected, creating new workspace

wrote mirroring manifests to oc-mirror-workspace/operators.1658342351/manifests-redhat-
operator-index
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info: Planning completed in 31.48s
info: Dry run complete
Writing image mapping to oc-mirror-workspace/mapping.txt

2. EANERBIERE :

I $ cd oc-mirror-workspace/

3. BE%EMB mapping.txt XX,
XX B 2N BRI A RETIR,

4. BEERNH prune-plan.json XX {4,
XX B ETER AR ER MEEE registry PIEBIMNARIA B IRITIK,
4 ==
RATE oc-mirror S-S IEAEAER registry BEEEBEIMNHIRNT, FTREK
prune-plan.json 3 {4,
7.11. @3 A OCI OPERATOR H%
F9RYF OpenShift Container Platform & 1ThRA<. Operator B XFEMZIH IR M registry mirror El—
NER D BT E NSRS, B UE— DA PNET XN E XFHEE Operator B XK.
A BSRMIRAFREZIRTE (OCI) =K.

A B R EREABKRBHREZBERE X HHITIEESR, mirror EIEBIBE TR mirror registry,

BF

TERGA OCI B3kAf, FRBEEZE mirror B OpenShift Container Platform & 1ThRA S H
thEEM A OCI R B F—i#2 mirror BIEARERL M registry HEY,

IR T RIERE T A — & mirror OCI BXF1— oc-mirror FiiR&E SUEHi R,

/8 OCI ThEEM— P ABIZ, BF— ClI/CD 5% OC| BRMEEIME EHNAME, HEEF OCIBx
LA OpenShift Container Platform & fThixAx—#2 mirror EIf&BY mirror $E 4% registry,

v pa -

FNRIE N OpenShift Container Platform 4.12 B9 oc-mirror &4 T TG TN AY OCI &

B kIHEE, NIFTEBEER oc-mirror #EM4H) OCI A B REEAFRMER B, HEH
FeH Ty OCIHAETAF N mirror Bl — D SE 2l A MK FIE—F,

FERFH
o fRE LAV IR ELEX W SRR EX PR ER O B 28 i R
e B% %k OpenShift CLI(0c).

o 2% oc-mirror CLI $FH

it
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%5 7 Z {1/ OC-MIRROR {4 MM BN R E GGG

1 DIBRGXEREXH, HIREFEHARXE,
IR ARG G BE B EMA L mirror — OCI Bk, LLXK A registry.redhat.io #J
OpenShift Container Platform & {ThiRA#1 UBI 5if&.

kind: ImageSetConfiguration
apiVersion: mirror.openshift.io/vialpha2
storageConfig:

local:
path: /home/user/metadata ﬂ

mirror:

platform:
channels:

- name: stable-4.19 9
type: ocp
graph: false

operators:

- catalog: oci:///home/user/oc-mirror/my-oci-catalog 6
targetCatalog: my-namespace/redhat-operator-index ﬂ
packages:

- name: aws-load-balancer-operator

- catalog: registry.redhat.io/redhat/redhat-operator-index:v4.19 6
packages:

- name: rhacs-operator
additionallmages:

- name: registry.redhat.io/ubi9/ubi:latest G

HERHME, LUHRGXETEIBREE, WABERLLZ registry kA B %, WIRE
storageConfig 1.,

(AIi£) S3EF— OpenShift Container Platform & 1ThiiA, LAfEM registry.redhat.io
mirror,

IEEHA £ OCI B RABMEXTERER, £ OCI Thaeh, BREILL ocii/ Fk,
A, AAEEBRDREAMEFRERE LB X,
(AIi%) 8 EM registry FHIEXIEIH Operator B &,

(|77

QD00 ® 9O

1k
%) IBEEM registry RHIERHIEI A R 1K
p= )1

1 oc-mirror 4 v2 &, &7 additionallmages T3 HBIFR A SR FER B
registry EWl%. BN, BESKFEHFEERETERNBITBRE.

2. 1547 oc mirror g8 434F OCI B 3% mirror EIB R mirror registry :

$ oc mirror --config=./imageset-config.yaml \ 0
docker://registry.example:5000

ﬂ R A BREN . WHREEIXZE AN imageset-config.yaml,
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IEEZFAZA mirror BB registry, registry #71LL docker:// Fk, HIRMERIR registry 15
ETZ R, NFIE ST A a4 22,

A4, ERILEEEEMIMORAE OCI ThEERFT o

--oci-insecure-signature-policy
REFGZELHEERIB T mirror registry,
--oci-registries-config

15E TOML & B registry.conf SXHBIER R, BRI LAFEASRMAREB registry FiEE, 0
AFNANTEFMIE, MEFTRERRFEBREEH. IMr&ERSFMAM OCI B %,
MARTIMEME BRGNS,

registry.conf SX{ER Bl

[[registry]]

location = "registry.redhat.io:5000"

insecure = false

blocked = false

mirror-by-digest-only = true

prefix ="

[[registry.mirror]]
location = "preprod-registry.example.com”
insecure = false

RS R
o FEEELUFF oc-mirror £ ABIFTIR,
HihTER

o FEEELUFF oc-mirror £ M TR

702, BRI XBEERES

oc-mirror B FE—NMEFRBEBE XY, U E UL FIRBERE SR (mirror), FRIIET
ImageSetConfiguration 7RI E S EK,

£ 7.1.ImageSetConfiguration £

S Uiy i1
apiVersion ImageSetConfiguration AEH API R~ FRFER.410 :
. mirror.openshif

t.io/vialpha2,

archiveSize BREPHENEESUERAKRN (ML =B HI0 4
GiB WHAL)
mirror BIREMRCE, PO
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¥

mirror.additionallmages

mirror.additionallmages.name

mirror.blockedimages

mirror.helm

mirror.helm.local

mirror.helm.local.name

mirror.helm.local.path

%5 7 & {1/ OC-MIRROR f&# 1y FFF N R R Bl Bitk

sk

BRETN RIRECE.

= mirror EIRIIITR S S E,

FELE mirror BIESREVSE RS, MEHE
o

HifR&EH helm BB, HER, oc-mirror
# R HF helm chart, EEUNFAEE
&N,

B RAIA helm chart,

B RAIA helm chart BIE R,

BB RAIA helm chart BIES 1R,

i1

MREAH, BN

additionallma
ges:

- name:
registry.redha

t.io/ubi8/ubi:lat

est

FRE.HI -
registry.redhat.i
o/ubi8/ubi:latest

FREHE, A
-
docker.io/librar
y/alpine

ISE S

RFREAH, B

local:
- name:
podinfo
path:
/test/podinfo-
5.0.0.tar.gz

FRE.HI -
podinfo,

FRE.HI -
/test/podinfo-
5.0.0.tar.gz.
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¥

mirror.helm.repositories

mirror.helm.repositories.name

mirror.helm.repositories.url

mirror.helm.repositories.charts

mirror.helm.repositories.charts.na
me

mirror.helm.repositories.charts.ver
sion

mirror.operators

sk

MEFRERBIFILIE helm 4T ZE,

ME AHEER (mirror)B helm FHEFEHE
*ﬂ‘o

MEFBEE & (mirror)BY helm i ERY
URL,

EHRBVIEFE helm chart,

B RM helm chart B9E R,

BB E helm chart BIRRAS,

&5 Operator BB &,

i1

MREAH, BN

repositories:
- name:
podinfo
url:
https://exampl
e.github.io/po
dinfo
charts:
- name:
podinfo
version:
5.0.0

FRE.HI -
podinfo,

FRFER.BIN
https://example.
github.io/podinf
0,

KTREA,

FRE.HI -
podinfo,

FHRFERHI40
5.0.0,

RREAH, Fian

operators:

- catalog:
registry.redha
t.io/redhat/red
hat-operator-
index:v4.19

packages:
- name:
elasticsearch-
operator

minVersion:
'2.4.0'



¥

mirror.operators.catalog

mirror.operators.full

mirror.operators.packages

mirror.operators.packages.name

mirror.operators.packages.channel
s

mirror.operators.packages.channel
s.name

mirror.operators.packages.channel
s.maxVersion

mirror.operators.packages.channel
s.minBundle

mirror.operators.packages.channel
s.minVersion

mirror.operators.packages.maxVers
ion

%5 7 Z {1/ OC-MIRROR {4 MM BN R E GGG

sk

BIEEFIREH Operator B3%,

Htrue i, TESTEBER. Operator
85K Operator #i3E,

Operator M BEE.

BIREHRETEM Operator FE &R

Operator ¥4 @B E,

Operator SiBEM (S HMH—) EQ
BREGREF,

Operator HifRHTRmARA, EEPFEM
BHE, FRIEEEUT &L

ZOENSNIATETS, URIGEL
EHEPAANA S, NERRMAE
BB E L RATTEIRN X E LR,

Operator WEAEIRA, FAFHREFEEZHIAR
BHE, FRIEEEUT &L

Operator &xmhRA, FIBAIAEFENILE
HITEG. FBIEEREUT&E.

{E

EXSERT

1 : registry.red
hat.io/redhat/re
dhat-operator-
index:v4.19,

/R E.BAE N
false.

RREAH, B

operators:

- catalog:
registry.redha
t.io/redhat/red
hat-operator-
index:v4.19

packages:
- name:
elasticsearch-
operator

minVersion:

'5.2.3-31"

FRYER Bl
elasticsearch-
operator.,

ISE S

FFFE 4140 : fast
=% stable-v4.19.

FRFER.BIN
5.2.3-31

FRYER Bl
bundleName

FRFER.BIN
5.2.3-31

FHRFER. G40
5.2.3-31,
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¥ sk

mirror.operators.packages.minVers  Operator WRIEIRA, ATFHIGEENFR
ion BHGE, FEIEEEUT&EE

RN true, NASE SN SHIEKI
Iﬁo

mirror.operators.skipDependencies

BERE| A B FXNER BT L4
2 [A] J2 R £ 14

mirror.operators.targetCatalog

mirror.operators.targetName EEENEE LN = ST A

targetName Z# 25 M. W HhER
targetCatalog 344,

mirror.operators.targetTag HMtpnZEl targetName =% targetCatalog

BB,

mirror.platform BREMTREE,

mirror.platform.architectures EHRENE S LITREAB R EHIR,

mirror.platform.channels BRENTLIERE,

Y7 true B}, % minVersion % & HiiE
R E—NLITHRAE, 5 maxVersion %
BB RE— N A TR,

mirror.platform.channels.full

100

{E

FRFER. G140
5.2.3-31,

/R E.BAE N
false.

FrrEH10 - my-
namespace/my-
operator-
catalog

FRE.HI -
operator-
catalog

my-

FREBI v

ISE S

FRFRHH, fI
m :

architectures:
- amd64
- arm64
- multi
- ppcb4le
- s390x

HIMEH
amd64. & multi
BREGRZFME
AR, THEE
TEHAGRI,

RREAH, B

channels:

- hame:
stable-4.10
- hame:
stable-4.19

/R E.BOAE N
false.



% 7 Z= {5 OC-MIRROR & T a2

SH 3T
mirror.platform.channels.name RATHERIE o

mirror.platform.channels.minVersio = E5 &5 AH T & MNRERA,

n

mirror.platform.channels.maxVersi EHGEIANTENESRA.

on

mirror.platform.channels.shortestP ¥ &2 HIBR R HHR K ST 2T F 5K,

ath

mirror.platform.channels.type EHEITERIEE,

FEEAR T OSUS KRR INEIHRE S,
RIE L HEIER,

mirror.platform.graph

storageConfig BRENEIREE,

storageConfig.local RIREMN A FIREEE,

storageConfig.local.path SEHRKXETHIEN B RKEBE,

storageConfig.registry BIREM registry FIRELE.

&1 registry URI,
R ZEA B,

storageConfig.registry.imageURL

(Rrik) BB ISR registry B9 TLS
Bk,

storageConfig.registry.skipTLS

AILUEFE URIPEE

i1

FRER B
il : stable-4.19

FrFERfI
i : 4.12.6

FRF Bl
m : 4.19.1

/R E.BOAE N
false.

FREEHII - ocp
= okd, BiILH
ocp.

/R E.BAE N
false.

ISE S

IOE S

FRE.HI -
Jpath/to/dir/,

ISE S

FRE.HI -
quay.io/myuser/
imageset:metad
ata,

/R E.BAE N
false.

350 3550
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& F minVersion #1 maxVersion B 4id 4 E Operator iRASE F AT fE R S Z M@
LR, HIAMERFIETEENIE L, XRRNENATIESRNT, Operator WEHFKIR
HRERT .

Operator Lifecycle Manager 3K &1 operator FE &R S & — i s 20 X 5 #7 K RBThi
A, B Operator IER#ThRA, TEN A E RN ESRSEEIN, aTLLH AR NS % DRI ER
HEB LN R RNEF.

TR RIXNEIR, 1HREIL]E Operator WA, MREMRBRFER, BFEIUAT
Operator, M Zi38 0 maxVersion B4, =& minVersion B4, BABAN
Operator FIERIUAARRE, FLAEFIRERZIHEIXL(E, BRI RMBRN L,

7.13. BRI EECE A
LUF ImageSetConfiguration X4 RBIER 7 &M &R HIMEE,

7.13.1. [FAEA . @ERKIEH OpenShift Container Platform BEHTEKE

LAF ImageSetConfiguration X4 A AZ G, FEIEFTA OpenShift Container Platform AR
K, URMRIE 4.11.37 [RAZHR K 4.12.15 lR AN EHEEE,

ImageSetConfiguration 3 {7l

apiVersion: mirror.openshift.io/vialpha2
kind: ImageSetConfiguration
storageConfig:
local:
path: /home/user/metadata
mirror:
platform:
channels:

- name: stable-4.12
minVersion: 4.11.37
maxVersion: 4.12.15
shortestPath: true

713.2. FARXRA : SEN F LR ANMRER ZHRABIFTA OpenShift
Container Platform iR A&

LLF ImageSetConfiguration X443 — 1 registry ZiEEi, FEIEMERN 4.13.4 TR EGER R
hRABIFTA OpenShift Container Platform A, X FEMERALHERESEERN oc-mirror, ik
stable-4.13 JEM ST X ITHRA, FEILEHIIZIT oc-mirror ATHARIE B KB & AR A OpenShift
Container Platform {4,

WIS platform.architectures FI{EIXE 77 multi, &7 LUAR XL BRI RAB TR,

ImageSetConfiguration 3 {7l

apiVersion: mirror.openshift.io/vialpha2
kind: ImageSetConfiguration
storageConfig:
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registry:
imageURL: example.com/mirror/oc-mirror-metadata
skipTLS: false
mirror:
platform:
architectures:
- "multi”
channels:
- name: stable-4.13
minVersion: 4.13.4
maxVersion: 4.13.6

713.3. FAEEAH : 8&EMREEZHH Operator hrR A&

LLF ImageSetConfiguration S ERA A EEFiR, XSS stable FERHM 4.01 k2 EHIRAFF 1A
# Red Hat Advanced Cluster Security for Kubernetes Operator,

==

LIRIBE T — MR/ ERKRRASEHEE, AR A RBERIZSEHERMFTAE Operator M4,
EIANER T, oc-mirror HEBR T Operator Lifecycle Manager (OLM)#I& AR Bki sk 55 8T8y
MR AR MR A, Bkt B Operator lRATIBER T EI CVE KB RMIRN, SHME
RBERA, BXBOIBMRANESER, HSHER OLM fEE#HE XK,

ZRBIEESCHEARIFTE Operator kA, & B LY mirror.operators.full FEXIXEH
true,

ImageSetConfiguration 3 #F=fl

apiVersion: mirror.openshift.io/vialpha2
kind: ImageSetConfiguration
storageConfig:
local:
path: /home/user/metadata
mirror:
operators:
- catalog: registry.redhat.io/redhat/redhat-operator-index:v4.19
packages:
- name: rhacs-operator
channels:
- name: stable
minVersion: 4.0.1

pa Y=

ERESRARAMARRFMMRAE, HXE

mirror.operators.packages.channels.maxVersion F %,
7.13.4. fEF =4 : @5 Nutanix CSI Operator

LAF ImageSetConfiguration S {4 A ZF (% /Sim, FS1E Nutanix CSI Operator. OpenShift
Update Service (OSUS) R LA R Zl 4B Red Hat Universal Base Image (UBI),
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ImageSetConfiguration X {7l

kind: ImageSetConfiguration
apiVersion: mirror.openshift.io/vialpha2
storageConfig:
registry:
imageURL: mylocalregistry/ocp-mirror/openshift4
skipTLS: false
mirror:
platform:
channels:
- name: stable-4.11
type: ocp
graph: true
operators:
- catalog: registry.redhat.io/redhat/certified-operator-index:v4.19
packages:
- hame: nutanixcsioperator
channels:
- name: stable
additionallmages:
- name: registry.redhat.io/ubi9/ubi:latest

7.13.5. FEREZEA : & BN Operator Hi&

LLF ImageSetConfiguration X4 &31% OpenShift Elasticsearch Operator FJ stable-5.7 #1 stable 7

B, BMERFEE stable-5.7 WEFMHEE, stable HilEth i/l S71E ImageSetConfiguration T4
i, EHNER Operator WENINITE, BMEEEEFERIZIGEFBIRAD, TRIIRAEE Operator Fiif
SHERIAIE,

R

BT LU T T 5 EHREIZIAIE : oc mirror list operators --catalog=<catalog_name> --
package=<package_name>,

ImageSetConfiguration {7l

apiVersion: mirror.openshift.io/vialpha2
kind: ImageSetConfiguration
storageConfig:
registry:
imageURL: example.com/mirror/oc-mirror-metadata
skipTLS: false
mirror:
operators:
- catalog: registry.redhat.io/redhat/redhat-operator-index:v4.19
packages:
- name: elasticsearch-operator
channels:
- name: stable-5.7
- name: stable
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713.6. EAEA : 2EENEX (FIERSE)

LLUF ImageSetConfiguration 32455 mirror.operators.full ZEX 1% E N true, FHEEEA Operator
B RBIFTE RA,

ImageSetConfiguration {7l

apiVersion: mirror.openshift.io/vialpha2
kind: ImageSetConfiguration
storageConfig:
registry:
imageURL: example.com/mirror/oc-mirror-metadata
skipTLS: false
mirror:
operators:
- catalog: registry.redhat.io/redhat/redhat-operator-index:v4.19
full: true

713.7. FRAEM : aFEIMBEFR ((RIHEL)
LLF ImageSetConfiguration X {43 &% Operator B KHIHIE k.

BINERT, HFBEFHBEAD Operator, oc-mirror #E & 3k BRI STERIREF Operator kA (HiE
L) o MREHIRFAA Operator A, MATUNEHEL, W11 mirror.operators.full FEXIXEH
true,

A4 {F F targetCatalog FEXIEE B v 22 [0 FI B FREFIR B %

ImageSetConfiguration X {7l

apiVersion: mirror.openshift.io/vialpha2
kind: ImageSetConfiguration
storageConfig:
registry:
imageURL: example.com/mirror/oc-mirror-metadata
skipTLS: false
mirror:
operators:
- catalog: registry.redhat.io/redhat/redhat-operator-index:v4.19
targetCatalog: my-namespace/my-operator-catalog

7.13.8. BBl : @ E&EEHEH helm chart

LT ImageSetConfiguration X {4-{# F registry Zfi#/alH, &3 helm chart #1%i4+ 89 Red Hat
Universal Base Image(UBI).

ImageSetConfiguration 3 {7l

apiVersion: mirror.openshift.io/vialpha2
kind: ImageSetConfiguration
archiveSize: 4
storageConfig:

registry:

105



OpenShift Container Platform 4.19 B FFEE9EA 5

imageURL: example.com/mirror/oc-mirror-metadata
skipTLS: false
mirror:
platform:
architectures:
- "s390x"
channels:
- name: stable-4.19
operators:
- catalog: registry.redhat.io/redhat/redhat-operator-index:v4.19
helm:
repositories:
- name: redhat-helm-charts
url: https://raw.githubusercontent.com/redhat-developer/redhat-helm-charts/master
charts:
- name: ibm-mongodb-enterprise-helm
version: 0.2.0
additionallmages:
- name: registry.redhat.io/ubi9/ubi:latest

7.13.9. A : & EUS HRABIFHIKE

LLF ImageSetConfiguration X485 eus-<versions 48, HA maxVersion (EEDELL
minVersion BI{E S M SR kR A

g0, 7EiX4 ImageSetConfiguration 3X{47, minVersion X &} 4.12.28, 1 eus-4.14 SiEHY
maxVersion y 4.14.16,

ImageSetConfiguration X {7l

kind: ImageSetConfiguration
apiVersion: mirror.openshift.io/v2alphai
mirror:
platform:
graph: true # Required for the OSUS Operator
architectures:
- amd64
channels:
- name: stable-4.12
minVersion: '4.12.28'
maxVersion: '4.12.28'
shortestPath: true
type: ocp
- name: eus-4.14
minVersion: '4.12.28'
maxVersion: '4.14.16'
shortestPath: true

type: ocp

7.13.10. Al : @& %%RF5 OpenShift Container Platform H{& 1A T % £&E| &
Operator BB %

LLF ImageSetConfiguration X {485 Kubernetes Operator % 5&E5|2, IR MITGEFRRE
4.19.0 HRAFFIREIFFA OpenShift Container Platform A,

106



%5 7 & {1/ OC-MIRROR f&# 1y FFF N R R Bl Bitk

ImageSetConfiguration 3Z#ER

apiVersion: mirror.openshift.io/vialpha2
kind: ImageSetConfiguration
storageConfig:
registry:
imageURL:
agent.agent.example.com:5000/openshift/release/metadata:latest/openshift/release/metadata:latest
mirror:
platform:
architectures:
- "multi"
channels:
- name: stable-4.19
minVersion: 4.19.0
maxVersion: 4.19.1
type: ocp
operators:
- catalog: registry.redhat.io/redhat/redhat-operator-index:v4.19
packages:
- name: multicluster-engine

7.14. OC-MIRROR By & &#

TR#RT oc mirror FHSHIGE :

&K 7.2. oc mirror ¥ %5

Food 3T

completion NIETEMI shell £ B3I FERBIA.
describe MR EAHNRR,

#EBh RREXREMFRSHER,

init AR BRI B B AR

list FIH AT A F Operator HBE R H AR A,
version it oc-mirror AR,

X 7.3. oc mirror ¥rit

Frid ik
-c, --config <string> BERBIXER B X HHIBE,
--continue-on-error IR K EEAFESRERIEERBE R, BREEFHZ T EAR (mirror),
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--dest-skip-tls

--dest-use-http

--dry-run

--from <string>

-h--help

--ignore-history

--manifests-only

--max-nested-paths <int>

--max-per-registry <int>

--oci-insecure-signature-
policy

--oci-registries-config

--skip-cleanup

--skip-image-pin

--skip-metadata-check

--skip-missing

--sKip-pruning
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sk

2 BT registry B9 TLS $81IE,

£ HTTP BT B#5 registry,

U R R, LR mirror Hifk. %A mapping.txt #1 pruning-
plan.json 324,

18 E BT oc-mirror £ RXBIRIRIXE ITHRIBE R, LUNEEIBHE registry
H,

BEEB,

THEGMITTZN, BT EZNER. RRABERR, HIURKTEE
LR,

& ImageContentSourcePolicy f REREH, NHEBEE N ERE
& registry, BREFRRGEMFER. ZEALGE, S0ER --from
IR R R R ,

EERFIREREN B registry RAREBRER. IAEN O,

IBEE registry RIFHIF A IERE. BINEH 6,

EHGAM OCI BRI AEHZEE S (FH --include-local-oci-
catalogs) .

Rt registry BBEX 4, LUIBEESGAH OCI B% (A --include-
local-oci-catalogs) & HIFIE registry L&,

B MR T4 B %

REFERIIEEH N Operator B XHMIFHE,

R A ARSI B ST,
A=

)
RAEEFEA --ignore-history In& Q| BHRER F EIL
=/,

MFREHRDEHE, BT eMmARMEHRFPILIT. FERFEH
BB E FEARIEERN B E L&,

METREER registry 2R BB K.



58 7 Z {fifl OC-MIRROR - Nl N R R G

FRic fd

--skip-verification By FEE S0 E,

--source-skip-tls HiR registry 22 TLS %5k,

--source-use-http EE HTTP AR registrys

-v,--verbose <int> BEASIFARENRE, BREHN0-9, FIMEN O,

7.15. b TTR
o KRTFTEMTFEEMINMEHRIEREE
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%5 8 & {1/ OC ADM a5 VT iE I R A 5 iR

&) LARB IR EEBE RAE R B BN A SN BRI R 2R 1R, TEZIRMS P B FREMMEEN ik E s
A, SIS RN R R EEFER(mirron) BN IMER, BT FH oc adm s, EEILATE OpenShift
P& (mirror) ZITHRAF B RER. BEREEBRELR, BUITE— registry FREHITE R (mirror),

BF

BRI LT R B SRIRERFr B B iR X —REH, BEFEUR registry BIE
AVIFAEB RS R BEERBIE R (mirror) N E, MREZBERENBVIHNER, &
EAEI& Operator B RS FRE NS RE—RER, MHEGEHETEMLRREIX
%O

8.1. R

o RWIIEFEE OpenShift Container Platform EE8¥IAGIE (WILLF registry 2 —) HAE—1XHF
Docker v2-2 BB 83 Hi & registry :

o Red Hat Quay

o

JFrog Artifactory
o Sonatype Nexus 3%
o Harbor

INRIEA Red Hat Quay F, 1ES B XEBE Red Hat Quay LL T LRI IERY 2, ShiEMA
Red Hat Quay Operator, HREFTELNHIEE B ILFEF LLE registry, 1HREEHHER KRS
AN S Z =N

o MR INHERBRFIR registry, OpenShift Container Platform B LU 1T [# & IR —A mirror
registry for Red Hat OpenShift, mirror registry for Red Hat OpenShift @ S1EEMIT S, B2
—MNNBURES registry, Al TFEBTFFEEMNREFRHR OpenShift Container Platform FTREHIA
R,

8.2. x F5i&k REGISTRY

TR Al LA R BB R SRAREXFT R U B 2R 5 iRk, R — D& registry K&, ¥ mirror registry J7E
—ANE[ 5 [ I R 4% LA R BLEX R B mirror EHL L,

IR AT LSRR OpenShift Container Platform TR HIHR, IR BRI registry BEE @EHT, W
Red Hat Quay. JFrog Artifactory. Sonatype Nexus Repository 2 Harbor, SARETTE i IM AR AR
reqistry, A LUMEF mirror registry for Red Hat OpenShift, & &3&1E OpenShift Container Platform 1T
4] B9 — N INBUABF registrys,

IR LUER S Docker v2-2 BI{E{AI A28 registry, 1 Red Hat Quay, mirror registry for Red Hat
OpenShift, Artifactory, Sonatype Nexus Repository, 5% Harbor, FTTILIEFfIL registry @1t 74, #HRNHE
B _EAIIE B I m AR B REIFRE MG & registry MR, HIENARE, BERENEREBE HMER
registry IR ERILN A,

BE
OpenShift 551K registry NREFVE BT registry, R NEARZERERSHME, FiHEGT
RPESEXNHEEX,
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%5 8 & {#1fl OC ADM 5 N EN L ER S Hi&

INRIEFEBIA SR registry =2 mirror registry for Red Hat OpenShift, NIEBEELEHESHNEANSRET
LA e. 1R registry FLiEVIIN], RER. BHHNEMRE (MITEAEERENLM) TrESKN, AL,
IR B E A B A B THR registry, iR registry E 715 OpenShift Container Platform 5%
BERYAE PN B BT AR MEAE AL,

{8 F OpenShift Container Platform $R{&IEFT 551 registry I, TTLUEBUTHMIER. MNRENENT
AR5 (0] B EX AR BIER R registry, MIABEMIEHERET R, EaIUBEREMZISERERIZAE.
XL RRIRIN N AEAERI R B (mirror). WIREBXFNEN, AT ZREXHERERIXERSH, A
ERZENHETBNN TRAZRINER, XN RREIS B A FEREAT 15

X F B registry, BEAEFNIGRIER, BYHEE Trying BLJjE CRI-O BEHHEESR
B, BEHRGIEURMEMSE (NET R LEMEM crictl images 9 %) TRIFHEHE R, BMEGE
= MEHRAL BRI,

pa -3
YINE% A FHXT OpenShift Container Platform i 8 = registry,

finfE 2
BXREE CR-O BEUEEHBRRNIEE, HSHEEFHBRAEUR,

8.3. HERITHIERIR M
HATHR LS R, WIUERENUEERNSFHFEHEER TR A&,

8.3.1. 2% OpenShift CLI

IRAI A% %% OpenShift CLI(oc)EFERAMSITRME S OpenShift Container Platform #H 1T B, &aLTE
Linux. Windows 2% macOS _E%% oc,

BF

NRLZETIHIRAR oc, NEIBETTEF A OpenShift Container Platform REIFFE 5,

THEFAREIFIREH oc,

8.3.1.1. 7£ Linux £ %% OpenShift CLI

0] LURBRLUTRTZLE Linux £%&%% OpenShift CLI(oc) =il 4,

Pk
1. FHARILINER T B £ B Download OpenShift Container Platform T,

2. M Product Variant 51 & i 4L,

3. M Version FI5R A EE5E YRR A

4. = OpenShift v4.19 Linux Clients 5 B 358 Download Now E{RTF X4,
5. fRATFH

I $ tar xvf <file>

m


https://docs.redhat.com/en/documentation/openshift_container_platform/4.19/html-single/validation_and_troubleshooting/#viewing-the-image-pull-source_validating-an-installation
https://access.redhat.com/downloads/content/290
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6. I oc —iHHISTEKE PATH iy E ¥,
EHEMRH PATH, EFHITUTHS :

I $ echo $PATH

o 2% OpenShift CLI fF, ®LUER oc a4 :

I $ oc <command>

8.3.1.2. 7£ Windows _E %% OpenShift CLI

IRAT LUR BB LU T RAZAE Windows £& % OpenShift CLI(oc) i il 3 4,

it =

1. FARLIEER 1 MG LB Download OpenShift Container Platform T,
2. M Version FI5RAE#E5E YRR A

3. 5= OpenShift v4.19 Windows Client 52 B35 Download Now R 773044,
4. R 2P BF#LEEE.

5. % oc ZitHIXHEl PATH B9 E X,
EEFEWN PATH, HHAGSRTHHTUT SRS :

I C:\> path

o L% OpenShift CLI &, ®TLUE oc 4 :

I C:\> oc <command>

8.3.1.3. £ macOS Lt %% OpenShift CLI

IRAT LURBBLLTRFZLE macOS L& % OpenShift CLI(oc) i il 34,

Y=

1. HABILNER ] MG _EB Download OpenShift Container Platform T,
2. M RRAE THIFIFR A LS LBIR A,

3. | OpenShift v4.19 macOS Clients 55 B 35 Download Now R{RF 3 {4,

pa Y=
XfF macOS arm64, 1E1%EF OpenShift v4.19 macOS arm64 Client5:H.
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4. BAMABEEFE,

5. % oc ZiHIXHRBE PATH BB K,
ZEHEEH PATH, IHITHFRRHADITUT RS

I $ echo $PATH
o FFH oc MERWIULRE :

I $ oc <command>

8.4. FLE RPN B &R I T iR FEIL

BIEBERHR registry FIEXMH, AL HARMELIE mirror BIERHHR, EREEN LR TEE,

Digk

==
[=]

REEHIN A EFER MR registry BIESXEVED pull secret, WMREREKERFIZ
b se, ERHPIMAENSESNEEFR registry I AR,

FRFH

IEERBR registry BLE N FERT FFEREBOEMT A,

LR registry FIRA T HR CERNAE, LUFEFHEERER(mirron)BXNMIE.,

WEE T —DER registry 1K/, RVFREELEEZEEROE,

X5 registry B EIR,
iz
1. M Red Hat OpenShift Cluster Manager F# registry.redhat.io pull secret,
2. BITUUT a4, BLJSON ALK pull secret Bl :
I $ cat ./pull-secret | jq . > <path>/<pull_secret_file_in_json>
BB ENE pull secret BB RBIERE, LUREOIER JSON STHEHBIEFR,

pull secret <l

{

"auths": {
"cloud.openshift.com™: {
"auth": "b3BlbnNo...",

13
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"email": "you@example.com"

}

"quay.io": {
"auth": "b3BlbnNo...",
"email": "you@example.com"”

b

"registry.connect.redhat.com": {
"auth": "NTE3Njg5N;...",
"email": "you@example.com"

}

"registry.redhat.io": {
"auth": "NTE3Njg5N;...",
"email": "you@example.com"

}
}
}

3. BITUUT®RS, NIERHER registry £ R base64 JRIGHI A QB IDHSHE -
I $ echo -n '<user_name>:<password>' | base64 -w0
#id <user_names> #1 <passwords> 157 registry B 7 L FEFL,
it Bl

I BGVibYk3ZHAtgXs=

4. YRt JSON SUF AR registry BIERS -

"auths": {
"<mirror_registry>": {
"auth": "<credentials>",
"email": "you@example.com"
}
b

e XfF <mirror_registry>, 187 registry iH%, LARIBHVERIR registry FSRIBHR A BRI BT i
A, 540 : registry.example.com =% registry.example.com:8443,

e XIF <credentials> {E, 1518 mirror registry B base64 4wfid A F & &,

& pull secret RHI

{

"auths": {
"registry.example.com™: {
"auth": "BGVtbYkK3ZHAtgXs=",
"email": "you@example.com"
},
"cloud.openshift.com”: {
"auth": "b3BlbnNo...",
"email": "you@example.com"

}

"quay.io": {
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"auth": "b3BlbnNo...",
"email": "you@example.com"

2

"registry.connect.redhat.com™: {
"auth": "NTE3Njg5N;...",
"email": "you@example.com"

}

registry.redhat.io”: {
"auth": "NTE3Njg5N;...",
"email": "you@example.com"

}
}
}

8.5. i&{% OPENSHIFT CONTAINER PLATFORM 4&&F1E %

BEREAEERLEN ST RRPFERM OpenShift Container Platform #{& %, £ mirror £ L5EALL
Lz

FRFH
o EEVEREN T VTR BHM,
o MBI registry BEE NEZRMLZHER, HAUREEENIESHZIL

e {REM Red Hat OpenShift Cluster Manager F#; T pull secret , HEBR N B ERIEEHENS
1398 IE

o MRMHABZRZIET, BIEIETFIEE Subject Alternative Name,

it =

1. & OpenShift Container Platform F# 01, LAAEBRERLEM OpenShift Container Platform
MeA, FRE Repository Tags TIHBIMENIRE (tag) o

2. WEBLTHRENINEEE
a. FHAITHRAER :

I $ OCP_RELEASE=<release_version>

%I F <release_versions>, iEH1EES OpenShift Container Platform MRAXT M BIFRZ, AT
RH9%RYS, 40 4.20.1,

b. S HAM registry BMFIENIHO :

I $ LOCAL_REGISTRY='<local_registry_host_name>:<local_registry_host_port>'

%I F <local_registry_host_name>, Ei§EHIGFMHEEM registry 54 ; X F
<local_registry_host_port>, Ei5ERTRERTNIKHO,

c. SHAMEEERM :

I $ LOCAL_REPOSITORY='<local_repository_name>"'
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%I F <local_repository_name>, 151EEE 1T registry FOIEMCZERTR, 0
ocp4/openshift4,

d. SHEHTHEHEEERT

I $ PRODUCT_REPO-="openshift-release-dev'

SFHEFIMERRA, WIEE openshift-release-dev,
e. 5 registry pull secret BIE&E :

I $ LOCAL_SECRET_JSON='<path_to_pull_secret>'

%I F <path_to_pull_secret>, FIEEE LRI registry B pull secret BIZER BRRFI X
4,

f. SHAITARAER
I $ RELEASE_NAME="ocp-release"
SFEFIMERRA, EUITEE ocp-release.,
9. NIERERES HHZRAER
I $ ARCHITECTURE=<cluster_architecture>

EEEREMFIZE, 40 x86_64, aarch64, s390x, 7% ppc64le.
h. SHIEEHRENE RHERE
I $ REMOVABLE_MEDIA_PATH=<path>

EETERE, SEFHENRIRALY)FR.
3. FEhRABLR (mirror) BIEE R registry :
o MRMEBIBHRENTEVIFIEEM, HHATATEHRREF
i SRR R R B B9 RS,
i. BEERENEEMNEES

$ oc adm release mirror -a ${LOCAL_SECRET_JSON} \

--from=quay.io/${PRODUCT_REPO}/${RELEASE_NAME}:${OCP_RELEASE}-
${ARCHITECTURE} \

--t0=${LOCAL_REGISTRY}/${LOCAL_REPOSITORY} \

--to-release-
image=${LOCAL_REGISTRY}/${LOCAL_REPOSITORY}:${OCP_RELEASE}-
${ARCHITECTURE} --dry-run

jii. 03—k H P imageContentSources 24, BHIFIRIE B SR BIRIEME
XTI, R E T2 imageContentSources #4712 install-
config.yaml 32,

iv. JFEEREERE AR HEEXH
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$ oc adm release mirror -a ${LOCAL_SECRET_JSON} --to-
dir=${REMOVABLE_MEDIA_PATH}/mirror
quay.io/${PRODUCT_REPO}/${RELEASE_NAME}:${OCP_RELEASE}-
${ARCHITECTURE}

v. FABEERIZRMAIMNER, FREGERLEEEIERBEES registry.

$ oc image mirror -a ${LOCAL_SECRET_JSON} --from-
dir=${REMOVABLE_MEDIA_PATH}/mirror
"file://openshift/release:${OCP_RELEASE}*"
${LOCAL_REGISTRY}/${LOCAL_REPOSITORY}

%fF REMOVABLE_MEDIA_PATH %8, &% /{#EFR5 mirror B 1§ E MR —&

4
o

BF

i21T oc image mirror FIBES S ELLTEE1R : error: unable to retrieve
source image, HiRIRFES|DIEXHIR registry FARBEFENHEENS B
B, *&%EER, HERRSITESREIENSIA, UERNZITXLERE
B A AR ERP ERIFOARERR, EHIRNERAR, EILUER
--sKip-missing IS F IR F AL T EGiHR RS, MFEELER, ES
%] Service Mesh Operator 7&K,

o MMRAMEL reqgistry EFEIFHEREMN, BHITULTRE
i FRAUTHSERNLZITHREEHEERIA registry:

$ oc adm release mirror -a ${LOCAL_SECRET_JSON} \

--from=quay.io/${PRODUCT_REPO}/${RELEASE_NAME}:${OCP_RELEASE}-
${ARCHITECTURE} \

--t0=${LOCAL_REGISTRY}/${LOCAL_REPOSITORY} \

--to-release-
image=${LOCAL_REGISTRY}/${LOCAL_REPOSITORY}:${OCP_RELEASE}-
${ARCHITECTURE}

D RATEERERININE, HidtolREEHTATER imageContentSources
iR,

i. 0k E—a$HEH M imageContentSources 284, EHHIRIE RS EMNHEREFMEE
AR, B FIE LR 2+ imageContentSources 24 7 INZ! install-
config.yaml X {4,

BRBMIE B GT R P HWIEE Quay.io, podman Hi{KIFIE bootstrap
REFUHLEY registry A1 7R Quay.io,

4. BOBETEBERATNLERRF, HRNABHFHEEER LITRS -
o MRMEBIBRENTEVIFIEEM, 1H2TUTRS

I $ oc adm release extract -a ${LOCAL_SECRET_JSON} --icsp-file=<file> --

17


https://access.redhat.com/solutions/6975305

OpenShift Container Platform 4.19 B FFEE9EA 5

command=openshift-install
"${LOCAL_REGISTRY}/${LOCAL_REPOSITORY}:${OCP_RELEASE}-
${ARCHITECTURE}"\

--insecure=true

Al : ARIEFIEH BT registry EBEEFE, &R --insecure=true 117,
o HIRAMALS registry ERBFHEEN, HEITUTHRS :
$ oc adm release extract -a ${LOCAL_SECRET_JSON} --command=openshift-install

"${LOCAL_REGISTRY}/${LOCAL_REPOSITORY}:${OCP_RELEASE}-
${ARCHITECTURE}"

BF

EBRMIEBIERE T B85 OpenShift Container Platform i, &
MR EARPIRINRERR,

B AER R BB MR8 LT IX NI,

5. M FEAREREFEFNEMBIINER, S1TUTHS :

I $ openshift-install

8.6. TT T FFE My FAE By CLUSTER SAMPLES OPERATOR
ERTFEZEIAES, EREEHBHITINMS R REE Cluster Samples Operator, TR IZAE
FLLTER :

8.6.1. BN %5 %&MY Cluster Samples Operator

ERE T2, OpenShift Container Platform 7 openshift-cluster-samples-operator #p 45 22 [ /1 il &
—1 4%} imagestreamtag-to-image FIEC &R 5T,

imagestreamtag-to-image B2 EM S D 2B NMEERITENEE (BEREGR)

BB data FERPENFZ BRI <image_stream_name>_<image_stream_tag_name>,
TEBT FFE$#EH) OpenShift Container Platform Z#&%i4#27#, Cluster Samples Operator R S#RIZE
Removed, MREFENH Managed, ©aR& =M,

A=

TE P25 BRI SR FF I AR AR 8 A R T R R Bl e 2817 (Rl BR 55, HELERBIARSS &

& : Github., Maven Central, npm. RubyGems. PyPiZf, XA REEBEHITHNMSE
¥, ik Cluster Samples Operator X REEW i M B 1 TFF B RIARSS .

FERALTRIRRERE mirror FFLEFEGKR FHERS

e 7E Cluster Samples Operator #%i% &5 Removed i, &TTLLGIREKM registry, SURERE
RV I A SRR registry,

o (HAMTHVECERRIHE NIE M REIRIEEH R registry BIRHA,

18



%5 8 & {#1fl OC ADM 5 N EN L ER S Hi&

o [LEREBRMEMBEGTAINE Cluster Samples Operator EZE X & # skippedlmagestreams
FlZRA,

® ¥ Cluster Samples Operator BRiE X R samplesRegistry % i& N B KM registry,

e SR[E, ¥ Cluster Samples Operator % & Managed & & E B IRAFEIERT.

8.7. & F T #8955 85#J OPERATOR B3¢

&I LAfEFH oc adm catalog mirror 63 {S£LIE 1R (#tHY B x5 B % Y B 5kH Operator AR KR B 2R
& registry 1, BT registry I HF Docker v2-2, X F2RMLEHIIERE, b registry AILLREEE
455 R AN R B registry, H07E 32 PRMZSERF 2451 12 FH O BRI IR registry.

BF

e OpenShift Hifk registry NEEREBE T registry, RN ERIRE BRI GZRIHEE,
ERGIRPREEXINEEX,

e iZ1T oc adm catalog mirror FTEER S H LA T 4% : error: unable to retrieve
source image, UHRFEE|TIFENBR registry PARBEFENSEKNSI BN, &
REWHE IR, HERBITRRKFEEIENSGIA, LMENSTXEHEEA P EARA
R TRINOANEEER. FHIENERAR, EALUER --skip-missing 1£715%
IR F R T EHFESRIRS, WEBEZER, 155 Service Mesh Operator Hiff
KM,

oc adm catalog mirror fp5iA = BENFERE T RZHIEENRSHE (TILRLIBRHEMNERSIFHIGLE
MECHE T B RBIHEGR) BEE B registry, RE, BALEREGNZRIIEKRUBR—IBR
&, 1T Operator Lifecycle Manager (OLM) f$45%%& B k0% E OpenShift Container Platform 5&%,

Hith BHR

o TERTFFEEAIIME AR Operator Lifecycle Manager,

8.7.1. Fo R M
5 EnI S B — S M Operator B REBLUTRREMS ¢
o SXHMLEVIRIRREIA T/Fh
e podman 1.9.3 HEFhRA,
o MRZFFIEH prune —PIFHE R, BOURFMIME&ERD Operator, HSFILUTERSD
o %% opm CLI
o BIFULIEE T XHHBKHERE

o MREBHFABIRENB R, BEEATME RN IFHFIZITUTRS, UES
registry.redhat.io # 1T B {R5KIE

I $ podman login registry.redhat.io

o f[A%#F Docker v22 BYEER registry,
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o EEi& registry £, REMEAWNEMEFE S n & 2R A K EZE B IRM Operator AR, #lg0, &
LLAIE— olm-mirror T2fiE%,

o MNREBIER registry TRV M EHM, BN TUEEBIEER B ML R REIB T/
ﬁﬁo

o MRIBEEFERFA registry, SIE registry.redhat.io, i%1¥ REG_CREDS IMEZE8IXE N
registry RIERXXHEEE, LMEERSSHEHHEA, Fa, *FF podman CLI:

I $ REG_CREDS=${XDG_RUNTIME_DIR}/containers/auth.json

8.7.2. IRIVM R B KRR

oc adm catalog mirror S8 S IRENEB RGNS, MERBEMENEE, SSNRIANTHRERE
B, RERBINNERSIFEURRSIFEAGFHMBEHEERNEHEE (mirror) ERBIEE registry.

A, NRIEBHVFER registry ML T 22 FFERMNEN L, SNERFIEHEN airgapped ENL L, EATLL
HAENARRGREATRINT, FNHBEFEENINMEFR, RENREMNTERIRE registry,
8.7.2.1. [ H XARHIREIR — M4 LM registry

INRIBHVER R registry SEBSEE ML R RFIN TEMAMA T E—NMEH, HEEMTERS EHITUT
B

it 3

1. INRIEMBIR reqgistry BEFHREIE, BT T@EERE registry:

I $ podman login <mirror_registry>
2. BT TS, SRBRINFHFSREER registry:

$ oc adm catalog mirror \
<index_image> \ﬂ
<mirror_registry>:<port>[/<repository>] \ 9
[-a ${REG_CREDS}]\ @)
[--insecure] \ ﬂ
[--index-filter-by-os="<platform>/<arch>"] \ 9
[--manifests-only]

EEEERKRNE RNRSIHR,

®9

EE BT Operator ARHRIKEIB BT registry IE2REEL & (FQDN), #14& registry
<repository> FILLE registry LRI FEES R ZEH, N RFMEPFHR, 20
olm-mirror, MREFGEIRRPIKENMENEMEE, F0EZEBTFRINE £ R TEIR AR
F, NREFRFEREELMIEFMERT, HEKLITHH <repository> &, 40

<mirror_registry>:<port>,

9 Ak NRFE, BT registry RIUEXHHIMIE, registry.redhat.io T
{REG_CREDS},

Q AL MRIEFRIE N BIF reqgistry BLESE, 1550 —-insecure Tr&.,
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a Ak EESANDAAT AN, IBERSIFRERNTEAIEN, HRIEHEEHH
'<platform>/<archs>[/<variant>]'. XAERFFHESI5|AHER. BWREN linux/amd64,
linux/ppc64le, linux/s390x, linux/arm64.

6 A% - RERGIEFIRIGEE, MALPRIFRGRNERRE registry, X METU 1 EHlLE
FHEEG (mirror) FEER, MRERFE—NBITHEHSD, T BREFIRHFITIER.
RE, EALUERTA oc image mirror 343 H) mapping.txt 4R IE LUS RIS AR IRIE
WHHRRIIZR, WIRERTME K5 AR ITEIOEE R R,

i th o Bl

src image has index label for database path: /database/index.db
using database path mapping: /database/index.db:/tmp/153048078

wrote database to /tmp/153048078 ﬂ

wrote mirroring manifests to manifests-redhat-operator-index-1614211642 g

Q BSERBIEN index.db BB ZEM B .
9 LR E KA manifests B k&R, ZBRIERLTRHEEI A,

Red Hat Quay A X iR E T E, ALk, iZ17 oc adm catalog mirror G B &
K, FER 401 REBEIES IR, FRIRN AR R, EHLIEIZ1T oc adm
catalog mirror <5 --max-components=2 Lk ZRIREFHEZEN
B, BXIIENFRARNELFER, ESH Unauthorized error thrown
while using catalog mirror command with Quay registry,

8.7.2.2. F B kN A& E! airgapped registry
INRIBHVEFAR reqgistry L TR 2B EEMEN L, X airgapped EHl L, EHITLL TR,

AR
L EENITRZTU TS, BREMSVRIRGABHEEKEI AR -

$ oc adm catalog mirror \
<index_image> \ﬂ
file:///locallindex \ @)
-a ${REG_CREDS} \ @)
--insecure \
--index-filter-by-os='<platform>/<arch>"' 6

EEEERGRNE RNRSIH R,
5

BRI SR T hIER B HRRE,

NREE, BT registry BIEXHRAIE,

- e~
B

o

E
1 -
1

NRIEARIEHBIT registry BEBEEE, 157NN ~-insecure i1,
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122

Ak EESANLERATRN, BERBIRGNITEMEN, RIREEREN
'<platforms/<archs>[/<variant>]'. XAERFFHESI5|AHER. BREN linux/amd64,

i th o Bl

info: Mirroring completed in 5.93s (5.915MB/s)
wrote mirroring manifests to manifests-my-index-1614985528 0

To upload local images to a registry, run:

oc adm catalog mirror file://local/index/myrepo/my-index:vl REGISTRY/REPOSITORY g

ﬂ 10K E KA manifests Bk &R, ZBRIERLTRHPEEI A,
9 IEARIB IR MM R EGRT B file:/ BB, XMBRREFESEhigs| A,

e 2L E TP O v2/ B3,

R v BEREHBIE BN
- DERMHIBRAZ AT B EL B0 B b % BB EAR A BT U7 (M) ik registry BYEHL

. WRIEBIERIR registry FEF MWL, BEMFERIIMEPIEN LZTUTHSUERE

registry :

I $ podman login <mirror_registry>

. NEE v2/ BERMRBRIZITUTRS, NHREMAEISIE EEBIR registry :

$ oc adm catalog mirror \
file://local/index/<repository>/<index_image>:<tag> \ 0
<mirror_registry>:<port>[/<repository>] \ g
-a ${REG_CREDS} \ @)
--insecure \
--index-filter-by-os="'<platform>/<arch>"' 6

HEE L —an it P file/ BRE.

®9

EE B Operator AARHRIKEIB BT registry IE2REL & (FQDN), #5144 registry
<repository> FILLE registry LRI EFEES R ZEH, N RFMEPRHR, 0
olm-mirror, MREF G RRPIKENIMENEMEE, F0EZEBTFRINE £ R TEIR G
F, MNREFRFERELMIEFMERT, EEELITHH <repository> &, 40

<mirror_registry>:<port>,

Ak NRFBE, 8T registry FIEXHMIAIE,

Ak MNRIEARIE N BFF registry BREE{E, 150 --insecure F17&.
ik EESNEARARAN, BERSIHKNFESMEN, HERBEEN

'<platform>/<archs>[/<variant>]'. XAERFFHESI5|AHER. BREN linux/amd64,
linux/ppc64le, linux/s390x, linux/arm64, 1 .*
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Red Hat Quay "X iR EE, ALk, iZ17 oc adm catalog mirror Gp B &

W, FE7R 401 REBAGE IR, ERIERAERAZR, ErILIEIZ1T oc adm catalog
mirror €5 5 {EF --max-components=2 £ K2 RHREFEENOIE, BXI
LR A RMELIER, ES M Unauthorized error thrown while using catalog
mirror command with Quay registry,

6. B RiZ1T oc adm catalog mirror 6845, FERAFGIRMREIGREENER, URLE—FHEANR
— 55 1& registry BFR

$ oc adm catalog mirror \
<mirror_registry>:<port>/<index_image> \
<mirror_registry>:<port>[/<repository>] \
--manifests-only \0
[-a ${REG_CREDS]}] \
[--insecure]

ﬂ > BT E --manifests-only i17&, UMEZGSTASBREFAERIEHNANR,

BF

X—$BhERN, BN E—$FhERM imageContentSourcePolicy.yaml 3 {4
B IRBR ST AT M A R R B N ERNRR OB, MRAXEM, KEBENS
= h {3 ImageContentSourcePolicy i it & S B IR,

ERBEXRE, BB EHTEFNERT Y, AEBHRERTNG, BUIEELLRERN
manifests B %3 0/% ImageContentSourcePolicy #I CatalogSource X5, TEXLEXTRFEEM
OperatorHub &% Operator,

8.7.3. EFHIE L
¥ Operator B XABRFIRENER registry 7, SELFIERPERE LB R,
MBI ARBEERBIE— ML LM registry, NBREHRAUTER :

I manifests-<index_image_name>-<random_number>
MREE L - AR TR BT E R EN LM registry, NBFXEMEAUTER :

I manifests-index/<repository>/<index_image_name>-<random_number>

SFHREREMERLLLEPEKEIA,

manifests BSRBEUT XM, EFHN—EXHAIREEA—TER :

e catalogSource.yaml 3X {42 CatalogSource W RIIEARE U, STILEFTRBIHGHEITETREM
MXRTHIE, WXHRIREER, sufFTHERAESCRESRRBEFRNE FR,

123


https://access.redhat.com/solutions/5440741

OpenShift Container Platform 4.19 B FFEE9EA 5

BF

NBFABEREI A, EMIEH catalogSource .yaml 3244, M
metadata.name FEE A HREMR AT (NFR. ENl, BB RE, &

KM FH E7R "invalid resource name” %,

e AR Y ImageContentSourcePolicy *f&H) imageContentSourcePolicy.yaml, &= LS TS
RBCE NTE Operator ;&5 B HRFEMEMR (image) BIRAFIELR (mirror) B registry [T,

INRITHEELE A ImageContentSourcePolicy & R KR BF i EHEE, NIRAE
23 pull secret TR registry, EABEIELIR A ARI0 pull secret,

e mapping.txt X4, FEFIERBERGESER, FEEIIRFE B registry, 35 oc image
mirror (8 S RA, TRAFHA—FTBEELHEE (miror) BEE.

BF

INRIBEH KSR EA --manifests-only 57, FH&ZEF—F HBREREEKIN
HaFE, B2 OpenShift Container Platform 4.7 XY AR BOFR R 4 155 HA%
= B RS RE A X EHW mapping.txt X4 FHFE A oc image mirror 5 EIE

o

8.7.4. ZEFHEX
HEEGERE, B HTERNE RIS, TEBRERNERE, ENTHEE RN

manifests B &3 /% ImageContentSourcePolicy 1 CatalogSource X%, XN REEBE TS A
M OperatorHub %%& Operator,

Heth BHR
o MIEERH Operator BXIEFE OperatorHub

o ST IEE T XXM B K&K

8.8. F4H IR
o ERTEZIRMLLHEFHIEMERN EREERE, W0 VMware vSphere, ##18% Amazon Web

Services,

8.9. Hih HTiR
o FEXR{EF must-gather WEBEZER, 1ESHHINER XFFEINEREUE,
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B 9 F EMITEENIME R RIS

59 B EMT M EEINIMEPRRERE
2B LAFEMR FF FEREBYER S 2258 OpenShift Container Platform %8¢, MRS AEMERIRE %R

EZer, XaEERTESHKEIEERS (40 Amazon Web Services (AWS)) _E%%% OpenShift
Container Platform,

BUR /N8R T M R MR p R R R B XA %,
ETRERPFEFERRESHNEMER, FHVAEXENBNEB2PETHEMBRE,

flgn, MRETTRERRERERF B SHEMBRIIE AWS EREER, HSMECE AWS ik
FRIERTE AWS R R 8

-

91 HAETRENZEREFREEH
ETRESEAEAETRENRERFENREENTEhREENNES, HEEUTIE :
o THMFEBMRENIE

o FRETRENZEEZERFRLE OpenShift Container Platform 5£8%

9.2. 7£ AMAZON WEB SERVICES %358

EIEMTFFEIEMIEAE R TE Amazon Web Services (AWS) E&REE5EERE, ESHUTEHE -
o RERFESNWEMEN : ERRAKFIE AWS b ER
o FFEBANEMEN : EHERPBENZRMLS I ANS FREER

9.3. 7£ MICROSOFT AZURE L% 5458

EEMFIEZENIMERIE Microsoft Azure L REEHMNELZER, ESHUTHE
o LRRIEFEFIEMEEN : EZIRMLEHTE Azure LRI ER
o FAFEFHEMEN T ERFESHNZRMAE R Azure LRELER

9.4. £ GOOGLE CLOUD %58
B FHEEMIMEARTE Google Cloud ERELLERE, BHSHUTHE !
o LRIEFEFIIEMEEN : EZIRMLEHTE Google Cloud E&R&EERF
o RAFEFEMIEN  EHF AR BEFNZIRMLHH Google Cloud L R24&5E

9.5. 7 IBM CLOUD L2 3E& 2
EEMTEENIMERTE IBM Cloud® EREEFHMNELZER, ESHUTEHE

o TEZIRMLEAAY IBM Cloud &3t &7t
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9.6. 1£ NUTANIX L Zat &2t
BEMFFEEMNIAER THRBE S HEXTE Nutanix EREEBHNER, HFSHUTEHE

o TEZRMLEABY Nutanix R EEERE

9.7. WRRIER
SEMTEENT RN RERIERNES R, WSHUTSE
o EBMMATHREM B EIIBHER

9.8.7£ IBM Z (R) = IBM (R) LINUXONE L%t &8¢
BIEMTFFEERIIMERTE IBM Z° 5 IBM® LinuxONE LR %EERE, ESIUTHE
o TEZRMZSAH B IBM Z # IBM LinuxONE A& z/VM REEEE
o TEZRMLSAH IBM Z #1 IBM LinuxONE _EfEF RHEL KVM ZaE 52

o TEZIRMLEAE IBM Z #1 IBM LinuxONE B LPAR E&R&ZEER

9.9. £ IBM POWER | Z23t &8+
EIEMFEEMIAERTE IBM Power T REEHNEZER, ESHUTEHE

o TEZIEMLSHR IBM Power &2 &R

9.10. £ OPENSTACK L Zrit &2t

BIERTFFEEMIAE R 7E Red Hat OpenStack Platform (RHOSP) L REEBMELZER, HSHUTS
TR

o EZ[RMILEHHY OpenStack L2 &R

9.11. £ VSPHERE 23L& 8t

BEH FFEBERIIFEE A 7E VMware vSphere FREEBIWES(ES, WEHNTSE
o RIRRFE AL | EZIRMLDTE vSphere LR R
o FIFEHMERMLEN  EHERSBENSRMNS B vSphere 22 ERY
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510 3= M EEMNIAE RS OPERATOR LIFECYCLE MANAGER,

2510 Z 7T EERIMEF{FEFH OPERATOR LIFECYCLE

MANAGER,
X FIERT T IEEEHIEAE R BT OpenShift Container Platform 582%, Operator Lifecycle Manager (OLM)
INTEE VS A E B 1EILH2 registry EHIZIIEIR LAY OperatorHub I8, R XL ii2REE B E B ME
%,
B2, EFHERTIEN, MREE—NETE2EHMRINITIE, TR LULEREIER T EEIAE S
@ OLM, T{FihEEEL U ERMEHEULIE OperatorHub B, AT HESLZRMAMEG, F
A B HEE B ERAR registrys,

Btk registry T MU FEZ TN £, SRFEEEIENTFHMTFFERENER, HE -T2 ik
B airgapped EHl, XHFEABNN SRR EGRA TS BT EZBEIMER,

AIErE T T ERT TR IME S A OLM FR B RYIRAR ¢
e Jj OLM EAEINILFZ OperatorHub i,
o FAATEEIKMUIFINTIFLLROIZHFHIE OperatorHub BRI AR EIBHR registry,
o I OLM EZi& N MERIE registry EHIARHETM A B RINNZIZ R LM EE Operator,

ERTFFEZERIME RS A OLM 5, e LAGREL (A A 2R HIH TR A TE A T HThR A B Operator IR
FAR#h OperatorHub JRE#,

BF

AR OLM I LAM A HEER Operator, 1B Operator ERT I EEHIIME R K INEIT
{BEURTF Operator AEH BT &M :

e 7E ClusterServiceVersion (CSV) X5 H relatedimagesS## 5l KB HE X
TR, =X Operator HTH ATRE R EME MM AR IR,

o EIIHE (SHA) MARIERSI AR EIEENE K.

B ORI AL T ERETE, £ Red Hat Ecosystem Catalog E#SRE4 LURERZ 7L
B FFE R 2 1THVZLME Operator %13 :

Esyit] AR ARR
BEAE Operator

LRl ZR % W T
Rt

HithBR

o ZTHE1RMHHY Operator B3x

10.1. o R &4

o LIEF cluster-admin I RHIFE 7 &1 &% OpenShift Container Platform 525,
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https://catalog.redhat.com/software/search?p=1&deployed_as=Operator&type=Containerized application&badges_and_features=Disconnected
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o HIRIETE IBM Z° MM FHEERIMEREERE OLM, M ED NWRE registry BB X 2OE 12 GB
HIFENEZE (A,
10.2. ZHEi\# OPERATORHUB B &R
£ OpenShift Container Platform &4t 2/, EAIAN OperatorHub Bt & BZLIE A4t X107 B 1R RIR A

A operator Bk, TEZRMBIMER, BILIEHEENSHERRINESR. ARG, EaILE
OperatorHub EZi& M A E KR,

Y

e @jJ7E OperatorHub X R H 710 disableAllDefaultSources: true 3 ZFH 201\ B RHIRE -

$ oc patch OperatorHub cluster --type json \
-p '[{"op": "add", "path": "/spec/disableAllDefaultSources", "value": true}]'

R

HE, EALUER Web #HIAEE BRI, £ Administration » Cluster Settings —» Configuration —»
OperatorHub TIEA, = Sources LI, MAILAEEAAIE. B, MR, ZEE R LRI,

10.3. % OPERATOR B k1T & (MIRROR)

BREMFE IR —EME AR Operator B XML, HSH Hifk Operator B>k LU T FHE %
E¥O

BF

M OpenShift Container Platform 4.11 718, BRIARYZLIEIR B9 Operator BsrR AR F X4
BB FEX A, @id LUTER SQLite BB ER R LM 4.0, AT OpenShift
Container Platform 4.6 FIZRIAZLIEIR LAY Operator B %,

5 SQLite BIEEMXERD opm Fah, IREHZIEEEHRFR, FHRELUGHIRAHM
PR ThEED#ZFF, BWATEAEFAMN SQLite BIEZEBINE X,

7% opm Fean S FIIREER AT SQLite #HIEZFEHE, 40 opm index prune, i 1TEHEA
EFNHHBERIER. BXEAETXHHNERMNESZER, ESMH Operator Framework
Tags, EBaE XX, URFEA oc-mirror i v2 NEFFFEERRE mirror 5% .

10.4. EEEFHRME FIR

5 B KIRANIE] OpenShift Container Platform 52 8] N F 7 Z AN %%k Operator, SEEFE I H A LAY
£ —1 CatalogSource %/ §K5|FA%R5|%i&. OperatorHub f# B XIRFIEF A R@E.

R
HE, EALUER Web #HIAEEE R, 7£ Administration — Cluster Settings —» Configuration —»
OperatorHub TIHEH, s Sources LTI, EAILMEEPAIR, FH. MR, ZEFS A LRI,
FeREM

o (UEBRFHEETRBIEIRE registry,
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510 3= M EEMNIAE RS OPERATOR LIFECYCLE MANAGER,

e LAMEREA cluster-admin & &R i 0] £,

. fij— CatalogSource *f &&5| AR5k, MREMA oc adm catalog mirror 63 5% B 3k
BRI BT registry, ERILAMER manifests B 5 4E KB catalogSource.yaml STE4ENE =,

a. RIBEHHRELRLULTHRE, FHEEHERFN catalogSource.yaml 34 :

apiVersion: operators.coreos.com/vialphai
kind: CatalogSource
metadata:

name: my-operator-catalog ﬂ

namespace: openshift-marketplace 9
spec:

sourceType: grpc

grpcPodConfig:

securityContextConfig: <security_mode> 6

image: <registry>/<namespace>/redhat-operator-index:v4.19 ﬂ
displayName: My Operator Catalog

publisher: <publisher_name>
updateStrategy:

registryPoll:
interval: 30m

ﬂ INRIEIE LML R reqgistry BIFARTHEEI AR, 75 M metadata.name F & il iR
EARFBT()ZERF, LUBGRIECIERN RETH IR "invalid resource name” 515,

Q MREHEERFENFIAEMAEEFNAF£BAA, F18%E openshift-marketplace
R E, BN, EALEE — N TR B2 E S B x#TEREH RNiZm A%
[F] =T A
9 157 legacy =X restricted HI(E, MREH LB LFER, NEINEN legacy, ELLEHY
OpenShift Container Platform ZThRAA, it XIEKIAEN restricted,
p= =

INREH B & TTEEF restricted T RIZ1T, BIEF I FERSE
7 legacy,

Q EERBIHR, MREAFREKBMGEEETIRE, 10:v4.19, NBXIR Pod RfEMAHK
pull 5B Always, XFEIRE pod IAEE DI BSRBTHIEH K. MREEETHE, 40
@sha256:<id>, NIFHRIIENEEE 7 IfNotPresent, XEIRE (NIE T R L R FTEMIEE R
i RIELE R

a EBE L B SRR & TR,

© ERRTUBDREIRALURIE BHT

b. fHFIZ {4 {E CatalogSource X :

I $ oc apply -f catalogSource.yaml
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2. FAERINEIELTHIR.

a. &% pod:

I $ oc get pods -n openshift-marketplace

it Bl
NAME READY STATUS RESTARTS AGE
my-operator-catalog-6njx6 1/1 Running 0 28s

marketplace-operator-d9f549946-96sgr 1/1  Running 0 26h

b. EBEFIR :

I $ oc get catalogsource -n openshift-marketplace

i Bl
NAME DISPLAY TYPE PUBLISHER AGE
my-operator-catalog My Operator Catalog grpc 5s

c. RERHEFHR

I $ oc get packagemanifest -n openshift-marketplace

i Bl
NAME CATALOG AGE
jaeger-product My Operator Catalog 93s

ITE, &R LATE OpenShift Container Platform Web 24 fif 1T OperatorHub %2%& Operator,

Hith 5R
e MZFAF registry i/j[7] Operator BIHi{&
o HE B RRIHEGRER
o HHMRHIEN (pull) REX

10.5. 5424 1%

o FHTZEEH Operator
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B N & ERT AR TSR A

BN E EMT T EERRINMNE R RS

N1 R FEMFEENIME R R
T FF S B BT S R BT AR B B A SR E TR IR & T, AT ERsitam B

B, RTNEHBR (mirror) OpenShift Container Platform £5f&. & OpenShift Update Service, FF
ERTF RIS R TR E .

11.1.1. %1% OpenShift Container Platform #i{%

EEMTEENIMNERREHER, THEHIMEWIIENTNER BIirEFIF R RGN KRG G
registry, —MRIIHIRZRFHIR registry BLUNBTFFIEZEBIRMLE R Z NERHEE mirror W&, LUTI
R T MR R R BB T E R R R RO TE 8014 B -

o 5E{& OpenShift Container Platform £{&

1.1.2. FEMT S BRI MR R AT SR AT SRR
ISR LAME R LTS3 2 — B #2589 OpenShift Container Platform 2% :

e {#FH OpenShift Update Service FERMTFFiE B EME R B RS

e 1E3%7% OpenShift Update Service HIlT TIN5 B HT 5 BE

11.1.3. MEEEH 1R OpenShift Update Service
IR LUE LU T 5 R MEEE R EIE OpenShift Update Service (OSUS) BIARMEIA :

o MEE DR OpenShift Update Service

11.2. #%{& OPENSHIFT CONTAINER PLATFORM %1%

BB R GREREIGR registry B, RETREIRMNSINZHERRE., TLATLUEEZNINE
{58 R LR AR SRR AR SR BF RS 4TI R B AL X A ER R B R HI B L R R 2R AR

cak

% ;
IRBYRIR registry IR AIE R B2 1T EE 1T,

LUF 5 BRBER 7 a0 S 5 R AR B SR registry BIm A THER -
1. ERATRRFMHEELITHREMWAE X & ERE OpenShift CLI (oc).
2. F#iregistry pull secret, FHRERIMBIEREH,
3. BIF{ERA oc-mirror OpenShift CLI (oc)i&EH :
a. ERATFTRBEMMEELITHROMBILEHRE oc-mirror fHF.

b. iEH UGG EREXY, UEEREEHRGNATEEN A, ERILIRERE LR
B, DESEHHERIE R,

c. MEIRAITHEERETIRIFER registry SHABIIN G, AREHURBIHER registry,
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d. ERBEELUERM oc-mirror &4 R HR.
e. RBEFESEG XS ELUBEHRTHIFEMR registry,
4. WNRMEMA oc adm release mirror 5 :
a. REINRZE, NN FERIIMNEUREER R LTHER,
b. FEMAITHRGEREFREFR registry HABINT, RETRBIGE registry,
c. BREFESESXESHEUBEHRTHIFEIMR registry,
5 {&F oc adm release mirror é3 5 #8LE, oc-mirror FEHFEB LU TR ¢
o THLUURGBRHEEUNANAE,
o TEEREGTRE, WTLAERMMEL registry RBIEE R,
e oc-mirror FEMHRA T —FBEEIM Quay BRIR R THRAB RN AE, FAEMFERENINEH
iZ{TH) OpenShift Update Service 148 &ETHIE B EIBH %K.
11.2.1. £/ oc-mirror FHH R TR

I&ATLAE A oc-mirror OpenShift CLI (o¢)3f 4 1E ST 2 =k ER 40 B FFE RO IAME A S R IR BRAR B R
registry, R%IIMER BB MIEZERNRLIZIT oc-mirror, LUMEME HLLIE registry  FE AR B,

MFBETRELIFMER, HSHER oc-mirror i v2 NI E R RETREE o

11.2.2. {f/H oc adm release mirror 485 mirror 5%

& LUE A oc adm release mirror 63 5 S5 R R EIEHIH R registry.

1.2.2.1. FoR &

o RWNIIEFEE OpenShift Container Platform £28¥HIAIE (40 Red Hat Quay) RAE—/1XH
Docker v2-2 BB 2R registry,
=1
INR{FF Red Hat Quay, MIWTE oc-mirror A {FEFE 3.6 HE = ARABIAR
A, MNRIEE Red Hat Quay 1Fl, 1HSHHE XEBE Red Hat Quay LL T R LE

UEBYCHY, A Quay Operator, IIREF BRI BIRIEFE I = E
registry, IEERBRBIHHENRSILLIEZ R,

INRIEZBE BRI reqgistry WIIERGZE, Il OpenShift Container Platform 1T [{ A EIE T
mirror registry for Red Hat OpenShift , mirror registry for Red Hat OpenShift @ — NN AR 25
registry, & FAF7ERTFFEZEREMER mirror OpenShift Container Platform B 2351&.

1.2.2.2. HEFIBBEHREN
HATHGR LS BRI, WIUEEENUSERNSFHFEHEER TR AE,

11.2.2.2.1. &% OpenShift CLI

132


https://docs.docker.com/registry/spec/manifest-v2-2
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&R A% %% OpenShift CLI(oc)EERAMSITRME S OpenShift Container Platform #H 1T B, f&rLTE
Linux. Windows 2k macOS _E%% oc,

HE
INRZLET IBMRAR oc, NIARETA(HE A OpenShift Container Platform FRBIFR A 4,

TEHHAREHRARN oc, MRBAMFEEFIMEHEIRER, HLETEANIM oc
ARAS

11.2.2.2.1.1. 7£ Linux £ %% OpenShift CLI

EA LR R LU RAZTE Linux %% OpenShift CLI(oc) = il 3 {4,

ik
1. FHARILINERE T B £ B Download OpenShift Container Platform T,

2. M Product Variant 7l fr i #4232

3. M Version IR AR i%E#EE HEIRR A,

4. = OpenShift v4.19 Linux Clients 5 B 358 Download Now 3E{RTF X4,
5. REER

I $ tar xvf <file>

6. 1 oc —iiHIS 4 KEl PATH B b,
ZHEEH PATH, HHATU TSRS -

I $ echo $PATH

o % OpenShift CLI &, ALUEMR oc 4%

I $ oc <command>

11.2.2.2.1.2. £ Windows £ %% OpenShift CLI

IRAT LURBBLL T RAZAE Windows £& % OpenShift CLI(oc) i il 3 4,

ik
1. FHABLINER T B £ B Download OpenShift Container Platform T,

2. M Version 55 AR IEHEEE HHIhR AR,
3. | OpenShift v4.19 Windows Client 5t B 358 Download Now R{RF XX 4.

4. {FH ZIP 2Rk FH,
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5. % oc ZitHIXH%E] PATH B9 E X,
EEFEWN PATH, HHAGSRTHHTUT SRS :

I C:\> path
o L% OpenShift CLI &, ®TLUMEF oc 4 :

I C:\> oc <command>
11.2.2.2.1.3. 7£ macOS &% OpenShift CLI
BRI LURBBLLTRAZLE macOS £ &% OpenShift CLI(oc) i il 34,

AR

1. FHAELNERE T MG EB Download OpenShift Container Platform T,
2. M RRAE THIFIFR A LS LBIR A,

3. | OpenShift v4.19 macOS Clients 55 B 35#) Download Now R{RF 3 {4,

=
A %FF macOS arm64, H % OpenShift v4.19 macOS arm64 Client5k H.

4. FREMMBERFH.

5. % oc ZiHHIXHRE PATH 9B K,
ZEHEHEH PATH, IHITHFRRHADITUT RS

I $ echo $PATH

o (FF oc MERMILRE :

I $ oc <command>

Hth

=

i
o ZLEMEMA CLIiEH

1.2.2.2.2. EBE RN Bes G TR G EIL

DIEBERHUR registry FIEXMH, AEEIFHARMELIE mirror IR, ELREEN LTHRUATEE,
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B N = ER IR R R

DIk

==
[=]

REEHIN A EFER MR registry BIESXEVED pull secret, WMRERKLERFIZ
Hib e, ERPHMENSRESNERRR registry B AR,

SeRFMH
o REMHIR registry FEEE N TEMFEZERIMEHERA,
o BEHR registry FIRR T BHR CERAIE, LUNBHREERBER(miron) BIXMIE,
o MEH T —NEMR registry 1K/, RVFRBHERLARIZHEERCE,

o W& registry B EAUR,

1. M Red Hat OpenShift Cluster Manager F# registry.redhat.io pull secret,

2. BT T4, LLJSON R A pull secret BIA :
I $ cat ./pull-secret | jq . > <path>/<pull_secret_file_in_json>

8 EEIFNE pull secret BB R ZRE, MUREQIERN JSON XHEHHEAT,

pull secret <l

{

"auths": {
"cloud.openshift.com”: {
"auth": "b3BlbnNo...",
"email": "you@example.com"

}

"quay.io": {

"auth": "b3BlbnNo...",

"email": "you@example.com"

b

"registry.connect.redhat.com": {
"auth": "NTE3Njg5N;...",
"email": "you@example.com"

}

registry.redhat.io”: {
"auth": "NTE3Njg5N;...",
"email": "you@example.com"
}
}
}

1. Al : ANREA oc-mirror i, 1B XEREH ~/.docker/config.json =X
$XDG_RUNTIME_DIR/containers/auth.json,
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o INE .docker = $XDG_RUNTIME_DIR/containers B X~ F7E, iEHMIALL T ér5 %0
&

I $ mkdir -p <directory_name>

Hrh <directory_name> 2 ~/.docker =% $XDG_RUNTIME_DIR/containers,
o MIALLTMER pull secret EFIZEIELME P -

I $ cp <path>/<pull_secret_file_in_json> <directory_name>/<auth_file>

Hrh <directory_name> 2 ~/.docker =%
$XDG_RUNTIME_DIR/containers, <auth_file> Z config.json =% auth.json,

3. BITUUTGRS, NIBHER registry £ R base64 SR - QIR IDHSHE -
$ echo -n '<user_name>:<password>' | base64 -w0

#B1T <user_name> 1 <password> 15 7E registry B 7 & BHEH,
=1

I BGVibYk3ZHAtgXs=

4. YRt JSON SUF AR registry BIERS :

"auths": {
"<mirror_registry>": {
"auth": "<credentials>",
"email": "you@example.com"

}
}

e XfF <mirror_registry>, 187 registry 5%, LARIEHIERIR registry FSRIBER BRI BT i
A, 540 : registry.example.com =% registry.example.com:8443,

e X F <credentials> {E, 1518 mirror registry B base64 4wfid A P & &,

&M pull secret RHI

{

"auths": {
"registry.example.com™: {
"auth": "BGVtbYk3ZHAtgXs=",
"email": "you@example.com"
},
"cloud.openshift.com”: {
"auth": "b3BlbnNo...",
"email": "you@example.com

}

"quay.io": {
"auth": "b3BlbnNo...",
"email": "you@example.com

b
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"registry.connect.redhat.com™: {
"auth": "NTE3Njg5N;...",
"email": "you@example.com"

b

"registry.redhat.io": {

"auth": "NTE3Njg5N;...",
"email": "you@example.com"
}
}
}

11.2.2.3. 954k (images) mirror E|—~ mirror registry

BF

4 7 B OpenShift Update Service MARRF T ERNERE, BTG ATHRIGHEE £
WMEMEE, AT SRR,

FRFH
o REHR registry BEE NEZRMLZHER, HAUREEENIESFZIL

e {REM Red Hat OpenShift Cluster Manager F#; T pull secret , HEBW N EBEREEHENS
AETAllN

o MRMHEABZRZIET, BIEIEHFIEE Subject Alternative Name,

iy =

1. {8 Red Hat OpenShift Container Platform Upgrade Graph visualizer #1 update planner 11%IAM
—MNRAFHRENF — A, OpenShift Upgrade Graph 1I25E R, FHiER T MEABIAEN
LRIFNTIE SEBFhR A 2 1A B TR R

2. KEMBRIMELE :
a. FHAITIRAER :
I $ export OCP_RELEASE=<release_version>

%I F <release_version>, 1H1EE S5 H Y EIH) OpenShift Container Platform kRAXS N BT
%, 104.5.4,

b. S HAM registry BMFIENIHO :
I $ LOCAL_REGISTRY='<local_registry_host_name>:<local_registry_host_port>'

%I F <local_registry_host_name>, Ei5EHIGFHEEM registry 54 ; X F
<local_registry_host_port>, Ei5ERTRERNTNIRHO,

c. SFHAMEMEER :

I $ LOCAL_REPOSITORY='<local_repository_name>"'
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*]+ <local_repository_name>, 1HIEEZ At registry FREIEZERIT/ER/TH, W
ocp4/openshift4,

d. NR{EM OpenShift Update Service, S H— NN AMFHERT, FHISKITHR
% :

$
I LOCAL_RELEASE_IMAGES_REPOSITORY='<local_release_images_repository_name>'

%I F <local_release_images_repository _names, 55T EE registry RN GES
8, %0 ocp4/openshift4-release-images.

e. FHEEHITHREGNEMEZERT
I $ PRODUCT_REPO-="openshift-release-dev'
SFEFIMBRRA, WIIHEE openshift-release-dev.
f. 5 H registry pull secret B :

I $ LOCAL_SECRET_JSON='<path_to_pull_secret>'

%I F <path_to_pull_secret>, 1515 EE QBRI registry BY pull secret BO4EX BRFFISL
%4,

INRITHEELE A ImageContentSourcePolicy X R KR BF i EF &K, N
HEER2F pull secret AT & registry, EABEELIE H 7N pull secret,

ol

g FHEITRAG
I $ RELEASE_NAME="ocp-release"
SFEFIMERRA, ENITEE ocp-release.,

h. NIEESERES HHZRET
I $ ARCHITECTURE=<cluster_architecture> ﬂ

@ iEE%£RMR, 1 x86_64, aarch64, s390x, 7k ppc6ale.

i FHEEEGRE B RAEBE
I $ REMOVABLE_MEDIA_PATH=<path> 0

Q EERBRR, SIEFFBIEINT()FHF.

3 AEEHGNGERMEESR

$ oc adm release mirror -a ${LOCAL_SECRET_JSON} --to-
dir=${REMOVABLE_MEDIA_PATH}/mirror
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I quay.io/${PRODUCT_REPO}/${RELEASE_NAME}:${OCP_RELEASE}-${ARCHITECTURE}
--dry-run

4. FHRABHRER (mirror) BIEHR registry.
o MRMEBIBHRENTEVIFIEEM, HHATATEHRREF
i RSO BUE R R B MRS
ii. JHERRFIE B R EERE A RB NI B X -
$ oc adm release mirror -a ${LOCAL_SECRET_JSON} --to-
dir=${REMOVABLE_MEDIA_PATH}/mirror

quay.io/${PRODUCT_REPO}/${RELEASE_NAME}:${OCP_RELEASE}-
${ARCHITECTURE}

% s
e HERERBEERATHEES R ERN FFRERER AN,

iii. G EERIZRMABIMNES, FEGHR L BAREER registry.
$ oc image mirror -a ${LOCAL_SECRET_JSON} --from-

dir=${REMOVABLE_MEDIA_PATH}/mirror
"file://openshift/release:${OCP_RELEASE}*"

${LOCAL_REGISTRY}/${LOCAL_REPOSITORY} )

@ /T REMOVABLE_MEDIA_PATH, a4/l 55 BHRINTEE MR — B fE,

iv. A oc S RITHRE(CLYERIEEANMER,
v. PG RTEREE R EMRS N AEEERNSE -

$ oc apply -f ${REMOVABLE_MEDIA_PATH}/mirror/config/<image_signature_file>

XfF <image_signature_file>, 15EXHHIEEZERIAT, {0 signature-sha256-
8115415¢03294534.yaml,

vi. SR {#EA OpenShift Update Service, HIFAZITHRIKFIRE HIRNFMEE
$ oc image mirror -a ${LOCAL_SECRET_JSON}
${LOCAL_REGISTRY}/${LOCAL_REPOSITORY}:${OCP_RELEASE}-
${ARCHITECTURE}

${LOCAL_REGISTRY}/${LOCAL_RELEASE_IMAGES_REPOSITORY}:${OCP_REL
EASE}-${ARCHITECTURE}

o MMRAMZEL reqgistry MNEELEERIREN, 1EPUTULTIRE -
i MATHRGEEERARM registry, FERUTHSNEBMRETN BEIEE

I $ oc adm release mirror -a ${LOCAL_SECRET_JSON} --
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from=quay.io/${PRODUCT_REPO}/${RELEASE_NAME}:${OCP_RELEASE}-
${ARCHITECTURE} \

--to=${LOCAL_REGISTRY}/${LOCAL_REPOSITORY} --apply-release-image-
signature

. RS E --apply-release-image-signature %7, TNENHFHKEELIIE
" O AL B R AT,

i. SNSRMEA OpenShift Update Service, B R ITHRREIKE HIMMFLEE
$ oc image mirror -a ${LOCAL_SECRET_JSON}
${LOCAL_REGISTRY}/${LOCAL_REPOSITORY}:${OCP_RELEASE}-
${ARCHITECTURE}

${LOCAL_REGISTRY}/${LOCAL_RELEASE_IMAGES_REPOSITORY}:${OCP_REL
EASE}-${ARCHITECTURE}

11.3. £ F§ OPENSHIFT UPDATE SERVICE 7l M IA B h BB 3 & %

ZIRE S EENEFRLMERGL, TRUERU TSRS ENIME R REMEE OpenShift
Update Service (OSUS)

LUR S BR8E 7 anfel 5E AR OSUS T R IR R BT R B¥ IR L TAER
1. BBEBX &R £ registry BI5A,
2. BIEBR%EE pull secret LU AIIEBIEK registry.
3. &% OSUS Operator,
4. -/ OpenShift Update Service |2 K iIEA R F iR,
5. & OSUS N ARRR, FHISEEESE HEAEIMEFRR OpenShift Update Service,

6. IMERBRR I, HUITXPHIRFNERT K,

11.3.1. FEBF FFE BRI EA R A F OpenShift Update Service

OpenShift Update Service (OSUS) & OpenShift Container Platform SEEHRILEHHEIN, LIBAFIEE
OpenShift Update Service, iEEBIMERIERATLUET N3 APHEZRNZIRS, URBHEI

B2, EFEBEIMERIERTTEITNIXLENH API ROEEHER. BEMTEEMNIMERIRESR
CIEHFEL, EULEMEE OpenShift Update Service, FEEEMFEEMIMESEHE,

AN OSUS SLHIBENS NI T B EEHRME N, B Bl replica (B, OSUS aTLUKIET BE cater BIE %
£, Hib, SFARZSHBFFEREMAG, —D OSUS EFIstEHE T, BN, 28 WEBEEMERRZ
17— OSUS L4,

MREFEARIMERARREFHREN, EILUAENIMEIZIT— OSUS 5261, Blan, aNREA HIRm
M T FINE, BUREAFEELTENMERE —NERRZBWTIRA A WEFHFEN (WRE&BENH
PR EOZARA)

UM AAT i =& — OSUS 61, FHHECE N WERREERZIL
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Hb iR
® X F OpenShift Update RS

o TREHIEMAITRA

N.3.2. ok &G

o MUMZRET octnHiTHE (CLI) IE,

o MFBERMBPPIMEPEG —DERHK registry, TERTFEFHNBEHE R, 1HS Mirroring
OpenShift Container Platform images.

11.3.3. &y OpenShift Update Service EZEX &£ registry B4 7]

IMRLZITHGESEHBE GEBMANIEZR HTTPS X509 IEHM registry A1, 1HFEM 15k
registry Ui [n|BCEASMEEFME BIFEK, LURNEHIRSHTUTES.

OpenShift Update Service Operator &E registry CA ik 45 R EZ B IR 515 & #5N updateservice-
registry,

BHIRSHER registry CA BR BB R HI

apiVersion: vi
kind: ConfigMap
metadata:
name: my-registry-ca
data:
updateservice-registry: | ﬂ

registry-with-port.example.com..5000: | 9
----- BEGIN CERTIFICATE-----

ﬂ OpenShift Update Service Operator EE registry CA ik I ER B MR 544 & FF updateservice-
registry,

Q INR registry #AWO, #0 registry-with-port.example.com:5000, : EE4# .. &,

1.3.4. B £/ 5&E pull secret
IRET LOB T B AT pull secret UM INETRY pull secret REFHEEEH LSS pull secret,

LIMBE— DB registry REHEREMAREAREZIRRFPFEADN registry B, 1HERXNSE,

FeREH
o RETLUFEAEZR cluster-admin A& i n & EE,

AR
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1 A - EfEETH pull secret MYANEITLA pull secret 1, TESERULTHIE :

a. HMIALL T84 T E pull secret :

$ oc get secret/pull-secret -n openshift-config --template="{{index .data
".dockerconfigjson" | base64decode}}’ > <pull_secret_location>

Q <pull_secret_locations : £ & F pull secret XHHIEE.

b. i ALLT 64 RARINE pull secret :

$ oc registry login --registry="<registry>" \
--auth-basic="<username>:<password>" \
--to=<pull_secret_location>

ﬂ <registry> : BEFH registry, EALUER— registry FEEL NG CE, Bl --
registry="<registry/my-namespace/my-repository>,

g <usernames:<passwords : & &% registry BIEIL,

9 <pull_secret_location> : @& % pull secret XHBIERE,

LA LA pull secret XHHATFSHEL,
2. WIALLT @S NENEBEEHRLE pull secret :

$ oc set data secret/pull-secret -n openshift-config \
--from-file=.dockerconfigjson=<pull_secret_location> ﬂ

Q <pull_secret_location> : &2 FI% pull secret XHBIRE,

ZEHRHE ERE TR, AREELENFE, BABRTEREXRN.

M OpenShift Container Platform 4.7.4 FF#&, X2 pull secret R B A
TREEHES,

11.3.5. 2% OpenShift Update Service Operator

FERH OpenShift Update Service, BT E S OpenShift Container Platform Web 2 #l& 3k CLI
Z2%& OpenShift Update Service Operator,

pa Y=
S FIERT SRR R RENER (B HETFEERSEEE) , Operator Lifecycle
Manager BRI\ TSE 1S RIFE B TEILAR registry LRIZIIEIRHEEY OperatorHub iR, E hixteix

BREEEEKMERE. IFESER, HESNEMFERENIMNEHRER Operator
Lifecycle Manager,

11.3.5.1. {FH Web £l A &% OpenShift Update Service Operator
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IRET LA A Web #2255 %% OpenShift Update Service Operator,

it

1. 7£ Web #%I& M, == Operators —» OperatorHub,

1£ Filter by keyword... FE&H#i A Update Service, LIERith#H Operator,

2. MTAETFH Operator 53R A% OpenShift Update Service, #A/E = Install,
a. EFE—1 BHHE.
b. ¥ R4,
c. 7E Installation Mode Fi%£#¥ A specific namespace on the clustet

d. 7 Installed Namespace i — M 22 [A], SIS HZFRIH 22 A openshift-update-
service,

e. EF— EHHLARES

e Automatic SRB&fL1F Operator Lifecycle Manager (OLM) 7EG R A= BT B 5B #H
Operator,

e Manual RIS E KERFEIE At Operator B,
f. = Install,

3. # A Operators — Installed Operators, %iIEREREE T OpenShift Update Service
Operator,

4. HafRr OpenShift Update Service FITEIEFAR & Z2 A A, Status 5 Succeeded,

11.3.5.2. {8 CLI %% OpenShift Update Service Operator

&EI LUER OpenShift CLI (oc) &% OpenShift Update Service Operator,

ik
1. &y OpenShift Update Service Operator G| 2[4 :

a. 7 OpenShift Update Service Operator il —“> Namespace X% YAML X4, 0
update-service-namespace.yaml :

apiVersion: vi
kind: Namespace
metadata:
name: openshift-update-service
annotations:
openshift.io/node-selector: ™"
labels:

openshift.io/cluster-monitoring: "true"
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Q # openshift.io/cluster-monitoring 7735 % & £ 1% 8 % 227 /5 A Operator-
recommended & i 12,

b. fllEenZEH :
I $ oc create -f <filename>.yaml
4N -

I $ oc create -f update-service-namespace.yaml

2. BT OB T X &R E %2 OpenShift Update Service Operator :

a. fllg&— OperatorGroup %/ & YAML 34, %0 update-service-operator-group.yaml :

apiVersion: operators.coreos.com/v1
kind: OperatorGroup
metadata:
name: update-service-operator-group
namespace: openshift-update-service
spec:
targetNamespaces:
- openshift-update-service

b. ] — OperatorGroup % :
I $ oc -n openshift-update-service create -f <filename>.yaml
flan :

I $ oc -n openshift-update-service create -f update-service-operator-group.yami

c. fiJ8— Subscription & YAML 34, %0 update-service-subscription.yaml :
AR

apiVersion: operators.coreos.com/vialphai
kind: Subscription
metadata:
name: update-service-subscription
namespace: openshift-update-service
spec:
channel: v1
installPlanApproval: "Automatic”
source: "redhat-operators” 0
sourceNamespace: "openshift-marketplace”
name: "cincinnati-operator"

ﬂ 15 E IR #t Operator WERIRH A, X FAEHBE L Operator Lifecycle
Manager (OLM) HY%EE¥, 357 redhat-operators. #13R OpenShift Container
Platform SRR EEMFEENIMED, EIEEEE Operator Lifecycle Manager
(OLM) F5f 8I/E /) CatalogSource ¥ REI& 7.
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d. fillE Subscription X% :
I $ oc create -f <filename>.yaml
4N -
I $ oc -n openshift-update-service create -f update-service-subscription.yaml

OpenShift Update Service Operator #Z % %! openshift-update-service fp & 22 [H], FHLL
openshift-update-service 4 22 8] 5 B r.,

3. JiF Operator &2 :

I $ oc -n openshift-update-service get clusterserviceversions

it Bl
NAME DISPLAY VERSION REPLACES PHASE
update-service-operator.v4.6.0 OpenShift Update Service 4.6.0 Succeeded

INRFIH T OpenShift Update Service Operator, NME&KIIERE, RASTESFIRAR,

Hih 5w

o TEdpRZE (A EEE Operator,

11.3.6. B3 OpenShift Update Service B HIEA s i %

OpenShift Update Service EERIFEIER 251K, OpenShift Update Service MAFRZRAE K A8 AKX 7 57
BAELEFETLSGHNER, BIFHEESEZEMANEHEECESIRI, EEHKMEER AR
th, Minit BESMNELLE R 2ERFEIEA# OpenShift Update Service FRABA—FAR, init B28H
A B IR EIF IR AIEIZR, 72 pod MIALHEAFE, init BLERTEIBEHIZNZRS T RIS,

oc-mirror OpenShift CLI (oc) iR A THRIGN L2 OB L EFBIRERRF R, MR
R oc-mirror IEERFR L ITHES, BT LABKS XN R,

s}
e

1. fIJE— Dockerfile, #l ./Dockerfile, BZLUTHEA :

FROM registry.access.redhat.com/ubi9/ubi:latest

RUN curl -L -o cincinnati-graph-data.tar.gz
https://api.openshift.com/api/upgrades_info/graph-data

RUN mkdir -p /var/lib/cincinnati-graph-data && tar xvzf cincinnati-graph-data.tar.gz -C
/var/lib/cincinnati-graph-data/ --no-overwrite-dir --no-same-owner

CMD ["/bin/bash", "-c" ,"exec cp -rp /var/lib/cincinnati-graph-data/* /var/lib/cincinnati/graph-
data"]
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. R E—FHhOBER docker XHRITBEIBIERRHR, A

registry.example.com/openshift/graph-data:latest :

I $ podman build -f ./Dockerfile -t registry.example.com/openshift/graph-data:latest

£ — M graph-data B2 5 #EEE] OpenShift Update Service BT USRI BITE 6% 2,
N registry.example.com/openshift/graph-data:latest :

I $ podman push registry.example.com/openshift/graph-data:latest

B E IR R L B Z RS R registry, 1B E—% HOIEM graph-data
B ERE H R A OpenShift Update Service VilFMIF %%, 21T oc image
mirror --help & & & AL,

11.3.7. 6% OpenShift Update Service A2

& Bl LUER OpenShift Container Platform Web #2#l& 8% CLI 6] OpenShift Update Service N2

o

11.3.7.1. {8 Web #4463 OpenShift Update Service i A2

& eI LUEF OpenShift Container Platform Web 2l & 8 OpenShift Update Service Operator @Il
OpenShift Update Service i A2,

FoRFM

146

B %4 OpenShift Update Service Operator,

OpenShift Update Service graph-data B2z iR & 2 02 FH #EE] OpenShift Update Service 1j17]
HIFE N %

B YR A TARAFEFH BFrARA mirror Bl FHEZEREME B registry #,

. 7E Web ##& 7, = Operators - Installed Operators.

MZEH] Operator FF&H 1L OpenShift Update Service,

= Update Service £ £,

= Create UpdateService,

£ Name FEHHiALH, 40 service,

1 Graph Data Image FE& /il A& pullspec, 15MATE"0IE OpenShift Update Service EIf4%K

ERFHE PUENERBIEASRFER, W registry.example.com/openshift/graph-
data:latest.

1E Releases FE&H, Hi AQIER registry FIFFMEZE, LAE"H{& OpenShift Container Platform
BREME" R EIELITER, B0 registry.example.com/ocp4/openshiftd-release-images.
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8. 1f Replicas FEEHHIA 2,
9. Hifi Create LAJE OpenShift Update Service i,

10. 3&%1iE OpenShift Update Service N FRTZR :

e M Update Service %1f-£H18) UpdateServices 1K H, =N 0IE#) Update Service &
AR,

e i Resources i,
o KFEMNNHAKRRMIRERZE N Created,

11.3.7.2. {8 CLI £/ OpenShift Update Service i A2

& BT LA#E A OpenShift CLI (oc) EAIE OpenShift Update Service N,

FoRFM

o B &% OpenShift Update Service Operator,

e OpenShift Update Service graph-data B2 Hii%k 2 02 H #XE] OpenShift Update Service Hi[A]
B 71

o D FYRIKITHRAFEH BIRARA mirror BT FHEZRIEAE R registry H1,
i =
1. BEi& OpenShift Update Service Biren & Z2[H], # openshift-update-service :
I $ NAMESPACE=openshift-update-service
fn 4 22 (Al A5 operator 2H AR targetNamespaces (B ILEC,
2. B2 OpenShift Update Service . FATZFHIEFR, 40 service :

I $ NAME=service

3. BBk OpenShift Container Platform RARFMEE"RECE, NATHRIRECE registry MFHE
J%, 10 registry.example.com/ocp4/openshift4-release-images :

I $ RELEASE_IMAGES-=registry.example.com/ocp4/openshift4-release-images

4. Y% graph-data 5i&BIAHE pullspec 1% & H1E" 68 OpenShift Update Service K #IEA 235
&' POENEFBIERSRER, W registry.example.com/openshift/graph-data:latest:

I $ GRAPH_DATA_IMAGE-=registry.example.com/openshift/graph-data:latest

5. ] OpenShift Update Service N FATZFEX R :

$ oc -n "${NAMESPACE}" create -f - <<EOF
apiVersion: updateservice.operator.openshift.io/v1
kind: UpdateService

metadata:
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name: ${NAME}
spec:
replicas: 2
releases: ${RELEASE_IMAGES}
graphDatalmage: ${GRAPH_DATA_IMAGE}
EOF
6. ik OpenShift Update Service N T2 :

a. AT SIKINKEEEI KA -

$ while sleep 1; do POLICY_ENGINE_GRAPH_URI="$(oc -n "${NAMESPACE}" get -0
jsonpath="{.status.policyEngineURI}/api/upgrades_info/v1/graph{"\n"}' updateservice
"${NAME}")"; SCHEME="${POLICY_ENGINE_GRAPH_URI%%:*}"; if test "${SCHEME}"
= http -0 "${SCHEME}" = https; then break; fi; done

EATRER BRI, ERRSMIN L,

b. MEBEBIEKREF. IR channel 8 E—NEMARAE, HlE0, F0RTE OpenShift
Container Platform 4.19 #2217, &{# A stable-4.19 :

$ while sleep 10; do HTTP_CODE="$(curl --header Accept:application/json --output
/dev/stderr --write-out "%{http_code}" "${POLICY_ENGINE_GRAPH_URI}?
channel=stable-4.6")"; if test "${HTTP_CODE}" -eq 200; then break; fi; echo
"${HTTP_CODE}"; done

XERINEIERE R VL, BERNERATENZE, BARRTESHREKIORTER.

pa -3
ETF RFC-1123 MSRER B I E M AR EEHEIL 63 NFRF. MREFE
ReconcileCompleted X575 false, EH& 7 CreateRouteFailed caused by host must
conform to DNS 1123 naming convention and must be no more than 63
characters, 155 AR EZFFEIE Update Service,

11.3.8. E2i& Cluster Version Operator (CVO)

R % OpenShift Update Service Operator 3|3 OpenShift Update Service N TR /g, STLAEHT
Cluster Version Operator (CVO) MEEBIMEFRZEZEH OpenShift Update Service I EX K2R,

FoRFEMH

o B %% OpenShift Update Service Operator,

® OpenShift Update Service graph-data B8 & 2 02 FH X E] OpenShift Update Service 1717
Fppcir e

o EFYRIKITHRAFEH BIRARA mirror BT FHEZHIEAE R registry H1,

® OpenShift Update Service i B Il E,

it =

1. Xi& OpenShift Update Service Biren & Z2[H], # openshift-update-service :
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I $ NAMESPACE=openshift-update-service
2. K& OpenShift Update Service N FAIZFHEFR, 40 service :
I $ NAME=service

3. IRENRBRBIZERM -

$ POLICY_ENGINE_GRAPH_URI="$(oc -n "${NAMESPACE}" get -0
jsonpath="{.status.policyEngineURI}/api/upgrades_info/v1/graph{"\n"}' updateservice
ll${NAM E}ll)ll

4. U E B REANT -

I $ PATCH="{\"spec\":{\"upstream\":"${POLICY_ENGINE_GRAPH_URI}\"}}"

5. % CVO #47#h T, LUEEBIMEAFFE A OpenShift Update Service :

I $ oc patch clusterversion version -p $PATCH --type merge

%g i

1.3.9. GE$ B
EEFTERRT, ERINERBIU TR

Gk

P BC ESERTE HAIES CA BB N EEEMIRS %

%

e Cluster Version Operator (CVO) #Ez & 7118 FA &8 OpenShift Update Service N T2

HAATHRAB R TE RS R ECE RS N A BISRET,

Cluster Version Operator (CVO) A TR AR S B RKAR AL THRIESBHRIE
R, FIELTHEEESHHEIMNSRITE,

o YHILTARAMER BT ITRGEM T EERNIME AR registry IR E registrys.
o RIEMEHEIBRSRFRSHARE registry,
o 4T OpenShift Update Service Operator B ETAR AR,
=1
INRIT M KRR EHFH OpenShift Update Service Operator, NIATRESHE BHH

MRATIH, NHEAXMAEMFEZENIMERER OLM BXRNESER, 155
7 7E BT FF 2 A FR @ B Operator Lifecycle Manager,

-

FHERFELE N (F B R H OpenShift Update Service 1A MEER registry I&, ERILMERU T EMEHRA
%
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3 Web 14 B B 6
/A CLI EasEst
V14T Control Plane B3

4T canary rollout B #f

1.4. 7% %8 OPENSHIFT UPDATE SERVICE Bl FF IS h BT E A
FAUTS RN EENIMERERER, MEF Vil OpenShift Update Service,

N.4.1. Jo R &

B RET oc tn 75 E (CL) IR,

BIFERRBHRE SR BRI registry, W& OpenShift Container Platform i /% HFR
5L-RQ

S LMEREAR admin R P15 RIEEERE, 1§S R ERA RBAC & LFILN AR
BEEEARIM eted 519, LBEAARKME B GFEEFRE I LLATHR S,

IR BEJF 2 B@1d Operator Lifecycle Manager (OLM) ZEMFFA Operator B E S BIR A 1THR
AFEBMARA, FEH Operator AR HERIA OperatorHub B RIEEB AT IRA M Y FIRERR
AYRBEI T —IRRAR, SIEEMMWALNKR, NET7HRNARERIEUREHRCOLREN
Operator MEZER, ESHEHERER Operator,

IR EHIT canary rollout BHTRES, ®TLLE{E MCP,

MRENKRBERFHETNEIL, FERFLTREANSHLUETR NEELER, SFA
AREXRRBHNER, HSHESERF I NEILERER,

INRATZ1T Operator HWEEE T pod FETTIE, MRBEKEATI R BERIHET., NRE
PodDisruptionBudget #% minAvailable & 77 1, N7 REHFZE LN AT sE R PE L AR RIS 72
BIRFALIENBRECE, MREE TN R, WATE pod REFE—NTRLEiZ

17, PodDisruptionBudget FEX AT AEAPH IE T smBEZE,

INRIFIZ1T Operator BB EE T pod FRETHIE, ERIREREFA MR IBEIHET, 0
£7f PodDisruptionBudget 4% minAvailable % & 1, N7 S&BEZR LN FATREARR
IEIRBRT FR MR AN B AR EC B, MREFR TN R, NIFFAE pod REEE— 1T =Lz
17, PodDisruptionBudget FEX AT AEAPH IE T smBEZE,

11.4.2. % {2 MachineHealthCheck %5

EREFIED, FEPMNTRITESIERNATA, XF worker 7752, MachineHealthCheck FERTBES
I mAER, HFEHFSIFell. WMEREFSISXHEMNT R, BEEHNEHIIYTEME
MachineHealthCheck %R,
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ALt MachineHealthCheck FHRAIEERZEY 2, MNREH MachineHealthCheck TR
R F AR E Y, EEE MHC,

FRFM

e % OpenShift CLI (oc) .

pri% =
1. BFHEEY(EMATE A A MachineHealthCheck FE, iHz/TLLT&HS :

I $ oc get machinehealthcheck -n openshift-machine-api

2. BEENHBREMRRE, 15 cluster.x-k8s.io/paused="";E & NZE| MachineHealthCheck %
Re IBITUTGS:

I $ oc -n openshift-machine-api annotate mhc <mhc-name> cluster.x-k8s.io/paused=""
Ef#H9 MachineHealthCheck FHREELILT YAML X4 :

apiVersion: machine.openshift.io/vibetai
kind: MachineHealthCheck
metadata:
name: example
namespace: openshift-machine-api
annotations:
cluster.x-k8s.io/paused: "
spec:
selector:
matchLabels:
role: worker
unhealthyConditions:
- type: "Ready"
status: "Unknown"
timeout: "300s"
- type: "Ready"
status: "False"
timeout: "300s"
maxUnhealthy: "40%"
status:
currentHealthy: 5
expectedMachines: 5

BF

BIEERRENSRRERST, EMERSE, HZITUTHSM
MachineHealthCheck &R PR E 155147 :

k8s.io/paused-

I $ oc -n openshift-machine-api annotate mhc <mhc-name> cluster.x-
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N.4.3. RRAITHEHE

Z{# A oc adm upgrade i 5F] --to-image TR RT FFEBRIIME R EFEE, EUIBIREBIRATT
BEI&XT N MY sha256 HE,

AR
1 EEEIERMB R &SI AT 6

$ oc adm release info -0 'jsonpath={.digest}{"\n"}' quay.io/openshift-release-dev/ocp-
release:${OCP_RELEASE_VERSION}-${ARCHITECTURE}

%fF {OCP_RELEASE_VERSION}, H15EEZEEF#HHI OpenShift Container Platform hitA, #0
4.10.16,

%I F {ARCHITECTURE}, 1515 E£EEHI4, 10 x86_64, aarch64, s390x, =X ppc6dle.
Ll ]

I sha256:a8bfba3b6dddd1a2fbbead7dac65fe4fb8335089e4e7cae327f3bad334add31d

2. EHITEEIERI EEMAM sha256 HE.

11.4.4. XM ERREEE
1452 RIS SR B T T 2 IR T B9 4 1751889 OpenShift Container Platform kR4,

INRIEHF/— A OpenShift Update Service, &R LUEFERER Web 2H] A2k CLI1ES
EEH, MAZEALRE,

SEREMH
o MEMHMAITHRANGEETEMSR (mirror) E registry,
o BB ITHIRZE R ConfigMap TEF A 1ThRA R N A IS,
p= =1

ﬁ«w%ﬂ1g%ﬁ%ﬁagé59%§1me¢ Cluster Version Operator (CVO) i@ it JiE SEPrEg iR %
BETIHA S 4 T RS SRR A AT HIRBI TR M,

o REXNBIRAITHIRM sha256 FE,
o B &% OpenShift CLI (oc)

o I {=FFA MachineHealthCheck % &,

it =
o EHTERE:
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$ oc adm upgrade --allow-explicit-upgrade --to-image
<defined_registry>/<defined_repository>@<digest>

Hep:

<defined_registry>

187 mirror BIMERIR registry B9 FF,
<defined_repository>

B EBEELUR registry FRERARHRERFMEERN ST,
<digest>

8E BIrAITH IR sha256 HE, #Ii0
sha256:81154f5¢c03294534e1eaf0319bef7a601134f891689ccede5d705ef659aa8¢c92,

o IHBH " & OpenShift Container Platform & " LA E B IMA & IR B
registry M F i 7 & o

o INRIEfEMA ImageContentSourcePolicy =k ImageDigestMirrorSet, &I LL
ERHSE registry FIFEMEERT, MAREE LHEF, #HSE registry BN
quay.io, #SEEEZERTR N openshift-release-dev/ocp-release.

o &R #HEH ImageContentSourcePolicy. ImageDigestMirrorSet 5%
ImageTagMirrorSet f REVEEELE LSS pull secret, BMABEEI B AR
pull secret,

Hi 5w

o & OpenShift Container Platform &

11.4.5. 7 5 registry O ES R
BT R BRER registry TFHEERR, I LUHITULTES -

e [2i& OpenShift Container Platform &8, LUMEEEMMIREEER registry LRIFFHEERIER (pull)
BRHIER, FBT BB (mirror) BIER registry EBITE i E E R IZTE K,

o ENBIFEZERRZANBEER (mirron)EMEE, DARMR—DEGELZE DAER
HMH5E R,

OpenShift Container Platform R EFKSIELUTEMY -
o HHRAIEY (pull) ATRIXS registry {EHLEY[A],

o TEUTFHEERIMERIERHTUMKXEAE (40 quay.io) RIEVEEE, FikA TR AREEEH
registry IRH1E KHEE R

o RHEMEHEL (pull) BRI ZIRIEE registry ifF, BERKEFT 2EIHIFAM registry,

o IRARH ABELIRIE R A RMNE OpenShift Container Platform &£ HEN T R L/
/etc/containers/registries.conf X4,
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o YN RMEBRFHEREREGRN, ERBREHABIERKRINFME, EXHRIFAERHRAS,
MRFIBHEERN, KHNEZRREFEE, MR, MHEEKIRET KRH,

BRI UERUTAERREFE R

® 1 OpenShift Container Platform &% :
BT HIEX (pull) OpenShift Container Platform PRI R, AEHXEHRERREATRH X
#ifE, BIRIEF OpenShift Container Platform %225 E| 5% IR R 4% Fh B9EIE D,

e Z2%E OpenShift Container Platform Jg :
INRIEEBTE OpenShift Container Platform &I A RER G, BIUAREEFERUTE
E N FIR (CR) W&z —iH1THEE :

o ImageDigestMirrorSet (IDMS).tbXT &R fo VF & (5 FA I E ANAR MERAR registry FRALEVR R,
IDMS CR AL &% B EIR SRS, TEFRRI BRI 4R 4L 225 MIR registry FRHIER,

o ImageTagMirrorSet (ITMS), LtXT R AVFERME A THRITSE M B HRE registry RIEVER,
ITMS CR AL % B EIR IS, TEFRIRRI BRI 4R EE 22 MR registry FRHIER,

o ImageContentSourcePolicy (ICSP), Lt} AV AMENEMER registry FHIEVEH
&, MRBERFTEESI/E, ICSP CRIBXEHREE registry,

BF

{& /3 ImageContentSourcePolicy (ICSP)Xf RECBF it EHHER— 1 EFH
BIThRE, FRMITHEEHIAE S 1E OpenShift Container Platform &, F#i
F. BREUENAITIRASMR, BFRENEFHTERHEA,

INR1EHE AT A2 ImageContentSourcePolicy X R YAML 324, Ea1LL
{5 oc adm migrate icsp @S HiX L E5H:H ImageDigestMirrorSet
YAML X, MEEZER, ESH" ImageContentSourcePolicy (ICSP)
XA LU TR registry TRAEEEER".

BPEE RN REBIFAUATER
o MEBLHR (mirror) IR BERTF I ERIR,
o BERRMABTHNENHBREFMHENMIZRE

HERUTEREUKREN T T RBEZET BRI -

WMERIRAE— IDMS =% ICSP CR %1%, MCO AEaHEZesE ST &,
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5
o H MCOKRMEBILLFEMENRN, EREREREHNESTRNERTNEER
3Tl

m EHZREEM spec.config.passwd.users.sshAuthorizedKeys S+
B SSH %5A,

® 7f openshift-config &5 % Z2 AR E AL /F pull secret 3 pull secret,

m  Kubernetes API Server Operator B 552 %% /etc/kubernetes/kubelet-
ca.crt iEHAANM (CA)

o 4 MCO K%} /etc/containers/registries.conf SXHEHIE AT, aN%wEH
ImageDigestMirrorSet. ImageTagMirrorSet =X
ImageContentSourcePolicy %R, ©RBPEEXN N R, NMABERFICHIC

m I®BINT — registry, WA NEBNEBE (mirror) FE T pull-from-mirror
= "digest-only" S,

m BINT—AEHR (mirror) , HEE— registry FiXEH pull-from-
mirror = "digest-only" 3%,

® 7£ unqualified-search-registries FI &R FRMNTIH,

S FHERE, WA LEIREEM A IDMS, ITMS # ICSP CR X%, B2, EiUFEA IDMS #1 ITMS,

INRIEFAN T LR, NHEMILE ICSP X REFFRE, FHEZHF IDMS FICSP ¥R, EH ICSP XK
BT VE A LURTIEA T/, B2, MREFMA IDMS CR 5| AWELRSKE, EATLUEM oc adm
migrate icsp BN LRI TR ETRE IDMS MR, WNEEM B registry FHEEGESR O IR. T%
3 IDMS X R B EE R KR

PN F=
\ ) INRIEHEELE A ImageDigestMirrorSet. ImageTagMirrorSet =k
o 2 ImageContentSourcePolicy X §REBF i FE K, NREEFEATIRM registry WEFH
% pull secret, HEABEFE B AN pull secret,
11.4.5.1. BB K registry FiE/EH K
BRI LR LR EHURECE B E L HIR (CR), JHREE registry PRIFRIIENE K EE M2k
registry,
SeRFH
o {HFAEZA cluster-admin & BRI 10 &R,
¥ =

1 B LT AR E B BRIREEE

e {EM Red Hat Quay WEEBHEHFHE, ERAILUREGMN — DN EHEESRIE S —DEEE,
A LA Red Hat Quay BB [AIB9HERS BN E R AL IX EFMEE,
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o Red Hat Quay 7 FE &

o (i skopeo F T EF i IFHHEMIREMEE S H EI B HRERNEMEZE,
530, 7E {op-system-base-full system} £%& % skopeo RPM ¥4 &5, {#F skopeo @
%, WTFBIFR :

$ skopeo copy --all \
docker://registry.access.redhat.com/ubi9/ubi-minimal:latest@sha256:5c¢f... \
docker://example.io/example/ubi-minimal

EXRBIFR, B—1 %7 example.io IAZRFR registry, LIk %N example IR 2RI
registry, f&EZE 4 ubi9/ubi-minimal % {& M registry.access.redhat.com E !
example.io, GIZBHREHN registry f&, EALUEF OpenShift Container Platform £ &
NIFIRTFEERE K EE MR RGN FEE,

2. BRAUTRAIZ —OIRRERHRGKERERE LHIR(CR) :

o RIFFEE, JE— ImageDigestMirrorSet = ImageTagMirrorSet CR, IR
(mirror) B N IR E B/ registry. FHEEN S

apiVersion: config.openshift.io/v1
kind: ImageDigestMirrorSet
metadata:

name: ubi9repo
spec:

imageDigestMirrors:

- mirrors:
- example.io/example/ubi-minimal
- example.com/example2/ubi-minimal
source: registry.access.redhat.com/ubi9/ubi-minimal
mirrorSourcePolicy: AllowContactingSource
mirrors:
- mirror.example.com/redhat
source: registry.example.com/redhat
mirrorSourcePolicy: AllowContactingSource
mirrors:
- mirror.example.com
source: registry.example.com
mirrorSourcePolicy: AllowContactingSource
mirrors:
- mirror.example.net/image
source: registry.example.com/example/myimage
mirrorSourcePolicy: AllowContactingSource
mirrors:
- mirror.example.net
source: registry.example.com/example
mirrorSourcePolicy: AllowContactingSource
mirrors:
- mirror.example.net/registry-example-com
source: registry.example.com
mirrorSourcePolicy: AllowContactingSource

e {/Z ImageContentSourcePolicy B E Y %R, fHRMFEEKELL HITECH registry. Fif
ERTFIER AR -
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kind: ImageContentSourcePolicy
metadata:
name: mirror-ocp
spec:
repositoryDigestMirrors:
- mirrors:
- mirror.registry.com:443/ocp/release
source: quay.io/openshift-release-dev/ocp-release
- mirrors:
- mirror.registry.com:443/ocp/release

apiVersion: operator.openshift.io/vialphat
source: quay.io/openshift-release-dev/ocp-v4.0-art-dev
H

h

- mirror.registry.com:443/ocp/release
B EER reqistry FEHEERI R TR,

source: quay.io/openshift-release-dev/ocp-release
B E D EMRERANBTIITEL registry FFFEZE,

3. BT oS RO R -

I $ oc create -f registryrepomirror.yami

BIEXIRE, Machine Config Operator (MCO) R&HEZ2 ImageTagMirrorSet X A7 s,
MCO F%HE2ZZ ImageDigestMirrorSet #1 ImageContentSourcePolicy % R T 5,

4. BERERBNATHEBNEERE, BEER DT R EHITUTEE,
a. FIHEEIT R -

I $ oc get node

it Bl
NAME STATUS ROLES AGE VERSION
ip-10-0-137-44.ec2.internal  Ready worker 7m v1.32.3
ip-10-0-138-148.ec2.internal Ready master 11m v1.32.3
ip-10-0-139-122.ec2.internal Ready master 11m v1.32.3
ip-10-0-147-35.ec2.internal  Ready worker 7m v1.32.3
ip-10-0-153-12.ec2.internal  Ready worker 7m v1.32.3
ip-10-0-154-10.ec2.internal Ready master 11m v1.32.3

b. BN RR LA AT =

I $ oc debug node/ip-10-0-147-35.ec2.internal

i th o Bl

Starting pod/ip-10-0-147-35ec2internal-debug ...
To use host binaries, run “chroot /host’

157



OpenShift Container Platform 4.19 B FFEE9EA 5

c. FHERIRE XK N /host :

I sh-4.2# chroot /host

d. 127 /etc/containers/registries.conf X1, fRREMREN :
I sh-4.2# cat /etc/containers/registries.conf
UFHEBARKRT NAREERKEE CR M registry.conf X4,

i th o Bl

unqualified-search-registries = ["registry.access.redhat.com”, "docker.io"]
short-name-mode ="

[[registry]]
prefix ="
location = "registry.access.redhat.com/ubi9/ubi-minimal”

[[reqistry.mirror]]
location = "example.io/example/ubi-minimal”
pull-from-mirror = "digest-only"

[[reqistry.mirror]]
location = "example.com/example/ubi-minimal”
pull-from-mirror = "digest-only"

[[registry]]
prefix ="
location = "registry.example.com”

[[reqistry.mirror]]
location = "mirror.example.net/registry-example-com
pull-from-mirror = "digest-only"

[[registry]]
prefix ="
location = "registry.example.com/example”

[[reqistry.mirror]]
location = "mirror.example.net”
pull-from-mirror = "digest-only"

[[registry]]
prefix ="
location = "registry.example.com/example/myimage"

[[reqistry.mirror]]
location = "mirror.example.net/image"
pull-from-mirror = "digest-only"

[[registry]]
prefix ="
location = "registry.example.com”
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[[reqistry.mirror]]
location = "mirror.example.com”
pull-from-mirror = "digest-only"

[[registry]]
prefix ="

location = "registry.example.com/redhat"

[[registry.mirror]]
location = "mirror.example.com/redhat"
pull-from-mirror = "digest-only"

[[registry]]
prefix ="

location = "registry.access.redhat.com/ubi9/ubi-minimal”
blocked = true

[[registry.mirror]]
location = "example.io/example/ubi-minimal-tag"
pull-from-mirror = "tag-only"

Hrh : [[registry]].location = "registry.access.redhat.com/ubi9/ubi-minimal":: Z£— pull
spec RFIHBITENEZE, [[registry.mirror]].location = "example.io/example/ubi-minimal":
RREIEMEENE K. [[registry.mirror]].pull-from-mirror = "digest-only™: {XZR M mirror
MIEMBEERE—MEES B, [[registry]].blocked = true: KT XD EFELE T
NeverContactSource 5%, [[registry.mirror]].pull-from-mirror = "tag-only": fX&M
mirror NMIENAHFRE — 1 tag 51 AR,

e. MWRAIEVRREIT R, HOEZEET mirror 24T,

sh-4.2# podman pull --log-level=debug registry.access.redhat.com/ubi9/ubi-
minimal@sha256:5cf...

RS HERR

MRFHEGERRERENETLRF, BEERAUTAXEFMZESRGINMIIEERDBIHEER
o EANTFERKATFRMHEHIE (pul) BIEEK.
o ABFAETHMBEIEN, FARMEMAE registry,
o MR LT, Insecure ir&FAEENR,

o FZIAEINT /etc/containers/registries.conf SFMIER, IIECRE 2 i, XA TOML &3,

1.4.5.2. 7R I& registry FiEE R KL ImageContentSourcePolicy (ICSP) ST

{& /3 ImageContentSourcePolicy (ICSP)Xf RECBFifEH &R — 1 B FRAMNINEE.

tEINBEPA @ B 1E OpenShift Container Platform A1, FSMAEE R, BRE, XN BEREURIELLT
FRA AR, BERBRIERBEERER.

ICSP % & #% ImageDigestMirrorSet 1 ImageTagMirrorSet X RE, LUEBEFHER KR, MREER

F /% ImageContentSourcePolicy X &M YAML 34, &ALUERA oc adm migrate icsp & 45HFixX Lt
XFE:4 ) ImageDigestMirrorSet YAML X4, oYY API BHTE LETMRA, ¥ kind [EEIH
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ImageDigestMirrorSet, 7% spec.repositoryDigestMirrors E i /) spec.imageDigestMirrors, {5
HERE D TR,

R NIRRT AXEX registry.conf X4, FIUEBRREEES,

&% ImageDigestMirrorSet 5 ImageTagMirrorSet X RMEZER, HESH L— TN BEHRE
registry FiEEHIR" .

FeRE M
o FHEXR cluster-admin B &I 1 £,

o TfIREEEF EH ImageContentSourcePolicy &,

Y

1. EAUTE®S, F—15%1 ImageContentSourcePolicy YAML X {i&#
ImageDigestMirrorSet YAML XX {4 :

$ oc adm migrate icsp <file_name>.yaml <file_names>.yaml <file_name>.yaml --dest-dir
<path_to_the_directory>

Hep:

<file_name>
15 /R ImageContentSourcePolicy YAML BI&#, BRI LAFIHZ N stE £,

--dest-dir
Ak : 35 ImageDigestMirrorSet YAML Bk, WMIRKKE, NSZXHEE AL
B &,

Blan, LTS a icsp.yaml # icsp-2.yaml X445, FHEHH YAML XHHREER
idms-files B &,

I $ oc adm migrate icsp icsp.yaml icsp-2.yaml --dest-dir idms-files

i th Bl

wrote ImageDigestMirrorSet to idms-
files/imagedigestmirrorset_ubi8repo.5911620242173376087.yaml
wrote ImageDigestMirrorSet to idms-
files/imagedigestmirrorset_ubi9repo.6456931852378115011.yaml

2. BT TS ELE CRIR :

I $ oc create -f <path_to_the_directory>/<file-name>.yaml

Heh

<path_to_the_directory>
INRFEMA --dest-dir i17&, 151EE B RKMHBERE,

<file_name>
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157 ImageDigestMirrorSet YAML & R,

3. FEHEH IDMS MR I, MHIBR ICSP X &R,

1.4.6. BHRER B RBGEHE, LD RRFT RESRIE

13:7&757—7—%?%&”“2%#&5’] registry LAIRER KRBT, — I SERETZH
ImageContentSourcePolicy 5§ B {5 4 17 s £ 1 b 55 5 58 e 3 B & /A R B

Zi5 1k ImageContentSourcePolicy FHRAEEKE RBSEHE, HHITULTEE,

FRFMH

e % OpenShift Container Platform CLI oc,
o LIEA cluster-admin HH A~ FHEE,
o FEHMGRHIRE R, UEEMFEENERPHER,

T4, N <local_registry>. <pull_spec> #1 <pull_secret_file> #5EH :

$ oc adm catalog mirror <local_registry>/<pull_spec> <local_registry> -a <pull_secret_file> --
icsp-scope=registry

==

<local_registry>
RN R NSRBI A registry, %0 local.registry:5000.
<pull_spec>
ERTFFIE M registry REZER pull #14%, 0 redhat/redhat-operator-index:v4.19
<pull_secret_file>

2 .json XA registry.redhat.io pull secret, &R LLM Red Hat OpenShift Cluster
Manager F#k pull secret,

oc adm catalog mirror #3556/ /redhat-operator-index-manifests B%, FH4RK
imageContentSourcePolicy.yaml. catalogSource.yaml #1 mapping.txt 314,

2. F#HY ImageContentSourcePolicy RN FAEI5EE :

I $ oc apply -f imageContentSourcePolicy.yaml

o IGiF oc apply 24 I B X A £l ImageContentSourcePolicy:

I $ oc get ImageContentSourcePolicy -o yaml

i th o Bl
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apiVersion: vi
items:
- apiVersion: operator.openshift.io/vialphat
kind: ImageContentSourcePolicy
metadata:
annotations:
kubectl.kubernetes.io/last-applied-configuration: |

{"apiVersion":"operator.openshift.io/vialphal","kind":"ImageContentSourcePolicy","metadata":
{"annotations":{},"name":"redhat-operator-index"},"spec":{"repositoryDigestMirrors":
[{"mirrors™:["local.registry:5000"],"source":"registry.redhat.io"}]}}

B # ImageContentSourcePolicy F5iRfE, OpenShift Container Platform REFIXEHBRFN T &,
SRR E R B RGN ERIRTFEE L HIEK,

1.4.7. IR
o TEEFFFEREMIINE R Operator Lifecycle Manager,

o HlEsECERR

11.5. MEE¥ iR OPENSHIFT UPDATE SERVICE

Z MEEE R OpenShift Update Service (OSUS) MyAMMEIZA, EaA/ieE ffifs OSUS N AR, A
R ENE; OSUS Operator,

11.5.1. flli% OpenShift Update Service I T2

& B] LU#E A OpenShift Container Platform Web ##& 8% CLI iR OpenShift Update Service %2
.

11.5.1.1. {3 F8 Web & it iR OpenShift Update Service N RIZE

& Bl LUEF OpenShift Container Platform Web 2l & 8 OpenShift Update Service Operator fiilf&
OpenShift Update Service i A2,

FRFH

o %% OpenShift Update Service Operator,

1. 7£ Web #%l& M, == Operators — Installed Operators,
2. MZREH Operator 53k 1%L OpenShift Update Service,
3. m Update Service i1,

4. MZEH OpenShift Update Service N SIZRA, EFZMBRANE, SAEH T Delete
UpdateService,

5. M Delete UpdateService? AT 1EHES, Hi Delete LAHBIAMIFR,
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11.5.1.2. {8/ CLI #fikk OpenShift Update Service N B EF

&eI LUER OpenShift CLI (oc) MR OpenShift Update Service B,

AR

1. {5 OpenShift Update Service & 2R EH A 0|96 4 22 [F] 1K EX OpenShift Update Service
N FARRFHELFE, 10 openshift-update-service :

I $ oc get updateservice -n openshift-update-service

it Bl

NAME AGE
service 6s

2. A E—4% 58 NAME LA K OpenShift Update Service I FAFE R 012 4 2 22 [ it B& OpenShift
Update Service N 2, i openshift-update-service :
I $ oc delete updateservice service -n openshift-update-service
it Bl

I updateservice.updateservice.operator.openshift.io "service" deleted

11.5.2. E1#; OpenShift Update Service Operator

& eI LUEF OpenShift Container Platform Web $#2l& 3% CLI #1%: OpenShift Update Service
Operator,

11.5.2.1. {5/ Web #2241 & 1% OpenShift Update Service Operator

& AT LAE A OpenShift Container Platform Web 12 & E1%; OpenShift Update Service Operator,

FoRFEH

® A OpenShift Update Service i FA#RE MR,

1. 7£ Web #%l& M, == Operators — Installed Operators,
2. MZEH Operator 7R #1%#E OpenShift Update Service 3 52 Uninstall Operator,

3. 7£ Uninstall Operator? I\ X 1EHE R s Uninstall #iAE1E

11.5.2.2. @ /A CLI #1#; OpenShift Update Service Operator

& e LUER OpenShift CLI (oc) 1% OpenShift Update Service Operator,

FoRFH
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® A OpenShift Update Service i FA#RE MR,

1. Bl EI@E OpenShift Update Service Operator BJ5i1H, #0 openshift-update-service :
I $ oc project openshift-update-service
=1
I Now using project "openshift-update-service" on server "https://example.com:6443".

2. FKEX OpenShift Update Service Operator operator 2HFJ & :

I $ oc get operatorgroup

i th o Bl
NAME AGE
openshift-update-service-fprx2 4m4is

3. MIkk operator 2, # openshift-update-service-fprx2 :

I $ oc delete operatorgroup openshift-update-service-fprx2
it Bl
I operatorgroup.operators.coreos.com "openshift-update-service-fprx2" deleted

4. FKEX OpenShift Update Service Operator 7] [F B & :

I $ oc get subscription

it Bl
NAME PACKAGE SOURCE CHANNEL
update-service-operator update-service-operator updateservice-index-catalog v1

5 {ERAL—%Hi Name (B, 1E currentCSV FEXFEIT[H B OpenShift Update Service
Operator B HTARA :

I $ oc get subscription update-service-operator -o yaml | grep " currentCSV"

it Bl

I currentCSV: update-service-operator.v0.0.1

6. MIBRITE, %0 update-service-operator :

I $ oc delete subscription update-service-operator
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i Bl
I subscription.operators.coreos.com "update-service-operator" deleted

7. A E—%F 8 currentCSV {EfFR OpenShift Update Service Operator #J CSV :

I $ oc delete clusterserviceversion update-service-operator.v0.0.1

it Bl

I clusterserviceversion.operators.coreos.com "update-service-operator.v0.0.1" deleted
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