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F1E T HEMLEREE API
P S fe0 F SR RS R MO P SR AP 3, BT TE IS R 3 AR, (AT LR AR S
RURARLSEE, QESRNSHES RS,
1.1, &SRB R EHSEH

SERSC RIS RS

SREFIM BB IR G A LUE A AdminNetworkPolicy FEE B2 L E L M4%5EE&. AdminNetworkPolicy
IhEEE P API 41K : AdminNetworkPolicy AP| #1 BaselineAdminNetworkPolicy API, XLt AP|
AFiXE N AEIENEENMN, TR 64 22 F5EE R NetworkPolicy.

LIZE N "Allow" 2% "Deny” i, {8 F AdminNetworkPolicy API & Y FSRB& (1 55 TR e HAhSRBE %
B, B2, BEARTLUER" Pass" 94 E RIS 11 5 R4 69 4 22 [FSE [F# NetworkPolicy, HAfTF
N AR FF & A G F06p 44 22 [F] R P 421 20T B 4% R 2 R E A .

{#F BaselineAdminNetworkPolicy AP| ZE Y FIZRB& (AT & B HMMERIBBEZ N FEH, HE
5 AdminNetworkPolicy API 1 %4 2R B8 75 E & 1544 69 & Z2 (A5G [HAY NetworkPolicy I, &L 7E
BaselineAdminNetworkPolicy 1 7E X &I & /NRHl, X AIHB{RTE 6 % 22 5] NetworkPolicy % &
BRI, SEATHIMSEREEEAELT,

8 22 [ 51 Rl A P 48 SR G
A2 FF & A G #6422 [F] 78 7 RT LASE A NetworkPolicy AP| 5 'REE p 4 22 7] 78 W 4% SRBE AL,

— N ep 4 Z2 (A NetworkPolicy ARBIHILIN {55 F 18 F BaselineAdminNetworkPolicy API BEEBERIEEESE
FEIHIN, =P FEEEEH AdminNetworkPolicy API &Skl " passed " BISE EESE I,

1.2. A04aT P FE4h A0S AR [ 4% BR BE

LIRS ERENT, WSENE (BN OVN-Kubernetes) RARIERZESRESMINS A ERITFIE, LIAE
LLEPOSESER N

OVN-Kubernetes 2L T IR 1744 F150F 2% SRBE 0 R B91E#E -
1. 1€ AdminNetworkPolicy Ei & 27 B LA,
a. WREES Allow 5t Deny #UNPLES, FHHRERIZANFNE LT,
b. MIR%E#ES Pass #NIILES, 15 E NetworkPolicy £,
2. £ NetworkPolicy E10#E 2 & A ILE I,
a. MMEEBESMNICE, FREBRIZANFTEREFE LT,
b. IAREEHEILET, FEF BaselineAdminNetworkPolicy /£,

3. E1& BaselineAdminNetworkPolicy JZF B ITEHIMI,



& 1.1. OVN-Kubernetes ¥4 P%% g

B1E T RRMZEREE AP

. . Evaluated
> AdmtnNthworkPollcy first
(Tier 1ACLs)
No matching ANP ANP pass rule
v
NetworkPolicy
(Tier 2 ACLs)
Cluster admin Application developer
No matching NP
v
N BaselineAdminNetworkPolicy
d Evaluated

(Tier 3 ACLs)

last

1.3. ADMINNETWORKPOLICY #1 NETWORKPOLICY BE X R~ B8 E

2 X

TERAER T S£ESEHB AdminNetworkPolicy API #14p % 22 [F]3E [F NetworkPolicy APl Z A9 EE X

%IJQ

RBEITTR AdminNetworkPolicy

SRR EHEEA

FZNmSE Cluster

EZHRRE %4 23 Deny 24X EH— DN
I 32 5o

ERRE Pass ##&FiE H— M43
ﬁo

RFRE E3 Allow #2E%E—NHLNIT
W2 H,

SR AR BRI £ 55 2% BURF e THITE ANP HRREYJIT
. EESHHNAERESHNMLE
Ro

BRI SR £ ANP /1, priority A T4

BEIHEBINF. RESILER S
&, ftedds.

NetworkPolicy
wREAREE
Namespace

ERIE O @R Deny fEE
i 32 5%,
TEM.

AT ML B2V ER 2 allow,

MNEIRR 22 N8,

TERME 2 A% A SRBE HE .
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SRB&ITR

ThEEIL SRR

ICEE pod £

SRHORE

SBRAORE

ST2MREEZ (FQDN) W&

B 22 [0 2R

AdminNetworkPolicy

B@id 12 ACL 1 BANP ¥
fti, &E&ETE 32 ACL A,

TEfp B 22z A AT R A A R B9
i,

BT RANLE W FE R

FZHF,
FZHF,
XFELEA

namespaces.matchLabels
BT e A ZE IS Sl i,

NetworkPolicy

£ ANP 2[5, BANP Z a5 HlI5E
M, ENIRTE ACL JZ 2 hiltiTiF
o

A LATE i —ap B Z2[R] R B pod &2 [H]
Rz A BB AL

&5t ipBlock FEE LI R ESZH
CIDR R H#,

F2HFo

FZHFo

¥ % FH namespaceSelector
FERXRE TR 422 A%
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3 2 B EEMLRES
2.1. OVN-KUBERNETES ADMINNETWORKPOLICY

2.1.1. AdminNetworkPolicy

AdminNetworkPolicy (ANP)E—MEEESERE BB E LHFIRE XL (CRD). £ OpenShift Container
Platform BIER, BRI LEAIE MR AZEAIFIHRT OSSR RER ANP SRIRITFML%, 74, EAILE
SERSERE M O MRS, %200 A B NetworkPolicy X &%=,

AdminNetworkPolicy #1 NetworkPolicy ¥/ § 2 R8I XEXFIETF, HEEAFEH, SKFEHE, mE
ENRAFHEIMESE, FERHBENAEHE,

ANP RITEEAEEUTAR :
o FAEHITLINFH priority (H, BEBE, LEXES.
o FAN SRR —Han & 22 (R S an & 2 A 2 A B — 4 pod,
o Z[VAZ subject BFTE A RER ATEMNIZIZR,

e FT3KE subject BFTHA H ORERH OMNIZIR,

2.1.1.1. AdminNetworkPolicy 7=/l

f5l 2.1. ANP 8§ YAML X #R41

apiVersion: policy.networking.k8s.io/vialpha1l
kind: AdminNetworkPolicy
metadata:

name: sample-anp-deny-pass-rules ﬂ
spec:

priority: 50 g

subject:

namespaces:
matchLabels:

kubernetes.io/metadata.name: example.name 6

ingress: ﬂ

- name: "deny-all-ingress-tenant-1" 6
action: "Deny"
from:
- pods:
namespaceSelector:
matchLabels:
custom-anp: tenant-1
podSelector:
matchLabels:
custom-anp: tenant-1 G
egress:
- name: "pass-all-egress-to-tenant-1"
action: "Pass"
to:
- pods:
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8

namespaceSelector:
matchLabels:
custom-anp: tenant-1
podSelector:
matchLabels:
custom-anp: tenant-1

NIEH) ANP $5E — &7,

spec.priority FEEZFHHE—NEHP R K 100 ANP GEEH 0-99) . #HUE, Lk,
FEHZMRRESRSENINFIRIRN. RYHUR—LEKOIE ANP B, FoERIEMILIRE
KWLM, FrLLEERRRBI LN KILE ANPs,

EEEN A ANP BRBIER B 22 (A,

ANP EFAOFMEOFN], spec.ingress FE&XHI ANP #l/l#% Pass Deny, action FE& 3= H
&5 Allow,

7 ingress.name 1§ & — &5,

{57 podSelector.matchLabels, LLi%#¥ namespaceSelector.matchLabels /£ A 0% &%
FEREp B Z2 (A R pod,

SO 90 006 09

ANP RIFfFEFAOFME O], spec.egress FExH ANP #il|#3 Pass Deny, action FE&#%
SHIE Allow,

Hth TR

e Network Policy APl T/E4H

2.1.1.2. #1189 AdminNetworkPolicy 2 1F

ENERERR, ELUFER AdminNetworkPolicy #LI# action £E% % &~ Allow,Deny, =k Pass, H
F OVN-Kubernetes A2 ACL 1FEMLREINN], Kb 3NP R FEIFEIEE 5 KRR, ©
REEWERE BN, MERIN, BT AxERESLEIHANREBEZEC].

2.1.1.2.1. AdminNetworkPolicy Allow 7~

S O RE LHILLT ANP BTFA{R 2 1F M monitoring 3% 22 A BISEBERRUEMTR S (FREEfhe &
Z2[H) MIATA AORE.

kind: AdminNetworkPolicy
metadata:

name: allow-monitoring
spec:

priority: 9

subject:

namespaces: {} # Use the empty selector with caution because it also selects OpenShift

namespaces as well.

ingress:

‘ 5l 2.2. 31 Allow ANP 8§ YAML X561

| apiVersion: policy.networking.k8s.io/vialpha1l


https://network-policy-api.sigs.k8s.io/
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- namespaces:
matchLabels:

- name: "allow-ingress-from-monitoring"
action: "Allow"
from:
kubernetes.io/metadata.name: monitoring
#.

XZHE) Allow ANP B9, RNERALUBRE RNMAAEE, HAHBTRMELEECHKER
NetworkPolicy *f i, iR th RHEEAUITERENRR.

2.1.1.2.2. AdminNetworkPolicy 547/

TEL S 5 FRE XHILLT ANP ETH4{% monitoring 3 & 22 AR IR A A O£ EIERIZ R (B
BIR% security: restrictedfyi & 22[A])

1 2.3. 3% Deny ANP B9 YAML 324461
apiVersion: policy.networking.k8s.io/vialpha1l
kind: AdminNetworkPolicy

metadata:
name: block-monitoring
spec:
priority: 5
subject:
namespaces:
matchLabels:
security: restricted
ingress:
- name: "deny-ingress-from-monitoring"
action: "Deny"
from:
- namespaces:
matchLabels:
kubernetes.io/metadata.name: monitoring

XZE— KR Deny ANP, XZAESRNAMITEBEN, ZRBEIAEETERNECRITFRER
£, BN AR SS Tk MiX LeURkan & 22 (1| R IR EVE R R A,

5imph Allow RHIL5 A AT, block-monitoring ANP EBEVEMLEMME, KT HM LB E
%, XHEARRTIREEZRES,

2.1.1.2.3. AdminNetworkPolicy Pass =4

TERSED 7 X BILLT ANP AT H{R AT M monitoring & 22 (8| B N ER B 220 (BARE
security: internal) BIACREEIF £ EE ACL B)Z 2, FHHMAZEAR NetworkPolicy *f RiT(h,

5l 2.4. 5% Pass ANP B9 YAML X461

I apiVersion: policy.networking.k8s.io/vialpha1l
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kind: AdminNetworkPolicy
metadata:
name: pass-monitoring
spec:
priority: 7
subject:
namespaces:
matchLabels:

security: internal
ingress:
- name: "pass-ingress-from-monitoring"
action: "Pass"
from:
- namespaces:
matchLabels:
kubernetes.io/metadata.name: monitoring

XANRBIR— iR KH) Pass #1E ANP, EANBIREZRATEAFIAESEE LK NetworkPolicy X%,
AN SR ELAZR R4 W AR 55 N 45 F £ 42 22 1715E [l NetworkPolicy W RIZEXE R, Ntk pass-monitoring
ANP FRIFEL 2% 5] internal 2 HMFREHE S FIESE.

2.2. OVN-KUBERNETES BASELINEADMINNETWORKPOLICY

2.2.1. BaselineAdminNetworkPolicy

BaselineAdminNetworkPolicy (BANP)ZE —NEESEHE M B E L HIRE X (CRD), EH OpenShlft
Container Platform B 5, &R LUERE BANP 1% & F i il SCHE R 128 H B R 45 SRR I, 3 Lo A0 45
FA 7 {8 3 NetworkPolicy X5 (MIRFEMIE) BEH. BANP BIHILNIEIERZ allow =X deny,

BaselineAdminNetworkPolicy FTRE— MR HHIX R, HEBHRERR S KBFEPHEM
NetworkPolicy *f RANILE, FIF{E guardrail kB8, BANP BRI LI AEBINR2RE, ZETUEAE
IFEBERRE, AR EMER NetworkPolicy X REARTFEMANTRE, E0IE BANP IR, WA /7i{#HEH
default /£ % #5,

E G A@IT BANP 18
o HM—Hep&Z2[H=en & ZE (R AY subject,
o ZVAE subject BIFTA A CRER ATEINIFIR,

e MT KB subject WFTA H ORER L O FIZR,

2.2.1.1. BaselineAdminNetworkPolicy 7~/

kind: BaselineAdminNetworkPolicy
metadata:

name: default ﬂ
spec:

‘ 5l 2.5. BANP 19 YAML X461

| apiVersion: policy.networking.k8s.io/vialpha1l

10



B 2 & EEMPLRES

subject:
namespaces:
matchLabels:

kubernetes.io/metadata.name: example.name g
ingress: 6
- name: "deny-all-ingress-from-tenant-1" °
action: "Deny"
from:
- pods:
namespaceSelector:
matchLabels:

custom-banp: tenant-1 6
podSelector:
matchLabels:

custom-banp: tenant-1 G
egress:
- name: "allow-all-egress-to-tenant-1"
action: "Allow"
to:
- pods:
namespaceSelector:
matchLabels:
custom-banp: tenant-1
podSelector:
matchLabels:
custom-banp: tenant-1

FEE L2 default, [E5 BANP 2 — 1 EFINTR,
FEEER ANP N ABIM 4 & 22 (H],

BANP EFAOMHAO#N, spec.ingress #1 spec.egress FEXH) BANP #l|#% Deny,
action FEXIEZHI(E Allow,

5 ingress.name 5 E &

Y8 E B M AR pod LAN A BANP BHRBY 6 & Z2 (A,

QDO 009

{5 podSelector.matchLabels &5, LA A BANP HiR,

2.2.1.2. BaselineAdminNetworkPolicy 35 7R

LUF BANP SR EER G H internal 22275 AF P IFTAE A ONIEREXE T BRIABIIELREL,
5 "AdminNetworkPolicy Pass example" A&, X4~ deny RE&FEH ANP pass-monitoring ZRB& %15 #Y
e AR ERT R,

kind: BaselineAdminNetworkPolicy
metadata:
name: default

‘ 5l 2.6. guardrail Deny MK YAML 3244 7=61

| apiVersion: policy.networking.k8s.io/vialpha1l

1
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spec:
subject:
namespaces:
matchLabels:
security: internal
ingress:
- name: "deny-ingress-from-monitoring”

action: "Deny"
from:
- namespaces:
matchLabels:
kubernetes.io/metadata.name: monitoring

IR LU A action FERBY{E 1y Pass B9 AdminNetworkPolicy %iR5 BaselineAdminNetworkPolicy

FRAAEARCRZHESRR, LEEIREATF— MR ENA LREEERE, RNAMEZNE
PSSR,

ENEER, WMRERNRAT "AdminNetworkPolicy Pass action example" 1 "BaselineAdminNetwork
Policy Deny example", NIFE RS AT BANP Z 811¥{4& B9 NetworkPolicy %R,

flan, F/ 18 LU E LT NetworkPolicy FHEEGIEAORE -
spec:
- Ingress

51l 2.7. NetworkPolicy <l
apiVersion: networking.k8s.io/v1
kind: NetworkPolicy
metadata:

name: allow-monitoring
podSelector:
ingress:

namespace: tenant 1
policyTypes:
- from:

- namespaceSelector:
matchLabels:
kubernetes.io/metadata.name: monitoring

XMIERT, Tenant1£7E "AdminNetworkPolicy Pass action example" &
E, "BaselineAdminNetwork Policy Deny example" Z it ¥4, ©FELFRAEH A 224 internal
MAORERE. BEETE 189 NetworkPolicy X faif, SIS ERENAREHRKRERIE. B,
F 7 2 % B 1E NetworkPolicy X%, FREWREHE. (FHEER, WEBERNRTERTHES, M2
B# T BANP, ©#RiFFH 7 #H NetworkPolicy Xf R ZE = BANP BIBIAFT N,

2.3. 1538 ANP #1 BANP

AdmlnNetworkPollcy #1 BaselineAdminNetworkPolicy 7R 245 7] i F i L B B IR SRR T,
BXRIBIMMEE, FEETx.

12



2.3.1. AdminNetworkPolicy &#5

NENE

ovnkube_controller_admin_n
etwork_policies

ovnkube_controller_baseline
_admin_network_policies

ovnkube_controller_admin_n
etwork_policies_rules

ovnkube_controller_baseline
_admin_network_policies_ru
les

ovnkube_controller_admin_n
etwork_policies_db_objects

ovnkube_controller_baseline
_admin_network_policies_db
_objects

U

Not applicable

Not applicable

e direction: #57%E Ingress
= Egress.

e action: 157 Pass,
Allow, ¢ Deny.

e direction: #57%E Ingress
= Egress.

e action : #57%E Allow =
Deny,

table_name : #5%& ACL =X
Address_Set

table_name : #5%& ACL =X
Address_Set

B 2 & EEMPLRES

R

%2t AdminNetworkPolicy
PR 2,

=Sy 3eslih)
BaselineAdminNetworkPolic

y BIREH, ZEMZZ0H T,

ERRATA ANP SERREHIN
¥, i%EE direction #1action %
2,

EREFATA BANP SEBREIHLI 2
¥, i%EE direction #1action %
2,

EEEPATA ANP G OVN b/
HIRZE(nbdb) N REVEEL, RER
table_name 24,

£2¢thATA BANP 3/ OVN dt
FIEAEE(nNbdb) N R EEL, RER
table_name 24,

2.4. ADMINNETWORKPOLICY BYH O 77 sSRFI W48 5 & =

ATNE TR MRS S ER, B G A UERAT AB9REIEiZIT AdminNetworkPolicy #1
BaselineAdminNetworkPolicy, LUZEHIHEEHAMILERE,

2.4.1. AdminNetworkPolicy # BaselineAdminNetworkPolicy 893t [ 57 &= 122l

PR T 3#f east-west REEHS, ANP M BANP AR FEE ARFHIHILARE, EREFIRERTRE
FREINEHPHEMT R, KEBAAUPITUUTERE

o {HFR T OSSR ERT A O E
o FAETAIML HOFZEN Kubernetes API BRSS 2250 HE H O R S 3204

o AL R SRR A RIS ER B B SC e HH R 2 42

13



OpenShift Container Platform 4.19 %% £

X F ANP #1 BANP, KRBTy H OIS E T mANMLE & =,

2411 BT = peer #ZHIBIERE T RMEHEORE

A TR EEEATLIEFEIM pod BIKEF T REIHORE, XHEMEBIFLRE, BFBEBKRRN
SIHIBR T N B R SR B

EUTRAIG, @i FERT eSS, RVFEA Brestricted, confidential, = internal 25| &£ M4p &
o) % 3%EH), im0 6443 EMIE] Kubernetes APl lRSSEBROHEOFRE., ©AELEBWH restricted,
confidential, or internal Z2 %3 |HEM R ZE(HH, FIEMEREDIIFRA worker 17 mEHRE,

14

#il 2.8. {1/ nodes XIZ&#9 ANP Allow egress 7=l

apiVersion: policy.networking.k8s.io/vialpha1l
kind: AdminNetworkPolicy
metadata:
name: egress-security-allow
spec:
egress:
- action: Deny
to
- nodes:
matchExpressions:
- key: node-role.kubernetes.io/worker
operator: Exists
- action: Allow
name: allow-to-kubernetes-api-server-and-engr-dept-pods
ports:
- portNumber:
port: 6443
protocol: TCP
to:
- nodes: ﬂ
matchExpressions:
- key: node-role.kubernetes.io/control-plane
operator: Exists
- pods: g
namespaceSelector:
matchLabels:
dept: engr
podSelector: {}
priority: 55
subject:
namespaces:
matchExpressions:
- key: security ﬂ
operator: In
values:
- restricted
- confidential
- internal
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{#F matchExpressions FEIEEERBEFH T R —4HT =,
15 E#E M dept: engr ITILHIFTA pod.

1B ANP EH, EPaEEMES M RIEERNIIZLENRRZEE, ROICEEMATE
security F925: 75 restricted, confidential, 3 internal 2 7| B8 & 22 6],

o 9090

5y matchExpressions FE& g E i/ (A X,

2.4.1.2. AR FEH E A Bt E ORE

SHTE N LUERMESEHRH CIDRSEE, FNE—NREERIEFEFF pod WHORE, FHFEAEST
network FE&IEEH CIDRSEENEER IP thit BB bR,

LU RBIEAMSENE, HHET ANP F1 BANP REESRREIH ORE.,

HE
HIZEA A namespace FEE YT LIEER({}). FRAZEEFESRN, BiLiEEE OpenShift 8
£ 22 ],

INSRIRIE ANP =% BANP Deny #I 5 {8F 0.0.0.0/0 BY{E, A J7ESS Deny K&
0.0.0.0/0 IS ES I 54 ANP Allow #L3% & N ATER B89 ith,

B 2.9. 5 A PRAZE X E =9 ANP 1 BANP =51
apiVersion: policy.networking.k8s.io/vialpha1l
kind: AdminNetworkPolicy
metadata:

name: network-as-egress-peer

spec:
priority: 70
subject:
namespaces: {} # Use the empty selector with caution because it also selects OpenShift
namespaces as well.
egress:
- name: "deny-egress-to-external-dns-servers"”
action: "Deny"
to

- -etworks:ﬂ

- 8.8.8.8/32

- 8.8.4.4/32

- 208.67.222.222/32

ports:

- portNumber:
protocol: UDP
port: 53

- name: "allow-all-egress-to-intranet”
action: "Allow"
to:
- networks: g
- 89.246.180.0/22

15
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- 60.45.72.0/22
- name: "allow-all-intra-cluster-traffic"
action: "Allow"
to:
- namespaces: {} # Use the empty selector with caution because it also selects OpenShift
namespaces as well.
- name: "pass-all-egress-to-internet"
action: "Pass"
to:
- networks:

-0.0.0.00 €

apiVersion: policy.networking.k8s.io/vialpha1l
kind: BaselineAdminNetworkPolicy
metadata:
name: default
spec:
subject:
namespaces: {} # Use the empty selector with caution because it also selects OpenShift
namespaces as well.
egress:
- name: "deny-all-egress-to-internet”
action: "Deny"
to:
- networks:

-0.0.0.00 @)

@ =RML%IEEEESM CIDR FLEH,
@ EERAVRNERIREN CIDREH,

14 networks (&% & 0.0.0.0/0 k5 EEI{E(IHA Deny egress, 7E4F Deny % BN
0.0.0.0/0 Z &, HWFEEXLEMMES Allow HLFIFFEMNBE MM, FEHiXHEASIED
Kubernetes API #1 DNS IRS5 288 IFR B R E.

{5 AR X S K 24 network-as-egress-peer ANP #1 BRiA# BANP 35 LU T egress SRBE :
o A pod HITiEETFIHA IP ik 54458 DNS RSS2 1T 815
e A pod R LG A BRI EAAERFEE.
e A pod R LLG HAh pod. 7 RHARSSEIES.

. Fﬁﬁ pod BFEESHEMBERE., H&E—1 ANP Pass #5755 K# BANP Deny #ill & FH =10
—MRIPRIESRRT R FHRE.

2.4.1.3. —RHERT [N FHMLN F
SEEE O LU MRS FAHE E ANP F BANP SREEH,

$ll 2.10. 77 s FN LR Bl
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apiVersion: policy.networking.k8s.io/vialpha1l
kind: AdminNetworkPolicy
metadata:
name: egress-peer-1 ﬂ
spec:
egress: g
- action: "Allow"
name: "allow-egress"
to:
- nodes:
matchExpressions:
- key: worker-group
operator: In
values:
- workloads # Egress traffic from nodes with label worker-group: workloads is allowed.
- networks:
-104.154.164.170/32
- pods:
namespaceSelector:
matchLabels:
apps: external-apps
podSelector:
matchLabels:
app: web # This rule in the policy allows the traffic directed to pods labeled apps: web in
projects with apps: external-apps to leave the cluster.
- action: "Deny"
name: "deny-egress"
to:
- nodes:
matchExpressions:
- key: worker-group

operator: In
values:
- infra # Egress traffic from nodes with label worker-group: infra is denied.
- networks:
- 104.154.164.160/32 # Egress traffic to this IP address from cluster is denied.
- pods:

namespaceSelector:
matchLabels:
apps: internal-apps
podSelector: {}
- action: "Pass"
name: "pass-egress”
to:
- nodes:
matchExpressions:
- key: node-role.kubernetes.io/worker
operator: Exists # All other egress traffic is passed to NetworkPolicy or BANP for evaluation.
priority: 30 6
subject:
namespaces:
matchLabels:
apps: all-apps

1B EREGEI B AR,
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© T URMRLTE, ERAE ANP R REEHIEY egress,

g 1EE ANP BE5EZR, MBERNIHEENINE, EREEFANBEEETSHILEN. ANP % O-
99 WfH, O NESMLEN, 99 NEEMEN.

Q EESHPENAKEN pod &G, ATHIR, FAERERZEFHT A apps: all-apps FrEH{EA
pod #B 2 SRBGHY L,

2.5. ADMINNETWORKPOLICY #fEHEfR

2.5.1. }& & ANP B2

TR AdminNetworkPolicy (ANP) #1 BaselineAdminNetworkPolicy (BANP) 2% 2 IE#f /3,
HRELU TSR EHE - oc describe ap = oc describe banp.

EEH KRR OVN DB plumbing was successful 1 SetupSucceeded.
Status: True
Reason: SetupSucceeded

Bl 2.11. BE RFREH ANP =5l
Conditions:
Last Transition Time: 2024-06-08T20:29:00Z
Message: Setting up OVN DB plumbing was successful

Reason: SetupSucceeded

Type: Ready-In-Zone-ovn-control-plane Last Transition Time: 2024-06-08T20:29:00Z

Message: Setting up OVN DB plumbing was successful

Status: True

Type: Ready-In-Zone-ovn-worker

Last Transition Time: 2024-06-08T20:29:00Z

Message: Setting up OVN DB plumbing was successful

Reason: SetupSucceeded

Status: True
Type: Ready-In-Zone-ovn-worker2

402R Plumbing SR, TS MR R B9 K 4280 83 T S B ik

Message: error attempting to add ANP cluster-control with priority 600 because, OVNK
only supports priority ranges 0-99

Reason: SetupFailed

Status: False

Type: Ready-In-Zone-example-worker-1.example.example-org.net

‘ Bl 2.12. A EESUR AR L B 69 ANP 61

Status:
Conditions:
Last Transition Time: 2024-06-25T12:47:44Z

18
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Last Transition Time: 2024-06-25T12:47:457
Message: error attempting to add ANP cluster-control with priority 600 because, OVNK
only supports priority ranges 0-99

Reason: SetupFailed

Status: False

Type: Ready-In-Zone-example-worker-0.example.example-org.net

Last Transition Time: 2024-06-25T12:47:44Z

Message: error attempting to add ANP cluster-control with priority 600 because, OVNK
only supports priority ranges 0-99

Reason: SetupFailed

Status: False

Type: Ready-In-Zone-example-ctiplane-1.example.example-org.net

Last Transition Time: 2024-06-25T12:47:44Z

Message: error attempting to add ANP cluster-control with priority 600 because, OVNK
only supports priority ranges 0-99

Reason: SetupFailed

Status: False

Type: Ready-In-Zone-example-ctlplane-2.example.example-org.net

Last Transition Time: 2024-06-25T12:47:44Z

Message: error attempting to add ANP cluster-control with priority 600 because, OVNK
only supports priority ranges 0-99

Reason: SetupFailed

Status: False

Type: Ready-In-Zone-example-ctiplane-0.example.example-org.net

AKX nbetl 885, 155 M LT ERD KA BIBERR T A ZhBI RS,

2.5.1.1. 77 ANP #1 BANP {#F nbctl &%

TR RRIIBNE B THEERERR, HE%EE OVN SLEEIEE (nbdb) W&, 3 ACL. AdressSet #ll
Port_Group, E#&%& nbdb, BMEETZT RLM pod AEREFZ T mEUREFIN R,

FeREH
o FHEZR cluster-admin B &I £,

e B%% OpenShift CLI (oc) .

BEERHIZIT ovn nbetl 855, WX T REY "nbdb" T FFiLAZ shell,

LU SRB& B T i .

kind: AdminNetworkPolicy
metadata:

name: cluster-control
spec:

Bl 2.13. AF 4R HIHE B AdminNetworkPolicy
priority: 34

| apiVersion: policy.networking.k8s.io/vialpha1l

19
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subject:
namespaces:
matchLabels:
anp: cluster-control-anp # Only namespaces with this label have this ANP
ingress:
- name: "allow-from-ingress-router" # rule0
action: "Allow"
from:
- namespaces:
matchLabels:
policy-group.network.openshift.io/ingress: "
- namedPort: "scrape”

action: "Allow"
from:
- namespaces:

matchLabels:

kubernetes.io/metadata.name: openshift-monitoring

ports:
- portNumber:

protocol: TCP

port: 7564

action: "Allow"
from:
- namespaces: # open tenants
matchLabels:
tenant: open
name: "pass-from-restricted-tenants” # rule3
action: "Pass"
from:
- namespaces: # restricted tenants
matchLabels:
tenant: restricted
- name: "default-deny" # rule4
action: "Deny"
from:
- namespaces: {} # Use the empty selector with caution because it also selects OpenShift
namespaces as well.
egress:
- name: "allow-to-dns" # rule0
action: "Allow"
to:
- pods:
namespaceSelector:
matchLabels:
kubernetes.io/metadata.name: openshift-dns
podSelector:
matchLabels:
app: dns
ports:
- portNumber:
protocol: UDP
port: 5353
- name: "allow-to-kapi-server" # rule1
action: "Allow"

- name: "allow-from-monitoring" # rule1
- name: "allow-from-open-tenants" # rule2

20
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to:

- nodes:
matchExpressions:
- key: node-role.kubernetes.io/control-plane

operator: Exists

ports:

- portNumber:
protocol: TCP
port: 6443

name: "allow-to-splunk” # rule2

action: "Allow"

to:

- namespaces:
matchLabels:

tenant: splunk

ports:

- portNumber:
protocol: TCP
port: 8991

- portNumber:
protocol: TCP
port: 8992

action: "Allow"
to:
- nodes: # worker-nodes
matchExpressions:
- key: node-role.kubernetes.io/worker
operator: Exists
- networks: # intranet
-172.29.0.0/30
-10.0.54.0/19
-10.0.56.38/32
-10.0.69.0/24
- namespaces: # open tenants
matchLabels:
tenant: open
name: "pass-to-restricted-tenants" # rule4
action: "Pass"
to:
- namespaces: # restricted tenants
matchLabels:
tenant: restricted
name: "default-deny"
action: "Deny"
to:
- networks:
- 0.0.0.0/0

TUTRS, EATRERIIE pod :

i
I $ oc get pods -n openshift-ovn-kubernetes -owide

name: "allow-to-open-tenants-and-intranet-and-worker-nodes" # rule3

B 2 & EEPLHRE
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i th o Bl

. JB

NAME READY STATUS RESTARTS AGE IP NODE
NOMINATED NODE READINESS GATES
ovnkube-control-plane-5¢95487779-8k9fd 2/2  Running 0 34m 10.0.0.5 ci-In-

0tv5gg2-72292-6sjw5-master-0 <none> <none>
ovnkube-control-plane-5¢95487779-v2xn8 2/2  Running 0 34m 10.0.0.3 ci-In-
0tv5gg2-72292-6sjw5-master-1 <none> <none>

ovnkube-node-524dt 8/8 Running 0 33m 10.0.0.4 ci-In-0tv5gg2-
72292-6sjw5-master-2 <none> <none>

ovnkube-node-gbwr9 8/8 Running 0 24m 10.0.128.4 ci-In-0tv5gg2-
72292-6sjw5-worker-c-s9gqt  <none> <none>

ovnkube-node-h4fpx 8/8 Running 0 33m 10.0.0.5 ci-In-0tvbgg2-
72292-6sjw5-master-0 <none> <none>

ovnkube-node-j4hzw 8/8 Running 0 24m 10.0.128.2 ci-In-0tv5gg2-
72292-6sjw5-worker-a-hzbh5 <none> <none>

ovnkube-node-wdhgv 8/8 Running 0 33m 10.0.0.3 ci-In-0tv5gg2-
72292-6sjw5-master-1 <none> <none>

ovnkube-node-wfncn 8/8 Running 0 24m 10.0.128.3 ci-In-0tv5gg2-
72292-6sjw5-worker-b-5bb7f <none> <none>

TUAT R, A pod LEFILABIEE :

$ oc rsh -¢ nbdb -n openshift-ovn-kubernetes ovnkube-node-524dt

T Tk EE ACL nbdb :

$ ovn-nbctl find ACL 'external_ids{>=}{"k8s.ovn.org/owner-
type"=AdminNetworkPolicy,"k8s.ovn.org/name"=cluster-control}'

Hrh, cluster-control

& R EHFE R AdminNetworkPolicy F9& 7R,

AdminNetworkPolicy

15 E £ 8 AdminNetworkPolicy =t BaselineAdminNetworkPolicy.

5 2.14. ACL By%iH =B

_uuid : 0d5e4722-b608-4bb1-b625-23¢c323cc9926

action : allow-related

direction : to-lport

external_ids : {direction=Ingress, gress-index="2", "k8s.ovn.org/id"="default-network-
controller:AdminNetworkPolicy:cluster-control:Ingress:2:None",
"k8s.ovn.org/name"=cluster-control, "k8s.ovn.org/owner-controller"=default-network-
controller, "k8s.ovn.org/owner-type"=AdminNetworkPolicy, port-policy-protocol=None}
label :0

log : false

match : "outport == @a14645450421485494999 && ((ip4.src ==
$a13730899355151937870))"

meter : acl-logging

name : "ANP:cluster-control:Ingress:2"

options {}

priority : 26598

severity ]
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tier 1

_uuid : b7be6472-df67-439¢c-8¢c9c-f55929f0abel

action : drop

direction : from-Iport

external_ids : {direction=Egress, gress-index="5", "k8s.ovn.org/id"="default-network-

controller:AdminNetworkPolicy:cluster-control:Egress:5:None",
"k8s.ovn.org/name"=cluster-control, "k8s.ovn.org/owner-controller"=default-network-
controller, "k8s.ovn.org/owner-type"=AdminNetworkPolicy, port-policy-protocol=None}
label :0

log : false

match :"inport == @a14645450421485494999 && ((ip4.dst ==
$a11452480169090787059))"

meter : acl-logging

name : "ANP:cluster-control:Egress:5"

options : {apply-after-Ib="true"}

priority : 26595

severity ]

tier 1

_uuid : 5a6e5bb4-36eb-4209-b8bc-c611983d4624

action : pass

direction : to-Iport

external_ids : {direction=Ingress, gress-index="3", "k8s.ovn.org/id"="default-network-

controller:AdminNetworkPolicy:cluster-control:Ingress:3:None",
"k8s.ovn.org/name"=cluster-control, "k8s.ovn.org/owner-controller"=default-network-
controller, "k8s.ovn.org/owner-type"=AdminNetworkPolicy, port-policy-protocol=None}
label :0

log : false

match : "outport == @a14645450421485494999 && ((ip4.src ==
$a764182844364804195))"

meter : acl-logging

name : "ANP:cluster-control:Ingress:3"

options {}

priority : 26597

severity ]

tier 1

_uuid : 04f20275-c410-405¢-2923-0e677f767889

action : pass

direction : from-Iport

external_ids : {direction=Egress, gress-index="4", "k8s.ovn.org/id"="default-network-

controller:AdminNetworkPolicy:cluster-control:Egress:4:None",
"k8s.ovn.org/name"=cluster-control, "k8s.ovn.org/owner-controller"=default-network-
controller, "k8s.ovn.org/owner-type"=AdminNetworkPolicy, port-policy-protocol=None}
label :0

log : false

match :"inport == @a14645450421485494999 && ((ip4.dst ==
$a5972452606168369118))"

meter : acl-logging

name : "ANP:cluster-control:Egress:4"

options : {apply-after-lb="true"}

priority : 26596

severity ]

tier 1
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24

_uuid : 4b5d836a-e0a3-4088-825e-f9f0ca58e538

action : drop

direction : to-lport

external_ids : {direction=Ingress, gress-index="4", "k8s.ovn.org/id"="default-network-

controller:AdminNetworkPolicy:cluster-control:Ingress:4:None",
"k8s.ovn.org/name"=cluster-control, "k8s.ovn.org/owner-controller"=default-network-
controller, "k8s.ovn.org/owner-type"=AdminNetworkPolicy, port-policy-protocol=None}
label :0

log : false

match : "outport == @a14645450421485494999 && ((ip4.src ==
$a13814616246365836720))"

meter : acl-logging

name : "ANP:cluster-control:Ingress:4"

options {}

priority : 26596

severity ]

tier 1

_uuid : 5d09957d-d2cc-4f5a-9ddd-b97d9d772023

action : allow-related

direction : from-Iport

external_ids : {direction=Egress, gress-index="2", "k8s.ovn.org/id"="default-network-

controller:AdminNetworkPolicy:cluster-control:Egress:2:tcp", "k8s.ovn.org/name"=cluster-
control, "k8s.ovn.org/owner-controller"=default-network-controller, "k8s.ovn.org/owner-
type"=AdminNetworkPolicy, port-policy-protocol=tcp}

label :0

log : false

match :"inport == @a14645450421485494999 && ((ip4.dst ==
$a18396736153283155648)) && tcp && tcp.dst=={8991,8992}"

meter : acl-logging

name : "ANP:cluster-control:Egress:2"

options : {apply-after-lb="true"}

priority : 26598

severity ]

tier 1

_uuid : 1a68a5ed-e7f9-47d0-b55¢-89184d97e81a

action : allow-related

direction : from-Iport

external_ids : {direction=Egress, gress-index="1", "k8s.ovn.org/id"="default-network-

controller:AdminNetworkPolicy:cluster-control:Egress:1:tcp", "k8s.ovn.org/name"=cluster-
control, "k8s.ovn.org/owner-controller"=default-network-controller, "k8s.ovn.org/owner-
type"=AdminNetworkPolicy, port-policy-protocol=tcp}

label :0

log : false

match :"inport == @a14645450421485494999 && ((ip4.dst ==
$a10706246167277696183)) && tcp && tcp.dst==6443"
meter : acl-logging

name : "ANP:cluster-control:Egress:1"

options : {apply-after-Ib="true"}

priority 1 26599

severity ]

tier 1

_uuid : aala224d-7960-4952-bdfb-35246bafbac8
action : allow-related



B 2 & EEMPLRES

direction : to-Iport

external_ids : {direction=Ingress, gress-index="1", "k8s.ovn.org/id"="default-network-
controller:AdminNetworkPolicy:cluster-control:Ingress:1:tcp", "k8s.ovn.org/name"=cluster-
control, "k8s.ovn.org/owner-controller"=default-network-controller, "k8s.ovn.org/owner-
type"=AdminNetworkPolicy, port-policy-protocol=tcp}

label :0

log : false

match : "outport == @a14645450421485494999 && ((ip4.src ==
$a6786643370959569281)) && tcp && tep.dst==7564"

meter : acl-logging

name : "ANP:cluster-control:Ingress:1"

options {}

priority 1 26599

severity ]

tier 1

_uuid : 1a27d30e-3f96-4915-8ddd-ade7f22¢c117b

action : allow-related

direction : from-Iport

external_ids : {direction=Egress, gress-index="3", "k8s.ovn.org/id"="default-network-

controller:AdminNetworkPolicy:cluster-control:Egress:3:None",
"k8s.ovn.org/name"=cluster-control, "k8s.ovn.org/owner-controller"=default-network-
controller, "k8s.ovn.org/owner-type"=AdminNetworkPolicy, port-policy-protocol=None}
label :0

log : false

match :"inport == @a14645450421485494999 && ((ip4.dst ==
$a10622494091691694581))"

meter : acl-logging

name : "ANP:cluster-control:Egress:3"

options : {apply-after-Ib="true"}

priority : 26597

severity ]

tier 1

_uuid : b23a087f-08f8-4225-8c27-4a9a9ee0c407

action : allow-related

direction : from-Iport

external_ids : {direction=Egress, gress-index="0", "k8s.ovn.org/id"="default-network-

controller:AdminNetworkPolicy:cluster-control:Egress:0:udp", "k8s.ovn.org/name"=cluster-
control, "k8s.ovn.org/owner-controller"=default-network-controller, "k8s.ovn.org/owner-
type"=AdminNetworkPolicy, port-policy-protocol=udp}

label :0

log : false

match 2 "inport == @a14645450421485494999 && ((ip4.dst ==
$a13517855690389298082)) && udp && udp.dst==5353"

meter : acl-logging

name : "ANP:cluster-control:Egress:0"

options : {apply-after-lb="true"}

priority : 26600

severity ]

tier 1

__uuid : d14ed5cf-2e06-496e-8cae-6b76d5dd5ccd

action : allow-related

direction : to-Iport

external_ids : {direction=Ingress, gress-index="0", "k8s.ovn.org/id"="default-network-
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a.

controller, "k8s.ovn.org/owner-type"=AdminNetworkPolicy, port-policy-protocol=None}
label :0

log : false

match : "outport == @a14645450421485494999 && ((ip4.src ==
$a14545668191619617708))"

meter : acl-logging

name : "ANP:cluster-control:Ingress:0"

options {}

priority : 26600

severity ]

tier 1

controller:AdminNetworkPolicy:cluster-control:Ingress:0:None",
"k8s.ovn.org/name"=cluster-control, "k8s.ovn.org/owner-controller"=default-network-

ingress M egress % H f R SRBEIE ACL FREZEE, B0, EREIEESIRMHM
match [EEEHT 2H4THY action,

TUUT @S, MHANKGERE ACL :

type"=AdminNetworkPolicy,direction=Ingress,"k8s.ovn.org/name"=cluster-control,gress-

1217
$ ovn-nbctl find ACL 'external_ids{>=}{"k8s.ovn.org/owner-
index="1"}'

Hrh, cluster-control
15E ANP B9&FR,
A0
1EERER direction 71352 Ingress =X Egress.

EEEEERAN,

%I F~%H cluster-control #J ANP '~f3l, H priority 2 34, LLF2 Ingress rule 1 #9745
Hid

B 2.15. Hith =Bl
_uuid : aala224d-7960-4952-bdfb-35246bafbac8
action : allow-related
direction : to-Iport
network-controller:AdminNetworkPolicy:cluster-control:Ingress:1:tcp",

external_ids : {direction=Ingress, gress-index="1", "k8s.ovn.org/id"="default-
"k8s.ovn.org/name"=cluster-control, "k8s.ovn.org/owner-controller"=default-network-
controller, "k8s.ovn.org/owner-type"=AdminNetworkPolicy, port-policy-protocol=tcp}
label :0

log : false

match : "outport == @a14645450421485494999 && ((ip4.src ==
$a6786643370959569281)) && tcp && tep.dst==7564"

meter : acl-logging

name : "ANP:cluster-control:Ingress:1"

options )
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tier 1

priority 1 26599
severity ]

T T8 EE nbdb FBJHIEER -

$ ovn-nbctl find Address_Set 'external_ids{>=}{"k8s.ovn.org/owner-
type"=AdminNetworkPolicy,"k8s.ovn.org/name"=cluster-control}'

5 2.16. Address_Set B9%i tH =<5l

_uuid : 56e89601-5552-4238-9fc3-8833f5494869

addresses :["192.168.194.135", "192.168.194.152", "192.168.194.193",
"192.168.194.254"]

external_ids : {direction=Egress, gress-index="1", ip-family=v4,

"k8s.ovn.org/id"="default-network-controller:AdminNetworkPolicy:cluster-
control:Egress:1:v4", "k8s.ovn.org/name"=cluster-control, "k8s.ovn.org/owner-
controller"=default-network-controller, "k8s.ovn.org/owner-type"=AdminNetworkPolicy}

name :a10706246167277696183
__uuid : 7df9330d-380b-4bdb-8acd-4eddeda2419¢
addresses :["10.132.0.10", "10.132.0.11", "10.132.0.12", "10.132.0.13",

"10.132.0.14","10.132.0.15", "10.132.0.16", "10.132.0.17", "10.132.0.5", "10.132.0.7",
"10.132.0.71","10.132.0.75", "10.132.0.8", "10.132.0.81", "10.132.0.9", "10.132.2.10",
"10.132.2.11","10.132.2.12", "10.132.2.14", "10.132.2.15", "10.132.2.3", "10.132.2.4",
"10.132.2.5","10.132.2.6", "10.132.2.7", "10.132.2.8", "10.132.2.9", "10.132.3.64",
"10.132.3.65", "10.132.3.72", "10.132.3.73", "10.132.3.76", "10.133.0.10", "10.133.0.11",
"10.138.0.12","10.133.0.13", "10.133.0.14", "10.133.0.15", "10.133.0.16", "10.133.0.17",
"10.133.0.18","10.133.0.19", "10.133.0.20", "10.133.0.21", "10.133.0.22", "10.133.0.23",
"10.133.0.24", "10.133.0.25", "10.133.0.26", "10.133.0.27", "10.133.0.28", "10.133.0.29",
"10.133.0.30", "10.133.0.31", "10.133.0.32", "10.133.0.33", "10.133.0.34", "10.133.0.35",
"10.133.0.36", "10.133.0.37", "10.133.0.38", "10.133.0.39", "10.133.0.40", "10.133.0.41",
"10.133.0.42", "10.133.0.44", "10.133.0.45", "10.133.0.46", "10.133.0.47", "10.133.0.48",
"10.138.0.5", "10.133.0.6", "10.133.0.7", "10.133.0.8", "10.133.0.9", "10.134.0.10",
"10.134.0.11","10.134.0.12", "10.134.0.13", "10.134.0.14", "10.134.0.15", "10.134.0.16",
"10.134.0.17","10.134.0.18", "10.134.0.19", "10.134.0.20", "10.134.0.21", "10.134.0.22",
"10.134.0.23", "10.134.0.24", "10.134.0.25", "10.134.0.26", "10.134.0.27", "10.134.0.28",
"10.134.0.30","10.134.0.31", "10.134.0.32", "10.134.0.33", "10.134.0.34", "10.134.0.35",
"10.134.0.36", "10.134.0.37", "10.134.0.38", "10.134.0.4", "10.134.0.42", "10.134.0.9",
"10.135.0.10","10.135.0.11", "10.135.0.12", "10.135.0.13", "10.135.0.14", "10.135.0.15",
"10.135.0.16","10.135.0.17", "10.135.0.18", "10.135.0.19", "10.135.0.23", "10.135.0.24",
"10.135.0.26", "10.135.0.27", "10.135.0.29", "10.135.0.3", "10.135.0.4", "10.135.0.40",
"10.135.0.41","10.135.0.42", "10.135.0.43", "10.135.0.44", "10.135.0.5", "10.135.0.6",
"10.135.0.7", "10.135.0.8", "10.135.0.9"

external_ids : {direction=Ingress, gress-index="4", ip-family=v4,
"k8s.ovn.org/id"="default-network-controller:AdminNetworkPolicy:cluster-
control:Ingress:4:v4", "k8s.ovn.org/name"=cluster-control, "k8s.ovn.org/owner-
controller"=default-network-controller, "k8s.ovn.org/owner-type"=AdminNetworkPolicy}

name :a13814616246365836720

_uuid : 84d76f13-ad95-4c00-8329-a0b1d023c289
addresses :["10.132.3.76", "10.135.0.44"]

external_ids : {direction=Egress, gress-index="4", ip-family=v4,

"k8s.ovn.org/id"="default-network-controller:AdminNetworkPolicy:cluster-
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control:Egress:4:v4", "k8s.ovn.org/name"=cluster-control, "k8s.ovn.org/owner-
controller"=default-network-controller, "k8s.ovn.org/owner-type"=AdminNetworkPolicy}
name : a5972452606168369118

_uuid : 0c53e917-17ee-4256-8f3a-9522c0481e52

addresses :["10.132.0.10", "10.132.0.11", "10.132.0.12", "10.132.0.13",
"10.132.0.14","10.132.0.15", "10.132.0.16", "10.132.0.17", "10.132.0.5", "10.132.0.7",
"10.132.0.71","10.132.0.75", "10.132.0.8", "10.132.0.81", "10.132.0.9", "10.132.2.10",
"10.132.2.11","10.132.2.12", "10.132.2.14", "10.132.2.15", "10.132.2.3", "10.132.2.4",
"10.132.2.5","10.132.2.6", "10.132.2.7", "10.132.2.8", "10.132.2.9", "10.132.3.64",
"10.132.3.65", "10.132.3.72", "10.132.3.73", "10.132.3.76", "10.133.0.10", "10.133.0.11",
"10.133.0.12","10.133.0.13", "10.133.0.14", "10.133.0.15", "10.133.0.16", "10.133.0.17",
"10.133.0.18","10.133.0.19", "10.133.0.20", "10.133.0.21", "10.133.0.22", "10.133.0.23",
"10.133.0.24","10.133.0.25", "10.133.0.26", "10.133.0.27", "10.133.0.28", "10.133.0.29",
"10.133.0.30", "10.133.0.31", "10.133.0.32", "10.133.0.33", "10.133.0.34", "10.133.0.35",
"10.133.0.36", "10.133.0.37", "10.133.0.38", "10.133.0.39", "10.133.0.40", "10.133.0.41",
"10.133.0.42", "10.133.0.44", "10.133.0.45", "10.133.0.46", "10.133.0.47", "10.133.0.48",
"10.138.0.5", "10.133.0.6", "10.133.0.7", "10.133.0.8", "10.133.0.9", "10.134.0.10",
"10.134.0.11","10.134.0.12", "10.134.0.13", "10.134.0.14", "10.134.0.15", "10.134.0.16",
"10.134.0.17","10.134.0.18", "10.134.0.19", "10.134.0.20", "10.134.0.21", "10.134.0.22",
"10.134.0.23", "10.134.0.24", "10.134.0.25", "10.134.0.26", "10.134.0.27", "10.134.0.28",
"10.134.0.30", "10.134.0.31", "10.134.0.32", "10.134.0.33", "10.134.0.34", "10.134.0.35",
"10.134.0.36", "10.134.0.37", "10.134.0.38", "10.134.0.4", "10.134.0.42", "10.134.0.9",
"10.135.0.10","10.135.0.11", "10.135.0.12", "10.135.0.13", "10.135.0.14", "10.135.0.15",
"10.135.0.16","10.135.0.17", "10.135.0.18", "10.135.0.19", "10.135.0.23", "10.135.0.24",
"10.135.0.26", "10.135.0.27", "10.135.0.29", "10.135.0.3", "10.135.0.4", "10.135.0.40",
"10.135.0.41","10.135.0.42", "10.135.0.43", "10.135.0.44", "10.135.0.5", "10.135.0.6",
"10.135.0.7", "10.135.0.8", "10.135.0.9"

external_ids : {direction=Egress, gress-index="2", ip-family=v4,
"k8s.ovn.org/id"="default-network-controller:AdminNetworkPolicy:cluster-
control:Egress:2:v4", "k8s.ovn.org/name"=cluster-control, "k8s.ovn.org/owner-
controller"=default-network-controller, "k8s.ovn.org/owner-type"=AdminNetworkPolicy}

name :a18396736153283155648

_uuid : 5228bf1b-dfd8-40ec-bfa8-95c5bf9aded9
addresses |

external_ids : {direction=Ingress, gress-index="0", ip-family=v4,

"k8s.ovn.org/id"="default-network-controller:AdminNetworkPolicy:cluster-
control:Ingress:0:v4", "k8s.ovn.org/name"=cluster-control, "k8s.ovn.org/owner-
controller"=default-network-controller, "k8s.ovn.org/owner-type"=AdminNetworkPolicy}

name :a14545668191619617708
_uuid : 46530d69-70da-4558-8c63-884ec9dc4f25
addresses :["10.132.2.10", "10.132.2.5", "10.132.2.6", "10.132.2.7", "10.132.2.8",

"10.132.2.9", "10.133.0.47", "10.134.0.33", "10.135.0.10", "10.135.0.11", "10.135.0.12",
"10.135.0.19", "10.135.0.24", "10.135.0.7", "10.135.0.8", "10.135.0.9"]

external_ids : {direction=Ingress, gress-index="1", ip-family=v4,
"k8s.ovn.org/id"="default-network-controller:AdminNetworkPolicy:cluster-
control:Ingress:1:v4", "k8s.ovn.org/name"=cluster-control, "k8s.ovn.org/owner-
controller"=default-network-controller, "k8s.ovn.org/owner-type"=AdminNetworkPolicy}
name : a6786643370959569281

_uuid : 65fdcdea-0b9f-4318-9884-1b51d231ad1d
addresses :["10.132.3.72", "10.135.0.42"]
external_ids : {direction=Ingress, gress-index="2", ip-family=v4,

"k8s.ovn.org/id"="default-network-controller:AdminNetworkPolicy:cluster-
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control:Ingress:2:v4", "k8s.ovn.org/name"=cluster-control, "k8s.ovn.org/owner-
controller"=default-network-controller, "k8s.ovn.org/owner-type"=AdminNetworkPolicy}

name :a13730899355151937870

_uuid : 73eabdb0-36bf-4ca3-b66d-156ac710df4c

addresses :["10.0.32.0/19", "10.0.56.38/32", "10.0.69.0/24", "10.132.3.72",
"10.135.0.42", "172.29.0.0/30", "192.168.194.103", "192.168.194.2"]
external_ids : {direction=Egress, gress-index="3", ip-family=v4,

"k8s.ovn.org/id"="default-network-controller:AdminNetworkPolicy:cluster-
control:Egress:3:v4", "k8s.ovn.org/name"=cluster-control, "k8s.ovn.org/owner-
controller"=default-network-controller, "k8s.ovn.org/owner-type"=AdminNetworkPolicy}
name :a10622494091691694581

_uuid : 50cdbef2-71b5-474b-914c-6fcd1d7712d3

addresses :["10.132.0.10","10.132.0.11", "10.132.0.12", "10.132.0.13",
"10.132.0.14","10.132.0.15", "10.132.0.16", "10.132.0.17", "10.132.0.5", "10.132.0.7",
"10.132.0.71","10.132.0.75", "10.132.0.8", "10.132.0.81", "10.132.0.9", "10.132.2.10",
"10.132.2.11","10.132.2.12", "10.132.2.14", "10.132.2.15", "10.132.2.3", "10.132.2.4",
"10.132.2.5","10.132.2.6", "10.132.2.7", "10.132.2.8", "10.132.2.9", "10.132.3.64",
"10.132.3.65", "10.132.3.72", "10.132.3.73", "10.132.3.76", "10.133.0.10", "10.133.0.11",
"10.133.0.12","10.133.0.13", "10.133.0.14", "10.133.0.15", "10.133.0.16", "10.133.0.17",
"10.133.0.18","10.133.0.19", "10.133.0.20", "10.133.0.21", "10.133.0.22", "10.133.0.23",
"10.133.0.24","10.133.0.25", "10.133.0.26", "10.133.0.27", "10.133.0.28", "10.133.0.29",
"10.133.0.30", "10.133.0.31", "10.133.0.32", "10.133.0.33", "10.133.0.34", "10.133.0.35",
"10.133.0.36", "10.133.0.37", "10.133.0.38", "10.133.0.39", "10.133.0.40", "10.133.0.41",
"10.133.0.42","10.133.0.44", "10.133.0.45", "10.133.0.46", "10.133.0.47", "10.133.0.48",
"10.133.0.5", "10.133.0.6", "10.133.0.7", "10.133.0.8", "10.133.0.9", "10.134.0.10",
"10.134.0.11","10.134.0.12", "10.134.0.13", "10.134.0.14", "10.134.0.15", "10.134.0.16",
"10.134.0.17","10.134.0.18", "10.134.0.19", "10.134.0.20", "10.134.0.21", "10.134.0.22",
"10.134.0.23", "10.134.0.24", "10.134.0.25", "10.134.0.26", "10.134.0.27", "10.134.0.28",
"10.134.0.30", "10.134.0.31", "10.134.0.32", "10.134.0.33", "10.134.0.34", "10.134.0.35",
"10.134.0.36", "10.134.0.37", "10.134.0.38", "10.134.0.4", "10.134.0.42", "10.134.0.9",
"10.135.0.10","10.135.0.11", "10.135.0.12", "10.135.0.13", "10.135.0.14", "10.135.0.15",
"10.135.0.16","10.135.0.17", "10.135.0.18", "10.135.0.19", "10.135.0.23", "10.135.0.24",
"10.135.0.26", "10.135.0.27", "10.135.0.29", "10.135.0.3", "10.135.0.4", "10.135.0.40",
"10.135.0.41","10.135.0.42", "10.135.0.43", "10.135.0.44", "10.135.0.5", "10.135.0.6",
"10.135.0.7", "10.135.0.8", "10.135.0.9"

external_ids : {direction=Egress, gress-index="0", ip-family=v4,
"k8s.ovn.org/id"="default-network-controller:AdminNetworkPolicy:cluster-
control:Egress:0:v4", "k8s.ovn.org/name"=cluster-control, "k8s.ovn.org/owner-
controller"=default-network-controller, "k8s.ovn.org/owner-type"=AdminNetworkPolicy}

name : a13517855690389298082

_uuid : 32a42f32-2d11-43dd-979d-a56d7eebaa57
addresses :["10.132.3.76", "10.135.0.44"]

external_ids : {direction=Ingress, gress-index="3", ip-family=v4,

"k8s.ovn.org/id"="default-network-controller:AdminNetworkPolicy:cluster-
control:Ingress:3:v4", "k8s.ovn.org/name"=cluster-control, "k8s.ovn.org/owner-
controller"=default-network-controller, "k8s.ovn.org/owner-type"=AdminNetworkPolicy}
name :a764182844364804195

_uuid : 8fd3b977-6e1c-47aa-82b7-e3e3136¢c4a72
addresses :["0.0.0.0/0"]
external_ids : {direction=Egress, gress-index="5", ip-family=v4,

"k8s.ovn.org/id"="default-network-controller:AdminNetworkPolicy:cluster-
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controller"=default-network-controller, "k8s.ovn.org/owner-type"=AdminNetworkPolicy}
name :a11452480169090787059

| | control:Egress:5:v4", "k8s.ovn.org/name"=cluster-control, "k8s.ovn.org/owner-

a.

TUTaS, REMNKEAIIE

type"=AdminNetworkPolicy,direction=Egress,"k8s.ovn.org/name"=cluster-control,gress-
index="5"}'

1=
| $ ovn-nbctl find Address_Set 'external_ids{>=}{"k8s.ovn.org/owner-

5 2.17. Address_Set 8% =<5l

5.

_uuid : 8fd3b977-6e1c-47aa-82b7-e3e3136¢c4a72
addresses :["0.0.0.0/0"
external_ids : {direction=Egress, gress-index="5", ip-family=v4,

"k8s.ovn.org/id"="default-network-controller:AdminNetworkPolicy:cluster-
control:Egress:5:v4", "k8s.ovn.org/name"=cluster-control, "k8s.ovn.org/owner-
controller"=default-network-controller, "k8s.ovn.org/owner-type"=AdminNetworkPolicy}
name :a11452480169090787059

T T EE nbdb ARIROA :

type"=AdminNetworkPolicy,"k8s.ovn.org/name"=cluster-control}'

i
I $ ovn-nbctl find Port_Group 'external_ids{>=}{"k8s.ovn.org/owner-

1 2.18. Port_Group B H =l

_uuid : f50acf71-7488-4b9a-b7b8-c8a024e99d21

acls

: [04f20275-c410-405¢-a923-0e677f767889, 005e4722-b608-4bb1-b625-

23¢323cc9926, 1a27d30e-3f96-4915-8ddd-ade7{22¢c117b, 1a68a5ed-e7f9-47d0-b55c¢-
89184d97e81a, 4b5d836a-e0a3-4088-825e-f9f0ca58e538, 5a6e5bb4-36eb-4209-b8bc-
€611983d4624, 5d09957d-d2cc-4f5a-9ddd-b97d9d772023, aala224d-7960-4952-bdfb-
35246bafbac8, b23a087{-08f8-4225-8¢c27-4a9a9ee0c407, b7be6472-df67-439c-8¢c9c-
f55929f0a6e0, d14ed5cf-2e06-496e-8cae-6b76d5dd5ccd]

external_ids : {"k8s.ovn.org/id"="default-network-
controller:AdminNetworkPolicy:cluster-control", "k8s.ovn.org/name"=cluster-control,
"k8s.ovn.org/owner-controller'=default-network-controller, "k8s.ovn.org/owner-
type"=AdminNetworkPolicy}

name :a14645450421485494999
ports : [5e75f289-8273-4f8a-8798-8¢10f7318833, de7e1b71-6184-445d-93e7-
b20acadf41ea]

2.5.2. H¥KF R

e {#fH ovnkube-trace BER Openflow

o OVN-Kubernetes tRFEHER

2.6. ADMINNETWORKPOLICY BB {E5CEE
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6 2 = EERL R
&7/ AdminNetworkPolicy # BaselineAdminNetworkPolicy %Rzt &£,

2.6.1. 1% 1T AdminNetworkPolicy
1£19% AdminNetworkPolicy (ANP) B5RHES, EAIRERIE QBRI EZRUTREA
o RAEILLAIE BB HERLIEEHM ANP, MNREFEAR—LEMCIBRHD ANP, HHRECITIFARNE
SHNNAEE—RE. 8MENE—MINISENA, BERNLELERESNANN, T
IRIEAR WA, EhLaETEESM ANP R, THREIEMLHERAWILLER, iEE
AR MR EE ANPs,

o EELMIIOENATRFMEZERRANP, MARRIBEZER,

BF

X% ANP 7 BaselineAdminNetworkPolicy (BANP) [l E| R4 fr & 22/ (default,
kube-system, {E{LL openshift- FF B9 R ZE(A]) , XFEMRFEERTIN FOFITE
IEE TR,

o FNFFHIMAICEREZ 0-100, FTLUER LURER ANP & A — N HIESER, 40 30-70,
ARV MU HEMRE — LB S ERNMUER SR, BMEEINPESEERA, SR
TMEFERE LR, URBEEMEENZE, EAILURESEUERBILEMBAN
ANP, SIRIEITET ANP, NITREFEEHOUREN], LUEN FRMEMENR,

o :LfHF 0.0.0.0/0 = ::/0 GIE— i #Y Deny FRESES, EBEREAREEG KB LS Allow =
Pass #/,

o YEJEMR—MIEETEEMNLBER TEHAE, £ Allow fF R action F., ANP
FE Allow FLNACSRIEBIRA M ALVF, NetworkPolicy J5#% 288

e f{fif Pass {F /&R action i, [FRVTFHIELIEEEIEZE L% NetworkPolicy /2.

o HERZNMNAKERERFRES, RHItR— IP AREMESNRIEH, XTESFBIERNT B
PR,

e %Y namedPorts 5 PortNumber #] PortRange 4541/, EXHEA0E 6 N ACL, HE
BB R IR R E
2.6.1.1. {# 8 BaselineAdminNetworkPolicy BJ3¥ ==

o MRBEEERPE L H 1 BaselineAdminNetworkPolicy (BANP) ¥TiR, A FZHFETF BANP,
B G ATRRTE X H BANP R & -

o EAETLMER & ZEAdh cluster-local ingress WiBBRIABIIELASRME, b BANP S5l FF &
A G170 NetworkPolicy X RSP A TARITFHNALRE, MRMITEE N ingress FRINM
LRRE8, NIMIEL,

o EAETLMER & ZEAIH N cluster-local egress WiBERIAIEAESREE, It BANP 155 7 & A
51750 NetworkPolicy X R R IF A TARFHIADRE, WRMIT%RE N ingress FHRINFLS
RBE, ML,

o REILUNH O ERISEEEA DNS BRSNS VFEREg, 1thK BANP al#fs{Rep & 22 A R
WIF S O NetworkPolicy i N5EE£N DNS AR5,

o MAILLZE—MHOKE, AFRIHOREIRERSGSE, BHRLVFFRENBES (B
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0 0.0.0.0/0 70 ::/0) . Lt BANP VA TEfMEAEMEH mRLERE, BRIARLE
FAEIE R, AE, FFRAGTLUER NetworkPolicy e EN ARRFRE L ER—H
BRFARI A ERAR 55,

\J

o MARX BANP IXE T3H, UFECRELIAFAGEEANTE, MARRAMEZENE, X2
HRGien 272 8]% A NetworkPolicy % R E &3 BANP,

=)

2.6.1.2. AdminNetworkPolicy #1 NetworkPolicy Z [R]FA[A

e 5 NetworkPolicy *f &AM, EifEAERIREE ANP # BANP 5| HIEME, MAZRE
FAZE ({}) MR EEE SR LB RENEFRE.

BE
Rz FA B B AR 6 2 22 (A 9 22 p 2 22 AL B AT RE R S R B RN BAL T RIRIERE THF
R

e 7 ANP BY API 3E X AR, R0 AE QB ERBE I B 3 LA SIEEHN], XE5EBER deny B
NetworkPolicy X RA~E,

e 5 NetworkPolicy & [, AdminNetworkPolicy %5 A NI R FEEEA Pod v &%
H], RHLETETTE, MENMLH ingress K BHII,
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B 3 F LR

3.1 X F ML REE
ENFFAZE, EALLTE LM% EREE KR FIERE+ pod R E.

3.1 K F LS RS

BINBERT, TBHRKFRE pod A #EH M pod MM iH =R, BEE—NTEHRE—NHZD
Pod, &7 LATEZI B A0/ NetworkPolicy X RRIERATHAILERE., UEHEEA R LUEESHYIIE
rh O F0MI% NetworkPolicy % 4.

NR— pod H—1= % NetworkPolicy X RHEBIELFESRCR, A2i% pod HRESEVHEF—F
NetworkPolicy % R o F 0%, KR4Z{E(T NetworkPolicy X7 RiEFEH pod AT AT 217,

W45 SR B 8 A T L Rl il(TCP). R BRI M1 (UDP).  ELERMIRHHE B (ICMP) R R %
HIHL(SCTPYL, TR ZEIRMm,

Digk

==
[=]

o MR AEATFTENMLEBAZEAE, FAENMEE Pod 754 HREEHL
NEggs, 182, ##EE host-networked pod B pod £ 5% Il [0 2% SRB& AR 1|
AR

o (FA%AIE podSelector FEXIXE Y {} B namespaceSelector FEX[F A=
23& hostNetwork pod, &7 namespaceSelector
E%, podSelector ix&E 7 {}, LMETEOIEM LSRN BR hostNetwork
pod,

o MEEMETTEELEEH localhost B HITEN T SR E,

LAUF 7~ NetworkPolicy *f RER T XHARMNIER :

o RMFERE :
ZHEVBRIANIELTRE, HRM—NEEAAE pod EFESZEIRER NetworkPolicy Xf
X :

kind: NetworkPolicy
apiVersion: networking.k8s.io/v1
metadata:
name: deny-by-default
spec:
podSelector: {}
ingress: []

e ¥ OpenShift Container Platform Ingress Controller %3 :

EF11H R f81F OpenShift Container Platform Ingress Controller B9, ERIMT
NetworkPolicy ¥T£.
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apiVersion: networking.k8s.io/v1
kind: NetworkPolicy
metadata:

name: allow-from-openshift-ingress
spec:

ingress:

- from:

- namespaceSelector:
matchLabels:
policy-group.network.openshift.io/ingress:

podSelector: {}

policyTypes:

- Ingress

o REZINEH pod HIEH :

BF

ERFE—H R L E HH hostNetwork pod BIA L%, EEER allow-from-
hostnetwork K& 5 allow-same-namespace SRB&—i& L .,

E{# pod #ZE—TIH P HAL pod BYERE, BIR4EMIIE PATE pod BERE, HRMLLT
NetworkPolicy % £ :

kind: NetworkPolicy
apiVersion: networking.k8s.io/v1
metadata:

name: allow-same-namespace
spec:

podSelector: {}

ingress:

- from:

- podSelector: {}

o NAWET pod IMZEM HTTP M1 HTTPS JRE :
X ARERE (LT RAIBH role=frontend) B pod {UZ A HTTP # HTTPS Vi, &%k
AN {ELEN R # NetworkPolicy X :

kind: NetworkPolicy
apiVersion: networking.k8s.io/v1
metadata:
name: allow-http-and-https
spec:
podSelector:
matchLabels:
role: frontend
ingress:
- ports:
- protocol: TCP
port: 80
- protocol: TCP
port: 443
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o [HEAMBZAIM pod EFIRITZIERE -
EE I HAFEAMA LA pod 1EF25 FITE M 4557 2, & A LUE A 2542040 F#9 NetworkPolicy
TR :

kind: NetworkPolicy
apiVersion: networking.k8s.io/v1
metadata:
name: allow-pod-and-namespace-both
spec:
podSelector:
matchLabels:
name: test-pods
ingress:
- from:
- namespaceSelector:
matchLabels:
project: project_name
podSelector:
matchLabels:
name: test-pods

NetworkPolicy X R 2 Al RN ; it 2, EALUHEZ D NetworkPolicy i R B 8 J: MM L5 &

Blan, *FFLLERBIFE X H NetworkPolicy X5, EaLFER—/NBFE X allow-same-

namespace # allow-http-and-https %R#&, HLt, RITFHERS role=frontend B pod # 3% & —RE&FT
RVFHEMLER, B, EfmOLRBRE—RAZEFAPH pod B9, UKkinO 80 #1 443 LHIREER

B Z2 (A pod BUIEEE,

3.1.1.1. £ A allow-from-router %% 5 0&
fEFALLT NetworkPolicy RS IFAERE, MAZEEIRBEIREE :

apiVersion: networking.k8s.io/v1
kind: NetworkPolicy
metadata:

name: allow-from-router
spec:

ingress:

- from:

- namespaceSelector:
matchLabels:

policy-group.network.openshift.io/ingress: ﬂ
podSelector: {}
policyTypes:
- Ingress

Q policy-group.network.openshift.io/ingress:"™ 1% # OVN-Kubernetes,

3.1.1.2. {58 allow-from-hostnetwork 4% Z0&

ZINLLTF allow-from-hostnetwork NetworkPolicy X R 15 EH EHML pod IR E,
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apiVersion: networking.k8s.io/v1
kind: NetworkPolicy
metadata:

name: allow-from-hostnetwork
spec:

ingress:

- from:

- namespaceSelector:
matchLabels:
policy-group.network.openshift.io/host-network: "

podSelector: {}

policyTypes:

- Ingress

3.1.2. 5 OVN-Kubernetes RI4&H4E (1L 4R 550G
i T SRBAN, TH B LT IR

o N FEHFER spec.podSelector spec HIFIZ4 KRR, AT AL ingress 5 egress I —
N RILS SRR LE T A ingress 3 egress FEMZ N ML RS B =,

o FNET podSelector 5 namespaceSelector spec # ingress = egress #& 4 K — 1Y
OVS Ai#E, ©5HM%RIEERM pod BE + H ingress =% egress M pod & rk Ll
Fitb, SFFERE— NN R LLEREFERN pod B podSelector 5 namespaceSelector
1%, MARNE pod BIEEHIRAIFLII,

Blan, LURSREESEMADHN -

apiVersion: networking.k8s.io/v1
kind: NetworkPolicy
metadata:
name: test-network-policy
spec:
podSelector: {}
ingress:
- from:
- podSelector:
matchLabels:
role: frontend
- from:
- podSelector:
matchLabels:
role: backend

LU SRBG SR TOX PN 5 LA A R B AL -

apiVersion: networking.k8s.io/v1
kind: NetworkPolicy
metadata:

name: test-network-policy
spec:

podSelector: {}

ingress:

- from:
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- podSelector:
matchExpressions:
- {key: role, operator: In, values: [frontend, backend]}

HEEMIERE 2ER T spec.podSelector spec, MR RMMLEKIEEHERM ingress =X
egress #|, NIGE—NHAERAM spec.podSelector spec ATREREAME, Flg0, LULTFHAD
RIEEARREBHN -

apiVersion: networking.k8s.io/v1
kind: NetworkPolicy
metadata:
name: policy1
spec:
podSelector:
matchLabels:
role: db
ingress:
- from:
- podSelector:
matchLabels:
role: frontend
apiVersion: networking.k8s.io/v1
kind: NetworkPolicy
metadata:
name: policy2
spec:
podSelector:
matchLabels:
role: client
ingress:
- from:
- podSelector:
matchLabels:
role: frontend

LU P45 SRBE X B BB AL F g — 4>

apiVersion: networking.k8s.io/v1
kind: NetworkPolicy
metadata:
name: policy3
spec:
podSelector:
matchExpressions:
- {key: role, operator: In, values: [db, client]}
ingress:
- from:
- podSelector:
matchLabels:
role: frontend

HRESMEFRHRRT N — DRSS, EFUNALLR . MREFFETARNRE, W&
BETTEN AL, EXLERRT, HEEENMBRIBIACR B — LR,
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3.1.2.1. OVN-Kubernetes 1) NetworkPolicy CR #14+%f IP

£ OVN-Kubernetes A1, NetworkPolicy B & X TR (CR) & Bl AT & BIFRE AN, 405 AR 25 5 A A 5B
IP AT, FIZ4SRBERILARE L Sk B Hithan & 22 (AR, BRIEBARECE N ARIFRE,

ERVFTEe £ ZE (A [F] 1[4 88 1P, 15 83— NetworkPolicy CR, 1% CR BAFASR 1R BRT e & 22 [AIHY
AORE, FBEATFREERENRSHOFP. EFAFREIMFRONERLT, ViNATRMDASK
PR,

it Bl

apiVersion: networking.k8s.io/v1
kind: NetworkPolicy
metadata:
annotations:
name: <policy_name>
namespace: openshift-ingress
spec:
ingress:
- ports:
- port: 80
protocol: TCP
- ports:
- port: 443
protocol: TCP
- from:

- namespaceSelector:
matchLabels:
kubernetes.io/metadata.name: <my_namespace>

podSelector: {}
policyTypes:
- Ingress

Her:

<policy_name>
1 ESRIEHI B,
<my_namespace>

1B E R E RER B 4 22 (M| B9 R 7R,

METRELIFAER, BB T LR

3.1.3. FEESE
o DRI ERE

o T : HIEE LRAMLE SRS

3.1.4. Hi TR
o TiEM&GRZN

o FRAMKKRBEESHRE
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o M4SEREE AP

3.2. O R B
VENEREEIE G, EAlLL vy 22 (6] 01 2 M4 5K,

3.2.1. 7~ {5 NetworkPolicy X%

LU TEREEM T —1 NetworkPolicy ¥4 :

kind: NetworkPolicy
apiVersion: networking.k8s.io/v1
metadata:
name: allow-27107
spec:
podSelector:
matchLabels:
app: mongodb
ingress:
- from:
- podSelector:
matchLabels:
app: app
ports:
- protocol: TCP
port: 27017

He:

name

NetworkPolicy ¥ §REI& R,
spec.podSelector

BIEMH

R SRBE N BRI pod BOEFESR, SREENT R RAEIEEEE L NetworkPolicy X REIIHE 8 pod,

ingress.from.podSelector

L oRmE

T

SRR ATFMAADRER pod LEEFESR, EFEERS NetworkPolicy TER—#r 4 Z2 A 189

pod [EEg,
ingress.ports
BEZREN—IHZEIRRORNIIR,

3.2.2. {# A CLI Al ML EE

B E AN BN kR ERE P e B 2 A AR AOSFH OMSRE,

AT LLOIE — 45 R B

INREAES cluster-admin ABHAFES, IR LTEREFEEM 6% 22 F 02

LREREE,

FRFH

39


https://docs.redhat.com/en/documentation/openshift_container_platform/4.19/html-single/network_apis/#networkpolicy-networking-k8s-io-v1

OpenShift Container Platform 4.19 R4 %&£t

o S {H A NetworkPolicy *f REIMLEIEM, WNHTHXET mode: NetworkPolicy HY
OpenShift SDN FI%& 3,

e B%% OpenShift CLI (oc) .
o A LIERAER admin IR BTG EIEEE,

o (RIEMLLRISEL FAEIM R 2 H .

it 23
1. OIEESRBEHN,
a. f/E—" <policy_names.yaml 324 :

I $ touch <policy_name>.yaml

Her:

<policy_name>

HEE MRS .

b. ELIBBIXMHATE LM RES, LT RAIBELEBEAA & ZERHBIFTE pod WADRE,
XR—DEXRBRYE, HIEACEE MM RIGRT R VFIIEE pod RELUNBIFTEE pod M4,

kind: NetworkPolicy
apiVersion: networking.k8s.io/v1
spec:

podSelector: {}

policyTypes:

- Ingress

ingress: []

BURRAIECE 1Tk B R —an & 22 [ R EYRTE pod BIALRE :

kind: NetworkPolicy
apiVersion: networking.k8s.io/v1
metadata:

name: allow-same-namespace
spec:

podSelector:

ingress:

- from:

- podSelector: {}

#...

LU RBIATFMN—DMFERBEAE— pod WAORE. WRIEARITREME
namespace-y Fiz{TH pod FFKEX pod-a 1%,

kind: NetworkPolicy
apiVersion: networking.k8s.io/v1
metadata:
name: allow-traffic-pod
spec:
podSelector:

40



5 3 & MLk

T

matchLabels:

pod: pod-a
policyTypes:
- Ingress
ingress:
- from:
- namespaceSelector:

matchLabels:
kubernetes.io/metadata.name: namespace-y
#...

LT RAIBERS TIRSHWFRE, NALKEAIHREENTEIRE app=bookstore 1
role=api B Pod REEH T A% app=bookstore B Pod 1/i[n], EAFIFR, NATLUZ
REST API lR%528, TRic 5% app=bookstore I role=api.

XN RBIECERBIEER T LU RB
o [E—MIRSHURERSB N ERFEECHEMMARS.
o FHEERGINR AR EREHNARERF,

kind: NetworkPolicy
apiVersion: networking.k8s.io/v1
metadata:
name: api-allow
spec:
podSelector:
matchLabels:
app: bookstore
role: api
ingress:
- from:
- podSelector:
matchLabels:
app: bookstore
#...

T T ap RO MLARIEN R, IO T 7 SRS RE9EF, LK created A7,

$ oc apply -f <policy_name>.yaml -n <namespace>

oy —

==

<policy_name>

HEE PSR .

<hamespace>

AIESH. MREESUAGREFRNFTRNSZERFELTHR, NSHESBETHEE
]‘qu

BIDHIH S T SR REZTE, LUKk created IRA,
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p= )1
INRIEFEA cluster-admin f R E T E web #2415, A LUEFEERPIER
22 E F L YAML X web 12251 & BT =X 012 45 SR 0S,

3.2.3. QB EINIB 4R A M 4% 2B

BRINIEYLFT A LS SRR X PE L DB H A ER BRI 45 SRES A1 EHLIMLS pod [AIMIRI 4% R E R 1TFIFT A EE pod
%%, IthRF2ET7E my-project f8 & 22 (8] Fh N deny-by-default SEB& 3 i il SC e o K BOFE 46 SR BE,

Digk

==
[=]

SRR RE A7 BB 80 NetworkPolicy B Y HE(CR), W& TaEA S
24 65 o 03 {2 01,

FRFH

o S£EEAXFF NetworkPolicy XM REIMLIEM, WHH1XE T mode: NetworkPolicy HJ
OpenShift SDN FI%& 34,

e B%% OpenShift CLI (oc) .
o A LIERAER admin IR BTG EIEEE,
o IRIEMZAIRIEE N FARIRI6r % 22 [F H,

it =

=

JELLTF YAML, LAZE X deny-by-default 5el&, LUE4EFRAE a4 22 [AIRBIRRAE pod BIA QR
» ¥ YAML £7#2%! deny-by-default.yaml X4 :

kind: NetworkPolicy
apiVersion: networking.k8s.io/v1
metadata:
name: deny-by-default
namespace: my-project
spec:
podSelector: {}
ingress: []

)hIt | HE"]]

==

namespace
IEEZERERIEHG R ZEE, 190, my-project ap44Z2[H],
podSelector

MRUFENZE, WEESFA pod Lit. Fik, 1%5KI&ER T my-project an & 22 B RBYFT
A pod,

ingress
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He [ REBEIEE ingress Hlll, X2FHEAWREEFEMNE pods.
2. B AL oSN AR, RINEHTIH TR RIETR, LK created K75,

I $ oc apply -f deny-by-default.yami

3.2.4. QMRS LU AR B N BE P IRHRE
£ deny-by-default k&, EAJURLECEREE, RITFMABEIHEIHEINE app=web B pod IR

==Y

WNREAES cluster-admin ABHAFES, IR LTEREFEEM 6% 22 F 02
LRERER,

BRRU TP REER, UBEBEMAHBEERKMAITAERRS, SEA Load Balancer #i7] pode REEH
1525 app=web B pod F fRIFRE.
SeRFH

o £ EAXEF NetworkPolicy X REIMLIEME, WHH1XE T mode: NetworkPolicy HJ
OpenShift SDN FI4& 34,

o B%%E OpenShift CLI (oc) .
o A LIERAER admin IR - BTG EIEEE,

o (RIEMLLRISEL FAEIMe R 2 H

it =

1. OIEZRES, LIBEEMAHBEERMATESER 1 #9828 R pod. 1 YAML {*#F 2] web-allow-
external.yaml 324 :

kind: NetworkPolicy
apiVersion: networking.k8s.io/v1
spec:

policyTypes:

- Ingress

podSelector:

matchLabels:
app: web
ingress:

-{}
2. WAL TR ARG, AIhiH I TR REFR, LUK created K.
I $ oc apply -f web-allow-external.yaml

LR AV REBME TRIRE, SETERATHARRE
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OpenShift cluster

app = foo

3.2.5. QIEMLE RS, RIFMATE RPN REFIRE
EAILRRE— RS, SV MATE & RIARIFTA pod B EIHER A,

T

WNREAES cluster-admin ABHAFES, IR LTERE FBEM % 22 F 0]
LREREK,

FRFH

o S EAXEF NetworkPolicy XM REIMLIEME, WHH1%E T mode: NetworkPolicy HJ
OpenShift SDN FIZ& 34,

e B%% OpenShift CLI (oc) .
o A LIERAER admin IR BTG EIEEE,

o (HMIEMLLRISEL FAEIBer R 2 H

it

1 OIE—REE, RITMATASRRZEFRIAE pod REFFENH. & YAML R#EFE] web-
allow-all-namespaces.yaml 3 {4/ :

kind: NetworkPolicy
apiVersion: networking.k8s.io/v1
spec:
podSelector:
matchLabels:
app: web
policyTypes:
- Ingress
ingress:
- from:
- namespaceSelector: {}

Her:
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app

X ERBB N A B default dp % Z2 (Al app:web pod,
namespaceSelector

A R ZE [ FRBIFRA pod,

KINBERT, MREEBEERENRAPIEE namespaceSelector 238, R
KRIEFMALEE, XEFRERERATFMMLE RSB SR EHHRE.

L

2. MIALA T e BN ARG, BRIDHTHIGIL T SRIEN REVEFR, LK created K75

I $ oc apply -f web-allow-all-namespaces.yaml

1. BIALL TS TE default 8222 (8| FR/E 50 web RS :

I $ oc run web --namespace=default --image=nginx --labels="app=web" --expose --port=80

2. IZ1TLA TS 1L secondary an & 22 (B R ERE alpine R FF /550 shell :

I $ oc run test-$RANDOM --namespace=secondary --rm -i -t --image=alpine -- sh
3. fE shell FiziTU T &%, HURIZRFEEAVFHEK

I # wget -qO- --timeout=2 http://web.default

<!DOCTYPE html>

<html>

<head>

<title>Welcome to nginx!</title>

<style>

html { color-scheme: light dark; }

body { width: 35em; margin: 0 auto;

font-family: Tahoma, Verdana, Arial, sans-serif; }
</style>

</head>

<body>

<h1>Welcome to nginx!</h1>

<p>If you see this page, the nginx web server is successfully installed and
working. Further configuration is required.</p>

<p>For online documentation and support please refer to
<a href="http://nginx.org/">nginx.org</a>.<br/>
Commercial support is available at

<a href="http://nginx.com/">nginx.com</a>.</p>

<p><em>Thank you for using nginx.</em></p>
</body>
</html>
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3.2.6. QIEMLRE, ATFM—TarBERPINARFIRE

IR BB — N RN EE SRR E R EIT A app=web %58 pod UKL, XNMEREBEUTERLTFRE
A :

o JEREMRFINERE T &£ TIEMEBI SR RZEN,

o FRANEBIREMLERMNEIETE, LIMAHI R ZE (R RIREIET,

WNREAES cluster-admin ABHAFES, IR LTEREFEEM 6% 22 F 0]
LRERER,

FRFH

o S EAXHF NetworkPolicy X REIMLIEM, WHH1XE T mode: NetworkPolicy HJ
OpenShift SDN FIZ& 3,

e B%%E OpenShift CLI (oc) .
o A LIEAER admin IR A BTG EIEEE,
o IRIEMZAIRIBE N FARIRI 6% 22 [F H,

1 QIEE—ERS, RVPRBERFEMZZERFA pod BRE, HITEH purpose=production, ¥
YAML {#77% web-allow-prod.yaml 3C{4 b :

kind: NetworkPolicy
apiVersion: networking.k8s.io/v1
metadata:
name: web-allow-prod
namespace: default
spec:
podSelector:
matchLabels:
app: web
policyTypes:
- Ingress
ingress:
- from:
- namespaceSelector:
matchLabels:
purpose: production

Hep:
app

(S RBE N A Bl default 694 Z2 (AR E app:web pod.
=]
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TRENBRHI N EF IR purpose=production 893 % 22 B A pod,

C BIAT S SR FASRES. BRIDHITH SIS T RIS REVEH, LUK created KT,

I $ oc apply -f web-allow-prod.yaml

. BIANLL T 65 1E default 5 & 22 /A =25 web ARSS :

I $ oc run web --namespace=default --image=nginx --labels="app=web" --expose --port=80
IZTLA T e TR A% prod dp & ZE[H] :
I $ oc create namespace prod

TaeEFRC prod fRRZE (A :

E1T
I $ oc label namespace/prod purpose=production
IZTLA T e 3R A dev ap B ZE(H] :

I $ oc create namespace dev

LU EPRiC dev fn &2 -

51T
I $ oc label namespace/dev purpose=testing

. BITUT R STE dev dp R ZE[HHERE alpine Btk /550 shell

I $ oc run test-$RANDOM --namespace=dev --rm -i -t --image=alpine -- sh

. 1E shell FZfTLAT a4, FHURIEKRNER, a0, FHIR9HHKESH wget: download timed

out,

I # wget -qO- --timeout=2 http://web.default

BT &S, £ prod e & ZE A ERE alpine HiffkF/E 50 shell :

I $ oc run test-$RANDOM --namespace=prod --rm -i -t --image=alpine -- sh

. FE shell FIZ{TLL TG, FHUBRESAFER :

I # wget -qO- --timeout=2 http://web.default

<IDOCTYPE html>

<html>

<head>

<title>Welcome to nginx!</title>
<style>

html { color-scheme: light dark; }
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body { width: 35em; margin: 0 auto;

font-family: Tahoma, Verdana, Arial, sans-serif; }

</style>

</head>

<body>

<h1>Welcome to nginx!</h1>

<p>If you see this page, the nginx web server is successfully installed and
working. Further configuration is required.</p>

<p>For online documentation and support please refer to
<a href="http://nginx.org/">nginx.org</a>.<br/>
Commercial support is available at

<a href="http://nginx.com/">nginx.com</a>.</p>

<p><em>Thank you for using nginx.</em></p>
</body>
</html>

3.2.7. HB ¥R
o jilWebiZsla

o I OIRGABSFI ML SRBE NI B &l %

3.3. EEME KRS
VENEREIE R IR R LA B & 22 (7] B A 4% SR B

3.3.1. ;=¥ NetworkPolicy *f &

LU TEREEM T —1 NetworkPolicy X5 :

kind: NetworkPolicy
apiVersion: networking.k8s.io/v1
metadata:
name: allow-27107
spec:
podSelector:
matchLabels:
app: mongodb
ingress:
- from:
- podSelector:
matchLabels:

app: app
ports:
- protocol: TCP
port: 27017
Hep:
name

NetworkPolicy X §REI& R,
spec.podSelector

48


https://docs.redhat.com/en/documentation/openshift_container_platform/4.19/html-single/web_console/#web-console

5 3 & MLk

R SRBE N FEIM pod BOEFERR, SREENT R RAEIEEEE L NetworkPolicy X REIIIHE B pod,
ingress.from.podSelector

SR RAVFMARACRER pod IEERHEFESS, 1285 NetworkPolicy 7ERl—fp & 22 [H R By
pod PEfg,

ingress.ports
BEZREN—IHZNEIRRONIIR,

3.3.2. {5 CLI E&E ML ERR
AT LUK 75 6 48 22 7] Fp B I 45 SR B

A ' NRFEHEH cluster-admin AEMAF &%, EBolEEEE DT AIMLEEREE,
IS 3as

e B%%k OpenShift CLI (oc) .

o A LIFEAEAR admin f( PRI &[T EIEEE,

o RIEMLRISFRTERan 4 22 [H] HR,
pi% =

1. 5l A 4 22 [A] FR B9 2% SRR
a. BEEBEMRERPE LHMERIENR, EWAUTHRS :

I $ oc get networkpolicy

b. ik : ERERENMLLRE, HMALTHS
I $ oc describe networkpolicy <policy _name> -n <namespace>

He:

<policy_name>
EEER AP RIS,
<hamespace>
Ak RN RES YRGB ERTENGRZERPEL, BREREERGZEN,

\J

I $ oc describe networkpolicy allow-same-namespace

Name: allow-same-namespace
Namespace: nsf
Created on: 2021-05-24 22:28:56 -0400 EDT

Labels: <none>
Annotations: <none>
Spec:

PodSelector:  <none> (Allowing the specific traffic to all pods in this namespace)
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Allowing ingress traffic:
To Port: <any> (traffic allowed to all ports)
From:
PodSelector: <none>
Not affecting egress traffic
Policy Types: Ingress

INREEF cluster-admin fUFRE X E| web 1Z41&, ERLUEFEEEREPMEAIME LA
LA YAML 5 web ZH| 8B R &5 ML FKEE,

ol

3.4. R 45 SR e
YE RSB, (A RIIAGRAE 6 4 22 ] OB U SRR,

3.4.1. JrE LA SR B
1R AT LA 60 48 22 5] Fh B PR 2% S

INREAES cluster-admin BB ES, IR LITERE FBOER 6% 22 7 Fh 4 5
" LRERER,

FRFH

o SEHFEFA X NetworkPolicy Xf REIMZIEM, 1T HIXE T mode: NetworkPolicy HJ
OpenShift SDN FIZ& 3,

e B%% OpenShift CLI (oc) .
o ETELMEAESR admin HRHI A F B EIRE,
o RIEMLARISFATTERI A & ZE (Al
i =
1 Bk A B ZE A R RS RER T R, IERIAL TGS
I $ oc get network policy -n <namespace>

Her:

<namespace>
ik RN RESHANEERTRANGRZERPEL, EREREERREN.,

\J

2. YRS RN R,
a. MREEXHHPRETHSRBE L, WREZXMF I TRENER, REMAUTS
AN

Mo

I $ oc apply -n <namespace> -f <policy_file>.yaml
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"

==

<hamespace>

A RN RES LRI RERTRMNGRZERAENL, FREREERRZEN,
<policy_file>

187 & ML RIS ST B TR,

\J

b. MREFREEEFHMLRIENR, HHALUTRS

I $ oc edit network policy <policy_name> -n <namespace>

Hep:

<policy_name>
18 E M4 SRR BY & R,
<hamespace>
Ak RN RES LRI BERTENGRZERPEL, BREREERRZEN,

3. FAIARIZE RN R E EHT,

I $ oc describe networkpolicy <policy _name> -n <namespace>

Her:

<policy_name>
8 E M4 SRR BY B R,
<hamespace>
Ak MRNRES YRGB ERTENGRZERPEL, BREREERGZEN,

INREEF cluster-admin fFE & X E| web 1Z41&, ERLUEFEEEREPMEAME LA
LA YAML S05&7T Actions 28 M web 12241 & b B SR BE 47 HE 0 28 SR 1R

3.4.2. =5 NetworkPolicy X%

LUTFEREFM T — 1 NetworkPolicy X% :

kind: NetworkPolicy
apiVersion: networking.k8s.io/v1
metadata:
name: allow-27107
spec:
podSelector:
matchLabels:
app: mongodb
ingress:
- from:
- podSelector:
matchLabels:
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app: app
ports:
- protocol: TCP
port: 27017

Her:

name
NetworkPolicy X §REI& R,
spec.podSelector
R SRBE N FHEIM pod BOEFESR, SREENT R REEIEEETE L NetworkPolicy X REIITHE 8 pod,
ingress.from.podSelector

SR RAVFMARACRERM pod IEERRLEFESS, 1285 NetworkPolicy 7ERl—fp & 22 [H R By
pod PEfg,

ingress.ports
BEZREN—IHZNEIRRORNIIR,

3.4.3. Hih¥HR
o DI

3.5. fHIBRMI4E SR BE
VENEREIE R, fEuILLMED % 22 [A] A il B R 2% SR B

3.5.1. {1 [ CLI fiHIpR M 4% RS
1R AT LA B 6 48 22 5] B PR 2% S

Pz
INRFEAESA cluster-admin BB &, &0] DUHBRE RS & B 4% 2R,

FRF

o S£HEAXEF NetworkPolicy X REIMLIEME, W H1%E T mode: NetworkPolicy HJ
OpenShift SDN FIZ& M4,

e B%% OpenShift CLI (oc) .
o A LIERAER admin IR BTG EIEEE,
o (RIEMLETRBRARTERYEn 4 22 [H] R,
TR
o ENHPRMLERIEXNT R, HRMALLT RS, BIhHEIIE TR RIEH, LUKk deleted K.

I $ oc delete networkpolicy <policy _name> -n <namespace>

Her:
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<policy_name>
18 E L% RIEBI B R,
<namespace>

AIESH. MREESUAGREFRNTRNSZERFELTHR, NSHESBETHEE
I‘EGO

-

INRFEA cluster-admin F R E R E web #2FHIA, EAILUEFESER LU YAML 0@
Actions M web 1224 b B SRBE I PR P45 SR HE

3.6. WINE TE LR P45 R

ENSEHERENA, EAUELRFMBMENRHRIEER, FHAITEMAREE, WRELZEHITE
BB EER, NFEEELLE—,

3.6.1. ¥ U1 B E iRk
ENEHEERA, EAEREINTEER, UEERBE LERQEHRTE.
fIEBECEE LINBER :

FRFM

o TLUEAESR cluster-admin FFREIIK Fij57] OpenShift Container Platform &8%,

pi% &2
1. LLE A cluster-admin 5B A B &%,

2. ERAAITEER :

I $ oc adm create-bootstrap-project-template -o yaml > template.yami

3. HAXAGESR, BRI RIUEDINE X REERERB template.yaml 34,
4. TERERZA0IETE openshift-config #p & Z2 (A, INEIEEHIER

I $ oc create -f template.yaml -n openshift-config

5. {5 Web #HIA K CLI 4T B ECE FR.
o fHFH Web 25 :
i. 5= Administration - Cluster Settings T,
ii. #i: Configuration AEEFTEHRCE KiK.
iii. %% Project W5 H, #H =i Edit YAML,

o {FRCLI:

i. Ym%E project.config.openshift.io/cluster ¥R :
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I $ oc edit project.config.openshift.io/cluster

6. E# spec 4y, FHEE projectRequestTemplate 7l name S8, BXBE LM EER
&R, BRIAZTH project-request,

A B E X B RR K E & R

apiVersion: config.openshift.io/v1
kind: Project
metadata:
#...
spec:
projectRequestTemplate:
name: <template_name>
#...

7. REEWRE, Q- DHTERLILEEKRIINA T EMNER,

3.6.2. TE37 71 B AR 780 0 45 SR B

ENEBEER, o EHUEMBRIERPRMMLEEE, OpenShift Container Platform 5§ Bz
2171 B ISR I8 E R E NetworkPolicy X5,

SERFEH
o SEH{H A NetworkPolicy *f RHIBRVIN R 2RM L5 O (CN)RIZEIEMS, 20 OVN-Kubernetes,

e B%% OpenShift CLI (oc) .
o MEB(FAEBA cluster-admin U FERI - E[HRIE R,

o BB NHIB LR T BE LHEIATE &R,

it
1 IZFT AR e Sk gm T 0 B O RUARAR

I $ oc edit template <project_template> -n openshift-config

¥ <project_template> & hIE NEEBEBHWREBRIETT. KIAEREZF) project-
request.

2. TEENRAF, 84 NetworkPolicy X RIEH—TTRANNE objects S8+, objects SH(AILL
BTSN ROES,
LT RBIF, objects SHEE DAL NetworkPolicy *f K.

objects:
- apiVersion: networking.k8s.io/v1
kind: NetworkPolicy
metadata:
name: allow-from-same-namespace
spec:
podSelector: {}
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ingress:
- from:
- podSelector: {}
- apiVersion: networking.k8s.io/v1
kind: NetworkPolicy
metadata:
name: allow-from-openshift-ingress
spec:
ingress:
- from:
- namespaceSelector:
matchLabels:
policy-group.network.openshift.io/ingress:
podSelector: {}
policyTypes:
- Ingress
- apiVersion: networking.k8s.io/v1
kind: NetworkPolicy
metadata:
name: allow-from-kube-apiserver-operator
spec:
ingress:
- from:
- namespaceSelector:
matchLabels:
kubernetes.io/metadata.name: openshift-kube-apiserver-operator
podSelector:
matchLabels:
app: kube-apiserver-operator
policyTypes:
- Ingress

3. °HE : OIB—NEHTA, HHEIGARL R RS OE,
a. QIE—EIIE

I $ oc new-project <project> ﬂ

ﬂ ¥ <project> & M IR E QI BRI B BB,

b. HINHI B EIRPIMARIEREETHIBE S -

I $ oc get networkpolicy

FERGTH -
NAME POD-SELECTOR AGE
allow-from-openshift-ingress <none> 7s
allow-from-same-namespace  <none> 7s

3.7. ERAMSRIREE SRS

BIEMH

™

L oRmE
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ERNERREENR, EHUREMSRIBLNSHEF MK RHEEIIEE.

AT BC B 4% SRR TRt T T LART MR A OpenShift Container Platform 5
OpenShift SDN #9% 8 = X KL 24 bR .

-

3.7 ERMSRIBEESHE S RE
EANURBNE, HES5HMTEHRRENFRE pod MRFSHE.

FRFH

o £ EAXZHF NetworkPolicy M REIMLIEM, WHH1%E T mode: NetworkPolicy HJ
OpenShift SDN FI%& 3,

e B%% OpenShift CLI (oc) .

o EAILIMFEAEAR admin IR - E[LERIERE,

AR
1. BIELLF NetworkPolicy %1% :

a. %77y allow-from-openshift-ingress FJ5RH,

$ cat << EOF| oc create -f -
apiVersion: networking.k8s.io/v1
kind: NetworkPolicy
metadata:

name: allow-from-openshift-ingress
spec:

ingress:

- from:

- namespaceSelector:
matchLabels:
policy-group.network.openshift.io/ingress: "™
podSelector: {}

policyTypes:
- Ingress
EOF

policy-group.network.openshift.io/ingress: " & OVN-Kubernetes B & 1%t
o 22 (AR AR R

b. %4 allow-from-openshift-monitoring FIZREE :

$ cat << EOF| oc create -f -
apiVersion: networking.k8s.io/v1
kind: NetworkPolicy
metadata:
name: allow-from-openshift-monitoring
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spec:
ingress:
- from:
- namespaceSelector:
matchLabels:
network.openshift.io/policy-group: monitoring
podSelector: {}
policyTypes:
- Ingress
EOF

c. %/ allow-same-namespace FISRHEE :

$ cat << EOF| oc create -f -
kind: NetworkPolicy
apiVersion: networking.k8s.io/v1
metadata:

name: allow-same-namespace
spec:

podSelector:

ingress:

- from:

- podSelector: {}

EOF

d. &/ allow-from-kube-apiserver-operator FJSRHEE :

$ cat << EOF| oc create -f -
apiVersion: networking.k8s.io/v1
kind: NetworkPolicy
metadata:
name: allow-from-kube-apiserver-operator
spec:
ingress:
- from:
- namespaceSelector:
matchLabels:
kubernetes.io/metadata.name: openshift-kube-apiserver-operator
podSelector:
matchLabels:
app: kube-apiserver-operator
policyTypes:
- Ingress
EOF

METREZIEMER, 5SS FHkube-apiserver-operator Webhook 122l 2545 11F
Webhook HIfZBEIR 5.

2. Wk EMINHEITE P EEMNSKE, FMALTRS

I $ oc describe networkpolicy

it Bl
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3.7.2. BES R
B

o 1IN

58

Name: allow-from-openshift-ingress
Namespace: examplei
Created on: 2020-06-09 00:28:17 -0400 EDT
Labels: <none>
Annotations: <none>
Spec:
PodSelector:  <none> (Allowing the specific traffic to all pods in this namespace)
Allowing ingress traffic:
To Port: <any> (traffic allowed to all ports)
From:
NamespaceSelector: policy-group.network.openshift.io/ingress:
Not affecting egress traffic
Policy Types: Ingress

Name: allow-from-openshift-monitoring
Namespace: examplei
Created on: 2020-06-09 00:29:57 -0400 EDT
Labels: <none>
Annotations: <none>
Spec:
PodSelector:  <none> (Allowing the specific traffic to all pods in this namespace)
Allowing ingress traffic:
To Port: <any> (traffic allowed to all ports)
From:
NamespaceSelector: network.openshift.io/policy-group: monitoring
Not affecting egress traffic
Policy Types: Ingress

PG NINTIES- S
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B 48 MNHALRENHFITEEILR

OVN-Kubernetes P44 f# F Open Virtual Network (OVN) 5 [A/#e 55 (ACL) K&
AdminNetworkPolicy. BaselineAdminNetworkPolicy. NetworkPolicy #1 EgressFirewall %5, &
T BEFIL K22 FF NetworkPolicy, EgressFirewall 71 BaselineAdminNetworkPolicy B E X FIR (CR)
B allow #1 deny ACL ., BHEILFKIALLAF AdminNetworkPolicy (ANP) CR #] allow, deny, #1 pass
ACL IS,

& HITE®BILRIGERTF OVN-Kubernetes RZ% 3G,

4. Hithl &

HiTHEIDKBEEB/E N OVN-Kubernetes SER¥ MK EC B —E D8 E. LT YAMLERT HitHEHN
ZIME -

i
cak

HiTBFILKECE

apiVersion: operator.openshift.io/v1
kind: Network
metadata:
name: cluster
spec:
defaultNetwork:
ovnKubernetesConfig:
policyAuditConfig:
destination: "null"
maxFileSize: 50
rateLimit: 20
syslogFacility: local0

TRE®RT EF'T—}‘E/L.\E’JEB FEX,

3 4.1. policyAuditConfig object

FB & i 3T

rateLimit B BT REBUERRIEERRE LR, BIMEHER 20 &4

maxFileSize B HitBSEHEAKRD, UFTHHAA, FKIMEY 50000000 =
50 MB,

maxLogFiles B FREBNBAEXHHRARE,
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=427 KRB b
libc

FH LB journald #72#Y libc syslog () E#K.
UDP:<host>:<port>
—4 syslog BR%588, 1% <host>:<port> &ty syslog IR
FaaEM KO,
Unix:<file>
A <file> #8EH Unix BiEZEF X,
null
AEFNHITHEA LR EME M BT,

syslogFacility FRE syslog TR, #laskern, #1RFC5424 & X, BRINMEN
local0,

4.2. H TT H /L,\laﬁ<L

Al LUh T BEECE BRI, 40 syslog BRS5 2R3k UNIX BiE T, T MEMEENM, it HE&HE
LAREFRIEREHHED OVN-Kubernetes pod L#J /var/log/ovn/acl-audit-log.

&I LAf# A k8s.ovn.org/acl-logging B4 h & e 22 Al 5 A # iT H&RILK. £ k8s.ovn.org/acl-
logging 84, B IIETE allow. deny SiX P AME SR N e & 22 (A 2 A T B&RIL K.

_ P48 SR S HER Pass 1R FXE AL,

ACL-logging SEINICFMZE B [F#EFIFISR (ACL) F, BRIUERE XL RN EMBENR LM
Elmo

o 22 [ EfRR A

kind: Namespace
apiVersion: vi
metadata:
name: example1
annotations:
k8s.ovn.org/acl-logging: |-
{
"deny": "info",
"allow": "info"

}

EHEERB ACL BHEILKEEE, E5 0 cluster-network-03-config.yml SX{4H#Y
policyAuditConfig ¥/, MRFE, TR XHEFHIBEEXHSHI ACL BEICKEEE.
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HEEBKR S RFC5424 A E XM syslog A, syslog TEAECE, Bkl HMlocald, LT RAEIERTH
SHERRHEENRESEREE

<timestamp>|<message_serial>|acl_log(ovn_pinctrl0)|<severity>|name="<acl_name>", verdict="
<verdict>", severity="<severity>", direction="<direction>": <flow>

Hep:
e <timestamp> 7 B0/ H&H 2890 3] 50 B 88,
e <message_serial> 5 B&HEEHNFETIS,

e acl_log (ovn_pinctrl0) E— M FEFHEH, BT OVN-Kubernetes ff A fi i B & H RBIAL
&,

o <severity> AT HE BT EMENA]. MNREEAZHE allow 7 deny {5 H T BEILE,
U_”J H&H u..ﬁEUHj s TW‘TAFE'Eﬁﬁ”o

e <name> 1iBA M4 REE G H OVN Network Bridging Database ( nbdb) 189 ACL-logging 2
LB #R,

e <verdict> AT LLZ allow =X drop.
e <direction> A LLE to-lport 5 from-lport, FFKIESN FAE pod BIFRE.

o <flow> [i’~"5 OpenFlow FRIEANBIRSER. LSHEE Open vSwitch (OVS) F
EQO

DFRBIETRT flow SEARXRMRGAFRIEIEIE SN OVS FEk -

flow ZHARIZIBUIERE B8 OVS FE R

<proto>,vlan_tci=0x0000,dl_src=<src_mac>,dl_dst=<source_mac>,nw_src=<source_ip>,nw_dst=
<target_ip>,nw_tos=<tos_dscp>,nw_ecn=<tos_ecn>,nw_ttl=<ip_ttl>,nw_frag=<fragment>,tp_src=
<tcp_src_port>,tp_dst=<tcp_dst_port>,tcp_flags=<tcp_flags>

Hrp:
e <proto> FEATNIL, BIEH tep # udp.
e vlan_tci=0x0000 =83 VLAN #7557 0, EJ7%A HAER pod MLREILE VLAN ID,
® <src_mac> 5§ Media Access Control (MAC) it IR,
e <source_mac> 15E MAC it rY B R,
e <source_ip> FIHIR IP itk
o <target_ip> 5 B#7 IP Hhlil,

e <tos_dscp> A B Differentiated Services Code Point (DSCP) B, XRI%RE N 1T EFHIHITH
KN HEF.
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e <tos_ecn> A EA Explicit Congestion Notification (ECN) &, ©RREBIMLEFREIEZEMLE R
=,

o <ip_ttl> FEAKIEEH Time To Live (TTP) 5 2.

o <fragment> {5 EZMLE IP FEXSX IP 3EfE R,

e <tcp_src_port> T7x TCP #1 UDP il Byi% iR,

e <tcp_dst_ports FlIH TCP 1 UDP il By B #ithiz O,

o <tcp_flags> LR, 0 SYN, ACK, PSH &, MREFEREZME, NAENERRLE
() 2R, UDP A ZHF LS EL,

A=
A BXAENFERBLINESER, HEE ovs-fields #) OVS FAR T,

P SRR ACL 4 A EZ BRI

2023-11-02T16:28:54.139Z|00004|acl_log(ovn_pinctrl0)|INFO|name="NP:verify-audit-

logging:Ingress”, verdict=drop, severity=alert, direction=to-lport:
tep,vlan_tci=0x0000,dl_src=0a:58:0a:81:02:01,dl_dst=0a:58:0a:81:02:23,nw_src=10.131.0.39,nw_dst=1
0.129.2.35,nw_tos=0,nw_ecn=0,nw_1tl=62,nw_frag=no,tp_src=58496,tp_dst=8080,tcp_flags=syn
2023-11-02T16:28:55.187Z|00005|acl_log(ovn_pinctrl0)|INFO|name="NP:verify-audit-

logging:Ingress”, verdict=drop, severity=alert, direction=to-lport:
tep,vlan_tci=0x0000,dl_src=0a:58:0a:81:02:01,dl_dst=0a:58:0a:81:02:23,nw_src=10.131.0.39,nw_dst=1
0.129.2.35,nw_tos=0,nw_ecn=0,nw_1tl=62,nw_frag=no,tp_src=58496,tp_dst=8080,tcp_flags=syn
2023-11-02T16:28:57.235Z|00006|acl_log(ovn_pinctrl0)|INFO|name="NP:verify-audit-

logging:Ingress", verdict=drop, severity=alert, direction=to-lport:
tep,vlan_tci=0x0000,dl_src=0a:58:0a:81:02:01,dl_dst=0a:58:0a:81:02:23,nw_src=10.131.0.39,nw_dst=1
0.129.2.35,nw_tos=0,nw_ecn=0,nw_1tl=62,nw_frag=no,tp_src=58496,tp_dst=8080,tcp_flags=syn

TRER T R RIEARE

% 4.2. k8s.ovn.org/acl-logging B8 it B&ic kR 28 A 3T R

FB fik

deny FE LR 5 deny #EITERH ACL MR EN R, FEZHF
alert, warning, notice, info, =k debug {&.

allow RVFREZEAN S allow #R/EEERK ACL #MINIMEMRE. F
E%Z ¥ alert, warning, notice, info, =k debug {&.

pass pass 2 {/FE R TEE G SRR ACL #Ill, pass #&IERTF
p 45 22 7] Fh B R 4% SRBS S B M admin R4S SRBS HLNI SV AR (%
AMEHRE, MAERIET X pass &17F.

Hth

=5

il
o T HRMLLEEE AP
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tenant: backend-storage # Selects all pods owned by storage tenant.
ingress:
- name: "allow-all-ingress-product-development-and-customer" # Product development and
customer tenant ingress to backend storage.
action: "Allow"
from:
- product-development
- customer
podSelector: {}

- name: "pass-all-ingress-product-security”
action: "Pass"
from:

- pods:
- namespaces:

4.3. ADMINNETWORKPOLICY & if B&iL%
namespaceSelector:
matchLabels:

#4 AdminNetworkPolicy CR 2 7 # it B&iLxK, £ k8s.ovn.org/acl-logging ¥ 3 ## ANP R
matchExpressions:
tenant: product-security

B&, 0FBIR
5l 4.1. AdminNetworkPolicy CR K33 i
apiVersion: policy.networking.k8s.io/vialpha1l
kind: AdminNetworkPolicy
metadata:
annotations:
k8s.ovn.org/acl-logging: '{ "deny": "alert", "allow": "alert", "pass" : "warning" }'
name: anp-tenant-log
spec:
priority: 5
subject:
namespaces:
- key: tenant
operator: In
- name: "deny-all-ingress" # Ingress to backend from all other pods in the cluster.
action: "Deny"

matchLabels:
values:
from:

- namespaces: {}
egress:
- name: "allow-all-egress-product-development”
action: "Allow"
to:
- pods:
namespaceSelector:
matchLabels:
tenant: product-development
podSelector: {}
- hame: "pass-egress-product-security”
action: "Pass"
to:
- namespaces:
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actlon "Deny"

matchLabels

tenant: product- security

- name: "deny-all-egress" # Egress from backend denied to all other pods.
- namespaces {}

BURERN OVN ACL ARIFHHE BB IC T ML BRIRIERGN, MEMKBR. B, — B4,
Hep{Fm# A 11% tenant: product-development By £ 22 (5] &R 17 7] A 755 tenant: backend-
storage Byen & Z2[A], N4 BAE,

ACL BRILKFREIT 60 NFEFRF. MREH ANP name FEH K, BENHEHRET O GHEE
47

UTFRUTRAEBERENSRARE

pc) Ul

AA
RuleO

S F M product-development #1 customer ZF8 /-
backend-storage; IngressO: Allow

Rulel

M product-security” EIfi /" "backend-storage;
Ingressl: Pass %%

Rule2
B4 BFTA pod AR E; Ingress2: Deny

Egress
RuleO

#17%) product-development; EgressO: Allow
Rulel

f&#645 product-security; Egressi Pass
Rule2

B4 EIFE Eith pod B ORE; Egress2: Deny

AdminNetworkPolicy i Allow $##E

log:Ingress:0", verdict=allow, severity=alert, direction=to-Iport:
tep,vlan_tci=0x0000,dl_src=0a:58:0a:80:02:1a,dl_dst=0a:58:0a:80:02:19,nw_src=10.128.2.26,nw_ds
t=10.128.2.25,nw_tos=0,nw_ecn=0,nw_ttI=64,nw_frag=no,tp_src=57814,tp_dst=8080,tcp_flags=syn

2024-06-10T16:28:23.130Z|00059|acl_log(ovn_pinctrl0)|INFO|name="ANP:anp-tenant-

log:Ingress:0", verdict=allow, severity=alert, direction=to-Iport:

il 4.2. ACL B&ETRMFI, AT A Ingress:0 #l Egress:0 94y anp-tenant-log
tep,vlan_tci=0x0000,dl_src=0a:58:0a:80:02:18,dl_dst=0a:58:0a:80:02:19,nw_src=10.128.2.24,nw_ds

‘ 2024-06-10T16:27:45.1942|00052|acl_log(ovn_pinctrl0)|INFO|name="ANP:anp-tenant-
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2024-06-10T16:28:38.293Z|00069|acl_log(ovn_pinctrl0)|INFO|name="ANP:anp-tenant-
log:Egress:0", verdict=allow, severity=alert, direction=from-lport:
tep,vlan_tci=0x0000,dl_src=0a:58:0a:80:02:19,dl_dst=0a:58:0a:80:02:1a,nw_src=10.128.2.25,nw_ds
t=10.128.2.26,nw_tos=0,nw_ecn=0,nw_ttl=64,nw_frag=no,tp_src=47566,tp_dst=8080,tcp_flags=fin|e

t=10.128.2.25,nw_tos=0,nw_ecn=0,nw_ttl=64,nw_frag=no,tp_src=38620,tp_dst=8080,tcp_flags=ack
ck=0,nw_ecn=0,nw_ttI=64,nw_frag=no,tp_src=55704,tp_dst=8080,tcp_flags=ack

AdminNetworkPolicy i Pass ¥

log:Ingress:1", verdict=pass, severity=warning, direction=to-Iport:
tep,vlan_tci=0x0000,dl_src=0a:58:0a:80:02:1b,dl_dst=0a:58:0a:80:02:19,nw_src=10.128.2.27,nw_ds
t=10.128.2.25,nw_tos=0,nw_ecn=0,nw_ttl=64,nw_frag=no,tp_src=37394,tp_dst=8080,tcp_flags=ack

2024-06-10T16:35:04.209Z|00081 |acl_log(ovn_pinctrl0)[INFO|name="ANP:anp-tenant-
log:Egress:1", verdict=pass, severity=warning, direction=from-Iport:
tep,vlan_tci=0x0000,dl_src=0a:58:0a:80:02:19,dl_dst=0a:58:0a:80:02:1b,nw_src=10.128.2.25,nw_ds

2024-06-10T16:33:12.019Z|00075|acl_log(ovn_pinctrl0)[INFO|name="ANP:anp-tenant-
t=10.128.2.27,nw_tos=0,nw_ecn=0,nw_ttl=64,nw_frag=no,tp_src=34018,tp_dst=8080,tcp_flags=ack

| fl 4.3. ACL BT R, AT A Ingress:1 Hl Egress:1 8%/ anp-tenant-log i

AdminNetworkPolicy i Deny #4F

log:Egress:2", verdict=drop, severity=alert, direction=from-Iport:
tep,vlan_tci=0x0000,dl_src=0a:58:0a:80:02:19,dl_dst=0a:58:0a:80:02:18,nw_src=10.128.2.25,nw_ds
t=10.128.2.24,nw_tos=0,nw_ecn=0,nw_ttI=64,nw_frag=no,tp_src=51598,tp_dst=8080,tcp_flags=syn

2024-06-10T16:44:43.5912|00090|acl_log(ovn_pinctrl0)|INFO|name="ANP:anp-tenant-
log:Ingress:2", verdict=drop, severity=alert, direction=to-Iport:

tep,vlan_tci=0x0000,dl_src=0a:58:0a:80:02:1c,dl_dst=0a:58:0a:80:02:19,nw_src=10.128.2.28,nw_ds

2024-06-10T16:43:05.2872|00087|acl_log(ovn_pinctrl0)[INFO|name="ANP:anp-tenant-
=10.128.2.25,nw_tos=0,nw_ecn=0,nw_ttl=64,nw_frag=no,tp_src=33774,tp_dst=8080,tcp_flags=syn

| fll 4.4. ACL BEYIRAI, BT A Ingress:2 ] Egress:2 94/ anp-tenant-log i

TR T ANP ST

* 4.3. #Hit B&ic3% AdminNetworkPolicy 3 f#

SR value
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AR value

k8s.ovn.org/acl-logging i ZE>48%E Allow, Deny 3% Pass ¥ —F g hen & 2265
I B&ILR,
Deny

Al @ $87E alert. warning. notice. info 3¢ debug.
Allow

Al @ $87%E alert. warning. notice. info 3¢ debug.
Pass

Al : $87%E alert. warning. notice. info 3¢ debug.

4.4. BASELINEADMINNETWORKPOLICY #itB &L

HILK, IR
- name: "default-allow-dns" # This rule allows ingress from dns tenant to all workloads.
- namespaces:

{5 A k8s.ovn.org/acl-logging %3 2 BANP %#&, 1f BaselineAdminNetworkPolicy CR #/5 A it H
5l 4.5. BaselineAdminNetworkPolicy CR B3 f#@ il
apiVersion: policy.networking.k8s.io/vialpha1l
kind: BaselineAdminNetworkPolicy
metadata:
annotations:
k8s.ovn.org/acl-logging: '{ "deny": "alert", "allow": "alert"}'
name: default
spec:
subject:
namespaces:
matchLabels:
tenant: workloads # Selects all workload pods in the cluster.
ingress:
action: "Allow"
from:
matchLabels:
tenant: dns

- name: "default-deny-dns" # This rule denies all ingress from all pods to workloads.
action: "Deny"
from:
- namespaces: {} # Use the empty selector with caution because it also selects OpenShift
namespaces as well.
egress:
- name: "default-deny-dns" # This rule denies all egress from workloads. It will be applied when
no ANP or network policy matches.
action: "Deny"
to:

- namespaces: {} # Use the empty selector with caution because it also selects OpenShift
namespaces as well.
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R, —ANFEM4, HBEMEERE tenant: dns B8 £ 22 [AIER U7 [T B 115 tenant: workload #J
RN, MEERBE,

UTFRUTRAEBEFRBENSRAZRAE

hE i
Ad
RuleO
FeF MR dns ZI7H 7 workloads; IngressO: Allow
Rulel

B2 MFA pod EIFE 7 workloads; Ingressi: Deny

Egress
RuleO

1B45FF A pod; EgressO: Deny

verdict=allow, severity=alert, direction=to-Iport:
tep,vlan_tci=0x0000,dl_src=0a:58:0a:82:02:57,dl_dst=0a:58:0a:82:02:56,nw_src=10.130.2.87,nw_ds
t=10.130.2.86,nw_tos=0,nw_ecn=0,nw_ttI=64,nw_frag=no,tp_src=60510,tp_dst=8080,tcp_flags=syn

2024-06-10T18:11:58.2642|00023|acl_log(ovn_pinctrl0)|INFO|name="BANP:default:Ingress:0",
verdict=allow, severity=alert, direction=to-lport:
tep,vlan_tci=0x0000,dl_src=0a:58:0a:82:02:57,dl_dst=0a:58:0a:82:02:56,nw_src=10.130.2.87,nw_ds
t=10.130.2.86,nw_tos=0,nw_ecn=0,nw_ttI=64,nw_frag=no,tp_src=60510,tp_dst=8080,tcp_flags=psh
ack

2024-06-10T18:11:58.2642|00024|acl_log(ovn_pinctrl0)|INFO|name="BANP:default:Ingress:0",
verdict=allow, severity=alert, direction=to-Iport:
tep,vlan_tci=0x0000,dl_src=0a:58:0a:82:02:57,dl_dst=0a:58:0a:82:02:56,nw_src=10.130.2.87,nw_ds
t=10.130.2.86,nw_tos=0,nw_ecn=0,nw_ttl=64,nw_frag=no,tp_src=60510,tp_dst=8080,tcp_flags=ack

2024-06-10T18:11:58.2642|00025|acl_log(ovn_pinctrl0)|INFO|name="BANP:default:Ingress:0",
verdict=allow, severity=alert, direction=to-Iport:
tep,vlan_tci=0x0000,dl_src=0a:58:0a:82:02:57,dl_dst=0a:58:0a:82:02:56,nw_src=10.130.2.87,nw_ds
t=10.130.2.86,nw_tos=0,nw_ecn=0,nw_ttl=64,nw_frag=no,tp_src=60510,tp_dst=8080,tcp_flags=ack

2024-06-10T18:11:58.2642|00026|acl_log(ovn_pinctrl0)|INFO|name="BANP:default:Ingress:0",
verdict=allow, severity=alert, direction=to-Iport:
tep,vlan_tci=0x0000,dl_src=0a:58:0a:82:02:57,dl_dst=0a:58:0a:82:02:56,nw_src=10.130.2.87,nw_ds
t=10.130.2.86,nw_tos=0,nw_ecn=0,nw_ttl=64,nw_frag=no,tp_src=60510,tp_dst=8080,tcp_flags=fin|e
ck

2024-06-10T18:11:58.2642|00027|acl_log(ovn_pinctrl0)|INFO|name="BANP:default:Ingress:0",
verdict=allow, severity=alert, direction=to-Iport:
tep,vlan_tci=0x0000,dl_src=0a:58:0a:82:02:57,dl_dst=0a:58:0a:82:02:56,nw_src=10.130.2.87,nw_ds

2024-06-10T18:11:58.263Z7|00022|acl_log(ovn_pinctrl0)|INFO|name="BANP:default:Ingress:0",
t=10.130.2.86,nw_tos=0,nw_ecn=0,nw_ttl=64,nw_frag=no,tp_src=60510,tp_dst=8080,tcp_flags=ack

il 4.6. ACL allow B&ETURAI, FAFiH A Ingress:0 i default BANP i Allow &4

I fl 4.7. ACL allow B&EYRGI, AT Egress:0 #l Ingress:1 9 default BANP £ Allow ¥24F
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2024-06-10T18:09:57.774Z|00016|acl_log(ovn_pinctrl0)[INFO|name="BANP:default:Egress:0",
verdict=drop, severity=alert, direction=from-Iport:
tep,vlan_tci=0x0000,dl_src=0a:58:0a:82:02:56,dl_dst=0a:58:0a:82:02:57,nw_src=10.130.2.86,nw_ds
t=10.130.2.87,nw_tos=0,nw_ecn=0,nw_ttI=64,nw_frag=no,tp_src=45614,tp_dst=8080,tcp_flags=syn

2024-06-10T18:09:58.8092|00017|acl_log(ovn_pinctrl0)|INFO|name="BANP:default:Egress:0",
verdict=drop, severity=alert, direction=from-Iport:
tep,vlan_tci=0x0000,dl_src=0a:58:0a:82:02:56,dl_dst=0a:58:0a:82:02:57,nw_src=10.130.2.86,nw_ds
t=10.130.2.87,nw_tos=0,nw_ecn=0,nw_ttl=64,nw_frag=no,tp_src=45614,tp_dst=8080,tcp_flags=syn

2024-06-10T18:10:00.857Z|00018|acl_log(ovn_pinctrl0)|INFO|name="BANP:default:Egress:0",
verdict=drop, severity=alert, direction=from-Iport:
tep,vlan_tci=0x0000,dl_src=0a:58:0a:82:02:56,dl_dst=0a:58:0a:82:02:57,nw_src=10.130.2.86,nw_ds
t=10.130.2.87,nw_tos=0,nw_ecn=0,nw_ttI=64,nw_frag=no,tp_src=45614,tp_dst=8080,tcp_flags=syn

2024-06-10T18:10:25.414Z|00019|acl_log(ovn_pinctrl0)|INFO|name="BANP:default:Ingress:1",
verdict=drop, severity=alert, direction=to-lport:
tep,vlan_tci=0x0000,dl_src=0a:58:0a:82:02:58,dl_dst=0a:58:0a:82:02:56,nw_src=10.130.2.88,nw_ds
t=10.130.2.86,nw_tos=0,nw_ecn=0,nw_ttI=64,nw_frag=no,tp_src=40630,tp_dst=8080,tcp_flags=syn

2024-06-10T18:10:26.457Z|00020|acl_log(ovn_pinctrl0)|INFO|name="BANP:default:Ingress:1",
verdict=drop, severity=alert, direction=to-lport:
tep,vlan_tci=0x0000,dl_src=0a:58:0a:82:02:58,dl_dst=0a:58:0a:82:02:56,nw_src=10.130.2.88,nw_ds
t=10.130.2.86,nw_tos=0,nw_ecn=0,nw_ttI=64,nw_frag=no,tp_src=40630,tp_dst=8080,tcp_flags=syn

2024-06-10T18:10:28.505Z|00021|acl_log(ovn_pinctrl0)|INFO|name="BANP:default:Ingress:1",
verdict=drop, severity=alert, direction=to-lport:
tep,vlan_tci=0x0000,dl_src=0a:58:0a:82:02:58,dl_dst=0a:58:0a:82:02:56,nw_src=10.130.2.88,nw_ds
t=10.130.2.86,nw_tos=0,nw_ecn=0,nw_ttI=64,nw_frag=no,tp_src=40630,tp_dst=8080,tcp_flags=syn

TR T BANP E#E

% 4.4. %1t B % BaselineAdminNetworkPolicy ¥ f#

232

value

k8s.ovn.org/acl-logging R nZE D 187E Allow st Deny z —F e hén &2 H o AHITH

BIL Ko

Deny

Al @ $87%E alert. warning. notice. info 3¢ debug.
Allow

Al @ $87%E alert. warning. notice. info 3¢ debug.

4.5. SR BFECIE H OB MO A0 L% SR T
NSRBI, MALAE RIS ITAS,

FRFH

e L% OpenShift CLI (oc) o
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o {HHEXA cluster-admin I RHIFE - E[ERIERE,

ff

L=

S

e EAENFHITAEEE, HHWAUTHS :

I $ oc edit network.operator.openshift.io/cluster

I
EAA LA B E LFFR AT YAML kBB it BEILE -

apiVersion: operator.openshift.io/v1
kind: Network
metadata:
name: cluster
spec:
defaultNetwork:
ovnKubernetesConfig:
policyAuditConfig:
destination: "null"
maxFileSize: 50
rateLimit: 20
syslogFacility: local0

1. BB AMSRIREIa R, HRAATEIR
a. QIR EETRIL :

$ cat <<EOF| oc create -f -
kind: Namespace
apiVersion: v1
metadata:

name: verify-audit-logging

annotations:

k8s.ovn.org/acl-logging: '{ "deny": "alert", "allow": "alert" }'

EOF

B Ih B T A LS SRR B R 22 8], RSN created,
b. ey Ze 8] O3 L% 5REE -

$ cat <<EOF| oc create -n verify-audit-logging -f -
apiVersion: networking.k8s.io/v1
kind: NetworkPolicy
metadata:

name: deny-all
spec:

podSelector:

matchLabels:
policyTypes:
- Ingress
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- Egress
apiVersion: networking.k8s.io/v1
kind: NetworkPolicy
metadata:

name: allow-from-same-namespace

namespace: verify-audit-logging
spec:

podSelector: {}

policyTypes:

- Ingress

- Egress

ingress:

- from:

- podSelector: {}
egress:
- to:
- namespaceSelector:
matchLabels:
kubernetes.io/metadata.name: verify-audit-logging

EOF

it Bl

networkpolicy.networking.k8s.io/deny-all created
networkpolicy.networking.k8s.io/allow-from-same-namespace created

2. default #p % 22 [A] R BYTEUR 2 012 pod :

$ cat <<EOF| oc create -n default -f -
apiVersion: v1
kind: Pod
metadata:
name: client
spec:
containers:
- name: client
image: registry.access.redhat.com/rhel7/rhel-tools
command: ["/bin/sh", "-c"]
args:
['sleep inf"]
EOF

3. 7£ verify-audit-logging 4 Z2 /8] B F 4 pod :

$ for name in client server; do
cat <<EOF| oc create -n verify-audit-logging -f -
apiVersion: v1
kind: Pod
metadata:

name: ${name}
spec:

containers:

- name: ${name}
image: registry.access.redhat.com/rhel7/rhel-tools
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command: ["/bin/sh", "-c"]
args:
["sleep inf"]
EOF
done

BRINEIH ST H A pod, # pod/client 1 pod/server, IR created.,
4. BERREFERMAERETITEESRE, ERRATEE :
a. 7t verify-audit-logging fp# 22 (A FIKEX % server B pod B IP itk :

I $ POD_IP=$(oc get pods server -n verify-audit-logging -o jsonpath="{.status.podIP}')

b. M default fp& 22 E 7 client B pod A1 ping E—N 5589 IP Hhtt, FHHEIAFFEEIES
HEEF:

I $ oc exec -it client -n default -- /bin/ping -c 2 $POD_IP

iRl
PING 10.128.2.55 (10.128.2.55) 56(84) bytes of data.

--- 10.128.2.55 ping statistics ---
2 packets transmitted, 0 received, 100% packet loss, time 2041ms

c. M verify-audit-logging % % 22 (6] FF Y% S i pod H, ping POD_IP shell If 525 2 AR 1F i
P Holtt, HHEIAREARTFRERIES.

I $ oc exec -it client -n verify-audit-logging -- /bin/ping -c 2 $POD_IP

i tH o B

PING 10.128.0.86 (10.128.0.86) 56(84) bytes of data.
64 bytes from 10.128.0.86: icmp_seq=1 ttI=64 time=2.21 ms
64 bytes from 10.128.0.86: icmp_seq=2 ttl=64 time=0.440 ms

--- 10.128.0.86 ping statistics ---
2 packets transmitted, 2 received, 0% packet loss, time 1001ms
rtt min/avg/max/mdev = 0.440/1.329/2.219/0.890 ms

5. BRMKAREHITAEPHNRHRE :

$ for pod in $(oc get pods -n openshift-ovn-kubernetes -l app=ovnkube-node --no-
headers=true | awk '{ print $1 }') ; do
oc exec -it $pod -n openshift-ovn-kubernetes -- tail -4 /var/log/ovn/acl-audit-log.log
done

it Bl

2023-11-02T16:28:54.139Z|00004|acl_log(ovn_pinctrl0)[INFO|name="NP:verify-audit-
logging:Ingress", verdict=drop, severity=alert, direction=to-Iport:
tcp,vlan_tci=0x0000,dl_src=0a:58:0a:81:02:01,dl_dst=0a:58:0a:81:02:23,nw_src=10.131.0.39,n
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w_dst=10.129.2.35,nw_tos=0,nw_ecn=0,nw_1tl=62,nw_frag=no,tp_src=58496,tp_dst=8080,tcp
_flags=syn
2023-11-02T16:28:55.187Z|00005|acl_log(ovn_pinctrl0)|INFO|name="NP:verify-audit-
logging:Ingress", verdict=drop, severity=alert, direction=to-Iport:
tep,vlan_tci=0x0000,dl_src=0a:58:0a:81:02:01,dl_dst=0a:58:0a:81:02:23,nw_src=10.131.0.39,n
w_dst=10.129.2.35,nw_tos=0,nw_ecn=0,nw_1tl=62,nw_frag=no,tp_src=58496,tp_dst=8080,tcp
_flags=syn
2023-11-02T16:28:57.235Z|00006|acl_log(ovn_pinctrl0)|INFO|name="NP:verify-audit-
logging:Ingress", verdict=drop, severity=alert, direction=to-Iport:
tcp,vlan_tci=0x0000,dl_src=0a:58:0a:81:02:01,dl_dst=0a:58:0a:81:02:23,nw_src=10.131.0.39,n
w_dst=10.129.2.35,nw_tos=0,nw_ecn=0,nw_1tl=62,nw_frag=no,tp_src=58496,tp_dst=8080,tcp
_flags=syn
2023-11-02T16:49:57.909Z|00028|acl_log(ovn_pinctrl0)|INFO|name="NP:verify-audit-
logging:allow-from-same-namespace:Egress:0", verdict=allow, severity=alert, direction=from-
Iport:
icmp,vlan_tci=0x0000,dl_src=0a:58:0a:81:02:22,dl_dst=0a:58:0a:81:02:23,nw_src=10.129.2.34.
nw_dst=10.129.2.35,nw_tos=0,nw_ecn=0,nw_ttl=64,nw_frag=no,icmp_type=8.,icmp_code=0
2023-11-02T16:49:57.909Z|00029|acl_log(ovn_pinctrl0)|INFO|name="NP:verify-audit-
logging:allow-from-same-namespace:Ingress:0", verdict=allow, severity=alert, direction=to-
Iport:
icmp,vlan_tci=0x0000,dl_src=0a:58:0a:81:02:22,dl_dst=0a:58:0a:81:02:23,nw_src=10.129.2.34.
nw_dst=10.129.2.35,nw_tos=0,nw_ecn=0,nw_ttl=64,nw_frag=no,icmp_type=8,icmp_code=0
2023-11-02T16:49:58.932Z|00030|acl_log(ovn_pinctrl0)|INFO|name="NP:verify-audit-
logging:allow-from-same-namespace:Egress:0", verdict=allow, severity=alert, direction=from-
Iport:
icmp,vlan_tci=0x0000,dl_src=0a:58:0a:81:02:22,d|_dst=0a:58:0a:81:02:23,nw_src=10.129.2.34.
nw_dst=10.129.2.35,nw_tos=0,nw_ecn=0,nw_ttl=64,nw_frag=no,icmp_type=8.,icmp_code=0
2023-11-02T16:49:58.932Z7|00031|acl_log(ovn_pinctrl0)|INFO|name="NP:verify-audit-
logging:allow-from-same-namespace:Ingress:0", verdict=allow, severity=alert, direction=to-
Iport:
icmp,vlan_tci=0x0000,dl_src=0a:58:0a:81:02:22,d|_dst=0a:58:0a:81:02:23,nw_src=10.129.2.34.
nw_dst=10.129.2.35,nw_tos=0,nw_ecn=0,nw_ttl=64,nw_frag=no,icmp_type=8.,icmp_code=0

4.6. Jyfp# 22 [R5 A H OB ASEFN P43 SREG 1T B &
N EBER S, EAhRRRAEAFITAS,

FRFM

it =

72

L% OpenShift CLI (oc) &

FREA cluster-admin FRAYFE - E[ERIERE,

BN BERERAFITEE, HRAUTHS

$ oc annotate namespace <namespace> \
k8s.ovn.org/acl-logging="{ "deny": "alert", "allow": "notice" }'

He:

<hamespace>

1B E o5 4 22 (A B9 & 7R,
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I
(BRI BRI AL YAML SJS B B RIS -

kind: Namespace
apiVersion: vi
metadata:
name: <namespace>
annotations:
k8s.ovn.org/acl-logging: |-
{
"deny": "alert",
"allow": "notice"

}

BRIDHIHSIE T #Hit BRI R LR, KA annotated.,

o TRHITAEFMRIRA :

$ for pod in $(oc get pods -n openshift-ovn-kubernetes -l app=ovnkube-node --no-
headers=true | awk '{ print $1 }') ; do
oc exec -it $pod -n openshift-ovn-kubernetes -- tail -4 /var/log/ovn/acl-audit-log.log
done

it Bl

2023-11-02T16:49:57.909Z|00028|acl_log(ovn_pinctrl0)|INFO|name="NP:verify-audit-
logging:allow-from-same-namespace:Egress:0", verdict=allow, severity=alert, direction=from-
Iport:
icmp,vlan_tci=0x0000,dl_src=0a:58:0a:81:02:22,dl_dst=0a:58:0a:81:02:23,nw_src=10.129.2.34.
nw_dst=10.129.2.35,nw_tos=0,nw_ecn=0,nw_ttl=64,nw_frag=no,icmp_type=8,icmp_code=0
2023-11-02T16:49:57.909Z|00029|acl_log(ovn_pinctrl0)|INFO|name="NP:verify-audit-
logging:allow-from-same-namespace:Ingress:0", verdict=allow, severity=alert, direction=to-
Iport:
icmp,vlan_tci=0x0000,dl_src=0a:58:0a:81:02:22,dl_dst=0a:58:0a:81:02:23,nw_src=10.129.2.34.
nw_dst=10.129.2.35,nw_tos=0,nw_ecn=0,nw_ttl=64,nw_frag=no,icmp_type=8.,icmp_code=0
2023-11-02T16:49:58.932Z|00030|acl_log(ovn_pinctrl0)|INFO|name="NP:verify-audit-
logging:allow-from-same-namespace:Egress:0", verdict=allow, severity=alert, direction=from-
Iport:
icmp,vlan_tci=0x0000,dl_src=0a:58:0a:81:02:22,dl_dst=0a:58:0a:81:02:23,nw_src=10.129.2.34.
nw_dst=10.129.2.35,nw_tos=0,nw_ecn=0,nw_ttl=64,nw_frag=no,icmp_type=8,icmp_code=0
2023-11-02T16:49:58.9327|00031|acl_log(ovn_pinctrl0)|INFO|name="NP:verify-audit-
logging:allow-from-same-namespace:Ingress:0", verdict=allow, severity=alert, direction=to-
Iport:
icmp,vlan_tci=0x0000,dl_src=0a:58:0a:81:02:22,d|_dst=0a:58:0a:81:02:23,nw_src=10.129.2.34.
nw_dst=10.129.2.35,nw_tos=0,nw_ecn=0,nw_ttl=64,nw_frag=no,icmp_type=8.,icmp_code=0

4.7. Jutn B 22 AR A O B KSR R 45 SRS BT B 7S
EHERERR, ERURAREZRNE A,
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FoRFRMF

it =

4.8.

74

e L% OpenShift CLI (oc) o

o {HAEA cluster-admin I RHIFE - E[ERIERE,

o ZNMBERBAFIIARE, HWALTHS :
I $ oc annotate --overwrite namespace <namespace> k8s.ovn.org/acl-logging-
He .
<hamespace>
15 7E o 4 22 (R B9 & #R,
R
AR AN LAT YAML REAFHITEEICE ¢

kind: Namespace
apiVersion: vi
metadata:
name: <namespace>
annotations:
k8s.ovn.org/acl-logging: null

BIDHIH S T #Hit BRI R L, KA N annotated.

Hfth 5IR
o KT

o B ECE H Of5 K
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2 5 Z EGRESS [h A

5.1. & EI B K O R N
ENERBEE R, Be A HEAIIA SO AERNRFR, HEEREH O AEBFREMN,

5.1.1. #£& EgressFirewall BE X %R (CR)

R BB &R B EgressFirewall CR,

FeREH
e {#F OVN-Kubernetes MZ4iHHHHISERE,

e ZI OpenShift a3 1T57@E (CLI), BEMN oc,

o [BwINETERE,

i =
1. A% BEEEEREDE UM EgressFirewall CR BIEHR, EHALUTHS :

I $ oc get egressfirewall --all-namespaces

2. BREER, EHMALUTH®S, 1¥ <policy_names & h BT HEK AT,

I $ oc describe egressfirewall <policy_name>

i th o Bl

Name: default

Namespace: projecti

Created: 20 minutes ago

Labels: <none>

Annotations: <none>

Rule: Allow to 1.2.3.0/24

Rule: Allow to www.example.com
Rule: Deny to 0.0.0.0/0

5.2. I gk OB K8
IR EREIRR, R LUEEIIA OB AR R R AL,

5.2.1. %#%8 EgressFirewall BE X 5 R (CR)
EnERBFEE R, A LAEM— Ui B/ OB A,

FeREH
e {#F OVN-Kubernetes M44iH RIS EE,
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e % OpenShift CLI (oc) .
o MEEMALHTENF D EMTIEE.,
it =3
1. K TIE# EgressFirewall CR IR, ¥ <project> & #4111 H A F5.

I $ oc get -n <project> egressfirewall

2. AN ANSRISTE AR O R RE KRR B 4R 77 EgressFirewall M REVEIZA, 1EHI AL T 64K
BIREIA,

I $ oc get -n <project> egressfirewall <name> -0 yaml > <filename>.yam|

¥ <project> B NI B EIR, ¥ <name> Bt )y Pod MEHR, ¥ <filename> Bt HEfF
YAML fR77EIBSCHBI B 7R,

3. BRERANE, BIALLTEa4SEH EgressFirewall CR, ¥ <filenames> & h B & EHH
EgressFirewall CR B934 £ 5,

I $ oc replace -f <filename>.yaml

5.3. MI1 B # Bk A OB AR

ENERFEIEN, MATLAMITE BRSO S, MM BRI E BB FF OpenShift Container
Platform SEA¥ 8 2% 57k & HIBR I,

5.3.1. fflB& EgressFirewall CR
ERERERER, A LA B AR E O RS A,

SeRF M
o {#f OVN-Kubernetes M%& 3 HISEEE,
o % OpenShift CLI (oc) .
o NREFEMEHTEASGHEMBIERH,
AR
1. ETIE# EgressFirewall CR IR, ¥ <project> & #4111 B A TR,

I $ oc get egressfirewall -n <project>

2. BiALLF a5 1Bk EgressFirewall CR, ¥ <projects> it HIIH &7, <names Bt hiT R4
*ﬂ‘o

I $ oc delete -n <project> egressfirewall <name>
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5.4. HIUTBEEH OB A5

ENEHEEA, EALATBAB— RO X, BFREIEF OpenShift Container Platform 52
O E.,

5.4.1. HOBFNIEE—N U E PR T/ERIE

ENERRBEER, B UMER - O ERREIERENE—L pod A pod ATLLIRIBIAERE
Mo HOBFXEERTUTIRR

i,

pod REEHFEEIREREN, BFIEFEIAHEEMEE,

pod REEIEEEI NHBEK, BIEE50E] OpenShift Container Platform SEEELLABIRER EH
BOIEE,

pod JEi%& 117 OpenShift Container Platform 524 AY4E & R ERF Mk E 4.

pod REEEEEIRFEBISMNEREM.

BRI URFE—DIBVIFEER IPSEH, BEAHMTBXR— IPSEEIH, SEERTLIR

IS 2R FF & A 5L M Python pip BOEH& muHTEHT, Fhomibl 2 REH Rk B THUERIR,

IR LR B8 —1 EgressFirewall B E Y ¥R (CR) EECE H O B5 A IEEME, H OB AKIESHRUTE
—*#E’JH?%,”LEIT_EEE .

5.4.1.1

CIDR &= R4 IP kS5
fRHT ) 1P Hutik B9 DNS & FR
k=

MR LL Tz — : TCP. UDP #1 SCTP

H O B K 55 B BR )

HH OB K A=A LA TR -

B EEE % EgressFirewall CR,

H OB KRN AN E R F@ i B R AR M4 8, EAAE/E Route CR X REIA~, #ALL
i SRR HE R 2R AR B B Yt B9 B8 HH SR S8 H 1 B K SR SRR ML

H OB KERER T ENMLarRZEE, 5RENMLSE Pod 3% H OB ASE LI EIRZA.

INREHE ORAAIESE 0.0.0.0/0 BYIEAEHN], NIFE LE5[A] OpenShift Container Platform API
ARS8, BTN EA 1P LR MAVFRIIN, A EOREHARE nodeSelector KR f3 1T
I S22 E API BRSS233-

LU RBIER T #R API BRSS 2815 [ AT eR B9 & O BA AIEALI B

apiVersion: k8s.ovn.org/v1
kind: EgressFirewall
metadata:

name: default

namespace: <namespace>
spec:

egress:

77



OpenShift Container Platform 4.19 R4 %&£t

- to:

cidrSelector: <api_server_address_range> ﬂ
type: Allow
#...
- to:

cidrSelector: 0.0.0.0/0 @)
type: Deny

He:

<namespace>

R H OB ASEB 6 & 22 H,
<api_server_address_range>

fEE &5 OpenShift Container Platform API iR 5523849 IP HbitSE .,
<cidrSelector>

157 0.0.0.0/0 fHRHELBIELHNI, BELLEFR OpenShift Container Platform API AR 55
2o
ZE APIBRSS 319 IP Hutlk, 15217 oc get ep kubernetes -n default,

MEELER, HB BZ#1988324,

o BNNBZREHUEL—TMEFRZ 8,000 MK EgressFirewall X &,

o HNRETE Red Hat OpenShift Networking FR{E T B HZ M KER B OVN-Kubernetes %415
#, NLREAOLOS 222 E OB KSR, RS OFAENNEFAODS Brtth
P, REFMHEFR,

o BE, EHORAKERIEHEAISAIRS2R(DNS)ZMAXENE T CoreDNS #1741 DNS 7
. B2, MREHH OB MERIBERESA, FHENER DNS BRFS5IFLEZ R0 pod B9 DNS 2
M1, N/ EFERIFIR] DNS BRS58589 1P ik B9 H O RG KBS HEIL,

HROX LRGSR E B O ASEHIA L, R, FAEASRSRERIWER, XAREKAEN
PHHAEREE N,

kube-node- Iease\ kube-public. kube-system. openshift 1 openshift- 1ji B /& —
EgressFirewall %R,
5.4.1.2. H OB K555 SRBE AU B P B I e

OVN-Kubernetes R#EE X BINTF 1744 H O XSRS, MB—MEIKRE—IHIF, E—N5 pod
B RS WA B, 1EES R ESAFrE N,

5.4.1.3. H & AR5 %% (DNS) 7404 T4F
INSRARTE egress B K EESEER M dh{E FE DNS &F5, N EMRMETIEZSS LI TIRE

o HEHREHSMBERNE (TTL) FEMEIHATRIE, BRNBERT, FFENET 30 28, HEO
Bh K IE R H 2 B A R FRAR S5 2 LUK BUS B, WRMNEE TTL B TTL /NF 30 2%F, 4!
2R IH1Z DNS ARSI (BB NIREIM(E, B DNS ZFRE87E DNS LM TTL T HiE
T,
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& 53 EGRESS Bh X%

o EFER, pod wIBIIHERKAMZIIRS ST G, S, egress B AIEEH 2 pod E
B9 1P it FTRE R B AR E, INREH AR IP UARRE, T OB K858 HI L e sE R
_ﬁo

o [FyH OB AIEEHIZRF pod RH MR A ETIRS S, P pod ATRESTEH O#EHI &R

TRREREFTRY IP Hutt, MM SBESEME. HTFXNREI, (VEINIE EgressFirewall % §
FEREEEER P ks,

5.4.1.3.1. BU# 7 DNS fEHfr RN BB RHg &

ARLERT, 5 DNSICRREKE IP Mt RS EDN, HEETREFEEHD (egress) B MIERIEH
MR E BECAF .

TEXFIERT, OVN-Kubernetes S£E£E 235 & H O SRS A {E RSN ME— DNS & F50)
#— DNSNameResolver BE X RN R, LEELFKEFEHEUTESR :

BE

St T OB A SN DNS T R 2 — PN RORTINIZhRE. AT IhRE R RZAL0E ™ M AR
FERML (SLA) X¥, BYMREAEHTITE, BT HEEEFIMEREREl]. X
LERORTI B ZheRERT LA A iR R R #TBIThEE, HANSEF LM BRIRHRE L.
BRIABRATGEEEXFEEMESER, HSIIL TR

o RURTIMIZhAESZ RSt

DNSNameResolver CR & X =<l

apiVersion: networking.openshift.io/vialphai
kind: DNSNameResolver
spec:
name: www.example.com.
status:
resolvedNames:
- dnsName: www.example.com.
resolvedAddress:
-ip:"1.2.3.4"
ttISeconds: 60
lastLookupTime: "2023-08-08T15:07:04Z"

He:

<name>

187 DNS &, XA LLZIAE DNS B BECRT DNS &5, Xf F@BECRF DNS %75, DNS &Fh#E
WE RS E 5 BECRF DNS & FRLERIFTA DNS & FR,

<dnsName>

18 5 spec.name FEXILECHIAENT DNS &fF. 1R spec.name FEXTEBERF DNS &#5, N0
#E% dnsName B, HPSESEMETIT SEER DNS AFREERIITE DNS &fF, (1R BERF
DNS &t =] LARThARAT, NIt BB F i @BECRT DNS &R, <ip> I8E S5 DNS ZFFREXFI AT IP
ik,

<ttlSeconds>
B ERE— REFN E (TTL) R A,
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<lastLookupTime>

BERR—RERLE,

INERTE DNS 247 DNS & #rH 29, &iEF ) DNS £#55 DNSNameResolver CR #7E X H{ERI & i
ICEZ, BR47E CRstatus FERFSMENMBEHFZAINER, 1R DNS BEMFEIMMEREN, SER I
TTL /30 ¥ EEIKIEK.

OVN-Kubernetes 52 2# & 1283 s 11X} EgressFirewall B E KRN REST, FHERHLLEN O, B
SRR R 5 L O B K SR B X BX B9 DNSNameResolver CR.

|

Digk

==
[=]

a1 A

EBE#(&tX DNSNameResolver B E X IR, XARESEHE OB MNIENTEERN

5.4.2. EgressFirewall B S 558 (CR)
AT LU OB A E L — DS DM, FUIZ—4 Allow #U, WETLAZ— Deny #lll], ©a#EH
5& AR R E A,

LUF YAML 83k 7 EgressFirewall CR :

EgressFirewall X &

apiVersion: k8s.ovn.org/v1
kind: EgressFirewall
metadata:

name: <ovn>
spec:

egress: <egress_rules>

Her:

<ovn>

S REZIIIZE default,

<egress_rules>
INTFNTRTIR, BE—PHZNHOMLEKEINIES,

5.4.2.1. EgressFirewall il

LAF YAML ##3 7 EgressFirewall STREFN, FA eI LLERE: CIDR #8089 1P b SE ., i34, SERA
nodeSelector FE&ERUFHIELHORE. egress /NTTEE—NEIE—NHZ N ROVEE,

i O SREE R /N TS
egress:
- type: <type>
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mdrSeIector <cidr_range>

dnsName: <dns_name>

nodeSelector: <label _namex>: <label_value>
ports: <optional_port>

Hrh
<type>

BEAMNMRE, Z{EXJ=Z Allow = Deny,
<to>

feERD E ORECEMNA/NT, 1ZHN$EE cidrSelector FEX=X dnsName F &, EARETER—
FEI] A {5 B I X N R R

<cidr_range>

167 CIDR =09 IP Huht S,
<dns_name>

{57 DNS =%,
<nodeSelector>

EBERE, El2RE L HEMES, mEMINEIXSR, W pod, nodeSelector fSLiFEFE—1E%
N ERE, FHINE pod.

<ports>

Y8 7E Hh st MU B9 A 45 8% O R P LR B BY R B
S /NS
ports:

- port:
protocol:

)hlt |

==

<port>

IBEMLLIRO, 080 5K 443, MR NILFERIEE—ME, L7414 protocol FEX1EE —MH.
<protocol>

EEML L, 1Z{E®IZE TCP., UDP =X SCTP.

5.4.2.2. EgressFirewall CR 7=l
LUR R BIRE LT LA OB K S SRBE HAL) -

apiVersion: k8s.ovn.org/v1
kind: EgressFirewall
metadata:
name: default
spec:
egress: ﬂ
- type: Allow
to:
cidrSelector: 1.2.3.0/24
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- type: Deny
to:
cidrSelector: 0.0.0.0/0

Her:

<egress>

HEE H OB KRB AL RIS

LUTFRBIE X T —NERHN, BN AEFA TCP il B riEO 80, sHEAFIEIrEO 443,
MiFE4a@ T 172.16.1.1/32 |P ik B MR =,

apiVersion: k8s.ovn.org/v1
kind: EgressFirewall
metadata:
name: default
spec:
egress:
- type: Deny
to:
cidrSelector: 172.16.1.1/32
ports:
- port: 80
protocol: TCP
- port: 443

5.4.2.3. £ nodeSelector #J EgressFirewall CR R~

ERN—NEREEN, B LMEMA nodeSelector FEXIEEIME AT HIBLERP T RHNHORE, i1
ZaI N RAB—MHEN T R, MERER, RAFENENT & IP iR INFHN, PrLUEE LUE
AT RS G — MR, l«/lefF.':l:'.EIB)FAi [EEM pod iR EHMLS pod, LT EH A region=east
PRI

apiVersion: k8s.ovn.org/v1
kind: EgressFirewall
metadata:
name: default
spec:
egress:
- fo:
nodeSelector:
matchLabels:
region: east
type: Allow

5.4.3. f|# EgressFirewall B E X %R (CR)
ENEHEIEA, WAILUNTE Q8 —H O KGRI &,

BE
INRI1E 2758 EgressFirewall TR, 743078 58S Sk B ol O BA A IE AL,

82



& 53 EGRESS Bh X%

FeREH
e (I OVN-Kubernetes RIZ& G IE RS,
e % OpenShift CLI (oc) .

o EHFEFEAEHEENFMNBEMEIER.

ik =
1. QIERSRERALN
a. BJE—" <policy_names.yaml 32, Hr <policy_name> ik H O ZRESHLN,

b. EXHHE X EgressFirewall X%,

2. IBITUT RS ROEEKEITR, ¥ <policy_names & 1 5RISHIZF, <project> & HiNI
NEETIE,

I $ oc create -f <policy_name>.yaml -n <project>

BIhEH S T egressfirewall.k8s.ovn.org/vl £ L% created R,

3. @i% : {R7F <policy_names.yaml XX, LUEELEHITIER,
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2 6 = & IPSEC IN&

BT E R IPsec, AL T m 2 [HHIAER pod El pod £EEFE, MUREEAIRM pod M IPsec ifim
ZAIBIAER R E. OVN-Kubernetes SEB¥M%% LRI T s Z [BIBIFRA pod El pod M4REERE A IPsec /7
HiE = N,

FINEH IPsec, BAILAEREEHLZIERIRERTEA IPseco BREHREMNIFIE, HSH
OpenShift Container Platform 222248k

% libreswan # NetworkManager-libreswan ¥4 &8 R [E# OpenShift Container
Platform MRAR, $FEEEEFZI OpenShift Container Platform 4.19 & 5 Bf NELLH I
BT REHEI 5, NFE—RE, Cluster Network Operator (CNO)¥¥ IPsec Egi&
MABRTET R, S FHEZPER, Machine Config Operator (MCO)&F R HIH 25 E
B A EIERE

ERN CNOMMCO BFHEaHAE—TREFRR, HMUTES :

o TEFUEREERI, 1EXIITET RiFHFITH4M MachineConfigPools B E X FTIR(CR)
FiF paused SEIXE N true.

o HEFRPEKHE, BSHILED false,

MBELER, BB H4T Control Plane Only E#,

OpenShift Container Platform 58/ IPsec F7E LA T 32 RFBR 1 -

e 1ZIBM Cloud® £, IPsec {{ZHFMLEHUELHL(NAT-T), EIHFE EFRZHF Encapsulating
Security Payload (ESP),

o MNRITMIEEETE Red Hat OpenShift Container Platform F{# A FE& /) control plane, ] IPsec
A% pod &l pod, LAREIAEBENH IPsec %,

o MEH—ANHLZNEOMME Open vSwitch (OVS), NMIARZHIEFEMMLLiEO R ESP B4
HE, NEREHA IPsec 2L IPsec SHINEI OVS M OEEER. KIMER
T, OpenShift Container Platform 7EMINEI OVS MY O _E 2R ESP &4 EEL,

o MR IARMIINEI OVS WIMLZIEOZA T IPsec, LB AWM RMIINE OVS MENED
EFEhEEF ESP FEHEIEL

LAUTFHIRBER T IPsec XIS HRRYRES -
o HEEBRERSAMEHM IPsec,
o NEBMAMENZFIFRERE IPsec N,

o IiE IPsec @B MBARRET RLM pod ZIAIBIRE.

6.1. BIFE=
£ OpenShift Container Platform SE8¥/{# A IPsec I, AT LAMEL TR ERE R AL

K 6.1. YN IPsec =R
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https://docs.redhat.com/en/documentation/openshift_container_platform/4.19/html-single/updating_clusters/#control-plane-only-update
https://www.redhat.com/en/topics/containers/what-are-hosted-control-planes

% 6 = K@ IPSEC &

B ik default
Disabled REREWMNE, XEEFNMINXE, =
Full pod & pod BIREMWINE, #0"H pod E pod IPsec MBEMMLR &

ERETR, TR IPsec TEMEES KA, AIAMBEISHER
TRERE,

HER FER IPsec TR ES HKfE, TLUMBRHET REURE,

iy

6.2. o R4
ST REMRBNAEBENL IPsec T, FHIRBELUTH REM -

e 7£ OVN-Kubernetes M43 {4 H ovnKubernetesConfig.gatewayConfig Hi4& 1% &
routingViaHost=true,

e L% NMState Operator, 1B IPsec BEEEFREZEX 1 Operator, MEEZER, HSH
Kubernetes NMState Operator,

A=
Google Cloud {3 #F NMState Operator E2 & IPsec,

e &% Butane T8 (butane). ER4 Butane, 155 (% %% Butane,

IXEEFRFMAR BRI RIME EN NSS BIEZEH, FHEE IPsec SHAEMEMNIITEIE.

6.3. /3 A IPSEC BRI 4 E R E R

IR B2 2 (R B MLEEHE, USRS IF OpenShift Container Platform EEHH 4 TRBIE. BEVIERED
WIBETS R R B AT A AL ER EN B,

* 6.2. A& aEmalisaErimn

17135 port ik
UDP 500 IPsec IKE ##E2E
4500 IPsec NAT-T #iE S
ESP N/A IPsec Encapsulating Security Payload(ESP)

6.4. POD | POD ;=M IPSEC N%
%I F pod El pod FREM IPsec 7Jl]¥.' PUR/NT #5587 i BLERE B pod Bl pod BIRE, FRAM LN

i, LARINEIAZLER X 509 IEF, IXLEERD &R FEREMAMENZ A IPsec INE, BTN R ER
SR LK L BHIZR I FEhBC B,

85


https://docs.redhat.com/en/documentation/openshift_container_platform/4.19/html-single/networking_operators/#k8s-nmstate-about-the-k8s-nmstate-operator
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6.4.1. H pod F| pod IPsec MBI M L% R &I FY
A IPsec fa, RA pod AL TR REBSEINE :

o FEEMBHNATET R LM pod FIKRE

o MEHNMLE LM pod MERNEEFRI LS _ERY pod
UTFREREBMNE :

o HREMLL ER—T R LM pod [HBRE

o FHLML LM pod [HBRE

o MEEEMLE LM pod MERENMLE LR pod
THEHERT INEFARINBERRE

—» Notencrypted ---p Encrypted

Host network Cluster network
Node 1
Pod O
Pod 2 Pod 1
| A
v
Node 2 ‘
Pod 3
| A
v
Node 3
Pod 4 o
vt v
Pod 5 Pod 6

6.4.2. I VMLF IPsec 2

FERINZETLE R AES-GCM-16-256, TEMMEME (ICV) N 16 F T, BHKE N 256 i,
FAM IPsec BRZ FHE=, X2RTARBEIESH IP iRLARINEE %R £ Payload (ESP) PR3k 0

Fin iR EMER., OpenShift Container Platform BEIAZ# pod El pod #1589 IPsec Tunnel &
=,

6.4.3. R P EKRMILE

Cluster Network Operator (CNO) 4B %% X.509 IEBMA NI (CA) , ZMANF (CA) BT
B, RESNTTRIIEPESZIER (CSR) B CNO BEhEH,
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% 6 = Ad@& IPSEC &
CABIBEMEA N 10 F, I RIEPHERE N 5 F, HE 4 FHEERK,

6.5. A ERmER IPSEC 1028

OpenShift Container Platform Z## IPsec % A TFABENMRE, WEREH T EHBIEOERE
PEFNSEEEME, LEIhREMRIN T IR IR AEM X.509 iE,

6.5.1. XFMEF
EUTES LI
o EHl
e Google Cloud
e Red Hat OpenStack Platform (RHOSP)

® \/Mware vSphere

8%

INRIEHE Red Hat Enterprise Linux (RHEL) I8 (compute) s, BIIFAXFAESBRE
B IPsec IN%.

INRITBEEETE Red Hat OpenShift Container Platform H{#E FHIEE M control plane, MRS REM
BEIAERENLHI IPsec,

6.5.2. fRHl :
FRIR R B R AR -
o ENALRREBE IPsec Iif, NMState Operator BRIA X #F IPv6 BLiE,
o RULHYIE YA AR EIE T B A R HR(CN)FAELL ovs_ BIZEFF Sk, BN HETUSENT &
BRI 24 22 2 AR 25 (NSS) SR FR Y pod B pod B IPsec CN & #ize,
6.6. /3 F IPSEC n#
VENEREIER, EEIEERAAS IPsec i =2 )5 A pod El pod B IPsec A%,
ERILUEF L PR 2 — B8 IPsec :
e Full : pod El pod F1A-ERFRERIINE

e External : X AERHREHITINE

S _ SR Full ERXEE IPsec, AU MFER" HAEHBEE IPsec ME" T2,

NRLL Full X /E A IPsec, fENEREEIEA, EALLATE full XRME
networks.operator.openshift.io SRECBZE X 89%ET, full RZHF encapsulation S8, ERTLUEA L
BN IPsec HEECE ML L (NAT-T) 2%, encapsulation 3L T -
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e Auto @EIME, & libreswan KIEIT = PGEE AR BI R 4E b EFEH(NAT) BB 2 /5 F UDP &

go
o Always N7 mAAFFAERERE S A UDP HE&, XMNMETAKIT libreswan S| sy
NAT iz,
SREM

e % OpenShift CLI (oc) .
o LIEA cluster-admin R - S0 & k&R,

o IRENSER MTUBIKR/INED N 46 FT7, LUFHF IPsec ESP Frak B FFEY,

1. EISH IPsec I, 1EWIAUTGRS :

$ oc patch networks.operator.openshift.io cluster --type=merge -p \
1
"spec"{
"defaultNetwork":{
"ovnKubernetesConfig":{
"ipsecConfig":{
"mode":"<mode">

Y

87 External LUINZEIAZBENRIRE, HEIEE Full M pod &l pod RE, UKA
EREI AR ENBRE, BINERTEZEA IPsec,

L Full £ /5 F IPsec WBCE =B, 31§ encapsulation %i&EH Always

$ oc patch networks.operator.openshift.io cluster --type=merge -p \
1
"spec"{
"defaultNetwork":{
"ovnKubernetesConfig":{
"ipsecConfig":{
"mode":"Full",
"full":{
"encapsulation": "Always"

N

2. SERR"NAEBHRERE IPsec INE" 7R, FA IPsec MEBAERE,

1. & OVN-Kubernetes data plane pod BY&#, iHHI AL TS :

I $ oc get pods -n openshift-ovn-kubernetes -I=app=ovnkube-node

it Bl
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ovnkube-node-5xgbf 8/8 Running 0 28m
ovnkube-node-6mwcx 8/8 Running 0 29m
ovnkube-node-ck5fr 8/8 Running 0 31m
ovnkube-node-fr4ld 8/8 Running 0 26m
ovnkube-node-wgs4l 8/8 Running 0 33m
ovnkube-node-zfvcl 8/8 Running 0 34m

2. BT TGRS, BIFEEPRESAT IPsec:

ENERFEIEN, MAILME IPsec BBE N Full R ISIEERF A pod Z BIRE/H
AT IPseco WWHHEARRIIIE IPsec BETEERFMAERENIA TIF,

$ oc -n openshift-ovn-kubernetes rsh ovnkube-node-<XXXXX> ovn-nbctl --no-leader-only get
nb_global . ipsecﬂ
Hep o <XXXXX> $#8E £ —#% 1 pod LR,

BRI T RN true,

6.7. N ERRERE IPSEC 1N

ERNRBFEEN, BEMA IPsec MENERE, ERANMKEMZERIIECE IPsec, BIERM PKCS#I12 1L
Fo EXNREMEA Butane G/EASBEE, FTLUMAIRE butane TR,

=1
N FAHZREIES, Machine Config Operator (MCO) SEHBISFERPZ N T &,
D FH SRR E,

SoRFM
o % OpenShift CLI (oc) .
o MBMEAMITEN ELRET butane TE,
o TEHEBHLET NMState Operator,
e LIEZF cluster-admin f{REIFE F S5 & K ER,

o TH— IPsec imnRBVILFH PKCS#12 IEF, LAK— Privacy Enhanced Mail (PEM) 18 =CHY
CAIEH,

o IMITEEHH Full = External EXAEE T IPsec,

o {RMJITE OVN-Kubernetes B4 4E#) ovnKubernetesConfig.gatewayConfig A% A%
routingViaHost SH% &} true,

s
e
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90

1. ¥ NMState Operator 1 KRR ECERIE O/ IPsec BbB, MBRLZER, FSNER
nmstatect| BEBEEE F IPsec B9 VPN i%##:,

a. B5 IPsec i mBYSREE T AT IP Hultk, IHRIALLTEGS ¢

I $ oc get nodes

b. B4 ipsec-config.yaml 932, EFEE NMState Operator BT s 4L B & SR BE,
N THIFF=. 5% NodeNetworkConfigurationPolicy % B9, 1550 Kubernetes
NMState 71 H,

NMState IPsec {ZHific & =l

apiVersion: nmstate.io/v1
kind: NodeNetworkConfigurationPolicy
metadata:
name: ipsec-config
spec:
nodeSelector:
kubernetes.io/hostname: "<hostname>"
desiredState:
interfaces:
- name: <interface_name>
type: ipsec
libreswan:
left: <cluster_node>
leftid: 'Y%fromcert’
leftrsasigkey: '%cert'
leftcert: left_server
leftmodecfgclient: false
right: <external_host>
rightid: 'Y%fromcert'
rightrsasigkey: '%cert'
rightsubnet: <external_address>/32
ikev2: insist
type: transport

Her:

kubernetes.io/hosthame

IEEENREN AN ENS, WENFTY IPsec BLEHBIZN EM.
name

BEZEEEN LOBNEORT.
left

IBEEEHIMAL IPsec BBEMER T mBENF, BN SEIRMEH PKCS#12 IEH
#Y SAN [Subject Alternate Name] T2,

right

IEEMNBERENLS, 0 host.example.com, B GEIRHEAI PKCS#12 ik FHY SAN
[Subject Alternate Name] Tf¢,

rightsubnet
EENEBENLAY IP bk, 40 10.1.2.3/32,


https://docs.redhat.com/en/documentation/red_hat_enterprise_linux/9/html/configuring_and_managing_networking/setting-up-an-ipsec-vpn_configuring-and-managing-networking#configuring-an-ipsec-based-vpn-connection-by-using-nmstatectl_setting-up-an-ipsec-vpn
https://nmstate.io/kubernetes-nmstate/

% 6 = Bl IPSEC %

NMState IPsec BZE & R~

apiVersion: nmstate.io/v1
kind: NodeNetworkConfigurationPolicy
metadata:
name: ipsec-config
spec:
nodeSelector:
kubernetes.io/hostname: "<hostname>"
desiredState:
interfaces:
- name: <interface_name>
type: ipsec
libreswan:
left: <cluster_node>
leftid: 'Y%fromcert’
leftmodecfgclient: false
leftrsasigkey: '%cert'
leftcert: left_server
right: <external_host>
rightid: 'Y%sfromcert’
rightrsasigkey: '%cert'
rightsubnet: <external_address>/32
ikev2: insist
type: tunnel

c. EfE IPsec #EO, HHALUTHS :

I $ oc create -f ipsec-config.yaml

CRELTIERSXELURINEIEAN TV EHIMS R LIRS (NSSYEURFER, XX HERLSIRH
{5 Butane BLEBI—E8 0 5 A,

o left_server.p12 : IPsec imm ML RIS

e ca.pem : f&{EFAZZIUEHBIIE HA LI

. BN BB E LUHIE B R INBI LR,

. MEEER secret X AIZERERRY :

I $ password=$(cat run/secrets/<left_server_password>)

o left_server_password: S B4R, LXHFETFEED secret #,

. {FF pki2util T8, ©7i%iT& 7T Red Hat Enterprise Linux (RHEL), AL TSEEHRT
PKCS#12 XXH-BIBTE, AR <password> (HE i hIRBERL,

I $ pki2util -W "<password>" -i /etc/pki/certs/left_server.p12 -d /var/lib/ipsec/nss/

. B control plane it & s 0/E Butane BeB X4, HHALU TGS :

o1
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IRERESMEHIEER Butane kit A 5 OpenShift Container Platform hig4<[t
B, FHKRALL04RE, #90, 4.19.0. B% Butane WIER, H&"FEH
Butane G| EHlZRECE ",

$ for role in master worker; do
cat >> "99-ipsec-${role}-endpoint-config.bu" <<-EOF
variant: openshift
version: 4.19.0
metadata:
name: 99-${role}-import-certs
labels:
machineconfiguration.openshift.io/role: $role
systemd:
units:
- name: ipsec-import.service
enabled: true
contents: |
[Unit]
Description=Import external certs into ipsec NSS
Before=ipsec.service

[Service]

Type=oneshot
ExecStart=/usr/local/bin/ipsec-addcert.sh
RemainAfterExit=false
StandardOutput=journal

[Install]
WantedBy=multi-user.target
storage:
files:
- path: /etc/pki/certs/ca.pem
mode: 0400
overwrite: true
contents:
local: ca.pem
- path: /etc/pki/certs/left_server.p12
mode: 0400
overwrite: true
contents:
local: left_server.p12
- path: /usr/local/bin/ipsec-addcert.sh
mode: 0740
overwrite: true
contents:
inline: |
#!/bin/bash -e
echo "importing cert to NSS"
certutil -A -n "CA" -t "CT,C,C" -d /var/lib/ipsec/nss/ -i /etc/pki/certs/ca.pem
pk12util -W "" -i /etc/pki/certs/left_server.p12 -d /var/lib/ipsec/nss/
certutil -M -n "left_server" -t "u,u,u" -d /var/lib/ipsec/nss/
EOF
done
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% 6 = Bl IPSEC %

7. BN E—SHOEH Butane XHHHANIREE, HMALTHS :
$ for role in master worker; do

butane -d . 99-ipsec-${role}-endpoint-config.bu -o ./99-ipsec-$role-endpoint-config.yaml
done

8. ENVSERENAREE, HRMAUTHS

$ for role in master worker; do
oc apply -f 99-ipsec-${role}-endpoint-config.yaml
done

BF

% Machine Config Operator (MCO) BB MR E L AHINZEN, Ea&E—
BR8N R, TR IPsec EEF AR, BUNERFAET REH.

1 BIALT oo RENSREE RS :
I $ oc get mep
RINEFH T mEBFLUTIRA : UPDATED=true. UPDATING=false. DEGRADED-=false,
4 A=

BIAERT, MCO &—RE—THAEF—IEE, MMSBEBLN FHEES
B A/ NS AN,

2. Byl IPsec HBREEBOHEINHELE, HMAUTHS :
a. FAINAIE IPsec HLESECE :

I $ oc get mc | grep ipsec

i th o Bl

80-ipsec-master-extensions 3.2.0 6d15h
80-ipsec-worker-extensions 3.2.0 6d15h

b. #ILESF IPsec ¥ BN FZE control plane i & :

I $ oc get mcp master -o yaml | grep 80-ipsec-master-extensions -c

c. WINTTET KRB IPsec I BN AR, TOHKHMER2,

I $ oc get mcp worker -0 yaml | grep 80-ipsec-worker-extensions -c

6.8. EMhEHR
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® |Psec INE

6.9. AL IPSEC i 52 A IPSEC 1%
ENEREEEN, WA LMIBRAEENBIINE IPsec BE3E,

FRFM

e % OpenShift CLI (oc) .
o LIEA cluster-admin R - 510 & k&R,

o IRITEEEHH Full = External EXAEE T IPsec,

1. LT YAML 645 remove-ipsec-tunnel.yaml B2 44 :

kind: NodeNetworkConfigurationPolicy
apiVersion: nmstate.io/v1
metadata:
name: <name>
spec:
nodeSelector:
kubernetes.io/hostname: <node _name>
desiredState:
interfaces:
- name: <tunnel_name>
type: ipsec
state: absent

Hep:

name
BE T R E B SRR BT,
node_name
BEIREMIFRA IPsec BRERITT A TR,
tunnel_name
IBEINHE IPsec BRERE DO A,

2. EMFR IPsec B&&, 1EHMAUTRS :

I $ oc apply -f remove-ipsec-tunnel.yami

6.10. 2 IPSEC /%
ENEREEEG, BALIZA IPsec N,

FoRFMH

o B &% OpenShift CLI (oc)
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% 6 = Bl IPSEC %

o MAETLUMFAESR cluster-admin U RBY A - &L T £ R,

=}
e

R TR 2 — 2 IPsec I :

a. H ipsecConfig.mode S#i% &/ External X Full, ipsecConfig.full = ;%45 RINE|
networks operator.openshift.io F, FHAL TGRS :

$ oc patch networks.operator.openshift.io cluster --type=merge -p \
1
"spec"{
"defaultNetwork":{
"ovnKubernetesConfig":{
"ipsecConfig":{
"mode":"Disabled"

Y

b. E ipsecConfig.mode S#% &N Full, ipsecConfig.fuII BoEHRANINEY
networks.operator.openshift.io, 15H ALL T4 :

$ oc patch networks.operator.openshift.io cluster --type='json' -p \

{"op": "remove", "path™:
"/spec/defaultNetwork/ovnKubernetesConfig/ipsecConfig/full"},

{"op": "replace", "path":
"/spec/defaultNetwork/ovnKubernetesConfig/ipsecConfig/mode", "value": "Disabled"}]'

2. AL IEETLUSERE MTU BOR/NEIN 46 =77, EH IP BIBEHFAREE IPsec R £ Payload
(ESP)Rk B9 FF#H,

6.11. IR
® 7£ Red Hat Enterprise Linux (RHEL) 10 2 & & IPsec # VPN
e 724 Butane
® XF OVN-Kubernetes Container Network Interface (CNI) R4 {4
o FECNEREMLH MTU

® Network [operator.openshift.io/v1] API
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B7ESEEME

TEME (Zerotrust) —MITREAMBIN TR, SETRERINE, HPNESNIZTRITHBM—D
FAREEREFE. ISEANRETR. FARWAESREXRZEZEM MERZEIRBER
EfEtE. BEEEMY, FSEEERZRENLZLEMRYFIRE (KRN EEERM—RESHE
i’_‘I:E) o

OpenShift Container Platform A LU A& LIz TR SRRIN—LEBEFEEMAETHEE, MIARERXDSRNTE
T2 TR, IR AR TLF " it — 58I 7 RN B E XML IR, MREEER ENRRFIZIT
B, MABLIEZFNEMITIE, ALURINGH—$ I8,

RRBEEMLEBILLT BIrHEE.

7.0 EERIR

ANHAEBMAAN FREEMBEXEE, IARAG S — D HE, RIENERTRENZ2HME, IEH
MEMIERES, FEIMRIEBILINE (CA) HERHE. SE5EMBNMERTTERKESR root CARY
R, UEEAMRILEEE. NTERAHNT, BER2RENMR CA, EBHASEFERS. Web
NiigeFE—ED %, B2, MRHE CARNIEBRDLZEREA, WALEN —PREH—MIZ1TH
A CA,

A -
® OpenShift Container Platform : OpenShift fTE 2 & 20— 58 CA, BFRIPEETIR,
{B2, OpenShift Container Platform ta] LATESE B iR 1R 25U T OB ZBUET, FHIEIFKES

AT LU RE CA AT E3E A pod, EE OpenShift Container Platform B/ H % LRSS IFBEAR
26 MABERFERE (TTL), FHE 13 MERBERE,. MELE, BAFIREell.

® OpenShift cert-manager Operator : cert-manager RFEIEKANEEFRELHZRH, BiF
ZARBMELETUSHRELEBEER, URSERMEZIEP—BIZITNAE, cert-
manager AP| Al FFEM LS PRI EMEIEFER, LUERBERIEFR (40 Red Hat OpenShift
Service Mesh) , SERHEFHHEEEER.
7.2. REFRIEUEFINE

R ERMAERERNMNE, FHERK[RERMAHE, FI0, Mutual TLS X mTLS, XZ mutual H35%
UERYT5 %,

A -
® OpenShift Container Platform : fFA&EBA pod-to-pod IPsec, A LLE IP #ilb iR ZHEFN
Bir. XA LASLHIN H OREFE A IPsec iM%, @i {FEMH egress IP ThEE, SRERIIE IP Hhik ol F
F RN EHPRER,

® Red Hat OpenShift Service Mesh : 245 KA mTLS ThEE, XLEThAET LUERIHIR AN FF pod
R ELRH S M IEFIINE,

® OpenShift cert-manager Operator : #H B E X FIRE X (CRD) iF KA #HE# AT SSL/TLS il
HYIET,

7.3. BRI SIE

HEER CARMEIESE, BRI LB RIE SRR 7 — R E S O RIE— A P & P imil s kL
FEXR. IEFREBIEPEMEL, DUEERRIFL BREEA,
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B 7 E BEEML

FA :

e OpenShift Container Platform : B ZBIARSS IR, UBREF S AERRBE. XEKRR
Z{6H SSL/TLS, FEEMIHFEREE CA, BN WB M LIEREMMEM ARG,

® Red Hat Single Sign-On : R E5® I AF BRFIE=H SR IREEFNE RS HEIEEK,

® Red Hat OpenShift Service Mesh : B ERANE mTLS, Boiftik., BE U THUKRIE
K{EMA JSON Web 5k (JWT) BIBB 31,

® OpenShift cert-manager Operator : AIEFMERIET, HNBARFEER. EHALLE CRD £
FHEEH secret, MAILIENN ARFELUERES cert-manager API R H,

7.4, BRS5 [H B9

FHERBIFRENFHRFIN RSB, XHTETR, TREFMNMARFERELINE, IHEAUE
F B AR AN SR

FA :

® OpenShift Container Platform : AJLU#  Kubernetes NetworkPolicy #1 AdminNetworkPolicy
K RTETF B BIMLEZ d o ) KRR

e Red Hat OpenShift Service Mesh : {8 FIFRAE Istio KR WHRERIE 4L L4 #1 L7 24, HEM

mTLS HBIRBRAE T, REIRIEZIE B L AR,
7.5. EFS5PAIE

PR T AR FRIEOE A TIRES, ERIRNEFUABRAR. AR, AR EIE LR ESRE
PR,

FA :

® Red Hat OpenShift Service Mesh : HUTHHE KRB L7 f08, BHEHTTP &R, BJHSH "I EMER
5. Service Mesh iL A JWT 324t E F 15 KB S D4 E,

7.6. XSS

RESKETHNEZERBHELRND, REATFNELANIECER/EREER, XETRALEERRMm
2., M tMERERR 2R,

FA :

® Red Hat OpenShift Service Mesh : {@ 8 OpenShift Web 122 & Q]2 #0414 1t Kubernetes
NetworkPolicy #1 AdminNetworkPolicy, Ll OpenShift Networking EgressFirewall X &,

® Red Hat Advanced Cluster Security for Kubernetes : X REISHA w1t

7.7. U RSE HE B SREE S BRI 2 &

ERNTRBNARFE, ERARRSANNAEY R LBEE, SBERMEHN%ER,
REBBHN REDTAER, XNZAVFSRENRERAE LA ERNE P MEREEN, HHRY
U9 B,

FA :
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® Red Hat OpenShift Service Mesh : RBAC 12t SR BE T R H Z ki,
® Red Hat Advanced Cluster Security for Kubernetes : SRB&SLHE BIZE,

® Red Hat Advanced Cluster Management (RHACM) for Kubernetes : &£ = SRB& 14,

7.8. FFEEM AT RS, DREHGEIT

ZITHNEEE, CHRERVIRRE, HEREAANEIERERSHIEO. X AERN, HAKEE
EE, ABTRENEERE,

A
® Network Observability Operator : faVFke®E, WRIEEMERINEEF P pod T REIRILEEE,
® Red Hat Advanced Cluster Management (RHACM) for Kubernetes : 153, WA ERAERE
%, MHERRHIT. MZEEIRURENA L. BaLLRESREHNEL, RERNFEEDFFIR
EEII.;\Q
® Red Hat OpenShift Service Mesh : AT LA AFIE FF pod BIRE.,

® Red Hat OpenShift distributed tracing F& @ M FELHRNN AR, EAIUEESFEIRE
KEMMERE, EAHEHESREMRSHFIER, XA 4996 R0 A2 R R RIRT,

7.9. ImRE LM

FRBEEEERPZTRSNIEZERRAS, fN, EAEFEEREREYERG LETINERER,
FH RS RAVFE T Im R E SR B i R R BT .

A -
® OpenShift Container Platform : Secureboot AILAM{REEEF I T RIETLZ1T A B, HILLFE
BARE (BREBHFTH) BEEHER, EAILLF OpenShift Container Platform EZi& N G2 1T
R ER B ERANEK,

® Red Hat Trusted Artifact Signer : iXa] B F IS HERBELHNBRTH R,

7.00. ERENT RIEE

BRI R FERI AR FEH mint CA RSN REF. HE, ETREFE attest FIKEHHH
TENEFHDETERR

FA :

® OpenShift cert-manager Operator : AT LAEA cert-manager EEE /B CA, LUERTLUEARFE
SR R SOB T BRI 2 A B 1E.

® Red Hat OpenShift Service Mesh : AT LU# F SPIFFE NIEZF2 sl A 5 BE Fhiz 1T RUIR miR i i2
I 4 £ 3
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