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--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=

{
{
{
{
{|
{
{
{
{
{
{
{
{
{
{
{
{
{
{
{
{|
{
{
{

name__ ="cluster_version_available_updates"}' \
name__="cluster_version_capability"}' \

name__ ="cluster_operator_up"}' \

name__ ="cluster_operator_conditions"}' \

name__ ="cluster_version_payload"}' \

name__ ="cluster_installer"}' \
name__="cluster_infrastructure_provider"}'\
name__="cluster_feature_set"}'\
name__="instance:etcd_object_counts:sum"}'\
name__="ALERTS" alertstate="firing"}' \
name__="code:apiserver_request_total:rate:sum"}' \
name__ ="cluster:capacity_cpu_cores:sum"}' \
name__ ="cluster:capacity_memory_bytes:sum"}'\
name__="cluster:cpu_usage_cores:sum"}'\
name__="cluster:memory_usage_bytes:sum"}'\
name__="openshift:cpu_usage_cores:sum"}'\
name__="openshift:memory_usage_bytes:sum"}'\
name__="workload:cpu_usage_cores:sum"}'\
name__="workload:memory_usage_bytes:sum"}' \
name__="cluster:virt_platform_nodes:sum"}' \
name__ ="cluster:node_instance_type count:sum"}'\
name__="cnv:vmi_status_running:count"}' \
name__="cluster:vmi_request_cpu_cores:sum"}'\

name__="node_role_os_version_machine:cpu_capacity_cores:sum"}' \

{__name__="node_role_os_version_machine:cpu_capacity _sockets:sum"}'\

--data-urlencode 'match[]={__

--data-urlencode 'match(]=

{
--data-urlencode 'match[]={__
{

--data-urlencode 'match(]=
--data-urlencode 'match(]=

{_ _name__="cluster:kube_persistentvolumeclaim_resource_requests_storage bytes:provisioner:sum"}'

\

--data-urlencode 'match[]={__

\

--data-urlencode 'match[]={
--data-urlencode 'match[]={
--data-urlencode 'match[]={
--data-urlencode 'match[]={

--data-urlencode 'match[]={:

--data-urlencode 'match[]={

--data-urlencode 'match[]={:

--data-urlencode 'match(]

{

--data-urlencode 'match[]={:

--data-urlencode 'match(]
--data-urlencode 'match(]
--data-urlencode 'match(]

{

{

--data-urlencode 'match[]={:

--data-urlencode 'match[]={

--data-urlencode 'match[]={:

L

name__="subscription_sync_total"}' \
name__="olm_resolution_duration_seconds"}' \
name__="csv_succeeded"}' \
name__="csv_abnormal"}' \

name__="cluster:kubelet_volume_stats_used_bytes:provisioner:sum"}'

name__="ceph_cluster_total bytes"}'\
name__="ceph_cluster_total_used_raw_bytes"}'\
name__="ceph_health_status"}'\
name__="odf_system_raw_capacity_total_bytes"}'\
name__="odf_system_raw_capacity _used_bytes"}'\
name__="odf_system_health_status"}'\

name__ ="job:ceph_osd_metadata:count"}'\
name__="job:kube_pv:count"}'\
name__="job:odf_system_pvs:count"}' \

name__ ="job:ceph_pools_iops:total"}' \
name__="job:ceph_pools_iops_bytes:total"}' \
name__ ="job:ceph_versions_running:count"}' \
name__="job:noobaa_total_unhealthy buckets:sum"}'\
name__="job:noobaa_bucket_count:sum"}' \
name__="job:noobaa_total_object_count:sum"}' \

--data-urlencode 'match[]={__name__="odf_system_bucket_count", system_type="OCS",
system_vendor="Red Hat"}'\
--data-urlencode 'match[]={__
system_vendor="Red Hat"}' \
--data-urlencode 'match(]=
--data-urlencode 'match(]=

name__="odf_system_objects_total", system_type="OCS",

name__="noobaa_accounts_num"}'\
name__="noobaa_total_usage"}'\

{
{

16



--data-urlencode 'match[]={__
--data-urlencode 'match[]={__
--data-urlencode 'match[]={__

--data-urlencode 'match(]=

B 4 E A E R TR R TR

name__="console_url"}'\
name__ ="cluster:ovnkube_master_egress_routing_via_host:max"}' \
name__="cluster:network_attachment_definition_instances:max"}' \

{_ _name__="cluster:network_attachment_definition_enabled_instance_up:max"}'\

--data-urlencode 'match[]={__

--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
\

--data-urlencode 'match[]={__
--data-urlencode 'match[]={__
--data-urlencode 'match[]={__

--data-urlencode 'match(]=

{|
{
{|
{

name__="cluster:ingress_controller_aws_nlb_active:sum"}'\

name__ ="cluster:route_metrics_controller_routes_per_shard:min"}' \
name__ ="cluster:route_metrics_controller_routes_per_shard:max"}'\
name__ ="cluster:route_metrics_controller_routes_per_shard:avg"}' \
name__="cluster:route_metrics_controller_routes_per_shard:median"}'

name__ ="cluster:openshift_route_info:tls_termination:sum"}' \
name__ ="insightsclient_request_send_total"}' \
name__="cam_app_workload_migrations"}' \

{_ _name__="cluster:apiserver_current_inflight_requests:sum:max_over_time:2m"}' \

--data-urlencode 'match[]={__
--data-urlencode 'match[]={__
--data-urlencode 'match[]={__

--data-urlencode 'match(]=

name__="cluster:alertmanager_integrations:max"}' \
name__="cluster:telemetry_selected_series:count"}'\
name__="openshift:prometheus_tsdb_head series:sum"}'\

{_ _name__="openshift:zprometheus_tsdb_head_samples_appended_total:sum"}' \

--data-urlencode 'match[]={__
--data-urlencode 'match[]={__

--data-urlencode 'match(]=

name__="monitoring:container_memory_working_set_bytes:sum"}'\
name__="namespace_job:scrape_series_added:topk3_sum1h"}'\

{__name__="namespace_job:scrape_samples_post_metric_relabeling:topk3"}' \

--data-urlencode 'match[]={__

--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=

--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=

{_
{_
{_
{_
{_
{_
{_
{_
{_
{_
{_
--data-urlencode 'match[]={__ |
{_
{_
{_
{_
{_
{_
{_
{_
{_
{_
{_

name__="monitoring:haproxy_server_http_responses_total:sum"}' \
name__="rhmi_status"}'\
name__="status:upgrading:version:rhoam_state:max"}'\
name__="state:rhoam_critical_alerts:max"}' \
name__="state:rhoam_warning_alerts:max"}' \
name__="rhoam_7d_slo_percentile:max"}'\
name__="rhoam_7d_slo_remaining_error_budget:max"}' \
name__ ="cluster_legacy_scheduler_policy"}' \
name__="cluster_master_schedulable"}'\
name__="che_workspace_status"}'\
name__="che_workspace_started_total"}'\
name__="che_workspace_failure_total"}' \
name__="che_workspace_start_time_seconds_sum"}'\
name__="che_workspace_start_time_seconds_count"}'\
name__="cco_credentials_mode"}' \
name__="cluster:kube_persistentvolume_plugin_type_counts:sum"}' \
name__="visual_web_terminal_sessions_total"}'\
name__="acm_managed_cluster_info"}' \
name__="cluster:vsphere_vcenter_info:sum"}' \
name__="cluster:vsphere_esxi_version_total:sum"}' \
name__ ="cluster:vsphere_node_hw_version_total:sum"}' \
name__="openshift:build_by_strategy:sum"}' \
name__="rhods_aggregate_availability"}' \
name__="rhods_total_users"}'\

{_ name__="instance:etcd_disk_wal_fsync_duration_seconds:histogram_quantile",quantile="0.99"}" \

--data-urlencode 'match[]={__

--data-urlencode 'match(]=

name__ ="instance:etcd_mvcc_db_total_size in_bytes:sum"}'\

{_ _name__="instance:etcd_network_peer_round_trip_time_seconds:histogram_quantile",quantile="0.9¢

"

--data-urlencode 'match[]={__

name__="instance:etcd_mvcc_db_total_size in_use_in_bytes:sum"}'\
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--data-urlencode 'match(]=

{_ _name__="instance:etcd_disk_backend_commit_duration_seconds:histogram_quantile",quantile="0.9

9"\

--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]
--data-urlencode 'match(]=
--data-urlencode 'match(]
--data-urlencode 'match(]
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=

--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]
--data-urlencode 'match(]=
--data-urlencode 'match(]
--data-urlencode 'match(]
--data-urlencode 'match(]
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=

{_
{_
{_
{_
{_
{_
{_
{_
{_
{_
{_
{_
{_
{_
{_
--data-urlencode 'match[]={__ |
{_
{_
{_
{_
{_
{_
{_
{_
{_
{_
{_
{_
{_
{_
{_

name__ ="appsvcs:cores_by product:sum"}'\
name__="nto_custom_profiles:count"}' \
name__="openshift_csi_share_configmap"}'\
name__="openshift_csi_share_secret"}'\

name__ ="openshift_csi_share_mount_failures_total"}' \
name__="openshift_csi_share_mount_requests_total"}' \
name__="cluster:velero_backup_total:max"}'\

name__ ="cluster:velero_restore_total:max"}' \
name__="eo_es_storage_info"}' \
name__="eo_es_redundancy_policy_info"}'\
name__="eo_es_defined_delete_namespaces_total"}'\
name__="eo_es_misconfigured_memory_resources_info"}' \
name__="cluster:eo_es_data_nodes_total:max"}'\
name__="cluster:eo_es_documents_created_total:sum"}'\
name__="cluster:eo_es_documents_deleted_total:sum"}'\
name__="pod:eo_es_shards_total:max"}' \
name__="eo_es_cluster_management_state_info"}' \

name__="imageregistry:imagestreamtags_count:sum"}' \
name__="imageregistry:operations_count:sum"}' \
name__="log_logging_info"}'\
name__="log_collector_error_count_total"}' \
name__="log_forwarder_pipeline_info"}' \
name__="log_forwarder_input_info"}' \

name__="log_forwarder_output_info"}' \
name__="cluster:log_collected_bytes_total:sum"}'\
name__="cluster:log_logged bytes_total:sum"}'\

name__ ="cluster:kata_monitor_running_shim_count:sum"}' \
name__="platform:hypershift_hostedclusters:max"}' \
name__="platform:hypershift_nodepools:max"}' \
name__="namespace:noobaa_unhealthy bucket_claims:max"}'\
name__="namespace:noobaa_buckets_claims:max"}'\

{__name__="namespace:noobaa_unhealthy_namespace_resources:max"}'\

--data-urlencode 'match[]={__

--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=

{
{|
{
{
{
{
{|
{

name__="namespace:noobaa_namespace_resources:max"}' \
name__="namespace:noobaa_unhealthy namespace_buckets:max"}' \
name__="namespace:noobaa_namespace_buckets:max"}' \
name__="namespace:noobaa_accounts:max"}' \
name__="namespace:noobaa_usage:max"}'\
name__="namespace:noobaa_system_health_status:max"}'\
name__="ocs_advanced_feature_usage"}'\
name__="os_image_url_override:sum"}'\
name__="openshift:openshift_network_operator_ipsec_state:info"}'

4.2.2. i 7R Insights Operator I EHE
KRB LLEE Insights Operator AR HIEHIE.

A&
o FHEZR cluster-admin B &I £,

it
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1. 7 Insights Operator Z# HRIIEFEIZITH pod BIELH :

$ INSIGHTS_OPERATOR_POD=$(oc get pods --namespace=openshift-insights -o custom-
columns=:metadata.name --no-headers --field-selector=status.phase=Running)

2. 8l Insights Operator ENRITHIEER :

I $ oc cp openshift-insights/$INSIGHTS_OPERATOR_POD:/var/lib/insights-operator ./insights-
data

Insights Operator &3FF#4 A 7E insights-data B 3,

4.3. iRk S
IERIAAAF A, RS AE TR, B, TR RRHRRAE R SR,

4.3.1. ERILERERRE

INREHINIER T2 @R, EREREAXNIEE. EALEE, 7 OpenShift Container
Platform Web 2 #& Overview T1H#J Status 7@ F Insights not available 15 2 P22 H T icf2 @ik

H
Ho

ZEAERREERE, BYIERAFNENSEEREBER pull secret, B AERREERE T RN E B
Insights Operator # Telemetry,
432 BN FEE pull secret LU FAIERREERS
MR LR SN BN BEE pull secret, LU FAIEEERIREG. NRER T @R EE, NSHM Red
Hat OpenShift Cluster Manager F#i& console.openshift.com i/j 7] 5 hERIET pull secret,
FERFH

o (FAEH cluster-admin & &M i EEE,

e jj[A] OpenShift Cluster Manager.

it =

1. # A Red Hat Hybrid Cloud Console £ Downloads T,

2. M Tokens - Pull secret, = Download %%,
pull-secret X4+ & E cloud.openshift.com 5[0k, 5 JSON :

{

"auths": {
"cloud.openshift.com”: {
"auth": "<your_tokens>",
"email": "<email _address>"

}
}
}

3. IBLFEEE pull secret FHEIARMTH R,
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$ oc get secret/pull-secret -n openshift-config \
--template="{{index .data ".dockerconfigjson" | base64decode}}' \
> pull-secret

. &K pull secret BIE D EIA

I $ cp pull-secret pull-secret-backup

XA GniE 2T I pull-secret X1,

. AT FE pull-secret X4 cloud.openshift.com JSON £ B 11Z! auths X4,
. RS,
BT T R EHT SRR secret -

$ oc set data secret/pull-secret -n openshift-config \
--from-file=.dockerconfigjson=pull-secret

B RERBEFRF/LOH, LUE secret BHT, FHAERFRIRE.

. E M OpenShift Container Platform Web 1Z#I & # 1T IERHE, 1HTRU TSR ¢

a. # A OpenShift Container Platform Web 3£l & 8 Overview 71,

& Status IRl HHY Insights B84, 1Rk & & TIRY R 8L &,

: S’T:.F OpenShift CLI (oc)MSiEE, ERMALL TGRS, ABKHE status SHHERS P false

I $ oc get co insights -0 jsonpath="{.status.conditions[?(@.type=="Disabled")]}'

433. ZHnERERRENE

£ OpenShift Container Platform /1, AR UEARSERBRER.

Zas

FERRIVER, B EEERNERNU TR
LINERT AR RS (R RS, FER SRR IR
LINERI LA 37 3 7 AR dn RO SR BRI,
SRR TR AR 2,
TEIERIEEBE T 1L OpenShift Cluster Manager AR5 IR & B R ELIT DR SRR,

ERATEF R, WEME R RBRRAERE RS, CRRELLIE R RN
IMEFS 5 OpenShift Container Platform Bi4&, Xt~ nn[ﬁ]@j{ﬁ&ﬂj}ir‘

THEIE T EEENEFPERALRRRIEN—LEER -
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o IEXEERAVRIFNEHNBERTEE"RARZENY, HIEHNEFHIREIRR,

o IETEAFERREREREFHORE " ZFMAE, FAERINE N KINPLEREFEE
=

® OpenShift Cluster Manager ik i RIEMERIEIE, HTP8EERNERBRER,
o {BITE console.redhat.com web 6| & FIFAEBIITHER, MEEBNFEARS.

TEZRMLEH, Telemetry # Insights RN E L IEFAEL B IBRILE,

4.3.4. ZFRie@RIk G

ISR LB SN BN BEE pull secret, IR @ERIRE. WEEEZRMA Telemetry # Insights
Operator,

FeREH
o ATLUFAEBA cluster-admin B&IAE iR EEE,

it =3
1. MLBEEE pull secret FEBIARMTHERY:

I $ oc extract secret/pull-secret -n openshift-config --to=.

2. TEXAYRIESR T, BT cloud.openshift.com JSON 5k B & 4wiH1E T H#0
.dockerconfigjson 34 :

I "cloud.openshift.com™:{"auth":"<hash>","email":"<email_address>"}

3. R,
4. BIEHFN secret, NRELER, HSH"BHE2BEEF pull secret’s,
EOREREEF/LOM, LUMEEERDELH secret,
4.3.5. F AT E R SRR
1E Red Hat Hybrid Cloud Console _E3Efft it FFi%#H9 OpenShift Container Platform &8%, LUEEEF <
SEERTRRBERENTN, IEELER, BSH"REAZRATERERE"
HE
BT TR RSB, A ARSI ML IR S AT AR, L8R LLRE 51

BT AR RBERGERENREESY, UEETIUERERENEREFANAMA KR
89T 1 B,

FoRFM

e U cluster-admin & & &1 & % F| OpenShift Container Platform Web &,

o {RAILIE K F Red Hat Hybrid Cloud Console,
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it

1. 3 A Red Hat Hybrid Cloud Console H#J Register disconnected clusterweb T,

Tis
2. A% : EM Red Hat Hybrid Cloud Console B93 T11j]7] Register disconnected clusterweb 7T
m, A Cluster List i385, fAF1LEF Register cluster &5,

3. 7£ Register disconnected cluster T F iR F B G A L BEIHIB,

4. FEVUERY Subscription settings #33H, 1ii& A FRBILLIET] W @By F1T X E,
5. EIMBTFEEAERY, 5L Register cluster 24,

o T[RRI ERFAITT HEEE ? GTHRS AT

4.3.6. B HEEF pull secret
e LUR T B M BT8Y pull secret ST INETHY pull secret REFHEEHL B pull secrets,

LIRFE— DB registry REHEREMAREAREZIRAFEADN registry B, 1HERXNSIE,

FeREH
o RETLUFEAEZR cluster-admin A& i A& EE,

¥ =
1 AE - BEfEETE pull secret MEINZEIELA pull secret A1, HFERIATHEE ¢

a. FIALLTF e E T & pull secret :

$ oc get secret/pull-secret -n openshift-config --template="{{index .data
".dockerconfigjson" | base64decode}}’ > <pull_secret_location>

Q <pull_secret_location> : & &% pull secret XHBIERE,

b. HIALLTF6p 4 3RANME pull secret :

$ oc registry login --registry="<registry>" \
--auth-basic="<username>:<password>" \
--to=<pull_secret_location>

ﬂ <registry> : AEFH registry, EALUER— registry FE@EL NG CE, Bl --
registry="<registry/my-namespace/my-repository>,

9 <usernames:<passwords : & &% registry BIEILE,

9 <pull_secret_location> : & &% pull secret XHBIERE,

IRIA BT LU pull secret SXEHITFENEH,
2. MIALLT oS NENEREHLBE pull secret :

22
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B 4 E A E R TR R TR

$ oc set data secret/pull-secret -n openshift-config \
--from-file=.dockerconfigjson=<pull_secret_location> ﬂ

Q <pull_secret_location> : €& FI# pull secret XHBIRE,

R ERAE TR, AREELENFE, BABRTREXRN.

M OpenShift Container Platform 4.7.4 FF18, *f 2/ pull secret BN ABALAL
TREPFZEHES,

Hth B
o [RHIRRFTA

4.4. {FFH INSIGHTS & Pl &£ ch iy n] i

Insights REE 2# Insights Operator ZXM#HE, HASIERE Deployment Validation Operator
(DVO) B T B #H#1U, OpenShift Container Platform F /™ AT LAfE Red Hat Hybrid Cloud Console £ /&
7K Insights Advisor AR5 HIZE R,

4.4.1. X7F OpenShift Container Platform BJ Red Hat Insights Advisor

IR LUE M Insights 22 &5 AR 55 P& #1112 OpenShift Container Platform & MRS, TIREREX
EHRNRELREANEMERN, BT RATFRBEEMBI RS AN, B, MExiRE2MENS
ulﬁjo

INREEELLE T Deployment Validation Operator (DVO), BRHEEBE TRES S BERRHERE 0 HM T/Ef
:ﬁo

Insights 24T #945 R @ 3E7E Red Hat Hybrid Cloud Console £ Insights A 85R%5 ., 7 Red Hat Hybrid
Cloud ##I &/, EAIUHUTLL TR -

o EEZREBRIWAIBERMITIENE,
o [ERATSERITIETNAE, FMLERMALIXLERIL

o THMELAXHFREIL. THRE(IFENNKIFEMAER, HINENANRERESEFIRRS
e

o SHMABMBERESFLR,

Hth TR

® 7f Red Hat Insights for OpenShift T{E A {# F Deployment Validation Operator

4.4.2. 7 f# Insights Advisor EiY
Insights AERFSIHATEREHEFRSHNAGRENER, el RSN RENTERENRSATH

M. B MRERREMEM M ERN, XEERET Insights AERSHINEI, KEMNEILITIELL
-F{EI%\ .
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e Name : BXEIUHFEZHR
o Added: TEE A #E| Insights Advisor AR S5 JTR4HT
® Category: NHERE BTN RS ATRAM. B, MENL2MEENR A EmR

o Total risk: Bt SN EMER S TE MBS AR TAEIEREMIE, MRELE, XTgF
B #

e Clusters : IO EIBRIHIERTIR
e Description : XN AN EEME, SIEE BRI

4.4.3. GRER P RETE R

AL T 21 FE OpenShift Cluster Manager LB Insights Advisor # [ 7% Insights &,

HER, Insights REE D ITEMERF D RRMAER, XELERARINE, WEMRRT —NRR, =
KT — DRI

FRFH

o EB¥TE OpenShift Cluster Manager A3EM,
o HATIZEERRE (XEBRILNXE) .

o EREF| OpenShift Cluster Manager,

it

1. # A OpenShift Cluster Manager _£#J Advisor » Recommendations,
RIBEAEBLER, Insights AERFLXETUTZ— :

o MR Insights AL IEM A, NFARKINTERIELL,
e Insights I EIRYAIREGISR, BNEHH (K. . EZN™E) .

e Noclustersyet, IR Insights & BRHER. XTOMREERHLRE. FMHEEIE
XA fR YL B FF 4R,

2. MR EREMAE, 1HRTREREN > FFR T B8 %1,
RIBEMARE, FAERALTUSERBLIEE XN EZESMEE,

4.4.4. 5 7RFRA Insights N ERSSELL
ZKINER T, Recommendations MlE (U REEPRMN IR, B2, BAIUEELERSFEHH
AR
SEREH

o HATIEEEEMRE (XERINEE) .

o EETE Red Hat Hybrid Cloud Console ;£

o EREF| OpenShift Cluster Manager,
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B 4 E A E R TR R TR

iy =

1. ¥ A OpenShift Cluster Manager _£#J Advisor - Recommendations,

2. $ Clusters Impacted # Status i3 23351089 X BT,
WAE, fERILAN SR BEIRTE BEE L

4.4.5. Advisor BT E8S

Insights R ERSARESRBIRERIN, BT ETREEMNEI, EoT LU E2SN AR Advisor £ 7
x, LB AR

BAERT, JIBSRRKENRETERANEN, XERWI— PSR, BEEE Insights FEFRT
BHRIHERANRI, EAILEE LTS,

ENVASESS, EEFIESRRE, RRRETRNRPITAETINERE, SN ERRN E
Ef= AR TIESIE

ERLOR B T B8R R E -
e Name : BREMEREIL

® Total risk: M Critical, Important, Moderate, #1 Low FiEFE—PHENME, KRR EBENAET
SR AT REMERN T B,

® Impact: M Critical, High, Medium, #1 Low FiEF—NRZME, KR EEHEERIESMES
M,

e Likelihood: MCrltlcaI ngh Medium, #1 Low HiEFE—N S ME, RKRIBIHIEERE
B (U E SR E B8

e Category: RIEEFTXEM AT, M Service Availability, Performance, Fault Tolerance,
Security, I Best Practice FiEF—N % MK,

e Status : mHEIRH EREENEN (BN . ZEBUSMERE.

® Clusters impacted: ¥ B JESR LR R HRIRMNT— DL NEBFNEIN. BRI
2,

° RISk of change: M High. Moderate. low #1 Very low i — NS NME, KRBT
REXNT SR BFIR T SRR XS,

4.4.5.1. 118 Insights N &EARSSEE I

£ OpenShift Container Platform SRE#EIE A, ERILLUTIEERIFIRA D RIEI, BN AT E
2, WAL IRENBENEE, HETETRLARMNEIL

LUFRIEESR 7 i EFMIFR Category it 82, (BiZREERTFHMI SRR,
FREH

F[ifiZl Hybrid Cloud & #H B OpenShift Cluster Manager,

it

1. # A OpenShift > Advisor > Recommendations,
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2. 7E main, filter-type THIFIZRA, 1%L#E Category 1T JEERFREL,

3. B’FF filter-value THIFIR, BAHEEEENENEFERIIZINELE, BRFBLERAB

SIRAE,
4, _.I- . //J\\j]ﬂgﬁ%ﬁ’] {ﬁ%ﬁﬂ% — E%ﬁiﬁ(ﬁﬂi\%o
FISRA R RPTIA R BRI,
o NAMIERRE, BHUEEREHRNMEIR, NAKTIESRSERIALTIESRFZ LR,

4.4.5.2. M Insights 2 £ iR 55 B 1 A I R 3
BRI LG 2 NS N A EIRBISIR A, EamdE, BAalyRiRellsizeEgE&e .

YR HBRIS 3825
o REMTIEERFZ AR X K, SERINTIER, UaBIHEREN],

U ZIPIESE 2 NN R 2
® =X Reset filters RHIFREN AR IEER, REBBMINLIES.

4.4.6. 2/ Insights NSRS EINL
A U ZRPMERNEARREY, UEC(IFTBRINERSES, TUEAENEENFARENELL

: BRENMAESEBENEINLERTHRESREH.

SeRFH
o FHATIZEERRE (XERBRILNXE) .
o BT OpenShift Cluster Manager A3EMf,

o FEXREF| OpenShift Cluster Manager,

it =

1. #£A OpenShift Cluster Manager £L#J Advisor » Recommendations,
2. mi%E : RIBEEMFMA Clusters Impacted 1 Status i E%s.
3. FERAUTAHEZ—BRER :

o RHEIWR:

a. RiIZZMRM Options EH , PR/ ¥ Disable recommendations,
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B 4 E A E R TR R TR

b. HiAUIEAFH L REF.
o ERZAEMMAEEZILERIINAER
a. REZAMBIET, TRWEMEIH—HEFIE,
b. &E Affected clusters 2 HHIEEETIK,
c. m Actions - Disable recommendations 2T S BHIE .

d. EIAULBAF # i &REF.

4.4.7. B2 a2 BAM Insights NSRS EIL
LUFTEEBHARAT — MBI, EBARRE Insights RERSHEENZEIN, EaTLLEHULIT .

SeRFH
o FHATIZEERRE (XEBRINXE) .
o EBTE OpenShift Cluster Manager A3EM,

o FEREF| OpenShift Cluster Manager,

it

7 A OpenShift Cluster Manager L) Advisor » Recommendations,
2. EEREANEIN L EREEIL
a. ff Status FHIFHALEE Status,
b. 1E Filter by status T3 #A1%% Disabled.
c. A% : 5504 Clusters impacted 1T 25,

3. HEE AR

4. 52 Options 35 , #AJ3 = Enable recommendations,

4.4.8. *F TE M Insights NERRSEIYL
R A LA Red Hat Insights for OpenShift AERFS EFMERRZMEHEHM T EIENEIUER. 2
HIRSFIRERBLUETNEE, BB OpenShift £REIE N BENERBHNAAZTIERER. BRI LE
Red Hat Hybrid Cloud Console B§ OpenShift > Advisor > Workloads & E TEM MBI, MBEEZ(E
B, HSHXLEEMFTIR :

® 5% Kubernetes TEM#HMIER

e {#f Workloads #J Deployment Validation #[ Insights Advisor 1855 S B¥12{F

o I REFE R 22 A T BRI

o EEKMHaAERBTIFMERIL
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o MEBRNITEINERIAPBRRY R

4.4.9. 7£ web 25l A LR Insights K8

Insights REE DT IEHIEEEE, A LIFE OpenShift Container Platform web $4I& & B R B IHFINEREE
ERFRE, WRESETRAREIRHAEEE, K& OpenShift Cluster Manager i SRS,

FERFH
o BT OpenShift Cluster Manager A3EM,
o HATIZEERKRE (XEBRILNXE) .

o B E[fiE| OpenShift Container Platform Web #Z#I5&.

Pt

1. £ OpenShift Container Platform Web & A7 A Home — Overview,

2. = Status *_LEB Insights,
HHE OSH T RS2 HAEE R, RTEMIIEHIHEE Insights Advisor REIFTAEEL
UEREZIFIE,

4.5. {1/ INSIGHTS OPERATOR
Insights Operator R EHNEE EFAMBIRRTER, MEM/NNEIEREXLEHRE XLEERTL

INEITEERE, TIRMH T Telemetry IRE TR ABEIE. OpenShift Container Platform 7 & LATE
Red Hat Hybrid Cloud Console £ Insights Advisor R%% & TRk,

HitBR
® Insights Operator VA REHEA, MREFELEFTERLRRERE, HEATERER
==

o BXMEHM Insights AERFIAFNERHPMFBMNESER, HSHER Insights iR R
B
4.5.1. Boi& Insights Operator

Insights Operator BB 2 %K1\ Operator BEEMIH G, HEEEF#TE openshift-insights v 22 [7] 1 #Y
insights-config ConfigMap X5/, =#&7E openshift-config @4 22 [H] B support secret A1,

% ConfigMap X R #F secret FEN, SENBHRERBEZIID Operator EBEH, 1R
ConfigMap %% #7support secret #3%F7E, Operator &1EX ConfigMap %I £,

ConfigMap X REVAFRTEIE, KL OpenShift Container Platform £ &R M BIEE,
ConfigMap X RECEZ: 14

X4 insights-config ConfigMap % &=/l (config.yaml E2&) T R{EAFE YAML #& 2 HECE £,

apiVersion: vi
kind: ConfigMap
metadata:
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name: insights-config

namespace: openshift-insights

data:
config.yaml: |
dataReporting:

B 4 E A E R TR R TR

uploadEndpoint: https://console.redhat.com/api/ingress/vi/upload
storagePath: /var/lib/insights-operator
downloadEndpoint: https://console.redhat.com/api/insights-results-
aggregator/v2/cluster/%s/reports
conditionalGathererEndpoint: https://console.redhat.com/api/gathering/gathering_rules

sca:
disabled: false

endpoint: https://api.openshift.com/api/accounts_mgmt/v1/entitlement_certificates

interval: 8hOmOs
alerting:

disabled: false
proxy:

httpProxy: http://example.com
httpsProxy: https://example.com

noProxy: test.org

AECERMEMERIAE

TRfEd T TRNEREREN

Ea

insights-config ConfigMap X7 REEIE YAML 18R, HAPFEMTREMT, H4iH
FAZEHE, XTF Obfuscation B, WAENRBUENFEM.

£ 4.1. Insights Operator ARt BHRIEM

EtERTR

alerting:
disabled: false

clusterTransfer:
endpoint: <url>

clusterTransfer:
interval: 1hOmOs

dataReporting:
interval: 30m0s

sk

Z B Prometheus 225 Insights

Operator 4R,

RFREM T HER L HBIENTR,

WERE T AR LRI,

WEHIEREM LML,

fHRR AMAE

fHIRME false

URL https://api.
openshift.c
om/api/acc
ounts_mgm
t/vl/cluster
_transfers/

R[] 171 B 24h

fisf 171 [A] B 2h
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30

EtERTR

dataReporting:
uploadEndpoint:

<url>

dataReporting:
storagePath: <path>

dataReporting:
downloadEndpoint:
<url>

dataReporting:

conditionalGathererEnd
point: <url>

dataReporting:
obfuscation:
- networking

dataReporting:
obfuscation:
- workload_names

proxy:
httpProxy:

http://example.com
httpsProxy:

http://example.com
noProxy: test.org

sca:
interval: 8hOmO0s

30

WiE ERIm R,

EFEEERIENREE.

18 E FEHEH Insights 2B .

WE RS4RI E LB <.

J5 R IP it ISR EFIE B B £ RS AL 12,

J& A Data Validation Operator #iE R 2b
B, SRR ID (EAMSIEFRE L, MR

= FIRBT,

7 Insights Operator %i& B & LA,

FEEE LRV (SCA) BT EBiE,

{HRR

URL

MXHHE

URL

URL

FRE#

FRE#

URL

fiSf 171 [A] B

LS WINE]

https://con
sole.redhat.
com/api/in

gress/vl/up
load

/var/lib/insi
ghts-
operator

https://con
sole.redhat.
com/api/in

gress/vl/do
wnload

https://con
sole.redhat.
com/api/ga
thering/gat
hering_rules

Not
applicable

Not
applicable

BARME

2h
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BEATR fed {ERE AAE

187 T E A AV ] (SCA) R I 2, URL https://api.
sca: openshift.c
endpoint: <url> om/api/acc
ounts_mgm
t/vl/entitle
ment_certifi

cates

LR R AT AR T E, #w/RE false

sca:
disabled: false

4.5.1.1. B3 insights-config ConfigMap % &

tESRA2 A T 404A 4 Insights Operator /3 insights-config ConfigMap X R E X E B E L&,

HE
LIIERBIURTE RN Insights Operator BeB BT R AZLIE X ¥,

FTRFH
o HRTIZRERERRGE (XERMINXE) .

e LIEF cluster-admin A& A 51553 E| OpenShift Container Platform Web 1515,

i =
1. # X\ Workloads —» ConfigMaps #i%f¥ Project: openshift-insights,
2. = Create ConfigMap,
3. % Configure via: YAML view F i A B BOEZ B &£, 540

apiVersion: vi
kind: ConfigMap
metadata:
name: insights-config
namespace: openshift-insights
data:
config.yaml: |
dataReporting:
obfuscation:
- networking
- workload_names
sca:
disabled: false
interval: 2h
alerting:
disabled: false
binaryData: {}
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I immutable: false

4. A% : %FE Form view HHIAFREE B,

5. 1E ConfigMap Name FE&H%i A insights-config,

6. £ Key FE&/, HiA config.yaml,

7. XF Value P&, RILANGSXHLUEREIFE, HEFIHATBHNEESH,

8. M Create, &R LLEE| ConfigMap X RAEEE R

4.5.2. T f# Insights Operator Z4i

Insights Operator @11 Prometheus W12 %%t M Alertmanager FERE, EAILMERUTAEZ—1E
OpenShift Container Platform Web 1£#I& A Alerting Ul R & B X LEEH ¢

e 7f Administrator flf/, s Observe — Alerting,
e 7£ Developer fifA/1, = Observe — <project_name> — Alerts 3% 11,

B, Insights Operator TEifi RS A XL TFER ¢

£ 4.2. Insights Operator 1§

i Ei::3T1Y
InsightsDisabled Insights Operator #8224,
SimpleContentAccessNotAvailable Red Hat Subscription Management A AN A {7 BLH4
SESIIR
InsightsRecommendationActive Insights BB EEFHUEILEIL

4.5.2.1. 2/ Insights Operator &1}
FRHIE Insights Operator FFER 4 Z EI%EEF Prometheus 5L, &R LIBIEE Sk 4% insights-config
ConfigMap X &,

p= Y=

LRI MR A S, £EEIE A 2# M openshift-config fv 4 22 ] F K support secret ]
=4 Insights Operator B2, Red Hat Insights II7E X #l]% ConfigMap X § EE &
Operator, MR FHEEIEIE, Operator R FEEF L secret WELBMFERE,

N insights-config ConfigMap * RAEF1E, BIEERNEE LEEN RS, HiE
B, ConfigMap * RHPMEE (15T config/pod.yaml X4 E L HEIAKE,

FRFH
o HRTIZREEERRGE (XZMINXE) .
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e Ll cluster-admin f /" &9 & & El OpenShift Container Platform Web &

e insights-config ConfigMap *| & 777 F openshift-insights #p+Z 22 [A] #,

i

1. #f X\ Workloads —» ConfigMaps #i%f¥ Project: openshift-insights,
2. = insights-config ConfigMap *f RiTH &,

3. = Actions F#if¥ Edit ConfigMap,

4. =R YAML P iR,

5. 7 X4, ¥F alerting B4 %iEH disabled: true,

apiVersion: vi

kind: ConfigMap

#...

data:
config.yaml: |

alerting:
disabled: true
#...

6. mil Save, insights-config config-map 1#1& T E T FF.
7. %k config.yaml alerting BHHI{ER S EIXE N disabled: true,

RERENG, Insights Operator NEIFER A EFIEEE Prometheus £,

4.5.2.2. |5 A Insights Operator Zi
BRAEIRN, Insights Operator NS ER A X EIEEF Prometheus S2fl, ERILLEFERAEN .

EURTBIRA S, SEBHETE 216 A openshift-config 454 22 A 1 #Y support secret {1
=4 Insights Operator B2, Red Hat Insights II7E X #l]% ConfigMap % R EE &
Operator, MR FHEEIFEIE, Operator R FLEF L secret WELBMFERE,

FeRFH
o FRTIEEERKE (XRMIAXE) .
e L/ cluster-admin i /7 514 &k E OpenShift Container Platform Web 1] &
e insights-config ConfigMap *| & 777 F openshift-insights #p+ 22 [A] #,

it =

1. #f X\ Workloads —» ConfigMaps #i%f¥ Project: openshift-insights,

2. = insights-config ConfigMap *f RiTH &,
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3. = Actions F#i£$¥ Edit ConfigMap,
4. | YAML HE Bk,

5. TEXHH, 1F alerting EM1XEH disabled: false,

apiVersion: vi
kind: ConfigMap
#...
data:

config.yaml: |

alerting:
disabled: false

#...

6. mil Save, insights-config config-map 1#1& T E 1T FF.
7. %5k config.yaml alerting BHHIER S EIXE S disabled: false,

REFENG, Insights Operator RERAEEE Prometheus LI 4 X R,

4.5.3. T# Insights Operator 7744

Insights Operator JF KM EIRF HETEEEEH openshift-insights Ty & 22 AR FRY A, BRI THEHFE
% Insights Operator AR HIEHIE.

FeREH
o RETLUFEAEZS cluster-admin A& i A& EE,

iz
1. 77 Insights Operator B IEFEIZ1THI pod BIEFF :

$ oc get pods --namespace=openshift-insights -o custom-columns=:metadata.name --no-
headers --field-selector=status.phase=Running

2. 8l Insights Operator ENRITHIEER :

I $ oc cp openshift-insights/<insights_operator_pod_names>:/var/lib/insights-operator ./insights-
data ﬂ

Q 1% <insights_operator_pod_name> &}y E—ay$ s pod &I H.

Insights Operator &3FF#4 A 7E insights-data B %,

4.5.4. RIEFEEIZ1T Insights Operator WK R/E

& B] LA#E A OpenShift Container Platform Web 18 & s an 1T R E (CLNIZ 1T B E IR Insights
Operator PR EEE, MAREFEFT TP EREREKREEE.

E IR WL R EE A InsightsDataGather B E X FRE Y (CRD)H1TECE B, MiRHIRMHM CRD F
EEZ & DataGather CRD,
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%% DataGather /2 :
o NFEEAFRME CRD BEN—RMUEHIEWE, BT EHEBIERKE (InsightsDataGather)#11&,

o MM TEHAIBME., LKA on-demand DataGather CRD Ff, &I T E AR KL
\#J InsightsDataGather CRD #4&,

B e AR T
RA LL%EEE N on-demand BB INEIRER E XL TR :

o SHFHENEIEEMAE - @7 E X DataGather dataPolicy #14&, #&B LIS AN Insights 344
FIREIAMERI IR, 40 1P #hhik sk T 4E f & TR,

o FHRKAMEM : BABRT, Insights Operator FRAIGH EE, XEKREENNEREHR0
E—1# pod, HFEFRFBRERENBIBNIRILTK, BRILLETTE CRD HE L
DataGather storage #ii&, tIHEIRAMEERRERE 10 NMRERENBIRTTL BIC*,

o HIAREBUBKERNE  ETLUET E X DataGather gatherers #IA& L 22 1L E RN SR
EiZ1T, fBlgn, EeILUERRRER SRR IFRIFsk TIE M HEURIRF,

H =
MERINFU SR R HERRIKER IR AF AT BE S 1D SR Insights Advisor #RBEEIR 1L,

INRIEEBTE DataGather CRD HEZE F{7 B E L AIAZLTT, NIEKIABI Insights Operator BB EESS
Fhz1T, XEKE, FERERELRTZT, REMBBENSTSWEEMLE, BFRRBE-XXHE.

LIRRBZTIERER, 2N ANEMEESS NERZA Insights Operator ERE,

BE

DataGather B E X 5HRRZ—MIATATTIRE, BORTIIIRER L8 MR 55 F i
(SLA) %, BUIREAREHTTE, BT HEEE T IMERERE ], XERARTIR
RER A R BRI, HANSEF LM BRRMARGEL,

BRIBEATUTESZFBEHENESER, HS0I LT

o RURTIMIZhRESZ RSt

INREEHPEATEATE, Insights Operator RTEHEA pod HIZTINEERIE, X2
Insights Operator I AT IIEESRIN—ER 9y, FHZFERTEOEIE IR DAL,

4.5.4.1. & Insights Operator IS #4EAT [H]

IR LAEE Insights Operator WEFEMH S 2 HE BATERMNTE, XBBTFET # Insights Operator
BORE B R Insights Advisor B[R] &,

FRFM

® Insights Operator IH#4HI R EIA,
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iy =

1. 7£)3#47h, #T7F /insights-operator/gathers.json,
X85 Insights Operator WERIEFIEK :

{

"name": "clusterconfig/authentication”,
"duration_in_ms": 730, ﬂ
"records_count": 1,

"errors": null,

"panic": null

}

Q duration_in_ms 28 MNRERENEE (BR) .

2. RESMMEREESHEREBR.

4.5.4.2. ;T Web %5 £ Insights Operator #FE INEEIE

& BT LLM OpenShift Container Platform Web $#£# 51217 B E X Insights Operator IR F1RE, X F
EEIEERBEMN—RMSIBRINE, EEEHIEWKLE (InsightsDataGather )&, %% DataGather i&/F
?Eﬁﬁo

FERALUTHIEAE DataGather BE L HIRE L (CRD), AEM web ZEHIEIRIBEZEEZTHEIBIKRERE.

FRFM

e LIEF cluster-admin A& AF 5155 E| OpenShift Container Platform Web #5185,

it

1. fEiEHlEd, % Administration > CustomResourceDefinitions,

2. 1 CustomResourceDefinitions 71_t, 7£ Search by name FEXFE$; DataGather FRE
X, RERE,

3. £ CustomResourceDefinition i¥{& /1, m= Instances %&£,
4. /= Create DataGather,

5. ZEfE#E DataGather ##1F, A KEKERERTIZIT, HERMUT YAML Hitg, REREEH
8

apiVersion: insights.openshift.io/vialpha2
kind: DataGather
metadata:

name: <your_data_gather>
spec:
# Gatherers configuration

gatherers:

mode: All # Options: All, Custom

#...
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BF

o MANRERIFIBEMLTR <your_data_gathers T 2M—H, BFRFEE
periodic-gathering- B4, E AL FRFBEEHNEMERREREDN, FHrTRE
SNTIHARI MR 121,

e 1R DataGather CRD #J spec R X, NIBKIARY Insights Operator ##EUL
SRR, XEKRE, AERERFEENZTT, BRENSERTSBREM
W38, BRRRBE-XHE,

6. Bk : BAE UKIEWERE, EHLUE DataGather YAML AR BCE AR AT LT 70

o EEHREMNMES, ¥ mode BIENH Custom, ABIEEEZAMMIIINESS, Him,
EXRAITFENERERE, ERMUTRA

apiVersion: insights.openshift.io/vialpha2
kind: DataGather
metadata:
name: <your_data_gather>
spec:
# Gatherers configuration
gatherers:
mode: Custom # Options: All, Custom
custom:
configs:
# Essential cluster configuration gatherers
- name: clusterconfig/authentication
state: Enabled
- name: clusterconfig/clusteroperators
state: Enabled
- name: workloads
state: Disabled

o ENARAMEMRREBRE 10 MUBKREEIMBIRFESTEML BIL%R, 1HEXL
storage #MH&. I type XE 7 PersistentVolume, 7 X &# mountPath #1 name, 0

TBIFT :

apiVersion: insights.openshift.io/vialpha2
kind: DataGather
metadata:
name: <your_data_gather>
spec:
storage:
type: PersistentVolume
mountPath: /data
persistentVolume:
claim:
name: on-demand-gather-pvc

BF

BIRIEEN B LTS openshift-insights #3422 8] R YA
PersistentVolumeClaim {EItE, MNEFZEE, BHSHFALEEFH,
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o ENARUBEMLIE, 1EE L dataPolicy HEMATFEE. Fla0, ZARMOIR P it F TIEHR
i—&%ﬂ, TrFJuJ\\jJDL/L-FﬁE%

apiVersion: insights.openshift.io/vialpha2
kind: DataGather
metadata:
name: <your_data_gather>
spec:
dataPolicy:
- ObfuscateNetworking
- WorkloadNames

1. fEEEHlIE S, £ Workloads > Pods,
2. £ Pods Tl t, # A Project THIZH, RE1HFE Show default projects,
3. M Project THIZH A% openshift-insights T E

4. MEEHIFINERERS B AT openshift-insights T E F# pod 515K FiEFHIZFE AR
%, SERKIE, Insights Operator & B IS8R L& BIZLE A T4,

4.5.4.3. @14 OpenShift CLI {£ Insights Operator 1Z WL E

&\ LM OpenShift Container Platform 54T E (CLN)IZ1TEE X Insights Operator IR FIRE,
NFREEARREN—REBIEWESE, TEBHHERLE (InsightsDataGather )#li&+, %% DataGather
BEREBEA,

LU T 43012 DataGather &7 LB L(CRD), #AEM CLI BBIETHRIBIRERIE.,

FERFH
e LIEF cluster-admin A& A 5155k El OpenShift Container Platform,

P =
1. {H#ALLT DataGather #8013 YAML {4 :

apiVersion: insights.openshift.io/vialpha2
kind: DataGather
metadata:

name: <your_data_gather>
spec:
# Gatherers configuration

gatherers:

mode: All # Options: All, Custom

#...
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BF

o MANRWERIFIBEEMLTR <your_data_gathers T 2ME—H, BFRSFEE
periodic-gathering- B4, E AL FRFBEENEMERREREDN, FHATRE
SNTIHARI MR 121,

e 1R DataGather CRD #J spec R X, NIBKIARY Insights Operator ##EUL
SEIE1T. XEKRE, AAERERFEENZTT, BENBERTBREM
W38, BRRRBE-XHE,

2. mE : BEELBIERERE, AL DataGather YAML XX {4 FRECE (e LA T O£

o EEHREMNMES, ¥ mode BEINH Custom, AFIEEELZAMMIIINESS, Him,
EXERAITENERERE, ERMUTRA

apiVersion: insights.openshift.io/vialpha2
kind: DataGather
metadata:
name: <your_data_gather>
spec:
# Gatherers configuration
gatherers:
mode: Custom # Options: All, Custom
custom:
configs:
# Essential cluster configuration gatherers
- name: clusterconfig/authentication
state: Enabled
- name: clusterconfig/clusteroperators
state: Enabled
- name: workloads
state: Disabled

o ENARAMEMRRERE 10 MUBKREEIMBIRFESTEM BIL%, 1HEX
storage #MH&. I type XE 7 PersistentVolume, 7 X &H mountPath #1 name,

TBIFFR :

apiVersion: insights.openshift.io/vialpha2
kind: DataGather
metadata:
name: <your_data_gather>
spec:
storage:
type: PersistentVolume
mountPath: /data
persistentVolume:
claim:
name: on-demand-gather-pvc

BF

BIRIEEN B LTS openshift-insights #3422 8] R YA
PersistentVolumeClaim {EItE, MNEFZEE, BFSHFALEFH,
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o FHRAIIEEREMLIE, 15T L dataPolicy #MATFRE, HlaN, ZEEMLLIE 1P ik F0 T4F M
AT, ERMUTRE :

apiVersion: insights.openshift.io/vialpha2
kind: DataGather
metadata:
name: <your_data_gather>
spec:
dataPolicy:
- ObfuscateNetworking
- WorkloadNames

3. £ OpenShift Container Platform CLI A, HiALL T4 Rz TIRNERIRIE :

I $ oc apply -f <your_data_gather_definition>.yaml

o MEMIIFINERIERT BT BRI openshift-insights 77 B 1 pod 53R Fi% & FRE R
%, SeAfE, Insights Operator & B B F8UIE L (L EIZLIE 1T IR,
Hith BHR

® Insights Operator #KEX Data GitHub &%

4.5.4.4. 2/ Insights Operator EH IR EZ

AT LLZETEEZE A Insights Operator #BAIAE 2 /NIHZ1TEHR InsightsDataGather #2145, 2 EHHKTEKE
BESBMANMBEEF,, B Insights Operator NEIEFELIIE R 3 Insights EREIRE.

ZRRERFEESRAEREN Insights 2RI, MARMBESLE (NERLH) HTEENH
IDIIEE.

F&B LM Insights Operator V1847 #Y /insights-operator/gathers.json XX {4 & B L EEINER R
R, HAER, REAHRFERMBESEHNESRENTEFRN, FRFT—LREERE,

HE

InsightsDataGather B E X FIRR 2 — MATI N ThEE, AT HIhEER ZL00E @RS
FWHI (SLA) X, BINBERTREHATE, AERHETETIMERFERABI], XL
BTG ThRE R LAME R P IR B I A ThEE, HENSREFLAMEBRHER IR L,

BRIBEATUTRESZFBEHENESER, HS0I LT

o RURTIMIZhRESZ RSt

INREEHPEA TEATE, Insights Operator RTEHEA pod HIZTINERIE, X2
Insights Operator BJ AT IIEESRIN—ER 9y, FHZFERTEVEIE ISR DAL,

-

FRFM

e LIEF cluster-admin A& A 51553 E| OpenShift Container Platform Web #5185,
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iy =

1. # AZ] Administration > CustomResourceDefinitions,

2. £ CustomResourceDefinitions 71 _t, {#f Search by name FE&¥Z$ InsightsDataGather
BE X HHRE X (CRD), A =idikiTH,

3. £ CustomResourceDefinition i¥{& 71, m Instances %&£,
4. = cluster, SAE= YAML £+,
5. %% InsightsDataGather CRD, H5EMUTHHz— :

o EEMAMAINERFEMEBIEBKE, 15E L gatherers Hii&, i modei% & None, WAl
7~ :

apiVersion: insights.openshift.io/vialpha2
kind: InsightsDataGather
metadata:

name: cluster
spec:
# Gatherers configuration

gatherers:

mode: None # Options: All, None, Custom

o EXHEANINERIE, 1E gatherers T mode %E N Custom, AEIEEZEZREIMIIIR
L35 B, ERRAITHEAZKERR, EE LLATHE

apiVersion: insights.openshift.io/vialpha2
kind: InsightsDataGather
metadata:
name: cluster
spec:
# Gatherers configuration
gatherers:
mode: Custom # Options: All, None, Custom
custom:
configs:
# Essential cluster configuration gatherers
- name: clusterconfig/authentication
state: Enabled
- name: clusterconfig/clusteroperators
state: Enabled
- name: workloads
state: Disabled

6. mif Save,

5hR
REFEWE, Insights Operator WERRESWERN, ERETRANRENTIELL.

% E,E
i 2R INERIEXBRE] Insights Advisor BRSS N IR EBHR A MBI HIEE .
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4.5.4.5. E3/Z A Insights Operator EH YR EZ1E

IR T BIA InsightsDataGather #BI KR E, ERILIEREFERAEN], LME Insights Operator
RE EHREIBRE, FHEMRD Insights SEBER & & X EIZIE,

B

InsightsDataGather B E X FIRR 2 — MATI MRS, AT HIhEER ZL00E @RS
FERL (SLA) X, BINBERIgEHATE, AR HEEE T MERFEREN], XL
RORTEIheE R LA B R BRI A #TRIThEE, HENKEFAMBRIRHR BRI,

BRIBEATUTRESZFBEENESER, HS0I LT HEE

o RURTIMIZhRESZ RSt

FoRFH

e LIEF cluster-admin A& A 51553 E| OpenShift Container Platform Web #5185,

it =

1. # AZ] Administration > CustomResourceDefinitions,

2. £ CustomResourceDefinitions 71 L, {#f Search by name FE&¥Z$ InsightsDataGather
B7E X HRE X (CRD), ARG mifiEiTH,

3. £ CustomResourceDefinition i#{& /1, m Instances %&£,
4. | cluster, AF= YAML %I+,
5. YwkH InsightsDataGather CRD, H MU THE2— :

o ESHAMBERRNEERF, 1E gatherers HAgHET AllXEN All, IMTFHIFTR :

apiVersion: insights.openshift.io/vialpha2
kind: InsightsDataGather
metadata:

name: cluster
spec:
# Gatherers configuration

gatherers:

mode: All # Options: All, None, Custom

o EFEAZEIZAMHNINEIRIE, 15TE gatherers:custom:configs #E83#El gatherer 12
ERTR, FHIF state UM Enabled, 3¢, 7f config #Ii& T, MPREZESHRIERN
name F state B2 &17,

apiVersion: insights.openshift.io/vialpha2
kind: InsightsDataGather
metadata:
name: cluster
spec:
# Gatherers configuration
gatherers:
mode: Custom # Options: All, None, Custom
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custom:
configs:

# Essential cluster configuration gatherers

- name: clusterconfig/authentication
state: Enabled

- name: clusterconfig/clusteroperators
state: Enabled

- name: workloads
state: Enabled

6. mifi Save,
REBNE, Insights Operator WEER B EH, SRMBNERIESD,

ﬁ o
Y RIS R ERREI Insights Advisor RS A IRHIRBHR A B ILAIRE /1,

4.5.5. &}/  Deployment Validation Operator #iE
BRINERT, HIELE Deployment Validation Operator (DVO) i, BREIZFRFIME—FRIAAF (UID) &
&1E OpenShift Container Platform B Insights Operator XA IBREIES ., SRS AT LU
Insight Operator BB N#ERIE B Deployment Validation Operator (DVO) B##E, Hla0, EaLITER %
L5 LT R UTAS ST AR AR A0 I8 T4 11 2 R,
BREMGETIREH, EUIE insights-config ConfigMap X R 5hi% & obfuscation BiE, HH
8 & workload_names B, LA TE IR,
SeRFH

o FHATIZEERRE (XEBMILNXE) .

o f#f "cluster-admin" A& X E| OpenShift Container Platform Web 1214,

e insights-config ConfigMap *f 777 F openshift-insights #p+ 22 [A] #,

o EHWEREE, HRET Deployment Validation Operator,

i =
1. #f X\ Workloads —» ConfigMaps #i%f¥ Project: openshift-insights.
2. = insights-config ConfigMap * RiT &,
3. = Actions F1%4F Edit ConfigMap.
4. = YAML #LE kiR,

5. £, {8 workload _names {Hi% & obfuscation B4,

apiVersion: vi
kind: ConfigMap
#...
data:
config.yaml: |
dataReporting:
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obfuscation:
- workload_names
#...

6. mili Save, insights-config config-map I8 T E 3T 7.

7. %k config.yaml obfuscation EBMHHEZE 21X E ) - workload_names.

4.6. EXZ RSP ERLZERIREG
& A LAF shIREER L 1% Insights Operator 4%, LA M 32 R [ 4% FRi2 W 1n] i,
EEZRMLHER Insights Operator, &AM :

e % Insights Operator JTR4BIBRIA,

® ¥ Insights Operator 744 L (£ &l console.redhat.coms

FH, BRI LA LR RIERI 22 Insights Operator #3E,

4.6.1. 7217 Insights Operator W52 1F

e Ll cluster-admin 5 512 & 5 OpenShift Container Platform,

A
1. ERALEROIESR N gather-job.yaml B934 :

apiVersion: batch/v1
kind: Job
metadata:
name: insights-operator-job
annotations:
config.openshift.io/inject-proxy: insights-operator
spec:
backoffLimit: 6
ttiSecondsAfterFinished: 600
template:
spec:
restartPolicy: OnFailure
serviceAccountName: operator
nodeSelector:
beta.kubernetes.io/os: linux
node-role.kubernetes.io/master: ™"
tolerations:
- effect: NoSchedule
key: node-role.kubernetes.io/master
operator: Exists
- effect: NoExecute
key: node.kubernetes.io/unreachable
operator: Exists
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tolerationSeconds: 900
- effect: NoExecute
key: node.kubernetes.io/not-ready
operator: Exists
tolerationSeconds: 900
volumes:
- hame: shapshots
emptyDir: {}
- name: service-ca-bundle
configMap:
name: service-ca-bundle
optional: true
initContainers:
- name: insights-operator
image: quay.io/openshift/origin-insights-operator:latest
terminationMessagePolicy: FallbackToLogsOnError
volumeMounts:
- name: snapshots
mountPath: /var/lib/insights-operator
- name: service-ca-bundle
mountPath: /var/run/configmaps/service-ca-bundle
readOnly: true
ports:
- containerPort: 8443
name: https
resources:
requests:
cpu: 10m
memory: 70Mi
args:
- gather
- -v=4
- --config=/etc/insights-operator/server.yaml
containers:
- name: sleepy
image: quay.io/openshift/origin-base:latest
args:
- /bin/sh
--C
- sleep 10m

volumeMounts: [{name: snapshots, mountPath: /var/lib/insights-operator}]

. &%l insights-operator 2 &R A :

I $ oc get -n openshift-insights deployment insights-operator -o yami

it Bl

apiVersion: apps/v1
kind: Deployment
metadata:
name: insights-operator
namespace: openshift-insights
#...
spec:

B 4 E A E R TR R TR
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template:
#...
spec:

containers:

- args:
#...

image: registry.ci.openshift.org/ocp/4.15-2023-10-12-

212500@sha256:a0aa581400805ad0... 0
#...

ﬂ 187 insights-operator 53 &R A,

3. FIEMHRRAIEE gather-job.yaml & :

apiVersion: batch/v1
kind: Job
metadata:
name: insights-operator-job
#...
spec:
#...
template:
spec:
initContainers:
- name: insights-operator
image: image: registry.ci.openshift.org/ocp/4.15-2023-10-12-
212500@sha256:a0aa581400805ad0... ﬂ
terminationMessagePolicy: FallbackToLogsOnError
volumeMounts:

Q FHEMIIA [EE N ED insights-operator fE &k A

4. QIR

I $ oc apply -n openshift-insights -f gather-job.yaml

5. BHAFL pod B9EFE :

I $ oc describe -n openshift-insights job/insights-operator-job

=1
Name: insights-operator-job
Namespace: openshift-insights
#...
Events:
Type Reason Age From Message

Normal SuccessfulCreate 7m18s job-controller Created pod: insights-operator-job-
<your_job>

\

L
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insights-operator-job-<your_job> 2 pod B #5,
6. WILRFREETM :
I $ oc logs -n openshift-insights insights-operator-job-<your_job> insights-operator
i Bl
I 10407 11:55:38.192084 1 diskrecorder.go:34] Wrote 108 records to disk in 33ms

7. REQIEIAY

$ oc cp openshift-insights/insights-operator-job-<your_job>:/var/lib/insights-operator
/insights-data

8. BEE :

I $ oc delete -n openshift-insights job insights-operator-job

4.6.2. L{% Insights Operator 7744

& 0] LU Insights Operator 4 F 5 £ E] console.redhat.com, LUZETEBTERI AR,

FRFH

it

e Ll cluster-admin i/ 519 & 5 OpenShift Container Platform,
o A —/NEEEIM; R PREIA T IFik,

o BB T Insights Operator TR,

1. F#: dockerconfig.json 3C{4 :

I $ oc extract secret/pull-secret -n openshift-config --to=.
2. E#I&k 8 dockerconfig.json XX {4 "cloud.openshift.com” "auth" 5 :

{

"auths": {
"cloud.openshift.com™: {
"auth": "<your_tokens>",
"email": "asd@redhat.com”

}
}

3. FER EfZ R console.redhat.com :
$ curl -v -H "User-Agent: insights-operator/one10time200gather184a34f6a168926d93c330

cluster/<cluster_id>" -H "Authorization: Bearer <your_token>" -F
"upload=@-<path_to_archive>; type=application/vnd.redhat.openshift.periodic+tar"
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I https://console.redhat.com/api/ingress/v1/upload

Heh <cluster_id> %2% 1D, <your_tokens 23 B8 pull secret BIGHE,

Insights Operator I HIE& R,

INRIEIERTD, ZpHSRERE "request_id" #1 "account_number" :

it Bl

* Connection #0 to host console.redhat.com left intact

{"request_id":"393a7cf1093e434ea8dd4ab3eb28884c","upload":
{"account_number":"6274079"}}%

1. &XE https:;//console.redhat.com/openshift,
2. BEHZEMEEHH Cluster List 35,
3 RETERES, REREM.

4. FTFEEEH Insights Advisor 1ETE,
MR EERKI, MERETRUTZ— :

<path_to_archive> =

e INR Insights Advisor &8 &K IR [, KRREMERHSET TMERIL

® Insights Advisor R EIBAIRIFISR, ZNFLLHIHES (B, . EEFTE) .

4.6.3. J5 A Insights Operator #iEE #4018

IRET LA BRI, DURRRENRR. =1iRAIRY IPv4 Hitit AR Insights Operator 4 35 E|

console.redhat.com BYEEB¥ Efiti3s,

Digk

==
[=]

BARMTIAETIE, (BLTIRRIE

REBELRGEANHIR AL

ER BRI E D BLA 5RRE IPv4 Hhll, HERFRBERTHNERNER, ENHELEE
console.redhat.com Z &I, TEEA Insights Operator T4 IP ik B el AR bR A

S FEBEEGE, EMCIERGEIR B NERG FFERFH, B, cluster-
api.openshift.example.com %} cluster-api.<CLUSTER_BASE_DOMAIN>,

LU 7R %28 F openshift-config an & 22 B Y support secret /5 FIRE.

FoRFM

e L) cluster-admin F /7' &5 & % E| OpenShift Container Platform Web &,
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iy =

1. 5fnZ% Workloads — Secrets,
2. % openshift-config T H,

3. {8/ Search by name F %138 support secret, MIRFFE, 1Hmifi Create » Key/value
secret | &,

4. 52 Options 35 , ARG & Edit Secret,

5. ¥ Add Key/Value,

6. fl|#% ) enableGlobalObfuscation #9%#, N true, A= Save,
# A Workloads » Pods

1%+4% openshift-insights 7 E,

9. & insights-operator pod.

10. &3 insights-operator pod, = Options 3 , A5 = Delete Pod.

1. FMZEl Workloads - Secrets.,

2. 1% openshift-insights T H,

3. {8 Search by name FE&#58 obfuscat ion-translation-table secret,
02 obfuscat ion-translation-table secret #77€, N5 MAREHFEE I,

=&, EAILATE Insights Operator 74412 % /insights-operator/gathers.json BJ{E
"is_global_obfuscation_enabled": true,

Heth BT
o HNFEH XM TEL Insights Operator FHEMHEZER, 1ESMH LR Insights Operator W& HIEL
}EQ

4.7. {8 INSIGHTS OPERATOR 5 A BRI =15 ] A F

Insights Operator EHIM OpenShift Cluster Manager S AT EREIRIANF, HIFEEZETE openshift-
config-managed % % 22|71 #Y etc-pki-entitlement secret F1, & BRI RV FINBR 2 LLIET] 1 T2
BIThEE, b THFITEMT N, BiTIIhEE, aTUERMERLIETT HRENAS, MEEREITH
TEME M,
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LRI MR A S, £EEE A 2F M openshift-config fv 4 22 1] support secret ]
=% Insights Operator 2, Red Hat Insights II7E X #l]% ConfigMap X § EE &
Operator, SR FHEEIFEIE, Operator R FEEF L secret WELBMFERE,

Insights Operator & 8 /N 5 AR HEIR B VT RIAF], {B=LAEF openshift-insights 54 22 (] R A9
insights-config ConfigMap * Ri#{TEC B ZH,

_ INEVT P E IR RS AR BRI, FEESATIRE,

=
3
B

o Ax FIHRNAEVINIIEMNESER, 1ESH Red Hat Subscription Central A4 Ay X F 4 H A
A7 RIARR,

e HNFEAXTE OpenShift Container Platform FRERA R LARVIFNFINEZER, HSHEHE
FR s FZINE YT 17,

4.7.. BCEH F IR A5 7] 5 A H]f

& A LUE F openshift-insights %54 Z2 (3] B #Y insights-config ConfigMap % REZE Insights Operator
SANE BRIV R (sca)lFIBPE, NFFANBERE 8 /N#HT, BINREEH insights-config
ConfigMap X RHBE R ARV FIRE, ERILIEREIXA sca [[]fE.

XA SRR T A0 5 A FIBRE T 2 /NS (2h), AT AR RN (h), SNTFIS#h, Bian
2h30m,

FERFH
o FHATIZEERRE (XEBRINXE) .
e LIEF cluster-admin A& A 51553 E| OpenShift Container Platform Web #4515,

e insights-config ConfigMap *| & 777 F openshift-insights #p+Z 22 [A]#,

it

1. #f X\ Workloads —» ConfigMaps #i%f¥ Project: openshift-insights,
2. = insights-config ConfigMap *f RiTH &,
3. = Actions F17%#F Edit ConfigMap.
4. = YAML BB kiR,
5. [ sca B XE N interval: 2h LUEF /NS ARE.
apiVersion: vi
kind: ConfigMap

#...
data:
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config.yaml: |
sca:
interval: 2h
#...

6. mil Save, insights-config config-map 1#1& T E 1T FF.

7. %k config.yaml sca BMMIER T EXE Y interval: 2h,

4.7.2. ZHEHEABRIFHSEA

& LU# A openshift-insights #3422 [A] R # insights-config ConfigMap T 522 i fi B A& 17 IR AR &
Ao

FERFH
o FHATIZEERRE (XEBRINXE) .
e L) cluster-admin F /' &5 &% E OpenShift Container Platform Web &

e insights-config ConfigMap *| & 777 F openshift-insights #p+ 22 [A]#,

AR
1. #f X\ Workloads —» ConfigMaps #i%f¥ Project: openshift-insights.
2. = insights-config ConfigMap *f RiTH &,
3. = Actions F1%4F Edit ConfigMap.
4. =R YAML P iR,

5. EXHA, F sca @BMHiXEH disabled: true,

apiVersion: vi
kind: ConfigMap
#...
data:

config.yaml: |

sca:
disabled: true

#...

6. mil Save, insights-config config-map 1#1& T E T FF.

7. %k config.yaml sca BHRIER S EIXEH disabled: true,

4.7.3. BRAZBIZBEMNEERNZIH RS A

INRZE T HERARTIFIANFIS A, Insights Operator A& 5 AR HMAF L AIIF], Ea ABESLLIT
%Q

FRFH
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it

52

o HATIZEERRE (XEBRINXE) .
e LIEF cluster-admin A& A 5155k E| OpenShift Container Platform Web #5145,

e insights-config ConfigMap *| & 77 F openshift-insights #p+ 22 [A] &,

1. #f X\ Workloads —» ConfigMaps #i%f¥ Project: openshift-insights,
2. = insights-config ConfigMap *f RiTH &,

3. = Actions F%4F Edit ConfigMap.

4. =R YAML A H#ifigt,

5. EX A, ¥ sca BMiXE S disabled: false,

apiVersion: vi
kind: ConfigMap
#...
data:

config.yaml: |

sca:
disabled: false

#...

6. mili Save, insights-config config-map I8 T E 3T 7.

7. %k config.yaml sca BHRIEE S EIXE N disabled: false,



B 5 B WERERHER

55 F WEKEFHE
TEIR R AL B R R R EHE R, AT LAESBhZLIE I fr N IR AT HERR IR R,
BIEIR M
e {#FH oc adm must-gather %55 K HIEIE

o ME—MEEEID

5.1. xF MUST-GATHER T &
oc adm must-gather CLI (s S RIINE R BB FRARFENERFER, 2% :
o FHRE L
o RFEE
FINER T, oc adm must-gather 63 A RINRIEH R, HE A ./must-gather.local,
Ao, EALERSENSRZTHTRBREEFKER, WELITER2 AT :

o EBREE—PHRLNFEINBENEXIEIE, 15EA -image SEHMESR, NLLTER AR,
o -

$ oc adm must-gather \
--image=registry.redhat.io/container-native-virtualization/cnv-must-gather-rhel9:v4.19.15

o EWLEHITHRE, 1E#F M -- /lusr/bin/gather_audit_logs 2%, LTI FTR,
fan -

I $ oc adm must-gather -- /usr/bin/gather_audit_logs

. FRARAMEREAHN—ED, TRWEFITHERFNIHBIKRN,

m 7 Windows BFRT £, &% cwRsync &/ if, FHiRMMEl PATH &£
F, LUMES oc rsync S —iEfE.

L1%i21T oc adm must-gather v, EEHFTIEH P OB — N BREN B FFHIFT pod, 1E1% pod LUK
SHE, FREEHFIIIFEBFEH L must-gather.local FFLBFT B3RS,

flan -
NAMESPACE NAME READY STATUS RESTARTS AGE
openshift-must-gather-5drcj must-gather-bklx4 2/2 Running 0 72s
openshift-must-gather-5drcj must-gather-s8sdh 2/2  Running 0 72s

74, EEILAMEA --run-namespace LU E 67 4 22 (8] FHiZ 1T oc adm must-gather 5,
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o -

$ oc adm must-gather --run-namespace <namespace> \
--image=registry.redhat.io/container-native-virtualization/cnv-must-gather-rhel9:v4.19.15

5.1.1. HAMEZFFIRE BN ERFIE
& A £ oc adm must-gather CLI f5 5 5B X ERNERENFHE R,

MREBREEERRFABEENITEER, FS0H"KWERERUNIEE control plane #1THERERR",
FeREH
o RETLUFEAEZR cluster-admin A& i n & EE,

e B %% OpenShift Container Platform CLI (o€).

T
1. #AEEZ % must-gather HIEH B %,

INREKEEM I EEAIMEF, NFEITHNNT R, MREGENBRHEERE

EB—MEER CA, BolEffiX MEER CARMBEIRKRF . X FEMFFE
BRI E SR, TS ARIAR must-gather BHR1F N IR,

I $ oc import-image is/must-gather -n openshift

21T oc adm must-gather # 5 :

ey
I $ oc adm must-gather

BF

INRIKLL T o FHEZEREME 15 A --image FR&/E 7 must-gather B9—&R4),
ERBEMN B,

E XN FERBRINSIEFE— N control plane T8, AL pod ATRES AR
E|4:F NotReady #1 SchedulingDisabled X2 control plane 77 s,

a. ORELaHRI, B0, ELEFEKEFFIFE pod, NIEM oc adm inspect &% R UNESF
EHRNE R,

: BRI R LRI I M RS B,
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3. MI{EBRHNINIGIER must-gather B RO — L4630, IR IME—BI must-gather 27
R BHATIERE D, AXUAEHRER DMNEBEZER, ESHI{ATE OpenShift S8 EHE
cluster-id & #5, H10, FEFER Linux BAERZRITEN LZ2TUTHS :

$ tar cvaf must-gather-"date +"%m-%d-%Y-%H-%M-%S" -<cluster_id>.tar.gz

<must_gather_local_dir> ﬂ

Q J% <must_gather_local_dir> &1 5255 B T 2 #,

4. EZLIEZ ] PUEBIE PSR TE A, L SN BN R BY S 1= ] R e,

Hth TR

o IWEFERLNEE control plane TR FEHERR

5.1.2. must-gather #7ic

TRAFTEHIRCET AT oc adm must-gather 645,

3 5.1. oc adm must-gather ¥ OpenShift Container Platform fri&

Pric

--all-images

--dest-dir

--host-network

--image

--image-stream

--node-name

wPlee s

oc adm must-
gather --all-
images=false

oc adm must-
gather --dest-
dir="<directory_
name>'

oc adm must-
gather --host-
network=false

oc adm must-
gather --image=
[<plugin_image
>]

oc adm must-
gather --image-
stream=
[<image_stream
>]

oc adm must-
gather --node-
name='<node>'

sk

HEEBERR T A operators.openshift.io/must-gather-image
SEFRBIFRA Operator EARINFFRINE must-gather £1E,

ERFRERENAS EIXE—MEENE R,

1217 must-gather pod /£y hostNetwork: true. R4 E
SMGEERBERKENL SR, NEX,

I EZEi21TH must-gather fHH 5K, MREREBIEE, NIERA
OpenShift Container Platform B2\ must-gather %1%,

EE—1 <image_stream>", {FEMA— & ZE A5 namespace
or name:tag {[H 23— must-gather &4 £217.

REEEANBET R, MRXEHEE, MRAER— R

master,
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w~Plee s

--node-selector

=-=run-
namespace

--since

--since-time

--source-dir

--timeout

--volume-
percentage

oc adm must-
gather --node-
selector="<node
_selector_name

>

oc adm must-
gather --run-
hamespace='<n
amespace>'

oc adm must-
gather --since=
<time>

oc adm must-
gather --since-
time='<date_an
d_time>'

oc adm must-
gather --source-
dir="/<directory_
name>/'

oc adm must-
gather --
timeout='<time>

oc adm must-
gather --
volume-
percentage=
<percent>

5.1.3. W& A X E AR EHE

&0l 877 % oc adm must-gather CLI 955 --image =X --image-stream S35 S AR KER XFE
TheeryiiilfE 2. must-gather TEX R LN, SXFEEERTRBITZITENPDRES N IRERNEIE.

5 5.2. ¥ Ff must-gather 5

Image

56

HEEFEAN—IMEET RILEFESR. UEEEFERNEIKR—H
ST R LR SGE&RN T AR,

must-gather pod M E iz T —PNINERR & 22, 0
REBRE, RER—NIEH B EZEH,

OREILLIEEFEM RIEFNEE. BRI NERS. N TXE
XANThee, WEFEREG, EXHAZMIN, REEFEA since-
time = since 2 —,

NIEHE BEMA EEREIRE, MA(RFC3339)EART. EIA
FWERBEEE. NTXEFXNIIEE, HEERES, BEXHAZND
M, HAEfEF since-time =% since 2 —.

EEEEME S EFIENEIER pod HHI—NRFE B .

eI RIS BRI K E, U, 28s/RER, 0 3s,
5m 5 2h, EEMNABAIRTE. WREEREE, NI I10
paCii

15 7 A F must-gather #J pod D EEEHNHZAE DL, WRE
iXANREI, must-gather 2Z 1S, BHEFIKEREIE.
MREBIEE, MWEINH 30%.
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Image

registry.redhat.io/container-native-
virtualization/cnv-must-gather-rhel9:v4.19.15

registry.redhat.io/openshift-serverless-
1/svis-must-gather-rhel8

registry.redhat.io/openshift-service-
mesh/istio-must-gather-rhel8:
<installed_version_service_mesh>

registry.redhat.io/multicluster-engine/must-
gather-rhel8

registry.redhat.io/rhmtc/openshift-migration-
must-gather-
rhel8:v<installed_version_migration_toolkit>

registry.redhat.io/odf4/odf-must-gather-
rhel9:v<installed_version_ODF>

registry.redhat.io/openshift-logging/cluster-
logging-rhel9-
operator:v<installed_version_logging>

quay.io/netobserv/must-gather

registry.redhat.io/openshift4/ose-local-
storage-mustgather-
rhel9:v<installed_version_LSO>

registry.redhat.io/openshift-sandboxed-
containers/osc-must-gather-
rhel8:v<installed_version_sandboxed_contai
ners>

registry.redhat.io/workload-availability/node-
healthcheck-must-gather-
rhel8:v<installed_version_NHC>

B 5 B WERERHER

A&

OpenShift Virtualization FIZIRINE.

OpenShift Serverless BIEIE IS,

Red Hat OpenShift Service Mesh B IR IS,

FE& control plane BIEIE ISR,

MTC BIEIRIREE.

Red Hat OpenShift Data Foundation B INEE,

AT BEICFHEREEE.

Network Observability Operator BIZ B IS,

Local Storage Operator FUEIRINE.

OpenShift 2 2R R ETEILE.

Red Hat Workload Availability Operator BI%E I
£, 8% Self Node Remediation (SNR) Operator,
Fence Agents Remediation (FAR) Operator.
Machine Deletion Remediation (MDR) Operator.
Node Health Check (NHC) Operator #1 Node
Maintenance Operator (NMO),

INRIRH NHC Operator lRABRF 0.9.0, HHEALER
%o

MEELER, HFEHIEE. RBEMYEY (Red Hat
OpenShift) 4 E Operator "IN EEIE" "B D
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Image

registry.redhat.io/workload-availability/node-
healthcheck-must-gather-
rhel9:v<installed_version_NHC>

registry.redhat.io/numaresources/numaresou
rces-must-gather-rhel9:v<installed-version-
nro>

registry.redhat.io/openshift4/ptp-must-
gather-rhel8:v<installed-version-ptp>

registry.redhat.io/openshift-gitops-1/must-
gather-rhel8:v<installed_version_GitOps>

registry.redhat.io/openshift4/ose-secrets-
store-csi-mustgather-
rhel9:v<installed_version_secret_store>

registry.redhat.io/lvms4/lvms-must-gather-
rhel9:v<installed_version_LVMS>

registry.redhat.io/compliance/openshift-
compliance-must-gather-rhel8:<digest-
version>

pa -3

i

Red Hat Workload Availability Operator BI%E I
£, 8¥E Self Node Remediation (SNR) Operator,
Fence Agents Remediation (FAR) Operator.
Machine Deletion Remediation (MDR) Operator.
Node Health Check (NHC) Operator #1 Node
Maintenance Operator (NMO),

INRIEBI NHC Operator kA4 0.9.0. Sk S hR A,
TEE AR,

MEELER, HFEHIEE. RBEMYEY (Red Hat
OpenShift) 4 E Operator "IN EEEIE"EB2 .

NUMA Resources Operator (NRO) FIEIEINE.

PTP Operator FIEEINEE,

Red Hat OpenShift GitOps B IE IS,

Secret Store CSI Driver Operator BRI,

LVM Operator BIEIE IS,

Compliance Operator BIZIE &,

ZBE OpenShift Container Platform AHHRRBIRITARA, 1HSHHLLIEER S 1 MG

-

FRFH

B9 OpenShift Operator 43 EHA BT,

o RETLUFEAEZS cluster-admin A& i A& EE,

e B %% OpenShift Container Platform CLI (o€).

T
1. # ATZf% must-gather 21IEH B %,
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. FE—15% —-image = --image-stream #0217 oc adm must-gather £,

o EINEMRRFEINGEHIEA BN must-gather 3B, HHI0 --image-
stream=openshift/must-gather 23,

o HXINEHXBE Y Metrics Autoscaler WEIRMIIENE, H5E TEMMMNTE
TRERY .

fBlgn, FERLLT SRR ERFEIEF OpenShift Virtualization FHFERF R :

$ oc adm must-gather \
--image-stream=openshift/must-gather \ ﬂ
--image=registry.redhat.io/container-native-virtualization/cnv-must-gather-rhel9:v4.19.15 g

ﬂ 2R\ OpenShift Container Platform must-gather £ {5

9 OpenShift Virtualization B9 must-gather 53§

&7 LU must-gather TESHASEIREER, LURESE S OpenShift Logging #1 Red
Hat OpenShift Logging Operator #XBIEHE, *fF OpenShift Logging, iZ{TLAT &4 :

$ oc adm must-gather --image=3$(oc -n openshift-logging get deployment.apps/cluster-
logging-operator \

-0 jsonpath="{.spec.template.spec.containers[?(@.name == "cluster-logging-
operator")].image}')

il 5.1. OpenShift Logging B must-gather it =l

—— cluster-logging
——clo
| |F—— cluster-logging-operator-74dd5994f-6ttgt

| F—— clusterlogforwarder_cr
| fF——cr

| pb——csv

| F—— deployment

| L—— logforwarding_cr

I

|

|

|

|

|

| |F—— collector

| | F—— fluentd-2tr64

| F——eo

| | B——csv

| | p—— deployment

| | L—— elasticsearch-operator-7dc7d97b9d-jb4r4
|
|
|
|
|
|
|
|

——es

| |F—— cluster-elasticsearch

| F—— aliases

| F—— health

| F——indices

| F—— latest_documents.json
| F——nodes

| F——nodes_stats.json

| L——thread_pool
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cr
elasticsearch-cdm-Ip8I38m0-1-794d6dd989-4jxms
logs

—— elasticsearch-cdm-Ip8I38m0-1-794d6dd989-4jxms

[

—— install

—— co_logs
—— install_plan
—— olmo_logs

L—— subscription

L kibana

F——ocr
—— kibana-9d69668d4-2rkvz

—— cluster-scoped-resources
L——core

F—— nodes

—— ip-10-0-146-180.eu-west-1.compute.internal.yaml

L persistentvolumes

—— pvc-0a8d65d9-54aa-4c44-9ecc-33d9381e41c1.yaml

F—— event-filter.html

—— gather-debug.log
L namespaces

—— openshift-logging

—— batch

—— core

| |—— elasticsearch-im-audit-1596020400-919n4.1626341a2af81bbd.yaml

| |—— elasticsearch-im-infra-1596020400-v98tk.1626341a2d821069.yaml

| |—— elasticsearch-im-app-1596020400-cc5vc.1626341a3019b238.yaml

| |—— elasticsearch-im-audit-1596020400-s8d5s.1626341a31f7b315.yaml

| |—— elasticsearch-im-infra-1596020400-7mgv8.1626341a35ea59ed.yaml
—— events.yaml

—— persistentvolumeclaims.yaml

—— pods.yaml

—— replicationcontrollers.yaml

—— secrets.yaml
L—— services.yaml

—— openshift-logging.yaml
—— pods

60

|
|
|
|
|
| F——apps
| | |—— daemonsets.yaml
| | |—— deployments.yaml
| | |—— replicasets.yaml
| | L—— statefulsets.yaml
|
| | |—— cronjobs.yaml
| | L——jobs.yaml
|
| —— configmaps.yaml
| —— endpoints.yaml
| —— events
| | |—— elasticsearch-im-app-1596020400-gm6nl.1626341a296c16a1.yaml
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|

—— cluster-logging-operator-74dd5994f-6ttgt

| |F—— cluster-logging-operator

| | Y—— cluster-logging-operator

|| L——logs

|| —— current.log

|| —— previous.insecure.log

|| L—— previous.log

| L—— cluster-logging-operator-74dd5994f-6ttgt.yaml
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—— cluster-logging-operator-registry-6df49d7d4-mxxff

—— cluster-logging-operator-registry
| L—— cluster-logging-operator-registry
| L—logs
| —— current.log
| —— previous.insecure.log
| L previous.log
—— cluster-logging-operator-registry-6df49d7d4-mxxff.yaml
L— mutate-csv-and-generate-sqlite-db
L—— mutate-csv-and-generate-sqlite-db
L—logs
—— current.log
—— previous.insecure.log
L—— previous.log

—— elasticsearch-cdm-Ip8I38m0-1-794d6dd989-4jxms
—— elasticsearch-im-app-1596030300-bpgcx

—— elasticsearch-im-app-1596030300-bpgcx.yaml
L— indexmanagement
L— indexmanagement
L—logs
—— current.log
—— previous.insecure.log
L—— previous.log

—— fluentd-2tr64

—— fluentd
| L——fluentd
| L——logs
| —— current.log
| —— previous.insecure.log
| L previous.log
—— fluentd-2tr64.yam|
L—— fluentd-init
L—— fluentd-init
L—logs
—— current.log
—— previous.insecure.log
L—— previous.log

—— kibana-9d69668d4-2rkvz

—— kibana
| L——kibana
| L——logs
| —— current.log
| —— previous.insecure.log
| L previous.log
—— kibana-9d69668d4-2rkvz.yaml
L—— kibana-proxy
L—— kibana-proxy
L—logs
—— current.log
—— previous.insecure.log
L—— previous.log

L—— route.openshift.io
L— routes.yaml

L—— openshift-operators-redhat
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3. ERA—1=% 1 --image =X --image-stream Z#;21T oc adm must-gather 5%, 40, EHA
U ep BRI IR BN SR B EUEH KubeVirt HFEE R -

$ oc adm must-gather \
--image-stream=openshift/must-gather \ ﬂ
--image=quay.io/kubevirt/must-gather

ﬂ 2R\ OpenShift Container Platform must-gather £ {5
9 KubeVirt B must-gather &
4. MIAEB kA NINI AR must-gather B RO — N4, HBIRIMHE—BI must-gather 27
REBHAMEEE D, BRI ERER IDWESER, 1HSHU{UE OpenShift S£AF L E]
cluster-id &5, 180, FEER Linux BERZMITEN LIZTUTHS :

$ tar cvaf must-gather-"date +"%m-%d-%Y-%H-%M-%S" -<cluster_id>.tar.gz
<must_gather_local_dir> ﬂ

Q J% <must_gather_local_dir> & 5255 B T 2 #,

5. FLMEZE S 1 MISEIE SR TIE A, S48 4 IR R SR AR,

HbBR
e HE X Metrics Autoscaler W& i #1E,

® Red Hat OpenShift Container Platform 4 EHIER

5.1.4. WEMZ B E
RE] RSB R IARE T  E I E % B 7,

it =

1. {1 -- gather_network_logs i21T oc adm must-gather 343 :

I $ oc adm must-gather -- gather_network_logs

EINER T, must-gather TEMEEHIFTE T U OVN nbdb #1 sbdb %
&7, ANh0 -- gather_network_logs 477, FHEEESE OVN nbdb #iEER
OVN-Kubernetes E55B%I4 B 5.

e

2. MIEBRHNINIGIER must-gather B RO — N E4ES . HBIRIMHE—BI must-gather 27
R BHATIERE D, AXUAEHRER DMNEBEZER, ESHI{ATE OpenShift S8 EHE
cluster-id & #5, H10, FEFER Linux BAERZBITEN LZTUTHS :

$ tar cvaf must-gather-"date +"%m-%d-%Y-%H-%M-%S" -<cluster_id>.tar.gz
<must_gather_|ocal_dir>ﬂ
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Q % <must_gather_local_dir> & 15257 B 7 4 #F.

3. HLMEE S I MISEIE SR TIE A, S4B RO S R AR,

5.1.5. Bl must-gather Z#% Rl

% {#F oc adm must-gather e SRR, ERNRIINRAEEEARNEMHEIEN 30%, AE
30% PRIEfE, BEsmAl, WEIRNEL, KEINERSTHREHWAEE R, BERIZIT must-
gather 8%, BMEE—NEEEZLHEMBTEND SR, FFHESRKEB DL,

KRB AZEFEMERSE, MAERELLTREIBERER.

it Bl

I Disk usage exceeds the volume percentage of 30% for mounted directory. Exiting...

FeREH
o RETLUFEAEZR cluster-admin A& i A& EE,

e B% %k OpenShift CLI (oc).

it

e {#FH volume-percentage /71217 oc adm must-gather ©85 ., #{ERAEHBIT 100,

I $ oc adm must-gather --volume-percentage <storage_percentage>

5.2. KEXEEEE ID

ERAIEXFHREE RN, RUESHNE —ITMARRBEERE, ELUER OpenShift Container
Platform Web ##I& BB 7K ID, AR LAER web #5153k OpenShift CLI (oc) FTIKEREEF
D,

FeREH
o ATLUFEAEA cluster-admin BA&IAE iR EE,

o RETLLIA ] Web 2R & %% T OpenShift CLI (oc).

AR
o {HM Web #HIAFF X Fn L 3 BEhEFEEEE D
a. MIEESME (?) help Fi%F Share Feedback,
b. M Tell us about your experience & 0 # 52 Open a support case,

o {HM web #HIAFINIRENER ID :

a. 1 AZl Home - Overview,

b. Z{HEIETE Details 789 Cluster ID T,
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e Z{FF OpenShift CLI (oc) FKEXZEEf ID, HiZITLA TS :

I $ oc get clusterversion -0 jsonpath='{.items[].spec.clusterID}{"\n"}'

5.3. X F SOSREPORT

sosreport —“™"M Red Hat Enterprise Linux((RHEL)#0 Red Hat Enterprise Linux CoreOS(RHCOS)%
SWEREIFE. REGEEMZIEIENIER, sosreport &1t T —FITER A ERINER KT B2k
& 2B LR AR LIIE ST R LU AT I2 |,

E—EERT, LIEXFATRESERENREE OpenShift Container Platform 7 s I 5 sosreport 744,
flan, BN UREFSEEERS HEHEMEE IIETE oc adm must-gather Hij BB FH0 F 77 s BIRFE K
?EO

5.4. /) OPENSHIFT CONTAINER PLATFORM &2 17 R 5 SOSREPORT
JBL =

 OpenShift Container Platform 4.19 &8£™7 s 4 X sosreport FIE1 &2 @iT debug pod.

FeREH
o ATLUFAEA cluster-admin B&MAE iR EEE,

o MEBEZEHEEIEMNB SSH 1 IR,
o B &% OpenShift CLI (oc)

o (mELIEIET HREHIT I,
o MAELLIBES 1/ Rk,

o MEA—NIEZFFRIF A ID,

1. REREEF T RIS ¢

I $ oc get nodes

2. EEWHTREH A= debug Rif. HHFERELHFIMEH—1 % <node_name>-debug HJ
debug pod:

I $ oc debug node/my-cluster-node

EIE B PR | i AT E NoExecute SR debug &1, 1EME dummy & ZERIN—NE
FR, FF7E dummy a4 22 (B F/E5h debug pod :

I $ oc new-project dummy

$ oc patch namespace dummy --type=merge -p '{"metadata": {"annotations": {
"scheduler.alpha.kubernetes.io/defaultTolerations": "[{\"operator\": \"Exists\"}]"}}'
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o5 5 & WERERRUE
I $ oc debug node/my-cluster-node

3. ¥ /host i% &7 debug shell AR B, debug pod 1E pod 1 /host F#EE EHLHI root ST
RT5, [FREFH /host, ERILLETENTHITREPSEH ZFHHISTH -

I # chroot /host

1247 Red Hat Enterprise Linux CoreOS (RHCOS) B OpenShift Container
Platform 4.19 £ S AR 2, ©HHiF Operator XN AEBHENR, FEVUFER
SSH i RIERTT R, B2, R OpenShift Container Platform APl RATf, =
kubelet ZEB IR T mLTTEIE R THE, oc BIEFSZRIRN, TXMERT, L
{58 ssh core@<node>.<cluster_names.<base_domain> 31777 s,

4. J55) toolbox B2y, HATIEIZIT sosreport FTEEHI — 3 &I ST FNIEHF -

I # toolbox

==
INR—NBEFED toolbox pod E1E;217, Il toolbox fiw&fiH 'toolbox-'

already exists.Trying to start....{# F§ podman rm toolbox- fiifR EE7EiZ T8
toolbox® 28, FHEMITHI toolbox B2 LU 72 sosreport 3& {4 H TR,

5. I5% sosreport 914,

a. 1517 sos report t84y, 1E crio Il podman EIRE N ERFEHEPREE :

ié/
I # sos report -k crio.all=on -k crio.logs=on -k podman.all=on -k podman.logs=on ﬂ

Q -k AL EEERINEZ S E L sosreport EESEL,

b. Ak : BEEAXMEFT SH OVN-Kubernetes MAZEEMIER, HZTUTHS :
I # sos report --all-logs
c. IR7NE1R Enter BEARLL,
d. IRELIEZFFREE ID, sosreport I ID RINEIFREHISTE L,
e. sosreport HiHIRME T IRBIAIER checksum, AT RAIHH 51 A #FAEHE ID 01234567:

Your sosreport has been generated and saved in:
/host/var/tmp/sosreport-my-cluster-node-01234567-2020-05-28-eyjknxt.tar.xz ﬂ

The checksum is: 382ffc167510fd71b4f12a4140b97a4e

sosreport IS ERETE chroot IfEZ 4, EH toolbox BEFRTE /host HEFEA
BIAR B %,
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6. HRALUTAEZ —NAIEZFFiRH sosreport TR LU 2 #T,
o i E{EBIMALLIEZ R,

T oc debug node/<node_name> i 1f%E sosreport /914, FiFhiHEEREISH
LSRRI 2R LIATH oc debug &1F -

a.

node-01234567-2020-05-28-eyjknxt.tar.xz' > /tmp/sosreport-my-cluster-node-

:"i/

#,

$ oc debug node/my-cluster-node -- bash -c 'cat /host/var/tmp/sosreport-my-cluster-
01234567-2020-05-28-eyjknxt.tar.xz )

debug BEF ENBIR B FHEEEF /host, EIRERFIERMBIIXHERN, 518
debug BERMIIR B RILXTRE, S1E /host,

1217 Red Hat Enterprise Linux CoreOS (RHCOS) By OpenShift
Container Platform 4.19 &8 TT RA T2, BRI TF Operator KN AL
BE, TEBUER scp MEEET =X sosreport 714, HZE, MR
OpenShift Container Platform API REFH, 5 kubelet £ B 517 mLTTE
EETE oc BIEREZRIRM, EXFERT, ATLURITIZTT scp
core@<node>.<cluster_names.<base_domain>:<file_path>
<local_path> M7 52 2l sosreport V3143044,

b. EZIIEZE 1 LB Customer Support Tl it ABIA B3 AIRI

c. 1%&H Attach files FHIRIR = EE 4,

5.5. #Z11 BOOTSTRAP T B &
INREE| S bootstrap #HXBIA#, BILLM bootstrap 17 mUii& bootkube.service journald 5 5t B & #]

g%%aljl:lz\o

FoRFM

o BEHZ| bootstrap 1 s SSH 1 AT R,

o EH bootstrap T RHITLREE A,

it

1. 1£ OpenShift Container Platform Z&&i1 21, #1f] bootstrap 17 s bootkube.service
journald =5t A, & <bootstrap_fadns> E iy bootstrap 7 mMTEREE S :

I $ ssh core@<bootstrap_fqdn> journalctl -b -f -u bootkube.service

L

p= =
bootstrap i s L #) bootkube.service HE & i etcd connection refused %%

&, IXFR bootstrap BRZ5 83 TTiATE control plane 17 s Li%# %l etcd, EEN
control plane TR E/F5) eted BT REMAKEGE, HRNIZREL,

66


https://access.redhat.com/support/cases/#/case/list

B 5 B WERERHER

2. f#F bootstrap 7 s LH podman M bootstrap T AR INEHE. ¥ <bootstrap_fqdn> &ift
1 bootstrap 1 TR EE A :

$ ssh core@<bootstrap_fqdn> 'for pod in $(sudo podman ps -a -q); do sudo podman logs
$pod; done'

5.6. HifEEE T = JOURNAL B
&R ATEIRIT SR BE T 289 /var/log U journald H ot HEFE AR B,

FeREH
e LAMEREA cluster-admin & &I i 0] £,

B&% OpenShift CLI(oc).
o APIBRSSMIA T LAIE & T,
o MEZEBEIENB SSH ViRIFER,

it =

1. &l OpenShift Container Platform £2%77 89 kubelet journald BT H&. LU FRHEIEH
control plane 775 :

I $ oc adm node-logs --role=master -u kubelet ﬂ

e kubelet : RIFFEEMUETINHMETTHE,

2. MEBT =L /varllog/ THREFBERERRE.

a. KEX /var/log/ FERHMENHEEIR. LLTRAEIFIHFE control plane 77 s _EHY
/var/log/openshift-apiserver/ IS4 :

I $ oc adm node-logs --role=master --path=openshift-apiserver

b. K% /var/log/ FEEHMEERR, UWTFRAIHEEBRE control plane 77 sy
/var/log/openshift-apiserver/audit.log A& :

I $ oc adm node-logs --role=master --path=o0penshift-apiserver/audit.log

c. MR API TEEBIIE, 5HEASSH REEBNTRLEMAR, UTRAIZ
/var/log/openshift-apiserver/audit.log FIEEHIA A :

$ ssh core@<master-node>.<cluster_names>.<base_domain> sudo tail -f
/var/log/openshift-apiserver/audit.log
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cak

1217 Red Hat Enterprise Linux CoreOS (RHCOS) B OpenShift Container
Platform 4.19 &8 MR AI2F, BKIITF Operator KN FAERBEN, FEIX
5 SSH Vi RI&REE T M, EZ 0B SSH INEZRTEERT, 151217 oc adm
must gather &AMt oc BB ENREATURMEBHEIE, B2, MR
OpenShift Container Platform API "I f, =K kubelet £ B IR T R EFTIEIE
BILF, oc BIERAEZEIRMN, EXMIERT, JLUER ssh core@<nodes.
<cluster_name>.<base_domain> 3 1ijj[7]77 s,

5.7. M4ZBER A5

WEMLLBER (UHESHRICKNFER) B LAEEBILIIE ST REXT R4S [nl A 1T S FE HERR

OpenShift Container Platform SZ#LAM A RHTHLSEER, BEE TR EFEFEENEENSE,
7= 5.3. XRNIBERZBER A X

Ak L= HIThAEE

WEENMLEER — EAUE—IHENT R ERREENR FHUTEIE SR, El R ERFEN H,
BRI S R MTY R HEIE F imilas.

ISR ABERR S IR F AR A MAEE M M RE. TRIESEIR, HUTHRA L HErR
&, F{ERBEKIZHRE,

M OpenShift BRAILE— DT RH— N BRPHTHRESHRK, BTUUREARZ1T tcpdump &
Container 4, LMEET LURSIBURE SRR A,

Platform 7 &

BRI LB ER BRI UFIEohEIEamK, MmLMSBENE AEFIEEREaSmRK.

(trace)
b 5% A cat 50 shell EEMANBIEEMNT RSB RHAHRIESEFREE M IHITEN
x,

5.8. W& EN LB ER
B, BIERZEEFRIHEKZAN T m EMEEE L T 5 M4 <M n] B EHERR

& LU#E A oc adm must-gather #3570 registry.redhat.io/openshift4/network-tools-rhel8 & 2357 {5
HAERBERE T RNEIES. DR TE BN ML B(E A AT EEHERR,

oc adm must-gather &% B FERE 17 = L pod HiZ21T tcpdump %4, tcpdump &40 pod A
HIRMEIEE, % tcpdump 5 EHA, oc adm must-gather &85 &AM pod HIKHIEIE S L HBIE
HIE iRl ER.

b7

LU R R RAlar 85 7 A tepdump s SHITRIEE IR, B2, ETUE -image ZHHIEE
MAREGEPZITERNGS, UERNMESDT RUEHIEHIRES.

SeRFH
e LIEF cluster-admin A& A 5155k E| OpenShift Container Platform,
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55 5 = WEESREUR
e B% %k OpenShift CLI(oc).

AR
1L BTG S, ARELET RLZTRE TN RSRETESHIX

$ oc adm must-gather \
--dest-dir /tmp/captures V/ <.>
--source-dir '/tmp/tcpdump/' V/ <.>
--image registry.redhat.io/openshift4/network-tools-rhel8:latest V/ <.>
--node-selector 'node-role.kubernetes.io/worker' V/ <.>
--host-network=true V/ <.>
- tlmeout 30s V/ <.>

tcpdump -iany V/ <.>
-w /tmp/tcpdump/%Y -%m-%dT%H:%M:%S.pcap -W 1 -G 300

<> --dest-dir 25 E oc adm must-gather IR S H K EIEN FE w2 L
/tmp/captures BB 5kf, ERILIEEEM AT EBHR, <> % tcpdump £ oc adm must-gather
JATHETEY debug pod HIZ1THS, --source-dir S35 E IR S KMIHET Z6E7E pod LY
/tmp/tcpdump BkA, <> The --image S#HIEE DS tcpdump i SRR K. <> --node-
selector S RAIEIEETE pod LB /tmp/tecpdump B X HUTEIEEHIK, ENERAR,
& A LIEE --node-name S M AR EN T m LI THIES K, MNREE --node-selector
0 --node-name ¥, NIEUEDHIRFERE TV R LEHIT. <> --host-network=true S 2 i)
FH, LUMEET SIMLEO LHITEIB S/, <> --timeout ZEFN{ETEEIZ1T debug pod i
B 30 7, INRRAIETE --timeout SEFIFLNT A, NI debug pod &IZ1T 10 %, <> -i any
SHAT tepdump &4, IBEMKAAEMSED LNEED, FHERAR, ETLIEERML
BEOAM,

2. PUTUIIR Web N AFRIE, ERMZBEREIREIE AL W24 & (5 )&,
3. #%& oc adm must-gather M pod X% F imA 25 B BURE SR U -

tmp/captures
F—— event-filter.html

—— ip-10-0-192-217-ec2-internal )
| L—— registry-redhat-io-openshift4-network-tools-rhel8-sha256-bca...
| L 2022-01-13T19:31:31.pcap
—— ip-10-0-201-178-ec2-internal @)
| L—— registry-redhat-io-openshift4-network-tools-rhel8-sha256-bca...
| L 2022-01-13T19:31:30.pcap

F—ip-...

L—— timestamp

m&%&@ﬁfﬁﬁﬁjﬂ IENB. BERNXELE TP, MNREREIEE --node-
selector 2%, N|EHRH B EXHHFEFE,

5.9. M\ OPENSHIFT CONTAINER PLATFORM 7 s & 25 INE M L& B8
(TRACE)
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FEHES ML XB OpenShift Container Platform [, ZLIER BE& MRFER] OpenShift Container
Platform &8 1T R MEFE R 2RI RS EIEEERR, 7E OpenShift Container Platform ARIEIEM4
trace BB 75 /E 281 debug pods

FTRFH

it

70

4.

A LMFEAEA cluster-admin B &I 15 £ %,
B&% OpenShift CLI(oc).
REeB— MR REFRIEE 1D,

EBLNEVRAET A E T 1,

=

EBLZIEE ] Bk,

=

EHREB B EHE SSH Ui FITLRR,

IRENERRE T RFUK -

I $ oc get nodes

. BT REHA— debug Rifi. FEREEHIE N —1 %N <node_name>-debug I

debug pod:

I $ oc debug node/my-cluster-node

15 /host 1% debug shell IR B, debug pod £ pod 1 /host #EH EHAY root XHF
Yio [HREREBCN /host, EAILLZTENAIHUTIRZE RS E/ ZHHISTH -

I # chroot /host

k

-

1217 Red Hat Enterprise Linux CoreOS (RHCOS) B OpenShift Container
Platform 4.19 £ S AR 2, ©HHiF Operator XN AEHENR, FEVUFER
SSH i RIERETT R, B2, R OpenShift Container Platform APl RaEf, =
kubelet ZE BT T mEFEIERE T, oc BIENASZRIF M, EXMIERT, "L
{58 ssh core@<node>.<cluster_names.<base_domain> i/ [7] 77 s,

£ chroot PR & IR T RIEO AT

I #ip ad

5. J55) toolbox F2%, HAGIEIZ1T sosreport FrEs B Z &l ST FIIE M -

I # toolbox



B 5 B WERERHER

INR—NBEFED toolbox pod E1E;217, Il toolbox fi & fiH 'toolbox-'
already exists.Trying to start.... Z# & tcpdump HIL A&, EEA podman
rm toolbox- fIFRIEFEIZITHI toolbox 25, FHEMFT toolbox B 2s.

6. IEEMT 2d /535 tecpdump 1E, FHiFHEEERERRSEH, XNRBIEER ens5 1 h#EO
ZF5

$ tcpdump -nn -s 0 -i ens5 -w /host/var/tmp/my-cluster-node_$(date +%d_%m_%Y-
%H_%M_%S-%Z).pcap )

ﬂ tcpdump ﬁﬁi{q:ﬁg E Chroot EZ;iE,Z% % tOO|bOX ?é?%%%& /hOSt EF'T%?@ZIHLE’\]*E
A%,
7. MR R EBBESBEE topdump I, HRIRU TSR,

a. AEBIrA25 ID, chroot host 5T iX—4 A H crictl 85, E M toolbox B231E /host
RIEHENAREF -

I # chroot /host crictl ps

b. FAERZRMIIIZ ID. EABIH, &L ID 2 a7fe32346b120:

I # chroot /host crictl inspect --output yaml a7fe32346b120 | grep 'pid' | awk {print $2}'

c. ER#HB LB tepdump 1%, FEHEEEREHEKA IS, AFIFEH 49628 1E R
##2 1D, ens5 %?&D%ﬂ\ nsenter e A BirH RN R 22 B FHEMRLEE P TH
. R NARF BB IR — NBRHIHIR ID, tepdump 5 MENIER SR ZZ2E F

1217 :

# nsenter -n -t 49628 -- tcpdump -nn -i ens5 -w /host/var/tmp/my-cluster-node-my-
container_$(date +%d_%m_%Y-%H_%M_%S-%Z).pcap ﬂ

tecpdump IS BRRAE chroot IMEZ 4, EH toolbox BERRTE /host FIEHEA,
BIAR B %,
8. HRLTAZEZ —MALIEZFFIRME tepdump IR STHFH T DM,
o [ EEEIIBLNESFFIRFEA,

a. iB17 oc debug node/<node_name> 45 H%E sosreport 714, FIEHIHEER IS4
B, S EBREEERHELEIN oc debug £1F :

$ oc debug node/my-cluster-node -- bash -c 'cat /host/var/tmp/my-tcpdump-capture-
file.pcap' > /tmp/my-tcpdump-capture-file.pcap ﬂ

ﬂ debug BHRIFEHMIE B FHEH T /host, EIEERTEEMB IR 4R, 318
debug BERHIIR B KB4 ERR, SE /host,
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cak

2 3

1217 Red Hat Enterprise Linux CoreOS (RHCOS) By OpenShift
Container Platform 4.19 &£ R A2, BRI TF Operator kN AL
BEWM, FEBUUEA scp MERFT = (FHi tepdump #3324, BZ, M
£ OpenShift Container Platform API A A f, = kubelet BRI £
TEEETE, oc ENEZEIRM, EXMBERT, "ILLZTT scp
core@<node>.<cluster_names.<base_domain>:<file_path>
<local_path> M— 77 =&l tepdump K

b. EZIIEZE 1/ ML) Customer Support Tl it NI B3 AIRI

c. 1%H Attach files FHIRIR = L4 F,

5.10. NZLIE X iR 12 BT8R

TEf# R OpenShift Container Platform [AJIRf, ZLHERIBER B RIEFFIZREE LE B2 iF A @i H d, ATLL
WL LR R ] P ST 44 1% B S 45 (] L L AR,

FeREH
o RETLUFEAEZS cluster-admin A& i A& EE,

o B%% OpensShift CLI (oc) .

=

o EMEEAEFIEHAE SSH I FIHR.

=

o MBLIEVETT @ MIT I,

=

o [MBLMEES I RIIK .

o MEA—NIEZFFFF A ID,

it =
o SEILIMEE T MIS T2 TR £ 1% BB LIS S I R

a. {3 oc debug node/<node_name> % E—> OpenShift Container Platform i sm &
BWIZEXE, FNREEERRIXHS, LUTRENE debug BEs#H 8 /host/var/tmp/my-
diagnostic-data.tar.gz £ %%l /var/tmp/my-diagnostic-data.tar.gz:

$ oc debug node/my-cluster-node -- bash -c 'cat /host/var/tmp/my-diagnostic-data.tar.gz'
> /var/tmp/my-diagnostic-data.tar.gz ﬂ

debug BAFENMIRE FHEHEET /host, FEIRER T HEEMBIIXMHE, 51 debug
BERHRE R4 ERE, B3 /host,
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B 5 B WERERHER

k

p= =1

1217 Red Hat Enterprise Linux CoreOS (RHCOS) B OpenShift Container
Platform 4.19 &8 MR AI2F, BKIITF Operator KN FAERBEN, FEIX
5 scp MEEFT L HistF, B2, 0R OpenShift Container Platform
API AT [, = kubelet #E B3 T R EFSRIE® TE, oc BIEEZ RN,

EXMERT, TLUER scp core@<nodes.<cluster_names.
<base_domain>:<file_path> <local_path> M\—7 R E Fi2 B ST

b. EZIIEZE 1 MiLEY Customer Support T1E it NI B IF AIRI

c. 1EH Attach files FHIRIR = EE 14X F,

5.11. = F TooLBOX

toolbox 2 —“NE Red Hat Enterprise Llnux CoreOS (RHCOS) RZiEFIABR/NWIE, ZTEFEM
FEEI B E121T sosreport Fa SR Z 5 X FiE A A 25

toolbox FENTEBANZWE ZLIERHHERMSLAEXE. B2, NMRFRHANZITIE, &9
LA I0 RPM B @S2 TR ST i TR BRI B iR,

5.11.1. [FEE B L ZEE toolbox B2s

KILNER T, 21T toolbox w43 registry.redhat.io/rhel9/support-tools:latest 53 /&5 1 — N B 25,
ZHRGBOEREANIHIRE, IREFE—IMTERGN—BINZIFIERKERETERT R
1B, TURZERANT TS,

FRFM

e B.{#MH oc debug node/<node_name> #5517 7] 77 &,

o RALUFEAER root INRMI A i R IE I RS,

it

1. Ff /host %7 debug shell FEJIRE 5%, debug pod 7£ pod FHY /host FRIEEENLE root TR
Gt FRERZN /host, EAILLUETENAIHATIR R PSS/ Z 5S4 -

I # chroot /host

2. B3 toolbox B2 :

I # toolbox

3. REFANNTMHSE, 90 wget:

I # dnf install -y <package_name>

5.11.2. {§ A toolbox /& B A&

KILNER T, 21T toolbox w4 {# A registry.redhat.io/rhel9/support-tools:latest 53 /&5 1 — N B 25,
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&R L& )32 toolboxre X FHIEEEIZTHHERR S EMER. B2, OpenShift

Container Platform 4.19 R #HZ1TIHRAH support-tools #{%, 10
registry.redhat.io/rhel8/support-tools:latest,

FRFH

e Z#/ oc debug node/<node_name> #3451/ [R) T m.
o EALMERER root HRBIF F I A IEHIRSE,

it =

1. ¥ /host % debug shell HEIR B %, debug pod £ pod HBY /host H#E#E EHH root XHEF
Yio FHREREBUN /host, EAILLZITENAIHUTIRZE RS EM ZHHISTH -

I # chroot /host

2. Hik : REFEFEABNHERM ARG, 1E7E root BF IDWEBRHOE—D
toolboxrc XX {4, FiEEHRITHE :

REGISTRY=quay.io (1]
IMAGE=fedora/fedora:latest g
TOOLBOX_NAME=toolbox-fedora-latest €)

ﬂ ik - IEEB AR registry,

® =

EE LGN BREE.
9 A% 1 $57E toolbox BEMENRETR.

3. BIALLTESEE) toolbox B :

I # toolbox

v p= Y=
INR—NBEFED toolbox pod E1E;217, Il toolbox fiw&fiH 'toolbox-'
already exists.Trying to start....”}y 7 &% sosreport #f{ H IR &, &R

podman rm toolbox- fflBR IE1Ei21THY toolbox 2%, ABEMKFTHI toolbox &
2o
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56 B REMMBEL

6.1. [ AR A AR A XS RS LS REF VAR

& A LR &1 clusterversion BHREFREL— 4 OpenShift Container Platform SRR AIA& B S A5 B4R,

FRFM

e LAMEREA cluster-admin & &I i 0] £ 8,

B&% OpenShift CLI(oc).

. BIWERRA, ATAM. BTN EUREIRE

I $ oc get clusterversion

it Bl

NAME VERSION AVAILABLE PROGRESSING SINCE STATUS
version 4.13.8 True False 8h Cluster version is 4.13.8

IRENERRRIIAG. BT AMRIER BIC KAV I

I $ oc describe clusterversion

Ll N |
Name: version
Namespace:
Labels: <none>

Annotations: <none>
API Version: config.openshift.io/v1
Kind: ClusterVersion
#...
Image: quay.io/openshift-release-dev/ocp-
release@sha256:a956488d295fe5a59¢c8663a4d9992b9b5d0950f510a7387dbbfb8d20fc5970ce

URL:  https://access.redhat.com/errata/RHSA-2023:4456
Version: 4.13.8

History:
Completion Time: 2023-08-17T13:20:21Z
Image: quay.io/openshift-release-dev/ocp-

release@sha256:a956488d295fe5a59c8663a4d9992b9b5d0950f510a7387dbbfb8d20fc5970ce

Started Time: 2023-08-17T12:59:45Z

State: Completed
Verified: false
Version: 4.13.8
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5B 7 E IEHkR

7.1, REEEHERR

7L BERRAEERELE

L% OpenShift Container Platform ZE[FIRIIE1TERFEBERRES, RTLUGERE AESRIAE RPN
Fl, RE, RRSFIZNBREXZMEEE,

OpenShift Container Platform RS2 GIELU TN ER :
1. BI& Ignition BE & ST,
2. bootstrap #2885 I FFFIEFEE control plane #1288 | S AT EHIILIE FHR.
3. control plane HL23M bootstrap #2831k EULAR ¥R FH 52 E 51,
4. control plane #2318 F bootstrap Hl2s2HK etcd &%,
5. bootstrap H28FE A etcd B FBNImAT Kubernetes control plane,
6. IImH} control plane 4 ££15% control plane JHE %! control plane #1825,
7. Ikt control plane k#l, FIFEHITNER 45 £ 7% control plane,
8. bootstrap #123F OpenShift Container Platform H4&FRINEI4E 148 control plane,

9. LR KM bootstrap Hl2%.

1. control plane LA—%H Operator I RN REHMARS .

2. ERTHHEEARZFENERAY, SRAEZIFHIIEH IR worker 125,

71.2. AP EmABEMRL R RERED

BNRE S EHEARERFBENEMRN, W FRERFBHOEMRIINER, OpensShift Container
Platform A ERERHMAA AT, LERERALG. BETHE, TLUERALEREGRBEMNATE
BEETZRI,

IR BT LATE B IR AR BRI ZRM) _E R % OpenShift Container Platform 4.19, MREFERIXNRES X,
HREBEAMBENEMBNEREXEINRE. HH, EREMEEEUTE

e #FE Red Hat Enterprise Linux (RHEL) 48R40 RBIRE R E SR E AR SS SFE S E U
EREE AT LUK 1889 Red Hat Enterprise Linux CoreOS (RHCOS) i E B 7,

o REEMELHNENRRTEAET " RRFRAPLERE, BRGIEREFE BT FIRER
ENTRCIHENEHRE,

o MRZ|EANEEM. BRFRFHEHA. T RENBE Kubernetes ENAMTUKRER BT BEF
TRE, HRERDHNEEREN.
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B 7 = HEEHRR

p= =1
A REERRHENRE, SEBESMIENKENTFSB OpenShift Container

Platform EMEH S AT HN RN, T RESEREFISTRVFERBIME G
FAAERBY T RININEISR R, BEXEBES DN EEN,

o MREBMANBENKB Y BEBELIE S OpenShift Container Platform 277 s, MIEEEH
FHE N B Machine API SZE],

o KMEEMETHNAERESIRME TS Ignition EBEXMEAEHMAEENEMAETREMN—ERD,
INRAIXEM, NMFBEFEAH HTTP RSSRIEE Ignition BLESXHE, 2R Ignition BL & ST A K
SRAKRIE 7 XH M A ENATRMAEMTR,

o MREF AT EMMELSRHEM, MERARX SR registry. Elasticsearch 5 Prometheus, NEEF5)
BRfEiE. MRIEBRIITTEE, ArBaNEREREPRE LEKIAFEEE,

o EET A OpenShift Container Platform IfEH, TE—NMAEHIE2IRIEFTA control plane

TR % APLIER, &0 LUEBE#E OpenShift Container Platform DNS & E #1025k
HETF TCP M EFEARR AR,

7.1.3. 7€ OpenShift Container Platform a0 7 i #1€ 25 ECE

TEFF4A OpenShift Container Platform &R, 15 E B HI9ERECE.

FRFM

o CIRBAFEE T AL MM, S OpenShift Container Platform &%, T REIETFE
FA HAProxy WEEBHIR (4 71 9 #1AR 5589 Red Hat Enterprise Linux (RHEL) F#l.

e JifE% OpenShift Container Platform ZEBHECE T DNS 45,
o BIMEHERM SSH 1[I TR,
AR
1. 127 haproxy systemd RS2 EEEX
I $ ssh <user_name>@x<load_balancer> systemctl status haproxy

2. WM Bt ST RIRFrERO, LT REISIARDO 80. 443, 6443 1 22623,

® XIF1E Red Hat Enterprise Linux (RHEL) 6 LjZ4TH HAProxy L, &£ netstat &5
EIm R -

I $ ssh <user_name>@-<load_balancer> netstat -nltupe | grep -E ':80:443|:6443|:22623'

e ¥IF7E Red Hat Enterprise Linux (RHEL) 7 5% 8 Li21THY HAProxy 5L, E{#F ss s
B RS -

I $ ssh <user_name>@-<load_balancer> ss -nltupe | grep -E ":80|:443|:6443|:22623'
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Pz )1
ZTHE#1UFE Red Hat Enterprise Linux(RHEL)7 St =R A #FH ss S mA

7= netstat, SS H iproute 4R, BX sswTHELER, ESH
Red Hat Enterprise Linux (RHEL) 7 M8 87718/

3. KEBECHT DNS 0% BB WA 1 H 35

I $ dig <wildcard_fqdn> @<dns_server>

7.1.4. $8 € OpenShift Container Platform 2 F H &

EIMNER T, OpenShift Container Platform &2/ BEN A% E H info, MNRIEIZRI K
OpenShift Container Platform &N BEZRIFMHBEKILE, EaIUEEFHFIRLEN T openshift-
install H&43/1R& 5 debug,

SR
o HUMREFHEFTR,
AR
o HEEMRENFRERTIHZES debug:

$ ./openshift-install --dir <installation_directory> wait-for bootstrap-complete --log-level debug

ﬂ Al BERI B &%) 21E info, warn . error 1 debug.

7.1.5. openshift-install #3457 R B FE HERR

INRIKTEIZ1T openshift-install SR A, EREUTRE :
o REIIRTE Ignition BEEB XM OIEE 24 NTRWEBN, BT TS A A Ignition ST :

I $ ./openshift-install create ignition-configs --dir=./install_dir

e install-config.yaml X5 RERF MU TFR—1TExP. NREA Jopenshift-install --dir 177
BT Hth A EMNRERE, HXIE install-config.yaml X4 R EEFETIZE R,

7.0.6. WEREIE

& B LATE OpenShift Container Platform Zedkid f2fh MBI R%&. bootstrap # control plane B,
XiRm T RETENEYE, FEBTFIRMIRERBHIN .

SR M
o MATLUFEAEA cluster-admin £ A BMNAF 51015 R EE,

o B% %k OpenShift CLI(oc).

78


https://access.redhat.com/documentation/zh-cn/red_hat_enterprise_linux/7/html/performance_tuning_guide/sect-red_hat_enterprise_linux-performance_tuning_guide-tool_reference-ss

i

B 7 = HEEHRR

IREEABENM SSH 5 RIPAR,
&4 bootstrap # control plane 7 REIE LR EH .
p= Y=

#1A kubeadmin L a] £ 22 4% F 1B <install_directory>/auth/kubeadmin-
password F 5 E,

. Eﬁﬁ *EI:F'”P ""’KEE/U :

I $ tail -f ~/<installation_directory>/.openshift_install.log

. 1E bootstrap TI =3l 5/&, ¥ bootkube.service journald #THE, XA LK T fRE—

control plane #J bootstrap. ¥ <bootstrap_fqdn> &4 bootstrap 1T LR EH A :

I $ ssh core@<bootstrap_fqdn> journalctl -b -f -u bootkube.service

bootstrap i s L H) bootkube.service HE&HiH etcd connection refused %
R, IXFR bootstrap fRZ5 23 TTiATE control plane 17 s Li%#El eted, EEN
control plane 7 s EJE 5 etcd BT RBMAKEE, XMERNZREL,

. BIFE, WL control plane 17 m_E kubelet.service journald Lt &, XA L& T ## control

plane 17 RICERETN,
a. ﬁﬁﬁ oC lV‘j:'z'uEn_.\ :

I $ oc adm node-logs --role=master -u kubelet

b. #NR API EEEETIE, £ SSHREFHE, ¥ <master-node>.<cluster_name>.
<base_domain> & hiE L M(E :

$ ssh core@<master-node>.<cluster_name>.<base_domain> journalctl -b -f -u
kubelet.service

4. 8|55, W1 control plane 7 £ crio.service journald HETHE, XATLEE T # control

plane 77 R CRI-O B2HZ 1T BIED,

a. ﬁﬁq ocC W‘j:wE/L.\ .

I $ oc adm node-logs --role=master -u crio

b. #NR API BEEE I, £ SSHREFHE, ¥ <master-node>.<cluster_name>.
<base_domain> & hiE L M(E :

I $ ssh core@master-N.cluster_name.sub_domain.domain journalctl -b -f -u crio.service
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7.1.7. W5 bootstrap T miZ M EUE

L3825 bootstrap #8XHIAE, BTLAM bootstrap 17 mUi%E bootkube.service journald £ THENE
%% E ljlll:\O

FoRFMH

o EHE| bootstrap 7 s H SSH 15 AT R,
o EH bootstrap T RHITEREE .

o MNRMER HTTP RS 2RIEE Ignition BEEESXH, NIFIEE HTTP RSS2 T 2R EE A MmO
B MHBE HTTP EHHY SSH 15 R AR,

AR
1. S0RATLAYIA] bootstrap 7 mBYIEHI &, HRIEEEIE, BRI RAILURHEFRIER.
2. $IE Ignition XFECE.
o MREER HTTP RS EIEE Ignition ESiE T4

a. XE bootstrap 17 s Ignition XX URL, ¥ <http_server_fqdns> &y HTTP fR55 289
TRREEA

I $ curl -I http://<http_server_fqdn>:<port>/bootstrap.ign ﬂ

-1 T R ERL, SNRIEER URL A Ignition X4, ZfH=iRE 200 OK K
B WIREA, ZenH RO 404 file not found,

b. BXIE bootstrap 1 s A UE! Ignition X, EEIHRS EN LM HTTP RS 2REE.
fBian, WNRIEFEA Apache web AR5 ER1R 4L Ignition X, 1FMIALL TGS :

I $ grep -is 'bootstrap.ign' /var/log/httpd/access_log

INRUWE] bootstrap Ignition X, HEXHIHTTP GET HEEENEE 200 OK A Ihik
B, XRTNIERKI,

c. TNRKRIE Ignition X, HIEE Ignition XHEREEFE, REERSENLESEYN
CEFN Web AR5 251X R

o NREFERATHENFEHNHET Ignition BEE X EAEHAE W EANREREN—ERS .
a. BE bootstrap T mBZHIE, LUHENHEE EMEA bootstrap 17 s Ignition 3,
3. J8IE bootstrap TV mAEHNEH LSS T,
4. B bootstrap T B B M DHCP BRSSO E T — 4 IP Hutit,

5. M bootstrap 7 545 bootkube.service journald B2t HE, ¥ <bootstrap_fqdns &ty
bootstrap T mMITTEREHKS :

I $ ssh core@<bootstrap_fqdn> journalctl -b -f -u bootkube.service
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bootstrap i s L H) bootkube.service HE&HiH etcd connection refused %%
R, IXFR bootstrap BRZ5 23 TTiATE control plane 17 s Li%#El etcd, EEN
control plane 7 m L/E5) etcd BT REMAEE G, RN ZRFILE,

6. M bootstrap T mARKEBE,

a. fff bootstrap 77 m_L# podman EWERE. 1§ <bootstrap_fqdn> &ty bootstrap 7
mMERREEA :

$ ssh core@<bootstrap_fqdn> 'for pod in $(sudo podman ps -a -q); do sudo podman
logs $pod; done'

7. W03 bootstrap it F2KM, BHRIELLTHA,

o (R MZE EHFEHT api.<cluster_names.<base_domains>,

o MEIMEIRNIBIFO 6443 i£#E bootstrap # control plane 1R, BFRREEREHE
OpenShift Container Platform &2 &K,

7.1.8. & control plane 77 s 22 2% 7]l

INRIEBE control plane 1 &R E (A, 1EHATE control plane 17 52 OpenShift Container Platform {4
TE L HIRLE (SDN) FIRILS Operator A7, U5 kubelet.service. crio.service journald ¥t H&H
control plane T mAZHERE, LA control plane TR IE, CRI-O B23217HIH1 pod BIIE .

SeRF M
o RAEILUEMESA cluster-admin & &1 EE,
e B%%k OpenShift CLI (oc) .
o MEFEEAIIEHA SSH 1 [FITLRR,
e &4 bootstrap # control plane T/ T LRE 4.

° ﬁﬂ%ﬁﬁﬁ HTTP iRZ52:¥EE Ignition BECEXX, NITIEE HTTP RS 2RMT LR EE & MmO
ANTEE HTTP EHLEY SSH 15 AT AR,

P2 Y=
#1A kubeadmin 1 a] £ &2 4% F 1BV <install_directory>/auth/kubeadmin-
password F#5E,

it

. BIRIEFLLYT ] control plane 17 RBYIEHIS, FIREEHEE, BETRATUREERRT. &%
ﬁ T*HEI:F' |gn|t|0n EIL;\/%/U\EHUH:IIEIJ*V‘U%U

2. BF Ignition SXTEBCE,
o MNREER HTTP IR EIEE Ignition EZiE T4

81



OpenShift Container Platform 4.19 3§

a. 4uk control plane 77 /) Ignition X4 URL, f <http_server_fqdn> &#:4 HTTP RS
BT LRERS :

I $ curl -l http://<http_server_fqdn>:<port>/master.ign ﬂ

I PETRIRERL, HIRIEEM URL A Ignition X4, Ze&$aiRE 200 OK IR
. MERE, ZmHS=RME 404 file not found,

b. %ELNE control plane 7 REEULE! Ignition X4, EEIMRSEN LB HTTP fR%52:H
B. BN, wRIEEA Apache web BRE523 1R Ignition X4 :

I $ grep -is 'master.ign' /var/log/httpd/access_log

INR W E] master Ignition X4, EXE HTTP GET HEEEMEE 200 OK A INRE,
FRRIE KRB,

c. FIRAKRULE Ignition X, FRRERDEEFETRSIN L. HER S HBISTHIRRF]
P T AR 55 28 T BR

o MIREER BN EHEI Ignition BLE T A ENAFE W EANIGEREN—EBD

a. &%& control plane T RHIIEHIA, LUIAENGIRE EREA control plane 7 & Ignition
X4,

3. RRELEL control plane 1T RMIEFEHE X ERE A A,
4. BE control plane 11 =2 & E M DHCP IR 2308 T — 4 IP Hutit,

5. A7 control plane 17 sURTS.

a. #if] control plane 77 gURZS
I $ oc get nodes

b. WIER— control plane 7 si% B4 F Ready IR, KFRIFMBYT sk

I $ oc describe node <master_node>

IR FEAN %L 0] 5 B OpenShift Container Platform AP| I&izfT, =HE
kubelet i BEEBN T RLIZTT, NTEZIToc s :

6. FAE OVN-Kubernetes K%,

a. 7t openshift-ovn-kubernetes #p % 22 || & & ovnkube-node P HREEIRE

I $ oc get daemonsets -n openshift-ovn-kubernetes

b. fNRXLETTIRETIN Not found, 15EE openshift-ovn-kubernetes %y 22 (A H pod :

I $ oc get pods -n openshift-ovn-kubernetes
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c. K& openshift-ovn-kubernetes #p % 22 [A|fH 5 OpenShift Container Platform OVN-
Kubernetes pod KM XHIBE :

I $ oc logs <ovn-k_pod> -n openshift-ovn-kubernetes

7. AESBEMABRERS
a. AESEHMNARERSHFE

I $ oc get network.config.openshift.io cluster -o yaml

b. MNRLERFEITEVNEMLSEE, HHREMR Kubernetes ;ERFH AT EHEH L :

I $ ./openshift-install create manifests

c. &% openshift-network-operator 34 22 [A]| A HY pod K7, LAATE Cluster Network
Operator (CNO) R&EEZ{T :

I $ oc get pods -n openshift-network-operator
d. M openshift-network-operator #n £ 22 [5] UK EE M 4% Operator pod B :

I $ oc logs pod/<network_operator_pod_name> -n openshift-network-operator

8. BIFfE, Wi#E control plane 7 m_E kubelet.service journald BB E. XA L& T ## control
plane 17 RACERIETN,

a. [ oc KRR AE :

I $ oc adm node-logs --role=master -u kubelet

b. #NR API BEEETIE, £ SSHEREFHE, ¥ <master-node>.<cluster_name>.
<base_domain> & iE L M(E :

$ ssh core@<master-node>.<cluster_name>.<base_domain> journalctl -b -f -u
kubelet.service

k

= -

1217 Red Hat Enterprise Linux CoreOS (RHCOS) B OpenShift Container
Platform 419 &8 |\ AR A 2E, BKIITF Operator KN FAEBEN, FEIX
5 SSH iR &REE T s, EZ OB SSH INE 2 RTEERT, 151217 oc adm
must gather M1 Efth oc FHEEI 2SI URMEVWHNEE, BE, MR
OpenShift Container Platform API R f, =k kubelet EBIn T R EFTIEIE
BILF, oc BIERAKZ RN, EXMIERT, JLUER ssh core@<nodes.
<cluster_name>.<base_domain> i 77 52,

9. 3|15 f&, 7 control plane i s _E#23R crio.service journald ¥t A, XALLE T #2 control
plane 77 R CRI-O B2HZ 1T BIED,

a. [ oc KRR AE :
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I $ oc adm node-logs --role=master -u crio

$ ssh core@<master-node>.<cluster_name>.<base_domain> journalctl -b -f -u
crio.service

10. M control plane i | L8 /var/llog/ T EF B RIKNERE.

a. KEX /var/log/ FERHMENHEEIR. LLTRAEIFIHAE control plane 77 s £
/var/log/openshift-apiserver/ IS4 :

I $ oc adm node-logs --role=master --path=openshift-apiserver

b. K% /var/log/ FEEHMEERR, UWTFRAIHEFEBRAE control plane 17 sy
/var/log/openshift-apiserver/audit.log A& :

I $ oc adm node-logs --role=master --path=o0penshift-apiserver/audit.log

/var/log/openshift-apiserver/audit.log E’\JE‘%‘&BE’JP\JQ :

$ ssh core@<master-node>.<cluster_names>.<base_domain> sudo tail -f
/var/log/openshift-apiserver/audit.log

1. {#f SSH & & control plane TT A HE.
a. FIHASS
I $ ssh core@<master-node>.<cluster_name>.<base_domain> sudo crictl ps -a
b. £/ crictl 3RAHEE :

$ ssh core@<master-node>.<cluster_name>.<base_domain> sudo crictl logs -f
<container_id>

12. t0REBE control plane 17 mECE A&, EJIUE MCO, MCO ifi=# DNS It KEEER IT/E.
Machine Config Operator (MCO) fEZE T IEh EIRRIERY LEE% BB R GE I B
T DU ROIE B B 3R

a. M MCO IR E T M. J¥ <cluster_name> E i )5& U H(H :
I $ curl https://api-int.<cluster_name>:22623/config/master
b. MNRIHRARMIN, HIIER B RERE, BRRREEBENERD 22623 £ia1T,
c. 32k MCO ¥ B DNS IL X 25 B EH AT R 71 28 %85,
i XE X H MCO I s & FE1T DNS & -

I $ dig api-int.<cluster_name> @<dns_server>

84



B 7 = HEEHRR

ii. 7% LA EH MCO IP Hhiit #7388 M &) :

I $ dig -x <load_balancer_mco_ip_address> @<dns_server>

d. %k MCO @& B M bootstrap T mi21T. ¥ <bootstrap_fqdn> &t/ bootstrap 7 s
TRREFS :

I $ ssh core@<bootstrap_fqdn> curl https://api-int.<cluster_name>:22623/config/master

e. RUTENETAIAJATE bootstrap, master 1 worker T RAHREFR S, KBESNT RHREH
PhSENEFMN RS TSITER -

I $ ssh core@<node>.<cluster_name>.<base_domain> chronyc tracking
f. REIERRBEMME

I $ openssl s_client -connect api-int.<cluster_name>:22623 | openssl x509 -noout -text

7.1.9. f R etcd Z& |0

NRELETRFBE eted 7, EALUEE etcd pod IRAFUE eted pod BiE, &L LUSIE eted
DNS it X F 1 E control plane 77 s £ DNS & 4,

SeRF M
o AEILUEMESA cluster-admin & &1 EE,
e B%%k OpenShift CLI (oc) .
o MEFEEBRIIEHA SSH 1 [FITLRR,
e 1&H control plane TV RBISE 2R EHL .
AR

1. 187 eted pod BOIRS.

a. & openshift-etcd 22 A A pod K :
I $ oc get pods -n openshift-etcd

b. #%& openshift-etcd-operator 34 22 (5] A fY pod R :
I $ oc get pods -n openshift-etcd-operator

2. MR LSBT HEMER pod %A iR Running  Completed X7, 154 pod WEZHTE

/GNO

a. & pod BEH :

I $ oc describe pod/<pod_name> -n <namespace>
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86

b. % pod B :

I $ oc logs pod/<pod_name> -n <namespace>

c. IR pod EZ1 AR, ULHHRNNE—NMERFTEZDEHRPRUIRELH. REBITE
%EE’JEIL;\ :

I $ oc logs pod/<pod_name> -c <container_name> -n <namespace>

3. MR API TEEE T, EEA SSHREFBE control plane 77 s £ etcd pod F1A 28 H &
¥ <master-node>.<cluster_names.<base_domain> &t /& H4891H,

a. BIHEA control plane 7 s £ etcd pod :

$ ssh core@<master-node>.<cluster_name>.<base_domain> sudo crictl pods --
name=etcd-

b. XfF% %A &= Ready RSB pod, HAIKE pod IR&. 1§ <pod_id> &l E—aHkH
HIHE pod ID:

$ ssh core@<master-node>.<cluster_name>.<base_domain> sudo crictl inspectp
<pod_id>

c. G pod HHRHIESES :

$ ssh core@<master-node>.<cluster_name>.<base_domain> sudo crictl ps | grep
'<pod_id>'

d. ¥ F%&%E L~ Ready REMAR:, HIFARERINKS, ¥ <container_id> & h E—
S S5 HESR ID:

$ ssh core@<master-node>.<cluster_name>.<base_domain> sudo crictl inspect
<container_id>

e. MEEMK T Ready KEMARMBER. & <container_id> &t h E—amSHiHH5IH
H&a2s ID:

$ ssh core@<master-node>.<cluster_name>.<base_domain> sudo crictl logs -f
<container_id>

f

-

1217 Red Hat Enterprise Linux CoreOS (RHCOS) B OpenShift Container
Platform 4.19 &8 MR A48, BKITF Operator KN FAERBEN, FEIX
85 SSH ViR &REE T s, EZ 0B SSH INE 2 RTEERT, 151217 oc adm
must gather f1E Ak oc S HEBENRE AT URMEBHEIE, B2, MR
OpenShift Container Platform API "I f, =K kubelet EBIn T R EFTIEIE
BILF, oc BIERASZ RN, EXMIERT, JLUER ssh core@<nodes.
<cluster_name>.<base_domain> 3ijj (7] 77 s,

4. F3E control plane 77 sRBYEFIMIE DNS AR5 2515
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7.1.10. H# control plane 7 & kubelet #1 API iz 55 25 7] &

%EﬁﬁL&ﬁpﬁ control plane 7 &% kubelet 1 API fR5525 R, 151 % DNS, DHCP Flfi#iiatss
Theg. HH, IERER&ETE,

FeREH
o ATLUFAEA cluster-admin B&IAE iR EE,

e B%% OpenShift CLI (oc) .
o MEBEBIIENM SSH Vi[RI R,
e {&’A control plane T mMT LR EE L,

it =

1. 98E API BRZ5 2389 DNS 1L R AR control plane 7 s _E#J kubelet EME! https://api-int.
<cluster_name>.<base_domain>:6443, {Ric &38|/ #HH%R.

2. TR EHEEERMIEO 6443 & L BIBEEA control plane 7 52,
3. 27 DHCP @& RMH T HE—8 control plane T REH B,

4. 1EZA control plane 7 52 £ kubelet.service journald Bt H &,

a. [ oc KR AE :

I $ oc adm node-logs --role=master -u kubelet

b. #NR API BEEETIE, £ SSHREFHE, ¥ <master-node>.<cluster_name>.
<base_domain> & hiE L M(E :

$ ssh core@<master-node>.<cluster_name>.<base_domain> journalctl -b -f -u
kubelet.service

k

= -

1217 Red Hat Enterprise Linux CoreOS (RHCOS) B OpenShift Container
Platform 4.19 &8 TT AR 2, ©KIiF Operator KN AL TN, FEIL
5 SSH 1 RIS T R, EXuET SSH K2R EIERT, 151217 oc adm
must gather &AMt oc S HEENREATURHMEBHEIE, B2, MR
OpenShift Container Platform API R f, 5k kubelet £ BIn T R EFTIEIE
EITF, oc BIENSZRIRN, 1EXFIER T, ATLUER ssh core@<nodes.
<cluster_name>.<base_domain> 3 ijj[7]77 52,

5. K27 control plane 7 &= kubelet HEF UL T HIE R,

a. [ oc KRR AE :

I $ oc adm node-logs --role=master -u kubelet | grep -is 'x509: certificate has expired'
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b. MR API TEEEL(F, £H SSHEREEBHRKR, £ <master-node>.<cluster_names.
<base_domain> & hiE L M(E :

$ ssh core@<master-node>.<cluster_name>.<base_domain> journalctl -b -f -u
kubelet.service | grep -is 'x509: certificate has expired'

7.1.11. V82 worker 77 S 223 [n]

INRIBE worker T mRE (M@, BLAEE worker TT mAUIRE. U5 kubelet.service. crio.service
journald Bt BEH worker TT B2 AR, LUKEE worker 7 m{RIE, CRI-O B2321TH#0 pod H1E
Mo FHH, BALUEE Ignition X4EF] Machine AP Operator 28 IE%IVF INR worker T MEREZFH
BRI, £:E Machine Config Operator (MCO) #1DNS @HBEEITE, EiAaLASIE bootstrap.
master ] worker T mZ ARG R ERSE, FHEUEET,

SoRFM
o EELUMEMAES cluster-admin & &K 1A & EE,
o B &% OpenShift CLI (oc)
o MEBEEARIIEHA SSH 17 [FITLRR,
e XA bootstrap #l worker 1 mHE LR EE &,

° ﬁﬂ%ﬁﬁﬁ HTTP fRZ52:¥EE Ignition BECEXX M, NI IEE HTTP RS 2T 2R EE R MmO
AHTEE HTTP EHLEY SSH 15 AT AR,

P2y~
#1E kubeadmin Z Y A] FE R & EH1BY <install_directory>/auth/kubeadmin-
password A5,

it

1 AR E LA R worker 11 RBOEEHIA, IHIREEEIES, BT RALURHERER, TRE TR
B, Ignition H&H 2 M BIEHIE

2. BE Ignition XEBCLE,
o MMRIMEER HTTP RSSEFITE Ignition BoE X4,

a. 3 worker 7 52 Ignition X4 URL, ¥ <http_server_fqdn> & HTTP AR%5 23895
EIREA :

I $ curl -I http://<http_server_fqdn>:<port>/worker.ign ﬂ

I PERRERL, HIRIEEM URL A Ignition X4, Ze&$aiRE 200 OK IR
To MREE, ZpHRIRE 404 file not found,

b. EIUE worker 1 2B YK E Ignition X4, TEEIE HTTP EHL LA HTTP BRSS2:BE.
Blan, INRIEFER Apache web ARS5 25124t Ignition X4 :

I $ grep -is 'worker.ign' /var/log/httpd/access_log
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IR E] worker Ignition X, XM HTTP GET HEHENES 200 OK AR INIRE,
FRRIE KRB,

c. FIRARULE Ignition X, FRRERDEEFETRSIN L. HEREHBISTHIRRF]
P T AR 55 28 T PR

o NRE[FERATHENFEHHET Ignition BEE XA EAENAE W EANREREN—ERS .
a. A& worker T RIUEHIE, LUAENSHIEE EREA worker 178 Ignition 3T,
3. BHE worker T ROEHEE R ERETH,
4. BHIE worker 1T 2 E B M DHCP RSG5 28 9B T —4 IP Hbdik,

5. 7 worker 7 s
a. BHTTRIRE :
I $ oc get nodes
b. FKEUE A L~ Ready REH worker 17 RBVTEATY mi®
I $ oc describe node <worker_node>

INRENLE RSB OpenShift Container Platform API Ti%kiz1T, =&
kubelet iIN&BEBNT R Liz1T, NFEEIZIT oc @5,

6. 5 control plane i m AR, worker 77 {8 Machine APl Operator SBE T B, & Machine
API Operator BYIRS,

a. #& Machine APl Operator pod K7 :
I $ oc get pods -n openshift-machine-api
b. #15 Machine API Operator pod % &4 F Ready K7, HIFHFIH pod BIEH :
I $ oc describe pod/<machine_api_operator_pod_name> -n openshift-machine-api

c. 1% machine-api-operator 525 H&., & 2:7f machine-api-operator pod FiZ1T :

$ oc logs pod/<machine_api_operator_pod_name> -n openshift-machine-api -c machine-
api-operator

d. ERHZE kube-rbac-proxy F2EHE. A2sthRTE machine-api-operator pod HiZ17 :

$ oc logs pod/<machine_api_operator_pod_name> -n openshift-machine-api -¢ kube-
rbac-proxy

7. BISE, Wi worker 7 s _EH kubelet.service journald BBt BiE, XA L& T ## worker 7 4%
HED,

a. [ oc KRR AE :
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I $ oc adm node-logs --role=worker -u kubelet

b. #NR API BEEE I, £ SSHEREFHE, ¥ <worker-node>.<cluster_name>.
<base_domain> & hiE L M(E :

$ ssh core@<worker-node>.<cluster_name>.<base_domain> journalctl -b -f -u
kubelet.service

k

-

1217 Red Hat Enterprise Linux CoreOS (RHCOS) B OpenShift Container
Platform 4.19 &8 TT AR 2, ©KIiF Operator KN AL E®R, FEIL
A SSH ViR &REE T s, EZ OB SSH INEZRTEERT, 151217 oc adm
must gather f1E At oc S HEERE AT URHMEBHEIE, B2, MR
OpenShift Container Platform API "], =k kubelet EBIn T R EFTIEIE
B ILE, oc BIERSZRIRN, EXFERT, ALIER ssh core@<nodes.
<cluster_name>.<base_domain> i1 52,

8. BIS &, 7E worker 77 s_EFKEY crio.service journald Bt H&, XA LR T #2 worker 7 s CRI-
O BTN BYED,

a. [ oc KRR AE :

I $ oc adm node-logs --role=worker -u crio

$ ssh core@<worker-node>.<cluster_name>.<base_domain> journalctl -b -f -u
crio.service

9. M WOI’keI’ TR J:E’J /Var/log/ TE’]*#IE.? B %”&% E iTho

a. JKEX /var/log/ FBxXHFErBEIIR. UTREIZIHAAE worker 19 R L /var/log/sssd/ #
BT

I $ oc adm node-logs --role=worker --path=sssd

b. 1% /var/log/ FERFPMFERER. LATRBIH ERBAE worker 11 =Y
Ivar/log/sssd/sssd.log HA :

I $ oc adm node-logs --role=worker --path=sssd/sssd.log

c. MR APITEEETE, 5HASSH REFEBNTREMWBAE. UTRAIER
Ivar/log/sssd/sssd.log FIEZRE S :

$ ssh core@<worker-node>.<cluster name>.<base domain> sudo tail -f
/var/log/sssd/sssd.log

10. ﬁﬁﬁ SSH EE worker jﬁ" ‘@“%EE/L.\Q
a. JHASR:
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I $ ssh core@<worker-node>.<cluster_name>.<base_domain> sudo crictl ps -a

b. £ crictl .ZRAEREE :

$ ssh core@<worker-node>.<cluster_name>.<base_domain> sudo crictl logs -f
<container_id>

1. INREBE worker TV mECE R, f&& MCO, MCO ifim#l DNS I KB B IEEiZ1T. Machine
Config Operator (MCO) EREIEZHEFRRERGRE, RNEERERGNHERELUKR
UEF YA R,

a. M MCO IR E T M. J¥ <cluster_name> E i 5& U H(H :

I $ curl https://api-int.<cluster_name>:22623/config/worker
b. NRIHRARMIN, HIIER B RERE, BREREEBENERD 22623 £i517,
c. $UE MCO i R DNS IL% B 6 BB F AT B 7 #9125,

i. X E X MCO tin R & #zE1T DNS &k -
I $ dig api-int.<cluster_name> @<dns_server>
ii. TEMEIIE R EXTOER MCO IP Ml #4753 @ & i) -
I $ dig -x <load_balancer_mco_ip_address> @<dns_server>

d. %k MCO 2EE#M bootstrap 17 miz1T. & <bootstrap_fqdn> &t bootstrap 7 mBy
TLREEA :

I $ ssh core@<bootstrap_fqdn> curl https://api-int.<cluster_name>:22623/config/worker

e. RUTEENET Rl ATITE bootstrap. master # worker T mIERFRS ., REFEN T RBRLGH
PRSENRIFN R RS SHER

I $ ssh core@<node>.<cluster_name>.<base_domain> chronyc tracking
f. RREIEHRBERME

I $ openssl s_client -connect api-int.<cluster_name>:22623 | openssl x509 -noout -text

7.1.12. B4 [5E 1) Operator K&

IR R RELE R I E Operator )R, 3R A AR Operator B2 kiR, 1EFTASIH Pending
2B IR H Operator pod WHE, KUEHRRIH pod A A RIEMERE R,

FeREH
o ATLUFEAEA cluster-admin B&MAE iR EEE,

o B% %k OpenShift CLI(0c).
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pi% =
1. RERELERE, 2EFAESEF Operator #87 A,

I $ oc get clusteroperators

2. WIFFRBERBEMIEBERZIER (CSR) BR B, BETREEE/EAZL N Ready IR, BAEL
L& B¥ Operator TRETLIAFE A (MNRAFLIER CSR)

a. TE CSRARE, FHRERRFIMEIERHHHEANE4EE Pending s Approved IR EHE
im AR 55 2R1FK -

I $ oc get csr

it Bl

NAME AGE REQUESTOR CONDITION
csr-8b2br 15m  system:serviceaccount:openshift-machine-config-operator:node-
bootstrapper Pendingﬂ

csr-8vnps 15m  system:serviceaccount:openshift-machine-config-operator:node-
bootstrapper Pending

csr-bfd72 5m26s system:node:ip-10-0-50-126.us-east-2.compute.internal
Pendingg

csr-c57lv. 5m26s system:node:ip-10-0-95-157.us-east-2.compute.internal

Pending

© =mitkcsr
@ 5Bk CSR,

TEARBIH, HEVSMATERR, EURREINRPEIELSSHAER CSR,

b. #IR CSR&BIRFHLA, EERNMBNIBFHATERFLLIE CSR AL TF Pending RE 5, 15H#E
SN EH CSR -

BT CSR B, RILEERVISSRINEIERE—/NTRiEEN
CSR, MERBE—NNR#EEH], IEBFRRE, SN TASREESMNE
Fo M AHLERTAX LIRS, #EERLE CSRE, %28 kube-controller-
manager & B Bl # B ST mE 7 im CSR,

SRR AR AP IFEA/FZTHER, MENAEME - B HrEMZR
o, WIS R—7EB A kubelet 3RHHEFHIER (CSR) . MREAH
HER, ] oc exec. ocrsh #l oc logs S F AN, EN APl RS 2:%
3 kubelet FFEEIRSIER. 5 Kubelet i sREE REVE(MIRER B IEF
#AE, ZAELIEER CSR, #iA CSR H system: node 5
system:admin -8 node-bootstrapper iR 551K F11R3S, FHHAILNT M
s
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o ZHURMMBE, HNEBNEMM CSRIZITUTHS
I $ oc adm certificate approve <csr_name> ﬂ

Q <csr_names> 24/ CSR &K H CSR BI& 7R,

o THLHERTERALIER CSR, EHZITUTHRS :

$ oc get csr -0 go-template="{{range .items}}{{if not .status}}{{.metadata.name}}
{{"\n"}{{end}}{{end}}' | xargs oc adm certificate approve

3. &%& Operator &4 :
I $ oc describe clusteroperator <operator_name>
4. & Operator fn % 22 [ Operator pod R :
I $ oc get pods -n <operator_namespace>
5. FREUEABELTF Running SRS pod BOIEZH R
I $ oc describe pod/<operator_pod_name> -n <operator_namespace>

6. fo# pod B :

I $ oc logs pod/<operator_pod_name> -n <operator_namespace>

7. BE5 pod EMEERB R AR, HEEEMBGRS
a. IKEXA IR pod f A RYERL B A IFIE

$ oc get pod -0 "jsonpath={range .status.containerStatuses[*]}{.name}{"\t'}{.state}{"\t'}
{.image}{\n'{end}" <operator_pod_name> -n <operator_namespace>

b. FIHERBHRLITER -

I $ oc adm release info <image_path>:<tag> --commits

7113 MR ZEHIRERE
INSRIE- R REFRFEIRME T SSH B4, I ET UREE A LR 2 EUE,

SMIEEZTHERKEB ML, EoLEREmS wHS(%SEMZ&&EI’JEIMQ R
MIEFEZITHERHFIKNEBRR, E£FH oc adm must-gather f 5,

FoRFH

® 7f bootstrap T F25EAKHI, OpenShift Container Platform &4k, bootstrap 17 mIEfEia
17, FEL@ SSH Vi,
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e ssh-agent FRREEHITEN LA FERRTE, FEH ssh-agent HREMREREFRETHEN
SSH #%H,
o MREAEMEFEMEIY L REEER, NWITEA bootstrap # control plane 7 5T LR
Ei .
ik
1. MM bootstrap # control plane #l288 KEN R & HEM G5

o MRMHEARREFEFNEMEN, FHUHRITERERFHER, FBTUTHS

I $ ./openshift-install gather bootstrap --dir <installation_directory> ﬂ

— =

installation_directory 2 &£z 171§ EME % . /openshift-install create cluster,
b B k8 & R ERFELER OpenShift Container Platform & 3244,

NFRERFESHEMEN, RERFRREFEXREHNER, ALETBIEEINEH
P it

o MRMEMHEAEEFMEMRN, FIMITERERFNER, HZTUTHS :

$ ./openshift-install gather bootstrap --dir <installation_directory> \ﬂ
--bootstrap <bootstrap_address> \9
--master <master_1_address> \
--master <master_2_ address> \
--master <master_3_address> 9

Q %1 F installation_directory, 1% EEIEZTHIEEMRE—BX . /openshift-install
create cluster, It B3R a8 S %REEF RN OpenShift Container Platform & X 314,

9 <bootstrap_address> 2% bootstrap Hl 352 E LS P Hitl,

T FEREFBEA control plane X master #1825, ¥ <master_*_address> ity
HELREEAS P thil,
=1

FINEE T A =5 control plane Hl28. IR, FUHFRE control plane #l
2, TEHNEREERTZL1,

i th < Bl

INFO Pulling debug logs from the bootstrap machine
INFO Bootstrap gather logs captured here "<installation_directory>/log-bundle-
<timestamp>.tar.gz"

NRFBEOBRREKRMEVZIIESIFF AR, HTE R A K48 B S,

7.1.14. H KR
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o INETMREL S OpenShift Container Platform ZERBIFRBEXMIEMER, 1HSHRE S
2.

7.2. 55 UETT mERRIROR

721 EET RS, HWRERENEE
EEERTABRERRL. BREESITNTRES. A%, THENT S LEEH kubelet IR 5

FeREH
o ATLUFAEA cluster-admin B&IAE iR EEE,

o B% %k OpenShift CLI(oc).
it 3
o JIHEBPMAT RMNEM, KEMABE :

I $ oc get nodes

o HIEERHRBNT R CPUMREEABR

I $ oc adm top nodes

o HIEEETFITEM CPUMIREFEAER

I $ oc adm top node my-node

7.2.2. 1577 5 £ & kubelet 84

TR UEERE T RERKR. HREESITNTRAE. H4, TEAUEEAT R EEH kubelet 1R
*

/ho

FeREH
o ATLUFAEA cluster-admin B&IAE iR EE,

o AP|IIRSGSMATLUIESR TE,

o B% %k OpenShift CLI(oc).

1. kubelet BT BT M _EM systemd BRZS KB, BT 7E debug pod H# 1] kubelet systemd AR
S %A E kubelet BPIRES

a. N1 /a3 debug pod:

I $ oc debug node/my-node
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INRITIE control plane T s _£iZ1T oc debug, FILATE
/etc/kubernetes/static-pod-resources/kube-apiserver-
certs/secrets/node-kubeconfigs E k1 ZIEE kubeconfig ST,

b. % /host IXEH debug shell PR B K, debug pod 7E pod H#J /host EP?ijﬂZIMEI’\J root
XHRGL, FRERDN /host, ERILLZTENAIHUTRRH S S8 Z3HHIHF -

I # chroot /host

k

= -

1247 Red Hat Enterprise Linux CoreOS (RHCOS) #J OpenShift Container
Platform 4.19 S8 1T AR 2, ©KHiF Operator KN AL E®R, FEIL
5/ SSH ViR T m. B2, #1R OpenShift Container Platform API R a]
F, 2#& kubelet B TR ETEEETIE, oc BIENESZTEIRIN, X
MIERT, FLUFEA ssh core@<node>.<cluster_names>.<base_domain>
SRV AT AR

c. 17 kubelet systemd RSB ETEL T m LR :

I # systemctl is-active kubelet

d. i Ei£408 kubelet.service JA S8

I # systemctl status kubelet

7.2.3. R TR journal BE&
&R ATE IR IT SR BE T 289 /var/log 4R journald Bt HEFE AR B,

SoRFM
o AEILUEMESA cluster-admin & BB 10 EE,
o B OpenShift CLI(0C),
o APIBRSSLIRT AEE TAF,

o EMEEAEIEHAE SSH I FHR.

1. #&if) OpenShift Container Platform 5£8f 77 Y kubelet journald H2TH&, LA TFRAEINE IR
control plane 7752 :

I $ oc adm node-logs --role=master -u kubelet ﬂ
e kubelet : RIBEZEHUTHHEMATHR.

2. MEET =L /var/log/ THEEFBRKERRE.
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a. KEX /var/log/ FERHMENHEEIR. LLTRHEIFIHFE control plane 77 s £
/var/log/openshift-apiserver/ IS4 :

I $ oc adm node-logs --role=master --path=openshift-apiserver

b. 1% /var/log/ FBERXAMFERE. AT REIHERBRTA control plane 7 Y
/var/log/openshift-apiserver/audit.log A& :

I $ oc adm node-logs --role=master --path=o0penshift-apiserver/audit.log

c. MR API TEEE I, 15EMSSH REFESNTRLEMERE. UTRAIZ
/var/log/openshift-apiserver/audit.log FIE AR A :

$ ssh core@<master-node>.<cluster_names>.<base_domain> sudo tail -f
/var/log/openshift-apiserver/audit.log

1217 Red Hat Enterprise Linux CoreOS (RHCOS) B OpenShift Container
Platform 4.19 &8 | AR A28, BKIITF Operator KN FAEBEN, FEIX
A SSH ViR &REE T s, EZ 0B SSH INEZRTEERT, 151217 oc adm
must gather &AMk oc S HEEREATURHMEBHEIE, B2, MR
OpenShift Container Platform APl REIF, =X kubelet EBHR 7 R EFTIEIE
B ILE, oc BIEREZRIRN, EXFERT, AILIER ssh core@<nodes.
<cluster_name>.<base_domain> 3 ijj[7]77 s,

7.3. CRI-O B23ia 1T [n] @R FEHEFR

7.3.1. %F CRI-O B2z 1THB| &

CRI-O 2 Kubernetes IRAE A28, A SRERFEBEMEIRESRFIEE Kubernetes 1k
¥, CRI-O B25IZ4EH systemd BRFFSTEED OpenShift Container Platform &8V s _EiZ 1T,

U IR SIZ T AR, BEEA T R LB crio systemd FRSSBVIRS. MEA RSB IZITH AR T =
Y% CRI-O journald ¥t A&,

7.3.2. 551E CRI-O JZ{TH B8R A
A B NERT R EIFE CRI-O B2z TR BIERE,

FERFH
o EHALUFERER cluster-admin A& &K RIEE,
e B% %k OpenShift CLI(0C).
ik
1. @77 s £ debug pod HH crio systemd RS EEE CRI-0 K.

a. N7 A3 debug pod:
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I $ oc debug node/my-node

b. ¥F /host % debug shell FEIR B %, debug pod 7E pod B9 /host FR#E#E EHLE root X
HXR5, MIRBFRUH /host, EALLEZTENAHITHREDSEMN ZFHHI -

I # chroot /host

1217 Red Hat Enterprise Linux CoreOS (RHCOS) B OpenShift Container
Platform 4.19 &8 TT AR 2, TR F Operator KN AL TR, FEIL
6 SSH Vi 5EE T ==, B2, 03R OpenShift Container Platform API AR 8]
F, = kubelet BT RETEERE I, oc RIENEZRIRN, XS
RF, AILAMEA ssh core@<nodes.<cluster_names>.<base_domain> 3 1ijj
IREF-=W

c. 1 crio systemd [RGSEX T RLBEIE ¢
I # systemctl is-active crio
d. i EIFEA crio.service R SR

I # systemctl status crio.service

7.3.3. I1%E CRI-O journald ¥t HE

NSRBI CRI-O A, &R LAMTI mEREX CRI-O journald #t B,
SeRFZH
o RATLUEAER cluster-admin & &5 EEE,
o API RS BIRARTLUER T1F,
o B% %k OpenShift CLI(0C).
e KA control plane 2 control plane #1235 LR EE &,
ik
1. 185 CRI-O journald 5tH&. LATRBIMATE control plane T (TEEREH) WEBHE :

I $ oc adm node-logs --role=master -u crio

2. MEFET =UIKE CRI-O journald 2t A :

I $ oc adm node-logs <node_name> -u crio

3. MR API TEAEFE TR, A SSHREEFHE, ¥ <node>.<cluster_names.<base_domain>
B EEMIE -
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I $ ssh core@<node>.<cluster_name>.<base_domain> journalctl -b -f -u crio.service

e

k

AE

1247 Red Hat Enterprise Linux CoreOS (RHCOS) #J OpenShift Container
Platform 419 £8 T S AR 4, ©HKHIF Operator XN AEBHENR, FEVUFER
SSH ViR T s, EZ OB SSH INE 2 RTENERT, 151217 oc adm must
gather F1E M oc MSEEN|EE T LURERWHIEIE, BZ, 20X OpenShift
Container Platform API "l A, X kubelet ZEB R T m LR IEE TIF, oc #21F

NSRRI, EXFERT,aTLUER ssh core@<nodes.<cluster_names.
<base_domain> 3 ijj[A] T s,

7.3.4. 5512 CRI-O 72
MNEBEILLRAE, B LIFhER CRI-O IGH 726

o TRTEIZITEM pod, FHFRHILXANEER -
Failed to create pod sandbox: rpc error: code = Unknown desc = failed to mount container

XXX: error recreating the missing symlinks: error reading hame of symlink for XXX: open
/var/lib/containers/storage/overlay/XXX/link: no such file or directory

o MIEREIET m EOEFHESR, FHHIM “can't stat lower layer” £5i% :

can't stat lower layer ... because it does not exist. Going through storage to recreate the
missing symlinks.

o TEEMFBERLRELT AN, EMT R T NotReady H .
o [EIZITHISLME (crio) TiEER TE,

o BF%fHMA oc debug node/<node_names 1 77 2 _E /55 debug shell, BN & 2R2 1T SEH4]
(crio) EIER LTIF,

RIBLIT S HRTE LR CRI-O T F AR IR,

FeREH
o ATLUFAEA cluster-admin B&MAE iR EE,

o B% %k OpenShift CLI(0c).

1. E R LA cordon, X2H T EEET KT Ready KSR FEEMITIENE. HEH
Status %4> 1 #27E SchedulingDisabled AR AE M -

I $ oc adm cordon <node_name>

2. B cluster-admin A SHEZE T A -

I $ oc adm drain <node_name> --ignore-daemonsets --delete-emptydir-data
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pa -3
pod 2 pod &1k # terminationGracePeriodSeconds /& 1%l &2 £ 44 1E BHT

B, LEEMAEINER 30 %, BRURBESZSEHXNEMNAREFITEE L, W0
REXBWEKRTF 90 #, | pod mTeESPRICH SIGKILL, BIERINAILE,

3. BT RREA, @i SSH SiEFIEEET R, REEEE root A/ :

$ ssh core@node1.example.com
$ sudo -i

4. Fihf= 1k kubelet :

I # systemctl stop kubelet

5. 2= pod :

a. FEALUT@S{E1E HostNetwork 3% B R pod, lEEMEREl], ERNEIHKETT
HostNetwork B4 1E 4 pod.

.. for pod in $(crictl pods -q); do if [[ "$(crictl inspectp $pod | jq -r
.status.linux.namespaces.options.network)" |= "NODE" ]]; then crictl rmp -f $pod; fi; done

b. {FIEFTAEHEM pod :
I # crictl rmp -fa
6. FZLE crio BR%S :
I # systemctl stop crio
7. ioiTXEnSE, TRUTE2EBMRIENFE
I # crio wipe -f

8. JE5h crio # kubelet BRSS :

# systemctl start crio
# systemctl start kubelet

9. AR crio # kubelet BR5/E3), BT =4TF Ready IREN, KFKBFEBREFSESIE :

I $ oc get nodes

i th o Bl
NAME STATUS ROLES AGE VERSION
ci-In-tkbxyft-f76d1-nvwhr-master-1 Ready, SchedulingDisabled master 133m v1.32.3

10. [ EMCAATAE, HIRESFHATEE SchedulingDisabled KRG H T HE :
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I $ oc adm uncordon <node_name>

it Bl

NAME STATUS ROLES AGE VERSION
ci-In-tkbxyft-f76d1-nvwhr-master-1 Ready master 133m v1.32.3

7.4. BRG] AR HERR

OpenShift Container Platform £ RHCOS Li21T, eI LURERLLT 5 BHER 512 RSB XM ] #,

7.4.1. KB NRERI

kdump AR 55 B21E7E kexec-tools itk B, TRM T —MEREERENE. EILUERXMRSRERS
REARR, UERBIETIN.

x86_64 ZRfy2#F kdump b FIER A (GA) KA, HAZRMZHEF kdump L FHEARTIE (TP) R,
TRIZHE T H X AR LRFIH kdump ZERFIBHEAE R,

3 7.1. RHCOS Hg kdump 2

R4 R
x86_64 GA
aarch64 TP
s390x TP
ppc64le P

BE

kdump XRAERFEI=PRIET, R2—PERTIGEIIRE. RATEIEERZLNE ™ MRS
FRMI (SLA) X¥r, BWREAREHATE, MEFHEREFIMRHhERE]. XL
RAT R LMER P RB IR, HENSIEF LN BRRERGE L,

BRIABRATGEEEFEEMNESER, ST

o RURTIMIZhRESZ RSBl

7.4.1.1. 5 A kdump
RHCOS 7 kexec-tools #{4+ 8, BEEFLhECEF 8E/5 F kdump R,
i =

BT TS B4E RHCOS £J5 A kdump.
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1. BERER—RAKSI ST RPNBETARREBAE, BFRAUTHRRARKSE

I # rpm-ostree kargs --append='crashkernel=256M'

%fF ppc6dle F£5, crashkernel By {EH crashkernel=2G-4G:384M,4G-
16G:512M,16G-64G:1G,64G-128G:2G,128G-:4G,

Lo~

2. WG BB MAT ARG, SUNEBAHMMEMRAZRINBAL var/crash iIE, 54
i /etc/kdump.conf B2 & T4,

INRIBBYT s fFEF LUKS INER ¥, a7 fE B LS5 E N kdump A5 5ER
AR AE R LUKS B &,

BXEE kdump RSSBVIERE, 1HEEE /etc/sysconfig/kdump. /etc/kdump.conf 1
kdump.conf FM TTHBER, BXREERMEBEITKIFEE, 155% RHEL kdump X4,
HE

MREETHHELERT SWE, HHEBIRRIIE NFS 3 SSH iR %, BILFE
M /etc/kdump.conf B2 & ST AR HEFR multipath &3k,

3. 5 A kdump systemd BR%5.

I # systemctl enable kdump.service

4. EREHRT

I # systemctl reboot

5. #A{R kdump 2I0%: T BRI, %7 kdump.service systemd RS BERINESIFEHE, cat
/sys/kernel/kexec_crash_loaded &5 H1E 1.

7.41.2. 7% 1 X5 A kdump
kdump RS S1ENEANT 5 AR AAEE, FAEA kdump RFE—LERA, BiXLERARFEED
JAF T kdump BOZRANTT R BB INTIIR AN, HLBNRAEZEMENT /5 kdump R, EENT
= L5 A kdump RS HEBTERASIE ¢

o FNNERHRAKIEE T ARG, FATLATHE RAM 4,

o RKELERRLIT T A A,

o ATHFHERIFEENAINMFIEZE .,
SNSRI T f2)5 A kdump BRSS AR SEBIENE, T AT LURYE BB RIEEEESEH /S A kdump, BAREARX

B ETHISRMNSERE, BT MachineConfig R H{E A systemd HTENFE I REE N, F
EEBTPMRAE T R LB kdump, A LLEIEE MachineConfig X5, FHZXTREA Ignition TE5EEE
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5 7 %= WEEHRR
WELRRFEANEEXHREH,
2

INFEAXWMMAEEA Ignition BEERIE %5 RFNRH, 1S Installing — Installation
configuration BB A" BE XL TR,

cak

i =
NEERESE[H ER & 13 MachineConfig X4 :

1. B/ — Butane BCi& X4 99-worker-kdump.bu, FBFEEF/E A kdump :

2 3

IREERESUFHIEER Butane kit A 5 OpenShift Container Platform kg4t
Bd, FHKRALL04RE, #0, 4.19.0. B% Butane WIER, HE"EH
Butane G| EHlZRECE ",

Gk

variant: openshift
version: 4.19.0
metadata:
name: 99-worker-kdump ﬂ
labels:
machineconfiguration.openshift.io/role: worker e
openshift:
kernel_arguments: 6
- crashkernel=256M
storage:
files:
- path: /etc/kdump.conf ﬂ
mode: 0644
overwrite: true
contents:
inline: |
path /var/crash
core_collector makedumpfile -I --message-level 7 -d 31

- path: /etc/sysconfig/kdump 6
mode: 0644
overwrite: true
contents:
inline: |

KDUMP_COMMANDLINE_REMOVE="hugepages hugepagesz slub_debug quiet
log_buf_len swiotlb"

KDUMP_COMMANDLINE_APPEND="irgpoll nr_cpus=1 reset_devices
cgroup_disable=memory mce=off numa=off udev.children-max=2 panic=10 rootflags=nofail
acpi_no_memhotplug transparent_hugepage=never nokaslr novmcoredd hest_disable" G

KEXEC_ARGS="-s"

KDUMP_IMG="vmlinuz"

systemd:
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units:
- name: kdump.service
enabled: true

QOO =) control plane 7 & 113 MachineConfig XK, 15 worker &1y M B#Y

master.,

9 REAKSBERNBEHAKREARNE. IREE, BILURNEMAKRSE, X F ppcédle
&, crashkernel B9EiY{E crashkernel=2G-4G:384M,4G-16G:512M,16G-
64G:1G,64G-128G:2G,128G-:4G,

INREMBILEN /etc/kdump.conf IAZ, 1S ELLERD FHENHIED inline FE849

g INREMBINEN /ete/sysconfig/kdump AR, EE S hER 9 FHAERNHE inline FEB
ﬁj\o

% F ppcédle &, FF nr_cpus=1&#i) maxcpus=1, XFEWFEE EFHEZH.

EFAESHEINFS BiR, DAL E X4 HRIN—LRZER

/etc/kdump.conf 4RI

nfs server.example.com:/export/cores

core_collector makedumpfile -I --message-level 7 -d 31

extra_bins /sbin/mount.nfs

extra_modules nfs nfsv3 nfs_layout_nfsv41_files blocklayoutdriver nfs_layout_flexfiles
nfs_layout_nfsv41_files

1. {8/ Butane L2 ECE YAML X4 99-worker-kdump.yaml, S&ERAt4A T SAHNEE :

I $ butane 99-worker-kdump.bu -0 99-worker-kdump.yami

2. TEEEHN B2 YAML X4 IE <installation_directory>/manifests/ Bk, &8 a] LUE
A YAML SUH-1E B4 B I5 0]tk MachineConfig X/ £ :

I $ oc create -f 99-worker-kdump.yami

7.4.1.3. izt kdump EC B

BX kdump BER, 1ES 1 RHEL XA kdump BCiE BB 43

7.4.1.4. DT ER
BX kdump IS B, 1ESH RHEL X AEY 9 R B4,

% .
BRI MR RHEL REiHHAT vmceore 2#,
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B 7 = HEEHRR

7.4.1.5. EM IR

® 7 RHEL Hi%i& kdump

® Linux PI#Z3CHY kdump

e kdump.conf(5)- /etc/kdump.conf BE & SFHIHBRF T, & AiEUIH TR X
® kexec(8)- kexec ¥ EH man page

® X kexec # kdump BIZLIE R4 L=

7.4.2. i Ignition KK
IMRFTEBE LR, Ignition REKW, RHCOS 5|5 E KR shell, HAUTHEIRENAHE R,
iz

1 BT TS BRI IRSS TR

I $ systemctl --failed

2. FIE  EHEANRS B LIZTU TR ERE

w8
il
E

I $ journalctl -u <unit>.service

7.5. P%% [n] AR RS HERR

7.5.1. B0fAlE R 4% 4 O

MFERNLRE, HEEFLIMLEOZLGIZE (NIC) BEMNAHREN, OpenShift Container
Platform FF5 Kubernetes AP| fR %5 25:@ 15 #9 NIC H17 =8| 5K} systemd 12178 nodeip-
configuration.service iR 55 ¥ 5T/ RE. nodeip-configuration.service M5 ZR 1A B B X B RO $E O ik
P,

£ nodeip-configuration.service R 55 E IEMH NIC [5, ZRFS=0IE
letc/systemd/system/kubelet.service.d/20-nodenet.conf X4, 20-nodenet.conf 3Z{4 5%
KUBELET_NODE_IP IfMEZr 1% B WARSS AR IP Hhtik,

Y kubelet fRSSEENET, B4 M 20-nodenet.conf XX EFIEEIMEZ 2/MIE, FIF IP #ibi% &N --node-
ip kubelet 351758, FEIt, kubelet BRSSEFARMIE IP Hhlilk #5417 = IP Hbtl,

MRELREGEFEE TEEIMG, HEET R IP AYEBABRAKBEOMNMLESR, 1 nodeip-
configuration.service IR FIRERTEE /S A FEAR R NIC, EELIERT, oc get nodes -o wide @
SHYHIH AP E INTERNAL-IP IR AT B8R B B T — N RREM NIC,

INRENEEE T AR NIC TS BME5EE PR REEE, ErTEUBILLI TR -

EtcdCertSignerControllerDegraded. &R LAAIE—MRIRXH, HASE NODEIP_HINT ZERESE
AR 1P 2, MBRESER, 50 ok - BRIAT R IP EFE2HE,

7511 0% : BEEIAT = IP LD HE

e TEm A mh N T o VIL L7 arm S i AT A L A e e s mmmem— B3 L1 1B — 1 4l LT AN T L . NEL IS b

105


https://access.redhat.com/documentation/zh-cn/red_hat_enterprise_linux/8/html/managing_monitoring_and_updating_the_kernel/configuring-kdump-on-the-command-line_managing-monitoring-and-updating-the-kernel
https://www.kernel.org/doc/html/latest/admin-guide/kdump/kdump.html
https://access.redhat.com/site/solutions/6038

OpenShift Container Platform 4.19 3§

BRI IP S5, W0 LAEIE— 2= NODEIP_HINT 42 & RYTR s S K78 25 2RARY |P ofis
B, WITOER hint XX, AT LIM NODEIP_HINT ZZ&£ {5 ERY IP Mtk F R A AR EM T S IP
ik,

B0, MBENTEAWNDED, etho ity 10.0.0.10/24, M eth1 ik )y 192.0.2.5/24, FHEIAE
F35M eth0 (10.0.0.10), 77 = IP Hhb @& A 10.0.0.10 IP b,

A AT LAY NODEIP_HINT ZEEE HigmFMAB e s 1P, #I30 192.0.2.1 FMMX, LUELFEHMTF
M 192.0.2.0/24, Ftk, eth1 £#y 192.0.2.5 IP it F§F 7 &,

LURRARER T I EEBOAT = IP L2,

AR

1. 7E1&H /etc/default/nodeip-configuration XX {4 iR INIRT 4, 140 -

I NODEIP_HINT=192.0.2.1

BF

o FEMAT SMMAL] IP it #FH hint, HI40 192.0.2.5, T SAIHAEL] IP it
WSS FT SR hint IP #hit TR FREE,

e hint XY IP it (XA FHREERNFMN. EFRSRERNIRTXHHHIE
LERMIEWBRE.

2. IBTLU TSR base-64 JRiZANA :

I $ echo -n 'NODEIP_HINT=192.0.2.1' | base64 -w0

it Bl

I TKIERUIQXOhJTIQIMTKYLjAUMCxxxx==

3. TEEREBLEERT, v master #l worker BB AEN SR E B EEBEERET :

99-nodeip-hint-master.yaml

apiVersion: machineconfiguration.openshift.io/v1
kind: MachineConfig
metadata:
labels:
machineconfiguration.openshift.io/role: master
name: 99-nodeip-hint-master
spec:
config:
ignition:
version: 3.2.0
storage:
files:
- contents:

source: data:text/plain;charset=utf-8;base64,<encoded_content> ﬂ
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mode: 0644
overwrite: true
path: /etc/default/nodeip-configuration

¥ <encoded_contents> E1fi ) /etc/default/nodeip-configuration SX{4H) base64 4whl
AR, {0 TKOERUIQXOhJTIQOMTKYLjAUMCxxxx==, &I =, TESEMNREHNE
ZRITBER 18,

99-nodeip-hint-worker.yaml

apiVersion: machineconfiguration.openshift.io/v1
kind: MachineConfig
metadata:
labels:
machineconfiguration.openshift.io/role: worker
name: 99-nodeip-hint-worker
spec:
config:
ignition:
version: 3.2.0
storage:
files:
- contents:
source: data:text/plain;charset=utf-8;base64,<encoded_content> ﬂ
mode: 0644
overwrite: true
path: /etc/default/nodeip-configuration

¥ <encoded_contents> &t/ /etc/default/nodeip-configuration L4 base64 Zwid
AZA, {0 TKOERUIQXOhJTIQOMTKYLjAUMCxxxx==, &I =, TESEMREHUNE
Z BRI EER 2248,

4. WERREFIREELHEENB RS, W ~/clusterconfigs,

5. BREEE

7.5.1.2. Figi& OVN-Kubernetes LU{FE B M OVS RIHF

IR LIBIEEINBI M (secondary) Open vSwitch (OVS) M#F br-ex1, OVN-Kubernetes EIELIK% %
NHERR % (MEG)3EHE, FTFE X OpenShift Container Platform 77 sBIAERM %, & 7] LATE
AdminPolicyBasedExternalRoute B & %R (CR) FE . MEG, MEG SLHRMH T —1 pod, VA
LAWK, FEMASBRE(ECMP)EREH LRI AEE & (BFD)SE I,

ZEZZNEBMKX(MEG)HEERINE pod AR, HAMBGHFEALET A LRREHOTHMEO, 20 br-
ex1l, % MEG ®IH pod I ORE XA EKIAK OVS br-ex R,

BF

Brl, MEG AXFESHMHOEE—RMER, B0 P, HOFAESKHEOKBSS, i
FRTAEHDOIP FHOMEEN MEG T A S BERBMRET M3, XZF N OVN-
Kubernetes #0{a] 2h BB EE EH AR M L5 HhhE 5548 (SNAT), XX EHBEHA—, HAREKE
IR [ B R A TS FME N R R A — LEEA 5 AR Fh i 5,
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RS TEN 2R ED B 5 B S 38 O 7 AR E SUATAM B PIT. Machine Config Operator & #, 1EEM
;:IEI’\J letc/ovnk/extra_bridge FAIE— X, FIXHSEFN N T RECER OVS MR 4% #E O %4
B FHIREEE XS, Machine Config Operator ¥&BBLL T FERRAES -

1. WRIEFMEVIERECE M, LA singular lFEHEZE T M,

2. ¥ Ignition EEBEXXHEABANT R, UEESNTT SERAIAH br-ex1 WV MLSHECE.

3. $iE br-ex MAC it B 5 br-ex A TR EHEIE ORI MAC bt PTES,

4. 4T configure-ovs.sh shell FIZALE| A#HEOE X,

6. BUHICKT Mo

EFRAE T m#RRE Ready A5 JE, OVN-Kubernetes Operator &G EIFECE br-ex #

BXHAM br-ex1 MFHAE BIERURIBAEZEIA br-ex WITFHIER, HESH" localnet RINEE",

it =

1 ENE  BE AU TSR, QB DEARY br-ex1 BEOERE. ROTERETRT OIRHFHER
HRMED, XEgEOMENSRES R XHHRE L, D4 MITER MachineConfig f &k
RS RIE ERE O,

B

AEFEH Kubernetes NMState Operator & X 5%
NodeNetworkConfigurationPolicy (NNCP)& ¥ X4 3£ & LAA8E O,

Ao, ERREE HEEON, FANBEOSKFEORSHEINEN br-ex OVN
Kubernetes M44EREF .,

a. QIRBLITFEORE XXM, XEXHBRRMENREES 23X, DEENT RETUTIFE
S

#77 enol.config BIEE—AMEOE X SLERIRBI

[connection]

id=eno1

type=ethernet
interface-name=eno1
master=bond1
slave-type=bond
autoconnect=true
autoconnect-priority=20
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$#74 eno2.config B8 O E LB B

[connection]

id=eno2

type=ethernet
interface-name=eno2
master=bond1
slave-type=bond
autoconnect=true
autoconnect-priority=20

$77 bond1.config BI5E MR O E XX B

[connection]

id=bond1

type=bond
interface-name=bond1
autoconnect=true
connection.autoconnect-slaves=1
autoconnect-priority=20

[bond]

mode=802.3ad

miimon=100
xmit_hash_policy="layer3+4"

[ipv4]
method=auto

b. ZITAT e R, FE M) Base64 FiiHIF &

I $ base64 <directory_path>/en01.config
I $ base64 <directory_path>/eno2.config

I $ base64 <directory_path>/bond1.config

B 7 = HEEHRR

2. EEINELE, ¥ <machine_role> BT R, # worker, ¥ <interface_name> &t

FIETH B br-ex M & F5.

I $ export ROLE=<machine_role>

3. ANSERESEXHHRELEMEOE L :

4 bond1, enot, 1 en02 FIN T E X HIH 2B & X4~

apiVersion: machineconfiguration.openshift.io/v1

kind: MachineConfig
metadata:
labels:

machineconfiguration.openshift.io/role: ${worker}

name: 12-${ROLE}-sec-bridge-cni
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spec:
config:
ignition:
version: 3.2.0
storage:
files:
- contents:
source: data:;baseb4,<base-64-encoded-contents-for-bond1.conf>
path: /etc/NetworkManager/system-connections/bond1.nmconnection
filesystem: root
mode: 0600
- contents:
source: data:;baseb64,<base-64-encoded-contents-for-eno1.conf>
path: /etc/NetworkManager/system-connections/eno1.nmconnection
filesystem: root
mode: 0600
- contents:
source: data:;baseb64,<base-64-encoded-contents-for-eno2.conf>
path: /etc/NetworkManager/system-connections/eno2.nmconnection
filesystem: root
mode: 0600
#...

4. ERIRFEALT SR OB SR ES L XXM REEMLSEY

I $ oc create -f <machine_config_file_name>

5. f8A OVN-Kubernetes FI44HH7E T m L BIEE—> Open vSwitch (OVS) T br-ex1, LLAIE
extra_bridge 34, FRFRSESUFRFEZENLE /etc/ovnk/extra_bridge B8R A, XHRIIIEAX
BN MREOZT, MARXE brex WERIAED, BEES T SE P i,

extra_bridge 3X{f /etc/ovnk/extra_bridge BB ERH, 1% X8| AE4EO
I bond1

6. QBN SREEB L X, ZXHENEERTEOHNEMT R LEEE br-ex1 I SED -
¥ bond1 & X HIEE br-ex1 BEEOMHSBEE X4 THI

apiVersion: machineconfiguration.openshift.io/v1
kind: MachineConfig
metadata:
labels:
machineconfiguration.openshift.io/role: ${worker}
name: 12-worker-extra-bridge
spec:
config:
ignition:
version: 3.2.0
storage:
files:
- path: /etc/ovnk/extra_bridge
mode: 0420
overwrite: true
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contents:
source: data:text/plain;charset=utf-8,bond1

filesystem: root
7. ¥% machine-configuration N A BIRFIE T & -
I $ oc create -f <machine_config_file_name>

8. |k : A LLA QI E—MEBREE A REBE T =M br-ex L2, %X HQIE
/var/lib/ovnk/iface_default_hint %7,

FURFIE T br-ex HERAFENZEOLT, RAERT, brex RIEENAFMLHH
IP Stk F R B9 E RO, FLENZMAERERTEEE br-ex RS ENT
RIEFERINEOSHE,

a. EENT R EQENSFEEXH, UBZRIED,

BF

A ITTENRBXX 4, BAFEXR brex L% HE, FXFFERANXHEERNH
SEFRUAET R P ik,

BEENAEONNSEEXH A

apiVersion: machineconfiguration.openshift.io/v1
kind: MachineConfig
metadata:
labels:
machineconfiguration.openshift.io/role: ${worker}
name: 12-worker-br-ex-override
spec:
config:
ignition:
version: 3.2.0
storage:
files:
- path: /var/lib/ovnk/iface_default_hint
mode: 0420
overwrite: true
contents:
source: data:text/plain;charset=utf-8,bond0 ﬂ
filesystem: root

ﬂ TR ERECE SN AR AT, IERBMR T R E7F7E bondO.

b. EREENARKBHNMENR T REHE, HEHRISFENT R, LULIE br-ex EFTIHRE
O, BRS5ETE br-ex1 F7E BT O3,

c. SR EXHL REIKEPIRER TR

m
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I $ oc create -f <machine_config_file_name>

1. EAKE P exgw-ip-addresses HR55 157017 s B9 1P fitik, LUSIETY )22 6 AR
T2 BIARIT -

I $ oc get nodes -0 json | grep --color exgw-ip-addresses

i th o Bl

"k8s.ovn.org/I13-gateway-config":
\"exgw-ip-address\":\"172.xx.xx.yy/24\" \"next-hops\":[\"xx.xx.xx.xx\"],

2. BEEFEINT REMNMKBEOLH, WRET R EFEDHBR

I $ oc debug node/<node_names> -- chroot /host sh -c "ip a | grep mtu | grep br-ex"

it Bl

Starting pod/worker-1-debug ...

To use host binaries, run “chroot /host

#...

5: br-ex: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 qdisc noqueue state
UNKNOWN group default glen 1000

6: br-ex1: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 qdisc noqueue state
UNKNOWN group default glen 1000

3. A% : tNREE /var/lib/ovnk/iface_default_hint, 5% br-ex B MAC it BB 5 F 5
O MAC ik PTEg

I $ oc debug node/<node_name> -- chroot /host sh -c "ip a | grep -A1 -E 'br-ex|bond0'

B 7R br-ex ¥ bond0of 382 O A9 %i H < B1

Hith BHR

Starting pod/worker-1-debug ...
To use host binaries, run “chroot /host
#...
sh-5.1# ip a | grep -A1 -E 'br-ex|bond0’
2: bond0: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 qgdisc fq_codel master
ovs-system state UP group default glen 1000
link/ether fa:16:3e:47:99:98 brd ff:ff:ff:ff:ff:ff

5: br-ex: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 qdisc noqueue state
UNKNOWN group default glen 1000

link/ether fa:16:3e:47:99:98 brd ff:ff:ff.ff:ff:ff

inet 10.xx.xx.xx/21 brd 10.xx.xx.255 scope global dynamic noprefixroute br-ex

o FEFRINMLEHEESNERM X

12
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7.5.2. Open vSwitch [A] R FEHERR
& BA—LE Open vSwitch (OVS) [RIFEITEERER, BRI RBERERTIHILLEBEELER

aifi

/CNo

INRIEAHER T REWBERS, EEREFTLURUATRE —FHMT R LR ESREE TR ER A EH

ICN =

E0514 12:47:17.998892 2281 daemon.go:1350] content mismatch for file /etc/systemd/system/ovs-
vswitchd.service: [Unit]

MERESRACREAXNATEE, HETKSERRERE B ER5 El.

7.5.2.1. Isi B & Open vSwitch B &5

TR ERSPEHERR, AT LUEITERE Open vSwitch (OVS) BES . U TREAEEZEEF LT R 7
4, BREEHSISTRY, BEERHFREFE.

HAITH T ERRBELIE, EaEKckaiSREETTHEMBEHER, 1271 #12EE ovs-
vswitchd.service WRAARLE, ERAZEAEER, HEENRSE, FREELIIEENRBE,

SERFEH
o EALUFERER cluster-admin & &K HIEEE,
e B% %k OpenShift CLI(0C).

ik
1. 7T sJE5) debug pod:

I $ oc debug node/<node_name>

2. ¥ /host 1% & debug shell FEIIRE %, debug pod M pod EF'Ei’\J /host FREYEMNFEEEL root X4
%, HRBERSH /host, BRI UIMENERG 1T Z IS -

I # chroot /host
3. BE OVS AT syslog 2l
I # ovs-appctl viog/list
IR RBIEE ERT syslog WEH info BB &L,
=1

console syslog file

backtrace OFF INFO INFO

bfd OFF INFO INFO
bond OFF INFO INFO
bridge OFF INFO INFO
bundle OFF INFO INFO
bundles OFF INFO INFO

13
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cfm OFF INFO INFO
collectors OFF INFO INFO
command_line OFF INFO INFO
connmgr OFF INFO INFO
conntrack OFF INFO INFO
conntrack_tp OFF INFO INFO

coverage OFF INFO INFO
ct_dpif OFF INFO INFO
daemon OFF INFO INFO

daemon_unix OFF INFO INFO
dns_resolve OFF INFO INFO
dpdk OFF INFO INFO

4. 87 /etc/systemd/system/ovs-vswitchd.service.d/10-ovs-vswitchd-restart.conf {4/ #)H
Gl
Restart=always
ExecStartPre=-/bin/sh -c '/usr/bin/chown -R :$${OVS_USER_ID##*:} /var/lib/openvswitch'
ExecStartPre=-/bin/sh -c '/usr/bin/chown -R :$${OVS_USER_ID##*:} /etc/openvswitch'
ExecStartPre=-/bin/sh -c '/usr/bin/chown -R :$${OVS_USER_ID##*:} /run/openvswitch'

ExecStartPost=-/usr/bin/ovs-appctl vlog/set syslog:dbg
ExecReload=-/usr/bin/ovs-appctl vlog/set syslog:dbg

ERIEMREIHR, BEIGNZESN dbg. ERZERTT, 1 syslog:<log_level> % iEH
off. emer. err. warn. info =k dbg., off H&EJ I &idEierfiE BEHE R,

5 EERS :

I # systemctl daemon-reload

I # systemctl restart ovs-vswitchd

7.5.2.2. XK ABZ & Open vSwitch B &5

XIFXRF Open vSwitch (OVS) BEH B KHEAEDY, ERILUKAE R B &L,

FeREH
o ATLUFEAEA cluster-admin A& 5N EEE,

o B% %k OpenShift CLI(0C).

ff

L=

S

1. ERARLLLTRAIM MachineConfig X RO — 3, 40 99-change-ovs-loglevel.yaml :

apiVersion: machineconfiguration.openshift.io/v1
kind: MachineConfig
metadata:

labels:

machineconfiguration.openshift.io/role: master ﬂ
name: 99-change-ovs-loglevel
spec:

14
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config:

ignition:
version: 3.2.0

systemd:
units:
- dropins:

- contents: |
[Service]

ExecStartPost=-/usr/bin/ovs-appctl vlog/set syslog:dbg 9
ExecReload=-/usr/bin/ovs-appctl vlog/set syslog:dbg
name: 20-ovs-vswitchd-restart.conf
name: ovs-vswitchd.service

ﬂ PUT S BRLAREE control plane T Rfa, BEEXMIRE, FNABIEES worker LIEE
worker 7 52,

@ 4E syslog:<log_level> &, B4 off. emer. err. warn. info s dbg, FH{HiXE
7 off &t iEieE BEHE R,

2. NANEREE :

I $ oc apply -f 99-change-ovs-loglevel.yaml|

Hith TR
e T f# Machine Config Operator
o KENIAFEELRE

7.5.2.3. [ 7~ Open vSwitch B

FEALU TSI E R Open vSwitch (OVS) B,

FeREH
o RETLUFEAEZS cluster-admin A& i A& EE,

e B% %k OpenShift CLI(0C).

iz
o ZITLUTME—®T :
o fFRARBEKEHNN oc N IERAK :
I $ oc adm node-logs <node_name> -u ovs-vswitchd
o BRIEBHIMNTREEZRBARE
I # journalctl -b -f -u ovs-vswitchd.service

BT MM —F 5% 23 M oc debug node/<node_names &4,
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7.6. TROUBLESHOOTING OPERATOR H[r] i

Operator 2—f3$T8. EEFMEIE OpenShift Container Platform NARRFEMHE. ©AHUBEIERK
I B TRRFIABY B, A LUIE OpenShift Container Platform Wi 482 1T1E R, FARBHER Y
AR S SEHH RS, Operator #i% T AR A AL B AT, FErt MBS R B shiF TR, T
BARASERIER" (kI PE &0 2k EnE)

OpenShift Container Platform 4.19 &% T —2H2KIAM Operator, Ef RS ER TIEFTHEMN, XLEKIA
Operator B Cluster Version Operator (CVO) &I,

ENEREIE R, A OpenShift Container Platform Web #2#& 8k CLI 2223 B OperatorHub #J
N2 Operator, ARG, &A™ fF Operator i E—NKZ N R, HEHENALARFER, N
FA#2F Operator B Operator Lifecycle Manager (OLM) #{TEE,

INRIBE Operator (A, TELIUE Operator 1T R, 1A EREFH Operator pod IR, FHUE
Operator BELLHAITIZH#,

7.6.1. operator 1] [ 4R 2K BY
T AR &S AR R R
R 7.2 RR KR
K5 ik

CatalogSourcesUnhealthy RAFETHN—D S DB KRR,

InstallPlanMissing ER DT IR R E TR,
InstallPlanPending NI IEERES,
InstallPlanFailed TR & 1T X R
ResolutionFailed T 5] ARG L AR AT SR

ZXIA OpenShift Container Platform & 2% Operator H Cluster Version Operator (CVO)
B, ©Bfili%H\ Subscription XI5, 2% Operator B Operator Lifecycle
Manager (OLM) &I, &1 &% Subscription X%,

Hit 5w
o BEREREX

7.6.2. {§ A CLI & & Operator 1] [FR S

IREI LUER CLI &% Operator A

FeREH
o TATLUFEAEA cluster-admin BA&MAE iR EE,
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o B% %k OpenShift CLI(0C).

1. FJH Operator ][5 :

I $ oc get subs -n <operator_namespace>

2. {#F oc describe fp 5% Subscription HR :

I $ oc describe sub <subscription_name> -n <operator_namespace>

3. IEMHHIHA, $HE Operator 1T KRN K EH Conditions #84. 7ELLTRAI
#, CatalogSourcesUnhealthy 42X BVEH false R, FENFTER FHE ®REBEE :

i th o Bl

Name: cluster-logging

Namespace: openshift-logging

Labels: operators.coreos.com/cluster-logging.openshift-logging=
Annotations: <none>

API Version: operators.coreos.com/vialphat

Kind: Subscription

#...
Conditions:
Last Transition Time: 2019-07-29T13:42:57Z
Message: all available catalogsources are healthy
Reason: AllCatalogSourcesHealthy
Status: False
Type: CatalogSourcesUnhealthy
#...

ZXIA OpenShift Container Platform & &% Operator H Cluster Version Operator (CVO)
&, ©fi%% Subscription X%, 2R Operator H Operator Lifecycle
Manager (OLM) &I, ©1 &% Subscription X%,

7.6.3. fff CLI &%& Operator BXRIRE

IEAILMEA CLI £ Operator BEIREIR S,

FeREH
o ATLUFEAEA cluster-admin A& 5N EE,

o B% %k OpenShift CLI(0C).

it 3
1. FIHABREEFPEFIE, B, KLk openshift-marketplace #3422 (6], 1%n 422 (A F
FERESCRMBXIR :
N

17
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18

I $ oc get catalogsources -n openshift-marketplace

Fai th o Bl

NAME DISPLAY TYPE PUBLISHER AGE
certified-operators Certified Operators grpc Red Hat  55m
community-operators Community Operators grpc Red Hat 55m
example-catalog Example Catalog grpc  Example Org 2m25s
redhat-operators ~ Red Hat Operators grpc Red Hat 55m

2. {8 oc describe 5 RENE * B RIBEHFEBIIAS ¢

I $ oc describe catalogsource example-catalog -n openshift-marketplace

it Bl
Name: example-catalog
Namespace: openshift-marketplace
Labels: <none>

Annotations: operatorframework.io/managed-by: marketplace-operator
target.workload.openshift.io/management: {"effect": "PreferredDuringScheduling"}
API Version: operators.coreos.com/vialphat
Kind: CatalogSource
#...
Status:
Connection State:
Address: example-catalog.openshift-marketplace.svc:50051
Last Connect: 2021-09-09T17:07:35Z
Last Observed State: TRANSIENT_FAILURE
Registry Service:
Created At: 2021-09-09T17:05:45Z
Port: 50051
Protocol: grpc
Service Name: example-catalog
Service Namespace: openshift-marketplace

ELEAIRE YD, KEMRIMIASE TRANSIENT FAILURE, IhiRASRT B FREILERER
H R A] R,

3. PO B SRR e & 22 (R BN pod :

I $ oc get pods -n openshift-marketplace

fr =1
NAME READY STATUS RESTARTS AGE
certified-operators-cvinn 1/1 Running 0 36m
community-operators-6v8Ip 1/1 Running 0 36m
marketplace-operator-86bfc75f9b-jkgbc 1/1  Running 0 42m
example-catalog-bwt8z 0/1  ImagePullBackOff 0 3m55s
redhat-operators-smxx8 1/1° Running 0 36m



B 7 = HEEHRR

EaRZEF PR E RN, REIZemAZEFGHBFKRUE— pod, ERIEAIRAI
&, example-catalog-bwt8z pod FIRZ R ImagePullBackOff, LHIRASRRIIE B RIRIZES|
B FEERH,

4. f£F oc describe S pod LUKERE L FHER -

I $ oc describe pod example-catalog-bwt8z -n openshift-marketplace

=1

Name: example-catalog-bwt8z

Namespace: openshift-marketplace

Priority: 0

Node: ci-In-jyryyg2-f76d1-ggdbg-worker-b-vsxjd/10.0.128.2

Events:

Type Reason Age From Message

Normal Scheduled 48s default-scheduler Successfully assigned openshift-
marketplace/example-catalog-bwt8z to ci-In-jyryyf2-f76d1-fgdbg-worker-b-vsxjd

Normal AddedInterface 47s multus Add eth0 [10.131.0.40/23] from
openshift-sdn

Normal BackOff 20s (x2 over 46s) kubelet Back-off pulling image
"quay.io/example-org/example-catalog:v1"

Warning Failed 20s (x2 over 46s) kubelet Error: ImagePullBackOff
Normal Pulling 8s (x3 over 47s) kubelet Pulling image "quay.io/example-
org/example-catalog:v1"

Warning Failed 8s (x3 over 47s) kubelet Failed to pull image

"quay.io/example-org/example-catalog:v1": rpc error: code = Unknown desc = reading
manifest v1 in quay.io/example-org/example-catalog: unauthorized: access to the requested
resource is not authorized

Warning Failed 8s (x3 over 47s) kubelet Error: ErrlmagePull

HERTEBRAFE G, R R RT B RIRIFRS I BRE IR M AR AL A, Hl0, 3R
BIEHR TR M ER EE K E UL registry H,

Heth TR
® Operator Lifecycle Manager #:2F175/E — Catalog iR
e gRPC X#5 : EREIRE

o MFLH registry 1/j17] Operator B4

7.6.4. #1f) Operator pod K75
IRE LB &R BB Operator pod RERE, LT LUKE #4H89 Operator pod ik,

FeREH
o RETLUFEAEZR cluster-admin A& i A& EE,

o AP|IRSGMATLUIESR TE,
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e B% %k OpenShift CLI(0C).

ff

L=

S

1. B EREFIZ1TH Operator, it &3& Operator frkA., ATRMFZTHEMER :
I $ oc get clusteroperators

2. HIHTE Operator #p & 22 7] FRZ1THY Operator pod, LA pod K75, ERFER :
I $ oc get pod -n <operator_namespace>

3. K i¥4E Operator pod At :

I $ oc describe pod <operator_pod_name> -n <operator_namespace>

4. MR Operator [MEFFEFENT R, MFEIZLT R LEIH Operator FERKS,

a. 7T RJA3) debug pod :

I $ oc debug node/my-node

b. ¥ /host 1%/ debug shell FEIRB K., debug pod 7 pod ) /host FEEH EHH root X
B3R5, MREFRZN /host, BRI LLZTENATHUTIRERH S ER ZHHHITHF -

I # chroot /host

k

==
1247 Red Hat Enterprise Linux CoreOS (RHCOS) #J OpenShift Container
Platform 4.19 &8 T AR 2, ©KHITF Operator KN AL E®R, FEIL
5/ SSH ViR 1T m. B2, #1R OpenShift Container Platform API R a]
A, =X kubelet EBIR T m E TR IEE THF, oc BIEREZRIFN, TEXFHE
ST, ®TLUER ssh core@<nodes>.<cluster_names>.<base_domain> F1jj
IREF-=W

c. JIHTRAHBMIFHER, SEKRESFIXEEH pod ID:

I # crictl ps
d. FIHT R ERFTE Operator B2sMIE R, LATRAIFIH T network-operator F2RHIER :

I # crictl ps --name network-operator

e. 1B debug shell,

7.6.5. L% Operator HE

INRBE Operator [Af, EETLLM Operator pod BH&FRINE N2 HE B,

FRFH
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A LMFEAESR cluster-admin B &I 150 £E,
API BRSSART LAIE & T/,
B&% OpenShift CLI(oc).

&4 control plane 2 control plane #2355 LR EE 4.

. B TE Operator #3 & 22 (6|2 1TH) Operator pod, LK% pod K7, EEFER :
I $ oc get pods -n <operator_namespace>

. #% Operator pod BWHE :

I $ oc logs pod/<pod_name> -n <operator_namespace>

fNR Operator pod EFE MR, N LGS HEE7E—NiER, HPEEE/)IRNEH. M
5E—L‘§‘%§ 1/jEn_.\:

I $ oc logs pod/<operator_pod_names> -c <container_name> -n <operator_namespace>

. IR API BEEE TVE, 15EH SSH kEEEA control plane 7 s _£# Operator pod #1& 23 H
&, I <master-node>.<cluster_names.<base domain> & )75& &8I 1E,

a. FIHE control plane 17 52 LB pod :

I $ ssh core@<master-node>.<cluster_name>.<base_domain> sudo crictl pods

b. X F{EfI% E 7~ Ready KSR Operator pod, FEAIKE Pod BIIRTE. I¥
<operator_pod_id> &t E—an S HiH A5 HEH Operator pod ID:

$ ssh core@<master-node>.<cluster_name>.<base_domain> sudo crictl inspectp
<operator_pod_id>

FH 5 Operator pod #HXHA2S :

o

$ ssh core@<master-node>.<cluster_name>.<base_domain> sudo crictl ps --pod=
<operator_pod_id>

o

S FEMKEZ T Ready KM Operator B2s, HIFARERIAIRS, I <container_id>
BHh E—HfiH Py HASR ID:

$ ssh core@<master-node>.<cluster_name>.<base_domain> sudo crictl inspect
<container_id>

o

EEAEMR 2~ Ready SRS Operator 2B E. f <container_id> it h E—&H 5
H AR5 A SR ID:

$ ssh core@<master-node>.<cluster_name>.<base_domain> sudo crictl logs -f
<container_id>
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2 3

cak

1217 Red Hat Enterprise Linux CoreOS (RHCOS) B OpenShift Container
Platform 4.19 &8 TT AR 2, T©KHIiF Operator KN AL RN, FEIL
8 SSH i &ERE T R, EZEE@T SSH K IZBEERT, 15217 oc adm
must gather &AMt oc BB ENREATURMEBHEIE, B2, MR
OpenShift Container Platform API "I f, =K kubelet £ B IR T R EFTIEIE
BILF, oc BIERASZEIRN, EXMIERT, JLUER ssh core@<nodes.
<cluster_name>.<base_domain> 3 ijj[7]77 &2,

7.6.6. 2/ Machine Config Operator BhE#HE| 5

% Machine Config Operator (MCO) #{TECERE AN, Red Hat Enterprise Linux CoreOS (RHCOS)
WHEEFRREEREN. TREBRREENERFINM, RHCOS TREEENER, MIFCEHY

=,

e 4 MCO RMEBILTEMERN, EREAHFERERT RBVER TN AR

o 7EHZRELEM spec.config.passwd.users.sshAuthorizedKeys 2+ &l
SSH B,

o 7t openshift-config fp % Z2[A| A B L /F pull secret % pull secret,

o Kubernetes API Server Operator B 3¥2%% /etc/kubernetes/kubelet-ca.crt
WEFI AN (CA)

e % MCO Kl ZI%T /etc/containers/registries.conf X {-HIEERET, N4
ImageDigestMirrorSet. ImageTagMirrorSet =% ImageContentSourcePolicy
MR, BRPEZENNETR, MABRRHFIUHILRT R, SN FUTER, TRz
REEE

o IBINT — registry, TWENEBNEBE (mirror) KET pull-from-mirror =
"digest-only" 54,

o IINT—/E& (mirror) , HWHETE—1 registry FiZER pull-from-mirror =
"digest-only" ¥,

o 7 unqualified-search-registries FIZRFRINTIH,
R T BARABEN R, EaLUSHAEREER (MCP) LABAIETE Operator B ZREREREBIIER.

7.6.6.1. {252 A Machine Config Operator BZIE#H B 5

7T #EFXT Machine Config Operator (MCO) FRBIBESUERR A B ERIFFET, &7 LUEFA OpenShift
Container Platform Web £#I & & 2REE R (MCP) , LAB5LE MCO 1EBRAN M AR AT
W, XEMHIEEMEERT MCO BnIRR—EOMER.

pa -3
B2 A% ZNE X 2 Machine Config Operator BZIE#H5| 5 M E.
SoREH
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o ATLUFAEA cluster-admin B&IAE iR EE,

i

Y EHECHEEBE) MCO BHEHBIS -

o TEHINBIFITE

1.

2.

3.

6.

LLEH cluster-admin & &8 515 & %% OpenShift Container Platform web £ &,

= Compute » MachineConfigPools,

£ MachineConfigPools TIE 1, mifi master =X worker, E&XEURTFEEHEEHFIFH
TR

1E master = worker TIEH, = YAML,

£ YAML 1, ¥¥ spec.paused FEXEFH true.
MachineConfigPool ¥} &Rl

apiVersion: machineconfiguration.openshift.io/v1
kind: MachineConfigPool

#...

spec:

#

paused: true ﬂ
#...

ﬂ ¥ spec.paused FEXEF N true LLEEEFHEI T,

ZI5UE MCP 2B B, 15:REIE| MachineConfigPools T1H,
7£ MachineConfigPools TIE ™, &S MCP k& T Paused 5If 7y True,

R MCP EE = A FLH Bk, Updated 514 False, Updating J False, 2
Updated &y True B Updating 5 False i, RF&ERFLEHENL,

BF

MRBERHATHEN (Updated 1 Updating FEXERE False) EIUER
RAE—NMETFBORTER. FRAUTSRICEE a5 501, LUNA
E—REFFHPAHER,

o EUHE{EETNEITITRE :

1.

2.

3.

LLEA cluster-admin B &8I & {7 & % E OpenShift Container Platform web &,

= Compute » MachineConfigPools,

£ MachineConfigPools TIE ™, mifi master =X worker, EXEURTEEHEEHF|IFH
TR

1E master = worker TIEH, = YAML,

£ YAML 1, ¥¥ spec.paused FEXE#H false,
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MachineConfigPool ¥} &Rl

apiVersion: machineconfiguration.openshift.io/v1
kind: MachineConfigPool

#...

spec:

#

paused: false ﬂ
#...

ﬂ ¥ spec.paused FEXEHH false LAITES,

BT BUHEE MCP, MCO NAMBEEMEN, RIFBFEES Red Hat
Enterprise Linux CoreOS (RHCOS)

6. BXIE MCP 2B E2H1E, 15REIEI MachineConfigPools 11,
1£ MachineConfigPools TIEA, RIEXH MCP k& Paused 7/ False,

SN MCP IETEN F{EM&F LB EDN, Updated 5 False, Updating 54 True,
Updated 7y True B Updating & False i, RaBE#ITEMEN.

7.6.6.2. {1 CLI ZH Machine Config Operator HZE#8| 5

77 BEFBXT Machine Config Operator (MCO) FRMHIEBUER N A BRI FRMT, EEILUERA OpenShift
CLI (oc) FkiEtatzsBcE M (MCP) , LABSIE MCO TEBRN A 17 s T EM BN, X5 IEE{TE
BET MCO Bt Z—HanESS,

y p= )1
HBIE = NE X 2 Machine Config Operator BZ1E# 815 B3,
FeREH
o REILIMEAER cluster-admin A& 1A &EE,
o B% %k OpenShift CLI(oc).

i
ZYEHECHEEBE) MCO BHEHBIS -

o HERDEIFIIIE :
1. %7 MachineConfigPool B7E L 7R, f§ spec.paused FEIXE true,

Control plane (master) Tim

I $ oc patch --type=merge --patch="{"spec":{"paused":true}}' machineconfigpool/master

Worker 175
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I $ oc patch --type=merge --patch="{"spec":{"paused":true}}' machineconfigpool/worker
2. $UEMCP BREBBEHE = :
Control plane (master) Tim

I $ oc get machineconfigpool/master --template="{{.spec.paused}}'

Worker 1758

I $ oc get machineconfigpool/worker --template="{{.spec.paused}}'

it Bl

I true

spec.paused FE& 7 true, MCP H1{=,
3. fAE MCP BREBEFAIEMEN :

I # oc get machineconfigpool

i th o Bl

NAME CONFIG UPDATED UPDATING
master rendered-master-33cf0a1254318755d7b48002¢c597bf91 True False
worker rendered-worker-e405a5bdb0db1295aceal8bcca33fab0 False False

N UPDATED 7%l2 False, UPDATING /J False, NE#FLEHNEN, % UPDATED H
True H UPDATING /y False i, AR IEBHEN, £ B4, worker T mA RIS
{t. control plane 17 sUR B EAFLEREN,

BF

MRBERHATHEN (Updated 1 Updating FEXERE False) EIUER
RAE—NMETFBORTER. FRAUTSRICEE 355018, LUNA
E—REREHFAHER,

o EUHEZEDNEITIRE :
1. %7 MachineConfigPool B L 5R, f§ spec.paused FiXE) false,
Control plane (master) Tim
I $ oc patch --type=merge --patch="{"spec":{"paused":false}}' machineconfigpool/master
Worker 7 s

I $ oc patch --type=merge --patch="{"spec":{"paused":false}}' machineconfigpool/worker
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BT BUHEE MCP, MCO NAMBEEMNEN, RI\EFEES Red Hat
Enterprise Linux CoreOS (RHCOS) .

2. Bk MCP B2EEECHE (= -
Control plane (master) Tim

I $ oc get machineconfigpool/master --template="{{.spec.paused}}'

Worker 175

I $ oc get machineconfigpool/worker --template="{{.spec.paused}}'

i B

I false

spec.paused FE& 7y false, MCP #EUHE =,
3. HBE MCP BEBERFFILEMEN

I $ oc get machineconfigpool

o=l
NAME CONFIG UPDATED UPDATING

master rendered-master-546383f80705bd5aeaba93 True False
worker rendered-worker-b4c51bb33ccaaebfc4abas False True

SR MCP IEfE N AR IERE, UPDATED %1% False, UPDATING 57 True, ¥4
UPDATED § True B UPDATING 5y False [}, &EH—4$MWEN, £ LHIA, MCO IEHE
B3 worker 77 £,

7.6.7. RlIFTRIEL] ]

£ Operator Lifecycle Manager (OLM) R, #NRMEITHBES| ML ITEV P BIEE &I Operator,
& 5] LATE openshift-marketplace fp % 22 [A] R B B LU R SR BVE L -

it Bl

ImagePullBackOff for
Back-off pulling image "example.com/openshift4/ose-elasticsearch-operator-
bundle@sha256:6d2587129c846ec28d384540322b40b05833e7e00b25cca584e004af9a1d292e"

it Bl

rpc error: code = Unknown desc = error pinging docker registry example.com: Get
"https://example.com/v2/": dial tcp: lookup example.com on 10.0.0.1:53: no such host
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R, TTHSEFXNRBCEAE, Operator TEREZLSHFA N,

e LGRS IHBRIT IR, SREFARSSARA (CSV) REAMME XN RERIFTRWHTI R, EFHOURIHE, OLM
KEHRE Operator WIEFAARA,

FRFM
o BE—DRMEITH, FTEHERTRED]RIBHA R ER.
o AT LAY F IERRR S 2 Bk,

iz
1. MZ&k Operator B9y % 22 (5] X EX Subscription #1 ClusterServiceVersion X REI & :
I $ oc get sub,csv -n <namespace>
it =Bl
NAME PACKAGE SOURCE CHANNEL
subscription.operators.coreos.com/elasticsearch-operator elasticsearch-operator redhat-
operators 5.0
NAME DISPLAY VERSION
REPLACES PHASE
clusterserviceversion.operators.coreos.com/elasticsearch-operator.5.0.0-65 OpenShift
Elasticsearch Operator 5.0.0-65 Succeeded
2. THIBRITIS -

I $ oc delete subscription <subscription_name> -n <namespace>

3. MHFREREFAR S hRA

I $ oc delete csv <csv_name> -n <namespace>

4. 7f openshift-marketplace &p 4 22 [F] IR EX A A SR IAS V1 B9 B FRANAE K EC B PR &Y

I $ oc get job,configmap -n openshift-marketplace

LN

NAME COMPLETIONS DURATION AGE
job.batch/1de9443b6324e629ddf31fed0a853a121275806170e34¢c926d69e53a7fcbcch  1/1
26s 9m30s
NAME DATA AGE
configmap/1de9443b6324e629ddf31fed0a853a121275806170e34¢c926d69e53a7fcbcch 3
9m30s

5. MIBRVENL :

I $ oc delete job <job_name> -n openshift-marketplace
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SR AT MR S S BT SV B9 B R 9 Pod RAMEHT 012,
6. MIREREMST -

I $ oc delete configmap <configmap_name> -n openshift-marketplace
7. 7E Web #2%I& F{F  OperatorHub E# %% Operator,
o MERTDHRINEFHRE Operator:

I $ oc get sub,csv,installplan -n <namespace>

7.6.8. HlE KW EEH L E Operator

EZREFHLLRE— Operator &, ENIMBMINFTEENE T Operator, FTiRIEFAEIE; Operator AJLL
FHEE TR, MBS REN, 4F Terminating" A7, HERHEE@ATRER. F0 :

Project B iRk 2~

message: 'Failed to delete all resource types, 1 remaining: Internal error occurred:
error resolving resource'

IX L2 RU g 0] # AT BE S BE IE Operator AN E L%,

gk

H
{ o |
SRR 422 ] BT BETESEAESR "Terminating” ASTEL, 3 ATAE D BREER TR

FOTEBVREH T, Rt&FZ X BRI 6y & 2 ERMREEX R, MEE
ZER, WSNLEMIAERRAAR #4165791, IHLETAEBNESH S,

LUFRIEET T MR TR EH R Operator B FHTERMEBERR, R N2 BIZRE Operator HEIBE XL HTR
7E X (CRD) = FH 1E4E X B9 6n 4 22 [A] B PO A R

¥ =2
1. EREBES Operator HXHIM AR RS TF Terminating KA :
I $ oc get namespaces

it Bl

I operator-ns-1 Terminating
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2. MEHEHKWEREFES Operator #XH CRD :

I $ oc get crds

CRD BR£R&EHE L ; 5 CRD HBXRHEFFEE LHIR (CR) KA REA T Hthan
Z[A R, WA ERERLA,

3. WIRBE I CRD H Operator IRt EIE, FEENEEMIER CRD :

I $ oc delete crd <crd_name>

4. WEHHEREMARFES Operator BXBIFR CREH, MREFE, HMERCR:

a. BH#RM CR RE T REMEEE G, FTE T f# Operator EIEHLE CRD, flt0, #NRIME
424t EtedCluster CRD B etcd Operator ElE i 1THfEHERR, BT LIEMR & 226 gk
| 4~89 EtcdCluster CR :

I $ oc get EtcdCluster -n <namespace_name>
A, EIEALERT A R ZE A 2R -
I $ oc get EtcdCluster --all-namespaces

b. WIRBEEMAFIRE CR MIZMMIPR, TEMBREH -

I $ oc delete <cr_name> <cr_instance_name> -n <namespace_name>

5. feEar &2 A MFRE S S RIARR

I $ oc get namespace <namespace_name>

H o
INRepHZE A H A Operator FIR{MAERBTZREE, 1HFHKRIAEZHF.
6. 7E Web ¥l & F#F OperatorHub E#T% %k Operator,

o MEREBEKINEHFRE Operator:

I $ oc get sub,csv,installplan -n <namespace>

HbBR
o MEEEHHER Operator
o TEEEFH NN Operator
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7.7. 17 POD [}

OpenShift Container Platform I f Kubernetes B pod #:&, ©E2HXREHMEER —FHNLBH—I=ZHD
B25. pod BHATE OpenShift Container Platform 4.19 £ X, ZHEMNEEMR/INITEH T,

T:T:E)‘LT podE, E‘Hﬁ@ﬂﬂ%‘fiiﬁ, ﬁUé%EJEH:'. HEZSHEMBR AL, RIBREFLREAR

BAEEKRRE pod HILAIGE pod BIIRES. MRA 4 pod t4kE, 1EMER pod BIEHRIR S LR A4S E FR K.

B pod MM, RFHIRASEPICMBIERE. EF pod FHHBUR pod MIAHBERER.

BV RS THIEITH pod, SRIE Pod WERBECE/SSIER root VilRIFRAIVE I pod KENA1Z#RIA]
a5

7.7.1. T & pod 1R RS

pod KIGRE ZXEIRIKS, A7E oc get pods 4 # status FEXHFMERE], Pod R EREHER
%, BRI IMLEXHBE,

TRIBM T pod HiFREREHRIIRK,
% 7.3. Pod iR E

Pod BHRRZ fed

ErrimagePull B ARG RE R,

ErrimagePullBa  fH{&3RKN,
ckOff

Errinvalidimage  f8EHKATRTH.
Name

Errimagelnspec & RE R BRI,
t

ErrimageNeverP  PullPolicy i%i& % NeverPulllmage, BFirE&&BERhEE,
ull

ErrRegistryUna LM registry T FREHRAT, SEIHTTP X,
vailable

ErrContainerNot 8EAREREM pod FARFIESHKMH kubelet B,
Found

ErrRuninitConta &2 #1181b KM,
iner

ErrRunContaine  pod MZARZRENR B KINE D,
r
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Pod 53 RE ik
ErrKillContainer %% pod AR HAINZ LE,

ErrCrashLoopB  &HREX L, kubelet BRARIKEEHE,
ackOff

ErrVerifyNonRo  &&B S HG=1E A root IUBRIZ1T,
ot

ErrCreatePodSa Pod i &0IEEERIY,
ndbox

ErrConfigPodSa Pod A &ERELXEKS.
ndbox

ErrKillPodSand pod WFEEBMINZLE,
box

ErrSetupNetwor  RIZ#I5A1ERIK,
k

ErrTeardownNet  M4&%#& 1k K04,
work

7.7.2. 10 % pod K&
IR LAE ) pod KM RKE, ELFTLAE W pod MIEXEBEBLRE, HEBEMIRNT A,
SeRFH

o MALIEAEE cluster-admin A& &I 7 H L,

o B &% OpenShift CLI (oc)

o BEET skopeo,
g7

1. UIMETIE -

I $ oc project <project_name>
2. FIHIERRAREEAFIZITH pod, LUKk pod KA. HEIRKRE. ESFER

I $ oc get pods

\]

3 HEGRREFZEEHMEREEE !
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I $ oc status

MRMAZAENEREEE, HHOERERERMMEMFERSI A,
4. B LS5 AREMEE

I $ skopeo inspect docker://<image_reference>

5. INREMBHRSIBAFER, FEFHBREPHNSIA

I $ oc edit deployment/my-deployment

6. éﬁB%ﬁE%;EH:‘ET BREEMBEEMNE. TEHELTEHM Watch pod BIIRE, LAAEIX AN I
Eﬁ*/j&

I $ oc get pods -w
7. BEMAEFPNES, UTHS pod KBAEXHZERER :

I $ oc get events

7.7.3. K% pod MR EE

1@33IJ«)UFA pod %Dé%ﬁEI,.,\, J«l”‘%%iiﬁ pod KM R ELSHEEER, RIFBREFHRERY, pod

FRFH

132

o ATLUFEAEA cluster-admin BE&M AR EE,
o APIRSSDBIA R LUE & T,

o B% %k OpenShift CLI(oc).

1. HIHRE pod WA :
I $ oc logs <pod_name>
2. Bifl pod FFERERMARE :
I $ oc logs <pod_name> -c <container_name>
FAIER oc logs frHATIKIGHI H SR A % E pod B ZR R stdout BI1E R

3. &% pod A /var/log/ FEESHHEE,
a. FH pod A /var/log FRTESHIEEXHEHFF B ¢

I $ oc exec <pod_name> -- Is -alh /var/log
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it Bl

total 124K

drwxr-xr-x. 1 root root 33 Aug 11 11:23 .

drwxr-xr-x. 1 root root 28 Sep 6 2022 ..

-rw-rw----. 1 root utmp 0 Jul 10 10:31 btmp
-rw-r--r--. 1 root root 33K Jul 17 10:07 dnf.librepo.log
-rw-r--r--. 1 root root 69K Jul 17 10:07 dnf.log
-rw-r--r--. 1 root root 8.8K Jul 17 10:07 dnf.rpm.log
-rw-r--r--. 1 root root 480 Jul 17 10:07 hawkey.log
-rw-rw-r--. 1 root utmp 0 Jul 10 10:31 lastlog
drwx------ .2rootroot 23 Aug 11 11:14 openshift-apiserver
drwx------ .2rootroot 6 Jul 10 10:31 private
drwxr-xr-x. 1 root root 22 Mar 9 08:05 rhsm
-rw-rw-r--. 1 root utmp 0 Jul 10 10:31 witmp

b. &if] pod # /var/log FFTEFFE BE X :

I $ oc exec <pod_names> cat /var/log/<path_to_log>

i th o Bl

2023-07-10T10:29:38+0000 INFO --- logging initialized ---

2023-07-10T10:29:38+0000 DDEBUG timer: config: 13 ms

2023-07-10T10:29:38+0000 DEBUG Loaded plugins: builddep, changelog, config-
manager, copr, debug, debuginfo-install, download, generate_completion_cache, groups-
manager, needs-restarting, playground, product-id, repoclosure, repodiff, repograph,
repomanage, reposync, subscription-manager, uploadprofile

2023-07-10T10:29:38+0000 INFO Updating Subscription Management repositories.
2023-07-10T10:29:38+0000 INFO Unable to read consumer identity
2023-07-10T10:29:38+0000 INFO Subscription Manager is operating in container mode.
2023-07-10T10:29:38+0000 INFO

c. FIHKEFERSN /varlog P EEHNHEXHMFEX :
I $ oc exec <pod_name> -c <container_name> Is /var/log
d. HiHEERBTH /varllog PAISHEEREXXH :
I $ oc exec <pod_name> -c <container_name> cat /var/log/<path_to_log>
7.7.4. 5 [nli217# pod
BRI LLEIETE pod ETFF shell, it iin O & IKENMZE VT R], KB EBELZITH pod,

FeREH
o ATLUFAEA cluster-admin BA&MAE iR EEE,
o APIRSSMARRILUIEE TIE,

e B% %k OpenShift CLI(oc).
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iy =
1. B EEEY I pod BUIH, XZLER, E7ocrsh 3G AZEER -n BTHEER A

ZE0H] :

I $ oc project <namespace>
2. BB pod BIILFE shell:

I $ oc rsh <pod_name> ﬂ

MR pod EZ1NE2, BRIEFEHA -c <container_names> I5E T —1&2%, &l oc rsh &%
IMERE—ITAS

3. JAEhZE pod HHYFFER SR —NZFE shell :
I $ oc rsh -c <container_name> pod/<pod_name>
4. AE— MmO L RIGEE pod EHIRO :
I $ oc port-forward <pod_name> <host_port>:<pod_port> ﬂ

Q A Ctrl+C REUYH O & &1F,

7.7.5. EEhEA root 1 [AIFU R debug pod

BRI UEF—NENHM pod BEHMEBLE, HNEBERYFTIRE debug pod, pod A @A
FE root fUFRIZ1T, {EIZFTEAIMAT root I pod HATERREHRRIT R EFERRE A :

FeREH
o RETLUFEAEZR cluster-admin A& i A& EE,

o AP|I RS MATLUIESR TE,

o B% %k OpenShift CLI(0c).

1. RIE—NEEFENEA root 15[R]ABREY debug pod.
a. RERUIBEE R

I $ oc get deployment -n <project_name>

b. HRIFEE SN A root IR debug pod:

I $ oc debug deployment/my-deployment --as-root -n <project_name>

2. RIFEHEERESNES root 1A R debug pod.
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a. REVMEMEERERH :
I $ oc get deploymentconfigs -n <project_name>

b. IRIFHERE, FA root FR/EEN debug pod:

I $ oc debug deploymentconfig/my-deployment-configuration --as-root -n <project_name>

& AT LARF -- <commands MiNZEIEIER oc debug a5, LUETE debug pod AIZ1TH
NP E, MAREITRER shell,

7.7.6. X252 pod #1AE, M pod MESZHEH
A LU SR HIE pod UM pod B, BUISERE B sl RE L #iE B,

FeREH
o ATLUFEAEA cluster-admin A& iR EEE,
o APIRSSMARRILUIEE TIE,

e B% %k OpenShift CLI(0C).

T
1 XX HEFIE pod:

I $ oc cp <local_path> <pod_name>:/<path> -c <container_name> ﬂ

@ nREAEE T, MR pod REIE—PEER,

2. M pod Sl :
I $ oc cp <pod_name>:/<path> -c <container_name> <local_path> ﬂ

@ AR T, NREE pod REIE—PEER,

A EE occp EE L, BEALIIE tar,

7.8. % SOURCE-TO-IMAGE 31T f=HE[R

7.8.1. Source-to-Image #FEHERRSREE
Source-to-Image (S2I) 2 —MAFHEATEE £KH Docker RABRFENIE, ©EIFNAERR

RIEARSRER, FHILFARGRRERTREIZTHNG R, FEREGME TEMER (WER) MYEM
o
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iy =
1 EBIRE S20 HRRHHRELEME, ERUMESLT S21 B XE pod KA :
a. EMEEEME, & pod AT MEMBEEGMNARFRAE RN ARFAHH R,

b. HABEECEME, ﬁB% pod BT MIZEEM BRI EZR N ARFARHET BN BRERF
pod, #RZE pod MSEREHMITIR, MWARSHIEE. HBELEEWERERDGEFE.

c. TEE8E pod BEIN AR pod &, N ARFEHIERREREZITHN ATER pod A%,
an, BNMEN FRFRR pod 0F Runnlng RE, NARFEMITHEAIBE RN, EiXHiE
R, EE LR EEZ TN BARRFE pod, LLAE pod RN AR FEHIE,

2. EXF S2I [FIRHEATERPEBERRES, B IRIRIX D RIGIRIE
C REEE, BN ARF pod R,
b. HAE L %R S2| RIZBIFTER,
c. &S KW BRI MBI E .

7.8.2. 115 Source-to-Image KR
S2| TERNIF21THIE pod F1ERE pod, EZRE pod M T RIBHEMN R AIBIN AEF AR EN A

2 pod, MEIE, FEMMAERF pod R, LMAE S2I ARPHMELEME. RE, ERREDS
T 254
SR

o ATLUFEAEA cluster-admin B&IAE iR EEE,
o APIRSSDBIA R LUE & T,

o B%%k OpenShift CLI(oc).
ik
1 TEEA S21 IR L pod R, LARETEWEANIER & £ BFE -
I $ oc get pods -w ﬂ

@ A -wkikiZpod REALIE, BIEMER CirleCBIEAHSD

2. & pod KIHY B &L R R
o MRME pod kM, HKEEME pod WEE :

I $ oc logs -f pod/<application_name>-<build_number>-build

F4, EETLMERA oc logs -f be/<application_names k& EEE BN H
I:l'la:\o *@Eﬁﬂﬁﬁ’\] H Ib\@?ﬁ* E*ij pOd D] A& Tho

-
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o MRIE pod KM, HEEEEE pod WEE :

I $ oc logs -f pod/<application_name>-<build_number>-deploy

k

-3

779*, R AT LAEF oc logs -f bc/<appllcat|on name> KR EEEERENH
&, LIRESMERE pod HHBAR, BEEEE pod ISR NIE, HRELR
E pod TXEIZ1T, F ?ﬁuﬂjﬂéﬁfﬁﬁ&f% pod WHE, EBE pod ek
&, ba@i3i217 oc logs -f pod/<application_names-<build_numbers-
deploy i/ n H B &,

o MRNAER pod X, HENARFEAMAMBEELZTHNNARERF pod R4, 1FE
Erﬁﬁ*ﬁr pOd E’]EIL.\ .

I $ oc logs -f pod/<application_name>-<build_number>-<random_string>

7.8.3. W& N AR 2 MR EE LU & N R R R

R A2 R SR RIS 1T RS FRFERF pod A4, TEIXEIERT, EALUERAUTERLRLIER :
o [ESRARE pod HEMEH,
o HENFMRRF pod AR, SIEREM OpenShift Logging AERRIKE MR E R TR B B3 1.
o LIEHARMIXNAREFINE, HENBEFRERETLNIL,

FeREH
o ATLUFAEA cluster-admin BE&MA iR EE,
e B% %k OpenShift CLI(0c).

it =

1. S SHREN AR pod HXEH., LITFREIKFES my-app-1-akdlg BI5 FRT2F pod IS
-

I $ oc describe pod/my-app-1-akdig
2. TeERN TR pod WEE :
I $ oc logs -f pod/my-app-1-akdig

3. EEZITHNARRR pod FERFEHE. X&EE stdout BIHEH OpenShift Logging 122
”&% #@EEJ: F'F"I'JE’J%UH:III:F LJ\-F ’lxﬁﬁﬁ?&ﬁﬁﬁgﬁu stdout E’JEIL;\O

a. MNRNBAEFHETLUE pod RARFE root I RAIIER FRb el LLH TR, RN T A4
BREXH :

I $ oc exec my-app-1-akdlg -- cat /var/log/my-application.log
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138

b. MMRFBZE root NIRRT REEENARFER, EAILUSIESA root IRM debug &B2s,
AREMNBRRNEFEEEXMH., MIIER DeploymentConfig X R/E 51 debug B2%. pod A/
BEEAIE root 1UBRIZ1T, {Biz1TEABIGES root $FEY pod 71T HFE HEBR AT 1 1 22 7] /AT
REH:

I $ oc debug dc/my-deployment-configuration --as-root -- cat /var/log/my-application.log

P2 Y=
INRIEZTAER -- <commands #Joc debug
. dc/<deployment_configuration> --as-root, [l|7 LUk debug pod R A
" root FRRBI— P E BN shell ,
4. DR ARMERN BRRFIEE FHET A ED) shell NN RIEFRERFIZIT2HIE,
a. ENAREFEASRLEI—1PRER shell:

I $ oc exec -it my-app-1-akdlg /bin/bash

b. £ shell R E S A RMAN AEFINEE. HltN, BALLZITRFHAORSTHMELR,
RiE, EEHFRRMIEL S21 HRERN ARFARA, EEMGSITIINEN.

c. IBITR R RBVSR ZHHIS .

BT — 2B ISR E root AR, EXLERT, ERILLAITIZIT oc
debug dc/<deployment_configuration> --as-root, RIEH A pod B
DeploymentConfig *f R E5)— N7 A root Vi[AIIXPRAY debug pod. A,
I&B LM debug pod AL root B FF B252 1712 i Z 3l ST

5. MRABBHEEZE ZHEIXMH, ELUER nsenter EA A6 & 22 A H2 1T ENBIIZ R Z
H3t, DUTFEBE—DBHRNDEEFRFIZIT ip ad, FERAENB ip =R,

a. EEH T REHA— debug Rif. FTERELHFIMEH—1 % <node_name>-debug HJ
debug pod:

I $ oc debug node/my-cluster-node

b. ¥F /host % debug shell FEIR B %, debug pod 7E pod B9 /host F#EE EHLE root X
HXR5, MIRBFEEH /host, EALLZTENAHITHREDSEMN ZFHHIE -

I # chroot /host

1247 Red Hat Enterprise Linux CoreOS (RHCOS) #J OpenShift Container
Platform 4.19 &£&8 1T AR 2, ©KHiF Operator KN AL E®R, FEIL
5/ SSH ViR 1T m. B2, #1R OpenShift Container Platform API R a]
F, =k kubelet EBIT T R LETTAILEE T, oc BIENAEZRIRN, EXFHE
RF, AILAMEA ssh core@<nodes.<cluster_names>.<base_domain> 3 1ijj
IREP=



B 7 = HEEHRR

c. FAEBILAER ID:
I # crictl ps
d. MERRNHE D, EXRHIF, BIA D 27fe32346b120:

I # crictl inspect a7fe32346b120 --output yaml | grep 'pid:' | awk '{print $2}'

e. ERBMAZEFFIZITipad, FEAENN ip ZFIRIH, AFIFER 31150 fFhBRrE
ID, nsenter 3 GHIA BRI B E R HERLERFIZITHRS, EARGHBE IR
T~ TERNIEE D, FTllip ad s BEENKBLRGR LA FZ1T ¢

I # nsenter -n -t 31150 -- ip ad

i
G

REEFEAFNESS (W0 debug TTm) B, FREERBRMNGREEPIZTE
HLBSI2 M — I RRD,
7.8.4. H BT
o MEAX S2MBRERBMWEZIEMER, 1HS M Source-to-Image (S21) I,

7.9. IFHE AL PEHERR

7.9.1. RS MR

LT s BRSNS BN K AR, T ER & AT s EDE B DAY ReadWriteOnce(RWO)E LAE B 75 — 17 s £/
pod fF A,

B2 ANARETEH T m A, A AR T m TR B S M N4,
& 7 — multi-attach 5i% :

Fai th o Bl

Unable to attach or mount volumes: unmounted volumes=[sso-mysql-pvol], unattached volumes=
[sso-mysql-pvol default-token-x4rzc]: timed out waiting for the condition

Multi-Attach error for volume "pvc-8837384d-69d7-40b2-b2e6-5df86943eef9" Volume is already used
by pod(s) sso-mysql-1-ns6b4

AR
EHR multi-attach [ IEFERAUTEAARC—

o (M RWX &2 H% MM,
X F RS EAFE AR R A R BT LUE B ReadWriteMany(RWX) % LABA 1E % M 1015,

o fEM RWO B, k& SMHFREXFE T =

B FAZHE RWX B97E6E, 80 VMware vSphere, e N EA RWO &, {ERZ, RWO B E
N Tmt,
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INREEETH RWO BRIZMMEHEIRIER, 1H BRI SARIEI T R EMIFR pod, LUBSRX
HITEREPOBIEER, GIMEMMNISFEA LS,

I $ oc delete pod <old_pod> --force=true --grace-period=0

ST 6 DERMERLG T X ARG R LIS,
7.10. WINDOWS & 28 T {F ff 2% 0] B s FE HE R

7.10.1. % B %% Windows Machine Config Operator

INRBE5EMK T T2 Windows Machine Config Operator (WMCO) B9i4#2, {B Operator —BELF
InstallWaiting [T E%, (1] =] BE 2 HH A 4% [n] RE A B

WMCO ERER OVN-Kubernetes Bt & OpenShift Container Platform & HIEEM4, WMCO Tj_:/x
BREMBHIER TR ETRRE TR, XEBELMEERS (0S) # OS BHMT mFTHER, X
ITE SR R ZIT T M.

MBESER, WHHEBERENL.

7.10.2. 18 &1+ 2 Windows HlEB2 BN NITET R

Windows #l2% B NIt E T mMERERS, HERBN&ET ERINE Windows Machine Config
Operator (WMCO) Hi&.

FoRFEMH

o B f#M Operator Lifecycle Manager (OLM) %% Windows Machine Config
Operator (WMCO)

o MBAIET Windows iTEH 255,

,—J'LJ\-FF' *”&% WMCO EIL,\ :

Py
$ oc logs -f deployment/windows-machine-config-operator -n openshift-windows-machine-
config-operator

7.10.3. iJj[n] Windows 7 &2

Windows 7 mT5i&f#E A oc debug node 517 ; e BB EEZ T m L2174 pod, 1B Windows i&4
S XA pod. A LAMER SSH 3% Remote Desktop Protocol (RDP) 1ila] Windows 7 s, i/ RE R
E—1PSSHEZ,

7.10.3.1. {8/ SSH 1ji[7] Windows 7 52

R R LAE R SSH VilA] Windows 79 5,

FoRFEMH

e B Operator Lifecycle Manager (OLM) %% T Windows Machine Config
Operator (WMCO)
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o MBAIET Windows iTEH 255,

e (KB cloud-private-key secret A {8 FABI B 5H LA Ik O 3R L BT {52 FB B BRI EY ssh-agent,
RN, FHICEEFERAEM ssh-agent FIFREH,

o B f# M ssh-bastion pod E#E Windows T s,

o ZITLAT S HIH1A] Windows i g :

$ ssh -t -0 StrictHostKeyChecking=no -o ProxyCommand='"ssh -A -0
StrictHostKeyChecking=no \

-0 ServerAlivelnterval=30 -W %h:%p core@$(oc get service --all-namespaces -I run=ssh-
bastion \

-0 go-template="{{ with (index (index .items 0).status.loadBalancer.ingress 0) }}{{ or

.hostname .ip }}{{end}}")' <username>@<windows_node_internal_ip> ﬂ 9

EESHENFEA %, 1 Amazon Web Services(AWS)#) Administrator =% Microsoft
Azure B capi,

@ BETVRMKEIP i, ARSI TAYRL AL -

$ oc get nodes <node_name> -o jsonpath={.status.addresses[?\
(@.type==\"InternallP\"\)].address}

7.10.3.2. {3/ RDP iJi[7] Windows 7 X

&7 LAE A Remote Desktop Protocol (RDP) /7] Windows 9 5,

FoRFH

o B f#M Operator Lifecycle Manager (OLM) %% Windows Machine Config
Operator (WMCO)

o MBEAIET Windows iTEH 255,

o REYY cloud-private-key secret A8 FH IR EA LR Q3R L BF I (68 A MU B SRR INE] ssh-agent,
RN, FHICEEFERAEM ssh-agent FMIFREH,

o B f# M ssh-bastion pod E#E Windows 7 s,

$ ssh -L 2020:<windows_node_internal_ip>:3389 \ )
core@$(oc get service --all-namespaces -I run=ssh-bastion -o go-template="{{ with (index
(index .items 0).status.loadBalancer.ingress 0) }}{{ or .hostname .ip }}{{end}}")

@ BEVRMKEIP b, RIS TAYRL AL -
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$ oc get nodes <node_name> -o jsonpath={.status.addresses[?\
(@.type==\"InternallP\"\)].address}

2. TEHE M shell B SSH El Windows 17 m, FiZziTATHRS NA P QIBED :
I C:\> net user <username> * ﬂ

ﬂ RESHNEAF %, 10 AWS B Administrator 5k Azure B capi,

IR BT LA A RDP & F i 1T localhost:2020 i2#21/5 7] Windows 7 5,

7.10.4. 5 Windows & 235 Kubernetes T m Hi&

Windows BB HEICTEE Linux B BEEHICHEARE, Windows TEf M Kubernetes 77 & B & B (%
% C:\var\logs Bx, HLt, EA7iMiZBRAINE Windows 7 s B

FoRFEMH

o B f# Operator Lifecycle Manager (OLM) %% Windows Machine Config
Operator (WMCO)

o MBAIET Windows iTEH 255,

1. Z1E C:\varllogs #MFiE Bk EERE, HaTUTHS :

$ oc adm node-logs -l kubernetes.io/os=windows --path=\
/ip-10-0-138-252.us-east-2.compute.internal containers \
/ip-10-0-138-252.us-east-2.compute.internal hybrid-overlay \
/ip-10-0-138-252.us-east-2.compute.internal kube-proxy \
/ip-10-0-138-252.us-east-2.compute.internal kubelet \
/ip-10-0-138-252.us-east-2.compute.internal pods

2. WHAENUERARENSSIHBFRPNXHHAEFTRDIBAEXMH, Fin, EEE kubelet B
&, WEIEITU TS :

I $ oc adm node-logs -l kubernetes.io/os=windows --path=/kubelet/kubelet.log

7.10.5. J‘I&% Windows E[iﬁﬁ*if%{q: E TN
kubelet logs s _£H Get-WinEvent shim & F§F M Windows Hl28 &N ARRFSEHEE,

FoRFH

o B2 f# Operator Lifecycle Manager (OLM) %% Windows Machine Config
Operator (WMCO) &

o MBEAIET Windows iTEH 255,



B 7 = HEEHRR

L EKEF)TETLFH&F_EMLE%EU Windows*REEJ:E"JEFFE,L,\E’JE,L,\, "Lﬁjé/i':

I $ oc adm node-logs -l kubernetes.io/os=windows --path=journal

{5 oc adm must-gather 5 H &N HUITEHEN® S,

R LLETE A -u TREIEE RN RS RINERBEHBEHEE Windows MAERFHE, I
ﬁl], u_,\__”'J\J:?i',LJ\-F DP'DH%”&%@%EJ:??ETHE%E’JE/U .

I $ oc adm node-logs -l kubernetes.io/os=windows --path=journal -u containerd

7.10.6. ) Windows B ERRAE

Windows containerd 23RS A2 BEBIEREHE stdout, MR HEHIBREZHE Windows E4
E/L.\ ° /L,\__I-LJ\KE‘@“%EE’J${¢EIL;\, l«,lﬁffgl)\jjﬂﬂ WIndOWS fé%ﬁﬂﬁ"é%ﬁﬁﬁ KQE’J[EJ D‘To

FRFH

o B f#M Operator Lifecycle Manager (OLM) %% Windows Machine Config
Operator (WMCO) &

o MBEAIET Windows iTEH 255,

Pt =

7.10.7. EfthER
o Windows MBS HER
o HERENINA G ICEMY ]

e Windows FBYE I Kubernetes [A] &

7.1, A 2 ] 7

OpenShift Container Platform S — P&, TiZ&ENE R B IGIEHER, T OFEHGIRE
Hi¥E, 1 OpenShift Container Platform 4.19 fr, SREFEIE 5 AT LLLEE M F P E B9 B 5 A iR 22,

NSRBI AR, TE XS TR
o MECHIEIATHA,
® Prometheus HEXERELZE A,

e KubePersistentVolumeFillingUp ZR1IE7Ef 4 Prometheus.

7ML AER P E BT B R A R E
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@1 ServiceMonitor %R, 80T LARERE 40455 FB A - B L B9T B AR S A FFBYIE R, SNREBAIET
ServiceMonitor ¥R, {BTETE Metrics Ul REEMEMN N B9FETR, BIIZRR PR S iR,

FoRFM
o EELUMEMES cluster-admin & &I 1A & EE,
e B% %k OpenShift CLI(oc).
o MENAFENWINBERHFEET K.

o RENIET ServiceMonitor ¥,

it
1 BERENTIBEMFREETSEER - TEMEEES, UTRAER ns1 TE.

a. WiEUIE 2 AHI Il openshift.io/user-monitoring=false /1%
I $ oc get namespace ns1 --show-labels | grep 'openshift.io/user-monitoring=false'

AP TYE 850 B 14X BRI EIARZEEH openshift.io/user-monitoring=true.
B2, MRIEFHHNATIZRE, SUIRERTN

b. Eﬁ_wflz ServiceMonitor #1 PodMonitor %JR 2 At il openshift.io/user-monitoring=false 17
%, LUFRABIKZE prometheus-example-monitor iR 55 11225,

$ oc -n ns1 get servicemonitor prometheus-example-monitor --show-labels | grep
'openshift.io/user-monitoring=false'

c. HNRBIIN T IR, IHMPRIZIRZE -
M B SR % AR89 R~ B

I $ oc label namespace ns1 'openshift.io/user-monitoring-'

MBI R AR Bl

$ oc -n ns1 label servicemonitor prometheus-example-monitor 'openshift.io/user-
monitoring-'

it Bl
I namespace/ns1 unlabeled

2. TERR55%0 ServiceMonitor FRECE S, WA MR EREEE, LU TFRAIER prometheus-
example-app f&%5. prometheus-example-monitor J& 555120 ns1 i H,

a. RERBRSS HRE AP,
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I $ oc -n ns1 get service prometheus-example-app -0 yaml

it Bl

labels:
app: prometheus-example-app

B 7 = HEEHRR

b. &7 ServiceMonitor #RECE Y matchLabels & Y 2F 5 £ —# dpyhr%5 5 H TR,

I $ oc -n ns1 get servicemonitor prometheus-example-monitor -o yaml

it Bl

apiVersion: vi
kind: ServiceMonitor
metadata:
name: prometheus-example-monitor
namespace: nsi
spec:
endpoints:
- interval: 30s
port: web
scheme: http
selector:
matchLabels:
app: prometheus-example-app

G

14

&

o

o

T LENEFUE EEN R A EREIRSSF ServiceMonitor 5RTT

3. 7£ openshift-user-workload-monitoring i B #f2# Prometheus Operator B H &,

a. 3 openshift-user-workload-monitoring 1l B F7#J Pod :

I $ oc -n openshift-user-workload-monitoring get pods

it Bl
NAME READY STATUS RESTARTS AGE
prometheus-operator-776fcbbd56-2nbfm 2/2  Running 0 132m
prometheus-user-workload-0 5/5 Running 1 132m
prometheus-user-workload-1 5/5 Running 1 132m
thanos-ruler-user-workload-0 3/3 Running 0 132m
thanos-ruler-user-workload-1 3/3 Running 0 132m

b. M prometheus-operator Pod ) prometheus-operator Z23iKEX A&, £ TRAI

#, Pod %} prometheus-operator-776fcbbd56-2nbfm :

I $ oc -n openshift-user-workload-monitoring logs prometheus-operator-776fcbbd56-

2nbfm -c prometheus-operator
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SNRARSS iR I A, BEAREEERURFREER

level=warn ts=2020-08-10T11:48:20.906739623Z caller=operator.go:1829
component=prometheusoperator msg="skipping servicemonitor" error="it accesses file
system via bearer token file which Prometheus specification prohibits”
servicemonitor=eagle/eagle namespace=openshift-user-workload-monitoring
prometheus=user-workload

4. 7£ OpenShift Container Platform Web 1#2& Ul F#J Metrics Bin 71 & & BB B9 B 5K
N

/Lho

a. &K OpenShift Container Platform web 1#£#l&, i A Observe - Targets,
b. FEFIRALENIEITH R, FFE Status FIHEE BIRHRS.
c. HIR Status 7y Down, miRmH) URL B&EZIEFRBIRM Target Details TEMNEZEL.
5. 1f openshift-user-workload-monitoring i1 E # /) Prometheus Operator Bti& debug 45 H &
03K

a. 1f openshift-user-workload-monitoring i B #4755 user-workload-monitoring-config
ConfigMap %4 :

I $ oc -n openshift-user-workload-monitoring edit configmap user-workload-monitoring-
config

b. 7E data/config.yaml &5 prometheusOperator 5/l logLevel: debug, ¥ BEHKHIEH
debug :

apiVersion: vi
kind: ConfigMap
metadata:

name: user-workload-monitoring-config

namespace: openshift-user-workload-monitoring
data:

config.yaml: |

prometheusOperator:
logLevel: debug

#...

c. REXHLUMESRZEN, ZFHMA prometheus-operator Pod & BEIEHEE,

d. #ai\ debug BENFI 2L FHE openshift-user-workload-monitoring i B 1 HJ
prometheus-operator & :

$ oc -n openshift-user-workload-monitoring get deploy prometheus-operator -o yaml |
grep "log-level"

i th o Bl
I - --log-level=debug

Debug A B &0 R fF &7~ Prometheus Operator & HBIFFAE 1 A,
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e. &% prometheus-operator Pod & IE1EIZ1T ¢

I $ oc -n openshift-user-workload-monitoring get pods

v pa =

MBEREBEMEFHEES T — MR Prometheus Operator loglevel &, I
prometheus-operator Pod RIEET /AN E

f. &%& debug B, LLT & Prometheus Operator @& E{# F ServiceMonitor 75iR, &Z&H
SRR E AR X R,

o NRAFENRIEERLEE
o EEMMMIIERSS

o JREXNAXIEM B FHHAME R

7.11.2. H8E 71t 4 Prometheus JH3E K EREEL 28]

FANA R LME RBEX R Ve E LB M. BENRENHESBUHNAREREN N, BETR
HETTRENBMERIN I REERM. B, customer_id BHEAHE, EANECELRL N ATEERIE.

B OER R EX AW - FFI, EREPERFSRAERM AT S BT ORI A 778 E B
EHUM, XEBERFINN Prometheus 188, FHFEREWI 22,

L Prometheus JHFEXERAR, EAILUFERUTAEE

o {#fH Prometheus HTTP API ie &R [H FFFIBIRAE (TSDBYRE, LU T A X Lir % B R ZHS
EFEIBIBENESER. XIFHEEEHEE DR

o RAEFFBENRIVRAINE,
o EEDOIEMME—IFFIIRE, EW LU 2 ECL P E BRI R E B MR E

ERAER —HAERATEENEEAEHDBENRE-EHEHE.
o XIAfER T E BB iR IR I E L ERS, XFERFEE AR

FeREH
o MATLUFEAEA cluster-admin £ A BMNAF 51015 R EE,

o B% %k OpenShift CLI(oc).

AR

1. 7£ OpenShift Container Platform web 12#& i A Observe —» Metrics,
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2. 7E Expression FE&H %A Prometheus Query Language (PromQL) &ifl, U TFREIEIHEENTF
A AT S RS ML 22 R HRE R = R 1R 1T

o FTZETUTEN, B EARSRIVFAIE+NEL

topk(10, max by(namespace, job) (topk by(namespace, job) (1,
scrape_samples_post_metric_relabeling)))

o RITIZITUUT AN, EHLLETIAAEL—/NYROET RSN FFFIBEN+DEL, M
4k H AR KBS FE 5

I topk(10, sum by(namespace, job) (sum_over_time(scrape_series_added[1h])))

3. MNRIEIFHREVRAIB AT, BREDEAEITHARAERE EHE

o MBEIFSHA/ENNTBEX, HEELERAENIENENEIRE-EY. eih@INE
REJA8 Prometheus & i, ZRREITRE 5 ARNARAEBHERZ.

o MRIEFRS OpenShift Container Platform #:DIBMEX, 1HELIEE |7 WL EAE—
NI HFIREE,

4, PEMHEBENBHEZRN, RBUTHEMER Prometheus HTTP API & TSDB A -

a. TLLT 684 EIREX Prometheus API & H URL :

Y
$ HOST=$%(oc -n openshift-monitoring get route prometheus-k8s -
ojsonpath='{.status.ingress[].host}')

b. BITUTHRSEEMEMNEILERHE

$ TOKEN=$(oc whoami -t)

c. iIBTLAT &4, &if Prometheus B TSDB RS :

I $ curl -H "Authorization: Bearer $TOKEN" -k "https://$HOST/api/v1/status/tsdb"

i th o Bl

"status": "success","data":{"headStats":{"numSeries":507473,
"numLabelPairs":19832,"chunkCount":946298,"minTime":1712253600010,
"maxTime":1712257935346},"seriesCountByMetricName":
[{"name":"etcd_request_duration_seconds_bucket","value":51840},
{"name":"apiserver_request_sli_duration_seconds_bucket","value":47718},

HiBR
o JAFE BB R ERENAIRR, 1T E]FE A 5 5 5K e BR

7.11.3. fi#)R Prometheus B KubePersistentVolumeFillingUp & fit 4 B4 n] i

ERERERER, WAL Prometheus fif X B KubePersistentVolumeFillingUp 4k,
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B 7 = HEEHRR

4 openshift-monitoring IﬁE B prometheus-k8s-* pod FEEAMFA LS (PV) I, KEERKERR
B S ZB A D TF 3% iR A, XA 8T Prometheus IER IEE TIE,

==

AW KubePersistentVolumeFillingUp Z1 :

o Critical & : BEHM PV /INTF 3% MEREE, SMLES
severity="critical" i1 ZHZf,

e Warning &4 : H3EEM PV L EMETF 15% I, KL HAE
severity="warning" 7RI E R, BFHATEPUX IR,

BRI, EB MR Prometheus B A58 HE % (TSDB) B30 PV G2 E % 22 ],

FeREZ M
o MATLUFEAEA cluster-admin £ A BMNAF 51015 R EE,

e B% %k OpenShift CLI(0c).

AR
1 BITLAT e, FUHATE TSDB M K/D, MRIBRIEISHEEE -

$ oc debug <prometheus_k8s_pod_name> -n openshift-monitoring \ﬂ
-c prometheus --image=%$(oc get po -n openshift-monitoring <prometheus_k8s_pod_name> \

-0 jsonpath="{.spec.containers[?(@.name=="prometheus")].image}') \
-- sh -c 'cd /prometheus/;du -hs $(Is -dtr */ | grep -Eo "[0-9]A-Z]{26}")'

‘—} <prometheus_k8s_pod_name> &5 KubePersistentVolumeFillingUp &t
TEE'J # pod.

i th 7 Bl

308M 01HVKMPKQWZYWS8WVDAYQHNMW6
52M 01HVK64DTDA81799TBROQDECEZ
102M  01HVK64DS7TRZRWF2756KHST5X
140M  01HVJS59K11FBVAPVY57K88Z11

90M  01HVH2A5Z58SKT810EM6BYATS0

152M  01HV8ZDVQMX41MKCN84S32RRZ1
354M  01HV6Q2N26BK63G4RYTST71FBF
156M  01HV664H9J9Z1FTZD73RD1563E

216M 01HTHXB60A7F239HN7S2TENPNS
104M  01HTHMGRXGSOWXA3WATRXHR36B

2. HAERTLAMBRIBL S AR % Dk, REMBRE, LATFRBIE4 M prometheus-k8s-0 pod At Bk
=/ &IBH Prometheus TSDB #t :

$ oc debug prometheus-k8s-0 -n openshift-monitoring \
-¢c prometheus --image=3$(oc get po -n openshift-monitoring prometheus-k8s-0 \
-0 jsonpath="{.spec.containers[?(@.name=="prometheus")].image}") \
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-- sh -c 'ls -latr /prometheus/ | egrep -o "[0-9]A-Z]{26}" | head -3 | \
while read BLOCK; do rm -r /prometheus/$BLOCK; done'

3. BITUTRS, SR PV NERAHBERERWH T AZEH :

$ oc debug <prometheus_k8s_pod_name> -n openshift-monitoring \ﬂ

--image=%(oc get po -n openshift-monitoring <prometheus_k8s_pod_name> \
-0 jsonpath="{.spec.containers[?(@.name=="prometheus")].image}') -- df -h /prometheus/

‘—} <prometheus_k8s_pod_name> &1/ KubePersistentVolumeFillingUp it Fh
TEE'JE’J pod,

LUFR &7~ 7 B prometheus-k8s-0 pod FHAMIIEHE M PV, 1% pod RIR 63% :

i o Bl

Starting pod/prometheus-k8s-0-debug-j82w4 ...
Filesystem  Size Used Avail Use% Mounted on
/dev/invmeOnip4 40G 15G 40G 37% /prometheus

Removing debug pod ...

7.12. 2l OPENSHIFT CLI (oc) [a]ii

7.12.1. T & OpenShift CLI (oc) BHE&EZF|
f&Bf OpenShift CLI (oc) , EaJLAMAimAIEEN FAFEFEFHEIE OpenShift Container Platform TiH,

MREIFFET oc S HHIAI, #F oc AEIAIRE NHIH APIHER. APIHIN LK 6554 ME curl i
R, XRUETHEN oc THEZERIFER, URBET MEHEH AT,

ocC E/b\g})—zﬁjxﬂl}‘k 1 §|J 10, -F%*TE{ T oc EIL;\?&jJJgJ%&Er"’LO

£ 7.4. OpenShift CLI (oc) B&EZH

BEZ fik

1385 RBHNEFILTE stderr,

6 7 stderr IL3% APl 1E K,

7 5 APIE K FDAR K10 E stderr,

8 L APHIER, FRkFIIESL, LUK APIMERIFRLFIIE SCE stderr,

9 XA APHER, PRAFIES. APl AR FRLFIES, A% curl iEKE stderr,

10 LXK AT APHER, FRAFIIES. APIFRNFRLFIES, A% curl iEKE stderr, 103
BE BB A,
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7.12.2. 1§ %€ OpenShift CLI (oc) BEZHH
e LLE RS PRI E SN 5 E I ZE OpenShift CLI (oc) (7],

OpenShift Container Platform IS FIRIGFHES S EEILKM curl iFK A, AT LAFEhIRER S
AIAFHRIESHE, UEENN oc MEMEZARNENFENER.

FRFM

e % OpenShift CLI (oc) .

it =

i
<command>
BEMXELIZITHGS,
<log_level>

BEENBEGSHEELI,
o ERIURIAIMKESHE, 1HZITUTHS :
I $ oc whoami -t
it~

I sha256~RCV3Qcn7H-OEfqCGVIOCvNnZ6...
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